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(57) ABSTRACT

Disclosed embodiments relate to on-demand assignment of
a web-server execution instance for a website server. Opera-
tions include storing generic website server code for hosting
websites; storing website specific code unique to each of the
websites; controlling a plurality of web-server execution
instances, at least some of the instances running website
specific code unique to at least one of the websites, and at
least others of the web-server execution instances running
the generic website server code devoid of the specific unique
code for any one website; receiving a request to access a
specific website; determining whether the specific website is
already hosted, and if not, directing the request to a first one
of'the plurality of web-server execution instances and inject-
ing into the first one of the plurality of web-server execution
instances running the generic website server code, additional
website specific code unique to the requested website.
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ON-DEMAND WEB-SERVER EXECUTION
INSTANCES FOR WEBSITE HOSTING

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Application No. 62/536,403, filed on Jul. 24,2017, and U.S.
Provisional Application No. 62/702,278, filed on Jul. 23,
2018, the entirety of which are both hereby incorporated by
reference.

[0002] This application is also generally related to, and
incorporates by reference in their entirety, the following
applications: U.S. application Ser. No. 13/596,146, filed on
Aug. 28, 2012; U.S. application Ser. No. 13/771,119, filed
on Feb. 20, 2013, U.S. application Ser. No. 13/779,798, filed
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onAug. 11, 2016; U.S. application Ser. No. 14/176,166, filed
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BACKGROUND

[0003] This disclosure relates to website building systems
for building indexable websites and web applications which
integrate custom backend functionality running on a system
fully managed by a third-party. For example, embodiments
include developing custom backend functionality which
may be executed in stateless server environment (such as
containers, serverless code, or virtual machines) when a
programmable event associated with a frontend component
or system activity is triggered without the user of the system
having to become involved in managing the client-server
interaction.
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[0004] Further, this disclosure relates to hosting and man-
aging load of a website by providing on-demand run
instances of the website or individual webpages instanta-
neously. The instances may in some embodiments be spun
up as virtual machines, containers, or serverless code ele-
ments. More specifically, this disclosure relates to systems
and methods for monitoring the load and activity of hosted
websites in order to automatically add and remove instances
serving websites hosted on the system without significant
delay in responding to a request to serve a website. Further,
hosted websites may be comprised of a combination of
generic and website-specific code.

[0005] Still further, the disclosure relates to visualizing
and testing websites with real-time access to data generated
in a production environment for and by the end user of the
website and the data linked to the website. More specifically,
this disclosure relates to providing access to data usually
seen by an end user of a website for testing the functionality
and experience of a website by a developer or designer of the
website.

[0006] Further, this disclosure relates to editing a database
during preview of a virtual webpage. For example, users
may store groups of data elements (e.g., text, graphics,
videos, etc.) in a database, and one or more virtual webpages
may be generated to display a preview of the webpages.
During the display of the virtual webpages, users may be
permitted to edit the virtual webpage, and their edits may be
translated into updates for the database. Further, during a
live view of an actual webpage corresponding to the virtual
webpage, the updates to the database may be reflected in the
displayed live view.

[0007] Website building systems, as disclosed herein, are
used to allow people with limited software development
experience and/or limited resources to develop and host a
customized website. Conventional website development
systems, on the other hand, offer a template frontend UI with
no or limited backend control through calls to external
services or embedded code snippets calling server-side code,
thus limiting the system to webpages with no or minimal
options for data manipulation or other custom functionality.
Other systems expect to be fully involved in setting up
client-server interactions in order to access full backend
control.

[0008] Conventional website development systems lack
the capability to create layouts of webpages to be populated
with data to create multiple dynamic pages which can be
indexed. Further, conventional systems lack the capability to
integrate software-based routers for webpages, which may
allow webpages to contain different content or function
differently depending on how a user reached the webpages
or interacts with them. Conventional systems also lack the
capability to monitor the interaction of a user of the website
and show resultant outputs based on prior registered func-
tionality associated with those interactions.

[0009] Conventional managed website hosting systems
are used to serve requests to a website either using dedicated
servers, which cost significant money and resources to
maintain ready and operational, or using a cold start of new
instances when a new website is requested or the load of a
particular website goes beyond a certain threshold of delay
in responding to a request. Such a process of cold starting
new instances of a website or webpages entails substantial
processing delay and consequential latency in the user
experience.
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[0010] Conventional website development systems are
also limited in terms of their ability to permit users to
dynamically edit previews of pages. Such systems are also
unable to receive edits to a previewed page, and translate
those edits into updates to a database on which all or
portions of the page are based. As a result, using such
conventional systems involves more user action, more band-
width, and more cumbersome operations.

[0011] Website testing systems, as disclosed herein, may
be set up to create a realistic experience of using the website
by an end user without disrupting the end user experience.
Conventional website testing systems, however, provide a
limited preview interface to review the site in a way an end
user would experience the website, but they do not have a
way to provide real-time access to data generated on the
website being tested. Conventional systems also lack the
ability to add new data and delete data generated for the site
without impacting the end user experience.

[0012] Conventional website hosting systems are also
vulnerable to plugins (e.g., software that may be integrated
into the frontend or backend a website) that contain mali-
cious code (e.g., malware). When such code is uploaded by
one website owner or user, it may spread through the website
hosting system to affect websites of other owners or users.
Conventional website hosting systems lack the capability to
isolate uploaded plugins and prevent them from infecting
other websites that are commonly hosted by the system.
[0013] Accordingly, there is a need for technological solu-
tions for new website development systems to manage
backend functionality, to provide the freedom to have more
customization of the website, and without involving a user
in server setup, provisioning, or server-client interactions.
There is further a need to provide technological tools to
users for building customized websites, including with cus-
tomized coding capabilities, without requiring users to code
entire websites from scratch.

[0014] Further, there is a need for technological solutions
for a new on-demand system to handle requests to websites
without significant delay. Such technological solutions
should utilize virtual computing resources, such as virtual
machines, containers, serverless code, etc. Further, such
solutions should allow for highly customized websites,
including both common features across many pages or sites,
as well as features unique to particular pages or sites.
[0015] Still further, there is also a need for technological
solutions for a new website testing system with real-time
data access to what is available in production.

[0016] In addition, there is a need for technological solu-
tions for isolating uploaded plugins, and preventing them
from infecting co-hosted websites. Such techniques should
be capable of isolating both frontend and backend plugins,
while still allowing such plugins to be uploaded and utilized
by website owners and users.

SUMMARY

[0017] Certain embodiments of the present disclosure
relate to a system for building a website. The system may
include an online website building system configured to
permit website builders to add backend functionality to a
centrally hosted website, the centrally hosted website
including one or more webpages indexable by a search
engine. The online system may allow for the editing and the
dynamic preview of pages to use a common online database,
which designers and users may access simultaneously. The
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system may comprise an online database configured to store
a library of website building elements for configuring a
frontend of an indexable webpage, as well as at least one
processor configured to perform certain operations. Opera-
tions may include transmitting first instructions to a remote
web browser of a user, the first instructions permitting the
user to remotely access the stored library via a unified
interface displayable by the remote web browser, and to
permit the user to utilize a selection of the building elements
for constructing the frontend of the indexable webpage,
wherein the unified interface provides the user access to both
the building elements and customized backend functionality
associated with the indexable webpage; enabling, via the
unified interface displayable by the remote web browser, the
user to configure a programmable event for activating user-
editable code providing customized backend functionality
associated with the indexable webpage; receiving, via the
unified interface, user edits to the user-editable code for
implementing the customized backend functionality associ-
ated with the programmable event; storing the edited user-
editable code in a code storage system in communication
with the online database; and in response to a trigger
associated with the programmable event, executing the
edited user-editable code for implementing the customized
backend functionality.

[0018] In some embodiments, the system includes the
execution of the edited user-editable code for implementing
the customized backend functionality based on a hook that
causes the execution of the edited user-editable code.
[0019] Further, in some embodiments, the hook is a web
hook, a data hook, or a data-binding router hook.

[0020] Still further, in some embodiments, the at least one
processor is further configured to automatically generate,
based on rules stored in the online database, skeleton code
associated with a website building element selected by the
user, and to transmit the skeleton code to the remote web
browser to enable the skeleton code.

[0021] Additionally, in some embodiments, the system
includes a function associated with the website building
element selected by the user and a snippet of code associated
with the function as part of the automatically generated
skeleton code.

[0022] Moreover, in some embodiments, the system
includes a unified interface displayable by a remote web
browser which in turn includes a frontend website editing
window and a customized backend editing window.

[0023] Further, in some embodiments, the system includes
a trigger for data activity involving a particular data set that
is associated with the customized backend functionality.
[0024] Still further, in some embodiments, the system
includes a trigger for an update entered on the indexable
webpage.

[0025] Additionally, in some embodiments, the system
includes a trigger for a page transition on the indexable
webpage.

[0026] Moreover, in some embodiments, the system
includes a trigger for a defined interaction between the user
and the indexable webpage.

[0027] Further, in some embodiments, the at least one
processor is further configured to execute the edited user-
editable code to implement a plurality of customized back-
end functionalities in response to the trigger associated with
the programmable event.
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[0028] Still further in accordance with some embodi-
ments, the at least one processor is further configured to
execute the edited user-editable code to implement a cus-
tomized backend functionality in response to a plurality of
triggers associated with a plurality of programmable events.
[0029] Additionally, in accordance with some embodi-
ments, the system includes a code storage system configured
to store code for a software-based router that handles incom-
ing client requests to the indexable webpage.

[0030] Moreover, in some embodiments, the system
includes a storage system which is both an online database
and code storage system.

[0031] Certain embodiments relate to a computer-imple-
mented method for building a website using customized
backend functionality. The method may include maintaining
an online database configured to store a library of website
building elements for configuring a frontend of an indexable
web page; transmitting first instructions to a remote web
browser of a user, the first instructions permitting the user to
remotely access the stored library via a unified interface
displayable by the remote web browser, and to permit the
user to utilize a selection of the building elements for
constructing the frontend of the indexable webpage, wherein
the unified interface provides the user access to both the
building elements and customized backend functionality
associated with the indexable webpage; receiving, via the
unified interface displayable by the remote web browser,
specifications from user to configure a programmable event
for activating user-editable code providing customized back-
end functionality associated with the indexable webpage;
receiving, via the unified interface, user edits to the user-
editable code for implementing the customized backend
functionality associated with the programmable event; stor-
ing the edited user-editable code a code storage system in
communication with in the online database; and in response
to a trigger associated with the programmable event, execut-
ing the edited user-editable code for implementing the
customized backend functionality.

[0032] Moreover, in some embodiments, the method
includes obtaining data external to the online database and
external to the remote web browser for using in the execut-
ing of the edited user-editable code for implementing the
customized backend functionality in response to the trigger.
[0033] Further, in accordance with some embodiments,
the method includes providing to the user access to at least
some portions of the user-editable code for editing in the
form of selectable segments of code.

[0034] Still further, in accordance with some embodi-
ments, the method includes execution of the edited user-
editable code for implementing the customized backend
functionality based on a hook that causes the execution of
the edited user-editable code.

[0035] Additionally, in accordance with some embodi-
ments, the method includes a hook which is either a web-
hook, or a data hook, or a data-binding router hook.
[0036] Moreover, in accordance with some embodiments,
the method includes generation of skeleton code associated
with a website building element selected by the user by at
least one processor based on rules stored in the online
database and transmission of the skeleton code to the remote
web browser to enable the skeleton code.

[0037] Further, in accordance with some embodiments,
the automatically generated skeleton code includes a func-
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tion associated with a building element selected by the user
and a snippet of code associated with the function.

[0038] Further, in some embodiments, the method
includes providing a unified interface displayable by a
remote web browser which includes a frontend website
editing window and a customized backend editing window.
[0039] Still further, in some embodiments, the method
includes a trigger for data activity involving a particular data
set that is associated with the customized backend function-
ality.

[0040] Additionally, in some embodiments, the method
includes a trigger for an update entered on the indexable
webpage.

[0041] Moreover, in some embodiments, the method
includes a trigger for defined interaction between the user
and the indexable webpage.

[0042] Certain embodiments relate to a system for on-
demand assignment of a webserver execution instance for a
website server. The system may include at least a first
memory location storing generic website server code for
hosting a plurality of websites, and at least a second memory
location storing, in a segregated manner from the first
memory location, website specific code unique to each of the
plurality of websites. The system may further include at least
one processor configured to perform operations including to
control a plurality of web-server execution instances, at least
some of the instances running website specific code unique
to at least one of the plurality of websites, and at least others
of the web-server execution instances running the generic
website server code devoid of the specific unique code for
any one website; receive a request to access a specific
website, the specific website having been built on a platform
including the generic website server code; determine
whether the specific website is already hosted by one of the
plurality of web-server execution instances; and when it is
determined that the requested specific website is not already
hosted by one of the plurality of web-server execution
instances: direct the request to a first one of the plurality of
web-server execution instances running the generic website
server code; inject into the first one of the plurality of
web-server execution instances running the generic website
server code, additional website specific code unique to the
requested website from the at least one second memory
location; and respond to the request, via the first one of the
plurality of web-server execution instances, through a com-
bination of both the generic website server code and the
injected website specific code unique to the requested web-
site.

[0043] In some embodiments, the system may include a
plurality of web-server execution instances which in turn
may include one or more containers, virtual machines, or
physical machine processes.

[0044] Further, in some embodiments, the request is an
HTTP request and the system includes an operation to
respond to the request that is performed before the request
times out.

[0045] Still further, in some embodiments, the system
includes an operation to respond to the request that is
performed within 100 ms of receiving the request.

[0046] Additionally, in some embodiments, the system
includes a proxy server to handle HTTP requests, including
the operations to receive and determine.

[0047] Moreover, in some embodiments, the operation to
determine further includes querying a web-server execution
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instance manager as to whether the specific website is
already hosted by one of the plurality of web-server execu-
tion instances.

[0048] Further, in some embodiments, the operation to
determine further includes forwarding the request to a
web-server execution instance manager and if the request
fails, determining therefrom that the requested specific web-
site is not currently hosted by one of the plurality of
web-server execution instances.

[0049] Still further, in some embodiments, the operation to
determine includes determining, based on a state table, that
the specific website is already hosted by one of the plurality
of web-server execution instances.

[0050] Additionally, in some embodiments, the system
includes a state table maintained at a proxy server and
identifies a list of websites already hosted by one of the
plurality of web-server execution instances.

[0051] Moreover, in some embodiments, the system
includes operations to update the state table to remove an
inactive website from the list based on a predetermined
period of inactivity of requests associated with the inactive
website.

[0052] Further, in some embodiments, the additional web-
site specific code unique to the requested website includes
backend code unique to the requested website.

[0053] Still further, in some embodiments, the additional
website specific code unique to the requested website
includes code associated with a plugin referenced by the
requested website.

[0054] Additionally, in some embodiments, the operations
further comprise monitoring a set of web-server execution
instances not already hosting a specific website, and when
the size of the set of web-server execution instances is less
than a threshold, instructing a web-server execution instance
manager to spin up additional web-server execution
instances.

[0055] Moreover, in some embodiments, the operations
further comprise monitoring a set of web-server execution
instances not already hosting a specific website, and when
the size of the set of web-server execution instances is
greater than a threshold, instructing a web-server execution
instance manager to shut down at least one web-server
execution instance.

[0056] Certain embodiments of the present disclosure
relate to a computer-implemented method for on-demand
assignment of a web-server execution instance for a website
server. The method may include storing, in a first memory
location, generic website server code for hosting a plurality
of websites; storing, in a second memory location that is
segregated from the first memory location, website specific
code unique to each of the plurality of websites; controlling
a plurality of web-server execution instances, at least some
of the instances running website specific code unique to at
least one of the plurality of websites, and at least others of
the web-server execution instances running the generic
website server code devoid of the specific unique code for
any one website; receiving a request to access a specific
website, the specific website having been built on a platform
including the generic website server code; determining
whether the specific website is already hosted by one of the
plurality of web-server execution instances; and when it is
determined that the requested specific website is not already
hosted by one of the plurality of web-server execution
instances: directing the request to a first one of the plurality
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of web-server execution instances running the generic web-
site server code; injecting into the first one of the plurality
of web-server execution instances running the generic web-
site server code, additional website specific code unique to
the requested website from the at least one second memory
location; and responding to the request, via the first one of
the plurality of web-server execution instances, through a
combination of both the generic website server code and the
injected website specific code unique to the requested web-
site.

[0057] In accordance with some embodiments, the plural-
ity of web-server execution instances may include one or
more of containers, virtual machines, or physical machine
process.

[0058] Further, in accordance with some embodiments,
the request is an HTTP request and the method includes the
Step of responding to the request before the request times
out.

[0059] Still further, in accordance with some embodi-
ments, the method includes the Step of responding to the
request being performed within 100 ms of receiving the
request.

[0060] Certain embodiments of the present disclosure
relate to a system for on-demand assignment of a web-server
execution instance for a website server. The system may
comprise at least one memory device storing generic website
server code for hosting a plurality of websites and website
specific code unique to each of the plurality of websites; and
at least one processor configured to perform operations. The
operations may include to control a plurality of web-server
execution instances, at least some of the instances running
website specific code unique to at least one of the plurality
of websites, and at least others of the web-server execution
instances running the generic website server code devoid of
the specific unique code for any one website, receive a
request to access a specific website, the specific website
having been built on a platform including the generic
website server code; determine whether the specific website
is already hosted by one of the plurality of web-server
execution instances; when it is determined that the requested
specific website is not already hosted by one of the plurality
of web-server execution instances: direct the request to a
first one of the plurality of web-server execution instances
running the generic website server code, the request prompt-
ing the first one of the plurality of web-server execution
instances running the generic website server code to obtain
additional website specific code unique to the requested
website from the at least one memory device; and respond
to the request, via the first one of the plurality of web-server
execution instances, through a combination of both the
generic website server code and the injected website specific
code unique to the requested website.

[0061] In accordance with some embodiments, the first
one of the plurality of web-server execution instances run-
ning the generic website server code is configured to obtain
the additional website specific code unique to the requested
website from the at least one memory device based at least
on an identifier of the requested website included in the
request.

[0062] Certain embodiments relate to a system for simul-
taneously running live data of a website in a website
deployment environment while also running test data of the
website in a non-public website test environment. The
system may include at least one common database storing

Petitioner HighLevel Ex-1014, 0054



US 2019/0028531 Al

both the live data of the website and the test data of the
website, wherein the test data is associated in the at least one
common database with the live data; and at least one
processor configured to perform operations. Operations may
perform functions including to access the live data stored in
the at least one common database; use the accessed live data
to render the website in the website deployment environ-
ment; receive a request to perform testing on the website
while the website is live in the website deployment envi-
ronment; access, in the at least one common database, a set
of the test data responsive to the request, the set of test data
including one or more test data elements corresponding to
respective live data elements, wherein the set of test data is
not accessible in the website deployment environment; and
while the website is operating in the website deployment
environment, test the website in parallel in the non-public
website test environment such that both the set of test data
and the live data are used simultaneously by the website in
the non-public website test environment.

[0063] In accordance with some embodiments, the test
data is associated with the live data using markers config-
ured to cause, during the testing, specific test data elements
to replace specific live data elements.

[0064] Further, in accordance with some embodiments,
the markers are configured to be deleted following the
testing.

[0065] Additionally, in accordance with some embodi-
ments, the markers are indicative of instructions to ignore
specific live data during the testing.

[0066] Moreover, in accordance with some embodiments,
the system is a website hosting environment for hosting a
plurality of websites generated by a plurality of users.
[0067] Further, in accordance with some embodiments, at
least one common database is a centralized online database
configured to store live data associated with the plurality of
websites generated by the plurality of users.

[0068] Still further, in accordance with some embodi-
ments, the test data includes newly added data not previ-
ously associated with the live data of the website.

[0069] Additionally, in accordance with some embodi-
ments, the test data is hidden from the website deployment
environment.

[0070] Moreover, in accordance with some embodiments,
the system includes test data responsive to a request to add
data in the non-public website test environment.

[0071] Further, in accordance with some embodiments,
the test data is created in an area of the at least one common
database hidden from the website deployment environment.
[0072] Still further, in accordance with some embodi-
ments, the system includes test data elements corresponding
to the respective live data elements include data elements
indicative of a requested alteration performed on a duplicate
of the respective live data elements.

[0073] Additionally, in accordance with some embodi-
ments, the system includes determination of corresponding
test data elements for the live data elements requested to be
altered, and when corresponding respective test data ele-
ments exist, performing the requested alteration on the
corresponding respective test data elements.

[0074] Moreover, in accordance with some embodiments,
the system performs the receipt of a query initiated in the
non-public website test environment, responding to the
query with one or more of the live data elements when the
one or more live data elements are not associated with
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corresponding respective test data elements, and responding
to the query with one or more of the test data elements when
the one or more live data elements are associated with
corresponding respective test data elements.

[0075] Further, in accordance with some embodiments,
the at least one processor is further configured to merge the
test data into the live data, thereby replacing one or more of
the live data elements with respective corresponding test
data elements.

[0076] Certain embodiments of the present disclosure
relate to a computer-implemented method for simultane-
ously running live data of a website in a website deployment
environment while also running test data of the website in a
non-public website test environment. The method may
include storing both the live data of the website and the test
data of the website, wherein the test data is associated in the
at least one common database with the live data; accessing
the live data stored in the at least one common database;
using the accessed live data to render the website in the
website deployment environment; receiving a request to
perform testing on the website while the website is live in
the website deployment environment; accessing, in the at
least one common database, a set of the test data responsive
to the request, the set of test data including one or more test
data elements corresponding to respective live data ele-
ments, wherein the set of test data is not accessible in the
website deployment environment; and while the website is
operating in the website deployment environment, testing
the website in parallel in the non-public website test envi-
ronment such that both the set of test data and the live data
are used simultaneously by the website in the non-public
website test environment.

[0077] Inaccordance with some embodiments, the method
may include associating the test data with the live data using
markers configured to cause, during the testing, specific test
data elements to replace specific live data elements.

[0078] Further, in accordance with some embodiments,
the markers are configured to be deleted following the
testing.

[0079] Still further, in accordance with some embodi-
ments, the markers are indicative of an instruction to ignore
the specific corresponding live data during the testing.
[0080] Additionally, in accordance with some embodi-
ments, the method is performed by a server configured to
provide a website hosting environment for hosting a plural-
ity of websites generated by a plurality of users.

[0081] Moreover, in accordance with some embodiments,
the test data is created in an area of the at least one common
database hidden from the website deployment environment.
[0082] Certain embodiments of the present disclosure
relate to a computer-based system for simultaneously run-
ning test data of a visual application system in a non-public
test environment while also running live data of the visual
application system in a deployment environment, the com-
puter-based system comprising: at least one common data-
base storing both the live data of the visual application
system and the test data of the visual application system,
wherein the test data is associated in the at least one common
database with the live data; and at least one processor
configured to: access the live data of the visual application
system stored in the at least one common database; use the
accessed live data of the visual application system in the
deployment environment; receive a request to perform test-
ing on the visual application system while the visual appli-
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cation system is live in the deployment environment; access,
in the at least one common database, a set of the test data
responsive to the request, the set of test data including one
or more test data elements corresponding to respective live
data elements, wherein the set of test data is not accessible
in the deployment environment; and while the visual appli-
cation system is live in the deployment environment, test the
visual application system in parallel in the non-public test
environment such that both the set of test data and the live
data are used simultaneously by the visual application
system in the non-public test environment.

[0083] Further, in accordance with some embodiments,
the computer-based system is at least one of a website
development system and a source code development system.

[0084] Certain embodiments of the present disclosure
include a computer readable medium containing instructions
that, when executed by at least one processor, cause the at
least one processor to perform certain instructions for updat-
ing a backend database containing data sets that populate a
plurality of web pages of a website. The instructions may
perform operations to receive via a user interface, a plurality
of data elements, the data elements organized into one or
more groups of at least one data element, each group for
display on a separate web page of a website; store the groups
of at least one data element in a database; generate a
plurality of virtual web pages, wherein each virtual web
page is a preview of a corresponding actual web page before
the corresponding actual web page goes live, wherein each
of the corresponding actual web pages is not designed with
functionality for updating the database; display each group
of at least one data element in a separate one of the plurality
of virtual web pages; display an editing tool to permit a user
to edit a virtual web page from the plurality of virtual web
pages; translate the edits to the virtual web page into updates
for the database; store the updates in the database; and
enable, during a live view of a corresponding actual web
page associated with the virtual web page, a display of the
corresponding actual web page with the updates made to the
virtual web page during the preview.

[0085] In addition, in some embodiments each of the
plurality of virtual web pages is displayable within a frame
associated with an editor interface of the user interface.

[0086] In further embodiments, the operations display of a
user-selectable feature enabling the user to navigate through
the plurality of virtual web pages to individually and
dynamically display each of the plurality of virtual web
pages.

[0087] In additional embodiments, the operations display
of a user-selectable feature enabling the user to select a
particular virtual web page from the plurality of virtual web
pages based on an identifier of the particular virtual web
page.

[0088] In further embodiments, the identifier of the par-
ticular virtual web page is based on a data element associ-
ated with the particular virtual web page.

[0089] Further, according to some embodiments, the
operations include associating a unique URL with each of
the plurality of virtual web pages.

[0090] In additional embodiments, each of the plurality of
virtual web pages is generated based on a sitemap referenc-
ing the unique URL of each of the plurality of virtual web

pages.
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[0091] According to some embodiments, the editing tool
is configured to receive edits to the stored groups of at least
one data element in the database.

[0092] Further, in some embodiments the editing tool is
configured to receive edits to attributes of the plurality of
virtual web pages.

[0093] In additional embodiments, the editing tool is con-
figured to receive edits to code that is used to generate the
plurality of virtual web pages.

[0094] In further embodiments, the editing tool is config-
ured to display a plurality of segments of skeleton code
representing actual code used to generate the plurality of
virtual web pages, and receive edits to the skeleton code that
are translated into edits to the actual code.

[0095] Further, in some embodiments the data elements
are received via the user interface from an external source.

[0096] In additional embodiments, the operations further
comprise accessing a software-based router associated with
the plurality of virtual web pages, and configuring the
software-based router to generate a different version of each
of the plurality of virtual web pages based on one or more
segments of a received URL.

[0097] In some embodiments, a subset of each group of at
least one data element are organized by a repeater function,
the repeater function generating one or more displayed
instances of the subset of each group of at least one data
element.

[0098] Further, additional embodiments include a live
view of the corresponding actual web page that includes the
one or more instances.

[0099] Also disclosed herein are computer-implemented
methods for updating a backend database containing data
sets that populate a plurality of web pages of a website. The
method may comprise receiving via a user interface, a
plurality of data elements, the data elements organized into
one or more groups of at least one data element, each group
for display on a separate web page of a website; storing the
groups of at least one data element in a database; generating
a plurality of virtual web pages, wherein each virtual web
page is a preview of a corresponding actual web page before
the corresponding actual web page goes live, wherein each
of the corresponding actual web pages is not designed with
functionality for updating the database; displaying each
group of at least one data element in a separate one of the
plurality of virtual web pages; displaying an editing tool to
permit a user to edit a virtual web page from the plurality of
virtual web pages; translating the edits to the virtual web
page into updates for the database; storing the updates in the
database; and enabling, during a live view of a correspond-
ing actual web page associated with the virtual web page, a
display of the corresponding actual web page with the
updates made to the virtual web page during the preview.

[0100] In some embodiments, each of the plurality of
virtual web pages is displayable within a frame associated
with an editor interface of the user interface.

[0101] Further, in some embodiments the method further
comprises displaying a user-selectable feature enabling the
user to navigate through the plurality of virtual web pages to
individually and dynamically display each of the plurality of
virtual web pages.

[0102] In additional embodiments, the method further
comprises displaying a user-selectable feature enabling the
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user to select a particular virtual web page from the plurality
of virtual web pages based on an identifier of the particular
virtual web page.

[0103] In further embodiments, the identifier of the par-
ticular virtual web page is based on a data element associ-
ated with the particular virtual web page.

[0104] Further, in some embodiments the method further
comprises associating a unique URL with each of the
plurality of virtual web pages.

[0105] In additional embodiments, each of the plurality of
virtual web pages is generated based on a sitemap referenc-
ing the unique URL of each of the plurality of virtual web
pages.

[0106] Further, in some embodiments, the editing tool is
configured to receive edits to the stored groups of at least
one data element in the database.

[0107] According to additional embodiments, the editing
tool is configured to receive edits to attributes of the plurality
of virtual web pages.

[0108] In further embodiments, the editing tool is config-
ured to receive edits to code that is used to generate the
plurality of virtual web pages.

[0109] Still further, in some embodiments the editing tool
is configured to display a plurality of segments of skeleton
code representing actual code used to generate the plurality
of virtual web pages, and receive edits to the skeleton code
that are translated into edits to the actual code.

[0110] In additional embodiments, the data elements are
received via the user interface from an external source.
[0111] Additional disclosed embodiments relate to a sys-
tem for enabling dynamic edits to web pages to update a
backend database containing data sets that populate web
pages. The system may include an online database config-
ured to store a plurality of data elements for display on a
plurality of web pages, the data elements organized into one
or more groups of at least one data element, each group for
display on a separate web page of a website, each separate
web page lacking functionality for updating the online
database; and at least one processor configured to perform
operations. The operations may provide instructions
remotely to a browser to provide an interface displaying an
editable version of a first web page generated based on a
group of at least one data element, the interface permitting
a user to edit the at least one data element; translate edits
received via the interface on the editable version of the first
web page into updates for the online database; store the
updates in the online database; and enable, during a live
view of the first web page, a display on the first web page
with the updates made to the editable version to the first web
page.

[0112] Further embodiments include an operation to gen-
erate a plurality of separate editable versions of web pages,
wherein each separate editable version of a web page is
displayable within a frame associated with an editor inter-
face of the interface.

[0113] Certain embodiments of the present disclosure
relate to a system for previewing dynamic web pages via an
online editor interface. The system may include an online
database configured to: store a plurality of data elements for
display on a plurality of web pages; and store first instruc-
tions for enabling organization of the data elements into a
plurality of groups, each of the plurality of groups including
at least one data element and being associated with at least
one discrete web page, and each of the plurality of groups
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further being capable of being utilized by at least one of
frontend code executable by a browser and backend code
executable by a backend server remote from the browser to
configure a plurality of scrollable virtual web pages; and at
least one processor configured to: provide second instruc-
tions remotely to the browser to display an interface for
enabling an user associated with the browser to add data
elements to the database, to associate each added data
element with at least one of the plurality of groups, and to
modify the at least one of frontend code and backend code;
execute third instructions to generate, based on the user’s
added data elements, association of added data elements
with the at least one of the plurality of groups, and modi-
fication of the at least one of frontend code and backend
code, the plurality of scrollable virtual web pages; wherein
the plurality of scrollable virtual web pages are configured
to be independently generated by the at least one processor
and independently edited by the user; and provide fourth
instructions remotely to the browser to display a preview
interface configured to display the plurality of scrollable
virtual web pages prior to generation of corresponding final
web pages, the preview interface enabling the user to
selectively scroll through the plurality of scrollable virtual
web pages based on each of the plurality of groups of at least
one data element and visualize how the groups of at least one
data element will appear on a corresponding final web page
before the corresponding final web page goes live.

[0114] In accordance with some embodiments, the system
may provide additional instructions remotely to the browser
to display the online editor interface to enable the user to
drag and drop into a webpage template a selection of at least
one building element for associating the at least one website
building element with one of the data elements for con-
structing a front end of the corresponding final webpage.

[0115] Further, in accordance with some embodiments, the
system includes a webpage template that is a dynamic
webpage template configured to include adjustable data
components for rendering the corresponding final webpage
associated with each of the plurality of groups.

[0116] Still further, in accordance with some embodi-
ments, the system may include a preview interface config-
ured to be displayed at the browser within a frame associated
with the online editor interface.

[0117] Additionally, in accordance with some embodi-
ments, the system may include a plurality of scrollable
virtual webpages displayable within a frame associated with
the online editor interface.

[0118] Moreover, in accordance with some embodiments,
the system may include a preview interface which may
include a user-selectable feature enabling the user to scroll
through the plurality of scrollable virtual webpages.

[0119] Further, in accordance with some embodiments, the
system includes a preview interface which may include a
user-selectable feature enabling the user to select a particular
virtual webpage for display based on an identifier of the
respective virtual webpage.

[0120] Still further, in accordance with some embodi-
ments, the system may include identifiers for respective
virtual webpages based on a data element stored in the
database.

[0121] Additionally, in accordance with some embodi-
ments, the system may associate a unique URL with each of
the plurality of groups
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[0122] Moreover, in accordance with some embodiments,
the system includes a plurality of scrollable virtual web-
pages may be generated based on a sitemap referencing each
webpage’s unique URL.

[0123] Further, in accordance with some embodiments,
the system includes database which may include a central-
ized online database configured to store data associated with
a plurality of user-generated websites of a plurality of
remote users.

[0124] Still further, in accordance with some embodi-
ments, the at least one discrete webpage is indexable by a
search engine.

[0125] Additionally, in accordance with some embodi-
ments, the system may include at least one of frontend code
and backend code configured to perform a function of a
software-based router.

[0126] Moreover, in accordance with some embodiment,
the software-based router may be capable of configuring the
at least one discrete webpage in a plurality of different ways
based on a plurality of different possible URL segments
provided by the user.

[0127] Further, in accordance with some embodiments,
the system may include at least one of frontend code and
backend code associated with the at least one discrete
webpage.

[0128] Still further, the system may include at least one of
frontend code and backend code associated with a specific
software-based router.

[0129] Additionally, the plurality of groups may be asso-
ciated with at least one of a website comprising a plurality
of discrete webpages and an associated group of websites.
[0130] Moreover, in accordance with some embodiments,
the system may include a subset of the plurality of data
elements organized by a repeater function, the repeater
function generating one or more displayed instances of the
subset of the plurality of data elements.

[0131] Further, in accordance with some embodiments,
the one or more instances may be part of the preview
interface configured to display the plurality of scrollable
virtual webpages.

[0132] Certain embodiments of the present disclosure
relate to a computer-implemented method for previewing
dynamic web pages via an online editor interface. The
method may include storing a plurality of data elements for
display on a plurality of webpages; and storing first instruc-
tions for enabling organization of the data elements into a
plurality of groups, each of the plurality of groups including
at least one data element and being associated with at least
one discrete webpage, and each of the plurality of groups
further being capable of being utilized by at least one of
frontend code executable by a browser and backend code
executable by a backend server remote from the browser to
configure a plurality of scrollable virtual webpages; provid-
ing second instructions remotely to the browser to display an
interface for enabling a user associated with the browser to
add data elements to the database, to associate each added
data element with at least one of the plurality of groups, and
to modify the at least one of frontend code and backend
code; executing third instructions to generate, based on the
user’s added data elements, association of added data ele-
ments with the at least one of the plurality of groups, and
modification of the at least one of frontend code and backend
code, the plurality of scrollable virtual webpages; wherein
the plurality of scrollable virtual webpages are configured to

Jan. 24, 2019

be independently generated by the at least one processor and
independently edited by the user; and providing fourth
instructions remotely to the browser to display a preview
interface configured to display the plurality of scrollable
virtual webpages prior to generation of corresponding final
webpages, the preview interface enabling the user to selec-
tively scroll through the plurality of scrollable virtual web-
pages based on each of the plurality of groups of at least one
data element and visualize how the groups of at least one
data element will appear on a corresponding final webpage
before the corresponding final webpage goes live.

[0133] Inaccordance with some embodiments, the method
includes providing additional instructions remotely to the
browser to display the online editor interface to enable the
user to drag and drop into a webpage template a selection of
at least one building element for associating the at least one
website building element with one of the data elements for
constructing a front end of a webpage.

[0134] Further, in accordance with some embodiments,
the webpage template is a dynamic webpage template con-
figured to include adjustable data components for rendering
the corresponding final webpage associated with each of the
plurality of groups.

[0135] Still further, in accordance with some embodi-
ments, the preview interface is configured to be displayed at
the browser within a frame associated with the online editor
interface.

[0136] Certain embodiments of the present disclosure
relate to a system for navigating between dynamic web-
pages, the system comprising an online database storing a
plurality of data elements for display on a plurality of
dynamic web pages. The database may also store first
instructions for enabling organization of the data elements
into a plurality of groups, each of the plurality of groups
including at least one data element and being associated with
at least one of the plurality of dynamic webpages, and each
of the plurality of groups further being capable of being
utilized by at least one of frontend code executable by a
browser and backend code executable by a backend server
remote from the browser to configure the plurality of
dynamic web pages; wherein each of the plurality of
dynamic webpages is configured to be independently gen-
erated and independently edited. The system may also
include at least one processor configured to: provide second
instructions remotely to the browser to display a navigation
interface as part of the at least one of the plurality of
dynamic webpages, the navigation interface configured to
enable a user to selectively navigate through each of the
plurality of dynamic webpages automatically generated
based on each of the plurality of groups of at least one data
element, wherein the navigation interface is not a native
element of the plurality of dynamic webpages.

[0137] Further, in accordance with some embodiments,
the system may perform at least one of searching the
plurality of dynamic webpages may be navigating by select-
ing a dynamic webpage via a displayed feature, scrolling
sequentially through the plurality of webpages, and going
directly to a next, prior, first, last, bookmarked or other
specific webpage.

[0138] Still further, in accordance with some embodi-
ments, the dynamic webpages have a determined order
based on a sitemap.

[0139] Additionally, in accordance with some embodi-
ments, the system may include a navigation interface con-
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figured to be displayed at the browser within a frame
dissociated from other aspects of the plurality of dynamic
webpages.

[0140] Certain embodiments of the present disclosure
relate to a system for hosting website implemented in a
server environment. The system may include at least one
hosting server configured to co-host a plurality of websites
generated by a plurality of users, the hosting server includ-
ing hosted common editing tools accessible to the plurality
of users to enable each of the plurality of users to selectively
alter specific websites generated by each of the plurality of
users, the hosting server further being configured to prevent
at least some of the plurality of users from altering co-hosted
specific websites generated by others of the plurality of
users; at least one processor configured to generate an
interface, for display by at least one subset of the plurality
of users, for enabling the at least one subset of the plurality
of users to upload to the hosting server plugin code associ-
ated with plugins for the co-hosted specific websites gener-
ated by the at least one subset of the plurality of users, the
plugin code for at least one specific plugin including at least
one of: front-end plugin functionality code executable by a
client; or back-end plugin functionality code executable at a
plugin server; memory for storing the user-uploaded plugin
code associated with the at least one specific plugin, such
that the stored user-uploaded plugin code is centrally hosted
in a common domain with the co-hosted specific websites
generated by the plurality of users, wherein a single instance
of the at least one specific plugin is shared by a plurality of
the co-hosted specific websites; and wherein for each of the
plurality of the co-hosted specific websites that share the at
least one uploaded plugin, the at least one processor is
further configured to securely enable, using an isolation
mechanism, at least one of: execution of the front-end plugin
functionality code at the client; or execution of the back-end
plugin functionality code at the plugin server; wherein,
based on the isolation mechanism, any malicious code
contained in the at least one uploaded plugin is prevented
from affecting others of the plurality of the co-hosted
specific websites on the hosting server.

[0141] In accordance with some embodiments, plugin
server and the hosting server included in the system are the
same server.

[0142] Further, in accordance with some embodiments,
the system may include an isolation mechanism which
enables execution of the back-end plugin functionality code
at the plugin server, which is separate from the hosting
server.

[0143] Still further, in accordance with some embodi-
ments, the system may include an isolation mechanism
which enables execution of the back-end plugin functional-
ity code at a virtual machine.

[0144] Additionally, in accordance with some embodi-
ments, the system may include an isolation mechanism
which enables execution of the back-end plugin functional-
ity code at a docker container.

[0145] Moreover, in accordance with some embodiments,
the system may include an isolation mechanism which
enables execution of the back-end plugin functionality code
through an isolated process at the plugin server.

[0146] Further, in accordance with some embodiments,
the system the system may include an isolation mechanism
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includes which in execution of the front-end plugin func-
tionality code in a secure subregion of a co-hosted specific
website.

[0147] Still further, in accordance with some embodi-
ments, the system may establish a secure communications
channel for controlling communications between the subre-
gion of the co-hosted specific website and other subregions
of the co-hosted specific website.

[0148] Additionally, in accordance with some embodi-
ments, the system may include a secure communications
channel which is configured for restricting access of the at
least one uploaded plugin to other aspects of the co-hosted
specific website.

[0149] Moreover, in accordance with some embodiments,
the system may include a secure communications channel
which is created using an application programming interface
configurable to limit interaction between the at least one
uploaded plugin and the co-hosted specific website.

[0150] Further, in accordance with some embodiments,
the system may include an isolation mechanism which
enables execution of the front-end plugin functionality code
through an iframe at a browser of the client, wherein the
iframe is configured to function as a secure sandbox for the
execution of the front-end plugin functionality code.
[0151] Still further, in accordance with some embodi-
ments, the system may associate the front-end plugin func-
tionality code executable by the client with separate web
page subregions of a co-hosted specific website.

[0152] Additionally, in accordance with some embodi-
ments, the system may associate two or more trusted plugins
with a co-hosted specific website.

[0153] Moreover, in accordance with some embodiments,
the system may enable the at least one uploaded plugin to
communicate with and control at least one component of the
co-hosted specific web page in which its front-end plugin
functionality code executes.

[0154] Further, in accordance with some embodiments,
the system may co-host the plurality of the co-hosted
specific websites on a shared platform accessible to the
plurality of users.

[0155] Still further, in accordance with some embodi-
ments, the system may include at least one uploaded plugin
which is isolated from cookies associated with a web page
of a co-hosted specific website.

[0156] Certain embodiments of the present disclosure
relate to a computer-implemented method for hosting web-
sites implemented in a server environment, The method may
include co-hosting, on a hosting server, a plurality of web-
sites generated by a plurality of users; making available to
the plurality of users common editing tools to enable each of
the plurality of users to selectively alter specific websites
generated by each of the plurality of users; preventing at
least some of the plurality of users from altering co-hosted
specific websites generated by others of the plurality of
users; generating an interface, for display by at least one
subset of the plurality of users, for enabling the at least one
subset of the plurality of users to upload to the hosting server
plugin code associated with plugins for the co-hosted spe-
cific websites generated by the at least one subset of the
plurality of users, the plugin code for at least one specific
plugin including at least one of: front-end plugin function-
ality code executable by a client; or back-end plugin func-
tionality code executable at a plugin server; storing the
user-uploaded plugin code associated with the at least one
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specific plugin, such that the stored user-uploaded plugin
code is centrally hosted in a common domain with the
co-hosted specific websites generated by the plurality of
users, wherein a single instance of the at least one specific
plugin is shared by a plurality of the co-hosted specific
websites; and for each of the plurality of the co-hosted
specific websites that share the at least one uploaded plugin,
securely enabling, using an isolation mechanism, at least one
of: execution of the front-end plugin functionality code at
the client; or execution of the back-end plugin functionality
code at the plugin server; wherein, based on the isolation
mechanism, any malicious code contained in the at least one
uploaded plugin is prevented from affecting others of the
plurality of the co-hosted specific websites on the hosting
server.

[0157] Inaccordance with some embodiments, the method
may include at least one uploaded plugin which is isolated
from cookies associated with a web page of a co-hosted
specific website.

[0158] Further, in accordance with some embodiments,
plugin server and the hosting server are the same server.
[0159] Still further, in accordance with some embodi-
ments, the method may include isolation mechanism which
enables execution of the back-end plugin functionality code
at the plugin server, which is separate from the hosting
server.

[0160] Additionally, in accordance with some embodi-
ments, the method may include isolation mechanism which
enables execution of the back-end plugin functionality code
at a virtual machine.

[0161] Moreover, in accordance with some embodiments,
the method may include isolation mechanism which enables
execution of the back-end plugin functionality code at a
docker container.

[0162] Further, in accordance with some embodiments,
the method may include isolation mechanism which enables
execution of the back-end plugin functionality code through
an isolated process at the plugin server.

[0163] Still Further, in accordance with some embodi-
ments, the method may include front-end plugin function-
ality code executable by the client and which is configured
to generate a user interface in an iframe of a browser.
[0164] It is to be understood that the foregoing general
description and the following detailed description are exem-
plary and explanatory only and are not restrictive of the
invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0165] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
several embodiments and, together with the description,
serve to explain the disclosed principles. In the drawings:

[0166] FIG. 1 depicts an exemplary online website build-
ing system interacting with other systems and components,
according to some embodiments of the present disclosure.
[0167] FIG. 2 depicts an exemplary online website build-
ing system, according to some embodiments of the present
disclosure.

[0168] FIG. 3 illustrates a path to execution of backend
code associated with a trigger, according to some embodi-
ments of the present disclosure.

[0169] FIG. 4 depicts an exemplary online editor interface
to update backend functionality, according to some embodi-
ments of the present disclosure.
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[0170] FIG. 5 is a block diagram showing an exemplary
dynamic web page in development mode, according to some
embodiments of the present disclosure.

[0171] FIG. 6 is a flowchart illustrating a backend func-
tionality development method, according to some embodi-
ments of the present disclosure.

[0172] FIG. 7 is a flowchart illustrating a method to trigger
backend code execution, according to some embodiments of
the present disclosure.

[0173] FIG. 8 depicts a block diagram of an on-demand
web-server execution instance system, according to some
embodiments of the present disclosure.

[0174] FIG. 9 depicts a schematic diagram of interaction
between various on-demand web-server execution instance
system components, according to some embodiments of the
present disclosure.

[0175] FIG. 10 is a flowchart illustrating a method for
responding to a web request sent for a website, according to
some embodiments of the present disclosure.

[0176] FIG. 11 is an illustration of an on-demand web-
server execution instance system for determining whether a
website is hosted, and generating and instantiating web-
server execution instances, according to some embodiments
of the present disclosure.

[0177] FIG. 12 depicts instantiation of webserver execu-
tion instance elements with a website, according to some
embodiments of the present disclosure.

[0178] FIG. 13 depicts load monitoring of hosted websites
and managing in-use instances, according to some embodi-
ments of the present disclosure.

[0179] FIG. 14 depicts monitoring number of webserver
execution instances available for hosting, according to some
embodiments of the present disclosure.

[0180] FIG. 15 depicts an exemplary website real-time
testing system, according to some embodiments of the
present disclosure.

[0181] FIG. 16a depicts a schematic diagram of deploy-
ment environment access to data elements, according to
some embodiments of the present disclosure.

[0182] FIG. 164 depicts a schematic diagram of test envi-
ronment access to data elements, according to some embodi-
ments of the present disclosure.

[0183] FIG. 17 is an illustration of website access to live
and test data in a test environment, according to some
embodiments of the present disclosure.

[0184] FIG. 18 depicts generation of test data used in a test
environment for testing websites, according to some
embodiments of the present disclosure.

[0185] FIG. 19 is a flowchart illustrating a method to
access a website in a deployment environment, according to
some embodiments of the present disclosure.

[0186] FIG. 20 is a flowchart illustrating a method to
access a website in a test environment, according to some
embodiments of the present disclosure.

[0187] FIG. 21 is a flowchart illustrating a method for
handling data requests in a test environment, according to
some embodiments of the present disclosure.

[0188] FIG. 22 is a flowchart illustrating a method for
handling read requests in a test environment, according to
some embodiments of the present disclosure.

[0189] FIG. 23a is a flowchart of a method for updating
data elements in a test environment, according to some
embodiments of the present disclosure.
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[0190] FIG. 235 is a flowchart of a method for updating
data elements in a deployment environment, according to
some embodiments of the present disclosure.

[0191] FIG. 23¢ is a flowchart of a method for adding data
elements in a test environment, according to some embodi-
ments of the present disclosure.

[0192] FIG. 24 is a flowchart illustrating a method for
deleting data elements from a test environment, according to
some embodiments of the present disclosure.

[0193] FIG. 25 illustrates an overlay process to generate
the results of querying test data, according to some embodi-
ments of the present disclosure.

[0194] FIG. 26 is a flowchart showing Steps involved in
editing a database during website preview, according to
some embodiments of the present disclosure.

[0195] FIG. 27 is a system for the development and
preview of web pages, according to some embodiments of
the present disclosure.

[0196] FIG. 28 is a block diagram of a virtual web page,
according to some embodiments of the present disclosure.

[0197] FIG. 29 is a timeline display of dynamic refresh of
webpages, according to some embodiments of the present
disclosure.

[0198] FIG. 30 depicts a block diagram of a dynamic
preview system, according to some embodiments of the
present disclosure.

[0199] FIG. 31 illustrates a preview of a virtual web page
being edited, according to some embodiments of the present
disclosure.

[0200] FIG. 32 is a schematic diagram depicting a relation
between data groups and websites, according to some
embodiments of the present disclosure.

[0201] FIG. 33 is a schematic diagram depicting compo-
nents involved in the generation of virtual webpages,
according to some embodiments of the current disclosure.

[0202] FIG. 34 is flowchart showing Steps involved in a
preview of virtual webpages, according to some embodi-
ments of the present disclosure.

[0203] FIG. 35 is a schematic diagram of users interacting
with website hosting system, according to some embodi-
ments of the present disclosure.

[0204] FIG. 36 depicts a controlled access to co-hosted
websites, according to some embodiments of the present
disclosure.

[0205] FIG. 37 depicts co-hosted website groups sharing
plugin code under common routes, according to some
embodiments of the present disclosure.

[0206] FIG. 38 depicts isolated execution environments of
Backend plugin code, according to some embodiments of
the present disclosure.

[0207] FIG. 39 depicts a controlled access and execution
of Frontend plugin code, according to some embodiments of
the present disclosure.

[0208] FIG. 40 depicts client-side isolated execution of
plugin code, according to some embodiments of the present
disclosure.

[0209] FIG. 41 is a flowchart showing Steps involved in
accessing and execution of website and plugin code, accord-
ing to some embodiments of the present disclosure.

[0210] FIG. 42 is an example user interface for editing a
webpage and creating a database collection, according to
some embodiments of the present disclosure.
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[0211] FIG. 43 is an example user interface for editing a
webpage and configuring permissions for a database collec-
tion, according to some embodiments of the present disclo-
sure.

[0212] FIG. 44 is an example user interface for editing a
webpage and entries in a database collection, according to
some embodiments of the present disclosure.

[0213] FIG. 45 is an example user interface for editing a
webpage and displaying output from a database collection,
according to some embodiments of the present disclosure.
[0214] FIG. 46 is an example user interface for editing a
webpage and creating a repeater function, according to some
embodiments of the present disclosure.

[0215] FIG. 47 is an example user interface for editing a
webpage and showing the result of a repeater function,
according to some embodiments of the present disclosure.

DETAILED DESCRIPTION

[0216] In the following detailed description, numerous
specific details are set forth in order to provide a thorough
understanding of the disclosed example embodiments. How-
ever, it will be understood by those skilled in the art that the
principles of the example embodiments may be practiced
without every specific detail. Well-known methods, proce-
dures, and components have not been described in detail so
as not to obscure the principles of the example embodi-
ments. Unless explicitly stated, the example methods and
processes described herein are neither constrained to a
particular order or sequence, nor constrained to a particular
system configuration. Additionally, some of the described
embodiments or elements thereof can occur or be performed
simultaneously, at the same point in time, or concurrently.
Reference will now be made in detail to the disclosed
embodiments, examples of which are illustrated in the
accompanying drawings. Unless explicitly stated, sending
and receiving as used herein are understood to have broad
meanings, including sending or receiving in response to a
specific request or without such a specific request. These
terms thus cover both active forms, and passive forms, of
sending and receiving.

[0217] Systems and methods consistent with the present
disclosure are directed to website building systems, includ-
ing customized frontend and backend functionality. In some
embodiments, the website building systems may include
options for user configuration of backend functionality
development capabilities.

[0218] FIG. 1 depicts an exemplary system interacting
with other components and users over a network, according
to some embodiments of the present disclosure. As shown in
FIG. 1, Website Building System (WBS) 100 includes WBS
editor 110, which may be a tool to create and edit websites.
WBS 100 may also include a WBS content management
system (CMS) 120, which may be a repository of widgets
and other tools used in building websites, databases or
similar data-storing structures, code or data which represents
built or in-development websites, and the data created,
updated, and viewed using the built or in-development
websites (such as, for example, the inventory of an e-shop
underlying an e-commerce web site).

[0219] WBS Editor 110 may be an editor to build and edit
websites. The editor may allow web sites and web site pages
to be built starting with a blank canvas or based on pre-
developed sites, site sections or pages (jointly known as
templates) which may be stored in WBS CMS 120. WBS
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editor 110 may define the visual layout and other attributes
of the pages of a website being built. The templates may
define the web pages belonging to the website being built
and their initial content. WBS editor 110 may also includes
a Ul section to determine the arrangement of the site by
defining the navigation between various pages. WBS Editor
110 defines layout of a page by allowing users to place
components on web pages the way they would prefer the
actual web pages to appear.

[0220] In some embodiments, as discussed further below,
WBS 100 may host websites and individual pages through
virtual machines, container instances, or serverless code.
These techniques may improve load times and reduce
latency for the user. For example, in a situation where a
website has integrated backend or frontend code that must
execute, or includes site-specific components, such code and
components may be loaded into stateless server execution
instances the first time such instances are associated with a
request made by a browser (e.g., Web Browser 131) for a
given site. Such stateless server instances could then be
reused for further browser requests involving the same site.
It further offers the benefit of allowing WBS 100 to use its
server resources based on the actual requests being served,
which is vastly more efficient then using dedicated web
serve execution instances (such as servers, VMs or contain-
ers) and infrastructure.

[0221] Building Tools 121 may include widgets, which are
components laid out on the pages being edited by the WBS
Editor. In some embodiments, widgets may include apps that
are developed by the user building the web page, other users,
the WBS vendor itself or third-party application providers.
Apps may come from repositories such as the WIX APP
MARKET. Examples of widgets include simple widgets
(such as text fields, shape etc.) or complex widgets (such as
calendars, form generators, image editing, video editing,
visitor counting, social media incorporation, etc.)

[0222] WBS CMS 120 may store both components for
building websites and websites that have been built. In some
embodiments, the components and websites are maintained
in separate CMS systems. As shown in FIG. 1, the Building
Tools 121 stored in WBS CMS 120, which includes widgets
and other tools which aid in the easy building of a website.
[0223] Building Tools 121 are the building blocks of a
website which ease the process of constructing and includ-
ing content in a website. Building Tools 121 may include
both component tools or widgets, as discussed above, such
as tabs, search bar, buttons, gallery, slide decks etc., as well
as operational tools such as alignment tools. Building Tools
121 may include both simple widgets (e.g., Buttons, Text
Fields, etc.) and complex widgets (e.g., gallery, calendar
widgets, etc.) and are configured to perform advanced
functions. Building Tools 121 may be represented as an
abstraction of the code representing the widgets and other
tools. Building Tools 121 may include public default tools
offered to all users of the system and private tools offered
exclusively to a specific website or user. Private tools may
include public tools that have been customized for the user
or the website or new tools. Private tools may be created by
the user of the system building the website or by third-party
vendors. Building Tools 121 can be shared between multiple
websites built by different groups of users and owned by
different groups of users. Building Tools 121 can also be
customized by editing code of the existing Building Tools
121 (e.g., updating a style sheet of a button to create a new
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style sheet for a new button). Custom building tools can be
stored along with the original Building tools 121 in the
System Area Database 122.

[0224] WBS editor 110 provides remote access to Build-
ing Tools 121 stored in System Area Database 122 of WBS
CMS 120. An instance of a selected widget of Building
Tools 121 may be created when a user places a widget on the
pages being edited by WBS Editor 110. An instance of a
widget selected from Building Tools 121 may be created by
a reference to the widget in the page. An instance of a widget
selected from Building Tools 121 may also be created by
copying the code which represents the selected widget to the
web page of the website being built.

[0225] WBS Editor 110 is software which is typically
hosted on a server, while some or all of its elements may be
loaded for execution on to user’s website viewing device
130 (or its Web Browser 131). In some embodiments, WBS
Editor 110 might share System Area Database 122 with
Building Tools 121, or might share a common server.
Nevertheless, in other embodiments, WBS Editor 110 and
System Area Database 122 are separately hosted.

[0226] Site Area Database 124 stores the websites built
using the WBS Editor 110. As shown, Website 123 is a
website being built using WBS Editor 110 and stored in Site
Area Database 124. Website 123 stored in Site Area Data-
base 124 may include text representing code and data that
can be accessed, updated, and viewed using Website Devel-
opment Device 140. Website 123 may include one or more
webpages including Indexable Web Page 125. In some
embodiments, for example, one or more Indexable Web
Pages 125 all share the same common domain (e.g., http://
www.my-site.com), sub-domain (e.g., http://my-site.wix.
cony/) or URL prefix (e.g., http:// www.wix.com/wixsites/
my-site/). Indexable Web Page 125 may include Frontend
126 and Backend 127. Indexable Web Page 125 might
include a special file or code, including or referencing
Frontend 126 and Backend 127, or may be just a name for
the collection Frontend 126 and Backend 127, as indicated
by a dashed line. Frontend 126 may be composed of widgets
and other Ul elements, which may be instances of Building
Tools 121, including instance-specific information (such as
position, size, and attribute values); Such instance-specific
information may also include containment information (i.e.,
which components are contained inside which containers).
Frontend 126 may also include code elements such code
segments to be executed in the Frontend 126 (possibly
affecting the widgets during run-time). Frontend 126 may be
further composed of other elements, such as page metadata,
titles, etc.

[0227] Frontend 126 includes instances of Building Tools
121 placed on the Indexable Web Page 125 of Website 123
built using WBS Editor 110, such as those that are always
visible to a user, are visible by default, or are visible at least
some of the time. Backend 127 represents the functionality
which may be activated when a user interacts with the
Frontend 126 or through non-interaction events such as an
incoming communication to Website 123, a time-based
trigger, or a change to database connected to Website 123.
Backend 127 may be seen only some of the time or may
never be seen by the user of Website Development Device
140 and WBS Vendor Staff Device 150. Frontend 126 and
Backend 127 may be stored in the Site Area Database 124
as code or structured data (e.g., XML, JSON, JSON-LD,
etc.). The code can be stored in either in textual format or
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compiled object code. The code representing Frontend 126
and Backend 127 might be in same programming language
or structured data format. In some embodiments, the code
representing Backend 127 and code which is part of FE 126
is converted to a different programming language prior to
saving to the Site Area Database 124.

[0228] In some embodiments, Website 123 code and data
might share a database or might have separate databases. In
some embodiments, the code representing Frontend 126 and
Backend 127 may be stored in the Site Area Database 124
as plain text in a database table. In other embodiments, the
code might be stored as file objects and might store a
location of the file in Site Area Database 124. In some
embodiments, the code is stored in a single location in a
column of Site Area Database 124 or a file. In some
embodiments the code might be divided between multiple
files.

[0229] In some embodiments, Indexable Web Page 125
may be a dynamic web page and the Frontend 126 may be
a template and not the actual webpage. As discussed further
below, a dynamic webpage may be a web page configured
to change in its appearance or content based on customized
backend functionality. Examples of customized backend
functionality, as discussed further below, include updating of
data shown the webpage, resizing or altering images on the
web page, triggering rendering of video content on the
webpage, and more. In some embodiments, Frontend 126 of
dynamic webpages may be a template bound directly to data
from a database table to update the content and appearance
of various dynamic web pages.

[0230] In some embodiments, WBS 100 may include
greater or fewer of the components shown in FIG. 1. For
example, the databases 122 and 124 might be a single
database or separate databases. The databases might be
distributed set of databases. Both databases 122 and 124 can
be relational database, object-oriented databases, data lan-
guage file repositories (for languages such as XML or
JSON) or No SQL databases. Further, databases 122 and 124
may be maintained in an on-premises network (e.g., local
area network, with access to the internet), in a cloud-based
network (e.g., public or private cloud architecture), or a
hybrid of an on-premises and cloud-based network.

[0231] As shown in FIG. 1, Website 123 stored in a Site
Area Database 124 in WBS CMS 120 can be accessed by
Website Viewing Device 130 (e.g., desktop computer, tablet,
laptop, smartphone, etc.) via Web Browser 131. A user (not
pictured) of Website Viewing Device 130 may request
access to Website 123 via Network 160 (e.g., the internet,
including intermediary networks between Website Viewing
Device 130 and WBS 100). The Web Browser 131 (e.g.,
APPLE SAFARI, GOOGLE CHROME, MOZILLA FIRE-
FOX, MICROSOFT EXPLORER, etc.) of Web Viewing
Device 130 may be used to view the Website 123 and the
data created and edited using the Website 123. Website
Development Device 140 may be used to build Website 123
using WBS Editor 110. Web Browser 141 on Website
Development Device 140 may be used to make a request to
access the WBS Editor 110 to build Website 123. The WBS
Vendor Staff Device 150 may be used to provide customer
support for a user (not pictured) of Website Development
Device 140 when building and maintaining Website 123.
The WBS Vendor Staff Device 150 can also be used by
third-party vendors to create and customize Building Tools
121. The WBS Vendor Staff Device 150 can also be used to
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configure WBS 100 itself——for example for managing the
site designer and the user accounts, for managing of the site
or page templates described above (creating new ones or
editing existing ones) or for managing the various elements
comprising WBS 100.

[0232] In some embodiments, Website Viewing Device
130, Website Development Device 140, and WBS Vendor
Staff Device 150 can be physically different devices. In other
embodiments, they can be different views accessed from
same device using different credentials and/or different
roles. In some embodiments, the web browser 131, 141, and
151 can be same browser or different browsers on the same
or different devices or different tabs on the same browser.
[0233] The Website Viewing Device 130, Website Devel-
opment Device 140, and WBS Vendor Staff Device 150 may
access Website 123 via Network 160. In some embodiments,
the Website Viewing Device 130, Website Development
Device 140, and WBS Vendor Staff Device 150 might be a
mobile device, laptop, desktop computer, tablet, etc.
[0234] As shown in FIG. 1, Search Engine 170 (e.g.,
GOOGLE, YAHOO, BING, etc.) may access Indexable Web
Page 125 of Website 123 stored in Site Area Database 124
via Network 160, with or without also interacting with WBS
100. Search Engine 170 may index Indexable Web Page 125
of Website 123 for easy discovery and thereby increase the
number of users using Website Viewing Device 130 to view
the Website 123. In some embodiments. Building Tools 121
further allow users to optimize Website 123 for indexing and
searching through Search Engine 170. For example, Build-
ing Tools 121 may allow users to choose text that appears in
headers of a particular Indexable Web Page 125, in certain
locations on Indexable Web Page 125, or that is associated
(e.g., as metadata) with Indexable Web Page 125.

[0235] FIG. 2 depicts an exemplary structure for WBS
100, according to some embodiments of the present disclo-
sure. As shown in FIG. 2, WBS 100 includes Site Area
Database 124 including components for both building and
hosting websites, as discussed above in connection with
FIG. 1.

[0236] In some embodiments, Indexable Webpage 125
may be a dynamic or virtual webpage where Frontend 126
components might be populated with data from Data Group
210. Data Group 210 may be associated with more than one
webpage. Data Group 210 may be composed of Data Ele-
ments including Data Element 211. Data Element 211 may
be associated with one or more components of Building
Tools 121 used in Frontend 126 of Indexable Webpage 125.
As an example, Data Group 210 may be an employee
database with each Data Element 211 being an employee
record containing multiple data fields (such as name, age and
department information). These multiple fields may be used
to populate multiple visible components (display fields) in
the Frontend 126 of Indexable Webpage 125. In some
embodiments, Data Group 210 is stored in Site Area Data-
base 124 as part of a table and Data Element 211 is a row in
that table. A webpage associated with the Data Group 210
can be, for example, a dynamic webpage.

[0237] Data Elements 210 may be associated with URL
Associations DB 220. When a user accesses Indexable Web
Page 125 of Website 123 using Web Viewing Device 130 by
typing a URL, the URL (or a segment thereof) may be
matched against the URLs or URL segments stored in URL
Associations DB 220 for referencing. Data groups may be
associated with a URL or URL segment in URL Associa-
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tions DB 220. A URL or URL segment in URL Associations
DB 220 may help determine the data group to use in
generating the virtual or dynamic webpage using the asso-
ciated Indexable Web Page 125. In some embodiments,
Indexable Webpage 125 is a template of a dynamic or virtual
webpage and the actual webpage is generated using the data
in Data Group 210 determined using a URL in URL Asso-
ciations DB 220.

[0238] Data Flements 210 may be determined using a
software-based router, which analyzes a URL (or URL
segments) typed by a user or otherwise provided to access a
Webpage 125 of Website 123 using Web Viewing Device
130. The analysis by the software-based router of the URL
may result in a key to access Data Element 211 in Data
Group 210. For example, with the URL http://mysite. wix.
com/users/20, a software-based router may analyze the URL
to determine that prefix “users” is associated with the data
group and suffix “20” is the key resulting in looking up for
data element in “users” associated data group which is
identified by a key value “20.” As described herein, a
software-based router may be configured to analyze the
suffix of a URL or a parameter within a URL to determine
what version of a webpage, or what content in a webpage,
to display. All of the above may apply to URL’s which are
not directly typed by the user, but are otherwise received by
the system (e.g. URL’s generated automatically by another
page or page-associated code in the website). The system
may also support multiple concurrently defined software
routers, with the website building system 100 performing an
initial analysis of a received URL to determine which of the
defined software routers to use. Such analysis may make its
determination based on the received URL, based on defini-
tions included in URL Associations DB 220 or based on
additional information or conditions (such as system envi-
ronment conditions).

[0239] First Instructions 240 are a set of instructions
accessed by Web Browser 141 and may be configurable
through Processor 260. The First Instructions 240 help Web
Browser 141 to remotely access a stored library of tools
including Building Tools 121. The Online Editor Interface
243 may be the visual representation of the WBS Editor 110
software on Web Browser 141. Online Editor Interface 243
is used to create and edit Indexable Web Page 125°s Fron-
tend 126 layout implementation with the help of Building
Tools 121 and associated Frontend 126 and Backend 127
code of Indexable Web Page 125. Similar to First Instruc-
tions 240, additional instructions (e.g., Second Instructions
250 and Third Instructions 260, among other instructions)
may also be accessible to Processor 260 and Web Browser
141.

[0240] Web Browser 141 is used to build Website 123 by
displaying Navigation Interface 242 to navigate among
different parts of Website 123 and Online Editor Interface
213 to edit the accessed part of Website 123. Code repre-
senting WBS Editor 110 in WBS 100 may be transmitted to
Web Browser 141 to display Navigation Interface 242 and
Online Editor Interface 243.

[0241] FIG. 3 illustrates a path to execution of backend
code associated with a trigger, according to some embodi-
ments of the present disclosure. As shown in FIG. 3, a
Trigger 310 may result in execution of code associated with
Backend 127. A Trigger 310 may occur, for example, when
a user of a Web Viewing Device 130 interacting with
Indexable Web Page 125 of Website 123 performs a specific
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action (e.g., a mouse or touchpad click, a selection, a
hovering of a cursor, a reload request, entry of text, upload-
ing of multimedia content, etc.). A Trigger 310 may also
occur during a non-interaction event. For example, periodic
time-based actions or database updates could result in a
trigger and execution of Backend 127 and/or Frontend 127
code. Trigger 310 may be customizable and may take many
different forms. Further, interactions which need to result in
execution of code related to Backend 127 may be done
through a Programmable Event 320. Programmable Event
320 passes control to Backend 127 for execution through a
hook linking the Frontend 126 and Backend 127. The type
of hook used for passing control between Programmable
Event 320 and Backend 127 may be configurable and may
also be dependent on the type of interaction or other type of
event which caused Trigger 310. Programmable Event 320
utilizes one or more of Data Hook 330, Web Hook 340, or
Data Binding Router Hook 350, among other possible types
of hooks, to pass the control to Backend 127 to execute the
code in it.

[0242] Data Hook 330 may be used to pass control from
Programmable Event 320 to Backend 127 when any data
update is entered by a user of Web Viewing Device 130 on
Indexable Web Page 125 of Website 123 shown on Web
Browser 131. For example, a form submission can be
regarded as a data update and Data Hook 330 can be used to
pass the control to Backend 127, which in some embodi-
ments creates or updates a database entry. Similarly, as
another example, posting text to a blog or social media
interface may be a data update associated with Data Hook
330. Data Hook 330 may be also used to pass control to
Backend 127 programmatically through an API call. For
example, a periodic time-based action Trigger 310 may
result in entries in a database older than a period to be
deleted or marked inactive.

[0243] Web Hook 340 may be used to pass control from
Programmable Event 320 to Backend 127 when a web
module function is imported and called in the code which is
part of Frontend 126. In some embodiments, for example,
the code which is part of the Frontend 126 is called a
frontend script and is executed when a user of web viewing
device is interacting with the Frontend 126 components of
the Indexable Web Page 125 of Website 123 displayed on
Web Browser 123. For example, Web Hook 340 may be
based on a user of Indexable Web Page 125 utilizing an app,
making a purchase, subscribing to content on Indexable Web
Page 125, etc.

[0244] Data Binding Router Hook 350 may be used to
pass control from Programmable Event 320 to Backend 127
when a specific dynamic web page is requested by a user of
Web Viewing Device 130 by navigating to a certain URL in
Web Browser 131. One can navigate, for example, by
entering an URL in the Web Browser 131 address bar, by
clicking on a hyperlink on an Indexable Web Page 125 of
Website 123 being viewed on Web Browser 131 or by
performing an operation which automatically navigates to a
predefined or programmatically generated URL. Data Bind-
ing Router Hook 350 helps determine the Data Group 210
and the Backend 127 code function to execute in order to
apply the Data Element 211 of the determined Data Group
210 to the template of a web page defined in the function in
Backend 127 code.

[0245] In some embodiments, Data Binding Router Hook
350 may function together with a software-based router. For
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example, if a user accessing Indexable Web Page 125 enters
a URL for Indexable Web Page 125, a software-based router
may determine what data to show on the Indexable Web
Page 125 or even what specific webpage to show. A router
may be associated with a prefix which may be the first part
of a URL (or with another segment of the URL). For
example, in the URL http://www.wix.com/label, “label”
may be the prefix. Further, in the URL http://www.wix.com/
label/sub-label, “sub-label” may be a suffix. Based on the
particular segment (e.g., prefix, suffix, or value of a param-
eter) of the URL that is provided, the router may determine
that content associated with either, or that a particular
webpage associated with either, should be displayed. For
example, the prefix may be associated with a router, while a
suffix may be passed to the selected router to determine what
page to access or what data to use in the page. Routers can
also be used to generate complete virtual or dynamic pages
based on selected data and a template. In this way, Indexable
Web Page 125 of Website 123 can be made dynamic and
customizable based on how users interact with it.

[0246] Data Binding Router Hook 350 may also function
to pass control based on internal events following user
interaction with Website 123 on Website Viewing Device
130. For example, Data Binding Router Hook 350 might be
registered to execute a function prior to determining a
routing to a page as described above to verity if a user has
a permission to access the routed-to page. Data Hooks 330
might optionally run before or after Data Binding Router
Hooks 350 for the same Trigger 310. For example, a Data
Hook 330 might run after a query is run against database
connected to Website 123 to filter out entries no longer
active (e.g., a merchant store website might filter products
no longer sold from database query search results). Thus, the
system may support operating various combinations of
hooks, and chaining of hooks to each other.

[0247] FIG. 4 is a block diagram showing an exemplary
dynamic Web Page 125 in development mode being
accessed on a Web Development Device 140 through Web
Browser 141, according to some embodiments of the present
disclosure. As shown in FIG. 4, Online Editor Interface 243
is composed of Unified Interface 410 and Preview Interface
420.

[0248] Unified Interface 410 may be used to develop or
build Indexable Web Page 125 of a Website 123. Unified
Interface 410 may provide access to the Building Tools 121,
as discussed above. Building Tools 121 may include Editing
Tools 411 to help edit Indexable Web Page 125 of Website
123. In some embodiments, the Unified Interface 410 might
be a separate section visible on a Web Browser 141 during
development. In other embodiments Unified Interface 410
might be a collective name for the various tools and user
interface sections. In some embodiments, the Unified Inter-
face 410 can be a separate section of a displayed webpage
or a floating window or a frame. In some embodiments,
components of the Unified Interface 410 might float around
within a section of the Web Browser 141.

[0249] The Frontend 126 and Backend 127 might be
shown or represented in an editing mode together or in
separate windows. In some embodiments they might only be
shown one at a time. Also, Backend 127 might not be
specific to the Web Page 125 or Website 123 being dis-
played, and part or all of it may be shared between websites
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and developers of different websites. When a developer
saves the Website 123, the frontend may be saved in the
form of Frontend 126.

[0250] Preview Interface 420 helps users visualize the
Website 123 being built by displaying Web Pages 125 as in
the real world, i.e. as they would be shown in Web Browser
131 on Web Viewing Device 130 displaying the Virtual
Webpage 421. Each Virtual Webpage 421 may be associated
with a unique Identifier 422. In some embodiments the
unique Identifier 422 is a URL or URL segment stored in the
Site Area Database 124 along with other URLs 210. Other
forms of Identifier 422 are possible as well.

[0251] FIG. 5 is a block diagram showing an exemplary
dynamic or virtual webpage in development mode, accord-
ing to some embodiments of the present disclosure. For
example, as discussed above in connection with FIG. 4, the
dynamic or virtual webpage may be Virtual Webpage 421.
[0252] As shown in FIG. 5, Unified Interface 410 displays
Building Tools 121 and Indexable Web Page 125. In this
exemplary illustration, Frontend 126 is shown using a
WYSIWYG editor to edit visually the content of the page
(e.g., text, graphics, widgets, etc.). In some embodiments,
the Frontend 126 can be edited directly as code. In some
embodiments, Building Tools 121 are a user interface sec-
tion within the Unified Interface 410. In further embodi-
ments, the Building Tools 121 can be accessed by menu
items in Online Editor Interface 243. In some embodiment,
particular website building tools selected from Building
Tools 121 can be dragged and dropped in the Frontend 126
section of the Unified Interface 410. The Frontend 126 of the
Indexable Web Page 125 shows the visual arrangement of
Building Tools 121.

[0253] In some embodiments, Backend 127 is shown as a
floating window within the Unified Interface 410. In other
embodiments, Backend 127 could be a separate section
similar to Frontend 126. Code representing Backend 127
might be hidden and not shown unless requested. In some
embodiments, all the Backend 127 code is shown all the
time, and in other embodiments only Backend 127 code
associated with a single element from Building Tools 121 is
shown.

[0254] WBS 100 may be configured to automatically to
generate skeleton code on selecting an element from Build-
ing Tools 121 and placing the element in Frontend 126. The
generated skeleton code shown in Backend 127 may
include, for example, Shell Function 521 and Shell Code
522. Shell Function 521 and Shell Code 522 together
represent a Programmable Event 320 in code executed by a
Trigger 310. In some embodiments, as illustrated, button-
Click Shell Function 521 is code representing the event of
clicking a button. The trigger of a button click results in a
programmable event buttonClick.

[0255] FIG. 6 is a flowchart illustrating Backend function-
ality 127 development Method 600, according to some
embodiments of the present disclosure. In some embodi-
ments, Method 600 may be performed by components of the
WBS 100, as discussed above.

[0256] Asshownin FIG. 6, in Step 610, WBS 100 receives
a request to access Building Tools 121 in the Site Area
Database 124 from a user of Web Development Device 140
when the user makes a request for Website 123 development
via Web Browser 141. As discussed above, examples of
Building Tools 121 include widgets, graphics, and other
content.
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[0257] In Step 620, WBS 100 transmits the First Instruc-
tions 240 on a request from Website Development Device
140 via the Web Browser 141. The request is received by the
WBS 100 via the Network 160. The request is forwarded to
website CMS 120. The website CMS 120 provides access to
First Instructions 240 as requested by Processor 260 and are
transmitted to the Website Browser 141. The First Instruc-
tions 230 provide access to the Building Tools 121 stored in
Site Area Database 124 and which allow one to construct
Web Page 125°s Frontend 126 and Backend 127.

[0258] In Step 630, WBS 100, upon receiving a request
from Website Development Device 140 over a Network 160
to use a tool within Building Tools 121, automatically
generates skeleton code of a selected tool in Building Tools
121 based on the rules. For example, as discussed above in
connection with FIG. 5, the skeleton code may be associated
with an event, such as a mouse click, hovering, content
selection, etc.

[0259] In Step 640, WBS 100 may transmit the skeleton
code to the Website Development Device 140 to be shown
on Web Browser 141.

[0260] In Step 650, WBS 100 may provide access to
customized Backend functionality 127 associated with the
Web Page 123 whose Frontend 126 is being edited or
created. As discussed above, the Backend functionality 127
may take various different forms and may be configured to
occur based on various defined events.

[0261] In Step 660, WBS 100 may receive specifications
from a user of Website Development Device 140 through the
Web Browser 141 to configure programmable Event 320 for
activating customized Backend functionality 127.

[0262] In Step 670, WBS 100 may receive from the user
of Website Development Device 140 through Web Browser
141 user-editable code implementing Backend functionality
127. The user may make edits to the code, such as by
changing the functionality of the code, updating the code,
etc.

[0263] In Step 680, WBS 100 may store the edited user
editable code in Site Area Database 124 as received from
Website Development Device 140 via the Network 160. The
edited user editable code may then be ready for deployment
to provide customized Backend 127 functionality for the
Indexable Web Page 125.

[0264] FIG. 7 is a flowchart illustrating a Method 700 to
trigger Backend 127 code execution, according to some
embodiments of the present disclosure. Method 700 may be
performed in conjunction with Method 600, as discussed
above. Consistent with the above discussion, Method 700
may be performed in the system of WBS 100.

[0265] As shown in FIG. 7, a user of a Website Viewing
Device 130 can Trigger 310 a Programmable Event 320
associated with the Backend 127 by either transitioning on
an Indexable Web Page 125 as shown in Step 711, when a
user of Website Viewing Device 130 interacts with the
Indexable Web Page 125 as shown in Step 712, or when the
user enters an update on an Indexable Web Page 125 and
results in Trigger 310 as shown in Step 713. For example,
Step 711 may involve a user clicking a nested hyperlink in
Indexable Web Page 125 associated with another webpage
part of the same Website 123. Similarly, Step 711 may
involve a user clicking a “next” or “continue” hyperlink on
Indexable Web Page 125 to view a subsequent related page.
Step 712 may involve, for example, a user hovering a cursor
over a graphic or text on Indexable Web Page 125, pausing
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for a predefined duration of time, clicking on an image or
text on Indexable Web Page 125, etc. Step 713 may involve
the user updating textual content on Indexable Web Page
125, uploading an image or video file to Indexable Web Page
125, filling out a form on Indexable Web Page 125, a period
timer resulting in certain actions, a database update, etc.
[0266] In Step 720, WBS 100, upon receiving a notifica-
tion of a Programmable Event 320, accesses Trigger 310 in
response that is associated with the Programmable Event
320. As discussed above, the Programmable Event 320 may
be based on various types of hooks, such as a Data Hook
330, Web Hook 340, Data-Binding Router Hook 350, or
others. The hooks associated with the Programmable Event
320 may involve accessing data internal to a Website 123
(e.g., WixData) stored in Site Area Database 124.

[0267] In Step 730, WBS 100 may optionally obtain data
external to online Site Area Database 124 and remote Web
Browser 141 (e.g., from an external database, from another
website, from a remote service, etc.). In some embodiments,
such data may be used as part of the Programmable Event
320.

[0268] In Step 740, WBS 100 may request the Processor
260 to execute edited user-editable Backend 127 code.
Accordingly, upon the Programmable Event 320, custom-
ized backend functionality may occur on the Indexable Web
Page 125. As discussed above, this customized backend
functionality may be defined in terms of its functionality,
data source, and timing by input from the user. The user may
be given guided control over the creation and editing of code
(e.g., not having to code entire functions from scratch, but
instead being given templates or samples of code) over each
of these attributes of the customized backend functionality.
[0269] Systems and methods consistent with the present
disclosure are also directed to on-demand website hosting
systems, including functionality for hosting websites, serv-
ing websites to clients, monitoring website load, and
responding to website load dynamics. In some embodi-
ments, the on-demand executable instance may monitor
website usage activity and automatically spin up or remove
some or all execution instances. Further, as discussed below,
webserver execution instances spun to serve websites or
pages may include combinations of generic website code
and site-specific or page-specific code, thus resulting in
responsive and very efficient serving of highly tailored and
individualized websites and pages.

[0270] In general, when users interact with websites, they
may make a variety of HTTP requests. For example, an
initial HTTP request may be made to load a webpage (which
could, in some situations, trigger additional HTTP requests
to load additional page elements, such as images or scripts).
In addition, a user may make mid-session HTTP requests
(e.g., selecting a value for a field, clicking a hyperlinked
image, etc.). Further, a user may make a data-related HTTP
request, such as through the submission of a form. In
addition, a user may make a backend HTTP request, which
could activate backend functionality (e.g., through backend
code, as described herein).

[0271] In order to speed up the process of loading pages
and handling HTTP requests, the system (e.g., WBS 100)
may be configured to utilize rapid booting of docker con-
tainers or serverless code that are configured for a specific
website or page. In some embodiments, as discussed herein,
a pool of standby containers or other virtual computing
resources may be provided with all relevant non-site-specific
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code but without any user-specific or site-specific code. The
system may then listen on a live port for a request to a server
for a specific web site. If there is a live container or other
virtual computing resource associated with the specific
website, the system may attach to it. Otherwise, the system
can use a standby container from the pool and inject the
requested site-specific content into it, or instruct it to load
such content. Once the site-specific content for a given site
is loaded, the container joins a pool of containers associated
with the given site. As discussed herein, the injected site-
level content may or may not include the actual site pages.
Such site page information may be, for example, actual
browser-ready page material (e.g., a collection of HTML,
CSS and JavaScript code), underlying site definition data
(e.g., using XML files or JSON expressions) which is
converted into browser-ready material by client-side or
server-side code (such as a WBS viewer module), or fron-
tend or backend code (e.g. JavaScript code invoked by the
page to run on the client, the server, or both).

[0272] FIG. 8 depicts a block diagram of an On-Demand
Web-Server Execution Instance System 800, according to
some embodiments of the present disclosure. As show in
FIG. 8, On-Demand System 800 includes a Processor 260,
Memory 820 for storing currently or recently served web-
sites, and Persistent Storage 830 to store all websites avail-
able to be served. In some embodiments, On-Demand Sys-
tem 800 may also include or be associated with a Proxy
Server 840 to help determine if a new webserver execution
instance is needed to serve a website request.

[0273] WBS System 100 and On-Demand System 800
store and access the code for web site editing and serving
web requests, respectively. WBS Editor 110 is used to
present web pages of websites for requests to edit, received
from Web Development Device 140. Webserver execution
instances are instantiated with code and page definitions
created and edited using the WBS Editor 110 and stored in
Site Area Database 124 so to view Indexable Web Page 125
during Web Site 123 editing as well runtime. In some
embodiments, On-Demand System 800 may be a sub-
system within the WBS 100. In some other embodiments,
WBS 100 and On-Demand System 800 may share access to
Frontend 126 and Backend 127 of Indexable Web Page 125
of Website 123. In some embodiments, Persistent Storage
830 may be a database similar to Site Area Database 124 in
WBS 100. While WBS 100 may store Frontend 126 in
structured data format, On-Demand System 800 might trans-
form Frontend 126 into a code format understood by Web
Browser 131 of Web Viewing Device 130. Unlike WBS 800,
On-Demand System 800 typically has a read only access to
the stored Frontend 126 and Backend 127 of an Indexable
Web Page 125 (when used for run-time serving of web sites).
But, when used in conjunction with the WBS Editor 110, On
Demand System 800 can modify the Frontend 126 and/or
Backend 127 of the Website 125 and other components of
the Website 125. It should be clarified that the WBS 100
editor may work in conjunction with On-Demand System
800 (with the editor code being part of the Generic Website
Server Code 824), but the editor itself may function as a
layer above On-Demand System 800, and may not directly
affect its functionality and decisions (e.g. allocation of
execution instances to serve incoming requests).

[0274] Processor 260 may be associated with one or more
servers that host elements of On-Demand System 800. For
example, Processor 260 may be associated with a single
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server or a coordinated collection (e.g., farm) of servers.
Further, in some embodiments each of the elements (e.g.,
each element within Memory 820, each element within
Persistent Storage 830, Proxy Server 840, etc.) may have its
own Processor 260 (e.g., as part of a dedicated server).
Regardless of the number or type of Processors 260, each of
the elements shown in On-Demand System 800 is capable of
functioning both independently and in a coordinated man-
ner.

[0275] Memory 820 may have one or more webserver
execution instances to serve websites or pages to clients.
In-Use Instances 821 may be webserver execution instances
which are currently or actively serving websites. Available
Instances 822, on the other hand, may be a set of webserver
instances available in Memory 820 that are currently not
hosting any specific website but are available to do so. In
some embodiments, the number of webserver execution
instances in Available Instances 822 may be a constant
number. In some other embodiments, the number of web-
server execution instances in Available Instances 822 might
vary and depend on the number of webserver execution
instances in In-Use Instances 821. For example, if there are
a total of 10,000 execution instances, an increase in In-Use
Instances 821 may mean a decrease in Available Instances
822, and vice versa. The number of webserver execution
instances in Available Instances 822 may also be a percent-
age of the number of webserver execution instances in
In-Use Instances 821. In-Use Instances 821 may, in some
embodiments, be represented by a data structure containing
a unique identifier identifying webserver Execution Instance
823 and other instances currently serving websites. In some
embodiments, a similar data structure may be maintained
per website hosted by On-Demand System 800 and all such
data structures collectively represent In-Use Instances 821.

[0276] A Webserver Execution Instance 823 may be one of
the In-Use Instances 821 serving requests to a website with
the help of a webserver. Webserver Execution Instance 823
may include Generic Website Server Code 824 and Website
N Specific Code 833. Generic Website Server Code 824
may, for example, be common code included in all web
server execution instances. For example, such common code
may include underlying webserver execution instance sys-
tem elements (operating systems, web servers (e.g. Apache),
database servers, etc.) In some embodiments, it may also
include a WBS 100 editor or runtime environment along
with common external services and plugins. Additionally, in
some embodiments, the common code may include common
website application-level server-side elements, such as the
libraries and code related to major common items, such as
WBS 100 vertical applications, etc. The common code may
also include elements of common components (e.g., galler-
ies) especially for co-hosted websites discussed below. For
all of the above, the generic code may include actual
server-side elements (which may be stored and executed on
the server), as well as client-side elements (stored on the
server and loaded on web page requests to the executing
WBS 100 runtime client). In some embodiments, different
groups of websites may include different Generic Website
Server Code 824. Thus, for example, a commonly owned
group of websites may have common Generic Website
Server Code 824. This may also apply, for example, to
multiple sites based on the same vertical market application
framework (e.g. restaurants or hotels). Alternatively, differ-
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ent websites may have their own Generic Website Server
Code 824, which may pertain to all webpages within each
website.

[0277] Website N Specific Code 834 may include the code
specific to the website or page being served by the Web-
server Execution Instance 823 (such as Frontend 126 or
Backend 127 code created by the website 126 Developer/
Designer 1540 for the specific site). Webserver Execution
Instance 823 may serve a website or page which includes
Website N Specific Code 834 using a webserver (e.g.,
Apache, Tomcat, Nginx etc.) or a WBS-specific server.
Website N Specific Code 834 may include, for example,
code for performing functionality unique to the specific
website or page, such as shopping cart functionality, pay-
ment processing, database access, app integration or execu-
tion, software-based router functions, and more. The dis-
cussion above and herein refers to Website Specific Code
834 related to a given website or page, and correspondingly
to Webserver Execution Instance 823 which can serve
requests coming from clients using the given website or
page. However, On-Demand System 800 may be imple-
mented at different levels of specific code granularity. The
typical granularity level may be at the site level, i.e., where
the Website Specific Code 834 covers an entire site—which
is a level typically optimal for Webserver Execution Instance
823 reuse. However, the system can be implemented using
a granularity level of a site group (for a group of very similar
sites), entire site, site section (i.e., set of pages) and single
page. For site groups, common parts for numerous sites can
also be included in the Generic Website Server Code 824 as
noted above.

[0278] Webserver Execution Instance 826 of Available
Instances 822 may be used to serve the same website served
by Webserver Execution Instance 823 of In-Use Instances
821 by injecting Website N Specific Code 833 into Web-
server Execution Instance 826. In this manner, Webserver
Execution Instance 823 may generate (and serve) individu-
alized websites and pages based on the unique Website N
Specific Code 834 associated with each website or page.

[0279] Persistent Storage 830 may include code generic
and specific to all the websites hosted by On-Demand
System 800 at First Memory Location 831 and Second
Memory Location 832, respectively. Generic Website Server
Code 824 may be stored, for example, in Persistent Storage
830 at First Memory Location 831. Website Specific Code
833 and 834 may be stored at Second Memory location 832,
and may be code specific to websites 1 and N respectively.
Persistent Storage 830 may, in various embodiments, be a
distributed file system, database, or other storage system,
and may be cloud-based (e.g., storage as a service). First
Memory Location 831 and Second Memory Location 832
may be in different locations of the same storage system or
in different storage systems which together form Persistent
Storage 830. In some embodiments, Website Specific Code
833 and 834 each may be in different secondary memory
locations or in the same location but separately labeled.

[0280] Generic Website Server Code 824 residing at First
Memory Location 831 of Persistent Storage 830 may be
copied to a webserver execution instance similar to Web
Server Execution Instance 823 after spinning-up the
instance. In this manner, the Generic Website Server Code
824, as well as any Website Specific Code 833-834, may be
integrated to serve websites or pages that include common
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systems, web frameworks, libraries, components and plu-
gins and individualized elements.

[0281] In various embodiments, each of the components
of Memory 820, Persistent Storage 830, and Proxy Server
840 may be implemented through an on-premises computer
network, a cloud computer network, or a hybrid network
comprising both architectures. Examples of cloud hosting
environments may include AMAZON WEB SERVICES,
MICROSOFT AZURE, IBM CLOUD, and others, as well as
proprietary cloud networks maintained by website hosting
companies.

[0282] Proxy Server 840 helps determine whether a set of
In-Use Instances 821 includes a webserver execution
instance available to serve a request for a website generated
from a Web Browser 131 of Web Viewing Device 130.
Proxy Server 840 determines, for example, the availability
of a webserver execution instance by interacting with
Memory 820. For example, Memory 820 may maintain a list
of Available Instances 822 and In-Use Instances 821, may
poll Webserver Execution Instances 823 and 826 to deter-
mine their current status, or may receive other reporting
information regarding the availability of a webserver execu-
tion instance. In some embodiments, Proxy Server 840 may
handle HTTP requests (e.g., from clients) to access a specific
website or page, and determine whether the specific website
or page is already hosted by a Webserver Execution Instance
823. Further, in some embodiments, Proxy Server 840 may
maintain a State Table 941 for use in determining the status
of Available Instances 822 and In-Use Instances 821. Such
a state table may identify such resources and the websites or
pages they are already hosting.

[0283] FIG. 9 depicts a schematic diagram of interaction
between On-Demand System 800 components, according to
some embodiments of the present disclosure. As shown in
FIG. 2, Webserver Execution Instance Manager 950 of
On-Demand System 800 manages web server execution
instances by communicating with the Webserver Execution
Instances 823 and 826 and Proxy Server 840. In some
embodiments, Webserver Execution Instance Manager 950
may determine if new web server execution instances need
to be added to Available Instances 822. This may occur, for
example, if there is an increase in the traffic associated with
a particular website or page that is being hosted. In some
embodiments, increased traffic load may be predicted based
on prior knowledge inferred from gathered periodic traffic
information for the site in the past. The past traffic infor-
mation may include monthly, weekly, daily and hourly traffic
data collected so to understand seasonal trends other times
with most active usage of the site and automatically add
more webserver execution instances serving a particular
website. In some other embodiments, Webserver Execution
Instance Manager 950 may determine if an instance of the
In-Use Instances 821 is inactive. In this situation, resources
may be wasted, since In-Use Instances 821 are operating or
operational, despite not having any requests from clients to
respond to with websites or pages. Thus, as discussed further
below, any inactive In-Use Instances 821 may be deactivated
or shut down. Similar to the process of adding new web-
server execution instances for a website, predictions as
discussed above based on prior usage information may be
used to shutdown instances when there is less anticipated
traffic. Webserver Execution Instance Manager 950 may
make a determination to add more instances to the Available
Instances 822 set and/or mark an Instance in In-Use
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Instances 821 as inactive by delegating the determination to
Proxy Server 840. Proxy Server 840, as noted above, may
include State Table 941 to help determine whether to add or
remove webserver execution instances from In-Use
Instances 821 and Available Instances 822. State Table 941
may maintain information associating particular In-Use
Instances 821 and Available Instances 822 with their current
status, historical status, or projected future status. Such
status information may identify specific websites or pages
that they are hosting, may host in the future, or have hosted
in the past. Further, State Table 841 may include further
information (e.g., how long In-Use Instances 821 and Avail-
able Instances 822 have been hosting websites or pages, how
long In-Use Instances 821 and Available Instances 822 have
been inactive, etc.).

[0284] FIG. 10 is a flowchart illustrating a Method 1000
for responding to a web request sent for a website, according
to some embodiments of the present disclosure. The Method
1000 in FIG. 10 identifies two paths to serve incoming web
requests received by On-Demand System 800 from a Web
Browser 131 of Web Viewing Device 130. Any setup
requirements to serve the request might result in copying
requested website specific code to a webserver execution
instance serving the request to access a specific website.
[0285] As shown in FIG. 10, in Step 1010, On-Demand
System 800 stores Generic Website Server Code 824 at First
Memory Location 831 of Persistent Storage 830. As dis-
cussed above, this may involve storing code common to a
group of websites (e.g., all of those owned by a common
owner or based on a common vertical site framework) or
common to a group of pages within a website. Further,
Generic Website Server Code 824 may be associated with a
defined, arbitrary grouping of websites or pages. As dis-
cussed above, Generic Website Server Code 824 may
include code specifying common pieces of software differ-
ent layers including operating systems, web frameworks,
software libraries and website components and plugins, as
well the WBS 100°s own editor and viewer code.

[0286] In Step 1020, On-Demand System 800 may store
Website N Specific Code 834 at Second Memory Location
832 of Persistent Storage 830. As discussed above, the
Website N Specific Code 834 may be specific to a particular
website or webpage. The Website N Specific Code 834 may
include, for example, a widget, app, or custom backend or
frontend functionality. Further the Website N Specific Code
833 may function such as a router for a particular website or
page, as discussed above, where one or more segments from
a URL entered by a user, or otherwise provided, determines
how the website or page should assemble its contents (e.g.,
custom images, text, hyperlinks, forms, e-commerce fea-
tures, personalized content, etc.).

[0287] InStep 1030, On-Demand System 800 may receive
a request to access a website received from a Web Browser
131 on a Web Viewing Device 130. On-Demand System 800
handles the request by verifying if the website or page being
requested is currently being served by one or more web-
server execution instances in In-Use Instances 821. As
discussed above, this may involve querying In-Use
Instances 821 itself, querying Proxy Server 840, or obtaining
a report from another service that monitors In-Use Instances
821. By referencing a lookup table or state table, the current
operation (or lack thereof) of In-Use Instances 821 may be
confirmed. In some embodiments, a single server may serve
multiple websites or multiple clients of the same site, and the
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traffic load to and activity on to a particular server may be
tracked and taken into account when determining which
server to use to respond to additional requests.

[0288] In Step 1040, On-Demand System 800 verifies if
Webserver Execution Instance 823 or other webserver
execution instances in In-Use instances 821 serves the
requested website. If yes, process 1000 may in some
embodiments jump to Step 1070, which is discussed below.
[0289] Ifthe answer in Step 1040 is no, process 1000 may
proceed to Step 1050. If none of the webserver execution
instances in In-Use Instances 821 serve the requested web-
site, then the request may be forwarded to an available
webserver execution instance in Available Instances 822. In
some embodiments, the one of the webserver execution
instances in Available Instances 822 may be selected for
serving the requested website. In other embodiments, as
shown in FIG. 10, Webserver Execution Instance 826 in
Available Instances 822 receives the request for serving.
[0290] In Step 1060, a request may be sent to look up
Website Specific Code 833 in Secondary Memory Location
832 matching the requested website. For example, as illus-
trated, Website 123 Specific Code 833 is the matching code
if the request was received for Website 1. In some embodi-
ments, Website Specific Code 833 matching the requested
website is identified and copied to the Webserver Execution
Instance 826. Webserver Execution Instance 826 is added to
the list of In-Use Instances 821 (e.g., in a state table, or in
Proxy Server 840), and removed from the list of Available
Instances 822. The request is responded to (e.g., to the
client) by Webserver Execution Instance 826. Process 1000
may then repeat (e.g., repeat to Step 1010, 1020, or 1030).
Further, in Step 1060, the Website Specific Code 833 may be
injected into Webserver Execution Instance 826, as dis-
cussed above, for integration into building a specific website
or page requested by the user.

[0291] FIG. 11 is an illustration of On-Demand System
800 configured for determining whether a website is hosted,
and generating or instantiating execution instances, accord-
ing to some embodiments of the present disclosure. As
shown in FIG. 11, Proxy Server 840 is used to determine the
Steps to handle a request to access Website 123 received
over Network 160 from Web Browser 131 of Web Viewing
Device 130. Such a determination may result in immediate
handling of the request by Webserver Execution Instance
Manager 950 or instantiation of a webserver execution
instance in Available Instances 822 using requested website
specific code prior to handling the request.

[0292] As shown in FIG. 11, in Step 1110 On-Demand
System 800 may receive a request for Website 123 over a
Network 160. The request may come from a client computer
or application, as discussed above. The request may be an
HTTP request, HI'TPS request, or another type of network
request.

[0293] In Step 1120, On-Demand System 800 determines
how best to serve the requested Website 123. As discussed
above, the determination may include identifying whether a
request can be handled by a current set of In-Use Instances
821 or an additional webserver execution instance is
required. For example, On-Demand System 800 may deter-
mine that the current load on In-Use Instances 821 has
passed a threshold of usage (e.g., threshold number of
instances, amount of bandwidth used, percentage of band-
width used, level of use of server resources such as memory
or processor power etc.). In that event, it may be determined
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that one or more Available Instances 822 should be spun up
or utilized to satisfy the demand for the particular website or
page. Further, as discussed above, On-Demand System 800
may attempt to predict a future load state of In-Use Instances
821. Such a prediction may be made based on prior load
levels, for example. Based on a predicted load level for
In-Use Instances 821, On-Demand System 800 may like-
wise determine that one or more Available Instances 822
should be spun up or utilized to satisfy the forecasted
demand for the particular website group, website, page set or
page. On-Demand System 800 may also direct such incom-
ing request to one of the In-Use Instances 821 (so to provide
the best response time), and in parallel decide to spin up one
or more Available Instances 822 so to make them available
for future requests related to the given website or page.
[0294] In Step 1121, as part of the determination process,
On-Demand System 800 may pass control to Webserver
Execution Instance Manager 950 along with the request for
Website 123 (e.g., a copy of the request, or information
about the request). The request may be a request to access an
indexable webpage of Website 123, a submission of a form,
or various other types of requests.

[0295] In Step 1122, Webserver Execution Instance Man-
ager 950 may delegate the determination to Proxy Server
840 to help determine how to handle the request to serve
Website 123. This may involve the types of decision-making
discussed above, including a determination of the current
load status associated with the Website 123, projections of
future load for the website, etc.

[0296] In Step 1123, Proxy Server 840 may reference the
State Table 941 in Proxy Server 840 for the instances in
In-Use Instances 821 which may serve the requested web-
site. In some embodiments, the look up in State Table 941
may involve looking at a column termed “Website” 1143 in
the table for a matching website URL. Other identifiers (e.g.,
URL, account name, arbitrary name, etc.) are possible too.
In some embodiments, Step 1122 occurs periodically even
when On-Demand System 800 did not receive a request to
serve a website—as On-Demand System 800 may periodi-
cally monitor load levels based on historic website traffic
trends and may automatically spin-up or shutdown web-
server execution instances except when the current traffic
trend suggests otherwise. In some embodiments, Webserver
Execution Instance Manager 950 is forwarded the request
for Website 123 after a failure to handle the request, indi-
cating non-availability of a webserver execution instance to
serve the request for the Website 123.

[0297] In Step 1123, Proxy Server 840 may send a request
to a webserver execution instance in Available Instances 822
to pick the first available Webserver Execution Instance 826
to be marked for serving request for Website 123. In other
embodiments, Webserver Execution Instance 826 may be
chosen based on a policy that accounts for differences
among Webserver Execution Instances 826 that makes them
suitable or more optimal to handle the request (e.g., geo-
graphical location, applications running, memory available,
processing power, disk/memory fragmentation level etc.).
[0298] In Step 1124, On-Demand System 800 selects a
webserver execution instance in Available Instances 822 for
serving the request for Website 123. In some embodiments,
Webserver Execution Instance 826 is selected to serve the
request for Website 123.

[0299] In Step 1125, Webserver Execution Instance 826
may be added to the set of In-Use Instances 121 by injecting
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Website 123 Specific Code 833 into Webserver Execution
Instance 826. In some embodiments, the On-Demand Sys-
tem 800 may request the Proxy Server 840 to update State
Table 941 with the entry for Webserver Execution Instance
826. State Table 841 may thus change, including adding a
row with Instance 1142 and Website 1143 identifiers in State
Table. In some embodiments, the first available instance,
e.g., Webserver Execution Instance 826, may be selected to
be injected with Site Specific Code 833. After this injection,
Webserver Execution Instance 826 would be removed from
the set of available instances 822.

[0300] In other embodiments, the selection may be based
on geographical proximity to the Website 123 request loca-
tion or the number of potential web requests which might
originate from a certain geographical location. In some
embodiments, multiple web server execution instances may
be injected with Website 123 Specific Code 833 and added
to the set of In-Use Instances 821.

[0301] Determination 1120 to handle requested Website
123 may further have a timeout threshold (e.g., 10 or 100
milliseconds). The timeout period may match the general
web standard to serve web page requests. Webserver execu-
tion instances which are part of Available Instances 822 help
reduce the time to spin-up instances when a new website
request is placed. The cold start problems of prior, conven-
tional website building systems are thus reduced.

[0302] In Step 1130, Webserver Execution Instance 826
may serve the request for Website 123 using Website 123
Specific Code 833. As discussed above, by serving a website
or page generated using Website 123 Specific Code 833, the
content of the website may be tailored to the user or how the
user arrived at the site (e.g., using a software-based router).
In some embodiment, the injection step itself may modify
the injected material, e.g. adapting it to the specific user/
platform/device making the request or to other “environ-
mental” conditions (country, language, database accessed,
user access history, etc.). The client code initiating the
network request may add additional parameters or informa-
tion to the network request so to enable the injecting module
to perform such adaptation. The additional information can
be added directly (e.g. as added URL or other request
parameters) or indirectly (e.g. by available through an
additional request, prior storage in a database or other
method).

[0303] FIG. 12 depicts an instantiation of server infra-
structure elements with a website, according to some
embodiments of the present disclosure. The techniques of
FIG. 12 may be practiced in the systems described above
and described throughout this disclosure.

[0304] As shown in FIG. 12, Website 123 may be served
through a webserver execution instance by copying Website
123 Specific Code 833 to Container 1221 or Virtual Machine
1222. In some embodiments, Website 123 may be served by
a separate operating system Process 1223 (e.g., via server-
less code). Website 123 Specific Code 833 may include
Frontend 126, Backend 127, and Plugin Reference Code
1226, as discussed above in connection with the customized
backend functionality that may be provided in websites. In
some embodiments, Frontend 126, Backend 127, and Plugin
Reference Code 1226 may be copied to individually to
Container 1221, Virtual Machine 1222, or Process 1223. In
some embodiments, Generic Website Server Code 824 may
be copied to Container 1221 or Virtual machine 1222 (which
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would later include Website 123 Specific Code 833) as part
of Webserver Execution Instance 826 instantiation.

[0305] In some embodiments, the use of On-Demand
System 800, such as through a serverless code implemen-
tation, may improve processing times and server utilization,
while reducing latency for users. In serverless code embodi-
ments, there are no dedicated servers to manage. Instead,
code (e.g., Frontend 126, Backend 126, and Plugin Refer-
ence Code 1226) may be provided as code and executed
on-demand in the cloud. To the extent users are charged for
the code execution, they may be charged proportional the
actual execution of the code (rather than based on dedicated
infrastructure costs or servers which must remain allocated
to a given site while waiting for incoming requests). Alter-
natively, this may substantially reduce the costs for an
on-line WBS vendor, while allowing it to provide better
service to its users. In some embodiments, On-Demand
System 800 may define a set of programming languages or
web frameworks that it supports for processing serverless
code. On-Demand System 800 may also support WebSock-
ets, streaming or chunked communications, additional pro-
tocols (e.g., TCP and UDP, etc.), memory as a service
functionality (e.g., for stateless, side-effect-free code func-
tions), and native serverless options (e.g., Go, Rust, C, etc.).
By being able to process serverless code on-demand, the
problems of conventional website hosting systems (e.g.,
experiencing a “cold start” to load instances of machines or
websites) may be reduced. Start time for websites or pages
(including any running code) may be less than 100 ms, thus
reducing latency and improving the user experience. By
contrast, some conventional systems experience a start time
of websites or pages of roughly 600 ms to 2 seconds,
including the functions of scheduling overhead, starting an
instance, starting a process (e.g., code execution), and
request handler functioning.

[0306] Website Execution Instance 826 may serve mul-
tiple websites through Container 1221, Virtual Machine
1222, or Process 1223. In some embodiments, Webserver
Execution Instance 826 may have a set of Container 1221,
Virtual Machine 1222, and Process 1223 resources devoted
to it or available to it. Multiple Containers 1221, Virtual
Machines 1222, and Processes 1223 may serve multiple
websites. In some embodiments, Website Execution
Instance 826 variants which may serve multiple websites
may include a single Container 1221, Virtual Machine 1222,
or Process 1223 serving multiple websites. Container 1221,
Virtual Machine 1222, and Process 1223 serving multiple
websites may need multiple websites site specific code to be
copied to serve various website requests.

[0307] FIG. 13 depicts techniques of load monitoring of
hosted websites and managing In-Use Instances 821,
according to some embodiments of the present disclosure.
These techniques may be practiced in the systems as
described above.

[0308] As shown in FIG. 13, Webserver Execution
Instance Manager 950 (as discussed above in connection
with FIG. 11) monitors or communicates with the Load
Monitor 1310 to determine if any of the websites served by
On-Demand System 800 have a heavier load than desired or
budgeted. As discussed above, this may be determined based
on current, prior, or future load characteristics. In some
embodiments, future load may be predicted based on prior
knowledge based on gathered periodic load of the website/
webserver hosting multiple websites in the past. The past
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load may include monthly, weekly, daily and hourly to
understand seasonal trends other times with most active
usage of the site and automatically add more webserver
execution instances serving a particular website or group of
websites being served by a webserver.

[0309] When websites have a relatively lighter load, some
instances are removed from the set of In-Use Instances 821
for a particular website and moved back to Available
Instances 822. In some embodiments, Load Monitor 1310
lists all the Websites 1311 hosted by On-Demand System
800 and their Load 1312 in a tabular form. In some embodi-
ments, [.oad Monitor 1310 table listing Website load may be
part of State Table 941 managed by or accessible to Proxy
Server 840. In some other embodiments, LLoad Monitor 1310
may be a separate table in Proxy Server 840. In other
embodiments, [.oad Monitor 1310 may be in Memory 820
of On-Demand System 800.

[0310] In some embodiments, In-Use Instances 821 may
be a collection of separate sets of instances hosting some or
all websites of On-Demand System 800. In some embodi-
ments, Websites 123 and 2, as illustrated, are the websites
hosted by On-Demand System 800. In various embodi-
ments, Website 123 Allocated Instances 1320 and Website 2
Allocated Instances are 1330 are the set of webserver
execution instances of Website 123 and Website 2. In some
embodiments, Website 123 Allocated Instances 1320 and
Website 2 Allocated Instances 1330 together are considered
In-Use Instances 822.

[0311] Load Monitor 1310 load table may be updated by
Webserver Execution Instance Manager 950 directly or it
might request Proxy Server 840 to update it. In some
embodiments, L.oad Monitor 1310 load table is updated
periodically by Proxy Server 840 based on the number of
requests to access to Websites 1311 hosted by On-Demand
System 800. Load Monitor 1310 load table may be updated
based on other website usage statistics. For example, for a
multimedia-heavy website, the usage statistics might include
usage of memory and processor cycles to serve website
requests involving conversion of video and audio to different
formats based on the environment of the device used by the
use. Webserver execution instances of In-Use Instances 821
are moved to Available Instances 822 when the website they
are hosting has a lighter load. Similarly, when a website has
a higher load, webserver execution instances of Available
Instances 822 are marked In-Use Instances 821 and website
specific code for the website with heavier load is injected
into these webserver execution instances.

[0312] In some embodiments, based on Proxy Server 840
observing that Website 123 has a load that is lighter, On-
Demand System 800 may cause Webserver Execution
Instance 826 to be moved from Website 123 Allocated
Instances 1320 set to Available Instances 822 set. In some
embodiments, Webserver Execution Instance 1323 is moved
to Available Instances 822. In some embodiments, multiple
webserver execution instances are moved to Available
Instances 822 at the same time. Proxy Server 840, on
observing that Website 2 has a heavier load in Load Monitor
1310, may move Webserver Execution Instance 1127 from
Available Instances 822 set to Website 2 Allocated Instances
1330 set. As part of Step 1342, Website 2 may have
site-specific or page-specific code that is injected into Web-
server Execution Instance M 1127 before moving it to
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Website 2 Allocated Instances 1330. Of course, Step 1341
and Step 642 are independent and do not have occur together
or in any specific order.

[0313] FIG. 14 depicts monitoring webserver execution
instances available for hosting, according to some embodi-
ments of the present disclosure. As shown in FIG. 14,
Webserver Execution Instance Manager 950 monitors the
number of Available Instances 822. Webserver Execution
Instance Manager 950 may spin-up new instances and add
them to the set of Available Instances 822 pool when the
number of webserver execution instances in the set of
Available Instances 822 is less than a threshold, as discussed
above. Webserver Execution Instance Manager 950 may
conversely shutdown instances in the set of Available
Instances 822 when the number of webserver execution
instances is higher than a threshold. These techniques of
spinning up and shutting down execution instances may
account for current, prior, or anticipated future demand for
particular websites or pages, as discussed above.

[0314] In some embodiments, Webserver Execution
Instance Manager 950 may wait for a certain amount of time
prior to spinning-up new instances to make sure inactive
instances identified through State Table 841 are not added
back to the pool. Similarly, in some embodiments, Web-
server Execution Instance Manager 950 may wait for certain
amount of time prior to shutting down available instances to
make sure an instance is not required to be injected with
website specific code to handle a new website request.
Shutting down and spinning-up instances can be a time
intensive process and Website Execution Instance Manager
150 avoids doing it frequently by waiting after discovering
that a number of available instances deviate from a threshold
number.

[0315] In some embodiments, Webserver Execution
Instance Manager 950 spins-up and shuts down webserver
execution instances when the current number of instances in
Available Instances 822 set differs from threshold by a
specified number or percentage. This allows for a range of
values for the number of Available Instances 822 to be
present at any point of time. In other embodiments, Web-
server Execution Instance Manager 850 may react immedi-
ately on deviation from a threshold to spin-up and shutdown
instances.

[0316] FIG. 15 depicts an exemplary website real-time
testing system, according to some embodiments of the
present disclosure. As shown in FIG. 15, Website Real-Time
Testing System 1500 includes Processor 260, Memory 820,
Site Area Database 124 for storing data used by websites,
Deployment Environment 1510 providing access to data
related to a website being accessed. In some embodiments,
Website Real-Time Testing System 1500 may also include
Test Environment 1520 providing access to data related to a
website being accessed for testing purposes. Alternative
terms may be used for test/deployment such as development/
run-time, staging/production and testing/live.

[0317] In some embodiments, On-Demand System 800
may be a sub-system included in whole in the Website
Real-Time Testing System 1500. In some embodiments,
Website Real-Time Testing System 1500 may be composed
partially of, or may include On-Demand System 800.

[0318] Deployment Environment 1510 may be a set of
software components executing in a webserver execution
instance in an On-Demand System 800.
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[0319] Test Environment 1520 may be set of software
components executing in a webserver execution instance in
On-Demand System 800. In some embodiments, a Test
Environment 1520 is generated based on the type of device
used to access a website. For example, Website 123 accessed
through Web Browser 141 on Web Viewing Device 140 may
result in creation of Test Environment 1520, which may be
different in appearance and layout if Web Viewing Device
140 is a desktop computer or mobile phone. In some other
embodiments, a Test Environment 1520 may be generated
based on which user is accessing the website. For example,
a Developer/Designer 1540 requesting access to Website
123 may result in creation of Test Environment 1520. In
some embodiments, a Test Environment 1520 may be shared
across users. Test Environment 1520 may be different for
different users. In some embodiments, Test Environment
1520 may be shared across multiple websites stored in Site
Area Database 124. In some embodiments, an instance of
Test Environment 1520 may always be available, and Devel-
oper/Designer 1540 may select between accessing a given
website through Test Environment 1520 or Deployment
Environment 1510.

[0320] End User 1530 may access a website and its data in
a Deployment Environment 1510 through Network 160. In
some embodiments, End User 1530 may access Website 123
through Web Browser 131 on Website Viewing Device 130,
consistent with above embodiments.

[0321] Developer/Designer 1540 may access a website
and its data in a Test Environment 1520 through Network
160. Developer/Designer 1540 may access Website 123
through Web Browser 141 on Website Development Device
140. In some embodiments, Developer/Designer 1540 may
access Website 123 in Deployment Environment 1510 by
using Web Browser 131 on Web Viewing Device 130. It
should be noted that Web Viewing Device 130 and Devel-
opment Device 140 may be the same device.

[0322] End User 1530 and Developer/Designer 1540 may
be different roles of a same user accessing Website 123. In
some embodiments, a user can change roles by accessing the
Website 123 using different devices. For example, a user
accessing Website 123 using WBS Vendor Staff Device 150
or Website Development Device 140 may be regarded as
Developer/Designer 1540. A user accessing Website 123
using Website Viewing Device 130 may be regarded as End
User 1530. A website may be accessed using Deployment
Environment 1510 or Test Environment 1520 based on the
whether the user is End User 1530 or Developer/Designer
1540 respectively. Also, a website may be accessed using
Deployment Environment 1510 or Test Environment 1520
based on whether the request originated from Website View-
ing Device 130 or Website Development Device 140. In
some embodiments, a website may be accessed using
Deployment Environment 1510 or Test Environment 1520
based on a combination of user and device type.

[0323] FIG. 164 depicts a schematic diagram of a Devel-
opment Environment 1510 for accessing data elements,
according to some embodiments of the present disclosure.
As shown in FIG. 16a, Deployment Environment 1510 may
request Processor 260 to help access Live Data 1610.
Deployment Environment 1510 may not access Test Data
1620, depicted by a broken line. FIG. 165 depicts a sche-
matic diagram of a Test Environment 1520 for accessing
data elements, according to some embodiments of the pres-
ent disclosure. As shown in FIG. 165, Test Environment
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1520 may request Processor 260 to help access Live Data
1610 and Test Data 1620. Developer/Designer 1540 access-
ing a Website 123 using Test Environment 1520 may request
data elements associated with Indexable Webpage 125 of
Website 123. Test Environment 1520 may be configured for
receiving requests for data elements from a user, and may
forward the requests to Test Data 1620. In some embodi-
ments, Test Data 1620 may determine if the requested data
element is present in Test Data 1620 or forward the request
to Live Data 1610. In some embodiments, Test Environment
1520 may itself determine whether to request Live Data
1610 or Test Data 1620 for a certain data element. In some
embodiments, Test Environment 1520 may access Live Data
1610 and Test Data 1620 after copying them to Memory 820.

[0324] FIG. 17 is an illustration of website access to live
and test data in Test Environment 1520, according to some
embodiments of the present disclosure. As shown in FIG. 17,
Indexable Web Page 125 of Website 123 is being accessed
using Web Browser 141 on Web Development Device 140.
Indexable Web Page 125 and the associated data elements
are being accessed through Test Environment 1520.

[0325] Indexable Web Page 123 may access both Live
Data 1610 and Test Data 1620 as part of accessing data
elements associated with Indexable Web Page 125. In some
embodiments all requests to access data elements may first
be sent to Test Data 1620. Test Data 1620 may filter out data
element access requests which can be handled by Test Data
1620 itself before forwarding the requests to Live Data
1610.

[0326] FIG. 18 depicts the generation of test data used in
Test Environment 1520 for testing websites, according to
some embodiments of the present disclosure. As shown in
FIG. 18, Live Data 1610 forms part of the Test Data 1620.
In some embodiments, the order of adding Data Marked
Inserted 1730 and Data Marked Deleted 1740 may be
different. Data Marked Inserted 1730 and Data Marked
Deleted 1740 might traversed concurrently to avoid adding
something to the Test Data 1620 and later deleting the same
marked deleted in Data Marked Deleted 1740.

[0327] Data Marked Inserted 1730 and Data Marked
Deleted 1740 may be persisted in Site Area Database 124. In
some embodiments Data Marked Inserted 1730 and Data
Marked Deleted 1740 may reside in Memory 920 until the
session to access Website 123 in Test Environment 1520 is
active. Data Marked Inserted 1730 and Data Marked Deleted
1740 may be persisted to Site Area Database 124 when a
session becomes inactive. For example, Developer/Designer
1540 may explicitly request Data Marked Inserted 1730 and
Data Marked Deleted 1740 to be persisted to Site Area
Database 124. In some embodiments, Data Marked Inserted
1730 and Data Marked Deleted 1740 may share the same
location in Site Area Database 124. Data Marked Inserted
1730 and Data Marked Deleted 1740 may be persisted based
on number of read requests. Data elements within Data
Marked Inserted 1730 may be selectively persisted to Site
Area Database 124. Data elements may be selectively per-
sisted based on additional criteria, such as the number of
times a data element is requested to be read or the time for
which a data element in them has not changed or number of
sessions the data was accessed.

[0328] FIG. 19 is a flowchart illustrating a Method 1900 to
access a website in a deployment environment, according to
some embodiments of the present disclosure.
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[0329] As shown in Step 1910. Data elements that are
updated and added when accessing a website in Deployment
Environment 1510 are stored in Live Data 1610 of Site Area
Database 124.

[0330] In Step 1920, Live Data 1610 stored in Site Area
Database 124 associated with an indexable webpage of a
website accessed in Deployment Environment 1510 is
accessed by Website Real-time Testing System 1500 as part
of serving webpages requested by a user.

[0331] In Step 1930, data elements accessed in Step 1920
are applied to the indexable webpage they are associated
with to render the webpage in Web Browser 131 of Web
Viewing Device 130 used by End User 1530.

[0332] FIG. 20 is a flowchart illustrating a Method 2000 to
access a website in a test environment, according to some
embodiments of the present disclosure.

[0333] In Step 2010, Website Real-Time Testing System
1500 may receive a request to perform testing on the website
(e.g., Website 123) stored in the common database (e.g., Site
Area Database 124). In Step 2020, Website Real-Time
Testing System 1500 handles the data request made as part
of the process of testing a website using Test Environment
1520. For example, Website 123 may be tested by Devel-
oper/Designer 1540 by accessing the Website 123 using Web
Browser 141 of Website Development Device 140. For
example, Developer/Designer 1540 may request Indexable
Web Page 125 of Website 123 by typing the URL. Further,
in some embodiments the URL may be specified by an
application. The request includes both request to Frontend
126 and also data elements of Data Group 210 associated
with Indexable Web Page 125 of Website 123. A read request
for the data may be made as part of the process of accessing
a webpage.

[0334] As shown in FIG. 20, in Step 2030, Website
Real-Time Testing System 1500 verifies if the testing is
completed. In some embodiments, testing a website is
considered completed if the website is accessed through Test
Environment 1520 for a certain period of time. Testing may
be considered completed after a certain number of data
requests. Testing may also be considered completed when
Developer/Designer 1540 accessing a website through Web
Browser 141 of Website Development Device 140 closes the
browser tab or window used to access the website. Testing
may also be considered completed when Developer/De-
signer 1540 explicitly request this from Website Real-Time
Testing System 1500. If the answer to Step 2030 is no,
Method 2000 may jump back to Step 2010 and be ready to
receive the next data request. If the answer to Step 2030 is
yes, Method 2000 may proceed to Step 2040. In Step 2040,
Method 2000 may apply changes made to data elements and
saved in Test Data 1620 to corresponding data elements in
Live Data 1610. Step 2040 may be optional, as Developer/
Designer 1540 may request, for example, that the data
changes incorporated in Test Data 1620 be dropped.
[0335] In Step 2050, all the markers associated with the
updates to the data elements made during testing of Website
123 in Test Environment 1520 may be deleted.

[0336] FIG. 21 is a flowchart illustrating Method 2100 for
handling data requests in Test Environment 1520, according
to some embodiments of the present disclosure. The Method
2100 in FIG. 21 identifies one of five exemplary paths to
handle the incoming request for data elements associated
with a website being accessed by a Developer/Designer
1540.
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[0337] As shown in FIG. 21, in Step 2110, Website Real-
Time Testing System 1500 receives a data request in Test
Environment 1520. The data request is part of accessing a
website for testing in Test Environment 1520. For example,
a Developer/Designer 1540 accessing a Website 123 through
Website Development Device 140 may cause a request for
Data Element 211 of Data Group 210 associated with
Website 123.

[0338] In Step 2120, Website Real-Time Testing System
1500 determines the type of the request to access to data
elements associated with a website being tested. The deter-
mination results in different types of requests being pro-
cessed. The data request may be a read request to access data
elements associated with a website being tested by Devel-
oper/Designer 1540 when they request an indexable web
page by typing a URL. In some embodiments, the data
request may be a write request to add a data element. For
example, Developer/Designer 1540 testing Website 123 may
submit a form on Indexable Web Page 125 requesting
creation of a new data element to be added to Data Group
210. The data request may be an update request to alter the
contents of a data element associated with the website being
tested by Developer/Designer 1540. The data request may be
a delete request to remove a data element associated with a
website being tested by Developer/Designer 1540.

[0339] In Step 2121, Website Real-Time Testing System
1500 has determined in Step 2120 that the data request is to
search for data elements associated with the website being
tested by Developer/Designer 1540, or to browse the result
of such searching operation.

[0340] In Step 2122, Website Real-Time Testing System
1500 has determined in Step 2120 that the data request is to
read data elements associated with the website being tested
by Developer/Designer 1540.

[0341] In Step 2123, Website Real-Time Testing System
1500 has determined in Step 2120 that the data request is to
add data elements associated with the website being tested
by Developer/Designer 1540.

[0342] In Step 2124, Website Real-Time Testing System
1500 has determined in Step 2120 that the data request is to
update data elements associated with the website being
tested by Developer/Designer 1540.

[0343] In Step 2125, Website Real-Time Testing System
1500 has determined in step 2120 that the data request is to
delete data elements associated with the website being tested
by Developer/Designer 1540.

[0344] FIG. 22 is a flowchart illustrating a Method 2200
for handling read requests in test environment, according to
some embodiments of the present disclosure. The Method
2200 in FIG. 22 identifies three paths to determine if a data
request need to be responded and if so whether to use data
elements in Test Data 1620 or Live Data 1610.

[0345] As shown in FIG. 22, in Step 2122, a received data
request has been determined in Method 2100 to be a read
request for data elements in Site Area Database 124 and
Memory 820.

[0346] In Step 2210, Website Real-Time Testing System
1500 looks up the requested data element in Test Data 1620
and when a match is found verifies if it is marked as deleted.
Ifthe answer in Step 2210 is yes, Method 2200 may proceed
to Step 2120 and regards Method 2200 to be complete. In
Step 2 no data element found message is returned. For
example, Developer/Designer 1540 accessing Indexable
Web Page 125 of Web Site 123 may send a request for Data
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Element 1741 in Data Marked Deleted 1740 of Test Data
1620 resulting in “no data element found” message being
returned.

[0347] Ifthe answer in Step 2210 is no, Method 2100 may
proceed to step 2130. As shown in FIG. 22, in Step 2230,
Website Real-Time Testing System 1500 looks up the
requested data element in Data Marked Inserted 1730 of Test
Data 1620.

[0348] If the answer in Step 2230 is yes, Method 2200
may proceed to Step 2240. In Step 2240, the data element
requested is found in Test Data 1620 and is returned. The
requested data element may be in Data Marked Inserted
1730 of Test Data 1620 as it added as a new data element
previously. Further, the requested data element may be in
Data Marked Inserted 1730 as it was updated while testing
a website previously. For example, Developer/Designer
1540 request to access data element of Contact Two 1760 in
Test Environment 1520 will result in Data Element 1732 in
Data Marked Inserted 1730 of Test Data 1620 is returned
after Method 2200 executes Step 2240. The same data
element when requested in Deployment Environment 1510
may result in Data Element 1752 being returned.

[0349] Ifthe answer in Step 2230 is no, Method 2200 may
proceed to Step 2250. In Step 2250, Data element requested
is returned from Live Data 1610.

[0350] FIG. 23a is a flowchart illustrating a Method 2300
for updating data elements in test environment, according to
some embodiments of the present disclosure. Method 2300
in FIG. 23a defines a location to store the updated data
element requested while testing a website.

[0351] As shown in FIG. 234, in Step 2124 a received data
request has been determined in Method 2100 to be a request
to update a data element present in Live Data 1610 or Data
Marked Inserted 1730 of Test Data 1620 while testing a
website.

[0352] In Step 2310, Website Real-Time Testing System
1500 determines the location of the of the data element being
requested to be updated by first checking in Data Marked
Inserted 1730 of Test Data 1620.

[0353] If the answer to Step 2310 is yes, then Method
2200 proceeds to Step 2320. In Step 2320, a data element
corresponding one being requested to be updated is updated.
[0354] Ifthe answer to Step 2310 is no, then Method 2200
proceeds to Step 2330 indicating that the data element
requested to be updated was not updated in the past and is
present only in Live Data 1610. The data element in Live
Data 1610 is copied to Data Marked Deleted 1740 to avoid
any future access to the data in Test Environment 1520.
[0355] In Step 2340, Website Real-Time Testing System
1500 inserts the updated data element into Test Data 1620.
In some embodiments, adding a data element involves
adding a database entry and marking in an additional column
that it was added through Test Environment. The data
element inserted into Data Marked Inserted 1730 of Test
Data 1620 from Test Environment 1620 cannot be accessed
in by requests in Deployment Environment 1610. For
example, Developer/Designer 1540 request to update Data
Element 1752 through Website 123 results in Data Element
1732 being inserted into Data Marked Inserted 1730 of Test
Data 1620.

[0356] FIG. 2354 is a flowchart illustrating another Method
2300 for updating data elements in Deployment Environ-
ment 1510, according to some embodiments of the present
disclosure. The method makes sure Live Data 1610 is

Petitioner HighLevel Ex-1014, 0074



US 2019/0028531 Al

available real-time to Developer/Designer 1540 testing a
website using Test Environment 1520.

[0357] In Step 2350, a request to update data element in
Deployment Environment 1510 is received.

[0358] In Step 2360, a data element in Live Data 1610 is
updated as per the request.

[0359] In Step 2370, a look up request to identify data
element updated in Live Data 1610 in Step 2360 is made
against Data Marked Deleted 1740. A corresponding data
element found in Data Marked Deleted 1740 was either
updated or deleted in Test Environment 1520.

[0360] If the answer in Step 2370 is no, the Method 2300
proceeds to step 2380 where task is regarded complete and
Method 2300 exits.

[0361] If the answer in Step 2370 is yes, then Method
2300 proceeds to Step 2390. In Step 2390 the data element
requested to be updated through Deployment Environment
1510 is updated in Data Marked Deleted 1740. This results
in the data element being updated in Live Data 1610 being
not included in the query results as discussed in Process
2500 below.

[0362] FIG. 23c is a flowchart illustrating another Method
2300 for adding data elements in test environment, accord-
ing to some embodiments of the present disclosure. The
Method 2300 in FIG. 23¢ defines a location to store new data
requested to be added while testing a website.

[0363] As shown in FIG. 23¢, in Step 2123 a received data
request has been determined in Method 2100 to be a request
to add a new data element not present in Live Data 1610 to
Test Data 1620 while testing a website.

[0364] In Step 2392, Website Real-Time Testing System
1500 inserts the data element into Test Data 1620. In some
embodiments, adding a data involves adding a database
entry and marking in an additional column that it was added
through Test Environment. The data element inserted into
Data Marked Inserted 1730 of Test Data 1620 from Test
Environment 1620 cannot be accessed in by requests in
Deployment Environment 1610. For example, Developer/
Designer 1540 may request to add Data Element 1731
through Website 123 results in Data Element 1731 being
inserted into Data Marked Inserted 1730 of Test Data 1620.
[0365] FIG. 24 is a flowchart illustrating a Method 2400
for deleting data elements from test environment, according
to some embodiments of the present disclosure. As shown in
FIG. 24, the data element requested to be deleted may be
presented in Live Data 1610 or may have been previously
added through Test Environment and is present in Data
Marked Inserted 1730.

[0366] As shown in FIG. 24, in Step 2125, a received data
request has been determined in Method 2100 to be a delete
request for data element in Site Area Database 124 or
Memory 820.

[0367] In Step 2410, Website Real-Time Testing System
1500 may insert the data element requested to be deleted to
Data Marked Deleted 1740 of Test Data 1620. Any data
element, whether it was added or updated in Test Environ-
ment, may be added to Data Marked Deleted 1740 as all data
elements in Data Marked Deleted 1740 may be skipped
when a request for data elements associated with a website
being tested is made.

[0368] In Step 2420, a look up for the data element
requested to be deleted is searched in Data Marked Inserted
1730 of Test Data 1620. Process 2300 is regarded complete
if no such data element is found in Test Data 1620. For
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example, Developer/Designer 1540 testing Website 123 on
Web Browser 141 makes a request to delete Data Element
1741 results in Data Element 1741 inserted into Data
Marked Deleted 1740. Data Element 1741 is not present in
Data Marked Inserted 1730 indicates no data needs to be
removed and Process 2400 is regarded as complete. If the
answer in Step 2420 is no, then Method 2400 has not found
a Data Marked Inserted 1730 a data element requested to be
deleted and Method 2400 proceeds to Step 2430 where the
task is complete and Method 2400 exits.

[0369] If the answer in Step 2420 is yes, then Method
2400 found in Data Marked Inserted 1730 a data element
requested to be deleted. In Step 2440, data element of Test
Data 1620 is removed from Data Marked Inserted 1730.

[0370] FIG. 25 illustrates an overlay process to generate
the results of querying test data, according to some embodi-
ments of the present disclosure. As shown in FIG. 25,
Method 2500 is a four-step process which accesses concur-
rently Live Data 1610, Data Marked Inserted 1730, and Data
Marked Deleted 1740 of Test Data 1620.

[0371] As shown in FIG. 25, in Step 1, data elements
matching the query are accessed from Live Data 1610, Data
Marked Inserted 1730, and Data Marked Deleted 1740. In
some embodiments, data elements are accessed by executing
a query in Site Area Database 124 against Live Data 1610,
and Data Marked Inserted 1730 and Data Marked Deleted
1740 of Test Data 1620. In some embodiments, the results
of the queries may be arranged as one Fused Table 2510.

[0372] Data elements are sorted as requested in the query.
In some embodiments, the data elements are sorted by
column “B” in the 2510 in descending order. In some
embodiments, the order may involve more than one column.
In some embodiments, when there is no order requested a
random column is chosen and sorted in ascending or
descending order. In some embodiments a primary key is
added to the columns used in sorting.

[0373] In Step 2, the system traverses the data elements in
Live Data 1610, Data Marked Inserted 1730, and Data
Marked Deleted 1740 simultaneously to select the data
elements to be included in Test Data 1620.

[0374] In order to determine the data elements to be
included in Test 1720, a pointer is set at the first element of
Live Data 1610, Data Marked Inserted 1730, and Data
Marked Deleted 1740. In some embodiments, the pointer is
placed at the lowest data element based on column “B.” The
current lowest record in Live Data 1610, Data Marked
Inserted 1730, and Data Marked Deleted 1740 is compared
to identify the lowest data element. The lowest may be found
might be present in multiple locations. For example, Data
Element 2520 and 2530 are the lowest data elements in Live
Data 1610 and Data Marked Deleted 1740 and have same
content.

[0375] Once the lowest data element is identified it is
determined whether a data element is to be included in Test
Data 1620 based on the following rules. If the data element
exists in both Live Data 1610 and Data Marked Deleted
1740 then data element is skipped from being included in
Test Data 1620. For example, Data Element 2520 and 2530
have the same content and exist in Live Data 1610 and Data
Marked Deleted 1740 indicating the data element was
requested to be deleted in Test Environment 1520 earlier
while testing a website. It could have also been updated and
Data Element 2560 was the resulting updated element.
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[0376] If the data element exists only in Live Data 1610
then it is included in Test Data 1620. For example, Data
Element 2540 is only present in Live Data 1610 indicating
it was not altered or deleted in Test Environment when a
testing a website which is associated with Data Element
2540.

[0377] If the data element exists only in Data Marked
Inserted 1730 then it is included in Test Data 1620. For
example, Data Element 2540 is only present in Data Marked
Deleted 1740 indicating it was either inserted as a new data
element or inserted as part of updating Data Element 2520
while testing a website.

[0378] Once a data element is included or skipped only
those sources of data element which had the lowest data
element have their pointers for moved to the next data
element. In some embodiments, the pointers for Live Data
1610 and Data Marked Deleted 1740 are moved to the next
record after the first iteration of traversal.

[0379] On reaching the last data element in all the three
sources of data elements, Method 2500 terminates and Test
Data 1620 is obtained. Fused Table 2560 indicates the
lowest data elements identified in each iteration of Step 2
discussed above. Only those sources which had the lowest
data element are shown filled and the rest are left empty. For
example, in first iteration of Step 2, the lowest Data Ele-
ments 2520 and 2530 have same content are shown as part
of' their respective sources Live Data 1610, and Data Marked
Deleted 1740 and Data Marked Deleted 1740 is left empty
indicating it did not have the lowest data element. Similarly,
in the last iteration only Data Marked Inserted 1730 has the
lowest data element 2550 indicated in the last row of the
Fused Table 2560.

[0380] FIG. 26 depicts a flowchart showing steps of a
Method 2600 for editing a database during website preview,
according to some embodiments of the present disclosure.
Method 2600 may be practiced in the system environments
described throughout this disclosure, such as those of FIGS.
1, 2, 15, and others.

[0381] As shown in FIG. 26, Step 2602 may involve
receiving one or more groups of data elements (e.g., from a
user of a website building system). The data elements, as
discussed above, may include a variety of different types of
content, or records of content, that can be integrated into a
website, such as text, images, videos, advertisements, data-
base output displays, etc. In some embodiments, data ele-
ments may further include a set of data objects (e.g., two
instances of text, and one image). Each group may have one
or more data element. A group may thus define a related set
of'one or more elements. For example, a first website or page
(e.g., an identifier of the webpage) may be associated with
a group comprising only text, a second website or page may
be associated with a group comprising of data elements
(each of which comprising one text and three images), a
third website or page may be associated with a group
comprising of data elements comprising text and video, etc.
Through a website editing interface, as discussed above, the
user may identify what groups of data elements should
appear on or be associated with individual webpages of a
website, or with given virtual page templates.

[0382] Data groups may, in some embodiments, be site-
level entities that can be used and re-used in multiple pages
of'a website, or may be owner-level entities that can be used
and reused by a particular website owner. Further, data
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groups may also be system-level entities (e.g., a database of
zip codes, geographical area descriptions, etc.) or page-level
entities.

[0383] Method 2600 may also include a Step 2604 of
storing the groups of one or more data elements in a Site
Area Database 124, consistent with above embodiments.
Examples of such databases are described above (e.g., in
connection with FIGS. 1, 2, 15, and others). The databases
may be configured to maintain each group, maintain asso-
ciations between the groups and websites or pages, or virtual
page templates, and store other content and information. As
discussed further below, when a user makes edits to a virtual
webpage during a preview mode, such edits may be trans-
lated into edits to the database in real-time, thus maintaining
an up-to-date database for each webpage.

[0384] In addition, Method 2600 may include a Step 2606
of generating one or more virtual webpages. Each of the
virtual webpages may represent data element (consisting of
one or more objects) which may be displayed in preview
mode (during development) before the actual website goes
or its updated parts go live (i.e., becomes viewable through
the Internet to other users). In order to subsequently publish
a virtual web page collection in live mode, a user may select
an option titled “Publish,” “Post,” or the like, which will
make the website viewable through the Internet (as publish-
ing is typically done at the site level and not for a single
page). Once published, virtual pages (i.e. instances derived
from the Web Page Template 2704) may behave similarly to
ordinary (actual) pages, though they are dynamically gen-
erated. In some embodiments, each of the actual webpages
is not designed with functionality for updating the database,
while the virtual webpages may be designed with that
functionality in place. As an example, a hotel rental website
may maintain five different virtual page templates for five
different types of rooms available in a particular hotel (such
as single bed, double bed, etc.). Each of the virtual page
templates may be associated with its own group of data
elements (i.e. records for rooms of the given type), and each
room would thus have a virtual webpage which may be
displayable and editable during a preview mode as a virtual
web page.

[0385] Further, Method 2600 may include a Step 2608 of
displaying each group of at least one data element in a
separate one of the virtual webpage sets. For example, in the
above hypothetical of a hotel website, during the preview
mode each of the five virtual webpages templates corre-
sponding to different types of hotel rooms may have its
associated groups of data elements (e.g., different text
describing the rooms, images of the rooms, videos of the
rooms, etc.). The generated virtual webpage sets (i.e.
instances) may be displayed to the user via a browser or
other client, as discussed above in connection with other
techniques.

[0386] Method 2600 may also include a Step 2610, which
involves displaying an editing tool to permit a user to edit
one or more of the virtual webpage templates and instances.
The templates may be edited as though they are regular
pages. The instances may be editable in preview mode only,
as they are may not be visible as part of the regular editor
page browsing and editing process. In an alternative
embodiment, the system may allow editing of instances as
part of the regular site editing process. A variety of editing
tools may be used, including rulers and grids (e.g., to align
data elements), drag and drop selectors (e.g., for moving
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data elements with a cursor), hyperlink insertion and editing,
integration of widgets or apps (e.g., from an app store),
button insertion and editing, text creation and editing, image
insertion and editing, video insertion and editing, slideshow
creation and editing, cursor hovering functionality, back-
ground styles, repeaters (e.g., which create multiple versions
of a particular data element or group), software-based rout-
ers (e.g., which create a different version of a webpage based
on an element of the URL used to access it), and more. The
system may display (and operate) different subset of the
available editing tools for templates and for instances, and
may also customize the displayed editing tool subset
depending on the user, virtual page template, specific
instance, underlying connected data group or element etc. As
discussed further below, a user may make edits to the virtual
webpage templates and instances through the editing tools,
and the edits may be translated into edits to the database
maintaining component information and/or content for the
webpages.

[0387] Method 2600 may also include a Step 2612 of
associating a unique URL to each virtual webpage. For
example, a website may have a domain name (e.g., wix.com)
and each page within the website may have a different suffix
(e.g., wix.com/pagel, wix.com/page2, wix.com/page3, etc.).
Further, in some cases, URLs associated with virtual web-
pages may have different paths (referring to files or direc-
tories) or parameter values. In some embodiments, a soft-
ware-based router may be configured for the website or for
individual webpages. The software-based router may be
configurable, for example, to associate particular URL pre-
fixes, paths, segments or parameters with particular web-
pages. Each of the webpages may be configured to pull
different data from the database storing data elements. In a
JavaScript implementation, for example, an incoming
request for a webpage may be associated with an object that
includes information about the request (e.g., the URL, where
it came from, who it came from, etc.). The software-based
router can process this information and decide which (pos-
sibly virtual) webpage to show and what data elements to
include in it.

[0388] In addition, Method 2600 may include a Step 2614
of displaying a user selectable feature (e.g., buttons, scroll
bars, links, etc.) enabling the user to navigate through the
virtual webpages to individually and dynamically display
each of the virtual webpages. In the above example, there-
fore, the user selectable feature may allow the user to view
each of the five webpage sets corresponding to different
hotel room types. Each page may be dynamically selected
and viewed as a virtual webpage.

[0389] Method 2600 may further include a Step 2616 of
receiving edits to one or more virtual webpage attributes
from a user. For example, using the editing tool described
above, a user may change the background of a page, the
layout or template of a page, the apps or widgets integrated
into a page, the URL prefixes or suffixes associated with a
page, repeater functionality within a page, software-based
router functionality for a page, or perform various other
types of edits. Changes made to the Web Page Template
2704 may be written directly to the template page definition
in the Site Area Database 124. Changes made to virtual page
instances may be stored in a separate database, which shall
contain adaptations to virtual page instances. Under such a
scheme, the adaptations shall be indexed with a unique index
of the specific virtual page instance (e.g. in our hotel
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example, “Single bed room #1234”). The adaptation would
be retrieved and re-applied whenever this virtual page
instance is generated for display (e.g. during preview or
during live display).

[0390] In some embodiments, users are permitted to edit
virtual page instances but only in terms of their field
information (e.g., text, graphics, videos, etc.). For example,
in such embodiments, users may be prohibited from editing
other elements (i.e., other than content) of a virtual page
instance, including layout, attributes, etc.

[0391] Method 2600 may also include a Step 2618 of
receiving edits to data elements themselves. Such edits may
be made directly to a display of the data group (i.e., a display
user interface elements which allow browsing and editing of
the underlying data groups and elements). Alternatively,
such editing may be performed though editing of field
content in the generated virtual page instances related to the
items. The system may enable such editing by adding (in
preview mode) additional editing controls to the displayed
virtual page instances (such as a “select alternative picture”
button added to each displayed image originating from a
data group). As discussed above, the data elements may be
stored in a database. The edits may include editing text,
replacing or modifying images, replacing or modifying
videos, altering the functionality of hovering a cursor over
an element, and various other types of edits.

[0392] In addition, Method 2600 may include a Step 2620
of receiving edits to code associated with one or more virtual
webpages. Examples of the code may be the frontend code
and backend code described above in connection with FIGS.
1-7. For example, the code may relate to collecting and
storing data and content in a database, creating dynamic
pages, implementing user-facing widgets and apps, repeat-
ing layouts of data elements, configuring software-based
routers, and more. In some embodiments, in a Step 2622,
skeleton code segments may be generated to facilitate user
edits to code associated with webpages. For example, skel-
eton code may be high-level abstractions of functions asso-
ciated with more granular source code, which can implement
the various types of frontend and backend functionality
described above for webpages. The skeleton code may be
displayed to users through the editing interface and the users
may make edits to it. User edits to skeleton code may then
be translated into edits to the more granular actual code
associated with individual webpages. As for edits to page
attribute and page data/field content noted above, the system
may support edits to the Web Page Template 2704 (which
are stored in the Site Area Database 124, possibly subject to
sandboxing of development changes before publishing) or to
virtual page instances (which may be stored in the virtual
page instance adaptations database). This is further detailed
in the description of Steps 2630 and 2634 below.

[0393] In Method 2600, a Step 2624 may enable a user to
select particular virtual webpages and a Step 2626 may
enable a user to navigate through virtual webpages. For
example, users may select pages individually by clicking on
hyperlinks or other links associated with images or visual
representations of the pages, or may navigate through pages
visually (e.g., by a left/right or up/down toggle button, or
through other selection visualizations).

[0394] According to Method 2600, any edits to virtual
webpages (e.g., editing instances through Steps 2616 or
2618) may be translated into updates to the database main-
taining the data elements for the webpages in a Step 2828.
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For example, if a user replaces an image on a virtual
webpage with another image (e.g., user-uploaded image,
etc.), the new image may be stored in the database. Further,
if the user replaces text on the virtual webpage (e.g., the
description of a specific hotel room), the updated text may
also be stored in the database. In some embodiments, the
updates to the database may be performed automatically
based on the user’s edits to the virtual webpage. Because the
database is used to build the virtual webpages and is
associated with the contents of the virtual webpages, edits to
the virtual webpages may be associated back to the database
used to build them. In some embodiments, multiple versions
of the database are stored, at least temporarily, so that users
can perform undo or revert operations if they want to negate
a change to a virtual webpage they have made and return to
an earlier version. For example, users may select an undo or
revert option, or may be presented with timestamps or
version identifiers associated with prior versions of a virtual
webpage to which they can return and resume their editing.
Such versioning system may also support making change to
development database version which are not part of the
published version until a publish operation is performed.
This is also known as “sandboxing” of the development
database.

[0395] Method 2600 may also include a Step 2630, where
any edits to skeleton code made by the user are received.
Further, in a Step 2634, any edits to the actual code (e.g.,
through Step 2620) or the skeleton code (e.g., through Step
2630 may be translated into edits to actual code for the
webpage. As described above, for example, users may make
edits to actual or skeleton code associated with various
backend or frontend functionalities of virtual webpages.
Such edits to the code may be stored in the same database
hosting the data elements for a virtual webpage or a separate
code database.

[0396] Further, in a Step 2632, Method 2600 may include
enabling, during a live view of an actual webpage associated
with a virtual webpage, a display of the webpages with the
updates made to the virtual webpage during the preview
mode—including both regular webpages and virtual web-
page instances. As discussed above, for example, users may
be able to edit numerous features of a virtual webpage
during preview mode (e.g., page structure, data elements,
frontend code, backend code, etc.) for both templates and
instances. Such edits may be translated into corresponding
updates to page definitions or data element changes, which
may be stored in the Site Area Database 124 and/or in
separate databases (e.g., a data element database, an instance
adaptation database, and/or a separate code database on
which the virtual webpage is based). Such separate data-
bases may also be hosted by WBS 100, for example, as part
of Memory 820 or Persistent Storage 830. Further, such edits
may be translated into corresponding updates for the actual,
live webpage as well. In various embodiments, virtual
webpages and actual webpages may be based on the same
database(s) or different (e.g., linked) database(s). It should
be noted that these databases (e.g., Site Area Database 124
and other databases, such as a data element database,
instance adaptation database, or separate frontend/backend
code database) may be implemented as a single database, a
set of databases, or a combination of databases (each of
which may support a subset of the required functions).

[0397] FIG. 27 is a system 2700 for the development and
preview of web pages, according to some embodiments of
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the present disclosure. As discussed above, system 2700
may be similar to, or operate within, the systems discussed
in connection with FIGS. 1, 2, 15, and others. In some
embodiments, system 2700 may include a Site Area Data-
base 124, which stores data elements and/or code for one or
more webpage 2704. As shown, numerous webpages 2704
may be maintained, each of which may have its own
corresponding data elements. As discussed above, the data
elements may be organized into Data Group 210 of one or
more data elements. As noted above, such data group 2710
may be system-wide, site-group specific, site-specific or
page-specific (typically for a given Web Page Template
2704).

[0398] As shown in FIG. 27, Site Area Database 124 may
communicate over a network with a Web Browser 131 or
other client application, which may be operated by a user.
The Web Browser 131 may display a Virtual Webpage 2712
corresponding to each Webpage Template 2704 in Site Area
Database 124 using data elements in Data Group 210.
Further, each virtual webpage 2712 may be associated with
a Data Element 211. Further, users may have a display of
data elements individually (e.g., Data Element 1 211 and
Data FElement 2 2718) as part of data element group 2714.
As discussed above, users may interact with the displayed
virtual webpage 2712, including its elements 2710, 2714,
211, 2718, to edit the various features of Virtual Webpage
2712. The edits may involve specific data elements, page
structure features, frontend code, backend code, and more.
As discussed above, such edits may be received by Site Area
Database 124 and/or other databases.

[0399] FIG. 28 is a block diagram 2800 of virtual web
page, according to some embodiments of the present dis-
closure. Consistent with the above examples, virtual web-
page 2712 may include various User Selectable Features
2802, including a display feature 2804, search element 2806,
bookmarks 2810, scroll feature 2810, and other features.
Virtual webpage 2712 may further include data elements
2714 and frontend code 2812, as discussed above. Further,
virtual webpage 2712 may be associated with backend code
(not shown), such as dynamic webpage code. Users may
view, interact with, and make edits to virtual webpage 2712
as discussed above. Such edits may be received by one or
more components of the website building system, such as
Site Area Database 124. Through the display of virtual
webpage 2712, users may visualize the edits they are making
before a corresponding webpage goes live. To publish the
virtual webpage 2712 in a live mode, a user may select a
“publish” or “render” link, as discussed above.

[0400] FIG. 29 is a timeline display 2900 of dynamic
refresh of webpages, according to some embodiments of the
present disclosure. In particular, as a user makes edits to a
virtual webpage 2712, the edits may be refreshed in Site
Area Database 124 and thus also in the user’s browser. As
shown in FIG. 29, data group 2710 may include Data
Element 1 211 and Data Element 2 2718, among other data
elements. Within Data Element 1 211, a Tab 1 2902 may be
displayed and within Data Element 2 2718, a Test Tab 2
2904 may be displayed. Tab 1 2902 and Test Tab 2 2904 may
be displayed on virtual webpage 2712, as shown, along with
other elements (e.g., a search bar, dropdown menu, etc.).
[0401] As time progresses in timeline display 2900, the
user may make edits to the virtual webpage 2712. For
example, as shown, the user may make edits to Test Tab 2
2904, resulting in Edited Tab 2. Further, a new Data Element
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3 2906 may be added to virtual webpage 2712, as part of
data group 2710. As the edits to the virtual webpage 2712 are
made, corresponding edits may be made in a Live Environ-
ment 2908. For example, upon the user selecting a “publish”
or “render” function, Live Environment 2908 may be
updated to display the updates to data group 2710 and other
aspects of virtual webpage 2712. For example, a first version
of the actual webpage 2910 may not include the Edited Tab
2 or Tab 3, while the subsequent version of the actual
webpage 2912 may include those updates. In various
embodiments, updates to the virtual webpage 2712 may be
made automatically or upon the user selecting a refresh or
update function. Further, updates to the actual webpage 2910
and 2912 in Live Environment 2908 may be made upon the
user confirming a transition to the Live Environment 2908
(e.g., selecting a “publish” or “render” link).

[0402] FIG. 30 depicts a block diagram of a Dynamic
Preview System 3000, according to some embodiments of
the present disclosure. As shown in FIG. 30, Dynamic
Preview System 3000 helps display web pages as they
would appear, for example, in Deployment Environment
1510. Preview Interface 3010 may be a frame or other
graphical interface within Online Editor Interface 243 dis-
playing a web page. In some embodiments, Preview Inter-
face 3010 may be a separate tab opened on the web browser
being used to show Online Editor Interface 243.

[0403] Preview Interface 3010 may be used to display
both static web pages and virtual web pages (i.e. instances
of a given Webpage Template 2704). Virtual web pages
generated for viewing in the Preview Interface 3010 may be
accompanied by a Navigation Interface 242. Preview Inter-
face 3010 may allow Navigation Interface 242 to include
scrollable features to allow users to scroll across multiple
virtual web pages generated for display in Preview Interface
3010. Navigation Interface 242 may allow both sequential
navigation and direct access to specific virtual web pages, as
well as navigation between virtual pages via searching (e.g.
using values of the key data item used to identify specific
virtual pages). Navigation Interface 242 may have direct
access to specific virtual web pages and may support book-
marked virtual web pages to selectively browse. For
example, the virtual web pages being displayed in Preview
Interface 3010 may be accompanied by a links to first, last,
previous or next virtual web pages. The WBS 100 may also
support other arrangements of the virtual pages—not just a
linear one. For example, the WBS 100 may support a
hierarchical arrangement of virtual pages, which may be
navigated using additional options such as “go to higher tree
level” or “expand level below current page”.

[0404] FIG. 31 illustrates a preview of a Virtual Web Page
3110 being edited, according to some embodiments of the
present disclosure. As shown in FIG. 31, Front End 126 is
associated with Data Group 210. Building Tools 121
included in Front End 126 may be associated with specific
data elements of Data Group 210. Virtual Web Page 3110
may display Indexable Web Page 125, including Front End
126, and can be previewed in Preview Interface 3010. In
some embodiments, Preview Interface 3010 may be a frame
or other graphical representation within the Online Editor
Interface 243. Preview Interface 3010 may allow Virtual
Web Page 3110 to be previewed as it would appear on
different mobile and desktop devices, using different lan-
guages, adapted for accessibility requirements or otherwise
modified for specific audiences.
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[0405] FIG. 32 is a schematic diagram depicting relations
between data groups and websites, according to some
embodiments of the present disclosure. As shown in FIG. 32,
a group of Virtual Web Pages 3220 of a website may be
associated with a same Data Group 210. In some embodi-
ments, group of Virtual Web Pages 3220 may be associated
with a set of Data Groups 3230. In some embodiments, a
group of Websites 3240 may share the same set of Data
Groups 3230. A group of Websites 3240 sharing set of Data
Groups 3230 may have a same owner or operator, or may
have otherwise been granted appropriate permissions
(though an access control mechanism) to access specific
Data Groups 210. In some embodiments, a group of Web-
sites 3240 sharing a set of Data Groups 3230 may have been
built by same Developer/Designer 1540, as discussed above.

[0406] As illustrated in FIG. 32, a Repeater 3213 is a
building tool visible on front end of a web page displaying
different content items or groupings in different sections
with a repeated design or layout. In some embodiments,
Repeater 3213 may be part of a Virtual Web Page 3111
generated using a software-based router, as discussed further
herein or a part of a regular (static) Indexable Web Page 125.
Repeater 3213 displays different content based on Data
Element 1 211 and Data Element M 3212 of Data Group
210. Repeater may be associated directly with a Data Group
subset 3213 of Data Group 210. For example, a repeater may
be used to create five different groupings of text and images.
Each grouping may automatically position the text and
images with the same proportions and layout. Nevertheless,
in some embodiments, the actual content of the text and
images may be different in each grouping.

[0407] FIG. 33 is a schematic diagram depicting compo-
nents involved in the generation of virtual web pages,
according to some embodiments of the current disclosure.
As shown in FIG. 33, Web Page Template 2704, similar to
indexable web pages, may be associated with Data Group
210 and other data groups. As discussed above, Software-
Based Router 3310 may be used to bind data elements in a
Data Group 210 and may be applied to Web Page Template
2704 to generate Virtual Web Pages 3111, 3313, and 3312.
Software-Based Router 3310 may select/filter/sort data ele-
ments in Data Group 210 to apply to Web Page Template
2704 and to virtual web page groups based on the URL sent
by a user. Software-Based Router 3310 identifies Web Page
Template 2704 based on a URL prefix. Software-Based
Router 3310 may identify data elements in Data Group 210
to be applied to Web Page Template 2704 to generate virtual
web pages based on URL elements (e.g., suffix components,
text segments or parameter values) following the URL
prefix. In some embodiments, the URL prefix “prefix 17
identifies Software-Based Router 3310 for Web Page Tem-
plate 2704. Software-Based Router 3310 may generate Vir-
tual Web Page 3111 and 3312 based on suffix value “labell”
and “label2” respectively. Software-Based Router 3310 may
generate a sitemap Prefix 1 Sitemap 3313 listing possible
URLs of all the virtual web pages that can be generated
using Web Page Template 2704 and associated Data Group
210, as well as other data groups. Prefix 1 Sitemap 3313 may
aid in indexing Virtual Web Pages 3111 and 3312 by Search
Engine 170.

[0408] FIG. 34 is flowchart 3400 showing steps involved
in the generation and preview of virtual web pages, accord-
ing to some embodiments of the present disclosure. The
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flowchart 3400 represents steps that may be performed in the
system embodiments described above.

[0409] As shown in FIG. 34, in Step 3410, a Dynamic
Preview System 3000 may store data elements in Site Area
Database 124. As discussed above, data elements may take
a variety of different forms, such as text, images, videos,
backgrounds, as well as records consisting of a combination
of any of these object types.

[0410] In Step 3420, Dynamic Preview System 3000 may
store instructions enabling organization of the stored data
elements into data groups. For example, groups may be
defined in databases. Further, groups may be defined by the
relationships between elements in the group, or by fields in
data elements whose values rely on other fields. Consistent
with above embodiments, data groups may be defined before
any visual elements, fields, or specific webpages are defined.
[0411] In Step 3430, Dynamic Preview System 3000 may
provide further instructions to the web browser displaying
the Online Editor Interface 243 to allow addition of addi-
tional data elements to previously created data groups in Site
Area Database 124. In this manner, existing groups may be
supplemented or edited to contain different or additional
elements. A user can repeat Step 3420 and can come back at
anytime to further add data elements. Similarly, this step
may include instructions for performing additional opera-
tions on data elements, such as deletion and update. For
example, a user can cycle between Steps 3410, 3420, and
3430, or proceed to Step 3430.

[0412] In Step 3440, Dynamic Preview System 3000 may
execute instructions to aid in associating previously inserted
data elements of data groups stored in Site Area Database
124 to the website being edited in Online Editor Interface
243. A user can repeat Step 3420 and can come back at
anytime to further create associations between web pages of
the website being built and data elements organized as data
groups stored in Site Area Database 124.

[0413] In Step 3450, Dynamic Preview System 3000
provides instructions to help associate data element groups
with a website’s web pages. This may involve, as discussed
above, linking fields in a form with each other to both
activate/de-activate and filter potential values allowed for a
field (e.g., a form to fill address may list in city field values
depending on selection in the state field).

[0414] In Step 3460, Dynamic Preview System 3000
provides instructions to Online Editor Interface 3000 to
allow preview of web pages of a website being built in
Online Editor Interface 243. The previews may allow for
user editing in real-time, as discussed above.

[0415] A user canrepeat Steps 3430, 3440, 3450, 3460 any
number of times and repeat them in any order.

[0416] FIG. 35 is a schematic diagram of users interacting
with a Website Hosting System 3500, according to some
embodiments of the present disclosure. As shown in FIG. 35,
Website Hosting System 3500 includes Hosting Server
3510, which includes one or more systems to build and view
websites, Plugin Server 3520 executing plugin code, Pro-
cessor 260, Memory 820 storing plugin components and
code, an Interface 3570 to develop, and upload plugin code
and other components.

[0417] Hosting Server 3510 may be one or more servers
hosting co-hosted websites 3511, 3512, and 3513. Hosting
Server 3510 may be a webserver execution instance in
On-Demand System 800, for example, or in another type of
website hosting system. In some embodiments, Hosting
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Server 3510 may be multiple web server execution instances
in On-Demand System 800. Hosting Server 3510 may also
be WBS 100 which is storing websites edited and accessed
by Developer/Designer 1540 and End User 1530, as dis-
cussed above.

[0418] Editing Tools 411, as discussed above, are common
tools to edit a website shared by websites hosted by Hosting
Server 3510. In some embodiments, Editing Tools 411 may
be shared across multiple Hosting Servers 3510 hosting
co-hosted Websites 3511-3513.

[0419] Plugin Server 3520 may be one or more servers
executing plugin code in an Isolation Environment 3521. In
some embodiments Plugin Server 3520 uses the same infra-
structure as hosting server 3510 (which may be physical
servers or webserver execution instance as noted above).
Plugin 3530 is present in memory 820 and is viewable or
accessible through a User Interface 3531, Frontend Plugin
Code 3532, and Backend Plugin Code 3533.

[0420] Users 3540-3560 may access Editing Tools 411
from Hosting Server 3510 to edit the Websites 3511-3513
respectively. In some embodiments, for example, Website
3511 being edited by User 3540 may include a Plugin 3530.
For example, Website 3511 may play video through a video
player Plugin 3530 when Website 3511 is accessed using
Web Browser 131 on Web Viewing Device 130. User 3540
altering Website 3511 may include editing and uploading
plugin code via Interface 3570. In some embodiments,
Interface 3570 may be part of Editing Tools 411.

[0421] Users 3540-3560 interact with Websites 3511-13
on Hosting Server 3510 via shared platform 3580. Shared
Platform 3580 allows groups of users edit groups of web-
sites. Shared Platform 3580 may be software configured for
determining which groups of Users 3540-3560 have access
to edit which Websites 3511-13. In some embodiments,
Hosting Server 3510 hosting multiple Websites 3511-13
might itself act as a Shared Platform 3580.

[0422] End User 1530 viewing Website 3511 using Web
Browser 131 on Web Viewing Device 130 may include User
Interface 3531 of Plugin 3530. For example, Plugin 3530
may be a video player and User Interface 3531 may include
play back control buttons stylized for video player Plugin
3530. Frontend Plugin Code 3532 may also be passed along
through User Interface 3531 when End User 3540 accesses
a website. End User 1530 interacting with User Interface
3531 of Plugin 3530 may result in Frontend Plugin Code
3532 of Plugin 3530 executing in Web Browser 131. In some
embodiments, End User 1530’s interaction with Website
3511 may also result in Backend Plugin Code 3533 execut-
ing in Plugin Server 3520. For Example, End User 3540
clicking on play back controls of a video player plugin may
result in Frontend Plugin Code 3532 executing and making
a request to stream the video, and further Backend Plugin
Code 3533 may compress the video based on network
bandwidth availability.

[0423] FIG. 36 depicts a technique of controlled access to
co-hosted websites, according to some embodiments of the
present disclosure. As shown in FIG. 36, Users 3540, 3550
are grouped together and are allowed access to Co-Hosted 1
Websites 3511 and 3512. User 3621 and 3622 may have
access to Co-Hosted 2 Websites 3611 and 3612. Users may
access one or more Co-Hosted websites but are not allowed
to access websites they are not part of the allowed group.
Users may have their access rights defined, for example,
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based on whether they are the owner of particular websites,
are registered users, have been authenticated, etc.

[0424] FIG. 37 depicts co-hosted website groups sharing
plugin code under common routes, according to some
embodiments of the present disclosure. As shown in FIG. 37,
Web Hosting System 3500 has two sets of co-hosted web-
sites, each set differing from the other by a URL route. For
example, Common Route 1 Co-Hosted Websites 3711 may
share domain www.a.com and Common Route 2 Co-hosted
Websites 3731 may share domain www.b.com. Alterna-
tively, Common Route 1 Co-Hosted Websites 3711 may
have a common subdomain a.wixsite.com and Common
Route 2 Co-Hosted Websites 3731 may have a common
subdomain b.wixsite.com. Websites with common routes
may be co-hosted on a hosting server or environment to
create an isolation environment and eliminate interaction
with other sets of co-hosted websites. Co-hosted websites
may also have different plugin servers to create isolated
environments for the plugin code to execute. Common
Route 1 Co-Hosted Websites 3711 and Common Route 2
Co-Hosted Websites 3731 may still share the same Processor
260 and Memory 820 or have different processors and
memory. FIG. 38 depicts isolated execution environments of
Backend Plugin Code 3533, according to some embodi-
ments of the present disclosure. As shown in FIG. 38,
Backend Plugin Code 3533 of Plugin 3530 Isolation Envi-
ronment may be based on a Container (e.g., Docker) 3810 or
Virtual Machine 3820 or Operating System Process 3830. In
some embodiments, Isolation Environment 3521 may
include one or more Container 3810, Virtual Machine 3820,
and Operating System Process 3830 (e.g., serverless code),
each running separate Plugin Backend Code 3533. In some
embodiments a plugin server hosting Plugin 3530 may
include multiple isolation environments.

[0425] FIG. 39 depicts a controlled access and execution
of Frontend Plugin Code 3532, according to some embodi-
ments of the present disclosure. As shown in FIG. 39,
accessing Website 3511 may result in access to Frontend
Plugin 1 Code 3532 of Plugin 3530 and Frontend Plugin 2
Code 3931 of another plugin. Website 3511 may make sure
to run each of the plugins in separate Sub-Regions 3910 and
3930 respectively. Website Hosting System 3500 may also
create a secure communication channel (e.g., SSL, secure
tunnel, etc.) to allow only certain other sub-regions of the
website to be accessible. The secure communication channel
may restrict access of a Frontend plugin to other sub regions
of the website. For example, Frontend Plugin 1 code 3532
executing in Sub-Region 3910 may communicate with
another Sub-Region 3920 but may be denied access to
Sub-Region 3940. The accessible sub-regions of a plugin
may be listed in a tabular form, in a trusted registry, in a
configuration file, or in a secure database. For example, in a
cloud-computing based arrangement, a cloud orchestrator
platform may maintain a list or mapping of virtual comput-
ing resources (e.g., Sub-Region 3910, Sub-Region 3920,
Sub-Region 3940, etc.) and may define their connection
permissions. Such a list or mapping may permit specific
connections or actions by Sub-Region 3910, Sub-Region
3920, and Sub-Region 3940 and deny other connections or
actions. In some embodiments, secure communication chan-
nel is provided by allowing all communications to pass
through one or more hubs (e.g., a hub that performs authen-
tication or authorization verifications). Such hubs may be,
for example, resident on a system client, a system server or
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both. Secure communication can also be established by
verifying the communication originating sub-region unique
identifier. For example, a getld( ) method call may be used
to identify the origin sub-region id of a communication
message and determine if it is in the allowed list or mapping.
[0426] FIG. 40 depicts client-side isolated execution of
plugin code, according to some embodiments of the present
disclosure. As shown in FIG. 40, Website 3511 accessed
using Web Browser 131 by an End User 1530 may result in
access to Frontend Plugin Code 3532 of Plugin 3530. End
User 1530 access may result in creation of an iframe for
executing the Frontend Plugin Code 3532 in isolation. In
some embodiments Frontend Plugin Code 3532 may be
copied to different Sub-regions 3712-3713 of the Website
3511 for execution in isolation. For example, Website 3511
may show multiple Video Players each streaming different
video streams but using the same plugin code. In some
embodiments, Plugin Code 3532-3533 executing in an
Iframe may not have access to client side cookies (e.g.,
HTTP cookies).

[0427] FIG. 41 is a flowchart showing steps involved in
accessing and execution of website and plugin code, accord-
ing to some embodiments of the present disclosure. As
shown in FIG. 41, in step 4110, Website Hosting System
3500 hosts websites sharing one or more common data
elements, templates, portions of code, routes, or other func-
tionality in a common hosted server or set of servers. Servers
may also be co-hosted on the basis of ownership or admin-
istrative and editing privileges for the plurality of users. For
example, Website Hosting System 3500 may host websites
created and managed by several independent and unaffiliated
entities or individuals.

[0428] In Step 4120, Website Hosting System 3500 pro-
vides access to Editing Tools 411 to further edit the websites
co-hosted by the system. As discussed above, Editing Tools
411 may allow the user to edit numerous aspects of the
websites.

[0429] In step 4130, an effort by a user to access a website
for editing purposes results in Web Hosting System 3500
evaluating if the user making the request has access or
privileges to edit the website. The evaluation may depend on
ownership of a certain website. In some embodiments,
owner or administrator of a website may provide admin
and/or edit access to other users using Editing Tools 411.
Further, in some embodiments, editing rights may depend on
whether the user is a registered user or has been authenti-
cated to access Web Hosting System 3500.

[0430] If the answer to Step 4130 is no, the requested
access to website is denied and the user may need to request
editing privileges from the administrator of the website. The
process 4100 is regarded complete on failure to gain access
to edit the website. Alternatively, the process 4100 may
cycle back to Step 4120 or 4130.

[0431] If the answer to Step 4130 is yes, the process 4110
proceeds to Step 4150. In Step 4150, an interface to upload
plugin is presented to user requesting access to edit a
website. The interface may be similar to those discussed
above for users to edit frontend or backend code.

[0432] In Step 4160 Website Hosting System 3500
receives the plugin changes and stores them. A user-up-
loaded plugin may, for example, include edits to Backend
Plugin Code 3533 of Plugin 3530. In some embodiments,
user edits may include edits to Frontend Plugin Code 3532
of Plugin 3530. Alternatively, a user may also edit the User
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Interface 3531 of Plugin 3530. In some embodiments, a user
may edit all of User Interface 3531, Frontend Plugin Code
3532, and Backend Plugin Code 3533.

[0433] A user editing plugin code (e.g., Frontend Plugin
Code 3532 or Backend Plugin Code 3533) may edit plugin
code over multiple sessions resulting repetition of Steps
4120 to 4160, as well as fewer or additional steps.

[0434] In Step 4170, Web Hosting System 3500 executes
Plugin 3530 when Website 3511 is accessed by a user (e.g.,
End User 1530, 3540, 3550, 3560). Plugin code execution
includes creation of an Isolation Environment 3521 to
execute the code. Isolation Environment 3521 may include
isolation on client side on a web browser and on the server
side to execute Frontend 3532 and Backend 3533 Plugin
Code 3530 respectively.

[0435] FIG. 42 is an example user interface for editing a
webpage and creating a database collection, according to
some embodiments of the present disclosure. For example,
the webpage may be generated through a website develop-
ment system, such as that provided by WIX.COM. As
illustrated, a database may be created that supports one or
more dynamic webpages.

[0436] A Site Structure sidebar 4202 may include various
options for editing and configuring the website, such as a
listing of different pages (e.g., HOME, ACADEMICS,
EVENTS, EXHIBITIONS, STUDENT AREA, Courses by
Degree, and NEWS), as well as options for Public features.
Backend functionality, and Database functionality. Further,
a toolbar 4204 may include various options for adding and
editing content on the webpages.

[0437] As illustrated, interface 4206 allows a user to
configure a database. The interface 4206 may be generated,
for example, if a user selects the “Database” option from
Site Structure sidebar 4202. The user may customize the
database by giving it a unique name in field 4208. In this
example, the database may be called the “courses” database.
[0438] FIG. 43 is an example user interface for editing a
webpage and configuring permissions for a database collec-
tion, according to some embodiments of the present disclo-
sure. For example, continuing with the above example, a
user creating a “courses” database may access various
different permissions 4310 options for the database and the
corresponding dynamic pages that may be based on it.
Permissions 4310 may address the content of webpages,
data input on forms, content generated by users of the page,
content restricted to registered members, forms that only
registered members may complete, and certain private data
that only certain users (e.g., administrators) may access.
[0439] FIG. 44 is an example user interface for editing a
webpage and entries in a database collection, according to
some embodiments of the present disclosure. For example,
the “courses” database may be comprised of fields 4412
(Title), 4414 (Description), 4416 (Image), 4418 (Lecturers),
and others. These fields may include information on courses
that can be extracted from the database and included in
specific dynamic webpages. Notably, the fields may contain
textual content (e.g., fields 4412, 4414, and 4418) as well as
other content, such as images or videos (e.g., field 4316). As
illustrated, field 4416 includes an image corresponding to
the course tiled TING. In some embodiments, a user may
further define the type or layout of each dynamic webpage
and specify a URL for each dynamic page. For example,
suffixes of the URL may correspond to columns in the
database (e.g., Title).
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[0440] FIG. 45 is an example user interface for editing a
webpage and displaying output from a database collection,
according to some embodiments of the present disclosure.
For example, in a dynamic webpage that has been created,
content from the database may be included. As illustrated,
content 4520 includes a description of a course from the
database. The content 4520 is automatically extracted from
the database without the user having to manually copy it into
the webpage. Using this technique, numerous dynamic
pages may be created, each linking to a different portion of
the database and having a unique arrangement of content
based on its linking to the database.

[0441] FIG. 46 is an example user interface for editing a
webpage and creating a repeater function, according to some
embodiments of the present disclosure. As described above,
a repeater function may be added to a website or page to
create two or more instances of elements (e.g., combinations
of text and images) that are similar in structure or layout.
Using a repeater, two or more instances of elements may be
created that differ in at least one respect (e.g., having
different text, images, etc.).

[0442] As shown, a user may access a Repeaters menu
4622 to configure a repeater. For example, using toolbar
4204, a user may select the Lists & Grids option, which
allows for the creation of repeaters and various other ele-
ments which display multiple objects. In order to populate
repeater instances with content, a user may link the repeater
or individual instances to datasets, such as data stored in a
database. In some embodiments, a user may decide to add
one element to each of the instances identically. By adding
the element to one instance, it may automatically be added
to each instance. Alternatively, a user may wish to specify
(e.g., through backend or frontend code) that each instance
created by a repeater should have different content.

[0443] FIG. 47 is an example user interface for editing a
webpage and showing the result of a repeater function,
according to some embodiments of the present disclosure.
As illustrated, a user has created three combinations of
elements 4724 through a repeater. Each combination 4247
has a similar structure of an image, text (place name), text
(description) and a “Read More” hyperlink icon. In the
editing mode, the user may further edit the layout and
appearance of these instances, for example by repositioning
the image relative to the text elements, changing the hyper-
link, resizing the fields, etc. Further, as discussed above,
each element of the instances may connect to a different part
of a database. For example, the three combinations of
elements 4724 may each link to a different column in a
database corresponding to the content they should each
extract from the database. In this manner, while the three
combinations of elements 4724 have a common layout, each
has different textual or graphical content.

[0444] Various operations or functions are described
herein, which may be implemented or defined as software
code or instructions. Such content may be directly execut-
able (“object” or “executable” form), source code, or dif-
ference code (“delta” or “patch” code). Software implemen-
tations of the embodiments described herein may be
provided via an article of manufacture with the code or
instructions stored thereon, or via a method of operating a
communication interface to send data via the communica-
tion interface. A machine or computer readable storage
medium may cause a machine to perform the functions or
operations described and includes any mechanism that stores
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information in a form accessible by a machine (e.g., com-
puting device, electronic system, and the like), such as
recordable/non-recordable media (e.g., read only memory
(ROM), random access memory (RAM), magnetic disk
storage media, optical storage media, flash memory devices,
and the like). A communication interface includes any
mechanism that interfaces to any of a hardwired, wireless,
optical, and the like, medium to communicate to another
device, such as a memory bus interface, a processor bus
interface, an Internet connection, a disk controller, and the
like. The communication interface can be configured by
providing configuration parameters and/or sending signals
to prepare the communication interface to provide a data
signal describing the software content. The communication
interface can be accessed via one or more commands or
signals sent to the communication interface.

[0445] The present disclosure also relates to a system for
performing the operations herein. This system may be
specially constructed for the required purposes, or it may
comprise a general-purpose computer selectively activated
or reconfigured by a computer program stored in the com-
puter. Such a computer program may be stored in a computer
readable storage medium, such as, but not limited to, any
type of disk including floppy disks, optical disks, CDROMs,
and magnetic-optical disks, read-only memories (ROMs),
random access memories (RAMs), EPROMs, EEPROMs,
magnetic or optical cards, or any type of media suitable for
storing electronic instructions, each coupled to a computer
system bus.

[0446] Embodiments of the present disclosure may be
implemented with computer executable instructions. The
computer-executable instructions may be organized into one
or more computer-executable components or modules.
Aspects of the disclosure may be implemented with any
number and organization of such components or modules.
For example, aspects of the disclosure are not limited to the
specific computer-executable instructions or the specific
components or modules illustrated in the figures and
described herein. Other embodiments may include different
computer-executable instructions or components having
more or less functionality than illustrated and described
herein.

[0447] Computer programs based on the written descrip-
tion and methods of this specification are within the skill of
a software developer. The various programs or program
modules can be created using a variety of programming
techniques. For example, program sections or program mod-
ules can be designed by means of JavaScript, Scala, python,
Java, C, C++, assembly language, or any such programming
languages, as well as data encoding languages (such as
XML, JSON, etc.), query languages (such as SQL), presen-
tation-related languages (such as HTML, CSS etc.) and data
transformation language (such as XSL). One or more of such
software sections or modules can be integrated into a
computer system, non-transitory computer readable media,
or existing communications software.

[0448] The words “comprising,” “having,” “containing,”
and “including,” and other similar forms are intended to be
equivalent in meaning and be interpreted as open ended, in
that, an item or items following any one of these words is not
meant to be an exhaustive listing of such item or items, or
meant to be limited to only the listed item or items. In
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addition, the singular forms “a,” “an,” and “the” are intended
to include plural references, unless the context clearly dic-
tates otherwise.

[0449] Having described aspects of the embodiments in
detail, it will be apparent that modifications and variations
are possible without departing from the scope of aspects of
the invention as defined in the appended claims. As various
changes could be made in the above constructions, products,
and methods without departing from the scope of aspects of
the invention, it is indented that all matter contained in the
above description and shown in the accompanying drawings
shall be interpreted as illustrative and not in a limiting sense.

What is claimed is:

1. A system for on-demand assignment of a web-server
execution instance for a website server, the system compris-
ing:

at least a first memory location storing generic website

server code for hosting a plurality of websites;

at least a second memory location storing, in a segregated

manner from the first memory location, website spe-
cific code unique to each of the plurality of websites;
and

at least one processor configured to perform operations

including:
control a plurality of web-server execution instances, at
least some of the instances running website specific
code unique to at least one of the plurality of
websites, and at least others of the web-server execu-
tion instances running the generic website server
code devoid of the specific unique code for any one
website;
receive a request to access a specific website, the
specific website having been built on a platform
including the generic website server code;
determine whether the specific website is already
hosted by one of the plurality of web-server execu-
tion instances; and
when it is determined that the requested specific web-
site is not already hosted by one of the plurality of
web-server execution instances:
direct the request to a first one of the plurality of
web-server execution instances running the
generic website server code;
inject into the first one of the plurality of web-server
execution instances running the generic website
server code, additional website specific code
unique to the requested website from the at least
one second memory location; and
respond to the request, via the first one of the
plurality of web-server execution instances,
through a combination of both the generic website
server code and the injected website specific code
unique to the requested website.

2. The system of claim 1, wherein the plurality of web-
server execution instances include one or more of contain-
ers, virtual machines, or operating system processes.

3. The system of claim 1, wherein the request is an HTTP
request and further wherein the operation to respond to the
request is performed before the request times out.

4. The system of claim 1, wherein the operation to
respond to the request is performed within 100 ms of
receiving the request.
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5. The system of claim 1, wherein at least the operations
to receive and determine are performed by a proxy server for
handling HTTP requests.

6. The system of claim 1, wherein the operation to
determine further includes querying a web-server execution
instance manager as to whether the specific website is
already hosted by one of the plurality of web-server execu-
tion instances.

7. The system of claim 1, wherein the operation to
determine further includes forwarding the request to a
web-server execution instance manager and if the request
fails, determining therefrom that the requested specific web-
site is not currently hosted by one of the plurality of
web-server execution instances.

8. The system of claim 1, wherein the operation to
determine includes determining, based on a state table, that
the specific website is already hosted by one of the plurality
of web-server execution instances.

9. The system of claim 8, wherein the state table is
maintained at a proxy server and identifies a list of websites
already hosted by one of the plurality of web-server execu-
tion instances.

10. The system of claim 8, wherein the operations further
comprise update the state table to remove an inactive
website from the list based on a predetermined period of
inactivity of requests associated with the inactive website.

11. The system of claim 1, wherein the additional website
specific code unique to the requested website includes
back-end code unique to the requested website.

12. The system of claim 1, wherein the additional website
specific code unique to the requested website includes code
associated with a plugin referenced by the requested web-
site.

13. The system of claim 1, wherein the operations further
comprise monitoring a set of web-server execution instances
not already hosting a specific website, and when the size of
the set of web-server execution instances is less than a
threshold, instruct a web-server execution instance manager
to spin up additional web-server execution instances.

14. The system of claim 1, wherein the operations further
comprise monitoring a set of web-server execution instances
not already hosting a specific website, and when the size of
the set of web-server execution instances is greater than a
threshold, instruct a web-server execution instance manager
to shut down at least one web-server execution instance.

15. A method for on-demand assignment of a web-server
execution instance for a website server, the method com-
prising:

storing, in a first memory location, generic website server

code for hosting a plurality of websites;
storing, in a second memory location that is segregated
from the first memory location, website specific code
unique to each of the plurality of websites;

controlling a plurality of web-server execution instances,
at least some of the instances running website specific
code unique to at least one of the plurality of websites,
and at least others of the web-server execution
instances running the generic website server code
devoid of the specific unique code for any one website;

receiving a request to access a specific website, the
specific website having been built on a platform includ-
ing the generic website server code;
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determining whether the specific website is already hosted
by one of the plurality of web-server execution
instances; and

when it is determined that the requested specific website

is not already hosted by one of the plurality of web-

server execution instances:

directing the request to a first one of the plurality of
web-server execution instances running the generic
website server code;

injecting into the first one of the plurality of web-server
execution instances running the generic website
server code, additional website specific code unique
to the requested website from the at least one second
memory location; and

responding to the request, via the first one of the
plurality of web-server execution instances, through
a combination of both the generic website server
code and the injected website specific code unique to
the requested website.

16. The method of claim 15, wherein the plurality of
web-server execution instances include one or more of
containers, virtual machines, or operating system process.

17. The method of claim 15, wherein the request is an
HTTP request and further wherein the step of responding to
the request is performed before the request times out.

18. The method of claim 15, wherein the step of respond-
ing to the request is performed within 100 ms of receiving
the request.

19. A system for on-demand assignment of a web-server
execution instance for a website server, the system compris-
ing:

at least one memory device storing generic website server

code for hosting a plurality of websites and website
specific code unique to each of the plurality of web-
sites; and

at least one processor configured to:

control a plurality of web-server execution instances, at
least some of the instances running website specific
code unique to at least one of the plurality of
websites, and at least others of the web-server execu-
tion instances running the generic website server
code devoid of the specific unique code for any one
website;
receive a request to access a specific website, the
specific website having been built on a platform
including the generic website server code;
determine whether the specific website is already
hosted by one of the plurality of web-server execu-
tion instances;
when it is determined that the requested specific web-
site is not already hosted by one of the plurality of
web-server execution instances:
direct the request to a first one of the plurality of
web-server execution instances running the
generic website server code, the request prompt-
ing the first one of the plurality of web-server
execution instances running the generic website
server code to obtain additional website specific
code unique to the requested website from the at
least one memory device; and
respond to the request, via the first one of the
plurality of web-server execution instances,
through a combination of both the generic website
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server code and the injected website specific code
unique to the requested website.

20. The system of claim 19, wherein the first one of the
plurality of web-server execution instances running the
generic website server code is configured to obtain the
additional website specific code unique to the requested
website from the at least one memory device based at least
on an identifier of the requested website included in the
request.
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