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significant other, for allowing me to use our nights and
weekends to work on this book.

Chapter 1. What Is SNMP?

In today's complex network of routers, switches, and servers,
it can seem like a daunting task to manage all the devices on
your network and make sure they're not only up and running but
performing optimally. This is where the Simple Network
Management Protocol (SNMP) can help. SNMP was introduced in
1988 to meet the growing need for a standard for managing
Internet Protocol (IP) devices. SNMP provides its users with a
"simple" set of operations that allows these devices to be
managed remotely.

This book is aimed toward system administrators who would like
to begin using SNMP to manage their servers or routers, but who
lack the knowledge or understanding to do so. We try to give
you a basic understanding of what SNMP is and how it works;
beyond that, we show you how to put SNMP into practice, using a
number of widely available tools. Above all, we want this to be
a practical book -- a book that helps you keep track of what
your network is doing.

1.1 Network Management and Monitoring

The core of SNMP is a simple set of operations (and the
information these operations gather) that gives administrators
the ability to change the state of some SNMP-based device. For
example, you can use SNMP to shut down an interface on your
router or check the speed at which your Ethernet interface is
operating. SNMP can even monitor the temperature on your switch
and warn you when it is too high.

SNMP usually is associated with managing routers, but it's
important to understand that it can be used to manage many
types of devices. While SNMP's predecessor, the Simple Gateway
Management Protocol (SGMP), was developed to manage Internet
routers, SNMP can be used to manage Unix systems, Windows
systems, printers, modem racks, power supplies, and more. Any
device running software that allows the retrieval of SNMP
information can be managed. This includes not only physical
devices but also software, such as web servers and databases.

Another aspect of network management is network monitoring;
that is, monitoring an entire network as opposed to individual
routers, hosts, and other devices. Remote Network Monitoring
(RMON) was developed to help us understand how the network
itself is functioning, as well as how individual devices on the
network are affecting the network as a whole. It can be used to
monitor not only LAN traffic, but WAN interfaces as well. We
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Application

First, the actual SNMP application (NMS or agent) decides
what it's going to do. For example, it can send an SNMP
request to an agent, send a response to an SNMP request
(this would be sent from the agent), or send a trap to an
NMS. The application layer provides services to an end
user, such as an operator requesting status information
for a port on an Ethernet switch.

UDP
The next layer, UDP, allows two hosts to communicate with
one another. The UDP header contains, among other things,
the destination port of the device to which it's sending
the request or trap. The destination port will either be
161 (query) or 162 (trap).

P

The IP layer tries to deliver the SNMP packet to its
intended destination, as specified by its IP address.

Medium Access Control (MAC)

The final event that must occur for an SNMP packet to
reach its destination is for it to be handed off to the
physical network, where it can be routed to its final
destination. The MAC layer is comprised of the actual
hardware and device drivers that put your data onto a
physical piece of wire, such as an Ethernet card. The MAC
layer also is responsible for receiving packets from the
physical network and sending them back up the protocol
stack so they can be processed by the application layer
(SNMP, in this case).

This interaction between SNMP applications and the network is
not unlike that between two pen pals. Both have messages that
need to be sent back and forth to one another. Let's say you
decide to write your pen pal a letter asking if she would like
to visit you over the summer. By deciding to send the
invitation, you've acted as the SNMP application. Filling out
the envelope with your pen pal's address is equivalent to the
function of the UDP layer, which records the packet's
destination port in the UDP header; in this case it's your pen
pal's address. Placing a stamp on the envelope and putting it
in the mailbox for the mailman to pick up is equivalent to the
IP layer's function. The final act occurs when the mailman
comes to your house and picks up the letter. From here the
letter will be routed to its final destination, your pen pal's
mailbox. The MAC layer of a computer network is equivalent to
the mail trucks and airplanes that carry your letter on its
way. When your pen pal receives the letter, she will go through
the same process to send you a reply.

2.2 SNMP Communities

SNMPvl and SNMPv2 use the notion of communities to establish
trust between managers and agents. An agent is configured with
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three community names: read-only, read-write, and trap. The
community names are essentially passwords; there's no real
difference between a community string and the password you use
to access your account on the computer. The three community
strings control different kinds of activities. As its name
implies, the read-only community string lets you read data
values, but doesn't let you modify the data. For example, it
allows you to read the number of packets that have been
transferred through the ports on your router, but doesn't let
you reset the counters. The read-write community is allowed to
read and modify data values; with the read-write community
string, you can read the counters, reset their values, and even
reset the interfaces or do other things that change the
router's configuration. Finally, the trap community string
allows you to receive traps (asynchronous notifications) from
the agent.

Most vendors ship their equipment with default community
strings, typically public for the read-only community and
private for the read-write community. It's important to change
these defaults before your device goes live on the network.
(You may get tired of hearing this because we say it many
times, but it's absolutely essential.) When setting up an SNMP
agent, you will want to configure its trap destination, which
is the address to which it will send any traps it generates. In
addition, since SNMP community strings are sent in clear text,
you can configure an agent to send an SNMP authentication-
failure trap when someone attempts to query your device with an
incorrect community string. Among other things, authentication-
failure traps can be very useful in determining when an
intruder might be trying to gain access to your network.

Because community strings are essentially passwords, you should
use the same rules for selecting them as you use for Unix or NT
user passwords: no dictionary words, spouse names, etc. An
alphanumeric string with mixed upper- and lowercase letters is
generally a good idea. As mentioned earlier, the problem with
SNMP's authentication is that community strings are sent in
plain text, which makes it easy for people to intercept them
and use them against you. SNMPv3 addresses this by allowing,
among other things, secure authentication and communication
between SNMP devices.

There are ways to reduce your risk of attack. IP firewalls or
filters minimize the chance that someone can harm any managed
device on your network by attacking it through SNMP. You can
configure your firewall to allow UDP traffic from only a list
of known hosts. For example, you can allow UDP traffic on port
161 (SNMP requests) into your network only if it comes from one
of your network-management stations. The same goes for traps;
you can configure your router so it allows UDP traffic on port
162 to your NMS only if it originates from one of the hosts you
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group,
yourself.

since you can pull down RFC 1213 and read the MIB

Table 2-5. Brief Description of the MIB-II Groups

Subtree Name

OID

Description

system

Defines a list of objects that
pertain to system operation, such as
the system uptime, system contact,
and system name.

interfaces

Keeps track of the status of each
interface on a managed entity. The
interfaces group monitors which
interfaces are up or down and tracks
such things as octets sent and

received, errors and discards, etc.

at

The address translation (at) group
is deprecated and is provided only
for backward compatibility. It will
probably be dropped from MIB-IIT.

ip

Keeps track of many aspects of 1P,
including IP routing.

icmp

Tracks things such as ICMP errors,
discards, etc.

tecp

Tracks, among other things, the
state of the TCP connection (e.g.,
closed, listen, synSent, etc.).

Tracks UDP statistics,
and out, etc.

datagrams in

egp

Tracks various statistics about EGP
and keeps an EGP neighbor table.

transmission

.10

There are currently no objects
defined for this group, but other
media-specific MIBs are defined
using this subtree.

snmp

.11

Measures the performance of the
underlying SNMP implementation on
the managed entity and tracks things
such as the number of SNMP packets
sent and received.
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this book uses RMONvl, we will stop here and not go into
RMONv2. However, we encourage you to read RFC 2021 to get a
feel for what enhancements this version of RMON brings to
network monitoring.

Chapter 3. NMS Architectures

Now that you understand the basic concepts behind how
management stations (NMSs) and agents communicate, it's time to
introduce the concept of a network-management architecture.
Before rushing out to deploy SNMP management, you owe it to
yourself to put some effort into developing a coherent plan. If
you simply drop NMS software on a few of your favorite desktop
machines, you're likely to end up with something that doesn't
work very well. By NMS architecture, we mean a plan that helps
you use NMSs effectively to manage your network. A key
component of network management is selecting the proper
hardware (i.e., an appropriate platform on which to run your
NMS) and making sure that your management stations are located
in such a way that they can observe the devices on your network
effectively.

3.1 Hardware Considerations

Managing a reasonably large network requires an NMS with
substantial computing power. In today's complex networked
environments, networks can range in size from a few nodes to
thousands of nodes. The process of polling and receiving traps
from hundreds or thousands of managed entities can be taxing on
the best of hardware. Your NMS vendor will be able to help you
determine what kind of hardware is appropriate for managing
your network. Most vendors have formulas for determining how
much RAM you will need to achieve the level of performance you
want, given the requirements of your network. It usually boils
down to the number of devices you want to poll, the amount of
information you will request from each device, and the interval
at which you want to poll them. The software you want to run is
also a consideration. NMS products such as OpenView are large,
heavyweight applications; if you want to run your own scripts
with Perl, you can get away with a much smaller management
platform.

Is it possible to say something more helpful than "ask your
vendor"? Yes. First, although we've become accustomed to
thinking of NMS software as requiring a midrange workstation or
high-end PC, desktop hardware has advanced so much in the past
year or two that running this software is within the range of
any modern PC. Specifically, surveying the recommendations of a
number of vendors, we have found that they suggest a PC with at
least a 300 MHz CPU, 128 MB of memory, and 500 MB cf disk
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space. Requirements for Sun SPARC and HP workstations are
similar.

Let's look at each of these requirements:

300 MHz CPU

This is well within the range of any modern desktop
system, but you probably can't bring your older equipment
out of retirement to use as a management station.

128 MB of memory

You'll probably have to add memory to any off-the-shelf
PC; Sun and HP workstations come with more generous memory
configurations. Frankly, vendors tend to underestimate
memory requirements anyway, so it won't hurt to upgrade to
256 MB. Fortunately, RAM is cheap these days. (Memory
prices fluctuate from day to day, but we recently found
256 MB DIMMs for under $100.)

500 MB of disk space

This recommendation is probably based on the amount of
space you'll need to store the software, and not on the
space you'll need for log files, long-term trend data,
etc. But again, disk space is cheap these days, and
skimping is counterproductive.

Let's think a bit more about how long-term data collection
affects your disk requirements. First, you should recognize
that some products have only minimal data-collection
facilities, while others exist purely for the purpose of
collecting data (for example, MRTG). Whether or not you can do
data collection effectively depends to some extent on the NMS
product you've selected. Therefore, before deciding on a
software product, you should think about your data-~collection
requirements. Do you want to do long-term trend analysis? If
so, that will affect both the software you choose and the
hardware on which you run it.

For a starting point, let's say that you have 1,000 nodes, you
want to collect data every minute, and you're collecting 1 KB
of data per node. That's 1 MB per minute, 1.4 GB per day --
you'd fill a 40 GB disk in about a month. That's bordering on
extravagant. But let's look at the assumptions:

e Collecting data every minute is certainly excessive; every
10 minutes should do. Now your 40 GB disk will store
almost a year's worth of data.

¢ 1,000 nodes isn't that big a network. But do you really
want to store trend data for all your users' PCs? Much of
this book is devoted to showing you how to control the
amount of data you collect. Instead of 1,000 nodes, let's
first count interfaces. And let's forget about desktop
systems -- we really care only about trend data for our
network backbone: key servers, routers, switches, etc.
Even on a midsize network, we're probably talking about
100 or 200 interfaces.
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subagents. The master agent and subagents can reside on the
same device or communicate via a proxy device. The master agent
communicates with the NMS, much like a traditional SNMP agent.
The subagents have direct access to the MIB, whereas the master
agent does not. Consequently, the subagents perform management
functions on managed variables, then communicate this
information to the master agent via the AgentX protocol, which
is not SNMP-based.

Figure 4-1. AgentX architecture
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Without a standardized approach to extensibility, it is very
difficult for vendors to keep track of extensions to agents for
the various platforms they support. AgentX tries to address
this by giving vendors a consistent interface for extending
agents. It also establishes the notion of MIB regions, or sets
of managed variables. A subagent is responsible for registering
these MIBs with a single master agent. In practice this means
that vendors will have a subagent for each MIB they implement;
for example, an RMON subagent, a MIB-II subagent, a Host
Resources subagent, and others. This helps vendors because it
gives them a way to add and remove MIB instances from an agent
without disturbing the actual operation between an NMS and the
agent.

Chapter 5. Network—Management Software

Many SNMP software packages are available, ranging from
programming libraries that let you build your own utilities
(using Perl, C/C++ or Java) to expensive, complete network-
management platforms. This chapter presents some pros and cons
for many of the most commonly used packages. This will not only
give you an idea of what packages are out there, but also help
you decide what might be right for you (keep in mind, though,
that these pros and cons are merely our opinions). Whenever
possible, we present both open source solutions and commercial
products.

Management software falls into five categcries:

e« SNMP agents
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small steps so as not to crash or overload netmon or your
network.

6.1.5 Using OpenView Filters

Your map may include some devices you don't need, want, or care
about. For example, you may not want to poll or manage users'
PCs, particularly if you have many users and a limited license.
It may be worthwhile for you to ignore these user devices to
open more slots for managing servers, routers, switches, and
other more important devices. netmon has a filtering mechanism
that allows you to control precisely which devices you manage.
It lets you filter out unwanted devices, cleans up your maps,
and can reduce the amount of management traffic on your
network.

In this book, we warn you repeatedly that polling your network
the wrong way can generate huge amounts of management traffic.
This happens when people or programs use default polling
intervals that are too fast for the network or the devices on
the network to handle. For example, a management system might
poll every node in your 10.1.0.0 network =-- conceivably
thousands of them -- every two minutes. The poll may consist of
SNMP get or set requests, simple pings, or both. OpenView's NNM
uses a combination of these to determine if a node is up and
running. Filtering saves you (and your management) the trouble
of having to pick through a lot of useless nodes and reduces
the load on your network. Using a filter allows you to keep the
critical nodes on your network in view. It allows you to poll
the devices you care about and ignore the devices you don't
care about. The last thing you want is to receive notification
each time a user turns off his PC when he leaves for the night.

Filters also help network management by letting you exclude
DHCP users from network discovery and polling. DHCP and BOOTP
are used in many environments to manage large IP address pools.
While these protocols are useful, they can make network
management a nightmare, since it's often hard to figure out
what's going on when addresses are being assigned, deallocated,
and recycled.

In my environment we use DHCP only for our users. All servers
and printers have hardcoded IP addresses. With our setup, we
can specify all the DHCP clients and then state that we want
everything but these clients in our discovery, maps, etc. The
following example should get most users up and running with
some pretty good filtering. Take some time to review OpenView's
"A Guide to Scalability and Distribution for Network Node
Manager" manual for more in-depth information on filtering.

The default filter file, which is located in $OV _CONF/C, is
broken up into three sections:

e Sets
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The General tab lets you control SNMPc's polling and discovery
behavior. The checkbox for enabling and disabling discovery is
self-explanatory. The "Enable Status Polling" checkbox
determines if SNMPc will ping the nodes on your network
periodically to determine whether or not they are responding.
By default, all nodes are polled every 10 to 30 seconds. To
change these default values, you can either edit the properties
of each device (one by one), select and highlight multiple
devices (using your Ctrl key), or use the object selection
tool. You can bring up this tool by using the third button from
the left on the main button bar or by going to "View -
Selection Tool." The "Discover Ping Nodes" checkbox lets you
specify if you want to discover devices that have an IP or IPX
entity but do not have an SNMP agent. "Discover IPX Nodes"
gives you the option of discovering IPX devices. SNMPc will
also check if a device supports various protocols such as SMTP,
HTTP, etc. This feature allows you to set up custom menu items
based on what services the device is running. The Protocols
section of the General tab lets you specify the protocols for
which SNMPc will test.

The Seeds tab allows you to specify SNMP devices that will help
the discovery process along. This tab allows you to specify
more than one seed IP address. (Remember that you're asked for
a seed address device when you install the product.)

The Communities tab lets you specify the community strings for
your network. You can specify multiple community names; SNMPc
will try the different community names when discovering your
nodes. Once SNMPc figures out which community is correct for a
given device, it inserts the community string in the "Get
Community" attribute for that particular device. This simply
means the newly discovered device will be saved with its
community string.

The final tab, Filters, allows you to exclude certain IP
addresses from being discovered. You can specify individual
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