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Case 10344

CLAIMS
We Claim:
. A computerized messaging server in an electronic messaging system,
comprising: '

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, each message comprising one or
more message components; and

a governance module adapted to control a governance policy database storing
a compliance policy describing rules applicable to the message
components, the governance module further adapted to apply the rules

described by the compliance policy to the message components.

2. The messaging server of claim 1, wherein the compliance policy describes
a population structure of end-users of the messaging system, a set of jobcodes with which
the message components can be classified, and a set of rules applicable to the population

structure, jobcodes, and message components.

3. The messaging server of claim 2, wherein a jobcode describes a set of

jobcode rules applicable to all message components classified with the jobcode.

4. The messaging server.of claim 1, wherein the messaging system is utilized
by a set of entities in a population structure and wherein a rule of the compliance policy
includes one or more rule elements describing whether a rule is applicable to a message
component, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
message component;

a target element describing a population structure entity that is a recipient of
the message component; and

a rank describing a ranking of the rule relative to other rules in the compliance

policy.
32
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Case 10344

5. The messaging server of claim 1, wherein the messaging system is utilized
by a set of entities in a population structure and wherein the rules described by the
compliance policy include one or more types of rules from the set consisting of:

~ communication rules describing which population structure entities can

communication with other population structure entities via the
messaging system;

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging
system,;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components

stored by the messaging system.

6. The messaging server of claim 1, wherein the messaging system is utilized
by a set of entities in a population structure and wherein the rules described by the
compliance policy include one or more types of rules from the set consisting of:

validity rules describing a time period for which a message component or
entity in the population structure is useable; and
retention rules describing whether a message component or entity in the

population structure should be deleted from the messaging system.

7. The messaging server of claim 1, wherein a message in the message
database comprises: '
a message container containing relational references to one or more

submessages.
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Case 10344

8. A computer program product having a computer-readable medium having
embodied thereon program code for use in an electronic messaging system, the program
code comprising:

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, each message comprising one or
more message components; and ’

a governance module adapted to control a governance policy database storing
a compliance policy describing rules applicable to the message
components, the governance module further adapted to apply the rules
described by the compliance policy to the message components in the

message database.

-9, The computer program product of claim 8, wherein the compliance policy
describes a population structure of end-users of the messaging system, a set of jobcodes
with which the message components can be classified, and a set of rules applicablé to the

population structure, jobcodes, and message components.

10.  The computer program product of claim 9, wherein a jobcode describes a

set of jobcode rules applicable to all message components classified with the jobcode.

11.  The computer program product of claim'8, wherein the messaging system ‘
is utilized by a set of entities in a population structure and wherein a rule of the
compliance policy includes one or more rule elements deséribing whether a rule is
applicable to a message component, the eleménts selected from the group consisting of:
a source element describing a population structure entity that is a source of the
message component;
a target element describing a population structure entity that is a recipient of
the message component; and '
a rank describing a ranking of the rule relative to other rules in the compliance

policy.

34
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Case 10344

12.  The computer program product of claim 8, wherein the messaging system
is utilized by a set of entities in a population structure and wherein the rules described by
the compliance policy include one or more types of rules from the set consisting of:

communication rules describing which population structure entities can
communication with other population structure entities via the
messaging system; _

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging
system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules déscribing which pbpulation structure entities can view which
message components when searching the messaging components

stored by the messaging system.

13.  The computer program product of claim 8, wherein the messaging system .
is utilized by a set of entities in a population structure and wherein the rules described by
the compliance policy include one or more types of rules from the set consisting of:

validity rules describing a time period for which a message component or
entity in the population structure is useable; and
retention rules describing whether a message component or entity in the

population structure should be deleted from the messaging system.

14.  The computer program product of claim 8, wherein a message in the
message database comprises:
a message container containing relational references to one or more

submessages.

15. A computer-implemented method of managing messages in an electronic
messaging system, comprising:
defining a compliance policy describing rules applicable to message

components in the electronic messaging system;
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Case 10344

receiving a message component from a messaging client, the message
component identified as a reference in a message container; and
applying the compliance policy to the message component received from the

messaging client. '

16.  The computer-implemented method of claim 15, wherein the compliance
policy describes a population structure of end-users using messaging clients of the
messaging system, a set of jobcodes with which the message coﬁlponents can be
classified, and a set of rules applicable to the population structure, jobcodes, and message

components.

17.  The computer-implemented method of claim 16, wherein a jobcode
describes a set of jobcode rules applicable to all message components classified with the

jobcode.

18.  The computer-implemented method of claim 15, wherein the compliance
policy describes a set of entities in a population structure, further comprising:
defining a team containing a set of entities of the population structure; and
reflecting an action of an entity on the team across all of the entities on the

team.

19. The computer-implemented method of claim 15, wherein the compliance
policy describes a set of entities in a hierarchical population structure, further comprising:
defining a group containing a set of entities, the entities in the group defined
by their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group.

©20.  The computer-implemented method of claim 15, wherein the messaging
system is utilized by a set of entities in a population structure and wherein a rule of the
compliance policy includes one or more rule elements describing whether a rule is

applicable to a message component, the elements selected from the group consisting of:
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Case 10344

a source element describing a population structure entity that is a source of the
message component;

a target element describing a population structure entity that is a recipient of
the message component; and

a rank describing a ranking of the rule relative to other rules in the compliance

policy.

21.  The computer-implemented method of claim 15, wherein the messaging
system is utilized by a set of entities in a population structure and wherein a rule of the
compliance policy includes a rule element describing an action that is allowed or denied

subject to approval by an entity in the population structure.

22.  The computer-implemented method of claim 15, wherein defining the
compliance policy comprises:
defining a set of rules describing digital rights management (DRM) actions

that are allowed or denied on a message component.

23.  The computer-implemented method of claim 15, wherein the messaging
system is utilized by a set of entities in a population structure and wherein the rules
described by the compliance policy include one or more types of rules from the set
consisting of: ,
" communication rules describing which population structure entities can

communication with other population structure entities via the

messaging system;

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging
system; ‘

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which

' message components when searching the messaging components

stored by the messaging system.
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24. The computer-implemented method of claim 15, wherein the rules
described by the compliance policy include encryption rules describing whether and/or

how to encrypt message components.

25.  The computér-implemented method of claim 15, wherein the rules
described by the compliance policy include action rules describing actions an entity can
perform ona message component in the messaging system, and wherein the action rules
describe a number of times within a given time period that the entity can perform a

specified. action.

26.  The computer-implemented method of claim 15, wherein the messaging
system is utilized by a set of entities in a population structure, further comprising:
defining a group of entities in the population structure;
defining group rules applicable to message components related to the group of
entities; and
applying the group rules to a message component related to the group of

entities.

27.  The computer-implemented method of claim 26, wherein the defined

group includes geographically-related population structure entities.

28.  The computer-implemented method of claim 15, wherein the messaging
system is utilized by a set of entities in a population structure and wherein the rules
described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a message component or
entity in the population structure is useable; and
retention rules describing whether a message component or entity in the

population structure should be deleted from the messaging system.
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Case 10344

29.  The computer-implemented method of claim 15, wherein applying the
compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on
the message component; and

recording the attempted action in a compliance log.

30.  The computer-implemented method of claim 15, further comprising:

logging interactions with the messaging client in an audit log.
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ENFORCING COMPLIANCE POLICIES IN A MESSAGING SYSTEM

ABSTRACT OF THE DISCLOSURE

A messaging system enforces compliance policies for the electronic messages.
The messaging system treats a set of related messages, such as an email string between
two or more people, as a message container (200) having relational references to one or
more submessages (210, 212, 214). A messaging server (112) stores the messages and
submessages as discrete message components within a message database (416). In
addition, the messaging server (112) stores one or more compliance policies. A
compliance policy describes the se;( of rules that apply to message components during
their lifecycles and is defined in terms of a population structure, a set of rules, and a set of
jobcodes. When an action occurs that involves a piece of content, the messaging system
identifies the relevant compliance policy in the governance policy database (424) and

applies any rules that are applicable given the population structure and jobcode.
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CFR.§ 1.97(d); OR
O after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.
| Enclosed is a copy of each listed reference that may be material to the
examination of this application, and for which there may be a duty to disclose.
| This application relies, under 35 U.S.C. § 120, on the earlier filing date of prior

application No. , filed on , and the references cited therein are

hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

K Copies of any foreign patent documents and non-patent literature cited herein are
enclosed.
1 Each item of information contained in this Information Disclosure Statement was

cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

X Applicant submuts that no fee is required for the consideration of this Information
Disclosure Statement.

Consideration of the listed references and favorable action are solicited.

Respectfully submatted,
Justin Marston et al.

Dated: January 22, 2007 By: /Brian Hoffman/
Brian M. Hoffman, Reg. No.: 39,713
Fenwick & West LLP
Silicon Valley Center
801 Califorma Street
Mountain View, CA 94041
Tel.: (415)875-2484
Fax: (650) 938-5200
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SIR:

Under 37 CFR §§ 1.56 and 1.97-98

Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/08A listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a

representation regarding the completeness of the list of references, or that inclusion of a

reference in this list is an admission that it is prior art or is pertinent to this application, or that a

search has been made, or as an admission that the information listed is, or may be considered to

be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.
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within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing
date of a first office action on the merits, whichever event last occurred;
before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;
after three months of the filing date of this national application or the date
of entry of the national stage in an international application, or after the
mailing date of the first official action on the merits, whichever event last
occurred, but before the mailing date of the first to occur of either: (1) a
final action under 37 CFR §1.113; or (2) an action that otherwise closes
prosecution in the application, and:
O attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(¢c); OR
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[l Applicant certifies pursuant to 37 CFR § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement;

| on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a
notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise
closes prosecution in the application, and:
] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
Statement;

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND

] attached hereto is the fee set forth under 37 CFR §1.17(p) for

submission of this Information Disclosure Statement under 37

CFR.§ 1.97(d); OR

| after the payment of the issue fee. Applicant requests that the information

contained in this Information Disclosure Statement be placed in the file
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according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.

O This application relies, under 35 U.S.C. § 120, on the earlier filing date of prior
application No. |, filedon , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

O Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

Respectfully submitted,
Justin Marston et al.

Dated: _ February 19, 2009 By: /Brian Hoffman/
Brian M. Hoffman, Reg. No.: 39,713
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041
Tel.: (415) 875-2484
Fax: (650) 938-5200
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Application No. Applicant(s)

11/129,212 MARSTON ET AL.
Office Action Summary Examiner Art Unit

FARHAD ALI 2446

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 12 May 2005.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4] Claim(s) 1-30 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s)_____is/are allowed.
6)X] Claim(s) 1-30 is/are rejected.
7)] Claim(s) _____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 12 May 2005 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)LJAIl b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 10/24/2005, 02/02/2006, 01/22/2007, 01/22/2007. 6) |:] Other:
02/20/2009.
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20090617
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Application/Control Number: 11/129,212 Page 2
Art Unit: 2446

DETAILED ACTION
Status of Claims:

Claims 1-30 are pending in this Office Action.

Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

2. Claims 1-30 are rejected under 35 U.S.C. 102(e) as being anticipated by Arnold

et al. (US Pub 2004/0177271).

Arnold et al. teaches:
Claim 1
A computerized messaging server in an electronic messaging system
(Paragraph [0004] “An electronic screening tool is applied to the unsent
electronic message prior to transmission of the unsent electronic message from
a server, associated with the business, to the recipient”), comprising:
a messaging module adapted to control a message database storing messages

exchanged in the messaging system, each message comprising one or more message
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components; and a governance module adapted to control a governance policy
database storing a compliance policy describing rules applicable to the message
components, the governance module further adapted to apply the rules described by
the compliance policy to the message components (Paragraph [0004] “The electronic
screening tool is programmed to identify content that is potentially not authorized
by the business or potentially harmful to the business, and is comprised of one
or more of the following: a proxy service comprised of a message accessor, a

message analyzer and an action manager that is more fully described below”).

Claim 2

The messaging server of claim 1, wherein the compliance policy describes a
population structure of end-users of the messaging system; a set of jobcodes with which
the message components can be classified, and a set of rules applicable to the
population structure, jobcodes, and message components (Paragraph [0069] “This
user/role knowledge base 612 may include information on an employee's job title,
job code, organization/department name, organization code, telephone number,
instant messaging username(s). These may be found by matching the employee's

email address to the matching record in an employee master file”).

Claim 3
The messaging server of claim 2, wherein a jobcode describes a set of jobcode

rules applicable to all message components classified with the jobcode (Paragraph
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[0067] “For example, many of the heuristics that are needed to determine a risk
assessment score 718 are concerned with the role a sender or recipient is

representing in the contents of the unsent message”).

Claim 4

The messaging server of claim 1, wherein the messaging system is utilized by a
set of entities in a population structure and wherein a rule of the compliance policy
includes one or more rule elements describing whether a rule is applicable to a
message component, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
message component; a target element describing a population structure entity that is a
recipient of the message component; and a rank describing a ranking of the rule relative
to other rules in the compliance policy (Paragraph [0067] “For example, many of the
heuristics that are needed to determine a risk assessment score 718 are
concerned with the role a sender or recipient is representing in the contents of

the unsent message”).

Claim 5
The messaging server of claim 1, wherein the messaging system is utilized by a
set of entities in a population structure and wherein the rules described by the

compliance policy include one or more types of rules from the set consisting of:

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 33 of 359



Application/Control Number: 11/129,212 Page 5
Art Unit: 2446

communication rules describing which population structure entities can
communication with other population structure entities via the messaging system;

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by the
messaging system (Paragraph [0064] “Not every enterprise will want to analyze
messages according to the same criteria. Within an enterprise, circumstances
may require that messages sent from one type of sender (or even a specific
sender) is treated differently. The system 1000 accommodates this by allowing
configuration settings and rules to apply different levels of scrutiny to messages
sent by different users or different classes of users. Also, particular domain-
specific risk assessment modules 640, 650, 660, 665 may be turned on and off as

business policy warrants”).

Claim 6
The messaging server of claim 1, wherein the messaging system is utilized by a
set of entities in a population structure and wherein the rules described by the

compliance policy include one or more types of rules from the set consisting of:
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validity rules describing a time period for which a message component or entity in
the population structure is useable; and retention rules describing whether a message
component or entity in the population structure should be deleted from the messaging
system (Paragraph [0004] “if the output of the electronic screening tool indicates
that the unsent electronic message contains content that is potentially not
authorized by the business or potentially harmful to the business. The sender is
provided with at least one of the following options: (i) delete the unsent electronic
message and/or scrape the unsent electronic message from the server if the
unsent electronic message was previously stored on the server, (ii) revise the
unsent electronic message, or (iii) send the unsent electronic message to a
supervisor or designated company official for approval. The unsent electronic

message may be comprised of any message transmitted by electronic means”).

Claim 7

The messaging server of claim 1, wherein a message in the message database
comprises:

a message container containing relational references to one or more
submessages (Paragraph [0023] “The management may also involve auditing or
logging of communications between people and/or capturing or recording
communications between people where copies of the communication are

preserved in a database”).
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Claim 8

A computer program product having a computer-readable medium having
embodied thereon program code for Use in an electronic messaging system(Paragraph
[0004] “An electronic screening tool is applied to the unsent electronic message
prior to transmission of the unsent electronic message from a server, associated
with the business, to the recipient”), the program code comprising:

a messaging, module adapted to control a message database storing messages
exchanged in the messaging system, each message comprising one or more message
components; and a governance module adapted to control a governance policy
database storing a compliance policy describing rules applicable to the message
components, the governance module further adapted to apply the rules described by
the compliance policy to the message components in the message database
(Paragraph [0004] “The electronic screening tool is programmed to identify
content that is potentially not authorized by the business or potentially harmful to
the business, and is comprised of one or more of the following: a proxy service
comprised of a message accessor, a message analyzer and an action manager

that is more fully described below”).

Claim 9
The computer program product of claim 8, wherein the compliance policy
describes a population structure of end-users of the messaging system, a set of

jobcodes with which the message components can be classified, and a set of rules

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 36 of 359



Application/Control Number: 11/129,212 Page 8
Art Unit: 2446

applicable to the population structure, jobcodes, and message components (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 10
The computer program product of claim 9, wherein a jobcode describes a set of
jobcode rules applicable to all message components classified with the jobcode
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or

recipient is representing in the contents of the unsent message”).

Claim 11
The computer program product of claim 8, wherein the messaging system , is
utilized by a set of entities in a population structure and wherein a rule of the
compliance policy includes one or more rule elements describing whether a rule is
applicable to a message component, the elements selected from the group consisting
of:
a source element describing a population structure entity that is a source of the

message component; a target element describing a population structure entity that is a
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recipient of the message component:, and a rank describing a ranking of the rule
relative to other rules in the compliance policy (Paragraph [0067] “For example, many
of the heuristics that are needed to determine a risk assessment score 718 are
concerned with the role a sender or recipient is representing in the contents of

the unsent message”).

Claim 12

The computer program product of claim 8, wherein the messaging system is
utilized by a set of entities in a population structure and wherein the rules described by
the compliance policy include one or more types of rules from the set consisting of:

communication rules describing which population structure entities can
communication with other population structure entities via the messaging system;
readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing
actions a population structure entity can perform on a message component in the
messaging system; and search rules describing which population structure entities can
view which message components when searching the messaging components stored
by the messaging system (Paragraph [0064] “Not every enterprise will want to
analyze messages according to the same criteria. Within an enterprise,
circumstances may require that messages sent from one type of sender (or even
a specific sender) is treated differently. The system 1000 accommodates this by

allowing configuration settings and rules to apply different levels of scrutiny to
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messages sent by different users or different classes of users. Also, particular
domain-specific risk assessment modules 640, 650, 660, 665 may be turned on

and off as business policy warrants”)..

Claim 13

The computer program product of claim 8, wherein the messaging system is
utilized by a set of entities in a population structure and wherein the rules described by
the compliance policy include one or more types of rules from the set consisting of:

validity rules describing a time period for which a message component or entity in
the population structure is useable; and retention rules describing whether a message
component or entity in the population structure should be deleted from the messaging
system (Pargraph [0004] “if the output of the electronic screening tool indicates
that the unsent electronic message contains content that is potentially not
authorized by the business or potentially harmful to the business. The sender is
provided with at least one of the following options: (i) delete the unsent electronic
message and/or scrape the unsent electronic message from the server if the
unsent electronic message was previously stored on the server, (ii) revise the
unsent electronic message, or (iii) send the unsent electronic message to a
supervisor or designated company official for approval. The unsent electronic

message may be comprised of any message transmitted by electronic means”™).

Claim 14
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The computer program product of claim 8, wherein a message in the message
database comprises:

a message container containing relational references to one or more
submessages (Paragraph [0023] “The management may also involve auditing or
logging of communications between people and/or capturing or recording
communications between people where copies of the communication are

preserved in a database”).

Claim 15

A computer-implemented method of managing messages in an electronic
messaging system (Paragraph [0004] “An electronic screening tool is applied to
the unsent electronic message prior to transmission of the unsent electronic
message from a server, associated with the business, to the recipient”),
comprising:

defining a compliance policy describing rules applicable to message components
in the electronic messaging system; receiving a message component from a messaging
client, the message component identified as a reference in a message container; and
applying the compliance policy to the message component received from the
messaging client (Paragraph [0004] “The electronic screening tool is programmed
to identify content that is potentially not authorized by the business or potentially

harmful to the business, and is comprised of one or more of the following: a
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proxy service comprised of a message accessor, a message analyzer and an

action manager that is more fully described below”).

Claim 16

The computer-implemented method of claim 15, wherein the compliance policy
describes a population structure of end-users using messaging clients of the messaging
system, a set of jobcodes with which the message components can be classified, and a
set of rules applicable to the population structure, jobcodes, and message components
(Paragraph [0069] “This user/role knowledge base 612 may include information
on an employee's job title, job code, organization/department name, organization
code, telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 17
The computer-implemented method of claim 16, wherein a jobcode describes a
set of jobcode rules applicable to all message components Classified with the jobcode
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or

recipient is representing in the contents of the unsent message”).

Claim 18
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The computer-implemented method of claim 15, wherein the compliance policy
describes a set of entities in a population structure, further comprising:

defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 19

The computer-implemented method of claim 15, wherein the compliance policy
describes a set of entities in a hierarchical population structure, further comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group (Paragraph [0067]
“For example, many of the heuristics that are needed to determine a risk
assessment score 718 are concerned with the role a sender or recipient is

representing in the contents of the unsent message” and Paragraph [0069] “This
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user/role knowledge base 612 may include information on an employee's job title,
job code, organization/department name, organization code, telephone number,
instant messaging username(s). These may be found by matching the employee's

email address to the matching record in an employee master file”).

Claim 20

The computer-implemented method of claim 15, wherein the messaging system
is utilized by a set of entities in a population structure and wherein a rule of the
compliance policy includes one or more rule elements describing whether a rule is
applicable to a message component, the elements selected from the group consisting
of:

a source element describing a population structure entity that is a source of the
message component; a target element describing a population structure entity that is a
recipient of the message component; and a rank describing a ranking of the rule relative
to other rules in the compliance policy (Paragraph [0067] “For example, many of the
heuristics that are needed to determine a risk assessment score 718 are
concerned with the role a sender or recipient is representing in the contents of

the unsent message”).

Claim 21
The computer-implemented method of claim 15, wherein the messaging system

is utilized by a set of entities in a population structure and wherein a rule of the
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compliance policy includes a rule element describing an action that is allowed or denied
subject to approval by an entity in the population structure (Pargraph [0004] “if the
output of the electronic screening tool indicates that the unsent electronic
message contains content that is potentially not authorized by the business or
potentially harmful to the business. The sender is provided with at least one of
the following options: (i) delete the unsent electronic message and/or scrape the
unsent electronic message from the server if the unsent electronic message was
previously stored on the server, (ii) revise the unsent electronic message, or (iii)
send the unsent electronic message to a supervisor or designated company
official for approval. The unsent electronic message may be comprised of any

message transmitted by electronic means”).

Claim 22

The computer-implemented method of claim 15, wherein defining the compliance
policy comprises: defining a set of rules describing digital rights management (DRM)
actions that are allowed or denied on a message component (Paragraph [0040] “The
role of the message analyzer 600 is to determine whether the contents of a
specific electronic message may violate one or more of the enterprise policies for
allowable communications. The policies that govern allowable electronic
messages may be governed by some rules related to legal requirements, security

concerns, ethical aspirations or simply based on subject matter”).
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Claim 23

The computer-implemented method of claim 15, wherein the messaging system
is utilized by a set of entities in a population structure and wherein the rules described
by the compliance policy include one or more types of rules from the set consisting of:

communication rules describing which population structure entities can
communication with other population structure entities via the messaging system;

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by the
messaging system (Paragraph [0064] “Not every enterprise will want to analyze
messages according to the same criteria. Within an enterprise, circumstances
may require that messages sent from one type of sender (or even a specific
sender) is treated differently. The system 1000 accommodates this by allowing
configuration settings and rules to apply different levels of scrutiny to messages
sent by different users or different classes of users. Also, particular domain-
specific risk assessment modules 640, 650, 660, 665 may be turned on and off as

business policy warrants”).

Claim 24
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The computer-implemented method of claim 15, wherein the rules described by
the compliance policy include encryption rules describing whether and/or how to encrypt
message components (Paragraph [0040] “The role of the message analyzer 600 is
to determine whether the contents of a specific electronic message may violate
one or more of the enterprise policies for allowable communications. The policies
that govern allowable electronic messages may be governed by some rules
related to legal requirements, security concerns, ethical aspirations or simply

based on subject matter”).

Claim 25

The computer-implemented method of claim 15, wherein the rules described by
the compliance policy include action rules describing actions an entity can perform on a
message component in the messaging system, and wherein the action rules describe a
number of times within a given time period that the entity can perform a specified action
(Paragraph [0075] “The message metadata augmentation component 610 uses
the information in the user/role knowledge base 612 to add the information to the
MTA-neutral message representation. Both the message metadata augmentation
component 610 and the user/role knowledge base 612 operate by applying
pattern-matching rules and other processing techniques (e.g., neural nets,
genetic algorithms, Bayesian Belief Network, etc.) to trigger the programmed

behavior”).
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Claim 26

The computer-implemented method of claim 15, wherein the messaging system
is utilized by a set of entities in a population structure, further comprising:

defining a group of entities in the population structure; defining group rules
applicable to message components related to the group of entities; and applying the
group rules to a message component related to the group of entities (Paragraph [0067]
“For example, many of the heuristics that are needed to determine a risk
assessment score 718 are concerned with the role a sender or recipient is
representing in the contents of the unsent message” and Paragraph [0069] “This
user/role knowledge base 612 may include information on an employee's job title,
job code, organization/department name, organization code, telephone number,
instant messaging username(s). These may be found by matching the employee's

email address to the matching record in an employee master file”).

Claim 27
The computer-implemented method of claim 26, wherein the defined group
includes geographically-related population structure entities (Paragraph [0067] “For
example, many of the heuristics that are needed to determine a risk assessment
score 718 are concerned with the role a sender or recipient is representing in the
contents of the unsent message” and Paragraph [0069] “This user/role

knowledge base 612 may include information on an employee's job title, job code,
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organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 28

The computer-implemented method of claim 15, wherein the messaging system
is utilized by a set of entities in a population structure and wherein the rules described
by the compliance policy include one or more types of rules from the set consisting of:

validity rules describing a time period for which a message component or entity in
the population structure is useable; and retention rules describing whether a message
component or entity in the population structure should be deleted from the messaging
system (Paragraph [0004] “if the output of the electronic screening tool indicates
that the unsent electronic message contains content that is potentially not
authorized by the business or potentially harmful to the business. The sender is
provided with at least one of the following options: (i) delete the unsent electronic
message and/or scrape the unsent electronic message from the server if the
unsent electronic message was previously stored on the server, (ii) revise the
unsent electronic message, or (iii) send the unsent electronic message to a
supervisor or designated company official for approval. The unsent electronic

message may be comprised of any message transmitted by electronic means”™).

Claim 29
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The computer-implemented method of claim 15, wherein applying the
compliance policy to the message component comprises:

determining whether the compliance policy prohibits an attempted action on the
message component; and recording the attempted action in a compliance log
(Paragraph [0004] “if the output of the electronic screening tool indicates that the
unsent electronic message contains content that is potentially not authorized by
the business or potentially harmful to the business. The sender is provided with
at least one of the following options: (i) delete the unsent electronic message
and/or scrape the unsent electronic message from the server if the unsent
electronic message was previously stored on the server, (ii) revise the unsent
electronic message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be
comprised of any message transmitted by electronic means” and paragraph

[0048] “The message may be logged in a message audit trail 890”).

Claim 30
The computer-implemented method of claim 15, further comprising:
logging interactions with the messaging client in an audit log (Paragraph [0004]
“if the output of the electronic screening tool indicates that the unsent electronic
message contains content that is potentially not authorized by the business or
potentially harmful to the business. The sender is provided with at least one of

the following options: (i) delete the unsent electronic message and/or scrape the
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unsent electronic message from the server if the unsent electronic message was
previously stored on the server, (ii) revise the unsent electronic message, or (iii)
send the unsent electronic message to a supervisor or designated company
official for approval. The unsent electronic message may be comprised of any
message transmitted by electronic means” and paragraph [0048] “The message

may be logged in a message audit trail 890”).

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FARHAD ALI whose telephone number is (571)270-
1920. The examiner can normally be reached on Monday thru Friday, 7:30am to
5:00pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Farhad Ali/
Examiner, Art Unit 2446

[Jeffrey Pwu/
Supervisory Patent Examiner, Art Unit 2446
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT: Justin Marston et al.

APPLICATION NO.: 11/129.212

FILING DATE: May 12, 2005

TITLE: Enforcing Compliance Policies in a Messaging System
EXAMINER: Farhad Ali

GROUP ART UNIT: 2446

ATTY. DKT. NO.: 23682-10344

MAIL STOP AMENDMENT

COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:
Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/08A listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:

X  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing
date of a first office action on the merits, whichever event last occurred;

[0  before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;

[0  after three months of the filing date of this national application or the date
of entry of the national stage in an international application, or after the
mailing date of the first official action on the merits, whichever event last

occurred, but before the mailing date of the first to occur of either: (1) a
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PATENT

final action under 37 CFR §1.113; or (2) an action that otherwise closes
prosecution in the application, and:
O attached hereto is the fee set forth under 37 CFR §1.17(p) for

submission of this Information Disclosure Statement under 37

CFR.§ 1.97(c); OR

] Applicant certifies pursuant to 37 CFR § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a
notice of allowance under 37 CFR § 1.311; or (3} an action that otherwise
closes prosecution in the application, and:

] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
Statement;

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND
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PATENT

O attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
| after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(1), although the information may not be
considered by the USPTO.
| Enclosed is a copy of each listed reference that may be material to the
examination of this application, and for which there may be a duty to disclose.
O This application relies, under 35 U.S.C. § 120, on the earlier filing date of prior

application No. , filed on , and the references cited therein are

hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

Copies of any foreign patent documents and non-patent literature cited herein are

X

enclosed.

I Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

= Applicant submits that no fee is required for the consideration of this Information
Disclosure Statement.

Consideration of the listed references and favorable action are solicited.

Respectfully submitted,
Justin Marston et al.

Dated: January 22, 2007 By: /Brian Hoffman/
Brian M. Hoffman, Reg. No.: 39,713
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041
Tel.: (415) 875-2484
Fax: (650)938-5200
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IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Justin Marston et al.

SERIAL NO.: 11/129,212

FILING DATE: May 12, 2005

TITLE: Enforcing Compliance Policies in a Messaging System
EXAMINER: Farhad Ali

GROUP ART UNIT: 2446

ATTY. DKT. NO.: 23682-10344

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance
with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: _September 30, 2009 By: __ /Christopher King/
Christopher P. King, Reg. No. 60,985

COMMISSIONER FOR PATENTS
P.0. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT A AND RESPONSE UNDER 37 CFR §1.111

Sir:
This amendment for the patent application identified above is in response to the Non-

Final Office Action dated June 30, 2009, which set a shortened statutory period for response

that expires on September 30, 2009.
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IN THE CLAIMS:

Claims 1-6, 8-9, 11-13, 15-16, 22-24, 25-26, and 28 are amended herein.

Claims 10, 14, 17, and 20 are cancelled.

Claims 31-34 are added.

All pending claims are produced below. In addition, the status of each is also
indicated below and appropriately noted as “Original”, “Currently Amended”, “Canceled”,

“New”, “Withdrawn”, “Previously Presented”, and “Not Entered” as requested by the Office.

1. (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:
a messaging module adapted to control a message database storing messages
exchanged in the messaging system, each-message-comprisingone-or
mere-message-components; at least one of the messages having a plurality

of submessages comprising one or more of replies to and forwards of other

submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages message
compenents, the governance module further adapted to apply the rules

described by the compliance policy to one or more of the submessages

message-components.

2. (Currently Amended) The messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging system, a
set of jobcodes with which the submessages message-compeonents can be classified, and a set
of rules applicable to the population structure, jobcodes, and submessages message-

components.
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3. (Currently Amended) The messaging server of claim 2, wherein a jobcode
describes a set of jobcode rules applicable to all submessages message-compenents classified
with the jobcode.

4. (Currently Amended) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage message-compenent, the elements selected from the group
consisting of:

a source clement describing a population structure entity that is a source of the

submessage message-component;

a target element describing a population structure entity that is a recipient of the
submessage message-compeonent; and
a rank describing a ranking of the rule relative to other rules in the compliance

policy.

5. (Currently Amended) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
commanteation communicate with other population structure entities via
the messaging system; and

readership rules describing which population structure entities can read messages

from other population structure entities via the messaging system|[[;]]
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6. (Currently Amended) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a submessage message-
compenent or entity in the population structure is useable; and
retention rules describing a time period after which whether a submessage

fessage-compenent or entity in the population structure should be deleted

from the messaging system.

7. (Original) The messaging server of claim 1, wherein a message in the

message database comprises:

a message container containing relational references to one or more submessages.

8. (Currently Amended) A computer program product having a computer-
readable medium having embodied thereon program code for use in an electronic messaging
system, the program code comprising:

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, each-ressage-comprising-one-or
rore-message-components_at least one of the messages having a plurality

of submessages comprising one or more of replies to and forwards of other

submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages message
compenents, the governance module further adapted to apply the rules

described by the compliance policy to one or more of the submessages

message-compeonents in the message database.

9. (Currently Amended) The computer program product of claim 8, wherein the

compliance policy describes a population structure of end-users of the messaging system, a

set of jobcodes with which the submessages message-components can be classified, and a set
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of rules applicable to the population structure, jobcodes, and submessages message-
components.

10. (Canceled)

11. (Currently Amended) The computer program product of claim 8, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage message-compenent, the elements selected from the group
consisting of:

a source element describing a population structure entity that is a source of the

submessage message-component;

a target element describing a population structure entity that is a recipient of the
submessage message-compenent; and
a rank describing a ranking of the rule relative to other rules in the compliance

policy.

12. (Currently Amended) The computer program product of claim 8, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
eommunteation communicate with other population structure entities via
the messaging system;

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by

the messaging system.
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13. (Currently Amended) The computer program product of claim 8, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a submessage message-
compenent or entity in the population structure is useable; and
retention rules describing whether a submessage message-eempenent or entity in

the population structure should be deleted from the messaging system.

14.  (Canceled)

15. (Currently Amended) A computer-implemented method of managing
messages in an electronic messaging system, comprising:
defining a compliance policy describing rules applicable to submessages of
messages message-compenents in the electronic messaging system;
receiving a submessage message-compeonent from a messaging client, the

submessage message-compeonent identified as a reference in a message
container having a plurality of references to submessages, the submessage

being one of a reply to and a forward of a submessage referenced by the

plurality of references; and

applying the compliance policy to the submessage message-compenent received

from the messaging client.

16. (Currently Amended) The computer-implemented method of claim 15,
wherein the compliance policy describes a population structure of end-users using messaging
clients of the messaging system, a set of jobcodes with which the submessages message-
compenents can be classified, and a set of rules applicable to the population structure,

jobcodes, and submessages message-components.

17. (Canceled)
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18. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a population structure, further comprising:
defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team.

19. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a hierarchical population structure, further
comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group.

20. (Canceled)

21. (Original) The computer-implemented method of claim 15, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes a rule element describing an action that is allowed or

denied subject to approval by an entity in the population structure.

22. (Currently Amended) The computer-implemented method of claim 15,

wherein defining the compliance policy comprises:
defining a set of rules describing digital rights management (DRM) actions that
are allowed or denied on a message-compenent submessage, the actions

including one or more of printing, saving, taking offline, copying, and

replying to. the submessage.

23. (Currently Amended) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure and

wherein the rules described by the compliance policy include one or more types of rules from

the set consisting of:
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communication rules describing which population structure entities can
communicate eommunteation with other population structure entities via
the messaging system;

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
submessage message-compenent in the messaging system; and

search rules describing which population structure entities can view which
submessages message-components when searching the submessages
messaging-components stored by the messaging system.

24, (Currently Amended) The computer-imlemented method of claim 15,

wherein the rules described by the compliance policy include encryption rules describing

whether and/or how to encrypt submessages message-components.

25.  (Currently Amended) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include action rules describing actions
an entity can perform on a submessage message-compeonent in the messaging system, and
wherein the action rules describe a number of times within a given time period that the entity

can perform a specified action.

26.  (Currently Amended) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure, further
comprising:

defining a group of entities in the population structure;

defining group rules applicable to submessages message-compeonents related to

the group of entities; and

applying the group rules to a submessage message-compeonent related to the group

of entities.

27. (Original) The computer-implemented method of claim 26, wherein the

defined group includes geographically-related population structure entities.

8
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28. (Currently Amended) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules from
the set consisting of:

validity rules describing a time period for which a submessage message-
compenent or entity in the population structure is useable; and
retention rules describing whether a submessage message-eempenent or entity in

the population structure should be deleted from the messaging system.

29. (Original) The computer-implemented method of claim 15, wherein applying
the compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on the

submessage message-compeonent; and

recording the attempted action in a compliance log.

30. (Original) The computer-implemented method of claim 15, further
comprising:

logging interactions with the messaging client in an audit log.

31.  (New) The messaging server of claim 1, wherein the governance policy
database further stores compliance policies active at prior times, and wherein the
submessages of the stored messages are associated with a compliance policy that was active

at a time that content of the submessages was created.

32. (New) The messaging server of claim 2, wherein the messaging module is
further adapted to receive an indication of a jobcode and of a submessage from an end-user,
and is further adapted to associate the jobcode with the submessage responsive to receipt of

the indication of the jobcode from the end-user.
33. (New) The messaging server of claim 1, wherein the messaging system is

utilized by a set of entities in a population structure and wherein the rules described by the
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compliance policy include search rules describing which population structure entities can

view which submessages when searching the submessages stored by the messaging system.

34. (New) The messaging server of claim 31, wherein at least one of the
messages stored in the message database has a first submessage associated with a first
compliance policy and a second submessage associated with a second compliance policy
different from the first compliance policy, and wherein the governance module applies the
rules described by the first compliance policy to the first submessage and applies the rules

described by the second compliance policy to the second submessage.

10
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REMARKS
Claims 1-30 were pending and presented for examination. In an Office Action dated

June 30, 2009, claims 1-30 were rejected.

Claims 1-6, 8-9, 11-13, 15-16, 22-24, 25-26, and 28 are amended, claims 10, 14, 17,

and 20 are cancelled, and new claims 31-34 are added in this Amendment and Response.

Response to Rejections Under 35 USC § 102

Claims 1-30 were rejected under 35 USC § 102(e) as allegedly being anticipated by

Arnold et al., U.S. Patent Publication No. 2004/0177271.

Preliminarily, note that in an anticipation rejection under §102, “[a] claim is
anticipated only if each and every element as set forth in the claim is found, either expressly
or inherently described, in a single prior art reference.” Verdegaal Bros. v. Union Oil Co. of
California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987), cited in MPEP
§2131. In order for an element to be inherently described, it must be clear that the element is
necessarily present in the thing described in the reference. In re Robertson, 169 F.3d 743,
745, 49 USPQ2d 1949, 1950-51 (Fed. Cir. 1999) (citations omitted). The fact that a certain
result or characteristic may occur or be present in the prior art is not sufficient to establish the
inherency of that result or characteristic. /n re Rijckaert, 9 F.3d 1531, 1534, 28 USPQ2d

1955, 1957 (Fed. Cir. 1993).

Independent claim 1 recites a computerized messaging server in an electronic
messaging system, comprising:

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, at least one of the messages

11
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having a plurality of submessages comprising one or more of replies to
and forwards of other submessages of the message; and

a governance module adapted to control a governance policy database storing
a compliance policy describing rules applicable to the submessages,
the governance module further adapted to apply the rules described by
the compliance policy to one or more of the submessages.

Thus, claim 1 recites that at least one message has a plurality of submessage components
comprising one or more of replies to and forwards of other submessages of the message.
Further, claim 1 recites that a governance module is adapted to apply rules described by a
compliance policy to one or more of the submessages. For example, FIG. 3 illustrates, and
paragraph 0029 describes, sample messages having submessages A, B, and C resulting from
composing, replying, and forwarding actions taken by users 310, 312, and 314. The rules
when applied by the governance policy may result in different outcomes for the individual
submessages to which they are applied. In the example of FIG. 3, for instance, readership
rules of the governance policy might specify that user 314 can read submessage components
from user 310 but not user 312, in which case user 314 could read submessage components A
and C (which were created as part of the original email, and of a forwarded message, by user

310), but not message component B (which was created as part of a reply from user 312).

Arnold does not disclose the claimed application of rules to submessages comprising
one or more of replies to and forwards to other submessages. Arnold discloses a method and
system for identifying content that is potentially harmful or non-authorized, applying an
electronic screening tool to an electronic message prior to transmitting it. (Amold, Abstract).
Arnold’s messages do not have submessages comprising replies to and forwards of other
submessages of the message, to which governance rules are applied. Rather, Arnold only
discloses operating on a message as a whole. Thus, Arnold cannot anticipate independent

claim 1.

12
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Independent claim 8 recites a message database storing messages, at least one of the
messages having a plurality of submessages comprising one or more of replies and forwards
to other submessages of the message. Claim 8 further recites a governance module adapted
to control a governance policy database storing a compliance policy describing rules
applicable to the submessages, the governance module further adapted to apply the rules
described by the compliance policy to one or more of the submessages in the message
database. Independent claim 15 recites receiving a submessage from a messaging client, the
submessage identified as a reference in a message container having a plurality of references
to submessages, the submessage being one of a reply to and a forward of a submessage
referenced by the plurality of references, and applying the compliance policy to the
submessage received from the messaging client. Independent claims 8 and 15 are not

anticipated by Arnold for at least the same reasons discussed above with respect to claim 1.

The remaining claims depend from independent claims 1, 8, or 15, and recite
additional patentably distinguishable features and limitations. Thus, these claims are not

anticipated by Arnold for at least the same reasons discussed above with respect to claim 1.

As one specific example, dependent claim 6 recites validity and retention rules
describing a time period for which, or after which, a submessage or entity in a population
structure is usable or should be deleted, respectively. Cited paragraph 0004 of Arnold merely
states that deletion of an unsent message is one option provided to a user in response to a
message being deemed unauthorized or harmful, but fails to disclose anything related to the

claimed validity or retention time periods.

As another example, dependent claim 22 as amended recites that defining the

compliance policy comprises defining a set of DRM actions that are allowed or denied on a
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submessage, the actions including one or more of printing, saving, taking offline, copying,
and replying to, the submessage. Dependent claim 24 recites that the rules described by the
compliance policy include encryption rules describing whether and/or how to encrypt
submessages. Regarding claims 22 and 24, the Examiner cites paragraph 0040 of Arnold,
which merely makes the exceedingly vague statement that policies governing electronic
messages may be related to legal requirements, security concerns, or ethical aspirations,
which in no way describes the claimed specifics, either expressly or inherently, as required

for a rejection under § 102.

As a further example, dependent claim 25 recites that the rules described by the
compliance policy include action rules describing actions an entity can perform on a
submessage in the messaging system, and wherein the action rules describe a number of
times within a given time period that the entity can perform a specified action. Cited
paragraph 0075 of Arnold merely describes adding information to a user/role knowledge base
and in turn adding this information to an MTA-neutral message representation. This in no
way even discloses rules describing actions that an entity can perform on a submessage,

much less more specifically disclosing a number of times that the action can be performed.

As yet another example, claim 2 recites that the compliance policy describes a set of
“jobcodes” with which submessages can be classified. As noted by paragraph 0063 of the
specification, for example, jobcodes allow submessages to be associated with a business deal
such as a merger, with a patient at a hospital, or with particular clients of a law firm. Newly-
added claim 32, which depends from claim 2, further recites receiving an indication of a
jobcode and of a submessage from an end-user, and associating the jobcode with the

submessage responsive to receipt of the indication of the jobcode from the end-user. In
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contrast, Arnold paragraph 0069, cited by the Examiner with respect to claim 2, at best
discloses that a knowledge base may include information on an employee’s “job code.”
Employees in Arnold would not specify such job codes themselves; rather, such job codes
would at best be entered by an entity such as a Human Resources department. Consequently,
the Arnold system plainly does not associate the employee job code with a submessage

responsive to receipt of an indication of the job code from the employee.

As a final example, dependent claim 33, formerly within claim 5, is not anticipated by
Arnold. Cited paragraph 0064 of Arnold, which mentions applying different levels of
scrutiny to messages sent by different users or classes of users, has no applicability to the

search rules of claim 33.

Conclusion
In sum, claims 1-9, 11-13, 15-16, 18-19, and 21-34 are not anticipated by Arnold.

The Examiner is invited to contact Applicants’ representative at the number provided
below if the Examiner believes it will help expedite furtherance of this application.

Respectfully Submitted,

Date: _September 30, 2009 By: /Christopher King/

Christopher P. King, Reg. No. 60,985
FENWICK & WEST LLP

801 California Street

Mountain View, CA 94041

Phone: (650) 335-7633

Fax: (650) 938-520
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When? The time limit for filing such amendments is normally two months from the date of transmittal of the
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Where? Directly to the International Bureau of WIPQ, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 740 14 35

For more detailed instructions, see the notes on the accompanying sheet.

2. I:I The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

D the protest together with the decision thereon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.
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Shortly after the expiration of 18 menths from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 904is.3, respectively,
before the completion of the technical preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.
Within 19 menths from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, witlin 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 monihs (or later) will apply even if no demand is filed within 19
months.
See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume 11, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/US : Authorized officer:
Mail Stop PCT, Attn: ISA/US Lee W. Young
Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450 PCT Helpdesk: 571-272-4300
Facsimile No. 571-273-3201 ~CT OSP: 571-272-7774
Form PCT/ISA/220 (January 2004) (See notes on accompanying sheet)

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 85 of 359



PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To: Brian M. Hoffman PCT

Fenwick & West LLP )
Silicon Valley Center

801 California Street NOTIFICATION OF TRANSMITTAL OF
Mountain View, CA 94041 THE INTERNATIONAL SEARCH REPORT AND

THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing

(day/month/year) 2 6 AP R 20 07

FOR FURTHER ACTION  See paragraphs | and 4 below

Applicant’s or agent’s file reference

11745 PCT

International application No. International filing date

PCT/US 06/24859 (day/month/year) 26 June 2006 (26.06.2006)
Applicant

Bluespace Group LTD

1. DX| The applicant is hereby notified that the international search report and the written opinion of the International Searching
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Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
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before the completion of the technical preparations for international publication.
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acts for entry into the national phase before those designated Offices.
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent’s file reference FOR FURTHER see Form PCT/ISA/220

11745 PCT ACTION as well as, where applicable, item 5 below.
International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/fyear)
PCT/US 06/24859 26 June 2006 (26.06.2006) 24 June 2005 (24.06.2005)

Applicant

Bluespace Group LTD

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmiited to the International Bureau.

This international search report consists of a total of sheets.

It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:
the international application in the language in which it was filed

D a translation of the international application into

, which is the language
of a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

b. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. 1.
D Certain claims were found unsearchable (see Box No. II)
D Unity of invention is lacking (see Box No. IIT)

4. With regard to the title,

the text is approved as submitted by the applicant
E] the text has been established by this Authority to read as follows:

5. With regard to the abstract,

the text is approved as submitted by the applicant

the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,

a. the figure of the drawings to be published with the abstract is Figure No. 1

as suggested by the applicant
D as selected by this Authority, because the applicant failed to suggest a figure

D as selected by this Authority, because this figure better characterizes the invention
b. D none of the figures is to be published with the abstract

Form PCT/ISA/210 (first sheet) (April 2005)
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INTERNATIONAL SEARCH REPORT International application No.
PCT/US 06/24859

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 15/16 (2007.01)
USPC - 709/206

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC(8) - GOGF 15/16 (2007.01)
USPC - 709/206

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
USPC: 709/204, 206, 232, 249

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Electronic data base: USPTO WEST (PGPB, USPT, EPAB, JPAB); DIALOG PRO
Search Terms Used: e-mail or lectronic message, categorizing or assigning context or content, identifying or monitoring e-mails,
refaining or storing or database or server emails, business or organization or enterprise, time or period etc.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2002/0136279 A1 (Al-Kazily et al.) 26 Septernber 2002 (26.09.2002) 1-23
(abstract, figs. 1-3, and para [0010]-{0015], [0042]-[0046], [0067]-[0075])
A US 2004/0133645 A1 (Massanelli et al.) 08 July 2004 (08.07.2004) 1-23
US 2003/0191806 At (Osterberg, JR. et al.) 09 October 2003 (09.10.2003) 1-23
US 2002/0122543 A1 (Rowen) 05 September 2002 (05.09.2002) 1-23
D Further documents are listed in the continuation of Box C. D
* Special categories of cited documents: “T” later document published after the international filing date or priority
“A” document defining the general state of the art which is not considered date and not in conflict with the ap;ﬁlxqauon but cited to understand
to be of particular relevance the principle or theory underlying the invention
“E” earlier application or patent but published on or after the intemational «X” document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
“L”  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other “y» document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
“Q” document referring to an oral disclosure, use, exhibition or other combined with one or more other such dc such combination
means being obvious to a person skilled in the art

“P"  document published prior to the international filing date but later than  wg»  g4ocument member of the same patent family
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
23 February 2007 (23.02.2007) . 2 6 APR 20 87

Name and mailing address of the ISA/US Authorized officer:
Mail Stop PCT, Attn: ISA/US, Commissioner for Patents Lee W. Young
P.O. .BOF-( 1450, Alexandria, Virginia 22313-1450 PCT Helpdask: 571-272-4300

Facsimile No. 571-273-3201 PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (April 2005)
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PATENT COOPERATION TREATY

From the

INTERNATIONAL SEARCHING AUTHORITY

To: Brian M. Hoffman
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/year)

96 APR 2007

Applicant’s or agent’s file reference

11745 PCT

FOR FURTHER ACTION

See paragraph 2 below

International application No.
PCT/US 06/24859

International filing date (day/month/year)
26 June 2006 (26.06.2006)

Priority date (day/month/year)
24 June 2005 (24.06.2005)

IPC(8) - GOBF 15/16 (2007.01)
USPC - 709/206

International Patent Classification (IPC) or both national classification and IPC

Applicant Bluespace Group LTD

Box No. II Priority

000 XOOOKX

2. FURTHERACTION

1. This opinion contains indications relating to the following items:

Box No. [ Basis of the opinion

Box No. IIl  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
Box No. IV Lack of unity of invention

Box No. V  Reasoned statement under Rule 43bis. 1{a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VII Certain defects in the international application

Box No. VIII Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA”) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.15is(b) that written
opinions of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Name and mailing address of the ISA/US
Mail Stop PCT, Attn: ISA/US

Commissioner for Patents

P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Date of completion of this opinion

23 February 2007 (23.02.2007)

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300

PCY OSP; 571-272-7774

Form PCT/ISA/237 (cover sheet) (April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US 06/24859

Box No. 1 Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:
m the international application in the language in which it was filed

D a translation of the international application into , which is the language of a
translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and necessary to the
claimed invention, this opinion has been established on the basis of:

a. type of material
D a sequence listing
D table(s) related to the sequence listing

b. format of material

D on paper

D in electronic form

c. time of filing/furnishing
D contained in the international application as filed
[:l filed together with the international application in electronic form

D furnished subsequently to this Authority for the purposes of search

3. D In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that
in the application as filed or does not go beyond the application as filed, as appropriate, were furnished.

4. Additional comments:

Form PCT/ISA/237 (Box No. I) (April 2005)
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY PCT/US 06/24859

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1.  Statement

Novelty (N) Claims None YES
Claims 1-23 NO

Inventive step (IS) Claims None YES
Claims 1-23 NO

Industrial applicability (IA) Claims 1-23 YES
Claims None NO

2.  Citations and explanations:

Claims 1-23 lack noveity under PCT Articie 33(2) as being anticipated by US 2002/01362792 A1 to Al-Kazily et al. (hereinafter 'Al-Kazily').
Al-Kazily teaches a system/method/computer program product for providing an electronic messaging comprising:

1) message module (para [0039))
2) context module (para [0045])
3} definition module {para [0044])
4) association module (para [0043])
5) rights module {para [0073])
6) properties modute (para [0045])
7) operations module {para [0070])

As to claims 1, 9, and 17, Al-Kazily teaches a system/method/computer program product for providing an electronic messaging
comprising: a message module adapted to control a message database storing messages exchanged in the messaging system each
message comprising one or more message components having content, and a context module adapted to control a context database
storing a knowledge taxonomy having context categories and contexts associating content of the message components with the context
categories. (abstract, figs. 1-3, and para [0010}-{0015], [0042}-[0046], [0067]-{0075]).

As to claims 2, 10, and 18, Al-Kazily teaches structuring context categories representing activities performed by the enterprise (para
[0039]-{0045]).

As to claims 3-4, 11-12, and 19, Al-Kazily teaches monitoring messages exchange by the messaging system and creating contexts
associating content of the messages with context categories (para [0042]-{0045}).

As to claims 5, 13, and 20, Al-Kazily specifying actions an end-user is allowed to perform with respect to a context category (para
[0072]-[0074]).

As to claims 6-8, 14-16, and 21-22, Al-Kazily teaches specifying retention/validity period for a context category during which an association

of content to the context category can be made, and performing operations in the messaging system (para [0070]-[0075]}.

As to claim 23, Al-Kazily teaches allowing the user to create a context associating content of a message component with a context
category, and/or view contexts associated with the context category (para [0070]-{[0075]).

Claims 1-23 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry.

Form PCT/ISA/237 (Box No. V) (April 2005)
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INTERNATIONAL SEARCH REPORT

Inie mal Application Ne

PC176B2004/004600

CLASSIFICATION OF SUBJECT MATTER

A
IPC 7 HO4L12/58 GO6F17/60 H04L.29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation seaiched {classification system followed by classificaticn symbols)

IPC 7 HO4L GO6F

Documentation searched other than minimum documentation fo the extent that such documents are included in the fields search ed

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

Electronic data base consulted during the international search (name of data base and, where practical, search terms used}

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category * | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 03/036492 A (IDETIC, INC; STIERS, TODD) 1-35
1 May 2003 (2003-05-01)
abstract
page 2, line 20 - page 3, line 10
page 4, line 10 - page 6, line 22
figure 1
A EP 1 085 444 A (MICROSOFT CORP) 1-35
21 March 2001 (2001-03-21)
abstract
figure b
paragraph ‘0012!
paragraph ‘0015! - paragraph ‘0016!
paragraph ‘0041!
paragraph ‘00431
paragraph ‘0045!
—f—
Further documents are listed in the continuation of box C. Patent family membets are listed in arenex.

* Special categories of cited documents :

*A* document defining the general stale of the art which is not
considered to be of particular relevance

which is cited to establish the publication date of another
citation or other special reason (as specified)

'T* later document publicshed after the international filing date
or priority date and not in conflict with the  application but
cited 1o understand the principle or theory  underlying the

invention
*E* earlier document but published on or after the international *X* document of panlicular relevance; the clalmed invention
filing date i cannot be considered novel or cannot be considered to
*L* document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone

“y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the

European Patent Cffice, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,

*O" document referring to an oral disclosure, use, exhibition or document Is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
*P* document published prior to the international filing date but in the art.
fater than the priority date claimed *&" document member of the same patent family
Date of the actual completion of the international search Date of malling of the intemational search report
15 February 2005 22/02/2005
Name and mailing address of the 1SA Authorized officer

Fax: (+31-70) 340~3016 Poppe, F

Form PCT/ISA/210 (second sheet) {January 2004}
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INTERNATIONAL SEARCH REPORT

Ints onal Application No

PC1/GB2004/004609

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ©

Citatlon of document, with indication, where appropriate, of the relevant passagss

Relevant to claim No.

A

EDWARDS W K: "The design and
implementation of the Montage multimedia
mail system"

COMMUNICATIONS FOR DISTRIBUTED
APPLICATIONS AND SYSTEMS. CHAPEL HILL,
APR. 18 - 19, 1991, PROCEEDINGS OF THE
CONFERENCE ON COMMUNICATIONS SOFTWARE.
(TRICOMM), NEW YORK, IEEE, US,

vol. CONF. 4, 18 April 1991 (1991-04-18),
pages 47-57, XP010039767

ISBN: 0-87942-649-7

abstract

page 51, right-hand column, line 48 - page

52, left-hand column, line 2

1-35

Form PCT/ASA/210 {continuation of second sheet) (January 2004)
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INTERNATIONAL SEARCH REPORT

int snal Application No
formation on patel il
" patent family members Pu 1/ 4B2004/004609
Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 03036492 A 01-05-2003 WO 03036492 Al 01-05-2003
us 2003055907 Al 20-03-2003

EP 1085444 A 21-03-2001 US 6704772 Bl 09-03-2004
EP 1085444 A2 21-03-2001
us 2004148359 Al 29-07-2004

Form PCT/ISA/210 (patent family annex) (January 2004)
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. PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To: P

ReCD 18 FEB 2005

RCT

: WRITTEN OPINION OF THE
see form PCTASA220 INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/imonthiear) seeform PCTASARZ210 (second sheet)

Applicant’s or agent's file reference

FOR FURTHER ACTION
see form PCTASA/LZ220 See paragraph 2 below
International application No. International filing date {day/month#ear) Priority date (day/monthiear)
PCT/GB2004/004609 01.11.2004 31.10.2003

Intemnational Patent Classification (IPC) or both national classification and IPC

HO04L12/58, GO6F1760, H04L29/06

Applicant
BLUESPACE GROUP LIMITED

1.  This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. |i Priority
Box No. Il Non-establishment of opinion with regard te novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to noveity, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VIl Certain defects in the international application

000 ROOOK

Box No. Vill Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"}. However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,

whichever expires later.
For further options, see Form PCTASA/220.

3. For further details, see notes to Form PCTASAR20.

Name and mailing address of the ISA: Authorized Officer e
—_— @"’é‘@ ’”’1.‘%
Q) European Patent Office - P.B. 5818 Patentlaan 2 . 3
NL-2280 HV Rijswilk - Pays Bas Poppe, F i 0)) :
————  Tel. 431 70 340 - 2040 Tx: 31 651 eponl %, N
Fax: +31 70 340 - 3016 Telephone No. +31 70 340-4378 Petoing gz

Form (PCTASA/R37) (Cover Sheet) (January 2004)

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 95 of 359



WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2004/004609

Box No.! Basis of the opinion

1. With regard to the language, this opinior{ has been established on the basis of the international application in
the language in which it was filed, unless otherwise indicated under this item.

0 This opinion has been established on the basis of a translation from the original language into the following
language , which is the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the internationa! application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
O a sequence listing
[0 table(s) related to the sequence listing

b. format of material:
O in written format
0  in computer readable form

¢. time of filingfurnishing:
[0 contained in the international application as filed.
[0 filed together with the international application in computer readable form.
0 furnished subsequently 1o this Authority for the purposes of search.

3. 0 In addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional

copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4. Additional comments:
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WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

International application No.

PCT/GB2004/004609

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1.

Statement

Novelty (N) Yes:
No:

Inventive step (IS) Yes:
No:

Industrial applicability (1A) Yes:
No:

. Citations and explanations

see separate sheet

Form PCTASA/237 (January 2004)

Claims
Claims

Claims
Claims

Claims
Claims

4,11,15,22,26,33
1-3,5-10,12-14,16-21,23-25,27-32,34,35

1-35

1-35
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WRITTEN OPINION OF THE . International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2004/004609

Re ltem V
Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made 1o the following documents:

D1: WO 03/036492 A
D2: EP 1085444 A

1. The present application does not meet the criteria of Arlicle 33(1) PCT, because the
subject-matter of claims 1, 9, 14, 20, 25 and 31 is not new in the sense of Article 33(2) PCT.

1.1. Document D1 discloses (the references in parentheses applying to this document):

a computer-implemented method of delivering electronic messages, comprising:

. providing a messaging client with information identifying electronic messages
available to the messaging client (p. 2, I. 20-26; p. 4, |. 10-16: "The end user
receives the non-attachment portions of an email message (...).");

. caching copies of the electronic messages close to the messaging client (p. 5, 1.
28-32: "The proxy server 100 stores end users’' email messages in its cache 104.");
and

. responsive to a request from the messaging client for the identified electronic
messages, providing the cached copies of the electronic messages to the
messaging client (p. 2, . 20-26; p. 6, I. 19-22).

The subject-matter of claim 1 is therefore not new.

1.2. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a computer system adapted to be used in a messaging system (fig. 1), comprising:
. a cache management module adapted to manage a cache (fig. 1: "e-mail cache"),

the cache storing messages exchanged by the messaging system (p. 5, |. 28-32);
and

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2004/004609

. an interface module adapted to interface with a messaging client (fig. 1: "e-mail
client 202") and a messaging server (fig. 1: "source e-mail box 400"), the interface
module adapted to receive messages from the server (p. 5, 1. 16-22; p. 6, |. 1-6)
and provide messages 1o the client (p. 6, |. 19-22), wherein messages received
from the server are stored in the cache (p. 5, I. 28-32) and messages provided to
the client are provided from the cache (p. 6, I. 19-22).

The subject-matter of claim 9 is therefore not new.

1.3. The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent computer program product claim 20, which therefore is also considered not new.

1.4. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a messaging server in a relational messaging system, comprising:

. a messaging module adapted to control a message database (p. 6, I. 1-6; fig. 1:
"source e-mail box 400") storing messages exchanged in the relational messaging
system, each message comprising one or more submessages (p. 6, I. 7-11: "MIME
attachments™);

. a security module adapted to control a security database storing security
information for the submessages in the message database (implicitin p. 5, I. 10-
15); and

. an interface module adapted to interact with a messaging client and a proxy server,
the interface module adapted to provide the security information to the messaging
client (p. 6, . 12-16) and the submessages to the proxy server (p. 6, I. 1-6),

wherein the proxy server is adapted to cache the submessages (p. 5, I. 28-32) and,

wherein the messaging client is adapted to retrieve the cached submessages from the

proxy server and access the submessages using the security information (p. 6, |. 12-22).

The subject-matter of claim 14 is therefore not new.

1.5. The same reasoning applies, mutatis mutandis, to the subject-maiter of the corresponding
independent computer program product claim 25, which therefore is also considered not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-January 2004)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2004/004609

1.6. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a relational messaging system adapted to exchange messages with a messaging client,

éomprising:

. a messaging server adapted to store messages exchanged in the relational
messaging system (p. 6, I. 1-6; fig. 1: "source e-mail box 400"), each message
comprising a container having links to one or more submessages and further
adapted to provide the container to the messaging client (p. 2, . 20-26; p. 6, |. 7-
16); and

. a proxy server adapted to cache submessages received from the messaging server
(p. 5, I. 28-32) and further adapted to provide the cached submessages to the
messaging client (p. 2, |. 20-26; p. 6, 1. 7-16).

The subject-matier of claim 31 is therefore not new.

2. Dependent claims 2-8, 10-13, 15-19, 21-24, 26-30 and 32-35 do not contain any features
which, in combination with the features of any claim to which they refer, meet the
requirements of the PCT in respect of novelty and/or inventive step, see documents D1 and
D2 and the corresponding passages cited in the search report.
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INTERNATIONAL SEARCH REPORT

InfEERtional Application No

PCT/GB2004/000805

A. CLASSIFICATION OF SUBJECT MATTER

IPC 7 HO04L12/58 G06F17/60

According to International Paten Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 7 HO4L GO6F

Minimum documentation searched (classitication system tollowed by classification symbols)

Documentation searched other than nunanum cumeniation to the extent that such documents are included in the fields searched

Electronic data base consulted during the: witernational search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ©

Citation of document, with indication, where appropriate, of (he relevant passages

Relevant to claim No.

X EP 1 085 444 A (MICROSOFT CORP)

21 March 2001 (2001-03-21)
abstract
figure 5
paragraph
paragraph
paragraph
paragraph

‘0012!
‘0015!
‘00431
‘00451

- paragraph ‘0016!

1-23

—f—

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

< Special categories of cited documents :
*A* document defining the general state of the art which is not
considerad 10 be of particular relevance
earlier document but published on or after the international
filing date
*L* document which may throw doubts on priority claim(s) or
which is cited 1o establish the publication dale of ancther
citation or other special reason {as specified)
*O* document referring to an oral disclosure, use, exhibition or
other means

document published prior 10 the international flling date but
iater than the priority date claimed

e

pr

*T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

*X* document of paricular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

*Y* doecument of particular relevance; the claimed invention
cannot be considered 1o invoive an inventive step when the
document is combined with one or more other such docu-
gnegis, rstUCh combination being obvious to a person skilled
in the art.

*&* document member of the same patent family

Date of the actual compietion of the international search Date of mailing of the international search report
26 May 2004 04/06/2004
Name and mailing address of the ISA Authorized officer
European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 eponl,
Fax: (+31-70) 340-3016 Poppe, F
Form PCT/ISA/210 (secend sheet) (January 2004)
page 1 of 2
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Inmmmauonal Application No

'PCT/GB2004/000805

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

APPLICATIONS AND SYSTEMS. CHAPEL HILL,
APR. 18 - 19, 1991, PROCEEDINGS OF THE
CONFERENCE ON COMMUNICATIONS SOFTWARE.
(TRICOMM), NEW YORK, IEEE, US,

vol. CONF. 4, 18 April 1991 (1991-04-18),
pages 47-57, XP010039767

ISBN: 0-87942-649-7

abstract

page 51, right-hand column, Tine 48 —-page
52, left-hand column, line 2

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X EDWARDS W K: "The design and 1,2,7,8,
implementation of the Montage multimedia i0,11,
mail system" 16,17,
COMMUNICATIONS FOR DISTRIBUTED 19,22,23

Fom PCT/ASA/210 (continuation of second sheet) (January 2004}

page 2 of 2
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From the WIPO PCT
INTERNATIONAL SEARCHING AUTHORITY

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

see form PCTASAR220

Date of mailing
(day/fmonth#ear) see form PCTASA/210 (second sheet)

Applicant's or agent's file reference FOR FURTHER ACTION

see form PCTASA/220 See paragraph 2 below

International application No. International filing date (day/monthiear) Priority date {day/monthiear)
PCTAGB2004/000805 27.02.2004 28.02.2003

International Patent Classification (IPC) or both national classification and IPC

Ho4L12/58, GO6F17/60

Applicant
BLUESPACE GROUP LTD

1.  This opinion contains indications relating to the following items:

Box No. | Basis of the opinion

X Box No. Il Priority

[0 BoxNo.lll Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
[ Box No. IV  Lack of unity of invention

4

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. V!  Certain documents cited
Box No. VIl  Certain defects in the international application

oood

Box No. VIl Certain observations on the international application

2.  FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA220.

3. For further details, see notes o Form PCT/ASA/220.

Name and mailing address of the 1SA: Authorized Officer -
et Petong,
—ae ‘;@’ .%

.o)) European Patent Office - P.B. 5818 Patentlaan 2 R 3
NL-2280 HV Rijswijk - Pays Bas Poppe, F H o)) :
Tel. +31 70 340 - 2040 Tx: 31 651 epo nl %, N
Fax: +31 70 340 - 3016 Telephone No. +31 70 340-4378 oy g
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2004/000805

Box No.I Basis of the opinion

1. With regard to the language. this opinion has been established on the basis of the international application in
the language in which it was field, unless otherwise indicated under this item.

[0 This opinion has been established on the basis of a translation from the original language into the following
language , which i1s the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide and/r amino acid sequence disclosed in the international application and
necessary 1o the claimed invention, this opinion has been established on the basis of:

a. type of material:
O a sequence listing
O table(s) related to the sequence listing
b. format of material:
1 in written format
00  in computer readable form
c. time of filingfurnishing:
O contained in the international application as filed.
O filed together with the international application in computer readable form.
O furnished subsequently to this Authority for the purposes of search.

3. O In addition, in the case that more than one version or copy of a sequence listing andbor table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4, Additional comments:
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INTERNATIONAL SEARCHING AUTHORITY

International application No.
PCT/AGB2004000805

Box No. Il Priority

1. The following document has not been furnished:

copy of the earlier application whose priority has been claimed {(Rule 43bis.1 and 66.7(a)).

O +translation of the earlier application whose priority has been claimed (Rule 43bis.1 and 66.7(b)).

Consequently it has not been possible to consider the validity of the priority claim. This opinion has
nevertheless been established on the assumption that the relevant date is the claimed priority date.

2. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international

filing date indicated above is considered o be the relevant date.

3. Additional observations, if necessary:

Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes:
No:

Inventive step (IS) Yes:
No:

Industrial applicability (1A) " Yes:
No:

2. Citations and explanations

see separate sheet

Form PCTAPEA/237 {(January 2004)

Claims
Claims

Claims
Claims

Claims
Claims

1-23

1-23

1-23
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Re ltem V
Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

The examnation 1s being carried out on the following application documents:

Description, pages:

1-38 as orniginally filed
Claims, No.:
1-23 as originally filed

Drawings, No.:

1-5 as originally filed

Reference is made to the following documents:

D1: EP-A-1085444

D2: W. K. Edwards, "The Design and Implementation of the MONTAGE Multimedia Mail
System”, in Proc. of TRICOMM 1991, pp. 47-57

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-matter of claims 1, 10 and 19 is not new in the sense of Article 33(2) PCT.

1.1. The document D1 discloses (the references in parentheses applying to this
document):

a messaging system for providing messaging to end-users, the system comprising
a data store module (113) arranged to store messages sent among the end-users,
wherein each message includes one or more submessages (inittal message 10, reply
412; par. 45 states that these can be presented to a recipient in one display, that is,
as one message) and wherein the data store module is arranged to store the

Form PCT/Separate Sheet/237 (Shest 1) (EPQ-January 2004)
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messages and submessages in a relational manner (par. 15; fig. 5: storage of replies
in association with the initial message).

The subject-matter of claim 1 is therefore not new.

1.2. Furthermore it is noted that the subject-matter of claim 1 is also not new over the
disclosure of D2 (p. 51, right-hand col., I. 48 - p. 52, left-hand col., I. 2).

1.3. The same reasoning applies, mutatis mutandis, to the subject-matier of the
corresponding independent computer program product claim 10 and computer-
implemented method claim 19, which therefore are also considered not new.

2. Dependent claims 2-9, 11-18 and. 20-23 do not contain any features which, in
combination with the features of any claim to which they refer, meet the requirements of
the PCT in respect of novelty, the reasons being as follows.

2.1. Referring to claims 2 and 11 , a contents module adapted to store submessages of the
messages sent among the end-users, wherein a message sent by a sender to a recipient
includes one or more references to submessages in the content module is known from D1
(par. 15; fig. 5). '

2.2. Referring to claims 3 and 12, certain cnes of the submessages being created by
different end-users at different times is known from D1 (reply 412 to initial message 10 is
clearly created at a different time than initial message 10, and by a different end-user).

2.3. Referring to claims 4 and 13, storing only a single version of each message and/or
submessage is known from D1 (implicit in the hierarchical tree model and the use of
message IDs for referencing shown in fig. 5; see also par. 45).

2.4. Referring to claims 5, 6, 14, 15, 20 and 21, storing an atiribute of the messages and/or
submessages in the data store module, where this attribute is a length of time that a
message and/or a submessage is valid is known from D1 (implicit in par. 43, which

specifies the application of a rule based on this attribute).

2.5. Referring to claims 7, 8, 16, 17, 22 and 23, holding data describing relationships

Form PCT/Separate Sheet/237 (Sheet 2) (EPO-January 2004)
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among the messages and submessages, this data describing submessages within a
message is known from D1 (fig. 5). Moreover this is also known from D2 (p. 51, right-hand
col., I. 48 - p. 52, left-hand col., |. 2: the table of contents can be seen as data describing
submessages (chapters) within 2 message).

2.6. Referring to claims 9 and 18, having a client interface module for interfacing with client
applications utilized by the end-users to access the messaging system is known from D1
(par. 45: displaying the messages implies the presence of a client interface module).

Form PCT/Separate Sheet/237 (Sheet 3) (EPO-danuary 2004)
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inter 1al Application No

PCT/GB2005/001868

I]\:. CLASSIFICATION OF SUBJECT MATTER

PC 7 HO4L12/58 HO4L29/06

According to International Patent Glassification {IPC) or 1o both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system foliowed by classification symbols}

IPC 7 HO4L GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X WO 03/073711 A (RPOST INTERNATIONAL 1-21
LIMITED) 4 September 2003 (2003-09-04)
abstract

page 12, 1ine 3 - page 15, line 20
page 33, line 23 - page 35, line 4
page 44, line 2 - page 45, line 7

figure
figure 2A
figure 6
figure 7A
figure 7B

page 42, tine 11 - page 43, line 28
1

Further documents are listed inthe continuation of box C.

Patent family members are listed in annex.

> Speciai categories of cited documents :

*A" document defining the general state of the art which is not
considered to be of particular relevance

*E" earlier document but published on or after the international
filing date

"L" dccument which may throw doubts on priority claim(s) or
which is cited 1o establish the publication date of another
citation or other special reason (as specified)

"0O" document referring 1o an aral disclosure, use, exhibition or
other means

*P document published prior to the international Fling date but
later than the priority date claimed

"T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of partticular relevance; the claimed invention
cannot be considered novel or cannot be considered 1o
involve an inventive step when the document is taken alone

"y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
.m%r:ls, such combination being cbvious to & person skilled
in the art.

"&" document member of the same patent family

Dale of the actual completicn of the international search

8 August 2005

Date of mailing of the internationatl search report

19/08/2005

Name and mailing address of the ISA

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340~2040, Tx. 31 651 epo nl,
Fax: {+31-70) 340-3016

Authorized officer

Poppe, F
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Inter nal Apgplication No

PCT/GB2005/001868

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X

WO 2004/012415 A (SECURITY AND STANDARDS
LIMITED; POPE, NICHOLAS, HENRY; ROSS,
JOHN, GOR) 5 February 2004 (2004-02-05)
abstract

page 6, line 10 - page 10, line 14
figure 1

figure 2a

figure 2b

EP 1 085 444 A (MICROSOFT CORP)

21 March 2001 (2001-03-21)

abstract

figure b

paragraph ‘0012!

paragraph ‘0015! - paragraph ‘0016!
paragraph ‘0041!

paragraph ‘0043!

paragraph <0045!

WO 03/036492 A (IDETIC, INC; STIERS, TODD)
1 May 2003 (2003-05-01) .
abstract

page 2, line 20 — page 3, line 10

page 4, line 10 - page 6, line 22

figure 1

EDWARDS W K: . "The design and
implementation of the Montage multimedia
mail system"

COMMUNICATIONS FOR DISTRIBUTED
APPLICATIONS AND SYSTEMS. CHAPEL HILL,
APR. 18 - 19, 1991, PROCEEDINGS OF THE
CONFERENCE ON COMMUNICATIONS SOFTWARE.
(TRICOMM), NEW YORK, IEEE, US,

vol. CONF. 4, 18 April 1991 (1991-04-18),
pages 47-57, XP010039767

ISBN: 0-87942-649-7

abstract

page 51, right-hand column, 1ine 48 - page
52, left—hand column, line 2

1,9,17

1-21

1-21

1-21
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WO 03073711 A 04-09-2003 US 2002144154 Al 03-10~-2002
AU 2003224616 Al 09-09-2003
CA 2476176 Al 04-09-2003
EP 1476995 A2 17-11-2004
JP 2005518763 T 23-06-2005
Wo 03073711 A2 04-09-2003
WO 2004012415 A 05-02-2004 AU 2003248959 Al 16-02-2004
WO 2004012415 Al 05-02-2004
GB 2391438 A 04-02-2004
EP 1387551 Al 04-02-2004
EP 1085444 A 21-03-2001 US 6704772 Bl 09-03-2004
EP 1085444 A2 21-03-2001
US 2004148359 Al 29-07-2004
WO 03036492 A 01-05-2003 WO 03036492 Al 01-05-2003
US 2003055907 Al 20-03-2003
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-
From the (i
INTERNATIONAL SEARCHING AUTHORITY

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

see form PCTASAR220

Date of mailing
(day/imonth/rear) seeform PCTASAZ210 (second sheet)

Applicant's or agent's file reference FOR FURTHER ACTION

see form PCTASAR220 See paragraph 2 below

International application No. International filing date (day#nonthjear) Priority date (day/nonthiear)
PCT/GB2005/001868 12.05.2005

International Patent Classification (IPC) or both national classification and IPC

HO04L.12/58, H041.29/06

Applicant
BLUESPACE GROUP LTD

1.  This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. |l Priority
Box No. lll  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VIl Certain defects in the international application

000 XOOKER

Box No. Vil Certain observations on the international application
2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA/Z220.

3. For further details, see notes to Form PCTASA/220.

Name and mailing address of the ISA: Authorized Officer _—
o
- R

Q) European Patent Office - P.B. 5818 Patentlaan 2 :
NL-2280 HV Rijswijk - Pays Bas Poppe, F )
—————  Tel. +31 70 340 - 2040 Tx: 31 651 epo nl =,

Fax: +31 70 240 - 3016 Telephone No. +31 70 340-4378 g g

&
Oty o™

,

Form (PCTASA/237) (Cover Sheet) (January 2004)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2005/001868

Box No.l Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of the international application in
the language in which it was filed, unless otherwise indicated under this item.

O This opinion has been established on the basis of a translation from the original language into the following

language , which is the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)). ‘

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
O asequence listing
OO table(s) related to the sequence listing
b. format of material:
00 in written format
O in computer readable form
c. time of filingfurnishing:
[0 contained in the international application as filed.
O filed together with the international application in computer readable form.
O furnished subsequently to this Authority for the purposes of search.

3. O In addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical fo that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4. Additional comments:

Box No. I Priority

1. X The validity of the priority claim has not been considered because the International Searching Authority
does not have in its possession a copy of the earlier application whose priority has been claimed or, where
required, a translation of that earlier application. This opinion has nevertheless been established on the
assumption that the relevant date (Rules 43bis.1 and 64.1) is the claimed priority date.

2. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international
filing date indicated above is considered to be the relevant date.

3. Additional observations, if necessary:

Form PCTASA/ 237 (January 2004)
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International application No.
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Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelly, inventive step or
industrial applicability; citations and expilanations supporting such statement

1. Statement

Novelty (N) Yes:
No:

inventive step (I1S) Yes:
No:

Industrial applicability (1A) Yes:
. Na:

2. Citations and explanations

- see separate sheet

Form PCTASA/237 (January 2004)

Claims
Claims

Claims
Claims

Claims
GClaims

7,8,15,16
1-6,9-14,17-21
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Re tem V

Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made to the following documents:

D1: WO 03/073711 A
D2: WO 2004/012415 A
D3: EP 1 085 444 A
D4: WO 03/036492 A

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-maiter of claims 1, 9 and 17 is not new in the sense of Article 33(2) PCT.

1.1. Document D1 discloses (referring in general to p. 33, . 23 - p. 35, I. 4 and fig. 2A):

a computerized messaging server ("Rost Server 14") in an electronic messaging system,

comprising: '

. a messaging module adapted to control a message database storing messages
exchanged in the messaging system ("the system creates a copy of the original
message to be stored for later processing”, step 203), each message comprising
one or more message componenis (“file attachments”);

. ‘an interface module adapted 1o receive a message component from a messaging
client ("the sender's message is transferred to the RPost server", step 202); and

. an audit module adapted to interact with an audit information database storing
audit information describing usage of the messaging system ("the system creates
a record in a database", step 204), and further adapted to generate tamper-
detection data for the message component received from the messaging client and
store the generated tamper-detection data in the audit information database ("the
system generates and stores a message digest for the message body", step 206;
"the system generates and stores a message digest for each attachment included
in the message", step 207).

The subject-matter of claim 1 is therefore not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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1.2. The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent claim 9, which therefore is also considered not new.

1.3. Furthermore document D1 discloses (referring in general to p. 44, 1. 2 - p. 45, |. 7 and fig.
7A):

a computer-implemented method of authenticating messages in an electronic messaging

system, comprising:

. receiving a message component identified as a relational reference in a message
container (step 700);

. receiving tamper-detection data for the message component ("hash value recorded
in the body of the receipt"); and

. authenticating the message component using the tamper-detection data ("generate
a hash of the attached file and compare it to the hash value recorded in the body
of the receipt", step 708-709).

The subject-matter of claim 17 is therefore not new.

1.4. For the sake of completeness it is noted that the subject-matter of claims 1, 9 and 17 also
does not involve an inventive step over the disclosure of D2 (p. 6, 1. 283 - p. 7, I. 15; fig. 1).

. 2. Dependent claims 2-8, 10-16 and 18-21 do not contain any features which, in combination
with the features of any claim to which they refer, meet the requirements of the PCT in respect
of novelty and/or inventive step, see documents D1, D2, D3 and D4 and the corresponding
passages cited in the search report.
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From the INTERNATIONAL SEARCHING AUTHORITY

To: Brian M. Hoffman PCT

Fenwick & West LLP
Silicon Valley Center
801 California Street H i LP NOTIFICATION OF TRANSMITTAL OF
Mountain View, CA 94041 Fenwick & West L THE INTERNATIONAL SEARCH REPORT AND
FEB 19 2005 THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

RECEI D (PCT Rule 44.1)

Date of mailing
(day/month/year)

Applicant’s or agent’s file reference
FOR FURTHER ACTION  See paragraphs | and 4 below

- 12381 PCT
2382~
% International application No. Intemational filing date
PCT/US 07/60587 (day/month/year) 16 January 2007 (16.01.2007)

Applicant Bluespace Software Corp.

1. IZ The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.
Filing ofa d ts and st. ¢ under Article 19: .
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
international search report.

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 740 14 35

For more detailed instructions, see the notes on the accompanying sheet.

2. l:l The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.
3. [:] With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

L__I the protest together with the decision thercon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

D no decision has been made vet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly after the expiration of 18 menths from the priority date, the international application will be published by the
Intemational Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 904is.1 and 90bis.3, respectively,
before the completion of the technical preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.
See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume 11, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/US Authorized officer:
Mail Stop PCT, Atin: ISA/US Lee W. Young
Commissioner for Patents ’
P.O. Box 1450, Alexandria, Virginia 22313-1450 BCT Helpdesk: 571-272-4300
Facsimile No. 571-273-3201 PCT OSP: §71-272-7774
Form PCT/ISA/220 (January 2004) / (See nozes@&mpmymg sheet)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To: Brian M. Hoffman PCT

Fenwick & West LLP

Silicon Valley Center

801 Caljforr}ia Street NOTIFICATION OF TRANSMITTAL OF
Mountain View, CA 94041 THE INTERNATIONAL SEARCH REPORT AND

THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)
Limonthiyens 14 FEB 2008

FOR FURTHER ACTION  See paragraphs | and 4 below

Applicant’s or agent’s file reference

12381 PCT
International application No. Intemnational filing date
PCT/US 07/80587 {day/month/year) 16 January 2007 (16.01.2007)

Applicant Bluespace Software Corp.

E The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.
Filing of amendments and statement under Articie 19:
The applicant is entitled, if he so wishes, to amend the claims of the international apphf.auon (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
international search report.
Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 740 14 35
For more detailed instructions, see the notes on the accompanying sheet.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thercon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly after the expiration of 18 months from the priority date, the international application will be published by the
Intemnational Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
Intemational Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.
See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume II, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/US Authorized officer:
Mail Stop PCT, Atin: ISA/US Lee W. Young
Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450 PCT Helpdesk: 5?1-27243&)
Facsimile No. §71-273-3201 PCT OSP: 5§71-272-7774
Form PCT/ISA/220 (January 2004) / (See notesfon companvmg sheet)

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 119 of 359



PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent’s file reference FOR FURTHER see Form PCT/ISA/220

12381 PCT ACTION as well as, where applicable, item 5 below.
International application No. International filing date (day/month/vear) (Earliest) Priority Date (day/month/vear)
PCT/US 07/60587 16 January 2007 (16.01.2007) 13 January 2006 (13.01.2006)

Applicant

Biuespace Software Corp.

This intermational search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This international search report consists of a total of sheets.

D It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:

the international application in the language in which it was filed.

D a translation of the international application into which is the language of
a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

b. D This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

c. L_:] With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. 1.

2. D Certain claims were found unsearchable {see Box No. II).
3. L__] Unity of invention is lacking (see Box No. 111}

4. With regard to the title,
the text is approved as submitted by the applicant.
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant.

D the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority.

6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 2
as suggested by the applicant.
as selected by this Authority, because the applicant failed to suggest a figure.
D as selected by this Authority, because this figure better characterizes the invention.
b. D none of the figures is to be published with the abstract.

Form PCT/ISA/210 (first sheet) (April 2007)
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INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 07/60587

Al CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBF 7/00 (2007.01)
USPC - 707/5

According to Intemnational Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

707/5

Minimum documentation searched (classification system followed by classification symbols)

USPC:707/1,2,3

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

mail, email, content

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
PubWEST {PGPB,USPT,USOC,EPAB,JPAB), Google Scholar - terms: relev$, similar$, profile, preference, manag$, user$, electronic,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2004/0078447 A1 (MALIK et al.) 22 April 2004 (22.04.2004), para {0035], {0045], [0013], 1-22
[0014], [0040]-[0048], [0072-0074], [0076], [0079] and [0080].
A US 6,134,582 A (KENNEDY) 17 October 2000 (17.10.2000), col 5-12. 1-22
A US 2005/0038863 A1 (ONYON et al.) 17 February 2005 (17.02.2005}), para [0020}-{0040]. 1-22

D Further documents are listed in the continuation of Box C.

L]

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date )

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“Q” document referring to an orai disciosure, use, exhibition or other
means

“P”  document published prior to the international filing date but later than

the priority date claimed

riority

tater document published after the international filing date or
erstand

date and not in conflict with the application but cited to ul
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken aione

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

w

wygr

wym

“&” document member of the same patent family

Date of the actual completion of the international search

26 September 2007 {26.09.2007)

Date of mailing of the international search report

14 FEB 2008

Name and mailing address of the ISA/US

Mail Stop PCT, Atin: ISA/US, Commissioner for Patents
P.0O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

PCT Helpdesk: 571-272-4300
PCT OSP: 5714-272-7774

Form PCT/ISA/210 (second sheet) (April 2007)

Authorized officer:
e . YOW 4
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PATENT COOPERATION TREATY

From the

INTERNATIONAL SEARCHING AUTHORITY

To: Brian M. Hoffman
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 84041

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/year)

14 FEBZ008

Applicant’s or agent’s file reference

12381 PCT

FOR FURTHER ACTION
See paragraph 2 below

International application No.

PCT/US 07/60587

Priority date (day/month/year)
13 January 2006 (13.01.20086)

International filing date (day/month/year)
16 January 2007 (16.01.2007)

IPC(8) - GO6F 7/00 (2007.01)
USPC - 707/5

Intemational Patent Classification (IPC) or both national classification and 1PC

Applicant

Bluespace Software Corp.

’Z BoxNo. I
D Box No. Il
D Box No. II1

Priority

FURTHERACTION

1. This opinion contains indications rclating to the following items:

Basis of the opinion

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Reasoned statement under Rule 43bis. 1{a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Certain defects in the international application

D Box No. IV Lack of unity of invention
Box No. V

D Box No. VI Certain documents cited
D Box No. VII

Box No. VIII Certain observations on the international application

If a demand for intemational preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA”) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1bis(b) that written
opinions of this International Searching Authority will not be so considered.

[f this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

Name and mailing address of the ISA/US
Mail Stop PCT, Attn: ISA/US

Commissioner for Patents

P.0O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Date of completion of this opinion Authorized officer:

26 September 2007 (26.08.2007)

Form PCT/ISA/237 (cover sheet) (April 2007)

Lee W. Yeung [ /
PCT Helpdesk: 571-272-430 /( :
PCT OSP: 571-272-7774 .
[ t
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY
PCT/US 07/60587

Box No. 1 Basis of this opinion

1. With regard to the language, this opinion has been established on the basis of:
the international application in the language in which it was filed.

D a translation of the international application into which is the language of a
translation furnished for the purposes of international search (Rules 12.3(a} and 23.1(b)).

2. Ij This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 435bis.1(a})

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of:

W

a. type of material
D a sequence listing
D table(s) related to the sequence listing

b. format of material

':] on paper

D in electronic form

c. time of filing/furnishing
D contained in the international application as filed
D filed together with the international application in electronic form

D furnished subsequently to this Authority for the purposes of search

4, D In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relating thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is identical to that
in the application as filed or does not go beyond the application as filed, as appropriate, were furnished.

Additional comments:

W

Form PCT/ISA/237 (Box No. I} (April 2007)
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEA
NAL SEARCHING AUTHORITY PCTIUS 07/60587

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1.  Statement

Novelty (N) Claims None YES
Claims 1-22 NO

Inventive step (IS) Claims None VES
Claims 1-22 NO

Industrial applicability (1A) Claims 1-22 VES
Claims None NO

2. Citations and explanations:
Claims 1-22 lack novelty under PCT Article 33(2) as being anticipated by US 2004/0078447 A1 to Malik et al. (hereinafter ‘Malik').

As per claims 1 and 11, Malik discloses a system or a computer program product having a computer-readable medium having computer
program instructions encoded thereon (see fig 1, 2A and 2B}, comprising: a monitoring module configured to track actions by a plurality of
users associated with an application for managing electronic content (see para [0035] and {0045]), a relevance analysis module coupled to
the monitoring medule and configured to determine a relevance to a user of a piece of electronic content sent from a sender to the user
(user(s) profile, see abastract and para [0013], {0014], [0040}-{0046], [0072-0074] and [0079]), the relevance being determined dependent
on: a measure of a relevance of the piece of electronic content as determined dependent on one or more actions of the user on the piece
of electronic content (see para [{0013], [0014], {0040]-[00486), [0072-0074] and [0079]), and a measure of a relevance of the piece of
electronic content as determined dependent on one or more actions of at least one other of the plurality of users that is a recipient of the
piece of electronic content (see para [0013], [0014], {0040}-[0046], [0072-0074] and [0079]}).

As per claim 17, Malik discloses a method, comprising: tracking actions by a plurality of users associated with an application for managing
electronic content (see para [0035] and [0045]), determining a relevance fo a user of a piece of electronic content sent from a sender to
the user (user(s) profile, see para [0013], [0014], {0040]-[0046), [0072-0074] and [0079]), the relevance being determined dependent on: a
measure of a relevance of the piece of electronic content as determined dependent on one or more actions of the user on the piece of
electronic content (see para [0013], {0014], [0040])-[0046], [0072-0074] and [0079]), and a measure of a relevance of the piece of
electronic content as determined dependent on one or more actions of at least one other of the plurality of users that is a recipient of the
piece of electronic content (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claims 2, 12 and 18, Malik further discloses the system of claim 1, wherein the relevance is further determined dependent on a
measure of local importance describing an importance of the sender to the user (see para [0013], [0014], [0040]-[0046], [0072-0074] and
[0079)).

As per claims 3, 13 and 19, Malik further discloses the system of claim 1, wherein the relevance is further determined dependent on a
measure of global importance describing an importance of the sender within an organization with which the plurality of users are
associated (see para [0013], [0014], [0040]-{0046], [0072-0074] and [0079]).

As per claims 4, 14 and 20, Malik further discloses the system of claim 1, wherein the relevance analysis module is further configured to
identify at least one other of the plurality of users that is a recipient of the piece of electronic content and is cognate to the user and
wherein the relevance analysis module is further configured to determine the relevance to the user of the piece of electronic content
dependent upon one or more actions of the at least one cognate recipient with respect to the piece of electronic content (see para [0013],
{0014}, [0040}-[0046], [0072-0074] and [0079]).

As per claims 5, 15 and 21, Malik further discloses the system of claim 1, wherein the relevance analysis module is further configured to
determine the relevance to the user of the piece of electronic content responsive to contents of the piece of electronic content (see para
[0013], [0014], [0040]-[0046], [0072-0074] and {0079]).

As per claims 6, 16 and 22, Malik further discloses the system of claim 1, wherein the relevance analysis module is further configured to
determine the relevance to the user of the piece of electronic content responsive to one or more measures from the set consisting of: a
local importance describing an importance of the sender to the user (see para {0013], [0014], [0040]-[0046], [0072-0074] and [0079]), a
global importance describing an importance of the sender within an organization with which the plurality of users are associated (see para
{0010}), a content relevance determined responsive to conients of the piece of electronic content (see para [0013], [0014], [0040}-{0046],
[0072-0074] and [0079]) and one or more actions with respect to the piece of electronic content of one or more of the plurality of users
determined to be cognate to the user (see para [0010]).

---——-- Gontinued in Supplemental Box ~----— -

Form PCT/ISA/237 (Box No. V) (April 2007)
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY
PCT/US 07/60587

Supplemental Box

In case the space in any of the preceding boxes is not sufficient.

Continuation of:
Box No. V (Citations and explanations):

As per claim 7, Malik further discloses the system of claim 1, further comprising: a content presentation module configured to present the
piece of electronic content to the user in accordance with the determined relevance and to present to the user a value describing the
determined relevance (see para {0013}, {0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 8, Malik further discloses the system of claim 1, further comprising: a search module configured to search the electronic
content in accordance with the determined relevance (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 8, Malik further discloses the system of claim 1, wherein the piece of electronic content comprises an electronic mail object in
a relational mail system (see para [0072], {0074}, {[0076], [0079] and [0080]).

As per claim 10, Malik further discloses the system of claim 1, wherein the electronic content comprises at least one of an email, a
document, an instant message, and an SMS message (at least one of an email, see para [0072], [0074], [0076], [0079] and [0080]).

Claims 1-22 have industrial applicability as defined by PCT Article 33(4) because the subject matter claimed can be made or used in
industry.

Form PCT/ISA/237 (Supplemental Box) (April 2007)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
11/129,212 05/12/2005 Justin Marston 23682-10344 8578
758 7590 01/19/2010
FENWICK & WEST LLP | EXAMINER |
SILICON VALLEY CENTER ALL FARHAD
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041 | ART UNIT | pammNuvmER |
2446
| MAIL DATE | DELIVERY MODE |
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

11/129,212 MARSTON ET AL.
Office Action Summary Examiner Art Unit

FARHAD ALI 2446

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 30 September 2009.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4 Claim(s) 1-9,11-13,15,16,18,19 and 21-34 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s)_____is/are allowed.
6)X] Claim(s) 1-9,11-13,15,16,18,19 and 21-34 is/are rejected.
7)] Claim(s) _____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 12 May 2005 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)LJAIl b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) IZ Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 10/14/2009. 6) D Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100112
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Application/Control Number: 11/129,212 Page 2
Art Unit: 2446

DETAILED ACTION
Status of Claims:
Claims 1-9, 11-13, 15-16, 18-19, and 21-34 are pending in this Office Action.
Claims 1-6, 8-9, 11-13, 15-16, 22-26, and 28 are amended.
Claims 31-34 are new.

Claims 10, 14, 17, and 20 are cancelled.

Claim Rejections - 35 USC § 103
1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

2. Claims 1-5, 7-9, 11-12, 15-16, 18-19, 21, 23, 26-27, and 29-34 rejected under 35
U.S.C. 103(a) as being unpatentable over Arnold et al. (US Pub 2004/0177271)
hereinafter Arnold in view of Albaugh et al. (US Pub 2004/0039753) hereinafter

Albaugh.

Claim 1
Arnold teaches a computerized messaging server in an electronic messaging
system (Paragraph [0004] “An electronic screening tool is applied to the unsent
electronic message prior to transmission of the unsent electronic message from

a server, associated with the business, to the recipient”), comprising:
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a messaging module adapted to control a message database storing messages
exchanged in the messaging system; and a governance module adapted to control a
governance policy database storing a compliance policy describing rules applicable to
the messages, the governance module further adapted to apply the rules described by
the compliance policy to one or more of the messages (Paragraph [0004] “The
electronic screening tool is programmed to identify content that is potentially not
authorized by the business or potentially harmful to the business, and is
comprised of one or more of the following: a proxy service comprised of a
message accessor, a message analyzer and an action manager that is more fully
described below”).

Arnold fails to specifically disclose at least one of the messages having a plurality

of submessages comprising one or more of replies to and forwards of other

submessages of the message.

Albaugh teaches in paragraph [0017-0018] that “The scheme which is employed
in the present example is to first generate a unique primary key for the initial message,
and store the record for the original message at the primary key. As the message is
propagated to the services, the primary key is passed to the service. This permits the
services to access the message to the primary key and generate a derivative primary
key for any derivative message which the services produce. In the exemplary
embodiment described herein, the service provider offers a splitter service that can
break an incoming message (that is actually a package of messages) into the various

independent messages, and a translation service that can translate messages from one
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document format to another” and “In one example, an incoming message contains 3
sub-messages and each of the sub-messages needs to be translated before delivery” in
order “that it relates all of the derived messages to the initial messages so that when
someone wants to trace what happened to message they sent--the information can be
readily recalled” and “it is understood that the present invention has many uses from
general event logging applications to distinguishing sequential activity processing
threads by derivative primary keys" (Paragraph [0026]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of Arnold to include “sub-messages” as taught by Albaugh in order that“it
relates all of the derived messages to the initial messages so that when someone wants
to trace what happened to message they sent--the information can be readily recalled”
and “it is understood that the present invention has many uses from general event
logging applications to distinguishing sequential activity processing threads by

derivative primary keys" (Paragraph [0026]).

Claim 2
The modified Arnold teaches the messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging
system; a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an

employee's job title, job code, organization/department name, organization code,
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telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 3
The modified Arnold teaches the messaging server of claim 2, wherein a jobcode
describes a set of jobcode rules applicable to all submessages classified with the
jobcode (Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or

recipient is representing in the contents of the unsent message”).

Claim 4

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a
rule of the compliance policy includes one or more rule elements describing whether a
rule is applicable to a submessage, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage; and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).
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Claim 5

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules from the
set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging system; and

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging system
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Claim7
The modified Arnold teaches the messaging server of claim 1, wherein a

message in the message database comprises:
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a message container containing relational references to one or more
submessages (Paragraph [0023] “The management may also involve auditing or
logging of communications between people and/or capturing or recording
communications between people where copies of the communication are

preserved in a database”).

Claim 8
Claim 8 is rejected for the same reasoning as claim 1 as they are analogous in

scope.

Claim 9

The modified Arnold teaches the computer program product of claim 8, wherein
the compliance policy describes a population structure of end-users of the messaging
system, a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 11
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The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein a rule of the compliance policy includes one or more rule elements describing
whether a rule is applicable to a submessage, the elements selected from the group
consisting of:

a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage:, and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).

Claim 12

The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules
from the set consisting of:

communicate rules describing which population structure entities can
communication with other population structure entities via the messaging system;
readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing

actions a population structure entity can perform on a message component in the
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messaging system; and search rules describing which population structure entities can
view which message components when searching the messaging components stored
by the messaging system (Paragraph [0064] “Not every enterprise will want to
analyze messages according to the same criteria. Within an enterprise,
circumstances may require that messages sent from one type of sender (or even
a specific sender) is treated differently. The system 1000 accommodates this by
allowing configuration settings and rules to apply different levels of scrutiny to
messages sent by different users or different classes of users. Also, particular
domain-specific risk assessment modules 640, 650, 660, 665 may be turned on

and off as business policy warrants”).

Claim 15

Arnold teaches a computer-implemented method of managing messages in an
electronic messaging system (Paragraph [0004] “An electronic screening tool is
applied to the unsent electronic message prior to transmission of the unsent
electronic message from a server, associated with the business, to the
recipient”), comprising:

defining a compliance policy describing rules applicable to messages in the
electronic messaging system; receiving messages from a messaging client, the
messages identified as a reference in a message container; and applying the
compliance policy to the messages received from the messaging client (Paragraph

[0004] “The electronic screening tool is programmed to identify content that is
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potentially not authorized by the business or potentially harmful to the business,
and is comprised of one or more of the following: a proxy service comprised of a
message accessor, a message analyzer and an action manager that is more fully
described below”).

Arnold fails to specifically disclose wherein the messages are submessages of

messages having a plurality of references to submessages, the submessage being one

of areply to and a forward of a submessage referenced by the plurality of references.

Albaugh teaches in paragraph [0017-0018] that “The scheme which is employed
in the present example is to first generate a unique primary key for the initial message,
and store the record for the original message at the primary key. As the message is
propagated to the services, the primary key is passed to the service. This permits the
services to access the message to the primary key and generate a derivative primary
key for any derivative message which the services produce. In the exemplary
embodiment described herein, the service provider offers a splitter service that can
break an incoming message (that is actually a package of messages) into the various
independent messages, and a translation service that can translate messages from one
document format to another” and “In one example, an incoming message contains 3
sub-messages and each of the sub-messages needs to be translated before delivery” in
order “that it relates all of the derived messages to the initial messages so that when
someone wants to trace what happened to message they sent--the information can be

readily recalled” and “it is understood that the present invention has many uses from
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general event logging applications to distinguishing sequential activity processing
threads by derivative primary keys" (Paragraph [0026]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of Arnold to include “sub-messages” as taught by Albaugh in order that“it
relates all of the derived messages to the initial messages so that when someone wants
to trace what happened to message they sent--the information can be readily recalled”
and “it is understood that the present invention has many uses from general event
logging applications to distinguishing sequential activity processing threads by

derivative primary keys" (Paragraph [0026]).

Claim 16

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a population structure of end-users using
messaging clients of the messaging system, a set of jobcodes with which the
submessages can be classified, and a set of rules applicable to the population structure,
jobcodes, and submessages (Paragraph [0069] “This user/role knowledge base 612
may include information on an employee’s job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 18
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The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a population structure,
further comprising:

defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 19
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a hierarchical population
structure, further comprising:
defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and
defining a set of rules applicable to the entities in the group (Paragraph [0067]

“For example, many of the heuristics that are needed to determine a risk
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assessment score 718 are concerned with the role a sender or recipient is
representing in the contents of the unsent message” and Paragraph [0069] “This
user/role knowledge base 612 may include information on an employee's job title,
job code, organization/department name, organization code, telephone number,
instant messaging username(s). These may be found by matching the employee's

email address to the matching record in an employee master file”).

Claim 21

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein a rule of the compliance policy includes a rule element describing an action
that is allowed or denied subject to approval by an entity in the population structure
(Pargraph [0004] “if the output of the electronic screening tool indicates that the
unsent electronic message contains content that is potentially not authorized by
the business or potentially harmful to the business. The sender is provided with
at least one of the following options: (i) delete the unsent electronic message
and/or scrape the unsent electronic message from the server if the unsent
electronic message was previously stored on the server, (ii) revise the unsent
electronic message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be

comprised of any message transmitted by electronic means”).
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Claim 23

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein the rules described by the compliance policy include one or more types of
rules from the set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging system;

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
submessage in the messaging system; and

search rules describing which population structure entities can view which
submessages when searching the submessages stored by the messaging system
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 140 of 359



Application/Control Number: 11/129,212 Page 15
Art Unit: 2446

Claim 26

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure,
further comprising:

defining a group of entities in the population structure; defining group rules
applicable to submessages related to the group of entities; and applying the group rules
to a submessage related to the group of entities (Paragraph [0067] “For example,
many of the heuristics that are needed to determine a risk assessment score 718
are concerned with the role a sender or recipient is representing in the contents
of the unsent message” and Paragraph [0069] “This user/role knowledge base
612 may include information on an employee's job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 27
The modified Arnold teaches the computer-implemented method of claim 26,
wherein the defined group includes geographically-related population structure entities
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph

[0069] “This user/role knowledge base 612 may include information on an
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employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 29

The modified Arnold teaches the computer-implemented method of claim 15,
wherein applying the compliance policy to the message component comprises:

determining whether the compliance policy prohibits an attempted action on the
submessage; and recording the attempted action in a compliance log (Paragraph
[0004] “if the output of the electronic screening tool indicates that the unsent
electronic message contains content that is potentially not authorized by the
business or potentially harmful to the business. The sender is provided with at
least one of the following options: (i) delete the unsent electronic message and/or
scrape the unsent electronic message from the server if the unsent electronic
message was previously stored on the server, (ii) revise the unsent electronic
message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be
comprised of any message transmitted by electronic means” and paragraph

[0048] “The message may be logged in a message audit trail 890”).

Claim 30
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The modified Arnold teaches the computer-implemented method of claim 15,
further comprising:

logging interactions with the messaging client in an audit log (Paragraph [0004]
“if the output of the electronic screening tool indicates that the unsent electronic
message contains content that is potentially not authorized by the business or
potentially harmful to the business. The sender is provided with at least one of
the following options: (i) delete the unsent electronic message and/or scrape the
unsent electronic message from the server if the unsent electronic message was
previously stored on the server, (ii) revise the unsent electronic message, or (iii)
send the unsent electronic message to a supervisor or designated company
official for approval. The unsent electronic message may be comprised of any
message transmitted by electronic means” and paragraph [0048] “The message

may be logged in a message audit trail 890”).

Claim 31
The modified Arnold teaches the messaging server of claim 1, wherein the
governance policy database further stores compliance policies active at prior times, and
wherein the submessages of the stored messages are associated with a compliance
policy that was active at a time that content of the submessages was created
(Paragraph [0023] “The management may also involve auditing or logging of
communications between people and/or capturing or recording communications

between people where copies of the communication are preserved in a database”
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and Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 32

The modified Arnold teaches the messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a
submessage from an end-user, and is further adapted to associate the jobcode with the
submessage responsive to receipt of the indication of the jobcode from the end-user
(Paragraph [0069] “This user/role knowledge base 612 may include information
on an employee's job title, job code, organization/department name, organization
code, telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 33
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The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include search rules describing which
population structure entities can view which submessages when searching the
submessages stored by the messaging system (Paragraph [0064] “Not every
enterprise will want to analyze messages according to the same criteria. Within
an enterprise, circumstances may require that messages sent from one type of
sender (or even a specific sender) is treated differently. The system 1000
accommodates this by allowing configuration settings and rules to apply different
levels of scrutiny to messages sent by different users or different classes of
users. Also, particular domain-specific risk assessment modules 640, 650, 660,

665 may be turned on and off as business policy warrants”).

Claim 34

The modified Arnold teaches the messaging server of claim 31, wherein at least
one of the messages stored in the message database has a first submessage
associated with a first compliance policy and a second submessage associated with a
second compliance policy different from the first compliance policy, and wherein the
governance module applies the rules described by the first compliance policy to the first
submessage and applies the rules described by the second compliance policy to the
second submessage (Paragraph [0064] “Not every enterprise will want to analyze

messages according to the same criteria. Within an enterprise, circumstances
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may require that messages sent from one type of sender (or even a specific
sender) is treated differently. The system 1000 accommodates this by allowing
configuration settings and rules to apply different levels of scrutiny to messages
sent by different users or different classes of users. Also, particular domain-
specific risk assessment modules 640, 650, 660, 665 may be turned on and off as

business policy warrants”).

3. Claims 6, 13, 22, 24, 25, and 28 rejected under 35 U.S.C. 103(a) as being
unpatentable over Arnold in view of Albaugh, and further in view of Nassiri (US Pub

2006/0265464).

Claim 6

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by

different users or different classes of users. Also, particular domain-specific risk
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assessment modules 640, 650, 660, 665 may be turned on and off as business
policy warrants”).

The modified Arnold fails to specifically disclose validity rules describing a time
period for which a submessage or entity in the population structure is useable; and

retention rules describing a time period after which a submessage or entity in the

population structure should be deleted from the messaging system.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user
has opened the message). Additionally, the method of the present inventive device
confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create

the invention of the modified Arnold to include electronic message duration as taught by
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Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 13

Claim 13 is rejected for the same reasoning as claim 6.

Claim 22
The modified Arnold teaches the computer-implemented method of claim 15.
The modified Arnold fails to specifically disclose wherein defining the compliance
policy comprises: defining a set of rules describing digital rights management (DRM)

actions that are allowed or denied on a submessage, the actions including one or more

of printing, saving, taking offline, copving, and replying to, the submessage.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user

has opened the message). Additionally, the method of the present inventive device
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confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include electronic message duration as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 24

The modified Arnold teaches the computer-implemented method of claim 15.

The modified Arnold fails to specifically disclose wherein the rules described by
the compliance policy include encryption rules describing whether and/or how to encrypt
submessages.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic

message or a portion thereof), or end-user verification requirement (whether the end-
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user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user
has opened the message). Additionally, the method of the present inventive device
confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include verification requirement as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 25
The modified Arnold teaches the computer-implemented method of claim 15.
The modified Arnold fails to specifically disclose wherein the rules described by
the compliance policy include action rules describing actions an entity can perform on a
submessage in the messaging system, and wherein the action rules describe a number
of times within a given time period that the entity can perform a specified action.
Nassiri teaches in paragraph [0074] that “With respect to FIG. 3A, the digital

rights management attribute of print authorization is depicted using the software
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download. The Client selects print authorization 51 as the desired electronic message
attribute 60, and the parameters of how the electronic message may be printed by
selecting at least one of the group of: limit 61, allow 62, or disallow 63" in order that “the
originator of an electronic message utilizes a digital rights management (DRM) system
to control various aspects of electronic message processing and electronic message
delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include a limit as taught by Nassiri in order that
“the originator of an electronic message utilizes a digital rights management (DRM)
system to control various aspects of electronic message processing and electronic

message delivery options” (Paragraph [0015]).

Claim 28

Claim 28 is rejected for the same reasoning as claim 6.

Response to Arguments
4. Applicant's arguments filed on 09/30/2009 in regards to claim 2 and 32 have

been fully considered but they are not persuasive.

In regards to claim 2 and 32, the applicant has argued that Arnold does
not teach wherein the messaging module is further adapted to receive an

indication of a jobcode and of a submessage from an end-user, and is further
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adapted to associate the jobcode with the submessage responsive to receipt of
the indication of the jobcode from the end-user.

The examiner disagrees. Arnold teaches in Paragraph [0072] “Referring
back to the example in Table 2, the MTA-neutral message 705 will be augmented
in this step by applying knowledge found in the user/role knowledge base 612 to
the information known about the message being analyzed. The message
metadata augmentation component 610 and the user/role knowledge base 612
has been programmed to look for information about the sender and intended
recipients of messages in various databases of employees, customers,
consultants, etc. In the example, it is assumed that an entry, for John Smith with
an email address of john.smith@tradingcompany.com has been found in the
employee database 614. The message metadata augmentation component 610
and the user/role knowledge base 612 have been programmed to get the job
code and description for any employee match it finds and add it to the MTA-
neutral message representation. John Smith's job code is FPO7 ". The examiner
asserts that “The message metadata augmentation component 610 and the
user/role knowledge base 612 have been programmed to get the job code and
description for any employee match it finds” teaches receiving an indication of a
jobcode since the employees name which is taught to be in the message can be

used to indicate the job code, which is added to the message representation.
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5. Applicant's arguments with respect to claims 6, 13, 22, 24, 25, and 28 have been

considered but are moot in view of the new ground(s) of rejection.

Conclusion
6. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FARHAD ALI whose telephone number is (571)270-
1920. The examiner can normally be reached on Monday thru Friday, 7:30am to

5:00pm.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Farhad Ali/
Examiner, Art Unit 2446

/Benjamin R Bruckart/

Primary Examiner, Art Unit 2446
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Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
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All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— Anindication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 166 of 359



Doc code: RCEX PTO/SB/30EFS (12-08)

Doc description: Request for Continued Examination (RCE} Approved for use through £1/31/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF GOMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond fo a collection of information uniess it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
{Submitted Only via EFS-Web)

Application | 100015 Filing | 55050512 Docket Number | 5505 16344 At o6
Number Date (if applicable) Unit

First Named| , . Marston Examiner Farhad Ali

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
19385, or to any design application. The Instruction Sheet for this form is located at WWW USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enciosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-eniry of such amendmeni(s).

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even If this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[] Other

Enclosed

Amendmeni/Reply
D Information Disclosure Statement (IDS})

D Affidavit(s) Declaration{s)

[] Other

MISCELLANEOQUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

] Other

FEES

The RCE fee under 37 CFR 1.17{e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 192555

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature

[T]1 Applicant Signature

EFS - Web2.18
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Doc code: RCEX PTO/SB/30EFS (12-08)
Doc description: Request for Continued Examination (RCE}) Approved for use through 81/31/2009. OMB 0851-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond fo a collection of information uniess it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature | /Christopher King/ Date (YYYY-MM-DD) {2010-03-18

Name Christopher-Charles P. King Redgistration Number | 60985

This coliection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is fo
file {and by the USPTO to process) an application. Confidentiality is govermed by 35 US.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form o the USPTQO. Time
wili vary depending upon the individual case. Any comments on the amount of time you reguire to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT(0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 83-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: {1) the general authoerity for the collection of this information is 35 U.S.C. 2(b)}(2}; (2} furnishing of the information
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
infarmation, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information

Act (5 U.8.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice 1o determing whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disciosures to opposing counsel in the course of settlement
negofiations.

3. A record in this system of records may be disciosed, as a routine use, tc a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of infermation shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.8.C. 552a{m).

5. A record related to an Internaticnal Application filed under the Patent Ccoperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, o another federal agency for purposes of
National Security review {35 U.S.C. 181} and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c}).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 1o
recommend improvements in records management practices and programs, under authority of 44 U.5.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any cther relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used tc make
determinations about individuals.

3. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant tc 35 U.8.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned cor in which the proceedings were terminated and which applicaticn is
referenced by either a published apgplication, an application open to public inspecticns or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, 1o a Federal, State, or local law
enfarcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.
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IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Justin Marston et al.

SERIAL NO.: 11/129,212

FILING DATE: May 12, 2005

TITLE: Enforcing Compliance Policies in a Messaging System
EXAMINER: Farhad Ali

GROUP ART UNIT: 2446

ATTY. DKT. NO.: 23682-10344

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance
with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: _March 18, 2010 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

COMMISSIONER FOR PATENTS
P.0. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT B AND RESPONSE

Sir:
This amendment for the patent application identified above is in response to the Final

Office Action dated January 19, 2010, which set a shortened statutory period for response

that expires on April 19, 2010.
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IN THE CLAIMS

Claims 1, 8, 15, and 31 are amended herein.

Claim 28 is canceled.

Claim 35 is added.

All pending claims are produced below. In addition, the status of each is also
indicated below and appropriately noted as “Original”, “Currently Amended”, “Canceled”,

“New”, “Withdrawn”, “Previously Presented”, and “Not Entered” as requested by the Office.

1. (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:
a messaging module adapted to control a message database storing messages
exchanged in the messaging system, at least one of the messages having a
plurality of submessages eemprising, at least one of the submessages

being one of a reply to and a forward of ene-ermere-ofrephestoand

forwards-ef other submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages, the
governance module further adapted to apply-the determine rules described

by the compliance policy that are applicable to ones of the plurality of

submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of to-ene-ermere-ofthe

submessages.
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2. (Previously Presented) The messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging system, a
set of jobcodes with which the submessages can be classified, and a set of rules applicable to

the population structure, jobcodes, and submessages.

3. (Previously Presented) The messaging server of claim 2, wherein a jobcode

describes a set of jobcode rules applicable to all submessages classified with the jobcode.

4. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
submessage;

a target element describing a population structure entity that is a recipient of the
submessage; and

a rank describing a ranking of the rule relative to other rules in the compliance

policy.

5. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set

consisting of:
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communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
system; and

readership rules describing which population structure entities can read messages

from other population structure entities via the messaging system.

6. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a submessage or entity in the
population structure is useable; and
retention rules describing a time period after which a submessage or entity in the

population structure should be deleted from the messaging system.

7. (Original) The messaging server of claim 1, wherein a message in the
message database comprises:

a message container containing relational references to one or more submessages.

8. (Currently Amended) A computer program product having a computer-
readable medium having embodied therecon program code for use in an electronic messaging
system, the program code comprising:

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, at least one of the messages having a

plurality of submessages eemprising, at least one of the submessages
4
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being one of a reply to and a forward of ene-ormere-ofrepliesto-and-
forwards-ef other submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages, the
governance module further adapted to applythe determine rules described

by the compliance policy that are applicable to ones of the plurality of

submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of to-ene-ermere-ofthe

submessages.

9. (Previously Presented) The computer program product of claim 8, wherein
the compliance policy describes a population structure of end-users of the messaging system,
a set of jobcodes with which the submessages can be classified, and a set of rules applicable

to the population structure, jobcodes, and submessages.

10. (Canceled)

11. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein a
rule of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage , the elements selected from the group consisting of:
a source clement describing a population structure entity that is a source of the
submessage;
a target element describing a population structure entity that is a recipient of the

submessage; and
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a rank describing a ranking of the rule relative to other rules in the compliance

policy.

12. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
system,

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by

the messaging system.

13. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of

validity rules describing a time period for which a submessage or entity in the

population structure is useable; and
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retention rules describing whether a submessage or entity in the population

structure should be deleted from the messaging system.

14.  (Canceled)

15. (Currently Amended) A computer-implemented method of managing
messages in an electronic messaging system, comprising:
defining a compliance policy describing rules applicable to submessages of
messages in the electronic messaging system;

receiving a submessage message container from a messaging client, the message

container referencing a plurality of submessages including a first

submessage and a second submessage, identified-as-a-referenceina-

at least

one of the submessages submessage being one of a reply to and a forward

of [[a]] another submessage of the plurality of submessages referenced-by-
the-ploralityef referenees;

determining that a first rule of the compliance policy applies to the first

submessage;

determining that the first rule of the compliance policy does not apply to the

second submessage; and

applying the first rule of the compliance policy to the first submessage reeeived-

ot seoliont.

16.  (Previously Presented) The computer-implemented method of claim 15,

wherein the compliance policy describes a population structure of end-users using messaging

7
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clients of the messaging system, a set of jobcodes with which the submessages can be
classified, and a set of rules applicable to the population structure, jobcodes, and

submessages .

17. (Canceled)

18.  (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a population structure, further comprising:
defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team.

19. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a hierarchical population structure, further
comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group.

20. (Canceled)

21. (Original) The computer-implemented method of claim 15, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes a rule element describing an action that is allowed or

denied subject to approval by an entity in the population structure.
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22. (Previously Presented) The computer-implemented method of claim 15,
wherein defining the compliance policy comprises:
defining a set of rules describing digital rights management (DRM) actions that
are allowed or denied on a submessage, the actions including one or more
of printing, saving, taking offline, copying, and replying to, the

submessage.

23. (Previously Presented) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules from
the set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
System,

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
submessage in the messaging system; and

search rules describing which population structure entities can view which
submessages when searching the submessages stored by the messaging

System.

23682/10344/DOCS/2207078

Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 178 of 359



24, (Previously Presented) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include encryption rules describing

whether and/or how to encrypt submessages.

25. (Previously Presented) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include action rules describing actions
an entity can perform on a submessage in the messaging system, and wherein the action rules
describe a number of times within a given time period that the entity can perform a specified

action.

26. (Previously Presented) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure, further
comprising:

defining a group of entities in the population structure;
defining group rules applicable to submessages related to the group of entities;
and

applying the group rules to a submessage related to the group of entities.

27. (Original) The computer-implemented method of claim 26, wherein the

defined group includes geographically-related population structure entities.

10
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28. (Canceled)

29. (Original) The computer-implemented method of claim 15, wherein applying
the compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on the
submessage; and

recording the attempted action in a compliance log.

30. (Original) The computer-implemented method of claim 15, further
comprising:

logging interactions with the messaging client in an audit log.

31. (Currently Amended) The messaging server of claim 1, wherein the
governance policy database further stores at least one prior compliance pelieies policy active

at a time prior times to a time at which the compliance policy was active, and wherein the

submessages of the stored messages are associated with a compliance policy that was active

at a time that content of the submessages was created.

32. (Previously Presented) The messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a
submessage from an end-user, and is further adapted to associate the jobcode with the

submessage responsive to receipt of the indication of the jobcode from the end-user.

33. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the

11
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rules described by the compliance policy include search rules describing which population
structure entities can view which submessages when searching the submessages stored by the

messaging system.

34. (Previously Presented) The messaging server of claim 31, wherein at least
one of the messages stored in the message database has a first submessage associated with a
first compliance policy and a second submessage associated with a second compliance policy
different from the first compliance policy, and wherein the governance module applies the
rules described by the first compliance policy to the first submessage and applies the rules

described by the second compliance policy to the second submessage.

35. (New) The method of claim 15, further comprising:

determining that the first rule of the compliance policy applies to the first
submessage based at least in part on at least one of a source element and a
target element of the first rule; and

determining that the first rule of the compliance policy does not apply to the
second submessage based at least in part on at least one of the source
clement and the target element of the first rule;

wherein the source element of the first rule describes a population structure entity
that is a source of a submessage with respect to which the first rule is
evaluated, and the target element describes a population structure entity
that is a recipient of the submessage with respect to which the first rule is

evaluated.

12
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REMARKS
Claims 1-9, 11-13, 15-16, 18-19, and 21-34 were pending and presented for
examination. In an Office Action dated January 19, 2010, claims 1-9, 11-13, 15-16, 18-19,
and 21-34 were rejected.
Claims 1, 8, 15, and 31 are amended in this Amendment and Response. Further,

claim 28 is canceled, and claim 35 is added.

Examiner Interview

Applicants’ representative, Christopher King, conducted a telephonic interview with
Examiners Ali and Bruckart on March 4, 2010, during which the rejection of claim 15 was
discussed, along with possible amendments thereto. Examiner Ali stated that the proposed

amendment to claim 15 discussed during the interview appeared to overcome the rejection.

Response to Rejections Under 35 USC § 103

Claims 1-5, 7-9, 11-12, 15-16, 18-19, 21, 23, 26-27, and 29-34 stand rejected under
35 USC § 103(a) as being unpatentable over Arnold, U.S. Patent Publication No.
2004/0177271, in view of Albaugh, U.S. Patent Publication No. 2004/0039753.
Additionally, claims 6, 13, 22, 24, 25, and 28 stand rejected under 35 USC § 103(a) as being
unpatentable over Arnold in view of Albaugh and further in view of Nassiri, U.S. Patent

Publication No. 2006/0265464. These rejections are now addressed together.
Independent claim 15, as amended, recites a computer-implemented method of
managing messages in an electronic messaging system, comprising:

13
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defining a compliance policy describing rules applicable to submessages of
messages in the electronic messaging system;

receiving a message container from a messaging client, the message container
referencing a plurality of submessages including a first submessage
and a second submessage, at least one of the submessages being one of
a reply to and a forward of another submessage of the plurality of
submessages;

determining that a first rule of the compliance policy applies to the first
submessage;

determining that the first rule of the compliance policy does not apply to
the second submessage; and

applying the first rule of the compliance policy to the first submessage.

Thus, claim 15 recites that a message container is received from a messaging client,
the message container referencing a plurality of submessages including a first submessage
and a second submessage. Further, a first rule of a compliance policy is determined to apply
to the first submessage but not to the second submessage, and the rule is applied to the first
submessage. Thus, submessages need not all be processed in a uniform manner, but instead
can be treated differently by the compliance policy.

As previously discussed during the examiner interview of March 4th, the applied
references fail to disclose or suggest such features. As noted by the Examiner on page 3 of
the Office Action, Arnold fails to disclose that messages have submessages. Thus, the
Examiner relies on Albaugh. Albaugh discloses generating a unique primary key to identify
an original message which is received for processing by a service, and producing derivative
key codes corresponding to derivative messages produced by the service. (Albaugh,
Abstract).

More specifically, the Examiner cites Albaugh paragraphs 0017 and 0018, which
refer to a “splitter service” that “can break an incoming message (that is actually a package of
messages) into the various independent messages.” As an explanatory example of the splitter

service, Albaugh paragraph 0002 mentions a client sending a single parts ordering message,
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which may in fact be a package of individual messages, to a service node, which generates a
plurality of messages from the single parts ordering message. Albaugh paragraph 0018
additionally mentions an example of a message containing 3 sub-messages, each of which
needs to be translated before delivery. Albaugh at best discloses breaking a single message
package into the various constituent independent messages within it and taking some sort of
action—e.g., translation—on all of the messages. Even assuming for the sake of argument
that always taking this fixed action could reasonably be deemed a “compliance policy,”
Albaugh would still fail to show, for a first and second submessage of a message,
“determining that a first rule of the compliance policy applies to the first submessage” and
“determining that the first rule of the compliance policy does not apply to the second
submessage.” Rather, any actions in Albaugh are applied uniformly to all submessages.

Nor does Nassiri remedy the deficiencies of Arnold and Albaugh. Nassiri concerns
flagging an outgoing electronic message with attributes that control various aspects of
electronic message processing and delivery using digital rights management (DRM) and is
cited as allegedly disclosing features such as specifying message duration or message
printing authorization. Nassiri says absolutely nothing about processing submessages of
messages or about determining that a rule of a compliance policy applies to a first
submessage and does not apply to a second submessage.

Thus, claim 15 is patentably distinguishable over Arnold, Albaugh, and Nassiri,
whether they are taken singly or in combination. Similarly, claims 1 and 8 recite, in part, that
a governance module “determine[s] rules described by the compliance policy that are
applicable to ones of the plurality of submessages, wherein different rules of the compliance

policy are applicable to different ones of the plurality of submessages,” and are patentably
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distinguishable from Arnold, Albaugh, and Nassiri for at least the same reasons discussed
above with respect to claim 15.

The remaining claims depend, directly or indirectly, from claim 1, 8, or 15 and recite
additional patentably distinguishable features and limitations. These claims are patentably
distinguishable over the applied references for at least the same reason as their respective
parent claims.

As one example, claim 31 as amended recites that “the governance policy database
further stores at least one prior compliance policy active at a time prior to a time at which the
compliance policy was active,” and “the submessages of the stored messages are associated
with a compliance policy that was active at a time that content of the submessages was
created.” Thus, a submessage created at one time could have a first compliance policy, and a
submessage created at a later time could have a second, different compliance policy that
became active after the earlier submessage was created. The Examiner cites Amold
paragraphs 0023, 0067, and 0069, which respectively state that communication logging may
involve logging / recording of communications and storing them in a database, that a risk
assessment score for a message can include the role of a sender or receiver (e.g., a
stockbroker) in the message contents, and that information on an employee can be found by
matching the employee’s email address to a record of a master employee file. These cited
paragraphs thus disclose logging and information lookup, but fail to disclose storing at least
one prior compliance policy active at a time prior to a time at which the compliance policy
was active, or that submessages are associated with a compliance policy that was active at a

time that content of the submessages was created, as claimed.
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Conclusion
In sum, claims 1-9, 11-13, 15-16, 18-19, 21-27, and 29-35 are patentable over Arnold,
Albaugh, and Nassiri.
The Examiner is invited to contact Applicants’ representative at the number provided
below if he believes it will help expedite furtherance of this application.

Respectfully Submitted,

Date: _March 17,2010 By: /Christopher King/

Christopher P. King, Reg. No. 60,985
FENWICK & WEST LLP

801 California Street

Mountain View, CA 94041

Phone: (650) 335-7633

Fax: (650) 938-520
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Application No. Applicant(s)

11/129,212 MARSTON ET AL.
Office Action Summary Examiner Art Unit

FARHAD ALI 2446

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)X] Responsive to communication(s) filed on 18 March 2010.
2a)[] This action is FINAL. 2b)X] This action is non-final.

3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4 Claim(s) 1-9,11-13,15,16,18,19,21-27 and 29-35 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s)_____is/are allowed.
6)X] Claim(s) 1-9,11-13,15,16,18,19,21-27 and 29-35 is/are rejected.
7)] Claim(s) _____is/are objected to.
8)[] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 12 May 2005 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)LJAIl b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) IZ Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 01/19/2010. 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100630
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Application/Control Number: 11/129,212 Page 2
Art Unit: 2446

DETAILED ACTION
Status of Claims:
Claims 1-9, 11-13, 15-16, 18-19, 21-27 and 29-35 are pending in this Office Action.
Claims 1, 8, 15 and 31 are amended.
Claim 35 is new.

Claim 28 is cancelled.

Continued Examination Under 37 CFR 1.114
1. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

03/18/2010 has been entered.

Claim Rejections - 35 USC § 101

2. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the
conditions and requirements of this title.

Claims 8-9 and 11-13 rejected under 35 U.S.C. 101 as being drawn to non-
statutory subject matter. The program product is embodied on a computer readable
medium. Said medium is interpreted to include non-statutory subject matter such as

carrier waves, signals, and communication media because carrier waves, signals, and
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communication media store data within the wave, signal or media. While the
specification lists examples (paragraph [0041]) of physical media, those are considered
to be just non-limiting examples. The examiner encourages applicant to amend the
claims and specification with explicit arguments that the medium is ‘non-transitory’ or

‘non-transmissible’.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1-5, 7-9, 11-12, 15-16, 18-19, 21, 23, 26-27, and 29-35 rejected under 35
U.S.C. 103(a) as being unpatentable over Arnold (US Pub 2004/0177271) in view of

Kelly (US 6,138,168).

Claim 1
Arnold teaches a computerized messaging server in an electronic messaging
system (Paragraph [0004] “An electronic screening tool is applied to the unsent
electronic message prior to transmission of the unsent electronic message from
a server, associated with the business, to the recipient”), comprising:
a messaging module adapted to control a message database storing messages

exchanged in the messaging system; and a governance module adapted to control a
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governance policy database storing a compliance policy describing rules applicable to
the messages, the governance module further adapted to determine rules described by
the compliance policy (Paragraph [0004] “The electronic screening tool is
programmed to identify content that is potentially not authorized by the business
or potentially harmful to the business, and is comprised of one or more of the
following: a proxy service comprised of a message accessor, a message analyzer
and an action manager that is more fully described below”).

Arnold fails to specifically disclose at least one of the messages having a plurality

of submessages, at least one of the submessages being one of a reply to and forward

of other submessages of the message, and the rules described by the compliance

policy that are applicable to ones of the plurality of submessages, wherein different

rules of the compliance policy are applicable to different ones of the plurality of

submessages.

Kelly teaches in column 3 lines 19-32, “There is thus provided a system having
facilities for selection of particular code components or modules within an application
program prior to the application program processing an incoming message, this
selection or “tailoring™ of the application program being dependent on the “type’ of the
message. Message “type’ in this context may refer to any predefined characteristics
which are identifiable and usable as criteria for determining which application program
components to select (e.g. the message “type” may refer to whether the message is a
request, a reply or an informational message, or whether the message is a delete

instruction or an update instruction). The phrase "'message type’ will be used hereafter
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to refer generally to any characteristics which are static for a particular message” and
column 4 lines 8-24, “Thus, the application infrastructure preferably supports rules for
selecting appropriate application program components which include criteria other than
message type. If message “type’ refers to characteristics which are static and inherently
part of the message, then the other characteristics which may be examined to
determine what operations to perform can be described as dynamic characteristics.
These can include characteristics such as whether a message is late or on time,
whether messages have arrived out of sequence, and what state the application is in.
For example, a rule may trigger a component to be selected (i.e. invoking the procedure
which is defined by that application program component) only when a preset time period
has expired or only when the last one of an awaited set of reply messages is received”
in order that “It is preferred for the procedures which are defined by the modular
application programs to be invoked only when certain rules are satisfied, and to achieve
this the application infrastructure has means for comparing certain characteristics of an
incoming message (and/or characteristics of the system at the time the message
arrives) with rules for message processing” (column 4 lines 1-7).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of Arnold to include rules for selecting application program components as
taught by Kelly in order that “It is preferred for the procedures which are defined by the
modular application programs to be invoked only when certain rules are satisfied, and to

achieve this the application infrastructure has means for comparing certain
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characteristics of an incoming message (and/or characteristics of the system at the time

the message arrives) with rules for message processing” (column 4 lines 1-7).

Claim 2

The modified Arnold teaches the messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging
system; a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 3
The modified Arnold teaches the messaging server of claim 2, wherein a jobcode
describes a set of jobcode rules applicable to all submessages classified with the
jobcode (Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or

recipient is representing in the contents of the unsent message”).

Claim 4
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The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a
rule of the compliance policy includes one or more rule elements describing whether a
rule is applicable to a submessage, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage; and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).

Claim 5

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules from the
set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging system; and

readership rules describing which population structure entities can read
messages from other population structure entities via the messaging system
(Paragraph [0064] “Not every enterprise will want to analyze messages according

to the same criteria. Within an enterprise, circumstances may require that
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messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Claim 7

The modified Arnold teaches the messaging server of claim 1, wherein a
message in the message database comprises:

a message container containing relational references to one or more
submessages (Paragraph [0023] “The management may also involve auditing or
logging of communications between people and/or capturing or recording
communications between people where copies of the communication are

preserved in a database”).

Claim 8

Claim 8 is rejected for the same reasoning as claim 1 as it is analogous in scope.

Claim 9
The modified Arnold teaches the computer program product of claim 8, wherein

the compliance policy describes a population structure of end-users of the messaging
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system, a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 11

The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein a rule of the compliance policy includes one or more rule elements describing
whether a rule is applicable to a submessage, the elements selected from the group
consisting of:

a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage:, and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).

Claim 12
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The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules
from the set consisting of:

communicate rules describing which population structure entities can
communication with other population structure entities via the messaging system;
readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing
actions a population structure entity can perform on a message component in the
messaging system; and search rules describing which population structure entities can
view which message components when searching the messaging components stored
by the messaging system (Paragraph [0064] “Not every enterprise will want to
analyze messages according to the same criteria. Within an enterprise,
circumstances may require that messages sent from one type of sender (or even
a specific sender) is treated differently. The system 1000 accommodates this by
allowing configuration settings and rules to apply different levels of scrutiny to
messages sent by different users or different classes of users. Also, particular
domain-specific risk assessment modules 640, 650, 660, 665 may be turned on

and off as business policy warrants”).

Claim 15
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Claim 15 is rejected for the same reasoning as claim 1 and 7 as it is analogous in

scope.

Claim 16

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a population structure of end-users using
messaging clients of the messaging system, a set of jobcodes with which the
submessages can be classified, and a set of rules applicable to the population structure,
jobcodes, and submessages (Paragraph [0069] “This user/role knowledge base 612
may include information on an employee’s job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 18
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a population structure,
further comprising:
defining a team containing a set of entities of the population structure; and
reflecting an action of an entity on the team across all of the entities on the team
(Paragraph [0067] “For example, many of the heuristics that are needed to

determine a risk assessment score 718 are concerned with the role a sender or
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recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 19

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a hierarchical population
structure, further comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and defining a set of rules
applicable to the entities in the group (Paragraph [0067] “For example, many of the
heuristics that are needed to determine a risk assessment score 718 are
concerned with the role a sender or recipient is representing in the contents of
the unsent message” and Paragraph [0069] “This user/role knowledge base 612
may include information on an employee’s job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).
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Claim 21

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein a rule of the compliance policy includes a rule element describing an action
that is allowed or denied subject to approval by an entity in the population structure
(Pargraph [0004] “if the output of the electronic screening tool indicates that the
unsent electronic message contains content that is potentially not authorized by
the business or potentially harmful to the business. The sender is provided with
at least one of the following options: (i) delete the unsent electronic message
and/or scrape the unsent electronic message from the server if the unsent
electronic message was previously stored on the server, (ii) revise the unsent
electronic message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be

comprised of any message transmitted by electronic means”).

Claim 23
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein the rules described by the compliance policy include one or more types of
rules from the set consisting of:
communication rules describing which population structure entities can

communicate with other population structure entities via the messaging system;
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readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing
actions a population structure entity can perform on a submessage in the messaging
system; and search rules describing which population structure entities can view which
submessages when searching the submessages stored by the messaging system
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Claim 26
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure,
further comprising:
defining a group of entities in the population structure; defining group rules
applicable to submessages related to the group of entities; and applying the group rules
to a submessage related to the group of entities (Paragraph [0067] “For example,

many of the heuristics that are needed to determine a risk assessment score 718
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are concerned with the role a sender or recipient is representing in the contents
of the unsent message” and Paragraph [0069] “This user/role knowledge base
612 may include information on an employee’s job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 27

The modified Arnold teaches the computer-implemented method of claim 26,
wherein the defined group includes geographically-related population structure entities
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 29
The modified Arnold teaches the computer-implemented method of claim 15,

wherein applying the compliance policy to the message component comprises:
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determining whether the compliance policy prohibits an attempted action on the
submessage; and recording the attempted action in a compliance log (Paragraph
[0004] “if the output of the electronic screening tool indicates that the unsent
electronic message contains content that is potentially not authorized by the
business or potentially harmful to the business. The sender is provided with at
least one of the following options: (i) delete the unsent electronic message and/or
scrape the unsent electronic message from the server if the unsent electronic
message was previously stored on the server, (ii) revise the unsent electronic
message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be
comprised of any message transmitted by electronic means” and paragraph

[0048] “The message may be logged in a message audit trail 890”).

Claim 30

The modified Arnold teaches the computer-implemented method of claim 15,
further comprising:

logging interactions with the messaging client in an audit log (Paragraph [0004]
“if the output of the electronic screening tool indicates that the unsent electronic
message contains content that is potentially not authorized by the business or
potentially harmful to the business. The sender is provided with at least one of
the following options: (i) delete the unsent electronic message and/or scrape the

unsent electronic message from the server if the unsent electronic message was
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previously stored on the server, (ii) revise the unsent electronic message, or (iii)
send the unsent electronic message to a supervisor or designated company
official for approval. The unsent electronic message may be comprised of any
message transmitted by electronic means” and paragraph [0048] “The message

may be logged in a message audit trail 890”).

Claim 31
The modified Arnold teaches the messaging server of claim 1, wherein the

governance policy database further stores at least one prior compliance policy active at

a time prior to a time at which the compliance policy was active, and wherein the

submessages of the stored messages are associated with a compliance policy that was
active at a time that content of the submessages was created (See claim 1 rejection
[Kelly] column 4 lines 1-7 “It is preferred for the procedures which are defined by
the modular application programs to be invoked only when certain rules are
satisfied, and to achieve this the application infrastructure has means for
comparing certain characteristics of an incoming message (and/or characteristics
of the system at the time the message arrives) with rules for message
processing” and Arnold Paragraph [0023] “The management may also involve
auditing or logging of communications between people and/or capturing or
recording communications between people where copies of the communication
are preserved in a database” and paragraph [0024] It is expected that the

communications management policies implemented by the present invention will
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change over time, and the kinds of communications that are or are not allowed
will similarly change over time. Likewise, the type and degree of scrutiny placed
on particular messages and/or particular users may vary over time. To
accommodate the changing landscape of the activity that an effective electronic
messaging filter encounters, the overall design of this invention provides a

solution that is configurable, expandable, and designed for high throughput”).

Claim 32

The modified Arnold teaches the messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a
submessage from an end-user, and is further adapted to associate the jobcode with the
submessage responsive to receipt of the indication of the jobcode from the end-user
(Paragraph [0069] “This user/role knowledge base 612 may include information
on an employee's job title, job code, organization/department name, organization
code, telephone number, instant messaging username(s). These may be found by
matching the employee's email address to the matching record in an employee

master file”).

Claim 33
The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein

the rules described by the compliance policy include search rules describing which
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population structure entities can view which submessages when searching the
submessages stored by the messaging system (Paragraph [0064] “Not every
enterprise will want to analyze messages according to the same criteria. Within
an enterprise, circumstances may require that messages sent from one type of
sender (or even a specific sender) is treated differently. The system 1000
accommodates this by allowing configuration settings and rules to apply different
levels of scrutiny to messages sent by different users or different classes of
users. Also, particular domain-specific risk assessment modules 640, 650, 660,

665 may be turned on and off as business policy warrants”).

Claim 34

The modified Arnold teaches the messaging server of claim 31, wherein at least
one of the messages stored in the message database has a first submessage
associated with a first compliance policy and a second submessage associated with a
second compliance policy different from the first compliance policy, and wherein the
governance module applies the rules described by the first compliance policy to the first
submessage and applies the rules described by the second compliance policy to the
second submessage (Paragraph [0064] “Not every enterprise will want to analyze
messages according to the same criteria. Within an enterprise, circumstances
may require that messages sent from one type of sender (or even a specific
sender) is treated differently. The system 1000 accommodates this by allowing

configuration settings and rules to apply different levels of scrutiny to messages
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sent by different users or different classes of users. Also, particular domain-
specific risk assessment modules 640, 650, 660, 665 may be turned on and off as

business policy warrants”).

Claim 35

The modified Arnold teaches the method of claim 15, further comprising:

determining that the first rule of the compliance policy applies to the first
submessage based at least in part on at least one of a source element and a target
element of the first rule (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role
a sender or recipient is representing in the contents of the unsent message. For
example: does the sender or the intended recipient(s) represent a stockbroker, a
designated insider, a director level, etc. Regardless of the parties’ identities that
are participating in the contents of the unsent message, information such as this
may drive some decisions about what action should be taken on an unsent
message”’); and

determining that the first rule of the compliance policy does not apply to the
second submessage based at least in part on at least one of the source element and
the target element of the first rule (See claim 1 rejection [Kelly] column 4 lines 8-24,
“Thus, the application infrastructure preferably supports rules for selecting
appropriate application program components which include criteria other than

message type. If message “type’ refers to characteristics which are static and
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inherently part of the message, then the other characteristics which may be
examined to determine what operations to perform can be described as dynamic
characteristics. These can include characteristics such as whether a message is
late or on time, whether messages have arrived out of sequence, and what state
the application is in. For example, a rule may trigger a component to be selected
(i.e. invoking the procedure which is defined by that application program
component) only when a preset time period has expired or only when the last one
of an awaited set of reply messages is received”);

wherein the source element of the first rule describes a population structure
entity that is a source of a submessage with respect to which the first rule is evaluated,
and the target element describes a population structure entity that is a recipient of the
submessage with respect to which the first rule is evaluated (Paragraph [0071]
“Furthermore, the user/role knowledge base 612 may include information from
databases and enterprise data sources that may pertain to the relationship
between the message sender and recipients. For example, an enterprise’s
telephone billing/tracking/usage system may be queried to determine the duration
and extent of recent telephone communication in a defined time period. Similarly,
any auditing of email or instant messaging (whether performed inside the system
1000 or externally) may be queried to determine the duration and extent of email
and/or instant messaging communications between the parties in a defined time
period (e.g., the previous 30 days). The purpose for gathering this information

and augmenting it in the current message's representation is that the upcoming
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risk assessment may judge/score the message contents differently depending on

whether or not a pattern of communications has occurred or is emerging”).

5. Claims 6, 13, 22, 24 and 25 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Arnold in view of Kelly, and further in view of Nassiri (US Pub

2006/0265464).

Claim 6

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business
policy warrants”).

The modified Arnold fails to specifically disclose validity rules describing a time

period for which a submessage or entity in the population structure is useable; and
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retention rules describing a time period after which a submessage or entity in the
population structure should be deleted from the messaging system.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user
has opened the message). Additionally, the method of the present inventive device
confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include electronic message duration as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).
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Claim 13

Claim 13 is rejected for the same reasoning as claim 6.

Claim 22

The modified Arnold teaches the computer-implemented method of claim 15.

The modified Arnold fails to specifically disclose wherein defining the compliance
policy comprises: defining a set of rules describing digital rights management (DRM)
actions that are allowed or denied on a submessage, the actions including one or more
of printing, saving, taking offline, copying, and replying to, the submessage.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user
has opened the message). Additionally, the method of the present inventive device
confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended

recipient” in order that “the originator of an electronic message utilizes a digital rights
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management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include electronic message duration as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 24

The modified Arnold teaches the computer-implemented method of claim 15.

The modified Arnold fails to specifically disclose wherein the rules described by
the compliance policy include encryption rules describing whether and/or how to encrypt
submessages.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user

has opened the message). Additionally, the method of the present inventive device
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confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include verification requirement as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 25

The modified Arnold teaches the computer-implemented method of claim 15.

The modified Arnold fails to specifically disclose wherein the rules described by
the compliance policy include action rules describing actions an entity can perform on a
submessage in the messaging system, and wherein the action rules describe a number
of times within a given time period that the entity can perform a specified action.

Nassiri teaches in paragraph [0074] that “With respect to FIG. 3A, the digital
rights management attribute of print authorization is depicted using the software
download. The Client selects print authorization 51 as the desired electronic message
attribute 60, and the parameters of how the electronic message may be printed by

selecting at least one of the group of: limit 61, allow 62, or disallow 63" in order that “the
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originator of an electronic message utilizes a digital rights management (DRM) system
to control various aspects of electronic message processing and electronic message
delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include a limit as taught by Nassiri in order that
“the originator of an electronic message utilizes a digital rights management (DRM)
system to control various aspects of electronic message processing and electronic

message delivery options” (Paragraph [0015]).

Response to Arguments
6. Applicant's arguments with respect to claims 1-9, 11-13, 15-16, 18-19, 21-27 and

29-35 have been considered but are moot in view of the new ground(s) of rejection.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FARHAD ALI whose telephone number is (571)270-
1920. The examiner can normally be reached on Monday thru Friday, 7:30am to
5:00pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Farhad Ali/
Examiner, Art Unit 2446

/Benjamin R Bruckart/
Primary Examiner, Art Unit 2446
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IN THE CLAIMS

Claims 1, 8, 15, and 35 are amended herein.

Claim 7 is canceled.

Claim 36 is added.

All pending claims are produced below. In addition, the status of each is also
indicated below and appropriately noted as “Original”, “Currently Amended”, “Canceled”,

“New”, “Withdrawn”, “Previously Presented”, and “Not Entered” as requested by the Office.

1. (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:
a messaging module adapted to control a message database storing messages
exchanged in the messaging system, at least one of the messages

comprising a message container containing relational references pointing

to having a plurality of submessages stored externally to the message

container, at least one of the submessages being one of a reply to and a
forward of other submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages, the
governance module further adapted to determine rules described by the
compliance policy that are applicable to ones of the plurality of
submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of submessages.
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2. (Previously Presented) The messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging system, a
set of jobcodes with which the submessages can be classified, and a set of rules applicable to

the population structure, jobcodes, and submessages.

3. (Previously Presented) The messaging server of claim 2, wherein a jobcode

describes a set of jobcode rules applicable to all submessages classified with the jobcode.

4. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
submessage;

a target element describing a population structure entity that is a recipient of the
submessage; and

a rank describing a ranking of the rule relative to other rules in the compliance

policy.

5. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set

consisting of:
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communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
system; and

readership rules describing which population structure entities can read messages

from other population structure entities via the messaging system.

6. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a submessage or entity in the
population structure is useable; and
retention rules describing a time period after which a submessage or entity in the

population structure should be deleted from the messaging system.

7. (Canceled)

8. (Currently Amended) A computer program product having a non-transitory
computer-readable medium having embodied thereon program code for use in an electronic
messaging system, the program code comprising:

a messaging module adapted to control a message database storing messages
exchanged in the messaging system, at least one of the messages

comprising a message container containing relational references pointing

to having a plurality of submessages stored externally to the message
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container, at least one of the submessages being one of a reply to and a
forward of other submessages of the message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the submessages, the
governance module further adapted to determine rules described by the
compliance policy that are applicable to ones of the plurality of
submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of submessages.

9. (Previously Presented) The computer program product of claim 8, wherein
the compliance policy describes a population structure of end-users of the messaging system,
a set of jobcodes with which the submessages can be classified, and a set of rules applicable

to the population structure, jobcodes, and submessages.

10. (Canceled)

11. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein a
rule of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a submessage, the elements selected from the group consisting of:
a source element describing a population structure entity that is a source of the
submessage;
a target element describing a population structure entity that is a recipient of the

submessage; and
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a rank describing a ranking of the rule relative to other rules in the compliance

policy.

12. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
system,

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by

the messaging system.

13. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of

validity rules describing a time period for which a submessage or entity in the

population structure is useable; and
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retention rules describing whether a submessage or entity in the population

structure should be deleted from the messaging system.

14.  (Canceled)

15. (Currently Amended) A computer-implemented method of managing
messages in an electronic messaging system, comprising:
defining a compliance policy describing rules applicable to submessages of
messages in the electronic messaging system;
receiving a message container from a messaging client, the message container
containing relational references pointing to referencing a plurality of

submessages stored externally to the message container, the plurality of

submessages including a first submessage and a second submessage, at
least one of the submessages being one of a reply to and a forward of
another submessage of the plurality of submessages; and

selectively applying rules of the compliance policy to the submessages.

16. (Previously Presented) The computer-implemented method of claim 15,

wherein the compliance policy describes a population structure of end-users using messaging
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clients of the messaging system, a set of jobcodes with which the submessages can be
classified, and a set of rules applicable to the population structure, jobcodes, and

submessages .

17. (Canceled)

18.  (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a population structure, further comprising:
defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team.

19. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a hierarchical population structure, further
comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group.

20. (Canceled)

21. (Original) The computer-implemented method of claim 15, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes a rule element describing an action that is allowed or

denied subject to approval by an entity in the population structure.
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22. (Previously Presented) The computer-implemented method of claim 15,
wherein defining the compliance policy comprises:
defining a set of rules describing digital rights management (DRM) actions that
are allowed or denied on a submessage, the actions including one or more
of printing, saving, taking offline, copying, and replying to, the

submessage.

23. (Previously Presented) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules from
the set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
System,

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
submessage in the messaging system; and

search rules describing which population structure entities can view which
submessages when searching the submessages stored by the messaging

System.
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24, (Previously Presented) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include encryption rules describing

whether and/or how to encrypt submessages.

25. (Previously Presented) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include action rules describing actions
an entity can perform on a submessage in the messaging system, and wherein the action rules
describe a number of times within a given time period that the entity can perform a specified

action.

26. (Previously Presented) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure, further
comprising:

defining a group of entities in the population structure;
defining group rules applicable to submessages related to the group of entities;
and

applying the group rules to a submessage related to the group of entities.

27. (Original) The computer-implemented method of claim 26, wherein the

defined group includes geographically-related population structure entities.

10
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28. (Canceled)

29. (Original) The computer-implemented method of claim 15, wherein applying
the compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on the
submessage; and

recording the attempted action in a compliance log.

30. (Original) The computer-implemented method of claim 15, further
comprising:

logging interactions with the messaging client in an audit log.

31.  (Previously Presented) The messaging server of claim 1, wherein the
governance policy database further stores at least one prior compliance policy active at a time
prior to a time at which the compliance policy was active, and wherein the submessages of
the stored messages are associated with a compliance policy that was active at a time that

content of the submessages was created.

32. (Previously Presented) The messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a
submessage from an end-user, and is further adapted to associate the jobcode with the

submessage responsive to receipt of the indication of the jobcode from the end-user.

33. (Previously Presented) The messaging server of claim 1, wherein the

messaging system is utilized by a set of entities in a population structure and wherein the

11
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rules described by the compliance policy include search rules describing which population
structure entities can view which submessages when searching the submessages stored by the

messaging system.

34. (Previously Presented) The messaging server of claim 31, wherein at least
one of the messages stored in the message database has a first submessage associated with a
first compliance policy and a second submessage associated with a second compliance policy
different from the first compliance policy, and wherein the governance module applies the
rules described by the first compliance policy to the first submessage and applies the rules

described by the second compliance policy to the second submessage.

35.  (Currently Amended) The method of claim 15, further comprising:

determining that a [[the]] first rule of the compliance policy applies to the first
submessage based at least in part on at least one of a source element and a
target element of the first rule; and

determining that the first rule of the compliance policy does not apply to the
second submessage based at least in part on at least one of the source
clement and the target element of the first rule;

wherein the source element of the first rule describes a population structure entity
that is a source of a submessage with respect to which the first rule is
evaluated, and the target element describes a population structure entity
that is a recipient of the submessage with respect to which the first rule is

evaluated.

12
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36. (New) The computer-implemented method of claim 15, wherein content of
the first submessage was created at a first time and content of the second submessage was
created at a second time later than the first time, the compliance policy active at the second
time and associated with the second submessage, the method further comprising:

storing a prior compliance policy active at the first time and associated with the
first submessage; and
responsive to an occurrence of an action associated with the message container:

responsive to determining that the prior compliance policy is associated

with the first submessage, applying the prior compliance policy to

the first submessage, and

responsive to determining that the compliance policy is associated with the

second submessage, applying the compliance policy to the second

submessage.

13
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REMARKS
Claims 1-9, 11-13, 15-16, 18-19, 21-27 and 29-35 were pending and presented for
examination. In an Office Action dated July 13, 2010, claims 1-9, 11-13, 15-16, 18-19, 21-
27 and 29-35 were rejected.
Claims 1, 8, 15, and 35 are amended in this Amendment and Response. Further,

claim 7 is canceled, and claim 36 is added.

Examiner Interview

Applicants’ representative, Christopher King, conducted a telephonic interview with
Examiners Farhad Ali and Kenny Lin on November 12, 2010, during which the rejections of
claims 1, 7, and 31 were discussed, along with possible amendments to those claims.
Although no express agreement was reached, the Examiners expressed their opinions that the
amendments to claims 7 and 31 proposed by Applicants’ representative during the
interview—and now incorporated into independent claims 1, 8, and 15, and into claim 36,

respectively—would require a new art search.

Response to Rejections Under 35 USC § 101

Claims 8-9 and 11-13 stand rejected under 35 USC § 101 as being drawn to non-
statutory subject matter. In order to expedite prosecution, Applicants have amended claim 8,
from which claims 9 and 11-13 depend, to recite that the computer-readable medium on
which program code is embodied is “non-transitory.” Thus, the rejection of claims 8-9 and

11-13 has been obviated.

14
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Response to Rejections Under 35 USC § 103

Claims 1-5, 7-9, 11-12, 15-16, 18-19, 21, 23, 26-27, and 29-35 stand rejected under
35 USC § 103(a) as being unpatentable over Arnold, U.S. Patent Publication No.
2004/0177271, in view of Kelly, U.S. Patent No. 6,138,168. Additionally, claims 6, 13, 22,
24, and 25 stand rejected under 35 USC § 103(a) as being unpatentable over Arnold in view
of Kelly and further in view of Nassiri, U.S. Patent Publication No. 2006/0265464. These

rejections are now discussed together.

Independent Claim 15

Independent claim 15 has been amended to recite limitations of former dependent
claim 7, as modified according to the discussion of the interview of November 12th.
Specifically, claim 15 recites a computer-implemented method of managing messages in an
electronic messaging system, comprising:

defining a compliance policy describing rules applicable to submessages of
messages in the electronic messaging system;

receiving a message container from a messaging client, the message
container containing relational references pointing to a plurality of
submessages stored externally to the message container, the
plurality of submessages including a first submessage and a second
submessage, at least one of the submessages being one of a reply to
and a forward of another submessage of the plurality of submessages;

selectively applying rules of the compliance policy to the plurality of
submessages.

Thus, a message container is received from a messaging client, where the message container
contains relational references pointing a plurality of submessages stored externally to the
message container. Thus, as noted by paragraph 0026 of the specification as filed, the
message container itself does not contain content, but rather points to submessages, the
content of which is stored elsewhere, such as on the messaging server 112, or in local caches

15
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118, as depicted in FIG. 1 of instant application. The different submessages of the message
container may then be treated differently by a compliance policy, with the rules of the
compliance policy being selectively applied to the submesages. For example, claim 15
recites that a first rule of a compliance policy is determined to apply to a first submessage of

the message container, but does not apply to a second submessage.

The applied references fail to disclose or suggest such features. The Examiner cites
Arnold, which very generally discloses a method and system for identifying content that is
potentially harmful or non-authorized, including applying an electronic screening tool to an
electronic message prior to transmitting it. (Arnold, Abstract). In particular, the Examiner
cites paragraph 0023 of Arnold, which merely states that message management may involve
auditing or logging of communications between people, where copies of the communications

are preserved in a database. This fails to show that the message container received from the

messaging client contains relational references pointing to a plurality of submessages stored

externally to the message container, much less selectively applying rules of the compliance

policy to the submessages. Rather, Arnold paragraph 0023 merely shows that separate
copies of messages may be logged, but not (for example) that a message container itself

contains relational references pointing to the separate copies.

During the interview of November 12th, the Examiner additionally referenced
paragraphs 0034 and 0041 of Amold. Arnold paragraph 0034 merely mentions that a
message may be converted from its original representation to a neutral format such as XML,
but this does not show the relational references pointing to a plurality of submessages stored
externally to the message container, as claimed. Likewise, Arnold paragraph 0041 states

additional information can be learned about the roles of the sender and/or receiver within the

16
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email system, but again fails to show relational references pointing to a plurality of

submessages stored externally.

Nor do Kelly or Nassiri remedy the deficiencies of Arnold. Kelly discloses a table-
driven approach to processing messages sent between application programs of a distributed
system, such as requests, replies, information messages, delete, or update instructions. (Kelly
Abstract, 3:24-32). Nassiri discloses sending an electronic message to a recipient, where the
original message specifies attributes related to digital rights management (DRM). Neither
reference discloses or suggests receiving a message container from a messaging client, where
the message container contains relational references pointing to a plurality of messages
stored externally to the message container, much less selectively applying rules of the

compliance policy to the submessages.

Thus, one of ordinary skill in the art would not have found claim 15 to be obvious in
view of the applied references. Independent claims 1 and 8 recite features similar to those of
claim 15 as amended, and are thus likewise not obvious. The remaining claims depend,
directly or indirectly, from claims 1, 8, or 15, and recite additionally patentably
distinguishable features and limitations. Thus, the dependent claims are not obvious in view
of the applied reference for at least the same reasons discussed above with respect to claim

15.

Dependent Claim 36

Additionally, claim 36 has been added to clarify the discussion of claim 31 during the

interview of November 12th. Accordingly, claim 36 recites:

17
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The computer-implemented method of claim 15, wherein content of the first
submessage was created at a first time and content of the second
submessage was created at a second time later than the first time, the
compliance policy active at the second time and associated with the
second submessage, the method further comprising:

storing a prior compliance policy active at the first time and associated with
the first submessage; and

responsive to an occurrence of an action associated with the message
container:
responsive to determining that the prior compliance policy is

associated with the first submessage, applying the prior

compliance policy to the first submessage, and

responsive to determining that the compliance policy is associated

with the second submessage, applying the compliance

policy to the second submessage.
Thus, a compliance policy and a prior compliance policy are stored, the prior compliance
policy active at a first time at which content of a first submessage was created and associated
with the first submessage, and the (later) compliance policy active at a second, later time at
which content of the second submessage was created and associated with the second
submessage. Additionally, claim 36 recites “responsive to determining that the prior
compliance policy is associated with the first submessage, applying the prior compliance
policy to the first submessage” and “responsive to determining that the compliance policy is
associated with the second submessage, applying the compliance policy to the second
submessage.” Thus, the content of the first submessage of the message container was created
at a time prior to the second submessage and is associated with the prior compliance policy,
and hence the prior compliance policy is applied to it. In contrast, the second submessage (of
the same message container, such as an email) was created later in time and is associated
with the (later) compliance policy, and hence the later compliance policy is applied to it,

rather than the prior compliance policy. This allows storing a plurality of compliance

policies active at different times, and applying, to cach submessage of the message container,

18
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the compliance policy that was active at the time that the submessage content was created, as

described in paragraph 0042 of the specification as filed.

Claim 36, like claim 31, addresses the concept of prior compliance policies, and thus
the citations related to claim 31 are potentially also relevant to claim 36. Regarding claim
31, the Examiner cited Kelly 4:1-7 and Arnold paragraphs 0023-0024. Kelly 4:1-7 merely
states that rules can be applied to a message when it arrives, and the Arnold paragraphs
merely state that management policies can change over time. However, these cited portions
of Kelly and Arnold in no way disclose or suggest that their respective systems store both a
compliance policy and a prior compliance policy, that a first submessage of a message
container is associated with the prior policy and a second submessage of the same message
container with the (later) policy, and that the prior compliance policy is applied to the first
submessage and the (later) compliance policy to the second submessage responsive to an

occurrence of an action associated with the message container.

Conclusion

In sum, claims 1-6, 8-9, 11-13, 15-16, 18-19, 21-27, and 29-36 are patentable over

Arnold, Kelly, and Nassiri, whether taken singly or in the suggested combination.

The Examiner is invited to contact Applicants’ representative at the number provided
below if he believes it will help expedite furtherance of this application.

Respectfully Submitted,

Date: November 15, 2010 By: /Christopher King/

Christopher P. King, Reg. No. 60,985
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FENWICK & WEST LLP

801 California Street
Mountain View, CA 94041
Phone: (650) 335-7633
Fax: (650) 938-520
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Application No. Applicant(s)

; 11/129,212 MARSTON ET AL.
Interview Summary Examiner Art Unit
FARHAD ALI 2478

All participants (applicant, applicant’s representative, PTO personnel):

(1) FARHAD ALI. (3)KENNY LIN.

(2) CHRISTOPHER KING (#60.985). (4) .

Date of Interview: 12 November 2010.

Type: a)X] Telephonic b)[] Video Conference
c)] Personal [copy given to: 1)[] applicant  2)[] applicant’s representative]

Exhibit shown or demonstration conducted: d)[] Yes e)X No.
If Yes, brief description:

Claim(s) discussed: 1,7 and 31.
Identification of prior art discussed: Arnold and Kelly.

Agreement with respect to the claims f)[] was reached. g)[X] was not reached. h)[] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: The applicant discussed possible ammendments to direct the invention towards e-
mail to help distinquish from the Kelly reference. The applicant also discussed the rejection of claim 7 and proposed
incorporating limitations from the specification to elaborate upon the container and the relational references pointing
to content external to the container, to which the examiner said would require further consideration and search. In
reqgards to claim 31, the applicant discussed the citations and the examiner explained how the claim language is read
upon by the comination of Arnold and Kelly and sugqgested elaborating in the claims to clarify that the pior compliance
policy was not the active complaince policy at that time.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Kenny S Lin/
Primary Examiner, Art Unit 2478

U.S. Patent and Trademark Office
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— Anindication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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DaTE: October 26, 2010
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NAME: Fax No.: PHONE No.:
Examiner Farhad Al +1(571) 270-2920 (571) 270-1920
From: Christopher King PHoNE: (650) 335-7633

RE: Interview agenda for application 11/129,212

NUMBER OF PAGES WITH COVER PAGE: 3 cking@fenwick.com

MESSAGE:

Hi Examiner Ali,

Attached is an agenda for the interview.

I'm likely going to be out of the office during some portion of November
3rd-November 9th, so if it's possible to schedule the interview then, that would be
ideal. If not, perhaps November 10th? Again, I'm on the west coast, so your 1
PM or later is preferred, if possible.

Thanks very much,

~Chris

CAUTION - CONFIDENTIAL

THE INFORMATION CONTAINED IN THIS FACSIMILE MESSAGE IS PRIVILEGED AND CONFIDENTIAL
INFORMATION INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY NAMED ABOVE OR ITS
DESIGNEE. IF THE READER OF THIS MESSAGE [S NOT THE INTENDED RECIPIENT, YOU ARE HEREBY
NOTIFIED THAT ANY DISSEMINATION, DISTRIBUTION OR COPY OF THIS COMMUNICATION IS STRICTLY
PROHIBITED. IF YOU HAVE RECEIVED THIS COMMUNICATION IN ERROR PLEASE IMMEDIATELY NOTIFY
US BY TELEPHONE AND RETURN THE ORIGINAL MESSAGE TO US AT THE ABOVE ADDRESS VIA THE U.S.
POSTAL SERVICE. THANK YOU.

IFYOU DO NOT RECEIVE ALL OF THE PAGES, OR IF THEY ARE NOT CLEAR,
PLEASE CALL COPY & FAX SERVICES AT (650) 335-7309
AS SOON AS POSSIBLE.

PAGE 1/3 * RCVD AT 10/26/2010 10:24:56 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-4/10 * DNIS:2702920 * CSID:FENWICK * DURATION {(mm-ss):00-38
Microsoft - Exhibit 1002
Microsoft v. Sterling - IPR2025-00270
Page 259 of 359



10/26/2010 7:24:59 PM -0700 WWW.FENWICK.COM PAGE 2 OF 3

Christopher P. King

Associate, Patent Group

Fenwick & West LLP

801 California Street

Mountain View, CA 94041

Direct: 650.335.7633

Fax: 650.938.5200

Email: cking@fenwick.com<mailto:cking@fenwick.com>
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Interview Agenda for Application 11/129.,212 (Atty Docket #10344)

When: To be determined. (Preferably prior to Wednesday, November 3rd.)

Discussion topics

(1) Discussion of the new Kelly reference. For example, Kelly pertains to processing of
messages between application portions and handling error conditions within a distributed

application infrastructure.

(2) Possible amendments to claim 1 to clarify distinctions arising from the different

context and purpose of Kelly.

(3) Rejection of claim 7: The citation does not show a message container containing

relational references to submessages; rather, Amold [0023] states only that copies of

communications are preserved in a database.

{(4) Rejection of claim 31: The cited portions merely state that rules can be invoked on

messages (Kelly 4:1-7), that recorded communications can be stored in a database (Arnold
0023), and that policies may change (Arnold 0024). This does not disclose or suggest the
claimed storing of at least one prior compliance policy active at a time prior to a time at which
the compliance policy was active, or that submessages are associated with a compliance policy

that was active at a time that content of the submessages was created.
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DETAILED ACTION
Status of Claims:
Claims 1-6, 8-9, 11-13, 15-16, 18-19, 21-27 and 29-36 are pending.
Claims 1, 8, 15 and 35 are amended.
Claim 36 is new.

Claim 7 is cancelled.

Claim Rejections - 35 USC § 103
1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

2. Claims 1-6, 8-9, 11-13, 15-16, 18-19, 21-27, 29-30 and 32-35 rejected under 35
U.S.C. 103(a) as being unpatentable over Arnold (US Pub 2004/0177271) in view of

Clark (US 6,725,228) and further in view of Nassiri (US Pub 2006/0265464).

Claim 1
Arnold teaches a computerized messaging server in an electronic messaging
system (Paragraph [0004] “An electronic screening tool is applied to the unsent
electronic message prior to transmission of the unsent electronic message from

a server, associated with the business, to the recipient”), comprising:
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a messaging module adapted to control a message database storing messages
exchanged in the messaging system; and a governance module adapted to control a
governance policy database storing a compliance policy describing rules applicable to
the messages, the governance module further adapted to determine rules described by
the compliance policy (Paragraph [0004] “The electronic screening tool is
programmed to identify content that is potentially not authorized by the business
or potentially harmful to the business, and is comprised of one or more of the
following: a proxy service comprised of a message accessor, a message analyzer
and an action manager that is more fully described below”).

Arnold fails to specifically disclose at least one of the messages comprising a

message container containing relational references pointing to a plurality of

submessages stored externally to the message container, at least one of the

submessages being one of a reply to and a forward of other submessages of the
message.

Clark teaches in column 14 lines 4-13, “A description of the tables and fields
used in base layer 72 follows. Folder table 56 preferably implements a hierarchical
folder-tree structure. A folder is an abstract organizational entity. Each folder 38 can
contain one or more shortcuts to messages in message store 23. Preferably, each
folder 38 can contain other folders” and in column 10 lines 4-10, “As illustrated in FIG. 3,
the invention may be applied to automatically associate an electronic message with
each of a large number of folders. The association may be made on the basis of any

one or more criteria such as date, message status, correspondents, attachments and
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keywords. An advantage of the invention is that such associations may be made
simultaneously on the basis of a wide range of criteria” (a conventional reply or forward
would be associated together under the basis of having a common correspondent) in
order that “The foregoing description provides a basic framework for the construction of
systems and methods which permit shortcuts corresponding to messages to be created
and associated together in folders. A single message may have associated with it a
great many shortcuts. The shortcuts can be associated into folders in such a manner
that a user has many different ways to view a set of messages. In preferred
embodiments of the invention shortcuts for messages are generated automatically. This
can be viewed conceptually as a higher level function provided by second layer 74 (FIG.
7)” (Column 30 line 62 — Column 31 line 4).

It would have been obvious to one of ordinary skill in the art at the time of the
invention to create the invention of Arnold to include a container containing relational
references pointing to a plurality of submessages stored externally to the message
container wherein at least one submessage being one of a reply to and a forward of
other submessages as taught by Clark in order that “The foregoing description provides
a basic framework for the construction of systems and methods which permit shortcuts
corresponding to messages to be created and associated together in folders. A single
message may have associated with it a great many shortcuts. The shortcuts can be
associated into folders in such a manner that a user has many different ways to view a

set of messages. In preferred embodiments of the invention shortcuts for messages are
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generated automatically. This can be viewed conceptually as a higher level function
provided by second layer 74 (FIG. 7)” (Column 30 line 62 — Column 31 line 4).

The modified Arnold fails to specifically disclose the rules described by the
compliance policy that are applicable to ones of the plurality of submessages, wherein
different rules of the compliance policy are applicable to different ones of the plurality of
submessages.

Nassiri teaches in paragraph [0015] that “the originator of an electronic message
may elect to govern at least one of the following attributes of an outgoing electronic
message: electronic message duration (how long the electronic message will be
displayed to the intended recipient), or electronic message printing authorization
(whether the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the end-
user needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the end-user
has opened the message). Additionally, the method of the present inventive device
confirms the time and date that an electronic mail was delivered to the intended
recipient and the time and date that an electronic mail was read by the intended
recipient” in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message
processing and electronic message delivery options” (Paragraph [0015]).

It would have been obvious to one of ordinary skill in the art at the time to create

the invention of the modified Arnold to include rules described by the compliance policy
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which are applicable to different ones of the plurality of submessages as taught by
Nassiri in order that “the originator of an electronic message utilizes a digital rights
management (DRM) system to control various aspects of electronic message

processing and electronic message delivery options” (Paragraph [0015]).

Claim 2

The modified Arnold teaches the messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging
system; a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 3
The modified Arnold teaches the messaging server of claim 2, wherein a jobcode
describes a set of jobcode rules applicable to all submessages classified with the
jobcode (Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or

recipient is representing in the contents of the unsent message”).
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Claim 4
The modified Arnold teaches the messaging server of claim 1, wherein the

messaging system is utilized by a set of entities in a population structure and wherein a
rule of the compliance policy includes one or more rule elements describing whether a
rule is applicable to a submessage, the elements selected from the group consisting of:
a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage; and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).

Claim 5

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules from the
set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging system; and

readership rules describing which population structure entities can read

messages from other population structure entities via the messaging system
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(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Claim 6

The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include one or more types of rules
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business
policy warrants”), from the set consisting of: validity rules describing a time period for

which a submessage or entity in the population structure is useable; and retention rules
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describing a time period after which a submessage or entity in the population structure
should be deleted from the messaging system (See claim 1 rejection and [Nassiri]
paragraph [0015] “the originator of an electronic message may elect to govern at
least one of the following attributes of an outgoing electronic message: electronic
message duration (how long the electronic message will be displayed to the
intended recipient), or electronic message printing authorization (whether the
intended recipient has permission to print a hard copy of the electronic message
or a portion thereof), or end-user verification requirement (whether the end-user
needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the
end-user has opened the message). Additionally, the method of the present
inventive device confirms the time and date that an electronic mail was delivered
to the intended recipient and the time and date that an electronic mail was read
by the intended recipient” in order that “the originator of an electronic message
utilizes a digital rights management (DRM) system to control various aspects of

electronic message processing and electronic message delivery options”™).

Claim 8

Claim 8 is rejected for the same reasoning as claim 1 as it is analogous in scope.

Claim 9
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The modified Arnold teaches the computer program product of claim 8, wherein
the compliance policy describes a population structure of end-users of the messaging
system, a set of jobcodes with which the submessages can be classified, and a set of
rules applicable to the population structure, jobcodes, and submessages (Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’'s email address to the matching record in an employee

master file”).

Claim 11

The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein a rule of the compliance policy includes one or more rule elements describing
whether a rule is applicable to a submessage, the elements selected from the group
consisting of:

a source element describing a population structure entity that is a source of the
submessage; a target element describing a population structure entity that is a recipient
of the submessage:, and a rank describing a ranking of the rule relative to other rules in
the compliance policy (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role

a sender or recipient is representing in the contents of the unsent message”).
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Claim 12

The modified Arnold teaches the computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules
from the set consisting of:

communicate rules describing which population structure entities can
communication with other population structure entities via the messaging system;
readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing
actions a population structure entity can perform on a message component in the
messaging system; and search rules describing which population structure entities can
view which message components when searching the messaging components stored
by the messaging system (See claim 8 rejection and Paragraph [0064] “Not every
enterprise will want to analyze messages according to the same criteria. Within
an enterprise, circumstances may require that messages sent from one type of
sender (or even a specific sender) is treated differently. The system 1000
accommodates this by allowing configuration settings and rules to apply different
levels of scrutiny to messages sent by different users or different classes of
users. Also, particular domain-specific risk assessment modules 640, 650, 660,

665 may be turned on and off as business policy warrants”).
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Claim 13
Claim 13 is rejected for the same reasoning as claim 6 as it is analogous in

scope.

Claim 15
Claim 15 is rejected for the same reasoning as claim 1 and 7 as it is analogous in

scope.

Claim 16

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a population structure of end-users using
messaging clients of the messaging system, a set of jobcodes with which the
submessages can be classified, and a set of rules applicable to the population structure,
jobcodes, and submessages (Paragraph [0069] “This user/role knowledge base 612
may include information on an employee’'s job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 18
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The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a population structure,
further comprising:

defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’'s email address to the matching record in an employee

master file”).

Claim 19
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the compliance policy describes a set of entities in a hierarchical population
structure, further comprising:
defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and defining a set of rules
applicable to the entities in the group (Paragraph [0067] “For example, many of the

heuristics that are needed to determine a risk assessment score 718 are
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concerned with the role a sender or recipient is representing in the contents of
the unsent message” and Paragraph [0069] “This user/role knowledge base 612
may include information on an employee's job title, job code,
organization/department name, organization code, telephone number, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 21

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein a rule of the compliance policy includes a rule element describing an action
that is allowed or denied subject to approval by an entity in the population structure
(Paragraph [0004] “if the output of the electronic screening tool indicates that the
unsent electronic message contains content that is potentially not authorized by
the business or potentially harmful to the business. The sender is provided with
at least one of the following options: (i) delete the unsent electronic message
and/or scrape the unsent electronic message from the server if the unsent
electronic message was previously stored on the server, (ii) revise the unsent
electronic message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be

comprised of any message transmitted by electronic means”).
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Claim 22

The modified Arnold teaches the computer-implemented method of claim 15,
wherein defining the compliance policy comprises: defining a set of rules describing
digital rights management (DRM) actions that are allowed or denied on a submessage,
the actions including one or more of printing, saving, taking offline, copying, and
replying to, the submessage (See claim 15 rejection and [Nassiri] paragraph [0015],
“the originator of an electronic message may elect to govern at least one of the
following attributes of an outgoing electronic message: electronic message
duration (how long the electronic message will be displayed to the intended
recipient), or electronic message printing authorization (whether the intended
recipient has permission to print a hard copy of the electronic message or a
portion thereof), or end-user verification requirement (whether the end-user
needs to be identified prior to the electronic message being displayed), or
verification(whether the end-user must verify a numeric code to verify that the
end-user has opened the message). Additionally, the method of the present
inventive device confirms the time and date that an electronic mail was delivered
to the intended recipient and the time and date that an electronic mail was read
by the intended recipient” in order that “the originator of an electronic message
utilizes a digital rights management (DRM) system to control various aspects of

electronic message processing and electronic message delivery options”).

Claim 23
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The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure
and wherein the rules described by the compliance policy include one or more types of
rules from the set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging system:;
readership rules describing which population structure entities can read messages from
other population structure entities via the messaging system; action rules describing
actions a population structure entity can perform on a submessage in the messaging
system; and search rules describing which population structure entities can view which
submessages when searching the submessages stored by the messaging system
(Paragraph [0064] “Not every enterprise will want to analyze messages according
to the same criteria. Within an enterprise, circumstances may require that
messages sent from one type of sender (or even a specific sender) is treated
differently. The system 1000 accommodates this by allowing configuration
settings and rules to apply different levels of scrutiny to messages sent by
different users or different classes of users. Also, particular domain-specific risk
assessment modules 640, 650, 660, 665 may be turned on and off as business

policy warrants”).

Claim 24
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The modified Arnold teaches the computer-implemented method of claim 15,
wherein the rules described by the compliance policy include encryption rules
describing whether and/or how to encrypt submessages (See claim 15 rejection and
[Nassiri] paragraph [0015], “the originator of an electronic message may elect to
govern at least one of the following attributes of an outgoing electronic message:
electronic message duration (how long the electronic message will be displayed
to the intended recipient), or electronic message printing authorization (whether
the intended recipient has permission to print a hard copy of the electronic
message or a portion thereof), or end-user verification requirement (whether the
end-user needs to be identified prior to the electronic message being displayed),
or verification(whether the end-user must verify a numeric code to verify that the
end-user has opened the message). Additionally, the method of the present
inventive device confirms the time and date that an electronic mail was delivered
to the intended recipient and the time and date that an electronic mail was read
by the intended recipient” in order that “the originator of an electronic message
utilizes a digital rights management (DRM) system to control various aspects of

electronic message processing and electronic message delivery options”).

Claim 25
The modified Arnold teaches the computer-implemented method of claim 15,
wherein the rules described by the compliance policy include action rules describing

actions an entity can perform on a submessage in the messaging system, and wherein
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the action rules describe a number of times within a given time period that the entity can
perform a specified action (see claim 15 rejection and [Nassiri] paragraph [0074],
“With respect to FIG. 3A, the digital rights management attribute of print
authorization is depicted using the software download. The Client selects print
authorization 51 as the desired electronic message attribute 60, and the
parameters of how the electronic message may be printed by selecting at least
one of the group of: limit 61, allow 62, or disallow 63” in order that “the originator
of an electronic message utilizes a digital rights management (DRM) system to
control various aspects of electronic message processing and electronic

message delivery options”).

Claim 26

The modified Arnold teaches the computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure,
further comprising:

defining a group of entities in the population structure; defining group rules
applicable to submessages related to the group of entities; and applying the group rules
to a submessage related to the group of entities (Paragraph [0067] “For example,
many of the heuristics that are needed to determine a risk assessment score 718
are concerned with the role a sender or recipient is representing in the contents
of the unsent message” and Paragraph [0069] “This user/role knowledge base

612 may include information on an employee's job title, job code,
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organization/department name, organization code, telephone nhumber, instant
messaging username(s). These may be found by matching the employee's email

address to the matching record in an employee master file”).

Claim 27

The modified Arnold teaches the computer-implemented method of claim 26,
wherein the defined group includes geographically-related population structure entities
(Paragraph [0067] “For example, many of the heuristics that are needed to
determine a risk assessment score 718 are concerned with the role a sender or
recipient is representing in the contents of the unsent message” and Paragraph
[0069] “This user/role knowledge base 612 may include information on an
employee's job title, job code, organization/department name, organization code,
telephone number, instant messaging username(s). These may be found by
matching the employee’s email address to the matching record in an employee

master file”).

Claim 29
The modified Arnold teaches the computer-implemented method of claim 15,
wherein applying the compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on the
submessage; and recording the attempted action in a compliance log (Paragraph

[0004] “if the output of the electronic screening tool indicates that the unsent
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electronic message contains content that is potentially not authorized by the
business or potentially harmful to the business. The sender is provided with at
least one of the following options: (i) delete the unsent electronic message and/or
scrape the unsent electronic message from the server if the unsent electronic
message was previously stored on the server, (ii) revise the unsent electronic
message, or (iii) send the unsent electronic message to a supervisor or
designated company official for approval. The unsent electronic message may be
comprised of any message transmitted by electronic means” and paragraph

[0048] “The message may be logged in a message audit trail 890”).

Claim 30

The modified Arnold teaches the computer-implemented method of claim 15,
further comprising:

logging interactions with the messaging client in an audit log (Paragraph [0004]
“if the output of the electronic screening tool indicates that the unsent electronic
message contains content that is potentially not authorized by the business or
potentially harmful to the business. The sender is provided with at least one of
the following options: (i) delete the unsent electronic message and/or scrape the
unsent electronic message from the server if the unsent electronic message was
previously stored on the server, (ii) revise the unsent electronic message, or (iii)
send the unsent electronic message to a supervisor or designated company

official for approval. The unsent electronic message may be comprised of any
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message transmitted by electronic means” and paragraph [0048] “The message

may be logged in a message audit trail 890”).

Claim 32

The modified Arnold teaches the messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a
submessage from an end-user, and is further adapted to associate the jobcode with the
submessage responsive to receipt of the indication of the jobcode from the end-user
(Paragraph [0069] “This user/role knowledge base 612 may include information
on an employee’s job title, job code, organization/department name, organization
code, telephone number, instant messaging username(s). These may be found by
matching the employee’'s email address to the matching record in an employee

master file”).

Claim 33
The modified Arnold teaches the messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein
the rules described by the compliance policy include search rules describing which
population structure entities can view which submessages when searching the
submessages stored by the messaging system (Paragraph [0064] “Not every
enterprise will want to analyze messages according to the same criteria. Within

an enterprise, circumstances may require that messages sent from one type of
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sender (or even a specific sender) is treated differently. The system 1000
accommodates this by allowing configuration settings and rules to apply different
levels of scrutiny to messages sent by different users or different classes of
users. Also, particular domain-specific risk assessment modules 640, 650, 660,

665 may be turned on and off as business policy warrants”).

Claim 34

The modified Arnold teaches the messaging server of claim 31, wherein at least
one of the messages stored in the message database has a first submessage
associated with a first compliance policy and a second submessage associated with a
second compliance policy different from the first compliance policy, and wherein the
governance module applies the rules described by the first compliance policy to the first
submessage and applies the rules described by the second compliance policy to the
second submessage (Paragraph [0064] “Not every enterprise will want to analyze
messages according to the same criteria. Within an enterprise, circumstances
may require that messages sent from one type of sender (or even a specific
sender) is treated differently. The system 1000 accommodates this by allowing
configuration settings and rules to apply different levels of scrutiny to messages
sent by different users or different classes of users. Also, particular domain-
specific risk assessment modules 640, 650, 660, 665 may be turned on and off as

business policy warrants”).
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Claim 35

The modified Arnold teaches the method of claim 15, further comprising:

determining that a first rule of the compliance policy applies to the first
submessage based at least in part on at least one of a source element and a target
element of the first rule (Paragraph [0067] “For example, many of the heuristics that
are needed to determine a risk assessment score 718 are concerned with the role
a sender or recipient is representing in the contents of the unsent message. For
example: does the sender or the intended recipient(s) represent a stockbroker, a
designated insider, a director level, etc. Regardless of the parties' identities that
are participating in the contents of the unsent message, information such as this
may drive some decisions about what action should be taken on an unsent
message”’); and

determining that the first rule of the compliance policy does not apply to the
second submessage based at least in part on at least one of the source element and
the target element of the first rule (Paragraph [0067] “For example, many of the
heuristics that are needed to determine a risk assessment score 718 are
concerned with the role a sender or recipient is representing in the contents of
the unsent message. For example: does the sender or the intended recipient(s)
represent a stockbroker, a designated insider, a director level, etc. Regardless of
the parties' identities that are participating in the contents of the unsent message,
information such as this may drive some decisions about what action should be

taken on an unsent message”);
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wherein the source element of the first rule describes a population structure
entity that is a source of a submessage with respect to which the first rule is evaluated,
and the target element describes a population structure entity that is a recipient of the
submessage with respect to which the first rule is evaluated (Paragraph [0071]
“Furthermore, the user/role knowledge base 612 may include information from
databases and enterprise data sources that may pertain to the relationship
between the message sender and recipients. For example, an enterprise's
telephone billing/tracking/usage system may be queried to determine the duration
and extent of recent telephone communication in a defined time period. Similarly,
any auditing of email or instant messaging (whether performed inside the system
1000 or externally) may be queried to determine the duration and extent of email
and/or instant messaging communications between the parties in a defined time
period (e.g-, the previous 30 days). The purpose for gathering this information
and augmenting it in the current message's representation is that the upcoming
risk assessment may judge/score the message contents differently depending on

whether or not a pattern of communications has occurred or is emerging”).

3. Claims 31 and 36 are rejected under 35 U.S.C. 103(a) as being unpatentable

over the modified Arnold, and further in view of Speare (US 2005/0216745).

Claim 31

The modified Arnold teaches the messaging server of claim 1.
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The modified Arnold does not specifically disclose wherein the governance policy
database further stores at least one prior compliance policy active at a time prior to a
time at which the compliance policy was active, and wherein the submessages of the
stored messages are associated with a compliance policy that was active at a time that
content of the submessages was created.

Speare teaches in paragraph [0033], “The present invention provides for the
dynamic application of rights management to a message by allowing an administrator to
associate certain rights management policies with certain senders and/or recipients of
messages” and paragraph [0036] “Alternative embodiments contemplated by the
present invention also provide for methods for dynamically applying a rights
management policy to a message by allowing an administrator to associate certain
rights management policies with certain attributes of the message” in order that “In such
an embodiment the administrator may associate certain right management policies
based on such attributes of the message as the content, the sending and receiving
parties, and the date of the message” (paragraph [0036]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include dynamically applying policies based upon
the date of the created content as taught by Speare in order that “In such an
embodiment the administrator may associate certain right management policies based
on such attributes of the message as the content, the sending and receiving parties,

and the date of the message” (paragraph [0036]).
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Claim 36

The modified Arnold teaches the computer-implemented method of claim 15,
wherein content of the first submessage was created at a first time and content of the
second submessage was created at a second time later than the first time, the
compliance policy active at the second time and associated with the second
submessage, the method further comprising:

responsive to an occurrence of an action associated with the message container:
responsive to determining that the compliance policy is associated with the second
submessage, applying the compliance policy to the second submessage (Paragraph
[0004] “An electronic screening tool is applied to the unsent electronic message
prior to transmission of the unsent electronic message from a server, associated
with the business, to the recipient” and paragraph [0064] “Not every enterprise
will want to analyze messages according to the same criteria. Within an
enterprise, circumstances may require that messages sent from one type of
sender (or even a specific sender) is treated differently. The system 1000
accommodates this by allowing configuration settings and rules to apply different
levels of scrutiny to messages sent by different users or different classes of
users. Also, particular domain-specific risk assessment modules 640, 650, 660,
665 may be turned on and off as business policy warrants”).

The modified Arnold does not specifically disclose storing a prior compliance

policy active at the first time and associated with the first submessage; and responsive
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to determining that the prior compliance policy is associated with the first submessage,
applying the prior compliance policy to the first submessage.

Speare teaches in paragraph [0033], “The present invention provides for the
dynamic application of rights management to a message by allowing an administrator to
associate certain rights management policies with certain senders and/or recipients of
messages” and paragraph [0036] “Alternative embodiments contemplated by the
present invention also provide for methods for dynamically applying a rights
management policy to a message by allowing an administrator to associate certain
rights management policies with certain attributes of the message” in order that “In such
an embodiment the administrator may associate certain right management policies
based on such attributes of the message as the content, the sending and receiving
parties, and the date of the message” (paragraph [0036]).

It would have been obvious to one of ordinary skill in the art at the time to create
the invention of the modified Arnold to include dynamically applying policies based upon
the date of the created content as taught by Speare in order that “In such an
embodiment the administrator may associate certain right management policies based
on such attributes of the message as the content, the sending and receiving parties,

and the date of the message” (paragraph [0036]).

Response to Arguments
4. Applicant's arguments with respect to claims have been considered but are moot

in view of the new ground(s) of rejection.
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Conclusion
5. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FARHAD ALI whose telephone number is (571)270-
1920. The examiner can normally be reached on Monday thru Friday, 9:00am to
6:30pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Farhad Ali/
Examiner, Art Unit 2478

/Kenny S Lin/
Primary Examiner, Art Unit 2478
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UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Justin Marston et al.

SERIAL NO.: 11/129,212

FILING DATE: May 12, 2005

TITLE: Enforcing Compliance Policies in a Messaging System
EXAMINER: Farhad Ali

GROUP ART UNIT: 2446

ATTY. DKT. NO.: 23682-10344

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance
with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: _June 16, 2011 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

COMMISSIONER FOR PATENTS
P.0. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT D AND RESPONSE

Sir:
This amendment for the patent application identified above is in response to the Final

Office Action dated February 16, 2011, which set a shortened statutory period for response
that expired on May 16, 2010. Applicants herewith submit a fee for a one-month extension

of time.
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IN THE CLAIMS

All pending claims are produced below. In addition, the status of each is also
indicated below and appropriately noted as “Original”, “Currently Amended”, “Canceled”,

“New”, “Withdrawn”, “Previously Presented”, and “Not Entered” as requested by the Office.

1. (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:
a messaging module adapted to control a message database storing messages sent

among users of exehanged-in the messaging system, at least one of the

sent messages stored in the message database comprising a message

container containing relational references pointing to a plurality of sent
submessages stored externally to the message container in the message
database, at least one of the sent submessages being one of a reply to and a
forward of other sent submessages of the sent message; and

a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the sent submessages, the
governance module further adapted to determine rules described by the
compliance policy that are applicable to ones of the plurality of sent
submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of sent submessages.

2. (Currently Amended) The messaging server of claim 1, wherein the

compliance policy describes a population structure of end-users of the messaging system, a
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set of jobcodes with which the sent submessages can be classified, and a set of rules

applicable to the population structure, jobcodes, sent and submessages.

3. (Currently Amended) The messaging server of claim 2, wherein a jobcode
describes a set of jobcode rules applicable to all sent submessages classified with the

jobcode.

4. (Currently Amended) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes one or more rule elements describing whether a rule is
applicable to a sent submessage, the elements selected from the group consisting of:

a source element describing a population structure entity that is a source of the
sent submessage;

a target element describing a population structure entity that is a recipient of the
sent submessage; and

a rank describing a ranking of the rule relative to other rules in the compliance

policy.

5. (Previously Presented) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging

system; and
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readership rules describing which population structure entities can read messages

from other population structure entities via the messaging system.

6. (Currently Amended) The messaging server of claim 1, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a sent submessage or entity in the
population structure is useable; and
retention rules describing a time period after which a sent submessage or entity in

the population structure should be deleted from the messaging system.

7. (Canceled)

8. (Currently Amended) A computer program product having a non-transitory
computer-readable medium having embodied thereon program code for use in an electronic
messaging system, the program code comprising:

a messaging module adapted to control a message database storing messages sent.

among users of exehanged4n the messaging system to at least one other

end user of the messaging system, at least one of the sent messages
comprising a message container containing relational references pointing

to a plurality of sent submessages stored in the message database

externally to the message container, at least one of the sent submessages
being one of a reply to and a forward of other sent submessages of the sent

message; and
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a governance module adapted to control a governance policy database storing a
compliance policy describing rules applicable to the sent submessages, the
governance module further adapted to determine rules described by the
compliance policy that are applicable to ones of the plurality of sent
submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of sent submessages.

9-11. (Canceled)

12. (Previously Presented) The computer program product of claim 8, wherein
the messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
System,

readership rules describing which population structure entities can read messages
from other population structure entities via the messaging system;

action rules describing actions a population structure entity can perform on a
message component in the messaging system; and

search rules describing which population structure entities can view which
message components when searching the messaging components stored by

the messaging system.
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13. (Currently Amended) The computer program product of claim 8, wherein the
messaging system is utilized by a set of entities in a population structure and wherein the
rules described by the compliance policy include one or more types of rules from the set
consisting of:

validity rules describing a time period for which a sent submessage or entity in the
population structure is useable; and
retention rules describing whether a sent submessage or entity in the population

structure should be deleted from the messaging system.

14.  (Canceled)

15. (Currently Amended) A computer-implemented method of managing
messages in an electronic messaging system, comprising:
defining a compliance policy describing rules applicable to sent submessages of
sent messages in the electronic messaging system;

receiving a message sent by one end user of the messaging system to at least one

other end user of the messaging system. the sent message comprising a

message container frem-a-messaging-client-the-message-container

containing relational references pointing to a plurality of sent submessages

stored in a message database externally to the message container, the

plurality of sent submessages including a first sent submessage and a
second sent submessage, at least one of the sent submessages being one of
a reply to and a forward of another sent submessage of the plurality of sent

submessages; and
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selectively applying rules of the compliance policy to the sent submessages.

16. (Canceled)

17. (Canceled)

18. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a population structure, further comprising:
defining a team containing a set of entities of the population structure; and

reflecting an action of an entity on the team across all of the entities on the team.

19. (Original) The computer-implemented method of claim 15, wherein the
compliance policy describes a set of entities in a hierarchical population structure, further
comprising:

defining a group containing a set of entities, the entities in the group defined by
their locations in the hierarchical population structure; and

defining a set of rules applicable to the entities in the group.

20. (Canceled)

21. (Original) The computer-implemented method of claim 15, wherein the
messaging system is utilized by a set of entities in a population structure and wherein a rule
of the compliance policy includes a rule element describing an action that is allowed or

denied subject to approval by an entity in the population structure.
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22. (Currently Amended) The computer-implemented method of claim 15,
wherein defining the compliance policy comprises:
defining a set of rules describing digital rights management (DRM) actions that
are allowed or denied on a sent submessage, the actions including one or
more of printing, saving, taking offline, copying, and replying to, the sent

submessage.

23. (Currently Amended) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure and
wherein the rules described by the compliance policy include one or more types of rules from
the set consisting of:

communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
System,

readership rules describing which population structure entities can read sent
messages from other population structure entities via the messaging
System,

action rules describing actions a population structure entity can perform on a sent
submessage in the messaging system; and

search rules describing which population structure entities can view which sent
submessages when searching the sent submessages stored by the

messaging system.
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24, (Currently Amended) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include encryption rules describing

whether and/or how to encrypt sent submessages.

25. (Currently Amended) The computer-implemented method of claim 15,
wherein the rules described by the compliance policy include action rules describing actions
an entity can perform on a sent submessage in the messaging system, and wherein the action
rules describe a number of times within a given time period that the entity can perform a

specified action.

26. (Currently Amended) The computer-implemented method of claim 15,
wherein the messaging system is utilized by a set of entities in a population structure, further
comprising:

defining a group of entities in the population structure;
defining group rules applicable to sent submessages related to the group of
entities; and

applying the group rules to a sent submessage related to the group of entities.

27. (Original) The computer-implemented method of claim 26, wherein the

defined group includes geographically-related population structure entities.
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28. (Canceled)

29. (Currently Amended) The computer-implemented method of claim 15,
wherein applying the compliance policy to the message component comprises:
determining whether the compliance policy prohibits an attempted action on the
sent submessage; and

recording the attempted action in a compliance log.

30. (Original) The computer-implemented method of claim 15, further
comprising:

logging interactions with the messaging client in an audit log.

31.  (Currently Amended) The messaging server of claim 1, wherein the
governance policy database further stores at least one prior compliance policy active at a time
prior to a time at which the compliance policy was active, and wherein the sent submessages
of the stored messages are associated with a compliance policy that was active at a time that

content of the sent submessages was created.

32.  (Currently Amended) The messaging server of claim 2, wherein the
messaging module is further adapted to receive an indication of a jobcode and of a sent
submessage from an end-user, and is further adapted to associate the jobcode with the sent

submessage responsive to receipt of the indication of the jobcode from the end-user.

33. (Currently Amended) The messaging server of claim 1, wherein the

messaging system is utilized by a set of entities in a population structure and wherein the

10
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rules described by the compliance policy include search rules describing which population
structure entities can view which sent submessages when searching the sent submessages

stored by the messaging system.

34. (Currently Amended) The messaging server of claim 31, wherein at least one
of the messages stored in the message database has a first sent submessage associated with a
first compliance policy and a second sent submessage associated with a second compliance
policy different from the first compliance policy, and wherein the governance module applies
the rules described by the first compliance policy to the first sent submessage and applies the

rules described by the second compliance policy to the second sent submessage.

35. (Currently Amended) The method of claim 15, further comprising:

determining that a first rule of the compliance policy applies to the first sent
submessage based at least in part on at least one of a source element and a
target element of the first rule; and

determining that the first rule of the compliance policy does not apply to the
second sent submessage based at least in part on at least one of the source
clement and the target element of the first rule;

wherein the source element of the first rule describes a population structure entity
that is a source of a sent submessage with respect to which the first rule is
evaluated, and the target element describes a population structure entity
that is a recipient of the sent submessage with respect to which the first

rule 1s evaluated.
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36. (Currently Amended) The computer-implemented method of claim 15,
wherein content of the first sent submessage was created at a first time and content of the
second sent submessage was created at a second time later than the first time, the compliance
policy active at the second time and associated with the second sent submessage, the method
further comprising:

storing a prior compliance policy active at the first time and associated with the
first sent submessage; and
responsive to an occurrence of an action associated with the message container:
responsive to determining that the prior compliance policy is associated
with the first sent submessage, applying the prior compliance
policy to the first sent submessage, and
responsive to determining that the compliance policy is associated with the
second sent submessage, applying the compliance policy to the

second sent submessage.

37. (New) A computerized messaging server in an electronic messaging system,
comprising:
a messaging module adapted to control an email database storing emails sent

among users of the messaging system, wherein:

at least one of the sent emails comprises an email container containing
relational references pointing to a plurality of sent submessages
stored in the email database externally to the email container, at
least one of the sent submessages being one of a reply to and a

forward of other sent submessages of the message, and
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each of the sent submessages is stored exactly once within the email
database, and

upon receipt of a reply to a first email having a first email container
containing a first sent submessage, the reply is added to the
message container as an additional sent submessage but the first
sent submessage is not duplicated within the email database; and

a governance module adapted to control a governance policy database storing a

compliance policy describing rules applicable to the sent submessages, the

governance module further adapted to determine rules described by the

compliance policy that are applicable to ones of the plurality of sent

submessages, wherein different rules of the compliance policy are

applicable to different ones of the plurality of sent submessages.

38. (New) The computerized messaging server of claim 38, wherein the email

container additionally contains a reference to embedded graphics.

39. (New) The computerized messaging server of claim 38, wherein the email

container additionally contains a reference to a questionnaire.
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REMARKS
Claims 1-6, 8-9, 11-13, 15-16, 18-19, 21-27 and 29-36 were pending and presented

for examination. In an Office Action dated July 13, 2010, these claims were rejected.

Claims 1-4, 6, 8, 13, 15, 22-26, 29, and 31-36 arc amended in this Amendment and

Response. Further, claims 9, 11, and 16 are canceled, and claims 37, 38, and 39 are added.

Response to Rejections Under 35 USC § 103

Claims 1-6, 8-9, 11-13, 15-16, 18-19, 21-27, and 32-35 stand rejected under 35 USC
§ 103(a) as being unpatentable over Arnold, U.S. Patent Publication No. 2004/0177271, in
view of Clark, U.S. Patent No. 6,725,228 and further in view of Nassiri, U.S. Patent
Publication No. 2006/0265464. Additionally, claims 31 and 36 stand rejected under 35 USC
§ 103(a) as being unpatentable over Arnold in view of Speare, U.S. Patent Publication No.

2005/0216745. These rejections are now addressed together.

Independent claim 1 recites, in part:

a messaging module adapted to control a message database storing messages sent
among users of the messaging system, at least one of the sent messages
stored in the message database comprising a message container
containing relational references pointing to a plurality of sent
submessages stored externally to the message container in the message
database, at least one of the sent submessages being one of a reply to and
a forward of other sent submessages of the sent message ...

Neither Arnold nor Nassiri discloses or suggests the claimed message container. For
example, Arnold very generally shows a method and system for identifying content that is
potentially harmful or non-authorized. Arnold shows logging separate copies of messages,
but not a message container containing relational references pointing to a plurality of sent

submessages. Nassiri discloses sending an electronic message to a recipient, where the
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original message specifies attributes related to digital rights management (DRM), but in no

way discloses or suggests the claimed message container.

Thus, the Examiner instead cites Clark. Clark discloses a system that uses
lightweight message shortcuts to display a given message in multiple folders simultaneously.
(Clark, Abstract). Specifically, the Examiner cites Clark column 14, lines 4-13, column 10,
lines 4-10, and column 30, line 62 to column 31, line 4, which state that a folder is an
organizational entity that can contain one or more shortcuts to messages, and that many
shortcuts can be created to a given message and associated with different folders. However,
neither the Clark messages themselves, nor the Clark folders, disclose or suggest the claimed

message containers.

First, the Clark messages do not show the claimed message containers since they do
not “contain[] relational references pointing to a plurality of sent submessages stored
externally to the message container.” Rather, the only parts of the Clark system that point to
messages are Clark’s message shortcuts, which are not contained within the messages, but

rather are associated with folders.

Second, Clark’s folders also fail to show the claimed message containers. Claim 1
explicitly recites that the message container is comprised by one of the messages, the
messages being sent among users of the messaging system and stored in a message database.
In contrast, the Clark folders are merely abstract organizational entities (Clark column 14,
lines 7-11) that are used for organizing individual messages; they are not themselves part of

messages that are sent among users of the messaging system.

Nor does Speare remedy the deficiencies of Arnold, Nassiri, and Clark. Speare

generally discloses the application of rights managing policies to messages and is cited with

15
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respect to claims 31 and 36 for the concept multiple compliance policies. Speare in no way

discloses or suggests messages comprising the claimed message containers.

Thus, one of ordinary skill in the art would not have found claim 1 to be obvious in
view of the applied references. Independent claims 8 and 15 recite features similar to those
of claim 1, and are thus likewise not obvious. The remaining claims depend, directly or
indirectly, from claims 1, 8, 15, or 37 and recite additionally patentably distinguishable
features and limitations. Thus, the dependent claims are not obvious in view of the applied

reference for at least the same reasons discussed above with respect to claim 1.

Conclusion

In sum, claims 1-6, 8-9, 12-13, 15-16, 18-19, 21-27 and 29-39 are patentable over

Arnold, Clark, Nassiri, and Speare, whether taken singly or in the suggested combination.

The Examiner is invited to contact Applicants’ representative at the number provided
below if he believes it will help expedite furtherance of this application.

Respectfully Submitted,

Date: _ June 16, 2011 By: /Christopher King/

Christopher P. King, Reg. No. 60,985
FENWICK & WEST LLP

801 California Street

Mountain View, CA 94041

Phone: (650) 335-7633

Fax: (650) 938-520
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11/129,212 05/12/2005 Justin Marston 23682-10344 8578
TITLE OF INVENTION: ENFORCING COMPLIANCE POLICIES IN A MESSAGING SYSTEM
APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $755 $300 $0 $1055 12/28/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
L. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

iné)icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.
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FENWICK & WEST LLP Certificate of Mailing or Transmission
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SILICON VALLEY CENTER States Postal Service with sufficient postage for first class mail in an envelope
801 CALIFORNIA STREET addressed to the Mail Stop ISSUE FEE address above, or being facsimﬁe

MOUNTAIN VIEW. CA 94041 transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/129,212 05/12/2005 Justin Marston 23682-10344 8578
TITLE OF INVENTION: ENFORCING COMPLIANCE POLICIES IN A MESSAGING SYSTEM
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $755 $300 $0 $1055 12/28/2011
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALI, FARHAD 2478 709-206000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1.363). .
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. . ' . 2
(2) the name of a single firm (having as a member a

[ "Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

|95

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) (| Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. o Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CEFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or SI:jggestions for reducing this burden, should be sent toa{hye Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov
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758 7590 09/28/2011 | EXAMINER |
FENWICK & WEST LLP ALL FARHAD
SILICON VALLEY CENTER
801 CALIFORNIA STREET | ART UNIT PAPERNUMBER |
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DATE MAILED: 09/28/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 1004 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 1004 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

; . 11/129,212 MARSTON ET AL.
Notice of Allowablllty Examiner Art Unit
FARHAD ALI 2478

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to felephone and email with Christopher King (60,985) .

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-29 (original 1-3, 5, 6, 8, 12, 13, 15, 18, 19, 21-27 and 29-39).

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al by (] Some* c¢)[JNone ofthe:
1. [ Certified copies of the priotity documents have been received.
2. [] Certified copies of the priority documents have been received in Application No. ___
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date _____ .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [J Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. Xl Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [J Examiner's Statement of Reasons for Allowance

of Biological Material
9. X Other Bib Data sheet.

/Farhad Ali/ /Jeffrey Pwu/
Examiner, Art Unit 2478 Supervisory Patent Examiner, Art Unit 2478

U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20110919
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Application/Control Number: 11/129,212 Page 2
Art Unit: 2478

EXAMINER’S AMENDMENT

1. An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

Authorization for this examiner’'s amendment was given via telephone and email
with Christopher King (60,985) on 09/16/2011.

The application has been amended as follows:

In the claims:
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Claim 4 is canceled.

1. (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:

a messaging module adapted to control a message database storing
messages sent among users of the messaging system, at least one of
the sent messages stored in the message database comprising a
message container containing relational references pointing to a
plurality of sent submessages stored externally to the message
container in the message database, at least one of the sent
submessages being one of a reply to and a forward of other sent
submessages of the sent message; and

a governance module adapted to control a governance policy database
storing a compliance policy describing rules applicable to the sent
submessages, the governance module further adapted to determine
rules described by the compliance policy that are applicable to ones of
the plurality of sent submessages, wherein different rules of the
compliance policy are applicable to different ones of the plurality of
sent submessages;

wherein the messaging system is utilized by a set of entities in a population

structure and wherein a rule of the compliance policy includes one or

more rule elements describing whether the rule is applicable to a sent
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submessage. at least one of the rule elements selected from the group

consisting of:

a source element describing a population structure entity that is a

source of the sent submessage;

a target element describing a population structure entity that is a

recipient of the sent submessage; and

a rank describing a ranking of the rule relative to other rules in the

compliance policy.

2. (Currently Amended) The messaging server of claim 1, wherein the
compliance policy describes a population structure of end-users of the messaging
system, a set of jobcodes with which the sent submessages can be classified, and a set

of rules applicable to the population structure, jobcodes, [[sent]] and sent submessages.

5. (Currently Amended) The messaging server of claim 1, whereinthe

and wherein

the rules described by the compliance policy include one or more types of rules from the
set consisting of:
communication rules describing which population structure entities can
communicate with other population structure entities via the messaging

system; and
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readership rules describing which population structure entities can read
messages from other population structure entities via the messaging

system.

6. (Currently Amended) The messaging server of claim 1, whereinthe

and wherein

the rules described by the compliance policy include one or more types of rules from the
set consisting of:
validity rules describing a time period for which a sent submessage or entity
in the population structure is useable; and
retention rules describing a time period after which a sent submessage or
entity in the population structure should be deleted from the messaging

system.

8. (Currently Amended) A computer program product having a non-transitory
computer-readable medium having embodied thereon program code for use in an
electronic messaging system, the program code comprising:

a messaging module adapted to control a message database storing
messages sent among users of the messaging system to at least one
other end user of the messaging system, at least one of the sent
messages comprising a message container containing relational
references pointing to a plurality of sent submessages stored in the

message database externally to the message container, at least one of
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the sent submessages being one of a reply to and a forward of other
sent submessages of the sent message; and

a governance module adapted to control a governance policy database
storing a compliance policy describing rules applicable to the sent
submessages, the governance module further adapted to determine
rules described by the compliance policy that are applicable to ones of
the plurality of sent submessages, wherein different rules of the
compliance policy are applicable to different ones of the plurality of
sent submessages;

wherein the messaging system is utilized by a set of entities in a population

structure and wherein a rule of the compliance policy includes one or

more rule elements describing whether the rule is applicable to a sent

submessage. at least one of the elements selected from the group

a source element describing a population structure entity that is a

source of the sent submessage:;

a target element describing a population structure entity that is a

recipient of the sent submessage: and

a rank describing a ranking of the rule relative to other rules in the

compliance policy.

12.  (Currently Amended) The computer program product of claim 8, whereir
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wherein the rules described by the compliance policy include one or more types of rules
from the set consisting of:
communication rules describing which population structure entities can
communicate with other population structure entities via the messaging
system;
readership rules describing which population structure entities can read
messages from other population structure entities via the messaging
system;
action rules describing actions a population structure entity can perform on a
message component in the messaging system; and
search rules describing which population structure entities can view which
message components when searching the messaging components

stored by the messaging system.

13.  (Currently Amended) The computer program product of claim 8, wherein

wherein the rules described by the compliance policy include one or more types of rules
from the set consisting of:
validity rules describing a time period for which a sent submessage or entity
in the population structure is useable; and
retention rules describing whether a sent submessage or entity in the

population structure should be deleted from the messaging system.
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15.  (Currently Amended) A computer-implemented method of managing
messages in an electronic messaging system, comprising:

defining a compliance policy describing rules applicable to sent submessages
of sent messages in the electronic messaging system;

receiving a message sent by one end user of the messaging system to at
least one other end user of the messaging system, the sent message
comprising a message container containing relational references
pointing to a plurality of sent submessages stored in a message
database externally to the message container, the plurality of sent
submessages including a first sent submessage and a second sent
submessage, at least one of the sent submessages being one of a
reply to and a forward of another sent submessage of the plurality of
sent submessages; and

selectively applying rules of the compliance policy to the sent submessages;

wherein the messaging system is utilized by a set of entities in a population

structure and wherein a rule of the compliance policy includes one or

more rule elements describing whether the rule is applicable to a sent

submessage, at least one of the elements selected from the group

a source element describing a population structure entity that is a

source of the sent submessage;
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a target element describing a population structure entity that is a

recipient of the sent submessage: and

a rank describing a ranking of the rule relative to other rules in the

compliance policy..

18.  (Currently Amended) The computer-implemented method of claim 15,
wherein the compliance policy describes the [[a]] set of entities in the [[a]] population
structure, the method further comprising:

defining a team containing a set of entities of the population structure; and
reflecting an action of an entity on the team across all of the entities on the

team.

19.  (Currently Amended) The computer-implemented method of claim 15,
wherein the compliance policy describes the [[a]] set of entities in the [[a]] population
structure, the method further comprising:

defining a group containing a set of entities, the entities in the group defined

by their locations in a hierarchy defined by the hierarchical population

structure; and

defining a set of rules applicable to the entities in the group.

21.  (Currently Amended) The computer-implemented method of claim 15,
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and wherein a rule of the compliance policy includes a rule element describing an action

that is allowed or denied subject to approval by an entity in the population structure.

23.  (Currently Amended) The computer-implemented method of claim 15,

and wherein the rules described by the compliance policy include one or more types of
rules from the set consisting of:
communication rules describing which population structure entities can
communicate with other population structure entities via the
messaging system;
readership rules describing which population structure entities can read sent
messages from other population structure entities via the messaging
system;
action rules describing actions a population structure entity can perform on a
sent submessage in the messaging system; and
search rules describing which population structure entities can view which
sent submessages when searching the sent submessages stored by

the messaging system.

26.  (Currently Amended) The computer-implemented method of claim 15,

further comprising:

defining a group of entities in the population structure;
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defining group rules applicable to sent submessages related to the group of
entities; and
applying the group rules to a sent submessage related to the group of

entities.

33.  (Currently Amended) The messaging server of claim 1, wherein-the

messaging-systermsutilized-by-a-setef entities-inapopulation-struetureand wherein

the rules described by the compliance policy include search rules describing which
population structure entities can view which sent submessages when searching the sent

submessages stored by the messaging system.

35.  (Currently Amended) The computer-implemented method of claim 15,

further comprising:

determining that a first rule of the compliance policy applies to the first sent
submessage based at least in part on at least one of a source element
and a target element of the first rule; and

determining that the first rule of the compliance policy does not apply to the
second sent submessage based at least in part on at least one of the
source element and the target element of the first rule;

wherein the source element of the first rule describes a population structure
entity that is a source of a sent submessage with respect to which the

first rule is evaluated, and the target element describes a population
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structure entity that is a recipient of the sent submessage with respect

to which the first rule is evaluated.

37.  (Currently Amended) A computerized messaging server in an electronic
messaging system, comprising:
a messaging module adapted to control an email database storing emails
sent among users of the messaging system, wherein:
at least one of the sent emails comprises an email container containing
relational references pointing to a plurality of sent submessages
stored in the email database externally to the email container, at
least one of the sent submessages being one of a reply to and a
forward of other sent submessages of the message, and
each of the sent submessages is stored exactly once within the emalil
database, and
upon receipt of a reply to a first email having a first email container
containing a first sent submessage, the reply is added to the
message container as an additional sent submessage but the
first sent submessage is not duplicated within the email
database; and
a governance module adapted to control a governance policy database
storing a compliance policy describing rules applicable to the sent
submessages, the governance module further adapted to determine

rules described by the compliance policy that are applicable to ones of
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the plurality of sent submessages, wherein different rules of the
compliance policy are applicable to different ones of the plurality of
sent submessages.

wherein the messaging system is utilized by a set of entities in a population

structure and wherein a rule of the compliance policy includes one or

more rule elements describing whether the rule is applicable to a sent

submessage, at least one of the elements selected from the group

a source element describing a population structure entity that is a

source of the sent submessage;

a target element describing a population structure entity that is a

recipient of the sent submessage; and

a rank describing a ranking of the rule relative to other rules in the

compliance policy.

38.  (Currently Amended) The computerized messaging server of claim 37
[[38]], wherein the email container additionally contains a reference to embedded

graphics.

39.  (Currently Amended) The computerized messaging server of claim 37

[[38]], wherein the email container additionally contains a reference to a questionnaire.
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