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SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED

INFRASTRUCTURE SYSTEM
CROSS-REFERENCE TO RELATED PATENT APPLICATIONS

[0001] This application is a continuation of U.S. Patent Application No. 17/237,599, titled
“System and Method for Provisioning Databases in a Hyperconverged Infrastructure System,”
filed on April 22, 2021, which is a continuation of U.S. Patent Application No. 16/234,553, titled
“System and Method for Provisioning Databases in a Hyperconverged Infrastructure System,”

filed on December 27, 2018, the entireties of which are incorporated by reference herein.
BACKGROUND

[0002] Virtual computing systems are widely used in a variety of applications. Virtual computing
systems include one or more host machines running one or more virtual machines and other entities
(e.g., containers) concurrently. Modern virtual computing systems allow several operating
systems and several software applications to be safely run at the same time, thereby increasing
resource utilization and performance efficiency. However, the present day virtual computing

systems have limitations due to their configuration and the way they operate.
SUMMARY

[0003] In accordance with some aspects of the present disclosure, a method is disclosed. The
method includes receiving, by a database engine of a database system associated with a virtual
computing system, a user request via a dashboard for provisioning a source database with the
database system, receiving, by the database engine via the dashboard, selection of a database
engine type, and receiving, by the database engine via the dashboard, selection of a Service Level

Agreement (“SLA”) and a protection schedule. The method also includes provisioning, by the

4882-8131-3874.1

Tessell Exhibit 1002
Tessell v. Nutanix

EX1002 - Page 1



Atty. Dkt. No. 115539-0436 (PAT-1455)

database engine, the source database based upon the database engine type, creating, by the database
engine, an instance of a database protection system based upon the SLA and the protection
schedule, including associating the instance of the database protection system with the source

database, and displaying, by the database engine, the source database within the dashboard.

[0004] In accordance with some other aspects of the present disclosure, a system is disclosed. The
system includes a dashboard, a database engine configured to receive input from and provide
output to the dashboard, and a database storage system configured to store a source database upon
provisioning. The database engine is configured to receive a user request via the dashboard for
provisioning the source database, receive selection of a database engine type via the dashboard,
receive selection of a Service Level Agreement (“SLA”) and a protection schedule via the
dashboard, and provision the source database based upon the database engine type and store the
source database within the database storage system. The database engine is also configured to
create an instance of a database protection system based upon the SL A and the protection schedule,
including associating the instance of the database protection system with the source database and

display the source database within the dashboard.

[0005] In accordance with yet other aspects of the present disclosure, a non-transitory computer
readable media with computer-executable instructions embodied thereon is disclosed. The
instructions when executed by a processor of a database engine associated with a database system
of a virtual computing system cause the database engine to perform a process. The process
includes receiving a user request via a dashboard for provisioning a source database with the
database system, receiving, via the dashboard, selection of a database engine type, and receiving,
via the dashboard, selection of a Service Level Agreement (“SLA”) and a protection schedule.

The process also includes provisioning the source database based upon the database engine type,
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creating an instance of a database protection system based upon the SLA and the protection
schedule, including associating the instance of the database protection system with the source

database, and displaying the source database within the dashboard.

[0006] The foregoing summary is illustrative only and is not intended to be in any way limiting.
In addition to the illustrative aspects, embodiments, and features described above, further aspects,
embodiments, and features will become apparent by reference to the following drawings and the

detailed description.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 is an example block diagram of a cluster of a virtual computing system, in

accordance with some embodiments of the present disclosure.

[0008] FIG. 2 is an example block diagram of a database system of the virtual computing system

of FIG. 1, in accordance with some embodiments of the present disclosure.

[0009] FIG. 3 is an example flowchart outlining operations for provisioning databases by the

database system of FIG. 2, in accordance with some embodiments of the present disclosure.

[0010] FIGS. 4A-4G are example screenshots showing the operations of FIG. 3 for creating a new

database, in accordance with some embodiments of the present disclosure.

[0011] FIGS. 5A-5E are example screenshots showing the operations of FIG. 3 for registering an

existing database, in accordance with some embodiments of the present disclosure.

[0012] FIG. 6 is an example block diagram showing a database protection system of the database

system of FIG. 2, in accordance with some embodiments of the present disclosure.

[0013] FIGS. 7A-7F are example screenshots showing creating cloned databases from source
databases, in accordance with some embodiments of the present disclosure.
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[0014] FIG. 8 is an example flowchart outlining operations for creating cloned databases using the
database protection system of FIG. 6, in accordance with some embodiments of the present

disclosure.

[0015] FIGS. 9A-9G are example screenshots showing how snapshots and transactional logs are

stored within the database system, in accordance with some embodiments of the present disclosure.

[0016] FIG. 10 is an example flowchart outlining operations for protecting an external database,

in accordance with some embodiments of the present disclosure.

[0017] The foregoing and other features of the present disclosure will become apparent from the
following description and appended claims, taken in conjunction with the accompanying drawings.
Understanding that these drawings depict only several embodiments in accordance with the
disclosure and are therefore, not to be considered limiting of its scope, the disclosure will be

described with additional specificity and detail through use of the accompanying drawings.
DETAILED DESCRIPTION

[0018] In the following detailed description, reference is made to the accompanying drawings,
which form a part hereof. In the drawings, similar symbols typically identify similar components,
unless context dictates otherwise. The illustrative embodiments described in the detailed
description, drawings, and claims are not meant to be limiting. Other embodiments may be
utilized, and other changes may be made, without departing from the spirit or scope of the subject
matter presented here. It will be readily understood that the aspects of the present disclosure, as
generally described herein, and illustrated in the figures, can be arranged, substituted, combined,
and designed in a wide variety of different configurations, all of which are explicitly contemplated

and made part of this disclosure.

4882-8131-3874.1

EX1002 - Page 4



Atty. Dkt. No. 115539-0436 (PAT-1455)

[0019] The present disclosure is generally directed to a virtual computing system having a plurality
of clusters, with each of the plurality of clusters having a plurality of nodes. Each of the plurality
of nodes includes one or more virtual machines and other entities managed by an instance of a
monitor such as a hypervisor. These and other components may be part of a datacenter, which
may be managed by a user (e.g., an administrator or other authorized personnel). A distributed
storage system, for providing storage and protection capabilities, is associated with the virtual
computing system. The virtual computing system may be configured for providing database
management services. For example, at least some of the one or more virtual machines within the
virtual computing system may be configured as database virtual machines for storing one or more
databases. These databases may be managed by a database system. The database system may
provide a plurality of database services. For example, in some embodiments, the database system

may provide database provisioning services and copy data management services.

[0020] Database provisioning services involve creating and/or associating databases with the
database system for management and use. Creating a new database and associating the database
with the database system may be a complex and long drawn process. A user desiring to create a
new database with a provider of the database system may make a new database creation request
with the database provider. The user request may pass through multiple entities (e.g., people,
teams, etc.) of the database provider before a database satisfying the user request may be created.
For example, the user may be required to work with a first entity of the database provider to specify
the configuration (e.g., database engine type, number of storage disks needed, etc.) of the database
that is desired. Upon receiving the database configuration, another entity of the database provider
may configure a database virtual machine for hosting the database, while yet another entity may

configure the networking settings to facilitate access to the database upon creation. Yet another
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entity of the database provider may configure database protection services to backup and protect
the database. All of these tasks may take a few to several days. Thus, creating the database is a
time intensive process and inconvenient for the user. The user may not have the time or desire to

wait for the multiple days to create the database.

[0021] Further, creating the database using the above procedure requires the user to rely on the
other entities. If these other entities become unavailable, the user may have no choice but to wait
for those entities to become operational again. Additionally, the user may not be fully privy to or
even understand the various configurational details of the desired database that the user may be
asked to provide to the other entities for creating the database. The present disclosure provides
technical solutions to the above problems. Specifically, the database system of the present
disclosure greatly simplifies the database provisioning service. The database system of the present
disclosure allows the user to quickly and conveniently create a new database and associate the
database with the database system without the need for contacting and working with multiple
entities. The entire process of creating and associating the database with the database system may
be completed by the user within a span of a few minutes instead of the multiple days mentioned

above.

[0022] The database system of the present disclosure provides a user friendly, intuitive user
interface that solicits information from and conveniently walks the user through the various steps
for creating a new database within minutes. The database system may include a catalog of
standardized configurations, which the user may select from the user interface for creating the
database. The user may modify the standardized configurations or create custom configurations
to suit their needs. By virtue of providing standardized configurations, the present disclosure

simplifies the database creation process for the user. The user interface also hides the complexity
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of creating the database from the user. For example, the user need not worry about creating,
partitioning, or associating storage space (e.g., storage disk space) with the database that is being
created. The user may simply specify a size of the database that is desired in the user interface
and the database system automatically translates that size into storage space. Thus, based upon
the needs of the user, the user is able to specifically tailor the database during creation and create

the database easily and quickly using the user interface.

[0023] The database system also provides the ability to register an existing database with the
database system. Such existing databases may have been created outside of the database system.
Users having existing databases may desire to associate their databases with the database system
for management. Similar to creating a new database in the database system, registering an existing
database with the database system is easy, convenient, and may be completed within a span of a
few minutes via the user interface. As with the creation of a new database, the user interface walks
the user through the registration process, provides standardized configurations for the user to select
from, ability to modify the standardized configurations, and create new configurations. Upon
registering the database with the database system, the database may take advantage of other

database management services offered by the database system.

[0024] Copy data management services involve protecting a database. Protecting a database
means replicating a state of the database for creating a fully functional copy of the database.
Replicating the state of the database may involve creating fully functional clones (e.g., back-ups)
of the database. Since the clones are fully functional copies of the original or source database, a
user may perform operations on the cloned copy that would otherwise be performed on the original
database. For example, the user may perform reporting, auditing, testing, data analysis, etc. on the

cloned copy of the original database. A cloned database may be created by periodically capturing
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snapshots of the source database. A snapshot stores the state of the source database at the point in
time at which the snapshot is captured. The snapshot is thus a point in time image of the database.
The snapshot may include a complete encapsulation of the virtual machine on which the database
is created, including the configuration data of the virtual machine, the data stored within the
database, and any metadata associated with the virtual machine. Any of a variety of snapshotting
techniques may be used. For example, in some embodiments, copy-on-write, redirect-on-write,
near-sync, or other snapshotting methods may be used to capture snapshots. From the snapshot,

the source database may be recreated to the state at which the snapshot was captured.

[0025] However, the number of snapshots that are captured in a given day may be limited.
Specifically, because capturing a snapshot requires quiescing (e.g., pausing) the source database
and entering a safe mode in which user operations are halted, it is desirable to take only a minimum
number of snapshots in a day. Thus, choices of state that may recreated from a snapshot may be
limited. If a state is desired that falls between the capture of two snapshots, the user is generally
out of luck. Thus, the desire to limit the number of snapshots in a day results in a significant
technical problem that results in losing changes made to a database since the last snapshot capture
or between two snapshot captures. The present disclosure provides technical solutions to this

problem.

[0026] Specifically, the present disclosure automatically creates an instance of a database
protection system for each database (e.g., source database) that is created within or registered with
the database system. The database protection system instance may be configured to protect the
source database by automatically capturing snapshots of the source database. Additionally, to
avoid losing changes in state between two snapshot captures or since the last snapshot capture, the

database system may capture transactional logs. A transactional log may be a text, image, disk, or
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other type of file that records every transaction or change that occurs on the source database since
a last snapshot capture. Thus, by using the snapshots or a combination of snapshots and
transactional logs, any state of the source database down to the last second (or even fractions of
seconds or other time granularities) may be recreated. Specifically, states of the source database
that fall between the capture of two snapshots may be recreated by using a combination of

snapshots and transactional logs.

[0027] The frequency of capturing transactional logs may be higher than the frequency of
capturing snapshots in a day. For example, in some embodiments, by default, a transactional log
may be captured every 30 minutes. In other embodiments, the user may define the frequency of
capturing transactional logs. Further, since the source database is not quiesced (paused) for
capturing the transactional log, user operations may continue while the transactional logs are being
captured. Further, since the transactional logs only capture the changes in the database since the
last snapshot capture, the transactional logs do not consume a lot of space. Thus, clones of the
source database can be created to a point in time by using a combination of transactional logs and
snapshots (e.g., between two snapshot captures), or based upon available snapshots (e.g., at the

point of snapshot capture).

[0028] Further, the frequency with which the snapshots and transactional logs are captured by the
database system may depend upon the level of protection desired by the user. The database system
may solicit a protection schedule and definition of a Service Level Agreement (“SLA”) from the
user. For convenience, the database system may include built-in defaults of the protections
schedule and SLA levels that the user may select from. The user may modify the defaults or define
new parameters for the protection schedule and SLA. Thus, the level of protection accorded to

each database associated with the database system may be individually tailored based upon the
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requirements of the user. The protection schedule may allow the user to define the frequency of
snapshots and transactional logs to be captured each day, and the time-period for capturing daily,

weekly, monthly, and/or quarterly snapshots based upon the SLA.

[0029] Thus, the present disclosure provides an easy, convenient, cost effective, and user-friendly

mechanism for creating and registering databases, as well as effectively protecting those databases.

[0030] Referring now to FIG. 1, a cluster 100 of a virtual computing system is shown, in
accordance with some embodiments of the present disclosure. The cluster 100 includes a plurality
of nodes, such as a first node 105, a second node 110, and a third node 115. Each of the first node
105, the second node 110, and the third node 115 may also be referred to as a “host” or “host
machine.” The first node 105 includes database virtual machines (“database VMs”) 120A and
120B (collectively referred to herein as “database VMs 1207), a hypervisor 125 configured to
create and run the database VMs, and a controller/service VM 130 configured to manage, route,
and otherwise handle workflow requests between the various nodes of the cluster 100. Similarly,
the second node 110 includes database VMs 135A and 135B (collectively referred to herein as
“database VMs 135”), a hypervisor 140, and a controller/service VM 145, and the third node 115
includes database VMs 150A and 150B (collectively referred to herein as “database VMs 150”), a
hypervisor 155, and a controller/service VM 160. The controller/service VM 130, the
controller/service VM 145, and the controller/service VM 160 are all connected to a network 165
to facilitate communication between the first node 105, the second node 110, and the third node
115. Although not shown, in some embodiments, the hypervisor 125, the hypervisor 140, and the
hypervisor 155 may also be connected to the network 165. Further, although not shown, one or
more of the first node 105, the second node 110, and the third node 115 may include one or more

containers managed by a monitor (e.g., container engine).
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[0031] The cluster 100 also includes and/or is associated with a storage pool 170 (also referred to
herein as storage sub-system). The storage pool 170 may include network-attached storage 175
and direct-attached storage 180A, 180B, and 180C. The network-attached storage 175 is
accessible via the network 165 and, in some embodiments, may include cloud storage 185, as well
as a networked storage 190. In contrast to the network-attached storage 175, which is accessible
via the network 165, the direct-attached storage 180A, 180B, and 180C includes storage
components that are provided internally within each of the first node 105, the second node 110,
and the third node 115, respectively, such that each of the first, second, and third nodes may access

its respective direct-attached storage without having to access the network 165.

[0032] It is to be understood that only certain components of the cluster 100 are shown in FIG. 1.
Nevertheless, several other components that are needed or desired in the cluster 100 to perform
the functions described herein are contemplated and considered within the scope of the present

disclosure.

[0033] Although three of the plurality of nodes (e.g., the first node 105, the second node 110, and
the third node 115) are shown in the cluster 100, in other embodiments, greater than or fewer than
three nodes may be provided within the cluster. Likewise, although only two database VMs (e.g.,
the database VMs 120, the database VMs 135, the database VMs 150) are shown on each of the
first node 105, the second node 110, and the third node 115, in other embodiments, the number of
the database VMs on each of the first, second, and third nodes may vary to include other numbers
of database VMs. Further, the first node 105, the second node 110, and the third node 115 may
have the same number of database VMs (e.g., the database VMs 120, the database VMs 135, the

database VMs 150) or different number of database VMs.
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[0034] In some embodiments, each of the first node 105, the second node 110, and the third node
115 may be a hardware device, such as a server. For example, in some embodiments, one or more
of the first node 105, the second node 110, and the third node 115 may be an NX-1000 server, NX-
3000 server, NX-6000 server, NX-8000 server, etc. provided by Nutanix, Inc. or server computers
from Dell, Inc., Lenovo Group Ltd. or Lenovo PC International, Cisco Systems, Inc., etc. In other
embodiments, one or more of the first node 105, the second node 110, or the third node 115 may
be another type of hardware device, such as a personal computer, an input/output or peripheral unit
such as a printer, or any type of device that is suitable for use as a node within the cluster 100. In
some embodiments, the cluster 100 may be part of a data center. Further, one or more of the first
node 105, the second node 110, and the third node 115 may be organized in a variety of network
topologies. Each of the first node 105, the second node 110, and the third node 115 may also be
configured to communicate and share resources with each other via the network 165. For example,
in some embodiments, the first node 105, the second node 110, and the third node 115 may
communicate and share resources with each other via the controller/service VM 130, the
controller/service VM 145, and the controller/service VM 160, and/or the hypervisor 125, the

hypervisor 140, and the hypervisor 155.

[0035] Also, although not shown, one or more of the first node 105, the second node 110, and the
third node 115 may include one or more processing units configured to execute instructions. The
instructions may be carried out by a special purpose computer, logic circuits, or hardware circuits
of the first node 105, the second node 110, and the third node 115. The processing units may be
implemented in hardware, firmware, software, or any combination thereof. The term “execution”
is, for example, the process of running an application or the carrying out of the operation called

for by an instruction. The instructions may be written using one or more programming language,

12
4882-8131-3874.1

EX1002 - Page 12



Atty. Dkt. No. 115539-0436 (PAT-1455)

scripting language, assembly language, etc. The processing units, thus, execute an instruction,

meaning that they perform the operations called for by that instruction.

[0036] The processing units may be operably coupled to the storage pool 170, as well as with other
elements of the first node 105, the second node 110, and the third node 115 to receive, send, and
process information, and to control the operations of the underlying first, second, or third node.
The processing units may retrieve a set of instructions from the storage pool 170, such as, from a
permanent memory device like a read only memory (“ROM”) device and copy the instructions in
an executable form to a temporary memory device that is generally some form of random access
memory (“RAM”). The ROM and RAM may both be part of the storage pool 170, or in some
embodiments, may be separately provisioned from the storage pool. In some embodiments, the
processing units may execute instructions without first copying the instructions to the RAM.
Further, the processing units may include a single stand-alone processing unit, or a plurality of

processing units that use the same or different processing technology.

[0037] With respect to the storage pool 170 and particularly with respect to the direct-attached
storage 180A, 180B, and 180C, each of the direct-attached storage may include a variety of types
of memory devices that are suitable for a virtual computing system. For example, in some
embodiments, one or more of the direct-attached storage 180A, 180B, and 180C may include, but
is not limited to, any type of RAM, ROM, flash memory, magnetic storage devices (e.g., hard disk,
floppy disk, magnetic strips, etc.), optical disks (e.g., compact disk (“CD”), digital versatile disk
(“DVD”), etc.), smart cards, solid state devices, etc. Likewise, the network-attached storage 175
may include any of a variety of network accessible storage (e.g., the cloud storage 185, the
networked storage 190, etc.) that is suitable for use within the cluster 100 and accessible via the

network 165. The storage pool 170, including the network-attached storage 175 and the direct-
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attached storage 180A, 180B, and 180C, together form a distributed storage system configured to
be accessed by each of the first node 105, the second node 110, and the third node 115 via the
network 165, the controller/service VM 130, the controller/service VM 145, the controller/service
VM 160, and/or the hypervisor 125, the hypervisor 140, and the hypervisor 155. In some
embodiments, the various storage components in the storage pool 170 may be configured as virtual

disks for access by the database VMs 120, the database VMs 135, and the database VMs 150.

[0038] Each of the database VMs 120, the database VMs 135, the database VMs 150 is a software-
based implementation of a computing machine. The database VMs 120, the database VMs 135,
the database VMs 150 emulate the functionality of a physical computer. Specifically, the hardware
resources, such as processing unit, memory, storage, etc., of the underlying computer (e.g., the
first node 105, the second node 110, and the third node 115) are virtualized or transformed by the
respective hypervisor 125, the hypervisor 140, and the hypervisor 155, into the underlying support
for each of the database VMs 120, the database VMs 135, the database VMs 150 that may run its
own operating system and applications on the underlying physical resources just like a real
computer. By encapsulating an entire machine, including CPU, memory, operating system,
storage devices, and network devices, the database VMs 120, the database VMs 135, the database
VMs 150 are compatible with most standard operating systems (e.g. Windows, Linux, etc.),

applications, and device drivers.

[0039] Thus, each of the hypervisor 125, the hypervisor 140, and the hypervisor 155 is a virtual
machine monitor that allows a single physical server computer (e.g., the first node 105, the second
node 110, third node 115) to run multiple instances of the database VMs 120, the database VMs
135, and the database VMs 150 with each VM sharing the resources of that one physical server

computer, potentially across multiple environments. For example, each of the hypervisor 125, the
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hypervisor 140, and the hypervisor 155 may allocate memory and other resources to the underlying
VMs (e.g., the database VMs 120, the database VMs 135, the database VM 150A, and the database

VM 150B) from the storage pool 170 to perform one or more functions.

[0040] By running the database VMs 120, the database VMSs 135, and the database VMs 150 on
each of the first node 105, the second node 110, and the third node 115, respectively, multiple
workloads and multiple operating systems may be run on a single piece of underlying hardware
computer (e.g., the first node, the second node, and the third node) to increase resource utilization
and manage workflow. When new database VMs are created (e.g., installed) on the first node 105,
the second node 110, and the third node 115, each of the new database VMs may be configured to
be associated with certain hardware resources, software resources, storage resources, and other

resources within the cluster 100 to allow those virtual VMs to operate as intended.

[0041] The database VMs 120, the database VMs 135, the database VMs 150, and any newly
created instances of the database VMs may be controlled and managed by their respective instance
of the controller/service VM 130, the controller/service VM 145, and the controller/service VM
160. The controller/service VM 130, the controller/service VM 145, and the controller/service
VM 160 are configured to communicate with each other via the network 165 to form a distributed
system 195. Each of the controller/service VM 130, the controller/service VM 145, and the
controller/service VM 160 may be considered a local management system configured to manage
various tasks and operations within the cluster 100. For example, in some embodiments, the local
management system may perform various management related tasks on the database VMs 120, the

database VMs 135, and the database VMs 150.

[0042] The hypervisor 125, the hypervisor 140, and the hypervisor 155 of the first node 105, the

second node 110, and the third node 115, respectively, may be configured to run virtualization
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software, such as, ESXi from VMWare, AHV from Nutanix, Inc., XenServer from Citrix Systems,
Inc., etc. The virtualization software on the hypervisor 125, the hypervisor 140, and the hypervisor
155 may be configured for running the database VMs 120, the database VMs 135, the database
VM 1504, and the database VM 150B, respectively, and for managing the interactions between
those VMs and the underlying hardware of the first node 105, the second node 110, and the third
node 115. Each of the controller/service VM 130, the controller/service VM 145, the
controller/service VM 160, the hypervisor 125, the hypervisor 140, and the hypervisor 155 may

be configured as suitable for use within the cluster 100.

[0043] The network 165 may include any of a variety of wired or wireless network channels that
may be suitable for use within the cluster 100. For example, in some embodiments, the network
165 may include wired connections, such as an Ethernet connection, one or more twisted pair
wires, coaxial cables, fiber optic cables, etc. In other embodiments, the network 165 may include
wireless connections, such as microwaves, infrared waves, radio waves, spread spectrum
technologies, satellites, etc. The network 165 may also be configured to communicate with another
device using cellular networks, local area networks, wide area networks, the Internet, etc. In some
embodiments, the network 165 may include a combination of wired and wireless communications.
The network 165 may also include or be associated with network interfaces, switches, routers,
network cards, and/or other hardware, software, and/or firmware components that may be needed

or considered desirable to have in facilitating intercommunication within the cluster 100.

[0044] Referring still to FIG. 1, in some embodiments, one of the first node 105, the second node
110, or the third node 115 may be configured as a leader node. The leader node may be configured
to monitor and handle requests from other nodes in the cluster 100. For example, a particular

database VM (e.g., the database VMs 120, the database VMs 135, or the database VMs 150) may
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direct an input/output request to the controller/service VM (e.g., the controller/service VM 130,
the controller/service VM 145, or the controller/service VM 160, respectively) on the underlying
node (e.g., the first node 105, the second node 110, or the third node 115, respectively). Upon
receiving the input/output request, that controller/service VM may direct the input/output request
to the controller/service VM (e.g., one of the controller/service VM 130, the controller/service VM
145, or the controller/service VM 160) of the leader node. In some cases, the controller/service
VM that receives the input/output request may itself be on the leader node, in which case, the

controller/service VM does not transfer the request, but rather handles the request itself.

[0045] The controller/service VM of the leader node may fulfil the input/output request (and/or
request another component within/outside the cluster 100 to fulfil that request). Upon fulfilling
the input/output request, the controller/service VM of the leader node may send a response back
to the controller/service VM of the node from which the request was received, which in turn may
pass the response to the database VM that initiated the request. In a similar manner, the leader
node may also be configured to receive and handle requests (e.g., user requests) from outside of

the cluster 100. If the leader node fails, another leader node may be designated.

[0046] Additionally, in some embodiments, although not shown, the cluster 100 may be associated
with a central management system that is configured to manage and control the operation of
multiple clusters in the virtual computing system. In some embodiments, the central management
system may be configured to communicate with the local management systems on each of the
controller/service VM 130, the controller/service VM 145, the controller/service VM 160 for

controlling the various clusters.

[0047] Again, it is to be understood again that only certain components and features of the cluster

100 are shown and described herein. Nevertheless, other components and features that may be
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needed or desired to perform the functions described herein are contemplated and considered
within the scope of the present disclosure. It is also to be understood that the configuration of the
various components of the cluster 100 described above is only an example and is not intended to
be limiting in any way. Rather, the configuration of those components may vary to perform the

functions described herein.

[0048] Turning now to FIG. 2, an example block diagram of a database system 200 is shown, in
accordance with some embodiments of the present disclosure. FIG. 2 is discussed in conjunction
with FIG. 1. The database system 200 or portions thereof may be configured as utility software
for creating and implementing database management services. The database system 200 is
configured to facilitate creation/registration, querying, and/or administration of the databases
associated therewith. Thus, the database system 200 includes a database engine 205 that is
configured to receive input from and provide output to a user via a dashboard 210. The database
engine 205 is also associated with a database storage system 215 that is configured to store one or
more databases under management of the database system 200. In association with the dashboard
210 and the database storage system 215, the database engine 205 is configured to implement one
or more database management services of the database system 200. For example, the database
engine 205 is configured to provide database provisioning services to create new databases and
register existing databases with the database system 200 using a database provisioning system 220.
The database engine 205 is also configured to protect databases created or registered by the
database provisioning system 220 via a database protection system 225. Although the database
provisioning system 220. and the database protection system 225 are shown as separate
components, in some embodiments, the database provisioning system and the database protection

system may be combined and the combined component may perform the operations of the
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individual components. The database provisioning system 220 and the database protection system

225 are both discussed in greater detail below.

[0049] The database system 200 may be installed on a database VM (e.g., the database VMs 120,
the database VMs 135, the database VMs 150 of FIG. 1). The database system 200 may be
installed via the controller/service VM (e.g., the controller/service VM 130, the controller/service
VM 145, the controller/service VM 160) of the node (e.g., the first node 105, the second node 110,
and the third node 115) on which the database system is to be installed. For example, an
administrator desiring to install the database system 200 may download a copy on write image file
(e.g., qcow or qcow?2 image file) on the controller/service VM to define the content and structure
of a disk volume to be associated with the database system 200. In some embodiments, instead of
a copy on write image file, another type of disk image file, depending upon the type of underlying
hypervisor, may be installed. Further, the administrator may create or one or more new database
VMs on which the database system 200 is to reside. As part of creating the database VMs, the
administrator may allocate a particular number of virtual central processing units (vCPU) to each
of the database VMs, define the number of cores that are desired in each vCPU, designate a specific
amount of memory to each of the database VMs, and attach a database storage device (e.g., a
virtual disk from the storage pool 170) with each of the database VMs. In some embodiments, at
least a portion of the database storage device attached to the database system 200 may form the
database storage system 215. The administrator may also create a new network interface (e.g.,
associate a virtual local area network (VLAN), assign an Internet Protocol (“IP”) address to access
the database system 200, etc.) with each of the database VMs. The administrator may perform
additional and/or other actions to create the database VMs on which the database system 200
resides upon creation and installation of the disk image file.
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[0050] In some embodiments, the database VMs on which the database system 200 resides may
all be located on a single node (e.g., one of the first node 105, the second node 110, and the third
node 115). In other embodiments, the database VMs on which the database system 200 resides
may be spread across multiple nodes within a single cluster, or possibly amongst multiple clusters.
When spread across multiple clusters, each of the associated multiple clusters may be configured
to at least indirectly communicate with one another to facilitate operation of the database system
200. Upon installing the database system 200, a user (e.g., the administrator or other user
authorized to access the database system) may access the dashboard 210. The dashboard 210,
thus, forms the front end of the database system 200 and the database engine 205 and the database

storage system 215 form the backend of the database system.

[0051] The database system 200 may be accessed via a computing device associated with the
virtual computing system 100. In other embodiments, instead of or in addition to being accessible
via a particular computing device, the database system 200 may be hosted on a cloud service and
may be accessed via the cloud. In some embodiments, the database system 200 may additionally
or alternatively be configured as a mobile application suitable for access from a mobile computing
device (e.g., amobile phone). In some embodiments, the database system 200 and particularly the
dashboard 210 may be accessed via an Application Programming Interface (“API”) 230. To access
the dashboard 210 via the API 230, a user may use designated devices such as laptops, desktops,
tablets, mobile devices, other handheld or portable devices, and/or other types of computing
devices that are configured to access the API. These devices may be different from the computing

device on which the database system 200 is installed.

[0052] In some embodiments and when the dashboard 210 is configured for access via the API

230, the user may access the dashboard via a web browser and upon entering a uniform resource
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locator (“URL”) for the API such as the IP address of the database system 200 or other web
address. Using the API 230 and the dashboard 210, the users may then send instructions to the
database engine 205 and receive information back from the database engine. In some
embodiments, the API 230 may be a representational state transfer (“REST”) type of API. In other
embodiments, the API 230 may be any other type of web or other type of API (e.g., ASP.NET)
built using any of a variety of technologies, such as Java, .Net, etc., that is capable of accessing
the database engine 205 and facilitating communication between the users and the database engine.
In some embodiments, the API 230 may be configured to facilitate communication via a hypertext
transfer protocol (“HTTP”) or hypertext transfer protocol secure (“HTTPS”) type request. The
API 230 may receive an HTTP/HTTPS request and send an HTTP/HTTPS response back. In other
embodiments, the API1230 may be configured to facilitate communication using other or additional
types of communication protocols. In other embodiments, the database system 200 may be

configured for access in other ways.

[0053] The dashboard 210 provides a user interface that facilitates human-computer interaction
between the users and the database engine 205. The dashboard 210 is configured to receive user
inputs from the users via a graphical user interface (“GUI”) and transmit those user inputs to the
database engine 205. The dashboard 210 is also configured to receive outputs/information from
the database engine 205 and present those outputs/information to the users via the GUI of the
management system. The GUI may present a variety of graphical icons, windows, visual
indicators, menus, visual widgets, and other indicia to facilitate user interaction. In other
embodiments, the dashboard 210 may be configured as other types of user interfaces, including
for example, text-based user interfaces and other man-machine interfaces. Thus, the dashboard

210 may be configured in a variety of ways.
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[0054] Further, the dashboard 210 may be configured to receive user inputs in a variety of ways.
For example, the dashboard 210 may be configured to receive the user inputs using input
technologies including, but not limited to, a keyboard, a stylus and/or touch screen, a mouse, a
track ball, a keypad, a microphone, voice recognition, motion recognition, remote controllers,
input ports, one or more buttons, dials, joysticks, etc. that allow an external source, such as the
user, to enter information into the database system 200. The dashboard 210 may also be configured
to present outputs/information to the users in a variety of ways. For example, the dashboard 210
may be configured to present information to external systems such as users, memory, printers,
speakers, etc. Therefore, although not shown, dashboard 210 may be associated with a variety of
hardware, software, firmware components, or combinations thereof. Generally speaking, the
dashboard 210 may be associated with any type of hardware, software, and/or firmware component

that enables the database engine 205 to perform the functions described herein.

[0055] Thus, the dashboard receives a user request (e.g., an input) from the user and transmits that
user request to the database engine 205. In some embodiments, the user request may be to request
a database management service. For example, in some embodiments, the user request may be to
request a database provisioning service. In response to the user request for a database provisioning
service, the database engine 205 may activate the database provisioning system 220. The database
provisioning system 220 includes a database creation system 235 for creating new databases within
the database system 200 and a database registration system 240 for registering databases that were
previously created outside of the database system with the database system. Although the database
creation system 235 and the database registration system 240 are shown as separate components,

in some embodiments, those components may be combined together and the combined component
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may perform the functions of the individual components. The database creation system 235 and

the database registration system 240 are discussed in greater detail in FIGS. 3-5E below.

[0056] The database protection system 225 is configured to protect databases associated with the
database system 200. Thus, the database protection system 225 implements a copy data
management service of the database system 200. During creation or registration of a database, the
database provisioning system 220 creates an instance of a database protection system 225 for
protecting the associated database. Thus, upon the creation or registration of a database, that
database may be protected by the associated instance of the database protection system 225 by
capturing snapshots, transactional logs, and creating cloned databases. Each instance of the
database protection system 225 may receive a variety of user defined constraints in accordance
with which the associated database is protected. The database protection system 225 is discussed

in greater detail in FIG. 6 below.

[0057] The database engine 205, including the database provisioning system 220 and the database
protection system 225 may be configured as, and/or operate in association with, hardware,
software, firmware, or a combination thereof. Specifically, the database engine 205 may include
a processing unit 245 configured to execute instructions for implementing the database
management services of the database system 200. In some embodiments, each of the database
provisioning system 220 and the database protection system 225 may have their own separate
instance of the processing unit 245. The processing unit 245 may be implemented in hardware,
firmware, software, or any combination thereof. “Executing an instruction” means that the
processing unit 245 performs the operations called for by that instruction. The processing unit 245
may retrieve a set of instructions from a memory for execution. For example, in some

embodiments, the processing unit 245 may retrieve the instructions from a permanent memory
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device like a read only memory (ROM) device and copy the instructions in an executable form to
a temporary memory device that is generally some form of random access memory (RAM). The
ROM and RAM may both be part of the storage pool 170 and/or provisioned separately from the
storage pool. In some embodiments, the processing unit 245 may be configured to execute
instructions without first copying those instructions to the RAM. The processing unit 245 may be
a special purpose computer, and include logic circuits, hardware circuits, etc. to carry out the
instructions. The processing unit 245 may include a single stand-alone processing unit, or a
plurality of processing units that use the same or different processing technology. The instructions
may be written using one or more programming language, scripting language, assembly language,

etc.

[0058] The database engine 205 may also include a memory 250. The memory 250 may be
provisioned from or be associated with the storage pool 170. In some embodiments, the memory
250 may be separate from the storage pool 170. The memory 250 may be any of a variety of
volatile and/or non-volatile memories that may be considered suitable for use with the database
engine 205. In some embodiments, the memory 250 may be configured to store the instructions
that are used by the processing unit 245. Further, although not shown, in some embodiments, the
database provisioning system 220 and the database protection system 225 may each, additionally

or alternatively, have their own dedicated memory.

[0059] Further, the database engine 205 may be configured to handle a variety of types of database
engines. For example, in some embodiments, the database engine 205 may be configured to
manage PostgreSQL, Oracle, Microsoft SQL server, and MySQL database engines. In other
embodiments, the database engine 205 may be configured to manage other or additional database

engines. Each database that is created within or registered with the database system 200 may be
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of a particular “database engine type.” The database engine type may identify the type of database
management system (e.g., Oracle, PostgreSQL, etc.) of a particular database. By virtue of creating
or registering a database with a particular database engine type, that database is managed in
accordance with the rules of that database engine type. Thus, the database engine 205 is configured

to be operable with and manage databases associated with a variety of database engine types.

[0060] 1t is to be understood that only some components of the database engine 205 are shown
and discussed herein. In other embodiments, the database engine 205 may also include other
components that are considered necessary or desirable in implementing the various database
management services discussed herein. Similarly, the database provisioning system 220 and the
database protection system 225 may have components that are considered necessary or desirable

in implementing the various database management services discussed herein.

[0061] Referring still to FIG. 2, the database storage system 215 is configured to store one or more
databases that are either created within the database system 200 or registered with the database
system. The database storage system 215 may include a source database storage 255 and a target
database storage 260. The source database storage 255 is configured to store the original instances
of the databases (also referred to herein as source databases) that are created within or registered
with the database system 200. The target database storage 260 is configured to store the clones of
the source databases (also referred to herein as cloned databases). In some embodiments, the
source database storage 255 and the target database storage 260 may be provisioned from the
storage pool 170 and may include virtual disk storage that is associated with the database VMs
(e.g., the database VMs 120, the database VMs 135, the database VMs 150) on which the database
system 200, the source databases, and the cloned databases reside. For example, in some

embodiments, the source database storage 255 may be associated with one or more database VMs
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(referred to herein as source database VMs) and the source databases stored within the source
database storage may be stored within the virtual disks associated with the source database VMs.
Similarly, in some embodiments, the target database storage 260 may be associated with one or
more database VMs (referred to herein as target database VMs) and the databases stored within
the target database storage may be stored within the virtual disks associated with the target
database VMs. In some embodiments, each source database VM may be configured to store one
or more source databases and each target database VM may be configured to store one or more
target databases. In other embodiments, the source database storage 255 and the target database
storage 260 may additionally or alternatively be provisioned from other types of storage associated

with the database system 200.

[0062] Further, depending upon the size of a particular database and the size of the virtual disk
associated with a particular source database VM, a source database may be stored in its entirety
on a single source database VM or may span multiple source database VMs. Further, as the size
of that source database increases, the source database may be moved to another source database
VM, may be stored onto multiple source database VMs, and/or additional storage may be
provisioned to the source database VMs to house the increased size of the source database.
Similarly, depending upon the size of a cloned database and the size of the virtual disk associated
with a particular target database VM, the cloned database may be stored on a single or multiple
target database VMs. Further, as the size of the cloned database increases (e.g., by virtue of
updating the cloned database to incorporate any changes in the source database), the cloned
database may be moved to another target database VM of appropriate size, may be divided amongst

multiple target database VMs, and/or additional virtual disk space may be provisioned to the target
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database VM. Thus, the database storage system 215 is structured with the flexibility to expand

and adapt to accommodate databases of various sizes.

[0063] The database storage system 215 also includes a database manager 265. In some
embodiments, each instance of the source database within the source database storage 255 may
include an instance of the database manager 265. In other embodiments, a single instance of the
database manager 265 may manage multiple or all source databases. The database manager 265
is configured to work with the database protection system 225 to protect the source databases
stored within the source database storage 255. The database manager 265 is discussed in greater
detail in FIG. 6 below. Although not shown, the database manager 265 may include a processing
unit (e.g., similar to the processing unit 245), a memory (e.g., similar to the memory 250), and
other hardware, software, and/or firmware components that are necessary or considered desirable
for performing the functions described herein. Further, although the cloned databases in the target
database storage 260 are shown as having a database manager, in some embodiments, each cloned

database may be associated with a database manager for managing the cloned databases.

[0064] Turning now to FIG. 3, an example flow chart outlining operations of a process 300 is
shown, in accordance with some embodiments of the present disclosure. The process 300 may
include additional, fewer, or different operations, depending on the particular embodiment. The
process 300 may be used to implement the database provisioning service. Thus, the process 300
may be used to create a new database or register an existing database. The process 300 is discussed
in conjunction with FIGS. 1 and 2 and is implemented by the database provisioning system 220 of
the database engine 205 in conjunction with the dashboard 210. Specifically, the database
provisioning system 220 receives inputs from the user via the dashboard 210 and performs

operations in response to those inputs for creating a new database or registering an existing
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database. Thus, the process 300 starts at operation 305 with the database provisioning system 220
receiving a user request via the dashboard 210 for either creating a new database or registering an
existing database. Specifically, once the database system 200 is installed and the user is able to
access the dashboard 210, the dashboard may present an option to create a new database or register
an existing database. If the user desires to create a new database, the user may select the database
creation option from the dashboard 210 and activate the database creation system 235 of the
database provisioning system 220. If the user desires to register an existing database, the user may
select the database registration option and activate the database registration system 240 of the

database provisioning system 220.

[0065] Upon activation, the database creation system 235 or the database registration system 240
may present one or more user interfaces to the user for soliciting parameters for creating a new
database or registering an existing database, respectively. For example, at operation 310, the
activated one of the database creation system 235 or the database registration system 240 presents,
via the dashboard 210, a user interface for requesting the database engine type of the database to
be created or registered. The dashboard 210 may present a selection of the database engine types
that are supported by the database engine 205. The user may select one of the various database
engine types presented on the dashboard 210. As noted above, the database engine type defines
the database management system of the database being created or registered. For example, if the
user desires to create a database with the database engine type Oracle, and if Oracle is presented
as an option on the dashboard at the operation 310, the user may select Oracle on the dashboard.
As another example, if the user desires to register an existing database that has been configured
with the database engine type Oracle, the user may select Oracle from the dashboards at the

operation 310.
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[0066] The database creation system 235 or the database registration system 240 receives the
user’s selection of the database engine type at the operation 310. Additionally, the database
creation system 235 or the database registration system 240 configures the remaining user
interfaces that are presented to the user on the dashboard 210 based on the database engine type
selected by the user at the operation 310. For example, if the user selected Oracle as the database
engine type at the operation 315, the database creation system 235 or the database registration
system 240 may configure the remaining database creation process or the database registration
process in accordance with requirements for Oracle. Thus, at operation 315, the database creation
system 235 or the database registration system 240 presents one or more user interfaces to the user,
via the dashboard 210, for requesting a selection of parameters for defining the configuration for
and creating a new source database VM on which the database being created or registered will

ultimately reside.

[0067] For example, in some embodiments, the activated one of the database creation system 235
or the database registration system 240 may request parameters for defining a software profile, a
network profile, a compute profile, and a database parameter profile to be associated with the new
source database VM. In other embodiments, the database provisioning system 220 may request
other or additional types of parameters from the user for creating the source database VM based
upon the database engine type selected at the operation 310. The user interface may present one
or more standardized profiles for one or more of the software profile, network profile, compute
profile, and database parameter profile. The user may select from the standardized profiles in
some embodiments. In some embodiments, the database creation system 235 or the database
registration system 240 may also allow the user to modify a standardized profile and/or create new

profiles from scratch based upon the user’s preferences. Each of the profiles is based upon the
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database engine type selected at the operation 310. Thus, the standardized profiles that are
presented to the user are in compliance with the database engine type. Similarly, the database
creation system 235 or the database registration system 240 only allow those changes to the

standardized profiles or creation of new profiles that comply with the database engine type.

[0068] The software profile defines the software and operating system parameters for the database
engine type that is selected at the operation 310. For example, if at the operation 310, the database
engine type is selected as Postgre SQL, the software profile may include one or more software and
operations system image profiles associated with PostgreSQL. Each software profile may define
the rules that are to be applied in managing the database being created or registered. In some
embodiments, one or more sample software profiles may be available for the user to select. In
other embodiments, the user may create their own custom software profile or modify an existing
software profile to suit their needs. When creating their own custom software profile or modifying
an existing software profile, in some embodiments, the user may be required to create/modify the
software profile before starting the process 300, while in other embodiments, the user may be able

to create the custom software profile as part of the operation 315.

[0069] The network profile identifies the network location of the database being created or
registered to facilitate access to the database after creation or registration. In some embodiments,
the network profile may be the same profile that is created during installation of the database
system 200. In other embodiments, a different network profile may be used. Similar to the
software profile, the database creation system 235 or the database registration system 240 may
make a sample network profile available for the user to select. Alternatively, the user may create
a new network profile or modify an existing network profile either before starting the process 300

or during the operation 315. The compute profile defines the size/configuration of the source
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database VM. For example, the compute profile may define the number of vCPUs, number of
cores per vCPU, and memory capacity to be associated with the source database VM. In other
embodiments, the compute profile may define other or additional configurational parameters. At
the operation 315, the database creation system 235 or the database registration system 240 may
also request the database parameter profile from the user. The database parameter profile defines
the custom parameters that are applied to the database being created or registered. Again, the
database creation system 235 or the database registration system 240 may make sample compute
profiles and/or a sample database parameter profiles available for the user to select in some
embodiments. Alternatively, the user may create custom compute and/or database parameter
profiles or modify existing compute and/or database parameter profiles, either before starting the

process 300 or during the operation 315.

[0070] In some embodiments, the database creation system 235 or the database registration system
240 may pre-select a default option for the user for one or more of the software profile, compute
profile, network profile, and the database parameter profile. The database creation system 235 or
the database registration system 240 may allow the user to change the default options by selecting
another standardized option, modifying a standardized option, or creating a new profile. Thus, at
the operation 315, the database creation system 235 or the database registration system 240

receives selection of the various parameters for creating a new source database VM.

[0071] In some embodiments, based upon the parameters received from the user, the database
creation system 235 or the database registration system 240 may create a new source database VM
at the operation 315. In other embodiments, the database creation system 235 or the database
registration system 240 may wait until other remaining parameters are received before creating the

source database VM. In some embodiments, instead of creating a new source VM, the database
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creation system 235 or the database registration system 240 may allow the user to use a previously
created source database VM. Thus, at the operation 315, the database creation system 235 or the
database registration system 240 may first request the user to select one option from either creating
a new source database VM or using an existing (e.g., previously created) source database VM.
Based on the user’s selection, the database creation system 235 or the database registration system
240 may request the various profiles discussed above or request the user to identify the existing
source database VM to use. In some embodiments, the database creation system 235 or the
database registration system 240 may present a list of existing source database VMs created
previously for the database engine type selected at the operation 310 and that have space available
to receive the database being created or registered. The user may select one source database VM
from the list. The database creation system 235 or the database registration system 240 may
facilitate the user selection of an existing source database VM in other manners (e.g., by allowing

the user to browse to a location, etc.).

[0072] Upon receiving selection of the various profiles for creating a new source database VM or
receiving selection of an existing source database VM, at operation 320, the database creation
system 235 or the database registration system 240 presents one or more user interfaces, via the
dashboard 210, for requesting parameters (e.g., configurational details) for the database being
created/registered. For example, the database creation system 235 or the database registration
system 240 may request a database name and a description of the database being created or
registered to distinguish that database from other databases within the database system 200. The
database creation system 235 or the database registration system 240 may also request a database
password to restrict access to the database to only authorized users, a database size to determine

how much storage space is needed for storing that base, and/or any additional or other parameters
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that may be considered necessary or desirable in creating/registering the database. Further, the
parameters that are requested may vary based upon whether a database is being created or whether
an existing database is being registered. For example, if an existing database is being registered,
the database registration system 240 may automatically determine the size of the database. In
some embodiments, certain default values may be pre-selected for the user and the user may be
allowed to change those values. Thus, at the operation 320, the database creation system 235 or
the database registration system 240 receives selection of parameters from the user, via the

dashboard 210, for either creating a new database or registering an existing database.

[0073] At operation 325, the database creation system 235 or the database registration system 240
presents one or more user interfaces, via the dashboard 210, to request selection of parameters for
creating an instance of a database protection system (e.g., the database protection system 225) for
the database being created or registered by the process 300. The instance of the database protection
system is configured to protect the database being created or registered by the process 300. To
create the instance of the database protection system, the database creation system 235 or the
database registration system 240 may request a name and description for the instance of the
database protection system 225, a level of a Service Level Agreement (“SLA”), and a protection
schedule to define rules based on which the instance of the database protection system 225

operates.

[0074] An SLA is an agreement between a service provider (e.g., the owner of the database system
200) and the user (e.g., the owner of the database) that outlines, among other things, the protection
scope of the database. The protection scope defines for how long data from the database being
created or registered is retained. Thus, the protection scope defines the database retention policy.

In some embodiments, the SLA may define various protection parameters such as continuous,
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daily, weekly, monthly, quarterly, or yearly protection parameters for determining the protection
scope of the database being created/registered. In other embodiments, the SLA may define other

or additional protection parameters.

[0075] Each database for which an instance of the database protection system 225 is created may
be protected by capturing snapshots and/or transactional logs. The number of snapshots and
transactional logs to be captured on each day may be defined by the user in the protection schedule.
As used herein, a “day” may be any 24-hour period (e.g., from midnight to Noon). In some
embodiments, the protection schedule may define default values to define the frequency of
capturing snapshots and transactional logs, which the user may modify. Thus, based upon the
frequency of capturing snapshots and transactional logs defined in the protection schedule, the
instance of the database protection system 225 may be configured to capture one or more snapshots
and one or more transactional logs each day. Generally speaking, the number of transactional logs
that are captured each day may be higher than the number of snapshots that are captured on that
day. Since it is impractical and expensive to indefinitely store the captured snapshots and the
transactional logs, the protection parameters in the SLA define the duration for how long those

snapshots and transactional logs are stored.

[0076] For example, the continuous protection parameter within the SLA defines the duration in
days for which all captured snapshots and transactional logs are retained. For example, if the
continuous protection parameter is defined as 30 days, the instance of the database protection
system 225 is configured to retain all snapshots and transactional logs that are captured within the
last 30 days. By retaining all snapshots and the transactional logs, the user may replicate any or

substantially any state of the database (down to a second or even a fraction of a second).
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[0077] The SLA may also define a daily protection parameter, which defines the duration in days
for which a daily snapshot is stored. For example, if the daily protection parameter is 90 days, the
instance of the database protection system 225 is configured to store a daily snapshot for 90 days.
The protection schedule may define the time of day to identify the snapshot that is designated as
the daily snapshot. For example, if the user specifies that the snapshot captured at 11:00 AM every
day is the daily snapshot and the SLA defines the daily protection parameter for 90 days, the
instance of the database protection system 225 may be configured to store a daily snapshot that

was captured at or closest to 11:00 AM and store the daily snapshot for 90 days.

[0078] Similarly, the SLA may define weekly, monthly, and quarterly protection parameters. A
weekly protection parameter in the SLA may define the duration in weeks for which a weekly
snapshot is stored. The protection schedule may define the day of the week to identify which
snapshot is designated as the weekly snapshot. For example, if the user defines in the protection
schedule that the snapshot captured on Monday is to be designated as the weekly snapshot, and
the weekly protection parameter in the SLA specifies a duration of 8 weeks, the instance of the
database protection system 225 may store the snapshot captured every week on Monday for 8
weeks. If multiple snapshots are captured each day, the protection schedule may also define which
snapshot captured on the designated day of the week (e.g., Monday) serves as the weekly snapshot.
In some embodiments, the time defined in the protection schedule for capturing a daily snapshot
may be used. For example, if the protection schedule defines that the snapshot captured at 11:00
AM is the daily snapshot, and the weekly snapshot is to be captured on Monday, the instance of
the database protection system 225 may store the snapshot captured at or closest to 11:00 AM

every Monday as the weekly snapshot. In other embodiments, another time period may be used.
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[0079] Likewise, a monthly protection parameter in the SLA may define a duration in months for
which a monthly snapshot is to be stored. The user may specify the date within the protection
schedule for identifying which snapshot corresponds to the monthly snapshot. For example, the
user may specify storing the snapshot captured on the 20% of every month as the monthly snapshot
in the protection schedule, and the monthly protection parameter may specify a duration of 12
months for storing the monthly snapshot. Thus, the instance of the database protection system 225
stores a monthly snapshot captured on the 20" of every month and stores that monthly snapshot
for 12 months. A quarterly protection parameter in the SLA may define a duration in quarters for
which a quarterly snapshot is to be stored and the user may specify in the protection schedule
which months correspond to the various quarters. For example, the user may specify January,
April, July, and October as the quarters and the quarterly protection parameter may specify storing
the quarterly snapshots for 20 quarters. Thus, the instance of the database protection system 225
may designate a snapshot captured on the first day of January, April, July, and October (e.g.,
January 1, April 1, July 1, and October 1) as the quarterly snapshot and store the quarterly snapshot

for 20 quarters.

[0080] Thus, for each protection parameter that is defined in the SLA, a corresponding value may
be requested from the user in the protection schedule to identify which snapshot corresponds to
that protection parameter. It is to be understood that the various protection parameters and their
respective schedules mentioned above are only examples and may vary from one embodiment to
another as desired. Further, when the duration specified by a protection parameter expires, any
snapshots or transactional logs that are expired (e.g., past their duration) may be deleted. As an

example, if a snapshot is to be stored for 30 days, on the 31% day, that snapshot may be deleted.
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Thus, each snapshot and transactional log is managed based on the SLA and protection schedule

independent from other snapshots and transactional logs.

[0081] Additionally, to simplify user selection, in some embodiments, various levels of SLA may
be pre-defined within the database provisioning system 220. Each level of the SLA may have
default values of the various protection parameters. For example, in some embodiments, the
various levels of SLA may be GOLD, SILVER, BRONZE and the various protection parameters

for these levels may be as follows:

Name Continuous | Daily Weekly | Monthly Quarterly
GOLD 30 Days 90 Days | 16 Weeks | 12 Months | 75 Quarters
SILVER | 14 Days 60 Days | 12 Weeks | 12 Months | 0 Quarters
BRONZE | 7 Days 30 Days | 8 Weeks | 6 Months | O Quarters

[0082] 1t is to be understood that the nomenclature of the GOLD, SILVER, BRONZE levels of
the SLA is only an example and the levels may be given different names in other embodiments.
Further, although three levels of the SLA are described herein, in other embodiments, greater or
fewer than three SLA levels may be used. Additionally, the values of the protection parameters in
each level of the SLA may vary from one embodiment to another. The database creation system
235 or the database registration system 240 may present the various pre-defined SLA levels to the
user at the operation 325 to select from. In some embodiments, the database creation system 235
or the database registration system 240 may allow the user to modify the values of one or more
protection parameters in the pre-defined SLA levels. For example, if the user desires to select the

GOLD level, but would like continuous protection for 45 days instead of the default value of 30
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days shown in the table above, the user may modify the continuous protection parameter of the
GOLD level. Thus, the pre-defined SLA levels provide the convenience and flexibility of tailoring
the various protection parameters to suit the user’s needs. Alternatively, the database creation
system 235 or the database registration system 240 may allow the user to create a new SLA at the

operation 325.

[0083] To create a new SLA, upon receiving input from the user at the operation 325 indicating
creation of a new SLA, the database creation system 235 or the database registration system 240
may present one or more user interfaces to the user requesting certain information. For example,
the database creation system 235 or the database registration system 240 may request an SLA
name, description, and values for the continuous, daily, weekly, monthly, and quarterly protection
parameters. The database creation system 235 or the database registration system 240 may request
other or additional details as well. Upon receiving the various inputs from the user for creating
the new SLA, the database creation system 235 or the database registration system 240 may create

the new SLA and allow the user to select that SLA at the operation 325.

[0084] Therefore, at the operation 325, the database creation system 235 or the database
registration system 240 receives selection of the SLA and the protection schedule for creating an
instance of the database protection system 225 for the database being created/registered. At
operation 330, upon receiving the various user selections at the operations 310-325, the database
creation system 235 or the database registration system 240 creates a new database or registers the
existing database with the database system 200. To create/register the database, the database
creation system 235 or the database registration system 240 initiates a series of operations. For
example, the database creation system 235 or the database registration system 240 may create a

source database VM (or designate an existing source database VM), convert the database size into
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a number of virtual disks that are needed to house the database, create a database profile having a
database name, description, network information, etc., attach the software and parameters of the
database engine type with the database, create an instance of the database protection system,
associate the SLA and schedule with the database protection system, designate storage for storing
snapshots and transactional logs, etc. Once the database is created/registered, database

management services may be applied to the database.

[0085] In some embodiments, the database creation system 235 or the database registration system
240 may request other or additional information for creating/registering the database. For
example, the database creation system 235 or the database registration system 240 may request
which cluster or clusters the user desires to create/register the database, which node or nodes on a
cluster the user desires to create the source database VM, etc. Thus, the database system 200
provides an easy, convenient, and flexible mechanism to create a new database or register an
existing database using a user friendly and intuitive user interface. Instead of requiring multiple
days to create/register a database, using the user interface of the present disclosure, the database
may be created/registered within minutes. Once created/registered, additional database

management services may be implemented on those databases.

[0086] Turning now to FIGS. 4A-5E, example user interfaces for creating and registering a
database are shown, in accordance with some embodiments of the present disclosure. FIGS. 4A-
4G show example user interfaces for creating a database, while FIGS. SA-5E show example user
interfaces for registering a database. FIGS. 4A-5E are discussed in conjunction with FIGS. 1-3.
Referring to FIGS. 4A-4G, FIG. 4A shows an example dashboard 400. The dashboard 400 is
similar to the dashboard 210. The dashboard 400 becomes accessible to the user upon installing

the database system 200 and allows the user to manage and monitor activities across multiple
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databases that are created/registered within the database system. In some embodiments, the user

may be required to be authenticated before being able to access the dashboard 400.

[0087] The dashboard 400 may include a toolbar 405 and a body 410. The toolbar 405 is
configured to switch between various control functions of the database system 200. In some
embodiments, the toolbar 410 includes a main menu 415, an alerts menu 420, and a user view
menu 425. The main menu 415 may be configured as a drop-down list that enables the user
selected within the user view menu 425 to select and activate a control function. For example,
when the control function “dashboard” is selected in the main menu 415, the dashboard 400 may
be configured to display a “home page” 430 in the body 410 of the dashboard. As the control
function selected in the main menu 415 is changed, the page (or at least portions thereof) that is
displayed in the body 410 of the dashboard 400 may change to reflect the control function that is
activated. The alerts menu 420 allows the user to view and monitor any alerts that are occurring
within the database system. An “alert” may be indicative of an error or issue in the database system
that needs user attention. In some embodiments, alerts may be color coded to identify the criticality
of the alert. The user view menu 425 determines which features are accessible to a particular user.
For example, if the user selected in the user view menu 425 is an administrator, certain features
that are generally not available to a non-administrator user may be activated. Itis to be understood

that the toolbar 405 is only an example and may vary from one embodiment to another.

[0088] The homepage 430 displayed within the body 410 provides a summary or a “quick-glance”
view of all the databases (e.g., source databases) that are managed by the database system 200.
The homepage 430 may be divided into one or more components or cells. For example, the
homepage 430 may include a database list cell 435A that lists all of the source databases stored in

the source database VMs of the database system 200 and provides a summary of each of those
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source databases (e.g., name of the source database, database engine type, size of the database,
name of the instance of the database protection system, number of cloned databases created from
the source database, etc.). A summary cell 435B lists the total number of source databases created
or registered on the source database VMs combined (e.g., the total number of databases listed in
the database list cell 435A), the total number of cloned databases created from those total number
of source databases, data usage values of the source and/or the cloned databases, etc. A clone cell
435C provides history on the cloning of the databases (e.g., number of clones created in a given
time period, whether the cloning was successful or not, etc.). A version cell 435D provides
information on the cluster on which the source databases resides and the version of the software
implemented by the database system. An alerts cell 435E provides additional details on the various

alerts being generated by the databases listed within the database list cell 4335A.

[0089] It is to be understood that the various components or cells of the homepage 430 shown in
FIG. 4A are examples and features thereof may vary from one embodiment to another. For
example, the number of components or cells that are shown on the homepage 430 may vary from
one embodiment to another. Likewise, the details that are displayed within each component or
cell may vary from one embodiment to another. The orientation, placement, size, and other design
aspects of each component or cell may vary from one embodiment to another. In some
embodiments, the configuration of the homepage 430 and/or the configuration of each
component/cell may be defined by the user by using a settings menu option of the dashboard 400.
By virtue of the dashboard 400, the user may get a quick glance summary of the various source
databases that are managed by the database system 200, as well as a quick summary of the
configuration and specifics of each source database. Via the dashboard 400, the user may also
decide to perform various database management services on the source databases.
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[0090] For example, to initiate a database provisioning service, the user authorized to request the
database provisioning service may select a “databases” option from the main menu 415 to display
a database page 440 (shown in FIG. 4B) in the body 410 of the dashboard. If the user selected in
the user view menu 425 is not permitted to request the database provisioning service, the
“databases” option may be inactivated or not shown in the main menu 415. The database page
440 may display a database menu 445A from which the user may view additional information
and/or perform additional operations. The database page 440 may also include a database detail
component 445B to display additional details corresponding to the option selected from the
database menu 445A. For example, as shown in FIG. 4B. upon selecting the “Sources” option
from the database menu 445, a list of the source databases associated with the database system 200
may be displayed within the database detail component 445B. The user may select any one of the
source databases to view additional details of that source database and/or perform permitted

operations on that source database.

[0091] The database page 440 may also allow the user to create a new database or register an
existing database. For example, the user may select a create button 445C on the database page
440 to send a user request to the database engine 205 to start the process 300 for creating a new
database. Likewise, the user may select a register button 445D to initiate a registration process

and sending a user request to the database engine 205.

[0092] Upon selecting the create button 445C, the database engine 205, and particularly the
database creation system 235 of the database engine may present a user interface 450, shown in
FIG. 4C. The user interface 450 identifies the various steps of creating the new database and
highlights the current step. For example, the user interface 450 has the “Engine” step highlighted.

By virtue of identifying the various steps of creating the new database, the dashboard 400 keeps
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the user informed as to which step the database creation process is on and which steps are coming
up next. The user interface 450 may also present one or more database engine types that are
supported by the database system 200. The user may select one of the database engine types to
highlight the selection. For example, the PostgreSQL database engine type is shown selected in
the user interface 450. The user may select the “Next” button to send the selected database engine
type selection to the database creation system 235, which in response, presents a user interface 455

of FIG. 4D.

[0093] The user interface 455 identifies that the database creation process is at the “Server” step
for creating a new source database VM or identifying an existing source database VM. The user
interface 455 may, thus, allow a user to select an option 455A to create a new source database VM
or an option 455B to use an existing source database VM. In the user interface 455 of FIG. 4D,
the option 455A for creating a new source database VM is shown selected. Thus, the user interface
455 requests user selection of one or more profiles for creating a new source database VM. For
example, the user interface 455 may request a name 455C for the source database VM, a software
profile 455D, a compute profile 455E, a network profile 455F, a description 455G for the source
database VM, and security options 455H for the source database VM. The user interface 455 may
also request a parameter profile for the source database VM. In other embodiments, the user

interface 455 may request additional or other information for creating a new source database VM.

[0094] Although not shown, if the user selects the option 455B for using an existing source
database VM, the user interface 455 may display options for allowing the user to identify an
existing source database VM. Upon selecting the “Next” button, the various user selections of the
user interface 455 are sent to the database creation system 235, which then presents a user interface

460 of FIG. 4E to the user on the dashboard 400.

43
4882-8131-3874.1

EX1002 - Page 43



Atty. Dkt. No. 115539-0436 (PAT-1455)

[0095] The user interface 460 identifies that the database creation process is at the “Database” step
at which various parameters for creating a database on the source database VM are received from
the user. The user interface 460 also requests the user to provide a name 460A and description
460B for the database being created, a password 460C and 460D to restrict access to the database,
a size 460FE of the database to be created, a database parameter profile 460F to be applied to the
database and the source database VM, a listener port 460G for the database engine type selected
in the user interface 450, and any other details (e.g., details 460H) that may be needed or
considered desirable to have in creating the database. When the user is satisfied with the selections
on the user interface 460, the user may select a “Next” button to send the selections to the database
creation system 235. The database creation system 235 may then present a user interface 465 of

FIG. 4F.

[0096] The user interface 465 identifies that the database creation process is at the last step of

2

creating the “Time Machine.” The user interface 465 is configured to request selection of SLA
and protection schedule from the user for creating an instance of the database protection system
225. The user interface 465, thus, requests a name 465A and description for the instance of the
database protection system 225, an SLA level 465C, and a protection schedule 465D. Within the
protection schedule 465D, the user interface 465 requests the user to provide a number of snapshots
465E desired each day, a number of transactional logs 465F desired each day, and time periods
465G for identifying which snapshot to designate as the daily snapshot, 465H for identifying which
snapshot to designate as the weekly snapshot, 4651 for identifying which snapshot to designate as
the monthly snapshot, and 465J for identifying which snapshot to designate as the quarterly

snapshot. Upon providing the various parameters in the user interface 465, the user may select a

“Next” button to send the selections to the database creation system 235 and start the database
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creation. The database creation system 235 may display a status of the database creation in a user

interface 470 of FIG. 4G.

[0097] Upon creating the database, the newly created database may be displayed within the
database list cell 435A, within the database page 440, and anywhere else where source databases
are listed. The database creation system 235 may also update the various calculations and numbers
in the dashboard 400 that provide some statistic of the source databases (e.g., the summary cell
435B). It is to be understood that the configurations of the various user interfaces of FIGS. 4A-
4G may vary from one embodiment to another. For example, the various selections may be
displayed as drop-lists, as radio buttons, or in other ways. Similarly, some fields may be pre-filled
with default values and allowed to be changed by the user if desired. The placement of the various
fields, the size, orientation, and other design aspects of those fields may be varied as well.
Additionally, some fields may be considered mandatory, while other fields may be designated as
mandatory to be filled in by the user. The dashboard 400 thus provides an easy mechanism for

creating a new database in a simple, user friendly, and intuitive user interface.

[0098] Turning now to FIGS. SA-5E, example user interfaces for registering an existing database
are shown, in accordance with some embodiments of the present disclosure. Similar to the
database creation process, the database registration process is initiated from a dashboard 500. The
dashboard 500 is similar to the dashboards 210 and 400. The dashboard 500 includes a database
page 505, which is similar to the database page 440. To register an existing database, the user may
select a register button 510 and select “Next.” Upon selecting “Next,” the database registration
system 240 may be activated, which starts the database registration process by displaying a user
interface 515 of FIG. 5B. From the user interface 515, the user may select the desired database

engine type and select “Next.” Upon selecting “Next,” the user’s selection of the database engine
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type is sent to the database registration system 240, which then displays a user interface 520 of

FIG. 5C.

[0099] By way of the user interface 520, the database registration system 240 requests the user for
creating a new source database VM or selecting an existing source database VM. Likewise, by
way of user interface 525 of FIG. 5D, the database registration system 240 requests the user for
providing various parameters of the existing database, and by way of user interface 530, the
database registration system requests the user to define the SLA and protection schedule. Upon
receiving all of the parameters from the user, the database registration system 240 registers the
database. Similar to the user interface 470, the database registration system may display the
registration status in a user interface. Upon registration, the database becomes a source database
that resides on a source database VM and on which other database management services may be

applied.

[0100] Referring now to FIG. 6, an example block diagram of a database system 600 is shown, in
accordance with some embodiments of the present disclosure. The database system 600 is similar
to the database system 200. Therefore, the components of the database system 600 that are already
discussed with respect to the database system 200 are not discussed again. The database system
600 includes a database engine 605 that is associated with a dashboard 610 via an API1 615. The
database engine 605 is also associated with a database storage system 620 for storing one or more
databases managed by the database system 600. The database engine 605 is similar to the database
engine 205, the dashboard 610 is similar to the dashboard 210, the API 615 is similar to the API
230, and the database storage system 620 is similar to the database storage system 215. The
database engine 605 includes a database protection system 625 that is configured to protect

databases that are associated with the database system 600. The database protection system 625
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is similar to the database protection system 225. Although not shown, the database engine 605

also includes a database provisioning system similar to the database provisioning system 220.

[0101] As discussed above, an instance of the database protection system 625 may be created for
each source database when that source database is created or registered within the database system
600. Thus, the database protection system 625 may include multiple instances of the database
protection system — one for each source database. For example, the database protection system
625 may include database protection system instance 630A-630N (collectively referred to herein
as database protection system instances 630). In other embodiments, each instance of the database
protection system (e.g., the database protection system instances 630A-630N) may be configured
to protect more than one source database. Each of the database protection system instances 630A-
6930N may respectively include a clone management system 635A-635N (collectively referred to
herein as clone management systems 635) and a snapshot/log capturing system 640A-640N

(collectively referred to herein as snapshot/log capturing systems 640).

[0102] Each of the database protection system instances 630 may be associated with a source
database stored within a source database storage 645. The source database storage 645 is similar
to the source database storage 255. Thus for example, the database protection system instance
630A may be associated with a source database 650A stored within the source database storage
645, the database protection system instance 630B may be associated with a source database 650B
of the source database storage, the database protection system instance 630N may be associated
with a source database 650N, and so on. Thus, the clone management system 635A and the
snapshot/log capturing system 640A of the database protection system instance 630A may be
configured to protect the source database 650A, the clone management system 635B and the

snapshot/log capturing system 640B may be configured to protect the source database 650B, the
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clone management system 635N and the snapshot/log capturing system 640N may be configured
to protect the source database 650N, and so on. By virtue of having the database protection system
instances 630 for each of the source databases 650A-650N (collectively referred to herein as the
source databases 650), the protection of each of those databases may be customized and tailored

to suit the user’s needs.

[0103] To protect the source databases 650, the database protection system instances 630 may
create a clone of those source databases. The clones of the source databases 650 (e.g., cloned
databases) may be stored within a target database storage 655. The target database storage 655 is
similar to the target database storage 260. For each source database (e.g., the source databases
650) that is stored within the source database storage 645, one or more clones of that source
database may be created and stored within the target database storage 655. For example, when a
clone of the source database 650A is created, a cloned database 660A is created and stored within
the target database storage 655. Similarly, clones of the source databases 650B and 650N may be
created as cloned databases 660B and 660N, respectively, and stored within the target database
storage 655. The cloned databases 660A-660N are collectively referred to herein as the cloned
databases 660. Although each of the source databases 650 in the source database storage 645 has
been shown as having a corresponding instance of the cloned databases 660 in the target database
storage 655, it is to be understood that in some embodiments, clones of only some of the source
databases stored in the source database storage may be made. The source databases 650 that have

not been cloned may not have a cloned database within the target database storage 655.

[0104] Further, similar to the source databases 650, which reside on a database VM (e.g., the
source database VMs), the cloned databases 660 also reside on a database VM. The database VMs

on which the cloned databases 660 reside are referred to herein as target database VM. Each of
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the cloned databases 660 may reside entirely on one target database VM or may span across
multiple target database VMs. In some embodiments, the source database VMs and the target
database VMs may be created on the same node or different nodes of the same cluster or across

multiple clusters.

[0105] Thus, the database protection system instances 630, and particularly the clone management
systems 635 of the database protection system instances creates the cloned databases 660 from the
source databases 650 stored within the source database storage 645, and stores the cloned databases
within the target database storage 655. The cloned databases 660 may be of a variety of types. As
discussed above, each of the source databases 650 are created or registered on a source database
VM. Thus, each of the cloned databases 660 may include a clone of the source database VM only
(e.g., to create the target database VM) or may include the clone of the source database VM plus
the database that resides on that source database VM. For example, the cloned database 660A of
the source database 650A may include a clone of the source database VM on which the source
database 650A resides or a clone of that source database VM plus the database 650A. When both
the source database VM and the source database 650A are cloned, the cloned database 660A may
include a target database VM created on the target database storage 655 with a similar or different
configuration as the source database VM and the clone of the source database stored on the target
database VM. When only the source database VM is cloned, a target database VM is created for
that source database VM and stored on the target database storage 655. The target database VM
may be used at a later point to store the clone of the source database that resides on the associated
source database VM. Thus, the cloned databases 660 may include the source database VM only,
the source database VM plus the source database, or the source database only (which is to be stored

on a previously created target database VM).
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[0106] The cloned databases 660 may be considered operationally same (or substantially similar)
to the source databases 650. Each of the cloned databases 660 may be refreshed/updated to
incorporate any changes that may have occurred in the source databases 650 since the cloned
databases were created. In some embodiments, the operations that are performed on the source
databases 650 may be performed on the cloned databases 660 as well. Thus, in some embodiments,
instead of using the source databases 650, the cloned databases 660 may be used for performing
operations (e.g., analyzing data). The cloned databases 660 may be created from snapshots and
transactional logs captured from the source databases 650. The cloned databases 660 are generally
created upon receiving a user request. The user may request to clone a particular one of the source
databases 650 to a point in time or to a specific snapshot. For example, the user may request a
cloned database of a particular one of the source databases 650 as that source database existed at
11:00AM on a particular date. Alternatively, the user may specifically identify a snapshot and
request a cloned database of the source databases 650 based on that snapshot. Creating a cloned
database (e.g., the cloned databases 600) involves replicating a state of the source databases 650.
The “state” of the source databases 650 may include the configuration of the source database, the
user data stored within the source database, metadata stored within the source database, and any
other information associated with the source database. In other words, a cloned database may be

an exact or substantially exact copy of the source database.

[0107] Thus, upon receiving a user request to create a cloned database (e.g., the cloned database
660A) from a source database (e.g., the source database 650A), the clone management system
(e.g., the clone management system 635A) associated with the source database may retrieve
snapshots and transactional logs of the source database from a repository where the snapshots and

transactional logs are stored. If the user request is to clone the source database to a point in time,
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the clone management system (e.g., the clone management system 635A) may retrieve all
snapshots and transactional logs captured of the source database at that point in time and create a
cloned database (e.g., the cloned database 660A) from those snapshots and transactional logs. The
cloned database (e.g., the cloned database 660A) represents the state of the source database at the
requested point in time. If the user request is to clone the source database based on a particular
available snapshot, the clone management system (e.g., the clone management system 635A) may
retrieve that particular snapshot and create a cloned database (e.g., the cloned database 660A) from
that particular snapshot. The cloned database (e.g., the cloned database 660A) represents the state
of the source database (e.g., the source database 650A) at the time the requested snapshot was
captured. Thus, the clone management systems 635 are configured to create the cloned databases
660. The clone management systems 635 are also configured to refresh the cloned databases 660,

as well as manage/perform any operations performed on the cloned databases.

[0108] Referring now to FIGS. 7A-7F in conjunction with FIGS. 6 and 4A, example user
screenshots illustrating the cloning of a source database are shown, in accordance with some
embodiments of the present disclosure. To clone a source database, the user may start from
dashboard 700 of FIG. 7A. The dashboard 700 is similar to the dashboard 400. To create a clone
of a source database, the user may select the option “time machines” from main menu 705. Upon
selecting the option “time machines” from the main menu 705, the user may select a particular
source database to be cloned. Alternatively, in some embodiments, the user may first select the
source database to be cloned and then select the option “time machines” from the main menu 705.
Upon selecting the source database to be cloned, the database protection system instance
associated with the source database is activated. Further, the database protection system instance

displays, in a body 710 of the dashboard 700, a summary section 715. The summary section 715
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may display one or more configurational features of the source database such as the database
engine type (e.g., type in FIG. 7A), how long ago was the source database created (e.g., age), the
last time the source database was updated (e.g., last update), the next period for capturing a
transactional log (e.g., next log catch up), name of the source database (e.g., name), the number of
clones previously made of the source database (e.g., clones), the SLA level of the source database
(e.g., SLA), and the protection schedule (e.g., schedule). In other embodiments, other or additional

details may be provided in the summary section 715.

[0109] The database protection system instance may also display within the body 410 a menu
section 720 that provides options of operations that the user may perform on the source database.
For example, the user may select a clone option 725A to create a new clone of the source database.
The user may elect to manually capture transactional logs or snapshots by interacting with log
catch up option 725B and snapshot option 725C, respectively. Similarly, the user may perform
other operations by selecting another one of options 725D. Depending upon the options that the
user is authorized to make, some of the options 725A-725D may be inactivated. Further, although
specific options are shown in FIG. 7A, the number and types of options may vary from one
embodiment to another. The database protection system instance may also display a calendar 730
visually representing the SLA associated with the source database. For example, the calendar 730
may include a color coded legend to represent the duration for the continuous, daily, weekly,
monthly, and quarterly protection parameters for a selected number of months. For example, the
calendar 730 of FIG. 7A shows five months (May-September) with dates highlighted based upon

the protection parameter that applies to that date.

[0110] For example, by looking at the calendar 730, the user may quickly determine that August

20-September 19 fall under the continuous protection parameter, July 21-August 19 fall under the
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daily protection parameter, and July 5, 12, and 19 are days when the weekly protection parameter
applies. The calendar 730 may also show the dates when manual snapshots and/or transactional
logs were captured of the source database (e.g., on June 7, July 13, August 19). Further, upon
selecting a particular date, the user may view additional details of available snapshots and
transactional logs for that date from which a clone may be created. For example, in FIG. 7A,
August 21 is shown as selected. Thus, in a display portion 735, a time scale shows the available
snapshots/transactional logs. Since August 21 falls under the continuous protection parameter, the
user may select any time on the time scale to create a clone of the source database. If for example
July 25 is selected by the user, the display portion 735 may highlight the time on the time scale at
which the daily snapshot was captured (as identified from the protection schedule) and which the
user may be able to select to create a clone from. Thus, the body 710 of the dashboard 700 provides
a user friendly, visual, and intuitive interface for easily and quickly determining how the source
database is protected and the level of protection that is available to that source database on any

given day.

[0111] To clone the source database, the user may select the clone option 725A. Upon selecting
the clone option 725A, the database protection system instance and particularly the clone
management system of the source database initiates the cloning process. The cloning process may
include three distinct operations: a time operation to identify whether the user desires to create the
clone based on an available snapshot or to a point in time, a server operation to either create a new
target database VM to house the clone of the source database or select a previously created target
database VM, and a database operation to create the clone of the source database on the target
database VM. Selecting the clone option 725A triggers the time operation by displaying a user

interface 740 shown in FIG. 7B.
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[0112] The user interface 740 solicits a clone name 740A, a date from a calendar 740B from which
the clone is desired, and one of a point in time option 740C or snapshot option 740D. If the user
desires to clone the source database to a point in time, the user may select the point in time option
740C and if the user desires to create the clone from an available snapshot, the user may select the
snapshot option 740D. Upon providing the information requested in the user interface 740, the
user may interact with (e.g., click on) a next button 740E, which opens user interface 745 of FIG.
7C. The dialog box 745 is shown for a point in time selection. Thus, the user interface 745 may
solicit the exact time from which the clone is to be created. The user interface 745 may display
the times that are available for the user to select for the point in time option. Specifically, the user
interface 745 may display a time scale 745A, which may include an activated slot from which the
user may pick a time and an inactivated slot that is unavailable to the user. For example, the time
scale 745A shows an activated slot 745B and an inactivated slot 745C. The user may pick (e.g.,
by interacting with the time scale 745A or by entering the time in box 745D) a time from the
activated slot 745B for creating the clone. For example, if the user selects 5:00 from the activated
slot 745B, the corresponding clone management system is configured to create a clone based on

the state of the source database at 5:00.

[0113] It is to be understood that the activated slot 745B corresponds to the protection parameter
of the SLA and the protection schedule. For example, if the date that the user selected on the
calendar 740B falls under the daily protection parameter and the protection schedule indicates that
the daily snapshot is captured at 11:00AM, in some embodiments, the user may be able to only
select 11:00AM for the clone. In other embodiments, the user may still be allowed to select times
other than 11:00AM as well. However, since only a daily snapshot is available for that date, the

clone may be based on the daily snapshot of 11:00AM.
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[0114] If the user selects the snapshot option 740D in FIG. 7B, the user interface 745 may look
somewhat different and may present options to allow the user to select one or more available
snapshots to create a clone from. Upon selecting the point in time or the available snapshot, the
user may interact with a next button 745E to display user interface 750 of FIG. 7D. The user
interface 750 allows the user to either create a new target database VM 750A on the target database
storage (e.g., the target database storage 655) or select an existing target database VM 750B. To
create a new target database VM, the database protection system instance may solicit the target
database VM name and one or more profiles (e.g., software profile, compute profile, network
profile, database parameter profile), and any other desired or required information from the user.
In some embodiments, one or more profiles may be same as that of the source database VM, while
in other embodiments, the one or more profiles may vary from those of the source database VM.
If the user selects the existing target database VM 750B, the user interface 750 may display a list
of previously created target database VMs for the source database. In some embodiments, multiple
target database VMs may be created for a particular source database. Upon providing the target
database VM information, the user may interact with a next button 750C to display a user interface

755 of FIG. 7E.

[0115] In the user interface 755, the user may specify details of the cloned database. For example,
the database protection system instance may solicit a name 755A of the cloned database, a
password 755B if desired, and any other information that is desired or needed. Upon interacting
with a clone button 755C, the database protection system instance creates the clone of the source
database based upon the inputs received from the user in FIGS. 7A-7D. Interacting with the clone
button 755C may display a user interface 760 of FIG. 7F, which shows the status of the clone. The

database protection system instance may retrieve the snapshot(s) and/or the transactional logs and
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create the clone therefrom. For the point in time option, the database protection system instance
may use both snapshots and transactional logs to create the cloned database, while for the available
snapshot option, the database protection system instance may use only the available snapshot. The
database protection system instance may also create a new target database VM (if a new target
database VM is selected by the user). Once the cloned database is created, the cloned database
may be displayed within the dashboard 700. Thus, the dashboard 700 provides an easy and

convenient mechanism to clone source databases.

[0116] Turning now to FIG. 8 and referring to FIG. 8 in conjunction with FIGS. 6 and 7A-7F, an
example flowchart outlining operations of a process 800 is shown, in accordance with some
embodiments of the present disclosure. The process 800 may include additional, other, or different
operations depending upon the embodiment. The process 800 may be used to create a cloned
database from a source database. The process 800 may be implemented by the clone management
systems 635 of the database protection system instances 630. The process 800 starts at operation
805 with the database protection system instances 630 receiving a user request for creating a clone.
As discussed in FIG. 7A, the user may request creation of a clone of a source database via the
dashboard 700. Upon receiving the user request, the database protection system instances 630
corresponding to the source database being clones is activated. The activated one of the database
protection system instances 630 receives selection from the user of creating the clone from either
a point in time or from an available snapshot. If the user selects the point in time option, the
process 800 proceeds to operation 810. At the operation 810, the activated one of the database
protection system instances 630 presents user interface, via the dashboard 700, to the user to
receive selection of a specific time at which the clone is to be created. The clone is created based

on the state of the source database at that specific time. At operation 815, the activated one of the
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database protection system instances 630 retrieves the snapshot corresponding to that specific time

or the snapshot that is available closest to that specific time.

[0117] At operation 820, the activated one of the database protection system instances 630
retrieves any transactional logs that may be needed. For example, if the snapshot that is retrieved
at the operation 815 is captured at the specific time selected by the user at the operation 810, then
the source database may be cloned from the snapshot of the operation 815. However, if the
snapshot of the operation 815 is created before or after the specific time selected by the user, then
one or more transactional logs may exist between the time the snapshot is captured and the specific
time. For example, if the specific time is 11:00 AM and the closest snapshot to 11:00 AM is from
10:00 AM, the database protection system instance 630 may determine if there are transactional
logs available between 10:00 AM and 11:00 AM. The database protection system instance 630
may retrieve any transactional logs that may be available. If no transactional logs are available
between 10:00 AM and 11:00 AM, the database protection system instance 630 may create the
clone from the snapshot of 10:00 AM. Thus, at the operation 820, the activated one of the database
protection system instances 630 determines if a transactional log is needed or exists, and retrieves

those transactional log(s).

[0118] Additionally, at operation 825, the activated one of the database protection system instance
630 receives selection for a target database VM from the user. As indicated above, the user may
either create a new target database VM or use an existing target database VM for storing the cloned
database. If the activated one of the database protection system instances 630 receives selection
for creating a new target database VM from the user, the database protection system instance may
solicit information (e.g., name, profiles, etc.) from the user to create the target database VM. The

target database VM may be associated with the target database storage. Alternatively, if the user
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desires to use an existing target database VM, the activated one of the database protection system
instance 630 may present a list of existing target database VMs created previously for the source
database. The user may select one of the existing target database VMs from the list. At operation
830, the activated one of the database protection system instances 630 creates the cloned database
from the snapshot of the operation 815 and any transactional logs of the operation 820. The
database protection system instances 630 stores the cloned database, at operation 835, on the target

database VM, and the process 800 ends at operation 840.

[0119] If at the operation 805, the user selects the option of creating a clone from an available
snapshot, the process 800 proceeds to operation 845. At the operation 845, the activated one of
the database protection system instances 630 solicits the user to select the snapshot from which
the clone is to be created. Upon receiving the user’s selection of the available snapshot, at
operation 850, the activated one of the database protection system instance 630 retrieves that
snapshot. Before, after, or along with retrieving the snapshot, at the operation 825, the database
protection system instance 630 may either create a new target database VM or identify an existing
target database VM to use. At the operations 830 and 835, the database protection system instance
630 creates the clone of the source database and stores the cloned database on the target database

VM. Again, the process 800 ends at the operation 840.

[0120] Returning back to FIG. 6, the cloned databases 660 of the source databases 650 are created
from snapshots and transactional logs. Thus, to be able to create the cloned databases 660,
snapshots and transactional logs are needed of the source databases 650. The snapshots and
transactional logs may be captured via the snapshot/log capturing systems 640. The snapshot/log
capturing systems 640 may be configured with the protection schedule and the SLA that are

defined by the user when the source databases 650 are created or registered with the database
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system 600. The protection schedule defines, among other things, the frequency of capturing
snapshots and transactional logs each day. Thus, based upon the protection schedule, the
snapshot/log capturing systems 640 may instruct a data manager of the source databases 650 to
capture snapshots and transactional logs automatically. As discussed above, an instance of a data
manager may be associated with each source database that is created on the source database storage
645. For example, the source database 650A may be associated with a database manager 665A,
the source database 650B may be associated with a data manager 665B, and the source database
650N may be associated with a database manager 665N. The database managers 665A-665N are
collectively referred to herein as database managers 665. Although not shown, in some

embodiments, the cloned databases 660 may each be associate with a database manager as well.

[0121] The database managers 665 are configured to capture the snapshots and the transactional
logs upon instruction from the snapshot/log capturing systems 640. The database managers 665
may include an agent that captures the snapshots and the transactional logs based on the protection
schedule received from the snapshot/log capturing systems 640. Thus, the database manager 665A
may include an agent 670A, the database manager 665B may include an agent 670B, and the
database manager 665N may include an agent 670N. The agents 670A-670N are collectively
referred to herein as agents 670. Each of the agents 670 is an autonomous software program that
is configured for performing one or more specific and approved operations. For example, each of
the agents 670 may be configured to capture snapshots and transactional logs based upon the
protection schedule, and store the captured snapshots and transactional logs in a repository
associated therewith. The clone management systems 635 may retrieve the snapshots and
transactional logs from the repositories when creating a clone of the source databases 650. For

example, the agent 670A may be configured to store the captured snapshots and transactional logs
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in a repository 675A that is configured for the source database 650A, the agent 670B may be
configured to store the captured snapshots and transactional logs in a repository 675B that is
configured for the source database 650B, and the agent 670N may be configured to store the
captured snapshots and transactional logs in a repository 675N that is configured for the source
database 650N. The repositories 675A-675N are collectively referred to herein as repositories

675.

[0122] For example, if the protection schedule specifies capturing 2 snapshot every day and
capturing a transactional log every 2 hours for the source database 650A, the agent 670A may
capture 2 snapshots of the source database 650A and a transactional log every 2 hours such that in
a 24-hour period, the agent captures 2 snapshots and 12 transactional logs. Further, if the
continuous protection parameter in the SLA specifies a continuous protection of 30 days, the agent
670A may be configured to save all snapshots and transactional logs captured in the previous 30
days (not including the current day). Thereafter, the agent 670A may purge (e.g., delete) some of
the snapshots and transactional logs based upon the protection parameters defined in the SLA level.
For example, if the SLA level specifies a daily protection parameter of 30 days after the duration
of the continuous protection parameter expires, the agent 670A may be configured to delete all but
one snapshot that were captured before the previous 30 days, as well as delete all the transaction
logs captured before the previous 30 days. The snapshot that is saved as the daily snapshot may
be the snapshot that is closest to the daily snapshot time specified in the protection schedule. For
example, if the time specified in the protection schedule is 11:00 AM for the daily snapshot, the
snapshot that is captured at 11:00AM or closest to 11:00 AM is saved and all other snapshots
captured on that day are deleted. Thus, the agent 670A is configured to capture and manage

snapshots and transactional logs.
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[0123] Referring to FIGS. 9A-9G in conjunction with FIG. 6, an example flow diagram outlining
operations of how an agent (e.g., the agents 670) of a database (e.g., the source databases 650) may
capture, store, and purge snapshots and transactional logs based upon the protection schedule and
protection parameters defined in the SLA level is shown, in accordance with some embodiments
of the present disclosure. Simply for purposes of explanation, FIGS. 9A-9G show the flow for an
SLA that requires a continuous protection of 7 days and a daily protection thereafter for 7 days.
Thus, the SLA defines the continuous protection parameter as 7 days and the daily protection
parameter as 7 days. Further, FIGS. 9A-9G are based on a protection schedule that specifies
capturing 1 snapshot every day and 3 transactional logs every day. It is to be understood that the
SLA definitions and the protection schedule above is only an example and not intended to be

limiting in any way.

[0124] FIG. 9A shows the contents of a database 900 on a first day of the continuous 7 days. Since
the protection schedule specifies capturing 1 snapshot every day, on the first day, the agent
associated with the database 900 captures a snapshot 905. The time of the day at which the
snapshot 905 is captured may either be defined in the protection schedule or may be pre-defined
within the agent capturing the snapshot. Additionally, as shown in FIG. 9B, on the first day, the
agent associated with the database 900 also captures 3 transactional logs (e.g., one transactional
log every 8 hours) 910. On the second day, as shown in FIG. 9C, the agent associated with the
database 900 captures another snapshot 915 and 3 transactional logs 920 shown in FIG. 9D. The
agent associated with the database 900 continues to capture snapshots and transactional logs for 7
days to satisfy the continuous protection parameter and provide continuous protection for 7 days
as defined in the SLA level. Thus, as shown in FIG. 9D, by the end of the seventh day, the agent

associated with the database 900 has captured the snapshots 900, 915, snapshots 925A-925E, the
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transactional logs 910, 920, and 930A-930E. On the eighth and following days, the agent
associated with the database 900 continues to capture snapshots (e.g., snapshot 935) and 3

transactional logs 940 shown in FIG. 9E.

[0125] However, since the SLA requires 7 days of continuous protection, after the 7 days, the
continuous protection is not required and the agent may purge some of the captured snapshots and
transactional logs, again based on the definitions in the SLA. As indicated above, the SLA of
FIGS. 9A-9G defines a daily protection parameter of 7 days for daily protection after the expiration
of the 7 days of continuous protection. Thus, on the ninth day, the snapshot 905 captured on the
first day is greater than 7 days old. Since only one snapshot is captured every day, the agent
associated with the database 900 maintains the snapshot as the daily snapshot. If multiple
snapshots are captured each day, the agent associated with the database 900 may delete all
snapshots except one. Further, since the daily protection parameter provides guarantee of a daily
snapshot, the agent may delete all of the transactional logs that were captured that day. Therefore,
as shown in FIGS. 9E and 9F, on the ninth day, the snapshot 905 may continue to be stored as the
daily snapshot but the transactional logs 910 may be deleted. Further, on the ninth day, the agent
associated with the database 900 captures another snapshot 945 to continue to provide a continuous

protection for the past 7 days.

[0126] Similarly, on each day, from days 10-14, the agent associated with the database 900
continues to delete the transactional logs that are older than 7 days, and capture a new snapshot
and 3 transactional logs (e.g., snapshots 950A-950E and transactional logs 955A-955E shown in
FIG. 9G). Thus, the agent associated with the database 900 continues to capture snapshots and
transactional logs based upon the SLA level and the protection schedule, and deletes some of the

snapshots and transactional logs that are no longer required to satisfy the SLA level.
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[0127] Snapshots of a source database may be captured by creating a snapshot of the source
database VM and a snapshot of the source database itself. Specifically, a snapshot may be an
image/copy of the location of the storage files associated with the virtual disks of the source
database and an image/copy of the location of the configuration files associated with the source
database VM. The virtual disk(s) on which the source database is stored may be composed of or
divided into one or more memory blocks. The snapshot/log capturing systems 640 may capture
images or copies of the memory blocks for capturing snapshots. A copy of the memory blocks
may be made by identifying the memory pointer (e.g., location) assigned to each memory block
and copying the memory pointer to a repository (e.g., the repositories 675). During a first snapshot
of the memory blocks, the contents of all the memory blocks may be copied to the repositories
675. After the first snapshot is captured, transactional logs may be captured based upon the
protection schedule to record all transactions or changes in the source database after the capture of
the first snapshot. Capturing a transactional log may be referred to herein as a log catch up

operation.

[0128] For example, say the protection schedule defines capturing 2 snapshots each day and 2
transactional logs between the 2 snapshot captures. If the source database includes 1000 memory
blocks, the first snapshot creates copies of all the 1000 memory blocks. Capturing a snapshot
involves pausing the source database such that no user operations are performed while the source
database is being snapshotted, creating copies of the memory blocks (and other information such
as the configuration file of the source database VM, etc.), and unpausing the source database.
Since snapshots temporarily halt operation of the source database, taking frequent snapshots of the
source database is not practical or desirable. However, to accurately capture the state of the source

database in between two snapshot captures and allow creation of cloned databases to satisfy the
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SLA (e.g., the continuous protection parameter), transactional logs may be captured between two
snapshot captures. The frequency of capturing transactional logs may be higher than the frequency
of capturing the snapshots. Thus, for example and continuing the example above, if after capturing
the first snapshot, 4 out of the 1000 memory blocks of the source database have changed (e.g., due
to data being updated, new data being added, etc.), the agents 670 create a first transactional log
based upon the protection schedule. The first transactional log may reflect that the 4 blocks have
changed since the last snapshot capture. Specifically, the first transactional log may include
memory pointers to the 4 memory blocks that have changed. Thus, instead of copying all of the
1000 memory blocks, the first transactional log only copies the changes since the last snapshot
capture, thereby saving space and time. Similarly, based upon the protection schedule, the agents
670 may capture a second transactional log after the first transactional log. The second
transactional log may determine which memory blocks have changes since the first snapshot

capture.

[0129] For example, if the agents 670 determine that 6 memory blocks have changed since the
first snapshot capture, the second transactional log may include memory pointers back to the first
snapshot indicating which 6 of the memory blocks have changed. The 6 memory blocks that
changed at the time of capturing the second transactional log may or may not include the 4 memory
blocks that changed at the time of capturing the first transactional log. Thus, each transactional
log that is captured identifies the memory blocks that have changed since the previous snapshot
capture and include memory pointers to those changed memory blocks. When the source database
is cloned, say to a state when the second transactional log is captured, the associated one of the
clone management systems 635 may recreate the source database from the first snapshot and the

second transactional log. Specifically, the associated one of the clone management systems 635
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may determine (e.g., from the memory pointers in the second transactional log) which particular
memory blocks have changed from the first snapshot. In the example above, the second
transactional log includes memory pointers of the 6 memory blocks that have changed since the
first snapshot capture. Thus, the agents 670 may create the cloned based on the 994 memory
blocks from the first snapshot that have not changed plus the 6 memory blocks in the second
transactional log that have changed. Thus, the cloned database reflects an accurate state of the

source database at the time of the second transactional log capture.

[0130] Further, and continuing with the example above of capturing 2 snapshots and 2
transactional logs each day, the agents 670 may capture a second snapshot based upon the
protection schedule. In some embodiments, the second snapshot may be a copy of all the memory
blocks (e.g., all 1000 memory blocks in the example above) again and transactional logs that are
captured after the second snapshot may identify changes in the memory blocks relative to the
second snapshot. Thus, any changes made between the capture of the first snapshot and the capture
of the second snapshot are reflected in the second snapshot. In other embodiments, the second
snapshot may also be an incremental snapshot that reflects only which memory blocks have
changed since the first snapshot capture. Thus, the second snapshot in such cases may take less
time to create, as well as less space to store. The subsequent transactional logs may continue to

make pointers to the first snapshot to reflect the memory blocks that change.

[0131] Advantageously, the snapshot and transactional log capturing efficiently only copies
changes in the memory blocks. Furthermore, all transactions are recorded using transaction logs
such that when a clone is created, the source database may be recovered based on both the
snapshots and the transaction logs to any desired state. Further, since capturing a transactional log

does not require pausing the source database, the transactional logs may be captured in background
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while the source database is operating, and the transactional logs may be captured at a greater
frequency than the snapshots. To capture a transactional log, the agents 670 maintain a small
staging disk. The staging disk may be part of the repositories 675 or may be separately provisioned
from those repositories. The staging disk may be dedicated or shared amongst the various source
databases 650 and may be used to temporarily store the transactional logs. The agents 670 may
sweep (e.g., collects) the transactional logs from the source database to the staging disk based upon
the protection schedule. From the staging disk, the agents 670 may start the log catch up operation
to move the transactional logs from the staging disk to the repositories 675. Thus, based upon a
combination of snapshots and transactional logs, the state of the source database may be effectively
and accurately replicated. While the snapshots and transactional logs may be automatically
captured based upon the protection schedule, in some embodiments, the database engine 605 may
allow the users to manually capture snapshots and transactional logs. Such an operation may be
particularly useful if the user desires a state that falls between the capture of two snapshots and

transactional logs.

[0132] Referring still to FIG. 6, the database storage system 620 may also include an external
database manager 680. The source databases 650 that are created within the database system 600
are already configured to be snapshotted. However, databases that were created outside of the
database system 600 and registered with the database system may not have been configured to be
snapshotted. Thus, such databases need to be reconfigured to be able be snapshotted and protected
by the database system 600. The reconfiguration may be part of the registration process or
performed after those databases have been registered. To reconfigure the externally created
databases, a process 1000 of FIG. 10 may be used. Referring to FIG. 10 in conjunction with FIG.

6, a flowchart outlining the operations of the process 100 is shown, in accordance with some
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embodiments of the present disclosure. The process 1000 may include other, additional, or fewer
operations depending upon the particular embodiment. The process 1000 may be implemented by

the database engine 605.

[0133] The process 1000 starts at operation 1005 and at operation 1010, a complete back up of the
external database is made by the external database manager 680. The complete backup includes a
complete copy of the external database. In other words, the actual data of the database is copied
when creating a back-up. Knowledge about the structure of the underlying storage (e.g., the virtual
disks) of a database is not needed when a back-up is created. In contrast, snapshotting requires
knowledge of the underlying storage (e.g., virtual disks) since no actual copy of the data is made.
Rather, when a snapshot is captured, a copy of the location of the virtual disk where the data is
stored is made. Thus, to configure the external database for capturing snapshots and transactional
logs, the external database is backed up to a storage disk (e.g., virtual disk), the structure of which
is known to the database engine 605. The back-up copy may be considered the source database
for purposes of protection and may be part of the source database storage 645. Further, an instance

of a database manager may be associated with the back-up copy to create clones from the back-up
copy.

[0134] In some embodiments, the operation 1010 may be performed as part of the registration
process when the external database is registered with the database system 600. In other
embodiments, the operation 1010 may be performed after the registration process. Since the back-
up of the external database is to a known structure of the storage disk, snapshots and transactional
logs may be created from the back-up copy. Thus, at operation 1015, snapshots and transactional
logs may be captured of the external database from the back-up copy. The process of capturing

snapshots and transactional logs from the back-up copy is the same as that of a database created
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internally within the database system 600. The snapshots and transactional logs may be stored
within the repositories 675 and clones may be created from those snapshots or a combination of

snapshots and transactional logs.

[0135] Thus, at operation 1020, upon receiving a user request to create a clone of the external
database, the database manager associated with the back-up copy of the external database may
create a cloned database from the back-up copy. The clone creation process is same as discussed
above. The cloned database may be stored within the target database storage 655. In some
embodiments, the user may desire to store the external database outside of the database system
600 or on a system that is not compatible with the database system. Thus, at operation 1025, a
user may request storing the cloned database to an external location. The database engine 605 and
particularly the external database manager 680 may reconfigure the cloned database to a form that
is compatible with the external location and at operation 1030, send the reconfigured database to
the external location. The database engine 605 may continue to make snapshots and transactional
logs of the back-up copy of the operation 1010 based upon the SLA and protection schedule
defined for the external database during the registration process. When the user request of the
operation 1020 is received, the database engine 605 may create the clone of the external database,
reconfigure the cloned database, and send it to the external location. The process 1000 ends at

operation 1035.

[0136] Thus, the database system of the present disclosure is a versatile system for creating and
managing databases. A variety of operations may be performed on the databases associated with

the database system using a user friendly and intuitive user interface.

[0137] It is to be understood that any examples used herein are simply for purposes of explanation

and are not intended to be limiting in any way. It is also to be understood that any examples used
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herein are simply for purposes of explanation and are not intended to be limiting in any way.
Further, although the present disclosure has been discussed with respect to memory usage, in other
embodiments, the teachings of the present disclosure may be applied to adjust other resources,

such as power, processing capacity, etc.

[0138] The herein described subject matter sometimes illustrates different components contained
within, or connected with, different other components. It is to be understood that such depicted
architectures are merely exemplary, and that in fact many other architectures can be implemented
which achieve the same functionality. In a conceptual sense, any arrangement of components to
achieve the same functionality is effectively "associated" such that the desired functionality is
achieved. Hence, any two components herein combined to achieve a particular functionality can
be seen as "associated with" each other such that the desired functionality is achieved, irrespective
of architectures or intermedial components. Likewise, any two components so associated can also
be viewed as being "operably connected," or "operably coupled," to each other to achieve the
desired functionality, and any two components capable of being so associated can also be viewed
as being "operably couplable," to each other to achieve the desired functionality. Specific
examples of operably couplable include but are not limited to physically mateable and/or
physically interacting components and/or wirelessly interactable and/or wirelessly interacting

components and/or logically interacting and/or logically interactable components.

[0139] With respect to the use of substantially any plural and/or singular terms herein, those
having skill in the art can translate from the plural to the singular and/or from the singular to the
plural as is appropriate to the context and/or application. The various singular/plural permutations

may be expressly set forth herein for sake of clarity.
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[0140] It will be understood by those within the art that, in general, terms used herein, and
especially in the appended claims (e.g., bodies of the appended claims) are generally intended as
"open" terms (e.g., the term "including" should be interpreted as "including but not limited to," the
term "having" should be interpreted as "having at least," the term "includes" should be interpreted
as "includes but is not limited to," etc.). It will be further understood by those within the art that
if a specific number of an introduced claim recitation is intended, such an intent will be explicitly
recited in the claim, and in the absence of such recitation no such intent is present. For example,
as an aid to understanding, the following appended claims may contain usage of the introductory
phrases "at least one" and "one or more" to introduce claim recitations. However, the use of such
phrases should not be construed to imply that the introduction of a claim recitation by the indefinite
articles "a" or "an" limits any particular claim containing such introduced claim recitation to
inventions containing only one such recitation, even when the same claim includes the introductory
phrases "one or more" or "at least one" and indefinite articles such as "a" or "an" (e.g., "a" and/or
"an" should typically be interpreted to mean "at least one" or "one or more"); the same holds true
for the use of definite articles used to introduce claim recitations. In addition, even if a specific
number of an introduced claim recitation is explicitly recited, those skilled in the art will recognize
that such recitation should typically be interpreted to mean at least the recited number (e.g., the
bare recitation of "two recitations," without other modifiers, typically means at least two
recitations, or two or more recitations). Furthermore, in those instances where a convention
analogous to "at least one of A, B, and C, etc." is used, in general such a construction is intended
in the sense one having skill in the art would understand the convention (e.g., "a system having at

least one of A, B, and C" would include but not be limited to systems that have A alone, B alone,

C alone, A and B together, A and C together, B and C together, and/or A, B, and C together, etc.).
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In those instances where a convention analogous to "at least one of A, B, or C, etc." is used, in
general such a construction is intended in the sense one having skill in the art would understand
the convention (e.g., "a system having at least one of A, B, or C" would include but not be limited
to systems that have A alone, B alone, C alone, A and B together, A and C together, B and C
together, and/or A, B, and C together, etc.). It will be further understood by those within the art
that virtually any disjunctive word and/or phrase presenting two or more alternative terms, whether
in the description, claims, or drawings, should be understood to contemplate the possibilities of
including one of the terms, either of the terms, or both terms. For example, the phrase "A or B"

will be understood to include the possibilities of "A" or "B" or "A and B." Further, unless

7« ERINAS

otherwise noted, the use of the words “approximate,” “about,” “around,” “substantially,” etc.

>

mean plus or minus ten percent.

[0141] The foregoing description of illustrative embodiments has been presented for purposes of
illustration and of description. It is not intended to be exhaustive or limiting with respect to the
precise form disclosed, and modifications and variations are possible in light of the above
teachings or may be acquired from practice of the disclosed embodiments. It is intended that the

scope of the invention be defined by the claims appended hereto and their equivalents.

71
4882-8131-3874.1

EX1002 - Page 71



Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A
HYPERCONVERGED INFRASTRUCTURE SYSTEM

First Named Inventor/Applicant Name:

Balasubrahmanyam Kuchibhotla

Filer: Paul S. Hunter/Emily Rogers

Attorney Docket Number: 115539-0436

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull:,-;l'g(tsa)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 320 320
UTILITY SEARCH FEE 1M 1 700 700
UTILITY EXAMINATION FEE 1311 1 800 800
Pages:
Claims:
CLAIMS IN EXCESS OF 20 1202 1 100 100

Miscellaneous-Filing:

Petition:

EX1002 - Page 72




Sub-Total in

Description Fee Code Quantity Amount USD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1920

EX1002 - Page 73




DocuSign Envelope ID: D727EBBB-B845-4AEF-9E97-FFESEQ121992

PTO/AIA/Q1 {modified)
3

-
DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION 115539-0217
USING AN APPLICATION DATA SHEET (37 CFR 1.76) )
Title of SYSTEM AND METHOD FOR PROVISIONING A DATABASE IN A HYPER CONVERGED

Invention INFRASTRUCTURE SYSTEM

As the below named inventor, | hereby declare that:

This declaration X The attached application, or
is directed to:
a United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 by
fine or imprisonment of not more than (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may confribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit
card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is
never required by the USPTO to support a petition or an application. If this type of personal information is included in
documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from
the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent
application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned
application may also be available to the public if the application is referenced in a published application or an issued
patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are
not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

i November 30, 2013
Inventor: BALASUBRAHMANYAM KUCHIBHOTLA Date (Optional):

[RWARTRI BTN, % ]

UPAIZAVS TN

Note: An &a“p“pﬁ"ﬁéfﬁﬁga"'ﬁfﬁ%heet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must
accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional
inventor.

Signa.ture: r— DocuSigned by:

4812-0699-9417.1

EX1002 - Page 74



DocuSign Envelope ID: D727EBBB-B845-4AEF-9E97-FFESEQ121992

BPTQ/AIAQ1 {modi

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN 115539-0217
APPLICATION USING AN APPLICATION DATA SHEET (37 CFR 1.76)

Title of SYSTEM AND METHOD FOR PROVISIONING A DATABASE IN A HYPER CONVERGED
Invention INFRASTRUCTURE SYSTEM

As the below named inventor, | hereby declare that:

This declaration X The attached application, or
is directed to:
O United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 by
fine or imprisoniment of not more than (5) years, or both.

WARNING:

Peatitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may contfribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit
card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is
never required by the USPTO to support a petition or an application. If this type of personal information is included in
documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from
the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent
application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned
application may also be available to the public if the application is referenced in a published application or an issued
patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are
not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor:  KAMALDEEP KHANUJA Date (Optional); _\ovemPer 29, 201

Signature: - DocuSigned by:
P TR AN AW F R A Y}
b& “’Lll( A oS o 2V IV
Note: An appiicatiSi-aatsheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must

accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional
inventor.

EX1002 - Page 75



DocuSign Envelope ID: D727EBBB-B845-4AEF-9E97-FFESEQ121992

BPTQ/AIAQ1 {modi

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN 115539-0217
APPLICATION USING AN APPLICATION DATA SHEET (37 CFR 1.76)

Title of SYSTEM AND METHOD FOR PROVISIONING A DATABASE IN A HYPER CONVERGED
Invention INFRASTRUCTURE SYSTEM

As the below named inventor, | hereby declare that:

This declaration X The attached application, or
is directed to:
O United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 by
fine or imprisoniment of not more than (5) years, or both.

WARNING:

Peatitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may contfribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit
card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is
never required by the USPTO to support a petition or an application. If this type of personal information is included in
documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from
the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent
application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned
application may also be available to the public if the application is referenced in a published application or an issued
patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are
not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor:  JEREMY LAUNIER Date (Optional); NovemPer 29, 2018

Signature' ~~~DocuSigned by:

Ao TP

¥ u‘vuf (v

Snnnns 6121 AB4B1C43C i . . . L . .
Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must

accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional
inventor.

EX1002 - Page 76



DocuSign Envelope ID: D727EBBB-B845-4AEF-9E97-FFESEQ121992

BPTQ/AIAQ1 {modi

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN 115539-0217
APPLICATION USING AN APPLICATION DATA SHEET (37 CFR 1.76)

Title of SYSTEM AND METHOD FOR PROVISIONING A DATABASE IN A HYPER CONVERGED
Invention INFRASTRUCTURE SYSTEM

As the below named inventor, | hereby declare that:

This declaration X The attached application, or
is directed to:
O United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 by
fine or imprisoniment of not more than (5) years, or both.

WARNING:

Peatitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may contfribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit
card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is
never required by the USPTO to support a petition or an application. If this type of personal information is included in
documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from
the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent
application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned
application may also be available to the public if the application is referenced in a published application or an issued
patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are
not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor:  SUJIT MENON Date (Optional), \Cvember 29, 2018

. == DocuSigned by:
Signature:

Saodidle gang ba Ala
Jv:’\xw Ligrea A ria e

Nonaes DDEDO4ASB492408...
Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must

accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional
inventor.

EX1002 - Page 77




DocuSign Envelope ID: D727EBBB-B845-4AEF-9E97-FFESEQ121992

BPTQ/AIAQ1 {modi

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN 115539-0217
APPLICATION USING AN APPLICATION DATA SHEET (37 CFR 1.76)

Title of SYSTEM AND METHOD FOR PROVISIONING A DATABASE IN A HYPER CONVERGED
Invention INFRASTRUCTURE SYSTEM

As the below named inventor, | hereby declare that:

This declaration X The attached application, or
is directed to:
O United States application or PCT international application number
filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001 by
fine or imprisoniment of not more than (5) years, or both.

WARNING:

Peatitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may contfribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit
card numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is
never required by the USPTO to support a petition or an application. If this type of personal information is included in
documents submitted to the USPTO, petitioners/applicants should consider redacting such personal information from
the documents before submitting them to the USPTO. Petitioner/applicant is advised that the record of a patent
application is available to the public after publication of the application (unless a non-publication request in compliance
with 37 CFR 1.213(a) is made in the application) or issuance of a patent. Furthermore, the record from an abandoned
application may also be available to the public if the application is referenced in a published application or an issued
patent (see 37 CFR 1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purposes are
not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

. November 30, 2014
Inventor: MANEESH RAWAT Date (Optional):

Signature' ~~~~DogcuBigned by:

e ed
WAWLLLW, ¥ WAV I

Note: An aﬁﬁfé% joh data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must

accompany this form or must have been previously filed. Use an additional PTO/AIA/01 form for each additional
inventor.

EX1002 - Page 78



PTO/AIA/14 (01-22)
Approved for use through 05/31/2024. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 115538-0436

Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED

Title of Invention | \\FRASTRUCTURE SYSTEM

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the

document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor ‘1

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

| [

IBaIasubrahmanyam

I(uchibhotla

| [

Residence Information (

Select One) e US Residency

Non US Residency

Active US Military Service

City ‘ ISan Ramon

I State/Province ‘ FA

I Country of Residencé ‘ 'JS

Mailing Address of Inventor:

Address 1

740 Technology Drive

Address 2

BSuite 150

City | Fan Jose

I State/Province

1=

Postal Code

| |95110

| Countryi

| |us

Inventor lz

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix|

| [

I(amaldeep

I(hanuja

| [

Residence Information (

Select One) (®) US Residency

Non US Residency

Active US Military Service

City ‘ publin

I State/Province ‘ FA

I Country of Residence ‘ 'JS

Mailing Address of Inventor:

Address 1

740 Technology Drive

Address 2

Suite 150

City | Fan Jose

| State/Province

[ o

Postal Code

| |95110

| Countryi

| |US

Inventor L%

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix|

Ileremy

[ [

Ijunier

| [

Residence Information (Select One) () US Residency

Non US Residency

Active US Military Service

EFS Web 2213

EX1002 - Page 79



PTO/AIA/14 (01-22)

Approved for use through 05/31/2024. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 115538-0436

Application Data Sheet 37 CFR 1.76

Application Number

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED

Title of Invention | \\FRASTRUCTURE SYSTEM

City “San Jose State/Province ‘FA ICountry of Residencd ‘ bs

Mailing Address of Inventor:

Address 1 740 Technology Drive

Address 2 Suite 150

City | [an Jose | state/Province ‘ ’CA

Postal Code | 5110 | Countryi | jus

Inventor \4

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| El ISujit ‘ IVIenon ‘ El
Residence Information (Select One) () US Residency Non US Residency Active US Military Service

City ‘ Fan Jose I State/Province ‘ ICA I Country of Residencd ‘ lJS

Mailing Address of Inventor:

Address 1 740 Technology Drive

Address 2 Suite 150

City | Fan Jose | State/Province ‘ ’CA

Postal Code | |95110 | Countryi | |US

Inventor \5

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| El I\Aaneesh ‘ Fawat ‘ El
Residence Information (Select One) (8) US Residency Non US Residency Active US Military Service

City ‘ Fan Jose I State/Province ‘ FA I Country of Residencé ‘ 'JS

Mailing Address of Inventor:

Address 1 740 Technology Drive

Address 2 Suite 150

City | Fan Jose | State/Province ‘ )CA

Postal Code | 5110 | Countryi [ us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

EFS Webh 2213

EX1002 - Page 80



PTO/AIA/14 (01-22)

Approved for use through 05/31/2024. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 115538-0436

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED
INFRASTRUCTURE SYSTEM

Customer Number |147491

Email Address |IPDocketing@foIey_oom | | AddEmail | [Remove Email

Application Information:

Title of the Invention NYFw:an QB&WWMWRGw

Attorney Docket Number| (115539-0436 ‘ Small Entity Status Claimed [ |

Application Type Nonprovisional -
Subject Matter tility -
Total Number of Drawing Sheets (if any) 31 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111{(c) and 37 CFR 1.57(a). Do not complete this secticn if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”™).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed applicaticn, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.5.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: o Customer Number US Patent Practitioner | (O Limited Recognition (37 CFR 11.9)

Customer Number [147491
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

115539-0436

Application Number

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED

Title of Invention | \\FRASTRUCTURE SYSTEM

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c} or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status Fending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of 1 17/237599 ’2021-04-22
Prior Application Status | [Patented -
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
171237599 )Continuation of -| [16r234553 ’2018—12—27 ‘1 1010336 P021—05—18

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button. Add

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55{g)(1).

Remove

Access Codei (if applicable)

Application Number Cc>untryi Filing Date (YYYY-MM-DD)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’'s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1.

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number
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Title of Invention

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant f1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 US.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Nutanix, Inc.

Mailing Address Information For Applicant:

Address 1 740 Technology Drive

Address 2 Suite 150

City an Jose State/Province CA
Countnf ‘ IJS Postal Code 95110
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Assignee |1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | N

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City ‘ I State/Province
Countryi | I Postal Code
Phone Number Fax Number
Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/Paul S. Hunter/ Date (YYYY-MM-DD)| [2023-02-23
First Name F’aul S. Last Name ‘ F—Iunter Registration Number 787
Additional Signature may be generated within this form by selecting the Add button. Add
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This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission cf the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {5 U.5.C. 552) and the Privacy
Act (5 USC. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevan (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant ta 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an applicaticn open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulaticn.
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Atty. Dkt. No. 115539-0436 (PAT-1455)

ABSTRACT OF THE DISCLOSURE

A system and method include receiving, by a database engine of a database system associated with
a virtual computing system, a user request via a dashboard for provisioning a source database with
the database system, receiving, by the database engine via the dashboard, selection of a database
engine type, and receiving, by the database engine via the dashboard, selection of a Service Level
Agreement (“SLA”) and a protection schedule. The system and method also include provisioning,
by the database engine, the source database based upon the database engine type, creating, by the
database engine, an instance of a database protection system based upon the SLA and the
protection schedule, including associating the instance of the database protection system with the

source database, and displaying, by the database engine, the source database within the dashboard.
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CLAIMS

What is claimed is:

1. A non-transitory computer-readable media comprising computer-readable instructions
stored thereon for provisioning a database, wherein the computer-readable instructions when
executed by a processor cause the processor to:

receive a first selection of a database name for the database;

receive a second selection of a database description for the database;

receive a third selection of a database engine for the database;

receive a fourth selection indicative of a location where the database is to be provisioned,

present at least one user interface to receive the first selection, the second selection, the
third selection, and the fourth selection;

determine an amount of storage for the database; and

create the database at the location based on the first selection, the second selection, the

third selection, the fourth selection, and the amount of storage.

2. The non-transitory computer-readable media of claim 1, wherein the location where the

database is to be provisioned comprises a hyperconverged infrastructure system.

3. The non-transitory computer-readable media of claim 1, wherein the location where the

database is to be provisioned comprises a cloud.

4 The non-transitory computer-readable media of claim 1, wherein the amount of storage
for the database is determined based on a fifth selection indicative of a size of the database to be

provisioned.
5. The non-transitory computer-readable media of claim 1, wherein the processor further

executes computer-readable instructions to capture at least one of one or more snapshots or one

or more transactional logs from the database that is created.
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6. The non-transitory computer-readable media of claim 1, wherein the processor further
executes computer-readable instructions to:

receive a fifth selection of a service level agreement; and

set up to capture at least one of one or more snapshots or one or more transactional logs

from the database that is created based on the service level agreement.

7. The non-transitory computer-readable media of claim 1, wherein the processor further
executes computer-readable instructions to receive a fifth selection of a compute profile

indicative of a number of vCPUs and memory for provisioning the database.

8. A system comprising:

a memory having computer-readable instructions stored thereon to provision a database;

and
a processor that executes the computer-readable instructions to:
receive a first selection of a database name for the database;
receive a second selection of a database description for the database;
receive a third selection of a database engine for the database;
receive a fourth selection indicative of a location where the database is to be
provisioned,

present at least one user interface to receive the first selection, the second
selection, the third selection, and the fourth selection;

determine an amount of storage for the database; and

create the database at the location based on the first selection, the second

selection, the third selection, the fourth selection, and the amount of storage.

9. The system of claim 8, wherein the location where the database is to be provisioned

comprises a hyperconverged infrastructure system.

10.  The system of claim 8, wherein the location where the database is to be provisioned

comprises a cloud.
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11. The system of claim 8, wherein the amount of storage for the database is determined

based on a fifth selection indicative of a size of the database to be provisioned.

12. The system of claim 8, wherein the processor further executes computer-readable
instructions to capture at least one of one or more snapshots or one or more transactional logs

from the database that is created.

13. The system of claim 8, wherein the processor further executes computer-readable
instructions to:

receive a fifth selection of a service level agreement; and

set up to capture at least one of one or more snapshots or one or more transactional logs

from the database that is created based on the service level agreement.

14. The system of claim 8, wherein the processor further executes computer-readable
instructions to receive a fifth selection of a compute profile indicative of a number of vCPUs and

memory for provisioning the database.

15. A method comprising:

receiving, by a processor executing computer-readable instructions to provision a
database, a first selection of a database name for the database;

receiving, by the processor, a second selection of a database description for the database;

receiving, by the processor, a third selection of a database engine for the database;

receiving, by the processor, a fourth selection indicative of a location where the database
is to be provisioned,

presenting, by the processor, at least one user interface to receive the first selection, the
second selection, the third selection, and the fourth selection;

determining, by the processor, an amount of storage for the database; and

creating, by the processor, the database at the location based on the first selection, the

second selection, the third selection, the fourth selection, and the amount of storage.
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16. The method of claim 15, further comprising provisioning the database on a

hyperconverged infrastructure system.

17. The method of claim 15, further comprising provisioning the database on a cloud.

18. The method of claim 15, further comprising receiving, by the processor, a fifth selection
indicative of a size of the database to be provisioned, wherein the amount of storage for the

database is determined based on the size.

19. The method of claim 15, further comprising capturing, by the processor, at least one of

one or more snapshots or one or more transactional logs from the database that is created.

20. The method of claim 15, further comprising:
receiving, by the processor, a fifth selection of a service level agreement; and
setting up, by the processor, to capture at least one of one or more snapshots or one or

more transactional logs from the database that is created based on the service level agreement.

21. The method of claim 15, further comprising receiving, by the processor, a fifth selection

of a compute profile indicative of a number of vCPUs and memory for provisioning the database.
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If any Multiple Dependent Claim(s) present: +

Surcharge under 37 CFR 1.16(e) for late filing of +
Executed Declaration or late payment of filing fee
Prioritized Examination fee (Track I) under 37 CFR. § 1.17 (c)

Rate

$320.00

$700.00
$800.00

$420.00
$100.00

$480.00

$860.00
$160.00

Processing Fee (Track I) under 37 CFR. §1.17 (i)

TOTAL FILING FEE:
Assignment Recordation Fee: + $50.00
Processing Fee under 37 CFR 1.17(i) for Late + $140.00

Filing of English Translation of Application:

TOTAL FEE

Fee
Totals

$320.00

$700.00

$800.00

$0.00

$0.00

$100.00

$0.00

$0.00

$0.00

$0.00

$0.00

$1920.00

$0.00

$0.00

$1920.00

The above-identified fees of $1920.00 are being paid by credit card via EFS-Web.

The Commissioner is hereby authorized to charge any fees required to secure a filing date

and maintain pendency of this application to Deposit Account No. 19-0741.

EX1002 - Page 154



Atty. Dkt. No. 115539-0436

Respectfully submitted,

Date  February 23, 2023 By /Paul S. Hunter/
FOLEY & LARDNER LLP Paul S. Hunter
Customer Number: 147491 Attorney for Applicant
Telephone:  (858) 847-6733 Registration No. 44,787

Facsimile: (858) 792-6773
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 18113528 Document Date: 02/23/2023

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):
e USPTO employees may access SCORE content via DAV or via the SCORE web page.
e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: March 1, 2019
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number

Substitute for Form PTO-875 18/113,528
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(3), (), or (0) N/A N/A N/A N/A 320
SEARCH FEE
(37 GFR 116, (), or (m)) N/A N/A N/A N/A 700
EXAMINATION FEE
(37 OFR 1.18(0). (). or (@) N/A N/A N/A N/A 800
TOTAL CLAIMS . * _
(37 GFR 1.16(1)) 21 minus 20 = 1 OR [x 100 = 100
INDEPENDENT CLAIMS . *
(37 GFR 1.16(h)) 3 minus 3 = X = 0
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 0
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1820

APPLICATION AS AMENDED - PART I

OTHER THAN
(Column 1) (Column 2) (Golumn 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE(®) FEE($)
E AMENDMENT PAID FOR
Ll Total * Mi - =
= (37 GFR 1.16(i)) s x = OR [x =
[m] =
Ind ot 0 i =
E (3; ce%e?@[?‘)) s x = OR |«x =
<2( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = X - -
= (37 GFR 1.16(i)) OR |«x -
% Independent * Minus | *** = N _ OR |« _
L (37 CFR 1.16(h)) B
= Application Size Fee (37 CFR 1.16(s))
<
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
Ihe "Highest Number Previgisly Paid For* (Total or lndependent) i the highest found in the aooronriate box in column 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450

WWW.uspto.gov
Mﬁ%ﬁggm | 35 1I(LcI)NSAOTrE | Glijl;‘?fT | FIL FEE RECD ATTY.DOCKET.NO |TOT CLAIMS | IND CLAIMS |
18/113,528 02/23/2023 1920 115539-0436 21 3
NFIRMATION NO. 942
147491 FILING RECCOEIPT TION 0. 9428
QTR
SUITE 600

WASHINGTON, DC 20007-5109
Date Mailed: 03/17/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Balasubrahmanyam Kuchibhotla, San Ramon, CA;
Kamaldeep Khanuja, Dublin, CA;
Jeremy Launier, San Jose, CA;
Sujit Menon, San Jose, CA;
Maneesh Rawat, San Jose, CA;
Applicant(s)
Nutanix, Inc., San Jose, CA;

Power of Attorney: The patent practitioners associated with Customer Number 147491

Domestic Priority data as claimed by applicant
This application is a CON of 17/237,599 04/22/2021 PAT 11,604,762
which is a CON of 16/234,553 12/27/2018 PAT 11,010,336

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 03/15/2023

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 18/113,528
Projected Publication Date: 06/22/2023
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED
INFRASTRUCTURE SYSTEM

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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Atty. Dkt. No. 115539-0436

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Inventor Name: Balasubrahmanyam
Kuchibhotla

Title: SYSTEM AND METHOD
FOR PROVISIONING
DATABASES IN A
HYPERCONVERGED
INFRASTRUCTURE
SYSTEM

Application No.: 18/113528

Filing Date: 2/23/2023

Examiner: Not yet assigned

Art Unit: 2166

Confirmation No.: 9429

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §1.56

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Commissioner:
Applicant submits herewith documents for the Examiner’s consideration in accordance

with 37 CFR §§1.56, 1.97 and 1.98.

Applicant respectfully requests that each listed document be considered by the Examiner
and be made of record in the present application and that an initialed copy of Form PTO/SB/08
be returned in accordance with MPEP §609.

In accordance with MPEP 609.02, Applicant understands the Examiner will consider all

information considered in the following applications to which this application claims benefit

4856-3850-9415.1 -1-
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under 35 U.S.C. § 120: U.S. Application No. 16/234553, filed 12/27/2018; Application No.
17/237599, filed 4/22/2021.

In accordance with 37 CFR §1.98(d), copies of listed non-U.S. patent/application items
previously submitted to, or cited by, the Office in the foregoing application which is relied upon
for an earlier effective filing date under 35 U.S.C. § 120, are not provided herewith.
Nevertheless, Applicant would be pleased to provide copies of any such documents at the

Examiner’s request.

The submission of any document herewith is not an admission that such document
constitutes prior art against the claims of the present application or that such document is
considered material to patentability as defined in 37 CFR §1.56(b). Applicant does not waive
any rights to take any action, which would be appropriate to antedate or otherwise remove as a

competent reference any document submitted herewith.

TIMING OF THE DISCLOSURE
The listed documents are being submitted in compliance with 37 CFR §1.97(b), before

the mailing date of the first Office Action on the merits.

Although Applicant believes that no fee is required, the Commissioner is hereby

authorized to charge any additional fees which may be due to Deposit Account No. 19-0741.

Respectfully submitted,

Date  June 7, 2023 By /Paul S. Hunter/
FOLEY & LARDNER LLP Paul S. Hunter
Customer Number: 147491 Attorney for Applicant
Telephone:  (858) 847-6733 Registration No. 44,787

Facsimile:  (858) 792-6773
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Title of Invention

SYSTEM AND METHOD FOR PROVISIONING DATABASES IN A HYPERCONVERGED
INFRASTRUCTURE SYSTEM

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 9429 FILED BY Emily Rogers
PATENT CENTER# 62224293 FILING DATE  02/23/2023
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