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MULTI-THREADED SMART COPY

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit under 35 U.S.C.
§119(e) of Provisional Application No. 62/051,138, entitled
“Apparatus and Computerized Methods for Copy Data Man-
agement,” filed Sep. 16, 2014; and Provisional Application
No. 62/063,180, filed Oct. 13, 2014, entitled “Copy Data
Techniques,” the entire contents of which are incorporated by
reference here in their entirety.

[0002] This application is related to U.S. Patent Applica-
tion No. , entitled “Integrated Database and Log
Backup,” filed on Sep. 16, 2015, identified as Attorney
Docket No. 2203828.00155US1; and

[0003] This application is related to International Patent
Application No. , entitled “Copy Data Techniques,”
filed on Sep. 16, 2015, identified as Attorney Docket No.
2203828.00155WO1.

TECHNICAL FIELD

[0004] The techniques described herein generally relate to
data backup, and in particular to integrating a database and
log backup and to copying data using a multi-thread tech-
nique.

BACKGROUND

[0005] Traditionally, a database and its log can only be
protected together using single schedule, (backup database
plus log) or protected separately under different schedules. A
single schedule protection scheme is not able to achieve a
desired recovery point objective (RPO) in a production envi-
ronment. A separate schedule protection scheme results in
two individual streams between database backup and log
backup without apparent relationships, making it harder
when it comes to restoring data. The relationship is mostly
kept by manually through records maintained by individuals.
[0006] Traditionally, backup copy operation has been
single threaded operation with the identification of files to
copy and the copying of files intermixed. Due to the serial
nature of copying, back up operations can take a long time.

SUMMARY

[0007] Embodiments of the present disclosure relate to sys-
tems and methods of performing backup of databases and
associated logs with one schedule such that a backup of both
a database and its associated log can be restored or recovered
to a desired point in time. In some embodiments, a backup
request is received at a virtual data management system con-
figured to protect an application. In some embodiments, the
backup request is associated with a backup type defined by a
service level agreement, the service level agreement defining
a schedule for backing up a database associated with the
application. In some embodiments, the service level agree-
ment includes a combined schedule for backing up both data
stored in the database and log data associated with the data-
base. In some embodiments, the service level agreement is
defined for the virtual data management system configured to
protect the application. In some embodiments, the backup
type includes a database backup type, a log backup type, and
a composite database backup and log backup type. In some
embodiments, a first database backup and a first associated
snapshot of the database is received at a first time from a host
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agent running on a database server when the backup type
comprises a database backup type. In some embodiments, a
first identifier is assigned to the first database backup and the
first associated snapshot, the first identifier including a first
composite backup identifier indicative of a first set of data-
base backups and log backups that share a first dependency
relationship. In some embodiments, a log backup and a sec-
ond associated snapshot of the log backup are received at a
second time from the host agent running on the database
server when the backup type comprises a log backup type. In
some embodiments, a second identifier is assigned to the log
backup and to second associated snapshot, the second iden-
tifier including a second composite backup identifier indica-
tive of a second set of database backups and log backups that
share a second dependency relationship, the second compos-
ite backup identifier equal to the first composite backup iden-
tifier when the first time comprises a most recent prior data-
base backup time to the second time. In some embodiments,
a composite database and log backup and a third associated
snapshot of the database and the log backup is received at a
third time from the host agent running on the database server
when the backup type comprises a composite database and
log backup type. In some embodiments, a third identifier is
assigned to the composite database and log backup and to
third associated snapshot, the third identifier including a third
composite backup identifier indicative of a third set of data-
base backups and log backups that share a third dependency
relationship.

[0008] Insomeembodiments, at least one of the log backup
and database backup is expired at a fourth time such that
space associated with the log backup becomes available for
use by another backup. In some embodiments, expiring the at
least one of the log backup and database backup includes
receiving an associated expiration request, the expiration
request comprising at least one of an on demand request from
a user, and a scheduled expiration request based on a service
level agreement. In some embodiments, the systems and
methods described herein are used for restore and recovery of
the database associated with the application. In some embodi-
ments, the second composite backup identifier equals the
third composite backup identifier when the third time com-
prises a most recent prior database backup time to the second
time. In some embodiments, the second identifier further
includes a fourth composite identifier when the log backup
comprises the most recent subsequent log backup to the com-
posite database and log backup, the fourth identifier equaling
a fifth composite identifier associated with a prior database
backup or composite database backup most recent in time to
the composite database and log backup database backup.

[0009] In some embodiments, the first identifier further
includes a first recovery range indicating a first set of database
and log backups available for restoration and recovery. In
some embodiments, the first recovery range includes the first
database backup. In some embodiments, the second identifier
further includes a second recovery range indicating a second
set of database and log backups available for restoration and
recovery, the second recovery range including the log backup,
the most recent prior database backup, and other log backups
captured between the second time and a time corresponding
to the most recent prior database backup. In some embodi-
ments, the third identifier further includes a third recovery
range, the third recovery range including the composite data-
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base and log backup and any log backups subsequent to the
composite database and log backup associated with the third
composite backup identifier.

[0010] Embodiments ofthe present disclosure relate to sys-
tems and methods of utilizing multiple threads to facilitate
parallel data copying to reduce an amount of time associated
with backing up data. In some embodiments, first data indica-
tive of a request to copy one or more file systems associated
with an application from a first storage to a second storage is
received. In some embodiments, second data indicative of a
number of threads available for the backup request is
received. In some embodiments, the number of available
threads includes at least three available threads. In some
embodiments, a first available thread is used to select files
from the one or more file systems for backup. In some
embodiments, selecting the files for backup comprises adding
a first file to a work queue when the first file is different from
files associated with the backup storage, adding at least one
second file to the work queue when the at least one second file
is different from files associated with the backup storage, and
creating a plurality of backup work items associated with the
work queue files. In some embodiments, a second available
thread is used to determine that a first backup work item is
available for processing. In some embodiments, the second
available thread is used to process the first backup work item
work such that a third file associated with the first backup
work item is copied from the production storage to the backup
storage. In some embodiments at least a third available thread
is used to determine a second backup work item is available
for processing. In some embodiments, the at least third avail-
able thread is used to process the second backup work item
work such that a fourth file associated with the second backup
work item is copied from the first storage to the second
storage, the at least third available thread processing the sec-
ond backup work item while the second available thread is
processing the first backup work item.

[0011] In some embodiments, creating a plurality of
backup work items associated with the work queue files com-
prises ordering the backup work items based on a dependency
relationship between the work items. In some embodiments,
the backup work items include at least one of a create file
work item, a copy bytes work item, an update file metadata
work item, a create directory work item, a delete file work
item, a delete directory work item, and a create symbolic link
work item. In some embodiments, the update file metadata
work item depends on the copy bytes work item, and the copy
bytes work item depends on the create file work item. In some
embodiments, the first storage and second storage comprise
one of a production storage and a backup storage.

[0012] These and other capabilities of the disclosed subject
matter will be more fully understood after a review of the
following figures, detailed description, and claims. It is to be
understood that the phraseology and terminology employed
herein are for the purpose of description and should not be
regarded as limiting.

BRIEF DESCRIPTION OF FIGURES

[0013] Various objectives, features, and advantages of the
disclosed subject matter can be more fully appreciated with
reference to the following detailed description of the dis-
closed subject matter when considered in connection with the
following drawings, in which like reference numerals iden-
tify like elements.
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[0014] FIG. 1 depicts a configuration of database host pro-
tected by a Virtual Data Pipeline system.

[0015] FIG. 2 is a system diagram depicting a traditional
backup operation.

[0016] FIG.3 is aflowchartillustrating a traditional process
of database recovery using log backups.

[0017] FIG. 4 depicts a restore of database to a point-in-
time using database backups from database backup storage
with log backups from log backup storage to database server.
[0018] FIG. 5 illustrates an integrated database and log
backup, according to some embodiments.

[0019] FIG. 6 depicts a user interface for configuring single
SLA protecting database with its log on different schedule,
according to some embodiments.

[0020] FIG. 7 shows a composite backup catalog in tabular
form, according to some embodiments.

[0021] FIG. 8 illustrates composite backup of database and
log, according to some embodiments.

[0022] FIG. 9 is a flowchart illustrating the flow of a com-
posite database backup, according to some embodiments.
[0023] FIG. 10 is a flowchart illustrating a single click
restore operation using composite backup of database and
log, according to some embodiments.

[0024] FIG. 11 illustrates a workflow of instance mounting
composite database and log backup for point-in-time clone or
branching, according to some embodiments.

[0025] FIG. 12 illustrates database and log composite
backup lifecycle management for resource efficiency by
expiring log backup image on a different schedule from that
of database backup, according to some embodiments.
[0026] FIG. 13 is a system diagram showing a backup
application, according to some embodiments.

[0027] FIG. 14 is a diagram illustrating a single threaded
computerized copy operation.

[0028] FIG. 15 is a diagram illustrating a multi-threaded
computerized copy operation, according to some embodi-
ments.

[0029] FIG. 16 is a flowchart illustrating a computerized
workflow for a Producer Thread work item, according to
some embodiments.

[0030] FIG. 17 is a flowchart illustrating a computerized
workflow fora Consumer Thread, according to some embodi-
ments.

[0031] FIG. 18 is a flowchart illustrating a multi-threaded
computerized copy process, according to some embodiments.
[0032] FIG. 19A is a list of work item types, according to
some embodiments.

[0033] FIG. 19B is a flowchart illustrating work item
dependencies, according to some embodiments.

[0034] FIG. 20 is an exemplary computer system for mul-
tithreaded smart copy and integrated database and log,
according to some embodiments.

DETAILED DESCRIPTION

[0035] In the following description, numerous specific
details are set forth regarding the systems and methods of the
disclosed subject matter and the environment in which such
systems and methods may operate, etc., in order to provide a
thorough understanding of the disclosed subject matter. It will
be apparent to one skilled in the art, however, that the dis-
closed subject matter may be practiced without such specific
details, and that certain features, which are well known in the
art, are not described in detail in order to avoid unnecessary
complication of the disclosed subject matter. In addition, it
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will be understood that the embodiments provided below are
exemplary, and that it is contemplated that there are other
systems and methods that are within the scope of the dis-
closed subject matter.

Integrated Database and Log Backup

[0036] Some embodiments of the present disclosure
describe features for use with a virtual data management
system (e.g., such as a virtual data pipeline, or other applica-
tion designed to control the flow of backup-related data) to
support integrated protection of a database and its transaction
logs, their replication, and restore phase of this method. A
Data Management Virtualization System such as VDP allows
a user to define a Service Level Agreement (SLA) that
encodes lifecycle of data managed by siloed Data Manage-
ment activities such as Backup, Replication and Archiving for
each application and then performs these operations auto-
matically as defined in the SLA. Data Management Virtual-
ization System can manage the entire data protection life-
cycle, moving data across various storage repositories as
needed. Data Management Virtualization System is capable
of'tracking changes to production data over time and then use
that information for incremental data duplication and com-
pression. Data Management Virtualization System can virtu-
alize physical storage resources and can provide instant
access to datamanaged by the system. It acts like a virtualized
storage system in that case.

[0037] Embodiments described in this disclosure allows
protection of databases and/or transactional applications
using separated-yet-coupled data and log backup streams
with improved performance, space efficiency, clear and/or
easy cloning/branching/restoring/etc. workflows. Some
embodiments allow a Virtual Data Pipeline (VDP) to protect
a database and its log in a single Service Level Agreement
(SLA), which may contain different policies to backup data-
base files and log files on different schedules. For space
efficiency, data files and log backup can also be set with
different expiration schedule, as data ages, log can be expired
early and space reclaimed. In general, expiring a backup
makes available the space associated with the backup for use
by another backup (e.g., to be overwritten by another
backup). For example, expiring a backup can include deleting
apoint in time image associated with the backup such that the
space associated with the point in time image is available for
use.

[0038] With the present disclosure, it is possible to protect
databases and logs under a single SL.A with different backup
schedule to achieve desired RPO. The Virtual Data Pipeline
maintains the relationships between data backups and its
dependent log backups. Mounting a database backup auto-
matically includes mounting of its dependent log backup.
Restore of a database backup will restore data files followed
by recovery using available log backups to achieve point-in-
time-recovery (PITR).

[0039] FIG. 1 depicts a configuration of database host 101
protected by Virtual Data Pipeline system 104. Database host
101 has primary database storage 103 and primary log storage
107. Primary database storage 103 is where data files of the
database are located. The data files in the primary database
storage 103 can change over time. The primary log storage
107 hosts database logs. Proper management of both storage
areas can ensure the smooth operation of the database. The
database can stop functioning if either storage areas run out of
space. The primary database storage 103 and primary log
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storage 107 can share the same storage volume, but they often
use separate storage volumes. In some embodiments, using
separate storage volumes is often a best practice recom-
mended by database vendors.

[0040] A relational database management system
(RDBMS) agent 102 facilitates the backup, mount, and
restore operations between Virtual Data Pipeline system
(VDP) 104 and protected database host 101. The RDBMS
agent 102 is in communication with the VDP system 104. The
VDP system 104 is in communication with performance pool
106. The configuration also includes backup staging volumes
105 that are mounted on the host to be protected 101 during
backup, and in communication with the RDBMS agent 102;
the staging volumes 105; where database and log backups are
kept, are created out of the performance pool 106. Perfor-
mance pool 106 is a storage pool area provided by VDP for
backup operations. VDP is a copy data platform that provides
efficient management of copy data in a user environment.
VDP manages the data protection life cycle, moving data
across the various storage repositories. VDP includes a pro-
cessor 110 connected to memory 112. As explained in more
detail below, memory 112 includes computer-readable
instructions that cause processor 110 to perform management
of copy data for VDP 104. The Virtual Data Pipeline is
described in more detail in U.S. application Ser. No. 13/920,
950, filed on Jun. 18, 2013, entitled “System and Method for
Intelligent Database Backup,” the disclosure of which is
herein incorporated in its entirety.

[0041] FIG. 2 is a system diagram depicting a traditional
backup operation. FIG. 2 shows an implicit dependency
between database backup stream 206 and log backup stream
207 when protected under separate schedule of database 203
and transaction log 205. For database 201, database backup
202 and its schedule 203 drive the database backup; transac-
tion log backup 204 and its schedule 205 drive the transaction
log backup. Database and transaction log backups generate
two backup streams separately for database 206 and transac-
tion log 207. For example, database backup can schedule 203
runs every 24 hours to backup database data files. Transaction
log backup can schedule runs every 4 hours to backup trans-
action logs. In this example, there would be 6 transaction log
backups for every database backup. These 6 transaction log
backups would depend on the database backup.

[0042] FIG.3 is aflowchartillustrating a traditional process
of database recovery using log backups. First, a full database
backup is located based on required restore time 301. Locat-
ing the full database backup is accomplished by looking at
database backup repository. Once a desired full database
backup located, the full database backup is mounted to the
database host 302. Restore operation on database from the
mounted full database backup is performed in step 303. After
the datafiles from full backup are restored, all subsequent
incremental database backups before required restore time
are located 304. Next, all incremental database backups are
mounted in step 305 and datafiles from incremental database
backups are restored in chronological order in step 306. Once
datafile restore completes, all log backups up to required
restore time are located in step 307. Next, all log backups to
the database host are mounted in step 308. All the log backups
until recovery time are applied in step 309. Once all the above
steps are completed, the recovered database can be opened
310.

[0043] For example, when a database is protected with
weekly full database backup on Sunday, and daily incremen-
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tal database backup on weekdays, log backup is done very
two hours. If an incident happens on Thursday 9 am, and
needs a restore from backups, one has to locate Sunday’s
database backup (full), restore it, locate incremental database
backups from Monday, Tuesday, Wednesday, restore all three
incremental backups, locate log backup of Thursday morning
from 00:00 hr to 09:00 hr, and apply all available logs to 9 am
before recovering the database before the incident time.

[0044] FIG. 4 depicts a restore of database to a point-in-
time 400 using database backups from database backup stor-
age 402 with log backups from log backup storage 403 to
database server 401. The database backup in database backup
storage 402 and log backups in log backup storage 403 are
generated by two separate schedules, and have implicit
dependency between the two backup streams. For example,
database backup happens every 24 hours thus generating a
database backup copy every day in database backup storage
402; log backup happens every 4 hours thus generating 6 log
backups every day in log backup storage 403. A specific log
backup 405 represents 6 log backups for a day, compared to
the database backup 404 representing one database backup
for a day. The implicit dependency is transformed to an
explicit dependency in order to successfully perform point-
in-time-recovery using log backup 403 after a database
backup from database backup storage 402 is restored to data-
base on database server 401. A common scenario for restore
this database to a point-in-time is to restore the database data
files to database server 401 from the database backup 402 by
locating the nearest database backup 404 before the point-in-
time; then find all log backups 405 in log backup stream 403
up to the one containing point-in-time required for the recov-
ery.

[0045] FIG. 5 illustrates an integrated database and log
backup, according to some embodiments. As shown in FIG. 5,
the implicit dependency has become explicit. Each log
backup has an associated base database backup it depends on.
Database and log backups run on different schedules. As time
moves forward, database backup occurs and log backup
resets its dependent base database backup. Log cleanup also
takes place after new baseline is established. The baseline
database backup on which log backup depends is denoted as
Base T0 500. Log backup takes place at shorter interval 501,
502, 503, and 504. The log backups are made such that there
are not gaps from 501 to 502, from 502 to 503, from 503 to
504. Briefly, a gap refers to a missing transaction in a log. For
example, transaction associated with a database are num-
bered sequentially and a log backup includes a subset of the
sequentially numbered transactions. A gap occurs when one
of the log backups is missing such that one or more of the
sequentially numbered transactions are missing. Database
backup takes place at time Base T1 505. Right after Base T1
database backup, a log backup follows 506, which covers the
log from the end of log backup 504 to after the database
backup 505 so that there is no gap among log backups. The
very next backup is log backup 507; this log backup will
conduct a cleanup on the log backup staging disk before
performing log backup from end of database backup 505 to
current time 507. For example database backup is scheduled
to run every 24 hours (daily); log backup is scheduled every
hour on the hour. Once daily database backup completes, all
log backups of that day will be using this database backup as
a baseline, with VDP keeps this association between the
database backup and log backups in its metadata repository.

Mar. 17,2016

[0046] FIG. 6 depicts a user interface for configuring a
single SLLA protecting a database with an associated log on
different schedule, according to some embodiments. The user
interface 600 includes facility to add new policy for the SLA
template using button 602. A Snapshot policy of dbSnap of
601 as an example, ithas a name field 603, with a priority level
604. This Snapshot policy states that a database backup will
run every day 605 with exception setting 606 and operating
window start time 607 and end time 608. The backup will run
every 24 hours specified by 609, and the backup image is
retained for number of day specified by 610. This user inter-
face for configuring an SLLA 600 also provides Advanced
option settings. Selection list Enable Database Log Backup
612 can enable the integrated log backup with database (re-
ferred to herein as LogSmart); the RPO field 613 specifies log
backup runs every 30 minutes when database log backup is
enabled. For example, using SLA template in FIG. 6, both
database and log backup can be retained for 7 days. This SLA
can result in 48 number of log backups, and consume large
number of disks in Virtual Data Pipeline. Some embodiments
of the present disclosure also describe inline expiration for
log backups. Inline expiration is a mechanism that can auto-
matically expire an older log backup once a new log backup
is taken for the same baseline database. In some embodi-
ments, the log backup is cumulative between two database
baselines. A log backup cleanup facility can run at a log
backup interval after a new database backup baseline is estab-
lished. With this technique, log backup between two daily
database backups can be reduced to 1, yet maintaining con-
tinuity of the logs.

[0047] FIG. 7 shows a composite backup catalog in tabular
form as result of running LogSmart SLLA template, according
to some embodiments. A composite backup catalog includes
a Backup ID 702, which is a primary key for the backup
record. Composite Backup ID 704 is used to associate data-
base backup record and log backup records. Backup Time 706
field stores the backup completion time, which is used to
identify a backup record during restore. Backup Type 708
indicates the type of the backup record, which can be either
database or log. Recovery Range 710 indicates the range of
time availability of log backups to roll forward and Expiration
Time 712 defines the expiration time for a backup. For
example, backup record 1000 is a database backup, with its
Composite Backup ID 704, and it is associated with backup
records 1001, 1002, . . . 1047, 1049, which are type of log
backup as defined by Backup Type 708. The Recover Range
710 ofrecord 1000, is from the first log backup 1001 to the log
backup 1049. In some embodiments, the design of log backup
record 1049 overlapping database backup 1048 is to guaran-
tee there is no gap among log backups even across database
backup where a new baseline is established.

[0048] FIG. 8 illustrates composite backup of database and
log, according to some embodiments. Each database backup
can be incrementally merged to make a synthetic full backup,
with older composite backup expired (T-0). Log backup takes
place between two database backups. The incremental merge
to make a synthetic full can be accomplished through a track-
ing of changed blocks between two database backups, and
merge the changed blocked to the database backup after ini-
tial full database backup. As described in FIG. 6, each data-
base backup can have a unique composite ID, which is gen-
erated by VDP automatically and transparent to end user. Any
log backups that are depending on this database backup also
have the same composite ID so that when restoring all rel-
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evant backup images are located and presented to database
host. As backup data ages, database and dependent log back-
ups can be expired together.

[0049] FIG. 9 is a flowchart illustrating the flow of a com-
posite database backup, according to some embodiments. At
step 901, Virtual Data Pipeline determines whether an SLA is
LogSmart enabled. Ifan SLA LogSmartis enabled, VDP then
determines the type of the composite backup. The composite
backup is a database if it is a first time backup. If a database
backup baseline exists, VDP determines based on SLA tem-
plate properties as detailed in FIG. 5 to determine whether the
type is a database or log. Once VDP decides whether the type
is database or log, this type is sent in step 902 to host agent
102 to request a backup on the database.

[0050] When the backup type is Database, at step 903 host
agent 102 takes a full backup of the database for first time
backup, this backup is followed by snapshot of this backup at
step 904. A unique composite backup ID is generated by VDP
to tag this backup record and to be used on subsequent log
backup records that use this database backup as baseline, the
backup type is set to database in the backup repository.
[0051] If the backup type is log only, log backup will be
taken at step 905 and snapshot at step 906. The composite
backup ID from the nearest database backup, which this log
backup uses as baseline, is assigned to the log backup record,
and backup type is set to log in backup data repository.
[0052] Ifthebackup type is database plus log, an incremen-
tal database backup is performed with merge done at step 907
and snapshot at step 908. A new composite backup 1D is
generated and tagged on this database backup in backup
repository.

[0053] A log backup follows the database backup in step
909 and snapshot at step 910. Since this log backup is part of
database plus log backup, it uses the composite backup ID not
from a proceeding database backup, but the composite
backup ID of a previous database backup. In some embodi-
ments, this special consideration allows for no gaps among
log backups when across database backups. The log backup
covers from last backup for all logs generated. Maintaining
continuous of log backups (no gap between log backup) is not
only important for log recovery, but also allows recovery
across database backups using log backup.

[0054] This sequence is repeated the next time a schedule
kicks in based on the SLA definition. These backups are
cataloged after each snapshot and relationship between base-
line backup and log backup updated in VDP metadata reposi-
tory. The available backups are presented for mount and
restore operations.

[0055] FIG. 10 is a flowchart illustrating a single click
restore operation using composite backup of database and
log, according to some embodiments. Each backup image has
a backup time and a recover range displayed to end user. A
backup image is selected for restore based on restore require-
ment at step 1001.

[0056] Restore parameters such as recovery time and user
credentials are prompted, with an option of opening a data-
base at the completion of the recovery at step 1002. The
restore parameters are passed to host agent 102.

[0057] Composite backup with database and log backups
are presented to the database host at step 1003. Presentation
of'the database host include both database and log backups, so
that the restore can be completed in single step comparing to
prior art of multiple steps of locating and mounting database
and log backups.
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[0058] Datafiles are restored to the original location from
database backup in step 1004. After restoring datafiles in step
1004, all log backups can be applied if no point in time
recovery time is provided in step 1005.

[0059] In case of point-in-time recovery is requested, step
1006 recovers the database until the point-in-time specified
using the log backup presented to the database host.

[0060] If additional steps are needed on the restored data-
base, step 1007 leaves the database in recovery or mounted
state so that user can perform additional operations on the
restored database. Otherwise the restored database can be
opened fully recovered in step 1008 and the restore and recov-
ery process is complete 1009.

[0061] FIG. 11 illustrates a workflow of instance mounting
composite database and log backup for point-in-time clone or
branching, according to some embodiments.

[0062] A backup image is selected for cloning based on
point-in-time requirement in step 1101 by looking at the
backup time and log recovery range of the backup image. A
point-in-time requirement can include the time where pro-
duction database needs a clone.

[0063] Instep 1102 a host from test and development envi-
ronment is selected as cloning destination to mount backup
images.

[0064] Clone and point-in-time parameters are prompted to
set until time in step 1103 including new database name and
new database configuration settings. These parameters are
passed to host agent 102 on the target host.

[0065] Step 1104 mounts both database and log backup
images to the target host.

[0066] When a clone of the database is required, step 1105
can use the clone parameters to clone a new database and
perform point-in-time recovery on the target host.

[0067] Step 1106 incudes opening the newly cloned data-
base. The new cloned database can have read/write capability.
For example, a cloned Oracle database running from database
backup mount is in READ/WRITE state where user can start
reading from existing tables and ingest new data into the
cloned database.

[0068] This cloning or branching capability of VDP can
provide instant availability of cloned database regardless the
size of the database being cloned or branched. Instant avail-
ability includes providing access to a cloned database
instantly after the clone from production database backup
completes.

[0069] FIG. 12 illustrates database and log composite
backup lifecycle management for resource efficiency by
expiring log backup image on a different schedule from that
of database backup, according to some embodiments. When
data ages, the demand for point-in-time restore&recovery
diminishes, log backups can be expired earlier than database
backup to free up space. This lifecycle management on dif-
ferent expiration schedules for database and log backups is
realized by setting different expiration time (712 in FIG. 7)
for database backup and log backup. The VDP system can use
the expiration time to expire the backups beyond the expira-
tion. Backups at TO have already passed expiration date for
both database and log defined by SLA and being expired with
space reclaimed 1202. Database backup at T1 has not passed
its defined expiration, but log backup has and log backup has
been expired 1204. Log backup of T2 also past expiration date
and expired 1206. None of database and log backups of T3
and T4 expired and remain in backup storage 1208 and 1210.
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Multi-threaded Copying

[0070] Applications usually store application data in files
on a File System on Production Storage. An application can
store application data in a single file or as many files as
application chooses to. A backup application copies these
application data files to backup storage during backup opera-
tion. The number of files backup application needs to copy
depends on the application that is being backed up. For
example, for an SQL Server database, a backup application
may need to copy a few files whereas for a file system backup,
a backup application may need to copy millions of files.
[0071] It can be important for backup applications to mini-
mize the time required to backup an application. For example,
minimizing backup time for an application can be advanta-
geous to meet a designed business Service Level Agreement.
There can be other requirements such as capping 1/O through-
put or network bandwidth consumption to a certain level. The
techniques described herein provide for backup of files using
multiple threads and work items to manage distribution of
backup features across the threads.

[0072] FIG. 13 is a system diagram showing a backup
application, according to some embodiments. Application
data files 1304 are stored in file system on Production Storage
1306. Backup application 1302 makes copy 1308 of applica-
tion data files 1304 onto backup storage 1310 during backup
operation 1312. In some embodiments, backup application
uses a copy data platform (also referred to herein as VDP). In
some embodiments, VDP is a copy data platform that pro-
vides efficient management of copy data in a user environ-
ment. VDP manages the data protection life cycle, moving
data across the various storage repositories. VDP includes a
processor 1310 in communication with temporary and/or per-
manent memory 1312. As described in more detail below in
the description accompanying FIG. 20, memory 1312 stores
instructions and is configured to cause the processor 1310 to
perform the subject matter described herein. The Virtual Data
Pipeline is described in more detail in U.S. application Ser.
No. 13/920,950, filed on Jun. 18, 2013, entitled “System and
Method for Intelligent Database Backup,” the disclosure of
which is herein incorporated in its entirety.

[0073] In some cases, a set of application data files for the
application that is being backed up is known upfront. In those
cases, backup application can start copying the files right
away. However, there are situations where application data
files are not known upfront. In that case, backup application
needs to scan entire file system to identify files that need to be
copied. Scanning the file system is typically a slow operation.
[0074] FIG. 14 illustrates a single threaded computerized
copy operation. During a backup operation, backup applica-
tion finds a file to copy 1404. Once it identifies a file to copy,
backup application copies 1406 the file to backup storage.
Once the copy for the first file is complete, backup application
finds the next file 1408 to copy and then backup application
copies 1410 the next file. This sequence continues until all the
application files are copied to the backup device.

[0075] This single threaded copy operation can have one or
more disadvantages. Due to the serial nature of copy opera-
tion, the time required to complete the backup can be long and
can require a longer backup window. The long backup time
may result in missed Service Level Agreement (SLA) for
business. The single threaded copy may result in underuti-
lization of resources on the application server as well as
underutilization of IT infrastructure. The time required to
backup with single threaded copy gets worse with higher
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network latency and number of files to copy. High network
latency results in backup application just waiting most of the
time for copy operation to complete before it can look for next
file to copy.

[0076] FIG. 15 is a diagram illustrating a multi-threaded
computerized copy operation, according to some embodi-
ments. As shown in FIG. 15, multiple threads 1504, 1506,
1508 and 1510 are in use, each thread performing a specific
type of operation. For example, there can be one or more
threads that scan the file system to identify files that need to be
backed up and create backup work items. These threads are
referred to herein as work item Producer Threads. There are
threads that process work items created by Producer Threads
that result in copying of files from Production Storage to
Backup Storage. These work item processor threads are
referred to herein as Consumer Threads.

[0077] When a backup operation starts at step 1502, Pro-
ducer Thread 1504 scans one or more file systems 1514 to
identify files that need to be copied as part of the backup
operation (e.g., files that have changed since the last backup).
Producer thread 1504 creates backup work items 1512 and
queues them up in a work item queue, which is described in
more detail in FIG. 16. Available Consumer Threads 1506,
1508, and 1510 pick up work items to process 1512 from the
queue. Processor and Consumer Threads 1506, 1508, and
1510 are performing work in parallel and thus utilizing avail -
able resources.

[0078] FIG. 18 is a flowchart illustrating a multi-threaded
computerized copy process, according to some embodiments.
The left side of FIG. 18 shows work performed by Producer
Threads 1810 and the right side of FIG. 18 shows work
performed by Consumer Threads 1812. In some examples,
there can be one or more Producer Threads 1810 and a one or
more Consumer Threads 1812. Producer Threads 1810 iden-
tify files that need to be backed up by scanning file system
1802 (or identified using some other application specific
mechanism) and producing backup work items that can be
processed by Consumer Threads 1812. Producer Threads
1810 add 1804 newly created work items to work item queue
1602. When a new work item is created and added to work
item queue, Producer Threads 1810 notify Consumer Threads
1812 that there are work items queued up for processing. A
Consumer Thread 1812 checks the work item queue when
notified by the Producer Thread 1810, picks up a work item
from the queue 1806 and processes the work item 1808. This
continues until all the work items in the queue are processed.
When Producer Threads 1810 complete identification of files
to backup and Consumer Threads 1812 complete processing
of all work items created by Producer Threads, the copy
operation is complete.

[0079] FIG. 16 is a flowchart illustrating a computerized
workflow for a Producer Thread work item, according to
some embodiments. One responsibility of Producer Thread is
to identify files that need to be backed up and produce work
items for other threads to process. According to some
embodiments, a Producer Thread starts a file system scan to
identify files to be copied at step 1610. At step 1612, the
Producer Thread checks if there are more files in the file
system that it needs to process. If there are, the Producer
Thread picks the next file 1614 and checks if the file is
different from what is on the backup device at step 1616. In
some embodiments, the Producer Thread checks if the file is
different by comparing the file metadata to the file metadata
of the file in the previous backup on the staging disk. The
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Producer Thread can be configured to use criteria such as
different file sizes, newer modification date, and/or other
relevant criteria to identify files those need to be copied to the
backup device. Producer Thread creates one or more backup
work items for a file at step 1618 if the file needs to be copied
to the backup device. Producer Thread adds newly created
work items to work item queue 1602 at step 1618. Producer
Thread completes at step 1620 once all the files in the file
system are processed.

[0080] In some embodiments, the work item queue 1602
that a Producer Thread populates can be limited in size in
order to, e.g., keep control on system resource utilization by
backup application. Once the queue size grows to maximum
allowed size of the queue, the producer thread has to wait until
the Consumer Threads complete processing of the previously
created work items. The size of the work item queue can be
configured so as to adapt to varying resource availability
levels.

[0081] FIG. 17 is a flowchart illustrating a computerized
workflow for a Consumer Thread, according to some embodi-
ments. There are often multiple Consumer Threads that can
process work items in parallel. Parallel processing of work
items increases the copy rate thereby reducing the time
required to backup. At the start of copy operation 1702, Con-
sumer Threads are often waiting for Producer Threads to
populate work item queue 1602. Consumer Threads receive
notification from Producer Thread at step 1704 that a work
item is in the queue to be processed. Upon receipt of the
notification, one of'the available Consumer Threads checks if
the work item queue is open at step 1706. In some embodi-
ments, an open work item queue refers to a work item queue
that contains one or more work items. Conversely, in some
embodiments, a work item queue that is “not open” refers to
a work item queue that is empty and where all producer
threads have notified the work item queue that they have
completed adding work items to the work item queue. If the
work item queue is open, the consumer picks up the work item
from the work item queue at step 1708. It then processes the
work item at step 1712. Once the work item is processed
completely, the Consumer Thread checks if there are any
additional work items pending in the work item queue 1602
that need to be processed. If there are work items in the queue,
it removes the next available work item and continues pro-
cessing that work item.

[0082] Backing up a file involves a few operations such as
creating a directory to hold file on backup storage, creating a
file on backup storage, copying data from production storage
to backup storage, updating metadata of file on backup stor-
age, updating metadata of directory holding a copy of file on
backup storage, etc. Each of these operations can be per-
formed independently and can be an independent work item
whose processing can be parallelized. For example, the
backup of a single file can be divided into parallel tasks by
separating one or more of the different operations into differ-
ent work items.

[0083] Producer Threads can produce a variety of work
items for backup operation that Consumer Threads consume.
Each work item performs a specific backup task that can be
performed independently.

[0084] FIG. 19A is a list of work item types, according to
some embodiments. CreateFileWorkItem 1902 creates a file
on backup storage. CopyBytes WorkItem 1904 copies a range
of bytes from source file on Production Storage to target file
on backup storage. UpdateFileMetadataWorkltem 1906
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updates metadata of file on backup storage. CreateDirectory-
Workltem 1908 creates a directory on backup storage.
DeleteFileWorkItem 1910 deletes a file on backup storage.
DeleteDirectoryWorkltem 1912 deletes a directory on
backup storage. CreateSymLinkWorkltem 1914 creates a
symbolic link on the backup storage.

[0085] Some of the tasks during the backup process can be
executed in specific order, while other tasks can be parallel-
ized. For example, a file may need to be created on the backup
storage before backup applications can copy data into the file.
However, once a file is created on backup storage, multiple
threads can copy data into various regions of the file. Indi-
vidual work items created by Producer Threads can be used to
capture this dependency of tasks on one another. Consumer
Threads can be configured to honor the dependency of work
items so that copy operations can be parallelized as much as
it can be.

[0086] FIG. 19B is a flowchart illustrating work item
dependencies, according to some embodiments. In FIG. 19B,
CreateFileWorkItem 1902 creates target file on backup stor-
age. Data copy operation cannot be started until CreateFile-
WorklItem 1902 completes its work successtully. Work items
1914, 1916 and 1918 are CopyBytes WorkItems that copy a
range of bytes from source file to copy of the file on backup
storage. The CopyBytesWorkltems 1914, 1916 and 1918
depend on CreateFileWorkItem 1902. CopyBytesWorkItem
is not eligible for processing until its dependency on Create-
FileWorkItem 1902 is satisfied. Work item UpdateFileMeta-
data 1906 depends on CopyBytesWorkItems 1914, 1916 and
1918. UpdateFileMetadata 1906 work item is not eligible for
processing until all work items 1902, 1914, 1916 and 1918
complete successfully.

[0087] A single file can be split into multiple chunks so that
parts of the file can be copied in parallel. This helps improve
copy throughput in certain environments. The size of each
chunk can be determined by backup application at the time of
copy depending on the network, storage and compute infra-
structure, and/or the like.

[0088] The number of Consumer Threads and Producer
Threads can be modified to achieve improved copy through-
put based on network, storage and compute infrastructure.
For example, in a high network latency environment with
available network bandwidth, number of Consumer Threads
can be increased to process more work items in parallel to
improve copy rate. Multiple Producer Threads may be used
for scanning different directories of a file share.

[0089] Processing of copy operation can be modified by
implementing new behavior for Producer Threads, Consumer
Threads or Work Items. For example when backing up a
Common Internet File System (CIFS) share, if File Server
hosting the share can provide a list of modified files within a
time range, then Producer Thread does not need to scan entire
file share to identify modified files. Instead Producer Thread
can use the File Server AP to retrieve the list of modified files
and use the list to create appropriate work items. Similarly, if
backup application has a way of finding modified blocks
within a file that needs to be copied, a new work item can be
implemented to query the changed blocks within file and copy
only the changed blocks within the file instead of copying the
entire file.

[0090] FIG. 20 is an exemplary computer system for mul-
tithreaded smart copy and integrated database and log
backup, according to some embodiments.
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[0091] FIG. 20 illustrates an exemplary computerized
apparatus 2000 configured to provide multithreaded copying,
according to some embodiments. Computerized apparatus
2000 includes a processor 2001 in communication with tem-
porary and/or permanent memory 2002. Memory 2002 stores
instructions and is configured to cause the processor 2001 to
perform the subject matter described herein, including the
apparatuses and methods described above. As described fur-
ther herein, the memory 2002 can be flash memory, a mag-
netic disk drive, an optical drive, a programmable read-only
memory (PROM), a read-only memory (ROM), or any other
memory or combination of memories. The processor 2001
can be a general purpose processor and/or can also be imple-
mented using an application specific integrated circuit
(ASIC), programmable logic array (PLA), field program-
mable gate array (FPGA), and/or any other integrated circuit.
The computerized apparatus 2000 can include a database that
may also be flash memory, a magnetic disk drive, an optical
drive, a programmable read-only memory (PROM), a read-
only memory (ROM), or any other memory or combination of
memories. The computerized apparatus 6000 can execute an
operating system that can be any operating system, including
a typical operating system such as Windows, Windows XP,
Windows 7, Windows 8, Windows Mobile, Windows Phone,
Windows RT, Mac OS X, Linux, VXWorks, Android, Black-
berry OS, i0S, Symbian, or other OSs.

[0092] The subject matter described herein can be imple-
mented in digital electronic circuitry, or in computer soft-
ware, firmware, or hardware, including the structural means
disclosed in this specification and structural equivalents
thereof, or in combinations of them. The subject matter
described herein can be implemented as one or more com-
puter program products, such as one or more computer pro-
grams tangibly embodied in an information carrier (e.g., in a
machine readable storage device), or embodied in a propa-
gated signal, for execution by, or to control the operation of,
data processing apparatus (e.g., a programmable processor, a
computer, or multiple computers). A computer program (also
known as a program, software, software application, or code)
can be written in any form of programming language, includ-
ing compiled or interpreted languages, and it can be deployed
in any form, including as a stand-alone program or as a
module, component, subroutine, or other unit suitable for use
in a computing environment. A computer program does not
necessarily correspond to a file. A program can be stored in a
portion of a file that holds other programs or data, in a single
file dedicated to the program in question, or in multiple coor-
dinated files (e.g., files that store one or more modules, sub
programs, or portions of code). A computer program can be
deployed to be executed on one computer or on multiple
computers at one site or distributed across multiple sites and
interconnected by a communication network.

[0093] The processes and logic flows described in this
specification, including the method steps of the subject matter
described herein, can be performed by one or more program-
mable processors executing one or more computer programs
to perform functions of the subject matter described herein by
operating on input data and generating output. The processes
and logic flows can also be performed by, and apparatus of the
subject matter described herein can be implemented as, spe-
cial purpose logic circuitry, e.g., an FPGA (field program-
mable gate array) or an ASIC (application specific integrated
circuit).
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[0094] Processors suitable for the execution of a computer
programinclude, by way of example, both general and special
purpose microprocessors, and any one or more processor of
any kind of digital computer. Generally, a processor will
receive instructions and data from a read only memory or a
random access memory or both. The essential elements of a
computer are a processor for executing instructions and one
or more memory devices for storing instructions and data.
Generally, a computer will also include, or be operatively
coupled to receive data from or transfer data to, or both, one
or more mass storage devices for storing data, e.g., magnetic,
magneto optical disks, or optical disks. Information carriers
suitable for embodying computer program instructions and
data include all forms of nonvolatile memory, including by
way of example semiconductor memory devices, (e.g.,
EPROM, EEPROM, and flash memory devices); magnetic
disks, (e.g., internal hard disks or removable disks); magneto
optical disks; and optical disks (e.g., CD and DVD disks). The
processor and the memory can be supplemented by, or incor-
porated in, special purpose logic circuitry.

[0095] To provide for interaction with a user, the subject
matter described herein can be implemented on a computer
having a display device, e.g., a CRT (cathode ray tube) or
LCD (liquid crystal display) monitor, for displaying informa-
tion to the user and a keyboard and a pointing device, (e.g., a
mouse or a trackball), by which the user can provide input to
the computer. Other kinds of devices can be used to provide
for interaction with a user as well. For example, feedback
provided to the user can be any form of sensory feedback,
(e.g., visual feedback, auditory feedback, or tactile feedback),
and input from the user can be received in any form, including
acoustic, speech, or tactile input.

[0096] The subject matter described herein can be imple-
mented in a computing system that includes a back end com-
ponent (e.g., a data server), a middleware component (e.g., an
application server), or a front end component (e.g., a client
computer having a graphical user interface or a web browser
through which a user can interact with an implementation of
the subject matter described herein), or any combination of
such back end, middleware, and front end components. The
components of the system can be interconnected by any form
or medium of digital data communication, e.g., a communi-
cation network. Examples of communication networks
include a local area network (“LLAN”) and a wide area net-
work (“WAN”), e.g., the Internet.

[0097] Itis to be understood that the disclosed subject mat-
ter is not limited in its application to the details of construc-
tion and to the arrangements of the components set forth in the
following description or illustrated in the drawings. The dis-
closed subject matter is capable of other embodiments and of
being practiced and carried out in various ways. Also, it is to
be understood that the phraseology and terminology
employed herein are for the purpose of description and should
not be regarded as limiting.

[0098] As such, those skilled in the art will appreciate that
the conception, upon which this disclosure is based, may
readily be utilized as a basis for the designing of other struc-
tures, methods, and systems for carrying out the several pur-
poses of the disclosed subject matter.

[0099] Although the disclosed subject matter has been
described and illustrated in the foregoing exemplary embodi-
ments, it is understood that the present disclosure has been
made only by way of example, and that numerous changes in
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the details of implementation of the disclosed subject matter
may be made without departing from the spirit and scope of
the disclosed subject matter.

1. A computerized method of utilizing multiple threads to
facilitate parallel data copying to reduce an amount of time
associated with backing up data, the method comprising a
processor in communication with memory configured to:

receive first data indicative of a request to copy one or more

file systems associated with an application from a first
storage to a second storage;

receive second data indicative of a number of threads avail-

able for the backup request, wherein the number of
available threads includes at least three available
threads;

select, using a first available thread, files from the one or

more file systems for backup, wherein selecting the files

for backup comprises:

adding a first file to a work queue when the first file is
different from files associated with the backup stor-
age,

adding at least one second file to the work queue when
the at least one second file is different from files
associated with the backup storage, and creating a
plurality of backup work items associated with the
work queue files;

determine, using a second available thread, a first backup

work item is available for processing;

process, using the second available thread, the first backup

work item work such that a third file associated with the
first backup work item is copied from the production
storage to the backup storage;
determine, using at least a third available thread, a second
backup work item is available for processing; and

process, using the at least third available thread, the second
backup work item work such that a fourth file associated
with the second backup work item is copied from the
first storage to the second storage, the at least third
available thread processing the second backup work
item while the second available thread is processing the
first backup work item thereby utilizing multiple threads
to facilitate parallel data copying to reduce an amount of
time associated with backing up data.

2. The computerized method of claim 1, wherein creating a
plurality of backup work items associated with the work
queue files comprises ordering the backup work items based
on a dependency relationship between the work items.

3. The computerized method of claim 2, wherein the
backup work items include at least one of a create file work
item, a copy bytes work item, an update file metadata work
item, a create directory work item, a delete file work item, a
delete directory work item, and a create symbolic link work
item.

4. The computerized method of claim 3, wherein the update
file metadata work item depends on the copy bytes work item,
and the copy bytes work item depends on the create file work
item.

5. The computerized method of claim 1, wherein the first
storage and second storage comprise one of a production
storage and a backup storage.

6. A computing system for utilizing multiple threads to
facilitate parallel data copying to reduce an amount of time
associated with backing up data, the computing system com-
prising:
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a processor;

a memory coupled to the processor and including instruc-
tions that, when executed by the processor, cause the
processor to:

receive first data indicative of a request to copy one or
more file systems associated with an application from
a first storage to a second storage;

receive second data indicative of a number of threads
available for the backup request, wherein the number
of available threads includes at least three available
threads;

select, using a first available thread, files from the one or
more file systems for backup, wherein selecting the
files for backup comprises:

adding a first file to a work queue when the first file is
different from files associated with the backup stor-
age,

adding atleast one second file to the work queue when
the at least one second file is different from files
associated with the backup storage, and

creating a plurality of backup work items associated
with the work queue files;

determine, using a second available thread, a first
backup work item is available for processing;

process, using the second available thread, the first
backup work item work such that a third file associ-
ated with the first backup work item is copied from the
production storage to the backup storage;

determine, using at least a third available thread, a sec-
ond backup work item is available for processing; and

process, using the at least third available thread, the
second backup work item work such that a fourth file
associated with the second backup work item is cop-
ied from the first storage to the second storage, the at
least third available thread processing the second
backup work item while the second available thread is
processing the first backup work item thereby utiliz-
ing multiple threads to facilitate parallel data copying
to reduce an amount of time associated with backing
up data.

7. The computing system of claim 6, wherein creating a
plurality of backup work items associated with the work
queue files comprises ordering the backup work items based
on a dependency relationship between the work items.

8. The computing system of claim 7, wherein the backup
work items include at least one of a create file work item, a
copy bytes work item, an update file metadata work item, a
create directory work item, a delete file work item, a delete
directory work item, and a create symbolic link work item.

9. The computing system of claim 8, wherein the update
file metadata work item depends on the copy bytes work item,
and the copy bytes work item depends on the create file work
item.

10. The computing system of claim 6, wherein the first
storage and second storage comprise one of a production
storage and a backup storage.

11. A non-transitory computer readable medium having
executable instructions operable to cause an apparatus to:
receive first data indicative of a request to copy one or more
file systems associated with an application from a first
storage to a second storage;
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receive second data indicative of a number of threads avail-
able for the backup request, wherein the number of
available threads includes at least three available
threads;
select, using a first available thread, files from the one or
more file systems for backup, wherein selecting the files
for backup comprises:
adding a first file to a work queue when the first file is
different from files associated with the backup stor-
age,
adding at least one second file to the work queue when
the at least one second file is different from files
associated with the backup storage, and
creating a plurality of backup work items associated
with the work queue files;
determine, using a second available thread, a first backup
work item is available for processing;
process, using the second available thread, the first backup
work item work such that a third file associated with the
first backup work item is copied from the production
storage to the backup storage;
determine, using at least a third available thread, a second
backup work item is available for processing; and
process, using the at least third available thread, the second
backup work item work such that a fourth file associated
with the second backup work item is copied from the
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first storage to the second storage, the at least third
available thread processing the second backup work
item while the second available thread is processing the
first backup work item thereby utilizing multiple threads
to facilitate parallel data copying to reduce an amount of
time associated with backing up data.

12. The non-transitory computer readable medium of claim
11, wherein creating a plurality of backup work items asso-
ciated with the work queue files comprises ordering the
backup work items based on a dependency relationship
between the work items.

13. The non-transitory computer readable medium of claim
12, wherein the backup work items include at least one of a
create file work item, a copy bytes work item, an update file
metadata work item, a create directory work item, a delete file
work item, a delete directory work item, and a create sym-
bolic link work item.

14. The non-transitory computer readable medium of claim
13, wherein the update file metadata work item depends on
the copy bytes work item, and the copy bytes work item
depends on the create file work item.

15. The non-transitory computer readable medium of claim
11, wherein the first storage and second storage comprise one
of a production storage and a backup storage.
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