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(57) ABSTRACT

One embodiment is directed to a method of instructing at
least one operator in a best practices implementation of a
standards facility for managing at least one standard in an
information technology (IT) environment comprising a plu-
rality of standards to be managed, the IT environment being
managed in accordance with at least some aspects of the
Microsoft Operations Framework (MOF), the at least some
aspects of the MOF comprising a change management
service management function (SMF) that documents,
assesses the impact of, approves, schedules and reviews
changes in the I'T environment and a configuration manage-
ment SMF that identifies and documents components of the
IT environment and relationships between them. The
method comprises an act of: (A) instructing the at least one
operator to treat the at least one standard as a configuration
item so that changes to the at least one standard are managed
in accordance with the change management SMF and so that
the at least one standard is tracked in accordance with the
configuration management SMF.
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METHODS FOR MANAGING STANDARDS

FIELD OF THE INVENTION

[0001] The present invention relates to operation of a
facility for managing at least one standard in an information
technology environment.

BACKGROUND OF THE INVENTION

[0002] Networked computer systems play important roles
in the operation of many businesses and organizations. The
performance of a computer system providing services to a
business and/or customers of a business may be integral to
the successful operation of the business. A computer system
refers generally to any collection of one or more devices
interconnected to perform a desired function, provide one or
more services, and/or to carry out various operations of an
organization, such as a business corporation, etc.

[0003] Insome computer systems, the operation and main-
tenance of the system is delegated to one or more adminis-
trators that make up the system’s information technology
(IT) organization. When a computer system is managed by
an IT organization, the computer system may be referred to
as an IT environment. The IT organization may set-up a
computer system to provide end users with various appli-
cation or transactional services, access to data, network
access, etc., and establish the environment, security and
permissions landscape and other capabilities of the computer
system. This model allows dedicated personnel to customize
the system, centralize application installation, establish
access permissions, and generally handle the operation of
the enterprise in a way that is largely transparent to the end
user. The day-to-day maintenance and servicing of the
system as well as the contributing personnel are referred to
as IT operations (or “operations” for short).

[0004] Ascomputer systems become more complex and as
organizations continue to rely more on the resources and
services provided by their respective computer systems,
maintaining the system and ensuring that services provided
by the system are available becomes increasingly important,
more complex, and more difficult to achieve.

[0005] In particular, it may be desirable to use consistent
standards pertaining to the infrastructure components and
processes of the I'T environment. A standard (also referred to
as a policy) as used herein refers to a model, example, or rule
for an infrastructure component or category of an IT envi-
ronment. For example, a standard for implementing change
in the IT environment might be the minimum required
documentation for a request for change (RFC), including the
format in which it is submitted. As another example, a
standard for vendor management could be a vendor contract
template. A standard for commercial off-the-shelf (COTS)
software could define the minimum requirements for com-
patibility with other in-house products. As an IT environ-
ment grows larger, it may be increasingly more difficult to
ensure the use of consistent standards across the IT envi-
ronment, without any cohesive guidelines regarding how to
how to manage these standards.

SUMMARY OF THE INVENTION

[0006] In one embodiment, a cohesive process set of
practices for managing standards in an IT environment may

Jul. 20, 2006

be provided to the operator or operators of the IT environ-
ment. The set of practices may instruct the operator or
operators to treat standards as configuration items, so that
the standards can be managed with guidelines that are
already in place for managing changes to the I'T environment
and managing the configuration of the IT environment.

[0007] One embodiment is directed to a method of
instructing at least one operator in a best practices imple-
mentation of a standards facility for managing at least one
standard in an information technology (IT) environment
comprising a plurality of standards to be managed, the IT
environment being managed in accordance with at least
some aspects of the Microsoft Operations Framework
(MOF), the at least some aspects of the MOF comprising a
change management service management function (SMF)
that documents, assesses the impact of, approves, schedules
and reviews changes in the IT environment and a configu-
ration management SMF that identifies and documents com-
ponents of the IT environment and relationships between
them. The method comprises an act of: (A) instructing the at
least one operator to treat the at least one standard as a
configuration item so that changes to the at least one
standard are managed in accordance with the change man-
agement SMF and so that the at least one standard is tracked
in accordance with the configuration management SMF.

[0008] Another embodiment is directed to a method of
operating a standards facility for managing at least one
standard in an information technology (IT) environment
comprising a plurality of standards to be managed, the IT
environment being managed in accordance with at least
some aspects of the Microsoft Operations Framework
(MOF), the at least some aspects of the MOF comprising a
change management service management function (SMF)
that documents, assesses the impact of, approves, schedules
and reviews changes in the IT environment and a configu-
ration management SMF that identifies and documents com-
ponents of the IT environment and relationships between
them. The method comprises an act of: (A) following best
practices instructions for the implementation of the stan-
dards facility, including instructions to treat the at least one
standard as a configuration item so that changes to the at
least one standard are managed in accordance with the
change management SMF and so that the at least one
standard is tracked in accordance with the configuration
management SMF.

[0009] A further embodiment is directed to a method of
instructing at least one operator in a best practices imple-
mentation of a facility for managing at least exception to at
least one standard in an information technology (IT) envi-
ronment comprising a plurality of standards to be managed,
the IT environment being managed in accordance with at
least some aspects of the Microsoft Operations Framework
(MOF), the at least some aspects of the MOF comprising a
change management service management function (SMF)
that documents, assesses the impact of, approves, schedules
and reviews changes in the IT environment. The method
comprises an act of: (A) instructing the at least one operator
to treat the at least one exception as a configuration item so
that the at least one exception is managed in accordance with
the change management SMF.

[0010] Another embodiment is directed to a method of
operating a facility for managing at least exception to at least
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one standard in an information technology (IT) environment
comprising a plurality of standards to be managed, the IT
environment being managed in accordance with at least
some aspects of the Microsoft Operations Framework
(MOF), the at least some aspects of the MOF comprising a
change management service management function (SMF)
that documents, assesses the impact of, approves, schedules
and reviews changes in the IT environment. The method
comprises an act of: (A) following best practices instructions
for the implementation of the facility, including instructions
to treat the at least one exception as a configuration item so
that the at least one exception is managed in accordance with
the change management SMF.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a diagram illustrating the relationship
between the Infrastructure Engineering (IE) Service Man-
agement Function (SMF) and other areas of the Microsoft
Operations Framework (MOF), which provides one set of
instruction for incorporating aspects of the present inven-
tion;

[0012] FIG. 2 is a diagram illustrating the relationship
between the IE SMF, the Change Management SMF, and the
configuration management database (CMDB), in accor-
dance with one embodiment;

[0013] FIG. 3 is a diagram of process for an Infrastructure
Engineering (IE) facility, in accordance with one embodi-
ment;

[0014] FIG. 4 is a diagram showing the relationship
between the IE SMF and other MOF and Microsoft Solu-
tions Framework (MSF) processes, in accordance with one
embodiment;

[0015] FIG. 5 is a flow diagram illustrating a process for
defining an infrastructure environment, in accordance with
one embodiment;

[0016] FIG. 6 is a chart showing a chart of categories for
standards and policies;

[0017] FIG. 7 is a diagram of a typical life cycle of a
standard;

[0018] FIG. 8 is a diagram illustrating iterations of a life
cycle of a standard;

[0019] FIG. 9 is a flow diagram of a process for defining
standards and policies in an infrastructure category, in
accordance with one embodiment;

[0020] FIG. 10 is a flow diagram of a process for utilizing
policies and standards to control the infrastructure, in accor-
dance with one embodiment;

[0021] FIG. 11 is a flow diagram of an exception process,
in accordance with one embodiment;

[0022] FIG. 12 is a flow diagram of a process for main-
taining standards and policies, in accordance with one
embodiment;

[0023] FIG. 13 is a diagram illustrating MOF team model
role clusters;

[0024] FIG. 14 is a flow diagram of a change management
process, in accordance with one embodiment;
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[0025] FIG. 15 is a flow diagram of a change request
process, in accordance with one embodiment;

[0026] FIG. 16 is a flow diagram of a change classification
process, in accordance with one embodiment;

[0027] FIG. 17 is a flow diagram of a process for the
authorization of minor changes, in accordance with one
embodiment;

[0028] FIG. 18 is a flow diagram of a process for the
authorization of significant and major changes, in accor-
dance with one embodiment;

[0029] FIG. 19 is a flow diagram of a process for the
authorization of emergency changes, in accordance with one
embodiment;

[0030] FIG. 20 is a flow diagram of a change development
and release process, in accordance with one embodiment;

[0031] FIG. 21 is a diagram of the MSF process model;

[0032] FIG. 22 is a flow diagram of a change review
process, in accordance with one embodiment;

[0033] FIG. 23 is a diagram illustrating the relationship
between the Change Management SMF, the Configuration
Management SMF, and the Release Management SMF;

[0034] FIG. 24 is a flow diagram of a configuration
management process, in accordance with one embodiment;

[0035] FIG. 25 is a flow diagram of set up activities for
configuration management;

[0036] FIG. 26 is a flow diagram of a process for estab-
lishing configuration items, in accordance with one embodi-
ment;

[0037] FIG. 27 is a flow diagram of a process for the
accessing configuration items, in accordance with one
embodiment;

[0038] FIG. 28 is a flow diagram of a process for changing
configuration items, in accordance with one embodiment;
and

[0039] FIG. 29 is a flow diagram of a process for review-
ing configuration items, in accordance with one embodi-
ment.

DETAILED DESCRIPTION

[0040] Applicants have recognized that difficulties in
maintaining a computer system include challenges relating
to maintaining consistent standards across the computer
system. Failure to maintain consistent standards may present
numerous difficulties, such as when deploying new hard-
ware or software resources in the computer system, as the
new resources may not be compatible with some or all of the
existing infrastructure or services in the computer system.
This can limit an IT operator’s ability to deliver services and
functionality in a timely fashion.

[0041] In one embodiment of the present invention, a set
of best practices for managing standards in an IT environ-
ment is provided. In one embodiment, the set of practices
instructs an operator to treat standards like other items in the
IT environment that are subject to change, so that the
standards can be managed with guidelines that are already in
place for managing the configuration of and changes to the
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IT environment. An example of process for managing stan-
dards in accordance with one embodiment is shown in FIG.
3. In FIG. 3, at act 301, the infrastructure environment may
be defined. This includes, for example, determining the
desired scope of components of the IT environment that are
to be regulated with standards and categorizing elements of
the infrastructure into groupings to allow effective utiliza-
tion of standards and policies. At act 303, polices and
standards are collected and defined. That is, existing stan-
dards in the IT environment may be recognized and new
ones may be defined, where it is believed they will be
helpful. At act 305, policies and standards are applied to the
IT environment and at act 307 the policies and standards are
maintained. Acts 305 and 307 may be accomplished using
existing best practices approaches to change management
configuration management. Thus, in one embodiment, the
change management and configuration management best
practices may provide guidelines for managing components
of the IT environment, termed “configuration items.” Stan-
dards may be treated as configuration items, so that they may
be managed using the change management and configura-
tion management guidelines.

[0042] That is, existing standards in the IT environment
and the need for new standards may be identified. These
standards may then be applied to the IT environment, for
example using guidelines in place for managing changes to
the IT environment. The standards may then be maintained
using guidelines in place for managing the configuration of
an IT environment.

[0043] Applicants have appreciated that situations may
arise where established standards and policies are not
directly applicable and an exception to the standard is
desired. Thus, in one embodiment, a set of best practices for
managing standards includes best practices for handling
exceptions to established standards, and includes a best
practices approach of treating a valid exception using exist-
ing guidelines for managing changes to the IT environment.
An example of such a process is shown in FIG. 11. As
shown in FIG. 11, at act 1101, an exception arises. At acts
1103, 1105, and 1107, it is determined if the exception is a
valid exception and if it is cost justified. If the exception is
valid and cost justified, it is approved at act 1109.

[0044] One exemplary embodiment of the invention
described below is adapted for use with the Microsoft
Operations Framework (MOF). MOF provides guidance that
enables organizations to achieve system reliability, avail-
ability, supportability, and manageability for a wide range of
management issues pertaining to complex, distributed, and
heterogeneous environments. MOF includes a number of
service management functions (SMFs) that provide opera-
tional guidance for implementing and managing computing
environments and other IT solutions. In one embodiment,
instructions for implementing a standards management
facility is provided as part of a MOF Infrastructure Engi-
neering (IE) SMF, although embodiments of the invention
described herein are not limited to use with MOF, or to
employing the management best practices in the IE SMF.
The IE SMF may be presented in accordance with the
fundamental principles of MOF and may be fully integrated
with other MOF SMFs. The Infrastructure Engineering (IE)
SMF interacts with two other MOF SMFs: the Change
Management SMF and the Configuration Management
SMF. Descriptions of these two SMFs are also presented
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below. A complete description of MOF is provided in the
published MOF version 3.0 documentation, which is herein
incorporated by reference in its entirety, and is available at
http://www.microsoft.com/mof.

Infrastructure Engineering (IE) SMF

[0045] In one embodiment, the IE SMF primarily coordi-
nates the creation, management, and application of consis-
tent IT standards and policies, which are then applied across
the organization in the development, deployment, and opera-
tion of tools and services. Application of the standards and
policies managed through the IE process becomes a funda-
mental part of the project planning process; compliance with
these standards and policies is reviewed at key MOF mile-
stones for the Optimizing and Changing Quadrants. FIG. 1
shows a process for infrastructure engineering.

[0046] Through implementation of the Infrastructure
Engineering SMF, organizations will:

[0047] Develop standards, policies, benchmarks, and
guidelines for managing the infrastructure now and in
the future, maximizing availability, supportability, and
operability.

[0048] Provide guidance and control to ensure that
solutions are operable at the appropriate level and to
optimize timing for new solution design and changes.

[0049] Ensure that the infrastructure in use, including
the technology and common application portfolios (for
example, standard desktops) align to the business strat-
egy and direction.

[0050] Measurably improve their management of the
infrastructure environment.

[0051] Provide for a means of verifying quality assur-
ance (QA) for all infrastructure development at the
planning and authorization stages.

[0052] Maintain a cost-aware approach to the selection
of strategic technology solutions and reduce unneces-
sary costs.

[0053] Infrastructure Engineering will take the lead in
identifying and normalizing existing standards and policies
and determining the need for new ones. The IE SMF has
responsibility for managing the development of standards
and policies, typically through internal or external subject
matter experts.

[0054] In some cases, the role of IE is a coordinating
one—for example, the Capacity Management and Service
Level Management SMFs are typically well-connected to
business strategy and planning and how they relate to
current and forecasted IT. These SMFs create standards and
policies that address issues appropriate to their scope. The
Infrastructure Engineering SMF will coordinate with these
and other SMFs to ensure that the standards and policies
they develop are consistent with those already established or
planned for other categories. Once created, IE will take
responsibility for managing these standards.

[0055] IE manages the resulting suite of standards and
policies in concert with processes established by the Change
Management and Configuration Management SMFs. This
ensures that the standards and policies remain consistent and
are changed only through a formalized process, illustrated in
FIG. 2.
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[0056] In turn, to ensure that these standards are applied
during the planning phases of IT operations and new
projects, IE facilitates access to the new standards by
publishing them to the configuration management database
(CMDB), corporate intranet, and/or other publishing media.
IE also ensures that proposed changes to the IT environment
are in compliance with established standards and policies;
this is accomplished through participation as a key stake-
holder in the Change Initiation Review and Release Readi-
ness Review OMRs, described later in this document.

[0057] Finally, the Infrastructure Engineering SMF pro-
vides guidance for applying the standards and policies
across the organization. For example, the Service Level
Management SMF may query the IE SMF when creating
new service level agreements (SLAs) and operating level
agreements (OLAs). Access to this information will ensure
that the negotiated requirements can be met by the standards
and policies for the infrastructure elements or service com-
ponents involved.

[0058] Due to the need for input from subject matter
experts across all the SMF's, the processes within infrastruc-
ture engineering are delegated and performed by various
roles across the MOF Team Model role clusters; the specific
coordination role for IE is carried out by the infrastructure
engineering manager within the Infrastructure Role Cluster,
which is examined in more depth in the Roles and Respon-
sibilities section later in this document.

Scope

[0059] The Infrastructure Engineering SMF affects all
standardized practices within an IT organization. These
standards and policies may originate from any other SMF in
any MOF process quadrant. The SMF is flexible in its scope,
with the extent of IT standardization to be determined by the
implementing organization.

[0060] Infrastructure engineering is not about control or
micromanaging. It’s about defining common components
that affect many groups and projects and facilitating the
widespread application of these common components. To
this end, controlling every single component within even a
small infrastructure environment is impractical. Over and
above the challenge of obtaining and collating all of the
relevant information, the costs and resources involved in
maintaining and updating the information would be prohibi-
tive.

[0061] Therefore, choices must be made concerning the
desired scope of infrastructure to be managed. This decision-
making process requires that each category be evaluated for
its direct relevance to meeting business needs, its depen-
dencies on other categories, and the degree to which other
categories depend on it. As with a CMDB, best practice calls
for managing only those categories that:

[0062] Are necessary for the effective operation of the
business.

[0063] Support the enablement and delivery of IT ser-
vices.

[0064] Are common components across IT teams and
projects that will save time and money if standardized
for the whole.

[0065] These same criteria may be applied to creating
standards or policies for the change or management of the
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infrastructure; centralized management of some infrastruc-
ture components is simply not practical or beneficial. Bal-
ancing this, it should be noted that the proliferation of
multiple, seemingly inconsequential technologies—for
example, remote management or scripting tools—can even-
tually amount to a significant operations management bur-
den and cost. Furthermore, multiple technologies can
impose additional security risks since additional network
ports may need to be opened to accommodate them. In
considering the scope within which to standardize, it is
critical to consider these factors. Appendix A provides a list
of typical IT infrastructure components to which standards
and policies are applied. The decision to include a category
within the IE scope should be reviewed at periodic intervals
to ensure that resources are being allocated to useful activi-
ties.

Capabilities

[0066] An organization that implements this SMF should
have the organizational capabilities in place to be able to
complete and maintain the following:

[0067] Discover current standards and policies.

0068] Define categories of standards, processes, and
2 p
policies that align with their I'T organizational structure.

[0069] Define an effective suite of standards, processes,
and policies for common IT activities.

[0070] Implement and maintain a change management
process.

[0071] Apply the standards and policies for design,
development, and deployment tasks.

[0072] The breadth and depth of the standards and policies
that are developed and applied may vary from organization
to organization, depending upon the maturity level to which
other MOF service management functions have been
adopted.

Key Definitions

[0073] Change Initiation Review. The Change Initiation
Review is the first milestone within the MOF Process
Model and marks the beginning of an investment of
resources from IT operations in instigating a change to
the infrastructure. This review is held at the beginning
of the change management process (closely synchro-
nized with the Project Plan Approved MSF milestone)
to evaluate the alignment of the requested change with
IT policies or standards related to it. The guidance and
infrastructure control processes managed by IE provide
a key input to the Change Initiation Review as they
ensure that any proposed change has utilized the poli-
cies and standards for the defined category to be
changed.

[0074] Infrastructure category. A grouping of elements
of the infrastructure with a commonality—for instance,
hardware, desktop, network components, or buildings.

[0075] Infrastructure engineering manager. A specific
role within the Infrastructure Role Cluster in the MOF
Team Model. The individual responsible for the man-
agement, implementation, and review of the IE process.
Coordinates and manages the relationships with those
responsible for other SMFs and OMRs.



US 2006/0161879 A1

[0076] Infrastructure environment. The defined opera-
tional target for inclusion within the infrastructure
engineering management process, which must be
defined at the outset when implementing IE principles.

[0077] Policy. A defined process or set of procedures
within a particular infrastructure category. For
example, policies might be established for:

[0078] Managing the outsourcing of a service.

[0079] Hardware purchasing processes.

[0080] Managing change approvals.

[0081] Managing wireless security parameters.
[0082] Procuring a vendor.

[0083] Messaging security.

[0084] Guiding developers in procuring IT environ-

mental requirements outside of established policies
or standards.

[0085] The policies in place will ensure that the infra-
structure complies with the overall strategy and
accepted procedures of the organization.

[0086] Standard. A standard within this SMF is defined
as a set of criteria or configurations applied within a
category. Whereas policies are frequently processes
applied to human activities, standards are frequently
lists of requirements that apply to technologies.
Examples of standards created for specific categories
might include:

[0087] A network topology and layout standards.

[0088] A corporate standard for client or server con-
figurations, specifications, and builds.

[0089] A standard architecture for test labs.

[0090] Standards may be prescribed, specific ways of
working, or a set of specifications that describe a
physical or virtual object, created to ensure a uniform
approach to assist with control of the categories within
the infrastructure. Note that both policies and standards
may contain procedures; typically those defined within
a standard are very prescriptive and focused on the
completion of a well-defined task, as shown in the
examples above. Appendix A provides a full listing of
the standards and policies recommended by ITIL to
provide guidance for infrastructure planning, engineer-
ing, and operations.

Processes and Activities
Process Flow Summary

[0091] In implementing the Infrastructure Engineering
SMF, a setup activity is initiated to define the scope of the
infrastructure environment and to determine how best to
manage it using defined policies and standards. Regulation
of the infrastructure through the use of these standards can
be as passive or active as the organization needs, although it
is suggested that the use of established policies and stan-
dards be enforced at the Change Initiation Review, as a
minimum. IE is not intended for use as a stand-alone SMF;
it relies heavily on effective input and feedback from other
SMFs, the business organization, the development teams,
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and the MOF Risk Management Discipline and Team Model
role clusters to deliver maximum benefit to the organization.

[0092] A high-level view of the IE process is diagrammed
in FIG. 3. Note that the discovery and classification pro-
cesses shown as setup activities may occur in parallel with
the management activities illustrated in the lower half of the
diagram.

[0093] The Infrastructure Engineering SMF is closely
aligned with the Microsoft Solutions Framework (MSF)
Planning Phase, as well as the MOF Change Initiation
Review. Standards and policies that are derived in the top
half of FIG. 3 are applied within the production environ-
ment as part of operations, but are also applied to MSF
projects for solution development and deployment.

[0094] Application of the IE standards and policies in
MSF projects is initiated early in the project’s Envisioning
Phase. Both MSF and MOF mandate that certain reviews
take place throughout the course of a release’s (or project’s)
evolution. As explained here, several of the MSF and MOF
reviews synchronize closely within the release development
timeline.

[0095] Project planning that occurs during the MSF Envi-
sioning and Planning phases will incorporate I'T policies and
standards into the project requirements for development and
deployment. Operations stakeholders first review these plans
at the Change Initiation Review OMR, which occurs near
the Project Plans Approved Milestone of the MSF Process
Model. Compliance with standards and policies is again
checked by operations stakeholders at the MOF Release
Readiness Review, which is aligned with the MSF Release
Readiness Approved Review. Both of these major mile-
stones are significant checks against the possibility of releas-
ing non-standard or incompatible changes into the produc-
tion environment. These relationships are depicted in FIG.
4.

Process Flow Steps

[0096] The development and application of consistent IT
policies and standards across an organization is accom-
plished through the following process, which is described in
detail in subsequent sections.

Define the Infrastructure Environment

[0097] A clear and thorough definition of the infrastructure
environment is key to its successful and subsequent man-
agement. This process provides guidance on how to define
the environment and determine the desired scope of envi-
ronmental components to be regulated, and examines how to
categorize elements of the infrastructure into sensible group-
ings to allow effective utilization of standards and policies.
For example, the facilities manager within a particular
organization may already have well-defined standards and
policies in place for the acquisition of power and commu-
nications services for the data center. Although ITIL and
MOF both have functions to regulate this, the organization
may decide not to include this scope within the managed IT
infrastructure as long as the IT management continues to
communicate well with facilities management.

Collect and Define Policies and Standards

[0098] As previously stated, the use of policies and stan-
dards to control evolution of the infrastructure helps to
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maintain a stable and effectively aligned IT organization.
This process provides guidance on collecting and document-
ing the policies and standards that exist across the infra-
structure and defining new ones where necessary, looking in
particular at key inputs that will ensure the best fit for the
organization now and several years into the future.

Apply Policies and Standards for Infrastructure Guidance

[0099] The creation of policies and standards adds real
value only if they are used effectively to provide guidance
and control over the integrated infrastructure environment.
This process examines how policies and standards should be
applied in developing a new requirement or a change to the
infrastructure. The process also describes an alternative for
dealing with situations that fall outside the need for a
standard or policy by taking a controlled approach to excep-
tions.

[0100] The IE SMF also facilitates the documentation and
publication of standards and policies for easy accessibility
within the organization. Templates and examples are pro-
vided in the appendices for guidance in developing an
effective standard or policy. Publishing these through inter-
nal Web sites, knowledge bases, standardized queries to the
CMDB, or other media minimizes the time that cross-
operational teams or other users need to spend in researching
the infrastructure engineering areas of their development or
deployment projects or in writing specifications. For
example, Microsoft publishes all of its financial and pro-
curement standards and policies on a unified internal Web
site.

Maintain Policies and Standards

[0101] Because the policies and standards are created
across all the SMFs and MOF Team Model role clusters, it
is important to ensure that they are maintained effectively
and kept accessible to all potential users.

[0102] This section explains the management of changes,
additions, and reviews of the standards and policies and how
these maintenance activities map onto the processes defined
by the Change Management SMF.

Define the Infrastructure Environment

[0103] This section describes the process of defining the
infrastructure environment. Managing the infrastructure can
be carried out effectively only if you know what components
you have and what you need to manage. This is particularly
relevant to infrastructure engineering (IE) because the range
of variables in IE is vast, and it is necessary to scope and
define the area that the IE SMF applies to when implement-
ing it. In varying sizes and types of organizations, the
infrastructure may demand different levels of effort in man-
agement and control, and adequate scoping of these require-
ments beforehand will result in the successful management
of the infrastructure in the future.

[0104] The overview of the process for defining the infra-
structure environment is shown in FIG. 5.

[0105] In order to collect a set of standards to use in
managing the infrastructure environment, the infrastructure
engineering manager must first determine the extent of the
current infrastructure and identify its characteristics. The
initial step upon implementation of the IE SMF is to
complete a discovery exercise to determine exactly what
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infrastructure exists within the organization and what stan-
dards, processes, or policies are used (if any) to manage it.
Initially, the scope of this effort might be restricted to the IT
production environment only, but there might be circum-
stances where it is beneficial to apply standards, processes,
and policies to other areas, such as development and test
labs.

[0106] There are various starting points from which to
begin discovering the infrastructure environment, and
because every organization is different, the discovery meth-
ods to be used reflect this variety.

Locations

[0107] Few modern businesses are based in only one
location. Even small- to medium-sized enterprises often use
remote workers and spread their infrastructure over more
than one site. It is essential to understand the variety and
range of locations over which the infrastructure needs to be
managed. One example of where to begin to define the scope
of the IE SMF is to start first with the central data center
environment and then extend the scope of IE control from
there as the management of the infrastructure matures and
benefits to the IE policies/activities are seen. Conversely, it
might be decided to identify the full range of possible
infrastructure locations first and then work within this range
to define a smaller starting point. In any case, understanding
the range of locations helps avoid costly remedial changes in
the future due to ignorance of some planned change and
allows for scaling up the scope of control when the use of the
SMF matures.

[0108] The majority of organizations should have the
details of the physical locations, installed technologies, and
infrastructure components that they operate at hand. More
difficult to define may be offshore or outsourced function-
ality or the use of remote workers. If there is a configuration
management database (CMDB) within the organization,
ideally it should contain information about assets in all
locations.

Technologies

[0109] Another approach to investigating the infrastruc-
ture is to inventory the types of technology in use and the
existing standards, policies, and processes used to manage it.
For example, you will want to collect all available informa-
tion about server hardware: brands, sku, suppliers, configu-
ration, and procurement policies. Although you will perform
a detailed classification of this information in a later step, to
begin you should strive to obtain complete information
about the technologies and processes in use in your infra-
structure.

Within Microsoft, MSN has created categories and subcat-
egories for a variety of technologies, as shown in FIG. 6.

[0110] When developing your own categories, you should
consider including the following, as a minimum. The list
below is not all-inclusive.

[0111] Data center hardware devices and configuration
[0112] Storage and backup devices and configuration

[0113] Core network infrastructure devices and con-
figuration
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[0114] Wireless or mobile connectivity devices and
configuration

[0115] Desktops and mobile devices

[0116] Service provisioning
Exchange, SQL Server™, etc.

software:  Microsoft

[0117] Standardized productivity software (corporate
desktop)

[0118] Line-of-business software
Sources of Information

[0119] The discovery exercise should utilize information
from many sources, some of which are suggested below, in
order from most to least comprehensive. The objective of
this exercise is to focus on information sources that will
provide the greatest amount of information with the least
amount of effort. If additional detail is required during the
standards-setting phase of implementation, it is always
possible to revisit the area. It is important to balance
completeness of information with the reality that you will
likely not require explicit standards and policies for rela-
tively insignificant parts of the infrastructure, so plan your
use of investigative resources wisely.

Service Catalog

[0120] The first step in the discovery process is to examine
the service catalog that is maintained by the Service Level
Management SMF. If this is present in the organization, it
will contain a comprehensive list of the services delivered
by the IT organization. This catalog will ideally list all the
service components used to deliver the service and should
document the extent of the infrastructure in use, as well as
the criticality of the elements to the organization as a whole.
The service catalog suggests logical infrastructure environ-
ment categories that relate infrastructure components by
their importance to the business. For instance, the service
catalog would specify the service level agreement for back-
ups (including restore time, backup window, backup success
rate, rotation, and retention policies). However, the under-
lying technology for performing these backups, including
the storage media, backup devices, backup software, and
agents, should all be strong candidates for standardization.

Configuration Management Database

[0121] After the service catalog, the configuration man-
agement database (CMDB), if present within the organiza-
tion, is next in line to be queried for details about the IT
infrastructure. An effective CMDB will have quality, current
data. Keep in mind that the CMDB content is still only as
complete as the individual organization’s level of configu-
ration item (CI) recording. If the CMDB process is not
mature, crucial information may be missing. For more
information on CMDBs, visit the Configuration Manage-
ment SMF guide at http://www.microsoft.com/mof.

Definitive Software Library

[0122] The definitive software library (DSL) should be
consulted to obtain a definitive list of the software in use
within the organization. Depending upon the operations
maturity level of the organization, this list might not exist;
if it does exist, it might not be fully inclusive of all products
being used. Despite possible deficiencies, the DSL might be
sufficiently complete to provide adequate information about
key software usage.
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Published Documents or Files

[0123] As a final step in the discovery process, the IE
implementers should seek local documentation of various
sorts. Various groups may document their infrastructure in
Microsoft Word or Excel documents, or even on hardcopy
forms. If this type of documentation is in use in the orga-
nization, it should provide information about the processes
being used in the management and operation of the infra-
structure. Document collections of this nature are unlikely to
be centralized. More frequently, they exist locally, within
departments or groups assigned to a specific function area or
category. However, even these will provide some assistance
in further scoping the infrastructure to be managed. These
libraries should then be moved to corporate IE for wide
access across the organization.

Contracts Database

[0124] If the organization has policies established for
procurement or has implemented the Financial Management
SMF, information should be available regarding the con-
tracts currently in place. This information should be helpful,
especially in reviewing purchased software and licensing,
hardware products, outsourced facilities, and infrastruc-
ture—for example, power provision or ISPs, partners, and
strategic relationships. As well as giving the current picture,
details contained in a contracts database can be useful in
scoping the extent of license agreements and partnerships by
indicating length of tie-ins, renewal agreements, or expira-
tion dates.

[0125] Once the information pertaining to the infrastruc-
ture has been gathered and there is confidence that the
collected data is complete and accurate, you can begin
categorizing the environment.

Create Guidance Categories

[0126] Categorization is the process of dividing the infra-
structure into manageable and sensible sections. This is done
to facilitate the development and management of similar
standards and policies within a single group. In many cases,
this is simply the recognition of existing categories or IT
divisions. In others, it makes sense to split or merge existing
divisions to accomplish the task. Categorization might occur
along one of several different lines, each providing a differ-
ent perspective of the IT environment. Examples include,
but are not limited to:

[0127] Groupings based on table definitions and classi-
fications within the CMDB.

[0128] Role cluster groupings assigned similar areas of
responsibility for service functions.

[0129] SMFs responsible for coordinating the various
areas of the infrastructure.

[0130] Keep in mind that this should be a simple process.
The groups you create should be sensible and manageable
groups of components, with commonality of purpose. In
most organizations, the categories should become self-evi-
dent as you investigate the infrastructure.

Define the Scope of IE Guidance

[0131] In any organization, decisions must be made about
which categories to manage and which to defer from stan-
dards compliance.
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[0132] Categorizing and grouping similar infrastructure
types, products, and services allows further refinement of the
scope of the infrastructure being controlled. There are many
examples; some will be specific to each organization. Sev-
eral examples follow.

[0133] Data Center Standard Images. The data center
environment is mission critical and highly dynamic. It
is a corporate resource that depends upon the installa-
tion of consistently reliable components to achieve its
mission; it is not an IT resource conducive to experi-
mentation or incompatibilities. For these reasons, a key
area for the implementation of standards is the data
center hardware and server images. Although indi-
vidual servers may be provisioned for a variety of
server roles on a custom or semi-custom basis, it is
important that the base servers be utterly reliable, with
a well-tested and understood server image. The prudent
IT organization will develop and maintain standards for
the configuration of baseline servers in several roles,
which may then be provisioned according to the service
and service levels that have been negotiated.

[0134] Voice and Data Services. Many organizations
outsource their communications services to a recog-
nized supplier in that field rather than running it them-
selves across all their locations; in practice, national
networks for telephony often rely on the use of com-
mercial suppliers. The decision of whether to document
standards for these services depends on the end use of
the standards. For some organizations, this infrastruc-
ture element might be considered out of scope because
it is provided externally and is supported by a contract
and, ideally, an SLA. As long as the service is available
when it is needed, no further management of the
infrastructure that provides it may be required.

[0135] Conversely, for an organization that is actively
expanding, it could be crucial to document standards
for voice/data services for easy accessibility for future
site development or to accommodate changes in ven-
dors. There might be a need for scalability, however;
and in some organizations where there is internal
responsibility, there might be some input required for
the way this infrastructure is managed and controlled
up to the point where it is handed over to the external
supplier.

[0136] New Technologies and Legacy Systems. As ser-
vices become obsolete, they generally are phased out as
new services are phased in. In some cases, however,
legacy systems may remain for a period of time. This
may occur because the solution works acceptably with-
out the need to update it, because no update is available,
or because it is not a critical function.

[0137] In contrast, organizations that rely upon imple-
menting the latest technology in order to maintain a
competitive advantage find it crucial to adopt cutting
edge infrastructure components. This might also be
done in phases to avoid large scale work disruptions or
because only certain groups require the enhanced IT
service or functionality. Some organizations recognize
the phased nature of infrastructure rollouts by manag-
ing standards throughout an established life cycle. For
example, MSN, in managing its online operations,
manages standards and policies for its mainstream
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operations by designating preliminary, current, and
retiring versions of a standard. The MSN approach is
further described in the following section.

Standards Life Cycle

[0138] Standards, or packages of standards, tend to follow
a relatively predictable life cycle in most organizations.

The life cycle phases of a typical standard are as follows:

[0139] TO. The organization may propose a “prelimi-
nary standard” to govern the early adopters of newer
and emerging technology, who will begin experiment-
ing with and/or utilizing this newer “non-standard”
technology. These early adopters will then typically
contribute their knowledge and experiences into the
standards development process.

[0140] T1. The organization formally proposes and ulti-
mately approves a standard for the use of the new
technology. Following the approval and publication of
the new standard, the majority of other users will begin
the process of becoming compliant with the new stan-
dard.

[0141] T2. Approximately 90 percent of the governed
communities will have become compliant with the new
standard. As the standard ages and technological devel-
opments continue, newer technologies will again begin
to emerge by time phase.

[0142] T3. A new standards cycle must start again. At
this point, compliance with the current standard will
begin to erode as early adopters leave the current
standard and begin to work with the emerging technol-
ogy/standard.

[0143] T4. Is a representation of the mass adoption of
new standards.

[0144] FIG. 7 depicts one full life cycle of a standard from
the early development of requirements of the standard
through to the ultimate withdrawal/retirement of the stan-
dard.

Standards Versioning

[0145] In order to manage the versioning of standards and
the orderly transition through their overlapping life cycles
the currently approved/active standard is given the designa-
tion of N. The newly emerging standard is designated N+1
and the standard immediately prior to N, the one that is being
retired is designated N-1. Every standard during its life
cycle will go through each of those phases/designations. The
designations and descriptions of the N versioning model are
shown in Table 1.

TABLE 1
Version Stage Description
(N-1) Trailing The standard is still valid; however,
not current, and will soon be retired.
(N) On-boarders The standard is current.
N+1) Innovators The standard is valid; however,

not current, but will become
the next current.

[0146] As shown in FIG. 8, this entire cycle iterates
throughout the life of the standards process.
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TABLE 2

Cycle Description

A-B During time period A-B, Standard V.1 is the currently active
standard and is designated N.

B-C During time period B-C, Standard V.1 remains the currentlyactive
standard and is still designated N.

In addition, a new/revised standard (Standard V.2) has been
proposed and is being tested/deployed by some organizations.
The newer standard is the forerunner of Standard V.2 and is
designated N + 1.

C At time point C, the proposed new standard (Standard V.2 becomes
approved and is now the currently active standard. It is now
designated N. In addition, the earlier
standard is now being withdrawn and is no longer
current. It is now designated N - 1.

C-D During time period C-D, most clients migrate to the new standard

(Standard V.2) and some clients remain on the old standard

(Standard V.1).

Most clients are now compliant with Standard V.2.

We now see a repeat of the cycle referenced in time period B-C.

g
=t

[0147] Based upon the cycles shown in Table 2, the
adoption and retirement of standards is shown to be a
predictable, cyclic process. MSN applies this model in its
standards deployment. This model provides for early com-
munication of both client and operations standards require-
ments, predictably scheduled releases of “bundled” stan-
dards, and the opportunity for both advanced lab and pilot
testing. All new MSN standards (bundles of standards) are
released on a 4-month cycle basis.

[0148] This example illustrates the decisions to be made
when considering which standards to document or manage
and which to leave unmanaged. If an infrastructure compo-
nent, service, or subsystem is not working effectively with
other systems within the organization, then a new solution
may be contemplated and a policy might be created for this
transition. If it would not be cost effective or beneficial to
manage and control these systems, then they should be
considered as out of scope. However, as new standards are
written, as shown in the MSN example, it may become more
practical to manage a dynamic set of standards as the
organization matures in this SMF.

Special Considerations

[0149] The organization may establish a policy that if a
category is not included within the scope of controlled IE,
that category must nevertheless have a clear relationship and
review process with the IE SMF. In some cases, the points
that interact with managed categories may be subject to IE
control at—for instance, where a product is handed over to
a third-party provider or where a new power requirement is
made.

Summary

[0150] The following list summarizes the important points
discussed in this section.

[0151] Document the details of your infrastructure,
using available resources such as service catalog,
CMDB, and other references.

[0152] Create categories to logically group the elements
of the infrastructure environment that will require stan-
dards and policies. The categories should be devised to
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simplify the assignment of responsibilities to subject
matter experts for subsequent development of stan-
dards and policies.

[0153] Scope the extent of the infrastructure that will be
subject to guidance or regulation through the applica-
tion of centralized standards and policies. Not all parts
of the infrastructure will require such control.

[0154] Align categories and scope with existing pro-
cesses within the organization for best efficiency. For
instance, to achieve maximum benefit, the CMDB
categories should align IE processes with existing
service management processes in the organization.

[0155] Add the documented infrastructure environment
to the CMDB as a configuration item.

[0156] Review the infrastructure environment catego-
ries and scope periodically to determine whether
changes are necessary.

Define Standards and Policies

[0157] This section describes how to best define the stan-
dards and policies to be employed within each category of
the infrastructure. It is important to note that this iterative
process shown in FIG. 9 is carried out for each of the
categories defined in the infrastructure environment. It
includes a discovery exercise to be carried out within the
organization to determine the current status of standards and
policies within each category and to find out if any activities
within the category are currently regulated.

[0158] This exercise has as its goal the identification of
three elements:

[0159] Existing standards and policies

[0160] Infrastructure changes currently underway (to
which no standards yet apply)

[0161] Proposed changes being developed (to which no
standards and policies yet apply)

[0162] The output from this exercise is used to decide the
best-fit standards and policy solutions for the category. This
decision-making process will involve all relevant parties
who can contribute to the definition of new or modified
standards or policies. The defined standards and policies are
then documented and stored in the CMDB as configuration
items.

Select the Infrastructure Category

[0163] To begin the standard and policy definition process,
select one of the infrastructure categories. It may be useful
to make this decision strategically since areas that have the
most impact on the organization can assist in demonstrating
the benefit of the IE SMF. Thus, you may wish to select
categories for initial policy and standard definition where
you expect to see the most benefit from the outset. For
example, you may choose to develop a policy for the use of
change management first since this affects all business and
IT areas. In another organization, perhaps one experiencing
rapid growth, it might be more important to develop stan-
dards for the corporate desktop configuration and deploy-
ment process.

[0164] As the definition process continues, subsequent
categories may be selected by the IE manager based on other
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criteria—for instance, available resources, skills, impact, or
cost. In any case, since business benefit is the overarching
objective of service management, it would be sensible to
base decisions on the realization of financial and business
benefits.

Review Current Standards and Policies

[0165] Within a given category, the previous investigation
process may have documented a variety of different stan-
dards and policies. Some of these may overlap or conflict; in
other areas, the existing standards may leave gaps. The
objective of this standards review is to develop a unified
view of the existing infrastructure standards and compare it
with the desired scope of standardization decided upon
previously. In the process, the review group will apply input
from the subject matter experts, representing the stakeholder
groups, to make appropriate recommendations. The goal of
this exercise is identify:

[0166] Obsolete standards to delete or update.

[0167] Conflicting standards subject to deletion or
merger.

[0168] Out-of-scope standards to be eliminated from
further consideration.

[0169] Gaps that require the development of new stan-
dards.

Review Proposed Changes for the Category

[0170] In the previous activity, you essentially developed
a plan for consolidating and upgrading your existing IT
standards and policies. Now it is recommended that you
“future proof” this proposed effort by examining any
changes currently in the pipeline, whether in development or
underway elsewhere within the change management pro-
cess. New initiatives might indicate a move away from a
certain technology solution or software product—for
example, migrating to Microsoft Windows® XP or moving
from Lotus Notes to Microsoft Outlook®. New projects
might also be underway—for instance, to consolidate all
desktop computers to a common build or to move to a new
location that uses wireless technology.

[0171] The change management process, in conjunction
with the CMDB, identifies all changes in the system for the
category. It is also useful at this stage to judge whether these
changes have been outstanding for a long time or are more
recent because they might become useless if there is a
decision made to use a specific policy or standard for the
category. For instance, a change might have been requested,
but not yet authorized, to implement a printing solution
using a new version of a technology, but 90 percent of the
organization is found through the discovery exercise to be
using a different technology. This information might be
sufficient to alter the change request to a pending status until
the decision on the IE policy is made.

[0172] Another example might be the development of
policies within service monitoring and control to monitor
certain network functions and to write a detailed set of
policies to do so, only to find that these would be quickly
superseded by the installation of a new Management Pack
for Microsoft Operations Manager (MOM). Future proofing
allows you to avoid the wasted expense of developing
standards and policies for infrastructure that is due for
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significant alteration, or even abandonment, in the near
future. If you determine that a category is in the planning
stages for migration to a new system soon, for example, you
might elect to postpone further preparations to control that
category. The development life cycle will also be able to
advise, through the change management process, of any
changes to the infrastructure category that are in develop-
ment, under research and vision scope, or due for imminent
release. This information allows IE to build up a picture for
the category on what is happening not only in the present,
but what can be expected to happen in the short- to medium-
term future. The more information available, the easier the
decision should be for defining the best way to move
forward. Approvals made as part of the change and devel-
opment management processes should ensure that requested
changes are cost justified and well documented before being
authorized to continue.

Review Strategy and Planning for the Category

[0173] In addition to reviewing changes and development
projects in progress, it is also useful to review strategy
developments for the future. For instance, the business
organization may have a strategy to outsource a telemarket-
ing team within three years; this would affect the standards
applied to long-term voice and data solutions. This strategy
would obviate the need to update telephony solutions for this
area of the environment. Similarly, a decision to move to a
wireless technology, with an expected 40 percent increase in
the number of telecommuting employees, would necessitate
new requirements for the network category in the future and
a corresponding reduction in investment in office-bound
desktops in favor of mobile solutions.

[0174] A primary role of IT, and IE specifically, is to
ensure that the IT infrastructure can enable business inno-
vation and provide functionality to take advantage of market
opportunities whenever possible. Tracking this type of stra-
tegic decision making requires that IE be recognized as a key
stakeholder by the strategic business and IT decision makers
in the organization. As the benefits of an effective IE process
become apparent, it should be easy to gain the necessary
buy-in from the senior level to share in this information.

Define Standards and Policies for the Category

[0175] Once there is an understanding of the existing,
future, and strategic influences on the infrastructure cat-
egory, it is then possible to define the standards and policies
relating to that category.

[0176] Previous work has defined what standards and
policies, if any, exist at present. It has also highlighted
recognized conflicts and needed updates or deletions.
Change records and development plans define the future for
the category in the medium term, and the strategic plans for
the business define the requirements for the category in the
long term.

The standards and policies that are defined become the tools
IE uses to progress from the current state to the desired state.

What is a Standard?

[0177] A standard typically describes objects within cat-
egories. It is defined as something established by authority,
as a model, example, or a rule for the infrastructure com-
ponent or category. For instance, a standard for the change
management category might be the minimum requirement
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documentation for an RFC, including the format in which it
is submitted. A standard for vendor management could be a
vendor contract template, and a standard for COTS software
could define the minimum requirements for compatibility
with other in-house products. Typical standards within an
organization include the hardware specs and configuration
for a data center server or desktop computer. An example of
a server standard is supplied below.

[0178] The standards for each category are likely to be
more numerous than the policies for each category because
they are more tactical. Standards are created with the current
environment in mind and with an eye on the future. For
instance, a standard requirement for a desktop build might
take into account what is needed currently, but it might also
include the capacity to integrate wireless technology if there
is information from the strategic directions group that this is
going to be developed in the future. Standards allow a
structured and controlled approach to operating, changing,
supporting, and optimizing the categories in the infrastruc-
ture environment.

What is a Policy?

[0179] A policy differs from a standard in that it is a
defined management course or method of action to guide
and determine present and future decisions. It is created to
embrace the general goals and acceptable procedures of an
organization. A policy can be a corporate-wide one, such as,
“No political e-mails will be sent using corporate resources,”
or a department-specific one, such as, “All purchase orders
for equipment over $20,000 must be approved by the general
manager.” Policies in IE, in simple terms, describe processes
applied within categories. For instance, a policy for change
management processes would describe how those processes
are used in the organization; a policy on vendor management
would define how vendor management processes are used in
the organization; and a policy on commercial off-the-shelf
(COTS) software would define how to use processes for
COTS software in the organization. These policies are
attached to the infrastructure categories that have been
defined and act as the defined management actions for best
practice control of the infrastructure environment. They are
created in line with the requirements of the infrastructure
now and in the future. Examples of typical policies are
provided below.

Defining the Best Standard

[0180] As described earlier, standards answer the follow-
ing tactical questions for the infrastructure category: “What
are the ways we want the category to operate in our
infrastructure environment, and how can we ensure the
functions in that category are managed and controlled as we
expect them to be?”

[0181] Each category is likely to contain multiple stan-
dards at the outset, depending on its scope—for instance,
security requires standards for dealing with security for
users, data, network, infrastructure, specific solutions and
services, and specific locations. Standards might already
exist within SMFs or other functions already deployed in the
organization. During the discovery phase, these standards
will have been exposed; in this phase of the process, a
decision is made for which, if any, standards or policies
should be retained as-is or with modification. In some cases,
similar standards from complementary organizations might
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be merged. In other cases, a particular location might require
a separate standard that is applied locally, although these
decisions should be based on careful analysis to ensure that
a disparate standard won’t ultimately incur added expense
and maintenance overhead. Table 3 shows some examples of
standards that might be applied within categories associated
with the MOF Infrastructure Role Cluster.

TABLE 3
MOF Team
Model Role
Cluster Infrastructure Categories Standard Examples
Infrastructure ~ Workforce Management Job descriptions and
requirements for defined job
categories
Compensation model for
system engineers
Infrastructure  Resource Planning Acceptance testing reporting
format
Infrastructure  Capacity Management Default topology for capacity
modeling
MOM agent configurations to
report performance metrics
Infrastructure  IT Service Continuity Standard backup requirements

for e-mail server

Backup requirements for file
servers

Hardware specifications for
backup tape drives

Management

[0182] The discovery process might have identified a
range of standards that all apply to the same category. In this
case, it must be decided by input from the key stakeholders
which are the best standards to apply for now and the future.
The discovery exercise will also likely discover gaps where
standards and policies do not currently exist but would be
beneficial; these should typically be created by the subject
matter experts in that field with input from other stakehold-
ers, best practice advice, and the business strategy for use of
that infrastructure category.

Microsoft IT and Standardized Server Platforms

[0183] In some cases, standards might not be applied as a
set of specifications, but as a complete customer-oriented
solution. For example, the Microsoft internal IT organiza-
tion has adopted an effective approach to the standardization
of data centers. Through a recent platform standards initia-
tive, the IT group develops, tests, and delivers standardized
Microsoft baseline server platforms called IPAKs (Microsoft
IT Service Packs). These are created for Microsoft Windows
Server™ 2003, as well as for SQL Server. IPAKSs are issued
every two quarters, and combine current version server
software with all current hotfixes and patches. These con-
figurations are thoroughly tested by the IT group and offer
assured reliability to customers upon installation. For cus-
tomers, this significantly reduces the complexity of install-
ing patches on a regular basis.

[0184] Microsoft IT offers a sliding scale of support to
internal Microsoft customers based upon the level to which
the customer has adopted the IPAK standards. Between
releases, Microsoft IT provides full support to customers
running either of the two most recent IPAK releases. Older
versions are supported on a “best-effort” basis.

[0185] Interim patches and fixes between IPAK releases
are integrated into subsequent releases of the IPAK. Users
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may wait until a new IPAK release or may incorporate
approved stand-alone patches into their own server. In either
case, the IT group will provide full support to the extent of
their service level agreement.

[0186] Whatever the situation, the standards are created
with input from functional area subject matter experts, MOF
Team Model role clusters, external benchmarks where
appropriate, and business need and cost. No element of the
infrastructure really stands alone; each standard must take
into account the interacting infrastructures and the larger
strategic picture. That is, all elements of the infrastructure
link together effectively to support the business, comple-
menting and enabling it.

Defining the Best Policy

[0187] As mentioned previously, there should be fewer
policies than standards for a given category since policies
tend to operate at a higher level than the more prescriptive-
level standards. Occasionally, more than one policy for a
given category may be necessary—for example, where
multiple regions within an organization use different strate-
gic partners for a product, there might be a policy for
purchasing a product in each different region. Similarly,
geographically separated branches may require different
policies to accommodate variations in governmental regu-
lations or operating requirements. However, since the goal is
to create a consolidated and strategic set of solutions, too
much variety in policies should not be encouraged since it
might affect the potential cost savings and repeatability of a
solution.

[0188] In defining the best policy for the organization, the
following inputs should be considered:

[0189] Existing policy and documentation

[0190] New information that might become available
through change management processes or development
initiatives

[0191] Strategic information for the long-term plan

[0192] Information and recommendations from subject
matter experts, internally and sometimes externally

[0193] Other SMFs or role clusters that might need to
be informed

[0194] Through the consolidation and collation of all this
information by the IE SMF, a best-fit policy can be created
for control of the category or portions of the category. The
best-fit solution needs to address:

[0195] Budget: Cost justification and approval.
[0196] Timescales: Present and future.

[0197] Potential risks and issues from choosing the
policy.

[0198] Technology: Impacts on the targeted category
and on other related technology within the infrastruc-
ture.

[0199] People: The skills and resources available to
develop, implement, and support the defined policy; the
buy-in needed to utilize the policy; the benefits to
people of using the policy; and how people will react to
the policy.
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0200] Process: The process or processes to which the
p p
policy applies and by which it interacts with other
processes.

[0201] The decision-making process for defining the best
policy can utilize any strategic decision-making tools and
methods at the organization’s disposal. In most cases, indi-
vidual standards or policies will be assigned to a subject
matter expert, who is responsible for delivering a complete
standard or policy to the IE manager, who then distributes it
to stakeholders for feedback prior to final approval. Table 4
provides examples of some specific standards and policies
that might be implemented within operations categories.
Similar tables should be developed to plan the development
of standards and policies in the other categories established
for your organization.

TABLE 4

MOF Team

Model Role

Cluster Infrastructure Categories Policy Examples

Operations ~ Network Administration ~ Announcements for scheduled
system maintenance
Non-business use of computers
Assignment of IP addresses
Troubleshooting procedures
Network hardware procurement

Operations  Job Scheduling Applying job scheduling

Operations  Storage Management Storage device maintenance

policies File name conventions

[0202] The level of effort applied in developing a policy
will reflect the importance of its category. For example, a
policy for a high-profile category, such as data integrity
within a banking organization, will require a precise defi-
nition, might be very complex, and will require input from
accountable parties throughout the organization. This might
include input from legal departments on the official require-
ments and from technical staff on the capabilities of their
components to deliver a secure solution. This policy will be
a critical one for this organization. It must be carefully cost
analyzed and evaluated to ensure consistency with future
strategies, and it must be approved at a very senior level.
Conversely, consider a policy related to the process for
disposing of old toner cartridges: this is less likely to require
the same sort of inputs but could still be cost effective for an
organization if recycling opportunities and cost savings are
explored. If the organization uses the best-fit solution, stra-
tegic input, and cost benefit for selection of the policies for
each category, it should obtain the longest usability, highest
supportability, easiest operability, and best functionality.

[0203] The creation and use of policies in the infrastruc-
ture environment will likely result in realizing at least some,
if not all, of the following benefits:

[0204] More integrated strategic planning and reduction
in piecemeal contracts.

[0205] Better decision making in the purchase of prod-
ucts with reasonable shelf lives.

[0206] Better value for money invested.

[0207] Better cost management through effective pur-
chasing and use of strategic solution providers for
enterprise-wide solutions.
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[0208] Better retention of skilled staff, thereby reducing
training and recruitment costs.

[0209] Improved consistency in making infrastructure
choices. More appropriate usage of infrastructure
resources.

[0210] Service improvement through integration of ser-
vice management policies.

[0211] Higher confidence in supportability and oper-
ability.

[0212] Lower effort required in administration.
[0213] Simplified and repeatable deployments.
[0214] Better-integrated applications.

Publish Standards and Policies for the Category

[0215] The defined standards and policies are truly valu-
able for the organization only if they are accessible and
easily understood. For this reason, attention should be paid
to the most effective method for publishing and publicizing
the standards and policies to the target audiences who need
to be aware of them. A common means for publishing
standards and policies is through a widely publicized inter-
nal Web site or knowledge base. To achieve maximum
benefit from this type of distribution, it is important to
consider that the potential audience includes non-technical
business users and to present the Web content so that all
users can easily understand it. An alternative to a Web site
would be to publish the standards as content within an
intranet-accessible knowledge base. In the case of MSN, an
intranet site was built that not only publishes approved
standards, but manages the change process for proposing,
approving, and adopting new standards.

[0216] Other alternatives for publishing standards include
CD/DVD or hardcopy distribution. For all distribution
mechanisms, it is crucial to synchronize the published
content with the most current version of standards and
policies written to the CMDB. If direct links are not made
to the CMDB to refresh the content on Web sites or
knowledge bases, then a manual or semi-automated refresh
must be scheduled on a regular basis: this could be weekly,
monthly, or quarterly depending on the number of changes
made.

[0217] By making all the standards and policies accessible
to the entire organization, you create an open arena and
minimize the risks often caused by lack of awareness of
specific system requirements. You also make known the
requirements for interfaces among other systems within the
infrastructure. It is useful to note that misinformation is
prevalent in organizations; these standards and policies
represent correct information that people have been waiting
to have made public. Once the standards and policies are
published, they are likely to become widely used, thereby
making future updates and contributions to change or adding
standards and policies even more likely.

Add Standards and Policies to the CMDB

[0218] Once the standards and policies have been defined
and accepted for publication, they should be added to the
CMDB. This ensures that the documented standards and
policies are under the same change control as any other
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configuration item; it also means they come under the
standard review process for Cls.

[0219] The benefit of adding the standards and policies to
the CMDB does not end with change control. It allows
relationships to other standards and policies to be indicated
and associated, and these links also can be applied to other
CIs. This mitigates the risk of solitary action taking place,
for instance, on a standard that could affect entire sections of
infrastructure policy. This demonstrates further control of
the infrastructure and shows the benefit of taking the full
service management approach to the IT organization.

[0220] The CMDB is accessible in read-only format for
most users (except for the configuration manager and admin-
istrator, who retain full privileges). If the CMDB is report-
able and understandable by the business, it might not be
necessary to maintain a published version of the standards
and policies; instead, access to the CMDB can be given to
all who need it. However, if the CMDB is complex in
approach, the standards and policies content could be linked
to published policy on an intranet or other easily accessible
source. This would be of particular benefit to the business
and facilities organizations as they might need a business-
friendly, non-technical reference to the standards and poli-
cies to apply in managing business projects and facilities.

Summary

[0221] The following list summarizes the important points
discussed in this section.

[0222] Prioritize the definition of standards and policies
on the basis of greatest benefit to the organization.
Early wins will help develop credibility.

[0223] Baseline the current infrastructure, including
existing standards and policies, for future reference.

[0224] Review plans and strategies for future projects
and initiatives to prevent rapid obsolescence of newly
created standards and policies.

[0225] The complexity of standard and policy defini-
tions correlates to their complexity and potential effect
on the organization.

[0226] Rely on appropriate roles and SMEs in creating
standards and policies.

Apply Standards and Policies for Infrastructure Guidance

[0227] Ordinarily, proposed changes for development or
deployment will fall within the norms of the established
standards and policies; the process by which these are
applied is described within this section. There are times,
however, when a proposed change requires special consid-
erations that will result in an exception to the established
standards and policies. In addition to the normal process,
this section also examines in more detail how these excep-
tions can occur and what actions can be taken by the
infrastructure engineering manager to deal with them when
they arise. FIG. 10 illustrates the normal process for the
application of policies and standards and shows where
exceptions to the process branch into a separate task loop.

Propose Infrastructure Change

[0228] Proposed changes to the infrastructure may arise
for a variety of reasons. Microsoft Solutions Framework
(MSF) provides considerable detail about the envisioning
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process for new development and deployment projects. As
the project plans begin to solidify, the team must consider
what services and components of the infrastructure will be
affected and identify the applicable categories of standards
and policies that must be referenced.

[0229] For example, new projects and development ini-
tiatives will apply the standards and policies when reviewing
their limitations and scope in the context of developing their
new solutions. Facilities may want to check minimum power
requirements or security policies for certain infrastructure
categories. Any changes, additions, removals, or new devel-
opments and projects will need to utilize the standards and
policies for the infrastructure category they will affect.

[0230] Proposed changes to the IT infrastructure follow a
prescribed process in MOF, as described in the MOF Change
Management SMF. As proposed changes progress through
this process, they are guided by MSF principles for project
management as well as MOF guidance to ensure they will be
operable in the production environment. The MOF Change
Initiation Review, a major MOF milestone, is the first
scheduled review of proposed changes to ensure that they
are in compliance with approved standards and policies. The
Change Initiation Review is one of four Operations Man-
agement Reviews, which are described in more detail in the
MOF Process Model white paper available at http://www-
.microsoft.com/mof.

Review Applicable Standards or Policies

[0231] When an infrastructure change is contemplated, the
applicable policies or standards can be accessed from the
CMDB, the IE manager or, more likely, through the pub-
lished source (for instance, an intranet Web page). In some
cases, the IE manager or a designated SME may provide
assistance in applying the standard to a proposed change.

Is This an Exception to the Standard or Policy?

[0232] What is an exception? An exception is a process,
event, or acquisition to which the established rules do not
apply. These should rarely appear since the IE manager has
ensured that there has been input from the change, devel-
opment, and strategy groups during the process of defining
the policies and standards, but there may be occasions when
a genuine exception may occur, in which case it will follow
the exception process illustrated in FIG. 11.

Apply Standard or Policy to Change or Requirement

[0233] If the proposed infrastructure change is not an
exception, the process continues with the incorporation of
the specific standards into the requirements for the proposed
change. Regardless of the nature of the change and its
eventual application, it should be in compliance with the
standards and policies established for that infrastructure
category, exceptions notwithstanding.

Full Plan or High-Level Plan Required?

[0234] The extent to which policies and standards are
included in a potential change depends entirely upon the
nature of the change and its relevance to the scope of the
regulated infrastructure. If it is a minor or standard change,
then it may only need a sign-off within the change manage-
ment process that affirms that the standards and policies have
been used, similar to confirmation that the CMDB has been
consulted to evaluate the impact of any proposed change.
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However, if it is a bigger change or development project,
then standards or policies may contain specific design, build,
or process elements that must be replicated within the
project plans.

[0235] The results of the consultation will be that the
change, addition, or development will in effect be planned
according to the standards and policies in the IE SMEF,
although this checkpoint actually occurs outside of this SMF
in the Change Initiation Review.

Exceptions to the Standards or Policies

[0236] As explained previously in this section, there are
situations where established standards and policies may not
directly apply. These are exceptions. Although an organiza-
tion may maintain a set of standards or policies for a
particular process or object, depending on the stage it
occupies in the life cycle (as in the example of MSN with its
set of standards for new, current, and departing technolo-
gies), sometimes an organization must also set up proce-
dures for handling exceptions to the established standards
and policies. FIG. 11 describes a process flow that reflects
best practices derived from the MSN process for dealing
with exceptions.

Exception to Standard or Policy Arises

[0237] When an exception arises, it is a requirement that
does not appear to fit within the rule specified in the existing
policies and standards. Why the proposed change is an
exception needs to be confirmed before action can be taken.
As mentioned earlier, if the IE SMF is running effectively
and there have been strong relationships built with the other
SMFs and the business, development, and strategy groups
for the organization, then exceptions should be rare. In some
cases, exceptions may evolve into new policies or standards
as the IT infrastructure progresses through its life cycle.

Is the Exception the Result of a New Strategy?

[0238] If this is a new strategic direction, it should have
been revealed through the relationship between the IE
manager and the associated business strategy group. How-
ever, there may be occasions when a change in strategy
might not be identified before a change is needed.

[0239] For example, a merger or acquisition of another
company or hostile takeover bid could affect the policies and
standards and change the requirements. A political or legal
issue could also result in an exception if the contents of the
new regulation have not been disclosed before being pro-
mulgated. Economic and political changes external to the
organization could change the policy—for instance, shifting
exchange rates could affect outsourced offshore services or
a volatile political climate could affect the import and export
of products or services.

Confirm Strategy for Infrastructure Category and Validate

[0240] If the exception is proposed as a new strategy for
the organization, this must be confirmed with board-level
representatives, subject matter experts, and the relevant
SMFs (if required) and validated as a genuine exception to
the existing policies and standards. If it is not a valid
exception when confirmed with the higher level, then it is
returned to the initiator with the explanation as to why it has
not been accepted as a strategy change. There may be other



US 2006/0161879 A1

reasons why the exception should be accepted, but these
must be resubmitted to the IE manager following rejection
from the board.

Is it a Valid Exception on Other Grounds?

[0241] Even if the exception request is not the result of a
new strategy direction, there may be other reasons for
allowing it. For instance, a third-party vendor or outsource
partner might go out of business, leaving a gap in the
supported infrastructure that must be quickly dealt with to
ensure service continuity. As with a new strategy, changes
can occur outside the organization on a legal, social, politi-
cal, or environmental basis that have not been foreseen and
which can constitute a genuine reason to institute an excep-
tion to the infrastructure policies or procedures. Security
could be impacted by a new virus, and patch software from
a non-standard organization may mitigate the risk, for
instance. As another example, if a desired new technology is
released, it may be necessary to establish a new lab to work
with it before existing standards may be modified to reflect
necessary changes in architecture or hardware requirements.
In this instance, new hardware requirements, outside of
existing standards, may also require exceptions to purchase
and vendor policies if the equipment is not available through
established channels.

Is it Cost Justified?

[0242] Even if it is a new strategy or an emergency
exception to the existing policies and standards, the excep-
tion must still be cost justified. The benefits of the exception
being allowed to proceed must be higher than potential
costs, not only to the budget but also in the potential risk to
the infrastructure caused by moving outside established
policies and standards. This cost justification is carried out
as it was in the initial stages of defining the policies and
standards, although it may be fast tracked if required, with
key individuals reviewing the exception and using a quorum
to authorize it.

Approve the Exception

[0243] If the proposed exception is cost justified and
accepted by the key individuals in that infrastructure cat-
egory, SMEF, or role cluster, it may then be approved. The
exception may still need budgetary sign-off at the board
level to implement it, and it must now be determined if any
existing policies or standards need updating to reflect the
changes introduced by the exception. The exception should
also be assigned an effective duration in order to establish
how long it may be used and when it should be re-evaluated
for consideration as a standard or for retirement. This
process can be fast-tracked, but it is important to recognize
that any inputs for an emergency exception are as important
now as when creating the original standards and policies.
Key individuals still must look at the exception requirement
and evaluate how it fits in with the current infrastructure
environment and how it will affect other future strategies,
changes, and developments.

Effect on Other Standards or Policies

[0244] If a new policy of standard is developed as a result
of the exception, it is necessary to use the CMDB to
reference related standards or policies and other infrastruc-
ture categories that may be applicable to the excepted one.
It is not a certainty that an exception will trigger an update
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to the standard or policy—the exception may be a one-off
isolated occurrence. However, exceptions may eventually
require applicable standards to be rewritten or policies to be
reconsidered. For instance, a policy to use a certain vendor
would change if trust in that vendor was lost or if the vendor
became unable to ship products without incurring extra costs
for a variety of local reasons.

[0245] Most influences by which exceptions arise are
likely to be external to the organization; otherwise their
underlying cause would have been detected within the
review, change, development, and strategy relationships the
IE manager has built up with other areas.

Publish Standard or Policy and Update CMDB

[0246] The updated standard or policy is published and the
CMDB is updated with the new version, including any
updates to other related infrastructure policies and standards
that may have been instigated by the change. Changes to the
CMDB must also follow established procedures.

Summary

[0247] The following list summarizes the important points
discussed in this section.

[0248] Avoid exceptions where possible. Careful plan-
ning and execution of standard and policy settings
should avoid the need for most exceptions.

[0249] Treat exceptions as changes. They must be
approved and cataloged just as standards and policies.

[0250] Justify exceptions by cost and business value.

[0251] Examine the effect of exceptions on related
standards and policies.

Maintain Standards and Policies

[0252] The previous section described how standards and
policies are applied to changes that occur within the IT
environment. This section describes how the standards and
policies themselves should be managed. Standards and
policies are stored as configuration items (Cls) in the
CMDB; as standard changes they will follow the change
process used for other CMDB changes, as described in the
MOF guidance for the Change Management and Configu-
ration Management SMFs. However, the review process for
the standards and policies is presented here with additional
detail to assist in effective maintenance of the collected
standards and policies.

[0253] The standards and policies for each of the infra-
structure categories should be reviewed on a regular basis.
Reviews may be driven by changes to the existing policies
and standards typical to the daily evolution of an organiza-
tion, but it is also important to review the standards and
policies that have not been highlighted or questioned by
other changes or development projects. The timeline for
reviewing the categories is entirely up to each organization
and can be carried out by the role cluster responsible for
input to the policy or standard or by the area with the most
commonality to the category for the standard. For example,
security standards and policies would be reviewed by the
Security Administration SMF and Security Role Cluster,
service desk policy and standards by the Service Role
Cluster and, more specifically, the Service Desk SMF. The
process for the review is detailed in FIG. 12.
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Review Current Infrastructure Category Standard or Policy

[0254] Tt is useful to periodically review and report on the
existing infrastructure categories, standards, and policies. If
there are policies and standards that have been the subject of
much change and many exceptions, it might be useful to
re-evaluate if they are still relevant to the organization and,
if not, where the shortcomings in the communication pro-
cesses led to the mismatch. Similarly, there may be policies
and standards that have not been accessed or utilized, which
might indicate they are not adding real benefit through their
inclusion in the IE control model. At this point, it is also
useful to check compliance within the infrastructure with the
published standards, using such tools as Microsoft Systems
Management Server (SMS) 2003. A sudden decrease in
compliance could reveal the adoption of a non-standard
patch or perhaps implementation of a beta product prior to
acceptance as a standard. Such reviews are useful as a
“reality check™ on the contents and can either be carried out
on a scheduled basis or can be performed when deemed
appropriate by the Team Model role clusters.

Review Development Projects and Changes for the Category

[0255] As the IE SMF evolves within an organization, so
should the relationships with the IT development function,
the project management function, and the Change Manage-
ment SMF. Few surprises should arise as a result of mile-
stone reviews for project development since all projects will
be using existing policies and standards in order to work
through the change approval process. It is worth noting,
however, that if any surprises do occur in the pipeline of
future changes and infrastructure development, this indi-
cates that communication channels may need to be improved
between those responsible. Action should be taken to
address this as soon as possible, or the organization will not
benefit from the integrated service management approach
into which it has invested time and resources.

Review Strategy and Planning for the Category

[0256] As with the change and development relationship,
there should be few surprises arising from strategic infra-
structure planning if the IE manager has been successful in
gaining senior and strategy group endorsement of the value
of the IE SMF. If the IE processes are being perceived as
valuable, the strategy planning group should not only be
utilizing them, but demanding the creation of new policies
and standards. The information held by the IE SMF can
expose to strategists where corporate areas of potential
reusability exist, where various skills reside in the organi-
zation, and what their current IT capabilities are. This can all
be used to instigate cost-effective strategies for managing
the infrastructure environment. It is important to remember
that communication between the business strategists and the
IE team should be two-way, providing information and
guidance in both directions.

Are There Changes to Policies or Standards?

[0257] If there are changes to the standards or policies
following the review, these changes should be initiated and
directed through the change management process for Cls
and the CMDB.

Update Changes to Standard or Policy for Category

[0258] Once the changes are authorized and planned, they
can be deployed in line with the change management
process and updated to the CMDB.
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Update Status of Standard or Policy

[0259] The status of the CI for standards and policies
should be updated in the CMDB. The suggested status for
standards and policies changed as a result of the review
process is Reviewed; it is also suggested that other status
markers for standards and policies be used in line with those
already used in the CMDB—for instance, Current, Retired,
and Exception.

Publish Reviewed Standard or Policy and Add to CMDB

[0260] Ensure that any reviewed policy is republished and
publicized to the Team Model role clusters and other audi-
ences that may use it. If it is used regularly and has been
altered, it is important to highlight the changes to the regular
users to avoid any unintentional use of an old standard or
policy.

Summary

[0261] The following list summarizes the important points
discussed in this section.

[0262] Perform regular infrastructure reviews to ensure
that standards and policies stay applicable.

[0263] Update standards and policies to keep pace with
organizational requirements, applying change manage-
ment.

Roles and Responsibilities

[0264] This section looks at the various roles and respon-
sibilities within the Infrastructure Engineering SMF. It is
important to note that the roles here denote groups of tasks
to be performed and do not necessarily correspond to
organizational job titles or specific individuals. The majority
of effort expended in establishing and managing standards
and controlling their application across the infrastructure
will be performed by the MOF Infrastructure Role Cluster,
with the select use of virtual teams. The MOF Team Model
role clusters are illustrated in FIG. 13.

Infrastructure Engineering Manager

[0265] The IE manager has a coordinating role in the IE
SMF, similar to that of the role of the change manager in the
Change Management SMF. The role involves some techni-
cal decision making for approval and rejection of standards
and policies, but in general the IE manager does not need to
be technically cognizant of all areas of the infrastructure.
Although IT infrastructure and engineering skills should be
assumed qualifications for this role, the primary skill of the
IE manager is the ability to extract the best information from
the input groups, subject matter experts, Team Model role
clusters, and business and strategy groups in order to come
to agreement over a best-fit solution for the business.

[0266] In order to function effectively over such a wide
array of groups and responsibilities, the IE manager role
must be situated at the correct management level to be heard
and respected within the organization—by the business and
development organizations alike. Individuals filling this role
need to have authority to reject non-standard infrastructure
changes or development projects, or at least have a defined
escalation path to senior IT executive committee members if
they do not have the authority themselves.
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Infrastructure Role Cluster

[0267] The Infrastructure Role Cluster has the quality goal
of “management of physical environments and infrastruc-
ture tools.”

[0268] The roles within this cluster can perform many of
the tasks reviewed in this SMF guide. The policies or
standards within a particular infrastructure category will
typically be assigned to their corresponding area of respon-
sibility. For example, the standards and policies created for
storage elements of the infrastructure will be part of a
storage category, and the responsibility for input, mainte-
nance, and updating of the standards will be carried out by
those actively involved in the Storage Management SMF
and Operations Role Cluster.

Relationship to Other Processes

[0269] This section examines the relationship between the
Infrastructure Engineering SMF and the other SMFs in
MOF.

Changing Quadrant

[0270] There are three SMFs in the Changing Quadrant;
the IE SMF provides key input to all of them:

[0271] Change Management
[0272] Configuration Management
[0273] Release Management

[0274] Tt is useful here to review the diagram in FIG. 2
used at the outset of this document to illustrate the relation-
ship between the Changing Quadrant and IE. The IE SMF
controls engineering activities within the infrastructure, the
Change Management SMF manages the infrastructure envi-
ronment, and the Configuration Management SMF docu-
ments the standards and policies in use.

Change Management

[0275] The Change Management SMF has a close rela-
tionship with the IE SMF. The change authorization process
described in the Change Management SMF has become
formalized into the Change Initiation Review OMR in MOF
version 3. This process, culminating in a formal review,
requires that the initiator of a change complete the change
request in accordance with the requirements for a change of
that type and infrastructure category. For any change, the
RFC should either apply the existing policies and standards
for the change documentation submitted at the Change
Initiation Review, or otherwise follow the exception process.
Even exceptions must follow the change management pro-
cess and as such have an important commonality with the
Change Management SMF.

[0276] The change management process is, in itself, a
policy. Changes to this policy must themselves go through
change management. The Change Management SMF pro-
vides input to the IE SMF in terms of future changes that
may be in development as these may affect the standards and
policies being defined. In addition to this directly related
input, the Change Management SMF itself will define spe-
cific policies and standards. The creation of these is formu-
lated by the Change Management SMF, but agreement and
administration and alignment of these to other SMFs is
coordinated by the Infrastructure Engineering SMF.

Jul. 20, 2006

Configuration Management

[0277] As shown in FIG. 2, the Configuration Manage-
ment SMF stores the IE standards and policies as CIs in the
CMDB and ensures they are under the same level of control
and change management as the other ClIs. The CMDB is a
key source of information to the IE SMF during the setup
activities, and the two are used in conjunction in preparing
RFCs for change authorization. The CMDB holds all the
information on the infrastructure categories, the services
delivered by them, and the scope of their individual service
components, so it is a valuable source of information in
defining the scope and extent of the infrastructure environ-
ment.

[0278] TItalso facilitates, through its relational capabilities,
the mapping of relationships between infrastructure catego-
ries, policies, and standards.

Release Management

[0279] The Release Management SMF contributes its own
standards and policies to infrastructure engineering infor-
mation on, among other categories:

[0280] Release build requirements.
[0281] Release acceptance criteria.
[0282] Release planning.
Release Readiness Review

[0283] This review, the culmination of the change man-
agement process, applies infrastructure engineering stan-
dards and policies to confirm that current and appropriate
policies and standards for build and standards for releases to
different infrastructure categories have been used in the
change and release development.

Operating Quadrant

[0284] There are seven SMFs in the Operating Quadrant;
each is a valuable contributor to the standards and policies
in the Infrastructure Engineering SMF. These SMFs all
utilize standards and policies in their operation of the
infrastructure environment to ensure it is operated in a
controlled fashion. The Operating Quadrant SMFs are:

[0285] System Administration

[0286] Service Monitoring and Control
[0287] Network Administration

[0288] Directory Services Administration

[0289]
[0290] Storage Management
[0291] Job Scheduling
System Administration

[0292] The System Administration SMF contributes to the
Infrastructure Engineering SMF standards and policies per-
taining to the day-to-day administrative services that support
the infrastructure environment and business functionality.
The System Administration SMF guides the other SMFs in
the Operating Quadrant and, as such, has a coordinating role
in the use of standards and policies throughout operations.
While the Infrastructure Engineering SMF is largely respon-
sible for ensuring that IT standards and policies are applied
in the development of new additions or changes to the

Security Administration
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infrastructure, the System Administration SMF fulfills a
similar role in applying these to daily operations.

[0293] The system administration manager plays a key
role in defining how administration services are provided
and executed within the scope of the infrastructure environ-
ment—for instance, defining if the standard is centralized
administration, remote administration, delegated adminis-
tration, or distributed administration.

[0294] The System Administration SMF also uses the
documented policies and standards input from other SMFs,
role clusters, and infrastructure categories to ensure the
integration and effectiveness of their own system adminis-
tration solutions.

Service Monitoring and Control

[0295] Through the use of processes and technology, the
Service Monitoring and Control (SMC) SMF allows opera-
tions staff to observe the health of an IT service in real time.
SMC creates and uses policies for monitoring the services
available and ensures that it is monitoring those services
within the infrastructure environment. This activity adds real
value to the business function. The standards and policies
used by SMC in its monitoring function include, among
others:

[0296] Defined thresholds for services.
[0297] Escalation policies.
[0298] Response policies.

[0299] Tt also uses standards and policies related to other
infrastructure categories to plan future SMC requirements,
changes, and improvements.

Network Administration

[0300] The Network Administration SMF is responsible
for the maintenance of the physical components that make
up the organization’s network and as such is a key contribu-
tor to and user of the policies and standards of the Infra-
structure Engineering SMF. The Network Administration
SMF will contribute and coordinate input to policies for, as
a minimum:

[0301] Network skills required.

[0302] Network management processes and procedures.

[0303] Network technology products and tools.

[0304] Approved network vendors and service provid-
ers.

It will also develop standards, with other SMFs (if nec-
essary) for, among others:

[0305] Managing network faults.

[0306] Modification and expansion of the network.
[0307] Security of the network.

Directory Services Administration

[0308] The Directory Services Administration SMF is
tasked with ensuring that data is accessible when it is needed
by the authorized party. In this context, it is key for this SMF
to use policies and standards, and it contributes to the
definition of policies and standards in the areas of:

Jul. 20, 2006

[0309] Directory standard types.
[0310] Network operating systems.
[0311] Special purpose directories.

[0312] As directory services deals with the day-to-day
operation, maintenance, and support of the enterprise direc-
tory, it also provides input to and utilizes information from
the Capacity Management SMF and other SMFs for stan-
dards and policies relating to other infrastructure categories.

Security Administration

[0313] The Security Administration SMF ensures a safe
computing environment; policies and standards are key to its
success in this endeavor. In defining a set of repeatable and
strong security policies and standards for use across different
infrastructure categories and in contributing to the further
development, review, and increased maturity of these, the
Security Administration SMF works with the Infrastructure
Engineering SMF to deliver a secure, business-focused
solution to security risks. Policies created by the Security
Administration SMF include those supporting:

[0314] Data confidentiality.
[0315] Data integrity.

[0316] Data availability.
Standards include those supporting:

[0317] Identification.

[0318] Authentication.

[0319] Access control or authorization.
[0320] Confidentiality.

[0321] Data integrity.

[0322]
Storage Management

[0323] The Storage Management SMF deals with on-site
and off-site data storage, restoration, and archiving. It aims
to define, track, and maintain data for the production envi-
ronment. [t contributes to policies involving:

[0324] Handling classified data.
[0325] Outsourced data storage.

Non-repudiation.

[0326] Data storing, restoring, and recovering.
It will develop and contribute standards for:
[0327] Recovery requests.

[0328] Archiving data.

[0329] Media library.

Job Scheduling

[0330] The Job Scheduling SMF involves the efficient
organization of jobs and processes. It aims to meet agreed
service levels and to use capacity effectively and, as such,
can contribute to and use policies and standards that look at,
for example:

[0331] Scheduling procedures.
[0332] Capacity.
[0333] Bandwidth.
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[0334] Batch processing.
[0335] Scheduling tool utilization.
Operations Review

[0336] The OMR associated with the Operating Quadrant
is the Operations Review. Its primary function is to assess
the effectiveness of internal operating processes and proce-
dures on the delivery of the service.

[0337] The review is an IT-facing review and, as such, can
use the policies and standards in the Infrastructure Engi-
neering SMF as guidance during the review to examine the
controls and how they are used to meet SLA requirements.
Any improvements in the processes and procedures high-
lighted during this review should be forwarded for inclusion
in the next Infrastructure Engineering SMF review of stan-
dards and policies through the change process.

Supporting Quadrant

[0338] The Supporting Quadrant includes the processes,
procedures, tools, and staff required to identify, assign,
diagnose, track, and resolve incidents, problems, and
requests.

There are three SMFs supporting this quadrant:
[0339] Service Desk
[0340]
[0341] Problem Management

Service Desk

Incident Management

[0342] The service desk is the central single point of
contact between the IT organization and its customers. It is
a business-focused mechanism for which effective use of
standards and policies facilitates the delivery of a structured
service. It is a key contributor of standards and policies
where the customer is involved, for instance:

[0343] Escalation policies.
[0344] Customer interface policies.
[0345] Customer communication.

[0346] In addition to this, the service desk is also involved
directly in the restoration of service to the customer and, as
such, will contribute to standards, for example:

[0347] Service requests.
[0348]
[0349] Customer feedback.

[0350] Skill levels for service desk.

[0351] It may also highlight any exceptions to accepted
standards and policies that are in use if there is a break in
service and the policies are not in place to support and
operate the service in that area of the infrastructure envi-
ronment.

Incident reporting.

Incident Management

[0352] Incident management is the process of recording,
managing, and controlling incidents. This control element
means that the Incident Management SMF provides input to
the Infrastructure Engineering SMF in terms of:

[0353] Incident investigation, diagnosis, resolution, and
closure.

[0354] Incident categorization.
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[0355] Major incidents.

[0356] Communication guidance.
[0357] Knowledge management.
Problem Management

[0358] The Problem Management SMF investigates and
analyzes the root causes of incidents and provides informa-
tion to the Infrastructure Engineering SMF on:

[0359] Trend analysis.
[0360] Best fit and resilient solutions.
[0361] What not to use in future and lessons learned.

[0362] This information assists in creating a standard and
improved infrastructure environment.

Problem management uses information in other policies and
standards to improve its awareness of the environment,
enabling it to plan for a resilient environment.

SLA Review

[0363] The OMR associated with the Supporting Quadrant
is the SLA Review. This review is a key management
checkpoint and occurs at specified intervals (as documented
in the SLA).

[0364] The SLLA Review’s inputs to IE include promoting
the business strategy awareness and planning for future
requirements. It uses the IE SMF to further examine capa-
bilities and limitations in standards and policies for new
products or changes.

Optimizing Quadrant

[0365] The Optimizing Quadrant includes the service
management functions responsible for managing costs while
maintaining or improving service levels. Their activities
include reviews of outages and incidents and examinations
of cost structures, staff assessments, availability, and per-
formance analysis, as well as capacity forecasting. There are
eight SMFs supporting this quadrant, including Infrastruc-
ture Engineering:

[0366]
[0367]
[0368]
[0369]
[0370]
[0371]
[0372]

Service Level Management
Financial Management

Capacity Management

Availability Management

IT Service Continuity Management
Workforce Management

Security Management

Service Level Management

[0373] This SMF manages the quality of IT services by
negotiating, monitoring, and maintaining SLAs between the
IT service provider and its customers. The Service Level
Management SMF uses the information provided by the
Infrastructure Engineering SMF to improve the service
being delivered. It uses information on capabilities and
responsibilities available in the policies and standards to
ensure that SLAs are aligned to both business commitment
and IT reality.
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[0374] The cycle of agreement, monitoring, and reporting
uses input at each stage from the Infrastructure Engineering
SMF. Service level management is also likely to have its
own policies and standards—for instance, invoking an esca-
lation procedure, which it will contribute to the Infrastruc-
ture Engineering SMF. It provides data from the service
catalog when the Infrastructure Engineering SMF is first
being implemented in an organization. It also supplies this
information for review cycles and delivers additional infor-
mation from the service level manager in terms of business
direction and requirements from the infrastructure environ-
ment to document current and future strategies.

Financial Management

[0375] Financial management is the sound management of
costs in the IT environment. The Financial Management
SMF ensures that solutions used within the infrastructure
environment are cost effective. The Financial Management
SMF takes into account the financial data, potential revenue
and benefits, and cost-management techniques to ensure the
solutions selected by the organization are delivering on all of
these components. Financial management is a key input into
the Infrastructure Engineering SMF since it provides the
cost-benefit analysis that must be considered in developing
infrastructure engineering scope. The Financial Manage-
ment SMF also assists in documenting and developing
categories, policies, and standards used by the Infrastructure
Engineering SMF. Financial management’s contribution to
the Infrastructure Engineering SMF includes, among others,
the following examples:

[0376] Strategic partners
[0377] Suppliers
[0378] Selected solutions

Financial management also contributes to the develop-
ment of such standards as:

[0379] How to instigate a request to tender.

[0380] When to use legal departments for contract
review.

[0381] Payment of license agreements.
Capacity Management

[0382] Capacity management is the process of planning
sizing and controlling capacity to meet commitments to the
business organization, formalized in SLAs and OLAs. The
Capacity Management SMF’s input to the Infrastructure
Engineering SMF is therefore crucial. Capacity management
creates and contributes to the Infrastructure Engineering
SMF policies relating to the best control for the capacity
available, for example:

[0383] Optimizing resource usage.
[0384] Volume management.
[0385] Response time management.
[0386] Capacity planning.

It also creates standards for the implementation of these
policies for capacity management of the infrastructure
environment, for example:

[0387] Component capacity requirements.
[0388] Predicting future usage.
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[0389] Minimum resource requirements.
[0390] Workload sizing.

[0391] Tuning applications.

Availability Management

[0392] Availability management aims to ensure that IT
services meet customer-defined availability needs consis-
tently and cost-effectively. Availability in the infrastructure
environment means using the Infrastructure Engineering
SMF to control the availability of existing and new services,
maximizing investment, and using appropriate technology
choices. The Availability Management SMF creates policies
to control the infrastructure, which include:

[0393]
[0394]
[0395]
[0396]

It will also contribute standards relating to the availability
of the infrastructure, such as:

[0397]
[0398]
[0399]
[0400]

Availability objectives and constraints.
Key service component requirements.
Life cycle requirements.

Incident recovery.

Specific availability targets for components.
Risk countermeasures.

Use of recovery tools.

Downtime limits.

IT Service Continuity Management

[0401] IT service continuity management aims to ensure
that the infrastructure is still capable of delivering the
services to the business in the event of an unlikely system
failure. The continuity capabilities of the infrastructure are
key, and as such the IT Service Continuity Management
SMF delivers minimum requirements for the infrastructure
categories used in delivering services to be included in
policies and standards. These can be for all services if that
is cost justifiable. Policies for the infrastructure that may be
created and managed by this SMF may include:

[0402]
[0403]
[0404]
[0405]

Managing availability risk.
Countermeasure testing.
Release procedures.
Contingency planning.

It also creates more specific standards for the control of
the IT Service Continuity Management SMF within the
infrastructure environment, for instance:

[0406] Minimum requirements for IT service continu-
ity.

[0407] Formalizing IT service continuity requirements.

[0408] Failover instigation.

[0409] Restoration of infrastructure.

[0410] Escalation procedures.

[0411] The IT Service Continuity Management SMF pro-
vides control to the infrastructure environment and uses the
other information provided for its own control. For example,
knowing the policy for minimum capacity for infrastructure
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components is as necessary for an IT service continuity
secondary site as it is in the initial infrastructure; manage-
ment of any recovery infrastructure and its control is just as
important as that of the production infrastructure environ-
ment.

Workforce Management

[0412] The Workforce Management SMF manages the
recruitment, retention, education, and development of the
individuals employed in controlling the infrastructure envi-
ronment. As such, they use the information held in the
Infrastructure Engineering SMF policies and standards as
important guidance to meet the requirements for the work-
force in accordance with the strategic plans for the business.
For instance, if there is a strategic choice to move to
in-house development of new solutions, it is important to
mobilize the skill base and recruitment efforts to support the
strategy. As well as addressing the management of the
workforce, the Workforce Management SMF also considers
environmental components of the infrastructure, thereby
ensuring a safe, efficient, and predictable workplace, and
uses the information available in the standards and policies
to implement and control these components. Workforce
management may create policies, for example, around:

[0413] Hiring new staff.

[0414] Security for data center staff.

[0415] Minimum requirements for development staff.
[0416] Maximum working hours.

[0417] Use of part-time resources.

[0418] Use of contractual and outsourced workforce.

The Workforce Management SMF may also contribute to
the creation of standards, for instance:

[0419] Setting objectives.

[0420] Evaluating performance.

[0421] Administering recognition and rewards.
[0422] Ergonomic standards.

[0423] Training plans.

Security Management

[0424] The Security Management SMF relates specifically
to policies and standards that ensure protection and confi-
dentiality of data and users. In many organizations, these
standards and policies are stringently enforced by a separate
IT security group, but they can also be enforced through the
broader scope of infrastructure engineering. Examples of
security management policies and standards might include:

[0425] Standards for port settings for firewalls and
internet connections.

[0426] Policies for strong encryption of passwords.

[0427] Policies for physical security to data center
facilities.

Change Initiation Review

[0428] The OMR associated with the Optimizing Quad-
rant is the Change Initiation Review (formerly called the
Release Approved Review). The standards and policies
managed by the Infrastructure Engineering SMF must be
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demonstrably used by changes being sent for authorization.
Any plans required by the standard or policy for the infra-
structure category being changed must be assessed in this
review. In addition, the results of this review will be passed
back to the infrastructure engineering manager, as any
changes or impacts on the standard or policy may highlight
the need for future changes and reviews of the documented
policies and standards.

Key Performance Indicators

[0429] This section describes key performance indicators
for the Infrastructure Engineering SMF. A key performance
indicator is a measurable quantity against which specific
performance criteria can be set.

[0430] The following metrics are examples demonstrating
the effectiveness of the Infrastructure Engineering SMF:

0431 Enhanced management of standards and poli-
g p
cies.

[0432] Reduction in number of redundant policies and
standards.

[0433] Reduction in number of conflicting policies and
standards.

[0434] Decrease in number of exceptions to established
standards and policies.

[0435] Increased standardization of infrastructure hard-
ware and software.

[0436] Reduction in maintenance costs associated with
diverse implementations.

[0437] Reduction in acquisition costs for hardware.

[0438] Improved measurement of infrastructure com-
plexity (as variants/category for services or applica-
tions).

[0439] Reduction in development/deployment time of
projects and/or services, attributed to availability of
centralized standards and policies.

[0440] Reduction in changes rejected at Change Initia-
tion Review or Release Readiness Review, or cancelled
projects.

[0441] Reduced development/deployment costs associ-
ated with service/application compatibility and quality.

[0442] Reduction in number of security incidents.

Recommended Policies and Standards for IT Manage-
ment

[0443] A list of the standards and policies recommended
by MOF and ITIL are provided below. The list is adapted
from Annex 2B, “The contents of ICT policies, strategies,
architectures and plans,”/CT Infrastructure Management, p.
69. Published by ITIL, Office of Government Commerce.

[0444] Access policies and standards

[0445] Acceptance criteria standards and policies
[0446] Applications policies and standards
[0447] Business case standards

[0448] Business requirements standards

[0449] Cabling standards and policies
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[0450] Contract policies and standards

[0451] Communications policies and standards

[0452] Data policies and standards

[0453] Database standards and policies

[0454] Design standards and policies

[0455] Desktop and laptop policies and standards

[0456] Development standards, methods, and policies

[0457] Document and document library standards and
policies

[0458] E-commerce and e-business standards and poli-
cies

[0459] E-mail and groupware standards and policies

[0460] Environmental policies and standards

[0461] Functional requirements standards and policies

[0462] Handover standards and policies

[0463] IT security policies and standards

[0464] IT systems use, misuse, and abuse

[0465] IT technology standards and policies

[0466] Information standards and policies

[0467] Intranet standards and policies

[0468] ITT standards

[0469] Network standards and policies

[0470] Network addressing standards and policies

[0471] Planning standards and policies

[0472] Procurement standards and policies

[0473] Program standards and policies

[0474] Project methods

[0475] Project planning policies and standards

[0476] Project review standards and policies

[0477] Prototyping standards and policies

[0478] Quality standards and policies

[0479] Remote access standards and policies

[0480] Sign-off policies and standards

[0481] Statement of Requirement standards

[0482] Storage policies and standards

[0483] Supplier standards and policies

[0484] Testing policy and standards

[0485] User access policies and standards

[0486] User account and password management stan-

dards and policies

[0487] User interfaces and standards
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Example of Infrastructure Category Definition
Infrastructure Category:

Infrastructure Role Cluster
Hardware—Desktop and Laptop

Location:

U.K. and mainland Europe

Includes:

Desktop
[0488] IBM
[0489] Dell
[0490] Compaq
Laptop
[0491] IBM
[0492] Dell
[0493] Compaq

Out of Scope

Legacy terminals using accounts system—managed by
external contract with Cash Interface Co. Ltd

Notes:

All power and facilities for this location are provided under
the rental agreement with the property owners.

Hardware must conform to the power regulations laid out in
the contract for the rental agreement.

Any new requirements for inclusion to this category to be
submitted to the infrastructure engineering manager.

Sample of a Policy Template

Insert Infrastructure Category:

Insert Management Policy:

Insert Owner and Manager of Policy:

Insert Creation Date:
[0494] Detail the effective date of the policy.
[0495] The groups the policy is directed toward.
[0496] When the use of the policy applies.
[0497] What the policy applies to.
[0498] What infrastructure categories are affected by

the policy.

Exceptions

[0499] If available, detail if there are any exception
criteria known for the policy.

[0500] State the policy will otherwise apply to all
infrastructure and services.

[0501] Any new exceptions to the process will need to
be escalated to the owner and manager of the policy and
the infrastructure engineering manager.

Policy Control
[0502] This guidance is for insert policy.
It requires all groups to use the following guidelines:
Insert guidelines, including

[0503] Scope of policy.

[0504] Any limits to use of policy.

[0505] Include any SLA or OLA requirements for the
policy.
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[0506] Include any communication requirements.
[0507] Include any use of system requirements.
[0508] Include any process requirements.

[0509] Include any individuals accountable.

Support and Additional Information

[0510] Additional information to assist in determining
how to apply the above policy guidelines can be better
understood by reviewing the following documents:

Insert links to supporting documentation, policies, and stan-
dards.

[0511] Policy and standards documents are regularly
reviewed and updated to help you work efficiently. If you
have questions about insert policy heading tools, process
documentation, and other insert policy heading support-
related items, please contact insert policy owner or manager
e-mail.

Policies and standards are mandatory requirements and must
be adhered to when applying insert infrastructure policy
heading.

You are expected to review and adhere to the published
standards and policies. Non-compliance with the published
standards and policies will be escalated and actioned by
insert policy owner or infrastructure engineering manager.

EXAMPLES OF POLICIES

Example 1
Release Infrastructure Category
Change Management Policy
Owned by insert policy owner and manager
Insert creation date

Effective immediately, all insert relevant groups must use
the following policy guidelines when implementing insert
infrastructure category changes to all insert details infra-
structure environments.

Exceptions

[0512] These policies do not cover any detail exception
criteria currently known changes at this time, only changes
to infrastructure or services provided by insert relevant
groups. This announcement will provide the single process
for managing insert infrastructure environment and service
changes. Any new exceptions must be escalated to the policy
owner and infrastructure engineering manager.

Policy Control
This guidance is for using change management processes.
It requires all groups to use the following guidelines:

[0513] Only changes from the Known Change Type List
(KCTL) will be allowed.
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[0514] Any exceptions must be approved by the Change
Advisory Board (CAB) or Emergency Change Advi-
sory Board (ECAB).

[0515] All changes will require an RFC number and
request raised for entry into the approval process.

[0516] Non-Standard Scheduled Changes, as defined in
the KCTL, are all considered high impact (Sev 1) and
must be approved by the Change Advisory Board
(CAB).

[0517] Emergency Changes must be approved by the
Emergency Change Advisory Board (ECAB).

[0518] Standard/Routine Changes designated as
medium impact in the KCTL (typically Sev 2 or 3)
must be approved by the change manager. The operat-
ing level agreement for approval turnaround times on
these types of changes is 24 hours, Monday through
Friday. All changes for a given day will be batch
processed by 4 PM. (GMT+6). If a change is submitted
after 4 P.M., it will not be processed until the next
business day. For example:

[0519] For a change submitted at 4:01 P.M. Wednesday,
a response will be provided by 4:00 P.M. Thursday.

[0520] For a change submitted at 4:01 P.M. on a Friday,
a response will be provided by 4 P.M. the next business
day.

[0521] The subject line on Change Control records must
reflect the description of the change as shown in the
KCTL, and be preceded with the Change Approver
type abbreviation (for example, CAB for Change Advi-
sory Board, CM for Change Manager).

[0522] Bulk changes affecting multiple devices will be
allowed on a single RFC, and will follow the approval
process as defined by the KCTL for that change type.

[0523] All communications to the business must follow
the defined business communications policy and be
routed to the appropriate regional contact.

Support and Additional Information

[0524] Additional information to assist in determining
how to apply the above policy guidelines can be better
understood by reviewing supporting documentation found
at:

Insert Change Advisory Board (CAB)
Emergency Change Advisory Board (ECAB)
Known Change Type List (KCTL)

Change Management Communication Guidelines
Change Control Subject Line Coding Examples

[0525] Policy and standards documents are regularly
reviewed and updated to help you work efficiently. If you
have questions about insert policy heading tools, process
documentation, and other insert policy heading support-
related items, please contact insert policy owner or manager
e-mail.

Policies and standards are mandatory requirements and must
be adhered to when performing infrastructure and service
changes.
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You are expected to review and adhere to the published
standards and policies. Non-compliance with the published
standards and policies will be escalated and actioned by
insert policy owner or infrastructure engineering manager.

Example 2
Policy 10.2.4—Desktop Printers
Origin Date: Jun. 7, 2004
Last Revised Date: Jul. 20, 2004 Policy Number: 10.2.4

Owner(s): Mark Bebbington, DIR OF TECHNOLOGY
FULFILLMENT

Contact(s): Oliver Lee, ASSOCIATE PROGRAM MAN-
AGER Neil Charney, PROGRAM MANAGER

Summary:

[0526] The individual purchase of desktop printers is
strictly prohibited. Public printers are available in all build-
ings on all floors to employees for business use.

Body:

[0527] Desktop printers shall not be purchased for indi-
vidual employee or group use. Public printers yield a much
lower cost per page, improved print quality, and greater
processing efficiency than desktop printing devices. The
primary reason that many give for needing a desktop printer
is document security. By using the “secure print” feature on
public multi-functional printers, sensitive and confidential
documents can be sent and temporarily stored on the public
printer until the employee arrives at the device to begin
printing. Because a personal identification number (PIN) is
required for secure printing on public multi-functional print-
ers, the only employee who can retrieve the document is the
person who generates the secure print job. This ensures that
documents remain private and secure until you physically
release them for printing.

Exceptions:

[0528] Exceptions to this policy require general manager
approval.

Enforcement:

[0529] Employees who fail to comply with corporate
policies may be subject to disciplinary action up to and
including termination of employment.

Reporting Treatment:

Not applicable

Application:

This policy applies to all employees worldwide.
Related Documents:

External Documents: Desktop Printer FAQ
Keywords: buy, printer, purchase

Virtual Categories:

Appendix E: Sample of a Standard Template
Insert Infrastructure Category:

Insert Management Standard:

Insert Owner and Manager of Standard:
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Insert Creation Date:
[0530]
[0531]
[0532]
[0533]

Detail the effective date of the standard.
The groups the standard is directed toward.
When the use of the standard applies.
What the standard applies to.

[0534] What infrastructure categories are affected by
the standard

Exceptions:

[0535] If available, detail if there are any exception

criteria known for the standard.

[0536] State the standard will otherwise apply to all
relevant infrastructure and services.

[0537] Any new exceptions to the standard will need to
be escalated to the owner and manager of the policy and
the infrastructure engineering manager.

Standard Control

This guidance is for insert standard.

It requires all groups to use the following guidelines:
Insert guidelines, including

[0538] Scope of standard.

[0539] Any limits to use of standard.

[0540] Include any SLA or OLA requirements for the
standard.

[0541] Include any communication requirements.
[0542]
[0543]
[0544]
Support and Additional Information

Include any use of system requirements.
Include any process requirements.

Include any individuals accountable.

Additional information to assist in determining how to
apply the above standard can be better understood by
reviewing the following documents:

Insert links to supporting documentation, policies, and
standards.

Policy and standards documents are regularly reviewed
and updated to help you work efficiently. If you have
questions about insert standard heading tools, process
documentation, and other insert standard heading sup-
port-related items, please contact insert standard owner
or manager e-mail.

Policies and standards are mandatory requirements and
must be adhered to when applying insert infrastructure
standard heading.

You are expected to review and adhere to the published
standards and policies. Non-compliance with the pub-
lished standards and policies will be escalated and
actioned by insert standard owner or infrastructure
engineering manager.

Example of a Standard
Hardware Control and Operability Category
Low-end SQL Server Standard
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Owned by insert policy owner and manager
Insert Creation Date

Effective immediately, all insert relevant groups must use
the following standard guidelines when implementing
new installations or upgrades of SQL Server to all data
center infrastructure environments.

Exceptions

These policies do not cover any detail exception criteria
currently known changes at this time, only changes to
infrastructure or services provided by insert relevant
groups.

This announcement will provide the single standard for
the procurement and installation of new low-end serv-
ers running SQL Server in a corporate data center. Any
new exceptions must be escalated to the policy owner
and infrastructure engineering manager.

Standard Control

This guidance is for procuring and installing new low-end
(2 processor) hardware for operating SQL Server in a
data center.

It requires all groups to use the following guidelines:

Low-End (2-Processor) Server Configurations for SQL
Server

[0545] As shown in Table 5, the low-end SQL Server
configuration is designed for specific data collection situa-
tions were low cost is desired and low performance is
acceptable. These configurations are not intended to be used
for typical SQL Server applications with large queries or
many users. Performance is explicitly sacrificed for specific
situations.
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documentation, and other insert policy heading support-
related items, please contact insert policy owner or manager
e-mail.

Standards and policies are mandatory requirements and must
be adhered to when performing infrastructure and service
changes.

[0547] You are expected to review and adhere to the
published standards and policies. Non-compliance with the
published standards and policies will be escalated and
evaluated for action by insert policy owner or infrastructure
engineering manager.

Change Management SMF

[0548] In one embodiment, the goal of the Change Man-
agement SMF is to provide a disciplined process for intro-
ducing required changes into the IT environment with mini-
mal disruption to ongoing operations. To achieve this goal,
the change management process includes the following
objectives:

[0549] To formally initiate a change through the sub-
mission of a request for change (RFC).

[0550] To assign a priority and a category to the change
after assessing its urgency and its impact on the infra-
structure or end users. This assignment affects the
speed at which the change will be addressed and the
route it takes for authorization.

[0551] To establish an efficient process for passing the
RFC to a change manager and the change advisory
board (CAB) for approval or rejection of the change.

[0552] To plan the deployment of the change, a process
that can vary immensely in scope and includes reviews
at key interim milestones.

TABLE 5

Class Vendor SKU Price Description Size
10 GB HP SKU-EXMPL- $x,xxx.xx HP DL380-G3; (2) XeonDP/ 2U
SQL HPServl 3.06 GHz; 1 GB RAM; 51.6 GB

Total HD Capacity; 10 GB

DB Capacity; iLO; Redundant

Power Supplies, Redundant

Fans
10 GB  Dell SKU-EXMPL-  $x,xxx.xx Dell PE2650; (2) XeonDP/ 2U
SQL DELLServ1 3.06 GHz; 1 GB RAM; 51.6 GB

Total HD Capacity; 10 GB
DB Capacity; Redundant
Power Supplies; DVD;
Platinum Support [Quote#
119641524]

Support and Additional Information

Additional information to assist in determining how to apply
the above standard guidelines can be better understood by
reviewing supporting documentation found at:

Insert CMDB Entry
Insert Hardware Procurement Policy Links

[0546] Standards and policy documents are regularly
reviewed and updated to help you work efficiently. If you
have questions about insert policy heading tools, process

[0553] To work with the Release Management SMF,
which is embedded within the change management
process and manages the release and deployment of
changes into the production environment. For more
information about the Release Management SMF, see
http://www.microsoft.com/technet/itsolutions/cits/mo/
smf/default.mspx.

[0554] To conduct a post-implementation process that
reviews whether the change has achieved the goals that
were established for it and determines whether to keep
the change or back it out.
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Key Definitions

CAB emergency committee (CAB/EC). The subset of the
CAB that deals only with emergency changes. It is
established to be able to meet on short notice to
authorize or reject changes with emergency priority.

Change. Any new IT component deliberately introduced
to the IT environment that may affect an IT service
level or otherwise affect the functioning of the envi-
ronment or one of its components.

Change advisory board (CAB). The CAB is a cross-
functional group set up to evaluate change requests for
business need, priority, cost/benefit, and potential
impacts to other systems or processes. Typically the
CAB will make recommendations for implementation,
further analysis, deferment, or cancellation.

Change category. The measurement of a change’s deploy-
ment impact on IT and the business. The change
complexity and resources required, including people,
money, and time, are measured to determine the cat-
egory. The risk of the deployment, including potential
service downtime, is also a factor.

Change initiator. A person who initiates a request for
change; this person can be a business representative or
a member of the IT organization.

Change manager. The role that has the overall manage-
ment responsibility for the change management process
in the IT organization.

Change owner. The role that is responsible for planning
and implementing a change in the IT environment. The
change owner role is assigned to an individual for a
particular change by the change manager and assumes
responsibilities upon receiving an approved RFC. The
change owner is required to follow the approved
change schedule.

Change priority. A change classification that determines
the speed with which a requested change is to be
approved and deployed. The urgency of the need for the
solution and the business risk of not implementing the
change are the main criteria used to determine the
priority.

Configuration item (CI). An IT component that is under
configuration management control. Each CI can be
composed of other Cls. CIs may vary widely in com-
plexity, size, and type, from an entire system (including
all hardware, software, and documentation) to a single
software module or a minor hardware component.

Release. A collection of one or more changes that includes
new and/or changed configuration items that are tested
and then introduced into the production environment.

Request for change (RFC). This is the formal change
request, including a description of the change, compo-
nents affected, business need, cost estimates, risk
assessment, resource requirements, and approval sta-
tus.

Processes and Activities
Process Flow Summary

[0555] In the context of change management, change is
defined as anything-hardware, software, system compo-
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nents, services, documents, or processes—that is deliber-
ately introduced into the IT environment and may affect an
IT service level agreement (SLA) or otherwise affect the
functioning of the environment or one of its components.
Changes can be either permanent or temporary. Changes can
completely replace a current version of a component, either
with a new component or a changed version of the compo-
nent, or they can involve the installation of a completely
different component or the removal of an outdated one.

[0556] Whether permanent or temporary, new or revised,
all changes falling under this definition must be managed by
the change management process. Change management
should manage all changes within the IT environment. This
is important because changes may:

[0557] Affect multiple users.

[0558] Potentially disrupt mission- or business-critical
services.

[0559] Involve hardware (such as servers or networking
equipment) or software modifications.

[0560] Affect data stored in IT systems. (This is depen-
dent on the type of data—for example, updating a price
list on an e-commerce website should be controlled by
the change management process, whereas updating
customer information in a company’s database would
not be controlled in this way.)

[0561] Involve operational and process modifications
that affect multiple users.

Change can be graphically represented as a process flow
diagram, shown in FIG. 14, that presents the key tasks
needed to be performed in order to successfully deploy
a change.

[0562] This high-level diagram can be further organized to
provide detailed end-to-end process descriptions that, if
followed, provide the comprehensive blueprint for the
change management process. Diagrams illustrating these
detailed change management processes are discussed below.

[0563] The release management process is embedded into
the change management process; further information on the
specifics of release management can be obtained from the
Release Management Service Management Function Guide,
which is available at http://www.microsoft.com/mof.)

Change Request

[0564] Typically, any person within a business environ-
ment can request a change and, by doing so, become a
change initiator. Because the pool of potential change ini-
tiators is large and consists of people with varying degrees
of familiarity with the procedures involved, a process is
required that produces change requests of consistent quality
and completeness and discards irrelevant requests.

[0565] Although a change request can be requested by
anyone in the business, it is typically initiated and submitted
by one of the MOF Team Model role clusters, as shown in
Table 6. Normally, each role cluster submits requests for
changes relating to its area of responsibility.
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TABLE 6
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Role Cluster Type of Change Request

Infrastructure ~ New systems and improvements to existing systems and infrastructure.

Operations Changes that affect or improve day-to-day operations of the
technology.

Partner Third-party and supplier-related changes-for example, changes to an
outsourced partner system affecting in-house systems.

Release Changes to the change, configuration, and release management
systems and processes.

Security Changes to security processes-for example, authentication or
network security improvements.

Support Changes enabling incident and problem resolution and changes to the
help desk system.

Service Changes driven by new service level requirements, service

improvement projects, or business strategy.

[0566] The process for requesting a change is shown in
FIG. 15.

[0567] A need for change, whether it is an improvement to
or phasing out of an existing service or the creation of a new
one, drives the change management process. Within a con-
trolled change management process, these needs all prompt
the creation of a request for change (RFC). The RFC is a
standard document in which all relevant information about
the proposed change is recorded, ranging from basic facts
about the change (for example, change to a field name on a
data base system) to more detailed information, such as the
wider-reaching effects of the change (for example, the
systems that interact with or report on the changed field
name).

[0568] The RFC must answer the what, why, who, when,
where, and how questions of the proposed change. It must
describe the change, the effort it will take to implement the
change and by whom, the method of implementation, and
the configuration items involved. It also includes supporting
information about the purpose of the change, its impact on
the organization, the backout plan in case of failure, the cost
of the change, the budget approval sign-off if necessary, and
the urgency of the proposed change. It should contain
sufficient information to allow the change manager to
quickly and accurately assess the change at the initial
screening stage and again at its official review stages for
approval or rejection.

[0569] The RFC should be created in a standard format,
which ensures that the change initiator provides sufficient
information to the change manager and subsequently the
CAB to enable them to decide whether to implement the
change. Using a standard format also forces the change
initiator to identify and fully document the scope, implica-
tions, and risks of the change being requested, as well as the
plans for recovery should the change be unsuccessful. In
many cases, the change initiator will not know or fully
understand the implications of the change. For this reason,
the RFC needs to be considered by all of the MOF Team
Model role clusters to determine the change’s possible
impact on IT operations.

[0570] The RFC becomes the point of reference for all
activities associated with the change. Using a standard
format, such as a template in Microsoft Word, a Microsoft
Outlook® mail form, a Microsoft InfoPath™ form, or a Web
form, which can be easily accessed by all interested parties
at any time, can be useful.

[0571] To aid the change management process, the RFC
form can have validated, mandatory, and optional fields for
completion to ensure that essential information is completed
as early as possible and to reduce the need to return the RFC
to the initiator for further information before it can be
reviewed.

Create a Request for Change

[0572] A person (the change initiator) who wants to make
a change to any part of the IT infrastructure governed by the
change management process begins the process by complet-
ing an RFC. Events that typically generate an RFC include:

[0573] A proposed resolution to an incident or problem.

[0574] User or customer dissatisfaction expressed
through a customer liaison (often the service desk) or
from service level management metrics prompting an
improvement to the service.

[0575] The proposed introduction or removal of a con-
figuration item (CI).

[0576] A proposed upgrade to some component of the
infrastructure.

[0577] Business strategy influencing the requirements
from IT.

[0578] New or changed legislation prompting service
changes.

[0579] Physical location changes.

[0580] Product or service changes from vendors or
contractors.

[0581] The change initiator may be in the right position in
the business to submit the change, but may not always be
familiar with the IT environment itself. In these instances, a
change owner from the IT environment should be assigned
who will be able to provide the necessary information
relating to the technology specifics of the change for the
RFC.

RFC Information

[0582] When completing the RFC, the change initiator
should provide as much of the following information as
possible:

[0583] The change initiator’s name, position, and con-
tact information.
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[0584] The change owner’s name, position, and contact
information.

[0585] Description of the change, that is, a full account
of the nature of the change.

[0586] A suggestion for the priority and category of the
change based on the information available.

[0587] Problem report (PR) number of any problem that
relates to the change, or incident numbers, if known.

[0588] Description and identity of any items to be
changed, including identification of the Cls.

[0589] Reason for the change.

[0590] A cost-benefit analysis of the change and bud-
getary approval, if required.

[0591] Implications of not implementing the change,
including any SLA that is at risk.

[0592] Impact and resource assessment, that is, which
users will be affected and how big the effect.

[0593] Location of the release and a suggested imple-
mentation plan with timescales.

[0594] Backout plan including triggers and decision-
maker contact details.

[0595]
plans.

[0596] Risk involved in making the change.

Impact on business continuity and contingency

[0597] The change initiator might also need to provide
supporting documentation, such as the business case, cost-
benefit analysis, or proposed implementation plan, to the
change manager and others involved in the change approval
process.

Two of the RFC items in the change initiator’s list—the
recommended or proposed change priority and category—
merit further explanation.

Change Priority

[0598] There is often a degree of confusion surrounding
the definition of priority; the dictionary definition states:
“Precedence, especially established by order of importance
or urgency.”

[0599] In the change management process, the urgency is
determined by how quickly a change is required by the
business. There are four recommended levels of priorities:

[0600] Emergency. A change that, if not implemented
immediately, will leave the organization open to huge
risk—for example, applying a security patch.

[0601] High. A change that is important for the organi-
zation and must be implemented soon—for example,
an upgrade in line with new legislation requirements.

[0602] Medium. A change that should be implemented
to gain benefit from the changed service—for example,
between versions upgrade to a customer feedback ser-
vice.

[0603] Low. A change that is not pressing but would be
advantageous—for example, a “nice to have” addition
to a user profile.
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[0604] These priority levels have been defined according
to industry best practice. However, depending on organiza-
tional size, organizational structure, and the underlying
SLAs existing between the IT department and the business
it serves, organizations might need to modify their own
priority definitions. In some organizations, for instance, if
the individual who wants to add the “nice to have” addition
to his or her user profile works in a business-critical area,
then the change may be perceived as being a high priority.
Conversely, if that same change is requested for a business
area that is being phased out, the change may be perceived
as a low priority. It is essential that each organization
consider the correct use of these priorities for its own
environment, since these priorities determine when and how
the change is to be implemented. They also determine the
order in which change requests are reviewed.

[0605] Tt is important to note, however, that an emergency
priority change differs from the other change priorities in
that it takes a different path through the review process in
order to implement the change as quickly as possible. This
priority is reserved for only those changes that, if not
implemented quickly, might seriously affect service levels or
result in a large cost to the business. Emergency changes
must be kept to an absolute minimum due to the increased
risk involved in implementing them; their use should not
replace good planning practices.

Change Category

[0606] Whereas the priority of a change indicates how
urgently a change is required to be implemented, the cat-
egory of a change is used to define the change’s impact on
the infrastructure, users, or business. For example, does the
change affect one user, a department, or every user in the
organization? Does the change involve updating a single
switch, or is it a complete overhaul of the network? The
answers to such questions determine the category of the
change.

[0607] As with priorities, the decision of what constitutes
each category of change is determined by the individual
organization. As a suggestion, the following categories have
been used effectively in other organizations.

[0608] Major. A change where the impact on the group
could be massive—for example, a departmental or
corporate-wide change, or a network-wide or service-
wide change.

[0609] Significant. A change where the effect is wide-
spread, but not massive—for example, a change affect-
ing a group within a department or a specific group of
Cls.

[0610] Minor. A change affecting small numbers of
individuals or CIs—for example, a change to a printer
used by a department consisting of just a few members.

[0611] Standard. A change that has been performed
before and is part of the operational practice of the
business—for example, an update to a user profile.

[0612] As with the change priority, the change category is
also tied to the specific organization. A change affecting a
particular department may be deemed significant in some
organizations but may only be considered a standard cat-
egory in another organization in which that department is
regarded as less critical to the business. The same is true for
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changes to the delivery of specific services or the use of
certain products. The information for defining the categories
should be gathered from the Service Role Cluster, service
catalog, and Service

Level Management SMF.

[0613] One category of change that needs special atten-
tion, however, is called a standard change in this guide. A
standard change falls at the bottom of the category scale in
that its impact is low in terms of effect on users or infra-
structure. The effort required to implement it is also rela-
tively small, and its risk to the environment is correspond-
ingly low.

[0614] A set of standard changes and standard procedures
for implementing them is normally predefined by the change
advisory board (CAB). This set of standard changes can be
automatically approved without needing to be voted upon by
the CAB or the change manager, thereby taking a shorter
route through the change approval process. Only changes
that fall into the predefined standard set can be classified as
such. Examples of standard changes include regularly
scheduled maintenance, frequently performed administra-
tive tasks (such as profile changes), and lesser service
requests.

Submit the RFC for Approval

[0615] The change initiator documents all the information
necessary to describe a proposed change and submits the
RFC to the change manager. (The change manager role is
one of the roles included in the Release Role Cluster of the
MOF Team Model. See the MOF Team Modelfor Operations
paper for more information about role clusters.) In order to
provide an initial level of screening and “reality” checking
of RFCs, the number of users in an organization who have
the authority to submit RFCs should be limited. If other
users wish to initiate an RFC, someone else must first
approve it before it can be formally submitted and passed to
the change manager.

Screen RFC

[0616] Following its submission, the new RFC must be
screened. This screening process is not concerned with the
validity or approval of the change request, but determines
whether a decision to authorize or deny the change can be
made based on the information in the RFC and any refer-
ences made by the RFC.

[0617] This initial screening must be carried out by some-
one who has been given the authority to screen an RFC or
by the initiator’s manager. Such a chain of pre-approvals
should be kept short—otherwise it becomes an administra-
tive and logistical burden, subject to error.

This screening process should include:

[0618] A reality check to ensure that the RFC is appro-
priate. Because any user can create an RFC, it means
that RFCs might be generated that are:

[0619] Not relevant to the IT change management
process.

[0620] Not detailed enough.

[0621] Not fully understood as to their implications.
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[0622] Not completed correctly due to the change
initiator’s lack of knowledge of the change manage-
ment process.

[0623] Addition of missing information needed by
evaluators to fully understand the impact of the change
(for example, impact analysis results from the change
management database).

[0624] Reclassification of the priority and category if
appropriate. If an RFC has been submitted as a standard
change, for example, but does not conform to one of the
predefined types of standard change, then it must be
reclassified.

[0625] The person designated to screen RFCs is respon-
sible for carrying out the screening of the RFC and other
actions within a set period of time, depending on the priority
of the requested change. Emergency changes should have a
much shorter time limit for screening than non-emergency
changes. These times are defined in an SLA. For those times
when the change manager is unavailable or otherwise unable
to screen RFCs within the set time limit, a change manager
deputy or deputies should be designated and given the
authority to act in the change manager’s place.

[0626] Ifthe RFC is not screened within the set time limit,
it should be automatically escalated to someone who has
been designated as an alternate screener. This notification
can be done through e-mail. If appropriate, this e-mail could
also be copied to the IT executive committee or another
escalation path. The details should also appear on a monthly
escalation report to enable higher-level visibility. The fact
that the RFC was not screened within the defined time limit
should be added to the change log for that RFC.

[0627] Ifthe person designated to screen RFCs determines
that the RFC does not contain sufficient information for a
decision to be made, the RFC is returned to the change
initiator. The change manager specifies in the change log the
additional information that is required and the reasons for
needing it. The RFC status is set to pending and the change
initiator should be informed. The change initiator can then
add more information to the RFC and resubmit it, at which
point the timeout period for screening restarts.

[0628] In the case of an RFC that has been returned for
more information, the change initiator should resubmit it in
a timely manner to prevent a build-up of pending RFCs
awaiting resubmission or initial screening.

[0629] If the screening determines that the RFC has
enough content and supporting information to warrant the
discussion and authorization of the change, then the change
log is updated and the change initiator is informed, and the
RFC passes to the change classification stage.

[0630] Once an RFC has been screened, the change man-
ager assigns it an ID for tracking purposes and records the
fact the RFC has passed screening in the change log. The
change log is a key component of change management and
ensures all changes are controlled and reportable by the
change manager. It acts as the repository of a detailed history
of all changes—from RFC creation to change release or
cancellation—and is updated with each change in status of
the RFC. Organizations may decide to have the change log
be a separate database or contained within the CMDB.
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Summary

In summary, the process for requesting a change consists of
the following steps:

[0631] The change initiator creates and submits a full
account of the change needed in the form of an RFC.

[0632] A designated screener determines whether there
is sufficient information present in the RFC for it to be
authorized.

[0633] If sufficient information is not present, the
screener returns the RFC to the initiator for more
details to be added where required.

[0634] This cyclical process results in a screened RFC
ready for entry into the change classification process.

Change Classification

[0635] At this stage, the change request has passed the
initial screening although it has not yet been approved. The
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change manager for reevaluation. The change manager may
adjust the priority if he or she does not think the priority
suggested by the change initiator is correct or if a change
having an emergency priority was not deemed to be an
emergency by the change advisory board emergency com-
mittee (CAB/EC).

[0639] Ifthe change manager adjusts the priority, he or she
also records the adjustment in the change log, together with
the reasons for it. In all cases, the change log should record
the adjusted priority of the change, along with the name and
contact details of the change manager making the decision.

Change Priority Classifications

[0640] As mentioned previously, priority is derived from
the need for the change. The priority rating is used to decide
how quickly changes will be evaluated and implemented.
Although each organization can define its own priority
levels, Table 7 further illustrates the four-level classification
system summarized in the change request phase.

TABLE 7

Priority

Priority Definition

Emergency

High

Medium

Causing loss of service or severe usability problems to a large number of
users, a mission-critical system, or some equally serious problem.
Immediate action required. Emergency meetings of the CAB or
CAB/EC may need to be convened. Resources may need to be
immediately allocated to deploy such authorized changes.

Severely affecting some users or having an impact upon a large number
of users. To be given highest priority for change building, testing, and
implementation resources.

No severe impact, but rectification of an incident cannot be deferred
until the next scheduled upgrade, for example. To be allocated medium
priority for resources.

A change is justified and necessary, but can wait until the next
scheduled release or upgrade. To be allocated resources accordingly.

In the case of an emergency change being submitted, the change will immediately follow
the specific fast-track path to be authorized by the CAB/EC as described later in this

guide.

next requirement is to classify the priority and category of
the change. Even though the priority and classification have
been entered by the change initiator, the change manager or
a designated deputy reviews them and has the authority to
change them if necessary.

[0636] The process for change classification is shown in
the flow chart in FIG. 16 and indicates the path that the RFC
will take through subsequent processes. (All the action on
the flow chart is performed by the change manager or
deputy.)

[0637] The change manager reviews the RFC priority
level suggested by the initiator and accepts or changes it.
The priority level of the RFC affects how quickly the CAB
will review the change request and how soon it will be
implemented if approved. The change manager oversees all
changes submitted and thus is in a good position to adjust the
priority of the RFC compared to the priority of other RFCs.

[0638] Due to its direct effect on the order and timing of
the review and implementation processes, setting priorities
is extremely important. It is particularly important to assign
the emergency priority classification to those changes call-
ing for it since it expedites their path through the change
process. This is also the point where RFCs that have been
incorrectly prioritized previously are resubmitted to the

Set RFC Category

[0641] As with change priority, the change manager
reviews the change category of the RFC submitted by the
change initiator and accepts it or changes it as needed.
Because several different tools and technologies may be
needed to perform this task effectively, the change manager
may call on subject matter experts (SMEs), technical
experts, and third-party suppliers (as needed) to assist in the
change categorization. To identify the IT components that
will be affected by a change, for example, impact analysis
needs to be performed on the CMDB. Information stored in
Microsoft Systems Management Server (SMS) or Microsoft
Active Directory® directory service may also provide infor-
mation relevant to the change category.

[0642] The change category determines the path that most
RFCs will take through the change management process.
Standard changes, however, take a slightly different path
compared to the other change categories in that they are
automatically approved. The change manager must ensure
that a change that has been classified as standard matches
one of the change types predefined by the CAB as a standard
change and is therefore safe to preapprove for deployment.
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[0643] In all cases, the change log should record the
category of the change along with the name and contact
details of the change manager making the final decision.

Change Category Classifications

[0644] Whereas the change priority indicates how quickly
a change should be implemented, the change category, as
explained earlier, is a measure of the size of the change’s
impact on users, the business, or the IT infrastructure.
Organizations can tailor their change categories to their own
needs. However, Table 8 illustrates a possible means of
distinguishing the four categories and supplements the infor-
mation provided in the change request phase.

TABLE 8

Jul. 20, 2006

[0653] Emergency priority changes are escalated to the
CABV/EC for fast-track approval.

[0654] Standard changes are approved automatically
and progress directly to the change development and
release phase.

[0655] Minor changes can be approved by the change
manager without reference to the CAB.

[0656] All other changes must be approved by the CAB.

[0657] These approval processes are discussed in greater
detail below. In each case, the appropriate person or body
makes a decision on whether the change should be imple-
mented based on the information supplied in the RFC.

Category  Category Definition

Major
critical system. The change may be new technology or a

Involves potential impact on the highest percentage of users or a business-

configuration change. It may involve downtime of the network or a service.
Significant Affects a high percentage of users. The change is a nonstandard change,
such as a new product, new users, or network changes, and may involve

downtime of the network or a service.

Minor Affects a smaller percentage of users and risk is less because of the
organization’s experience level with the proposed change.
Standard ~ Affects the smallest percentage of users and has a set release process.

[0645] Summary
[0646]

[0647] Classifies the priority of the change by the
urgency for the RFC to be deployed in terms of
business need.

[0648] Classifies the category of the RFC by the nature
of the change to be performed in the RFC.

In summary, the change classification process:

[0649] Defines the path to follow for emergency
changes, which go straight to the CAB/EC.

[0650] Defines the path for standard changes that have
been preauthorized.

[0651] Defines the path for other changes for approval
from the change manager, CAB, or CAB/EC.

Change Authorization

[0652] After a change has been correctly prioritized and
categorized by the change manager, the change must be
authorized. The process of authorizing a change request
depends upon the category and priority of the change:

[0658] If the RFC is rejected and the change is not
approved, the RFC is closed and the change initiator is
informed of the decision. The reasons for the rejection are
added to the change log. After it has been closed, an RFC
cannot be reopened. If the change initiator wishes to resub-
mit the request, he or she must open a new RFC, make
reference to the original, rejected RFC, and add any addi-
tional information that is necessary to get the request
approved. The recorded reasons for the denial of the original
RFC should give an indication of the extra information that
might be needed. All SLA timings defined for the different
stages of the change process (for example, time to initial
screening) are restarted because it is a new RFC. If the RFC
is time critical, the resubmitted RFC may need to be given
an increased priority over the original due to the delays
incurred during the processing of the original request.

[0659] The activities of the MOF Team Model role clus-
ters within change authorization depend on the size and
nature of the change. Table 9 provides examples of each
role’s involvement.

TABLE 9

Significant and
Role Cluster Standard Change Minor Change Emergency Change Major Change
Infrastructure  Preauthorized Not involved ~ CAB member CAB member
Operations Preauthorized Not involved ~ CAB member CAB member
Partner Preauthorized Not involved ~ CAB member CAB member
Release Authorize Authorize CAB member CAB member
Security Preauthorized Not involved ~ CAB member CAB member
Support Preauthorized Not involved ~ CAB member CAB member
Service Preauthorized Not involved ~ CAB member CAB member
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Authorize Standard Changes

[0660] A standard change is a change to the infrastructure
that follows an established path, is relatively common, and
is the accepted solution to a specific requirement or set of
requirements. Examples might include password changes or
updates to certain document templates. The crucial elements
of a standard change are:

[0661] The tasks are well-known and proven.

[0662] Authority is effectively given in advance by the
CAB.

[0663] The change process can usually be initiated by
the service desk.

[0664] Budgetary approval is typically preordained or
within the control of the initiator.

[0665] Standard changes are automatically approved and
move straight to the change deployment phase of the change
management process (see the Change Development and
Release section). Because the types of changes that have
been preapproved as standard changes are known to have a
low impact on the environment and are a low risk to it, they
do not need to be reviewed again by the CAB or even the
change manager. This, however, means that care must be
taken during the initial screening to ensure that a change
request that has been categorized as standard is, indeed, one
of the preapproved change types.

Authorize Minor Changes

[0666] A minor change is one that falls near the end of the
categorization scale—one that has a low impact and risk. It
differs from a standard change in that although the risk is
low, the change may not have been performed before and
therefore has to be approved. What actually constitutes a
minor change depends upon the criteria chosen by the
organization. Because the impact and risk of a minor change
are low and the requirement for resources to implement the
change is small, a minor change does not need to go before
the CAB for approval. Instead, the change manager has the
authority to approve or reject the change. The change
manager still has the option to present the RFC to the CAB
if he or she thinks it necessary.

[0667] The process of authorization of minor changes by
the change manager is shown in the flow chart in FIG. 17.

[0668] If the information in the RFC is not sufficient to
allow the change manager to make a decision, the change
manager should contact the change initiator to obtain the
required information.

[0669] When sufficient information is available to make a
decision, the change manager applies the usual criteria for
accepting or rejecting the RFC. Applying these criteria
should provide answers to the following questions.

[0670] Is the change necessary?

[0671] Do the benefits of the change outweigh any risks

of destabilizing the environment?
[0672] Is the cost acceptable?

[0673] Because only minor changes are approved by the
change manager alone, this process should be fairly straight-
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forward and clear. Any doubt over whether to approve the
RFC should result in a change to its category and escalation
to the CAB.

[0674] The change manager records the decision whether
to approve or reject the change in the change log. If the
change is rejected, the change manager adds the reasons for
doing so in the change log, closes the RFC, and informs the
change initiator. If the minor change is approved, the change
initiator is informed and the change request moves on to the
change deployment phase. Although the CAB is not
involved in the approval of minor changes, the change
manager should still inform them of the change at their next
meeting.

[0675] 1t is useful if the change manager reports RFC
status by using such simple queries as “display all major
RFCs awaiting approval,”“display all minor changes,” or
“display all standard changes in progress.”

Authorize Significant and Major Changes

[0676] As discussed above, any changes other than stan-
dard changes and minor changes must go before the CAB for
approval. Because of the impact of such changes on the IT
environment or the number of users who will be affected,
these changes cannot be authorized by a single individual.
The individual might not understand the full impact of the
change or might not understand the impact from the point of
view of a particular function within the organization. For
example, the individual might not understand the implica-
tions of a change on security, capacity, or service levels. The
CAB, on the other hand, has a broad membership that
possesses enough cumulative knowledge to fully understand
the implications of the change.

The CAB authorization process for significant and major
changes is shown in FIG. 18.

Select CAB Members

[0677] A request for a significant or major change must go
before the CAB, and the change manager must decide who
should sit on that board to review this particular RFC. CAB
members must be selected for each RFC, because the most
appropriate people to review the requested change will
depend on the exact nature of the RFC. The CAB includes
a number of standing members who always sit on the CAB
(or who have deputies who sit in their absence) and review
all RFCs submitted to them. In addition to these, the CAB
should include personnel and experts who are from depart-
ments affected by the change or who can add value to the
discussion of the change. These additional members are
chosen on a case-by-case basis. The CAB should contain at
least one member from each role cluster as defined in the
MOF Team Model.

The standing members of the CAB typically includes:
[0678] Change manager.

[0679] Customers or business manager representing the
customer.

[0680] User managers or user group representatives.
[0681] Experts/technical consultants.
[0682] Security expert.

Other roles that may be required to participate in the CAB
for some changes include:

[0683] Network infrastructure representative.
[0684] Applications developers/maintainers.
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[0685] Services staff.

[0686] Office services staff (where changes may affect
accommodation and vice versa).

[0687] Contractor or third parties’ representatives as
required (for example, in outsourcing situations).

[0688] The process of selecting CAB members can be
made easier by drawing up a CAB membership list for each
type of change—for example, network infrastructure
change, facilities change, new application, new data, oper-
ating system fix/upgrade, or desktop fix. For each change
being reviewed, CAB members can be selected from the
standing list and the optional lists. Individuals can be added
or removed as necessary. The total number of CAB members
should still be limited in order to make the CAB meetings
more efficient and manageable.

[0689] The CAB normally meets on a regular basis—for
example, weekly. The standing members always attend or
send deputies who are authorized to make decisions in their
place.

Notify CAB Members

[0690] Change advisory boards are normally convened on
a weekly basis with all standing members or deputies
present. Additional CAB members are normally notified of
meetings that concern them through telephone calls or
e-mail messages.

[0691] When the change manager has selected the CAB
members who will review the change, the RFC is ready for
review.

[0692] A few days before the CAB meeting, the change
manager can send out a meeting notification and summary
e-mail to all CAB members. The suggested contents of this
e-mail are as follows:

[0693] Date, time, and location (if relevant) of the
meeting.

[0694] Format of the meeting. As an alternative to
holding face-to-face meetings, CAB meetings may be
held using Microsoft NetMeeting® conferencing soft-
ware or by telephone conference calls. NetMeeting is
preferred because it enables CAB members to share
documentation and use electronic whiteboards.

[0695] The reviewing order for RFCs (agenda). CAB
members may be interested in only a small number of
the proposed changes and might join the meeting only
when necessary.

[0696] A link to all of the RFCs being reviewed at the
meeting and a forward schedule of the change calendar
for discussion.

[0697] Note The meeting notification must be sent to
the attendees sufficiently far in advance to enable them
to review the RFCs before the meeting.

Affirm or Modify Voting Logic

[0698] After the CAB members have been selected and
notified, the method by which they will approve the change
must be determined. In an ideal world, a change request
would get unanimous CAB approval. However, there will be
changes that are controversial and changes where the risk/
benefit balance is inconclusive. In such cases, the change
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manager must designate the voting criteria for approving the
change prior to the CAB meeting so that everyone under-
stands the rules before a vote is taken.

[0699] To define the voting process, a number of pieces of
voting “logic” can be used either alone or in combination
with one another. The change manager is responsible for
establishing what voting logic the organization will use for
change approvals and then applying it to each individual
change. Examples of voting logic topics that might need to
be addressed include the following:

[0700] Unanimous/majority decision/abstentions. Does
the change require approval of all members of the
CAB, that is, would a single vote for rejection cause
rejection of the RFC? Or is a majority of approval votes
sufficient to carry the change and, if so, what should be
the size of the majority? Should abstentions be allowed,
particularly when a unanimous decision is required?

[0701] Vetoes. Do any members of the CAB have the
right to veto, meaning that if they reject a change, then
the rejection stands, regardless of the size of the major-
ity vote for the change? For example, the security
manager’s veto might have such weight for any RFC
concerned with changes to an external website. Simi-
larly, a decision allowing the approval of a change
despite a majority vote against it should not be permit-
ted.

[0702] One “group,” one vote. The CAB is often made
up of (potentially) a number of representatives from
specific groups within the organization—for example,
several people from the networking team might attend
the CAB meetings. In cases like this, only one vote
should be allowed from the networking team. This
maintains the balance of the voting system.

[0703] Quorum/required voters. Should there be a mini-
mum number of people attending the CAB meeting and
voting in order for an approve/reject decision to be
made? This should be considered in case some CAB
members are unable to attend a meeting or provide
deputies, in which case a decision might be made by a
small set of unrepresentative people.

[0704] A voting logic should be in place that applies to all
RFCs by default. For example, “a 75 percent majority vote
is required, all standing CAB members must be present and
vote, and the security manager can always block a change.”
This logic can then be adjusted on a case-by-case basis by
the change manager. Such adjustments will depend on the
type of change and who is sitting on the CAB for that
change.

[0705] The actual vote should ideally take place electroni-
cally. In face-to-face meetings, it can be difficult to enforce
the defined voting rules and to keep the discussions neutral.
Voters could be swayed by perceived intimidation (for
example, someone with a more aggressive or extroverted
personality might force his or her opinion on others) rather
than on the facts and the merits of the change.

[0706] The change manager records the voting logic that
applies to the RFC in the change log.

[0707] If the CAB is using a virtual format, the change
manager can use voting forms to define the number of votes
needed to approve the change (majority or percentage) and
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to identify the groups or individual members of the CAB
who have the power of veto, although the same measures
may not always be suitable for use in face-to-face CAB
meetings.

CAB Members Review the RFC

[0708] Each RFC on the agenda is reviewed by the CAB
at the scheduled meeting. The change manager schedules,
coordinates, and facilitates all CAB meetings. For each RFC
review, the change manager must first ensure that the
required quorum of voters is present at the meeting, that is,
that all the required voters (or deputies) and the minimum
number of voters are present, as defined by the voting logic
for the RFC. If a vote cannot take place, the change manager
must reschedule the review, and the RFC is placed in a
pending state until then. The review can be deferred to the
next scheduled meeting if time constraints allow. If not (for
example, because the change must be made before the next
scheduled meeting), then the change manager must arrange
an extra meeting to review the RFC and possibly increase its
priority.

[0709] Note CAB members do not have to be present for
the entire meeting. They may join to discuss and vote on the
changes that concern them, and leave as appropriate.

[0710] Change initiators are normally present at the CAB
session that considers their proposed change. They may be
requested to obtain additional information and then to re-
present the RFC, or additional supporting information might
be required from some other member of the CAB. For
example, more detailed information about the security
implications of the change might be needed from the secu-
rity manager, or data about the wider impact on service
levels might be required from the service manager. The CAB
then schedules another meeting to review the new evidence
and places the RFC in a pending state while the information
is being obtained. The change log is updated with the request
for more information and the date and time of the next
review.

[0711] The CAB may also want to make changes to the
RFC. Because change initiators must agree to any alter-
ations, their presence at the meeting will speed up the
decision on the RFC in light of these alterations.

[0712] When reviewing the RFC for impact and resource
requirements, the CAB should consider the following items:

[0713] The impact that the change will have upon the
business operation.

[0714] The effect upon the infrastructure and customer
service, as defined in the SLA, and upon capacity and
performance, reliability and resilience, contingency
plans, and security.

[0715] The impact on other services that run on the
same infrastructure (or on software development
projects).

[0716] The impact on non-IT infrastructures within the
organization—for example, security, office services,
transport, and help desks that serve business customers.

[0717] The effect of not implementing the change.

[0718] The IT business and other resources required to
implement the change, including the likely costs, the
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number and availability of people required, the elapsed
time, and any new infrastructure elements required.

[0719] Additional ongoing resources required if the
change is implemented.

[0720] Based upon these assessments and the potential
benefits of the change, each of the CAB members should be
able to decide whether to approve the change. The use of
technology may allow CAB members to review and vote on
an RFC without meeting in person. In cases where face-to-
face meetings with all interested parties are impractical
because of scheduling or distance restrictions, NetMeeting
can be used. NetMeeting allows remote members to share
documents, use an electronic whiteboard, transfer files, and
hold text conversations. Note that NetMeeting can also be
used to host voice and video conversations, if required.

CAB Members Vote on the RFC

[0721] After all necessary information has been presented,
any agreed upon alterations to the RFC have been made, and
discussions have been completed, the CAB votes on the
change according to the defined voting logic.

[0722] For some changes, the CAB may determine that it
does not have the authority to approve the change. For
example, the CAB members may not have the required
budgetary authority, or their span of authority may not
encompass the anticipated business impact. In this case, the
change request is escalated to the IT executive committee
(ITEC), and the change log is updated accordingly by the
change manager, who should include an objective executive
summary containing the reasons for escalation and any
relevant supporting documentation. The ITEC is a manage-
ment committee with the budget and resource authority to
make decisions about proposed major and significant
changes within the IT environment. ITEC’s decision is final,
and a representative from ITEC notifies the change manager
of ITEC’s decision after it has been made. (The procedure
for how the ITEC meets, reviews the change, and reaches its
decision is not discussed here.)

[0723] When the CAB is able to approve or reject an RFC,
they update the change log and inform the change initiator
and all interested parties of the decision. If the decision is
deferred to ITEC, its decision is again sent to the change
initiator and other interested parties.

Authorize Emergency Changes

[0724] The emergency change process, which enables an
organization to continue normal operations or restore them
as quickly as possible, is an accelerated process that follows
the normal change process to the extent that time constraints
permit. Emergency changes need to be implemented
quickly—for example, to prevent a potential security breach
or fix a business-critical application. Because emergency
changes are generally more disruptive and often prone to
failure, the number of proposed emergency changes should
be kept to an absolute minimum. Time constraints allow
only limited testing and require that normal processes and
controls be bypassed. Therefore, an emergency change
needs to be fast-tracked through the change management
system. Emergency changes cannot be authorized by a
single individual and must be approved through a change
advisory board emergency committee (CAB/EC).



US 2006/0161879 A1

[0725] The CAB/EC has the same purpose and performs
the same functions as the regular CAB. The differences are
that the CAB/EC membership is smaller than the regular
CAB, and the CAB/EC is able to meet and make decisions
at short notice. The CAB/EC must be empowered to make
quick decisions without having to refer to the ITEC and must
have the full authority to approve or deny emergency
changes.

[0726] The process flow for emergency changes is shown
in FIG. 19 and is similar to the process followed for
nonemergency changes.

Select CAB/EC Members

[0727] The CAB/EC membership consists of a number of
standing members, plus other members, depending on the
nature of the emergency change. Ideally, the standing mem-
bers alone should possess sufficient knowledge and authority
to make a decision. The more people asked to attend a
CAB/EC meeting, the less likely it is that all can attend at
short notice, especially if such meetings are not a part of
their normal day. Extra members of the CAB/EC should be
asked, therefore, only if absolutely necessary. An example
would be a change that affects areas that lie outside the
knowledge and authority of the standing members. The
change initiator for a particular RFC is an exception. This
person needs to be a member of the CAB/EC in order to
provide quick answers to their questions.

[0728] Because an emergency change can be requested at
any time and because the emergency change requested needs
to be deployed quickly, the CAB/EC has a very short
timeframe in which to meet and vote. Since voting requires
a quorum, the standing membership or appointed deputies of
the CAB/EC must always be able to attend at short notice.
This availability can be achieved by having an “on-call”
roster for each role of the CAB/EC, whereby a person is
available for each position on the CAB/EC at any time of
day—either in person, over the phone, or by using other
technology solutions.

[0729] The change manager should be able to add mem-
bers to the CAB/EC as needed.

[0730] For an emergency change, the voting logic is that
the change requires unanimous approval.

Notify CAB/EC Members

[0731] The change manager must contact each CAB/EC
member personally to inform him or her of the emergency
change request, when it will be reviewed, and what form the
meeting will take.

[0732] As explained above, CAB/EC meetings are held on
an as-needed basis with little advance warning. This means
that normal notification methods may not be sufficient. If
e-mail meeting requests are used, invitees should be given a
short time period to acknowledge the meeting to the change
manager; otherwise more direct methods of contacting
CAB/EC members must be used.

CAB/EC Members Review the RFC

[0733] The CAB/EC reviews the emergency change
request using the same criteria used for a regular change.
The assessment of the risks and the impact are, in some
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ways, more important for an emergency change because the
risks are usually higher and the testing of the change is
minimal or nonexistent.

[0734] The presence of the change initiator at the meeting
allows questions about the change and its impact to be put
directly and be answered immediately. There may be a need
to collect additional information and re-present the RFC to
the CAB/EC before a decision can be made. In this case, the
RFC is placed in a pending state until the CAB/EC can
reconvene, likely within a very short time (an hour, for
example).

[0735] The CAB/EC may decide that the change is not an
emergency change and should be handled by the normal
change process. In this case, the change manager reclassifies
the change and updates the change log with the reason for
reclassification. If the change initiator wants the RFC to be
considered again as an emergency change, this person must
provide additional supporting evidence to justify the need
and resubmit the RFC to the change manager. The change
manager can then bring the RFC, containing the new infor-
mation, back to the CAB/EC. Again, this process can happen
very quickly—in minutes or hours rather than days. If the
change initiator agrees that the change is not an emergency
change, the RFC returns to the change classification stage of
the overall process for subsequent scheduling at a regular
CAB meeting.

[0736] If not all members of the CAB/EC are available to
meet face to face, NetMeeting can be used to facilitate their
communication.

CAB/EC Members Vote on the RFC

[0737] When discussions are complete and it is agreed that
all necessary information has been presented, the CAB/EC
votes on the change. For an emergency change to be
approved, a unanimous vote is required. In this case, a
majority is not sufficient, considering the risks involved in
making an emergency change.

[0738] Ifthe RFC is approved, the change moves on to the
change deployment stage, which again follows an expedited
path to implement the change as soon as possible. Which-
ever decision is made, the change initiator and all other
interested parties are informed of the decision, and the
change log is updated.

[0739] The change manager should record the decision
and document the vote (for or against) the RFC by updating
the change log.

Summary
In summary, the change authorization process:

[0740] Defines the structure for authorizing changes
from all categories and priorities.

[0741] Incorporates feedback from all role clusters
involved in the authorization process when required.

[0742] Defines the functions of the change manager and
the composition and functions of the CAB and CAB/
EC in the change authorization process.

[0743] Utilizes voting logic for effective decision mak-
ing.
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[0744] Offers a feedback cycle for the change initiator
to be involved in the authorization process.

Change Development

[0745] After an RFC has been approved (using the appro-
priate path based on its priority and category), it moves into
the change development phase. This phase is concerned with
the steps necessary to plan the change, develop the deliv-
erables of the change (for example, developing new code or
configuring new hardware), and the handover to the release
management process for the deployment of the change into
the production environment.

[0746] The processes involved in the change development
and release phase are shown in FIG. 20.

[0747] The speed with which the steps in this process are
executed can vary greatly. A small—but emergency—
change may be planned, developed, and implemented in
minutes. A change involving deployment of a new software
package to an enterprise may take months or even years in
the development and deployment phases. Because of this
wide variation, considerable flexibility is required in the
individual steps. However, some steps, such as the reviews,
must always take place, even if they constitute only a very
brief conversation between two people.

[0748] Whereas change deployment is led and organized
by the MOF Team Model Release Role Cluster, other Team
Model role clusters are also involved at this stage. Although
specific activities depend on the type of change being
deployed, Table 10 gives some examples of the activities
that may be undertaken by different role clusters.

TABLE 10
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are permitted). It also ensures that multiple, interdependent
changes are not scheduled at the same time; sometimes a
change might be scheduled that would prevent all other
changes (including standard ones) from taking place. When
scheduling the change, notice must be taken of other
changes that are dependent on the scheduled change or on
which the scheduled change itself is dependent—for
example, a prerequisite.

[0750] In some cases, it may only be possible to enter a
tentative date for the change. This is the case for large
changes that require a long development phase. As the
development project progresses and the development project
plan is drawn up and tracked, the date when the change will
be implemented in the production environment becomes
more definite. Nevertheless, the change date must be
reviewed at intervals and adjusted as necessary.

[0751] The forward schedule of changes contains only
minor, major, and emergency changes. Standard changes are
not considered to have an impact on other types of change.
Although standard changes are automatically approved for
deployment, they must still be scheduled with reference to
the forward schedule of changes. For example, installing a
software application (standard change) could be prevented
by a network upgrade (major change).

[0752] When scheduling a change, it is important not only
to take into account the category and priority of the change,
as well as any impact from changes awaiting deployment,
but also to confirm any schedule effects on business priori-
ties. For instance, deployment of a change may be scheduled
to occur outside of normal working hours in line with

MOF Team Model Role

Cluster Change Development and Release Activity

Infrastructure
development and deployment.
Operations

Provides additional technical expertise during change

Assists with the change development and deployment into the

production environment, ensuring that the operational working
practices can accommodate the change during and after

deployment with minimal disruption.
Partner

Coordinates the involvement of any third-party resources and

ensures that the change is successfully deployed into any

outsourced services arrangement.
Release Manages change deployment activity.

Security

Ensures that appropriate security features and elements are

addressed in the change development, that security is not
compromised during deployment, and that any additions or
changes to security practices are implemented correctly.

Support

Service

Provides support to the change development and deployment,
ensuring that the help desk can assist users with any support
needs during the deployment.

Ensures agreed and projected service levels are not negated by
the change development and that all changes have customer
approval and fit into service improvement objectives.

Schedule Change

[0749] After a change has been approved, it must be
decided when to deploy it. The date and time of the change
is entered into the forward schedule of changes, which is
maintained by the change manager. The forward schedule of
changes shows when all changes are to take place. Having
a single change schedule makes it possible to show the
available change windows (the times during which changes

existing service level agreements for the service affected.
However, this should be confirmed in case there have been
any changes to business priorities that may be affected if the
change occurs on that date. For example, there may be days
where there is lower risk to business productivity should the
change need to be backed out.

[0753] It is useful to highlight key business priority dates,
such as financial year end or predicted periods of high sales
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revenue, in the forward schedule of change as these become
apparent, since changes can then be avoided at these key
times. The Service Role Cluster will be able to provide this
information to the change manager.

[0754] The calendar on a Microsoft Outlook, Exchange, or
other e-mail program can be used to administer the forward
schedule of changes. Outlook can be used to create appoint-
ments in the change schedule, and permissions can be set
that allow the majority of users to read the calendar but
permit only a limited number (the change managers group)
to update or change it.

[0755] Adding color coding and using meaningful text in
the change schedule entries make it relatively easy to
identify emergency, major, and minor changes, or changes
that affect a specific part of the business.

Appoint Change Owner

[0756] After the change has been scheduled, the change
manager needs to identify and appoint a change owner to
manage the change through the development and release
process and into the production environment. The change
owner can also be the change initiator. The change owner
may have been involved as a technical expert earlier in the
change life cycle when the initiator may not have known the
full IT impact of a change he or she raised, or the change
owner may be a new appointment, a person who is likely to
be a subject matter expert in the area connected to the RFC
and thus possess the technical abilities needed to manage the
change to completion. In the case of small changes, the
change owner might carry out the change personally. For
larger changes, the change owner acts in the role of a project
manager during the development and test phases and over-
sees the implementation of the change. The priority and
category of the change should be part of the criteria used to
appoint the appropriate change owner for a particular RFC.
For example, for a high priority, major change to be imple-
mented, the selected change owner may need to possess a
certain level of project management skills or high seniority
within the organization.

[0757] When the suitable change owner has been
appointed and assigned to the RFC, the change manager
records the change owner’s name in the change log, and the
change moves to the change development stage.

Change Development Methodology

[0758] All nonstandard changes pass through the change
development methodology, which varies greatly in size and
scope depending on the nature of the change. Some changes
require more extensive and detailed work in each of the
development phases than others.

[0759] Because they represent a repeated, low risk change,
standard changes do not pass through the development
phase. For the other types of changes, the choice of meth-
odology used in the change development stage is open, and
many such methodologies exist. It is possible to follow the
simple steps of the change development methodology, or the
development process used internally within the organiza-
tion. In addition, the Microsoft Solutions Framework (MSF)
Process Model, shown in FIG. 21, can be used to structure
the change development. More information on MSF can be
found at http://www.microsoft.com/MSF.
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[0760] The development methodology chosen must be
sufficiently flexible to handle development work of any size.
For example, something as simple as amending a process
document, which passes through change management, can
still be developed using MSF informally. In this case, the
Envisioning and Planning phases are very short and do not
involve many people. The Developing Phase does not need
a complex project plan because it is mainly an authoring
exercise and might involve only one or two people. On the
other hand, a complex change, such as upgrading all desktop
computers to Microsoft Windows® XP, is a very large
project, involving many people across the organization,
requiring long planning and development stages, and costing
a large amount of money. In such a case, it is important to
follow a formal development methodology so that the
change manager can track the change’s progress and coor-
dinate any shift in the planned deployment date with other
changes.

[0761] Emergency changes must also use the chosen
development methodology, even though there is pressure to
implement the change as quickly as possible. The amount of
time spent in each phase is likely to be minimal, and reviews
between the phases are likely to be merely quick meetings
between the involved parties to verify that the milestone in
question has been achieved. The methodology chosen
should be flexible enough to allow this fast-track path
through it, without skipping important checks along the way.

[0762] Note During the Developing Phase, and particu-
larly at the milestone reviews (see below), the project team
might abandon the change. This could happen for a number
of reasons. For example, the Envisioning Phase might reveal
that there is insufficient budget to achieve the change as
desired; or during the Developing Phase, events such as a
company takeover might make the change obsolete. For the
sake of simplicity, these decision points are not shown on the
flow diagrams. If, however, the change needs to be aban-
doned, it should be discussed at the next CAB, and the RFC
closed as necessary. The change manager notes the reasons
for abandoning the change in the change log and informs the
change initiator and other interested parties.

Milestone Reviews

[0763] A solutions development framework such as MSF
has review points as the development project moves from
one phase to another—for example, from Envisioning
through to Planning. The milestone review ensures that the
preceding phase has been completed successfully and the
project is ready to progress to the next phase. In some cases,
as in a very small project, the review may be as simple as a
discussion with a peer. However, before more complex
changes can progress to the next phase, the approval of a
number of people in different groups, perhaps a subset of the
CAB representatives present for the change approval, may
be required.

[0764] For any particular project, the milestone reviews
may take different forms from one milestone to the next. For
example, a full Vision/Scope Approved Milestone review by
the CAB might be required at the end of the Envisioning
Phase, when detailed costs of the deployment have been
obtained and documented. A far smaller Project Plans
Approved Milestone review might be sufficient at the end of
the Planning Phase if there are no new issues requiring
approval from the CAB.
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[0765] The project review process ensures that progres-
sion from one MSF phase to the next is agreed upon by all
the groups affected by the change. It links back into the
change management process in that the RFC is referenced
and updated in the review, and the reviewers have the option
of halting the change and closing the RFC, if necessary, or
escalating the decision to the ITEC.

[0766] The Project Plans Approved Milestone review is
similar in many ways to the CAB review process, during
which the initial decision about the change was made. The
Project Plans Approved Milestone review can be regarded as
reviewing the RFC again, but relying on more up-to-date
information concerning costs or risks (bearing in mind that
the basic change itself has already been approved). The same
criteria used to select CAB members to authorize the change
should be applied when selecting people to review the
development process milestones.

[0767] For each milestone review, the change manager
adjusts the CAB membership list as appropriate for the
nature of the change, the milestone that has been reached,
and the current overall status of the project (for example,
more senior decision makers may be needed if the project is
running late or is over-budget, or if other serious risks have
been identified).

[0768] Milestone reviews normally occur at the same time
as the regular (usually weekly) CAB meeting that reviews
RFCs. If the milestone review must take place sooner than
the next scheduled meeting, then an as-needed CAB meeting
may be required. Each scheduled milestone review is
reviewed by the CAB at the CAB meeting. When the
presentation of information and discussions has been com-
pleted, the CAB votes on the change, using the defined
voting logic. If no decision is made, the same principles and
procedures are followed as in the initial CAB review: the
decision is passed to the IT executive committee. See the
CAB Members Review RFC section for a description of the
escalation procedure, which is the same as for the original
RFC review. If the CAB votes to not approve the review, this
can have one of two consequences:

[0769] The CAB may decide that all the criteria for
passing the review have not been met, but that the
project can meet them with more work in some areas.
In this case, the CAB fails the project in the review, but
the RFC and the approved change remain in effect. The
RFC is returned to the Deploying Phase just completed.
The change manager updates the change log, detailing
the additional work required for the change to progress
to the next phase.

[0770] Alternatively, the CAB (or possibly the ITEC if
the decision was escalated) may decide to not approve
the milestone and to cancel the change altogether. This
might happen during the Planning Phase, for example,
if it is decided that the project cannot be completed on
time with the functionality required and within the
available budget. Rather than rework the plan, the CAB
might decide to cancel the project altogether and pro-
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vide the solution in a completely different way, such as
outsourcing. In this case, the RFC is closed.

[0771] In either case, the change is updated with the
reasons for the decision and the change initiator and any
other interested parties are informed.

[0772] Ifthe CAB approves the milestone review, then the
deployment process moves on to the next phase, the release
process. Please see the Release Management Service Man-
agement Function Guide for more details on the specific
practices involved in this process.

Summary
In summary, the change development and release process:
[0773] Schedules the change according to business pri-
orities, change pipeline, category, and priority.
[0774] Appoints a suitable change owner according to
the requirements of the change in terms of technology,
size, priority, and category.

[0775] Ensures that the change development process
follows a recognized development life cycle.

[0776] Conducts milestone reviews, with the participa-
tion of CAB members, to ensure that each phase has
been completed successfully.

[0777] Ensures that the change developed and passed
through to the release process has met acceptance
criteria.

Change Review

Following a successful release and deployment into the
production environment or, as in the case of a standard
change, just a deployment into production, a review
process must be conducted to establish whether the
change has had the desired effect and has met the
requirements from the original request for change. The
process for the change review is shown in the flow chart
in FIG. 22.

[0778] In most cases, this review process might be very
brief. For a standard change, for example, where the effect
has been small and the results relatively predictable, the
review process may be limited to checking that the user has
the desired functionality from the change, such as the
availability of a new Word template. The other steps in the
process can then be carried out in as-needed meetings or
telephone calls with the change manager.

[0779] In addition to changes that take the “normal” route
through the change process, emergency changes should be
reviewed as well, despite the speed in which the deployment
may have been carried out. In fact, it is more important to
review the implementation of emergency changes because
their typically curtailed testing leads to greater risks. It is
therefore necessary to determine as soon as possible if the
change resulted in any adverse effects.

[0780] All of the MOF Team Model role clusters should be
involved in the change review activity. As with the other
change management activities, the Release Role Cluster
takes the lead in directing the change review, but each Team
Model role cluster has specific areas of concern related to its
responsibilities, as listed in Table 11.
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TABLE 11
MOF Team
Model Role
Cluster Change Review Activity Area of Concern
Infrastructure Did any technical or capacity issues
occur during the change?
Operations Did any operational issues occur during
and after the change?
Partner Were there any third-party or partner issues
with the change?
Release How did the change progress through
the change management
process and where can lessons be learned?
Security Did any security issues become
apparent with the change?
Support Were any supportability issues evident
during or after the change?
Service Were any service levels breached

during or after the change?

Monitor Change in Production Environment

[0781] In order to determine whether the deployed change
has been effective and has achieved the desired results, it is
necessary to monitor the changes in the production envi-
ronment. For a small change, this may consist of checking
on the desired functionality—for example, for a change in
Group Policy allowing a desktop setting to be changed. For
larger changes, it might require the monitoring of network
and server information, performance data, event logs, or
response times.

[0782] A number of different tools and technologies are
available for monitoring a change in the production envi-
ronment. These include but are not limited to Microsoft
Operations Manager (MOM) and the Windows Network
Monitor, Replication Monitor, and Performance Monitor
tools. The actual tools used depend on the nature of the
change, the components of the IT infrastructure that are
affected, and the skills and experience of personnel perform-
ing the monitoring activity.

Hold Post-Implementation Review

[0783] After sufficient information has been gathered from
monitoring to determine the effectiveness of the change, a
post-implementation review is held. The time interval
between the change implementation and the review depends
on the size of the change made and how quickly the effect
of the change can be measured. For example, a change may
have immediately measurable adverse effects on users or the
network, as evidenced by a large increase in calls to the
service desk from users unable to access a network resource.
In such cases, the review must be held within a very short
time in order to decide whether to back out the change or
make other changes to fix the situation. Other changes, such
as an increase in network capacity, may require several
weeks to gather enough data to measure the change’s
effectiveness.

[0784] The format of the post-implementation review also
depends on the planned and actual impact of the change. A
standard change with little overall effect may require only
the change manager, the change initiator, and the change
owner to have a short meeting, possibly by telephone or
NetMeeting, where they agree that the change was success-
ful. In contrast, a major change involving the rollout of a
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new desktop operating system will probably require a formal
meeting of several interested parties to review the data from
the monitoring phase and compare the effects of the change
to the initial objectives.

[0785] In all cases, the change manager schedules and
moderates the review meeting and the change initiator
should attend. During the review, reference must be made to
the original RFC, which states the objectives of the change
and, ideally, offers some measurable indicators for gauging
the effectiveness of the change. The measured effects of the
change can be compared with the desired effects in order to
decide whether the change has met its objectives.

[0786] As well as making a success/failure decision on the
change implementation, the review should also look at how
the change was deployed and whether it was implemented
on time and on budget. This exercise should result in the
documentation of the lessons learned from the change.
Review feedback is then sent to all parties involved in the
change in order to encourage and enable future process
improvements.

[0787] Depending on the number of changes being dealt
with, several changes might be reviewed during one post-
implementation review session. However, some changes—
because of their size and complexity—might warrant indi-
vidual reviews.

Close Successful Changes

[0788] If it was deemed that the change has met the
objectives, the change log can be updated and the RFC
closed.

Back Out Changes

[0789] If the change has not met the objectives, then a
decision needs to be made about what, if anything, should be
done. If the change is affecting users or parts of the IT
infrastructure adversely, a decision might be made to back
out the change and remove it from the production environ-
ment.

In such cases, the issues involved in conducting the backout
should be evaluated, including:

[0790] The amount of effort required to perform the
backout.

[0791] The effect it might have on other (either planned
or already deployed) changes.

[0792] The possibility that users are already using the
changed system, although not to the best effect, and
removing some functionality that the users have
become used to may be worse than leaving it as is.

[0793] In this last case, it may be better to initiate new
RFCs to fix the problem, as discussed next in the Submit
Additional RFCs section.

[0794] Ifit is decided that backout is required, the defined
backout plan for the RFC is followed. The review meeting
should decide on the timing. Although the backout would
normally happen as soon as possible, it may need to wait
until it can be implemented without causing additional
adverse effects. For example, if the adverse effects of the
change are not too great and a backout is nonetheless
thought to be necessary, it might be delayed until the
following weekend.
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[0795] After the backout has been accomplished, further
measurements and review should take place to ensure that it
effectively restored the infrastructure to its pre-change state.
If the backout was only partially effective, further RFCs may
be required to fully restore the state of the infrastructure.

[0796] In all cases, the change log is updated with the
reasons for the backout and the change initiator and other
stakeholders are informed. The RFC is then closed.

[0797] When reviewing emergency changes, if it is seen
that too many attempts to deploy a specific emergency
change have failed, three questions need addressing:

[0798] Has the problem been correctly analyzed?

[0799] Has the proposed remedy been adequately
tested?

[0800] Has the solution been correctly implemented?

[0801] Insuch circumstances, it might be better to provide
a partial service (with some user facilities withdrawn) in
order to allow the change to be thoroughly tested rather than
to suspend the service temporarily, and then deploy the
change.

[0802] The tools and technology used to back out the
change will vary according to the type and nature of the
change. Software applications deployed using Systems
Management Server, for example, can normally be rolled
back using the Uninstall option or Group Policy settings to
disable or delete the appropriate Group Policy object.

[0803] Whether or not the change was successful, the fact
that the RFC has been closed and the reason or reasons for
closure must be recorded by updating the change log. An
e-mail should be sent to the change initiator and other
interested parties indicating that the change has been
reviewed and is now closed. The e-mail should also provide
information about the success or failure of the change and
any detailed comments added by the change manager.

Submit Additional RFCs

[0804] Even if an implemented change has not fully met
the objectives desired for the change, the review may
determine that backing out the change is too costly or too
risky, or the desired effect can be achieved with less expense
by making additional changes. In the latter case, other
changes may be required to rectify the problems caused by
the change. For example, a service pack or hotfix may be
required to fully implement the functionality to the level
originally desired.

[0805] In this case, new RFCs should be submitted for any
additional changes required to keep the production enviro-
ment running and to achieve the results originally desired.
The priority of such RFCs needs to be set appropriately: an
emergency change might be required to minimize the time
during which the adverse effects of the original change are
experienced.

[0806] However, care must be taken not to implement
“panic” changes to try to fix a problem caused by a previous
change. This can become a vicious circle of changes to fix
problems caused by a previous change that was itself
implemented to fix a problem. If there is any danger of
following such a spiral path, the change should be backed
out instead.
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[0807] 1In all cases, the change log is updated with the
decisions made and the RFC is closed, although any new
RFCs submitted will refer to the original RFC.

Accept Issues and Continue

[0808] Even if a change has not fully met the desired
objectives for the change, the review may still determine that
the change should not be backed out and that it is not
desirable or cost effective to make more changes. For
example, many users may already be using a new system, so
backout is not a justifiable option, and the cost of fixing the
problem may be too high. Instead, there may be options
available to work around the shortcomings of the system.
Such workarounds should be documented. If they are user
workarounds, the service desk should be informed so that
the information can be easily made available to the users. If
the workaround is an additional manual process that some IT
staff need to take, then they should be so informed.

[0809] In this case, the change log is updated with the
reasons to accept the change and any workarounds that are
implemented. The change initiator and other interested par-
ties are informed and the RFC is closed.

Summary

[0810] In summary, the change review process:

[0811] Monitors and reviews performance of the change
after implementation into production in line with the
objectives of the original RFC and the objectives of the
MOF Team Model role clusters.

[0812] Reviews lessons learned from the deployment
and documents them for future benefit.

[0813] Deals with unsuccessful change implementa-
tions by backing out, considering further remedial
changes, or using the “accept issues and continue”
policy.

[0814] Closes successful RFCs and informs the initia-
tor.

Roles and Responsibilities

[0815] Roles associated with the Change Management
SMF are defined in the context of the management function
and are not intended to correspond with organizational job
titles. Specific roles have been defined according to industry
best practice. In some cases, many persons might share a
single role; and in other cases, a single person may assume
many roles, or at least more than one role. It is especially
likely that a person will assume different roles with respect
to different SMFs. For example, the change owner for
change management is likely to be the release manager for
release management.

[0816] The roles also correspond to the roles defined
within the seven role clusters of the MOF Team Model.
These role clusters (Release, Infrastructure, Support, Opera-
tions, Partner, Security, and Service) represent at a high level
the functions that must be performed in an IT environment
for successful operations. The roles within each cluster are
closely related to each other.

The three significant roles defined for the change manage-
ment process are:

[0817] Change initiator

[0818] Change manager

[0819] Change owner
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[0820] Committees are also defined in terms of the roles
they play and the responsibilities they have in the context of
the change management function. Three committees typi-
cally have management responsibilities for the change man-
agement process. These three committees are:

[0821] Change advisory board (CAB)
[0822] CAB emergency committee (CAB/EC)

[0823] IT executive committee (ITEC)

Change Initiator

[0824] The change initiator initiates changes by submit-
ting an RFC to the change manager. Everyone in the
organization should be authorized to initiate an RFC. Below
the manager level, however, it is recommended that employ-
ees submit RFCs to their managers who review them to
ensure that the change requested is in keeping with business
strategy and the vision for that area before passing them to
the change manager. The change initiator is responsible for
completely filling out the RFC form, which includes the
reason for the RFC, the requested implementation date, and
the systems and personnel affected by the change. This
person is notified whether the change was approved and is
kept up-to-date on the status of the RFC throughout the
change process. The change initiator assists the change
manager and CAB in determining the RFC priority and, at
the conclusion of the change, participates in the post-
implementation review.

Change Manager

[0825] The change manager is responsible for managing
the activities of the change management process for the IT
organization. This individual focuses on the process as a
whole more than on any individual change. However, the
change manager is involved in every step of the process—
from receipt of an RFC to the implementation of the change
in the IT environment—and is ultimately responsible for the
successful implementation of any change to the IT environ-
ment. The change manager’s responsibilities include:

[0826] Receiving RFCs and ensuring that they are prop-
erly recorded in the change log.

[0827] Selecting CAB members and facilitating CAB
meetings.

[0828] Preparing CAB meeting agendas and providing
all necessary review information to the CAB members
prior to the meetings.

[0829] If necessary, assigning teams to conduct RFC
impact analyses and risk assessments.

[0830] Analyzing and prioritizing RFCs.

[0831] Categorizing, assigning change owners, and
scheduling RFCs, subject to approval by the CAB.

[0832] Approving requests for minor changes.

[0833] Providing change notification to change initiator
and other affected parties.
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[0834] Monitoring the successful completion of all
RFCs, including the change development project
phases and ensuring that these processes follow the
change schedule.

[0835] Reviewing and evaluating the change process.
Change Owner

[0836] The change manager assigns (with the CAB’s
approval) an individual to be the change owner for a
particular change. The change owner is responsible for
planning and implementing a change in the IT environment.
The change owner assumes responsibility upon receiving an
approved RFC from the change manager or the CAB. The
change owner is required to follow the change schedule
approved by the CAB. For changes that are significant
enough to require following a change development model—
for instance, the MSF Process Model for application devel-
opment—this individual is responsible for coordinating the
project phases of the assigned change.

[0837] For standard changes, the service desk is typically
the change owner. For major, significant, and minor changes,
the change owner may also serve as the release manager.

[0838] The change owner should routinely provide project
status feedback to the change manager and identify any
problems as they arise. The change owner presents all
formal updates and proposals to the CAB after the CAB
approves the RFC for passage through the various MSF
phases.

[0839] The change owner must work with the change
initiator to ensure that the change meets the change initia-
tor’s requirements and that it successfully corrects any
problems or provides the correct system enhancements
intended by the RFC.

[0840] After implementing the change, the change owner
assists the change manager in evaluating the change process
as it applies to the particular change. The change owner also
coordinates and presents the post-implementation review
analysis to the CAB.

Change Advisory Board (CAB)

[0841] The CAB is a decision-making body for the IT
organization and evaluates and votes to approve or reject
RFCs.

CAB Membership

[0842] The CAB is made up of individuals with stake-
holder interest in the production environment. Since RFCs
can impact any part of IT and any organizational group, the
makeup of the CAB should reflect the focus of the particular
RFC being reviewed. However, a core group of individuals
from IT operations is permanently assigned to the CAB.
This group may include representatives from the MOF
service management functions (Release Management,
Capacity Management, Configuration Management, Avail-
ability Management, Security Management, or Service
Desk) and should contain at least one member from each of
the seven role clusters in the MOF Team Model.

[0843] The remaining members of the board may vary
depending on the expertise required to effectively evaluate
each RFC and the areas directly affected by the change, as
determined by obtaining information from configuration
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management about the impacts of the change. The change
manager is responsible for selecting the CAB members for
each change. For large hardware and/or software changes,
the change manager may decide to appoint an OEM vendor
representative to the CAB. This facilitates the communica-
tion and the coordination of tasks between the vendor and
organization. Having a vendor representative on the CAB
also eases the resolution of problems during the change and
release processes.

[0844] In general, the CAB should be composed of indi-
viduals with a wide range of expertise. Collectively, the
individuals should be familiar with business requirements,
the user community, IT system technology, and the organi-
zation’s application development, testing, and support staffs.

CAB Responsibilities

[0845] The CAB should meet at regular intervals (perhaps
weekly for a large organization) to review, prioritize,
approve, and schedule RFCs. It is common for the CAB to
consider more than one RFC in a session. In this case,
members might come and go during the meeting as the
changes relevant to their area of concern are considered.

[0846] The change manager directs the CAB in a vote to
approve or reject changes. In order to approve RFCs, the
board must have the authority to make budget- and resource-
related decisions. The board also reviews the status of each
change throughout the change process, assesses the progress
with respect to the approved schedule, determines how to
correct any identified problems, and communicates its find-
ings to appropriate managers and stakeholders.

[0847] Those major or significant changes that are not
decided upon by a majority vote may be referred to the IT
executive committee. The change manager is responsible for
deciding if the disputed change is rejected or should be
forwarded to the IT executive committee.

Change Advisory Board Emergency Committee (CAB/EC)

[0848] The CAB/EC is a subset of the CAB and is
responsible for assessing and approving any changes clas-
sified as emergency. Members of the CAB/EC must have the
flexibility to meet at short notice or to provide recommen-
dations using e-mail or other forms of communication.

IT Executive Committee

[0849] The function of the IT executive committee (ITEC)
is to approve disputed changes that have been escalated to
the ITEC by the CAB or changes that the CAB does not have
the authority to make. Under these circumstances, the com-
mittee performs the same tasks of analysis and authorization
that the CAB conducts. Following authorization by ITEC,
the CAB has the responsibility for scheduling the RFC and
monitoring the change process. Representatives from all of
the IT groups within the organization are on the executive
committee. Typically, managers who have the authority to
make decisions regarding budgets and resources fill these
positions. Table 12 summarizes the responsibilities of each
role in change management.
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TABLE 12

Roles Responsibilities

Change
initiator

Initiates the change.
Follows processes for submitting an RFC.
Assists the change manager in updating the RFC.
Provides input in the post-implementation review.
Receives RFCs and ensures that they are properly
recorded in the change log.
Reviews, updates, and validates RFCs.
Selects CAB members and facilitates CAB meetings.
Prepares CAB meeting agendas and provides all
necessary review information to the CAB members prior to
board meetings.
Assigns teams to conduct RFC impact analyses and
risk assessments.
Escalates RFCs that the CAB cannot decide to the IT
executive committee.
Analyzes, prioritizes, classifies, and schedules RFCs.
Approves minor changes unless they are also
emergency changes.
Provides change notification to change initiator and
other affected parties.
Monitors the successful completion of all RFCs to
ensure that the processes used follow the change schedule.
Reviews and evaluates the change process.
Receives approved changes from the CAB.
Follows the change schedule that the CAB approves.
Coordinates the phases of the change development
project (as applicable).
Provides project status feedback to the change
manager and CAB.
Identifies any problems as they arise.
Works with the change initiator to ensure that the
change meets the change initiator’s requirements.
Reports status and presents findings to the CAB.
Prepares for and leads the post-implementation
review.
Change Assesses and approves changes to the production
advisory  environment.
board Reviews the status of a change throughout the change
(CAB) process.
Assesses progress with respect to the approved
schedule.
Determines how to correct any identified problems.
Communicates findings to appropriate managers and
stakeholders, including the IT executive committee that they
represent.
CAB Assesses and approves emergency changes to the
emergency production environment.
committee Reviews the status of an emergency change
throughout the change process.
Updates the CAB of emergency change status.
1T Approves major changes to the IT environment when
executive the CAB cannot reach a final conclusion.
committee Performs the same tasks of analysis and authorization
that the CAB conducts.
Has the requisite authority to veto RFCs (if the
committee deems it necessary) that the CAB has approved.

Change
manager

Change
owner

Relationship to Other SMFs

[0850] There is a close relationship between the three
service management functions (Change Management, Con-
figuration Management, and Release Management) that
make up the MOF Changing Quadrant. FIG. 23 illustrates
the relationship that exists between these three SMFs.

Change Management:

[0851] Provides the authorization and tracking (RFC,
change log, and reviews) processes to ensure only
approved changes are deployed.

[0852] Needs configuration management to assess the
impact of change on all potential CIs.
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[0853] Needs release management to package the
changes for successful deployment with minimal dis-
ruption to production.

Configuration Management:

[0854] Provides a managed database (CMDB) for the
change logs, RFCs, definitive software library (DSL),
definitive hardware store (DHS), release package, and
all Cls.

[0855] Needs change management to ensure that only
approved changes are deployed and all tracking of the
authorization process is complete.

[0856] Needs release management to update the CMDB
with the release package after deployment.

Release Management:

[0857] Provides a packaged release for all changes
deployed into production.

[0858] Needs change management to approve changes
and track them throughout the release process.

[0859] Needs configuration management to assess the
impact of changes to Cls and to provide a definitive
store for the release package.

[0860] All other service management functions have a
relationship to change management in that there is a direct
effect on each SMF as change management is applied to that
particular area. This not only applies to each of the technical
areas covered within the Operating Quadrant, but also to
changes that may affect the SMF processes in the Supporting
and Optimizing quadrants.

Recommended Technologies

[0861] All organizations intending to use the Change
Management SMF to effectively manage changes in their
production environments can use certain tools and technolo-
gies to aid in this process. The number and complexity of
these tools depend on the size of the organization and the
type of changes that need to be made.

A number of Microsoft tools can assist with the change
management process:

[0862] RFCs can be submitted to the change manager
using e-mail messaging programs, such as Microsoft
Outlook or Microsoft Exchange. Templates for the RFC
can be created in Word or on Web forms.

[0863] The calendar function of Microsoft Outlook can
also be used to manage changes in each phase of the
process, and alerts can be set up for the timescales
required for the authorization, development, deploy-
ment, and change review processes. It can also be used
to publish a forward schedule of change.

[0864] Microsoft Visio® 2002 Enterprise Edition draw-
ing and diagramming software and Microsoft Systems
Management Server (SMS) are tools that can assist the
change owner in defining the scope of a change and
affected services.

[0865] SMS is also a software distribution mechanism
that enables the change manager to report on the
progress of a change following release, and can be
useful in the review process.
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[0866] Microsoft Project is a tool that enables the
change manager to manage both simple and complex
changes.

[0867] Exchange and NetMeeting allow the CAB to
meet virtually in order to approve or reject RFCs.

Configuration Management SMF

[0868] Configuration management is a critical process
responsible for identifying, controlling, and tracking all
versions of hardware, software, documentation, processes,
procedures, and all other inanimate components of the
information technology (IT) organization. The goal of con-
figuration management is to ensure that only authorized
components, referred to as configuration items (Cls), are
used in the IT environment and that all changes to Cls are
recorded and tracked throughout the component’s life cycle.
To achieve this goal, the configuration management process
includes the following objectives:

[0869] To identify configuration items and their rela-
tionships and add them to the configuration manage-
ment database (CMDB).

[0870] To enable access to the CMDB and CIs by other
SMFs.

[0871] To update and change Cls following changes to
IT components during the release management process

[0872] To establish a review process that ensures that
the CMDB accurately reflects the production IT envi-
ronment.

Key Definitions

Configuration baseline. A configuration of a product or
system established at a specific point in time, which
captures both the structure and details of that product or
system and enables that product or system to be rebuilt
at a later date.

Configuration control. Activities that control changes to
configuration items. They include evaluation, coordi-
nation, approval, or rejection of changes.

Configuration item (CI). An IT component that is under
configuration management control. Each CI can be
composed of other CIs. CIs may vary widely in com-
plexity, size, and type, from an entire system (including
all hardware, software, and documentation) to a single
software module or a minor hardware component.

Configuration item attributes. The information recorded
in the CMDB for every configuration item identified,
ranging from the item’s name, description, and location
to technically detailed configuration settings and
options.

Configuration management database (CMDB). A data-
base that contains all relevant details of each configu-
ration item (CI) and details of the important relation-
ships between Cls. The database can include ID code,
copy and serial number, category, status, version,
model, location, responsibility, or historical informa-
tion about the item. The level of detail contained in this
database depends either on the aims or on the degree to
which information is to be available.
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Configuration manager. The role that is responsible for
managing the activities of the configuration manage-
ment process for the IT organization. The role also
selects, assigns responsibilities to, and trains the con-
figuration management staff.

Processes and Activities
Process Flow Summary

[0873] Configuration management is graphically repre-
sented in the form of a process flow diagram in FIG. 24 that
identifies the activities needed to successfully manage and
control key components of an IT infrastructure.

[0874] This high-level overview can be further broken
down into a number of detailed activities and process flows,
which are summarized below. Together these detailed activi-
ties and process flows provide a comprehensive blueprint for
the configuration management process.

Establish Configuration Items (CIs)

[0875] Assuming the need to track and control changes to
an IT component, the process of adding an item to the
CMDB involves first deciding upon the appropriate level of
detail necessary to track and control change. Next, configu-
ration items (Cls) are created in the database to permit
management of components at this level.

[0876] One of the key benefits configuration management
provides, in addition to asset management, is the modeling
of relationships between IT components. These relationships
need to be identified and connections built between con-
figuration items in order to model the real-world situation.
For example, a workstation is made up of a desktop com-
puter, operating system, and applications, and the worksta-
tion is connected to and uses the network. The proper
understanding and documentation of relationships between
IT components makes it possible to perform detailed impact
analysis on a proposed change.

Access Configuration Items

[0877] After information about IT components and rela-
tionships has been added to the CMDB, it can then be used
by other SMFs. Change management, for example, uses the
relationships defined within the CMDB to determine the
impact of a change on other components within the IT
environment. Problem management uses the CMDB as a
resource to identify which ClIs are the root cause of inci-
dents, and so on.

Change Configuration Items

[0878] As release management begins to make changes to
IT components, corresponding changes must be made to the
CMDB. Without accurate and up-to-date information, the
value of configuration management is lost. This process
should be done automatically, wherever possible. The
amount of information and the frequency of change make
manual data entry impractical for all but the smallest orga-
nizations.
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Review Configuration Items

[0879] The accuracy of the information stored in the
CMDB is crucial to the success of the Change Management
and Incident Management SMFs, as well as other service
management functions. A review process that ensures that
the database accurately reflects the production IT environ-
ment needs to be established.

[0880] Note A more fundamental review should also be
carried out at periodic intervals to establish whether the
information in the CMDB is relevant to the business and is
being managed at the correct level of detail.

Setup Activities

[0881] Prior to initiating the configuration management
process flow activities described above, a number of detailed
setup and planning activities must be completed in order to
use configuration management effectively. The following
process flowchart (FIG. 25) identifies these activities and
the sequence in which they should be performed.

[0882] One-time configuration management setup activi-
ties necessarily precede the daily, ongoing configuration
management process and involve a great deal of decision
making and planning. Setup activities begin with deciding
upon specific aims and objectives (the purpose) the organi-
zation intends to achieve by establishing a configuration
management process. Issues to be considered include the
scope of the IT environment to be managed and the level at
which it needs to be managed. Participants in the discussions
of purpose should include representatives from all parts of
the organization that will be affected, and business relevance
should be a guiding decision factor.

[0883] A second major setup activity involves identifying
the entire set of IT components that exist within the agreed
management boundaries. This leads to more decisions:
determining the subsets of these components that need to be
managed.

[0884] With very few exceptions, all the information nec-
essary to manage the selected IT components needs to be
stored in a CMDB hosted in a database product. Building the
CMDB is the third major setup activity. It includes building
table definitions and creating outline reports. An organiza-
tion may have one or more CMDBs.

[0885] Finally, setup also includes design and develop-
ment tasks that are specifically related to use of the CMDB.
Policies and procedures for using the database, such as
designing security and access restrictions and developing
maintenance routines (which include backup and recovery
procedures), must be established. Only after these have been
accomplished can the database be populated.

[0886] Configuration management setup activities typi-
cally involve all of the MOF Team Model role clusters. Their
involvement varies, however, based on the particular role
cluster, as shown in Table 13
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Role cluster Involvement in setup activities

Infrastructure  Actively involved in all setup activities, including all decision-making
and technical involvement in building the CMDB. Normally provides
resources to complete this activity.

Operations Provides operational perspective in agreeing on purpose and boundaries
during setup activities.

Partner Provides partner/third-party input into agreeing on purpose and
boundaries.

Release Manages and owns the setup activity for configuration management.

Security Involved in all security-related issues during setup.

Support Provides support perspective in agreeing on purpose and boundaries
during setup activities. Also provides direct support for the setup activity.

Service Ensures that the requirements of IT services are reflected in any setup

decisions made.

Agree on Purpose

[0887] The first and most important step in any project
leading to the deployment of configuration management is to
reach an agreement on its purpose, articulated in terms of
key aims and objectives. These will act as terms of refer-
ence, helping to define the level at which the organization
wishes to track and control change and to identify the IT
components and services that should be regarded as “in
scope” of the configuration management function.

[0888] Agreeing on a purpose entails obtaining a detailed
understanding of the current situation (background). The
issues and problems that exist in the current environment are
often the main factors behind a decision to implement this
function. For example, if a number of changes seemingly
unrelated to line-of-business (LLOB) applications have had
an impact on them, there is clearly a need to understand and
model the links and relationships between these IT compo-
nents. In fact, the ability to model relationships and allow
change management to look at the potential impact of a
change is one of the key benefits that configuration man-
agement provides.

[0889] When discussing aims and objectives, representa-
tives from all parts of the organization that have a respon-
sibility for IT components and services should be included.
Although configuration management can be used to suc-
cessfully manage IT components within a small part of the
organization, the benefits are only fully realized when it is
used throughout.

[0890] The following two examples illustrate how aims
and objectives relate to the level of tracking and controlling
change and the scope of configuration items to be managed:

[0891] Although a workstation is made up of a number
of components, such as motherboard, processor, oper-
ating system, and software applications, an organiza-
tion may wish to track and control change to the
operating system and installed software applications
only.

[0892] An organization has offices in several countries,
with each country responsible for the management of
local IT resources. It would be reasonable to assume
that each country would want to use configuration
management to track and control change to its own
resources.

Agree on Boundaries of Management

[0893] Ideally, information about all components and ser-
vices of interest to change management would be recorded
in a single CMDB. In practice, however, organizational
issues, such as a widespread geographic structure, delegated
administration, and ownership of specific IT components,
will dictate the contents of a particular CMDB.

[0894] In the example just cited of a geographically dis-
persed organization, each country would likely want to use
a CMDB that contains only the local resources (the
resources for which it is responsible). This ensures respon-
siveness and keeps database size and complexity to a
minimum.

[0895] In most cases, the impact of a change to the local
environment is restricted to the country in which the change
is applied, so there is little need to maintain configuration
data about I'T components in other countries. The installation
of corporate standard software on a client in Edinburgh, for
example, has no impact on similar clients in Cambridge or
Seattle.

[0896] There are some changes, however, that will impact
IT components on a much larger scale. If a change request
requires that the Microsoft Windows NT® 4.0 master
domain (which contains all user accounts) be upgraded to
Windows .Server™ 2003, users in more than one country
and location could be affected by it.

[0897] A best practice would be to create processes and
procedures that ensure other groups are notified whenever
certain types of changes are proposed. The types of changes
that could fall into this category include upgrading or
replacing international lines or working on network services
linked to a critical LOB application.

[0898] The responsibilities and placement of the service
desk and the support model should also be considered at this
point. If the service desk uses the “follow the sun” model
(using geographic time zones to cover a 24-hour day) to
provide 24x7 support, it must be able to access the CMDB
that contains the I'T components mentioned in the call. If a
single database is not being used, it may be necessary to
make a local copy of any remote CMDB to reduce the
impact of network delays and to ensure that support per-
sonnel can access the data in case of a network failure.

[0899] After the geographic organizational issues have
been resolved, another organizationally related aspect of
scope that needs to be considered is the type of resources
that might be recorded and tracked in the CMDB.
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[0900] For example, the setting up of a desktop computer
and operating system is normally the responsibility of the IT
department, but the setting up of'a work area, which includes
desk, chair, and telephone, is the responsibility of facilities.
A new employee requires a desktop computer (from IT) and
a telephone, desk, and chair (from facilities). If information
from both groups were to be recorded in a single CMDB; it
would be quite simple to identify and coordinate delivery of
the infrastructure components necessary to support the new
user.

[0901] Inpractice, however, the CMDB is likely to contain
information about IT components and services only. Facili-
ties normally uses another system, such as the asset register,
to manage the resources it owns. A manual procedure needs
to be established that ensures that both groups are informed
of changes that affect the resources under their control.

Establish Standards for Configuration Management

[0902] Configuration management is only as good as the
policies and procedures governing its activities. This
includes the procedures that are used in the performance of
such configuration management tasks as updating the
CMDB, performing audits, reconciling the CMDB, and
preparing management reports. All configuration process
activities should be clearly defined and documented.

[0903] The policies and procedures that define the rela-
tionships and interaction between configuration manage-
ment, change management, and release management must
also be defined. Without proper planning and communica-
tion between these groups, the objectives of the configura-
tion management process cannot be realized. Security guide-
lines should also be established that provide guidance on
how these groups should interact.

[0904] Definition and documentation of configuration
management standards is a best practice, as is maintaining
the standards as a single document in a secure location. One
example of a best practice policy is: Only a few people and
automated processes should have update privileges to the
CMDB.

Discover IT Components

[0905] All of the IT components that exist within the
agreed management boundary must be identified before it
can be determined which ones are important enough to be
tracked and controlled using configuration management. In
this context, IT components include process documentation,
reference guides, technical manuals, and build documents—
in addition to software applications, operating systems,
network routers, workstations, and servers. An extensive
audit is needed to identify the different types of hardware
and software deployed within the agreed management
boundary and to collect the documentation (both process and
technical) that supports that environment. The audit should
also identify relationships between IT components. For
example, all workstations are built using the Microsoft
Windows® XP client build document.

Decide What Needs to be Managed

[0906] Managing and tracking change for every single
component within even a small IT environment would be
impractical. Over and above the challenge of obtaining and
loading all of this information into the CMDB, the costs
involved in maintaining and updating it would be prohibi-
tive.
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[0907] Therefore, choices need to be made concerning the
subset of components to be managed. This requires consid-
ering the business relevance and importance of the compo-
nent and the relationship(s) it has with other components
within the IT environment. Best practice calls for managing
only those components that:

[0908] Are necessary for the effective operation of the
business.

[0909] Support the provision of IT services.

[0910] Can be seriously impacted by changes to other
components within the environment. The decision to
include a component in the CMDB should be reviewed
at periodic intervals.

Build CMDB

[0911] The CMDB provides a single source of information
about the components of the IT environment. This informa-
tion can be used within the organization to improve system
reliability, availability, and control. By establishing a data-
base to track IT components, known as configuration items
(CIs), configuration management can verify that only autho-
rized components are used in the I'T environment. Why is the
use of only authorized components so important? This is an
important aspect of control, because an unauthorized com-
ponent introduces an unknown that could have undocu-
mented, detrimental, and/or difficult-to-trace effects on
related components.

[0912] This single source of information also provides
other organizational groups, such as the service desk, inci-
dent management, and problem management, with the abil-
ity to quickly and accurately assess the impact and cause of
incidents and problems. This leads to a faster resolution of
problems and a reduction in system downtime. The result is
improved availability and reliability of the IT environment.
For example, supplying a quick answer to a user’s question
typically requires knowledge of the user’s hardware and
software configuration. With a CMDB, this information is
available at the fingertips of the service desk staff.

[0913] In addition to selecting the tools and technology to
host the CMDB, a number of setup and initialization tasks
need to be performed before the database can be populated
with information about managed IT components and rela-
tionships. These tasks include:

[0914] Building table definitions.
[0915] Creating outline reports.
[0916] Designing security and access restrictions.

[0917] Developing maintenance routines (which

include backup and recovery procedures).

[0918] The tasks needed to be accomplished at this stage
depend on the database product selected and the complexity
of the IT environment to be managed.

[0919] Once these setup activities have been completed,
the process flow activities required to carry out configuration
management can take place.

Establishing Configuration Items

[0920] The process flow that leads to the identification of
configuration items and relationships and their subsequent
addition to the CMDB is shown in FIG. 26.
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[0921] Tracking and controlling changes to an IT compo-
nent involves adding it to the CMDB. This assumes that
previously, in the setup stage, the desired level of detail at
which to track and control change was identified, and CIs
were created in the database that permit managing the
component at this level.

[0922] When the component is recorded in the CMDB,
relationships can be built between Cls to model the real-
world situation in which IT components are connected to
and dependent upon one another. For example, a workstation
is made up of a desktop computer, operating system, and
applications, and the workstation is connected to and uses
the network. The proper understanding and modeling of the
relationships in the CMDB makes it possible to perform
detailed impact analysis on a proposed change.

[0923] Identifying CI activity is managed by the Release
Role Cluster, but other Team Model role clusters also have
some involvement, as shown in Table 14.

TABLE 14

Role cluster Involvement in establishing configuration items activities

Infrastructure  Provides technical expertise,
including advice and guidance on how to
identify and manage the relationship between Cls.
Operations Provides input into operational CIs.
Partner Provides partner/third-party input,
particularly in cases where the
partner manages this CI.
Release Manages and owns the identification of CI process.
Security Provides input into security CIs and
security issues with this activity.
Support Provides input into support CIs. Also provides
direct support for this activity.
Service Provides input across all configuration items

from an IT services perspective.

Does an Asset Need to Be Tracked and Controlled?

[0924] The initial setup and preparation activities should
have included defining the list of IT components needing to
be placed under the control of configuration management.
As new components and assets are identified, they should be
added to the CMDB only if they appear on this list.

[0925] The decision to include or exclude an IT compo-
nent from the CMDB needs to be periodically reviewed to
ensure that the database supports the needs of the organi-
zation and the service management functions using it.

Determine the Cls to Be Managed

[0926] Adding an IT component to the CMDB involves
establishing it as a CI or CIs. To choose the appropriate Cls
requires referring to the organization’s customary level of
detail for tracking and controlling change. Then, in the
database, Cls can be created that permit managing the
component at this level.

[0927] Using a workstation as an example, a workstation
has several components: the installed operating system,
software applications, processor, and memory.

[0928] To manage this workstation, organizations nor-
mally use configuration items that represent the workstation
as a whole, including the operating system and installed
software applications. However, in some situations, Cls
could be created to represent each of these components,
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resulting in the ability to track and control change at a
high-level of detail. And there may be some specialist
organizations, such as personal computer hardware manu-
facturers, which need to include configuration items that
allow them to track and control changes (at a very high-level
of detail) to the graphics card, network card, and mother-
board installed in a particular model of personal computer.

[0929] Although it is possible to do so, the benefits of
tracking change at a high-level of detail may be vastly
outweighed by the administration and management costs
required to keep the CMDB up-to-date. Because each orga-
nization has different aims and objectives, there are no clear
guidelines as to what constitutes a correct level of decom-
position. However, the available time, resources, and tech-
nology should be considered prior to making a decision.
This is the type of issue that must be explored during the
initial discussions of the purpose of configuration manage-
ment in the organization.

[0930] Note It is not necessary to track changes to items
that an organization regards as consumables—items that
generally have a low monetary value. The mouse and
keyboard attached to a workstation often fall into this
category.

Identify Relationships and Dependencies Among Cls

[0931] One of the key benefits of configuration manage-
ment as compared to asset management is that configuration
management models relationships between IT components.
To do so, these relationships must first be identified and
connections built between configuration items to replicate
the real-world situation.

[0932] If the Internet Protocol (IP) address for a DNS
server is changed, for example, it is then necessary to change
the DNS resolver setting for all clients that use this server for
name resolution. If the relationship between the DNS server
and its clients is not maintained in the CMDB, it is possible
that some clients will be missed, thereby preventing them
from gaining access to network resources.

[0933] Identifying some relationships is relatively easy,
while others may come to light only as changes are made to
components within the IT infrastructure. It is advisable to
focus initially on identifying the key relationships—those
that are essential to the successful operation of the compo-
nent and the infrastructure in which it is deployed—and then
add in additional relationships as needed.

[0934] Relationships between IT components are modeled
by building links between configuration items in the CMDB.
When changes are proposed to a configuration item, these
links can be used to identify the configuration items that may
be impacted by that change. Making a change to a configu-
ration item may not impact all the configuration items it is
related to, and rules may be needed to ensure that only the
relevant configuration items (those that will be affected by
the change) are identified during impact analysis.

[0935] If a workstation’s memory is increased from 256
MB to 512 MB, for example, this has no impact on the
network the workstation is connected to. However, the
network would be affected by a proposal to install a video
conferencing application that requires a substantial (and
dedicated) amount of network bandwidth.
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[0936] It is not practical or even possible to define auto-
mated rules that cover all eventualities. The identification of
configuration items affected by a change may require a
combination of automated rules and the skills and experi-
ence of technically qualified staff.

Select CI Attributes

[0937] For every configuration item identified, there is
normally a great deal of information that could be recorded
in the CMDB, ranging from the item’s name, description,
and location to technically detailed configuration settings
and options.

[0938] As will be emphasized throughout this document,
the value of configuration management is entirely dependent
on the quality and accuracy of the information contained in
the CMDB. If too many attributes are selected, keeping this
information accurate and up-to-date can be costly and time
consuming. It is far better to select only those attributes that
are needed to manage the configuration item and for which
the organization needs to monitor and track change.

[0939] A configuration item (CI) that describes a software
application, for example, could have the {following

attributes:
[0940] Unique identifier
[0941] Application name
[0942] Version number
[0943] Description
[0944] Location of source files (in the definitive soft-

ware library)
[0945] Owner

[0946] TItis also possible to create and store attributes that
summarize lower-level details or contain values that are
calculated by processing or filtering information. The need
for these types of (processed) attributes depends on the
requirements of each organization and the level at which
configuration items have been identified and defined.

Add CI(s) to CMDB

[0947] The next major process to be conducted after
identifying (or discovering) the configuration items and their
relationships and selecting the attributes that represent the
managed components of the IT infrastructure is to add this
information to the CMDB. The first step in this process is to
look at each configuration item (CI) and work out the best
way to obtain the value (an assigned or calculated numerical
quantity or an alphabetical entry that describes an attribute)
of each attribute to be managed. These values are often
recorded in a number of different places and it must be
decided which of these should be used to populate the
CMDB.

[0948] The IP address of a network server, for example,
may be found in DNS, in the database of an automated
inventory system, or even in a manually maintained Internet
Protocol (IP) address register. It is also available locally.

[0949] In selecting an information source, consider the
information’s accuracy, whether it is up-to-date, and the
difficulty and cost-effectiveness of retrieving it. In the
example above, the server’s IP address would probably be
obtained from the automated inventory system in preference
to DNS or the IP address register.
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[0950] The next step is to decide how to retrieve the
information. It is usually more efficient to obtain attribute
values automatically by developing a tool that connects to
the information source and extracts the needed information.
In some cases, this approach is not cost effective or even
possible, and some information has to be entered manually.
Due to the time-consuming and error-prone nature of
manual data entry, however, it is best to try and keep this to
a minimum.

[0951] Note The tools and processes developed to retrieve
attribute values from the information source will be needed
whenever it becomes necessary to compare database values
with those in the production environment (database verifi-
cation).

[0952] After these preparatory steps have been completed,
the third step is to initiate a change request that describes the
configuration items, attributes, and relationships to be added
to the CMDB. The request should also describe the mecha-
nism by which attribute values will be populated.

[0953] Assuming the change request is approved, the
configuration manager or an approved deputy should update
the database structure to include the new configuration
item(s), attributes, and relationships. The attribute values
should then be populated using the tools and techniques
identified in the change request.

[0954] All relevant document properties must be com-
pleted prior to storing a document in the production CMDB.

Accessing Configuration Items

[0955] After the configuration items and their attributes
and relationships have been recorded in the CMDB, people
or automated processes carrying out other service manage-
ment functions can request access to that information, as
shown in the process flow diagram in FIG. 27.

[0956] Two primary and common CI access scenarios
generally occur, for example, when the change management
function uses the relationships defined within the CMDB to
determine the impact of a change on other components
within the IT environment, and when the problem manage-
ment function uses the CMDB as a resource to identify
which ClIs are the root cause of incidents.

[0957] Accessing a CI can potentially involve all of the
MOF Team Model role clusters, but their involvement varies
according to their area of responsibility as shown in Table
15.

TABLE 15

Involvement in accessing

Role cluster configuration items activities

Infrastructure Consults on technical integration
of CI information with other SMFs.
Operations Performs day-to-day management of Cls.
Partner Involvement limited to CIs that are managed
by partner/third party.
Release Owns CI data and the CMDB.
Security Oversees security of CIs and CMDB.
Support Supports Cls and CMDB.
Service Provides any IT services information needed

in requested information about a CI.
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Request for Information

[0958] A request for information in the CMDB may origi-
nate from within an SMF at any time. Information may be
required about a single configuration item or multiple con-
figuration items, using the relationships and dependencies to
conduct an impact analysis (as in change management).

[0959] In organizations with more than one CMDB, a
number of separate requests may be required to establish the
true impact of a change. To understand the impact of
replacing a transatlantic line, for example, staff members
engaged in change management may need to request infor-
mation from databases located in both Edinburgh and
Seattle.

[0960] To achieve the needed results, requests for infor-
mation must take into account the part(s) of the environment
that are modeled in a particular CMDB. If desks, chairs, and
telephones are not included in the CMDB, for example, then
queries must be issued against other databases (such as the
asset register) to gain the needed information. The implica-
tion is that personnel making requests directly and program-
mers setting up automated requests should both be familiar
with the kinds of information contained in the CMDB.

[0961] Note Access rights and controls are also required to
ensure that only authorized users access information stored
in the CMDB. Even among this group, there may be a
requirement to restrict access to sensitive information. For
example, only certain users should be able to view detailed
attributes of a network router. Security guidelines, policies,
and access restrictions should have been established during
the configuration management setup process.

How is information requested? Assuming authorized access,
information retrieval may be performed within the CMDB
application or through published interfaces.

Present Information

[0962] How the information is presented to the requester
is dependent on the method or tools used to request the
information. The information may be made available online
through a Web reporting tool or database query or delivered
through hardcopy reports.

[0963] Note The value of the information returned to the
requesting service management functions depends entirely
on the quality of the information stored within the CMDB.
To achieve the anticipated benefits, information within the
database must be complete, accurate, and up-to-date. Main-
taining these aspects of quality is a responsibility associated
with the “change CI” and “review CI” steps. Regular
reviews (the last step of the configuration management
process flow) should be held to ensure that the database and
hence the information returned to an SMF accurately reflect
the status of the production environment.

[0964] If, for example, some critical configuration item
relationships and dependencies are missing from the
CMDB, then the information returned to change manage-
ment during impact analysis will be incomplete. As far as
configuration management is concerned, however, the infor-
mation retrieved and presented to the requesting SMF is
complete.

[0965] To make it very easy to use these tools, the infor-
mation needs to be presented in a simple and logical manner.

Jul. 20, 2006

One point to consider here is the naming standards for the
CMDB fields—when “as needed” reporting is involved, the
name of the field should be immediately understandable.

[0966] Sometimes the presentation of information con-
tained in the CMDB suggests the need for a change in a
configuration item. In this case, the regular change process
must be followed, including approval and authorization
through change management, before physical changes can
be made to the I'T component. Only then is the correspond-
ing information within the CMDB changed.

Changing Configuration Items

[0967] As changes are made to IT components during the
release management process, corresponding changes must
be made to the configuration items and relationships that
model them in the CMDB. If managed I'T components in the
live environment are changed without mirroring them in the
CMDB, information within the database quickly becomes
out-of-date or inaccurate, and the value of configuration
management to other SMFs is significantly reduced. When-
ever possible, the release mechanism should make these
changes automatically; but in practice, this is not always
possible. Manual data entry may sometimes be required to
keep the database up-to-date.

[0968] The process flow diagram in FIG. 28 highlights the
fact that changes to IT components are rarely done in
isolation. The relationships and inter-dependencies between
IT components can often mean that a change to one com-
ponent has an impact on another, forcing a change in or
update of the other.

[0969] Adding video conferencing facilities to a worksta-
tion, for example, has the effect of increasing network
utilization whenever conferences are in progress. If the local
area network (LAN) is already running at capacity, video
conferencing sessions cannot be run without making
changes to other IT components and services. To resolve the
problem, the workstation could be moved from one network
segment to another, the LAN could be re-segmented to
reduce utilization, or another solution could be found.

[0970] In all cases, however, a change must be made to
one or more related IT components before video conferenc-
ing can be deployed and used successfully. Note that these
changes must also be agreed upon and approved through the
change management process. Assuming that approval is
given, the CMDB needs to be updated with the original
change (add video conferencing to workstation) and the
additional changes required to support it (move workstation
to new network segment).

[0971] The changing configuration items activity is man-
aged and owned by the Release Role Cluster, but each of the
other team roles may also be involved in this activity, as
shown in Table 16.
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TABLE 16

Involvement in changing

Role cluster configuration items activities

Infrastructure Limited involvement but can provide
technical advice and guidance as a
CI is changed.

Operations Limited involvement other than
operating CI during change.

Partner Limited involvement.

Release Manages and owns the change
configuration items activity.

Security Provides input into security issues both
before and during change.

Support Provides direct support during this activity.

Service Provides any IT services information needed
for the process of changing a CIL.

Change CI

[0972] There can be a substantial delay between change
management approval and the eventual (full) deployment of
that change into the production environment by release
management. To make sure that the CMDB takes account of
this delay and accurately reflects the state of an IT compo-
nent, the CMDB must be updated at least twice for every
change—once when the change is first approved and again,
when it has been completed.

[0973] The initial update, at change approval, is required
to ensure that an SMF querying the database for information
about a particular configuration item can be notified about
upcoming changes. The information added to the database at
this stage should include the RFC, the date of the proposed
change, and a status indicator that shows that a change(s) is
(are) pending.

[0974] Note More than one RFC may be pending for a
particular configuration item. A server, for example, could
have these RFCs pending: upgrade server memory from 256
MB to 512 MB (RFC1) and install SQL Server (RFC2).

[0975] Over its lifetime, a configuration item is likely to be
updated a number of times. A history of changes (with dates)
should be maintained to provide the Problem Management
SMFs and other SMFs with a view of changes made over
time. If a change needs to be rolled back and the IT
component restored to its previous state, this information
will be invaluable.

[0976] If SMS is used to roll out software applications or
to roll back an installation, then a “receipt of advertisement
successful (or failed)” message can be used to trigger a
CMDB update. Note that a program that is tied into the
status message system (and particular messages) is required
to write the update into the CMDB.

Change Dependent CI

[0977] As explained previously, the relationships and
inter-dependencies between IT components can often mean
that a change to one component affects another. In some
cases, it is necessary to make additional changes to support
the original change.

[0978] To install Microsoft Windows Messenger 4.6, for
example, a workstation must be running Windows XP. If the
installed operating system is currently Microsoft Windows
2000 or Windows 98, the operating system must be
upgraded before Windows Messenger can be installed. In
addition, the client might not have sufficient memory or disk
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space for Windows XP and further changes will be required
to bring the computer up to the required specification.

[0979] Because the goal of configuration management is
to provide a model of the production environment, the
CMDB must record and track the original change and all of
the subsequent changes required to support it. In the
example above, changes to the operating system, memory,
and disk space need to be tracked in the CMDB. Only when
all of these changes have been successfully completed can
the installation of Windows Messenger begin.

Reviewing Configuration Items

[0980] Because the accuracy of the information stored in
the CMDB is crucial to the success of the Change Manage-
ment and Incident Management SMFs as well as other
SMFs, a review process, illustrated in FIG. 29, should be set
up to ensure that the database accurately reflects the pro-
duction IT environment.

[0981] At regular intervals, configuration management
staff should perform an inventory (and audit) of managed
components within the production environment and com-
pare the information retrieved with that stored in the CMDB.
Assuming that no differences exist, the date and time of the
comparison should be recorded for tracking purposes.

[0982] If differences do exist, however, the action to be
taken (if any) depends on a number of different factors. If an
approved change has been deployed but the information
within the CMDB is out-of-date, the likely choice is to
update the database to the current value. However, if the
CMDB indicates that Windows XP, for example, is installed
on a workstation, and the actual installation is Windows 98,
the issue would be raised with incident management.

[0983] 1t is also recommended to periodically check that
the configuration items recorded within the CMDB are still
relevant to the business and enable the organization to
manage the IT environment at the correct depth (level of
detail). Similarly, the accuracy of the agreed management
boundaries or scope of configuration management should
also be confirmed. (This type of architectural review is not
shown on the process flow diagram.)

[0984] The reviewing configuration items activity is also
managed and owned by the Release Role Cluster but, similar
to other configuration management activities, each of the
other Team Model role clusters may be involved, as shown
in Table 17.

TABLE 17

Involvement in reviewing

Role cluster configuration items activities

Infrastructure Limited involvement but can provide
technical advice and guidance,
particularly when discrepancies are found.
Operations Limited involvement.
Partner Limited involvement.
Release Manages and owns the review
configuration items activity.
Security Provides input into security issues
both before and during change.
Support Provides direct support during this activity.
Service Provides any IT services information needed

for the process of reviewing a CL
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Perform Inventory Collection

[0985] The first phase in the review process is to obtain
information from the production IT environment. This can
be accomplished in a number of different ways, but it should
be automated as much as possible. Manual auditing of IT
components and assets is often expensive and time consum-
ing and the results are often out-of-date before the informa-
tion has even been analyzed.

Compare Inventory with Information in CMDB

[0986] After the needed information has been collected
from the production environment, it can be compared with
that stored in the CMDB. As with inventory collection, this
task should be automated as much as possible. If collection
was manual, for example, the information can be added to a
spreadsheet or database application, which can then be used
as an input to the mechanism used to validate the CMDB.

[0987] If there are no differences between the inventory
value and that recorded in the CMDB, the date and time the
comparison was made should be recorded for tracking
purposes. Although the two values may match, a further
check should be made on pending changes. If the “imple-
ment by” date for a change has expired but the live envi-
ronment remains the same, then the issue should be esca-
lated to incident management.

[0988] An example: A change request is created and
approved to deploy Microsoft Office XP on all workstations
before the end of the month. At the end of the month, the
CMDB information is reviewed. For some workstations, the
CMBDB reports that Office 2000 is currently installed but an
installation of Office XP is currently pending. If the inven-
tory process confirms that Office 2000 is still installed, the
issue needs to be raised with incident management.

[0989] If there are differences between the production
environment and the CMDB, the action to be taken depends
on a number of factors:

[0990] If a change is pending (or in progress), the
inventory process might pick up new information
before release management has had the opportunity to
update the CMDB. The configuration management
team should confirm that the change was successful
before adding the information to the CMDB.

[0991] For many configuration items, it is possible to
define a tolerance level. If the difference between the
production environment and the CI’s defined tolerance
level is within certain parameters, the new (production)
information will be accepted and the CMDB updated
accordingly.

[0992] Ifthe operating system recorded in the CMDB is
Windows XP, for example, but the inventory process
reports it as being Windows XP Service Pack 1, this
difference would be regarded as being within tolerance.
In contrast, an inventory report stating that the operat-
ing system is Windows 2000 or Windows 98 would be
regarded as out of tolerance and would need to be
escalated to incident management.

[0993] TItis not possible to define tolerance levels for all
configuration items and their attributes. Some items
require a decision to either simply accept the informa-
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tion obtained during the inventory or to escalate the
difference to incident management.

[0994] 1In all cases, however, the difference between the
CMDB and the production environment should be logged,
together with any actions taken (if any). This log may be
required when evaluating the success of configuration man-
agement within the organization.

Roles and Responsibilities

[0995] This section describes the roles and associated
responsibilities of the configuration manager and the con-
figuration management staff. It is important to note that these
are roles, not job descriptions. A small organization may
have one person perform several roles, while a large orga-
nization may have a team of people for each role. It is always
recommended, however, that the configuration manager role
be performed by just one person.

[0996] The roles also correspond to the roles defined
within the seven role clusters of the MOF Team Model.
These role clusters (Release, Infrastructure, Support, Opera-
tions, Partner, Service, and Security) represent at a high-
level the operations functions that must be performed in an
IT environment to achieve successful operations. The indi-
vidual roles within each role cluster are closely related to
one another.

[0997] The significant roles defined for the configuration
release management process are:

[0998] Configuration manager
[0999] Configuration management staff
Configuration Manager

[1000] The configuration manager is responsible for defin-
ing the processes and procedures that govern management of
the CMDB. The person in this role is a member of the
change advisory board (CAB) and works closely with the
change manager to ensure that the impacts of proposed
changes are known prior to changes being authorized and
that all changes to the IT environment are recorded accu-
rately in the CMDB. For more information about the CAB,
refer to the Change Management SMF guide.

Configuration Management Staff

[1001] The size of the configuration management staff
depends on the size of the organization, the size and fre-
quency of changes and releases in the IT environment, the
automation of the CMDB, and the granularity at which Cls
are recorded in the CMDB. The configuration manager
should ensure that sufficient staff is available to prevent the
configuration process from becoming an impediment to the
successful operation of other related processes.

[1002] If an organization is spread across multiple geo-
graphic locations, staff members may be required at each
location. In a small organization, participating as a member
of the configuration management team may be a collateral
duty. However, in large organizations, being a member of
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the configuration management team is a full-time position—
with the staff segmented into multiple groups, each respon-
sible for managing specific areas of the IT environment. If
the configuration management staft is segmented into sepa-
rate groups, close coordination must occur between staff
members to prevent updating errors.

[1003] When defining the CMDB management processes
and procedures, the configuration manager needs to estab-
lish appropriate control mechanisms to ensure that the
information recorded in the CMDB by the configuration
management staff is accurate and complete. Table 18 sum-
marizes the responsibilities associated with each of the
configuration management roles.

TABLE 18
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within their IT environment need to obtain and make use of
certain tools and technologies. The appropriate number and
complexity of these tools depends on the size of the orga-
nization and the number and type of I'T components it wishes
to manage.

[1006] This service management function guide takes a
middle road by describing the tools needed to support the
detailed processes that make up configuration management.
The tools described here are sufficiently generic to enable all
types and sizes of organizations to apply the advice.

[1007] There are a number of Microsoft tools that can help
with the configuration management process. These include:

Role Responsibilities

Configuration
manager govern management of the CMDB. This role:
Establishes the policies and procedures to govern the

configuration management process.

The configuration manager defines the processes and procedures that

Determines the scope and granularity of the CIs recorded in the

CMDB.

Performs audits and establish baselines.

Conducts organization-wide awareness campaigns about
configuration management policies.

Selects, assigns responsibilities to, and trains the configuration

management staff.

Establishes CMDB policies, including CI-naming conventions.

Automates CMDB updating systems, if possible.
Produces and distributes management reports.

Configuration
management staff

Provides change owner with a baseline report for assessing the
impact of a release.

Assists in development of the test environment (for changes) to
mirror target environment.

Updates the CMDB with all changes to the target environment
when both the pilot and the full release have been completed.
Staff members might each be responsible for managing
configuration management tasks for specific areas of the IT

environment. Staff members may be assigned any of the following

tasks:
Update the CMDB with new CI information and status
information.

Control access to and distribution of documents from document

repositories.

Make changes to the CMDB structure.
Prepare management reports.

Conduct audits and reconcile the CMDB.
Perform baselines.

Assist the service desk, incident management, and problem

management in using the CMDB to facilitate the resolution of

incidents and problems.

Create storage areas for configuration items (that is, document

repositories).

Perform any other role that the configuration manager needs to

delegate.

Relationship to Other SMFs

[1004] There is a close relationship between the three
service management functions (Change Management, Con-
figuration Management, and Release Management) that
make up the MOF Changing Quadrant. FIG. 23 illustrates
the relationship that exists between these three SMF's and is
discussed above in connection with the Change Manage-
ment SMF.

Recommended Technologies

[1005] All organizations that intend to use configuration
management to track and control change to key components

[1008] Microsoft SQL Server or Microsoft Access for
hosting a configuration management database
(CMDB), which all but the smallest of organizations
will find essential.

[1009] Systems Management Server (SMS) for an auto-
mated inventory system for workstations and servers
running Microsoft Windows.

[1010] Microsoft Visio® Enterprise Edition for identi-
fying network resources.

[1011] The above-described embodiments of the present
invention can be implemented in any of numerous ways. For
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example, the embodiments may be implemented using hard-
ware, software or a combination thereof. When implemented
in software, the software code can be executed on any
suitable processor or collection of processors, whether pro-
vided in a single computer or distributed among multiple
computers. It should be appreciated that any component or
collection of components that perform the functions
described above can be generically considered as one or
more controllers that control the above-discussed function.
The one or more controller can be implemented in numerous
ways, such as with dedicated hardware, or with general
purpose hardware (e.g., one or more processor) that is
programmed using microcode or software to perform the
functions recited above.

[1012] Tt should be appreciated that the various methods
outlined herein may be coded as software that is executable
on one or more processors that employ any one of a variety
of operating systems or platforms. Additionally, such soft-
ware may be written using any of a number of suitable
programming languages and/or conventional programming
or scripting tools, and also may be compiled as executable
machine language code.

[1013] In this respect, it should be appreciated that one
embodiment of the invention is directed to a computer
readable medium (or multiple computer readable media)
(e.g., a computer memory, one or more floppy discs, com-
pact discs, optical discs, magnetic tapes, etc.) encoded with
one or more programs that, when executed on one or more
computers or other processors, perform methods that imple-
ment the various embodiments of the invention discussed
above. The computer readable medium or media can be
transportable, such that the program or programs stored
thereon can be loaded onto one or more different computers
or other processors to implement various aspects of the
present invention as discussed above.

[1014] Tt should be understood that the term “program” is
used herein in a generic sense to refer to any type of
computer code or set of instructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addi-
tionally, it should be appreciated that according to one aspect
of this embodiment, one or more computer programs that
when executed perform methods of the present invention
need not reside on a single computer or processor, but may
be distributed in a modular fashion amongst a number of
different computers or processors to implement various
aspects of the present invention.

[1015] Various aspects of the present invention may be
used alone, in combination, or in a variety of arrangements
not specifically discussed in the embodiments described in
the foregoing and is therefore not limited in its application
to the details and arrangement of components set forth in the
foregoing description or illustrated in the drawings.

[1016] Use of ordinal terms such as “first”, “second”,
“third”, etc., in the claims to modify a claim element does
not by itself connote any priority, precedence, or order of
one claim element over another or the temporal order in
which acts of a method are performed, but are used merely
as labels to distinguish one claim element having a certain
name from another element having a same name (but for use
of the ordinal term) to distinguish the claim elements.

[1017] Also, the phraseology and terminology used herein
is for the purpose of description and should not be regarded
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as limiting. The use of “including,”* ‘comprising,” or “hav-
ing,”“containing”, “involving”, and variations thereof
herein, is meant to encompass the items listed thereafter and
equivalents thereof as well as additional items.

What is claimed is:

1. A method of instructing at least one operator in a best
practices implementation of a standards facility for manag-
ing at least one standard in an information technology (IT)
environment comprising a plurality of standards to be man-
aged, the IT environment being managed in accordance with
at least some aspects of the Microsoft Operations Frame-
work (MOF), the at least some aspects of the MOF com-
prising a change management service management function
(SMF) that documents, assesses the impact of, approves,
schedules and reviews changes in the IT environment and a
configuration management SMF that identifies and docu-
ments components of the IT environment and relationships
between them, the method comprising an act of:

(A) instructing the at least one operator to treat the at least
one standard as a configuration item so that changes to
the at least one standard are managed in accordance
with the change management SMF and so that the at
least one standard is tracked in accordance with the
configuration management SMF.

2. The method of claim 1, further comprising an act of
instructing the at least one operator to implement the stan-
dards facility in accordance with MOF.

3. The method of claim 1, further comprising an act of
providing instructions to the at least one operator for imple-
mentation of the standards facility, the instructions being
provided as at least a portion of at least one MOF SMF.

4. The method of claim 3, wherein MOF comprises an
optimizing quadrant, a changing quadrant, a supporting
quadrant and an operating quadrant, and wherein the instruc-
tions for implementation of the standards facility are pro-
vided as at least a portion of at least one SMF included in the
optimizing quadrant.

5. The method of claim 4, further comprising providing
the instructions for implementation of the standards facility
as at least a portion of an infrastructure engineering SMF
that ensures coordination of infrastructure development
efforts, translates strategic technology initiatives into func-
tional IT environmental elements, and manages technical
plans for IT engineering, hardware and enterprise architec-
ture projects.

6. The method of claim 3, further comprising providing
the instructions for implementation of the standards facility
as at least a portion of an infrastructure engineering SMF
that ensures coordination of infrastructure development
efforts, translates strategic technology initiatives into func-
tional IT environmental elements, and manages technical
plans for IT engineering, hardware and enterprise architec-
ture projects.

7. The method of claim 1, wherein the act (A) comprises
an act of instructing the at least one operator to treat each of
a first and second standard as a configuration item so that
changes to the first and second standards are managed in
accordance with the change management SMF and so that
the first and second standards are tracked in accordance with
the configuration management SMF.

8. The method of claim 1, wherein the act (A) comprises
an act of instructing the at least one operator to treat each of
the plurality of standards as a configuration item so that
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changes to each of the plurality of standards are managed in
accordance with the change management SMF and so that
each of the plurality of standards is tracked in accordance
with the configuration management SMF.

9. The method of claim 5, further comprising an act of
providing instructions, as part of the infrastructure engineer-
ing SMF, for implementing at least one process for estab-
lishing the at least one standard.

10. The method of claim 5, further comprising an act of
providing instructions, as part of the infrastructure engineer-
ing SMF, for implementing at least one process for manag-
ing the at least one standard.

11. The method of claim 1, wherein the MOF comprises
a change initiation review that provides a best practices
approach for reviewing a change being initiated into the IT
environment, and wherein the method further comprises an
act of:

instructing the at least one operator to consider the at least
one standard as part of the change initiation review.
12. The method of claim 1, wherein the MOF comprises
a release readiness review that provides a best practices
approach for reviewing a change being released into the IT
environment, and wherein the method further comprises an
act of:

instructing the at least one operator to consider the at least
one standard as part of the release readiness initiation
review.

13. A method of operating a standards facility for man-
aging at least one standard in an information technology (IT)
environment comprising a plurality of standards to be man-
aged, the IT environment being managed in accordance with
at least some aspects of the Microsoft Operations Frame-
work (MOF), the at least some aspects of the MOF com-
prising a change management service management function
(SMF) that documents, assesses the impact of, approves,
schedules and reviews changes in the IT environment and a
configuration management SMF that identifies and docu-
ments components of the IT environment and relationships
between them, the method comprising an act of:

(A) following best practices instructions for the imple-
mentation of the standards facility, including instruc-
tions to treat the at least one standard as a configuration
item so that changes to the at least one standard are
managed in accordance with the change management
SMF and so that the at least one standard is tracked in
accordance with the configuration management SMF.
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14. The method of claim 13, further comprising an act of
following best practice instructions for implementing the
standards facility in accordance with MOF.

15. The method of claim 13, further comprising an act of
following best practice instructions for implementing the
standards facility, the instructions being provided as at least
a portion of at least one MOF SMF.

16. The method of claim 15, wherein the MOF comprises
an optimizing quadrant, a changing quadrant, a supporting
quadrant and an operating quadrant, and wherein the instruc-
tions for implementation of the standards facility are pro-
vided as at least a portion of at least one SMF included in the
optimizing quadrant.

17. The method of claim 16, further comprising following
best practice instructions for implementing the standards
facility, the instructions being provided as at least a portion
of an infrastructure engineering SMF that ensures coordi-
nation of infrastructure development efforts, translates stra-
tegic technology initiatives into functional IT environmental
elements, and manages technical plans for IT engineering,
hardware and enterprise architecture projects.

18. The method of claim 15, further comprising following
best practice instructions for implementing the standards
facility, the instructions being provided as at least a portion
of an infrastructure engineering SMF that ensures coordi-
nation of infrastructure development efforts, translates stra-
tegic technology initiatives into functional IT environmental
elements, and manages technical plans for IT engineering,
hardware and enterprise architecture projects.

19. The method of claim 13, wherein the act (A) com-
prises following best practices instructions to treat each of a
first and second standard as a configuration item so that
changes to the first and second standards are managed in
accordance with the change management SMF and so that
the first and second standards are tracked in accordance with
the configuration management SMF.

20. The method of claim 13, wherein the act (A) com-
prises following best practices instructions to treat each of
the plurality of standards as a configuration item so that
changes to each of the plurality of standards are managed in
accordance with the change management SMF and so that
each of the plurality of standards is tracked in accordance
with the configuration management SMF.



