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DETERMINING RELEVANCE OF ELECTRONIC CONTENT

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No.
60/758,828, filed January 13, 2006, the entirety of which is hereby incorporated by reference.
BACKGROUND
[0002] Electronic mail is perhaps the most common form of modern communication

among individuals and entities. Virtually anyone with access to a computer network (e.g.,
the Internet) can send and receive email. To a large degree, the use of email has replaced
reliance on more traditional forms of communication, such as telephone and postal mail. In
fact, for many corporations and organizations, email is now a mission-critical tool, the failure
of which can greatly hinder, or altogether stop, the operations of the corporation or
organization. Further, although email is already a primary form of communication as
described above, the volume of email continues to considerably grow at a fast rate and merits
the close attention of email administrators.
[0003] Given the heavy usc of clectronic mail, many cmail uscrs receive hundreds of
different emails a day. Oftentimes, much of the email received by an individual is irrelevant
(or more colloquially, is “junk™) and serves as a nuisance that the individual must navigate
through. In othcr situations, whilc a certain sct of rcceived cmails may all be at lcast
somewhat relevant to the recipient, the recipient must still take the time to go through those
emails to determine which ones are more important than others.
[0004] As email is received and sent over time, the recipient’s “inbox” and “sent
folder” becomes a vast store of information. For many corporations and organizations, email
might be the most comprehensive and up-to-date repository of knowledge possessed by the
corporation or organization. However, despite the potential richness of information in stored
email, typical email applications are resigned to providing unintelligent mechanisms (e.g.,
keyword, sender, recipient, and/or date range searches) for mining through email.
SUMMARY

[0005] According to at lcast onc aspcct of onc or morc cmbodiments of the present
invention, a system and computer program product include: a monitoring module configured
to track actions by a plurality of users associated with an application for managing electronic
content; a relevance analysis module coupled to the monitoring module and configured to

determine a relevance to a user of a piece of electronic content sent from a sender to the user,
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where the relevance is determined dependent on a measure of a relevance of the piece of
electronic content as determined dependent on one or more actions of the user on the piece of
electronic content, and a measure of a relevance of the piece of electronic content as
determined dependent on one or more actions of at least one other recipient of the piece of
electronic content.
[0006] According to another aspect of one or more embodiments of the present
invention, a method comprises tracking actions by a plurality of users associated with an
application for managing electronic content, and determining a relevance to a user of a piece
of electronic content sent from a sender to the user. The relevance is determined dependent
on: a measure of a relevance of the piece of electronic content as determined dependent on
one or more actions of the user on the piece of electronic content, and a measure of a
relevance of the piece of electronic content as determined dependent on one or more actions
of at least one other of the plurality of users that is a recipient of the piece of electronic
content.
[0007] The features and advantages described herein are not all inclusive, and, in
particular, many additional features and advantages will be apparent to those skilled in the art
in view of the following description. Moreover, it should be noted that the language used
herein has been principally selected for readability and instructional purposes and may not
have been selected to circumscribe the present invention.

BRIEF DESCRIPTION OF DRAWINGS
[0008] Figure 1A shows a traditional prior art email system.
[0009] Figure 1B shows a relational electronic mail system in accordance with one or
more embodiments of the present invention.
[0010] Figure 2 shows an electronic mail system in accordance with an embodiment of
the present invention.
[0011] Figure 3 shows an example of a series of electronic mail transactions in
accordance with one or more embodiments of the present invention.
[0012] Figure 4 shows different techniques as to how an electronic mail object may be
sent to external recipients in accordance with one or more embodiments of the present
invention.
[0013] Figure 5 shows a compliance model in accordance with one or more
embodiments of the present invention.

[0014] Figure 6 shows an overview of information flow in an electronic mail system in
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accordance with one or more embodiments of the present invention.

[0015] Figure 7 shows an electronic mail system integration in accordance with one or
more embodiments of the present invention.

[0016] Figure 8 shows a screenshot of an example of a mail view web page in
accordance with one or more embodiments of the present invention.

[0017] Figure 9 shows a screenshot of an example of a mail view web page in
accordance with one or more embodiments of the present invention.

[0018] Figure 10 shows a screenshot of an exaruple of a mail view web page in
accordance with one or more embodiments of the present invention.

[0019] Figurc 11 shows a scrcenshot of an cxample of a web page with an importance
chart in accordance with one or more embodiments of the present invention.

[0020] Figure 12 shows a screenshot of an example of a folder view web page in
accordancc with onc or morc cmbodiments of the present invention.

[0021] Figure 13 shows a screenshot of an example of an address book web page in
accordance with one or more embodiments of the present invention.

[0022] Figure 14 shows a screenshot of an example of a preference setting web page in
accordance with one or more embodiments of the present invention.

[0023] Figure 15 shows a screenshot of an example of a search interface web page in
accordance with one or more embodiments of the present invention.

[0024] Figure 16 shows a screenshot of an example of a search interface web page in
accordance with one or more embodiments of the present invention.

[0025] Figure 17 shows a screenshot of an example of an advanced search interface
web page in accordance with one or more embodiments of the present invention.

[0026] Figure 18 shows a screenshot of an example of a search settings web page in
accordance with one or more embodiments of the present invention.

[0027] Figure 19 shows a screenshot of an example of a folder view search results web
page in accordance with one or more embodiments of the present invention.

[0028] Figure 20 shows a screenshot of an example of an extended view search results
web page in accordance with one or more embodiments of the present invention.

[0029] Figure 21 shows an example flow process of a relevance mechanism flow in
accordance with one or more embodiments of the present invention.

[0030] Figure 22 shows a relevance determination mapping and flow in accordance

with one or more embodiments of the present invention.
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[0031] Each of the figures referenced above depict an embodiment of the present
invention for purposes of illustration only. Those skilled in the art will readily recognize
from the following description that one or more other embodiments of the structures,
methods, and systems illustrated herein may be used without departing from the principles of
the present invention.

DETAILED DESCRIPTION
[0032] In the following description of cmbodiments of the present invention, numcrous
specific details are set forth in order to provide a more thorough understanding of the present
invention. However, it will be apparent to one skilled in the art that the present invention
may be practiced without one or more of these specific details. In other instances, well-
known features have not been described in detail to avoid unnecessarily complicating the
description.
[0033] In general, embodiments of the present invention relate to a technique for
determining the relative relevances of electronic mail messages. Particularly, one or more
embodiments, in addition to possibly having traditional email search capabilities, may
determine the relevancé and/or importance of an instance of electronic mail based on, for
example, user actions (e.g., what did the user do with that piece of electronic mail), other user
actions (e.g., what did other users do with that piece of electronic mail), and/or administrative
settings.
[0034] It is noted that although one or more embodiments are described herein with
respect to traditional electronic mail, one or more embodiments may be applicable to other
forms of electronic messages and content. For example, one or more embodiments may be
used for determining relevance in document management applications. In another example,
one or more embodiments may be used in conjunction with instant message (IM)
communications and/or short message service (SMS) messages.
[0035] Some forms of electronic mail, such as “TransMail” developed by
BLUESPACE SOFTWARE CORP., use a relational architecture. In such a relational mail
system, a piece of mail written by a user is managed as a single instance object during its life
in the mail system. To illustrate the use of a relational mail system, Figures 1A and 1B show
a comparison between traditional e-mail and email and electronic mail in a relational
architecture in accordance with one or more embodiments. With traditional email, a first
email 10 is replied to with a second email 12, in which the content of the first email 10 is

duplicated — there is no link between the first email 10 and the second email 12. In a
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relational mail system according to one or more embodiments, a first electronic mail object
14 points to a first message 16, and a second electronic mail object 18, representing the reply
to the first electronic mail 14, points to the first message 16 and a second message 20, where
the second message 20 represents the reply content. Thus, in a relational mail system,
electronic mail is transacted through the use of links, or “pointers,” among electronic mail
objects as they are created over time.

[0036] To further illustrate the use of links in a relational mail system, Figure 3 shows
an example of a series of electronic mail transactions (transactions numbered in Figure 3) in
accordance with one or more embodiments. In step 1, user 30 sends an electronic mail object
to user 32 containing submessage A. In step 2, user 32 forwards the electronic mail object to
user 34, thereby creating a new electronic mail object that contains BJA (a current
submessage B, with history portion submessage A). Then, in step 3, user 34 replies to user
32, creating an electronic mail object that contains C|BA (a current submessage C, with
history submessages B and A). In step 4, user 32 replies to user 34, creating an electronic
mail objcct that contains D|CBA (a currcnt submcessage D, with history submcssages C, B,
and A). Then, in step 5, user 34 forwards the electronic mail object containing D|CBA to
users 36, 38, thereby creating new electronic mail objects containing E[DCBA (a current
submessage E, with history submessages D, C, B, and A). In stcp 6, uscr 36, sccking
clarification from user 30, sends an electronic mail object to user 30, thereby creating an
electronic mail object containing F|[EDCBA (a current submessage F, with history
submessages E, D, C, B, and A). User 30, in step 7, replies to user 36, thereby creating an
electronic mail object that contains GJFEDCBA (a current submessage G, with history
submessages F, E, D, C, B, and A). At some later time, in step 8, user 34 forwards the
electronic mail object received from user 32 to user 40, thereby creating an electronic mail
object containing HIDCBA (a current submessage H, with history submessages D, C, B, and
A).

[0037] As apparent from the above description with reference to Figure 3, a “current”
submessage is a submessage at the top of the chain for a given electronic mail object. The
current submessage will have been written by the user who created the electronic mail object.
For cxamplc, in Figurc 1B, submessage 16 is the current submessage of clectronic mail
object 14 and submessage 20 is the current submessage of electronic mail object 18. In step
5 of Figure 3, for example, submessage E is the current submessage.

[0038] The previous submessage in the chain of a given electronic mail object are
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referred to herein as “history” submessages. History submessages are content created before
the current submessage and its respective electronic mail object. For example, in Figure 1B,
submessage 16 is a history submessage of electronic mail object 18.  In step 5 of Figure 3,
for example, submessages D, C, B, and A are the history submessages. Moreover, it is noted
that in one or more embodiments, a submessage may only have one history path.

[0039] Further, for a given submessage, submessages that appear in later electronic
mail objects that reference the original submessage are referred to herein as “future”
submessages. For example, in Figure 1B, submessage 20 is a future submessage with respect
to submessage 16.  In step 5 of Figure 3, for example, submessages F and G are future
submessages, but submessage H is not because the electronic mail object created in step 8
does not include submessage E. Rather, submessage H is a future submessage in step 4 of
Figure 3. Moreover, it is noted that in one or more embodiments, a submessage may have a
plurality of future paths, as it may be included in several branching forward and reply
structures.

[0040] An electronic mail object in accordance with one or more embodiments may be
scnt to a destination cxternal to a rclational mail system in which the clectronic mail object is
created. For example, now with reference to Figure 4, it shows different techniques as to
how an electronic mail object may be sent to external recipients in accordance with one or
morc cmbodiments. In a first tcchnique, a uscr in company 50 scnds an clectronic mail
object 52 in accordance with one or more embodiments to recipients in company 54. This
occurs by a relational mail server 56 in company 50 sending an electronic mail notification
(with, for example, a uniform resource locator (URL) to the electronic mail object 52) 58 to
the recipients in company 54. The recipients in company 54 may then select the URL to read
the electronic mail object 52 using a web browser.

[0041] Still referring to Figure 4, in another technique, a user in company 50 sends an
electronic mail object 52 in accordance with one or more embodiments to recipients in
company 60. In this case, the relational mail server 56 wraps the electronic mail object 52
in a simple mail transfer protocol (SMTP) envelope 62 and sends it like a regular email to an
email server 64 in company 60. The recipients in company 60 may then view the email as
they normally would, without having to select a web link.

[0042] In another technique, a user in company 50 sends an electronic mail object 52 in
accordance with one or more embodiments to recipients in company 66. In this case, the

rclational mail scrver 56 may detcrminc that a mail scrver 68 in company 66 is a rclational-
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type mail server, and thus, may send an electronic mail object 70 using a protocol based on
web services.

[0043] In one or more embodiments, electronic mail content ‘may be managed
according to rules specified in a compliance model. Such a model may be used to determine,
for example, how long content is kept for, who can access content, where content should
reside, and other allowable actions to be carried out by users. Figure 5 shows an example, in
unified modeling language (UML) representation, of a compliance model in accordance with
one or more embodiments. Using such a compliance model, search rules may be layered
over a content system, determining, for example, who has the right to search different pieces
of content in the system. For cxample, in the casc of an investment bank, an analyst might
have the right to search all content related to analyst processes written by other analysts;
however, the same analyst may not have the ability to search content that does not pertain to
his/her rolc in the bank.

[0044] Turning now to a more detailed description of one or more embodiments, an
electronic mail relevance application helps users make sense of vast quantities of electronic
mail by inferring a user’s interest in content and other users based on monitoring that user’s
actions with in the application. Such relevance may be thought of as having at least two
components: relevance, which applies to content (e.g., submessages); and importance, which
applies to entities (e.g., users and job codes).

[0045] A “relevance” component may be used to rate electronic mail content in an
order reflecting a user’s likely interest in the content. For example, a high relevance value
may indicate that the content is likely to be of significant interest to the user, while a low
relevance value may indicate that the content is likely to be of little interest to the user.

[0046] An “importance” component may used to rate an entity in order to reflect a
user’s likely interest in content involving that entity. For example, a high importance value
may indicates that a given job code is likely to be of significant interest to the user in
question, while a low importance value may indicates that a job code is likely to be of little
interest to the user. As used herein, a “job code’ may be thought of as metadata used to track
the process to which a particular clectronic mail object relates.

[0047] In one or more embodiments, relevance and importance values may be
determined based on monitoring users’ actions. Such monitoring may occur as part of an
automatic, background process. As will be apparent from the description herein, users’

actions may indicate valuable information about both content and entities in the system. For
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example, if a user receives an electronic mail object, saves the electronic mail in a custom
folder and subsequently forwards it to three other users, then the electronic mail is likely to
be much more relevant to those users than if the sending user had just deleted the electronic
mail as soon as he or she had finished reading it. In another example of associating relevance
and importance in an electronic mail system, it is likely that a user’s direct manager will be
important to the user because the user will typically read messages from their manager in a
timely manner, will often reply to those messages, and will send their manager a significant
number of electronic mail objects. As will be described in detail further below, by
monitoring a collection of user actions and then performing an analysis of those actions,
valuable information may be learned for subsequent use in an electronic mail application in
accordance with one or more embodiments.

[0048] As described above, a relational electronic mail system in accordance with one
or more embodiments separates electronic mail objects into its constituent message objects,
likely written by different authors (see, for example, Figure 1B). The use of such constituent
parts promotes a level of granularity that may used to support a relevance analysis engine that
can be applied to the electronic mail system. In such a manner, behavioral information may
be efficiently gleaned from the mail environment and used to help improve content relevance
as presented to one or more users.

[0049] Now referring to Figure 2, it shows an example representation of an electronic
mail system 250 in accordance with one or more embodiments. As shown in Figure 2, the
electronic mail system 250 has a plurality of modules, where a “module” may be any
program, circuitry, logic, and/or functionality implemented in either software and/or
hardware.

[0050] The electronic mail system 250 has a monitoring module 252, which generally
monitors and registers user actions and those of users associated or corresponding with a
particular user. Such behavioral information may then serve as inputs to a relevance analysis
engine 254, which is formed of a relevance determination module 256 and an importance
determination module 258. The relevance determination module 256 assesses user action
data provided by the monitoring module 252 and calculates relevance scores for objects
accessible to the user. The importance determination module 258 assesses user action data
provided by the monitoring module 252 and calculates importance scores for objects
accessible to the user. It is noted that operations of the relevance analysis engine 254 may

not be limited to applying to any one user, but may instead, for example, be used to
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determine relevance and importance scores for all users in a particular organization of which
the electronic mail system 250 is part. Further, the electronic mail system 250 has a mail
presentation module 260, which is generally used to provide a user his/her electronic mail
(along with features therewith) in accordance with the relevance and importance scores
determined by the relevance analysis engine 252. Moreover, the electronic mail system 250
has a search module 262, which is generally used to provide a user with search capabilities in
accordance with the relevance and importance scores determined by the relevance analysis
engine 252,

[0051] Still referring to Figure 2, the electronic mail system 250, or any combination of
the modules shown therein, may run on any type of computer system (e.g., a client-side
device, a server-side device, a single processor computer, a multiprocessor computer).
Further, the electronic mail system 250, or any combination of the modules shown therein,
may be contained on a computer-readable medium (e.g., memory, a hard drive, a compact
disc (CD), a digital video disc (DVD), a magnetic tape drive, an optical drive, a universal
serial bus (USB) drive, a flash drive). As contained on such a computer-readable medium,
the functionality of the electronic mail system 250, or of any combination of the modules
shown therein, may be partly or wholly carried out in response to one or more processors
executing software instructions stored on the computer-readable medium.

[0052] Further, based on the description provided below, it will be apparent which of
the modules shown in Figure 2 may be applicable to the various techniques, uses, and
functions described herein. For example, the monitoring module 252 may be used for
performing any of the techniques described herein relating to tracking the actions of users in
a particular environment or associated with a particular system. The relevance analysis
engine 254 may be used for determining or calculating any of the relevance related values
described herein. More particularly, for example, the relevance determination module 256
may be used for determining or calculating any one or more of the various types of relevance
scores described herein, and the importance determination module 258 may be used for
determining or calculating any one or more of the various types of importance scores
described herein. Further, the mail presentation module 260 may be used for generating any
one or more of the various types of web pages described herein (it is noted that in one or
more embodiments, non-web user interfaces may also or instead be presented by the mail
presentation module 260). Moreover, for example, the search module 262 may be used for

performing any of the search techniques described herein.
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[0053] An electronic mail application in accordance with one or more embodiments
may help users in performing one or more of various different types of actions. For example,
in a browsing mode, a user may browse through a folder of content, such as looking through
newly received electronic mail objects in their inbox. In this case, the electronic mail objects
may be sorted or ranked according to the relevance and importance of each. In, for example,
a searching mode, a user may actively look for a specific piece of information or for
information of a given type based on given search criteria (e.g., keywords, dates, specific
senders). In this case, for example, a piece of content may be deemed to be more relevant to
a search if two of the words in the subject are keyword search terms as opposed to if there
was only one matched word. Moreover, relevance scores may be displayed to the user in
response to performing a particular electronic mail action.

[0054] In regard to what types of information may be extracted from an electronic mail
system in accordance with one or more embodiments, mail data, or data in an electronic mail
itself (e.g., keywords, creation dates, recipient information, job codes) may be recovered.
Further, mail action data, or information regarding users’ actions on electronic mail content
(e.g., the number of times an electronic mail has been read, the number of times an electronic
mail has been forwarded), may be recovered. Further, users may themselves rate various
aspects and entities in the system to improve an accuracy of the relevance analysis engine.
For example, a user may provide feedback regarding the relevance of any given piece of
content, and/or the user may provide feedback regarding the importance of any given entity.
Moreover, a user may also change various weighting factors used to determine settings of the
relevance analysis engine, where such settings may otherwise be self-adjusting.

[0055] A user may interact with an electronic mail system in accordance with one or
more embodiments in one or more of various ways. For example, in the case of reading new
electronic mail, when a user receives a new electronic mail object, the electronic mail system
may indicatc how uscful to the uscr that content is likcly to be. In another cxample, in the
case of reading existing mail, the electronic mail system may indicate how important to the
user each electronic mail object and submessage is likely to be. In yet another example, in
the case of searching through electronic mail, the electronic mail system may help rank
search results and indicate to the user how likely each piece of content is to be of interest.
[0056] An overview of information flow, including various elements and relationships
described above, in an electronic mail system according to one or more embodiments is

shown in Figure 6. In one aspect, what is shown in Figure 6 may be thought of as
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representing the information flow in a relevance analysis engine according to one or more
embodiments. As used in Figure 6, “single” aspects refer to individual units (e.g., content,
users), and “collaborative”/“communal” aspects refer to collections of units (e.g., content,
users).

[0057] Turning now more specifically to Figure 6, mail data 80 represents properties of
each electronic mail, including the current submessage (single), as well as both history and
future submessages (collaborative). Mail data 80 serves as an input to importance 82 in that
it determines the entities listed in the mail environment and where they appear. Further, mail
data 80 acts as an input to relevance 84 as the entities involved in the mail help to determine
its initial and ongoing relevance values.

[0058] Users’ actions 86 represent the ways users interact with the electronic mail
system, e.g. reading mails, replying to mails, changing settings. Users’ actions 86 encompass
an individual user’s own actions and other users’ actions (the communal elements of the
system). These actions may help to determine relevance, as relevance is calculated based on
the way users interact with content. Users’ actions 86 may also help determine importance,
as the importance of entities reflects the significance with which users treat them.

[0059] Importance 82 of a given entity may be stated with respect to a local importance
to a single entity (e.g., “how important is John to Doug?”) or a set of entities (e.g., “how
important is John to the Medix drug development team?”). Tmportance 82 may draw input
from mail data 80, which determines the “fields of engagement” for entities, and from users’
actions 86, which reflect how significant a given entity is to a given user or set of users.
Importance 82 may also act as an input to relevance 84, as it helps to determine the relative
weightings given to different actors in the electronic mail system. It is noted that importance
values for different entities may be shown in a user’s graphical interface.

[0060] Still referring to Figure 6, relevance 84 of a given piece of content may be stated
with respect to a single entity (e.g., “how relevant is the electronic mail object to John?”) or
with respect to a set of entities (e.g., “how relevant is the electronic mail object to the Medix
drug development team?”). Relevance 84 may have as inputs the mail data 80 (properties of
the content in question), users’ actions 86 (what users have done with the content), and
importance 82 (the significance users attribute to the entities involved in the content).
Various sub-aspects of relevance 84 may be identified: “local relevance” — the relevance
value presented to the user as they browse through their mail folders; “incoming relevance” —

estimated relevance to a recipient before an electronic mail object is opened; “post-reading
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relevance” ~ relevance assigned after an electronic mail object is opened and dealt with by a
recipient; and “search relevance” — the relevance assigned by the system to items identified in
a specific search by a user.

[0061] User interaction 88 is present so that when users are searching for something,
they have some idea of what they are looking for and can guide the system to that content by
stating criteria and changing their search settings.

[0062] Browsing 90 is an activity a user spends most of their time doing in an
electronic mail system — navigating through mail folders and reading content. Local
relevance acts as an input to browsing 90, helping to guide the user to the content they might
wish to do deal with first. In one or more embodiments, there may be only one local
relevance value for each piece of content with respect to a given user. Further, it is noted that
local relevance may initially be the incoming relevance value (described above), and once the
user in question has read the electronic mail object, the local relevance value may be the
post-reading relevance value (described above).

[0063] Continuing with reference to Figure 6, searching 92 is an activity that a user
may usc to scarch clcctronic mail amongst potentially thousands of clcctronic mails the uscr
has sent and received. It is noted that the search relevance value (described above) for
content relating to a given search may vary depending on the search criteria settings and/or
the uscr’s scttings.

[0064] In addition to the components of the information flow shown in Figure 6, an
electronic mail system in accordance with one or more embodiments may have access to
relatively independent data points by, for example, indirect “watching” of users’ actions and
mail data and direct “questioning” (e.g., asking users whether the results are accurate).
However, such data points may vary according to users’ opinions of the significance of
entities and content presented to them by the electronic mail system.

[0065] As described above, mail data represents the properties of a particular electronic
mail object. Such properties may include, but are not limited to, the following: keywords in
subject; keywords in message body; keywords in other fields; keywords in attachments (both
names and content); a signature assigned to the message; a date the content was created; the
recipients of the content; whether the electronic mail object was sent to:/cc:/bec:; the sender
of the content; the body size; the attachment size; the attachment type; and flags for follow up
(e.g., the sender indicates the electronic mail requires action by the recipient). Thus, for

example, in one or more embodiments, a user may build a search query looking for different
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submessages that make up a particular electronic mail object and may specify different
creation dates, senders, recipients, and/or other details for each submessage they are looking
for that make up the electronic mail object.

[0066] Other criteria may also be used to leverage the relational architecture of an
electronic mail system according to one or more embodiments: job codes — a mechanism for
linking an entire submessage to a specific business process; context — a mechanism for
linking text in a submessage to a specific process, either on a user or enterprise-wide basis;
groups — sets of users across the system; domains — a naming directory across the system;
priority — an urgency tag linked to notification processes; sensitivity — a confidentiality tag
linked to readership and search rights; validity date — the period of time for which the content
is viewable by the user; retention date — the period of time for which the content is retained
by the corporation; allowed readers — the users who are allowed to read the mail; allowed
geographies — the geographies to which the mail content is allowed to be sent; rule
contravention — content sent that had weak conflicts (e.g., a history submessage could not be
included for one of twenty recipients) or strong conflicts (e.g., a user tries to send an
electronic mail object to another user with whom they are not allowed to communicate) with
compliance rules, and was altered or managed appropriately by the application; other
compliance interactions — various other interactions with the governance engine; other meta-
style information stored relationally with respect to the mail; and other business processes
that are triggered by the mail event.

[0067] Examples of scenarios in which mail data can affect relevance are now
provided. In other words, the following description lists examples of ways in which mail
data parameters, such as those described above, might affect relevance to a given user, either
while browsing or as part of a search. In one case, if 2 user received an electronic mail object
as one of fifty other recipients, the electronic mail object is less likely to be of relevance to
the uscr than if the uscr reccived the clectronic mail object as the sole recipicnt. In another
situation, if an electronic mail object is flagged for follow up by the sender, it is more likely
to be of significant relevance to the user. In another case, if the keyword a user is looking for
is in the body, then the electronic mail object is likely to be relevant to the user. In yet
another example, if a user is looking for a particular file, then electronic mails with
attachments of the requested file type are relevant to the search. In another scenario, if a user
is looking for a piece of content they received some time ago from a particular, important

department, then criteria such as date period, priority, and department domain may be
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relevant to the search. In another case, if a user is looking for all content relating to a
particular business transaction, and that content has been tagged with one or more job codes,
then content with the appropriate job codes may be relevant to the search. In still another
example, if a user is looking for content that may have caused compliance violations, then all
content that caused weak or strong interactions with a given set of compliance rules may be
relevant to the search. In another situation, for example, if a user is looking for all electronic
mail objects that will trigger a financial purchase over the next 30 days, then the user can
search for electronic mails that will cause a purchase over the defined date range.

[0068] Other scenarios may be used to leverage a relational structure of an electronic
mail system in accordance with one or more embodiments to determine the “communication
context” of electronic mail. Such scenarios may rely on history submessages (older
submessages in the chain of the electronic mail object) and future submessages (submessages
written later as part of other electronic mail objects that contain a present submessage). For
example, if an electronic mail object is received by a user as a reply to an electronic mail
object they themselves sent, then a submessage in the history will map to the “current
submessage” — the one at the top of the chain — in an electronic mail object the user’s “sent
folder.” In this case, the incoming electronic mail object is likely to be of significant
relevance. In another example, if a particular submessage appears several times in a user’s
“inbox,” then a new electronic mail object containing this submessage is likely to be of
relevance to the user. In yet another example, if a new electronic mail object received by a
user contains one or more history submessages written by the user, then it is likely that the
new electronic mail object is of relevance to the user. In still another example, if historical
submessages in a new electronic mail object were found to have high relevance ratings, then
it is likely that the new submessage will have significant relevance to the user. In a further
example, if a submessage, A does not contain a given keyword, but many submessages that
were sent in replying to and forwarding submessage A do contain the keyword, then
submessage A is likely to still be relevant in a search for the given keyword.

[0069] Now turning to users’ actions, as described above, users’ actions represent the
ways users interact with an electronic mail system in accordance with one or more
embodiments. The electronic mail system monitors user actions inside the electronic mail
system. It is noted that such actions may be deemed important as they reflect the users’
opinions of the content and the value they place on it. Examples of users’ actions include,

but are not limited to, the following: a user composes an electronic mail object; a user reads
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an electronic mail object; a user forwards an electronic mail object; a user replies to an
electronic mail object; a user deletes an electronic mail object; a user files an electronic mail
object in a custom folder; a user prints an electronic mail object; a user saves a local copy of
an electronic mail object; a user copies an electronic mail object to their clipboard; a user
links an electronic mail object (or part of a submessage) to a context; a user finds an
electronic mail object as part of a search; a user includes an electronic mail object in a
visualization; a user opens or saves an attachment; and a user forwards an attachment.

[0070] The relevance of users’ actions relies on the user’s actions to help determine
content relevance for content in the user’s mail folders, both sent and received. The
following examples illustrate how a user’s own actions may be used as an input to a
relevance analysis engine in accordance with one or more embodiments. In one scenario, if a
user receives an electronic mail object from another user and immediately forwards it to three
other users with comments, then the electronic mail object is likely to have had relevant
content. In another case, if a user receives an electronic mail object and replies to it, then the
content of the original electronic mail object is likely to be of significant relevance. In
another situation, if a user receives an electronic mail object from another user and
immediately deletes it, it is unlikely that they perceived the content to be of significant
relevance. In a further example, if a user reads an electronic mail object and then moves it to
a custom folder out of the “inbox,” then it is likely that the content had relevance to the user.
In still another case, if a user has read a given electronic mail object many times, then it is
likely to be of significant relevance to the user. In another scenario, the longer the user has
an electronic mail object displayed on a screen, the more likely it is to be relevant to the user.
In still another situation, if a user copies text from a given electronic mail object to their
clipboard, then the electronic mail object will likely be more relevant than an electronic mail
object from which the user did not copy text. In another example, if a user links a piece of
content to a context, it is more likely to be of relevance to them. In yet another situation, if a
user always deletes content from a specific user quickly, then it is unlikely that any content
from this user is of significant relevance to them. Further, in another case, if a user always
reads content from another specific user before reading content from other users in any given
new set of new mail received in their inbox, then it is likely that content from this specific
user is of significant relevance. In still another scenario, if a user typically only reads short
electronic mail objects rather than long ones, then the chances are that short ones are more

relevant to that user than longer ones. In a different case, if a user never reads messages sent
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to a particular group or domain, then content sent to that group or domain is likely to be of
less relevance to the user. In yet another situation, if a user never reads electronic mail
objects tagged with a particular job code, then this content is likely to be of little relevance to
the user. In yet another example, if a user rarely reads electronic mail objects designated as
lowest priority (or reads them last when browsing their “inbox”), then that lowest priority
content is likely to be of little relevance to the user. In another case, if a user sends an
electronic mail object to a many users, it may potentially be more relevant than an electronic
mail object sent to a single user. In still another situation, if a user sends an electronic mail
object and then later forwards it to other users, it is likely to be of more relevance than an
electronic mail object that was sent once but never resent. In a further example, if a user
reads an electronic mail object from their “sent folder,” then the content is likely to be of
significant relevance. Continuing with another scenario, if a user saves an attachment to their
local hard disk or network system, both the attachment and the accompanying electronic mail
object are likely to be of significant relevance. Moreover, in another case, if a user prints an
attachment or electronic mail object, it is likely to be of high relevance to the user. In yet
another case, if a user sends an electronic mail object to their supervisor, the electronic mail
is likely to be more relevant than an electronic mail object sent to a junior secretary. In still
another situation, if a user sends an electronic mail object with extensive formatting, it is
more likely to be relevant to the user than if they only wrote a few lines of plain text. In
another example, if a user has not accessed the folder in which the content is stored for over a
year, then it is likely that the content is not particularly relevant.

[0071] As described above, the actions of other users may also be used to determine the
relevance of content in a given user’s folders, both sent and received. Examples of such
actions are now described. In one case, if a user sends an electronic mail object to someone,
and that someone reads the electronic mail object, then that electronic mail object is more
likely to be relevant (to both the receiver and sender) than if the recipient did not read it. In
another situation, if a user sends an electronic mail object to a group of users, and most of the
recipients reply to the electronic mail object, forward the electronic mail object, and/or copy
the electronic mail object to custom folders, the electronic mail object is more likely to be
generally or globally relevant than if the recipients immediately deleted the electronic mail
object. In another scenario, if most other recipients of an electronic mail object delete it as
soon as it arrives in their “inbox,” then the recipient in question will probably not find the

content particularly relevant. In still another example, if most other recipients copy a given
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electronic mail object to a custom folder (or reply or forward it) once they have read it, then
the recipient in question will probably find the content to be of significant relevance. In yet
another case, if a given user is always copying another user on their mail content (e.g., an
employee copying their supervisor), then the content is less likely to be of relevance to that
other individual. In a further example, if a user sends a submessage to another user, but the
recipient does not read the submessage, then this may have an affect on the relevance of the
content. In another situation, if the vast majority of the users in a given department read a
piece of content sent globally, then the content is likely to be relevant to another user in that
department. In still another scenario, if the majority of other users tend to read content linked
to a particular job code, then content attached to that job code is more likely to be relevant to
the user in question. Further, for example, if the majority of other users tend to read content
linked to a particular context, then content attached to that context is more likely to be
relevant to the user in question. In another situation, if most users read content from a
particular author (e.g., a supervisor), then content from this author is typically of greater
relevance than content from a different author that is not widely read. In yet another case, if
most users reply to content from a particular author (e.g., a supervisor), then content from this
author 1s typically of greater relevance than content from a different author not widely replied
to.

[0072] In one or more embodiments, in addition to considering content and users’
action with content, an electronic mail system may analyze the importance of particular
authors and entities when determining relevance. Such entities include, but are not limited
to, the following: users; groups; domains; folders; job codes; contexts (categories to which
pieces of content can be assigned); signatures; other business process information; and back-
end/automated actors (e.g., external computer systems). As an example of a use of relying on
the importance of authors and entities when determining relevance, in an organization, every
member or employee may have an importance rating for other members/employees. In such
an environment, it is likely that a member/employee would find other individuals who report
to them and those to whom they themselves report to be of greater importance than
individuals working in a different department.

[0073] Importance, as determined by a relevance analysis engine in accordance with
one or more embodiments, may be a relative value, respective to each user (or other entity) in
the system. For example, users, groups, domains, and other entities may all have different

relative importance values describing a particular job code. As such, it is possible to
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calculate an overall importance value for any given entity in the system, which describes that
entity’s importance to the entire organization, where “organization” may be defined as all the
users of all the entities. This calculated importance value may be referred to as the “global
importance value” for that entity.

[0074] Further, in one or more embodiments, the importance for a given contact may be
represented as a pair of different values. A first value may reflect the user’s interest in
content they received from the contact, and a second value may reflect the user’s interest in
content they sent to the contact. While in some cases, these two values may be similar, in
other cases, they may not be similar. For example, if a particular supervisor is extremely
talkative or verbose, he/she may have low importance when sending content to other users,
but those other users may view the supervisor as being very important when they themselves
are initiating the communication.

[0075] Moreover, it is noted that different users’ actions have different effects on
relevance, due to varying importance factors. Thus, for example, if a user, such as a
supervisor, deletes a particular electronic mail object, then this will have a greater effect than
if a junior secretary deletes the electronic mail object. Also, importance may have multiple
feedback effects. For example, if user B receives an electronic mail object from user A, and
then user B forwards the electronic mail object to user C who is of high importance, then this
affects the importance of all three users.

[0076] Now turning to another example illustrating the use of importance values, in an
organization with, for example, 100,000 employees, it is likely that any given user will
communicate with new contacts each week. As described above, importance is a relative
factor for each pair of users’ (or entities”) interactions and is stored with respect to each user.
However, when a new contact communicates with a user for the first time, the system may
still make a “best guess” about that new contact’s importance based on communal importance
(described above with reference to Figurc 6). This importance valuc may then change as the
user interacts with this new contact. The first “best guess” value may be important
nonetheless because in a system with a large population, the usability may be hampered if the
importance value of every new contact started at a particular default value.

[0077] In one or more embodiments, an organization may decide to tic importance to
roles instead of or in addition to specific users. This approach may be particularly likely in
highly-regimented environments, such as the military, where roles are of greater significance

than the actual human personality involved.
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[0078] Now turning to some examples illustrating the use of roles for determining
importance, if a user moves position within a company, their role will likely change, and, in
turn, they will have greater relevance to some users and less relevance to others. Thus, an
organization may choose to integrate their personnel system with a mail relevance analysis
engine in accordance with one or more embodiments. When a person moves positions, the
learning sensitivity of the engine with respect to that user may be increased, so that the
relevance and importance values may reach their new equilibrium more quickly. Further, the
increased sensitivity may be decreased according to an appropriate statistical function over
time, until the sensitivity is at regular levels.

[0079] In another situation, if a uscr movces into a rolc that was previously filled, the
relevance identity for the previous occupant of the role may also act as an input to the
individual taking on the new role. This may be referred to as “role importance,” which is a
factor of a role holder’s local and global importance values. This further reflects the blend of
role and the user’s own identity in determining importance values and relevance of associated
electronic mail content. Thus, for example, a person moving into a new role may still attach
the same importance to content received from their spouse, but would likely move to a
different importance value for their new supervisor.

[0080] Further, it is noted that may exist scenarios in which a single person has
multiple roles, in which case, they may be able to send and receive electronic mail using
different user accounts. Another possible scenario is when a single role is shared by a
number of different individuals, all of whom write and receive content using a single account.
In this case, an organization may choose to treat the role as a single entity in isolation (so
there is no correlation with the users using the account). Alternatively, in one or more
embodiments, an organization may specify a blend of the person’s identity and the role being
used, in which case performing an action while signed into one account affects the values in
other accounts.

[0081] As described above, in a large system, a user may often be interacting with a
new entity for the first time. One approach to setting an initial importance value in these
cascs is to rccognize corrclated or cognate cntitics. This may be done, for cxample, through
the use of tree structures. For example, one human resources employee is generally likely to
have similar importance as another one, especially if they are of similar position in a tree
structure (e.g., they both work in employee appraisal form processing). Further, it is noted

that in one or more embodiments, branched structures, such as knowledge taxonomies for
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contexts and directories for users and job code hierarchies, may be used as a correlative basis
for importance on an ongoing basis. Thus, for example, an importance change for one user
may have a cascading “ripple effect’” for similar users.

[0082] In regard to recognizing “cognate” entities are referred to above, an electronic
mail system in accordance with one or more embodiments may identify a “cognate group’ for
a user, based on historical actions. More particularly, for each user, over time, the system
may identify a cognate group of the n other users regarded as most similar. Such a group
may be defined by similar past user actions and assessments, and/or a direct input by a user.
Further, it is noted that it may not be inherent that the population of recipients falls into
separate and mutually exclusive cognate groups. Rather, each recipient may have their own
cognate group of those the system regards as most similar to that recipient. Thus, for
example, in a certain case, user A may be in user B’s cognate group because user A is part of
a group of n users most similar to B, but at the same time user B may not be in A’s cognate
group because there are n other users more similar to user A than is user B. Accordingly, it
may be assumed in certain instances that the actions of this particular group on an electronic
mail object will give more indication of its relevance to the user than would a global reaction
to the electronic mail.

[0083] In addition to the actions that users perform in an electronic mail system in
accordance with one or more embodiments, the electronic mail system may take direct user
input to help determine relevance as described above with reference to Figure 6. In this
regard, users may be thought of as having an “importance slider” for other users in the
electronic mail system. For example, a user might make their boss “very important” and
mark their junior, sales clerk “rarely important.” Such weightings may be considered by the
mail relevance analysis engine described above.

[0084] As to the “importance slider” referred to immediately above, a piece of mail
content, or a submessage, may be presented to the uscr along with a slider that indicates its
current local relevance score. The user may move this slider and apply the change in
relevance to that specific piece of content, or the user may add that change back in to how
relevance is calculated across the whole user’s mailbox.

[0085] Further, to assist in providing tangible data points for the relevance analysis
engine, one or more embodiments may also directly query the user on the relevance of
content sampled from the system. It is noted that such a sampling mechanism may also be

used as a way to corroborate data. For example, in one case, researchers may be asked to rate
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the usefulness of a piece of content to the project they are currently working on. In another
case, rather than asking the user to rate the relevance of a piece of content, the electronic mail
system may query the user to rate their estimation of whether the content is true. Moreover,
sampling may be conducted in a random or structured manner.

[0086] In addition to an end user being able to affect relevance directly for their own
“inbox,” certain “super-user” roles may have the ability to affect relevance across the entire
system, or at least a considerable portion thereof. In other words, for example, a “relevance
administrator” may provide a boost to communications from a particular department. At
least one reason for such manipulation is that relevance may not be a purely user-centric
phenomenon — a separate question may relate to relevance for the entire organization.

[0087] As described above, an electronic mail system in accordance with one or more
embodiments may have a relational mail architecture, in which each piece of content written
by a user is managed as a single instance object during its life in the mail system. The
granularity of such an architecture may allow the electronic mail system to record all actions
by users in the system, ensuring that the system has audited the entire lifecycle of the content.
Further, relevance determination techniques in accordance with one or more embodiments
may be applied to electronic mail at different levels. For example, relevance analysis may be
applied to an electronic mail unit, where such a unit is considered as a whole regardless of
what other electronic mails the unit contains. Such electronic mail unit analysis may be
considered as a basic approach to determining relevance in electronic mail content. Tt allows
relevance to be based on simple criteria such as, for example, the number of reciﬁients,
whether the user in question received the electronic mail object as a to:, cc: or bee: recipient,
the importance flag of the electronic mail object, and the time it was sent.

[0088] At another level, relevance analysis may be applied to relationally restructured
electronic mail, where electronic mail is broken into its component messages, and the
rclational structurc of the clectronic mail system is mapped to the clectronic mail storc. In
one or more embodiments, an electronic mail system may have the ability to analyze regular
electronic mail content and convert it into a relational system. When the electronic mail
System structures information once it has already been sent, the criteria for search may be, for
example, keywords and other standard inputs, user mail flow actions (e.g., compose, reply,
and forward), and communal user mail flow actions (e.g., compose, reply, and forward).
[0089] When an electronic mail system in accordance with one or more embodiments is

integrated with an electronic mail environment at the application level (as opposed to being a
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purely “downstream’ process), then one or more of the following criteria may be used: user
mail management actions (e.g., read, forward, reply, delete and file to custom folder); user
attachment management actions (e.g., view, forward, save to disk); and mail content path
(e.g., tying together multiple instances of the same electronic mail). By using a relational
architecture for regular electronic mail, an electronic mail system in accordance with one or
more embodiments allows for the searching of regular electronic mail, with a similar
relevance system to that of a search engine used for an electronic mail system operating on
electronic mail objects as described above with reference to Figure 1B.

[0090] Integration with a conventional email system may be achieved in various ways.
In client-side integration, for example, a plug-in to the email client may be used to monitor
end users’ actions on the mail content. In server-side integration, a relational electronic mail
server (e.g., one developed by BLUESPACE SOFTWARE) may be connected to the legacy
email server and tag content with “flags” so that it can track what happens to the content.
Examples of these two mechanisms are shown in Figure 7.

[0091] Turning to the processes shown in Figure 7, in step 1, new email received by a
legacy email server (e.g., MICROSOFT EXCHANGE) 100 is retrieved by a relational
knowledge server (e.g., one developed by BLUESPACE SOFTWARE) 102. In step 2, the
knowledge server 102 adds meta-tags to each email in an effort to track that content through
the lifecycle. In step 3, the tagged emails (represented as having flags) are then replaced on
the email server 100. In step 4, an email client (e.g., Microsoft Outlook) 104 downloads the
tagged emails. In step 5, a plug-in to the email client 104 immediately retrieves the current
relevance values for the content. Then, in step 6, the user carries out actions on the content in
the email client 104, and the plug-in records these actions and sends them back to the
relational knowledge server 102. In step 7, one of the actions carried out by the end user is to
scnd cmails in replics and forwards — these include the meta-tags positioned by the rclational
knowledge server 102.

[0092] Still referring to Figure 7, it is noted that steps 5 and 6 may form a continuous
feedback loop, where cach time the user carrics out an action, a corresponding rclevance
value changes. Further, plug-in to the email client 104 may also interact with search results
to include and reflect the relevance values in the search listings.

[0093] Now turning to thc usc of onc or morc cmbodiments for rcscarch or forcnsics
purposes, as the volume of email transacted has increased, so has the challenge for

productively searching through vast quantities of email. A relevance analysis engine in
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accordance with one or more embodiments may be applied to regular electronic mail (as
described above with reference to Figure 7), with one or more important benefits for
forensics processes. In one aspect, the relevance analysis engine may combine a granular
analysis process with a particular relevance algorithm (detailed examples of which are further
described below). Content that meets certain criteria including relevance parameters may be
flagged for human inspection, and the most important individuals in a community may be
inferred automatically. In another aspect, the relevance analysis engine may allow for the
determination of similar or “cognate” entities and users by automatic analysis of users’
actions (as opposed to attempting taxonomic structuring based on automated content
analysis). This is based on “fingerprinting” different users (and entities) for similar direct
and passive behavior. In still another aspect, high-level representations of user communities
and sub-communities may be created based on a granular understanding of that community’s
interactions. This may reflect the importance of different individuals, based on the same flow
analysis mechanisms for relevance described herein. In yet another aspect, increased
granular capabilities in an electronic mail system in accordance with one or more
embodiments allows for advanced visualization of communication communities. In another
aspect, the approaches described immediately above may be combined for improved content
sampling, through either or both of fully automated sampling and interactive human
sampling. Further, it is noted that one or more of these approaches may be essentially
language neutral.

[0094] Turning now to a description of user interface aspects relating to an electronic
mail system in accordance with one or more embodiments, there may be several pages of an
electronic mail application that include one or more of the various relevance and importance
aspects described above. Such pages may include, for example, a mail view (when a user is
viewing a single electronic mail object), a folder view (a folder listing showing many
electronic mail objects), an address book (a list of contacts, groups, and domains), and
preferences (a list of information). Each of these is described in detail below.

[0095] In a mail view, a user is looking at a single electronic mail object and is able to
see its entire content. An extension of this view is a reply view, as shown in 8. There are
various relevance sliders in Figure 8, one for each submessage in the mail view and one for
the entire electronic mail object, taking into account the current submessage and all history
submessages. Relevance sliders 118 for history submessages may only be shown when the

submessage is expanded, as in the second history submessage in Figure 8.
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[0096] When a user hovers their mouse over a relevance slider, a pop-up window may
appear, indicating why a particular relevance value is as it is, thereby potentially helping the
user understand how the relevance value was determined. A similar pop-up window may
appear for importance sliders, as further described below.

[0097] The user may provide feedback to the relevance analysis engine by changing the
level of any given slider. When a user clicks and drags the level, the application may display
a pop-up window above the slider indicating the value to which the user has moved the
slider. The respective values may, for example, be: “irrelevant” — 0% to 10%; “slightly
relevant” — 11% to 30%; “relevant” — 31% to 70%; “highly relevant” — 71% to 90%; and
“critical” — 91% to 100%.

[0098] Further, the user interface may indicate to the user which submessages they
have already seen before (e.g., in the case of a reply history) and which are new (e.g., in the
case of a forward history). This is shown in Figure 8 via the state of the illustrated “eyes”
110, 112, 114 in each submessage. If the eye is open (e.g., eyes 110, 114), the user has seen
the submessage, and if the eye is closed (e.g., eye 112), the user has not seen the submessage.
Thus, as shown in Figure 8, if the active user (Wilson Ron) opened the submessage from
Smith John, the respective eye icon for that submessage would become open.

[0099] Figure 8 shows further icons. Icon 120 allows the user to see a custom search
folder, showing cvery clcctronic mail object that contains the given submessage. Another
searching icon 122 allows the user to search for similar content to the given submessage, as
determined by a search algorithm. Two more icons 124, 126 allow the user to view the
lifceycle of any given submcessage, spawning pop-up windows (not shown in Figurc 8) that
visualize its path through the system and all users that have carried out actions on it.

[00100] In addition to relevance feedback, the mail view may present information on
importance. Job code importance and other custom created variables may be given
importance sliders 116, as shown in Figure 8. A user may alter an importance slider, and
either lock it at the new value or allow it to recalculate over time.

[00101] Further, in one or more embodiments, in addition to or instead of being able to
provide feedback to a relevance analysis engine by moving relevance sliders, a user may also
be requested to provide direct feedback on a sampled basis. In this case, for example, the
user may be asked to directly rate the relevance of a given electronic mail objects, thus
presenting the relevance analysis engine with a direct relevance data point, as opposed to

correlating relevance with the user’s actions. Such direct user questioning is illustrated in
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box 129 shown in Figure 9.

[00102] As depicted in Figure 9, a user may not be forced to set the relevance value
before being able to leave the mail view; however, in one or more embodiments, the interface
may indicate that it is important for the user to do so. Tn one or more embodiments, it may be
important that a high response rate be achieved for such relevance rating questions, as the
effectiveness of the relevance analysis engine may correlate to the lack of bias in the survey
sampling.

[00103] The number of times a user is asked to rank content may be determined based on
their usage frequency (e.g., every 100 mail views) or absolute time (e.g., 5 times per week).
A systcm administrator may dctermine this valuc, with the option to allow uscrs to customize
it through their preferences. Further, in one or more embodiments, a system administrator
may also make direct user interaction mandatory for scenarios in which user feedback is
required.

[00104] In one or more embodiments, direct feedback values submitted when users
assign relevance to content through the survey function may be particularly helpful in the
early stages of a given system. Such values help provide reliable relevance values to stabilize
the weightings given to each type of user action. A system administrator may thus be able
select a time-based factor to decrease the frequency of surveying users. Alternatively, a
system administrator may base decreases in sampling frequency on statistical results derived
from, for example, the stability of the global weighting factors.

[00105] Still referring to Figure 9, in regard to users’ actions and users’ importance (as
well as that of groups and domains), rather than clutter the interface with all this information
by default, the application may allows the user to click details icon 128, which, when
selected, displays a new box (not shown in Figure 9) that presents this information, as shown
in Figure 10. The box 130 shows, for example, the sender and each recipient of the
electronic mail object, their actions on the content (forwarding, replying), and the importance
of each recipient.

[00106] Further, it is noted that importance may change over time. For example, when a
user is interacting strongly with another user on a given project, then that other user may be
of greater importance at that point than a year after the time when the project has finished. In
another example, if a user is working on a deal linked to a specific job code, that job code
may be of greater relevance during the deal than six months after the deal has finished. The

chart icons 132 in Figures 8 and 10 may be used to generate a chart showing the evolution of
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importance over time (for a definable period set by the user), as shown in the pop-up window
134 of Figure 11.

[00107] Now turning to a folder view as described above, reference is made to Figure
12. As shown in Figure 12, there is a relevance column 137, which shows a relevance slider
(shown, but not labeled) for every electronic mail object in the folder listing. As in the mail
view described above, a user may move a relevance slider to provide feedback to the
electronic mail application. In addition, the user may click the details icon 136 which, when
selected, presents a similar box as that shown in Figure 10, indicating users’ actions and
importance indicators.

[00108] Now turning to an address book as described above, reference is made to Figure
13. In Figure 13, importance slider 139 is provided for each user, group, or domain, and
allows the user to directly interact with the importance values given to their contacts. The
user may either lock the value or provide it as a new start value from which the electronic
mail system equilibrates. Further, it is noted, for example, that when user A adds user B to
their “favorites,” the importance of user B with respect to user A may be given a boost.
[00109] Now turning to preference settings as described above, reference is made to
Figure 14. Using preferences, the user can affect the different inputs into the relevance
analysis engine. This may allow the user to tune the relevance analysis engine to provide the
content that the uscr is interested in. For cxamplc, the uscr may affect the relative strength of
the different actions by users, as well as affecting the relative strength of the different entities
with importance (e.g., job codes, users).

[00110] In addition to varying the relative strengths of various inputs to the relevance
analysis engine, the user may also alter the importance of the different entities in the system,
using an interface similar to that depicted in Figure 13, as linked from Figure 14. The user
may either lock the input at that value or let it equilibrate over time (the slider for the impact
of linking content to a context is locked 138 in Figure 14).

[00111] Further, the actions shown in Figure 14 may be customized. Such
customizations may be done on implementation or by a system administrator. Moreover, it is
noted that the mechanism of surveying users described above may provide the raw data that
usually determines the weighting values. A given user’s input may partially determine both
their own weighting values and, possibly to a much smaller extent, the overall default
weightings across the entire system. At least one reason for taking a content surveying

approach to determining weightings is that weightings may be regarded as an esoteric factor,
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and it is very difficult for a typical user to determine these values directly.

[00112] Moreover, in one or more embodiments, determining weightings values may be
done via a consulting exercise by an integrator entity implementing the system. The
electronic mail application may have the ability to serve automated surveys to users via the
weightings interface, in which users are “walked through” various scenarios and their
responses determine the weighting values. This may be provided via the “Wizard” button
140 shown in Figure 14. Additionally, the user may restore the sliders back to their default
values.

[00113] Another option for searching in one or more embodiments is to display a search
capability on cvery page of the application, allowing the uscr a familiar scarch function from
wherever they are in the application. This choice may appear under the “My settings” tab
142 in Figure 14.

[00114] Now turning to search interface aspects relating an electronic mail system in
accordance with one or more embodiments, reference is first made to Figure 15. A search
tool may be divided into two areas — a search form and the search results. The tab 144 shown
to be sclected in Figurc 15 is the simplce scarch option, in which a uscr just cnters any
keywords they are interested in. A search algorithm then searches for this text in all possible
criteria (e.g., users, groups, job codes, message subjects, message bodies). If the user clicks
the “options” roll down 146 in thc scarch form intcrfacc as shown in Figurc 15, the
application may then provides some additional search options, such as shown in Figure 16. It
is noted that in one or more embodiments, the application may remember when the user
clicks thc options roll down 146 and scrves the scarch intcrface to them with the options
already showing the next time the user goes to the search page. The options roll down 146
allows the user to specify, for example, which mail folders to look in, people involved, key
words to scarch for, the datc range, and/or whether the clectronic mail object should have
attachments.

[00115] Further, the search interface shown in Figure 16 provides the user with two pairs
of options relating to what happens to search results. Each of these options may have
descriptive help in the form of a pop-up window that appears when the user moves their
mouse over the option. A user may save any search they are doing as a “smart folder” that
appears in a custom folder in their folder tree. A static “smart folder” 150 keeps the
historical results of the search, so the user sees the same result set each time they click the

“smart folder.” A dynamic “smart folder” 152 may carry out the search again each time the
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user clicks the “smart folder.” The user manages “smart folders” through a standard folder
management interface. To edit any given “smart folder,” the user may click the folder, and
the application presents the folder’s respective search query through the appropriate search
interface. A final decision for the user to make is whether they would like the folder view or
extended view for their search results.

[00116] Referring again to Figure 15, the “more options” tab 148 provides another
screen similar to that shown in Figure 16, but with more options for the user to choose
through, for example, checkboxes and text fields.

[00117] Now turning to a description of advanced search aspects related to an electronic
mail system in accordance with onc or morc embodiments, reference is made to Figure 17.
With the interface shown in Figure 17, a user may build search sentences and then use the
sentences to do searches. A description of Figure 17 is further detailed below in regard to
scntence types, clectronic mail object actions, scarch request boxcs, phrasc palettes, and
search options.

[00118] In one or more embodiments, there may be a plurality of different sentence
types in an advanced search interface: people 154 — user, groups, and domains that the mail is
from and to; keywords 156 — keywords in any field in the system (e.g., the subject or
message body); details 158 — details and properties of the mail (e.g., whether it has
attachments or has been assigned a job code); actions 160 — user’s actions on mail content,
such as reading or replying; and custom 162 — access to a library of other sentences. Such
sentence types may be presented to the user through a tabbed interface as shown in Figure 17,
allowing thc uscr to switch between the different types as they build up their scarch request.
[00119] Mail actions 164 represent a large area of the user interface shown in Figure 17,
because it is that sentence type that is shown in the interface. There may be a plurality of
subsections within this part of the view: phrase 166 — the area in which the user selects the
type of action they wish to use in their search request; sentence 168 — the area in which the
user builds up the sentence they wish to add to their search request; and sub-phrase 170 — the
area from which the user can introduce modifications to their basic phrase.

[00120] In Figure 17, an action selected is that of a person forwarding a mail to other
people (be they users, groups, or domains). This phrase appears in the sentence box 168,
allowing the user to “fill in the blanks.” In Figure 17, the user has already selected the first
blank — that they themselves forwarded the mail. The user is in the process of filling in the
second blank. By clicking the “people” field 172 with their mouse, they have caused the

28
X Corp. EX1014

IPR2025-00299
Page 29 of 93



WO 2007/082308 PCT/US2007/060587

application to spawn a pop-up window 174. This window 174 allows the user to select the
most requested choice or go to a modified view of their address book to select the people they
wish.

[00121] The user may customize the phrase in the sentence box by adding in sub-phrases
from the sub-phragse screen area 170 . Each of the different sub-phrase types may have a
color-coordinated arrow next to a given sub-phrase and a matching slot in the sentence box.
The user can drag and drop sub-phrases into the sentence box 168 and then customize them
as they wish. Figure 17 shows two sub-phrases have been added in — the “all of”* sub-phrase
176 and the “from [date] to [date]” sub-phrase 178. The date sub-phrase may require further
user interaction to specify the dates, which the user has already carried out using the
associated calendar buttons 180. Each calendar button 180 spawns a calendar that allows the
user to specify a date. It is noted that date formatting may be a user preference determined
globally across the application via the “personal settings” tab.

[00122] Once a user has built a search sentence that they wish to add to their search
request, they may click the “move to search request” button 182, which will add the sentence
to the bottom of the list in the search request box. In addition, the user may use an “anchor”
system. Any hard anchor, depicted in Figure 17, may be dragged to an anchor slot, subject to
certain rules regarding how phrases can be combined. The anchor system may be common to
the sentence area, the search request box, and the phrase palette. It is further noted that in
order to assist the user, there may be various user pop-up help boxes that appear when the
user moves their mouse over the different parts of the interface.

[00123] A search request box 184 is the screen area in which the user builds up their
search criteria, drawing on sentences from each of the different sentence types. Each
sentence is shown, along with anchors allowing each sentence to be extended with other sub-
phrascs. For cxamplc, the sentence, “have history submessages from Cattlin, Simon or Ash,
Duncan” may be extended at the “from” point to “have history submessages (from Cattlin,
 Simon or Ash, Duncan) or contain the keywords “sales proposition.”” Each sentence (in both
the scarch request box 184 and the sentenee box 168) may be changed between positive and
negative logic. The user may change the “have” dropdown box to “have not.” There may be
weightings for each sentence and each of its sentence criteria. These are shown by sliders in
Figure 17, and the user can move the positions of these sliders to affect the relative
importance of the respective inputs in the search request. In the example shown in Figure 17,

electronic mail objects having history submessages from Simon Cattlin would be given
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higher ranking than those from Duncan Ash in the search results listing. Further, the first
sentence regarding history submessage authorship would be given slightly greater weighting
than the requirement to have at least one attachment.

[00124] Another part of a search request box shown in Figure 17 is an “actions” box
186. This part may contain icons that allow the user to manage the sentences that make up
their query. The top row from left to right allows the user to copy a sentence (e.g., to search
for two very similar sentences), move a sentence up the list, move a sentence down the hst,
and delete a sentence.

[00125] Still referring to Figure 17, an icon may allow the user to toggle the weighting
sliders on and off. When the uscr turns the weighting sliders off, the ordering of the list is
particularly important, as the system automatically attaches greater weighting to sentences
further up the list. It is noted that when a weighting slider is off, such may be indicated in the
uscr interfacc. If thc weighting sliders arc hidden, an icon may be displaycd to show the
slider to indicate that it would toggle the weighting sliders back on again.

[00126] Another icon in the actions box 186 is a “?”” symbol that provides the user with
help on using the advanced search interface. When clicked, this icon launches a debugging
interface in a pop-up window that walks the user through debugging their sentence to ensure
that it is consistent. Such interactive debugging may be useful in helping to ensure that the
interface is usable by most individuals, as well as being both sophisticated and powerful.
[00127] Further, it is noted that if a user starts designing a search in the regular search
interface shown in Figure 16 and then moves to the advanced search interface as described
above with reference to Figure 17, the user’s initial input may be represented as a sentence in
the advanced search interface. The user may then further customize and extend the search
from there. This provides a convenient first step for a user attempting to move from the
regular search interface to the advanced search interface.

[00128] Still referring to Figure 17, a phrase palette 188 may be provided to offer a
“dumping ground” for a user to move phrase and sub-phrases about. It is shown rolled up in
Figure 17, but the user can expand it by clicking the appropriate icon/tab. The phrase palette
may be particularly useful to the user when transferring phrases from their custom sentence
type to mix with other sentence types.

[00129] Many of the elements in the search options box 190 may be similar to those
provided in other web pages of an electronic mail system in accordance with one or more

embodiments. For example, the user may save a search as a “smart folder” that appears in
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their “custom smart folder” set. The “smart folder” may either be static, in which case it
keeps the same result listing as when the search was first run, or dynamic, in which case the
application reruns the query each time the user views the smart folder.

[00130] Search results may either be displayed in folder view or in extended view, as
described above. An additional option for the user is whether to include the historical
submessages or not.

[00131] Still referring to Figure 17, a custom sentence type provides access to a library
of phrases and sub-phrases. Such a library may be a centralized resource held server-side
across an organization. The user may type in phrase fragments and search for phrases that
match their desired input, thereby cffectively bridging the gap between natural language
searching and logic-based searching. The organization may also update the library with new
phrases and sub-phrases, mapping these to new logic elements at the search level.
Examples of additional phrases include: “that I wrote that became part of a tree linked to job
code X”; and “that I wrote and were read by Clarke, John.” Other phrases may act to alter
the search algorithm’s action, such as: “that will help me find someone’s name™; “that will
help me find a historical document”; and “that will help me find out about a project.” These
phrases alter the search results in such a way as to assist the user in finding the type of
information they are looking for.

[00132] Now referring to Figure 18, a user may interact with the settings for the search
algorithm and results ranking. Using the interface shown in Figure 18, a user may change the
relative strengths of the inputs to the search algorithm, in a similar manner as a user can
adjust inputs to a relevance analysis engine as described above. The user may have the
option of tying the weighting settings to be the same as their relevance settings. The user
may have additional options they can change under “search other settings™ 192 including, for
example, the following: the number of results per page in both search result views; the
information to include in the extended view; and the columns to include in the folder view
(including local relevance and search relevance).

[00133] In addition, a user may add in new buttons that allow them to further alter the
scarch rcsults. Thesc may be accessed via a library similar to that described above.
Examples of different purposes of such custom buttons include: “limit it to mail I read”;
“show me mail read by more people”; “show me more recent content”; and “let me change
the weightings™ (presents the user with a pop-up window to change the weightings of their

search criteria).
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[00134] Further, a user may enforce any changes on either a session basis (during a
particular log in session of searches) or for all future searches. This option allows the user to
increase the weighting towards specific criteria for a given search in which those criteria are
important.

[00135] Now turning to a description of search results aspects of an electronic mail
system in accordance with one or more embodiments, the electronic mail system may have a
plurality of views for presenting search results. For example, a “folder view” represents a
way a user may be accustomed to viewing search results. In another view, an “extended
view” more closely resembles the way users are accustomed to viewing web search results.
It is noted that providing a plurality of such vicws and then allowing the uscr to choosc which
they prefer as they conduct their search promotes user satisfaction. Further, the electronic
mail application may “remember” the user’s previous choice and defaults to this view when
the user conducts a new search.

[00136] Figure 19 shows an example of folder view search results. In one aspect, this
view may be regarded as being intuitive. The table indicates the author 194 and recipients
196 of each mail, the subject, any designated job code, key dates (delivered and read), and
the mailbox the electronic mail object resides in. In addition, the table may include an
information icon that allows access to a similar pop-up window as that shown in Figure 10.
Further, the table may display relevance sliders for each electronic mail object returned by
the search.

[00137] Still referring to Figure 19, the row above the column headings includes some
potentially useful capabilities for the user. The user may refine the search and may also
search within the results they have already been presented with. “Back” and “‘forward”
buttons 198 allow the user to move up and down their search history with a single click. The
user may also sort each column ascending or descending to further customize the results
view.

[00138] Now turning to a description of search results presented in an extended view,
reference is made to Figure 20. As in the folder view for search results described above with
reference to Figure 19, the extended view interface shown in Figure 20 includes options to
refine the search 200, search within results 202, and move backward and forward 204
through search history.

[00139] Still referring to Figure 20, a “news” content set 206 is the results of searching

an organization’s knowledge base and intranet site, not electronic mail objects. In the
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example shown, the first two items are links to external content that a search spider found on
the intranet site, while the second two items have been written by other employees as part of
the organizational knowledge base. In is noted that the search results presented in
accordance with one or more embodiments are highly customizable, and additional content
feeds may be placed into these top items. The organization may assign content feeds to each
user through the administrative interface or may allow the user themselves to choose different
content feeds.

[00140] The next three items shows in Figure 20 are not expanded, but the user may
select one of the icons to display each set of search hits. The content makes up these
catcgorics includes, for cxample, the following: contexts (c.g., development, salcs) 208; job
codes 210; and people (e.g., users, domains, groups) 212. Each of these sets may constitute a
set of entities and the occurrences of the search term within them. The number shown in
brackets denotes the number of scarch hits in cach catcgory.

[00141] Still referring to Figure 20, below the categories described above (e.g., news
206, contexts 208, job codes 210, people 212), the search results list hits within electronic
mail content. Each scarch hit highlights thc content that causcd the item to appcear in the
search results, with, for example, the following display schema: the subject of the
submessage; a magnifying glass containing a question mark; the relevance of the
submessage; the body text showing the instances of the search term; the people involved
(senders and recipients); a set of property icons similar to those described above with
reference to Figure 8; a job code or attachment name if they are part of the search hit; the date
the mail was received and read; and the mail folder in which the respective electronic mail
object appears.

[00142] In one or more embodiments, clicking a user (or group or domain) name causes
the application to display the respective “smart folder” of the searcher’s interactions with that
population entity. Clicking a job code, context, or other entity may have a similar effect.
[00143] Clicking the magnifying glass 214 with a question mark inside may spawn a
pop-up window indicating to the user how the result matches their query. This allows the
user a quick way to understand why the result would be of relevance to their query and how
the application arrived at that decision. It also allows the user to provide feedback to the
electronic mail application by indicating whether the result was what they were looking for.
[00144] Tt is noted that the relevance slider 216 for the submessage with the subject

“don’t bother reading — just a test message” 218 is quite low given that this is the first page of

33
X Corp. EX1014
IPR2025-00299
Page 34 of 93



WO 2007/082308 PCT/US2007/060587

the search results. This highlights that the relevance sliders may not be respective to the
search being conducted — they are local relevance values based on the output of the relevance
algorithm. Relevance in search is used to determine the ranking for the search results
(though, this may also be displayed as a user preference). The test submessage was deemed
to have low relevance as few people read the submessage, given that the submessage was a
test and not real content. However, because the body of the submessage includes many
instances of the word “test,” this helped drive the submessage up the ranking of the search
results given the query was for the word “test.”

[00145] As shown in Figure 20, the search result “don’t bother reading — just a test
message” 218 docs not show the instances of the scarch term in the message body. This is
because the submessage is unread, and in one or more embodiments, an electronic mail
system may not allow partial reading of a piece of content in a user’s incoming electronic
mail. In this casc, thc uscr may click thc submessage to rcad it if thcy wish to view the
content.

[00146] In one or more embodiments, search terms displayed in search results may be
highlighted in one or more of a plurality of ways. For example, as shown in Figure 20,
search terms are displayed in bold to help the user identify the terms. Another option, used at
the bottom of the interface shown in Figure 20, is to highlight the search terms 220. Such a
feature may be particularly useful for searches for multiple terms, as it may highlight each
search term in a different color.

[00147] As described above, an electronic mail system in accordance with one or more
embodiments may use a relevance analysis engine for one or more of various purposes (e.g.,
managing and presenting electronic mail, forensics, searching). Now will be provided a more
detailed description of how such a relevance analysis engine may be implemented in either
software and/or hardware. “Importance” and ‘“relevance” are at least two components or
concepts associated with the relevance analysis engine. A ‘“relevance” score attaches to
electronic mail and indicates to the recipient the priority they should give to dealing with this
piece of electronic mail. Because a given piece of electronic mail may actually have more
than one “sender” (e.g., an individual and a job code, a forwarded user), the relevance of the
piece of electronic mail may relate to a set {s} of senders. An “importance” score attaches to
an individual user (though this could sometimes be, for example, a job code rather than an
individual). Importance is a metric used to help to determine the relevance of electronic mail

objects by reference to who sent or forwarded them.
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[00148] In order to describe one or more embodiments of a relevance analysis engine,
the following components will be used:

1. Mail Data Component: a mail data component is a feature of or
attachment to a particular electronic mail object (e.g., date or flag for
follow up). [symbol: *"MDC for mail data component of electronic mail
object x; this is calculated from the various mail data factors *MDF;]

2. Individual Relevance Component: an IRC value is a relevance score for
a piece of content respective to a given individual user, and is based on
the actions of that user. [symbol: *IRC; for recipient r’s actions on
electronic mail object x from senders {s}]

3. Individual Importance Component: an IIC value is an importance score
for an entity (e.g., a sender or job code) s respective to a given
individual user, and is based on the actions of that user. [symbol: IIC,
for recipient r’s actions on past mail from sender s]

4. Global Importance: a global importance value is an importance score
for an entity respective to the entire system, and is a weighted average
of all IIC values for that entity. [symbol: I8 for sender-entity s]

5. Global Relevance: a global relevance value i3 a relevance score for a
piece of content respective to the entire system, and is a weighted
average of all IRC values for that piece of content. The weights used
relate to the global importance values of those to whom the IRCs relate.
[symbol: *R® for a piece of content x from senders {s}]

6. Cognate Group: for each user, over time, the system identifies a
“cognate group” of the n other users regarded as most similar. This
group is defined by similar past user actions and assessments, and/or a
direct input by a user. It is noted that it is not assumed that the
population of recipients falls into separate and mutually exclusive
cognate groups. Rather, each recipient may have their own cognate
group of those the system regards as most similar to that recipient.
Thus, in some cases, for example, user A may be in user B’s cognate
group (because A is in the n users most similar to B), but at the same
time, B may not be in A’s cognate group (because there are n other users

more similar to A than B i1s).
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7. Cognate Relevance Value: a cognate relevance value is a relevance
score for a piece of content respective to a given recipient based on a
weighted average of the IRC’s of the n users considered to be the
cognate group for that recipient. [symbol: *R,” for the relevance input
from the cognate group c of recipient r, on electronic mail object x sent
by senders {s} to recipient r]

8. Cognate Importance Value: a cognate importance value is an importance
score for an entity respective to a given user, based on a weighted
average of the IIC’s of the n users considered to be the cognate group
for that recipient. [symbol: I for the sender s to recipient r in cognate
group c]

9. Local Importance: a local importance value is the importance value for
an entity (e.g., a sender, a job code) to a given user which is shown to
that user through the interface. It is a function of the user’s own IIC for
that sender, together with global and cognate importance values for the
sender. [symbol: I for local importance of sender s to recipient r]

10. Combined Importance: local importance values are stored locally for
each recipient for each sender or entity with which that recipient has
interacted. There may be a set {s} of senders associated with a given
incoming electronic mail object, and the local importance factor
germane to that electronic mail object is then not a single sender local
importance but a value arising from the combination of local importance
values for that set of senders. Whereas local, cognate and global
importance values may each relate only to individual senders, the
combined importance is a combination of importance values that relate
to the particular set associated with a particular electronic mail object.
[symbol: xCI{S},1 for local importance to recipient r of the particular set
of senders {s} associated with electronic mail object x]

11. Local Relevance: a local relevance value is the relevance value for a
piece of content to a given user that is shown to this user through the
interface; it is a function of the user’s own IRC, the global and cognate
relevance scores, and the combined importance relating to that mail.

[symbol: "R{s},l for content x sent by senders {s} to recipient r]
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[00149] Further, Figure 21 shows an example chronological scenario for the relevance
analysis engine. Figure 21 shows at a high level how the terms described above relate to
each other and the process by which they are calculated in the functioning of relevance
analysis engine. Below is provided a more in-depth description of relevance techniques and
computational implementation. It is noted that the scenario in Figure 21 depicts a final
relevance mechanism (described below), which includes cognate relevance.

[00150] The steps exemplified in Figure 21 are as follows. In step 1, John sends an
electronic mail object to Sue, Harry, and Chris. In step 2, a “knowledge server” (or “object-
based electronic mail server”) (e.g., TransAct developed by BLUESPACE SOFTWARE) in
accordancc with onc or morc cmbodiments carrics out the following proccsscs: sends the first
electronic mail object; and calculates the combination importance for each recipient. Then,
in step 3, Sue and Harry are active or logged in. Subsequently, in step 4, the knowledge
server initiates a batch cognate relevance recalculation for Sue, and so calculates the first
cognate relevance value for this electronic mail object (at this point, the values is zero
because there are no IRCs yet, so it has no input to the local relevance when evaluated). In
step 5, Sue accesses her inbox. Then, in step 6, the knowledge server calculates Sue’s local
relevance value for the electronic mail object (in order to show the value in her folder
listing). Thereafter, in step 7, Sue reads the electronic mail object. In step 8, the knowledge
server carries out the following processes: marks the electronic mail object as having been
read by Sue; calculates Sue’s TRC value for the electronic mail object; recalculates Sue’s TIC
value with respect to John; and recalculates Sue’s local relevance value (which changes
because she has done something with it). Then, in step 9, the knowledge server calculates the
first global relevance value based on Sue’s IRC value. Subsequently, in step 10, the
knowledge server initiates a batch cognate relevance recalculation for Harry, and so
calculates Harry’s first cognate relevance value for this electronic mail object, based on Sue’s
IRC valuc. In stcp 11, Suc replics to the clectronic mail object. Then, in step 12, the
knowledge server carmries out the following processes: sends the replying electronic mail
object; calculates the combination importance for each recipient for the replying electronic
mail object (based on both Sue’s importance and John’s importance as the two authors) (it is
noted that this replying electronic mail object may initiate a separate process thread); and
updates Sue’s IRC for the original electronic mail object and her IIC value for John.
Thereafter, in step 13, the knowledge server recalculates Harry’s cognate relevance value for

the original electronic mail object based on Sue’s IRC value. In step 14, Harry accesses his
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inbox. Then, in step 15, the knowledge server calculates Harry’s local relevance value (for
his folder listing). In step 16, Harry reads the TransMail. Subsequently, in step 17, the
knowledge server carries out the following processes: marks the electronic mail object as
having been read by Harry; calculates Harry’s IRC value for the electronic mail object;
recalculates Harry’s IIC value with respect to John; and recalculates Harry’s local relevance
value. Thereafter, in step 18, the knowledge server initiates a batch cognate relevance
recalculation for Sue, and so recalculates Sue’s cognate relevance value for the (original)
electronic mail object, based on Harry’s IRC value. In step 19, the knowledge server
calculates the second global relevance value, based on the IRCs from Sue and Harry. Then,
in step 20, Chris logs in or becomes active. Subsequently, in step 21, the knowledge server
calculates Chris’ cognate relevance value for the original electronic mail object for Chris
based on the IRC value from Sue (Harry is not in Chris’s cognate group). In step 22, the
knowledge server continues to recalculate cognate relevance values and the global relevance
value at specified, but, for example, increasing intervals. Then, in step 23, the knowledge
server, during a period of low activity (e.g., in the evening), recalculates global importance,
cognate importance, local importance, and combination importance values. A detailed
visualization of how these different variables interact is exemplified in Figure 21.

[00151] As apparent from the description above in regard to a relevance analysis engine
in accordance with one or more embodiments, the relevance analysis engine may continually
update a set of inter-related values, based on user action, so that everyone’s actions affect
everyone else. Thus, in view of this, each user/post may have a different individual set of
importance and relevance criteria. Further, an electronic mail system of this kind in
accordance with one or more embodiments may also require the input of user-set values for
the relevance and importance criteria, which both correct the values for the user concerned
and may also offer a check on the effectiveness of particular relevance mechanisms being
used. Moreover, it is noted that for organizations with many posts attached to user teams, an
electronic mail system of this kind may allow users and posts to be treated separately with
varying levels of inter-correlation.

[00152] Now turning to a description of a core of a relevance analysis engine in
accordance with one or more embodiments, it is assumed that (i) there exists a set of people
a, b, c,...dinvolved in sending and receiving electronic mail objects; and (ii) senders {s}
(plural because more than one may have been involved in forwarding it) send a piece of

electronic mail x to the recipient r. Accordingly, an aim of the relevance analysis engine is to
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produce for recipient r a “good” value for the local relevance *R, for that piece of electronic
mail. Thus, such an aim may be expressed as follows: “if the recipient r were to open a set
of incoming mails and consciously assign relevance scores and rankings, these would
correlate highly with the *R;’ values calculated by the system.”
[00153] It may also be possible to define the relevance ranking of an incoming electronic
mail x to recipient r before it is opened (its “before-reading” local relevance *R,®) and after it
is opened and read (its “post-reading” local relevance *R¢P). This may not be exactly the
same as relevance of incoming and stored electronic mail object, because some electronic
mail objects may be stored without being opened. The icon in the user’s view indicates that
the electronic mail object has been read by an open letter symbol, so that it is clear which is
being given as the local relevance value for a given content. Opening may be only one of the
activities comprising the IRC for that recipient and electronic mail object (it could, for
example, be deleted without opening it), but could be a key one in terms of ensuring that the
actions done are based on full knowledge of the nature of the electronic mail object.
[00154] Further, there may also be a concept of search relevance *R,%, which is a number
assigned to the results of a particular electronic mail object search. These values may be
computed using the local relevance values together with the search criteria and weights for
them of the weighting slider icon (if utilized) given by the user to change the level of impact
each action or entity has on the search request s.
[00155] For the Sth search, if *C® is a dichotomous variable indicating the presence or
absence of that search criterion in the electronic mail object (i.e., will have a value 0 or 1),
and W;® is the sliding weight given it by the user for that search, then the search relevance
may be calculated by:

RS = f(”R,Z; S SO )

i=1

[00156] Search relevance values may be stored locally while the search results are being
examined (unless explicitly stored by the user). It is noted an objective is for these to be
allocated by the system to closely resemble the ranking which the user would assign were
they to be able to look at the overall view and contents of their electronic mail.

[00157] Now turning to a description of factors used by a relevance analysis engine in
accordance with one or more embodiments, a plurality of factors may make up the IRC. The
first are indicator functions, *IRCDy;, which are dichotomous (i.e., are simply “on” or “off”)

depending on whether the action has happened or not. This includes attributes such as factors
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that are available only for past-reading local relevance: “the user opens the electronic mail
object” (if so, then D=1, if not, then D=0); “the user clicks on a hyperlink in the electronic
mail object” (if so, then D=1, if not, then D=0); and “the user replies to the electronic mail
object” (if so, then D=1, if not, then D=0).

[00158] A second set of variables *IRCC,; are values or; cardinal scale (or ordinal scale
transformed for the model to a cardinal scale): “how many extra times the user opens the
electronic mail object”; and “to how many people the user forwards the electronic mail
object.” These may be placed into suitable functions f(*Cy)) that are between 0 and 1. Some
of these factors may also “decay” over time. While it may be difficult to determine this
without some indication from the user, there clearly may be some electronic mail objects
connected with projects that, once completed, leave the user unlikely to wish to consult the
electronic mail objects again. Some feedback may be useful connected with a particular job
or project code. Further, there may be occasions when the relevance of an incoming
electronic mail object is highly affected by the life cycle of a project. This means that it may
be useful to include a time related factor of importance that has a discontinuity break when
the project is completed. Moreover, this would mean that the relevance could be multiplied
by a time-related factor *G.(t). For example, *G.(t) may reflect relevance of a project up to a
deadline time, ,, beyond which the relevance begins to decay:

1 1<t
e ) f >,

*GJt) = {
where A is a decay constant (high for rapid decay, low for slow decay). In one or more
embodiments, most stored electronic mail objects may have a time-decay-based element of
rclevance.

[00159] As described above, various mail data features may be considered that may
affect relevance and that are inherent to the electronic mail object itself. For example, the
electronic mail object may contain a flag for action from the sender. In another example, the
electronic mail object may itself be a reply to an earlier electronic mail object. These factors
*MDF; enter the relevance calculations for the inherent or mail data electronic mail object
component *"MDC,

[00160] Another factor in relevance calculations is the importance of the initial and/or a
subsequent sender (e.g., 2 forwarder), and other entities involved in the communication, e.g.,

job codes. In one or more embodiments, importance may be on a scale of numbers, and may
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be put into a function (e.g., f(Is,,l), which is between 0 and 1). There may be an absolute
global importance and also an importance to the particular recipient. For example, a
recipient’s manager may have low importance in the great scheme of things, but high
importance to the recipient him/herself. Still further, as described above, the importance of
the sender to the cognate or similar group within which a recipient is located may be
considered. Accordingly, this means that there may be at least three factors for consideration
as to importance:

1. I&is the “global importance” of the sender s. This number may be the
same for all recipients of all electronic mails from that sender at around
that point in time, though clearly can change over time as the
commercial scene changes. It may often depend, in particular, on the
importance of the post as located in the organization chart of an
organization.

2. I4is the “local importance” of the sender s to that individual recipient r.
This may depend, for example, on where within the organizational chart
the sender is relative to the receiver, or whether the receiver is working
with the sender on some particular inter-company project.

3. I4° is the “cognate importance” of the sender to a particular recipient,
which is the sender’s importance to the cognate or similar group within
which the recipient is located. This may be thought of as a more
focused element of communal importance than the global importance,
which is universal.

[00161] There are two elements of both global and local importance: the “role
importance” attaching to the post(s) held, and the importance that may attach to an individual
per se. For example, suppose that the assistant to a director in one department moves to
become the assistant a director in another department. Though the assistant may retain her
electronic mail identity as an individual, much of both the global and local importance values
may often attach to the posts held rather than the individual.

[00162] Further, there may also be importance factors involved in cases where the
immediate sender s is forwarding mail from one or more previous senders, who also have
their own importance values. This set is represented by {s}. This is why the input into the
local relevance is actually a weighted average of the local importance values of all the

senders, the combined importance *Clys L which relates specifically to the combination of
p {s} P Yy
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senders in this electronic mail object x as received by r. The local, global and cognate
importance values, however, may relate to individual senders or entities in the system,
instead of to combinations.

[00163] Now turning to factors for consideration in importance determination, the
factors labeled *Dy and *C are things that either happen or do not happen (e.g., “does the
recipient reply?””). Their values may not be readjusted in the light of the success or otherwise
of the prediction of relevance values for incoming electronic mail objects — only the
weightings given to them are adjusted (using a model based on linear regression as described
below).

[00164] The importance factors 1" may be different, because they arc not ascertainable
variables but are (estimated) parameters constructed within the model itself. In this case, the
values of these factors are affected by the electronic mail traffic that has occurred. For
example, the importance of a user may be affected by the receipt of electronic mail from
other users — his/her importance perturbs or is shared by the importance of the other users.
This interactive process may be taken into account before the importance is fed into an
importance determination mechanism.

[00165] If recipient 1 receives electronic mail from sender s, there may be some true
local importance value “I; | which would be the importance r would give s with perfect
information. In practice, this may not be static (importance values may constantly changing),
but it may serve as a useful idealization. Initially, a starting value of °I;’ may be set globally,
based on judgments of levels of responsibility within the organization. An example objective
is that starting from °I ', the system will converge over time to a value near to I,

[00166] The global importance value of a sender I, & is in some ways more simple
because each sender has only one value, but it is also more complex insofar as it is arrived at
as part of a large interconnecting matrix of importance values (so that, for example, a sender
1s more important if fewer but more important other users so regard him or her). The global
importance may be an average of all the local importance values, but nonetheless may be a
weighted average.

[00167] The cognate importance value of a sender “I,; ® to a recipient r is computed in
run time, based on the individual importance components of those in the cognate group to
this particular uscr. It may also bc nccessary to add in a factor that cnables importance to be
carried over from posts. For example, if user A moved from post S to take over post T, then

user A’s global importance will be a function of their previous importance while in post S
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and the importance the previous holder of post T had. Likewise, local importance may also
be a function of post as well as individual.
[00168] Further, importance attaches to the sender, and may also attach to the job code
and/or context, which are also (passive) entities within the system. The job code type carries
an importance value alongside the sender. This added complexity means that the relevance
determination mechanism may contain weightings of both types of importance — sender and
job code type, among other factors.
[00169] In regard to computing the individual importance component, significant local
action may be assessed. These are actions based on past receipts. These are weighted, based
on a timc-dependent function as described above, so that morc rceent actions have greater
weighting. For example, taken into consideration may be the percentage of times previous
“unsolicited” electronic mail objects have been deleted or stored without opening. The
following may be used to compute such a percentage, where ns is the number received:
—;—S—gfl(de[;no).
Here, f'is a time-based function for electronic mail object x, which is a function of whether
the electronic mail object is deleted or stored unopened.
[00170] Further with respect to past received electronic mail, taken into consideration
may be the “attention ratio” of t, /Ly for electronic mail objects opened, which is the time
spent reading the mail in relation to its length. The following may be used to compute an
attention ration, where m; is the number that have been opened:
2 ).
[00171] In addition, taken into consideration may be any past relevance scores given by
the recipient to electronic mail from this sender (a weighted average if more than one has
been graded). Ifn relevance scores have been given for past electronic mail, the significance
of awarded rankings will decay over time according to the following:
R =S PR
x=1

This may also be extended to user-assigned relevance values for particular job codes.

[00172] In regard to user-assigned importance scores, when an electronic mail object is

opened, there is a slider showing the local importance of the sender as calculated by the
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system (as described above with reference to Figure 8). The recipient is able to adjust this if
they feel that it is inappropriately low or high. If this is the first time an electronic mail
object has been received from this sender, then the recipient can select a setting that will flash
to remind him or her that they have not previously received any electronic mail object from
this source, and that readjustment of the calculated importance of the sender might therefore
be particularly useful.

[00173] The effect of this action by the user may be very great when it is first set. Users
would find it odd were they, for example, give a ranking of 5 and then immediately find that
system assigns a local relevance of 1 based on their past actions. They may be in a better
position to know the import of their past actions (if any) than the system.

[00174] Over time, however, if, for example, all the electronic mail from a sender
assigned a high importance were in fact deleted without opening, the system would be
expected to begin to adjust the local importance. In this case, an appropriate function,
however, is f/(1=%"* ). The assignment of importance may either be “locked” by the user
(so that it does not change) or can be left for the effect of the assigned score to decay over
time as just described above.

[00175] The individual importance component (IIC) may therefore be a weighted

function of all these various elements of the individual recipient’s actions towards sender s,

as follows:
[Cy = w1i§ 1t (delznoy + wa }is 21 )
+ wsi’,f (RT) + waf (L),
o]
[00176] A factor that affects local relevance is a weighted combination of the individual

local importance values of the set {s*} of all the senders (and other entities, such as job
codes) involved in sending and transmitting the electronic mail object x (which may be
effectively a kind of mail thread with those past senders recorded in the mail data).

[00177] Now turning to a description of computing global importance, global
importance may not be updated at run time, but on a periodic review system. It may be a
function of the elements now immediately described below. One element may relate to the
weighted sum of individual importance components. The global importance value will be a
weighted aggregate of all the individual importance components (IICs). It may be weighted

because if, for example, 10 important people believe that John Doe is important, this is more
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indicative than if 100 unimportant ones find John Doe to be important. It is noted that this
may imply a degree of circularity in the process, because global importance values are
therefore mutually dependent.  As described below, this requires a system of equations
solved iteratively in what is, for example, essentially a Gauss-Seidel algorithm procedure
until convergence to a sensible precision. In essence, however, this key element of global
importance is:

f(i FCys I,.g}J :

=]

where k-1 represents that global importance values in the previous period in this calculation
are being used).

[00178] Another element for computing global importance may relate to electronic mail
objects received. Receipt of an electronic mail object from a more important sender increases
the importance of a given recipient, dependent on how many others receive the same
electronic mail object. “Shared importance” may therefore depend on I8 /Ny, where Ny is the
number of recipients of the xth electronic mail object. The results may depend both on the
number of electronic mail objects and the average of the shared importance values. The

factor affecting the global importance at time k of a user may be given by:

A (- 1 Sy -
AP g 5 ),

where this represents a summation across the m senders of m electronic mail objects in time
k-1to k.

[00179] Another element for computing global importance may relate to directly
assigned values. For example, in some cases within an organization, the human resources
section may wish to directly intervene in the importance rankings. For convenience, this may
be termed f (°HR'y), where O represents the HR scction of organization O, s rcepresents the
user (potential sender) concerned, and t represents the time at which the intervention was
made (this may be locked).

[00180] Still another element for computing global importance may relate to transferred
post importance. This may, for example, relate to human resources, and may involve any
change in importance due to assuming another or upgraded post or role in the organization: f
(’HR"y).
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[00181] With respect to calculating global importance in accordance with one or more
embodiments, a global importance determination mechanism may readjust the global
importancc in time k from that of k-1 using various functions, where valuc o indicatcs how
fast the global importance should change over time:

G -1

¢ = g% V18 4 (1-a) [W1 S (Z fCg; Lt }J
r=l

T (D004 /0350 /)
i=l j=1

+ w3 A°HR")

+ ws ACHR ) ]

[00182] Thesc global importance valucs may be recomputed by the system cvery period
at intervals as determined by a system operator/administrator. They may be heavily inter-
related and so this system of equations may be solved iteratively in what is essentially a
Gauss-Seidel algorithm procedure until convergence to a sensible precision. Further, it is
noted that as a given implementation is developed and customized, more powerful iterative
systems may be applied.
[00183] Now turning to a description regarding computing cognate importance in
accordance with one or more embodiments, an electronic mail system may store for each
user, a set of » other users considered to be most similar to the user concerned — this is that
user’s “cognate group.” The composition of this cognate group may be altered by a periodic
review (a rapid change not being vital). The cognate importance for a particular sender is
computed periodically using the individual importance components of each of the cognate
group. In some cases, there may be no individual importance components for a particular
member of the cognate group. In this case, the value may be computed from those for which
components do exist, with a decreased weighting in the final formula for local importance:
c 1<

L€ = 7—10-21 JUrcy),
where n, is the number in the cognate group with non zero IICs.
[00184] In regard to computing local importance in accordance with one or more
embodiments, the local importance represents the local importance to the recipient of the
sender of an incoming piece of mail. It may be a function of, for example, the following: the

individual importance component (IIC) (based on the user’s own actions); the cognate
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importance component (based on the IICs of the users in the group currently identified as
cognate to the present recipient); and the global importance value (based on the global values
assigned at the last periodic review made by the system). Thus, this may be expressed as:
)= fiCs ; *V5,°, *V18).

[00185] If this is the first time the recipient has received any communication from s, then
there may be no value for TCK at all, in which case %1, ! will be based purely on I © (if this
exists) and “VI8 . Ifthe senderis a completely new user unknown to the system and having
no importance value at all (not even one assigned by a human resources department), then the
system may not have an obvious way to decide how important is the sender, and so how
relevant the mail. Because the default importance in such a case will be low, “newcomers”
may be advised to encourage their human resources departments and/or potential recipients to
set importance values for them, and in the case of, for example, a sales team, contacting a
new customer they need to set the importance values for that customer accordingly. Each
customer may form their own policy on how to assign initial global importance values, with
correlation to rank or remuneration being most likely.

[00186] A well-established *IIC, may have a greater weighting over the “I,® value, and,

assigned

as already described, a specific f*(Zs ) gives high weighting within the *IIC,; to any

specific assignation of importance by the user. Further, if the individual user has specifically
said that a particular sender (c.g., a spousc) is important, their lack of global importance or
cognate will not be expected to alter this.

[00187] In regard to computing combined importance in accordance with one or more
embodiments, it is noted that the combined importance may be a function of the local
tmportance values of the set {s} of senders (and other entities, such as job codes) involved in
electronic mail object x:

A'CI{SJ,] = f[z}: Wy [s,.l} .
{s

[00188] As described above, a sample may be collected by the system of the actual
relevance scores that a user would have assigned, having looked at electronic mail, on a
sliding scale that effectively works as a percentage. A “good” system would produce a priori
relevance weightings that turned out to be near to the ones assigned post-opening by the
recipient. The formula described above is actually a linear combination of the various given

values of the D, C and I’s. It is therefore possible, given enough feedback data, to use linear
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regression to derive the weights which would minimize the error-squared terms in predicting
the scores for relevance as given by the user. The database used may essentially be a very
large matrix, with a large number of zeros and can often become ill-conditioned.

[00189] Such analysis enables a plurality of features. First, for example, different
recipients who provide feedback may have their own individual weighting estimated. Further,
if patterns of weightings emerge for different types or levels or importance scores of users,
then global best estimates of weightings on a user category basis may be refined over time
and these can be useful particularly in assigning initial weighting to a new user.

[00190] An example of interrelationships among at least some of the different types of
valucs described above is shown in Figurc 22. It is notcd that the local importance and
relevance values are what are shown to the user. Figure 22 also indicates the timings by
which the different elements are calculated (further described in detail below).

[00191] Still referring to Figure 22, an individual user’s actions on a particular piece of
electronic mail may have at least two effects: (i) they contribute scores to that user’s
individual relevance components (JRCs) for that electronic mail object x; and (ii) they
contribute scores to that user’s individual importance components (IICs) for the sender(s) {s}
of that electronic mail object. These may be stored locally to that user. In the communal
sphere: the user’s IRCs then contribute to a global relevance score, and are available to
contribute to any cognate relevance scores for other users; the user’s IICs then contribute to a
global importance score, and are available to contribute to any cognate importance for other
users; global importance scores for senders are calculated periodically using the IIC’s; and
global relevance scores for each mail are calculated periodically using the IRCs (being
revised more frequently in initial stages of an electronic mail). For each user, a cognate
group of n users is identified, whose IICs correlate most closely with that user. As described
above, this means that it is quite possible for John to be in Joan’s cognate group but not vice
versa. The identification of thesce n users docs not have to change rapidly, and may be donc
on periodic review, with the identities of the n stored locally for user r. Further, for each
user, a local importance value for each individual sender with whom a recipient r has
interacted is calculated periodically and stored locally to r. This may utilize the recipients
own IIC’s for s, the global importance of s, and a value for cognate importance for s found
from the combination of IICs amongst the current n identified as cognate to r. Still further,
for each user, when an electronic mail object arrives, its mail data may include inputs from a

set of senders {s} who have forwarded or contributed to the history of that mail. A
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combination importance for that electronic mail object x may be calculated when it arrives,
using the mail data to identify senders {s} (as well as any other entities involved, such as job
codes), and stored locally to r. If any key senders in {s} have not previously interacted with
this recipient, there may be no stored value for local importance for them. In this case, a
local importance figure is calculated for that sender when the mail arrives, using just the
global and cognate importance values because there are no IICs at that point.

[00192] In regard to finding local relevance in accordance with one or more
embodiments, a local relevance value for recipient r for an electronic mail object x is
calculated using the following, for example, as inputs: mail data (as incorporated in the
electronic mail object itself); combination importance of senders {s} of electronic mail object
x (as cached on arrival using periodically reviewed local importance values); global
relevance of electronic mail object x (as stored on periodic review); recipient 1r’s IRCs for
electronic mail object x (i.e., any actions done on the mail which affect local relevance
immediately); and cognate relevance for electronic mail object x (looking at the IRCs of the n
in the cognate group).

[00193] Further, it is noted that the recipient r’s IRCs may include actions done by him
or her on this electronic mail object. The user’s IICs may include both of these and of any
past actions done on the electronic mail object from the same sender. These may be stored
locally to the user.

[00194] It is additionally noted that the cognate group composition may be determined
by correlating the IICs. The n other users with the most similar IICs to r will be the user’s
cognate group. This may be done on periodic review basis, as it does not need to change
rapidly.

[00195] Moreover, it is noted that the sender s’s global importance may be found from
all the IICs (including that of 1) on a periodic review basis. As described above, because
importancc valucs arc uscd to weight the IICs to determine importance valucs, this is circular,
but it is solved to a given accuracy on this periodic review basis.

[00196] Further, it is noted that the cognate group may have at least two effects. One is
through 1ICs of Cognatc Group on thesc senders, to cognate importance valucs, to local
importance values, to combined importance of senders, to local relevance, which reflects how
the cognate group in general has rated the senders. Another effect is through the direct
actions of the cognate group on this particular electronic mail object (e.g., IRCs of cognate

group on this electronic mail, to cognate relevance, to local relevance).
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[00197] Additionally, it is noted that an aim of one or more embodiments is to produce a
“good” figure for local relevance, which is the relevance value seen by the recipient when
they are browsing through the interface. The system offers a rapid effect of actions on the
mail of (in, for example, decreasing order of importance and so rapidity of change): the
actions of user r him/herself on electronic mail object x; the actions on the electronic mail
object x of the group cognate to r; and the actions of all the other recipients on the electronic
mail object.

[00198] Each of the different relevance and importance values may have different
characteristics that help to determine how frequently the values must be updated and the
mecchanisms for doing so. Onc aim may bc to provide as “up-to-datc” a valuc as possiblc for
local relevance scores for a given piece of electronic mail in a given user’s area. To do this,
there may be different frequencies at which changes have to be made to the values used.
Local relevance may be based on, for example, the following: mail data factors; individual
importance components; individual relevance components; global importance values; global
relevance values; cognate importance values; and cognate relevance values. One or more of
these may be available in a browse mode. Whereas older historical mail may not need the
local relevance to update so rapidly, it may be particularly important that the most recent
relevance figure be available for incoming or recent electronic mail objects structured as
described above with reference to Figure 1B. Further, it may be particularly useful to a given
user to know what, for example, cognate users, have done with the electronic mail object
soon after it arrives, as this will help him/her to assess priorities.

[00199] As to slowly changing values, the identification of a cognate group may be done
on a periodic review basis. If a user is new to the system, it may be desirable to revise their
cognate group more rapidly in the early stages, as opposed to for a well-established user.
However, it is noted that may not be necessary that the identities of the cognate group be very
rceent for a relevance mechanism to be uscful.

[00200] Further, global importance values may not need to change rapidly. They
represent the overall importance of entities in the system. It is note that these values may
nced to change morce rapidly for ncwer cntitics than for cxisting oncs that alrcady have the
history. Moreover, updates to the global importance may be carried out on either a queue or
periodic review basis.

[00201] As to moderately changing values, cognate importance may change faster than

global importance, but perhaps not as fast as local importance. Cognate importance is based
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on purposefully biased samples, but still involves the views of a significant number of
individuals rather than just one user.

[00202] In regard to local importance, the elements of local importance that relate to
actions in the 1IC may be used at run-time to update the value of local importance. An
Important attribute of local importance is that once a value has been assigned based on a
reasonable data set, the local importance value may not need to change rapidly. New entities
interacting with a given user have the ability for their importance value to change more
quickly, as the data set is smaller. This is a property of increasing sample size on average in
any case. Effects on local importance of the wider issues of global changes may be done by
periodic review, as are those of cognate importance.

[00203] Still referring to moderately changing values, if global relevance values are the
basis for the communal component of local relevance, then they may have to be kept up-to-
date. If not, the value of the communal component in local relevance may be greatly
reduced. For example, the impact of five other recipients deleting the electronic mail object
before the user in question reads it will not affect his/her local relevance value until after
he/she has dealt with the electronic mail object. As with local relevance, the rate of change
in a global relevance value for a given piece of content should be greater the newer the
content is (as the first users interact with it). In practice, it may not be dealt with in run-time,
and thus may be queued and periodically reviewed. It is noted that the rapid reassessment in
the early stages of the electronic mail object’s history, may, however, be important.

[00204] As to rapidly changing values, cognate relevance values may be similar to
global relevance values, in that they change rapidly when content is new, reflecting the first
real user validation of the relevance predictors for the content. It is noted that the number of
calculations is potentially large. Examples of such scenarios are now described below based
on the following assumptions: an electronic mail is sent to 200 people; and n=20 is the
numbcr in a cognatc group. To find the global rclevance requires data from 200 sources and
gives one figure for global relevance of the mail. Each of the 200, however, may have a
cognate group, and the calculation of cognate relevance scores for each one will require up to
200x20=4000 figures to be combined into 200 individual cognate relevance scores. Thus, the
cognate relevance needs to be updated faster than the global, because it is what offers the best
guide to the user as to whether to prioritize looking at the current electronic mail object.
[00205] In one scenario for calculating cognate relevance, cognate relevance may be

recalculated whenever the user acted on electronic mail or refreshed the browse mode. This
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means that if, for example, there are 150 active mail items in the box, then each time the user
acts or refreshes, there needs to be 150x20 = 3000 pieces of information combined into 150
separate figures. Refreshing many of these maybe unnecessary, if they have been around a
long time. Changes are more likely in the early stages of their life cycle.

[00206] In another scenario for calculating cognate relevance, cognate relevance may be
recalculated on a periodic basis, with a recycle period which starts short and gets longer
during the mail’s life cycle. This means that each time the review appears, if 200 received
the mail, then there has to be up to 200x20 =4000 retrievals and 200 calculations. This may
happen even if the user is not accessing or reading mail (e.g., if the user is on vacation). At
least one advantage is that this will be frequent only in the early stages of the mail’s lifetime.
[00207] In still another scenario for calculating cognate relevance, cognate relevance
may be generally calculated on a periodic review basis, with a shorter cycle in the earlier
stages of the mail’s life cycle. The actual period in these early stages, however, may depend
on whether the user was active on his or her mail. When the mail arrives, it has some local
time-flag indicating periodicity of review of cognate relevance, and this decreases if the user
refreshed the browse-mail or did a mail action. This contrasts with the scenario described
above in which there is only a single time-flag for any given electronic mail, and a single
mathematical series for review of all recipient’s cognate relevance for that mail
simultaneously. ~ Mathematically, it may involve a function with, for example, an
exponentially increasing review period, but with its parameters also dependent on mail-action
frequency.

[00208] In yet another scenario for calculating cognate relevance, a cognate relevance
calculation may be triggered by recipient refresh or mail-action in its early stages, but
thereafter, on a periodic review basis, with an increasing cycle length. Within a certain time
of arrival (e.g., the first two hours), which has been termed “phase one,” any refresh or action
by the uscr on other mail would trigger the recalculation of the cognate rclevance for this
particular electronic mail object. After that cut-off period, i.e., during “phase two,”
recalculation may be done on a periodic review basis. This scenario may have the advantage
of focusing a greater frequency of recalculation where it is most needed. It makes it also
possible to build in a “minimum recalculation cycle” during phase one, so that it is not
literally every mail-action that causes recalculation, but that minimum-period reviews take
place on this electronic mail object during times the mail browse is “active.” In the critical

carly stages of the electronic mail object, review occurs when relevant (e.g., when the user is
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looking), but later in its life, its cognate relevance may not be triggered unnecessarily often.
[00209] In another scenario for calculating cognate relevance, cognate relevance
calculation may take place on a periodic review system during the time that the user is active.
Each review recalculates cognate relevance for any mail received during the last P minutes,
where P depends on the time since that active user-session began. The effect of this is to
review more recent mail more often, but only during an active session. This system may be
combined with a general recalculation during the system’s “quiet time,” which adjusts older
mail relevance scores.

[00210] In one or more embodiments, when the user logs in or becomes active, a time-
linc begins, with rccalculations cvery T minutcs. T may bc a function of the global

importance of the user r, and the time t since login or recommencement of activity:

T:f(I)‘g; t)~

[00211] The system may allow more important users a more rapid period of
recalculation, but the users themselves may not determine their own recalculation period
pattern because everyone would otherwise opt for the shortest periods possible. It is noted
that potentially an organization may choose to vary their recalculation frequency factors
correlated to user type, e.g., seniority. The time P may itself be a function of t so that the

cognate relevance of older mail is recomputed less often:

P=f1.

When the user logs out or becomes inactive, the process is paused, waiting to recommence
once the user logs back in or becomes active again.

[00212] The periodicity of recalculation and time periods involved may be varied on a
per implementation basis depending on the computational resources and priorities of a given
system. It may also be automated to modify itself automatically if the computational pool
recalculating cognate relevance values reaches full capacity and begins building an extended
queue. Such a system may have one or more advantages. For example, recalculation is done
only when either the user is active or during computational quiet times. It may not be
necessary to have up-to-date relevance values (requiring repeated recalculation) if the user is
not looking at them anyway. As to another advantage, cognate relevance values of most
recently arrived mail are recalculated more frequently, up-to-date information on these being

the most uscful to thc user. As to a further advantage, the application may not nced to
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consider each cognate relevance value to see whether it must be recalculated. Instead, it may
run a single process, starting at the top of each user's inbox at the time correlated to their
activity, and recalculate each cognate relevance value until it reaches mail that is older than
the period currently being recalculated. At this point, it may halt, and does not need to
evaluate any further electronic mail objects for cognate relevance recalculation. Another
advantage is that the system may allow separate recalculation of, for example, the last
month’s worth of, cognate relevance values for each user on each weekday night (“quiet
time”), and recalculation of the last years (or more) worth of cognate relevance values for
each user over the weekend (quiet time). This may ensure that the older mail values do not
become anachronistic, by using space computational capacity in off-peak periods.

[00213] Accordingly, in one or more embodiments, an electronic mail system may
ensure that users have up-to-date (including, for example, as many actions of other users as
possible) cognate relevance values for recent content, while acting to minimize overall
computational load, but still ensuring that cognate relevance values for historical content
(which should change much more slowly) are recalculated periodically in computational
“quiet time.” As an example of this, a scenario is now described. A user becomes inactive or
logs out at time t = m. Then, the user becomes active or logs in at time t =n. Ifn -m > 20,
the system calculates initial cognate relevance values for electronic mail objects received
betweent =m and t =n. Ifn-m < 20, the system recalculates cognate relevance values for
electronic mail objects received between t = n-20 and t = n. If the user is still active or has
not logged out at time t = n+5, the system recalculates cognate relevance values for electronic
mail objects received between t = n-10 and t = n+5. If the user is still active or has not
logged out at time t = n+10, the system recalculates cognate relevance values for electronic
mail objects received between t = n-5 and t = n+10. If the user is still active or has not
logged out at time t = n+15, the system recalculates cognate relevance values for electronic
mail objects received between t = n-45 and t = n+15. If the user is still active or has not
logged out at time t = nt+20, the system recalculates cognate relevance values for electronic
mail objects received between t = n+5 and t = n+20. If the user is still active or has not
logged out at time t = n+25, the system recalculates cognate relevance values for electronic
mail objects received between t = n+10 and t = n+25. If the user is still active or has not
logged out at time t = n+30, the system recalculates cognate relevance values for electronic
mail objects received between t = n-150 and t = n+30. If the user is still active or has not

logged out at time t = n+35, the system recalculates cognate relevance values for electronic
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mail objects received between t = n+20 and t = n+35. If the user is still active or has not
logged out at time t = n+40, the system recalculates cognate relevance values for electronic
mail objects received between t = n+25 and t = n+40. If the user is still active or has not
logged out at time t = n+45, the system recalculates cognate relevance values for electronic
mail objects received between t = n-15 and t = n+45. If the user is still active or has not
logged out at time t = n+50, the system recalculates cognate relevance values for electronic
mail objects received between t = n+35 and t = n+50. If the user is still active or has not
logged out at time t = n+55, the system recalculates cognate relevance values for electronic
mail objects received between t = n+40 and t = n+55. If the user is still active or has not
logged out at time t = n+60, the system recalculates cognate relevance values for electronic
mail objects received between t = n-300 and t = n+60. If the user is still active or has not
logged out at time t = n+65, the system recalculates cognate relevance values for electronic
mail objects received between t = n+50 and t = n+65. If the user is still active or has not
logged out at time t = n+70, the system recalculates cognate relevance values for electronic
mail objects received between t = n+55 and t = n+70. If the user is still active or has not
logged out at time t = n+75, the system recalculates cognate relevance values for electronic
mail objects received between t = n+15 and t = nt+75. If the user is still active or has not
logged out at time t = n+80, the system recalculates cognate relevance values for electronic
mail objects received between t = nt+65 and t = n+80. If the user is still active or has not
logged out at time t = n+85, the system recalculates cognate relevance values for electronic
mail objects received between t = n+70 and t = n+85. If the user is still active or has not
logged out at time t = n+90, the system recalculates cognate relevance values for electronic
mail objects received between t = n-90 and t = n+90. If the user is still active or has not
logged out at time t = n+95, the system recalculates cognate relevance values for electronic
mail objects received between t = n+80 and t = n+95. If the user is still active or has not
logged out at time t = n+100, the system recalculates cognate relevance values for e-mal
objects received between t = n+85 and t = n+100. If the user is still active or has not logged
out at time t = n+105, the system recalculates cognate relevance values for electronic mail
objects received between t = n+45 and t = n+105. If the user is still active or has not logged
out at time t = n+110, the system recalculates cognate relevance values for electronic mail
objects received between t =n+95 and t =n+110. If the user is still active or has not logged
out at time t = n+115, the system recalculates cognate relevance values for electronic mail

objects received between t =n+100 and t = n+115. If the user is still active or has not logged
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out at time t = n+120, the system recalculates cognate relevance values for electronic mail
objects received between t = n+240 and t = n+120. Thus, at 5, 10, 20, 25, 35, 40, 50 and 55
minutes, the system recalculates the last 15 minutes worth of electronic mail cognate
relevance values. At 15 and 45 minutes, the system recalculates the last 30 minutes worth of
electronic mail cognate relevance values. At 30 minutes, the system recalculates the last 3
hours of electronic mail cognate relevance values. At 60 minutes, the system recalculates the
last 6 hours of electronic mail cognate relevance values.

[00214] When the user logs out or becomes inactive, the process is paused, waiting to
recommence once the user logs back in or becomes active again. It is noted that the times
described above are just examples. In practice, the periodicity of recalculation and time
periods involved may depend on the global importance of the user, and may be also varied on
a per implementation basis depending on the computational resources and priorities of a
given system.

[00215] For organizations involved, for example, in forensic analysis, investigation, or
intelligence, a greater level of content analysis may be appropriate. A relevance analysis
engine in accordance with one or more embodiments may have the capability to go to greater
levels of granularity than submessages, for example, by resolving paragraphs of text or
individual words. This may involve the system itself using spiders to identify terms within
the content of any electronic mail object that statistically increase the likelihood that it is
relevant to the recipient or person performing discovery.

[00216] Keywords of high relevance in a community of users may be automatically
discovered based on statistical techniques. The frequencies of words in a set of mail content
may be compared to regular (average) values, to discover the words that are used more than
average in the volume of electronic mail. The more frequent words may then be correlated to
content relevance, to highlight more frequent words (compared to average values) that are
uscd in the more relcvant content.

[00217] Further, such techniques may allow for “dashboarding” and visualization of sets
of content (corresponding to, for example, communities or sub-communities), to provide
insight into thc naturc of thc community for an analyst or invcstigator. This may bc
particularly useful when very large amounts of mail communications are being analyzed, and
content must be semi-automatically sampled for further investigation.

[00218] In certain cases, users may seek to find ways to increase their own global

importance. Thus, for example, two friends on similar grades may arrange to send each other
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large numbers of electronic mail objects that they would leave open for a while — each
therefore increasing the other’s importance. Each can monitor the other’s actions over time,
and large numbers of read electronic mail objects may increase both their global importance
values. At least one advantage of this to them is that both may then get their electronic mail
objects read faster when sending to others. In another scenario, when the content analysis 1s
advanced, senders may deliberately introduce phrases and words to get their electronic mail
objects read. Accordingly, one or more embodiments may incorporate detection devices
identifying such behavior, and to penalize, mitigate, and/or halt the behavior where and as
appropriate. In addition, this type of behavior may be flagged to administrators inside an
organization.

[00219] To further describe an electronic mail system in accordance with one or more
embodiments, a series of stages are now described to illustrate a software implementation. In
a first stage, local relevance of content may be based on some factors of the mail data (e.g.,
features inherent in or attached to an electronic mail object) and each individual user’s
actions on content in their own folders (effectively recording what each user does with each
mail, and treating every mail separately). Analysis may be based on the current submessage,
and not retrospectively applied to historical submessages. Incoming mail relevance may be
based on mail data contained within the electronic mail object itself (e.g., a flag for follow up
or urgency flag).

[00220] In a next stage, in addition to local relevance based on TRC on this electronic
mail object, each entity that a user deals with is given a local importance value derived from
that user’s actions — i.e., using the IIC. The input to local relevance is through a combined
local importance value, considering all the senders involved in this particular electronic mail
object. At this stage, there may be no communal aspects that would estimate importance
using other user actions; the importance values of senders to a recipient are based on the past
actions of that rccipicnt. Analysis may still bc bascd on cntitics in cach clcctronic mail
object’s respective current submessage, and not changing importance values of entities in the
history portion.

[00221] In a third stage, user opinions are sampled, to confirm that the relevance and
importance values assigned are accurate reflections of each user’s real opinions. Also, there
may be a facility for optional feedback via the sliders into the algorithm (as opposed to the
sliders being for information presentation only).

[00222] In a next stage, relevance values of historical, and implicitly “future,”
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submessages are changed based on each user’s actions on a current submessage. Then, in a
next stage, changes are made to the local importance values of entities involved in historical
(and future) submessages based on each user’s actions on a current submessage.
Subsequently, relevance and importance are integrated with search, each again on a single-
recipient basis (not taking any communal actions or values of other users into the
implementation other than those directly implied in the mail data itself). In a next stage,
relevance and importance values are decayed effectively, so that older content loses its
weight over time unless it is re-accessed by the user. Thereafter, users are allowed to vary
their own settings, including the impact different actions have on relevance and importance.
[00223] In a next stage, global importance values are calculated and periodically updated
for each entity, based mainly on a combination of each user’s actions (IIC), which indicate
importance of the sender. This may be the first step in communal importance. There may be
human resources input also to the global importance values. Incoming mail relevance may
now be based also on global importance values to give meaningful global (or communal)
relevance.

[00224] In a next stage, global relevance values are calculated for each piece of content,
based on the overall result of each user’s local relevance values. Initial relevance for content
can then include input from the global values (as well as, for example, local importance), and
global relevance can still form a component of each user’s local relevance even after they
have read the content. This may be the first step in communal relevance. Tncoming mail
relevance can now be based also on global relevance scores, which are derived from a
weighted aggregate of local relevance scores.

[00225] In a next stage, collaborative search takes place, allowing users to search other
users’ content, according to the rules set by a compliance policy. In a subsequent stage, there
may be integration with human resources to assist in assigning similar users, to allow an
indication of when a uscr changes roles.  Also, in another stage, corrclation of groups,
domains, and other aliases with users is done, so that the system can imply a degree of
change on users’ other identities when an action causes one of their identities to change. In a
next stage, there is integration with enterprise naming systems, such as job codes, so that
similar types and categories can be used in calculating importance values for related entities.
[00226] In a next stage, the system identifies a cognate group of n other users most
similar to a given user/recipient. This is done, directly or indirectly, based on past actions.

Calculation of each user’s local importance values for other entities is based on their own
P
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actions, and also actions of those in their cognate group. An individual importance
component value (IIC) or individual value inputting into the cognate importance component
(Is") may be assigned when a user has interacted with an entity.

[00227] In a next stage, a cognate relevance value is now input into the final figure for
local relevance. This is based on the actions of those in the group cognate to the recipient on
the particular electronic mail object. In one or more embodiments, this may operate at run-
time, but, in practice, it may have to be on a periodic review that initially has a more rapid
review period.

[00228] In a next stage, communal weighting adjustment (of the impacts of different
actions as described above) is allowed in a feedback loop, inside, for cxample, a single
organization. Further, in another stage, smaller fragments are analyzed, such as paragraphs
and words, as subsets of the overall electronic mail, to determine importance for these entities
as well. In a next stage, federation of action weighting and other system constants is
facilitated, based on other organizations’ data (possibly anonymously) to improve the
accuracy of one or more of the mechanisms described herein.

[00229] As described above, a cognate group may be an important aspect of determining
mail relevance in accordance with one or more embodiments. In some cases, a single global
value for relevance of a given piece of content may not be the most appropriate measure of its
relevance to a given community. For example, an electronic mail object regarding buman
resource policies might be most relevant to the human resources department, and of less
relevance to other users. To improve the accuracy of the algorithm, it may be better to
compare a user to a set of similar or cognate users rather than to the global population. In
regard to how such similarity or identification of the cognate group is determined, one or
more of the following approaches may be used: role or group based; collaborative filtering;
fingerprinting; cluster models; search-based methods; frequency analysis; and importance
valuc corrclation. Each of thesc different approaches, which may be uscd singly or in any
combination, will now be described in tum.

[00230] In regard to the role or group based approach, determining similarity may be
dealt with in part by the rolc-based component in the cffective local relevance valuc for cach
end user. Components may also be included for groups, domains, and other sets of users (or
other entities). Users in the same groups or roles may be assumed to be similar. For
example, if a number of users in a role receive an electronic mail object, and other users in

that role have already viewed it and deleted it, then it is likely to be of low relevance to
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another user in that role. Further, users within the same group or role may have their
historical behaviors correlated, to see which users within each group do, in fact, behave in a
similar manner. This method compares historical relevance values for content that users in
the group have received, with those of the user in question (for the same content). This
technique for extending the basic mechanism is essentially communal filtering (further
described below). It is important to properly recognize the group (and other) local relevance
and importance values used for determining relevance for content sent to those identities,
with their role in ascribing similarity between users. A resulting statement of similarity from
role or group methods might be, for example, “other users who also work in the development
team found this mail to be of high relevance.”

[00231] As to communal filtering, this mechanism may use the behavior of other
recipients of a given piece of content to determine the content’s relevance to the user in
question — communal relevance. However, rather than just using the global relevance value
for the content, the application may correlate the past behavior of other users to the user in
question to improve the relevance predictor. A resulting statement of similarity from
communal filtering might be, for example, “other users whose relevance values typically
correlate to the user in question (based on comparison for historical content) found this mail
to be of high relevance.”

[00232] In regard to fingerprinting, it adopts a historical comparison method similar to
that of communal filtering, but reduces the sparseness of the matrices by focusing on a
sample of content with large numbers of recipients. Fingerprinting may rely on analyzing
users’ relevance values for a set of data that has been sent to very large numbers of users.
This then provides relevance values for a common set of data, allowing a “fingerprint” of
each user’s relevance values to be calculated, and then compared to that of other users. User
fingerprint correlation may then be used as a basis for predicting a given user’s relevance
valucs for a ncw picce of content, bascd on other similar uscr’s relevance valuces for the samc
piece of content. Thus, as more users read a new piece of mail, the initial relevance values
for that content for the remaining recipients should be predicted more accurately. The
correlation between users’ behavior for mails with few recipients and large numbers of
recipients may vary from one community to another. However, the feedback mechanisms in
the relevance algorithm allow the strength of this correlation to be tested, and the suitability
of fingerprinting for use in predicting behavior for all mail content to be evaluated. It is

noted that for mail content sent with very large numbers of recipients, fingerprinting may be
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a reasonably accurate method for determining similarity. While this description has focused
on users and content, other entities may also be subject to fingerprinting. The same matrix
with content in one dimension may also be applied to groups and domains. A resulting
statement of similarity from fingerprinting might be, for example, “other users whose
relevance values typically correlate to the user in question (based on comparison for a non-
representative sample of historical content) found this mail to be of high relevance.”

[00233] As to cluster models, they work by segmenting users (and other entities) into
categories based on their actions or attributes. In some ways, this approach may be similar to
(and partly contains) role and group based similarity, but it may not assume separate
relevance and importance values are stored for each cluster. Examples include, but are not
limited to, the following: users who reply frequently, who forward frequently, who never
delete mails, who send mails to large groups, who receive certain mail volumes, who belong
to particular groups, who work in particular departments, etc.; job codes, which have a
particular job code parent or type, which are at a certain point in the domain hierarchy, which
have a particular retention period, which result in particular external actions, which have
certain allowed readers (access rights), etc.; and content, which has a large chain length
(number of history submessages), which is of a certain length, which has attachments of
certain size or type, which has a large number of recipients, which contains certain keywords,
which is linked to a particular job code, which has a particular sensitivity rating, which
interacts with certain external systems, etc. Further, it is noted that cluster models may
potentially be applied to both entities and content in determining similarity and using it as a
predictor for user relevance. A resulting statement of similarity from cluster models might
be, for example, “other users who also forward mails regularly found this mail to be of high
relevance.”

[00234] In regard to search-based methods, they may operate with respect to content, or
as a filter to then perform corrclative analysis of uscers’ historical rclevance valucs. Scarch-
based methods with respect to content may treat the similarity problem as a search for similar
content in the user’s historical content store. They then compare the relevance values from
that user for similar historical content to predict the relevance of the new content. This
essentially moves the similarity question to being a function of third party applications, but
still relies on the user’s own actions to determine relevance. In another approach, using
search-based methods as a filter for comparing other users’ historical behavior, the

application finds similar content to that in question and then inspects the relevance values
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given to it by other users. The approach then uses these relevance values from other users for
similar content as an input to determine the initial relevance of the given content for the user
in question.

[00235] As to frequency analysis, this may be another mechanism for reducing data size
by communal filtering determining cognate groups. In this method, each user may have a set
of other users associated with them based not on similarity, but on frequency. The method
may work by finding the users who have the most content in common with the user in
question (e.g., the most frequent to:, cc: and potentially bee: recipients). Further, this method
may not imply similarity among, for example, 100 users, who have most content in common
" with the user in question. Rather, it may provide a rich (not sparse) matrix of content on
which to search for correlations (and anti-correlations) in user relevance values. On a
periodic basis, such as each month, the ten most infrequent users in common with a given
user may be removed from the matrix, and the ten most frequent users in common (not
already identified in the matrix) may be added. This acts to keep the matrix rich with
common values. From an importance perspective, this mechanism may be used to compare a
user’s own importance values given to entities (e.g., job codes) to those of other users. These
correlations may then be used to provide more accurate estimates of initial importance for
when a user interacts with that job code for the first time (as opposed to being forced to rely
on the global value).

[00236] To further illustrate frequency analysis, consider, for example, a user, A, and
four other users, B, C, D and E, with whom A has a significant volume of content in
common. The table below lists the relevance values ascribed to historical content, electronic

mail objects A through T, that user A has in common with most or all of the other users.
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The list of relevance values for historical content allows each user’s historical behavior to be
correlated with each other user. The resulting linear correlation values are presented in the

table below.

Correlatisnsg

User A User B User C User O User E
Uaear & 1| 0.042675] -.35891| 0.754378] -0.28248
User B 0.042675 1] 0.301382| 0.154122| 0.122467
Yser -0.35691| 0.301382 1| -0.0957) -0.31789
iser 0.754378| 0.154122| -0.0957 1| -0.43545
User F -0.28248) 0122467 | -0.317859] -0.43545 1

Correlation may be a statistical function that indicates the extent of the similarity between
two data sets. From the table above, it can be seen that user A behaves very differently to
user B, often has opposite relevance values to user B, and ascribes very similar relevance
values to the same content as user D. Thus, the behavior (and resulting relevance value) of
user D on a new piece of content sent to both users A and D would be a good indicator of the
likely relevance of that content to uscr A.

[00237] User behavior may evolve over time, so the correlation formula may be
weighted towards the newer content (a non-linear distribution of the square of the error terms
in the regression). In addition, there is no requircment that the relationship be lincar; thus

non-linear correlation techniques may also be appropriate. In a system of very high
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computational power, the regression formula for each similar pairing could be used to
“forecast” a suitable value for the communal component.

[00238] Another way to determine cognate users relates to correlating importance
values. An identification may be to find the n users whose matrices of importance values
correlate most highly with those of the given user r. This approach assumes that the effects
of other factors (e.g., user actions) have fed through into the importance figures. In one or
more embodiments, a single mechanism for determining the identities in cognate groups may
rely primarily on the correlation of importance values, and these may be reconsidered during
computational quiet periods as described above.

[00239] As dcscribed above, approaches for determining cognatc groups may be
combined. For example, cluster models may be added as another dimension to frequency
analysis. Further, it is noted that for one or more of the cognate group determination
approaches described above, the contribution of more recent content to the similarity function
may be greater than that of older content, reflecting the changing nature of the user
population as the organization and their roles within it evolve. As described above, an
exponential function may be applied to these contributions to decay them over time. Further,
older data may be removed as new data is added, to ensure that the similarity structures may
be maintained at a given size. The frequency of updating various relevance and importance
values may also be determined on a per organization basis, depending on, for example, the
business requirements and computational power available.

[00240] As apparent from the description herein of an electronic mail system in
accordance with one or more embodiments, various advantages may be achieved with the
electronic mail system. In one aspect, the electronic mail system “watches” how users
interact with content, as well as implicitly other users and entities in the system, and takes
each user’s behavior as the primary input into a relevance analysis engine of the electronic
mail systcm. An attraction of this approach might be that it collccts vast amounts of
statistical input data to the engine, but does not require additional user time. Further, the
electronic mail system may be applied at a single user level only, based on a user’s own
actions. It may also be applied across an entire organization in a manner looking
communally at other users’ actions, which greatly increases its accuracy by providing more
contextual data. In another aspect, the electronic mail system may be integrated with
traditional email systems. Further, the electronic mail relevance system may also be applied

to historical content, providing “dashboard” summaries and visual representations of
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communication communities. In a further aspect, the electronic mail relevance system may
enhance an investigative process, improving sampling, and ease of analysis.

[00241] While the invention has been described with respect to a limited number of
embodiments, those skilled in the art, having benefit of the above description, will appreciate
that other embodiments may be devised which do not depart from the scope of the present
invention as described herein. Accordingly, the scope of the present invention should be

limited only by the appended claims.
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CLAIMS

What is claimed is:

1. A system, comprising:

a monitoring module configured to track actions by a plurality of users associated
with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality

of users that is a recipient of the piece of electronic content.

2. The system of claim 1, wherein the relevance is further determined dependent

on a measure of local importance describing an importance of the sender to the user.

3. The system of claim 1, whercin the relevance is further determined dependent
on a measure of global importance describing an importance of the sender within an

organization with which the plurality of users are associated.

4. The system of claim 1, wherein the relevance analysis module is further
configured to identify at least one other of the plurality of users that is a recipient of the piece
of electronic content and is cognate to the user and wherein the relevance analysis module is
further configured to determine the relevance to the user of the piece of electronic content

dependent upon one or more actions of the at least one cognate recipient with respect to the

piece of electronic content.

5. The system of claim 1, wherein the relevance analysis module is further
configured to determine the relevance to the user of the piece of electronic content responsive

to contents of the piece of electronic content.
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6. The system of claim 1, wherein the relevance analysis module is further
configured to determine the relevance to the user of the piece of electronic content responsive
to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic
content; and

one or more actions with respect to the piece of electronic content of one or more

of the plurality of users determined to be cognate to the user.

7. The system of claim 1, further comprising:
a content presentation module configured to present the piece of electronic
content to the user in accordance with the determined relevance and to

present to the user a value describing the determined relevance.

8. The system of claim 1, further comprising:
a search module configured to search the electronic content in accordance with the

determined relevance.

9. The system of claim 1, wherein the piece of electronic content comprises an

electronic mail object in a relational mail system.

10. The system of claim 1, wherein the electronic content comprises at least one

of an email, a document, an instant message, and an SMS message.

11. A computer program product having a computer-readable medium having
computer program instructions encoded thereon comprising:
a monitoring module configured to track actions by a plurality of users associated
with an application for managing electronic content;
a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a piece of electronic content sent from a

sender to the user, the relevance being determined dependent on:
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a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality

of users that is a recipient of the piece of electronic content.

12. The computer program product of claim 11, wherein the relevance is further
determined dependent on a measure of local importance describing an importance of the

sender to the user.

13. The computer program product of claim 11, wherein the relevance is further
determined dependent on a measure of global importance describing an importance of the

sender within an organization with which the plurality of users are associated.

14, The computer program product of claim 11, wherein the relevance analysis
module is further configured to identify at least one other of the plurality of users that is a
recipient of the piece of electronic content and is cognate to the user and wherein the
relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content dependent upon one or more actions of the at least one cognate

recipient with respect to the piece of electronic content.

15. The computer program product of claim 11, whercin the relevance analysis
module is further configured to determine the relevance to the user of the piece of electronic

content responsive to contents of the piece of electronic content.

16. The computer program product of claim 11, wherein the relevance analysis
module is further configured to determine the relevance to the user of the piece of electronic
content responsive to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic

content; and
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one or more actions with respect to the piece of electronic content of one or more

of the plurality of users determined to be cognate to the user.

17. A method, comprising:
tracking actions by a plurality of users associated with an application for
managing clcctronic content;
determining a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality

of users that is a recipient of the piece of electronic content.

18. The method of claim 17, wherein the relevance is further determined
dependent on a measure of local importance describing an importance of the sender to the

user.

19. The method of claim 17, wherein the relevance is further determined
dependent on a measure of global importance describing an importance of the sender within

an organization with which the plurality of users are associated.

20. The method of claim 17, wherein determining the relevance to the user further
comprises:
identifying at least one other of the plurality of users that is a recipient of the piece
of electronic content and is cognate to the user; and
determining the relevance to the user of the piece of electronic content dependent
upon one or more actions of the at least one cognate recipient with respect

to the piece of electronic content.

21. The method of claim 17, wherein the relevance is further dependent on

contents of the piece of electronic content.
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22. The method of claim 17, wherein the relevance is further dependent on one or
more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic
content; and

one or more actions with respect to the piece of electronic content of one or more

of the plurality of users determined to be cognate to the user.
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would be great If we rould animate the ons somehow. Keep up the good ..

From: Cunzin Ash Tos Brocuct Soard Propgerties: f 4. fé@p LY. 23]

Jobeotke: DRW testing process

Attachment: Test plan.coc 8

120 hox,

N

216

het!

\ [ seach terms bighlighted ] Search tenms shown in bold

BTty 294 56 IRIRNE

77/03

80€780/L00T OM

L8S090/L002SN/LDd

X Corp. EX1014
IPR2025-00299
Page 91 of 93



WO 2007/082308

=

st
Huawansy

FITRE—————

<44 <

ON—-. T

FIGURE 21

LRy

PCT/US2007/060587

X Corp. EX1014
IPR2025-00299
Page 92 of 93



WO 2007/082308 PCT/US2007/060587

ZZ/ZL

Others’

Determining Local

1{1’: ;i‘:;‘fl‘;‘z_i Importance (of
periodic Components sender s to
Cognate periodic recipient r
Group r’s Individual
Composition Importance
‘ = o, Components perio dic”®
5 ~ periodic
3
b Global
perio dic”® Importance of {s}
Cognate

% Importance of {s}
E to recipient r

T periodic™
periadic

-

T

Others’

Local
H Individual Importance of
% M Relevance {sttor
i A Components
Pariodic o ¥
whaen sctive r’s Individual
/ Relevance Combination
j Component iodi Importance of
4 ) pRriesss TransMail x
Cognate

run-time
Relevance of x {actions Global
refresh Relevance of x run-time

I (on refresh)

run-time
{on refresh)

run<ime ..
{on refresh) Determining Local

Relevance of mail x
from sender s to

recipient r
Local Relevance

of TransMail x
from stor

Note: If this is the first contact between s and r then the arrows marked ~ will be absent and the arrival

of mail will trigger the calculations of arrows marked * {which are usually done only on periodic review)
because no local importance figure will previously exist.

FIGURE 22

X Corp. EX1014
IPR2025-00299

Page 93 of 93



