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(57) ABSTRACT

A database for receiving, storing, and compiling information
about senders of e-mail messages that is used to categorize
received e-mail messages. Data about the sender is con-
tained in the message and is used to identify the actual
sender of the message using a signature combining pieces of
information from the message header or derived from infor-
mation in the message header. This and other information
about the message is then sent by each member of an e-mail
network to one or more central databases (in one embodi-
ment, the information will also be stored at a database
associated with the recipient’s e-mail program and filtering
software) which stores the information and compiles statis-
tics about e-mails sent by the sender to indicate the likeli-
hood that the e-mail is unsolicited and determine the repu-
tation of the sender (a good reputation indicates the sender
does not send unwanted messages while a bad reputation
indicates the sender sends unsolicited e-mail messages).
Information from the central database is then sent to recipi-
ents in order to determine the likelihood that a received
e-mail message is spam (information may also be obtained
from the local database associated with the recipient’s
e-mail program and filtering software).
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50\ 54
/
g4 Received: from mail.domainone.com (mail.domaineone.com [111.22.3.444])
“-by host.domaintwo.com with SMPT id 12345678 for
<recipient@domaintwo.com>; Fri, 21 Feb 2003 19:20:23 -0800
52~_Received: from localhost.domainone.com ilocalhost[456.12.3.123]) by
mail.domainone.com with SMTP id 4903u495; \
76~ Fr, 21 Feb 2003 19:18:06 -0800 166
“-Message-ld: <abc1234567@mail.domainone.com>
80 X-Mailer: Internet Mail Service— 164
68\Date: Fri, 21 Feb 2003 19:17:57 -0800 — 160
70\ From: Joe Sender <sender@domainone.com>
-To: recipient@domaintwo.com

Uig. 3A (Prior Ahi)
56\

58~ [ Received: from host.domaintwo.com (host.domaintwo.com [123.45.6.789))
by host.domainthree.com with SMPT id 87654321 for
<recipient@domainthree.com>; Fri, 62
21 Feb 2003 19:21:00 -0800 ’
~_Received: from mail.domainone.com (mail.domainone.com 22.3.
86~_Received: fi il.domai 1 (mail.domai [111.22.3.444])
by host.domaintwo.com with SMTP id 12345678, Fri,
21 Feb 2003 19:20:23 -0800
90 Received: from localhost.domainone.com ﬁlocalhpst[456.12.3.123]) by
mail domainone.com with SMTP id 4903u495, Fri, N
78 21 Feb 2003 19:18:06 -0800 168
“-Message-ld: <abc1234567 @mail.domainone.com>
82 X-Mailer: Internet Mail Service ——126
72\Date: Fri, 21 Feb 2003 19:17:57 -0800 —— 162
74\From: Joe Sender <sender@domainone.com>

-To: recipient@domaintwo.com
Pig. 313 (Prior Ahi)

Joe Sender|111.22.3.444

Big. 54

Dig. 51

sender@domainone.com|Joe Sender|111.22.3.444
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DATABASE FOR RECEIVING, STORING AND
COMPILING INFORMATION ABOUT EMAIL
MESSAGES

TECHNICAL FIELD

[0001] This invention relates to databases, and, in particu-
lar, to databases which receive, store and compile informa-
tion about senders of e-mail messages to be used in pro-
cessing e-mail messages.

BACKGROUND ART

[0002] The proliferation of junk e-mail, or “spam,” can be
a major annoyance to e-mail users who are bombarded by
unsolicited e-mails that clog up their mailboxes. While some
e-mail solicitors do provide a link which allows the user to
request not to receive e-mail messages from the solicitors
again, many e-mail solicitors, or “spammers,” provide false
addresses so that requests to opt out of receiving further
e-mails have no effect as these requests are directed to
addresses that either do no exist or belong to individuals or
entities who have no connection to the spammer.

[0003] It is possible to filter e-mail messages using soft-
ware that is associated with a user’s e-mail program. In
addition to message text, e-mail messages contain a header
having routing information (including IP addresses), a send-
er’s address, recipient’s address, and a subject line, among
other things. The information in the message header may be
used to filter messages. One approach is to filter e-mails
based on words that appear in the subject line of the
message. For instance, an e-mail user could specify that all
e-mail messages containing the word “mortgage” be deleted
or posted to a file. An e-mail user can also request that all
messages from a certain domain be deleted or placed in a
separate folder, or that only messages from specified senders
be sent to the user’s mailbox. These approaches have limited
success since spammers frequently use subject lines that do
not indicate the subject matter of the message (subject lines
such as “Hi” or “Your request for information” are com-
mon). In addition, spammers are capable of forging
addresses, so limiting e-mails based solely on domains or
e-mail addresses might not result in a decrease of junk mail
and might filter out e-mails of actual interest to the user.

[0004] “Spam traps,” fabricated e-mail addresses that are
placed on public websites, are another tool used to identify
spammers. Many spammers “harvest” e-mail addresses by
searching public websites for e-mail addresses, then send
spam to these addresses. The senders of these messages are
identified as spammers and messages from these senders are
processed accordingly. More sophisticated filtering options
are also available. For instance, Mailshell™ SpamCatcher
works with a user’s e-mail program such as Microsoft
Outlook™ to filter e-mails by applying rules to identify and
“blacklist” (i.e., identifying certain senders or content, etc.,
as spam) spam by computing a spam probability score. The
Mailshell™ SpamCatcher Network creates a digital finger-
print of each received e-mail and compares the fingerprint to
other fingerprints of e-mails received throughout the net-
work to determine whether the received e-mail is spam.
Each user’s rating of a particular e-mail or sender may be
provided to the network, where the user’s ratings will be
combined with other ratings from other network members to
identify spam.

Apr. 28, 2005

[0005] Mailfrontier™ Matador™ offers a plug-in that can
be used with Microsoft Outlook™ to filter e-mail messages.
Matador™ uses whitelists (which identify certain senders or
content as being acceptable to the user), blacklists, scoring,
community filters, and a challenge system (where an unrec-
ognized sender of an e-mail message must reply to a
message from the filtering software before the e-mail mes-
sage is passed on to the recipient) to filter e-mails.

[0006] Cloudmark distributes SpamNet, a software prod-
uct that seeks to block spam. When a message is received,
a hash or fingerprint of the content of the message is created
and sent to a server. The server then checks other fingerprints
of messages identified as spam and sent to the server to
determine whether this message is spam. The user is then
sent a confidence level indicating the server’s “opinion”
about whether the message is spam. If the fingerprint of the
message exactly matches the fingerprint of another message
in the server, then the message is spam and is removed from
the user’s inbox. Other users of SpamNet may report spam
messages to the server. These users are rated for their
trustworthiness and these messages are fingerprinted and, if
the users are considered trustworthy, the reported messages
blocked for other users in the SpamNet community.

[0007] Spammers are still able to get past many filter
systems. Legitimate e-mail addresses may be harvested from
websites and spammers may pose as the owners of these
e-mail addresses when sending messages. Spammers may
also get e-mail users to send them their e-mail addresses (for
instance, if e-mail users reference the “opt-out” link in
unsolicited e-mail messages), which are then used by the
spammers to send messages. In addition, many spammers
forge their IP address in an attempt to conceal which domain
they are using to send messages. One reason that spammers
are able to get past many filter systems is that only one piece
of information, such as the sender’s e-mail address or IP
address, is used to identify the sender; however, as noted
above, this information can often be forged and therefore
screening e-mails based on this information does not always
identify spammers.

[0008] Many of the anti-spam solutions focus on the
content of the messages to determine whether a message is
spam. Apart from whitelists and blacklists, which use e-mail
addresses which, as noted above, are easily forged, most
anti-spam solutions do not focus on sender information. This
approach is potentially extremely powerful since some
sender information is extremely difficult to forge. Therefore,
an e-mail filtering system which makes decisions based on
difficult-to-forge sender information could be more effective
than a content-based solution since minor changes to a
message’s content could be sufficient to get the message past
a content-based filter. In contrast, a sender-based filter would
be difficult to fool since filtering decisions are based on
information is difficult to forge or modify.

[0009] Therefore, there is a need for an effective approach
to filtering unwanted e-mails based on sender information.

SUMMARY OF THE INVENTION

[0010] This need has been met by an e-mail filtering
method and system that categorize received e-mail messages
based on information about the sender. A sender of a
message may be either the individual sending the message or
the machine(s) that forwarded the message. The sender may
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be identified in various ways based on single or combined
pieces of information in the message header. For instance,
the sender could be identified by an e-mail address, a single
IP address, a range of IP addresses, an IP address used with
a certain domain name, a range of IP address combined with
a certain domain name, etc.

[0011] Inone embodiment of the invention, data about the
sender which is contained in the message is used to identify
the actual sender by a signature either combining pieces of
information from the message header or combining a range
of IP addresses and information from the message header.
Other ways of identifying the sender include using the final
IP address used by the sender, the final domain name used
by the sender, and/or the IP path used to send the message.
This and other information about the message is then sent by
each member of an e-mail network to one or more central
databases (in one embodiment, the information will also be
stored at a database associated with the recipient’s e-mail
program and filtering software) which stores the information
and compiles statistics about e-mails sent by the sender to
indicate the likelihood that the e-mail is unsolicited and
determine the reputation of the sender (a good reputation
indicates the sender does not send unwanted messages while
a bad reputation indicates the sender sends unsolicited
e-mail messages). Information from the central database is
then sent to recipients in order to determine the likelihood
that a received e-mail message is spam (information may
also be obtained from the local database associated with the
recipient’s e-mail program and filtering software).

[0012] In one embodiment, scores may be calculated,
based on the information from the central database, and
applied to messages in a recipient’s spam folder to give the
user an indication of the probability that a message is junk
mail. In another embodiment, a list of “good” senders, i.c.,
senders with good reputations, is created based on the
compiled statistics. Messages from good senders are
allowed through the e-mail filter while messages from
senders whose reputations are bad or unknown are not
allowed through the filter. In another embodiment, recipi-
ents’ spam folders are monitored periodically to determine
whether a sender’s reputation has changed sufficiently to
merit the release of the message from the spam folder; if the
reputation has changed sufficiently so that the sender now
has a positive reputation, the message is automatically
released from the spam folder.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a block diagram of the network environ-
ment in which one embodiment of the invention operates.

[0014] FIG. 2 is a flowchart showing how e-mail is
processed in accordance with the invention.

[0015] FIG. 3a is an e-mail message header.
[0016]

[0017] FIG. 4 is a flowchart showing how the final IP
address is determined in accordance with the invention.

[0018] FIG. 5a shows an identification of the actual
sender in accordance with one embodiment of the invention.

[0019] FIG. 5b shows an identification of the actual
sender in accordance with one embodiment of the invention.

FIG. 3b is an e-mail message header.

Apr. 28, 2005

[0020] FIG. 6 is a flowchart showing how e-mail is
processed in accordance with the invention.

[0021] FIG. 7 is a flowchart showing how a whitelist is
created in accordance with the invention.

[0022] FIG. 8 is a flowchart showing how e-mail is
categorized in accordance with the invention.

[0023] FIG. 9 is a flowchart showing how a lookup of
information is handled in accordance with the invention.

DESCRIPTION OF THE INVENTION

[0024] With reference to FIG. 1, one embodiment of the
invention has a sending device 10, for instance, a personal
computer though the sending device could be any computer
device capable of sending messages in a network, which is
running an e-mail software program 12, such as Outlook™,
Eudora™, etc. (The sending device 10 is operated by a user.)
The sending device 10 is connected to the sending device’s
e-mail server 16 via a network 14, such as the Internet. The
sending device’s e-mail server 16 is running software 26 for
handling e-mail messages sent by the sending device 10.
SMTP is generally used to send messages, while another
protocol such as POP3 or IMAP is used for receiving
messages; these protocols may run on different servers and
the sending device’s 10 e-mail program 12 generally speci-
fies both an SMTP server or a POP3 or IMAP server for
handling messages. The sending device’s 10 e-mail mes-
sages are sent through a network 14 from the sending
device’s e-mail server 16 to the recipient’s e-mail server 18.
The recipient’s e-mail server 18 is running software 24 to
handle incoming messages and relay them, via a network 14
connection, to the recipient’s 20 e-mail program 22 such as
Outlook™, Eudora™, etc. The recipient 20 in this embodi-
ment is a personal computer though in other embodiments it
could be any computer device capable of receiving mes-
sages. (As with the sending device, the recipient may be
operated by a user.) Filtering software 64 is associated with
the recipient’s 20 e-mail program 22. In other embodiments,
the filtering software may be located at the recipient’s e-mail
server 18 or at another device in the network. In some
embodiments, the recipient device has a database associated
with the filtering software 64. The recipient 20 is a member
of an e-mail network consisting of other e-mail users
employing the same approach to filtering e-mail messages.
A central database 66 stores information and compiles
statistics about e-mail messages and their senders (a sender
may be either an individual sending an e-mail message or the
machine(s) that forwarded the message. (As will be dis-
cussed in greater detail below, there may be more than one
database in other embodiments; each database would store
different types of information. The separate databases are
not necessarily stored on the same machine but would be
maintained by a central server.) This information and the
statistics are used to assess a sender’s reputation for sending
unsolicited e-mail (discussed below in FIGS. 2, 6, and 7).
Software for managing the database and managing the
e-mail network is associated with the database. In this
embodiment, the database 66 is located at a third party
server 88 which may be accessed over the network 14 by
software 24, 64 at both the recipient’s e-mail server 18 and
the recipient 20. In other embodiments the central database
66 may be located elsewhere in the network 14, such as at
the recipient’s e-mail server 18 or in direct connection with
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the recipient’s e-mail server 18. The central database 66
receives updates about e-mail messages and information
about senders sent at intervals by e-mail users, such as the
recipient 20, within the e-mail network. (In embodiments
employing separate databases, the updates and information
are received at the central server, which then sends the
received material out to the appropriate databases.) This
information is normally sent after installation and when a
new message is categorized. Updates also may be sent by the
users (via the software 64 at their computers) either at
regular, programmed intervals (for instance, every hour,
though another time interval may be specified by the user or
system administrator in other embodiments) or at irregular
intervals as determined by the user. Information from the
central database 66 (or databases) may be sent to recipients
20 cither at regular intervals (for instance, every hour,
though another time interval may be specified by the user or
system administrator in other embodiments) or in response
to a request from the recipient 20.

[0025] InFIG. 2, the recipient receives an e-mail message
(block 100). A whitelist, created by the recipient to indicate
messages which will be accepted, is checked to see if the
sender is listed (block 102). Although the whitelist may
contain just e-mail addresses, the e-mail address may be
combined with at least one other piece of information from
the message header. This information includes fields such as
the display name, the final IP address, x-mailer, final domain
name, user-agent, information about the client software used
by the sender, time zone, source IP address, and the sendmail
version used by a first receiver. Single pieces of information
that are difficult to forge, such as the display name, final IP,
domain name, or IP address may be used instead of an e-mail
address to list and check senders in other embodiments; in
these embodiments, if an incoming message has the infor-
mation that the user has included on a whitelist, for instance,
a final domain name, that message would pass the whitelist
test.

[0026] In another embodiment, a whitelist may be created
by specialized software (which may be associated with
filtering software) running at the recipient’s computer. A
whitelist may be constructed from the “Contacts” or
“Address Book” section (i.c., any area where the recipient
stores a list of e-mail addresses the recipient uses to contact
others) of the recipient’s e-mail program as well as using the
To:, Ce:, and Bec: information of e-mails that the recipient
has sent (this may be done, for instance, by scanning the
recipient’s “Sent Items” folder in the e-mail program). In
other words, the whitelist is constructed based on informa-
tion about other e-mail users to whom the recipient has sent
at least one e-mail or who have been explicitly added to the
recipient’s “Contacts”/“Address Book.” Subject lines may
also be used to determine if a sender should be included on
the whitelist. The subject line of a received message,
stripped of any prefix such as re: and fwd:, is checked to see
if it matches the subject line of a message recently sent by
the user. (The user or administrator may set a parameter to
determine the time frame for which the subject line is
checked, for instance, messages sent over the last 3 days, 30
days, etc. The user or administrator may also set a character
or phrase limitation for adding senders to the whitelist. For
instance, the phrase “hi” may be used by both the user’s
acquaintances as well as spammers; the user or system and
administrator may determine that messages from senders
containing the subject line “hi” should not automatically be
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added to the whitelist.) As noted above, the whitelist may
contain just e-mail addresses or the e-mail address may be
combined with at least one other piece of information from
the message header. This information includes fields such as
the display name, the final IP address, x-mailer, final domain
name, user-agent, information about the client software used
by the sender, time zone, source IP address, and the sendmail
version used by a first receiver. Single pieces of information
that are difficult to forge, such as the display name, final IP,
domain name, or IP address may be used instead of an e-mail
address. In other embodiments, folders of saved messages
may also be checked to construct the whitelist, though care
should be taken that folders containing junk mail are elimi-
nated from the construction process. This approach to con-
structing a whitelist may be employed at initialization as
well as after initialization.

[0027] Returning again to FIG. 2, if the sender is on the
whitelist, the message is passed on to the recipient (block
104) (for instance, placed in the recipient’s inbox). If the
sender is not on the whitelist (block 102), a blacklist, created
by the recipient to indicate messages which will not be
accepted, is checked (block 106). Senders on the blacklist
may be listed by e-mail address, e-mail address plus at least
one piece of information from the message header, or other
single pieces of information like the display name, final IP,
domain name, IP path, etc. If the sender is on the blacklist
(block 106), the message is processed according to the
recipient’s instructions (block 108). For instance, the mes-
sage could be deleted or sent to a spam folder (i.e., any
folder designated as holding suspected unsolicited e-mail).
In this embodiment, the spam folder is located at the
recipient although it could be located at the incoming mail
server in other embodiments.

[0028] In this embodiment, if the sender is not on the
blacklist (block 106), the actual sender of the message is
determined (block 110). (In other embodiments, other infor-
mation identifying the sender, such as final IP address, final
domain name, IP path, etc. may be used.) The sender may be
determined by an e-mail address or IP address. However,
since these may easily be forged, it may be preferable to
create a more trustworthy identifier indicating an actual
sender by combining pieces of information in the message
header (discussed below), at least one of which is not easily
forged. A range of IP addresses (where the top numbers of
the IP address are identical but the last N bits are variable,
indicating machines belonging to the same service provider
or organization (for instance, the top 3 numbers may be the
same but the last byte is variable)) may also be combined
with at least one piece of information from the message
header to create the signature. For instance, since some
Internet Service Providers (“ISPs”) allow users to send with
any “From” address, using two pieces of information (for
instance, a source IP (the computer used to send the mes-
sage) and a final domain name (the domain name corre-
sponding to the IP address of the server which handed the
e-mail message off to the recipient’s trusted infrastructure)
or final IP address (the IP address of the server which handed
the e-mail message off to the recipient’s trusted infrastruc-
ture (for instance, the recipient’s mail server or a server
associated with a recipient’s forwarder or e-mail alias)), to
identify an actual sender may be preferable since an unau-
thorized user probably would not know the source IP address
and probably could not dial into the ISP and be assigned a
machine with the same source IP address.
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[0029] As shown in FIGS. 3a and 3b, message headers 50,
56 are known in the prior art. Message headers 50, 56 detail
how an e-mail message arrived at the recipient’s mailbox by
listing the various relays 52, 84, 90, 86, 58 used to send the
e-mail message to its destination. The sender 68, 72, recipi-
ent 70, 74, and date 80, 82 (when the message was written
as determined by the sender’s computer, including the
sender’s timezone 160, 162) are also listed. A unique Mes-
sage-ID 76, 78 is created for each message. Other informa-
tion in the message header includes the source IP address of
the sender 166, 168 and information about the client soft-
ware used by the actual sender 164, 126 (this may include
fields such as Mail-System-Version:, Mailer:, Originating-
Client:, X-Mailer:, X-MimeOLE:, and User-Agent:). The IP
path indicates the IP addresses of devices which handled the
message as it was sent from the sender to the recipient. For
instance, in FIG. 3a the IP path is 456.12.3.123,
111.22.3.444.

[0030] As noted above, the actual sender may be identified
by the sender’s e-mail address or by creating a signature
based on two or more pieces of information from the
message header. This information includes: the display
name of the sender; the sender’s e-mail address; the sender’s
domain name; the final IP address; the final domain name;
the name of client software used by the actual sender; the
user-agent; the timezone of the sender; the source IP
address; the sendmail version used by a first receiver; the IP
path used to route the message; and so on. As noted above,
the signature identifying the actual sender may also be
created by combining a range of IP addresses with at least
one piece of information from the message header.

[0031] Referring to FIG. 4, the final IP address may be
determined by examining the message header of an e-mail
message (block 40). Starting at the top of the message
header, the common “received” lines indicating receipt by
the recipient’s internal infrastructure are stripped off (block
42). If no forwarder is used by the recipient (block 44), the
topmost remaining IP address corresponds to the server
which handed off the message to the recipient’s trusted
infrastructure (block 48). If one or more forwarders are used
(block 44), the receipt lines for the recipient’s mail forward-
er(s) (i.e., the receipt lines indicating receipt after the
message was received at the domain specified in the “To”
section of the header) are stripped off (block 46). The
topmost remaining IP address is the final IP address (block
48).

[0032] Simplified schematics for identifying the final IP
address from the message header are as follows. Where no
forwarder is used, the message header identifies devices
local to the recipient, i.e., the recipient’s e-mail infrastruc-
ture, and devices that are remote to the recipient, presumably
the sender’s e-mail infrastructure. Therefore, if the message
header identifies the various devices as follows:

[0033] local

[0034] local

[0035] local

[0036] remote sthis is the final IP address
[0037] remote

[0038] remote

[0039] remote
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[0040] the final IP address is the last remote server iden-
tified before the message is received by a local server. If a
forwarding service is used, the message header might appear
as follows:

[0041] local

[0042] Iocal

[0043] local

[0044] forwarder

[0045] forwarder

[0046] remote <this is the final IP address
[0047] remote

[0048] remote

[0049] The final IP address in this situation is the last
remote server identified before the message is received by
the forwarding server.

[0050] In FIG. 3a, no forwarder is used. The final IP
address 54 indicates the server, mail.domainone.com, that
handed off to the recipient’s server, domaintwo.com. With
respect to FIG. 3b, a forwarder is used. Here, the receipt line
58 associated with the forwarder has to be stripped away to
indicate the final IP address 62.

[0051] A final domain name is determined by performing
a reverse DNS lookup of the final IP address and optionally
stripping one or more names of subdomains from the result
of the lookup. For instance, referring to FIG. 3b, a reverse
DNS lookup of the final IP address 111.22.3.444 would
identify the domain mail.domainone.com 128. The possible
final domain names could be mail.domainone.com or, strip-
ping away the subdomain, domainone.com. In this embodi-
ment, the subdomain is stripped to leave the base domain
name, domainone.com.

[0052] In other embodiments, any number, or none, of the
subdomains found in the reverse DNS lookup of the final IP
address may be stripped away. For instance, if the Received
line indicating the final IP address reads “Received: from
ispmail.com (f63.machinel0.ispmail.com [64.4.15.63]),
the possible final domains are: f63.machine10.ispmail.com;
machine10.ispmail.com; or ispmail.com. The final domain
is determined by how many, if any, subdomains are to be
stripped away according to the settings determined by the
system administrator or the user. In other embodiments, the
final domain name may also be identified by a numerical
representation, for instance, a hash code, of the final domain
code. Referring to FIG. 5a, one way to identify the actual
sender is to combine the display name with the final IP
address. In FIG. 5b, another way to identify the actual
sender is to combine the display name, the e-mail address,
and the final domain name. As noted above, in other embodi-
ments, the signature to be combined with the e-mail address
can contain one or more pieces of information from the
message header. In the embodiment shown in FIG. 5b, the
actual sender is defined by combining the display name, the
e-mail address, and the final domain name—
sender@domainone.com/Joe Sender/111.22.3.444. Other
ways to identify the actual sender include combining a
domain name (such as the domain name of the sender from
the From: line in the e-mail headers) with the final IP
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address. In an embodiment where the signature combines a
range of IP addresses with at least one piece of information
from the message header, a possible identification of the
actual sender could combine the range of IP addresses with
the domain name. In other embodiments, the final IP
address, final domain name, or IP path may be used instead
of identifying the actual sender.

[0053] Referring to FIG. 2, once the actual sender is
determined (block 110), the e-mail message is categorized
based on information about the actual sender (block 112).
The information about the sender—the actual sender, final IP
address, final domain name, IP path, etc—as well as the
recipient’s “initial opinion” of the message (e.g., in
whitelist, in blacklist, or not previously known) is collected
at a central database in the network. (As noted earlier, in
other embodiments several databases may be present at the
system but they are maintained at a central server which
receives information from users and then sends it to the
relevant databases.) All members of the network send the
central database information about messages received by the
user. The information about senders is compiled at the
central database along with other statistics based on the
collected information to determine a sender’s “reputation.”
(In some embodiments, a local copy of information about
senders and statistics is stored and compiled at a recipient’s
database as well.) A good reputation indicates the sender
mostly sends wanted messages, i.c., messages to recipients
that have whitelisted the sender or some other information
about the sender (final IP, domain name, etc.) while a bad
reputation indicates the sender sends unwanted messages,
i.e., messages to recipients who, prior to receiving the
message, do not know the sender or who previously have
explicitly blacklisted the sender. A score indicating the
likelihood that a message from a particular sender is unso-
licited may be determined, for example, by calculating the
number of messages sent by the sender which have been
whitelisted and comparing that number to the number of
messages sent by the sender which have been blacklisted or
are unknown (no. whitelist/(no. blacklist+no. unknown)).

[0054] In one embodiment, the score may be calculated
and applied to a message by either database software or the
filtering software. In another embodiment, thresholds set by
either the user or system administrator determine which
messages are passed through the filter and which messages
are not passed by the e-mail filter and are instead sent to the
spam folder or deleted. The thresholds may be based either
on raw statistics or on scores. The threshold should be set so
that messages from senders with good reputations should be
allowed through the filter while messages from senders with
bad or unknown reputations are not allowed through the
filter (mechanisms for dealing with senders with unknown
reputations are discussed below). For instance, if more than
one percent of an actual sender’s total number of messages
sent or total number messages sent to unique users, go to
recipients who wish to receive the message, it is likely that
the actual sender is not sending spam since a one percent
response rate to a spam message would be high. Therefore,
a threshold may be set where an actual sender has a good
reputation if greater than one percent of his or her messages
are wanted by the recipients. Messages from actual senders
whose reputations exceed the one percent threshold may be
passed to the recipient. Other values for thresholds may be
used in other embodiments.
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[0055] In yet another embodiment, a list of senders with
good reputations is compiled at the database. Senders may
be added to or removed from the database if their reputation
changes. As discussed above, a threshold based on the
statistics compiled at the database determines a “good”
reputation and is set by either the user or system adminis-
trator. Recipients of messages from unknown senders can
check the list at the database to see whether the sender has
a good reputation, in which case the message will be passed
through the filter. If the sender does not have a good
reputation and instead possesses a bad or unknown reputa-
tion, the message is sent to the spam folder.

[0056] In FIG. 6, after the message has been categorized
(FIG. 2, block 112), information about the sender and the
disposition of the message is sent to the central database to
be stored using a key of the combined signature and e-mail
address (or, in other embodiments, the e-mail address only)
(block 132). (In other embodiments where information
about the final IP address, final domain name, and IP path,
but not the actual sender, is sent and stored, the key is the
final IP address, final domain name, or IP path.) Information
sent to the central database includes: information about the
actual sender; whether the actual sender is included on the
recipient’s whitelist; whether the actual sender is included
on the recipient’s blacklist; whether the message could be
categorized locally; and whether the recipient changed the
whitelist/blacklist status of the message (i.e., changed the
status of the sender of the message). (In the embodiments
where information is collected and stored about the final IP
address, final domain name, or IP path, the same information
is sent to the central database about the final IP address, final
domain name, or IP path. In other embodiments, information
about the actual sender, final IP address, final domain name,
and final IP path, or any combination thereof, may be sent
to the central database. In all embodiments, at least two
pieces of information about each received message are sent
to the central database.) In one embodiment, this informa-
tion is sent as soon as the message is categorized; however,
the information may be sent at different time intervals (for
instance, when user activity is observed) set by either the
user or the system administrator in different embodiments.
In one embodiment, the same information sent to the central
database is also stored at the recipient device. In addition,
counts, such as the number of messages from each sender,
final IP address, final domain name, etc., are sent to the
central database while a local copy is kept at a database at
the recipient device. This gives the recipient access to a set
of personal statistics and information based about messages
received by the recipient as well as global statistics and
information stored at the central database which is based on
information about messages received by users in the net-
work.

[0057] In embodiments employing the approach to
whitelist construction discussed above, where software cre-
ates a whitelist based on information from a contacts list as
well as e-mails sent by the recipient to other e-mail users,
information about senders is sent to the central database (and
kept locally) after the whitelist is created. In FIG. 7, the
whitelist is constructed as discussed above (block 200). The
messages in the e-mail program’s “Inbox,”“Saved Items,”
and “Deleted Items” (or “Trash”—anyplace in the e-mail
program where discarded messages are stored) are analyzed
(block 202) to see if any are messages from a sender on the
whitelist (block 204). If the message is not from a
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whitelisted sender (block 204), the next message is analyzed
(block 206) to see if it was sent by a whitelisted sender
(block 204). If the message was sent by a sender on the
whitelist (block 204), information about the sender, such as
the e-mail address, signature, actual sender, final domain
name, final IP address, IP path, or any combination of these
items, are sent to the central database; in addition, a local
copy of the information is kept at the recipient device (block
208). In addition, counts, such as the number of messages
from each sender, final IP address, final domain name, etc.,
are sent to the central database while a local copy may be
kept at the recipient device. The next message is then
processed accordingly (block 206). This process may occur
at or subsequent to initialization.

[0058] Referring again to FIG. 6, the central database
maintains the statistics about actual senders (or other infor-
mation sent about the sender in other embodiments) (block
134). (In embodiments where a database is also present at
the recipient device, the recipient’s database has the same
functionality for storing information and compiling statistics
as the central database, discussed below. Similarly, embodi-
ments employing multiple databases for storing and com-
piling information and statistics about messages sent to users
in the network have the same functionality for storing and
compiling statistics as the central database, discussed
below.) The central database collects information from users
that is used to establish raw counts, for instance: the number
of messages sent by an actual sender (identified by a
signature combining information from the message header);
the number of messages sent by an actual sender over a time
interval set by a user or system administrator; the total
number of messages an actual sender sent to recipients who
know the actual sender (where the sender has been included
on the recipient’s whitelist through any of the mechanisms
discussed herein based on information in the message
header: e-mail address, (final) IP address, domain name,
subject line, etc.); the number of messages an actual sender
sent to recipients who know the actual sender in the network
over a time interval set by the user or system administrator;
the number of recipients who know the actual sender; the
total number of times a recipient changed an actual sender’s
whitelist/blacklist status; the number of times a recipient
changes an actual sender’s whitelist/blacklist status over a
time interval set by a user or system administrator; the total
number of messages sent to recipients in the network who
don’t know the actual sender (i.e., the sender is not on the
whitelist); the number of messages sent to recipients in the
network who don’t know the actual sender over a time
interval set by the user or system administrator; and the total
number of unique recipients in the network who have
received at least one message from the actual sender. The
same information may also be compiled for messages’ final
IP addresses, final domain names, and/or IP paths. In one
embodiment, information on the final IP address and all
possible final domain names is collected (as noted above, if
the reverse DNS lookup of the final IP address results in the
domain name f63.machine10.ispmail.com, the possible final
domains are £63.machine10.ispmail.com;
machinel0.ispmail.com; or ispmail.com. Therefore, in this
embodiment, information on all these potential final domain
names is collected.).

[0059] In other embodiments, separate databases may be
maintained for storing different information. For instance,
there may be one database to track information on senders
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identified by a combination of e-mail address and signature
and another database for collecting information for a sender
identified by a combination of the sender’s e-mail address,
final domain name, and final IP address. The types of
information stored and the number of databases used to store
that information are set by the system administrator. While
the separate databases may be stored on separate machines,
they are maintained by one central server which receives
information from the users and sends it to the relevant
databases.

[0060] In addition, the central database can use the col-
lected information to compute statistics that may be used to
indicate the likelihood that a message from a particular
sender is spam. In general, these statistics show whether
most of the e-mail sent by an actual sender is sent to
recipients who wish to see the contents of those messages.
The following statistics may be accumulated for each actual
sender:

[0061] 1. the ratio over a time interval (in one
embodiment, 24 hours, though another time interval
may be set by the user or system administrator in
other embodiments) of the number of e-mails sent to
recipients who know the sender (i.e., the actual
sender, final IP, final domain name, or IP path was on
the recipient’s whitelist) in the e-mail network
divided by the total number of e-mail messages sent
to users in the e-mail network during the time
interval;

[0062] 2. the ratio over a time interval (in one
embodiment, 24 hours, though another time interval
may be set by the user or system administrator in
other embodiments) of the number of unique recipi-
ents in the e-mail network who know the sender
divided by the total number of unique recipients in
the network who received e-mails from the actual
sender during the time interval;

[0063] 3. the ratio over a time interval (in one
embodiment, 24 hours, though another time interval
may be set by the user or system administrator in
other embodiments) of the number of times a mes-
sage from the actual sender was moved from a
recipient’s whitelist to the blacklist divided by the
total number of times a message from the actual
sender was moved either from a whitelist to a
blacklist or from a blacklist to a whitelist;

[0064] 4. the ratio over a time interval (in one
embodiment, 24 hours, though another time interval
may be set by the user or system administrator in
other embodiments) of the number of unique users in
the e-mail network who whitelisted the actual sender
relative to the number of unique users who black-
listed the actual sender;

[0065] Similar ratios showing the actual sender mostly
sends messages to recipients who know the actual sender
may also be used. These ratios will return high values if the
actual sender sends to recipients who know the actual sender
and low values if the actual sender sends messages to
recipients who do not know the actual sender and are not
willing to whitelist the message. In other embodiments,
these ratios may be calculated for final IP address, final
domain names, and/or IP paths as required. Other metrics
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that are not ratios, for instance, differences, may also be
calculated. For example, the difference between the number
of expected messages (i.¢., messages on the whitelist) versus
the number of unexpected messages (i.c., messages not on
the whitelist) or the number of times a user moves a message
to the whitelist compared to the number of times a user
moves a message to the blacklist may be useful in deter-
mining whether a message is wanted.

[0066] The ratios or differences may also be converted to
a score and applied to the message (for instance, in the spam
folder) to let the recipient know whether the message is
likely spam. The score may also be used to sort messages,
for instance if they are placed in a spam folder. The score
may be a number between 0 and 100. To convert ratios to
scores, the equation [[max(loglO(ratio), -4)+4/6]*100
yields a number between 0 and 100. Differences may be
converted to a score by determining a percentage. The
message score may also be obtained by determining the
average, product, or some other function of two or more
scores for the message, for instance, the score based on the
reputation of the sender as identified by the sender’s e-mail
address and signature and the score based on the combina-
tion of the sender’s e-mail address/final domain name/final
IP address. This option, as well as the two or more scores
(based on actual sender, final IP address, final domain name,
IP path, or any combination thereof) that are used, may be
set by either the individual user or the system administrator.

[0067] A low threshold may be set to differentiate “good”
messages from spam. For instance, if more than one percent
of an actual sender’s total number of messages sent or total
number messages sent to unique users, go to recipients who
wish to receive the message, it is likely that the actual sender
is not sending spam since a one percent response rate to a
spam message would be high. Therefore, if messages from
an actual sender (or, in other embodiments, a final IP
address, final domain name, or IP path) exceed the one
percent threshold (in other embodiments, the threshold may
be set to another, higher percentage by either a user or
system administrator), the messages are probably not spam
and may be passed to the recipient.

[0068] Each member of the network has the option to set
personal “delete” and “spam” thresholds. Assuming that a
message with a low rating or score indicates a greater
likelihood the message is unsolicited, if a message’s rating
or score drops below the spam threshold, the message is
placed in the spam folder; if the message’s score drop below
the delete threshold, the message is deleted. These thresh-
olds give each network member greater control over the
disposition of member’s e-mail messages.

[0069] Different embodiments of the invention may use
different approaches to determining a sender’s/message’s
reputation or rating. For instance, in one embodiment the
initial rating may be (0,25) where the first number represents
the “good” element and the second number represents the
“bad” element (the ratings may also be in ratio form, such
as 0:25). Implicit good or bad ratings, i.e., those based on a
whitelist or blacklist, count as one point while explicit good
or bad ratings, where a user manually moves a message to
the whitelist or blacklist, count as 25 points. When the
reputation/rating is reevaluated, the last entry is reversed and
the new entry is entered. For instance, if the last entry is
(0,25), indicating a user manually blacklisted a message, and
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the new entry reflects that one other user has whitelisted the
message, the new reputation is (25,25). Other embodiments
may use any rating system, with different weights given to
implicit or explicit ratings, chosen by the user or system
administrator.

[0070] In another embodiment, multiple values for each
sender are maintained at the central database(s) in order to
determine the sender’s reputation. These values include: the
number of messages which were explicitly ranked “good;”
the number of messages which were implicitly ranked
“g00d;” the number of messages whose ranking is unknown;
the number of messages which were explicitly ranked “bad;”
and the number of messages which were implicitly ranked
“bad.” Any number of these values may be stored; in one
embodiment, as many as five of these values may be
maintained for an actual sender, final IP address, final
domain name, and/or IP path, depending on the embodi-
ment. The values may represent either message counts or
ratings of unique users within the network, depending on the
embodiment. This approach allows the weighting algorithm
of explicit vs. implicit, discussed above, to be changed at
any time. For example, a value of four for the number of
unknown messages (in an embodiment where the ratings of
unique users was being tracked) would indicate that four
unique users in the network received a message from the
sender and none of the unique users has viewed the message.
Once a user has viewed the message, it will be given a good
or bad explicit or implicit score and the remaining unviewed
messages may be processed accordingly. The central data-
base may return up to five of these values to the recipient in
order to give the recipient the ability to apply different
weights to the message.

[0071] In another embodiment, new, unknown senders
may be rated or scored based on information about the final
IP address used by that sender. In these instances, the rating
or score for the final IP address should be multiplied by some
number less than one, for instance 0.51, to get a score for the
new sender. This same approach may also be used to
determine a rating or score for an unknown sender with a
known final domain name. This approach allows senders
from trusted domains (those domains whose senders send an
overwhelming number of good messages, for instance, 99%
of messages sent from the domain are rated as “good”) to
pass through the filter even if the sender is not known.

[0072] In other embodiments, new, unknown senders
using known final IP addresses or final domain names may
be rated based on the rating record of other new senders (i.c.,
recently-encountered e-mail addresses) that have recently
used the final IP address or final domain name. For instance,
if the majority of new senders using the final IP address or
final domain name are whitelisted by other recipients in the
network, other new senders from that final domain name or
final IP address are also trusted on their initial e-mail. If a
mix of new senders are whitelisted, the message from the
new sender is placed in a spam folder (or, in one embodi-
ment, as “suspected” spam folder where messages which are
not easily categorized, for instance because of lack of
information, are placed for the recipient to view and rate).

[0073] Senders using different IP addresses may get
passed through the filter provided they send to known
recipients. For instance, if a sender dials into his or her ISP,
gets a unique IP number, and sends a message to someone
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in the e-mail network he or she just met, the sender’s
reputation for messages from that IP address (assuming that
the actual sender here is identified by the e-mail address and
source IP address) will be based on 0 messages sent to
known recipients and 1 message sent to a recipient in the
network—a ratio of 0:1. (In this example, the ratio being
used is based on the number of messages sent to known
recipients compared to the number of messages sent to
unknown recipients. Other ratios may be used in other
embodiments.) Therefore, this e-mail message is placed in a
spam folder. However, if the sender sends a message to a
known recipient, the ratio of messages sent to known
recipients compared to messages sent to unknown recipients
has improved to 1:1. Since most users’ thresholds are set to
one percent, or a ratio of 1:100, the first message can be
released from the spam folder since the threshold for this
sender has been exceeded.

[0074] In another example, the same sender dials into an
ISP, gets a unique IP number, and sends messages to two
unknown recipients. The sender’s reputation is based on 0
messages sent to known recipients and 2 messages sent to
unique recipients in the network—a ratio of 0:2. However,
if one of the recipients reviews the spam folder and removes
the message from the sender from the spam folder, the ratio
improves to 1 message sent to a known recipient compared
to 2 messages sent—the ratio has improved to 1:2. This ratio
exceeds the one percent threshold and the message that
remains in the spam folder may also be released. When
messages are released from the spam folder, the message is
added to the whitelist. Therefore, assuming that the user
does not subsequently remove the message from the
whitelist, future messages from the same sender to the same
recipient will be passed to the recipient because the sender
is on the whitelist. Provided messages from this sender still
exceed the threshold, messages sent from the sender should
be passed directly to the recipient (provided the recipient has
not placed the sender on a blacklist) and will not be placed
in the recipient’s spam folder.

[0075] New final IP addresses may be given an initial
“good score” in one embodiment since final IP addresses are
difficult to manufacture. A new final IP address (or, in other
embodiments, a new final domain name) may be given an
implicit “good” count of one or more—for instance, its
initial rating could be (1,0) (as noted above, the first number
represents the “good” element while the second number
indicates the “bad” element). A sender with a new final IP
address will have his or her first message passed through the
filter. Provided subsequent e-mails are not blacklisted, those
e-mail messages will also be passed through and increase the
reputation of the sender and the final IP address. However,
is the sender is sending unsolicited e-mails, his or reputation
will quickly drop and the sender’s messages will be stopped
by the filter. This approach enables legitimate new sites, as
indicated by the final IP address (or final domain name) to
establish and maintain a positive reputation within the
e-mail network.

[0076] This approach may also be employed in embodi-
ments where a message score is obtained by determining the
average, product, or some other function of two scores for
the message. For instance, in an embodiment where the
sender’s score and the final IP address score are determined
by dividing the number of good messages received by the
total number of messages (good+bad) received and multi-

Apr. 28, 2005

plying by 100, the message score is determined by the
product of the sender’s score and the final IP address’s score,
and the first message from a new sender and a new final IP
address are each given an implicit good rating (i.e., a rating
of 1), the message score for a new message sent by a new
sender from a new final IP address is (1/(1+0)*1/(1+0))*100,
or 100. However, if the sender sends 4 unsolicited messages
to other users in the network, the next message from the
sender will receive a score of (1/(1+4)*1/(1+4))*100, or 4.
This new message score, which reflects the fact that the new
sender at the new IP address has sent more unsolicited
e-mail than wanted messages, is sufficient to place the
newest message in the spam folder. In cases where a new
sender uses a final IP address which is known to be asso-
ciated with spammers, messages from new senders will not
be placed in the recipient’s inbox because the message score
is (1/(1+0)*1/(1+large number of unsolicited messages sent
from a suspect final IP address))*100, which will give a
number close to 0. In some embodiments, “bad” domain
reputations, as measured by final IP address or final domain
name, may be reset at some interval, for instance, once a
week, in case the final IP address has been reassigned.

[0077] In embodiments where the message score is deter-
mined by multiplying the sender’s reputation with some
other factor (final IP address reputation, final domain name
reputation, etc.), a message from a new sender may be
scored by relying exclusively on the other factor. For
instance, in embodiments where the message score is deter-
mined by multiplying the sender’s reputation and the final IP
address reputation, a message from a new sender who is
using an established final IP address may be scored by
relying only on the final IP address.

[0078] In other embodiments, different initial ratings for
new senders, etc., may be used. The longer the e-mail
network is in place, the less likely it will be to encounter new
final IP addresses. A new final IP address may be given a
rating of (1,1) when the network is fairly new and, after a
few months, new final IP addresses may be given a rating of
(1,2). In instances where only the final IP address rating is
used to score a message, and the initial rating is (1,1), the
message from the new final IP address will be placed at the
top of the spam folder, where the recipient may decide
whether to whitelist or blacklist it. In another embodiment,
the software could send a challenge or notification e-mail to
the sender using the new final IP address indicating that the
message was placed in a spam folder and the sender should
contact the recipient in some other fashion. This approach
may also be used for new final domain names. A “most
respected rater” scheme may be used in another embodi-
ment. Each new member of the network is given a number
when joining. Members with lower numbers (indicating
longer membership in the network) have more “clout” and
can overwrite members with higher numbers. (Member
numbers are recognized when the member logs in to the
network and the system can associate each member with his
or her number when information is sent to the central
database.) Ratings may be monitored and if a new member’s
ratings are inconsistent with other members’ ratings, the
new members’ ratings are overwritten. This rating scheme is
difficult for hackers to compromise. Another rating approach
requires the release of small numbers of a sender’s messages
into the inboxes of recipients. The released messages are
monitored and the frequency with which these messages are
blacklisted is determined. If a small percentage of the
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released messages is added to blacklists, a larger random
sample of a sender’s messages is released and the frequency
with which these messages are blacklisted is determined.
This process is repeated until all the sender’s messages are
released or the frequency with which the messages in the
sample are blacklisted indicates the sender’s message is
unwanted.

[0079] One rating approach requires other members of the
network to “outvote” a rating decision made by another
member in order to change the rating. For instance, if one
member decides to place a message in the Inbox, two other
members will have to “vote” to place it in the spam folder
in order for the message to be placed in the spam folder. If
four members vote to release a message from the spam
folder, eight members would have to vote to put it back in
the spam folder in order for the message to be returned to the
spam folder. The rating eventually stabilizes since there are
more good members rating the messages than bad members.
Even if a decision made by a member about categorizing a
message is outvoted, this does not affect the member’s own
inbox or spam folder, etc., nor does it affect the rating of the
message at the member’s personal database.

[0080] Referring to FIG. 2, in order to categorize the
e-mail (block 112), the recipient may have to request infor-
mation from the central database. The statistics and scores
about actual senders, final IP addresses, final domain names,
or IP paths are sent from the central database to the recipient,
either upon request, after which they are stored locally at the
recipient device in a table or database dedicated to “global”
statistics (as opposed to personal statistics based exclusively
on messages sent to the recipient), or at regular intervals (for
instance, updated statistics about actual senders, final IP
addresses, final domain names, and/or IP paths known to the
recipient may be sent every day, though in other embodi-
ments different intervals may be set by either the user or the
system administrator). The ratios or scores are used to
determine whether a message is likely good or spam. In this
embodiment, information about the actual sender is used to
categorize the e-mail. If the reputation of the actual sender
(as measured by the ratios and statistics) passes the thresh-
old, i.e., the sender has a good reputation, the message may
be processed accordingly (for instance, the message may be
placed in the recipient’s inbox). In another embodiment, a
list of actual senders (identified by a the senders’ signatures)
with good reputations is checked at the database and the
message is processed accordingly and a message from an
actual sender with a good reputation is placed in the recipi-
ent’s inbox.

[0081] In FIG. 8, if information about the actual sender is
available locally (i.e., there is information about the actual
sender at the recipient’s database) (block 150), the message
may be categorized locally (block 152). (In embodiments
where personal statistics are stored at the recipient device,
these statistics are checked first before checking the global
statistics stored at the recipient device.) However, if infor-
mation about the actual sender is not available locally (block
150), information may be requested from the central data-
base (block 154). (In embodiments where several databases
are utilized, requests are sent to the central database which
then retrieves the information from the relevant databases
and sends it to the recipient device.) If there is sufficient
information available for the actual sender (i.e., the actual
sender has been active in the network long enough that
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reliable statistics have been obtained (for instance, a week,
though other time periods may be employed in other
embodiments) (block 156), the central database will send the
recipient information, including raw counts, ratios, and
scores, about the actual sender (block 158). However, if
information about the actual sender is unavailable or is
unreliable (block 156), the central database will send the
recipient information about the final IP address, final domain
name, or IP path in the message (block 160). (In other
embodiments, raw counts about the final IP address, final
domain name, or IP path may be sent regardless of the
information available about the actual sender; these raw
counts may be used by the recipient to determine ratios, etc.
In those embodiments where the characterizing information
about the sender is the final IP address, final domain name,
or IP path, requests for information are sent to the central
database if there is insufficient information to characterize
the message locally.)

[0082] In one embodiment, the central database may
return two or more values or scores to the recipient instead
of just one. For instance, the central database may return
values or scores based on final domain name/final IP address
and e-mail address/signature. (Values and scores based on
other types of information may be sent in other embodi-
ments.) If the recipient has a value or score from the personal
database, the value or score from the personal database may
be used instead of the value or score from the global
database.

[0083] In other embodiments, information about the final
IP address, final domain name, and/or the IP path is used to
categorize the message. The information is used to deter-
mine if senders using the final IP address, final domain
name, and/or IP path have sent spam messages (provided
this option is set by either the system administrator or the
user). While the information may be looked up for each final
IP address, final domain name, etc., on an individual basis,
in another embodiment various pieces of information may
be used during the lookup to determine the closest match to
information in the central database. For instance, in an
example above, the final IP address was found to be
64.12.136.5 and the possible final domains were
£63.machine10.ispmail.com (“final domain 17);
machine10.ispmail.com (“final domain 2”); or ispmail.com
(“final domain 3”). With reference to FIG. 9, in this embodi-
ment, a lookup request containing the final IP address and
the possible final domains is sent to the central database
(block 170). The central database checks to see if there is
information about the final IP address (block 172). If infor-
mation about the final IP address is available (block 172), it
is sent to the recipient (block 174). However, if information
about the final IP address is not available, the central
database checks to see if information about final domain 1
is available (block 176). If so, that information is sent to the
recipient (block 174); if no information is available for final
domain 1 (block 176), final domain 2 is checked (block 178).
If information is available for final domain 2 (block 178), it
is sent to the recipient (block 174); if not (block 178), the
central database checks to see if information about final
domain 3 is available (block 180). If information is available
(block 180), it is sent to the recipient (block 174); otherwise,
since no information about the final IP addresses or final
domain names is available to be sent to the recipient, the
message will be placed in the recipient’s spam folder (block
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182). On future lookups, the IP address and final domain
names are checked in the same order to determine the best
possible match.

[0084] In one embodiment, the message is passed only if
the final IP address, final domain name, or IP path have never
been used to pass unwanted messages. However, other
thresholds may be set by the user or system administrator in
other embodiments which would allow messages to be
passed provided the information about the final IP address,
final domain name, or IP path passes the threshold.

[0085] Referring again to FIG. 2, if the categorized e-mail
does not seem to be spam (block 114), the message is sent
to the recipient (for instance, the message is sent to the
recipient’s inbox) (block 104). However, if the e-mail
appears to be spam (block 114), it is sent to a spam folder
(block 116). As noted above, the spam folder may be located
at either the recipient device or at the incoming mail server.
The spam folder may be reviewed by a recipient to deter-
mine whether he or she wishes to view any of these
messages. A recipient may manually release a message from
the spam folder. If a message is released from the spam
folder, it is placed on the whitelist unless the recipient
decides otherwise. As noted above, scores from the central
database or recipient’s database may be applied to messages
in the spam folder to indicate likelihood the messages are
spam or may be used to sort the messages (for instance,
messages that are almost certainly spam are placed at the
bottom of the list while messages that are more likely to be
of interest to the recipient are placed near the top of the list).

[0086] Since the reputations of actual senders, final IP
addresses, final domain names, and IP paths can change over
time, the spam folder should be re-evaluated periodically to
determine whether a message should be released from the
spam folder and sent to the recipient (block 118). The central
database will update the raw counts and statistics for the
actual sender as it receives information from each recipient
in the network (the statistics for final IP addresses, final
domain names, and/or IP paths are also updated when this
occurs). However, if low thresholds indicating whether an
actual sender (or a sender using a final IP address or final
domain name) sends mostly good messages are employed,
messages may automatically be removed from the spam
folder if messages from the actual sender (or final IP address
or final domain name) exceed the threshold. Normally, a
message that can’t be rated locally is put in a spam folder
and rating is delayed until user activity (i.e., any interaction
(sending a message, viewing a folder, etc.) with the e-mail
program) is observed. This “just in time” rating ensures that
messages are categorized using the most recent data before
the messages are read. In another embodiment, the “just in
time” rating can work as follows: when the reputation of a
sender changes (good to bad, bad to good, good to suspect,
etc.), the central database(s) tracking global statistics will
send, or push, this information to all recipients in the
network. The recipients can then check all messages
received over the previous 24 hours (another time period
may be specified by the user or system administrator in
another embodiment) and updating the rating or categoriza-
tion of that message as necessary. With reference to FIG. 6,
if a message’s whitelist/blacklist status (i.c., a message is
moved from the whitelist to the blacklist or vice versa)
(block 136) changes, the central database is notified and the
statistics are updated (block 138). In one embodiment,
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higher weight is given to manual (explicit) reversals of
whitelist/blacklist status than implicit rankings (where, for
instance, a sender is automatically placed on a whitelist
because of the sender’s reputation rather than a user explic-
itly placing the sender on the whitelist). Reversals may be
weighed at 100 times a regular vote (different weights may
be used in other embodiments). If a sender sends 1,000
e-mails for the first time to a customer list, the ratio of
good/total messages is 0/1000. However, if 10 customers
(one percent of the recipients) reverse, the ratio becomes
1000/1000, which greatly exceeds the threshold of a one
percent favorable response required to release the other
messages from the spam folder.

[0087] Regardless of whether the statistics need to be
updated, the recipients’ spam folders are monitored (block
140). When a message from an actual sender is released
from the spam folder (block 142), the actual sender’s
reputation is readjusted as discussed above (block 144). If
the actual sender’s reputation now exceeds the threshold
(block 146), other messages from the actual sender are
automatically released from spam folders (block 148). This
is done by the software at the recipient’s computer after
receiving updates from the central database. In one embodi-
ment, updated information is requested from the central
database when the user opens the spam folder. When the
information is received, it should be applied to the messages
in the spam folder, allowing the user to use the most current
information to make decisions about messages in the spam
folder. In another embodiment, where the spam folder is
located at the incoming mail server, software at the mail
server requests information from the central database and
manages the spam folder accordingly. If the actual sender’s
reputation does not exceed the threshold (block 146), or if no
messages were released from the spam folder (block 142),
no further action is taken other than to continue to maintain
statistics about actual senders (block 134).

[0088] In other embodiments, the Inbox as well as the
spam folder is also periodically reevaluated to determine if
the rating of any of the senders of messages in the Inbox has
changed. If the sender’s reputation is no longer “good,” and
the sender has not been explicitly whitelisted by the recipi-
ent, the message can be removed to a spam folder and
processed accordingly or deleted, depending on the rating
and the recipient’s settings. In some embodiments, different
formulas may be used each time a message is rated. For
instance, the first time a message from an unknown sender
is rated, part of the criteria for rating the message may
employ the number of messages recently sent by the
unknown sender (if the unknown sender is a spammer, it is
likely that he or she will send a high volume of messages in
a short time period). A user or system administrator can set
the time period (one hour, one day, etc.) which is checked.
On subsequent checks, the unknown sender’s rating will
have been established within the network and therefore the
number of messages sent recently will not be as determina-
tive of the message’s rating as it previously was. The
frequency with which the Inbox and/or spam folder is
reevaluated may be determined by the user or the system
administrator.

1. In a network, a method of maintaining at least one
database to be used to categorize e-mail messages received
in a network comprising:
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4. The method of claim 1 further comprising sending
information about received messages to the at least one
database, the information including at least two of the
following:

a) receiving information about an e-mail message sent to
a recipient within an e-mail network, wherein the
information includes at least one of the following:

i) an actual sender of the message;
ii) a final IP address used by the sender;
iii) a final domain name used by the sender; and
iv) an IP path used by the sender;
b) storing the information; and

¢) maintaining statistics based on the stored information,
wherein the statistics are used to determine whether the
received e-mail is unsolicited e-mail; wherein the at
least one database includes one of the following:

i) a central database;

i) at least two-centrally-maintained databases, each
storing and compiling different information and sta-
tistics; and

iii) a local database.
2. The method of claim 1 wherein the actual sender is
identified by a signature that includes at least two of the
following fields from the message header:

a) an e-mail address used by the sender;

b) a display name used by the sender;

¢) a domain name used by the sender;

d) the final IP address used by the sender;

¢) the final domain name used by the sender;

f) the name of client software used by the actual sender;
2) user-agent;

h) timezone;

i) source IP address;

j) sendmail version used by a first receiver; and

k) the IP path used to route the message.

3. The method of claim 1 wherein the actual sender is
identified by a signature including a range of IP addresses
and at least one of the following fields from the message
header:

a) an e-mail address used by the sender;

b) a display name used by the sender;

¢) a domain name used by the sender;

d) the final IP address used by the sender;

¢) the final domain name used by the sender;

f) the name of client software used by the actual sender;
g) user-agent;

h) timezone;

i) source IP address;

j) sendmail version used by a first receiver; and

k) the IP path used to route the message.

a) information identifying the actual sender;

b) whether the actual sender is included on a recipient’s
whitelist;

¢) whether the actual sender is included on a recipient’s
blacklist;

d) information identifying the final IP address;

¢) whether the final IP address is included on the recipi-
ent’s whitelist;

f) whether the final IP address is included on the recipi-
ent’s blacklist;

¢) information identifying the final domain name;

h) whether the final domain name is included on the
recipient’s whitelist;

i) whether the final domain name is included on the
recipient’s blacklist;

j) information identifying the IP path;

k) whether the IP path is included on the recipient’s
whitelist;

1) whether the IP path is included on the recipient’s
blacklist;

m) whether the message could be categorized locally; and

n) whether a recipient changed a whitelist/blacklist status
of the message.
5. The method of claim 1 further comprising sending the

recipient statistics about at least one of the following:

a) an actual sender;
b) a final IP address;
¢) a final domain name;

d) an IP path.
6. The method of claim 1 wherein information stored

about an actual sender includes at least one of the following:

a) a total number of messages sent;

b) a number of messages sent over a first predetermined
time period;

¢) a total number of messages sent to recipients in the
network who have included the actual sender on a
whitelist;

d) a number of messages sent to recipients in the network
who have included the actual sender on the whitelist
over a second predetermined time period;

e) a number of recipients who know the actual sender;

f) a total number of times a recipient changed an actual
sender’s whitelist/blacklist status;

g) a number of times a recipient changed an actual
sender’s whitelist/blacklist status over a third predeter-
mined time period;
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h) a total number of messages sent to recipients in the
network who don’t know the actual sender;

i) a number of messages sent to recipients in the network
who don’t know the actual sender over a fourth pre-
determined time period;

j) a total number of unique recipients in the network who
have received at least one message from the actual
sender;

k) a total number of messages sent to unique recipients in
a network who have included the actual sender on a
whitelist; and

1) a total number of messages sent to unique recipients in
the network who have not included the actual sender on
the whitelist.

7. The method of claim 1 wherein information stored

about messages sent from a final IP address includes at least
one of the following:

a) a total number of messages sent;

b) a number of messages sent over a first predetermined
time period,

¢) a total number of messages sent to recipients in the
network who have included a sender on a whitelist;

d) a number of messages sent to recipients in the network
who have included the sender on the whitelist over a
second predetermined time period,

¢) a number of recipients who have whitelisted senders
having the final IP address;

f) a total number of times a recipient changed a whitelist/
blacklist status of any sender using the final IP address;

g) a number of times a recipient changed the whitelist/
blacklist status of any sender using the final IP address
over a third predetermined time period;

h) a total number of messages sent to recipients in the
network who have not included the sender on the
whitelist;

1) a number of messages sent to recipients in the network
who have not included the sender on the whitelist over
a fourth predetermined time period;

j) a total number of unique recipients in the network who
have received at least one message from at least one
sender using the final IP address;

k) a total number of messages sent to unique recipients in
the network who have included the sender on the
whitelist; and

1) a total number of messages sent to unique recipients in
the network who have not included the sender on the
whitelist.

8. The method of claim 1 wherein information stored

about messages sent from a final domain name includes at
least one of the following:

a) a total number of messages sent;

b) a number of messages sent over a first predetermined
time period,

¢) a total number of messages sent to recipients in a
network who have included a sender on a whitelist;
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d) a number of messages sent to recipients in the network
who have included the sender on the whitelist over a
second predetermined time period;

e) a number of recipients who have whitelisted senders
using the final domain name;

f) a total number of times a recipient changed a whitelist/
blacklist status of any sender using the final domain
name;

g) a number of times a recipient changed the whitelist/
blacklist status of any sender using the final domain
name over a third predetermined time period;

h) a total number of messages sent to recipients in the
network who have not included the sender on the
whitelist;

1) a number of messages sent to recipients in the network
who have not included the sender on the whitelist over
a fourth predetermined time period;

j) a total number of unique recipients in the network who
have received at least one message from at least one
sender using the final domain name;

k) a total number of messages sent to unique recipients in
the network who have included the sender on the
whitelist; and

1) a total number of messages sent to unique recipients in
the network who have not included the sender on the
whitelist.

9. The method of claim 1 wherein information stored

about messages sent using an IP path includes at least one of
the following:

a) a total number of messages sent;

b) a number of messages sent over a first predetermined
time period;

¢) a total number of messages sent to recipients in the
network who have included a sender on a whitelist;

d) a number of messages sent to recipients in the network
who have included the sender on the whitelist over a
second predetermined time period,

¢) a number of recipients who have whitelisted senders
using the IP path;

f) a total number of times a recipient changed a whitelist/
blacklist status of any sender using the IP path;

g) a number of times a recipient changed the whitelist/
blacklist status of any sender using the IP path over a
third predetermined time period;

h) a total number of messages sent to recipients in the
network who have not included the sender on the
whitelist;

i) a number of messages sent to recipients in the network
who have not included the sender on the whitelist over
a fourth predetermined time period;

j) a total number of unique recipients in the network who
have received at least one message from at least one
sender using the IP path;
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k) a total number of messages sent to unique recipients in
the network who have included the sender on the
whitelist; and

1) a total number of messages sent to unique recipients in
the network who have not included the sender on the
whitelist.

10. The method of claim 1 wherein compiling statistics

includes at least one of the following:

a) determining a ratio of a first number e-mail messages
sent by an actual sender to recipients in the network
who have included the sender on the whitelist in a
predetermined time period divided by a second number
of e-mail messages sent by an actual sender to users in
the network in the predetermined time period;

b) determining a ratio of a first number of recipients in the
network who have included the sender on the whitelist
divided by a second number of unique recipients in the
network who received e-mails from the actual sender in
a predetermined time period;

¢) determining a ratio of a first number of times in a
predetermined time interval a message from the actual
sender was moved from a whitelist to a blacklist
divided by a second number of times a message from
the actual sender was moved from a whitelist to a
blacklist;

d) determining a ratio of a first number of times in a
predetermined time interval a message from the actual
sender was moved from a blacklist to a whitelist
divided by a second number of times a message from
the actual sender was moved from a blacklist to a
whitelist;

¢) determining a ratio of a first number of unique users
within the network who whitelisted the actual sender
within a predetermined time period compared to a
second number of unique users within the network who
blacklisted the actual sender within the predetermined
time period;

f) determining a ratio reflecting whether the actual sender
sends a majority of messages to recipients who have
included the actual sender on the whitelist;

g) determining a ratio reflecting a first number of wanted
messages sent by the actual sender compared to a
second number of unwanted or total messages sent by
the actual sender;

h) determining a difference between a first number of
expected messages sent by the actual sender and a
second number of unexpected ed messages sent by the
actual sender;

i) determining a difference between a first number of
times a user whitelisted a messages the actual sender
and a second number of times a user blacklisted a
message from the actual sender;

j) determining a difference reflecting whether the actual
sender sends a majority of messages to known recipi-
ents;

k) converting any of the above ratios or differences to a
score indicating the likelihood the message is unsolic-
ited e-mail; and
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1) applying the score to the appropriate message in the
spam folder.
11. The method of claim 1 wherein compiling statistics

includes at least one of the following:

a) determining a ratio of a first number e-mail messages
sent by any sender using a final IP address to recipients
in the network who have included the sender on the
whitelist in a predetermined time period divided by a
second number of e-mail messages sent by an any
sender using the final IP address to users in the network
in the predetermined time period;

b) determining a ratio of a first number of recipients in the
network who have included the sender on the whitelist
divided by a second number of unique recipients in the
network who received e-mails from any sender using
the final IP address in a predetermined time period,

¢) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the final IP address was moved from a whitelist
to a blacklist divided by a second number of times a
message from any sender using the final IP address was
moved from a whitelist to a blacklist;

d) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the final IP address was moved from a blacklist
to a whitelist divided by a second number of times a
message from any sender using the final IP address was
moved from a blacklist to a whitelist;

e) determining a ratio of a first number of unique users
within the network who whitelisted any sender using
the final IP address within a predetermined time period
compared to a second number of unique users within
the network who blacklisted any sender using the final
IP address within the predetermined time period;

f) determining a ratio reflecting whether any sender using
the final IP address sends a majority of messages to
recipients who have included the sender on the
whitelist;

) determining a ratio reflecting a first number of wanted
messages sent by any sender using the final IP address
compared to a second number of unwanted or total
messages sent by any sender using the final IP address;

h) determining a difference between a first number of
expected messages sent by any sender using the final IP
address and a second number of unexpected messages
sent by any sender using the final IP address;

i) determining a difference between a first number of
times a user whitelisted a message from any sender
using the final IP address and a second number of times
a user blacklisted a message from any sender using the
final IP address;

j) determining a difference reflecting whether any sender
using the final IP address sends a majority of messages
to recipients who have included the sender on the
whitelist;

k) converting any of the above ratios or differences to a
score indicating the likelihood the message is unsolic-
ited e-mail; and
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1) applying the score to the appropriate message in the
spam folder.
12. The method of claim 1 wherein compiling statistics
includes at least one of the following:

a) determining a ratio of a first number e-mail messages
sent by any sender using a final domain name to
recipients in the network who have included the sender
on the whitelist in a predetermined time period divided
by a second number of e-mail messages sent by an any
sender using the final domain name to users in the
network in the predetermined time period;

b) determining a ratio of a first number of recipients in the
network who have included the sender on the whitelist
divided by a second number of unique recipients in the
network who received e-mails from any sender using
the final domain name in a predetermined time period;

¢) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the final domain name was moved from a
whitelist to a blacklist divided by a second number of
times a message from any sender using the final domain
name was moved from a whitelist to a blacklist;

d) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the final domain name was moved from a black-
list to a whitelist divided by a second number of times
amessage from any sender using the final domain name
was moved from a blacklist to a whitelist;

¢) determining a ratio of a first number of unique users
within the network who whitelisted any sender using
the final domain name within a predetermined time
period compared to a second number of unique users
within the network who blacklisted any sender using
the final domain name within the predetermined time
period;

f) determining a ratio reflecting whether any sender using
the final domain name sends a majority of messages to
recipients who have included the sender on the
whitelist;

g) determining a ratio reflecting a first number of wanted
messages sent by any sender using the final domain
name compared to a second number of unwanted or
total messages sent by any sender using the final
domain name;

h) determining a difference between a first number of
wanted messages sent by any sender using the final
domain name and a second number of unexpected
messages sent by any sender using the final domain
name;

—,

determining a difference between a first number of
times a user whitelisted a message from any sender
using the final domain name and a second number of
times a user blacklisted a message from any sender
using the final domain name;

j) determining a difference reflecting whether any sender
using the final domain name sends a majority of
messages to recipients who have included the sender on
the whitelist;
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k) converting any of the above ratios or differences to a
score indicating the likelihood the message is unsolic-
ited e-mail; and

1) applying the score to the appropriate message in the
spam folder.
13. The method of claim 1 wherein compiling statistics

includes at least one of the following:

a) determining a ratio of a first number e-mail messages
sent by any sender using an IP path to recipients in the
network who have included the sender on the whitelist
in a predetermined time period divided by a second
number of e-mail messages sent by an any sender using
the IP path to users in the network in the predetermined
time period;

b) determining a ratio of a first number of recipients in the
network who have included the sender on the whitelist
divided by a second number of unique recipients in the
network who received e-mails from any sender using
the IP path in a predetermined time period;

¢) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the IP path was moved from a whitelist to a
blacklist divided by a second number of times a mes-
sage from any sender using the IP path was moved from
a whitelist to a blacklist;

d) determining a ratio of a first number of times in a
predetermined time interval a message from any sender
using the IP path was moved from a blacklist to a
whitelist divided by a second number of times a mes-
sage from any sender using the IP path was moved from
a blacklist to a whitelist;

¢) determining a ratio of a first number of unique users
within the network who whitelisted any sender using
the IP path within a predetermined time period com-
pared to a second number of unique users within the
network who blacklisted any sender using the IP path
within the predetermined time period;

f) determining a ratio reflecting whether any sender using
the IP path sends a majority of messages to recipients
who have included the sender on the whitelist;

) determining a ratio reflecting a first number of wanted
messages sent by any sender using the IP path com-
pared to a second number of unwanted or total mes-
sages sent by any sender using the IP path;

h) determining a difference between a first number of
expected messages sent by any sender using the IP path
and a second number of unexpected messages sent by
any sender using the IP path;

i) determining a difference between a first number of
times a user whitelisted a message from any sender
using the IP path and a second number of times a user
blacklisted a message from any sender using the IP
path;

j) determining a difference reflecting whether any sender
using the IP path sends a majority of messages to
recipients who have included the sender on the
whitelist;
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k) converting any of the above ratios or differences to a
score indicating the likelihood the message is unsolic-
ited e-mail; and

1) applying the score to the appropriate message in the
spam folder.
14. The method of claim 1 further comprising revising
statistics when a recipient changes a whitelist/blacklist status
of one of the following:

a) an actual sender;
b) a final IP address;
¢) a final domain name; or

d) an IP path.

15. The method of claim 1 further comprising setting a
predetermined threshold for accepting messages based on
statistics associated with one of the following:

a) an actual sender;
b) a final IP address;
¢) a final domain name; or

d) an IP path.

16. The method of claim 15 further comprising accepting
messages when information about the message exceeds the
predetermined threshold.

17. The method of claim 15 further comprising setting a
low threshold to differentiate wanted messages from unso-
licited messages, wherein the low threshold is either:

a) greater than one percent of a number of messages are
accepted, wherein the messages are characterized by
one of the following:

i) an actual sender;

ii) a final IP address;

iii) a final domain name; or
iv) an IP path;

b) greater than one percent of a number of unique users
accepting a message characterized by one of the fol-
lowing:

1) an actual sender;
ii) a final IP address;
iii) a final domain name; or

iv) an IP path.
18. The method of claim 1 further comprising monitoring
a recipient’s spam folder at predetermined intervals to
determine whether messages should be released.
19. The method of claim 18 further comprising automati-
cally releasing the message from the spam folder when the
reputation of one of the following:

a) an actual sender;

b) a final IP address;

¢) a final domain name; or
d) an IP path;

passes a predetermined threshold.
20. The method of claim 18 further comprising reevalu-
ating the spam folder immediately before it is displayed to
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the recipient such that information about messages in the
spam folder is current when viewed by the recipient.

21. The method of claim 14 wherein manual reversal of
the whitelist/blacklist status of one of the following:

a) an actual sender;

b) a final IP address;

¢) a final domain name; or
d) an IP path;

is more heavily weighted when revising the statistics.
22. The method of claim 5 wherein information about at
least one of the following:

a) the final IP address;
b) the final domain name; and
¢) the IP path;

is sent to the recipient when there is insufficient informa-

tion about the actual sender.

23. The method of claim 1 further comprising using
statistics compiled at the at least one database to compute a
score indicating a likelihood that the received message is
unsolicited e-mail.

24. The method of claim 15 further comprising each user
setting a predetermined personalized spam threshold,
wherein an incoming message that exceeds the spam thresh-
old is sent to a folder designated to hold spam messages.

25. The method of claim 15 further comprising each user
setting a predetermined personalized delete threshold,
wherein an incoming message that exceeds the delete thresh-
old is deleted.

26. The method of claim 1 further comprising maintaining
at either the central database or the at least two centrally-
maintained databases at least four of the following values:

a) a number of messages which were explicitly ranked
good;

b) a number of messages which were implicitly ranked
good;

¢) a number of messages whose ranking is unknown;

d) a number of messages which were explicitly ranked
bad; and

e) a number of messages which were implicitly ranked
bad;

wherein the values are based on messages having the
same information about the sender including one of the
following:

i) an actual sender;
ii) a final IP address used by the sender;
iii) a final domain name used by the sender; or

iv) an IP path used by the sender.

27. The method of claim 26 wherein the values represent
one of the following:

a) message counts; or

b) ratings of unique users within the network.
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28. The method of claim 27 further comprising at least
four of the values being returned to the recipient to allow the
recipient to apply different weights to a message in order to
categorize the message.

29. The method of claim 1 further comprising evaluating
an unknown sender based on statistics of one of the follow-
ing:

a) a known final IP address used by the sender; or

b) a known final domain name used by the sender.

30. The method of claim 1 further comprising evaluating
an unknown sender using either a known final IP address or
a known final domain name based on statistics about other
new senders using either the known final IP address or the
known final domain.

31. The method of claim 1 further comprising giving an
unknown final IP address or final domain name an initial
good rating.

32. The method of claim 1 further comprising giving an
unknown final IP address or domain name an initial rating
based on the length of time the network has been in
operation.

33. The method of claim 4 further comprising older
members of the network overwriting a new member’s mes-
sage ratings when the new member’s ratings are inconsistent
when compared to other member’s ratings.

34. The method of claim 23 wherein a final message score
is determined by one of the following:

a) an average of two scores for a message; or
b) a product of two scores for the message;

wherein the scores for messages are based on statistics
associated with a least two of the following:

i) an actual sender of the message;

ii) a final IP address used by the sender;
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iii) a final domain name used by the sender; or

iv) an IP path used by the sender.

35. The method of claim 1 wherein personal statistics are
checked at the local database before global statistics at either
the central database or the at least two centrally-maintained
databases are checked.

36. The method of claim 1 further comprising rating a
sender by:

a) releasing small numbers a sender’s messages to recipi-
ents; and

b) monitoring the recipients’ classification of these mes-

sages.

37. The method of claim 4 further comprising changing
one user’s rating when other members outvote the user’s
rating.

38. The method of claim 5 wherein either the central
database or the at least two centrally-maintained databases
return more than one value to the recipient.

39. The method of claim 1 further comprising monitoring
the inbox at predetermined intervals to determine whether
messages should remain in the inbox.

40. The method of claim 23 wherein a first score for an
unknown sender using a known final IP address or final
domain name may be obtained by multiplying a second
score for the final IP address or final domain name by a
number less than one.

41. The method of claim 1 further comprising categoriz-
ing a received message that cannot be rated locally when
user activity is observed.

42. The method of claim 23 further comprising using a
second formula to compute the score for the message when
the message is reevaluated, wherein the second formula
differs from a first formula used to compute the previous
message score.

43. The method of claim 1 further comprising sending
recipients a notification when any sender’s reputation
changes.
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