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METHOD AND SYSTEM FOR OBJECT
PREDICTION

CROSS REFERENCE TO RELATED PATENTS

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 60/685,260, filed May 26, 2005,
“Advanced Data Optimization.” This provisional applica-
tion is incorporated herein by reference.

BACKGROUND INFORMATION

[0002] The Internet allows for vast amounts of informa-
tion to be communicated over any number of interconnected
networks, computers, and network devices. Typically, infor-
mation or content is located at websites on one or more
servers, and a user can retrieve the content using a user
agent, such as a web browser, running on a client device. For
example, the user can input a webpage address into the web
browser or access a web link, which sends requests to a
server to access and provide the content on the respective
website. This type of communication is commonly referred
to as “web browsing.”

[0003] Web browsing is enjoyed by millions of users on
the Internet. However, accessing content on a network that
is constrained by bandwidth and latency can make web
browsing less enjoyable. Bandwidth is the measurement of
the speed of a network link. Lower bandwidth network links
take more time to transfer content than higher bandwidth
links. Latency is a measurement of the responsiveness of a
network link. Higher latency networks take more time than
lower latency networks to send a single byte of data over a
network link.

[0004] Many networks can suffer from low bandwidth
and/or high latency problems that degrade the enjoyment of
web browsing for users. Wireless wide area networks
(WANSs), such as GPRS or CDMA 1xRTT wireless net-
works, are just a few networks, along with traditional plain
old telephone (POTS) dialup networks, that can exhibit
bandwidth and latency problems. These networks may take
50 to 100 seconds to download content from a web page due
to bandwidth and latency constraints, whereas a high-speed
local area network (LAN) may be less prone to such
constraints and can download the same content in 5 to 10
seconds. Waiting a long time to view content for a web page
is annoying to users and inefficiently utilizes the network.

[0005] Utilizing a network efficiently is also a particular
concern for network providers who must share limited
resources among many users. For example, wireless WAN
providers share very expensive and limited spectrum among
all of its data and voice subscribers. Thus, efficient use of the
spectrum frequencies is imperative. Furthermore, in a wire-
less WAN environment, data transmission is more suscep-
tible to interference and noise in contrast to a wired envi-
ronment. Interference and noise delay the data transmission
process and, more importantly, cause variability and unpre-
dictability in the delay. A web site that may download
objects in 50 seconds the first time may download the same
objects in 100 seconds the next time. Thus, in order to
address these concerns, network providers must efficiently
use existing network infrastructure to provide the most
efficiency to a user when downloading content.

[0006] Furthermore, the manner in which information is
transferred on a network plays an important role in the
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network’s efficiency. Referring to the World Wide Web
(WWW), the Hypertext Transfer Protocol (HTTP) sets forth
the rules for transferring content such as files or objects on
the web. This protocol uses requests and responses for
transferring content. For example, a user agent (e.g., a web
browser) sends a request to the content server for a particular
file or object of a web page and the server of the web page
queries the object in a database and sends back the object as
part of a response to the user agent. This process continues
until every object in the web page has been downloaded to
the user agent.

[0007] As web pages have become more complex, a
common website may contain hundreds of objects on its web
pages. Such objects may include text, graphics, images,
sound, etc. The web pages may also have objects located
across multiple servers. That is, one server may provide
dynamic content (e.g., content that remembers the last books
ordered by a user) for a web page, whereas other servers may
provide static but rotating content such as an advertisement,
and still others provide the static content of the site. As such,
before a user can view a web page, hundreds of objects may
require downloading from multiple servers. Each server,
however, may take a different amount of time to service a
request for an object contributing to latency. Thus, the
latency for each server may vary with different levels of
magnitude, e.g., one server may respond in milliseconds
whereas another server may respond in seconds.

[0008] Latency constraints, however, should not be con-
fused with bandwidth constraints. FIG. 1 illustrates the
retrieval sequence for objects on a bandwidth constrained
network using HTTP over TCP/IP. In this illustration, each
request for an object requires a connection to be established
between a client and a server with an exchange of “SYN”
and “ACK” messages necessary for TCP/IP. Due to the
relatively small latency of the network and the responsive-
ness of the server, the ACK message is sent back to the client
quickly. However, because the network is bandwidth con-
strained, a response back to the client takes a relatively long
time. This is exacerbated if the object for the request is large
in nature and must be broken into many packets as shown in
FIG. 1. As a result, the overall download time for each
request/response is dominated by the time it takes to down-
load all the packets of the individual objects on a network
link. Such download time can be calculated by adding the
size of each of the individual objects and dividing the
aggregate size by the link bandwidth.

[0009] FIG. 2 illustrates the retrieval sequence for objects
on a latency constrained network using HTTP over TCP/IP.
In this illustration, the network is not limited by bandwidth,
but instead by the latency or the time it takes to send a packet
from the client to the server through the network. In par-
ticular, when a user agent requests small objects on a
network affected by high latency, the overall download time
is dominated by the time it takes a request to travel to the
server, the responsiveness of the server to process the
request, and the time it takes for a response to travel back to
user agent. The download time of a web page with many
objects can be calculated by adding the round trip time
(RTT) for the request to travel to the server and the response
to travel back to the client in addition to the response of the
server and multiplying that by the number of objects on the
web page.
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[0010] Unfortunately, user agents are in fact a source of
latency when downloading an object. This latency is a result
of the user agent processing the downloaded objects and
attempting to display these objects in the manner the web
page designers intended. Web page designers use a multi-
tude of different standards to instruct the user agents how a
web page is suppose to look once rendered. The number of
standards is increasing over time and include markup lan-
guages (e.g., Hyper Text Markup Language (HTML), Exten-
sible HTML (XHTML), Wireless Markup Language
(WML)), objects that define the overall style of the page
(e.g., Cascading Style Sheets (CSS)), objects that are
executed by the user agent (e.g., JavaScript), and image
objects (e.g., JPEG, GIF, PNG). After downloading each
object the user agent needs time to process and determine the
impact of each object on the displayed web page. The
processing time of each object may impact the download of
subsequent objects. For CPU constrained devices (e.g.,
phones) the latency from browser processing time can
contribute significantly to the overall download time of a
web page. Also, for poorly implemented user agents certain
objects may significantly impact the time to render a web
page. Even over a high bandwidth and low latency network,
the implementation of the user agent can result in these
object processing times severely impacting the download
time of the web page.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 illustrates the retrieval sequence for objects
on a bandwidth constrained network using HTTP over
TCP/IP.

[0012] FIG. 2 illustrates the retrieval sequence for objects
on a latency constrained network using HTTP over TCP/IP.

[0013]

[0014] FIG. 4 is a block diagram illustrating an embodi-
ment of the exemplary system of FIG. 1.

FIG. 3 is a block diagram of an exemplary system.

[0015] FIG. 5 is a functional diagram illustrating an
exemplary communication flow in the exemplary system of
FIG. 4.

[0016] FIG. 6 is a functional diagram illustrating an
exemplary communication flow in the exemplary system of
FIG. 4.

[0017] FIG. 7 is a functional diagram illustrating an
exemplary method for processing object data in the response
object list.

[0018] FIG. 8 is a flowchart representing an exemplary
method for DNS optimization.

[0019] FIGS. 9A & 9B are flowcharts representing exem-
plary methods for providing object prediction at a user agent
and a client device.

[0020] FIGS. 10 & 11 are flowcharts representing exem-
plary methods for providing object prediction at an optimi-
zation server.

[0021] FIG. 12 is a flowchart providing an exemplary
method for processing a response object list.

DESCRIPTION OF THE EMBODIMENTS

[0022] Reference will now be made in detail to the exem-
plary embodiments implemented according to the invention,
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the examples of which are illustrated in the accompanying
drawings. Wherever possible, the same reference numbers
will be used throughout the drawings to refer to the same or
like parts.

[0023] FIG. 3 is a block diagram of an exemplary system.
Exemplary system 100 can be any type of system that
transmits data over a network. For example, the exemplary
system can include a browser accessing information from
content servers through the Internet. The exemplary system
can include, among other things, a user agent 102, a client
device 104, a gateway 106, one or more networks 108, 112,
an optimization server 110, one or more content servers
114-116, and a DNS server 120.

[0024] User agent 102 is a client application used with a
network protocol. For example, user agent 102 could be a
web browser, a search engine crawler, a screen reader, or a
Braille browser, and the user agent 102 could be used to
access the Internet. User agent 102 can be a software
program that transmits request data (e.g., an HTTP/WAP
request data) to a web server and receives response data in
response to the request data. For example, user agent 102
can send request data to the content servers 114-116 for a
particular file or object data of a web page identified by a
URL, and the content server of the web page can query the
object data in a database and can send back the object data
as part of the response data (e.g., HITP/WAP response data)
to the user agent. This process continues until every object
in the web page has been downloaded to the user agent.

[0025] Client device 104 is a computer program or termi-
nal that can access remote services. Client device 104 can
receive request data from the user agent 102, can transmit
the request data to the content servers, and can receive
response data in response to the request data. For example,
the client device 104 can be Bytemobile Optimization Client
Software. Client device’s functionality is further described
below. In some embodiments, user agent 102 and client
device 104 can be housed in the same device, such as a
computer, a PDA, a cell phone, a laptop, or any device
accessing the Internet. Furthermore, client device 104 can be
embedded within user agent 102.

[0026] Gateway 106 is a device that converts formatted
data provided in one type of network to a particular format
required for another type of network. Gateway 106, for
example, may be a server, a router, a firewall server, a host,
or a proxy server. The gateway 106 has the ability to
transform the signals received from client device 104 into a
signal that network 108 can understand and vice versa.

[0027] Networks 108 and 112 can include any combina-
tion of wide area networks (WANS), local area networks
(LANSs), or wireless networks suitable for networking com-
munication such as Internet communication.

[0028] Optimization server (OS) 110 is a server that
provides communication between gateway 106 and content
servers 114-116. For example, OS 110 could be a Bytemo-
bile Optimization Services Node. OS 110 can optimize
performance by enabling significantly faster and more reli-
able service to customers. OS’s 110 can include optimiza-
tion techniques, which are further described below.

[0029] Content servers 114-116 are servers that receive the
request data from the user agent 102, processes the request
data accordingly, and return the response data back to the
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user agent 102. For example, content servers 114-116 can be
a web server, an enterprise server, or any other type of
server. Content servers 114-116 can be a computer or a
computer program that is responsible for accepting HTTP
requests from the user agent and serving the user agents with
HTTP responses.

[0030] Domain Name System (DNS) server 120 is a server
that associates many types of information to domain names.
DNS server 120 maps the fully qualified domain name
(FQDN) of a URL to the IP address associated with the
FQDN. For example, DNS server 120 makes it possible to
attach  hard-to-remember [P addresses (such as
209.10.233.130) to easy-to-remember domain names (such
as “bytemobile.com.”). DNS server 120 can also list mail
exchange servers accepting e-mail for each domain.

[0031] FIG. 4 is a block diagram illustrating an embodi-
ment of the exemplary system of FIG. 3. User agent 102
may include, among other things, a data cache 202, render-
ing engine 204, and a cookie cache 206.

[0032] Data cache 202 is a storage device that stores web
documents to reduce bandwidth usage and web page access
times. Data cache 202 stores copies of object data requested
and received by the user. Subsequent web page requests may
be satisfied by accessing the data cache 202 if certain
conditions are met. Such conditions may include whether
the object data is located in the data cache 202 and whether
the object data is deemed fresh or stale. For example, the
freshness of the object data can be defined by the definition
of ‘fresh’ and ‘stale’ in RFC 1945 and RFC 2616.

[0033] Rendering engine 204 can be a software applica-
tion that enables a user agent to display and interact with
text, images, and other information located on a webpage.
When a user types in a web address or URL into the user
agent 102, the rendering engine 204 uses Hypertext Transfer
Protocol (HTTP) to initiate the request with the content
server, e.g., content server 114. Although rendering engines
can be used to access the Internet, they can also be used to
access data provided by web servers in private networks or
content in file systems.

[0034] Cookie cache 206 is a device that stores data
relating to cookies. In some embodiments, cookie cache 206
is located on the hard drive on the client device that the user
agent runs. Cookie cache can include cookies, which can
include, among other things, user IDs, passwords, prefer-
ence data, etc.

[0035] Client device 104 may include, among other
things, a request monitor 210, a request generator 212, a
freshness cache 214, a predicted response cache 216, a
response monitor 218, a DNS cache 220, and an interface
222.

[0036] Request monitor 210 can be a software program or
a hardware device that receives or intercepts the request
data, such as an HTTP request, from the rendering engine
204. Request monitor 210 can identify the embedded request
object data (e.g., embedded URLs) located with the request
data and create a request object list that includes the request
object data, the freshness data of the request object data,
FQDN of the request object data, and/or any cookie data
associated with the request object data. Request monitor 210
has the ability to communicate with user agent 102 to
determine whether the request object data and any cookie
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data associated with the request object data are stored in the
user agent 102 and if so, whether the request object data is
fresh or stale. Request monitor 210 has the ability to forward
to OS 110 the request data and, if available, the request
object list.

[0037] Request generator 212 can be a software program
or a hardware device that constructs predicted request data.
Request generator 212 constructs predicted request data by
accumulating object data, mapping data linking the FQDN
of the object data to an IP address of the FQDN, and cookie
data associated with the object data. This allows request
generator 212 to mimic, as closely as possible, subsequent
request data. Furthermore, request generator 212 may use a
user agent string and other request data headers to help
mimic the subsequent request data. In some embodiments,
request generator 212 flags the predicted request data to
indicate that it is a predicted request and not an original
request. Request generator 212 has the ability to forward the
predicted request data through OS 110 to content servers
114-116.

[0038] Freshness cache 214 is a device that stores the
freshness data of object data that the user agent has deter-
mined to be stale. For example, freshness cache 214 can be
a list, an array, a database, a cache, etc. When the client
device 104 receives request data from the user agent and the
request data includes request object data that is stale, the
freshness cache 214 can be accessed to determine whether
that stale object data is actually fresh. If the stale object data
is indeed fresh, client device 104 can inform the user agent
that the object data stored in the data cache 202 is fresh.
Freshness cache 214 receives freshness data from response
monitor 218 when optimized data includes the freshness
data.

[0039] Predicted response cache 216 is a storage device
that stores for a configurable amount of time predicted
response data and stored predicted request data that identi-
fies the predicted response data. Predicted response cache
216 can provide predicted response data to the request
monitor if the request data for a particular web page from the
user agent 102 matches stored predicted request data iden-
tifying the predicted response data stored at the predicted
response cache 216. This stored predicted request data can
be matched to request data received by the request monitor
210 and acts as a cross reference to the predicted store data.
For example, the predicted response cache can receive
request object data, cookie data of the request object data,
data cache parameters, and the user agent making the request
to determine whether the request data matches the stored
request data identifying the predicted response data. After a
configurable amount of time has elapsed, the predicted
response cache 216 can discard portions of the unused
predicted response data and the stored predicted request
data. Predicted response cache 216 receives response data
corresponding to a stale request object data from response
monitor 218 when optimized data includes this response
data.

[0040] Response monitor 218 can be a software program
or a hardware device that receives optimized data from the
OS 110. The optimized data can include, among other
things, response data received from a content server,
response object list providing response object data, any
mapping data, any freshness data for a request object data



US 2006/0271641 Al

that was marked as stale and verified by the content server
to be fresh (“fresh” stale object data), and/or response data
corresponding to a stale request object data. After receiving
the optimized data, the response monitor 218 separates the
optimized data and processes the separated data accordingly.
Response monitor 218 is communicatively coupled to DNS
cache 220, freshness cache 214, predicted response cache
216, and user agent 102.

[0041] DNS cache 220 is a data storage device that stores
mapping data linking the FQDN of the object data to an IP
address of the FQDN. DNS cache 220 receives mapping
data from response monitor 218 when the optimized data
includes the mapping data. Additionally, DNS cache 220
allows client device 104 and user agent 102 the ability to
map the FQDN of the URL to the IP address without having
to access the DNS server 120. By providing mapping data to
the response monitor 218, the mapping data assists the
request generator 212 in constructing the request.

[0042] Interface 222 is a software program or a hardware
device that communicatively couples the client device 104
to the communication means (e.g., wireless and/or wired)
connecting the client device 104 and the OS 110. Interface
222 is configured to receive the request data from the request
monitor, translate the request data, and transmit the trans-
lated request data to the OS 110. Further, interface 222 is
configured to receive information from the communication
means connecting the client device 104 and the OS 110. In
some embodiments, the interface 222 can include encryption
means and/or decryption means to encrypt communication
leaving from and decrypt communication coming into client
device 104.

[0043] Optimization server (OS) 110 may include, among
other things, an OS monitoring device 240, a generator 242,
a comparator 244, a scheduler 246, and a plurality of
interfaces 248 and 250.

[0044] OS monitoring device 240 is a software program or
a hardware device that monitors the request data received
through the interface 248 from the client device 104. In
some embodiments, the request data may include additional
appended data, such as the request object list identifying
request object data, the freshness data of the request object
data, and any cookie data associated with the request object
data. In some embodiments, the request object list includes
the object data, the freshness data and the cookie data. When
the OS monitoring device 240 receives the request data, the
OS monitoring device 240 can extract any appended data
from the request data and transmit the original request data
from the user agent through interface 250 to the content
server 114. OS monitoring device 240 can provide the
extracted appended data to comparator 244.

[0045] Generator 242 is a software program or a hardware
device that receives the response data from content server
114. Generator 242 can analyze the response data and
determine if the response data contains references to embed-
ded response object data that user agent 102 would have to
download. For example, a GIF image would not contain
references to other content data for a rendering engine to
download, while a markup language (e.g., WML, HTML,
XHTML, etc) can have references to other response object
data that rendering engine 204 would have to download.
Generator 242 could then have the ability to generate a
response object list that identifies the response object data
and the FQDN of the response object data.
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[0046] Comparator 244 is a software program or a hard-
ware device that receives request object list from OS moni-
toring device 240 and response object list from generator
242 and compares them. An exemplary comparing method
is further described below in FIG. 11. Based on the com-
parison, the comparator 244 can update the response object
list. After the comparison, the comparator 244 can transmit
optimized data, which can include, among other things,
response data received from the content server, response
object list providing response object data, any mapping data,
any freshness data for a request object data that was marked
as stale and verified by the content server to be fresh (“fresh”
stale object data), and/or response data corresponding to a
stale request object data.

[0047] Scheduler 246 is a software program or a hardware
device that receives a response data and/or predicted
response data from content server and schedules the
response data back to the client device 104. For example, the
scheduler 246 may give preferences to response data over
predicted response data from the request generator 212.
Another example may include the scheduler 246 giving
preference to object data appearing earlier in the response
data over object data appearing later in the response data.

[0048] Interfaces 248 and 250 are similar to interface 222
of the client device 104. Each interface has the ability to
communicate with the elements of the optimization server,
translate the communication so that the communication
means can utilize the data, and transmit the translated
communication across the corresponding communication
means. Like interface 222, interfaces 248 and 250 may have
encryption and decryption means.

[0049] FIG. 5 is a functional diagram illustrating an
exemplary communication flow in the system of FIG. 4. It
is assumed for the purposes of explaining this exemplary
communication flow that when a web page is first requested
by the rendering engine 204, the HTML content data of the
web page does not reside in a data cache 202 of the user
agent 102 although other components of the web page may
reside in the data cache 202. In addition, while a single
content server 114 has been displayed for simplicity pur-
poses, any number of content servers could be provided. The
user inputs a URL into a user agent 102. Rendering engine
204 queries (502) the data cache 202 for any content data
relating to the URL and, under the assumed conditions, data
cache 202 does not return any content data to rendering
engine 204. In some embodiments, rendering engine 204 can
also query cookie cache 206 for any cookie data associated
with the URL.

[0050] After the query, the rendering engine 204 transmits
(504) the request data (e.g., HT'TP request of the URL) to the
content server 114. The request monitor 210 at the client
device 104 can receive or intercept the request data. Alter-
natively, in some embodiments, the user agent 102 can send
the request data over a wireless link. The request monitor
210 forwards (506) the request data to the OS 110. The
request data can be directed explicitly to a gateway or proxy
and then to the OS 110, or it can be directed to the content
server 114 and the request can be intercepted transparently
by an inline proxy or gateway. The OS 110 analyzes the
request data and determines whether the request is trans-
mitted from either a user agent (e.g., user agent 102) or a
client device (e.g., client device 104) that contains the client
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hardware/software understanding the prediction protocol.
As in this case, the OS 110 determines that the client device
104 has the capabilities and forwards (508) the request data
to the appropriate content server 114. Consequently, the
content server 114 provides (510) response data (e.g., HT'TP
response of the requested URL) associated with the request
data to the generator 242 of the OS 110.

[0051] After the generator 242 has received the response
data, generator 242 analyzes the response data to determine
if the response data includes references to embedded
response object data (e.g., embedded URLs within the HTTP
response) that the rendering engine 204 would have to
download. For example, a GIF image might be compressible
by the proxy, but it does not contain references to other
content that a web browser would have to download, while
a markup language can have references to other response
object data that the web browser would have to download.
The generator 242 can parse through the response data and
create a response object list that identifies embedded
response object data within the response data. For example,
the response object list can include the URL response data
and the embedded URL data. In some embodiments, the
identification of the embedded response object data can be
dependent upon the capabilities of the user agent 102 and/or
client device 104.

[0052] When the response object data is a URL, generator
242 can analyze the URL to determine if the URL includes
a fully qualified domain name (FQDN) different from an
FQDN associated with the URL of the request data The
FQDN associated with the URL of the request data is copied
by the OS 110 prior to transmitting the request data to
content server 114. In this exemplary embodiment, the
FQDN of the URL is different and, consequently, the gen-
erator 242 queries (512) the DNS server 120. The generator
242 transmits the different FQDN to the DNS server 120 and
the DNS server 120 returns mapping data associated with
the different FQDN to the generator 242. The mapping data
(e.g., IP address) maps the different FQDN to the IP address
associated with the different FQDN.

[0053] After the generator 242 has received the mapping
data from the DNS server 120, generator 242 forwards (514)
optimized data to the client device 104. In this exemplary
embodiment, the optimized data can include, among other
things, the response data, the response object list identifying
the response object data, and the mapping data associated
with the response object data. The response monitor 218 of
the client device 104 receives the optimized data and sepa-
rates the optimized data into the response data, the response
object list, and the mapping data.

[0054] After the optimized data has been separated, the
response monitor 218 can transmit (516) the response data
to the rendering engine 204 of the user agent 102 so that a
user can view the web page that was originally requested.
Further, the response monitor 218 transmits (518) the map-
ping data to the DNS cache 220 wherein the DNS cache
stores the mapping data for a configurable amount of time.
When the user agent 102 requests the mapping data corre-
sponding to an FQDN of the object data, the client device
104 can refer to the DNS cache without having to transmit
the request through a gateway or proxy to the DNS server
120. In some embodiments, if the mapping data cannot be
extracted and stored in the DNS cache 220, the DNS cache
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220 can be communicatively coupled to the DNS server 120
so that the DNS cache can retrieve the particular mapping
data from the DNS server 120.

[0055] Additionally, the response monitor 218 can process
the response object list by storing (520) a predicted response
data and predicted request data identifying the predicted
response data in the predicted response cache 216. Regard-
ing the predicted response data, once a request monitor
receives a subsequent request from a user agent, the request
monitor can query the predicted response cache 216 for any
predicted response data that corresponds to the subsequent
request and forward the predicted response data to the user
agent without having to query the content server with the
subsequent request data. The processing of the response
object list can be the exemplary processing method illus-
trated in FIG. 7 as now explained. The response monitor 218
can determine whether the response object data (e.g.,
embedded URLs of the requested URL, etc.) is currently
being downloaded per a user agent request or due to another
client object prediction by contacting (702) the request
monitor. The request monitor 210 can determine which
response object data is outstanding because all request data
is transmitted through it. In some embodiments, request
monitor 210 check the predicted response cache 216 to
determine whether any predicted response data has been
downloaded. If so, the response monitor 218 can skip this
response object data and process the next response object
data within the response object list.

[0056] If not, the response monitor 218 can communicate
(704) with the data cache 202 of the user agent 102 to
determine if the data cache 202 has a fresh entry of stored
object data that corresponds to the response object data. If
the object data is stored in the data cache 202 and the stored
object data is fresh, the response monitor 218 can skip this
response object data and process the next object data. The
user agent 102 can then retrieve the stored object data from
the data cache 202. If the stored object data corresponding
to the response object data is stored in the data cache but is
stale, response monitor 218 can retrieve freshness data from
the freshness cache (not shown) about how stale the
response object data is to be used later. If the stored object
data corresponding to the response object data is not located
at the data cache, the response monitor 218 can continue
processing the response object data. Consequently, at this
time, response monitor 218 has determined whether the
response object data has been downloaded or if “fresh”
stored object data corresponding to the response object data
has been located in the data cache 202 of the user agent 102.
If the response monitor has determined that the response
object data has been downloaded or “fresh” object data has
been stored at the data cache 202, the processing of the
object data on the response object list can end.

[0057] Otherwise, if the response object data has not been
downloaded, the object data stored in the data cache 202 is
stale, or the object data corresponding to the response object
data is not stored in the data cache, response monitor 218 can
query (706) cookie cache 206 for any existing cookie data
associated with the response object data. Further, the
response monitor 218 can request (708) the DNS cache 220
for any existing mapping data associated with the particular
response object data.

[0058] Response monitor 218 forwards (710) the response
object data (e.g., embedded URLs within the response object
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list that have yet to be downloaded from content server)
along with any existing cookie and mapping data associated
with the response object data to request generator 212.
Request generator 212 uses the response object data along
with any existing cookie and mapping data associated with
the response object data to mimic an HTTP request from the
user agent. Further, the request generator 212 can generate
a user agent string and other HTTP request headers to
mimic, as closely as possible, what the user agent 102
expects to issue when it transmits request data to the content
server 114. Furthermore, the HTTP request is flagged as
predicted request data for OS 110.

[0059] Request generator 212 can forward (712) the pre-
dicted request data through OS 110 to content server 114.
Content server 114 transmits (714) predicted response data
(e.g., response data of the embedded URLs that were located
in the response object list) to OS 110.

[0060] After the OS 110 receives the predicted response
data from the content servers 114, scheduler 246 can deter-
mine the scheduling method to give preferences to some
data over others. For example, the scheduler 246 may give
preferences to response data associated with the request data
from user agent 102 over predicted response data from
request generator 212. Another example may include sched-
uler 246 giving preferences to response object data appear-
ing earlier in the response data over response object data
appearing later in the response data. The scheduler can
forward (716) the predicted response data to response moni-
tor 218. Response monitor 218 can transmit (718) the
predicted response data (e.g., response data of the embedded
URLSs alone or in combination with cookie data and map-
ping data) to the predicted response cache 216, which stores
the predicted response data for a configurable amount of
time.

[0061] Consequently, for example, when the user agent
102 transmits subsequent request data, request monitor 210
can intercept the request data. Request monitor 210 can
request the predicted response cache 216 for any predicted
response data that corresponds to the request data. Request
monitor’s request can be based on a matching algorithm that
can include the request object data (e.g., URLs), the cookie
data associated with the request object data, the cache
parameters, the user agent that is doing the requesting, etc.
The predicted response cache can forward any matched data
to request monitor 210. If the request data matches any
predicted response data, request monitor 210 can forward
the predicted response data to user agent 102 through
request monitor 210. Otherwise, if the request data does not
match any predicted response data, the request monitor 210
can forward the request data through OS 110 to content
server 114 in a similar manner described above.

[0062] FIG. 6 is a functional diagram illustrating an
exemplary communication flow in the system of FIG. 4. It
is assumed for the purposes of explaining this exemplary
communication flow that when a web page is first requested
by the rendering engine 204, some of the HTML content
data of the web page resides in the data cache 202 of the user
agent 102 and the stored HTML content data is stale. In
addition, while a single content server 114 has been dis-
played for simplicity purposes, any number of content
servers could be provided. A user inputs a URL into a user
agent 102. The user agent passes this request to the rendering
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engine 204. Rendering engine 204 queries (602) the data
cache 202 for any content data relating to the URL and the
data cache 202 determines that at least some of the content
data is stale. In some embodiments, rendering engine 204
can also query cookie cache 206 and append any retrieved
data to the request. The user agent 102 transmits (604) the
request data to the client device 104.

[0063] After the client device 104 has received the request
data (e.g., HTTP request of the URL), the request monitor
210 queries (606) the data cache 202 of the user agent 102.
In some embodiments, request monitor 210 does not query
the data cache 202 because user agent 102 has provided the
embedded request object data along with the request data.
Based on the query, the request monitor generates a request
object list that identifies embedded request object data
within the request data. In some embodiments, request
monitor 210 can further query data cache 202 and cookie
cache 206 for any freshness data and cookie data associated
with the request object data. The freshness and cookie data
can be provided in the request object list. The identification
of the request object data can be dependent on the client
device 104 and the user agent 102. For example, while some
user agents display all request object data of a web page,
other user agents try to intelligently render the web page
onto a small screen. This intelligent rendering may only
download a subset of embedded request object data within
the webpage. Consequently, the parsing performed may
consider these intelligent rendering techniques for each
client device and each user agent.

[0064] Request monitor 210 queries (608) the predicted
response cache 216 to determine if the request object data
that is to be downloaded matches any stored predicted
request data that identifies the predicted response data. For
example, the request monitor 210 can send to the predicted
response cache 216, among other things, URL data, cookie
data, cache parameter data, and user agent data. If any stored
predicted request data matches this sent data, the predicted
response cache 216 can transmit back to the request monitor
210 the predicted response data that has been identified by
the matched stored predicted request data.

[0065] Additionally, the request monitor 210 can query
(610) the freshness cache 214 for any freshness data con-
cerning stale request object data to determine if any stale
object data listed on the request object list is in fact “fresh”
stale object data. For example, request monitor 210 has a
URL listed as being stale and forwards at least the URL data
to the freshness cache 214 and the freshness data provides to
the request monitor 210 any updated freshness data for that
particular URL. If the predicted response cache 216 or the
freshness cache provides any predicted response data or
updated freshness data, the request object list can be updated
with this data and the response monitor 210 can forward
(612) the predicted response data and/or updated freshness
data to the data cache 202 of the user agent 102. The data
cache 202 can be updated with the updated freshness data
and/or the predicted response data.

[0066] Iftherequest object list includes any request object
data marked to be downloaded, the request monitor 210 can
forward (614) the request data to the OS 110. The request
data may include the request object list from the request
monitor 210.

[0067] OS monitoring device 240 of the OS 110 receives
the request data from the client device, analyzes the request
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data, and determines whether the request data has been
transmitted from either a user agent (e.g., user agent 102) or
a client device (e.g., client device 104) that contains the
client hardware/software having the necessary capabilities.
Furthermore, if the request object list has been appended to
the request data, OS monitoring device 240 can extract the
request object list from the response data and forward (616)
the request object list to comparator 244. OS monitoring
device 240 can forward (618) the request data (without the
appended data) to the appropriate content server 114. Con-
sequently, the content server 114 provides (620) response
data associated with the request data to the generator 242 of
the OS 110.

[0068] After generator 242 has received the response data,
generator 242 analyzes the response data to determine if the
response data includes references to embedded response
object data that the rendering engine 204 would have to
download. For example, a GIF image might be compressible
by the proxy, but it does not contain references to other
object data that a web browser would have to download,
while a markup language can have references to other object
data that the web browser would have to download. The
generator 242 can parse through the response data and can
create a response object list identifying the request object
data and the FQDN of the request object data. In some
embodiments, the identification of the embedded object data
can be dependent upon the capabilities of the user agent 102
and/or client device 104.

[0069] When the response object data is a URL, generator
242 can analyze the URL to determine if the URL includes
an FQDN different from the FQDN associated with the URL
provided in the request object list. The FQDN associated
with the URL of the request object list is copied by the OS
110 and provided to generator 242 prior to transmitting the
request data to content server 114. In this exemplary
embodiment, the FQDN is different and, consequently, the
generator 242 queries (622) the DNS server 120. Generator
242 transmits the different FQDN to DNS server 120 and
DNS server 120 returns the corresponding mapping data to
generator 242. The mapping data maps the different FQDN
to the IP address associated with the different FQDN.

[0070] After the generator 242 has received any existing
mapping data, generator 242 can forward (624) the response
data, the mapping data, and the response object list to the
comparator 244. Comparator 244 compares each request
object data on the request object list with each response
object data on the response object list. If the response object
data matches the request object data and the matched request
object data is fresh, the comparator 244 can delete the
response object data from the response object list because
the response object data is not to be downloaded. Alterna-
tively, in some embodiments, the response object data from
the response object list can be marked as not being down-
loaded instead of being deleted from the response object list.
If the response object data does not have a corresponding
match in the request object list, comparator 244 can update
the response object list to include information that this
particular response object data is to downloaded. If the
response object data matches the request object data and the
matched request object data is stale, the comparator 244 can
determine if the request object data is truly stale by request-
ing the content server to verify the freshness of the request
object data. The response data from content server 114 has
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the ability to inform comparator 244 if the content is stale,
by either responding with new object data or by informing
the comparator 244 that the current version is fresh. Com-
parator 244 transmits the request for verification along with
the current “timestamp” of the object data to content server
114 so that the content server 114 can compare the times-
tamp information. If the content server verifies that the
request object data is stale, comparator 244 can update the
response object list to include information that this particular
response object data is to be downloaded. If the content
server verifies that the alleged stale request object data is
indeed fresh (“fresh” stale object data), comparator 244 can
update the response object list to include information that
this particular response data object is not to be downloaded.
Comparator 244 updates the response object list based on
each request object data.

[0071] After the comparator has updated the response
object list, comparator 244 can query (626) the content
server by providing the response object data and receiving
response data of the response object data that is to be
downloaded to user agent 102. The comparator 244 forwards
(628) optimized data to the client device 104. In this
exemplary embodiment, the optimized data can include,
among other things, the response data from content server
114, the response object list, the mapping data, the response
data associated with the response object data to be down-
loaded to user agent, and the freshness data of the “fresh”
stale content data. In some embodiments, comparator can
transmit each group separately.

[0072] The response monitor 218 of the client device 104
receives the optimized data, separates the optimized data,
and processes the separated data accordingly. The optimized
data is separated into the response data, the response object
list, the mapping data, the response data associated with the
response object data to be downloaded to user agent, and the
freshness data of the “fresh” stale content data.

[0073] After the optimized data has been separated, the
response monitor 218 transmits (630) the response data to
the user agent 102, which can store the response data and/or
upload the response data into rendering engine 204. Further,
the response monitor 218 transmits (632) the mapping data
to DNS cache 220, which stores the mapping data for a
configurable amount of time. When user agent 162 requests
an FQDN, client device 104 or the user agent itself can refer
to the DNS cache without having to transmit the request
through a gateway or proxy to the DNS server 120. In some
embodiments, if the mapping data cannot be extracted and
stored in the DNS cache 220, the DNS cache 220 can be
communicatively coupled to the DNS server 120 so that the
DNS cache can retrieve the particular mapping data from the
DNS server 120. Furthermore, the response monitor 218
forwards (634) the response data corresponding to the
request object data to predicted response cache 216 so that
this response data can be stored for a configurable amount of
time. When the user agent determines that additional embed-
ded data corresponding to the URL response is needed from
content server to complete the web page at user agent, user
agent can transmit a subsequent request requesting response
data corresponding to the request object data. Because the
client device has this response data corresponding to the
request object data (predicted response data), the client
device can provide the predicted response data to the user
agent without having to access the content server for this
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subsequent request. Also, the response monitor 218 pro-
cesses the freshness data of the “fresh” stale object data by
forwarding (636) the freshness data to freshness cache 214.
Alternatively, in some embodiments, the freshness data can
be forwarded to data cache 202 of the user agent 102 to
instruct the data cache 202 that the stale object data of the
content data is indeed fresh.

[0074] Additionally, the response monitor 218 can process
the response object list. Regarding the predicted response
data, once a client device receives a subsequent request from
a user agent, the client device can query the predicted
response cache 216 for any predicted response data that
corresponds to the subsequent request and forwards the
predicted response data to the user agent without having to
query the content server with the subsequent request data.
The processing of the response object list can be the pro-
cessing method illustrated in FIG. 7. The response monitor
218 can determine whether the response object data (e.g.,
URL, etc.) is currently being downloaded per a user agent
request or due to another client object prediction by con-
tacting (702) the request monitor. The request monitor 210
can determine which response object data is outstanding
because all request data is transmitted through it. In some
embodiments, request monitor 210 checks the predicted
response cache 216 to determine whether any predicted
response data has been downloaded. If so, the response
monitor 218 can skip this response object data and process
the next response object data within the response object list.

[0075] 1If not, the response monitor 218 can communicate
(704) with the data cache 202 of the user agent 102 to
determine if the data cache 202 has a fresh entry of stored
object data that corresponds to the response object data. If
the object data is stored in the data cache 202 and the stored
object data is fresh, the response monitor 218 can skip this
response object data and process the next object data. The
user agent 102 can then retrieve the stored object data from
the data cache 202. If the stored object data corresponding
to the response object data is stored in the data cache but is
stale, response monitor 218 can retrieve freshness data from
the freshness cache about how stale the response object data
is to be used later. If the stored object data corresponding to
the response object data is not located at the data cache, the
response monitor 218 can continue processing the response
object data. Consequently, at this time, response monitor 218
has determined whether the response object data has been
downloaded or if “fresh” stored object data corresponding to
the response object data has been located in the data cache
202 of the user agent 102. If the response monitor has
determined that the response object data has been down-
loaded or “fresh” object data has been stored at the data
cache 202, the processing of the object data on the response
object list can end.

[0076] Otherwise, if the response object data has not been
downloaded, the object data stored in the data cache 202 is
stale, or the object data corresponding to the response object
data is not stored in the data cache, response monitor 218 can
query (706) cookie cache 206 for any existing cookie data
associated with the response object data. Further, the
response monitor 218 can request (708) the DNS cache 220
for any existing mapping data associated with the particular
response object data.

[0077] Response monitor 218 forwards (710) the response
object data along with any existing cookie and mapping data
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associated with the response object data as well as freshness
data to request generator 212. Request generator 212 uses
the response object data along with any existing cookie and
mapping data associated with the response object data to
mimic an HTTP request from the user agent. Further, the
request generator 212 can generate a user agent string and
other HTTP request headers to mimic, as closely as possible,
what the user agent 102 expects to issue when it transmits
request data to the content server 114. Furthermore, the
HTTP request is flagged as predicted request data for OS
110.

[0078] Request generator 212 can forward (712) the pre-
dicted request data through OS 110 to content server 114.
Content server 114 transmits (714) predicted response data
(e.g., response data of the embedded URLs that were located
in the response object list) to OS 110.

[0079] After the OS 110 receives the predicted response
data from the content servers 114, scheduler 246 can deter-
mine the scheduling method to give preferences to some
data over others. For example, the scheduler 246 may give
preferences to response data associated with the request data
from user agent 102 over predicted response data from
request generator 212. Another example may include sched-
uler 246 giving preferences to response object data appear-
ing earlier in the response data over response object data
appearing later in the response data. The scheduler can
forward (716) the predicted response data to response moni-
tor 218. Response monitor 218 can transmit (718) the
predicted response data (e.g., response data of the embedded
URLSs alone or in combination with cookie data and map-
ping data) to the predicted response cache 216, which stores
the predicted response data for a configurable amount of
time.

[0080] Consequently, for example, when the user agent
102 transmits subsequent request data, request monitor 210
can intercept the request data. Request monitor 210 can
request the predicted response cache 216 for any predicted
response data that corresponds to the request data. Request
monitor’s request can be based on a matching algorithm that
can include the request object data (e.g., URLs), the cookie
data associated with the request object data, the cache
parameters, the user agent that is doing the requesting, etc.
The predicted response cache can forward any matched data
to request monitor 210. If the request data matches any
predicted response data, request monitor 210 can forward
the predicted response data to user agent 102 through
request monitor 210. Otherwise, if the request data does not
match any predicted response data, the request monitor 210
can forward the request data through OS 110 to content
server 114 in a similar manner described above.

[0081] FIG. 8 is a flowchart representing an exemplary
method for DNS optimization. It will be readily appreciated
by one of ordinary skill in the art that the illustrated
procedure can be altered to delete steps or further include
additional steps. After initial start step 800, an OS can
identify (802) URLs associated with response data from a
content server and store these URLSs in a response object list.

[0082] Once the OS has identified the URLs, the OS can
determine (804) whether each URL includes an FQDN
different from an FQDN associated with the URL of a
request data. If the OS determines that the FQDN is the
same, the OS transmits (806) optimized data to the client
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device and the method can proceed to connector 814. On the
other hand, if the OS determines that at least one response
URL has an FQDN different from the FQDN of the
requested URL, OS performs (808) a DNS lookup from a
DNS server. OS provides the FQDN data to the DNS server
and the DNS server provides an IP address associated with
the provided FQDN to the OS based on the FQDN data
thereby creating mapping data that maps the FQDN to the IP
address. In some embodiments, performing step 808 is
controlled by the capabilities of a client device or the user
agent. For example, the capabilities of the client device can
be explicitly relayed to the OS via communication from the
client device or implicitly relayed to the OS via a user agent
string.

[0083] After the OS has performed the DNS lookup, the
OS transmits (810) optimized data, which includes the
mapping data, to the client device. In some embodiments,
the mapping data can be transmitted separately from the
optimized data. Once the client device receives the opti-
mized data, the client device can extract the mapping data
and insert (812) the mapping data into a DNS cache and the
method can proceed to connector 814. The DNS cache can
be located in the user agent or the client device.

[0084] The method proceeds from connector 814 to the
client device processing (816) the response object list, which
includes one or more URLs. When processing a URL on the
response object list, the client device can request (818) the
DNS cache for any mapping data associated with an FQDN
of'the particular URL. As a result, the DNS cache determines
(820) whether the mapping data (e.g., IP address) exists for
the FQDN of the particular URL. If the mapping data does
not exist, the method proceeds to connector 824. If the
mapping data exists, the DNS cache provides (822) mapping
data to either the user agent or the client device and the
method proceeds to connector 824.

[0085] The method proceeds from connector 824 to the
client device constructing (826) a predicted request data
where the construction includes, among other things, URLs
and any existing mapping data, which correspond to the
URLs, provided by the DNS cache. In some embodiments,
the construction can also include cookie data associated with
the URLs from a cookie cache of the user agent. After the
constructing step 826, the method can end (828).

[0086] FIGS. 9A & 9B are flowcharts representing exem-
plary methods for providing object prediction at a user agent
and a client device. Referring to FIG. 9A, it will be readily
appreciated by one of ordinary skill in the art that the
illustrated procedure can be altered to delete steps or further
include additional steps. While the exemplary method pro-
vided in FIG. 9A is tailored more towards a client device,
it is readily appreciable that the exemplary method can be
performed in part or exclusively by a user agent. After initial
start step 900, a user requests (902) a web page from a user
agent.

[0087] After the web page has been requested, the user
agent determines (904) whether the content data of the
request is stored in a data cache located at the user agent. For
example, the content data can be markup language content
data of a requested web page wherein the markup language
can be HyperText Markup Language (HTML), Extensible
HTML (XHTML), Wireless Markup Language (WML), etc.
If the content data is not stored, the user agent can forward
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(906) the request data (e.g., HTTP request of the URL),
which includes the requested content data, to the content
server and then proceed to connector 940. In some embodi-
ments, the client device intercepts the request data and then
forwards the request data to the content servers. On the other
hand, if the content data is stored, the user agent determines
(908) whether all content data is fresh or stale. If the content
data is fresh, the user agent provides (910) the fresh content
data to the rendering engine and the method proceeds to
connector 940. If some of the content data is stale, the client
device can identify (912) embedded request object data (e.g.,
embedded URLs within the HTTP request of URL) associ-
ated with the content data and place all identified object data
on a request object list. For example, the object data can
include one or more URLs.

[0088] After the identification, the client device can query
(916) the data cache by providing the request object data and
receiving any freshness data of the object data stored at the
data cache of the user agent. The user agent can determine
(918) whether the stored object data is fresh. If the stored
object data is fresh, the corresponding request object data on
the request object list is marked (920) as being fresh and the
method proceeds to connector 926. On the other hand, if the
stored object data is stale or not present at the data cache, the
client device retrieves (922) any relevant data related to this
object data. For example, the relevant data may include any
cookie data or any freshness data associated with the object
data only if the content data is in the data cache and is stale.
After the retrieval of any relevant data, the corresponding
request object data on the request object list is marked (924)
accordingly. The request object data is marked stale if the
corresponding stored object data is found to be stale or is
marked to be downloaded if the stored object does not exist.
After the marking, the method can proceed to connector 926.

[0089] The client device can then determine (928) whether
there is any additional embedded request object data. If so,
the method proceeds to connector 914. Otherwise, the
method proceeds to determine (930) whether the request
object data that is marked as being stale or to be downloaded
on the request object list matches stored predicted request
data in a predicted response cache. For example, the match
can occur when the request object data, the cookie data of
the request object data, the data cache parameters, and the
user agent are similar or the same between the request object
data and the stored predicted request data. If not, the method
proceeds to connector 936. Otherwise, if a match occurs, the
client device updates (932) the request object list by marking
this request object data to not be downloaded. Further, the
client device provides (934) to the user agent the predicted
response data that has been identified by the matched stored
predicted request data. In some embodiments, the stored
predicted response data can include freshness and mapping
data. The user agent can store this stored predicted response
data in the data cache or provide it to the web browser. The
method then proceeds to connector 936.

[0090] Client device can then forward (938) the request
data, which can include the request object list, to the OS. The
method can proceed to connector 940 and then end (942).

[0091] Referring to FIG. 9B, it will be readily appreciated
by one of ordinary skill in the art that the illustrated
procedure can be altered to delete steps or further include
additional steps. While the exemplary method provided in
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FIG. 9B is tailored towards a client device, it is readily
appreciable that the exemplary method can be performed in
part or exclusively by a user agent. After initial start step
950, the client device receives (952) optimized data from an
OS. The optimized data can include, among other things,
response data associated with a request data, response object
list identifying request object data, any mapping data, any
freshness data of a “fresh” stale object data, and response
data corresponding to a stale request object data.

[0092] After the client device has received the optimized
data, the client device can separate (954) the optimized data
based on the type of data included within. For example, the
optimized data can be separated based on whether the data
is response data provided by the content server, a response
object list, any mapping data, any freshness data of the
“fresh” stale object data, and response data corresponding to
the stale request object data.

[0093] The client device can transmit (956) to the user
agent the response data that has been provided by the content
server. Further, the client device can determine (958)
whether the separated optimized data includes any mapping
data. If not, the method proceeds to connector 962. Other-
wise, if the separated optimized data includes mapping data,
the client device stores (960) the mapping data at a DNS
cache within a client device for future referencing. If the
user agent requests a DNS query, a client device could
lookup the mapping data in the DNS cache without having
to query a remote DNS server. In some embodiments,
determining step 958, storing step 960, and connector 962
can be moved to any point on the flowchart as long as they
are after separating step 954.

[0094] Furthermore, the client device can determine (964)
whether the separated optimized data includes any freshness
data. If not, the method proceeds to connector 968. Other-
wise, if the separated optimized data includes freshness data,
the client device processes (966) the freshness data of a
“fresh” stale object data by storing this freshness data in a
freshness cache for future referencing. For example, if a user
agent requests object data that it has determined to be stale,
the client device can perform a freshness lookup at the
freshness cache and, if any freshness data corresponds to the
stale request object data, the client device can inform the
user agent that the stale object data is indeed fresh. In some
embodiments, instead of the client device having a freshness
cache, the client device can notify the user agent that the
request object data is indeed fresh and the user agent can
update its data cache to show that the stored object data is
fresh. In some embodiments, determining step 964, process-
ing step 966, and connector 968 can be moved to any point
on the flowchart as long as they are after separating step 954.

[0095] Additionally, the client device can determine (970)
whether the separated optimized data includes any response
data that was downloaded because the object data was
determined to be stale (“stale” response data). If not, the
method proceeds to connector 974. Otherwise, if the sepa-
rated optimized data includes any “stale” response data, the
client device stores (972) the “stale” response data in a
predicted response cache for future referencing. This “stale”
response data For example, if a user agent requests object
data that it has determined to be stale, the client device can
perform a request data lookup at the predicted response
cache by providing requested object data and, if any stored
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predicted request data matches the provided request object
data, the predicted response cache provides predicted
response data (stored “stale” response data), which cross
references to the stored predicted request data, to the user
agent. The user agent can display this “stale” response data
at the web browser or store this “stale” response data in its
data cache. In some embodiments, determining step 970,
storing step 972, and connector 974 can be moved to any
point on the flowchart as long as they are after separating
step 954.

[0096] Also, the client device can determine (976)
whether the separated optimized data includes a response
object list. If not, the method can proceed to connector 980
and the method can end (982). Otherwise, if the separated
optimized data includes a response object list, the client
device can process (978) the response object list, such as the
exemplary processing method shown below in FIG. 12. In
some embodiments, determining step 976, processing step
978, and connector 980 can be moved to any point on the
flowchart as long as they are after separating step 954. The
method can then proceed to end (982).

[0097] For example, FIG. 12 provides an exemplary
method for processing the response object list. It will be
readily appreciated by one of ordinary skill in the art that the
illustrated procedure can be altered to delete steps or further
include additional steps. While the exemplary method pro-
vided in FIG. 12 is tailored towards a client device, it is
readily appreciable that the exemplary method can be per-
formed in part or exclusively by a user agent. After initial
start step 1200, the client device determines (1204) whether
the current response object data from response object list is
currently being downloaded by a user agent request or
another client prediction. For example, the response object
list may include object data, such as URLSs, and data relating
to the object data such as freshness data and whether the
object data needs to be downloaded. If the current response
object data has been downloaded, the method proceeds to
connector 1214. Otherwise, the client determines (1206)
whether the response object data is located in a user agent
and is marked in the user agent as being fresh. If so, the
method proceeds to connector 1214.

[0098] Otherwise, if the response object data is neither
located in the user agent nor is marked in the user agent as
being fresh, client device queries (1208) a cookie cache for
any cookie data associated with the response object data.
Further, the client device queries (1210) the DNS cache for
any mapping data associated with the response object data.
Consequently, the client device can store (1212) any cookie
or mapping data associated with the response object data.

[0099] After the client device has stored the cookie or
mapping data, the client device determines (1216) whether
there is any additional response object data to be processed.
If so, the method proceeds to connector 1202. Otherwise, if
there is no additional response object data to be processed
for the response object list, the client device can construct
(1218) the predicted request data that includes response
object data and any cookie and mapping data related to the
response object data. To try to predict a future request by a
user agent, the client device tries to mimic the request as
much as possible by using cookie data and mapping data.
Further, the construction of the request may include mim-
icking a user agent string and other request header data,
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and/or flagging the request data as being a predicted request
and not an actual request. Once the predicted request data
has been constructed, the client device transmits (1220) the
predicted request data to a content server.

[0100] After the client device has transmitted the predicted
response data, the content server forwards the response data
that is associated with the predicted request data (predicted
response data), and the client device receives (1222) the
predicted response data. Once the predicted response data
has been received, the client device stores (1224) the pre-
dicted response data in a predicted response cache at the
client device for a configurable amount of time. If the user
agent requests data that is the same or is similar to the object
data within the predicted response cache, the client device
can return the predicted response data to the user agent, in
some cases, without having to access the content servers
thereby reducing bandwidth and latency. After the predicted
response data has been stored, the method can end (1226).

[0101] FIGS. 10 & 11 are flowcharts representing exem-
plary methods for providing object prediction at an OS.
Referring to FIG. 10, it will be readily appreciated by one
of ordinary skill in the art that the illustrated procedure can
be altered to delete steps or further include additional steps.
After initial start step 1000, the OS receives (1002) request
data from the client device. In some embodiments, the
request data may come from the user agent.

[0102] After the OS receives the request data, the OS can
determine (1004) whether the request data includes a request
object list. For example, the request object list may include
request object data, such as URLs, and data relating to the
request object data such as freshness data, FQDN of the
request object data, and whether the request object data is to
be downloaded. If the request data does not include the
request object list, the method can proceed to connector
1010. Otherwise, if the request data does include the request
object list, the OS can extract (1006) the request object list
from the request data and provide (1008) the request object
list to other hardware devices or software programs within
the OS. For example, the provided request object list can
correspond to the request object list determined to be
provided in step 1112 in FIG. 11. The method can then
proceed to connector 1010.

[0103] The OS can then forward (1012) the request data,
without the request object list, to one or more contents

servers. After the forwarding step 1012, the method can end
(1014).

[0104] Referring to FIG. 11, it will be readily appreciated
by one of ordinary skill in the art that the illustrated
procedure can be altered to delete steps or further include
additional steps. After initial start step 1100, an OS can
receive (1102) response data from one or more content
servers. For example, the response data can be the response
data associated to the request data sent to the content server
in step 1012 of FIG. 10.

[0105] After receiving the response data from the one or
more content servers, the OS can generate (1104) a response
object list based on the response data. The OS generates the
response object list by analyzing the response data and
parsing through the response data to identify the embedded
response object data within the response data. For example,
the response object data can include one or more URLS and
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the response data can be markup language content data of a
requested web page wherein the markup language can be
HyperText Markup Language (HTML), Extensible HTML
(XHTML), Wireless Markup Language (WML), etc. For
example, the response object list may include response
object data, such as URLs, and data relating to the response
object data such as freshness data, FQDN of the object data,
and whether the response object data is to be downloaded.

[0106] After the generation, the OS can determine (1106)
whether the response object data includes an FQDN differ-
ent from an FQDN of the request object data provided. If the
FQDN of the response object data is the same or similar to
the FQDN of the request object data, the method can
proceed to connector 1110. On the other hand, if the FQDN
of'the response object data is different from the FQDN of the
request object data, the OS can query (1108) a DNS server
by providing the FQDN and the DNS server can provide
mapping data (e.g., an IP address) thereby providing the OS
with mapping data that maps the FQDN to the IP address.
The method can then proceed to connector 1110.

[0107] OS can determine (1112) whether the extracted
request object list was provided. For example, the request
object list may include request object data, such as URLs,
and data relating to the request object data such as freshness
data, FQDN of the request object data, and whether the
object data is to be downloaded. If the extracted request
object list was not provided, the method can proceed to
connector 1138. Otherwise, if the extracted request object
list was provided, the OS can compare (1114) the request
object data within the request object list with the response
object data within the response object list.

[0108] After the comparison, the OS determines (1118)
whether a particular response object data matches any
request object data. If there is not a match, the OS can mark
(1120) the response object list that the particular response
object data is to be downloaded and the method can proceed
to connector 1134. On the other hand, if there is a match, the
OS can determine (1122) whether the request object data
that matches the response object data is fresh or stale. If the
request object data is fresh, the OS can delete (1124) the
matching response object data from the response object list
and the method can proceed to connector 1134. Alterna-
tively, in some embodiments, the OS can mark the response
object list that the particular server object is not to be
downloaded. If the request object data is stale, the OS can
request (1126) the content server to verify the freshness of
the request object data.

[0109] The OS can then determine (1128) whether the
content server verified that the request object data was either
fresh or stale. If the content server verified that the request
object data was stale, the OS can mark (1130) the response
object list that the particular response object data is to be
downloaded and the method can proceed to connector 1134.
Otherwise, if the content server verified that the request
object data was fresh, the OS can mark (1132) the response
object list that the particular response object data is not to be
downloaded and the method can proceed to connector 1134.

[0110] Once the method has proceeded to connector 1134,
the OS can determine (1136) whether there is any additional
response object data that should be compared with any
request object data. If so, the method proceeds to connector
1116. Otherwise, the method proceeds to connector 1138 and
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the OS can query (1140) the content server for any response
data associated with the request object data that is to be
downloaded to user agent. The OS provides the request
object data that is to be downloaded to the user agent, if any
exists, and the content server provides the corresponding
response data. For example, this response data can be stored
at the client device as predicted response data. After the
querying, the OS can transmit (1142) optimized data to a
client device or a user agent. The optimized data can include,
among other things, the response data received from the
content server and/or the response object list. In some
embodiments, the optimized data can include any mapping
data, any freshness data for the “fresh” stale object data,
and/or response data corresponding to the request object
data that is to be downloaded to the user agent. After
transmitting the optimized data, the method can end (1144).

[0111] The methods disclosed herein may be implemented
as a computer program product, i.e., a computer program
tangibly embodied in an information carrier, e.g., in a
machine readable storage device or in a propagated signal,
for execution by, or to control the operation of, data pro-
cessing apparatus, e.g., a programmable processor, a com-
puter, or multiple computers. A computer program can be
written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in
any form, including as a stand alone program or as a module,
component, subroutine, or other unit suitable for use in a
computing environment. A computer program can be
deployed to be executed on one computer or on multiple
computers at one site or distributed across multiple sites and
interconnected by a communication network.

[0112] In the preceding specification, the invention has
been described with reference to specific exemplary embodi-
ments. It will however, be evident that various modifications
and changes may be made without departing from the
broader spirit and scope of the invention as set forth in the
claims that follow. The specification and drawings are
accordingly to be regarded as illustrative rather than restric-
tive sense. Other embodiments of the invention may be
apparent to those skilled in the art from consideration of the
specification and practice of the invention disclosed herein.

What is claimed is:
1. A method comprising:

communicating with a content server, wherein the com-
munication includes transmitting request data to the
content server and receiving first response data asso-
ciated with the request data;

identifying response object data within the first response
data;

determining whether the response object data is to be
downloaded;

querying the content server for second response data that
corresponds to the response object data based on the
determination;

transmitting the first response data to a user agent; and

storing the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.
2. The method of claim 1, further comprising identifying
request object data within the request data.
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3. The method of claim 2, further comprising determining
whether the response object data matches the request object
data.

4. The method of claim 3, further comprising indicating
that the response object data is to be downloaded if the
response object data does not match the request object data.

5. The method of claim 3, further comprising determining
whether the request object data is fresh or stale if the
response object data matches the request object data.

6. The method of claim 5, further comprising indicating
that the response object data can be deleted if the request
object data is fresh.

7. The method of claim 5, further comprising determining
whether the content server verified that the request object
data was fresh or stale if the request object data is stale.

8. The method of claim 7, further comprising indicating
that the response object data is to be downloaded if the
content server verifies that the matching request object data
is stale.

9. The method of claim 7, further comprising indicating
that the response object data is not to be downloaded if the
content server verifies that the matching request object data
is fresh.

10. The method of claim 9, further comprising updating a
freshness cache so that the client device can notify the user
agent that a subsequent request object data that is marked as
stale is fresh.

11. The method of claim 9, further comprising updating
content data from stale to fresh at a data cache of the user
agent.

12. The method of claim 2, further comprising:

determining whether the response object data includes a
fully qualified domain name (FQDN) different from an
FQDN of the request object data;

receiving mapping data from a DNS server if the response
object data includes the FQDN different from the
FQDN of the request object data; and

storing mapping data at a DNS cache.

13. The method of claim 1, further comprising receiving
a subsequent request data and identifying subsequent request
object data from within the subsequent request data.

14. The method of claim 13, further comprising deter-
mining whether the subsequent request object data corre-
sponds to the stored second response data.

15. The method of claim 14, further comprising transmit-
ting the stored second response data to the user agent if the
subsequent request object data corresponds to the stored
second response data.

16. The method of claim 14, further comprising transmit-
ting the subsequent request object data to the content server
if the subsequent request object data does not correspond to
the stored second response data.

17. The method of claim 1, wherein querying the content
server includes:

constructing request data corresponding to the response
object data based on the determination;

transmitting the constructed request data to the content
server; and

receiving second response data, wherein the second
response data is associated with the constructed request
data.
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18. A method comprising:
receiving request data;

identifying request object data included in the request
data;

determining whether the request object data corresponds
to a predicted response data; and

transmitting the predicted response data to the user agent

based on the determination.

19. The method of claim 18, wherein the determining
whether the request object data corresponds to a predicted
response data includes matching the request object data to a
predicted request data stored at the client device, wherein the
predicted request data identifies the predicted response data.

20. The method of claim 18, further comprising transmit-
ting the predicted response data to the user agent if the
request object data corresponds to the predicted response
data.

21. The method of claim 18, further comprising transmit-
ting the request object data to a content server if the request
object data does not correspond to the predicted response
data.

22. A method comprising:

receiving optimized data associated with a request for a
web page, wherein the optimized data includes first
response data associated with the request and an object
list providing object data;

determining whether the object data is fresh in a user
agent;

transmitting the first response data to the user agent;

constructing request data corresponding to the object data
based on the determination;

transmitting the constructed request data to the content
server; and

receiving second response data, wherein the second
response data is associated with the constructed request
data; and

storing the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.

23. The method of claim 22, further comprising receiving
subsequent request data and identifying subsequent request
object data from within the subsequent request data.

24. The method of claim 23, further comprising deter-
mining whether the subsequent request object data corre-
sponds to the stored second response data.

25. The method of claim 24, further comprising transmit-
ting the stored second response data to the user agent if the
subsequent request object data corresponds to the stored
second response data.

26. The method of claim 24, further comprising transmit-
ting the subsequent request object data to the content server
if the subsequent request object data does not correspond to
the stored second response data.

27. The method of claim 22, wherein separating the
optimized data further includes separating the optimized
data into mapping data that is stored at a DNS cache,
wherein the mapping data assists in constructing the request
data corresponding to the object data.
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28. The method of claim 22, wherein separating the
optimized data further includes separating the optimized
data into freshness data of stale request object data that has
been determined to be fresh, wherein the freshness data
notifies the user agent that the stale request object data is
fresh.

29. A method comprising:

receiving response data associated with a request for a
web page;

generating an response object list that identifies the
response object data within the response data;

determining whether the response object data is to be
downloaded to a user agent;

updating the response object list based on the determina-
tion; and

transmitting optimized data that includes response data
and the response object list, wherein the response
object data within the response object list is used to
construct a request that provides a predicted response
data based on the determination, wherein the predicted
response data can be provided to the user agent in a
subsequent request.

30. The method of claim 29, further comprising providing
arequest object list identifying the request object data within
the request data.

31. The method of claim 30, further comprising deter-
mining whether the response object data matches the request
object data.

32. The method of claim 31, further comprising indicating
that the response object data is to be downloaded if the
response object data does not match the request object data.

33. The method of claim 31, further comprising deter-
mining whether the request object data is fresh or stale if the
response object data matches the request object data.

34. The method of claim 33, further comprising indicating
that the request object data can be deleted if the request
object data is fresh.

35. The method of claim 33, further comprising verifying
with the content server that the request object data was fresh
or stale if the request object data is stale.

36. The method of claim 35, further comprising indicating
that the response object data is to be downloaded if the
request object data has been verified to be stale.

37. The method of claim 35, further comprising indicating
that the response object data is not to be downloaded if the
request object data has been verified to be fresh.

38. The method of claim 29, further comprising deter-
mining whether the response object data includes a fully
qualified domain name (FQDN) different from an FQDN of
a request object data, wherein the request object data is
associated with the request data; and

receiving any existing mapping data based on the deter-
mination, wherein the mapping data corresponds to the
FQDN of the response object data.

39. The method of claim 38, wherein receiving mapping
data from the DNS server if the response object data
includes the FQDN different from the FQDN of the request
object data.

40. A method comprising:

receiving response data from a content server, wherein the
response data is based on request data;
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identifying response object data within the response data;

determining whether the response object data includes a
fully qualified domain name (FQDN) different from an
FQDN of a request object data, wherein the request
object data is associated with the request data;

receiving any existing mapping data based on the deter-
mination, wherein the mapping data corresponds to the
FQDN of the response object data; and

storing any existing mapping data into a DNS cache,
wherein the mapping data can assist in constructing
predicted request data.

41. The method of claim 40, further comprising deter-
mining whether mapping data exists at the DNS cache when
the mapping data of the request object data is requested.

42. The method of claim 41, further comprising construct-
ing the predicted request data with the mapping data stored
at the DNS cache if the mapping data exists at the DNS
cache.

43. The method of claim 40, wherein the mapping data is
an IP address of the FQDN of the response object data.

44. A system comprising

a client device configured to receive request data from a
user agent and transmit the request data, wherein the
request data corresponds to a request for a web page;
and

an optimization server receiving the request data, com-
municating with a content server, wherein the commu-
nication includes the ability to transmit the request data
to the content server and receive first response data
associated with the request data, generating a response
object list that identifies the response object data of the
first response data, and transmitting the first response
data and the response object list to the client device,

wherein the client device determines whether the response
object data is fresh in the user agent; transmits the first
response data to the user agent; constructs request data
that is associated with the response object data based on
the determination, transmits the constructed request
data to the content server, receives second response
data associated with the constructed request data, and
stores the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.

45. The system of claim 44, wherein the client device is
configured to receive mapping data from the optimization
server and store the mapping data, which can assist in
constructing the request data that is associated with the
response object data.

46. A system comprising

a client device configured to receive request data from a
user agent and transmit the request data, wherein the
request data corresponds to a request for a web page;
and

an optimization server receiving the request data, com-
municating with a content server, wherein the commu-
nication includes the ability to transmit the request data
to the content server and receive first response data
associated with the request data, identifying response
object data of the first response data, querying the
content server for second response data corresponding
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to the response object data, and transmitting the first
response data and the second response data,

wherein the wherein the first response data is transmitted
to the user agent and the second response data is stored
and can be provided to the user agent in a subsequent
request.

47. A method comprising:

receiving optimized data associated with a request for a
web page, wherein the optimized data includes first
response data associated with the request and second
response data associated with embedded object data
within the first response data;

transmitting the first response data to the user agent; and

storing the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.

48. A method comprising:

receiving response data from a content server, wherein the
response data is associated with a request for a web

page;

generating an response object list that identifies the
response object data within the response data;

determining whether the response object data is to be
downloaded to a user agent;

querying the content server for second response data that
is associated with the response object data; and

transmitting optimized data that includes response data
and second response data, wherein the first response
data is transmitted to a user agent and the second
response data is stored and can be provided to the user
agent in a subsequent request.
49. A computer-readable medium encoded with a com-
puter-implemented method, the computer-readable medium
comprising:

receiving optimized data associated with a request for a
web page, wherein the optimized data includes first
response data associated with the request and second
response data associated with embedded object data
within the first response data;

transmitting the first response data to the user agent; and

storing the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.
50. A computer-readable medium encoded with a com-
puter-implemented method, the computer-readable medium
comprising:

receiving optimized data associated with a request for a
web page, wherein the optimized data includes first
response data associated with the request and an object
list providing object data;

determining whether the object data is fresh in a user
agent;

transmitting the first response data to the user agent;

constructing request data corresponding to the object data
based on the determination;
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transmitting the constructed request data to the content
server; and

receiving second response data, wherein the second
response data is associated with the constructed request
data; and

storing the second response data, wherein the second
response data can be provided to the user agent in a
subsequent request.
51. A computer-readable medium encoded with a com-
puter-implemented method, the computer-readable medium
comprising:

receiving response data associated with a request for a
web page;

generating an object list that identifies the object data
within the response data;

determining whether the object data is to be downloaded
to a user agent,

updating the object list based on the determination; and

transmitting optimized data that includes response data
and the object list, wherein the object data within the
object list can be used to construct a request that
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provides a predicted response data based on the deter-
mination, wherein the predicted response data can be
provided to the user agent in a subsequent request.
52. A computer-readable medium encoded with a com-
puter-implemented method, the computer-readable medium
comprising:

receiving response data from a content server, wherein the
response data is associated with a request for a web
page;

generating an response object list that identifies the
response object data within the response data;

determining whether the response object data is to be
downloaded to a user agent;

querying the content server for second response data that
is associated with the response object data; and

transmitting optimized data that includes response data
and second response data, wherein the first response
data is transmitted to a user agent and the second
response data is stored and can be provided to the user
agent in a subsequent request.





