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A system can include a host device that execute a virtual
machine execution environment. A hypervisor network pro-
file can be associated with the hypervisor of the virtual
machine execution environment. The hypervisor network
profile can include virtual private network (VPN) configu-
ration profiles that can instruct the hypervisor to route
network traffic from a virtual machine to a VPN tunnel
server according to the VPN configuration parameters.

Enterprise Computing Environment 103

e
Device Enterprise Data Store 116
Management Compliance
Service 113 Rules 119 User Data 123
Hypervisor Hypervisor || Virtual Machine
Management Profiles 121 Profile 125
Service 115 -
| Device Records 120 |
u
Network VPN Tunnel Private Network
109 Server 117 110

Host Device 106

VM Execution Environment 133

Virtual Machine(s) 136

Host Operating
System 124

Guest Operating
System 143

Host Management

Guest Application 149

Component 126

}

Host Application 129

Hypervisor 139

Hypervisor Management

Component 151

Hypervisor Network

Profile(s) 153

Tessell Exhibit 1072
Tessell v. Nutanix




Patent Application Publication

Mar. 1,2018 Sheet 1 of 5

US 2018/0063088 A1

Enterprise Computing Environment 103
__ ——
Device Enterprise Data Store 116
Management Compliance
Service 113 Rules 119 User Data 123 <
Hypervisor Hypervisor Virtual Machine
Management Profiles 121 Profile 125
Service 115
Device Records 120 |
_//
Network VPN Tunnel
109 Server 117
Host Device 106
VM Execution Environment 133
Virtual Machine(s) 136
_ Guest Operating
Host Operating System 143
System 124 —
Guest Application 149
Host Management H

Component 126

{

Host Application 129

Hypervisor 139

Hypervisor Management

Component 151

Hypervisor Network
Profile(s) 153

Private Network
110

FIG. 1



Patent Application

Hypervisor

Management Service

115

Publication

o 203

Profile

Obtain request to
generate Hypervisor

L 206

Profile

Generate VM Profile
and Hypervisor

—

Provide VM Profile

209

Mar. 1, 2018 Sheet 2 of 5

Hypervisor Management
Component 151

US 2018/0063088 A1

VM Execution
Environment 133

—

Provide Hypervisor
Profile

210

/—212

Generate Hypervisor
Network Profile

FIG. 2

/—215

Generate VM




Patent Application Publication

VPN Tunnel Server

17

Hypervisor 139

Mar. 1,2018 Sheet 3 of 5 US 2018/0063088 A1

VM Execution
Environment 133

/’301

Initiate VM execution

o 303

A

Network traffic

o 305

Identify network
traffic corresponding
to Hypervisor
Network Profile

o 307

A

Route network traffic
with VPN

configuration
parameters

FIG. 3



Patent Application Publication = Mar. 1, 2018 Sheet 4 of 5 US 2018/0063088 A1

400
/

o 403
Execute virtual machine environment

¢ o 406

Execute hypervisor
v — 409

Obtain VM configuration from hypervisor
management service
413
Hypervisor
network profile? N

o 416

Save hypervisor network profile and associate with
VM signature

END

FIG. 4



Patent Application Publication = Mar. 1, 2018 Sheet 5 of 5 US 2018/0063088 A1

500
START /
S 503
Obtain network traffic from VM
506
Network traffic N
corresponds to
network profile?
S 509
Extract VPN configuration parameters
from hypervisor network profile
512 S 516
Profile :
requires traffic routed Route network traffic to
N Internet

/—515

Authenticate hypervisor to VPN tunnel
server using VPN tunnel parameters

¢ —518

Transmit network traffic VPN tunnel
server using VPN tunnel parameters

END

FIG. 5



US 2018/0063088 Al

HYPERVISOR NETWORK PROFILES TO
FACILITATE VPN TUNNEL

BACKGROUND

[0001] Virtual machines can be a convenient way for
information technology (IT) departments to deploy pre-
configured and secure computing resources to users of an
enterprise computing environment. Some companies allow
users to obtain virtual machines that are executed within a
virtual machine execution environment on their personal
machines or machines that are owned or managed by the
enterprise. Various enterprise resources, such as network
shares, identity or authentication servers, domain control-
lers, or other computers, might be segregated from the
public internet on a private or internal network. Access to
these resources can be restricted from an internal network by
a firewall for security purposes.

[0002] In some instances, a virtual private network (VPN)
capability can be provided that allows machines that are
external to the private network to be virtually seated within
the private network so that access to restricted enterprise
resources is possible. In many cases, the VPN capability is
provided by establishing a VPN tunnel server through which
a machine can “tunnel” into the private network from the
public internet. In this scenario, authentication of the user
and/or a machine from which a user is accessing the VPN
tunnel server is necessary. Additionally, a user might be
required to install or configure a VPN client on their
machines in order to access the VPN.

[0003] In the case of a virtual machine configured to
access enterprise resources that are behind a firewall and on
the private network, a user might be required to install or
configure a VPN client on a host machine in which the
virtual machine execution environment is executed, connect
to the VPN tunnel server using the VPN client, and then
execute the virtual machine.

[0004] Therefore, the security requirement of information
technology departments who wish to maintain a firewall
where network resources are secured can impose an educa-
tional burden on users who are required to learn how to use
a VPN client.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Many aspects of the present disclosure can be
better understood with reference to the following drawings.
The components in the drawings are not necessarily to scale,
with emphasis instead being placed upon clearly illustrating
the principles of the disclosure. Moreover, in the drawings,
like reference numerals designate corresponding parts
throughout the several views.

[0006] FIG. 1 is a drawing of an example of a networked
environment.
[0007] FIG. 2 shows a sequence diagram illustrating an

example of component interaction.

[0008] FIG. 3 shows a sequence diagram illustrating an
example of component interaction.

[0009] FIG. 4 shows a flowchart illustrating an example of
functionality implemented by a hypervisor management
component.

[0010] FIG. 5 shows a flowchart illustrating an example of
functionality implemented by hypervisor executed on a host
device.
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DETAILED DESCRIPTION

[0011] The present disclosure relates to the management
of virtual machines that can be deployed to computing
devices associated with users of an enterprise. In one
example, a host computing device can execute a virtual
machine execution environment, which can in turn execute
one or more virtual machines. In one example, the host
computing device can be a client device that is enrolled and
managed by a management service associated with an
enterprise. To this end, the host computing device can
execute a host management component, which can monitor
conditions associated with the host device. However, in
many examples of the disclosure, the host computing device
need not be a managed device and need not execute a host
management component.

[0012] In one scenario, the host management component
can determine whether the host device, a virtual machine
executed therein, or a hypervisor facilitating execution of the
virtual machine violate various compliance rules. If the host
device, the virtual machine, or the hypervisor violate a
compliance rule, the host management component can per-
form various remedial actions. For example, the host man-
agement component can take action against or modify a
condition of the host device, the virtual machine, or the
hypervisor.

[0013] A hypervisor management component can also
assess the compliance and operating conditions of a hyper-
visor component of a virtual machine execution environ-
ment. Additionally, a hypervisor management component
can receive and install profiles (e.g., configuration files,
XML code) from a remotely executed hypervisor manage-
ment service. The profiles can govern the behavior and
execution of the hypervisor and instruct the hypervisor to
enforce certain policies against one or more virtual machines
executed in a virtual machine execution environment.
[0014] Inexamples of this disclosure, the hypervisor man-
agement component can receive and enforce hypervisor
network profiles that specify how network traffic should be
routed or encapsulated with one or more security layers
without requiring any routing or security logic to be installed
or configured on a virtual machine. In one example, the
hypervisor network profile can provide virtual private net-
work (VPN) configuration parameters, and the hypervisor
can be embedded with logic that routes network traffic to a
VPN tunnel server so that a virtual machine is tunneled onto
a private network. In another example, access to the VPN
tunnel server by the virtual machine can be granularly
restricted such that communications to and/or from particu-
lar applications executed by the virtual machine, communi-
cations to and/or from particular network end-points, and
communications containing and/or not containing particular
content are routed through the VPN tunnel to the VPN
tunnel server. To this end, a profile can specity whether one
or more of the following should be routed through the VPN
tunnel: inbound communications to a particular application,
outbound communications to a particular application,
inbound communications from a particular network end-
point, outbound communications to a particular network
end-point, communications including particular content, and
communications that do not include particular content.
[0015] The hypervisor network profile and hypervisor can
provide this functionality without requiring that a VPN
client be installed or configured by a user on the host device
or on a virtual machine. As a result, the hypervisor man-
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agement component and hypervisor can improve the func-
tioning of computer systems and networks by allowing a
virtual machine to send and receive data as if it were
connected to an enterprise private network while reducing
the configuration and user-education burden imposed by
previous solutions. Additionally, the hypervisor manage-
ment component and hypervisor can improve the function-
ing of computer systems and networks by providing granular
access to the enterprise private network such that only
particular communications are routed through a VPN tunnel
into the enterprise private network, as described herein.
[0016] With reference to FIG. 1, shown is an example of
a networked environment 100. The networked environment
100 can include an enterprise computing environment 103,
a host device 106, and a VPN tunnel server 117 in data
communication through a network 109. The network 109
can include a public network, such as the Internet, one or
more intranets, extranets, wide area networks (WANSs), local
area networks (LANs), wired networks, wireless networks,
or any combination of two or more such networks. The
network 109 can include satellite networks, cable networks,
Ethernet networks, cellular networks, and telephony net-
works. The private network 110 can include a network that
might be situated or secured behind a firewall or otherwise
segregated from the network 109. In one example, the
private network 110 can include a corporate network that is
protected from the network 109 behind a firewall. The VPN
tunnel server 117 and the enterprise computing environment
103 can have access to the private network 110, as they can,
in some scenarios, act as conduits to resources attached to
the private network 110, such as data or other nodes attached
to the private network 110.

[0017] The enterprise computing environment 103 can be
a computing system operated by one or more enterprises,
such as a business, educational institution, government, or
other organization. The enterprise computing environment
103 can include a computing device, such as a server
computer, that can provide computing capabilities. Alterna-
tively, the enterprise computing environment 103 can
include multiple computing devices arranged in one or more
server banks or computer banks. For examples in which the
enterprise computing environment 103 includes multiple
computing devices, the computing devices can be located in
a single installation, or the computing devices can be dis-
tributed among multiple different geographical locations.
[0018] In some examples, the enterprise computing envi-
ronment 103 can include computing devices that together
form a hosted computing resource or a grid computing
resource. In other examples, the enterprise computing envi-
ronment 103 can operate as an elastic computing resource
for which the allotted capacity of computing-related
resources, such as processing resources, network resources,
and storage resources, can vary over time. In other
examples, the enterprise computing environment 103 can
include or be operated as one or more virtualized computer
instances that can be executed in order to perform the
functionality that is described herein.

[0019] The enterprise computing environment 103 can
include various systems. For example, the enterprise com-
puting environment 103 can include a management service
113 that can monitor and manage the operation of host
devices 106 or other computing devices that are associated
with the enterprise that operates the enterprise computing
environment 103. In some examples, the management ser-
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vice 113 can manage and oversee the operation of multiple
host devices 106 enrolled as managed devices that are
managed by the management service 113. The management
service 113 can also provide the host devices 106 with
access to email, calendar data, contact information, and
other resources associated with the enterprise. As noted
above, examples of this disclosure do not require that all
host devices 106 be enrolled as managed devices.

[0020] The enterprise computing environment 103 can
also include an enterprise data store 116. The enterprise data
store 116 can be representative of multiple enterprise data
stores 116 accessible by components in the networked
environment 100. The enterprise data store 116 can store
various data associated with the enterprise computing envi-
ronment 103. For example, the enterprise data store 116 can
store compliance rules 119, device records 120, hypervisor
profiles 121, user profiles 123, and virtual machine (VM)
profiles 125.

[0021] A device record 120 can include various security
settings selected for enforcement on a host device 106 that
is enrolled with the management service 113. Accordingly,
a device record 120 can include a device identifier associ-
ated with a client device, such as the host device 106, one or
more device certificates, a compliance status, and other data.
In some examples, a device record 120 can also identify a
user associated with a particular host device 106. A com-
pliance status stored in the device record 120 can indicate
whether a particular host device 106 is in compliance with
one or more compliance rules 119.

[0022] A device record 120 can also store other device
specific information, such as a device type, operating system
type or version, applications that are required or optional for
the device, or an enrollment status of the device. In this
scenario, the device record 120 can also indicate whether a
managed device is a computing device or a peripheral
device, such as a printer, scanner, or other device that can be
deployed in an environment and associated with a record in
a directory service. The device record 120 might also
include or be associated with a command queue through
which the management service 113 can manage an enrolled
host device 106.

[0023] In one example, the management service 113 can
cause a host management component 126 to control use of
the host device 106 or provision data to the host device 106
through use of a command queue provided by the manage-
ment service 113. The management service 113 can store
commands in a command queue associated with a particular
host device 106 and can configure the host management
component 126 executed by the host device 106 to retrieve
the contents of the command queue. In one example, the host
management component 126 can be configured to retrieve
the contents of the command queue on a configured interval,
such as every four hours, or upon occurrence of a certain
event, such as upon detecting an unauthorized application
executed by the host device 106, a connection by the host
device 106 to the network 109, or a boot up of the host
device 106. In any case, the host management component
126 can retrieve the contents of the command queue by
checking in with the management service 113 and requesting
the contents of the command queue. In one example, the
contents of the command queue can include a command that
the host management component 126 causes to be executed
on the host device 106. To this end, a command can cause
one or more files to be deleted from a memory of the host
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device 106, cause the host device 106 to be placed in a
“locked” mode, or cause the host device 106 to activate,
deactivate, or remove one or more profiles (e.g., VPN,
MDM profile) from the host device 106.

[0024] In another example, the contents of the command
queue can include a resource or a client application that the
host management component 126 causes to be installed on
the host device 106, which the host device 106 may access
through a specified uniform resource locator (URL).
[0025] Various compliance rules 119 can be enforced by
the management service 113 on a host device 106 enrolled
as a managed device. In one example, the command queue
can be leveraged to enforce compliance rules 119 on an
enrolled host device 106. Compliance rules 119 can be based
on time, geographical location, or device and network
properties. For instance, the host device 106 can satisfy a
compliance rule 119 when the host device 106 is located
within a particular geographic location. The host device 106
can satisfy a compliance rule 119 in other examples when
the host device 106 is in communication with a particular
local area network, such as a particular local area network
that is managed by the computing environment 203. Fur-
thermore, a compliance rule 119 in another example can be
based upon the time and date matching specified values.
[0026] A compliance rule 119 can specify that a host
device 106 is required to be off or in a low power “sleep”
state during a specified time period. Another compliance
rule 119 can specify that a host device 106 is required to be
on or in a normal operation “awake” state during a specified
time period. As another example, a compliance rule 119 can
specify that a host device 106 is prohibited from rendering
content that has been designated as confidential.

[0027] Other examples of compliance rules 119 include a
rule that specifies whether a host device 106 is compromised
or “jailbroken.” For example, a host device 106 can have
hardware or software protections in place that prevent
unauthorized modifications of the host device 106. If these
protections are violated, overridden or bypassed, the host
device 106 can be considered out of compliance. As another
example, a compliance rule 119 can specify that the host
device 106 is required to prompt a user for a password or
personal identification number (PIN) in order to unlock the
device.

[0028] A compliance rule 119 can also require that the host
device 106 have device encryption enabled, where data
stored on the device is stored in an encrypted form. The data
can be encrypted by a device certificate. A compliance rule
119 can also specify that the host device 106 is enrolled with
the management service 113 as a managed device, causing
the management service 113 to have device administrator
privileges over the host device 106 to control and/or con-
figure one or more functions of the host device 106 as
described herein. Another compliance rule 119 can specify
that the user is required to accept the terms of service that are
presented by the host management component 126 on the
host device 106. As another example, a compliance rule 119
can specify that the host management component 126 is
required to periodically communicate or “check-in” with the
management service 113 to report on its status. If a threshold
amount of time has elapsed since the previous check-in of
the host device 106, the device can be considered to have
violated this compliance rule 119.

[0029] Another compliance rule 119 can specify that a
host device 106 run one of a specified variants or versions
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of a particular operating system. A compliance rule 119 can
also specify that a particular manufacturer manufacture an
enrolled device, or that an enrolled device have a particular
manufacturer identifier. Another compliance rule 119 can
specify that an enrolled device be a particular model name
or model number. A host device 106 can also be considered
out of compliance if the device is in a data roaming mode or
has used a threshold amount of a periodic network data
usage allowance.

[0030] A compliance rule 119 can also identify a list of
required applications that must be installed on the host
device 106 or a list of forbidden applications that cannot be
installed on the host device 106. The host management
component 126 can remove a forbidden application or install
a missing required on application on the host device 106 in
response to detecting a violation of such a compliance rule
119. A compliance rule 119 can also require the presence of
a mobile device management (MDM) profile, an MDM
storage area, an application profile, and/or a configuration
profile. The host management component 126 can obtain
and store missing required data or containers on the host
device 106 in response to detecting a violation of such a
compliance rule 119.

[0031] In some examples, a virtual machine 136 can
execute a management component that exercises control and
management of the operation of the virtual machine 136
within the virtual machine execution environment 133. In
this way, any of the above examples of compliance rules 119
can be enforced on virtual machine 136 within a host device
106. Alternatively, a management component that exercises
control and management over the host device 106 or hyper-
visor 139 can enforce compliance rules 119 on a virtual
machine 136.

[0032] User data 123 contains information about users of
an enterprise. User data 123 can include profile information
about a user, authentication information about a user, appli-
cations that are installed on host devices 106 or virtual
machines 136 associated with the user, and other user
information. For example, user data 123 can include infor-
mation about host devices 106 and virtual machines 136 that
are associated with a user account of the user, enterprise
resources to which a particular user has access, such as
email, calendar data, documents, media, applications, net-
work sites, or other resources. The user data 123 can also
identify one or more user groups of which a particular user
is a member, which can in turn define the access rights of the
user to one or more enterprise resources as well as identify
which applications should be deployed to a host device 106
or virtual machine 136 associated with the user. Membership
in a user group can also define the compliance rules 119 to
which a particular user is subject. For instance, a compliance
rule 119 can include a whitelist or a blacklist that specifies
whether particular users or groups of users are authorized to
perform various functionalities, such as installing or execut-
ing a particular application.

[0033] Hypervisor profiles 121 contain information about
hypervisors 139 or virtual machine execution environments
133 that are deployed to various host devices 106 by the
enterprise and managed by the hypervisor management
component 115. The hypervisor profile 121 can contain
information about a hypervisor network profile 151, which
can be provisioned to a hypervisor 139 to cause the hyper-
visor 139 to apply specified routing or VPN parameters for
one or more virtual machines 136 executed by virtual
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machine execution environments 133. In one example, a
hypervisor profile 121 can be generated for each instance of
a virtual machine execution environment 133 that is
deployed to a host device 106 by the hypervisor manage-
ment component 115. The hypervisor profile 121 can be
associated with a particular user account and include VPN
authentication parameters or a certificate with which access
to the private network 110 can be authenticated. The hyper-
visor profile 121 can also identify a network address of the
VPN tunnel server 117 associated with the private network
110. The hypervisor profile 121 can further identify a
particular VPN protocol employed by the VPN tunnel server
117 to grant access to the private network 110.

[0034] The hypervisor profile 121 can also include iden-
tifiers or signatures for the virtual machines 136 that are
deployed to a particular virtual machine execution environ-
ment 133. In this way, a hypervisor profile 121 can define
policies or configuration parameters for specific virtual
machines 136, which can be user and/or device specific (as
individually specified or by virtue of a user or device
belonging to a particular group, as described herein). For
example, VPN configuration parameters can be assigned to
a particular virtual machine 136 executed in the virtual
machine execution environment 133. Further, a hypervisor
profile 121 can specify that access to the VPN tunnel server
by a virtual machine should be granularly restricted such
that communications to and/or from particular applications
executed by the virtual machine, communications to and/or
from particular network end-points, and communications
containing and/or not containing particular content are
routed through the VPN tunnel to the VPN tunnel server. To
this end, a hypervisor profile 121 can specify whether one or
more of the following should be routed through the VPN
tunnel: inbound communications to a particular application,
outbound communications to a particular application,
inbound communications from a particular network end-
point, outbound communications to a particular network
end-point, communications including particular content, and
communications that do not include particular content.

[0035] Virtual machine profiles 125 can be disk images or
virtual machine parameters from which a virtual machine
136 can be generated and deployed to a virtual machine
execution environment 133. The virtual machine profiles
125 can be tailored by an IT administrator to include
applications and/or services for a particular user of the
enterprise. For example, the virtual machine profile 125 for
a particular user can be pre-configured with his or her user
credentials or an authentication token so that, when executed
by the virtual machine execution environment 133 as a
virtual machine 136, the virtual machine 136 includes the
applications and services that the user requires. The appli-
cations and services that the user requires can be defined by
the user profile corresponding to the user within the enter-
prise computing environment 103.

[0036] The VPN tunnel server 117 can represent one or
more tunnel servers that can be employed to terminate a
tunnel connection from a host device 106 to the private
network 110. The VPN tunnel server 117 can implement one
or more VPN protocol that provide secure connectivity
between a machine external to the private network 110 and
other nodes on the private network 110. In other words, the
VPN tunnel server 117 can provide a network tunnel con-
nection that allows machines external to the private network
110, such as virtual machines 136 executing on the host
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device 106, to be seated on the private network 110 over a
secure VPN tunnel through the network 109, which can be
a public network such as the Internet. For instance, the VPN
tunnel can employ an encrypted communicational channel
(e.g., TLS) to prevent unauthorized access to communica-
tions between the host device 106 and other computing
devices connected to the private network 110.

[0037] The host device 106 can be representative of mul-
tiple client devices that can be coupled to the network 109.
The host device 106 can include a processor-based computer
system, such as a desktop computer, a laptop computer, a
personal digital assistant, a mobile phone, or a tablet com-
puter.

[0038] The host device 106 can include a host operating
system 124, the host management component 126, a host
application 129, and a virtual machine execution environ-
ment 133. The host operating system 124 can manage
hardware and software resources in the host device 106. The
host operating system 124 can also provide various services,
such as an interprocess communication service that can
facilitate various components within the host device 106
communicating and sharing data with each other.

[0039] The host application 129 can include a set of
computer programs that can perform various functionalities
when executed by the host device 106. For example, the host
application 129 can be a word processing application, a
video and image rendering application, or an email client.
The user of the host device 106 can operate and interact with
the host application 129 to perform various functionalities.
[0040] As noted above, the host management component
126 can monitor activity and settings in the host device 106,
including activity and settings of components in the virtual
machine execution environment 133, and determine whether
compliance rules 119 associated with the host device 106 are
satisfied. In some examples, the host management compo-
nent 126 can parse a data object that describes the state of
and settings for components in the host device 106 to
determine whether compliance rules 119 are satisfied. In
other examples, the host management component 126 can
communicate with the management service 113 or other
components in the host device 106 to determine whether the
management service 113 or the other components determine
that compliance rules 119 are satisfied. The host manage-
ment component 126 can also communicate with various
components in the host device 106, such as components in
the virtual machine execution environment 133.

[0041] In some examples, the host management compo-
nent 126 can be a portion of the host operating system 124.
In another example, the host management component 126
can operate in the application layer of the host device 106.
For instance, the host management component 126 can
operate as a dedicated application that can monitor and
manage data, software components, and hardware compo-
nents associated with the host device 106.

[0042] In some examples, at least a portion of the host
management component 126 can be included in the host
application 129. To this end, the enterprise computing envi-
ronment 103 can provide a software development kit (SDK)
that a developer of the host application 129 can use to insert
security libraries and other components of the host manage-
ment component 126 into the host application 129. In
another approach, the management service 113 or the devel-
oper of the host application 129 can incorporate libraries
into the host application 129 through a process known as
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“wrapping.” To wrap a host application 129, the developer
or management service 113 can decompile the host appli-
cation 129 and then insert the libraries into the decompiled
host application 129. The developer or management service
113 can then recompile the host application 129 with the
added security libraries.

[0043] Insome examples, a guest application 149 can also
be incorporated with the functionalities of the host manage-
ment component 126 through the wrapping process. In
either scenario, a wrapped application can be identified as an
application whose traffic is routed through a VPN tunnel to
the VPN tunnel server 117 while applications that are not
wrapped applications can have their traffic routed through
the network 109. Additionally, in some examples, the func-
tionality of a VPN client can be embedded within the SDK
so that a wrapped application can access the VPN tunnel
server 117 through a VPN tunnel without needing a VPN
client to create the VPN tunnel.

[0044] When a library is incorporated into a host applica-
tion 129, the functionality provided by the library can be
invoked by the host management component 126 when
executed in the host device 106. For example, if a security
library provides the ability to monitor and enable or disable
functionality provided by the host application 129, the host
management component 126 can call functions provided by
the library to monitor and enable or disable the functionality.
[0045] The virtual machine execution environment 133
can be an environment in which one or more virtual
machines 136 execute in the host device 106. In some
examples, the virtual machine execution environment 133
can be a containerized environment. In this regard, the host
device 106 can prohibit the transfer of at least some data into
and out of the virtual machine execution environment 133.
Thus, the operation of components in the virtual machine
execution environment 133 can be separate and isolated
from other components in the host device 106. Additionally,
the virtual machine execution environment 133 can monitor
requests or attempts by a user and/or a process executed by
a computing device to transmit data in and/or out of a virtual
machine, determine whether the communication would be
authorized based on compliance rules 119, and allow or
block the communication based thereon.

[0046] The virtual machine execution environment 133
can include a hypervisor 139 and a virtual machine 136. The
virtual machine 136 can be a virtualized computer instance
(e.g., image file) that, when executed, can emulate the
operation of components of a physical computer. The hyper-
visor can instantiate and execute the virtual machine 136. In
some examples, the hypervisor 139 can also monitor the
operation of the virtual machine 136 and provide status
information to the host management component 126, the
management service 113, and components within the virtual
machine 136. Additionally, the hypervisor 139 in some
examples can control various components within the virtual
machine 136.

[0047] In some examples, the hypervisor 139 can be an
application that provides an execution platform for one or
more virtual machines 146 by providing a containerized
environment in which data is allowed to be transmitted to
and from a guest operating system when various compliance
rules 119 are satisfied. The hypervisor 139 can obtain a
package, such as a disk image file, for the virtual machine
136, and install or mount the package to thereby install the
virtual machine 136. The hypervisor 139 can also render
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user interfaces for a guest operating system and cause the
user interfaces to be displayed through a user interface
within the host operating system 124. Additionally, the
hypervisor 139 can intercept hardware calls made by the
guest operating system (i.e., executed by a virtual machine)
or applications executed thereby, potentially modity or inter-
pret those calls, and relay the calls to the kernel of the host
operating system 124. The hypervisor 139 can also control
and allocate system resources for the virtual machine 136
based on host operating system 124 instructions and the
availability of host device 106 resources (e.g., storage,
compute, input/output components). The hypervisor 139 can
also function as a communication interface between the
virtual machine 146 and components outside of the virtual
machine execution environment 133. For example, the
hypervisor 139 can receive network traffic from a virtual
machine 136 and route or otherwise transmit the network
traffic to the network 109 on behalf of the virtual machine
136.

[0048] The virtual machine 136 can include a guest oper-
ating system 143 and a guest application 149. The guest
operating system 143 can manage emulated hardware and
software resources for the virtual machine 136. The guest
operating system 143 can also provide various services, such
as an interprocess communication service that can facilitate
various components within the virtual machine 136 com-
municating with each other.

[0049] The guest application 149 can include a set of
computer programs that can perform various functionality
when executed by the virtual machine 136. For example, the
guest application 149 can be a word processing application,
a video and image rendering application, or an email client.
The user can request to execute and interact with the guest
application 149 to perform various functionalities. The guest
application 149 can include email clients, development
environments, or any other applications that a user might
wish to execute on a virtual machine 136. The guest appli-
cation 149 can further represent applications that are
deployed by an administrator to a virtual machine 136 using
a virtual machine profile 125.

[0050] In some examples, a virtual machine 136 can
execute a guest management component, which can monitor
activity and settings of components in the virtual machine
136 just as the host management component 126 can man-
age the host device 106. In addition, the guest management
component can monitor activity and settings of components
outside of the virtual machine 136. In some examples, the
guest management component can parse a data object that
describes the states and settings of components associated
with the virtual machine 136 to determine whether the
compliance rules 119 are violated. In other examples, the
guest management component can provide such a data
object to the management service 113 or the host manage-
ment component 126, which they can use to determine
whether various components are compliant. The guest man-
agement component can also communicate with various
components in the host device 106, such as the hypervisor
139, the host management component 126, and host appli-
cations 129. For example, the guest management component
can communicate with the host management component 126
to inform the host management component 126 of whether
the guest management component has determined that vari-
ous components in the virtual machine 136 are compliant
with applicable compliance rules 119.
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[0051] In some examples, the virtual machine execution
environment 133 can be deployed and configured by the
management service 113 or the hypervisor management
service 115. Further description regarding the deployment
and configuration of virtual machine execution environ-
ments 133 is provided in U.S. patent application Ser. No.
15/019,193, titled “MANAGED VIRTUAL MACHINE
DEPLOYMENT” and filed on Feb. 9, 2016, which is
incorporated by reference herein in its entirety.

[0052] Virtual machines 136 can be deployed by the
management service 113 by providing a virtual machine
profile 125 or a disk image that is stored on the host device
106 by the virtual machine execution environment 133 or
the host management component 126. In one example, the
management service 113 can transmit a virtual machine
profile 125 to the virtual machine execution environment
133, which can generate and execute a virtual machine 136
with the properties and capabilities specified by the virtual
machine profile 125. As noted above, a particular virtual
machine 136 can be bundled with the operating system,
applications, and services that are associated with a particu-
lar user profile associated with a user (or her device) enrolled
with and/or accessing resources provided by the enterprise
computing environment 103.

[0053] A virtual machine 136 can be associated with an
identifier or signature that uniquely identifies the virtual
machine 136 with respect to other virtual machines 136
executed in the virtual machine execution environment 133.
The signature can be included within a disk image or virtual
machine profile 125 that is provided by the management
service 113 or hypervisor management service 115 to the
virtual machine execution environment 133. The signature
can allow the hypervisor 139 to uniquely identify network
traffic emanating from a particular virtual machine 136.
[0054] The hypervisor 139 can also include or execute a
hypervisor management component 151. The hypervisor
management component 151 can manage the functionality
of the hypervisor 139 on behalf of the hypervisor manage-
ment service 115. In one example, the hypervisor manage-
ment component 151 can obtain one or more hypervisor
network profiles 153 from the hypervisor management ser-
vice 115. The hypervisor management service 115 can
manage instances of hypervisors 139 that are deployed
within virtual machine execution environments 133
deployed to host devices 106. The hypervisor management
service 115 can manage hypervisors 139 by providing
hypervisor network profiles 153 to a hypervisor 139. In
some examples, the hypervisor management service 115 can
provide other types of profiles or restrictions that the hyper-
visor management component 151 can enforce on the hyper-
visor 139.

[0055] A hypervisor network profile 153 can specify
authentication or configuration parameters that the hypervi-
sor 139 can use to route network traffic from a virtual
machine 136 to the VPN tunnel server 117. The hypervisor
139 can create a tunnel connection to the VPN tunnel server
117 on behalf of a virtual machine 136 without a VPN client
needing to be installed or configured on the virtual machine
136. Because the hypervisor 139 acts as a conduit between
a virtual machine 136 and the hardware resources of the host
device 106, the hypervisor 139 can include logic that encap-
sulates network traffic from a virtual machine 136 with a
security layer consistent with a VPN protocol supported by
the VPN tunnel server 117. In other words, the hypervisor
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139 can route network traffic from a virtual machine 136 to
the VPN tunnel server 117 through a VPN tunnel over the
network 109.

[0056] Inoneexample, the hypervisor network profile 153
can include an authentication token, or username and pass-
word of a particular user of the enterprise. The hypervisor
network profile 153 can also include a security certificate
with which network traffic can be encrypted and sent to the
VPN tunnel server 117. The hypervisor network profile 153
can also specify that network traffic emanating from certain
virtual machines 136 deployed by the management service
113 or hypervisor management service 115 with a particular
signature or identifier should be routed to the VPN tunnel
server 117. In another example, the hypervisor network
profile 153 can specify that network traffic destined for a
particular network address, such as an internet protocol (IP)
address or domain name, should be routed to the VPN tunnel
server 117 or transmitted according to a VPN protocol
specified by the hypervisor network profile 153.

[0057] A hypervisor network profile 153 can also granu-
larly restricted access to the VPN tunnel server 117 such that
communications to and/or from particular applications
executed by the virtual machine 136, communications to
and/or from particular network end-points, and communi-
cations containing and/or not containing particular content
are routed through the VPN tunnel to the VPN tunnel server
117. To this end, a hypervisor network profile 153 can
specify whether one or more of the following should be
routed through the VPN tunnel: inbound communications to
a particular guest application 149, outbound communica-
tions to a particular guest application 149, inbound commu-
nications from a particular network end-point, outbound
communications to a particular network end-point, commu-
nications including particular content, and communications
that do not include particular content.

[0058] With reference to FIG. 2, shown is a sequence
diagram illustrating an example of interactions of compo-
nents in the networked environment 100. The sequence
diagram of FIG. 2 illustrates an example of the hypervisor
management service 115 deploying a virtual machine 136
and a hypervisor network profile 153 to a host device 106.
In some examples, the depicted functionality can be per-
formed in part or in whole by the management service 113
with respect to a host device 106 that is a managed device.
[0059] Starting at step 203, the hypervisor management
service 115 can obtain a request to generate a hypervisor
profile 121 specifying VPN configuration parameters that
specify how a hypervisor 139 should route network traffic
from a virtual machine 136 to the network 109 or to the
private network 110 through the VPN tunnel server 117. For
example, an administrator can utilize a console application
(e.g., using a browser) to manipulate a user interface gen-
erated by the device management service 113 in which the
administrator can define the VPN configuration parameters
that should be embedded within a virtual machine profile
125.

[0060] Then, at step 206, the hypervisor management
service 115 can generate a virtual machine profile 145 on
behalf of a user. In one example, a user can navigate to a
website or launch a user interface front-end associated with
the virtual machine execution environment 133 and enter his
or her user credentials. Upon authenticating the user, the
hypervisor management service 115 can generate a virtual
machine profile 125 for a particular virtual machine 136,
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which can include information about the operating system,
applications and services with which the virtual machine
136 should be provisioned when executed by the virtual
machine execution environment 133.

[0061] The hypervisor management service 115 can also
generate a hypervisor profile 121 corresponding to the
virtual machine profile 125. The hypervisor profile 121 can
include VPN configuration parameters that specify how the
hypervisor 139 can route network traffic from a virtual
machine 136 corresponding to the virtual machine profile
125 over the network 109. For instance, the hypervisor
profile 121 can specify that traffic destined for a particular
network address should be routed to the VPN tunnel server
117. The hypervisor profile 121 can also specify that net-
work traffic originating to or from a particular application
should be routed through a VPN tunnel. The VPN configu-
ration parameters embedded within the hypervisor profile
121 can also specify authentication parameters, credentials,
or tokens that the hypervisor 139 can utilize to authenticate
itself with the VPN tunnel server 117. For example, the
hypervisor profile can include or specify a certificate that
can be used to authenticate the hypervisor 139 with the VPN
tunnel server 117. The hypervisor profile 121 can also
identify a particular VPN protocol that should be utilized to
create a VPN tunnel connection to the VPN tunnel server
117.

[0062] Next, at step 209, the virtual machine profile 145
can be provided to one or both of the hypervisor manage-
ment component 151 and the virtual machine execution
environment 133 on a host device 106 associated with the
user. The virtual machine profile 145 can be provided to the
virtual machine execution environment 133 by transmitting
the virtual machine profile 145 over the network 109. The
virtual machine execution environment 133 can receive the
virtual machine profile 145 and cause the virtual machine
profile 145 to be installed on the host device 106 or within
the virtual machine execution environment 133.

[0063] Then, at step 210, the hypervisor profile 121 can be
provided to the hypervisor management component 151 so
that the hypervisor 139 can be configured with the VPN
configuration parameters that correspond to the generated
virtual machine 136. The hypervisor profile 121 can be
provided to the hypervisor management component 151 by
transmitting the hypervisor profile 121 over the network
109. The hypervisor management component 121 can
receive the hypervisor profile 121 and cause the hypervisor
profile 121 to be installed within the hypervisor 139 or
within the virtual machine execution environment 133 on
the host device 106.

[0064] Next, at step 212, the hypervisor management
component 151 can generate a hypervisor network profile
153 that is stored in association with the virtual machine
execution environment 133. In this way, the hypervisor
management service 115 can manage behavior of the hyper-
visor 139 of the virtual machine execution environment 133
with respect to virtual machines 136 that are deployed on
behalf of the enterprise.

[0065] Specifically, the hypervisor 139 can carry out par-
ticular network routing and encryption without requiring a
VPN client be installed on the host device 106 or on the
virtual machine 136. In this way, network traffic from a
particular virtual machine 136 can be routed to the VPN
tunnel server 117 without requiring the user to install,
configure, or even authenticate with a VPN client. This can
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provide the ability for a user to launch a virtual machine 136
and authenticate his or her credentials with a domain con-
troller as if the virtual machine 136 is on the private network
110. The network traffic to the domain controller can be
transmitted securely through a VPN tunnel connection to the
VPN tunnel server 117 without requiring the user to even
launch a VPN client on the host device 106 or within the
virtual machine 136.

[0066] Finally, at step 215, the virtual machine execution
environment 133 can generate the virtual machine 136 on
the host device 106, which can in turn be executed by the
user. The virtual machine execution environment 133 can
generate a virtual machine 136 in a file format that can be
executed by the hypervisor 139 within the virtual machine
execution environment 133. In some examples, the virtual
machine 136 can be embedded within the virtual machine
profile 125 as a disk image. In other examples, an executable
virtual machine 136 can be created from virtual machine
parameters within the virtual machine profile 125. The
virtual machine profiles 125 can include authentication
credentials of a user or certain applications or services for a
particular user or user group.

[0067] With reference to FIG. 3, shown is a sequence
diagram illustrating another example of interactions of com-
ponents in the networked environment 100. The sequence
diagram of FIG. 3 illustrates an example of the hypervisor
139 routing network traffic according to a hypervisor net-
work profile 153.

[0068] Beginning with step 301, the virtual machine
execution environment 133 can initiate execution of a par-
ticular virtual machine 136. As noted above, the virtual
machine 136 can have a particular signature or identifier.
The virtual machine execution environment 133 can initiate
execution of a virtual machine 136 by executing the virtual
machine 136 utilizing the hypervisor 139. The hypervisor
139 can in turn provide access to the hardware resources of
the host device 106 on behalf of the virtual machine 136. In
this way, from a user point-of-view, the virtual machine 136
represents a distinct computing environment that is executed
on the host device 106.

[0069] At step 303, the virtual machine 136 can direct
network traffic to the hypervisor 139. As with all virtual
machines 136 executed within the virtual machine execution
environment 133, the hypervisor 139 can handle requests to
interact with the physical resources of the host device 106.
For instance, the physical resources of the host machine 106
can include a network interface used to access the network
109. Therefore, as the virtual machine 136 generates net-
work traffic, the hypervisor 139 can route the network traffic
generating by applications within the virtual machine 136 to
the network 109.

[0070] At step 305, the hypervisor 139 can identify that
the network traffic is being transmitted by a virtual machine
136 that corresponds to hypervisor network profile 153 that
specifies that the network traffic should be routed through a
VPN tunnel connection over the network 109 to the VPN
tunnel server 117. In one example, the hypervisor network
profile 153 can specify that traffic destined for a particular
network address should be routed to the VPN tunnel server
117. Accordingly, the hypervisor 139 can identify network
traffic destined for the particular network address. The
hypervisor network profile 153 can also specify that network
traffic originating from a particular application should be
routed through a VPN tunnel. Accordingly, the hypervisor
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139 can identify network traffic sent from the particular
application specified by the hypervisor network profile 153.
The application can be identified by the hypervisor network
profile 153 by an application or package identifier.

[0071] At step 307, the hypervisor 139 can route the
network traffic, encapsulate the network traffic with a secu-
rity layer, or otherwise cause the network traffic to be sent
through a VPN tunnel connection to the VPN tunnel server
117. The hypervisor 139 can route the network traffic to the
VPN tunnel server 117 using the VPN configuration param-
eters from the hypervisor network profile 153 deployed by
the hypervisor management service 115. In this way, net-
work traffic is securely routed to the VPN tunnel server 117.
Should access of the virtual machine 136 to the VPN tunnel
server 117 be revoked, the hypervisor management service
115 can send a command to the hypervisor 139 instructing
the hypervisor 139 to remove the hypervisor network profile
153 or invalidate the credentials of the user or virtual
machine 136 or an authentication token that are embedded
within the hypervisor network profile 153. In one example,
access to the VPN tunnel server 117 can be revoked by an
administrator of the VPN tunnel server 117 by invalidating
the authentication credentials, authentication token, or cer-
tificate used by the hypervisor 139 to access the VPN tunnel
server 117.

[0072] With reference to FIG. 4, shown is a flowchart that
provides a method 400 according to various examples. In
particular, FIG. 4 provides an example of how a hypervisor
management service 115 can provision a virtual machine
136 and a hypervisor network profile 153 to a host device
106.

[0073] Beginning with step 403, the host device 106 can
execute a virtual machine execution environment 133. The
virtual machine execution environment 133 can be deployed
by the management service 113 or installed by a user onto
the host device 106. In one example, the management
service 113 can instruct the host device 106 to execute the
virtual machine execution environment 133, such as by
placing a command in a command queue associated with the
host device 106 provided by the management service 113
which can be retrieved by a host management component
126.

[0074] Next, at step 406, the host device 106 can execute
the hypervisor 139. The hypervisor 139 can be executed by
the virtual machine execution environment 133. The virtual
machine execution environment 133 can execute the hyper-
visor 139 so that virtual machines 136 that are deployed onto
a host device 106 and executed within the virtual machine
execution environment 133 can access the physical
resources of the host device 106.

[0075] Then, at step 409, the hypervisor management
component 151 can obtain a virtual machine configuration
from the hypervisor management service 115. In one
example, a virtual machine configuration can include a
virtual machine profile 125 as well as a hypervisor profile
121. The virtual machine profile 125 and hypervisor profile
121 can deployed to the hypervisor management component
151 by placing a command in a command queue associated
with the host device 106. The command queue can be
provided by the hypervisor management service 115 and
retrieved by the hypervisor management component 151.
[0076] At step 413, the hypervisor management compo-
nent 151 can determine whether hypervisor profile 121 is
associated with a hypervisor network profile 153. The hyper-
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visor network profile 153 can specify how network traffic
from a particular virtual machine 136 should be routed
according to a VPN configuration. If there are no hypervisor
network profiles 153 associated with the hypervisor profile
121, the process can proceed to completion.

[0077] If there are one or more hypervisor network pro-
files 153 associated with the hypervisor profile 121, at step
416, the hypervisor management component 151 can asso-
ciate a hypervisor network profile 153 with a particular
virtual machine 136 accessible to the host device 106. The
hypervisor network profile 153 can specify that certain
network traffic from a certain virtual machine 136 should be
routed to the public Internet and that other traffic should be
routed through a VPN tunnel to a VPN tunnel server 117.
The hypervisor network profile 153 can also specify that
network traffic from a particular application executed by a
virtual machine 136 should be routed through the VPN
tunnel to the VPN tunnel server 117. The hypervisor net-
work profile 153 can further specify that network traffic
containing particular data or particular types of data should
be routed through the VPN tunnel to the VPN tunnel server
117. The network traffic can be identified by domain name,
from a particular application on the virtual machine 136, or
by IP address. The hypervisor network profile 153 can also
specify that all traffic from a certain virtual machine 136
should be routed through a VPN tunnel to a VPN tunnel
server 117. Thereafter, the process can proceed to comple-
tion.

[0078] With reference to FIG. 5, shown is a flowchart that
provides a method 500 according to various examples. In
particular, FIG. 5 provides an example of how a hypervisor
139 can route network traffic from a virtual machine 136
according to a hypervisor network profile 153.

[0079] Beginning with step 503, the hypervisor 139 can
obtain network traffic from a virtual machine 136 provi-
sioned to and executed by the virtual machine execution
environment 133. The virtual machine 136 can be provi-
sioned by the management service 113 or hypervisor man-
agement service 115 to a host device 106 on behalf of an
enterprise. In one scenario, the host device 106 is a managed
device. In other scenarios, the virtual machine execution
environment 133 or just the hypervisor 139 can be managed
by a remotely executed hypervisor management service 115
or any other service that only manages certain components
executed on the host device 106. The network traffic can be
transmitted to or from an application executed by the virtual
machine 136.

[0080] At step 506, the hypervisor 139 can determine
whether the network traffic is transmitted to or from a virtual
machine 136 having a signature or identifier for which a
hypervisor network profile 153 has been saved on the host
device 106. If no hypervisor network profile 153 exists for
the virtual machine 136 or if no particular routing instruc-
tions are specified by a hypervisor network profile 153, the
process can proceed to step 516, where the network traffic is
routed by the hypervisor 139 to the public Internet or to the
network 109.

[0081] The hypervisor 139 can identify network traffic
associated with a hypervisor network profile 153 by deter-
mining that the hypervisor network profile 153 identifies that
network traffic by specifying a particular virtual machine
136 signature. The hypervisor network profile 153 can also
identify particular network by identifying a particular net-
work endpoint to which network traffic is directed. Addi-
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tionally, the hypervisor network profile 153 can identify
network traffic by specifying a particular application that is
executed within a virtual machine 136. If the network traffic
is not associated with a particular hypervisor network profile
153, the process can proceed to step 516. At step 516, the
network traffic is routed by the hypervisor 139 to the public
Internet, or the network 109. Otherwise, the process pro-
ceeds to step 509.

[0082] At step 509, the hypervisor 139 can extract VPN
configuration parameters from the hypervisor network pro-
file 153. The VPN configuration parameters can specify
whether certain or all network traffic from a particular virtual
machine 136 should be routed to a VPN tunnel server 117
that provides access to a private network 110. The VPN
configuration parameters can specify whether certain or all
network traffic sent to or from a particular network endpoint
should be routed to a VPN tunnel server 117. Additionally,
the VPN configuration parameters can specify whether
certain or all network traffic sent to or from a particular
application should be routed to a VPN tunnel server 117.
[0083] The process can then proceed to step 512. At step
512, the hypervisor 139 can determine whether the hyper-
visor network profile 153 specifies that the network traffic
should be routed to a VPN tunnel server 117 or through the
public Internet. The hypervisor network profile 153 can
specify that traffic emanating from a particular application or
with a particular domain name, IP address, or IP address
range, should be routed to the VPN tunnel server 117 using
a particular VPN protocol. The hypervisor network profile
153 can also specify authentication parameters or a certifi-
cate with which the network traffic should be encrypted. If
the hypervisor network profile 153 does not specify that the
network traffic should be routed to the VPN tunnel server
117, the process can proceed from step 512 to 516, where the
network traffic is routed by the hypervisor 139 to the public
Internet, or the network 109.

[0084] If the hypervisor network profile 153 does specify
that the network traffic should be routed to a particular VPN
tunnel server 117, the process can proceed from step 512 to
step 515, where the hypervisor can authenticate with the
VPN tunnel server 117 using the VPN configuration param-
eters extracted from the hypervisor network profile 153.
[0085] Next, at step 518, the hypervisor 139 can transmit
the network traffic to the VPN tunnel server 117 by estab-
lishing a VPN tunnel using the VPN configuration param-
eters from the hypervisor network profile 153. The VPN
tunnel can be established between the hypervisor 139 and
the VPN tunnel server 117 using a VPN protocol specified
by the hypervisor network profile 153. The VPN tunnel can
be secured using authentication credentials, authentication
token, or a certificate extracted from the hypervisor network
profile 153. Upon establishing the VPN tunnel, the hyper-
visor 139 can route the network traffic obtained from the
virtual machine 136 at step 503 to the VPN tunnel server 117
through the VPN tunnel. Thereafter, the process can proceed
to completion.

[0086] The sequence diagrams and flowcharts discussed
above show examples of the functionality and operation of
implementations of components described herein. The com-
ponents of the networked environment 100 described herein
can be embodied in hardware, software, or a combination of
hardware and software. If embodied in software, each step
in the sequence diagrams and flowcharts can represent a
module or a portion of code that includes computer instruc-
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tions to implement the specified logical functions. The
computer instructions can include source code that com-
prises human-readable statements written in a programming
language or machine code that comprises machine instruc-
tions recognizable by a suitable execution system, such as a
processor in a computer system. If embodied in hardware,
each step can represent a circuit or a number of intercon-
nected circuits that implement the specified logical func-
tions.

[0087] Although the sequence diagrams and flowcharts
discussed above show a specific order of execution, the
order of execution can differ from that which is shown. For
example, the order of execution of two or more steps can be
switched relative to the order shown. Also, two or more steps
shown in succession can be executed concurrently or with
partial concurrence. Further, in some examples, one or more
of the steps shown in the flowcharts can be skipped or
omitted. In addition, any number of counters, state variables,
warning semaphores, or messages can be added to the
logical flow described herein, for purposes of enhanced
utility, accounting, performance measurement, or trouble-
shooting aid.

[0088] The enterprise computing environment 103 and
host device 106 can include at least one processing circuit.
Such a processing circuit can include one or more processors
and one or more storage devices that are coupled to a local
interface. The local interface can include a data bus with an
accompanying address/control bus.

[0089] A storage device for a processing circuit can store
data and components that are executable by the one or more
processors of the processing circuit. In some examples, at
least portions of the management service 113, the host
operating system 124, the host management component 126,
the host application 129, and the hypervisor 139 can be
stored in one or more storage devices and be executable by
one or more processors. Also, the enterprise data store 116
can be located in the one or more storage devices.

[0090] Components described herein can be embodied in
the form of hardware, as software components that are
executable by hardware, or as a combination of software and
hardware. If embodied as hardware, the components
described herein can be implemented as a circuit or state
machine that employs any suitable hardware technology.
Such hardware technology includes, for example, micropro-
cessors, discrete logic circuits having logic gates for imple-
menting various logic functions upon an application of one
or more data signals, application specific integrated circuits
(ASICs) having appropriate logic gates, or programmable
logic devices, such as field-programmable gate array (FP-
GAs) and complex programmable logic devices (CPLDs).
[0091] Also, one or more or more of the components
described herein that include software or computer instruc-
tions can be embodied in any non-transitory computer-
readable medium for use by or in connection with an
instruction execution system such as, for example, a pro-
cessor in a computer system or other system. Such a
computer-readable medium can contain, store, and maintain
the software and computer instructions for use by or in
connection with the instruction execution system.

[0092] A computer-readable medium can comprise a
physical media, such as magnetic, optical, semiconductor, or
other suitable media. Examples of a suitable computer-
readable media include solid-state drives, magnetic drives,
flash memory, and storage discs, such as compact discs
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(CDs). Further, any logic or component described herein can
be implemented and structured in a variety of ways. For
example, one or more components described can be imple-
mented as modules or components of a single application.
Additionally, one or more components described herein can
be executed in one computing device or by using multiple
computing devices.

[0093] The examples described above are merely
examples of implementations to set forth for a clear under-
standing of the principles of the disclosure. Many variations
and modifications can be made to the examples described
above without departing substantially from the spirit and
principles of the disclosure. All such modifications and
variations are intended to be included herein within the
scope of this disclosure.

Therefore, the following is claimed:

1. A method, comprising:

causing a virtual machine execution environment to be
executed by a host device, wherein the virtual machine
execution environment comprises a hypervisor and a
hypervisor management component, the hypervisor
management component configured to communicate
with a hypervisor management service over a network
connection;

causing a first virtual machine to be executed within the
virtual machine execution environment;

identifying a hypervisor network profile associated with
the hypervisor management service, the hypervisor
network profile specifying a first network configuration
for the first virtual machine, the first network configu-
ration specifying configuration properties for a virtual
private network (VPN) tunnel connection; and

routing network traffic associated with the first virtual
machine through the VPN tunnel connection.

2. The method of claim 1, wherein the hypervisor network
profile specifies authentication parameters for the VPN
tunnel connection.

3. The method of claim 2, wherein the authentication
parameters comprise at least one of an authentication token,
a username, a password, or a security certificate.

4. The method of claim 1, wherein the hypervisor network
profile specifies a VPN tunnel server through which the
network traffic should be routed onto a private network.

5. The method of claim 1, wherein the hypervisor network
profile specifies that network traffic associated with a par-
ticular network address should be routed through the VPN
tunnel connection and that network traffic associated with a
network address that is not the particular network address
should be routed to the public Internet.

6. The method of claim 1, wherein executing the first
virtual machine within the virtual machine execution envi-
ronment further comprises generating the first virtual
machine from a first virtual machine configuration associ-
ated with the hypervisor management service.

7. The method of claim 1, wherein routing network traffic
from the first virtual machine through the VPN tunnel
connection further comprises identifying the network traffic
from the first virtual machine based upon a signature asso-
ciated with the first virtual machine.

8. A system, comprising:

a host device comprising a virtual machine execution
environment, wherein the virtual machine execution
environment comprises a hypervisor and a virtual
machine;

Mar. 1, 2018

a storage device storing a plurality of computer instruc-
tions executable by the host device, wherein the plu-
rality of computer instructions cause the host device to
at least:
cause a virtual machine execution environment to be
executed by a host device, wherein the virtual
machine execution environment comprises a hyper-
visor and a hypervisor management component, the
hypervisor management component configured to
communicate with a hypervisor management service
over a network connection;

cause a first virtual machine to be executed within the
virtual machine execution environment;

identify a hypervisor network profile associated with
the hypervisor management service, the hypervisor
network profile specifying a first network configu-
ration for the first virtual machine, the first network
configuration specifying configuration properties for
a virtual private network (VPN) tunnel connection;
and

route network traffic associated with the first virtual
machine through the VPN tunnel connection.

9. The system of claim 8, wherein the hypervisor network
profile specifies authentication parameters for the VPN
tunnel connection.

10. The system of claim 9, wherein the authentication
parameters comprise at least one of an authentication token,
a username, a password, or a security certificate.

11. The system of claim 8, wherein the hypervisor net-
work profile specifies a VPN tunnel server through which
the network traffic should be routed onto a private network.

12. The system of claim 8, wherein the hypervisor net-
work profile specifies that network traffic associated with a
particular network address should be routed through the
VPN tunnel connection and that other network traffic asso-
ciated with a network address that is not the particular
network address should be routed to the public Internet.

13. The system of claim 8, wherein the first virtual
machine is executed within the virtual machine execution
environment, the plurality of computer constructions further
causes the at least one computing device to at least generate
the first virtual machine from a first virtual machine con-
figuration associated with the hypervisor management ser-
vice.

14. The system of claim 8, wherein network traffic is
routed from the first virtual machine through the VPN tunnel
connection further comprises identifying the network traffic
from the first virtual machine based upon a signature asso-
ciated with the first virtual machine.

15. A non-transitory computer-readable medium storing a
plurality of computer instructions executable by a host
device, wherein the host device comprises a virtual machine
execution environment that comprises a hypervisor and a
virtual machine, wherein the plurality of computer instruc-
tions cause the host device to at least:

cause a virtual machine execution environment to be
executed by a host device, wherein the virtual machine
execution environment comprises a hypervisor and a
hypervisor management component, the hypervisor
management component configured to communicate
with a hypervisor management service over a network
connection;

cause a first virtual machine to be executed within the
virtual machine execution environment;
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identify a hypervisor network profile associated with the
hypervisor management service, the hypervisor net-
work profile specifying a first network configuration for
the first virtual machine, the first network configuration
specifying configuration properties for a virtual private
network (VPN) tunnel connection; and

route network traffic associated with the first virtual

machine through the VPN tunnel connection.

16. The non-transitory computer-readable medium of
claim 15, wherein the hypervisor network profile specifies
authentication parameters for the VPN tunnel connection.

17. The non-transitory computer-readable medium of
claim 15, wherein the hypervisor network profile specifies a
VPN tunnel server through which the network traffic should
be routed onto a private network.

18. The non-transitory computer-readable medium of
claim 15, wherein the hypervisor network profile specifies
that network traffic associated with a particular network
address should be routed through the VPN tunnel connection
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and that other network traffic associated with a network
address that is not the particular network address should be
routed to the public Internet.

19. The non-transitory computer-readable medium of
claim 15, wherein the first virtual machine is executed
within the virtual machine execution environment, the plu-
rality of computer instructions further causing the host
device to at least generate the first virtual machine from a
first virtual machine configuration associated with the hyper-
visor management service, transmitted to.

20. The non-transitory computer-readable medium of
claim 15, wherein network traffic is routed from the first
virtual machine through the VPN tunnel connection, the
plurality of computer instructions further causing the host
device to identify the network traffic from the first virtual
machine based upon a signature associated with the first
virtual machine.



