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DYNAMIC REAL-TIME TIERED CLIENT ACCESS

INVENTORS: DAVID L. BROWN AND FRED S. HIRT

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims priority, under 35 U.S.C. § 120, to U.S.
Patent Application No. 11/620,577, filed January 5, 2007 and entitled “Dynamic Real-
Time Tiered Client Access,” which claims the benefit, under 35 U.S.C. § 119, of U.S.
Provisional Patent Application No. 60/760,362, filed January 6, 2006 and entitled
“Securing Transactions Between an Electric Key and Lock Within Proximity of Each

Other,” the entireties of which are hereby incorporated by reference.

BACKGROUND
[0002] Optimizing sales transactions, providing secure access to physical and
digital assets, uniquely identifying individuals, and generally improving communications
and data exchange are challenges faced by many businesses and organizations. Ensuring
that these processes are safe, efficient, reliable, and simple is important to companies,
merchants, service providers, users, and consumers. Well-known technologies such as
user-specific magnetic cards (e.g., credit and debit cards, employee badges), and more
recent developments such as contactless cards designed to allow access or authorization
when placed near a compatible reader, are examples of attempts to address the need to
instill efficiency and integrity in, for example, the general classes of transactions

described above.

SUMMARY
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[0003] According to at least one aspect of one or more embodiments of the present
invention, a method of facilitating data exchange includes: assigning a first specific time
slot for a first client device to wirelessly communicate with a fixed proximity-based
reader device; and assigning a second specific time slot for a second client device to

wirelessly communicate with the fixed proximity-based reader device.

[0004] According to at least one other aspect of one or more embodiments of the
present invention, an apparatus includes: a physical, portable key device adapted to
wirelessly communicate data with a fixed reader device when located in a wireless
coverage arca of the fixed reader device, where the key device is arranged to
communicate with the fixed reader device during a time slot determined based on a bit

field stored in the key device.

[0005] According to at least one other aspect of one or more embodiments of the
present invention, a system includes: a fixed reader device operatively connected to a
network device and having a first wireless coverage range within a second wireless
coverage range; and a portable client device arranged to wirelessly communicate data
with the fixed reader device when the client device is within the first wireless coverage
range, where a time slot during which the client device communicates data with the fixed
reader device is determined based on synchronization information received by the client

device.

[0006] According to at least one other aspect of one or more embodiments of the
present invention, a system includes: a network device arranged to wirelessly broadcast

synchronization information in a first wireless coverage range; and a portable client
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device adapted to wirelessly communicate data with a reader device when the client
device is located in communication proximity of the reader device, where the client
device is arranged to receive data from the network device during a time slot determined

based on the synchronization information.

[0007] According to at least one other aspect of one or more embodiments of the
present invention, a system includes: a network device configured to wirelessly broadcast
synchronization information; and a portable client device configured to wirelessly receive
the synchronization information, where the received synchronization information
includes information assigning a time slot during which the client device can receive data

from the network device.

[0008] According to at least one other aspect of one or more embodiments of the
present invention, a method of facilitating data exchange includes: wirelessly
broadcasting synchronization information to a portable client device, where the
synchronization information includes information assigning a time slot during which the
client device can receive data; and wirelessly broadcasting data for reception by the client

device during the time slot.

[0009] The features and advantages described herein are not all inclusive, and, in
particular, many additional features and advantages will be apparent to those skilled in
the art in view of the following description. Moreover, it should be noted that the
language used herein has been principally selected for readability and instructional

purposes and may not have been selected to circumscribe the present invention.

BRIEF DESCRIPTION OF DRAWINGS

-3
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[0010] Figure 1 shows a single wireless cell in which a reader decoder circuit

(RDC) and a personal digital key (PDK) are present.
[0011] Figure 2 shows partially overlapping RDC cells.
[0012] Figure 3 shows synchronized partially overlapping RDC cells.

[0013] Figure 4 shows a synchronized multi-cell system in accordance with one or

more embodiments of the present invention.

[0014] Figure 5 shows a PDK in accordance with one or more embodiments of the

present invention.

[0015] Figure 6 shows a portion of the PDK shown in Figure 5.
[0016] Figure 7 shows a portion of the PDK shown in Figure 5.
[0017] Figure 8 shows an RDC in accordance with one or more embodiments of the

present invention.

[0018] Figure 9 shows an RDC in accordance with one or more embodiments of the

present invention.

[0019] Figure 10 shows an arrangement of a timeslot in accordance with one or

more embodiments of the present invention.

[0020] Figure 11 shows a superframe in accordance with one or more embodiments

of the present invention.

[0021] Figure 12 shows a coordinator superframe in accordance with one or more

embodiments of the present invention.

[0022] Figure 13 shows an overall framing structure in accordance with one or
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more embodiments of the present invention.

[0023] Figure 14 shows an RDC beacon for use in a single cell system in
accordance with one or more embodiments of the present invention.

[0024] Figure 15 shows a single cell system in accordance with one or more
embodiments of the present invention.

[0025] Figure 16 shows a PDK-RDC handshake in accordance with one or more
embodiments of the present invention.

[0026] Figure 17 shows a coordinator beacon configuration in accordance with one
or more embodiments of the present invention.

[0027] Figure 18 shows a PDK transmit timeslot enable operation in accordance
with one or more embodiments of the present invention.

[0028] Figure 19 shows a location tracking system configuration in accordance
with one or more embodiments of the present invention.

[0029] Figure 20 shows a coordinator RDC (CRDC) location tracking handshake in

accordance with one or more embodiments of the present invention.

[0030] Figure 21 shows a configuration in which RDCs and PDKs are coordinated
within a CRDC cell in accordance with one or more embodiments of the present

invention.

[0031] Figure 22 shows a CRDC framing and PDK timeslot response operation in

accordance with one or more embodiments of the present invention.

[0032] Figure 23 shows a CRDC beacon and PDK response handshake in
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accordance with one or more embodiments of the present invention.

[0033] Figure 24 shows a PDK/RDC association in a CRDC cell in accordance

with one or more embodiments of the present invention.

[0034] Figure 25 shows an RDC beacon transmission in accordance with one or

more embodiments of the present invention.

[0035] Figure 26 shows a deep sleep state diagram in accordance with one or more

embodiments of the present invention.

[0036] Figure 27 shows an authorization denial handshake operation in accordance

with one or more embodiments of the present invention.

[0037] Figure 28 shows an authorization grant and association handshake in

accordance with one or more embodiments of the present invention.

[0038] Figure 29 shows a single cell with multiple PDK access in accordance with

one or more embodiments of the present invention.

[0039] Figure 30 shows multiple single cell RDCs with cell overlap in accordance

with one or more embodiments of the present invention.

[0040] Figure 31 shows a floor layout and cell distribution in accordance with one

or more embodiments of the present invention.

[0041] Figure 32 shows a gambling table with RDCs in accordance with one or

more embodiments of the present invention.

[0042] Figure 33 shows a CRDC beacon to central server flow in accordance with

one or more embodiments of the present invention.
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[0043] Figure 34 shows a CRDC beacon to central server handshake in accordance

with one or more embodiments of the present invention.

[0044] Figure 35 shows a configuration of overlapping CRDC cells in accordance

with one or more embodiments of the present invention.

[0045] Figure 36 shows a c-beacon handoff for RDC-PDK communication in

accordance with one or more embodiments of the present invention.

[0046] Figure 37 shows a PDK wakeup and response state flow in accordance with

one or more embodiments of the present invention.

[0047] Figure 38 shows a configuration of an electronic game with an integrated

RDC in accordance with one or more embodiments of the present invention.

[0048] Figure 39 shows an electronic game player tracking and game enable

handshake in accordance with one or more embodiments of the present invention.

[0049] Figure 40 shows an electronic game player association handshake in

accordance with one or more embodiments of the present invention.

[0050] Figure 41 shows a configuration of an electronic game with an integrated

RDC in accordance with one or more embodiments of the present invention.

[0051] Figure 42 shows an electronic game player tracking and game enable

handshake in accordance with one or more embodiments of the present invention.

[0052] Figure 43 shows an eclectronic game player association handshake in

accordance with one or more embodiments of the present invention.

[0053] Each of the figures referenced above depict an embodiment of the present
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invention for purposes of illustration only. Those skilled in the art will readily recognize
from the following description that one or more other embodiments of the structures,
methods, and systems illustrated herein may be used without departing from the

principles of the present invention.

DETAILED DESCRIPTION
[0054] In the following description of embodiments of the present invention,
numerous specific details are set forth in order to provide a more thorough understanding
of the present invention. However, it will be apparent to one skilled in the art that the
present invention may be practiced without one or more of these specific details. In other
instances, well-known features have not been described in detail to avoid unnecessarily

complicating the description.

[0055] In general, embodiments of the present invention relate to a technique for
wirelessly communicating with a plurality of client devices without data collision.
Particularly, in one or more embodiments, individual client devices are assigned time

slots during the client devices may wirelessly communicate.

[0056] At perhaps a most basic level, one or more embodiments includes a personal
digital key (“PDK”) and a reader decoder circuit (“RDC”). In general, a PDK is a
portable wireless device that may be conveniently carried by an individual to facilitate
wireless tracking and/or allow the individual to wirelessly access various applications,
assets, and/or services. As further described in detail below with reference to Figures 5 —
7, a PDK may be any device that (i) may be worn, placed in a pocket, wallet, or purse of

a user, or attached to equipment, (ii) has a bi-directional wireless communications
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transceiver, and (iii) stores public and/or secret electronic identification numbers, as
possibly some set of cryptographic keys. The form factor of the PDK is not limiting, so
long as the PDK may be portably, and preferably conveniently and seamlessly, carried by
an individual. For example, a PDK may be in the form of a “key fob” or a card, or in
certain embodiments, a PDF may actually be integrated with or implemented in another
device, such as a watch or mobile computing device (e.g., cellular phone, personal digital

assistant (PDA)).

[0057] An RDC, as used in one or more embodiments, is a device that can
wirelessly interact with a PDK to link the PDK user with various applications, assets,
and/or services. The RDC may be a fixed access point serving as a gatekeeper for a PDK
requesting access to a particular system. An RDC may be used in various settings and/or
applications. For example, an RDC may be physically incorporated into a casino floor
itself, an electronic game, a doorway, a pedestrian traffic monitoring point, a personal
computer application, an e-commerce device (e.g., an automatic teller machine (ATM)),

or any other application requiring a secure transaction or access control.

[0058] Further, secure data exchange for various financial and/or retail applications
may be facilitated through use of a PDK and RDC in accordance with one or more
embodiments. For example, a purchasing system may be implemented whereby a
consumer can purchase goods or services using his/her personal “key” (e.g., a PDK)
based on the key being in detectable wireless proximity of a reader device (e.g., an RDC).
The purchase transaction may then be carried out based on some data exchange between

the key and the reader device, where the key stores accessible, and possibly encrypted or
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encoded, information about the consumer (e.g., name, address, phone number, bank
account information, biometric information, credit or debit card information). The
validation or authentication of the consumer may occur either on the key itself and/or by
the reader device. In the case of “on-key” validation, for example, the reader device may
pass some information about the consumer (e.g., a biometric input, such as fingerprint
data) to the key, which then matches the data provided by the reader device with

permanently stored secure data about the consumer.

[0059] Various other applications or uses involving any number of PDK and RDC
devices are possible in accordance with one or more embodiments. Accordingly, while
examples of scenarios and applications are described herein for purposes of illustration
and clarity, the present invention is not limited to any particular application, scenario,

setting, or use.

Single Cell Operation of the RDC and PDK

[0060] Now referring to Figure 1, it shows a single cell 10 in which, at some point
in time, an RDC 12 and a PDK 14 are present. The RDC 12 may be some fixed device
that has a cell radius defined by its wireless coverage boundary. When an individual
carrying the PDK 14 comes into proximity of the RDC 12 by entering a coverage area of
the RDC 12, a wireless communications session is initiated between the PDK 14 and the
RDC 12. If the RDC 12 determines that the PDK 14 is authorized to communicate,
information between the PDK 14 and the RDC 12 may be securcly exchanged.
Information securely obtained from the user’s PDK 14 may then be used locally or sent

through a back-end communications channel to a central server (not shown). When the

-10 -
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transaction completes or when the PDK 14 leaves the coverage area of the RDC 12,
wireless communication between the RDC 12 and the PDK 14 ceases. Thereafter, the
RDC 12 may remain idle (i.e., be in a “tracking” mode) until a PDK again enters the cell

10.

Unsynchronized Multi-Cell Operation of Multiple RDCs and PDKs

[0061] Now referring to Figure 2, in certain implementations, multiple RDC cells
20, 22, 24 may exist in an area. The RDCs in the multiple cells 20, 22, 24 may or may
not be aware of each other, but are able to interact with one or more PDKs. The PDKs, in
turn, are capable of interacting with the RDCs. As shown in Figure 2, there are three
partially overlapping RDC cells 20, 22, 24. An RDC 26, 28, 30 in cells 20, 22, 24,
respectively, is independent and may not be in association with the other RDCs.
Although the cells 20, 22, 24 partially overlap, each RDC 26, 28, 30 is capable of

wirelessly communicating with any PDK 29, 31 within its cell boundary.

[0062] In one or more embodiments, the RDC 26, 28, 30 is capable of determining
if energy is present on any given wireless channel. The RDC 26, 28, 30 may then
determine the best channel to operate on and continue to place an identification marker

(or “beacon”) out for any PDK 29, 31 that enters its cell boundary.

[0063] The PDK 29, 31 itself may be responsible for locating an RDC 26, 28, 30 by
searching through available wireless channels, communicating with an RDC 26, 28, 30,
and notifying the RDC 26, 28, 30 of its presence. In an implementation where two RDCs
can communicate with one another (e.g., RDCs 26, 28 in cells 20, 22 shown in Figure 2),

the RDCs may select different communication frequencies. However, in the case where

-11-
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cells overlap, but each RDC cannot directly communicate with one another (e.g., RDCs
28, 30 in cells 22, 24 shown in Figure 2), any PDK intending to access an RDC, may
have to alert the RDC of possible collisions on the wireless channel on which the RDC is
operating.

Svnchronized Multi-Cell Operation of Multiple RDCs and PDKs

[0064] In certain implementations, multiple RDCs may be placed to allow an
overlap of cells between each adjacent RDC within a confined area. This permits each
RDC to be aware of its surrounding RDCs, thereby allowing synchronization of each
RDC to the other. For example, now referring to Figure 3, there are shown three partially
overlapping RDC cells 40, 42, 44 with RDCs 46, 48, 50. The cell 40, 42, 44 of cach
respective RDC 46, 48, 50 overlaps the cell of the adjacent RDC 46, 48, 50. In such a
manner, cach RDC 46, 48, 50 may initiate wireless communication with an adjacent RDC
46, 48, 50. This begins a negotiation process among the RDCs 46, 48, 50 to determine

which RDC 46, 48, 50 should be the coordinator and on what channel to communicate.

[0065] Although any of the RDCs 46, 48, 50 may be the coordinator, in the
example shown in Figure 3, RDC 48 in cell 42 may be a favorable candidate. Its
selection permits ubiquitous coverage of the RDCs 46, 48, 50 shown in Figure 3,
additionally providing multiple transactions and timing alignment through a “daisy

chain” whereby RDC 46 synchronizes RDC 48 and RDC 48 synchronizes RDC 50.

[0066] Still referring to Figure 3, each RDC 46, 48, S0 may also share frequency
and timeslot information among each other and with one or more PDKs. It is noted that

if a PDK is located at an edge of, for example, cell 40, that PDK may still monitor the
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other channels that adjacent RDCs 48, 50 are operating on, but may not have access to
these RDCs. Thus, in a configuration such as that shown in Figure 3, a PDK may be
forced to consume more energy due to the monitoring of multiple channels. Further, it is
noted that as cell density increases, more collisions may begin occurring and/or active

communication times may increase.

Coordinated Multi-Cell Operation

[0067] Now referring to Figure 4, it shows an exemplar synchronized (or
“coordinated”) multi-cell system 60 in accordance with one or more embodiments. As
will be apparent from the description below, a synchronized multi-cell system may
provide ubiquitous PDK and RDC synchronization as well as PDK battery conservation
within the system 60. Further, in addition to ubiquitous synchronization, channel and
frequency capacity may both be coordinated, thereby reducing collisions while increasing

system throughput.

[0068] Turning now to Figure 4 particularly, a coordinator RDC (“CRDC”) 62 has
ubiquitous coverage of a plurality of cells 64, 66, 68 in the system 60. In one or more
embodiments, the CRDC 62 provides beacon transmissions, which can be used to
synchronize a plurality of devices within the coverage area 76 of the CRDC 62. In other
words, by providing wide-area coverage, a plurality of devices, both RDCs 70, 72, 74 and
PDKs (shown, but not labeled in Figure 4), in the coverage area 76 are able to monitor a
wireless transmission beacon broadcast by the CRDC 62 and determine how and when to
communicate in a coordinated manner. Further, in one or more embodiments, the CRDC

62 may broadcast additional information including, but not limited to, a beacon
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transmission rate, framing information, channel information, system identification, and/or
cluster identification. Moreover, it is noted that although the CRDC 62 may provide
timing and certain system related information, RDCs 70, 72, 74 and PDKs may still

communicate among themselves.

[0069] As described above with reference to Figures 1 — 4, there are at least three
different types of devices (or software entities) that may be used, for example, in a
synchronized multi-cell system, such as that shown in Figure 4. A PDK is a trackable
device having secure electronic keys and that may be portably carried by a user. An
RDC is a device that acts as a gatekeeper controlling access of a PDK to a particular
system. A CRDC is a device that is used to synchronize one or more RDCs and PDKs
within a particular geographic arca formed of either a single cell or multiple cells. A
more detailed description of each of these components is now provided below.

PDK

[0070] Now referring to Figure 5, it shows an example PDK 80 in accordance with
one or more embodiments. Based on a specific application or use of the PDK 80, the
PDK 80 may have different configurations for interacting with the PDK user. For
example, the PDK 80 may have no user input mechanism or display, may have a single
button input mechanism, may have a multi-button input mechanism, may have a
biometric input mechanism, and/or may have an interactive user input mechanism and/or
display.

[0071] As shown in Figure 5, the PDK 80 has a wireless radio frequency (RF)

media access control (MAC) and physical layer device 82 that facilitates bi-directional
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communications with external wireless RF devices, such as an RDC (not shown). In one
or more embodiments, the wireless RF MAC and physical layer device 82 may
communicate according to an IEEE 802.15.4 protocol. However, in one or more other
embodiments, the PDK 80 may be capable of communicating according to one or more

different wireless protocols.

[0072] The PDK 80 also has a service and application layer controller 84 that
includes a MAC portion 94 that serves as an interface with the wireless RF MAC and
physical layer device 82. Further, the service and application layer controller 84 also
includes portions that provide specific functions used to protect electronic keys and
services of the PDK 80. Further still, the service and application layer controller 84 may
support an optional user interface 86, which if implemented, allows user interaction with

the PDK 80. A cryptography engine 88 may also be resident on the PDK 80.

[0073] Now also referring to Figure 6, it shows a non-volatile memory storage 90
and a volatile memory storage 92 of the PDK 80. These two devices 90, 92 are related to
security storage. In one or more embodiments, these devices 90, 92 may be accessible by
an RDC (not shown) having the appropriate security algorithms and by private service
providers having the correct security information. However, in one or more other
embodiments, certain secured data may not be wirelessly communicated at all, in which
case, validation or authorization occurs on the PDK 80 itself.

[0074] Specifically as to the non-volatile memory storage 90, a public serial
number may be used to identify the PDK 80 and allow secure look-up of a secure serial

number and a cryptography key via a remote server (not shown). The secure serial
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number may be thought of as being equivalent to, for example, encoded user
identification information stored in a magnetic strip of a credit card, whereby such
information is not visible to the outside world. The cryptography key may be used to

allow decoding of the secure serial number from, for example, an RDC (not shown).

[0075] Further, it is noted that in one or more embodiments, the non-volatile
memory storage 90 and associated parameter lengths may be dynamically assigned, with

overall constraints depending on, for example, available memory in the PDK 80.

[0076] Now, specifically as to the volatile memory storage 92, this arca may be
used for security and may allow a service provider to store a profile containing secret
keys and other secure information, such as privilege information. A service provider
identification value may be stored to allow the service provider to easily identify the user.
In addition, a service provider service identification value may be stored and used to
allow that service provider to access that information. The PDK 80 validates that service
provider identification value via the service provider secret key before allowing access to
that service provider’s profile area in the PDK 80. Further, as shown in Figure 6, the

volatile memory storage 92 may have a number of service provider profiles.

[0077] Now also referring to Figure 7, the service provider profile area may be of a
variable length and allow a service provider the flexibility to store various parameters.
The length may be determined by a byte count following the service provider’s secret key

in the memory area as shown in Figure 7.
RDC

[0078] Next, turning to a more detailed description of an RDC 100 according to one
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or more embodiments, reference is made below to Figures 8 and 9. In general, an RDC
100, as described above, may be fixed and used to allow a PDK access into a particular
system (e.g., gaming/casino system, financial institution, retail system). The RDC 100
may have different configurations to support different types of secure transactions. Some
examples of applications and uses of RDCs include, but are not limited to, casino slot
machines and gaming consoles, secure entryway control, user/equipment location
tracking, personal computers and components thereof (e.g., disk drives), financial
institution interactions, and retail purchasing. In the case of a personal computer, or any
computer system for that matter, a reader device, such as an RDC, may be used to control
access to certain data stored in the computer system. Thus, in such embodiments, an

RDC 100 may be thought of as providing a form of digital content management.

[0079] In certain cases, the RDC 100 effectively acts as a gatekeeper allowing
authorized individuals access to specific information or transactions. In other cases,
because an RDC 100 may use proximity detection for determining if a PDK is within a
particular geographical area, the RDC 100 may also be used for tracking one or more
PDKs within a given area or network. In still other cases, an RDC 100 may be used for

both location tracking and secure transaction purposes.

[0080] Figure 8 shows a type of RDC 100 that uses a single wireless RF MAC and
physical layer device 102. In RDC 100, communications are passed through the single
wireless RF MAC and physical layer device 102. The single wireless RF MAC and
physical layer device 102 facilitates bi-directional communication with one or more

external RF wireless devices, such as a PDK (not shown). Thus, the single wireless RF
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MAC and physical layer device 102 may communicate with both PDKs according to
assigned time slots (further described below) and one or more CRDCs (described in
further detail below). Further, it is noted that in one or more embodiments, the single
wireless RF MAC and physical layer device 102 may wirelessly communicate according
to an IEEE 802.15.4 protocol. However, in one or more other embodiments, the RDC
100 may be capable of communicating according to one or more different wireless

protocols.

[0081] The RDC 100 also has a service and application layer controller 104. The
service and application layer controller 104 has a MAC portion 106 specific to a wireless
protocol of the RDC 100. The service and application layer controller 104 may further
provide functions related to associating and tracking PDKs (not shown), as well as

providing information back to a service provider.

[0082] The service and application layer controller 104 includes system parameters
and configuration information 108 that may be used to identify the RDC 100 and define
how the RDC 100 operates within a given environment. Further, the system parameters
and configuration information 108 may define how the RF link is time slotted and/or how
RF frequencies are used in the system. In one or more embodiments, these values may be

optimized to reduce power consumption within one or more PDKs (not shown).

[0083] Still referring to the RDC 100 shown in Figure 8, a cryptography engine 110
may also be present. One or more of various storage elements may also exist in the
service and application layer controller 104. A secure key storage area 112 may be

programmed to define public, secret, and/or cryptography keys for the RDC 100.
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[0084] Further, in one or more embodiments, the service and application layer
controller 104 may have additional memory areas, one or more of which may
dynamically change dependent on system changes and wireless PDK connections. A
volatile service provider storage 114 may allow a service provider to store semi-static
information related to a specific PDK (not shown) or group of PDKs (not shown) for
real-time access for those devices. An example might relate to a hotel room door lock.
With a hotel room door, service provider information related to a PDK may be stored in
the RDC. When a user comes within proximity of the door, the door could unlock. Thus,
in this example, the RDC is not required to interface with a back-end server in real-time,
thereby reducing bandwidth consumption to the back-end server, while allowing the user
immediate access. Moreover, in one or more embodiments, the RDC may have a
connection to a network or other infrastructure for receiving control signals as to which

PDKSs should be allowed to unlock the door.

[0085] The service and application layer controller 104 may also have a proximity
tracking PDK list 116 that includes PDK identity information, signal quality metrics,
and/or time stamps for each PDK (not shown) that is in proximity of the RDC 100. Such
information may be used in the RDC 100 to perform an operation and/or may be relayed

to a back-end server when, for example, location tracking is desired.

[0086] Still referring to Figure 8, the service and application layer controller 104
may also have an associated PDK parameter storage 118. The associated PDK parameter
storage 118 may contain a list of one or more PDKs (not shown) actively performing

transactions with the RDC 100. It is noted that in one or more embodiments, although
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such transactions are performed with the RDC 100, the actual processing result of the
RDC 100 to/from PDK transaction may be passed to a back-end server for further

processing.

[0087] A service provider interface 120 may allow both control and query of the
RDC 100. The service provider interface 120 may further provide the transport for keys
from a PDK (not shown). In one or more embodiments, the service provider interface
120 may use a universal asynchronous transmitter receiver (UART) interface and may

allow some level of control and status of the RDC 100.

[0088] An external service provider controller 122 may be attached to the service
provider interface 120 with a system stack 124 residing in the external service provider
controller 122. The system stack 124 may allow a third party to easily interface with the
RDC 100, possibly requiring function calls to the system stack 124. Further, the external
service provider controller 122 may provide translation of data. It is still further noted
that the external service provider controller 122 and the RDC 100 may reside on the same

physical component (e.g., circuit board).

[0089] Now referring to Figure 9, it shows another type of RDC 130, which has an
additional wireless RF MAC and physical layer device 132. In this configuration,
components having like reference numbers as those reference numbers in Figure 8
function identically or similarly to the corresponding components in Figure 8. The
additional wireless RF MAC and physical layer device 132 may be used to maintain
synchronization with a CRDC (not shown) and pass networking related information,

while the other wireless RF MAC and physical layer device 102 may be used to
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communicate with one or more PDKs (not shown) within a cell of the RDC 130. Further,
the service and application layer controller 104 may have an additional MAC portion 134

to interface with the additional wireless RF MAC and physical layer device 132.

[0090] Still referring to the RDC 130, the use of dual wireless transceivers 102, 132
may allow for increased throughput and efficient use of the RF spectrum available to the
system. Thus, in other words, these multiple wireless links allow simultancous reception
of data from client devices (e.g., PDKs) and of CRDC timing information on separate
channels, thereby eliminating the need for back-channel synchronization of the network.
Further, the multiple wireless links may allow for the simultaneous proximity sensing of
multiple client devices (e.g., PDKSs) in a “tracking” mode, along with the association of a
client device with one particular cell for wireless application (e.g., secure transaction)
purposes. For example, an RDC serving as a wireless player tracking device on a casino
floor may, while keeping track of multiple transient players entering and leaving the zone
of coverage of that particular tracking device, invite a particular player to begin a gaming
session. This session may also include the exchange of player information with, for
example, both the game and its back-end server to allow credit for games played and
money spent. In another scenario, the system may facilitate another entire suite of
applications, such as, for example, unlocking a hotel room door, while simultancously

keeping track of unrelated client devices coming and going within its coverage range.
CRDC

[0091] Next, turning to a more detailed description of a CRDC according to one or

more embodiments, a CRDC may, for example, be an RDC of either of the types
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described above with reference to Figures 8 and 9. At least one difference, however,
between a CRDC and an RDC is that the CRDC has increased RF power output, or more
generally, casts a broader range of wireless coverage. Another difference is that, in one
or more embodiments, a CRDC may not communicate bi-directionally with a PDK,
whereas an RDC of the types described above with reference to Figures 8 and 9 may.
Moreover, a CRDC may be capable of communicating with another CRDC, and may also
be capable of communicating with an RDC. It is noted that CRDC-CRDC
communication may allow for frame synchronization and frequency planning without
requiring a wired connection between the CRDCs. The same may be true for CRDC-
RDC communications. In certain implementations, it may occur that CRDC cell
boundaries do not overlap, and thus, the corresponding CRDCs may not be able to
directly communicate with another. In this case, an RDC that is between the cells may
communicate with both CRDCs and act as a communication bridge to pass frequency and

other control information in an effort to coordinate the system.

[0092] Still describing the general application and use of a CRDC in accordance
with one or more embodiments, the CRDC may serve as a stand-alone wireless beacon
that may be used to coordinate the timing and activities of individual, physically
separated wireless providers (e.g., RDCs) with defined coverage areas, along with their
clients (e.g., PDKs) in an autonomous, wireless proximity sensing and data transfer
network. A CRDC may also be used to propagate system-wide information (e.g.,
periodic changes in cryptographic keys), thereby relieving traffic otherwise loading a

wired back-end network linking individual cells to the back-end system. Thus, the
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CRDC may act as a system-wide master clock across multiple cells that may not be close

enough to synchronize with each other directly without a wired connection.

Wireless Protocol

[0093] As described above, a system in accordance with one or more embodiments
may rely, or at least partly be based, on an IEEE 802.15.4 protocol. In relation to a
protocol usable in one or more embodiments, a “timeslot” is defined as a period of time
that information is communicated between two devices. Figure 10 shows an example of
portions of a timeslot in accordance with one or more embodiments. The timeslot is
divided into a frame (or physical packet data unit (PPDU)) and inter-frame spacing (IFS).
The frame includes synchronization information and carries the payload of data. The IFS
allows time for a receiving end unit to process the data in the frame and transmitter turn-
around time. Both the PPDU and the IFS may be variable in length as determined by an

amount of data carried in the frame.

[0094] The frame is broken down into a sync header (SHR), a physical header
(PHR), and a physical service data unit (PSDU). The SHR may contain a preamble
sequence and start-of-frame delimiter (SFD) that allows a receiving device to acquire the
RF signal and synchronize to the frame. The PSDU may then be used to carry both
802.15.4 MAC and user data information. Further, it is noted that the PSDU may be of a
variable length that is determined by the type of MAC and data information being

carried.

[0095] Still referring to Figure 10, the frame may be further divided into symbols,

which, in turn, are divided into bits. In one or more embodiments, cach symbol may
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includes 4 bits that are sent least significant bit to most significant bit at the base band

level.

[0096] Now referring to Figure 11, a “superframe” is formed of multiple timeslots.
The superframe may be used in a beacon-enabled synchronous network where PDKs can
find an RDC and/or CRDC fixed device. The superframe may allow a PDK to efficiently

determine if an RDC is present on any given frequency.

[0097] The superframe may be configured such that timeslot 0 (TSy) is the “beacon
timeslot.” Each superframe that is transmitted may start with a beacon timeslot. Further,

each timeslot may be equally spaced so that a PDK and RDC can communicate.

[0098] Further, it is noted that in one or more embodiments, a superframe may be
of a variable length dependent on the resolution to a timeslot. The initial number of
timeslots within a superframe may be, for example, 16; but, in one or more other

embodiments, a superframe may have a different number of timeslots.

[0099] Now referring to Figure 12, a “coordinator superframe” (c-superframe) may
be formed of multiple superframes. In one or more embodiments, a c-superframe may be
generated by a CRDC. A c-superframe may provide one or more advantages over a
superframe. For example, a c-superframe may provide better battery management for a
PDK, as well as provide distributed superframe and timeslots in a high density

networking environment.

[00100] As shown in Figure 12, a c-superframe may have multiple superframes.
Because each superframe may have a beacon, as described above with reference to Figure
11, multiple beacons may be transmitted per c-superframe. This may allow a PDK to
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quickly determine if it is within a system. A c-superframe may also number the
superframes, so that both an RDC and a PDK can realize their position within the framing

structure.

[00101] Figure 13 shows an overall framing structure of a timeslot as described
above with reference to Figure 10, a superframe as described above with reference to

Figure 11, and a c-superframe as described above with reference to Figure 12.
Beacons

[00102] As discussed above with reference to Figure 11, a beacon may be sent in
every superframe. The beacon is used to alert PDKs (and RDCs when a CRDC is
present) of system information and timing of the framing structure employed. In one or
more embodiments, such a configuration may be implemented using an IEEE 802.15.4
protocol. However, in one or more other embodiments, communication may occur

according to one or more different wireless protocols.

[00103] In a single cell configuration in which one RDC is present (shown, for
example, in Figure 1), the beacon may be transmitted in timeslot 0 of a superframe
boundary. By transmitting the beacon periodically, a PDK may wake up and find the

beacon within a short period of time and realize that it is within some particular network.
[00104] In an unsynchronized multi-cell configuration in which multiple RDCs are
geographically located near each other, but no synchronization between RDCs is
implemented (shown, for example, in Figure 2), a PDK may still wake up, detect the
presence of the RDCs, and synchronize and communicate with each RDC due to the
presence of the beacon on each RDC.
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[00105] In a high density area in which multiple RDCs are present, a CRDC may
most likely be present. In such a configuration, the CRDC may transmit the beacon, and
all RDCs and PDKs in the coverage arca of the CRDC align to the CRDC beacon. The
CRDC may send a beacon on each superframe, as well as a c-superframe and other

configuration information to the RDCs and PDKs.

[00106] Now referring to Figure 14, in a single cell configuration (shown, for
example, in Figure 1), a beacon is periodically output based on a specific number of
timeslots. Further, in one or more embodiments, the beacon may be used in accordance
an IEEE 802.15.4 protocol, with additional data attached indicating it is an RDC. At the
end of each superframe, there may exist an additional idle period that allows tolerance in

an over-the-air protocol.

[00107] After a beacon is transmitted, a PDK may immediately respond provided it
follows the rules of what is know in the art as “carrier sense multiple access — collision
avoidance” (CSMA-CA). If a PDK finds that the channel is busy in the current timeslot,
the PDK may back-off and attempt again to access the RDC in another timeslot following
the same rules. In the case the PDK is not able to communicate with the RDC, the PDK

may wait for the next beacon and attempt again.

[00108] Figure 15 shows a single cell configuration in accordance with one or more
embodiments. As shown in Figure 15, a single fixed RDC 140 may be connected to a
back-end server (not shown). The single cell system shown in Figure 15 includes, for
example: a computing controller with an operating system, an application, a back-end

server interface, and a system stack; the RDC 140, which is the gateway for a PDK and
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performs authorization (the system stack and RDC 140 together allow a user who has a
PDK to access the application dependent on authorization from the back-end server); and
a PDK 142 that includes necessary security information and is within reasonable

proximity to wirelessly communicate with the RDC 140.

[00109] An example handshake of the PDK 142 with the RDC 140 is shown in
Figure 16. The RDC 140 outputs a periodic beacon based on timeslot 0 of a superframe.
Eventually, a user walks within the coverage area of the RDC 140, and the user’s PDK
142 detects the beacon from the RDC 140. The PDK 142 determines if it is registered to
this RDC 140 (or network), and, if so, responds with a PDK location response. The RDC
140 then detects the PDK location response and performs a link request to the PDK 142.
The PDK 142 then accepts the request by replying with a link grant, and the two devices
140, 142 are now in data exchange mode. In data exchange mode, the two devices 140,
142 may transfer specific security information that result in the RDC 140 enabling access
to the system through the system stack, computing controller, and/or back-end central

SCrver.

[00110] Periodically, data may be exchanged between the RDC 140 and the PDK
142 to ensure that the PDK 142 is still within close proximity of the RDC 140. As long
as data exchange continues on a periodic basis, the application may remain enabled and

the user can continue to access the application.

[00111] After some amount of time, the user walks away from the RDC 140 causing
the data exchange to cease, in which case, the system stack indicates to the computing

controller that the PDK 142 is out of range. The computing controller then disables the
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application to prevent unauthorized access. Regardless of data exchange, the RDC 140
may continue to transmit periodic beacons to guarantee that other PDKs may gain access

to the application.

[00112] Now referring to Figure 17, a configuration of a “coordinator beacon” (c-
beacon) is shown. The coordinator beacon may be generated by a CRDC, or RDC
behaving like a CRDC. As described above, a CRDC may cover a large geographic area
covering a plurality of RDCs and PDKs within that area. The c-beacon may be a

standard beacon sent in the first timeslot of each superframe as shown in Figure 17.

[00113] A c-beacon, in accordance with one or more embodiments, may have
properties that are different than those associated with an IEEE 802.15.4 standard beacon.
For example, the standard c-beacon carries a field indicating the beacon is a c-beacon.
Further, a c-beacon, in normal operation, is a unidirectional transmission from a CRDC.
Further still, a c-beacon may contain other c-beacon related information: number of slots
in a superframe; number of superframes in a c-superframe; the channels on which
adjacent CRDCs operate; current superframe number; current c-superframe number; site

ID; CRDC ID; PDK superframe mask; and PDK timeslot mask.

[00114] Further, it is noted that while beacons may be transmitted from a CRDC on
timeslot 0 of each superframe, remaining timeslots of a superframe may be left open for
unsynchronized communications between PDKs and RDCs. The term “unsynchronized”
1s used to describe communications between the PDKs and the RDCs because the RDC
and PDK share a common CRDC beacon, but the PDK may not get synchronized directly

to an RDC beacon. In this manner, the PDK and RDC may appear to represent a peer-to-
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peer network.

[00115] C-beacon information described above relates to configuration fields that
allow the system to operate efficiently when using a CRDC. In the case of, for example,
a large scale system, a service provider of the system may have knowledge of RDC
coverage relative to the CRDC. The following description provides details of these

fields.

[00116] A “superframe len” field may be governed by an IEEE 802.15.4 protocol.
The number of slots may be from, for example, 2! to 2! The number of slots in a

superframe may be used to define the repetition rate for the beacon.

[00117] A “c-superframe len” field may be used to define a higher layer counter
used for extended power savings in a PDK. The c-superframe len value may also define
the number of beacons within a superframe. If the superframe is configured to not have a

beacon, then this field may be ignored.

Name Type Valid Range | Description
C- Integer 0to 15 Defines the number of Superframes in
Superframe Len a C-Superframe. Number of

Su}gerfrarnes is defined as
2¢

uperframe Len

[00118] A “CRDC chan flags” ficld may be used to indicate to a PDK what

channels are used by adjacent CRDCs.

Name Type Bit Description
CRDC_Chan_Flags | Binary When any bit in this field is set to a
1, an adjacent CRDC is transmitting
on that frequency.

Binary 0 1 = Channel 0 available
0 = Channel 0 not available
Binary 1 1 = Channel 1 available
-29.
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0 = Channel 1 not available
Binary 2 1 = Channel 2 available

0 = Channel 2 not available
Binary 3 1 = Channel 3 available

0 = Channel 3 not available
Binary 4 1 = Channel 4 available

0 = Channel 4 not available
Binary 5 1 = Channel 5 available

0 = Channel 5 not available
Binary 6 1 = Channel 6 available

0 = Channel 6 not available
Binary 7 1 = Channel 7 available

0 = Channel 7 not available
Binary 8 1 = Channel 8 available

0 = Channel 8 not available
Binary 9 1 = Channel 9 available

0 = Channel 9 not available
Binary 10 1 = Channel 10 available

0 = Channel 10 not available
Binary 11 1 = Channel 11 available

0 = Channel 11 not available
Binary 12 1 = Channel 12 available

0 = Channel 12 not available
Binary 13 1 = Channel 13 available

0 = Channel 13 not available
Binary 14 1 = Channel 14 available

0 = Channel 14 not available
Binary 15 1 = Channel 15 available

0 = Channel 15 not available

[00119]

beacon) count within a c-superframe.

beacon, then this field may not be transmitted.

A “superframe cnt” field may be used to define a current superframe (or

If the superframe is configured to not have a

Name Type

Valid Range

Description

Superframe Cnt | Integer

0 to 65535

Defines the current Superframe count.

[00120]

A “c-superframe cnt” field may be used to define a current c-superframe

count. If the superframe is configured to not have a beacon, then this field may not be

transmitted.
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Name Type Valid Range | Description
C- Integer 0 to 65535 Defines the current C-Superframe
Superframe Cnt count.

[00121] A “PDK sf ts msk” ficld may be used to define the bits of a superframe
count and the timeslot count to use for PDK superframe and timeslot sequencing while in
a tracking mode. If the superframe is configured to not have a beacon, then this field

may not be transmitted.

Name Type Valid Range | Description
PDK® SF TS Msk Defines which bits are to be used
for determining PDK" superframes
and timeslots to communicate with
an RDC during location tracking.
Superframe Mask | Binary | 0000000000000 | Defines the Superframe mask

to 1 = enable bit
1111111111111 | 0 = mask bit
Timeslot Mask Binary 000to 111 Defines the Timeslot mask
1 = enable bit
0 = mask bit

[00122] The PDK_sf ts msk value may be used in conjunction with a portion of the
service provider unique PDK identification value and may be used to determine the exact
superframe and timeslot the PDK is permitted to transmit a location identifier back to the
RDCs. The necessary logic and variables required to perform this operation are

illustrated in Figure 18.

[00123] Further, in one or more embodiments, to set the mask value of a particular
PDK, a “set pdk msk val” function may be used. The mask may be used over the
superframe and timeslot counts and service provider’s PDK ID to determine the
superframe and timeslot the PDK is active on in the framing structure. In other words,

the set pdk msk val function may be used to set a mask for the PDK in an effort to
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establish at what times the PDK can communicate with an RDC. The function may
return a pass or fail indication to indicate whether the mask has been successfully set.
Conversely, to obtain the mask value being used by a particular PDK, a
“get pdk msk val” function may be used to retrieve the current PDK superframe and

timeslot mask parameters.

[00124] Using, for example, the masking approach described above, individual client
devices (e.g., PDKs) within a given cell (e.g., an RDC’s wireless coverage area) may be
addressed via real-time re-provisioning on command. Thus, in other words, by reserving
time slots for both client device transmission and reception (based on masks established
by the network), client transmission and reception time slots may be efficiently
coordinated to reduce collision likelihood and allow for tiered client access, assignment
of specific classes, and/or targeting an individual user for preferential, non-contended
system access. Further, in one or more embodiments, bit masks may be changed to
include or exclude specific users (or classes of users). Still further, in one or more
embodiments, bit masks may be changed to dynamically alter access to the network by
users or classes of users as traffic load on the network changes. Moreover, it is noted that
once a specific client exits the network, previously reserved time slots of that client may

be reassigned to one or more other client devices in the network.

[00125] To provide an example, there may be multiple client devices (e.g., PDKs) in
proximity of a particular fixed reader device (e.g., an RDC). Each of these client devices,
other than providing a location response, may request some data exchange with the reader

device in order carry out a secure transaction. In an effort to reduce collision and
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coordinate the time slots that each client device “talks” with the reader device, a mask
may be communicated to each client device to set the times at which the client device is
to communicate with the reader device. Further, certain ones of the client devices may be
afforded some level of priority, in which case the masks would be set accordingly. For
example, masks may be set according to a class of a user of a PDK or to a class of the
PDK itself. To facilitate such differentiation, priority level or tier level data may be
present in an RDC or CRDC to be used when setting a mask for a particular client device
or group thereof. Thus, in such a manner, there is provided a technique for dynamic real-
time tiered client access. Moreover, it is noted that in one or more embodiments, a
CSMA-CA mechanism may be implemented as a backup approach to facilitate data

exchange.

[00126] Further, in one or more embodiments, utilization of a tiered access system to
transfer and receive data to/from a specific user or client device anywhere within a
wireless network may allow for simultancously operating network-wide two-way
communications without altering the network. Thus, in other words, although one or
more embodiments relate to an autonomous wireless proximity sensing and data transfer
network, such a network may be used to notify, page, or transfer data possibly unrelated
to one or more of the applications which a majority of the client devices on the network
are using (or typically use) (such applications being for the purposes of, for example,
tracking, access control, and/or digital rights management). In another example, a
network device may be able to associate a PDK ID to a particular user and then provide

messaging capability based on the identity of the user. Thus, in this case, one or more
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embodiments may be combined with tiering to provide multiple messaging levels for

different users.

[00127] The ability to assign tiers to the network may also enable low latency
responses from targeted client devices. Accordingly, by integrating features into the
client device that may take advantage of a two-way network capability, a system in
accordance with one or more embodiments may allow for the simultaneous
communication and control of external devices via real-time client command along with a

general purpose low data rate two-way network.

[00128] Continuing with the description of c-beacon information in accordance with
one or more embodiments, a “site ID” field may carry a value that each CRDC transmits
to all PDKs and RDCs within a coverage area of the CRDC. The site ID value allows a
PDK to determine if it can access the current site or if it needs to request permissions to

access the site’s network.

Name Type Valid Range | Description
Site ID Integer 0 to 65535 Defines the current sites ID.

[00129] A “CRDC _ID” field may carry a value that each CRDC transmits to all
PDKs and RDCs within a coverage arca of the CRDC. The CRDC_ID may be used, for

example, for geographical reference.

Name Type Valid Range | Description

CRDC 1D Integer 0 to 65535 Defines the current CRDC ID.

[00130] Now turning to a description of a use of a c-beacon, reference is made to
Figures 19 and 20. A location tracking example in accordance with one or more

embodiments is shown in Figure 19. There are various different types of devices in the
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system 150 shown in Figure 19. First, there is a CRDC 152 that may provide system
information and facilitate synchronization for RDCs and PDKs. The system 150 also has
RDCs 154, 156, which listen for PDKs and report the status of each PDK found within its
respective cell 158, 160. The system 150 further includes a PDK 162 that is mobile and
capable of being moving around. Further, the system 150 has a server 164, which is the
back-end computer that controls the CRDC 152, acquires information from the RDCs
154, 156, and may provide a graphical representation to monitoring personnel via a

computer monitor (not shown).

[00131] Accordingly, Figure 19 shows how location tracking of a PDK is possible
and a handshake between different parts of the system 150. A handshake example of
PDK location tracking in a CRDC configuration is shown in Figure 20. The CRDC 152
periodically broadcasts a beacon in timeslot 0 of each superframe. Enabled client devices
within the CRDC cell boundary receive the beacon. After the PDK 162 receives the
beacon and determines that the beacon is from a system that it is registered to, the PDK
162 broadcasts a PDK location response that is received by the RDCs 154, 156. Both
RDC 154 and RDC 156 receive the response, log the PDK ID, the signal quality metrics,
and timestamps the information. The packet of information may then be sent to the
server 164, where the server 164 processes the data from ecach RDC 154, 156 and
performs a location estimation that may then be presented to an operator. At the
beginning of the next superframe, the beacon is again transmitted and the process is

repeated until the PDK 162 can no longer be heard due to it being out of range.

[00132] Now referring to Figure 21, it shows a system 170 in which both PDKs and
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RDCs are coordinated within a CRDC cell boundary. Because, in one or more
embodiments, RDCs are stationary devices and may occasionally be relocated, the RDCs
may be initially coordinated by manually configuring both timeslots and frequencies they

operate on.

[00133] As shown in Figure 21, one CRDC cell 172 and 6 smaller RDC cells 174,
176, 178, 180, 182, 184 exist. The CRDC cell 172 provides ubiquitous coverage to the
RDC cells 174, 176, 178, 180, 182, 184. Each RDC cell 174, 176, 178, 180, 182, 184
overlaps its adjacent RDCs in a manner resulting in a high rate of collisions if the RDCs
186, 188, 190, 192, 194, 196 attempt to communicate with a PDK 198 on the same
channel. It is envisioned that all the RDCs 186, 188, 190, 192, 194, 196 could be on
different frequencies, but then the PDK 198 would be required to access each frequency
for some duration, resulting in reduced battery life. To eliminate interference between
the RDCs 186, 188, 190, 192, 194, 196 and provide the PDK 198 with an efficient means

to conduct secure transactions, the system 170 shown in Figure 21 may be used.

[00134] To optimize the system 170 for battery conservation of the PDK 198, cach
RDC 186, 188, 190, 192, 194, 196 may be provided with a dual RF physical interface.
The primary interface is for monitoring a c-beacon and the PDK 198 located in close
proximity, and to signal the PDK 198 to switch to another channel for further
communications with that particular RDC. In this case, the CRDC (not shown) may

transmit c-beacons, whereby all RDCs and PDKs will gain timing synchronization.

[00135] Based on the configuration shown in Figure 21, the c-beacon fields

described above may be configured as follows: superframe len = 4 (2* = 16 timeslots); c-
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superframe len = 4 ' =16 superframes); CRDC _chan_flags = b0000000000000010
(most significant bit to least significant bit — CRDC channels); PDK sf ts msk =
b000000000011111 (mask all but 2 least significant bits of the superframe count and
don’t mask any timeslot bits); site ID = 0x1234 (arbitrary site identification); and

CRDC _ID = 0x0001 (arbitrary CRDC_ID).

[00136] Another piece of information that may be inherent to the PDK is a unique
service provider PDK ID. The unique service provider PDK ID is located in the PDK
and may be compared with the superframe and timeslot count prior to applying the mask,
but may not affect the superframe and timeslot counts from a time reference standpoint.

In this case, the unique service providers PDK ID for this PDK may be equal to 0x0003.

[00137] Using the above described values for the c-beacon, the following system
attributes result (the superframe is 16 timeslots long, so once out of every 16 timeslots, a
c-beacon is created allowing the PDK to determine if a system with the correct system
ID exists): the c-superframe length is set to 16; the CRDC chan flags indicate to the
PDK the number of CRDC channels available in the system; the PDK sf ts msk
indicates which bits to logically AND with the superframe and timeslot count to
determine which slots to respond on (in this case, the PDK sf ts msk is a hex value of
0x001F that is ANDed with the superframe and timeslot count resulting in one response
timeslot); and the site ID and CRDC ID are arbitrary values and may be left to the

service provider for selecting unique identification values.

[00138] Using the above described exemplar system configuration information and

having a PDK with a unique service provider ID of 0x0003, Figure 22 shows how the
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PDK may operate in a CRDC framing structure. As shown in Figure 22, the c-
superframe len is set to 16 — thus, the superframe count counts from 0 to 15 and then
starts over at 0. Each superframe then includes 16 timeslots of which the first timeslot is
timeslot 0 and includes the beacon. The superframe len is also set to 16 — thus, there are
16 timeslots for each superframe. Again, the timeslots are numbered from 0 to 15, and

restart at O for each superframe.

[00139] In one or more embodiments, based on the parameters set by the system and
the unique service provider PDK ID, the PDK may periodically transmit a PDK location
response in timeslot 3 of each superframe on a modulo 4 basis. This causes the PDK to
respond in timeslot 3 of superframes 0, 4, 8, and 12 of a c-superframe. It is noted that the
PDK may follow the CSMA-CA standard and if the PDK cannot respond in its timeslot,

it may wait for its next designated superframe and timeslot to respond.

[00140] If an RDC requests to begin communication with a PDK, the RDC may
immediately respond on the next even timeslot, which, in this case, is timeslot 4. Any
RDC may respond, but RDCs may have to use the CSMA-CA rule prior to responding to
the PDK transmission. If an RDC begins communications with a PDK, the following
timeslot may be used to instruct the PDK to go to another channel, where bi-directional

communications may commence.

[00141] Further, in one or more embodiments, an active superframe may occur when
unmasked bits in the superframe count equal the corresponding unmasked bits in the
unique service providers PDK ID. In this case, the superframe mask is a value of 0x003

and the unique service provider PDK ID is 0x0003.
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[00142] With this information, the following calculation occurs:

000000000000 superframe count[15:4]
xor b000000000000 unique Service Provider PDK" 1ID[14:3]
b000000000000 result of xor function
and 000000000111 Superframe Mask[11:0]
b000000000000 result of AND function
nor all bits
1 result is true

[00143] As shown above, a portion of the superframe count is exclusive-ORed with
a portion of the unique service provider PDK ID. The result of the exclusive-OR is all
0’s. Then, the superframe mask is ANDed with the result of the exclusive-OR function.
The AND operation also results in all 0’s. The result of the AND function is then
compared to zero by NORing all of the bits together and results in a 1 or “true” output,
indicating the bits compared between the superframe count and the unique service

provider PDK ID are a match.

[00144] An active timeslot occurs when the unmasked bits in the 3 most significant
positions of the timeslot count equal the unmasked bits in the unique service provider
PDK ID’s 3 least significant bits and the timeslot count least significant bit is a 1 (the
PDK transmits on odd frames). In this case, the timeslot mask is a value of 0x7 and the

unique service providers PDK ID’s 3 least significant bits are 0x3.

[00145] With this information, the following calculation occurs:
b0O11 timeslot count[3:1]
xor bO11 unique Service Provider PDK" ID[2:0]
b000 result of xor function
and blll Timeslot Mask
b000 result of AND function
nor all bits
1 result is true
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[00146] As shown above, the timeslot count is exclusive-ORed with a portion of the
unique service provider PDK ID. The result of the exclusive-OR is all 0’s. Then, the
timeslot mask is ANDed with the result of the exclusive-OR function. The AND
operation also results in all 0’s. The result of the AND function is then compared to zero
by NORing all of the bits together and result in a 1 or “true” output, indicating the bits
compared between the timeslot count and the unique service provider PDK ID are a

match.

[00147] The last portion of the calculation that needs to be completed (as described

13

above) is to verify the last bit of the slot count is a ‘1,” indicating an odd slot. If the
unmasked superframe and timeslot bits do not match the appropriate unique service
provider PDK ID, the results will be “false” and no match will occur. In the examples
described above, the superframe mask was set to unmask the 2 least significant bits of the
superframe count to show that it is possible to allow a PDK to come up more frequently
than the c-superframe count. By increasing the superframe mask to 4 bits, this example

would allow the PDK to respond once per c-superframe (because the c-superframe was

set to 16) and the modulo for the mask would be 2°, or 16.

[00148] The timeslot mask may be set to allow all timeslot bits to be correlated to
determine the timeslot, allowing the PDK to respond once per superframe. Further, it is
noted that it may be possible to mask some of the timeslot bits to increase the number of

times a PDK can respond within a superframe.

[00149] In one or more embodiments, a PDK may periodically wake up to determine

whether it is within a particular system. Upon a periodic wake up, the PDK will detect a
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c-beacon indicating that the particular system is present, along with system information.
The PDK will collect the system information and determine the current superframe count
of a c-superframe. The PDK may also put parameters (e.g., PDK_sf ts msk) in place to

start immediate battery save in the system.

[00150] Based on an approximate time, the PDK may awake just prior to where it
believes the next superframe is that it should communicate on, and will listen for the

beacon and begin responding with the PDK location response message.

[00151] As shown in Figure 23, a CRDC may update its system information on each
superframe and output a c-beacon with current information to all PDKs and RDCs. The
PDK then waits for its predefined superframe and timeslot and responds. This scenario

continues to occur until the PDK leaves the CRDC cell or an RDC responds to the PDK.

[00152] As described above, a CRDC may continue to output a c-beacon, and the
PDK periodically awakes to re-align to the superframe and respond to the c-beacon. If a
RDC is present and wants to communicate with the PDK, the RDC may respond on the
even timeslot immediately available after the PDK’s transmission. Figure 24 shows how
the communications handshake between the PDK and RDC may occur. Particularly,
Figure 24 depicts one CRDC, one RDC with two active channels (i.e., using two wireless
links), and a PDK.

[00153] With continued reference to Figure 24, the CRDC outputs a c-beacon of
which the RDC and PDK are aligned. The PDK realizes that the c-beacon’s superframe
count correlates to its internal predefined active superframe count, and then waits for the

appropriate timeslot to respond to the system with its PDK location response. When the
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PDK responds on the c-beacon channel, the RDC detects the response and determines
that it wants to associate with the PDK. The RDC then creates a message including its
own RDC ID, the PDK’s ID, a command to switch to channel 2, and a predicted
superframe and timeslot the PDK should respond on. The PDK, in response, switches to
channel 2 and waits for the appropriate superframe and timeslot count and transmits a
link request along with its PDK ID and the destination RDC ID. The destination RDC
then receives the information and responds back to the PDK with a link grant.
Communications may now begin between the two devices exchanging the appropriate
information to maintain the PDK-RDC link. To maintain synchronization, the RDC may
define the periodic communication frequency with the PDK and will periodically
generate a request to the PDK to exchange information. The PDK may then reconfigure
its wake parameters to that of the RDC, as the RDC is maintaining superframe

synchronization.

[00154] It is noted that in one or more embodiments, such as that described
immediately above, the RDC may have a dual physical interface, maintaining
synchronization with the CRDC on channel 1, while associating with one or more PDKs
on channel 2. The physical interface connected to channel 1 provides timing to the

physical interface on channel 2.

[00155] Further, because the RDC may have intelligence on both channels, the RDC
may provide coordination of PDKs that it wants to redirect to channel 2 and PDKs that
are on channel 2. More specifically, the RDC may move the superframe and timeslot that

a PDK communicates to the RDC on, if another PDK with the same timeslot
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requirements is present on channel 1 and the RDC wants to associate with it.

CRDC Slot and Channel coordination

[00156] In one or more embodiments, a CRDC may be configured via a remote
connection to a server or automatically. Using remote configuration, the server may have
knowledge of RDCs located within the CRDC cell boundary and may perform optimum

channel and timeslot planning.

[00157] When the CRDC is configured automatically, the CRDC may scan all
channels and find the channel with the least interference. The CRDC may then begin

transmitting a c-beacon.

[00158] All RDCs located within a CRDC cell boundary may place the CRDC into
its local CRDC database and complete scanning all other channels to determine if other
CRDCs are present. In the case multiple CRDCs are found, the RDC may communicate
to each CRDC its findings if possible.

[00159] Each CRDC may coordinate through that RDC to setup channels and
timeslots to prevent interference between CRDCs. In one or more cases, the CRDC may
select another channel and disregard the timeslot information because CRDCs may not be
required to be timing coordinated. Further, it is noted that any RDC that detects more

than one CRDC may select the CRDC with the best signal quality.

Protocol Operation

[00160] The following describes a protocol operation in a single cell coordinated
system using a CRDC configuration. In one or more embodiments, there may be

additional protocol fields required to allow interoperability between single cell and
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coordinated multi-cell configurations.

Such additional protocol fields may provide

information to RDCs and PDKs that are located in near proximity to each other, or within

a CRDC cell.

[00161] A network format field may provide information to RDCs and PDKs related

to the specific configuration the single cell or coordinated cells are operating in.

Name

Type

Valid Range

Description

Proxense NWK_FMT

Defines the network configuration
employed for an RDC or CRDC

Network Type

Integer

0to7

Defines the network type
employed.

0 = Single Cell

1 = Multi-Cell coordinated

2 = Multi-Cell coordinated w/
CRDC

3-7=RFU

Beacon Source

Binary

Oorl

Defines the source of the beacon.
0=RDC
1=CRDC

Broadcast Flag

Binary

Oorl

Defines if this is a broadcast
message.

0 = not broadcast

1 = broadcast

Timeslot Select

Integer

0to3

Defines how an RDC and PDK"

utilize timeslots in a system.

0 = no timeslots assigned

1=2802.15.4 Beacon enabled

2 = PDK" uses even timeslots /
RDC uses odd timeslots

3= PDK" uses odd timeslots /
RDC uses even timeslots

[00162] A network type value may be used to define a cell network configuration.

An RDC receiving this field may determine its operating mode based on this field. If an

RDC receives a network type of single cell from another transmitting RDC, the RDC

may tune to another channel to avoid collisions with the other RDC. If the RDC receives
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a network type of coordinated multi-cell, the RDC may join the multi-cell coordinated
system. If the RDC receives a network type of coordinated multi-cell with CRDC, the

RDC may join the CRDC network if the site ID is the same.

[00163] The PDK may also receive this information and adjust its operating mode to
comply with the system employed. If the PDK detects the system to be single cell, the
PDK may conform to more of an IEEE 802.15.4 protocol, communicating with the RDC
in such a manner. The PDK may be aware that it is required to communicate with a
specific RDC ID. The PDK may still have the capability to periodically monitor other

channels for other RDCs in the local vicinity.

[00164] If a PDK detects the system is multi-cell coordinated, the PDK may receive
further information indicating the other RDC frequencies in use in the coordinated

network and may adjust its system operating parameters appropriately.

[00165] If the PDK determines the system is multi-cell CRDC coordinated, the PDK
may adjust its operating parameters appropriately. The PDK may acknowledge that a c-
beacon is present and may broadcast a PDK location response. The PDK may also
understand that an RDC with a different ID other than a CRDC ID may attempt to
communication with the PDK.

[00166] A “beacon source” field may indicate to all RDCs and PDKs in the general
proximity of the type of beacon being generated. This information may be helpful,
specifically when in a multi-cell CRDC system, and allows RDCs to distinguish between

RDC generated beacons and CRDC generated beacons.

[00167] A “broadcast flag” may indicate to all recipients that the information being
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sent is intentionally being broadcast to all devices that can receive particular protocol
information. In some cases, a message that may be sent to a specific PDK may also be
broadcast to all PDKs. This flag assists the PDKs in determining how to treat the

information.

[00168] A timeslot select field may indicate to PDKs and RDCs how the timeslots
are configured in the system. This field may further be used to determine if an RDC and

PDK are to use even-based or odd-based timeslots for responding.

[00169] In order for an RDC or PDK to determine that a network is of a particular

type, a network identifier may be used.

Name Type | Valid Range | Description
Proxense Network | ASCII Proxense An 8 byte ASCII value identifying
Identifier the network to be a Proxense
network

Single Cell Standalone Operation

[00170] The following description is based on, for example, an electronic game
(such as one that may be found in a casino) operating in a single cell configuration and
attached to some central server. However, it is noted that as described above, examples
of applications and uses are for purposes of illustration and clarity and do not limit the

present invention.

[00171] The game has a resident RDC integrated into its hardware and has a system
stack that allows access to the game. The RDC may be attached to the game controller,
or may use a separate controller containing the system stack and an interface to the

central server.
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[00172] For clarity, any interactions between the RDC and the server will assume
that the reader understands that the system stack and server interface application are

taken into account in the transactions described.

[00173] This description covers the basic initialization of the system and RDC /
PDK interactions that occur while associated in the system. The following concept
defines how, for example, a casino game in a single cell configuration may be setup with
multiple player PDKs. Upon power being applied to the game and RDC, the internal
circuits perform an initialization function and the operating system and game load. The
game and RDC indicate to the central server that power has been applied. The system
stack also loads in the controller and the RDC device is started in a static mode with its
transceiver disabled. The RDC may first be configured to operate in a single cell
environment and requires some basic setup requirements as will be understood by those

skilled in the art.

[00174] The server places the game into a particular configuration mode where it can
set the RDC for auto-discover mode, or may choose to manually configure parameters
related to the RDC’s operation. If the server places the RDC into auto-discovery mode,
the RDC generates a random value for its RDC ID and its password, which is then passed

back to the server.

[00175] If the server chooses to manually setup the RDC, the server may supply the
RDC ID and password. The server may also send the network topology and preferred
channels the RDC will operate on. The central server may then send its site information

to the game controller, which is also used by the RDC to allow access to the game. Once
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the server has configured the RDC, the server will enable the RDC and game.

[00176] The configuration information shown in the table immediately below may

be used for RDC provisioning.

Site ID 0x0100 Generic value for a single cell RDC.
RDC ID 0x1234 Arbitrary value
C-Superframe Length 32 2.5 second superframe period for PDK"
wakeup

Superframe Length 16 16 slots per superframe
Proxense Network Proxense Defines system as a Proxense system
Identifier
Proxense Network Format

Network Type | 0 Single Cell

Beacon Source | 0 RDC

Broadcast Flag | 1 Broadcast

Timeslot Select | 1 802.15.4 timeslots

[00177] In this configuration of a standalone RDC (without a site identifier): the site
ID is set to 0 because this is a single cell RDC and no site information is required; the
RDC ID is arbitrarily selected; the c-superframe length is set to 32 superframes indicating
to the PDK that it needs to wake up once every 32 superframes in superframe 0O to
exchange information with the RDC to remain associated; the superframe length is set to
16, which may be the standard value for a superframe in a particular system; the network
identifier allowing a PDK to understand the beacon is from an enabled RDC; and the
network format indicates one or more of several parameters (e.g., the network type
indicates to the PDK that it is a single cell network — indicating to the PDK no other RDC
is associated with this RDC and therefore no other RDC should be attempting access on
this channel, the beacon source indicates to the PDK that the beacon is from an RDC and
not a CRDC device, the broadcast flag indicates to the PDK that the message is being
broadcast from the RDC, the timeslot select field indicates that a PDK should use IEEE
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802.15.4 beacon-based handshaking with the RDC). The RDC then scans all channels
(or preconfigured channels) to determine if any other IEEE 802.15.4 or client devices are

present or if any other interference is found.

[00178] With the pre-configured information, the RDC then begins beacon
transmission on the least interfered channel with a c-superframe count, superframe count,

and the information located in the table immediately described above.

[00179] Now, as shown in Figure 25, in standalone mode, the RDC will continue to
transmit beacons on every superframe. The information in the table immediately
described above may be transmitted along with the superframe count in every superframe
to allow the PDK to configure and synchronize with the system. When the superframe
count is the superframe length minus one, the superframe count will start counting from 0

for the next c-superframe.

[00180] At the end of each beacon transmission, a frame check sequence (FCS) may
be appended as part of the IEEE 802.15.4 physical layer. The FCS provides protection
for the data carried in the frame. Because the beacon may not occupy the entire frame (or
timeslot), hashed lines are shown indicating additional idle time between the FCS and
IFS. The RDC maintains the beacon transmission until the RDC is disabled or power is
removed. At this point in the sequence of operations, there are no PDKs registered with
the RDC, so no PDK can gain access without registering and receiving authorization

from the RDC.

[00181] Again referring to the casino game example described above, a player with a

PDK that has not yet been registered to the property enters the RDC cell. The PDK is in
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battery save mode and periodically wakes up looking for a network. As shown in Figure
26, the PDK starts in a deep sleep state. The wakeup timer eventually expires, causing
the PDK to enable and tune its receiver. The PDK then monitors the channel that it tuned
to for a period of one 17 timeslots (one superframe plus one slot), or approximately 83
milliseconds. The 17 timeslot limit is based on a superframe of 16 timeslots, and the fact
that the PDK, upon initial reception, could miss the beginning of a beacon. The
additional slot provides the overlap necessary to guarantee reception of a beacon if one is

present.

[00182] If no beacon is detected, the channel number is incremented (modulo 16)
and the PDK resets its wakeup timer and returns to deep sleep mode. If a beacon is
detected, the PDK checks for a network ID and if one is not found, it again increments
the channel number, resets its wakeup timer, and returns to deep sleep mode. If the
network ID is detected, the PDK attempts to establish a communications link with the
RDC. At this point, the PDK has found a single cell network on channel 1 with an RDC
ID of 0x1234, and the RDC is in broadcast mode indicating that it is attempting to gain

the attention of any PDKSs in the local proximity.

[00183] Now referring to Figure 27, in which an authorization denial handshake is
shown, the RDC broadcasts its beacon with the information as described above. The
PDK detects the beacon in broadcast mode, determines the network configuration and
RDC ID and returns a PDK location response with the RDC ID and PDK ID included.
The RDC detects the response from the PDK and alerts the central server that a PDK with

a public ID of 0x9876 (arbitrary) wants to attach and enable the game for play. In the
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meantime, the RDC may immediately respond back to the PDK indicating that the PDK
should wait for authorization. This keeps the PDK responding to beacons as defined by
the fields located in the beacon until the beacon is no longer present (i.e., the PDK is no

longer in the RDC cell), or until a response is returned by the RDC.

[00184] The central sever, in conjunction with the system stack, may then choose to
not recognize a particular PDK’s public ID that has not yet been registered to the
property. The RDC continues to output its beacon. Upon the next wakeup and PDK
location response from the PDK, the RDC detects the PDK ID and, within its database,
looks up the authorization parameters for this PDK. It determines that authorization has
been denied and sends an “authorization deny” command to the PDK. In the case that a
particular PDK is not recognized or not authorized, a notification may sent to a staff
member of the property to register a user of the PDK, and/or, in one or more
embodiments, one or more machines may be used to prompt the user to register with the
property.

[00185] The PDK temporarily stores the RDC ID in its local memory with a flag
indicating that it shall no longer respond to this RDC ID. The PDK may then go back
into battery save mode and periodically scans all channels as previously described above
with reference to Figure 26.

[00186] Still referring to Figure 27, because the PDK may not constantly be aware of
its geographical location, the PDK may continue to monitor each channel and decode
cach beacon. Eventually, the PDK returns to the channel that the RDC is still

transmitting beacons on, decodes the beacon information including the RDC ID, and

-5 -

10001-03418 US

INTEL-1002

Page 56 of 253 U.S. Patent 8,457,672



determines that it is not to respond.

[00187] Further, the PDK may maintain the RDC ID in its local database until the
beacon is no longer present during scanning, at which time the RDC ID is removed from
the database. The period of time that the beacon is absent before removing the RDC ID

from the database may be determined during prior system testing.

[00188] Assuming the RDC beacon is absent for a given period of time indicates to
the PDK that the PDK has left the RDC cell. Upon the next detection of that RDC
beacon, the PDK may again attempt to gain access to the RDC as shown in Figure 27.
The difference this time is the PDK ID is in the RDC’s local database and the RDC may
deny authorization without alerting the host system. The PDK may then operate as

previously described after authorization has been denied.

[00189] In one or more embodiments, once a host system grants authorization for the
PDK to operate within the property, then one or more different scenarios may exist. In
one scenario, the RDC may transmit the PDK ID as part of the beacon transmission,
alerting the PDK that the RDC wants to communicate, and the PDK may then respond
with a PDK location response. In another scenario, the PDK returns to the RDC cell, and
after detection of the beacon (with or without the PDK ID), it returns the PDK location
response. In either case, after the RDC detects the PDK location response with the
PDK’s public ID, the RDC then issues a link request attempting to initiate a link between
the RDC and PDK. Figure 28, for example, shows a handshake between the RDC and

PDK for a PDK authorization grant.

[00190] As shown in Figure 28, the RDC may broadcast the beacon on every
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superframe. Although not shown, the superframe counter value is also included, which
the PDK may use for battery conservation. The beacon may be broadcast in one of more
different methods. The system may have just authorized a PDK and the beacon includes
the PDK’s public ID for a period of time or, in another method, the beacon may be
transmitted without the PDK’s public ID. As described above, if the PDK is in the RDC
cell and has deactivated its response, when the PDK detects its ID in the beacon, it may
reactivate its response to the RDC and transmit both the RDC ID and PDK public ID in

its PDK location response.

[00191] If the PDK has just re-entered the RDC cell and detects the RDC beacon
(with or without the PDK’s public ID), the PDK may again respond with the RDC ID and
its own PDK public ID. The RDC may then detect its RDC ID and the PDK public ID
and immediately sends a link request to the PDK with both its RDC ID and the PDK’s
public ID indicating it wants to initiate a link with the PDK. The PDK may detect the
request and respond with a link grant with both IDs included. The RDC and PDK may
enter into association mode and then provide data exchange on a periodic basis insuring
the PDK remains in range of the RDC. This periodic data exchange may occur based on
parameters previously described above. Interleaved between the data exchange may be
beacons that other PDKs may use to access the RDC. Eventually, the RDC may
terminate the data exchange based on inactivity, as determined by the server, or as based
on the PDK leaving the RDC cell, in which case the RDC realizes the PDK is no longer

in range.

[00192] Further, it is noted that due to radio interference issues that might occur in
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wireless systems, the RDC and PDK may not relinquish the link based on the lack of a
single data exchange. Because the RDC is not necessarily battery limited, the RDC may
continue to monitor all timeslots in a superframe with the exception of those frames it
transmits on. In contrast, it is noted that a PDK is likely battery limited and therefore

may need to intelligently choose when to receive and transmit.

[00193] In the case the RDC and PDK lose communications during the predefined
period they are attempting to communicate, both devices may have equal knowledge of
such an event. Because the PDK is battery limited, the PDK may try on the next
available timeslot to regain synchronization with the RDC. After a period of time in the

RDC, or a predefined number of attempts by the PDK, the link may be considered lost.

[00194] Referring again to the casino game example, in one or more embodiments,
an cnabled single cell game facilitates multi-player access via the central server.
Individual players may consecutively play the game provided they have the appropriate
PDK, or in some instances, multiple players may be able to simultancously play the
game. The RDC allows for simultancous multi-player access, so long as the central

server supports and authorizes such play.

[00195] In the case where multiple PDKs may simultaneously access an RDC, the
RDC may provide superframe coordination information to the PDKs to interleave them in
a manner to avoid contention between RDC and PDK communications. For example, as
shown in Figure 29, the RDC may assign a superframe and timeslot count to each PDK
accessing the RDC. Through link setup and data exchange, the RDC may direct the PDK

to use a specific superframe and timeslot (or multiple superframes and timeslots) for
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periodic data exchange. By using such a technique, the RDC may alter the wakeup
superframe for each PDK and may efficiently distribute them so as to reduce contention
between the PDKs. Because the PDKs are given a specific superframe and timeslot (or
superframes and timeslots), the PDK is required to wake up during that superframe(s) and
timeslot(s) to communicate with the RDC. This technique, in turn, may greatly extend

PDK battery life.

[00196] Now referring to Figure 30, it shows a configuration in which multiple
games operating as single cell RDCs are co-located in close proximity with overlapping
RDC cell coverage. In such a configuration, each RDC 200, 202 may not be aware of the
presence of the other RDC 200, 202 but a PDK 204 that resides in the area of overlapping
coverage may detect the presence of both RDCs 200, 202. A technique of restricting or
allowing PDK access to one or more of the RDCs 200, 202, and the technique of enabling

game play may depend on the system stack for that specific configuration.

[00197] In a configuration where multiple RDCs are co-located without the
knowledge of each other, and where a PDK is registered to both RDCs, a technique of
determining and gaining access to each RDC may be enforced. There are one or more
possible scenarios that may occur. For example, in one case, a player may desire
simultaneous access to a game and another device, such as a drink or food purchase
device, with both being physically located near each other and without disrupting the
game play. In another case, a player may be registered to multiple RDCs, but wants to

associate with one RDC at any given time.

[00198] In addition to an RDC granting permission to the PDK for access, the RDC
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may also dictate to the PDK the number of simultancous associations allowed. The
purpose of defining the number of associations permitted may reduce the possibilities that
the PDK can simultaneously associate with and enable two or more RDCs within close
proximity of each other. This may prevent unauthorized use of a player’s PDK on
adjacent enabled devices, thereby disallowing a player from using another player’s
identity. The capability of configuring the number of associations for a particular RDC
may be implemented in a system stack and controlled by the attached controller’s
application.

[00199] Referring again to the case where a player desires simultancous access to a
game and another device, a PDK may be capable of associating to multiple RDCs based
on the physical limitation of the maximum number of simultancous connections the PDK

can handle and based on the number of associations the RDC permits.

[00200] Further, it is noted that under the conditions the PDK is associated with
more than one RDC, the PDK may relay information back to each RDC indicating its
timing relative to the other RDC. This information may be important in the event a
single PDK is associated with more than one RDC because the clock frequency error
between the RDCs may cause eventual timing drift that will eventually cause timeslot
and superframe overlap and prevent the PDK from communicating with both units on a
periodic basis. This situation is also noted: where two PDKs are associated with the same
RDC and each PDK is also associated with a different second RDC. Additionally, each
of the second RDCs may also have other PDKs associated with them that are also

associated with even different RDCs. Eventually, such an uncoordinated system may
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appearing like a mesh network. A system of such complexity may require a CRDC to be

used to address synchronization issues.

[00201] As to the case where a player may be registered to multiple RDCs, but wants
to associate with one RDC at any given time, there may one or more techniques that may
be employed to control how a PDK associates with a specific RDC. In one way, a PDK
is associated with a single RDC. Using this technique, the PDK may attempt to associate
to other RDCs, but the other RDCs will deny association through the back-end central
server, causing the PDK to ignore the other RDCs as previously described above. It is
noted that such a technique may eliminate a cell size issue, where the cell must be

constrained to prevent other RDCs the PDK is registered to from accessing the PDK.

[00202] In another technique for directing a PDK to communicate to one RDC in a
configuration where multiple RDCs exist of which the PDK is registered to, by
significantly reducing the RF power level from the RDC and providing this information
along with a request for the PDK to reduce its RF power, a close proximity
communications channel may be created. The close proximity communications channel
may then operate as if a single cell network exists. More particularly, if the RDC is
configured to have a reduced RF power output, the RDC’s cell boundary shrinks causing
the PDK to have to be within closer proximity of the RDC to receive a beacon from that
RDC. If, in turn, the RDC indicates in the beacon that it is at reduced RF power, the
PDK is aware that the RDC is in extremely close proximity. In addition, if the beacon
includes a command to instruct the PDK to reduce RF power, the chance of surrounding

RDCs receiving a response or interference from the PDK may be minimized. When the
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communications channel is terminated and the PDK no longer sees the beacon from that
RDC, the PDK may readjust its RF power level to normal levels for a larger cell coverage

area. Such dynamic RF power level adjustment may be implemented in the system stack.

[00203] Thus, in one or more embodiments, there exists a scheme to dynamically
adjust a transmission power and/or reception sensitivity of a wireless reader device along
with an ability to command a client device to do likewise to permit both cell coverage
and client device response area programmability. This may enable the dynamic tracking
of transient client devices within and through the cell’s extended or default coverage arca
with full power and sensitivity at both ends, while concurrently allowing the association
of a particular client device in close proximity to the reader device for command and
control of an application or service during a session. Those skilled in the art will note
that by dynamically varying a size of a cell in which a secure transaction takes place
between a PDK and an RDC (or in which a PDK accesses an application via an RDC), at
least some level of security may be achieved in that eavesdropping may be prevented.
Moreover, unnecessary and potentially unsafe propagation of a wireless signals beyond a

certain distance may be avoided.

[00204] For example, a plurality of PDKs may be located in a default wireless
coverage range of an RDC. This default wireless coverage range may represent a cell of
the RDC at full power. As the plurality of PDKs enter and exit the RDC’s cell, the RDC
reports corresponding location tracking information back to, for example, a central
server. When one of the PDKSs requests access to an application secured by the RDC, the

RDC may follow by reducing its RF power and commanding the requesting PDK to also
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lower its RF power, thereby in effect requiring that the requesting PDK be “drawn in” to
the RDC in order for the PDK to access the application. It is noted that while the RDC
may communicate with the requesting PDK via low power RF signals, the RDC may
continue to maintain its default wireless coverage range for tracking other PDKs. When
the requesting PDK is moved away from the RDC or the session is otherwise terminated,

both ends return to their default full RF power settings.

[00205] As described above, reception sensitivity of the RDC and/or PDK may be
changed as part of a cell size variation technique in accordance with one or more
embodiments. Reception sensitivity may be adjusted using an RF attenuator (e.g., a step,
variable, or programmable RF attenuator) that is either specific to a receive path or
common to both receive and transmit paths. It is noted that even if the attenuator is
common to both receive and transmit paths, transmit power may be independently
controlled. Further, in one or more embodiments, a separate attenuator may be used to

allow for independent control of transmission power and reception sensitivity.

[00206] To determine how much to adjust the size of a wireless cell without severing
a wireless connection between an RDC and a PDK, one or more of various metrics may
be used. For example, in one or more embodiments, a signal strength of the PDK may be
monitored to determine by how much to power down a transmission power of the RDC
and/or the PDK. If the signal strength is determined to be relatively strong, then the RDC
may cause a reduction in transmission power that is greater than if the signal strength
were detected as being weak. Conversely, if the signal strength is detected as being

weak, the RDC may lower transmission power by a small amount or not at all. Instead of
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or in addition to relying on signal strength, a bit error rate may be assessed to determine
by how much to power down the transmission power. For example, if the bit error rate of
communications between the RDC and PDK is determined to be low, then the RDC may
lower transmission power by an amount greater than if the bit error rate was determined

to be relatively high.

[00207] Further, as described above, the transmission power and/or reception
sensitivity of ecither or both of an RDC and a PDK may be adjusted. In one or more
embodiments, only a transmission power of the PDK may be adjusted. This may done to,
for example, “bring in” the PDK and reduce the likelihood of that PDK interfering with
other RDCs. In one or more other embodiments, the transmission power of both the
RDC and the PDK may be adjusted in an effort to draw in the PDK to the RDC. In still
one or more other embodiments, in addition to or instead of adjusting transmission

power, reception sensitivity of either or both of the RDC and the PDK may be changed.

[00208] Moreover, in one or more embodiments, an RDC may have multiple
wireless transceivers, whereby at least one of the transceivers is at full power for PDK
location tracking purposes, while one or more of the other transceivers are used to
establish adjustable wireless cells for particular associations with PDKs. For example, in
the case of an ATM machine having an RDC, the RDC may carry out a secure
transaction with a PDK in an adjusted wireless cell, while at the same time, casting a
broader wireless cell to monitor and identify one or more PDKs around the transacting
PDK. In such a manner, for example, a security measure may be implemented by which

the RDC can identify individuals behind a transacting user. Further, as an added or
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alternative security measure, transmission power may be adjusted dependent on a
sensitivity of the type of data requested to be exchanged in a particular transaction. Such
data sensitive transactions may be conducted at low power with additional security

measures such as password entry or biometric input.

Application Utilizing Multi-Cell Coordination

[00209] The following describes a system architecture and operation of a system
within, for example, a casino application. Referring to Figure 31, a CRDC (not shown)
and multiple RDCs (shown, but not individually labeled) are distributed throughout a
casino floor. In such embodiments, a single CRDC generates a cell 210 that provides
ubiquitous coverage of the entire floor. On the left side of Figure 31, multiple RDCs
(shown, but not labeled) provide overlapping cell coverage and blanket the casino floor
and gaming table arca 212 all the way to an entrance of the casino with continuous
wireless service coverage. These RDCs may be dedicated to PDK location tracking,
allowing the casino operator to know where a player carrying his/her PDK is
geographically located on the floor. These RDCs may be mounted in the floor or ceiling,

creating, for example, relatively symmetrical cells.

[00210] Another set of RDC cells (shown, but not labeled) are shown to exist in the
right side of Figure 31 and are integrated in gaming machines (shown, but not labeled)
within an electronic gaming area 214. The cell orientation for these RDCs is more
oblong and focused at players that are within close proximity and in front of the
electronic gaming machines, noting that cell orientation and shape may be set according

to antenna position and/or configuration. The cells extend outward towards the center of
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the isle to detect the presence of a player that may be walking by. Toward the lower right
part of Figure 31 is a registration cell 216 that sits at a registration desk (shown, but not
labeled) where a player may register and acquire a PDK the first time the player enters
the casino. The registration cell 216 may be smaller in size to enable local
communications between the RDC and PDK without allowing external RF monitoring

devices to capture and record the interaction between the devices.

[00211] It is noted that in Figure 31, a PDK 218 that is currently out of the range of
all RDCs, but still in range of the CRDC. This represents a PDK carried by a player,
which is being used to track the player’s position and provide additional services. Such

services are further described below.

[00212] Further, still referring to Figure 31, there is a central server 220. The central
server 220 may contain a player’s financial information (credit card numbers, gambling
limits, and other information related to a player). In addition, the central server 220 may
be physically wired (not shown) to all RDCs and/or CRDCs located throughout the

casino.

[00213] Although not shown in Figure 31, within the PDK location tracking system,
RDCs may be gambling tables that also have RDCs embedded within the table itself. A

representative gambling table is shown in Figure 32.

[00214] As shown in Figure 32, a gambling table 230 has RDCs 232, 234, 236, 238,
240, 242, 244, 246 ecmbedded within it. RDC 246 may be a dealer RDC that has a cell
geometry covering the dealer’s area, allowing the dealer to freely move around in this

arca. There are an additional RDCs 232, 234, 236, 238, 240, 242, 244 that are located at
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each player position. Each of these RDC cell’s coverage arcas are oblong and are
directed to where the player would be sitting/standing. It is noted that each player
position’s RDC 232, 234, 236, 238, 240, 242, 244 allows for some coverage of the region
directly behind each player position, allowing the RDC 232, 234, 236, 238, 240, 242, 244
to report back through the system the presence and identity of anyone behind the player.
The RDC cell’s coverage arcas may be minimized to cover the arca where a dealer or
player may be located relative to the table. Those skilled in the art will note that the
actual cell footprints may vary from those shown in Figure 32. Ultilizing distributed
RDCs with directional, highly attenuated, antennas allows the casino operator to know
the location of both dealers and players, and the amount of time they remained at the

table.

[00215] The CRDC, PDK location tracking RDCs, and gambling table RDCs, may
interoperate in a system such as that shown in Figure 33. Figure 33 shows a graphical
representation of the sequence of events that may occur when a c-beacon is transmitted
in, for example, a casino application. As shown in Figure 33, first, a CRDC 250
transmits the c-beacon to all RDCs and PDKs (shown, but not labeled) within the
CRDC'’s cell radius. All of the RDCs and PDKs setup and synchronize their timing to
the beacon. Next, each PDK, in its appropriate timeslot, transmits a PDK location
response ID. Any RDC that is in the vicinity of the PDK’s response receives the PDK
location response ID and logs specific information related to the reception. Then, each
RDC packetizes the information received from the PDK and, through a wired back

channel, relays the information to a central server 252. The central server 252 may then
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utilize this information to indicate to an operator, by either graphical or text format, the

geographic location of each player.

[00216] Representing the flow in a different manner, the interactions for a single
PDK is shown in Figure 34. In addition to providing location tracking information, when
the PDK outputs a PDK location response ID, certain events may occur from an RDC
based device. In the event the RDC based device is an electronic game, via the central
server, the electronic game may entice the player over to it by flashing information on the
screen related to that specific player. In one example, an electronic gaming machine may
offer the player a free game, gaining the player’s attention and ultimately enticing the
player to play the game. In order to identify the player, further steps may be taken

between the PDK and the RDC that are described below.

[00217] In the event the RDC device is used for location tracking, it may perform
further interrogation of the PDK to determine whether the PDK is legitimate. A more

detailed description of such interrogation is provided below.

[00218] Now referring to Figure 35, it shows two CRDCs with overlapping cell
coverage, but not to the point where each CRDC can see the other CRDC. As shown in
Figure 35, the CRDC cells are non-uniform in nature due to obstructions blocking the
transmit radio path. The CRDC cell overlap may cause a number of RDCs to be in each
CRDC cell. It is envisioned that other CRDCs may overlap in the same region if they are
placed above and below the RDC micro-cellular structure. In this case, for example, up

to 4 channels may be occupied just for CRDC beacon transmission.

[00219] Due to the possibility of interferers in the coverage area of the CRDC, the
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central server may manually configure the CRDC, or the central server may also instead
or additionally have the capability to auto-configure. In the case the central server
performs manual configuration, upon initial installation, power up, and provisioning, the
CRDC is configured to remain in a dormant state until the central server interacts with
the device and instructs it to perform specific tasks. The central server may first instruct
the CRDC to enable the receiver, scan all channels, and report back the findings of each
channel. When the CRDC scans each channel, it collects signal quality metrics and any
IEEE 802.15.4 radio transmissions. The operator of the central server may then analyze
all of the signal quality metric information and any IEEE 802.15.4 framing information to
determine the best channel the CRDC should transmit its beacon on. Once determined,
the operator at the central server may command the CRDC to store the specific channel
that it will transmit on and enable it to begin transmitting. The operator may then select
the next CRDC and perform the same operations, until all CRDCs have been configured

in the network.

[00220] In an automatic configuration mode, the CRDC scans each channel and
collects signal quality metrics and determines if other IEEE 802.15.4 devices (including
another CRDC) are present. The CRDC may then select the quietest channel to begin its
beacon transmission on. Further, it is noted that it may be recommend that initial auto-
configuration of a CRDC occur when there is a single CRDC present. This
recommendation is based on the fact that the CRDC may have overlapping coverage with
another CRDC as shown in Figure 35, but the CRDC is not aware of the overlap, causing

two CRDCs to transmit their beacons on the same channel. Eventually, due to potential
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timing inaccuracies in the CRDCs, they may overlap and become direct interferers to
RDCs and PDKSs in the overlapping area. An exception to this recommendation is when
the system is configured to allow the CRDC to report back the channel that it occupies
(or intends to occupy) to the central server, and the server can then analyze the CRDC

channel lineup on all CRDCs and reassign a channel for any given CRDC.

[00221] Once a channel has been assigned and stored in a local non-volatile memory
of the CRDC, upon next power up, the CRDC scans all channels again and return to their
last assigned channel provided that it is not occupied by an interferer or by another
CRDC beacon. In such a case, the CRDC may have to again go through the initialization

Process.

[00222] Although a synchronized system may lead to higher throughput and may
possibly lead to better battery life, in one or more embodiments, it may not be necessary
for CRDCs to be synchronized. Because each CRDC operates on a separate channel,
there may be no timing-specific consideration that needs to be addressed between
CRDCs. Instead, a concern may relate to how the PDK aligns to multiple
unsynchronized CRDCs. From a PDK location-tracking standpoint, the PDK may be
required to lock to a single CRDC beacon. The CRDC beacon will indicate to PDKs
what other channels a CRDC may be located on. The PDK may not need to attempt
receiving from any other CRDC, provided the signal quality metrics for the current
CRDC it is monitoring has sufficient signal quality to receive error free data. In the case
the signal quality degrades, the PDK may then periodically switch to other channel(s) to

determine if a better signal quality can be obtained. If a better signal quality is

- 66 -

10001-03418 US

INTEL-1002

Page 71 of 253 U.S. Patent 8,457,672



determined to be on an alternate channel, the PDK may then immediately switch to the
alternate channel, provided it is not in association with an RDC at that instance in time.
If the PDK has begun association to an RDC, the PDK may have to attempt to finish the
association before switching to the alternate channel. It is noted that once a PDK is in
association with a RDC, the PDK is no longer required to monitor the CRDC beacon,
until the association ends between the devices by releasing the link or by the PDK

leaving the RDC cell.

[00223] When an RDC is powered up for the first time, the RDC may not be aware
of the network it belongs to or its configuration within the network. The RDC may
default to a single cell configuration. For this reason, RDCs placed in a CRDC cell
configuration may by default remain in a dormant state upon its first initial power up in
the network. This may allow the central server to configure any specific information
related to the network into the RDC prior to operation. Some of this information may
include, for example, the site ID, a local RDC ID, and other parameters related to the
wireless transmission protocol. The site ID is important, because the property owner may
not want their RDCs to become associated with another property; thus, the RDC should
synchronize to beacons transmitted with that site’s ID. The RDC ID is used in
communication between a PDK and RDC; hence, there should be one RDC ID per RDC
device in the network. Other application-dependent parameters may include how the unit
operates when associated with a PDK and whether the RDC sends data back to the server
when data is ready, or if the server must poll the RDC for the information. The central

server may then command the RDC to enable its receiver and scan all channels to
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determine the signal quality of each channel and which CRDCs may be received by the
RDC. The operator of the central server may allow the RDC to automatically select
which CRDC Beacon to lock to, or can command the RDC to select a specific CRDC
beacon. After reviewing the channel list for signal quality, the system may then
command which channels the RDC can use for alternate channels for RDC-PDK
communications, or the system may command the RDC to automatically select the
alternate channels. The system may then place the RDC in operation mode, and the RDC
then tunes to the selected CRDC beacon channel and remains there listening for CRDC
beacons and any PDK that sends a PDK location response ID. While receiving the c-
beacon, the RDC may configure its timeslot information similar to that described above.
This defines the superframe structure as well as defining which timeslots (odd or even)

the RDC is permitted to communicate with a PDK on the beacon channel.

[00224] In the background, on the alternate wireless link described above with
reference to Figure 9, the RDC may continue to scan the alternate channels, updating its
list of clear channels. This updated list may then be used when a RDC determines it
wants to extend its communication with a PDK in association mode and selects which
channel that communication will occur on. The RDC, in operational mode, may perform
frame and slot alignment to the CRDC and listen for a PDK location tracking response.
On a periodic basis, the RDC may send information back to the central server indicating
that it is still operational and indicating the status of the communications channels (e.g.,

CRDC beacon, alternate channels).

[00225] In one or more embodiments, a registration RDC may be used to initially
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enable and to configure a PDK. The registration RDC may have a small cell coverage
area by design, measured, for example, in inches. This may require that the unregistered
PDK must be in extremely close proximity, e.g., placed on the registration RDC housing,
to communicate with the registration RDC, reducing the likelihood of RF eavesdroppers

gaining access to PDK setup information.

[00226] The registration RDC may be directly connected to a central server. In
addition to specific security features, the registration RDC installs and configures service
provider information located on the central server (described above with reference to
Figures 6 and 7). Such information may include the service provider ID, secret key, and
other parameters that the service provider wants to designate for access within their
network. These other parameters may vary in size in the PDK and may be defined by the
host system to meet the needs of the property. Information transferred to a PDK may
include, for example, the service provider site ID, the service provider’s assigned PDK
ID, the service provider’s secret service ID, the service provider’s secret key, and service

provider specific access information.

[00227] Now describing an example of an operation in accordance with one or more
embodiments, once a system has been installed and properly provisioned, a rated player
may walk into the casino. They are greeted by a host and walked over to the registration
desk, where the player’s information, already in the central server, is linked to a PDK that
is given to the player and assigned with specific privileges. The player places the PDK in
their pocket and begins to walk throughout the casino. Once the PDK leaves the

registration cell, the PDK enters discovery mode and scans the channels for a c-Beacon.
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If the PDK does not locate the c-beacon, it continues to scan for an undetermined period

of time until it either goes into battery save mode or finds a c-beacon.

[00228] Once the PDK finds a c-Beacon, the PDK determines if the c-beacon is a
particular type of network and the site ID is in its local service provider database. If the
site ID is not in the database, the PDK ignores that c-beacon and keeps looking for other
c-beacons on other channels until one is found that is in its local database. Once a valid
c-beacon containing a site ID that is in the PDK’s local database is found, the PDK
extracts the CRDC channel availability flags and checks the other channels in the CRDC
channel availability list. The PDK then determines which CRDC has the best signal
quality metrics. The PDK switches to that channel and begins receiving c-beacons. The
PDK extracts the CRDC and network configuration information as described above. This
information may define the framing structure and how the PDK should operate within the
network. The PDK then applies the c-beacon parameters to its radio transceiver
parameters, configuring the sleep interval and response superframe and timeslot
information. Because the PDK has just received a c-beacon, the PDK is now aware of
the current superframe count. The PDK then configures its timer to wake up just prior to

the expected superframe count that it may communicate on.

[00229] Now also referring to Figure 36, when the sleep timer expires, the PDK may
wake up, listen for a specific c-beacon, and verify the superframe count. It then waits a
predetermined period of time for its slot to be available and performs CSMA-CA, and if
no other device is attempting to respond, it responds with its PDK location tracking

response. If another device was detected on the channel, the PDK may then reset its
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timers and wait for the next predefined superframe and timeslot to wake up and attempt
again.

[00230] It is noted that a PDK in accordance with one or more embodiments may be
powered by an internal battery of, for example, a type commonly used to power small
electronic devices such as watches, calculators, and mobile computing devices. The
power of such a client device battery is consumed when the PDK is active. In an effort to
reduce and/or minimize battery consumption, in one or more embodiments, the active
time of a PDK as a percentage of total time may be reduced by management of
transmission and reception times. For example, as described above, a network in
accordance with one or more embodiments may be designed to configure time slots (e.g.,
frames), groups of time slots (e.g., superframes), and/or coordinating beacon superframes
(e.g., c-superframes) in a manner such that a client device is caused to both listen and
respond within specific time slots. Because these time slots are configured by the
network, they may be precisely predicted, thereby allowing the client device to set a
timer, return to sleep mode, and waken when a specific, time-slotted interaction is
expected or required of the client device. Further, in one or more embodiments, because
a network in accordance with one or more embodiments may implement programmable
c-superframe lengths, an operator or system may individually tailor performance to
maximize (or at least improve) battery life and/or minimize (or at least reduce) system
inter-message latency without requiring access of the client device itself or physical

alteration of the client device.

[00231] When the PDK responds with a PDK location tracking response, every RDC
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within local proximity that can receive the response may log the response message in its
database along with signal quality metrics and a timestamp. They will then send the
information back to the central server. The response may be sent by the server polling
the RDC or by the RDC if it has data to send. Once the central server receives the PDK
information from one or multiple RDCs, the server may then determine if any further
communication with the PDK is necessary. If, for example, the system wants to validate
the PDK, it can perform a validation. The server may then send a command to a specific
RDC to set up communications with a specific PDK and wait for a response from that
RDC. Because the communication between the RDC and the central server may not be
instantancous, the RDC may have to wait for the next PDK location tracking response.
After performing CSMA-CA, it may immediately instruct the PDK to switch to the
alternate channel. If, during the CSMA-CA, the RDC detected another device on the
channel, the RDC may wait for the next PDK location tracking response from that PDK
and then re-attempt PDK channel reassignment. The PDK may then switch to the
alternate channel, perform CSMA-CA, and send a link request to that specific RDC ID
with its own ID included. The RDC, looking for the link request with its specific ID and
a particular PDK ID, detects the request and then responds with a link grant. Further, the
RDC may alert the central server of the link, and a data exchange occurs with information
the server is interested in collecting by interrogating that PDK. After the data exchange
occurs, the central server commands the RDC to terminate the link. The RDC may then
terminate the link, and the PDK may returns to the c-Beacon channel, re-synchronizing to
the beacon, and begin monitoring for its timeslot. The PDK may then continue to send

responses back to all RDCs in its immediate vicinity when its specific superframe count
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and timeslot are valid.

[00232] It is noted that the foregoing description detailing a process of PDK
validation and interrogation relates to one or more embodiments. However, in one or
more other embodiments, the central server may have also altered the service provider

information within the PDK.

[00233] If, during the switch to the alternate channel for RDC to PDK
communications, the PDK determines the channel is occupied or the PDK does not
receive a link grant back from the RDC, the PDK may perform one or more additional
attempts. If after all attempts, the PDK does not receive a response from an RDC, that
PDK may return to the c-beacon channel, realign to the beacon, and then begin sending

its PDK location tracking ID.

[00234] If the RDC was unable to receive the link request from the PDK on the
alternate channel, for a predefined period of time, the RDC may flag the error and
continue listening on the channel. If the same RDC is again instructed to establish
communications with the same PDK, the RDC may choose to use a different alternate

channel and redirect the PDK to the new alternate channel for communications.

[00235] Now referring to Figure 37, it shows a PDK wakeup and response flow in a
CRDC coordinated system. For purposes of describing Figure 37, it is assumed that the
PDK has acquired system synchronization and has gone into the sleep mode after setting
its timers to wake up on the next predefined superframe. The PDK remains in sleep
mode until the wakeup timer expires and wakes up the PDK. The PDK then enables and

tunes its receiver to the c-beacon channel and listens for the beacon for a predefined
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period of time. If no beacon is detected, the PDK checks for other CRDC channel
available flags in its local memory. It then reassesses signal quality and beacons on the

alternate CRDC channels.

[00236] After the PDK assesses the other CRDC channels and no beacon is found,
the PDK goes back into rediscovery mode scanning all channels looking for a c-beacon.
If no c-Beacon is found, the PDK then starts its deep sleep mode. In the event that other
CRDC channels are present, the PDK assesses the signal quality of each channel and
selects the best channel. The PDK then selects that channel and tunes to it listening for

the CRDC beacon.

[00237] When the PDK receives the beacon, it checks all of the parameters
associated with it including the superframe count. If the PDK determines the superframe
count is not the correct one for it to wake up and respond on, it sets its internal sleep
timer to wake up just before the next expected superframe it should respond to and
returns to sleep mode. If the PDK determines that the beacon is on the PDK’s expected
superframe count, the PDK then stays awake, but stops listening until just before its
expected timeslot. The PDK may then perform CSMA-CA to determine if the channel is
busy. If the PDK determines the channel is busy, the PDK may again set its internal

sleep timer for the next expected superframe and return to the sleep mode.

[00238] If the PDK finds the channel to be available, the PDK then transmits its
location tracking response and waits for one additional timeslot for a response from an
RDC. If the PDK receives a response from an RDC, it then performs the command sent

by the RDC (e.g., to switch to the alternate communications channel). If the PDK does
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not receive a response from an RDC, the PDK may again set its internal sleep timer to
wake up just before the next expected superframe it should respond to and then return to

sleep mode.

[00239] As described above with reference to Figure 31, in one or more
embodiments, an RDC may be located within an electronic game on an electronic gaming
floor. Each game may have an integrated dual wireless link RDC, such as that described
above with reference to Figure 9. The RDC may be used for PDK location tracking and
PDK association. There are various approaches in integrating an RDC into an ¢lectronic
game or other equipment housing. In one approach, shown in Figure 38, the integration
of the RDC is from a physical perspective; no electrical connections exist between the
RDC and the game. In this configuration, the RDC and electronic game need not even
reside within the same enclosure; they coexist as two physically close, but separate,
devices. They may not be connected in any way other than physical proximity. The
purpose of placing them in close physical proximity is to allow the RDC to perform
proximity detection for any player carrying a PDK that may be positioned near the front
of the machine. In this configuration, each device (RDC and electronic game) may have
separate connections to a central server (or an external data concentrator) used to connect
both devices to a single wired connection back to the server. It is noted that the game
may operate autonomously, with the possible exception of responses to any commands
sent to it by the server. In this case, the RDC may provide both proximity detection and

association with PDKs.

[00240] Now also referring to Figure 39, it shows an example of a handshake that
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may take place from the time a player carrying a PDK is detected to the time the game is
enabled for that player. For purposes of clarity, the CRDC is not shown in Figure 39.
The handshake starts by the PDK detecting a c-beacon. Each time the c-beacon is
detected on the expected superframe and timeslot, the PDK may send out a PDK location

tracking response.

[00241] The RDC near the game detects the response and sends the PDK'’s
information back to the central server. The server realizes the user is close to the game
and may send a command back to the game instructing it to display a message for the
player in an effort to entice the player to play. In this example, the player may see the
message and sit down at the game and press a button to commence play. In turn, the
game sends a message back to the server indicating that the button has been pressed. The
server then requests the RDC to make a connection with the player’s PDK. Upon the
next c-beacon, the player’s PDK responds and the RDC receives the response. The RDC
then transmits back to the PDK to change to another channel for association mode to
begin. It is noted that up until this time, the PDK was in tracking mode. The PDK then
switches to the alternate channel indicated by the RDC and sends out a PDK link request
with both the PDK ID and the RDC ID. The RDC detects the request and sends back a
PDK link grant. The PDK and the RDC then exchange secure information to establish
trust, prior to establishing a secure link for validation of the PDK. The RDC may also
lower its RF power and instruct the PDK to lower its RF power in order to enforce close

proximity. Periodic data exchange may continue to between the RDC and PDK.

[00242] After the secure link is established, the RDC may report back to the central
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server that the link is established between the RDC and PDK. The central server may
then send a command to the game to display a message, which the game then displays.
The player may see the message on the screen and presses his PDK’s button causing it to
transmit this event over the secure link to the RDC. The RDC relays this information
back to the server. When the central Server receives the button press message, it can

enable the game so that the player may begin playing.

[00243] The handshake continues as shown in Figure 40. After the game has been
enabled for the player to play, the server may then send a command to the RDC to start
polling the player’s PDK. The RDC then periodically polls the PDK and may have

returned the responses of each poll back to the server, as shown in Figure 40.

[00244] Still referring to the example being described with reference to Figures 39
and 40, the player may continue to play the game for a while, then finishes and decides to
leave. When the player exits the coverage arca of the RDC near the game, the
communications link is broken. The RDC attempts to poll the PDK, but receives no
response. The RDC continues a few more times with no response. The RDC then reports
back to the central server that the link was lost and the PDK is out of range. The central
server then sends a message to the game to return it to an idle state so that another player
can play, then requests the game to send back the player’s game play information (if not
already obtained), which the server logs.

[00245] As described above with reference to Figures 39 and 40, a central server

may be the communications medium linking an RDC to a game. It communicates with

the game, tying the PDK to that game. If either device loses connection to the central
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server, game play may stay enabled.

[00246] Now referring to Figure 41, it shows an electronic game with an integrated
RDC, internally connected to communicate directly with the game. Thus, all power and
communication for the RDC may go through the electronic game. In this configuration,
both the RDC and game reside within the same game enclosure where they jointly
coexist. All information exchanged between the RDC and Bally Central Server must flow
through the electronic game’s controller and network interface. The purpose of placing
them in the same enclosure allows the RDC to perform proximity detection for any player

carrying a PDK® that may be positioned near the front of the machine.

[00247] At least one difference in the configuration shown in Figure 41 relative to
the configuration shown in Figure 38 is that the game’s internal controller may act to
reduce the traffic loading on the back-end network and perform more local verification of
the communications link between the PDK and the RDC. To illustrate a difference in
interaction between these two configurations, reference is made to the handshake diagram
shown in Figure 42. More particularly, Figure 42 shows a handshake that may take place
from the time a player carrying a PDK is detected to the time the game is enabled for that
player. For purposes of clarity, the CRDC is not shown in Figure 42. The handshake
starts by the PDK detecting a c-beacon. Each time the c-beacon is detected on the
expected superframe and timeslot, the PDK sends out a PDK location tracking response.
The RDC within the game detects the response and sends the PDK information back to a
central server via the game’s internal controller. The server is made aware that the user is

close to the game and sends a command back to the game controller instructing the game
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to, for example, give the user a free game along with optionally displaying the user’s
name. The game then displays a message for the player in an effort to entice the player to
play. The player may then see the message, sit down at the game, and press a button to
commence game play. In turn, the game controller detects the button press and requests
the RDC to make a connection with the player’s PDK. Upon the next c-beacon, the PDK
responds and the RDC receives the response. The RDC may then transmit back to the
PDK a command to change to an alternate channel for association. The player’s PDK
then switches to the alternate channel indicated by the RDC and sends out a PDK link
request with both the PDK ID and the RDC ID. The RDC detects the request and sends
back a PDK link grant. The PDK and the RDC may then exchange secure information to
establish trust, prior to establishing a secure link for validation of the PDK. The RDC
may also lower its RF power and instruct the PDK to lower its RF power in order to
enforce close proximity. Periodic data exchange may then continue between the RDC

and PDK.

[00248] After the secure link is established, the RDC reports back to the game
controller that the link is established between the RDC and PDK. The game may then
display an instructional message for game play. The player may see the message on the
screen and presses the player’s PDK button, causing the PDK to transmit this event over
the secure link to the RDC. The RDC may then send this information back to the game
controller. When the game controller receives the button press message, it can enable the

game so that the player can begin playing.

[00249] The handshake continues as shown in Figure 43. After the game was
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enabled for the player to play, the game controller sends a command to the RDC to start
polling the player’s PDK. The RDC then periodically polled his PDK and had the option

of returning the responses of each poll back to the controller, as shown in Figure 43.

[00250] Returning to the example described above with reference to Figures 42 and
43, the player may continue to play the game for a while, then finishes and decides to
leave. When the player exits the coverage area of the RDC near the game, the
communications link is broken. The RDC attempts to poll the PDK, but receives no
response. The RDC may continue a few more times, with no response. The RDC then
reports back to the game controller that the link was lost and the PDK is out of range.
The game controller returns itself to an idle state so that another player can play and
indicates back to the central server that the PDK is out of range. The server may then
request the game to send the player’s game play information (if not already received),

which is then logged.

[00251] As described above with reference to Figures 42 and 43, in one or more
embodiments, the game controller may become more involved in the RDC to PDK
association, thereby potentially reducing the back-end system network’s traffic loading
relative to that experienced with the configuration where an RDC is electrically separate
from the game controller. The game controller may also react faster to the user walking
out of range and may not require any response from the server in order to maintain the
link. Tt is further noted that a broken link between the central server, game controller,
and RDC may not result in any loss of any interaction between the RDC and the game

controller.
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[00252] While the invention has been described with respect to a limited number of
embodiments, those skilled in the art, having benefit of the above description, will
appreciate that other embodiments may be devised which do not depart from the scope of
the present invention as described herein. Accordingly, the scope of the present

invention should be limited only by the appended claims.

-81-
10001-03418 US

INTEL-1002
Page 86 of 253 U.S. Patent 8,457,672



CLAIMS
What is claimed is:

1. 1. A method of facilitating data exchange, comprising:

determining a first specified time slot based on synchronization information
wirelessly received by the first client device and priority level data
associated with a first class;

assigning the first specific time slot for a first client device to wirelessly
communicate with a fixed proximity-based reader device;

reassigning the first specific time slot for a second client device to wirelessly
communicate with the fixed proximity-based reader device, the first
specific time slot reset based on synchronization information wirelessly
received by the second client device and priority level data associated with
a second class,

wherein the first class is associated with one or more of the first client device and
a user of the first client device, and the second class is associated with one
or more of the second client device and a user of the second client device.

2. The method of claim 1, further comprising:

assigning a second specific time slot to the first client device, the second specific
time slot set according to the first class.

3. The method of claim 1, wherein assigning the first specific time slot

comprises:
masking a bit field of the first client device.
4, The method of claim 3, wherein the mask is wirelessly communicated to
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the first client device.

5. The method of claim 1, wherein reassigning the first specific time slot is
dependent on a network traffic load.

6. The method of claim 1, wherein the first specified time slot and the second
specified time slot are on different wireless channels.

7. The method of claim 1, further comprising:

reassigning the first specific time slot to a third client device in response to a

detection that the first client device is unavailable.

8. The method of claim 1, further comprising:

determining that the first client device should switch to a different channel; and

sending a message to the first client device, the first client device, responsive to

receiving the message, switching the channel upon which the first client
device wirelessly communicates with a fixed proximity-based reader
device.

9. The method of claim 8, wherein the message includes information
identifying the first client device, information identifying the fixed proximity-based
reader device, a designation of a channel and a command to switch to the designated
channel.

10. The method of claim 8, wherein the determination to switch to the
different channel is dependent on at least one of a user associated with the first client
device, a class of a user associated with the first client device, a class of the first client
device, and a network traffic load in the system.

11. A system, comprising:
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a network device configured to wirelessly broadcast synchronization information;

a reader device comprising a first interface and a second interface, the first
interface configured to wirelessly receive the synchronization information
from the network device on a first channel and the second interface
configured to communicate with the client device in accordance with the
synchronization information on a second channel; and

a portable client device configured to wirelessly receive the synchronization, the

received synchronization information comprising information assigning a
specific time slot during which the client device can communicate with
one or more of the reader device and the network device, the time slot
being determined according to a priority level data associated with a class,
the class associated with the one or more of the portable client device and
the user of the portable client device.

12.  The system of claim 11, wherein the client device is configured to transmit
data to one or more of the reader device and the network device during the specific time
slot, the time slot determined based on the synchronization information and priority level
data associated with the class.

13.  The system of claim 11, wherein the client device is configured to receive
data from one or more of the reader device and the network device during the specific
time slot, the time slot determined based on the synchronization information and priority
level data associated with the class.

14.  The system of claim 11, wherein the time slot is determined based on a

mask applied to a bit field stored in the client device, and wherein the mask is wirelessly
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communicated to the client device as part of the synchronization information wirelessly
broadcasted by the network device.

15.  The system of claim 11, wherein the synchronization information is
dependent on at least one of a user associated with the client device, a class of a user
associated with the client device, a class of the client device, and a network traffic load in
the system.

16.  The system of claim 11, wherein the reader device is configured to
reassign the timeslot during which the client device communicates with the reader device.

17.  The system of claim 11, wherein the reader device is configured to
reassign the timeslot during which the client device communicates with the reader device
based at least in part on at least one of a user associated with the client device, a class of a
user associated with the client device, a class of the client device, and a network traffic
load in the system.

18.  The system of claim 11, wherein the reader device is further configured to
detect the portable client device on the first channel and sending a message to the
portable client device on the first channel responsive to a determination that the reader
device wants to communicate with the portable client device, the reader device capable of
wirelessly communicating on the first and the second wireless channels and further
configured to switch to the second channel responsive to receiving the message.

19. The system of claim 18, wherein the message includes information
identifying the portable client device, information identifying the reader device, a

designation of a channel and a command to switch to the designated channel.
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ABSTRACT

Wireless client devices within a wireless network exchange data with other
wireless devices during particular time slots determined by the network. More
particularly, the system generates and wirelessly broadcasts synchronization information
to the client devices, where the synchronization information contains individual masks to
be applied to bit fields of individual client devices, where said time slots are determined
in accordance with the masked bit fields. In such a manner, client devices can be

coordinated to communicate with the system in a dynamic real-time tiered manner.
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Title

Dynamic Real-Time Tiered Client Access
Preliminary Class

365

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

page 3 of 3

INTEL-1002
Page 144 of 253 U.S. Patent 8,457,672



UNITED STATES PATENT AND TRADEMARK OFFICGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT ] ATTY. DOCKET NO./TITLE |
13/491,417 06/07/2012 David L. Brown 10001-03418 US
CONFIRMATION NO. 1020
89194 FORMALITIES LETTER
Patent Law Works/Proxense
165 South Main St (LA EANEALAT LA ELRL I ITERR
Suite 2

Salt Lake City, UT 84111
Date Mailed: 06/25/2012

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

+ Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:

+ The drawings must be reasonably free from erasures and must be free from alterations, overwriting,
interlineations, folds, and copy marks. See Figure(s) 15, 31, 33.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to

exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/enguyen/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE

APPLICANTS: David L. Brown et al.

APPLICATION NO: 13/491,417

FILING DATE: June 7, 2012

TITLE: Dynamic Real-Time Tiered Client Access
EXAMINER: Not Yet Known

GROUP ART UNIT: 2827

ATTY. DKT. NO: 10029-03418 US

CONFIRMATION NO: 1020

CERTIFICATE OF EFS-WEB TRANSMISSION

Pursuant to 240 OG 45 and the Legal Framework For EFS-Web, I hereby certify that this follow-on correspondence is being
officially submitted through the USPTO EFS-Web system from the Pacific Time Zone of the United States on the local date
shown below:

Dated:  August 10, 2012 By: /Kanda Ishihara/
Kanda V. Ishihara, Reg. No. 56,607

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS
Sir/Madam:

Responsive to the Notice to File Corrected Application Papers dated June 25, 2012,
received in the above-identified application,

X Enclosed are:

X Replacement Sheets for Figures 15, 31 and 33
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(continued)

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

Respectfully submitted,
DAVID L. BROWNET AL.

Dated:  August 10, 2012 By:  /Kanda Ishihara/
Kanda V. Ishihara, Reg. No. 56,607
Attorney for Applicants
PATENT LAW WORKS LLP
165 South Main Street, Second Floor
Salt Lake City, UT 84111
Tel.: (801) 258-9835
Fax: (801) 355-0160
Email: kishihara@patentlawworks.net
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Replacement Sheet

Title! Dynamic Real-Time Tiered Client Access

{nventors: David L. Brown et al.
Afty Dkt No.: 1000103418 US

Sheet 14 of 42
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Re})iacemem Sheet
itle? Dynarmic Real-Time Tiered Client Access

{nventors: David L. Brown et al.
Atty Dkt No.o 10601-03418 US
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Replacement Sheet

Title? Dynamic Real-Time Tiered Client Access
{nventors: David L. Brown et al.

Atty Dkt No.: 10001-03418 US
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Electronic Acknowledgement Receipt

EFS ID: 13473468
Application Number: 13491417
International Application Number:
Confirmation Number: 1020

Title of Invention:

Dynamic Real-Time Tiered Client Access

First Named Inventor/Applicant Name:

David L. Brown

Customer Number:

89194

Filer:

Kanda Ishihara

Filer Authorized By:

Attorney Docket Number:

10001-03418 US

Receipt Date: 10-AUG-2012
Filing Date: 07-JUN-2012
Time Stamp: 19:11:31

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document L . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
Applicant R to Pre-E 69665
1 pplicant nesponse fo Fré-txam 03418US_Response.pdf no 2
Formalities Notice
88eb4c8cd1d13a91ea096aa8e 16e2dbf96¢
866e4
Warnings:
Information:
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561102
Drawings-only black and white li
2 rawings-only blackand white fine 03418_ReplacementSheets.pdf no 3
drawings
5ec96684d8417613d9da2e7eef648ada326)
b8e31
Warnings:
Information:
Total Files Size (in bytes); 630767

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 13/491,417
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (B}, or (6) N/A N/A N/A 95 N/A
SEARCH FEE
A o o) N/A N/A N/A 310 N/A
EXAMINATION FEE
O e N/A N/A N/A 125 N/A
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 19 minus 20 = 30 - 0.00 OR
INDEPENDENT CLAIMS ) *
(37 CFR 1.16(h)) 2 minus 3 = 125 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 530 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE() FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
LLi Total . jnus | ** =
= (37 CF?R ?.16(i)| Minu = OR
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR
E: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(®) FEE($)
E AMENDMENT PAID FOR
w Total * Minus A = =
= (37 CF% ?.16(i)) OR
% Independent * Minus | *** = _ OR
w (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
13/491,417 06/07/2012 2827 530 10029-03418 US 19 2
CONFIRMATION NO. 1020
89194 UPDATED FILING RECEIPT
Patent Law Works/Proxense
165 South Main St LR RS AT
Suite 2 00000005601565

Salt Lake City, UT 84111
Date Mailed: 08/20/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
David L. Brown, Jupiter, FL;
Fred S. Hirt, Brookfield, IL;
Assignment For Published Patent Application
Proxense, LLC, Bend, OR
Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 11/620,577 01/05/2007 PAT 8219129 *
which claims benefit of 60/760,362 01/06/2006
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 06/18/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,

is US 13/491,417
Projected Publication Date: 11/29/2012
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

Dynamic Real-Time Tiered Client Access
Preliminary Class

365

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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Doc code: IDS

Doc description: Information Disclosure Statement {ID3) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persens are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 13491417
Filing Date 2012-06-07
First Named Inventor ‘ David L. Brown
Art Unit ‘ 2467
Examiner Name ‘ Dominic W. Rego

Attorney Docket Number ‘ 10001-03418 US

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial Ne Code? of cited Document )
Figures Appear
1 5307349 1994-04-26 Shloss, Peter et al.
2 5317572 1994-05-31 Satoh, Junichi
3 5392287 1995-02-21 Tiedermann Jr. Edward G. et al.
4 5410588 1995-04-25 Ito, Koichi
5 5506863 1996-04-08 Meidan, Reuven et al.
6 5517502 1996-05-14 Bestler, Caitlin B. et al.
7 5689529 1997-11-18 Johnson, Nelden P.
8 5760705 1998-06-02 Glessner, David W. et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 13491417

Filing Date 2012-06-07
First Named Inventor ‘ David L. Brown
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Attorney Docket Number ‘ 10001-03418 US
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Application Number 13491417
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( Not for submission under 37 CFR 1.99)
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Application Number 13491417
Filing Date 2012-06-07

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David L. Brown
Art Unit ‘ 2467
Examiner Name ‘ Dominic W. Rego

Attorney Docket Number ‘ 10001-03418 US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart fareign application not mare than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e}2).

[] See attached certification statement.
[] The fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature cf the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kanda Ishihara/ Date (YYYY-MM-DD) 2012-10-05

Name/Print Kanda V. Ishihara Registration Number 56607

This collection of information is required by 37 CFR 1.97 and 1.98. The informaticn is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that ycu be given certain information in connecticn with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially tc the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Applicaticn filed under the Patent Cocperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
tc the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.8.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulaticn.
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To:

Fenwick & West LLP
MAR 2 1 2008
PCT RECEIVED

Greg T. Sueoka
FENWICK & WEST LLP
Silicon Valley Center

801 California Street
Mountain View, CA 94041

NOTIFICATION OF TRANSMITTAL OF
THE INTERNATIONAL SEARCH REPORT AND
THE WRITTEN OPINION OF THE INTERNATIONAL
SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)

Date of mailing
(day/month/year)

Applicant’s or agent’s file reference

FOR FURTHER ACTION  See paragraphs 1 and 4 below

12194PCT
International application No. International filing date
PCT/US07/00349 (day/month/year) 08 January 2007

Applicant 5o X ENSE, LLC

1.

The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the
international search report. .

Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Facsimile No.: +41 22 740 1435

For more detailed instructions, see the notes on the accompanying sheet.

O

The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

I:l With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thereon has been transmitted to the International Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

2.
3.
4. Reminders

Shorily after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for intemational publication.

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority 1o the
International Bureau. The International Burean will send a copy of such comments fo all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.

In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume II, National Chapters and the WIPO Internet site.

Name and mailing address of the ISA/US

Mail Stop PCT, Atin: ISA/US
Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

3
W
aine R. Copelheaver
Telephone No.  571-272-7774

Form PCT/ISA/220 (January 2004)

(See notes on accompanying sheet)
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

o PCT

Greg T. Sueoka
FENWICK & WEST LLP

Silicon Valley Center NOTIFICATION OF TRANSMITTAL OF
801 California Street THE INTERNATIONAL SEARCH REPORT AND
Mountain View, CA 94041 THE WRITTEN OPINION OF THE INTERNATIONAL

SEARCHING AUTHORITY, OR THE DECLARATION

(PCT Rule 44.1)
momess 19 MAR 2008

FOR FURTHER ACTION  See paragraphs 1 and 4 below

Applicant’s or agent’s file reference

12194PCT
International application No. International filing date
PCT/US07/00349 (day/month/year) 08 January 2007

Applicant 5o Y ENSE, LLC

1. The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.
Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the intenational application (see Rule 46):
When? The time limit for filing such amendments is normally two months from the date of transmittal of the
international search report. -
Where? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneya 20, Switzerland, Facsimile No.: +41 22 740 14 35
For more detailed instructions, see the notes on the accompanying sheet.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the writien opinion of the International Searching Authority are transmitted herewith.

3. D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

D the protest together with the decision thereon has been transmitted to the Intemnational Bureau together with the
applicant’s request to forward the texts of both the protest and the decision thereon to the designated Offices.

I:I no decision has been made yet on the protest, the applicant will be notified as soon as a decision is made.

4. Reminders
Shortly afier the expiration of 18 menths from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Burean as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for international publication.
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
Tnternational Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is fo be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for eniry into the national phase before those designated Offices.
In respect of other designated Offices, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.
See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume 11, National Chapters and the WIPO Internet site.

1
Name and mailing address of the ISA/US u ized offiker:
Mail Stop PCT, Attn: ISA/US )
Commissioner for Patents ine R. Copehtheaver
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201 Telephone No.  571-272-7774
Form PCT/ISA/220 (January 2004) (See notes on accompanying sheei)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent’s file reference FOR FURTHER see Form PCT/ISA/220

12194PCT ACTION as well as, where applicable, item 5 below.
International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year)
PCT/US07/00349 08 January 2007 06 January 2006

Applicant
PROXENSE, LLC

This international search report has been prepared by this International Searching Authority and is transmitted to the applicant
according to Article 18. A copy is being transmitted to the International Bureau.

This international search report consists of a total of '-_/f' sheets.

D It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard to the language, the international search was carried out on the basis of:
the international application in the language in which it was filed.

D a translation of the international application into ____ which is the language of
a translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

This international search report has been established taking into account the rectification of an obvious mistake
authorized by or notified to this Authority under Rule 91 (Rule 43.6bis(a)).

v. [
c. I:l With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. L.
2. D Certain claims were found unsearchable (see Box No. II).

3. Unity of invention is lacking (see Box No. III).

4. With regard to the title,
the text is approved as submitted by the applicant.
PP
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant.

D the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority.

6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. 4
as suggested by the applicant.
D as selected by this Authority, because the applicant failed to suggest a figure.
D as selected by this Authority, because this figure better characterizes the invention.
b. D none of the figures is to be published with the abstract.

Form PCT/ISA/210 (first sheet) (April 2007)
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INTERNATIONAL SEARCH REPORT International application No.
PCT/US07/00349

Box Ne. IT Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. |:| Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos.:

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

See Extra Sheet (page 10)

1. L__] As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3, D As only some of the required additional search fees were timely paid by the applicant, this international scarch report covers
only those claims for which fees were paid, specifically claims Nos.:

4. W No required additional search fees were timely paid by the applicant. Consequently, this international search report is

restricted to the invention first mentioned in the claims; it is covered by claims Nos.:
1-16 and 31
Remark on Protest The additional search fees were accompanied by the applicant’s protest and, where applicable, the

payment of a protest fee.

The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

N

No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (April 2007)
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INTERNATIONAL SEARCH REPORT International applicaﬁon No.
PCT/AUS07/00349

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - H04Q 7/20 (2008.01)
USPC - 455/41.2
According to International Patent Classification (IPC) or to both nationai classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC(8) - HO4Q 7/20 (2008.01)
USPC - 455/41.2, 455/502

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Patbase, Pubwest

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2005/0090200 A1 (KARAOGUZ et al) 28 April 2005 (28.04.2005) entire document 1-6,8-9,12-16,31

Y 7.10, 11

Y US 6,879,567 B2 (CALLAWAY et al) 12 April 2005 (12.04.2005) entire document 7.10, 11

A US 6,957,086 B2 {(BAHL et al) 18 October 2005 (18.10.2005) entire document 1-16, 31

I:] Further documents are listed in the continuation of Box C. D

* Special categories of cited documents: “T" later document published afier the i ional filing date or priority

“A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

“E” carlier application or patent but published on or after the international  «X”  document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

“L”  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other «y” document of icular relevance; the claimed invention cannot be

special reason (as specified) _ considered to involve an inventive step when the document is
“O” document referring to an oral disclosure, use, exhibition or other combined with one or more other such do ts, such combination
means being obvious to a person skilled in the ast

“p”  document published prior to the international filing date butlater than  «g»  gocument member of the same patent family
the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
3|
01 February 2008 - 1 9 AR ang ‘
M n i | k4
Name and mailing address of the ISA/US Authorized ofﬁcép
Mail Stop PCT, Attn: ISA/US, Commissioner for Patents aine R. Co| eavel
P.O. I‘30).( 1450, Alexandria, Virginia 22313-1450 PGT Helpdesk: 571-272-4300
Facsimile No. 571-273-3201 PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (April 2007)
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INTERNATIONAL SEARCH REPORT International application No.

PCT/US07/00349

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fees must be paid.

Group |, claims 1-16 and 31, drawn to a system and apparatus configured for communication in a wireless coverage area.
Group I, claims 17-30, 32, 33 and 102-108, drawn to a gaming system, apparatus and method for facilitating data exchange.
Group 1ll, claims 34-59, drawn to a method, apparatus and system facilitating data exchange.

Group 1V, claims 60-81, drawn to an apparatus, method and system facilitating wireless data exchange.

Group V, claims 82-101, drawn to a system, method and apparatus facilitating wireless data exchange.

The inventions listed as Groups |-V do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons: the special technical feature of the Group
| invention is a wireless device configured to broadcast synchronization information in a wireless coverage area of a network device to
coordinate a data exchange between a first wireless device and a second wireless device located in the wireless coverage area as
claimed therein is not present in the invention of Groups II-V; the special technical feature of the Group Wl invention is arranging to
wirelessly detect a presence of a portable wireless user device in proximity to a system as claimed therein is not present in the invention
of Groups | and HlI-V; the special technical feature of the Group 1l invention is assigning a time slot during which a client device can
receive data as claimed therein Is not present in the invention of Groups |, Il, IV and V; and the special technical feature of the Group IV
invention is activating a wireless transceiver from a sleep mode at a beginning of a time slot as claimed therein is not present in the
invention of Groups I-Ill and V; and the special technical feature of the Group V invention is adjusting a wireless coverage range in
response to an initiation of a wireless transaction between a reader device and a client device as claimed therein is not present in the
invention of Groups I-IV.

Since none of the special technical features of the Group 1, 1}, lll, IV and V inventions is found in more than one of the inventions, unity of
invention is lacking.

Form PCT/ISA/210 (extra sheet) (April 2007)
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PATENT COOPERATION TREATY

From the
INTERNATIONALSEARCHING AUTHORITY

To PCT

Greg T. Sueoka

FENWICK & WEST LLP
Silicon Valley Center WRITTEN OPINION OF THE

801 California Street INTERNATIONAL SEARCHING AUTHORITY
Mountain View, CA 94041

(PCT Rule 43bis.1)

mmonisee 19 MAR 2008
Applicant’s or agent’s file reference FOR FURTHER ACTION
12194PCT See paragraph 2 below
Intemational application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US07/00349 08 January 2007 06 January 2006

International Patent Classification (IPC) or both national classification and IPC
IPC(8) - H04Q 7/20 (2008.01)
USPC - 455/41.2

Applicant 5o O XENSE, LLC

1. This opinion contains indications relating to the following items:
& Box No. 1 Basis of the opinion
Box No. II Priority
Box No.III  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
Box No. IV Lack of unity of invention

BoxNo.V  Reasoned statement under Rule 43bis.1(a)(i) with regard fo novelty, inventive step or industrial applicability,
citations and explanations supporting such statement

Box No. VI  Certain documents cited

Box No. VII  Certain defects in the international application

000 XXOO

Box No. VIII Certain observations on the international application

2. FURTHERACTION

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA”) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1bis(b) that written
opinions of this Intemnational Searching Authority will not be so considered.

If this opinion is, as provided above, considered 1o be a written opinion of the IPEA, the applicant is invited to submit to the JPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.

3. For further details, see notes to Form PCT/ISA/220.

\
A 13 7 T
Name and mailing address of the [SA/US | Date of completion of this opinion Authorizg \
Mail Stop PCT, Attn: ISA/US h pentea
Commissioner for Patents 01 February 2008
P.O. Box 1450, Alexandria, Virginia 22313-1450 PCT Helpdask: 571-272-4300 \(
Facsimile No. 571-273-3201 PCT OSP: 571-272-7774

Form PCT/ISA/237 (cover sheet) (April 2007)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US07/00349

Box No.IV  Lack of unity of invention

1. g In response to the invitation (Form PCT/ISA/206) to pay additional fees the applicant has, within the appicable time limit:
D paid additional fees
D paid additional fees under protest and, where applicable, the protest fee
D paid additional fees under protest but the applicable protest fee was not paid
PE not paid additional fees

2. D This Authority found that the requirement of unity of invention is not complied with and chose not to invite the applicant to
pay additional fees.

3. This Authority considers that the requirement of unity of invention in accordance with Rule 13.1, 13.2 and 133 is

D complied with

m not complied with for the following reasons:

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fees must be paid.

Group |, claims 1-16 and 31, drawn to a system and apparatus configured for communication in a wireless coverage area.
Group N, claims 17-30, 32, 33 and 102-108, drawn to a gaming system, apparatus and method for facilitating data exchange.
Group I, claims 34-59, drawn to a method, apparatus and system facilitating data exchange.

Group IV, claims 60-81, drawn to an apparatus, method and system facilitating wireless data exchange.

Group V, claims 82-101, drawn to a system, method and apparatus facilitating wireless data exchange.

The inventions listed as Groups |-V do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons: the-special technical feature of the Group 1
invention is a wireless device configured to broadcast synchronization information in a wireless coverage area of a network device to
coordinate a data exchange between a first wireless device and a second wireless device located in the wireless coverage area as
claimed therein is not present in the invention of Groups N-V; the special technical feature of the Group |l invention is arranging to
wirelessly detect a presence of a portable wireless user device in proximity to a system as claimed thereln is not present in the invention
of Groups | and llI-V; the special technical feature of the Group |ll invention is assigning a time slot during which a client device can
receive data as claimed therein is not present in the invention of Groups I, 11, IV and V; and the special technical feature of the Group IV
invention is activating a wireless transceiver from a sleep mode at a beginning of a time siot as claimed therein is not present in the
invention of Groups I-1li and V; and the special technical feature of the Group V invention is adjusting a wireless coverage range in
response to an initiation of a wireless transaction between a reader device and a client device as claimed therein is not present in the
invention of Groups I-IV.

Since none of the special technical features of the Group 1, 1, M, IV and V inventions is found in more than one of the inventions, unity of
invention is lacking.

4. Consequently, this opinion has been established in respect of the following parts of the international application:

D all parts

the parts relating to claims Nos, 1-16 and 31
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US07/00349

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Claims 7,10, 11 YES
Claims 1-6,8-9,12-16,31 NO

Inventive step (IS) Claims None YES
Claims  1-16,31 NO

Industrial applicability (IA) Claims 1-16,31 YES
Claims None NO

2. Citations and explanations:

Claims 1-6,8-9,12-16 and 31 lack novelty under PCT Article 33(2) as being anticipated by Karaoguz et al. (US 2005/0090200; hereinafter
Karaoguz).

Referring to claim 1, Karaoguz discloses a system, comprising: a first wireless device having a first range of wireless coverage (see par.
0015, note the piconet and devices); a second wireless device having a second range of wireless coverage (see par. 0016, note the
second plurality of devices); and a synchronization device having a third range of wireless coverage and configured for communication
with the first wireless device and the second wireless device, wherein an operation of the first fixed wireless device (see par. 0015, note
the piconet coordinator) and an operation of the second fixed wireless device are coordinated based on synchronization information
wirelessly broadcast by the synchronization device (see par. 0060, note the synchronized message).

Referring to claim 2, Karaoguz (as discussed in the lack of novelty of claim 1 above) discloses wherein the first range and the second
range of wireless coverage at least partially overlap (see fig. 9, also see par. 0075, note the proximity).

Referring to claim 3, Karaoguz discloses wherein an operation of a portable wireless device located in at least one of the first range and
the second range is coordinated using the synchronization information (see par. 0075, note the proximity, also see par. 00786, note the
piconet devices).

Referring to claim 4, Karaoguz discloses wherein one of the first fixed wireless device and the second fixed wireless device is arranged to
communicate with another of the first fixed wireless device and the second fixed wireless device (see par. 0092, note the devices and the
arrangement).

Referring to claim §, Karaoguz discloses wherein at least one of the first fixed wireless device and the second fixed wireless device (see
par. 0015, note the piconet and devices) comprises: a first wireless transceiver arranged to continuously monitor broadcasts by the
synchronization device (see par. 0015, note the piconet coordinator); and a second wireless transceiver arranged to wirelassly
communicate with a portable wireless user device in proximity to the at least one of the first fixed wireless device and the second fixed
wireless device (see par. 0075, note the proximity).

Referring to claim 6, Karaoguz discloses wherein at least one of the first fixed wireless device and the second fixed wireless device (see
par. 0015, note the piconet and devices) comprises: a single transceiver arranged to periodically monitor broadcasts by the
synchronization device (see par. 0015, note the piconet coordinator, also see par. 0060, note the synchronized message) and further
arranged to wirelessly communicate with a portable wireless user device in proximity to the at least one of the fisst fixed wireless device
and the second fixed wireless device (see par. 0075, note the proximity).

Referring to claim 8, Karaoguz discloses a central server configured to gather information from the first fixed wireless device and the
second fixed wireless device (see par. 0044, note the piconet coordinator).

Referring to claim 9, Karaoguz (as discussed in the lack of novelty of claim 8 above) discloses wherein the central server is operatively
connected to at least one of the first fixed wireless device and the second fixed wireless device via a wired connection (see par. 0016, note
the second plurality of devices, also see par. 0084, note the wired connection).

Referring to claim 12, Karaoguz discloses wherein at least one of the first fixed wireless device and the second fixed wireless device is
arranged to simultaneously detect presence of a plurality of portable wireless user devices in proximity to the at least one of the first fixed
wireless device and the second fixed wireless device (see par. 0016, note the second plurality of devices , also see par. 0075, note the
proximity).

(Cont. in Supplemental Box)
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INTERNATIONAL SEARCHING AUTHORITY PCT/US07/00349

Supplemental Box

In case the space in any of the preceding boxes is not sufficient.
Continuation of:

Box No. V
2. Citations and explanations:

Referring to o.slaim 13, Karaoguz (as discussed in the lack of novelty of claim 12 above) discloses wherein the at least one of the first fixed
wireless device and the second fixed wireless device is further arranged to differentiate among the plurality of simuitaneously detected
portable wireless user devices (see par. 0087, note the grouping).

Referring to claim 14, Karaoguz wherein the at least one of the first fixed wireless device and the second fixed wireless device is further
arranged to coordinate a plurality of data exchanges with the plurality of simultaneously detected portable wireless user devices (see par.
00186, note the second plurality of devices , also see par. 0075, note the proximity).

Referring to claim 15, Karaoguz (as discussed in the lack of noveity of claim 14 above) discloses discloses wherein the plurality of data
exchanges is coordinated based on the synchronization information (see par. 0060, note the synchronized message).

Referring to claim 16, Karaoguz discloses wherein the synchronization device is a standalone device (see par. 0092, note the device).

Referring to claim 31, Karaoguz discloses an apparatus, comprising: a predetermined network device, wherein the network device (see
par. 0015, note the piconet and devices) comprises: a wireless transmitter configured to broadcast synchronization information in a
wireless coverage area of the network device to coordinate a data exchange between a first wireless device and a second wireless device
located in the wireless coverage area (see par. 0015, note the piconet coordinator, also see par. 0075, note the proximity).

Claims 7, 10 and 11 lack an inventive step under PCT Article 33(3) as being obvious over Karaoguz in view of Callaway et al. (US
6,879,567 B2; hereinafter Callaway).

Referring to claim 7, Karaoguz (as discussed in the lack of novelty of claim 1 above) is silent on wherein the synchronization device is
arranged to broadcast a security update. However, in disclosing nodes within a communication system, Callaway teaches wherein the
synchronization device is arranged to broadcast a security update (see col. 4 lines 32-40, note the security). Therefore, it would have been
obvious to one of ordinary skill in the art at the time of the invention to include wherein the synchronization device is arranged to broadcast
a security update in the invention of Karaoguz as taught by Callaway in order to have message -encryption and integrity of the
communication (see col. 4 lines 32-40).

Referring to claim 10, Karaoguz (as discussed In the lack of novelty of claim 1 above) is silent on wherein a wireless communication in the
system is dependent on an IEEE 802.15.4 protocol. However, in disclosing nodes within a communication system, Callaway teaches a
wireless communication in the system is dependent on an I1EEE 802.15.4 protocol (see col. 4 lines 14-23, note the IEEE 802.15.4
protocol). Therefore, it would have been obvious to one of ordinary skill in the art at the time of the invention to include a wireless
communication in the system is dependent on an |EEE 802.15.4 protocol in the invention of Karaoguz as taught by Callaway in order to
support low power wireless personal area network.

Referring to claim 11, Karaoguz (as discussed In the lack of novelty of claim 1 above) is silent on wherein use of a service provided by the
system is accessible with a portable wireless device, wherein successful access depends at least partially on a security mechanism
provided in at least one of the first fixed wireless device and the second fixed wireless device. However, in disclosing nodes within a
communication system, Callaway teaches wherein use of a service provided by the system is accessible with a portable wireless device,
wherein successful access depends at least partially on a security mechanism provided in at least one of the first fixed wireless device and
the second fixed wireless device (see col. 4 lines 32-40, note the security). Therefore, it would have been obvious to one of ordinary skill in
the art at the time of the invention to include wherein use of a service provided by the system is accessible with a portable wireless device,
wherein successful access depends at least partially on a security mechanism provided in at least one of the first fixed wireless device and
the second fixed wireless device in the invention of Karaoguz as taught by Callaway in order to have message encryption and integrity of
the communication (see col. 4 lines 32-40).

Claims 1-16 and 31 meet the criteria set out in PCT Article 33(4), and thus have industrial applicability because the subject matter claimed
can be made or used in industry.
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Application No. Applicant(s)
13/491,417 BROWN ET AL.

Office Action Summary Examiner ArLUnit
DOMINIC E. REGO 2647

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX] Responsive to communication(s) filed on 07 June 2012.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
5)[X Claim(s) 1-19 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6 I:] Claim s) is/are allowed.
s) 1-19is/are rejected.

is/are objected to.
are subject to restriction and/or election requirement.

V\@vv
O X
Q
B
3
:@:A

Application Papers

10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 07 June 2012 is/are: a)[X] accepted or b)[]] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[J Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) D Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [[] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20121018

INTEL-1002
Page 180 of 253 U.S. Patent 8,457,672



Application/Control Number: 13/491,417 Page 2
Art Unit: 2647

DETAILED ACTION

1. This communication is responsive to the application filed on June 07, 2012.
Claims 1-19 are pending and presented for prosecution.

References in applicant’s IDS form 1449 have been considered.

Double Patenting

2. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the conflicting application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

3. Claims 1-19 are rejected on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over claims 1-26 of U.S. Patent No. 8,219,129.

Although the conflicting claims are not identical, they are not patentably distinct from

each other.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DOMINIC E. REGO whose telephone number is
(671)272-8132. The examiner can normally be reached on Monday-Friday, 9:00 am-
5:30 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nay A. Maung can be reached on 571-272-7882. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/DOMINIC E REGO/
Primary Examiner, Art Unit 2647
Tel 571-272-8132
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CONFIRMATION NO. 1020
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Patent Law Works/Proxense
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Suite 2

Salt Lake City, UT 84111

Title:Dynamic Real-Time Tiered Client Access

Publication No.US-2012-0300753-A1
Publication Date:11/29/2012

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: David L. Brown, Fred S. Hirt

Application No./Patent No.; 13/491,417 Filed/Issue Date: June 07, 2012
Titled:

Dynamic Real-Time Tiered Client Access

Proxense a corporation

(Name of Assignee)

(Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 028912 , Frame 0019 , or for which a
copy therefore is attached.

OR

B. |:| A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereof is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Kanda Ishihara/ January 22, 2013
Signature Date

Kanda V. Ishihara, Reg. No. 56,607 Attorney for Applicant
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (Optional)
REJECTION OVER A “PRIOR” PATENT 10001-03418 US

In re Application of: David L. Brown and Fred S. Hirt
Application No.: 13491417

Filed: October 23, 2012

For: Dynamic Real-Time Tiered Client Access

The owner*, Proxense, LLC , of 100 percent interest in the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term prior patent No. 8,219,129 as the term of said prior patent is defined in 35 U.S.C. 154

and 173, and as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly owned. This
agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term as defined in 35 U.S.C. 154 and 173 of the prior patent, “as the term of said prior
patent is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

expires for failure to pay a maintenance fee;

is held unenforceable;

is found invalid by a court of competent jurisdiction;

is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

has all claims canceled by a reexamination certificate;

is reissued; or

is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

Check either box 1 or 2 below, if appropriate.

1. |:| For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

| hereby declare that all statements ma de herein of my own knowledge are true and that all statements made on in formation and
belief are belie ved to be true; a nd further that th ese statements were made with the knowledge that willful false s tatements and the like so
made are punis hable by fine or imprisonment, or both, under Se ction 1001 of Title 18 of the United States Code and that such  willful false
statements may jeopardize the validity of the application or any patent issued thereon.

2. The undersigned is an attorney or agent of record. Reg. No._56607

/Kanda Ishihara/ January 23, 2013
Signature Date

Kanda V. Ishihara
Typed or printed name

801-258-9835
Telephone Number

Terminal disclaimer fee under 37 CFR 1.20(d) included.
WARNING: Information on this form may become public. Credit card information should not

be included on this form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to c omplete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this bu rden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
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IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE

APPLICANTS: David L. Brown et al.

APPLICATION NO: 13/491,417

FILING DATE: June 7, 2012

TITLE: Dynamic Real-Time Tiered Client Access
EXAMINER: Dominic E. Rego

GROUP ART UNIT: 2647

ATTY. DKT. NO: 10001-03418 US

CONFIRMATION NO: 1020

CERTIFICATE OF EFS-WEB TRANSMISSION
Pursuant to 240 OG 45 and the Legal Framework For EFS-Web, I hereby certify that this
follow-on correspondence is being officially submitted through the USPTO EFS-Web system
from the Pacific Time Zone of the United States on the local date shown below:
Dated:  January 23,2013 By: /Kanda Ishihara/

Kanda V. Ishihara, Reg. No. 56,607

COMMISSIONER FOR PATENTS
P.0. BOX 1450
ALEXANDRIA, VA 22313-1450

AMENDMENT A

Sir:
Responsive to the Office Action mailed on October 23, 2012, which sets a shortened
statutory period for response that expires on January 23, 2013, please enter the following

amendment and consider the following remarks.

Page 1 of 8

Application No. 13/491,417 Atty. Dkt. No. 10001-03418 US

INTEL-1002

Page 208 of 253 U.S. Patent 8,457,672



IN THE CLAIMS

All pending claims are reproduced below.

1. (Original) A method of facilitating data exchange, comprising:

determining a first specified time slot based on synchronization information wirelessly
received by the first client device and priority level data associated with a first
class;

assigning the first specific time slot for a first client device to wirelessly communicate
with a fixed proximity-based reader device;

reassigning the first specific time slot for a second client device to wirelessly
communicate with the fixed proximity-based reader device, the first specific time
slot reset based on synchronization information wirelessly received by the second
client device and priority level data associated with a second class,

wherein the first class is associated with one or more of the first client device and a user
of the first client device, and the second class is associated with one or more of

the second client device and a user of the second client device.

2. (Original) The method of claim 1, further comprising:
assigning a second specific time slot to the first client device, the second specific time

slot set according to the first class.

3. (Original) The method of claim 1, wherein assigning the first specific time slot
comprises:

masking a bit field of the first client device.

Page 2 of 8
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4. (Original) The method of claim 3, wherein the mask is wirelessly communicated

to the first client device.

5. (Original) The method of claim 1, wherein reassigning the first specific time slot

is dependent on a network traffic load.

6. (Original) The method of claim 1, wherein the first specified time slot and the

second specified time slot are on different wireless channels.

7. (Original) The method of claim 1, further comprising:
reassigning the first specific time slot to a third client device in response to a detection

that the first client device is unavailable.

8. (Original) The method of claim 1, further comprising:

determining that the first client device should switch to a different channel; and

sending a message to the first client device, the first client device, responsive to receiving
the message, switching the channel upon which the first client device wirelessly

communicates with a fixed proximity-based reader device.

9. (Original) The method of claim 8, wherein the message includes information
identifying the first client device, information identifying the fixed proximity-based reader

device, a designation of a channel and a command to switch to the designated channel.

10. (Original) The method of claim 8, wherein the determination to switch to the

different channel is dependent on at least one of a user associated with the first client device, a

Page 3 of 8
Application No. 13/491,417 Atty. Dkt. No. 10001-03418 US

INTEL-1002
Page 210 of 253 U.S. Patent 8,457,672



class of a user associated with the first client device, a class of the first client device, and a

network traffic load in the system.

11.  (Original) A system, comprising:

a network device configured to wirelessly broadcast synchronization information;

a reader device comprising a first interface and a second interface, the first interface
configured to wirelessly receive the synchronization information from the
network device on a first channel and the second interface configured to
communicate with the client device in accordance with the synchronization
information on a second channel; and

a portable client device configured to wirelessly receive the synchronization, the received
synchronization information comprising information assigning a specific time slot
during which the client device can communicate with one or more of the reader
device and the network device, the time slot being determined according to a
priority level data associated with a class, the class associated with the one or

more of the portable client device and the user of the portable client device.

12.  (Original) The system of claim 11, wherein the client device is configured to
transmit data to one or more of the reader device and the network device during the specific time
slot, the time slot determined based on the synchronization information and priority level data

associated with the class.

13.  (Original) The system of claim 11, wherein the client device is configured to

receive data from one or more of the reader device and the network device during the specific

Page 4 of 8
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time slot, the time slot determined based on the synchronization information and priority level

data associated with the class.

14.  (Original) The system of claim 11, wherein the time slot is determined based on a
mask applied to a bit field stored in the client device, and wherein the mask is wirelessly
communicated to the client device as part of the synchronization information wirelessly

broadcasted by the network device.

15. (Original) The system of claim 11, wherein the synchronization information is
dependent on at least one of a user associated with the client device, a class of a user associated

with the client device, a class of the client device, and a network traffic load in the system.

16.  (Original) The system of claim 11, wherein the reader device is configured to

reassign the timeslot during which the client device communicates with the reader device.

17.  (Original) The system of claim 11, wherein the reader device is configured to
reassign the timeslot during which the client device communicates with the reader device based
at least in part on at least one of a user associated with the client device, a class of a user
associated with the client device, a class of the client device, and a network traffic load in the

System.

18.  (Original) The system of claim 11, wherein the reader device is further configured
to detect the portable client device on the first channel and sending a message to the portable
client device on the first channel responsive to a determination that the reader device wants to
communicate with the portable client device, the reader device capable of wirelessly
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communicating on the first and the second wireless channels and further configured to switch to

the second channel responsive to receiving the message.

19.  (Original) The system of claim 18, wherein the message includes information
identifying the portable client device, information identifying the reader device, a designation of

a channel and a command to switch to the designated channel.
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REMARKS
Claims 1-19 were presented for examination. Claims 1-19 stand rejected in the Office
Action dated October 23, 2012 (herein, “OA”). Claims 1-19 are pending upon entry of this

amendment.

Summary of Office Action

Claims 1-19 are rejected on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over claims 1-26 of U.S. Patent No. 8,219,129. Although the

conflicting claims are not identical, they are not patentably distinct from each other.

These rejections are now traversed.

Response to Double Patenting Rejection

Claims 1-19 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-26 of U.S. Patent No. 8,219,129. A terminal disclaimer is submitted
with this amendment. Accordingly, the Examiner is requested to withdraw the double patenting

rejection.
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CONCLUSION

Allowance of all claims is requested. If the Examiner believes that direct contact with
Applicants’ attorney will advance the prosecution of this case, the Examiner is encouraged to

contact the undersigned as indicated below.

Respectfully submitted,
DAVID L. BROWNET AL.

Dated:  January 23, 2013 By: /Kanda Ishihara/
Kanda V. Ishihara, Reg. No. 56,607
Attorney for Applicants
PATENT LAW WORKS LLP
165 South Main Street, Second Floor
Salt Lake City, UT 84111
Tel.: (801) 258-9835
Fax: (801) 355-0160
Email: kishihara@patentlawworks.net
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- Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 20050105600 2005-05-18 Culum et al.
2 20050272403 2005-12-08 Ryu et al.
3 20060022800 2006-02-02 Krishna et al.

If you wish to add additional U.S. Published Application citation information please click the Add button. Add
FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Acplicant of cited where Relevant T5
Initial* Ne | Number3 Code? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
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Application Number 13491417
Filing Date 2012-06-07

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David L. Brown
Art Unit ‘ 2467

Examiner Name ‘ Dominic W. Rego
Attorney Docket Number ‘ 10001-03418 US

1 []
If you wish to add additional Foreign Patent Document citation informaticn please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
E . . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
xaminer| Cite S . . :
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

Initials™ | No publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button ~ Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number 13491417
Filing Date 2012-06-07

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David L. Brown
Art Unit ‘ 2467
Examiner Name ‘ Dominic W. Rego

Attorney Docket Number ‘ 10001-03418 US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart fareign application not mare than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e}2).

[] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature cf the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kanda Ishihara/ Date (YYYY-MM-DD) 2013-01-31

Name/Print Kanda V. Ishihara Registration Number 56607

This collection of information is required by 37 CFR 1.97 and 1.98. The informaticn is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that ycu be given certain information in connecticn with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially tc the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4, A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Applicaticn filed under the Patent Cocperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
tc the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.8.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulaticn.
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Electronic Patent Application Fee Transmittal

Application Number:

13491417

Filing Date:

07-Jun-2012

Title of Invention:

Dynamic Real-Time Tiered Client Access

First Named Inventor/Applicant Name:

David L. Brown

Filer:

Kanda Ishihara/JoLin Johnson

Attorney Docket Number:

10001-03418 US

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-;l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD (%) 180
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Electronic Acknowledgement Receipt

EFS ID: 14856630
Application Number: 13491417
International Application Number:
Confirmation Number: 1020

Title of Invention:

Dynamic Real-Time Tiered Client Access

First Named Inventor/Applicant Name:

David L. Brown

Customer Number:

89194

Filer:

Kanda Ishihara

Filer Authorized By:

Attorney Docket Number:

10001-03418 US

Receipt Date: 01-FEB-2013
Filing Date: 07-JUN-2012
Time Stamp: 17:40:29

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Credit Card

Payment was successfully received in RAM $180

RAM confirmation Number 5145

Deposit Account

Authorized User

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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612325
Information Disclosure Statement (IDS)
1 Form (SB08) 03418US_PTO-SB-08a.pdf o A

cea8c8e95e2bf20ef022742025873ccc257d|
6a86

Warnings:

Information:

29919
2 Fee Worksheet (SB06) fee-info.pdf no 2
b202b348ef9b935308960aff0b89f1ef655
835
Warnings:
Information:
Total Files Size (in bytes); 642244

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

89194 7590
Patent Law Works/Proxense
165 South Main St
Suite 2
Salt Lake City, UT 84111

02/15/2013

| EXAMINER |

REGO, DOMINIC E

| ART UNIT PAPER NUMBER |

2647

DATE MAILED: 02/15/2013

APPLICATION NO. FILING DATE

FIRST NAMED INVENTOR

ATTORNEY DOCKET NO. CONFIRMATION NO.

13/491,417 06/07/2012
TITLE OF INVENTION: Dynamic Real-Time Tiered Client Access

David L. Brown

10001-03418 US 1020

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE

PUBLICATION FEE DUE | PREV. PAID ISSUE FEE

TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $885

$0 $1185 05/15/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE

MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED.

STATUTORY PERIOD CANNOT BE EXTENDED.

THIS

SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION.

IF AN ISSUE FEE HAS

PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing

the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to

Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

89194 7590 02/15/2013

Patent Law Works/Proxense
165 South Main St

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope

Suite 2 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Salt Lake City, UT 84111 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/491,417 06/07/2012 David L. Brown 10001-03418 US 1020
TITLE OF INVENTION: Dynamic Real-Time Tiered Client Access
I APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE | PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES 3885 $300 $0 $1185 05/15/2013
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
REGO, DOMINIC E 2647 455-502000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). 1

[ Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

D "Fee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

(1) the names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) the name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3

listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

printed on the patent) :

[ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted:
[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[J Advance Order - # of Copies

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number

(enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27.

b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Date

Authorized Signature

Typed or printed name

Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toa{ge Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,El)’.O.
Box 1450, Alexand%ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO, | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. I
13/491,417 06/07/2012 David L. Brown 10001-03418 US 1020
| EXAMINER |
89194 7590 02/15/2013
Patent Law Works/Proxense REGO, DOMINIC E
165 South Main St
Suite 2 | ART UNIT PAPER NUMBER |
Salt Lake City, UT 84111 —

DATE MAILED: 02/15/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (§ U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. N 13/491,417 BROWN ET AL.
DOMINIC E. REGO 2647

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 02/01/2013.

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-19. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp:/fwww.usplo.govipatents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspio.gov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[dJ Al b)[dSome* c¢)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application nhumber (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130206
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Application/Control Number: 13/491,417 Page 2
Art Unit: 2647

DETAILED ACTION

Allowable Subject Matter

1. Claims 1-19 are allowed for the same reasons over claims 1-18 of U.S. Patent
No. 8,219,129, Application #11/620,577 and updated EAST search.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DOMINIC E. REGO whose telephone number is
(5671)272-8132. The examiner can normally be reached on Monday-Friday, 9:00 am-
5:30 pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Andrew Wendell can be reached on 571-272-0557. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 13/491,417 Page 3
Art Unit: 2647

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/DOMINIC E REGO/
Primary Examiner, Art Unit 2647
Tel 571-272-8132
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Receipt date: 02/01/2013 Application Number 13491417 13491417 - GAU: 2647
Filing Date 2012-06-07

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ David L. Brown
Art Unit | 2467

Examiner Name ‘ Dominic W. Rego
Attorney Docket Number | 10001-03418 US

If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

If you wish to add additional non-patent literature document citation information please click the Add button  Add
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Examiner Signature /Dominic Hego/ Date Considered 02/06/2013

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. > Applicant is to place a check mark here if
English language translation is attached.
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref
1

Hits

Search Query

DBs

Default
Operator

Plurals

Time
Stamp

L1

8281

455/41.2,3.02,13.2,502.ccls.

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2013/02/06
18:27

35820

375/145,149,240.28,355-357,362-370.ccls.
370/252,512,442,314,320,350,503,345,324,503-
514,350,510.ccls.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:27

43244

L1 orl2

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:27

L4

16

(first same second) near2 time near2 slot same
determin$3 same synchroniz$5 same second
near2 (cellular cell adj phone mobile portable
pda terminal device ue user adj equipment
wireless phone telephone cordless hand$held
hand adj held ms wtru subscriber station$1)

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:27

L5

3 and 4

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM TDB

OR

ON

2013/02/06
18:28

L6

5 and (@ad <= "20060106" @rlad <=
"20060106" @pd <= "20060106")

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:28

L7

(first same second) near2 time near2 slot same
synchroniz$5 same priorit$6

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:29

L8

7 same reader

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM TDB

OR

ON

2013/02/06
18:30

L9

re$assign$e with time near2 slot same
synchroniz$5 same reader

US-PGPUB;
USPAT;

OR

ON

2013/02/06
18:31
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EAST Search History

USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

L10

177

time near2 slot same synchroniz$5 same
reader

US-PGPUB;
USPAT;
USQOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:40

L11

10 same class$1

US-PGPUB;
USPAT;
USCOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:41

L12

3 and 11

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:41

L13

14

10 same priorit$6

US-PGPUB;
USPAT;
USQOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:42

L14

3 and 13

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:42

L15

14 and (@ad <= "20060106" @rlad <=
"20080106" @pd <= "20080106")

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:42

L16

51

(time$slot time adj slot) with determin$3 with
class$2 with (cellular cell adj phone mobile
portable pda terminal device user adj
equipment wireless phone telephone cordless
hand$held hand adj held wtru subscriber
station$1)

US-PGPUB;
USPAT;
USCOCR;
EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2013/02/06
18:43

L17

36

L16 and (@ad <= "20060106" @rlad <=
"20060106" @pd <= "20060106")

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:43

L18

3 and 17

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:43

L19

19

(time$slot time adj2 slot) with (set$4
determin$3) with class$2 with associat$3 with

US-PGPUB;
USPAT;

OR

ON

2013/02/06
18:44
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(cellular cell adj phone mobile portable pda USCOCR,;
terminal device user equipment wireless phone {EPO; JPO;
telephone cordless hand$held hand adj held DERWENT;
wtru subscriber station$1 electronic near2 IBM_TDB
(device station terminal unit))
L20 §10 L19 and (@ad <= "20060106" @rlad <= US-PGPUB;{{OR ON 2013/02/06
"20060106" @pd <= "20060106") USPAT; 18:44
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
21 §2 3 and 20 US-PGPUB;{{OR ON 2013/02/06
USPAT; 18:44
USOCR;
EPO; JPO;
DERWENT,;
IBM_TDB
22 #18 (time$slot time adj2 slot) near5 (set$4 US-PGPUB;H{OR ON 2013/02/06
determin$3) near5 class$2 near5 (cellular cell  {{USPAT; 18:45
adj phone mobile portable pda terminal device {USOCR;
user equipment wireless phone telephone EPO; JPO;
cordless hand$held hand adj held wtru DERWENT;
subscriber station$1 electronic near2 (device IBM_TDB
station terminal unit))
23 14 [22 and (@ad <= "20060106" @rlad <= US-PGPUB;{{OR ON 2013/02/06
"20060106" @pd <= "20060106") USPAT; 18:45
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
24 2 3 and 23 US-PGPUB;HOR ON 2013/02/06
USPAT; 18:45
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB
25 43244 L1 or L2 US-PGPUB;{OR ON 2013/02/06
USPAT; 18:46
USOCR;
EPO; JPO;
DERWENT,;
IBM_TDB
26 i{20 broad$cast$3 same synchroni$6 same (tim$slot {{US-PGPUB;{OR ON 2013/02/06
time near2 slot) same (cellular cell adj phone  {USPAT; 18:46
mobile portable pda terminal device user USOCR;
equipment wireless phone telephone cordless  {EPO; JPO;
hand$free hand adj free hand$held hand adj DERWENT;
held wtru subscriber station$1 electronic near2 {IBM_TDB
(device station terminal unit) apparatus) same
class
L27 §7 25 and L26 US-PGPUB;HOR ON 2013/02/06
USPAT; 18:46
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB
28 {4 27 and (@ad <= "20060106" @rlad <= US-PGPUB;HOR ON 2013/02/06
"20060106" @pd <= "20060106") USPAT; 18:46
USOCR;
EPO; JPO;
DERWENT;
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|

|

fiBv_TDB i

N
tE
N

29

2788

(david near2 brown).in. (fred near2 hirt).in.

US-PGPUB;
USPAT;
USCOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:46

L30

39

proxense.as.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:46

L31

39

proxense.as.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2013/02/06
18:46

L32

100

(broad$cast$3 same synchroni$e same
(tim$slot time near2 slot) same (cellular cell adj
phone mobile portable pda terminal device user
equipment wireless phone telephone cordless
hand$free hand adj free hand$held hand adj
held wtru subscriber station$1 electronic near2
(device station terminal unit) apparatus)).clm.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:46

L33

31 and L32

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:46

L34

16

broad$cast$3 same synchroni$6 same (tim$slot
time near2 slot) same reader

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:47

L35

25 and L34

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:47

L36

(broad$cast$3 same synchroni$é same
(tim$slot time near2 slot) same reader).cim.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:47

L37

re$assign$4 nearb (time$slot time adj slot)
same determin$3 same class$2 same (cellular
cell adj phone mobile portable pda terminal
device user adj equipment wireless phone
telephone cordless hand$held hand adj held
wtru subscriber station$1)

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:47

L38

14

re$assign$4 nearb (time$slot time adj slot)
same class$2

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;

OR

ON

2013/02/06
18:48
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DERWENT;
IBM_TDB

L39

15

re$assign$4 with (time$slot time adj slot) same
class$2

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:48

L40

L39 same reader

US-PGPUB;
USPAT;
USCOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:48

L41

8281

455/41.2,3.02,13.2,502.ccls.

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:48

L42

35820

375/145,149,240.28,355-357,362-370.ccls.
370/252,512,442,314,320,350,503,345,324,503-
514,350,510.ccls.

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
|BM _TDB

OR

ON

2013/02/06
18:48

L43

43244

L41 or L42

US-PGPUB;
USPAT;
USQOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:48

La4

43244

L41 or L42

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:49

L45

20

broad$cast$3 same synchroni$é same (tim$slot
time near2 slot) same (cellular cell adj phone
mobile portable pda terminal device user
equipment wireless phone telephone cordless
hand$free hand adj free hand$held hand adj
held wtru subscriber station$1 electronic near2
(device station terminal unit) apparatus) same
class

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:49

L46

L44 and L45

US-PGPUB;
USPAT;
USOCR;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:49

L47

L46 and (@ad <= "20060106" @rlad <=
"20060106" @pd <= "20060106")

US-PGPUB;
USPAT;
USOCR,;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2013/02/06
18:49

2/6/2013 6:49:39 PM
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Issue Classification | 15,9147 BROWN ET AL,
DOMINIC E REGO 2647
CPC
Symbol Type Version
CPC Combination Sets
Symbol Type Set Ranking Version
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
455 502 7/00 (2006.01.01)
3/06 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
455 503
370 510 512 324 350
NONE
Total Claims Allowed:
19
(Assistant Examiner) (Date)
/DOMINIC E REGO/
Primary Examiner.Art Unit 2647 2/6/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2
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Issue Classification | 15,9147 BROWN ET AL,

DOMINIC E REGO 2647
375 240.28
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Total Claims Allowed:
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(Assistant Examiner) (Date)
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Primary Examiner.Art Unit 2647 2/6/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2
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Issue Classification | 15,9147 BROWN ET AL,

DOMINIC E REGO 2647
X Claims renumbered in the same order as presented by applicant O CPA X T.D O R.1.47

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
NONE
Total Claims Allowed:
19

(Assistant Examiner) (Date)
/DOMINIC E REGO/
Primary Examiner.Art Unit 2647 2/6/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

89194 7590 02/15/2013
Patent Law Works/Proxense Certificate of Mailing or Transmission
165 South Main S I hereby certify that this Fee(s) Transmittal is being deposited with the United
out ain St States Postal Service with sufficient postage for first class mail in an envelope
Suite 2 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Salt Lake City UT 84111 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/491,417 06/07/2012 David L. Brown 10001-03418 US 1020
TITLE OF INVENTION: Dynamic Real-Time Tiered Client Access
I APPLN. TYPE SMALL ENTITY I ISSUE FEE DUE | PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE | DATE DUE
nonprovisional YES XX $890 $300 30 XNX5$1190 05/15/2013
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
REGO, DOMINIC E 2647 455-502000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
Patent Law Works LLP
CER 1.363). (1) the names of up to 3 registered patent attorneys 1
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[J “Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Proxense, LLC Bend, OR

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
Publication Fee (No small entity discount permitted) X Payment by credit card. KsdOPBORRR XXX xpxacknes .
[J Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Elizabeth D. Ruzich/ pae  May 3, 2013

Authorized Signature

Typed or printed name _ Elizabeth D. Ruzich Registration No. _ 54,416

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toa{ge Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,El)’.O.
Box 1450, Alexand%ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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Electronic Patent Application Fee Transmittal

Application Number:

13491417

Filing Date:

07-Jun-2012

Title of Invention:

Dynamic Real-Time Tiered Client Access

First Named Inventor/Applicant Name:

David L. Brown

Filer:

Elizabeth D. Ruzich/JoLin Johnson

Attorney Docket Number:

10001-03418 US

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-;l‘;(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Publ. Fee- Early, Voluntary, or Normal 1504 1 300 300
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 2501 1 890 890
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Description FeeCode | Quantity| Amount Sut_sTS(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1190
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Electronic Acknowledgement Receipt

EFS ID: 15683236
Application Number: 13491417
International Application Number:
Confirmation Number: 1020

Title of Invention:

Dynamic Real-Time Tiered Client Access

First Named Inventor/Applicant Name:

David L. Brown

Customer Number:

89194

Filer:

Elizabeth D. Ruzich

Filer Authorized By:

Attorney Docket Number:

10001-03418 US

Receipt Date: 03-MAY-2013
Filing Date: 07-JUN-2012
Time Stamp: 12:58:17

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Credit Card

Payment was successfully received in RAM $1190

RAM confirmation Number 9758

Deposit Account

Authorized User

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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1002163
03418US_| FeeT ittal.
1 Issue Fee Payment (PTO-85B) - ssuedfee ransmitta no 1
p 53275789%fabd704e67251¢171f72360406e
Warnings:
Information:
31741
2 Fee Worksheet (SB06) fee-info.pdf no 2
493194cbedcc7f5cad314b3e3135ba78f6a3)
e737
Warnings:
Information:
Total Files Size (in bytes); 1033904

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Receipt date: 10/05/2012

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 13491417

13481417 - GAU: 2647

Filing Date 2012-06-07

First Named Inventor ‘ David L. Brown

Art Unit | 2467

Examiner Name ‘ Dominic W. Rego

Attorney Docket Number

| 10001-03418 US

12 20040029620 A1 2004-02-12 Karaoguz, Jeyhan

13 20040029635 Al 2004-02-12 Giobbi, John J.

14 20040048570 Al 2004-03-11 Oba, Haruo et al.

15 20040082385 Al 2004-04-29 Silva, Robert et al.

16 20050040961 Al 2005-02-24 Tuttle, John R.

17 20050047386 Al 2005-03-03 Yi, S8ang-kug

18 20050049013 Al 2005-03-03 Chang, Sun-ny et al.

19 20050090200 A1 2005-04-28 Karaoguz, Jeyhan et al.
(hange(s) applied
to document,

20 20050201389 A1l 2005-09-15 Shimanuki, Tomoharu et al. JRKN/
5/7/201%

21 20060025180 Al ~2EBE-ER-G P Rajkotia, Amol et al.

2,/2006
22 20060030353 Al 2006-02-09 Jun, Si-bum

EFS Web 2.1.17
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O.Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/491,417 06/04/2013 8457672 10001-03418 US 1020
89194 7590 05/15/2013

Patent Law Works/Proxense
165 South Main St

Suite 2

Salt Lake City, UT 84111

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(S) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

David L. Brown, Jupiter, FL;
Fred S. Hirt, Brookfield, IL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

13/491,417 06/07/2012 David L. Brown 10001-03418 US 117525

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 07/24/2020 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Greg T. Sueoka/
Name: Greg T. Sueoka
Registration Number: 33800
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