From: Steve Pomraning <spomraning@intven.com> on behalf of Steve Pomraning

Sent: Friday, August 7, 2020 3:39 PM

To: ‘Emily Lough'

Subject: Letter from Intellectual Ventures - Email 1 of 4

Attachments: 2020_08_07 - Tesla - Letter from IV (Pomraning) to Tesla (Lough).pdf; Tesla Charts Full

Set PDF 20200807.pdf

Intellectual Ventures Proprietary
Dear Emily:

Please find attached a letter from Intellectual Ventures. Given the size of the associated four (4) attachments, they will
be conveyed in a series of four (4) emails, including this one.

Regards,
Steve Pomraning

Stephen R. Pomraning
Licensing Executive
spomraning@intven.com
T-425.654.6366

M - 610.207.1410
intellectualventures.com

INTELLECTUALVENTURES®

THIS MESSAGE MAY CONTAIN CONFIDENTIAL INFORMATION WHICH MAY ALSO BE LEGALLY PRIVILEGED INFORMATION. IF YOU ARE NOT AN INTENDED RECIPIENT OF THE
MESSAGE, PLEASE DELETE IT AND NOTIFY THE SENDER VIA REPLY EMAIL. ANY UNAUTHORIZED DISSEMINATION, DISTRIBUTION OR COPYING OF THE MATERIAL IN THIS
MESSAGE, AND ANY ATTACHMENTS TO THE MESSAGE, IS STRICTLY FORBIDDEN.
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INTELLECTUAL VENTURES®

Stephen R. Pomraning

Licensing Executive

Intellectual Ventures Management, LLC
spomraning@intven.com
T-425.654.6366

M -610.207.1410

August 7, 2020
VIA EMAIL

Ms. Emily Lough, Esq.
Associate General Counsel, IP
Tesla, Inc.

3888 Calle Fortunada

San Diego, CA 92123
elough@tesla.com

Re: Intellectual Ventures (“IV”) — Tesla, Inc. (“Tesla”) Patent Matter

Dear Emily:

| am writing to follow up on the numerous emails that were sent to you following IV forwarding an introductory
presentation and draft mutual non-disclosure and standstill agreement (“NDA”) on May 29, 2020. To date, we
have received no response from Tesla regarding these materials or IV’s offer to engage in amicable patent
licensing discussions.

IV owns several thousand U.S. Patents. | would like to call your attention to several specific patents for which
we have evidence that Tesla has been and is currently infringing by making, selling, offering for sale, using, and
encouraging its customers to use Tesla products.

IV does not authorize Tesla’s or Tesla’s customers’ use of IV’s patented technology without a license. IV is
willing to license Tesla in the absence of Tesla’s commitment to cease infringement of IV’s patents. IV remains
open to business discussions with Tesla to negotiate a license to the referenced patents, or to the extent that
Tesla is interested, to negotiate a broader business arrangement with IV.

The following is a list of exemplary patents and exemplary infringing products. IV’s investigation of Telsa’s
products and services is ongoing. More |V patents and Tesla products can be listed. | am further attaching brief
descriptions of the exemplary IV patents listed below in the form of patent infringement summaries. In
addition to the attached patent overview summaries, | am attaching a copy of each patent for your
convenience.

IV PROPRIETARY
This document contains confidential information that shall not be further distributed, routed or redistributed. Copyright © 2020 Intellectual
\RREE2ENOBAEement, LLC (1V). All rights reserved. Exhibit 2005 Page 2 of 72
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List of Exemplary Patents and Products:

Page 2

INTELLECTUAL VENTURES®

U.S. Patent No. | Title Inventor Tesla Products
7,639,943 Computer-implemented system Kalajan, Kevin E Models S, X, 3, Y
and method for automated image
uploading and sharing from
camera-enabled mobile devices
9,934,628 Video recorder Kreiner, Barrett Morrisetal. | Models S, X, 3, Y
7,810,140 System, method, and computer Lipari, Paul A et al. Models S, X, 3, Y
readable medium for processing a
message in a transport
9,866,632 Reusable multimodal application Anderl, Ewald C. Models S, X, 3, Y
7,484,008 Apparatus for vehicle Gelvin, David C et al. Models S, X, 3, Y
internetworks
7,206,672 Vehicle data bus system Mueller, Achim Models S, X, 3, Y
7,336,805 Docking assistant Gehring, Ottmar et al. Models S, X, 3, Y
6,894,639 Generalized hebbian learning for Katz, Alan Jerry Models S, X, 3, Y
principal component analysis and
automatic target recognition,
systems and method
6,975,970 Method for designing an Thorisson, Kristinn R Models S, X, 3, Y
interactive system
RE46310 Ergonomic man-machine interface | Hoffberg, Steven M et al. Models S, X, 3, Y
incorporating adaptive pattern
recognition based control system
6,996,253 Process and device for improving Gloger, Joachim et al. Models S, X, 3, Y
the visibility in vehicles
8,373,582 Adaptive pattern recognition Hoffberg, Steven M. Models S, X, 3, Y
based controller apparatus and
method and human-factored
interface therefore
7,493,208 Personal traffic congestion Craine, Dean A Models S, X, 3, Y
avoidance system

IV PROPRIETARY

This document contains confidential information that shall not be further distributed, routed or redistributed. Copyright © 2020 Intellectual

\RREE2ENOBAEement, LLC (1V). All rights reserved.
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INTELLECTUAL VENTURES®

8,594,122 Transmit announcement Wentink, Menzo Models S, X, 3, Y
indication

9,681,466 Scheduling transmissions on Speight, Timothy J. Models S, X
channels in a wireless network

8,953,641 Methods and apparatus for multi- | Li, Xiaodong et al. Models S, X
carrier communications with
variable channel bandwidth

10,477,497 Synchronization in a flexible Howard, Paul Models S, X
bandwidth wireless network

7,257,582 Load balancing with shared data Rothschild, Michael Data

Infrastructure -
Docker

RE42,153 Dynamic coordination and control | Hubbard, Edward A et al. Data
of network connected devices for Infrastructure -
large-scale network site testing Kubernetes
and associated architectures

7,181,743 Resource allocation decision Werme, Paul V et al. Data
function for resource Infrastructure -
management architecture and Kubernetes
corresponding programs therefor

7,822,841 Method and system for hosting Franklin, Jeffrey B Data
multiple, customized computing Infrastructure -
clusters Kubernetes

IV vigorously defends the inventions embodied in IV’s patents and | am hopeful that, after having seen the
material in and attached to this letter, Tesla would then be willing to discuss, under suitable confidentiality
provisions such as those contained in the draft NDA, a mutually beneficial business arrangement for Tesla to
acquire rights under at least the referenced patents, or to IV’s broader patent portfolio. | look forward to
hearing from you.

Regards,

Wi of A

Attachments (4)

IV PROPRIETARY
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This document contains confidential information that shall not be further distributed, routed or redistributed. Copyright © 2020 Intellectual
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U.S. Patent 7,181,743 (Werme et al.)
Tesla — Kubernetes

INTELLECTUAL VENTURES PROPRIETARY

This document contains proprietary information owned by Intellectual Ventures, and shall be
distributed, routed or made available only with the prior written permission of Intellectual Ventures.

Copyright © 2020 Intellectual Ventures Management, LLC (IV). All rights reserved.
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Legal Disclaimer

The information provided in and with this presentation is proprietary information that is owned
by Intellectual Ventures Management, LLC (IV) and shall be distributed, routed or made available
only with the prior written permission of IV.

Information regarding any patents is provided for illustrative purposes only and the fact that any
particular patent or patent claim has been or is now being presented should not be interpreted to
mean that such patents/patent claims are the “only” or “best” that could be presented.

Interpretation of claim terminology is a matter of claim construction that is reserved for the
courts. The use of any claim terminology in this presentation does not represent the final
position on claim construction, nor is it an admission of claim construction. The parties
understand that claim terms may be modified or adapted which may result in multiple or
alternate interpretations of claim language. Similarly, no position is being taken with respect to
whether any patent or patent claim is essential or non-essential to any standard, nor whether any
patent or patent claim confers a market dominant position. The parties acknowledge that a
future position regarding any patent or patent claim may change or be contrary to any position
taken with respect to such patent/patent claim in this presentation.

Any oral comments or suggestions are made in an effort to facilitate communication and are not
final or binding on the parties. There is no obligation in the part of any party with respect to any
transactions between and among the parties until the definitive agreement(s) and any other
necessary documents related to the agreement(s) have been approved and executed by the
parties.
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U.S. Pat. No. 7,181,743
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U.S. Pat. No. 7,181,743 — Representative Claim

=At least Claim 10 of US Patent 7,181,743 in infringed by Tesla use of Kubernetes.

US 7,181,743 B2
56

10, Software stored on an least one host for converting N
networked hosts inlo a resource managed system instanti-
ating M managed characteristic application computer pro-
grams, each managed characteristic application compuler
program managed by one of the N networked hosts, the
software comprising:

a first function group which monitors the host and net-

wiork resources:

a second function group which provides application com-
puter program event reporting and event correlation
capabilities;

a third function group which provides reasoning and
decision making capabilities for the resource managed
system, wherein the third function group comprises:
a first function which determines a stale and bealth of

the N hosts, a network operatively coupling the N
hosts 1o one another and the M managed character-
istic application compwer programs in the distrib-
uled environmen;

a second function which determines required allocation
and reallocation actions needed 1o maintain a plu-
rality of Quality of Service (QoS) requirements
established for the M managed characteristic appli-
cation compuler programs, the Q8 requirements dic-
tating parameters regarding service quality of the M
management  charactenstic  application  programs;
and

@ third function which generates amomatic control signal
requests corresponding to the actions dictated by the
(oS requirements, such that the managed charcteristic
application computer programs are moved, shutdown,
and started in accordance with satisfaction of the QoS
requirements; and

a fourth function group which provides program control
capabilities permitting starting. stopping, and config-
uring of selected ones of the M managed characteristic
application computer progrums on respective ones of
the N hosts in the resource managed system,

where M and N are positive integers and where M may be
equal to, greater than, or less than N,

INTELLECTUAL VENTURES PROPRIETARY
Copyright © 2020 Intellectual Ventures Management, LLC (IV).
All rights reserved.
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U.S. Pat.

No. 7,181,743 — Representative Product

INTELLECTUAL VENTURES PROPRIETARY

Software Engineer - Factory
Software

Responsibilities

Manage our on and off-prem|kubernetes|clusters to support
our growing workloads

Experience managing container-based workloads, using
|[Kubernetes|or other orchestration software

Source: https://www.tesla.com/careers/job/senior-sitereliabilityengineerfactorysoftware-
54696?redirect=no

Google reinvented cloud software with Kubernetes. Now, hundreds of

millions of dollars are flowing into the growing market for protecting

Kubernetes from cyber threats.

Kubernetes is an open source cloud-software project, first developed by Google five vears ago as a way to help
manage its own container infrastructure. In 2019, Kubernetes has moved far beyond Google and is now
developed under the auspices of the Cloud Native Computing Foundation (CNCF), with suppoit on Amazon's
and Microsoft's public cloud platforms. Kubernetes is also widely used by organizations large and small
including Tesla, Spotify, CERN, eBay, IBM, Oracle and both Uber and Lyft, among others, Even Apple is
getting in on the game, announcing on June 11 that it has joined the CNCF as a platinum end user member.

Source: https://www.businessinsider.in/enterprise/cloud-computing/qoogle-reinvented-cloud-software-with-kubernetes-
now-hundreds-of-millions-of-dollars-are-flowing-into-the-growing-market-for-protecting-kubernetes-from-cyber-
threats-/articleshow/69935200.cms

Copyright © 2020 Intellectual Ventures Management, LLC (IV). INTELLECTUAL VENTURES’

All rights reserved.
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U.S. Pat.

No. 7,181,743 — Representative Product

INTELLECTUAL VENTURES PROPRIETARY i
Copyright © 2020 Intellectual Ventures Management, LLC (IV). INTELLECTUAL VENTURES

How Tesla uses open source to generate resilience in
modern electric grids

Of digital twins, Kubernetes, and Akka

As the Tesla engineers, Colin Breck and Percy Link, describe the term, digital twin is the
representation of a physical Internet of Things (loT) device--like a battery, an inverter, or a charger
in software modeled virtually--and they do digital twin modeling to represent the current state and
relationships of various assets in architecting a virtual power system.

Open source software plays a central role in the story Breck and Link tell. Because they cover a
lot of (complex) ground, I'll focus briefly on two open source projects important to Tesla to tackle

complexity and ensure resilience:[Kubernetes|and Akka (from Lightbend. a project | first wrote

about in 2014). Together they play a critically intertwined role in how distributed computing and
loT help Tesla guarantee grid resilience.

"(The) majority of our microservices run inll-(ubemetesl and the pairing of Akka and Kubernetes is
really fantastic," Breck said. |I-(ubemetes| can handle coarse-grained failures in scaling, so that

would be things like scaling pods up or down, running liveness probes, or restarting a failed pod

with an exponential back off. Then we use Akka for handling fine-grained failures like circuit

breaking or retrying an individual request and modeling the state of individual entities like the fact
that a battery is charging or discharging."
Source:

- ' - https://www.techrepu
|Kubemetes|g|ves you empty boxes (docker containers, arranged in pods) to make sure they are blic.com/article/how-
available and scale, but doesn't care much about the character of the application code you put tesla-uses-open-
inside the boxes (i.e., whether it's available and consistent). So Akka and Kubernetes operate at source-to-generate-

resilience-in-modern-
different layers of the stack. working together to provide a single coherent system. electric-grids/

All rights reserved.
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U.S. Pat. No. 7,181,743 — Representative Product
Tesla Virtual Power Plant

[ Applications

| Telemetry, Alerts Events || Assets & Auth | Command & Control
aw = (2] 5 (8] &
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For a small team, having a primary programming language where you invest in a
deep understanding and first-class tooling is a huge boost to productivity, job
satisfaction, and the overall quality of a complex system. Majority of our
microservices run in Kubernetes, and the pairing of Akka and Kubernetes is really
fantastic. Kubernetes can handle coarse-grained failures in scaling, so that would
be things like scaling pods up or down, running liveness probes, or restarting a
failed pod with an exponential back off.

Source: https://www.infog.com/presentations/tesla-vpp/
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U.S. Pat. No. 7,181,743 — Representative Product

kubernetes

Kubernetes Components

When you deploy Kubernetes, you get a cluster.

A cluster is a set of machines, called nodes, that run containerized applications managed by Kubernetes.
A cluster has at least one worker node and at least one master node.

The worker node(s) host the pods that are the components of the application. The master node(s)
manages the worker nodes and the pods in the cluster. Multiple master nodes are used to provide 2
cluster with failover and high availability.
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1

| ;

1 I

| — L 1
I

: kube-controller- cloud-controller 1

i

1 [l

!

i

i

1

!

i

manager manager

kube-apiserver

]
- q_H—;—h{ kubelet ] [ kubelet ] kubelet I
I

L‘—B’-[—'Iultw pro:qr] (klle prory] kllb-P -proxy

I

I

I

- l
I

I

I

I

I

[ — —
' — f—
| ]
. L[] Lo}
i kube-scheduler I
: X : Kubernetes Nodes

____________________________ X Source:
https://kubernetes.io/docs/concepts/ove
rview/components/

INTELLECTUAL VENTURES PROPRIETARY

Copyright © 2020 Intellectual Ventures Management, LLC (IV). INTELLECTUALVENTURES

All rights reserved.


https://kubernetes.io/docs/concepts/overview/components/

From: Steve Pomraning <spomraning@intven.com> on behalf of Steve Pomraning

Sent: Friday, August 7, 2020 3:40 PM

To: ‘Emily Lough'

Subject: Letter from Intellectual Ventures - Email 2 of 4
Attachments: 2020_08_07 - Exemplary IV Patents - Part 1 of 3.zip

Intellectual Ventures Proprietary

Stephen R. Pomraning
Licensing Executive
spomraning@intven.com
T-425.654.6366

M -610.207.1410
intellectualventures.com

INTELLECTUALVENTURES®

THIS MESSAGE MAY CONTAIN CONFIDENTIAL INFORMATION WHICH MAY ALSO BE LEGALLY PRIVILEGED INFORMATION. IF YOU ARE NOT AN INTENDED RECIPIENT OF THE
MESSAGE, PLEASE DELETE IT AND NOTIFY THE SENDER VIA REPLY EMAIL. ANY UNAUTHORIZED DISSEMINATION, DISTRIBUTION OR COPYING OF THE MATERIAL IN THIS
MESSAGE, AND ANY ATTACHMENTS TO THE MESSAGE, IS STRICTLY FORBIDDEN.
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RESOURCE ALLOCATION DECISION
FUNCTION FOR RESOURCE
MANAGEMENT ARCHITECTURE AND
CORRESPONDING PROGRAMS THEREFOR

The instant application claims priority from Provisional
Patent Application Ser. No. 60/207,891, which was filed on
May 25, 2000. The Provisional Patent Application is incor-
porated herein in its entirety by reference.

STATEMENT OF GOVERNMENT INTEREST

The invention described herein was made in the perfor-
mance of official duties by employees of the Department of
the Navy or by researchers under contract to an agency of
the United States government and, thus, the invention dis-
closed herein may be manufactured, used, licensed by or for
the Government for governmental purposes without the
payment of any royalties thereon.

BACKGROUND OF THE INVENTION

The present invention relates generally to resource man-
agement systems by which networked computers cooperate
in performing at least one task too complex for a single
computer to perform. More specifically, the present inven-
tion relates to a resource management system which
dynamically and remotely controls networked computers to
thereby permit them to cooperate in performing tasks that
are too complex for any single computer to perform. Advan-
tageously, software programs for converting a general pur-
pose computer network into a resource managed network are
also disclosed.

Resource Management consists of a set of cooperating
computer programs that provides an ability to dynamically
allocate computing tasks to a collection of networked com-
puting resources (computer processors interconnected on a
network) based on the following measures:

an application developer/user description of application

computer program performance requirements;
measured performance of each application programs;
measured workload (CPU processing load, memory
accesses, disk accesses) of each computer in the net-
work; and

measured inter-computer message communication traffic

on the network.

Many attempts to form distributed systems and environ-
ments have been made in the past. For example, several
companies and organizations have networked multiple com-
puters to form a massively parallel supercomputer of sorts.
One the best known of these efforts is SETI@home, which
is organized by SETI (Search for Extraterrestrial Intelli-
gence), a scientific effort aiming to determine if there is
intelligent life out in the universe.

Typically, the search means the search of billions of radio
frequencies that flood the universe in the hopes of finding
another civilization that might be transmitting a radio signal.
Most of the SETI programs in existence today, including
those at UC Berkeley, build large computers that analyze
that data from the telescope in real time. None of these
computers look very deeply at the data for weak signals nor
do they look for a large class of signal types. The reason for
this is because they are limited by the amount of computer
power available for data analysis. To extract the weakest
signals, a great amount of computer power is necessary. It
would take a monstrous supercomputer to get the job done.
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Moreover, SETI programs could never afford to build or buy
that computing power. Thus, rather than use a huge com-
puter to do the job, the SETI team developed software to use
thousands of small computers, all working simultaneously
on different parts of the analysis, to run the search routine.
This is accomplished with a screen saver that can retrieve a
data block over the internet, analyze that data, and then
report the results back to SETI.

Several commercial companies are developing and imple-
menting similar capabilities. Moreover, several companies,
most notably IBM, have developed networks where each
networked desktop computer becomes a parallel processor
in a distributed computer system when the desktop computer
is otherwise idle.

It will be appreciated that these approaches to computing
in a distributed environment do not provide a system that is
both flexible and adaptive (or at least easily adapted) to
changes in system configuration, performance bottlenecks,
survivability requirements, scalability, etc.

What is needed is a Resource Management Architecture
which permits flexible control, i.e., allowing autonomous
start up and shut down of application copies on host
machines to accommodate changes in data processing
requirements. What is also needed is functionality included
in the Resource Management Architecture which permits the
Resource Management Architecture to determine the near-
optimal alignment of host and application resources in the
distributed environment. It would be desirable to have a
user-friendly technique with which to specify quality of
service (QoS) requirements for each host, each application,
and the network in which the hosts are connected. What is
also needed is instrumentation to ensure that the specified
QoS goals are being met.

SUMMARY OF THE INVENTION

Based on the above and foregoing, it can be appreciated
that there presently exists a need in the art for a Resource
Management Architecture, which overcomes the above-
described deficiencies. The present invention was motivated
by a desire to overcome the drawbacks and shortcomings of
the presently available technology, and thereby fulfill this
need in the art.

According to one aspect, the present invention provides,
in a distributed environment comprised of hosts instantiating
copies of a scalable application, a resource management
device generating signals which start up, shutdown or move
a selected one of the copies responsive to first information
regarding performance of all copies of the scalable applica-
tion and second information regarding performance of the
hosts.

BRIEF DESCRIPTION OF THE DRAWINGS

These and various other features and aspects of the
present invention will be readily understood with reference
to the following detailed description taken in conjunction
with the accompanying drawings, in which like or similar
numbers are used throughout, and in which:

FIGS. 1A, 1B collectively represent a high-level block
diagram of hardware and software components implemented
in the Resource Management System according to the
present invention;

FIGS. 2A, 2B collectively represent a functional block
diagram of the Resource Management Architecture accord-
ing to the present invention;
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FIG. 3 is a functional block diagram illustrating func-
tional elements included in the system specification library
(SSL) implementation of the Resource Management System
according to the present invention;

FIG. 4 is a block diagram illustrating one technique for
implementing the Resource (Application) Control functional
group FG5 in FIGS. 2A, 2B using discrete software com-
ponents;

FIGS. 5A, 5B represent a screen capture of a program

4

Management Architecture according to the present inven-
tion.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The Resource Management Architecture, which was and
is being developed by the Naval Surface Warfare Center—
Dahlgren Division (NSWC-DD), provides capabilities for

control display FG54 generated by the software components 10 K A oL -
illustrated in FIG. 4; monitoring hosts, networks, and applications within a dis-
FIGS. 6A, 6B represent a screen capture of a host display tributed computing environment. .Moreover, the R?SOUICG
generated by the Resource Management Architecture Manag.ement Ar chl.tectur e provides ) the cap.abl!lty of
according to the present invention; dynamically allocating, and reallocating, applications to
FIGS. 7A, 7B represent a screen capture of performance 15 hosts as needed in order to maintain user-specified system
data regarding several of the hosts A-N included in FIGS. performance goals. Advantageously, the Resource Manage-
6A, 6B; ment architecture provides functionality for determining
FIGS. 8A, 8B represent a screen capture of a path display both hpw each component within the distributeq environ-
generated by the Resource Management Architecture ~ ment is performing and what options are available for
according to the present invention; 5o attempting to correct deficient performance, determining the
FIGS. 9A, 9B represent a screen capture of the Resource ~ proper actions that should be taken, and enacting the deter-
Management Decision Review Display, which provides a mlne.:d course of action. In addition to these capabilities, .the
summary of allocation and reallocation actions taken by the architecture also allows for operator control over creating
Resource Manager; and loading pre-defined static, dynamic, or combined static
FIGS. 10A, 10B and 11A, 11B represent screen captures 25 apd dynam1c. system and/or host configurations. One par-
illustrating alternative, user-configurable displays generated ~ticularly desirable feature of the Resource Management
from received data via standardized message formats and Architecture is that it provides capabilities for monitoring
open interfaces; system performance along with the ability to dynamically
FIGS. 12A, 12B represent a screen capture of an exem- allocate and reallocate system resources as required.
plary version of the Readiness Display FG66 according to 30  Before addressing the various features and aspects of the
the present invention; present invention, it would be useful to establish both
FIGS. 13A, 13B, and 13C are block diagrams which are terminology and the conventions that the instant application
useful in explaining various operational and functional will follow throughout. In terms of terminology, a glossary
aspects of the Resource Management Architecture according section is presented below. In terms of conventions, this
to the present invention; and 35 application includes information such as source code listing
FIG. 14 is a high-level block diagram illustrating connec- in an Appendix section. Since the source code itself is
tivity and data flow between the Hardware Broker and the hundreds of pages, the Appendix section is divided into
other Resource Management and Resource Management- attached pages, e.g., Attached Appendix A, and an optical
related functional elements in the Resource Management disk section, e.g., CD-Appendix N. Thus, while the appen-
Architecture; and 40 dices are listed in order, the reader must look to the signaling
FIG. 15 is a high-level block diagram of a CPU-based language to determine whether any particular appendix is
general computer which can act as a host in the Resource actually provided in printed form.
API API (application programming interface) A set of subroutines or functions
that a program, or application, can call to invoke some
functionality contained in another software or hardware component.
The Windows API consists of more than 1,000 functions that
programs written in C, C++, Pascal, and other languages can call to
create windows, open files, and perform other essential tasks. An
application that wants to display an on-screen message can call
Windows’ MessageBox API function, for example.
BNF Acronym for ‘Backus Normal Form’ (often incorrectly expanded as
‘Backus-Naur Form’), a metasyntactic notation used to specify the
syntax of programming languages, command sets, and the like. Widely
used for language descriptions but seldom documented anywhere, so
that it must usually be learned by osmosis from other hackers.
DAEMON A background process on a host or Web server (normally in a UNIX
environment), waiting to perform tasks. Well-known examples of
daemons are sendmail and HTTP daemon.
FUNCTION A capability available on a host due to the presence of software (e.g.,
a program), a software module (e.g., an API), etc.
GLOBUS Wide area network (WAN) enterprise management and control
capability developed under DARPA sponsorship by USC/ISL
HOST A device including a central processor controlled by an operating
system.
ICMP Internet Control Message Protocol - ICMP is an extension to the
Internet Protocol. It allows for the generation of error messages, test
IPR2025-00341 Exhibit 2005
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-continued

packets and informational messages related to IP. It is defined in STD

5, RFC 792.
JEWEL
National Research Center for Computer Science
NFS

An open-source instrumentation package produced by the German

Network File System - A protocol developed by Sun Microsystems,

and defined in RFC 1094, which allows a computer system to access
files over a network as if they were on its local disks. This protocol

has been incorporated in products by more than two hundred
companies, and is now a de facto Internet standard.
QoS Quality of Service
REMOS

Remos (REsource MOnitoring System) is a network bandwidth and
topology monitoring system developed under DARPA sponsorship
by CMU. Remos allows network-aware applications to obtain

relevant information about their execution environment. The major
challenges in defining a uniform interface are network heterogeneity,

diversity in traffic requirements, variability of the information, and
resource sharing in the network. Remos provides an API that

addresses these issue by striking a compromise between accuracy (the

information provided is best-effort, but includes statistical

information if available) and efficiency (providing a query-based
interface, so applications incur overhead only when they acquire
information). Remos supports two classes of queries. “Flow queries”
provide a portable way to describe a communication step to the
Remos implementation, which uses its platform-dependent knowledge
to return to the user the capacity of the network to meet this request.

“Topology queries” reverse the process, with the Remos

implementation providing a portable description of the network’s

behavior to the application.
SNMP

Simple Network Management Protocol Internet standard protocol

defined in STD 15, RFC 1157; developed to manage nodes, e.g., hubs

and switches, on an IP network.

30

An exemplary system for implementing the Resource and performance histories on each of the hosts A-N and
Management Architecture according to the present invention provide selected information to host load analyzer 50. Ana-
is illustrate in FIGS. 1A, 1B, which includes a plurality of lyzer 50 advantageously determines the host and network
Host computers A, B, . . ., N operatively connected to one loads for both hosts A-N and their connecting network 100
another and Resource Management hardware RM via a 35 and provides that information to Resource Manager 60,
Network 100. It will be appreciated that the hardware which is the primary decision making component of the
configuration illustrated in FIGS. 1a, 1B constitutes a so- Resource Management Architecture. It will be appreciated
called grid system. It will also be appreciated that the that Resource Manager 60 also receives information from
network 100 advantageously can be any known network, the QoS managers 30 and exchanges information with
e.g., a local area network (LAN) or a wide area network 40 program controller 70. Program controller 70 sends startup
(WAN). It will also be appreciated that the hardware RM and shutdown orders to the Program Control Agents based
need not be a discrete piece of equipment; the hardware RM on operator or Resource Manager-initiated orders. It will be
advantageously can be distributed across multiple platforms, appreciated that the operator-initiated orders are received via
e.g., the host computer(s), as discussed in detail below. In the one of the program control displays 80.
addressing the functional elements and applications in the 45  As will be discussed in greater detail below, the Resource
distributed environment, it will be appreciated that hosts Manager 60 is the primary decision-making component of
A-N each can instantiate applications 1-M. Thus, when all the Resource Management Architecture. The Resource Man-
applications are being addressed, these applications will be ager 60 is responsible for determining:
denoted as A1-NM. how to respond to host and application failures;

Still referring to FIGS. 1A, 1B, each of the hosts A, B, so  where (i.e., which of hosts A-N) to place new applica-
etc., preferably is controlled by an operating system (OSA, tions;

OSB, etc.), which permits Host A, for example, to execute which applications to start up in response to the detection
applications A1-AN, as well as an instrumentation daecmon of a new host (host N+1);

IDA, a Program Control (PC) agent PCA, and a Host how to resolve application dependencies;

Monitor HMA. It should be noted that instrumentation ss  what applications should be started, stopped, or moved in
daemon IDA, PC agent PCA, and Host Monitor HMA are response to application system priority changes; and
integral to the Resource Management Architecture while the based on recommendations from the QoS Managers,
operating system OSA and applications A1-AN are well when and where scalable application should be started
known to one of ordinary skill in the art. or stopped.

In FIGS. 1A, 1B, the Resource Management Architecture 60  Before leaving FIGS. 1A, 1B, is should be noted that the
RM advantageously includes an instrument collector 10 functions, e.g., instantiated programs or software program
receiving data from all of the instrumentation daemons modules, in the Resource Management Architecture advan-
(IDA-IDN) and providing data to instrument correlator(s) tageously can be distributed across multiple platforms, e.g.,
20, which, in turn, provide correlation data to corresponding multiple hosts (which may or may not be the illustrated
quality of service (QoS) managers 30. Resource Manage- 65 Hosts A-N) or a grid system.
ment Architecture RM also receives data from host monitors The major functional groups of the Resource Manage-
HMA-HMN at history servers 40, which maintain status ment Architecture according to the present invention are

IPR2025-00341 Exhibit 2005
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illustrated in FIGS. 2A, 2B. The functions illustrated as solid
boxes are components of the Resource Management Archi-
tecture and are fully described below; the functions denoted
by diagonal striping denote third-party software which has
been integrated with the Resource Management Architecture
but does not provide core functionality. Thus, the latter
functions will be described only to the extent necessary to
provide integration details. Moreover, it will be appreciated
that the functions and functionality of the Resource Man-

5

8

calls to read in the files and convert them to an internal
object model. Specific specification data items can then be
retrieved via an object-oriented API. See the discussion
below.

FG4—Resource Allocation Decision-Making. This sub-
system provides the reasoning and decision-making capa-
bilities of the Resource Management architecture. The
components of this subsystem use information from other
subsystems in order to determine the health and state of

agement Architecture according to the present invention are 10  the distributed environment and the options that are
interconnected to one another via middleware, which pro- available for attempting to recover from faults or unac-
vides message passing interfaces between substantially all of ceptable performance. The functions in this particular
the Resource Management functions. This middleware functional group make decisions regarding:
package, RMComms, is fully described below. 1) where new applications should be started;
The major functional groups provided by the Resource 15  2) whether and where failed applications should be
Management architecture in an exemplary embodiment of restarted;
the present invention are illustrated in FIGS. 2A, 2B. A 3) based on application inter-dependencies, whether and
summary of the functions provided by the Resource Man- where additional applications should to be started prior
agement Architecture is available in Attached Appendix A. to starting a particular application;
These functions, taken together, provide an integrated capa- 20  4) whether applications are meeting performance require-
bility for monitoring and control of a distributed computing ments and whether and where an application can be
environment. In addition, many of the functions (and func- scaled up or moved when it is necessary to improve
tional groups) within the Resource Management Architec- performance;
ture can also be run in a non-integrated configuration, thus 5) whether scalable applications are performing well
providing subsets of the integrated Resource Management 25 within performance requirements and can be scaled
capabilities. down and which copy should be brought down; and
These function(al) groups illustrated in FIGS. 2A, 2B 6) based on operator changes to application system pri-
include: orities, whether and where new applications need to be
FG1—Host and Network Monitoring. This function group started or whether and which existing applications need
consists of software which monitors the host and network 30 to be shut down.
resources within the distributed environment. The func- FG5—Application (Resource) Control. This subsystem pro-
tion group collects extensive run-time information on host vides application control (i.e., Program Control) capabili-
and network configuration, statuses, and performance. ties which permit starting, stopping, and configuring
Run-time capabilities for discovering new hosts that have applications on each of the hosts in the distributed envi-
been started and for determining that existing hosts have 35  ronment. The subsystem provides both interactive opera-
gone down are also provided. Distribution of current and tor control of the distributed environment as well as
historical status and performance data to other compo- automatic control via configuration orders received from
nents of the Resource Management Architecture is also the Resource Allocation Decision-Making Subsystem
provided. A more detailed discussion is provided below. (i.e., the Resource Manager component). The interactive
FG2—Application-Level Instrumentation. The instrumenta- 40  controls allow an operator to create, load, save, and edit
tion function group provides general-purpose application pre-defined system configurations (e.g., lists of applica-
event reporting and event correlation capabilities. Capa- tions that are to be run, with or without specific host
bilities are provided for collecting and correlating appli- mappings), determine the status and configuration of
cation-provided data such as application statuses, states, currently running programs, and start and stop any or all
performance, and internally detected errors. Low-over- 45  applications. Both static (operator-entered) mappings of
head (API) libraries are provided for applications to use in applications to hosts and dynamic mappings of applica-
sending out key internal event and performance data. This tions to hosts (where the Resource Allocation Decision-
application data is forwarded to other components of the Making Subsystem will be queried to determine the
instrumentation subsystem which collect data from appli- proper mapping at run-time) can be defined. The sub-
cations on hosts throughout the distributed environment. 50  system also provides application fault detection capabili-
The system also provides grammar-driven capabilities for ties which are triggered by the unexpected death of an
correlating, combining, and reformatting application data application that was started by the subsystem. A basic host
into higher-level metrics (composite events) for use by fault detection capability is also provided which is trig-
displays or other Resource Management components. gered based on failure to receive heartbeat messages from
FG3—System Specifications. A specification language has 55  subsystem components running on a particular host.
been developed which allows the user to specify: FG6—Displays. The display subsystem provides capabili-
1) application software system structure, capabilities, ties for visualizing the status, performance, and health of
dependencies, and requirements; and the hosts, networks, and applications in the distributed
2) hardware system (computer and network) structure, environment. Capabilities are also provided for visualiz-
capabilities, and configuration. 60  ing the status, performance, and health of the Resource
Specification files, based on this specification language, Management components themselves.
are created by the user and provide the model of the As mentioned above, the RMComms middleware pack-
software and hardware components of the distributed age provides the internal message passing interfaces
computing environment which is used by other Resource between substantially all of the Resource Management func-
Management functions. The specification information is 65 tions both within each functional group and between the
accessed by other Resource Management functions by various functional groups. The middleware provides for
linking in a specification parser library and making library automatic location-transparent many-to-many client-server
IPR2025-00341 Exhibit 2005
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connections. Low-overhead, reliable message passing capa-
bilities are provided. Registration of message handler call-
back functions for specified requested message types is
provided with the message handler functions being invoked
when messages arrive. Registration of connection status
callback functions, which are invoked when either new
connections are made or existing connections are broken, is
also provided. The middleware package also allows for
multiple client and server objects to be instantiated in the
same application, is thread-safe, and provides an easy-to-use
object-oriented API through which all capabilities are
accessed.

A detailed overview of each functional group and each
function instantiated within each of the function groups
FG1-FG6 of the exemplary embodiment of the Resource
Management Architecture illustrated in FIGS. 2A, 2B,
including the capabilities provided by the functional group
or function, will now be described in greater detail. The
discussion below also includes an overview of the informa-
tion flow between function blocks within the same func-
tional group and between function blocks in separate func-
tional groups.

FG1—Host and Network Monitoring Functional Group

Functional group FG1 provides extensive monitoring

capabilities at the host and network levels. The information
monitored includes statuses, configuration information, per-
formance metrics, and detected fault conditions. By moni-
toring the individual hosts and network components within
the distributed environment, the functional group FG1 deter-
mines:

Accurate State and Performance Information, primarily
by gathering the level of information necessary for
accurately determining the state and health of each
machine and network component.

Distribution of Current Data to Resource Management
Components by providing current performance and
status information, either periodically or on request.

Distribution of Historical Data to Resource Management
Components, thus providing historical performance
and status information on request.

It will be appreciated that the functional group FG1 makes

these determinations by (or while) providing:

Common Monitored Data Set and Formats, which permits
functional group FG1 to gather the same set of statuses
and statistics in the same formats for each host regard-
less of machine architecture or operating system.

Minimally-Intrusive Data Collection Mechanisms, which
permits functional group FG1 to gather the information
in as non-intrusive a manner as possible (in terms of
CPU utilization, network bandwidth utilization,
etc. ... ).

Near Real-Time Data Collection Mechanisms, which per-
mits functional group FG1 to gather the information in
as timely a manner as possible.

The Host and Network functional group FG1 includes the
four functions set forth below:

1) Host Monitors FG10A-FG10N, which reside on each
respective machine in the distributed environment and
collect extensive operating system-level data for each
host A-N.

2) History Servers FG12A —FG12N, which collect data
from the Host Monitors FG10A-FG10N, respectively,
maintain status and performance histories on each host
A-N in the distributed environment, ie., in the
Resource Management Architecture, and provide this
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information to displays and other functions with the
Resource Management Architecture.

3) Host Discovery Function FG14, which uses Simple
Network Management Protocol (SNMP) calls and ping
Internet Control Message Protocol (ICMP) calls to
determine when new hosts, e.g., host N+1, come on-
line and if an existing host, e.g., host K, goes down.

4) Remos Network Data Broker Function FG16, which
collects information on network link bandwidths from
the SNMP-based Remos tool (developed by Carnegie
Mellon University) and passes this information to the
Host Load Analyzer function of the Resource Alloca-
tion Decision-Making functional group FG4, both of
which are discussed in greater detail below.

Host monitors FG10A-FG10N, which monitor the status
and performance of hosts A—N, respectively, are instantiated
on each host machine within the distributed environment.
Host Monitors FG10A-FG10N employ operating system-
level mechanisms to retrieve status, configuration, and per-
formance information on each host A-N. The information
retrieved includes:

1) operating system version and machine configuration;

2) CPU configuration, status, and utilization;

3) memory configuration and usage;

4) network configuration, status, and utilization;

5) filesystem configuration, status, and utilization; and

6) process statuses including CPU, memory, network, and
filesystem utilization for each process.

While Host Monitors FG10A-FG10N are primarily respon-
sible for monitoring the status of a particular host, they also
provide information on network load as seen by that par-
ticular host. In the same manner, the Host Monitors
FG10A-FG10N also provide information and statistics con-
cerning any remotely mounted filesystems, e.g., Network
File System (NFS).

The information that the Host Monitors FG10A-FG10N
collect advantageously can be formatted into operating
system-independent message formats. These message for-
mats provide a pseudo-standardized set of state, status, and
performance information which is useful to other compo-
nents of the Resource Management Architecture, i.e., other
components do not have to be aware of or deal with the
minor differences between data formats and semantics. It
will be appreciated that since not all the state and perfor-
mance data is available on every platform, in order to
indicate which information is available, a group of flags are
set in the host configuration message indicating whether
specific data items are valid on a particular platform.

History Servers FG12A-FG12N are responsible for col-
lecting information from the Host Monitors FG10A-FG10N
and maintaining histories on the statuses, statistics, and
performance of each host A-N in the distributed environ-
ment. This information advantageously can be requested by
other functions instantiated in the Resource Management
Architecture. Preferably, the primary consumers of the status
information  obtained by the History Servers
FG12A-FG12N are the Host Load Analyzer (Hardware
Broker) component of the Resource Allocation Decision-
Making functional group FG4, the Host Display
FG62A-FG62N and the Path Display FG64 of the Displays
functional group FG6. The Host Load Analyzer FG40
receives information on host configuration and loads (pri-
marily CPU, memory, and network data) from History
Servers FG12A-FG12N and employs this information to
assign host fitness scores. Each Host Display, e.g., FG62A,
receives and displays current status information on one of
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the hosts A-N, including process status information, and
network connectivity information. Each Host Display can
also request that a respective one of the History Servers
FG12A-FG12N provide CPU load information, network
load information, paging activity data, and memory utiliza-
tion information, which is used to drive line graph charts for
specific selected hosts.

It will be appreciated that History Servers
FG12A-FG12N are designed so that multiple copies can be
run simultaneously. Each of the History Servers
FG12A-FG12N advantageously can be configured to either
monitor all Host Monitors or to monitor only a selected set
of Host Monitors. It should be mentioned at this point that
the History Servers FG12A-FG12N determine the list of
hosts in the distributed environment that could potentially be
monitored from the System Specification Library. In this
manner, the History Servers advantageously can be used to
provide survivability (by having multiple History Servers
connected to each Host Monitor) and/or to perform load-
sharing (with the History Servers FG12A-FG12N each
monitoring only a subset of the Host Monitors). It will also
be appreciated that the History Servers FG12A-FG12N can
be configured to periodically record history data to disk.
These disk files can then be used for off-line analysis of the
Resource Management Architecture.

The Host Discovery function FG14 employs Perl scripts
in making SNMP and ICMP ping calls. These calls are used
to periodically scan each subnet and host address in the
distributed environment in an attempt to determine whether
there have been any host status changes. In an exemplary
case, the list of hosts and subnets that are to be monitored is
read in from a file; alternatively, this information can reside
in and be read from the System Specification Library, which
is discussed in greater detail below.

It should be mentioned that when a new host is first
detected, the new host’s operating system configuration is
queried by the Host Discovery function FG14 via SNMP
calls. Information on the newly discovered host and its
operating system configuration is then sent to the Program
Control function FG50 in application control functional
group FGS5. Likewise, when a host fails to respond to
multiple SNMP and ping queries, a message indicating that
the host appears to have gone down is sent to the Program
Control function FG50.

The final component of the Host and Network Monitoring
functional group FG1 is the Remos Network Data Broker
FG16, which receives information on network link band-
width and network link bandwidth utilization from the
SNMP-based Remos network monitoring tool mentioned
above. The network information is accessed via the Remos
application programming interface (API) library and is then
sent on to the Host Load Analyzer (Hardware Broker)
function FG40 of the Resource Allocation Decision-Making
functional group FG4. The network information received
from Remos consists of the maximum potential bandwidth
and the current bandwidth utilization on specific host net-
work links. As mentioned above, Remos network monitor-
ing tool FG16 is not a core component of the Resource
Management Architecture; that being the case, no further
details on either Remos or the Remos Network Data Broker
are provided in the instant application.

FG2—Application-Level Instrumentation Functional Group
The Instrumentation functional group FG2 advanta-
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easily accessible to other components of the Resource
Management Architecture. The functional group provides
capabilities for collecting and correlating application-pro-
vided data such as application statuses, states, performance,
and internally detected errors. Low-overhead API’s are
provided that the applications can use for sending internal
event and performance data to the instrumentation compo-
nents. The instrumentation functional group FG2 can collect
data from applications on hosts A-N throughout the distrib-
uted environment. The functional group also provides gram-
mar-driven capabilities for correlating, combining, and
reformatting application data into higher-level metrics (com-
posite events) for use by displays or other functional groups
of the Resource Management Architecture.

The Instrumentation functional group provides:

open API’s and non-proprietary architecture

near real-time monitoring support

cross-language support: C, C++, Ada

cross-platform support: Solaris, IRIX, Linux, etc. . . .

simple easy-to-use API’s

low-intrusive instrumentation interface

instrumentation interface that does not significantly
change the run-time behavior of the applications

support for passing wide range of data types

support for data marshalling/unmarshalling (system inde-
pendent data formats)

support for adding to or changing the information being
instrumented without having to recompile portions of
the architecture unaffected by the changes (preferably,
no recompilation should be necessary expect for
recompilation of the app being instrumented and any
evaluation logic or displays that have been affected by
the changes)

scalable architecture (100+ hosts/20+ apps per host/5+
threads per app)

ability for the architecture to perform auto-configuration
as required

ability to run multiple tests, multiple displays and mul-
tiple data logging components simultaneously

ability to abstract away the underlying connectivity/com-
munications between infrastructure components.

ability for instrumentation infrastructure to be brought up
and down while the application is running

ability to easily build and configure new displays and data
logging components (interactive configuration is pref-
erable)

ability to easily build and configure new performance and
data correlation components (interactive configuration
is preferable)

backwards compatibility with existing Jewel Instrumen-
tation displays (protect investments in existing display
capabilities)

backwards compatibility with existing Jewel Instrumen-
tation function calls (provide ease of transition/backfit)

As illustrated in FIGS. 2A, 2B, the Instrumentation func-

tional group FG2 includes the components enumerated
below. In addition, Instrumentation APIs and Jewel Instru-
mentation will be addressed along with the Instrumentation
functional group, i.e., the Instrumentation functional group
includes:

1) Instrumentation API Libraries FG20 are linked with the
applications and provide the function call interfaces by
which these applications send instrumentation data.

2) Instrumentation Daemons FG22A-FG22N reside on

geously provides general-purpose application event report- 65 each host in the distributed environment and are

ing and event correlation capabilities. The Instrumentation responsible for reading instrumentation data sent out by

functional group permits instrumented application data to be the applications, reformatting the data into instrumen-
IPR2025-00341 Exhibit 2005
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tation event messages and sending the messages to the
Instrumentation Collectors.

3) Instrumentation Collectors FG24A—FG24N connect to
the Instrumentation Daemons FG22A-FG22N on each
host and receive instrumentation messages from host
A-N. The Collectors forward received messages to the
Instrumentation Correlators FG26A-FG26N  and
Instrumentation Brokers FG28A-FG28N.

4) Instrumentation Correlators FG26A-FG26N receive
instrumentation messages from the Instrumentation
Collectors FG24A-FG24N and provide grammar-
driven capabilities for correlating, combining, and
reformatting application data into higher-level metrics
(composite events) for use by displays or other func-
tions of the Resource Management Architecture.

5) Instrumentation Brokers FG28A-FG28N receive
instrumentation messages from the Instrumentation
Collectors and perform task-specific reformatting and
data manipulation for driving displays or other
Resource Management components.

6) Jewel Instrumentation Broker (QoS Monitor) FG29 (a
legacy component) receives instrumentation data from
either the open source Jewel instrumentation package
or from the Instrumentation Collectors. The QoS Moni-
tor FG29 performs task-specific message reformatting
and data manipulation for driving displays and the QoS
Managers FG44A-FG44N.

The applications, e.g., A1-AN, link in the Instrumentation
API Library FG20 and make API calls to construct and send
out instrumentation event messages. Three separate APIs are
provided for use by the applications:

1) a printf( )-style API which allows the code to format,
build, and send instrumentation data with a single
function call;

2) a buffer-construction-style APl where the multiple
function calls are made to construct the instrumentation
buffer iteratively, one data element per call; and

3) a Jewel function call API based on the existing API
provided by the Jewel instrumentation package (an
open-source package produced by the German National
Research Center for Computer Science).

The first two APIs are the preferred programming interfaces
and take advantage of several key instrumentation features
while the Jewel API is provided solely for backwards
compatibility with existing instrumented application code
and is implemented as a set of wrappers around the
printf( )- style API. All three APIs are supported for C and
C++. ADA bindings have also been produced for the buffer-
construction-style API and the Jewel function call API.

Preferably, the instrumented data is sent from the appli-
cation to one of the Instrumentation Daemons
FG22A-FG22N on a respective one of the hosts A-N where
the application is running. The currently preferred mecha-
nism for data transfer is via UNIX FIFO (first in-first out)
IPC (inter-process communication) mechanisms. It will be
appreciated that the FIFO mechanism was chosen based on
reliability, low overhead, and ease of implementation. Alter-
native data passing mechanisms including shared message
queues are considered to be within the scope of the present
invention.

As mentioned above, an Instrumentation Daemon resides
on each host in the distributed environment. The Instrumen-
tation Daemon is interrupted whenever new data is written
to the FIFO. The Instrumentation Daemon reads the data
from the FIFO, reformats the data into the standard internal
Instrumentation message format (discussed below), and
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sends the data to each of the respective Instrumentation
Collectors FG24A-FG24N that are currently active. Alter-
natively, an event request filtering mechanism can be imple-
mented so that specific event messages will only be sent to
those ones of the Instrumentation Collectors
FG24A-FG24N that have requested the message.

The standard instrumentation message format includes a
header, a format string describing the application-provided
data contained in the message, and the actual data values.
The message components are illustrated in Attached Appen-
dix B.

The Instrumentation Collectors FG24A-FG24N receive
instrumentation messages from the Instrumentation Dae-
mons FG22A-FG22N on each host A-N, respectively, in the
distributed environment. Currently, the Instrumentation Col-
lectors FG24A-FG24N send every instrumentation message
to all Instrumentation Brokers FG29A-FG29N and Instru-
mentation Correlators (Brokers) FG26A-FG26N that have
connected to the Instrumentation Collectors
FG24A-FG24N. The  Instrumentation  Collectors
FG24A-FG24N serve as a pass-through server for instru-
mentation messages. The Instrumentation Collectors do sup-
port architecture scalability in the sense that without the
Instrumentation Collectors, the Instrumentation Broker
FG29 and Instrumentation Correlators FG26A-FG26N
would need to maintain connections to the Instrumentation
Daemons FG22A-FG22N on every host. As discussed
above, an event request filtering mechanism advantageously
can be implemented so that specific event messages will
only be sent to those Instrumentation Brokers/Instrumenta-
tion Correlators that have requested the message.

Preferably, the Instrumentation Correlators
FG26A-FG26N provide grammar-driven capabilities for
correlating, combining, and reformatting application data
into higher-level metrics (composite events) for use by
displays or other components of the Resource Management
Architecture. Each Correlator reads in a user-specified cor-
relation grammar file which is interpreted at run-time by the
Correlator’s instrumentation correlation engine.

The Instrumentation Brokers FG28A-FG28N are task-
specific applications built around a common code package.
The Instrumentation Brokers FG28A-FG28N receive
instrumentation messages from the Instrumentation Collec-
tors FG24A-FG24N, filter all received instrumentation mes-
sages to find the messages of interest, and perform task-
specific message data reformatting and manipulation for
driving other components such as displays or other compo-
nents of the Resource Management Architecture. This
Instrumentation Broker approach permits instrumentation
data sources to be quickly integrated for test, display, and
debugging purposes.

It should be mentioned at this point that the Jewel
Instrumentation Broker FG29 (hereafter referred to the QoS
Monitor) is a legacy architecture component that served as
a broker between the Jewel instrumentation package com-
ponents and Resource Management components and dis-
plays. The QoS Monitor FG29 was responsible for polling
the Jewel Collector components to retrieve application event
messages. These messages were then reformatted and used
to drive several displays and the QoS Managers
FG44A-FG44N. The Jewel instrumentation package has
now been replaced in all applications, however the message
reformatting capabilities of the QoS Monitor have been
maintained so that several displays and the existing QoS
Manager interface do not have to be upgraded immediately.
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The QoS Monitor component has been modified so that it
receives instrumentation data from both Jewel and the
Instrumentation Collectors.

FG3—System Specifications Functional Group

Still referring to FIGS. 2A, 2B, it should be noted that a
System Specification Language has been developed which
allows the user to specify both (1) software system structure,
capabilities, dependencies, and requirements, and (2) hard-
ware system (computer and network) structure, capabilities,
and configuration. System Specification Files, generally
denoted FG32, which are based on this specification lan-
guage, are created by the user and provide a model of the
software and hardware components of the distributed com-
puting environment which is used by the Resource Man-
agement Architecture. The language grammar advanta-
geously can capture the following information related to the
distributed environment and the applications that can run
within the distributed environment:

Hardware and Operating Systems

Hardware Configuration
Network Configuration
Operating Systems and Version

Software
Systems, Subsystems, Paths, Applications, Processes
Resource Requirements
QoS Requirements (Events)

Survivability Requirements
Data Flow Path Information: Structure and QoS
Requirements

It will be appreciated that the System Specification Lan-
guage allows for grouping hardware and software compo-
nents into systems and subsystems in order to create a
hierarchy of components. Each application system and sub-
system can be assigned a priority which is used at run-time
to determine the relative importance of applications running
in the distributed environment.

At the application level, the hardware, operating system,
and other host requirements for each application can be
specified along with information describing how to start up,
configure, and shutdown the application. This information
can include:

a) environment variables that need to be set;

b) the working directory for running the application;

¢) the path(s) and file name of the application;

d) command-line arguments that should be set, including
arguments that need to be resolved at run-time (e.g., the
hostname where another application is running, the
current date, the current userid, a unique run-time
identifier number, etc. . . . );

e) whether the application needs to run in an xterm;

f) whether a script file or signal should be run to shutdown
the application; and

g) which script or signal should be used.

In addition, startup and shutdown dependencies between
applications can be specified. Moreover, application states
can be defined based on received instrumentation data
values, the length of time an application has been running,
and/or the set of processes that are currently running.
Furthermore, for each application A1-NM, the survivability
and scalability capabilities of the application can be speci-
fied. This latter information includes whether an application
can be restarted if it fails, whether multiple copies of an
application can be run, what type of scalability the applica-
tion supports (e.g., Primary-Shadow, Load-Sharing,
etc. . . . ), and the minimum and maximum number of copies
that can be run. Moreover, an estimate of the amount of
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CPU, memory, and network resources that the application
will use at run-time, advantageously can be specified.

At the host level, the operating system and version, the
hardware architecture, the host’s network interface name,
and the SPEC organization’s SPECfp95 and SPECint95
ratings for the host can be specified. At the network level,
router and switch configurations and bandwidths can also be
specified.

Moreover, application data flow paths can be defined
including a graph of the data flow between applications
along with performance requirements tied to one of more of
the applications within the path. It should be mentioned that
these defined requirements are named and are tied at run-
time to Instrumentation Event data provided by the Instru-
mentation Correlators FG26A-FG26N. Monitoring of the
performance requirements is the responsibility of the QoS
Manager components FG44A-FG44N, as discussed in
greater detail below.

As noted above, the System Specification Language pro-
vides a hierarchical structure for defining software and
hardware systems. The current structure is shown below:

Software Specifications
Application
Security
Configuration
Hardware Requirements
Startup Info
Dynamic Arguments
Shutdown Info
States
Dependencies
Initial Load Estimate
QoS Info
Survivability
Scalability
Hardware Specifications
Host Info
Network Info
LANs
Network Devices (Interconnects)
Path Specifications
Data Flow Graph
Data Flow Info
QoS Requirements

The specification information is accessed by linking in a
specification parser library FG34 and making library calls to
read in the files and convert them to an internal object model,
and by making object access method calls to retrieve specific
data items. The specification library is written in C++ and
has been ported to all of the development platforms in the
testbed. The library is currently being used by most of the
Resource Management components, including Program
Control FG50, the Resource Manager FG42, the QoS Man-
agers FG44A-FG44N, the Hardware Broker FG40, and the
History Servers FG12A-FG12N.

It should be mentioned that the software used to construct
the API library consists of (1) a parser file that defines the
grammar (in BNF format), (2) a lexical analyzer file that
defines the tokens of the language, and (3) a set of C++
System Specification classes for storing the specification file
information. The lexical analyzer file is compiled with the
GNU flex (lex) utility and the parser file is compiled using
the GNU bison (yacc) utility. The flex and bison utilities
create C source files which are then compiled along with the
C++ System Specification object storage classes to create
the System Specification Library (SSL) FG34. This library
is then linked with the Resource Management applications.
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An overview of this structure is provided in FIG. 3; a more
detailed discussion of the various functions are provided
below.

FG4—Resource Allocation Decision-making Functional
Group

As illustrated in FIGS. 2A, 2B, the Resource Allocation
Decision-Making functional group provides the reasoning
and decision-making capabilities of the Resource Manage-
ment architecture. The functions associated with this func-

5
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tion Files, determine whether applications are perform-
ing well within performance requirements and can be
scaled down

Based on operator changes to application system priori-
ties, determine whether and where new applications
need to be started and/or determine whether and which
existing applications need to be shutdown

Based on indication that a new host is on-line (from Host
Discovery via Program Control), issue startup orders to

tional group employ information (listed below) to (1) deter- 10 bring up a Progr am Control Agent, Host Mom.tor, ar}d

. L : Instrumentation Daemon on the new host which will

mine the state and health of the distributed environment .

. . bring the host under Resource Management control

(hosts, networks, and applications), and (2) determine what . - . .

. : . The Resource Allocation Decision-Making functional

allocation and reallocation actions need to be taken. The . . . .

. . . . . group implements one of the three discrete functions listed

information provided to functional group FG4 includes: 15 below:

1) Resource Manager FG 42 is the primary decision-
making component of the Resource Management

System Specifications: Architecture. Resource Manager FG42 is responsible
Host configuration and capabilities for determining (1) how to respond to host and appli-
Applgﬁj}?ﬁaﬁﬁabﬂmes 20 cation failures, (2) where to place new applications, (3)

Scalabilityty vyhich applications to start up in response to the.det.ec-
Potential hosts to run on tion of a new host, (4) how to resolve application
Application startup and shutdown dependencies dependencies, (5) what applications should be started,

Pro ‘;prléﬁg; fmd path performance requirements stopped, or moved in response to application system

grApplication statuses 25 priority changes, and (6) based on recommendations

Detected application faults from the QoS Managers FG44A-FG44N, when and

Detected host failures where scalable application should be started or stopped.

ggteerzttfflﬁi;f; l;;):;ests 2) Host Load Analyzer FG40 is responsible for assigning
Resolution of application startup or shutdown dependencies a set Of fitness scores to each host based on host
Selection of application-to-host mappings 30 capabilities and loads.

History Servers: . 3) QoS Managers FG44A-FG44N are responsible for
Host stafuses, configuration, and loads monitoring application and path requirements as
Network link statuses and loads defined in the S < ‘fcati Files FG32 d

Remos Network Data Broker: efined 1n t e System pecl cation Hles an
Network link statuses and loads recommending that applications be either scaled up,

Instrumentation Subsystem: 35 scaled down, or moved in order to maintain acceptable
Application performance information performance

Readiness Display: . d .b h is th
Run-time changes to application system priorities .AS mentlo.n.e a OV.e’ the Resource Manager FG42 is the

primary decision-making component of the Resource Man-
. agement Architecture. It is responsible for:

The subsystem components make decisions based on the 4, (1) responding to application and host failures by deter-

following triggers and data sources: . mining if and what recovery actions should be taken;

Based on requests ﬁjom Program Control, determine (2) determining if and where to place new copies of
where new apphcatlons shou.ld be .started scalable applications or which scalable applications

Based on 1ndlcat19n of application failure from Program should be shutdown when the QoS Managers indicate
Coptrol, determine whether and where the failed appli- 45 that scale-up or scale-down actions should be taken
cations .sho.uld. be restarted. based on measured application performance;

Based on indication of host failure from Program Control (3) determining where new applications should be placed
(or indirectly from Host Discovery), determine whether when requested to do so by Program Control; and
and where the f?ﬂed. applications ShOUId be restgrted (4) determining which and how many applications should

Based on apphc.atlor} 1nter.-dependen01§:s defined in the s¢ run based on application system (mission) priorities.
System Specification Files, determine whether and In order to accomplish these tasks, the Resource Manager
where addltlon?‘l apphcathns should to be started (or FG42 maintains a global view of the state of the entire
shut down) prior to starting (or shutting down) a  distributed environment including status information on all
particular application hosts A-N, network 100, and applications A1-NM. In

Based on startup and shutdown dependency resolution ss addition, the Resource Manager FG42 also calculates sofi-
requests from Program Control, determine whether and ware and hardware readiness metrics and reports these
where additional applications should to be started (or readiness values, for display purposes, to the display func-
shut down) prior to starting (or shutting down) a tional group FG6.
particular application It will be appreciated from FIGS. 2A, 2B that the

Based on application instrumentation data and perfor- 60 Resource Manager FG42 receives status and failure infor-
mance requirements defined in the System Specifica- mation about hosts, networks, and applications from Pro-
tion Files, determine whether applications are meeting gram Control function FG50. This information includes both
performance requirements and whether an application periodic status updates and immediate updates when statuses
can be scaled up or moved to attempt to improve change such as a new host being detected or an application
performance 65 failing. In the case of application shutdown, information as

Based on application instrumentation data and perfor- to whether the application was shutdown intentionally or
mance requirements defined in the System Specifica- whether the application failed is also provided. Program
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Control function FG50 also issues requests to the Resource
Manager FG42 when new applications need to be dynami-
cally allocated and when the Program Control function
FG50 determines that the Resource Manager FG42 needs to
assess and attempt to resolve inter-application dependencies
(such as one application which needs to be running prior to
starting up another application).

The Resource Manager FG42 responds to faulted appli-
cations and hosts by determining whether the failed appli-
cations can and should be restarted and attempting to
determine where (and if) there are hosts available that the
application can run on. When a decision is made by the
Resource Manager FG42, a message is sent to Program
Control FG50 specifying what application to start and where
to put it, i.e., which of hosts A-N to start the application on.
The same general mechanism is used when Program Control
FG50 requests that the Resource Manager FG42 determine
where to start new applications and/or how to resolve
inter-application dependencies; the Resource Manager
FG42 responds with orders indicating what applications to
start and where to start them. The Resource Manager FG42
advantageously can send application shutdown instructions
to Program Control FG50 requesting that a certain applica-
tion be stopped; this can occur when the QoS Managers
FG44A-FG44N indicate that certain scalable applications
have too many copies running or when application system
priority changes (when an application changes from a high
priority to a lower priority) occur resulting in scaling back
the application system configuration.

The Resource Manager FG42 also receives host load and
host fitness information on all known hosts from the Hard-
ware Broker (Host Load Analyzer) FG40. This information
includes (1) overall host fitness scores, (2) CPU-based
fitness scores, (3) network-based fitness scores, and (4)
memory and paging-based fitness scores, along with (5) the
SPEC95™ rating of the hosts. These scores are used by the
Resource Manager FG42 for determining the “best” hosts
for placing new applications when:

(1) responding to requests from the QoS Managers to

scale up additional copies of an application;

(2) attempting to restart failed applications;

(3) responding to requests to dynamically allocate certain

applications; and

(4) responding to application system (mission) priority

changes which require scaling up additional applica-
tions.

The Resource Manager FG42 also receives requests from
the QoS Managers FG44A-FG44N for scaling up, moving,
or scaling down specific applications. The Resource Man-
ager FG42 responds to these requests by determining
whether the request should be acted upon and, if so, deter-
mines the specific action to take. The Resource Manager
FG42 then issues orders to Program Control FG50 to start up
or shutdown specific applications on specific hosts.

It should be noted that when the Resource Manager FG42
is first started, it reads in the System Specification Files
FG32 (via calls to System Specification Library FG34)
which contains the list of hosts that are known to be
associated with the distributed environment and information
on all applications that can be run in the distributed envi-
ronment. The application-level information includes where,
i.e., on which host, specific applications can be run, which
applications are scalable, which applications can be
restarted, and any dependencies between applications.

The Resource Manager FG42 currently responds to appli-
cation system priority changes received from the Readiness
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Broker (translation software in or associated with the Readi-
ness Display FG66) in the following manner:

(1) If the priority is changed to None, all applications
associated with the specified system are shutdown.

(2) If the priority is changed to Low, all scalable appli-
cations within the specified system are scaled back to
no more than 50% of potential maximum scalability
and are not allowed to be scaled up past the 50% limit
irregardless of performance.

(3) If the priority is changed to Medium, normal scaleup
and scaledown functionality is allowed.

(4) If the priority is changed to High, all scalable appli-
cations are scaled up to at least 50% of potential
maximum scalability and are not allowed to be scaled
down to less than 50% irregardless of performance.

(5) If the priority is changed to Urgent, all scalable
applications are scaled up to 100% (for maximum
survivability) and are not allowed to be scaled down.

[Moreover, if the previous priority was None, and the new
changed priority is higher than None, all required applica-
tions within the specified system are started up subject to the
limitations outlined for each of the priority levels listed
above.]

The Resource Manager FG42 also sends information
about allocation and reallocation decisions to the Resource
Management Decision Review Displays FG68A-FG68N, as
discussed in greater detail below. Information on the deci-
sion that was made, what event the decision was in response
to, and how long it took to both make the decision and
implement the decision advantageously are also sent to the
display functional group FG6. In addition, information
about the alternative choices for where an application could
have potentially been placed is also provided (if applicable);
in an exemplary case, this information includes the host
fitness scores for the selected host and the next best host
choices which could have been selected.

As described above, the Resource Manager FG42 com-
municates with Program Control FG50, the Hardware Bro-
ker FG40, the QoS Managers FG44A-FG44N, QoS Speci-
fication Control (not shown), the Readiness Broker of
display FG66, the Globus Broker (e.g., message translation
software (not shown)), and the RM Decision Review Dis-
plays FG68A-FG68N using the RMComms middleware,
which will be discussed in greater detail below.

The Hardware Broker (Host Load Analyzer) FG40 is the
host load analysis component of the Resource Management
Architecture, which is primarily responsible for determining
the host and network loads on each host A-N within the
distributed computing environment. The Hardware Broker
FG40 assigns a set of fitness scores for each host and
periodically provides the list of fitness scores to the
Resource Manager FG42.

The Hardware Broker FG40 advantageously receives
operating system-level statuses and statistics for each host
A-N from the History Server(s) FG12A-FG12N, respec-
tively. This information can be employed for calculating
CPU, network, memory, paging activity, and overall fitness
scores for each of the hosts A-N. Preferably, the Hardware
Broker FG40 periodically, e.g, once per second, provides the
complete list of host fitness scores to the Resource Manager
FG42.

It should be noted that when the Hardware Broker FG40
is first started, it reads in the System Specification Files
FG32 (via calls to the System Specification Library (SSL)
FG34), which files contain the list of hosts that are known
to be in the distributed environment. The Hardware Broker
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FG40 also receives, e.g., reads in a file containing, infor-
mation about the bandwidth and maximum packet sizes on
all known network subnets in the distributed environment. It
will be appreciated that this data advantageously can be used
for converting host network load information based on
packet counts to load information based on bytes per second
and percentage of available bandwidth.

Periodically, e.g., approximately every three seconds, the
Hardware Broker FG40 transmits a list of overall and
network host fitness scores to the Hardware Broker Instru-
mentation Display which was constructed using the Graph
Tool Instrumentation Display FG69A-FG69N. Moreover,
the Hardware Broker FG40 advantageously can receive
host-based network load data from the Remos Network Data
Broker function FG16, which receives network data via the
Remos Network Monitoring software 2. It should be noted
that if Remos network data is available for any of the hosts
A-N that are being monitored, the Remos reported network
data advantageously can be used for calculating the network
fitness score for that host, rather than using the host network
data received from the History Server(s) FG12A-FG12N.

The QoS Managers FG44A-FG44N of functional group
FG4 are responsible for monitoring application-level per-
formance requirements. These requirements are defined in
the System Specification Files FG32 and are monitored
primarily via instrumentation data obtained directly from the
application code. The QoS Managers FG44A-FG44N
advantageously can determine if applications or application
paths are meeting their assigned requirements. If an appli-
cation is not meeting its performance requirements and the
application is scalable (in the sense that multiple copies can
be run and the copies will perform load-sharing across the
copies), the QoS Managers FG44A-FG44N will either
request that the Resource Manager FG42 scale up a new
copy of the application or move the application to a new host
(as an attempt to achieve better performance). Moreover, if
there are multiple copies of a scalable application running,
and all copies are performing well below the specified
requirement threshold, the QoS Managers FG44A-FG44N
will request that the Resource Manager FG42 shutdown a
specific copy. It should be noted that the division of respon-
sibility between the QoS Managers FG44A-FG44N and the
Resource Manager FG42 is that the QoS Managers deter-
mine what actions would potentially improve performance,
while the Resource Manager has final authority to determine
whether to implement the requested action(s).

Each of the QoS Managers FG44A—FG44N can be scaled
for both redundancy and for load-sharing. In an exemplary
case, each copy of the QoS Manager monitors all of the
requirements associated with a single application path
defined in the System Specification Files FG32. It will be
appreciated that the specific path to be monitored can be
specified via command-line parameters. By default, without
specifying a path via the command-line, the QoS Managers
FG44A-FG44N will monitor all requirements for all paths
defined in the System Specification Files FG32.

It should be mentioned that, in one exemplary embodi-
ment, the QoS Managers FG44A-FG44N each employ a
sliding window algorithm to determine when to declare that
applications should be scaled up or scaled down. The inputs
to the algorithm define both high and low sampling window
sizes, the maximum number of allowed violations within the
sampling window, and violation thresholds as a percentage
of the actual specified requirement value. It should also be
mentioned that the sliding window algorithm was selected in
order to damp out unexpected “noise” or “spikes” in the
measured performance data. Moreover, the threshold value
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as a percentage of the actual requirement value was selected
in order to scale up, or scale down, prior to violating the
specified hard requirement. The QoS Managers
FG44A-FG44N provide application scale up and scale
down requests to the Resource Manager FG42 when the
measured performance data for an associated application
violates either the high (scale up) or low (scale down) sliding
window criteria for a specific requirement. A scale up
request indicates which application on which host has vio-
lated the performance criteria, and a scale down request
indicates which application on which host is recommended
to be shutdown. It will be appreciated that the success of this
algorithm is highly dependent on the rate of change and
noisiness of the measured data.

Any of the QoS Managers FG44A-FG44N can also
request that the Resource Manager FG42 move an applica-
tion. This will occur in the case where one copy of an
application is performing much worse than all other running
copies of the same application. In an exemplary case, the
move request is implemented as a scale up request followed
by a scale down request (of the badly performing copy). In
that case, the scale down request does not get sent to the
Resource Manager FG42 until the scale up action has been
implemented. The QoS Managers FG44A-FG44N prefer-
ably employ application “settling times,” defined in the
System Specification Files FG32, to ensure that once a
requested action has been sent to the Resource Manager
FG42 that no additional actions are requested for that
application until after the settling time has elapsed. It will be
appreciated that this provides time for initialization and
configuration among the application copies to occur. Alter-
natively, System Specification Language inter-application
dependency definitions advantageously can be used instead
of settling times.

The QoS Managers FG44A-FG44N also receive appli-
cation status and state information from Program Control
FG50, which periodically sends application status updates
for all running applications and also sends immediate indi-
cations of any applications which have been started or
stopped. This information is used by the QoS Managers
FG44A-FG44N, along with the instrumented performance
data being received via the QoS Monitor FG29 and Instru-
mentation Correlator FG34, to determine the exact state of
all monitored applications that are running. This information
is also used to determine when (and if) requested actions
have been implemented by the Resource Manager FG42.
The information is also used for setting up and discarding
internal data structures used for monitoring the performance
of each application A1-NM.

It will be appreciated that the QoS Managers
FG44A-FG44N also receive application-level instrumenta-
tion data indicating current application performance values
from the Instrumentation Correlators  (Brokers)
FG26A-FG26N, the Instrumentation Brokers
FG28A-FG28N, and/or the Jewel Instrumentation Broker
(QoS Monitor) FG29. The instrumentation data that is
received contains (at a minimum) (1) the timetag when the
data was generated, (2) the hostname and IP address of the
host where the application that the data is associated with is
running, (3) the process id (pid) of the application that the
data is associated with, and (4) the event number of the
instrumentation message. Preferably, the event number of
the instrumentation message specifies the type of instrumen-
tation data that has been received; the hostname, IP address,
and pid are used, in conjunction with the application data
received from Program Control FG50, to determine the
specific application that the data is associated with.
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When the contents of the instrumentation message match
any of the application performance requirements that are
currently being monitored by the QoS Managers
FG44A-FG44N, the data value is added to the proper
requirement sliding window for the specified application.
The sliding window algorithm is then checked to determine
if the new sample triggered a violation of either the high or
low sliding window. If a high threshold sliding window
violation occurs and the application does not already have

5

24

A brief description of each function provided by the
functional group FGS5 is provided below; a detailed discus-
sion of the Resource Control functional group FG5 and
associated data flow will be provided in discussing FIG. 4.

1) Program Control Agents FG52A-FG52N: A Program

Control agent generally denoted FG52 resides on each
of the hosts A-N (i.e., PCA-PCN). Each agent is
responsible for providing direct control over applica-
tion startup and shutdown of applications on its respec-

th . . . St L 10 tive host. The agent receives control orders from the
e maximum number of copies running, a determination is . . .
. Program Control function FG50 and is then responsible
made as to whether performance can be best improved by for impl .
. .. . or implementing the orders. In an exemplary case, the
starting a new application (scale up) or by moving an - .

. . . . agents implement the orders via system call mecha-
existing copy.to a (.hfferent host. The corresponding action nisms specific to the particular operating system. In
recommendation will then be sent to t.he Resource Ma‘}af‘%ef 15 addition, the agent also provides feedback to the Con-
FG42. In an exemplary case, the criteria for determining trol function FG50 regarding the current status of all
whether an application should be moved rather than scaled applications running on a particular host.
up is based on relative performance of the replicated appli- 2) Program Control FG50—maintains the application
cations. More specifically, if one application is performing state information for the Program Control functional
much worse [>50%] than the other copies, the recommen- 20 group FGS. It also serves as the decision-makjng com-
dation will be to move the application. Likewise, if the new ponent of the Program Control functional group. The
sample triggers a low threshold sliding window violation Control function FG50 receives application control
and the application has more than the minimum number of (startup, shutdown, or configuration) requests from the
copies running, a recommendation will be sent to the Program Control Displays FG54A-FG54N and from
Resource Manager FG42 requesting that the copy of the »s the Resource Management functional group FGA4.
application that is experiencing the worst performance be Using information from the Specification Files FG32,
scaled down. these high-level control function requests are dynami-

cally translated into specific control orders which are
FG5—Resource (Application) Control Functional Group s enty to the indivi dlilal Program Control agents

As discussed above, the Resource Control capabilities 3 FG52A-FG52N. The program Control FG 50 also
provided by the Resource Management Architecture consist provides application status and configuration informa-
of controlling application startup, configuration, and shut- tion back to the Resource Manager FG42.
down on hosts within the distributed environment. This 3) Program Control Displays FG54A-FG54N—serve as
capability, known as Application Control or Program Con- the GUI for interactive control of distributed applica-
trol (hereafter referred to as Program Control) provides a 35 tions. The Program Control Displays FG54A-FG54N
powerful distributed configuration capability. The Program allow an operator to see and control the status of
Control capabilities permit an operator to startup and control applications running on each host in the distributed
applications running on platforms throughout the distributed environment. The Program Control Displays
environment via an easy-to-use interactive display. These FG54A-FG54N also provide the user the ability to
capabilities are provided by the Application Control func- 49 determine the status of each of the components of the
tional group FGS. Program Control architecture. Predefined scenario con-

More specifically, the Application Control functional figurations defined in Program Control Configuration
group provides application control (i.e., Program Control) Files FG56 advantageously can be loaded and edited
capabilities which permit starting, stopping, and configuring via the Displays. It should be mentioned that new
applications on each of the hosts in the distributed environ- 45 Program Control Configuration Files can also be cre-
ment. The functional group provides both interactive opera- ated and saved via the Displays. As illustrated in FIGS.
tor control of the distributed environment as well as auto- 2A, 2B, Program Control Displays FG54A-FG54N can
matic control via configuration orders received from the be run simultaneously with application status changes
Resource Allocation Decision-Making functional group being reflected at each display.

FG4, i.e., the Resource Manager component. The interactive 50 4) Configuration Files FG56—contain an ordered set of
controls allow an operator to create, load, save, and edit applications that can be loaded at the Program Control
pre-defined system configurations, e.g., lists of applications display and then either edited or executed. The Con-
that are to be run, with or without specific host mappings, figuration Files can contain both dynamic and static
determine the status and configuration of currently running application-to-host mappings. For static application-to-
programs, and start and stop any or all applications. Both 55 host mappings, an application will, by default, be
static (operator-entered) mappings of applications to hosts started on a specified host. For dynamic application-
and dynamic mappings of applications to hosts (where the to-host mappings, the application will have a default
Resource Allocation Decision-Making functional group host to start on but the Resource Manager FG42 will be
FG4 will be queried to determine the proper mapping at queried at run-time to determine where the application
run-time) advantageously can be defined. The functional 60 actually should be placed. The Configuration Files
group also provides application fault detection capabilities FG56 also contain all information on how to start, stop,
which are triggered by the unexpected death, i.e., fault, of an and configure an application, with the exception of
application that was started by the functional group. A basic environment variable settings for the application which
host fault detection capability is also provided which is are set based on the System Specification Files FG32.
triggered based on failure to receive heartbeat messages 65 It should be mentioned here that the Program Control
from functional group components running on a particular functional group employs the application startup and shut-
host. down information defined in the System Specification Files
IPR2025-00341 Exhibit 2005
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FG32. When an application entry is first created interac-
tively at one of the Program Control Displays
FG54A-FG54N, all of the startup and shutdown information
for that application, as specified in the System Specification
Files FG32, are loaded in as default settings. Once a con-
figuration file entry has been created, all configuration
information on the application is read in from the configu-
ration file except for the application environment variable
settings which are still set based on the System Specification
Files FG32.

As mentioned above, a Program Control agent resides on
each host. The agent is responsible for providing direct
control over application startup and shutdown. The agent
receives control orders from the Control component and is
then responsible for implementing the orders. Each of the
PC Agents FG52A-FG52N implements application startup
and shutdown orders via system call mechanisms specific to
the particular operating system of the host. For example, on
the Unix platforms, to start an application, the fork( ) and
execv( ) function calls are used to create the application. The
csh command is executed to start up the applications.
Moreover, if the application needs to run in a console, an
xterm is configured for the application to run in. In addition,
if logging of either stdout or stderr is specified, the proper
redirection operators are configured and the output log file is
set to “/usr/tmp/<userid>_<appname>_<pid>.log”. All envi-
ronment variables needed by the application are also con-
figured and passed in at the execv( ) call. The current
working directory is also set by the chdir( ) command, and
the new application is made a process group leader via the
setpgid( ) function. Other operating systems invoke appli-
cations using different calls.

In order to stop an application on the Unix platforms, if
a signal is to be sent to the application, the killpg( ) function
is used, or else if a script or command is to be executed to
shutdown the application, the csh command is executed (via
the system( ) function) specifying the full path and execut-
able name of the command along with any arguments for the
command. It should be noted that if the application default
shutdown time elapses and the application has not died, the
respective one of the Program Control Agents
FG52A-FG52N advantageously sends a SIGKILL signal to
the application by calling killpg( ).

As illustrated in FIGS. 1A, 1B, the Program Control
Agents (PCA-PCN) advantageously can be instantiated on
stand-alone hosts A-N. In that case, the Program Control
Agents PCA-PCN (FG52A-FG52N in FIGS. 2A, 2B) send
heartbeat messages to Program Control FG50 approximately
once per second to indicate that they are still “up and
running.” Moreover, every ten seconds, the Program Control
Agents PCA-PCN (FG52A-FG52N) send complete con-
figuration information on all running applications to Pro-
gram Control FG50. It should be noted that the terminology
employed in FIGS. 1A, 1B differs from that in FIGS. 2A, 2B
to emphasize the distinction between software instantiated
on a host and a function provided by the Resource Man-
agement Architecture.

The Program Control function FG50 is the decision-
making component of the Program Control functional group
FGS5. It maintains complete information on everything that
is running across all platforms in the distributed environ-
ment. The Program Control function FG50 receives input
data from PCA-PCN (FG52A-FG52N), the Program Con-
trol Displays FG54 A-FG54N, the Resource Manager FG42,

10

20

25

40

45

60

26

orders to the Program Control Agents FG52A-FG52N based
on operator or Resource Manager-initiated orders. If the
Program Control Agents report that an application has
terminated abnormally, the Program Control FG50 provides
a notification to the Resource Manager FG42, to the Pro-
gram Control Displays FG54A-FG54N, and to any other
component to which it is connected. When the Program
Control function FG50 is first brought up, it can be config-
ured to attempt to start Program Control agents on every host
defined in the System Specification Files. The Program
Control function FG50 will also attempt to start a Program
Control Agent on a newly discovered host (discovered via
the Host Discovery function FG14) if Host Discovery has
been enabled on the Program Control Displays
FG54A-FG54N.

The Program Control function FG50 also receives peri-
odic heartbeat messages, e.g., once per second, from each of
the Program Control Agents FG52A-FG52N, as discussed
above. If Fault Detection has been enabled at the Program
Control Displays FG54A-FG54N, if three consecutive
heartbeat messages from an Agent, e.g., FG52A, are missed,
the host that the agent is running on is declared down and all
linked functions, including the Resource Manager FG42 and
the Displays FG54A-FG54N are notified.

As mentioned above, the Program Control function FG50
sends out periodic application status updates as well as
immediate notification when applications are started up, are
shutdown, or fail. These notifications are sent out to all
linked functions.

It should be noted that the Program Control function
FG50 uses the same message traffic and internal processing
for handling application startup and shutdown orders
received from either the Resource Manager FG42 or from
the Program Control Displays FG54A-FG54N. However, if
a startup order received from one of the Program Control
Displays FG54A-FG54N indicates that the Resource Man-
ager FG42 should determine where to run the application, a
request to allocate the application is sent to the Resource
Manager FG42. When no response is received from the
Resource Manager FG42 within a predetermined timeout
period, the Program Control function FG50 will automati-
cally start the application on the default host. Moreover,
when an application startup cannot proceed due to an
unfulfilled application startup dependency, a request will be
made to the Resource Manager FG42 to attempt to resolve
the dependency. If the Resource Manager FG42 either
cannot resolve the dependency or no response is received
within a predetermined timeout period, the application star-
tup will fail, and a “dependency failed” indication will be
sent to the Display. It will be appreciated that this will cause
the application status to be displayed in, for example, yellow
and post an alert to the Alert window on one of the Program
Control Displays FG54A-FG54N.

Preferably, Program Control function FG50 also handles
simple startup timing dependencies between applications
and will reorder a list of applications that were selected to be
started simultaneously if doing so will resolve startup order
dependencies between the applications. Otherwise, the Pro-
gram Control function FG50 sends a request to the Resource
Manager to attempt to resolve the dependencies.

The Program Control Display serves as the operator
console for controlling the distributed environment. From
the Display, shown in FIGS. 5A, 5B, the operator can:

1) see the status and configuration of currently executing

and the Host Discovery function FG14. 65 applications A1-NM;
It will be appreciated from the preceding discussion that 2) see the status of Program Control Agents PCA-PCN on
the Program Control FG50 provides startup and shutdown each host A-N;
IPR2025-00341 Exhibit 2005
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3) see and browse the application system structure defined
in the System Specification Files FG32;

4) load configuration files FG56

5) save configuration files FG56

6) edit the configuration of applications that are not
currently running;

7) create new application entries by dragging an applica-
tion, application system, or application subsystem icon
onto the application status area;

8) manually start specific applications;

9) manually stop specific applications;

10) manually start all applications that have the “Start
All” flag set;

11) manually stop all applications;

12) turn host fault detection on or off (if on, loss of 3
consecutive heartbeats from a Program Control Agent
will result in declaring the host down); and

13) turn host discovery on or off (if on, a new host
message from the Host Discovery component will
result in attempting to start up a Program Control Agent
on the new host).

It will be appreciated from FIGS. 2A, 2B that multiple
Program Control Displays FG54A-FG54N advantageously
can be run simultaneously. If this is done, any configuration
change actions will be reflected on all the displays. When-
ever application stop or start actions are taken by the display
operator, a message is sent to the Program Control function
FG50 which is responsible for enacting the start or stop
action. The Program Control function FG50 also sends
indications of any status changes to the Program Control
Displays FG54A-FG54N as soon as the status changes are
seen. In addition, periodic status updates are also sent to the
Program Control Displays FG54A-FG54N.

The Program Control Configuration Files are text files
that are read in by the Program Control Display when the
operator wishes to load a new application configuration. A
Configuration File is an ASCII file containing a list of
applications. The format of an entry in a Configuration File
is shown in Table 1 below.

TABLE 1
Application TACFIRE: tacfire
Host electral
Display umbriell: 0.0
Auto__ Start 0
RM_Start 0
Console 1
Time_ Delay 1
StartupDir “$ENV__SIM_ VERSION/TACFIREprocessor”
StartupExe “$ENV__SIM_ VERSION/TACFIREprocessor/tacfire”
StartupArgs “-disport $DIS__PORT_NUM -cffhost %
(HOSTNAME,

AAW: Tactical_Sims:CFF_ Broker)”
ShutdownExe  SIGINT
LogType STDOUT
LogDir “fusr/tmp”

The Configuration file advantageously can include the

following fields:

1) The Application field, which identifies the full appli-
cation name as defined in the System Spec. Files F(G32
(i.e., System:Subsystem:Application).

2) The Host field, which is the desired or default host that
this application should be started on.

3) The Display field, which is an optional field used when
graphical display output from an application needs to
be rerouted to a display on a different host.
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4) The Auto_Start flag, which identifies whether the
application is to be started automatically if the “Start
All” action is selected by the operator from the Pro-
gram Control Display. (If the flag were set to “1”, then
the application would be started. If the flag were set to
“0,” it would not be started.)

5) The RM_Start flag, which identifies whether the
Resource Manager should be queried at run-time to
determine what host the application should be started
on. The valid values are “0” for “NO” and “1” for
“YES”.

6) The Console flag, which identifies whether the appli-
cation needs to be started in an Xterm window. The
valid values are 0 for “NO” and 1 for “YES”.

7) The Time_Delay field, which identifies how many
seconds to wait after the previous application has been
started before starting this application.

8) The StartupDir field, which identifies the current work-
ing directory that is to be set prior to starting up the
application. This directory is usually the same as the
directory where the executable for the application
resides but does not have to be. As this example shows,
environment variables may be used in the path.

9) The StartupExe field identifies the entire path and name
of the application executable.

10) The StartupArgs field, which contains all the argu-
ment values needed for this particular application. As
this example indicates, the argument values can be
dynamically set at run time if needed. Environment
variables may also be used within the argument list. In
this example, the % (UNIQUE, 1, 40, Isis) argument
would yield a number from 1 to 40 which is unique
within a context named “Isis”. Another resolution of %
(UNIQUIE, 1, 40, Isis) would yield a different number.

11) The ShutdownExe field, which identifies which signal
defined within the application that program control is to
use to shutdown this application. Some examples
would be SIGINT, SIGTERM, or SIGKILL. A shut-
down script can also be used to shutdown the applica-
tion. (In that case, there would be ShutdownDir, Shut-
downExe, and ShutdownArgs fields listed. The usage
for the shutdown fields would be used exactly the same
as the startup fields.)

12) The LogType field, which identifies which outputs are
to be written to the specified log file. The valid values
are STDOUT, STDERR, and LOG_ALL. STDOUT is
the normal output of the application (stdout). STDERR
is the error output of the application (stderr).
LOG_ALL writes both stdout and stderr outputs to the
file.

13) The LogDir indicates the directory where the log file
will be written. Again, environment variables may be
used here. The log file name will be
“<userid>_<appname>_<pid>.log” where <appname>
is the full application name as specified in the Appli-
cation field, <userid> is the userid of the current user
under which the program control application is run-
ning, and <pid> is the system assigned process id of the
application being executed.

FG6—Display Functional Group

A number of displays which show system configuration
data and instrumentation data in near real-time are included
as part of the Resource Management Architecture. These
displays support operator and user monitoring of the opera-
tion of the distributed environment including host and
network statuses and performance, application system sta-
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tuses and performance, as well as the status and performance
of the other Resource Management architecture functions.
Most of the displays use OpenGL and Motif, the latter being
built with ICS’s Builder Xcessory toolkit, and run on Silicon
Graphics (SGI) platforms in an exemplary case. Several of
the displays can also run on the Sun Solaris platforms. The
displays that make up the display functional group FG6
include:

1) Host Displays FG62A-FG62N. Show layout of hosts
along with host status, network connectivity, and pro-
cess statuses.

2) Path Display FG64. Shows the status of applications in
key end-to-end data flow paths along with performance
and load graphs.

3) Resource Management Decision Review Display
FG68. Shows a summary of allocation decisions made
by the Resource Management system along with timing
information and host fitness scores.

4) Graph Tool Instrumentation Displays FG69A-FG69N.
Provides a user-configurable set of display widgets
used for run-time monitoring of instrumented status
and performance information.

5) System Readiness Display FG66. Shows the status of
each hardware and software system, subsystem, and
application defined in the System Specification Files
and allow the operator to interactively change system
and subsystem priorities.

FIGS. 6A, 6B represent a screen capture of an exemplary

one of the Host Displays FG62A-FG62N, which provide

20
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build a desired display layout. Data sources for driving the
widgets can also be selected interactively.

FIGS. 12A, 12B represent a screen capture of the System
Readiness Display FG66, which advantageously can be a
Java™ display with a CORBA™ interface. The display
FG66 shows the status of each hardware system, host,
application system, application subsystem, and application
defined in the System Specification Files. The top portion of
the display shows a summary status for each defined appli-
cation system. It should be noted that the display operator
can also change system and subsystem priorities and send
the changed priorities to the Resource Manager function
FG42.

As mentioned above, the RMComms middleware pack-
age provides object-oriented client-server services for mes-
sage communication between distributed applications and
function modules. The middleware provides location trans-
parency and automatic socket connections and reconnec-
tions between client and server applications. These services
advantageously can be accessed through an object-oriented
API which allows client and server objects to be easily
created and exchange user-defined message data. The
abstraction provided by the API allows the user to quickly
and easily create distributed applications without needing to
be aware of the details of the underlying network mecha-
nisms. The RMComms middleware provides the following
functions:

provides location transparency between clients and serv-

ers

. : h 30 rovides a simple powerful object-oriented client-server

graphical representations of various sets of the hosts A-N in P AP piep !
the distributed environment. The Host Dl.splays show the supports reliable transport of user-defined message data
status of each host, host network connectivity, and the status based on Berkeley sockets
of interesting processes running on the hosts. The Host uses TCP for message transport
D%splay operator can also se.lect hosts shown on the Host uses UDP multicast for identification of new clients or
Display and bring up real-time graphs of system perfor- servers
mance for .tl.le .selected hosts 1nclud11}g CPU utilization, servers identified by unique assigned UDP/TCP port
memory utilization, network packets in, network packets numbers
out, and paging activity. A screen capture of host specific provides general purpose callback function registration
performance information is provided in FIGS. 7A, 7B. 40 capabilities

FIGS. 8A, 8B represent a screen capture of a represen- user-specified message callback functions invoked
tative Path Display FG64, generated by the Resource Man- when specified messages arrive
agement architecture, which shows the status of key system user-specified connection status callback function
data flow paths consisting of multlp.le e.lpph.catlon stages. invoked when new client-server connections are
The number of copies of each application in the path is 45 established or existing connections are broken
shown labeled with the host on which the application is support for multi-threading
running. In addition, it should be mentioned that as many as supports both polled and asynchronous I/O
three real-time graphs can be produced to depict run-time thread-safe
performance and load metrics related to the applications in provides automatic connections between clients and serv-
the selected data path. 50 ers

FIGS. 9A, 9B represent a screen capture of the Resource supports multiple client and server connections within
Management Decision Review Display FG68, which advan- the same application
tageously can provide a summary of allocation and reallo- provides automatic connections to new clients/new
cation actions taken by the Resource Manager FG42. For servers
each action, timing information regarding how long it took ss supports simultaneous many-to-many client-server
the Resource Management functions, e.g., the Resource connections
Manager FG42 and the Program Controller FGS0, to both no separate “naming service” or “application registration”
arrive at a decision and to enact the decided action are shown components
along with host fitness scores that were used in arriving at provides automatic client-server connection fault detec-
the allocation decision. 60 tion and recovery

FIGS. 10A, 10B and 11A, 11B are screen captures of the provides fault detection mechanisms based on timeouts
Graph Tool Instrumentation Displays FG69A-FG69N, and broken connections
which depict user-configurable displays capable of receiving supports fault recovery via automatic reconnections
data via standardized message formats and open interfaces. between clients and servers
The Graph Tool Displays FG69A-FG69N allow the opera- 65  provides basic support for data marshalling between
tor to select and configure various display widgets (line machine architectures
graphs, bar charts, pie charts, meters, and text boxes) to byte-swapping
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explicit message data type specification

all message data sent out using network byte order
provides basic capabilities for reading the system clock

and performing time conversions

allows registration of user-defined signal (interrupt) han-

dler functions

layered object-oriented design and implementation

cross-platform support:

SGI IRIX 6.3/6.4/6.5

Sun Solaris 2.5.112.612.71.2.8
HP HP-UX 10.20

Linux 2.1/2.2

Windows NT 4.0

Windows 95/98/2000
Solarisx86 2.7

C++ language support using native and GNU compilers

The RMComms middleware is implemented as a share-
able object-oriented C++ library. The library provides four
primary object classes, which are detailed in Attached
Appendix C. It will be appreciated that the applications link
with this library and can then instantiate client and server
objects for communicating with other local or remote appli-
cations. It should be mentioned that the application source
code must also include a set of header files that allow
connections between client and server objects, where each
server type is assigned a server port number. For clients and
servers that want to communicate, both the client and the
server objects are created specifying the same server port
number. Multiple servers of the same type can also be
created, which all use the same server port number. This
advantageously provides the ability for many-to-many cli-
ent-server connections to be established, as illustrated in
FIG. 4. Control of which servers the clients actually connect
to is handled on the client side; clients can specify whether
they wish to establish connections with all servers in the
distributed environment, with a particular set of servers, or
with all servers running on a particular set of hosts.

The operation of the Resource Management Architecture
will now be described while referring to FIGS. 13A-13C,
which illustrate various operations in the distributed envi-
ronment. More specifically, the Resource Management
Architecture of the system illustrated in FIG. 13A includes
hosts A—N, where host A provides a video source server
application A-1, host B provides a video distribution appli-
cation B-1, a contract application B-2, and a host load
monitor B-3, and host C provides a display broker applica-
tion C-1 applying video signals to a display driver C-2. It
will be appreciated that host D is idle and that the connec-
tions between the various hosts constitute the network 100'.
In addition, the Resource Management Architecture of FIG.
13 A instantiates various functions, e.g., an instrumentation
broker FG26', a QoS manager FG44', a resource manager
FG42' and a program control FG50'. The instrumentation
broker FG26' receives data from each of the applications
running in the distributed environment, although only the
lines of communication between the applications running on
host B are actually depicted. From the discussion above, it
will be appreciated that each of the applications is linked to
an Instrumentation API.

Referring now to FIG. 13B, a QoS violation and its
consequences is depicted. In particular, the Instrumentation
broker FG26' provides data to the QoS manager FG44'
which is indicative of a QoS violation. The QoS manager
FG44' notifies the resource manager FG42' of the violation;
the resource manager determines that duplicate copies of the
applications running on host B are required and that these
copies should be placed on host D. The resource manager
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FG42' transmits instructions to the Program Control func-
tion FG50', which starts copies of the running applications,
i.e., a video distribution application D-1, a contract appli-
cation D-2, and a host load monitor D-3, on host D. FIG.
13C illustrates shutdown of the application copies running
on host B. It will be appreciated that this shutdown may be
initiated responsive to the original QoS violation, another
QoS violation, or a query from the user.

Having discussed the various functions and features of the
Resource Management Architecture in gross, selected func-
tions and features will now be described in detail. It will be
appreciated that the discussion of the various functions will
be signaled using the designations established with respect
to FIGS. 24, 2B.

FG42—Resource Manager Function
As mentioned above, the Resource Manager FG42 is the
primary decision-making component of the Resource Man-
agement functional group. It is responsible for:
(1) responding to application and host failures by deter-
mining if and what recovery actions should be taken;
(2) determining if and where to place new copies of
scalable applications or which scalable applications
should be shutdown when the QoS Managers indicate
that scale-up or scale-down actions should be taken
based on measured application performance:
(3) determining where new applications should be placed
when requested to do so by Program Control: and
(4) determining which and how many applications should
run based on application system (mission) priorities.

In order to accomplish these tasks, the Resource Manager
FG42 maintains a global view of the state of the entire
distributed environment including status information on all
hosts, networks, and applications. In addition, the Resource
Manager FG42 also calculates software and hardware readi-
ness metrics and reports these readiness values for display
purposes.

The Resource Manager FG42 is an object-oriented multi-
threaded application written in C++, which uses the
RMComms middleware for all external communication. The
Resource Manager FG42 communicates with the various
software components instantiating the (1) Program Control
FG50, 2) Hardware Broker FG40, 3) QoS Managers
FG44A-FG44N, 4) QoS Specification Control FG29, 5)
Readiness Broker in Readiness Display FG66, 6) Globus
Broker (not shown), and 7) RM Decision Review Displays
FG68A-FG68N.

It will be appreciated that the Resource Manager FG42
receives status and failure information about hosts and
networks from the Host and Network Monitoring functional
group FG1, and applications from the Program Control
functional group FG5. This information includes periodic
status updates as well as immediate updates when statuses
change, e.g., when a new host is detected or an application
fails. In the case of any application shutdown, information as
to whether the applications were intentionally shutdown or
whether the application actually failed advantageously can
be provided. The Program Control function FG50 also issues
requests to the Resource Manager FG42 whenever new
applications need to be dynamically allocated and whenever
the Program Control function FG50 determines that the
Resource Manager FG42 needs to assess and attempt to
resolve inter-application dependencies (e.g., one application
which needs to be running prior to starting up another
application).

The Resource Manager FG42 responds to applications
faults and host failures by determining whether the failed
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applications can and should be restarted and attempting to
determine where (and if) there are hosts available that the
application can run on. When a decision is made by the
Resource Manager FG42, a message is sent to Program
Control function FG50 specifying what application to start
and where to put it. The same general mechanism is used
when the Program Control function requests that the
Resource Manager FG42 determine where to start new
applications and/or how to resolve inter-application depen-
dencies; the Resource Manager FG42 responds with orders
indicating what applications to start and where to start them.
The Resource Manager FG42 advantageously can send
application shutdown orders to the Program Control func-
tion FG50 requesting that a certain running application be
stopped; this can occur when the QoS Managers indicate
that certain scalable applications have too many copies
running or when application system priority changes (to
lower priorities) occur resulting in scaling back the appli-
cation system configuration. See FIGS. 13B and 13C and the
associated discussion above.

The Resource Manager FG42 receives host load and host
fitness information from the Hardware Broker (Host Load
Analyzer) function FG40. This information includes overall
host fitness scores, CPU-based fitness scores, network-based
fitness scores, and memory and paging-based fitness scores
along with the SPEC95 rating of the hosts. This information
is received approximately once a second and includes infor-
mation on all known hosts in the distributed system. These
scores are used by the Resource Manager FG42 for deter-
mining the “best” hosts for placing new applications when:

(1) responding to requests from the QoS Managers to

scale up additional copies of an application;

(2) attempting to restart failed applications;

(3) responding to requests to dynamically allocate certain

applications; and

(4) responding to application system (mission) priority

changes which require scaling up additional applica-
tions.

Advantageously, the Resource Manager FG42 also
receives requests from the QoS Managers FG44A-FG44N
for scaling up, moving, or scaling down specific applica-
tions. The Resource Manager FG42 responds to these
requests by determining whether the request should be acted
upon and, if so, determines the specific action to take and
issues orders to the Program Control function FG50 to start
up or shutdown specific applications on specific hosts. The
QoS Managers FG44A-FG44N are responsible for moni-
toring specific system performance metrics (e.g., quality of
service, or QoS, requirements) via instrumentation and
determining if performance can be improved by scaling up
or moving certain applications. When this occurs, the QoS
Managers send a request to the Resource Manager FG42
indicating that a new copy of a specific application should be
started. If the QoS Managers determine that the performance
of a scalable application can be improved by moving an
application, a scale up request is first sent to the Resource
Manager FG42 and when the new application has been
started, a scaledown request is then sent to the Resource
Manager FG42. Moreover, when the QoS Managers
FG44A-FG44N determine that there are more copies of
scalable application running then are needed, requests to
shutdown specific applications are sent to the Resource
Manager FG42.

It will be appreciated that the Resource Management
Architecture distributes functionality between the QoS Man-
agers FG44A-FG44N and the Resource Manager FG42.
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Thus, the QoS Managers determine what actions would
potentially improve performance, while the Resource Man-
ager FG42 has final authority to determine whether to
implement the requested actions.

It should be noted that when the Resource Manager FG42
is first started, it reads in the System Specification Files
FG32 (via calls to the System Specification Library (SSL)
FG34) which contains the list of hosts that are known to be
(operating) in the distributed environment and information
on all applications that can be run in the distributed envi-
ronment. The application-level information includes where
specific applications can be run, which applications are
scalable, which applications can be restarted, and any depen-
dencies between applications. In addition, the Resource
Manager FG42 receives updated application survivability
specifications from the QoS Specification Control function.
This information overrides the application survivability
information that was initially loaded in from the System
Specification Files FG32 for the specified application. The
information is used by the Resource Manager FG42 to
determine whether the specific application will be restarted
if it fails at run-time.

It should also be noted that the Resource Manager FG42
sends application system and hardware system readiness and
system (mission) priority information to the Readiness Bro-
ker, which is a translator within the Readiness Display FG66
and to the Globus Broker (another Broker (not shown)). The
Readiness Broker is responsible for driving a GUI/display
FG66, which shows the current readiness data and allows the
system (mission) priorities to be changed and sent back to
the Resource Manager FG42. The Globus Broker provides
basically the same functionality except that only a high-level
subset of the readiness data provided to the Readiness
Broker is provided to the Globus Broker. The readiness
information sent to the Readiness Broker consists of readi-
ness values for each application, application subsystem, and
application system defined in the System Specification Files
FG32. The scores advantageously can be based on the status
(up/down) of the applications and the percentage of potential
copies of scalable applications that are currently running.
Host and network readiness scores are determined based on
the host loads and host fitness scores received from the
Hardware Broker FG40.

The Resource Manager FG42 also sends information
about allocation and reallocation decisions to the RM Deci-
sion Review Display FG68 (FIGS. 9A, 9B). Information on
the decision that was made, what event the decision was in
response to, and how long it took to both make the decision
and implement the decision are sent to the display. In
addition, information about the top choices for where an
application could have potentially been placed is also sent (if
applicable); this information includes the host fitness scores
for the selected host and other hosts which could have been
selected.

As described above, the Resource Manager function
FG42 communicates with Program Control FG50, the Hard-
ware Broker FG40, the QoS Managers FG44A-FG44N,
QoS Specification Control (not shown—Ilegacy function),
the Readiness Broker of the Readiness Display FG66, the
Globus Broker (not shown), and the RM Decision Review
Display FG68 using the RMComms middleware. The mes-
sage formats and contents of each message that is exchanged
between the Resource Manager function FG42 and other
functional elements of the Resource Management architec-
ture are described in CD-Appendix D. The timing and/or
event trigger for each message is also described.
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FG40—Host Load Analyzer (Hardware Broker) Function

The Hardware Broker FG40 provides the host load analy-
sis function of the Resource Management functional group
FG4. Tt is responsible primarily for determining the host and
network loads on each host within the distributed computing
environment. The Hardware Broker FG40 assigns a set of
fitness scores for each host and periodically provides the list
of fitness scores to the Resource Manager FG42. FIG. 14
illustrates the connectivity and high-level data flow between
the Hardware Broker and the other Resource Management
and Resource Management-related components.

The Hardware Broker FG40 is an object-oriented multi-
threaded application written in C++, which uses the
RMComms middleware for all external communication. It
receives operating system-level statuses and statistics for
each host from the History Server(s) FG12A-FG12N. This
information is used for calculating CPU, network, memory,
paging activity, and overall fitness scores for each host. The
Hardware Broker periodically (once per second) sends the
list of host fitness scores to the Resource Manager FG42.

When the Hardware Broker FG40 is first started, it reads
in the System Specification Files FG32 (via calls to System
Specification Library (SSL) FG34) which contain the list of
hosts that are known to be in the distributed environment.
The Hardware Broker also reads in the file networks.dat
which contains a list of information about the bandwidth and
maximum packet sizes on known network subnets. It should
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be mentioned that this data is used for converting host
network load information based on packet counts to load
information based on bytes per second and percentage of
available bandwidth.

It should be mentioned that there are two other
RMComms interfaces that the Hardware Broker FG40 uses.
Periodically (approximately every three seconds), the Hard-
ware Broker FG40 sends a list of overall and network host
fitness scores to the Hardware Broker Instrumentation Dis-
play FG69A-FG69N. As mentioned above, these displays
were constructed using the Graph Tool described in the
Instrumentation Graph Tool Display. Additionally, the Hard-
ware Broker FG40 can receive host-based network load data
from the Remos Broker FG16, which receives network data
via the Remos Network Monitoring software (denoted 2 in
FIGS. 2A, 2B). If Remos network data is available for any
of'the hosts that are being monitored, the Remos data is used
for the network fitness score calculation for that host rather
than the host network data received from the History
Server(s).

The exemplary instance of the Hardware Broker FG40 is
an object-oriented multi-threaded application. At the highest
level, the Hardware Broker object contains the elements
listed in Table II below. It will be noted that Table II contains
a brief description of each of these objects. Additional
details are provided in CD-Appendix E.

TABLE 11
No. Title Description

1 Host Fitness Database The Host Fitness Database object stores load history
object (FitnessDB data and fitness score information for each host. The
class) Host Fitness Database is updated and fitness scores are

recalculated when new History Server Host Status
Response Messages are received. For each host, a
circular queue of host load history data (HostInstance
class) is maintained with the newest data being placed
at the end of the queue; this history data is used for
recalculating host fitness scores. The Host Fitness
Database also contains a System Specification Library
(SSL) object which is used to access SPEC rating
information for the hosts.

2 Signal Registration The Signal Registration object allows for a user-
object (SignalRegistry defined SIGINT signal handler to be registered in
class) order to permit the Hardware Broker FG40 to be

shutdown gracefully.

3 Network Subnet The Network Subnet Information Database object is
Information Database used to store IP address, maximum bandwidth, and
object (SubnetDB MTU size for each network specified in the
class) networks.dat file. This information is used for

converting network packet load information to
bytes/second network load information.

4 Remos Host Network The Remos Host Network Bandwidth Database object
Bandwidth Database  stores the latest Remos-reported network bandwidth
object (RemosDB information for each host being monitored. The
class) information stored consists of available bandwidth as

well as maximum potential bandwidth on a specific
host network link. If Remos bandwidth information is
available for a host and the latest data is less than 5
seconds old, the Remos data will be used for
calculating the network fitness score for the host.

5 History Server The History Server Interface object inherits from the
Interface object RMComms TCPCommClient class and is responsible
(HistServInterface for maintaining connections to the History Server(s),
class) for registering status and message handler callback

functions, for sending messages to the History
Server(s), and for invoking the status and message
handler callback functions when connections to
History Servers are either established or broken or new
messages are received from a History Server.

6 Instrumentation Graph The Instrumentation Graph Tool Display Interface
Tool Display Interface object inherits from the RMComms TCPCommServer
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TABLE IlI-continued

No. Title

Description

object (InstrInterface
class)

7 Resource Manager
Interface object
(ResMgrInterface
class)

8 Remos Broker
Interface object
(RemosInterface
class)

class and is responsible for maintaining connections to
the Graph Tool Display(s), for registering status and
message handler callback functions, for sending
messages to the Graph Tool Display(s), and for
invoking the status and message handler callback
functions when connections to Graph Tool Displays
are either established or broken or new messages are
received from a Graph Tool Display.

The Resource Manager Interface object inherits from
the RMComms TCPCommServer class and is
responsible for maintaining connections to the
Resource Manager for registering status and message
handler callback functions, for sending messages to the
Resource Manager, and for invoking the status and
message handler callback functions when connections
the Resource Manager are either established or broken
or new messages are received from the Resource
Manager.

The Remos Broker Interface object inherits from the
RMComms TCPCommClient class and is responsible
for maintaining connections to the Remos Broker for
registering status and message handler callback
functions, for sending messages to the Remos Broker,
and for invoking the status and message handler
callback functions when connections the Remos
Broker are either established or broken or new
messages are received from the Remos Broker.

38

FG44: Quality-of-Service (QoS) Manager Function

rithm was selected in an effort to damp out unexpected

The QoS Managers FG44A-FG44N are responsible for 30 «poise” or “spikes” in the measured performance data. Use
monitoring application-level performance requirements, of threshold value states as a percentage of the actual
which requirements are defined in the System Specification requirement value was selected in order to scale up, or scale
Files FG32 and are monitored primarily via instrumentation =~ down, prior to violating the specified hard requirement. It
data obtained directly from the application code. The QoS will be understood that the success of this approach is highly
Managers FG44A-FG44N advantageously determine if dependent on the rate of change and noisiness of the
applications or application paths are satisfying their assigned measured data.
requirements. When an application is not meeting its per- Again, the QoS Manager uses the RMComms middleware
formance requirements and the application is scalable (inthe  for all external communication. Bach copy of the Resource
sense that multiple copies can be run and the copies will ,, Manager talks to (1) Resource Manager FG42, (2) Program
perform load-sharing across the copies), the QoS Managers Control FG50, (3) QoS Specification Control (not shown),
FG44A-FG44N will either request that the Resource Man- (4) QoS Monitor FG29, (5) Instrumentation Correlators
ager FG42 scale up a new copy of the application or move  FG26A-FG26N, (6) Graph Tool Instrumentation Displays
the application to a new host (Which hopefully W%ll result. in FG69A-FG69N, and (7) History Servers FG12A-FG12N.
better performance). Moreover,. if there are mul.tlple copies . In an exemplary case, the QoS Managers FG44A-FG44N
of a scalable application running, and all copies are per- advantageously can receive configuration orders from the
forming below the specified requirement threshold, the QoS Resource Manager FG42, which allows the Resource Man-
Managers FG44A-FG44N will request that the Resource ager FG42 to configure each QoS Manager to monitor
Manager shutdown a specific copy. specific application paths and also set the sliding window

The QoS Manager is a single-threaded application written 5, criteria to be used by each respective QoS Manager.
in C/C++. It should be noted that the application can be Each copy of the QoS Manager advantageously can
scaled for both redundancy and/or load-sharing. In an exem- transmit application scale up and scale down requests to the
plary case, each copy of the QoS Manager monitors all of the Resource Manager FG42 when the measured performance
requirements associated with a single application path  data for a respective application violates either the high
defined in the System Specification Files FG32. It will be 55 (scale up) or low (scale down) sliding window criteria for a
appreciated that the specific path to be monitored can be specific requirement. A scale up request indicates which
specified via command-line parameters. By default, without application on which host has violated the performance
specifying a path via the command-line, the QoS Manager  criteria, and a scale down request indicates which applica-
will monitor all requirements for all defined paths. tion on which host is recommended to be shutdown. Each

As mentioned above, the QoS Manager advantageously 60 copy of the QoS Manager can also request that the Resource
uses a sliding window algorithm to determine when to Manager move an application. This will occur in the case
declare that applications should be scaled up or scaled down. where one copy of an application is performing much worse
The inputs to the algorithm define both high and low than all other running copies. The move request is imple-
sampling window sizes, the maximum number of allowed mented as a scale up request followed by a scale down
violations within the sampling window, and violation thresh- 65 request (of the badly performing copy); the scale down
olds as a percentage of the actual specified requirement request is not transmitted to the Resource Manager FG42
value. It will be appreciated that the sliding window algo- until the scale up action has been implemented.
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The QoS Managers FG44A-FG44N use the application
“settling times” defined in the System Specification Files to
ensure that once a requested action has been sent to the
Resource Manager that no additional actions are requested
until after the application settling time has elapsed. This
provides time for initialization and configuration among the
application copies to occur. In future releases, the inter-
application dependencies will be used instead.

The division of responsibility between the QoS Managers
FG44A-FG44N and the Resource Manager FG42 is as
follows:

(1) the QoS Managers FG44A-FG44N determine what

actions would potentially improve performance; and

(2) the Resource Manager FG42 has final authority to

determine whether to implement the requested actions

It should be mentioned that there is a Request Acknowl-
edge message from the Resource Manager FG42 which has
been defined and implemented within the QoS Manager
code. This message is intended to provide feedback to the
QoS Manager indicating that the request had been success-
fully received and whether the Resource Manager FG42
intends to implement the request.

As previously mentioned, the QoS Managers
FG44A-FG44N receive application status and state infor-
mation from the Program Control function FG50. Program
Control periodically sends application status updates for all
running applications and also sends immediate indications
of any applications which have been started or stopped. This
information is used by the QoS Managers FG44A-FG44N,
along with the instrumented performance data being
received via the QoS Monitor FG29 and Instrumentation
Correlators FG26A-FG26N, to determine the exact state of
the monitored applications A1-NM that are running. This
information is also used to determine when (and if)
requested actions have been implemented by the Resource
Manager FG42. The information is also used for setting up
and discarding internal data structures used for monitoring
the performance of each application.

The QoS Managers FG44A-FG44N also receive appli-
cation-level instrumentation data indicating current applica-
tion performance values from the Instrumentation Correla-
tors FG24A-FG24N, the Instrumentation Brokers
FG26A-FG26N, and/or the Jewel Instrumentation Broker
(QoS Monitor) FG29. The instrumentation data that is
received contains (at a minimum):

(1) the timetag regarding when the data was generated;

(2) the hostname and IP address of the host where the

application that the data is associated with is running;

(3) the process id (pid) of the application that the data is

associated with; and

(4) the event number of the instrumentation message.

The event number of the instrumentation message specifies
the type of instrumentation data that has been received and
the hostname, IP address, and pid are used, in conjunction
with the application data received from Program Control, to
determine the specific application that the data is associated
with.

If the contents of the instrumentation message match any
of the application performance requirements that are cur-
rently being monitored by the QoS Manager, the data value
is added to the proper requirement sliding window for the
specified application. The sliding window algorithm is then
checked to determine if the new sample triggered a violation
of either the high or low sliding window. If a high threshold
sliding window violation occurs and the application does not
already have the maximum number of copies running, a
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determination is made as to whether performance can be
best improved by starting a new application (scale up) or by
moving an existing copy to a different host. The correspond-
ing action recommendation will then be sent to the Resource
Manager. In an exemplary case, the criteria for determining
whether an application should be moved rather than scaled
up is based on relative performance of the replicated appli-
cations. Thus, if one application is performing much worse
[>50%] than the other copies, the recommendation will be to
move the application. Likewise, if the new sample triggers
a low threshold sliding window violation, and the applica-
tion has more than the minimum number of copies running,
a recommendation will be sent to the Resource Manager
FG42 requesting that the copy of the application that is
experiencing the worst performance be scaled down.

It will be appreciated from the discussion above that when
a copy of the QoS Manager is first started, it reads in the
System Specification Files FG32 (via calls to System Speci-
fication Library (SSL) FG34), which contain the list of hosts
that are known to be in the distributed environment and
information on all applications that can be run in the
distributed environment. The application-level information
includes where specific applications can be run, which
applications are scalable, which applications can be
restarted, and any dependencies between applications.

It should also be mentioned that the Resource Manager
FG42 receives updated application survivability specifica-
tions from the QoS Specification Control component. This
information overrides the application survivability informa-
tion that was initially loaded in from the System Specifica-
tion Files for the specified application. The information is
used by the Resource Manager FG42 to determine whether
the specific application will be restarted if it fails at run-time.

As described above, the QoS Managers FG44A-FG44N
communicates with the Resource Manager FG42, Program
Control FG50, the QoS Specification Control (not shown),
the QoS Monitor FG29, an Instrumentation Correlator (gen-
erally denoted FG24), a Graph Tool Instrumentation Display
(generally denoted FG69), and the History Servers
FG12A-FG12N using the RMComms middleware. The
message formats and contents of each message that is
exchanged between the QoS Managers FG44A-FG44N and
these other functional components are described in greater
detail in CD-Appendix F. Additional details regarding the
timing and/or event trigger for each message is also
described in the Appendix.

FG3: System Specification Language & System Specifica-
tion Library (SSL) Functions

In order to effectively manage a pool of computing
resources, the Resource Manager FG42 requires some
means or mechanism of determining the capabilities and
configuration of the computing resources under its control,
as well as the software components that need to be executed
and the dependencies of these software components on both
hardware and software resources. Additionally, the Resource
Manager FG42 requires the capability to determine the
expected mission-level and application-level requirements.
Furthermore, the Resource Manager FG42 must be able to
determine what control capabilities are available to be used
to attempt to recover from fault or QoS violation conditions.

In order to address these needs, a System and Software
Specification Grammar has been developed to capture the
“static” information needed by the Resource Manager FG42
for effectively managing a pool of distributed resources. The
grammar captures the following information:
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Hardware and Operating Systems
Hardware Configuration
Network Configuration
Operating System and Version
Software
Systems, Subsystems, Applications, Processes
Resource Requirements
QoS Requirements (Events)
Survivability Requirements
Path Information: Structure and QoS Requirements

As part of the grammar development effort, a specification
library has also been developed that parses the specification
files and provides an API for accessing the specification
information. It will be noted that the specification library
was written in C++ and has been ported for all development
platforms including Solaris 2.6, Solaris 2.7, Irix 6.5, HP-UX
10.20, Red Hat Linux 6.0, and Windows NT 4.0. The library
advantageously can be used by substantially all of the
Resource Management functional elements, including Pro-
gram Control FG50, Resource Manager FG42, Path QoS
Managers, Hardware Broker FG40, and History Servers
FG12A-FG12N.

As illustrated in FIG. 3, the API library consists of a yacc
file FG302 that defines the BNF grammar, a lex file FG304
that defines the tokens of the language, and a set of C++
classes FG306 that store the spec file information. The lex
file FG304 is compiled with the GNU tool flex FG310 and
it creates a C++ source file FG320. The GNU tool bison FG
312 compiles the yacc file FG302 and creates C++ source
and header files FG322 and FG324. It will be noted that the
lex source file FG304 includes the yacc header file FG322.
The C++ compiler FG314 then compiles these two source
files to create lex and yacc objects FG330 and FG332. The
C++ compiler FG314 also compiles the C++ storage classes
FG334. All of these objects are linked into a single library
FG34 to be utilized by an application. FIG. 3 illustrates this
process flow.

The Software Specifications Grammar (SSG) provides
techniques for describing the characteristics and require-
ments of dynamic, path-based real-time systems as well as
providing abstractions to describe the properties of the
software, such as hierarchical structure, inter-connectivity
relationships, and run-time execution constraints. The SSG
also allows description of the physical structure or compo-
sition of the hardware such as L.ANs, hosts, interconnecting
devices or ICs (such as bridges, hubs, and routers), and their
statically known properties (e.g., peak capacities). Further-
more, the Quality-of-Service (QoS) requirements on various
system components advantageously can be described.

Atthe highest level, a specification consists of a collection
of software systems, hardware systems, and network sys-
tems. The language rules for specifying systems are
described generally below and in detail in CD-Appendix G.
The system specification language hierarchy is shown
below; selected details will be presented immediately fol-
lowing.

Software Specifications
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-continued

Shutdown Info
States
Dependencies
Initial Load Estimate
QoS Info
Survivability
Scalability
Hardware Specifications
Host Info
Network Info
LANs
Network Devices (Interconnects)
Path Specifications
Data Flow Graph
Data Flow Info
QoS Requirements

It will be appreciated that a software specification is a
collection of software systems, each of which consists of one
or more software subsystems. Specification files are pro-
vided by the developer to capture as much knowledge about
their software system as possible. These files provide a
model of the actual systems which can be used by the
Resource Manager FG42 at run-time.

In contrast, an application is an executable program that
can be started as an autonomous process on a host. Appli-
cation attributes include all information necessary to startup
and shutdown the application. Associated startup block and
the shutdown blocks describe how to start and stop the
application and includes information such as the directory
and name of the application, command line options, and
environment variable settings.

An application instantiates an SSL object by calling its
constructor. This parses the spec files in the specified direc-
tory and populates the object hierarchy to provide the data
to the application. The SSL class contains an SSI._Container
member, that holds the spec file data in its lists and maps. All
the systems from the spec files are contained in the appro-
priate list, software systems in the swSysList, hardware
systems in hwSysList, and network systems in nwSysList.
The pathlist contains all the paths in the spec files. The
hostlist contains all the hosts in the spec files; this list is also
available from the entries in hwSysList. The processList
contains a list of processes from the CONFIGURATION
block. Moreover, it should be noted that one or more
configuration blocks can exist per application. For example,
an application that runs on more than one platform would
have multiple CONFIGURATION blocks with different
platforms in each HARDWARE block.

The application startup block contains all the information
necessary to, automatically or manually, start an application.
This information includes supported hardware (host) type,
operating-system type, and operating-system version(s).
This may be further constrained by an optional list of the
names of hosts that can run the application. The startup
information also includes the working directory for reading
and writing data files, the name of the executable, and an
ordered list of arguments that must be passed on the com-
mand line when the application is started. Last is a list of
processes expected to be seen on the system when the
application is running.

Application An application shutdown block indicates the command(s)
Security to be used for termination of the application. A shutdown
Conﬁgu ration . command may be a POSIX signal name or may be a shell

ardware Requirements . ) .
Startup Info 65 script or batch file. Supported signals include SIGKILL,
Dynamic Arguments SIGQUIT, SIGHUP, SIGUSR1, SIGUSR2, SIGSTOP, SIG-
INT, and SIGTERM. The ShutdownTime parameter is the
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maximum time to wait for the an application to die grace-
fully before forcing the application to terminate via the
SIGKILL signal.

Other blocks are available. For example, a dependency
block indicates any dependencies the application may have
with the startup and/or shutdown of other applications (e.g.,
it may be required that a particular application be started
before another application can be started). It will be noted
that the dependency block is used by both Application
Control FG50 and the Resource Manager FG42 to determine
whether or not it is safe to start an application, stop an
application, or let an application continue to run.

The scalability specification for an application indicates
whether an application can be scaled via replication. Scal-
able applications are programmed to exploit load sharing
among replicas, and can adapt dynamically to varying
numbers of replicas. The specification also indicates
whether an application combines its input stream (which
may be received from different predecessor applications
and/or devices), and splits its output stream (which may be
distributed to different successor applications and/or
devices) are also specified. “Combining” and “splitting” are
commonly called “forking” and “joining” in parallel com-
puting paradigms.

Specification files advantageously can be provided to
describe a given set of networks that exist in a distributed
runtime environment. A network system specification
describes the LANs and ICs (interconnection devices such
as switches, hubs and routers). A system consists of one or
more subsystems. A subsystem may contain LANs (each
with an associated peak bandwidth specification) and ICs
(each containing a description of network membership).

Advantageously, a real-time QoS requirement specifica-
tion includes timing constraints such as simple deadlines,
inter-processing times, and throughputs. A simple deadline
is defined as the maximum end-to-end path latency during a
cycle from the beginning to the end of the path. Inter-
processing time is defined as a maximum allowable time
between processing of a particular element in the path. The
throughput requirement is defined as the minimum number
of data items that the path must process during a unit period
of time. Each timing constraint specification may also
include items that relate to the dynamic monitoring of the
constraint. These include minimum and maximum slack
values (that must be maintained at run-time), the size of a
moving window of measured samples that should be
observed, and the maximum tolerable number of violations
(within the window).

CD-Appendix G described a specification grammar for
declaring requirements on applications in a dynamic, dis-
tributed, heterogeneous resource pool. The grammar allows
the description of environment-dependent application fea-
tures, which allows for the modeling and dynamic resource
management of such systems.

A common API was developed to allow Resource Man-
agement functions access to the information contained in the
spec files. This is an object oriented API is, in an exemplary
case, written in C++, with libraries ported to all supported
platforms. The object is populated by parsing the spec files
using the BNF grammar defined by lex and yacc syntax and
compiled with GNU tools flex and bison, as discussed
above. Actual population occurs in the semantic actions of
the yacc file.

The SSL_System class is a generic class that can hold data
for a software system, hardware system, or network system.
The type member describes the type of system it contains. It
also contains a pointer to its parent (it allows for nested
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systems of the same type), and a name of the system. The
sysList contains its SSL-System children, and compList
contains a list of the system’s components (a list of hosts, for
a hardware system for example).

Preferably, the Application Program Interface (API) for
the System Specification Library (SSL) FG34 uses the C++
Standard Template Library for data structures such as linked
lists and hash tables (maps). An application first instantiates
the SSL object by calling its constructor with the name of the
directory where the specification files reside. This object
contains functions that allow setting this directory after
calling its constructor (setSpecDir(directory name)), clear-
ing the object of all currently held data (clear( )), parsing a
specific file (parseSpec(filename)), and rebuilding the object
(rebuild( ), implicitly clears the object first). Once instanti-
ated, this object provides access to the data in the specifi-
cation files. CD-Appendix G provides additional discussion
regarding this aspect of the SSL. It will be appreciated that
the SSL object provides methods that return all the data it
contains. For example, the getSWSystems returns an STL
list of all the software systems specified in the specification
files. Each entry in this list provides its data by methods such
as getSysName( ), and the set of application components
(ApplicationSpec) that make up the system. All data can be
retrieved in this manner.

FG1: Host and Network Monitoring Functional Group

As mentioned above, extensive monitoring capabilities
are provided in the Resource Management architecture at the
host and network levels. The information monitored
includes statuses, configuration information, performance
metrics, and detected fault conditions. Moreover, the Host
and Network functional group FG1 consists of four com-
ponents including:

1) Host Monitors FG10A-FG10N, that reside on each
machine in the distributed environment and collect
extensive operating system-level data for each host
(CPU and memory usage, etc) and provides it to the
History Servers via the RMComms TCPCommServer
middleware.

2) History Servers FG12A-FG12N that collect data from
the Host Monitors, maintain status and performance
histories on each host in the distributed environment
via an RMComms TCPCommClient, and provide this
information to displays and other Resource Manage-
ment components using an RMComms TCPCom-
mServer.

3) A Host Discovery function FG14 that uses SNMP
(Simple Network Management Protocol) calls and ping
ICMP calls to determine when new hosts come on-line
and if existing hosts go down and providing this
information to Program Control via an RMComms
TCPCommServer.

4) A Remos Network Data Broker FG16 that collects
information on network link bandwidths from Carnegie
Mellon University’s SNMP-based Remos tool and
passes this information by way of an RMComms
TCPCommServer to the Host Load Analyzer compo-
nent of the Resource Allocation Decision-Making sub-
system.

It will be appreciated that Network information is col-
lected by both the Remos broker FG16 and indirectly via the
Host Monitors FG10A-FG10N. See FIGS. 2A, 2B. The
Remos Broker FG16 accesses the Remos network informa-
tion via the Remos API. As mentioned previously, Remos
uses SNMP calls to the LAN switches and hosts. The Host
Discovery function FG14 uses both SNMP and ICMP (ping)
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calls to each host A-N to determine if a new host(s) has
(have) come on-line or previously discovered hosts have
gone down. The Host Monitors FG10A-FG10N employ
Operating System calls to gather host and network perfor-
mance statistics. Internally, the History Servers
FG12A-FG12N collect data from the Host Monitors
FG10A-FG210N. The Monitoring functional group pro-
vides its information to the rest of the Resource Manage-
ment components using RMComms TCPCommServer
objects, which are discussed in detail elsewhere. The Remos
Broker FG16 sends data to the Host Load Analyzer FG40,
the History Servers FG12A-FG12N send data to the Display
functional group FG6 and Host Load Analyzer FG40, and
the Host Discovery function FG14 provides Program Con-
trol FG50 with information on detected or faulted hosts.
Additional details on these functional elements are provided
immediately below.

FG10A-FG10N Host Monitors

For monitoring the status and performance of hosts, a
Host Monitor process runs on each machine within the
distributed  environment. = These  Host  Monitors
FG10A-FG10N use operating system-level mechanisms to
retrieve status, configuration, and performance information
of each host A-N. The information retrieved includes 1)
operating system version and machine configuration, 2)
CPU configuration, status, and utilization, 3) memory con-
figuration and usage, 4) network configuration, status, and
utilization, 5) filesystem configuration, status, and utiliza-
tion, and 6) process statuses including CPU, memory, net-
work, and filesystem utilization for each process. While the
Host Monitors are primarily responsible for monitoring the
status of a particular host, they also provide information on
network load as seen by a particular host. In the same
manner, the Host Monitors FG10A-FG10N also provide
information and statistics concerning any remotely mounted
filesystems (e.g., NFS).

Preferably, the information the Host Monitors
FG10A-FG10N collect is formatted into operating system-
independent message formats. These message formats
attempt to provide a pseudo-standardized set of state, status,
and performance information which is useful to other com-
ponents of the Resource Management architecture and such
that other components do not have to be aware of or deal
with the minor deltas between data formats and semantics.
Since not all the state and performance data is available on
every platform, to indicate which information is available, a
group of flags are set in the host configuration message
indicating whether specific data items are valid on a par-
ticular platform.

It will be appreciated that the Host Monitors
FG10A-FG10N have a very specific interface with the
History Servers FG12A-FG12N. It periodically (once a
second) sends its data to all History Servers connected to it
(this is transparent, a property of the RMComms TCPCom-
mServer); the History Server makes no requests to the Host
Monitors.

More specifically, the Host Monitors FG10A-FG10N
have been designed and implemented in C++. This decision
allows for a completely modular design in which platform-
specific code can be restricted to a small number of modules.
This approach alleviates any of the problems associated with
porting to various platforms. Currently there is support for
Sun SPARC based architectures running Solaris 2.6 and 2.7,
Silicon Graphics MIPS based architectures running IRIX
6.5., Hewlett Packard PA-RISC based architectures running
HP1020, and Pentium based architecture running both
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WinNT 4.0 Workstation and Red Hat Linux 6.0. The Host
Monitor source compiles under the native compilers pro-
vided by Sun Microsystems and Silicon Graphics for their
respective platforms. The Gnu C++ compiler (version 2.8.1)
may also be used on Hewlett Packard PA-RISC based
architectures under HP-UX 10.20 and Red Hat Linux.
Microsoft Visual C++ compiles the Windows NT Host
Monitor. All Host Monitors utilize the I/O library package
supported by the Resource Management (RM) group under
the NSWC’s High Performance Distributed Computing
(HiperD) initiative.

The Host Monitors FG10A-FG10N accumulate data on a
periodic interval specified at invocation. System process
table data is accumulated and then filtered to eliminate
“uninteresting” processes (usually meaning processes
belonging to user ID 0 or 1). It is important to note that
system-wide data is accumulated and processed before the
filtering stage, so as to insure a complete picture of system-
wide performance. This system-wide data, along with the
filtered process list, is then made available to the I/O module
for subsequent transmission to client applications.

FG12A-FG12N: History Servers

The History Servers FG12A-FG12N are responsible for
collecting information from the Host Monitors and main-
taining histories on the statuses, statistics, and performance
of each host in the distributed environment. This information
can be requested by other Resource Management functional
group. Currently, the primary consumers of the status infor-
mation are the Host Load Analyzer (Hardware Broker)
FG40 component of the Resource Allocation Decision-
Making functional group FG4, the Host Display(s)
FG62A-FG62N, and the Path Display FG64. The Host [Load
Analyzer FG40 receives information on host configuration
and loads (primarily CPU, memory, and network data) and
uses this to assign host fitness scores. The Host Displays
FG62A-FG62N receive and display current host status
information, process status information, and network con-
nectivity information. It should be mentioned that the Host
Display can also request that the History Servers provide
CPU load information, network load information, paging
activity data, and memory utilization information which is
used to drive line graph charts for specific hosts selected at
the Host Display.

The History Servers FG12A-FG12N are designed so that
multiple copies can be run simultaneously. Each History
Server can be configured to either monitor all Host Monitors
FG10A-FG10N or to monitor only a selected subset of the
Host Monitors. It will be noted that the History Servers
FG12A-FG12N determine the list of hosts in the distributed
environment that could potentially be monitored from the
System Specification Library (SSL). In this manner, the
History Servers FG12A-FG12N can be used to provide
survivability (by having multiple History Servers
FG12A-FG12N connected to each Host Monitor) and/or to
perform  load-sharing (with the History Servers
FG12A-FG12N each monitoring only a subset of the Host-
Monitors). The History Servers FG12A-FG12N can also be
configured to periodically record history data to disk. These
disk files can then be used for off-line analysis.

The History Server function of Resource Management
acts as a data broker between daemons monitoring indi-
vidual hosts, known as host monitors FG10A-FG10N, and
other functional components of Resource Management. The
host monitors collect performance information (such as CPU
utilization and process status data) from hosts of various
platforms (SGI, SUN, HP, Windows NT, and Linux). The
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host monitors use a RMComms TCPCommServer object to
distribute this data. For further information, refer to the host
monitor and RMComms documentation. The History Server
s FG12A-FG12N collect and store this data from the host
monitors FG10A-FG10N and distribute it to other Resource
Management Clients, such as the Host Displays
FG62A-FG62N, Graph Display FG69A-FG69N, Path Dis-
play FG64, and the Hardware Broker. FG40

Each History Server has two modes of operation relating
to fault tolerance, scalability, and workload distribution
between multiple instances of History Servers. The first
mode determines at initialization (through command line
arguments or default) the set of hosts to monitor, and this set
remains static for the life of the History Server process. The
second mode recognizes the existence of other History
Server processes and coordinates between them. It allows
for dynamic changing ofthe set of hosts each History Server
monitors (example: two History Servers each monitoring
half of the hosts, a third History Server starts, and all three
History Servers reconfigure to each monitor one third of the
hosts.) This also allows History Servers to preserve the data
it collected by sending it to the others, providing fault
tolerance.

The History Server function is written in C++ with an
object-oriented design. The main routine processes the com-
mand line arguments, retrieves the list of hosts to monitor
using an SSL object, instantiates the main History_Server
object, and spawns the Collector, Distributor, Communica-
tor, and Display thread. These threads share the main His-
tory_Server object. The Collector thread is responsible for
collecting and storing data from the host monitors. The
Distributor thread processes requests from RM Clients. The
Communicator thread waits for events with other History
Servers and takes appropriate actions, including triggering
the Display thread to update the History Server Display.

FG14—Host Discovery

The Host Discovery function FG14 advantageously can
use a Perl script that makes SNMP (Simple Network Man-
agement Protocol) calls and ICMP ping calls. These calls are
used to periodically scan each subnet and host address in the
distributed environment to attempt to determine whether
there have been any host status changes. In an exemplary
case, the list of hosts and subnets that are to be monitored is
read in from a file.

The host discovery FG14 issues MIB-II SNMP queries to
obtain information on the hosts A-N on the network. When
a new host is first detected, the new host’s operating system
configuration is queried via SNMP calls. Information on the
newly discovered host and its operating system configura-
tion is then sent to the Program Control function FG50.
Likewise, when a host fails to respond to multiple SNMP
and ping queries, a message indicating that the host appears
to have gone down is sent to the Program Control function.

The Host Discovery function FG14 interfaces with Pro-
gram Control FG50 using a C++ wrapper class around the
Perl script. This wrapper class contains an RMComms
TCPCommServer, making the data collected by the SNMP
calls available to the rest of the Resource Management
components.

FG16—Remos Network Data Broker

The final functional component of the Host and Network
Monitoring functional group is the Remos Network Data
Broker FG16 which receives information on network link
bandwidth and network link bandwidth utilization from the
SNMP-based Remos network monitoring tool, as shown in
FIGS. 2A, 2B and/or FIG. 14. The network information is
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accessed via the Remos API library and is then sent on to the
Host Load Analyzer (Hardware Broker) function FG40 of
the Resource Allocation Decision-Making functional group
FG4 using an RMComms TCPCommServer. Remos works
by using SNMP to query the switches (via the bridge
collector) to collect information on network configuration as
well as bandwidth utilization on each link and also issues
SNMP MIB-II queries to each host to collect the host’s view
of network utilization. The network information received
from Remos consists of the maximum potential bandwidth
and the current bandwidth utilization on specific host net-
work links.

The Remos Broker FG16 provides the following infor-
mation about the network link for each host. The data is sent
to the Host Load Analyzer (Hardware Broker) approxi-
mately every 2 seconds. The Remos Broker FG 6 uses
configuration files listing specific hosts and switches that
should be queried.

The functions implemented by Host Monitor functional
group FG1 have been designed to provide a system moni-
toring capability not normally supplied by standard SVR4 or
BSD Unix services. Such services include cross-platform
reporting of system process loading, CPU performance,
network performance and periodic status summary report-
ing. The Host Monitors were developed to support efforts by
the HiperD Resource Management group, attempting to
provide a common set of OS level parameters useful for
assessing host and network load and status, for supporting
resource allocation/reallocation algorithms, and attempting
to provide a minimally intrusive, close to real-time capabil-
ity for gathering this data.

Host Discovery Design

The Host Discovery function FG14 of the Resource
Management architecture provides resource discovery of
hosts on a network. It identifies new hosts that come online
or previously known hosts that have gone offline. The Host
Discovery component can determine the hostname, the
operating system name and version, and in some cases the
machine architecture and manufacturer of a newly discov-
ered host. This information is sent to Program Control so the
new host can be added to the pool of resources.

The Host Discovery functional element FG14 consists of
a Perl script that contains the resource discovery function-
ality, and a C++ object that receives the output of the Perl
script and provides this information to Program Control via
an RMComms TCPCommServer connection. This is
described in CD-Appendix H. More specifically, the Perl
script host_discovery.pl issues ICMP (ping) calls and MIB-
1T SNMP queries to discover new hosts. On initialization, the
script populates a data structure called Net_info for each of
the networks (subnets) it needs to monitor. Currently this
information is hard-coded, the subnet is defined as 172.30.1,
and the lower and upper limits for the host are 1 and 254
respectively. It then initializes the global variables for the
server host and port, network domain, and the executable
path for the ping (fping) command

The host_discovery.pl script establishes a baseline of
existing hosts using the current set of hosts that answer the
fping call. For each network/subnet defined in its list of
Net_info (Net_info.pm) data structures, it calls fping and
builds a list of IP addresses of hosts that answered the ping,
known as reachable hosts, and a list for those hosts that did
not answer the ping. For each reachable host, a Host_info
(Host_info.pm) data structure is populated to store the host’s
information. (Key fields in the Host_info data structure
include IP address, hostname, operating system and version,
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architecture class, and manufacturer.) Since the IP address of
the reachable host is known, a call to gethostbyaddr( ) is
used to get the hostname. Other information for the host is
obtained by making a MIB-II (Management Interface Base
version 2) system Group (Object ID 1.3.6.1.2.1.1.1.0)
SNMP call to the SNMP agent on each reachable host. This
SNMP query returns information on the configuration of a
specific network device (in this case, the configuration of
each reachable host).

50

code to format, build, and send instrumentation data with a
single function call, 2) a buffer-construction-style API where
the multiple function calls are made to construct the instru-
mentation buffer iteratively, one data element per call, and 3)
a Jewel function call API based on the existing API provided
by the Jewel instrumentation package (an open-source pack-
age produced by the German National Research Center for
Computer Science). The first two APIs are the preferred
programming interfaces and take advantage of several key

The host_discovery.pl script makes SNMP calls by using 10 new instrumentation features. It will be appreciated that the
subroutines freely available for public use (freeware), cre- Jewel API is provided solely for backwards compatibility
ated by Simon Leinen. These subroutines are contained in with existing instrumented application code and is imple-
the files BER.pm and SNMP_Session.pm. The SNMP_Ses- mented as a set of wrappers around the printf( )-style API.
sion is configurable for specifying timeouts and number of All three APIs are supported for C and C++. Ada bindings
retries before declaring a host unavailable, and for specify- 15 have been produced for the buffer-construction-style API
ing the SNMP Object 1d (OID). and the Jewel function call APIL.

Additional general and specific details regarding func- The instrumented data is sent from the application to the
tional elements of the Host and Networking functional group Instrumentation Daemon on the same host. The current
FG1 are provided in CD-Appendix H. mechanism for data transfer is via UNIX FIFO IPC (inter-
FG2: Tnstrumentation Functional Group 20 process communication) I.ne.cl.lamsms. The FIFO mechanism

. . was chosen based on reliability, low overhead, and ease of

As mentioned above, the NSWC-DD Instrumentation . . . .

. L. implementation. Future implementations of the Instrumen-
System provides general-purpose application event report- - .
. . s . tation system may explore alternate data passing mecha-
ing and event correlation capabilities. The Instrumentation . . .

. . . nisms including shared message queues.

system forms an architecture that allows instrumented appli- 5
cation data to be easily accessible by other components of Instrumentation Daemon
the Resource Management architecture. The major func- An Instrumentation Daemon resides on each host in the
tional components of the Instrumentation System architec- distributed environment. The Instrumentation Daemon is
ture are the following: interrupted when new data is written to the FIFO. The

1) The Instrumentation API Libraries, which are linked 30 Instrumentation Daemon reads the data from the FIFO and

with the applications and provide the function call reformats the data into the standard internal Instrumentation
interfaces by which the application sends instrumenta- message format and sends the data to each of the Instru-
tion data. mentation Collectors that are currently active. (For future

2) An Instrumentation Daemon, one copy of which implementations, an event request filtering mechanism will

resides on each host in the distributed environment and 35 be implemented so that specific event messages will only be
is responsible for reading instrumentation data sent by sent to those Instrumentation Collectors that have requested
the applications, reformatting the data into instrumen- the message.)
tation event messages and sending the messages to the Instrumentation Collectors
Instrumentation Collectors. . . .

. . The Instrumentation Collectors receive instrumentation

3) The Instrumentation Collectors, which connect to the . .

. . 40 messages from the Instrumentation Daemons on each host in
Instrumentation Daemons on each host and receive Lo . .
. . the distributed environment. Currently, the Instrumentation
instrumentation messages from all hosts. The Collec- . .
. . Collectors send every instrumentation message to all Instru-
tors forward received messages to the Instrumentation . .
; mentation Brokers and Instrumentation Correlators that
Correlators and Instrumentation Brokers. .
. . . have connected to the Instrumentation Collector. (For future
4) The Instrumentation Correlators, which receive instru- . . . . .
. . 45 implementations, an event request filtering mechanism will
mentation messages from the Instrumentation Collec- . . .
. . Y be implemented so that specific event messages will only be
tors and provide grammar-driven capabilities for cor- . .
. . . . sent to those Instrumentation Brokers and Instrumentation
relating, combining, and reformatting application data
. . . . Correlators that have requested the message. For now, the
into higher-level metrics (composite events) for use by .
. Instrumentation Collector serves as a pass-through server for
displays or other Resource Management components. . . .
. . M 50 instrumentation messages. The Instrumentation Collector
5) The Instrumentation Brokers, which receive instrumen- . e .
. . does supports architecture scalability in the sense that with-
tation messages from the Instrumentation Collectors . .
. . out the Instrumentation Collectors, each Instrumentation
and perform task-specific reformatting and data . .
. . ot . Broker and Instrumentation Correlators would need to main-
manipulation for driving displays or other Resource . . .
tain connections to the Instrumentation Daemons on every
Management components. 55 host.)
6) The Jewel Instrumentation Broker (QoS Monitor), ’
which is a legacy component that can receive instru- Instrumentation Correlators
mentation data from either the open source Jewel The Instrumentation Correlators provide grammar-driven
instrumentation package or from the Instrumentation capabilities for correlating, combining, and reformatting
Collectors. The QoS Monitor performs task-specific 6 application data into higher-level metrics (composite events)
message reformatting and data manipulation for driv- for use by displays or other Resource Management compo-
ing displays and the QoS Managers. nents. Each Correlator reads in a user-specified correlation
ismenaion AP Libry gremmar et o eyt ot i by e Corls

The applications link in the Instrumentation API Library gie.
and make API call to construct and send out instrumentation 65 Instrumentation Brokers
event messages. Three separate APIs are provided for use by The Instrumentation Brokers are task-specific applica-
the applications: 1) a printf( )-style API which allows the tions built around a common code package. The Instrumen-
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tation Brokers receive instrumentation messages from the
Instrumentation Collectors, filter all received instrumenta-
tion messages to find the messages of interest, and perform
task-specific message data reformatting and manipulation
for driving other components such as displays or other
Resource Management components. The Instrumentation
Broker approach allows for instrumentation data sources to
be quickly integrated for test, display, and debugging pur-
poses. (As the Instrumentation Correlator grammar and
correlation engine mature in future releases, it is anticipated
that the Instrumentation Broker approach will be used less
frequently.)

Jewel Instrumentation Broker (QoS Monitor)

The Jewel Instrumentation Broker (hereafter referred to
the QoS Monitor) is a legacy architecture component that
served as a broker between the Jewel instrumentation pack-
age components and Resource Management components
and displays. The QoS Monitor was responsible for polling
the Jewel Collector components to retrieve application event
messages. These messages were then reformatted and used
to drive several displays and the QoS Managers. The Jewel
instrumentation package has now been replaced in all appli-
cations, however the message reformatting capabilities of
the QoS Monitor have been maintained so that several
displays and the existing QoS Manager interface do not have
to be upgraded immediately. The QoS Monitor component
has been modified so that it receives instrumentation data
from both Jewel and the Instrumentation Collectors.

Middleware

The RMComms middleware package, which is described
in the RMComms Middleware Design Report, provides the
internal message passing interfaces between the Resource
Management components connected via the network. The
middleware provides for automatic location-transparent
many-to-many client-server connections. Low overhead,
reliable message passing capabilities are provided. Regis-
tration of message handler callback functions for specified
requested message types are provided with the message
handler functions being invoked when messages arrive.
Registration of connection status callback functions which
are invoked when either new connections are made or
existing connections are broken is also provided. The
middleware package also allows for multiple client and
server objects to be instantiated in the same application, is
thread-safe, and provides an easy-to-use object-oriented API
through which all capabilities are accessed.

Additional details regarding the Instrumentation func-
tional group FG2 are provided in CD-Appendix 1.

FG42: Resource Manager

The Resource Manager 42 is the primary decision-making
component of the Resource Management toolkit. It is
responsible for: 1) responding to application and host fail-
ures by determining if and what recovery actions should be
taken, 2) determining if and where to place new copies of
scalable applications or which scalable applications should
be shutdown when the QoS Managers FG44A-FG44N
indicate that scale-up or scale-down actions should be taken
based on measured application performance, 3) determining
where new applications should be placed when requested to
do so by Program Control, and 4) determining which and
how many applications should run based on application
system (mission) priorities. In order to accomplish these
tasks, the Resource Manager 42 maintains a global view of
the state of the entire distributed environment including
status information on all hosts, networks, and applications.
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In addition, the Resource Manager 42 also calculates soft-
ware and hardware readiness metrics and reports these
readiness values for display purposes. FIGS. 1A, 1B show
the connectivity and high-level data flow between the
Resource Manager 42 and the other Resource Management-
related components.

The Resource Manager 42 receives status and failure
information about hosts, networks, and applications from
Program Control. This information includes periodic status
updates as well as immediate updates when statuses change
such as a new host being detected or an application failing.
In the case of applications going down, information as to
whether the applications were shutdown on purpose or
whether they failed is also sent. Program Control also issues
requests to the Resource Manager 42 when new applications
need to be dynamically allocated and when Program Control
determines that the Resource Manager 42 needs to assess
and attempt to resolve inter-application dependencies (such
as an application which needs to be running prior to starting
up another application).

The Resource Manager 42 responds to faulted applica-
tions and hosts by determining whether the failed applica-
tions can and should be restarted and attempting to deter-
mine where (and if) there are hosts available that the
application can run on. When a decision is made by the
Resource Manager 42, a message is sent to Program Control
specifying what application to start and where to put it. The
same general mechanism is used when Program Control
requests that the Resource Manager 42 determine where to
start new applications and/or how to resolve inter-applica-
tion dependencies; the Resource Manager 42 responds with
orders indicating what applications to start and where to start
them. The Resource Manager 42 also sends application
shutdown orders to Program Control requesting that certain
application be stopped; this can occur when the QoS Man-
agers FG44A-FG44N indicate that certain scalable applica-
tions have too many copies running or when application
system priority changes (to lower priorities) occur resulting
in scaling back the application system configuration.

The Resource Manager 42 receives host load and host
fitness information on all known hosts from the Hardware
Broker 40 (Host Load Analyzer). This information include
overall host fitness scores, CPU-based fitness scores, net-
work-based fitness scores, and memory and paging-based
fitness scores along with the SPEC9S5 ratings of the hosts.
This information is received approximately once a second
and includes information on all known hosts in the distrib-
uted system. These scores are used by the Resource Manager
42 for determining the “best” hosts for placing new appli-
cations when: 1) responding to requests from the QoS
Managers FG44A-FG44N to scale up additional copies of
an application, 2) attempting to restart failed applications, 3)
responding to requests to dynamically allocate certain appli-
cations, and 4) responding to application system (mission)
priority changes which require scaling up additional appli-
cations.

The Resource Manager 42 receives requests from the QoS
Managers FG44A-FG44N for scaling up, moving, or scal-
ing down specific applications. The Resource Manager
FG42 responds to these requests by determining whether the
request should be acted upon and, if so, determines the
specific action to take and issues orders to Program Control
to start up or shutdown specific applications on specific
hosts. The QoS Managers FG44A-FG44N are responsible
for monitoring specific system performance metrics (e.g.,
quality of service, or QoS, requirements) via instrumentation
and determining if performance can be improved by scaling
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up or moving certain applications. When this occurs, the
QoS Managers FG44A-FG44N send a request to the
Resource Manager FG42 indicating that a new copy of a
specific application should be started. If the QoS Managers
FG44A-FG44N determine that the performance of a scal-
able application can be improved by moving an application,
a scale up request is first sent to the Resource Manager FG42
and when the new application has been started, a scaledown
request is then sent to the Resource Manager. Also, when the
QoS Managers FG44A-FG44N determine that there are
more copies of scalable application running then are needed,
requests to shutdown specific applications are sent to the
Resource Manager FG42. The division of responsibility is
that the QoS Managers FG44A-FG44N determine what
actions would potentially improve performance, but the
Resource Manager FG42 has final authority to determine
whether to implement the requested actions.

When the Resource Manager FG42 is first started, it reads
in the System Specification Files (via System Specification
Library, SSL, calls) which contain the list of hosts that are
known to be in the distributed environment and information
on all applications that can be run in the distributed envi-
ronment. The System Specification Files also include appli-
cation-level information including where specific applica-
tions can be run, which applications are scalable, which
applications can be restarted, and any dependencies between
applications.

The Resource Manager FG42 can also receive updated
application survivability specifications from the QoS Speci-
fication Control component. This information overrides the
application survivability information that was initially
loaded in from the System Specification Files for specified
applications. The information is used by the Resource Man-
ager FG42 to determine whether the specific applications
will be restarted if they fail at run-time.

The Resource Manager FG42 sends application system
and hardware system readiness and system (mission) prior-
ity information to the Readiness Broker and to the Globus
Broker. The Readiness Broker is responsible for driving a
GUI/display which shows the current readiness data and
allows the system (mission) priorities to be changed and sent
back to the Resource Manager FG42. The Globus Broker
provides basically the same functionality except that only a
high-level subset of the readiness data provided to the
Readiness Broker is provided to the Globus Broker. The
readiness information sent to the Readiness Broker consists
of readiness values for each application, application sub-
system, and application system defined in the System Speci-
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See CD-Appendix M for additional details regarding
Resource Manager FG42.

In the Background Section of the application, the reader
may have interpreted the sentence “The present invention
relates generally to resource management systems by which
networked computers cooperate in performing at least one
task too complex for a single computer to perform™ to
indicate that the Resource Management Architecture is
limited to such applications. Thus, while the Resource
Management Architecture generally supports tasks distrib-
uted across multiple hosts, it is not limited to only those
tasks that must be distributed due to the inability to run them
on a single machine. Moreover, the Resource Management
functional elements advantageously could be used to control
a set of applications which all run on the same machine
while still providing monitoring, fault tolerance, etc. (albeit
that this is not the normal or even the intended configura-
tion). Furthermore, the Resource Management Architecture,
as discussed above, deals with resource managed applica-
tions, where the managed characteristic may be one of
scalability, survivability, fault tolerance or priority.

FIG. 15 is a block diagram of a CPU-based system 400,
corresponding to one or more of the hosts A—N. The system
400 includes a central processing unit (CPU) 402, e.g., a
microprocessor, that communicates with the RAM 412 and
an 1/0 device 408 over a bus 420. It must be noted that the
bus 420 may be a series of buses and bridges commonly
used in a processor-based system, but for convenience
purposes only, the bus 420 has been illustrated as a single
bus. A second I/O device 410 is provided in an exemplary
case. The processor-based system 400 also includes a pri-
mary memory 412, an additional memory 414, which could
be either a read-only memory (ROM) or another memory
device, e.g., a hard drive or the like. The CPU-based system
may include peripheral devices such as a floppy disk drive
404, a compact disk (CD) ROM drive 406, a display (not
shown), a key board (not shown), and a mouse (also not
shown), that communicate with the CPU 402 over the bus
420 as is well known in the art. It will be appreciated that the
either one of the memories 412 or 414 advantageously can
be employed to store computer readable instructions for
converting the general purpose system 400 into one of the
host A-N. It will also be appreciated that the nature of the
distributed environment permits the necessary application
and APT’s needed to implement the Resource Management
Architecture to be stored anywhere on the network.

. . . TABLE III
fication Files. The readiness scores are currently based on
the status (up/down) of the applications within a system or 50 APPENDIX TYPE DESCRIPTION
subsystem along with the percentage of potential copies of -

s . A Attached Resource Management Architecture
scalable applications that are currently running. Host and Function List
network readiness. scores are also calculated e.lnd are .the B Attached Standard Instrumentation Message Format
scores are determined based on the host load information C Attached API Listing for RMComms
and host fitness scores received from the Hardware Broker 55 D €D Resowrce Manager Interface Messages
40 E CD Host Load Analyzer (Hardware Broker)
: . . Function
The Resource Manager FG42 also sends information F CD  Quality-ofservice (QoS) Manager Function

about allocation and reallocation decisions to the Resource G CD  Fg3: System Specification Language & System
Management Decision Review Display. Information on the Specification Library (SSL) Functions

s P . H CD Host And Network Monitoring Functional
decision that was made, what event the decision was in 60 G

. .. Toup

response 1o, and how long it took to both make the.: decision I CD  Instrumentation Functional Group
and implement the decision are sent to the display. In I CD  Display Functional
addition, information about the top choices for where an Group o

. . . . . K CD Rmcomms Network Communication
application could have potentially been placed is also sent (if Middleware Design
applicable); this information includes the host fitness scores 65 L CD  System Readiness Display
for the selected host and the next best host choices which M CD  Resource Manager Rm42
could have been selected.
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TABLE Ill-continued

56

down actions are indicated based on measured appli-
cation performance and application QoS specifications;
determining where new application computer programs

APPENDIX  TYPE DESCRIPTION should be placed when requested to do so by a program
N CD  Instrumentation Graph 5 control device; and
Tool determining which and how many application computer
O CD  Host Discovery Function programs should run based on application system pri-
P CD Instrumentation Application orities
Programming Interface (API . ) ) ) )
Q cD Progm COftml Applic(ation) Controller 2. The software as recited in claim 1, wherein the first
R CD  Program Control Display 10 function receives system specification information compris-
5 €D Program Control Functional Group ing selected ones of host configuration and capabilities,
LTJ gg g;)ssox;mfﬁgcation Decision-making application capabilities, survivability requirements, scalabil-
Functional Group ity characteristics, application startup and shutdown depen-
dencies, and application and path performance require-
. A . . 15 ments.

Table III provides a listing of the Appendices included for 3. The software as recited in claim 1. wherein the first
all purposes in th.e apphcatlon.. It will be nqted that the function receives program control information comprising
majority of the listed Appendlces are p.I'OV}ded on the application status and detected application faults for each of
CD'ROM filed concurre.ntly with the apphcatlon.. h.l addi- the M managed characteristic application computer pro-
tion, the CD-ROM also includes the source code listing for grams, and detected failures regarding the N hosts
the Resource Management Architecture according to the 4. "fhe software as recited in claim 1. wherein the first
present invention. . function receives application performance data representing

Although presently preferred embodiments of the present each of the M managed characteristic application computer
invention have been described in detail herein, it should be programs.
clearly understood that many variations and/or modifica- 5 * 5 Tpe software as recited in claim 1, wherein the first
tions of the basic inventive concepts .hereln taught, Whlch function receives application performance data on one or
may appear to those skilled in the pertinent art, will still fall more applications instantiated by the N hosts including
within the spirit and scope of the present invention, as performance data representing each of the M managed
defined in the appended claims. characteristic application computer programs.

What is claimed is: 30 6. The software as recited in claim 1, wherein at least one

L Ia 15 Z.am};: 1(51. . ised of N b of the M managed characteristic application computer pro-

- Ina distributed environment comprised o osts grams comprises a scalable application computer program.
operating in a (,hs,mbme,d eI}Vlronment instantiating M man- 7. The software as recited in claim 1, wherein at least one
aged characteristic application computer programs ma}naged of the M managed characteristic application computer pro-
b,y ﬂ(liebN hOIStS’ reﬁo?\rrcﬁ allocl\/[atlonch\C)Introlll ioﬁware nstan- ¢ grams comprises a fault tolerant application computer pro-
tiated by at least the N hosts, M and N each bemng a positive gram, where the degree of fault tolerance is selectable by a
integer, where M may be equal to, less than, or greater than user
N, the softwaFe compnsmg: . 8. The software as recited in claim 1, wherein one of the

a ﬁIfISqu?Ctlon V;illci deterr:}lneis a stat? an(ihhela\?ﬁ 0{ ﬂtle M mapaged characteristic. applicatiqn computer programs

0sts, a network operatively coupling the N hosts 104, comprises a selectable priority application computer pro-
one another, and the M managed characteristic appli- gram
cation computer programs in the distributed environ- 9 The software as recited in claim 1. wherein the M
ment; . . . . . managed characteristic application computer programs com-

a second functl.on Wmch determines re(.lulre.:d allocatlpn prise M copies of a single managed characteristic applica-

and reallocation actions needed to maintain a plurality ,5 ton computer program.

of Quality of Service (QoS) requirements established 10. Software stored on at least one host for converting N
for the M managed characteristic application computer networked hosts into a resource managed system instanti-
programs, the QoS requirements dictating parameters ating M managed characteristic application computer pro-
regarding service quality of the M managed character- grams, each managed characteristic application computer
1stic apph.catlon computer programs; a.nd ) 50 program managed by one of the N networked hosts, the

a third function which generates automatic control signal software comprising;

requests corresponding to the actions dictated by the a first function group which monitors the host and net-
QoS requirements, such that the managed characteristic work resources;

application computer programs are moYed, shutdown, a second function group which provides application com-
and §taned in accordgnce with satlsfact%on of the QOS 355 puter program event reporting and event correlation
requirements, wherein the second function determines capabilities;

the required allocation and reallocation actions needed a third function group which provides reasoning and
to maintain the Quality of Service (QoS) requirements decision making capabilities for the resource managed
e.stabhshed for the M managed characteristic applica- system, wherein the third function group comprises:
tions by: 60 a first function which determines a state and health of

responding to application and host failures by determining the N hosts, a network operatively coupling the N

if and what recovery actions should be taken; hosts to one another and the M managed character-
determining if and where to place new copies of one of the istic application computer programs in the distrib-
M managed characteristic application computer pro- uted environment;
rams or which of the M managed characteristic appli- 65 a second function which determines required allocation
g hich of the M ged characteristic appl d funct hich det quired allocat
cation computer programs should be shutdown when and reallocation actions needed to maintain a plu-
QoS Manager functions indicate that scale up or scale rality of Quality of Service (QoS) requirements
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established for the M managed characteristic appli-
cation computer programs, the QS requirements dic-
tating parameters regarding service quality of the M
management characteristic application programs;

and
a third function which generates automatic control signal
requests corresponding to the actions dictated by the
QoS requirements, such that the managed characteristic
application computer programs are moved, shutdown,

58

managed characteristic application computer programs
should be shutdown when QoS Manager functions
indicate that scale up or scale down actions should be
taken based on measured application performance and
QoS specifications established for the M managed
characteristic application computer programs;

determining where new application computer programs
should be placed when requested to do so by the fourth
function group; and

and started in accordance with satisfaction of the QoS 10  determining which and how many application computer
requirements; and programs should run based on application system pri-
a fourth function group which provides program control orities.
capabilities permitting starting, stopping, and config- 19. The software as recited in claim 10, wherein the third
uring of selected ones of the M managed characteristic function group makes decisions by one of;
application computer programs on respective ones of 15  based on requests from one or more of the hosts, deter-
the N hosts in the resource managed system, mining where new application computer programs
where M and N are positive integers and where M may be should be started;
equal to, greater than, or less than N. based on indication of application failure from the fourth
11. The software as recited in claim 10, wherein the first function group, determining whether and where a failed
function receives system specification information compris- 20 application computer program should be restarted;
ing host configuration and capabilities. based on indication of host failure from the fourth func-
12. The software as recited in claim 10, wherein the first tion group, determining whether and where the failed
function receives system specification information compris- application computer program previously instantiated
ing selected ones of capabilities, survivability requirements, by the failed one of the N hosts should be restarted;
scalability characteristics, startup and shutdown dependen- 25  based on startup and shutdown dependency resolution
cies, and performance requirements for at least one of the M requests from the fourth function group, determine
managed characteristic application computer programs. whether and where additional application computer
13. The software as recited in claim 10, wherein the first programs should to be one of started and shut down
function receives system specification information compris- prior to starting or shutting down another application
ing path performance requirements regarding communica- 30 computer program; and
tion between at least two of the N hosts. based on changes to application system priorities, deter-
14. The software as recited in claim 10, wherein the first mining whether and where new application computer
function receives program control information comprising programs need to be started and/or determine whether
application status and detected application faults for each of and which existing application computer programs
the M managed characteristic application computer pro- 35 need to be shutdown.
grams, and detected failures regarding the N hosts. 20. The software as recited in claim 10, wherein the third
15. The software as recited in claim 10, wherein the first function group makes decisions by one of:
function receives historical data regarding statuses, configu- based on application computer program inter-dependen-
ration, and loads of the N hosts and link statuses and loads cies defined in system specification files, determining
regarding the network. 40 whether and where additional application computer
16. The software as recited in claim 10, wherein the first programs should be one of started and shut down prior
function receives application performance data representing to starting or shutting down of another application
each one of the M managed characteristic application com- computer program;
puter programs. based on application computer program instrumentation
17. The software as recited in claim 10, wherein the first 45 data generated by the second function group and per-
function receives application performance data on one or formance requirements defined in the system specifi-
more applications instantiated by the N hosts including cation files, determining whether application computer
performance data representing each of the N copies of the programs are meeting performance requirements and
managed characteristic application computer programs. whether an application computer program can be scaled
18. The software as recited in claim 10, wherein the 50 up or moved to attempt to improve performance; and
second function which determines the required allocation based on the application computer program instrumenta-
and reallocation actions established for the M managed tion data and performance requirements defined in the
characteristic application computer programs by: system specification files, determining whether appli-
responding to application and host failures by determining cation computer programs are performing well within
if and what recovery actions should be taken; 55 performance requirements and can be scaled down.
determining if and where to place new copies of managed
characteristic application computer programs or which L
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