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(57) ABSTRACT

An inventive client/server system provides a platform for
cable system operators to deliver a full range of sophisti-
cated new products to cable television subscribers. Prefer-
ably a middleware solution, the information platform pro-
vides a flexible, versatile, and adaptable Internet-centric
platform that network operators can use to deploy interactive
television applications. The information platform mediates
the communication between an abundance of Web-based
content and the television set. Content and applications are
written entirely in industry standard HTML and Java. Tra-
ditional television programming is integrated with Web
content using TV-specific extensions to HTML and Java.
Applications can be loaded from the network, from carou-
sels, or from file systems, such as flash memory or
EEPROM. The information platform consists of client-side
middleware integrated with a native electronic program
guide application. It includes a master application that
defines service functionality, TV ticker, a suite of games, and
a microbrowser for broadcast managed content. The pres-
ently preferred embodiment of the information platform
supports broadcast-only applications, i.e. applications not
requiring a return path) and also provides limited support for
two-way applications such as store and forward and imprint
server for gathering subscriber interactions and statistics.
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INFORMATION PLATFORM

BACKGROUND OF THE INVENTION
[0001] 1. Technical Field

[0002] The invention relates to information services, such
as cable and satellite television services. More particularly,
the invention relates to a platform for delivering informa-
tion, such as television.

[0003] 2. Description of the Prior Art

[0004] Interactive television offers cable television net-
work operators the potential for increased revenue and
reduced churn, but imposes the risk of long delays before
return on investment is realized. Therefore, it is desirable to
use existing, installed equipment to deliver new services and
functions.

[0005] While various approaches to interactive television
are known, recent efforts concern the provision of services
to subscribers from a head end in which inherent function-
ality of a subscriber set-top box is exploited. For example,
Gordon, et al., Method and apparatus for providing a menu
structure for an interactive information distribution system,
U.S. Pat. No. 6,208,335 (Mar. 27, 2001) disclose a “method
and apparatus for providing an interactive menu structure
within an interactive information distribution system. The
menu structure is embodied in a combination of software,
which provides a so-called navigator and a set top terminal
that provides certain functionality for the navigator and a
video session manager which provides support functionality
for the set top terminal. The menu structure has each menu
(e.g., menu instructions, graphics and video) contained in
downloadable applets which are sent upon request from the
service provider equipment to the set top terminal for
display. As such, the navigator functions are actually dis-
tributed between the service provider equipment and the
subscriber’s equipment. Such distribution provides an
enjoyable, real-time interactive session that allows the user
to rapidly navigate through a plethora of menus to find
particular information which they desire to view.”

[0006] While such approaches partially address the grow-
ing need for new services and functions, the limitations of
current set-top box technology prevent service providers
from offering particularly robust services and functions. It
would be advantageous to create an information platform
that provides a complete solution for interactive television,
that bypasses the risk and delay associated with other
solutions, and that offers a wide variety of robust services
and functions within the confines of existing or presently
envisioned technology.

SUMMARY OF THE INVENTION

[0007] The invention provides a complete solution for
Interactive television that bypasses the risk and delay asso-
ciated with other solutions. The herein disclosed information
platform lets network operators, advertisers, and interactive
TV developers rapidly use the only open, standards-based
interactive TV system. To accelerate content creation and
repurposing, the information platform supports widely used
and human-readable languages, such as HTML. With the
herein disclosed integrated client/server solution, the HTML
can reside anywhere on the World Wide Web, thereby
simplifying and accelerating deployment of revenue-gener-
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ating services. The information platform accelerates the
deployment of on-demand and subscription services which
can not only generate revenue, but also increase customer
loyalty, reduce subscriber churn, and therefore maximize
return on investment.

[0008] The information platform is a client/server system
provides a platform for cable system operators to deliver a
full range of sophisticated new products to cable television
subscribers. Preferably a middleware solution, the informa-
tion platform provides a flexible, versatile, and adaptable
Internet-centric platform that network operators can use to
deploy interactive television applications. The information
platform mediates the communication between an abun-
dance of Web-based content and the television set. Content
and applications are preferably written in industry standard
HTML and Java, i.e. interpreted language. Traditional tele-
vision programming is integrated with Web content using
TV-specific extensions to HTML and Java. Applications can
be loaded from the network, from carousels, or from file
systems, such as flash memory or EEPROM.

[0009] The information platform consists of client-side
middleware integrated with a native electronic program
guide application. It includes a master application that
defines service functionality, TV ticker, a suite of games, and
a microbrowser for broadcast managed content. The pres-
ently preferred embodiment of the information platform
supports broadcast-only applications, i.e. applications not
requiring a return path, and also provides limited support for
two-way applications such as store and forward and imprint
server for gathering subscriber interactions and statistics.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a block schematic diagram showing an
information platform overview according to the invention;

[0011] FIG. 2 is a block schematic diagram showing the
main components of the information platform according to
the invention;

[0012] FIG. 3 is a block schematic process diagram show-
ing one-way support according to the invention;

[0013] FIG. 4 is a block schematic diagram showing a
local insertion system for an information platform according
to the invention;

[0014] FIG. 5 is a block schematic diagram showing a
national insertion up link for an information platform
according to the invention;

[0015] FIG. 6 is a block schematic diagram showing a
national insertion down link for an information platform
according to the invention;

[0016] FIG. 7 is a block schematic diagram showing an
imprint logical architecture and data flow according to the
invention;

[0017] FIG. 8 is a display showing an OMI main screen
according to the invention;

[0018] FIG. 9 is a block schematic diagram showing
components for a television navigator according to the
invention;

[0019] FIG. 10 is a display showing according a master
application home menu to the invention;
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[0020] FIG. 11 is a display showing a microbrowser
screen according to the invention; and

[0021] FIG. 12 is a display showing a full-screen ticker
according to the invention;.

DETAILED DESCRIPTION OF THE
INVENTION

[0022] The following discussion describes the presently
preferred embodiment of an information platform that com-
prises a client/server system, explaining its features, ben-
efits, operation, components, and general technical informa-
tion. The discussion includes the system and server
architecture and describes the information platform’s stan-
dard suite of applications for enhanced TV.

[0023] The inventive client/server system provides a plat-
form for cable system operators to deliver a full range of
sophisticated new products to cable television subscribers.
Preferably a middleware solution, the information platform
provides a flexible, versatile, and adaptable Internet-centric
platform that network operators can use to deploy interactive
television applications. The information platform mediates
the communication between an abundance of Web-based
content and the television set. Content and applications are
written entirely in industry standard HTML and Java. Tra-
ditional television programming is integrated with Web
content using TV-specific extensions to HITML and Java.
Applications can be loaded from the network, from carou-
sels, or from file systems, such as flash memory or
EEPROM. The information platform consists of client-side
middleware integrated with a native electronic program
guide application. It includes a master application that
defines service functionality, TV ticker, a suite of games, and
a microbrowser for broadcast managed content. The pres-
ently preferred embodiment of the information platform
supports broadcast-only applications, i.e. applications not
requiring a return path) and also provides limited support for
two-way applications such as store and forward and imprint
server for gathering subscriber interactions and statistics.

[0024] Subscriber Features

[0025] The information platform provides the following
main features for subscribers:

[0026] Web Integration—blending Internet data with
traditional television to provide Web pages that are
crisp, flicker-free, and readable on a standard TV.
This includes support for all common formats and
images.

[0027] Interactive TV—providing a dynamic envi-
ronment for the following applications and services:

[0028] Managed content browsing

[0029] Integration with electronic program guide

[0030] TV ticker (news and current affairs)

[0031] Games

[0032] Interactive electronic program guide
(IEPG)

[0033] Enhanced television (e¢TV)
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[0034] Operator Features

[0035] The information platform provides the following
advantages to operators:

[0036] Value added to the digital cable package,
including a competitive advantage in overbuild situ-
ations

[0037] Turn-key system to help reduce digital churn
and increase brand loyalty

[0038] New products launched with minimal impact
on current operations

[0039] Opportunities for increased revenue while
amortizing the infrastructure investment

[0040] Core set of services designed for maximum
flexibility, manageability, and independence

[0041] Software and back-end mechanisms to enable
growth and product and feature change without
affecting customer service Subscriber access to spe-
cific interactive features controlled on a tiering basis

[0042] New services and applications developed by
third-party developers

[0043] A truly multimedia and television-centric
experience provided to end-users by serving up the
resources of the Internet with the look and feel of
television

[0044] Tow latency and fast response times
[0045]

[0046] The information platform technology uses
enhanced client-side middleware combined with a server to
deliver superior applications and services. This architecture
allows a truly open cable application implemented on the
server, or a client application enhanced by the capabilities of
the server. For example, Web browsing is made available on
the Motorola DCT 2000 set-top box by leveraging the
resources of the server platform for layout and rendering of
Web content. Some of its more significant benefits are
described here.

[0047] Enhanced Capabilities

[0048] By using the powerful capabilities of an application
server, the information platform enables enhanced multime-
dia applications in current set-top boxes. In a client-hosted
solution, the application uses the information platform API
to access system resources. The information platform then
determines if the service requested can be performed
directly on the set-top box using data broadcast from the
server. In this manner, the information platform can provide
very advanced services on platforms such as the Motorola
DCT 2000 set-top box.

[0049] Reduced Deployment Cost

Information Platform Benefits

[0050] The information platform brings the capabilities of
next-generation products to current set-top boxes at a very
small cost by using the power of a centralized server.

[0051] Product Longevity

[0052] The information platform enables the development
and deployment of full-featured interactive applications,
while providing a migration path to more capable set-top
boxes.
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[0053] Central Operation

[0054] The application server is an essential element in an
interactive television system. It is the gateway to a multitude
of services beyond application services. This includes mul-
timedia caching and transaction services.

[0055] Variety of Applications

[0056] The servers enable the deployment of a larger
number of hosted interactive applications than would be
possible by current digital set-top boxes (DSTBs).

[0057] System Overview

[0058] The information platform (see FIG. 1) consists of
application servers 10 installed at the network head end 14
and hosted on a Unix platform, and the TV navigator client
hosted on a set-top box 16. These components work with the
network operator’s applications and equipment to deliver
proprietary applications, third-party applications, and man-
aged broadcast content to subscribers, along with broadcast
television.

[0059] A typical system includes the application server 10
which comprises an application server processor 24 and a
content processor 23. The application server is typically
situated at a network head end 14 and may include such
features (discussed in greater detail below) as a TV ticker
server 13 and a billing system 11. The application server is
situation for exchange of information with a CATV system
12 and the Internet 15. The CATV system provides com-
munications between the application server and the sub-
scriber set-top box 16 on which a TV navigator is running
33 and to which the subscriber’s television 17 is connected.
The application server is also connected via the Internet to
one or more WWW servers 19, 21, which support systems
that supply enhanced HTML 20 to provide pushed or pulled
HTML content 18 to subscribers; and systems 22 which
supply content that is developed using any HTML tools.

[0060] The following discussion introduces the applica-
tion server components of the application server processor
and TV navigator, and important components supplied by
the network operator.

[0061] Application Server Suite

[0062] The presently preferred application server is a suite
of POSIX-compliant Unix-based software developed prima-
rily in C. The application server is installed at the network
operator’s head end, and fully integrates with existing equip-
ment and processes. It preferably runs on Solaris and Linux,
and is portable to other Unix systems, such as AIX or
HPUX. The application server uses Intel-based and Sun
Enterprise server groups, each of which is able to support a
large number of concurrent users.

[0063] The application server groups may be assembled to
create a large fault-tolerant, scalable information platform
system, serving many thousands of concurrent users. Appli-
cation servers are logical units, and do not necessarily
correspond to the number of physical machines deployed.
For example, there may be a single application server on a
single computer for a small deployment, or a server may be
instanced on many computers for scaled-up deployment.
Applications and content-processor software can use a com-
mon host server, or separate host servers. Each physical
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server includes a common infrastructure of supervisor pro-
cesses, statistics, and event-logging servers.

[0064] FIG. 2 is a block schematic diagram showing the
information platform main system components, which com-
prise:

[0065] Core Servers

[0066] The core set of application servers 10 consists of:

[0067] Remote Access Control Systems (RACS)
25—RACS allows secure access to the system for
troubleshooting and monitoring. It also acts as the
proxy for the content processor and for HTML
content.

[0068] content processor (CP) 23—CP retrieves and
transcodes HTML broadcast managed content into
I-frames, and data to be displayed by the micro-
browser (discussed below) on the set-top box 16.

[0069] Application Server (AS) 24—AS is the heart
of the system, the application sever hosts a variety of
processes including:

[0070] Supervisor

[0071] Supervisor monitor
[0072] Tog Server

[0073] Host monitoring server

[0074] Information Mediacast carousel

server and multimedia streamer)

(data

[0075] Data carousel update server
[0076] Broadcast managed content server

[0077] TV ticker 13—TV ticker formats news feeds
from the Internet 15 (FIG. 1) to headlines and stories
to be displayed on the television 17. The headlines
are transmitted in the out-of-band and the stories are
transmitted in the in-band.

[0078] Optional Components

[0079] Optional components to enhance and add function-
ality include:

[0080] store and forward server 29—The store and
forward server collects statistics from the clients and
forwards the messages to the imprint Server.

[0081] imprint server 28—The imprint server gathers
statistical information based on user interaction with
the information platform.

[0082] statistics server 31—The statistics server
organizes records and statistics generated by appli-
cations and processes, and writes them to download-
able text files.

[0083] PID processor 30—The PID processor com-
bines messages on two different PIDs to allow inter-
active services to be enabled on the DCT2000.

[0084] firewall 32—The firewall allows secure
remote access to the system for troubleshooting and
system monitoring.
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[0085] Monitoring Application

[0086] The information platform provides tools and sup-
port for the remote management of a head-end server:

[0087] Operator Management Interface (OMI)
26—Remote management of the core servers is
performed using the operator management interface
(OMI). OMI is a platform-independent graphics-
based monitoring and management tool. Basic func-
tionality includes:

[0088] Starting and shutting down the system

[0089] Viewing log messages (Severe, Warning,
and Regular)

[0090] Status alert notification and exceptional
condition reporting

[0091] Content updating
[0092] Disk and CPU usage reporting
[0093] Command 27

[0094] Command is a browser-based tool for configuring,
monitoring, and maintaining the TV ticker and imprint
servers.

[0095] Simple Network Management Protocol (SNMP)

[0096] The information platform software supports the
simple network management protocol (SNMP) reporting of
exceptional conditions and may be integrated with any
SNMP-compliant network manager tool, such as Hewlett
Packard’s OpenView or IBM’s Tivoli.

[0097] Web Content Collection Process

[0098] The information platform converts Internet content
and protocols into forms suitable for TV viewing. The
content is fetched from Web sites, converted or rendered by
the system, and then cached on application server The
information platform supports content from standard Web
sites, e.g. HIML source, GIF, animated GIF, JPEG, and
PNG files. The majority of HTML 3.2 tags are supported,
e.g. text, tables, forms, images, image maps, background
images, and sounds.

[0099] The process of collecting, caching, transcoding,
and delivering content is shown in FIG. 3. Typical data
flows are indicated by the arrows connecting the compo-
nents.

[0100] Server Scalability

[0101] The information platform employs a simple and
effective strategy for server scalability using server replica-
tion. Multiple servers can be replicated within the applica-
tion server, forming one logical server. If a server is over-
loaded, the system administrator can add more servers to the
server group. If a server fails, transactions are routed to
another server in the server group. As many servers as
necessary can be used to meet the load-balancing require-
ments of the service.

[0102] Server and Network Fault Tolerance

[0103] Fault tolerance is an important aspect of any online
high-availability system. The information platform is con-
figured to handle many types of system failures—both
software and hardware. The presently preferred application
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server runs on UNIX hardware, such as the Sun Enterprise
class of servers. Sun (and others) provide redundancy, RAID
storage, cable and Internet network interface hardware, and
associated software. The entire hardware platform can be
protected by an uninterruptable power supply and surge
protection. Should a power outage occur, however, the
system is configured to restart at power up. The application
server monitors each software component and recovers from
failure according to a specified configuration. This could
include restarting the failed component, or restarting the
entire system as necessary. Note that the application server
also includes the ability to load-balance between active
servers so that, in addition to failover support, the servers in
a cluster can be maximized for increasing overall perfor-
mance. The network itself may also be configured with
redundant network components, such as duplicate switches
and interface adapters. As a result of the multiple layers of
redundancy, the total system presents very high availability
to its users.

[0104] TV Navigator (Client)

[0105] The TV navigator is a middleware layer. The
preferred embodiment is written in C and Java, and runs on
digital set-top boxes, such as Motorola’s DCT 2000.

[0106] The presently preferred client consists of the fol-
lowing applications:

[0107] Middleware—The middleware platform sup-
ports multiple running Java and native applets, each
sharing the resources of the set-top device. It
includes:

[0108] The microVM application environment
(LMAE) 50, which is a Java compatible virtual
machine. It contains the Micro Java compatible
API set, and API extensions for the television and
broadcast environment

[0109] Sandbox, which is an execution of Java
compatible applications that provide application
level security

[0110] Features such as enhanced television (¢TV)

[0111] master application—This is the interface that
allows interaction with all the other available ser-
vices. It is also responsible for security, tiering, and
other services.

[0112] microbrowser—The microbrowser displays
and navigates HTML content that has been
transcoded by the content processor and then broad-
cast via the Mediacast component.

[0113] TV ticker—TYV ticker is a bandwidth-efficient
broadcast news service. It displays headlines and
stories over a broadcast channel.

[0114] Games—This is a suite of proprietary and
third-party games.

[0115] electronic program guide integration The TV
navigator is integrated with the native electronic
program guide application to provide TV listings and
channel-tuning functionality.
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[0116] End-to-End System Architecture

[0117] The existing digital TV cable network infrastruc-
ture connects the set-top box to the application server. The
downstream communication, from server to set-top box
delivers an MPEG transport stream containing MPEG video,
MPEG audio, and data via a specialized hardware multi-
plexer card. The information platform can be configured to
service a local cable system, or a national system with
satellite up- and down-links.

[0118] TLocal System Insertion

[0119] FIG. 4 shows the network connections between the
application server and the network operator’s head end
equipment. It also shows the flow of content and interactive
services from the head end to the TV Navigator client on the
set-top box. Note that the head end equipment shown in
FIG. 4 is described in detail below.

[0120] A national system can deliver broadcast services to
multiple head-ends from one set of servers.

[0121] Uplink

[0122] FIG. 5 is a block schematic diagram that shows the
information platform, national insertion up link. The appli-
cation server 10 is installed at the network head-end. Inband
content goes through the broadband feed 150 to the encoders
151, then is up linked 152 to the satellite 154. Out of band
content goes through a separate encoder 153 and is uplinked
155 to a different satellite 156.

[0123] Downlink

[0124] FIG. 6 shows the data path through the down link
and out to the set-top box.

[0125] The down link site must have the following (see
FIG. 4):

[0126]
[0127]
[0128]
[0129]
[0130]
[0131] Application Server

QAM Modulator/RF Upconverter 50
OM2000 Out-of-Band Modulator 160
NC1500 Network Controller 161

RPDx000 (Reverse Path Demodulators) 162
OAM&P Network 163

[0132] The application server relieves the client of the
processing and storage burden required to support rich
Internet functionality. The application server transcodes
Web pages into a format that is viewable on the set-top box.
The server integrates with the network operator’s existing
headend equipment, network management systems, billing
systems, and customer service systems. Built upon stan-
dards-based protocols and Internet servers, the application
server is scalable, manageable, and reliable.

[0133] The information platform allows network operators
to provide services such as:

[0134] Broadcast managed content browsing

[0135] Applications such as Games, electronic pro-
gram guide, and TV ticker

[0136] The information platform supports HTML 3.2,
including text, tables, forms, images, animated images,
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image maps, frames, and background images. HTML has
been extended to support Interactive TV applications.

[0137] System Architecture

[0138] The servers and processors that make up the appli-
cation server are deployed on Solaris and Linux machines.
The number and configuration of the machines depends on
the type of deployment and the size of the system (see FIG.
3). Application servers 24, content processors 23, and mul-
timedia streamers (MMS) 42 are specific to the Information
version of the application server platform. Each hosts a
subset of the application server software processes. The
imprint 28, TV ticker 13, store and forward 29, and com-
mand servers 27 are included in the architecture, but are not
Information-specific.

[0139] Application Server

[0140] The application server is a machine that hosts the
core servers of the information platform. A typical applica-
tion server hosts the following processes, which are
described in detail below (see FIGS. 2 and 3):

[0141] Supervisor 41

[0142] Supervisor monitor

[0143] TLog server

[0144] Host monitoring server

[0145] Statistics server 31

[0146] Information Mediacast (data carousel) server
43

[0147] Data carousel update server (DCU) 39

[0148] Broadcast Managed Content Server Supervisor

[0149] The supervisor is the first process started on the
host running the system. It starts and monitors all of the
processes during the system’s lifetime. The supervisor is
also the name server for the system. Processes register their
socket host and port with the supervisor, and supply a name
by which other processes can look them up. When a process
in the system terminates for any reason, the supervisor
performs a recovery based on the entry for that process in the
configuration file.

[0150] This recovery can involve:
[0151] Logging that the process has terminated

[0152] Restarting the process, perhaps after a speci-
fied delay time

[0153] Shutting down the system

[0154] The supervisor also supports notification. A process
can request that it be notified when another process termi-
nates. The supervisor monitors resources, such as memory
consumption and CPU usage, and can either generate warn-
ings or terminate errant processes that exceed preset limits.
The supervisor also checks process integrity with heartbeat
messages and either warns or terminates processes that
timeout their heartbeat response.

[0155] Supervisor Monitor

[0156] The supervisor monitor starts and stops supervisor
processes. All other processes are owned by the supervisor.
Should the supervisor terminate with an error condition, all
servers and applications are shut down. If the restart envi-
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ronment variable is set, the supervisor is restarted. If the
supervisor terminates properly, the supervisor monitor pro-
cess also terminates.

[0157] Log Server

[0158] The log server provides a generic logging service
to all system and applications processes on the server. Each
host runs its own log server. The received log messages are
buffered and written to the log file on a periodic basis. When
the number of messages in the log file has reached a
maximum value (configurable), a new log file is started and
the old file is archived.

[0159] Host Monitoring Server

[0160] The host monitor server monitors essential com-
ponents and logs warning or severe messages when these
subsystems fall below a set level.

[0161] The host monitor server is capable of monitoring
the following three components:

[0162] File Systems—Monitored for available free
space and free nodes, in absolute size and in per-
centages of total. Warnings are logged when these
values fall below critical levels.

[0163] Memory—Monitored for available free space,
in both absolute size and percentage of total, includ-
ing both swap and real. Warnings are logged when
this falls below a critical level.

[0164] CPUs—Monitored for their load, as given by
100%—idle-time percentage. Warnings are logged
when the CPU load remains above a critical level for
a certain amount of time.

[0165] Statistics Server

[0166] The statistics server organizes records and statistics
generated by applications and processes and writes them out
to disk as text files. The records can be downloaded from the
head-end for analysis at regular intervals. These records are
easily imported into tools that can be used to analyze the
data. When a process wishes to record statistics, it sends a
request to the statistics server, which returns a handle
representing the file into which the records are written.

[0167] Subsequent requests to write statistics records must
contain this handle. In this manner, a single process can
write records to multiple files. The statistics server may
reside on a different host than the process generating the
statistics and may serve several hosts that have statistics-
generating processes. Statistics messages are sent using the
asynchronous send routine from the IPC API. Using the
asynchronous method, statistics-generating processes do not
have to wait for the statistics server to respond before
continuing. This improves overall response time and makes
the system tolerant to faults within the statistics server.
Client applications, such as the microbrowser and TV ticker,
have their usage statistics collected by the imprint server,
which requires a two-way return path, described below.

[0168] Mediacast (Data Carousel) Server

[0169] The information Mediacast™ server manages
requests to transmit the carousels of data and image files.
Information Mediacast is composed of the data carousel
server for data formatting, and Multimedia Streamer (MMS)
components for data transmission. The data carousel server
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delivers data and multimedia resources to set-top boxes
using one-way (downstream) communications. An unlim-
ited number of clients may access the system without
increasing the downstream bandwidth required.

[0170] The data carousel server supports three types of
carousels:

[0171] data carousel—This carousel stores any
resource, for example, images, applets, configuration
files.

[0172] Trigger data carousel (TD)—This carousel is
similar to the data carousel, but any applet stored on
this carousel can also be associated with file triggers,
for enhanced TV, on a trigger carousel.

[0173] Trigger Carousel (T)—This carousel stores
eTV triggers.

[0174] The data carousel server creates objects in the
Mediacast signaling protocol (MSP) format, and uses the
multimedia streamer (MMS) components to transport the
MSP objects to the downstream network. Carousels are
updated via posting of CDF.

[0175] The primary functions of the data carousel server
and the MSP are to:

[0176] Broadcast a list of names and locations, e.g.
file system or URL to resource location

[0177] Deliver named data resources, e.g. JAVA
applets, HTML content

[0178] Reference named video resources, e.g. MPEG
still I-frames, P-frames

[0179] Reference named data resources (unspecified
private-text)

[0180] Group resources together in named entities
called MSP namespaces; these groupings may relate
resources to an application

[0181] Support multiple protocol bindings for multi-
cast IP, Digicipher II, and MPEG private sections.

[0182] Provide integral failover mechanisms
ediacast Signaling Protoco jects
0183] Medi Signaling P 1 (MSP) Obj

[0184] An MSP namespace consists of a set of carouseled
objects. An MSP namespace has a name, and one directory
tree, with one root directory. An MSP namespace can span
one or more transport locations. There may be more than one
namespace available to a client. The MSP namespaces,
carousels, and transports are configured via an XML con-
figuration file.

[0185] There are five types of MSP objects:

[0186] Data objects—Data objects contain raw data
resources.

[0187] Directory objects—Directory objects form a
list of resource locations, and can reference other
directory objects, data objects, audio and video
resources.

[0188] Notification objects—Notification objects
contain a list of objects that have changed and give
the client a general mechanism to determine if a
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resource has changed using minimal hardware fil-
tering. They also facilitate directory cache construc-
tion.

[0189] System information objects—System infor-
mation objects contain the locations of MSP
namespaces, associate a name to an MSP namespace,
and locate the entry point of the directory tree
associated with it.

[0190] MSP Transports

[0191] MSP objects may be transported in a variety of
ways. In the application server, one or more MSP blocks are
contained within a DCII private_stream_message section.
Private-text packets are then encapsulated into MPEG trans-
port stream packets, and are carouseled by the MMS inband
or out-of-band MPEG transport streams.

[0192] Multimedia Streamer (MMS)

[0193] A multimedia streamer (MMS) consists of the
audio/video/terminal server (AVTS) that delivers the units of
audiovisual information sent by the system to the user’s
set-top box. It also contains the out-of-band servers (the
MMS_OM1000) and the downstream router (DSR). An
external MMS also requires a cache manager to transfer
content from the application server (AS) or content proces-
sor (CP) to the MMS. In general the MMS is hosted as an
AS which eliminates the need for additional content trans-
fers.

[0194] AVTS Audio and Video Services

[0195] The AVTS is responsible for delivering MPEG
video and Dolby AC-3 audio streams to the set-top box. A
special MPEG multiplexer (MUX) card, controlled by the
AVTS, streams data onto the cable network.

[0196] In its video and data roles, the AVTS provides the
following:

[0197] Ability to play full motion video files

[0198] Ability to play MPEG I-frames (full-screen
images)

[0199] Ability to play MPEG B-frames (MPEG
“layerl’)

[0200] Ability to play MPEG replacement P-frames
(subscreen sized images)

[0201] Ability to play MPEG motion vector P-frames
[0202] P-frame effects:

[0203] Full-screen smooth scrolling in four direc-
tions (scroll command)

[0204] Partial-screen smooth scrolling in four
directions (xpanel command)

[0205] Play a group of (strictly nonoverlapping)
replacement P-frames (post)

[0206] Construct an I-frame from various FMB file
sources (with optional P-frame updates played
afterwards)

[0207] Ability to send in-band data

[0208] Ability to pause or resume, fast forward, and
rewind full-motion video
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[0209] MPEG Card (LMC)

[0210] The information platform uses the information
platform drop and insert LMC. An information platform PCI
adapter based on the PowerPC CPU performs the MPEG
multiplexing. The information platform drop and insert
LMC is capable of accepting one input and producing four
output streams. Each output stream is generated indepen-
dently so users on different cable system segments can be
isolated, thus expanding the bandwidth available per seg-
ment. Drivers for LMC are available for SPARC Solaris.
The LMC board is a PCI-based adapter card that is MPEG-2
transport stream compliant and can concurrently transmit
and receive MPEG-2 transport streams. The board uses the
PowerPC 403GCX as its on-board processor. The primary
on-board memory is high-speed SRAM with a 128 MB-per-
second burst rate. The on-board processor off-loads sched-
uling of user data requests from the host system.

[0211] The LMC performance can be summarized as
follows:
[0212] 100% wusage of four concurrent MPEG-2
streams at the 64 QAM rate of 26.97 Mbps or the 256
QAM rate of 38.81 Mbps.
[0213] The four output streams can be combined
using the information platform interface translation
PCI board to form single DVB-ASI stream with up
to 107.88146 Mbps payload data rate (DVB-ASI
transport rate is 270 Mbps)
[0214] IMC’s flexible architecture can accommodate
numerous applications with features that include:
[0215] Real-time playing and recording of MPEG-2
streams (operations can be simultaneous)
[0216] Real-time analysis of MPEG-2 transport
streams

[0217] Real-time program extraction
[0218] Real-time program insertion

[0219] Delayed transmission of MPEG-2 streams
(stream buffering)

[0220] The supported interface for single input is DVB-
SPI (LVDS).

[0221] Supported interfaces for four outputs include:

[0222] DVB-SPI (LVDS)
[0223] DHEI

[0224] TAXI

[0225] DVB-ASI (Coaxial)

[0226] DVB-ASI (Fibre Optic)
[0227] MMS_OM1000
[0228] This server communicates with specialized hard-
ware to deliver out-of-band data, such as updates to the
set-top box internal data store, to the set-top box. Any
request that can be sent via the in-band data channel may be
sent out-of-band. Generally, the MMS_OM1000 is used to
send OOB directories and files, subjecting all data to rate-
throttling to prevent buffer overflow in the set-top boxes.
[0229] The data may be:

[0230] Broadcast to all set-top boxes

[0231] Multicast to a group of set-top boxes

[0232] Single-cast or “addressed” to a single set-top
box
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[0233] Downstream Router (DSR)

[0234] The downstream router manages the routing of
out-of-band messages to the appropriate communications
facilities (MMS process) for transmission to the set-top
boxes. In a small cable system, a minimal information
platform head-end has a single Out-Of-Band Modulator,
such as the Motorola OM1000, to deliver all out-of-band
downstream data to the set-top boxes. To provide scalability
for larger cable systems, or if smaller cable systems are
consolidated for servicing by a single information platform
head-end, multiple out-of-band downstream channels are
required. The downstream data traffic generated by applica-
tion server is routed to the correct Out-Of-Band modulator
for transmission to the appropriate set-top boxes by the
downstream router (DSR). Application processes commu-
nicate directly with the DSR, and the DSR routes the
messages to the proper MMS_OM1000. There is one
MMS_OM1000 for each Out-Of-Band modulator used by
application server.

[0235] Smart Caching

[0236] Cache managers 37 (see FIG. 3) are responsible for
accepting requests for content and handling the steps
required to deliver the content to the necessary location.
Once content is pulled from the Internet, the crawler 35
deposits the unrendered content (HTML, JPEG) into source
cache. The rendered 36 cache is a storage area for content
that has been converted into a particular form (MML).
Because the scheduler 38 instructs the crawler to pull
content on a scheduled basis, a prerendered copy is typically
found in the source cache, and the rendered copy is found in
rendered cache. When a process needs to fetch content, it
requests the local cache manager to resolve the URL for the
content.

[0237] The cache manager checks the local rendered cache
for the content and notifies the application if the content is
present. If the content is not local, the cache manager must
resolve the URL. To resolve the URL, the cache manager
sends a message to all cache managers on content processor
hosts that have been configured to resolve URL requests.
They are running on hosts with a crawler and renderer. The
content processor cache managers all check their local
caches for the requested URL and reply with the timestamps
and status for their local source and rendered caches. In
addition, the current workload of each content processor
cache manager is returned to the cache manager.

[0238] The cache manager then implements information
platform’s smart caching by evaluating the status of all the
caches and selecting one of the following mechanisms to
best fulfill the application’s request:

[0239] 1If valid content resides in a rendered cache of
one of the content processors, the cache manager
immediately copies the content to the rendered
caches.

[0240] If the valid content is in a source cache, but
not rendered, the cache manager first directs the
cache manager on the content processor to render it
and then copies the content to the rendered caches.

[0241] If the content is not in a source cache, the
cache manager directs the least busy crawler to get
the source and render it, and then copies the content
to the rendered caches.

[0242] Once the CM finishes the copy, it responds to the
application. The application uses the content, assured that
the proper content is in the rendered cache.
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[0243] Content Processor (CP)

[0244] A content processor (CP) cluster produces digital
cable system compatible (rendered) content from standard
Web content retrieved from the Internet. Multiple content
processors operate in a CP cluster to provide load-balanced,
distributed rendering. The rendered content is made avail-
able to all the application and MS processes by the distrib-
uted, smart caching subsystem. content processors consist of
Intel multi-CPU servers running Linux, or Sun servers
running Solaris. Each CP requires a standard set of infor-
mation platform processes to integrate with the information
platform. These processes are the supervisor, Log server,
and cache manager. CP processes involved in accessing the
Internet and rendering content are the scheduler, crawler,
and renderer server and renderer agents. Content is rendered
in response to scheduled requests, which are initiated
according to a schedule file. The schedule file lists the
content and the fetch timing. The specific processes of the
content processor are discussed individually below.

[0245] Crawler

[0246] The crawler responds to batch fetch requests. Batch
fetch requests are initiated by the scheduler according to its
schedule file. The crawler ensures all content for a request is
pulled and stored on the server. It also performs limited
post-processing of the crawled content, such as converting
http: to file: and adding meta-tags for specific HI'TP header
information.

[0247] The crawler’s specific functions are to:

[0248] Crawl the Web to fetch HTML documents and
their referenced assets

[0249] Place the crawled assets in the appropriate
source cache directory on the server

[0250] Reply with crawler progress messages to the
requesting client

[0251] Recursively fetch content down to a specified
level from a base URL for batch crawls

[0252] Handle form submissions

[0253] Crawler Semantics

[0254] The crawler is intelligent about fetching data from
the Internet. When instructed to fetch an HTML document,
the crawler only fetches the document if it is newer than the
one on the application server, based on the modification
dates provided by the Web server. When the crawler checks
the modification dates of the content referred to by the
HTML document, it loads only those files that are absent or
whose modification dates are newer than the versions on
application server. If the assets have changed, they are
fetched. Once new data are fetched, the requester is
informed because it is likely for the requester to request a
re-render of this content. The crawler also supports a mode
where a fetch is performed regardless of whether the content
has changed or not. This mode can be used when accessing
sites that are known to return incorrect modification times
from the Web server.

[0255] Scheduler

[0256] The scheduler ensures that content is fetched, ren-
dered, and copied to the appropriate locations for use. The
scheduler triggers an update through the cache manager. The
cache manager, in turn, manages the fetching (via the
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crawler) and the rendering (via the renderer) on a scheduled
basis. Information about when to fetch from which Web sites
is contained in a configuration file. The scheduler manages
the fetching of HTML and application data. HTML is
fetched and rendered as it arrives. Once crawling and
rendering is complete, the cache manager responds to the
scheduler, which oversees any post-processing of the Web
content.

[0257] Post-processing varies depending on the Web con-
tent. Thus, the scheduler is provided with post-process
methods specific to each entry. This program (which may be
a binary program or script) may be run before or after the
finalization step, depending on what is specified in the
configuration file. The file format used by the scheduler, is
similar to the file format used by the Unix “cron” system.
Comment lines begin with a # (pound sign). The file contains
information about which URL to crawl and when.

[0258] Renderer

[0259] Most content requires rendering before it can be
displayed on the set-top box. The renderer converts the
content into a format compatible with the user’s set-top box
hardware. It does this by accepting URLs of HTML files that
are stored locally, and then parsing and rendering the HTML
to produce output image files (FMB) and output CPML or
MML.

[0260] Operation Modes

[0261] The renderer operates in batch mode. Batch mode
is for rendering pages that are not currently being requested
by a user but are prescheduled to fill the rendered cache.
Batch mode is noninteractive broadcast managed content
uses the batch mode only. The renderer also supports a
layout preview mode that emulates a system running the
microbrowser. All the pages for this mode are limited to a
single screen of information. All pages longer that a single
screen are clipped at the bottom. In this mode, there is
additional information displayed below the screen capture. It
includes the size (in bytes) of each asset, produced by this
page, that are broadcast by the Mediacast server and whether
the background I-frame is modified or not.

[0262] Information Platform Layout Engine

[0263] The information platform layout engine processes
HTML documents and allows expansion to other document
types. All requests to render HIML pages result in a
translation of these pages to CPML, and the production of an
FMB file containing the MPEG compressed page informa-
tion. The CPML file contains a description of the result of
the information platform layout engine placement policies.
The information platform layout engine placement policies
produce TV-centric layout of document elements, optimally
arranging the content in the output buffer prior to compres-
sion to MPEG format. The CPML file identifies the locations
and layout of important document assets (animations, hot
zones, links) required by application server applications and
server processes. All important page assets are described by
using the CPML constructs such as anchors, form elements,
and animated GIFs.

[0264] After layout, the information platform renderer
quickly and effectively compresses the output buffer to
MPEG syntax in the FMB file format. All dynamic objects,
such as form elements, are laid out on MPEG macro-block
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boundaries, having been scaled to the appropriate 16x16
pixel block boundaries where necessary. The FMB file is
guaranteed to have the same width as the TV screen and the
height is guaranteed to be at least the height of the screen.
The FMB file information is efficiently transcoded to one or
more MPEG frames for transmission to digital set-top
boxes.

[0265] Standard Web-Based HTML Rendering

[0266] The information platform layout engine supports
HTML 3.2 specification. Almost all the HTML 3.2 tags are
supported. The only exceptions are scripts and applets. The
information platform layout engine is preferably extendable
to HTML 4.0.

[0267] Microbrowser Rendering

[0268] The information platform uses the thin client model
to provide a Web browser on digital set-top boxes that would
otherwise be too slow. In the thin client model, a server
performs the major part of the processing work, off-loading
the client and permitting superior performance for complex
activities.

[0269] The system’s typical operation is as follows:

[0270] 1. A server fetches content from the Web and
performs the initial translation, layout, and rendering. The
server caches the converted content for future reuse, and
crawls the Web as configured by the server administrator to
refresh the cached data.

[0271] 2. The server continuously transmits the Web data
to the client in an MPEG video stream. The server puts
images of the rendered Web page in MPEG I-frames and
MPEG P-frames. In addition, the server transmits some
additional information about the Web page’s characteristics
in an MPEG data stream. This additional information defines
foreground text, hotzones, and hyperlink URLs. This is
contained in an MML tile that is transcoded from the
original HTML.

[0272] 3. The digital set-top box already contains dedi-
cated MPEG hardware for video and audio decoding, so it
uses the same hardware to decode the MPEG data from the
server. This frees up the set-top box’s central processing unit
(CPU) to perform other tasks.

[0273] 4. The client software uses some of these freed-up
CPU cycles to run a small but powerful microbrowser that
interprets the contents of the MML tile. MML provides
simple commands for drawing lines and text. In combination
with the MPEG image data, MML lets the user navigate
hypertext links.

[0274] Cache Directory Structure

[0275] Every rendered presentation resides in its own
directory. The name of the directory is composed of the
rendered cache prefix and full URL of the presentation. For
example, the URL http://www.liberate.com/index.html
resides in the directory /prefix/www.liberate.com/in-
dex.html/, and all the files are contained there. Within the
directory is the CPML file, the main FMB file containing
rendered images, and one or more subdirectories containing
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the rendered assets (animated GIFs, form elements) for the
given CPML file. Taking this example a step farther, if there
is an animated GIF on the same page, with a URL of
http://www.liberate.com/images/anim.gif, it is rendered as
separate frames into the /prefix/www.liberate.com/images/
anim.gif/directory. Each frame is called fmb.TIMES-
TAMP.seqence_number. The same scheme holds for all
special assets of the presentation (animated GIFs, forms,
frames).

[0276] The following discussion provides a background
on the context in which the cache control and update
mechanisms operate.

[0277] Broadcast Managed Content Browsing

[0278] The information platform uses a managed-content
approach to provide an intranet-like service for television
subscribers, allowing them access to a controlled set of
services and content—rather than providing subscribers
with full Web access. Navigation is restricted to following
the hyperlinks. The sites featured within the managed con-
tent have disabled the hot links that lead users off the site.
Using managed content lets operators and their strategic
partners present subscribers with a collection of valuable,
aggregated Web sites specifically tailored and enhanced for
television viewing. Direct URL entry from a wireless or
virtual keyboard is not permitted, and the Internet is only
checked for content updates on sites that are registered in the
scheduler. This closed content environment offers promo-
tional opportunities for the operator along with a means of
generating revenue, as content providers and advertisers pay
for exclusive access. All valid managed content is rendered
to MPEG and MML format in the content processor cache,
as required. The converted content is then posted to the
Information Mediacast server for MPEG transmission and
display on the user’s set-top box.

[0279] Scheduled Updates

[0280] A scheduled content update mechanism is provided
via server configuration files, which allows content to be
retrieved and converted periodically to MPEG in the content
processor cache before a user request is generated. This
facility is maintained at the server by the system operator. It
allows the content processor cache to be preloaded with
content, eliminating the Internet access and conversion
latency for the initial access to that content when next
requested by a user. The transfer latency to the displayed
cache is small relative to the Internet crawl and MPEG
conversion steps.

[0281] Store and Forward Server

[0282] The store and forward server enables Java appli-
cations running on the client to send non-priority data to any
server on the application network.

[0283] This could include:

[0284] Client application usage statistics sent to a
database on the application network

[0285] E-commerce purchase information sent to the
destination Web server as if the purchase had taken
place on the Web

[0286] Note that any data the proxy server sends to the
set-top box is sent as a UDP packet. This UDP packet is
received by the NC1500 and sent downstream to the set-top
box via OOB. For this to work correctly, a route (or routes)
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must exist for the set-top IP addresses to the NC, which is
the gateway to the OAM&P network where the set-top boxes
reside.

[0287] The store and forward mechanism consists of two
distinct parts:

[0288] Client-side code in the microVM
[0289] Server-side proxy server processes
[0290]

[0291] The imprint server enables operators to gather
statistical information on user interaction with the informa-
tion platform.

Imprint Server

[0292] Statistics are collected for the following:

[0293] Master Application. These statistics include
the duration and exit time for all applications, master
application menu display, and eTV icon display.

[0294] TV ticker. These include such statistics as the
category that was viewed and the length of time that
a story was viewed.

[0295] Microbrowser. These include such statistics as
the URL that was selected, and the duration at URL.

[0296]

[0297] FIG. 7 depicts a logical view of the steps involved
in collecting user events from the set-top box to generate a
text file of statistics.

Imprint Architectural Overview

[0298] The imprint server architecture consists of:

[0299] Stats API—This is middleware that resides on
the digital terminal. It facilitates the gathering of user
events from different applications For example,
when a user selects the guide application from the
master application, an event is sent from the set-top
box 16 to the Stats API. The Stats API then sends
these user events to the store and forward proxy 29
in a batch.

[0300] Store and Forward Proxy—This is a server-
side construct that facilitates upstream communica-
tion for the digital terminal via the NC1500. When
user-event data is received by the proxy, it is con-
verted to a standardized format by the store and
forward proxy imprint plug-in and then sent to the
imprint server 28.

[0301] Imprint Server—This is the Netscape Server
Enterprise plug-in that facilitates HTTP communi-
cations from both the imprint client and the imprint
fetcher 70. When contacted by the store and forward
proxy, it reduces the received information into single
events and saves them in a flat text file 71.

[0302] Imprint Fetcher—This is a daemon that col-
lects data from one or more imprint servers and saves
it in a central log file.

[0303] Imprint Data Bridge—This is a utility that can
be used to import the flat file into the database.

[0304] Monitoring and Control
[0305] Operator Management Interface (OMI)

[0306] The operator management interface (OMI) pro-
vides centralized management (from local or remote loca-
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tions) of configuration information for all information plat-
form servers. The interface operates over an Internet con-
nection to a Unix-based server.

[0307] The OMI is a utility implemented in Java to
monitor and control the application server. The OMI pro-
vides the capability to view log messages, start up and shut
down the system, monitor and terminate user sessions, and
monitor downstream bandwidth. Because the server is run-
ning on the Unix operating system, the complete suite of
Unix tools and utilities are available for problem determi-
nation and resolution. This includes snoop, telnet, ftp, and
others. A character-based tool similar to the OMI is also
available for those with limited access to the server. An
information platform operator uses the graphical OMI to
configure and monitor an application server (see FIG. 8).
The graphical OMI provides such features as a menu bar
100, server tabs 101, host tabs 102, a message area 103,
server control buttons 104, host tabs 105, and a status control
panel 106.

[0308] Using OMI, operators monitor system activity and
perform certain administrative duties, including the follow-
ing:

[0309] Monitor the system status. OMI monitors sys-
tem resources.

[0310] Start up or shut down the system. If instructed
by Technical Support, an operator may shut down
and subsequently restart the system. If a staged
shutdown is required, the operator may use the Input
server interface to block any new logons.

[0311] Display log messages. OMI displays recorded
log messages. The operator may highlight a log
message to view details about that message.

[0312] Display sessions. OMI displays the number of
users currently on the system. It also lists all user
sessions and displays the controlling application.

[0313] Clear sessions. An operator may clear an
existing session through the OMI Session Manager
panel.

[0314] Listregistered applications and media servers.
OMI lists the applications and media servers that
have registered with the Session Manager.

[0315] Display the scheduler file. OMI lists the
scheduled fetches along with active fetches currently
being performed.

[0316] Trigger scheduled fetches. Operators may
manually trigger a scheduled fetch.

[0317] Add, change, or delete a fetch. Operators may
add a fetch to the scheduler file, delete a fetch, or
change existing fetch details.

[0318] Fetch on the fly. Operators may trigger an
unscheduled fetch.

[0319] Monitor system performance. Operators can
use the AVTS panel to monitor system bandwidth to
ensure acceptable performance.

[0320] Manage cache. Operators can see how system
cache is being managed and purge cache using the
cache manager. Typically, problems are detected by
monitoring the OMI for server log messages. The
operator can then telnet into the system and fix the
problem, or restart the system through the OMI. The
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system is also capable of detecting fatal faults and
restarting itself without human intervention. Much of
the fault tolerance is configurable by the system
operator.

[0321] Command

[0322] Command is a browser-based interface for config-
uring, monitoring, and maintaining the TV ticker and
imprint servers. It allows the user to perform most server
maintenance functions on a regular or occasional basis.
Command does this by keeping track of which software
packages and servers are installed on which machines.
Command can be accessed from browsers on Solaris work-
stations or PCs.

[0323] The Command server uses the following commu-
nication protocols:

[0324] XML transmitted over HTTP to talk to the
other application servers. Each server has unique
XML-based schema for describing configuration
information.

[0325] JDBC to communicate with the command
database. Command uses an Oracle RDBMS to store
configuration data. Standard tools can be used for
performance tuning, load balancing, viewing, mir-
roring, and backing up the database.

[0326] As the network operator enters changes in com-
mand, the new parameters are stored in the command
database but are not immediately propagated to the servers.
The servers must be updated or restarted from the “Moni-
toring and Control” panel to apply the changes. The servers
do not need to be rebooted after receiving new configuration
information.

[0327] Command communicates with the TV ticker server
in the following manner:

[0328] 1.The TV ticker server identifies itself to command
at startup and requests its configuration information.

[0329] 2. Command authenticates the server, verifying
that the server is permitted access to the requested configu-
ration information.

[0330] 3. Command transmits the configuration informa-
tion, allowing the server to successfully start up and operate.
Each server also caches its last known configuration infor-
mation in a local file, allowing the server to start up and
operate in the event that command is offline.

[0331] TV Navigator

[0332] TV navigator is a thin, portable Internet-enabled
client running on a set-top box (such as the one shown in
FIG. 3), providing a platform for enhanced TV applications
and services. The presently preferred TV navigator runs on
the Motorola DCT 2000.

[0333] Client Organization

[0334] The TV navigator 33 (see FIG. 9) is a middleware
environment that shields application developers from the
need to write content and software for different set-top
environments. All content and applications 190 are written
to the middleware environment rather than to a specific
set-top platform 191. Applications reside on top of the
middleware. The middleware is implemented using the
resources available on the specific set-top environment to
which it is ported. The DCT 2000 typically has 1.5 MB of
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RAM, 1.0 MB of Flash, a small amount of NVRAM, and a
25 MHz processor, that is available to applications.

[0335] MICROVM APPLICATION ENVIRONMENT
(LMAE)

[0336] An important component of the client is the
microVM application environment (LMAE) 50. It is a
Java-based middleware environment that provides TV con-
trol, subscriber input control, a core user interface, and a
framework for enabling new applications to be developed
and loaded without updating the firmware on the set-top box.
Network operators can easily create, customize, and enhance
these applications to change the look and feel of the Inter-
active TV.

[0337] The LMAE performs the following functions:

[0338] Interprets Java applications written to the
LMAE APIs

[0339] Integrates the applications with the TV broad-
cast signal (as appropriate) and displays the results
on the TV screen

[0340] Listens for broadcast content and displays the
results on the TV screen

[0341] Handles interactions with the network, the
user-input devices, and other set-top box compo-
nents

[0342] The client allows the following kinds of applica-
tions to be written:

[0343] Broadcast electronic programming guides
(EPGs)

[0344] Broadcast browsing (Web browsing of prese-
lected content over the broadcast channel)

[0345] Broadcast-enhanced television applications
(eTV, ticker, games)

[0346] ILMAE Minimum Requirements

[0347] The LMAE has been designed to maximize the
potential of the resource constrained set-top boxes.

[0348] The following list indicates the minimum resource
requirement for the set-top box:

[0349] 1 MB flash and 1.5 MB DRAM and a small
amount of NVRAM

[0350] 16- or 32-bit processor*25 MHz processor
(0.5 to 1 MIP available for user tasks)

[0351] Graphics capability of at least 352x480 with
4-bit color

[0352] Optional: limited, low-bandwidth upstream
for store and forward and imprint.

[0353] Java Virtual Machine and Virtual Machine

[0354] The design philosophy of the virtual machine
(LVM) implementation is to maintain compliance with the
Java™ Virtual Machine (JVM) specification as much as
possible within the memory and other constraints of the
underlying device platform. With some exceptions, the
herein disclosed VM is compatible with the JVM defined in
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the Java™ Virtual Machine Specification (Java Series).
Applications written for the LVM also run on any standard
Java VM.

[0355] The presently preferred VM supports all standard
Java virtual machine features except for the following:

[0356] Floating point operations. The LMAE does
not support the two Java floating point types float
and double. Java APIs that require float or double are
therefore either not supported or supported in a
modified form.

[0357] Threads. Threads enable Java applications or
applets to perform multiple tasks simultaneously.
Due to memory constraints, few set-top boxes or
other connected devices provide native thread sup-
port; therefore, Java threads are not supported in the
LMAE.

[0358] Java Native Interface (JNI). The LMAE does
not implement the JNI because the invocation of
native functionality by the virtual machine is device-
dependent and therefore not easily portable. It is also
a security advantage to allow only the virtual
machine to have access to native functions.

[0359] User-defined class loaders. The LMAE does
not support user-defined class loaders. It has a built-
in class loader that cannot be overridden by other
applications.

[0360] Reflection. Reflection refers to the ability of
Java programs to inspect the number and contents of
classes, objects, methods, fields, and other runtime
structures inside the virtual machine. This is a very
costly feature and is not supported by the LMAE.
Consequently, features that rely on reflection—such
as RMI, serialization, and profiling—are also not
supported.

[0361] Opcodes. The majority of the unsupported
opcodes are memory-access or math opcodes related
to float, double constants, and variables.

[0362] Core APIs

[0363] Rather than including a proprietary set of Java
APISs, the application environment supports a subset of the
following standard core Java packages:

[0364] java.lang—Provides classes that are funda-
mental to the design of the Java programming lan-
guage. The LMAE therefore implements most of the
package.

[0365] java.applet—All LMAE applications run as
subclasses of java.applet. Applet.

[0366] java.io—Provides for system input and output
through data streams, serialization, and the file sys-
tem. Only a few classes that are relevant for set-top
and device-based applications are included in the
LVM.

[0367] java.net—Contains classes for implementing
networking.

[0368] java.util—This package contains the collec-
tions framework, event model, date and time facili-
ties, internationalization, and miscellaneous utility
classes.
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[0369] java.awt—Provides classes for creating user
interfaces and for painting graphics and images. The
lowest level AWT classes contain graphics and event
support.

[0370] java.awt.event—Provides interfaces and
classes for dealing with different events fired by
AWT components.

[0371] java.awt.image—Provides classes for creating
and modifying images. Note that most classes sup-
ported in the LMAE contain a subset of the methods
defined in the standard Java equivalent. Refer to the
microVM API Reference for details on these sup-
ported classes.

[0372] Extension APIs

[0373] The following discussion describes a set of APIs
that together form extensions to the standard Java API
supported in the LMAE. These APIs are part of the lbrt
package.

[0374] The Ibrt package is divided into the following
subpackages:

[0375] Ibrt.applet—Classes and interfaces related to
communication between applets and the application
manager. LMAE applets run in an environment
unlike most Java applets. Rather than running in the
context of a Web browser, LMAE applets run in the
context of a set-top box.

[0376] Ibrt.datapoint—Classes and interfaces related
to communication between the client and the
Datapoint server.

[0377] Ibrt.graphics—Classes and interfaces related
to television graphics extensions.

[0378] Ibrt.io—Classes and interfaces related to mul-
ticast file systems, stream 1/O, and network commu-
nications.

[0379] Ibrt.net—Classes and interfaces to related to
communicating with third-party servers.

[0380] Ibrt.tv—Classes and interfaces related to set-
top devices.

[0381] Ibrt.util—Various utility classes and inter-
faces, such as timers.

Class Summary for Ibrt.util

Timer An abstraction of a timer.

TimerEvent A timer event passed to a TimerListener when a timer goes
off.

[0382]

Class Summary for lbrt.applet

AppletAdapter Provides the MasterApplet the means to stop, start,
pause, and resume a TVApplet.

Provides low-level services for management of
TVApplets over their life cycle.

AppManager
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-continued

Class Summary for Ibrt.applet

MasterApplet  An application built to control and customize the Liberate
Application Environment. It has privileged access
such that it has the ability to start and stop other
applications.

TV Applet Provides the functionality of an application built to run

within the Liberate Application Environment for TV.

[0383]

Interface Summary for Ibrt.datapoint

Interface Description

AttributeEntity Accesses and manipulates data entities.

ServiceEntity Returns a service object containing all the attributes of
the specified service, including values inherited from
more generic entities.

[0384]

Class Summary for Ibrt.datapoint
Class Description
Manager Initializes the connection to Datapoint, loads attributes and

services from the set-top box, and provides access to the

attributes and services.

Implements a Datapoint service; accesses service attributes by

implementing the Entity interface.

User Represents a User with attributes and services; accesses
attributes by implementing the AttributeEntity interface and
services by implementing the ServiceEntity interface.

Service

[0385]
Exception Summary for Ibrt.datapoint
Exception Description
DatapointException Datapoint Exception.

[0386] Master Application

[0387] A portion of the middleware platform is dedicated
to managing both Java and native applications resident in the
set-top box. The master application 192 handles download-
ing and installing of applets, security, sandboxes, authenti-
cation, and other issues. The external interface to the appli-
cation manager (the interface exposed to applets) is a static
class called AppManager 193. Applets use the AppManager
interface to call other applications (both native and Java), to
register for events, and for other inter-application commu-
nication.

[0388] Multiple Application Support

[0389] The following discussion describes how the LMAE
supports Java applets and native applications.
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[0390] Java Applets

[0391] The LMAE supports the loading and running of
multiple Java applets simultaneously. Although the LMAE
does not support Java threads, the event-driven nature of the
environment allows multiple applications to run at once in a
cooperative fashion. The LMAE event model allows appli-
cations to register event listeners for various categories of
events. The occurrence of these events results in the execu-
tion of application code.

[0392] Native Applications

[0393] Native applications, i.e. those applications written
to the set-top API rather than the LMAE, may be down-
loaded to flash by an MSO in the traditional NAC/DAC
method and may coexist with the LMAE and LMAE applets.
The invention provides a message-based API for native
applications to communicate with the LMAE and coordinate
resource sharing. This API allows friendly integration
between the LMAE and native applications, as well as other
third-party interfaces.

[0394] The native application message API provides the
following categories of services:

[0395] Transition control, for coordinating the tran-
sition to foreground status between the LMAE and
the native application

[0396] Memory-usage level negotiation between the
LMAE and the native application

[0397] Communication between native applications
and Java applets

[0398] Launching of Java applets by native applica-
tions

[0399] The general paradigm allows for one application
environment at a time (either the LMAE and its applets or
a friendly native application) to be the foreground applica-
tion. The foreground application has exclusive use of set-top
resources such as the tuner, the OSD, front panel display,
audio, and so on. When not in the foreground state, native
applications are limited in the types of activities they can
perform. Certain types of activities, such as processing
out-of-band data in the background, are still available.

[0400] Application Environment

[0401] In general, Java applets are downloaded from an
external source and run in a sandbox. The sandbox ensures
that the applet is run in isolation from other applets and
enforces certain security restrictions. Applets downloaded
from untrusted sources are given the least access to system
resources, including memory, bandwidth, and APIs.

[0402] Resource Management

[0403] There are four main methods for applications to be
downloaded to a set-top device:

[0404]
[0405]
[0406]
[0407]

Traditional NAC/DAC DLS to flash
MSO controlled out-of-band data carousel
MSO controlled in-band data carousel

Third-party controlled in-band data carousel
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[0408] Security Using Sandboxes

[0409] Each downloaded applet is run within its own
self-contained environment, referred to herein as a sandbox.
Because the platform allows concurrently running applets,
some amount of application level security is necessary to
ensure that one applet does not directly affect another applet.
Consequently, the LMAE includes a lightweight security
manager (part of AppManager) that protects portions of the
Java runtime system from inappropriate use. In addition to
executing each applet in its own sandbox, the LMAE
enforces sandbox restrictions based on the applet’s security
level.

[0410] An applet’s security level affects both the resources
allocated to it and its access to LMAE APIs.

[0411] The sandbox model ensures the following:

[0412] Each applet has its own call stack and memory
heap.

[0413] Only a limited, predefined set of APIs is
available to the application. The set of APIs available
is determined by the applet’s security level.

[0414] Applet downloading and class loading is per-
formed by the LMAE class loader. User-defined
class loaders are not allowed.

[0415] The set of native functions accessible to the
virtual machine is closed. This means that applets
cannot download any native code that is not part of
the LMAE.

[0416] The set of system APIs (such as those defined
in the previous sections) cannot be overridden by
applet code. This ensures that any calls to the stan-
dard APIs execute only authorized code.

[0417] Memory Management

[0418] The LMAE provides memory management ser-
vices that allow the set-top device’s limited memory
resources to be shared by multiple applications.

[0419] Access to Flash

[0420] Access to flash is controlled solely by the MSO’s
cable network tools. Running applets do not have access to
store or read from-flash. Trusted applications may be down-
loaded to, and run from, flash.

[0421] Access to DRAM

[0422] Applications can perform dynamic object alloca-
tion, but only the LMAE virtual machine is able to directly
access memory. An application’s security level governs the
amount of memory it may use. Untrusted applications are
limited to a small amount of memory, restricted applications
are allowed more, and trusted applications are limited only
by available memory. In addition, if an application with a
higher security level requires more memory, an application
at a lower security level may be unloaded to free up space.

[0423] Access to NVRAM

[0424] Applications have access to a certain amount of
nonvolatile storage to allow for some degree of persistence
of state between invocations. The amount of NVRAM
available to an application is governed by its security level:
untrusted applications do not have access to NVRAM,
restricted applications have access to a small amount of
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NVRAM, and trusted applications to more. The LMAE
itself devotes a small amount of NVRAM for its own
internal use.

[0425] Hardware (Motorola Set-Top Box)

[0426] Motorola’s interactive digital consumer terminals
(DCTs) offer the latest in audio and video technology. The
DCT’s 64 and 256 QAM, digital processing technology
increases channel capacity over existing cable plants, while
providing improved audio and video quality. Motorola’s
DCT is configured to support real-time reverse path com-
munications, providing a gateway to the information plat-
form’s interactive services. To ensure the maximum level of
system security, the DCT product line employs the latest in
access control technology.

[0427] Standard Features

[0428] An example of the standard features included with
Motorola’s DCT 2000 are:

[0429] MPEG-2 main level profile video processor

[0430] ATSC standard Dolby digital (ac-3) audio
processor

[0431] ITU standard 64/256 QAM/FEC/enhanced
adaptive equalizer

[0432] On-board real-time RF return (256 Kbps)

[0433] High resolution bitmapped graphics display
(2/4/8 bit)

[0434]
[0435]
[0436]
[0437]
[0438]
[0439]
[0440]
[0441]
[0442]
[0443]

[0444] 4 line vertical blanking interval pass through
capability (closed caption)

6.8 Mb total memory

Messaging capabilities

Renewable security connector (TV passcard)
Clear analog channel processing

54-860 MHz tuner

Des based encryption/DCII access control
Digital diagnostics

2.048 Mbps out of band data receiver
Macrovision copy protection

Wide screen (16x9) video support

[0445] RF, baseband (video, I/r audio) ports

[0446] Audio loop through connectors

[0447] Internal application interface port

[0448] IR blaster port (high/low power capable)

[0449] 4 digit, 7 segment LED display

[0450] Switched accessory outlet

[0451] High/low speed data output ports (27 and 2
Mbps)

[0452] Full feature access from front panel

[0453] Audio loop through connectors

Page 28 of 36 (IPR2025-00351)
Stingray Group Inc. et al v. Hernandez-Mondragon

Feb. 12, 2004

[0454] Optional Features

[0455] Motorola and compatible analog descram-
bling (includes mono audio privacy)

[0456] Stereo audio privacy (requires Motorola ana-
log descrambling)

[0457]
[0458]
[0459]
[0460]
[0461]
[0462]
[0463]
[0464] S-video output

[0465] S/PDIF-Dolby AC-3 output

[0466] Advanced Audio and Video

[0467] MPEG-2 video decoder: highest picture qual-
ity and compatibility with a wide range of program-
ming

[0468] Video outputs: RF (Ch 3/4) baseband and high
quality component S-video

Zenith Z-Tac compatible analog descrambling
BTSC stereo decoder

High power IR blaster tether

Low power IR blaster tether

RF bypass switch or A/B switch

Telephone modem (14.4 Kbps)

Serial data output

[0469] Wide-screen aspect ratio capability for movie
like video display

[0470] Dolby Digital audio: access to the digital
audio bitstream is provided through an AC-3 S/PDIF
interface (optional)

[0471] Applications

[0472] Several applications have been designed for the
information platform environment.

[0473] All applications preferably have the following fea-
tures:

[0474] TLow memory and processor overhead
[0475] Designed to run on various set-top boxes

[0476] Fully customizable user interfaces based on
HTML and Java

[0477] Support for SNMP (simple network manage-
ment protocol), allowing monitoring and configura-
tion through command, and enabling network opera-
tors to track service availability and system
performance

[0478] Fully integrated with TV navigator and appli-
cations

[0479] The applications use open standards created by the
Internet and broadcast communities. By adopting industry
standards, network operators, system integrators and appli-
cations developers can leverage their existing technologies,
tools, skills, and content.

[0480] Master Application

[0481] The master application is the first applet to be
loaded by the microVM Application Environment (LMAE),
and performs the following functions:
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[0482] Registers for exclusive access to the MENU
key, so that selecting the MENU key brings up the
master application main menu.

[0483] Preloads any important applications such as
an EPG or possibly other flash-stored applications.

[0484] Manages the resources of the LMAE. It
allows only one application to run at a time. The
exceptions to this rule are EPGs, which should
always be left running, and the master application
itself. These two applications, when available, are
always left running. All other applications are loaded
and unloaded on demand.

[0485] Provides tiering capabilities to allow the
MSOs to establish the services being provided to a
particular set-top box. Some of the settings fields
(such as EPG Region, Country Code, Currencyl, and
Currency?2) can be modified on a per set-top box
basis, and this can be used to define tiers of service
such as “basic service” or “basic service plus
games.”

[0486] Supports the display of full-screen advertise-
ments during an in-band Mediacast channel load.
The images to be displayed are taken from the list in
the configuration file, and if no ads are found, it
displays the default Powered by XYZ screen.

[0487] Provides statistical information.

[0488] FIG. 10 shows the master application Home Menu
90 on top of a television broadcast.

[0489] Microbrowser

[0490] The microbrowser 194 (FIG. 9) is an LMAE
application that can be used to view broadcast managed
content that has been authored in HTML. The server soft-
ware handles retrieving and transcoding HTML content on
a set schedule. This transcoded content is then inserted into
the multicast file system for use by the microbrowser. When
activated, the microbrowser reads and displays the home
URL. These URLs can either be specified in the micro-
browser’s configuration file, or in an eTV trigger. The user
can then navigate the content in much the same manner as
regular interactive HTML content. Selecting some links
cause the microbrowser to read and display another page of
managed content, while other links start an application such
as a game. When users exit an application, they are returned
to the Web page from which the application was initiated.
Because much of the content can be pre-cached, managed
content can avoid the long latencies associated with the
Internet and produce response times of typically less than
one second. FIG. 11 shows a typical microbrowser screen.

[0491] TV Ticker

[0492] The TV ticker is a client/server application that
delivers dynamic, user-controlled news and information to
TV Navigator-enabled set-top boxes.

[0493] TV ticker provides the following features:

[0494] Dynamic, user-controlled news headlines and
full stories delivered directly to the TV
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[0495] Two User Interface (UI) options:

[0496]
vV

[0497] Full-screen ticker

[0498] News categories based on subjects of interest,
filtered on the client to eliminate scalability issues

[0499] Customizable Ul for operator branding with
advertising-ready design

ticker as a minimal overlay on full-screen

[0500] Automatic import and export of ticker data
(the operator simply configures URLs for the data
feeds, categories, and fetch intervals)

[0501] Automatic parsing of ticker feed into head-
lines and full stories

[0502] Multiple feeds for the operator to choose
from, including national news, business, sports, and
entertainment

[0503] Pre-integration with the Mediacast server for
broadcast of ticker headline and full story data

[0504] SNMP support
[0505]

[0506] TV ticker can be configured to import news stories
over multiple categories on regular intervals. For example,
TV ticker can be instructed to import the top 10 stories of a
category every 15 minutes. Multiple categories might
include national news, sports, financial news, and entertain-
ment. The TV ticker server makes HTTP requests to a
content feed server to fetch top stories. The categories and
number of stories to fetch are encoded in the URL, as
specified by the content feed supplier. TV ticker is config-
ured with different URLs for each feed that it is required to
import. The syntax or semantics of these URLs is dictated by
the content feed supplier. TV ticker reads only the import
format of the data that is returned by the content feed server.

[0507] Content Feed URL Syntax

[0508] TV ticker is configured to use a URL for each
category of news to be fetched. The syntax of the URL is
determined by the content provider. It should, at a minimum,
include the category and the number of stories to fetch. For
instance, a URL to fetch the top 10 sports stories might be
encoded as: http://www.content-provider.com/import?cat-
egory=sports&numStories=10

Importing Data into the TV ticker server

[0509] There are many ways to encode information in a
URL. Because the content feed server is the only piece of
code interpreting the URL, it makes sense that the content
feed provider define their own URL syntax.

[0510] Exporting Data to TV Navigator

[0511] TV ticker delivers content to the client using broad-
cast delivery through Mediacast. In this method, the Media-
cast server retrieves data from the ticker server and inserts
it into the broadcast stream. Mediacast uses HTTP to get the
news headlines and news stories, which are supplied by the
ticker server in CDF format. For full stories, the ticker-
supplied CDF file refers to Java Server Pages (JSP) used to
format the story. Mediacast then fetches the JSP from the
ticker server as it prepares the content items for carouseling
The ticker server returns HTML files for each JSP request.
Two Mediacast carousels must be created and configured for
delivery of ticker data.
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[0512] FIG. 12 shows an example of a full-screen TV
ticker display.

[0513] Games

[0514] The following discussion briefly describes some of
the games that may be provided with the information
platform.

[0515] Solitaire

[0516] This game requires the player to use all the cards in
the deck to create four stacks of cards from the same suite,
in ascending order. This stack is to be created at the top right
of the screen. The columns of cards are manipulated to
access the appropriate card to build the same-suit stack.

[0517] Grabber

[0518] The object of this game is to clear the screen of all
the colored balls as they drop from the top of the frame, and
before they crush the spring. There are nine levels of play.

[0519] Lagoon

[0520] In this game, the diver must shoot the fish before
the fish can touch the diver. The diver must also avoid being
shot by the jellyfish.

[0521] HoneyHunt

[0522] Inthis game, the player must uncover all the hidden
tiles of honey, and avoid all the bees. The game board
consists of tiles that are covering up the image of either a bee
or honey. A numbered tile indicates the number of its edges
touching bees’ tiles.

[0523] Spades

[0524] Spades is a team game with 4 players, where the
players sitting opposite each other play as a team. The
partners in a team work together to earn points through a
series of successtul bids. The first team to reach 500 points
wins. This game offers two modes: standard and suicide.

[0525] Golf

[0526] This game is similar to a real golf game. It can be
played by one to four players. The players use the remote
control to choose and swing the golf club, and to view game
information.

[0527] Vexed The objective of Vexed is to clear the grid of
all the symbol blocks by moving the same-symbol blocks
next to each other. Two or more same-symbol blocks destroy
each other as soon as they make contact.

[0528] Memory

[0529] The objective of this game is to uncover matching
pairs of hidden tiles.

[0530] ClickOut

[0531] This game consists of a board made of three to five
different colored pattern blocks. The object of the game is to
clear the board of all the blocks. To remove block users have
to find a sequence of two or more blocks that are connected
either horizontally or vertically; diagonals do not count. As
the user removes blocks from the board, the remaining
blocks drop down and to the left until there are no more
blocks to remove.
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[0532] Blackjack

[0533] As with the card game, this game requires the
player to beat the dealer in obtaining a hand closest to 21,
without going over.

[0534] Quiz

[0535] This game requires the player to correctly answer
trivia questions from three levels of play, and accumulate
enough points to win the level.

[0536] Picnic Aatics In this game, tiles, each showing an
ant, are placed on a 9x9 grid three at a time. A player must
remove as many as possible from the grid by sliding them
into rows of five or more. Each row must consist of only like
ants (ants of the same color and design), which may go in a
horizontal, vertical, or diagonal direction.

[0537] Breakout

[0538] This game is based on DX-Ball (also known as
Brick Out, Block Out). The game consists of a number of
“bricks” set in layered rows, a paddle, and a ball. The game
objective is to hit all of the bricks using the ball, and bounce
off the paddle.

[0539] Cannon Ball

[0540] In this game, there are six different colors of
cannon balls that you can fire, burst, and drop. The objective
is to eliminate all the cannon balls from the screen by
combining three or more like-color balls.

[0541] Snake

[0542] This game consists of a snake, mice, and obstacles.
The object of the game is for the snake to continue swal-
lowing the mice, while avoiding crossing its own tail or
crashing into obstacles.

[0543] Enhanced Television (ETV)

[0544] The purpose of eTV (enhanced television) is to
synchronize the presentation of additional content with a
broadcast program. The content can be an application devel-
oped on the LMAE (such as a game), or it could be HTML
content that is broadcast as part of the broadcast managed
content. This feature offers many benefits in terms of pro-
gram enhancements, or focused advertisements. As an
example, consider a cooking show on which an ¢TV trigger
(an icon) appears, indicating to the viewer that additional
information is available. The viewer selects the icon and is
presented with list of ingredients for a recipe that is being
demonstrated during the show.

[0545] Data Carousel Update Server (DCU)

[0546] The DCU provides a server process on the MMS to
support remote Web client uploading of applets, image, or
data files to the data carousel. This is where the enhanced TV
triggers (eTV triggers) can be created, deleted or modified.
The interface to the DCU server is accessed using any
HTML 4.0 and JavaScript-enabled browser (Netscape 4.72
or higher). The servers must be set up to have access to the
DCU, and the browser must be pointing to the server on
which the service is running.

[0547] Development Environments

[0548] The TV navigator is a middleware environment
that shields application developers from the need to write
content and software for different set-top environments. All
content and applications are written to the middleware
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environment rather than to a specific set-top platform. The
middleware is implemented using the resources available on
the specific set-top environment to which it is ported. An
important component of the client is the microVM applica-
tion environment (LMAE), a Java-based middleware envi-
ronment that provides TV control, subscriber input control,
a core user interface, and a framework for enabling new
applications to be loaded without updating the firmware on
the set-top device. Network operators can easily create,
customize, and enhance these applications to change the
look and feel of the Interactive TV subscriber experience.

[0549] Applications intended for the TV navigator Infor-
mation client are typically developed in one of two envi-
ronments:

[0550] On a PC, with no access to the set-top box
itself

[0551] STB (set-top box) or DCT environment

[0552] In the PC environment, developers do their initial
development work on a PC, and then verify that the pro-
grams operate properly in the actual STB environment. In an
STB environment, the developer has direct access to the
broadcast hardware that is found at a typical MSO (multiple
system operator), and is thus better able to design and test
applications directly in a broadcast environment while they
are developing.

[0553] TV Producer Information

[0554] TV producer is a content developer’s kit containing
information, tools, and examples to help applications and
content developers create Interactive TV content. TV pro-
ducer is intended for developers with previous Java expe-
rience. It contains the following components:

[0555] A set of tools:

[0556] Class File Parser. Disassembles a class file
and outputs a summary of its contents.

[0557] Static API Checker. Compares the APIs in a
compiled Java application to a list of microVM APIs.

[0558] Static Byte Code Verifier. Checks for valid
microVM bytecode in a compiled application.

[0559] JAR Optimizer. Optimizes access to a .jar file.

[0560] Vector Quantization Utility. Converts PC bit-
map images to the lightweight VQ (vector quantize)
file format.

[0561] Content Development for Microbrowser

[0562] Web content, such as HTML, is typically designed
for display on a high-resolution computer monitor with
access to millions of colors. The display quality of a
television is considerably poorer than a monitor. The micro-
browser uses the standard 16-color palette for drawing
foreground text and graphics. Any color references in the
source HTML of the content is mapped to one of the colors
in the system palette, which roughly approximates the 16
standard HTML colors.

[0563] The invention also comprises a layout tool for
previewing the content. The layout tool enables content
developers to preview their content in the information
platform environment without access to a head-end server
system, cable network, or set-top device. The layout tool is
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a CGI process hosted on a standalone content processor that,
when given the URL of a Web page, returns an HTML page
embedding the rendered preview of that page (as a JPEG
image) as it would look on TV navigator.

[0564] Customization Features

[0565] The invention provides MSOs with the ability to
customize the master application, and to a limited extent the
TV ticker. Some of the customizable features of the master
application include the logo, graphics, colors, positioning,
button labels, button actions and menus.

[0566] Background Graphics

[0567] The invention also enables content developers to
include aesthetically pleasing JPEG images into the back-
ground of an application. The I-frame can be a standard
24-bit JPEG file, which is stored on the application server
and sent to the transcoder. The transcoder converts this
JPEG file into an MPEG I-frame, allowing the set-top box
to render it. The MPEG I-frame is sent via an inband channel
to the client, and the client then overlays the applet on the
I-frame image. This technique enables content developers to
off load memory-intensive images to the server. The back-
ground graphics are always in 24-bit color, and 704x480
resolution, regardless of the graphics mode of the set-top
box. This means that all background graphics for applica-
tions, as well as the microbrowser content, remains the same
regardless of the set-top box’s graphics resolution.

[0568] Examples of background graphics include the
I-frame advertisements displayed by the MasterApplet,
background graphics for games, and the background man-
aged content displayed by the microbrowser.

[0569] Foreground Graphics

[0570] Foreground graphics refers to text, simple graph-
ics, and bitmaps that are drawn on top of the underlying
broadcast video or MPEG frames.

[0571] Examples of foreground graphics include the Mas-
terApplet main menu panel, all the TV ticker graphics, and
foreground-managed content text (rendered by the micro-
browser). When integrated with an EPG, the middleware is
configured to run in low color (4-bit graphics), low resolu-
tion (352x480) foreground graphics mode. Developers can
use either the standard 16-color palette, or their own cus-
tomized 16-color palette for developing applications.

[0572] Network and Equipment Requirements

[0573] The general specifications in this discussion outline
the information platform’s typical or standard hardware,
telecommunications, and network requirements. This dis-
cussion also introduces typical system installations for vari-
ous service and application mixes.

[0574] The information platform is flexible, and a number
of different configurations are possible. Arriving at a final
estimate of hardware needs depends on the following:

[0575] The final hardware configuration is a function
of the mix of services and applications required.

[0576] Network demand is determined by making
assumptions about the types of information the users
access.
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[0577] Overall system requirements are determined
by combining the network demands with the capac-
ity of each component.

[0578] The information platform architecture illustrated in
FIG. 2 includes the following features:

[0579] Fault tolerance—three levels of fault toler-
ance are provided, namely critical hardware, sub-
system redundancy, and software fault tolerance.

[0580] Scalable architecture whereby components
may be added depending on the service offering.

[0581] Multiple caches to increase performance and
service capacity.

[0582] Broadcast System

[0583] The following bandwidths are required for a typical
broadcast configuration.

[0584] Out-of-Band Bandwidth Requirement

[0585] The total available bandwidth for a typical service
mix is 80 kbps.

[0586] The following bandwidth is recommended for the
various components:

[0587] Directory structure and system configura-
tion—The bandwidth required depends on the ser-
vices provided, but a typical requirement is 25 kbps.

[0588] TV ticker—The bandwidth used depends on
the number of stories and categories. For example,
10 stories, 6 categories, and 60 headlines requires 20
kbps.

[0589] Games—Applications do not typically use
out-of-band, therefore no bandwidth is required.

[0590] ATVEF triggers—This requires 10 kbps of
bandwidth.

[0591] In-Band Bandwidth Requirement

[0592] The total bandwidth requirement for a typical ser-
vice mix is 8300 kbps, and consists of the following:

[0593] Microbrowser—The  total  requirement
depends on the depth, type, and range of content, but
it generally requires 5 mbps for 250 pages of walled
garden, and 1 mbps for dynamic additions.

[0594] TV ticker—The bandwidth used is dependent
on the number of stories and categories. For
example, 10 stories, 6 categories, and 60 headlines
requires 720 kbps.

[0595] Other applications—This depends on the
number and size of the application and the applica-
tion’s load-time. For example, twenty 65 KB appli-
cations, with 10 seconds load-time would require 1.2
mbps.

[0596] Miscellanecous—Directory structures and sys-
tem overhead require 500 kbps.
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[0597] Typical Configuration

[0598] The typical broadcast configuration consists of the
following:

[0599] MediaCasyMMS—with ~ SUN  220R
(equipped with the Liberate LMC multiplex card)

[0600] TV ticker and imprint—Sun Netra T1s
[0601] Content processors/RACS—Dell 2550s
[0602] Equipment Requirements

[0603] The information platform uses of Motorola’s stan-
dard interactive configuration. Equipment requirements are
summarized here.

[0604] QAM Modulator/RF Upconverter

[0605] The information platform server output is con-
verted to a 64 or 256 QAM RF modulated signal by one of
the following equipment configurations:

[0606] Scientific Atlanta SA D9476

[0607] Motorola MPS or IRT in combination with an
8C* upconverter.

[0608] OM1000 Out-of-Band Modulator

[0609] The out-of-band modulator provides the out-of-
band channel to the OM1000. Currently one OM1000 is
recommended for each NC1500 used in a broadcast-only
system.

[0610] NC1500 Network Controller

[0611] The NC1500 is a sophisticated router that manages
the upstream traffic. In addition to its routing function, the
NC1500 also manages IP assignments, manages the ALOHA
protocol, and provides a status and monitoring console for
the upstream traffic. Each NC1500 can support 25,000 DCTs
(125,000 homes passed), 10 RPDs, and 10 OM1000s. Note
that the OM 100 and the NC 1500 are only necessary in a
broadcast-only system if you are collecting statistics and
need a return path.

[0612] RPDx000 (Reverse Path Demodulators)

[0613] The RPDs contain the demodulators that process
the QPSK modulated signal from the DCTs. In the recom-
mended configuration, the demodulators are arranged in a
fault-tolerant frequency diversity pair. Each RPD can
accommodate six DM1000 demodulators, and therefore can
service three IRNs or 12,000 homes passed.

[0614] HMS/DAC6000

[0615] The HMS/DACG6000 (head end management sys-
tem/digital addressable controller), manages configuration
of and loads software for DCT set-top boxes.

[0616]
[0617]
[0618]

[0619] The following telecommunication components are
part of a information platform configuration.

[0620] Analog Telephone

[0621] The application server is connected to a dedicated
analog telephone line. The analog telephone line is used as

IRT (Integrated Receiver Transcoder)
The IRT receives and transcodes satellite signals.

Telecommunication Requirements
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an emergency remote access connections in the event of a
problem with the Internet access.

[0622]

[0623] Internet access requires a cable modem or equiva-
lent (128 Kb/s) for optimum performance.

[0624] Cable TV Distribution System

Internet Access

[0625] The head-end components are connected to a
CATYV distribution system to allow multiple set-top boxes to
be connected.

[0626] Power Requirements

[0627] Each rack requires two dedicated 120 v-15A power
circuits with the following specifications:

[0628] AV Voltage Rating—120 VAC
[0629] Current—20 Amp

[0630] Frequency Range—47-63 Hz Each power cir-
cuit should be terminated with a 15 amp twist lock
receptacle, within 10 feet of the rack installation
location.

[0631] information platform/Motorola
Addressing

Equipment IP

[0632] The information platform requires N+1 connec-
tions to the Motorola OAM&P and Motorola application
networks, where N is the number of the information plat-
form’s Application Servers.

[0633] OAM&P Network

[0634] This network uses a subnet mask of 255.255.0.0 or
200.200.0.0, depending on the Motorola requirement. It is
used for all of the Motorola equipment. The recommended
cable color for this network is green.

[0635] DAC Requirements

[0636] The TV navigator application OS and DAC OS
requirements are as follows:

[0637] TV Navigator Application/OS
[0638] TV navigator application version:

[0639] Liberate information platform 3.0.30 client
release

[0640] OS platform version: 7.10 or later.

[0641] DAC 0S

[0642] DAC Version: 2.45 or later.

[0643] Space Requirements

[0644] The space requirements listed here are for a typical

installation. The final requirement depends on the size of the
system and the services offered.

[0645] Application Servers

[0646] 1In a typical EPG installation, the application server
equipment is housed in a single rack consisting of:

[0647] 2 information platform Application Servers

[0648] 1 information platform Remote Access Con-
trol Server
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[0649] 1 keyboard and monitor
[0650] 2 IM1000 (640AM modulator) or equivalent
[0651] Dual power strip

[0652] If the service includes advanced interactive appli-
cations (with or without the EPG), the following equipment
is required and may necessitate a second rack:

[0653] 2 information platform content processors
[0654] 2 Ethernet switches

[0655] Internet interface/router (cable modem or T1
connection)

[0656] 2 mass storage systems (SCSI drives in Raid
5 configuration)

[0657] Dual power strip

[0658] For cach information platform application server,
an up converter (¥4 of C6U) is required. It is recommended
that the up converters be installed in the rack with the other
RF equipment.

[0659] Glossary
[0660] CPML Information platform markup lan-
guage

[0661] DCCG The DigiCable control channel gen-
erator. This is a Motorola component needed by the
set-top box to get a channel map.

[0662] DCS Data carousel server; also referred to as
MediaCast

[0663] DCT Digital consumer terminal, model 2000
from General Instruments. This is a particular variety
of set-top box.

[0664]
[0665]
[0666]
[0667]
[0668]

[0669] J2ME Java2 micro edition. This is Sun’s sub-
set of Java that is designed for consumer electronic
devices such as television set-top boxes.

[0670] JSDK Java software development kit. This is
a collection of tools used to write Java programs.
These tools typically include a compiler and a virtual
machine interpreter.

DCU Data carousel update server.
DRAM Dynamic random access memory
DSMCC A session-management protocol
DSR Downstream router

¢TV Enhanced television

[0671] LMAE microVM application environment.
This is a VM-and-API set designed for consumer
electronic devices, such as television set-top boxes.
LMAE is based on J2ME for connections, limited
device configuration.

[0672] LMC MPEG card

[0673] LSCP Lightweight stream control protocol
[0674] MMS Multimedia streamer

[0675] MMS_OM1000 An out-of-band server
[0676] MPEG Motion picture experts group

[0677] MSO Multiple system operator
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[0678] MSP The Mediacast signaling protocol. A 4. The apparatus of claim 1, wherein said application

system for delivering data and multimedia resources
to the STB using one-way (downstream) communi-

cations.
[0679] OM1000 Out-of-band modulator
[0680] OMI Operator management interface
[0681] OSD On-screen digitizer
[0682] QAM Quadrature amplitude modulation
[0683] SRM Session resource manager
[0684] STB Set-top box
[0685] TVN-C An informal name for the TV navi-

gator client

[0686] VM Virtual machine. It is an interpreter for a
virtual machine language.

[0687] Although the invention is described herein with
reference to the preferred embodiment, one skilled in the art
will readily appreciate that other applications may be sub-
stituted for those set forth herein without departing from the
spirit and scope of the present invention. Accordingly, the
invention should only be limited by the claims included
below.

1. An apparatus for enhancing set-top box functionality,
comprising:

an interpreted language application environment that
comprises TV control, subscriber input control, a core
user interface, and a framework for enabling new
applications to be developed for, and loaded onto, said
set-top box without updating firmware on said set-top
box;

wherein all content and applications used to enhance said
set-top box functionality are written to said application
environment rather than to a specific set-top platform;
and

wherein said application environment is implemented
using resources available on a specific set-top box to
which it is ported; and

one or more applications which reside on top of said
application environment and which add functionality to
said set-top box.

2. The apparatus of claim 1, wherein said one or more
applications comprise any of TV ticker, one or more games,
a microbrowser, a store and forward application and an
imprint server for gathering subscriber interactions and
statistics.

3. The apparatus of claim 1, wherein said application
environment performs any of the following functions:

interpreting Java applications written to application envi-
ronment APIs;

integrating said applications with a TV broadcast signal,
as appropriate, and displaying results on a TV screen;

listening for broadcast content and displaying results on
said TV screen; and

handling interactions with a network, user-input devices,
and other set-top box components.
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environment supports any of the following applications:
broadcast electronic programming guides (EPGs);
broadcast browsing; and

broadcast-enhanced television applications.

5. The apparatus of claim 4, wherein said application
environment comprises a built-in class loader that cannot be
overridden by other applications.

6. The apparatus of claim 1, wherein said application
environment comprises a subset of the following standard
core Java packages:

javalang, which provides classes that are fundamental to
the design of the Java programming language;

java.applet, wherein all applications run as subclasses of
java.applet.Applet;

javado, which provides for system input and output
through data streams, serialization, and a file system;

java.net, which contains classes for implementing net-
working;

java.util, which contains a collections framework, event
model, date and time facilities, internationalization, and
miscellaneous utility classes;

java.awt, which provides classes for creating user inter-
faces and for painting graphics and images, wherein a
lowest level AWT classes contain graphics and event
support;

java.awt.event, which provides interfaces and classes for
processing different events fired by AWT components;
and

java.awt.image, which provides classes for creating and
modifying images.

7. The apparatus of claim 1, wherein said application
environment comprises:

a set of APIs that together form extensions to a standard
Java API supported in said application environment.
8. The apparatus of claim 1, wherein said set of APIs
comprises any of:

an API which comprises classes and interfaces related to
communication between applets and an application
manager, wherein said applets run in the context of said
set-top box;

an API which comprises classes and interfaces related to
communication between a client and a server;

an API which comprises classes and interfaces related to
television graphics extensions;

an API which comprises classes and interfaces related to
multicast file systems, stream /O, and network com-
munications;

an API which comprises classes and interfaces to related
to communicating with third-party servers;

an API which comprises classes and interfaces related to
set-top devices; and

an API which comprise various utility classes and inter-
faces.
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9. The apparatus of claim 1, wherein a portion of said
application environment is dedicated to managing both Java
and native applications resident in said set-top box.

10. The apparatus of claim 1, said application environ-
ment further comprising:

a master application for handling downloading and
installing of applets, security, sandboxes, authentica-
tion, and other issues.

11. The apparatus of claim 1, said application environ-

ment further comprising:

an external interface to an application manager;

wherein applets use said external interface to call other

applications, both native and Java, to register for

events, and for other inter-application communications.

12. The apparatus of claim 1, said application environ-
ment further comprising:

an event-driven model that supports loading and running
of multiple Java applets simultaneously in a coopera-
tive fashion;

wherein said event model allows applications to register
event listeners for various categories of events; and

wherein the occurrence of said events results in execution

of application code.

13. The apparatus of claim 1, wherein native applications
written to said set-top API may be downloaded to memory
in a conventional method and may coexist with application
environment applets.

14. The apparatus of claim 1, further comprising:

a message-based API with which one or more native
applications communicate with said application envi-
ronment and which coordinates resource sharing to
allow integration between said application environment
and native applications.

15. The apparatus of claim 14, wherein said message-

based API provides any of the following categories of
services:

transition control for coordinating transition to fore-
ground status between said application environment
and said one or more native applications;

memory-usage level negotiation between said application
environment and said one or more native applications;

communication between said one or more native appli-
cations and Java applets; and

launching of said Java applets by said one or more native

applications.

16. The apparatus of claim 14, wherein either of said
application environment and associated applets or said one
or more native applications is a foreground application that
has exclusive use of said set-top box resources;

wherein, when not in the foreground state, said one or
more native applications are limited in types of activi-
ties they can perform.
17. A method for enhancing set-top box functionality,
comprising the steps of:

downloading one or more Java applets from an external
source to a Interpreted language application environ-
ment that comprises TV control, subscriber input con-
trol, a core user interface, and a framework for enabling
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new applications to be developed for, and loaded onto,
said set-top box without updating firmware on said
set-top box;

wherein all content and applications used to enhance said
set-top box functionality are written to said application
environment rather than to a specific set-top platform;
and

wherein said application environment is implemented
using resources available on a specific set-top box to
which it is ported; and

providing one or more applications which reside on top of
said application environment and which add function-
ality to said set-top box.
18. The method of claim 17, further comprising the steps
of:

providing a mechanism for ensuring that said one or more
Java applets are run in isolation from other applets
within its own self-contained environment; and

enforcing security restrictions, wherein applets down-
loaded from untrusted sources are given least access to
system resources.
19. The method of claim 17, where said Java applets are
downloaded in any of the following manners:

traditional NAC/DAC DLS to flash;
MSO controlled out-of-band data carousel,
MSO controlled in-band data carousel; and

third-party controlled in-band data carousel.

20. The method of claim 18, wherein said mechanism for
ensuring that said one or more Java applets are run in
isolation from other applets ensures any of the following:

each applet has its own call stack and memory heap;

only a limited, predefined set of APIs is available to an
application; wherein a set of APIs available is deter-
mined by an applet’s security level;

applet downloading and class loading is performed by a
class loader; wherein user-defined class loaders are not
allowed,

a set of native functions accessible to said application
environment is closed; wherein said applets cannot
download any native code that is not part of said
application environment; and

said set of system APIs cannot be overridden by applet
code; wherein any calls to standard APIs execute only
authorized code.
21. The method of claim 17, further comprising the step
of:

providing memory management services that allow lim-
ited memory resources of a set-top box to be shared by
multiple applications.

22. The method of claim 17, wherein said one or more

applications have any of the following features:

low memory and processor overhead;
able to run on various set-top boxes;

fully customizable user interfaces based on HTML and
Java; and
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support for SNMP (simple network management proto-
col), allowing monitoring and configuration through
command, and enabling network operators to track
service availability and system performance.
23. The method of claim 17, further comprising the step
of:

providing a master application, which comprises a first
applet to be loaded by said application environment,
and which performs any of the following functions:

registers for exclusive access to a MENU key, so that
selecting a MENU key brings up a master applica-
tion main menu;

preloads any important applications;
manages resources of said application environment;

provides tiering capabilities to allow MSOs to establish
services being provided to a particular set-top box;

supports display of full-screen advertisements during
an in-band channel load; and

provides statistical information.
24. The method of claim 18, further comprising the step
of;

providing a master application, which comprises a first
applet to be loaded by said application environment,
and which performs any of the following functions:

registers for exclusive access to a launch button and
that actuating the launch button results in display of
a master application main menu;

preloads any important applications;
manages resources of said application environment;

provides tiering capabilities to allow MSOs to establish
services being provided to a particular set-top box;

supports display of full-screen advertisements during
an in-band channel load; and

provides statistical information.
25. The method of claim 24, further comprising the step
of:
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providing a server process to support remote client
uploading of any of applets, images, or data files to a
data carousel to create, delete, or modify enhanced TV
triggers.
26. An apparatus for enhancing set-top box functionality,
comprising:

a middleware environment;

wherein content and applications are written to said
middleware environment rather than to a specific set-
top platform;

wherein said middleware environment is implemented
using resources available on a specific set-top environ-
ment to which it is ported; and

a framework for enabling new applications to be loaded to
said set-top box without updating said firmware on said
set-top box; and

a TV producer module which contains any of the follow-
ing components:

a class file parser which disassembles a class file and
outputs a summary of its contents;

a static API checker, which compares APIs in a com-
piled Java application to a list of middleware envi-
ronment APIs;

a static byte code verifier which checks for valid
middleware environment bytecode in a compiled
application;

a JAR optimizer which optimizes access to a jar file;

a vector quantization utility which converts PC bitmap
images to a lightweight VQ (vector quantize) file
format; and

a layout tool which enables content developers to
preview content in said middleware environment
without access to a head-end server system, cable
network, or a set-top device.





