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Abstract - Cloud computing technology nowadays is a
leading IT technology and introduces the next generation of
distributed systems with a great acceptance and impact in
the businesses. It influences the businesses on structural and
operational processes with potential to reduce total costs
and increase revenues. This technology is mainly service
oriented and focuses on cost reduction, like hardware
reduction, reduction on maintenance and total cost of
ownership, and with different pricing models such as pay-
per-use. Virtualization is the foundation process and
technology in Cloud computing, as it hides the complexity of
underlying hardware and software resources. It is the
objective of virtualization to achieve an improvement in
data security aspects, to provide flexible operations and data
transfer, elimination (masking) of system failures and to
ensure economic benefits. The aim of this research is
through a systematic literature review of the existing work
to provide a comprehensive understanding of the role and
significance of virtualization within the domain of Cloud
Computing.
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I.  INTRODUCTION

Cloud computing technology is considered as a new
generation in the field of IT. It is based on a Service
Oriented Architecture [1] and Service Level Agreement
[2]. Different definitions are given for cloud computing
[3], considering it as internet-based computing whereby
shared resources, software, storage and information are
provided to client on demand. Three service models that
are offered by Cloud Computing are: Infrastructure as a
Service [4], Platform as a Service [5] and Software as a
Service [6]. One of the most important topics in this
domain is virtualization [7]. Virtualization is considered
as the key technology in providing virtual platform of
servers, operating systems and hardware devices such as
storage. This platform helps the user by providing
multiple machines at the same time. Also, it allows
sharing a single physical instance of resource or an
application to multiple users. Through cloud
virtualizations is managed the workload and make it more
scalable, economical and efficient. The environment in
which virtualization is built can be private or public [8].
One of the features of virtualization is that it allows
sharing of resources to multiple clients and companies.
Thus, the client can maximize the resources and reduces

the physical systems. Types of virtualization in Cloud
Computing [9] are: Network Virtualization that combines
the resources of network and its functionality in a single
virtual network; Server Virtualization, where a single
physical server is separated into multiple servers on
demand; Software Virtualization, where a single physical
server runs one or more instances of the same software
and usually is implemented by use of virtual machines;
Storage Virtualization which is considered as a sharing of
physical storage into multiple storage devices. In this
paper, a systematic literature review of the existing
literature is presented with the aim of understanding of
the role, the significance and the importance of
virtualization in Cloud Computing. The rest of the paper
is structured as follows: Section 2 presents a brief
discussion on the related works. Section 3 presents the
Methodology. Section 4 is focused on the literature
review. Section 5 presents the discussion related to the
overall results observed in the reviewed literature. And
some conclusions are listed in the section 6.

ILRELATED WORK

Virtualization of resources is considered as a key element
in Cloud Computing technology. It is the objective of
virtualization to achieve an improvement in data security
aspects, to provide flexible operations and data transfer,
elimination (masking) of system failures and to ensure
economic benefits. This section presents different
virtualization technologies. One of the efforts in this
domain is the network virtualization. The NetVM
framework [10] is a tool of network virtualization by
enabling high bandwidth network functions to operate at
near line speed, while taking advantage of the flexibility
and customization of low-cost commodity servers.
GLANF (Glasgow Network Functions) framework [11] is
another technology tool in network virtualization based
on container which creates, deploy sand manages virtual
network functions (NFs) to achieve low overhead, fast
deployment and high reusability. Many studies are
focused on the development of programmable networks
through Software Defined Networking (SDN) [12].
OpenStack contains virtual network framework [13]
based on SDN architecture in providing and managing
the network environment and virtual network
infrastructure. The improvement of the SDN is
continuously proposed [14], as to minimize the response
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time, a dynamic controller assignment schema is
proposed. In [15], the authors with the use of OpenFlow
architecture into SDN have achieved a significant
improvement in terms of SFC link throughput and packet
loss. The full-stack SDN framework including all
protocol layers of the network stack is considered as the
next SDN generation, and in the [16] this idea is
explained. Andromena is another network virtualization
platform designed to improve agility, availability,
isolation, and scalability of network [17]. This is a
technology developed for Google Cloud Platform (GCP).
Recently a new paradigm of Coud Computing, namely
the serverless computing, is supported by Network
function virtualization (NFV) technology and the
research of this is found in papers [18], [19]. To scale
cloud resources, it should be forecast the NFV workload,
and a method called Wavelet-GMDH-ELM (WGE) for
NFV workload forecasting in the paper [20] is proposed
and the method predicts and ensembles workload in
different time-frequency scales. Another important
resource virtualization in Cloud Computing is storage
virtualization and basic introduction of this is found in
[21]. One way of the storage virtualization, is the so
called elastic memory management, described in [22]
where this method enables dynamic memory allocation
over provisioning and  controlling  application
performance and penalty. This adjustment is beneficial
for the resource provider, since the host can take
advantage of that memory reduction in order to dedicate
it for other processes. In [23], a Heterogeneous Cloud
Storage Platform is proposed with a variety of storage
technologies and uniform distribution of data stored. This
platform is supported by SDN architecture, where the
files and parts of file are distributed on different storage
servers. In [24] the MDev-NVMe as a new virtualization
implementation for NVMe (non-volatile memory
express) storage device is proposed and where high
throughput, low latency performance and a good device
scalability could be achieved. In order to implement huge
data storage with high performance, NVMe over remote
processor messaging (NVMe-over-RPMsg) is applied to
heterogeneous  Multi-Core  SoCs. The software
framework emulates remote storage system as local
NVMe device without requiring VMs [25]. The increase
of “big data” on cloud computing is another issue [26]
and different technologies of storing big data are
explained [27]. In [28] the authors have used a network
storage device such as a NAS or a SAN to configure it to
a large-capacity storage device, in a network
environment. NDAS storage systems as well are used to
configure a large-capacity storage device in a network
environment [29]. In this work, it is shown that the
increase of the number of disks into the NDAS system
proportionally increases the performance. Virtualization
of servers [30] and OS has a very important role in cloud
computing. Through server virtualization the resources
are more efficiently used, and from user point of view it
eliminates the cost of hardware. In Cloud Computing, by
use of this virtualization, the workload is balanced and is
divided into multiple servers where sometimes virtual

servers perform a dedicated task. In [31], the performance
analysis of the server virtualization is done and as
conclusion the authors have noted that a key element in
system performance is the virtualization technology used,
notably in case of big data applications. There are two
virtualization technologies [32], virtualization
technologies based on hypervisor and virtualization
technologies based on container. In [33], it is referred that
the Docker and LXC virtualization technologies based on
container technology introduce lower power consumption
compare to KVM and Xen, based on hypervisor
virtualization. Also, in the Linux operating system it turns
out that Docker is faster than KVM compared by the
analysis performed in [34]. Another very important
property which needs to be satisfied is the elasticity.
Elasticity is one of the main cloud performance and
measuring parameter. It measures the ability of a cloud to
give fast response to consumer according to their need
and demand. In [35], an optimize elasticity framework,
based on container technology is proposed. The
integration of Docker with OpenStack is another
framework that implements a container management
service called Yun [36]. Yun improves the container
deployment and throughput as well as the system
performance by optimizing the message transmission
architecture between internal components. Another
virtualization framework is the Docker swarm and
Kubernetes technology [37]. This technology distributes
the work on different nodes by avoid overloaded. In [38],
an agent, called Elixir, is proposed. It supports the
Docker Swarm to balance the workload among swarm
nodes and automatic scaling-up of worker nodes. The
issue of the overhead is analyzed in the paper [39] and the
authors have proposed an adoption of the OverlayFS to
reduce the overhead.

III. METHODOLOGY

This section describes the methodology we follow to
design and conduct this research paper. We first describe
the research procedure and the research focus. Then we
present the metrics on which will be based the analysis
and comparison of existing technologies.

I Research Focus and Procedure

This paper provides a systematic literature review
procedure as described by Kitchenham [40] and Brereton
[41] on approaches and techniques of resource
virtualization in cloud computing. The main goal of this
study is to understand the role and significance of
resource virtualization in Cloud Computing by
considering its benefits. This study introduces the most
significant and relevant techniques about resource
virtualization that may provide some direction of how the
architecture of Cloud environments should be designed.
Because of the investigated subject is very extensive, it is
impossible to describe all relevant topics. Hence, some
related subjects will be briefly mentioned. Based on the
searches obtained through Google Scholar, IEEE Xplore,
ACM, Springer and Elsevier database we have selected
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the most relevant and cited articles that describe
technologies about virtualization of resources. Referring
to keywords, title and content of articles, we have divided
them into three section as follows:

A. Different technologies in network virtualization

B. Different technologies in server and OS
virtualization

C. Different technologies in storage virtualization

1. Metrics

The metrics on which will be conducted the analysis and
comparison of existing technologies, are:

- Performance of the framework

- Flexibility of management operations

- Cost-Effective Strategy

- Smother IT Operations

- Security and system failure

Referring to the advantages and disadvantages of each
technology we give some recommendations that which
techniques are most relevant to design the architecture of
Cloud environments in the future.

IV. VIRTUALIZATION ON CLOUD COMPUTING

A. Different technologies in network virtualization

There are a lot of publications that study network
virtualization in cloud computing. One of the most cited
publication in this field is “Network Virtualization and
Software Defined Networking for Cloud Computing: A
Survey” performed by Raj Jain and Subharthi Paul [12].
They have introduced the virtualization of layer 2 and
layer 3 of network components by presented a software
defined networking (SDN) which makes a special
contribution to network virtualization. The most
important innovation of the SDN is programmable
control plan, which splits the network into several virtual
networks with different policies between them and with
share of a common hardware infrastructure. As shown in
Fig.1, the SDN consists of a centralized control plan with
an API for communication with hardware and network
applications.
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Figure 1. Software defined networking API [12].
Through SDN the networks can be made programmable,

partitionable and virtualizable. A critical component for
virtualizing SDN networks is hypervisor that abstracts the

underlying physical SDN network into multiple logically
isolated virtual SDN networks. In [42], a comprehensive
understanding of network virtualization hypervisors for
SDN is presented. The hypervisor is responsible to ensure
that each user is independent from the other users
operating a vSDN on the same underlying physical SDN
network. In [43] an SDN controller platform called
Meridian that supports a service-level model for
application networking in clouds is presented. The
Meridian platform architecture design is organized in
three main logical layers: network model and APIs,
network orchestration, and interfaces to underlying
network devices as is shown in Fig.2.
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Figure 2. Meridian SDN cloud networking platform architecture [43]

The goal of the API layer is to present applications with a
network model and associated APIs that expose only the
information needed to interact with the network. The
network orchestration layer plays three important roles in
the SDN architecture. First, it performs a logical-to-
physical translation of commands issued through the
abstraction layer above. Second, it provides a set of
network-wide services to applications. Third, it provides
coordination and arbitration between network requests
issued by applications, and mapping of those requests
onto the network. And the lowest layer enables the
controller to interface with various network technologies
or tools. Through this platform can be dynamically
update virtual network entities efficiently, and to scalable
orchestration of network control as well as configuration
tasks. Dmitry Drutskoy , Eric Keller&Jennifer Rexford in
[44], introduce a FlowN framework to scalable network
virtualization in SDN. This framework is based in two
key concepts. First, it lets users to write arbitrary
controller software that has full control over the address
space and can target an arbitrary virtual topology. It is
used a shared controller platform rather than running a
separate controller for each user in analogy to container
based virtualization. Second, it is used a modern database
technology to perform the mapping between the virtual
and physical address space. This framework gives each
user the own address space, topology, controller, and
leverages database technology to efficiently store and
manipulate mappings between virtual networks and
physical switches. In [45] a SDN/NFV management and
orchestration framework is presented. This framework
provides a multi-domain network orchestration and
virtualization mechanism to offer dynamic and flexible
end-to end connectivity and virtual network provisioning
services across multi-domain and multi-technology
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networks. Also, it performs an integrated orchestration of
distributed cloud resources and network resources to
dynamically deploy virtual machines and VNF instances
and provide the required network connectivity between
DCs and end-points across heterogeneous multi-domain
transport networks. In [46] a SDN integrated with NFV
architecture is presented. It consists a control module,
forwarding devices and NFV platform at the edge of the
network as is shown in Fig.3.
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Figure 3. Software-defined NFV system [46]

The packet forwarding is done by the SDN controller
according to logical forwarding tables. The Openflow
protocol can be used as standardized interfaces in
communicating between the SDN controller and
distributed forwarding devices. Hypervisors run on the
servers to support the VMs that implement the NFs. The
SDN controller and the NFV compose the logical control
module. The NFV is responsible for virtualized network
functions and is controlled by the SDN controller through
standard interfaces. While control module computes the
optimal function assignments and chooses optimized
routing paths. This framework promises agile traffic
steering and joint optimization of network functions and
resources. In [47], a network virtualization platform
(NVP) is proposed in order to provide connectivity on
demand. The NVP's architecture is shown in Fig.4.
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Figure.4. Network Virtualization Platform (NVP) architecture [47].
The NVP’s design is based on requirements and service
oriented network architecture model [48, 49]. As shown
in Fig. 4, the NVP is composed by a set of distributed
entities (DEs) and a centralized entity (CE). Clients
request NaaS by sending messages to the NVP via the
user - service interface (USI). After this, the DE maps it
in the parameters characterizing the CP connectivity. The
CE is a database with the client' data and relevant service
level agreement (SLA) for the end user authentication

and relevant network service authorization. In this way
NVP is placed to the cloud virtualization platform and it
accepts on-demand NaaS requests from the client through
a dedicated interface. Through this platform cloud user
can request on-demand connectivity without any
knowledge of the complexity and the network
technology. A highly cited study in this domain, is
conducted by Omar Sefraoui, Mohammed
Aissaoui&Mohsine Eleuldj [50]. In this study an
OpenStack solution framework is proposed. OpenStack
architecture is built based on three main components:
OpenStack Compute, Image and Object as is shown in
Fig.5.
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Figure 5. OpenStackArchitecture [50]

OpenStack Compute is a management platform that
controls the infrastructure to control IaaS clouds. It
allows managing large networks of virtual machines and
redundant and scalable architectures. It provides an
administrative interface and an API needed for the
orchestration of the Cloud. Also, it includes instances
management for servers, networks and access control.
Imaging Service provides storage services, recording and
distributing the images to virtual machine disks. While
Object Storage is used to create a storage space redundant
and scalable for storing multiple data. This framework
promises a scalable, compatible, flexible and open source
IaaS. Another study in this domain conducted by Franco
Callegati [13]. In this study, a network virtualization
architecture based on OpenStack is proposed. The
OpenStack [51] provides cloud managers to control a
cluster of hosting servers and to manage the virtual
network infrastructures. The OpenStack cluster is
composed by: a controller node that manages the cloud
platform; a network node that host cloud networking
services; a number of compute nodes that execute VMs
and a number of storage nodes for data and VM images.
To manage service networks, a separate component
called Neutron which provides a flexible interface for
virtual network management is used. An OpenStack user
can create a new VM instance specifying the subnet that
is assigned via DHCP. In Fig.6 is presented a virtual
network infrastructure implemented by OpenStack. As
shown in fig.6, a network node and a compute node are
running two VMs
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Figure 6. Network elements within an OpenStack network node [13].

The network node includes br-data for the data network
and br-ex for the external network. While the compute
node includes only br-data connected to the data network.
Layer 2 virtualization is implemented by VLANs or
Virtual eXtensible LAN (VXLAN) that is supported by
the programmable features available in OVS through the
insertion of appropriate OpenFlow mapping rules in br-
int and br-data. When a new VM instance is created, the
OpenStack chooses the best compute node that will host
it. In [52], a cloud management platform based on
OpenStack is proposed to optimize power consumption,
host resources and networking. The main issue discussed
in this paper is the problem of VM consolidation in cloud
scenarios. We summarize briefly the simple use case of a
new VM instantiation in order to understand how the
different OpenStack services interact. In the first step
each compute service periodically sends updates to a
SQL server that stores load in formations about
provisioned VMs and physical servers. When a new VM
is requested the API Service sends a request to the
scheduler service which chooses the compute service in
which the VM should be launched. After, it sends a new
VM instantiation request to the chosen compute node that
requests network configuration parameters for the new
VM to the network service. Based on experimental results
is concluded that VM consolidation based on OpenStack
is an extremely feasible solution to reduce power
consumption but it has to be carefully guided to prevent
excessive performance degradation. Another open source
solution for virtual infrastructure management in cloud is
OpenNebula [53]. OpenNebula is an open source virtual
infrastructure manager that can be used to deploy
virtualized services on both a local pool of resources and
on external laaS clouds. To manage a VM, the
OpenNebula  Core  orchestrates  three  different
management areas, namely: image and storage
technologies to prepare disk images for VMs; the
network fabric to provide the VMs with a virtual network
environment; and the underlying hypervisors to create
and control VMs. In [54], a comparison between
OpenStack and OpenNebula is presented. It is concluded

that both frameworks have their advantages and
disadvantages depending on the application.

B. Different technologies in server and OS virtualization.

There are three types of server virtualization in cloud
computing; para-virtualization, hypervisor and full-
virtualization. In [55], is compared and evaluated the
system performance of three techniques. The Xen-PV is
used for para virtualization, Open VZ for container
virtualization and XenServer for full virtualization. Based
on various tests conducted by the benchmarking tools, the
Xen Server used for full virtualization has
comparatively higher system performance in terms of file
copy, pipe based context switching, process creation,
shell scripts and floating point operations than the Xen-
PV and Open VZ. One of the most cited publication in
this domain is the paper “Container-based Operating
System Virtualization: A Scalable, High-performance
Alternative to Hypervisors” [56]. In this paper a
Container-based OS  virtualization framework is
proposed. This framework provides a shared, virtualized
OS image consisting of a root file system, a set of system
libraries and executables. Resources are assigned to each
VM when it is created, but can be dynamically varied at
run time.Fig.7 shows the design architecture.
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Figure.7 Container —based architecture [56]

As shown in the fig.7, there are three basic components.
The hosting platform consists essentially of the shared
OS image and a privileged host VM. The virtual
platform is part of system seen by the guest VMs.
Applications running in the guest VMs work as a
corresponding non-container-based OS image. At this
point there is little difference between a container and
hypervisor based system. However, they differ
fundamentally in the techniques they use to implement
isolation between VMs. In this study, Linux-VServer
technology was considered, comparing it with other
technologies based on hypervisor. Based on experiments
results container-based systems provide high performance
compare to hypervisor based systems for server-type
workloads and scale further while preserving
performance. Also container based systems such as
VServer include more features and compete strongly
against hypervisor systems as Xen for various scenarios.

Another highly cited publication in this domain is “An
introduction to Docker for reproducible research” [57]. In
this study Docker technology is presented which
combines several areas such as operating system
virtualization, cross-platform portability, modular re-
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usable elements, versioning, and a ‘DevOps’ philosophy.
The Docker architecture [58] consists of four main
elements; Docker client and server, Docker Images,
registries and Docker containers as is shown in Fig.8.
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Figure 8. Docker architecture [58]

Docker is as a client-server application. The Docker
server (daemon) and client can be run on the same host or
local Docker client through a remote daemon run on
another host. Images are the building blocks of the
Docker. The images can be considered as the "source
code" for containers. They are highly portable and can be
shared, stored, and updated. Registers serves to store the
Docker images. While a Docker container is considered
as an image format, a set of standard operations and an
execution environment. In [34], four different
virtualization technologies are compared: KVM and Xen,
which are based on hypervisor virtualization and Docker
and LXC which are based on container virtualization.
Hypervisor-based virtualization technology operates at
the hardware level, while container virtualization operates
at the OS level. Fig.9 (a) present the hypervisor-based
virtualization architecture and fig.9(b) present the
container - based virtualization architecture.
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Figure 9. Virtualization Architecture: (a) hypervisor-based; (b)
container-based [34].

The container technology allows virtualization of the
larger number of instances and the disk image is smaller.
Two paradigms of container - based, Docker and LXC
are introduced. The performance of each virtualization
technology is evaluated in terms of idle state
performance, CPU, memory performance and network
performance. Based on experiments, the performance of
idle state for both technologies, hypervisor and container
employ an optimized use of the Linux power saving
system. Performance of CPU and Memory show that

there is not significant change in power consumption
regardless heavy CPU loads and the number of virtual
runs. While the network performance shows different
results through the different case studies. This is mainly
due to the fact that the network packets have to be
processed by more layers in a hypervisor environment
compare to a container environment. An important study
in this direction is presented in [32]. In this paper, the
performance of different Apache Spark applications,
using both Virtual Machines (VM) and Docker containers
comparing for a big data enterprise cloud environment
are investigated. Containers and VMs have similar
resource isolation benefits but different architecture
approach and resource management. Containers perform
shared resource management to enable more flexible
sharing of resources, while VMs perform distributed
resource management where each virtual machine runs
with its specific assigned set of resources. The differences
between them are summarized in Table 1.

TABLE 1. DIFFERENCE BETWEEN VM HYPERVISOR AND

DOCKER CONTAINER
Specs Virtzal Machime I Container
Products I Viware, Xen, KVAL et Dockers, rki, el
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["vinualization Comraller | VM hypervmor Docker enpine
Resource Manaxgemsent Dnstrituted hared
Mactane Emulation Complete (solated U5 bemel) | Famial {shased 08 kemel)
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Launch Time Long Short
Magratson [ Rlay reguire 1m0ge converaon | baasy

To compare those two technologies, a number of
evaluation are conducted. One of the comparison of VM
and Docker is by use of the Spark and different
implementations run on those, based on different
benchmarks. First, it is evaluated the total execution time
for both implementations taking into consideration
different number of iterations and different number of
clusters. And at the end, the utilization of different system
resources such as the CPU, disk and memory is
investigated. Based on the results, it is concluded that the
use of Spark within Docker is better for map and
calculation intensive applications. Another highly cited
publication in this domain is “Containers and Cloud:
From LXC to Docker to Kubernetes™ [59]. In this paper is
presented an overcome of container-based technology
from LXC to Docker to Kubernetes. The innovation of
this study is movement around Kubernetes. Kubernetes is
considered as the decoupling of application containers
from the details of the systems on which they run. This
decoupling simplifies application development also
simplifies data center operations. In Kubernetes each
group of containers deserves its own unique IP address
that is reachable from any other group in the cluster,
whether they are located on the same physical machine or
not. In [60], performance evaluation of leading micro-
hosting virtualization approaches are presented with
specific focus on Docker and Flockport and their
comparison with native platforms. Docker compared to
other includes several other capabilities such as NAT,
which helps to reduce some of the difficulties of Docker
container utilization. On the other hands this directly
impact input on throughput quality. As a results Docker
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can be no quicker compared to Flockport in some cases.
In this way the design of one IP address for each Docker
container as suggested by the Kubernetes may support
quality assurance as well as throughput. These results
may provide some direction of how the architecture of
cloud environments should be designed.

C. Different technologies in storage virtualization.

About storage virtualization in cloud computing various
technologies are proposed. Each of them has its own
advantages and disadvantages. In [61], a Software
Defined Storage (SDStorage) framework is proposed.
SDStorage is designed to handle all the challenges facing
traditional storage systems. In large data storage as data
centers, that store a huge amount of data it exploits
virtualization to deploy the system. The virtualization is
used to enhance the utilization of the system resource,
also increase the management overhead across the
multiple layers produced when the system is virtualized.
SDStorage manage huge data in storage systems by
isolating the data control layer from the data storage
layer. The control layer refers to the software component
that manages and controls the storage resources, whereas
the data layer refers to the underlying infrastructure of the
storage assets. Fig.10 shows the architecture of the
SDStorage system.
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Figure 10. The Software Defined Storage system ar.chitecture [61]
The architecture is composed by three layers:
infrastructure layer which combines various storage
devices storing the raw data, control layer which converts
different policies to different instructions inside the
system and application layer that allows the end user to
interact with storage devices as is shown in
fig.10.Another framework in this domain is presented by
German Molto [23]. He presents the impact of vertical
elasticity for applications with dynamic memory
requirements when running on a virtualized environment
through the proposal of an architecture that dynamically
adapt the memory size of the VM. Vertical elasticity has
the ability to rapidly modify the capabilities of the single
VMs, in terms of CPU and RAM. Fig.11 shows the
architecture of this framework.
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Figure 11. Proposed implementation to enable elastic memory
management [23]

This architecture is supported by the KVM [62], which is
basically a kernel driver inside the guest OS that behaves
as a not-swappable process and can be expand or shrink
its memory usage, controlled by the hypervisor on the
host OS. If the memory size of a running VM expands the
physical memory available in the VM is reduced, that
compels the guest OS to reduce the memory of other
processes where insufficient free memory is detected.
Then, the memory allocated by the memory size of a
running VM in the guest OS can be reclaimed by the host
OS, which can be possibly used by other VMs. The VMs
are deployed via OpenNebula tool [63] on a private cloud
infrastructure that are based on a Virtual Machine Image
with Ubuntu 12.04 LTS, which kernel supports memory
KVM techniques when run as a guest OS. By use of
Ganglia Monitoring System [64] the memory usage, in
each VM is periodically monitored, in order to report
back to the Ganglia’ server the periodic state of the VM
memory used. The VEM (Vertical Elasticity Manager)
includes the implementation of the elasticity rules, to
maintaining a user-defined percentage of free memory on
the VM. The elasticity rules enable the system to decide
when to scale up or scale down, delegating on the
Infrastructure Adapter which interacts with the VIM
(Virtual Infrastructure Manager) to effectively modify the
VM memory size. The VEM can be executed as part of
the private Cloud infrastructure or as an external
component to the Cloud, which require only inbound
connectivity from the Ganglia Agent and outbound
connectivity to the VIM. The VEM can simultaneously
operate with several VMs to independently scale up and
down. To evaluate these techniques, a case study on a
private Cloud infrastructure is executed [23]. Based on
the results of some tests, in different benchmarks, it is
possible to adapt the VM memory size in order to reduce
the memory consumption of the VM while maintaining
the level of performance of the running application. The
vertical elasticity, in the shape of dynamic memory
management, enables to mitigate memory over
provisioning with controlled application performance
penalty. Another study in this domain is presented by Li
Zhang & Bing Tang [65]. In this paper, a platform called
GrandStore which offers free storage space for individual
users, while the free space is quite limited is presented.
Through this system each user can manage all their
accounts in a unique access interface integrating a plenty
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of free accounts to get a unified large-scale free personal
cloud storage. This platform is designed and implemented
based on the principle of OAuth protocol [66] and open
API which manage and control the account applied by
user where authentication credentials are stored in back-
end database of GrandStore, which realizes easily
enlarging personal free storage space and managing all
storage spaces in a unique access entry. GrandStore is a
scalable and open platform that adds dynamically new
accounts without disturbing it. Also, it can store a plenty
of accounts to obtain large space. Fig.12 shows the
architecture of this platform.
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Figure 12. The architecture of GrandStore system [65].
Users firstly open a few accounts, integrate them by
GrandStore and then utilize the unique storage space
through it. Also, they can manage, integrate, and maintain
all their own accounts through GrandStore. This system
consists of four components:
- Product. It means free personal cloud storage provider,
which provides SDK for developers, such as Google
Drive, Dropbox and Kuaipan.
- Account. Each user can register many accounts for one
product. Each account has a limited storage space.
- User. User is responsible for adding dynamically new
products and new accounts and has the right of all kinds
of file operations.
- Database. It is used to store account authentication
credential and user’s file information.
This study promises a system with a great practical value
to get a unified large scale free personal cloud storage.
Another study presented by Amol Jaikar [29], show two
technologies, NAS and SAN that can be used for
decentralized storage system. Fig.13 shows the Network
Attached Storage (NAS) architecture. NAS is composed
by a head computer and storage which is connected to a
network. This storage contains one or more hard disks
with less featured operating systems such as FreeNAS,
FreeBSD and others. To increase the performance,
multiple copies of files are stored on multiple locations.
2]

I I
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Server Server

Figure 13. NAS Architecture [29].

In Fig.14 the Storage Area Network (SAN) architecture is
presented. The SAN provides storage system with block-
level storage. Users also can install file system on the top
of SAN to provide file-level access. SAN is normally
connected with fiber channel to improve the performance
and speed. File sharing in SAN depends on the operating
system. The data is accessed by block which is replicated
to multiple locations to increase the availability.

Server

Storage Device Storage Device

Figure 14. SAN Architecture [29].

Another framework is presented by J. Saravanan &
Saravanan. P. in [67]. Direct Attached Storage (DAS) in
which storage drives are directly attached to server
machine. Fig.15 shows the DAS architecture. One of the
benefits of DAS is high performance because of network
connectivity and congestion problems that have no
immediate effect. Also, DAS is easy to set up and
configure as well as has a low price.

Figure 15. DAS Architecture [67].

V. DISCUSSION

This paper presents a comprehensive understanding about
resources virtualization in cloud computing. It is mainly
focused on the analysis of the recent technologies about
this area. The analysis is focused on the metrics of each
technology  highlighting  the  advantages  and
disadvantages of them. Also, it is analyzed the behavior
of different technologies in different applications
highlighting the strengths and weaknesses for each
application.

A. Different technologies in network virtualization

Network virtualization improves scalability, data transfer
rates, security, versatility and reliability in a network. The
proposed approach by Fabio Baroncelli [47] presents an
abstraction of NaaS that enables cloud users to request
on-demand connectivity without any knowledge of
network details, just through Network Virtualization
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Platform (NVP). Based on the approach, proposed by Raj
Jain [12], through SDN the network can be done
programmable, partitionable and virtualizable. The
network virtualization architecture based on OpenStack
[13], provides a cloud manager to control a cluster of
hosting servers and to manage the virtual network
infrastructures.  The  performance  of  network
virtualization in this case increases significantly. By
analyzing and comparing different technologies about
network virtualization we can say that SDN is considered
the next generation in this domain. Integration of
OpenFlow and OpenStack architecture in SDN and
consideration of the full-stack SDN framework that
include all protocol layers in the network stack, the
network performance can be improved in all aspects.
Integrating these frameworks into a single framework are
considered the current and future challenge about
network virtualization

B. Different technologies in server and OS virtualization

Server virtualization is considered as a separation of
physical server into multiple isolated virtual servers.
Operating system virtualization is considered as a type of
server virtualization. The paper presented by Janki
Bhimani & Zhengyu Yang [31] investigates the
performance of big data processing applications running
on Spark and with different virtualization frameworks.
They conclude that the use of Spark under Docker, in
case of map and intensive calculation applications,
performs better in comparison with Spark under VM.
This is due that Docker provides lightweight operation,
copy-on-write and intermediate storage drivers that assist
Spark application to perform better. Spark used on
Docker reaches speed-up of 10 times higher compared to
VM. Another study is presented by Roberto Morabito
[33], he compares the performance in terms of power
consumption of four different virtualization technologies:
KVM, Xen, Docker and LXC. Based on the experimental
results, is confirmed a similar power consumption, when
systems are challenged with a heavy CPU and memory
workloads. As far as power consumption is concerned,
both container-based solutions introduce lower power
consumption. In [59], is presented the Kubernetes
framework that is considered as the decoupling of
application containers from the details of the systems on
which they run in order to simplify application
development also simplifies data center operations. By
analyzing and comparing different technologies about
server virtualization, based on the advantages and
disadvantages of them we conclude that Docker is the
more efficient technology in server virtualization, and it
is considered as the future of them. The Docker improve
the performance, reduce overhead, is faster than other
technologies by balancing of the workload.

C. Different technologies in storage virtualization

Storage virtualization in Cloud Computing is considered
as sharing of physical storage into multiple logical

storage devices and such logical device looks like a single
physical storage device. A technique for large-scale free
personal cloud storage is presented by Li Zhang in his
paper [49]. He has proposed a system called GrandStore
which offers free storage space for individual users. Users
apply for several accounts, and then the account
authentication's credentials are stored in the GrandStore
back-end database, and the system allows managing of all
storage spaces in a unique access entry. Another result is
presented by German Molt & Miguel Caballer in their
paper [22]. They used an approach of adapting the VM
memory size in order to reduce the memory consumption
while maintaining the level of running application
performances. The vertical elasticity, in the shape of
dynamic memory management, enables to mitigate
memory over provisioning with controlled application
performance penalty. This adjustment is beneficial for the
resource provider, since the host can take advantage of
that memory reduction in order to dedicate it for other
processes. In domain of storage virtualization we found
out three types of data storage:

1. The NAS, described in [27] is used for file sharing,
backup store memory space, and sharing device among
the different machines. To increase the performance,
multiple copies of files are stored on multiple locations.

2. The SAN, described into paper [28], provides storage
system with block-level storage. The data is accessed by
block which is replicated to multiple locations to increase
the availability.

3. While in the DAS, described into paper [29] storage
drives are directly attached to server machine. One of the
benefits of DAS is high performance because of network
connectivity and congestion problems have no immediate
effect. Regarding the above mentioned, about the storage
virtualization we conclude that each technology has its
advantages and disadvantages and depends on their use.
Integration of the advantages of NAS, SAN, DAC and
SDN technologies in a heterogeneous Cloud Storage
Platform remains one of the challenges of the future in
this domain.

VI. CONCLUSION
In this paper, a systematic literature review of existing
work to provide a comprehensive understanding of the
role and significance of virtualization within the domain
of Cloud Computing is presented. The scope of this paper
is targeted towards: network virtualization, server
virtualization, = OS  virtualization = and  storage
virtualization. Network virtualization promises cloud
users to request on-demand connectivity without any
knowledge of the complexity and the network technology
details. In this way, flexibility of management operations
is increased, and can be created different virtual networks
isolated from each other, allowing the share of a common
physical infrastructure among multiple customers and
reduce the operational costs. Storage virtualization
promise sharing of physical storage into multiple storage
devices which further appears to be as a single storage
device. Through storage virtualization is achieved an
easily data movement, data management improvement,
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security increase and system failure avoidance. Server
virtualization promises a partition of physical servers into
multiple isolated virtual servers, where each virtual server
runs its own operating system and applications. While OS
virtualization is considered as a part of server
virtualization which promises to integrate server
hardware by moving services on separate servers as well
as different computer programs can be run at the same
time. In this way, by divided a single server into multiple
virtual servers the physical hardware cost and
maintenance cost are reduced and at the same time the
productivity, security and system failure avoidance, are
improved. By analyzing and comparing different
technologies about resource virtualization in cloud
computing is recommended that integration of OpenFlow
and OpenStack architecture in SDN and consideration of
the full-stack SDN framework is seen as the best solution
in network virtualization and is considered for the next
generation of this domain. Regarding to server and
operating system virtualization is recommended that the
use of Docker technology is seen as the best solution and
it is considered for the future use. And regarding to
storage virtualization is recommended integration of
advantages of NAS, SAN, DAC and SDN technologies in
a heterogeneous Cloud Storage Platform and it is
considered as one of the big challenges of the future in
this domain. However, these technologies remain to be
studied in the future by analyzing their performance in
different applications and big data as well as in terms of
data security.
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