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Management of location information communicated using
wireless devices and communication networks. Authoriza-
tion to access location information may be granted implic-
itly, explicitly or in light of predetermined circumstances.
Location information and navigation tools can be used to
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of device-based and network-based sections. Location infor-
mation may be integrated with emergency response facilities
to provide police, fire or medical assistance.

Com M
SecTow

(25
{USEP_ j/) SécﬁafJJ
130
PROCESS SR, ]

LoehAtron
DE TERKIANE
SECTiond

t{o

(s

Google Exhibit 1045
Google v. Mullen




Patent Application Publication Nov. 14,2002 Sheet 1 of 20

US 2002/0169539 A1
0 P .
- g b
\ \9)‘: % Vi |
Q
Q
VA

RS
&

C@Mymuwlw/w{m,
Netioarlk

] ¥
\b’\.
23 —
\L/Q

ol



US 2002/0169539 A1

T

mT\q

No).LOZS oh)
SV DL 2 ) 10/ L2375
O/ LIS A ToUL Y90 \\ oD

Patent Application Publication Nov. 14,2002 Sheet 2 of 20

\ 2055700Ud oz~ ”
!
ot m JUL2mSOVE L \\\3 g . NV
. - SO
| ~Si |
~ (/012535 Qﬂ&m%\ ~ -z _—
m.N_\



Patent Application Publication Nov. 14,2002 Sheet 3 of 20 US 2002/0169539 A1

fele) \’[Dj Forsf
J&‘I}( -

( G

[ S

(G, 2



US 2002/0169539 A1

Patent Application Publication Nov. 14,2002 Sheet 4 of 20

TR )4
wool
et
g

o

g
,Tvk/. |

I

J o)

E Vs bl

g

Nvmka



Patent Application Publication Nov. 14,2002 Sheet 5 of 20 US 2002/0169539 A1

$e6 @ 5o

X

,/’4()/:/’/\& Devrce 7fqm7[5

. 505 ,
h au‘s‘ﬁow]q#‘»\ L) A ccess

LQ ﬁc,/}"Ob\ o‘u\ po.r an Qﬂgth/\

sto Msf'j danice. Semds MTMS'IL
%\r‘ ‘OCC,f}L)\\\\.. GP /é/‘)é',/eéqd!l&.

Chock. for
A O‘HAD\I’;(’))Q ‘%bu\ )

Veldd

520
9 N
o} “RA L@[«:L [ 52 %
locahion .@)/‘mfw‘ém L?" ransart focm{:y,.
en Forune hinn

l




Patent Application Publication Nov. 14,2002 Sheet 6 of 20 US 2002/0169539 A1

4 [

V‘&CQJLL& N?‘J-e}l‘)[ 'éO = 535’
trangut a ﬁaeﬂ»{

Selack |
location
I!M 'pﬁ" M‘LL’?’I

L{N“;M‘\_L ‘ Qccuftc»,

’H\e 30@1 §£5¢

"ém ns wu“['
loca b (n orinating

A Heo Juexy

Y S¢S
Gt D

cé. &




Patent Application Publication Nov. 14,2002 Sheet 7 of 20 US 2002/0169539 A1

5o l
Seleck
locedinn |55

th forue b

Qecove 11

565

Comtr;,w:‘ |
need ﬂof% L?)&S
(ocabiz q!adq, < S 7o
’
' OPe-J'\ <
et /T(”* s
locabon Nl 2l tasole
(nfor e b, 2ccess s
wiHa guery (oeadimn ,Z,\f;g,,.&,],gyw

I |

Fl&. 7




Patent Application Publication Nov. 14,2002 Sheet 8 of 20 US 2002/0169539 A1

$75 \
\ Generate (ocrhin §go
4 infoy meton
F Recerve_ ¢ e e ge r 5ES”
Au‘f‘k&r?:}ﬁ‘kfﬂ”
otlowud
59¢ et 595~
( [
-‘>«=e > fv‘qﬂsm?(ﬂ:‘a '{' V‘W-Sw;’,{‘
of [az:e.‘léﬁh locahion,
(‘V‘ Pcw Mail\‘d‘h fin for e o

. 8
et



Patent Application Publication Nov. 14,2002 Sheet 9 of 20 US 2002/0169539 A1

! GOO6

- $A
[s Yes
ﬂa{f/m.n\zqkm )
aotonl. P A1S
Ges ¢lo
Hrmed Mo
_();:w “!’mnsm(\sS/i\n ’ (_(o 20
of locadsn \
l‘ué)ormqf’b‘\ G/r [th ‘LOU‘ No
Mﬂ\wj.‘}
mm‘m
eud 2
620G ‘
Yes
625
M (om#ﬁu
t\n‘%fvw&'}(b“ |
L’__’__,___,___‘
=1



US 2002/0169539 A1

Patent Application Publication Nov. 14,2002 Sheet 10 of 20

ol *=jd

O\uumu

\ E Hfedwe; mﬂJﬁ.ﬂ
[A] VG =g |
mfsﬂh\du Pvglogw. mﬂmud.nw\

?}5\\ / \Mﬂ “ond @ w.\aoﬂ
bosmaayy (| 5oy pelinonay

&) eI

E o

SRt ey

c&dsu.w. :ﬁundgdw:% bp s S (tmwwiq@v@. cﬁﬁvood \

)

029



Patent Application Publication Nov. 14,2002 Sheet 11 of 20

3@@}4

L
s
A

—Zos

320

330

US 2002/0169539 A1

[




Patent Application Publication Nov. 14,2002 Sheet 12 of 20 US 2002/0169539 A1

[00E

e
&7
Ve h Y

1/

—1 " 110A4
U o] fud T

(257




Patent Application Publication Nov. 14,2002 Sheet 13 of 20 US 2002/0169539 A1

f{'aj = {ngé




Patent Application Publication Nov. 14,2002 Sheet 14 of 20 US 2002/0169539 A1

2/
1 i
[ /—L v | 7y
i o5
200

(G, 1Y




Patent Application Publication Nov. 14,2002 Sheet 15 of 20 US 2002/0169539 A1

A b
Ceacter

4od

Fis, |s




Patent Application Publication Nov. 14,2002 Sheet 16 of 20 US 2002/0169539 Al

e

Ay

Fis, [¢




Patent Application Publication Nov. 14,2002 Sheet 17 of 20 US 2002/0169539 Al

o =z 4\7

16, 17




Patent Application Publication Nov. 14,2002 Sheet 18 of 20 US 2002/0169539 A1

/(( fo) 4 I\’/Qf‘
Ceute”

C
{05

3006~




Patent Application Publication Nov. 14,2002 Sheet 19 of 20 US 2002/0169539 A1

Te ’47;\{’? \
[ 3Zmeters )‘

:SOO H

Fle, /9 (402




US 2002/0169539 A1

Patent Application Publication Nov. 14,2002 Sheet 20 of 20

Fan2d
i || e



US 2002/0169539 Al

METHOD AND SYSTEM FOR WIRELESS
TRACKING

RELATED APPLICATION

[0001] This application claims priority to U.S. Provisional
Patent Application serial No. 60/279,401, entitled VARI-
ABLE DISTANCE RF TAG DISCLOSURE, and filed on
Mar. 28, 2001, the specification of which is hereby incor-
porated by reference.

[0002] This application claims priority to U.S. Provisional
Patent Application serial No. 60/279,513, entitled RANGE
AND BEARING INDICATOR FOR WIRELESS DEVICE,
and filed on Mar. 28, 2001, the specification of which is
hereby incorporated by reference.

[0003] This application is related to U.S. patent applica-
tion Ser. No, 09/793,373, entitled EMERGENCY
RESPONSE INFORMATION DISTRIBUTION, and filed
on Feb. 26, 2001, the specification of which is hereby
incorporated by reference.

TECHNICAL FIELD

[0004] This document relates generally to personal secu-
rity and wireless networks and particularly, but not by way
of limitation, to two-way wireless locating systems.

BACKGROUND

[0005] The increasing amount of global movement of
goods and people has emphasized the shortcomings of
current technology used for tracking. Typically, such sys-
tems include a wireless transmitter and a compatible
receiver. If the transmitted signal is no longer discernable,
then the receiver assumes that a range has been exceeded
and an alarm is sounded. Generally, the transmitter is not in
audible range of the alarm and thus, has no way of knowing
the whereabouts of the receiver, or the direction in which the
transmitter has departed.

[0006] Furthermore, after the transmitter is beyond the
range of the receiver, in order to once again find the
transmitter, the receiver is manually swept through an
increasingly larger search grid. Searching in this manner is
generally time intensive and costly.

[0007] In addition, parents interested in monitoring the
whereabouts of their children are generally unwilling to
allow private location information to be distributed without
restrictions.

[0008] Such tracking systems are impractical for use with
monitoring the whereabouts of children or movable objects.

[0009] Therefore, there is a need for an improved tracking
system and method.

SUMMARY

[0010] The present subject matter is directed to systems
and methods for managing location information based on a
geographical location of a mobile device. The mobile device
is adapted to communicate using wireless communication
technology. Examples of wireless communication technol-
ogy include, but are not limited to, BLUETOOTH® tech-
nology, HomeRF® technology, cellular telephone technol-
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ogy, two-way pager technology, radio frequency (RF)
technology, IEEE 802 technology and other wireless com-
munication technology.

[0011] The mobile device maybe located in, on or around
an object, person, animal, or other physical item. The mobile
device may include hardware and programming to function
as a cellular telephone, a two-way pager, a personal com-
munication system (PCS), a personal digital assistant
(PDA), a portable computer (laptop, palm-top) or other
portable device. The present subject matter provides meth-
ods and systems by which access to the location information
may be granted to selected recipients and denied to other
recipients. In addition, the accuracy of the location infor-
mation may be tailored to suit particular objectives.

[0012] The location information may be generated by a
hardware module of the mobile device, by programming
executing on hardware accessible to the communication
network or by a combination of hardware within the mobile
device and programming of the network.

[0013] In one embodiment, a secondary device receives,
or requests, access to the geographical location information
of the mobile device. In one embodiment, the relationship
between the secondary device and the mobile device can be
viewed as a master-slave relationship with the mobile device
assuming the role of either the master or the slave. In one
embodiment, the relationship between the secondary device
and the mobile device can be viewed as a peer-to-peer
relationship with both the mobile device and the secondary
device having substantially equal rights. Thus, one embodi-
ment provides that a plurality of mobile devices can be
configured in a manner whereby a first subset of the plurality
of mobile devices are able to access location information for
a second subset of mobile devices and are denied access to
a location information to a third subset of mobile devices.

[0014] In one embodiment, the mobile device includes a
compass element. The compass element provides visible or
audible directional information to a user. In this manner, the
orientation of the mobile device can be adjusted and used as
a direction finder.

[0015] In one embodiment, the present subject matter
provides a translational element for converting a message in
a first communication protocol into a second communication
protocol. For example, assuming the mobile device includes
a cellular telephone and a BLUETOOTH® transceiver and
the secondary device to be used for monitoring the location
of the mobile device includes a laptop computer not
equipped with a BLUETOOTH® transceiver. Assume also
that authorization has been granted to allow the secondary
device to access the location information of the mobile
device. In the event that location information from the
mobile device is transmitted using the BLUETOOTH®
transceiver, then an interface device, including hardware or
software, provides a translation between the BLUE-
TOOTH® communication protocol and a browser based
program executing on the laptop computer. In one embodi-
ment, the interface device converts data in a first structure
into data in a second structure. In one embodiment, the
interface device converts data communicated in a first
communication protocol into data in a second communica-
tion protocol. The interface device may include a routine
executing on the BLUETOOTH® transceiver at either the
transmitter side or the receiver side of the communication
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link. In one embodiment, the interface device includes a
routine executing at a network operating center or monitor
center, in which case, data of one type (protocol or structure)
is received by the monitor center and returned as data of a
second type (having a different protocol or structure).

[0016] In one embodiment, location information is pro-
vided in real time to an emergency response service pro-
vider. Consider, for example, a situation wherein a mobile
device is attached to, or carried on the interior, of a stolen
automobile. The location of the mobile device is commu-
nicated to a public safety answering point (PSAP) facility.

[0017] In one embodiment, the location information is
conveyed using a communication network. The network
may be a local area network (LAN) or a wide area network
(WAN) such as the Internet.

[0018] In one embodiment, security mechanisms of the
BLUETOOTH® communication protocol are utilized to
restrict access to the location information.

[0019] In one embodiment, the present system allows
tracking of vehicles, assets, persons or animals. In one
embodiment, the mobile device includes software and hard-
ware. In one embodiment, the mobile device includes an
electronic compass.

[0020] In one embodiment the mobile device includes
software adapted to calculate and display relative distances
and bearings to a target location using graphical or textual
representations.

[0021] The second device may be stationary or mobile.
The location information may be accessible using the por-
table device or accessible using the second device. In one
embodiment, the relationship between the first device and
second device can be viewed as a peer-to-peer relationship.
In one embodiment, the relationship between the first device
and the second device can be viewed as a slave-master
relationship.

[0022] Other aspects of the invention will be apparent on
reading the following detailed description of the invention
and viewing the drawings that form a part thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] In the drawings, like numerals describe substan-
tially similar components throughout the several views. Like
numerals having different letter suffixes represent different
instances of substantially similar components.

[0024] FIG. 1 is a schematic view of networked commu-
nications according to one embodiment of the present sub-
ject matter.

[0025] FIG. 2 is a block diagram of a mobile device
according to one embodiment.

[0026] FIG. 3 illustrates serial communication between a
mobile device and a monitor center.

[0027] FIGS. 4A, 4B and 4C illustrate location determin-
ing sections in various embodiments.

[0028] FIG. 5 illustrates a flow chart according to one
embodiment.

[0029] FIG. 6 illustrates a flow chart according to one
embodiment.
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[0030] FIG. 7 illustrates a flow chart according to one
embodiment.

[0031] FIG. 8 illustrates a flow chart according to one
embodiment.

[0032] FIG. 9 illustrates a flow chart according to one
embodiment.

[0033] FIG. 10 illustrates a screen shot of a computer
display according to one embodiment of the present subject
matter.

[0034] FIG. 11 illustrates a diagram of a second device.
[0035] FIG. 12 illustrates a diagram of a tag.

[0036] FIG. 13 illustrates an overview of the system.
[0037] FIG. 14 illustrates an embodiment of a personal
tag system.

[0038] FIG. 15 illustrates an embodiment of a courier
tracking system.

[0039] FIG. 16 illustrates an embodiment of a person-to-
person tracking system.

[0040] FIG. 17 illustrates an embodiment of a person-to-
person tracking system used by a response agent to find a
person in need.

[0041] FIG. 18 illustrates an embodiment for requesting
assistance from a monitor center.

[0042] FIG. 19 illustrates an embodiment of the present
system used to discover a landmark or service.

[0043] FIG. 20 includes a block diagram of an example
embodiment of a system according to the present system.

DETAILED DESCRIPTION

[0044] In the following detailed description, reference is
made to the accompanying drawings which form a part
hereof, and in which is shown by way of illustration specific
embodiments in which the invention may be practiced.
These embodiments are described in sufficient detail to
enable those skilled in the art to practice the invention, and
it is to be understood that the embodiments may be com-
bined, or that other embodiments may be utilized and that
structural, logical and electrical changes may be made
without departing from the spirit and scope of the present
invention. The following detailed description is, therefore,
not to be taken in a limiting sense, and the scope of the
present invention is defined by the appended claims and
their equivalents.

[0045] FIG. 1 illustrates system 10 including networked
communications between first device 100, monitor center
400 and second device 300. In the following description,
first device 100 is also referred to as mobile device 100.
Communication network 200 may include a digital local
area network (LAN) or a wide area network (WAN) such as
the Internet. Other communication networks are also con-
templated. For example, but not by way of limitation,
network 200 may include a trunked radio network, a public
switched telephone network (PSTN), a cellular telephone
network, a two-way pager communication network.

[0046] FIG. 2 illustrates a block diagram of one embodi-
ment of mobile device 100A. In the figure, wireless trans-
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ceiver 110, having wireless transmitter 115 and wireless
receiver 120, are coupled to antenna 105. Wireless trans-
ceiver 110, in one embodiment, includes a short range radio
frequency (RF) transceiver. In one embodiment, transceiver
110 includes a BLUETOOTH®-compatible transceiver, a
HomeRF®-compatible transceiver, an IEEE 802 transceiver
or other wireless communication transceiver.

[0047] Transceiver 110 is coupled to processor 130. In one
embodiment, processor 130 includes a microprocessor or
other computer. Processor 130 is coupled to I/O section 125
which may include audio transducers (such as a speaker,
microphone), a user accessible keypad or buttons, or a visual
display (such as a liquid crystal display (LCD) or light
emitting diode (LED) display). Also coupled to processor
130 are communication section 135, control 140 and loca-
tion determining section 145.

[0048] Communication section 135 may include, for
example, a cellular telephone transceiver, a two-way pager
transceiver, a personal communication transceiver, or other
communication transceiver. In one embodiment, communi-
cation section 135 includes a long range radio frequency
(RF) communication transceiver.

[0049] Control 140, in one embodiment, includes a switch
to control the exchange of data between location determin-
ing section (LDS) 145 and transceiver 110 or between LDS
145 and comm section 135. In one embodiment, the switch
includes hardware or software. In various embodiments,
control 140 includes programming executing on processor
130 or programming and hardware to manage the transmis-
sion of location information from device 100A to remote
receivers. Control 140 may represent a hardware device or
a software routine.

[0050] Location determining section 145, in one embodi-
ment, includes a global positioning system (GPS) receiver or
a long range navigation (LORAN) receiver. The output of
LDS 145 is supplied as an electronic location signal to
processor 130, and in one embodiment, and depending on
the status of control 140, is provided to transceiver 110 or
comm section 135. The electronic location signal may
include digital data or an analog signal representing a
geographical location.

[0051] FIG. 3 illustrates serial communications between
first device 100 and monitor center 400. Consider an
example whereby first device 100 is carried by a child. In
this case, the location information of the child is to be
safeguarded and access to the information is limited to
authorized users only. Here, device 100 includes a short
range transceiver such as BLUETOOTH® and using fre-
quency hopping spread spectrum technology, the transceiver
communicates the location information of device 100 to
BLUETOOTH®-compatible pager device 150. In the event
that pager device 150 is not an authorized recipient of the
location information, then security protocols implemented
by BLUETOOTH® precludes access to the location infor-
mation by a user of pager device 150. The location infor-
mation is relayed, or forwarded, to laptop 155 using either
the two-way pager transceiver or the BLUETOOTH® trans-
ceiver of pager device 150. If laptop 155 is authorized to
receive and access the location information, then the loca-
tion information is displayed on the screen of laptop 155.
Displaying location information on laptop 155 may include
rendering a map image or textual description. In the event
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laptop 155 is not authorized to access the location informa-
tion, then a transceiver executing in laptop 155 relays or
forwards the information to second device 300. In one
embodiment, laptop 155 is coupled to a network connection,
either by a wired or wireless connection, and the location
information is routed across the network to monitoring
center 400. Second device 300, in one embodiment, includes
a transceiver that relays the information to monitor center
400 using a wireless connection. In this example, second
device 300 is authorized to access the location information.
A display screen of the second device 300 depicts a map,
graphical image, or textual message representing the loca-
tion information. In one embodiment, the location informa-
tion is forwarded in a data stream, thus providing nearly real
time representation of the location of first device 100.

[0052] In one embodiment, programming executing on
device 300, or device 100, determines the range between
device 300 and device 100. Range information may be
displayed on a display screen of device 100 or device 300.
In one embodiment, programming executing on device 300
determines the relative bearing to device 100. Bearing
information may be displayed on a display screen of device
300. In one embodiment, programming executing on device
100 determines the relative bearing to device 300. Bearing
information may be displayed on a display screen of device
100.

[0053] In one embodiment, device 300, or device 100,
receives screen data from a monitor center, a central station,
or a network center. The screen data includes coding to allow
device 300, or device 100, to render a graphical image
including such fields showing relative orientation, bearing,
distance and other data. In one embodiment, the screen data
is generated by a third party device and provided to device
300 or device 100 by wireless transmission.

[0054] In one embodiment, an alarm signal is triggered if
range or bearing information exceeds or falls below a
predetermined threshold. Monitoring center 400 is adapted
to automatically notify an emergency authority if such
conditions exist.

[0055] FIGS. 4A, 4B and 4C illustrate that the location
determining section may be mobile device-based, network-
based, or a combination of device-based and network-based.
FIG. 4A illustrates one embodiment of location determining
section 145, herein depicted as LDS 145A. In the figure,
LDS 145A is integrated with device 100B. For example,
LDS 145A may include a GPS receiver positioned internal
to device 100B. FIG. 4B illustrates communication network
200A having integral LDS 165A. Location information, in
one embodiment, is based on a geographical location of first
device 100C and is determined based on timing information
for wireless signals between network 200A and device
100C. Second device 300 is also connected to communica-
tion network 200A. In one embodiment, a server coupled to
network 200A includes programming to determine location
information and selected clients accessing the server are able
to receive the location information. Selected clients are those
authorized to receive the location information. FIG. 4C
illustrates LDS 145B and LDS 165B within first device
100D and network 200B, respectively. In such an embodi-
ment, the combination of information generated by LDS
145B and LDS 165B provides the location information.

[0056] In one embodiment, device 100 includes an elec-
tronic circuit or an electronic circuit and programming for
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determining location. In one embodiment, LDS 145 uses a
terrestrial location system. There are several varieties of
terrestrial solutions, including time differential, signal
strength, angle of arrival and varieties of triangulation. In
one embodiment, LDS 145 uses a combination of terrestrial
and satellite navigation systems.

[0057] FIG. 5 illustrates a flowchart of method 500
according to one embodiment of the present system. Method
500 depicts a portion of a method implemented by a pro-
cessor executing a program according to one embodiment.
After start 501 and at 505, a mobile device grants authori-
zation to access location information for the mobile device.
The mobile device may include a suitably equipped cellular
telephone transceiver, a two-way pager transceiver, a PCS
transceiver or a PDA device with a transceiver. Other
transceivers are also contemplated, and in one embodiment,
the mobile device includes a transceiver dedicated for use as
described herein. In one embodiment, the granting of autho-
rization to access location information may be performed by
a network element, such as a server, or a supervisory device
or agent for the mobile device. For example, mobile device
100 may be a slave to the monitoring, or second, device 300.

[0058] At 510, the secondary device 300 submits a request
to receive location information for mobile device 100. The
request may be a coded message. The request may be
received by device 100 or by communication network 200.
In one embodiment, the request includes an authorization
code. The absence of an authorization code is handled as
though the authorization code were invalid.

[0059] At 515, the method performs a check of the autho-
rization. Multiple authorization codes may be valid. In the
event that the authorization is valid, at 525, the location
information is transmitted to the second device 300. The
location information may be transmitted by a network
element, such as a server, or by device 100. In the event that
the authorization is invalid, at 520, the location information
is withheld and not communicated to that requester. This
portion of the method ends at 526.

[0060] FIG. 6 illustrates a flowchart of method 530
according to one embodiment. After starting at 531, the
method includes receiving a request to transmit a query. For
example, the query may include a coded message such as
“where is the nearest automatic teller machine (ATM)?” The
coded message may be transmitted in response to user
activation of a particular programmed key or a spoken
command. At 540, the method determines if the request
includes a location-dependent context. A location-dependent
context may relate to the question of “where?” A suitable
reply to a request having a location-dependent context
includes evaluation of the location of the requester. The
ATM example illustrates a location-dependent context.
Location-dependent context requests include implicit autho-
rizations to access location information.

[0061] The method proceeds to 545 if the request includes
a location-dependent context and to 550 if not. At 545, the
method includes selecting a suitable location information
accuracy. For example, to locate the nearest ATM machine,
a low accuracy response is adequate. In one embodiment,
accuracy need not be greater than 1000’ resolution and an
expected reply might include a list of the five nearest ATM
machines. Thus, the accuracy of the location information is
degraded to provide a measure of privacy protection for the
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requester. On the other hand, if the request calls for the
nearest fire department, geographical accuracy will be more
important than privacy protection for the requester, and in
that case, accuracy may be degraded to a 50' resolution.

[0062] At 555, the location information, along with the
query, is transmitted. As noted the location information may
be degraded.

[0063] If the query is not location-dependent, then at 550,
the query is transmitted without inclusion of the location
information. This portion of the method ends at 556.

[0064] FIG. 7 includes a portion of a method commencing
with 545A wherein the location information accuracy is
selected. At 565, the method determines if the nature of the
request justifies continuing updates to the location informa-
tion. For example, if a suitable response to the query
includes periodic updates, as may be appropriate for travel
information, then the method proceeds to 570. At 570, a port
is opened to allow remote access to location information for
a predetermined time period. If updated location information
is not needed, then at 575, the location information is
transmitted with the query and no further updates are
provided. The method ends at 576.

[0065] FIG. 8 illustrates a flowchart according to one
embodiment. Beginning at 576, at 580, the location infor-
mation is generated. The location information may be gen-
erated by the mobile device or by the communication
network or a combination of the device and the network. At
585, a message is received. The message may include, for
example, a request to send location information. For
instance, a parent may send a message requesting the
whereabouts of a child carrying a mobile device. The
message may be sent from a computer, a cellular telephone,
a BLUETOOTH®-equipped device, a PDA, a PCS or other
such device. The message, in one embodiment, includes an
authorization. The authorization may include a password or
coded message. The authorization, at 590 is checked for
authenticity. If the authorization is authentic, then at 595, the
location information is transmitted. If the authorization is
not authentic, then at 596, the transmission of location
information is barred. The method ends at 597.

[0066] FIG. 9 illustrates a portion of one embodiment of
a method including time-limited access to location informa-
tion. At 590A, the method determines if the authorization is
authentic. If so, at 605, a timer is started. The timer may be
implemented in software or hardware within the network or
device 100. The duration of the timer may be user-selectable
using hardware or software. The timer may include a user-
operable control at either end of the communication link. At
610, the method determines if the timer has expired. If not
expired, then, at 620, the method determines if a request for
location information has been received. If not, then the
method returns to 610. If a request for location information
has been received, then after sending location information at
625, the method returns to 610. In the event that the timer
has expired, at 615, the transmission of location information
is barred. Other methods of limiting the time of accessibility
to location information are also contemplated.

[0067] FIG. 10 illustrates a screen shot appearing on a
computer display according to one embodiment of the
present system. For example, a teenager may access screen
630 using a computer. In one embodiment, the program is
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server based and accessible by a network connection, such
as a LAN or WAN (for example, the Internet). In one
embodiment, the screen is generated by software executing
on a personal computer. In field 635, the user is notified that
this screen is known as the Location Information Access and
Selection Screen. Fields within portion 640 allow user
selection of authorized recipients of the location information
for the teenager’s mobile device. Pull-down menus allow
user selection of predetermined recipients and their associ-
ated devices. Fields within portion 645 allow the teenager to
specify the location information accuracy for each of the
authorized recipients. As noted, some are to receive maxi-
mum accuracy (limited by the technological hardware and
program available) and others are to receive degraded accu-
racy. Fields within portion 650 allow the teenager to specify
restrictions on access to the location information. As noted
in the figure, some recipients have no restrictions and others
have time-dependent restrictions. Portion 655 allows
changes to be applied or cancelled. Other screens are also
contemplated which allow customization of the distribution
of the location information.

[0068] In various embodiments, security methods are
implemented to restrict access to location information. For
example, in one embodiment, the location of mobile device
100 is only released with authorization of the user of mobile
device 100. Authorization may be granted implicitly in a
request or directly. In the absence of authorization, then
location information is not released.

[0069] In one embodiment, an authority can override
restrictions on access that may have been implemented by a
user. For example, in an emergency, a court order or sub-
poena may force the release of location information without
user authorization.

[0070] In one embodiment, the location information is
generated by network-based technology. In such an embodi-
ment, the authorization to access location information is
resolved by one or more servers coupled to the network. In
one embodiment, the communication network has a trust
relationship with a particular user and the user authorizes the
network to release the location information.

[0071] In one embodiment, the location information is
generated by device-based technology. In such an environ-
ment, the authorization to access location information is
resolved by hardware and programming within the device.
Examples of device-based location information technology
includes GPS and LORAN technology. Programming
executing on a processor within the mobile device manages
the access to the location information.

[0072] In one embodiment, the location information
entails both network-based and device-based technology. In
such an environment, the authorization to access location
information is resolved by the combination of the network
(servers) and the mobile device. For example, the mobile
device may include a GPS receiver and programming
executing on a processor coupled to the network manages
the access to the location information. In one embodiment,
the network is engaged in a trust relationship with a user and
the user authorizes the network to release the location
information.

[0073] In one embodiment, location information is trans-
ferred from a first network to the a second network, such as
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the Internet. Security protocols used with Internet commu-
nication or e-commerce may be used for transmitting loca-
tion information. Examples include secure sockets, virtual
private networks (VPN), encryption and passwords.

[0074] Consider next an example involving an emergency
request for assistance transmitted using a mobile device. In
such a case, the emergency request includes an authorization
for a recipient to access the location of the mobile device. In
one embodiment, the authorization expires after a predeter-
mined period of time has lapsed. During the predetermined
time period, access to the location information is unre-
stricted. In one embodiment, the location information is
released using a public key infrastructure (PKI). PKI
includes a public key and a private key and access to both
is required for decoding the encrypted message. PKI, in one
embodiment, allows an emergency service provider to
access location information. In one embodiment, the mobile
device is registered with an authorized service provider
which has independent access to a valid authorization,
thereby allowing access to the location information.

[0075] Consider next, exemplary applications based on a
peer-to-peer relationship between a mobile device and a
second (or monitoring) device. In these cases, a mobile
device (first device) contacts a peer with request for location
information of a second device. In various embodiments, the
location information is provided on a one-time-only basis or
on a scheduled (periodic) basis. In one embodiment, the
mobile device is programmed to release the location infor-
mation to a specified second device for a predetermined
window of time. In one embodiment, the location informa-
tion is transmitted from the mobile device using BLUE-
TOOTH® security protocols.

[0076] One embodiment of the present subject matter
provides notification when a mobile device is located within
a specified distance of the second device. In one embodi-
ment, the notification is provided when a specified distance
is exceeded. The notification may be provided by an audible
or visual signal to any of the mobile device, the second
device, or to a third device. In one embodiment, the mobile
device communicates with the second device and requests
notification when location information indicates that the
range is greater than or less than a predetermined value
(within range or out of range). Access to the location
information may be provided on a one-time-only basis or on
a scheduled (periodic) basis. In one embodiment, the mobile
device is programmed to release the location information to
a specified second device for a predetermined window of
time. In one embodiment, the location information is trans-
mitted from the mobile device using BLUETOOTH® secu-
rity protocols. In one embodiment, the update time interval
is established by one peer and updated location information
is communicated periodically. The interval relates to the
frequency of updating tracking information and in one
embodiment, the interval is user selectable by means of
hardware or software situated at either end of the commu-
nication link. In one embodiment, location information
derived from a network-based location determining section
provides an approximate location for greater distances and
provides increased accuracy information for smaller dis-
tances.

[0077] Consider next, exemplary applications based on a
master-slave relationship between a mobile device and a
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compatible second (or monitoring) device. In the master-
slave relationship, the master has authority to control the
operation of the slave. In such a case, the security methods
presented earlier with regard to peer-to-peer embodiments
may be implemented. In one embodiment, access authori-
zation is established on-line using a wired or wireless
Internet connection, as described relative to FIG. 10. In one
embodiment, a BLUETOOTH®-compatible transceiver
may allow tracking of location within the effective commu-
nication range of BLUETOOTH®. In one embodiment, a
user-controlled switch on the mobile device places the
mobile device in a “set” mode which allows subsequent
location information to be transferred via BLUETOOTH®
or other wireless communication technology.

[0078] The master device may contact a slave device and
request location information. In one embodiment, the loca-
tion information is provided on a one-time-only basis or on
a scheduled (periodic) basis. In one embodiment, the slave
device releases the location information to the master for a
predetermined window of time. In one embodiment, the
location information is transmitted using BLUETOOTH®
security protocols.

[0079] The master device may contact the slave device
and request notification when location information indicates
that range information is greater than, or less than, a pre-
determined value. In one embodiment, location information
is provided on a one-time-only basis or on a scheduled
(periodic) basis. In one embodiment, the slave device
releases the location information to a specific destination for
a predetermined window of time. In one embodiment, one
device sets an update time interval and updated location
information is communicated periodically. In one embodi-
ment, network-based location information provides approxi-
mate location information for greater distances and provides
increased accuracy information for smaller distances. In one
embodiment, location information is transmitted using
BLUETOOTH® security protocols.

[0080] Consider next, exemplary applications based on a
master-slave relationship between a mobile device and a
dissimilar second (or monitoring) device. For example,
consider a cellular telephone communicating with a BLUE-
TOOTH®-GPS automobile based system. In such a case, a
protocol translator handles the interchange between different
communication protocols, different security protocols, dif-
ferent data structures and different data formats. The proto-
col translator, in one embodiment, includes a central
response center. Requests for location information are
executed and translation is performed using business rules.

[0081] Consider next, a non-emergency commercial use of
location information. In such a case, a user of a mobile
device may send semi-anonymous location information to a
commercial enterprise to request directions or other assis-
tance. The semi-anonymous location information may
include an approximate location, a reduced accuracy loca-
tion or truncated location information. For example, where
a longitudinal location would otherwise be specified as
91.4567, a truncated location may provide that the location
is 91.45. In one embodiment, a non-anonymous (i.e.,
known) trust relationship is established. For example, a
BLUETOOTH® equipped device may reveal a serial num-
ber when communicating. Knowledge of a BLUETOOTH®
device serial number does not jeopardize the privacy of a
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user because the range of BLUETOOTH®-only communi-
cations does not extend beyond a limited range. In one
embodiment, the network-based location information tech-
nology implements privacy measures such as those found on
the Internet or using e-commerce, for example, secure
sockets, virtual private network (VPN), encryption and
passwords.

[0082] The second device may be mobile or relatively
stationary. In one embodiment, as a portable device, the
second device includes a display screen that indicates direc-
tional information. FIG. 11 depicts one embodiment of
second device 300A. Display screen 305 provides visual
imagery for a variety of programmed functions. In the
figure, screen 305 represents a directional compass face with
a northerly direction indicated by a bug, or triangle, and a
direction to a target (or tag) indicated by an arrow. Direction
from a target may also be displayed. The screen also
provides textual information indicating that the target, in this
example, is 87 meters away from device 300A. Device
300A, in this embodiment, also includes annunciator or
alarm module 310, electronic compass module 315, location
determining section 320, long range communication module
325 and short range communication module 330. In the
figure, device 300A includes a cellular telephone.

[0083] FIG. 12 illustrates mobile device 100E. As used
herein, the term mobile device, tag and target are used
interchangeably. In the figure, device 100E is a blind device
in that it does not include a visual display and includes
location determining section 145C, long range communica-
tion module 135A, short range communication module
110A, alarm 170 and user I/O section 125A.

[0084] FIG. 13 depicts second device 300A communicat-
ing with mobile devices 100E and 100F. In the figure,
communications with mobile device 100E are conducted
using long range communication networks and cellular
telephone tower 415 and communications with mobile
device 100F are conducted using short range communica-
tions. Location information from mobile devices 100E and
100F are accessible from monitoring center 400A via net-
work connection 420. In addition, second device 300B has
access to mobile devices 100E and 100F. Second devices
300A and 300B may be two-way pagers adapted for
response messaging. Response messaging entails receiving
a pager message and replying using any of a plurality of
multiple-choice responses. In one embodiment, second
devices 300A and 300B include programmable two-way
paging devices such as the Motorola PageWriter™ 2000 and
functions as both a two-way pager and a handheld co one
embodiment, second devices 300A and 300B include analog
or digital cellular telephones and may operate using PCS,
code division multiple access (CDMA), time division mul-
tiple access (TDMA) or others. The cellular telephone may
include remotely programmable functions and provide
graphical or textual displays.

[0085] In various embodiments of second devices 300A
(or 300B), security passwords may be entered by accessing
user-operable keys. In one embodiment, the security pass-
word is entered by speaking a word aloud and using voice
recognition technology, word recognition or a combination
of voice and word recognition technologies. In one embodi-
ment, a predetermined order of pressing selected keys pro-
vides the equivalent of a security code.
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[0086] In one embodiment, the second device includes a
handheld computer or PDA adapted for communicating
using a wireless network. Examples of this PDA’s includes
the PalmPilot™ or Palm series of devices manufactured by
3-COM™,

[0087] In one embodiment, a second device includes a
plug-in module that connects to a serial port, USB ports or
other wired port. In addition, infrared or other short range
wireless networks may connect a separate module to the
second device. In one embodiment, the second device
includes hardware and software to serve as a long range,
bi-directional, wireless modem.

[0088] In one embodiment, a program executing on the
second device determines relative distance and direction
between the second device and mobile device 100E. The
program is adapted to operate continuously to update the
relative distances and directions as one or more of the two
devices move. In one embodiment, monitoring center 400A
calculates relative distances and directions and uplinks the
information to second device 300A.

[0089] In one embodiment, location information is
recorded in a memory of second device 300A for later recall.

[0090] Inone embodiment, second device 300A is coupled
to a portable communication device such as a pager, a
cellular telephone, a personal digital assistant or other com-
munication device. In one embodiment, second device 300A
is line powered. Second device 300A includes a receiver
coupled to a processor. Second device 300A, in one embodi-
ment, includes a display, speaker, or vibratory mechanism to
indicate that a particular predetermined range has been
exceeded.

[0091] Long Range Wireless Communication Network

[0092] In one embodiment second device 300A is
equipped with a bi-directional, long range communication
module 325. For example, in one embodiment, long range
communication module 325 includes a cellular telephone
transceiver. In one embodiment, tag 100E is equipped with
compatible, bi-directional, long-distance module 135A.

[0093] In one embodiment, second device 300A incorpo-
rates long range communications module 325 to connect to
a long range, bi-directional network. Module 325 is com-
patible with a long range wireless communication networks
such as a cellular network, a satellite network, a paging
network, a narrowband PCS, a narrowband trunk radio or
other wireless communication network. In one embodiment,
long range communication module 325 can communicate
with any combination of such networks.

[0094] In one embodiment, the long range wireless net-
work includes a cellular communication network. In one
embodiment, the long range wireless network includes a
paging network. In one embodiment the long range wireless
network includes a satellite network. In one embodiment the
long range wireless network includes a wideband or nar-
rowband PCS network. In one embodiment the long range
wireless network includes a wideband or narrowband trunk
radio module. Other networks are possible without departing
from the present system. In one embodiment, the long range
communication module 325 includes transceivers compat-
ible with multiple communication network systems, such as,
for example, a cellular module and a two-way paging
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module. In such embodiments, the system may preferen-
tially communicate using one form of network communica-
tions over another and may switch depending on a variety of
factors such as available service, signal strength, or types of
communications being supported. For example, the cellular
network may be used as a default and the paging network
may take over once cellular service is either weak or
otherwise unavailable. Other permutations are possible
without departing from the present system.

[0095] The long range wireless network employed may be
a consumer or proprietary network designed to serve users
in range of the detection system, including, but not limited
to, a cellular network such as analog or digital cellular
systems employing such protocols and designs as Cellular
Digital Packet Data (CDPD), Code-division Multiple Access
(CDMA), Global System for Mobile Communications
(GSM), Personal Digital Cellular (PDC), Personal Handy-
phone System (PHS), Time-division Multiple Access
(TDMA), FLEX™ (Motorola), ReFLEX™ (Motorola),
iDEN™  (Motorola), TETRA™ (Motorola), Digital
Enhanced  Cordless  Telecommunications (DECT),
DataTAC™, and Mobitex™, RAMNET™ or Ardis™ or
other protocols such as trunk radio, Microburst™, Cellem-
etry™, satellite, or other analog or digital wireless networks
or the control channels or portions of various networks. The
networks may be proprietary or public, special purpose or
broadly capable. However, these are long range networks
and the meaning imposed herein is not to describe a pre-
mises or facility based type of wireless network.

[0096] The long range wireless network may employ
various messaging protocols. In one embodiment Wireless
Application Protocol (WAP) is employed as a messaging
protocol over the network. WAP is a protocol created by an
international body representing numerous wireless and com-
puting industry companies and is designed to work with
most wireless networks such as CDPD, CDMA, GSM, PDC,
PHS, TDMA, FLEX, ReFLEX, iDEN, TETRA, DECT,
DataTAC, and Mobitex and also to work with some Internet
protocols such as HTTP and IP. Other messaging protocols
such as iModeM™, Wireless Markup Language (WML),
Short Message Service (SMS) and other conventional and
unconventional protocols may be employed without depart-
ing from the design of the present embodiment.

[0097] As an example, these long range communication
protocols described above may include, but are not limited
to, cellular telephone protocols, one-way or two-way pager
protocols, and PCS protocols. Typically, PCS systems oper-
ate in the 1900 MHZ frequency range. One example, known
as Code-division Multiple Access (CDMA, Qualcomm Inc.,
one variant is IS-95) uses spread spectrum techniques.
CDMA uses the fall available spectrum and individual
messages are encoded with a pseudo-random digital
sequence. Another example, Global Systems for Mobile
Communications (GSM), is a digital cellular system and
allows eight simultaneous calls on the same radio frequency.
Another example, Time Division Multiple Access (TDMA,
one variant known as IS-136) uses Time-division Multiplex-
ing (TDM) in which a radio frequency is time divided and
slots are allocated to multiple calls. TDMA is used by the
GSM digital cellular system. Another example, 3G, promul-
gated by the ITU (International Telecommunication Union,
Geneva, Switzerland) represents a third generation of
mobile communications technology with analog and digital
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PCS representing first and second generations. 3G is opera-
tive over wireless air interfaces such as GSM, TDMA, and
CDMA. The EDGE (Enhanced Data rates for Global Evo-
lution) air interface has been developed to meet the band-
width needs of 3G. Another example, Aloha, enables satel-
lite and terrestrial radio transmissions. Another example,
Short Message Service (SMS), allows communications of
short messages with a cellular telephone, fax machine and an
IP address. Messages are limited to a length of 160 alpha-
numeric characters. Another example, General Packet Radio
Service (GPRS) is a standard used for wireless communi-
cations and operates at transmission speeds far greater than
GSM. GPRS can be used for communicating either small
bursts of data, such as e-mail and Web browsing, or large
volumes of data.

[0098] In one embodiment, a long range communication
protocol is based on oneway or two-way pager technology.
Examples of one way pager protocols include Post Office
Code Standardization Advisory Group (POCSAG), Swedish
Format (MBS), the Radio Data System (RDS, Swedish
Telecommunications Administration) format and the Euro-
pean Radio Message System (ERMES, European Telecom-
munications Standards Institute) format, Golay Format
(Motorola), NEC-D3 Format (NEC America), Mark IV/VI
Formats (Multitone Electronics), Hexadecimal Sequential
Code (HSC), FLEX™ (Motorola) format, Advanced Paging
Operations Code (APOC, Philips Paging) and others.
Examples of two-way pager protocols include ReFLEX™
(Motorola) format, InFLEXion® (Motorola) format, Nex-
Net® (Nexus Telecommunications Ltd. of Israel) format and
others.

[0099] Other long range communication protocols are also
contemplated and the foregoing examples are not to be
construed as limitations but merely as examples.

[0100] Short Range Wireless Communication FIG. 13
illustrates communications between second device 300A
and tag 100F. In one embodiment, second device 300A
includes a short range wireless communication module 330.
Module 330 is adapted for short range, bi-directional, wire-
less network communications. In one embodiment, tag 100F
or tag 100E includes a short range communication module
110A compatible with module 330. In one embodiment, tag
100E includes a short range communication module 110A
and no long range communication module 135A.

[0101] In one embodiment, the short range communica-
tion module includes a spread spectrum frequency hopping
transceiver. This transceiver may communicate using a
protocol compatible with BLUETOOTH®. BLUE-
TOOTH® refers to a wireless, digital communication pro-
tocol using a low form factor transceiver that operates using
spread spectrum frequency hopping at a frequency of around
2.45 GHz.

[0102] BLUETOOTH® is a trademark registered by Tele-
fonaktiebolaget LM Ericsson of Stockholm, Sweden and
refers to technology developed by an industry consortium
known as the BLUETOOTH® Special Interest Group.
BLUETOOTH® operates at a frequency of approximately
2.45 GHz, utilizes a frequency hopping (on a plurality of
frequencies) spread spectrum scheme, and as implemented
at present, provides a digital data transfer rate of approxi-
mately 1 Mb/second. Future implementations are expected
to include higher data transfer rates. In one embodiment, the
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present system includes a transceiver compatible with
BLUETOOTH® technical specification version 1.0, herein
incorporated by reference. In one embodiment, the present
system includes a transceiver in compliance with standards
established, or anticipated to be established, by the BLUE-
TOOTH Special Interest Group.

[0103] In one embodiment, the present system includes a
transceiver in compliance with standards established, or
anticipated to be established, by the Institute of Electrical
and Electronics Engineers, Inc., (IEEE). The IEEE 802.15
WPAN standard is anticipated to include the technology
developed by the BLUETOOTH® Special Interest Group.
WPAN refers to Wireless Personal Area Networks. The
IEEE 802.15 WPAN standard is expected to define a stan-
dard for wireless communications within a personal oper-
ating space (POS) which encircles a person. Other IEEE
standards, including others in the 802 series, are also con-
templated.

[0104] In one embodiment, module 110A includes a wire-
less, bi-directional, transceiver suitable for short range,
omni-directional communication that allows ad hoc net-
working of multiple transceivers for purposes of extending
the effective range of communication. Ad hoc networking
refers to the ability of one transceiver to automatically detect
and establish a digital communication link with another
transceiver. The resulting network, known as a piconet,
enables each transceiver to exchange digital data with the
other transceiver. According to one embodiment, BLUE-
TOOTH® involves a wireless transceiver transmitting a
digital signal and periodically monitoring a radio frequency
for an incoming digital message encoded in a network
protocol. The transceiver communicates digital data in the
network protocol upon receiving an incoming digital mes-
sage. According to one definition, and subject to the vagaries
of radio design and environmental factors, short range may
refer to systems designed primarily for use in and around a
premises and thus, the range generally is below a mile. Short
range communications may also be construed as point-to-
point communications, examples of which include those
compatible with protocols such as BLUETOOTH®, Hom-
eRF™  and the IEEE 802.11 WAN standard (described
subsequently). Long range, thus, may be construed as net-
worked communications with a range in excess of short
range communications. Examples of long range communi-
cation may include, Aeris MicroBurst cellular communica-
tion system, and various networked pager, cellular telephone
or, in some cases, radio frequency communication systems.

[0105] In the event that transceiver includes a transceiver
compatible with BLUETOOTH® protocol, for example,
then the associated device may have sufficient range to
conduct bidirectional communications over relatively short
range distances, such as approximately 10 to 1,000 meters or
more. In some applications, this distance allows communi-
cations throughout a premise.

[0106] The network module may include a separate, inte-
grated or software based short range bi-directional wireless
module. The short range network may be based upon
HomeRF™, IEEE 802.11, BLUETOOTH®, or other con-
ventional or unconventional protocols. However, these are
short range networks and the meaning imposed herein is to
include premises and facility based wireless networks and
not to describe long range networks such as cellular tele-
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phone networks used to communicate over long-distances.
Such a system may include programmable, or automatically
selecting, electronic circuitry to decide whether to conduct
communications between second device 300A and tag 100E
using the short range module or the long range network
module. In one embodiment the system may employ differ-
ent portions of the network to provide short range or long
range network connections, depending on the distance
between the second device 300A and tag 100E. In one such
embodiment, the network automatically adjusts for different
required transmission distances.

[0107] In one embodiment, the transceiver is compatible
with both a long range communication protocol and a short
range communication protocol. For example, a second
device located a long distance away, such as several miles,
may communicate with the tag using a cellular telephone
compatible with the long range protocol of the tag.

[0108] Other short range communication protocols are
also contemplated and the foregoing examples are not to be
construed as limitations but merely as examples.

[0109] The Tag

[0110] FIG. 12 illustrates one embodiment of tag 100E. In
one embodiment, second device 300 is in wireless commu-
nication with tag 100E for the purpose of tracking or finding
the tag 100E. The communications between second device
300A and tag 100E may include a short range wireless
network as described herein, a long range wireless network
as described herein, or both. Communications may be con-
tinuous, intermittent, on a schedule, or based upon preset
conditions.

[0111] Tag 100E may be attached to, or carried by, an
object, person or animal. In one embodiment, second device
300 receives wireless information as to the distance between
device 300 and tag 100E.

[0112] In one embodiment, when the distance between
second device 300 and tag 100 exceeds a predetermined
distance (a specific range), then an associated alarm is
triggered at tag 100E, second device 300, or both. In one
embodiment, the alarm includes an audible alarm. In one
embodiment, the alarm includes a visual indication. In one
embodiment, the alarm includes a vibration function. In one
embodiment, the visual indication includes text information.

[0113] Inone embodiment, the tag 100E transmits location
information relative to the location of second device 300 or
a fixed location. In one embodiment, the location informa-
tion includes a geographic position expressed by latitude and
longitudinal coordinates. The location information provided
to second device 300 may include directional, distance, and
velocity information, which may assist in locating the
object, person or animal carrying tag 100E.

[0114] In one embodiment, the present system uses RF
transmissions for monitoring a linear distance between two
devices. Tag 100, in one embodiment, includes a portable
module and second device 300 may be either mobile or
stationary module.

[0115] In one embodiment, tag 100 includes a battery-
operated transmitter and a microprocessor. The transmitter
broadcasts a signature, which varies as a function of the
distance from the device. In one embodiment, tag 100
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includes a user operable range setting control, which allows
the distance to be calibrated. In one embodiment, tag 100
includes a transceiver.

[0116] In one embodiment, location information may be
recorded in a storage memory of tag 100 for later recall.

[0117] In one embodiment, tag 100 uses an RF signal to
set an allowable range from second device 300.

[0118] In one embodiment, the tag 100 includes a GPS-
based vehicle tracking system.

[0119] In one embodiment, tag 100 may function as a
second device and second device 300 may function as a tag

100.

[0120] In one embodiment, more than one tag 100 is
associated with one second device 300. In one embodiment,
multiple tag 100 devices are of different types.

[0121] Distance and Direction Calculation

[0122] Various means can be employed to determine the
distance between the first and second device, including:

[0123] a) range may be determined on the basis of
signal strength. Signal strength drops as the cube of
the distance and can be used to determine the range.
In addition, a directional antenna may be utilized to
determine direction.

[0124] b) range may be determined using discrete
global position information (GPS) modules. Either
second device 300, tag 100 or both includes a GPS
receiver and a calculation is performed by the pro-
cessor of either one or both devices to determine the
range between the devices. The processor of either
one or both devices can be used to determine direc-
tion between the devices.

[0125] c¢) range may be determined using timing
differences (each device has transceiver). A clock
signal is used to determine the distance between each
device. For example, a clock operating in one device
is monitored while a signal is exchanged between the
first and second device. Relative distance is based on
the elapsed transit time for the signal.

[0126] d) by using an independent directional device,
such as an electronic compass which indicates a
northerly direction (magnetic or true), second device
300 may indicate relative direction, or bearing, to tag
100.

[0127] Setting a Range

[0128] In one embodiment, tag 100 is affixed to, or carried
by, a first object or first person and second device 300 is
affixed to a second object or carried by a second person. The
distance between the first and second objects is then moni-
tored and displayed, or annunciated, at the second object or
to the second person. In one embodiment, if the distance
exceeds a predetermined value, then an audible, vibratory, or
visual message is presented using second device 300.

[0129] In one embodiment, tag 100 has a characteristic
signature, or identification information, and second device
300 is responsive to this signature. Second device 300
selectively monitors the distance between the first and
second device. In one embodiment, second device 300
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includes a transceiver compatible with tag 100. Second
device 300 can monitor the RF signal from a single prede-
termined tag 100 and ignore other devices or tags in the area.
The process may include security functions.

[0130] In one embodiment, the range at which an alarm is
sounded or triggered, that is, the trigger range, may be set
manually or automatically. In alternative embodiments, the
trigger range may be set using tag 100 or second device 300.
In one embodiment, the trigger range is set by physically
placing tag 100 at a desired distance and actuating a button
on the device or entering a voice command. The desired
distance is then associated with characteristic signal
strength, or other measurable value, which then establishes
a perimeter beyond which an alarm is sounded or a trigger
signal is generated. If the distance between tag 100 and
second device 300 exceeds the trigger range, then, in various
embodiments, different methods may be executed. For
example, in one embodiment, the RF range is increased and
communications between tag 100 and second device 300 is
reestablished. As another example, in one embodiment, tag
100 sends location information to second device 300. The
location information may include range and bearing or GPS
coordinates. In one embodiment, an alarm is sounded on
second device 300 showing the location of tag 100. The
alarm may include a sound, a light, a text message, or a
vibratory message. As another example, a network connec-
tion to a wide, or narrow, area communication network may
be used to determine the location of tag 100.

[0131] In one embodiment, the trigger distance is estab-
lished by physically moving tag 100 to the allowed perim-
eter distance and adjusting the signal transmission strength
of the transmitter or the sensitivity of the receiver until a
predetermined level is reached which then generates an
alarm at second device 300. Alternatively, preset signal
strengths associated with various distances can be used. In
various embodiments, either the receiver or the transmitter
is adjusted.

[0132] In one embodiment, when the devices indicate that
the trigger range has been exceeded then the transmitter
output signal is raised. In one embodiment, the RF range is
not at the maximum at the perimeter of the selected range.

[0133] Similar principles may be used to track items,
objects, or persons that are normally out-of-range and that
move into RF range. For example, two people in a dense
crowd can locate each other using the present technology. If
each person carries a BLUETOOTH®-equipped telephone,
then this technology allows no-fee voice or data communi-
cation between the telephones rather than cellular network-
based communications.

[0134] Directional Module

[0135] In one embodiment, second device 300 includes
directional module 315. Directional module (DM) 315, in
one embodiment, includes a compass to indicate relative
orientation of second device 300. In various embodiments,
DM 315 provides information relative to true north or
magnetic north. In one embodiment, DM 315 provides a
signal to generate data displayed on screen 305. In one
embodiment, DM 315 provides a navigation bearing to a
selected target or tag. In one embodiment, second device 300
uses mapping solutions and directions based upon maps. In
one embodiment, the DM 315 includes programming and a
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module operable with a PDA device. In one embodiment,
the DM 315 is integrated into a battery pack adapted for use
with second device 300. In one embodiment, the second
device 300 includes a cellular telephone coupled to an
electronic compass. In one embodiment, the DM 315 oper-
ates independently of a network device. In one embodiment,
second device 300 both transmits a first electronic beacon
signal and receives a second electronic beacon signal. Thus,
a pair of second devices 300 can be used to locate each other.
In one embodiment, the second device 300 and tag 100
include cellular telephone transceivers and thus, each is
capable of conducting a cellular telephone call with other
devices or each other.

[0136] Display

[0137] In one embodiment, second device 300 includes
display 305. On display 305, north may be indicated by a
bug or triangle appearing around the periphery of a compass
rose. In one embodiment, the direction to tag 100 may be
indicated in similar fashion using display 305. In one
embodiment, second device 300 receives location informa-
tion from tag 100. The location information may include
latitude and longitude data and may be updated periodically
as the relative locations of the devices change. Second
device 300 may display relative distance and direction. In
one embodiment, a user of second device 300 can orient the
device to align with magnetic or true north and by using the
displayed compass, navigate to the location of tag 100.

[0138] Response Center

[0139] In one embodiment there is a monitor center 400A
is in communication with either or both the second device
300 and the tag 100. In one embodiment, monitor center 400
relays information between tag 100 and second device 300
and provides a data or protocol exchange or translation
function.

[0140] In one embodiment, monitor center 400 provides
data representing a vicinity map for display on second
device 300. In one embodiment, monitor center 400 pro-
vides landmark information to second device 300. A land-
mark may be public location, a park, a gas station, a bank,
an automatic teller machine (ATM) or other facility or
location.

[0141] In one embodiment, the monitor center 400 pro-
vides navigation information to second device 300 to allow
a user of second device 300 to navigate from the current
location to a user selected landmark. Navigation information
may include, for example, a fixed point to which the distance
and direction display on second device 300 guides the user.
Navigation information, in one embodiment, includes one or
more maps and may include a text description, including en
route visual landmarks.

[0142] In one embodiment, monitor center 400 provides
commercial information regarding businesses to the second
device 300.

[0143] In one embodiment, monitor center 400 provides
emergency assistance to second device 300. Emergency
assistance may include tracking information regarding tag
100 or it may include guiding responding agencies to second
device 300, tag 100 or both second device 300 and tag 100.
In one embodiment, emergency response personnel may
carry a second device 300 for purposes of locating tag 100.
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[0144] Examples of Application Embodiments
[0145] Personal Tag Item

[0146] FIG. 14 illustrates an embodiment of the present
technology. In the figure, a user is carrying second device
300 and has established an association with tag 100 to track
the location of a personal item connected to tag 100. Second
device 300 is in short range communication with tag 100.
The location of tag 100 is monitored using a short range
bidirectional link according to one of the methods described
herein. In one embodiment, when tag 100 is located beyond
a preset range, then an alarm is sound on tag 100, using
second device 300 or both tag 100 and second device 300.

[0147] In one embodiment, a GPS location module in
second device 300 and a GPS location module in tag 100
work cooperatively to establish a range or bearing. When tag
100 is located beyond a preset range, then an alarm sounds
or is otherwise indicated. In addition, based upon location
coordinates, tag 100 is able to transmit location information,
velocity and bearing to second device 300. In one embodi-
ment, second device 300 calculates location information,
velocity (that is, speed and direction) based upon coordi-
nates transmitted from tag 100. Location information, veloc-
ity and direction may be used to assist second device 300 in
recovering tag 100. In addition, second device 300 may
include a direction module 315 and a display 305 to deter-
mine relative directions and present, to the user, a display of
relative direction.

[0148] High Value Courier

[0149] FIG. 15 illustrates an embodiment where a courier
is carrying second device 300 and tag 100 is placed in the
parcel containing the valuable contents. In one embodiment,
a long range bi-directional communication module 325 and
135A is included in second device 300 and tag 100, respec-
tively. These communication modules enable exchange of
location information between second device 300 and tag 100
at ranges beyond a short range. In one embodiment, long
range communications allows for the retrieval of the valu-
able contents associated with tag 100.

[0150] In one embodiment, tag 100, second device 300, or
both devices can report alarm information to monitor center
400. Monitor center 400 is in communication with emer-
gency personnel and can dispatch assistance to the site of the
second device 300 as well as tag 100.

[0151] Find a Friend

[0152] FIG. 16 illustrates an application utilizing a second
device 300C and second device 300D, each carried by a
different person. In one embodiment device 300C places a
cellular telephone call to device 300D, using long range
communication modules of the respective devices, and
activating the tracking feature. In one embodiment device
300C and device 300D establish communications using
short range communication modules of the respective
devices and activate a tracking feature. In one embodiment,
when device 300C and device 300D are in communication
with each other, a security feature is exchanged to allow
tracking of location information. In one embodiment, the
security feature includes an authorization code to allow
release of location information. In one embodiment, they are
able to do this as a software feature without ever connecting
to each other.
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[0153] Once the two second device 300s are associated for
tracking purposes, other applications are enabled. For
example:

[0154] a) one person is able to track the location of
another on a continuous basis, a scheduled basis, an
event driven basis (such as when one person pushes
a help button), or upon a query from the other second
device 300 to the other.

[0155] D) a pair of friends may know when they are
in short range communications range, thus allowing
bidirectional voice communications without incur-
ring cellular telephone network charges.

[0156] c) a parent can determine when a child has
strayed too far away at a park or other location and
find them if they did.

[0157] Responding Agency

[0158] FIG. 17 illustrates an embodiment where emer-
gency personnel, such as a police officer, carries second
device 300F on their person to find second device 300E or
tag 100. In one embodiment, monitor center 400 provides
enhanced location services. In one embodiment, second
device 300E transmits a request for assistance which
includes a security authorization for monitor center 400 to
track location of device 300E. Monitor center 400 forwards
the emergency request to device 300F, along with the
security authorization, to allow simultaneous tracking of
second device 300E. In one embodiment, device 300F is
pre-authorized to track location of device 300E without need
of an exchange between device 300E and device.

[0159] In one embodiment, short range communications
module assists the emergency personnel in locating second
device 300E.

[0160] Receive Directions

[0161] FIG. 18 illustrates an embodiment wherein second
device 300G queries monitor center 400 with a request for
information for a nearby, or specific, location. In the figure,
ATM 402 is the target destination. Monitor center 400
provides location information to second device 300G to
allow a user to display navigation information directed to
finding ATM 402. In one embodiment, the display of device
300G indicates direction and distance to ATM 402.

[0162] FIG. 19 illustrates an embodiment of the present
system used to discover a landmark or service. In one
embodiment, device 300H transmits a request to determine
if nearby compatible devices exist. In one embodiment, the
request is for a nearby compatible device of a particular type
such as, for example, ATM 402 or vending machine 403.
Upon receiving a wireless transmission from device 300H
one or more of the receivers, here illustrated by vending
machine 403 and ATM 402, sends a reply. The reply may
include directional information to assist in finding, for
example, ATM 402. In the embodiment shown, device 300H
presents a graphical image depicting the range and bearing
to the selected receiver.

[0163] In one embodiment, other pertinent information
about the landmark or service is available to be delivered
along with the location information.
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[0164] Alternative Embodiments

[0165] Other embodiments of the present subject matter
are also contemplated, including, for example but not by
way of limitation, those presented below.

[0166] In one embodiment, the mobile device or the
second device may be of different types, for example, an
additional second device, a specialized device associated
with a person, vehicle, or asset or a device that reports
directly to the second device.

[0167] In one embodiment, the second device provides a
display that includes the direction and distance to the tags
and the direction and velocity of the tags, if moving.

[0168] In one embodiment, the system includes hardware
and software for a network device, such as a personal digital
assistant (PDA), a pager or a cellular telephone. In one
embodiment, the device determines range and bearing to (or
from) another location. The location determining technology
may include a global positioning system (GPS) receiver
executing on the device, an electronic compass, and soft-
ware or circuitry to calculate the relative distance between
the device and a target location, the bearing (or direction) to
or from the target location, and relative speed with respect
to the target location. Velocity information, that is, direction
and speed, may be generated and displayed on the device.

[0169] The information presented to the user may be in the
form of range and bearing. The bearing (or direction)
information may be presented using an arrow. The range (or
distance) information may be presented using an arrow of
varying size or weight or other means. The information
presented to a user is in a form that is intuitively helpful in
identifying the predetermined location. For example, the
information may allow a person to travel directly to the
predetermined location. In one embodiment, the information
is updated dynamically based upon the relative movement of
either the person or the item or both.

[0170] In one embodiment, the present subject matter
includes a voice communication channel that allows a
second device and a tag, or two second devices, to exchange
signals representing voice. The voice communication chan-
nel may include digital data transmission using BLUE-
TOOTH® or other wireless technology. In this manner, fees
associated with traditional cellular telephone transmissions
are avoided.

[0171] In one embodiment, the present subject matter
allows a suitably equipped second device, or tag, to access
selected wireless security system elements. For example, a
second device can be used to establish a communication or
control channel with a BLUETOOTH®-equipped passive
infrared motion sensor as part of a security system.

[0172] In one embodiment, system are established that
restrict access to location information for a tag or second
device. For example, the ability to access location informa-
tion, in one embodiment, requires that authorization is first
granted, either explicitly or implicitly. In one embodiment,
authorization to access location information is granted by a
registration agency based on emergency authority such as
court order or other sufficient cause. In one embodiment,
access to location information is based on a grant of per-
mission.
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[0173] In one embodiment, a monitor center provides
services to relay location information between second
devices and mobile devices. In one embodiment, the monitor
center provides a translation function. The translation func-
tion, for example, may include converting location informa-
tion encoded in a first data format into a second data format.
The translation format may also convert data compatible
with a first transceiver into data compatible with a second
transceiver where the first and second transceiver are oth-
erwise not compatible. For example, in one embodiment,
data from a tag encoded in digital format using a two-way
pager equipped tag is converted using a monitor center into
data compatible with a BLUETOOTH®-equipped automo-
bile-based transceiver.

[0174] In one embodiment, the present subject matter
relates to technology for managing geographical location
information using wireless devices. For example, in one
embodiment, the location of a portable wireless device can
be remotely accessed or monitored, depending on authori-
zation granted by the mobile device.

[0175] The present subject matter also relates to methods
and systems for managing location information. For
example, in some circumstances it may be desirable to
reveal location information corresponding to the mobile
device and in other circumstances, it may be desirable to
conceal, or preclude access to, location information of the
mobile device. The present subject matter manages the
distribution of location information based on various param-
eters, including user selected criteria, the nature of the
message transmitted from the first device, authorized access
emergency override settings, non-user accessible configu-
ration settings established by supervisory authority.

[0176] Consider a two element system wherein a first
device is co-located with an object and a second device is
carried by a person seeking the object. Remote accessibility
of location information of the first device may be restricted
or unrestricted. For example, in certain applications, it may
be desirable to limit the distribution of location information
to authorized personnel only. In one embodiment, location
information of the first device may be implicitly included
with a request from the first device. The request may include
a distress signal, an emergency signal, a scheduled signal or
other transmission. The request may be transmitted in
response to a manual input or automatically according to a
predetermined program. In one embodiment, the location
information of the first device may be accessible after
having received explicit authorization from the first device.

[0177] In one embodiment, the present subject matter
includes using a first mobile device, or second device, as a
stand-alone electronic compass. One embodiment of the
present subject matter includes a display that indicates
relative direction and a transceiver that can transmit mes-
sages and location information and also receive messages
and directional information. For example, but not by way of
limitation, this device can function as a navigational com-
pass or assist a user in navigating to or from a fixed location.
The device can receive location information from remote
sources includes a fixed target location or a monitor center.
In addition, the device can transmit a homing signal, or
beacon, to allow others to find the device.

[0178] When the present subject matter is used in con-
junction with a second device, that is a tag and a second



US 2002/0169539 Al

device or a pair of second devices, then additional functions
are available in one embodiment. For example, if the second
device is stationary, then in addition to aforementioned
functions, the second device can be adapted to transmit
location information or directions to the mobile device. The
directions may provide instructions for navigating to or from
a fixed location or the second device’s location (the second
device’s location may be self-determined or generated). In
addition, the second device can be adapted to receive
directions to or from the mobile device or to or from a fixed
location. Furthermore, the second device can interrogate the
mobile device to receive location information and display
range, closing speed, estimated time of arrival or other data.

[0179] In one embodiment, the first device transmits loca-
tion information based on authorization of the second device
or based on the nature of the transmitted message.

[0180] In one embodiment, the location of the mobile
device can be identified or remain anonymous (based on
entries made using the mobile device or based on entries
made using a second device. In one embodiment, the loca-
tion finding technology for the mobile device resides in the
mobile device, in a communication network (long range or
short range) or in a combination of the device and a
communication network.

[0181] In one embodiment, access to location information
from a mobile device is granted for a limited period of time.
In other words, for times before access is granted, and for
times after the period has transpired, a remote device (sec-
ond device, monitoring center, or other entity) has no
authority to access location information and is thus pre-
cluded from learning the whereabouts of the mobile device.

[0182] In one embodiment, the present subject matter
operates in conjunction with remote monitoring of location
information. In other words, a remote user can access
location information of a mobile device using a web based
browser or other device coupled to a LAN or WAN (such as
the Internet).

[0183] In one embodiment, the mobile device transmits a
message with an implicit authorization to access location
information. Examples of implicit requests include “where
is the nearest ATM?” or “I am having an emergency-come
find me.” In such cases, the mobile device and the second
device may be related by a peer-to-peer relationship or a
master-slave relationship between mobile device (slave) and
secondary device (master). Location information may reside
in network-based location technology, network-based and
device-based location technology (combination), or in
mobile device-based location technology.

[0184] In one embodiment, the mobile device sends a
message with an explicit authorization to access location
information. An examples of an explicit request includes
“here is my location; where are you?” In such cases, the
mobile device and the second device may be related by a
peer-to-peer relationship or a master-slave relationship
between mobile device (slave) and secondary device (mas-
ter). Location information may reside in network-based
location technology, network-based and device-based loca-
tion technology (combination), or in mobile device-based
location technology.

[0185] In one embodiment, the secondary device (either
mobile or stationary) sends a message with an explicit
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request to access location information of a mobile device.
The mobile device may grant explicit authorization to access
location information or the mobile device may not have
granted explicit authorization (and thus, the operation is that
of an emergency “find” operation). In such cases, the mobile
device and the second device may be related by a peer-to-
peer relationship or a master-slave relationship between
mobile device (slave) and secondary device (master). Loca-
tion information may reside in network-based location tech-
nology, network-based and device-based location technol-
ogy (combination), or in mobile device-based location
technology.

[0186] FIG. 20 includes a block diagram of computer
system 1050, according to one embodiment of the present
subject matter. Computer system 1050 includes bus 1000,
keyboard interface 1010, external memory 1020, mass stor-
age device 1030, processor 1040 and firmware 1060. Bus
1000 may be a single bus or a combination of multiple buses.
Bus 1000 provides communication links between compo-
nents in the system. Keyboard interface 1010 may be a
dedicated device or may reside in another device such as a
bus controller or other controller. Keyboard interface 1010
allows coupling of a keyboard to the system and transmits
signals from a keyboard to the system. External memory
1020 may comprise a dynamic random access memory
(DRAM) device, a static random access memory (SRAM)
device, or other memory devices. External memory 1020
stores information from mass storage device 1030 and
processor 1040 for use by processor 1040. Mass storage
device 1030 may be a hard disk drive, a floppy disk drive,
a CD-ROM device, or a flash memory device or the like.
Mass storage device 1030 provides information to external
memory 1020. Firmware 1060 is nonvolatile memory pro-
grammed with data or instructions. Examples of firmware
1060 include, but are not limited to, read-only memory
(ROM), programmable read-only memory (PROM), and
electrically erasable programmable read-only memory
(EEPROM), and flash memory.

[0187] The Network Module

[0188] The network module may be of several different
designs. For example, in one embodiment it includes a
response messaging capable two-way pager. This is service
where a two-way pager receives a message and optional
multiple-choice responses. The user can select the appro-
priate responses. Such a design may be adapted to provide
basic control options related to the system.

[0189] In one embodiment, the network module includes
a programmable two-way paging device such as the
Motorola Page Writer™ 2000. This is a class of devices that
acts as both a two-way pager and a handheld computer also
known as a PDA (Personal Digital Assistant).

[0190] In one embodiment, the network module includes
a cellular telephone. The cell phone may be analog or digital
in any of the various technologies employed by the cell
phone industry such as PCS, or CDMA, or TDMA, or
others. The cell phone may have programmable capability
such as is found in a Nokia™ 9000 series of devices.

[0191] In embodiments where the user employs standard
or adapted paging or cell phones as their network module,
security passwords may be entered by using numeric or
other keys on a phone. In one embodiment, the security
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password may be entered by speaking words. In this
embodiment, the system may use word recognition, voice
recognition or a combination of these technologies. In the
embodiment of a pager, a distinct order of pressing certain
keys could provide the equivalent of a security code. For
example, 3 short and 1 long on a certain key; or once on key
‘a’, once on key ‘b’, and once more on key ‘a’.

[0192] In one embodiment, the network module includes
a handheld computer. Some PDAs offer programmable
capability and connectivity to various types of long range
wireless networks. An example of this type of device is the
PalmPilot™ or Palm series of devices manufactured by
3-COM™. In these embodiments where a programmable
network module is used, such as a PalmPilot, PageWriter or
programmable cell phone, the programmable nature of the
devices facilitates the implementation of industry-standard
designs and allows for the development of a program written
for the devices.

[0193] In one embodiment, a special manufactured device
may be manufactured to serve the needs of the system user.

[0194] In one embodiment, the device is directly con-
nected to a network module that is manufactured as an
integrated unit.

[0195] Long Range Wireless Network

[0196] The network module incorporates a communica-
tions module to connect to a long range, bidirectional
network. Such a system incorporates an existing wireless
communications network, such as a cellular network, satel-
lite network, paging network, narrowband PCS, narrowband
trunk radio, or other wireless communication network. Com-
binations of such networks and other embodiments may be
substituted without departing from the present system.

[0197] In one embodiment, the long range wireless net-
work includes a cellular communications network. In one
embodiment, the long range wireless network includes a
paging network. In one embodiment the long range wireless
network includes a satellite network. In one embodiment the
long range wireless network includes a wideband or nar-
rowband PCS network. In one embodiment the long range
wireless network includes a wideband or narrowband trunk
radio module. Other networks are possible without departing
from the present system. In one embodiment, the network
module supports multiple network systems, such as a cel-
lular module and a two-way paging module, for example. In
such embodiments, the system may prefer one form of
network communications over another and may switch
depending on a variety of factors such as available service,
signal strength, or types of communications being sup-
ported. For example, the cellular network may be used as a
default and the paging network may take over once cellular
service is either weak or otherwise unavailable. Other com-
binations are possible without departing from the present
system.

[0198] The long range wireless network may include any
consumer or proprietary network designed to serve users in
range of the detection system, including, but not limited to,
a cellular network such as analog or digital cellular systems
employing such protocols and designs as CDPD, CDMA,
GSM, PDC, PHS, TDMA, FLEX™, ReFLEX™, iDEN™,
TETRA™, DECT, DataTAC™, and Mobitex™, RAM-
NET™ or Ardis™ or other protocols such as trunk radio,
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Microburst™, Cellemetry™, satellite, or other analogue or
digital wireless networks or the control channels or portions
of various networks. The networks may be proprietary or
public, special purpose or broadly capable. However, these
are long range networks and the meaning imposed herein is
not to describe a premises or facility based type of wireless
network.

[0199] The long range wireless network may employ
various messaging protocols. In one embodiment Wireless
Application Protocol (WAP) is employed as a messaging
protocol over the network. WAP is a protocol created by an
international body representing numerous wireless and com-
puting industry companies. WAP is designed to work with
most wireless networks such as CDPD, CDMA, GSM, PDC,
PHS, TDMA, FLEX, ReFLEX, iDEN, TETRA, DECT,
DataTAC, and Mobitex and also to work with some Internet
protocols such as HTTP and IP. Other messaging protocols
such as iMode™, WML, SMS and other conventional and
unconventional protocols may be employed without depart-
ing from the design of the present embodiment.

[0200] As an example, these long range communication
protocols described above may include, but are not limited
to, cellular telephone protocols, one-way or two-way pager
protocols, and PCS protocols. Typically, PCS systems oper-
ate in the 1900 MHZ frequency range. One example, known
as Code-Division Multiple Access (CDMA, Qualcomm Inc.,
one variant is IS-95) uses spread spectrum techniques.
CDMA uses the fill available spectrum and individual mes-
sages are encoded with a pseudo-random digital sequence.
Another example, Global Systems for Mobile communica-
tions (GSM), is one of the leading digital cellular systems
and allows eight simultaneous calls on the same radio
frequency. Another example, Time Division Multiple Access
(TDMA, one variant known as IS-136) uses time-division
multiplexing (TDM) in which a radio frequency is time
divided and slots are allocated to multiple calls. TDMA is
used by the GSM digital cellular system. Another example,
3G, promulgated by the ITU (International Telecommuni-
cation Union, Geneva, Switzerland) represents a third gen-
eration of mobile communications technology with analog
and digital PCS representing first and second generations.
3G is operative over wireless air interfaces such as GSM,
TDMA, and CDMA. The EDGE (Enhanced Data rates for
Global Evolution) air interface has been developed to meet
the bandwidth needs of 3G. Another example, Aloha,
enables satellite and terrestrial radio transmissions. Another
example, Short Message Service (SMS), allows communi-
cations of short messages with a cellular telephone, fax
machine and an IP address. Messages typically have a length
of 160 alpha-numeric characters. Another example, General
Packet Radio Service (GPRS) is another standard used for
wireless communications and operates at transmission
speeds far greater than GSM. GPRS can be used for com-
municating either small bursts of data, such as e-mail and
Web browsing, or large volumes of data.

[0201] In one embodiment, a long range communication
protocol is based on one way or two way pager technology.
Examples of one way pager protocols include Post Office
Code Standardisation Advisory Group (POCSAG), Swedish
Format (MBS), the Radio Data System (RDS, Swedish
Telecommunications Administration) format and the Euro-
pean Radio Message System (ERMES, European Telecom-
munications Standards Institute) format, Golay Format
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(Motorola), NEC-D3 Format (NEC America), Mark IV/VI
Formats (Multitone Electronics), Hexadecimal Sequential
Code (HSC), FLEX™ (Motorola) format, Advanced Paging
Operations Code (APOC, Philips Paging) and others.
Examples of two way pager protocols include ReFLEX™
(Motorola) format, InFLEXion™ (Motorola) format, Nex-
NetTm (Nexus Telecommunications Ltd. of Israel) format
and others.

[0202] Other long range communication protocols are also
contemplated and the foregoing examples are not to be
construed as limitations but merely as examples.

[0203] The Short Range Wireless Network

[0204] In one embodiment, the short range wireless net-
work utilizes a spread spectrum frequency hopping trans-
ceiver. This transceiver may communicate using a protocol
compatible with BLUETOOTH®. BLUETOOTH® refers to
a wireless, digital communication protocol using a low form
factor transceiver that operates using spread spectrum fre-
quency hopping at a frequency of around 2.45 GHz.

[0205] BLUETOOTH® is a trademark registered by Tele-
fonaktiebolaget LM Ericsson of Stockholm, Sweden and
refers to technology developed by an industry consortium
known as the BLUETOOTH® Special Interest Group.
BLUETOOTH® operates at a frequency of approximately
2.45 GHz, utilizes a frequency hopping (on a plurality of
frequencies) spread spectrum scheme, and as implemented
at present, provides a digital data transfer rate of approxi-
mately 1 Mb/second. Future implementations will include
higher data transfer rates. In one embodiment, the present
system includes a transceiver in compliance with BLUE-
TOOTH® technical specification version 1.0, herein incor-
porated by reference. In one embodiment, the present system
includes a transceiver in compliance with standards estab-
lished, or anticipated to be established, by the Bluetooth
Special Interest Group.

[0206] In one embodiment, the present system includes a
transceiver in compliance with standards established, or
anticipated to be established, by the Institute of Electrical
and Electronics Engineers, Inc., (IEEE). The IEEE 802.15
WPAN standard is anticipated to include the technology
developed by the BLUETOOTH® Special Interest Group.
WPAN refers to Wireless Personal Area Networks. The
IEEE 802.15 WPAN standard is expected to define a stan-
dard for wireless communications within a personal oper-
ating space (POS) which encircles a person.

[0207] In one embodiment, the transceiver includes a
wireless, bidirectional, transceiver suitable for short-range,
omni-directional communication that allows ad hoc net-
working of multiple transceivers for purposes of extending
the effective range of communication. Ad hoc networking
refers to the ability of one transceiver to automatically detect
and establish a digital communication link with another
transceiver. The resulting network, known as a piconet,
enables each transceiver to exchange digital data with the
other transceiver. According to one embodiment, BLUE-
TOOTH® involves a wireless transceiver transmitting a
digital signal and periodically monitoring a radio frequency
for an incoming digital message encoded in a network
protocol. The transceiver communicates digital data in the
network protocol upon receiving an incoming digital mes-
sage.
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[0208] According to one definition, and subject to the
vagaries of radio design and environmental factors, short
range may refer to systems designed primarily for use in and
around a premises and thus, the range generally is below a
mile. Short range communications may also be construed as
point-to-point communications, examples of which include
those compatible with protocols such as BLUETOOTH®,
HomeRF™, and the IEEE 802.11 WAN standard (described
subsequently). Long-range, thus, may be construed as net-
worked communications with a range in excess of short
range communications. Examples of long range communi-
cation may include, Aeris MicroBurst cellular communica-
tion system, and various networked pager, cellular telephone
or, in some cases, radio frequency communication systems.

[0209] In the event that the present subject matter includes
a transceiver compatible with BLUETOOTH® protocol, for
example, then the device may have sufficient range to
conduct bidirectional communications over relatively short
range distances, such as approximately 10 to 1,000 meters or
more. In some applications, this distance allows communi-
cations throughout a premise.

[0210] The network module may include a separate, inte-
grated or software based short range bidirectional wireless
module. The short range network may be based upon
HomeRF, 802.11, BLUETOOTH® or other conventional or
unconventional protocols. However, these are short range
networks and the meaning imposed herein is to include
premises and facility based wireless networks and not to
describe long range networks such as cellular telephone
networks used to communicate over long distances. Such a
system may include programmable or automatically select-
ing electronics to decide whether to conduct communica-
tions between the network module and an optional base
station using the short range module or the network module.
In one embodiment the system may employ different por-
tions of the network to provide short range or long range
network connections, depending on the distance between the
devices and the base stations. In one such embodiment, the
network automatically adjusts for different required trans-
mission distances.

[0211] In one embodiment, the transceiver is compatible
with both a long range communication protocol and a short
range communication protocol. For example, a person
located a long distance away, such as several miles, may
communicate with the transceiver using a cellular telephone
compatible with the long range protocol of transceiver.

[0212] Other short range communication protocols are
also contemplated and the foregoing examples are not to be
construed as limitations but merely as examples.

[0213] Networks Connected to the Premises Base Station

[0214] In one embodiment, the present system communi-
cates with a device referred to herein as central communi-
cation base station. Central communication base station may
include a first transceiver compatible with BLUETOOTH®
or other short range wireless network as described herein.
Base station may provide a repeater service to receive a
message using BLUETOOTH® and to retransmit the mes-
sage using a different communication protocol or also using
BLUETOOTH® communication protocol.

[0215] Base station may also include a second transceiver
or a wired interface having access to another communication



US 2002/0169539 Al

network. The second transceiver or wired interface may
retransmit the signal received from the device or received
from some other device. In this way, central communication
base station may serve to extend the communication range
of the device. For example, a message between the device
and an emergency-dispatch center may be coupled to com-
munication with the base station connected network and a
short range wireless network. Communications between the
present subject matter and a device coupled to communicate
with the base station connected network may be considered
long range communications.

[0216] Base station may also communicate bidirectionally
within the premise with one or more additional compatible
devices. These may be a second device or any other device.

[0217] The base station connected network may be a
public switched telephone network (PSTN), a pager com-
munication network, a cellular communication network, a
radio communication network, the Internet, or some other
communication network. It will be further appreciated that
with a suitable repeater, gateway, switch, router, bridge or
network interface, the effective range of communication of
a short range transceiver may be extended to any distance.
For example, base station may receive transmissions on a
BLUETOOTH® communication protocol and provide an
interface to connect with the base station connected network,
such as the public switched telephone network (PSTN) using
the base station link. In this case, a wired telephone at a
remote location can be used to communicate with the device.
As another example, the range may be extended by coupling
a BLUETOOTH® transceiver with a cellular telephone
network, a narrow band personal communication systems
(PCS) network, a CELLEMETRY® network, a narrow band
trunk radio network or other type of wired or wireless
communication network.

[0218] Examples of devices compatible with such long
range protocols include, but are not limited to, a telephone
coupled to the public switched telephone network (PSTN),
a cellular telephone, a pager (either one way or two way), a
personal communication device (such as a personal digital
assistant, PDA), a computer, or other wired or wireless
communication device.

[0219] In one embodiment, the long distance network may
include a telephone network, which may include an intranet
or the Internet. Coupling to such a network may be accom-
plished, for example, using a variety of connections, includ-
ing a leased line connection, such as a T-1, an ISDN, a DSL
line, or other high-speed broadband connection, or it may
entail a dial-up connection using a modem. In one embodi-
ment, the long distance network may include a radio fre-
quency or satellite communication network. In addition, one
or more of the aforementioned networks may be combined
to achieve desired results.

[0220] Short range communication protocols, compatible
with the base station may include, but are not limited to,
wireless protocols such as HomeRF™, BLUETOOTH®,
wireless LAN (WLAN), or other personal wireless network-
ing technology. HomeRF™, currently defined by specifica-
tion 2.1, provides support for broadband wireless digital
communications at a frequency of approximately 2.45 GHz.

[0221] Other long range and short range communication
protocols are also contemplated and the foregoing examples
are not to be construed as limitations but merely as
examples.
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[0222] The base station may be compatible with more than
one communication protocol. For example, the base station
may be compatible with three protocols, such as a cellular
telephone communication protocol, a two-way pager com-
munication protocol, and BLUETOOTH® protocol. In such
a case, a particular the device may be operable using a
cellular telephone, a two-way pager, or a device compatible
with BLUETOOTH®.

[0223] In one embodiment, the device can communicate
with a remote device using more than one communication
protocols. For example, the device may include program-
ming to determine which protocol to use for communicating.

[0224] The determination of which communication pro-
tocol to use to communicate with a remote device may be
based on power requirements of each transceiver, based on
the range to the remote device, based on a schedule, based
on the most recent communication from the remote device,
or based on any other measurable parameter. In one embodi-
ment, the device communicates simultaneously using mul-
tiple protocols.

[0225] In one embodiment, signals generated by the
device are received by a central monitoring station. The
central monitoring station may include operators that pro-
vide emergency dispatch services. An operator at the central
monitoring station may also attempt to verify the authen-
ticity of a received alarm signal. In one embodiment, the
alarm signal generated by the device is first transmitted to a
user, using either a short range or long range communication
protocol, who then may forward the alarm signal to a
monitoring station if authentic or cancel the alarm signal if
the alarm is not valid.

[0226] In one embodiment, the device may communicate
with a building control or security system by communicating
using its transceiver. For example, the device may operate as
an auxiliary input to a building control or security system. In
which case, if the device detects a security event, by way of
a sensor coupled to the device, then an alarm signal is
transmitted from the device, via its transceiver, to the
building security system. The building security system, if
monitored by a central monitoring station, then forwards the
alarm signal to the monitoring station. In one embodiment,
the device can receive a transmission from a separate
building control or security system. If the building security
system detects an alarm condition, then the security system
can, for example, instruct the device to repeatedly toggle
power to load a flashing light visible from the exterior of the
building may aid emergency personnel in locating an emer-
gency site. Alternatively, the device can establish commu-
nications with a predetermined remote device or a central
monitoring service.

[0227] In one embodiment, there are various types of
networks connected to the base station. These may be
telephone networks, modem connections, frame relay sys-
tems, spread-spectrum, DSL, cable modems, dedicated line
or other similar wire based communication and data net-
works. In addition, these may be long-range, bi-directional,
wireless networks as describe above.

[0228] In one embodiment, there is a connection to the
Internet using various Internet protocols such as TCP/IP/
HTTP/HTCP and others.

[0229] In addition, feedback may be transmitted to a
remote device based on the operation of the device. For
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example, if a user issues a command to the device using the
cellular telephone, then the display of the phone will indicate
the changes arising from the command. In one embodiment,
the cellular telephone, the base station, emergency monitor-
ing center, or other device, displays real time information
from the device.

[0230] Various methods may be used to communicate
with, or send a message or instruction to, the device from a
remote location. For example, using a cellular telephone, a
user may speak a particular phrase, word or phoneme that is
recognized by the cellular telephone which then generates
and transmits a coded message to the device. As another
example, the user may manipulate a keypad on the telephone
to encode and transmit a message to the device.

[0231] In one embodiment, there are multiple destinations
for the transmitted information. This may include a base
station (at a home), multiple cell phones (or other network
devices—for example, to notify a parent of the use of the
device) or an emergency-dispatching center.

[0232] Conclusion

[0233] Other embodiments are possible and the examples
provided herein are intended to be demonstrative and not
exclusive or exhaustive of the present invention, which is
determined by the scope of the appended claims and the full
range of equivalents to which they are entitled.

What is claimed is:
1. A device comprising:

a wireless transceiver adapted to receiver a request for an
electronic location signal,

a location determining section coupled to the transceiver
and adapted to generate the electronic location signal
based on a geographical location; and

a control adapted to prevent transmission of the electronic
location signal from the transceiver without activation
by a user of the device.

2. The device of claim 1 wherein the control includes a

user operable switch.

3. The device of claim 1 further comprising a processor
coupled to the transceiver.

4. The device of claim 1 wherein the control includes an
executable computer program adapted to verify an authori-
zation code of the request.

5. The device of claim 1 wherein the location determining
section includes a global positioning system (GPS) receiver.

6. The device of claim 1 wherein the wireless transceiver
is adapted for short range communications.

7. The device of claim 1 wherein the wireless transceiver
is adapted for long range communications.

8. The device of claim 1 wherein the wireless transceiver
includes a BLUETOOTH® compatible transceiver.

9. The device of claim 1 wherein the wireless transceiver
includes a cellular telephone transceiver.

10. The device of claim 1 wherein the wireless transceiver
includes a visual display adapted to indicate a geographical
heading.

11. The device of claim 1 wherein the wireless transceiver
is adapted to communicate with a monitor center.

12. The device of claim 1 further comprising a timer
coupled to the control and wherein the control is operated by
the timer.
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13. A system comprising:
a first wireless transceiver;

a communication network having at least one server and
adapted to communicate with the first wireless trans-
ceiver;

a location determining program executing on the at least
one server and adapted to determine location informa-
tion corresponding to a geographical location of the
first wireless transceiver; and

an authorization program executing on the at least one
server and adapted to grant access to the location
information to a first group of clients and deny access
to the location information to a second group of clients.

14. The system of claim 13 wherein the first wireless
transceiver includes a visual display adapted to indicate a
geographical heading.

15. The system of claim 13 wherein the first group of
clients includes at least one wireless transceiver.

16. The system of claim 13 wherein the at least one server
is adapted to communicate with a monitor center.

17. The system of claim 13 wherein the location deter-
mining program is adapted to receive information from the
first wireless transceiver and wherein the location informa-
tion is determined as a function of location data received by
the location determining program from the first wireless
transceiver.

18. The system of claim 13 further comprising a timer
coupled to the authorization program.

19. The system of claim 13 further comprising a user
operable control coupled to the authorization program.

20. The system of claim 13 further comprising a processor
coupled to the first wireless transceiver.

21. The system of claim 13 wherein the authorization
program is adapted to receive an authorization code.

22. The system of claim 13 wherein the location deter-
mining program receives data from a global positioning
system (GPS) receiver.

23. The system of claim 13 wherein the first wireless
transceiver is adapted for short range communications.

24. The system of claim 13 wherein the first wireless
transceiver is adapted for long range communications.

25. The system of claim 13 wherein the first wireless
transceiver includes a BLUETOOTH® compatible trans-
ceiver.

26. The system of claim 13 wherein the first wireless
transceiver includes a cellular telephone transceiver.

27. A method comprising:

receiving a request for information from a first trans-
ceiver;

generating an electrical location signal based on a geo-
graphical location of the first transceiver;

conveying the request for information to a service pro-
vider;

granting access to the electrical location signal to the
service provider; and

terminating access to the electrical location signal to the

service provider after a predetermined period of time.

28. The method of claim 27 wherein conveying the

request for information includes transmitting the request for
information using a wireless transmitter.
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29. The method of claim 27 further comprising monitor-
ing a clock signal to determine the predetermined period of
time.

30. A method comprising:

receiving a message including an authorization to access
electronic location information;

receiving a request to transmit the electronic location
signal,

checking authenticity of the authorization;

if the authorization is authentic, then transmitting the
electronic location signal; and

if the authorization is not authentic, then preventing

transmission of the electronic location signal.

31. The method of claim 30 further comprising receiving
a satellite signal and generating the electronic location signal
based on the satellite signal.

32. The method of claim 30 wherein transmitting includes
conducting a cellular telephone call.

33. The method of claim 30 further comprising translating
the message from a first communication protocol to a second
communication protocol.

34. A system comprising;:

a mobile device having a first short range transceiver and
a first long range transceiver;

a second device having a second transceiver in commu-
nication with the first transceiver;

location determining means adapted to determine a geo-
graphical location of the mobile device; and
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a processor controlled authorization checking means to
check an authorization received from the second
device.

35. The system of claim 34 wherein the mobile device

includes the locating determining means.

36. The system of claim 34 further comprising a commu-
nication server coupled to a communication network and
wherein the location determining means includes a program
executing on the communication server.

37. The system of claim 34 further comprising a computer
implemented translator in wireless communication with the
mobile device and in communication with the second
device.

38. A method comprising:

receiving an electronic address for a mobile device;

transmitting a configuration message to the electronic
address from a wireless transmitter having a destination
address, the configuration message including the des-
tination address; and

awaiting receipt of a location message at the destination
address, the location message including a geographical
location for the mobile device.

39. The method of claim 38 further comprising transmit-
ting a query to the electronic address requesting transmis-
sion of the location message.

40. The method of claim 38 further comprising transmit-
ting an update frequency to the electronic address and
receiving the location message after a time interval based on
the update frequency.



