
      

  

      ， 

  

Gama eet Sear 

(see below). 

  

    

  

Digital Signature Information 

This digital signature is OK. 

  

This certificate is intended for the following purpose(s): 

*Ensures software came from software publisher 
Protects software from alteration after publication 

Signer 让 TS 

  

  

  

* Refer to the certification authority's statement for details. 
  

Issued to: Comodo Security Solutions 

, Issued by: COMODO Code Signing CA 2   

Valid from 4/8/2013 to 4/9/2014 

          

                        
  

    
. it should be noted thai the exampie above is a special case in that Comodo, as creator of 'cis.exe’, is both the signer of the 

software and, as a trusted CA, itis also the counter-signer (see the 'Countersignaturas’ box). in the vast majority of cases, the 
s iY signer or the cerficate (the vendor} and the counter-signer (the Trusted CA) are different. See this exanypis for more details, 

NS ans NaSninge 2 (sas Teustss Mensiss 
ASGING SHG GSN S ESS POSISS VS Hagy 

A software vendor can be added to the local ‘Trusted Software Vendors’ list in two ways: 

Mee 33 2 5 Son wi, tee: Sassen $s SS Son S28 sae = Xo: ts coasting the Usnaayte sisnasice SS 入 eusaivfc N sy das ald dehy e Sy sasding the vendor's signature from an axscufabis fs on your RSS drive 

Sy saacing tha wanasar 
° SY SQIAUIG PAS VE 

To add a trusted vendor by reading the vendor's signature from an executable 

* lick the handie from the bottom center and choose ‘Add’ > ‘Read from ¢ signed executable’ 

        

  

  

    

  ] ] Z 
LY
 乡 Yo
 

       
    

e Browse te the location of the executable your local dive. In the example below, we are adding the executable 
"YahooMessenger.exe’.
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lib. dll 

INSTALL 

ConnectionWizard.dll 

rnre_video.dil 

    
      

    
      

      
  

              

  

On clicking ‘Open’, Comodo Inisrnet Security checks that the .exe fle is signed by the vendor and counter-signed by a Trusted 
CA. If so, the vendor (software signer) is added to the Trusted Vendor fist {TVL): 

    

  

  Digital Signature Information 

THs okey signstare i OX. 

The SENSE KEATS diQRSThy Sige tt 
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in the example ebove, Comodo Internet Security was able to verify and trust the vendor signature on YahooMessenger.exe 
because it had been ccunter-signed by the irusted CA ‘Symantec’. The software signer "Yanoc! tne.’ is now a Trusted Software 
Vendor and is added to the list. All future software that is signed by the vendor "Yahoo! Inc.’ is automatically added to the 
Comodo Trusted Vendor list UNLESS you change itis setting in Fle Nating Seiings. 

    

To add a trusted vendor from a currently running process 
‘ 

° Click the handie from the bottom center and choose ‘Add’ > ‘Read from 4 running process’ 

          

  

V
d
 

il
li
te
 

  

  

  
  

¢  Seiect the signed executable that you want to trust and click the ‘CX’ bution. 

  
  

smss.exe 

3 BY winlogon.exe 

cr | Isass.exe 

*Y Csrss,exe 

explorer.exe   几 tvnserver.exe 

SS WNA1100.exe 

N jusched.exe 

RW CisTray.exe 

aan wmiprvse ,EXe 

ni soffice.bin 

BY YahooAUService.exe 

9) wifisvc.exe 

ae wmiprvse.exe 

cis.exe 

SS emulator-arm.exe 

  

      
Comode Intemet Security perfarms the same certificate check as described above. I the parent application of the selected 
process is signed, CIS adds the vender to the Trusted Soltware Vendors list. 

if Comodo Internet Security cannoi verify that the software certificate is signed by a Trusted CA then it dogs not add the software 
vendor to the fist of ‘Trusted Vendors’. In this case, you can see the following error message.
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Ni The Trusted Saflware Vendors’ list dispiays two types of soitware vendors: 

。 User defined trusted sofiware vendors - As the name suggesis, these are added by the user via one of the two 

methods outlined earlier. These vendors can be removed by the user by selecting and clicking the 'Remove’ 
dutton. 

* Comodo defined trusted software vendors - These are the vendors that Comodo, in it’s capacity as a Trusted 

CA, has independently validated as legitimate companies. If the user needs io rernove any of these vendors 
from the Hist, it can be done by selecting the vendor, clicking ‘Remove’ and restarting the system. Please note 
that the removal will take efiect only on restarting the system.       

Ni Terstesd Versias Beassasy Sar Sosivesss Boye! ss 
The Trusted Vendor Prograny for Software Deve MSNSSS 

Security. This service is free of cost and is aiso open to vendors that have used code signing certificates from any Certificais 
Authority. Upon adding the soltware to the Trusted Vendor fist, CIS automatically trusis the soltware and does not generate any 
wamings or aierts on installation or use of the software. 

  

° The software is signed with a valid code signing certificate from a trusied CA; 

¢ The software does not contain any threats that harm a user's PC; 

before adding it to the default Trusted Vendor list of the next release of CIS. 

  

More details are available al NSS 

7.Comodo GeekBuddy 
a’ tL. ay >: art 

   

    

了 

One of the greai features of the CIS interface is thai you can immediately launch a chat with a qualified computer support 

> Support > Get Live Support. If you have opted noi to include GeexBuddy during CIS 
will start the installation aulomatically. 

technician by clicking ‘Help icon 
installaion, choosing Get Live Support rs 

GeekBuddy is included with CIS Pro and Compiete versions and is available with C!S Premium. The GeekBuddy section of this j 
guide is broken down into the following sections:
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7.1. Overview of Services 
Comodo GeskBuddy inciuces the following services: 

¢ Yirus & Malware Removal - Our technicians remotely clear any detected viruses or malware thai is found on your 
PC, , 

« internet and Online identity Security - Optimization of your computer's security settings to prevent loss of sensitive 
dala and identity thefi. 

°  —- Printer or Email Account Setup - installation or undating of printer software end/er drivers, checking ink levels and 
configuring your printer to work on a wireless or wired network. We ssi up your Intamet-cased email account - any 
provider, any account. Great for new computers and novice email users. 

° =. Software Activation - Insialiation, configuration, and activation of third party software in your sysiam. 

¢ General PC Troubleshooting - Detailed system check to identify and eliminate basic hardware and software conilicis 
in your Windows PC. : 

。 Computer Power Setting Optimization - Optimization of your power management seltings based on how you use 
your computer. Your Geek will help you go green and sava money on your electric dill. 

。 ©6©Camede Software installation and Sef up - Insialiation and suppori of soilware supplied by Comodo. 

° Comodo Account Questions - Clarification of any doubts regarding your account in Comodo. 

7.2. Activation of Service 
GeekBuday is included in CIS Pro and Compiete versions and users who purchased either of these CHS versions can skip this 
section and move on to the next section ‘Lausehi Roni and Gsi Servios’, GeekBuddy client is downloaded along 
with CIS Premium (a free version) with a trial license, but to use the full service, you have ic purchase and activate it 

   
        

  

Start the GeekBuddy client by clicking the desktop shortcut icon 

The GeekBuddy Chai screen will be displayed.
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+ — Click the ‘About link at the top far right of the screen. 

The About GeekSuddy screen will be displayed.
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About GeekBuddy™ 

Product version: 4.9. 299011 SS 

EMatiarn target Miceosaft Winders 

S208 - 2015 COMGRS Security Scluttens, Inc 

This product ts icensed to: 

fobn Sraith 

COMOBG 

License type: FRIALIRead the GOMOD Sathware Scense terms} 
  

License validity: VALUE Change wae fcense Key} 
  

License activation ACTINE 

Product ID: los-ca 

Partner ID GeekS 

Instance ID 

Warning , / 

This computer program is protected by copyright law end International treaties. Unauthorized 
reproduction er distribution of this arcaram, of amy postion of if, may result ii severe civil and 
criminal cenalties, and will be prosecuted underthe maximum extent sossible under law. 

     

  

  

      
。 Click the ‘Charge your license Key link in the screen. 

The ‘Activate your Licanse' screen will be displayed. 

  

Thank you fir choosing GeekBuddy. You must activate 4 PAID fcense to fully access our sersice.. 
This wizard wil guide vou through the activation srocess, 

32 we Sd aman Sachin ancuawtetinesn Hoses aout: Sau snes Sten nyfewistineg: Fosse anne 
  

  
  

  

Before you enter your ficense key, please make Sure POL are connected fo the! Internet, and pres 
“activate* button to initiate the frense verificetion process. 
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人 

° Enter the Lipense Key from your GeekBuddy retail package or the key you received through your email (for oniine 
purchases}. 

  

Thank you for checsing GeekBuddy, You must activate a PAID license to fully access our service. 
This wizard sil quide you through the activation crocess, 

2 & Shh ened eteay te Nesor flees ations: Bory Nene Eis ered ayehois dnc eee ees eS 
  

oR 

  

  

  

Before you enter your license key, please make sure you are connected to the Internet, ard press 
“activate® button to initiate the frense verification oracess.. 

  

  

      

  

  

° Click the ‘Activate’ button or # you need more help on this click the ‘Let our technicians activate the license for you’ 
button. 

The ficense key will be checked and if correct, the ‘Activation successful’ screen will be displayed. 

[WK q_y AC Gestalt Get 

    

     

  

This copy of SeekBuddy was aucessfully activated! Hease update vous license registration 
infarmation} . 
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。 — Enter the name and email details in the respective fieids. 

* Click ‘Continue’. 

  

      
The home page of GeekBualdy will be cisplayed. Now you can start using it and seek the help of an expert to resclve your 
computer problems. > 

Click the following links for more deiails on how fo star? and using them: 

  

7.3,Launching the Client and Using the Service 
The GeekBuddy client required for the services is installed in your system automatically aiong with CIS Pro and Complete. For 
CIS Premium, # is installed automatically if you have selected the option insiall Comade GeekBuddy curing installation . 

You can siari the client and start a live chat session with a GeekBuddy experi using any cne of the fallawing methods: 

      
   ; a ; _ _N 

» Double click the GeekBuddy desktop icon Ss 

) 

   ¢ Launch a chat with 2 qualified computer support technician by clicking this icon in the tte bar contrats at the top 
tight side of the main interface. 

+ Launch a chat with a qualified cornputer support technisian dy clicking Heip > Suppert > Get Live Support at the top 
right side of the main interface. 
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Launch the GeekBuddy client directly from the Windows Stari Menu - Click Start > Al Prcgrams > Comede > 

GeekBuddy > GeexBuddy. 三 

  

The SeexkBucdy Home screen will open. 

   

   

  

  

      
To contact a support technician, type your issue in the fieid or enter the invitation cade if you have it and click the 
‘Send’ button. 

You will be connected to a GeekBuddy... 

NAN SN 
NO 
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\ RSA 

    

  

ig Savith: Hi 
3 Sei Hello! My name ts Jeff. Iw be assisting you today} 

    

          
° Proceed to chat now. 

¢ — Expiain your problem. The technisian will assess your problem with you and work with you to fix any issues. 

co we Shards GoadRassy SSSUL GESROMERY 

° — Click the ‘About link at the top far right of the screen _ 

The About GeekBuday information screen will be displayed.
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About GeekBuddy™ 

Product version: 4.3, 29901189 

Ratiarm target Microsoft Windaws 

S:2808 - 2913 COMGRS Security Sclutians, Inc 

This product is ficensed to: 

John Sraith 

COMODBG 

License type: TRIALIRead the CCHMOBD Software license terms} 
  

License validity: VAUEL Change waur boense key) 
  

License activation: ACTIVE 

Product ID: fos-ca 

Partner ID: GeekSuddy 

Instance ID 

' Warning. 

This compute: program: is protected by copyright law end international treaties. Unauthorized 
reproduction or distribution of this aregram, or any postion of it, may result in severe cal and 
criminal genatties, and wil! be prosecuted under the maximum extent sossibie under law. 

  

  

-       

The ‘About’ diaiog displays the copyright and product version information. The screen alse displays information about the 

licensee, its validity and to change the license key or activaie the accouni. 

7.4. Accepting Remote Desktop Requests 
in order to solve ceriain issues, the support technician ray need to directly connect io your computer via aremote connection. 
Remote contrel can only go ahead if you grani permission for. this ic happen. Our iechnicians will always request your 
permission via the chat window.
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: (O3:581 PM} John Savibh: My system stops worNing as soon as I apen a web browser. 
: au sake the problem? 

Ek Sure, [ wd help you with that 
tn order to proceed, I wil have to semoately connect to your computer 

  

: the top of your chat window message, 

i 

      

The technician will ask your permission before he or she makes any changes ic your machine. Such changes might include 
installing programs, creating system restore poinis or deleting unnecessary or infected files. 

     
       

   
   

NS 

   

  

      

       

  

     
     

   

  
  

    

              

3S spon as T open a web browser,    

  

    

  

in order to proceed, 
cessa’y steps to assist + 

at ainda: message. 

if have to remotely cormect te your computer 
3 Please accept the remote by pressing YES at     

   
   

e 4 

: the top of your ch 

Si: Please dick on yes: 

  
          

* — Click the “Yos’ bution at the top of the interlace in order ic allow the technician to connect to your corrputer.

IBM - Ex. 1002-Part 5 of 10, Page 1950 
IPR2025-00379 (IBM v. Croga)



      

    

AA
AA
A 

IO
 

             Comodo Internet Security - User Guide « ~ y 

SK 

Cee eS 
  

    

  

        

        

   

ts arm mew chatting with 
YOU are Now chatting wit! 

  

  

: (BRSH4AL PM} John Smith: My system stops working 3S Soon as I span a web browses, 
: Can ablem? 

Sige. Twit helo you with that 
    
   

   

    

     

  

HPN} In order toe proceed, I ave taremotely commect to your computer 
48 take the necessary steps to acgist you. Please acaapt the remate by pressing YES at 

i the top of yeur chat nindaw message. 

Please dick.on yes: 

> As 3 precaution I vil now create a System Restore Paint for bacd-up      

      

Upon completion of their work, the technician will disconnect fram your computer, inform you that the requested tasks have been 

completed and ask whether you would like help with anything eise. 

RCC 

WS: Hease dick on yes 、 ) 

AS aorecaution I wil now create a Syshem Restore Paint for back-up. 
in case aywihing happens and youll want your computer te rehen te 2 preious 

  

六 

          
。 Click the ‘Disconnect’ 5utton and confirm it in the next screen io end the session with our GeekBuddy, 

Congratulations, you just finished your first GeekBuddy support session. We hope you enjoy using your troubie-frea computer. 

7.5.Chat History 
GeekBuddy xeeps a local record of every shai session you have with s Comodo technician. Clicking the ‘History’ link at the top 上

IBM - Ex. 1002-Part 5 of 10, Page 1951 
IPR2025-00379 (IBM v. Croga)



      NS 

yz 
of the interface will display ali chat sessions that you had with our iechnician. This helps you keep track of previous computer 
issues and chats and can be useful as a reference when trying to fix future issues. 

    

To view history of chat sessions 

¢ Click the ‘History’ link at the top of the interface. 

All the sessions will be displayed. 

   

    
ae 

  

  

  

      
。 Click on the arrow button at the far end of the session history box that you want fo view or double-click anywhere on 

the box. 

Ne 

3 SS: SN 

  

   

  

       
Ov 2UL3-10-B1, Intervention ID: 705983, Sessien MO: SIST32 

¢ The chat session that you had with cur technician will be displayed on the right side. 

=
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0:54:59 AM John Smith bape you would have 
é the prshiem 
5:26 AM Max: Ok. 

23 8M Max : Is there anythi     
4 2 On 2013-10-04, lmtervention 1D: 705987, Session iD: S787 37         

Similarly you can view the chat histcry of other sessions also. 

7.6.Using Issue Tracker 
issue Tracker helps you maintain the secuiily and efficiency of your computer by automatically idenitying problems on your 
computer and helping you to fix them. For example, Issue Tracker will alert you # you have too many startup prograrms/services 

{can cause computer siow down); an inefficient registry (can also cause siow down and crashes) or your hard drive contains files 
that might compromise your privacy. In many cases you will be presented with a simple wizard that will allow you to deal with the 
issue quickly and easily. If the problem is beyond the scope of issuer Tracker, you will be oifered the opportunity ip contact a 
GeexBuddy represeniative who will help resolve the issues. 

To start the issue Tracker, click the ‘issue Tracker tink on the right fop in the user interface. GALLO}
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The Issue Tracker interface will list the problems that it hag detected. 

POA AAA HF 
. 入 

  

  

\ Your PK is starting slow! vo       

Deises Sort SEN 

Ai the time of staring your computer, Issue Tracker will detect problems in your sysiam and provide an alert at the Sottom Hight
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nat Gann 

oe, 

  

AN 
     
   

side of the screen. 、 

  

  

SS 
       

  

  

  

  
+ Click the Fix issues to open ihe Issue Tracker interface, 

The Issue Tracker interface will list the problems thetithas detected. ， 

The problems detected will be categorized as critical, major, minor and maintenance issues. Click on the relevant link to view the 
ie’ probiem. Clicking ihe ‘Show all issues’ fink will display all the problems in your computer and the color code at the left of each 

issue indicates the caiegory of the issue. 

Critical ， Red     
  

2 Major ~ Orange 

  

3 Minor Yellow 7 

      \ 4 Maintenance Blus     
  

Some of the sornmon problems that occur in any computer are junk registry eniries, slow bootup time and the presence of files 

that might compromise your privacy. 

Each issue discovered will be accompanied with a 'Fix if Now’ button. For exampie, for the issus of slow bootup time, clicking 
this bution will display a list of startup programs in your. system (programs which are automatically ioaded during Windows start- 
up and will running in the background). You can identify the programs you do hot want to run at siart-up and disable them. Doing 

” so will save system resources and improve the periormance of your computer.
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* Select the programs that you want to disable during startup end click the ‘Continue’ bution. 

The selected programs will be disabled and the successfully completed screen will be displayed.
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Prcvide your feedback ai the boticm of the interface and click the Ciose button. 

For some cf ihe issues listed, you have to seek the help of en expert technician. 

* Click ‘ignore all issues’ link to disregard all the issues in your-sysiem displayed by Issue Tracker. 

* Click ‘Ignore this issue’ beside a particular entry.to disregard that problem. 

_* Click Histoy link at the top of the interface to view the actions taken for the problems. 

。 Click the ‘Fix it Now! button beside an issue to resolve it 

7.7. Uninstalling Comodo GeekBuddy 
To uninstall Comods GeekBuddy . 

* - Click Start > Control Panel ; 

e it the Contral Panel, doubie-click Add/Remove Programs 

e —_ in the tist cf currently installed programs, click GeekBuddy 

° = Click the 'Change/Remove’ button. 

  

    

  

        

2 Click Yes to confirm uninstallation.
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--and after a few minuies the uninstallation will be compieie. 
\ 

8. TrustConnect Overview 

in an unsecured wirel 

SSE HERE he 

  

        
} De not show this si again   

TrustConnect is designed to eliminate these types of dala hijacks by preventing criminals from attacking or scanning your 
system frorn the local network that you are using to connect to the Iniernel. # also encrypis ail of your traffic destined for the 

internet (including Web site addresses, instant messaging conversations, personal information, plain text usernames and 
passwords and other imporiant information}. After connecting to the service, ihe TrustConnect software indicates thai traffic is 
being encrypted as it leaves your system. Data thieves and hackers cannot ‘sniff’ or intercept your data - they can’t even 

determine where your information is coming from because, as you are conneciing to the internet through a SSL secured VPN 
connection to the TrustConnect servers, your requests appear to come from our IP address. Crainarily, cyber criminals could 
easily intercept these broadcasts. 

Setting up Comodo TrusiConnect is easy, as it works on most operating systems (Windows, Mac OS X} as well ss with most 
frewall applications. Typical setup takes less than three minutes. TrustConnect clients are available for Windows, Mac OS, Linux
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and iPhone mobile devices and can be downloaded dy iegging into your account at 
Aigsvfaccounis.camada canvacssuniiogss, Your Comodo Iniemet Security Complete confirmation email contains 
confirmation of your the username that you set up during initia! sign up and a subscription 1D for the service. Once logged in, 
click the TrustConnest tab to add subscriptions, change billing anc contact information, and review the ongoing status of your 
service. Your Comode internet Security Cornplete TrustConnect account has a 10 G8/menth Gaia transfer limit. 

Comode Infernet Security - Complete customers also receive the $99 vaiue ‘Live, Expert Computer Support’ Comodo 
GeekBuday. Please visit SievAsww.gselbbudey.com for full product detaiis.      

  

~~, ge. SOL. AN ¥ Tree SOaasmand Suesans Danrearange JrEskcossect Sy sony Anya mians 

Vtinn o 5 *  Wincows 8 

° — Winciows 7 

* Windows Visia 

* Windows XP 

° Mas OSX 

¢ Linux (containing kernel 2.4 or iater} 

FreeBSD, CpenBSC 9 

For users of Comodo tntemet Security - Cornplete, TristConnect is integrated with the application and need not install the TC 
client in their systems. 

) 

Comode internet Security Complete Users 

CIS Complete product includes TrustConnect service and the appiication is installed automatically along with CIS. When a new 
wireless connecticn is established by your system, a Network Detected diaiog will be displayed. 

  

    
  e re 

° — Select your tccation from the diaiog 

A TrustConnect alert will be displayed depending on the settings configured in Sivswatt! Sehavier Saitiags interface
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in an unsecured wireless nelwork, vour curmreuaicatiog i visibis ta everyone fa the 

sane pedwark 

  
  

  
    

FF] Dc not show this alest again   
REESE REET TR CRE CET CL LSS Neca eee ULL ELLE eeeneeeeeLenceLLL USL PEULEEUELLEUUUSTELELTLULULATLITULETELEGULEULLULUAUULULIOTULBLUUTITILGSIUT 33 1 

Select wheiher you wanl to connect ic the Internet via TrusiConneci thus encrypiing the traific between your system and the 
intemet or use the unsecured network. 

if you chaose ‘Secure communication with TrustConnect’, CIS will establish the connection via TC... 

Please wait while TrastQenneer is being enatled... 

  

..and on successful connection, you can view the details in the system tray. 

OMODO TrustConnect (VPN 
nt: 4,883 bytes 

3 

  

Choose 'Continue Unsecured’ option if you do not want to establish an encrypted connection. 

Comodo internet Security Pro / Premium Users 

TrustConnect service is not included with CIS Pro / Pramium and these users should subscribe for using the service. When the 
option ‘Secure communication with TrustConnect is selecied, a ‘Activate TrustConnect' dialog wil be displayed.
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° You can purchase the TC service dy clicking the ‘Get a TrustConnect Account’, enter the TC service credentials and 
activate the service. 

* if you already have 2 TC account, enter the TC service credentials in the Username and Password fields and click the 
‘Activate Now’ button. 

Yo find your YO service cred 

  

ary 
Wo age login to your CAM account using the CAM usemame and password sent 

Click 'TrusiConnect’ in the menu bar or in the drop down from ‘Services’ tab. 

The account details of your TC service will be displayed. 
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The TC Service Login and Service Password fer your account should be entered in the Username and Password fields 
respectively in the ‘Activate TrustConnect' dialog. 

Please note thai this activaiion dialog will appear only for the first time you are trying to connect via TC. After the activation 
process is successfully completed, subsequent attempts to connect via.TC ic the Intemet wil be automatically established. 

9,Comodo Drag 
AGP 

  SSHREI NEVES 

To help make your intemet browsing experience even safer, Comodo Dragon is installed on your compuier as a part of Comodo 
internet Security. Comodo Dragon gives you the complete complement of feaiures offered by Chromium with superior security 

and privacy. 
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* — Improved Privacy over Chromium 

+ Easy SSL Certificzie identification 

° ~—- Fast Website Access 

¢ = Greater Siahility and Less Memory Bloat 

¢ —_ tncognite Mode Stops Cackies, Improves Privacy 

。 — PrivDog provides control over the monitoring astivilies of various agencies 

¢ Very easy to switch from your Browser to the Dragon 

x taf SN : Te Nosy vt Meas Kove yeyy: LAM LRG NSRNRSTSS 

¢ Has privacy enhancements that surpass those in Chromium's technology 

。 Has Domain Validation technology that identifies and segregates superior SSL certificates from inferior ones 

« Stops cockies and other Web spies 

*  PrivDog can disable cookies, spyware, maiware and other trackers. 

* Prevents all Browser downicad tracking to ensure your privacy
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Comodo Dragon is instailed in your computer aleng with Comode intemat Security 2013. You can siart the browser in two ways: 

From the Start menu: “ 

* Click Start > Al Programs > Comodp > Dragon > Comodo Dragon: 

  

ey Windows Media Player SS 

     SVT 

SSS 

From the Destop icon: 

e Double Click on the Comodo Dragon Desktop icon created during the installation: 

  

9.1. Introduction to PrivDog 
What would be your reaction if you knew that almost ali your oniine aclivily was tracked by multiple agencies without your 
knowledge? The data they coleci might be used for legitimate bul unwelcome reasons such as adverts thai follow you around 
ihe intemei or ior creating a profile of your online browsing activity..In the worst cases, it could be used by online fraudsters with 
the sate obiective of stealing your persona! and confidential information by deploying intelligence gathering cookies, spyware 
and otter malware. 

PrivDog provides you the power ic control these activities and make surfing the web safe and private again. PrivDog is a 
browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and 

biccking processes that are attempting to track your online activity. Whenever you visit a website, PrivDag wil! cisplay the 
number ci privacy threats it has blocked in the iop-right comer of your browser. Clicking the PrivDog icon will reveal a more 
deiailed Sreakdown of ihe types of threais it has sicpped, which can include advertising networks, 3rd party trackers, cookies, 
widge's end other data collection processes. The extension can alse block ali current banner ads in a webpage and replace 
them with safe and trusted ads. 

You can insiall PrivDoy while installing Comode internet Security or by downloading the app from 
WWW yw. The supported browsers for PrivDog include Comodo Dragon, Comodo iceDragon. 
Google Chrome and Mezilia Firefox. . 

9.1.1. Using PrivDog 
   

« The tolal number of potential threats on the page you are visiting will be overlaid over the PrivDog ico! 
fight comer of the Srowser. Click the icon tc reveal a breakdown oi current ac by threat-lype. 

ai the iop- 
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ASASSAAASA|           
The bottom of the summary page states the tolal number of threats blocked for ali pages in your current session. 

Ad Networks - Displays the number of advertisements oublished by 3" party ad networks that were replaced with ads from 
AdTrustMedia (sanitized) or compietely blocked {blecked} depending cn the settings configured. Clicking anywhere on the row 
will expand or collapse the lisi. 

Trackers - Displays the number of trackers that were biocked or allowed for that page depending cn the settings configured. 

Clicking anywhere on the row will expand or collapse the list. 

3d Party Widgets - Dispiays the nurrber of widgets thet were blacked or allowed for that page depending on the seltings 
configured. Clicking anywhare on the row will expand er collapse the list. 

Statistics - Displays the nurnber of analytical trackers that were blocked or allowed ior that page depending on the seitings 
configured. Clicking anywhere on the row will expand or collapse the list. 

3% Party Cookies - Displays whether 3" party cookies are biocked or not depending cn the settings configured. 

9.1.2. PrivDog Settings Configuration 
The Options page allows you to configure the settings for the Trackers, 3° Party Widgets, Ads, Stausiics, Preferences and add 

websites to Exceptions list. 

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down. 

  

 
IBM - Ex. 1002-Part 5 of 10, Page 1965 

IPR2025-00379 (IBM v. Croga)



  

Alternatively, click on the words ‘slick here’ in the row of a blocked item to go to the respective seilings page directly. 

  

e Options Panel displays the total number of threats that it has blocked since the browser was opened for the sessicn end by 
faul the Threais settings page. 

   

     
    
       

  

  

Trackert 

  

23 Party vant 
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Sstisios VE              

  

ES   

  

9.1.3. Threats 

The page displays the number of elements at the far end of each Hem that PrivDog has detected so far in the browser. 

  

  SR   BY Sony Vat 

Ass    
SYS         

¢ Sasiectiha aption whether tp block cr allow the items in the list. 

  

an
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MSA 
9.1.4. Exceptions 
The Exceptions screen allows you add a domain name or 2 subdomain name for which PrivDog will not perform a sean to detect 
threats. You should make sure the websites that you add to the Exceptions list are trustworthy and dependable. 

« — Enter the uri of the wabsite(s} in the field and click the ‘Add site te Exceptions’ button. 
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To remove a website from the Excenifons tist, select the checkbox beside # and click the ‘Remove’ button beside it or click the 

"Remove selected’ button if you select more than one website. 

9.1.5. Preferences 

in the Preferences screen you can choose to either allow or block 3* party cookies in the browser. 
     
  

  

EST sos 3° pety cnuble siosking 

EFF ser nnat trans . 

Mishoo, REESE, AG css veomceend   
° Realtime 37 party cookie blocking - When this option is enabled, PrivDog will check in realtime for 3" party cookies 

that are being insialled and block them. 

。 Do not track - When this option is enabled, PrivDog will biock the tracking activities of 3° party cookies thai are 
already installed. 

~ ~ 、 
wwAN ws AS, Mats Gamods Jragen Neip 

  

Comodo Dragon's intuitive multi-tabbed interlace enables easy and fast access to scphisticai 
refer to the Comodo Dragon oniine help guide at Misu/Nels. comoda.convingis- TN 18 
introduetion stint for more details on using the browser. 

10. Comodo BackUp 
Comodo BackUp is a powerful and easy to use cesktop application that helps home and business users protect their valuable 

data against damage or loss. CIS Complete package includes Comodo BackUp with 50 GB of online storage space. 

res of the browser. Please 
LA sam 23 Smelter. eases 
SLOSS: UF aga 

    

The application's streamlined design and task orientated architecture means even novice users can learn how to create, run and 
restore their first backup job in a matter of minutes. Other features incluce full scheduling, password protection, a backup 
integrity checker and a range of preset Sackup jobs that allow you ic quickly create copies of imporlani data sets such as the 
Windows Registry, mali accounis and user seltings. 

Comodo BackUp is also seamlessly integrated tc Windows Explorer so that you can just select the folders or files you want to 
back up, right click on them and quick slart the Back Up wizard. 
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。 Quick backup cf entire drives or individual! files o folders to your jocal computer, network drive, FTP server or 

Comods's online server. 

e Step by step wizards to guide even novice users through the entire backup, restore and scheduling procedures. 

° Flexible storage options allow you to specify full, incrernentai or difierential backups. 

° — Preteciion of Invaluable personal and business dala from logs or cormuption. 

e =>. Quick recovery ci files with a few clicks of the mouse. 

o §=6- Granular scheduling options ic take aulornatic backups at a lime that suits you. 

¢ Real-time backups synchronization feature to get your files copied over as soon as you save them. 

° Built in checker to confirm the integrity of your backup files before commiting to a resiore. 

。 Backup presets including mail folders, windows registry, messenger archives and masier boot records. 

» Powerful encryption options to protect your files so that it cannot be accessed by anyone but you. \ 

° Comode Cloud - online file storage service. Backup your files to a highly secure online storage which can also be 

mounted as 4 virtual drive in your sysiem. 

CIS Complete package includes 50 GB of online sicrage space at Comode's online server. You can leg-in to your 
online storage account with the user name and password that you eriered during CS Compieie Registration process. 

Refer to Acvating Your License for more details. 

。 Command fine and scripting support to automate the online backup and restore operations. 

Starting Comads Sackus 

From the Start Menu 

Click Start > Al Programs > COMODO > COMCDC Backup > COMODO Backup:
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N gy Opera 

CE 。 ‘x 这 COMODO 8ackJp wis \ * 
NS Android SOK Tools a GY TrustConnect owes NE 

RAR SQ VideoBuzz r\ SN LoginPro U 

\ 

  

     MIPS IHN NE NS 、 X 7 SSS . “ M 

ee COMODO Cloud > \ 器 COMODO BackUp Wizard 

N a \ SS SS Uninstall & Repair WN NSS N 

From the Destop lean: 

Bouble Click on the Comodo Backup Desktop iccn created during the installation: 

         

    
” sa sd Ny Sed armada Ssekisy Sais 
GSSIOSS NS SSIS 

Comodo BaskUp's streamlined interface provides fingertip access and coniral over ail functicnal areas of the software. Please 
refer to the Comodo Backup online heip quide at Skewfselp.camede.comfapic-9-1- NSE is Comads- Sackip- 
introduction. Ninf for more details on using the product.
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Enable / Disable AV, Firewall and Auto-Sandbox Easily 
Comodo Internet Security allows users to quickly switch the Enabied/Disabled states of Astivives, Firewall and Auto-Sanddban 
by right clicking on the system tray icon {the CiS interface shouid be in Camgast View), 

AWW 
‘N Antivirus > 

Firewall > 

Auto-Sandbox > 

  

       
      

       

  

  

Game Mode 
  

Advanced View 
  

  

RK oosicetoys sas Seber ins 
ANQVYLS 

To enable/disable the Antivirus ， 
1. Right click on the system tray icon keeping the CIS interface in Cornpact View. 

2. Move ihe mouse cursor over ‘Antivirus’ 

N   

  

Auto-Sandbox > 
  

Game Mode 
  

Advanced View 
  

Widget 

3. Chcose ‘Enabled or Disabled! as per your choice 

You can find the set security levei also from t8e Naw Sorgen. 

Jo enabie/disable the Firewall 

1. Right click on the system tray icon keaping the CIS interface in Compact View 

2. Move ihe mouse cursor over 'Firewaill’ 

~
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Im S 

Antivirus » | 

WK AG v Enabled 
Auto-Sandbox >: ed : 

    

ne 
  

A
H
 

  

Game Mode 
  

Advanced View 
  

To enable/disable the Auto-Sandbox 

4. Right click on the system tray icon keeping the CIS interface in Compact View. 

2. Move the mouse cursor over ‘Behavior Blocker 

   

  

  

Antivirus > & 

Firewall “>       

  

  

  

3. Choose ‘Enabled or Disabled! as per your choice 

You can find the set security level also fram tie Nome Seresn. 

Set up the Firewall For Maximum Security and Usability 

This cage oullines the functions of Comedo’s Firewall and helps you to sei up & secure connection to the internet. 

  

a 

Port Stealthing is a security feature whereby ports on an interne! connected PC are hidden from sight, sending no response io 

oppertunistic port scans. 

i. Open ‘Tasks’ interface by clicking the green curved arrow al top right of the ‘Home! screen ~ 

2. Open ‘Firewall Tsks' by clicking 'Firewall Tasks’ from the Tasks interface 

   

  

3. Open Stealth Ports interface by clicking the ‘Sieaith Ports’ icon 3 w: from the Firewall Tasks panel
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Ports allodyour computer to communicate with other computers in a 
network. By \tealthing them, you.may configure this computer's visibility to 
others. \ . 

RSS 
SN SS 

     
    
  

    

  
  

    

  

NREC 
WSIS SONS 

  

The ‘Network Zones’ seitings allow you tc configure the protection ievel for network connection ic a Routerfhome network. (This 
is usually cone automatically ior you}. 

To view the configurations 

4. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Kame’ screen 

Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

wi
 o

N 

Click 'Network Zones’ uncer Firewail irom the leit hand side pane 

人 Click ‘Network Zones’ jab from the ‘Network Zones’ interface
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Check the Locpback Zcne and Local Area Network #1. In most cases, the joopback zone IP address should be 
727.6.01/255.0.0.0 

5. Chack these addressees and click ‘OK’. 

SS Basa Eye Eve Saletic as Mots’ Sasae cattinas 
GNSE HATS LOS MEE FANS GN NEMVYK SONS Ss RUNS 

av AN 和 - Sy? 
RANGE Rahal Vas Morrse Mrawall Dekaytar Sethrgs 

The Firewail Behavior Setiings option allows you tc configure the protection ieval for your Intemet conneciion and the irequency 

of aleris generated. 

To open Firewall Behavior Settings panel
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Click ‘Firewall Settings’ under Firewall from the left hand side pane 

~ 

Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ Screen 

Ensure that ‘Enable Firewal!’ is selected and choose Safe mede from the drop-cown beside it. 

  

  

      
    

  
  

  

    
            

CU ON 

  

Eashis Firewall Rec ommen aS 
  

  

  

  
  

  

Furr: GaAMIS GEMStiNN Sass on 

EY] Oreste rules far sate agalications 

Sst sist 了 

2 Set Hew ons 

OQOSTK WaMe (2.9. SP N49} 

| Hack Fagnentes F trstic 

Go Bratassl An. 

yAHHE BAB-ARE NREC   
    

Wo
 | comono 

eS 

  

Open ‘Firewall Tasks’ by clicking 'Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

\
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Safe Mode: While fitering network trafic, the frewail will automatically create rules that allow all traffic fer the components of 
applications certified as ‘Sate’ by Comodo. For non-certified new applications, you will receive an alert whenever that application 
atternpls to access the network. Should you choose, you can grant that application Intemet access by choosing ‘Treat this 
application as a Trusted Application’ at the alert. This will deploy the predefined firewall policy ‘Trusted Application’ onto the 
application. 

Afert Settings 

Under ‘Alert Settings’ in the same interface: 

。 Deselect Do NOT show popup aieris 

* Select 'Set aieri frequency level’ option and choose ‘Low’ irom the drop-down. At the ‘Low’ setting, the firewall shows 
alerts for outgoing and incoming connection requests icr an appiicalion. This is the setting recommended by Comodo 
and is suitable ior the majority of users. 

PEEP ELELUTTUPTUUU TINUE ETE oe nade neraceta eeu tanta cuite each ALLTEL 

Sssss          

      

   

  

Uy 

     

    

Firewall Settings 

     iS] Enable Firewall (Recommended) 

       

    
     

    

    

  

aa outbound traiis. 经
 This agtian enables frewall which dters | 

  

  

  

‘| Turn traffic animation effects:on 

  

Ee] Create rules for safe applications 

  

  

   
  ns MMM 

<h) Set alert frequency levels 
SS: NSSSRRR       
=] Set new on-screen alerttimt 

  

  

Advanced Settings 

When iaunching a denial of service or ‘flood! attack, an attacker bombards a target machine with so many connection requests 
that your computer is unabie to accent legitimate conneciions, eifectively shutting down your web, email, FTP or VPN server. Ts 
protect from such attacks, make the following settings under ‘Advanced! in the Firewall Seilings’ interface: 

« Select Filter loopback traffic * 

e Ensure that the Block fragmented IP traffic is sslected 

* Block fragmented IP traffic - When a connection is opened between two compulers, they musi agree on a 
Maximum Transmission Unit (MTU). iP Datagram fragmentation occurs when data passes through a router 
with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU of the network

IBM - Ex. 1002-Part 5 of 10, Page 1977 
IPR2025-00379 (IBM v. Croga)



  

   

  

Come 

  

over which it must be sent, it is divided into smaller fragments’ which are each sent separately. Fregmented 
IP packets can create threats similar to a DOS attack. Moreover, these iragmentations can double the 
amount of lime it fakes to send a single packet and slow down your download #me. 

° Select the Bo Protocol Analysis chackbox io detect fake packeis used in denial of service attacks 

° Select Enable anti-ARP spoofing 

=| Filter IPv6 traffic 

©] Filter loopback traffic (e.g. 127.xxx, 1) 
Block fragmented IP traffic 

f$} Do Protocol Analysis 

Enable anti-ARP spoofing 

  
You can configure and deploy traffic filtering rules and policies on an application specific and giobai basis end predefined firewall 

rulesets. “ 

To view the Application Rules 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the Home screen 

2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tesks from the Tasks interface and click ‘Open Advanced Settings’. 

Click ‘Application Rules’ under Firewail from the lel hand side pane w
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2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click Global Rules’ under Firewall from the left hand side pane 

  

  

  
          

                        

THs RAR DRNRNR diss Sie Sethe aN Mes AgipswVec 

  

  
To view Predefined Firewall rulesets 

1. Open ‘Tasks’ interface by clicking the green cutved arrow at top righi of the 'Home' screen 

2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’.
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3. Click Rulesets under Firewall from the teft hand side pene 

    

  
      

        

he sekowiny relesebs gre Gelined on sis Tomigutes: 

  

  
4. Click the handie from the bottom to and Add, Edit or remove rulesets. 

You need not make your own ruleseis, the defauiis are usually enough. 

  

   Nate he Says sa stasestt 了 NS SN 六 NI Sore Fos More Gekays Gs NGNSINSN NAS 3
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Block Internet Access while Allowing Local Area Network (LAN) 
Access 
You can configure Comede Firewall fo biock Internet access while aliowing free connections to an interna! network (Intranet or 

LAN). 

Example scenarios: 

° jn your network at home, you want your child's computer to connect to other computers at home but disable Internet 
access to thern for safety reasons 

+ jn your corporate network, you want your employee's computers to connect to your local network machines but disable 
internet access for therm for bandwidth restrictions 

To selectively block connection to Internet whilst allow connection to internal network you need to create a Giobal Rule under 
Advanced Firewall Settings and password protect your configuration to prevent others from altering it. 

To create a Global Rule 

4. Open Tasks interface by clicking the green curved airow at top right of the ‘Home’ screen 

Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from ihe Tasks interface and click ‘Open Advanced Settings’. bo 

3. Click 'Global Ruies under Firewail from the left hand side pane 

~egn090
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SALES LAGE 

UU 

4. Click the handle from the bottom and choose ‘Add’ from the options. The Firewall Rule interiace will open.
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Action: : £4) Log as firewall event if this rule is fired 
  

  

Protocol: 
  
  

Direction:   
  

Description _{ Allow LAN and Block Internet 
  

  

  

    
    
  

    
    

  

  

  
  

  

                                                      

5. Choose the following options irom the drop-down menus: 

Action = Slock; 

Proiooo! = IP: 

Direction = Out. 

& Enter a dessriptian for ihe new rule in the Description text box. 

Click the ‘Source Address’ tab, choose ‘IPv4 Single Address’ or IPv6 Single address’ as per your network and enter 
the IP address of the computer in the IF text box. 

8. Click the ‘Destination Address’ tab, choose 'Network Zone’ from the Type drop-down and choose your focal area 
network fram the ‘Zone’ drop-dawn.
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e Description ' allow LAN and Block Internet 
  

  

  

  

    

  
  

      
    

                    
  
                                                                    

    

Click the iP Detaiis' tab and choose ‘Any’ from the ‘IP Protocal’ drop-down. 

      

    

  
    

  

        
            

                                
                                                                                  

40. Click OK The created policy wil! be added to the fist of Global Rules. 

14, Select the rule, click the handle from the bottorn and click ‘Move Up’ repeatedly unt! the rule moves to the first
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      St S3 Show messages fram COMOOD Messages Center 
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Password: :eeeeeeee 
  

  
Retype: jeeeeeeee 
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4. Select ‘Enable Password Protection’ under 'Parenial Control’ and click 'Set Password! link. The Change password 
dialog will appear. 

5. Enter and confirm your password then click OK. Make sure to create a sirong password containing a mixture of 

uppercase and lowercase characters, numbers and symbols so that # cannot be easily quessed by others. 

The contiguralion is now password protected. From ihe next attempt to change any configuration changes to CHS, you will be 

  

  

  

Block/allow Websites Selectively to Users of Your Computer 

Comodo Internet Security allows you ic specify a single cr a group of website(s) thai can be selectively allowed or blocked io 
different users of your computer. Configuring the website fillering involves two steps: 

  

Nest eye Sicoywsalld NS sae atlorasss Nise ° VeTEAM PISEWWSH PURSS [OP SNOW OF SF 

  

To define website categories 

1. Open “fasks’ interface by clicking the green curved arrow at top right of the 'Home’ screen. 

2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Website Fiisring’ under Firewall fromm the left hand side pane. 

4. Ensure that the 'Enabie Website Filtering Fillering’ checkbox is selected. 

5 Click ‘Categories’ iab from the ‘Website Fillering’ interface. 

\K 
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6. Click the handie from the botlom center of the ‘Categories’ pane, click ‘Add’ from the options and choose ‘Add 
Category’ from the drop-down. The 'Edit Property’ dialog will open. :
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Food Shops   

7. Enter a name for the category and click CK. The new category will be created and added under the ‘Categories’ tab. 

&. Select the category, click the handle at the bottem of the ‘Categories’ pane, click Add then choose Add Website’ from 
ihe drop-down menu. The ‘Acid Website’ dialeg will epen:
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9. 

  

    
em 

    

    

  

Enter the full URL or a part of URL 

  
  

  

  
      

  

  

    

  

    
       

Enter Website Name (e.g. *.evilsite.com) 
  

www. hotelstalefood.com 
  

    

    

  

KK SASSER Iayy 

      ter of the wabsitets) to be included in the category. 

To add a specific website/webpage, enter the full URL of the websiteAvebpage 

To include all sub-domains of website, add a wiidcard character and a period in front of the URL. For 
example, *.friskywenches.com will cover friskywenches.com, login. friskywenches.com, 
nictures. fiskywenches.com, videos. friskywenches.corm and so on, 

To include ali the websites with URLs that start with a specific string, add a wildcard character after the 

string. For example, “pizza*” will cover ‘pizzahut.com’, pizzacorner.cem, and so cn. 

To include ali the websites with URLs that contain a specific string, acd the wildcard character befor and 
ajter ihe string, Fer example, “*pizza*" will cover hetpizza.com, spicypizza.com and so on. 

The website(s) wil! be added to the category. 

10. Repeat the process to add more websites. 

1%. Click GK in the ‘Advanced Seitings’ interface to save your seitings 

To create rules for selectively blocking or allowing websites fo users 

1. 

> 
Ww
 

nr
 

Oven ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

Click ‘Website Fiftering’ under Firewall fram the left hand side pane. 

Click Rules’ tab irom the ‘Website Fitering’ interface. 

Click the handie at the bottom of the Rules interface and select ‘Ada’:
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Name: ;For Gourmands 
  

    

  

    
Phishing Sites   

Select a category and click ‘OK’ to add it to your nile. Repeat the process to add more categories. 

The 'caiegories’ window contains s iist pre-defined Comodo catsgoriss and any user created categories. Comodo 
categeries cannoi be modified. 

Gomodo Safe Sites - Websites thal are consicered safe according to globai whitelist 

Comodo Phishing Sites - Websiies thal lead io phishing websites, as per dynamically updated Cornodo 

Blackilst 

Comede Malware Sites - Websiies thet may iniect malware into your system, as per dynamically updated 
Cornedo Blacklist 

For more details on creating and modifying user specified categories, Refer to the section Refining or MadNying 
Wileheba Satasnsios 
VYSSH GAGS
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7. Add Users or User Groups fo whom the rule should be apptied: 

  

Click the handle at the boitorn of the 'Resirictions’ pane and click ‘Add’, The ‘Select User or Group’ dialog will 
appear: 

    
  

  
          
    

        

                                    
  
  

  
                            

  

Enter the names of the users ic whorn the ilter is to be applied in ihe ‘Enter the object name io select’ text 
box wilh the format <cdomain name>\<user/group name> or <usef/group name>@<domain name>. 
Altemaiively, click ‘Advanced’ then 'Find Now’ to locaie specific users. Click ‘OK’ to confirm the addition of 
the users.
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Common Queries                       

      
    

    
                    
        
    

  

                        
  

                      
      

  

  

  

  

© Administrator 

€Z Administrators 

© ASPNET 
给 Backup Oper... 

G Bob Smith 
给 Everyone 

Guest 

«4 Guests 

& HelpAssistant 

SMITHSCOMP... 

SMITHSCOMP... 

SMITHSCOMP... 

SMITHSCOMP... 

SMITHSCOMP... 0 Gy
 “py,

 

3 
ss 

U
y
 te

 

NI 
SMITHSCOMP... 

SMITHSCOMP... 

SMITHSCOMP...   €7? HelpServices.. SMITHSCOMP... 
Caraibi   

。 After adding target users or groups, you next need io specify whether those users should be allowed or 

clocked from viewing the websites in the calegary or they should be asked 8 they want to continue. This is 
done by modifying the link in ike ‘Restrictions’ colurnn:
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RS Mahvare Sites   

  

  

    
  

                  

          
                    

        

Ailow - The websites in the categories can be accessed by the user. 

Block - The websites in the categories cennot be accessed by the user. 

Ask - An alert will be displayed in the browser if the user ies to access any of the websites in the category. 
The user can decide whether or nct to continue. 

e —_ Use the ‘Logging’ switch io choose whether or nol attempts to access a categorized website are lagged. 

, 8. Click 'OK' to save your new rule. The new rule will be added to the list of rules under the ‘Rules’ tab 

o 9. Ensure that the rule is enabled using the toggle switch under the Enable Rule column for ihe rule tc take effect. 

You cen disable cr enable rules at any time using the switch under the ‘Enable Rule’ column. 

You can disable or enable rules at any time using the switch under the ‘Enable Rule’ column. 

Set up the HIPS for Maximum Security and Usability 
This page explains on configuring the Hest Intrusion Prevention System (HIPS) component of CIS fo provide maximum security 
from the malicious programms that iry to execute from within your system anc {co protect your system from data thef computer 

crashes and sysiem damage by preventing most types of buffer overflow attacks, prevent possibis attacks from root-kils, inter- 

process memory injections, key-loggers and more.
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4. Open ‘Tasks’ interface by clicking the green curved arrow at top righ! of the 'Home' screen 

To configure HIPS 

ho
 Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ from the Tasks interface and click ‘Open Advanced Seltings’. 

3. Glick ‘Security Settings’ > ‘Deiense+’ > 'HIPS' > "HIPS Settings’ irorn the lek hand side pane 
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4. Select Enable HIPS 

  

a 

5. Chcose ‘Safa Mode’ from the drop-down below il. Refer to NPS NeNaviar Settings for mone details on the Security 

Levels. 

Monitoring Seflings 

6. Click Monitoring Settings rom the HIPS Settings interlace 

    

  

    

   

    

CR 

tihel moniors 

        
       

 
 
 
        

    

] Interprocess Memory Accesses {*} Process Execution 

| Windows/WVinEvent Hooks [S] Window Messages 

ik] Device Driver Installations . | DNS/RPC Client Service 

  

   
{| Processes' Terminations 

=] Protected COM Interfaces f} Protected Registry Keys 

| Protected Files/Folders 
   

AAA 

   

  

从 ] Disks 

后 Keyboard 

i] Physical Memory 

  

      

{| Computer Monitor 

7. Make sure that ail the check Soxes are selected and click CK 

Advanced Settings 

8. Make the following settings under Advanced in the HIPS Settings interface 

  

\\
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SS} Block all unknown requests when the application is not running 

  

   
       
    

  

$s 
§ 

=! Enable enhanced protection mode (Requires a system restart} RN 

SS a 
Sontag cases OTT 
  

  

   

  

     

  

¢ Optional - Enable ‘Block all unknown requests if the apolicalion is not running’. Selecting this option 
all unknown execution requests if Comodo Intemet Securify is not running/has been shut down. This is 
option is very strict indeed and in mosi cases should only be enabled on seriously infested or compromised 
machines while the user is working fo resolve these issues. If you know your machine is already ‘clean’ and 
are looking just to enable the highest CIS security settings then it is OK to jeave this box unchecked, 

。 和 ycu are using a S4-bit system, in order to maximize the security, # is important to select ‘Enable enhanced 

crotection mode (Requires 3 system resiart - Enabling this mode will activate additional host intrusion 
prevention techniques in Delgnse+ to countermeasure extremely sophisticated maiware thai tries to bypass 

reqular countermeasures. ; 

Because of limifationg in Windows 7 x64, some HIPS functions in previous versions oj CIS could 
thectetically 5e bypassed by maiware. Enhanced Protection Mode implements several patent-pending ways 

to improve HIPS in Defense+. 

  

Sak hace Sar mare & Sisk Here fay more 

Set up the Behavior Blocker for Maximum Security and Usability 
This page explains on configuring the Behavior Blocker tc auto-sandbox applications that are unrecagnized by CiS to prevent 
potential damages io your system from untrusted programs. 

To configure Behavior Blocker 

1. Open Tasks interface by clicking the green curved arrow at top righi of the Home' screen 

2. Open ‘Advanced Tasks by clicking ‘Advanced Tasks' from the Tasks interface and click ‘Open Advanced Settings’. 

3. Slick ‘Security Settings’ > ‘Defense+ ' > 'Behavior Blocker’ from the left hand side pane
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4. Make sure that the check box ‘Auto-sandbox unknown applications as is selected and choose ‘Partially Limited’ from 

the drop-down menu. 

’ Viruscope Settings 

5. {Make sure ‘Enable Viruscope’ checkbox is selected under ‘Viruscope’ 
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sis for certain annicatians :   
Advanced Settings 

6. Make sure that both the check boxes: 

¢ Do heuristic command-line enalysis for certain applications: 

¢ Detect shellcode injections 

... are selected. 

Do heuristic command-line analysis for certain applications 

Ss} Detect shellcode injections &s 

  

Password Protect Your CIS Settings 
This page explains how to password protect access fo the CIS interface. implementing the steps expiained on this page means 
another user will not be able to access the CIS interface io modify or over-ride the security seilings you have implemented. 

To enable sassword protection 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top righ! of the ‘Home’ screen 

2. Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ frorn the Tasks interface and click ‘Gpen Advanced Settings’. 

3. Click ‘User Interface’ under General Seitings from the jeft hand side pane 
、 \
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‘ SS 
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Password: ;eeeeeeee   
  

Retype: :eeeeeeee   

  

4. Select 'Enabie Password Protection’ under 'Parenial Control’ and click ‘Set Password link. The Change password 
dialog will appear. 

5. Enter and confirm your password then click OK. Make sure ic create 4 strong password containing a mixture of 

uppemase and lowercase characters, numbers and syrnbols so that 8 cannot be easily guessed by others. 
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Password: 
  

Reset Forgotten Password (Advanced) 
This page explains how to rernove password proteciion/reset password just in case you forgoi the password you had set for 
COMCODG internei Security, 
  

Note: [Lis not possible to ‘retrieve’ a forgotten password - you can only reset it. To do this involves modification of the Windows 
registry and is only recommended for experienced users. 

      

To disable password protection in CIS 

4. Click Start > Run, from the Windews Start menu 

2. Type yegedit in the text bcx and click ‘OK’ 

    
regedit 
    

    
    

  

                      

  

3. Navigate to HKEY_LOCAL MACHINE\SYS TE M\Sofiware\ComodoiFirewaliPro\Configurations\ 

Under the Configurations foider you will see sub-folders named 6, 1,2,... depending on the number of preset configurations in 
CIS. These folders co x 2 settings of the preset configurations in the order of the configurations displayed 
in Advanced Sefliggs » Se SNe x | 3 gs > Conk Sion interface. For exampie, the folder 0 contains the keys for 
CCMOD6O - internet Security, the folder ? coniains the keys for COMCDC - Proactive Security and so on. 
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83 Softonic 

8) Sony Ericsson 

i) TeamViewer 

  

         
      

     
      

    
    
    

   

REG_SZ 

    

SAM 

SECURITY 

SOFTWARE 

   
    

    

      

号 ControlSet002 

Y CurrentControlSet     3 MountedDevices 

J Select 

      

  

       
(value not set) 

p REG_S2Z COMODO - Internet Security 

tie b: rogram nroups ProductVersion REG_S2Z 7,0.30891 1.4080 

KEY LOC: AL MACHINE UID REG_SZ {D916D9A47-BC3B-4B6A-ABF6-7 1E94D74878E 
一 了 as . 
HARDWARE ecg] Version REG_DWORD 0x03016295 (50422421) 

  

          

  

4. Select the folder corresponding to the configuration for which you wish to reset the password and navigate to Settings, 
for example, navigate to HKEY_LOCAL_MACHINE\SYSTEM\Scfiware\Comoco\FirewallPro\Configurations\0\Settings 

to reset password in COMODO - Internet Security configuration.
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ControlSet001 

ControlSet0G2 

CurrentControlSet 

LastKnownGoodRecovery 

MountedDevices 

Select 

Setup 

Software 

     

     
     

   

    

    
   

  
   

    

     

    

#8 EnableLogging 

S2}EnforceBootSecu... 

$A HidelntroScreen 

B8imaxLogsize 

BEiNotShowBackgro. . 

shiNNEESY 

    

    

    

Firewall Pro 

   

   
   

    

   

  

   
     

  

  
    

  

< 333943PasswordEnabled 

Dpawosstiacd . 

x 
REESDWORE SS prownssse(Q 

_DWORD 

REG_DWORD 

  

   0x00000001 (1) 
0x00000000 (0) 

REG_DWORD Ox00000001 (1) 

REG_DWORD Ox00000001 (1) 

REG_DWORD 0x00000001 (1) 

REG_DWORD 0x00000000 (0) 

REG_DWORD 0x00000014 (20) 

REG_DWORD 0x00000049 (73) 

REG_DWORD 0x00000000 (0) 

    
$8}playAlertSound 

#8 Remember 

S33 showBalloon 

83) showGeekbuddy... 

$82) showGeekBuddy. - 

83}showGeekBuddy. 

382] showIncompatibl. . 

$$) ShowMinimize 

2] showWidget 

Se }startadvMode « 

      
   

    
REG_DWORD 0x00000001 (1) SS 
REG BINARY... eRERRSOITYS dl ea 50 47 94 Ge 
REG_DWORD oxo0000001 (1) 
REG_DWORD 0x00000001 (1) 
REG_DWORD 0x00000000 (0) 
REG_DWORD 0x00000001 (1) 
REG_DWORD ox00000001 (1) 
REG_DWORD ox00000001 (1) 
-REG_DWORD 0x00000001 (1) 
REG_OWORD 0x00000001 (1) 
REG_OWORD 0x00000001 (1) 
REG_DWORD 0x00000000 (0) 
REG_DWORD 0x00000000 (0) 

  

RD 

    
5. 

6. 

      
      

    

    

    
   

SS ASSESS 
jNotShowMinimize... 
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SS 

]PasswordHas NS QV ‘ 
Modify Binary Data 
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e8 F9 7f ba 91 04 di ea 50 47 948 
Ox00000001 (1) 
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Delete 

Rename 
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In the 'Edit DWORD Value dialog box, change the ‘Value data’ irom 7 te 9 
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ow
t Click 'OX' 

8. Right-click ‘PasswordHash’ and select 'Delste’. 、 

FRE    
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asswordEnabied REG_DWORD 0Dx00000000 (0) 一 

ES RCR e8 F9 7f ba 91 04 di ea5047948et 
\PlayAlertSo; Modify 0x00000001 (1) 

0x00000001 (1) 
0x00000000 (0) 

“0x00000001 (1) 
0x00000001 (1) 
exanonusa: (4 

  

iS] Remember ; Modify Binary Data 

   
        

   
   

9. Restart the system for the changes ic take effect 

Now you should be able ic access all settings, uninstall CIS and set a new password. 

  

Nove: Hf CIS doesn't allow regedit to change those registry items, ty to boot in safe mode and repeat the above steps. 
  
  

Run an instant Antivirus Scan on Selected Items 

You can run an instant antivirus scan on any selected area like disks, fclders files etc. You can also check a wide range of 

removabie storage devices such as CDs, DVDs, extemal hard-drives, USB connected drives, digital cameras - even your iPod 
and mobile phones too!!! This is useful f you have just copied a file/lalder or a program from an external device like a USB drive, 
another system in your network, or downloaded from the Intemet. 

CHek Sere for more detaiis on running on-demand scans. 

To instantly scan an item 

° Right click on the item and select Scan with ‘Comodo Antivirus’ from the context sensitive manu. 
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2 C:\Program Files\Cuckoo \ \ 
MMI   

File and Folter By 

WCF 
  

  

S
I
 

ae 7-Zip aN 

XN Run in COMODO Sandbox 

    
  

     

  

Pin to Start menu   

  

Create Shortcut 

Delete 

Rename 
    

Properties       

OR 

Click the Antivrus lie at the 'Home’ screen in compact view to flip-open the Antivirus sane
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。 Drag and drop the item over the area marked Scan Chiec
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。 Drag and drop ihe Kem over the area matked ‘Scan Cbiects in the advanced view of Home screen in the CIS 
interface
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Create an Antivirus Scanning Schedule 
Comodo Internet Security allows you ic schedule Antivirus scans on your sntire system or on specific areas according to your 
preferences. You can create a custom scan profile defining exactly which files and folders are to be scanned, when they are io 
be scanned and how they are to be scanned. 

To create an antivirus scanning schedule 

* Click the ‘Tasks’ arrow on the horne screen to open the main Tasks menu 

。 In ‘General Tasks’, click ‘Scan’ 

¢ Select ‘Custom Scan’ then ‘More Scan Options’ 

e The ‘Advanced Settings’ interface wil be displayed with ‘Scans’ panel opened 

° —- Click the handie at the bottom of the interface then select ‘Add’
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  The scan proiile interlace will be displayed. 

* — Type a name for the profile in the ‘Scan Name’ texi box 

» Click the handie at the botten: of the interface fo select iterns fo be included in the profile:
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     Scan Name: Example Scan Profile 
  

  

     Define items to be scanned, scanning options and running schedule 

  

  

        
  

° Add Fife - Allows you to add individual files fo the profile. 

° Add Foider - Allows you to seleci entire folders to be included in the profile 

¢ — Add Region - Allows you to add pre-defined regions ic the profile (choice of ‘Full Computer’, ‘Commonly 

inijacted Areas’ and ‘System Memory} 
S 

  

              

  
。  Repeai the process to add more Hems to the profile, Click OK fo corfim your choice, 

* Next, click ‘Cptions’ to further customize the scan:
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Scan Name: Example Scan Profile 
  

- Define items to be scanned, scanning options and running schedule 

“| Update virus database before running 

o 

  

  

  

iss rigndiatess Safees sore 
SSP ORES ES tees 

Detect potentially unwanted applications 

SEAS AES ES Vik. AES Se 

Options: 

  
Enable scanning optimizations - Cn selecting this option, the antivirus will employ various optimization 
techniques like running ihe sean in the background in order to speed-up the scanning process (Default = 

Enabled) . 

Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive 
files such ag .ZIP and .RAR iiles. Supported formats include RAR, WinRAR, ZIP WinZiP ARJ, WinAR and 

CAR archives (Default = Enabled) . 

Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses 
more accuraialy because the focal scan is augmented with a reai-time iook-up of Comodo's online signature 
database. With Cloud Scanning enabied your sysiem is capable of deiscting zero-day malware even if your 
local aniivirus database is out-dated. (Default = Disabled). 

Automatically clean threats - Enables you to select the action ic be iaken against the detected threats and 

infected files automatically from disinfecting Threats and roving the threats to quarantine. 

Use heuristics scanning - Enables you to select whether or noi Heuristic techniques should be applied on
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. : scans in this profile. You are alse given the opportunity to define the heuristics scan level. (Default = 
Disabled). 

Background Info: Comadne internet Security empicys various heuristic techniques to identify previously 
unknown viruses and Trojans. 'Heuristice' describes ihe methed of analyzing the code of a file io ascertain 
whether if contains code pattems similar to these in known viruses. 1 il is found to do so then the application 
deletes the ile or recommends it for quarantine. Heuristics is about detecting ‘virus-like’ traits or atibuies 
rather than Icoking for a precise virus signature that matches a signature on the virus blacklist. 

This aliows CIS to ‘predict’ the existence of new viruses - even if it is net contained in the current virus 
database. 

° Low - Lowest! sensitivity to detecting unknown threats but will also generate the fewest false positives. 

This setting combines an extremely high level of security and protection with a low rate of false 
positives. Camoda recammeands this setting inr most users. 

* Medium - Detects unknown threais with greater sensilivity than the ‘Low’ setting but with a 

corresponding rise in the possibility of faise positives. 

¢ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 
positives foo, 

° = Limit maximum fife size to - Select this option # you want to impose size restrictions on files being 

scanned. Files of size larger than that specified here, are not scanned, if this op#ion is selected (Default = 

40 MB}. 

。 Run this scan with - Enables you to set the pricrity of the scan prolife. You can select the priority from the 

drop-down. (Default = Disabled}. 

+ Update virus datsbase before running - Instructs Comoco Internet Security to check for lates! virus 
signature catabase updates from Comodo website and download the updates automaticaily before starling 
the scanning (Befault = Enabled) . 

‘e =>: Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans 
for applications thai (}) a user may or may not be aware is installed on their computer and (i) may 
functionatity and objectives that are not clear to the user. Example PUA's include adware and browser 
toolbars. PUA's are often installed as an additionai extra when the user is installing an unrelated piece of 
software. Unlike maiware, many PUAS are 'legitimais’ pieces of software with their own EULA agreements. 
However, the ‘true’ functionalify of the software migh! not have been made clear to the end-user at the time 
of installation. For exampie, a browser toolbar may also contain code that tracks a user's activity on the 
Internet. , , 

*  Teschedule the scan ic run at set iniervals, click ‘Schedule’:
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Define items to be scanned, scanning options and running schedule 

  

  

Frequency: Start Time: 

€ Do not schedule this task 
  

& Every Day 

&} Every Week 

& Every Month 

项 Run only when computer is not running on battery 

Run only when computer is IDLE 

Turn off computer if no threats are found at the end-of the scan 

Q RON 

TESTYY 

。 Bonet schedule this task - The scan profile will be created but will not be run automatically. The profile will 
be availabie for manual on-demand scanning 

° Every Day - The Aniivumus starts scanning the areas defined in the scan profile every day at the time 
specified in the Stari Time field 

° Every Week - The Antivurus staris scans the areas defined in the scan profile on the Cayts) of the week 
specified in ‘Days of the Week’ fieid and ihe time specified in the ‘Start Time’ field. You can select the days of 
the week by direcily clicking on them. 

° very Month - The Antivurus starts scans the areas detined in the scan prolife on ihe day(s) of the month 
specified in ‘Days of the month' field and the time specified in the 'Start Time’ field. You can select the days 
of the month by directly clicking on them. 

° Run only when computer fs not running on battery - This option is useful when you are using a lapiop or 
any other baitery driven poriable computer. Selecting this option nuns the scan only if the computer runs with 
ihe adopter connected to mains supply and not on bailery. 

° Run only when computer id IDLE - Select this option if you do net want io cisturbed when involved in 

computer related activilies. The schecuied can will run only if the computer is in idle state 

¢ ‘Turn off computer if no threats are found at the end of the scan - Selecting this option tums your 
computer off, if no treats are found during the scan. This is useful when you are scheduling the scars to 
run ai nights. 

* Click OK to save the profite. 

The profile will be saved and the seleciead areas will be scanned repeatedly as per the sat schedile. 
  

Note: The schedule scan will run only if it is enabled. Click the butlon under the Active columm besicle the respective profile row 
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to toggie between on and off status. 
      

Run Untrusied Programs In the Sandbox 
Comodo Internet Security allows you tc run programs inside the Sandbox on a ‘one-off basis. This is helpful to test the behavior 
of new executables that you have downloaded or for applications that you are not sure that you trust. You can also create a 
jasktop shoricut tc run the application inside the sandbox on future occasions. The fellewing image shows hows a ‘virtual’ 

shortcut will appear on your desktop: 

a NN 
RN 
   

   

Comodo internet Security allews you fo run a program in the sandbox: 

  

fy. 9s sa hy Sear Sra Sohs . PIS NES AQ . 

e Fram She Sanshoy Tasks iyfertsce 
WIS QSNSHGN FASSS UREN ASS 

  

Note: Hf you wish to nn an application in the sandbox cn sa iong-ferm/permanent basis then ads ihe fhe fs Ne SSSSSSN， 
      

  

~*~ st te ag Se ce Of Re eluded Seay MeNosaem Ineinea {Se ganshous theaush sok 
NAS 8 GSFOQTSN WSs WS VAMINQHIK SSRN AQ GS 

\ 

1. Browse to the insiallation folder of the .exe file through Windows Explorer 

2. Right click on the program that you want io run inside the sancbox 

   

   

  

  

  
  

     

  

     
SS   & 

   

stringresou... stsmi.dll svimi.dll svtmi.dil — svtmisc.uno.dil svxcoremi.dil 

     

            
syxmefilter... swuimi.dll 

  

      

  

Messenger 

microsoft frontp 

Y Microsoft Sikverl 

    

LEENA) 

      

             
      N 

SNF bade. Net 

  

  

          
  

  

Create Shortcut 

Delete 

Rename 

Properties     
  

w
 Choose ‘Run in Comodo Sandbox’ from the context sensiive menu
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1. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

2. Slick ‘Sandbox Tasks’ and ciick ‘Run Virtual’ from the 'Sendbox Tasks’ interface 

  

    

  
    

    

    

    

     

    

    

    

    

  

    

You can run applications inside the Sandbox isolated from the rest of the 
computer and prevent them from making permanent changes to the system. 

    

Create a virtual desktop shortcut . 

The ‘Run Viriual’ dialog will be displayed. 

3. Te run an application inside the sandbox, click ‘Choose and Run’ then crowse to the application. The appiication will 
run with a green border indicating that il is sandboxed. If you wish to run the appiication in the sandbox in future, then 
select ‘Create a virtual desktop shortcut’.
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<§components 

defaults 

  
  

    

  
  

      

          
              

4. Browse to the application and click ‘Open’. in the example above, Open Office Writer is chosen. 

The application wi run in the Sandbox on this occasion only. If you often want the orowser to run sandooxed then create a 
‘yirluai shortcut’ for the application by selecting the check-box ‘Create a virtual deskicp shortcut’ in step 2. If you wish io run an 

~ 
application in the sandbox on a long-ierm/permanent basis then ads iSe Ife fo Sse Sandbar. 

WWW 
SS 

  

  

  

    

  

John F. Kennedy 

“My fellow Americans, ask not what your country can do for you, ask what you can do for your 

country” | 
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Run Browsers inside Sandbox 
This page explains now to run your Intemet browser inside the sancox. Surfing the Intemet with a sandboxed browser is the 

same as normal, with the benefit thai any malicious files you inadvertently downioad cannot do damage your real compuier. You 
can also create a desktop shortcut fo run the browser inside the sandbox on future occasions. The following image shows how 3 
‘virtual’ shertcut wil appear on your desktop: 

    ¢ To siart a browser inside the sandbox, click o browser icon. 

  

aN ‘. Se. SS 2 : see & Remar Seeunr She Sanat I S HYOW Ss TO SIS VATIs 

  

1. Click ihe ‘Tasks’ arrow on the home screen to open the main Tasks menu 

2, Click ‘Sandbox Tasks’ and click 'Run Virlual’ from the ‘Sandbox Tasks’ interface
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   You can run applications inside the Sandbox isolated from the rest of the 

computer and prevent them from making permanent changes to the system. 

Fe] Create a virtual desktop shortcut 

The ‘Run virtual dialog wil be displayed. / 

3. Terun a browser inside the sandbox, click ‘Choose and Run’, navigate to the instajiation location of the browser and 
select the exe file of the browser. If you wish to create a deskico shoricut ta run the browser in the sandbox in future, 
then seleci ‘Create a virtual desktop shortcut’. 

The browser will run with a green border indicating that itis sandboxed. ， 

Run Untrusted Programs Inside Virtual Desktop 
This page explains how io run untrusted programs inside the Virtual Desktop. Appiications running in the virtual deskiop also 
leave no cookies or history behind on your reai system, making it ideal for testing out beta/unstabdle software. 

Applications instalied or the files stored in your system can be cpened inside the Virtual Desktop by the iollowing methods: 

  

You can copy ihe files or create shortcuts for the applicaticnsifiles te be opened in Virtual Deskiop, in the desidop of your reai 
sysiem. The shortcuts of your reai desktop will be available in the Virtual Desktop. You can double click on ihe icon to open the 

respective appiicaticn of file inside the Virlual Desktop, 
  

Masa: . 了 Ne i a 4 tet SN Se te WSavsoces Sw ete Tahrtads a Maceio Mane Nats: The real computer Gesiiop icons will be available cny in the Classic Windows Mods and Tablet + Classic Move. 
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Comodo Internet Security - Us 

The Virtual Desktop creates a folqer Shared Space in the iocation "CADocuments and SettinSsWi Users\Application 
Data\Shared Space", which can be shared by your hos! operating system and the Virtual Deskiop. 

  

so 
| 

~ 

  

      

  

The Shared Space can be accessed in the following ways: 

e Click ‘Open Shared Space’ under ‘Sandbox’ Tasks in ihe Tasks interiace 

° Clink the ‘Sharad Space’ shortcut icon from the home Screen of CIS 

。 Click the ‘Shared Space’ shorisut icon from the CiS widget 

° Click the ‘Shared Space’ desktop shartcut icen 

To open an application or file from your host system in the Virtual Desktop 

1. Open the ‘Shared Space’ as mentioned above 

2. Copy/Move the application or the file to be opened into the Shared Space 

3. Start Virtual Desktop’ by clicking the Virtual Deskicp shortcut in the CIS home screen or by clicking Sandbox Tasks > 
Run Vira Desktop from the Tasks interface of CIS. 

  

    
  

                  
                                      

      

  

    
4. Open Shared Space insice the Virtual Desktop by clicking the ‘Shared Space’ ican in the home screen.
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5. Double click on the applicationfile in the shared space io open it inside the virtual Desktop. 

The changes you make to the file will be stored to the ile only inside the Visual Sesktop and not in the real computer system. 

Run Browsers Inside the Virtual Desktop 
The Virtual Desktop provides an exitemely secure environment for internet related activities because it isolates your browser
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from the resi of your computer. Jusi by visiting them, malicious websites can install viruses malware, rootkits and spyware onic 
your computer that can allow hackers to steal confidential information. Suring the ‘net inside the virtual desktop removes this 
threat to your machine by preventing any website from insialling anything on your real computer. Furthermore, the Virtual 
Keyboard allows you to securely enter user-names, credit card numbers and passwords without fear of key-logging software 
recording your physical keysirckes. 

To run a browser inside the Virtual Desktop 

1. Click the CC button 

2. Select the browser you want to mun from the browsers displayed. 

  

SS S 
SSH 
SES 

  

      

  
The browser will open inside the Virtual Desktop.
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On completion of your browsing session, no trails like your browsing history will be stored in your computer. 

Restore Incorrectly Quarantined ltem(s) 
if you have incorrectly quarantined item{s) or you feel an item has been incorrectly quarantined by the application (a false 
positive) then you can restore it/thern using the following procedure: 

To submit Quarantined items 

4. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

2, In ‘General Tasks’, click "View Querantine’ 

The ‘Quarantine’ interface will open. The interface displays a list of items moved to Quarantine manuaily, from the results of real- 
time scanning, on-demand scanning and scheduled scans.
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3. Choose the items ip be restored by selecting the checkboxes besice them. 

4. Click the handie from the bottom and choose ‘Restore 

An option to add the selected items to AV excluded files will open.
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you select ‘Yes’, these items will not be included for AV scans. If you select’ No’, these items will be included for AV scans and 
quarantined duttng the next scanning. 

All the selected files will be resicred to their original locations immediately. . 

5. Click ‘Close’ buticn to exit. 

SHek hare for more details on the Quarantined items. 

Submit Quarantined items to Comodo for Analysis 
isms which have been quarantined as a resulf of an On Access, On Demand or Scheduled Scans, can be sent to Comodo for 

Analysis. Alter the analysis, if the submitted item is found to be a False Positive, it will be added ta Comade Safe List. 
Conversely, #f # is found ie be a malware, it will be added ic the anti-malware Black list. This helps Comedo te enhanes its virus 
signature database and helps millions of other CiS users to benefit oui of #, ick Neve for more details on Quarantined Hems. 

mm、 

     

To submit Quarantined items 

1. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

~ 
2. In ‘General Tasks’, click View Quarantine’ 

The ‘Quarantine’ interface will open. The interface displays a list of items moved to Quarantine manually, from the results of real- 
ime scanning, on-demand scanning and scheduled scans.
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3. Choose the lems ic be submitted to Comodo for analysis by selecting the checkboxes beside them. 

4. Click the handie from the bottom and choose ‘Submit’. ) 

The sudmission progress will be indicated.

IBM - Ex. 1002-Part 5 of 10, Page 2029 
IPR2025-00379 (IBM v. Croga)



; ‘gishjeus 10) Birpusd si puB siesn teyyo Aq payugns 
Apeaye Jc papiuqns Aynissecens 3} 31 oui seuzoum Sureoipul ‘padedsip ag jim ansai udIssiLudNS ayy udofhelduoo LO 

  

      

  

  

  

  

  

  

  

        

—— 
 

IBM - Ex. 1002-Part 5 of 10, Page 2030 
IPR2025-00379 (IBM v. Croga)



mS    
    

  

  

  

  

  

S 
  

  

  

  

    
  

Enabie File Sharing Applications like BitTorrent and Emule 
This page explains how to configure Comodo Firewall for file sharing applications ke Shareaza/Emule and BitTorrenUTerrent. 

To ailow these file sharing applications, you must: 

  

To Disable ‘Do Protocol analysis‘ 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Heme’ screen 

2. Open ‘Firewall Tasks' by clicking 'Firewall Tasks’ from the Tasks interface and click '‘Ogen Advanced Settings’.
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3. Ensure thai 'Do Protecol Analysis’ checkbox is not selecied. 

To Create a ‘Predefined Firewall Ruleset’ for ShareazafEmule 

4. Click 'Rulesets’ under ‘Firewall’ from the LHS navigation pane of ‘Advanced Settings’ interface ta open ‘Rutesets’ panel 

2. Click the handle from the bottom of the panel and choose Add
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4. Enter a descriptive name for the new ruleset to be created in the ‘Description’ tex! box (for exernple: For allowing 

Shareaza/Emule). 

an
 Now you need io create six rules for the newly created ruleset. To ds so, click 'Add’. The 'Firewali Rule’ interface will 

appear. For creating each rule, select the check box and choose the drop-down options under each tab as given 
below. After creating each rule, click ‘CK’ for the rule to be added. Click handle in ihe ‘Firewall Ruleset interface and 
choose ‘Add’ io create the nexi rule. 

  

  

Action: ££] Log as firewall event if this rule is fired 
  
  

Pratocal:   
  

Directian:   
  

Description Rule for incoming TCP connections 
  

  
        

                

  

  

            
  

                                                              
Rule 7 

° Action : Allow 

。 Protocol : TCP 

e Direction : In 

* Description : Rule for incoming TCP connections 

»  Scurce Address : Any Address 

» Destination Address : Any Address 

* Source port: A Porl Range : {Start Port = 1025 / End Port = 65535} 

。 Dastination cort : A Single Port : (Port : Your TCP port of Shareaza/Emuie} 

Rule 2 

> — Action : Allow 

»  Protocal : UDP 

° Direction : in 

* Description : Rule for incoming UDP connections
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Rute 3 

Rule 4 

Rule $ 

Rule & 
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Source Address : Any Address 

Destination Address : Any Address 、 

Source port :A Port Range : {Start Port = 1025 / End Port = 65535} 

Destination port : A Single Port : (Port : Your UDP port of Shareaza/Emule} 

Action : Allow 

Protocol : TCF or UDP 

Direction : Out 

Description : Rule for auigning TCP and {INP eannections 

Source Address : Any Address 

Destination Address : Any Address 

Source port : A port range : {siart port = 1025 / end port = 65535} 

Destination port : A port range : (start port = 7025 / end port = 65535) 

Action : Allow 

Protocol : ICMP 

Direction : Cut 

Description : Ping the server {eck neiwork) 

Source Address : Any Address 

Destination Address : Any Address 

ICMP Details : Message : ICMP Echo Request 
、 

Action : Ask {Aiso select the check box ‘Log as a firewall event if this rule is fired’) 

Protocol : TCP 

Direction : Out 

Description : Rule for HTTP requests 

Source Address : Any Address 

Destination Address : Any Address 

Source port : A port range : (start port = 1025 / end part = 65535} 

Destination port : Type : Single Port; (Port : 80) 

Action : Biock (Also select the check box ‘Log as a firewall event # this mule is fred’) 

Protocol : IP 

Direction : In/Out 

Description : Biock and Log All Unmatching Requests 

Source Address : Any Address 

Destination Addrass : Any Address 

iP Details : iP Proteco! : Any 

&. Click 'OX' in the 'Firewali Ruleset' interface. 

The new ruleset will be created and added as a Predefined ruleset. Start Shareaza or Ernule. When Comodo raises a pop-up 
alert, chcose “Treat this application as’, select the descriptive name you gave jor this rule (e.g. For allowing Shareaza/Emule) 
from the options and select Remember my answer’. 

To create a ‘Predefined Firewall Rufeset’ for BitTorrent/Utorrent’

IBM - Ex. 1002-Part 5 of 10, Page 2035 
IPR2025-00379 (IBM v. Croga)



    
omodo In 

CR 

  

1. 

9? 
hee 

  

Click 'Rulesete’ under ‘Firewall’ from the LHS navigation pane of 'Advanced Seitings’ interface to cpen Rulesets panel 

Click the handie from the bottom of the panel and choose ‘Ada! 
t 

The ‘Firewall Ruleset’ interface will open for crealing as new set of rules. 

3. 

4, 

Rule 4 

Rule 2 

Rule 3 

Rule 4 

Click the handie from ihe bottom and choose ‘Ada! 

Enter a descriptive name for the new ruleset to be created in the ‘Description’ text box (for exernpie: For allowing 

Bitforrent/Utorrent). 

Now you need io create six rules for the newly created ruleset. To do so, click ‘Add’. The 'Firewali Rule’ interface will 
appear. For creating each ruie, select the check box and choose the drop-down opticns under each tab as given 
below. After creating each rule, click ‘OK’ for the rule to be added. Click hanolie in the 'Firowail Rulese? interface and 
choose ‘Add’ ic create the nexi rule. 

。 — Action : Allow 

* Protocol: TCP er UDP 

* Direction : In 

+ — Description : Rule for incoming TCP and UDP connections 

* Source Address : Any Address 

* Destination Address : Any Address ; 

° Source part : A Port Range : (Start port = 1025 / End port = 65535} 

e Destination port : A Single Port {Port: The port of 8ilTorrent/Utorrent) 

* — Action : Allow 

° Protocol : TCP 

° = Direction : OU ‘ 

e Description : Rule for outgoing TCP cennections 

e Source Address : Any Address , 

° Destination Address : Any Address 

« Source port : A Port Range : (Start port = 1025 / End port = 69539) 

* Destination port : A Port Range : (Start port = 1025 / End port = 65535} 

° — Action : Allow 

e Protocol: UD 

+ Direction : Out 

*»  Deseripticn : Rule for cutgoing UDP connections 

» Source Address : Any Address 

° Destination’ Address : Any Address 

。 — Source port : A Single Port: Port: the port of utorrent 

。 Destination port : A Port Range : (Start port = 1025 / End port = 65535} 

» Action : Ask {Also select the check box ‘Log as a firewall event if this rule is fired} 

2 Protocol : TCP 

e Direction : Cut 

° = Description : Rule for HTTP requests 

» Source Address : Any Adaress 

» Destination Addrass : Any Address 

»  Scurce port : A Port Range : (Start port = 1025 / End port = 65535)
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Destination port ; A Single Port (Port = 80) 

Action : Siock (Also select the check box ‘Log ss a firewall event # this rule is fired’) 

Protocol : IP 

Direction : In/Out 

Description : Biock and Log All Unrnatching Requests 

Source Address : Any Address 

Destination Address : Any Address 

IP Details : 沁 Proiorot : Any 

6. Click ‘OK in the ‘Tirewali Ruleset’ interface. 

The new ruiesei will be created and added as a Predefined Firewall ruleset. Stari BitTorrent or Ulorrent. When Comodo raises s 
pop-up alert, choose ‘Treat this application as’, select the descriptive name you gave ior this nile {e.¢. For allowing 
SitTorrent/Utorrent) from the options and select ‘Remember my answer’. 

Block any Downloads of a Specific File Type 

Comodo Internet Security can be configured to block downloads of specific types ci file. 

Example scenarios: 

° Some malicious websites try to push downloads of maiware-in .exe file format. .exe files are programs which can 
execute commands cn your computer. If the .exe is malicious in intent then these commands could include the 

installation of key jogging programs, initiation of buffer overflow attacks or code io ium your PC into 2 zombie. For this 
reason, you may wish to block all downloads of files with a .exe file extensicn. 

¢ You want to avoid downloading media files like audio files (e.g. files with extensions .wma, .mp3, .wav, .mid video 
files (e.g. files with extensions .wmy, .avi, mpeg, swf} or image files (e.g. files with extensions .bmp. jpg, .png} fer 

your disk space restrictions. 
To selectively block downloading of specific fie type, you need to configure Defense+ component of CIS to Stock the specific file 
iype from the default download folder of your browser. 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks' from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Security Settings’ > ‘Defense+ ' >’HIPS' > ‘Protected Cbjects’ from the left hand side pare 

4. Click ‘Blocked Files’ tab
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5. Click the handie from the bottom and choose AdG > ‘Applications’. 

6. Browse te the default download foicer for that particular fils type of your Intemet Browser from the Open dialcg 

。 Fer example, the default download locations for sorne file types in Internet Exclorer are given below: 

。 ”Executable files - C:\Dosurnents and Settings\user narne\ocal Settings\Temporary Internet Files\
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。 Document files - C:\Documents and Settings\user name\My Socuments\ 

     

    

     
。 Image files - C:\Documents and Settings\user name\My Documenis\My Pictures' 

* Music files - CADocuments and Setiingsluser nameiMy Docurnents\My Music\ 

。 Video files - C:\Documents and Settingsiuser name\My DocumentsiMy Videos\ 

7, Select file from the folder and click ‘Open’ 

The fite wil be added to biovked files iist. 

OMOHNMMOMA 

The foswing otyects See aroterivd sii Ns coriputer. 

  
  

          

   
    

Edit File Path 

C:\Documents and Settings\Administrator\My Documents\My Pictures\1935-in 
  

    

8. Select the entry from the Slocked Files interface, click the handle from the bottom and choose Edit 

The Edit Property dialog will appear. 

& Change the fie name at the end ol the fife path to * file_exiension” fe.g. Texe TY jpg}
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Edit File Path ao, 

'C:\Documents and Settings\Administrator\My Documents\My Picturas\*. jpg 
  

\ $ 
x 

  

  

10. Click OK in the Property’ dialog 

13. Click OK in the Advanced Seitings interface to save your settings 

The cownioad of the specific fle type ic the specified folder through the Srowser will be blocked. if you have more than one 
browser, repeal the same for the other browsers too. 
  

Nis: Blocking files in this way will only block the downloads of the specific file tyoes in the specified foiders. if you change the 
download destination while downioading a file through your web browser, the download will be allowed. 
  

  

Tip: To unblock the download, Advanced Settings > Defense+ > HIPS > File Protection > Blocked Files, select the file path, 

click the handle from the bctiom and choose 'Remove’.       

Disable Behavior Blocker and Auto-Sandboxing on a Per- 
application Basis 
Sshavior Siocker wil! auto-sandbox run unknown execuiabies and queue them ior submission ico Comodo Cloud scanners for 

,behavior analysis, Users de, however, have the option to exciude Specific files or file types from this suto-sandboxing process. 
This is particularly useful for developers that are creating new applications which, by their nature, are as yet unknown ic the 
Comodo saie list. 

To disable the auto-sandboxing selectively 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings irom the Tasks interiace 

3. Click ‘Security Settings’ > ‘Defense+’ > ‘Behavior Biocker’ in the ief hand side navigation pane of Advanced Settings 

pane 

4. Select the check Sox ‘Define exceptions for behavior blocking and ther ciick on the words ‘Excepiions’ 

The Behavior Slocker Exceptions interface will open. 

5. Click the handie from the bottom and cheose ‘Add’ from the options to add the files/executables to be excluded from 

monitoring by Behavior Blocker and Auto-Sandboxing. 

e You can add items by selecting the required option irom ihe drop-ciown: 

° File Groups - Enabies you io saiect a category ol pre-set files or iolders. For example, selecting 

'Executables' would enable you to create a ruleset for ail files with the extensions .exe dil sys .OCX .bat 
pif ser .cpl . Other such categories available include ‘Windows System Applications’ , ‘Windows Updater 
Apolicaiions’ , ‘Start Up Folders’ etc. For more deiails on file groups, refer io the section ¥ 

  

。  Fifes - Opens the ‘Open’ window and enables you to navigate to the application or file you wish to add. 

° Folder - Opens ihe ‘Browse jor Folders’ window and enables you to navigate ic the folder you wish to ada. 

° Running Processes - As the name suggests, this option allows you to select an application or execittable 
from the processes that ave currenily running on your PC.
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€ Click 'OX' in the Behavicr Blocker interface. 
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Select whether the child processes of the application aiso needs to be excluded using the 'Exclude Child Processes’ 
toggle switch. . 

“<
} 

8. Click OK in the Advanced Seitings panel for your settings to take effect. 

The selected application will not be auto-sandboxed on its execution. 

Alternatively... 

1. Add the files to the list of Tsusies FNss 

2. Digitally sign your files with a code signing certificate from a trusted CA then manually add your organization to the 

Teagied Sofware Vendars list 

3. Disable Behavior Blocker by de-selecting the 'Enabie Auto-Sandbox unknown appiications ss check box in the 
Behavior Blocker setiings panel. Nof recommended. 

For more details on Auto-Sandboxing process, refer fo the section Unknown Files: The Auke- Sandbaning ans Scamming 
Seaagene SFHESSSEs. 

Switch Between Complete CIS Suite and Individual 
Components (just AV or FW) 
Comodo Internet Security provides the flexibility of installation as a compiete security suite or as individual components. You can 
choose the installation type Surisg She instafiation itself. Even afier the installation, you can switch the insiallation type without 

the requirement of uninstaliation of the software, retaining your configuration settings. You might have installed the CIS as 
complete sulla initially cut may want to retain the AV part cr FW part and uninstall the other or vice versa. The inbuill uninsialler 
of CIS enables to switch your installation type at any point of time. 

To switch the installation type , 
4. Click Start > All Prograrns > COMODO > COMODO Iniemet Security > Add and Remove Components 

  

   

  

   

  

      
Can 

  

    

     

      

- X & Htaedit 

   
   
      
    

¥ : 
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SS 

ee 
of click Start > Contro} Panal > Acki/Remove Programs > Comodo Intemet Security > Change.
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Welcome to the COMODO Internet 
Security Premium Setup Wizard 

The Setup Wizard allows you to change the way COMODO 
Internet Security Premium features are installed on 
your computer or to remove it from your computer, Click 
Next to continue or Cancel to exit the Setup Wizard. 

  

  

        
  

2. Glick 'Next’. The configuration selection screen will appear. 

  

  

  
      

  

  

        
        
  

3. Select ‘Change’ ouiton io change the installed features and click ‘Next.’ The Product Seiection screen will appear.
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Select the installation type. 

°  {f you want the compleie installation, selec? both Install COMODO Aniivirus and insiall COMODO Firewall. 

。 — {f you want only the Antivirus part and not the Firewall part, select only the install COMODO Antivirus and 

uncheok tnstail COMCOC Firewail. 

=。 — |f you want only the Firewail pert and not the Antivirus part, select only the install COMODO Firewall and 
unsheck Insta COMODO Antivirus. 

Sisk here for more details on the installation of individual components. 

° Click ‘Nex’, Wait tiff the CIS is configured and is ready cr the change. 

mo ee 
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Click ‘Change’ in the next screen. The change progress will be indicated... 

WOW 
NS SERA 党             

    
  

  

  
                
  

... and on completion, Click the Finish button io exit the wizard. 

  

          

                  

            

in order for the configuration change to fake effect, your computer needs tc be resiarted. A ‘Restart Computer dialog with a 

countdown timer will be displayed.

IBM - Ex. 1002-Part 5 of 10, Page 2045 
IPR2025-00379 (IBM v. Croga)



  

You PSS to restart your computer for the changes to take effect. 

Waould you like te restart it now?   
°  }f you want to restart the system at a later time, click ‘No’. y 

+ you want to restart the system immediately, please save any unsaved dia and click Yes or leave the dialog for the 
system to restart at the end of countdown timer. 
  

Nevis’ The change will fake efect oniy on the next restart of the computer. 
    
  

Switch Off Automatic Antivirus and Software Updates 
By default, Comodo Internet Security will auiomaticaily check for software and Antivinis database updates. However, some 

users like to have contro! over what gets downloaded and when # gets downioaded. For exernpie, network administrators may 
noi wish to autornatically download because it will take up tp much banchwidth during the day. Similarly, users thai have 
particularly heavy traffic loads may not want automatic updates because they confiict with their other downioad/upload activity. 

CIS provides full contro! over virus and software updates. Click the appropriate link below to find out more: 

R ASS ashasatic caine ans wisese at 
人 RSS a3y SULTANS SOWIE SN VES 

  

To switch off automatic updates entirely: 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Open Advanced Seitings panel by clicking Advanced Tasks > Advanced Settings from the Tasks interface 

Click 'Updates’ under 'Genera! Settings’ from the left hand side navigation pane 

» 
& 

Deselect the check boxes 'Check for program updates every xx day(s)’ and 'Check for dalebase updates every 1x 

hour(s}
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2 internet Security User Guid si Rs 
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5. Click OK in the Advanced Settings parel. 

To switch off automatic updates selectively: 

1. Open ‘Tasks’ interface by clicking the green curved arrow at fop right of the ‘Home’ screen 

2. Open Advanced Settings panel by clicking Advanced Tasks > Advanced Settings irom the Tasks interace
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Comedo lnternet Security UserGude SSS N 

yy 
3. Click ‘Updates’ under ‘Genera! Settings’ from the left hand side navigation pane 

   

    
           

  

  

SON, 

    
     

   

  

Re se . a 1 . Ae we sass 

WS SSASRA KARL RR RIV 
SS 

SS 

  

    
atic updates when you are connected to Intemet through certain networks 

e Select the ‘Do NOT check updates if am using these connections’ check-box 

Then click the ‘these connections’. The ‘Connections’ diaiog will appear with the list of connections you use. 

Select the connecticn through which you do not want CIS to check for updates and click OX. 

if you want to suppress auiomaiic updaies when your computer is running on battery 

Select the Do NOT check for updates ¥ running on batiery’ checkbox 

To switch off automatic virus signature database updates prior to AV Scans: 

1. Oper ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Open Advanced Settings panel by clicking Advanced Tasks > Acvansed Settings from the Tasks interface 

3. Click ‘Security Settings’ > Antivirus’ > ‘Scans’. A fist delined scan profiles will be displayed. 

4. Select the scan proifie for which you co want the automatic virus calabase updates oricr to the scan
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Sean Name: ER Programs 
  

Define items to be scanned, scanning options and running schedule 
N 

  

Limit maximum file size to 

LASSE Geeeeminn Hoa o 
WETS SOSSSHSD HSH y 

  
Run this scan with 

AOA) 

Update virus database before running 

hase is ucated Betors runnin ¢ 

  

5. Click the handie from the bottom and select 'Edit’ 

§. Click ‘Options’ fo open the Options parte and daselect ‘Undate virus daiabase before running’ checkbox.
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    Oe ， 
7. Click ‘OX’ on the ‘Scan’ interface, 

8. Click ‘OX' in the ‘Advanced Settings’ interface for your changes to take eHect. 

Suppress CIS Alerts Temporarily while Playing Games 
Because of continuous moniforing of all your system activities in granuiar level for implementing Default-Deny Protection, 
Comodo Internet Security generates pop-up alerts whenever it identifies any event appearing to be a malicious activity or 
execution of programs thai require privileges like Internet access and file access tights. Each alert provides informalicn and 
options that enable you to make an informed decision on whether you want to ailow or biock a requesi or activity. Alerts aiso to 

allow you to insituct Comodo Internet Security on how !! should behave in future when it encounters activities of the same type. 

But at tines when you are involved in activities ike playing computer games, where you do not want to be interfered with such 
alerts, you can temporarily stop them irom being displayed. require undisturbed envircnmeni. During this time, the operations 
thal can inierfere with users’ gaming experience are either suppressed or posiponed. 

To temporarily stop pop-up alerts 

e = Click 'Game Mede' button from CIS Home screen 

  

  

            
                          

  
          

  

  
  

          
                        

or 

e — Right click on the CIS System Tray icon and select Garme Mode’ from the opticns.
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Antivirus 

Firewall 

Ta 
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The alerts are now suppressed. To resurne alerts and scheduled scans, just de-activate Game Mcde from the heme screen or 

the systern tray icon right click options. 

Renew or Upgrade your License 
in order io enjoy continued protection from Comode Internet Security, you will need fo renew your license when il is due to 

expire. 

To renew or upgrade your license, click the ‘Activate Now’ link beside ‘Subscription’ on the C!S home screen (alternatively, click 

'No. of days left} 

      

  

  
      

    

                  
                                                    

                              
The Product Activation Wizard will slart.
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In order to activate: 

Make sure you are cannecied ic the Internet 

re tn obtan one 

  

  

* Select your CIS Package. 

« Select 'Existing Comodo User checkbox in ‘Erier Cusiomer Details’ area, enter your login and password and 
complete the payment procedure, 

。 The License key will be sent io you by email. Enter the license key and click the ‘Activate’ button. 

° Afer successfui validation, your subscription wil be activated and a confirmation screen will be displayed. 

if you are renawing 4 license for the same CiS product then entering the license key wil upgrade the license withoul requiring 
re-inatallation. If you are upgrading license types, then installation of the new product! type will begin automatically. You may 

need to restart your computer to finalize the upgrade. 

#f you are using any ci the trial versions of CIS, you have to purchase the jicense ai the end ci trial peried in order to continue 
using the product. An alert wil be cisplayed after the expiry of trial peried. 

e Click the the 'Renew Now’ button in the alert screen and foliow the same purehase and activation procedure expiained 

above.
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How to use CIS Protocol Handlers 

COMODO Intermet Security has is own protecoi handiers that allow you to perform certain iasks from a web page. This includes 
iasks like opening a web page from a sandboxed browser, or starting a virus database update etc. CIS 2012 supports several 

protocol handlers listed below. ‘ 

1 ~ saie:i/ 

This protocol is used io open any URL with a sanchoxed browser. 

For example: Try safevwww googie.com 

The URL will be open in a sandboxed browser. Note the green border: 

  

  

       cdp Oregon needs :c aun) on etemal application to hamdie :zfe: 
ested J apyeer.geagiz.com. 
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Like the previous one, opens the URL from COMODO Virtual Kiosk. 

  
£.g. Try Klosk Awww. google.com 

    

  

    Zemode Dragon needs fe launch an externa! az plication ic handle kiosk: 
tinh. The fink raqueastedtis Kosky/wwww.goagiecom, 

i The fetlowing appiteation wil Se fsunched if you accept this raquest: 

       
   

  

Program Files OMOBC\COMODS internet Securit’ vartivosk.ene® -r 
wes.gcogte.com* 

If you did not in:tiste this resuect, may represent en aftemoted atteck on 
you system. Untess you tock an expiicit action fc Initiate this request you 
shouid press Do Nothing. 
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Service 

Cornodo Secure DNS service replaces your existing Resursive DNS Servers and resolves all your ONS requests exclusively 
through Comado's proprietary Directory Services Platform. Most of the networks use recursive DNS services that are provided 
by their ISP or that reside on their own set of small DNS servers dut it becomes essential io have 3 secure and broadly 

distributed DNS service tc have a faster and safe DNS resclution. 

  

Sackgraund Noie: Every device on the intemet is uniquely identified by a 32-bit number (iPv4) or a 128-bit number {Ipv6)}. 
While this is perfectly satisfactory for computers, humens are far more comiorlable remembering names rether than a string of 
numbers. The Domain Name System (DNS) provides the translation between those names and nurnbers. Virtually every piece 
of soltware, device, and service cn the Internat uillizes DNS to communicate with one another. DNS also makes this 

information available across the entire span of the Intemet, allowing users to find information remotely.       
Comodo Secure DNS is 4 broacly distributed Recursive DNS service thai gives you full conirol to determine how your clienis 
interact with the Intemet. It requires no hardware or software and provides reliable, faster, smarter and safer interne! experience. / 

7 a . . § _ ， es: ， 
=。 Reliable - Comode Secure DNS Directory Services Platform currently spans across five continents around the world. 

This allows us ic offer you the most reliable fully redundant DNS service anywhere. Each node has mulliple servers, 

and is connected by several Tier 1 carriers to the intemei. 

. © Faster - Our strategically placed nodes are located ai the most optimal intersections of the Internet. Unlike most ONS 
providers, Comodo Secure DNS Direcicry Services Platform uses Anycasi routing technology - which means that no 
matter where you are located in the world, your ONS requests are answered by the closest available Comodo Secure 
DNS set of servers. Combine this with our huge cache end we can get the answers you seek faster and more reliably 
ihan anyone else. Furthermore, our “name cache invalidation” solution signals the Comodo Secure DNS recursive 

servers anytime one of our authoritative customers or partners updates a DNS record, fundamentally eliminating the 
concept of a TTL. 

。 Smarter - Comodo’s highly structured search and guide pages gel you where you want fo be, when you inadvertently 

atiempt to go to 2 siis thai doesn’t exist. 

° Safer -As a leading provider of compuier security scluticns, Cornods is keenly aware of the dangers that plague the 
Internet today. Secure DNS helps users keep safe online with ils maiware domain fisring feature. Secure DNS 
references 2 real-time biock list (RBL) of harmful websites (i.e. phishing sites, malware sites, spyware sites, excessive 
advertising siias, etc.} anc will warn you whenever you aiiempi to access a site containing potentially threatening 
content. Additionally, our ‘name cache invalidation’ solution signais the Cormado Secure DNS recursive servers 
whenever a DNS record is updated - fundamentally eliminating the concept cf a TTL. Directing your requests through 
highly secure servers can also reduce your exposure to the DNS Cache Poisoning attacks that may affect everybody 

elsa using your ISP. 

To stari Comodo Secure DNS service the DNS settings of your computer has io be modified to point to our server's IP 
addresses. Comodo Internet Security automatically modifies the DNS settings of your system during its installation to get the 
services. You can aiso modify the DNS settings cf your system manually, if you haven't selected the option during instailation. 
You can also revert to the previous seltings if you want, at anytime. 

Click the icllowing links io get ihe instructions for manually modifying the DNS settings on your rouler or on your computer. 

* Roster 

  

Router - Manually Enabling or Disabling Comodo Secure DNS 

service 
You can manually enabie or disable Comodo Secure DNS service in your Router by modifying the DNS settings accessible 

5
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through DNS Server settings of your router. Comede recommends making the change on your rouler so that with one change, 

ali the computers on your network can benefit from Comodo Secure DNS. 

To enable the Comodo Secure DNS service, modify the ONS server iP address seitings to Comodo Secure DNS sever IP 

addresses. The IP address are: 

Primary DNS : 8.28.56.26 

Secondary DNS : 8.20.247.20 

To stop Comodo Secure DNS service 
SR Sea NMS SN HF addoogy fy NS NS ceitings 

e Madly He QGNS server JF sdgyass [) YOU SYSMIONS SEMNIYS, 

To modify the ONS settings 
1. Login ts your router. To fog in and configure your router, you can open it up in your web browser. If you don't know the 

iF address for your router, don't worry, it is typically one of the following: 

htip://482.168.0.4 
http://492.168.1.1 
ntip://192.168.10.4 

If you have forgotten your router's usemame and/or password, the most commen username is "admin and the. 
password is either blank, "acmin’, or ‘password’, if nene of those work, you can often reset the password to the 
manufaciurer default by pressing a button on the rovier itself, or in some cases access withoui a password if you try to 
access your router quickly after you've cycled the power to it. 

\ 

Find the DNS Server Settings. Look for "DNS" next to a field which alicws two or three seis of numbers (these fields 

may be empty). 

ho
 

  

     

  

Use these DNS Servers 

Primary DNS Server : 

Secondary DNS Server : 

    
  

Primary DNS server address for Comodo Secure ONS is: 8.26.56.26 
AN 

Secondary ONS server address for Comodo Secure DNS ig: 8.20.247.20 

” When you are done, the above example would look like this. 

  

    

  
Use these DNS Servers : 

Primary DNS Server: : 
  

Secondary DNS Server : 

    
  

You can disable Comodo Secure DNS by: 

。  Daselecting the check box ‘Use these DNS servers’ address aulornatically’. This means that you use the DNS server 

provided by your iSP. This is the option that mos? home users should choose if they wish fo disable the service. 

oF 

。 — Entering different preferred and alternate DNS server IP addresses.
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Windows XP - Manually Enabling or Disabling Comodo Secure 
DNS Service 
You can manually enabie or disable Comodo Secure DNS service in your Windows XP computer by modifying the DNS seitings 

aecessibie through Coniroi Pane! > Network Connestions. 

NS 

       

Jo enable the Comodo Secure DNS service, madiiy the DNS server iP address sattings tp Comcrdo Secure DNS server IP 

addresses. The IP address are: 

Preferred DNS : 8.26.58.26 

Ai#iemate DNS : 8.20.247.20 

To step Comodo Secure DNS service 
Mase Wo SNS Soastsas UD adiadvoce So vs wea winue agatha 
SBOSHY Ste SNS server HF asdyess fo YESS SYSVIONS SATUS, 

To modify the DNS settings 

1. Select the ‘Control Panel’ irom the Start Menu. 

, 
久久 

N 

   

     

   
    

     

    

N 

   

    

   

   

Microsoft Office Outivek 
‘2003 

Micrasolt Gftice 
SLY Comrunicater 2005 

Micrasoit Update             

  

      

  

NSS adobe Photashop CS3 
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Accessibilty Add Hardware Add or Administrative Automatic Broadcom 
Options Remoy... Tools Updates Control Suite 

a 
a Internal NIC 

onfiguratior 

SO 

Boome 

         

  

Sex 

ys 
Game 

  

Display Folder Options 

as ex 
SS 

  

         

NS S XS WS SS 

“SS NS : ~ eS 

Power Options Printers and Regionaland Scannersand Scheduled Security 
Faxes Language ... Cameras Tasks Center 

    

   

  

  

  

  

    

   

   

  

     

       

3， Right click on your connection from the Network Connestions window and click ‘Properties’. 
了 

IRON 
Edit’: vie 

Cae 
- ee ves we tee seen WA eo RSS 

\ \ 本 

WD GM. WC 和 

rE Pis 

  
  

4. Select ‘Internet Protocal (TCPAPY' and click ‘Properties’.
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5. Click tha radio button Use the following DNS server addresses and type in Comodo Secure DNS addresses in the 
Preferred DNS server and Atternate DNS server fields. 

Piease note down your current ONS settings before switching to Comodo Secure DNS, in case you want to retum to 
your old seilings for any reason. 

Preferred DNS server address for Comodo Secure DNS is: 8.28.56.26 

Alismate DNS server address for Comodo Secure DNS is: 8.20.247.20
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Yotkcan get IP’settings'assigned automatically if your network supports 
this capability, Otherwise, you need to ask your network administrator for 
the. appropriate IP. settings. 和 

    

念 0btan an IP address:automatically 

  

  
  

  
  

  
  
  

  
  

      
  

      

  

   

  

\ 

You can disabie Comodo Secure ONS by: 

° Selecting ‘Obtain DNS server address automatically’. This means thal you use the DNS seiver provided Sy your iSP. 
This is the option that mosi home users shouid choose if they wish to disable the service. 

OF 

。 — Entering different preferred and alternate DNS server IP addresses.
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£8) Obtain an IP address automatically 

) Use the fallosing JP address: - 

Aines assigned aulomatically f your network euppote 
this capability. thenvise, you need fe ack your newark edmirisiratar for 
the appropsate {P settings. 

  

  

  

  

  

  

     
  

  

SEN 

Windows 7 / Vista - Manually Enabling or Disabling Comodo 
Secure DNS Service 

  

  

      
  

  

You can manually enable or disable the Comodo Secure DNS service by changing your DNS server addresses to: 

Preferred DNS : 8.26.56.26 

Alternate DNS :8.20.247.20 

    
  

Enabling Comodo DNS in Windows 7 / Vista 

1. Open the control panel by either selecting it fom the Windows ‘Start’ menu or by typing ' control panel’ into the search 
box then clicking the program name.
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From the control panel menu, select 'Network and Sharing Center’ (Windows 7} or 'Nebwork and Internet (Vista}: 

  

TRUS ISN gry 

  

    

  

  

  

  

  

  

      

  
                  

  

Do
od
 

In the Network and Sharing center, 
  

    
iThis coraguter) 

  

ret 

Domain nebvork   

      

x 

Taternet 

Access yok | 
  

  

Connections: 
        

  

of View Status’ (Vista}: 
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  This wil open the * ocal Area Conneciion Status’ dialog. Click the ‘Properties’ bution: 

  

General 
  

  Connection 

IPv4 Connectivity: 

IPv6 Connectivity: 

Media State: 

Duration: 

Speed: 

Activity 

Internet 

Limited 

Enabled 

12:45:29 

1.0 Gbps 

        Sent ~、 

16,319,228 

wee Received 

7,925,588 

  

      
        
  

Ai this point, Windows might ask for your parmission to continue or request that you enter an Administrator password. 

Once you have granted permissior/enisred an acmin password, you will be presented with the ‘Local Area Connection 
Properties’ dialeg. Scroi#l down the list and select ‘Intemet Protocol Version 4 (FCP/IPY' then click the ‘Properties’ 

buitprn
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- This connection uses the following items: 

wi S¥ Client for Microsoft Networks 

Mi £83. 00S Packet Scheduler 
& File and Printer Sharing for Microsoft Networ 

  

  

          
  

  

-’ Description ~~ N ! 

Allows your computer to access resources Wh 
network, :     

  

      
§. Enable ‘Use the following DNS seiver addresses’. Doing so will ailow.you to enter the addresses of Comode DNS 

servers in the fieids provided. Enier the addresses iisted below ther click ‘CK’ te activate your settings: 

。 Preferred DNS : 8.26.56.25 

» Alternate DNS : 8.20.247.20
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You can get IP settings assigned automatically if your network supports 
this capability, Otherwise, you need to ask your network administrator 
for the appropriate IP settings. 

&: Obtain an IP address automatically 

“83 Use the Following IP Address: --ccencceeeceeeceeseecereeteaeeteetteeeennersneteeeeereeretesteeee 

  

  

  

  
Preferred DNS server: 

  
Alternate DNS server:             

        
Your computer will now use Comodo ONS as it's default domain name resolution service for all applications that 

connect io the Internet. 

Disabling Comodo DNS in Windows 7 / Vista 

To disable Comade ONS, you need fo instruct Windows to automatically obtain the address of a DNS server. Doing so means 

you will use the DNS server provided by your ISP. To do this: 

ww 
Fallow steps 1 io 7 of the ‘Shaitisg Comeda ONS fs NSSRS 7 / Viste’ tutorial to open the 1P4 properties diaiog 

Enable ‘Obtain ONS server addrass autornatically’ then click 'OX’.
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Note: Altemaiively, you can enter the server addresses of a different DNS service before clicking ‘OK’ 
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Adware 

Adware also known as advertising-supported application is designed as a too! to deliver advertisements that provides a source 
of revenue to iis developer. The ads may appear on the screen during the installation process or on the user interface of the 
application. Since adware is mosily instailed along with another software without the user's knowledge and may be used for 

maijicious activities, the term ‘adware’ is often associated with malware. 

Raok sm Moos see Sack te the top 

Antivirus 

An antivirus software is an application which is capable of detecting and removing malicious software such as viruses, trojans, 

worms and seripts from a computer system. A traditional {or ‘ciassic’) antivirus relies on a system of black-listed’ signatures to 
deiect maticious software. Under this systern, antivirus vendors create digitai signatures of any execulabie identified as malware. 
They then send this list of signatures to their cusiomer’s focal antivirus sofiware via regular (often daily) updates. The customers” 
antivirus software will then flag as a virus any program with a signature maiching 4 signature on the blacklist. 

  

One drawback with the signature systern is its reactive nature - it can only detect ‘known’ threais. The vendor has to first identity 
the file as a virus before they can create a signature of it. In many cases, this rneans the virus has to have already infected 
someones computer before a signature can be created to combat it. 

Because oi this timitaiion, most modern anti-viruses now deploy a wide range of layered technologies io determine the threat 
level of a particular file. Such technologies include heuristics, behavier analysis, cloud-based scanning, sand-boxing, host 

intrusion prevention ane fite-lock up services. 

Antivirus Scan 

An audit performed by an antivirus application in order to detest malware and viruses in the file system and/or memory of a 

compuiler. 

ARP 
Address Resolution Protocol (ARP) is a proteco! for mapping an IP address to 4 physical machine address, also known as MAC 

address, in sn Ethernet local area network. 

Attached Resource GCompuier NETwork (ARCNET) 

ARCNET is a local area network {LAN) protocol, similar in purpose to Ethemet or Token Ring. ARCNET was the first widely 
available networking sysiem far microcomputers and becarne popular in the 1980s for office auiomation lasks. It has since 
gained a fcllowing in the embedded systems market, where certain features of the proioco! are especially useful. 

Auto-sandbox 

Auto-saneboxing describes the process whereby applications and processes which are unknown to Comodo intemet Security 
will be automatically run in a isolated operating environment. Sendboxed applications are run under a set of access restrictions 
so they cannot cause damage the underlying fie stnicture cr operating system. The access restricticn jevei applied to
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CGR 
sanddoxed applications can be set by the user and includes ‘Limited’, ‘Partially Limited’, ‘Restricted’, ‘Unirusted’, ‘Blocked’ and 
Fully Virtualized’, 

|
 

  

Conceptually, the auto-sandbox is designed to securely handle ‘unknown’ executables - those which are no! preseftt on 
Comado’'s black-list (definitely malicious) or white-list (definitely safe}. If ihe unknown fle turns out to be malicious then it cannot 
cause any hann because the sand-boxing process denied if access to critical system resources. On the other hand, programs 
thal are unknown but periectly harmiess will run just as well in the sandbox. This allows safe applications the freedom to run as 
intended while denying malicious appiications the ability to cause damage. , 

t 

The autio-sandbex process is further enhanced if it is married to a system thai can subsequently classify these unknown files as 
either safe' or ‘malicious’. in Comodo internet Security, sandboxed files can be submitted to Comodo servers" ior automated 

behavior analysis. If this analysis discovers the file is malicious then it is added io the black-list which is distributed io ail CiS 
users. if the file does not exhidit malicious behavior it is passed to Comcdo labs for more in-depth tesis and possible inclusion 

on the white-list. 

    

* if enabled by fhe user . 

Back fs fhe lop 

B 
t 

Behavior Analysis 

An activity performed by CIS to determine whether an unknown application in the sandbox is malicious or not. Unknown les are 
analyzed by Comodo Cloud Scanners and Comodo's instant Malware Analysis (CIMA) servers. if found to be safe, they will be 
submitted ic Comodo lebs for further checks. s 

Behaviors Blocker 

A Host intrusion Protection (HIPS) mechanism that monitors the behavior of software and files in your system and prevents them 
trom taking actions tha! would cause damage. 

Brute-force 
下 . 

“Brute-force search is a trivial but very general prodlem-soiving technique; ihat consists of systematically enumerating all 
possibie candidates for the solution and checking whather each candidate satisfies the problem's statement. 

Buffer Overflow 

A buffer overflow is an anomalous condition where a process/executable attempis to store data beyond the boundaries of a 
fixed-length buffer. The result is that the extra dala overwrites adjacent memory locations, offen causing the process to crash of 
produce incorrect results. Hackers use buffer overflows as a trigger to execuis to execute malicious code. 

Bug 

Error in a program that cause problems. 

c 

CA - Certification Authority 

A Certificate Authority (CA) is trusted third carty that validates ownership information about a web-server then issues an 
SSL/TLS certificais to the organization that owns the server. The certificate is then placed on the web-server and is used io 
secure connections between the server and any clients (browsers) that connect io it. For example, en online store would use a 

ceriilicate fo secure its order jorms and payment pages. 

& Cerificate Authority {CA) such as Comodo CA will sign the certificates it issues with their private key. However, for the 
website's certificate to operate correctly, there is a reciprocal client side requirement - the internet browser that the visitor is 
using MUST physically contain the certificate authority's ‘tool cerificate’. This root is required io successfully authenticate any 
website certificates that have Seen signed by the CA. {f the root certificate is not embedded in a browser, then the website's 
cerlificate will noi be trusted and visitors will see an error message. Cerlificate Authorities croactively supply Srowser vendors 
with their root certificates for inclusion in the browser's ‘certificate store’ - an intemal reposiory of root certificates that ships with 
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each browser. 

CIS Widget 

The CiS Widget is a handy contro! pane! thai shows information about the security staius of your compuier, the speed of 

outgoing and incoming traffic and other useful information. The widget also has shoricuts to common C!S tasks and allows users 
io launch sandboxed instances of any intemet browser they have insialled on their system. By default, the widget is displayed on 
the desktaps of Windows computers running CIS version 6.0 and above. 

“ Paar eee 
SSSA FO HEY 

COM Interfaces ‘ 

Component Cbject Mode! (CCM) is Microsoft's object-oriented programming model that defines how objects interact within a 
single application or between applications - specifying how components work together and inter-cperate. COM is used as the 
basis jor Active X and OLE - two favorite targets of hackers and malicious programs to launch attacks on a computer. Comodo 
internet Security automatically protecis COM interfaces against modification. 

Computer Network 

A computer network is a connection between computers through a cable or sore type of wireless connection. It enables users 
to share information and devices Setween computers and cther users within the network. 

5 

Debugging 

The process of identifying a program error and the circumstances in which the error occurs, locating the source(s) of the error in 

the pragram and fixing the error. 

DHCP 

Dynamic Host Configuration Protocal (DHCP} is a communications proteco? that leis network administraiors manage and 
automate the assignment of Internet Protocol (IF) addresses in an organization's network. DHCP allows devices to connect to a 
network and be autcmetically assigned an iP address. 

Digital Certificate 

A digital certificate is a file used ic cryptographically Sind a company’s Public Key to its identity. Like a driving license or passport 
binds a photograph ts personal information about its holder, a digital ceriificate binds a Public Key to information about that 

company. They are issued for between 1 and 5 year validity periods. 

Digital certificates are issued by a Certificate Authority like Comodo. Each CA acts as a trusted third party and ccnducts 
background checks on a company te ensure they are jegitimate before issuing a certificate to them. Aparl fram providing an 
encrypted connection between a intemet browser and 2 website, digital certificates are intended to reassure website visitors tha! 
the company they are about to make a purchase from can be trusted. 

To get a digit! certificate, a company must first generate a Cerificate Signing Request (CSR} on their web-server. This CSR 
contains their public key and their identity information. They then enroll and pay ier the cerlilicate and senc their CSR io the CA. 

The CAs validation department will check that the identity information in the CSR is correct by conducting background checks 
and will sometimes request that the company supplies documentation such as articles of incorporation. Once validation is 
satisfactorily sornoleted, the CA will issue the certificate to the customer. The customer will then install it on their website to 

secure sensilive areas ike payment pages. 

Digital Signature 

Digital signatures are used for authentication and integrity, meaning it quarantees that the person sending a message is indeed 

the same person whe ha/she claims to be and the message has not been alterec. To authenticate oneself using a digitai 
signature, as person needs te downioad and instal! Digital Certificates in their systems from Certificate Authoniies such as 
Comodo. The client ceri#icate then can be imported into their browsers and emaii clients. The same certificate can also be used
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io digitally sian a document before sending it. The recipient can easily find out # the decument has been tampered with en-route. 

DNS 

DONS stands for Domain Name System. it is the part of the Internet infrastructure that transiates a familiar domain name, such as 

‘sxample.com’ to an IP address like 123.456.789.04. This is essential because the Internet routes messages to their destinations 
on the basis of this destination IP address, noi the dornain name. When a user searches for a website name like 

‘www.domain.com’, their crowser will first contact a DNS server to discover the IP address associated with that domain name. 

Once it has this information, it can successfully connect to the website in question. 

Dynamic IP 

The procedure of allocating temporary iP addresses as they are needed. Dynamic IP's are often, though not exclusively, usec 

for dial-up modems. 

E 

Encryption 

Encryption is a technique that is used to make data unreadable and make it secure. Usually this is done by using secret keys 
and the encrypted data can be read only by using ancther set of secrei keys. There are two types of encrypion - symmetic 
encryplion and asymmetric encryption. , 

Symmetric encryption is applying a secret key fo a iext fo encrypi il and use the same key fo decrypt #. The problern with this 

iype of snerypiion lies during the exchange of secret keys between the sender and the recipient over a large network or the 
internet. The secret keys might fail into wrong hands during the exchange process. 

Asymrnetric encryption overcomes this problem by using two cryptographically related keys, a Key pair - a public key anda 
private key. The Private key is kept secret in your system and the public key is made availabie freely to anyone who might want 

to exchange messages with you. Any message, be it text, documents or binary files that are encrypted using the public key can 
be decrypted using the corresponding private key only. Similarly anything that is encrypted using the privaie key can be 
decrypted using the corresponding public key. Typically public keys are made available to everyone by using Digitai Certificates. 
The cerlificates are issued by a Certificate Authority (CA}, which identifies a server or user and usually contains information such 
as the CA who issued it, the organization’s name, email address of the user.and country and the public key of the user. When a 
seeure encrypted communication is required between a client and a server, a query is sent over to the other party for the 

cerlilicate and the pudiic key can be extracted from it. 

End User 

The person who uses a program after its been compiled and distributed. 

EPKi Manager 

Enterprise Public Key Infrastructure Manager. The EPK] Manager ailows you to issue bulk numbers of: 

。  §SL Certificaies for use on domain names owned by your Company: 

> SecureEmail Certificates (SAMIME} for use by empioyees of your Company. 

Your nominated EPK] Manager Administrator(s} will be able to manage all the company's Certificaies from a central web based 
console. Additional certificates may be purchased through the console in minutes; ensuring new servers and employee ernail 

may Se secured in minutes rather than days. For more information about EPX! Manager click here. 

Ethemet 

Ethernet is a frame-based computer networking technology for iocsl area networks (LANs). The name comes from the physica! 
concept of ether. It defines wiring and signaling for the physical layer, and frame formats and protocols for the media access 

control (MAC)/data link layer of the OS! mode’. Ethemet is mostly standardized as IEEEs 852.3. It has became the most 
widespread LAN iechnoiogy in use during the 1890s to ihe present, and has largely replaced all other LAN stancards such as 

foken ring, FOO, and ANENEY   

IBM - Ex. 1002-Part 5 of 10, Page 2071 
IPR2025-00379 (IBM v. Croga)



  

Executable Files 

An ‘executable’ is a file that instructs a computer to perform a fask or function. Every program, application and device run on 

compuler requires an executable file of some kind to slari il. The most recognizable type of execuiabie file is the exe’ file. For 
exampie, when Microsoft Word is started, the executable file ‘winword.exe’ instructs the computer to start and run the Word 
application. Other types of execulabie files include those with extensions .cpl dil, dv .inf, .cex, .pf, scr, sys. 

False Positive 

When an antivirus scan is run and the scanner reports thai seme programs are infected with malware which may notbe the 
actual case and the files are safe. This Xind of false alert is called False Positive’. Too much of False Postive results can be 
annoying and the user mighi just ignore legitimate warning or deiete legitimate fies causing the relevant program or operating 
sysiem to malfunction. 

Firewall 

A firewall is an application that helps an user or administrator to have a contra! over how the systern should be connected with 
other network/sysiems or over the Internet. 

FS type 

Type of file system. 

~~ 

FTP 

File Transfer Protocol (FTP} is a protocol used for file transfer from computer to computer across a TCP network like the 
internet. An anonymous FTP is a ile transfer between locations that does not require users to identify themselves with a 
password or log-in. FTP uses the TCPAP protocols to enable data iansfer. FTP is most commonly used to download files from a 
server or io upload a file to a server. 

G 

Graphical User Interface (GUI) 

The visual symbols and graphics with which a user controls a piece of software or device. Most scitware has a GU! that 
comprises of windews, menus, and toolbars. The user interacts with the GUI by clicking their mouse on a GUI element. 

Operating systems fike Windows use GUI's because most users find them easier to use than less friendly interfaces like a 

command fine. 

时 

Heuristics 

Heuristics is 2 technique that continuously evelves based on experience for solving problems, discovery and feaming. When the 
ierm is used in computer security parlance, Heuristics is about detecting virus-like behavior or attributes rather than locking for a 
precise virus signature that match a signature on the virus blacklist. Comodo Intemei Security applies this iechnoiogy in the 
application, which is a quantum leap in the battle against malicious seripis and programs as it allows the engine to ‘predic?’ the 
existence of new viruses - even if itis not contained in the current virus database. 

HIPS 

A Host intrusion Protection System (HIPS) is designed to identify anc block zero malware by monitoring the behavior of all 
applications and processes. It is designed fo prevent actions that could cause damage to your operating system, system- 
memory, registry keys or personal data. 

Seourity software using a HIPS sysiem will generally enforce rules prescribing the permitted activities of processes and 
executables at ihe coint of execution. Examples of such activities can include changas io Hles or directories, accessing 
protected COM interfaces, modifications to the regisiry, starting up another aoplication or writing to the memory space of another
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application. The precise nature of these rules can be set by the user or pre-configured by the vendor. 
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if an executable or process attempts to perform an acticn that iransgresses these rules then the HIPS systern will block the 
altempl and generate an alert notifying the user of that action. Most HIPS alerts will also include security advice. 

HTTP 

HTTP (Hypertext Transfer Protocal} is the foundation protocol of the World Wide Web. It sets the rules for exchanges between 
browser and server. Ii provides for the transfer of hypertext and hypermedia, for recognition of file types, and other functions. 

Sask fo fhe fon ; 

ICMP 

The Internet Control Message Proicco! {CMP) is part of internet Projocoi {iP} suite and used to report network applications 
communications errors, network congestion, timeouts and availability of remote hosts. 

IDS 

An intrusion Detection System {IDS} is software/hardware that detecis and jogs inappropriate, incorrect, or anomalous activity. 
iDS are typically characterized based on the source of the data they monitor: host or network. A host-based [DS uses system jog 
files and other electronic aucit daia to ideni#y suspicious activity. A network-based IDS uses a sensor to monitor packets on the 
neiwork to which it is aitached. 

IMAP 

internet Message Access Protocol’ IMAP is a method of distributing email. [t is different from the standard POP3 method in that 

with IMAP, email rressages ane stared on the server, while in POP3, the messages are iransferred to the client's computer when 
they are read. Thus, using IMAP allows you fo access your email from more than cne machine, while POP3 does not. This is 
imporiant because some email se:vers only work with some protaccls. 

Information Security Exposure 

An information security exposure is a mistake in software that allows access to information cr capabilities thai can be used by a 

hacker as a stepping-sione inic a system or network. 

infernet Service Provider (ISP) 
\ 

A company or organization that provides the connection between a locai computer or network, and the larger Intemet. 

IP - Internet Protocol 

The Internet Profoco! (P} is a daia-criented protocel used by source and destination nesis for communicating data acress a 
packel-switched network. An iP address is a numeric address thal is used to identify a network interface on a specific network or 
subnetwork. Every computer or server on the Internet has an IP address. When a user types a domain name such as 
www.Gomain.com into the address bar of their browser, the browser sill needs io find ihe IP address associated with that 
domain in order to reach the website. It finds the ip address by consulting with a DNS server. 

There are currently two versions of IP in use today - ijPv4 and ipv6. 1 

iPv4 (intemet Proicco! version 4) was developed in 198% and is still the most widely deployed version - accounting for almost ail 
of ipodays Iniernet traffic. However, because IPv4 uses 32 bits for IP addresses, there is a physical upper limii of around 4.3 
billion possivle IP addresses - a figure widely viewed as inadequate ic cope with the further expansion of the Internet. i simple 
terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are available. 

iPvG is intended to replace iPv4, which uses 128 bits per acidress (delivering 3.4% 1038 unique addresses} and is viewed as the 
only realistic, long term soluticn to IP address exhaustion. IPv6 also implemenis numsrous enhancements that are not present 
in (Pv4 - including greater security, improved support for mobiie devises and more efficient routing of daia packets. 

入 Rack SS
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Key Logger 

Key jogger is a software application or a hardware device that keeps tracks of compuier activity in real time inciuding the keys 
thal are pressed. Key loggers are used to troubleshoot technical probiems in computer systems. The applicaiion can also be 
used for malicious purposes such as to steal passwords and other sensitive information. 

i 

LAN 

A local area network (LAN) is a computer network covering a smail local area, ‘ike s home, office, or small group of Duiidings 
such as a home, office, or college. Current LANs are mosi likely to be based on switched Ethemet or Wi-Fi technology running 

at 19, 400 or 4,090 Mbit/s (1,000 Mbit/s is also known as 1 Ghitis). 

Leak Test 

Leak Test is 2 way to find oui how well your system is protected by your security sofiware from external and internal threats. 

Tyoically these tests are down-loadable and should no! cause any harm fo your system while being run. The Firewall Leak Tests 
are used to test how effective the frewali component af your security software is at detecting end blocking outgoing connection 
attempts. If an application is able to connect to the internet without your knowledge, it poses a real canger meaning it can easily 
retrieve private and confidential information fom your system and transmit i. 

Host Intrusion Prevention System (HIPS) tests are designed to test how weil your security software is capabie of proteciing your 
internal system from malicious attacks such as viruses. A good HIPS system will deny the malware from accessing your critical 

operating system files, registry keys, COM interfaces and running processes. 

License 

The official terms of use for a specific program. A software license is a legal document since it formally restricts the rights of the 

user. 

M 

MAC Address 

A Media Access Contro! (MAC) address is a number that is hardwired in network adapters and is used to icentify the device or 

sysiem in which it is instailed. 

Every device on a network has two addresses: a MAC (Media Access Coniro’) address and an {P (intermet Profecol) address. 
The MAC adeyess is the adcress of the physical network interface card inside the device, and never changes ior the life of the 
davice (in other words, the netwark card inside the PC has a hard coded MAC address that it keeps even if installed # in a 
different machine}. Cn the other hand, the IP address can change if the machine moves to another part of the network or the 
neswork uses DHCP to essign dynamic iP addresses. In order tc correctly route a packet of data from a host ic the destinaticn 
network card iis essential to maintain a record of the correlation batween a device's iP acdress and i's MAC address. The 
Address Resolution Protovol performs this function by matching an IP address to its appropriate MAC address (and vice versa}. 
The ARP cache is a record of ail the IF and MAC addresses that the computer has matched together. 

“ tA She tay Back fo Me fog 

Malicious File 

Ojlten called ‘Malware’, a malivicus file is software designed to damage computer systems, steal sensitive information or gain 
unauthorized access to private computer sysiems. For exampie il may be coded to gather sensitive information from 4 system 
such as passwords, credit card details and send them back to the creator of the mahwvare. 

Malware 

Maiware is shori for ‘malicious software’. 1 is an umbrella term that describes a wide range ol malicious software including 
viruses, trolans, worms, scripts and rool kits. When installed on a compuler sysism or neiwork, malware can disrupt operations, 
sisai sensitive and personal information, delete important data, create zombie networks and periorm other destructive 

operations.
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Network (computer) 

Networking is the scientific and engineering discipline concerned with communication between computer systems. Such 
networks invoives a! least two computers, which can be separated by a iew inches (e.g. via Sluetooth) or thousands of miles 
te.g via the Intemet}. Computer networking is sometimes considered a sub-discipline of telecornmunications. 

Network Zone 

A Network Zone can consist of an individual machine {including a single home computer connected to Internet} or a network of 
thousands of machines io which access can be granted or denied. The creation of network zones helps an administraior to 
apply changes jor ail the computer(s} in selected zone(s}. 

NIDS 

NIDS - Network-Based Intrusion Detection System. Detects intrusions based upon suspicious network traffic. A network intrusion 

attempts to crack into computers by monitoring network traffic. 

NNTP 

Network News Transier Protocol - Refers tp the standard protocol used for iransierring Usenet news from machine to machine. 
Aprotocol is simply a format used to transfer data to two different machines. A protocol will set out terms to indicate whal error 
checking method will be used, how the sending machine will indicate when it is has finished sending the data, and how the 
receiving machine will indicate that it has received the data. ， 

Meade Say Sha Se Sack fo Mie fap 

ie) 

Operating System (OS) 

The essential software to control both the hardware and other. software of a computer. An operating system's mast obvious 
features are managing files and appiications. An OS also manages a compuler’s connecticn to a network, if one exisis. Microscfi 
Windows, Macintosh OS, and Linux are operating systems. 

Sack {9 tse fog 

Pp 

Ping 

Ping is 2 computer network tcoj used fo test whether a particular host is reachable across an iP network. 

PKCS 

PKCS relers ic a Group of Public Key Cryptography Standards devised and publisnec by RSA Security. 

PKCSH7 

See RFC 2315. Used to sign and/or encrypt messages under a PX]. Used also for certificate dissemination (for insiance as a 
response to a PKCS#1G message). Formed the basis for S/MIME, which is now based on RFC 3862, an updated Cryptogrephic 

Message Syntax Standard (CMS). 

PKCS#10 

See RFC 2986. Format of messages seni to certification authority to request certification of a public key. See certificate 

signing request. 

PKCS#12 

Defines a file format commonly used to store private keys with accompanying public key certificates, prolacted with a password- 
based symmoeiric key.
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Plugin 

Aprogram that allows a Web browser to display a wider range of content than criginaily intended, Fer example: the Flash plugin 
aliows Web browsers to display Flash conient. 

POP2 

There are iwo versions of POP. The first, called POP2, became a standard in ihe mid-80's and requires SMTP to send 
massages. The newer version, POP3, can be used with or without SMTP. 

POP? 

POP3 is the abbreviation for Post Office Protocol - a data forrna! for delivery of emaiis across the Internet 

Ports 

Acomputer port is an interface that allows cornmunication between applications or processes running on @ host computer and 
other computers, devices or networks. . 

Your computer sends and receives data to other compuiers and to the Intemet through a sort. There are over 65,008 numbered 
ports on every computer - with certain ports being traditionally reserved for certain services. For example, your machine almost 
definitely connecis io Infemet using port 80 and port 443, Your e-mail application connecis to your mail server through port 25. 

《. 

Potentially Unwanted Applications 

Apotentially unwanted application {PUA} is a piece of soilware that (i) a user may or may no! Se aware is installed on their 
computer, and/or (1) may have functionality and obiectives that are not clear to the user. Example PUA's include adware and 
browser toolbars. PUA’s are often instailed as an additiona! extra when the user is installing an unrelated piece of software. 
Uniike malware, many PUA’s are ‘legitimate’ pieces of software with their own EULA agreements. However, ihe ‘true’ 
functionality of the software might not have been made clear to the end-user at the time of insiallation. For example, a browser 
toolbar may also contain code that tracks a user's activity on the Internet. Because of this ambiguity, many antivirus companies 

use the terrn ‘Potentially Unwanted Application’ to identify such software. 

Q 

Quarantined Files . ay 

After an antivirus scan, files that are detected as malware may either be deleted immediately or isolzied in a secure environmen! 
known as ‘quarantine’. Any files moved into quarantine are encrypted so they cannot be run or execuled. This prevents infected 
Hles from corrupting the rest of a computer. 

R 

Registry Keys 

The Windows Registry serves as an archive for collecting and storing the configuration seitings of all computer hardware, 
software and Windows components. Every time an application cr hardware is started, it wil access the registry keys relating to 
it. Applications will also access and niodify thair registry keys consiantly during the ccurse oi their execution. As the ragistry is 
one of the most requlerly accessed parts of Windows, it plays a critical role in the stability, reliability and performance of 2 
computer. Indeed, many sornputer problems are caused by registry errors. Corrupt keys and invalid keys left by uninstalled 
applications can often cause severe degradation in system performance, crashes and, in extreme cases, can render a system 
un-bootabie. inexperienced users are, however, discouraged itom making manual adjusimenis to the regisiry Secause a single 
change can have potentially devastating consequences. There are several dedicated regisiry cleaners available today, including 

Mass : TYeassserd fey GONG FL HEN P 
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S/MIME 

S/MIME (Secure / Multipurpose internei Mail Extensions) is a standard for public key encryption and signing of email
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encapsulated in MIME. 

Single User Certificate 

Asingle use certificate refers ic the x.508 and associated privaie key generated by SecureEmail on Alice; stored on SES and 
downloaded by Bob after a successful SSi client authentication. 

SMB 

A message format used by DOS and Windows to share files, directories and devices. NetBiOS is based on the SMB forme, and 

many network producis use SMB. These SMB-based networks include Lan Manager, Windows for Workgroups, Windows NT, 
and Lan Server. There are also a number of products that use SM2 to enable file sharing among different operating system 

platiorms. 

SMTP 

Simple Mail Transfer Protocol is the most widely used standard for email tansmissicn across the Intemet. SMTP is a relatively 
simple, text-based proteco!, where one or more recipients of a message are specified {and in most cases verified to exist} and 

then the message text is transferred. 

SNMP 

Simple Neiwork Management Protocol. The network management protocol used almasi exclusively in TCPHP networks. SNMP 

provides a means to monitor and control network devices, and ts manage configurations, statistics collection, performance, and 

security. 

Spyware 

Spyware is as program that performs certain actions without the consent ci the user such as displaying advertisements, collecting 
personal and sensitive information and changing the configuration of the computer. Not all tracking sofware are malicious since 
you may have agreed to the conditions as a trade-off for obtaining cerlain services for free. The tracking soffware will moniicr 

your online aciivities to device what kind oj ads should be shown for you. 

SSL ， 
Secure Sockeis Layer (SSL) is a commonty used protocol for ensuring secure message transmission on the intemet. if 

faciliiates an encrypted connection between a web server and an intemet browser. {t was develaped by Netscape in 1994 as a 

direct response to growing concems over intemet security. 

The encryption provided by SSL means that all data passed between a web server and a browser is privaie ard cannol be 
eayesdropped on. You can tell if you are in an SSL session if the URL begins with https. 

SSL is used on the payment pages of millions of websites to protect their online transactions with their customers. 

STATIC iP 

An iP address which is the same every lime you fog on to ihe Intamet. See iP for more information. 

Sack to the {ep 

Stealth Post 

Port Stealthing is a security technique whereby ports on an Intemet connected PC are hidden so that they provide no response 

ic a remote port scan. 

A computer sends and receives data to other computers and to the Internet through an interface called a port. There are over 
65,000 numbered poris on every computer - with certain ports being traditionally reserved for ceriain services. For example, 
most computers connect to the internet using ports 89 and port 443. Most e-mail applications connect to their mail server 
through port 25. A ‘port scanning’ attack consists of sending a message ic each port fo find out which are open and which ere 
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being used by services. With this knowledge, a hacker can determine Which attacks are likely to work against a particular 
computer. Port stealthing effectively maxes it invisible to a port scan. This differs from simply ‘ciosing’ a port as NO response is 
given to any connection attempt (‘closed’ ports respond with a ‘closed’ reply- revealing to the hacker that there is actually a PC in 

existence). 

Stateful Packet Inspection 

Staieful Packet Inspeciion, also known as SPI, is an enhanced firewail technique thal uses dynamic packet filtering method over 
the alder mathed of static packet filtering. SPI scrutinizes the packei contents, monitors traffic and keeps track of the sources of 
packets. A network adminisirator can configure the firewall that uses SPI according to the needs of the organization, for 
exampie, close ports until requested by legiimate users to open them. 
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SYN 

SYN {synchronize} is a type of packet used by the Transmission Control Protocol (TCP} when initiating a new connection to 
synchronize the sequence numbers on two connecting computers. The SYN is acknowledged by a SYN/ACK by the responding 

computer. 

了 

TCR 

TCP sisnds for Transmission Control Protocoi. TCP is one of the main pfotocals in TCP/IP networks. Whereas the IP protocol 
deals only with packets, TCP enadles two hosts to esiabiish a connecticn and exchange sireams of data. TCP guarantees 
delivery of data and also guarantees that packets will be delivered in the same order in which they were sent. 

Token-Ring 

LAN technology was developed and promoted by IBM in the early 1980s and siandandized as HEEE 802.5 by the institute of 
Sectrical and Electronics Engineers. Initially vary successful, it went into steep decline alter the introduction of 10BASE-T for 
SSSSSS and the EIA/TIA 568 cabling standard in the early 1990s. A flerce marketing effort led by IBM sought to ciaim beiler 
performance and reliability over Ethemet for critical applications due tc its deterministic access method, but was no more 
successiul than similar battles in the same era over their Micro Channel architecture. BM no longer uses cr promotes Token- 
Ring. Madge Networks, a one time competitor to IBM, is now considered to be the market leader in Token Ring. 

\ SN NA ask $s She fe 
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Trojan 

A Trojan is a type of malware that looks 水 e a legitimate piece of software and users are tricked fo install and execute in their 

compulers, The maiware taxes the name from the Greek mythology, Trojan Horse, a wooden horse that was used by the Graeks 
to infilirate the city of Troy. Once the malware is activated, il can damage the system, spread ciher compuier viruses and also 
create a back door so as to allow online fraudsters to take access or control the system. 

  

   

  

NS 、 
Back fo The fog 

Trusted Files 

in Comodo Intemet Security, a trusted file is one that is considered sale anc is allowed to run on a user's computer. This tpe of 
file can also be referred to as a ‘safe’ file or a ‘white-listed’ file. ) 

A file wiil be treated as safe if it is in the ‘Trusted Files’ list CR if # is digitally signed by a Trusted Software Vendor. Comodo 
interne! Security ships with a list of usted files and a list of Trusted Vendors. Users can add their own trusted files and vendors 

io their local insiallation. They can also submit files and vendors to Comodo so they car be considered for inclusion in future 

safe lisis. 

Trusted Software Vendor 

WX 
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A Trusted Software Vendor ITSV) is a publisher of software that is automatically trusted by Comado internet Sesufity software. 
Executable files that have been digitally signed by a TSV will be allowed to run normally and will not be placed in the sandbox. 

   
Many software vendors digitally sign their sofiware with a code signing certificate. Cigitally signed software helps a user to 
identify the publisher and to be sure that the software he/she is downloading is genuine and has not been tampered with. Each 
code signing certificate is counter-signed by a trusted certificate authority (CA) after the CA has conducted detailed checks that 

the vendor is a lagitimate company. 

NS Soy Hay & 
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U 

User 

Aperson who uses a computer, including a programmer of end usex. | 

¥ 

Virtual Desktop 

The Virtual Desktop is a slandalone sandbox featured in Comocio Internet Security which allows users to nun any applications in 
a completely virtual environment. Software in the virtuai desktop will noi affect other processes, programs or data on the user's 
computer, Similarly, internet browsers running in the virtual desktop leave behind no personally identifying cockies or history on 
an employee's real system. The virtual desktop also features a virtual keycoard which provides additionai security when entering 
usernames and passwords on websile login pages. Although the virtual deskicp is primarily intended for users to tesi unknown 
or beta software and for iaunching highly secure browsing sessions, il can be used fo run most software. The virtual desktop 

interface is available in both desktop and tablet optimized versions, : 

Virtual Machine (VM) 

Virtual machine is as software appiicalion that emulates a computing environment in which a program or an operating system can 
be instailed and run. There are many advantages in using a VM such as for testing out new applications or procedures without 

affecting the hast system. . 

Mey 

Virus 

A computer virus is an executable application capable of causing damage to computer files, iolders and components. Viruses 
are alsc capable of self-replication so can infect multiple items on a system if left unchecked. The maticious activities performed 
by a virus are wide ranging and inciude stealing confidential information, modifying user daia, overwriting or damaging files and . 

erasing hard disk content. 

Viruscope 

Viruscooe is an innovative subsystem that monitors ail the processes running on s computer in real time to find any suspicious 
actions taken by any ci the processes. if a suspicious activity is identified, Viruscope generates an alef The aleri allows the 

user to quickly biock the process, reverse the effects of the action and move the parent appiication of the process te quarantine, . 

if the activity is found to be maticious, or to allow the process, if the action is found to be legitim 

  

Virus Database 

A catabase of the digital signatures cf all known computer viruses and malware. This dafabase, sometimes referred to as a 

black list’, enables antivirus software to detect any malware running on @ customer's computer. 

Every time a fle or execulable is identified as being malware, antivirus companies will creaie a digital signature of the file and 
add it fo their database of blacklisted files. This database is then distributed to their customers as an updais to their antivirus 
software. If the blacklisted signature of the malware is found anywhere on a customers computer, then ihe fie is Hagged as 

infected and may pe quarantined or deicied, 

Comodo has a dedicated team of technicians and crawlers that are continually searching for new virus strains to add to our 

database. Comado's virus database is available for public download at 
ASin UNadarnataasuriy o 
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Vulnerability 

4    

  

in network security, a vulnerability refers fo any flaw or weakness in the network defense that could be expioited to gain 

unauthorized access io, damage or otherwise affect the network. 

Ww 

Wehsite Filtering 

Website Filtering is a security technique whereby access to specific websites can be selectively blocked or allowed to particular 

users of the computer. The website fitering is very useful for parentaf ccntrcl as il allows te block inappropiiate websites to 
juvenile users. Also, in work environments, adminisirators can prevent employees from visiting social networking sites during 

working hours. 

Web server 

The term Web server can mean one of two things: - 

1. Acomputer that ig responsible for accepting NTT" requests from clients, which are known as Web browsers, and serving 
them Web pages, which are usually HTML documents and linked objects (images, etc.). 

2. Acomputer program that provides the functionality described in the first sense of the term. 

Worm 

A Worm, another type of malware, unlike virus is capable of spreading irom computer ic computer without any human help. The 

worm with its capability to replicate itself several times over consumes most of the system memory causing the computer to slow 

down or crash altogether. It can also cause bandwidth jam while spreading te other computers in the network. 

Wildcard 

Wildcards are symbols that add flexibility to a keyword search by extending ihe parameters of a search word. A wildcard item is 

usually denoied with the asterisk symbol, *'. This stands for one-or-more characters (useful for ali suffixes or prefixes). In digital 
certification terms, sa ‘wideard certificate’ means that the certificate wil secure the domain plus unfimited sub-domains of that 
domain. A wildcard certificate is appiiec for using the formai ™.domain.com’. 

x 

A388 

An inisrnationally recognized standard for certificates that defines their required paris 

Zz 

Zero-Day Malware 

Zero-day mahvare describes new computer viruses cr worms that have been discovered in the public realm Dut which antivirus 

vendors have not yet created a digital signature for. The term means that the antivirus companies have had ‘zero-days' to react. 

New malware can reasonably be called ‘zero-day’ for the the length of time between its discovery and the creation of a signature 

to combat it. For most antivirus vendors, this is usually measured in a matter of hours. Of course, the maiware itself may have 

been at large for a much longer period of time before it was discovered. Because of this window of vulnerability, most security 

software has grown beyond a relience on traditional, signature based detection. Most antivirus software now contains layers of 

preveniion-based technologies intended to detect and neuiralize ‘unknown’ malware unt such time as a signaiure can be 

created. Example technologies include heuristic detection, host intrusion prevention (HIPS), automatic sandboxing and real-time 

behavior analysis.
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A dix 4—- CIS Versi 
Comodo Internet Security is available in three versions — Premium (free}, Pro and Completa. The Pro version includes an 
SeekSuddy (Comado si ilabi modo support experts available 24/7 to fix any problem with your computer} and the Virus Free Guarantee (# 

ged as a result oi afe and Comedo support services cannot return it fo a working condition 

f iting it repaired. Please see the Sad Mees 
Mas 
ou Free 

i otspof and a Comodo Online Ba 
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$3.89/month 
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The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the internat. Comodo 
CA offers a comprehensive array of PK! Digital Certificates and Management Services, Identity and Content Authentication 
{Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. in addition, with over 

18,000,000 instailations of its threat prevention products, Comedo Security Solutions maintains an extensive suite of encpoini 
security software and services for businesses and consumers. 

Continual innovation, a core competence in PK] and a commitmeni to reversing ihe growth of Internet-crime distinguish the 
Comodo companies as vita! players in the Internet's ongoing deveicoment. Comodo, with offices in the US, UK, China, India, 

Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business 
customers and millions of consumers, providing the intelligent securify, authentication and assurance services necessary for 
trust in on-line transactions. 

Comodo Security Solutions, Inc. Comodo CA Limited 

4255 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford Read, 
Cliiton, Nu. 07013 Salford, Greater Manchester Md 3EQ, 

United States 
Uniisd Kingdom. 

Tel : +44 (8) 181 874 7075 

Fax : +44 (9) 181 877 1767 

He Sasarasigatahians Mamada & Email: SifergriseSoitlons@Comeds. cay 

For additional information on Comodo - visit Ske-vfwowa.comods.cam,
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Doc code: RCEX PTO/SB/30EFS (02-18) 
Doc description: Request for Continued Examination (RCE) Approved for use through 11/30/2020. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

  

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 
  

        
  

Application | 46441378 Filing | 2018-09-25 Docket Number | | Go ent cLoup_uso1 | At | 2492 
Number Date (if applicable) 一 一 一 Unit 

First Named) clenn Coleman Examiner KORSAK, OLEG 
Inventor Name       
  

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8, 

1995, orto any design application. The Instruction Sheet for this form is located at WWW..USPTO.GOV 

  

SUBMISSION REQUIRED UNDER 37 CFR 1.114 
  

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order 

in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s) 

entered, applicant must request non-entry of such amendment(s). 
  

口 Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a 

submission even if this box is not checked. 

[| Consider the arguments in the Appeal Brief or Reply Brief previously filed on 

[| Other 

DX] Enclosed 

  

[|] Amendment/Reply 

[| Information Disclosure Statement (IDS) 

[| Affidavit(s)/ Declaration(s) 

区 Other 
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) 
  

  

MISCELLANEOUS 
  

口 Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months 

(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) 

[|] Other 

  

  

FEES 

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed. 

xX] The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to 

Deposit Account No 505519 
  

  

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 
  

DX] Patent Practitioner Signature 

[] Applicant Signature     
  

EFS - Web 2.1.16
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Doc code: RCEX 

Doc description: Request for Continued Examination (RCE) 
PTO/SB/30EFS (02-18) 

Approved for use through 11/30/2020. OMB 0651-0031 

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number. 

  

Signature of Registered U.S. Patent Practitioner 
  

Signature /Jeung Huh/ Date (YYYY-MM-DD) 2021-03-08 

  

Name     Jeung (Jacob) Huh Registration Number   76913   
  

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to 

file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is 

estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time 

will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for 

reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, 

P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

EFS - Web 2.1.16 
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Privacy Act Statement 

  

  

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 

attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be 

advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information 

solicited is voluntary; and (8) the principal purpose for which the information is used by the U.S. Patent and Trademark Office 

is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 

information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 

result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information 

Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 

Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 

court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 

negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 

request involving an individual, to whom the record pertains, when the individual has requested assistance from the 

Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 

for the information in order to perform a contract. Recipients of information shall be required to comply with the 

requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, 

pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 

National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 

or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 

recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 

2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 

purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 

determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 

the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may 

be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 

application which became abandoned or in which the proceedings were terminated and which application is 

referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 

enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

  

EFS - Web 2.1.16 
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Electronic Patent Application Fee Transmittal 
  

Application Number: 16141378 

  

Filing Date: 25-Sep-2018 

  

Title of Invention: NETWORK ISOLATION WITH CLOUD NETWORKS 

  

First Named Inventor/Applicant Name: Glenn Coleman 

  

Filer: Jeung Huh/melissa overline 

  

Attorney Docket Number:   LCOM_ENT_CLOUD_US01 

  

Filed as Large Entity 

  

Filing Fees for Utility under 35 USC 111(a) 

  

Description Fee Code 

    
Quantity 

  
Amount 

  
Sub-Total in 

USD(S) 
  

Basic Filing: 

  

Pages: 

  

Claims: 

  

Miscellaneous-Filing: 

  

Petition: 

  

Patent-Appeals-and-Interference: 

  

Post-Allowance-and-Post-Issuance: 

    Extension-of-Time: 
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Sub-Total in 

  

          

  

          

  

Description Fee Code Quantity Amount USD(S) 

Extension - 3 months with $0 paid 1253 1 1480 1480 

Miscellaneous: 

RCE- 1ST REQUEST 1801 1 1360 1360 

Total in USD (S$) 2840 

   

IBM - Ex. 1002-Part 5 of 10, Page 2087 
IPR2025-00379 (IBM v. Croga)



  

Electronic Acknowledgement Receipt 
  

  

  

  

EFS ID: 42117843 

Application Number: 16141378 

International Application Number: 

Confirmation Number: 2440 

  

Title of Invention: NETWORK ISOLATION WITH CLOUD NETWORKS 

  

First Named Inventor/Applicant Name: Glenn Coleman 

  

Correspondence Address: 

Glenn Coleman 

600 Third Avenue 

New York NY 

US - 

10016 

  

Filer: Jeung Huh/melissa overline 

  

Filer Authorized By: Jeung Huh 

  

  

  

  

Attorney Docket Number: LCOM_ENT_CLOUD_US01 

Receipt Date: 08-MAR-2021 

Filing Date: 25-SEP-2018 

Time Stamp: 16:07:35 

  

Application Type: Utility under 35 USC 111{a) 

  

Payment information: 
  

  

      Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $2840 
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RAM confirmation Number E202138G07460244 
  

Deposit Account 
  

Authorized User   
  

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

  

  

  

  

      
  

  

  

  

        
  

  

  

  

  

  

  

  
  

        
  

File Listing: 

Document 。 。 File Size(Bytes Multi Pages 
Document Description File Name 人 y )/ 。 。 9 

Number Message Digest | Part /.zip| (ifappl.) 

179272 

LCOM_ENT_CLOUD_US01_AS_| 

1 FILED_Reply_to_FOA_Dated_0 yes 9 
9 09 20.pdf a98c88fc25eac1bc1265f5c57c87db8b95bf| 
加 ad52 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment Submitted/Entered with Filing of CPA/RCE 1 1 

Claims 2 6 

Applicant Arguments/Remarks Made in an Amendment 7 9 

Warnings: 

Information: 

143421 

2 Extension of Time LCOM_ENT_CLOUD_US01_AS_| no 2 

FILED_EOT.pdf 
0c39ccc145f78edd3dbe78f4e56019e49b7 1} 

d461 

Warnings: 

Information: 

88108 

3 Request for Continued Examination LCOM_ENT_CLOUD_US01_AS_| no 3 

(RCE) FILED_RCE.pdf eSabdb3bd38a5e3582f289bad0b353957at 

52015 

Warnings: 
  

This is not a USPTO supplied RCE SB30 form. 
    Information: 
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32564 

  

            

  

  

4 Fee Worksheet (SB06) fee-info.pdf no 2 
e1ccOf13b51608ebe507445504c470c32ff3 

3254 

Warnings: 

Information: 

Total Files Size (in bytes): 443365 
  

  

  
This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 

and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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DOCKET NO.: LCOM_ENT_CLOUD_US01 PATENT 
Application No.: 16/141,378 

Office Action Dated: September 9, 2020 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: . 。 
Confi tion No.: 2440 

L3 Technologies, Inc. 0 

Application No.: 16/141,378 Group Art Unit: 2492 

Filing Date: September 25, 2018 Examiner: KORSAK, OLEG 

For: NETWORK ISOLATION WITH CLOUD NETWORKS 

Mail Stop RCE 
Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

Sir: 

REPLY PURSUANT TO 37 CFR § 1.114 

In response to the Official Action dated September 9, 2020, reconsideration is 

respectfully requested in view of the amendments and/or remarks as indicated below: 

Amendments to the Specification begin on page N/A of this paper. 

Amendments to the Claims are reflected in the listing of the claims which begins 

on page 2 of this paper. 

Amendments to the Drawings begin on page N/A of this paper and include an 
attached replacement sheet. 

Remarks begin on page 7 of this paper. 

K
X
 

O
 

W
U
 

The Commissioner is hereby authorized to charge any fee deficiency, charge any 

additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U.S. Patent and 

Trademark Office during the pendency of this application, to Deposit Account No. 
50-5519. 
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DOCKET NO.: LCOM_ENT_CLOUD_US01 PATENT 
Application No.: 16/141,378 

Office Action Dated: September 9, 2020 

This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims: 

1. 

2. 

(Currently Amended) A host computer system: 

a memory; and 

a processor configured to: 

implement a workspace, wherein the workspace is configured to enable operation 

of a first set of one or more applications or processes via a first memory space; 

implement an isolated computing environment, the isolated computing 

environment using [[an]] a host operating system asseetated-with the host computing 

systentand comprising a sandboxed computing environment that uses a second memory   

space beine-confieuredto enable operation of a second set of one or more applications or 

processes-vta-a-second memoryspace, wherein the isolated computing environment is 

configured to access an Internet-based cloud service via at least one application of the 

second set of one or more applications or processes; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; [[and]] 

authenticate the isolated computing environment with an authentication device: 
  

and 

communicate with a proxy server it-erder to access the Internet-based cloud 

  

an-authentication device in order to allow communication between the at least one 

application and the Internet-based cloud service when the isolated computing   

environment has been authenticated. 
  

(Previously Presented) The host computer system of claim 1, wherein the 

processor is configured to access the Internet-based cloud service via one or more of a local area 

Page 2 of 9
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DOCKET NO.: LCOM_ENT_CLOUD_US01 PATENT 
Application No.: 16/141,378 

Office Action Dated: September 9, 2020 

network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital 

subscribers line (DSL) network, a cloud computing network, a data center, or a satellite network. 

3. (Previously Presented) The host computer system of claim 1, wherein the Internet- 

based cloud service comprises one or more of an Infrastructure as a Service (IaaS), a Software as 

a Service (SaaS), or a Platform as a Service (PaaS). 

4. (Previously Presented) The host computer system of claim 1, wherein the 

processor is configured to select the proxy server from a plurality of proxy servers, the plurality 

of proxy servers comprising one or more of an Internet-based proxy server or a local network- 

based proxy server. 

5. (Previously Presented) The host computer system of claim 1, wherein the 

processor is configured to determine whether to send web traffic to a local network-based proxy 

server or an Internet-based proxy server based on a location of the host computer system. 

6. (Previously Presented) The host computer system of claim 1, wherein the 

processor is configured to determine whether to send web traffic to a local network-based proxy 

server or an Internet-based proxy server based on an identity of a network to which the host 

computer system is connected. 

7. (Previously Presented) The host computer system of claim 1, wherein the 

processor is configured to determine whether to send web traffic to a local network-based proxy 

server or an Internet-based proxy server based on an identity of the at least one application 

running in the isolated computing environment. 

8. (Previously Presented) The host computer system of claim 1, wherein the internal 

isolation firewall is configured to segregate the first memory space from the second memory 

Page 3 of 9
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DOCKET NO.: LCOM_ENT_CLOUD_US01 PATENT 
Application No.: 16/141,378 

Office Action Dated: September 9, 2020 

space, and wherein the processor is configured to enforce policies for communication between 

the first memory space and the second memory space using the internal isolation firewall. 

9. (Previously Presented) The host computer system of claim 8, wherein the internal 

isolation firewall is further configured to generate a message to prompt a user of the host 

computer system, the message indicating whether to allow communication between the first 

memory space and the second memory space. 

10. (Currently Amended) A cloud computing system comprising: 

a cloud computing network comprising a server, wherein the server is configured to: 

implement a workspace configured to enable operation of a first set of one or 

more applications or processes; 

  

implement an isolated computing environment using a host operating system and 

comprising a sandboxed computing environment and being configured to enable 

operation of a second set of one or more applications or processes; [[and]] 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; and 

authenticate the isolated computing environment with an authentication device: 
  

and 

a proxy configured to control communication between the server and an Internet 

resource, wherein the proxy is configured to allow communication between the second set of one 

or more applications or processes running in the isolated computing environment and the Internet 

resource when the isolated computing environment has been authenticated and to block   

communication between the first set of one or more applications or processes running in the 

workspace and the Internet resource. 

11. — (Previously Presented) The cloud computing system of claim 10, wherein the 

server is configured to perform at least one processing task on behalf of a client device. 
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12. (Previously Presented) The cloud computing system of claim 11, wherein the 

proxy is a first proxy, and the server is configured to determine whether to send traffic to the first 

proxy or a second proxy. 

13. (Previously Presented) The cloud computing system of claim 12, wherein the 

server is configured to determine whether to send traffic to the first proxy or the second proxy 

based on user-provided credentials. 

14. (Previously Presented) The cloud computing system of claim 10, further 

comprising a border firewall configured to segregate the cloud computing network from one or 

more Internet destinations. 

1$. (Previously Presented) The cloud computing system of claim 10, wherein the 

internal isolation firewall is further configured to allow communication between the workspace 

and the isolated computing environment on a condition that the communication is in a 

predetermined format. 

16. (Previously Presented) The cloud computing system of claim 11, wherein the 

server is further configured to receive input data from the client device and send one or more 

data communications to the client device. 

17. (Previously Presented) The cloud computing system of claim 11, wherein the at 

least one processing task performed on behalf of the client device comprises a processing task 

for an Infrastructure as a Service (IaaS), a Software as a Service (SaaS), or a Platform as a 

Service (PaaS). 

18. (Canceled) 
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19. (Currently Amended) A method implemented in a host computer system, the method 

comprising: 

implementing a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 

implementing an isolated computing environment, the isolated computing environment 

using [[an]] a host operating system assectated-with the host computersystem-and comprising a 

sandboxed computing environment using a second memory space beine-conficured to enable 

operation of a second set of one or more applications or processes vie-a-secondinemory space, 

wherein the isolated computing environment is configured to access an Internet-based cloud 

  

service via at least one application of the second set of one or more applications or processes; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; [[and]] 

authenticate the isolated computing environment with an authentication device; and 
  

communicating with a proxy server i7-erdetto access the Internet-based cloud service; 

  

deviee+n-ordertto allow communication between the at least one application and the Internet- 

based cloud service when the isolated computing environment has been authenticated. 
  

20. (Original) The method of claim 19, wherein the Internet-based cloud service 

comprises one or more of an Infrastructure as a Service (IaaS), a Software as a Service (SaaS), or 

a Platform as a Service (PaaS). 
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REMARKS 

Claims 1-17, 19, and 20 are pending in the application. Claims 1, 10, and 19 have been 

amended. No claims have been canceled or added. No new matter has been added. 

Double Patenting Rejections 

Claims 1-17, 19, and 20 are rejected under the judicially created doctrine of obviousness- 

type double patenting as allegedly being obvious over claims 1-20 of U.S. Patent No. 10,554,475 

and over claims 1-20 of U.S. Patent No. 10,558,798.' Claims 1-20 are also provisionally 

rejected under the judicially created doctrine of obviousness-type double patenting as allegedly 

being obvious over claims of various co-pending applications.” 

Applicant requests that the Examiner hold the rejection of the pending claims in abeyance 

until the pending claims of the present application are allowed, as the pending claims may have 

been or may be amended in such a way as to render this rejection meaningless. Applicant asserts 

that the present request is fully responsive to the non-statutory type double patenting rejections. 

And Applicant retains the right to file a terminal disclaimer at a later stage of prosecution. 

Rejection of independent claims 1 and 19 under 35 U.S.C. §103 

Claims 1-17, 19, and 20 were rejected under 35 U.S.C. §103 for allegedly being 

unpatentable over Hoy? in view of Comodo.’ Applicant disagrees. 

As amended, independent claim 1 recites authenticating “the isolated computing 

environment with an authentication device.” But Hoy and Comodo fail to teach or suggest this 

feature. 

Hoy does not teach or suggest this feature. In fact, Hoy is completely silent with respect 

to authenticating the isolated computing environment and does not even mention the term 

  

! Office Action dated 09/09/2020 at pages 9-12. 

"Td. 
3 U.S. Patent No. 9,942,198. 
4 Comodo Internet Security Software Version 7.0 User Guide Version 7.0.111114,579. 
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“authentication device.” So, Hoy cannot be said to teach or suggest authenticating “the isolated 

computing environment with an authentication device,” as recited in claim 1. 

Comodo also does not teach or suggest this feature. For example, Comodo does not 

authentic an isolated computing environment. Rather, Comodo merely scans a program before 

loading the program in a memory. 

In 6.2.2.5 shows that Comodo merely scans a program before loading the program into a 

memory.° Before loading the program into memory, Comondo first compares the program 

against a list of known/recognized applications. If the program is on the list, then the program is 

loaded into the memory. If the program is not on the list, then the program is loaded into a 

sandbox. 

But comparing a program against a list of known/recognized applications is not 

equivalent to authenticating “the isolated computing environment with an authentication device,” 

as recited in claim 1. First, Comodo does not use an authentication device. Second, Comodo 

does not authenticate an isolated computing environment. In Comodo. the sandbox 1s generated 

after the program was scanned. And there is no indication that the sandbox in Comodo was ever 

authenticated. So, it follows that Comodo cannot be said to teach or suggest authenticating “the 

isolated computing environment with an authentication device,” as recited in claim 1. 

Accordingly, independent claim 1, and the claims that depend therefrom, are patentable 

over the cited refences, whether alone or in combination for at least the reasons above. And 

because claims 11 and 19 recite features that are similar to claim 1, claims 11 and 19, and the 

claims that depend therefrom, are also patentable over the cited references. Accordingly, 

Applicant requests that the rejections under 35 U.S.C. § 103 be withdrawn. 

  

> Comodo at pp. 10-11 and 345-351. 
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CONCLUSION 

Applicant submits that the present application is in condition for allowance and a Notice 

of Allowance is requested. 

  
Date: March 8, 2021 /eung Huh/ 

Jeung (Jacob) Huh 
Registration No. 76,913 

Condo Roccia Koptiw LLP 
1800 JFK Blvd., Suite 1700 
Philadelphia, PA 19103 
Telephone: (215) 558-5740 

Facsimile: (215) 558-5676 
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Docket Number (Qptionab 

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | LCOM_ENT_CLOUD_US0O1 

  
  

Application Number Filed 

16/141,378 september 25, 2018 
  

™ NETWORK ISOLATION WITH CLOUD NETWORKS 
  

Art Unit Examiner 

2492 KORSAK, OLEG   
  

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for fling a reply in the above-identified application. 

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below): 

  

  

  

  

Fee Small Entity Fee Micro Entity Fee 

[| One month (37 CFR LA7@a) $220 Sita $55 $ 

[| Two months 37 CFR 1.17(a@)} $640 $320 $166 $ 

Three months (37 CFR 1.17(a}3y $1,480 $749 $370 $ 1,480.00 

[ Four months {37 CFR 1.171a3(4 分 $2,320 $1,160 $580 $ 

[_] Five months (87 CFR 1.47(a)(5)) $3,160 $1580 $790 $ 
  

Applicant asserts small entily status. See 37 CFR 1.27. 

Applicant certifies micre entity status. See 37 CFR 1.29. 
Form PTO/S8/15A or B or equivalent must either be enclosed or have been submitted previously. 

A check in the amount of ihe fee is enclosed. 

The Director has already been authorized to charge fees in this appiication fo a Deposit Account. 

LJ 

LJ 

LJ 
[ Payment by credit card. Form PTO-2038 is attached. 

LJ 
The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to 

. 55-554 
Deposit Account Number °¥ 5519 
  

Payment made via EFS-Web. 

WARNING: Information on this form may become public. Credit card information should nat be inchuded on this form. Provide 

credit card information and authorization on PTO-2038. 

1 am the 

[| applicant. 

. 、 7693 
attorney cor agent of record. Registration number 76,94 3 

  

[| attorney or agent acting under 37 CFR 1.34. Registration number 

fJeung Huh/ March 8, 2021 
Signature Bate 

Jeung Waceb) Huh 215-558-5740 
Typed or printed name Telephone Number 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit 

mullipnte forms if more than one signature is required, see below™, 

  

    

    

  

    * Total of 1 forms are submitted. 

  
This collection of information is required by 37 CFR 1.136(4). The information is required to obtain or retain a benefit by the public, which is to file (and by the 

JSPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to 

complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any 

comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent fo the Chief information Officer, 

U.S. Patent and Trademark Office, U.S. Bepartment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS 

TO THIS ADDRESS. SEND TO: Mail Step PCT, Commissioner for Paterits, P.O. Box 1456, Alexandria, VA 22315-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-879} requires thai you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this informaiion is 35 U.S.C. ZaD (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent, H you do noi furnish ihe requested information, the U.S. Patent anc Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of ine patent. 

The information provided by you in this form will be subject to ihe following routine uses: 

1. 

od
 

The information on this form will be treated confidentially to the extent allowed under the Freedom of 
information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 8524). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedorn of Information Act. 
A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 

io a coun, magistrate, or administrative tribunal, including disclosures to opposing counsel in ihe course of 
setiement negotiations. 
A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect io the subject matter of the record. 
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contracit. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant io 5 U.S.C. 552a(m). 
A record related to an international Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of ihe World Intellectual Property 

Organization, pursuant to the Patent Cooperation Treaty. 
A record in this system of records may be disclosed, as a routine use, to anoiher federal agency for purposes 
of National Security review (65 U.S.C. 184) and for review pursuant to the Atomic Eneray Act (42 U.S.C. 
218(0)}. 
A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility io recommend improvements in records management practices and programs, under authority of 
$4US.C, 2904 and 2905. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (.e., GSA or Commerce) directive. Such 
disclosure shall not be used io make deierminations about individuals. 
A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant io 35 U.S.C. 122(b) or issuance of a patent pursuant io 35 U.S.C.151. Further, a 
record may be disclosed, subject to ihe limitations of 87 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, ifihe USPTO becomes aware of a violation or potential violation of law or regulation.
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Application or Docket Number Filing Date PATENT APPLICATION FEE DETERMINATION RECORD 16/141.378 09/25/2018 (to be Mailed 

ENTITY: LARGE C)smaLL CJ micro 

APPLICATION AS FILED - PART I 
  

  

  

  

  

  

    
  

  
  

  

  

  

  

  

            
  

  

  

  

  

            
      

(Column 1} (Column 2} 

FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) 

_] BASIC FEE N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

_] SEARCH FEE 
(37 GFR 1.16(k), (i), or (m)) N/A N/A N/A 

(_] EXAMINATION FEE 
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A 

TOTAL CLAIMS ， < 
(37 CFR 1.16(i)) minus 20 = x $100 = 

INDEPENDENT CLAIMS ， < 
(37 GFR 1.16(h)) minus 3 = x $460 = 

If the specification and drawings exceed 100 sheets 
of paper, the application size fee due is $310 ($155 

CyaPeuicarion SIZE FEE (37 for small entity) for each additional 50 sheets or 

-16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 
CFR 1.16(s). 

上 器] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 

- 03/08/2021 ROMANS NRE MIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($) 

a AMENDMENT PAID FOR 

Total * : we _ _ 4 ee 19 Minus | ** 20 =0 x $100 = 0 
za! « ; eee i mdependent 3 Minus 3 =0 x $480 = 0 

号 口 Application Size Fee (87 CFR 1.16(s)) 

口 j FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 

1.16(j)) 

TOTAL ADD'L FEE 0 
(Column 1} (Column 2} (Column 3} 

CLAIMS HIGHEST 

eG PREWOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($) 

= AMENDMENT PAID FOR 

Lu} Total * | we = = 
至 | 37crr 1.167) Minus = x $0 = 

QO]! « wee = 2 | enero Minus - xs0 - 
至 | LJ Application Size Fee (37 CFR 1.16(s)) 
< [图 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 

1.16(j)) 
  

TOTAL ADD'L FEE   
  

* If the entry in column_1 is less than the entry in column 2, write "0" in column 3. LIE 
  

** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /SHERRY A DAVIS/ 
  

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".   
    The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.   
  

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 

process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
/f you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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‘UNITED STATES PATENT AND TRADEMARK OFFICE 

  

Commissioner for Patents 

United States Patent and Trademark Office 
P.O. Box 1450 

Alexandria, VA 22313-1450 
www.uspto.gov 

  

Date Mailed : February 4, 2021 

Glenn Coleman 

600 Third Avenue | 

New York, NY 10016 

Serial Number: 16/141378 

Applicant is advised that under rule MPEP 707.13 the office action previously mailed on September 9, 2020 

to applicant’s attorney was returned to the office as undeliverable. Currently the office has no official 

change of address from applicant’s attorney of record. 

The time period as specified on the attached PTO-326 form for reply to the Office action 
will be restarted to run from the mailing date of this letter. 

707.13 Returned Office Action [R-6] 

Office actions are sometimes returned to the Office because the United States Postal Service has 
not been able to deliver them. Upon receipt of the returned Office action, the Technology Center 
(TC) technical support staff will check the application file record to ensure that the Office action 
was mailed to the correct correspondence address. If the Office action was not mailed to the 
correct correspondence address, it should be stamped "remailed" with the remailing date and 
mailed to the correct correspondence address. The period running against the application begins 

with the date of remailing. If the Office action was mailed to the correct correspondence address 
and it was addressed to an attorney or agent, a letter **>along with a copy of the Office action 

may be sent to the first named inventor or assignee (if available)< informing him or her of the 
returned action. **>The time period for reply to the Office action will be restarted to run from 
the mailing date of the letter informing applicant of the returned action. 

/Merilyn S. Watts/ 

Technical Operation Review Program Manager 

Office of Patent Examination Support Services 

(571) 272-4398
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Application No. Applicant(s) 

16/144 ,378 Coleman et al.. 

Office Action Summary Examiner Art Unit | AIA (FITF) Status 
OLEG KORSAK 2492 Yes       
  

~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address ~ 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING 
DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing 
date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term 
adjustment. See 37 CFR 1.704(b). 

Status 

1) 回 Responsive to communication(s) filed on 08/14/2020. 

口 declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on 

2a)¥) This action is FINAL. 2b) 口 This action is non-final. 

3) 口 An election was made by the applicant in response to a restriction requirement set forth during the interview 
on ; the restriction requirement and election have been incorporated into this action. 

4) 口 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 

5) Claim(s) 1-17 and 19-20 is/are pending in the application. 

5a) Of the above claim(s)___is/are withdrawn from consideration. 

6) (1 Claim(s)___ is/are allowed. 

7) Claim(s) 1-17 and 19-20 is/are rejected. 

8) O Claim(s)___is/are objected to. 

9) ©) Claim(s)__ are subject to restriction and/or election requirement 
* tf any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program ata 

participating intellectual property office for the corresponding application. For more information, please see 

htto:/www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 

10)() The specification is objected to by the Examiner. 

11) 口 The drawing(s) filed on is/are: a)C) accepted or b) 口 objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s} including the correction is required if the drawing(s} is objected to. See 37 CFR 1.121(d). 

Priority under 35 U.S.C. § 119 

12) 口 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or {f). 
Certified copies: 

a)Q All bj) Some** __c)L) None of the: 

1.4) Certified copies of the priority documents have been received. 

2.1) Certified copies of the priority documents have been received in Application No. 

3.1) Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

Response to Amendment 

This action is in response to amendment filed August 14, 2020 for the application # 

16/141,378 filed on September 25, 2018. Claims 1-17, 19 and 20 are pending and are directed 

toward NETWORK ISOLATION WITH CLOUD NETWORKS. 

‘Any ‘claim objection/rejection not repeated below is withdrawn due to Applicant's 

amendment. 

Notice of Pre-AlA or AIA Status 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. In the event the determination of the status of the 

application as subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 

103) is incorrect, any correction of the statutory basis for the rejection will not be considered a 

new ground of rejection if the prior art relied upon, and the rationale supporting the rejection, 

would be the same under either status. 

Response to Arguments 

Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered, 

but they are moot because of new grounds of rejection. Further to keep the record clear, 

Examiner is responding to “not associated” argument: 

“4s not associated” argument — Applicant argues that the cited portion states that the 

virtual machine environment uses a virtual guest OS that is not associated with a host OS 

architecture. In fact, Hoy states that the virtual guest OS is separate. (Hoy at para. [0026]) Thus, 

Hoy fails to teach or suggest implementing an “isolated computing environment using an
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operating system associated with the hosting computing system and comprising a sandboxed 

computing environment...," as recited in clam 1 (REMARKS, pages 8-9). 

Response: According to cited by Applicant [0026] of Hoy “The browser is activated by a 

desk-top shortcut or application on the host system that allows the user to link to the isolated 

Internet access of the virtual guest system by launching the virtual guest web browser, which 

operates transparently to the user in the virtual guest system.” Therefore at least "isolated 

computing environment using an operating system associated with the hosting computing 

system" was explicitly and clearly disclosed by Hoy. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness 

rejections set forth in this Office action: 

A patent fora claimed invention may not be obtained, notwithstanding that the claimed invention is 

notidentically disclosed as set forth ins ection 102 of thistitle, ifthe differences between the claimed 

invention and the prior art are such that the claimed invention as a whole would have been obvious 

before the effective filing date of the claimedinvention to a person having ordinary skill in the art to 

which the claimed invention pertains. Patentability s hall not be negated by the manner in which the 

invention was made. 

Claims 1-17, 19 and 20 are rejected under 35 U.S.C. 103 as being unpatentable over 

Hoy etal. (US 2013/0318594 Pub. Date: Nov. 28, 2013) in view of Comodo (Comodo 

Internet Security Software Version 7.0 User Guide Version 7.0.111114, 579 pages, 2014), 

hereinafter referred to as Hoy and Comodo respectively. 

As per claim 1, Hoy teaches a host computer system comprising: a memory; and a 

processor (a computerized work station comprises a computer operatively connected with one or
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more user-accessible data entry devices, a display device viewable by the user, and computer- 

accessible data storage, Hoy, [0022 ]) configured to: 

implement a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space (providing for the 

computer an operating systemand one or more applications programs that run on said 

operating system, Hoy, [0022]); 

implement an isolated computing environment (and supporting a virtual computer system 

operating on the computer. Hoy, [0022]), the isolated computing environment using an operating 

system associated with the host computing system and comprising a sandboxed computing | 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space (Also operating on the host computer is a hypervisor 

syStem that creates a virtual machine environment that is separate from the host computer's 

operating system. This virtual machine has a virtual guest operating system on which a modified 

browser is run. Hoy, [0026]), 

wherein the isolated computing environment is configured to access an Internet-based 

cloud service via at least one application of the second set of one or more applications or 

processes (The browser is activated by a desk -top shortcut or application on the host system that 

allows the user to link to the isolated Internet access of the virtual guest system by launching the 

virtual guest web browser, which operates transparently to the user in the virtual guest system. 

Hoy, [0026]); 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall (this is accomplished by providing a host computer that is surrounded by a host 

based firewall. Hoy, [0025]); and
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communicate with a proxy server in order to access the Internet-based cloud service 

(Proxy content filter 4 may optionally be used to screen undesirable or inappropriate incoming 

or outgoing data, as above. Hoy, [0073]), wherein the isolated computing environment is 

configured to authenticate with an authentication device in order to allow communication 

| between the at least one application and the Internet-based cloud service (To allow for this, the 

firewall 11 around the host OS 17 selectively enables the host OS 17 to access the Internet 

directly through ports 80 or 443, which are otherwise disabled, provided that the websites being 

accessed are on a white list of predetermined trusted sites with which the host OS 17 is permitted 

to communicate with. Hoy, [0057 ]). 

Hoy does not use term “sandbox”, although teaches that “Because it is exposed to 

potentially malicious software as it browses the Internet, the virtual guest system browser and its 

virtual operating system may be a hardened version that is exceptionally resistant to corruption, 

or it may have enhanced anomaly detection to aid in noting when dangerous data has been 

encountered by the browser. The virtual guest system also has no connection whatsoever to the 

LAN, and cannot access any address on the LAN.” Which is essentially a definition of 

sandboxed environment as known in the art. To exclude any doubt a secondary reference by 

Comodo is provided, which explicitly teaches a sandboxed computing environment (An 

innovative sandboxed environment to run programs and browse the Internet isolated from your 

real computer. Comodo, page 10). Comodo also explicitly teaches an Internet-based cloud 

service (Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves 

all your DNS requests exclusively through Comodo’s proprietary Directory Services Platform 

Comodo, page 553. See also Comodo Cloud - online file storage service. Backup yourfiles to a

IBM - Ex. 1002-Part 5 of 10, Page 2110 
IPR2025-00379 (IBM v. Croga)



Application/Control Number: 16/141,378 Page 6 

Art Unit: 2492 

highly secure online storage which can also be mounted as a virtual drive in your system. 

Comodo, page 466) 

Hoy in view of Comodo are analogous art to the claimed invention, because they are froma 

similar field of endeavor of systems, components and methodologies for providing secure 

communication between computer systems. It would have been obvious to a person of ordinary 

skill in the art before the effective filing date of the claimed invention to modify Hoy in view of 
Comodo. This would have been desirable Applications and browsers running inside the virtual 

desktop leave no cookies or history behind on your real system, making it an extremely secure 

environment for Internet banking and online shopping (Comodo, pages 10-11). 

As per claim 2, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to access the Internet-based cloud service via one or more of 

a local area network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a 

digital subscribers line (DSL) network, a cloud computing network, a data center, or a satellite 

network (The home system, when the host is "home" on the trusted LAN network, is allowed by 

the HBFW to communicate to other LAN resources as well as any whitelisted sites outside the 

LAN on the Internet. Hoy, [0062]). 

As per claim 3, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the Internet-based cloud service comprises oné or more of an Infrastructure as a Service 

(IaaS), a Software as a Service (SaaS), or a Platform as a Service (PaaS) (through Comodo's 

proprietary Directory Services Platform, Comodo, page 17). 

As per claim 4, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to select the proxy server from a plurality of proxy servers, 

the plurality of proxy servers comprising one or more of an Internet-based proxy server or a local 

network-based proxy server (A proxy/web-content filter 4 is connected with and cooperates with 

the firewall hardware 3 to control the type of data permitted to pass from the Internet 5 into the 

local system I, filtering e.g., pornographic material or data not intended for the system1, and
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also blocks communications from users on the LAN trying to reach disallowed sites, e.g., 

requests to access www.onlinecasino.com. Hoy, [0038]). 

As per claim 5, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- 

based proxy server or an Internet-based proxy server based on a location of the host computer 

system (Proxy content filter 4 may optionally be used to screen undesirable or inappropriate 

incoming or outgoing data, Hoy, [0073]). 

| As per claim 6, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- 

based proxy server or an Internet-based proxy server based on an identity of a network to which 

the host computer system is connected (Proxy content filter 4 may optionally be used to screen 

undesirable or inappropriate incoming or outgoing data, Hoy, [0073 ]). 

As per claim 7, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- 

based proxy server or an Internet-based proxy server based on anidentity of the at least one 

application running in the isolated computing environment (The virtual guest system 13 shows no 

software installed except for a browser and possibly some related supportive software, suchas 

Adobe or Windows Media Player that cooperate with the browser when certain types of files are 

accessed on the Internet, and potentially an email programsuch as Microsoft Outlook for 

certain configurations. Hoy, [0048]). 

As per claim 8, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the internal isolation firewall is configured to segregate the first memory space from the 

second memory space and is configured to enforce policies for communication between the first
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memory space and the second memory space using the internal isolation firewall (The guest 

computer and the host computer communicate with each other by a limited permissible internal 

host-based firewall in the host system that is provided by the hypervisor or some other local 

program. Communications across this internal firewall between the guest systemand the host 

system are limited to cut and paste of displayed documents or files, commands to print 

documents, and file transfer requested manually by the host, Hoy, {0030]). 

As per claim 9, Hoy in view of Comodo teaches the host computer system of claim 8, 

wherein the internal isolation firewall is further configured to generate a message to prompt a 

user of the host computer system, the message indicating whether to allow communication 

between the first memory space and the second memory space (i.e., directed intentionally by the 

human user of the given system. Hoy, [0030]). 

Claims 10, 11 and 14-20 have limitations similar to those treated in the above rejection, 

and are met by the references as discussed above, and are rejected for the same reasons of 

obviousness as used above. In regards to claim 10, “a server” is taught by Hoy (A host computer 

supports a virtual guest system running thereon. ABSTRACT), and by Comodo (The Virtual 

Desktop creates a folder Shared Space in the location "C:\Documents and Settings\All 

Users\ApplicationData\Shared Space”. The ‘Shared Space’ folder can be shared by your host 

operating system and the Virtual Desktop. Page 223). 

As per claim 12, Hoy in view of Comodo teaches the cloud computing system of claim 

11, wherein the proxy comprises is a first proxy, and the server is configured to determine 

whether to send traffic to the first proxy or a second proxy, (Proxy and Host Settings - Allows 

you to select the host fromwhich updates are downloaded. By default, CIS will directly 

download updates from Comodo servers. However, advanced users and network admins may
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wish to first download updates to a proxy/staging server and have individual CIS installations 

collect the updates from there. The ‘Proxy and Host Settings’ interface allows you to point CIS at 

this proxy/staging server. Comodo, page 259). 

Hoy in view of Comodo are analogous art to the claimed invention, because they are froma 

similar field of endeavor of systems, components and methodologies for providing secure 

communication between computer systems. It would have been obvious to a person of ordinary 
skill in the art before the effective filing date of the claimed invention to modify Hoy in view of 
Comodo. This helps conserve overall bandwidth consumption and accelerates the update process 

when large number of endpomts are involved (Comodo, page 259). 

As per claim 13, Hoy in view of Comodo teaches the cloud computing system of claim 

12, wherein the server is configured to determine whether to send traffic to the first proxy or the 

second proxy based on user-provided credentials (Select the ‘Use Proxy'check-box. * Enter the 

hostname and port numbers. If the proxy server requires access credentials, select the 'Use 

Authentication' check-box and enter the login/password accordingly. * You can add multiple 

servers from which updates are available. To do this, click the handle at the bottom center of the 

‘Servers’ panel, click the 'Add' button then enter the host name in the ‘Edit Property’ dialog. 

Comodo, page 260). 

Hoy in view of Comodo are analogous art to the claimed invention, because they are froma 

similar field of endeavor of systems, components and methodologies for providing secure 

communication between computer systems. It would have been obvious to a person of ordinary 

skill in the art before the effective filmg date of the claimed invention to modify Hoy in view of 

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process 

when large number of endpoints are nvolved (Comodo, page 259). 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine 

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
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impropertimewise extension of the “right to exclude” granted by a patent and to prevent 

possible harassment by multiple assignees. Anonstatutory double patenting rejectionis 

appropriate where the conflicting claims are not identical, but at least one examined 

application claim is not patentably distinct from the reference claim(s) because the examined 

application claim is either anticipated by, or would have becn obvious over, the reference 

claim(s). See, e.g., /n re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 

11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); in re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. 

Cir. 1985); in re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 

438, 164 USPQ 619 (CCPA1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be 

used to overcome an actual or provisional rejection based on nonstatutory double patenting 

provided the reference application or patent eitheris shown to be commonly owned with the 

examined application, orclaims an invention made as a result of activities undertaken within 

the scope ofa joint research agreement. See MPEP § 717.02 for applications subject to 

examination under the first inventor to file provisions ofthe AIA as explainedin MPEP § 2159. 

See MPEP §§ 706.02({1}(1) - 706.02(!)(3) for applications not subjectto examination underthe 

first inventor to file provisions of the AIA. A terminal disclaimer must be signedin compliance 

with 37 CFR 1.321(b). 

The USPTO Internet website contains terminal disclaimerforms which may be used. 

Please visit www.uspto.gov/patent/patents-forms. The filing date of the applicationin which 

the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
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online using web-screens. An eTerminal Disclaimerthat meets all requirements is auto- 

processed and approvedimmediately upon submission. For more information about eTerminal 

Disclaimers, referto www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp. 

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patentingas 

being unpatentahle averclaims 1-20 of U.S. Patent No. 10554475, and over claims1 20 of U.S. 

Patent No. 10558798. Although the claims at issue are not identical, they are not patentably 

distinctfrom each other because all elements of claims 1-17, 19 and 20 of the instant 

application correspond to elements of claims 1-20 of the cited patents. The above claims of the 

present application would have been obvious over claims of the U.S. Patent No. 10554475, and 

over claims of U.S. Patent No. 10558798 because each elementof the claims of the present 

application is anticipated by the claims of the US. Patent No. 10554475, and the claims of U.S. 

Patent No. 10558798 and as such are unpatentable for obviousness-type double patenting (/n 

re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)). 

Claims 1-17, 19 and 20 are provisionally rejected on the ground of nonstatutory double 

patentingas being unpatentable overclaims of copending Applications No. 16/059381, 

16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810, 

16/146,490, 16/163,796, 16/163,884, and 16/164,342. Although the claims at issue are not 

identical, they are not patentably distinct from each other because each element of the claims 

of the sresentapplication is anticipated by the claims of cited applications and as such are 

unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010 

(12/3/1993)).
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This is a provisional nonstatutory double patenting rejection because the patentably 

indistinct claims have not in fact been patented. 

Conclusion 

Applicant's amendment necessitated the new ground({s) of rejection presented in this 

Office action. Accordingly, THIS ACTION IS MADE FINAL. Scc MPEP 8 706.07(a). Applicant is 

reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is setto expire THREE MONTHS 

from the mailing date of this action. In the eventa first reply is filed within TWO MONTHS of 

the mailing date of this final action and the advisory action is not mailed until afterthe end of 

the THREE-MONTH shortened statutory period, then the shortened statutory period will expire 

on the date the advisory action is mailed, and any extension fee pursuantto 37 CFR 1.136(a) 

will be calculated from the mailing date of the advisory action. In no event, however, will the 

statutory period for reply expire laterthan SIX MONTHS from the date of this final action. 

Any inquiryconcerning this communication or earlier communications from the 

examiner should be directed to OLEG KORSAK whose telephone number is (571)270-1938. The 

examiner can normally be reached on 5:00 AM- 4:00 PM. 

Examinerinterviews are available via telephone, in-person, and video conferencing 

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicantis 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, SALEH NAJJAR can be reached on (571) 272-4006. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or PublicPAIR. Status information for unpublished 

applicationsis available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 

would like assistance from a USPTO Customer Service Representative oraccess to the 

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/OLEG KORSAK/ 

Primary Examiner, Art Unit 2492
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Wher used individually, each of the Antivirus, Firewall and Defense+ components delivers superior crotection against their 
specific threat challenge. When used together as a full suite they provide a complete ‘prevention, detection and cure’ security 
system for your computer. 

  

    

    
  

    

    

              
    

                        

  
CIS is availabie in Premium (free), Pre and Complete editions. While the core CIS soitware is identical for all three versicns, the 
Pro and Compleie packages each offer a range of additional services. The software is designed ic be secure ‘out of ihe box’ - so 
even the mast inexperienced users need no? have to deal with complex configuration issues afier insiallation. 

  

° ~—_ Antivirus - Proactive antivinis engine that aufomaiically detects and eliminates viruses, worms and other malware. 
Apart from ihe powerful on-demane, on-access and scheduled scan capabilities, CIS users can now simply drag-and- 
Crop items onic the home screen te run an instant virus scan. 

  

。 —- Firewall - Highly configurable packet filtering frewali that constanily defends your system from inbound and cutbound 
internet allacks. 

。 Defense+ - Acollection of prevention based security technologies designed to preserve the integrity, security and 
privacy of your operating system and user data. ， 

。 Behavior Blocker - Authenticates every executable and process running cn your computer and prevents 
them from iaking actions that could harm your computer. Unrecognized processes and applications will be
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2uto-sandboxed end run under 4 se? of restfcticns so they cannot harm your computer. This gives Unirusted 
{but harmless} applications the freedom: io operate whilst untrusied (and potentially maiicious) applications 
are prevented from damaging your PC or data. 

+ Host Intrusion Protection (HIPS) - A suies-based intrusion prevention system that monitors the acivities of 
、 all appiications and processes on your computer. HIPS dlocks the activities of maiicious programs by halling 

any acticn that could cause camage to your operating sysiem, sysiem-memory, registry keys or personal 

data. 人 

。 Viruscope - Monitors the activities of processes running on your computer and alerts you # they take 
aciions that could potentially threaten your privacy and/or security. Using a system of behavier Yecoghizefs， 

Viruscope not only detects unauthorized actions but also allows you to completely undo them. Apart from 
representing ancther hi-tech iayer of protection against malwars, this also provides you with the granular 
power to reverse unwanted acticns taken by legitimate software without blocking the software entirely, 

2 Virtuat Deektop - The Virtual Desktop is a sarubuxed operallng environment inside of which you can Tun programs 
and browse the Internet without fear thai those activities will damage your real computer. Featuring a virtual keyboard 
io thwart Key-loggers, home users wil find the viruai desktop is ideally suiied to sensitive tasks like online banking. 
Advanced users will appreciate the ability to run beta-scftware in an environment that will not upsei the siability or file 
structure of their production systems 

   

。 Website Filtering - Protects you from phishing sites while suriing the net end aliows you to craale rules ic prevent 
specific users from accessing certain websites. CIS shins with several preset lisis of malicious websites which form an 
effective website screening and protection feature for al Intemet users. Furthermore, you can easily add or import 
your own lists of banned URLs and can set up custom access rules for each user on your computer. 

+ Rescue Disk - Built-in wizard that allows you io bum a beot-disk which will run antivirus scans in a pre-Windows / pre- 
boot environment. 

° => Additional Utilities - The advanced tasks section contains links that allow you to insiali cther, free, Comodo security 
products - including Comodo Cleaning Essentials and KiliSwitch. 

* Comodo Dragon - Fast and versatile intemet Browser based on Chromium, intused with Comedo's unparalleled level 

of Security. 

°  GeekBuddy - 24x7 online support service in which Comode technivians ere ready to deal with any computer issues 

you may have over an instant messenger slyle interface. < 

e Secure Wireless internet Connectivity (Complete version only) - TrustConnect mskes SUrfing the wed sale from any 

public Wi-Fi locaticn 

。 Comodo Guarantee (Fro and Compiste versions only) - If your computer becomes damaged as a resull of malware 
and Comodo support services cannot retum il to a working condition then weil pzy the cosis of getting it repaired. 

Please see the End User License Agreement for full details. 

+ Online BackUp (Complete version only) - Back-up your important data ic Comodo’s highly secure servers. Data is 
encrypted and can accessed only by the user from any Intemet connected computer in the world (50GB storage 

space). * 

oN Te a. s. 
sssshss ASSESS USGS WS MESe YS 

This invaduction is intended to provide an overview of the basics of Comods Intemet Security and should be of interest to ail 

users. 

      aver avery aspect of the configuration of Comodo Internet Security. Zz @ 3 ow
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An innovative sendboxed environmen? to mun programs 3 nd browse the Infernet isolatec from your real computer. Anpiicatic! 8) ns 

 
 

the powerful rules inierface， 

Enables advanced users to enhance their security mezsures by quickiy ¢ 后 ne: 
a 

ro Sh ing custom policies and rulesets using 

system- memery, rn 
所 站 istry keys or personal daia. 

vities of malicious programs by hailing any action that co Blocks the act $i uld cause damage ic . 
: our operating system, 

run if they comply with the prevaiting security rules 

Monitors the activities of ail applications and processes cn your computer and allows executables and processes to 

 
 

o Virtually Sull = 总 tproof pioiecio nagainst root- kits, inter-process memory injections, key-loggers and more; 

° includes euto-sandbox feature to compietely isolate untrusted files from the rest of your computer 

Detecis suspicious actions actions iaken by p rocesses all allows you to undo them 

° Prevents unauthorized modification of critical operating system files an 

Blocks Viruses, Trojans and Spy-ware before they can ever get onto your sysiem: 

d tt regist ry entries 
~ 

Alerts you every lime en unknown or untrusted applications attempts ic run or instail 

¢ Performs Cloud Based Behavior Analysis for immediate ident 435 ‘fication of Malware 

+  Authenticates the integrity of every program before aliowin es S a # to load into your computer's memory 

1.1. Special Features 
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and browsers running inside the virtual desktop ieave no cockies or hisiory behind on your real system, making it an extremely 
secure environment for Internet banking and online shopping. 

«Prevents malicious websites from insialling viruses malware, rootkits and Spyware onto your computer and provides 
protection against hacking 

° Features a virtual keyboard thai allows you fo securaly enter user-names, credil cand numbers and passwords without 

fear of key-lcaging software recording your physical keystrokes ， 

。 Enables advanced users io run bela-soitware in an environmeni that will not upsel the siability or file structure of their 
production systems / 

NA WA Ra ASeansen SadscoveS NeeavNS Savings Asyaswes Nefwors Hrawad Cagine 

The Firewall component of Comuub hilernet Security offers the highest levels of perimeter security against inbound and 
outbound threais - meaning you get the strongest possible projection against hackers, malware anc identity thieves. Now we've 
improved # again by adding new features like, 

> — Stealth Mode to make your PC compietely invisible to opportunistic pert scans; - 
4 

» Wizard besed auto-deteciicn o? trusted zones; 

» Predefined Firewail policies aliow you to quickly impiemsnt security rules: 

* Diagnostics to analyze your system for polentiai conflicts with the firewall and much more; 

3s you to sei up user based access resiiction to specific websites. 

    

。 Detecis end eliminates viruses from deskteps, iaptops and network workstaiions: 

e —_Perforrns Cloud based Antivirus Scanning; ° 

。  =mploys heuristic techniques to identify previcusiy unknown viruses anc Trojans; 

+ Scans even Windows Registry and System Files for possibie spyware infection and cleans them; 

= Constantly protects with real-time, On-Access scanning; 

* Comodo AY shows the percentage cf the compieted scanning; 

° Rootkit scanner deiscts and ideniifes hidden maiicious files anc registry keys stored by rootkits; 

。 = Highly configurable On-Gemand scanner allows you io run instant checks on any file, iclder or drive; 

。 Comodo AV realiime scanning performance in Stateful mode: 

。 Seamless integreton into the Windows operating system aliows scanning specific odjects cn the fly’; 

> Daily, automatic updates cf virus definitions: 

，” fsolgies suspicious files in quarantine preventing further infection; 

+  Suill in scheduler allows you to run scans at a time thal suis you; 

° . Simpie to use - install it and forget # - Comode AV protects you in the background. 
5 Sy 

     

e = Advanced and Compact View summary screens gives an at-a-glance snapshot ci your security settings: 

° Easy and quick navigaticn between each module of the firewall, Antivirus and Defense+; 

e  Simpie point and click configuration - no sleep earning curves; 

e Newcompletely redesigned security rules interface - you can quickly sei granular access rights anc privileges on 
a giobai or per applicetion. The firewall also contains preset policies anc wizards that help simply the rule seiting 
process, 

TSEIHS NEN f yety. 
NO YSIS Gs Sameada $ : 3 ¥: . 

‘CIS Pre and Complete customers receive Comodo GeekBuddy - Live experi remote suport for virtually al sersonal computer 
ae 

issues. Pro and Complete usefs benefit from ihe convenience cf having a computer security exper on fap 24/7 io help them fix 
probiems sight in front of their eyes. 

  

The services include: : . ， 

。 Mins & Malware Removal 

。  inteme! end Online Identity Security
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Please visit 8X; 

* Printer or Email Accoun! Setup 

* Software Activation 

* General PC Troubleshooting 

。 Computer Power Setting Cptimization 

。 Comodo Software Installztion and Set up 

*。 Comodo Account Questions. 

   ras terete Ses otey 23. A . si SRNSSSSNSSSSYSSSS for full product deiails. 

  

udcy service on a continuous basis you have lo purchase the product at 
Sas eine . 
ietoy Gg FRR NEN Ascent 

SiS3S3 and Sou YOST BSEGSRT,      
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safe. _ 、 

business users protect their valuabie data against damage or ioss. 

  

wy : 

GIs 

» At Cafee shops, Hotels and Airports; 

* — Atany other nubdlic Wi-Fi location; 

* At your home location; - “ 、 oe 
: a . . we 

* For Enterprises with remote workers and road-warriors that need secure access to iniernai networks. cates 

~tn. 

CIS Complete customers receive Comodo Backup - powerlul and easy fo uss deskicp application that helps home end 2 . 

* Quickly create backups of your priceless data to a wide range of storage media ; 

* 50 GBof highly secure online storage space thal allows you to access your files from anywhere 

。 Step-by-step wizards allow you to create your first backup within minutes 

° Flexible stcrage eptions allow you ic specify full, incremenial or cifferential backups. 

° Granular scheduling options to take auiomatic backups at a time that suits you. 

* Quick recovery of fles with a few clicks of the mouse. 

。 Powerful encryption options to protect your files so that it cannot be accessed by anyone but you. 

SS 

Fast and versatie Intemet Browser based on Chromium, infused with Comedo’s unparalieled levei cf Security. 

。 improved Privacy over Chromium / 

。 Easy SSL Certiicate Identification . 

« Fast Websiis Access 

» Greater Stability and Less Memory Bioa? 

* — incognito Mode Stops Cookies, Improves Privacy , 

» Very easy to switch from your Browser to the Dragon 

s se oN ts aw. sos manta NS NS . Motors Sc aiiscgae 
No fyornat NOR » SAESnGss FLAN Ss 

Highly Configurable Security Rules Interface ， 

Comodo Iniernet Security offers more control cver security setiings than ever before. Users can quickly set granular intemet 

access rights and privileges on a global or per appiication basis using the flexible and easy fo understand GUL This version aisc 
sees the intoducticn of preset security policies which allow you to deploy a sophisticated hierarchy of firewall rules with a couple 

of mouse clicks.
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Application Behavior Analysis 

Comodo Internet Secunty features an acvanced protoccl driver levei protactior: - essentiai for the defense of your PC against 
Trojans tha! run their own protocol drivers. 

Cloud Based Behavior Analysis 

Comodo Internet Securily features cloud based analysis of unrecognized files, in which any fife that is not recognized and not in 
Comodo’s white-list will be sent to Comodo Insiant Malware Anelysis (CIMA} server for bshavior analysis. Each file is executed 

in 2 virtual environment on Comodo servers and tesied to determine whether 8 contains any malicicus code. The results will be 
seni back to your computer in around 15 minutes. 

Viruscope 

The innovative Viruscope feature monitors the activities of ali processes sunning cn your system and generates alerts if any 
suspicions artivies ara identiied Apart from forming yet another layer ul inelwere detection and prevention, the sub-system 
represents a valuable additicn to the core process-meniforing functionality of the Behavior Blocker by introducing the ability to 
reverse potentially undesirable actions of software without necessarily blocking the software entirely. This feature can provide 
you with more granular contro’ over ctherwise logitimate soitware which requires certain actions ic be impiemented in order ic 
run correcily. 

Website Fitering 

Comodo internet Security enabies you to configure rules to allow or block access io specific websites. Rules can be created for 
particuiar users of your computer, which makes this feature very usefui for both home and work environments. For example, 
parents car block juvenile users from visiting inapproorizis websites whiis companies can prevent employees from visiting 
social networking sites during working hours. . 

Event logging 

Comodo Internst Security features avasiy improved log management meduls - allowing users to export records ol Anivirus, 

Firewall and Defense+ aciivities according to several user-deined filters. Beginners and advanced users alixe are greatly 
beneiiied from this essentiai iroubleshcoling feature. 

Memory Firewall Integration 

Comodo Internet Security now inckides the buffer-overflow protection original featured in Comodo Memory Firewall. This 
provides proteciion against crive-by-downloads, data theft, computer crashes and systems damage. 

‘Training Mode’ and ‘Clean PC’ Mode 

These modes enable the firewail and host intrusion prevention systems to automatically create ‘allow’ niles for new components 
of applications you have decided ip trust, so you won't receive pcintless aleris for those programs you trust. The firewall leams 
how they work and cniy wam you when it detects iuly suspicious behavior. 

Application Recognition Database (Extensive and proprietary application safe list) 

The Firewail includes an extensive white-lisi of safe executables called the ‘Comodo Safe-List Database’. This daiabase checks 
the integrity of every exectiabie and the Firewall aieris you of pctentiaily damaging applications betore they are instalied, This 
level of prolection is new because raditisnally firewails only deiect harmfut applications from a biacklist of known malware - 
often-missing new forms of malware as might be launched in day zerc attacks. 

The Firewail is continually updated and currently over 1,006,000 applications are in Comodo Safe list, representing virtuaily one 
of the largest sala fists within the security industry. ， . 

Self Protection against Critical Process Termination 

Viruses and Trojans often try to diseble your computer's security applications so that they can operate without deiection. CIS 
protects its own registry entries, system: files and processes so malware can never shut # down or sabotage the installation. 

Sandboxing as a security jeature 

Comodo Internet Security's new Virtuai Desktop" is an isolated operating environment for unknown and untrusted applications. 
Secause they are virtualized, applications sunning in the sandbox cannot make permanent changes io other processes, 

programs cr data on your ‘real’ system. Comodo have also integrated aulo-sandboxing directly into the security architecture cf 
CIS to compiemeni and sirengthen the Firewall, Delense+ and Antivirus mocuies. 

Submit Suspicious Files to Comodo 

Are you ihe first victim of a brand new type of spyware? Users can help combat Zerc-hour threzis by using the built in submi# 
feature to send files te Comode for analysis. Comodo then analyzes the files for any potential threais and update our database
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for ail users. 

Enhanced Browser Privacy 

PrivDog, a new browser exiension that can be installed with CIS, improves your online privacy by deiecting and Slocking any 3rd 
party trackers or ad nelworks thai are monitoring your aclivily while on a website. Supported browsers include Comodo Cragon, 
Comodo Ice Dragon, Google Chrome and Mozilla Fireiox. - 

1.2. System Requirements 
To ensure optimal perlormance of Cornodo Internet Security, please ensure that your PC compiies with the minimum system 
requiromants ac stated bolow: 
    

Windows 8 {Seth 32-bit and 64-bit versions) e 384 MB availabie RAM 

Windows ? {8cth 32-bit and 64-bit versions) e 270 M8 hard disk space for both 32-bit and 64- 
bil versions Windows Vista (Both 32-bit and 64-bit versions} 

» — internet Expiorer Version 5.1 or above 

  

      
  

Windows X? (3cth 32-bit and 64-bit versions) “e256 MB available RAM 

。 276 MB hard disk space for bath 32-bit and 64- 
bil versions 

， » internet Expiorer Version 5,1 or above 

1.3. Installation 
Sefore you instaii Comede internet Security, reac the installation instructions carefully and also review the system requirements. 
Additicnal services and features such as activation cf your GeekBuddy account and/or Comodo Guarantee are carried out after 

ihe base installation has been compieted. 

Please note - the CIS scfiware itseif is identical for all customers regardless of the package type. All versions {inclucing free} 
include ali security features, technologies and updates. The difference beiween the package iypes lies in the availabiiity of 
additicnal services such as GeexBuddy, TrusiConnect, Online Storege and the Comodo Guarantee. Activation of additional 
services is carried cut after the base installation has been completed. 

Nate - Before beginning installation, please ensure you have uninstalled any other antivirus and tinawall producis that are on 
your computer. More specificaily, rsmove any other products of the same type as those Comodo products you alan is install. For 
exampie, if you plan to insiall only the firewail then you co not need io remove 3rd party antivirus solutions and vice-versa. If you 
are installing full CIS (both FW and AV} then you need to remove both types of product ff they are present on your system. 
Failure to remove products of the same type could cause conflicis thai mean CIS will not function correcily. Users should corsull 
their vendor’s documentgiion for precise uninstallation guidelines, however the following rough steps will helo most Windows 

users: 

e Click the Start button io open the Windows Start menu 

° Select Contral Panel > Programs and Features (Win 8 Win 7, Visia); Contrat Panel > Add or Remove Programs (XP} 

¢ Select your current antivirus or firewall program(s} from the list 

° Click Remove/Uninstail button 

° Repeat process until all required programs have been removed 

Click the links Selow for detailed explanations: 

  

1.3.1. CIS Premium - installation 

| Nats - Before beginning insiallation, please ensure you have uninsialied any other antivirus and firewail products that aze on 
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your computer. fick fers to read the fuil note. 

  

in order ic install Comedo Internet Security - Premium, you need to download the setup file from 
M8Say J Aensace Pagan samionainoreninadigmenioan shy orages 
SNP IAAL NMOS. SOS VO NH NOW ay SIG OW, SHG FTI O TSS, 

e Choose whether you want the 32 or 64 dit version of CIS then click ‘download’ 

if you ane unsure which version you need, seleci the 32/64-bit Windows Installer. This executable contains BOTH 32 
and 64 bit installers. The setup routine will auiomaticaliy ceteci which version of Windows you have and install the 

appropriate version. Please note, the Universal Windows Installer is a much larger Gownicad than the individual 32 or 
84 bit setup files. - , 

  

After cownicading the required Comodo Iniemet Security setup fle to your focal hard drive, double click on it! 
the instalation wizard. ; 

_ Step 7 - Choosing the interyface Language ; \ 

The installation wizard starts zulomatically and the 'Seiect the language’ dialog is displayed. Comodo interne! Security is i 

              

      

  

  

  

° 

click ‘OR’. 、 

Step 2 -instailation Configuration 

The installation configuration ssreen wili be dispiayed. 

L
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3 Based Behavior Analysis” af unrecognized progra 

et to the fe 总 

ogram usage (2 g. cicks, crashes, errars etc) siatistic 

          

  

if you click ‘Customize Instailation’ then you can choose asva sions . These inclucie which CiS components 
you wish to install, the ability io choose CIS insiallation path and other advanced CIS configuration settings. 

Receive Comodo News and Notifications 

Comods Internet Security Premium is aciivaled fee of cost ior lifetime usage. If you wish lo sign up for news ebout 
Comodo products then enter your email address in the space provided. This is optional. 

Cloud Based Behavior Analysis 

Any file that is identified ss unrecognized is sent fc the Comode instant Malware Analysis (CIMA} server ior behavior 
anaiysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether il contains 
any malicious code. The results will be sent back to your computer in around 15 minutes. Comodo recommends users 
leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ fink. ; 

Send Program Usage Data 

Comodo collects collects the usage deiaiis from millions of CIS users to analyze their usage paltems for ihe continual 

enhancement of the product Your CIS instikation will collect detgils on how you use the application and send them 
pericdically to Comodo servers through a secure and encrypted channel. Alsc your privacy is protecied as this data is 

serit anonymous. This data will be useful to the engineers and developers at Comode to identity the areas to be 
developed further for delivering the best Internet Security product. Disabie this option if you do not wanl your usage 

details io be sent to Comodo. Comado recommends users leave this setting enabled. You can change this setting rom 
3 NS Saitings interface, af anytime after installation. Arosa ead Gadciice xy SS. ve £ 

SSYSINISS SSHUNQS > NSSTSS 
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+ Please review and/or modify the settings in the dialog. 

  

* Click the ‘Next’ button. 

in the next screen, you can choose ip configure ycur ONS Settings and Browser Home page. 

  
  
  

    
      ene sey Hee ft SayfintQeasn aaci Mee ti Pa ree io the Installation and the User Li 

                          
DNS Settings 

Comoco Secure ONS service replaces your existing Recursive DNS Servers and resoives ail your DNS requests 

exclusively through Comodo's proprietary Directory Services Platform. Comodo's worldwide network of redundant 
‘ DNS servers provide fast and secure Intemet browsing experience without! any harcware cr software instailation. 

\ In addition, Comedo's Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by 
biosking access to malware-hesting sites, by any program running in your system. 

In this step of installation of Comodo Internet Security, the DNS seitings oi your computer can be changed 
automatically to direct to our DNS servers. You can disable the service at anylime and revert io your previous setings. 

For more details on Comode Secure DNS Service and to know how {fo enable or disable the sence, refer to ! 
Appendix F Canids Sacre ONS Service. ‘ ; 

To enabdie Comoco Secure ONS, select ‘I want to enable added security while in the intemet by change my DNS 
Servers to COMODO SecureDNS Servers’. Click the ‘What is this’ link ts know more about Comedo Secure DNS 
servers. :
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Browser Homepage 

Your cefaui home page and search engine will be set to Yahoo! 

« Please review and/cr medify the settings in the dialog. 

End User License Agreements 

° Read the compleie User License Agreements by clicking the ‘License Agreement links of Comodo internet Security 
and PrivDog respectively before proceeding with the instailation. fo read the PrivDog privacy policy link, click the 
Privacy Policy link next to #. - 

OUUDUDUONUB 

        

  

cense agreement 

END USER LICENSE AND SUBSCRISER AGREEMENT 
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE: 

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFDRE DOWNLOADING, : 
INSTALLING, OR USING COMODO'S ANTMPUS, FIREWALL OR INTERNET 
SECURITY SGFTVVARE AND REMOTE PERSCNAL COMPUTER SUPFGRT 
ERVICES (THE "PRODUCTS"} THE PRODUCTS MEANS ALL OF THE SLECTRONIC 
LES PROVIDES EITHER BY DOWNLOAD O8 ON PHYSICAL MEDIA (CD-ROM, DYD 

OR OTHER MEDIA THAT IS PROVIDED WITH THIS LICENSE AGREEMENT. 
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. BY 
DOWNLOAEING INSTALLING, OR USING THE PRODUCTS, OR BY CLICKING DN"! 

SLOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT 
THAT YOU UNDERSTAND IP, AND THAT YOU AGREE TS SBE SOUND BY ITS TERMS 
IF YOU BO NOT AGREE TO THE TERMS HEREIN, DO NOT DOWNLOAD DR USE 
THE SOF PYARE, SUBSCRIBE TO OR USE THE SERVICES, GR CLICK ON "I 
ALCEPT". 

Tnis 2nd user license and sudscriver agreement is between vou f"ycu" cr 
“subseriber"’}, as either an individual ar es a dusiness entity, anc either. 

  

a. iF you are not located in China, Comedia Security Salutions, ins., which nas its 
principa: place of Business at 1255 Broad Street, Suite 102, Clifton, New Jersey 
07613, ar 

h. iF you are loceted in China, Beijing Cermcdo Software Geveicoment Cc. Ltd.. which 
has its principal place of business at 401 Tower 9., Fencian Internationa: Plaza, 
32 Beidajie Xizhimen, Haicien Cistrict, Beirne, China. 

      Pa 
  

After reading ihe agreements, ciick the ‘Back’ bution to return to the installation configuration screen. 

Cnce back ai the main instaier screen, if you wish to configure advanced options, click ‘Customize fists 

Othenvise, click ‘Agree and instal! ic Segin inaiaiiation . 

Customizing Installation 

Clicking the ‘Customize Installation’ link opens an advanced opticns interface that snables you to choose which elements you 

would fike to install, configure security popup alerts and choose the instailation path. in order to obtain maximum protection, 
Comodo recommends that you uninstall any third party personal Firewail and Antivirus in your system and select ali the 
components tc ge! the full benefit of the product. 

Select Components to Install (CHok NS gs Sack fo Nes 3
IBM - Ex. 1002-Part 5 of 10, Page 2137 

IPR2025-00379 (IBM v. Croga)



\S AS 
\ N WY NE N 

SuzkBuddy 

  

AODO 2 install PrivDog (Distributed by COMCOS 

COMODO Antivirus 

COMODO Antivirus: 

ae Detects, biocks and eliminaies viruses from desktops and networks 

e Constantly protecis with real-time On Access scanning 

e Daily, automatic updates of wrus definitions 

o Buili-in sroactive defense against viruses/rojans 

o 190% Free 

Total Downleed Size: 128 Wie 

。 install COMODO Firewall - Selecting this opiicn instails Comodo Firewall and Defense+ components. Deselect this 
option, if you already have third party Firewall protection activated in your computer system. Comodo Firewall 
inslailation is mandatery to quaiify for the virus free guarantee. ， 

    

    
* install COMODO Antivirus - Selecting this option installs Comodo Antivirus and Defense+ components. Deselect this 

option, if you already have a third party virus protection activated in your computer system. Comodo Antivirus 
instailation is mandatory to qualify for the virus free guarantee. 

* install COMODO GeekBuddy - Selecting this option installs GeakBuddy, a 24 x 7 remote support service in which 

Comodo exoeris can help you sclve any computer related problems ycu may encounter. Refer to the section Camas 

GsesSadsy for more details. 

install COMODO Dragon Web Browser - Selecting this option installs Comodo Dragon, a fast and versaliie Internet 

browser based cn Chromium technolagy and infused with Comodo’s unparaileied evel of security. Refer to the section 

Semedts Grages for more details. 

“2 Install PrivDog - PrivDog is a browser extension that improves the transparency, privacy and speed of your online 
experisnce by automatically detecting and blocking processes thi are attempting to track your oniine activily. 
Whenever you visii 2 website, PrivDog will display he number cf privacy threais it has blocked in the iop-right corner 

of your browser. Clicking the PrivDog icon will reveal a more deiailed breakdown of the types of threais it has siopped, 
which car include advertising networks, 3rd party trackers, cookies. widgels and other data coliection processes. The 

extension can also block ali surrent banner ads in 2 webpage and repiace them with safe and trusted ads. If you elect 

te instail PrivDog, fhe exiension will be automatically insialied in any supported browsers detectec on your system 
‘Comodo Dragor, Comede iceDragon, Googie Chrome and Mozilla Firefox). You can remove the extension at any 
time from within the browser.itself. Refer io the section Sst 并 for more ceiails. 

  

     $x ° 
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« Select the checkbox ‘Install PrivGog' if you want to instali PrivOog. 

  

    
        

  

1 PrivDog 

PrivBog: 
人 oh ets Ate), lates 
Ql@r MSNlMG ATE MM SHvenising 

    
+ Click the '+ Sutton beside ‘Install PrivDog' and select the ‘Dispiay only AdTrustMedia approved 

, advertisements’ checkbox, If you choose io view only ads from AdTrustiedia in your browser. 

Configuration Options 

* Click the ‘Configuration Options’ tab to configure pop-up alert options.
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SS} Do not show alerts that request security decisions as much as possible 

This security configuration configures Frewall, Delense+, Sandbox and Antivie vn 
ats Sve cuiomatically ensvared as much es ooseitis, 

    

is 

configured ic auiomaticaily deal with most issues in a secure manner without raising 2 popup aieri - thus minimizing 
user intervention. Most users should leave this option ai the default state of enabled. Advanced users wishing to gain 
greater insight into CIS actions and/or ic have more control over security decisions may wish to disable this option. 

Choosing Installation Location 

Click the 'Fiies Locations’ tab to choose the installaiion path.
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Choose the installation path: 

  
  

ic ‘Program Files\COMOSO\COMCEN internet Security, 
  

  
    

  

This screen 
C:\Program Filesi\COMODO\CCMCDO Internet Security. If you want to install the application in a location other than the default 
location, click ‘Browse’ to chcose a different location. 

& 

Alter customizing your installation, click the ‘Back’ button to retum to the installation configura#on scresn. 

  

Once you are satisfied with your settings, click ‘Agree and Install’ to begin SSESSSESR (Click fo go hae’ § 

Step 3 - installation Progress 

The installziicn progress wii! be displayed...
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h esstully completed dialog will be displayed.   
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help you configure it for SSS 

  

    
° = Click the ‘Close’ Butt 

Step 4 - Restarting Your Sysiem 

in order for the installation to take effect, yo    
  

Please save any unsaved data and ciick ‘Yes’ to restari the sysiem. if you want fo restart the system al a lier tims, click 'No’. 

  

Nate: The installation will take effect only on the next restart of the computer. 
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SSN 

A es es 
Step 5 - After Restarting Your System 

   

After restarting, a ‘thankyou' screen will appear. This contains a summary of the componenis you chose to install as well as 
: . 4 

some frienally advice. 

  

      

                
      

      
        

              
\ 

_ This screen will appear every time you starl your system. If you do net want the screen ic be displayed on every start up, select 
the check box 'Do nat show this window again’ before closing the window. 

if your computer is connected to a home oF work network, then you are prompted io configure # at the ‘Network Delected!’ 
dialog. At the top of the diaiog, the connectivity mode will be displayed, whether wired or wireless. 

YY
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Please select yaur ionation: 

  

    
    

  
  

          

  

            
    

Ee] Oo not detect new metwarks again 

e Select your location from the three options above 

° Select Do not automatically detect new networks’ If vou are an experienced user thal wishes to manuaily set-up their 

own trusted neiworks (his can be done in ‘NeSvers Sones’ and through the ‘Seals y 

The C:S interface wi cpen.
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The virus databzse will be updated automatically for the first time afier installation.
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©} 

Check for signature updates 

Download signatures 

  

SN 

Completed 

i In Progress {74.7%} 

  

The screen will display Geiails such as download speed, how much nas been downloaded and the progress oj the process. You 

can also send this task to the background by pressing the ‘Send to Background’ buticn and retrieve i in the ‘Task Manager’ 

interface. Refer to the section Manage {S$ Tasks’ for more details. When the virus database has been downloaded, the 

‘Completed’ dialog will be dispiayed.
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Check for signature updates : Completed 

Download signatures Completed 

Install signatures : Completed 

        

    
    

  

© 

CIS wil commence a Quick Scan of system memory, autorun sniries, hidden services, bool sectors and other critical areas 
auiomaticaily after the virus detabase has Deen updated. : 
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if you do nai want the scan to continue at this time, click the ‘Stop’ button. 

After the scanning is compleie, and any ihreats are found, an alert screen will be dispiayed. The alert wil display the number of 
threatsinfections discovered by the scanning and provide you the opticns for cleening. 

  

  

  

5) 

We recamreend you wark with a GeekBudiy Certified Microsaft Expert to make 
" sure your computer is comnletely cleaned and optirnized. 

Lata GeahBuddy assist you new. 

人 

Te speak to a GeekSuddy, call 1988351-7933 

=; Do not ask me this question again   
click ‘Yes, | wanl ar experi to clean if. Hf you are a first-time user, you will be taken io Comodo GeekBuddy webpage to 
sign-up for s GeekBuddy subscription. If you have already signed-up for GeexBuddy services, the GeekBuddy chat 
session wii start and a skiifed technician will offer to clean your system. 

Fo: more details on SeekBudaly, refer to the section Sasiats GsekSudey. 

+ — If you wish to clean the infecticns yourself, select ‘No, | will try to clean it myself’. The scan resulis screen wil! be 

displayed. The resuits will coniain a list of files identified with threats or infections (Viruses, Rootkits, Malware and sc 
on} and provide you the options for cleaning. An example results screen is shown below:
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WS 

  

   

  

  

  

  

Nov owe Pos .f cigraararn Hes naessenganmemsgs. 2Ne :Clean 
  

  

  
  

    

if any threats are detected, they will be displayed and you can choose fo iake =ppropfiate action from any ci the drop-down y y i 

ss for more details. 

4.3.2. CIS Pro - Installation and Activation 

t 
  

‘ Nets - Before beginning installation, please ensure you hsve uninsialied any other antivirus anc firewall products thal are on 

your computer, CHsk here to read the full note.       

Comodo Internet Security Pro can be downloaded from N8p:! 
gre after signing up for subscription and includes, Cemase Oy 

% 3 yy
 4 as
 

$4.
 

给
 

5S 
5 
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4 
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 把 

。 Choose whether you want the 32 or 64 bit version of CIS then click ‘download’ 

+ If you are unsure which version you need, seleci the 32/64-bit Windows Installer. This executabie contains 30TH 32 
and 64 bil installers. The setup routine wil auicmaticaliy ceteci which version of Windows you have and instal! ihe 

appropriate version. Please note, the Universal Windows Insialler is a much larger cownicad then the individual 32 or 

54 bit setup files. 

After downloading the required Comodo Iniemet Security setup file to your focal hard crive, double click on the setup file to start 

. the instalation wizard. , .IBM - Ex. 1002-Part 5 of 10, Page 2150 
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The inslallaticn wizard starts automatically and the 'Seiect the language’ cialog is displayed. Comcdc intemei Securty is 
aileble in several languag ‘ 

BOERS NAVIN     
  

          

  

  

» — Selec? the language in which you want C Internet Security to be instailed from the drop-down menu and 
click ‘OK’. 

Step 2 - installation Configuration 

The installation configuration screen wii be dispiayed.
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Bzsed Behavior Analysis” of unrecognized sre ; 

  
  
      am usage {2 g. cicks, crashes, errors ete.3 slat         

  

aly. 
      
    

if you click ‘Customize Installation’ then you can choose adyvaness esiions. These include which CIS components 
you wish to insiall, the ability ic cheose CIS installation path and other advanced CIS configuration settings. 

Receive Comodo News and Notifications 

Hf you wish io sign up for news about Comodo producis then enter your emaii address in the space provided. This is 

optional. 

Cloud Based Behavior Analysis 

Any file thal is identilied as unreccgnized is sent ic the Comade instant Malware Analysis (CIMA} server ior pehavicf 
analysis. Each file is executed in a vitual environmeni on Comods servers and tested to determine whether il contains 
any malicious code. The resui!s will be sent back to your computer in around 15 minutes. Comodo recommends users | 

leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ fink. 

Send Program Usage Data 

Comodo collects collects the usage deiajis from) millions of CIS users to analyze their usage patterns for the continual 

enhancement of the product. Your CIS instiliation wil collect details on how you use the appiication and send them 

pericdically to Comodo servers through a secure and encrypted channel. Alsc your privacy is protected as this data is 

sent anonymous. This data will be useful to the engineers and developers at Comode to identily the areas to be : 
developed further for delivering the best Internet Security product. Disabie this option if you do not want your usage 

details io be sent to Comodo. Comado recommends users leave this setting enabled. You cen change this setting irom 
BK Secret Dads tos . Sa wsent Patiinwe Taw SasSiong | ‘ | j HE Advanced Soifings > General Seltings > Log SeSfings interface, af anytime after installation, 
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+ Please review end/or modity the settings in the dialog. ' 

    
+ Click the ‘Next’ button. 

in the nex? scrsen, you can choose to configure your DNS Settings and Browser Home page. 

  

      

  
by setting rey harne paqe and search engine proy 

                  
        

th
 

aptions, These include which CIS compenents 
er advanced CIS configuration settings. 

+ If you click 'Cusiomize Instailation’ then you can chocge asyaness 
you wish to insiall; the ability to choose CIS insiallation path and ¢ 

   

  

DNS Seitings 

Comods Secure DNS service replaces your existing Recursive DNS Servers and resolves ail your DNS requests 
exclusively through Comedo's proprietary Directory Services Platform. Comodo’s worldwide network of redundant 

DNS servers provide fast and secure Iniemet browsing experience without any hardware or softwere instalation. 

in addition, Comedo's Secure CNS ensures safety against attacks in the form of malware, spyware, phishing elc., by 

biocking access to malware-hosting sites, by any program running in your system. 

in this step of insiallation of Comodo Intemet Security, the DNS settings of your comouler can be changed 

automatically io direct fo our DNS senvers. You can disable the service at anyiime and revert fo your previous settings. 

For rnore details on Comode Secure DNS Service and to Know how to enable or disable the service, refer to 
Sanaeniv 3 Passat Cassese TINS Sences 
ASSSHNy £ LON S BONES ONY Service.    

To enabie Comodo Secure DNS, select ‘Change my ONS Servers to COMODO SecureDNS Servers. Click the What 
is this’ link to know more about Comodo Secure DNS servers.
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Browser Homepage 

了 

Your deiauit browser home page and the search engine will be set as Yahoo! 

° Please review and/or modify the settings in the dialog. 

End User License Agreement 

Read the compiete User License Agreements by clicking the ‘License Agreement’ inks of Comogco Intemet Security 
and PrivDog respectively before proceeding with the installation. To read the PrivDog privacy policy link, click the 
Privacy Poiiry link next to it. . 

      

CUOMORO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVIC 

IMPCRTANT - PLEASE READ THESE TERMS CAREFULLY SEFORE CCWNLIADING 
INSTALLING, OP USING COMODO'S ANTIVIRUS, FIREWALL OP INTERNET 

ECURITY SOFTWARE AND REMOTE PEPSCNAL COMPUTER SUPPORT  、 

ERVICES (TRE “PRODUCTS TRE PRODUCTS MEANS ALL OF THE CLECTROMIC 
LES PROVIDED ENRPHER BY DOVWAILOAB OR ON PHYSICAL MEDIA (CD-RGM, DVO 

OR OTHER MEDIA, THAT IS PROVIDED WITH THIS LICENSE ASREEMENT. 

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. BY 
DOWALDASING, INSTALLING, OR USING THE PRODUCTS, GFR BY CLICKING ON “ 
ACCEPT" BELOW, YOU ACKNOWLERGE THAT YOU HAVE READ THIS AGREEMENT 

THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO SE SQUND By ITS TERMS. 
IF YOU BC: MOT AGREE TO THE TERMS HEREIN, DO NOT DCWNILGAD OR USE 

THE SOFTWARE, SUBSCRIBE TG OR USE THE SERVICES, OR CLICK ON "I 

ACCEPT". 、 

This end user license snd subscriper agreement is Getween yau fr yc Cr 

“Subscriber"), @3 ether an individual ar as a Gusiness entity, and either 

  
a. if you ere not located in China, Cormeda Security Solutions, Inc., which has its 

principai place of Susiness at 1255 Bread Street, Suite 700, Clitten, New Jersey 
O07C13, or 

b. fF you are lacated in Ching, Seijing Caemado Software Deveicoment Cc. Ltd. which 
has its crincinal place of business at 461 Tower 8., Fengian Internationa! Plaza, 
32 Beidajie “izhimen, Haician District, Bejing, China. 

  
  s 

Fath are referred tn nerasin as "Crmoarin®   
        

After reading ike agreement, click the ‘Back’ button to retum to the inslallation ccnfiguration screen. 

y 
Once back al the main insialler screen, # you wish ic configure advanced options, click ‘Customise iystaler’, Cthenwise, click 

$ ‘Agree and instai! to Segis insiaiaiicn. 

Customizing Installation 

Clicking the ‘Customize Installer’ dink opens an advanced options interface that enables you to choose which elements you 

would ike to install, configure security popup alerts and choose ihe installation path. In ordsr to abtain maximum protection, 

Comodo recommends that you uninstall any third party personal Firewail and Anivirus in your system and select al the
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components ic gei the maximum benefit from Ccmodo internet Security Pro 2013. 

Select the Components fo Install (Clock {9 go Back so Nes 2) 

° Click the ‘installation Options’ tab to select the components ic be installed. 

  

  

  

  

  

CORIQCDS Internet Sacurity 

An unkeatatis combinaion of: 

COMODO Antivirus © 

o Detects, biccks and eliminates viruses frem desktops and networks 

© Canstanily protects with real-time On Access scanning 

e Daily, autornatic updates of virus definitions 

  

Product Size: 49.2 ME   
      

° install COMODO Iniernet Security Pro - Selecting this option insialls Comode Antivirus, Comodo Firewall, Defense + 
components and PrivDog. installing CIS Pro is mandatory to qualify for the virus free guarantee. 

  
°  jnstall COMODO GeekBuddy - Selecting this option installs GeekBudcy, a 24 x 7 remote support service in which 

Comcdc experis can help you solve any computer related problems you may encounter. Refer to the section Comeds 
Sade eo ave tote} Syokhavay for more details. 

和 

install COMODO Dragon Web Browser - Selecting this option installs Comoco Pragon, a fast and versatie Internet 
browser based on Chromium technology and infused with Comodo’s unparaileied level of security. Refer to the section 
Sesiads Syagan for more details. 

Configuration Options 

° Click the ‘Configuration Options’ tab to configure pap-up alert options.
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stign caniigures Firewall, Defense+, S 
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Do Not show alerts that request security decisions as much as possible - When this option is seiectec, CS is 
configured ic auiomaticaily deal with most issues in a secure manner withou! raising = popup afer - thus minimizing 
user intervention. Most users should leave this option at the default state of enabled. Acvanced users wishing to gain 
greater insighi inte CIS actions and/or ic have more conirol over security decisions may wish to disable this option. 

Choose the Installation Location 

e- Click the ‘Files Locations’ tab to choose the instailalicn path. 
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CW 

    

Choose the instaliation path: 

  

    

            CAPregram FilesiC 
location, click ‘Browse’ to choose a different location. 

Alter customizing your installation, click the ‘Sack’ button fo return to the installation coniiguration screan. 

Click the ‘Agree and instal’ button to proceed with the installation. 

Step 3 - installation Progress (Sfick Sc go Sach fo Sep 3} 

' The installation progress wii be displayed...
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..and on compietion, the restart cialog will be displayed. 

Step 4 - Restarting Your System 

'n order ior the installation to take effect, your corrputer needs to be restaried. 

pn 
‘You must restart your systern for the configuration changes tc take 

effect. ; 

Oe Mick Yes’ te restart naw ar ‘No! if you plan te manually restart later. 

WH
; 

      

  

  

Tro O LEB CES 

Please save any unsaved data and click ‘Yes' to restart the system. if you want ic restart ihe system at a later time, click ‘No’. 

  

  
NS The installation will taxe effect only on the next restart of the computer. 
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Step 5 - After Restarting Your System 

  

After restarting, a ‘thankyou’ screer: will appeer. This contains a summary of the componenis you chose to instal as well as 

some friendly advice. You can aiso purchase license key fom this screen ff you have not done so already. 

    
  

                          
This screen wil! appear every time you start your system. If you do not want the screen ic be displayed cn every stert up, select 
the check box ‘De net show this window again’ before closing the window. 

if your computer is connected to a home or work network, then you are prompted to configure # at the ‘New Network Cetected!' 
dialog. At the tos of the diaiog, the connectivity moce will be displayed, whether wired or wireless.
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Please select yaur location: 

  

      

  

    
    

        

y netwarks again   
¢ Select your location from the three options above 

e Seiect' Da net aulomaiically detect new networks’ If you are an experienced user that wishes to manuaily set-up their 
   y ra ok Yanan! tian 4 BSenanldis Shasta LAS y eed! vesk Canes’ and through the ‘Sksakh Sosss Wizars} awn trusted networks (this can be cone in 'Nes 

The main interface wil! be dispiayed:
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         NA NS 

a « ~ 
  

  

      
    

      
es     

          

  
foreground trom the Task Manager interface. Refer to the section ‘Manage O88 Tasks’ for more deiails. 

XN

IBM - Ex. 1002-Part 5 of 10, Page 2161 
IPR2025-00379 (IBM v. Croga)



   

  

   

  

         

ASS 

eet 

  

           
    

    

> 
ws Check for signature updetes Completed 

OY Download signatures . In Progress 74.7%}     
  

  
    

The screen will display deiails such as download speed, how much has Seen downloaded and the progress of the process. You 

can also send this task to the background by pressing the ‘Send to Background! buttcn and retrieve # in the ‘Task Manager’ 

interface. Refer to the section ‘Manage Of Fashs' for more details. .
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SN 

     

        
  

        

> : 
ss Check for signature updetes Ccempleted 

ss" Download signatures Completed 

3° Install signatures Cerapleted 

  

CIS wil commence a Quick Scan of system memory, autorun entries, hidden services, boot sectors and other critical areas 

automatically afier the virus daiabase has Deen updated. 
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xy 
+ — If you do not want the scan to continue at inis time, click the 'Stop' button. 

After the scanning is compleis, the resuiis screen wili be dispiayed. 

  

  

  
  

    
    

    
    

                            
i any threats are detected, they will be displayed and you can choose to ake appropriate action from any of the drop-down 

fields in the screen and click ‘Apply Selected Ac¥ons’ buticn. Refer to the section ‘Pyssessing ifectes RESS for more details. 
  

fmportast Notc: After successful installation, you need ip activaie the license for using the product. In order to get your 
guarantee coverage, you need te activate the jicense first. 

» For full explanation on activation oi license aiter installation of the product, refer to Aetiy: 

  

» — For full explanaiion on activation of your guarantee, refer to Ackivating Your Guaranfes Soyerags       

1.3.3. CIS Complete - Installation and Activation 

  

Nos - Before beginning installation, please ensure you heve uninsialied any other anivirus and firewail products that are on 
your coreputer. CHsk Bere to read the full note. 

      

Comodo Intemet Security Complete can he downloaded fm wrav.camads 5 
SS affer signing up for subscription and includes Gomade Srage 

Nes NS 

   SR 

  

RARNNRS NSNSNSISSS 

。 Choose whether you wani the 32 or 64 dil version af CIS then click ‘download’ 

e If you are unsure which version you need, select ths 32/64-bit Windows Installer. This execuiabie contains BOTH 22 
and 64 bit installers. The setup routine wil automatically detect which version cf Windows you have and instal! the 
appropriate version. Please note, the Universal Windows Installer is a much larger cownicad than the incividual 32 or 

.

IBM - Ex. 1002-Part 5 of 10, Page 2164 
IPR2025-00379 (IBM v. Croga)



“pefeidsip aq yim ealcs UDHE:nDydoo ao8sllslsui su 
) 

uoReNGyu0D UoIepeysuy- z days 

“YO, Yolo Due Nuaw Laop-dosp ayy Ww 6q 

Gil3islduo3 内 Eno3S 9datu| OPOUIOD PUP SNUNLOD pineds PUEZIM SLA USIA NCA YOIYAr Ui; sfeniuey ay) joslaS le 

4, FD) o 

  

OGOWOD Ag - (saqe7S payur} Usll6u   

  

  

  

“pefeidsip ac jum Gojeip Uoiiosjss abenBuei st 上 

ofenBuez soepopuy ou; Bursooys - ¢ days 

 IBM - Ex. 1002-Part 5 of 10, Page 2165 
IPR2025-00379 (IBM v. Croga)



ioptionalh: 

  

  

  

  

if Based Behavint Analysis” of unrecagnized program 
a 

rogram usage {2 Gg. clicks, crashes, #rrars ete} statistic   
        

If you click ‘Customize Installation’ then you can choose asyssees options. These include which CIS components you 
wish fo instal, the ability to chcose CIS installation path and other advanced CIS configuration seitings. 

Receive Comodo News and Notifications 

If you wish fe sign up for news about Comoco products then enter your emai! address in the space provided. This is 
optional. 

Cloud Based Behavior Analysis 

Any file that is identilied as unrecognized is sent io the Comodc instant Malware Analysis (CIMA} server ior behavior 
analysis. Each file is executed in a virtual environmen on Comods servers and tested to determine whether it contains 
any malicious code, The resus will be seni Dack to your computer in around 15 minutes. Comodo recommends users 
leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ jink. . 

Send Program Usage Data 

Comodo collects collects the usage deiaiis from milions of CIS users to analyze their usage pattems for the continual 

‘ enhancement of the product Your CIS instillation will collect details on how you use the apptication and send them 
pericdically to Comodo servers through a secure and encrypted channel. Alsc your privacy is protecied as this data is 

sent anonymous. This data will be useful to the engineers and developers at Comode to identify the areas to be 
developed further for delivering the best Internet Security product. Disabie this option if you do not want your usage 

efs leave this setting enabled. You cen change this setting om 

$ interface, af anytime after installation, 
   
    

  

RS ae 
ASYSHCS 

Please review and/er medify the settings in the dialog. 
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\ ce —. | comano \ 

in the next scfesen, you can choose to configure vour DNS Settings and Srowser Home page. 

  

Click the ‘Next’ button. 

    
            

if you click ‘Customize Inslailation’ then you can choose asyasses options. These include which CIS componenis you 
wish to install, the ability to choose CIS instalation path and other advanced CIS configuration seitings. 

DNS Settings 

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves ail your DNS requests 

exclusivell’ through Comede's proprietary Directory Services Platform. Comocio’s worldwide network of redundant 

DNS seers provide fast anc secure Intemet browsing experience without any hardivare or software instalation. 

In addit.or, Comedo's Secure DNS ensures safely against attacks in the form of malwere, spyware, phishing etc., by 
biocki'iq 2¢cess to malware-hosting sites, by any program running in your system. 

For tnore details on Comode Secure ONS Service and to know how to enable or disable the service, refer to 

mm this step of insiallation of CIS Complete, the DNS settings of your computer can be changed automatically to direct 
to our DNS servers. You can disable the service at anytime and revert fo your previous settings. 

To enabie Comodo Secure DNS, select 'Chenge my DNS Servers to COMODO SecureDNS Servers. Click the What 
is this’ tink to Know more about Comodo Secure DNS servers. 

Browser Homepage
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Your default browser home page and the search engine will be set as Yahoo! . 

End User License Agreements 

ead the compiete User License Agreemenis by clicking the ‘License Agreement links of Comodo infemet Security 
and Privfog respectively before proceeding with the insiallation. To read the PrivDog privacy policy link, click the 
Privacy Policy link next fo it. 

  

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY SEFORE DOWNLOADING, 
INSTALLING, OR USING COMCDBD'S ANTIVIRUS, FIREWALL OR INTERNET 
SECURITY SCF TWARE AND REMOTE PERSONAL COMPUTER SUPFORT 
SERVICES (THE "PRODUCTS"} THE PRODUCTS MEANS ALL OF THE ELECTRONIC 
FILES PROVIDED EITHER BY DOWNLOAD. OR ON PHYSICAL MEDIA (CD-ROM, DVD 
OR OTHER MEDIA THAT IS PROVIDED WITH THIS LICENSE AGREEMENT. 
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE BY 
DOWNLOASING, INSTALLING, OF USING THE PRODUCTS, OR BY CLICKING ON % 

OCEPT" BELOW, YOU ACKNCOWLEDSSE THAT YOU HAVE READ THIS AGREEMENT 
THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE SOUND BY ITS TERMS 
IF YOU SC NOT AGREE Ti THE TERME HEREIN, DO NOT DOWNLOAD OR USE 
THE SOFTWARE, SUSSCRIBE TO OF USE THE SERVINES, OF CLICK ON "I 
ACCEPT". , 

This end user license and subscriver agre 
公 

3 rent is between you "yeu" er 
“Subscriber"}, as either an incividuai ar 2 

2 
@ business entity, and either: 

a. F yau are nat lacated in China, Comeda Security Solutions, Inc. which nas its 

principal place of business at 1255 Gread Street, Suite 100, Cliften, Nev Jersey 
07G13, or 

b. if you are loceted in Ching. Beijing Coreda Sothvare Deveicoment Cc. Ltd. which 
has its princtoal place af business a: 401 Tower 5., Fengien international Plaza, 

32 Beidajie Xizhimen, Haician District, Bejing, China. 

    
click ‘Agree and Insta to Seais 

Customizing Installation 

Clisk the ‘Custornize Installaion’ link to seiect the components ic be installed, enable security popup alerts to be minimized and 
choose instailation path. 

Selecting Components to install (S8e8 & ge SacS fo Ssp 2 

e Click the ‘instailation Options’ iab ts setect the components to be installed. 
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4 Install COMODO Dragon Web Browser ， 

COMOND Internet Security 

An unbeatable cornbinatian cf: / 

COMOADG Antivirus 

» Batects, biecks and elimineies viruses frern desktops and networks 

e Constantly pratecis with realdime On Access scanning 

e Baily, eutomatic updates of virus cefnitions 

  
  

Tatal Downlcad Size: 141 M8 

  

Defense+ components and Comodo PrivDog. Installing CIS Complete is mandatory fo qualify for the \ VEUS free 

guarantee. 

install COMODG GeckBuddy - Selecting this option installs GeekBudcy, a 24 x 7 remote suppen service in which 
Comede experis can help you solve any computer related problems you may encounter. Refer to the section Gameds 

Say for more details. Sakis 

install COMODO Dragon Web Browser - Selecting this option installs Comoce Cragon, a fast and versaliie Inlemet 
browser based cn Chromium technology and infused with Comodo's unp2raileied ievel of secunty. Refer to the section 

Samade Orage for more details. 

+ — Install COMODO Backup - Selecting this option instalis Comodo Backup, a powerful and ezsy-to-use desktop 

application thai helps home and business users protect their valuabie data agains! damage or ioss. Reler ic the 

section Gomedes Sackus for more celails. 

Configuration Options 

, « — Click the ‘Configuration Options’ tab to configure pop-up alert options.
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fs; Do not show alerts that request security decisions as much as possible 

下 Slgeeceestioun peeiatiogsceres Bacengeelh fest This secuniy configuration canligures Firewall, De 
meget . Sie ns vy pins 2 errs ore such 3 way that ponun aerts are automatically €   

    Do Not show alerts that request security decisions as much as possible - When this option is selecied, CIS is 
configured to automatically deai with most issues in a secure manner without raising a popup ale: - thus minimizing 
user intervention. Most users should leave this option at ihe default stale of enebled. Advanced users wishing to gain 
greater insight into CIS actions and/or ic have more control cver security decisions may wish to disable this option. 

Choosing installation Location 

Click the ‘Files Locations’ tab to choose the instailation paih.
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Choose the installation path: 

    

    

        This interface allows you {o set the installation folder for Comodo Iniemet Security. Th 
Filesi\COMOCOICOMODO Internet Secunty. If you want to install the application in 2 focation cthe 
click ‘Browse’ ic choose a diferent location. 

Alter customizing your installation, click the ‘Back’ bulton to return to the installation configuration screen. 
{ 

Click the ‘Agree end Insiall’ bution to proceed with the installation. 

Step 3 - installation progress (fa fo ge Sask fo Nep 3) 
a 

The installation progress wii be displayed...
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..and on compieticn, the restaft dialog will be displayed. 

Step 4 - Restarting Your System 

in order fer the insisllgtor: to take effect, your computer needs to be restarted. , 

CYC CCQ 

‘You must restert your system for the configuration changes tc taxe 

effect. 

Click Yes’ te restart now ar ‘No' if you plan te manually restart later. 

  

  
_ Please save any unsaved data and click ‘Yes’ to restari the sysiem. # you want to restart the system at a l@ier time, click No . 

  

Nike: The installaiion will take effect only on the next resiart of the computer. 
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Step 5 - After Restarting Your System 

After restarting, a ‘Start Up' screen will appear. This contains a summary of the components you chose ic install as well as soma 
friendly advice. You can aiso purchase license key from this scresn if you have rot done so already. 

SEAN as 

          

  

              
    

          one ry start up, 2 

  
1his screen wil appear every time you start y 1. If 
the check box ‘Bo not show this window again’ before closing the window. 

if Your computer is connectad to a home or work network, then you are prompted io configure ii at the 'New Network Detected!’ 
dialog. At the ton of the diaiog, the connectivity mode will be displayed, whether wired or wireless. ，
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” 
   

    

Please select yaur ioration: 

  

  

    

  
  

  

  
      

fe: Do not detect new retywarke again 

¢ Select your location from ihe three options 

° Select 'De not automatically detect new networks’ If you are an experienced user that wishes to manuaily set-up their 

own trusted networks (this can be cone in ‘Netvesk Zanes’ and through the ‘Steaks Forts Mizars}. 

The main interface wil be dispiayed:
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foreground from the Fask Manager interiace. Reier to the section 

2 } Fa 

progress dy 
RS a Sf? YY 
Naviage OFS 

， 

CIS wiil siaft its first virus database update at the background. You can view the progre 
csp! F, 
cS 

bringing the update task to 

or more deiails.
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Check for signature updates : Cernpleted g p ; 

SS Dowalead signatures : i In Progress (4.3%) 

The screen will display ceiails stich as download speed, how much has Seen downloaded and the progress oj the process. You 

can also send this las to the backaround by pressing the ‘Send to Background’ button and retrieve # in the ‘Task Manager 

interface. Refer to the section Masage CS TYSSSS for more details. 
~
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UY, 

  

NS . : Completed 

ss" Download signatures : Completed 

Install signatures : Completed 

  

  

CIS wit commence a Quick Scan of system memory, autorun entries, hidden services, Doo sectors and other critical aneas 

auiomaticaily afer the virus daiabase has been updated.
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4 

fany threats are detected, they will bs displayed and you can choose to take appropriate action fom any of the drop-down 

Helds in the screen and click Apply Selected Actions’ button. Refer to the section Presessing iniseies 

fyortans Noise: After successful installation, you need to activate the license ‘cr using the product. In order to get your 
guarantee coverage and TrustComect sevice enabled, you need ic activaie the license first. 

e For full explanation on activation of license after installafon of the produci, reier to : 
i 

e For full explenation on activaticn of your guarantee, refer to Ac8vating Your Gk 

1.3.4. Activating CIS Pro/Complete Services after Installation 

CIS Pro and CIS Complete should be activated after installation for contiuned use of the product. You will get alerts ic activaie 
the license if it has not been dene so. 

1.3.4.1. Activating Your License \ 
NU. 

。 Start the Comade Internet Security application as expiained in the section Slaring Comodo bxernet Secarhy, 

Step 4: To activate your License, click ‘Activate Now beside ‘Subscription’ in the home screen.
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in order to activate: 

Afake sure you are connected te the Internet 

to obtain cre 

i register your gresuct 

License Key: 
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Ace 
, « You should have received your License key through emai if you have purchased CiS Pro. For CIS Compiete, the 

license key is available on the DVD itseff or printed on an insert included in the bex packaging. Enter the lisense 
key and click ‘Activate’. 
  

Tip: H you haven't subscribed for Comodo Iniernel Security - Pro or Complete so far, click the ‘click here’ fink. You will be taken 
to the Comodo website enabling you to purchase the license. 

      

  

        

In order to activate: 

Sf Make sure you ere connecied ie the Interne! 

erg to obtain: ene. 

ee Activate the Ucense and register ysur sreduct 

License Key: 
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#f you have not registered as an user in Comodo Accounts Manager (CAM), the foilowing screen will be displayed.
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B “Ereal Address | 
SPLOT IONE ELLE LOL LEE EEO LOLOL LOOT COLL COLER DEORE OLED OLY   
  

Couriry   
  

  Meee eters tee cette tee eee eee tee 

  

  

  

: SS 
* tang m : Bw * Passunird Username ae VSN: assy: 

ee 

* Mandainry Fiett
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:United States of America 
  

  
  

State iTenas 
  

  

    

  

RAR e tenable 
  

0052 a usarname and password anti create 3 COMOCC account, YCu can use 

your account ta Manage your licenses through Mins Vaccourds comocs som       

    
     

        

  

    | * Usemarne: :dbumpsted NS * Password 
     | *Mandatnry Field 

- |Name Enter your first name _ 

  

Last Name Enter your last name 
  

Email Enier your email address 

  

Address a Enier your address 

  

City Enter your city name 

  

County Select your country from the drop-down box 
  

- | Sate Select your state from the drop-down box 

  

Address Enier you full address   
  

Create a new COMODO Account 

      * Enter your username and password lo create a new Comods account with Comodo Accounis Manager (CAM) 

  

e Click ' Regisier ， 

Qn successigl vaiidation, your subscription will be activated and a ccniirmalion screen will be displaved.
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You have successiulls ad your product. 

    

        

  
Click ‘Continue’ te exit the wizard. 

For CIS Pro users - Your CIS Pro product will de activated. 

For CIS Complete users - Your CIS Complete product will be activated alcng with Cemode Backup and TrusiConneci 

Accessing Comdo Backup oniine sicrage space - Use the login credentials provided during the CIS Cornplete 

registralion step. 

=。 Using the TrusiConnect service - The TrusiConnect service e wil be automatically enebled atter successful activation of 
ihe license. Please refer to the section TrustCasnest Qverview for more detalis on how to use the service. 

  

Yis: You can alse enter your activation key by clicking the link ‘Enter a license key in the About dialog, accessibie by clicking 
Seip ican > About from the eke bar.       

The main interface wil! display the number of days lefi for the license before it should be renewed.
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1.3.4.2. Activating Your Guarantee Coverage 

The Comodo Guarantee is available to customers of CIS Pro and CiS Compiete versions. Before enabling guarantee coverage, 

customers should firsi have activated their licence. FU details on activating the ficense can be found in AsSvating Your 

sense section. Se 
MSY 

。 Please note that # you wish ie use and activate the Comodo guarantee then you must have installed Comodo 

internet Security (both Antivirus and Firewall components) and Comodo GeekBucidy. You must also have run and 

  

Agreemen’ (EULA) for full detaiis, 

Limits: The guarentee is limited to the lesser of: 

, ° The aciuai cost of the computer: 

e An aggregate ‘otal of $506 for all claims paid under a single license key, and 

¢ The actuai cost of a Comodo ssecified and authorized third parly provicer ic repair the computer to an 
opereing condition (‘Guarantee Limit’. 

+ — The guarantee is limited io repairing the computer over the Intemet to an operational slate and exciudes all 
claims ‘cr lest or expected orofits, lost or corrupted daia, iost or deleted work, or lost or damaged perscnal files. 
Comodo does not suarantee against the less of any file or informazion. The guarantee is void if you breached this 
agreement, faiied to fallow the procedures described in this Section: 3 ol the EULA or failed to pay any fees 

applicable to your use of the Software. 

e Ful Terms and Conditions on the Comodo Guarantee Coverage can be reac in Section 3 of C!S EULA (Step 2 of 
eS Sh oN 4 

the Insiallation process for S88 See and Step 1 for SSS Campists}. 
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more details on running an Antivirus Scan SENN kere. 

               ilo
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Step 7: To aclivale your guarentee coverays, click ‘Not Activated’ beside Warranty’ in ihe home screen. 

  

              
  

  

                
A iull system scan to remove all known viruses is a mandaicry requirement if your computer is to be eligible ior guarantee 

  

vating your CcavEerage. 

Would you like to de it ncn? 

  

  

  

Click Yes’ to run a full computer scan. Refer tc the seciion Rus a Falls 
computer and cleaning the inlacted fies. All the infections anc thre: 

computer to be quaiify for the warranty. 

    

Step 2: The next stage is to run the Guaranise Activation Wizard again. 

° Click 'Not Activated’ beside ‘Warranty’ again. The Guarantee Activeion Wizard wil siart and on compietion the 
‘successfully activated’ screen will be displayed.
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。 Click ‘Continue’ lo complete the activation wizard 

Successfully activating your Guarantee will change the informaticn displayed beside Waranty in the Home screen.
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1.3.4.3. Renewal of Your License 

in order te enjoy continuous services irom Comodo after the license peried of your CIS Pm/Compiete has expired, you nead to 
renew your License. ， 

To renew or upgrads your license, click the ‘Activate Now’ link beside 'Subscription on the CiS home screen (alternativeiy, click 
"No. of days lef?’ 

The Product Activation Vizard will start. 
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In orderto activate: 

        
é 

Mahe suté you are consecied ic the interne: 
      

re to obtar ene              
SES SS Activate the Hcense and register your sreduct 

    
License Key: 
      

    Noavovecveves   
  

See 

      

  

SN 

  

   

         

        

。 Ciick the ‘click hers’ link. ‘You wil be taken to 

° = Select your CIS Package. ; . 

° Seiect ‘returning user’ in the ‘Sign-up Information’ area, enter your login and password and compleie the payment 

procedures. 

The License key will be sent to you by email, Aofivate yeus License using the new key to enjoy the continued 
services. 

1.4. Starting Comodo internet Security \ 
Alter instailation, Comodo Internet Security automatically starls whenever you start Windows and the CIS Widgel wil! be 

displayed. In order to configure and view settings within Comodo Intemst Security, ycu need to access the main interface. 

There are 4 diferent ways to access the main interlace of Comodo Infernet Security: 

  

* Click Start and select Ail Programs > Comado > COMODO Infernet Security > COMODO Internet Security. 
|
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Saas SS 

e Just double click the shieid icor in the desktcp to start Comode internet Security. 

  

e dust click the information bar in the widget! to start CiS 
oS    

   

You can also view other detaiis in the widget such as inbound end outbound traffic, number of tasks running, shortcuts to 
common CIS tasks and browsers and links ic social media sites Twitter and Facebook. Refer to the section ‘Tse Wisget for 
more details. 

CYS Fray ison 
。 Just double click the shieid ison to star: the main interface. 

WSS 

By right-clicking on the tray icon, you can access short cuts to selecied settings such as enabling cr disabling Antivirus real-time 
scan, Firewall, Behavior Blocker, Widget, Game Mode cpticn anc switch the CIS to Advanced or Compact View. 
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   WAG 

\N antivirus > 
Firewall » 

Auto-Sandbox 

Game Mode 

  

    

    

   
   
    
     
  

Advanced View 
  

   

    

  

Widget 
  

   Open... 

Exit 

Game Mode - Switches CiS to Game Mode to enable you to olay your games without any interruptions from vaticus alerts in 
your computer. The operations that can interfere with users’ gaming experience are either suppressed or posiponed. 

in game mode: 

¢  Defense+/Firewall alerts are suppressed as if they ane in iraining mode; 

e AV catebase updates and scheduled scans are pasiponed until the gaming is over, 

¢ — Automatic isolation of unknown applications and real-time virus detection are still functional. 

Deactivate Game Mode to resume aleris and scheduled scans. N 

Widget - G8ck Sere for more details on CIS Widget. 

Refer to the section "Te Syste: Tray ices for more deiails. 

1.5. The Main Interface 
The CS interface is designed to be as clean and informative as possible while letting you carry ou! any task you want with the 
minimum of fuss. Each tile or the home screen contains imporlant secusity and update information and allows you ic quickly 
delve further into areas of interest. ! J 

e Click the curved arrow at the upper right fo switch between the Some serses and the Sasks intssace. 

Insianily run a virus scan on 2 file or folder by draqging it inio the scan box. 

e — Switch cn ‘Game Mode’ io make sure nothing interrupts you while you piay a full screen game. 

* Change the entire Icok anc feei cf the home screen from Advances Settings. 

* The Task Bar at the boitem of the home screen aliows one-click access to important features such as the antivirus 
scanner, the Viruai Desktop, the update checker and the CIS Task Manager. 

  

*  Filp between ‘Compact View-and ‘Advanced View’ by using the toggle button at the upper lett 
system vay icon 

of from the
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Antivirus Information Title bar 
gg and Quick Access tile = controls 
etween S 

Compact AS QQ QQ QQ Qa ww \ eagle 
iew etween 
and : : . S S 、 Home Screen 

Advanced NS and 

View Tasks Interface: 
Firewall 

Security Information 
status and 

information Quick Access 
tile 

Defense+ 

Information 

and 

Game Made Quick Access 
switch tile 

SSS 

‘Updates 
Information 

and 

Quick Access 
tile     
  

Taskbar contains shortcuts for frequently executed tasks 
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Advanced View 

  
  

   

        

  

    

   

  
   

      
  

            
  

  
        

Toggle ‘Antivirus pane § "Defense+ and Sandbox pane} :Firewall pan 

between i * 

Compact 
View 
and 

Advanced “Toggle 

View between } 
Home Screen } 

and : 
asks Interface’ 

Instant Scan 
drop box 

Security 

Game Mode . status 
information                   

  

The advanced View shows antivirus, firewall and sandbox activity in greater detail. This includes ine number of detected threats, 

last virus daiabase update time, number cf inbound and outbound connections and more. , 

This view aiso ailows you to quickly change security settings for sach component 

. Click the following links tor more information: - 

  

1.5.1 . The Home Screen ‘ 

You can switch the display between the ‘Home’ screen and the ‘Tasks’ interface by clicking the green arrow at the upper right of 

the interface: 

“ yviow. Use the bution at the top-lefi to 

  

The home screen its ladle in iwo formals, “Somgast 

. switch between them
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The follewing areas are common to both compact and advanced views: 

NG 
° SNSMIGY SENNS SO HS 

SSW Keay wmnsyscin 
° SENS HAY CGH AS 

xX ss S om 
° SNE NSVE 

Compact View 
’ 

_. 

   

   
—_ 

Compaci View presents a simple, easy to undersiand interface thai allows users to quickly launch Key tasks and gain an 
immediate overview of the security of their computer. The largs ‘security information’ ile on the left provides at-a-glance 
information on overail system security and allows you io run an anpronrizis CIS task if threzis are found. The four Hes on the 

right provide infomation from specific CIS security components and act as shorisuis to run an instani antivirus scan, run an 
update, view network tailic and ic configure sancbox/hes: intrusion settings. 

  

between 

Compact 

Advanced & 

Toggle 

View 

and 

View 
  

  

  Security 

information 

status x     

  

  
Game ModeN 

switch       
    

    

  

OPPS 

  

Antivirus Information 

and Quick Access tile       

r contains shortcuts for frequently execut 

  

N 

    

   

  

      

eee et 

e d ta 

Title bar 
controls    

     
   

      

    

       sks 

  

    
i" . SSNAANENANAANY 

Toggle 
. hehween 

Home Screen 

OC
LC
 O

CO
LI
T 

CO
LE

 M
E
L
E
E
,
 

Information 

and : 
Quick Access : 

    

      

   

      

til     
  

Defense+ 
Information 

and 

Quick Access 

tile 

NS 
SN 

  

  

Updates 

Information 
and 

Quick Access 
tile       

The security information ile on the left will inform you if any component is disabled or any if other problems are found: ， 

  
  

  

  
    

  
        

                     
IBM - Ex. 1002-Part 5 of 10, Page 2195 

IPR2025-00379 (IBM v. Croga)



  

You can easily rectify the issue by clicking the ‘Fixit’ bution. CIS will automatically iake necessary actions io resolve the 
probiem. . 

From the Compact View cf the home screen you can: 

Jeeaganle ae dy San 
9 MUBANGY SCAT ANHOCIS / 

a 

OS NS SS 人 RN NSS oe NS qaecyiie eons sais o NS HISSING SHONTNY Compossys 

Click the ‘Antivirus’ tie in the middle of the (cornpact) home screen to open the drag-and-drop scanner. ; 、 
  

  

      

  
  

  

  

To run an instant scan, navigate to the Siefoider that you want ip scan and jusi drag-anc-Grop ths file into the ‘Scan Opbjecis: 
box. The virus scan will commence immediately. Refer to ‘iss can indivineal SSS asa Faisers’ fer more Geiails.    by “hy

, 

zG
5 

ei
 

~ SA = RS cea - . sghkic my NAN easpioihy wWrstrants HSNO OF SISSS FQCHINY COIS 

The four tiles on the right can each be flipped to displey more detaiied information and options 

* Antivirus - Click the Antivirus #le to flip open a mere celailed tile which displays current antivirus seilings, the number 
cf Getected threats and the drag-and-dmp scanner. 

° — Click the link at the fop-right fo quickly switch AV modes between ‘Cn Access’, ‘Siateful’ and ‘Disabled’. Refer 
Hf IPPs of 2 v PASSA wat 网 

to the section SS Scanner Settings’ for more ceiails. 

  

  
  

  
  

  

  

            
                        

° — Click ‘Antivirus’ at upper-left to open the 'Reaitime Scanner Settings’ interface. Refer to the section ‘Neal.IBM - Ex. 1002-Part 5 of 10, Page 2196 
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WX WN NS ESE     

    

     

SN * SV sitocese! is fae Scanner Settings’ for more detaiis. 

  

。 — Click the 'X’ in the top righ? comer to return to the 4-tHe view. 

* Firewall - Click the Firewall tile to flip open a more detailed pane which displays the current firewa'il mode, the number 
cf Getected network intzusions, lhe number of current inbound and outbound connections and the share of network 
bandwidth used by intemei-connected applications. 

。 — Click the link at the top-right to view or modify the current firewall mode. Refer to the section 'Firawsal} 
Rassias Satins! ie SeSayior SSSNSSSS for more detaiis. 

  

  
  
  

  

        

    
  

    

    

  

              

e Click ‘Firewall’ to cpen the detailed ‘Firewall Settings’ interface. Refer to the secticn ‘isswail Sehavioy 

: ‘s' for more cetails. 

    
。 — Click the numbers over ‘inbound’ and ‘outbound’ to open the View Cessseiicns dialog. You can aiso do this 

dy clicking ihe application names at the bottom of the pane. 

° Click the X in the fop right comer to return to the 4-e view. 

°  Defenset - Click the Defense+ tie to flis open a more delailed pane which displays the currenl Auio-Sandbox end 
KiPS modes and a siatistica! summary of events handied by the Behavior Blocker component. 

+ Click Auto-Sandbox to open the Behavior Blocker Settings interface. Refer to the section ‘Behavior Blocker’ 

for more detais. - - 

。 Ciick the link ic the right of this to view and modify auto-sandbox security leveis. Refer to the section 
人 rmore ceiails. 
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SNS 

    

+ — Click HIPS to cpen the 'HIPS Settings’ interface. Refer to the section ‘SiSS Sesayior SeXings' for more 
details. 

  

  

  

            

  

  

  
  

° — Click the number of Blocked intrusions ic open the Desenses Leg Vows     
   

ay module. 

。 Click the number of Unrecognized Files ic open the § interface. 

* Click the number of Sancbexed Apps ic open the Activs FPrecess Lst diaiog. ie
s 

$ 多 7 

* ‘Updates - Click the ‘Updates’ lile ic open a more detailed pane which dispiays when the virus database was last 
updated, the dalabase version number and the software version number. 
  

  

                

  

      

° Click on aither the time of the last update or the ‘Chek for Updates’ buttcn to manually check for availabie 
updates. Reier to the section Manage Virus Salabase and Product Updates section for more delaiis. 

e — Click the 'X' in the top right comer to return to the 4-ife view. 

Advanced View 

The ‘Advanced View’ provides a more finely-deialied view of the security siatus ci each of the Antivirus, Cefense+ and Firewall 
components. 

Switch io advanced view by clicking the toggle buiton ai the iop-lett of the home screen:
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“Comodo lnternet Security -UserGiide 
\ —     
  

  

  

   

   

  

   

   

      

Toggle SAntivirus pane s ‘Defense+ and Sandbox pane} is 

between ‘ y 

Compact 
View 

and 

Advanced 江 
aT Coe 

aaa 
between i} 

Home Screen } 
and : 

  

        
  

  

  
    

            

                        

       

asks Interface’ LOSES SOLE aces 

Instant Scan 

drop box 

Security 
Game Mode status 

switc 
information 

、 

Taskbar contains shortcuts for frequently executed tasks 

) Click the fcliewing links io find out more: 

o  Aativirss Sans 

e 6©>. Ysfeases and Sandbox Sans 

The Antivirus pane ailows you to configure antivirus mode, see when the virus databass was last updated, view antivirus logs 
and insianty scen files and folders. 

  
              

  
° = Antivirus - Cispiays the curreni security levei of the reai-lims anivirtis scanner. Click on the securily mode text to 

quickly switch between modes. Click ‘Antivirus’ to open the Realtime Scanner Settings interface. Refer to the section 
gis § : Sing’ for more details. Seeds 

+ Last Update - Displays when the virus database was updated. Ciick the text link to siart the updates again.IBM - Ex. 1002-Part 5 of 10, Page 2199 
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Se 

+ Defected Threats - Displays the number of maiware threats discovered so fer from the slari of current session as a 
fink. Clicking ihis number will open the SEN SS panel, 

       

° Scan Objects - Crag-and-drop files, foiders or even entire drives into this box io instantly scan them. Refer to. the 
; Sag Sansiye Vago NS ane Ce a aaa section insfagty Scan Sos ass Saidess for more delails. x 

  

ne Swot Sdn Nataesads seat NS Gas 
LANSISSt SW SANSHow Fans 

The Cefense+ and Sandhox Pane allows you to quickly configure Auto-Sandbex and HIPS settings, view Defense+ logs and 
easily view the number of blocked intrusions, unrecognized tiles and sanciboxed appiications. 

  

  

      

  

‘© — Auto-Sandbox - Cisplays the curren security leve! of the Behavior Blocker. Click on the security level itself io view or 
change it. Click Auto-Sand box to open the ‘Eehavior Blocker Settings inierface.' Refer to the section ‘Sehayies 

Aes’ for more details. ee 
MVS 

   
    

° HIPS - Click the text of the current HIPS mode to view or modify the mode. Click the word HIPS to open the 'HIPS 
Seitings’ interface. Refer to the section ‘MIPS Seyayior Setings’ for more deiails. 

¢ —- Blocked Infrusions - Displays ihe number of intrusions biocked by HIPS. Clicking on the numbered link will open the 
Defense+ jogs. Refer to the section Safanse+ Lays for more details. 

° Unrecognized Files - Cispiays the number of files that are not recognized by C!S. These files may be considered as 
awailing categorizaiion. Ciicking on the numbered link will open the Unrecognized Files screen which will allow you to 
tun a file-lcokup and to submit unknown files te Comodo for analysis. Refer to the section Usyseagnized Flas for 
more detaitis. 

    

* — Sandboxed Apps - Displays the number of applications that are currently running inside the sandbox. Clicking the 
numbered link beside it will open the ‘Active Processes List {Sancboxed Cnly}', which provides cetzils of currently 
sancdboxed appiications. Refer to the section ‘Wiew Active Sracess Uist for more details. 

    

The Firewail Pans aliows you fo configure Firewail settings, view the number of inbound and outbound connestions and the 
number cf network intrusion ailempis blocked by Firewail since ihe start of current session of CIS. 
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OC 

‘Firewall’ to cpan the Firewail Settings interface. Refer to the section ‘Firswall Sekaviay SSSESSS for more delails. 

/ 
e inbound / Outbound Connections - A numerical summary cf currently active inbound and outbound conrestions to 

ae and irom ihe system. Clicking on the numbered link will open the View Connections sereen. Refer to the section "view ， 
Astive femal Conssetisns' for more detaiis. 

° Traffic - The Traffic area of the pane displays a bar graph showing applications that are currently connected io the 
internet and are sending or receiving daia. The summary also displays the % of total traffic each application is 

responsinle for and the filename of the executable. Clicking on any application name will open the Wew Sonnestions 
screen. : 

° Network Intrusions - Cispiays the tcial number cf intrusion attempts biocked by firewall since the start of the current 
session. Clicking on the numbered fink wil open the Firewall Logs screen. Refer to the section SSENSSS Logs’ for 
more detaiis. 

. 

The task bar contains a set of shortcuts which will launch commen tasks with a single click. You can add any task you wish fo 
this toolbar. Click the handies < > on the ieft and right sides of the task bar to scroll through all tasks. 

  

NSSSN : NY 
* To adda task to the Task Bar, first open the tasks interface by clicking the curved arow al the top right: SN 

。 Expand any one of the ‘Genera’, ‘Firewall’, ‘Sandbox’ or ‘Advanced Tasks’ menus. 

* — Right-click on the task you wish to add ihea click the message ‘Add io Task Bar’. 

              
      

  

  

  

                            
                    

« The selected task will be added fo the Task Bar.
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  d # useful to add ‘Open Advanced Settinge’ to the fask-bar as it contains several areas important to the Yip - Many will find ds Vi ry 

configuration of CIS. To do this, from the ‘Home’ screen, click the Tasks’ arrow at upper-right, click ‘Advanced Tasks’ then right 
click on ‘Open Advansed Settings’ and select ‘Acd to Task 3ar’. 

  

    
  

e To remove a task shortcui from the Task Bar, right slick on # and choose ’Remove irom task bar’. 

  

Wise 3 Ny Stes har ANKteais SNS OMT SAHW sis 

The title bar (top right} contains shoricuts for: 

  

¢  Comode Mobile Security app for Android phones and iabiets. - Click the mobile icon EX: 
your device fo downlcad the latest version of the app. You can also get the app from our website, - 
Stns Nom asin 4 3 SySSane Nahe wean: : AR Se iy ale kXssdim.camads.comy! or from the Google Play app store al Sips: splay. ganglia. conysiorefapssiveials 

ne ) 

  

   

SRINRSS 

    

   

   
recomunenc CIS to ycur fiends and gel attractive rewards. Visit SNSS: sinsds.camasa.casy for more details. 

， 。 Get Hels - Click the help icon or the following options: . . 

; SN 

  

    

      

  

Saye Av ss mm oars Sond 4 RN 33 SNS. SS sy RASS ° Online Help - Cpens Comede intemet Security's oniine help guide at sXpcfssin. 
lect Ss Saw tx 2 SAAN vi so gates ©. 2 ER 
inisanuckian I9-Conigdo-iinernes-IaayPy Nin 、 

°  Supsort - Click this fink for the following options: 

° Diagnostics - Heips to identify any problems with your instailaticn.
IBM - Ex. 1002-Part 5 of 10, Page 2202 

IPR2025-00379 (IBM v. Croga)



     

  

Ms sis User Farasys. 

ve | 
Browse Support Forum - Links to Csiy    
Get Live Support - Launches the GeasSydsy support client, 

About - Displays the product versicn, virus signature database version, website database version (website jiiering 
URLs}, details of active Viruscope Recognizers and copyrighi information. The ‘About’ dialog also allows you to import 
a locally stored virus database and to enter a license key for CIS Pro. 

COMOOO 
internat Security Premium 

    

License Ke: 

B Patents Pending. - -Websites Database: a 

B Copyright® 2008-2074 CCMODCL 

  

  

Click imnort Virus Database to import a locally stored virus signature database into CIS. 

Click Eater License Kev to upgrade ic CIS Pro. Refer to the seclion ‘Activating OS Syatomnsiots Services alver 
SSSESNISS for more details. 

Thick 让 Escoge Details to open a dialog which shows the Viruscope Recognizers thai are active on your system. Refer 
to the Sshayior Siociss section for more details. . 

J 

Game Mode enabies you io play your games without interruptions or alerts. Operations that can interfere with a user's gaming 
experience are sither suppressed or postponed. \ 
in geme mode: 

Defense+/Firewall aieris are suporessed. 

Av databzse updates end scheduled scans ars posipaned until the geming is over. 

Automatic isolation of unknown applications and real-time virus deiection are still functionai. 

To switch fo Game mode 

Slick the Game Mode switch at the bottom left of the Home Screen
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SN       

  

                  

    
                

Deactivate Game Made to resume aienls and scheduied scans. 

. 1.5.2. The Tasks Interface 
The #ems in the Tasks’ area allow vou to configure every aspect of Comado interme! security.
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Tasks are broken down inic four main sections. Click the following ‘inks for more detaiis on each: ’ 

e Sesersi Tasks - Run antivirus scans, update virus database, view and manage quarantined threzis, view fogs of 

  

. Sly; Fizgwall Taaks - Allow or block applications, manage poris, menage nefworks and configure advanced firewall 

setiings. Refer to the seclicn Sewell Tass ior more cetails. 

      

   

=” SS - Run appiicaticns in avirtual environment and ccniigure sandbox setings. Refer to the section 
¥ ox Tasks’ for more celails. : 

i Tasks - Create a boot disk to clean up highly infected systems; install other Comodo software like 
KilSwitsh and Cleaning Essentiais; submit files to Comodo for analysis and gzin access to the ‘Advanced Settings’ 

interface. Refer to the secticn ‘Asvansed Tasks’ for more detaiis. 
    

  

1.5.3. The Widget 

The CIS Widget is a handy contro that lives on your desktop and provides at-a-glance information about overall security status, 
inbound and outbound traffic, sandboxed appiications, unrecognized ? 

unless itis disabled from the System Tray issn or in the Us 

    

Right clicking on the Widgat cpans s contexi sensitive menu similar to the one dispiayed when you right ciick cn the CIS system 

tray icon. The context sensitive menu ailows you to enable or disable CIS components and configure various settings. Refer to 
saction Ths Sysiem Tray fees for more details. 
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The color coded row at ihe top of the widget displays your current security staius. Doubie-ciicking on At Risk’ or 
‘Needs Attention’ opens the appropriate interlace for you to lake action immediaisly. 

The second row displays information about incoming and cutgoing network traffic. The network traffic row is displayed 

oniy # ‘Show Trafic pane’ under 'Widget options of CIS tray icon or Widgei right click menu is enabled. Refer to Y&e 
Sysisny Tray sos for more details. (Default = Enablea) 3 

The third row teils you current status of the CIS application: 

  

e The first button displzys the number of programs/processes that are currently running in the 

sandbox. Clicking the button opens the Active Process List interface, which allows you to identify and 
terminalia unnecessary processes.-Clicking the ‘More’ Sutton in this interface will open the KiliSwitch 
application. If Ki Switch is not yet instailec, clicking this Dutton will prompt you to download the apptication. 

了 NE NS S aes NS SN SS ad BSR Slew ata 六 ve 心 1 Refer to the sections View Sctive Fracess Uist and NE and AN! Ungaye Processes for more delails. 

  

    

       

  

* The second butio 
opens the Windows 

  

tells you how many CIS tasks are currently running. Clicking this Dutton 
see interface. 

e The third button displays how many files have been added io the ‘Unrecognized Files’ isi and 
are pending submission to Comods for anatysis. Clicking this button opens the Usresagaisesd SSss 
interface. 

The status row is displayed only if ‘Show Status Pane' is enabled. Check this by right clicking the tray ison or the 
widget self and look under ‘Widget’ oplicns. Refer to The Systems Tray fees for more delaiis. (Default = Disabled) 

The forth rew contains shortcuts ior the ve common tasks you have in the task bar at the bottom of the home screen. 

Clicking the shortcut on the widget will run the task. The ‘Common Tasks’ row is displayed only if ‘Show Common 
Tasks Pane’ is enabled under ‘Widget cptions of the CIS tray icon or the widgei right-click menu. Refer to Tse Systess 
Tray fener for more deiails. (Defauit= Enabled), 

The filth row displays the Drowsers instailec on your computer. Clicking on a browser icon will open the browser inside 
the sandbox for a secure browsing session. You can iell the browser is running in the sendbox because it will have a 
green border eround it. Refer io Suasing an apsiisstion isside Sys sandSex for more details. The 'Browsers' row is 
cisplayed only if ‘Show Browsers Pans’ is enabled under the Widget section of the CiS tray right-click menu. This can 
also be viewed by right-clicxing the widget isslf. Refer to The System Tray ican for more details. (Default= Enabled) 办 

The last row cn the widget provides links to social networking sites. This row is dispiaysd only if Show Connect Pane’ 
is enabied. To check this setting, right-click on the CIS tray icon and look at the ‘Widget’ section. Ailsmatively. ighi- 
click the widget itself. Refer ic Tse System Tray ison for more details. (Defauit = Enabled) 

You can expand or collapse the Widget by clicking the arrow at ths boitcm. 

1.5.4. The System Tray icon 

Doubie-ciicking the system: tray icon 
8    wil! quickly oper the CIS interface. Right-clicking the icon opens a context sensitive 

menu that aliows you to configure various application settings:
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   f 

     

  

   Antivirus 

Firewall » 

Auto-Sandbox 

  

    

  

  

   

  

Game Mode 
  

Advanced View    

  

  

  

Widget     
   

  

    Open... 

Exit    

  

  

~ gt SSE ce Aw: S, 2 NS Sasmack View Svances ios GOSIPSESS VRAY ASYESINLES Fwy 

  

Antivirus - You can enable or disable Real-time antivirus -| Antivirus —Cptions available are Cn Access, Siateful and 
scan. Disabled. Refer to Antivirus Sse for more delaiis. - 

Firewall - You can enable or cisable Firewall. | Fixewall - Options available are Biock All, Custom Ruleset, 
. Safe Mode, Training Mode and Cisabled. Refer to the section - 

foxy) mee ahle ar sje . . >| 人 eG. hele 2 sectio 
Auto-Sandbox - You can snable or cisable Aulo-Sandbox. | sirasssi Sahavios Selings' for more details. \ 

  

Refer to the section 'Sehavios Sosker for more details. 
Auto-Sandbox - Gptions available are Fuily Virtualized, 

| Partially Limited, Limied, Resizicted, Untrusied, Blocked and 

Disabled. Reier to the section ‘Nekavisy Slacker’ for mora 
deiails. 

  

HIPS - Options availabie are Paranoid Mode, Safe Mode, 
Clean PC Mode, Training Mode and Disabled, Refer to the 

¢ A RUINS Bowavine Sine ma section HISS Sekavisr Selings for more details.       
  

if you disable either the antivirus, the firewall! or the auic-sandbex from the right-click menu, then the security info bars on the 
main interlace and the widget will turn red. You will aiso see a pop-up waming which allows you to specify how long the jeature 
should remain disablea: . 

~ Disabling & Security companesnt reducas he prowection on 

this computer, 

How lang shouid it stay cisabled?. 

  

1& minutes 
  

  iS minutes 

20 minutes 

63 minutes 

  
} Permanantly 
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Select the period and slick 'CK’. Unless you have selected ‘Permanently’, the Sectfity component will be automatically re- 
enabled alter the stated time period has elapsed, You can, of course, manually re-enabie at any time by right-clicking the tray 
icon and selecting ‘Enable’ for the component in question. 

e Game Mode - Switches C/S inlo Game Mode so you can piay your games without any interruptions from various 
alerts in your computer. Operations that can interfere with the gaming experience are either suppressed or postponed. 

In game mode: 

»  Defense+/Firewail aferis are suppressed. 

* AV database updates end scheduled scans are posiponed until the geming is over, 

。 — Automatis isolaticn of unknown appiicaticns and real-time virus deiection are still functional. 

Deatlivale Gaus Mods to resume alerts and scheduled scans. 

« Advanced View . Switches the Home Scroon botvocn tampsel Vinw ane Advances View 

° Widget - Ssiect whether the SYisyss is shown and which widget components are inciuded: 

  

   

   

      
    

; w Show . Antivirus 

Always on top - Firewall 

3 : Auto-Sandbox 
- w Show Traffic Pane ee 

N Show Status Pane : Game Mode 江 

Nv Show Common Tasks Pane . N 
\N Advanced View N 
\ v Show Browsers Pane ww 了 

SN SSN v show Connect Pane LAC    
  

e Show: Toggles the widget on or off (Default = Enabled) 

¢ Aways on top: Displays ihe widget of top of all windows cu:rently running on your computer. (Defaulé = 

Disadiea) A 

+ Show Traffic Pane: Dispiays the network traffic row on the widgei. (Default = Enabled} 

°° Show Status Pane: Displays the security status tab at the top of the widget. (Default = Disabled) 

= Show Common Tasks Pane: Displays the row containing shoricuts te common CiS iasks. (Default = 

Disabled) 

° (Show Browsers Pane: Displays the row coniaining shertcuis to your instalied browsers. (Default = 
Enablea} 

e ”Show Connect Pane: Cispiays the row containing the shoricuis to sociai networking sites, (Default = 

Enabled) 

° Open- Opens the CS interface. 、 

e Exit - Closes the CIS anplication. 

1.6.Und 
va e AS > 

  

a 

了 
SSNSS 

° SSRN , 

WN ~ 
° SWAN ASS
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CIS alerts warn you about securily relaied aciivities at the moment they occur. Each aiert contains iniormation about a particular 
issue so you cak maxe an informed decision about whether to allow or dlock if. Alerts also fet you specify how CIS should 
behave in future when it encounters activitias of the same type, The alerts alsc enabie you io reverse the changes made to your 
computer by the appiications thal raised the security related event. 

  

Type of Alert 

Can de Antivirus, 

Firewali, HIPS, Behavicr 

Siocker,-Viruscope or - 

Cloud Scanner         

    

      

  
   

Description of activity or connecifon Firewall, HIPS and meine 
atiempi Behavior Blocker aiers 

are colo? coded to 

indicate rsk levei 

  

  

High visibiiity icons quickly inform you 
which applications and techniques are 
involved in an alert. Clicking the name 
of the executables here opens 5 

window containing more information 
about the application in question 

  

  

Clicking the handle 
opens the alss$ 

  

  

  

how to reaci to the 
: 六 

alert       
  

  

  

Ciick ‘Show Activities’ to open a list of 
zcuviies performed dy the process     

    

    

   
| Rememuer sa 

NS 

L
L
L
 

    
  

Click these options to allow, biock 

or otherwise handle the request 

      

  

Comoda Internet Security alerts come in five main varieties. Click the name of the alert (at the siart of the following bullets) if you. 

want more helo with a pariicular aiert ype. 

igris - Shown whenever vitus Dr virus-like activity is detested. AV alerts will be dispiayed only when 

  

Sioa and the option ‘Ss sak show axivirys alerts’ is disabled in Sealine Scanner Seiliags. 

* 3 - Shown whenever a process attempts unauthorized network activity. Firewall alerts will be 
yed only when the Sirswalt {s enabled and the option ‘8s sai show gos 

“ - Shown whenever an application attempts an unauthorized action or tries to access protected 
1/
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areas. HIPS alerts will only be generated if NS is enaNies and Se NOY show posse SiSSSS is disabled. 

  

           

e =©Sshavier Siecker Afsris (including Sevaied Syivkss 
operating system cr related files and when the Behavior Blocker automatically sandboxes an unrecognizabie file. 
Behavicr Siocker / Auis-Sanchey Alerts will be displayed only when suio-saasd$oxing is anabicd under 

_ Sshavios Siecker seitings. Privilege Alerts will only be shown SS esabfed. 

  

«  V&xseoge Alerts - Shown whenever a currently punning process aitampis to take suspicious actions. Viruscope 

wary # 2 Viruscope alert pops up 'cu!-of-the-blue’ when you have not made any recent changes to your computer. 

Viruscope Alerts will be displayed only when Virascape is NSS under Sehavior SocSer sailings. 

in each case, ihe alert may contain very impcriant security wamings or may simply occur because you are running a certain 
application for tho firet ima. Your reaction should depend on the information that is presented al the alert. 
  

           

  
  

Nate: This section is concerned only with the security alerts ¢enerated by the Antivirus, Firewall, HIPS and Behavicr Blocker 
componenis of CIS. For other types of alert, see Comose Nisssage Cenisys nosWicatiens, Notification Messages and 

inforsmaNos Mossagss. 

. ny 

Severity Level 

The shield icons at the upper left of each alert are coior coded according to the risk level presented by the activity or request. 

However, it cannot be stressed enough that you should read ihe entire alert before reaching a decision cn whether to allow or 
block tHe alert. ’ 

e Yellow icons - Low Severity - in mos? cases, you can safely approve these requests. The ‘Remember my answer 
cpticn is automatically pre-selected icr sale requests. 

。 Orange Icons - Medium Severity - Carefully read the information in the alert Gescription area before making a 
decision. These alerts could be the result ci a harmiess process by a trusted program or indicative of a malware 

attack. If you know the application to be safe, then itis usually ckay to allow the request. If you do not recognize the 
application performing the activity or conneciion request then you should block i. 

~ 。 Red Icons - Hich Severity - These alerts indicate highiy suspicious behavior that is consistent with the activity of a 
Trojan horse, virus or cther mahvare program. Caretully read the information provided when deciding whether to allow 
# to proceed. 

  

Nove: Antivirus alerts are not ranked in this way. They zhvzys appear with a red icon. 
  
  

  

The cescription is a summary of the nature c? the alert and can De revealed by clicking the handle as shown: 
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    NN: 

  

        

      

     

\ 

cineoans 

\ 

The Gescriniion iells you the name of the software/execuiabie that caused the alert; the action that it is attempting to perform 
and how that action could potentially atfect your system. You can also find helpful advice about how you should respond, 

Now that we've cullined the basic construction of an alert, let's iook at how you should reaci to them. 

\ 

Comodo Intemet Security generates an Anévirus alert whenever a virus or virus-like activity is detected on your computer. The 
alert contains the name of the virus detecied end the location of the file or application infected by if. Within the alert, you are also 
presented with response-cplions such 2s ‘Clean’ or ‘ignore’. ， 
  

be displayed oniy # the option ' Do noi show antivirus alerts’ is diszbied. If this setting is enabled, 

s will b2 displayed, This option is found uncer ‘Security Settings > Antivirus > Raaitine Scan’. Refer to . 2 
sigs ior More celails.      
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FS Clicking the Show Ac 

dialcg will display the list activities of the processes run Dy the agpiication, . 

The Show Activites link is available only # \irussoge is enabled under Asvasesd Sotings > Defenses > Sehayinr Nosker 
Setiags. | none of the processes associated with the infected appiication has started before the alert is generated, the Snow 
Agiviies link is disabied and wil! not open the Process Activities List dialog. 

TE es link at the boltom sight will open the Srscess Aciiviies List Siaiog. The Process Activities 

    

      

    
  
The following response-options are available: 

“es Clean - Disinfecis the file # a disinfection routine exists. If no routine exists for the ile then it wil be moved to 
submit the file/application ic Comodo for analysis from the Quarantine inierface. Refer 
for more delails on quarantined files. 

  

The Viruscope subsytem integrated with the Antivirus, also monitors the changes made to your computer by the virus 
oF Vi ‘ reverts them, if you cheoss to clean the infected fife or agplication, when 

    

7 

  

Nets: Thcugh Viruscope has power to reverse majority of types cf changes effecied by the processies) evoked by bjocked 
appiications, it has some limitations. Very few cf the file activities Sat make permanent changes could be reverted, Examples 
include: 

。 HDelelionofafile - 

。 Movinga file to a different folder/iccation 

* — Loading a file image into a process, i.e. DLL fie lbading     
  

° — Ignore - Allows the process to run 2nd does not attempt to ciean the fle or move it to quarantine, Only click ‘Ignore’ #. 
you are absolutely sure the fle is sate. Clicking ‘ignore’ wil onen thre firther eptinns: 

一 
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AAA NA 

。 Ignore Once -The fil2 iallcwed to run this time only. If the file attempts tc execute cn future occasions, another 
antivirus alert is displayed. 

» Ignore and Add to Exclusions - The fie is allowed to run and is moved to the Exeiusieys list - effectively 
making this the ‘ignore Permanently’ choice. No alert is generated if the same appiicalion runs again. 

。 — ignore and Report as a Fase Alert - if you are sure that the file is saie, select ‘ignore and Report as a False 
Aiert’. CIS will then submit this He to Cornodo ior.anaiysis..Hf the false-positive is verified (anc the file is 
trustworthy}, it will be added to the Comodo safe ist. 

  

Ped SN sun SEASSSES NS Sectesce MaASivis atin 
ASEM SS NOUS} 

aStinwe Nig > 

  

if you have chosen to not ip show Antivirus Alerts through Asvass ; 2 8: 
ss by leaving the option Do not shaw a J If CIS identifies 

real time, # will immediately bleck malware and provide you with instant on-screen rolification: 

WWW 

\\\ 

< \ . 

    
   

    

or cet ~ Maan Qeay 
RNSSUHS NSS 

a virus or other 

  

     

    

   

      

       
NS 

       

=| Hide these alerts 

WK 

Please ncte thai these antivires notifications will be displayed only wher ‘Do not show entfivirus alerts’ check box in Sy 

  

Sealthne Soa settings screen is selected and ‘Show notification messages’ check box is enabied in Advances Settings 站 

  

CIS generates a firewall aleri when it detects unauthorized network connection attempts or wher traffic runs contrary to one of 

your azpiication cr global rules. Each firewall alert allows you io set a default response that CIS should automatically implement 
if the same aciivily is detected in future. The followings sleps wil! heip you answer a Firewall aie:
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N Remember my answer a 
N 
NS SN SN SS WS SS 

‘Tis: Clicking the Show Activites link at the bottom right will cpen the Process Activites List dialog. The Provess Activities 

  

i ‘log will display the ist acivilies of the processes run by the appiication. 

The Show Activities link is available only # Wrascops is enabied under ASvasced SoWings > Defense+ > Sohayios Blocker 
gS. fi none of the PrOcessee associated wai he ae ai ‘on that makes the ¢ connect: 下 ee has started before the 
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1. ° Carefully read the information displayed in clicking the down armw in the alert description area. The Firewall can 
recognize thousands of sais applications. {For example, Intemst Explorer and Gutlock are safe applications). If the 

application is known to be safe - itis written directly in the security considerations section along with advice that it is 
safe to proceed. Similarly, if the application is unknown and cannot be recognized you are inicrmed cf this. 

If itis one of your everyday applications and you want to ailow i! Inlemet access to then you should select Allow. 

  

          

  

      
      

  

        

                                      

      
In ail cases, clicking on the name of the application opens 2 properties window that can help you dete:mine whether or 
net io proceed: 

ff you don't recegnize the application then we recommend you Block the applicaticn. By clicking the handie to expandIBM - Ex. 1002-Part 5 of 10, Page 2215 
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the alert, you can choose to biock the connection {connection is not allowed io proceeGj or block & terminate 
{connection is not allowed to proceed and the process/application that made the reauest fs shut down). 

EN ENS , 

  

  

  

  

          
      
  

    
« 

2. \f you are sure that it is one of your everyday application, try to use the Treat As’ option as much as possible. This 
allows you to deploy a ssesefined Srewail SEESS on the target application. For example, you may choose to apply 

the policy Web Browser to the known and trusted applications ‘Internet Explorer’, ‘Firefox' and ‘Opera’. Each 
predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of 

J application. 

  

  

  
  

  

          

  
                        

    

  
Remember to check the box Remember My Answer for the ruleset tc ba applied in future. 

3. If the Firewall alart reports @ behavior, consistent with that cf a malware in the security considerations section, then 
you should Diock the request AND select Remember My Answer ic make the selting permanent.
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        Comodo internet Sec    

  

Comodo Internet Security generates a HIPS alert based on the behavior of applications and processes running on your system. 

Please read the following advice before answering a HIPS alert: . 

  

    

  

    
  

  

    

  

7 

Et Remember my answer 

/ 

人 

NSS The Process Acivities 

dialog will display the list activities of the processes run by the appiicaticn. 

The Show Activiles link is available only # Viesscege is enabied under Advanced Sestings > Osfanses > Sekayisr Siscker 

| Sestisgs. Hf none of the processes associated with the application has started befcre the alert is generated, the Show Activities 
link is disabied anc will nol open the Process Activilies List dialog. -     
  

1. Carefully read the information displayed after clicking the handie under the alert description. Comodo Intemet Security 
can recognize thousands of safe applications. If the application is known to be sais - itis writlen directly in the security 
considerations section along with advice that it is safe to proceed. Simitarly, if the application is unknown and cannot 

be recegnized, you are informed of this.
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If it is one of your everyday applications and you simply want it ic be alowed to continue then you should select Allow. 

if you don't recognize the applicaion then we recommend you select Block the application. You can choose ic just 
biock the connection er fo dlock & terminate. 

WY y 
SN Ss \\\ _ N 

\ ) 
SS 

7 

  
  

  
> 

nN
 if you are sure thai it is one of your everyday applications and want to enforce 2 security policy (ruleset to it, please 

、 use the Treat As option. This applies a srasieYined HIPS miasef fo the targel appiicaticn， : . 

ny
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raber my answer 

SS SR WS 

Avoid using the Installer or Updater ruleset if ycu are nol installing an application. This is because treaiing an 

application as an ‘Instailer cr Updater granis maximum possible privileges onto to an epplication - something that is 

net required by most ‘already installed applications. If you select ‘Installer or Updater’, you may consider using & 
temporarily with Remember My Answer left unchecked. 

Pay special aitention to Device Driver installation and Physical Memory Access alerts. Again, not many legitimate 
’ applications would cause such an alert and this is usually a good indicator of rraiware / roctkil ike behavicr. Unless 
ycu know for a fact that the agplication performing the activity is legitimate, hen Comodo recommends dlocking these 

requests.
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5. Protected File Alerts usually occur when you ity to cownlead or copy files or when you update an already instalied 

application. 

    

     

  

N 
\ 

     

_ 

: 

          

    

          
  

        
i Rernember my answer 

MSG MAAN SN WIA SS SS W
e
d
d
e
d
.
 

Were you installing new software cr trying to download an application impr ihe Internet? E you are downloading a file 

oe
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from the ‘nei, select Allow, without selecting Remember my answer option tc cut down on the creation of 

unnecessaly rules within the firewall. 

If an application is trying to create an executable file in the Windows cirectory {or any of its subdirectories) then pay 
special attention. The Windows directory is a favorite target of maiware applications. ff you are not insialling any new 
appiicaticns or updating Windows then make sure you recognize the application in question. if you don't, ther: click 

Block and choose Block Only from the options, without selecting Remember My answer option. 

lf an application is trying to create a new file with a random file name €.g. “hughbasd.dil’ then il is probably a virus and 
you should block it permansntly by clicking Treat As and choosing ‘Isolated Application’ from: the cpticns. 

6. {fa HIPS alert reports a malware behavior in the security considerations area then you should Block the request 
permanently by selecting Remember My Answer option. As this is probably a virus, you should also submit the 

application in question, to Comedo for analysis. 

7. Unrecognized applications are not always bad. Your best loved appiications may very well be sate bui not yet included 
in the Comodo certified application database. If the security consideraticns section says “If xxx is one of ycur everyday 
applications, you can allow this request”, you may allow the requesi permanently if you are sure itis nota virus. You 
may report it to Comodo for further analysis and inclusion in the cerlifisd pplication database. 

o If HIPS is in Clean PC Mode, you probably are seeing the alerts fer any new applications introduced fo the system - 
but not jor the ones you have aready instailed. You may review the Unrecognized Files’ secticn for your newly 

instailed applications and remove them from the ‘ist for them tc be considered as clean. 

GS. Avoid using Trusted Application or Windows System Application policies for you email clients, web browsers, !M or 
P2P applications. These applications do not need such powerful access rights. 

XN > SS Ney 3 ~ x ales Rl aw 

ANSWSFING F SSHVavigy SINGdSsy ASTt 

Comodo Internet Security generates a Behavior Blocker alert if an application or a process tres to perform certain modifications 

to the operating system, its related files or crilical areas fike Windows Regisiry and when it automatically sandboxes an unknown 

application. 

Please read the following advice befere answering 2 Behavior Blocker alert: 
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1. Carefully reed the information displayed after clicking the handie under the alert description. Comodo Intemet Security 
can recognize thousands of safe applications. If the application is known to be saie - itis written directly in the security 
considaraiicns section along with advice thai ilis safe io proceed. Simiarly, if the application is unknown and cannot 
be recognized, vou are informed of this. . 

M
M
M
M
 

  

« — Ifyou are sure that the appiication is zuthentic and safe and you simply want it fo be allowed to continue then you 
should select Run Unlimited. If you want the appiication not ic be rnonitored in future, select Trust this application’ 
checkbox. The application will be added to Yrustas FNes list      
  

    
  

          

  
  

4 } Trust this application L
L
L
 

E
E
E
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E
E
E
E
E
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0
,
 

  

> — If you are unsure of the safety of the sofiware, then Comodo recommends that you run it with limited privileges and 

access to your system resources Dy clicking the ‘Run Isolated’ button. Refer fo the section Unssows hes: Ths Aas 
ting grecess for more explanations on applications run with jimited privileges. 

   SNS 

  

     SaRAhacian ana de: SaNsHOKIRY NRE Hoss 

* If you don’t recognize the application then we recommend you select Biock the application. 

  

The Behavior Slocker will dispiay this kind of ale:t when the installer of an unknown apslicaion requires adminisiato;, or 
elevated, privileges fo run. An insialler that is allowed io run with elevated privileges is permified to make changes ic important 
areas of your computer such as the registry. IBM - Ex. 1002-Part 5 of 10, Page 2223 
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Co 
+ — If you have good reason to trusi the publisher of the software then you can click the ‘Run Unlimited’ button. This will 

grant the elevated privilege request and allow the installer to run. ; 

“Uf
o       jo Internet Security — |     

e If you are unsure of the safety of the sofware, then Comodo recommends that you run it with restricted access to your 
system resources by clicking the ‘Run isolatec button. 

。 — If this alert is unexpecied then ycu should abort the installation by clicking the ‘Biock’ button (for exampie, you have 
not proactively started to instail an applicalion and the execuiahie does not belong to an updater program thal you 

recognizs) 

e if you select Trust this application’ then CIS wil include this to Trusied Fites list and no future alerts will be generated 
when you run the sams application. ; 

  

  

Sassi Son wesettys Bassin, av ow Madhaciang So oNingc awessits Sastings AN SN o Sahawins Bias&o . esfngs » Security Seffings > Dafemses > Sshavios Siocker 

    
  

There are iwe versions of this aieri - one for unknown installers ‘hat are not digitally signed and the second for unknown 

installers that are digitally signed but the publisher of the software has nof yef been white-listed {they are noi yet s ‘Trusted 
Software Vendor’). . 
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Unknown and-not Digitally Signed Unknown and Digitally Signed but not yet whitelisted 
(Not yet a Trusted Vendor) 

。 Unknown and unsigned installers should be either isolaied or biocked. 

e Unknown but signed installers can be allowed to run if you trust the publisher, or may bs isolated if you would like 

fo evaluate the behavior of the application. 

   

  

   

  

   
FS Sendo an weegen Shavinn ann Se: 
USSSA SEIAING 8H SEE 

28 ic sandbox sertain appii 

  

lor an explanation of digitally signed fies and Trusted Software Vendors’. 

The Belavlu: Blocker will display an aieft whenever it auio-sancboxes an unknown application: 

\
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The alert wil show the name of the execuiable that has been auto-sandboxed. The application will be automatically added to 
8 ecinad’ Eile i 
Unsesagnizes Flss list. 

。 Clicking the name of the application will open the Usrsceagnized Files interface, that displays a list of the 
unrecognized files including the currenily. auto-sandboxed application. 

» Clicking Bor'tisoiate i in removes the application from ihe Unrecognized Files list and adds il ie the Trusied 

Files fist, so thal the application will not be auto-sandboxed in fulure. Choose this option if you are absoluiely sure 

/ that lhe executable is safe. 

Users are alse reminded that they should submit such’unknown applications te Cemodo via the Unresogsizes SSSS interface. 

This will allow Comodo to analyze the executable and, # itis found to be safe, to acd if to the global safe list. This will ensure 

    

shat unknown but ultimately s2fe applications are quickly white-listed for all users. 

Alsc see: 

    

   

RS NS \ NS Vans Cad 3 Dire 
od Un&sown Ses: The Aufo-Sand&axi 3 
       

Comodo Internet Security generates a Vruscope alert if a running process performs an action thai might represen: 2 threat ic 

your privacy and/or security. Please note that Viruscope alerts are noi always definitive proof that malicious activity has taken 

place. Rather, they are ar indication that a procass has takef actions that you ought te review and confirm because they have 

the potential io be malicious. You can review all actions taken by clicking the ‘Show Activities’ link. 
1 

Please read the following advice before answering 2 Virusccpe alert: 

| 4. Carefully read the information displayed in the alert The ‘More Information’ section provides you the nature of ihe 

suspicious action. 

\ 

4
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° if you are noi sure cn the authenticity of the parent application indicated in the ‘Applicaton’ field, you can safely 
reverse the changes effected by the process and move the parent application to quarantine by clicking ‘Clean’. 

e If itis @ fusted application, you can alicw the process to run, dy clicking Ignore and seleciing the option from the drop- 
down. . 

。 Ignore Ones -The process is allowed to run this time only. If the process atlempis to execute on fuiure 
occasions, another Viruscope alert is displayed. , 

* — Ignore and Add to Trusted Files - The process is allowed to run and and ihe parent application is moved to 
the Trusted Files fist - effectively maxing this the ‘ignore Permanently’ chcice. Ne alert is generated # the 
same application runs again. 

¢ Te view the activities of the processes, slick the Show Activities link ai the botiom right. The Process Activities List 
dialog will cpen with a list of activities exhibited by ihe process. ;
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Column Descriptions 

¢ Application Activities - Cispiays the activities of sach of the processes run by the parent application. 
、 NSN 

°  &S8- File actions: The process performed a file-systern operation (create\mocify{renameldelete file) which 
you might not be aware cf. 
SS ws ， 。 nee ek as ，， 

。 NS-Regisiy: The process performed 2 registry operation (creaied/modifiec a regisiry xey) which might not 

be authorized.    

  

   

- Process: The process created a child process which you may rot have authorized cr have besn aware 

SSS - Network: The process attempted to esiabiish a network connection that you may not have been aware 

of. 

+ — If the process has been terminated, the activities will be indicated with gray text and will appear in the list 
until you view the ‘Process Activities Lis? interface. if you close the interface and reopen the list within five 
minuies, the activities will appear in the list. Eise, the terminated activities will net be dispiayed in the list. 

。 PID- Process identification Number. 
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¢ Data - Displays the file affected by the action. 

   
2.General Tasks - Introduction 

      
        

      
  

  
  

  
  

  

              
‘General Tasks’ contains the following areas. Click the tinxs to jump to the help page for that topic. 

  

2.1.Scan and Clean Your Computer 
Comodo Antivirus jeverages multiple technologies, inclucing Real-ime/On-Access Scanning and On-Demand Scanning ic 

immediately start cleaning or querantining suspicious files from your hard drives, shared disks, emails, downloads and systern 
memory. The agpiicalion also allows users ic create susiom scan profiles, time-abie scheduled scans and features full event 

logging. quarentine and fie submission: facilitiss. When you want to run a virus scan en your system, you can launch an On- 
Demand Scan using the Scan oplion. This executes an instant virus scar on the selected item.IBM - Ex. 1002-Part 5 of 10, Page 2228 
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There are muttiple iypes of antivirus scan tha! can be run from the ‘Scan’ 
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