{see below).

Digital Signature Information
This digital signature is OK.

This certificate is intended for the following purpose(s):

. . X *Ensures software came from software publisher
23 ‘Comodo Secunty Solutnons . 2 sProtects software from alteration after publication

- Signar B aaMAlIGEy < oveee e e rer e, .

a@comodo com

~Wednesday, December 25 2013 12 10:08 PM
* Refer to the certification authority's statement for details.

Issued to: Comodo Security Solutions

Issued by: COMODO Code Signing CA 2

COMODO Time S... Not avaiable Wednesday, Decem...
valid from 4/8/2013 to 4/9f2014

it sheuid be noted thal the exampie above is a special case in that Comedo, as creator of 'tis.exe’, is both the signer of the
softwa'e and. as a frusted CA, ilis aiso thc counle' s:gnﬁr (sne lhc Lr\unte'ng'uatLres br‘x\ in .he vast majority of cases, the
anipls for more details,

L]
(/'3

3
¥

Y
DY
=

To add a trusted vendor by reading the vendor's signature from an executable

+  Click the handie from the boltom cenler and choose ‘Add > ‘Read from = signed exacutzble’

7
.
.
z
%
z

7

Ll

= Browsa ¢ the localion ¢f the exscutable yotir local diive. In the exarmple below, we are adding the execytable
YahoolMessenger.exe',
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mStartWrapper
i=itos

Nyacscom.dll

alertcenterM.dll
£ YCPFoundation.d
“NvepssL.di

On clicking ‘Open’, Comodo Intsrnet Security checks that the .exe file is signed by the vendor and counter-signed by a Trusted
CA. [i 5o, the vendor (sofiware signer) is added 1o the Trusted Vendor st {TVA):

e

\ § §\

Degtal Sigaature Infosvnation
Thvs shgRad signastse s (X

I Ih:I!:
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in the example above, Comodo Intemnet Sesurity was able to verify and trust the vendor signature on Yahoohessenger.exe
because it had been counter-signed by the trusted (,A '‘Symantec’. The softwase sigher "Yahoo! ln:’ is now a Trusted Software
Vendor and is added to the list Al future software that is signed by the vendor Yahoo! Inc.’ is automatically added 1o the
Comado Trusted Vendor list UNLESS you change ihis sefling i Fe Ratlng Ssitings.

To add a frusted vendor from a currently running process

'

e Click the handie from the bottom cenler and choose ‘Add’ > 'Read from & fuaning process’

s Sefect the signed executable that you want to trustand click the ‘'GK" button.

AT )

System

RS :‘j smss.exe

g winlogon.exe
m Isass.exe
csrss.exe
3 explorer.exe
q tvnserver.exe
N WNA1100.exe

N jusched.exe
N

y CisTray.exe
j wmiprvse.exe
soffice.bin
R YahooAUService.exe
:fj WwifiSvc.exe

’"i} wmiprvse .exe

cis.exe

e};& emulator-arm.exe

Comodo Internet Security performs the same certificale chesk as described abeve. If the parent applicaticn of the selected
process is signed, CIS adds the vendor to the Trusted Sottware Vendors list.

i Comodo Infernet Security cannot vearify that the software certificate is signed by a Trusted CA then it does not add the software
vendor to the fist of Trusted Vendors'. In this case, you can ses the following error imessags.
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Tne fiie does not seerm to o2 a valid signed executable.

Netw: The Trusted Saitware Vendors' kst dispiays two types of soltware vandors:

o Usar defined trusted scofiware venders - As the name suggests, these are added by the user via one of the two
methods outlined ezrlier. These venders can be removed by the user by seleciing and clicking the 'Remove’
button.

»  Comodo delined trustad software vendars - These zre the vendors that Comodo, in it's capacity as a Trusied
CA, has independently vaiidated as legilimate companies. I the user needs ‘o remove any of these vendors
from the ist, it can be done by selecting the vendos, clicking "Remove’ and restarting the system. Please nole
that the removal will iake efiect only on restarting the systsm

S f"wara verdors can have their so‘tvxare added to the default Trusted Vendor List th*‘ is shipped with Comode intemeat

ceriificates from any Certtificale
Athumy U.>o'1 aidmu ﬂ*o °onw3re to the § 'Ubled ’O'Idur list, CIS cubrr‘ahbalry m isis the oonware and does nct gensrale any
warmings or alerts on installation or use of the software.

The vendors have to apot ,i for mclt.s;m inthe Trwﬁte«'1 Ver*dus hst thmgl” the sign-up form
SANIN tedve and make sure thai the eoﬂwnre can be downloaded by our

Zu)i’l'll cians. Cur
o The scfiwane is signed with a valid code signing cerlificate rom a tusled CA,
»  The sofiware does not coniain any threats that harm a user's PC;

before adding if 10 the defaukt Trusted Vendor list of the next release of CIS

More details are available al

v

One of the gresi features of the CIS interfzce is that you can immediately lzunch a chat with a qualified computter support

Support > Gat Live Supparl. If you have opled not to include GeekBuddy dusing CIS
il start the mstallalion autornatically.

techrician by clicking 'Help icor

instellation, choosing Get Live Support w

GeekBuddy is included with CIS Pro and Compiete versions and is available with CiS Premium. The GeekBuddy section of this )
quide is broken down into the fofiowing sections:
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7.1.Qverview of Services

Comodo CeskBuddy inciudes the oliowing services:

> Virus & Malware Removal - Our technicians remotely clear any detected vinuses or malware that is found on your
PC. ’

< internet and Onfine Identity Security - Optimization of your computer's security settings to pravent loss of sensitive
dala and ideniity theft.

> Printer or Email Account Setup - instaliation or updating of printer software andier dnvers, checking ink levels and
configusing your piinter to work on a wireless or wired network. We set up your Intemel-tased email account - any
provider, any zccount. Great for new computers and novice emai users.

*  Software Activation - Insialiation, configuration:, and aclivation of third party scfiware in your system.

+  General PC Troubieshooting - Delailed system check to identify and eiiminate basic hardware and software conil
in your Windows PC. "

o Computer Power Setting Optimization - Optimization of your power managament sellings based or: how vou use
your computer. Your Geek will help vou go green and sava money on your eiectric biil.

o Comodo Softwars instaliation and Set up - Insialiation and support of soflware supplied by Comodo.

+  Comodo Account Questions - Clanfication of any doubts regarding your account in Comedo.

7.2. Activation of Service

rehased either of these CIS vessions can sk this

Taey S O of et
& $h AR
BT (N

er ©

(7
[0}
]
(4]
o =t
]

N

Stzrt the GeekBuddy client by clicking the desklop shorteut icon N r from the "Stari Menu'.

The GeekBuddy Chat screen will be dispiayed.
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«  Click the *About' link at the top far right of the screen.

The About GeskBuddy screen will be displzyed. -
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About GeekBuddy™
Product versiorn: 43294011 8%
Blatiarm target Micessalt Windows
£:2308 - 2313 COIICE0 Security Sclutians, Inc
This product is ficensed to:
iobhn Srith
COrMORC
License type: TRISLIResE the CORGED Seftware Boense terms)

Lizense validity: VAUR{Changs ot icense eyt
License activatiom ACTIVE
ProductID: lps-ca

Partner ID: Geel

ddy

Instancel
Warning
This computer program is protected by copyright law end internaticnal {reaties. Unauthorized
reproduction or distnibution of this grogram, or any potion of it, may result in severe ol end
criminal penalties, and wil! be prosecuted underthe maximum extent possibie under [aw.

o (lick the 'Charnge vour iicense kay' link in the sereen.
The ‘Activate your Licanse’ scroern will be displayed.

R
TN

R \ e X RN N
LGemEgm e

Before you enter your license key, ploase make swe you are- connected t the Internet, and press
;

“activate” button to initiate the frense verficetion prozese. !
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- Enter the License Key from your GeekBuddy retait package or the key you received through your emeil {for cniine
purchases).

e R

Thark yoe for dicosing GeakBuddy. Youmust activate a PATD ficense o fully aovess cur servdee.
Thiz wizard sl quide vou trouch the activation grocess.

Befare yau anter vour lcense key, please make sure you are connected to the Internet, ard press
“activate” button & imtiate the frerse verificetion orocess.

o Click the ‘Activate’ button or i yoti nead more help on this click the Let our technicians activate the license for vou'
button.

The ficense xey wi!l L,e checked a'1d i1 co'rac‘ tha ‘Activation successiul screen will be displayed.

This copy of SeeiBuddy was successhully ativated! Mease wpdate vous ficse registration
informatisn .
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»  Enter the name and email details in the respeciive fieids.

+  Click 'Continug’.

LR
e

The home page of GeekBuddy wilt be cisplaved. Now you can start using it and szek the help of an expert o resclve your
computer problems. >

Click the following knks for mere details on how fo start 2nd using them:

7.3.Launching the Client and Using the Service
The GeekBuddy ciieni required for the services is installed in your system automatically along with CiS Pro and Complete. For
CIS Premium, i# is insialied aulomatically if you have selected the oplion Insiall Comode GeekBuddy curing insialiation .
You can start the ciient and siart a five chat session with a GeekBuddy expert using any cne of the following methods:
! s o \

Z

, " . - Nk
= [ouble click the GeekBuddy desktop icon X

'

icon in the title bar controls at the top

«  taunch achat with 2 gualified computer support lechnician by clicking ihis &
right side of the main interface.

< iaunch achat with a qualified computer support techaisian by clicking Help > Suppert > Get Live Suppori at the top
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o Launch the GeekBuddy ciient directly from the Windows Stari Menu - Click Start > Al Programs > Comedo »
GeekBuddy > GeekBuddy. -

The GeekBucdy Home screen will open.

»  To contact a support technician, iype your isstie in the ficid or enter the invitation code if you have itand click the
‘Send' button.

You wil be conneclad to a GeekBuddy...

:\ \ \v\ '- < R NNt R ‘\\\\‘\ \&i& R S\\\: \'«\\‘
\{\\\\\\\\\3\\\ L e
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Connacted

{6&.28'56 PiY} }ofm Smsth. Hi

W

and once the connecticn is estabiishad, our support technician will initizte a chat with you.
N N

s \&

\\&‘\\\\.

Y Heflo? fiy name is Jef T will be assisfing you todsy

Freceed to chat now.

Click the "About’ link at the lop far right of the screen

Crend.
The About CeekBuddy information screen will be displayed

Expiain your problem. The technicizn wil 359888 your prebiem with you and work with you to fix any issues
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About GeekBuddy™
Product version: §.8.294011 .68
Platiorm target Micosolt Windows
€:2308 - 2313 (OMCED Security Sclubians, Inc
This product is ficensed to:
tohn Sreith
CORMODC

License type: TRIALIReas the COMODD Softieare oenss terms)

License validity: VRUIB{Changs wour Boense eyt

License acthvatiom ACTIVE
Product ID: lps-¢ca
Partner IB: GeekSuddy
Instance [E:)
+ Warning
This computer program is protected by copyright law end international freatiss. Unsuthorized .
reproduction of distribution of this gregram, of any postien of i, may result in severe ol and
criminal penalties, and will be prosecuted underthe maximum extent gossibie under law.

The ‘About’ diaiog displays the copyright and product versien information. The screen alse displays information about the
licensee, its validity and to change the license key or activaie the account,

~

7.4. Accepting Remote Deskiop Requests

in order o solve ceriain issues, the support technician may need to directly connect o your computer via aremete connection.
Remote control can only ge ahead if you grant permission for.this ic happer. Our fechnicians will always request your
permission via the chat window.
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as soon 2s I open 3 web trowsern

aure. 1w belp vou with that
1 In order o procesd, 1wl have to semotely connect wo vour computer

fand e nerescary sieps to assist you, Please azcept the remole by pressing YES at
i the top of your chat windew message,

The techaician will ask vour bermissicn before he or she makes any changes ic your machine. Such changes might include
installing programs, creating system restore peinis or delefing unnecessary or infected files.

LGt e N

2s spot 3z 1 open & web browser,

zve toremotely ormect to your computer
Pieass acoept the remate by pres=ng YES at

= Click the Yos' buticn at the top of the interiace in order {c aliow the fechnician to cannect fo your sorrputer.
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AN AW —-\\

ow chatting with

N e

e
RS PR R

: - SoESSEY st=pf to ==t sét Y0, F‘éeasa accept the remote by pressing YES at
i the wop of your chat windsw message.

loase dick on yes:

1 &s & precauion T will mew geate a System Restore Paint for backip
= caze 2nvihing Fappens and oot want your computer 1o relrn to 3 previous

ipurposes,

Upeon completion of their work, the technician wiil discennect from your computer, inform you that the requested tasks have been
completed and ask whether you would like help with anything eise.

.

N SO
=N

NN \\\\\\\\\\\\ X \\\‘\\\‘\\\\\\\ AR

hcz‘srmu for mu:
F_,mre 1f 30\1 ead assistanie sgast. W i
abaut your experience odayr compdocomisurveds ‘;t‘ m..r-¢

Click the 'Disconnect putlon and confirm it in the next scraer o end the session with our GeekBuddy.

Congratulations, you just finishad your first GeekBuday sugport session. We hope you enjoy using your trouble-fres computer.

7.5.Chat History

GeekBuddy keeps a locai record of every chaf session you have with = Comodo technician. Clicking the History’ ink at the top
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of the interface will display ali chat sessions that you had with our technician. This helps you keep track of previcus computer

issues and chats and can be useiul as a reference whan trying to fix future issues.

To view history of chat sessions

s Click the History' link at the top of the interface.

Ali the sessions will be displayed.

o

N N

Qs 2013-15-0% Bntervention I

RN \ \\\\\\\\ TR \\ §
T 1IN

7
%
2

On 2013-10-01, Intervention ID:

O 2013-316-0%, Indervention I 705587, Ssasion I 8V8TLY

«  Click on the arrow butien at the far end of the session history box tha! you want io view or double-ciick anywhera cn

the bex.

s The chat session that you had with cur technician will be displayed en the right side.
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acese o your system,
5RO AN Sohn Smith 2 T hope you would have

Similarly you can view the chat history of other seasions also.

7.6.Using Issue Tracker

issue Tracker helps you maintain the secuiity and efficiency of your eomputer by aulomatically ideniifying probiems on your
computer and heiping you to fix them. For example, Issue Tracker wili alert you if you have toc many starkup programsisenvices

{can cause somputer siow downy; an inefiicient registry (can also cause siow down and crashes) of

your hard drive contains files

Hat might compromise your privacy. In many cases you wili be presented with a simple wizard that will allow you to deal with the

u

issue quickly and easily. f the problem is bevend the scope of issuer Tracker, you will be Gifered the opportunity fo cordact a

GeekBuddy represeniative who will help resclve the issues.

To start the issue Tracker, click the 'lssue Tracker fink on the right fop in the user interface.
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The Issue Tracker interface will list the problems that it has detected.

R “\\\\\

T

Y Your PC is starting slow!

Al the time of stariing vour computer, 1ssue Tracker will detect problems in your system and grovide an alett at the bottom sight
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side of ihe screen. “

»  Click e Fixissues to open the Issue Tracker interface,
The Issue Tracker interface will list the problema thet it has detested.

The problems deteciad will be categorized as sritical, major, minor and maintenance issugs. Click or: the relevant link 10 view the
probiem. Clicking ths ‘Show all issues’ fink will display ali the problams in your computar and the coler code at the lzft ol sach

issue indicates the caiegory of the issue.
N \\\\x

1 Critical ) Red

2z Major ~Qrange

3 Minor Yeilow 7
\\ 4 Maintenance Blus

Some of the common problems that occur in any compuler are junk registry eniries, slow bootup tme and the presence of files
#at might conmpromise your privacy.

Each issue discovered will be accompanied with a 'Fix it Now' bulton. For exampie, for the issus of slow boctup #ime, clicking
#his bution will display a list of stariup programs in vour sysiem (programs which are automatically loaded during Windows star-
up andi will running in the background). You can identify the programs you do not wani to run at start-up and disable them. Doing
so will save system rescustes and improve the pericrmance of your computer.
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> Seiest the programs that you wani to disable dusing stariup and click the 'Continug’ bution.

The selected programs will be disabied and the successfully completed screen will be displayed.
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"+ Provide your feedback at the betiom of the interface and dlick the 'Ciose’ bution.
For some cf the issues fisted, you have to seek the help of an expert technician.
= Click 'ignore all issues’ link to disregard ali the issties in your-sysiem displayed by lssus Tracker.
o Click "lgncre this issue' beside a particular entry.lo disregard that problem.
= Click "History' fink at the top of the interface to view the aclions taken for the problems.

7.7.Uninstalling Comodo\GeekBuddy

To uninstali Comodso GeekBuddy )

» - Click Siart > Control Panel

-

in e Conirol Panel, double-ciick Add/Remove Pregrams

in the list of currently installed programs, click GeekBuddy
»  Click the ‘Changs/Remove’ button.

Z

AMHIHHDITIND
(\\\\\\\\\\\Q\\\ NN

o Click Yes' {o confism uninstallation.
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-—-and after a few minties the uninstallation will be compleie.

N

8. TrustConnect Overview

In anr unsacured wirgl
warae meiwik

I

$8 network, yvour communicstion is visible 1o everyone in the

De not shaw this aizrt again

TrustConnect is designed fto eliminate these types of dala hijacks by preventing criminals from attacking or scarning your
sysiem from the local netwerk that you ane using to connect to the Intlemet. i also encrypls & of your traffic destined ior the
internat (including Web site addresses, instant messaging conversations, personal information, plain text usemames and
passwoids and other imporiant information]. After connecting to the service, the TrustConnect software indicates thai traffic is
being ancnypled as it leaves your system. Dala thieves and hackers cannot ‘sniff’ or intercept your data - they cant even
determine where your information is coming from because, 2s you are connsacting to the internet through a SSL securad VPN
connsction o the TrustConnect servers, your requasts appear 1o come from cur iF address. Crdinarily, oyber criminals couid
easily intercapt hese broadeasts.
Setiing up Comodo TrusiConnect is easy, as it works on most aperating systems {Windows, Mac OS X; as well zs with most
firewali applications. Typicai setup 1akes less than three minuies. TrustConnect clients are available ior Windows, Mac OS, Linux
IBM - Ex. 1002-Part 5 of 10, Page 1958
IPR2025-00379 (IBM v. Croga)



and iPhone mobile devices and scan  be downlcaded by iegging inte your  account  at

g3y
BRI RN AN

NEe ‘o T e
NiEgsacsguniroanada aany

3
SRLRNS
SN

gin, Your Comodo Infemet Security Complate confirmation emall contains
confirmation of your the usemame that you set up dusing initiai sign tp and a subscription 1D for the service. Cnce logged in,
click the TrustConnest 1ab lo add subscripticns, changs billing and contact information, and review the onqeing status of your

sarvice. Your Comede internet Security Complete TrustConnect account has a 10 C8/menih daia transfer limit.

Comodo infernet Security - Complete customers also receive the $89 vaiug 'Live, Expest Computer Support’ Comodd

GeekBuddy. Piease visit St gsektuddycam for full product delails.

23

. <o o N
von S anntaed Sredans Ransivamania
rUSTENneet Diroient Kaguramaniy

= Windows 8 -
= Windows 7

«  Windows Visla

»  Windows XP

°  MacGCSX

o iinux (containing kernel 2.4 or iater)

FreeBSD, CpenBSE

For users of Comodo tnfermet Security - Cornplate, TrustConnect is inlegrated with the application and need rotinstall the TC
client in their systems.
p

Comodo infernet Security Complele Users

CIS Complete product includes TrusiConnect service and the appiication is instalied autematically along with CIS. When a new
wireless cennecticn is established by your system, a Network Detected digiog will be displayed.

DI N N\ SO

o Seiect your lccation from the diaiog

A TrustConnect alert will e displayed depending on the setiings configured in Virewall Sehavior Seltfngs interfase,
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L

fn an unszcured wireisss nelwork, vour connvsnaicativg fs visibis o evaryene i the
sanie peharark

F7] D¢ rot show this alet again

Select whether you want to connect io the Internel via TrusiConnect thus encrypiing the lraiiic between your system and the
internet or use the unsecured network.

if you cheose "Secure communication with TrustConnect, CIS will establish the connection via TC...

_..awd on successfui connection, you can view the details in the system tray.

Cheose 'Continue Unsecured' oplion if you do not want to establish an enciypled conneclion.

Comado Internet Security Pro / Premium Users

TrustConnect service is not included with CIS Pro / Premium and these users should subscribe for using the senvice. When the
option "Secure communication with TrustConnect is selecied, a ‘Activate TrusiConnect’ dialog wili be dispiaved.
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wrs o

Get a TrustConnect Accaunt” Hution oy

stCnnnact aceaunt, click

You car: purchase the TC senvice by clicking the 'Get a TrustCennact Account, enter the TC service credentials and

°

activale the senice.
if you already have 2 TC account, enter the TC service credentials in the Usemame and Password fields and click the

‘Activate Now' button.

YO service credentialy
age login to your CAM account using the CAM usemame and password seni

!
SR _0

via emait at the tim
o Click TrustConnect in the menu bar or in the drop down from "Sapvices' tab.

The accotnt delails of your TC service will be displaved.
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The TC Service Login and Service Password for your account shouid be entered in the Username and Password fieids
respectively in the ‘Activate TrustConnect’ dialog.

Please note thai this activation cialog will appear only for the first time you are trying 1o connect via TC. After the activation
process is successfuily completed, subsequent attermpts to connect via TC o the Intemet will be automatically esiabiished.

.

9.Comodo Dragon

To help make your intemet browsing expeiience oven safer, Comodo Dragon is installed on your compuier as a parl of Comodo
internat Security. Comodo Dragon gives you the complete complement of feafures offered by Chromium with superior security
and privacy.

o T B Bt
shata Draaes Paatsras
¢ LAY LTRFST Faaniios
NN e N\ §an ™Y .
Larting Camoda Orasan
o AN LONAQD wWagan
o~ S 0N Sras
Coamada Nranas Kei
e LONIOSE Lragan hag
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»  Improved Privacy over Chromium

»  Easy SSL Cerlificzis identification

*  Fast Wabsile Access

e Greater Siability and Less Memory Bloal

»  {rcoghitc Mocie Stops Cockies, Improves Privacy

= PrivDog provides control over the monitoring activities of various agencies

«  Very easy to switch frem your Browser to the Dragon

t o .
Samada Drasan Qeaiivive:
LOTTIOND UFRROT SRy

«  Hasprivacy enhancemenis that surpass those in Chromium's technclogy

s Has Domain Validation technelogy that identifies and segregates superior SSL certificates from inferior ones
- Stops cockies and cther Web spies

= PrivDog can disable cookies, spyware, naiware and other frackers.

= Prevents all Browser downlcad tracking to ensure your privacy
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Comodo Dragor is instailed in your computer aleng with Comodo intemet Security 2013. You can siart the browser in two ways:
r

From the Stat menu:
«  Click Start > All Programs > Comodn > Dragon > Comocio Dragon:

7. Remote Assistance

\'\ ‘windows Media Player

}\‘3 windows Messenger

////////////////////////A

////’

~‘§§) windows Movie Maker

COMODO GeekBuddy

bt \ €
\\\\\@:\\\\\\\\ N 5 ~§\M§temet lty

AN

\\ \\\\\\\\\\\\\ - \\ \-\U ol ComodoDrogon

From the Destop fcon:

«  Double Click on the Comodo Dragon Deskiop icon created during the instaliation

9.1. Introduction to PrivDog

What would be your reaction if you knew that almost alt your oniine activity was tracked by multiple agencies without your
knowledge? The data they collect might be used for legitimate bul unwelcome reasens such as adverts that follow veu around
the intemat or for creating a profile of your online browsing activity. In the worst cases, it could be used by online fraudsiers with
e sole objective of slealing vour personai and confidential information by deploying intelligence gathering cookies, spyware
and other malware.

PrivDog provides you the power {o conirol these aclivities and make sufing the web safe and private again. Priviogis a
browser extensicn that improves the transparency, privecy and speed of your online experience by automatically detecting and
blecking processes that are attempting to frack your cniine activity. YWhenever you visit & website, PrivDog will display the
number &i privacy threats it has blocked in the top-right comer of your browser. Clicking the PrivDog icon wili reveal a more
detailed breakdown of the types of threais it has sicpped, which can inciude advertising networks, 3rd party trackerss, cookies,
widge!s znd cther data collection processes. The extersion car alsc bicck ali current banner ads in a webpage ard repiace
hem with safe and frusted ads.

You can install PrivDog while ins ta;

\:\\\\ BN

hr*g Comode Intemet Security or by downioading the app from
wwwpriviagae ¥, The supported browsers for PrivDog include Comodo Dragor, Comede iceDragon,
Geogle Chrome and Mazilia Firsfox. .

8.1.1. Using PrivDog

< The tolal number of polential threals on the page vou are visiting will be overiaid over the PrivDog icor
fight comer of the browser. Click the icor: to reveai a breakdown &i current aciivily by threat-lype.
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The bottom of the surnmary page states the total number of threats blocked for ali pages in your currant session.

Ag Networks - Displays the number of advertisements published by 3 party ad nstworks that were repiaced with ads from
AdTrustMedia (sanitized} or compietely blocked {blocked; depending cn the settings configured. Clicking anywhere on ihe row
will expand or collapse the list.

Trackers - Dispiays the number of trackers that were biocked or aliowed for that page depending on the seflings configured.
Clicking anywhere on the row will expand or collapse the list.

3 Parly Widgets - Dispiays the number of widgels hat were blocked or alfowed for that page depending on ihe seftings
cordigured. Clicking anywhare on the row will expand or collapss the list.

Statistics - Displays the number of analytical trackars that were blocked or allowed for that page depending or: the seilings
condigurad. Clicking anywhere on the row will expand or collzpse the list.

3 Party Cookies - Displays whether 37 party cookies are biocked or not depending on the seltings configured.

9.1.2. PrivDog Settings Configuration

The Oplions page afiows you te configurs the settings for the Trackers, 39 Party Widgels, Ads, Stalistics, Preferences and add
websiles to Exceptions list.

To open the Options Pangl, click the PrivDog icon at the top right side of the browser and click the gear icon in the drep-down.
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Alternativaly, click on the words 'click here’ in the row of a blocked item 10 go 1o the respaciive sellings page directly.

The Options Panel displays ihe total number of threats that it has blocked since the browser was opened for the sessicn and by
deiauit opens with e Threats settings page.

Trachare

23 Party Vagste

CF Nl

N o
o Thvesis
Wevnaniiase
b JXTEPIINR
Voradoraidtes e
b RELTH MY

9.1.3. Threats

The page displays the number of slements at the far end of each item that PrivCog has detected so far in the browser.

2% Pty vidgas

Ads Lt e

R

»  Select the oplion whether 1 block or allow the items in the list
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9.1.4. Exceptions

The Exceptions screen aliows you add a domain name or 2 subdomain name for which PrivDog will not perform a sean o detect
thraats. You shouid make stire the wabsiles that you add to the Exseptions list are trustworthy and dependable.

-

2 field and click the ‘Add site fo Excsplions' butten.
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To remove a website from the Exceptions fist, selest the checkbox heside i 2nd click the 'Remove’ button beside it or click the

'Remove seiected’ button if vou select more than one websits,

8.1.5. Preferences

the Preferences screen you can choose to either aliow or block 3% party cook:es in the browser.

E3 somvine 3 povty oncie siosting

> Reallime 3" party cookic blocking - When this cption is enabied, PrivCog will check in realtime ior 3% party cockies
that are being insialled znd bleck them.

= Do not frack - Whan this option is enabled, PrivDog will biock the tracking activities of 3 party cookies that are
already installed.

Comodo Dragon's intuitive multi-tabbed interface enables easy and fast access fo ;cpnlsuca‘ ed feau.re 01 the br svisar. Please
refer to the Comodo Dragon cniine help guide af Migmfheip.comodo,coniiopi-128-1.33
ftrodustion. Mmi for more details on using the browser.

10. Comodo BackUp

Comodo BackUp is a poweriul and easy to use deskiop application thal helps home and business users protect their valuabls
ata against damags or loss. CIS Complete package includes Comodo BackUp with 50 GB of online slorage space.

33

The application’s streamlined design and task orientated architecture means even novice users can learn how 1o create, run and
restore their fivst backup job i a matter of minttes. Other features include full scheduling, passwerd protection, a backup
inteqrity checker and a range of presat backup jobs that allow you o quickly create copies of imporiant data sets such as the
Windows Regislry, maii accounis and user selfings.

Comodo BackUp is alse seamlassly integrated tc Windows Explerer so that vou c2n just select the folders or files vou want to
back up, right click an them and quick start the Back Up wizamd,

o~ S TN e S
o asteins Yoaadneon
° LoUINCRIG NRGHONER T aalures

S o Sor Sl as

amding Sasaada Rasiie

& ONANIEE LONIRNE BASNEE
o~ San TN be W
Sanvada Rasins Maly

i LONIANE DAty N
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Quick backup of entire drives or individuai files or folders to your iocal computer, network drive, FTP server or
Comode's online server.

Step by step wizards ic guide even novice users through the entire backup, restore and scheduling procedures.
Flexible storage options aliow you to spacify iull, incremental or difierential backups.

Protection of invaluable perscnal and busingss dala from logs or corugtion.

Quick recovery ¢i files with afew clicks of the mouse.

Granufar scheduiing options {G take aulornatic Dackups at a lime that suits you,

Reai-time backups synchronization featurs to gat your fles copied over gs soon as you save them.

Buiit in checker to confirm the integrity of your backup files before commiting to a resiors.

Backup presets including mai folders, windows registry, messenger archivas and masier boot records.

Powerful encryption options to protect vour fles s¢ that it cannot be accessed by anvone but you. \

Comoado Cloud - oriline file storage sewvice. Backup vour fles to a highly sscure online storage which can aleo be
motnted as & vifual drive in your sysiem.

CIS Complate package includes 50 GE of eniine sicrage space at Comodo's online server. You ¢an leg-in to you
online storage account with ﬂ*n user name and password that you eniered during CiS Compiele Registration process.
Refer to. g Your Licanss for more details.

From the Start Menu

Click Start > All Programs > COMODQ > CO¥ "]CJC Backup > COMODO Rackup:
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N
X ’*‘\ Andraid SD¥. Tools '}\ ”?'\\ TrustConnect

"""""""" \\\\\\\\\\\\\\\\

From the Desiop leon:

Doubile Click on the Comodo Backup D

\\\\ ANNNENIN \ \
Xm\\‘\\\\\\\ COMODO Cloud \ & COMODO Backip Wizard
XD - \ \\\\\\\\\\ \\ %“;»‘ Uninstall & Repair

\ & LoginPro ’\ \

\
\
IR :

...

Deski r\p icon crealed during the instaliation:

reiar to the f‘omodo Baskup owlne te ip gdlde at & ip.samado.
fonin for more details on using the produst.

“\ Qo

WHORUST
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1s¢ - Explains how to renew or upgrade your ficense

aadiers - Expiains how o use CIS protocol handlers

Enable / Disable AV, Firewall and Auto-Sandbox Easily

Comodo Internet Security allows users to quickly switch the Enabied/Cisabled states of Snidvives, Firewall and Auto-Banddox
by right clicking on the system tray icon {the CiSinterface shouid be in Compast View),

Antivirus

.

Firewall
Auto-Sandbox

Game Mode

Advanced View

Widget

To enable/disable the Antivirus
1. Kightciick on the gystem tray icon keeping the uL interface in Cormpact View.

2. Move the micuse cursor over ‘Antivirus'

§ N NN v Enabed

Disabled

Auto-Sandbox  »

§ Firewall b

Game Mode

Advanced View

Widget

To enable/disable the Firewall

1. Kightciick on the system tray icon keeping the CIS interface in Compact View

2. Move the mouse cursor over Firewall
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To enabie/disable the Auto-Sandbox

1. Right click on the system tray icon keeping the CIS interface in Compact View.

5ntivirus P&\\\\\\\\\ i
&@’Q@‘“\\\\W v Enabl|ed

N
N
N
N

N
\
\
N
3
N
N
.
N
\
\
\
N
N
N

Auto-Sandbox P

Game Mode

Advanced View

2. Move the mouse cursor over ‘Behavior Biocker

Antivirus 4
Firewall

N v Enabed
.................................. Disabled

oseaeereeeesse.

A\

D
3. Choose 'Enabled or Disabled' as ber your choice

You ¢an find the sef security level also from s Mome Sereen.

Set up the Firewall For Maximum Security and Usabéfiiy

This page cutlines the furctions of Comedo's Firewalt and helps you lo sei up & sscure conneclion to the internat.

-

Port Stealthing is a security feature whereby ports on an inlemet connested PC are hidden frem sight, sending no response fo

opperunistic port scans.

1. Open Tasks' interface by clicking the green curved arow at lop right o the 'Home' screen -

2. Oper Firewsll Tasks' by clicking 'Firewall Tasks' from the Tasks interface

3. Open Stealth Ports interface by clicking the 'Steaith Ports’ icon

& from the Firewall Tasks panel
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N\
Ports alloNnur computer to communicate with other computers in a
network. B\N Ithing them, you may configure this computer's visibility to
others. \

s

The ‘Network Zenes' seitings allow you to configure the protection ievel for network cornection io a Routerfhome network. {This
is usually done automatically ior you;.

To view the configurations

1.

W

~

Open ‘Tasks' inlarfase by clicking the green surved amow at top right of the 'Home' screen
Over: ‘Firewall Tasks' by slicking 'Firewall Tasks’ from the Tasks interface and click "Open Advanced Sellings'.
Click ‘Network Zones' under Firewail irom the leit hand side pane

Click ‘Network Zones' i2b from ihe 'Network Zones' interface
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-

127.0.01/255.06.0

Chack the Logpback zone and Local Area Network #1. In most cases, the loopback zone IP address shouid be

in most cases, the iF address of the aito detected Network zone should be 752.168.1,10(4255.255.255.0 .

5, Cheack thess addressees and click ‘0K’

Mt b e Yefanls N S S 3§
Hode hoaca S neavs andaiie as Nohae Noe aotdinag

GHAN HO7Q 107 NS QEENT ON RENEFEN SOH0F saniings

e Dk U g

Tivenendl Ne ety Read e

FIFOWAEN DATTAVIIT DRNNIYS

The Firewail Behavior Setiings opticn allows you to configur the protaction leval for your Intemet connection and the frequency
of aleris genaraled.

To open Firewall Behavior Seltings panel
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Oper: ‘Tasks' interface by clicking the green cutved arrow at fop right of the ‘Home' soreen
Oper: ‘Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click "“Open Advanced Seftings’.
Click 'Firewali Sellings’ under Firewail from the left hand side pane

Ensure thal 'Enable Firewal!’ is selected and choose Safe mode from the drop-cown beside it.

Z6 ROT show popop seds

SE

Enatie AURUAAN ARG OF i3l NETeERY

1 Enamie Trusteonnedd siss

Tury WA Sndmatinn efalls an

I" ahons

237 HMERA Y
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Safe Mode: While filtering network trafic, the firewail will automatizally create rules that alfow ali traffic for the components of
a,p!’cations cestifiec as 'SaL’ bv Oomu:lc For nor- :ertifieu new a:)p‘iualiuns, yo;i wil' recaive an alert wi mﬂever thal applxcaLnon

a_;)p! calmn as Trw:ted Apphw.or. at U‘Ic alert. Thla Wi ll deploy th° prcdnfmcd fuevxall pr‘hr‘y Tmcted Apphus.-.or mto thn
application.

Alert Settings
Under ‘Alert Settings’ in the same inlerfase:
s Desslect Do NOT show popup aiers

= Seiect 'Set aler! frequency ievel oplicn and choose ‘Low' trom the drop-down. At the 'Low’ setiing, the firewall shows
alerts for outyoing and incoming connection reguests ior an appiicalion. This is the satting recommended by Comodo
and is suilable for the msjority of users.

.

IR

Firewall Seftings

K] Enabls Firewsll {(Resommendad)

<] Do NOT show popup alerts

51 Enable automatic detection of private networks

Enable Trustconnect alerts

1 Tum traffic animation effects-on

#2}] Create rules for safe applications

AN

\\E\]\Sgt alert frequency levely

\\\\‘

] Set new on-screen alert tim

Advanced Setlings

When iaunching a denial of service or flocd attack, an altacker bombards a target machine with s¢ imany conhection frequests
thal your computer is unabie to accept legitimate connections, eiisctively shulling down your web, smail, F P or VPN server. To
protect from such aftacks, make the following settings under 'Advanced’ in the 'Firewaii Seilings’ interface

< Seiect Filter loophack raffic -
+  Ensurs thal the Block fragmented IP {raffic is sslected

s Block fragmented IP traffic - When a connection is opened between two compulters, they must agres on a
Maximum Transmission Unit {MTUj. iP Dzlagram fragmentalicn ocours wien data passes through a router
with an MT less than the MTU you are using i.e when a datagram is larger than the MTU of the network
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over whish it must be sent, itis divided into smailer fragments’ which are each sent separately. Fragmented
P packets can creaie threats similar to a DCS attack. Moreover, these fragmentations can double the
amount of lime it takes to send a single packet and slow down your download fime.

= Select the Do Protocel Analysis chackbox o detect fake packeis used in denial of service attacks

o Select Enable anti-ARP spoofing

Filter IPv6 traffic

Filter loopback traffic (e.g. 127 XXX,
Block fragmented IP traffic
f§] Do Protocol Analysis

Enahle anti-ARP spoofing

-

5. Ciick ‘CK tor your seitings to take effect,

NMial Roro Ty e Saadaiiey ooy ireraendl Makiavsier Cafs >
LHol fore oy more detalla o Flrowal! Sohavior Sellings
~
N o N 2 T NS Ny LS T ™YL Y » o T
M et eey Qoo ndast Wirten Oafial Didae and Deasdadiveas Siraweai! Bulacots
SVNTNF-UP [@pucstion Nuley, Hobal RUios ang Fradafingy Hirawall Ruiosals

You can conf guq and deploy traffic fillesing rules and policies or an application specific and giobat basis znd predefined firewall
ruigsets.

To view the Application Rules
1. Open Tasks’ interface by clicking the green curved arrow at top right of the 'Home' screen
2. Open Firewall Tasks' by clicking 'Firewall Tasks'from the Tasks interface and click "Open Advanced Settings’.

Click ‘Application Ruies’ uncer Firewall irom the leil hand side pane

w
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4. Click the har

=

2 from the bollom

To view the Global Rules

nen Tasks' in

teria

"o
LS

by clicking the green ct:

NN

remove them.

&G arrow at top right of the 'Heme' screen
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2. Open Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click '‘Open Advancad Settings’.

.

Firewait from the left hand side pane

3. Click 'Global Ruies’ undie

IIIITLNINOY

£ AN O iR SR

i Rogesy

To view Predefined Firewall rulesets

1. Open Tasks' interface by clicking the green cutved arrow at top right of the 'Home' screen

2. Open Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Settings’.
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4. Click the handie from the bottom 16 and Add, Edit or remove rulesels.

fou nsed not make your own ruiesels, the defauiis are usually enough.

Q
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Block Internet Access while Allowing Local Area Network (LAN)
Access

You can corsigure Comade Firewall to biock Internet access while aliowing free connesticns 1o an internai network {Intranet or
LAN).

£xarnple scenarics.

o {nyour natwork at home, you warit your child’s computer to connact to other computers at home but disable Internet
access to them for safety reasons .

< Inyour corporate netwerk, you want yeur employes's compuiers to connect to your lecal netwerk machines bul disable
Infernel access inr them for bandwidth restrictions

To seiestively block cornection to internet whilst afiow connection to internal network you need to create a Giobal Rule undar
Advanced Firewall Seliings and password protect your configuration to provent others from altering it.

To create a Global Rule
1. Open Tasks'interface by clicking the gresn curvad arow at icp right of the 'Home' s¢reen
2. Open Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Setlings’.

3. Click 'Global Rules' under Firewail from the left hand side pare
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4, Click the handie from ihe bollom and cheonse 'Add’ from the oplicns. The Firewall Rile interiace will open.
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Action: 74 Log as firewall 2vent if this rule is fired

Protccok:

Direction:

Description | Alow LAN and Block Internet

92.168.111.111

\

5. Chooss the foilowing cptions from the drop-down menus:
»  Action = Slock;
Proiosot = 1P,
Direction = Qut.
€. Enter a dessripticn for the new rule in the Descripticn text box.
7. Click the ‘Scume Address’ tab, choose ‘[Pv4 Single Address’ or 'IPvE Single address' as per your network and enter
the [P address of the computer in the IF text box.

8. Click the '‘Destinaticn Address’ tab, choose 'Network Zone' from the Type drop-down and chocse your iocal area
network from the 'Zone’ drop-down.
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Description Allow LAN and Block Internet

Network Zone

Logpback Zaone

Loopback Zone

R

N
10. Click 'CK". The created policy wili be added io the list of Glohal Rules.

11, Seiest the rule, ciick e handie from the bottorn and click 'Move Up' repeatedly uniit e rule moves 16 tha first
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The following global rules are active on this computer:

e Al Incoming Requests if The Sender s k

“rom MAC Any To MAC Any W

12. Click 'CK’ for your configuration to take effect.

Your Firewal is now configured to allow access fo infernal network but to block Internet access. Now veu need to password
protect this configuration to preven! others from changing it.

To password prolect your configuration

1. Open Tasks' interface by clicking the green cuived amow at top righi of the 'Home' screen

2. Open ‘Advanced Tasks' by clicking ' Advanced Tasks' from the Tasks interface and click "Open Advanced Seftings’. -
3. Click 'User Inteiface’ under Generai Setlings from: the ieft hand side pane
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Password: g.oo.ooo.
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4, Select ‘Enabie Passwerd Pretection’ under 'Parental Centrel’ and dlick 'Set Password link. The Change password
cialog wili appear.

5. Enter and confirm your password then click OK. Make sure to creale a strong password conlaining a mixtuse of
uppercase and lowercase chzaracters, numbers and symbals so that i cannol be easily guessed by others.

The coniiguration is now password prolected. From the nex allempt to change any configuration changes to GiS, you will be
prompted lo enier the password lo proceed.

e

Block/allow Websites Selectively to Users of Your Computer

Comodo Infernst Security allows vou o spacify a single or a group of websile{s} that can be selectively allowed or blocked io
different users of your computer. Configuring the website filtering involves fwo steps:

Notine Wakaita Nataast § aeded recadre &

Nofine Wakalt asarias aned adi wehsias
° LIOTHNY FVOUSHE LAHTHOTIOT and Al wahssias

N &) o R & Al < K S, Ry Savond

vaay I TIITAN TOS N ANNY ¥ NI NS WA W AT N 3 ~ oY N SIWOYY
= Greale Firawal rgles tor aliowing of Mocking wiehsile categories o selecisd gsers

To define website categories
1. Open "TasKs' interface by clicking the gresn cunved arow at top right of the 'Home' screen.

r2

Open Firewall Tasks' by clicking ‘Firewall Tasks' from: the Tasks inlerface and click 'Open Advanced Seltings'.
Click 'Website Fitisring’ under Firewall from the left hand side pane.

Ensure that the 'Enabie Websiie Filtering Filteting’ checkbaox is selecied.

m s~ W

Click ‘Categories’ iab from the “Website Fillering' inlerface.
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6. Click the handie from the tollom: center of the 'Categories’ pane, click ‘Add from the oplions and choose 'Add
Category' from the drop-dpwn. The 'Edit Property' dialog will open. '
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Add Category
{ Food Shops

~

Enter a name for the category and click CK. The new category will be created and added under the 'Categories’ tab.

8. Select the category, click the handle at the bottem of the 'Categories’ pane, click 'Add’ then chease 'Add Website' from
the drop-down menu:. The "Add Website' dialog wili cpen:

IBM - Ex. 1002-Part 5 of 10, Page 1990
IPR2025-00379 (IBM v. Croga)



Enter Website Name (e.g. *.evilsite.com)

www hotelstalefood.com

9. Enterthe full URL oraparl of seier ™ of the website(s) to be includad in the calagory.

»  Toadd a specific website/webpags, enter the full URL of the websiteAvebpage

»  Toinclude ali sub-domains of website, add a wiidcard character and a period in front of the URL. For
example, * friskywenches.com wili cover fiskywenches.com, login.friskywenches.com,
nictures.ifiskywenches.com, videos.friskywenches.com and so en,

«  Toinclude ali the websites with URLs that stari with a specific string, add a wildcard character after the

string. For exanple, “pizza*" will cover ‘pizzahut.com, pizzacorner.cem, and so on.

«  Toinclude ali the websilas with URLs #hat contain a specific string, add the wildeard character befor and
after the string, For example, "pizza*" will cover hetpizza.com, spicypizza.com and so 07,

The website{s) wili be added o ihe caisgory.

10. Repeat the process to add more websiies.
11. Click OK in the 'Advanced Seitings’ interface o save your seltings

To create sules for selectively blocking or aliowing websiles fo users .

1. Open ‘Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click ‘Open Advanced Sellings’.

2. Click Website Fittering’ under Firewzll from the left hand side pane.
3. Click 'Rules’ tag from the 'Website Filtering’ interface.
4. Click the handie at the boitom of the Rules intetface and select 'Add”
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Enler a name for your new fiiter in the "Websila Filtering Ruie’ dialog.
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€. Select the categories that should be added to the fifler:

«  Click the handle at the boltom of the ‘Category’ pane and choose ‘Add.
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X Phishing Sites

< Select a category and click ‘OK’ to add it o your rule. Repeat the process to add mone categories.

The 'calegories’ window contains z iist pre-defined Comodo catsgories and any user created categories. Comedo
categeries cannot be modified.

»  Comodo Safe Sites - Wabsites that are considered safe according to global whitalist
- Comodo Phishing Sites - Websiles that lzad ic phishing websites, as per dynamically updated Comodo
Blackiist
«  Comedo Mahware Sites - Websiles that may inject mahware into your system, as per dynamically updated
Cornodo Blacklist
For more details on creating and modifving user specified categories, Relar to the section Defining o MudWeing

s : N
Wiaheiis Gatananas
PETTRIEIR L TN
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7. Add Users or User Gmups 1o whom the rule shouid be applied:

Click the handle at the boltom of the 'Restrictions’ pane and click 'Add’. The ‘Selent User or Group’ dialog wil
appear.

< Enter the names of the usears io whom the filter is to be applied in the 'Enter the object name {o select’ text
pox with the format <domain name>\<user/group name> or <user/group name>@<demain name>.
Altemsziively, ciick ‘Advanced’ then 'Find Now' to iocais specific users, Click "0K' to confirm the zddition of

the users.
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Common Queries

-~
€ Administiator SMITHSCOMP... &
€B Administrators ~ SMITHSCOMP... &
€ ASPNET SMITHSCOMP...
¢7iBackup Oper...  SMITHSCOMP...
€ Bob Smith SMITHSCOMP... &
@ Everyone \\\;
€3 Guest SMITHSCOMP...
€% Guests SMITHSCOMP...

€ HelpAssistant  SMITHSCOMP...
€% HeloServices.. SMITHSCOMP...
RRRRRAS Rk

- Affer adding farget users or greups, vou next need io specify whether those users should be allowed or
vlocked from viewing the websites in the category or they should be asked § they want to continue. This is
done by modifying the link in the 'Restriclions’ colurnn:
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For Gourmands

WS .
K Malware Sites

Altow - The websites in the categories can be accessed by the user
Block - The websites in the categories cannot be acoessed by the user.
Asle- An alert will be displayed in the browser il the user ties to access any of the websites in the category.
The user can deside whether or not 1o continue.
o Use the Logging' switch io choose whether or nol atternpls to access a categerized website are Iogged.
" 8. Click 'O to save your naw suie. The new rule will be added to the list of niles under the 'Rules’ tab
o 9. Ensure that the ruie is enabled using the toggle switch under the Enable Rule colurmn for the rule o iake afiect.
s You san disable or enable rules at any time using the switch under the 'Enable Rule’ columa,
You can disable or enable nules al any lime using the swiich under the 'Enabile Ruie’ colurmn.

Set up the HIPS for Maximum Security and Usability

This page explains on sonfiguring the Host Infrusion Prevention System (HIPS) component of GiS to provide maimurm security
from the malicious programs that try lo execute from within your system and to protect your system from data thefi, computer
crashes and sysiem damage by preventing most types of buffer cverflow atiacks, prevent possible attacks from root-kits, inter-
process memary injections, key-loggers and more.
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To configure HIPS

1. Open Tasks' interface by clicking the green cuived arrow at top right of the 'Home' screen
2. Open 'Advanced Tasks' by clicking * Advanced Tasks' from the Tasks interface and click 'Open Advanced Setlings'.

"> 'HiPS Settings' romn the leit hand side pane

M.
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4. Select Enable HIPS

5. Cheoss 'Safe Mode' from the drep-down below it Refer 1o HIPS Sohanvier Seliings for more detalls on the Security
Levels.
Monitoring Seflings
8. Click Monitoring Settings from the HIPS Settings interface ,

N

N

[&] Interprocess Memory Accesses - [¥] Process Execution

£ Windows/WinEvent Hooks {¥1 window Messages
{&] Device Driver Installations b {&] DNS/RPC Client Service

{51 Processes' Terminations

[¥] Protected COM Interfaces & Protected Registry Keys
{&] Protected Files/Folders

{¥] Physical Memory {&] Disks
&} Computer Monitor ] Keyboard

7. Make sure that ail the check boxes are selected and click CK
Advanced Setlings

8. Make the following settings under Advanced in the HIPS Seitings interiace
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> [ Enable adaptive mode-under low system resources

5 Block all unknown requests when the application is not running

e
\\\\\.\\\\\\\\\\\lﬂ ¥

= Cptienal - Enable 'Block all unkrown requests if the application is not running'. Selecting this option biocks
all unknown execution raquests if Comedlo Intemet Securily is not runring/has been shut down. This is
oplion is very strict indeed and in most cases shouid only be enabled on seriously infested or compromised
machinas while the user is working !o resolve these issues. If you know your machine is already 'clean’ and
are looking iust to enable the highest CIS security setiings then it is OK to leave this box unchecked.

+  If you are using a 84-bit system, in order 1o maximize the security, # is important to selec? 'Enable enhanced
protection mode (Requires a system restart)’ - Enabling this mode will activale addifional host intusion
prevention tachniques in Defense+ to countermeasure extrenely sophisticated maiware that tries to bypass
regular countermeasures. )

Because of fimiiations in Windows 7 x84, somea HiPS functichs in previous versions of CIS could
thecretically be bypassed by maiware. Enhanced Proteclion Mode implements several palent-pending ways
to improve HiPS in Defense+.

Set up the Behavior Blocker for Maximum Security and Usability

This page explains on contiguring the Behavior Blocker 1 auto-sandbox applications that are uniecegnized by CIS o prevent
potential damages io your system from untrusted progrars.

To configure Behavior Blocker
1. Open Tasks interface by clicking the gresn cusved arow at top fght of the "Home' screen

2. Ogpen 'Advanced Tasks' by clicking ' Advanced Tasks' from: the Tasks interface and click 'Open Advanced Settings'

w

Click *Security Settings' > ‘Defense+ ' > 'Behavior Blocker from the left hand side pane
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4. Make sure that the check box ‘Auto-sandbox unknown applications a5’ is selacted and choose ‘Partially Limited' from
the drop-down mani.

" Viruscope Seflings

5. Make sure 'Enable Viruscope' checibox is selected under ‘Viruscope'
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Advanced Setlings

8. Make sure that both the check boxes:
« Do heunistic command-ine znalysis for certain appiications;
e [etect shelicode injections
... are seiected.

R

Password Protect Your CIS Settings

This page explains how 1o password protect access to the CiS inferface. implementing the steps axplained on this page means
another user will not be abie to access the CIS inferace ic modily or over-ride the security seilings you have implemented.

To enable password protection
1. Open Tasks' interfaca by clicking the green curved amow at top right of the 'Home' screen
2. Open ‘Advanced Tasks' by clicking * Advanced Tasks' from the Tasks interface and click ‘Open Advanced Setlings'.

3. Click 'User Inlerace’ under General Setlings from the ieft hand side pane
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Snow messsges from COMDGD Message Center
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Change password

Password:

Retype: ssssnses

........ lllIllIIlIIlIIIlIIllIIIlIIIII I DDOO0D00

Seiect 'Enabie Password Protection’ under 'Parenial Contrel and click 'Set Password' link. The Change password
dialog wilt appear.

Enter and confirm your password then click OK. Make sure ic create 2 strong password containing a mixiure of
uppercase and lowercase characters, nimbers and syrmbols so that it cannot be easily guessed by others,
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The configuration is now password protected. From the next attempt to change any configuration changes to CiS, vou: will be
prompted to enter the password to proceed.

N ANy

Password:

Reset Forgotten Password (Advan'ced)

This page 2xplains how 1o remove password protectionfreset password just in case you forgot the password you had set tor
COMGDG Internel Securily,

Note: Itis not possible to ‘retrieve’ a forgotten password - vou can only reset it. To do this invelves modification of the Windows

HASELN

registry and is only recommaended for experienced users.

To disable password protection in CIS
1. Click Start > Run, frem the Windows Start menu

2. Type regedit' in the text box and click 'OK’

3. Navigate to HKEY_LOCAL MACHINE\SYSTEM\Sofiware\CamodoiFirewaliPro\Configurationst

Under the Configurations Toider you will see sub-foldsrs named §,1,2,... deperding on the number of preset configurations in
CIS. Thess Inlders contain registry keys for the settings of the preset configurations in the arder of the configurations displayed
in Advanced Solfings > Qenerad Seiliags » Contigusation interiace. For exampie, the folder 0 contains the keys for

CCMCDO - Intemiet Security, the fclder 1 coniains the keys for COMGOG - Preaclive Sscusity and so on.
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MIROROR
.

Sony Ericsson
& TeamViewer B

REG_S2 {value not set)
Name REG_SZ COMODO - Internet Security
UNICODE Program Groups LaBproductversion REG_SZ 7.0.308911,4080

J Volatile Enviranment uD REG_SZ {D916D9A7-BC3B-4B6A-ABF6-71EQ4D7AB78EY

HKEY_LOCAL_MACHINE 5
3 HARDWARE Version REG_DWORD 0x03016295 (50422421)

SaM

SECURITY
SOFTWARE

SYSTEM

1§ ControlSct001
ControlSet002
CurrentControlSet
LastKnownGoodRecove
MountedDevices
Select

Setup

A0d Jullware

-3 Comodo

Cam
Firewall Pro

AN
‘\\\\\\\\\\\x\\\\\
Proastive Securing
N
\\'\\s\_

4. Seiect the folder corespending to the condiguration for which you wish 16 reset the password and navigate to Sbtiings,
for examgle, navigate lo HKEY__,LOCAL__MACHENE‘\SYSTEM\Soﬁware\Co:“nodo\.FI:ewailPrc\Configum}tions\O\Settings

1o reset password in COMODO - Internet Securily configuration.
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SECURITY
SOFTWARE
SYSTEM
ControlSet001
ControlSet002

MountedDevices
Select
Setup
Software

CurrentControlSet
LastknownGoodRecovery

\ EiPasswordEnabled

REG_DWORD 0x00000001 (1)

REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000014 (20)
REG_DWORD 0x00000049 (73)
REG_DWORD 0x00000000 (0)

SN HWMINIZETREG DWORD™ " provosssea ()

REG_DWORD
REG BINARY
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)

. REG_DWORD 0x00000001 (1)
‘REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000000 (0)

REG_DWORD 0x00000000 (Q)

N

0x00006001 (1) %

o

RREAFUSTD4 d1 ea SO 47 94 Be

5.

5.

Right-click 'Passwor

o

D]

dEnahied’ key and select ‘Modity’

iShowZackgro.,.,. REG _DWORD
NotShowMinimize... REG_DWORD

NS

Modify Binary Data

&\\\\\b\\\\\\i\:\ﬁ\?&§ ..... DLEC. OAIQOND acaannan:

SxOMIS0000 {0}
0x0000000U (0}
0x00000001 (1)

0x00000001 (1)

PIayAIertSoun:f
Remember | pelete
ShowBalloon |  Rename

| ShowGeekbudty s REE S DRRIRD S

seeakBuddy. ..

0x00000001i (1)
0x00000000 (0)
0x00000001 (1)

In the 'Edit DWORD Value dialog box, change the 'Value data’ from {1 to 0

.

-
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Click 'CK’

8. Right-click 'PzsswordHash’ and select Delete’.

PasswordEnabied REG_DWOFQD 0xGO0G0T00 (0)
RN PG BTMARY..cy €89 7F ba 91 04 d1 €250 47 94 Be €
S)Playalertse;  Modify 0x00000001 (1)
0x00000001 (1)

BJRemember i Modify Binary Data
0x0000000C (0)

«0x00000001 (1)

&)showBalloo T EN Y
S ShowGEEKBUBRSR S REENIRNSIREFY 0x00000001 (1)

d]showGeekb ™ pename
] 2000001 {1

L ALLLLLL AL LG

9. Restat the system for the changes to take sffect

Now vou shotild be able ic access all seitings, uninstali IS and sel a new password.

Note: if CIS doesn't allow regedit to change those registry items, iry to boot in safe mode and repeat the above steps.

Run an Instant Antivirus Scan on Selected ltems

You can run an instant antivirus scan on any seiected area like disks, folders files etc. You can also check a wide range of
removabie storage devices such as C0s, DVDs, external hard-drives, USB cornected drives, digital cameras - even your iPod
and mobile phones tco!l! This is useful i you have just eopied a fileffolder or a program: from an external device lke a USB drive,
another system in your nehwork, or downloaded from the Intemet. '

ek hare for more detaiis on running on-denrand scans.

To instantly scan an item

»  Right click on the item and select Scan with ‘Comodo Antivirus' from the context sensitive menu.
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{ Fife and Folder -
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:\ Oihee M Run as z
§ e 7-Zip ’
;§ .
Z§ \ &N Run in COMODO Sandbox
§ § Pin to Start menu
\ \ | Powsstmen
Send To »
Cut
Copy
Create Shortcut
Delete
Rename
Properties

OR

= Click the Antivrus lile at the 'Home' screen in compact view to flip-open the Anlivirus pane
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he item over the area marked ‘Sean Chiests'.

< [Drag and drop

IBM - Ex. 1002-Part 5 of 10, Page 2009
IPR2025-00379 (IBM v. Croga)



= Drag and drop the iem over the arca marked 'Scan Cbiests' in the advanced view of 'Home' screen in the CIS
interface
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The iiem will be scanned immediately.
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...anhd on sompietion of sanping, the scan finishad dialeg be dispiayed with the number of thrats found.

ek fere for more delails 1o take action on the infected femy(s).

Create an Antivirus Scanning Schedule

Comodo Internet Security allows you fo schedule Antivirus scans on your enlire system or on specific areas according to your
preferences. You can create a custom scan profile defining exactly which files and folders are to be ssanned, when they are fo
be scanned and how they are lo be scanned.

!

To create an antivirus scanning schedule .

= Click ihe ‘Tasks' arow on the home sareen to open the main Tasks meny
»  in‘General Tasks', click 'Scan’
o Select ‘Custom Scan’ then ‘More Scan Options’

e The ‘Advanced Settings’ inierface will be displayed with 'Scans' panel opened

Click the handie at the boilom of the interfacs then select ‘Add’
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The scan proiile interiace will be displayed.
= Type a name for the prcfile in the 'Scan Name' texi box

- Click the handie al the boitom of the interface o select iterns to be inciuded in the prfile:
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Scan Name: Example Scan Profile

Define items to be scanned, scanning options and running schedule

o Add Fife - Aliows you to add individual files {o the profils.
- Add Foider - Allows vou 1o select entire foldiers 1o be included in the profile

- Add Region - Allows you o add pre-defined regions o the profile {choice of 'Full Computer’, "Commonly
Iniscted Areas’ and ‘System Memorny')

= Repeat the process 1o add more lems to the profile, Click 'CK' o contim your choice,

= Next, click ‘Cptions’ fo further cusiomize the saan:
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Scan Name: | Example Scan Profie

- Define items to be scanned, scanning options and running schedule

& Enable scanning uptimizations

o vEvay s
RS ]

Detect potentially unwanted applications

- Options:

QES HroNMAran T
AR R

Enabie scanning opiimizations - On selecling this cpticn, the antivirus will empioy various optimization
teshniques like running the scan in the background in order fo speed-up he ssanning prosess (Default =
Enabled} .
Decompress and scan compressed files - When this check box is selecied, the Antivirus scans archive
files such as .ZIF and .RAR files. Supported formals inciude RAR, WinRAR, ZIP, WinZiP ARJ, WinARJ and
CAR archives {Defauit = Enabled) . ‘
Use cloud while scanning - Seleciing this option enaties the Antivirus 1o detact the very latest viruses
more accurately because the focal scan s augmenied with a real-time look-up of Comodd's online signatiire
database. With Cloud Scarning enabied your sysiem is capable of detscting zero-day malware even if your
oo aniivirus database is out-dated, (Default = Disabled).
Automatically clean threals - Enables you to select the action io be taken against the defected threats and
infested Hles autematically from disinfecting Threats and moving the threats to quarantine.
Use heuristics scanning - Enables you lo select whether or not Heuristic iechniques should be applied on
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scang in this profile. You are alsc given the opportunity to define the heuristics scan level. (Default =
Disabled).

Background Info: Cemode internet Security employs various heuristic lechniques to identify previousily
unknown viruses and Trojans. 'Heuristics' dessribes the method of anslyzing the cods of a file to ascartain
whether it contains code pattems similar to those in known viruses. 1 il is found to do sc then the application
deletes the dile or recommends it for quarantine. Heurisiics is about detecting Yvirus-like' traits or atirbuies
rather than lcoking for a precise virus signature that maiches 2 signature on the virus blacklist.

This aliows CIS fo ‘pradict’ the existence of naw viruses - even # itis not contained in the current virus

datebase. .

*  Low - Lowest sensilivity to detecting unknown threats but will also generate the fawest ialse posilives.
This seiing combines an extremely high lavel of securily snd protection with a low rate of fzlss
positves. Gomodn recnmmeands this setting inr mnst iisers.

»  Medium - Detects unknown threals with grezter sensilivity than the ‘Low’ sefting but witha
corresponding rise in the possibility of false positives.

s High - Highes! sensitivily to detecting unknown threals but this also raiges the possibility of more false
positves too.

Limit maximum file size to - Select this option i you want to impose size restrictions on files being

scanned. Files of size larger than that specified here, are not scanned, if this oplion is selecied (Default =

40 M8},

Run this scan with - Enables you to set the pricnty of the scan prodile. You can select the priority from the

drop-cown.{Default = Disabled:.

Update virus database before running - Instructs Comodo Internet Security to check for latest virus
sighature database updates iom Comaodo website and downioad the updates automatically before starling
the scanning (Default = Enabled) .

Defect polentially unwanted applications - When this check box is selected, Antivirus scans alsc scans

for applications that {i) a user may or may not be aware s instalied on: their computer and (i) may
functionaiity and objectives that are nol clear fo the user. Example PUA's include adware and browser .
tootoars. PUA's are often instalied as an additionai extra when the user is insialling an unrelated piece of
software. Unlike malware, many PUA's are 'legitimale’ pieces of software with their own EULA agreements.
Howeaver, the 'true’ iunctionalily of the software might not have been made clear to the end-user at the time

of instafiation. For example, a browser toshar may aiso contain code that tracks a user's activity on the
Internet. '

Te schedule the scan to nun at set inienvals, click ‘Schedule”:
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Scan Name: | Example Scan Profile

Define items to be scanned, scanning options and running schedule

Frequency: Start Time: | 5:30 AM

& Do not schedule this task

&y Every Day
& Every Week

& Every Month

%] Run only when computer is not running on battery

Run only when computer is IDLE

Turn off computer if no threats are found at the-end-of the scan

BTNV TR Iy RS g e b R LT A r A i g i riie iy
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2

> Do notl schedule this task - The scan profile will be created but will not ke run automaticaly. The profile will
be availabie for manusl on-demand scanning

- Every Bay - The Aniivuius starts scanning the areas defined in the scan profiie every day at the time
specilied in the Starl Time fisld

- Bvery Week - The Antivurus starls scans thw arsas defined in the scan profite on the day({s) of the week
spacified in 'Days of the Week' fieid and the time specified in the "Stant Time' feld. You can select the days of
the week by direcily clicking on them.

e Every hMonth - The Antivurs starts scans the areas defined in the scan profiie on the day{s} of the monih
specified in 'Days of the month' field and the ime specified in the "Start Time' field. You can select the days
of the month by directly clicking on them.

= Run only when computer is not running on batiery - This option is useiul when you are using afapicp or
any other battery driven poriable computer. Selecting this oplion runs the ssan only if the cemputer runs with
the adopter connecled to mains supply and not on ballary.

= Run only when computer id IDLE - Select this option if you do not want 1o disturbed when invelved in
cemputer related activities. The scheduied can will run only if the computer is in idle slate

»  Turn off computer if no threats are found al the end of the scan - Sslecting this aplion tums your
somputer off, if no treats are found during the scan. This is usefui when you are scheduling the scans {o
run i nights.

= Click OK to save the profile.

The profile will be saved and the selected anvas wili be scanned repeatedy as per the set schedule.

Noder The schedule scan will run only if it is enabied, Ciick the button under the Active columen beside the respective profile row |

IBM - Ex. 1002-Part 5 of 10, Page 2017
IPR2025-00379 (IBM v. Croga)



{o toggie between on and off staius.

Run Untrusted Programs In the Sandbox

Comodo Internst Security allows you {6 run programs inside the Sandbox on a ‘ore-off basis. This is heipfui o test the behavier
of new executzbles ihat you have downloaded or for applications that you are not sure that you trust. You can also sreale a
dasktop shoricut to run the application insida the sandbox on futiire cccasions. The fallowing image shows hows a 'virtual’
shorteut wili appear on your deskiop:

Comodo Infernet Sscurity aliows you i run a program in the sandbox:

Nate: if you wish 16 run an application in the sandbox on & lorg-ferm/permanent basis tien aad he e i Hhe Sandbax

1. Browse to the insiallation folder of the .exe #le through Windows Explorer

2.

Right ciick on the program that you want io run inside the sanchox

S

O

stsmi.dl

SRR

svtmi.dil

TR

svlmi.dll svtmisc.uno.dll svxcoremi.dll

.
N« OpEN
Q\&M& Run as...

7-Zip >
X NNURTORRNNNNRN

§i§can with COMODO Antivirus

swuimi.dll

Messenger
microsoft, frontpa

Sy L., wueni. o

o
. \\\\\\)\\\v)\‘°

Create Shortcut
Delete
Rename

Properties

3.

Choose ‘Run in Comode Sandbox’ from the coniext sensitive menu
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2. Click 'Sandhox Tasks' and click 'Run Viriual' from the 'Sandbox Tasks' interface

MM

N

N
You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system.

Create a virtual desktop-shortcut .

The ‘Run Virtual dialog will be displayed.
3. Torun an application inside e sanghax, click 'Choose and Run' then browse to the appiication. The appiication will
sun with a green border indicating that it is sandboxed. If you wish to run the application in the sanchex in future, then
select ‘Creale = virtual deskiop shortcut’.

IBM - Ex. 1002-Part 5 of 10, Page 2019
IPR2025-00379 (IBM v. Croga)



-

Applications (*.exe)

4. Browss to the application and dlick 'Oper'. in the example above, Open Office Writer is chogen.
The application will sun in the Sandbox on this cocasion only. If you often want the browser to run sandooxed then create a
"viriua shortout’ for the applicaticn by selecting the check-box ‘Create a vmual desitop shortcul’ in step 2. f you Wwish o run an

a;-plécaljon in the sandbox cn Ionq-éerrr‘:lpennanem basis han sdd § 1 ihe Sandhex.
N.-.
\ \ \\\\\\ \

W NN

Times New Roman

John F. Kennedy

“My fellow Americans, ask not what your country can do for you, ask what you can do for your
country” |
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Run Browsers Inside Sandbox

This page explains how 1o fun your intemst browser inside the sandoox. Surfing the Intemet with a sandboxed browser is the
same as normal, with the benefit that any malisious files you inadvertently downioad cannot do damage your feal comptier. You
can also creale a deskiop shertcul fo run the browser insids the sandbox on future occasions. The following image shows how a
virtual' shoricut will appear en your deskiop: '

Comodo Internat Security allows vou fo run a browser in the sandbox:

Veomnt TN Sxal e AN oY
o Fyomi e Joekiop widgst
AY
Toovery TN Tanall Taeire fatastas
o From N SansdOY IasEs mlertace

L e e S I 3 s 3 N
et roneaas Sras tho Sdoaaledan awiadnad
QTN { VIEOWHOTITON IS QOIJIOYP WigeEr

The CiS Deskiop Widget displays shertcut icons of the browsers installed in your computer.

1. Click ihe Tasks arrow on the ome screen to open the main Tasks menu

2. Click "Sandoox Tasks' 2nd ciick 'Run Virual’ from the 'Sandbox Tasks' interiace

Y
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You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system.

ff] Create a virtual desktop shortcut

The ‘Run Virlual' dialog will b disglayed.

p

3. Torunabrowser inside the sandbox, click 'Choose and Run', navigate to the instaliation location of the browser and
select the exe file of the browser. If you wish to creale a deskicp shoricut to run the browser in the sandbox in fuiure,
then select ‘Create a virtual deskiop shartout'.

The browser wifi rur with a green border indicating that it is sandboxed. !

Run Untrusted Programs Inside Virtual Desktop

This page explains how 1o run untrusled programs inside the Virlual Desktop. Applications running in the viriual deskiop slso
leave no cookies or history behind on your real syslem, making it ideal for tesling out betajunstable software.

Appiications instalied of the files stored in your system can be cpened inside the Vistial Sesktop by the icliowing metheds:

&N H » N N 3N N 3 J e, & 3, )
AASTNI I anniiaoatiana Siaw ey i Sasisy N Sr AT LT
> TIPANRY N AFNITENANTAHOY IFENT i QUUEHRNY JHOITIESN

You can copy the files or create shorteuts for the applicalions/iles to be epened in Virlual Deskiop, in the desldop of your rea
systern. The shorlcuits of your reai deskiop will be available in the Virtual Deskiop. You can double click on the icen to open the
respective appiication of file inside the Virtual Desktop,

Nate: The real computer desidop icons will be available oniy in the Classis ¥
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The Virtual Desktop creates a inlder Shared Space in the locafion "C:\Decuments and Settings\Ali Usersidpplication
Data\Shared Spane”, which can be shared by your host operating sysiem and the Virual Deskiop.

The Shared Space can be accessed in the following ways:
»  Click 'Open Shared Space’ under ‘Sandbox’ Tasks in the Tasks interiace
> Click the ‘Shiarad Space’ shorteut icon from the home screen of CIS
«  Click the ‘Shared Spase' shortsut icon from the CiS widget
»  Click the 'Shaned Spaee’ deskiop shortcut icon
To open an application or file from your host system in the Virtual Desktop
1. Open the ‘Shared Space’ as menticnad above
2. Copy/Move the application cr the file to be opened into the Shared Space

3. Stari Virual Desktop' by clicking the Virtual Deskicp shoricul in the CiS home screen or by clicking Sandbox Tasks >
Rur: Viriual Cesktop from the Tasks interface of CiS.

4, Qpen Shared Spase insice the Virtual Desktop by clicking the 'Shared Space’ icon in the home screen.
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the virtual Desktop.

The changes you make {o the fiie will ba storad to the file only inside the Viriual Sesklop and notir: the raai computer system.

Run Browsers Inside the Virtual Deskiop

The Virtual Seskiop p

mely secure envi

ironment for internet related activities because it isolates your browser
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from the rest of your computar. Just by visiting them, malicious websites can install viruses malware, rootkits and spyware enic
your computer that can allow hackers 1o steal confidential information. Suriing the 'net inside the virtual deskicp removes this
fhreal to your machine by preventing any website from insialling anything on your real compuler. Furthermore, the Virtual
Keyboard allows you to sscurely enter user-names, credii card numbers and passwords without fear of key-iogging software

reconding your physical keystrokes.

To run a browser inside the Virtual Desktop

1. Click the 'C button

2. Seiect the browser you want io run from the browsers displayed.

The browser wili open inside the Virtual Deskiop.
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On completion of your browsing session, no trails like your browsing histery wiii be stored in vour comgputer.

Restore Incorrectly Quarantined ltem(s)

i you have incorrecily quarantined itemy{s) or you feel an item has been incorrectly quarantined by the application (a false
positive) then you can restore ithem using the following procedure:

To submil Quarantined iRems
1. Click the Tasks' arrow on the home screen to open the main Tasks menu
2. In'General Tasks', click 'View Quzrantine’

The ‘Quarantine’ interface will open. The interface displays a lisl of items moved o Guarantine manualy, from the resulls of real
time scanning, on-demand scanning and scheduled scans.
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3. Choose the ilems io be restored by ssiecling the chackboxes beside them.

4. Click the handie from the bottom and choose 'Restore’.

An option to add the selecied itenrs to AV exciuded fHies will open.
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Would vou like to add these files to your AY excluded files
397

RO LAAAAR ALY

if you select 'Yos', these itemns will not be included for &Y scans. If you select’ No', these items will be included for AV scans and
quarantined during the next scanning.

Ali the selecled files will be resiored lo their original lecations immediately. .
5. Click 'Close’ butien 1o exit.

Yierd
Yievdy
SFR

heve for more details on the Quarantined ltems.

Submit Quarantined ltems to Comodo for Analysis

itams which have been quarantined as a result of an On Accass, Cn Demand or Scheduled Scans, can be sent e Comodo for
Anaiysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to Comode Safe List,
Conversely, ¥ it is found i be a malware, it wili be 2dded ¢ the anti-malware Black list. This helps Coemodo ¢ enhanse its virus
signature database and helps millions of other GiS users to berefil out of it, THel heve for more delails on Quaraniinad lems.

—

To submit Quarantined items

1. Click the ‘Tasks’ arrow on the home s¢resn to open the imain Tasks menu

2. In'General Tasks', click 'View Quarantine’

The ‘Quarzntine’ interface will open. The interface displzys a list of items moved to Quarantine manuaily, frors ihe restlts of real-
ime scanning, on-demand scarning and scheduted scans.
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3. Choose the ilems to be submitted to Comodo for analysis by selecting the checkbexes beside them.
4. Click ihe handie from the bottom: and chooss "Submit', ,

The submissicn progress wili be indicated.
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On completion, the submission resulls will be displayed, indicating whether the file is suscessfully submitted or already
submitted by other tsers and is pending for analysis, '
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Enable File Sharing Applications’like BitTorrent and Emule

This page explains how lo configure Comodo Firawail for file sharing apnllcatlors iike Shareaza/Emule and Bi !Torrar--JUTurrer'
To ailow these file sharing applications, vou must:

lsadiag, &y s

]
3 aiesel fo
RINGD1Y N
N & S DN, i S
Hosat' far REYarsont Rarsan
° IHOSEY TOT NRIQITEnNUENRAETEm

To Disable ‘Do Protocol analysis’
1. Open Tasiks interfase by clicking the green surved arrow at 1op right of the "Home' screen

2. Open Firewall Tasks' by clicking "Firewall Tasks' from the Tasks interface and click 'Open Advanced Sellings’. ¢
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3. Ensure thal 'Do Protecol Analysis’ checkbox is not selecied.
To Cseate a ‘Predefined Firewall Ruleset’ for Shareaza/Emule
1. Click 'Rulesets' under ‘Firewall’ from the LHS navigation pane of 'Advanced Settings’ interface to open ‘Rulesats’ panel

2. Click the nandie from the bottom of the pariel and choose ‘Add’
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Name: : For allowing Shareaza/Emule

& Use a Custom Ruleset

The Firewall Rulesel’ interface will open for creating 2 new set of rules.

3. Click the handie from the bottom and cheose 'Add
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4. Enter a descriplive name for the new ruleset 1o be created in the 'Cescription’ text box {for exarmple: For aliowing
Shareaza/tinule).

5. Now you need io creale six rules for the newly crealed nilesel. To do so, click 'Add. The 'Firewali Rulg' interface wil
appear. For creating each rule, select the check box and choose the drop-down options tnder each iab as given
beiow. After creating each ruls, click 'GK’ for the rule to be added. Click handte in the 'Firewall Ruleset' interface and
choose "Add' io create the nexi nule.

ORI >

Action:

Protocal:

Direction:

Description

Rule 1

°  Aclicn: Allow

o Prolocol : TCP

- Girection : In

= Desciiption : Rule for incoming TCP conneclions

= Source Addrass : Any Address )

= Destination Address : Any Address

*  Source pori: A Perl Range : [Star Sort = 1325/ End Port = 65535}

o Destination port : A Single Port : (Port : Your TCP port of Sharcaza/Emuie;
Rule 2

«  Action : Allow
= Prolocol ; UDP
*  Direction : In:

< Descriplion : Rule for incoming UDP connections
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Rule 3

Rule 4

Rule 8

Rule 8

&.

-

[arey
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urce Address : Any Address

Destination Address : Any Address .
Scurce port : A Port Range © {Start Port = 1025/ End Port = 85535}
Destinaticn port 1 A Single Port ; {Port : Your UDP port of Shareaza/Emule}

Acticn : Allow

Protocol . TCP or UDP

Direction : Cut

Description : Rule for auigning TOP and HDP rannactions

Scurce Address ; Any Address

Destinaticn Address : Any Address

Seurce porl : Aport range : {start port = 1025 { end port = 65535)
Destinaticn port ; Aport range : (stari port = 1025/ end port = 5535)

Action : Aflow

Protocol : ICMP . .
Direction : Cut ‘
Description : Ping the ssrver {edk neiwork)
Source Address : Any Address

Destinaticn Address ; Any Address

ICMP Delails : Messzge : ICMP Echo Request

Action : Ask (Aésb seiect the check box 'Log as a firewall avent if this rule is fired)
Protocol . TCP

Direction ; Out

Descnption ; Rule for HTTP reguests

Scurce Address : Any Address

Destinaticn Address | Any Address

Source port ; Apert range | {starl port = 1025 / end port = 65536}

Destination port : Type : Single Pori; (Port : 80)

Acticn ; Binck {Also select the check box Log as a firewali event i this e is fired)
Protocol : IP

Tirection ; InfQut

Description : Biock and Log All Unmatching Requests

Source Address : Any Address

Destination Addimss : Any Address

iP Details : iP Protocoi - Any

Click 'OX’ in the 'Firewall Ruleset’ interface.

The new ruieset will be created and added as a Predefined ruleset. Start Shareaza or Emuie. When Comado raises a pop-up

alert, choose

"Treat this application as’, select the dascripiive name you gave for this rule {2.¢. For allowing Shareaze/Emule)

irom the opfions and select 'Remember my answer’.

To create a ‘Predefined Firewall Ruleset’ {or Bit Torrent/Uiorrent’
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2

Click 'Rulesets’ under ‘Firewall’ frem the LHS navigation pane of 'Advanced Seitings’ interface 1o cpen ‘Rulesets’ panel

Click the handie from the bottom of the panel and chooss ‘Add
!

The ‘Firewall Ruleset’ interiace wiil open for creating & new set of rufes.

3.
4.

Rule 1

Rule 2

Rule 3

Rule 4

Click the handie from the bottom and choose 'Add'

Enter a descriptive name for the new ruleset to be created in the ‘Tescription’ text box {for example: For allowing

BitTonentiUtorrent].

Now you need io create six rules for the newly crealed ruleset. To do s, siick 'Add’. The 'Firewalt Rule' interiace will
appear. For creating each rule, select the check box and choose the drep-down eplicns under each ab as given
beiow. After creating each ruls, click ‘'CK’ for the rule to be added. Click handie in the 'Firewall Rulese! intarface and

chocse 'Add’ io create the next rule.

o Action : Allow

o Profocol: TCF or UDP

«  Direction @ In

= Deseription : Rule for incoming TCF and UOP connecticns

= Source Address : Any Address

»  Destination Address : Any Address )

> Source parl : A Port Range : {Start port = 1025/ End poit = §5535)

o Destination port : A Single Port {Part: The port of SitTorrent/Utorent)

= Action : Allow

°  Piolocol: TCP

> Direction : Cu ¢

o Description : Rule for cutgoing TCP connections

o Source Address : Any Address \

o Destination Address : Any Address

= Scurce port: A Port Range : {Start port = 1025/ End port = 65535)

= Destination pori ; & Port Range : {Start pert = 1025 { End port = 65535}

s Action : Allow
s Profocol: LDP

»  Direction : Out

- Descripticn : Rule for cuigoing UBP connections

= Source Address ; Any Address

*  Destination Address : Any Address

+  Source port ; A Single Port: Port: the port of utorrent

= Destination pori : APort Range : {Start pert = 1028 / End port = 65535;

»  Peticn : Ask {Aiso select the check box 'Log as a firewall event if this rule is firad’)
J

°  Potocol : TCP

> Direction ; G

o Descriplion ; Rule for HTTP reguests
= Source Address : Any Address

- Destination Addiass : Any Address

= Scurce port: A Port Range : {Start port = 1025/ End port = 6583%)
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Rule 5

6.

°

Destination port ; A Single Port {Port = 80)

Action : Biock {Also select the check box 'Log zs a firewali svent i this sule is fired)
Profocal : 1P

Birection : InfOut

Descripticn : Biock and Log Alt Unmalching Requests

Scurce Address ; Any Address

Destination Acdress : Any Address

iP Details ; P Proiocot ; Any

Click 'O in the Tirewali Rulzset’ interfacs.

o~

Ths new nuieset will be creatad and added as a Predsfined Firewall ruleset. Start BitTorrent of Utoment. When Comodo raises &
pop-up alert, choose Treat this application as’, selest the descriptive name you gave for this nule {e.g. For allowing
BitTorent/Utorrent) from the options snd select ‘Remember my answer’.

Block any Downloads of a Specific File Type

Coinodo Internet Security can be configired to block downloads of specific types ¢i file.

Example scenarios:

Some malicious websites try 1o push dowaloads of maiware-in .exe file iormat. .exe files are programs which can
execute commands on your cemputer. | the .exe is malicious in intent then these commands could include the
installation of key logging programs, initiaticn of buffer overfiow attacks or cade t6 urn your PC into 2 zombie, For this

reason, you may wish to block all downloads of fles with a .exe file extensicn.

You want to avoid downfoading media fies like audic files (e.g. filas with extensicns .wma, .mp3, .wav, .midi), video
files {e.q. fies with extensions wmv, .avi, .mpeq, .swi ) or image files (e.g. fles with extensions .bmp. .ipg, .png) for
vour disk space restrictions.

To seiestively block downioading of specific file type, you need to configure Defense+ component of CIS to tlock the specilic file
iype from ths defauit download folder of your browser.

1.

Open ‘Tasks' interface by clicking the green curved arow at top right of the 'Home' screen

Open ‘Advanced Tasks' by clicking ' Advanced Tasks' from e Tasks interface and click 'Open Advanced Settings’.

Click 'Security Settings’ > ‘Defense+ ' > 'HiPS' > 'Protectad Cbjects’ from the left hand side pare

Click 'Blocked Files' iab
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5. Click the handie from the bottom and choose 'Add’ > "Applications’.

Browse 10 the default downioad foider for that particuiar fils fvpe of your Intemet Browser from the Open dialog

o

«  For example, the default download locations for some tiie types in Internet Explorer are given below:

o Exesutable files - C:\Desuments and Settings\user nameti.ocal SeltingstTemparary Internet Files!
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o Document files - C:\Documents and Settingslusar name\My Documents’

e Imzge files - C:\Documents and Settingsiiser nametMy Documentsibdy Picturest

- Musig files - C:\Docuiments and Setiings\user nametMy DosurmentsiMy Musich

»  Video fites - C\Documents and Settingsiuser nameiMy DocumentsiMy Videos'
7. Seiectfile from the folder and ciick 'Oper’

The file wilt be added to biockad files list.

RN
& N\

Edit File Path
i C:\Documents and Settings\Administrator\My Dacuments\ly Pictures\1935-ini

8. Seiect the entry from the Slocked Files interface, click the handle from the botiom and choase Edit

The Edit Property dialog wil appear.

8. Change the fila name at the end of the fife path fo * file_exisnsion” {e.g. \".exe, V" jpg}
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10. Click OK in the 'Edit Property' diafog
14, Click OK in the Advanced Seilings interface to save your satlings

The cownioad of the specific fiie type o the specified folder through the Srowser will be blocked. i you have mere than one
browser, repeal the same for the other browsers 100,

Note: Blocking files in this way will oniy block the downloads of the specific file tvpes in the spesified foiders. i you change the
download destination while downioading a file through your web browser, the download will be aliowed.

Tip: To unblock the downiozd, Advanced Settings > Defersa+ > HIPS > File Protection > Biocked Fiies, select the file path,
click the handie from the bottom and choose 'Remove’.

Disable Behavior Blocker and Auto-Sandboxing on a Per-
application Basis

Behavior Biocker wili aulo-sandhox run unknown sxecuiabies and gusue them for sibmission ic Comodo Cloud scanners for

. behavior analysis, Users do, however, have the option to exciude specific files or file types from this auto-sandboxing process.
This is particularly usefui for deveiopers that are crealing new apglications which, by their nature, are as yet usknown o the
Comodo saie lisl.

To disabie the auto-sandboxing selectively

1. Open Tasks' interfase by clicking the green cunved arrow at top right ¢f the 'Home' soreen

2. Oven Advancad Settings panel by clicking Advanced Tasks > Agvanced Setlings irom the Tasks interiace

3. Click ‘Security Settings' > 'Defense+ > ‘Behavior Blocker in the ieft hand side navigation pane of Advanced Seltings
pane

4. Seiest the check box 'Define exceptions for behavior blocking and ther click on the words "Excepiions’

Tha Behavior Blocker Exceptions interfzce will open.

5. Click the handie from the bottom and choose 'Add’ from the options to 2dd ihe files/execulables {o be excluded from
monitoring by Behavior Blocker and Auto-Sandboxing.
= You can add ifems by seiecling the required option from: the diop-cown:

- File Groups - Enabies you io select a category of pre-set files or folders. For example, selecting
'Executables’ would enable vou fo create a ruleset for ail files with the extensions .exe .dif .sys .oex bat
pif .scr .cpl . Other such categories available include YWindows System Applications' , ‘Windows Updater

~

Applications’, ‘Start Up Folders' ete. For more delails on file groups, refer io the section File Grovgs,
s Fifes - Opens the ‘Open’ window and erables you o navigale {o the application or file you wish to add.
o Folder - Opens the 'Browse for Foiders' window and enables yeu fo ravigate o the folder you wish to add.

«  Running Processes - As 12 name suggests, this oplion aliows you to select an application or exacittabls
from tha processes that are curently running on your FC.
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Seiect whether the chiid procasses of the application aiso neads to be excluded using the "Exclude Child Processas’
toggle switch. .

8. Click OK in the Advarced Seitings panel for your setlings 1o take effect.
The selected application will not be auto-sandboxed on its execution.
Alternatively...

1. Add the files to the list of Trassled Fifes

2. Digilally sign your files with 2 code signing certificale from a trusted CA then manually add your omganization to the

TR e .
risled SoNesre Vendars list
trissiod SoNivare Vendors lis

3. Disable Behavior Blocker by de-selecting the 'Enabie Aute-Sandhox unknown applicaticns as' check box in the
Behavior Blocker satiings panel. Nof recommended.

= i P ' - . T lr sonidesr Soitaam e YN Qoatee. Wannatiioei sty e D nnnineg
For more detaiis on Auto-Sandhoxing procass, refer 1o the saction Unksows Fileg: The Sule- Randboning and Scanning
Frovasses,

Switch Between Complete CIS Suite and Individual
Components (just AV or FW)

Comodo Internet Security provide ity of installatior: as a compiete sacurity suite or as individual cemporents. You ¢can
choose the instaliation type duy aiion itself. Even afier the installztion, you can switsh the insiallation iype without
the requiremeni of tninstaliation of the software, retaining your configuration settings. You might have installed the CIS as
complate suils initiaky tut may want lo retain the AV part or FW part and uninstall the other or vice versa. The inbuill uninsialler
of CIS enables to switch vour instailaticn type at any point of time.

To swifch the inslallation type .
1. Click Start > All Programs > CCMCDC > CCMOCDC Intemet Security > Add and Remove Compenents

i §\\»§ Htaedit

i W

E WWW\&\

5 .......................... § 8 Mozila Firetox 1\ Y% GeekBuddy

i &\\\S\W\n\ OpenOffice.org 3.2 N 5 s+ COMODO TrustConnect (VPN)

e "1"“\“‘* """" \\“\ o

or click Start > Control Panst > Add/Remove Pregrams > Comado Intemet Security > Change.
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The Configuration Wizard will start.
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Welcome to the COMODO Internet
Security Premium Setup Wizard

The Setup Wizard allows you to change the way COMCDO
Internet Security Premium Features are installed on

your computer or to remove it from your computer. Click
Next to continue or Cancel to exit the Setup Wizard.

Click "Mext'. The configuration: selection screen will appear.

R T
3 copono et iy se,. L B

RS NIRRT AR R AR R R R R

R
N
R
N
R
8
R
K
\
R
3
3

Seiect ‘Change’ bullon fo change the installed features and click Next.’ The Predust Seiection ssreen wili appear.
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Selact the installation type.
»  f you want the compleie installation, select both Install COMODO Antivirus and Insiall COMODO Firewall.
= If you wani only the Antivirus part and not the Firewail part, select only the instali COMODO Aniivirus and
uncheck Instail COMCDG Firawall.
< If you want only the Firswall part and not the Aniivirus part, selest only the instali COMOLO Firewall and
tncheck tnstail COMCDO Antivirus.
LHak hare for more details on the installation of individual compenents.

o Click ‘Next. Wait il the CIS is configured and is ready for the change.

e BB
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4. Click 'Change’ in the next screen. The change progress will be indicaled. ..

\, %\.\_ NN N NN \\‘\\\\\\V \\§

.. znd on completion, Click the Finish button e exit the wizard.

in order for the configuration change 10 take effect, your comptiter needs i be restarted. A '‘Restart Computer” diziog with a
cotntdown tmer will be displayed.
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You nesd to restarh vour compuier Tor the changas o take effect.
Would you like ti rastart it now?

R

N\

= |f you want to restart the system 2i a later #me, click "No'.

+  |f you wani to restari the system immediately, please save any unsaved daia and click 'Yes' or ieave the dialog for the
systen fo restart at e end of countdown timer.

t&: The change will iake effect only on the next restart of the computer.

7y

Switch Off Automatic Antivirus and Software Updates

By default, Comodo Internet Security will automaticaily check for software and Antivirus database updates. However, some
users like 1o have controf cver what gets downloaded and when §# gete downioaded. For exampie, network adninistrators may
nei wish to automatically download because it will take up 1o much bandwidth during the day. Similarly, users that have
particUiarly heavy traffic loads may not want automatic updates because they confiict with their other downicadiupload activity.

CIS provides full control over virus and software updates. Ciick the appropriate fnk below 1o find out mone:

To switch off automatic updates entirely:

1. Open Tasks' interface by clicking the g.'eeh curved amow at top right of the 'Home' screen

2. Open Advanced Settings panel by clicking Advanced Tasks > Advancad Seltings from the Tasks interface
3. Click 'Updates’ under 'General Settings’ from the left hand side navigation pang
4, Deselect the check boxes 'Check for pregram updales every Xxx day(s)’ and ‘Check for datebase updales every xxx

hour(sy’
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5. Click 'O¥" in the Advanced Settings panel.

To switeh off automatic updates selectively:

1. Open ‘Tasks' inferfase by clicking the green surved amow at top right of the 'Heme' soreen

2. Open Advancad Seltings panst by clicking Advanced Tasks > Advanced Sellings rom the Tasks interiace
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3. Click 'Updates’ under '‘Ceneral Setlings’ from the lefl hand side navigation pane

S

o Hfyou wani o siippress automatic updales when you are connected to Intemet through certain networks

- Select the Do NOT check updates if am using these connestions’ check-box
»  Thenclick the these connections'. The *Cornections' diaiog will appear with the list of cmncctxms you use.
= Select the connection through which you do nol want CIS to check for updates and click OK.

= Hyout want to suppress auiomatic updales when your cornputer is running on battery

»  Select the 'Do NCT check for updates if running on batiery’ checkbox
To switch off automatic virus signature database updétes priof to AY Scans:

1. Opern Tasks' interface by clicking the green curved arow at fop right of the 'Home' screen

2. Open Advanced Settings panst by clicking Advancad Tasks > Advanced Settings from the Tasks interface
3. Click "Security Settings' > Antivirus' » 'Scans’. A fist detinad scan profiles will e displayed.
4. Seisct he scan proiiie for which you do want the automatic virus database updales prier to the scan
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Sean Name: | Downloaded Programs

Define items to be scanned, scanning options and running schedule
N

Limit maximum file size to

WA
2y

7} Run this scan with
X \\\\\\\\\_\\“\\\\\\\\\;\\\\

LTI CLELUT Y

5. Click the handie from the botlom and select 'Edit’

8. Click 'Opticns’ io open the Oplicns pane and daselect ‘Update virus database before running’ chackbox.
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Click 'O’ on the "Scan’ inferface,

8. Click 'O« in the ‘Advanced Settings’ interface for your changss 1o {ake effect.

Suppress CIS Alerts Temporarily while Playing Games

Because of continucus manitering of all vour system activities in granuiar ievel for implementing Defaui’-Deny Protecton,
Comodo Internet Security generates pop-up zleris whenever it identifies any event appearing to be a malicious activity or
execution of programs that require privileges like Internat access and file access tights. Each aler provides informatich and
optiors that enable you to make an informed decision on whether you want 1o ailow or biock a request or aclivity. Alerls aiso (o
aliow you to instruct Comodo Internet Security on how it should behave in fulure when it encounlers activities of the same type.

But at times when vou are involved in activities iike piaying computer ganies, where you do not want to be interered with such
alerts, you can temporarily stop them from being displaved. require undisturbed environimeni, During this time, the operations
that can inierfere with users’ gaming experience aie sither suppressed or posiponed.

To temporarily stop pop-up alerts

o Click 'Game Mcde' bution from CIS Home screen

or

= Right click on the CIS System Tray icon and select 'Game Mede' from the oplions.
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Antivirus 4
Firewall 4 \

Auto-Sandbox  »

v Advanced View

Renew or Upgrade your License

in order ic enjoy continued protection from Comode Internst Security, you will need to renew your licenss when it is due lo
expire.

To renew or upgrade your license, ciick the 'Activate Now' link beside "Subscription’ on the CIS home screen (allernatively, click
‘No. of days left}

Tha Produst Activation Wizard wili start.
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In arder to activate:

qate the licensa and register your product

License Key:

pesesoseer
serereoseres,
Sarrsrresss
pecreerrens

o lick the herg

s Select your CIS Package.

»  Select 'Existing Comodo User checkbox in 'Enier Cusiomer Dealails’ area, enter your login and password znd
complete the payment procedire.

»  The License key will be sent i you by email. Enter the license key and click the ‘Activate’ button.
= After successfui valigation, your subscription will be activated and a confirmation sereen will be displayed.

if you are renawing & cense for the same CIS preduct then enfering the license key will upgrade the ficense without requiring
re-installation. If vou are upgrading license types, then installation of the new product type wiii begin altomatically. You may
nzed 1o restart your compuier to finalize the upgrade.

if you are using any of he triat versions of CIS, you have to purchase the license &l the end i trial peried in ordar to continus
using the product. An alert witt be displaved after the expiry of trial peried.

o {lick the the 'Renew Now' bution in the alert screen and foliow the same purchase and activation procedure expiained
above.
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How té; use CIS Protocol Handlers

COMODG Internet Secuiity has

wh protecol handiers that aliow you to perfarm cerlain fasks ffom a web page. This includes

tasks like opening a web page ¥om a sandbaxed browser, or starting a virus detabase update etc. CiS 2012 supports several
\

protoce! handlers fisted below.
1 - saief
This protecot is used to open any URL with a sandhoxed browser.

For example: Try safe/wwi googie.com

The URL will be open in a sandboxed browser. Note the green border:

Externat Proiccet Requent

The Inkrzquested

Theictiowing spabcstic

medo Dragon aseds i Jaunch an efumal 2ppikaica to handle szfe:
3 is safer i wwwngoagiz com.

t e faunched 32 vou 2ecent inis cequest

nikicsiec” v

sepem Files\COMTTONCOMODG Intarn Securdy

N3y CESrEsAt 20 Ritempted Atk on
adhica o mitiate this seguest, you
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Like the previous one, opens the URL frem COMCDC Virtuat Kiosk. ,

-

£.5. Try Koskwww google.com

Ixternal Protocol Request

fieation 1o hansle kiosk:
wL.gocgiessm.

Jemade Dragon needsto lau
ks, The Bpk raquastad is kio!

The following appication ik te lsunched f you zcoep? this raquash

“CA\Progrem BiestIOMODO\CGMODT imternet Sex
"iwey.gTogtecom’

inoAriosk.en” -1

u did not initiste this resuact, # may repizsen an altempted atteck cn
istam. Unless you tock ad e¢pict actien Ic initiate this request, you
shouid press De Nathing.

{: Remember my chcice for sl tinks of thistype.

S

Launch Apghicetion : | DoNothing !
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Appendix 2 - Comodo Secure DNS
Service

Comodo Securs ONS sevice replaces your existing Recursive DNE Servers and resolves ali vour BNS requests exclust

iy
fhrough Comodo's propristary Cirectory Services Platform. Most of the networks use recursive DNS setvices that are provided
by their ISP or that reside on their own set of small DNS servers but it becomes essential 16 have 2 secure and broadly
distributed DNS service tc have a faster and safe DNS resclution.

Sackgrouny Node: Every device on the internet is unigusly identitied by a 32-bil number {iPv4) or a 128-bil number {ipv6}.
While this is perfectly satistactory for computers, humans are far more comforiable remembering rames rather than a string of
nurrbers. The Domain Mame System {DNS) provides the franslation between those names and numbers. Virtually every piece
of software, device, and seivice on the Internat uiilizes DNS to communicale wiih one anoiher, BNS also makes this
information available across the entire span of the Intemet, aliowing users 1o find information remolely.

Comodo Sesure DNS is & breadly distributed Resursive DNS service that gives you fuli contrel to determine how your clienis
interact with the Intemet. It requires no hardware or soffware and provides reliable, faster, smarter and safer internet experisnce.

- - . , § . . - .
«  Religble - Comodo Secure DNS Directory Sefvicas Platiorm currently spans across five continents around the worid.
This ailows us ic offer you the most reliable fully redundant DNS service anywhere. Each node has multiple servers,
and is cornacted by several Tier 1 cariers to the intemet.

.« o Faster - Qur siralegically placed nodes are localed af the most optimal infersections of the Iniernet. Unike most GNS
providers, Comocio Secure DNS Lirectory Services Platform uses Anyeast roting technolegy - which means that no
matter whare you are located in e world, yolr DNS requests are answered by the closast available Comodo Securs
DNS sei of servers. Combine this with our huge cache znd we can get the answers you seek {aster and more reliably
than anyone eise. Furthemore, our "name cache invalidation” soiuticn signals the Comedo Secure DNS recursive
servers anytime one of our authoritative customars or partness updates a DNS reeord, fundamentally eliminating the
concept of a TTL.

= Srarter - Comoado’s highly structured search and guide pages get you where you want to be, when you inadvertently
atiempt to go to 2 sile thai dossn't exist.

- Safer - As a leading provider of computer security soluticns, Comodo is keenly aware of the dangers that plague the
internet today. Secure DNS helps users keep safe onfine with its maiware domair filiering feature. Secure DNS
references 2 real-time biock list {(RBL) of harmful websites (j.e. phishing sites, malware sites, spyware sites, excessive
adverlising sites, etc.} and will warn you whenever you atiempt lo access a site containing potentialiy threalening
content. Additionalty, our ‘name cache invalidation’ solution signais the Comodo Sacure DNS recursive servers
whenever a DNS record is updated - fundamenizlly eliminating the concept of a TTL. Direcling your requests through
highly sacure servers can also reduce your exposure lo the DNS Cache Poisoning attacks that may affect averybody
elsa using your ISP,

To stari Comado Secure NS service the ONS sattings of vour computer has i be modified to point 16 our server’s 1P
addresses. Comodo Inferaet Secunty aulomaticaily modifies the DNS settings of your system during its insizlztion to get the
services. You can aiso modify the DNS setiings of your sysiem manuaily, if you haven't selected the option during instailation.
You can alse rever to the previous sellings if you want, at anylime.

Click the fclliowing links ‘o get the insiructions for manually medifying the DNS settings on your routsr or on your somputer,

Router - Manually Enabling or Disabling Comodo Secure DNS
Service

You can ranually enabie o disable Comodn Saciurs ONS service in your Router by modifying the DNS sattings accessikle
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. {
rough DNS Server seitings of your router. Comeds recommends making the change on your router so that with ane sharge,
ali the cormputers on your network can benafit from Comodo Secure DNS.

To enable the Comodo Secure DNS senvice, modify the DNS server iF address seilings to Comede Secure DNS seiver 1P
addresses. The IP address are:

Primary DNS : 8.256 56.26
Secondary DNS ; 8.20.247 20

To stop Comodo Secure DNS sefvice

ST dha IIUD canviar I adsdtcose § FANEEY LML
° NOGHY 70 UND SoTvar i adaress {0 youry grew

To modify the DNS setlings
1. Login to your router. To log in and configure your router, you can epen i up in your web browser. If you dori't know the
IF address for your router, don't wory, itis typically one of the following:

Mip:/7182.188.0.1
aty:#192.168.1.1
htip://192.168.10.1
i you have forgotten your router's usemame and/or password, the most commen usemame is "admin” and the-
password is either blank, "acmin’, or "password”. if ncne of those work, you can often reset the password b the
manufaciurer default by pressing a bution on the router itseli, or in some cases gccess without a passwond if you try 1o
access your rolter quickly after you've cycled the power to it.

\

Find the DNS Server Setlings. Look for "DNS® next to a field which aliows two or three seis of numbers {these fislds
may be empty).

ha

Use these DNS Servers :
Primary DNS Server:

Secondary DNS Server:

3. Seiect the check box Use these DNS Sewvers, type the Comodo Secure DNS Server setlings s your DNS server
setiings and click 'Save"Appiv'.

Primary DNS server address for Comodo Secure ONS is: B.26.56.26
N .
Secondary DNS server address for Comodo Secure DNS is: 8.20.247.20

" When you are dons, the above exanmple wouid ook like this.

Use these DNS Servers :

Primary DNS Server :

You can disabie Comodo Secure DNS by:

o Deselecting the check box 'Use these DNS sarvers' address aulomatically’. This means that you use ihe ONS server
provided by your iSP. This is the option thal most home users should choose if they wish to disable the service.

or

= Entering different preferred znd alternate DNS server IF addresses.
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Windows XP - Manually Enabling or Disabling Comodo Secure
DNS Service

You can manually enabie or disable Comodo Secure DNS service in your Windows XF compuier by modifying the DNS seilings
coessible through Conirol Panel > Network Connestions.
To enable e Comode Secure DNS service, modily the DNS server iP address sattings to Comode Secure DNS sarver IP
addresses. The IP address are:
Preferred DNS : 8.26.58.26
Aliemate DNS: 8.20.247.20

To stop Comods Secure DNS service

Mastife Hio ING sorvar 1D addraas f0 Vous sravioue soffines
. Moty (e UNG sorver ¥ adaress 1o Fous pravious satiings

To modify the DNS settings
1. Select the ‘Control Pangl from the Start Menu.

\ -

N Microsolt Office
Comununicator 20085

. Microsoft Update

NN
\ : Adobe Photeshop (53

oy

3. S
SN Micraseft Office Excel 2063

ternet Expiorsr

N
YN Microsoft GFfice Word 2603

Al Programs t\\\\\*
A

X \\ R NN R \ DN
2. Clisk "Network Connections' from the Control Pane! oplicns.
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&

5

MMM
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Select 'Internet Protocal

(TCS

N

fIP}" and click ‘Properties’.
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Click the radio sullon Use the iollowing DNS server addresses and type in Comodo Sesure DNS addresses in the
Preferrec DNS server and Ailernale NS server fields.

Piease note down your custent ONS settings before switching to Comode Secuse DNS, in case you want to retum to
your old setlings for any reason.

Preferred DNS senver address for Comodo Secure DNS is: 8.26.36.26

itemate DNS server address for Comode Secure DNS is: 8.20.247.20
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Youiican gét IP settings:assigned automatically'if your network supports
this capability. Otherwise, you needta ask your network administrator for
the appropriate IR settings. -

Jbtain'an [P -adﬂréssréﬂtomati't‘:éli_jz

llowing 1P-addréss:

RN

v.'\';\:?\'\\‘:“ }\\\\\\\\\‘ \\\\\\\
N R N

You can disabie Comado Secure DNS by:

Seiecting 'Obtain DNS servar address automatically’. This means thal you use the DNS seiver provided &y your iSP.
This is the opfion that mosi homs users shouid cheose if they wish to disable the service.

or

Entering differen! preferred znd alternate DNS server IP addresses.
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You oan gat (P asiiings assigned aulomatically i your nalwok suppots
this capahiity. Othennise, you need to ask vour metwark edmirisirator for
he appropigie (P saltings.

L
\ & Qbtain an P address avtomsticaly

't Lge dhe following JP @ddress: e
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>

Windows 7 / Vista - Manually Enabling or Disabling Comodo
Secure DNS Service

You can manually enabie or disable the Comeodo Secure DNS service by changing your DNS server addresses 10:

Praferred DNS © 8.26.56.26 .

Altemate DNS : 8.20.247.20

Enabling Comodo DNS in Windows 7 / Vista
1. Open the control panal by either selecting it fom the Windows "Start menu or by typing 'control panel’ inlo the search
box then siicking the program name.
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3. Inthe Natwoark and Sharing center, click the ¢a

i

nnection type naxt lo ‘Connections’ (YWindow

w"

i

Accass ®

Connactions:

o

or View Status’ {Vista}:
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4. This will open the ‘Local Area Connection Status’ dialog. Click the 'Prepertias’ bution:

Connection

IPv4 Connectivity: Internet
IPv6 Connectivity: Limited
Media State: Enabled
Duration: 12:45:29

1.0 Gbps

Activity

\\ Sent e Received

16,319,228 ‘ 7,925,588

Al this point, Windows might ask for your permission to continue of fequest thal you enter an Adminisirator password,

Once you have granted permission/entered an admin password, you wili be prasented with the 'Locai Area Connection
Properties’ dialeg. Scroll down the list and selest 'Intemed Protocol Versicn 4 {TCPAPY then click e ‘Properties’
butlon:

IBM - Ex. 1002-Part 5 of 10, Page 2064
B IPR2025-00379 (IBM v. Croga)



Connect using:

NVIDIA nForce Networking Controller

&§Client for Microsoft Networks

H QoS Packet Scheduler
v &4File and Printer Sharing for Microsoft Networ

- Intemet Protocol Version 6 (TCP/IPvB) \\&X\\\\\\;\

<& Link-Layer Topology Discovery Mappe;\l\\{ﬁ\\\x\\\\\

i+~ Link-Layer Topology Discovery Res|
: \\\x\\

-~ Description-

network.

Allows pour computer to access resourc

6.

Preferred ONS : 8.26.56.26
Alternate DNS : 8.20.247.20

Enable "Use the following DNS server addresses’.. Coing 50 will ailow.veu  entar the addresses of Comode DNS
servers in the fields provided. Erer the addresses listed beiow then ciick 'CK’ fo aclivate your sellings:
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You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you rieed to ask your network administrator
for the appropriate IP settings.

4¥: Obtain an IP address automatically
Use the following IP address: e .

. Btain DNS sérver address autoT§\§‘\\\\\\\\\\\

: 4Use the following DNS serv: \%9
\@ ERE

Preferred DNS server:

Alternate DNS server:

Your computer will now use Comodo DNS as it's default domain name resclution service for all appiications that
connect io the Intemet.

Disabling Comodo DNS in Windows 7 / Vista

To disable Comaode DNS, you nead to instrust Windows fo aulomatically obtain the address of a DNS server, Coing so means
you: will use the DNS server provided by your ISP. To do this:

o Follow steos 110 7 ¢f the ‘Thabling Cemoede DNS i Windows 7§ Visty' iutorial to open the 1P4 properties dialog

o]

= Enable ‘Cblain ONS server address autornatically’ then click 'CK'.
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A
ACK

Ths acknowiedgment bit in a TCP packst. (ACKnowledgment code) - Code that comimunicates that a system is ready to receive
data irom a remote transimitting siation, or code thal acknowledges the error-fres Yransmissicn of data.

Adware

Lcware slso known as advertising-supported anplication is designed as a lool o deliver adverlisemants that provides a source
of revenue {o its developer. The aus may appear on the screen during the instafiation process or on the user inferface of the
application. Since adware is mosdly installed along with another sofiware without the user's knowledge and may be used for
madicious acliviies, the temm 'adware’ is often associated with malware.

Antivirus

An antivirus software is an application which is czpable of detecting and removing malisious scfiware such as viruses, frojans,
worns and scripts from a compuler system. A tradiional (or 'ciassic’) antivirus relies on 2 system of Tlack-listed signatures to
detect maliclous software. Under this systern, antivirus vendors create digital signatures of any execulabie identified as malware.
They then serd this Hist of sigratures to their cusiomer's iocal antivirus software via regular {cflen daily) updates. The customer's’
aniivirus sofiware wiii then flag as a virus any program with a signature maiching 2 signature on the blacklist.

One drawback with the signalure syslam is its reactive nature - it can only detect known' threals. The vendor has to first identily
the file as a virus before they can cieate a signature of it. in many cases, this rneans the virus has 16 have already infected
someones comguter bafere a signature can be created lo combal it.

Dacause of this iimilzfion, most modern anti-viruses now depioy a wide range of lzyered technologies io determine the threal
level of a pariicuar file. Sush :ech'\o‘ogies include heuristics, behavicr anzlysis, cloud-based scarning, sand-bexing, hest
intrusion prevention and fe-lock up services.

Antivirus Scan

An audit performed by zn antivirus application in order to detect malware and viruses ir the file system andfor memory of a
compier.

ARP
Address Resalution Protocol (ARF) is a proteco! for mapging ar: IF address to & physical maching address, alsc known es MAC
adadress, in zn Ethemst loczl area nehwork.

Attached Resource Computer NETwork (ARCNET)

ARCNET is a local area neiwork {LAN) oroioco, similar in purpose to Etheinet or Token Ring. ARCNET was the first widely
avsilzble networking sysiem for microcomptiiars and becama poputar in the 1883s for office automaton tasks. It has since
gained a foliowing in he embedded systems market, where certain features of the proiocol are espesially useful.

Auto-sandbox

Auto-sanchoxing describes the process whersby applications and processes which are unknown to Comodo Intemet Security
will be automatically run in a isolated ope'atha environment. Szndboxed applications are run under a sel of ascess restrictions
so they cannot cause damage the underlying file stnicture or operating systern. The access restriction leve! applied to
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sandboxed applisations can be set by the user and includes ‘Limited’, ‘Partially Limited’, 'Restricted’, ‘Untrusted’, 'Blocked’ and
"Fully Virtualized'.

Conceptually, the auto-sandbox is designed to securely handle 'unknown' execuiables - those which are not present on
Comodo's black-lisi (definitely malicious) or while-list (definitely safe}. If the unknown fite turns out io be malicious then it cannot
cause any ham because the sand-boxing process denied i aceess fo critical system resources. On the other hand, programs
that are unkrown but periectly hatmiess will run just as well in the sandbox. This allows safe applications {he freedom to run as
intended while denying maiicious appiications the abilily {o czuse damage.

L
The atiic-sandhox process is further enhanced if it is married to a system thai can subsaquentiy classify thase unknown diles as
either 'sale’ or ‘malisicus’. I Comedo internet Security, sandbexed files can be submitted to Comodo servers* for automated
behavior analysis. If this analysis discovers the file is malicious then it is added io the blzck-list which is distributed to ail CiS
users. If the file does not exhibit malicious behavior it is passed o Cemede labs for more in-depth tests and possible inciusion
on the white-list.

* if enabled by ihe user .
Rack fo fhe op
B
t
Behavior Analysis

An activity performed by CIS o determine whether an unknown application in the sandbox is malicious er not. Unknown files are
analyzed by Comodo Cleud Scanners and Comodo's instant Malware Analysis {CiMA] sarvers. i found to be safe, they will be
suprmitted i Comado labs for further checks. 5

Behavios Blocker

A Host intrusion Protection {HiPS) mechanism that moniters the behavior of software and files in your sysiem and prevents them
from laking actions that would cause damage.

Vaok fo the top
Brute-force
‘Brute-iorce search is a tivial but very general probles soivi\ng technigue; that consists of systematically enumerating all
possibie candidates for the soiution and checking whether each candidate satisfies the problem’'s statement.
. Bagk o the fop

Buffer Overflow

Abuffer overflow is an anomalous condition where a prosessfexecutable attempts o store data beyond the boundaries of a
fixedHlength buffer. The resultis that the extra data overwrites adjacent memory [ocations, often causing the process to crash or
produce incorrect results. Hackers use buffer overflows as a frigger to axecuie 1o exscule malicious code.

Bug
£mor in aprogram that catise problems.

¢
CA - Certification Authority

A Certificate Authority {CA) is trusied third garty that validales owrership information: about 3 web-server then issues an
SSLTLS cerlificzie o the organizalion that owns the server. The certificate is then placed on the web-server and is used ic
sesure oonnestions between the server and any clients {browsers} that connect io it. For example, 2n online store weuid use a
certificate to secure its ordar torms and pavrrent pages.

A Certificate Authoiity {CA) such as Comodo CA will sign the cerlificates it issues with their private key. However, for the
website’s certificate to oparale correctly, there is a reciprocal client side requirement - the inlernet browser that the visitor is
using MUST physically sontain the certificate authorty's 'reol ceriificate’. This root is reqitired 1o successfully authenticaie any
website certificates that have besn signed by the CA. if the root cerlificate is not embeddad in a browser, then the wsbsite's
certificate wiil not be trusted and visitors will see an erior message. Cerlificate Authosities proactively supply browser vandoss
with their rooi certificates for inclusion in the browser's 'certificate store’ - an infemal reposiiory of root certificates that ships with
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each browser.
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CIS Widget

The Ci8 Widget is a handy controi panei that shows information aboul the security status of your computer, the speed of
outgoing and incoming traffic and other useful information. The widget also has shoricuts to commoen CIS tasks and zllows users
i launch sandboxed instances of any infemet browser they have insialied on their system. By defaudt, the widget is dispiayed on
the desktops of Windows computers sunning CIS version 6.0 and above.

COM Interfaces

Component Cbject Modet (COM,) is Microsoff's cbjest-crisnted programming modei that defines how objects interact within a
single application or between appiications - specifying how somponenis work together and inter-cperate. CCM is used as the
basis for Aclive X and OLE - two faverits targets of hackers and malicious programs to launch aitacks on a computer. Comaodo
internet Security automatically protecis COM irderfaces against modification.

Computer Metwork

A computer network is a connection betwean computers through a cable or some type of wireless connection, I enables users
1o share information and davices between computers and cther usars within the natwork.

St § .
Rack fo the kp

[V
Debugging

The process of identifying a program error and the circumstances in which the error occurs, lecating the source(s) of the erorin
the program and fixing the error.

Waval e §
el fo fhe tar
RNECN B N R

DHCP

Dynamic Hest Confiquration: Protocol (DHCPY is a comimurications groteco that lets network administretors manage ard
automate the assignment of Intemet Protosof {IF) addresses in an organization’s network. HCP ailows devices to connecttc a
network and be automatically assigned an iP address. '

Digital Certificate

A digital cartificaie is a file used o eryplographically bind a company's Public Key fo its identity. Like a driving ficense or passport
binds a photograph fc parsonet information about its holder, a digital cerificate binds a Public Key 0 information about that
company, Theyv are issued for between 1 and § year validity periods.

Digital certificates are issued by a Certificate Authority like Comade. Each CA acts as a tustaed third party and conducts
backgrotnd checiks on a comgany te ensure they are legitimate before issuing a certificate to them. Apart from providing an
encrypled connestion between a intemet browser and = website, digital certificates are intended fo reassure website visilors that
the company they are about fo make a purchase from can be frusted.

To get a digitai cenlificate, a company must first generate a Ceriificate Signing Request (CSR) cn their web-senver. This CSR
containis their public ey and thair identity information. They then ensof and pay for the certificate and send their CSR io the CA.

The CA's validation: depaitment will check that the identily informatien in the CSR is correct by conducting background checks
and will sometimes recuest that the company supplies documentation such as atticles of incorporation. Once vaiidation is
satisfactorily sornpleted, the CA will isstie the certificate to the customer. The customer will $ien install it on their website 1o
secure sensitive areas iike paymeni pages.

Digital Signature

Digital signatures are used for authentication and integrity, mearing it guarantees that the perscn sending a message is indeed
the same person who halshe slaims 1o be and the message has not been altered. To authenticate oneself using a digitai
sighature, & person needs to downioad and instali Digital Certificates in their systes from Certificale Authorifies such as

Comodo. The client cerifiicate then can be imported into their browsers and email ciients. The same certificate can alse be dsed
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DS

ONS slands for Domain Name System. it is the parl of the Internel infrasiructure tha! transiates a familiar domain name, such as
‘axample.com 1o an IP address like 123.456.783.04. This is essential because the Internst routes messages lo their destinations
on the basis of this destination 1P address, not the domain name, When a user searches for a website name like
wiav.domain.com’, thelr browser will first contast a DNS server to discover the P address associated wilh that domain name.
Onge it has this information, it can successiully connect to the websile in question.

Dynamic IP

The precedure of aliocating temporary iP addresses as they are needed. Dynamic IP's are often, though not exclusively, used
for dial-up modams.

E
Encryption

Encryption is a technique thal is used to make data unréadable and make it secure. Usually this is done by using secrel keys
and the encryplad data can be read only by using ancther set of secret keys. There are two types of encrvpiion - symmetic
ercryplicn and asymmetric encryplion. '

Symemetric encryplion is applying a secrs! key 1o a iexl fo encrypt il and use the same key to decrypt it. The problem with this
type of encryplion lies during the exchangs of secret keys batween the sendsr and the recipient over a large network or the
intemnat. The secret keys might fail into wrong hands during the exchange process.

Asymireliic enciyption overcomes this problem by using twe cryplographically related keys, a key pair - a public key ancia
private key. The privaie key is kept secrat in your system &nd the public key is made availabie freely o anyone who might want
io exchangs messages with you. Any message, be it fext, documents or birary files that are encrypled using the public key can
be cecrypted using the corresponding privale key only, Similarly anything that is encrypted using the privaie key can be
decrypled using the comesponding public key. Typically public keys are made available 1 everyone by using Digitai Certificates.
The ceriificates are issted by a Certificaie Authority (CA}, which identifies a server or user and usually contains informalion such
as the CAwho issued it, the organizalion's name, email address of the user.and country and the public key of the user. When a
sestre enciypted communication is required between 2 ciient and a serves, a quary is sent over 1o the other party for the
cerlificate and the pubiic key cari be extracted from il.

Sack fo e lop
End User ’ 3
The person whe uses a program afler it's been compiled and distributed.

Hack fo e lop

EPKI Manager

Enterprise Pubiic Key Infrastrusture Manager. The EPKI Manager ailows you o issue bulk rumbers of;
«  SSL Cartificales for use on domain names owned by your Comgany,
»  SecureEmail Certificaies {S/MIME] for use by empioyses of your Company.

Your nrominated EPKI Manager Administrator(s) will bs able 1o manage all the company's Certificstes from a central web based
console. Additional sertificaies may be purchased through the console in minuies; ensuring new servers and emplovee email
mav e sacured in minutes rather than days. For more infermation about £PK! Manager click heve,

Ethernet

Ethernet is a frame-based computer networking technology for iocal ares netwerks (LANS). The name comes irom the physical
concept of ether. 1 defines wiring and signaling for ihe physical layer, and frame formats and protocols for the medie access
control {MAC)idata link layer of the OS! modiel. Ethemet is mostly standardized as 1EEES 852.3. It has became the most
widasgread LAN tachrology in use during the 1890s to the preser, and has largely replaced all other LAN stancards such as
{cken ring. FONY, and ARONETY.
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Executable Files

An 'execuiable’ is a file that instructs a computer to perform a fask or function. Every pregram, application and device run on
compuler requires an executabls file of some kind lo start il. The most recognizable type of execuiabie file is the ".exe’ file. For
exampie, when Microsoft Word is started, the execuiable file ‘winwond.exs' instructs the computer to star znd run the Word
application. Other types of execuiable files include those with extensions .cpl .df, .dr, .inf, .cex, of, .scr, .sys.

Faise Positive

When an antivirus scan is run and the scanner reports that some programs are infested with malware which may not be the
actual case and the files are safe. This Kind of false zlert is called False Positive’. Too much of False Postive results can be
annoying and the user might just ignore legitimate warning or deiete legitmate files causing the relevant program or eperating
sysiem to malfunction.
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Firewail

Afirewall is 2n applicatior: that helps an user or adminislrator to have a control over how the system should be connected with
other network/sysiems or over the Intemet. )

FS type
Type of file system.

~

FTP

File Transfer Protosol (FT?} is & protonol used for fiie transfer from computer to computer across a TCP network fike the
internet. An ancnymous FTP is & file transfer batween locatichs that does not require users to identify themselves with 2
password or log-in. FTP uses the TCP/IP protocols to enable data transfer. FTP is most commonly used to download files from a
server oF {o upload a fle to a server.

G
Graphical User Interface {GUI)

The visual symgols and graphics wilh which a user conlrols a piece of software or device. Most soitware has a GUi that
comprises of windows, menus, and loolbars. The user interacts with the GUI by dlicking their mouse on a GUl element.
Operating systems ke Windows tge GUI's because most users find them easier 1o use than less friendly interfaces fike a
command line.

H
Heuristics

Heuristics is 2 techrigite that contintiously evcives based on experience for soiving prebiems, discovery and ieaming. When the
ferm is used in computer security parfance, Heusistics is about delacting virus-like behavior or aitribuites rather than locking for a
precise virus signature that malch & signature on the virus blacklist. Comodo Intemet Security appliss this iechnoiogy in the
application, which is a quanium leap in the batlle against malicious seripis and programs as it allows the engine to 'predict the
existence of new viruses - even if it is not sontained in the current virus database.

Naed 0t dar
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HIPS

A Host intrusion Prolection System (HIPS) is designed lo identify and block zero malware by moniloring the behavior of all
applications and processes. It is designed to prevent actions that couid cause damage lo your operzting syster, system-
mermory, registry keys or perscnal data.
Security scfiware using a HIPS system will gensraily enforce rules presciibing be perrnitted activities of processes and
exacutables at the point of execution, Examgles of such activities can include changes to fles or direclorias, accessing
protected COM interfzces, modificatiors 1o the regisiry, starling up another application or wiiting to the memory spsce of ancther
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application. The precise naiure of these rules can be set by the user or pre-configured by the vendor.

if an executable or process attempts to perform an action that Iransgresses these rules then the HiPS syslem wili block the
atternpt and generate an alert notifving the user of that action. Most HiPS alerts will also include security advice.

HTTP

HTTP {Hypertext Transfer Protocal} is the foundation protocol of the Waerld Wide Web. It sets the rules for exchanges between
browser and server. I provides for the transfer of hypertext and hypermedia, ior recognition of file types, and other functions.

d
ICKP

The Intarnet Contrel Massage Proiccol ICMP) is part of intemet Protccol {iP} suite and used io report network applications
communications errars, network congestion, timeouts and availability of remote hosts.

]

An intrusion Detsction System (iDS; is softwars/hardware that detecis and iogs inappropriate, incosaet, or anomalous activity.
iDS are typically characterized based on the source of the data they monitor: host or network. A host-based 125 uses system log
fites 2nd other electronic audit daia o identify suspicious activity. A network-based IDS uses a sensor to monitor packets on the
network to which it is aitached.

IMAP

internet Message Access Protosel’. IMAP is a method of distributing email. 1t is different from the standard POP3 method in that
with IMAP, email messages are stored on the senver, while in POP3, the messages are transferred io the client's computer when
they are read. Thus, using IMAP allows you io access your email frem more than ene machine, while POP3 does not. This is
imporiant because some email seivers oniy work with some protocols.

Information Security Exposure
An information sesurity exposure is a mistake in software thal aflows access to information or capabilities that can be used by a
hacker as a stepping-sione infc a system or network.

Wasle $a 8 3N
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internet Service Provider {I5P) N
A company or organization that provides the connection betwesn a lecai computer or netwark, and the larger Intemst.
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P - intemnet Protocot

The Internat Proiccoi {iP} is a data-crishted protocol used by source and destination hosts for communicating data acress a
packel-switched network. An iP address is @ numeric address fhatis used 1o idanlify a nelwork interface on a specific neiwork o
subneiwork. Every computer or server or: the Internet has an 1P address, When a user ypes a domain name such as
www.domain.com info the address bar of their browser, the browser st needs io find the IP address associated with that
domain in orcier to reach the website. It inds the 18 addrass by consulting with a DNS server.

Thera are currently iwe versions of iP in use foday - iPv4 and ipv6.

iPvd {intemet Profccol version 4) was developed in 1281 and is still the most widely deployed version - aceounting for almost all
of ioday’s iniarmet traffic. However, because IPvd uses 32 bils for IP addresses, there is a physical upper limit of around 4.3
biffion pessivte 1P adkiresses - a figure widely viewed as inadequate io cope with the further expansion of the Internet, in simpls
terms, the number of devices requiring P addresses is in danger of exceading the number of |P addrasses that ara available.
IPv6 is intended to replace iPvd, which uses 128 bits per address {delivering 3.4% 1038 unique addresses} and is viewed as the
ony realistic, fong term soluticn to IF address exhaustion. IPv8 also implements numsrous enhancements that are not present
in 1Pv4 - including greater sacurity, improved support for mobiie devices and more efficient routing of data packels.
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K
Key Logger

Key logoer is a sofiware applicaticn or a harcware device that keeps tracks of computer aciivi
thal are pressed. Key loggers are usad to troubleshoot technical probiems in computer systemss. The appliceiion can also be
used for malicious purposes such zs 1o steal passwords and other sensitive information.

L
LAN

Alocal area nelwork (LAN) is a computer network covering a smail local area, fike & home, office, or small group of buiidings
such as a home, office, or college. Cumrent LANs are most fkely to be based on switched Ethemet or Wi-Fi technology running
at 18, 100 or 1,000 Mbit/s (1,000 Mbiis is alse known as 1 Ghilfs).
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Leak Test

Leak Tast is & way to fing oui how weli your svstem is protected by your secusity software from external and internal threats.
Typically these lesls ars down-loadable and should not cause any harm fo your system while being run. The Firewszll Leak Tests
are used to test how affective the firewali camponent of your sesurity software is at detecting 2nd biecking outgoing connection
attempts. If an application is able lo connect to the intemsat without vour knowledige, it poses a real danger meaning il can easily
retrieve privale and condidential information from your syslem and transmit it

Host Intrusion Prevention System (HiFS) tesls are designed to test how weil your security soltware is capabie of prolecing your
inlernal system from malicious attacks such as viruses. A good HIPS system will deny the malware from acsessing your erifical
operating system files, registry keys, COM interfaces and rurning processes.

License
The official ferms of use for a specific program. A software kcense is a legal document sinea it formally restricts the rights of the
user.

Nl T e te
Saek fo fha

i+

i
MAC Address

A Media Access Contro! (MAC) address is a number that is hardwirsd in network adaplers and is used to idenlily he device or
sysiem in which it is instailed.

Every device on a network has two sddresses: a MAC (Media Ascess Conirol) address and an {P (internet Proiocol) address.
Tha MAC address is the address of the physical network interface card inside the device, and never ¢changes for the life of the
davice {in other words, e network card inside the PC has a hard coded MAC address il it kesps even if installeditina
different machine}. Cn the other hand, the |P address can change if the machins moves to ancther part of the nelwork or the
network uees DHCP to assign dynarmic iP addresses. In oder to correctly roufe a packet of data from a host i the destinalicn
natwork sard i is essental to maintain a recond of the correlation batween a device's IP agdress and it's MAG address. The
Address Resolution Protocol performs this funstion by matcting an IP address o its appropsiate MAC address (and vice versal.
The ARP cache is a record of ail the 1P and MAC addresses that the computer has mzliched icgether.

falicious File

Often calied ‘Malware', a malisious file is software designed to damage computer systems, steal sansitive intormation or gain
urauthorized access to private computer sysiems. For exampie it may be coded to gather sensitive information from & system
such as passwords, credil card details and send them back to the creator of the malware.

Malvsate

Maiware is short for ‘malicious scitware'. it is an umbrella term that describes & wide range ol malicious software inciuding
viruses, trojans, worms, scripls and root kits. When installed on & compuler system or neiwork, malware can disfupt operations,
sieal sensitive and personal information, delete important data, create zombie networks and periom other destruciive
operations.
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Network {compuler}

Networking is the scientific and engineering discipline concernad with communication between computer systems. Such
naiworks invoives at least two computers, which can be sepsraled by a {sw inches {e.g. via Sluetooth) or thousands of miles
{e.g. viathe Iniemet}. Computer nefworking is someiimes considered a sub-discipline of telecommunications.

s
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Network Zone

A Netwark Zone can consist of an individual machine {inciuding a singie homa compuiter eonnected 1o Internet} or a netwerk of
thousands of machines io which access can be granted or denied. The creaticn of network zones helps an administraior to
apply changes for all the computer(s;} in selecled zene(s).

NIDS

NIDS - Network-Based intrusicn Detection System. Delects intrusions based upon suspicious natwork trafiic. A network intrusion
detection system {NIDS} is a systemn that triss fo detect malicious activity such as denial of senvice aflacks, port-scans or evern
attempts o crack into computers by monitoring network traffic.

sl o en &
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NNTP

Network News Transier Protocol - Refers 1o the standard protocol used for fransierring Usenel news from machine to machine.
A pretocol is simply a format used to transfer data to two differert machines. A protocol wil set cut terms {e indicale what error
checking method will be used, how the sending machine wili indicate when it is has finished sending the data, and how the
receiving machine will indicate that it has received the data. :

c
Operating System {05}

The essential software to control both the hardware and other, software of a computer. An operating system's most chvious
features are managing files and appiications. An CS also manages a computer’s connection to a network, if one exists. Microscft
Windows, Macintosh OS, and Linux are operating systems.

p
Ping

Ping is 2 computer network tcol used io test whather a particular host is reachable across an i network.

PKCS
PKCS refers io a group of Public Key Cryplography Standards devised and pubilished by RSA Secunity.

PKCSH7

See RFC 2315. Usad fo sign and/or encrypt messages under a PKI. Used also for cerlificate dissemination {fcrinstance as a
response to a PKCS#10 message). Formed the basis for SIMIME, which is now based on RFC 3862, an updated Cryptographic
Message Syntax Standard (TMS).

o ¥ Sa 83 ’e
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PKCS#10

See RFC 2086. Formaf of messzages seni to 2 certification authority 1o request certification of a public key. See certiticale
signing request.

PKCS#12

Defines a fiie format commonly used 1o store private keys with accompanying public key certificates, protected with a password-
based symmetric key.
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Plugin

Aprogram that afiows & Web browser to dispiay a wider range of content than criginally intended, For exaimple: the Flash piugin
aliows Web browsers to display Flash conient.

POP2

There are iwe versions of POF. The first, cailed POP2, became a standard in the mid-80°s and requires SMTP to send
messages. The newer version, PGP3, ¢an be used with or without SMTP.

Sack o e dop
POP3
POP3 is the abbreviation for Pest Office Protocal - a data format for delivery of emaiis across the Internst

Hack o the fop
Peorts
A computer port is an interface that aliows communication betwean applications or processes running on 2 host somputer and
other computers, devices or networks. -

Your computer sends and receives data to other computers and to the inlemet through a port. There are over £5,005 numberad
ports on every cemputer - with certain perts being tradilicnally reserved for centain services. For example, your machine almost
definitely connecis 1o Infemel using port 80 and port 443, Your e-mail application connecis 1o your mait server through pori 25.

.
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Polentially Unwanted Applicalions

A potentially unwanled application {PUA} is a piece of saftware hat (i) a user may or may not be aware is ins'alied on their
computer, zndfer (i) may have functionakify znd obiectives that are not clear to the user. Example PUA's include adware and
browser toalbars. PUA's are ofter instailed as 2n additonal exira when e user is installing an urrelated piese of software:
Unilke malware, many PUA's are ‘legitimate’ pisces of softwars with their own ELULA agreements. However, the true’
iunctionalily of the software might not have been made clear to the end-user at the time of insiallation. For example, a browser
tcolbar may also conizin code that tracks a user's zciivity on the Internet Because of this ambiguily, many antivirus companies
use the term 'Polentially Unwanted Applicaticr’ to identiify such software.

Q
Quarantined Files . B

After an antivirus sozn, files that are detected as malwsare may either be deleted immediately or isclzied in a secure envircnment
known as ‘quaranting’. Any files moved inte quarantine are encrypled so they cannat be run or executed. This prevents infected
files from corrupting the rest of a computer.

R
Registry Keys

The Windows Reqistry serves as an archive for collecting and storing the cenfiguralion seitings of all computer hardware,
software and Windows components. Every me an spplication or hardware is started, it will access the registry kays relating to
it. Applications will also access and niodify thair registry keys constantly dusing 12 course of their axecuiion. As the ragistry is
one of the most regulzrly accessed parts of YWindows, it plays a critical role in the stabifily, refiability and perfermance of 2
computer. Indeed, many computer probiems are caused by registry errors. Corupt keys and invaiid kevs left by urinsialled
applications can often catse severs degradation in system performance, crashes and, in extreme cases, can render a system
un-bootable. inexpariencad users are, however, discouraged irom making manual adjusimenis 1o the registry because a single
change can have potentially devastating consequences. There are several dedicaled regisiry ciezners availabie today, including
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SMIME (Secure / Multipurpose internet Maii Extersiongj is a standard for public key encryption and signing of emait
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encapsulated in MIME.

Single User Certificate

A single use certificate refers o the x 508 and assoclated privaie key generated by SecureEmail on Alice; stered on SES and
downiozded by Bob after a succsssful SSL client authentication.

SMB

A message fermat used by DOS and Windows to share files, direcicries and devices. Net&iOS is based on the SMEB format, and
many network producis use SMB. These SiB-based networks include Lan Manager, Windows for Workgroups. Windows NT,
and Lan Server. There are alsc a number of products that use SM2 to enzble file sharing among different operating system
platicrms.

SMTP

Simple Mail Transfer Protecoi is the most widely used standarg for email transmission across the Intemet. SMTP is a relatively
simple, text-based protecol, where one or more recipients of a message are specified {and in most cases verified to exist} and
then the message text is transtered.

SNMP

Simple Network Management Protecoi. The network manageimsnt protosol used almost exclusively in TCPAP networks. SNMP
provides a means to menitor and control network davices, and to manage configurations, statistics collection, performance, and
security.

Spyware

Spyware is & program that performs certain actions without the consent of the user such as displaying advertisements, collecting
personzl and sensitive informsztion and changing the condiguration of the computer. Not al! fracking software are maiicious since
you may have agreed to the conditions as a trade-off for obtaining certzin services for free. The tracking software will monitor
your onfine aciivities to decice whal kind of ads shouid be showr: for you.

SSL ,

Secure Sockeis Layer {SSL) is a commoniy used protocel for ensuring sscure message transmission on the intemet. i
iacifiiales an encrypied sonnestion between a web server and an intemet browser. 1t was developed by Netscape in 1994 as a
direct response to growing concerns over intemet secusity,

The encryplicn grovided by SSL means that all data passed between a web server and a browser is privaie ard cannol be
eavesdropped on. You can tell if you are in an SSL session if the URL begins with hitps.

SSL. is used on the payment pages of millions of websites io protect their online transactions with their customers.
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STATIC IP

L iP address which is the same every time you log on 1o the Internsl. See iP for more inicrmation.

Steaith Port

Port Stealthing is a security technique whereby ports an an Intemet connected PC are hidden so that they provide no response
ic a remote port scan.

A computer sends and receives data 1o other computers and to te Internet through an interface called a port. There are over
£5,000 numbered poris on every computer - with cartain ports being traditionally reserved for ceriain services. For example,
most compuiters connect 0 the infernst using ports 87 and port 443. Most e-maii applications connect to their mail server

AL

fhrough port 25. A ‘pont scanning’ atiack consists of sending & nessage ic each port to find out which are open and which are
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being usad by services. With this knowledge, a hacker can determine whish attacks are likely to work against a particular
computer. Port stealthing effectively makes it invisible t¢ a porl scan. This differs from simply ‘ciosing’ a port as NO response is
given to any conneclion attempt {'closed ports respond with a ‘closed’ reply- revealing to the hacker that there is actually a PCin
existencs).

Stateful Packel Inspection

Stateful Packet Impec“or aleo known as SP), is an enhanced firewail iechnigue thal uses dynamic packet filtering method over
the older methed of static packet filtering. SPI scrutinizes the packei contents, monitors trafiic and keeps track of the sources of
packets. A neiwork adminisirator can configure the firewall hat uses SPI according to fhe nesds of the organization, for
examnple, close ports until requested by legitimate users 1 cpen them,

SYN

SYN {synchrenize} is a iype of packet used by the Transmission Contrel Protocol {TCF) when initiating a new conneclion i
synzhronize the sequence numbers on two cannecting compulers. The SYN is acknowledged by a SYN/ACK by the responding
computer.

T
TCce

TCP stznds for Transmissior Control Prolocol. TCP is one of the main prr\tocolc in TCPAP networks. Wheress the 1P proio
deals onlv with packete, TCP enatles two hosts to eslabiish a connection and exchange sireams of data. T CP guaraniees
delivery of data and also guarantees that paciets will be delivered in the same order in which they were sent.

Token-Ring

LAN technology was develfﬁped and promoied by IBM in the early 18805 2nd standardized as IEEE 802.5 by the institute of
E!euncal and Elactronics Engineers. Inilially vary sucoesstul, it went into steep « dec ine aiter the infroduction ¢f 10BASE-T {or

Sthemet and the EIASTIA 368 cabling standard in the early 1390s. A fierce marketing sfforl lad by IBM sought lo claim beiter
perforn'awce and reliability over Ethemnet for crifical applications due io its deterministic access methed, but was no more
successiyl than simitar baitles in the same era over their Micr Channel architecture. iBM no longer uses or promotes Token-
Ring. Madge Networks, a ong time conpetitor to IBM, Is now considered to be the market leader in Token Ring.

\

Trojan

to infilirate the cily of Troy. Once the malware is acﬁvated, il can damaga the system, sp:ead other comptier viruses and alse
create a back door so zs to allow online fraudsters 1o take access or coniral the system.

Trusied Files

in Comado Intemet Secuiily, a tnisted file is one that is considerad sale and is atiowed (o run on a user's computer. This type of
iile can aiso be referred 10 as a 'safe’ fie or a ‘white-lislad' fiie. )

’

A fiie will be realed as safe if it is in the "Trusted Files' list CRif # is digitally signed by a Trusted Software Vendor. Comodo
internet Sesurity ships with a list of tusted files and a fist of Trustad Vendors. Users can add their own trusted files and vendors
io their local insfaliation. They can alse submit fiies and venciors to Comado so they san be cansidered for inslusion in future
safe lisis.

Trusted Sofiware Vendor
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A Trusted Software Vendor (TSV) is a publisher of soffware that is automatically trusted by Comods internet Security software.
Exacitable fles that have been digitaily signed by a TSV wili be allowed to run normally and will rot be placed in the sandoox.

Many software vendors digitally sign their sofiware with a code signing sertificzte. Cigitally signed soitware helps & user (o
identify the publisher and to be sure that the soitware heishe is downloading is genuine and has ol been fampered with. Each
code signing sertificate is counter-signed by a trusted certificate authority {CA) after the CA has conducted detailed checks that
the vendor is a legitimate company.

U
User

A person whe uses a computer, including a programmer or end usay.

v
Virtuat Deskiop

The i rtugl Desilop is a slandalone sandbox featured in Comodo Internet Secuisity which aliows users 1o rur any applications in
a complelely virtual environment. Software in the viriuai desklop will not affect other processes, programs or deta on the user's
computer, Simitarly, internet browsers running in the viriual deskiop leave behind no personally identifying cockies or history on
an employes's real systern. The virtual desktop also features a virtual keyeoard which provides additional security when entering
usarnames and passwords on website logir: pages. Although the virdual deskicp is primarily intended for users to test unknown
or betz scftware and for iaunching highly secure browsing sessions, it can be used to run most soitware. The virlual deskiop
interface is available in both deskiop and tablet optimized versions, ’

Virtual Machine (VM)

Virtual machine is & software appiication that emulates a computing environment in which a program or an operating sys'em can
be installed and run. There are many advantages in using a VM such as for testing out new applications or procedures without
affecting the host system.

Virus

A compuler virus is an executable spplication capable of causing damage to computer files, folders and components. Viruses
are alsc capable of self-replication so can infect multiple items on a system if left unchecked. The malicious aclivities performed
by a virus are wids ranging and inciude stealing confidential information, modifying user dala, overwriting or damaging fies and |
erasing hard disk content.

H

Viruscope

Viruscope is an innovafive subsystem that monitors ail the processes running cn & computer in rez! time to find any suspicious
actions taken by anv ¢f the processes. i a suspicious astivity is identified, \fmscopo generates an alerl. The alert allows the
user fo quickly biock the pracess, reverse the effects of the action and move the parent application of the process e quarantine,
if the activity is found to bs mziicious, or to aliow the process, if the action is found to be legitimate. -

Virus Database

A Gatabase of the digital signatures of all known compuier viruses and malware. This database, somelimes refered b as a
black fist, enabies antivirus software lo detect any malware running on & customer's computer.

Every time a fle or execulable is identified as being malware, antivirus companies will create a digital signature of the file and
add it o their databass of blacklisted files. Tris database is tien distibuted to their customers as an updats io their antivirus
software. I the blacklisted signature of the malware is found anywhere on 2 customers computer, then the fie is fagged as
infacted and may be guarantined or delgled,

Comodo has a dedicated leam of techniians and crawlers that are continually searching for new virus strains to addito our
da‘aba U\rmdos virus datahase is available for pubiic down‘oad at

daissivanidatadbas ;“\\
¥
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Vulnerability

in network security, a vulnerabiity refers to any flaw or weakness in the network defensea that could be expioited to gain
unauihorized access ic, damage or olhenwise affect ihe network.

w
Website Filtering

Wiabsite Filtering is a sesurity technique whersby access 10 spesific websites can be selectively blocked or aliowed to particular
usars of the computar, The websits fitering is very useful for parenta control as it aflows 1o block inappropiiate websites to
juvenile users. Alse, in work environmenis, administrators can prevent empioyees from visiling social networking sites during
working hours.
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Web server
The term Web server ¢an mean one of two things:

1. Acomputer that is responsible for accepling HY TR requests from clients, which are known as Web browsers, and serving
them Web pages, which are usually HTML documents and linked objects {images, elc.).

2. Acomputer program that provides the functicnality descriced in the firs! sense of the term.

Worm

A Worm, another type of malware, unlike virus is capable of spreading fom: computer to computer without any humar heip. The
worm with ils capzbiiily to replicate itseif several imes over cansumss most of the system mamory causing e computer to slow
down or crash aitogether. I can aiso cause bandwidth jam while spreading to other cormputers in the networi.

T
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Wildcard

Wildcards are symbols that add flexipility ic a keyword search by extending the paramelers of a search word. A wiidcard itemn is
ustially denoted with the asierisk symbol, ™. This stands for one-or-more characlers {usefui for alt suffixes or prefixes). Ir: cigital
certification terms. & ‘wideard cerlificate’ means that the certiticate witl secure the domain plus tniimited sub-gomains of that
domain. A wiidcard cerlificaie is applied for using the formai ™.domain.com’.

X
X308

An intsrnationally recognized standard for certificates that defines their required parts

z
Zero-Day Malware

Zerc-day malwara describes new compuier viruses of worms that have been discovered in the public realm but which anlivirtus
vendors have not vet created a digital signature for. The ierm means that the antivinus companies have had ‘zero-days’ to react.
New makyare can reascnatly be called ‘zero-day’ for the the length of time batween its discovery and the creation of a signature
to combal it. For mos? anlivirus vendors, this is usually measured in a matter of hours. Of course, the maiware itseif may have
bean &t large for a much longer period of tims before it was discovered. Because of this window of vulnerebility, most security
software has grown beyond a reliance on traditiona, signature based detection. Most antivirus software now contains layers of
praveniion-based technclogies intensded to dsient and neutralize ‘unknown’ malware untd such time as a signatuire can te
crasied. Example technologies include heuristic detection, hosl intrusion prevention (HIPS), automatic sandboxing and real-time
behavicr analysis.
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The Comedo companies are leading global providers of Security, Identity and Trus! Assurance sefvicas on the intemst. Comodo
CA offers a comprehensive array of PKI Digifal Certificates and Management Services, Ideniily and Content Authentication
{Two-Factor - Multi-Factor) software, and Network Vulnerabilify Scanning and PCI sompliance sclutions. in addiion, with over
13,000,000 instailations of its threat prevention products, Comado Security Solutions maintains an extensive suite of encpoint

securily software and services for businesses and consumers.

Continuai innovation, a core compstence in PKl and a commiiment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Intemet's engoing deveicpment. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online fransactions and communicalions for over 200,000 business
customers and millions of consumers, providing the intelligent sscurily, authenticaticn and assurance services necessary for

trust in on-line franszctions.

Comodo Security Solutions, Inc. Comodo CA Limited
1255 Broad Street 3rci Floar, 26 Cffice Viliage, Exchange Quay, Trafford Road,
.Balford, Greater Manchester M2 3EQ,

Cliiton, NJ, 07013
Unifsd Kingdom.

United Slates
Tel : +44 {0) 161 874 707G

Email: SnterpriseSoisiions@Comodo.com
- . 2 o ny 7
Fax ; +44 {0) 181 B77 1767

For additional information on Comodo - visit Mig:fwwwsomada.a
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Doc code: RCEX PTO/SB/30EFS (02-18)

Doc description: Request for Continued Examination (RCE) Approved for use through 11/30/2020. OMB 0851-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | ¢\ 1470 Filing | »418.09-25 Docket Number || -\ ent cLoup_usotr | AT | 2402
Number Date (if applicable) - - - Unit

First Named| o\ coleman Examiner KORSAK, OLEG

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

X] Enclosed

[] Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

X] Other

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a)

MISCELLANEOUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|Z| The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 505519

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

X] Patent Practitioner Signature
[] Applicant Signature
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Doc code: RCEX

Doc description: Request for Continued Examination (RCE)

PTO/SB/30EFS (02-18)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

/Jeung Huh/

Date (YYYY-MM-DD)

2021-03-08

Name

Jeung (Jacob) Huh

Registration Number

76913

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to

file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for

reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (56 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web2.1.16 IBM - Ex. 1002-Part 5 of 10, Page 2085

IPR2025-00379 (IBM v. Croga)




Electronic Patent Application Fee Transmittal

Application Number: 16141378

Filing Date: 25-Sep-2018

Title of Invention: NETWORK ISOLATION WITH CLOUD NETWORKS
First Named Inventor/Applicant Name: Glenn Coleman

Filer: Jeung Huh/melissa overline

Attorney Docket Number: LCOM_ENT_CLOUD_US01

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

IBM - Ex. 1002-Part 5 of 10, Page 2086
IPR2025-00379 (IBM v. Croga)



Description Fee Code Quantity Amount Sullaj-s'l'g(tsa)l in
Extension - 3 months with $0 paid 1253 1 1480 1480
Miscellaneous:
RCE- 1ST REQUEST 1801 1 1360 1360
Total in USD ($) 2840

IBM - Ex. 1002-Part 5 of 10, Page 2087
IPR2025-00379 (IBM v. Croga)



Electronic Acknowledgement Receipt

EFS ID: 42117843
Application Number: 16141378
International Application Number:
Confirmation Number: 2440

Title of Invention:

NETWORK ISOLATION WITH CLOUD NETWORKS

First Named Inventor/Applicant Name:

Glenn Coleman

Correspondence Address:

Glenn Coleman

600 Third Avenue

New York NY
us -

10016

Filer:

Jeung Huh/melissa overline

Filer Authorized By:

Jeung Huh

Attorney Docket Number: LCOM_ENT_CLOUD_USO01
Receipt Date: 08-MAR-2021
Filing Date: 25-SEP-2018
Time Stamp: 16:07:35

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $2840

IBM - Ex. 1002-Part 5 of 10, qun 208
IPR2025-00379 (IBM v. Croga)




RAM confirmation Number

E202138G07460244

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

File Listing:
Document s . . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
179272
LCOM_ENT_CLOUD_USO1_AS_|
1 FILED_Reply_to_FOA_Dated_0 yes 9
9 09 20.pdf a98c88fc25eact bel 265f5¢57c87dbBoISbf]
- - ad52
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment Submitted/Entered with Filing of CPA/RCE 1 1
Claims 2 6
Applicant Arguments/Remarks Made in an Amendment 7 9
Warnings:
Information:
143421
2 Extension of Time LCOM_ENT_CLOUD_USO1_AS_| no 2
FILED_EOT.pdf
0c39ccc145f78edd3dbe78f4e56019e49b7 1]
d461
Warnings:
Information:
88108
3 Request for Continued Examination LCOM_ENT_CLOUD_US01_AS | no 3
(RCE) FILED_RCEpdf eSabdb3bd38a5e3582f289bad0b353957ar
52015
Warnings:

This is not a USPTO supplied RCE SB30 form.

Information:

IBM - Ex. 1002-Part 5 of 10, Page 2089
IPR2025-00379 (IBM v. Croga)



32564

4 Fee Worksheet (SB06) fee-info.pdf no 2
e1cc0f13b51608ebe507445504c470c32ff3
3254
Warnings:
Information:
Total Files Size (in bytes): 443365

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IBM - Ex. 1002-Part 5 of 10, Page 2090
IPR2025-00379 (IBM v. Croga)




DOCKET NO.: LCOM_ENT_CLOUD_USo01 PATENT
Application No.: 16/141,378
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: . .
Conf tion No.: 2440

L3 Technologies, Inc. onfirmation O

Application No.: 16/141,378 Group Art Unit: 2492

Filing Date: September 25,2018 Examiner: KORSAK, OLEG

For: NETWORK ISOLATION WITH CLOUD NETWORKS

Mail Stop RCE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.114

In response to the Official Action dated September 9, 2020, reconsideration is
respectfully requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX 0O X0

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1.

2.

(Currently Amended) A host computer system:
a memory; and
a processor configured to:
implement a workspace, wherein the workspace is configured to enable operation
of a first set of one or more applications or processes via a first memory space;
implement an isolated computing environment, the isolated computing

environment using [[an]] a host operating system asseectated-with-the-host-computing

system-and comprising a sandboxed computing environment that uses a second memory

space betne—confieured-to enable operation of a second set of one or more applications or
processes-va-a-second-memeory-space, wherein the isolated computing environment is
configured to access an Internet-based cloud service via at least one application of the
second set of one or more applications or processes;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticate the isolated computing environment with an authentication device:

and

communicate with a proxy server in-erder to access the Internet-based cloud

an-authentication-devicein-order to allow communication between the at least one

application and the Internet-based cloud service when the isolated computing

environment has been authenticated.

(Previously Presented) The host computer system of claim 1, wherein the

processor is configured to access the Internet-based cloud service via one or more of a local area
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network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital

subscribers line (DSL) network, a cloud computing network, a data center, or a satellite network.

3. (Previously Presented) The host computer system of claim 1, wherein the Internet-
based cloud service comprises one or more of an Infrastructure as a Service (IaaS), a Software as

a Service (SaaS), or a Platform as a Service (PaaS).

4. (Previously Presented) The host computer system of claim 1, wherein the
processor is configured to select the proxy server from a plurality of proxy servers, the plurality
of proxy servers comprising one or more of an Internet-based proxy server or a local network-

based proxy server.

5. (Previously Presented) The host computer system of claim 1, wherein the
processor is configured to determine whether to send web traffic to a local network-based proxy

server or an Internet-based proxy server based on a location of the host computer system.

6. (Previously Presented) The host computer system of claim 1, wherein the
processor is configured to determine whether to send web traffic to a local network-based proxy
server or an Internet-based proxy server based on an identity of a network to which the host

computer system is connected.

7. (Previously Presented) The host computer system of claim 1, wherein the
processor is configured to determine whether to send web traffic to a local network-based proxy
server or an Internet-based proxy server based on an identity of the at least one application

running in the isolated computing environment.

8. (Previously Presented) The host computer system of claim 1, wherein the internal

isolation firewall is configured to segregate the first memory space from the second memory
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space, and wherein the processor is configured to enforce policies for communication between

the first memory space and the second memory space using the internal isolation firewall.

9. (Previously Presented) The host computer system of claim 8, wherein the internal
isolation firewall is further configured to generate a message to prompt a user of the host
computer system, the message indicating whether to allow communication between the first

memory space and the second memory space.

10. (Currently Amended) A cloud computing system comprising:
a cloud computing network comprising a server, wherein the server is configured to:
implement a workspace configured to enable operation of a first set of one or

more applications or processes;

implement an isolated computing environment using a host operating system and
comprising a sandboxed computing environment and being configured to enable
operation of a second set of one or more applications or processes; [[and]]

isolate the isolated computing environment from the workspace using an internal
isolation firewall; and

authenticate the isolated computing environment with an authentication device:

and

a proxy configured to control communication between the server and an Internet
resource, wherein the proxy is configured to allow communication between the second set of one
or more applications or processes running in the isolated computing environment and the Internet

resource when the isolated computing environment has been authenticated and to block

communication between the first set of one or more applications or processes running in the

workspace and the Internet resource.

11.  (Previously Presented) The cloud computing system of claim 10, wherein the

server is configured to perform at least one processing task on behalf of a client device.
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12.  (Previously Presented) The cloud computing system of claim 11, wherein the
proxy is a first proxy, and the server is configured to determine whether to send traffic to the first

proxy or a second proxy.

13.  (Previously Presented) The cloud computing system of claim 12, wherein the
server is configured to determine whether to send traffic to the first proxy or the second proxy

based on user-provided credentials.

14. (Previously Presented) The cloud computing system of claim 10, further
comprising a border firewall configured to segregate the cloud computing network from one or

more Internet destinations.

15.  (Previously Presented) The cloud computing system of claim 10, wherein the
internal isolation firewall is further configured to allow communication between the workspace
and the isolated computing environment on a condition that the communication is in a

predetermined format.

16.  (Previously Presented) The cloud computing system of claim 11, wherein the
server is further configured to receive input data from the client device and send one or more

data communications to the client device.

17.  (Previously Presented) The cloud computing system of claim 11, wherein the at
least one processing task performed on behalf of the client device comprises a processing task
for an Infrastructure as a Service (IaaS), a Software as a Service (SaaS), or a Platform as a

Service (PaaS).

18.  (Canceled)
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19.  (Currently Amended) A method implemented in a host computer system, the method
comprising:

implementing a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implementing an isolated computing environment, the isolated computing environment

using [[an]] a host operating system asseectated-with-the-host-computersystemand comprising a

sandboxed computing environment using a second memory space beinecentfigured to enable
operation of a second set of one or more applications or processes vta-a-second-memory-space,

wherein the isolated computing environment is configured to access an Internet-based cloud

service via at least one application of the second set of one or more applications or processes;
isolating the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticate the isolated computing environment with an authentication device: and

communicating with a proxy server #n-erderto access the Internet-based cloud service;

devtee-tnorderto allow communication between the at least one application and the Internet-

based cloud service when the isolated computing environment has been authenticated.

20.  (Original) The method of claim 19, wherein the Internet-based cloud service
comprises one or more of an Infrastructure as a Service (IaaS), a Software as a Service (SaaS), or

a Platform as a Service (PaaS).
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REMARKS

Claims 1-17, 19, and 20 are pending in the application. Claims 1, 10, and 19 have been

amended. No claims have been canceled or added. No new matter has been added.

Double Patenting Rejections

Claims 1-17, 19, and 20 are rejected under the judicially created doctrine of obviousness-
type double patenting as allegedly being obvious over claims 1-20 of U.S. Patent No. 10,554,475
and over claims 1-20 of U.S. Patent No. 10,558,798.! Claims 1-20 are also provisionally
rejected under the judicially created doctrine of obviousness-type double patenting as allegedly
being obvious over claims of various co-pending applications.?

Applicant requests that the Examiner hold the rejection of the pending claims in abeyance
until the pending claims of the present application are allowed, as the pending claims may have
been or may be amended in such a way as to render this rejection meaningless. Applicant asserts
that the present request is fully responsive to the non-statutory type double patenting rejections.

And Applicant retains the right to file a terminal disclaimer at a later stage of prosecution.

Rejection of independent claims 1 and 19 under 35 U.S.C. §103

Claims 1-17, 19, and 20 were rejected under 35 U.S.C. §103 for allegedly being
unpatentable over Hoy? in view of Comodo.* Applicant disagrees.

As amended, independent claim 1 recites authenticating “the isolated computing
environment with an authentication device.” But Hoy and Comodo fail to teach or suggest this
feature.

Hoy does not teach or suggest this feature. In fact, Hoy is completely silent with respect

to authenticating the isolated computing environment and does not even mention the term

! Office Action dated 09/09/2020 at pages 9-12.

i

3U.S. Patent No. 9,942,198.

4 Comodo Internet Security Software Version 7.0 User Guide Version 7.0.111114,579.
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“authentication device.” So, Hoy cannot be said to teach or suggest authenticating “the isolated
computing environment with an authentication device,” as recited in claim 1.

Comodo also does not teach or suggest this feature. For example, Comodo does not
authentic an isolated computing environment. Rather, Comodo merely scans a program before
loading the program in a memory.

In 6.2.2.5 shows that Comodo merely scans a program before loading the program into a
memory.> Before loading the program into memory, Comondo first compares the program
against a list of known/recognized applications. If the program is on the list, then the program is
loaded into the memory. If the program is not on the list, then the program is loaded into a
sandbox.

But comparing a program against a list of known/recognized applications is not
equivalent to authenticating “the isolated computing environment with an authentication device,”
as recited in claim 1. First, Comodo does not use an authentication device. Second, Comodo
does not authenticate an isolated computing environment. In Comodo. the sandbox is generated
after the program was scanned. And there is no indication that the sandbox in Comodo was ever
authenticated. So, it follows that Comodo cannot be said to teach or suggest authenticating “the
isolated computing environment with an authentication device,” as recited in claim 1.

Accordingly, independent claim 1, and the claims that depend therefrom, are patentable
over the cited refences, whether alone or in combination for at least the reasons above. And
because claims 11 and 19 recite features that are similar to claim 1, claims 11 and 19, and the
claims that depend therefrom, are also patentable over the cited references. Accordingly,

Applicant requests that the rejections under 35 U.S.C. § 103 be withdrawn.

> Comodo at pp. 10-11 and 345-351.
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CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice

of Allowance is requested.

Date: March 8, 2021 [Jeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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DETAILED ACTION
Response to Amendment
This action is in response to amendment filed August 14, 2020 for the application #
16/141,378 filed on September 25, 2018. Claims 1-17, 19 and 20 are pending and are directed
toward NETWORK ISOLATION WITH CLOUD NETWORKS.
'Any'clajm objection/rejection not repeated below is withdrawn due to Applicant's
amendment.
Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is beiné examined under the
first inventor to file provisions of the AJA. In the event the determination of the status of the
apphcation aé subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AlIA 35 U.S.C. 102 and
103) 1s incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the rejection,
would be the same under either status.
Response to Arguments
Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered,
but they are moot because of new grounds of rejection. Further to keep the record clear,
Examiner is responding to “not associated” argument:
“is not associated” argnment ~ Applicant argues that the cited portion states that the
virtual machine environment uses a virtual guest OS that is not associated with a host OS
architecture. In fact, Hoy states that the virtual guest OS is separat'e. (Hoy at para. [0026]) Thus,

Hoy fails to teach or suggest implementing an "isolated computing environment using an
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operating system associated with the hosting computing system and comprising a sandboxed
computing environment...," asrecited in claim 1 (REMARKS, pages 8-9).

Response: According to cited by Applicant [0026] of Hoy “The browser is activated by a
desk-top shortcut or application on the host system that allows the user to link to the isolated
Internet accéss of the virtmal guest system by launching the virtual guest web browser, which
operates transparently to the user in the virtual guest system.” Therefore at least "isolated
computing environment using? an operating system associated with the hosting computing

system" was explicifly and clearly disclosed by Hoy.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:

A patent fora claimed invention maynot be obtained, notwithstanding that the claimedinventionis
notidentically disclosed as setforth insection 102 of thistitle, ifthe differences between the claimed
invention and the priorart aresuchthat the claimed inventionas a whole wouldhave been obvious
before the effective filing date of the claimed i nvention to a personhaving ordinary skill in the art to
which the claimed invention pertains. Patentabilityshall not be negatedbythe mannerinwhichthe
invention wasmade.

Claims 1-17, 19 and 20 are rejected under 35 U.S.C. 103 as being unpatentable over
Hoyetal, (US 2013/0318594 Pub. Date: Nov. 28,2013) in viewof Comodo (Comodo
Internet Security Software Version 7.0 User Guide Version7.0.111114,579 pages, 2014),
hereinafter referred to as Hoy and Comodo respectively.

As per claim 1, Hoy teaches a host computer system comprising: a memory; and a

processor {a computerized work station comprises a computer operatively connected with one or
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more user-accessible data entry devices, a display device viewable by the user, and computer-
accessible data storage, Hoy, [0022]) configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space (providing for the
computer an operating systemand one or more applications programs that run on said
operating system, Hoy, [0022]);

implement an isolated computing environment (and supporting a virtual computer system
operating on the computer. Hoy, [0022]), the isolated computing environment using an operating
system associated with the host computing system and comprising a sandboxed computing |
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space (Also operating on the host computer is a hypervisor
system that creates a virtual machine environment that is separate from the host computer's
operating system. This virtual machine has a virtual guest operating system on which a modified
browser is run. Hoy, [0026]),

wherein the isolated computing environment is configured to access an Internet-based
cloud service via at least one application of the second set of one or more applications or
processes (The browser is activated by a desk-top shortcut or application on the host systemthat
allows the user to link to the isolated Internet access of the virtual guest system by launching the
virtual guest web browser, which operates transparently to the user in the virtual guest system.
Hoy, [0026]);

isolate the isolated computing environment from the workspace using an internal
isolation firewall (this is accomplished by providing a host computer that is surrounded by a host

based firewall. Hoy, [0025]); and
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communi(;ate with a proxy server in order to access the Internet-based cloud service
(Proxy content filter 4 may optionally be used to screen undesirable or inappropriate incoming
or outgoing data, as above. Hoy, [0073]), wherein the isolated computing environment is
configured to authenticate with an authentication device in order to allow communication

| between the atleast one application and the Internet-based cloud service (fo allow for this, the
firewall 11 around the host OS 17 selectively enables the host OS 17 to access the Internet
directly through ports 80 or 443, which are otherwise disabled, provided thatthe websites being
accessed are on a white list of predetermined trusted sz:tes with which the host OS 17 is permitted
to communicate with. Hoy, [0057 ]).

Hoy does not use term “sandbox”, although teaches that “Because it is exposed to
potentially malicious software as it browses the Internet, the virtual guest system browser and its
virtval operating system may be a hardened version that is exceptionally resistant to corruption,
or it may have enhanced anomaly detection to aid in noting when dangerous data has been
encountered by the browser. The virtual guest system also has no connection whatsoever to the
LAN, ana cannot access any address on the LAN.” Which is essentially a definition of
sandboxed environment as known in the art. To exclude any doubt a secondary reference by
Comodo is provided, which explicitly teaches a sandboxed computing environment (An
innovative sandboxed environment to run programs and browse the Internet isolated fromyour
real computer. Comodo, page 10). Comodo also explicitly teaches an Internet-based cloud
service (Comodo Secure DNS service replacesyour existing Recursive DNS Servers and resolves
all your DNS requests exclusivelythrough Comodo’s proprietary Directory Services Platf'orm.

Comodo, page 553. See also Comodo Cloud - online file storage service. Backup your files to a
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highly secure online storage which can also be mounted as a virtual drive in your system.

Comodo, page 466)

Hoy in view of Comodo are analogous art to the claimed invention, because they are from a

similar field of endeavor of systems, components and methodologies for providing secure

communication between computer systems. It would have been obvious to a person of ordinary
skill in the art before the effective filing date of the claimed invention to modify Hoy in view of

Comodo. This would have been desirable Applications and brow sers running inside the virtual

desktop leave no cookles or history behind on your real system, making it an extremely secure

environment for Internet banking and online shopping (Comodo, pages 10-11).

As per claim 2, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to access the Internet-based cloud service via one or more of
a local area network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a
digital shbscrfbers lne (DSL) network, a clond computing network, a data center, or a satellite
network (The home system, when the host is "home" on the trusted LAN network, is allowed by
the HBFW to communicate to other LAN resources as well as any whitelisted sites outside the
LAN on the Internet. Hoy, [0062]).

As per claim 3, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the Internet-based cloud service comprises one or more of an Infrastructure as a Service
(IaaS), a Software as a Service (SaaS), or a Platform as a Service (PaaS) (through Comodo’s
proprietary Directory Services Platform, Comodo, page 17).

As per claim 4, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to select the proxy server from a plurality of proxy servers,
the plurality of proxy servers comprising one or more of an Internet-based proxy server or a local
network-based proxy server (A proxy/web-content filter 4 is connected with and cooperates with

the firewall hardware 3 to control the type of datapermitted to pass fromthe Internet 5 into the

local system 1, filtering e.g., pornographic material or data not intended for the system 1, and
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also blocks communications fromusers on the LAN trying to reach disallowed sites, e.g.,
requests to access www.onlinecasino.com. Hoy, [0038]).

As per claim 5, Hoy in vie»;/ of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to determine whether to send web traffic to a local network-
based proxy server or an Internet-based proxy server based on a location of the host computer
system (Proxy content filter 4 may optionally be used to screen undesirable or inappropriate
incoming or outgoing data, Hoy, [0073]).

| As per claim 6, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor _is configured to determine whether to send web traffic to a local network-
based proxy server or an Internet-based proxy- server based on anidentity of a network to which
the host computer system is connected (Proxy content filter 4 may optionally be usedto screen
undesirable or inappropriate incoming or outgoing data, Hoy, [0073]).

As per claim 7, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to determine whether to send web traffic to a local network-
based proxy server or an Internet-based proxy server based on anidentity of the at Jeast one
application running in the isolated computing enﬁonment (The virtual guest system 13 shows no
software installed except for a browser and possibly some related supportive software, such as
Adobe or Windows Media Player that coéperate with the browserwhen certain types of files are
accessed on the Internet, andpotenliézlly an email programsuch as Microsoft Outlook for
certain configurations. Hoy, [0048]).

As per claim 8, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the internal isolation firewall is configured to segregate the first memory space from the

second memory space and is configured to enforce policies for communication between the first
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memory space and the second memory space using the internal isolation firewall (The guest
computer and the host computer communicate with each other by a limited permissible internal
host-based firewall in the host systemthat is provided by the hypervisor or some other local
program. Communications across this internal firewall between the guest systemand the host
system are limited to cut and paste of displayed documents or files, commands to print
documents, and file transfer requested manually by the host, Hoy, {0030]).

As per claim 9, Hoy in view of Comodo teaches the host computer system of claim 8,
wherein the internal isolation firewall is further configured to generate a message to prompt a
user of the host computer system, the message indicating whether to allow communication
between the first memory space and the second memory space (i.e., directed intentionally by the
human user of the given system. Hoy, [0030]).

Claims 10, 11 and 14-20 have limitations similar to those treated in the above rejection,
and are met by the references as discussed above, and are rejected for the same reasons of
obviousness asused above. Inregards to claim 10, “a server” is taught by Hoy (A host computer
supports a virtual guest system running thereon. ABSTRACT), and by Comodo (The Virtual
Desktop creates a folder Shared Space in the location "C:\Documents and Settings\All
Users\ApplicationData\Shared Space”. The ‘Shared Space’ folder can be shared by your host
operating system and the Virtual Desktop. Page 223).

As per claim 12, Hoy in view of Comodo teaches the cloud computing system of claim
11, wherein the proxy comprises is a first proxy, and the serveris configured to determine
whether to send traffic to the first proxy or a second proxy, (Proxy and Host Settings - Allows
you to select the host fromwhich updates are downloaded. By default, CIS will directly

download updates from Comodo servers. However, advanced users and network admins may
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wish to first download updates to a proxy/staging server and have individual CIS installations
collect the updates fromthere. The 'Proxy and Host Settings’vinterface allows you to point CIS at
this proxy/staging server. Comodo, page 259).
Hoy in view of Comodo are analogous art to the claimed invention, because they are from a
similar field of endeavor of systems, components and methodologies for providing secure
communication betw een computer systems. It would have been obvious to a person of ordinary
skill m the art before the effective filing date of the claimed nvention to modify Hoy in view of

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process
when large number of endpoints are involved (Comodo, page 259).

As per claim 13, Hoy in view of Comodo teaches the cloud computing system of claim
12, wherein the serveris configured to determine whether to send traffic to the first proxy or the
second proxy based on user-provided credentials (Select the 'Use Proxy’'check-box. * Enier the
host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication' check-box and enter the login /password accordingly. * You can add multiple
servers fromwhich updatesare available. To do this, click the handle at the bottom center of the
‘Servers' panel, click the 'Add'button then enter the host name in the 'Edit Property'dialog.
Comodo, page 260).

Hoy in view of Comodo are analogous art to the claimed invention, because they are from a

similar field of endeavor of systems, componenis and methodologies for providing secure

communication between computer systems. It would have been obvious to a person of ordinary

skill in the art before the effective filing date of the claimed invention to modify Hoy in view of

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process
when large number of endpoints are involved (Comodo, page 259).

Double Patenting
The nonstatutory double patentingrejectionis based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
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impropertimewise extension of the “right to exclude” granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory double patenting rejectionis
appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentablydistinct from the reference claim(s) because the examined
application claim is eitheranticipated by, or would have becn obvious over, the reference
claim(s).See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed.Cir.1998); /In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d
438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filedterminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be
used to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent eitherisshown to be commonly owned with the
examined application, orclaims an invention made as a result of activities undertaken within
the scope of a jointresearch agreement. See MPEP §717.02 forapplicationssubjectto
examination underthe firstinventorto file provisionsofthe AlA as explainedin MPEP § 2159.
See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for applications not subject to examination underthe
firstinventorto file provisions of the AlA. A terminal disclaimermust be signed in compliance
with37 CFR 1.321(b).

The USPTO Internetwebsite contains terminal disclaimerforms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the applicationin which
the form is filed determines whatform (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or

PTO/AIA/26) should be used. A web-based eTerminal Disclaimermay be filled out completely
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online using web-screens. An eTerminal Disclairﬁerthat meets all requirementsis auto-
processed and approvedimmediately uponsubmission. Formore information about eTerminal
Disclaimers, referto www.uspto.gov/patents/process/file /efs/guidance/eTD-info-1.jsp.

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patentingag
being unpatentable overclaims 1-20 of U.S. Patent No. 105544175, and over claims1 20 of U.S.
Patent No.10558798. Although the claims at issue are not identical, they are not patentably
distinct from each other because all elements of claims 1-17, 19 and 20 of the instant
application correspond to elements of claims 1-20 of the cited patents. The above claims of the
presentapplication would have been obvious over claims of the U.S. Patent No. 10554475, and
over claims of.U.S. PatentNo. 10558798 because ea.ch elementofthe claims of the present
application is anticipated by the claims of the U:S. Patent No. 10554475, and the claims of U.S.
Pateﬁt No. 10558798 and as such are unpatentable for obviousness-type double patenting(/n
re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)).

Claims 1-17, 19 and 20 are provisionallyrejected on the ground of nonstatutory double
patentingas beingunpatenta bie overclaims of copending Applications No. 16/059381,
16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810,
16/146,490, 16/163,796, 16/163,884, and 16/164,342. Althoughthe claims at issue are not
identical, theyare not patentably distinct from each other because each element of the claims
of the present‘application is anticipated by the claims of cited applicationsand as such are
unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010

(12/3/1993)).
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Application/Control Number: 16/141,378 Page 12
Art Unit: 2492

This is a provisional nonstatutory double patenting rejectionbecause the patentably

indistinct claims have notin fact been patented.
Conclusion

Applicant'samendment nécessitated the new ground(s) of rejection presentedin this
Office action. Accordingly, THIS ACTION IS MADE FINAL. Scc MPEP § 706.07(a). Applicantis
remindéd of the extension oftime policy as set forth in37 CFR 1.136(a).

A shortenedstatutory period for reply to this final action is setto expire THREE MONTHS
from the mailingdate of thisaction. In the eventa first reply is filed within TWO MONTHS of
the mailingdate of this final action and the advisaory action is not mailed untifafterthe end of
the THREE-MONTH shortened statutory period, then the shortened statutory period will expire
on the date the advisory action is mailed, and any extension fee pursuantto 37 CFR 1.136(a)
will be calculated from the mailing date of the advisory action. In no event, however, will the
statutory period for reply expire laterthan SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The
examinercan normally be reach’ed on 5:00 AM-4:00 PM.

Examinerinterviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collabarationtool. To schedule an interview, applicantis
encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.
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Application/Control Number: 16/141,378 Page 13
Art Unit: 2492

If attempts to reach ;the examinerby telephone are unsuccessful, the examiner’s
supervispr, SALEH NAJJAR can bereached on (571) 272-4006. The fax phone number for the
organizationwhere this application or proceedingis assignedis 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status informationfor published applications
may be obtained from eitherF;rivate PAIR or PublicPAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center(EBC) at 866-217-9197 (toll-free).fyou
would like assistance froﬁ a USPTO Customer Service Representative or;ccess to the

automated information system, call 800-786-9199 {iN USA OR CANADA) or 571-272-1000.

/OLEG KORSAK/
Primary Examiner, Art Unit 2492
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Wher: used incivicually, each of the Antivirus, Firewall and Defense+ components delivers superior protection against their
specific threat challenge. When used together as a fuff suite they provide a cemplete ‘prevention, detection and cure’ security
system for your compulter.

CIS is availabie in Premium (free), Prc and Complete editions. While the core CIS soitware is identical for all three versicns, the
Pro and Compleie packages each ofier & range of acditional sevices. The scttware is designed ic be sesure ‘out of the box' - so
even the maost inexperienced users need not have ‘o deal with complex configuration issuss afisr insiallation.

> Antivirus - Proactive aniivirus engine that aticmatically detecis and eliminates viruses, worms and other malware.
Apart from the powerful on-demand, on-access and scheduled scan capabilities, CIS users can now simply drag-and-
drop ilems oric the home sereen o fun an instant virus scan.

»  Firewall - Highly co
Internet aflacks.

urable packet filtering frewali that constantly defends vour system from inbound and sutbound

s Defense+ - Acallection of prevantion based security techinclogies designed o presetvs the integnty, security and
privacy of your operaling system and user data. .

»  Behavior Blocker - Authenlicates svery executable anc process sunning on your compuler anid prevents
them from iaking acticns that could hamm your compuiter. Unrecognized pmcesses and applicztions will be
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auto-sandboxed a2nd run under a set of restrictions sc they canrot harm your computer. This gives unirusied
{but harmiless} applications the freadon: fo operate whilst untrusted (and petentially malicious) applications
are prevented frem damaging your PC or data.

- Host Intrusion Proteciion (HIPS) - A ruies-based intrusion prevention system that monitors the activities of

> &l appiications and precesses on your compulsr. HIPS blocks ths aclivities of maiicicus programs by halling
any action thal could cause damage to your cperating sysiem, sysiem-memory, registry keys or persenal
data. ~

< Viruscope - Monitors the activilies of processes running on your compuier and alsrts you ¥ they take
aciions that could polentially threzfen your privacy andior security. Using a system of behavicr resognizers’,
Viruscope not only detests urautherized aciions but also allows you to sompletely urdo themm. Apari frem
representing ancther hi-ech fayer of prolection agairst malwara, this also provides you with the granular
nower fo reverse unwanted actions taker by legitimate softwars without blecking the software entirely,

e Virlual Desktop - The Virtuel Deskiop is a sandbuxed gperaling envirotiment inside of whish vou can tun programs
and browse the Intsmet without fear that those acfivitiss will damage your real computer. Featuring a virtual keyboard
1o thwart key-loggers, home users will §ind the virual desklop is ideally suited fo sensitive tasks like orline banking.
Advarced users will appreciate the ability lo run beta-scitware in an enwireniment that wili not upset the siability or file
structure of their producticn systems

«  Website Filtering - Prolects you from phishing sites while surfing the 'nat end aliows you to craale fules i prevent
specific users from accessing cartain websites. CIS ships with several preset lisis of malicious websilas which form an
etiective wabsite screening and protection fealurs for ali Internet users. Furthermers, you can easily add or import
yeur cwn lists of banned URLs and ¢an set up custom access fLles for each user on your computer.

< Rescue Disk - Built-in wizard that allows you io bum a beol-disk which will run antivirus scans in a pre-Windows / pre-
boct environment.
> Additional Utilities - The advanced tasks section contains links that aliow you to insialk cther, free, Comodo security

products - including Cumodo Cleaning Essentials and RiliSwitch.

- Comodo Dragon - Fast and versatile intemst Browser based on Chromium, infused with Comed's unparalieled lavel
of Security.

> GeckBuddy - 24x7 online support servics in which Comede technicians are ready to deal with any computer issues
you may have over an inslan! messenger slyle intesface. “

»  Secure Wireless internet Connectivity (Compfete version only) - TrustConaect makes surfing the wed sele from any
public Wi-Fi lecaticn

s Comodo Guaraniee {Fro end Compiste versions oniy) - If vour computer becomes damaged as a result of malware
and Comodo support services cannot rstum it i a working condiion then well pzy the cosis of getting it repaired.
Please see the End User License Agreement for fulf details.

+  Online BackUp {Complete version oify) - Back-up your impertant daia ic Comodo’s highiy secure servers. Data is
encrypted and can accessad only by the user from any Internet connected computer in the world (S0GB slorage
space).»

v Tud SN
e S
LLHTY /I

This introduciion is intended to provide an overview of the basics of Comcde Intemst Securily and should be of intesest to ail
users.

The remaining sections cf the guide cover every aspect of the configuration of Comocdo injeyRat Sequid02-Part 5 of 10, Page 2126
IPR2025-00379 (IBM v. Croga)



R

DAESH

v Deran

'
3

Page 2127

IBM v

Part 5 of 10

Ex. 1002-
IPR2025

=
o

Croga)

00379 (



The final sections contain coniiguration and te

cal help for

chii

Page 2128

IBM v

Part 5 of 10,

Ex. 1002-
IPR2025

=
o

Croga)

00379 (




1.1.Special Features
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and browsers rurning inside the virtual desktop ieave no cockias or hisiory behind on vour real system:, making it an extremely
secure environmnt for Internet baniing and onlice shopping.

«  Prevents imalicious websites frem insialing viruses maiware, rootkits and Spyware onto your computer and provices
proteclisn against hacking

> Features a virtual keyboard thai allows vou 1 securely enter user-names, credit card numbers and passwords without
fear of key-loaging software recording your physicat keystrokes '

«  Enables zdvanced users to run bela-soitware in an envirenment that wili rot upsel the siability or file strustire of their
production systems /

i

The Firewail component of Conudo lnlemet Securdty offers the highest levels of perimeter secunly against inbourd and
outbound threals - meaning you get the strongest possible protection against hiackers, malware and identity thieves. Now we've
improved i again by adding new features lixe,
- Stealth Moce to make yeour PC compielely invisible to oppertunistic port scans, .
Y
= ‘Wizard based auto-deteclicn of trusted zones;
= Predefined Firewzil policies aliow you to quickly impiement secunly rules;
*  Diagroslics to analyze your syste:m: for pelentiai cenflicts with the firewell and mush more; ‘

e Performs Cloud based Antivirus Scarning;
= Employs heuristic techniques 1o identify previcusiy Unknown viruses andg Trojans;

= Scans aven Windows Registry and System Files for posshbie spyware injzction and cleans them;
= Constantly pratects with real-time, Or-Access scanning;

= Comodo AV shows the percenlage of the compieted scarning; .

»  Roclkit scanner deiects and ideniiiies hidden malicious files and regislry keys storeg by rcotkits;
o Highly configuradle Cn-Temand scanner allows you ie run insiant checks on any file, iclder or drive;
o Comodo AV realiime scanning performance in Stateful mode;
o Seamiless integration inlo the Windows operaling system: aliows scanring specific objects ‘en the fly';
- Dally, automatic updates ¢f virus definitions;
= iscleles suspisicus files in quarantine prevenling furiher infectior;
= Built in scheduier allows you iG run scans at a time thal suils you;
Simpie to use - install it and forget ii - Comode AV prolects you in the background.

o Advanced and Compact View summary scraens gives an at-a-glance snagshot & your securily settings;

o Easy and quick navigation between each module of the firawall, Antivirus and Defense+;

- Simpie point and click configuration - no steep iearning curves;

= New complelely redssigned securily rules interiace - you can quickly sei granular aceess rights and privilegas on
a gicbat or per applicetion. The firewall also contains preset poiicias and wizards that help simplify the rule seiting
process,

‘CIS Pro and Complete customers receive Comede CeekBuddy - Live expert remote sugport for virtually af personal computer

issues. Pro znd Complete users berefit from the convaniencs of having a compuler securty experi on fap 24/7 o help them fix

probiems sight in front of their eyes.

SN $ P i 9 R3S
$AMASNA feday SRIrQINNSG S
OGO P8 STRIRINY VHnY?

e services include: : ) ,
o Vinis & Malware Removal

- intemet! znd Online Identity Security
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»  Printer or Email Accoun! Setup

»  Software Activalion

< General PC Treubleshooting

«  Computer Power Setting Cplimization

o Compdo Software Instzliziion and Sst up

»  Comodo Account Questions.

¥ ior full preduct details.

§ -n‘ vy IO AN
aY, e g::s :d'ldav\ vate your aseau,

~

= At Cofiee shops, Hotels and Airports;
«  Atany other public Wi-Fi location;

-~

*  Alyour homa lecation; - ’ . -
<
< for Enterprises with remote workers and road-wariors lhat need secure access to infernai networks. - s
- 4ot

CiS Corrplele customers receive Comodo Backup - powerlul and easy io uss desk.up zpplication hat helps home znd
business users protect their valuabie data against damage or ioss.

+  Quickly create backups of your priceless data 1o a wide range of slorage media

+ 50 GBof nighly s2cure online storage space thal allows you fo access your filas from anywhere .
= Step-by-step wizards allow you: o create your first backup within minutes

- Fiexible storage optiens allow you: ic specify full, incremental or differential backups.

- Granular scheduling opticns to take aviomatic backups at 8 time that suits you.

+  Quick recovery ol files with a few clicks of the mouse.

»  Powerful encryption options 1o protect your files so 1at it cannot be sccessed by anysns bui you.

- improved Privacy cver Chromium ,

«  Easy SSL Ceriiiicate Identification .

«  Fast Websiis Access

= Greater Stability and Less Memory Bioat

= incognito Mode Stops Cookies, Improves Privacy ,
»  \eryeasyto switch from your Browser to the Cragon

nghly Conflgurable Secunty Rules Interface !

Comodo Intsrnat Sscurity offers mora conirol over securty setiings than ever before. Users can quickiy set granular infemst
acooss fights and privileges or: a giozal or per appication basis using the flexidle and easy 1 understand GUL This version aiso

[

sees the introcuction of preset security pelicies which allow you to deploy a sophisticated hierarchy of firewall rules with a \.ouplq
of mouse ciicks.
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Application Behavior Analysis

Comodo Internet Secunty fealures an advanced proloce! driver tevel protacticr: - essentiai for the defenss of your PC against
Trcjans that run their own protocal drivers.

Cloud Based Behavior Analysis

Comodo Inlernet Sacuiily faalures cloud based analysis of unrecogrized files, in which any fiie that is nol recognized and notin
Comodo's while-list wil be sent to Comodo Insiani Malware Anzlysis {CIMA} server ior behavicr analysis. Each file is axecuted

in 2 virtual envircnment on Cemaode servers and tesied to determine whether i contains any malicicus sode. The restits will be
seni back to your computer in around 15 minutes.

Viruscope

The innovative Viruscops fealure menitors the aclivities of al; processes funning en your system and gererales alers if any
shspicinns antiviies ara identiied. Apart from forming yet another layer ul izizhwzre detection and preventicn, the sub-system
represents a valuable additicn to the core process-menitering functionality of the Behavior Bincker by introducing the ability to
reverse potentially undesisable actions of software without necessanily Blocking the softwar2 entirely. This fzalure can provide
you with mere granular contoi over otherwise lsgitimale soitware which requires certein actions 1o be impiemented in order ic
run comrecily.

YWebsite Fiitering

Comodo Intemet Secuiity enabies you o configurs rules to aliow or block access o specific websiles. Rules san be created ier
particuiar users of vour computer, which makes this featurs very usefu for both home and work envircnments. For examgle,
parenls car block juveniie users from visiling inappropnizie websites whils companies car prevent employess from visiting
social networking sites dring working hours. .

Event logging

Comodo Internst Security features a vastly improved log management medule - aliowing users to export records of Anfivirus,
Firewail and Defense+ aciivilies according 1o several user-dedined fillers. Beginners and advanced users alike are greatly
baneiiied from this essentiai troublesheoling feature.

Memory Firewall Integration ' ;

Comodo Intems! Security row includes the buffer-overflow protection eriginal fealured in Comodo Memory Firewall. This
provides prolection against crive-by-downloads, daiz theft, conputer crashes and systeny damage.

'Training Mode’ and 'Clean PC' Mode

These medes enabie the firswail and hosl intrusion preventicn systems ! attematically create 'allew’ rules {or new compenents
of applications you have deciced {o trust, so you won' receive peintless aferis for those pregrams you trust. The firewall leams
how they work and cniy warn you when it dstecls fuiy suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firawall inciudas an exiensive white-st of safe executables calied the '"Comodo Safe-List Daiabase’. This daizbase checks
he integrity of every sxecl:iabie and the Firewall aieris you of pelentiaily demaging applicaiions betore they are instalied, This
level of protection is new because iradilionally firewails only detect harmiul applications from a biacklist of krown maiware -
often-missing naw forms of malwars as might be launched in day zerc atlacks.

The Firawall is cortinualiy upcated and currently over 1,000,300 applications are in Comodo Safe fist, representing viriuaily one
of the largest salz fists within the secusty industry. . )
Self Protection against Critical Process Termination

viruses and Troians ofters try to disable your compuier’s secusity applications so that they can operate without detection. CIS
profests its owr: registry entries, system ies and provesses so malware can never shut i down or sabotage the installatior.

Sandboxing as a security Jeature
Comodo Internet Secunity’s new Virlual Desktop' is an isolated operating snviconment for unkrown and untrusted applications.
Secause they are virtualized, applicstions sunning in the sandbex canrotl maie permanent changes o other processes,

programs or data on your 'real’ syslerm. Comodo have also integraied auto-sandboxing diresty into the secusity amhitecture of
IS to compiemer: and strengthen the Firewell, Detense+ and Antivirus modutes.

Submit Suspicious Files to Comodo

Are you he first viclim of 2 brand new type of spyware? Users can halp combat zerc-hour threzais by using the built in submit

fealure to send Hes to Comede for analysis. Comodo then analyzes the files for any potential threals and updale our database
N IBM - Ex. 1002-Part 5 of 10, Page 2132
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inr ail users.

Enhanced Browser Privacy

PrivDog, a new browser exiension: that can be instailed with CIS, improves vour orline privacy by detesting and Hociking any 3rd
party trackers or ad netivorks thet are monitoring your aclivity while on a website. Suppoited browsers inciude Comado Cragon,
Comodo Ice Dragor, Google Chroms and Mozila Firsiox. -

1.2.System Requiremenis

To ensure optimal perormance of Comodod Internet Securily, please ensure that yeur PC comy
requiromonts ac staled bolow:

ies with ihe minimum system

Windows 8 {3oth 32-bil and 64-bit versions) ° 384 MB availabie RAM
Windows 7 {Soth 32-bit and €4-bit versions) e 2i0 MB hard cisk space for both 32-bit and 64-

bil versicns

Windows Vista {Both 32-5it and 64-Git versions)
»  intemet Expiorer Versicn 5.1 or above

Windows X? {3cth 32-&it and E4-bit versiors) "« 256 MB availabie RAM
= 210 MB hard disk space for both 32-hit and 64-
bit versicns

«  intemet Expiorer Version 5,1 or above

1.3.Installation

Sefore vou ingtaii Comade internet Secunity, read the installation instructions carefully and also revisw the system requirements.
Additicnal services and feaiures such as activation cf your CeekBudsy account andfor Comedo Guarantee 2re carmied out aiter
ihe base instaliation has been compieted.

Please note - the CIS sclfware itseif is identical for all customers regardless of the package type. All versicns {ircluding free}
inciude al securily features, technologies and updates. The difference beiwesn the package iypes lies in the availebiiity of
additicnal services such as GeekBuddy, TrusiConnect, Online Storzge and the Comodo Guarantee. Activation of additional
services is carried cul after the base instailation has been coinpleted,

Mats - Before beginning installation, please ensura vou: have uninstalled any other antivirus and tirewall products that are on
your computer. More specifically, remove any other products of the same {ype as those Comodo products you plan ic instzll. For
axampie, if you plan to insiall only the firewal then you do not need o remove 3rd party antvirus sofutions and vice-varsa, i vou
are installing fuil CIS (both FW and AV} then you need to remove both fypes of product if they are presant on vour system.
Faiiure to remove products of the same tvpe could cause caonflicls that mean CIS will not funstion comrectly. Users should consull
their vender’s documentzéor: for precise uninstallation guidelines, hewever the foliowing rough steps will help most Windows
users:

= Click the Stari buttor: io open the Windows Start meny
= Select Control Panel > Programs and Fealures {Win 8, Win 7, Visia); Controf Panel > Adc or Remeve Programs (XP)
«  Selact vour curent antivinus or firewall programi(s; from the list

o (lick Remove/Uninstai buiton

s Repezi process until ail required programs have besn ramoved

Click the links elow for cetailed explanatinns:

1.3.1. CIS Premium - Installation

[\:p - Before beginning insiallation, please ensure you have uninsialied any other antvirus anc firewa preducts that are on I
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your computer. Lok hevs to read ihe fuil note. .

N oAy Qs
W Sam QQ\. \-\‘d\v: 0.\:\:':

vege

= Choose whather vou wan! the 32 or §4 dit version of CIS Hen click 'downicad’ . .

»  Ifyou are unsure which version you need, select the 32/64-bit Windows Ir\.aller This exenttabie contains B0TH 32
and 64 bit installers. The setup routine wiil auiomatically deteci which version ¢f Windows you have and instal the
appropriale version. Please note, the Universal Windows lnsaller is @ much larger cownicad than the ingividual 32 or

54 bit setup files.

Alter downleading the requirad Comodo Inismet Sscurnity setup file to your iocz! hard drive, double click o
the instaliation wizarc. ’

,Step 1 - Choosing the inferface Language : N

The installation wizard starts zutomatically and the 'Seiect the language’ dialog is displayed. Comede inteme! Security is . ;
) guag ogd SECiaYy y }

avzilzble in saveral languages.

= Select the languzge in which you want Convodo Intemet Secusty to be instailed from the drop-down ment and
click 'CK".

Step 2 - installation Configuration

The installation configuration ssreen will be dispiayed. .
-
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izptionall:

N

sud Bazed Behavior &nalyeis” ofunrecognized pragr

S

3

if you ciick 'Cusiomize Instailation’ then you carn chocse agvancest options | These include whick CiS componants
veu wish to insfall, the ability i choose CIS insiallation path and other advanced CIS configuration settings.

Reeeive Comodo News and Notifications

Comodo Internet Sectiily Premium is activaled iree of cost ior ifelims usage. If you wish lo sign up for news ebout
Comodo products then enter your email address in the space providsd. This is cptional.

Cloud Based Behavior Analysis

Any fil2 that is identified as unrecegnized is sent ic the Comede instant Malware Analysis (CIMA} server for behavior
anaivsis. Each file is axecuted in a virtual environment on Comodo servers and lested lo delermine whether if sonlains
any malicious code. The resuits will be sent back lo your computer in around 15 minutes. Comodo recommends users
leave {his setling enablad. Read the privasy policy by clicking the ‘Privacy Policy’ fink. '

Send Program Usage Data

Comodbo callects collects the usage deiails frern mitiions of CIS users to enalyzs their usage patlems for the continuzl
enhancement of the produst. Your CIS instiliation wiill collect detsils on how you use the appiication and send them
pericdically to Comodo servers through a secure and encryplec channel. Alsc your privacy is protecied as fhis data is
sent anorymoits. This data will be usefit to the engineers and developers at Comode 1o ideniity the areas i be
deveioped ‘urther for dslivering the best Inlernet Sscurily product. Disabie this epticn i you do not wanl your usage
detaiis o be sent to Comodo. Comodo recommends users Ieave this setling enabled. You czn change this setting rom
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«  Plaase review znd/or modiy the settings in the dialog.
«  Click the "Next button.

in the nex! screen, yeu can choose o configure your ONS Settings and Browser Home page.

N

OO0 by setfing rav hame page and search engine provids

5)

DNS Settings
Comodd Securs ONS service replaces your existing Recursive DMS Servers and resoives aif your DNS requesls
exciusively through Comeds's proprietary Directory Sexvices Platforrn. Comodo’s wordwids network of redundant

! DNS servers provide fast and secure Iniemet browsing experience withou! 2ny hardware of software instailation.

{ In addition. Comede's Sesure DNS ensures safely against atlacks i the form of malware, spyware, phishing etc., by

biosking access to malware-hosting sites, by any program runring in your svstent.
in this step of installation of Comodo Intemet Secusity, the DNS seilings i your comguter can be changed
autornatically to direct to our DNS setvers. You can disabls the service at anylime znd revert 10 your previous setiings.

For more details on Comode Secure DNS Service and to know how 1o enable or disable the senvice, refer to p

\

Appendix ¥ Canmds Seowe DN Sen
To enabie Comoco Secirs OGNS, salect | wanl to enable added security while in ths inlemet by change my DNS

: Sarvers to COMODC SecureDNS Servers'. Click the "What is this’ fink lo know more about Comedo Sscure DNS
Seivers. :
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Browser Homepage

Your cefauii home page ard search engine will be set to Yzhoo!
= Please review and/cr mediy the settings in the dialog.

End User License Agreements

> Read the compleie User Licanse Agreements by clicking the ‘License Agreement links of Comodo internet Securiy
and PrivDog respactively before procesding with the instailation. T read ths PrivDog privacy policy iink, click the
Privacy Pelicy Enk next o i -

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODD SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE
IMPCRTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOYWNLCADING,
INSTALLING, OR USING COMODO'S ANTIVIRUS, FIREWALL OR INTERNET
SECURITY BCFTWARE AND REMOTE P"R"(_,r\ AL COMPUTER SUPFGRT
FMCF':} \Ti-F 'PEODUCTS") THE PRODUCTE MEANS ALL OF THE SLECTRONIC
5 P EITHER BY DOWNLOAL OR 0N PHYS I(.‘&L UIA( 0-=Ch, 29D
OP OTHER MEDiA THAT IS PROVIDED WITH T THIS LICENSE AGREEMENT.
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. 8Y
DOWNLCOAZING, INGTALLING, OR USING THE PRODUCTS, DR BY CLICKIMG DN ™
ACCERT BELOW, YOU ACKNOCWLEDGE THAT YOU HAVE READ THIS AGREEMENT
THAT YO IU\!LJE:rib AND T, AND THAT YOU AGREE T2 8E B0UND BY TS TERME.
IF QU D0 NOT AGREE TG THE TERMS .—iF—rFN DO MOT DOWNLSAD DR LISE
THE JUi W“’»«RL SUBSTRIBE TO OF USE THE SERVICES, OR CLCK O '
CCERPT".
is 2nd user license and subscriser agresment is batwesn vou {"you” or
Subiscriber™, as ether an individua 1‘ &3 a husiness entity, ard either.

a. iF you are ot lacated in China, Comedd S2curity Solutions, inc. which has its
princigal place of Dusiness at 1255 Broad Street, Suite 101, Cliften, Mew Jersey
07613, ar
. if you are loceted in China, Beijing Comode Saftware Deveicoment Cc. Lid.. which
has i3 principatl place of business at 4G1 Tower 3., Fangian Internationai Plaza,
32 Beidajie Xzhimer:, Haicign Cistrict, Beijing, China.

Fath are raferred tn Birrsin a8 "nmnnin®

. CoTtaks
“ Msadnsiald: 3
O HENENAUNN

Cihenvise, click ‘Agree cnd ;nstal:' ic dag

Customizing Installation

Clicking the 'Customize Instzliztion’ link opens an advanced opticns interfzce that enables you to cheoss which elemenis you
would iike 1o instali, sonfigure security popup alerts and cheose fhe instailation path. In order to oblain maximum protection,
Coimodo recommends that you: aninstell any third party personal Firewail and Antivirus in your system andi seiect ali the
components to gat the fuli benefit of the predust.

e
LURN O }

f'a

Select Components to Install (Ciiol o go dash ¢
P ( » IBM - Ex. 1002-Part 5 of 10, Page 2137
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Click the 'Installation Opiions’ tab to select the compc-nents to be inslalled.

N Insisll COMODO SezkBuddy

COMODDR Antivirus
COMODQ Antivirus:

o Detects, bivcks and eliminates viruses from deskiops and net fwatks
o Constantly protects with rzal-time On Access scanning

e Daily, sutomatic updates of virus definitions

e Buili-in proactive defense aqa|n=1 viruses/izgjans
1JG% Free

Total Downleed Size: 122 kB
-

install COMODO Firewall - Selecting this cpticn instails Comodo Firewall and Cefense+ components. Desalect this
eplicn, if you already hava third party Firewalt protection activated in your computer system. Comogo Firewall
inslailation is mandatery to quaify for the virus free guarantee.

install COMODO Antivirus - Selecting this option installs Comods Antivirus and Defense+ comporents, Deselect this
epticn, if you already havs a third party virus proteclion activated in your computer system. Comodo Antivirus
instailation is mandatory to quaiify for the vin:s frse guarantes.

Install COMODO GeekBuddy - Selacting this oplion instells CeskBuddy, a 24 x 7 remate suppert senvice in which
bomcd" experts can help you solve any compuler refated problems veu may encounter. Refer to the sesfion Samase
& dady for more details.

Lol

v»\:: s-

Install COMODO Dragon Web Browser - Selecting ihis option installs Comodo Dragon, a fast and versafiie Intems
browser based cn Ghromium technelogy and infused with Cormodo’s unparatfeied ievel of security. Refer 1 the section
& yagey for more details.

Install PrivDog - PrivDog is a browser extension that improves the transgarericy, privacy and speed of your cnline
experisrice by automatically detecting and blocking processes tha! are attempting {o frack your oniine aclivily.
Whenever vou visii 2 wabsite, PrivDog will display the number cf privacy threais it has blecked in the lop-right corner
of your brewset. Clicking the PrivDog leon will reveal a mere detailed breakdown of the types of threais it has sicpped,
which car: include adveriising neiworks, 3rd party frackers, cookies, widgets and other data coliection processes. The
extension can alse block ali curreni barner ads in = webpzgs and repiace them with safe and irusted ads. If you elect
te install PrivRog, the exiension will be automatically instalied in any supported browsars detected on your system
{Comodoe Dragor, Comedo iceDragon, Goegie Chrome and Mozille Firefox). You can remove th2 extension al any
tn‘e from: within the browser.itsell. Refer io the seclion isirsduction o Prvlagler
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! PrivDog

Tz

«  Click the "+ button: beside ‘Install PAvDog’ and select the 'Dispiay only AdTrusthedia appreved

Configuration Options

2 ‘Configuration Options’ tab to configure pop-up aler opt

ons.

adverlisements’ chackbex, If you choose 1o view only ads from AdTrustiedia in your browser.
> Y ¥
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..
AR

Do Not show alerts that request security decisions as much as possible - When this option is seiecled,
configured ic auiomalically deal with most issues in a secure manner withol: raising 2 popup aieri - thus minimizing
user intervention. Most users should leave this oplion at the default state of enabled. Advanced users wishirg to gain
graater insight into CIS actions and/r o have more corirol aver securily decisions may wish to disable this option.

Choosing instaliation Location

Click the 'Fiies Localions’ tab to choose the installation path.
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Choose the installation path:

C:\Frogram Files\COMOSONZOMODT Intarnat Securiyy

.

{der in your hard drive for instafing Comodo Inlemet Secusity. The default path is
C:\Program FilesiCOMODOWCCMCDS Internet Security. If veu want to instali the appiication in a locaticn other than the default
focation, ciick '‘Browse’ 1o chcose a diflerent location.

This screen ailows vou (o select the

L.
Alter customizing your installation, ciick the ‘Back’ button 1o relum to the instaliation coriiguration screzn.

«  Onca you are satisfied with your sellings, click 'Agres and Instail’ to hegly frsinfiation {Tilel o go baol fo Siep 3 :
Step 3 - instaiiation Progress
The instzliziion progress witi be displaved... .
Y +
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o Llick e ‘Close’ button.

Step 4 - Restarting Your Sysiem

in order for the installation: (o take sfect, your comgpuler needs to be restarted.

e

%

You must restart vaur system Tor the configuratinn changes tn take
effect.

Clck Yes' i restant now or "No* I you plan 1o manually rastat iater.

Please savs any unsaved data and click Yes' lo restart the sysiem. i you wznl to restart the syslem al a lzisr ims, click 'NG'.

Note: The instaliziion will lake effect only on the next restart of the computer.
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Step S - After Restarting Your Sysiem

After restarting, a thankyou' scraen will appear. This conlains a summary of the componenis you ¢hoss 1o instal as well as
. . rs
some friendly advice. :

i

e

s

i
R

e
o

bRl inn
: il

e

This screen wil! appaar avery fime you siarl your system. If ycu do nct want the screen ic be displayed on every start up, salect
the check box "D nat show this window again' before closing the window,

if your computer is connecied (o a home of wosk networX, then you are prompled ‘o configure i at the 'Network Detscted
dialog. At the top of the dialog, the connsctivity mode will be displayed, whether wired or wirelass.
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Qo not dzizct new nefwarks again

= Select your location from: the three options above

> Select'Do nel automatically detect rew networks' If veu are an expsrienced user thal wishes to manuaily set-up their

WY

own: frusted nesworks (iis can be done in ‘Nefwark Jonex’ and through the 'S

The CiSinisrizce wiit open.
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Check for signature updates i Completed

Download sigsatures i In Progress f1.7%)

The screen will display cetails stich as download speed, how much has Sean downloaded and the progress of the process. You
can also send s task to the background by pressing the ‘Send to Background butten 2nd retrieve #in the Task Manager'
interface. Refer {o the section Mansgs §i8 Tasks' for more detalls. When the virus database has been dowrloaded, the

‘Completed dialog iili be dispiayed.
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Check for signature updalzs Completed
Download signatures Completed
Instail signatures Completed

CIS wiil commence a Quick Scan of system memory, auterun salries,
auviocmalically after the virus dziabase has been updated.

!
e
ok
=
i

o
e
i
i
Ela
i
rﬁ%

fadd

o

i

e

S

S T 5
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if you do not want the scar: 10 continue at this time, ciick the *Stop’ button.

After the scanring is compisie, and any threats are found, an zleri screen wili be dispiayed. The alert will display the number of
threalsinfections discevered by the scanning and previde you e oplicns for cieening.

We recomrnend you work with a GeekBuddy Csriified Microsoft Expent to make
" sure your computer is comaletely cieaned and optirnized.

Lot a GealBuddy assist you new.,

Tu speak tv 8 GeakBuwddy, call 18883517933

%1 Do not ask me this question again

LTIt ST AL 4
> If you wish to have a skilled professional fom Comedo to access your sysiem and perforin an efficient disiafection,
ciick Yes, 1 wanl ar: expert to clean It if you are a firsi-ime user, you will be iaken io Comodo CeskBuddy webpage 1o
sign-up for z GeekBuddy subscriplicn. I you have already signed-up for GeekBuddy servicss, the GeskBuddy chat
session wiii start and a skifed {echnician will offer o clear vour systan:,

For more details on SeekBuddy, refer to the section Somads GeakBisddy,

+  Hyou wish to clean the infecticns yoursell, select ‘No, | will try to clean it myself. The scan resuiis screen wili be
displayed. The resuits will coriain a list of files identifiad with: threats or infeclicns (Viruses, Reotkits, Malware and so
cn) and provide you the ogtions for clearing. An exarmple results screen is shown below:
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i Clean

;,::"_3, HEEYRASEINGENRMEME]3.2X8 \\*‘\Clean

if any threats are detecled, they will bs displayed and you can choose 1o iake ppropriate action from any of the drop-down
fields in the screen and click 'Apply Selected Actions' butien. Refer fo the section 'Provessing infesied Fifes' for mere delails.

1.3.2. CIS Pro - Installation and Activation

¢

- Before beginning instaliation, pleass ensure you hzve uninsialied any other aptivirus and firewal preducts that arg on
oorerler CHoX hera to read the full note.

Comodo Internet Security Prc can be downloaded from Y

s after signing up for subscription and ircludes, Somades Tra

»

> Choose whather you want the 32 or 84 bit versicn of CIS ihen click ‘download’

= If you are unsure which version you need, select the 32/64-bit Windows Installer. This execitabie contains 80TH 32
ana 64 bit instalers. The setup routine wiil auiomatically defectwhich version of Windows you have and inslali he
appropriate version. Please note, the Universal Windows Insialler is a much larger downicad thzn the incividual 32 or
64 bit selug files. :
Alter cownlr\acum the reqired bon*odn Intemet Security setup file to your iosal hard drive, double ¢lick on the setup file to start
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Step 1 - Choosing the Inferface Language

The inslallaticr wizard starts automalizally and the ‘Seiect the larguage’ dialog is dlapla,tec Comedo intemet Secunty is
avzilzbls in several languages.

English {United States) - By COMODO

J
»  Selec! the language in which you want Comodo Intemet Secuiify to be instailed from the drop-down menu and
click 'OK".

Step 2 - instatiation Configuration

The installation configuration screen wili be dispiayed. .
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Towosn.. 0

‘Ezazed Behavior Analyeis” of unrecognized pre

musage {2 ¢. cicks, crashes, s

if you oiick 'Cusiomize Installalion’ then you can chocse sdvanosd apitons. These include which CIS components
you wish to insiall, the ability ic cheose CIS insialistion path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

i you wish lo sign up for news about Comodo products then enter your emait address in the spzce provided. This is
optionzl.

Cloud Based Behavior Analysis

Any fils thal is identified as unrecognized is sent io the Comods instant Malware Analysis (CIMA} servar ior behavior
anaiysis. Each file is executed in a viitual environmeri on Comodo servers and tested to delermine whether it conlains
any malicious code. The resuils will be ser! back {o your computer in around 15 mrutea Comodo reccmmends Ussrs |
Jeave this selting enakled. Read the privasy policy by clicking the ‘Privacy Policy' iink

Send Program Usage Data

Comodb callects collacts the usage deialis from milfions of CIS users 1o analyzs their usags patltems for the continual
enharcement of Lhe preduct. Yeur CIS instifialion il cellect catails on hew you use the appiicaticn and serd them
pericdicaliy 1o Comodo servers through a secure and encrypled channel. Alsc your privacy is protecied as this data is
sent anonymous. This data will be useful to the engineers and developers at Comode 1o identily the areas to be ’
deveioped further for dalivering the best Intemst Securily product. Disabie this eption if you do not want your usage
detaiis fo be sent o Cﬂmodn Cr‘m“do ‘eccmmer‘ds users lsave tis setting enabled. You czn change this setling from
&> Loy Sellings interface, at anvtime after installation,

& Qs 3
Advanced Sefiings > &
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Flease review zndlor medify the settings in the dialog. '

Click the "Next' buiton.

In the next screen, you can choose to configure your DNS Setiings and Browser Home page.

sacurity wiile inihe Intarnal by changing rey DN

if you elick 'Cusionize instailation’ then you can chocse sdvasoss options, These include which CIS conmpenents
or advanced CIS configuration setlings.

vou vish to insiall; the ability to cheose CIS insiallation path aad ¢

DNS Settings

Caomodo Secure ONS service replaces your existing Recursive DNS Servars and resoives ail your DNS reguests
exsiusively firough Comode’s proprietary Dirsciory Services Platiorm. Comodo’s woridwide network of redundant
DNS servers provide fast and secure Iniemet browsing experience without any hardware or scitware instaation.

In addilion, Comede's Securs CNS ensuras safety against altacks in the form: of malware, spyware, phishing efc., by

in this step of irsiallation of Comodo Intemet Sscurity, the DNS ssllings of vour compuler car: be changed
automaticzlly o direct io our DNS senvers. You: can disable the sefvics at anyiime and revert 'o your previous seftings.

For more details on Comode Secure DNS Service and 1o know how {0 enable or disable the service, rafer o
o .

Senmarsrativ Y Serneete Saraeas PR S
ANPTEIIEN & LMY RO N0 2EVINR,

7o enabie Comodo Secure DNS, select "Change my DNS Servers to COMODC SecureDNS Servers. Click the 'What

is this' iink to know mors about Comodo Secure DNS S8rvers.
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Browser Homepage
Your ciefauit browser home page and the search engine will ba set as Yahco!
e Plzase review and/or mediy the settings i the dialog.
End User License Agreement
Read the complete User License Agreemenis by clicking the ‘License Agreemant’ finks of Comado intemet Security

and PrivCog respeclively before proceeding with the insiallation. To read the PrivDog privacy policy link, click the
Privacy Poiicy link nexito it. )

LoD

license agreement:

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODRO SECURITY SOFTWSRE AND REMOTE PERSONAL CORMPUTER SERVIC

PAFGRTANT - PLEASE READ THESE TERMS CAREFLU _LY —lE ORE GCGWNLTADING
HSTALLING, OR USING COMODO'S ANTIVIRUS, FIREWALL OR INTERKNET
SECURITY SCFTWARE AND REMOTE PEREC NAL :CMHLH:: SUPPCRT |
SERVICES (THE "PROZUCTSY THE FRODUCTS MEANS AL OF THE SLECTRONIC
FILES PROVIDED EITHER BY DOWALOAD DR 0N PHYSICAL MEDIA (€ (CD-RGK, BVD
DR OTHER MEDA THAT IS PROVIDED VY TH THIS LICENSE ASREEMENT

THIZ AGREEMENT CONTAING A BINDING ARBITRATION CLAUSE. &
DOWAILODAZING, INSTALLING, DR USKNG THE PRODUCTS, CR BY CLICKING OM ™
ACZCERT" BELOW _\’q 1 ACKNGWLEDRGE THAT YU HAVE READ THIS AGREEMEN
THAT YOU UNMODERSTAND 1T, AND THAT YOU AGREE TG BE BQUD BY TS TERMS.
IFYOL DG NDT N‘PFF TS THE TERMS HEREIN , DO NODT DOWNLTZADR QR USE
THE SOF TWARE, SUBSCRIEBE TO OR USE THE “L—Q\IIL,'_“ QR CLiIC I/ Ok ¥
ACCERT™, .

Thiz end uz2r license 8ad subscriver agreament is betwezn you {"vou® or
"Sukscritsr), é3 gither anindividuat 0r as 3 busingss entity, and siher

3. if you &re notlgcated in Ching, Comcda S2curiby Solutions, Inc., which hasits

printipal nlace of business at 1258 Broad Sireet, Suite 10C, Clifton, New Jersey
B7C13, or
b. #you egre locat2d in Ching, Beljing Ccrrcjo Saftware Deveicoment Co. Ltd., which
ha its principal place of husiness at 401 Tower 3., Fengian Internationat "’I:G.’Cn
32 Beidajie Mizhimarn, .-icucéis.n Distrizt, Beljing, China.

[N

ath =re raferrer] In asrain as *Crmancin®

After reading the agreement, click the 'Back’ btiton lo retum to the installation: configuration screen.

i

Once back af the main insialler screen, § you wish ic cmfla.lre advanced oplicns, click '€

‘Agres and instaii' to Sogih in
Custamizing Installation

Clicking the ‘Customize Installsr’ fink opens an advanced cptons interface that enabls vou 1o ¢hocse which elements vou

would iike loinstali, configure security popup alerts and chcos- ihe instailalion path. In ondsr to obtain maximum proteciion,

Comodo recomnrends that you uninstafl any hirc party parsonal Firewail and Aniivirus in your system and sefect ali the
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components ic gsi the maximum: benefit from Comodo internet Secunly Pro 2013,

Pty ‘ S o~ o
ON T 8§10 239X

Select the Components {o install (L

CORMOGDQ hnternst Sacurity

An unkteatatis combinzian of.

COMODO Antivirus -
o Datects, kicois and eliminsies virusas frem deskiops and natworks

» Canstanily pratects with raal-time Or Ancass scanning

o Daily, auiornztic updates of virus definilis

Froduct Size: 49.2 ME Total Dowinlced Size: 117 MB

nuum

» install COMODO internet Security Pro - Selecling this option insialls Comade Antivirus, Comodo Fl,'ewall, Defense+
components and PrivDag. instaliing CIS Pro is mandatery to qualify for the virus free guarantee.

> install COMODO GeekBuddy - Seleciing this option installs CeekBudgay, a 24 X 7 remete support seivice in which
Comedo experis s2n help you: selve any somputer refated problems you may encounter. Refer 1o the section Sosds

SaekDiddy for more delalls.
‘-

° Insiall COMODO Dragon Web Browsser - Selecting this option insizlls Comodo Cragon, a fast and versatiie internat
browser based en Chremium technelogy and infused with Comodo’s unperaileied level of security. Refer to the section
Somads Pvagen for more details.

LEMSTT U

Configuration Options

»  Click the ‘Configuration Options' tsb to configure pop-up alert options.
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: )
Do not show alerts that request security decisions as much as possible

atten confiqures Fuewsdl, Cefenss+, Sa ¥ zand A

e « P - . o smen s au o
113 are cufgmatoally ancvesras 3z s

» Do Not show alerts that request securily decisions as much as possible - When this option is seiectes, CiSis
configured ic automatically deal with most issues in 8 secure manner withou:! raising = popup aiert - thus minimizing
user intarvention. Most users should leave this option at the default state of enabled. Acvanced users wishing to gain
graater insight inte CIS actions andfor ic have more conirol over secusity decisions may wish to disable this optiorn.

Choose the Installation Location .

- Click the ‘Files Locations’ tab to choose the instailation path.
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Choose the instaliation path:

GO0 Internat Securily

This screen ailows veu o select the folder in your hard drive for instaling Comodo Intemet Security. The default pathis
C:\Pregram Files\COMODOICCGMCDC Internet Secunity. If veu want to instalf the applicaticn in a locaticn other than the defaull
focation, ciick ‘Browse’ to chcose a ditfsrent location.

Alter customizing your installation, ciick the ‘Back’ buttor: to return to the installation configuration scresn.
Click the ‘Agree and instali’ butlon to proceed with the instaliation.

Step 3 - instaliation Progress (€

o

' The installation progress wiii be displayed...
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...and on compietion, the restar dialog wili be dispiayed.
Step 4 - Restariing Your System

in arder for the instzliziion 1o iake effect, your corrputer needs to be restaried.

Yau must restart your system for the configuration changes ic take
gffect. )
Click 'Yes' to restart now or 'No' I vou plan to manualy rasiart later.

Please save any unsavd data and ciick Yes' to restart the system. if you want {c restant

¢ The inslaliatior will take effect only on the next rastari of the computer.

é
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Step 5 - After Restarting Your System

After reslarling, a 'thankyou' screen: will appesr. This contains a summary of the componeris vou chose 1o inslail as well as
some friendly advice. You can aiso purchase licens key from this screen

i you have not dene so alreadly.

T

This scresn wili appear every fime you start your syslem. if yeu do not want the screen io be displayed on every stzif up, select
the check box ‘Do nat show this window again’ before clnsing the window.
it your computer is connected 10 a home or work network

£n you are promptec o configinz i at the "New Network Cetectad!’
dialog. At the( tog of the diaing, the connectivily mode will be displayed, wheiher wirad or wireless.
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> Select ‘Do not automa
own trusted networks (3

Tha main interface wili

is can be done in "N

Seiect your localion from the thiee cptions above
cally detect new networks' If you are an experienced us

N
AT

iser lhat wishes to maniaily set-up their

R
anfiiy Shaade AL -
SIBJAN FONS ¥l

and through the

W
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§

o
N

Check for signature updetas Completed

\
Y Dawnload signatures In Progress (74.7%
e ] . ]

_The screen will display details such as download speed, kow much has besn downloades and the progress of the process. You
can also send this fask to the background by pressing the 'Send t Backgreund' buiten and retrieve # in the Task Manager'

interface. Refer to the section 'Manage OIS Tashy' for more details.
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Check for signature updatas Ccmpleted
Downioad signatures Completed

Instaii signatures Completed

CIS wil commence a Quick Scan of system memory, auterun entries, hidden services, bogai sectors and other critical areas

maticaily afier the virss daiabase has peen updated.

.
H

it
i

st

JEEE

T

P
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If you do not wznt the scan to continue al this time, click the 'Stop’ button.
Alter the scanning is complets, the resulfs screen wili be dispiaysd.

{ any‘

from zny of the drop-down

s' for more details.
‘“\*\:\ Noter Aﬁer SLccessfu .nsta laticn, you need ic activaie the license for using the predust. In order te get your
ficense first,
- Foriull expl:.na ion on activation &i license aiter installation: of the product, refer 1o Activating Your Ussanse,
> For full explanation on activation of your guarantee, refer fo Acifealing Your Suarasties

1.3.3. CIS Complete - Instailation and Activation |

NN

Nots - Before beginning i
your corrputer. $HeX he

L LGN B

installation, please ensure you hzve uninsialied any of

e to read the fulf note.

Choose whether you warni the 32 or 64 il versicn of IS

nen click "downlead’
If you: are unstre which version you need, selact the 32/64-bit V

Windows Installer. This execuiabie contains 30TH 32
and 64 bit installers. The setup routine will auicmatically detect which version of Windows you have and instalt the
apprepriate version. Please note, the Universal Winciows Installer is a much lard@bwitsadtog-e axtigdedl 30 oPage 2164

-~
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64 bit selup fifes.

Alter downloading the required Cormdo Internet Security setup file to your iocal hzrd drive, double click on the setup file to start
e instatiation wizard.

Step 1 - Choosing the inferface Language

The language selsction dialog will be dispiayed‘

Comodo Internet Security is avai?able in several languages.

+  Selsctthe fang *uage in which you wish the wizard shouid continue and Comocio Intemet Secusity Complste is fo
be instzlied, from the d;opdom ment and click 'OK".

Step 2 - Installation Configuration
{

The insizllziicn configuration screen wili be dispiayed.
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& Ezsed Behavior &ndlych mel.r»grn red Drogra
ert to the & i

p,rbgr:am usage {2 g. ciicks, crashes, 2rrors £ie) statisties

If you: ciick 'Custernize Instailation’ then Vou can choose advasesy oplions. These include which CIS compenents you
wish o instal, the ability to chcose CIS instaliation path 2nd ether acvanced CIS confiquration seiings.

Receive Comodo News and Notifications

i you wish ie sign up ior news about Comodo products then enter your emai address in the spzce provided. This is
optional. . ,

Cioud Based Behavisr Analysis

Any fil2 that is identitied as unrecognized is sent ic the Comode instant Malware Analysis {CIMA} server ior behavior
anaiysis. Each file is executed in a viitugl environmer: on Comodo servers and dested Lo dele:rnme whether it sontains
any malicious code. The resuils will be sent back to your computer in around 15 minutes. Comodo recommends users
leave this selting enabled. Read the privacy poficy by clicking the 'Frivacy Polisy’ ink.

Send Program Usage Data

Comoch ccllects sollzcts the usage deiaiis from miliions of CIS users 1o analyze their usags pattems for the cotinual
enharcement of the product Your CIS instiliation wilt collect details on how you use the appiication and send them
pericdically to Comodo servers through a secure and encryptec channel. Alse your privacy is protecied as His data is
sent anorymois. This data will be useful to the engineers and develcpers at Comod to identify the areas o be
deveioped further for celivering the best Internet Sscunty product. Disabie this eption if you do not want your usage
dcla! isfobe se t to Comodo. Comodo recernmends users leave this setting enabled. You czn change this selting from
Seancad as > General Sallings > Loy Selings interface, & anvlime afler installetion,

l"leaue review andlor medify the seftings in the dialng. IBM - Ex. 1002-Part 5 0]; 10, Page 2166
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Click the *Next’ button.

In the next screen, ycu can choose to configurs vour DNS Setiings and Srowser Homa page.

OD0 by eofting nmw honte page and search engine provi '

if you click 'Cusizmize Inslailation’ then you car choose advanses oplions. These include which CIS compeneris you
wish to instali, the ability to choose CIS instaliation path and other advanced CIS configuration seitings.

DNS Settings
Comodo Secure DNS service replaces your existing Recursive DNS Seivers and resoives ail your DNS recuests

exciusivelt throeugh Comede's proprietary Directory Services Platform. Comoxio's wortdwide natwork of redundant
DNS seners provide fast and secure Infsmel browsing exgerience without any hardware or software instadation.

tn acdtor, Comedo’s Secure DNS ensurss safely against altacks ir: the form of melware, spyware, phishing ete., by
biocki'ig =ccess o malware-hesting sites, by any program running in your system.
For tnore details on Comodc Secure DNS Service and to know how 1o enable or disable the service, refer to

D e T O aanaadn Rasara DHIUY Ranses
ERFEEHR NG HUA RS S S DN§ Sanvlosn,

fn this step of insiallation of CIS Complets, e DNS seltings of your computer can bs changed automaticaily te direct
to our DNS servers. You can disable the service al anytime and revert ' your previous setiings.

7o enzbie Comodo Secure DNS, select 'Chznge my DNS Servers to CCMODO SecureDNS Senvers. Click the "What
is this' fink th know more about Comodo Secure DNS servers,

Hom
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Your defauit browser home page and the search engine wiil be set as Yaheo!

End User License Agreements

2ad the compiete User License Agreements by clicking ée License Agreement’ links of Comado Iniemet Security
and PrivDog respectively before proceeding with the insiallation. To read the PrivDog privacy policy link, click the
Privacy Policy link next to it.

icense agreement:

END URER LICENSE 2ND SUBSCRIBER ACREEMENT
LOMQDO SECURITY SOFTWARE SND REMOTE PERSCONAL COMPUTER SERVICGE

IMPORTANT - PLEASE SEAD THESE TERMS CAREFULLY BEFORE DO\ "\ft‘ LCADING,
lr»\.foLLIHg OR USING COMQODD'S ANTIVIRUG, FIREWALL OR INTERNE

SECURITY SOF TWARE AND REMOTE PERSCNAL COMPUTER SUPP r‘RT
SERVICES (THE *PROZUCTSY) THE FRCOUCTS MEANS ALL &F THE ELECTRONIC
Fil.£5 PROVIDED EITHER BY DOWNLOAD.OR.ON. PHYSICAL MEDIA {CD-ROM, 2D
CR OTHER MEDIA THAT 12 PROVIDED WITH THIS LICENSE AGREEMENT.
THIS AGREEMENT CONT.«éNS A BINDING ARBITRATION CLAUSE BY
DOWNLOADMNG, INSTALLING, OF USING THE PRODUCTS, OR B8Y CLICKING ON *
AZCERT! BELOW, YOU ACKMNCWLEERZE THAT YOU HAVE READ THIS AGREEMENT
THAT YOiJ UNDERSTAND [T, AND THAT YO AGREE TO 2E 20UND BY ITS TERMS
JF YOU G NOT AGREE T3 THE TERMS HEREIN, DO NOT DOWHMLCAD OR LSE
THE SOFTWARE, SUSSCRIBE TO OF USE THE SERVICES, OF CLICK ON ™
ACCEPT!. '
Tnis end user license and subscriber agresment 's betwesn you {"yeu’ or
*Sukescribar'y, as 2ither an individua! a7 a3 a Husiness entity, and ﬂl:hm

¥ you are not lacated in Ching, Comndo Zocurity Solutions, Ing | 'w‘mch nas its
; rircipat place of Business at 1255 bread Sireet, Suite 100, Chiften, Mevs Jersey
07613, or

b i vou are Idteted in Chinz, Bejjing Corecdo Sattware Deveicoment Cc. Ltd.. which
hasg s principal place of husingess al 401 Tower 3., Fengign nternational Plaza,
32 Beidajie Xizhimen, Haician Cistrict, Beljing, China.

After reading the gree:‘nenL click the 'Back’ builon to retum to the installation configuration screen.

Once back al the main lr‘s:aller screen
click ‘Agres and Instal’ o beg

# you wish fc configure advanced opticns, shick ‘Customize §

Customizing Installation

Click the 'Custornize Installation’ firk to selest the components ic be installed, enable secunily poptp zletts to be minimizad and
choose instaitation path.

Selecting Components to Install (o o go Sael o Nep 3 .

«  Clisk the ‘instaiiation Opticns’ iah to select the components to b installed.
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CORIDO Internet Ssaurity
An unteatakis cornisination of
COMODEQ Antivirus
» Dstects, bicsks and eliminzies viruses from deshiops and natworke

e Canstantly protects with realdime On Access scanning

Total Downlcad Size: 141 MS

> {instali COMODO Internet Securily Complete - Seiecling this oplion insialis Comedc Antivirus, Comodo Firewal,
Defense+ components and Comodo PrivDog. Instzlling CIS Complete is mandatory e quailfy for the virus free
quaraniee.

- insiall COMODO GeekBuddy - Seleciing this option installs GeekBuddy, a 24 x 7 remete suppent senvice in which

s Instali COMODO Dragon Web Browser - Selecling this option insialls Comodo Cragon, a fast and versatiie Intemst
browser based on Chromium technology and infused with Comodo’s unpzraileled level of security. Refer to the section
Domods Dragoen for more delails. .

3

«  install COMODO Backup - Selecting this option instalis Comodo Backup, a powerful and ezsy-1o-use deskiop
application that helps home and business users prolect their valuabie data against damage or ioss. Reler ic the
seclion Comade Saokup for mere delails.

Configuration Options

! - Click the Configuration Options’ tab fo configure pop-up alert options.
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> Do Not show alerts that request security decisions as much as possible - When this option is selecied, CIS is
configured fo automnaticaliy deat wilh most issues in a secure manner withoul raising a pepup zleit - thus minimizing
user intervention. Most users should leave this opticn at the default stale of ensbled. Advancad users wishing to gain
grealer insight into CIS actions and/or ic have more conirol cver security decisions may wish to disable this option.

Choosing Installation Location

> Click the ‘Files Locations’ tab to choose thz Installaticn path.
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Choose the installation path:

C:\Program Files\COMICE

This interiace zllows you 1o set the instaliation folder for Comodo Intemet Security. The default p C:\Program
Files\COMOCO\COMODO Internet Securitv. if you want 1o install the applicaion in 2 iocation cther than the defauit lccation,

click '‘Browse’ ic choose a different focation.

Aiter customizing your installation, ciick the ‘Back’ butlor: 1o return to the installation coniiguration scresn.
{
< Click the “Agree znd Insiall’ butien to procead wilh: the instaliation. .

Step 3 - Instaliation progress (SHe o ¢

<,

Al da NWan N
¢ fasK {o Sep 1)
‘

The installatior progress witi be displaved...
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...and on compietion, the restad dislog wili be dispiayed.
Step 4 - Restarting Your System ' .

in order for the instzliziion to ake efiect, your computer needs o be restarted.

om0 .

X

yau must restari yaur system for the configuration changes tc take
effect.
Click "Yes' tc restart naw or ‘Mo’ if you plan to rmanuaily rastasn later,

’

Please save any unsaved data and ciick 'Yes' to restari the system. i you want o rstart the systam at a later time, click 'Ne'.

sions will take effect oaly oa e nex! resiart of the computer.
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Step 5 - After Restarting Your System

Aller restarting, a "Starl Up' sereen will appear. This contains a summery of the components veu chose o install as wall as soma

frendiy

=

E
i

e
L
SO
i s

jirerrrer

the check box 'Uc not show this window agai

if your computer is connecled lo a home or work network, then you are prompled
dialog. At the top of ihe diaiog, the connectivity mode will be displaved, whethe

advice. Yeu can aiso purchase license key from this screen if you have rot done so aiready.

i

e

T #ﬁ:

J)L;:ﬁ};::::,
i

P
i

before cloging the wincow,

S

i

at the "New Nstwork Delected?
wired or wireless.
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¢t Do not aulomat

cally detect new networks' If you ar an 2xperienced
own trusted networks (this can be done in "Nadwes e

s' and through th

The main interface iili be dispiayed:
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Check for signature updates i Cempleted

Dowalaad siglt.alures: : i In Progress (3.3

The screen will display deiails stich as download speed. how mush has been downloaded and the pregress of the pmcess. You
can also send this lask to the background by pressing the 'Send to Backgreund' butten 2nd retrieve il in the Task Manager

intarface. Refer to the section Manage OIF Tasky' for more details.
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Ccompleted
Download signatures i Completed

Instaii signatures i Corpleted

CIS will commence a Quick Scan of system memory, auterun eatries, hidden services, boot sectors and other crtical anvas
aticmaticaily after the virus daiabase has been/up\datec'. .
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.

c:\program filesimessengerimsmsge.axe

Wirus, Win32 v. 5enidB47521

« I you do not want ihe scan 1o continue at this tima, click the "Stop’ buttor.

After the scanning is complele, the resuiis screen wili be dispiayed. \
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any oi the drop-down
"for mere deiails.

D

screen and clisk ‘Agply Selected Actions' butten. Refer lo the seclion "Pragassing

sie: Alter successiul installation, vou need to zciivate the license for using the proguet. In order to gst your
Note: Aft essful insiallation, vou need L te the license for using the b t In order o gat i

iy
nY Al
t]

ice enabled, you nzed ic activaie the license first.

e Forfull explanation or: activation of license after installation of the produict, refer o At
/

¢ full explanation on activaticn of yeur guarantee, refer to Aot

1.3.4. Activating CIS Pro/Complete Services after Installation

CIS Pro and CIS Complete should be activated afler installation for contiuned use of the produc!. You will get alerts ic aclivaie
the license if it has rot been dene so.

e

1.3.4.1. Activating Your License \ | .~

s

alich as expiained in the section Sariing

o Start the Comodo Internet Security appiic

Step 1: To activate your Licenge; click 'Activaie Now hegide ‘Subscription’ in the home screen.
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*  “You shouid have received your License key through emai if you have purchzsed CiS Pro. For CIS Compiete, the
license key is available on the OV itsef or printed on an insert inciuded in the bex packaging. Enier the lisense
key and cick ‘Activale’.

Tl ym haven'l subseribed for Comodd Infernel Sectirity - Pro o Complate so far, click ths 'click here’ ink. Yeu will be taken

Comodo website enabling you o purchase the fcense.

\\\\\\\\\\\\\\\\\\\\\\\\\\“

In order to activate:
1rE CONY aez:';c igthe Internsi

' to obtain

License Key:

§
{

N

H

H

3

3
o

PR
22202008
proveversss;

The wizard staris vaiidating your kev.
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i you have hol registened as an user i Comodo Accounts Manager {CAM), the fotlowing screen will be displayed,
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* First Meme XY 7 Last Marg

* Erazil Address

Souniry {United States of America

-~

Sty

Address

£hoass 3 usernam

oo

* Usirname : S5

* Mangasory Field

«  Fill up the registration form with the login detaiis and password for veur Comodo Assouris Marager (CAM) accounl,
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cees.. .

A A L A AL A A

' * First Meme © X\ ? Last Marne éBumpSted

* Eraail Address

Couniry

City

Addresa

- »;:3=Jr ut:m_c:um ) manage YCLT l:Ccf‘:aE‘S through

* Userarms

* Mandaicry Field

Name Enter your first name
Last Mame Enter your last name . .
Email Enter your email address
Address . £nrier your a2ddress ’ )
City Enter your city name
County Select your country from the drop-down Box
Siate Select your stale from the drop-dowr: box
Address Enier you fuli address
Create a new COMODRO Account
°  Enfer your ysername and password lo create a new Comodo account with Comodo Accounis Manager (CAM)

< (lick 'Regisier’ - N
" O suceessiul vaiidation, vour subscription will be activated and a contimation screen will be displaved.
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> Click ‘Continue' to exit the wizard,

For CIS Pro users - Your CIS Fro product will be astivated.
For CIS Complete users - Your CIS Compleie product wili be activated along with Comede Backup and TrusiCennect
«  Accessing Comdo Backup oniine sicrage space - Use the login credentials provided dunng the CIS Corrplets
registration step.

»  Using e TrusiCornect service - The TrusiCornect service wilf be automatically enzbled 2fter successful activation of
the licenss. Please refer to the seclion Trasiasmest Qverview for more details on how to se the service.

fa: You can alsc enter your activation key by clicking the link ‘Enter a licanse key' in the About dizlog, accessibie by clicking

Q

Soip feon > Sheut from the Eiie bar.

The main inferface wik display the number of cays lefi for the icense before it should be renewed.
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1.3.4.2. Activating Your Guarantee Coverage

The Comodn Guaraniee ic available to customers of CIS Pro ang CiS Compiela versicns. Eefore enabling guarantee coverage,

cuslomers should firsi have aclivaled their licence. Fuil delails on aclivaling the license can be found in Asivaling Your

s

License section.

- Piease note that i you wish fc use and activate the Comodo guarantes then you must have instalied Comodo
internat Security (both Antivirus and Firewali components) and Comodo GeekBucidy. You must élso have sun and
zssed a Comodo Antivirus scar using the latest signature dafabase. Flease see the Ead ser Licsnss

Agreames {EULA) for full details,

Limits: The quarzniee is limited 1o the lesser of:

= The aciuai cost of the computer;
o Anaggreqate iotal of $500 for all claims paid under a single ficsnse key, and

<  The actuai cost of a Comodo specified end atthorizes third parly provider fo repair tha computer 'o an
operziing condition (‘Guarantee Limit').

+  The guarantee is limited fo repairing the computer over the Intemet to an operatioral slate and exciudes &ll
claims icr lost or expected profits, lost or carsupted daia, iost or delsted work, or lost or demaged perscnal files.
Comodo does not guarantes against the loss of any fife o information. The guarantee is void if you: breached this
agreement, failed o follow the ,mcedums descrived in this Seciion 3 of the EULA or failed to pay any fees
applicable to your use of the Software.

Full Terms and Conditions on the Comode Suaranies Coverage can be read in Section 3 of GiS EULA (Step 2 of
o8 -~

the Installation process for &iX Frs and Step 1 for OIS Can ’\\.-s;
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more details 0a nenning an Antivirus Scan $EK

¢ ‘Not Aclivated' beside Warranty' in the home screen.

Step 1: To aclivale your guarentes covierege, ol

viruses is a mandeiory requirement if your computer is to be e ra ible for gJara'ltne
roed {and your oyalerr is c[ean) ther: the process moves o sisp 3.

A il syslem scan to remove all krown,
coverage. If this siep has zlready been pert

You reed to perfiorm 2 il comprier virus scanning before
activeling your coverane.
Would you like to o it now?

Click "Yes' to run a fuil computer scan. Refer to the section R 3eas for mere deiails on scanning your full
compulter and sleaning the infected tifes. All the infections anc thr2ats identified curing the scan should be cleaned for your
compuler to be guaiify for the warranty.
Step 2: The naxt stage is {o run e Cuaranise Activation Wizard again.
> Click 'Not Activated’ beside Warmanty:' agair. The Guarantze Aclivzfion Wizand will siart and on compietion the
‘successfully aciivated scresn will be displayed.
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' ORERRIIZOR

v

s Click 'Centinue’ to comglels the activation wizard
Successiutly activating your Guarantes will changa the information dispiayed beside Warranty:' in the Home screen

' -
.
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a5t

2 connecisd ic the Interme!

s to obtamn ¢

- sreduct

License Key:

orsessesss,
wereresoery;
'
Wsrssrrsssd
i
provosssece,

preererser,,

1310

RS

o Seiect your CIS Fackage. ) . I
> Select 'returning user in the *Sign-up Informalion’ area, enter vour login and password and compleie the payment

procecures.
«  The Licanse key will be sent to you by email, Scfivate yeur License Using the new key to enjy the continued

services.

1.4.Starting Comodo Internet Sec‘urity ¥

After instailation, Comodo Iniernel Secusly autematically steis whensver you stert Windows and the CIS Widgel wili &
displaved. In order to configure and view settings within Comodo Internst Securily, you need to access the main inlerface.

There are 4 different wavs to zccess the main inierface of Comodo Internet Security:

TS ~rad 88

Afpestaies Niaed Sdanag
° FETRQws omaf NaEnd
©

=
2
8
=
o
<)
[%]
[13]
0
0
<
o
3
&
<

intemet Security viz the Windows Start Menu.

s> Click Start and seiect All Programs > Comodo > COMODO internet Security > COMODO Internet Security.
H
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\ TeamViewer 6

7-2ip »

Geiyle Chnunre 4

MicFgsott Siverlight

Y A A

¢ Mozila Frefox
AARLARMAMARLIANY

ariesaritiTLALAL A LLILALEIA LA LA LA AT A LI

Joiy

You can alsc view other defaiis in the widget such as inbaund znd outbourd traffic, number of 1zsks running, shoriculs fo
common CIS tasks and browsers and links ic sosial media sites Twitter and Fasebook. Refer to the section "The Wigget
mnre Jetails.

By right-clicking on the tray icon, you: can access short cuts to selected sellings such as enabling or disabling Antivirus real-time
scar, Firewall, Behavier Blocker, Widget, Game Mode opticn and switch the CIS to Advanced or Compact View.
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Antivirus 4
Firewall »
Auto-Sandbox  »

Game Mode

Advanced View

widget »

Open ...
Exit

Game fode - Switches CiS lo Game Mods !e enatle you lo play your games without any interuptions from varicus alests in
your comptiier. The operations that can interfere with users’ gaming sxperience ate either suppressed or posiponad.

in game mode:

«  Defense+Firewall aieits ane suppressed as if they are in inaining mode;

e AV calzbase updates and schedulecd scans are posiponed unfil the gaming is over;

e Automatic isofation of unknown appiications znd real-time virus detection are still functiona.
Deactivate Game Mode o resume aleris and scheduled scans.

~

Widget - Citstt s for more details on CIS Widget.

Refer to the section "Tha Syatem Tray fnes for more defails.

1.5.The Main interface

The Ci§ interface is designad to be as clean and inforrative as possible while letling you carsy ol any task you want with the
mirimum of {uss. Each tile or: the home screen centeins impariant security and update information and allows you ic guickly
delve further into areas of interest. ' /

= Click the curved amrow at the upper right ic switch Between the fome soreas and the Sasks interfaas,
= irstantly run a virus ssan on 2 file or folder by dragging it into the scan bex.

= Switch on‘Game Mode’ io make sure nothing intenupts you while you piay a fuil screen game.

»  Change the entre lcok and feel of the home screen from Sgvanced Seliings

*  TheTask 2ar at the bottom of the home screen aliows one-click zceess to important fealures such as the antivirus
scanner, the Virival Deskiop, fhe update checker and the IS Task Manager.

= Fiip betweer ‘Compacl View and 'Advanrced Visw' by using the loggle butien &t the upper lef orfrom the

system ¥ay izon
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Toggle
between
Compact

View

and
Advanced
View

Security
status
infarmation

\\xx\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\

Game Mode
switch

X

Compact View

Antivirus Information
and Quick Access tile

N

)

Toggle
between
Home Screen

and

Firewall
Information
and
Quick Access
tile

Defense+
Information
and
Quick Access
tile

R

Quick Access

‘Updates
Information
and

tile

asks Interface

ST R A et

N
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Advanced View

Toggle {Antivirus pane Eaﬁefense+ and Sandbox panej :Firewall pane
between
Compact Title bar
View untrols
and RmEE———
Advz?nced s N Toggle \
View between |
Home Screen }
and
Tasks Interface!
Instant Scan
drop hox
Security
Ga"slf,;,'ﬂ,‘:de ¥ _ status
information

1e rumber of detected tfieats,

P

The acivanced view shows antivirus, firewai and sanchax activity i greater detail. This nsludes
last virus daiabase updale time, number cf inbound and oulbeund cennections and more. |

This view aiso ailows you to quickly change sesurity settings for each component

: Click the icliowing links for more information: )

<
[¥)

1'5.'1 . The Home Screen ‘

You can switch the display between the 'Home' screen and

the Tasks' interface by clicking the green arrow at the uppe

NN

ihe interface:

‘Tom Use the butien at the top-lefi to

The home screenitse wo formats,

switch between them. _
' ) IBM - Ex. 1002-Part 5 of 10, Page 2194
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e

The following areas are common to both compact and advanced views:

Compact View

;

Coinpact View presents a simple, easy lo undersiand interface that allows users to quickly launch key tasks and gain an
immediale cverview of the securly of their cemputer. The largs "sscurity informaticn' Hle on the left provides at-a-glance
information on overall system security and aflows you fo run an approprizis CIS task if threzis are found. The four tiles on the
right provide information from specific CIS security components and act as sherisuis to rur an instant antivirus scan, run an

update, view network traflic and lc coniigure sandbex/host intriision settings.

Antivirus Information

Toggle and Quick Access tile
between

Compact
View
and
Advanced

View

Security
 status .
information

Game Mode{
switch

Taskbar contains shortcuts for frequently executed tasks

and
asks Interface:

Information
and

tile

TR TR RN

Quick Access

3
3
N

Defense+
Information
and
Quick Access
tile

N
N

Updates
Information
and
Quick Access
tlle

The security intormation #e on the left will inform you if any compenent is disatled or any if other probiems ar2 found:
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You can easily rect
probiem,

From the Compact View of the homs screen you can:

SR

box. The virus s

ths file into the ‘Scan Objecis’

s
Walota
rags

iders' for more cetails.
hed { e 3O LSy ALV N AN T
LNDiE o Sisaide saoirily componants

The lour tifes on the fight can each be ifpped {o displzy more detaied informztion and oplions

Antivirus - Click the Antivirus Hle to flip open a mars detalled tile which displays current antivius seitings, the number
cf detecled threals and the drag-and-drop scanner.

= Click e link at the top-right ic quickly switch AV mocies between ‘Cn Access’, ‘Siateful’ and ‘Disabled’. Refar
to the section 'Read-thve Scamner Rollings’ for mere details.

Click "Antivirus’ at upper-lefi to open the 'Reai

me Scanner Setlings’ injesigre. BRie] RUDEPRI® $#40, Page 2196
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°

¥ i N ar WO X P
time Scanner Setiings' for more defaiis.

Click the number of threats dstected o open ihe Antiviry

Click the "X in the top righi comer lo retumn to the 4-liie view.

- Firewall - Ciick the Firewal tile to flip cpen a more detalied pane which displays the cument firewail modie, the number
of detected netwerk iniusions, the number of current inbouad and outhound connections ard the share of aelwork
bandwidih used by intemei-cornscted applications.

Click the link at tha top-right to view or modify the current firewall mode. Refer to the saction 'Firewall
Dehavior Seltings' for more detait

O

~

Click ll* number of detected network intrusions ic open the Firey

Ctck the numbers cver ‘inbound’ and ‘oubourd’ to cpen the ¥aw
by clicking the application names at the bottom of the pans.

Click the X' in the top right comer lo retum to the 4-iie view.

= Defenset - Ciick ihe Defense+ tiie 1o flig cper a more delailed pane which displays the current Auio-Sandbox end
KiPS modes and a siatisticai summary of avenis handied by the Behavior Blocker component.

Click Auto-Sandbox 0 open the Behavior Blocker Seftings interface. Refer to the section 'Behzvior Blocker
for more details, -

Click the link

i
ol
o e
‘Yahavior Rivokst’

nt of this to view and modily auto-sandbox security levels. Refer 1o the section
o )

ngh
for more deiails.
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«  Click HEPS to coen the 'HiPS Seftings’ interface. Refer o the section '
delails.

»  Click the number of Blocked intrisions ic open the Dafenses Log Wewsar module.
= Click the number of Unrecognized Files ic open the Unrss
= Click the number of Sancboxed Apps ic open the Sctive Process Uit diaio_g.

Updates - Click the ‘Ugdates’ lile ic open a more detailed pane which dispiays whern the vifus database was last

ypcated, the Gatabase version number and the software version number.
’
= ClicK on sither the lime & the last update or the ‘Check for Updates’ butten t manuaily chack for availabie
updates. Reier (o the section Manage Viras Daladare snd Froduct Updales seclion for more delaiis.
»  Click the "X in the top right comer 10 retuzn to the 4-tie visw.
Advanced View

The ‘Advanced View' provides a mone finely-defaiied view

&i the sesurity siatus of zach of the Antivirus, Cefense+ and Firewall

componants.

Swilch §

advanced view by clicking the ieggle buiton &t the iop-leit of the home screen:
IBM - Ex. 1002-Part 5 of 10, Page 2198
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Toggle ¢
between { |
Compact Titie bar
View cantrols
and
Advanced §- \\\\\\\\\?\\63\\5]:“\“\\?
View between
Home Screen §
and

asks Interface;

ERARAARRARATANERATRRRRANNNRNRRRNRY

Instaut Scan

drop box
Security
Game_M:de 4 & status
swite information

Taskbar'uéomains si;oncuts for frequently executed tasks

Click the fclicwing links o find ot more:

]
°
> Ficanaall Pang
T3 Wrvds anN.
Awileivire Pane
MRy rane

Tha Antivirus pane allows you to configure antivirus mode, see when the virus databass was last updated, view antivirus iogs
and insiantly sczn files and folders.

= Antivirus - Cispiays the curreri sacurily levei of the reai-ime artivirus scannar. Click on the securily mode lext to
een modes. Click "Antivirus' lo open the Realtims Scanner Settings interface. Reler (o the section
s Ssilings’ for more details.
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»  Detecled Threats - Displzys the number of maiware thnaats discovered so fzr from the start of current session as a
fink. Clicking this number will open the Sntivis ane

= Scan Objects - Drag-and-drop files, foiders or aven entire drives into this box o instantly scan them. Refer to the

. for Romcse T oot il
section insiantly Scan Filos aad Folders for more delails.

The Cefense+ and Sardbox Pane allows you: fo qu cHy configure Auto-Sandbox and HIPS seitings, view Defense+ logs and
easlly view the numbsy of blocked intrusicns, unrecognized tites and sandboxed appiications.

> Aute-Sandeox - Cisplays the current securily leve: of the Eehavicr Blocker. Click on the security leved iself ic view or
changs it Ciick Auto-Sanghox to open the ‘Eehavior Blocker Settings inlerfacs.’ Refer to the section '‘Sehavios
ches' for more details.

Hor mr‘re cealla

N

s Biocked Infrusions - Displays ﬂ‘e number of intrusions biocked by HIPS. CI icking or: the numbered fink will open the
Defense+ logs. Refer to the se set Lags for more details.

= Unrecognized Files - Cispiays the number of files hal are rot recognized by CiS. These files may be sonsicered as
awailing categorizetion. Cicking on the numbered link will open the Unsecognizad Files screen which will allow you to
fur a file-lookup and o subsrit unknown files e Comodo for analysis. Refer lo the section Hnrsongnived Files for
more delaiis.

»  Sandboxed Apps - Dispiays the number of epplicatiors that are cumTently runring insids te sandbox., Clicking the
numbered link beside it will open the 'Active Processes List {Sancboxed Cnlyj', which provides detzils of cursntly
sancboxad applications. Refer o the section Visw Actfe Fracess Ust for more details.

The Firewail Pzns aliows you to configure Firswall settings, view the number of inbound and outbouad connections and the
number ¢i network intusion attempis blocked by Firewail since the start of current session of CIS.
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< Firewali - Dispiays the firewall's cumrent secusity mode. Click on ths level itseii { quickfy view and modify it. Click cn
‘Firewall' 1o open the Firewall Settings interface. Refer 1o the section Firewall Nelavior Setings’ for more details.

» inbound / Qutbound Connections - A numerical summary of currently active inbotnd and outbourd conrestions to
anc rom tl~e Qy tem u clxlng on ﬁe rumbﬁred link will open the View Conneclicns screen. Refer o the seclion Vo .
2Hions' for more detaiis.

*  Traffic - The Traflic area of ths pang disglays a bar graph showing epplications that are cumently cmncctec ioth
internst and are sending or recelving dzia. The summary also displays the % of loial traffic each application is
Dannos

responsible for and the filename of the executable. Ciicking or any application name will open the et Sonnectian
scresn.

o

%
9..
=
®
(2]
b
3
=)

> Network Intrusions - Cispiays the toial number cf intrusion attempts biocked by firewall since the sta
session. Clicking on the numbered link wiil open the Firewall Logs screen. Refer {o the seclion siav aéé Laga'for

more detaiis.

.

The task bar containe a set of shorlouts which will launch commen tasks with a single click. You can add any task you wisk to
ihis tocibar. Click the hardies < > an ths ieft and right sides of ths task bar to scrall through all tasks.

_:,\\»\}\'x X
+  Toadd atesk o the Task Bar, firsl ngen the lasks interfzce by ciicking the curved arow at the top right: \\\\\\\\\\\

= Expard any one of the 'General, 'Firewall’, ‘Sancbox’ or 'Advanced Tasks' menus.

*  Right-click on the task you wish to add then click 19 message ‘Add to Task Bar'.

o The selecied task will be added to the Task Bar.
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i - Many will find & uselul to add "Open Advanced Settings' to the task-bar as it contains several zreas imporant to the
o o this, from the ‘Home' screen, click the Tasks' arow at upper-fight, ciick ‘Advanced Tasks' then right-

configuration of CIS. I
clic¥. on "Operi Adyancad Scllings’ and select "Acd to Task Sar.

o Toremove a task shorteut from the Task Bar, right click on if and choose 'Remove from task bar.

The title bar {top right} ccntains shorisuts for: ,

- Comede Mobile Secusity app for Android phones and iabiets. - Click the mobife icon k=2 and scan the GR eode with
')’uU' device to downlcad the latest versior: of the app. You can alsc get lhe app from our W =bsn€

$§

o or from the Google Play app store al &Y

a eenmads
LOGHRIRGS

> Refer your Frisncs - Click the &% icon to open the 'Comvodo Friends' website. Regisier an account for free,
recommend CIS to your fiends and get allractive rewards. Visil Hi¥gp dacomado.cony for mere details.

o BotHelg - Click the hej e icon ior e ‘ollowing oplions:

ine help guide at

4

3 ™,
> Online Help - Gpens Comede cH
‘v\‘tc,\(ﬁ\\e\kss:;—*}: .

Suppor! - Click his fink for the following options:
Ciagnestics - Heips to identify any problams with yo

cur instailation.
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o Browse Suppori Forum - Links fo Comods User Fort

o Getiive Support - Launches the QeakRuddy suppunchnnt

About - Displays the prociuct version, virus signature database version, website database version (wabsite tifering
URLs}, details of active Viruscope Recegnizers and copyrighi information. The 'About’ dalcg also allows you to import
a locally stored virus datzbase and to enter a license key for CIS Pro.

COMOQDW

!r‘a’c@met Qecumv Pmmmm

License Key: &n
Patents Peading.

“Websites Dataka
Copyright i 2308-2012 COMOD,

-

o Click Zaler Licensa Kev to upgrade ic CIS Pro. Refer o the seclicn ‘Axtivating $IF Po/lompd
insiafalion’ for more dstails.

Click “,'"rusro;:e Datails to open a dizlog which shows the Visuscope Recognizers that are active on your system. Refer
to the Sehsvier Rlocker section for more details.

N 0y J
L3NS MOA

Game Mode snabies you io play your games without inierruptions cr alerts. Oparaticns that can interfere with a user's gaming
exgerience are sither suppressed or postponed.
in game mode:

= Defenses/Firewsll gleris are suppressed.

\

\ databzse updates =nd scheduled scans are posiponed until the gaming is over;

Automalic isofation of uniinown appiicalions and real-lime viras delection are still functionat.
To switch to Game mode

N

o Clickthe GamelMode switch =t the botom left of the Home Screen
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Tasks are broken down inic four main seclicns. Click the foliowing iinks for more defaiis on each: -

o Qencrs! TasXs - Run antivirus scars, update vinis datzbase, view and meanage cuarantined threzis, view iogs of

senurity events, activity and aferts and get live support. Refer to the section Senseat Tasks for more datails.

frowal! Taoks - Allow or block applxcaﬂons manage ; noris, manage nefworks and configure advanced firewall
setiings. Refer 1o the section & ¥ for more cetails.

° - Run appiicaticns in a virluat environment and centiglre sandbox setiings. Refer to the section
for more details.
. - Create a boct disk (o clean up highly infecled systems; install other Comodo softwars lke

iezning Essentials; submii files to Comodo for analysis and gzin access to the "Advanced Seftings’

t the secticn ‘Agvanced Tasks' for more detaiis.

1.5.3. The Widget

The CiS Widget is a handy controt that lives on your deskiop and provides at-a-glance information about overall sscurily slatus,
inbound and outbound traffic, sandboxed appiications, unrecogniz ed files and more. The Widget starts avicmaticaliy with CIS
uriess it is disabled from the Sysiany Tray foon of in the User bilefacy' of Seneral Sellings.

Right clicking on the Widgst epens & context sensitive manu: similar to the one dispiayed when vou right click on the CIS systsm
tray icon. The context sensitive meny aflows you 1o enable o disable CIS compenents and cenfigure varicus sstlings. Rafer to
action The Sysies Tray fooy for more details.

~
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The sclor coded row at the top of the widget displays your current security steius. Doubie-clicking on At Risk' or
"‘Needs Atlention’ opens the appropriate irierace for you to lake aclion immediaisly.

The second row displays information about incomirg and cutgoing network traffic. The network iraffic row is displeyed
oniy if 'Show Tratfic pane’ under "Widget options of CIS tray icon or Widga! right click menu is enzbled. Refer to Te
:\::“ Tray oo for more details. {Default = Enabled)

The third row teils you current slzius of the CIS application:

s The first butlen dispizys the number of pregrams/processes that are cusnlly rinning in the
sandbox. Ciicking the buiton opens the Aclive Process List interface, which atiows you to ideniffy and
termirate unnecessay processes.-Clicking the ‘Mere' button in this interface vill open e KiliSwitch
apglication. If KillSwiltch is nol yel installed, cicking this button will prompt you to dowirsload the appiication.
Refer to the sections Visw Sctive Fracsss L and fontify angd Kl Unsafe Processes for more f*eta;ls

o

+  The sacond bution
gpens the Windeivs ?

tells you how many CIS tasks are cumeatly running. Clicking this bufton
aget interface.

o The third button
are pending submi
interlace.

The status row is displayed orly if 'Show Staius Pang' is enabled. Check this by right clicking the Fay ison or the
viidgel Hsell ard look under "Widget' options. Refer fe The Systen Tra

displays how many fiies have been added o the ‘Unrecognized Files
ssion to Comodo for anaiysis. Clicking this bulton opens the Unsecogaiad §

it for more delails. (Defauit = Disabled)

The forth row containg shortcuts for the five common tasks you hzve in the lask bar at the bottom of the home scresn.
Clicking the shortcut on the widget witi nun the task. The "Common Tasks' row is dispiayed only if 'Show Cormmen
Tasks Fane' is enabled under Widget' oplions of the CIS tray icon or the widge! righi-click menu. Refer 1o The System
Teay loon for more delails. (Defauit= Enabled) |

The filth rew displays the browsers inslailed or your compuier. Ciicking on a browser icon will open the browser inside
the sandbox for a securs browsing sossmn You can el the b-‘owsor is runaing in the szndbox because it will have a
qgreen border round il. Refer 1o Russing an applivadion sl the sanddoy for more details. The ‘Browsers' row is
displayed cnly it 'Show Browsers Pang'is en nablad under the W idget’ section of the CiS tray right-click menu. This can

also be viewad by right-clicking the widget sell. Refer fo The Systess Teay o for mors details. (Defawult = Enabled)

The last row cn the widget provides links 16 sccial networking siles. This row is dispiayad only if 'Show Conrest Pane’
is enabied. To check this setting cight-click on the CIS tray icon and look at ths Widgel’ section. Afismatively, right-
click the widgel itsell. Refer ic Ths Syatem Tray loon for more delails. (Defauit = Enabiled)

You can expand or collapse the Widget by ciicking the arrow at ths boitom.

1.5.4. The System Tray icon

Doubie-clicking the system tray icon §

&

wili quickly oper: the CIS inlesface. Right-clicking the icon opens a context seasitive

meau that aliows you to configure varous application setlings:
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N  Antivirus >
Firewall 4
. Auto-Sandbox »

Game Mode

Advanced Yiew

Widget >

Open ...
Exit

3

Tha cptions avai flabla for the A')UVHUS, Firowaif ard Auic-sandhex ment-ilems depend cn whether you are using Sony

wrvanaed 4 :
or Advansed Viaw

’ ’l\
i

f,
«-

’(Z
iu

Antivirus - You can enzble or disable Real-time antivirus Antiviregs - Options available are Cn Access, Siateful and

)

scan. Disabled. Refer to Antivirus Psne for more defails. -
Eirewall - You can enable or disable Firewail, | Firewall - Options available are Biock All, Custern Ruleset,

. , A Safe Mode, Training Mode and Cisabled. Refer to the sagtion -
Auto-Sandbex - You can enz b!? or cisable AUlo-SandbOX.  licreanns Bahiavior 8¢ s$nge’ for more datails., '

Refer to ths section”

Secker ior more details. -
. Auto-Sandbox - uptx S av. ala Is are Fuily Virtualized,

[ Pantialy Limitec, Limiled, Rasiricled, Unirusied, Blocked and
Bisabled. Reier lo the section S\ss- 3
deiails.

-

y Sfosksy’ for mors

I

HiPS - Options availabie are Pararoic Mode, Safe Mode,
Clean PC Meds, Training Mode and Disebled. Reier to the
section KPS Sehavior Suilings for more detzils.

if you disable either ihe anlivirus, the firewal: or the auie-sandbex from the nght-ciick ment:, then the sesurity infc bars on the
main interlace and the widget will tum rad. You will also see a pop-up waming which allows you to specify how long the feature
should remain disatled:

Disabling 3 seeurity compenant reducas tie protection on
this comLter.

Haw long shouid it stay cisatiedy.

S1E minutes

! 15 minutes

2] minutes

6 minutes

| Permanantly
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Select the period and ciick 'OK’, Unless you have selected 'Permanently’, the security componsnt will be autorratically re-
enabled alter ihe stalad time pesiod has elapsed, You car, of course, manually re-enabie at any time by right-clicking the tray
icon and selecting "Erable’ for the componant in Juestion.

»  Game Mode - Switches CIS into Game Mode so you ¢an piay your games without any interrupiions from various
alerts in your computer. Qperations that can interfere with the gaming experisnce are either suppressed or postponed.

in game mode:

= Defense+Firewall aleris are suppressed.

= AV dalabzse updales znd scheduled scans ars posiponad until the gzming is over;

< Automatis isoiatich of unknown appiicaticns and real-time virus defection are still functiona.
Dedttivalzs Gaire Mode to resume alerts and schoduled scans. -

= Advaneced View . Switches the Home Screon totwoer Gamygel dev and Advanced Wisw

= Widget - Salect whether the Widigst is shown and which widget comgponents are inciuded:

: v Show § Antivirus
Always on top ) Firewall
3] . Auto-Sandbox

& v Show Traffic Pane U 3
N M N
§ Show Status Pane Game Mode §
\ v Show Common Tasks Pane _ N
N Advanced View \
§ v Show Browsers Pane §
Y v Show Connect Pane §
N

- Show: Toagles the widget on or off (Defawlt = Enabled)

s Always on top: Displays the widgel or: lcp of all windows custently running on your computer. {Defauft =
Disabied) .

+  Show Traffic Pane: Cispiays the network traffic row on the widge!. (Defaui? = Enabled)
- Show Status Pane: Displays fhe securty slalus tab at the top of the widget. (Defauit = Disabied)
- Show Common Tasks Pane: Displays the row containing shoricuts to common CiS fasks. {Default =

Disabled)

o Show Browsers Pane: Displays the row containing shoricuis to your instalied browsers. {Default =
Enabled)

«  Show Connect Pane: Dispiays the row containing the shorcuis to sociai netwerking sites, (Default =
Enabled)

> Open- Opens the CIS interface.

o Exit- Closes the CI8 application.

1.6. Undersiandéng Security Aleris

°
a
° Dagorintiong
PRGN RATOAM Y
& = !
Ssiicleree Rfovsa
e ANIIVINIIE SN ’
sl Afaste
° TR Ry
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CIS dlerts warn vou aboul securily relaied aciivities at ths moment they cceur. Each aler!t sonlains inicrmation about a particular
isste so you cah maks an a'nfﬂ-'med de"isicn about whether fo zllow or block il. Alerts also fet vou specify how CIS should

af the same fype, The alerts alsc enabie you io reverse the changes made fo your
computer by the appiicationa Ihat :‘a,sed lhe seuunty related svent.

behave in futurs when itene

Type of Alest
Can be Antivirus,
Firewali, HIPS, Behavicr

Siocker,-Viruscope of -

Cloud Scanner

Fnewall HIDS and
Behavicr Blocker aleris
are color ceded o
indicate risk levei -

Clicking e handle
opens the alest
dasaription which
contains acvice about
how to reactto the
alert

Com:odo Internet Security alerts co
want more help with a pariicular alert lype.

= P

D adse
Seffings

NS,

Description of aclivity or ecnnection
atiempt

2

me in five main varelies. C

SWaT AW
dlsplayed only when the Firawal §

o

Fl Rememier mw anseer

&WWW\

High visibiiity icons quickly inform you
which applications and techniques are
invoived in an alert. Clicking the name
of the execulzbles here opens 2
window zontaining mere information
about the application in quastior

Click ‘Show Activities' 1o opern: a list of
zcivities perlormsd dy the process

[

Click these oplicns to zllow, biock
or stherwise handle the request

e nad
T

fv anabled and the option '€

i80S d aa*leu in \\“

SuN
[N

Ciick ine name of the aler {af the siart of the following bullsts) if you

. o0 VA <‘§ Y
e (3\.\: INEY <‘\‘:\~:.5\\§.

’.

ria - Shown whenever a process altempis unaulhon’zed network activity. Firewall alerts will be
nad show popup alenly' is disabled in Firey

- Shown whenever an application altempts an unauthorized aplm or [Figs trOBReRATBAFN 0, Page 2209
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areas. HIPS a will only be generated if HIFS is snadied and S0 NQY show popty sfens is disabled.

Aferis (including Stevated Friviiege Alerts) - Shown wherever an appiication triss o modify
la‘ed files and when the Behavior Blocker automatically sandboxes an unrew“m_ab a file.
& Sanalboy Alerts will be displayed enly when auis «:ﬂb\g s snablsd under

. Privilege Aleris wifi oniy be shown ¥ exabied.

-
° Sehaviar i

operating <y
3ehav| ¥ 3

»  Vhusonps Sierls hg,wr whenaver a currenty running process attempts to take suspicicus aclions. Viruscope
alerls ailow ycu lo quarnhre the process & reverse its changes or lo iet the process go ahead. Ee especialiy
wary if 2 Viruscepe alert pops up ‘cut-of-the-blue’ when you have not made any recent changes lo your cormputer.
Viniscope Alerts will be displayed only when Viriseaps § < under Rehavior Maaler sellfngs.

in each case, the aleri may contain very imporiznt security wamings or may simply occur because you are running a ceain
application for tho firet finw. Your reaction sheuld depend on the information that is presented al the alert.

N\ b3 ~\~\ v\ NAVee s
sage oy noiificalis =\:~ \0‘.::

co:r:p::nenls of IS For olbﬂr lyoos 01 at °r:, see ».\**“‘*s»: =\ 3

S o af D
fafarseiadae Mace anae
NJTMIANGN WMOSIAFLTS.

< ~
8 o 3 N
averite § aval
SOVOTRY Lovas

Tha shield icons at the upper loft of each alert are coior coded according lo ths risk level presented by the activity or request.
However, it cannot be stressed enough that you should read the entire alert before reacking a decision on whether lo allow or
block iHe alert.

o Yellow lcons - Low Severity - in most sases, you can safely approve these requests. The ‘Remember my answer’
cplion is aulomatically pre-selected ior safe reguests.

< Orange lcons - Medium Se'\'cn'ly Carefully read the informatien in the alert description area before making a
ciecision. Thase alerts could be the resuit ¢f 3 hammiess process by a trusted program or indicative of a malware
attack. If you know the application {e be safe, then itis usualiy ckay to allow the requast. If you do net recegnize the
application parforming the astivity or connection requast then you should block it

~ «  Redlcons - High Severity - These alerts indicate highty suspicious behavior thatis consistent with the activity of a
Trojan horse, virus or cther malware program. Carefully read the information provided when deciding whether to alow
i lo proceed.

The description is a sumimary of the nature i the alert and can be ravealed by clicking the handle as shown:
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=

R

\

The cescription lells you the name of the softwarefexectiabie that caused the alert; the action that itis attempting te perorm
and hew that action could polenlially atfect your system. You can also find heiplui advice about how you should respond.

Now that we've cutlined the basic construction of an alert, let's iook at how veu should react o them.,

N o & Aodirionens Qias
SPRIWAMIY AN ANNEIUES At

‘ .
Comodo Intemet Secunty generatas an Ardivirus alerl whenever a virus or vicus-like aclivity is cetecled en your computer. The
alert contains the name of the virus detecied and the location of the file or applicztion infected by it. Within the aiert, you are also
presented with response-cpticns such 2s 'Clean’ or 'lgnore’. '

niivirus alerts will be displayed oniy i the option 'Do not show zntivirus aleris’ is diszbied. If this selting is enabled,
& naid I b displayed. This option is fotind uncer ‘Secunty Settings > Antivirus > Raaitime Scan'. Rafer to . -
S3s for more details.

< 3 AN
SN ) S

N
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Tig: Clicking the Show Acliviiies link at the bollom sght will open the Frocess Aciivitias List dlalng. The Process Aptivities
dialog will display the {ist 2¢iivities of the processes rin by the application, .
The "h‘ w Activities lirk is available oniy # Virussops is enabied under & c\‘*s Seilings > Dals

.k none of the processes assoclated with the infected appiication has staried before the alertis nsutod the Show
link is disabled and wili not open the Precess Activities Lis! disiog.

0
o Nine
;“3{.\\"

[¢]
b
ot
e
* (7
%
o
2
%4
@
557

The following respense-cpticns are available:

s  Clean - Cisinfecis the file if a disinfection routine exists. If no routine exists for the iile then it will be moved fo
Quarantine. If desired, you can submit the file/application ic Comoco for analysis from the Quars: \:5 vs inerface. Refer
1o Manage Quaraniined Bams for more delails on quarantined files

he viruscope subsylerm: § nt«,gratoJ with the Antivirus, alsc moniters the changes made to your compular by the virus
rus-like activiliss acicmatically "nverlb "ueTv if ,wJ cheoss !e clean the infected fite or agplication, when

¢ T

¢
¢74.
_";0
,')
[

aps is snadled under Bahavio

44'

v

'<

7

Sods: Theugh Viruscope has power to reverse majority of types of changes effecied by the processies) evekec by olocked
app.;cauun , ithas same lim#tations. Very few cf the file activiies that make perranent changes could ba reveried, Examples
incluce: . .

o Deleionofafile .

- Moving a file [ a different folder/lccation

.

= Loading a file image int> a process, i.e. DLL lie bbading

> ignore - Allows the process to run 2nd does not afiempt 1o ciezn the fle or move it to quaranine, Cniy cick 'lgnore’
you are absolutely sure the fle is safe. Clicking fgnore’ witl oen thrse fiither aptinns

-

-
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»  lgnore Once -The fil2 is allowed to run this time only. If the file altempts tc execute on futire cecasicns, another
antivirus alert is diapla' ed. ‘
- _lgnore and Add fo Exclusions - The file is allowed 1o fun and is moved to the Sxclusions list - effectively
making this ths ‘lgnore Perrarently’ choice. No alerl is generaled i the same appiicalicn runs again.
« (gnore and Réport as a False Aleri - If you are sure that the fil2 is sale, select ignore and Report as & Faise
Aiert'. CIS will then submit this iie to Comodo for.anaiysis. . ths false-positive is verified (and the file is
-_-'ushwrlhy 3. twiil be added to the Comodo safe iist.

/

show Antivirus Alerts through Sdvansad Setfings » Sagw
88 bv le—vmg the option 'Co not show aniivirus alerls’ enzble (defaulf‘enab!edi cﬂd If b|b identifies
n real time, i will immediatsly block maiwane and provide you with instant on-screen rofification:

CIS generales a firewall aler when it delects unauthorized network connection altempts or when traffic runs contrary to cne of
your agpiication or global rules. Each frewal! alert allows yoti fo set a default response that CIS should automatically implement

ity is detecied in future. The followings steps wili help you answer a Firewsll alert:
IBM - Ex. 1002-Part 5 of 10, Page 2213
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Remamber my answer
N W W N

//// %

N

Tin: Clicking the Show Acliviiies link at &2 boltom: right will open lhe Process Activities List diaiog. The Proness Activilies
dialeg will display ihe st c,vmea of the pro:esses run &y the appiicatior.

The Show Activities hr‘k is available oniy Y Virgses £% is enabied under Rdvansed Sm:s;;‘.iss > »,:“\w > Schavier Rlackey
Seiitngs. K none of the processes assoaated Mith ‘ne 2pplication that makes the conneciio ;
8§ p 2px

aferl is generated, the Show Aciivities link is disabied and wiit not gpen the Process Aclivit
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Carefuly read the information displayed | King the down armw in the alert description area. The Firewall can
recognize thousands of szis applications. {For example, Intemet Explorer znd Outlock are safe applications). |f the
application is known to be safe - itis wrilten directly in the securiy consicerations secticr: along with acvice that it is
safe lo proceed. Sim

arly. if the application is unknown and cannot be recognized you are infcrmed of this.

I€itis one of your everyday agplications and you want to ailow i Intermet access 10 then vou should selsct Allow.

in ail cases, clicking or: the nams of the applicztion cpens = properties wirdow that can help vou detemmine whether or
nct o proceed:

%

sion ther we recommend vou Block the applicaticn. B"é,l?ckin' the handie to expangd ‘
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the alent, you can choose to biock the conneciion {connection is not allowed lo proszed) or block & terminate
{connection is ot aliowed to proceed and the process/application that made the request is shiit down).

-

If you are sure that it is one of your everyday application, try to use the Treat As’ option as much as possible. This
allows you to deploy a psegsiined frawalf rifeset on the target application. For example, you may choose to apply
the policy Web Browser to the known and trusted applications ‘Internet Explorer’, 'Firefox' and 'Opera’. Each
predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of

application.

Rameirber to check the box Remembey My Answer for the ruleset to bs applied in future.

If the Firewal: alert reports & behavior, consistent with that of a malware in the security censiderations seclion, then

you should biock the request AND select Remember Ry Answer i make the selling permanent.
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Comodio Intemnet Security generates a HIPS alert based on e behavior of applications and processes rinning on youbyatom
Please rsad the following advice before enswering a HIPS alert:

Yig: Clicking the Snow Activit:
dt a(cg vill di splay the {ist act v'mes of lhe pm\.esses rwn by lre app lcauur

5 hrk is gvailable only i

Vlink is disabled anc wilé nol open the Process Activities List d:alo;:,‘.

1. Carefully read the information displayed after clicking the handie under the alert description. Comode Intemet Securiy
can recognize theusands of safe applications. If the application is known to be szie - itis wrilten directly in the security
consideraiicns section along with advice thet it is safe to proceed. Simitarly, if the application: is unknown and cannot

be recognized, vou are informed of this.
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[§ it is one of your evesyday applications and you simply want it ic be aliowad to continue then you should select Allow.

lf you don't recognize the apduca&on then we recommand you selecl Block the application. You can choose it just
fock the conneciion or to block & tsminale.
T’

Y

>

use the T nw As npho 1. Th!a  pg hes a as:\
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Remamber my answer
I R R N N N

%

Ayois using the instalter or Updater rulesel if you are nolinstaling an epplication. This is because treaiing an
appiication as an ‘Instailer or Updaler’ granis maximum possible privileges onlo to an zpplication - something thatis
net reguired by most ‘aiready instalied’ applications. If you select 'Installer or Updater’, you may censider using &
temporarily with Remember My Answer left unchecked.

Pay special attention to Device Driver Installation and Physical Memory Access alerts. Again, not many legifimate

* applications would cause such an alert and this is usually a gocd indicator of maiware / roctkil ike behavior. Unless
you krow for a fact ihat the application performing the activily is lsgitimate, then Comedc recomimends blocking these
requests.
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4, Protected Registry Key Alerts usually occur when you install a new applization. If vou haven't been instaling a new

program and do not recegnize the application requesting the a
cause for consern.

ccess , then & Protected Registry Key Aleri should b a
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7] Remerstar rpr 2niswer i
N N W

5. Protected File Aleris usually ocour when you iy to cownlead or copy files or when you updzte an already instalied
application.

CEE—
.

A A

N DRARY N N RN D N

Were you: instadling new software or trying b download an appljcation om {he H&Métg?ﬂgg%;—%@ \ Osg%ﬂf ?%}VI \a/geciéza 1



from the ‘nat, seiect Allow, without selecting Remember my answer option {o cut down on the creation of
unnecessany rales within the firewall.

If zn apglication is trying to create an executable file in the Windows directory {or eny of its subdirecicries) then pay
spacial attention. The Windows directory is a favorite targel of maiware appiications. I you are ot insialling any new
appiications or updating Windows then make stire you recognize the application in question. i you den't, then click
Block and shoose Block Only from the opticns, without seiecting Remember My answer option.

f an applicatior: is trving 1o create a new file with a randem fils name €.g. "hughbasd.dii’ then it is probably a visus and
you should block it permansntly by clicking Treat As and choosing 'Isolated Application’ from: the opticns.

8. 1fa HIPS aiert reporls a mahware behavior in the security considerations arez then you should Bleck the request
permanently by selecling Remember My Answer option. As this is probably a virus, you should alsc submit the
application in question, to Comedo for analysis.

7. Unrscogrized applicalions are not atways bad. Your best loved appiications may very well be szie bui not yet included
.in the Comedo certified application database. If the securify sensideraticns section says “If xxx is one of your everyday
applicalions, you can allow this request’, you may affow ie request permanently if vou are sure i is nol a virus, You

may reportit fo Comodo for fusther analysis and inclusion in the cerlifisd application: database.

o

if HIPS is in Clezn PC Mode, you probably are seeing the alerts for any new applicaticns introduced to fie system -
but net icr the ones you have aiready instailec. You may review the ‘Unrecognized Files' secticn for your newly
instatled applications and remove them from the'list for them: Yo be corsidered as clezn.

o

Avoid tsing Tnisted Application or Windows System Appiication poiicies for you email clients, web browsers, iM or
P2P epplizatiors. These appiications do not nzed such powerful assess rights.

Comodo Internet Security generates 8 Behavior Blockar alert if an application or a pregess tries to perform certain modifications
% ihe operziing sysier, its related files or crilical arsas fke Windows Regiskry and when it 2utomatically sandboxes an urknown
applicaticn.

Please read the foilowing advice before answering 2 Behaviar Biccker alert:

T4,

ET Trstthis apslication
N N N N

L A
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1. Carefully read the information displayed after clicking ihe handie under the alert descristion. Comodo Intemnet Securisy
can recognize theusands of safe applications If the application is known tobe saie - itis written directly in the security
considaraiions seclion aleng with advics thet it is safe to proceed. Simianly, if the applicgtion is unknown and cannot
be recogrized, veu are informed of this.

«  lf you are sure that the appiication is zuthentic and safe 2nd you simpiy want it to be aliowed to confinue then you
should select Run Unfimited. If you want lhe appiicaticn rot ic ba monitored in future, select Trust this application’
checibox. The application will be added o Tristen Fiioy list.

YY)

Z

NN

22

Z

NN

= Ifyou: are unsure of the safety of the scftware, then Comocdio recommmends that you run it with limited prv»lag anc
access to your s»ste‘r resourtces by cb |rg the ‘Run lcolated‘ bmor‘ Rcfer h u‘e =er‘nnn ﬁax\;\.sw Fiias: Ths

ize the applécatl n then we recernmend you selsct Block the apohc:.;

The Behavior Slocker will dispiay this Kind of alert when the installer of ar unknown application reguires administator, or

elevated, privileges o run. An insialler that is allowed to run with elsvated privileges is parmitied to make changes fo important

areas of vour computsr such as the registry. IBM - Ex. 1002-Part 5 of 10, Page 2223
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»  If you have good reason to frust the publisher of the software then you can click the ‘Run Unlimited buiton. ’hs mll
grant the elevated privilege request and ailow the installer to run.

= Ifyou are unsure of the safety of the scftware, then Comodo recommends ihat you run it with restricted access to your
system resources by clicking the 'Run tsolated’ button. _

- [fthis aiert is unexpecied then you shouid zbort the instaliation by ciicking e Block’ button {for exanpie, you have
nol proactively started 1o instail an ap pplication and the execulahie does rot belong to an updater program thal you
fecogniz)

o i you select Trust this appiication’ then CIS will inciude this to Trusied Fiies list and no fuiL.re alarts will be genorated
when you run the sams application.

There are twc versions of Hhis alert - ong fer unknovn instellers that are not digitally signed and the second icr unkrown
installers that are digitally signed but the publisher of the sofhware hzs nof yetbeen white-fisted {they are not yet 2 Trusted
Scfiware Vender). ’

A
N\

RSN
N R

2 \l\\\\\\ N
NS \\

T

AR A

R

////////////////////////////////////////////W////////////////

§

i$ FpnEREE NS S35 FaRGa §
NN \\\\\\ NN \\\\\\\ A Y \ Y
Unknown and~not Digitally Signed Unknown and Digitally Signed but not yet whltellsted

{(Not yet a Trusted Vendor)

»  Uniknown and unsigned installers should ba either iselzted or biocked.

«  Unknown but signed instzllers can be allowed to run if you trust the publisher, or may bs isolaled if you wouid ke
ic evaluate the behavior of the application.

' - to understand ths decision making

UM ety SNl R \..
° Usknown Fie Agsto-S& '\‘,\ K iy and

process behind why CiS choosas ic sandbox Jerta'n appiicalicns

o' - for an explanation of digially signed ﬁ ies and Trusted Software Yendors'.

The Butrvlu: Blocker will dispiay an aisn Wrenever it auic-sandhexes an unknown applicaticn:

1
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The alert wili show the name of the axectiable that has been auto-sandboxed. The apglication will be aulomalically added to

0t ceinans Tite
Unsasagnizad Fies list

o Clicking the name of the application will open the Unvscognized Fias interface, that displays a list of the
unreco Bmzed files inciuding the currently auto-sandboxed application.

= Clicking Der removes tha application from the Unracognized Files list 2nd adds it in the Trusied
Files list, so thal mc apptication wili not be auto-sandboxed in future. Choose this oplion if vou are abscluiely sure
: ihat the execulable is safe.
isers are alsc rerrinced that they shouid submit such-unknewn applications to Comodo via the Uavesognix intertace.
This will ailow Comeds to anaivze the executable and, i it is found tc ba safe, to acd it to the glcbal safe iist. This w::l ensure
ihat unknown bu! cltimately szie applications are quickly white-listed for all users.

~ "-la &'
Ny SR

Alse see:

3 e Aute-Sanghaxing and Seanning Processes’ - fo uncerstand the decision making
process behind why CiS cheoses to atto-sancbox ceriain agplications.

Comodo intemet Security generates a \iruscope aiert if a running process performs an aclion that might represent 2 threat io
your privacy andicr security. Please note that Viruscops alerts are not always definitive proof that malicious activity has taken

place. Rether, they are an indicaticn that a prosass has aker: actions fatyou ought te review and confim because they have
the natential ' be maiicious. You can review =l acticns tzker by clicking the "Show Activities' ink. ;

Pleasa read the following advice before answering 2 Viruscepe alert:

1. Carefully read the information displayed in the alert The 'Mers informaticn’ section provides yeu the nature of the
suspicious aslidn.

IBM - Ex. 1002-Part 5 of 10, Page 2225
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if you ars nai stire on the authenlicity of the parent agplicalion indicated in the 'Applicaton’ fieid, you can safely
reverse the changes effected by the process and move the parent applicztion !o quarantine by clicking ‘Clear'.

If it is a #usled appiicaticn, you can alicw the process to rur, by clicking Ignore and selecting the option from the drop-
down.

»  lgnote Oncs -The prooess is allowed to run this time only. If fie process attempts to exscute on f
occasicns, another Viruscope alert is displayed. |

- Ignore and Add to Trusted Files - The process is allowed to run and and the parent application is moved o
the Truslec Files list - effectively making fhis the ‘ignore Permanently’ cheice. Ne alert is'generated i the

1 rUns aga

Tc view the actis
dialog wili cpen with a list of acti

es of the precesses, itias fink at the botiem right. The Process Act

ivities List
s exhibiled by he process. :

~
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i Bluiioforce.exe

R
N

{7§ Load image file Ciwindows\System3fisechost.¢i

e

N
N

\“\

CiWirdows\Systemi2ivins ool shy

'U

CANIRdowsISy *%temfi‘:,e's)m Foid

2ummd T, cmf

o\

ﬁd S

(.‘.k u‘dc

U Wiedows\Syste w3

N i
Ty

S ¢ "
I Create regx*; Key

8B Create registry key 2030032717433

8 Create registry ¥ay 5200000927 1743318362

Column Descriptions

o Application Activilies - Cisplays the activilies of sach of the processes run by the pzrent application.

- Fise aclicns: The process performed a file-syslemn operation (crealevmocifiirenametdelete fils) which
vou might not be aviare of.

- BN-Regisiry: The process performed 2 registry operation (creaied/modifiec a regisizy Xey) which might not

te autherized.

o K- Process: The prosess created a chiid process which you may rot heve authorized or have besn aware
ol.

- W- Network: The process atlempted to esiabiish & network connestion that you may not have been awarz
of.

+  If the process has been feminated, the activitios will be indicated with gray text and will appear in the list
eilil you view the ‘Process Activities List interface. Hf you close the interface and reopen the list within five
minuics, the activitiss wili appear in the lisi. Eise, the terminated activities will not be dispiayed in fe list.

»  FI3 - Process identification Number. IBM - Ex. 1002-Part 5 of 10, Page 2227
IPR2025-00379 (IBM v. Croga)



L]

‘General Tasks’ conlains the following areas. Click the links to jump te the help pags for that lopic.

2.1.Scan and Clean Your Computer

Comodo Antiviris ieverages multiple technoiogies, including Real-imeOn-Access Scanning and On-Demand Scanning o
immediately stzrt cleaning or quarantinring suspicious files from your hard diives, shared disks, emails, downloads znd sysiem
memory. The appiication also allows users o create susiom scan profiles, lime-iable scheduled so2ns and fealures full event
logging. quarantine and file submissior: 1acilitiss. When you went to run a virus scan on your system, you can launch an On-

Demand Scan using the Scan option. This executes an insiant virs scan on the se?eclerfétm'\._ Ex. 1002-Part 5 of 10, Page 2228
' IPR2025-00379 (IBM v. Croga)
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