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2.1.1. Run a Quick Scan | 
The ‘Quick Scan’ profiie enables you to quickly scan critical areas of your computer which are highly prone to infection from 
viruses, rootkits and other malware. The areas scanned include system memory, auto-run entries, hidden services, boct sectors 
and other significant areas like important registry keys and system files. These areas are of great importance io the health of 
your computer so itis essential to keep them free of infection. 

You can customize which tems are scanned under a ‘Quick Scan’ and create a scan schedule from the ‘Advansed Tasks" 
. Interface. Refer to Asivirus Sotiings > Scais Proviles for more details. 

To run a Quick Sean 

° Click Scan from the Generai Tasks inierface and click ‘Quick Scan’ from the ‘Scan’ interface. 
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if the database is outdated, the scanner will first downioad and instal the latest version. Once compiete, the scan will begin and 

scan progress wii] be displayed: 

  

    
  

  

    
» You can pause, resume or sicp the scan by clicking the appropriate button. If you want to run ihe scan in the 

background, click ‘Send to Sackground’. You can still keep track of the scan progress from the Task Manager 
interface. 
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We racommend you work with a GeekBuddy Certified Microsoft Expert to maks 
sure your computer is completely cleaned and optimized. 

Leta GeekBuddy assist you now. 

  

= Do not ask me this question again 

    

if you wish to have a skilled professional fom Comodo to access your system and perform an efficient disinfecticn, 
click "Yes, | want an expert to clean if’. if you are a first-time user, you will be taken io Comodo GeekRuddy webpage to 
sign-up for a GeekBucdy subscription. If you have alreacly signed-up for GeexBuday services, the support chat 

, session wi start and a skilled iechnician will offer io clean your system. 

For more details on GeekBuddy Expert help, refer io the section Gomode GsehSuday. 

if you wish to clean the infections yourself, select ‘No. | will try fo clean it myself’. The scan results screen wil! be 
Cisolayed. ,
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The zesults window shows the number of objecis scanned and the number of threats (Viruses, R 
down menu to checse whether to clean, move to quarantine or ignore the threat. Refer to Sracessing ke beets {hes for 

more details. 

  

2.1.2. Run a Full Computer Scan 

4 Full System Scan’ scans every local drive, folder and file on your system. Extemal dovices such as USB drives, sicrage drives 
- and digital cameras wil also be scanned. 

You can customize which #ems ere included in a full scan and set-up a scan schedule from the ‘Advanced Tasks’ interiace. 

Refer io Anvirus Sefings > Scan Prosiies for more details. 

| To run a Full Computer Scan 

e Click ‘Scan’ from the Genera! Tasks interlace the click ‘Full System Scan’ from the ‘Scan’ interlace.
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* You can pause, resume oF siop the scan by clicking the appropriate bultor. If you want to run the scan in the 
background, click ‘Send to Sackground’. . 

SS 

  
  

    
        

Send Te Background scion, where avsiabg makes ihe task 

such as scanning or updating continue running in the 

background. These tasks are going tc take ionger te cempieta out 

resource usage of the commuter is gcing to se minima. 

’ Please use Task Manager in crder to access them iater. 

Go nat shew this message again 

  

if you send io the background, you can continue fo check scan progress dy clicking "Ts 4 

  

Task Nasager' icon from the ‘Advanced Tasks’ interface.
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° Any detected threats will be displayed in full at the enc of ihe scan. The aief will isll you how many threats were 
found; the name and oca#ion cf the threats anc will provide you with virus removal options: 

( 

(
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We recommend you work with a GeekBuddy Certiied Microsoft Expart to maka 

sure your computer is completely cieaned and optimized. 
   

    ‘Let a GeekBuddy assist you naw. 

  

    

If you wish to have a skilled professional from Comodo to access your system and perform an efficient disinfection, 
click "Yes, | want an expert to clean if. 1 you are a first-time user, you will be iaken io Comodo GeekBuddy webpage to 
sign-up ior a GeekBucdy subscripticn. ff you have already signed-up for GeexBuddy services, the suprort chat 

” session will slarl and a skiiled ischnician will offer io clean your sysiom. 

For more details on GeekBuddy Expert help, refer to the section Camda SSSNSSSSY 

¢ If you wish to clean the infections yourself, select ‘No, | will try to clean it myself. The scan resuiis sereen will be 
displayed. .
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Wseuments and Settings Administrator 
  

    
  

  

    
  

  
    

  

  

            
on). You can chcose to clean, move to quarantine or ignore the treat based in your assessment. Refer to Srasessing te 
infectes {kes for more details. - 

2.1.3. Run a Rating Scan 
The ‘Rating Scan feature mins a cloud-based assessment on files on your computer to assess how trustworthy they are. 

Based on the trustworthiness, the files are raied as: 

¢  Trusisd - the file is safe 

。 Unknown - the trustworthiness of the file coulc not be assessed 

。 Bad- the fie is unsafe and may coniain malicious code. You will be presentec with disinfection options lor such files. 

To run a Rating scan 

° Click the curved ‘Tasks’ arrow on the home screen then click ‘Genera! Tasks’ > ‘Scan’ > ‘Rating Scan’:
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After the cloud scanners have finished their analysis, file ratings wi be displayed as follows.IBM - Ex. 1002-Part 6 of 10, Page 2240 
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e File Name: The file which was scanned 

= — Rating: The rating of the file as per the cloud based analysis 

+ — Age: The period of time that the file has been stored on your computer y 

e ”Autoruh: indicates whether the file is an auio-ruin file or nol. Maiicious auto-run files could be uinous to your 

computer so we advise you clean or quarantine thern immediately. 

You can filter the resulis by rating using the ‘Show’ drop-down:
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No Auction 

Trust       

Clean - If a disinfection routine is available ior. the selected infection{s), Comodo Anivirus will disinfect the appiicalion 

       

  

and reiain the apclication tile. ii a disiniection routine is not available, Comodo Antivirus will move the fies to 
Quarantine for later analysis. See § ge Quarantines fests for more info. 

。 No Action - :f you wish to ignore the file, select ‘No Action’. Use this cplicn with caution. By choosing to neither ‘Clean’ 
nor ‘Trust’, this file wil} be detected by the next ratings seen thet you run. . 

° Trusted - The file will be moved to Trusses Fes list and will be given ‘Trusted raling from the next scan. 

For the same action to be applied to all ‘Bad’ files, make a selection from the drop-down menu at the top of the ‘Action’ column. 
~ 

b
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2.1.4.Run a Custom Scan | 
Comodo Antivirus allows you ic create cbsicm scan profiles to scan specific areas, drives, foiders or tiles in your computer. 

To run a custom scan, click ‘Scan’ from the ‘General Tasks' interlace then click ‘Custom Scan’. The Custom Scan sanel will 
open: 

  

      

spans 
  

RSS 

  
  

            8 the fcllowing scan options. Click the finks to jump to the help page for that topic. 

28s - scan individual foiders 

  

NS - scan an indivicual file 

2.1.4.1. Scan a Folder 

The custom scan allows you to scan a specific iclder stored in your hard drive. CC/CVD or in externa! devices like a USB drive 
connecied to your computer. For example you might have copied a ‘older from another computer in your network, an external 
device or dewnloaded frem Intemet anc want ic scan i for viruses and other threats before you open it. 

Te scan a specific folder ， 

。 Click Scan from the ‘General Tasks’ interlace and Cipk ‘Custom Scan’ from the Scan interface 

。 Click ‘Folder Scan’ fram the ‘Custom Scan’ pane 

* — Navigate to the foider ic be scanned in the "Browse for Folder’ window and click CK.
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The folder will be scanned instanily and the results will be displayed wilh a fst of any identified iniections
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i y*Clean 
  
  

  
  

  
  

      
  

  

  
*  Onccmpleticn of scanning, if any threats are found, an aiert screen wil! be displayed. The alert will display the number 

of ihreats/infeciions discovered by the scanning and provide you the options for cleaning.
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We racommand you work with a GeekBuddy Certified Microsoft Expert to maks 
sure your coreputer is completely cieaned and optimized. 

Leta GeekBuidy assist yau now. 

  

  

Ta speak ta a GeekBasldy, call 4-988-391-7933 

} Do not ask me this question again 

   

  

        y mo 00 ysiem and perform an effic sinfestion, 

click ‘Yes, | want an expert fo clean if’ if you are a first-time user, you will be taken io Comodo GeekBuddy webpage to 
sign-up for a GeekBuddy subseription. If you have alreacy signed-up for. GeexBuddy services, the suppori chat 
session wil start and a skiitec technician will offer to clean your system. - 

  

For more detaiis on GeekBuddy Expert help, reier to the section Camase SSSRSSSNSSY 

° if you wish to clean the infecticns yourself, select ‘No, | will try to clean it mysell’. The scan resuits screen will be 

displayed.
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The scan results window displays the number of cbiests scanned and the number of threats (Viruses, Rootkits, Malware and so 

on}. You can choose ic clean, move io quarantine of ignore the tireat based in your assessment. Reier to Srocessing NSS 

infested S8es for more details. 
  

Sei sider for more details.     
im 3 - Pacer hess 3 

clicking #. Refer fo Seas igaividuas 
  

‘ + 

2.1.4.2, Scan a File . 

The custom scan allows you to scan a specific 和 le stored in your hard drive, CD/DVD or in exiernai devices like a USS drive 
connected to your computer. For exemple you might have cownleacad a file from the Internet cr dragged an email atlachment 

onic your desktop and want ic scan it for viruses and other threats before you open it. 

To scan a specific file ‘ 

。 Click Scan from the ‘General Tasks’ interface and Click ‘Custom Scan from the Scan interface 

° Click ‘File Scan’ from the 'Custam Scan pane 

、 。 Navigate tD the file to be scanned in the ‘Open’ windew and click ‘Cpen’
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The fie wil be scanned instantly. 

++ Oncompletion of scanning, if any threats are found, an alert screen will be displayed. The alert vil cisplay the number 
of threats/infeciions discovered by the scanning and provides you the options for cleaning.
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We recommend you work with a GeekBuddy Certified Microsoft Expert to maka 
sure your computer is completely cleaned and optimized. 

Leta GeekBuddy assist you DS am 
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Ta speak ta a GeekBaddy, call 1-988-351-7933 

=} Do not ask me this question again 

if you wish to have a skilled professional from Comodo to acosss your system and perform an efficient disinfection, 
click ‘Yes, | want an expert to clean i?’ # you are a first-time user, you will be iaken io Comodo GeekBuddy webpage to 

’ sign-up ior a GeekBuddy subscription. ff you have already signed-up for GeexBuday services, the suport chat 

session wii start and a skiiled ischnician will offer io clear your system. 

For more detaiis on GeekBuddy Expert help, refer to the section Gameda GeekSudey. 

。 if you wish to clean the infections yourself, select ’No, | will try to clean it myself’. The scan resuiis screen will be 

displayed.

IBM - Ex. 1002-Part 6 of 10, Page 2250 
IPR2025-00379 (IBM v. Croga)



   =e 
_ 
      

     
   

    

  

_.     

    

  

  

  

  

    
  

  

Tig SCAN FeSUIS Wihcow displays the number of c 
&. 

on). You ean choose io clean, move to quarantine or ignore the threat based in your assessment. Refer to Fracessing Me 

NX 7 

~ 

  

express scan on a fie by dragging and dropping # onto the CIS interface or by right 
HoiSaiser for more detaiis. 

  

      
\ 

2.1.4.3. Create, Schedule and Run a Custom Scan 

3y creating s custom scan profie, you can chocse exactly which files and foiders are scanned, when they are scanned and how 
they are scanned. Once created and saved, your custom scan profile will appear in the scans interface and can be run on 

demand, at any time. . 

  

To create a custom profile 

° Click the ‘Tasks’ arrow on the heme screen to open the main Tasxs menu 

° In ‘General Tasks’, click Scan’ 

° Select ‘Custom Scan’ then ‘More Scan Options’ 

¢ The 'Advanced Settings’ interface wil! be displayed with ‘Scans’ panel opened 

° Click the handie at the bottorn of the interface then select ‘Add’:

IBM - Ex. 1002-Part 6 of 10, Page 2251 
IPR2025-00379 (IBM v. Croga)



        

  

      

  

        
      

      
  

  

This page siiows you te Sdy, neraGve ane RE sean peoflies ard schedules scare. 

  

aw 

The scan profile interface will be displayed. 

¢ Type a name for the profile in the 'Scan Name’ texi box yp 

° Click the handie at the bottom: of the interface io seleci items to be inciuded in the profile: 

,
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Scan Name: | Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

  

    

  
  

        
    

e Adgd File - Allows you to add individual les to the profile. 

+ Add Folder - Allows you to seleci entire folders to be included in the profle 

« Add Region - Allows you ic add pre-defined regions ic the protle (choice of ‘Full Computer’, ‘Commonly 

Injacted Areas’ and ‘System Memory’} 

ss 
    

  
  

    

  
    。 ”Repesi the process to add more Hers to the profile. Click CKip confirm your choice. my 

。 . Next, click ‘Cptions’ to further customize the scan: IBM - Ex. 1002-Part 6 of 10, Page 2253 
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Scan Name: {Example Scan Profile 

  

     
Define items to be scanned, scanning options and running schedule    

   

      
          

         

  

=i Use cloud while scanning 
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=; Use heuristics scanning 
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e virus database before running 
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Detect potentially unwanted applications 

BMS ars sys        

e = Options: ; 

e Enable scanning optimizations - Cn selecting this cption, the antivirus will employ various optimization 
techniques like running ihe scan in the background in order to speed-up the scanning process (Default = 

Enabled) . 

。 Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive 

files such as .ZIP and .RAR les. Supported formats include RAR, WinRAR, ZIP, WinziP ARJ, WinARd anc 

CAB archives (Defauit= Enabled} . 

° Use cloud while scanning - Seleciing this option enables the Antivirus to detect the very latest viruses 
more accurately because the local scan is augmenied with a reai-time iook-up of Comodo's online signature 

database. With Cioud Scanning enabied your sysism is capable cf deiscting zero-day malware even if your 
loca! anitvirus database is out-dated. (Default = Disabled). 

° Automatically clean threafs - Enables you to select the action ic be taken against the detected threats and 

infested Hes automatically from disinfecting Threats and moving the threats to quarantine. 

。 Use heuristics scanning - Enables you to select whether or noi Heuristic techniques should be applied cnIBM - Ex. 1002-Part 6 of 10, Page 2254 
IPR2025-00379 (IBM v. Croga)



  

scans in this profile, You are alsc given the opportunity to define the heuristics scan level (Default = 
Disablea}}. 

Background Info: Comode internet Security employs various heurisiic techniques to identify previousiy 
unknown viruses and Trojans. Heuristics’ describes the methed of analyzing the code of a file to ascertain 
whether # contains code patlems similar to those in known viruses. If it is found to do sc then the application 
deletes the fle or recommends it for quarantine. Heurisiics is about detecting ‘irus-like’ treits or atirbuies 
rather than Icoxing for a precise virus signature that meiches 2 signature on the vin:s blacklist. 

This aliows ClS te ‘predict’ the existence of new viruses - even #f itis not contained in the current virus 
database. 

° Low - Lowest sensilivily to detecting unknown threats but will also generate the fewest false cositives. 
This setting combines an extremely high level of security snc prctection with a low rate of felse 
positives. Comodo recommends this setting for most users. 

* Medium - Detects unknown threats with grezier sensitivity then the ‘Low’ setting but with a 
corresponding rise in he possibility of faise positives. 

° High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 
positives too, 5 

Limit maximum file size to - Select this option # you want to impose size restrictions on files being 
scanned. Files of size larger than thai specified here,-are net scanned, if this opiion is selected (Default = 
40 MB}. 

Run this scan with --Enables you te set the-pricrity of.the scan profile. You can select the prority.ram the 
drop-cown. (Default = Disabled. 

Update virus database before running -nstrdcts Comodo Intemet Security to check for fates? virus 
signature database updates irom Comodo website and downioad the updates automaticaily before starting 
ihe scanning (Default = Enabled) . 

Detect polentially unwanted applications - When this check box is selected, Antivirus scans also scans 
for applications thai (!) a user may or may nol be aiwere is instalied on their computer and (fi) may 
functionaiity and objectives that are not clear to the user. Example PUA's include adware and browser 
toolbars. PUA's are often installed as an additionai extre when the user is installing an unrelated piece of 
software. Unlike malware, many PUA's are 'legitimaie’ pieces of software with their own EULA agreements. 
However, the ‘true’ functionality of the software migh! not have been made clear to the end-user at the time 
of installation. For exampie, a browser toolbar may aiso contain coce that iracks a user's activity on the 
Internet (Default = Enabled. 

If you want the scan ic run at specific times, click ‘Schedule’
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Scan Name: ‘Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

                
      

    

Frequency: Sta Time: 

. 

  

& Do not schedule this task    
  起 Every Day 

@® Every Week 

Every Month 

    

  

      

    

  

£2] Run only when computer is not running on battery    
Run only when computer is IDLE 

J     Tum off computer if no threats are found at the end of the scan 

      
CCT: TTT AA LE 

*。 Donoi schedule this task - The scan profile will be crealec but will not be nun automatically. The profile will 
de availabie for manual on-demand scanning 

° Every Bay - The Aniivurus starts scanning the areas defined in the scan profile every day at the time 
specified in ihe Start Time field ， 

。 = Every Week - The Antivurus stars scans the areas defined in the scan crofile on the day(s) of the week 
specified in ‘Days of the Week fieid and the ime specified in ths ‘Start Time’ field. You can select the days of 
the week by directly clicking on them. 

« very Month - The Antivurus slarts scans the areas deiined in ine scan profiie on the days) of the month 

specified in ‘Days of the month’ field and the time specifiec in the ‘Stari Time’ #eld. You can select the days 
of the month Sy directly clicking on them. 

¢ Run only when computer is not running on baltery - This option is useful when you are using a lapicp or 

any other battery driven poriable computer. Selecting this Option runs the sean only if the computer runs with 
{he adopter connected to mains supply and not on battery. 

° Run only when computer id IDLE - Select this option if you do net want to cistuzbed when involved in 

computer related activities. The scheduled can will run only if the computer is in idle state 

° Turn off computer if no threats are found at the end of the sean - Selecting this option tums your 

computer off, if no threats are found during the scan. This is usefui when you are scheduling the scans {fo 
run ei nights. 

。 Click OK to save the profile. 
  

Nats: The schedule scan will run cniy # it is enabled. Click the bution under the Active column beside the respective profile row 
to foggie between on and cff status. 

    
 

IBM - Ex. 1002-Part 6 of 10, Page 2256 
IPR2025-00379 (IBM v. Croga)



0 tht
s 

   

  

    

  

  

Quick Scan. 1/10/2014 2:22 PM 

  

    
To run a custom scan 

e Click ‘Scan’ from the ‘General Tasks’ interface and Click ‘Custom Scan’ from the Scan interface 

¢ lick ‘More Scan Options’ from the ‘Custom Scan’ pane 

° The ‘Acvanced Settings’ interface wil be displayed with ‘Scans’ panel cpened. 

e Click Scan besice the required scan profile. 

\ 
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Quick Scan i i“ SS - 
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The scan will be siarted. 

On comoletion of scanning, if any threats are icund, an aien screen will be displayed. The alert will display the number 
of threats/infections discovered by the scanning and provide you the options for cleaning. 

    

We recomrnend you work with a GeekBuddy Certified Microsoft Expert to make 
sure your coraputer is completely cieaned and optimized. — 

Leta GeekBuddy assist yau now. 

  Ss S 

      

- To speak to a GeekSaddy, call 1-988-351-7937 

  

Do not ask me this question again   
if you wish to have a skilled professional rom Comodo to access your system and perform an efficient disinfecticn, 
ciick ‘Yes; | want an expert to clean if. if you are a first-time user, you will be taken io Comodo GeekBuddy webpage to 
sign-up for a GeekBucdy subscription. if you have alreacy signed-up for GeekBuddy services, the support chat 
session wii start and a skilled technician will offer io clean your sysiem.- 

For more details on GeekBuddy Expert help, refer to the section Comody SaekVadey. 

if you wish to clean the infections yoursell, select ‘No, | will try to clean it myself’. The scan resuiis screen wil be 

displayed. . 4 -
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e The scan resulis window displays the number of objects scanned and the number c# ihreats (Viruses, Rootkits, 
Malware and so on}. You can choose io clean, move to quarantine or ignore the threat based in your assessment. 

了 Bo. ‘maine SS SS <. S Sil aw ~ 4 Refer to Ssasessing the Sscied SEE for more details. 

2.2. instantly Scan Files and Folders 
You can scan individual #les or folders instantly io check whether it contains any threats cr infections. This is useful if you have 

just copied a fileolder or a program from an extemal device tke a USB drive, another System in your netwerk, or downloaded 

from Intemet. 

To instantly scan an item 

¢ Click the Antivrus tile at the 'Home' screen in compact view to flic-opsn the Antivirus pane 

¢ Drag and drop the jem over the arez marked ‘Scan Objects’.
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° Switch to ‘Advanced’ View of the 'Home' screen by clicking the bution a! the top ‘eft of the home screen. 

=” Prag and drop the #em over the area marked ‘Scan Obiecte’.
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The tiem will be scanned immediately. 
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。 Oncompjeticn of scanning, if any threats ars found, an alert screen wil be dispiayed. The alert will display the number 
cf threats/infeciions Giscovered by ihe scanning and provide you the options for cleaning. 

  

We recammend you work with a GeekBudidy Cerified Microsoft Expert to make 
sue yuu: computer is completely cleaned and optimized. 

Lela GeekBuddy assist you now. 

  

  

Ts spevk to a GaabSeadedy, call 1-360-272-9804 

=? Do not ask me this question again ‘   
if you wish to have a skilled professional from Comedo to access your sysism and perform an efficient disinfection, 
click ‘Yes, | want an expert to clean if. Hf you are a first-time user, you will be taken to Comodo GeekBuddy webpage to 

sign-up for a GeekBucidy subscription. If you have alreacy signed-up for GeexBuddy services, the support chat 
session wil start and a skilled technician will offer to clean your system. 

  

For more detaiis on GeekBuady Expert help, refer to the section Samans GeakSusey. 

ff you wish to clean ihe infections yourself, select ‘No, | will try to clean it myself’. The scan resuits screen wil be 

displaved.
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27 scClean 
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4 

You can choose to clean, micve to quarantine or ignore the threat based in your assessment. Reler to Sracessirg the betes 

2.3.Processing Infected Files 
On completion of any on-demand or scheduted scanning, if any threats are found, an aiert screen wil! be displayed. The alert wil 
display the number of threats/infections discovered by the scanning and provide you tre cptions for cleaning. 

   

IBM - Ex. 1002-Part 6 of 10, Page 2264 
IPR2025-00379 (IBM v. Croga)



      

   
nN 

    

    We recommand you work with 3 GeekBuddy Certified Microsoft Expert to maks 
sure your computer is completely cleaned and optimized. 

  

Leta GeekBuddy assist you now. 

     

  

    

  
  

    

  

    

if you wish to have a skilled professional from Comedo to access your sysiem and perform an efficient disinfection, 
click ‘Yes, | want an expert to clean it. if you are a first-time user, you will be taken io Comocp GeekBuddy webpage to 
sign-up for a GeekBuddy subscription. ff you have already signed-up for GeexBuddy services, the support chat 
session wii stert and a skilled technician will offer io clean your system. 

For more detaiis on GeekBuddy Expert help, refer to the section Gasixde SeekSadey, 

e if you wish to clean the infections yourself, select ‘No, | will try to clean it myself. The scan results screen will be 
displayed. The resuiis wil contain a list of files identified with threats or infections (Viruses, Rootkits, Malware and sc 

on} and provide you the options for cleaning. An example results screen is shown balow:
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Ti Baolnlsa} eet o spicicus_fies\black_magis.exe 
  

  
  

  
  

  
  

  

  

  
- , 。 You can select the action fo be taken on ail the detected threats from the ‘Action’ drop-down at the top right... 

-
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sort ae a False Alert 

ME
LM
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4 

Exclusions         
  

    
The cheises for the actions available are: 

e Clean - lf a disinfection routine is availabie for the selected inteciion(s:, Comodo Antivirus wili disinfect the 
application and retain the appiicaticn safe. If the disinfection routine is not available, Comore Antivirus will  
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move the infections to Quarantine for later analysis and resicring/removai cf the files. Fer more deiails on 
quarantine feature, refer to Sanage Quarantiged Sems.    

°  fgnore Once - Hf you want fo ignore the threat this time only, select Ignore Once’. The file will be ignored 

only at that time. If fhe same application invokes again, the Antivirus will report # as a threal. 

» Add to Trusted Files - If you trust the file, select ‘Add to Trusted Fites’. The file will be moved to Trasiod 
Sas list. The alert wil noi generated if the same application invokes again. 

° Report as a False Alert - #f you are sure that ihe file is safe, select ‘Report as a False Aer’. The Antivirus 
will send the file ip Comodo for analysis. If the file is trustworthy, it is added to the Comodo safe list. 7 

+ Add fo Exclusions - The file wii be moved to Exsiusisss fist and will not be scanned in future. The alert 

will not gcnorated if tha same appiication invoxes again. 

e fier solocting the acticn{a) io be applied, slick ‘Appiy Selecled Actions’. The fMlles wil be treated as per the aclion 
selecisd end the progress willbe dispiayed. 

  
  

  

  

  

    
    

  

  

    

  

  

iasClean 
  

  

  

    

DOOODUDOOGOEGDD 

h iaken against each threat wil be cisplayed. 

  

On comeletion ihe 2
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ack_magic.exe 
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° * Click 'Ciose' to close the results window. 

2.4, Manage Virus Database and Program Updates 7 
in order ic guaraniee continued and effactive antivirus protection, it is imperative that your virus databases are updated as 

% aly from Comodo's update servers. Ses AP ASS ns 
SY OF MAGIA S 
  

SAAS reguiarly as possible: Updsies can be downloaded to your system stasis     

  

  
Seis: You must be connected to Intemet to download updates. 

  
  . 

To manually check for the latest virus and program updates 

1. Switch fo the Tasks’ sereen and click ‘General Tasks’ to open the ‘General Tasks’ interface. 

2. Click ‘Update’. The application will start checking for program and database updates 

.
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Signature updates will be downioaded and installed first # they are availabie: 

  
* Check for signature updaies : Carnpleted 

Download signatures : Completed 

SS Install signatures i dn Pragress 86.0%) 
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Check for URL database updates Completed 

* Download URL database : Completed 

” Update Websites database Completed 

Check recognizer updates 、 Corapleted   Download recognizers : Completed 

Qs Check for program updates . | i In Progress 
  

  

Updates are ready io be installed. 

| Would you like to install them now? 

    
° Click Yes' to begin installation: 

During the update process, new software components or features sometimes become availabie for installation. As these may 
alter the behavior of CIS in some manner, please carefully review these types of update before agreeing to their instaliation. 

Your computer will need to be restarted to compiete the update process. You can restart immediately cr can select a period of 
after which you want to be reminded and click ‘Postgone’.
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You may choose to restart it now or pastpone this to a later 

times. , 

Redhill ite ye 

  

30 rninutes 
    

Automatic Updates 

By default, Comodo Antivirus automatically checks for and downioads database and program updates. You sen modify these 
Asksengead Tacks Asvasean Sov w Lstatos settings in Advassed Tasks > Advanced Sailings > Ussates,    

KY 
NS 

  

<: Check for program updates every 

= Automatically downlocd pregram updates 

  

shecked, prograrn u: Swit be guiomaticaily cownlcadsd. Yeu wil stil need te 

  

  

  

You can alsc configure Comedo Antivirus to download updates automatically beicre ary on-dernand scan. Refer to Seats 

Ssofdes for more details. 

2.5. Manage Quarantined items ‘ 
The cuaraniine facility removes and isclates suspicious files into s safe location before analyzing them: for possible infection. 

Any fies transferred in ihis fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files 

fom affecting the rest of your PC. If a file cannot de disinfected, then it provides a retiable safe-house unt} the virus database is 

updated. neutralizing ihe impact o: any new virus. 

The Quarantine interface can be accessed by clicking View Quarantine from: the ‘General Tasks’ interlace,
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The ‘Quarantine’ interface displays a jist of gems moved ic Quarantine from the resuis of real-time scanning, c-iemand 

scanning 2nd manually. 

Columa Descriptions 

® fern - Indicates which application or Process propagated the event; 

° Location - Indicates the location where the application or the ile is stored; 

。 Date/Time - indicates date and time, when ihe item is moved to quarantine. 

For details on adding executables identified as infected files during on-demand or real time scans to Quarantine, refer to 
os Shan x ens Yeuse 2 ees RN RAR 
SSERRRRN TESSS 2 NOR SN GAN SS NANSINSSSY， 

  

You can use the search option to find a specific quarantined item from the list by clicking the search icon he far right in 

the column header and entering the item name in full or part. You can navigals through the suscassive results by clicking the leit 

and nghi arrows. IBM - Ex. 1002-Part 6 of 10, Page 2273 
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The Quaraniined Items interface 2lso allows you to: 

VT Sewcesd vee ots > 8. . sseed Sescerd nee ey Chinasantimens dow 
SS NSH, AS S GEEESSS HW NY 2

 

  

if you have = fila, folder or drive that you suspect may contain a virus and not besn detected by the scanner, then you have the 

opion to isoiate that em in quarantine. 

To manually add a Quarantined iter 

1. Click dhe handie from the bottom of the Quarantine interlace and seleci Add irom the options. 

          
      

12014 12:44 P 

  

2. Navigate to the fils you want to add ic the quarantine and click ‘Cpen’. 

   
   
     oo ， 
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The fie ee ae Quara' ntine the file for analysis io Comodo, for inclusion in the white list or black list, 

by clicking Submit from the opticn 

To delete a quarantined item from the system 

Sct the item(s} from tre ‘Quarantine’ interlac 

Click the handle fc m the botton 3 of the interface anc select ‘Delete’ optio! 

This deletes the fle from the system ; 

ned item to its original loca 

* Select the item he Quarantine interface 

* — Click the handle from the bottom of the interface and select ‘Restore’ opticn.
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浏 Csuspicious files\queen_of_narnia.exe 

  

SY CP rogram Files Popeyesabdui 21.2014 12:43 P 

User tem 

ike to ade these files to your AY excluded fis 

tao? 

  

An opiion will be provided to add the file{s) to Exckssfoss list and if Yes is opted, these files will noi be scanned again. 

The fie will be restored to the original iccation from where it was moved to Quarantine. i the pastored item does not contain a 
maiware, it will cperaie as usual. But if it contains a malware, it will be detected as a threal immediately, if the Reai-Time 
Scanning is enabled or during the nex! scan if it is noi added to Exclusions list while restoring. 

To remove afl the quarantined iiems permanently 

+ — Click the handle from the boitom oi the interface and select ‘Clear’ option. 

Ali the quarantined Rems will be deleted irom your sysiem permanently. 

To submit selected quarantined items to Comodo for analysis 

* — Select the itemts) from the Quarantine interlace 

* Click the handle from the bottom of the interface and select ‘Submit’ option. 

You car submit the fles which you suspect to be a matware or the files which you consider as sais but ideniiiec as malware by 

Comodo Antivirus (False Positives}. Comodo will analyze ai! submitied files. If they are found to be trustworthy, they will be 
added to the Comodo safe lst fie. white-listed). Conversely, if they are found to be malicious then they will be added to the 

daiabase of virus signatures (1.2. black-listed}. \ 
  

Nsie: Quarantined fles are stored using @ spaciai format and do noi constitule any danger to your computer. 
      

2.6. View CIS Logs 
CIS mainiains a log of events which can be viewed at anytime by clicking ‘View Logs’ from the General Tasks interface, 

me | ~~.
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The Leg Viewer module opens with its home screen dispiaying a summary ci CIS events: 

        

                  
  

Security Events 

WS antivirus Events 

， WS Defense+ Events 

NW Firoweil Svan      IBM - Ex. 1002-Part 6 of 10, Page 2277 
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The jeft hand side of the home screen cisplays 2 bar graph showing a comparison of the Antivirus events, Firewail events and 
Defense+ events. The right hand side displays a statistical sumrnary ci the Antivirus, Firewall and Defense+ events, the resulis - 
of cloud based scanning of your system and the version and update information of ihe CIS installation on your system. 

° The interface contains a full history of logged events of Firewall, Defense+ and Antivirus mocuies. Seleci the module 
from the ‘Show’ drop-down at the icp left to display that iog type in the main window. 

  

   

   ° Te open a pre-exported/stored jog file, click the cpen button 2:28 beside the drop-down and browse ic the location 

where the cis log file is storec 

  

¢ — Toclear the iogs, click the clear button 

  

° Te refresh ihe logs, click the Kefresh Dutton 、 

Click the following links for more explanations cf the options available for each type of filter: 

‘Logs per Module’: 、 

'Cthar Logs’: 

  

2.6.1.Antivirus Logs 

Comodo Anivirus documents the résults of al actions performed by it in extensive bul easy ip understand reports. A detailed 
scar report coniains stalistics of ail scanned objects, settings used ior each task and the history of actions performed on each 

individual file. Reports are aiso generated curing reai-time protection, and efter updating the antivirus database and application 
nyoduies. ‘ 

The Antivirus logs can be viewed by selecting ‘Antivirus Evenis' from the Show drop-down of the leg viewer interface. 
Altematively, the Antivirus log screen car: be accessed by clicking the number beside ‘Celecied Threals' in the Advanced View of 

the Home screen in the Antivirus pane.
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C:\Pregram File s... Virus. Win32.Sal... 

Cijurapedeskiest_cil.dil = Mabvare@atghvik... 

Mahvara@aakhvnk... Detect 

  

  
  

MalwarsQ@ahvhk.. Detect   
      

Column Descriptions 

1. Date - Indicates the dale of the event. 

2. Location - indicates the location where the application detected with 3 threat is sicred. 

3. Malware Name - Name of the malware event that has Deen detected. 

4. Action - Incicztes action taken againsi the maiware through Antivirus. 

5. Status - Gives the status of the action taken. it can be either ‘Success’ or ‘Fai’. 

6. Alert - Gives the deiails of the alert displayed for the event 

  

* To export the Antivirus logs as a HTML file click the ‘Expor? butto T right click inside the log viewer and 
chocse ‘Export from the context sensitive menu. 

  

«  Teopera siored CIS log fie, click the ‘Open’ butten : 

  

e Te refresh the Antivirus iogs. click the 'Refresh’ butts r right click inside the log viewer and choose ‘Refresh’ 

from the context sensitive menu. 

    

*  Teclear the Antivirus logs click the ‘Clear’ Sutton # 

2.0.1.1. Filtering Antivirus Logs 

Comodo Internet Security allows you ic create cusicm views of al! jogged events according to user defined criteria. You can use 

the following Nypes of filters: 
, IBM - Ex. 1002-Part 6 of 10, Page 2279 

IPR2025-00379 (IBM v. Croga)



   GZ
 

4 

SN。       

  

  

  

  

*， Today - Dispiays ail logged svents for.ioday. 

\ “*e Current Week - Displays ail logged events curing the current week. (The current week is caiculated from the 
P . . . 

Sunday to Saturday thai hoids the curren date.} “ 

+ Current Month - Displays al ioggad events during the month that helds the current date. 

» Entire Period - Displays every event Icaged since Comodo Internet Security was insialled. (If you have cleared ， 
the log history since instailation, this option shows all logs created since that clearance}. 

° Custom Filter - Enables you to selec? 2 custom PerioG by choosing the ‘Frony’ and to’ detes under ‘Please 

Seleci Period 
上 

      

      

      

  

NS 

Ashesnoeast Filters: ANVNHCST PINTS 

t Having chosen 2 sreset ES SEE you can further refine the displayed events according to Specific filters. Fokowing are 
available #lters for Antivirus logs and their meanings: - _ 

。 Action - Displays events according to ihe response (or action laxen)} by the Antivirus 

。 —_ Logation - Disolays only the events logged from s specific focation etal: 3
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。 Malware Name - Cisplays only the events jogged corresponding to a specific malware 

We
 

    

Mc 

+ Status - Displays the events according ic the status after the action tsken. It can be either ‘Success’ or ‘Fail’ 

To configure Advanced Filters for Antivirus events 

   

  

1. Click he funnel Suttor from the title bar or ight click inside the log viewer module and choose ‘Show Advanced 
Filter’ from the context sensitive menu. The Advanced Filter interlace for AV events will cpen 

2. Seiezt the jier from the ‘Advanced Filter’ drop-down and click Add to appiy the filter. 

  

    

  

- You have 4 categories oi fillers that you can add. Each of these categories can be further refined by either selecting or 
deselecting specific filter parameters or by the user typing a iilter string in the field provided. You can add and configure any 

number of filters in the ‘Advanced Filter’ dialog. 

Following are the cplions available in the ‘Advanced Filter’ drop-iown: 

i. Action: The ‘Action’ option allows you io filler the entries based cn the actions taker by C!S against the detected 
threat Selecting ths ‘Acton’ option displays a drop down field and a set of specific filler parameters that can be 

selecied or deseiectec. 

  
Sdvanced Fier Action   
  

  

  

  

        

    

sj Select ‘Equal’ or ‘Not Equal’ option trom the dros down. ‘Not Equal’ will invert your selected choice. 

>) Now select the checkboxes of the specific filler parameters to refine your search. The parameter available ara: 

。 Quarzntine: Displays events where the user chese to quarantine s file 

。 Remove: Disclays evenis where the user chose to delete an item 

° Ignore: Displays events where the user chose to ignore an item 

°  Ostest: Cispiays events for detection of a malware 

| comon0 =
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。 Ask: Displays events when user was asked by alert conceming some Defense+, Fiewajli or Antivirus event 

。 Restore: Displays events of the applications thet were quarantined and restored 

° Block: Displays events of the applications that were blocked 

For exampie, if you checked the ‘Quarantine’ box then selected 'Not Equa’, you would see only those Events where 

the Quarantine Action was not selected at the virus notification alert. 

ii. | Leeation: The ‘Location’ option enables you to filler the iog entries relaied to events fogged from a specific locaticn. 

Selecting the 'Locaiion’ option displays a drop-down field and text entry flelc. 

AA QQ Y U
Y
     

  

Advanced Filter :Location 
  

  

      
          

  
  

      

SS comer ATELELUES RRO eg SOE LEAR EL iene 

a) Select ‘Centzins' or ‘Does Not Contain’ cption from the drop-down fiald. 

bd) Enter the texi or word that needs to be filtered. ， 

For exampie, if you select ‘Contains’ option from the drop-down and enter the phrase 'C:\Samples\’ in the ‘ext field, 
then ail evants containing the entry ‘C:\Samples’’ in the Location fieid wil be displayed. If you select ‘Bows Not Contain’ 
option from the drop-down feid and enter the phrase ‘C:\Samoles\’in the text field, then all events that do not have the 

entry 'C:\Samples\ will be displayed. 

iii. Malware Name: The 'Malware Name’ option enables you to filter the log entries relaied to specific malware. 
Seiecting the ‘Malware Name’ cplicn displays a drop-down fieid and text entry field. 

  

  

  

    

  

  

  

@} Select ‘Contains’ or ‘Doss Not Contain option from the drop-down field. 

>) Enter the tex! in the name of the malware thai needs to be fillerec. 

For exempie, if you choose ‘Contains’ option from the drop-down and enter the phrase ‘Bluic-Force’ in the text fied, 

then ail events containing the entry ‘Bluto-Force' in the Mahvare Name field will be displayed. If you choose ‘Does Not 
Contain’ cpiicn from the drop-down and enter the phrase ‘Bluto-Force’ in the text field, then ail events thai do not have 

the entry ‘Biuto-Force' in the ‘Malware Name’ fisld will be displayed. IBM - Ex. 1002-Part 6 of 10, Page 2282 
IPR2025-00379 (IBM v. Croga)



      
      
NRO ~ | como: 

ee 
ayainsi the deat by CIS. Selecting the ‘Status’ option displays s drop-down field and a set of specific filter 
parameters that can be selected or deselected. 
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‘ 

a) Sefect ‘Equal or ‘Not Equal’ opion fom the drop-down feld. ‘Noi Equa? will invert your selected choice. 

b Now select the checkboxes of ihe specific filler parameters to refine your search. The parameter available are: 

e Success: Dispiays Evenis that successfully executed (for example, the malware was successfully 
quarantined} 

Failure: Cisplays Events that failed to execute (for example, the database malware was noi ~ 

disinfected) 

Nate: More than one filler can be adcied in the ‘Advanced Filter’ pane. After adding one filter type, select the next lifer type and 
click ‘Add’. You can also remove a filter type by clicking ihe 六 button at the tcp right of the filler pane. 

  

    
  Click ‘Apply’ for the filters to be appiied te the Antivirus log viewer. Only those entries selecied based on yeur set filler 

criteria wil be displayed in the jog viewer. 

Fer clearing ali the filters, cpen ‘Advanced Filter’ pane and remove all the filters one-by-one dy clicking the 'X’ button at 
ihe top right of each filter pane and click ‘Apply’. . 

2.6.2. Firewall Logs 

Comodo Internet Security records a histon of ali actions taken by the #rewali. Firewall Events’ are genereied and recerded for 
various feasons - including whenever an application of process makes a connecion attempt that contravenes a rule in your 
Sauls seis or whenever there is a change in Firewall configuration. , 

‘ The Firewait logs can be viewed by selecting ‘Firewall Evenis’ from the ‘Show’ drop-down of the log viewer interface. 
Allernatively, the Firewail log screen can be accessed by clicking the number beside ‘Network Intrusions’ in ihe Advanced View 
of the Home screen in the Firewali pane.
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Date - Contains precise detaiis of the date end time oi the connection attemct. Coe 

Application - Indicates which application or process propagated the event. If he application has no icon, the default 
system: icon ior execttabie files ars used . 

Action - Contains the flags attached io the events, indicating hcw the frewall has reacted to the connection attempt. 

Target - Indicates whether the connection attempt is inbound or oulsound. 

Protocol - Represents the Protocol used by the application that atternpted to create ihe connection. This is usually 

TCPAP or UDP - which are the most heavily used networking protocols. 

Source IP - Stales the IP address of the hocst that made the connection ailempl. This is usually the 1P address of your 
computer for oulbound connections. 

Source Port - States the port number on the host at the scurce IP which was used to make this connection attempt. 

Destination iP - Siates the IP address of the host to which the connection altempi was made. This is usually the iP 
address of your computer for inbound connections. 

Destination Port - States the port number on the host a? the destination {P to which the connection attempt was 

made. 

Alert - Gives the deiails of the alert displayed for the event 

  

Te expori the Firewail fogs as a HTML file click the Export bulton of right click inside the log viewer and choose 
- ‘Fanart fram the’eanteyt sensitive menu, 

  

Te open a siored CiS iog file, click the Open bution
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*  Teretresh the Firewall logs, click the Refresh butto ight click inside the log viewer and choose ‘Refresh’ 

from the coniext sensitive menu.. 

  

。  Teclear the Firewail tags click the Ctear dutto 

2.0.2.1. Filtering Firewall Logs 

  

Comodo Internet Security allows you to create custom views of all logged events according to user defined criteria. You can use 
¢ 4 上 + ate ’ the following tees of filters: 1 

6  Pyasst Tine fikers 

e = Advanced Fillers 

Clicking on the handle at the bottom enables you ic filter the fogs for a selected lime period: 

  

M
M
U
 

01/21/2014 

Me,
 

  

» Today - Dispiays ail logged events for today. 

» Current Week - Displays ail logged events during ihe curreni week. (The current week is caiculated from ths 
Sunday to Saturday thai hoids the current date.} 

。 Current Month - Displays ali jogged events during the month that holds the current date. 

*  Enfire Period - Dispiays every even! logged since Comodo Internet Security was installed. (if you have cleared 
the log history since installation, this option shows all logs created since tha! clearance}. 

° Custom Filter - Enables you to seleci a custom period by choosing the ‘From’ and To dates under Please 

Seleci Period? 

Allernatively, you can right click inside the log viewer module and choose the lime psricd. 

           

  

SSS 

A
A
A
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Having chosen a NSSSE ime fiNsy, you can further refine the displayed events according to specific fillers. Following are 
available filters for Firewail togs and their meanings: 

* Action - Displays events according ic the response (or action taken) by the frewali 

+ Application - Cispiays only the events propagated by a specific application 

* Destination jp - Displays only the events wilh a specific target 1P address 

+ Destinalivis Port - Displays only the events with a specitic target port number 

e ‘Direction - Dispiays only the events cf Inbound or Culbound nature 

° ”Protocol - Displays only the events that involved s specific protecol ~ 

。 Source IP address - Displays only the events that originated from a specilic IP address 

=。 Source Port - Displays only the events thai originated irom 2 specific port number 
r 

To configure Advanced Filters for Fi rewall events 

  

4. Slick He funnel Dutton from the title bar or righi click inside the log viewer module and choose ‘Show Advanced 
Filter fom the context sensitive menu. The Advanced Filter interface for Firewail events will apen. 

2. Select the jiier from the ‘Acvanced Filter’ drop-down and click ‘Add’ to appiy the filter. 

DRD—DIWW «Wn 

  

    
  

advanced Fitter :Acton 

—_ Action 

  

Application 

Destination PP 

Destination Pert 

Cirection 

i Protecol 

Source P   Source Pert     

SO 
PRO es 

: ) 
You have & categories of fiters that you can add. Each of these categories can be further reiined by either seiecting or 
deselecting specific filter parameters or Dy ine user typing a filler string in the fleld provided. You can add and 
configure any number of filters in ths 'Advanced Fitter dialog. 

Following are the options available in the “Advanced Fifer drop-down: 

i. - Action: Selecting the 'Acion option displays a drop-down bex and a set ci specific filter parameters that can be 
seleciad or deselected. os .
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2) Select Equal or ‘Not Equal’ opiion from the drop-down box. ‘Not Equal’ will invert your selecied choice. 

bj Now select the checkboxes of the specific filler paremeiers to refine your search. The parameter available are: 

* Blocked: Cisplays list of events that were blocked 

* Allowed: Displays list of events that were allowed 

° Asked: Dispiays list of events that were asked to the user 

° Suppressed: Displays fist of events that were suppressed by the user 

ii, Application: Selecting the ‘Appiicaticn’ option displays a drop-down box and text entry field. 

WWW 

  

Advanced Fitter iAppiication 
  

    

  

  

              

          

    
  

  

aj Select ‘Contains’ or ‘Does Not Contain’ option from the drop-down box. 

? 5 Enter the text or word that needs to be filigred. 

For exampie, if you choose ‘Contains’ oplion from the drop-down and enter the phrase ‘Bluio-Force’ in the text fieid, 

then ail events containing the entry ‘Bluto-Force’ in the ‘Application’ column wiil be displayed. If you select ‘Does Not 

Contain’ cpiion from the drop-down field and enter the phrase ’Bluto-Force’ in the tex! field, then ail events that do not 
have the entry ‘Bluto-Force’ in the Application cclumn will be displayed. 

‘ 

iii, Destination IP: Selecting the 'Bestinaticn IP’ option displeys two droo-down boxes and a texi entry field.
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Aavanced Fitter :Destination IP 
  

  

  

  

            
  

                    
a) Select ‘Equal’ or ‘Not Equal’ option irom the drop-down box. ‘Not Equal will invert your selecied choice. 

>) Select 1Pv4' or 1Pv6' from the drop-down box. 

  

  

  

    

        

c} Enter the destination system's IP address that needs to be Sitered. / 

For exempie, if you choose ‘Contains’ option from the drop-down, select iPv4 and enter 192.158.111.111 in the text ， 
field, then ali events coniaining the entry ‘192.768, 111.177 in the ‘Cestination IP’ column will be dispiayed. : 

iv. Destination Port: Selecting the ‘Destination Port’ option displays a drop-down bex and text entry field. 

Aavanced Fitter {Destination Port 

Greater Than 

i Greate: Than: Equal 

‘tess Than e | 
i Less Than Or Equal 3 

iNet Equal     

  

@} Select any one of the follewing option the crcp-dcwn box. 

° = Equal . r 

° =: Greater than 

e Greaisr than or Fqual 

e Less than 

Less than or Equal 

* Not Equal 

bj Now enter the destination port number in the tex! entry field. 

For exempie, if you chocse ‘Equal epticn freny the drep-dawn end enter 8080 in the text field, then ail events 

containing the erry ‘8080’ in the ‘Destination Port’ column wil be dispiayed. 

¥. Direction: Selecting the ‘Direction’ option displays a drop-dewn box and a set of specilic filler parameters thal can 

be selected or deselected.
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dvanced Fitter {Direction   

  

  
  

  

a} Select ‘Equal’ or ‘Not Equal’ option irom the drop-down box, ‘Not Equal’ will invert your selecied choice, 

5) Now select the check box of the specific ier parameters to refine your search. The parameter available are: 

in: Displays a list of evenis that were directed into the system 

Out Displays a list of events thai were directed ou! of the system 

vi. Protocol: Seleciing the ‘Protocol option displays a drop-down box and a set of specific filler parameters thai can 

be selected or deselected. 、 

  

  

    
  

  

        

  

a) Seiect Equal or ‘Not Equal’ option from the drop-down bcx. ‘Nol Equal will invert your selected choice. 

>) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are: 

Top ~ 

“ * UDP 

‘ ICMP 

iPV4 

iGMP 

SGP 

PUP 

iDP 

IP¥6 

ICMPVE 

ND 

Vii. Source IP: Selecting the ‘Source IP’ option displays ‘wo drop-down boxes and a set specific filter parameters thal 

can be smected or deselecied.
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a) Select Equal or ‘Not Equal’ option from the drop-down box. Not Equaf will invert your selected choice. 

5) Select 1Pv4 or 'IPv6' from the drop-down box. 
c} Enter the scurce system's iP address that needs tobe fifered. + 

viii, Source Post: Selecting the 'Staius’ option displays a drop-down box and a set specific filler parameters thai can 

be selected or deselected. 

  

  
  

    

    
    

      

      

    

            

veater Than 

reater Than Or Equal 

    
2) Select any one of the following option the drop-down box. 

Equa} 

Greater than 

Greater than or Equal 

Less than 

Less than or Equal 

. Not Equal 

>) Now enter the source port number in te text entry Heid. 
一 

  

Nis: More than one filer can be added in the ‘Advanced Filter pane. After adding ons filter type, selec! the next fiter type and 

click ‘Add’. You car: also remove a filter type by slicking the ‘X’ button al the top fight of the filler pane,      
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。 Click Apply for the filters to be appiied to the Firewall iog viewer. Oniy those entries selected based on your set filter 
criteria wil be displayed in the jog viewer. 

° Fer clearing ali the filters, cpen ‘Advanced Filter’ pane and remove all the #lters one-by-one by clicking the ‘Xx’ button at 
ihe top right of each filler pane and click ‘Apply’. 

2.6.3. Defense+ Logs 

¢ 
Comodo intemet Security records a history of ail actions taken by Defense+. Defense+ Events are generated and recorded for 
various reasons. Exempies include changes in HIPS seitings, when an application is auto-sancboxed by Behavior Blocker, when 

an application or process attempts fo access restricted areas cr when an action occurs thai contravenes your NFS Nulessts, 

The Defense+ logs can be viewed by seleciing ' Defense+ Events tab from the ‘Show drop-down of the leg viewer interface. 
Altematively, the Defense+ iog screen can be accessed by clicking the number besice ‘Slocked intrusions’ in the Advanced View 
of the Home screen in the Auto-Sandbox pane. 

5 olan | ae 
  

  

  

17212014 3... SY catccuments and § s\.. Scanned Cri... 

212016 3... CnDecaments and Settings’... “Modify ey HIKUUSS-7-5-24-121 44d... 

      

    

  

mamMes 这 ais and Setiingss... Direct Monitor...       

vans... Sows: ngs... Scanned Cri. 

    
Column Descriptions 

1. pate - Contains precise dstaiis of ihe date nd time of the access attempt. 

2. Application - Indicates which application of process propagated the event. ff the application has no icon, the default 

system icon icr executabie files are used. 

3. Flags - Indicates flags set for the kinds of actions agginst the event ingqgezed by the fife. 

4. Target - Represenis the iocation of the target fifo. 

5. Alert - Gives the details 6? ihe aiert displayed for the event 

    
or nght click inside the log viewer and 

  

* Te exnori the Defense+ logs as a HTML tile click the ‘Export’ butto: IBM - Ex. 1002-Part 6 of 10, Page 2291 
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choose ‘Export’ from the context sensitive menu. 

  

° Toopena stored CiS log file, click the ‘Cpen’ butten = 

   

  

° Te refresh the Dofenset logs, clicx the 'Refresh’ button : right click inside the log viewer and choose ‘Refresh’ 

from the context sensiive men. 

。  Toclear the Cefense+ logs click the ‘Clear button # 

2.6.3.1. Filtering Defense+ Logs 

Cu:nodo Inlemet Security allows you to create custom views of al logged evenis according to user defined criteria. You can use 

the following iypes of fillers: , 

  

o 

eo 

Braesd Tisna CHear. 
NSNN Hs FACTS 

1 

  

  

* Today - Cispiays ail logged events for ioday. ， 

。 Current Week - Dispiays ail logged events during the current week. (The current week is caiculated from the . 
Sunday to Saturday thei hoids the curreni date.} 

» Current Month - Displays all logged events during the month that holds the current date. 

» Entire Period - Displays every event caged since Comodo Internet Security was insialled. (If you have cleared 
the log history since instailation, this cpticn shows all logs created since that clearance}. 

。 Custom Filter - Enables you to selec 2 custom period by shoosing the ‘Frony’ end To dates under ‘Please 

Seleci Period . 

Altematively, you can right click inside the log viewer madule and choose the time pericd. 

了
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Having chosen 4 SSSSS sinse fier from the top panel; you can further. refine the displayed events acccrding te specific filters. 

Following are available filters for Gefense+ logs and their meanings: 
    

   

¢ Application - Dispiays only the events propagated by a@specific application 

*。 Flags - Displays events according ic the response (or action taken) by Defense+ 

。 Target - Displays only the events that involved a specified target application ° 

To configure Advanced Filters for Defense+ events 

  

1. Click the funnel button rom the lille bar or right click inside the log viewer module and choose ‘Show Advanced 
Filter fom the context sensitive menu. The Advanced Filter interface for Gefense+ events will open. 

2. Select the fitter from the ‘Acvancec Filler’ drop-down and click ‘Add! to apply the filter. 

  

SN 
N N 

Rg 
N N 
N 要 
g 

  

  

You have 3 catagories of filter that you can add. Each of these categories can be further refined by either selecting or 

deselecting specific filter parameters or by the user typing a filter string in the feld provided. Following are the options - 

availabie in the ‘Advanced Fille’ drop-down: , 

Application: Adding the ‘Application’ option displays a drop-down fieid and texi entry fieid.
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Advanced Filter ;Appiication   
  

  

  

  joes Not Conzain 
  

  

a) Select ‘Contzins’ or ‘Does Not Contain’ eption from the drop-down menu. 

bd) Enter the texi or word that needs to be fillered. 

For exampie, if you choose ‘Contains’ option from the drop-down and enter the phrase joyvecyf in the tex! field, then 
ail events containing the entry ‘loyveoy!’ in the ‘Application’ column will be displayed. If you choose ‘Does Not Contain’ 
option from the drop-down and enter the phrase ‘loyveoyl’ in ihe tex fieid, then ail evants that do net have the eniry 

“oyveoyl in the ‘Application’ column will be displayed. 

ij. Flags: Selecting the ‘Flags’ option displays a drop down-menu and a set of specific ter parameters that can be 

selected or deselected. 

  

  

  

        
                

2) Select ‘Equal’ or ‘Not Equal’ option from the drop Gown menu. ‘Not Equa’ wil invert your selected cheice. 

bd) Now select the chesk-boxes of the speciic titer parameters to refine your search. The parameter available 

are: 

。 — Sandboxed As 

e  Ssanned Online and Found Safe 

© = Suamed Snrllne and Found iMmarciods 

。 Access Memory 

« Create Process 

Terminate Process IBM - Ex. 1002-Part 6 of 10, Page 2294 
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。 Modify Key 

e Modify File 

« Direct Memory Access 

* Direct Disk Access 

_* Direct Keyboard Access 

° Direct Monitor Acesss 

° Load Criver 

¢ Send Message 

e Install Hank 

+ Access COM Inierfaco 

- Execute Image 

«  DNS/RPC Client Access 

* Change Deiense+ Mode 

° Shetcode Injection 

° Bleck File 

=。 Suspicious 

« Hook 

» — Alert Suppressed 

For exampie, if you chocse ‘Equal’ frem the drep-dewr and select 'Sandboxed ss fromm the checkboxes, only the 

events of applications auto-sandboxed by Behavicr. Biocker.will.be dispiayed. If you chocse 'Not Equal’ from the drop- 

down field and select 'Modify Key' check box, then all events thai do not have the entry ‘Modify Key’ in the Flags’ - 

coiumn will be dispiayed. You cen select more than one check box options from: this interface, as required. 

* i. Target: Selecting the ‘Target’ option displays a drop-down menu and text entry field. 

  
Sdvanced Fitter i Target   

      
  

  

antains 
              

    

  

  

a} Select ‘Contzins’ or ‘Does Not Centain’ option frem the drop-down menu. ) 

bj Enter the texi or word that needs to be filtered from the Terget column. 

For exampie, if you chosse ‘Contains’ from the drop-down and enter the phrase ‘svchost.exe’ in the text fieid, then ail 

events containing the entry ‘svchost.exe’ in ihe Target’ column will be displayed. If you choose ‘Does Not Contain’ 

from the drop-down and énter the phrase 'svchosLexe’ in the text Heid, then al! events that do not have the entry 

‘svchost.exe’ in the Target’ column will be displayed. 
  

Note: More than one filter can be added in the ‘Advanced Fitter pane. After adding one filter type, seleci the next filter type and 

click ‘Add’. You car: also remove a filter type by clicking the X button at the tcp right of the filler pane. 
  

  

+ — Click ‘Appty’ for the filters to be appfied te the Firewall! iog viewer. Only those Defense+ entries selected based on your 

set fier criteria will be displayed in the log viewer. , 

。 Fer clearing ali the filters, cpen ‘Advanced Filter’ pane and remove alll the filters one-Dy-one dy clicking the ‘x’ button at 

the top right of each filter pane and click ‘Apply’.
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2.6.4. Website Filtering’ Logs - 

Comodo Internet Security maintains a log of Websites allowed cr blocked to snecific users by the Website Filter’. 

You can configure rules to allow or block access to specific websites for particular users of your computer under Advanced 
Setiings > Security Settings > Firewall Settings > Website Filtering. For more details on configuring the Website Fifer, refer tc 
the section Webs8e $Btering. The Websile Filtering log snables you tp analyze the attempts made by the cther users to access 
the blocked or ailowed websites. 

The ‘Website Filtering’ logs can be viewed by choosing the Website Filtering’ from the ‘Show’ drap-dawn of the log viewer 
interface. 

3 

   

  

  

12172014 4... hulp. obession.ce.uas‘rebocifimages‘recover-a... 

    
    

V212016 12:... > hile.scuulpizza.com ¢ 

      

  

    
Cotumn Descriptions 

4. Date - Contains precise detaiis of the date and time of the event 

Website - Shows the url of the website that was blocked or allowed as cer the rules configured in the Website Filtering 
interiace. ; 

ha
 

3. Category - Indicates the predefined category ip which the website belongs. 

4. Action - Indicates whether the access to ihe websile was aliowed or biocked to the user. 

  

° To export the ‘Website Fiiering logs as a HTML file click the ‘Export’ butto of right click inside the jog viewer 

( "and choose ‘Export from the context sensitive menu. 

* Tooren a siored CIS log file, click the ‘Open’ button     
。 Te refresh the Alerts logs, click the Refresty button ? or night clicx inside the log viewer and choose ‘Refresh’ from 

the context sensitive menu.. 
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    。  Teclear the Aleris logs click the ‘Clear’ buiton 

2.6.4.1. Filtering ‘Website Filtering’ Logs 

Comodo Internet Security allows you ic create custom views of al logged events according to user defined criteria. You can use 
ihe following types cf filters: 

  

Clicking on the hancle at the bottom enables you ic filter the logs for a selecied time period: 

        

   
   

SY ei
 

L
L
L
 

  

一
 

01/21/2014    
    Hi

.    
      

* Today - Cispiays ail logged events for ioday. 

° Current Week - Dispiays ail logged events during the current week. {The current week is caiculated from the 
多 

Sunday to Salurday thai hoics the curreni date.} 

> Current Month - Displays al! jogged evenis during the month that holds the current date. 

* Entire Period - Dispiays every eveni loaged since Comodo Internet Security was installed. (If you have cleared 
the log history since instailaticn, this option shows all logs created since thai clearance}. . 

。 Custom Filter - Enables you to select 2 custom period by choosing the ‘From’ and ‘fo’ dstes under ‘Pisase 
Select Period 

Alternatively, you can right click inside ihe log viewer module and choose the time pericd.

IBM - Ex. 1002-Part 6 of 10, Page 2297 
IPR2025-00379 (IBM v. Croga)



     Se 
NSS     

  

  
  

ime SET im the top panel, you can further réiine the displayed events according tc specific 浊 lers. 
ts for Defense+ logs and their.:meznings: 

   

   

Having chosen a steses 
Following are available # 

。 Website - Dispiays only the events hat involve a specific website 

Category - Cispiays only the events that involve attempts tc access the websites of the specified caiegory 

Action - Displays only the events that involved the specified action ° 

To configure Advanced Filters for Defense+ events 

    

1. Click the funnel Cuitor from the title bar or right click inside the log viewer module and choose 'Show Advanced 
Filter from the context sensitive menu. The Advanced Filter interiace for "Website Filtering’ events will open. 

  

Select the filter from the ‘Advanced Filler’ drop-down and click ‘Add! to apply the filler. 

  

; Category 

i Action 
  

  

You have 3 categories of ffier that you can add. Each of these categories can be further refined by either selecting or 
deselecting specific filler parameters or by the user typing a filler string in the feld provided. Following are the options 
availabie in the ‘Advanced Filter’ drop-down: 

Website: Adding the Website’ option displays a drop-down menu and tsxt entry field.
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a) Select ‘Equal’ or ‘Not Equal’ opiion from the drop-down ment:. 

bj] Enter the url of the website that needs ic be fitered. 

For exampie, if you choose ‘cqual’ cption from the drop-down and enter the phrese Tacebook.com’ in the text field, 
then ail events that involve the website ‘facebock.com in the ‘Website’ column will be displayed. If you choose ‘Noi 
Equal option from the drop-down and enter the phrase facebock.com’ in the text feld, then al! events that do not 
involve facebcox.cem’ will be displayed. 

ii. Category: Selecting the ‘Categcry’ cpticn dispiays a drap down menu end text entry field. 

  

Savanced Fitter iCaiegory 
  

    

    

  

            

  

Daes Net Contain 

  

a) Select Conigins' or ‘Does Not Contain’ ception from the drep-dewn menu. 

bj Enter the predefined category cj websites that needs to be filtered from the Category column. 

For exampie, if you choose ‘Contains’ option from the drop-down and enter the phrase Malware Sites’ in the text fieid, 
then aif events that invoive the websites failing within the category will be displayed. if you choose ‘Does Net Centair' 

option from the drop-down and enter the phrase 'Malwere Sites’ in the text fel, then al! events that do not invoive the 
websites defined within the Maiware Sites calegcry will be dispiayed. 

ii. Action: Seleciing the ‘Acticn’ cpticn cisplays @ crop-dewn menu and a set cf specific Hter parameters that can be 

selected or deselested.
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Seiect Equal’ or ‘Not Equal’ option from the drop down menu. 'Not Equal wil invert your selected choice. 

bj New select the check-boxes of the specific fier parameters to refine your search. The parameter availble 

a) 

are: 

» Allow 

= — Bleck 

* Ask 

For exampie, if you choose ‘Equal’ option from the drop-down and select ‘Block’ from the checkboxes, only the events 

that involve biosking the access to the websites to the users will be displayed. if you choose ‘Noi Equa!’ option from 
the drop-down and select ‘Block’ check Dox, ail the evenis that do not involve biccking the websites will be displayed. 
You san select more than cne check box options from this interface, as required. 

  Nove: More than one filter can be added in the ‘Advanced Filter pane. After adding one Hlter typs, seleci the next fiter type and 
click ‘Add’. You can also remove a ilter type by clicking the X' button at the tcp right of the filter pane.     
  

Click ‘Apply’ for the fillers to be applied ic the Website Fitering log viewer. Oniy those ‘Website Filtering’ iog entries 
selecied based on your filter criteria will be displayed in the log viewer. 

Fer clearing aii the fillers, open ‘Advanced Filter pane and remove all the filters one-Dy-one by clicking the 'X’ bulton at 

the top right of each filter pane and click ‘Apply’. 

2.6.5. Alerts Logs 
CIS maintains a history of pop-up security aleris generated by its Antivirus, Firewall and Defense+ components and the actions 

taken against the threats discovered, depending on the response to the alerts dy the user. 

ft 

Tha Alerts logs can be viewed by selecting ‘Alerts’ from the ‘Show’ drop-down of the iog viewer interlace.
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chrerne. exe i chrome.exe... UVZ2ta Allow Rerne... 

  
Vinss Wind. CPragram... O1/22/14 

  

Virus. Wvind2.3... CiPragram.. 0122/14. 

        

surfer.exa iste... sutfereane... 1/224 .   
Column Descriptions 

Date - Contains precise detaiis of the date and time of the alert generation. 

Type - Incicaies the type of the alert, whether iis a, Antivirus, Firewall cr Defense+ (HIPS, Behavior Blocker or Autc- 

Sandbox) alert. 

Description - Brief descriplicn of the #le or the event thal triggered the alert. 

Advice - Advice offered by CIS on how lo respond for the alert. 

Answered - indicates whether the alert has been answered by the user and # answered, contains precise details of 
the date end time of response from the user. 

Answer - Indiszies the response given by the user. 

Flags - Indicates flags set for the kinds of actions against the event Higgered by the fiie. 

Treat As - Based on the response how the file is treated, whether itis trezied zs a safe application, instailer and so 

ch. + 

Event - Clicking ‘Related Event’ opens the details ci the event that has triggered the alert. 

    

To exgort the Alerts jogs as a HTML Tile click the ‘Export’ bution : Fight click inside the log viewer and choose 

‘Export from the context sensitive menu. 

    

  
   

Te oven a siored CIS log file, click the ‘Open’ button 

Te reiresh the Alerts fogs, click the ’Refresh’ bution 去 or fight click inside the log viewer and choose ‘Refresh’ from 

the context sensitive menu. 

Te clear the Alerts logs click the ‘Clear’ buito IBM - Ex. 1002-Part 6 of 10, Page 2301 
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Comodo Internet Security allows you ic create custom views of al iogged events according to user defined criteria. You can use 
the foilowing types cf filters: - 
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° Today - Cispiays ail logged events ior today. 

。 Current Week - Dispiays ail logged events curing the currant week. (The current week is calculated from the 
Sunday to Saturday thai hoids the current date.} 

» Current Month - Displays ali jogged evenis during the month that holds the current cate. 

* Entire Period - Dispiays every event jcgged since Comodo Internet Security was insialled. (If you have cleared 
the log history since instailaticn, this cplicn shows all logs created since thai clearance}. * 

. ‘ 

。 Custom Filter - Enables you to select s custom period by choosing the ‘From’ and ‘To’ dates under ‘Please 
Seleci Period’ ， 

Alternatively, you can right click inside the log viewer module and choose the time pericd. 

  

    
  

  
You can further refine the displayed events according to specific fiers. Following are available filters for ‘Alerts’ logs and their 
meanings: 

。 Advice: Displays oniy the log of slerts that matches the advice entered
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Answer: Dispiays only the iog of alerts that were answered by you with the’selected response 

  

+ Answered Displays only the log of alerts that were answered on a selected dais and time 

¢ Description: Displays only the log of alerts that maiches the description entered 

° Flags: Cispiays only the jog of alerts based on the selected flags set for the corresponding events 

° Treat As: Displays cniy the log of alerts based on their ‘Treat As’ response you eniered in the pop-up alert 

¢ Type: Displays only the icg of alerts of selected type. They can be Antivirus, Firewail or Defense+ (HIPS, Behavior 

Blocker or Auto-Sandbox) alerts. 

To configure Advanced Fillers for Alerts Displayed 

    

1. Click the funnel Dutton rom: the title bar or éghi click inside the log viewer module and choose 'Show Advanced 
Filter’ irom the context sensitive menu. The Advanced Filter interface for ‘Aleris’ logs will open. 

2. Select the filer from the ‘Acvanced Filter drop-down and click ‘Add! to appiy the filler. 

  

Advanced Fitter jAdvise 

: Answered 

Gescription 

Flags 

Treat As     Type 
  

  

You have 7 categories of fitters that you can add..Each of these categories can be further refined by either.seiecting oF 

\ deselecting specific filler parameters or by the user typing a filler string in the Sele proviced. You can add and 
confiqure any number of filters in the "Advanced Fitter dialog. 

Foilowing are the cptions available in the Add drop down menu: 

Advice: The ‘Advise’ option enables you ts fiter, the alerls based or advices giver by CIS in the alert. Selecting 

the ‘Advice’ cption displays 2 drop-down field end text entry field. 

MX 
  

  

  

  

  Contains Du can safely allow this request 
  

      

                
does Not Contain 
  

  
a) Select ‘Contains’ or ‘Does Not Contain’ option from the drop-down rrenu. 

&) Enter the text cr word as your 全 er criteria. 

For exampie, if you choose ‘Contains’ opticn from the drop-down and enter the phrase ‘you can safely aliow this 
request’ in the tex! field, then only the entries containing ‘you can safely allow this request’ in the ‘Advise’ column willIBM - Ex. 1002-Part 6 of 10, Page 2303 
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be displayed. 

ii. Answer: The ‘Answer option enables you to filler the alerts based on how you answered for the alerts, Selecting 

the ‘Answer opton displays a drop-down box and a set of specific filter parameters that can be selected or 
deselecisd. 

  

Advanced Filter Answer 
  

  

  

      

  

a) Seiect ‘Equal’ or ‘Not Equal’ opiton from the drop down menu. 'Not Equa’ will invert vour selected choice. 

b} Now select the check-boxes of the speciiic filisr parameters to refine your search. The parameter available 

are: 

Unknown 

+ Allow 

° 6 Deny 

e = Treat As 

e = Sandbox 

。  Time-out 

=。 Disinfect 

* Quarantine 

*  Skie Gace 

° Add to Exclusions 

* Add to Trusted Files 

_° False Positive 

e Skip 

« Terminate 

« — Keep inside Sandbox 

_— Run cuisice Sandbox 

For exempie, if you chocse ‘Equal’ from ths drop-down and select ‘Add to Exclusions’ checkbox, only the log of 
Antivirus aierts for which you answered as ‘Ignore’ > ‘Ignore and Add to Exclusions’ will be displayed. 

iii. Answered: The Answered option enables yau to filter the og based on the date you answerad the alerts, 
Selecting the ‘Answered’ option displays a drop-down Sox and cate entry field.
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Advanced Filter ;Answefed   
  

  

  
  

      
  

VV 

a) Select any one of the following option the drop-down box. 

。 Equal 

Not Equal: 

bj Enter the cate by selecting it from.the calender.displayed by.clicking the drop-down arrow. 

For exampie, if you select ‘Equal’ from the drop-dewn and select 61/22/2014", only the fog of alerts answered cn 
01/22/2014 will be displayed. 

~~ 

iv. Description: The Description option enables you to #er the log based on the description of the altempt displayed 

in the alert. Selecting the ‘Description’ option displays a drop-down feld and text entry field. 

       

    
  

Advanced Filter :Deseripiion   

  

    
t to the intemet 
  

es Net Contain 
  

oC 

a) Select ‘Contains’ or ‘Does Not Contain’ cption trom the drop-down menu. 

>) Enter he tex? or word as your liter crReria. 

For exampie, if you select ‘Contains’ from the crop-down and enter ‘connect to the inteme?’, only the log entries of 
Firewall aleris that contain the phrase ‘ccnneci to the Internet! in the description, will be displayed. 

v. Flags: The ‘Flags’ option enables you filler the entries based on the flags set for the kinds of eciions against the 

event triggered by ihe file. Selecting the Fiags' option displays a drop cown menu and a set of specific fitter 

parameters that can be selected or deselected.
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Aavanced Fitter ;FiagS 

   
  

  

  

  
  

  

    

      

a) Seiect ‘Equal or ‘Not Equal’ option from the drop down menu. ‘Net Equal’ will invert your selected choice. 

5) Now select the check-boxes of the specific fiter parameters to refine your search. The parameter available 
are: 

Remember 1 

Restore Point 

Submit , 

Trusted Publisher 

For exampie, if you choose ‘Equal’ from the drop-down and select ‘Remember’ from the checkbox options, only the 
log eaties of alerts jor which ‘Remember my answer option was selected will be displayed. 

vi. Treat As: The ‘Trea! As’ enables you to filter.the log entries basec on their Treat As’ response ycu entered in.the 

pop-up alert. Selecting the 'Treal As’ option dispiays a drop-down menu and text entry field. 

  

  

  

  

          
      

  

  

sj Select ‘Contains’ or ‘Does Not Contain’ option from the drep-dewn menu. 

5) Enter the text or word as your fitter onteria 

For exampia, if you have chosen ‘Contains’ from the dros-down and entered ‘installer’ in the text fieid, only ihe iog 
entries containing the phrase ‘Installe in the Treat As’ colurnn will be displayed. 

vii. Type: The-Type' option enables you to filler the entries based on the component of CIS thai has triggered the 

alert. Selecting the ‘Type’ option cisplays a drop down menu and a set oi specific alert types thai can be selected 

or deselected.
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               ne 
Aavanced Filter ‘Type 
  

  

  

  

    

  

  

a) Select ‘Equal’ or ‘Not Equaf’ option from the drop down menu. 'Not Equa? will invert your selected choice. 

>) Now select the check-boxes of the specific liter parameters to refine your search. The parameter available 

are: 

« Antvirus Alert 

° —- Firawail Alert 

。 =. Gefense+ Alert 

- © — Behavior Blocker Alert 
For exampie, if you select ‘Equal’ from the drop-down and select ‘Antivirus Alert’ checkbox, only the log of Antivirus 

alerts will be displayed. 

ct 

  

Nate: More than one filler can be added in the 'Acdvanced Filter’ pane. After adding one filter type, select the next lifer typeand 
click ‘Add’. You car also remove a filter type by clicking the '%' button at the top righi of the filler pane.     
  

° Click ‘Apply’ for the fillers to be appiied to the ‘Alerts’ log viewer. Only those entries selected based on your set filter 
”criteria wil be displayed in the fog viewer. : 

。 Fer clearing ali the fillers, open ‘Acvanced Filter’. pane and remove all the filters ane-by-one dy clicking the X button at 
the top right of each filter pane and click ‘Apply’. 

2.6.6. Tasks 

Comodo intemet Security records 4 history of ali the CIS tasks like virus signature detabase updates, scans run and so on. The 
"Tasks Launched’ log window displays a list cf tasks jaunched at various time points with their compietion status andother “ 

deiails. - 

The ‘Tasks’ logs can be viewed by selecting ‘Tasks’ from the 'Show cmp-down of the lag viewer interface.
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Column Descriptions 

1. Date - Contains precise detaiis of ihe date and time-wker the lasi is launched, 

2. Type - Indiczies the tyne of the task. 

3. Parameter - Indicates the parameter (iike scan type) assccizied with ihe task. 

4. Completed - Contains precise deiails of the date and time of the completion of the task. 

5. Code - indicates the oods of ihe task as assigned by CIS. 

6. info& Additional info - Provides additional information of the ‘ask. 

* Te export the Tasks logs as a HTML file click the Expof butten = or right click inside the log viewer and chose 
‘Export’ from ihe context sensitive menu. . 

  

   

  

*  Toopen a siored CIS log fe, click the 'Open’ buiien 

oF right click inside the log viewer and choose ‘Refresh’ from 

  

*  Tereiresh ihe Tasks fogs, click the 'Refresh’ button # 
the context sensitive menu. 

  

* — To clear the Tasks logs click the 'Ciear’ Dutton: 

2.0.6.1. Filtering ‘Tasks Launched’ Logs 

Comodo Internet Security allows you ic create cusiom views of ali logged events according to user defined criteria. You can use 
the following types of filters: 、 

  

Clicking on the handle at the bottom enables you to filter the logs for 2 selecied time period:
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*，  Teday - Cispiays ail logged tasks for today. 

° = Current Week - Dispiays ail logged tasks during the current week. (The current waek is caiculated from the 
- Sunday to Saturday thai hoids the curren date.} 1 
4 

-~ Current Month - Displays all jogged tasks during the month that hclds the current date. 

» Entire Period - Displays every task logged since Comodo Intemet Security was insialled. (If you have cleared 
the log history since instailation, this cplion shows all logs created since that clearance}, 

¢ Custom Filter - Enables you to select 2 custom period by choosing the ‘Fron’ and ‘To’ dates under ‘Please 
Seleci Period? 

Altematively, you can right click inside the leg viewer module and choose the time pericd. 

  

  

      
            

  

You can further refine the displayed events according to specific filers. Foliowing are available filters for Tasks’ logs and their 
meanings: 

。 = Code - Displays the tasks based on the entered code value 

° Completed - Displays the tasks completed on entered date. 

¢ Parameter - Displays oniy the tasks launched that include the selected parameter, like scan profite or the locations 
scanned during cusicm scans. 

-= Type - Displays cniy the selected type of tasks jaunched. They can be a AV Update, AV Scan, Clearing iogs and 
Guaranise Activation. . 

To configure Advanced Pittore fer Tackc' logs 、 

    

1. Click the funnel Puita n the title bar or right click inside the log viewer module and choose ‘Show Advanced 
Filter’ from the context sensitive menu. the Advanced Filter interface for Tasks log viewer will cpsn.IBM - Ex. 1002-Part 6 of 10, Page 2309 
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2. Select the fier fram the ‘Advanced Filler drop-down and click ‘Add! to appiy the filter.     
  

CR KR 

You can chese the category of filter from a drcp down box, Each of these categories can be further refined by either 
selecting or deselecting specific Hlter parameters or by the user typing a Hlter string in the field provided. 

Foilowing are the options available in the ‘Advanced Filter’ crop down menu: 

Code: The Code cpticn enables you to filter the tasks based on their code value. Selecting the ‘Code’ option 

dispiays a crop-cdown field and texi entry field. 

  
Advanced Finer [Code   

  
  

    

  

  

  

2) Select ‘Equal’ or “Not Equal’ option from the drop-down box. ‘Not Equal’ will invert your selecied choice. 

>) Enter the cede or 2 part of # as your filter criteria in the text Heid. - 

For exampie if you have chesen 'Equai’ from the drop-down and entered '0x00002001" in the text field, then only the 
log entries with the value 0x02000001 in the code column will be cisplayed. ， 

ii. Completed: The ‘Compietec’ option enables you to fitter the log entries based on the completion dziss of ihe 

Tasks. Selecting the ‘Completed’ opticn dispiays a drop-ciown Sox and cate entry field.
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Advanced Fitter :Compicted 

      

  

      
  

  

  

  

  

  

  
Today: 1/22/2014 =       

  

t 

2) Select any ons of the following option the Grop-down Dox. 

* ~ Equal 

¢ Not Ecual 

b) Enter the date by selecting it from the calender. displayed by clicking the dron-down arrow. 

For exampie, if you select ‘Equal’ from the drop-down and select 01/22/2014" , only the log of Tasks compleied on 

01/22/26 14 will be displayed. 

ii, Parameter: The Parameter option enables you to filter the entries based on the parameters like scan locations, 
associated with the Task. Selecting the ‘Parameter option dispiays a drop-down feid and tex: entry field. 

  

  

  

    

            
  

  

a) Select ‘Contzins’ or ‘Does Noi Contain’ option from the drop-down menu. 

b) Enter the text or word as your filler crieria. 

For exampie, if you choose ‘Contains’ option from the drop-down and enter the phrase 'Quick Scan in the tex! field, 

then only the entries of Antivirus Scan Tasks with the scan parameter ‘Quick Scan’ will be displayed. 

oN. Type: The Type" option enables you to fiiter the entries based on the type of Tasks iaunchec. Selecting the Type’ 

opticn dispiays a drop down menu and a set of specific task types that can be selected or deseiectec.
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} Select Equal’ or ‘Not Equal’ option irom the drop down menu. ‘Not Equa’ will invert your selected choice. 

  

a 

b} Now select the check-boxes of the spacific filter parameters to refine your search. The pararreter available 

are: 

e ' Antivirus update 

。 = Antivirus Scan 

° Clearing Legs 

+ Activation of guarantee 

° Version upgrade 

Nate: More than one filler can be added in the ‘Advanced Filter.pane. After adding one filter type, select the next fiter.type and 

  click ‘Add’. You can also remove a filter type by clicking the X button at the top righi of the filter pane. 

  

。 Click ‘Apply’ for the fillers to be applied tc the Tasks log viewer. Only those entries selected based on your sei fillar 

criteria will be displayed in the jog viewer. 

For cleating al! the filters, open ‘Advanced Filter’ pane and remove alll the #lters one-by-one dy clicking the X' button at 

the top right of each filter pene and click ‘Apply’. 

2.6.7. Configuration Changes 
CIS keeps track of all the changes made to its configuration since its installation. The ‘Configuraton Chenges' iog viewer 

displays a list of changes to various options and other configuration changes made to the apolication, 

The ‘Configuration Changes’ logs can be viewed by selecting ‘Configuration Changes’ from the Show’ drop-down of the log 

viewer interface.
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Column Descriptions ae 

1, Date - Contains precise detaiis of the date and time o the configuration change. 

Action - Indices the nature of the configuration change. 

Modifier - Indicaies the user that has mace the configuration change. 

2 

3 

4. Object - indicates the CiS objeci that was affecied by the configuration change. 

5. Name - Indicates the name of the rule, program or the file that has been changed. 

6. Old value - Indicates the value of the parameter bsfcre the configuration change. 

7, New value - Indicates the value of the parameter afier the configuration change. 

° To view the full details of a configuration change, place the mouse cursor on the entry in the Cid Value or New Value 

column of the respective row. . 
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e Texpofthe Configuration Changes logs as a HTML file click the Export’ bation 
viewer and choose ‘Export’ irom the context sensitive menu. 

7%) Ue        

  

oF right click inside the log 

  

。  Teopena siored CIS log file, click the ‘Open’ button 

   e To refresh the Configuration Changes iogs, click the ‘Refresh’ bution 22853 or right click inside the tog viewer and 
chocse ‘Refresh’ from ihe context sensitive menu. 

  

。  Teclear the Configuration Changes logs click the ‘Clear’ bulto 

2.6.7.1. Filtering ‘Configuration Changes’ Logs 

Comodo Internet Security allows you ic create custom views of al! iogged evenis according to user defined criteria. You can use 

the following types of fillers: 

  

Clicking on the handle at the bottom enables you ic fiter-the log entries for.a selected tims period: 

      

  

* Today - Cispiays ail logged events for ioday. 

。 Current Week - Dispiays ail logged events during tho current week. (The current week is caiculated from the 

Sunday to Saturday that hoids the current date.} : 

» Current Month - Displays al! ioaged events during the month that helds the currant date. 

» Entire Period - Displays every event logged since Comodo Iniernet Security was installed. (If you have cleared 
the log history since instailation, this oplicn shows all logs created since tha! clearance). 

e Custom Filter - Enables ycu to seleci 2 custom period by choasing the rem and ‘To’ dates under ‘Please 

Seleci Period’ 

Altematively, you can right click inside the log viewer mcdule and choose the time period. 

/
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You can further refine the cisolayed events according to specific fitters. Following are available flters for ‘Configuration Changes’ 

logs and their meanings: - . 

° Action: Cispiays only the selected type of configuration change(s} like change in cpticns, addition of objects, sirings 
and so on. , 

*  Modiffer: Displays only the configuration changes effected by the selected entity lixe the user, response to Antivirus, 
Firewall or Deferse+ Aierts and so on. 

*  Rame: Cispiays only the configureiion change with.the name entered as search criteria. 

- ©  Qbject: Displays only the configuration changes on adcition or removal of selected objecis 

To configure Advanced Filters for Configuration Changes Logs 

“ 

4. Slick the funnel Dutton rom: the tite bar cr fight click inside the log viewer module and choose 'Show Advanced 
Filter’ from the context sensitive menu. The Advanced Filter interface for ‘Configuration Changes’ logs will open. 

Select the fiter from: the ‘Advanced Filter’ drop-down and click ‘Add’-to apply the filter. fo
 

  

  

Name 

i Gbject 

NY N N N 8 N N 
Ny 
NG 
NY N N N N 8 六 
本 

  i 

  

You cary chase the category of #lter from the ‘Advanced Filter’ drop-down. Each of these categories can be further tefined by 
either selecting cr deselecting specific filler parameters or by the user typing a filler string in the Heid proviced. Following are the 
oations available in the Add drop dawn menu: ~ 

Action: The ‘Action’ opticn allows ycu to fitter the log entries based on the actions executed like change in anions, 

addition of objecis, strings and sc on. Selecting the 'Aciion’ option displays a drop-down box and a set of specific 

filter parameters that can be selected oF ceselecied.
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a) Select Equal’ or ‘Not Equal’ option from the drop-down box. ‘Not Equal will invert your selecied choice. 

bj Noi select the checkboxes of the specilic filter parameters to refine your search. The parameters available 

are: 

+ Object Added 

Object Changed 

* Object Removed 

»  Opion Changed 

° String Added 

“8 String Removed 

For exampie, if you choose Equiai in the drop-down and select ‘Cbject Added’ checkbox, then, cniy the log entries with 
2 value ‘Object Added’ in the ‘Action’ column will be dispiayed. 

ii. Modifier: The 'Mcdiier’ opiion allows you to filter the log entries based on the entity that is responsible for the 

configuration change. It can be the user or the response given to an alert Selecting the ‘Modifier optor displays a 

drop-down box and 4 set of specific iter parameters that can be selected or deselected. 

  

  

  

    
    

      
  

  

a) Select Equal’ or ‘Not Equal’ option from the drop-down bex. ‘Nol Equal’ will invert your selected chpice. 

b) Now select the checkboxes of the specific entities thal has effected the change, to refine your search. The 

parameters available are: : 

* User 

e = Auto Leam 

e Antivirus Aleri 

o ”Firewall Alert 

。  BGefense+ Alert 

Behavior Blocker Aiert 

For exampie, if you have chosen Equal in the drop-down and selected Aniivius Alert ' checkbox, fan, only the jogIBM - Ex. 1002-Part 6 of 10, Page 2316 
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entries related io the configuration changes effected by responses to Antivirus Aierts will be displayed. 

  

ii. Name: The Name' option ailows you to 和 er the fog entries Dy entering the name cf the parameter changed. 

Selecting the ‘Name’ option displays a drop-down field and text entry field. 

: TARR ry ERAERESERUAKSR 

t 

Advanced Fitter iName 
  

  

  

  

  

sj Seiect ‘Contains’ or ‘Does Not Contain’ opticn from the drop-down menu. 

bj Enter the name of the change, partly or fully as filter criteria in the iext box. . 

For exenpie, if you choose ‘Contains’ option from the drop-down and enter the phrase Surferexe in ihe texi field, then 
only the log entries containing the surfer.exe in the name column will be displayed. 

iv. Gbject: The ‘Cbiest’ opticn enables you fo filter the log entries related ic the objects modified during the 

configuration change. Selecting the 'Cbjsct option displays a drop down menu and the objects of CIS 

configuration, that can be seiected or deselected. 

  

  

  
  

  
      

      
          

                            
a) Select Equal’ or ‘Not Equa!’ option from the drop down menu. 'Not Equal will invert your selected chcice. 

bj) New select the check-boxes of the specific objects as filler paremeters fo refine your search. Scroll down the 
window to see ail {he parameters options. ; 

For exampie, if you have chosen ‘Equal’ from the drop-down and selected 'Firewail: Mode checkbox only the iog 

entries related io the change of Firewall mode will be displayed. 
  

Sate: More than one filter can be added in the ‘Advanced Filter’ pane. After aciding one filter type, seleci the next fier type and 
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      .... 
click ‘Add’. You can also remove a filter type by clicking the X bulton ai the icp right o? the filter pane. 

o 

  

      

* — Click ‘Apply’ for the filters to be appiied to the Conliguration Changes lcg viewer. Only these entries selected based on 
your set filter criteria will be dispiayed in the log viewer. 

¢ — Fer clearing ali the fillers, open ‘Advanced Filler’ pane and remove ail the iilters one-by-one by clicking the X button at . 
ihe top right of ezch filler pane and click ‘Apply’. 

2./.Get Live Support 
Opens the SeekBuddy instani-chat client and connects you to 2 Comodo support technician. 

  
  

  

    

    
          

  

      

  

  

  
GeekBuddy technicians can help sclve most computer issues that you are experiencing. Do you need help to get ric of a 
particuiarly nasiy virus? Has your computer siowed down te a crawl for no apparent reson? Are you having trouble setting up 
that wireless router you just bought? GeekBuddy techs can offer you expert quidance and, with ycur permission, san even 
remote-desktop inte your computer aid fix your problems while ycu sit back and waich. For more details about this service, 

please refer to Semadts GookBasay. 

2.8. View Active Internet Connections 
The View Connections’ interface displays an at-a-glance summary of ail currently active Intemet connections on a per- 
application basis. You can view ali the appfications that are connected; all the individual connections that each application is 
responsible for; the direciion of the traffic; the source IP and port and the destination IP and port. You can also see tha total 
ameunt of traffic thet has passed in and out of your systsm over each connection. 

This kis? is updated in real ime whenever sn applicaiion creates a new connection or drops an existing connection. The ‘View 

Connections’ is an exiremely useful aid when testing firewall configuration; troubleshooting new firewall policies and rules; 
monitoring the connection activity of individual applications and your system as a whole anc for terminating any unwanted 

connecifons. 

The ‘View active Connections’ interlace can be accessed dy clicking View Connections’ from the ‘Generai Tasks’ interface’ 

Alternatively, this screen can be assessed by clicking the number above Inbound or Outbound in the Advanced View of the 

Home screen in the Firewall pane.
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The View Connections’ interface displays list of ali the currently active Internet connecticns by initiated by various applications 

as a Tree struciure. . 

Column Descriptions
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。 ”Protocol - Shows the appiicaticn that is making the connection, the protecoi i is using and the direction of the #affic， 
Each applicaticn may have more than one connection at any time. Clicking + at the ;ef of the appiication name 
expands the iist of connections made by it. , 

+ Source (IP : Port) - The source IP Adcress and source port that te application is connecting trough. If the 
application is wailing for communication and the port is cpen, il is described as ‘Listening’. 

° ©. Destination {IP : Port} - The destination IP Address and destination port address that the application is connecting to. 
This is biank if the ‘Source’ coiumn is ‘Listening’: ， 

、。 Bytes In - Represents the lolal bytes cf incoming data since this connection was first alowed. 

。 Bytes Out - Represents the total byies of outgoing dsia since this connection was first allowed. 

Context Sensitive Menu , 

* — Right click cn an item in the list io see the context sensitive menu. 

  

  

  

* — If you wish to view the full path of the appticaticn, right click on the application name and select 'Show Fuil Path’, 

。 — If you wish to te:minaia a connection belonging ic an application, right click on the specitic connection and click 

‘Terminate Connecior’. 

* Ifyou wish to open the folder containing the execuiabie file of the application. click ‘Jump to Folder’. 

St gre 人 网 Se < 
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KiSwitch is an advanced system moniicring tool that allows users to quickly identify, menitor and terminate unsafe processes 
and network connections tial are running on their computer. Apart from ciering unparalleled insight and control over computer 
processes and connections, KillSwilch provides you with yet another poweriul layer of protection for Windows computers. 

Comodo KillSwitch can show ALL running processes in granuiar detaiL exposing even those thal were invisible or very deeply 
hidden. You can simultaneously shut down every unsafe process with a single click and can even trace the process back to the 

parent maiware. 

Comodo KillSwiich can be directly accessed from the View Connections’ by clicking the ‘More’ buiton.    

  

  

#1 Comodo KikSwitch is already instalied in your computer, clicking ‘More’ will open the application. if not, CIS will download and 
install Comodo Kiliswitch. Cnce installed, clicking this button in future will open the Killswitch interiace.
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The following must be downloaded and installed: 
  

    
    

    
  

    
  

  
asf yeeses ces ath pmer Pearee eevee te 本 

stall", you egree with user fcanse agreements for al   
。 Read the license agreement by clicking ‘View License Agreement.and click ‘Agree and Install’. C!S will cownlcad ard 

instail the application. 

installing COMODO Killswitch...   
On completion of installation, the Comodo KiliSwiich main interlace wit be opened. Clicking the Network tab will display the the 
Network Connections and Network Utilization panes. -
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None 252 KB LOCAL_SYSTEM 
S32 Trusted None Otsabled 388 KB NT AUTHORITYASYS: 
652 Trusted None Olsabled 3,984 KB NT AUTHORITYISYS: 

- 00 Trusted None Dead $2,228 KB NT AUTHCRITY5Y5 
729 Trusted None ‘Disabled 6,612 KB NT AUTHORITY\SYS: 

+ bt SYouncher_service.exe 892 Trusted None Disabled 5,684 KB NT AUTHORITY|SYS 
£3 党 um_maneger.exe 1056 Trusted None Oicabled 10,780 KB NT AUTHORITYISYS: 

L Yurit.exe 1268 Trusted None Disabled 50,564 KB NT AUTHORITYISYS: 
Ea} Sjovchost.cxe 904 Trusted None Disabled 5.640 KB NT AUTHORITYISYS: 

党 cawp.exe 476 Tnested None Otsabled 23.07 316,204 KB NT AUTHORITYISYS: 
Pathost.oxo 1880 Trusted None Disabled 7,524 KD NT AUTHORITYISYS: 
S*Junsecapp.exo 2584 Trusted None Disabled 4,936 KB NT AUTHORITYISYS" 

SYunipevse.exe 2668 Trusted None Disabled 6,024 KB NT AUTHORITYISYS: 

上  StY}svchost.exe 984 Trusted None Oisabled 5,448 KB NT AUTHORITY|NET 
mn SYondagent.exe 1080 Trusted None Disabled $8,048 KG NT AUTHORITY\SYS: 

HS PE Ysvehest.exe 1112 Trusted None Disabled 24,632 KB NT AUTHORITY'SYS: 
Lo Benauct.exe 3424 Trusted (Inst... None Disabled 5,988 KB COMPANY-3F88) F6): 

bo Yevehost.exe 1344 Trusted None Oisabled 4,544 KB NT AUTHORITYINET. 

-  Ysvchost.exe 1432 Trusted None Disabled 5,368 KB NT AUTHORITYILOC 

上 Phspodisy.exe 1528 Trusted None Olsabled 5,472 KB NT AUTHORITY{SYS”. 
+ 22}d¢-agon_undater.oxe 1668 Trusted (Inst... None Disabled 5,972 KD NT AUTHORITYSYS" 

ccekeuddynsp.exe 1728 Trusted None Disabled 3,984 KB NT AUITHORITY|SYS” 
SYsvehost.exe 3748 Trusted None : * 5,048 KB NT AUTHORITYISYS: 

736 Trusted None   
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r guide for Comodo KilSwitch is availabie at 
ods Sn 

2.9. View Active Process List 
The Active Process List interface displays ali currently active processes initiated by applications thai are currently running in the 

sandbox environment .By tracing an application's parent process, CIS can ceteci whether a non-iusled appiication is 

attempting to spawn an already fusted application and thus deny access rights for that trusted application. This system provides 

the very highest protecticn egainst Trojans, malware and rootkits that try to use trusted software to launch an attack. By default, 

the isi displays the processes of sandboxed applications only, but can be made to display ali the processes from the tight-click 

options. 

The processes of sandboxed applications include: 

  

   
ations are run inside the aute sandzox with access restriclicn as selected in the ° — Autto-Sandbox - Unrecognized a 

, 下 ‘ drop down in Sekavios SSSREY tReet ae anf < | Resta mandkae ankeawe Sy ‘AgO-SSHIHOIK USKAOVH'H IEP} > 

a 
行
 

  

。 Run Vittuai - Applications that are’selected and run in Sandbox. Refar io Russ as 8 

more detaiis. 

* Applications the! are run inside the sandbox using the context sensitive menu - CNcX Seve for more cetails. 

° Running Srowsers inside the sandbox from the Widgei - Sick here for more details. 

°  Crag-and-drop applications on to CIS Home Scresn - Cex hese for more ceilails.
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* Programs that are added manually - Reier to the section ‘Configure Sie Sanddey' for more details. 
. ‘ 

To view Active Process list 

° Click the first Sox in the status pane (‘hire row) in the CIS Widget. 
  

Sofe: The Status Pane is noi displayed by default in the widget. To enable the Status Pane, right click cn the CiS ‘tray icon and 
select ‘Show Status Pane’ from the options. ， 

      

  
  

    

20 Ceomede SRETH-COMEUT... 

3532…Coemodc a. SMITH COMPU 

Olutofores.exe   
。  Altematively, the screen can bs accessed by clicking the number besice ‘Sanccoxed Apps’ in the Acvanced View of 

the Home screen in the Defense+ and Sandbox pane. 

The Active Processes List (Sandboxed Cniy} screen will be cisclaved by default. 
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。 Application - Displays the names of applications that are curenity running. 

e PID - Process identification Number. 

e Company - Displays the name cf the software developer. 

e User Name - The name of the user that started the process. 

。 Restriction - Displays the levei of sandbox selling selected for the program. 

* Rating - Displays the rating of the application whether trusted cr unknown. 

Xight-click cn any process fo: 

+ — Show full path: Cispiays the iocation cf the the executable in addition io it's name. 

+ Show Sandboxed Oniy: Displays the details of the sancbexed programs only. Disabis this option to view ail the current 

active process list. 

= 
a. 人

 。 Add to Trusted Files: The selected unknown program is added to Trusted Flies § 

¢ Online Lcokup: The selected program is compared with the Comodo database of programs and results deciared 

whether itis sale or not. 

。 — Submii: The selected appiicaticn wiil be sent to. Comode fer.anaiysis. 

e Jump to Folder. The folder containing the executable file oi the appiication will open. 

x. The Process Activilies dialog wii display the list activities 
plicn is available only # Virsseegs is enabled under . 

gS. 

  

° Show Activities: Opens the Frocass 
cf the processes run by ihe epolication. 
Beansad atinas AN Nevorses RAR 
NRNSSRNSSSRN SMHS > LISTENS Ss © SSHSVY SIGSA 

    

      
IVES NSS Ee 

Clicking the ‘More’ button at the bottom of the screen will open the Comodo KiliSwiica appiication - an advanced system 

monitoring tool thai allows users fo quickly ider#ify, monitor and terminate any unsafe processes that are running on your 

sysiem. 
: 

eucee 7 2         
        

beficrasnh 

  

Comede 

SMASH MAAS 

_.. RNR RN
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if KillSwitch is not yet installed, clicking this bution will prompt you to download the application. Refer to the section ently asd 
时 . 

SHE Ussavo Syagesses for more details. 

      
3.Firewall Tasks - introduction | 
The Firewail component of Comodo Intemet Security {hereafter known simply as Comodo Firewall) offers the highest levels cf 
security against inbounc and outbound threats, steaiihs your computer's ports against hackers and biocks malicious sofiware 
from transmitiing your confidential data over the intemei. Comodo Firewall makes it easy for you to specify exactly which 
arplicatione are allowed ic conncat fo the Intemet ond immediately warms you wher there is suspicious activity. 

it can be accessed at all times by clicking cn the ‘Firewall Taekc band from: the Tasks’ interface. 

The Firewall Tasks ana provides easy access to all major features and seilings. From here, you can configure Intemet access 
rights per-application, stealth your computer porls, manage available networks and even biock ail nsiworx traffic in and cul of 
your computer. In ‘Advanced Settings’ you'l be able to specify overall firewall behavior and configure advanced settings such as 

application rules, rulesets, network zones and port sets. 

  

  

      
  

  

    
          

        
            

          
  

Click the links beiow to see detaiied explanations of each area in this section: 
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3.1.Allow or Block Internet Access to Applications Selectively 
The Firewail Tasks interlace allows you to selectively allow or biock certain applications from aceessing the Iniemet. These 
shortculs represent a convenient way to create an auiomatic ‘Allow Recuests’ rule or ‘Block Requests’ rule for individual 
aapiications - meaning that inbound and outbound connections ere automatically permitted or nct permitted to these appiications 

respeciively. 

To open the ‘Firewall Tasks’ interlace: 

* Click the ‘Tasks’ arrow from the CIS home screen: 

  

  

。 — Click on the ‘Firewail Tasks’ bend from the Tasks interface: 

AR 

              

  

  
    

  
              

To ailow an application io access to the Internet: 

* — Click the ‘Allow Appiication’ bution from the ‘Firewall Tesks' interface. 

。 Navigate to the main executable of the apglicaticn in the ‘Cpen’ cialog. 

° Click ‘pen. A rule will be created to allow Internel access to the selected appiicalicn. 

- To biock an appiication’s internet access rights 

* Click the ‘Biock Application’ Sutton irom the ‘Firewall Tasks’ interface. 

= Browoo to the main executable of the eppiication in the ‘Overt uialuy. 

。 — Click 'Cpen’. Anule will be created ic prchibi Internet access to the selected anpiicaticn. 

The advanced application rules interface san be accessed by clicking ‘Tasks’ from the CIS home screen > Firewail Tasks > Cpen 

Advanced Settings > Application rules. The applicaticn you just allowed or Stocked should be listed here. For jurthar iniormationIBM - Ex. 1002-Part 6 of 10, Page 2326 
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Yis: if you plan to regularly allow/bleck appiications, you can right click on the appropriate button and select ‘Add ic Tasxbay’. # 
will then be quickly accessibie from both the CHS home screen and the widget: 

  

Ra 

RY on application rules governing intemei access nghis, see Ase 

  

    
  

    

        
3.2. Stealth your Computer Poris 
Port Stealthing is a security feature whereby ports on an internei connected PC are hidden frem sight, evoking no response to 

opportunistic pert scans. . 

  

General Note: Your computer sends and receives data to other computers and lo the Intemet through an interface calied a 

'poit’. There are over 65,000 numbered ports on every computer - with certain ports being traditionally reserved for certain 

services. For example, your machine almost cefinitely connecis to Internet using port $0 and port 443. Your -mail application 

connects to your mai} server through pert 25. A ‘port scanning’ attack consists ai sanding a message to each of your computer 

ports, one ala time. This information gathering technique is used by hackers to find out which ports are oper and which porls 

are being used by services on your machine. With this knowiedge, a hacker can determine which atiacks are likely to work if 

used agains! your machine.       
\ 

Stealthing a port effectively makes if invisidle to 2 port scan. This differs from simply ‘closing’ a port 2s NO response is given to 

ary connecion atiemeis fclosed' corts respene with s ‘closed’ repiy- revealing to the hacker that there is actually a PC in 

existence.) This provides an extremely high level of security to your PC. If 2 hacker or automated scanner cannot see your 

compulers ports then they presumes itis offline and move on te cther targets. You can still be able ic connec to Iniemel and 

transfer information as usual but rernain invisibie to outside threats. IBM - Ex. 1002-Part 6 of 10, Page 2327 
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ss 
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。 Click on ‘Stealth Parts’ nk in Firewai Tasks 

     

  

    

    

  
  
    
  

                        
  

        

                

  

    
  

  

                            
                

You have twa options to chocse from: 

Block incoming connections 

Selecting this option means your computer's ports are invisible to all networks, irrespective of whether you trust them cr not. The 

average home user (using a single computer that is not pari of a home LAN} finds ihis option the more convenient and secure. 

You are not alerted when the incoming connection is blocked, Dut the rule adds sn entry in the firewall event log file. Specificaily, 

this option acids the {cllowing rule in the NSS Rules’ interlace: 

Btock And Log| [P | in] From Any IP Address} To Any IP Address | Where Protocol is Any 

    

S Block 1 In From MAC. Ar 

  

Neve Protocel ls Any 
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Alert incoming connections 

¥ You see a firewall alert every time there is a reques! for an incoming connection. The alert asks your permission on whether or 
noi you wish ihe ccnnecticn to proceed. This can be useful for appiicaticns such as Pear to Pear networking and Remote 

dasktop applications thal require port visibility in order to connect to your machine. 

s 
Specifically, this option adds the icllowing rule in the 'SisSaf ales’ interface: ’ 

Block] {CMP [ In| From Any iP Address} To Any IP Address | Where Message is ECHO REQUEST 

  

                                            

  

3.3. Manage Network Connections 
The ‘Manage Network Connections’ interface allows you to quickly.view all.wired and wireless networks to which your.compuler 

is connecied. The lower half cf the oanel displays detai!s abou! each network including its name, IP address and gateway. 

。  Youcan choose to trust or block a network by selecting the appropriate radio bution under the network in question. 
You will not be able to receive any inbound cr outbound traffic from biocked networks. 

。 Use the handles {< >) to scroll through all available networks or computers 

。 Use the refresh Dutton if you have recently made network changes and these are nol yei visible in the interface. 

\ \ 

  

    

    

    
            

    
                

  

  
      

        
« The ‘Manage ‘Networks’ interface can be opened by clicking Tasks > Firewall Tasks > Manage Neiworks-、 g 3 

y 
* To view, create or block Network Zones, click ‘Tasks > Firewall Tasks > Cpen Advanced Seitings > Network Zones’.
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Comodo int NS 

      

3.4.Stop all Network Activities 
As the name suggests, fhe ‘Stop ail network activity’ button instructs the firewail ic immediately cut-oif all inbouncvoutbound 

communication between your computer and ali available networks {including the Intemet). Connections will remained ciosed 

until you re-enable them by clicking the button a second time. This allows you to quickly take your computer offline without 

having io delve into Windows network settings and without having io to unpfug any network cables. 

  

      

   

  

    Res 

  

tore. All Activity 

      

  

    
。 Access the network activity ‘on/off button by clicking Tasks > Firewall Tasks 

。 — Disconnect your computer from all networks by clicking ‘Siop Ali Activity’ (button will be red} 

。 Re-snable connectivity by clicking 'Resiore All Activity’ (button wil be green) 

。 Restoring astivity just re-enabies your existing Grewal rules. Therefore, any networks thai you have previously blocked 
in, BWaesne Motil’ Sasns 有 wu RNixSyenets 全 eT . : 

in ‘Manage Network Connections’ or ‘NeQyork Soses' will remain blocked. 

   

    

e Youcan assign networks into network zones in the ‘N 

。 You can configure rules per network zone in-the ‘GioSai Rules’ area 

* You can view ail network connestions and enable/disable connectivity cn 2 per-network basis in the ‘Manage Netwesk 
st ASS Re CSSSSNSSS area 

3.5.Advanced Firewall Settings 
The ‘Advanced Settings’ area is the neive center of Comodo Firewall and allows acvanced users to configure and deploy traffic 

fltering rules and policies on an application specific and global basis. To open the interface, click ‘Tasks’ on the home screen 

iollowed by ‘Open Advanced Settings’ then ‘Firewall Settings’:
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Enable Trustconnect alerts 

f$} Turn traffic animation effects on 

E| Create rules for safe applications 

Set alert frequency level 

f£] Set new on-screen alert timeout to 

  wees Astras POSSE 

Filter IPv6 traffic 

民 Filter loopback traffic (e.g. 127 Xx.x, ::1) 

} Block fragmented IP traffic 

=} Do Protocol Analysis 

Enable anti-ARP spoofing 

SY SS sw Mot Dest 总 ， QSaadvcen viv asin Sia SSS AL RSS Dislacats aiveeney Sy RUSS, SHOTS NSN NEOSEES, NSIVOYS 
  

Fares and Sarisety. Click the Jinks below to jump te more detaiis on each section: 

+ The £irewatt Seftings area allows you to configure the security of your computer and the frequency of glerts that are 

generated. 

  

and is independent of application rues. 

。 Both application rules and global rules are consulted when the frewail is determining whether or not fo aliow 

or block a connectisn attempt. 

+ — Fer Outgoing connection attempts, the application rules are consulted first and then the global rues. 
“ 

+ For incoming connection attempts, ihe globai nuies are consulted firs and then application specific rules. 

+ The Saieseis area contains a list cf preset Firewall rules that can be re-used and applied to multiple spplications. For 

example, there is a ‘Browser rule, an ‘Email Client’ rule and rules for ‘Trusted’ and ‘Blocked! appiicaticns. 

   ses area allows you to group /P addresses and ranges into named zones. Once defined, privileges 

and rules can be applied tc these Zones in other areas of CIS. For exampie, glodal end application rules can be 

applied to network zones. This interface also aliows ycu to block network Zones. 

¢ The Sariseis area coniains groups of important / regularly used port numbers that can be easily selected as part of a 

global or application ruie. 

» The Wakalts Fkfering area allows you to create websile filtering rules which lel you determine which sites cerlain 
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users Can or cannot access. 

4 Sandbox Tasks - Introduction 
Se. 2 

Comodo Intemet Security features a fully functional sandbox cailed the 'Vintyai Sesktog’- an isolated operating environment for 
running unknown, untrusted and suspicious applications. Applications executed insids the sandbox/irtual Desktop will not affect 

other processes, programs or deta on your reai computer. In addition io running suspicious applications inside the sandbox on 
an ad-hoc basis, you can create a specific list of programs thal shouid always run in the sandbox. 

SR 

  

s 
N 

   

  
  

  

    
        

      
  

  
  

                        

  
  

                                                        

  

& “K
k 

% ve
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Note: The sandbox referred ic here is a full environment and is distinct to the ‘auto-sandbox’ configured un 

os. Users can, however, enabie ‘Full Viruaiization’ of auio-sandboxed files in the Sehavicr Necker settings.       

The Sandbox Tasks inierface has shortcuts for the following tasks: 

o =>: Sty, Wriuad Seskios - Starts the Virlual Deskion 

CataiShared Space’, The folder can be opened in both your hos! operating system and inside the Virua! Cesktop, and 

enabies to share files and applications between the CS and the Virtual Desktop. 

ital - Allows you to fun individual appiicalions in the sanchox 

e  Heset Sagdibex - Allows you to clear all data writien by programs run inside ihe sandbox 

e sen Advanced Seiifegs - Add programs that should always run inside the sandbox and access acvanced sandbox 
settings. This is coveted in: the ‘Soafigure the Sanson’ section of ‘Advanced Settings’ 
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4.1.fhe Virtual Desktop 
The Virtual Desktop is a sancboxed operating environment inside of which you can mun programs and browse the Internet 
without fear thai those activilies wil damage your real computer. Applications running in the Virtual Sesktop aiso leave no 

SS 

A: 

    

  

GV 

      

  

WSN 

m   
Virtual Desktop até glance: * 

« The Virtual Cesktop can run ary program that you can run in regular Windows and is particularly usefu! for browsing 

ihe Internet in a secure manner. 

Any changes made to files and settings in the Virtual Desktop will not effect the original versions on your host system. 
Changes will only be visibie in the Virtual System ilseif. 

+ — Simiasy, any changes made by malicious programs or unstable bela sofiware wil no? damage your reai computer. 

Any files you wish to Keep and access from your host cperating system can be saved to ‘Shared Space’. 

+ ”The Virtual Desktop can be password-protected for added privacy. 

。 The virtual keyboard allows you ic securely enter confidential passwords without fear of key-logging software. 

。 The Virtuai Desktop Uf can be used in both ‘Classic’ (Wincows style) and ‘Tabie! modes by selecting the mode from: 
AN SHINS. 

¢ You can reset the Virtual Deskiop and clear shared space at any time. We recommend that you do this regularly to 
maximize your privacy and security. Please nois thai all settings, stored data and any applications inslalled sandboxed 

will be deleted. 

Click the icllowing links io find out more details on: 
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4.1.1. Starting the Virtual Deskiop 

The Virtual Desktop can bs started by: 

» Clicking Tesks > Gandbox Tasks > Run Virtual Desktop 

  

    

            
    * by clicking the Virtual Desktop shortcut Dutton && 3 from the task Dar at the bottom of Home 

interface 

OR ° 

+ — Byclicking the Virtual Desktep shortcut button from the CIS widget
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The following soitware is needed to utilize the Virtua! Desktop to its {ull petentiai 

* Comodo Dragon Browser 

Microsoft Siveriight 

Whenever you ru the Viruai Desktop, Comodo internet Security checks-whether these componenis are instailed=If they-aren’, 

© detected in this computer. They need ta be installed in 

order ta provide ycu ine full sower of Virtual Desktep. 

Vould you ie toinstall them now? 

=| Do not show this message again    TO 

dior Microsoft Silverlight to be installed this time, click "Yes’. IF not, click 

‘Cancel’. You will be prompted to instal them, next ime when you start the Virtua! Cesklop. 

e If ycu do net want ihe applications to be instalied at al click ‘No’. 

。 ,Click Yes to downicad and instal the software. 

The ‘install Required Packages’ dialog will be displayed.
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The following must be downloaded and installed: 
  

  

  

  

    

  

and instal, you agree with user icense agreements for sil the 

。 — Click ‘View License Agreemsnt to read the ficense zgreement of the additional software to be insiallsd 

° Click Agree and Instail ic download and inslail ine required software : 

The software package/s) wiil be downleaded and instalied automatically. 

44.2. The Main Interface 

The Virtual Desktop is presented with two switchabie interlaces: 

  

Tastes mact 
TSSst Moss 

You can switch between these avo modes by clicking the green 'C’ buticn at bottom-lefi then ‘Settings’ ( C Sakon > Ssifings > 

"Mawe’ fa&.}. Refer to the faSfe Selsw for a comparison ol diferent modes of the Virtual Desktop main interface.
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Tablet Mode 

  

。 Alitems on your real desktop are displayed. Clicking the shortcuts on the Virtua! Cesktop will run the program oF file 

inside the virtual computer system. 

。 Clicking the green 'C’ butten at botlom-left wil open a Windows:style ‘Start Menu’.
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The start menu allows you ! 

。 — Run browsers that are installed on your system. Refer to Russing Srawssys inside {he Vinwal Deatios 
for more details. 

  

    

° Configure the Virtue! Desktop by clicking Settings’. Refer to CanSiguring {he Visual Seskiog for more 

details. 

。 Clicking the keyboard icon on the system tray opens a virtual keyboard that can be used to input confidential dais like 

website user-narnes, passwords and credit card numbers. 

SSS 
Ae 
See
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C
    

+ Clicking the ‘Volume Control icon at the system tray enables you to control the system volume. 

i 
  

    

_Watch Activity 

  

To switch to Table!’ mode from ‘Classic’ mods, click the qresn *C’ button at bottom left icllowed by Settings > Mede 

and seiezt 'Tabiet Moce’. 

There are jwo varialions of this mode: ~ 

- 4. lode A- Pure Tabiet device - A touch-screen interface-that wil be familiar to users of modern smart devices. The 

home page displays a set of popular spps covering games, sociai mecia end neiworking. You can, oi course, install 

your own apps from the =pp market. ! 

  

    
。 Toinstaityob 

Sw. $f. ~ ENS elect the apps 

  

iy ‘qHio. geagia. comAgobst 
; you went to install from the web-store. 

2. Mode B - Tablet device + Windows - The home page displays the desktop Hems from your real system. The task bar 

from clessic mode js present zlong with the green 'C’ button and the virtual keyboard. The leunch strip will dispiay ail 

instailed browsers. ， 

You can swipe the home screen in doth ieft and right directions to navigate between successive home pages. 

You can swap between the two modes by clicking the green arrcw al the top right comer.

IBM - Ex. 1002-Part 6 of 10, Page 2339 
IPR2025-00379 (IBM v. Croga)



Tablet Mode 8 - Tablet > Windows 

  
The icllowing table gives a comparison of the classic and tabiet modes of the main interface: 9 

  

Windows desktop style interface. Tablet style interiace. Tablet styie interlace. 
  

Your real desktop shortcuts and files are 

displayed - 

Shoricuticons of th ¢ installed on 
the tablet are disple 

Your reai desxtop shortcuis and files are 
ay D ay 

  

  Shortcuts and files ars laid out vertically 
as they would be cn 2 Windows deskicp   Shortcuts ars laid out horizontaily   Oficats enc fles ere aid out 

horizontaif 
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Rs = a 
  

  

No Launch Bar Srowser shortcuts era displayed on the | Browser shortcuts ate displayed on the 
launch bar at the beiiom launch bar at the bottom 

Cannot have multiple home screens Can have multiple home screens Car have multipie home screens if you 
have many shoricuis and files 

  

          \ | Cannot swipe the screen to move Can swipe the screen to move between | Can swipe ihe screen to move between 
between home screens home screens . home screens 

4.1.3. Running Browsers inside the Virtual Desktop 
The Virtual Desktop provides an extremely secure envirenment for internet related aptivities because it isolates your Drowser 
from the resi of your computer. Just by visiting them, malicious websites can install viruses malware, rootkits and spyware cnic 
your compuier that can allow hackers to steal confidential information. Surfing the ‘net from inside the virtua! computer system 
removes this threa? by preventing websites from installing applications on your real computer. Furthermore, the Virtuai Keyboard 
allows you to securely enter user-names, credit card numbers and passwords without fear of key-logging software recording 
your physicai keystrokes. , 

To run a browser inside the Virtual Desktop 

1. Click the 'C’ button at boitom leit 

2. Select ihe browser you want to mun: 

  

  

  

_ 
\ ay : x 

           

\ 

IRON AN OMAN     
aS SSNS 
SOUL RUC NONI 
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AN * Bani of Amerie | Barking, ©. 

  

| Raakot Ameriaa OO" 

SS S 

AN 

  

Browsing history and other records of your intemet activily will not be stored on your computer when your session is finishec. 

4.1.4. Opening Files and-Running Applications inside the Virtual Desktop 

“cations installed or the fles stored in your system can be opened inside the Virtual Desktop by the following methods: P 9 

You can copy the files or create shortcuts for the applicationsfiles to be opened in Virtual Desktop, in the desktop of your reai 

system. The shortcuts of your reai desktcp will be available in the Virtual Deskiop. You can doubie click on the iccn to cpen the 

respective application 9} file inside the Virtual Desktop. 

      

               

   

  

Siofe: The real computer Gesktcp icons wil be available only in the CJassis Windows Mess and NS s Classic Mode. 
    
  

os ts 
Shares NSSSS 

The Virtual Desktop creates’a iclder Shared Space in the iosaticn “C:\Decuments anc Setiings\VAli Users\Applicaiion 

Data\Shared Space”. The ‘Shared Space’ foider can be shared by your host cperating system and ihe Virtual Desktop. 

The Shared Space can ce accessed in the folowing ways: 

¢ Click ‘Cpsn Shared Space’ under Sandbox’ Tasks in the Tasks interface 

Click ihe ‘Shared Space’ shortcut icon from the home screen of CIS 

Click the ‘Shared Space’ shortcut icon from the CIS widget IBM - Ex. 1002-Part 6 of 10, Page 2342 
IPR2025-00379 (IBM v. Croga)
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。 Click the ‘Shared Space’ desktop shortcut icon 

To open an application or file from your host system in the Virtual Deskiop 

4, Open the 'Shared Space’ as mentioned above 

Copy/Move the application or the ile to be openad into the Shared Space 

w 
oN

 

Start Virtual Desktop’ 

4. Onen Shared Space inside the Virtual Desktop dy clicking the ‘Shared Space’ icon in the home screen. 

  

  
Nats: The Shared space home screen icon will be aveilable only in the Classis Nindows 

  
  

5, Duuble click on the apollcationiile in the shared space ic open it inside the Virtual Desktcp. 

The changes you make to the fife will be stored to the fle only inside the Virtual Desktop and nol in the reai computer system. 

4.1.5. Configuring the Virtual Desktop 

The settings panel allows you to specify the Virtual Desktop operational mode anc to medify its look and feel. 

To open the setings panel: 

4. Click the ‘C' sutton at bottom leit. 

“a 2. Select ‘Settings’ from the siart menu. The Settings panel will open. 

       
Glassic Mods 

Tabist Modo. 
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Ts S 3       
   

    

“eens 
+ Rode - Allcws you to select the dispiay mode of the Viruai Desktop between Classic Windows mede and 

Tablet Mode (Default) 

° Themes - Allaws you to chocse the appearance of the Virtual Deskiop 

3. Click OK for your settings to take effect 

  

       
The Settings panel has two jabs: 

4.1.6. Closing the Virtual Desktop 
The shortcuts at the bottom right of the Virtua? Desktop, allow you io temporarily switch to your real compuisr system, if you 

plan to continue using the virtual desktop at a later time, or to fully exit the Virtual Desicop. 

。 Click the right button from the shortcuis pane at the betiom right . 

。  Altematively, Click ths 'C’ bution at bottom left and choose ‘Switch to Windows’ from the Virtual Desktop Start Menu. 

it by clicking the right switch from the Virtual Desktop The Virtual Desktop will be temporarily closed. You can quickly retum to 28 Fi 
- SS WK          

    

      

shortcut butions dispiayed ai the bottom right of your Windows Desktop or by clicking ‘Run Vituai 

Desktop’ from the ‘Sandbox Tasks’ interlace. 

To close the Virlual Deskfop 

  

   
in either case, if password croteciion is enabled under Agvansed Sening SEE Sefings > Sefsmset > Sasdiiex 

Saisings, you will be prompted to enter the password. E'se the Virtual Desktop wil 

      
+ — Enter the password and click OK.
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Nkais: Remember to save the changes before you exit the Virtual Desktop. Your changes will be lost if you exil the Vidual 

Deskicp.       

4.2.Run an Application in the Sandbox 
Comodo Intemet Security allows you io nin programs inside the Sandbex on a ‘one-off basis. This is helpful fo test the behavior 

of new executables that you have dewnlcaded or for applications that you are not sure that you Bust Adding a program: in this 

way means fhat if will run in the Sandbox this me only. On subsequer? executions # wil! net run in the sandbox {presuming # 

passes ie sangSexing sracess). 

You can alse create a desktop shorisut to run the application inside the sandbox on future occasions. The foilowing image 

shows hows a ‘virtual’ shortcut will appear on your desktop: 

ae 

  

    

Note: If you wish to run an application in the sandbox on a long-terr/permaneni basis then ada ihe fs $o fhe Sandhox. 

To run an application in the Sandbox 

1. Open the Sandbox Tasks interface and Click ‘Run Virtual’.

IBM - Ex. 1002-Part 6 of 10, Page 2345 
IPR2025-00379 (IBM v. Croga)



  

   

   
      

    

  

  
    

  

    
  

  
    

    

You can run applications inside the Sandbox isolated from the rest of the 
computer and prevent them from making permanent changes to the system: 

ssNSSSNRSY S SS 
  

  

  

Create a virtual desktop SHOnTOY 

~The ‘Run Virtual’ dialog will be displayed. 

2. Terunan application inside the sancbox, click ‘Choose end Run’ then Srowse to the appiicaticn. The appiicaticn will 

fun with a green border indicating the? il is sandboxed. If you wish to run the appiication in the senabex in future, then 

select ‘Create 2 virtual desktop shortcut’.

IBM - Ex. 1002-Part 6 of 10, Page 2346 
IPR2025-00379 (IBM v. Croga)



  

ii 
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abduct_olyveoyl 

Bluto_Force . 

eye_olyeoyl 

olyveoyl_dances 

olyveoyl |_elopes 

  

  
  

  

  

                                
3. Brewse to the application and click ‘Open’. in the example above, Open Office Writer is chosen. 

Alternatively, you can run an application inside the sandbox by the fallewing shortcut methods: 

Swe AR TALS saison many 
SN Hiss GOMHIONE SHSNIVES AINE 

  

Ap
 

$a
 v3 foe cymanvans Fem See covers 3 MIST e6 yet: 

IIIBNY NFIQTAAT SA INS SUYISAT SEHSIQVES HST 

。 — Navigate to the program in your system tha? you want to run in sandboxed environment and right clicx on it
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stringresou,,， Stsmi,dj syimi.dll svtmi.dll  svtmisc.uno.dll svxcoremi.dlt i, 

  

     svxmstilter... L ns 
SOW Run as 

  

QOD 

SVScan with COMODO Antivirus 
CHASES 

  

       

  

   

   

  

  

SS aad 
IN y 

SS 六 = 

SK ri 

SN tart gan 

° > menu SANs 
SN FEN SS 

  

sysmagrk.u... NAL 
  

  

       
      
        
SendTo . > 

Cut 

Copy 

“EB Create Shortcut Ce 和 

“Delete : 2 

Rename ~ 

Properties 

。 Choose ‘Run in Comode Sandbox’ from the context sensiive menu ‘ 7 

Nunming Srowsers inside Gre Sandbox ~ 

The CiS Desktop Widget displays shortcut icons of the browsers installed in your compuier. 

。 Clicking on a browser icon will stari the browser inside ine sencbex. 

   The browser wil be started and executed inside the sancbex al ‘Fully Virtualized’ level. CIS dispiays a green border around the 

windows of programs to indicate that they are running inside the sandbox, if the selting ‘SSay Sk 

progyams’ is enabled in Sandbox SeNings, 
   

mn
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Seagle.co.in efered in: Hinci Bengali Telugu Merathi Tamil Gujecati Kannace 

  

The application will run in the Sandbox on this occasion only 并 you often want the orowser to run sandooxed then creaie a 

‘virtual shortcut for the application by selecting the check-box ‘Create a virtual desktop shortcut’ in step 2. If you wish io run an 
See tad 

application in the sandbox cn a long-ierm/permanent basis then ads ths Hs is He Sansbox. 

4.3. Reset the Sandbox 
Programs running inside ihe Virtual Desktop store the changes to the files accessed by them inside the sandbox so that the 

changes do not affest the real computer system. lems stored in the sandbox Virtual Deskiop cule, depending on your usage 

paitems, contain malware downloaded from websites or privale data in your browsing history. Periodically resetting the sandbox 

will clear ali this data and help protest your privacy end security. If dala has accumulated over a long period of time, then 

resetiing the sandbox will also help the Viruai Cesktop operate more smoothiy. 

The Reset Sandbox opticn uncer the Sandbox Tasks allows you to delete ali the items stored in the sanabex. 

To clear the sandbox 

° lick on he ‘Sancibox Tasks’ bar fom the Tasks interface and then click ‘Rese: Sandbox’ 

~
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You may reset Sandbox contents to eradicate ail the changes cone by 

Sandbox applications. 
  

        
        

The ‘Reset Sanchox’ dialog will appear. 

。 Click ‘Erase Changes’. The contenis in the sancbox «ili be deleted immediately.
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5.1.Create a Rescue Disk 
* Comodo Rescue Disk (CRD) is a booiabie disk image that allows users lo run virus scans in a pre-boot environment (before 

Windows loads). CRD runs Comodo Cieaning Essentials cn a lightweight distribution of the Linux operating system. Itis 2 

powerful virus, spyware, rooikit scanner and cleaner which works in both GU! and text mode. The tool can provide a more 

comprehensive and thorough scan than regular malware cieaning applications because it cleans your system before Windows is 

loaded. CRD is intended to be usec when mahwara embeds itself so deepiy into your System that requler AY software cannot 

remove it. The rescue disk is slso very effective al removing infections that are preventing Windows from booing in the frst 

place. Apart from: the virus scanner, CRD also provides tocls to explere fies in your hard drive, take screen-shots and drowse 

web pages. 

° Clicking the ‘Create Rescue Disk’ button in CIS ‘Advanced Setiings' opens a uilily that allows you to download and 

bum the CRD iso ic a CD/DVD, USB or other drive. Cfc& Sere to jump fo a walk-through of this process
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5.1.1. Downloading and Burning Comodo Rescue Disk 

To create a Comodo Rescus Disk, Click ‘Create Rescue Disk’ button from the Advanced Tasks interface. 

WYO 

    

  

  

  

  

    

qe is ito crea agle disk. 

  

  
  

  
      

The Comodo Rescue Cisk interface will open. The interface displays the steps invelved in creation of a new Rescue Disk on a 

CD/DVD or in a USB drive. 

xaas N oft
 Noun 8 

RUEP F 

3 you to select 

disk from it conserves your Intemet connection bandwidth usage. This step is optional. # you haven't downloaded the iso fife, it 

will be automaticatly downloaded from Comodo Servers prior to execution of Step 3 - Buming the Rescus Disk.
IBM - Ex. 1002-Part 6 of 10, Page 2354 

IPR2025-00379 (IBM v. Croga)



  

Soke 
SHS 

OVC dive or the USB drive ic bum the Rescue Disk. This step ailows you to select the CO/DV 

To burn the Rescue disk on a CD or a DVD 

i abel a biank CD or DVD as “Comodo Rescue Disk - Bootable” and load it to lhe CD/DVD drive in your system e 

。 Click ‘Select Tange? Drive’ from the ‘Comodo Rescue Disk interface and select the drive from the Seiezt Disk dialog 

CW GK YY 
RN 

  
  

Bootable CEVDVD or USB Rescue Disk 

The rescue disk {SO image is required to create a bootable disk. 

  

    
  

  

  

      

  
  

  

To burn the Rescue disk on a USB Drive 

e Insert a formatted USE memory to 4 free USB port on your compuier 

。 Click 'Seiest Target Drive’ from the ‘Comodo Rescue DISK interlace and select the drive from the Select Disk dialog
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Bootahle CBIOVD or USB Reseue Disk 

The rescue disk [SQ image is requirad to create 3 bootable disk. 

  

    

  
  

  

  

          

  

    
°  Affer you selected the targel drive, click ‘Start’. if you have selected ar. ise file ftom your hard disk, the burning of the 

disk wil! slart immediately. Else, the .iso fe wiil ba cownloaded from Comodo Servers.
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Cownloading COMOGO Rescue Disk... 

  

Te 9997PP92909D0OOOQUDOGUOOOOOODUODDUOOOOOOOOEEESEeecooeess25522S 划   

  

On completion, the files will ften CD/DVD or the USB Drive. 

SMS WOK 上 
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。 Wait tif the compietion of the process. Do not eject the CD/DVE cr the USB drive. On compietion of the process, the 

CDICVD will be elected automaticaily. 

COMODO Rescue [D successfully created 

  

  

  

Your Bootable Comede Rescue Disk is created. Click ‘Continue’ to go back ic CIS interface. 

5.2.Remove Deeply Hidden Malware 
Comodo Cleaning Esseriiais (CCE} is a set of computer security tcols designed to help users identify and remove malware and 

unsafe processes from infected computers. 

Maior features include: 

。  KiliSwitch - an advanced system monitoring tool that allows users to identity, monitor and stop any unsafe processes 

ihat are running on their sysiem. 

+ Malware scanner - Fully cusiomizable scanner capabie of unearthing and removing viruses, rootkits, hidden files and 

rnalicious registiy keys hidden deep in your system. 

° Autorun Analyzer - An advanced uliiity to view and handie services and programs thal were loaded wher your 

system booted-up. 

CCE enables home users to quickly and easily run scans and operate the soitware with the minimum of fuss. Mone exparienoed 

users wii enioy the high levels of visibiity and contro! over sysiem processes and the abiiity to configure customized scans from 

ihe granular options menu. 

For more detaiis on the teat 
edeediSats an mady NUSHNIS. CORD 

nd usage of the application, please refer to the ontine quide at 
SEQ TVR AVKAS Sadan ecewliannsess, TTS-F- SES SATS ENING       2 ss ad +3 

SSSA SS      

Somodo Cleaning Essentiais can be directly accessed from the CIS interface by clicking the ‘Clean Endpoint button in the 

‘Advanced Tasks’ interlace. 

。 — Clicking the ‘Clean Endpoint’ for ihe first time, CiS wii download and install Comedo Cleaning Essentials. Cnce 

installed, clicking this button in future will open the CCE interface.  IBM - Ex. 1002-Part 6 of 10, Page 2358 
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The following must be downloaded and installed: 

  

      

  

    
‘Ise agreement by clicking ‘View License Agreemen 

instail the application.
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5.3.Submit Files 
As the name suggests, the ‘Submit Files’ interface aliows you fo send as many fles ss you wish to Comodo for analysis. Files 

which CIS classifies as 'Unknown' or ‘Unrecognized’ are not in tha Comedo safe jist but have also not been identified as known 

maiware. By sending ‘hese files to Comodo, you allow our team to analyze them and ciassify them as either ‘Safe’ or ‘Malicious’. 

You can alse submit 和 es you suspect of being ‘false positives’ {those files that you fee! C!S has incorrectly idenitied as 

maiware}. Subsecuent to classification, they will be added to the white or black list ccordingly. 

  
SS interface should you prefer. 

  

  

  
  

  

    
  

  
  

  

    
  

          

  
Clisking the handle at the bottom center of the panei opens the following options: 

。 SS-AllowsyoutoadGfilss to the ‘Submit Fies jist AN 
we Gy

 

© — Resyeawe - Allows you to rernove files from the ‘Subrnit Files’ list 

To add new file(s) to ‘Submit Fites' list 

° Click the handie fram the bottom center and choose ‘Add
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You can add files to tie Subst Files list by 由 res ways: 

° Files - Allows you to navigaie to the file or executable cf the program you wish ic add. 

+ Folders - Allows you ic navigate to the folder you wish to add. Ali the files in the folder will be added to the 

"Trusted Files’ fist. 

‘ + Running Processes - Allows you to select a currently running process. On selecting a process, the parent 

application, which invoked the process wil be added ic Trusted Files’ list. 

。 Repeat the process io add mare files and to submit them at-once. 

To remove the files from ‘Submit Files‘ fist , 

¢ - Select the file from the list 

e Click the handie from the potion center and select Remove 

After adding the files you want io submit, click ‘Submit’ button. if you want to submit he files as False Positives to Comodo, 

select the 'Submi{ es False-Positive check’ box. ’ 

The files will be submited and the progress wii be displayed 

  

  

  

    
You can sicp, pause/resume or send the submission process ic background by clicking respective bultons. 

When a file is first submitted, Comodo’s online file ioox-up service will check whether the file is already queued for analysis byIBM - Ex. 1002-Part 6 of 10, Page 2362 
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NS SS NS 

our technicians. The results screen displays ihese results on completion. 、 

\S SSNS N ue » 

  

  

  

  

  

。 'Uploadea’ - The file’s signature was not found in the fist cf files thal are wailing to be tesied and was therefore 

uploaded from your machine ic our research jabs. 

。 ‘'Alreacy sdbmitteG - The file hes alreedy been submitted io our labs by ancther CIS user and was rot uploaded 

from your machine at this time. . ; 

Comodo will analyze ali submitted files. f they are found to be tustworthy, they will be added to the Comods safe list (2. white- 

listec}. Conversely, if they are found ic be maiiciaus then they will be added to the database of virus signatures {1.e. biack-listed). 

$ 

The jist of fles eubmitted from: your computer san be viewed from the SusimiNes Pies interface. 

5.4 \dentify and Kill Unsafe Running Processes 
Comodo KilSwitch is an advanced system monitoring ico! that allows users to quickly identify, monitor and terminate any unsafe 

processes thai are sunning cn their system. Apart from offering unparalieled insight and control over compuier processes, 

KilSwitch provides you with yet another powerlul layer of protection for Windows computers. , 

KilSwitch can show ALL running processes - exposing even those that were invisible or very deeply Hidden. | allows you to 

identify which of those running processes are unsafe and to shut them all down with a singe click. You can also use Killswitch fo 

trace back to the malware that generaied the process. 

Comodo KillSwitsh can be directly accessed from the CS interlace by clicking the ‘Watch Activity’ buttor in the ‘Advanced Tasks’ 

interface. 
.
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+ — Killswitch is a component of Comodo Cleaning Esseniials. if you have already installed Cornodo Cleaning Essentials “ 

by clicking ‘Clean EncPoint from the ‘Advanced Tasks c2, clicking the Watch Activity vil open ihe wish 
axesface directly. Refer to the section Nemove SENSE Nides Maiware for more deiails on installing Cleaning 

Essentials. 

*  Othenvise, on clicking the ‘Watch Activity’ for the firsi time, CIS will downioad and instail Comodo Killswitch. Once 

instailed, clicking this button in future will open the Kiliswitch interface. 
AW S 

The following must be downloaded and installed: 

Ested above. 

1 

。 Read the license agreement by clicking ‘View License Agreement’ and click ‘Agree and Insiall’. CiS wil download and 

instail the application. ，IBM - Ex. 1002-Part 6 of 10, Page 2364 
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2   
On completion of installation. the Comodo KiiSwiich main interlace wil! be opened. 

SS WO CGC \        
  

  
      

  

            

  

    

  

     

    

None Disabled 1.53 252 KB LOCAL_SYSTEM 
- 532 Trusted None Oisobled 368 KB NT AUTHORITYISYS:: 

652 Trusted None “Disabled 3,584 KB NT AUTHORITY(SYS: 
680 Trsted None Olsebied 12,228 KB NT AUTHORdfYtsr 
724 Trusted None Disabled 6,612 KB NT AUTHORITY|S 
692 Trusted None Olsabled 

Lt PYunk_manager.exe 1056 Trusted None Disabled 
L juneze 1268 Trusted None Disabled 

Li} 2Ysvchost.exe 904 Trusted None Disobled 
Pycavwp.exe 476 Trusted None Oisabled 23.07 
Pathost.exe 1680 Trusted None Disabled 
PYunsecapp.exe 2584 Trusted None Oisabled 

Myjumiprvse.exe 2668 Trusted None Otsabled 

LM Yovdhost.exe 984 Trusted None Osabled 

- 2 yondagent.exe 1080 Trusted None Oisebled 

? £3 PY isvchast.exe 1112 Trusted None Ossebled 

Lo BY wusuct.exe 3424 Trusted (Inst... None Osabled 

4 -党 svdhox.cxe 1344 Trusted None Disabled 
| 党 schox.exe 1432 Trusted None Deabled 

+ 治 spoolsv-exe 1528 Trusted None Disabled 

LE  “Ydragon_updater.exe 1668 Trusted (Inst... None Disabled * 

~ | SceckBuddyRSP.exe 1728 Trusted None Disabled 

~ L PAsvchost.exe 3740 Trusted None Disabled 
L Ysess.exe 736 Trusted Disobted "2,144 KB NT AUTHORITYSYS: 

'     
3 : aNacs et 

SESS 

ISwitch to monitor and terminate unsafe orocess from the main interface can de found at 

  IBM - Ex. 1002-Part 6 of 10, Page 2365 
IPR2025-00379 (IBM v. Croga)



RRR CR x 

 . NS — 

AA
A Ls 

      

  

5.5. Manage CIS Tasks 
Comodo internet Security Ras the ability to concurrently run several tasks like on-demand or scheduled scans, virus signaiure 

database updates and so on. The tasks tha! are currenily run, can be sent to background from the progress interlace, by clicking 

Send to Background as shown in the exempie below. 

    Xs 

   

   

FOES 

    
2 

  

These tasks can bs managed, through the Task manager interface that can be accessed at anytime by clicking Open Task 

Manager from the ‘Advanced Tasks’ interiace.

IBM - Ex. 1002-Part 6 of 10, Page 2366 
IPR2025-00379 (IBM v. Croga)



  

      

    

   

  

wR 
WW 

mn    
  

  

    

Ruening (6.00 %} 

  

  

Tix: The Task Manager can aiso be opened by clicking cn the center teb in the Status row of the witges , that displays the 

number of fasks that are currently running. .   
    

The Task Manager window displays a list of background iasks thai are currently running wih the cetails of time elapsed on each 

iask, staius and prionly. 

From the Task Manager interface, you can: 

  

ry
 
.
 sy
 

4 a
 
全
 已 与
 - +) m pa
 

The Priority column in the Task Manager interface displays the current privity assign 

y 

To change the priority for a task IBM - Ex. 1002-Part 6 of 10, Page 2367 
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。 Click on fhe current priority and select the pricrity you want tc assign from the options. 

DKW YQ SR NN     
  

  

  

Rating Scan 

Reassatentst wes SS vt Sag & Rereinaiteauming as Massing cunning sacks Sausing/ Neseskng of NS FANN LASNS 

The Action column dispiays the Pause/Resume and Stop buttons 

* Te pause a running task, click ihe Pause Dutlon 

  

  

    

° Te siep a running task, click the stop bution
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SN 

  SS 

      

  

  

35.91:11 

  
The proaness window of the task wii be displayed. if the task is compleied, the results window will be dispiayed. ™
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6 Advanced Settings 
The ‘Advanced Settings’ srea allows you to configure every aspect of the operation, behavior and appearence of Comodo 

internet Security. The ‘General Settings’ section iets you specify top-level preferences regarding the interface, updates anc 

event logging. The ‘Security Settings’ section lets advanced users ceive into granular configuration of the Antivirus, Firewall, 

- Defense+ and File Ratings modules. For example, the ‘Security Sellings’ area allows you to create custom: virus scan 

schedules, create virus exclusions, crezie Firewail and HIPS rules, modify sandbox behavior, define network zones and specify 

how the file rating system deais with usted and unirusted fies. 

To open ‘Advanced Settings” 

» Click the ‘Tasks’ arrow if you are on the CIS home seresn 

。 Click ‘Advanced Tasks’ then ‘Open Advanced seilings'
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WK K 

User Interface 

  

Theme: Tie Theme 
  

  

Language: Engitsh (United States) - By COMODO 
  

fs] Show messages from COMODO Message Center 

Show notification messages 

Show welcome screen on startup 

{&] Show desktop widget 

说 Show information messages when tasks are minimized/sent to background 

Play sound when an alert is shown 

  
Please click the links below to find out more about each section: 

© — Garreray Setfings - Allows you to configure the appearance and behavior ci the appiicationIBM - Ex. 1002-Part 6 of 10, Page 2371 
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6.1.General Settings 
The ‘General Settings’ area enables you to customize the appearance and ovenail behavior of Comodo Internet Security. You 

can configure general sroperties like the inte:face language, notification messages, automatic updates, logging and more. 

  
  

  

  

Language: :Engbsh ‘United States) - By COMCDO 
  

Show messages from COMODO Message Center 

Show notification messages 

Show welcome screen on startup 

Show desktop widget 

[=] Show information messages when tasks are minimized/sent to background 

8] Play sound when an alert is shown 

  

  
6.1.1. Customize User interface 

The ‘User interface tad els you choose the display theme, interface language and customize the look and feel ci Comodo 

internet Security according to your preferences. You can also configure how messages are displayed and enable passworg 

protection for your settings. IBM - Ex. 1002-Part 6 of 10, Page 2372 
IPR2025-00379 (IBM v. Croga)



SS User Interface 

  

Theme: : Tile Theme 
  

  

Language: €nglish (Unites States) - By COMCDO 
  

Show messages from COMODO Message Center 

Show notification messages 

| Show wetcome screen on startup 

Show desktop widget 

Show information messages when tasks are minimied/sent to background 

Play sound when an alert is shown 

  
The User Interface Setiings allows you configure the following: 

Truamas 
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Theme - The Themes’ drop-dowsi allows you to chocse the colors and appearance cf the GUI as you prefer (Default 

= Tile Theme). 

   
   

  

   Kay User Interface 

  

  

   

  

Theme: Tile Theme 
  

    Classic Theme 

Language: :Tie theme         

    

? Modern Theme 
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NS     
Language Settings - Comede internet Security is availabie in muitiple languages. You can switch between insialled 

Janguages by selecting from the ‘Language’ drop-down menu (Defauit = English (United States}. 

SS       

     
   
   

  

  

Theme: THE TOME cssmmmnusntnninsin 
  

English (United States) - By COMODO 

English (United States} - By COMODO 
  

Language: 
  

fe] Show MeSé ykpaihceka —By Community 

Turkce - By COMODO   Svenska - By Community 

Espano! - By Community 

"224 Conegn - By Community 

ni Pyccknn - By COMODO 

Polski - By Comraunity 

By Community - 8h yw 

italiano - By Community 

Magyar - By Community 

i EXanvixd - 8y Community 

Deutsch - By Community 

Frangais - By Community 

Eesti kee! - By Community       Mecerlands - By Community 
  

Show messages from COMCDO Message Center - If enabled, Comodo Message Center messages will periodically 

appear to keep you abreast cf news in the Comedo world. 

* Your opinion matters} 
‘“\ Please take a mamen? 

{a tall us why you 
love us. 

  

They contain news about product updates, occasional recuests for feedback, inio about other Comodo products you 

may be inieresied to try and other general news. (Default = Enabieg). 

Show notification messages - These are the C!S sysiem notices thal appear in the bottom right hand comer of your 

screen (just adove the tray icons) and inform you about the actions that CIS is taking and any CIS status updates. For 

SS sofings screen. Clear this 

  

Show Welcome Screen on start up - if enabled, CIS will display a welcome screen when the appiication first starts . 

—
 

，
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A 
  

Yis: You can disabie the Welcome Screen by selecting the checkbox ‘Do not show this windew again’ in the window itself. 
      

> Show desktop widget - The CIS deskicp widget displays at-a-glance infermation about CIS security status, speed of 

‘ outgoing and incoming traffic, number of background iasks and links to social networking sites. 

  The widget also acts as a shoricut to open the CIS main interface, the Task Manager, your browsers and so en. I? you 

de not want the widget to be displayed on your desktop, clear this checkbox. {Defauit = Enabled.IBM - Ex. 1002-Part 6 of 10, Page 2375 
IPR2025-00379 (IBM v. Croga)



  

  

Yis: You can disabie the widget from the C!S sysiem tray icon. Right slick cn the CIS system tray icon and deselect the ‘Show’ 
option tha? appears on hovering she mouse cursor on Widget .   
    

+ Show information messages when tasks are minimized/sent to background - CIS cisplays messages expiaining 

the effects of minimizing or moving a running task like an AV scan to lhe backgrounc:: 

SN ‘ 
S WW (WG 

Ss 

    
   

    

    

WN RN         

    

   

  

   
     

      

  

Minimize Win doy a 4 Sandro Background acticn, where availaule, 1 

@s scanning or upseting cc ning wth a lower oracty 3 such as scanning or updating continues runn > the: 

compered tc other oraarams. These tasks are ying 20 taxe : hackground. Thes ks ere qaing ta take ionger io compiete but 

INGE 1D complete but be legs resource intensive. : reseurre us2ce cf ine curaguter is cuing to ve minimel. 

Plesse use Task Manager ir: order te access hen: later.     
    

Restoring the windaw te foreground will restore che crevinus 

prionty bax a5 vel, . 
# Clo not snew this message again 

     
  

    

       
aw this nessaue soain 

        RR   
if you do not want these messages to be displayed, clear this check-box (Default = Enabled). 
  

    
Thx: You can also disable these messages in the message window itself by selecting ‘Do not show this message again’ 
  

* Play sound when an alert is shown - CIS generates a chime whenever it rises 4 security alert ic grad your 
atiention. If you do not want the sound to be generated, clear this check box (Default = Enabled). 

= Enable Password Protection - Enforces password protection fer ail important configuration sections and wizards 
within the interlace. If you enable this feaiure, you must first specify and coniirm a password by clicking the ‘Set 

      
        

  

example, all sections in the Gessrat SSS Sans&ox Tasks and Adysneed Yass wil request the 

password}. 

This setting is of particular value to parents, network administrators and adminisirators of shared computers to prevent 

other users from modifying critical settings and expesing the machine to threais {Default = Disabled). . 

To enable password protection 

+ — Select the ‘Enable Password Protection’ check-box then slick ‘Set Password". The Change password diaiog 

wil appear. 

CMA    
   

  

  

Password:      
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。 Enter and confirm your password then click OX. Make sure to create a strong password containing a mixture 
of uppercase and Jowercase characters, numbers and symbols so that it cannot be easily guessed by 
others. 

\ 

§.1.2. Configure Program and Virus Database Updates 
The ‘Undztes’ area allows vou to configure settings that govern CIS program and virus database updates. 

This Screen can be accessed by clicking ‘Updates’ under the 'General Settings’ section of ‘Advanced Settings’: 

  

A Updates 

  

Check for program updates every 

Automatically downlcad program updates 

up WH be automatically daventaaiad. You y 

  

Check for database updates every 

  

Do NOT check for updates if! am using $3: 

f=] Do NOT check for updates if running on battery 

  

« Check program updates every NN day{s} - Enables you to set the interval at which CIS will check Jor program 
updates. Select the interval in days from the drop-down combo box. (Default = 了 day) 

° Automatically download program updates - Instructs CIS tc auitomaticaily downioad program updates as scon as 
they are available. (Defaulf=Enabled} . 

e Check for database updates every NN hour{s)iday(s) - Enabies you ic set the interval at which CiS will check for 
virus signature database updates. Select the intervai in hours or days from the firsi drop-down combe box and set 
hours or days in the second drap-down box. (Default and recommended = 6 hours) 

。 Do NOT check updates if am using these connections - Enables you to restrict C!S from checking for undies if 
you use certain types of Iniernet connection. For example, you may not wish to check updates if using a wireless 

connection you know to be slow or not secure (Defauit= Disabled) 

To do this: 

¢ Select the ‘Do NOT check updates if am using thase connections’ check-box 

e Then click the ‘these connections’. The comecticns dialeg will appear with the list of connections you use.
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    。 Select the sonnestion through which you do not wani CIS to check for upGaies and click OX. 

¢ Do NOT check for updates if running on battery - If enabied, C!S will nol download updates if it detects your 
computer is sunning from battery power. This is intended to extend battery Itetime on laptops. (Default = Enabled} 

+ Proxy and Host Settings - Allows you to seleci the host from which updates are downloaded. By default, C'S wil: 
directly download updates from: Comodo servers. However, advanced users and network acmins may wish to first 
download updates to a proxy/staging server and have individual CIS installations collect the updates from there. The 
‘Proxy and Host Setings' interface aiiows you to point CiS at this proxystaging server. This helps conserve overali 

banchwidth consumption and acceleraies ‘he update process when large number of endpcinis ere involved. 

  

Mists: You first need to inslall Comodo Offline Updater in order to download updates to your proxy server. This can be 

downloaded from § ¢ wgnagerires- ander anenisae arBu. o titinna iontacg iat oar facta ated ance hy 
SSE, SO SVS ANT RY- SES TOSS NONE SOS YG SASSO FRY 

ROSS 

  

las wana as 
SHS SIIOLS, SIGS 2 

  NY 
ins   
  

Jo configure updates via proxy server 

。 Click ‘Proxy and Host Settings’ al the bottem: of the ‘Updates’ interlace. The ‘Proxy and Hesi Seitings’ 

interfece will open. 
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PUBS ASSIS BAL LB 

  

  

  

    

ke? Use proxy 

  

| Host: £192.168.111.222 
  

| Port ‘8085 
  

  

  

ee <? Use authentication 

  

  

| Login, ~ {administrator 

  
ee Y ， 

& Password: {eececcececse 
  

    

    

° Select the ‘Use Proxy’ check-box. 

Enter ihe host name and port numbers. if the proxy server requires access credentials, select the ‘Use 

Authentication’ check-box and enter the login / password accordingly. 

+ — Yeu can add muttiple servers from which updates are available. To do this, cick the handle at the botlom 

center of the ‘Servers’ panel, click the ‘Add’ bution then enter the hast name in the ‘Edit Property’ dclog. 

  

Se
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。 if you specify mutiple servers: 

。 Activate or deactivate each update server using the ‘Active’ toggle switch slongsids it 

。 Use ihe ‘Move Up’ and Move Down’ buttons to specify the order in which each server should be consulted 

for updztes. CiS will commence downloading from the frst server that contzins new updates. 

° Click ‘OK’ for your setlings to fake effect. 

§.1.3. Log Settings 

By default, Comodo Internet Security maintains detailed logs of all Antivirus, Firewall end Defense+ events. Logs are aiso 

created ‘cr 'Alerts Displayed’, ‘Tasks Launched’ and ‘Configuration Changes’. . 

» This ‘Logging’ interface ailows you to specify whether you want to enable iogging; the maximum size of the log file and 

how CiS should react if the maximum file size is excesced. 

。 Note: If you wish ip actually view, manage and expert logs; then you need to open the SN Logs’ interface under 

‘General Settings’ (Tasks > General Settings > View Logs) 

WO 

. Hreveall events aie. 

  

SSRI   EEC 
+ Enable Logging - CIS jogs events cniy i this setiing is enabled. (Default = Enabled; 

。 ff the fog file’s size exceeds (Mb{s)) - Enables you to specify behavior when the tog file reachas a certain size. ‘You 

can decide on whether to maintain fog files of larger sizes or ic discard them depending on your future reference 
' 

needs and the storage capacity of your hard drive. ， f 

+ — Specify the maximum limit for the fog fife size {in M3} in the text box desice 计 the fog file's size exceeds ,IBM - Ex. 1002-Part 6 of 10, Page 2380 
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{MB) (Default = 20848}. 

If you want io discard the jog fie if it reaches the maximum size, select ‘Delete it and create a new one’, Once the log 
file reaches the specified maximum size, it will be autemaiically deleted frem your system and a new jog ile will be 

created with the fog of evenis occurring from that instant (Defauff = Enablea). 

if you want io save ihe lcg file even if it reaches tho maximum size, select "Move it to‘ and select a destination foider 

for the log file (Default = Disabled). 
\ 

) Delete it and create a new one 
os NI 
NS %       

   

   

   
SSF 

WU: 

    

  

    

    

   

  

      

Config. Msi - 

Documents and Settings    
  
  

  

      
        
        

The selected folder path will appear beside ‘Move il to’. 

ey Delete it and create a.qew one 

         

      

     

REO SMAAK 
要 ess oN 

, 和 NO gS. & Move ff SN RN s 

  

  

Sa. x 

SS 
人   

  

Send ana 

  

  

Once the log jie reaches the maximum size, it wil be automatically moved to the selected folder and a new log file will De 

created with the log of ovonic eccurting irom that inciant. . 

+ Send anonymous program usage (e.g. clicks, crashes, errors etc) statistics to COMODO in order to improve 

the product's quality - Comodd collects collects ihe usage deiails fom milicns of CIS users to analyze their usage 

pattems for the continual erhancement of the product. Your CIS instillation wil collect delails on how you use the 

application and send them periodically to Comodo servers through 4 secure and encrypied channel. Aiso your privacyIBM - Ex. 1002-Part 6 of 10, Page 2381 
IPR2025-00379 (IBM v. Croga)



    
is protected as this data is sent anonymous. This Geia will be useful to the engineers and developers at Comodo fo 

identify ihe areas to he developed further for delivering the best Internet Security product. Disabie this cption if you do 

not want your usage details to be sent te Comodo. (Default = Enabled). 

6.1.4. Manage CIS Configurations 
Comodo Infemet Security allows you to maintzin, save and export multipie configurations cf your security settings as 

configuration profiles. This is especially useful if you are a network administrator locking ic roil cut a standard security 

configuraiion across multiple computers. if you are upgrading your system and there is a need to uninstall and re-install Comodo 

interne? Security then it cen be great time-saver to export your configuration settings beforehand. After re-inslaiiation, you can 

import your previous settings and avnid having in configure everything aver again. 
  

Note: Any changes you make over time will be autcmaiically stored in the currently active prefile. If you want to export your 

current settings then expoit the ‘Active’ profile.       

  

Yond 
This panei can be accessed by clicking ‘Configuration’ under the ‘General Settings’ section of ‘Acvanced Settings’: 

MWA AN AMAA MOO 

  
    

Configuration 

  

This section lets you import, export and switch configurations. 
  

  

    
  

. Configuration 

i COMODO. Proactive Security 

  

6.1.4.1. Comodo Preset Configurations 

By default, CiS is installed with ‘COMCDC - intemei Security’ as the active configuration. Remincer - the active profiie is, in 

effect, your current CS settings. Any changes you make to seltings are recorded in the active profile. You car change the active 

profile at any time from the ‘Configuration’ panei. 

Click the links below to find out more details cn each configuration: 

PASSAT © Land 
od CASSIE + SSSR 

   
  

e- SUNENN} - Srawal Securky 

COMODO - internet Security - This configuration is activated by default, when doth Antivirus and Firewall componenis are 

installed ie, the complete insiallation}. The firewail is always set to Ssie moce’ but, according to the results ol the malware 

scan performed during the setup process, the HIPS setting may vary. if no maiware is found, HIPS is set bs Clean PC mode. 

Otherwise, the defauii is ‘Safe Mode’. 

See

IBM - Ex. 1002-Part 6 of 10, Page 2382 
IPR2025-00379 (IBM v. Croga)



      

*， Sehavior Siocker is Enabled. 

+ only commonly infected flesffoiders are protecied agains! infection. 

e Only commonly exploited CCM interfaces are protected. 

e Defense+ is tuned to prevent infection ofthe system. 

if you wish ta switch to Internet Security opticn, you can selec ihe option from ihe ‘Configuration’ panel. 

x 

COMODO - Proactive Security - This configuration turns CiS into the ultimate projection machine. All possible protections are 

activaied and ali critical COM interfaces and files are protected. During the seiup, # only Comodo Firewall installation option is 
selected, the next screen allows users to select this configuration as defauii CIS configuration. If selected, Firewall is always set 
ic Safe mode. But according ic the mehvare scanning results performed during the setup process, if no mehvere is found, HIPS 

is set ic Clean PC mode. Otherwise, the.defauii is Eafo mode. 

1 you wish to switch to Proactive Security option, you can select the uptiun frum the ‘Configuration’ panel. 

COMODO - Firewall Security - This configuration is activated wher the user chocses io install Firewail only and selects 
optimum projection seilings for HIPS. Firewall is alwzys set to Safe mode. Sut according to the mahvare scanning results 
performed during the setup proses, # ne malware is found, HIPS is set fo Clean PC mode. Otherwise, the defauit is Safe mode. 

"¢ — Bahavicr Bionker is disabied. 

。 Computer Menitor and Keyboard are NOT monitored. 

* Only commonly infected flesfoiders are protected agains: infection. 

» Only commonly explcited COM interfaces are protected. ; 

» — HIPS js tuned to prevent infection of the system and detect Iniernet access request leaks even if itis infected. 

# you wish to switch to Firewall Security option, you can seesk the option from the 'Cenfiguraticn’ panel. 

6.1.4.2. Importing/Exporting and Managing Personal Configurations 

The CiS configuratioris can be exporied/imporisd, activated and managed through the Configuration panei accessible by 
clicking ‘Configuration’ tab under ‘Genera! Settings’ in ‘Advanced Settings’ interface. 

Click the area on which you would like more information: 

  

1. Open ‘Configuratisns’ panei by clicking ‘Configuration’ under Generai Seilings in ‘Advanced Tasks’ interlace 

_ 2. Select the configuration, click the handle at the foot of the interlace and choose 'Export’. The ‘Select a path to expo? 

the configuration’ diaiog will cpen.
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Configuration 

This section lets you import, export and switch configurations. 

    

  

N N 
SS (le

y 

SOK 
SOB 

    

  

    
  

    

  

  

  [ .cfgx) 
                                          

3. Navigate to the location where you want io save the configuration file, type a name (e.g., ‘My CiS Profie] icr the Hle to 

be saved in .cigx format and click ‘Save’. 

Aconfismation dialog will appear on successful export of the configuration.
IBM - Ex. 1002-Part 6 of 10, Page 2384 

IPR2025-00379 (IBM v. Croga)



   
NS 

\\
 

me 

  

importing
 a configura

tion piofie ailows you to store any profile “
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become active until you saiec’ {hom for use. 

To import a profile 

1. Open ‘Configurations’ pane! by clicking ‘Configuration’ under Generai Settings in ‘Advanced Tasks’ interface, click the 

handie ai the icot of the interface and cheose Impert from: the cptions.
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SS 

  

    

      

COMODO - Proactive Security     

  
  

   ET 

  

S_Configurations 

  

  

        
  
  

  

    
    
      

    
        

        
  

  

The ‘Select a configuration file to import’ dialog will open. 

2. Navigate to the location of the saved profiie and click ‘Cpen’. 

3. The ‘import As’ diaiog will appear. Enter a name for the profile you wish to import and click ‘OX’.IBM - Ex. 1002-Part 6 of 10, Page 2386 
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Enter a name for this configuration: 

i My CIS Profile|   
     

NS SRS $ PSPS SS. 
Sop ond 
SATAN 

Once imported, the configuration profile is available ior deployment by sefee8 

S Configuration 

  

This section lets you import, export and switch configurations. 

  

  

  
COMODO - Proactive Security 

    
You can change the configuration profile active ia CiS at any time from the ‘Configurations’ panel 

To change the active configuration profile 

1. Open ‘Configurations’ panei by clicking ‘Configuration’ under Generai Settings in ‘Advanced Tasks’ interlace 

2. Select the configuration profile you want to aelivate, click the handle al the foot of the interface and chcose Acivats 

from the opions.
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了 

Configuration 

This section lets you import, export and switch configurations. 

    

  

‘3 

You wil be prompted to save the changes to the settings in you current profile before the new proiile is deployed. 

Would you like fo save your changes to current 

configuration before switching contiguraiians ? 

  

3. Click 'Yes’ fo save any setting changes in the current configuration, else click 'No’. 

An activation confirmation dizlog wil! be displayed. But the new Profie wil be impiementsd only on the next restar: of the é 

compuier. 
SN， 

N . 

OO 

A‘Resiart Computer alert will appear ai the bottom right of the screen.
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You may cheese to restart it now or postpone this to a later 

time. 
   

Remind me in: 

  

     
   30- minutes 
  

。 if your want to restart the computer immediately, save all your work and click ‘Restart Now’. 

。 If you want to restart the computer a! a later.me, select wher.you need to be reminded from the drop-down anc click 

  

You can remove any unwanted cenfiguration profiles from the list of stored configuration profiles. You cannci delete the profife 

that Comodo intemei Security is currently using - oniy the inactive ones. For example if the COMODO - Intemet Security is the 

active profile, you can only delete ihe inactive profiles, ‘COMCDC - Proactive Security, 'My_CIS_ Configuration and so on. 

To remove an unwanted profile 

1. . Oper ‘Configurations’ pane! by clicking ‘Configuration’ under Genera! Settings in ‘Advanced Tasks’ interlace 

2. Seiect the configuration profile you went ic delete, click the up arrow from the betiom center and choose ‘Remove’ 

from the options. A confirmaiion dialog wil! be cispiayed.
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SN ss 
SS 

we NS 

  

SN Are you sure ta deiete the selected canfiguration mY 

permanently? 

  

    

3. Click Yes The configuration profile wil be deleted irom your computer. 

NS 
\ 
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6.2. Security Settings 
The Security Settings area enables you to perform granular coniiguralion of the Antivirus, Firewall, Defense+ and File ratings 

components of Comodo Internet Security. Although these settings play a large part in governing the level of security offered by 

the gpolication, Comodo internet Security 6.2 does ship with secure defaults for all major settings so provides ‘out-of-the-box’ 

protection for all users. 

NS 

  
  

Enable Realtine Scan (Recommended} 

Ths ry when your comguler is used and pre 

amion to aciivats ce nnelogies 5 

  

} Run cache builder when computer is idle 

f=] Scan computer memory after the computer starts 

Do not show antivirus alerts aS 

Decompress and scan archive files of extension(s): 

f:] Set new on-screen alert Bmeout to 

fF] Set new maximum file size limit to 

Set new maximum script size timit ta 

Use heuristics scanning 

Detect potentially unwanted applications 

  

eee
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6.2.1.Antivirus Settings 

- _ The Antivirus Settings category has sub-secticns that allow you ic configure Real Time Scans {a.k.a ‘On-Access’ scanning}, 

Custom: Scans, and Exclusions (a list of the files you consider safe}. 

Click the following links to jump to each sestion: 

e . Seal Tire Sean - To set the parameters for on-access scanning; 

° Susiom SSSS - Te create scan profiles and run cusiom scans, schedule custom scans and set the parameters 
for cusiom scaiis; 

«  Sxelsstoens - To see the list of ignored threats and to set ihe parameters for Exclusions. 

6.2.1.4. Real-time Scanner Settings 
The real-time scanner (aka ‘Cn-Access Scan is always ON and checks fies in real time when they are created, ocened or 

copied (as scon as you interact with a file, Comode Antivirus checks it). This instant detection of viruses assures you, the user, 

thal your system is perpetually monitored for malware and enjoys the highest levei of protection. 

The real-time scanner also scans system memory on start. If you launch a program or file which creates destructive anomalies, 

then the scanner blorks # anc alerts you immediately. Should you wish, however, you can specify that CIS does net show you 

alerts if Viruses are found but automatically deals with them (choice of auto-quaraniine cr auto-bleck/delete). itis highly 

recommended that ieave the Real Time Scanner enabled to ensure your system remains continually ‘ree of infecifon. 

To open the Rez! Time Scan settings pane! 

° Click ‘Tasks > Advanced Tasks > Open Advanced Settings > Security Settings > Antivirus > Realtime Scan’: 

n
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mining wnen your Computer is used and prevents tr93tS 

      

    
    
    
    

Enabte scanning optimizations {Recommended} 

Use this cation io activate the serfsenance avqraving fechnologies fer reallims sesnning 

下 

Run cache builder when computer is idle 

E] Scan computer memory after the computer starts 

  

f} Do not show antivirus alerts 

f=] Decompress and scan archive files of extensicn(s):    
    
    

Set new on-screen alert timecut to : Secs 

Set new mayimumn file size limit to + MB 

    多 Set new mnaximurn Script size Hmit to 4 vB 

     
    

  

各 Use heuristics scanning 

图 Detect potentially unwanted applications 

ESS 

。 Enable Realtime Scan - Allows you to enable or disable real-time scanning. Comodo recommends !o leave this 

opticn selected (Defautt=Enabled} 

。 Enable scanning optimizations - On seleciing this option,-the antivinis will employ various optimization techniques 
ike running the scan in the backgrcund in order io reduce consumpticn of system resources and speed-up the 

scanning process (Default = Enabied} 
  

Nove: The abcve two settings can be modified from the ‘Advanced View’ of the Horne screen by clicking the stalus fink Deside 

Antivirus. if you choose Disabled option, both ‘Enable Reaitime Scan and ‘Enable scanning optimizations’ will be oisabled. 计 

you choose 'Siateful’, both the settings will be enabled and on choosing ‘On Access’, only ‘Enable Realtime Scan’ will be 

enabled.       
Detection Settings 

° Run cache builder when computer is idle - CIS runs the Antivirus Cache Builder whenever the computer is idle, io 

boost the reai-time scanning. 1 you do not want the Cache Builder to run, deselect this option (Default = Enablea). 

。 Scan compufer memory affer the computer starts - When this check box is selected, the Antivirus scans ihe 

system memory curing system start-up (Default = Disabled) 

。 Do not show antivirus alerts - Allows you to conligure whether or net ic show antivirus alerts when malware is 

encountered. Choosing ‘Co not show antivirus alerts’ will minimize disturbances but at some loss of user awareness. lf 

you choose not ic show alerts then you have 4 choice of default responses that CIS should automatically taxe - either 

‘Block Threats’ cr ‘Quarantine Threats’. (Default = Enabled } 

* Quarantine Threats - Moves the detected threaifs) ic quaraniine for your later assessment and action. 

(Defautf} 

* Block Threats - Steps the application or tile from: execution, if a threat is detected in itIBM - Ex. 1002-Part 6 of 10, Page 2393 
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Nets: if you deselect this option and thus enable alerts then your choice of quarentine/block is presented within the alert itself. x 
      

。  Decompress and scan archive files of extension(s} - Comoao Antivirus car scan all types of archive files such as 
Jar, RAR, WinRAR, ZIP, WinZIP ARJ WinARJ and CAB if this option is left selected. You will be alerted io the 
presence of viruses in compressed files before you even open them. {Default = Enablea) 

You can add the archive fle types that should be decompressed and scanned by Comode Antivirus. 

° Click fink cn the fle type displayed at the right enc. The ‘Manage Extensicns’ dialog will open. 

  

  
              

    

      
You can use the search option ic find a specific fle extension in the list by clicking ‘the search icon t the far right in the 

. column header.    
    

  

  

° Enter the He extension te be searched in full or part in the searvh fieid. 

° Click the right or lefi a7row at the far right of the column header to begin the search. 

  

* To add a file type, click the up arrow ai the bettem center and click ‘Add’.
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e Enter the exiension (e.x.: rar, msi, Zip, 7z, cab and so en) ic be included in the Edit property dialog and ciick 

Ck. . 

> Repeat the process to add more extensions 

° Click OK in the 'Manage Extensions’ dialog 

Set new on-screen alert timeout to - This box allows you ic set the time period {in seconds} for which the alert 

message should stay on the screen. (Default = 720 seconds} 

Set new maximum file size fimit to - This box allows you lo set a maximum size (in MB) icr the individual files to be 

scanned during on-access scanning. Files ‘anger than the size specified here, will not be nol scanned. (Default = 48 

RAB) 

Set new maximum script size limit to - This box allows you to set a maximum size (in M2} for the script files to be 

scanned during on-access scanning. Files jarger than the size specified here, are noi scanned. {Default = 4 4B) 

Use heuristics scanning - Allows you to enable or disable Heuristics scanning and define scanning level. (Defauft = 

Enabled: ; 

Heuristic techniques identify previously unknown viruses and Trojans. ‘Heuristics’ describes the methad of analyzing 

the code oi a file ic ascertain whether it contains code typical of a virus. If it is found to do sc then the application 

dsletes the file or recommends it for quarantine. Heuristics is about detecting virus-lke behavior or attributes rather 

than looking for a precise virus signature that mich a signature on the virus biacklisi. 

This is a quantum leap in the battle against malicious scripts and programs as it allows the engine io ‘predict’ the 

exisience of new viruses - even if is not contained inthe current virus database. 

Leave this option selected ic Keep Heuristics scanning snabied.-Else, deselect this checksox. If enabled, you can 

select the lsve! of Heuristic scanning fom the drop-down: 

。 Low - ‘Lowest’ sensitivity fo detecting unknown threats but will also generate the fewest false positives. This 

seiting combines an extremely high level of security and protection with a low rate of false positives. 

Comedo recommends this setting for most users, (Defaust) 

。 WMiedium - Detects unknown threats with greater sensitivity than the ‘Low’ seting bul wilh a comesponding 

rise in the possibility of faise positives. 

> High - Highest sensitivity tc detecting unknown threats bui this also raises the posstbility of more false 

positives ico. 

Detect potentially unwanted applications - When this check Dox is Seiected Antivirus scans alsc scans for 

applications thal 人 a user may or may not be aware is instalied on their computer and ( i) may functicnality and 

obiectives thal are not clear to the user. Example PUA's include adware and browser toolbars. PUA's are offen 

instailed as an additional exira when the user is instailing an unrelated piece of scfiware. Uniike malware, many PUAS 

are ‘legitimate’ pieces of scftware with their own EULA agreements. However, the ‘true’ functionality of the sofware 

might noi have been made clear to the end-user at the ime of installation. For exampie, a crowser toolbar may aiso 

contain code that tracks 2 user's activity on the internei (Default = Enabled). 

6.2.1.2. Scan Profiles 

Tha Scan Profiies area aliows you to view, edil, create and run custom virus scans. Each prolife is a collection of scanner 

settings tha! teil SiS: 

Where to scan {which files, foiders or drives should be covered by the scan) 

When to sean (you have the option to specify a scheduls) IBM - Ex. 1002-Part 6 of 10, Page 2395 
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。 — How to scan (options that fet you specify the behavior of the scan engine when sunning this profile) 

To open the panel 

。 Click Security Settings >‘Antivirus > 'Scans' tab in the 'Advanesd Settings’ panel. 

  

        

  

  
Quick Seer: 

        
CIS ships with two predefined scan profiles: 

° =F ulf Scan - Covers every local drive, foider and file on your sysier. 

° ©. Quick Scan - Covers critical areas in your system which are highly prone io infection from viruses, rootkits and other 
malware. This inckides syslem memory, auto-run entries, hidden services, boot seciors, imporiant registry keys and 
system files. These areas are responsibie for the stability of your computer and keeping them ciean is essential. 

You can run a profiie-scan immediately dy clicking the ‘Scan’ link alongside it. Click the handle af the ‘oot of the interface if you 

wish to edit, remove or add a profile. 

Click the following links for more deiaiis on: 

  

To create 3 custom profile 

* Click the handie at the bottem of the interface then click the Add bution:
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The scan profile interface will be displayed. 

* — Type a name fer the profile in the ‘Scan Name’ tex? box 

+ — Click the handle at the boftom of the interface to select ilerns that should be included in the profife 

WILY 
  

Scan Name: Bank Statements 
  

Define items to be scanned, scanning options and running schedule 
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。 © Add Files - Allows vou io navigate to specific files that you wish to add to the profile 

。 Add Folder - Opens the ‘Browse For Folder’ window and allows you to select entire folders 

° Add Region - Allows you to add preceiined regions to the profite. For example, ‘Full Cornputer’, ‘Commoniy 
Infected Areas’ and ‘System Memory’. 

  

  

  

        
  

        
  

  

  

¢  Repez the proc 

。 — Click ‘Options’ to further cusiomize the scar
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   Scan Name: Bank Statements 

Define items to be scanned, scanning options and running schedule 

  

  

        
  

  

        
  

                

   

tsb Bike fe
 

     

it Enable scanning oplimizauons: 
The sisi 

gipetan fi 
EEROnLS 于 

Limit maximum file size to 

= Detect potentially unwanted applications 

  

  

   

        
    

  

Heo seteseect oh: Beams was aie IMCTERIES [4B SQRUNNY SPEeN “Ng 

  

oy
 

at s3y Sis rpye: 
Uren 3282 

    

  

say. 

  

      
  

  

e Options: 

Enable scanning optimizations - Cn selecting this opticn, the antivirus will ampioy various optimization 

techniques like running ihe scan in the background in order to speed-up the scanning process (Default = 

Enabled) . ' 

Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive 

files such as .ZIP and .RAR fles. Supported formats inciusle RAS, WinRAR, ZIP, WinZiP ARJ, WinARs and 

CAB archives (Default = Enablea) . 

Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses 

more accurately because the local scan ig augmented with a teai-time iock-up of Comedo's online signature 

database. With Cloud Scanning enabled your system Is capable of detecting zero-day mahvare even if your 

loca! aniivizus database is out-dated. (Defaust = Disabled). 

Automatically clean threats - Enables you io select the action ic be taken against the detected threats an 

infected files automatically from disinfecting Threats and moving the threats to quarantine. (Default = 

Disableat. IBM - Ex. 1002-Part 6 of 10, Page 2399 
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。 Use heuristics scanning - Enables you to select whether or not Heuristic techniques should be applied cn 

scans in this profile. You are alsc given the opportunity to define the heuristcs scan leve!, (Default = 

Disabled). - . 

‘ Background info: Comodo Internet Security employs varicus heuristic teciiniques to identify previously 

unknown viruses and Trojans. ‘Heuristics’ desoribes the methad of analyzing the ccda of a file to ascertain 

whether # contains code pattems similar fo those in known viruses. If it is found to do so then the application 

deletes the fle or recommends it for quarantine. Heuristics is about detecting ‘Virus-like’ treits cr altribuies 

rather than looking for a precise virus signature that matches a signature on the virus blacklist. 

This allows CIS te ‘predict’ the existence of new viruses - even if itis not contained in the current virus 

datebase. 

+ Low- Lowest sensilivity to detecting unknown threats but will also generate the fewest false positives. 

This setting combines an extremely high level of security end protection with a low rate cf-false 

positives. Comodo recommends this setting ior most users. 

» Medium - Detects unknown threais with greater sensitivity then the ‘Low’ setting but with a 

corresponding rise in the possibility of faise positives. 

° High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 

positives too. 

+ Limit maximum file size to - Select this option # you want to impose size restrictions on files being 

scanned. Files of size larger than that specified here, are net scanned, if this option is selecied (Default = 

40 MB). 

。 Run Scan with - Enables you to set the priority of the scanning from High to Low or to run at background. 

(Defautt = Disabled).    
  

  
。 Update virus database before running - Selecting this option makes CIS to check for virus database 

updates end if available, updale the database before commencing the scan. (Defauit = Enabled). 

。 Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans 

for applications thai (}) a user may or may not be awere is instalied on their compuisr and (ii) may 

functionaiity and objectives that ere nol clear to the user. Example PLA’s include acware and browser 

toolbars. PUA's are ollen inslalled as an additional extra when the user is installing an unrelated piece of 

sottware. Unlike malware, many PUA's are ‘legitimate’ pieces of software with their own EULA agreements. 

However, the 'irue' functionality of the software might not have been made clear to the end-user at the time 

of instalation. For exampie, a browser toolbar may aiso contain code that tracks a user's activity on the 

internet. (Default = Enabled). _ 

。 — ifyou want the sean ic be performed pericdically set a Schedule for he cusiom scan by clicking ‘Schedule’
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Scan Name: jiBank Statements 
  

     
Define items to be scanned, scanning options and running schedule 

  

          

            

            
  

    

   Frequency: Stan Time: 

€3 Do not schedule this task 

® Every Day 

  & Every Week 

= Every Month 

  

  

*] Run only when computer is not running on battery 

Run only when computer is IDLE 

F£] Turn off computer if no threats are found at-the'end-of the'scan   
QU 

ee THEE RR PPP eee i]! 
        

\ 

° Do not schedule this task - The scan profile will be created but will nct be run automatically. The profile will 

be availabie for manual on-demand scanning 

=。 Every Day - Runs the scan every day at the time specified 

。 Every Week - Scans the areas defined in the scan profile on the day(s) of the week specified in ‘Lays of the 

Week’ field and the time specified in the ‘Start Time’ field. You can select the days of the week by directly 

clicking on them. 

。 Every Month - Scans the areas defined in the scan profile on the day(s) of the menth specified in ‘Days oF 

the month’ Held and the time specified in the ‘Start Time’ field. You can select the cays of the monih by 

directly clicking on them. 

- Run only when computer is not running on battery - This option is useful when you are using a laptop or 

any other battery driven porfable computer. Selecting this option runs the scan only if the computer runs wilh 

the adopter connected to mains supply and not on battery. 

+ Run only when computer id IDLE - Select this option if you do not want to disturbed when invelved in 

computer related activities. The scheduied can will run only if the computer is in icle stzis 

° Turn off computer if no threats are found af the end of the sean - Selecting this cption tums your 

computer off, if no threats are found during the scan. This is useful when you are scheduling the scans to 

mun af nights. , 

e Click OK to save the aroile. 

  

[ Nate: The schecule sean will run only # il is enabled. Click the bution under the Active column besice the respective pmfie row 
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To run a custom scan as per scan profile 

e Click Sean from the ‘General Tasks’ inierface and Click ‘Cusiom Scan’ from the ‘Sean’ interface 

。 Click ‘More Scan Options’ trom the ‘Custom Sean’ pane 

The ’Advanced Setiings' interlace wi be displayed with Scans’ panel opened. 

Click Scan beside ihe required scan profiie. 
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+ The soan will be siarted and on completion the results will be displayec:
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iy*Clean 
  

  

  
You can choose to clean, move to quarantine or ignore the threat based in your assessment. Reier to Srocassing ihs infected 
S38, 
AN is for more detgils. 

6.2.1.3. Exclusions 

The ‘Exclusions’ panel under the Antivitus Settings Settings displays a list of paths ard apslications/fiies for which you have 

selected Ignore from the Scan Resyits window of various scans of added to the Exclusions from an antivirus alert. 

To open the Exclusions pane! 

° Click Security Seitings > Antivirus > ‘Exclusions’ tab in the ‘Advanced Seitings panei.
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CAPr6gr3m SCOMODO\COMODBS internat Security’   
  

  

The ‘Exclusions’ pane! has ;wo tabs: 

» Excluded Paths - Cispiays a lisi of paths/foidersifiles in your com 
ss = om 
Wisvlory Ls 

pute z, which are exciuded from both real-time and 
Sore Meee Sp, ER Zen 

weiF fies from: aif iyges of scars for more      

Excluded Applications - Displays a list of programs/appiicaticns in your computer, whioh are excluded from real-time 

antivirus scens. The items are included on clicking ‘Ignore’ from the Ssan-Nesas window of various scans and 

Soiivinus Aferis or manually. Please note thal these items are excluded only on reai-time sans bul wil be scanned on 
faving SsogramssAgpications ON realtime sears more ° 

     SASS RE ARES 

turning on-demand scans Refer to the seclion Exctusing Ssogray 

ceiaits on manually adding and removing exclusicn ems in this interface. 

Ni Griyes Foaisors/Sles fam al fQyroes of seans DNS OSNES PORN S PASS WONT SH NS CY Seas 

You can exclude a drive pariiion, @ folder, a sub-foider or a file from beth the real-time and on-demancicustom scheduled 

antivirus scans ei any time, by adding them to Excluded Paths. 
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1 Files\COMDDOSCOMODS Intemet Secunty** 

    

  
    You can use the search opion ie ind a specific excluded path, foider or file from the list by clicking the search ica 

far right in the colurnn heacer. 
L
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。 Enterthe path, folder nams or file name tp be searched in full or part in the search fieid. 

* — Click the right or lefi arrow at the fer right of the column header to begin the search. 

。 Click the S icon in the search field to close the search option. 

To add item(s) to excluded paths 

e Click the handie from the bottom center and click on ’Add’ irom.the options 

    

  

  

You can choose tp add a: 

    

Of 

Adding a File Group 

« Choosing Fife Groups allows you ic exclude a caiegory of pre-sel files or folders. For example, selecting ‘Executahles' 

would enable you ic exclude aii files with ihe extensions .oxe .dj sys .OCX bat gif ser .cpi . Other such categones 
available include ‘Windows System Appiications’ , ‘Windows Undzisr Applications’ , ‘Start Up Folders’ etc - each of 
which provide a fest and convenient way to apply a generic ruleset to important files and foicers.
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To view the fie typas and folders thal are affected by choosing one of these options, you need to visit the ‘File Groups’ 

interlace. 

The' Fie Groups interface san be accessed by the folicwing method: 

  

  
> Navigate to Advanced SeNings > Sefenges » HIPS » Srafecies Flea, click the up arrow from the bottor: 

of the interface and select 'Srasps’ from the options. é 

The fie groups will be added to Excluded Paths.
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CAPprogramfiesCOMODOGACOMCDG internet Security\” 

  
Antivirus scans. 

Adding a Drive Partition/Folder 

Te add a folder, choose 'Folders' frorn the ‘Add’ drop-down.
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The ‘Browse for Felder’ dialog will appear. 

e Navigate to the drive partition or foider you want to add to exciuded paths and click OX 

ili be ed Pa The crive parlitionfoider wii be added ic Excluded Paths.
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1 

  

                  
          

  

CAprogram Fiises\COMDDCOACOMCDOD internet Security\* 

  

Executables 

      

    Repeal process to add more iclders. The items added to the Exciuded Path 

Antivirus scans. 

Adding an individual File 

+ Choose ‘Files’ from the ‘Add’ drop-down. 

aoe 
    

-
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S 
\ Exclusions 

    

      
  

    
  

            
      

  
KCOMCSO internet Security”     

    

  
The fie will be added to Excluded Paths. 

Repeat pracess to add more paths. The items added is the Excluded Paths will be omitied fron ali types of future 

Antivirus scans. 

To edit the path of an added item ‘ 

Select the Hem, click the handie from the boltom center and select ‘Edit’. 

Make ihe required changes for the fle path in the Edit Preperty dialog.
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Edit File Path 

ic'old man files\give_a_dog_a_bone. txt 
  

  

RAR 

HUUUUUUERBUHRRHH 

To remove an item from the Excluded Paths 

+ Select the fem, click the handie from the bottom center and seleci ‘Remove’. 

Mes OO L
O
 

       

NWN Exclusions. 
  

  

  

    
  

‘Program Files\COMODO&\COMOCO -Inteme 

  

  
。 Click ‘OX' in the ‘Advanced Seilings’ dialog for your settings to take effect. 

wg, ate ¥ da et et < wig ~ 
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The ‘Excluded Applications’ tab allows you to menuaily add programs, applications of files to Exaluded Appiications list for 
excluding them from reai-time scans. Alsc you can remove the items irom Excluced Applications thai were added by misiake. 

Exclusions 

  

      

      
  

  

  

You can use the search option to End a specific excluded application irom the list by clicking the search icon 

“right in the column header.
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N CAProgrars Files\Peacack\PeaceckimageE itor. exe     
下 

  

。 Enisr the name ci the appiication to be searched in iull or part in the search feid. 

* — Click dhe right or left arrow al the far right of the column header to Dagin the search. - 

} * — Click the S. icon in the search field to close the search opiion. 

To add an item to Excluded Applications 

。 Click the handie from the bottom center and click cn.Add from the options
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\ 

You can choose tc add an application by: 

on your PC. 

:- This option is tha easiest for most users and simply allows you lo Sav Sno SK ier Sas iho as 
SIVRMNET USF SSL = 

  

° Sy WIN 

browse the filles which you want to exclude from a virus scan. 

Adding an-application from a running processes 

。 Choose ‘Running Processes’ from the ‘Ada’ drop-down 

  

  

  

Aiist of currentiy sunning processes in your computer will be displayed 

+ — Select the process, whose terget application is to be added to excluded applications nd click OK from the Browse for 

Process diaiog. . :
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The appication will be added ic Exciuded Applications. 

SN 

  

Exclusions 

  

  
  

ies\Peacock\Peacocklmag 

Browsing to the Application 

e Choose ‘Apglications’ from the Add crop-down
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Exclusions 

  

  
    

  

        

  

° 

To edit the path of the application added to Excluded Application 

。 Select the application, click the handie from the boltom center and select ‘Edit’. 

‘2 Make the required changes for the file path in the Edit Property dialog. 

Edit File Path 
  

  

  

To remove an lem from the Excluded Applications 

。 Select the em, click the handle fram: the bottom center and select ‘Remove’.
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m Files\Feacock\PeacecklmageEditor.exe 

  

   

       
    — 

    

   
ings tc take effect. v ‘lick 'OX' in the 'Advanced Seitings’ dialog for your s 

6.2.2. Defense+ Settings 

Detense+ is a collective term that covers the Host intrusion Prevanticn (HIPS), sandboxing and behavior blocker components of 

Comodo Internet Security. Together, these technologies ensure all applications, processes and services on your PC behave ina 

secure manner - and are prevented from taking actions tha! could damage your computer or your data. ,
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SRt rqanniions 

Wars AOUIRS, 

Do NOT show popup alerts 

Set popup alerts to verbose mode 

Create rules for safe applications 

f=] Set new on-screen alert timeout to 

  

[2] Enable adaptive mode under low system resources 

Block all unknown requests when the application is not running 

Enable enhanced protection mode (Requires a system restart) 

  
The Defense+ settings area allows you to configure the following: 

> HIPS 

  

6.2.2.1. HIPS Behavior Settings 

HIPS constantly monitors systern activity and only allows executables and processes to run ii they comply with the prevailing 

secutily rules that have been enforced by the user. Fer the average user, Comodo Intemel Security shigs with a default HIPS 

ruiesei that works ‘out of the box’ - providing extremely high leveis of protection withou? any user intervention. For example, 

HIPS automatically protects sysiem-ritical fles, iclders and registry keys fo prevent unauthorized modifications by malicious 

programs. Acvariced users looking to taxe a firmer grip on their security posture can quickly create custom policies and rulesets 

using the powerful rules interface. . 

  

Note Si This page often refers to ‘executables’ (or ‘executabie files’}. An ‘executable’ is a file thai can instruct your 

computer to perform a task or function. Every program, application and device you run on your computer requires an 

executabie file of some kind io start it. The most recognizable type of executable fife is the .exe file. (6.9., when you star 

Microsoft Word, the execuiabie file 'winword,exe’ instructs your computer to start and sur the Word appiication). Other types of 

NAN Seay: 33 Sole for Begi § 
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Uniortunately, nol ail executables can be trusied. Some executables, breacly categorized as maiware, can instruct your 

computer to delete valuabie data; steal your ideniiy; corrupt sysism files; give contrel of your PC ic a hacker and much more. 

You may also have heard these referred to as Trojans, scripis and worms. 

        
  

      
° The HIPS Seitings panel allows you te enable/disable HIPS, sei its security level and coniigure jis general behavir. 

e The HIPS Settings panel can be accessed by clicking Security Settings > Defense+ > HIPS > ‘HIPS Settings’ tab trom 

‘Advanced Setiings’ interlace 

2 Sorapunent thal mentions 
of ghassrs: pestis 

WG MBIWares DRAaS。 

Do NOT show popup alerts 

f=] Set popup alerts to verbose mode 

Create rules for safe applications 

Set new on-screen alert timecut to 

=] Enable adaptive mode under low, system resources 

2] Block all unknown requests when the application is not running 

F] Enable enhanced protection mode (Requires a system restart) 

  
。 Enable HIPS - Allows you ic enable/disable the HIPS protection. (Default= Disabled) 
  

State: The HIPS settings can also be configured in ihe ‘Acvanced View ol the ‘Home’ screen by clicking the siatus link beside 

HIPS in the ‘Defense+ and Sandbox’ pane. : 
      

{ enabled, you can choose the sesurify level end configure the monitoring seitings for the HIPS component. 

Configuring Security Level of HIPS 

The security level can be chosen from the drop-down that becomes active only on enabling HIPS:
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>    
  

    

The choices available are: 

° Paranoid Mode: This is the highest security evel setting and means thai Deferse+ monitors and controis all 
- executable files apart from those that you have deemed safe. Comodo Intemet Security does noi ailerp! to leam the 

behavior cf any applications - even these applications on the Comodo safe list and only uses your configuration 
seliings to filer critical system: activily. Simiiarly, the Comodo intemei Security does automatically create ‘Allow’ rules 
for any executables - allhough you stil! have the cption to treat an appiicalion 2s ‘Trusted’ a! the HIPS aiert. Choosing 

this opion generates the mest amount cf HIPS alerts and is recommended for advanced users tha! require complete 
awareness of activity on their system. 

° Safe Mode: While monitoring critical sysiem activity, Defense+ auicmatically ieams the activity of executables and 
applications ceriied as ‘Safe’ by Comodo. It also aticmasiicaly creaies ‘Allow’ rules these aclivities, # the checkbox ， 
"Great RS ams’ js selected. For non-certified, unknown, applications, you wil receive an alert 

whenever that application attempts to run. Should you choose, you can add that new application to the safe list by 
choosing ‘Treat this applisaticn as a Trusted Application’ ai the alert. This instructs the Defense+ not ic generaie an 
alert ihe next éme it runs. If your machine is noi new or Known to be free of malware and cther threats as in ‘Clean PC 
Mode’ then ‘Safe Mode’ is recommended setting for most users - combining the highest ievels of security with an easy- 
to-manage number of HIPS alerts. 

    

SN 28 8 

* Clean PC Mode: From the time you set the slider to 'Clean PC Meds’, Defense+ leams the activities of the 

applications currently installed on the computer while all new executables introduced to the sysiem are menitered and 
contrelled, This patent-pending mode of operation is the recommended option on a new computer cr one that the user 
knows to be clean of malware and other threais. From this point onwards HIPS alerts the user whenever a new, 

unreccanized appiicaticn is being instalied. In this mode, the fles in "Maresagnizes Sas are excluded frcm being 
considered as clean and are monitored and controlied. , 

* Training Mode: Cefense+ monitors and learn the activity of any and al executables and create automatic ‘Aliow' rules 
uni the security level is adiusted. You do not receive any HIPS alerts in ‘Training Mode‘ If you cheese the ‘Training 
Made’ setting, we advise that you are 120% sure that all epplications and executables installed on your computer are 

Safe fo run. 

Configuring the Monitoring Settings 

  

  

Nee: The settings you choose here are universally applied. i you disable monitoring of an aciivity, entity cr object using this 
interface it compleiely switches off monitoring of thal activity on a globaf basis - effectively creating a universal Aliow mule for 

at activity . This ‘Allow’ settling over-rules eny Rulesat specific ‘Block’ or ‘Ask’ setting for that eciivity that you may have 

selected using the 'Acsess § . 
An) ged ewtinn Boing! | sity! and 'Syaieection SeXings" interface. 
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     i] Process Execution 

  

图 Interprocess Memory Accesses 

S] Windows/WinEvent Hooks 

  

§] Window Messages 

1 DNS/RPC Client Service 

  

      
   

S| Device Driver Installations 

  

   
    

<] Physical Memory 

Is} Computer Monitor 

Activities To Monitor: 

。 interprocess Memory Access - Malware programs use memory space modifcation to injec! malicious code for 

numerous types of attacks, including recording your keydoard strokes; modifying the behavior of the invaded 

application; stealing confidential daia by sending confidential infcrmation from cne process to another process etc. 

One of the most serious aspects ol memory-space breaches is the ability of ihe offending maiware to take the identity 

of the invaded process, or ‘impersonate’ the application under attack. This makes ife harder for traditionai Virus 

scanning softwere and intrusion-detection sysiems. Leave this dcx checked and HIPS eleris you when an application 

attempts to modify the memory space allocated to another application (Default = Enabled). 

* Windows/WinEvent Hooks - In the Microsoft Windows® operating sysiem, a hock is a mechanism by which a 

function can intercapt events (messages, mouse actions, keystrokes} before they reach an application. The function 

can aci on events and, in some cases, modify or discard ther. Originally developed ic aliow legitimate software 

developers io develop more powerfu! and useful applications, hooks have aiso been exploited by hackers to create 

more powerful malware. Exarnpies include malware thal can record every stroxe on your keyboard; record your mouse 

movements; monitor and modify ail messages on your computer; take over control of your mouse and keyboard to 

remotely administer your computer. Leaving this tox checked means that you are warned every ime a hook is
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executed by an untrusted appiication (Default = Enabled). 

+ Device Driver installations - Sevice drivers are small programs that allow applications and/or operating systems to 
interact with a herdware devise cn your computer. Hardware devices include your disk drives, graphics card, wireless 

and LAN netwo:k cards, CPU, mouse, USB devices, moniter, DVD piayer eic.. Even the installation ci a perfectly well- 

intentioned device driver can lead to system instability # i conflicts with other drivers on your system. The instalation 

of a malicious driver could, obviously, cause irreparable damage to your computer cr even pass control of that device 

to a hacker. Leaving this box checked means HIPS aierts you every time a device driver is insialled cn your machine 

by an untrusted application (Default = Enabled). 

。 Processes’ Terminations - A process is a running instance of a program. (for exampie, ine Comode internat Security 

process is cailec ‘cis.exe’. Press ‘Clrl+Alt+Deiele’ and click cn ‘Processes’ to see the full list that are running cn your 
system). Terminating a process, obviously, termingies the program. Viruses and Trojan horses often try to shut down 
ihe processes of any security software you have been running in order to bypass #. With his setting enabled, 
Cefense+ monitors and alerts you ic ail attempts by an untrusted appiication to close down another application 

{Default = Enabled). 

° Process Execution - Typical malware like rootkits, keylogger etc. would often invoke by itself and runs its process 

mostly at the background. These processes, invisibie at the foreground will act as agents for infecting your computer 
and ic steal your confidential and sensitive information like your credit card details and passwords end pass to 
hackers. With this setting enabled, the HIPS monitors and alerts you tc whenever a process is invoked by an untrusted 

application. (Defauit = Enabled). 

e Windows Messages - This seiling means Comodo Internet Security monitors and datects if cne appiication attempts 
to send special Windows Messages to modify the behavior of another application (e.g. by using the WM_PASTE 

command} (Default = Enabfed). 

*  DNS/RPC Client Service - This setting alerts you if an application attempts to access the ‘Windows DNS service' - 
possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service 
attack whereby an maticicus entity sends several thousand spoofed requests io a DNS server. The requests are 
spoofed in that they appear to come from ihe target or ‘Victim’ server but in fact coms from differeni sources - offen a 
network of 'zombie' pc's which are sending ou: these requesis wifout the owners knowledge. The DNS servers are 
tricked into sending ail their replies to the viciny server - overwhelming # with requests and causing it io crash. Leaving 
this setting enabled prevents malware from using the DNS Client Service to launch stich an attack (Defauft = 

Enabled). 
  

Sackeraund Note: ONS stands for Domain Name System. iis the part of the Intemet infrastructure that translates a familiar 

demain name, such as 'example.com’ to an IP address like 123.456.789.04. This is essential because the Intemet routes 

messages to their destinations on the basis of this destination IP address, not the domain name. Whenever you type a domain 

name, your Internet browser coniacts a DNS server and maxes a "DNS Query’. in simplistic ierms, this query is ‘Whal is the IP 

address of example.com?’. Once the !P address has been located, the DNS server replies to your compuler, islling it to 

connect ic the IP in question.       
Objects To Monitor Against Modifications: 

。 Protected COM interfaces enabies monitoring ci COM interfaces you specified from the CON Protection pane. 

  

(Cefault= Enabled} 

+ Protected Registry Keys enables monitoring of Registry keys you spacified from ihe Negistry Pyatectics pane. 

{Default = Enabled}. 

* Protected Files/Folders enacles monitoring of fies and folders you specified from the Fife Srafackins pane. 

(Default = Enabled}. 

Gbiects To Monitor Against Direct Access: 

Determines whether or not Comodo Intemet Security should monitor access to system critica’ objecis on your computer. Using 

direct access methods, malicious applications can obiain dala from a storage cevices, modify or infect other executable wud 

software, record keystrokes and more. Comodo advises the average user to leave these seltings enabled: 

。 Physical Memory: Moniters your computer's memory for direct access by an appiivaticns and processes. Malicious 

programs attemp! to access physical memory to run a wide range of exploits - the most famous being the ‘Suffer 

Overflow’ exploit. Buffer overruns occur when an interface designed to store a certain amount of data at a specific 

address in memory allows a malicious process to supply too much data to that aderess. This overwrites ifs internal 
structures and can be used Sy maiware to force the system: to execute fs code (Default= Enabéed). 

+ Computer Monitor: Comodo Inlernet Security raises an alert every time a process tries to directly access your 
computer monitor. Although iegifimate applications sometimes require this access, there is aiso an emerging category 
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of spyware programs that use such access to moniter users’ activities. (for example, to take screen Shots of your 

current desktop; to record your browsing activities etc) (Default= Enabled). > 

Disks: Mcniicrs your Iocai cisk drives for direct access by running processes. This heips guard agzinst malicicus 
sofiware that need this access fo, for example, obtain data stored on the drives, destroy files cn a hard disk, format the 

Grive or corrupi the ile system by writing junk data (Defauit= Enabled). 

。 Keyboard: Monitors your keyboard for access atiempis. Malicious software, known as ‘key loggers’, can record every 
stroke you make on your keyboard and can be used to steal your passworas, credit card numbers and other personal 
Gaia, With this setting shecked, Cornodo Internet Security alerts you every irre an application atiempis to establish 

cirect access to your keyboand (Default = Enabled). 

, / 

Checkbox Options 

- Do NOT show popup alerts - Configure whether or not you want to De netified when the HIPS encounters a malware. 

   
Choosing ‘Do NOT show popup alerts’ will minimize disturbances but at some loss of user awareness (Defauft = 

Disabled). 

If you choose not to show alerts then you have a choice of default responses that C!S should automatically take - 

either 'Blosk Requesis’ or ‘Allow Requests’. 

Pp
s 

na
te
 

  

      

   

  

=] Create rules for safe applicatios: 

FF] Set new on-screen alert timeout to 

  

本 PPV 人 rit : 
DAs iny re 人     

Set popup alerts to verbose mode - Enabling this option instructs CIS to display HIPS Aiefis in verbose mode, 

providing more more informative aierts and more options for the user to allow or biock the requests (Default = 

Disabied). 

Create rules for safe applications - Automatically creates rules for safe applications in HIPS Ruleset (Default = 

Disabled). 
  

  

Nee: HIPS trusts the applications if: 
   * The apolicationffiie is included in the Trustes SHss lis 

=。 The application is from a vendor included in the Trustes Sohware Yoadors [ist 

  * The application is included in the exisnsive and constantly updated Comoco szislist. 

  

By default, CIS dees not automatically create ‘allow’ rules for safe applications. This helps saving the resource usage, simpiffies 

the rules interface by reducing the number of ‘Allowed! rules in #, reduces the number Gi pop-up aierts and is beneficial to 

beginners who find difficulties in setting up the sufes. 

Enabling this checkbox instructs. CIS fo begin learning the behavior of safe appiications so that it can automatically generate the 

‘Allow’ rules. These rules are lisied in the NISS § 

  

ss interlace. The Advanced users can edit / modify the ruies as they wish.

IBM - Ex. 1002-Part 6 of 10, Page 2427 
IPR2025-00379 (IBM v. Croga)



          
  

SSSSESSRNS Nove: Prior to version 4.x , CES would automatically add an allow rule for Safe' Hes to the rules interface. This 
allowed advanced users ip have granular control over rules but could aise lead to a cluttered rules interface. The constant 
addition of these ‘allow niles and the corresponding requirement to leam the behavior of applications thai are already 
considered ‘safe’ also took a toll cn system resources. In version 4.x and above, ‘allow’ rules for applications considered ‘safe’ 
are not automatically created - simpiifying the rules interface and cutting rescurce overhead with nc loss in security. Advanced 
users can re-enable this selling if they require the ability to edit rules for safe appiications (or, informaily, if thay prefeired the 

way rules were created in CIS version 3.x}.     
  

° Set new on-screen alert time out te: Determines how long the HIPS shows an alert for without any user intervention. 
By default, the timeout is set ai 120 seconds. You may adjust this setting to your own preference. 

Advanced HIPS Settings 

* Enable adaptive mode under fow system resources - Very rarely (anc only in a heavily loaded system}. low 
memory conditions might cause certain CIS functions ic fail. With this option enabled, CIS will attempt ic locate and 
utilize memory using adaptive techniques so that it can complete iis pending tasks. However, the cos? of enabling this 

. cpticn may be reduced performance in even lightly loaded sysiems (Defauft = Disabled), 

   

e Stock all unknown requests if the application is closed - Selecting this cption biocks ail unknown execution 
requests if Comodo Intemet Securily is no? pinning/has been shut cown. This is opion is very strict indsed and in 
most cases should only be enabied on seriousiy infested or compromised machines while the user is working to 
resolve these issues. If you know your machine is already ‘clean’ and are looking fust tc enable the highest CIS 
security settings then it is OK to jeave this box unchecked. (Default = Disabled) 

  

+ Enable enhanced protection mode - Cn 64 bi systems, enabling this mode will activate additional host intusion 
pravention techniques ic countermeasure extremely sophisticated malware that tries to bypass regular 
countermeasures. Because of fimitetions in Windows 7/8 x64 systems, sors HIPS functions in previous versions of 
CIS could theoretically be bypassed by malware. Enhanced Protection Mede implements several patent-pending ways 
to improve HIPS. CIS requires a sysiem restari for enabling enhanced protection mode. (Default = Disabled) 

6.2.2.2. Active HIPS Rules 

The HIPS rules iab lists ihe different groups of applications installed in your system and the Rulesets applied to them. You can 
change the rulese! applied to selected applications and also create custom nulesels to be applied to selected applications. 

OO 

     
     

- S RAR ENN meNNSSY These applications ds sof Seiong te & FILE GROUS 
m predefined rule 

| SS 
ThisiaPRESEFINES RULE 
”Wihirh can be applied 

te a FILE GROUP or to 

an individgal application 

  and are individually assigned a custai 
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  Name ofthe 

FILE GROUP 
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depicyed to individual applications 
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The first column, Application Name, displays a list of the applications on your system for which a HIPS ruleset has been 
deployed. if the application belongs to a file group, ther all member applications assure the ruleset of the file group. The 

second column, Treat as, column dispiays the name oi the HIPS ruleset assigned to the appiication or group of spplications in 
column cre. 3 

You can use the search option ic find a specific ile or a company in the fist. 

   To use the search option, click the search ison at the far right in the column header. 

  

  

  
  

  
    

    

  

Click the chevron on the left side of the column header and select the search critena from the drop-down. 

。 — Enter partly or fully the name of the item as per the selected criteria in the search fieid. 

* Click the right cr lefi arrow ai the fer right of the column header to begin the search. 

«Click the SS icoa in the search fisld to close the search option. 

General Navigation: . 

Clicking the Up arrow ai the better center of the inisrface opens an option panel with the following options: 

Add a new Application to the list then create it's ruleset. See the section ‘Cres 
op 

    

» Edit - Allows the user to modify the HIPS nile of the selected application. See the section ‘Creating 

e Remove - Deletes the selecied rulesel. 

  Note: You cannot remove individual applications from 2 fle group using this interface - you musi use the ‘Fhe Graygs 

inferface to de this.     
  

Purge - Runs a system check to verify tha? all the applications for which ruleseis are listed ere actually installed 
on the host machine si the path specified. # not, the rule is removed, or ‘purged’, from the list. 

” Users can re-order the priority of rules by simply selecting the application name cr file group name in question, clicking the 

handle at the betiem center and selecting ‘Move Up' cr ‘Move Dewn' frem the options. To alter the priority of applications that 

o 
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2. anfgare the rafesal for {his apace 

    

Step 1 - Select the application or file group that you wish the ruleset to apply to 

RS Reales sane # you wish to define a ruie for a new application {i.e. one that is not alreacy listed), click the handie from the HS 

and select ‘ADD". This brings up the ‘HIPS Ruie interface as shown below. 

  

  

& Use Ruleset: 

&s Use a Custom Ruleset 

    

s' Teri 

Window Messa 

      
Because you are defining the HIPS ruie settings for a new application, you can notice hat the ‘Name’ box is blank. {If you were 

editing an existing rule insiead, then this interlace would show that application’s name with installation path cr application 
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1. File Groups - Choosing this option allows yout ic create a HIPS ruleset for a category of pre-set files or folders. For 
exampls, selecting ‘Executables’ would enabie you to create a ruleset for all files with the extensions .exe .dj sys .ccx 

at .pif scr .opl . Other such categories available inciude ‘Windows System Applications’ , ‘Windows Updater 
Applications’ , ‘Start Up Folders’ etc - each of which provide 2 fast and convenient way to spply a generic ruleset to 

important #les and folders. 

  

  

        

    

  

  

        
      

To view the file types and folders that are atfecied by choosing one of these options, you need to visif the ‘File Groups’ 

interface. 

The ' File Groups interface can be accessed by the following method: 

Sa? FSes, click the up arrow from the bottom of the 

  

SS ‘ Sage bw AOS oO 
Sings > Qovenses » HIPS > Sy 

  

° Navigate to Ax 
interface and select ‘Grasgs" from the options. 

2. Applications - This option is the easiest for most users end simply allows you to browse fo the location of the 
application for which you want to deploy the niieset.
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ASE: 上 一 2 

Ww Favostes 

  Nativexdé 

Nativexdé 

Resouces 

  
  

  

: Sheff€xtension_x03.d   NSN. . 

RSS Nedvork 
  

    
New Software.exe 

  

  
              
  

  

3. Running Processes - as the name suggests, this cplicn allows you to create and deploy a ruleset for any process 

that is currently running on your PC. 

ww    
    

  

Windows Operating System 

explorer.exe 

  

  

Having selected the individuai application, running process or ile group, the nex: stage is to Contigure the rules for this 

ruleset. 

_ Step 2- Configure the HIPS Ruleset for this application 

There are two broad options availabie for selecting a ruleset that applies fo an appiication - Nse Nufessf or Use 9 Casion 

4. Use Rufeset - Selecting this cption allows the user to quickly deploy ar existing HIPS ruleset or to the target  IBM - Ex. 1002-Part 6 of 10, Page 2432 
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application. Choose the ruleset you wish to use from the crop down menu. In the example belcw, we have chosen 
‘Allowed Application’. The name of the ruleset you choose is dispiayed in the Treat As’ column for that appiication in 
the HIPS Naies interface (Default = enabled). / 

\ \ SS 
SOTO 

  

   
   

  

tT 

             
    

  

  

Name: | C3Pragram FilesiNew Software\New Software.exe 
  

  

& Use Ruleset 

  

   
©) Use a Custam Ruleset 

    

— 

  

Sole on Hnsiafiey ar Updates’ RSI : Applying the Precelined Ruleset ‘Installer or Updater’ for an appication defines il as @ 

trusted installer and ail files created by the application will also be considered as trusied files. Some applications may have 

hidden code thai ocuid impair the security of your computer if alowed to creais files of their awn. Comodo advises you to use 

this Predefined Ruleset - Installer or Update? with cauiion..Cn applying this ruleset to any appiicaticn, an alert dialog will be 

displayed, describing the risks involved. 

Se \N 

      
Yau are adout te define -a trusted installer that can 

chance everything in-your computer! 

Furtherrare, all the files created by this applicadan will 

aiso be treatec as trusted installers. 

if nct used with caution, this ecticn cen disadie the entire 

security cf your computer inclucing antivirus. 

Oo you still want te conunue? 

  

  

  

Seserat Nate: Predefined Rulesets, once chosen, cannoi be modifed cirectly from this interface - they can only De modified 

and defined using the 'Rsfeseis' interface. 1 you require the ability to add or modify settings fer an specific appiication then 

you are effectively creating sa new, custom ruleset and should choose the more fexible Use a Custos: SSSSSS option instead. 

4 

  

     
  

   

  

two main configuration areas - Access Rig on SeNings (Default = Disabled}. 

In simplistic terms ‘Access Rights’ deiermine what the application can do to other processes and objects whereas 

‘Protection Settings’ determine what the axplication can have done ic it by other processes. 

Access Rights - The Procass Access Rights tad allows you tc determine whal aclivities the applications in your 

cusiom ruleset are allowed fo execute. These activities are called “Access Names’. 

~
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6: LCAProgram FlesiNew SoftwareiNew Software exe 

Use: RUlEsBE 

  

  

  

    
  

  

Refer to the section 88 Raving 
listed above and the implications cfc 

  

SS 

: interprocess Memory 

  

      

  

。 — Exceptions to your choice of ‘Ask’, ‘Allow’ or 'Black' can be specified for the ruleset by clicking the ‘Modify’ fink on the 
iight 

* Seiest the ADwedAppficaions or ‘Biocked Appiications' tab depending on the type of exception you wish to 2resie、
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        SS 

   

  

    RRR 

  

   

  
  

  
  

  
    

Clicking the handle and selecting ‘Add’ aliows you to chcose which appiications or file groups you wish this exception 
to apply io, {afisk here for an explanation of available options). 

fg above, the default action for ‘Iniesprocess Memory Access’ is Asi’. This means HiPS will generate an 

7 alert asking your permission if ‘New Soitware.exe' tries to modify the memory space of any other program. Ciicking 
‘Modify’ then adding ‘opere.exe' fc the ‘Ailowed Appiications’ tab creaies an exception to this rule. New Software.exe 
can now modily the memory space cf cpera.exe. 

i. Protection Settings - Protection Settings determine how protected the agplicalion or fle group in your ruleset is 
against aciiviles by other processes. These protections are cailed ‘Protection Types’. 

  

x 

  

Name: : C:\Program Files\Peacock\Peacock_-Image_Editor.exe 
  

£3 Use Ruleset: 

& Use a Custom Ruleset NS: 

  

  

  

  

          

  

si anges 从 和 于 @ WinasaswsApwinEs 
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      ES 

。 Select ‘Active’ tc enable monitoring and protect the application of fle group agains? the process fisted in the ‘Protection 

Type’ column. Select inactive’ to disable such projection. 

SS ers to view a list of definitions of the ‘Protection Types' listed above and the implications of activating each seiling. 

Exceplicns ic your choice of ‘Active’ or ‘Inactive’ can be specified in the application's Ruleset Sy clicking the ’Moslify fink on the 8 
right. 

3. Click ‘CX’ ic confirm your settings. 

6.2.2.3. HIPS Rule Seis 

vis and sratsetien: seNings thai has been saved and can be re-used and deployed 

  

other programs, the registry etc. 
  

Note: This section is for advanced and experienced users. If you are a novice user to Comodo Intemet Security, we advise you 
first read the Active MIPS Nwies secticn in this help guide if you have not already done so.       

Although each application's ruleset could be defined from the ground up by individually configuring is constituent rules, this 
practice may prove time consuming if it had to be performed for every single srogram on your system. For this reason, Comodo 
internet Security contains a selection of rulesets according ic broad apolication categories. Each predefined nuleset hes been 

specificaily designed by Comado to optimize the security level of a certain type of appiication. Users can, of course, modify 

_ these predefined ruiesasts to suit their environment and requirements. 

To configure this category 
»  Navigaie to: Advanced Tesks > Securily Settings >Defense+ > HIPS > Ruiesets. There are four default Rulesets 

_ listed under the ‘Rules’ column. 

  

  
  

    
        

  
Limited Appl 

  
\
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N 

  

° Click the chevron on the lei side of the column header end select the search criteria from the crop-down. 

° — Enter partly or iully the name of the ruleset in the search field. 

¢ Click the right or lefi arrow al the far right of the column header to begin the search. 

° Click the S icon in the search field to ciose the search option. 

To view or edit an existing predefined ruleset 

e Couble click on fhe Ruleset in the list - 

of 

+ — Select the Ruleset, click the handle ai the boticm of the interface and choose ‘Ed: from the options. 

From here you cen modify a rulesst and, if desired, make changes ic Hs ‘Access Sights’ and ‘Profeciios Seiings’. Any sy $ 8 y ag 5 

changes you make here are aitomaticaily roiled out to all applications thal are currently applied with the ruleset. 
a“ 

To create a new predefined ruleset 

.* Click the handle at the bottom of the interface and choose ‘Add’ from the options.
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。 Enter a name for the new ruleset. 

¢ To copy the Access Righis and Frafection 
Settings from another pre-exisiing ruleset, click 
‘Cony From and select the ruleset from the 

drop-dowt 

  

  

  

o 3 ot SS. Ss oadens fers Ny Prkaka Sy 
   

  Sectew nd NS 
NIHSS, 

。 = Click OK to save the new ruleset. 

\\ 
ACL COC 

  

  
  

  

    

Windows Systarn Apalicaiisn 

LimEsa de 
  

  

SNagy RSS 
  

\ 

  

t 

  

Once sreaied, your ruleset is available ior deployment onto specific application or file groups via the Acky 

interface. 

§.2.2.4. Protected Objects 

The Protecied Objects panel allows you to protect Specific files and folders, system ciitical registry keys 2nd COM interfaces 

against access or modification by unauthorized processes and seivices. 

The Protected Cbjects panel can be accessed by clicking Security Seilings > Defense+ > HIPS > Protected Chiects from the 

Advanced Settings interlace. 、 
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NS Protected Objects 

The following objects are protected on this computer. 

  

otectert Objects       

      
The panel has five iabs: 

    
ces - Allows you to specify COM interfaces thai are to be protected from changes 

NSS Dats Folders - Allows you to specify folders coniaining data Hes that are io be protected fram changes 

6.2.2.4.4. Protected Files 

The Proteciad Files tab displays a ‘ist of files and file groups thai are protected irom acress by other programs, especially _ 
maticious programs such as virus, Trojans and spyware. itis aiso useful for safeguarding very valuable files (spreadsheets, 

deiabases, documents) by denying anyone and any program the ability to modiy the file - avoiding the possibility of accidentai 
of deliberate sabotage. Ifa file is ‘Protected’ # can still be accessed and read by users, Dut not altered. A good exampie of a file 
that ought ic be protected is your ‘hosts’ file (c: Awindows\systemS2\drivers\etcthests}. Placing this in the ‘Protected Files and 
Folders’ area would allow web browsers to access and read from ihe file as per normal. However, should any process attempt to 

modify it then Comodo Internet Security blocks this attempt and produce a ‘Protected File Access’ pop-up aler.
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Clicking the hancle at the Sottom of the interlace opens an options panel with the following opticns: 

   
© Ase - Allows you to add individual files, programs, apptications to Protected Files. 

+ S88 - Allows you to edit the path of the file or group of a selected iiem in the Protected Files interface. 

+  Semove - Deletes the currently highlighted file or file group. 

e soups - Opens the Manage Groups interface that allows you lo edil pre-detined file groups and define new file 
groups for inclusion in Protecied Files list - 

。 Purge - Runs a sysiem check to verify that ail the files listed are actually instajiec on ihe host machine al the path 

specified. If not, the fife or the fils group is removed, or ‘purged’, from the fist. 

  

You can use the search option te find a specific file or fle group in the list by clicking the search ico at ths far righi in the 
column header end entering the file/group neme in full cr part. You can navigate through the successive resulls by clicking the 

leit and right arrows.
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To manually add an individual file, folder, file group or process ' 

一 
  

  
  

          

  

  

° Click the handie from the bottom center and select ‘Add’. 

You can add the Hes by following methods: 

  

To edit an item in the Protected Files list 

¢ Select the term from the jsi, click the handle from the boitom and select Edit. The 'Edit Property’ dialog will appear. 

NT a 
WRN rg      

Ede Fite Pat: 

i CAUsersUohn Smith Documentsiaccounts.ac 
  

  

° —_ Edi the file path, if you have relocated the file and click OK 

To delete an iter from Protected Files fist
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Ne Se . ser EN curity - User Guide . << 

Ace     
*。 — Select the item from the list, click the handle from the bottom: and select ‘Remove’. 

The selected jiem will be deleted fom the protecied files list. C!S will noi generate alerts, if the fite or program is subjected tc 
unauthorized access, 

( . 

File groups are handy, predefined groupings cf ons or more file types. Creating a fils group allows you to quickly deploy a 

ruleset across multiple file types and applications. 

To open the Manage File Groups interface . c 

1. Click dhe handie from the bottom center of Protacted Files interface and select ‘Groups’. 

The Manage File Groups interface will open. 

a 

  

     

   

    

SS 

  

  

  

  

  
¢  Nemove axisis 
  

Note: This area is for the creation and medificati , You are noi able ic modify the security ruleset of any 

applications or files irom here. To do that, you should use the HIPS Suies interface or the Sredefined Nutes Interface.         
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° Add anew group - Select ‘New Group’ from the 'Add’ drop-down, enier a name for the group in ihe ‘Edit 

property’ dialog and click OK 

Choose Fae Group kame 
  

files from Alice 
  

    
+ Add files to a groug - Select the Group, click the handie and seleci Add. Choose from ‘Files’, ‘Folders’ or 

‘Running Processes’ to 2dd fies by browsing is Shs He ar fokies or from SEEN NSSSSSES 

天
 

。 Te edit an existing group, select the group, click the hancls and chcose Ecit. Edit the name of the group in the Edi 

Property dialog ~ 

。 Te remove a group, select the group, click the handle and choose Remove. 

° To remove an individual le from a group, click + at the le of the group fo expand the group, seiect the tie to be 
removed, click the handie and chocse ‘Remove’. 

  

Users can chocse to selectively allow another appiication (cr file greup} to mcdify a protected file by affording the appropriate 

Access Right in ‘Active HIPS Sales’ interface. A simpiistic exampie wouid be the imaginary file ‘Accounts.ods’. You would want 

the Open Office Cale program fo be able to modify this tle as you are working on it, but you would nol want # to be accessed by 

a petentiai malicious program. You would firsi ast the spreadsheet ic the ‘Protected Files’ area. Once added fo ‘Protected Files’, 

you would do into 'Aefive MIPS Nwies’ and create an exception for ‘scale’ so that it alone could modify ‘Accounts.cds.    

。 First add Accounts.cdt to Protected Files area.
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。 Then go to HIPS Rules interface and add it io the ist of applications. Click the handie ai the boitcm and shoose 

‘Edit’ after selecting the checkbox beside it.
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NAN      

  

  

  

        
e in the KIPS Rule interface, select 'se a custom rule set’.
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    Comodo Infemet S Security Us SS 

Se a 

Name: C:\Documents and Settings\Administrator\My Documents\a 

    

  

   
   

Can 

  

  

  

@y Use Ruleset: 

«¥ Use a Custom Ruleset 

  

  

    

  

            

        

Physical Memory 
  

        
        

。 Under the ‘Access Rights’ tad, click the link ‘Modify beside the entry Proteclec Files’Folders. Tha Protected Files 
and Folders interlace will appear. 

° Under the ‘Allowed Files/Folders’ tab, click the handle, choose ‘Ada’ > ‘Files' and add scaic.exe as exceptions ic 
the ‘Ask’ or ‘Block’ rule in the ‘Access Rights’.
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Another exampls cf where projected iiies shouid-be .given -selective access is the Windows system direciory ai - 
‘c:\windowstsystem32’. Files in this foider should be off-limiis to modification by anything except certain, Trusted, appiicaticns 
like Windows Updater Applications. In this case, you would add the directory c:windows\system32\* to the ‘Protected Files area 
(* = ail flies in this directory}. Next go ic ‘NISS Safes’, locate the file group Windows Updaier Applicaiions’ in ihe list and follow 
the same process outlined above to create an exception for that group of executables. 

§.2.2.4.2. Blocked Files 

Defense+ aliows you to leck-down files and folders by completely denying al! access rights to them from other processes or 
users - efectively cutting it of from the rest of your system. if the file you black is an execuiabie, then neither you nor anything 
else fs able tc run that program. Unlike files that are placed in ‘Protected Files’, users cannot selectively allow any process 
access ts a biecked file. ‘ 
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Clicking the han¢le at the botom of the interface opens an options panel with the fellowing options: 

° 

You can use the seatch opion to find a specific file or fle group in the list by clicking the search icon ® 

. Ads - Allows you io add individual files, programs, appiications to Blocked Files. \ 

Eek - Allows you to edit the path cf the file. 

Remsye - Releases the currently hightighted fle from the blocked fites list. 
   

  

Seilete - Deleies the highlighted file from your compuler 

Purge - Runs a sysiem check to verify that ail the files listed are actually installed on the host machine at the path 
_ Speciied. If not, the file or the fils group is removed, or ‘purged’, from: the jist. 

   

  

= at the far righi in the 
column header and enisring the file/group neme in fuli or part. You can navigate through the successive results by clicking the 
left and righ? arraws, 
  

  

  

    

  

  
To manually add an individual file or application 

Click the handie from the bottom center and select ‘Add’. 

  

To edit an item in the Blocked Files list 

° Select the Hern from the isi, click the handle from the baitor and select Edit. The ‘Edit Property’ dialeg will appear. 
a
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¢ Edithe file path, if you have relocated the file and click OK 

To release an ilem from Blocked Files tist 

‘© Select the #em from ihe list, click the handis from the bottom and select ‘Remove’. 

The selected item: will be semoved from the Slocked Files list. CIS wii! nol block the appiicaticn or file from execution or opening 
then onwards. , 

To permanently delete a blocked file from your sysiem 

* Select the #em from the list, click the up arrow from the bottem and salect ‘Delete’. 

The selected tem will be deleted from your computer.-immediaiely, 
  

Warning: Deleting a fils from from the Siccked Files interface permanently deletes the file from your system, rendering it 
inaccessibie in future and it cannot be undone. Ensure that you have selected the correct file to be deleied before clicking 

‘Delete’. ,       

6.2.2.4.3. Protected Registry Keys 

The ‘Registry Keys’ panel aifows you to protect system critical registry keys against medification. jreversibie damege can be 
caused tc your system if important reaisizy Xeys are corrupted or modified in any way. [tis essential that your registry keys are 
protected against any type oi attack. 

Click the 'Registry Keys’ iab in the Protected Cbjects interface.
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， es 

The following objects are protected on this computer. 

  

  

  

    

      
  

  

  

   
-- 3 HKLMISY STEM\ControlSet?2\Services® 

HKLMAS YSTEMCantralSet 2? AC antral” 

  

    
       

  

cal 内 HELMS YSTEMContralSet?? Class 

    

PAS Y STEM ControlSet?? AErum\ROONLEGACY “CSCaniigF lays 

  

& 

  

BS] - gP “SOFTWARB Micrasot\Driver SigningsPaticy 

    

    — @P ASOFTWARE Class      
               
  

  

Ase - Allows you to add Registry groups or individual registry keys/entries to Registry Protection fist. 

° a8 - Allows you to edit the path of the Regisiry group or individua! registry keys/entries of the selecied item in the 
Registry Protection interface. 

e  Nemove - Deletes the currently highlighted Registry group er individual registry key frorn the Regisiny Protection isi. 

°  rsugs - Opens the Manage Regisiry Groups interface that allows you to sd pre-defined Registry groups and define 
new Registry groups for inclusion in Regisiy Protection kisi. 

  

You can use the search opion ic find a specific registry key or group in the jist by clicking the search icc al the far right in
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Coe 

the column header and entering the key/group name in full or part. You can navigate through the successive results dy clicking 
the left and right arrows. . 

2 

    
  

  

  

  

  

        

    
    

  

    
  

  

    
To manually add an individual Regisiry key or Registry Group 

* — Click the handie from the bottom center and sslect ‘Add’, 

    

  
  

        

  

  

You can add the items by following metheds: 

° © Adding Registry Groups - Selecting Registry Groups allows you to batch select and import predefined groups of 

important registry keys. Comods Internet Security provides a cdefaull selection of ‘Automatic Startup’ (keys), ‘Comodo 
Keys’, ‘intemet Explorer Keys’ and ‘Importan? Keys’. For explanations on editing existing registry groups and creating 
new groups refer to the section Xegisisy Gregps. 

° © Adding individual Registry Keys - Selecting Registry Entries’ opens the ‘Selec? Regisiry Keys’.
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Add new Rem : 
  

  

    

   
    

  

     

  

   

HELMESCEBYARE Peacock Image Editor: 

  

Sass 

MczifisPlugins 

   i 1B OpenOffice.org 

Geera Softevare 

  

  

    

  

   

isteredApplications 

an Pelicresystems   
 HREY_ USERS. 

S HNEY CORRENS_CGNFIS 

     

    

              

UOT Te 

, 

You can add items by browsing the registry iree in the right hand pane, selecting the key and moving if io right hand 
side pane by clicking the right arrow button. To add item manually enter its name in the Add new item’ fieid and press 
the ‘+’ button. 

To adit an item in the Registry Protection list 1 

e Select the key from the list, click the handie from the bottom and select Edit. The ‘Edit Propery' dialog wil appear. 

  

  

REREEEREREEREREE ER IEE 

Edi the key path, if you have relocated the file and click OX. 
  

Nas: The Registry Groups cannot be edited from this interface. You can edit Registry Groups from the Manage Registry 

Groups interface. Refer to the section Negisty Srauys for more details.       

To delete an item from Registry Protection list 

Select the Hem from the lisi, click the up arrow from the bottom and select 'Remove’. 

* The selected em will be deleted im the Registry Protection list. CIS wil noi generate alerts, it the Xey or the gmup is modified 
by other programs. 

Ay 

cone
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Registry groups are predeiined batches of one or more registry keys. Crealirig a registry group ailows vou to quickly add it ic 
Registry Protection list. 

To open the Manage Registry Groups interface 

1, Click the handle from the bottom center of Registry Protection interface ard select ‘Groups’. 

The ‘Manage Registry Groups’ interface wii open. 

  

      

    
.   

This interface atlows you io 

    

   

      

° 

° y
e
u
 

fa
 

G8
 % 

% 
ip
 

° 人
 

Fi
n 

s 74
 

% 

é nendie fram the bottom and click ‘Add’.
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Add a new group - Seleci New Group’ from the ‘Add! drop-down, enter a name for the group in ihe ‘Ecit 
property’ dialog and click OK 

NS 

  
Choose Registry Grous name 

Peacock Image Editar   

  

Add keys te a group - Select the Group, click the handle and click Add and 2hocse ‘Registry Keys’. The 
‘Select Registry Keys’ dialog will be opened. 

  

B Add new lem | 
  

    
; 

bef Microsoft ! HELSNSCETWARE Peacock Image Edton™! f 
+ Mozilla 

  

  
  © HEY USERS 

SS HEY CURRENT CONFERS             
Yeu can add iems dy browsing the registry tee in the right hand pane, selecting the xey and meving itic 
right hand side pane by clicking the sight arrow Dutton. Te acd item: manually enter its name in the ‘Add new
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iteny field and press the + button. 

。 To edit an existing group, select the group, slick the handle and choose Ecit. Edit the name of the group in the Edit 

Property dialcg 

SN    

  

  

  

。 Teremovs a group, select the group, click the handle and choose Remove. 

°. To remove ar individual fle from a group, click + at the left of the group to expend the group, seiect the xey or entry to 
be rernoved, click the handia and choose 'Remove’. 

§.2.244, Protected COM interfaces 

Component Cbject Mode! (COM) is Microsoft's cdject-orienied crogramming mode! that defines how objects interact within a 
single application or between appiicaticns - specifying how components work together and inter-cperate. CCM is used as the 

basis fer Active X and OLE - two favorite targets of hackers and matlicicus programs to launch ailacks on your computer. is 2 
Cfitical part of any security system to restict processes from accessing the Componeni Object Model - in cther wonds, tc protect 
the COM interfaces. 

Comodo Iniamet Security automatically pretecis COM interfaces against against modification, corruption and manipulation by 
malicious processes. The predefined COM Sxerisse greqps can be accessed by clicking the ‘Groups... button. 

   
  CCM interface components ic the jsi This intarface car: be accessed by 

Objecis interface. ; 
  

  

  
  

  

              
              

Clicking the handle at the bottom cf ihe interface opens an optons panel with the following options:IBM - Ex. 1002-Part 6 of 10, Page 2456 
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e Ads - Allows you ts add COM groups oF individual COM components to COM Protection list, 

* Sais - Allows you to edit the COM Class. 

*  Resave - Deletes the currently highlighted CCM group cr individual COM component from the COM Protection list. 

.¢  &saups - Opens the Manage COM Groups interface that allows you to edit pre-defined CCM groups and define new 

groups fcr inclusion in CCM Protection fist. 
    

You can search for a specific CCM interface from: the list by clicking the search icon : t the far right in the column header 

and entering the name of the COM inierface in fuil or part. You can navigais through the successive resuits by ciicking the ieft 
+ and ighi arrows. 
  

  

      
      

    
    

      

  

To manually add a COM Group or individual COM component 

=。 Click the handie fram the bottom osnter and select ‘Add’. 
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You can add the items by following methads: 

° Adding COM Groups - Selecting COM Groups allows you to datch selec? and impert predefined groups of important 
COM interface components. For explanations cn editing existing COM groups and ensating new groups refer to the 

7 SIANSS Oeansne section COS Grougs. 

* Adding COM Components - Selecting ‘COM components’ opens the ‘Select COM Interfaces’ diaiog. 

Le VT a LP 
po Ra U i SR RN 

     

   
  

Ast new itenr 
  

  
  

we 和 AceCentDacMgrAccChentDocMgr SecessContyaisist 

AecCientBoachgrAccClientBocMeyr.. 

RecDictionsry. AccDictionary 

ccDictionary. AccDictionary.§ 

= MEstry 

    

esSacves Bacar AccSarvesBacMg: 

AccharverBacMarAccServerBacMe   RDGDB Gorencsrd, 

ADSGDS conenmsrd.6.0 

ADODB.Cansec tias 

ADODS Connections.6.0 . : . 

ADGDS.Ervor : 
SOODB Errar.68 

AOODB Erroclookup 

ADODS Ervoriaoiap. 69 

      
      

    

You can add items by selecting from the jef hand side pane anc moving i! to right hand side pane by clicking the right 
arrow bution. To edd item manually enter its name in the ‘Add new item’ feld and press the + button. 

To edit an item in the COM Protection 

* Select the COM component from the list, click the handle from the bottom and select Edit. The ‘Edit Property’ dialog 

will appear. 4 

EAE yn >       

  

  

e Edit the COM Class and click CX 
  

Nsis: The CCM Groups cannot be edited from this interface. You san sdit COM Groups from the Manage COM Groups 
interface. Refer to the section CON Gsaxgs for more deiaiis. 
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To delete an item from COM Protection list 

e Select the Hem fron: the lisi, click the hendie from the boitem and select ‘Remove’, 

The selected item will be Geieted from the COM Protection list. CiS will not generate alerts, if the COM component or the group 
is modified by other programs or processes. 

CCM groups are handy, predetined groupings of CCM inierfaces. Creating a COM group allows you to quickly add it to COM 

Protection lisi. 

To open the Manage COM Groups interface 

1. Click the handie from the bottom center of COM Protection interface and select 'Grougs’. 

The ‘Manage COM Groups’ interface will open. 

\ UN 
RLERELET CERECLER CREEL ECUCE LLC EYL 

  

    
  

  
          

  

      
This interface allows you to: 

  

    

° 

° 3} 

， 
o ee 

Wersascagsca iw ted oe task sans wes + Remove exist et individ CON 并 HONS 
* To add anew group or add new COM Componeni(s} to an existing group, click the handle from the boitorn and click 

| fonon0 So
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° Add anew group - Select ‘New Group’ from the ' Add drop-down, enier a name for ihe group in the ‘Edit 
property’ dialog and click OK. 

Add new COM Grous 
  

  

  

” Add COM Componenis to a group - Select the Group, click the handie and ciick Add and choose 'COM ~ 
Class. The ‘Select COM interface’ dielog wil! be opened. 

LAV VAIIVVT        

  

  

   Add nay Berk 
  

    
   
    

  

   

  

   
   

  

    

WIMFE E Assnc MEME WRI? 

SWIMPET Assoc MEMEASPL 

WRIPT £ AsanchMEWYX 

WRIFE SHON 

    
      : WIMPNSSCLINSS Manager 
: SEMPNSSCLNSS Manager.t 
WMP Theme. WPS NaMngr 

WMP Theme WMPSiGs Ming 

i WNSCHentNet Manager. Gient ei Mas 

: WAS ClicntNeiNanager.CiaxtNetMa 

: WASDKNTT A SourcePiigin. HFIP Sow 
WMSDKATTPSourcePiugin HTT Sows: 

: WSDINS 8SaurcePingin, MSBSSou 

WMSDKMS BSourcePiagin SISBDSag 

 WRISDKNanvespace Namespare factor 

  

  

    

  

  

  

     

  

       

  

     
    

      
EEO 

You can aad items by selecting from the ;eft hand side pane and moving it to Hight hand side pane by clicking the right 
arrow bution. fo edd item manually enter its name in the 'Add new item’ Held and press the '+' button. 

  
° Te edit an existing group, select the group, click the handle and choose Edit. Edit the name of the group in the Ed 

Cnc
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« Te remove a group, eaioct tho grcup, cliok the handle and chocse Remove. 

* Te remove an individual COM Compenent from a group, click + at the left of the group to expand the group, select the 
hem to be removed. click the handle and choose ‘Remove’. 

6.2.2.4.5. Protected Data Folders 

The Gata les in the foiders listed under the Protected Data Folders area canna! be seen, accessed or mocified by any known or 
unknown application that is rinning inside the sandbox. . 
  

ist Files and iclders that are added to ‘fyaiecies FXss' interface are allowed read access by other programs Dut cannot be 
modified, whereas the files/felders in ‘Protected Data folders’ are totally hidden to sandboxed programs. If you want a file io be 
read by other programs but protected from modifications; then add it fo "Protected Files’ list. If you want to totally conceal a 
data file from all the sandboxed programs but allow read/write access by other known/rusted programs, then add it to 

Protected Data Folders. ‘       
To ope: the Protected Data Folcers interface, Click the ‘Protected Daia Foiders’ tab in the Protecied Objects interface: 
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       The following objects are protected on this computer. 

  
  

      

    
state 

  

   

Clicking the handle at the bottom of ihe interface opens an options panel with the icllowing options: 

    

  

  
  

Add - Allows you to add folders te Protected Data Foiders list. 站 

Eas - Aliows you to eGit fhe path cf the added folders. o 

Remove - Deletes the currently selected folder. 

    

You can use the search ootion ic find a specific folder by clicking the seerck icon at the far right of the column header. You 
can search by entering the jclder name in full or part. You can navigate through the successive results by clicking the left and 

right arrows.
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To add a folder to be protected 

e Click the handia from the bottom center and select ‘Add’. 

SN     
  

  

Goce 

  

-Local Disk (C:) 

3 aef111b1cf63372F02a1000242dF7d 

33 Apple Computer 

certs 

CIS Log Archive 

CIS_ Setup 

Documents and Settings 

Dragon 

RAN 
old man files 

  

  

  

。 Navigate to the foider ic be added and click OK. 

  

Protected Objects 
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