2.1.1. Run a Quick Scan

The ‘Quick Scan' profite enables you to quickly scan critical areas of your compuler which are highly prore to infection from
viruses, motkits and other malware. The areas scanned inciude system memary, aute-run entries, hiciden services, boot seclors
and other sigrificant areas kke important registry Xeys and system fifes. These arsas are of great importance i iha health of
your compuier so £ is essential to keep them free of infection.
You can customize which lems are scanned undsr a'Quick Scan’ and create a sean schedule from the 'Advansed Tasks'

. interface. Refer to Antivirss Sslifngs > Soais Profies for mere datails.

To run 2 Quick Scan

> Click 'Scan’ from the Generai Tasks inierface and click ‘Guick Scar' from the "Scan’ inferface.

\\\\\\i\\\_\\\x\

e

777

iz

R

IBM - Ex. 1002-Part 6 of 10, Page 2230
IPR2025-00379 (IBM v. Croga)



n and

2

il
il

il beg

R

th
ag

e

%ﬁuéﬁmﬁ&wﬁ@

1R

s4

i

2 scan
SCai
S

te, th
un the

i
it
i

tto1
¢

B

H

G
piliianas

Once co
wai

on

r. If vou

latest vers
jate butto
the

B

opr

ep {rack of

)
17}
c

€ app

o B =
s = \g
i =

an

ad a
ic

o

¢l

i %n

an by

first down
S

ill
53
ackgro

iop th

er
5

r

il

Jtiiss

r
r

e b

58
aB
c
g

e scan

rren e

th
SUs

d
:

S

i

isplayed
33, e
cl

pau
und

ce

s outdate
i} be d

258 Wi
di

j
Uc
cX
e

e

.

base
Yo
b

i

::a

i

ke S

B A R

2 da
.

scan preg

f th

Croga)

Page 2231

(IBM v

nager’
Part 6 of 10
00379

a

b

K

Ta
1002
IPR2025:

T the
Ex.

ss
IBM

e

rog

an p

.

e

il k

st

~
(%

Yau

und’.

S

¥

C

i

i

gro
a

-~

a
nt



i

Co S i

i
e

i
T

?‘vawm%@.
G

L

e

i

SRR %@,:W

LEiL

it
i i R

[
ifinnsis,

i i
Bzmdiiid it

i
i
u i
%
e
SR

il

g
LHbi e s
e i

b e

4 ?va.qul_ JY;,
m? il
%;.L

S

er of

display the numd

. The alert wil

ted

Iot
1%

issugs were dele
ing options:

if

can i
clea

rn

Y
!

e end of the
you with

th
present

will be cisplayved at
ns discovered and

2N
v

tsfinfecti

€

G

Angalerts
threa

e

Page 2232

IBM v

Part 6 of 10

1002
IPR2025

- Ex.

IBM

Croga)

00379 (



We recommend you work with 3 GeekBuddy Certified Microsoft Expert to maks
sure vour computer is completely cieaned and optimized.

et o GeekBudidy assist you nowe.

Do not ask me this question again

If you wish 1o have a skilled proiessionzl {rom Comedo to accsss your system and perdorm an efficient disinfection,
ciick *es, | want an expert to clean it if you are a first-time user, yeu will be faken fo Comodo GeskBuddy webpage to
sign-up ior & G2ekBucidy subscripticn. lf you have already signed-up for GeekBuddy services, the supgort chat
sassion wiit starl and a skilled ischnician will offer fo clear your sysism.

3

For more details or: GaekBuddy Expert help, refer 1o the section Somsde GoskSuddy

If you wish to clean the infections yourself, selsct ‘No, | will try to clean it myself'. The scan resuits sarsen wili be
cisplayed. )
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Tha results window shows the number of objecis szznned ang the aumber of threats (\iuses, Ro
down menu to chasse whether to clean, move 1o cuaranting or ighore the threat. Referto ¥
more details.

IO

t

2.1.2. Run a Full Computer Scan .

£°Full System Scan’ scars every local drive, folder and fils on your systsm. Extemnal davices such as USR drives, sicrage drives
and digital cameras wili also be scanned.

You can cuslomize which iems zre included in a ful scan and set-up a sczn scheduls from the 'Advanced Tasks' interiace.

s for more details.

Refer
! To run a Full Computer Scan

- Click 'Scan’ from the Sensrai Tasks interace the click ‘Fuil Systeir: Szan’ from the 'Scay’ interlace.
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WA DO\N\\.Ghust\Chssi'\Ghast.axe
ApplicUnwnet Windd Lealdest. Shostgds 118

= Youcanpause, fesume or s uP the scan by clicking the appropriate biittor. lf veu wal‘t torur the scannin the

background, click 'Send 1o Sackground'.
covooe e

Send To Background action, whera avaiiagiz, makes the task

uch as scanning or updating continie running in the
tuackgrclun::l_. These tasks ars going tc taike ionger tc compieta put
resnurce usage of the comautar is geing to e minimat.

. : 2 use Task Manager in crder 10 access them iater,

D2 nat show this messags again

If vou send io the background, you can continue to check scan progress by ciicking 't
screen of by clicking ‘Upes Task Managet' icon from the ‘Advanced Task s m.erface
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Any detecied threats will be displayed in fuil at the end of the scan. The aert will iell you how many threats were
found; the nane and iocation ¢f the threats and will provide you with virus removal options:
]
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w

We recommend you work with 3 GeekBuddy Certilied Microsoft Expart to maks
sure your camputer is comgletely ciesnad and optimized.

‘Let a GeekBuildy assist you now.

K

To spealt {2 3-CeekBuddy, call 13882017433

%5

Do not ask me this guestion again

if vou wish to havs a skilled professionzl from Comndo to access your system and perform: an efficient disinfection,

ciick Yes, | wan! ar: experl to clean it il you are a first-time user, you will be iaken io Comodo GeskBuddy webpage to

sign-up ior & GeekBucidy subscription. 1 you have already signad-up for GeeiBuddy services, the support chat
" session wiii starl and a skilled fechnician will offar o clear your system.

> For more detaiis on GeekEBuddy Expsrt help, refer fo the section Camade st

screen wili be

]
v

if you wish 1o clean the infections yoursell, select ‘No, | will try to clean it myself’. The scanre
displayed. .
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2.1.3. Run a Rating Scan

The ‘Rating Scan’ feature runs a cloud-based assessment on fiies 0n your computer 1o assess how irustworthy they are.
Based on the trustworthiness, e files ars rated &s:

o Trusied - the file is safe

s Unknown - the trushworthiness of the file could not be assessad

»  Bad- the fie is unsale and may cordtain malicious code. You véill be presented with disiniection options for such fles.
To run a Rating scan

o Click the curved Tasks’ arrcw on

o home scraen then click ‘Genarat Tasks' > ‘Scan’ > ‘Rating Scan”
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After the cloud scanners have finished their analysis, file ratings wii be displaved 2s follgg\ - Ex. 1002-Part 6 of 10, Page 2240
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/
]
Q\Q Unlknowin Files
' § rusted Fiies .
§ Running Files .
' utorun Files
]
~
£ach file identified zs Bad' is ascompanied with a drop-down box that aliows you to "Ciean’, Trust' or Tzke no astion’
N
§ :
\
.
; *  Clean - if a disinfeciion routine is availzble for.the selected infestion{s), Comodo Antivirus will disinfect the appiication
and refain the application file. i a disinfection routine is not available, Comede Antivirus will move the fiies to
Quarantine for later analysis. See Manags Quarantined fews for mors info.
: s No Action - if you wish 1o igrore the file, select ‘No Actier’. Use this oplicn with cautior. By choosiag 1o neifher Clean’
nor ‘Trust), this Tile wili be detecled by the next ratings sezn that you run. -
> Trusted - The file wili be moved to Trusted Files fist and will be given Trusled raling from the next scan.
Forthe same actior: lo be applied lo &ll 'Bad' fiies, make a zeiection from the drop-down menu at the top of ths 'Actior’ column.
-
L
) /

IBM - Ex. 1002-Part 6 of 10, Page 2242
IPR2025-00379 (IBM v. Croga) °



AR

R

il

3

Wi

sbar

¢ and a progres

clions will be appiie

prs
[=]

cled

ce. Thesele

lement your choi

imp

toi

s

2

Apply Se
ved unde

ick
spla

Cl
di

N e

e

e

3
, 1
Ea. Ymm i:aaq
,w Sﬂuﬂ,ﬂiﬂ,ﬂ,:
e ,.H.mmﬁ:

s

:a,
i
o .

n I
s

it
S

A
T
i i

LR
e

T
i L
SEEER S

Ak

S

i

Page 2243

IBM v

Part 6 of 10

1002
IPR2025

- Ex.

IBM

Croga)

00379 (



»  Click 'Ciose' to exii.

2.1.4. Run a Custom Scan /
Comodo Antivirts allows yoil ic create cusiom scan profiles to scan specific areas, drives, foiders or files in vour computer.

To run a custom scan, click 'Scan’ frem the 'Ceneral Tasks' interface then click ‘Custom Scan’. The Custom Scan panel will
open:

ARNINN > SN
g . > e
.- Ny

AR
R
S N

The ’L,'usm Scar' parel contains the Ilcwnn scan opons. Click the iinks to jump te the help page for that 1op1c
o Fylder Sean - scen individual foiders
= FHo Sean - scan an individual flz
= More Scan Oplions - creale a custom scan profiie here k

2.1.4.1. Scan a Folder

The cuslom scan allows you 1o scar a specific folder sbored in your hard dive. CC/CVD or in externai devices like a USB drive
connecied to your computer. For example you might have copied a folder frem another computer in yaur networX, an external
device or downloaded frem Intemet anc want ic scan i for viruses and other threals before you open it

To scan a specific folder ’
~  Click Scan fron: the ‘Ceneral Tasks' interface and Ciick 'Cusiom Scan'’ from the ‘Scan’ interface
< Click ‘Folder Scan’ from the ‘Cuslom Scar' pans

-+ Navigats to the foider ic be scanned in the "Browse for Folder’ window and click CK.

IBM - Ex. 1002:Part 6 of 10, Page 2244
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} Federal Bank Statements
first_launch

Y old man files

i Program Files
set_up_files

& Share

¥ Ghost
i Surfer
WINDOWS

!
The folder will be scanned insta

and ihe results will be displayed with a i

st of any identified inisctions
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N

i y"Clean

' Clean

»  Oncempleticn of scanning, if any threats are isund, 2n alert screen wili be dispiayed. The alert will displzy the number
of threatsinfeciions discovered by the scanning and provide you the options for cleaning.

IBM - Ex. 1002-Part 6 of 10, Page 2246
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8 Infections Found!

We racommend you work with 3 GeekBuddy Cestifind Microsof Expert to maks
sure vour corputer is compgletely cieaned and optimized.

Let a GeekBuilily assist you now.

To speak to 3 GoekBuddy, -call 4.883.331.7433

Do not ask me this question again

HH

rofessional from Comedo to aceess your sysiem znd peifor:

if you wish 1o have a skilled p an efficient disinfection, /
click Yes, 1 want ar expert to clean it. if you are a first-time user, veu will be {aken io Comodo GeekBuddy webpage to
sign-up for a GeekBucdy subscription. If you have alreacy signed-up for GeexBuddy services, the supbort chat

session will start and a skiled technician will offer to clean your system. .

= For more detaiis on GeekBuddy Expert hielp, refer to the seslion ©

> if you wish to clean e infecticns yourseff, select ‘No, 1 will lry to clean it mysell’. The scan resuits screen will be
clsplaved.

IBM - Ex. 1002-Part 6 of 10, Page 2247
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can results window displays the number of cbiests scarned and the number of threats (Viruses, Rootkits, Maiware and so
an choose ic clean, move 1o quarantine of ignose the treat based in your assessment. Refer lo Mrocessing
'ies for more details.

zz

27
4
4

Tor Alternatively, you cen perform an express scan on a folder by cregging and dropging it eric the CIS interfacs or by sight
clicking ¥. Refer to Soan individus! FRafFsider for more dstails,

\ .

2.1.4.2. Scan aFile

The custom: scan allows you to scan a spacific fle stored in your hard drive, CIVDVD or in exiernal devices like a USS drive
connacted 1o vour computer. For example yau might have downleaded a file from the Intemet or diagged an email atlachment
orde your deskiop and wznt io scan it for vinuses and other Hhreats bsfore you open it.

To scan a specific file ‘
> Click Scan from the ‘General Tasks' interface and Ciick 'Cusiom Scan' from: e 'Scan’ interface
»  Click ‘File Scar' from the 'Custom Scan’ pane

s Navigate (o the fils to be scanned in the ‘Oger’ windew and ciick ‘Cpen’

IBM - Ex. 1002-Part 6 of 10, Page 2248
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File 3can

Seé:zct.;s-. fseEn afie.

Y
A

3
N~ :
\_ . R

suspicious_files

7

black_magic

All Files [';.']

Tha fiie will be scanned instantly.

-+ Oncempletion of scanning, if any threats are icund, an alert screen wili be dispiayed. The aler! wilk cisplay the number
of threalafinfeciions discaverad by the scanning and provids vou the oplions for cleaning.
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YWe recomimend you work with a GeekBuddy Centifiad Microsnft Expart to maks
sure your camputer is completely cieaned and optimized.

Lot a GeekBuskly assist gé}:; 1D,

7933

> lf you wish to have a skilled proisssionzl from Comedo fo access your system and perfora: an efiicient disinfection,
ciick Yes, | want ar: expert to clean it if you are a first-time user, you will be iaken o Comodo GeskBuddy webpage to
- sign-up ior a GeekBucidy subscripticn. I you have already signed-up for GeekBuddy services, the support chat
session will starl and a skilled ischnician will offer io clear your systam.

~

For more detaiis on GeekBuddy Expert help, refer to lhe section Sumads GeekSusdy

= i you wish fo clean the infections yourself, select No, | will ry lo clean it myself’. The scan resuiis screen wili be
displayed.

IBM - Ex. 1002-Part 6 of 10, Page 2250
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Tiy Altomatjvnlv you ¢an perform an xpracs scan on & file by dragging ard dropoing i onto the CIS interface or by right

! Raier to Seay ndividual FiteiFoider for mors dala

2.1.4.3. Create, Scheduie and Run a Custom Scan

hocse exactly which files and foiders are scanned, when they 2re scanned and how
e will appear in the scans interface and canbe run, on

By creating & sustom scan profile, you can
ey are scanned. Once created and saved, your custom: scai pr
demand, ¢ any time.

oon

To create a custom profile

o Click the ‘Tasks' arrow on the home screen to open the main |

o In‘General Tasks', click 'Scan’

o Select'Cuslom Scan’ then ‘Maore Scan Options’

s The 'Advanced Seténgs' interface wili be displayed wiih 'Scans’ panel openad

s Click ihe handie at the bottom of the interface ther selsct ‘Add”.

IBM - Ex. 1002-Part 6 of 10, Page 2251
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The scan profile interiace will be displayed.

e Type a name for the profile in the 'Scan Name’ text bax

o Click ihe handie at the bottom of the interface {o select items to be inciuded in the prefile:

- : : IBM - Ex. 1002-Part 6 of 10, Page 2252
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Sean Name: :Example Scan Profie

Define items to be scanned, scanning options and running schedule

o Add File - Aliows you to add individue! illes lo the profile.

+ .Add Folder - Allows vou: 1o seleci entire folders 1o be included in the profile

+  Add Region - Allows you ic add pre-defined regions ic the profile (choice of *Full Computer’, ‘Commonly
Intacted Areas’ and ‘Svstem Memory’)

= Repeat the process to add more #ems to the prefile. Click ‘CK’ 1o conim your choice. N

fick ‘Cptions’ 1o further cusicmize the scan. IBM - Ex. 1002-Part 6 of 10, Page 2253
IPR2025-00379 (IBM v. Croga)



Scan Name: | Example Scan Profile

Define items to be scanned, scanning options and running schedule

1 Enable sranning optimizations

Use tloud while scanning

- ¢ $o, ey

¥R 7

& Update virus database before running

2t
.

Detect potentially unwanted applications

x

. O;itions:

«  Enable scanning optimizations - Cn selecting this cplicn, the antivirus will empioy various optimization
teshnigues like runring the scan in the background in crder io speed-up he scanning process (Default =
Enabled) .

- Decompress and scan compressed files - When this check box is sefeciad, the Antivirus scans archive
files such as .ZIF and .RAR dles. Supperied fermats inciude RAR, WIRRAR, ZIP, WinZiP ARJ, WinAR! and
CAEB archives (Defauif= Enabled) .

+  Use cloud while scanning - Seleciing this option enaties the Antivius 1o detect the very latest viruses
more ascuralely because the local scan is atgmenied with a real-time iook-up of Comodd's online signature
database. With Cioud Scarning enabied your sysiem is capable of detecting zero-dav malware even if your
local anitvirus database is out-dated. {Default = Disabled).

- Automatically clean threals - Enables you to select the action io be iaken against the detecied threats and
infested fles automatically from disinfecting Threats and moving the threats to querantine.

s Use heuristics scanning - Enables you to select whether or noi Heumméecgjgum@opiéhe@gsﬂéqd)grpage 2254
IPR2025-00379 (IBM v. Croga)



3

scans in this profile, You are alsc given the opperiunity to define the heuristics scan le\'ieé. {Default=

Disabled).

Rackgrourd Info: Comods internet Sesurity employs various heurisiic techriques to identify previously
unkrown viruses and Trojans. "Heuristics' describes the methed of analyzing the code of a file to assertain
whether i conlains code patlems similar 1o those in known viruses. 1 it is found to do se then the application
deletes the fe or recommends il for quzrantine. Heurisiics is about detecting ‘irus-like' traits or atirbutss
rather than leoking for a precise virus signaturs that maiches 2 signature on the virus blacklist,

This afiows CIS tc ‘predict’ the existence of naw viruses - even i it is nct contained in the current virus
database.

*  Low - Lowesl' sensilivity to detecting unkrown thrsats but will also generale the fewest false positives.
This setting combinas an extrenely high level of segunity 2nd pretection with a low mate of false
positves. Comodo recommends this seting for most users,

+  Mediem - Dstects unknown threals with grezier sensitivity thzn the "Low’ selling but with a
corresponding fise in the possibility of faise pesilives.

>  High - Highesl sensilivity to detecting unkrown threats but this also raises the possiility of more faise
posizév:a-s too. ,

Limit maximum file size fo - Selsc! this option i you wanl to impose size restrictions on files being

scanned. Files of size larger than that spesified here,-are not scarnad, if this option is selecied (Default =

40 MB}.

Run this scan with --Enzbles you 40 set.the-prionity of .the scan profile. You <an select the priority.from the

drop-cown.(Defaulft = Disabled:.:

Update virus database before running - Insiructs Comodo Intemet Secunity to check for fatesi virus

signalure datatass updates from Comado websile and downioad the updates automaticaily before starting

the scarning {Defauit = Enabled) .

Detect polentially unwanied applicalions - Whan this check box is selected, Antivirus scans alsc scans

for applications th&t (¢) a user may of may not ba awere is instalied or: their computer and (i) may

functionaiity and objectives that zre not clear 1o the user. Example PUA's include adware and browser
toclbars. PUA's are often installed as an additional extra when the user is instzlling an unrelsied pizce of
softwara. Unlike maiware, many PUA's are 'legitimaie’ pieces of software with their own EULA agreements.

Howevar, the 'true’ unctiorality of the softwzre might not have been made clear to the end-user at the time

of instaliation. For exampie, a browser loclbar may aiso contain coce that tracks a user's activity on ihe

Intemet {Default = Enabled;.

If you want the scan ic ren al specific times, click ‘Schedule”

IBM - Ex. 1002-Part 6 of 10, Page 2255
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Scan Name: SExample Scan Profile

Define items to be scanned, scanning options and running schedule

Frequency: StanTime: : 5:30 AM

: Do not schedule this task

&) Every Day
3 Every Week
&, Every Month

{#] Run only when computer is not running on battery
Run only when computer is IBLE
. N

Tum off computer if no threats are found at 1he end of the scan

« Do not schedule this task - The scan profils will be crealed but will not be nun autornaticaliy. The profils will

be availabie for manuz! on-demard scanning

< Ewvery Day - The Anéivurus starts scanning the areas defined in the scan prfile every day at the time

specified in the Start Time fisld !
o Every Week - The Antivurus starls scans the ereas defined in the scan profile on the davis) of the week
specified in 'Days of the Week' field and the time specified in ths 'Start Time' feld. You can select the days of

the week by directly ckcking on them.

< Every Month - The Anlivurus slarts scans the areas deiinad in the scen profife on the dayis) of the morih
specified in 'Days of the monih' field and the time specifiec in the 'Stari Time' field. You can selsct the days
of the month by airectly clicking on them,

- Run only when compuler is hot riznning on baitery - This oplion is useful when vou are using a lapicp or
any other ballery driven poriable computer. Selecting this ozfon runs the scan only if the cempuler runs with
the adogter connected to mains supply and not on bailary.

= Run only when computer id IDLE - Select this option if vou do net want to disturhed when invelvad in
somputer related aclivilies. Tha scheduied can will run only if the computer is in idle state

= Turn olf computer if no threats are found at the end of the scan - Selecting this option tums your
computer off, if nc threats ame found during the scan. This is usefui when you are scheduling the scans to
run =i nights,

»  Click OK to save the profile.

Nots: The schedule sean will run cnly ¥ it is enabled. Click the buticn under the Active cclumn beside the respactive profile row
to togpie between on and cff slatus.
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To rumn a custom scan
o Click 'Scan' from the ‘General Tasks' interface and Ciick ‘Custem Scan' from the 'Scan’ inlorface
= Click 'More Scan Opticns’ from the ‘Custom: Scan’ pane

= The ‘Advanced Settings' inierface wili be displayed with ‘Scans' panel opaned.

«  Click "Scan' beside the requirad scan profile.

Quick Scan 11972016 222 F

BTN
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= The scan will be sfared.

+  Oncompletion of scanning, if any threats are found, an alert screen wili be dispiayed. Ths alert will display the number
of threatsfinfeciions dissovered by the scanning and provide you: the options for cleaning.

1]

4 rfections Foeund?! !}

‘We recomrnend you work with a GeekBuddy Certified Microsoft Expert to make
sure your camgputer is completely cieaned and optimized.

Let o GeehkDuddy assiat you new.

X
A

_TH,. DR

- To speakio g GeokBuddy

LR

Do not ask me this question again

s If you wish o have a skilled professional from Comedo o access your systern and perform ar efficient disinfection,
ciick ‘Yes; | want an expert to clean it if you are a firsi-lime user, you will be iaken io Comordo GeakBuddy webpage io
sign-up for & GeekBucdy subscriptisn. ¥ you have already signed-up for GeekBuddy services, the support chat
session wiil stafl and a skilled iechnician will offer io clean your system.-

= Formore details on CeekBuddy Exper! help, refer 10 the section Comade SaakSmisy
- you wish o ¢lean the infactions yoursell, select ‘No, | will Ury to clean it myself. The scan recuiis screen wilt be

displayed. . {

IBM - Ex. 1002-Part 6 of 10, Page 2258
- IPR2025-00379 (IBM v. Croga)



s 3m Dot anaias . Han - 3
Refer 1o Fravessing the infsoted {Hes for more detaile.

4

2.2.Instantly Scan Files and Folders

You can scan individual fles or folders instantly o check whather it contains any threats cr infections. This is useful if you kave
just copied a filefolder or a program from an extemal device fike & USB drive, another systsm in your netwerk, or downlcaded
from Intemel.

To instantly scan an item
s Olick the Antivrus tife at ths 'Home' screen in compact view lo flip-open the Antivirus pare

> Dragand drop the item over the arez marked ‘Scan Cbiects’.
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\ C '\Program Files\Cuckoo

\\\\\\\\\\\\\\\\\\\\\

§ Open
:® Runas...
7-2ia

H \\~\“\““

]
SNt

{  Pin to Start menu

Send To .

-Create Shortcut
Delete
Rename

Properties
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»  On completicn of scanaing, if any threats ars feund, 2n aierl screen wilt be dispiayed. The alert wili display the number
of threatsfinfeciions discovered by the scanning and provide you the options for cleaning.

VWe recemmend you work with 2 GeekBuddy Cerified Microsoft Expert to make
sule vuur camputer is completely cieaned and optimized.

Lel o GeekBuddy assist you now.

v, call 18662729884

If you: wish to have a skilled professional from Comedo to access your sysism znd perform an efficient disinfection,
click Yes, 1 want an expert to clean it’. if you are a first-time user, vou will be faken to Comodo CeekBuddy webpage to
sign-up for a SeekBucdy subscription. If you have already signed-up for GeexBuddy services, the suppori chat
session vt start and a skifled technician will offer to clean your system.

el
IR

]

= For more delaiis on GeekBugddy Expert help, refer to the sestion Somals Gesld
if you wish to clean e infecticns yourselt, select No, | will by t clean it ryself’. The scan resuits screen wili be
displaved.
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¥We racommaend you work with 3 GeekBuddy Centiliad Microsoft Expert to maks
sure your computer is comgletely cieaned and optimized.

Let a GeekBuddy assist you now,

4

~ L

Tospeakioa &

If you wish o have a skilled professional fronr Comodo to access your sysiem and perform an efficient disinfection,
click *Yes, 1 want ar expert to clean it {f you are a first-time user, you wil be iaken io Comodn GeekBudldy webpage to
sigr-up ior & GaekBuddy subscription.  you havs already signed-up for GeekBuddy services, the support chat
session wili stzrt and a skifled iechnician will offer ' clean your systsm.

St
XOUNEY.

»  Formore detaiis on GeekBuddy Expert halp, rafer to the seclion Saminds Seell

5]

If you: wish to clean the infecticns yourself, select ‘No, 1 will ry to clean it myself. The scan resuils screen wift be
displaved. The resuiis wiil coniain a list of files identified with threats or infections (Viruses, Reotkits, Maiware and s¢
cn) and provige veu the options for cleaning. An example restlts screen is shown bajow:
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. ' +  You can sslect ths action to be taken on all e detected threats from ths ‘Action’ drop-down at the top right..

-~

P
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Rapori as a False

Add 1o Exclusions

iy Clean

S~ griare Crice
s\ add & Trusted Files

s

1Report as a Falsz Alert

N Add % Exclusions

*~

The cheises far he actions avzileble ane:

~

e Clean - If a disinfection routine is availabie for the selested intection(s;, Comodo Antivirus wili disinfect the
application and retain the applicaticn safe. If the disinfection routine is not availablz, Comede Antivizus wiil
IBM - Ex. 1002-Part 6 of 10, Page 2267
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Q.

move ihe infections to Quarantine for later an
ing fealure, refer to

lgnore Once - if you want 1o ignore the threat §
only at that ime. If the sam2 application invcke

Al

vl

will send the file

Add fo Exclusions - The fiie wiii be moved to 8xgt
will rot gonorated ii the same appiicaticn invokes again.

resioring

time only, select 'lgnore Once'. The file will be ignored
rgain, the Antivirus wil report i as a threal,

Add to Trusted Files - If vou trust the file, select ‘Add to Trusted Files’. The file will be moved fo Trist
Fila fisl The alent will not gererated if the same apgli

Repori as a False Alert - if you are sure that the file is safe, select ‘Report as a False Aleri’. The Antivirus
omodo for analysis. If the file is trustworthy, it is added to the Comodo safe list.

wisns st and wili not be scanned in future. The alert

Afier golocting the action{a) io be applied, click ‘Apply Selecled Aclions”. The flles wili be treated as per the action
selecied znd the progress will be dispiayed.

isSClean

ix“Clean

iClean

gainst each threat will be displayed.

emovai of the files. For mare deiails on

r: invekes agein.
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«  Click 'Ciose’ to close the results window.

2.4 Manage Virus Databaée and Program Updates |

in order ic guararies continued and effactive antivirus protection, it is imperative that vour virus databases are updated as

reguiany as possicle: Updzies can be downloaded 1o your system masuadiy or sndonwiieatly from Comoda's update servers.

Note: You must be cornected to Iniemel fo download updales. i

To manually check for the latest virus and program updates
1. Swilch fo the Tasks' screen and click ‘General Tasks' to open the ‘Ceneral Tesks' inferfece.
2. Click 'Update'. The application will stast shecking for progrem and database updates

R

-~
- IBM - Ex. 1002-Part 6 of 10, Page 2269
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ignature updates will be downivaded and instailed first i they are availadie:

I
N

w

Check for signature updales : Completed
Downinad signatures i Completed

Instafl siguatures in Pragress 0.0%)

er) and p;ogm updates:
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N

Check for URL database updates Cempleted
Download URL datébase Completed
Update Websites daiabase Completed
Check recognizer upﬁates Corapleted

Download recognizars Completed

Check for pragrant upiates . In Pragress

When all updates have been downioad you wili be asked to confinm installation at the following dialeg:

.

Updates are ready o be installed.

sWould vou like to install them ncw?

- Click Yes' to begin instailation:
During the update precess, new software components or features sometimes bacome availabie for instaliation. As these may
alter the behavior of CIS in some marnar, please caretully revisw these tpes of update beforz agreeing to their instaliation.

Your computer will ned to be restartad to compiete the update process. You can restart immediately or can sefect a peried of
after which you warn lo pe reminded and click 'Postgone’.
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You may chossa o rastart it now or poastpone this o 3 !ater
tins,

Rendng g iy

{30 minutes

Auiomalic Updates
3, default, Comodo Antivirus sutomatically "re,k for znd d wnioads database and program updates. You s2n mediy these

- ~
semnqc in Advansed Tasks » Sdwanged Saelling

day(s)

o™

You can alsc configure Comedo Antivirus to download updaies automatically befcre any on-demand scan. Refer to Scan

R
3
¥

*roffies for more detaiis.

2.5.Manage Quarantined items

The cuaraniing facility removes and isclates suspicious files into & safe location before analyzing then: for possible infection.
Lay fies trensferrad ir: this fashion are ercrypled- meaning they cannot be i or executed. This isolation preven!s infected files
fom affecting the rest of your PC. if a file cannot be disinfacted, then it provides a refizble safe-house uniit the virus database is
updated- neutralizing the impact of any new virus.

The Quaranting inlerface car be accessad by clicking View Quarantine from: the ‘General Tasks’ int teriace,
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.

ic Quarantine from the resuiis of real-time scan

The ‘Quarantine’ interfacs displays a iist of iems mov

scarning znd manually.
Columa Descriptions

»  ltem - Indicales which gpplication or process propagated the evant;
+  Locaticn - Indicates the location where the application or the file is stored;

- DatelTime - indicales date and time, when e ilem is moved 1o Guarantine.

You can use e search option io find a specific quaraniined item from the list by clicking the search icon the far nght in
the column header and antering the item name in full or part. You can navigale through the sussassive restils by clicking the felt

ard rig

FBrous. IBM - Ex. 1002-Part 6 of 10, Page 2273
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The Quara

i you have = fite, folder or drive that you suspect may contain a virus and not been dstectad by the scarner, then you have the
opiion toisolate that iiem ir quarantine.
To manually add a Quarantined itetn

1. Click $he handie [rom ihe boltom of the Guarantine interlace and select '4dd’ irom the options.

ApplicUnwnt@#15bidgS ety

Useritem

\\\\\\\\\\\\

2. Navigate to the fils you wan! Yo add {c the quarantine and ciick 'Cpen’.
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The fiie wiil be addad to Guarantine. You can even send the fils for analysis fo Comodb, for inclusion in the white list or black list,
by clisiing Submii from the opticns. . .
To delete a quarantined item from the system

+  Select the item{s) from ihe ‘Quarantine’ interlace

= Click the handle from the bottom: of the interface and select ‘Dealete’ option.
This daletes the He from the system permanentiv.
To restore a quarantined item to its otiginal location

»  Select the itemis) from the Quarantine interface
»  (Click the handle from the bottom: of ths intesface and select ‘Resters’ oplicn.
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peyedBluto 2. 123 142122614 1:09 S8

An option will be provided to add the file{s) to Sxeiusions Iist and if Yes'is opted, these files wili noi be scanned again.
i8) N g

The iiie will be reslored ¢ the originai iocation from where it was moved to Quarantine. i the nasicred item does net contain a
maiware, it will opercie as usuai. Butif it contains a maiware, it will be detected as a thraat immediatsly, if the Reai-Time
Seanning is enabled or during the nexi sczn if it is noi addad o Exclusions list while restosing.

To remove aff the quarantined ilems permanently

~  Click the handle from the baitom of the inlerface and select ‘Clear” oplicn.
Ali the quarantined fiems wiil b2 celeted fom your sysiem parmanently.
. To submit selected guarantined items to Comodo for analysis
»  Sslect the itemis) from ihe GQuarantine interiace
+  Click the handle from the bottom of the inteiface and select "Submit’ aption.

You car submit the files which you suspect to be a matware or the filos which you consider as s&ie bui ideniiied as maiware by

Comodo Antivirus {False Positives}. Comodo will anaiyze aif submitied files. If they are found 1o be trustworlhy, they will be

added to the Comodo safe list {i.e. white-iisted). Conversely, if they are found o be malicious then they wili be addec to the
ztabase of virus signatures {i.e. tlack-listed;. !

Note: Quarantined fles are stored using & speciai format and do not conslitule ary danger lo your comguter.

2.6.View CIS Logs

CIS mainiairs 2 log of events which 22n be viewed at aryime by clicking View Logs’ rom the General Tasks interface,
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The ieft hand side of the home screen displays 2 bar graph shewing & comparison of the Antivirus events, Firewail events and
Defenss+ events. The right hand side displays a statistical sumenary of the Antivirus, Firewall and Defense+ events, the resuits -
of cloud based scanring of your system ang the varsicn and update information of the CIS installation on your system.

+  Theinterface confeins a full hisiory of logged evenls of Firewall, Defense+ and &nlivirus moduies. Select the module
from the ‘Show' drop-down at the fop left 1o display that iog type in the main window.

> Tooper a pre-exportedfstored iog file, click the open butto baside the drop-down and browse e the location

where the cis [og file is stored

»  Toclear the iogs, ciick the clear buiton

N\

= Torelresh the logs, click the Refresh button
Click the icllowing Einks for more explanaticns of the options available for each iype of filter:

‘Logs per Module”. .

"Cther Logs”

2.6.1. Antivirus Logs

Comodo Ariiviris documents the restills of alf actions performad by it ins extensive bul easy ic undarstand reports. A detafled
scar report contains statislics of ail scanned objects, ssttings used ior each task and the history of astions perfosmed on each
incivicual file. Reporls are aiso generated during reai-time pretection, and ziter updating the antivirus database and zpplication
modsies. 4

The Antivirus logs can be viewed by selecting 'Antivirus Events' from the Show drop-dewn of the Ing viewer interface.
Lltemalively, the Anlivirus log screen car: be accessed by clicking the sumber beside ‘Celecied Threals' in the Advanced Yiew of
the Home screen in the Antivirus pane.
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C:\Sregram Files\viass..,  Vius. Windz.Sal...

Mabeara@@#F3tvat. .

Mahvar@83kvhb... [Datect Scceass

Crgumpareakiest_cll. dit Mahvara@#ihvilk.  Datect 3uceass

Column Descriptions

1. Date - Indicates the dale of the event.

2. Location - indicates the Incation where the application detected with a thraat is sicred.
3. Malware Name - Name of the malware evient that has been delectad.

4. Action - Indicstes action taken against the maiware through Anlivirus.

5. Status - Gives the staius of the action {aken. { can be either ‘Success’ or Fail'.

é. Alert - Cives the deiails of tre aiert displayed for the event

»  Toexpor the Anlivicus legs as a HTML file click the ‘Expor’ buttol or right click inside the log viewer and

chocse ‘Export from the context sensitive menu.

- Toopen a siored CIS log e, click the 'Open’ butten

o Tcrelresh the Antivirus logs, click the 'Refresh’ butto r right click inside the log viewer and choose ‘Refresh’

from the coniext sensiiive meni..

= Tochear the Antivirus logs click the "Clear’ bulto:
2.5.1.1. Filtering Antivirus Logs
Comodo Infernet Sacurily allows vou ic create cusiom views of ali iogged events sccording to user defined criteria. You can use

e folowing types of iters: , IBM - Ex. 1002-Part 6 of 10, Page 2279
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e

» Today - Gispiays ail logged svents for.ioday.
* o Current Week - Digpiays ail loggad events during ihe current week. (The surrent week is caiculated from the

Sundgay to Saturday thai hoids the curreri date.} ’

»  Current Month - Cisplays ali iogged events during the menth that holds the surrent date.

- Entire Period - Dispiays every eveni legged since Comodo Internet Security was insialled. (If you have cleared .
the log nislory since inslaifation, this oplich shows all logs craated since that clearance).

- Custom Fiiter - Enables you 1o selec! 2 custom perioc by choosing ihe ‘Frony 2nd o’ dates under ‘Please
Seleci Period

Altemalively, you can right click inside the log viewer module and choose the time pericd. !

fhwse os, you can further refine the displayed events according to spesific fillers. Foliowing are

RTINS,

s logs and their meanings!

> Action - Displays evanls ascording to e response (or actior: laker) by the Antivirus

IBM - Ex. 1002-Part 6 of 10, Page 2280
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+  Malwara Name - Cisplays only the events iogged comesponding to a spesific malware

«  Status - Displays the events acoording ic the status aiter the acticn tzken. It can be either ‘Succsss’ or 'Fail

To configure Advanced Filters for Antivirus events

1. Click $e {unnel sutton

om the title bar or right click inside ths log viewer module and choose ‘Show Advaniced

Filter from the context sensilive menu. The Advanced Filter interface for AV evenls wili cpen

2. Seiect the titer from the ‘Acvanced Filter’ drop-down and click ‘Add' to appiy the filter.

Lecetion

iMalware Name

- You have 4 calegories ¢ filters that you can acd. Each of these categories can be furiher refined by eiher selecling or
deselecting specific fiter parameters or by the user fyping a filter string in the field provided. You carn add and configure any
number of filters in the 'Advanced Fiiter' dialog.

Foliowing are the cplions available in the 'Acvanced Filter’ drop-down:

i.  Action: The ‘Acticn’ option allows you o filler the entries based on the actions laker: by CIS against the detected
threat Selecting ths 'Actior’ option displays a drop down field 2nd a set of specific filter parameters thal can be
selecied or deseiested.

Advanced Filter iAction

g) Seiect Equal or ‘Not Equal’ option iom the drog down. ‘Mot Equal’ will invent your selecled choige.
p) Mow select the checkboxes of fie specific filter parameters to refine your search. The paramster available are:

o

Quarzntine: Displays vents where the user chose 1o guarantine & fiie
Remove: Displays sveris where lhe usar chose lo delete an item
ignore: Displays events where the user chose 1o ignore an item

Dstest: Cisplays events for detection of a malware
IBM - Ex. 1002-Part 6 of 10, Page 2281
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= Ask: Displays events when user was asked by alert conceming some Defense+, Firewal: or Antivirus avent

»  Restors: Gispiays events of the applications that were quarartined and restored
= Block: Displays events of e applications that were blocked

For exampie, if vou checked the 'Quarantine’ box then selected ‘Nof Equa’, you would see only thase Events where
the Quarantine Action was not selected at the virus notification alert.

i. Location: The ‘Locatiors option enables you to filter the iog enlries relaied (o evenls iogged from a specific localion.
Seiesting the 'location’ option displays a drop-down fielc and text entry field.

S

7

Advanred Fiiter ‘Location

:\Program Flles\]

a) Seiect ‘Contzins’ or ‘Does Not Contain' opticr frem the drop-down fisld,
b) Enter ihe texi or word that needs 1o be fitered.
For exampie, if you select ‘Containg’ option from: the drop-down and enier the phrase "C:\SamplesV’ in the lext field,
then ail evants containing the entry ‘C:ASamplasy in the Location fieid wilt be dispiayed. I you select ‘Toes Not Contain'
option from: (e drop-down fieid and enter the shrase 'C:\Samplest in the text field, then &ll events that do not have the
enlry 'C:\SamplasY wifi be dispiayed.
iii. Malware Name: The 'Malware Name' oplion enables you to filter the log enlries refaled to specific malware.
Selecting the ‘Malware Name' cplicn dispiays a drop-cown fieid and text entry field.

Agvanted Fiitsr Matwars Name

Soes Ne: Cantain

e,

N

g} Seiect Contains’ or 'Doss Not Contain’ aption: from the drep-dowr: field.
) Enter thetext in the name of the maiware thai nesds lo be filtered.
For exampie, if you chocse ‘Conltaing’ aption from the drop-down and enier the phrass ‘Bluic-Feree' in the text fieid,
then ail evenis containing the eniry ‘Bluto-Force' in the Malware Name fisld will be displayed. I you choose 'Does No\
Cantain’ opiion from the drop-down and enter the phrase ‘Bluto-Foree' in the taxt field, then ail evenls that do ncthave
the eniry ‘Biuto-Force' in ths 'Malware Name' fistd will be displayed. IBM - Ex. 1002-Part 6 of 10, Page 2282
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iv. Stalus: The 'Staius’ oplicn aflows you to fiier the log eniries based on the suscess or failure of the action taken
against the ihreat by CIS. Selecting the 'Status’ optior: cisplavs & crop-down fisld and a set of spesific fiter

parameters that can be selected or deselected.
N

Advanced Fiter b atus

hY
a) Select ‘Equal or ‘Not Equal’ aption from the drop-down feld, ‘Not Equal’ wil invert vour selected choice.
h) Now seifest the checkboxes of the specific filier parameters to refing your search. The parameler available are;
= Success: Dispiays Evenis that successiully execuied (for example, the maiware was successiully
guarantinec)
= Failure; Gisplays Events that fziled to execuie {for example, the database malware was not
cisinfected)

At
N

click ‘Add’. You: car also remove a fter type by ol icking the X' button at the top right of the filler pane.

: More than one filtar can be addied in the "Advanced Filter’ pane. After adding one filter type, selact the next litier type and

«  Click 'Apply’ for ihe filters to be a;)p fiad 1o the Antivirus log viewer. Only ihose entries selecied Dased on your set filler
criteria wifl be displayed in the iog viewer.

»  Forclearing all the fillers, open "Advanced Filter' pane and remeve all the fiters onéby-one by clicking the X' b.mor‘ at
the top right of each filter pang and clicic 'Agply’.

2.6.2. Firewall Logs

Com
vario
Rete

odo Inlemet Security resords 2 history of ali actions iaken by the firewali. Firewal ‘Events' are gensraied an recorded for
us reasons - inciuding whenever an applicalion of process makas a conneciion altempl that contravenes a rule in your
ssts or whensver there is a change in Firswall configuration.

The Firewait logs can be viewad by sslecting ‘Firewsll Evenis’ irom the 'Show’ drop-down: of the log viewer inlerface
Aliernatively, the Firewail log screen can be aceessad by slicking the number beside 'Netwosk Intrusions' in: the Advar.ced View
of the Home screer: in the Firewal: pane. .
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wail Events

ChProgram Fi. Blog.

N CrPogrars Fi..

Al

)

Column Descriptions

1,- Dafe - Contains precise detaiis of the date and fime o the connection attempt.
i

2. Application - Indicates which application or process propagated the event If the application has no icon, the defauit
syslem icon for exect:iabie files ars used . .

3. Action - Contains the flags attached ¢ e the avents, indicaling how the firewali has reacted to the connection attempt.
4. Target - Indicates whelher the cornnection allempt is inbound or outcound.
5. Protocoi - Represents the Protocol used by the application thzt atterrpled fo creale ihe connection. This is usually

CPAP cr UDP - which 2re the most heavily used networking protocols.

5. Source [P - States the IP address of the hosl thal made the connection atlempl. This is usually the |9 address of your
computer for outbound conneclicns.

7. Source Port - Staies the port rumber on the host at the scurce [P which was used 1o make this connection atlempt.

8. Destination IP - Siates ihe IP address of the host lo which the connaclion allempl was made. This is usually the P
address of your computer for inbound cornections.

o

Destination Port - Siates the port number on the host & the destinalion iF to which the connection attempl was
made.

10. Alert - Gives the details of the alert displayed for the event

° Tc export the Firewad fogs as a HTML fiie click the Dxport buitor : or right click inside the log viewer 2nd choose

Faport from tha santext sensitive inenu,

o Toopena siored Ci8 og fle, click the Open buticn
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»  Terelresh the Firewall logs, click the Refresh butlon r right click inside the log viewer and choose 'Refrash’

frem the conlext sensitive menu..

«  Toclear the Firewail fogs click the Clear button
2.6.2.1. Filtering Firewalf Logs

Comodo Intemnet Security allews you te create sustom views of al logged evenis according to user defined crileia. You can use
the following iypes of filtere: ' \ -

[y

01/21/2014

»  Today - Diepiays zit logaed events for today.

»  Curtent Week - Dispiays ail logged events during the cument waek. {The curfent week is caiculated from ths
Suncay o Saturday thai hoids the current date.}

«  Current Month - Displays ali iogged even!s during the month that holds the current date.

+  Enfire Period - Dispiays every event loggad since Comodo Inlernel Securily was instalied. (i you have cleared
the log history since instailation, this opticn shows all logs created since that clearance;.

o Cusiom Filter - Enables you to select a custom period by choosing the From’ and 7o' dates under 'Please
Seleci Period’

Liternatively, you can right click insids the log viewer module and choose the time paried.
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7, you can further refine the displayed events according lo speciic filters. Foliowing are
wa i fogs ar.d their meanings:

Having chosen a
available fiters 10'

ir

(]

= Action - Displays events accerding io the response (cr aclion taken) by the firewal

- Application - Displays only the events propagated by a specific applicaééon

=  Destination IP - Displays unly the events witl a spscific larget 1P 2ddress

+  Destinatiois Port - Displays cnly the evenis with a specmic target port number

o Direction - Dizpiays only the events cf Inbound or Culbeund nature

= Protocol - Cisplays only the events that irvolved & specific protecol .
o Source !P address - Displays only the events that o'rfgfna'ed from a spesitic IP address

- Source Pori Displays only the events that originated from 2 specific port aumber

r

To configure Advanced Filters for Fi rewall events

1. Click the funnel button § rom the title bar or right click insice the log viewer module and choose 'Show Advanced
Filter’ from tha context sensitive menu. The Advanced Filter interface for Firewail events wili open.

2. Seiect the fiter from the ‘Acvanced Filter drop-down and click ‘Add’ to apply the filter.

AN SO

.&,d\tﬁnced Filter ‘Action

T ladien
Apnlcation
Destinadon P

Destinaticn Port

Cirzction
iProtecol

Scurze P

’ )
You have 8 categories of fiiters that you can add. Each of these calegeries can be further reiined by either sedecting or
deselecting specific filter paramelers or by the user typing a filler string in the field provided. You can add and
configure ary number of filters in ths 'Advanced Filer dialog.
Following are the cptions available in the ‘Advanced Fitier’ crop-down

- Astion: Sefecling the ‘Action’ opucn displays a drop- Jovn box and a s2t & specific filter parameiers that can be
selected of deselecled.
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2) Seiect ‘Equal or ‘Nol Equal’ opiion fom the drop-down box. ‘Not Equal’ will invert your selecied choice.
b) Now seiect the checkboxes of the specific filter paramelers to refine your search. The parameter available are;
= Blocked: Cisplays list of events that were blocket
»  Aliowed: Displays list of events that were ailowed
*  Ashked: Dispiays Iisi of events that wers asked {o the user
o Suppressed: Displays fist of events-inat wers suppressed by the user
i. Application: Selecting the ‘Appiication’ option displays a drop-down box andi text entry field.

advanced Fiter %Appilcatic-n

oes Mot Contain

&) Seiect ‘Containg’ or ‘Does Not Centain’ apticn from the drep-dovin box.
> £) Enter the t2xt or word that needs Lo be filtered.
Forexempie, if you chocse ‘Contains' oplion from the drop-down and enter the phrass ‘Bltio-Force' in the text fieid,
then ait events containing the eniry ‘Bluto-Force’ in ths "Application’ column wiil be displayed. If vou select 'Coes Not
Cantain’ epiion from the drep-dovn field and enter the piwese 'Bluto-Foree’ in the texi fizld, then all events that do not
have the entry 'Blute-Force' in the 'Agplication” celumn will be displayed.

\

ii. Desiination IP: Selacting the 'Destiraticn IP* opiion displzys two drop-down boxes and a texi entry field.,
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a) Seiect ‘Equal or ‘Not Equal aption irom the drop-down box. "Not Equal’ will invert vour selected choice.
b} Select 1Pv4’ or 'IPVS' frem the drop-deivr: box. '

¢} Enter the cestination system's [P address that needs !o be fitered. /
For exzmpie, if you chocse ‘Contains’ oplion from the drop-down, seiect iPv4 and enter 192.168.111.111 in the text \
field, then ali events coniaining the entry '182.168,111.111" in the ‘Cestination 1P column will be dispiayed. :
iv. Destination Port: Seiecting the 'Destination Pert’ optich displays a drop-down box and text entry field.

TS
Advanced Filter iDestination Port
Crester Than
ste Thaﬁ G; Equial
{

g) Select any one of the following option the crop-down box.
o Equel : -

o Creater than
> Grealer than or Egqual
> iessthan
= iessthan or Equal
«  Not &qual
D) New enter the destination pert number in the lext enlry field.
For exarmpie, if vou chocse ‘Ecual’ opticn fren: the crop-down 2nc enter BDS0 ir the texl fieid, then all events
containing the eriry 'B080" in the ‘Destination Port’ column wili be dispiayad.
v. Direction: Selecting the 'Direction’ option displays a drep-dewn box and a sel of specilic filler parameters thal can

be salected or deselected.
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&} Select Equal or ‘Not Equal’ option irom the drop-town box. "Not Equal’ will invert vour selecied choice.
5) Now seiest the check box of the speciiic fifler paramaters i refine your search. The paraireler availeble are:
» In: Displays a list of evenis that were direcled inte e system
T Oub Displays a list of events thai were directed o of the system
vi. Profocol: Seleciing the 'Pratoco! option displays a drop-down box and a set of specific filler parameters thzf can
be solected o7 deselected. ' '

Advanced Filter :ng;oto:al

a) Seiect ‘Equal or ‘Nol Equal’ option from the drop-down box. "Not Equal’ will invert your selected ehoice.
b) Now select iie cheskboxes of the specfic filter parameders to refins your search. The parameter available are:

- TCP >
‘ - UDP
T . IOMP .
o IPV4
o |GMP )
) - GGP
s PUP
= |DP

-~ ;A6
= ICMPVE
vii. Souree iP: Seiecling the 'Sourca IP' oplish displays iwo drop-down boxes and a set specific fiter parameters that
can be suiecled or deselecied. ;
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Adwanced Fiiter iSource IP

192.168.181. 1

a) Seiect ‘Equal or ‘Not Equal’ option from the drop-down box. "Nol Equal’ will invart yeur selacted choice.
b) Seiect 1Pv4' or "IPv6’ from the drop-dova box.
¢} Enter the source system’s iP address Lhat needs to be fiftered.  »

viii. Source Pori: Seleciing the 'Status’ option displays a drop-down box and a sst specific filter parzmeters thai can
a p i p

2

be selected or deselected.

Greatzr Than
Greater Than Or Equal
i2s5 Than

Less Then Or Equal

Not Equal

z) Select any cne of the following option the drop-down box.
«  FEqual
o Creater than
o Greater than or Ecual
e iessthan
o iessthan or Equal

. = Not Eqgual
D) Now enter the source poit nuirher in e text entry Heid.

-

Note: Mors than one filter can be added in the 'Advanced Filter’ pane. After adding ons fiter type, selec! the next filier type and
click 'Add’. You car also remove a filter type by slicking the X' button at the lop right of the filter pane,
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< Click 'Apply’ for the filters to be appiied to the Firewali iog viewer. Oniy thosa enlries sslected based on your set filler
criteria will be displaved in the log viewer.

o Forclearing ali the filters, cpen 'Advanced Filter' pane and remave all the #lters one-by-one by clicking the X' button at
the top right of each filter pane and click 'Apply’.

2.6.3. Defense+ Logs
(

Comodo internet Secuirity recerds & history of ail actions taker: by Defense+. Dsfenss+ ‘Evenls' are gonerated and recarded for
various reasons. Exampies include changes in HIFS seitings, when an application is atto-sancboxed by Behavior Blocker, whan
ar: application or process attempts to access restricted areas or when an action occtirs that contraveres your RS Nufessis,

The Defense+ logs can be viewed by seleciing ' Deferse+ Events' tab from the 'Show' drop-down of the leg viewer interface.
Allemalively, the Defense+ iog screen can be accessed by clicking the number beside ‘Slocked infrusions' in the Advanced View
of the Home screen in the Auto-Sancbox pzne.

172172048 3.... Chliocumen:s and Setiingst .. Scannad Cril...

12172014 ™) CaDozuments and Settingsh...  Modify He; HIKGUSIS 15211214

12Nt %, £ oobecur ad Selsingss...  Direct Manitor...

12172015 3. 83 C\Besuments and Settingsh .

Column Descriptions

1. Date - Contains precise dstaiis of the date nd time of the access atiempl.

2. Appiication - Indicates which application or process propagatad the event. if the application has no icon, the default
systemn icon ior executabie files are used.

3. ?!ags - Indicates flags set for ths kinds of actions agzinst the event iriggered by the fife.
4. Target - Represents the iocation of the targst fie.

5. Alert - Gives the datails of the alert displayed for the event

+  Teexvori the Defense+logs as a HTML éle click the ‘Export butlon
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chosse 'Export fom: the context sensitive menu.

o Tooper a stored CiS Ing #le, click the ‘Cpen’buiten #

»  Terefresh the Dafense+ logs, click the 'Refresh’ tufton or fight click insids the log viewer and cheose 'Refresh’

frem the context sensitive menu.

> Toclear the Cefenss+ logs click the ‘Cleas bulton

2.6.3.1. Filtering Defense~ Logs | ,

Cuiniodo Inlemet Security allows Yo o create custom views of alf ogged evenis according to user defired critesia. You can use
the foilowing iypes of fillers: '

{

2]
S
3

e

01/21/2014

8
N
N
N
N
3
§
N

A

«  Today - Cispiays ail logged svents for ioday. .

o Current Week - Dispiays ail logged events dusing the current weex. {The current week is caiculated from the .
Sunday o Saturday that hoide ths curreni date.}

= Current Month - Displays ali foggad events during the month that helds the current date.

- Entire Period - Disptays every event logged since Comodo Internet Security was insialled. (i you have cleared
the log nistory since instaflation, this opticn skows alt logs craated since that clearance).

o QCusiom Filler - Enables you 1o seleci 2 custom period by shoosing the Frony 2nd To' dates under ‘Please
Select Perocd’ .

Altematively, you can right click inside the Ing viewer module and cheose the time pericd.
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A

1
of e from the lop panel; you can further.refine the displayed events accerding te specific fiters.

Having chosen & praset {ima
Fofowing are availzble fiters for Defense+ logs and their meanings:

Application - Dispiays only the events propégaled'by a-specific-application

>

Fiags - Displays events ascording ic the resporse {cr aclion tzker) by Delense+
Target - Displays only the avents that involvad a specified targst agplication

To configure Advanced Filters for Defense+ avents

1. Click the funrel button

Filter from the context sensitive menu. The Advanced Filter interface for Defense+ events wili cpen.

Seiect the fisser from the ‘Advanced Filler drop-down and click ‘Add' to appiy the filter.

You hava 3 categorias of fifier that vou can add. Each of these categories canbe fusiher refined by eilher seiecting or
deseiecting specific filter paramelers or by the user typing a filler sting in the feld provided. Foliowing are the options
availabie in the ‘Advanced Filter drop-down: :

Application: Adding the 'Application’ option displays & drop-cown fieid and text entry fieid.
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a) Seiect ‘Contzins’ or ‘Boes Not Contain’ opticn from the drep-down menu.

b} Enter the fext or word that needs 1o be fillered.
For exampie, if you choose 'Contains' option from $he drop-down and enter the phrase ieyvecyl’ in the tex! field, then
ail events containing the entry loyveoy!” in the 'Appication’ coluny will be displayed. If you choose Does Not Centain’
option from the drop-down and enter the phrasa Toyveoyl' in the text fisid, then ail evants Hhat do net have the eniry
oyveoyl” in the "Applicetion’ column will be displaved.
i. Flags: Seleciing the Flags' option displays a drop down-menu and a sel of specific fiter parameters that can be

selected or deselected. 4

advanced Filter Fiags

2) Seiect Equal’ or ‘Not Equal’ opiion from the drop cown menu. ‘Not Equal’ wil invert your selected chaice.
b) Mow select the check-boxes of the spaciiic fiter parameters to refine your search. The parameter available

ar2;

o Sandbosed As

o Ssanned Orline and Found Safe

s Suaned Oidine and Found Makcious
s Access Memory

= Creale Process

Terminate Process IBM - Ex. 1002-Part 6 of 10, Page 2294
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o Modify Key
o Modify Fils
= Direct Memeory Access

-+ Direct Disk Access
~»  Direct Keyboard Access
»  [ireci Morifor Access
»  ioad Criver '
o Send Message
o Irsiall Honok
= Access COM Inisrfaco
= Execute Imzge
"« DNS/RPC Clieni Access
»  Change Deiense+ Mode
°  Shelicode Injection
o Block File
e Suspicious
«  Hook
> Aleri Supprassed
For exampie, if vou chocse ‘Equal’ frem the drop-dewn: and select 'Sandooxed as' from the checkboxes, only the
events of applications auto-sandboxed by Behavior. Biosker.wilibe dispiayed. If you chogse 'Net Equal’ from the drep-

down field and seiest "Modify Key' chack box, then alt evenls the! do rol have the entry ‘Modify Key'in the ‘Flags’
coiumn wili be dispiayed. You czn select more than one check box options from: this interfzce, as required.

ii. Target: Seleciing the Target cplion displays a crep-down menu and text entry fieid.

Advanced Filfer |

‘ a) Select ‘Conizins' or ‘Does Not Contain’ cplicn fram the drep-down menu. 3
b) Enler the texi or word that needs o be filtered from the Terget columa.
For example, if you choose 'Contains’ frem the Grop-down 2nd enter the phrase 'svchost.exe’ in the texifield, then &l
events containing the entry 'svchosLexe' i he Target column will be displayed. If you choese ‘Boes Not Contain’
from: the drop-down and énter the phrase 'svchostexe' in the text feid, then ali events tatde not have the entry
‘svchost.exe’ in the Targe! column will be displayed.

Note: More than one filter can be added in the 'Advanced Filter pane. After adding one fter typs, select the naxt fitier type and
click 'Add'". You car also remove a fiter type by clicking the "X’ butlon al the lop right of the filter pane.

- Click ‘Apply’ for the filters to be applied to the Firewal: iog viewer. Oniy those Cefense enties salected based on your
set tisier criteria wili be displayed in the log viewer. )

> For clearing ali the filters, open 'Advanced Filter' pane and remave all the filters one-by-one by clicking the X' buttor: at
the top right of each filter pana and click 'Agply’.
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2.6.4. "Website Filtering’ Logs -

Comodo Inlemet Security maintains a log of Websites affowed or blocked to specific users by the Website Filter’.

You can configure niles to ailow or bleck access to specific websites for pariicular users of your computer under Advancad
Setiings > Security Ssttings > Firewall Setlings > Website Filtering. For more details on configuring the Website Fitter, rafer to
& Fiteeing. The Websile Fiitering leg snables you {o analyze the atlempts made by the cther users to access

a8
¥ £ NI

the saction Web:

the blocked or aillowed websites.

¥
3

The Websiie Fitering' logs can be viewad by choosing the Website Filtering' from the 'Show’ drep-down of the log viewer
interface.
NN

12172014 4., hilpJiobessicn.ce uadrebooiimages/recovara...

129208 4. bHpffobession.ce.ua‘teboot

> Bilp.fcoolpizza.com

Column Descriptions

1. Date - Contains pracise delaiis of the date and time of the gvent

2. Website - Shows the urd of the website that was blocked or alloived as ger the rules configured in the Websila Fitering
interface. :

3. Category - Indicates the predefined category to which ihe websiie belongs.

4. Action - Indicales whather the access to the websits was aliowed or biocked to the user.

> Toexport the ‘Website Fitisring logs as a HTML file click the "Expert’ butlo r right click inside the iog viewsr

anc choose ‘Export’ from e sontexi sensitive menu:,

»  Toopen asiored CIS log fHle, click the 'Open’ butte

o Torefresh the Alerts logs, click the 'Relresh’ butien or fight click inside the log viewer and choose "Refresh’ from
the context sensitive menu.. .
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~  Toclear the Aleris logs ¢lick the ‘Glear’ builo

2.6.4.1. Filtering "Website Filtering’ Logs’
Comodo Internst Security allows you o create cuslom views of ali ingged events according lo user defined crilesia. You can use
the foilowing types cf filters:

-~

A

»  Today - Cispiays ail logged avents for ioday.
o Current Week - Dispiays ail fogged events cduring the curreni weeX. {The current week is caiculated from the

Sunday to Saturday tha: hoids the curren date } * 4
= Currend Month - Displays ali ioggad evenis during fhe menth that helds the current date.
»  Entire Period - Dispiays every oveni lcggad since Comodp Internet Security was insialled. (If vou have cleared
the log history since installation, this oplicn shows 2l Iogs created since that clearance). :
o Custom Filter - Enables you o select 2 custom period by choosing the ‘From' znd Fo' dztes under ‘Please |
Seleci Period
Altematively, you can right click inside e leg viswer module and choose the time pericd.
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Having chosen a g e ey from the top pansl, you can further refine the displayed evenls accerding to specific dilters.
Foliowing are avadab!e !ler f r Defense+ logs and their.meznings:

//l

«  Website - Dispiays only the events that involve a specific websile
«  Category - Dispiays only the events that involve attempls 1o access the websiles of the specified calegory
»  Action - Displays only the events thal involved the speciiied action

To configure Advanced Filters {or Defense+ events

1. Click ihe funnel bullo roim the tithe bar or right slick insice the log viewer module and choose 'Show Agvanced
Filler from the contexl sensitive menu. The Advanced Filter interiace for "Website Fillering’ events will open.

N
N
Ny
§
¥
¥
X
R
by

You have 2 calegoriss of fiter that you can zdd. Each of these categories can be fusther refined by either seiecting or
dese;echr.g specific filler parameters or by e user typing a filler string in the field provided. Foliowing are the options
availabie inn the "Advanced Filter’ drop-dowr:

Website: Adding the "Website’ option displays a drep-doivr menu and lext entry field.

IBM - Ex. 1002-Part 6 of 10, Page 2298
N IPR2025-00379 (IBM v. Croga)



a) Select Equal or 'Not Equal’ option from the drop-down ment:.

b) Enter the url of the website that needs ic be filerad.
For exampte, if you choose 'Tqual’ opticn frem the drop-down and enier the phrase Tacebook com'in the text fisld,
then ail events that invoive the website ‘facebock.com’ in the 'Website” column will be displayed. If you choose ‘Not
Equal’ option: from the drop-dowrn: and enter the phrase facebock.com' in the text feld, then alf events that dc not
involve ‘facebcok.oom’ will be displayec.
Category: Selecting the ‘Categery cpticn dispiays a drop down menu 2nd text entry fisld,

Advanced Filter Categosy

ass Nt Contain

a) Select Coniains' or ‘Does Not Contain’ opticn from the drep-down menu.

5} Enter the predafined categoly o websites that needs to be iiltered from the Calagery coiume.
For exanpie, if you chocse ‘Contains’ option from the drop-down and enter the phrase "Maltware Sites' In the text fieid,
than ail events that invoive the websites failing within the category will ce dispiayed. if you choose 'Dees Net Centair!
option from the drop-down and enter the phrase ‘Malwzre Sites’ in the ‘ext field, then alt events that do no! invoive the

websites defined within the Maiware Sites calegery wifi be dispiayed.
5i. Action: Seleciing the 'Acticn’ cplion displays & crop-down menu and a set of specific Hlter parameters that can be

selectad or deselesled.
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a) Select ‘Equal or ‘Not Equal’ opiion fom the drop down menu. ‘Not Equa¥* wiil invert vour selected choice.
b) Now seiect the check-boxes of the spacific fiter parameters to refine your search. The parameler availzble
are: :

= Allow

= Bleck

+ Ask

For exampie, if you ¢hocse ‘Equal’ option from the drop-down and select Biock’ from the checkboxes, oaly the evenls
that involve biocking the access o the websiies to the users will be displayed. if you choose ‘Not Equal’ oplion from
tha crop-down and select ‘Block' chesk box, ail the evenis that do not involve biccking the websites will be displayed.
You can seiest more than one check box opticns from this interiace, as required.

: More than one filter can be added in the ‘Advanced Filter' pzne. After adding one filler typs, seleci the next fifer type and
'Add". You: can also remove a filler type by cficking the "X’ bution at the top right of the filler pane.

«  Click ‘Apply for the filters to be appiied to the Website Filfering log viewer. Cniy those \Website Fillering’ log entiies
selecied basad on your filter criteria will be displzyedin the log viewer.
For cleasing af the filters, open ‘Advanced Filter’ pane and remave all the filters one-by-one by clicking the X' buttor: at

the top right of each filter pzne and click "Apply’.

2.6.5. 'Alerts' Logs

CIS mairtains a history of pop-up secunty alerts gensrated by its Antivirus, Firewail and Dsfense+ compenents znd the actions
taken against ihe threats discoverad, deperding on the response to the aleris by the user.

The Alerts logs can be viswed by seiecting 'Alerts' fron: the *Show drop-down of the iog viewer interlace.
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chrome.gxe... 012214 ... Allow Reme...

Vims Wind2.3.. C\Fragram...

Vires Win32.8...  ChiProgram. . 01722714 .

suffer.exaistr.. sutfer.exe. ... 012264

Column Descriptions

1. Date - Contains precise detaiis of the date and fime of the alert generation.

N

Type - Incicaies the type of the alert, whether itis &, Antivirus, Firewall or Defense+ {HIPS, Behavior Blocker or Aute-
Sandbex) alerl.

3. Description - Brief descriplicn of the fle or tha event that triggered the alert
4 Advice - Advice offered by CIS en how 10 respond for the alert.

5.  Answered - indicatas wheiher the alert kas been answered by the user and ¥ enswered, contains precise details of
the date znd time of respense from e user.

€ Answer - Indizzies ihe response given by the usar. -

o~

Flags - Irdicates flags set for the kinds of actions againsi the event iriggered by the lile.

8. Treat As - Based on the response how the fiie is treated, whether it is irezied s a safe application, instailer and so
cn.

+

G Evert - Clicking 'Related Event’ opens the datails oi the event that kas iriggered the alen.

> Toexport the Alests icgs as a HTML file click tha ‘Expost’ butten or right click insids the log viewer and choose

‘Export from the context sensitive menu.

- Toogena siored CiS log file, click the ’Opeff butlen

o Torelresh the Alerts logs, ciick the "Refresh’ butte or right click inside the log viewer and choose 'Refresh’ from

the context sensitive menu.
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£ A

2.6.5.1. Filtering 'Alerts Displayed’ Logs

Comedo nternet Security aficws you o create cuslom views of ali ioggad events eccording to user defined crileria. Yot can use
the foilowing types cf filters: :

Dragat Thvwa Sifara
b Sronal Tine Filers
Afen an Tive
Y Seanean B N

AJYEBTSE PIENN

o . o
Urasa® Time Siltava
FrESET FHENG FIRErs .

i
°  Today - Cispiays ail logged svents or ioday.
o Current Week - Dispiays all logged events cusing ihe curnani week. {The sument week is caiculated from the
Sunday t¢ Salurday that hoids the current dale.}
= Current Month - Displays ali iogged events during the menth that holds the current date.
»  Eniire Period - Dispiays every sveni logged since Comodo Internet Security was insialled. (i you have cleared r
the log history since instailaticn, this oplicn shows 2l logs created since thai clearance). v

‘
- Cusiom Filier - Enables you to sslsct = custom period by choasing the ‘From' z2nd 7o’ dztes under ‘Flease
Select Perod’

il

Altematively, you can right click inside the log viswer module and choose the ims pericd.

You tan iurther refine the displayed events acconling to specis
meanings:

fifers. Foliowing are available dilters for ‘Aleris’ logs and their

«  Advice: Displays only the log of slerts thal mziches the advice entered
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Answer: Dispiays only the iog of alerts thatwers answered by vou with tha"sslected ; response

Answered Displays only the log of aierls that were answered or a selected dzie and time

Description: Displays ornly the log of alerts thal maiches the description entered

Flags: Cispiays only the iog of alerts based on the selected flags set for the corresponding events

Treat As: Displays oniy the log of alerts based on thair Traat As' respense you eriered in the pop-up alent

Type: Display's only the log of alerts of selected type. They can bs Antivirus, Firewail or Defense+ {HIPS, Behavior
Blceker or Auic-Sandbox) alerts.

To configure Advanced Fillers for Alerts Displayed

Click the funrel buttos m the fifle bar or right click insice the log viewer module and choose 'Show Advanced
Fitter’ from the context se: mvve rmenu. The Advanced Filter interface for "Aleris’ logs wili cpen.

Selecl the fier from the ‘Advanced Filler drop-down and click ‘Add' to appiy the filter.

Angwered
{ escription
Fiags

Trest As

You have 7 calegories of fifiers that vou can add..Each of these categories can be further refined by either.selesting or '
deselecting specific filler parameters or by the user typing a filler string in the field provided. You can add and
configure any number of filters in the "Advanced Fiiter dialog.

Foflowing are ths cplions available in the "Add’ drop down menu:
Advice: The ‘Advise’ oplion enables you o fiiler, the alerls based or: advices gé\{en by CIS in the &ledt. Selecling
the 'Advice’ gplicn dispiays 2 drop-down field 2nd text eniry field. '

Advanced Fiiter Ad\,qqe

‘ou can safely allow this request

: Dors Not Contain

al Seiect ‘Conlains’ of ‘Does Not Contain’ opticn from the drop-down menu.
&) Enter the text or word as vour fiiter criteria.
For exampie, if you choese ‘Contains’ opticn frem: the drop-down and enter the phrase you can safely aliow this

request’ in the text field, then only the entriss sentaining "you can safely allow U’Hr e s%' in l1h50A2ds|':l; *'rf'éwrfnm P 2303
X. art6 o age
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be displayed.

ii. Answer: The 'Answer aption enables you to filler ihe alerts based on how you answered for the ajerts. Selecting
the 'Answer’ ogtion displays a drop-dowin box and a set of specific filter paramelers that can be selected or
deselecied.

Advanced Fiter [Answer

a) Seiect 'Equal or ‘Nol Equal opion ¥rom the drop down menu. 'Not Equa¥ wilt invert your selected choice.
b) Now seiect ihe check-boxes of the speciiic fiiler paramsters 1o refine your search. The parameter avzilzble

are;
»  Unknown
«  Allow
o Deny

o TrsalAs

o Szndbsx

s Time-ou!

= Disinfect

= Quarantne -

= SKkip Once

°  Add lo Exclusions

»  Addlo Trusted Files

o False Positive

o Skip

= Terminale

= Keep insice Sandbox

= Run cuiside Sandbox
For exampie, if you chocse "Egual’ from the drop-dewn and select ‘Add (5 Sxclusions’ checkbox, only the log of
Antivirus aierts for which you answered as 'lgnore’ > 'lgnore and Add 1o Exclusions’ will be displayed.

ii. Answered: Tha Answered option enables vou to filter the iog based on the date you answerad e alerts,
Seiecting the ‘Answered’ ogtion disglays a drop-down box and dale entry field.
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Advanced Fifter Answered

e

W N) —
Do ww
w F

gUIAD
L2HRUD

Today: 1/22/2014 §

a) Seiect any cne of the following option the drop-down box.
s Equal
=« NotEqual S
b) Enter the cate by selecting it from.the calender. displayed by clicking the drop-down arrow.
For exampie, if you select ‘Equal’ from the drop-down and select “01/22/2314', only the iog of alerts answered on
01/22/2014 will be displayed.
. Description: The Descripticn oplicn enables you i¢ iiter the'log based on the descriplion of the altempl displayed
in the alert. Selecting the ‘Description’ option displays a drop-down feld and text entry fieid.

t to the intemet

............ mm

g) Seiect Contains’ or ‘Does Not Contain’ cpticr: trom the drep-down menu.

b) Enler e texi or word as your lifer criferia.
For exampie, if vou select 'Containg’ from the crop-down and enter ‘connect 1o the intemet’, cniy the leg entries of
Firewall aleris thal conlain the phrase 'carinect to the Internet’ in the description, will be displayed.
v. Flags: The 'Fiags’ option enables veu filter the entries basad on the flags set for the kinds of zclions against the
svent triggered by e file. Selecling the 'Fiags' option displays a drop down meng and & set of spacific fitter

parameters that can be selecied or deseiectec.

-
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&) Select ‘Equal or "Not Equal’ option from the drop down menu. ‘Not Equat’ will invert your selected choice.
B) Now seiect the check-boxes of the spacific fiter parameters to refine your search. The parameter available

are:
‘ Remerber /

Restore Point

»  Submit '
«  Trusted Publisher
For exampie, if you chocse ‘Equal’ from the drep-dowin and select 'Remember’ frlom the checkbex ogiions, oaly the
fog entries of alerts for which ‘Remember my answer’ oplion was selected will be displayed.
vi. Treat As: The Treal As' enables you to filter.the Iog entries based on their Treat As’ respense you entsred in the

pop-Lp alent. Selecting the 'Treal As” oplion dispiays a drop-down menu and text ealry field.

SIS

Adyanced Filter (TreatAs

&) Seiect Tentains’ or ‘Does Not Contain’ oplion from the drop-dewn menu,

b} Enter the text or word as veus fiter sriteria .
For exampig, if you have chosen 'Contains’ from he drop-down and entered Installer” i the text fieid, only Hie iog
entries conaining the phrass ‘Installes’ in the Treal As' column wiil be displayed.

. vii. Type: The Type' oplion enables yeu to filter the entries basad on the component of CiS that has tiggered the

alast. Selecling the ‘Type’ optior: displays & drep down mant and a st of specific aleit types the! can be seiscted

af deseiected.
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Not Equal

a) Seient ‘Equal’ or ‘Not Equal’ opiion from the drop down menu. "Not Equai’ will invert your selected choice.
b) Now select ihe check-boxes of the speciiic liiter parameters 10 refine your search. The paraimeter availeble

Zrel
.
°
°
~ °

Antivirus Alert
Firewail Alert
Cefense+ Alert

Behavior Blocker Alert «

For exampie, if vou sclect 'Equzl from the drop-down and select ‘Antivirus Alert’ checkbox, only the log of Antivirus
alerts wiil be displayed.

Nate: More than one filtar can be added in the "Advanced Filter’ pane."After adding one fiiter type, selact the next fifler typeand
glick '&dd’. Yot car alsc nemova a filter type by clicking the X' bulton at the fop righit of the fiiter pane.

o Click ‘Apply’ for the filtars to be applied ts the 'Alerls' log viewer. Cniy those eninies selected based on your set filter
* criteria will be cisplayed in tha iog viewer. ’

«  Forclearing ali the filters, open ‘Advanced Filter’. pane and remcve all ths fiters one-by-one by clicking the X’ buttor: at

the top right of each filter pane ard click ‘Aoply’.

2.6.6. Tasks

Comodo Intemet Sacurity records & history of ali the CIS tasks iike virus signature database updates, ssans run and so on. The
Tasks Launchad log vindow displays a tist of tasks faunched at various time peints with their comrpietion status endother -

deiails.

The Tasks’ logs can be viewed by selecling ‘Tasks' from the 'Show’ crop-down of the log viewer interface.

B4

i
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Antivires Upd... 0172214 12.37.C 0ld cats

tag Cizanng 017214 10:47:18

3. New database 1...

Column Descriptions

1. Date - Contains precise detaiis of the date and time-when fhe tasitis launched,

2. Type - Indiczies the type of the task. .

3. Parameter - Indicates the parameter (ike ssan type) assccizted with the lask,

4. Compileted - Contains precise details of the date and time of the completion of the task.
5. Code - Indicates te cods of the task as assigned by CiS.

6. info& Additional Info - Provides acidifional informaticn of the iask.

- Teexgpor the Tasks logs as a HTML file click the '©xport butten #
'BExport’ from the conlext sensiive menu.

+  Toopenasiored CIS log #le, click the 'Open’ butlen

] ~  Toretresh ihe Tasks iogs, click the 'Refresh’ button
: . the conlexi sensitive menu. R

»  Toclear ths Tasks logs click the 'Ciezr’ buttor

2.6.6.1. Filtering 'Tasks Launched' Logs
Comodo Intemnet Security 2llows you io create cusiom views of alt logged events according to user definec criteria. You can use
e foilowing types of filters:

Clicking on the handle at the bottom 2nables you io fiter the logs for 2 selecied time period;

3 or right click insice the log viewer and cheose

£ right click inside the log viewsr and choose ‘Refresh’ from
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+  Today - Gispiays ail logged lasks for today.
- Current Week - Displays ail logged tasks during the surrent week. (The cunent waek is caiculated from the
- Sunday to Salurday that hoids the curreni date.} .

=~ Curreni Month - Displays ali iogged tasks during the month that helds the cuirent date.

= Enfire Period - Displays every task logged since Comodo Intemet Security was insialled. {If you have cleared
the log history since instailation, this eplicn shows all fogs created since that clearance). .

< Cusiom Filter - Enables you to select 2 custom pesioc by choosing the ‘From' 2nd ‘To' dates under ‘Please
Select Period

Altematively, you can right click insidé the lcg viewer module and choose the time pericd.

You can further refine the displayad svents accmima to specific fiters. Foliowing are availzble filters for 7
meanings:

23%s’ logs and their

°  Code - Displays the lasks basad on the enterad code value
»  Completed - Displays the tasks completed on entared date.

= Parameter - Displays cniy the tasks launched that include the selected paramster, iike sa2n profile or the Incalions
scanned during cusiom scans.

-+ Type- D|9p|ry..» cniy the seiecled type of tasks iaunched. Thay can be a AV bpmie AV Scan, Clearing logs and
Guaranise Aclivatior:.

To configure Advanced Filtors for "Tacks’ fogo

1. Click ihe funnel bulton roim the tithe bar or right click insice the log viewer module and choose ‘Show Advanced
. 5 4 i Y 11 [ f
Fifter from the contex! sensitive menu. The Advanced Filter interiace for Tasks Iuﬁavmwe will TWZ Part 6 of 10, Page 2309
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Selest ihe filler from the ‘Advanced Filler’ drop-down and click 'Add' to apply the filter.

Advanced Filter

Cemplsted

Parsmster

LIS 1219224

Tpe

You ¢can chese the category of filter from a drop down box. Each of these categonies can be further refined by sither
seiecting or deselecting specific silter parameters cr by the user typing a filter slring in the field providad.

Following are ths options available in the ‘Advanced Filter’ drep down menu:
Code: The Code opticn enables you o dilter the tasks based on teir code value. Selecting the 'Code’ oplion
dispiays a crep-cown fizld and text entry fisld.

R R LR

L

2) Seiect’Equal or “Not Equal’ option from the drop-down box. *Not Equal’ will invert your selecied choice.
b) Enter e cede or 3 bart of i as vour filter criteria in the toxt Heid. .
For exampie if you have chesen 'Equal’ from fhe drop-cown and entered '9x00005031" in the taxt field, then only the
log entries with the value 3x0C000001 in the coce column will be cisplaved.
i. Completed: The ‘Compieted’ option enzbles you o fiter the log entries based on the completion dziss of the
Tasks. Seiecting the 'Comgleted’ oplion dispiays a drop-down Sox and date entry fisld.
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Advanced Filter Compisted

2) Select any cns of the following option the drop-down box.
« " Equel
*  Not Ecual
b) Enter the cate by selecting it from the calerder. displayed by clicking the drop-<lown arrow.
For exampie, if you select 'Equal’ from the drop-deivn and select 01/22/2814', enly the log of Tasks compleied on
01/22/26 14 will be displayed.

ii. Parameter: The Parameter option enables you o filler ¥he entries based on the parameters like scan locations,
agsosiated with the Task. Selzcting the ‘Paremeter’ optien dispiays a drop-down fizld and text entry fisld.

Advanced Fitter iFargmater

i Does Net Contain

a) Select’Contzins’ or ‘Does Not Contain' cplior: from the drep-down menu.
b} Enter the text or word as vour fiiier aritena.
For example, if you choose ‘Contains' option fron: the drop-down and enter the phrase 'Quick Sczn' in the text field,
than only the entries of Antivirus Scan Tasks with the scar: parameter ‘Quick Scan’ will be displayed.
v Type The Type' oplicn enables veu Io fiiter the snires based on the type of Tesks faunched. Seiecling the Type'
opticn dispiays a drop down menu and a set of specific task types that can be selected or deseiected.
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) Select Equal or ‘Not Equal’ option from the drop down menu. 'Not Equat viil invert your selested choice.
Now seiest the sheck-boxes of the spacific filter parameters to refine your search. The pararreler available
are:

| % s}
e

e ' Antivirus update

o Antivirus Scan

»  Clearing Legs .
-  Actvation of guarantee

= \ersion upgrade

Note: More than one filter car be added in the 'Advanced Filter pane. After.adding one filter type, select the next fifer.type ard

NN

slick *Add’. You can alsc removs a fter type by clicking the X' Button at the top righi of the filter pane.

«  Click 'Apply for the filters to be appiied o the Tasks log viewer. Orly those entries selected based on your st filter
criteria wil be displaved in the log viewer.

«  For clearing ali the filters, open ‘Advanced Filler’ pane and remove all ths filters ane-by-one by clicking the X' butior: at
the top right of each filter pane and click ‘Apply”.

2.6.7. Configuration Changes | _

CIS keeps track of ali the changes made lo ils configuration sincs ifs instaflation. The 'Contiguratior: Changes' iog viewsr
displays a list of changes to various options and other corfiguration changes made fo the epplication.

Th ‘Configuration Changas’ logs can be viewed by seiecting ‘Ceriiguration Changes' from the "Show’ drop-ciown of the log
viewer interface.
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CoFrag..

Firpwsll Appli... ... <chject L.

<cljec: UiD...

Farereall Appli...

{

<object VI0="{

Column Descriptioné

Date - Contains presise details of the date end time o the configurztion change.
Action - Indiceies the nature cf the configuration change.

Modifier - Indicaies the user that has made lhe corfiguration change.

Object - Incicates the CiS object that was affecied by the configuration change.
Name - Indicates the name of the rule, program or the file that has been changed.
Old value - Indicaies the value of the parameler bafcre the conﬁguralion change.

New value - Indicales the value of the parameler afier the configuration change.

LR Ry
AN \\§

Te view the fuli details of a configuration change, place the mouse cursor on the enlry i the Cld Value or New Valie

column of the respecive row.
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«  Tcexpori the Configuration Changes logs as a HTML file click the "Export’ bution
viewer and chocse 'Export’ irom the context sensitive menu.

= Toopen a siored CIS log file, click ths 'Cpen’ butte

o Torefresh the Configiiration Changes iogs, ciick the 'Refresh’ bution
chocse ‘Refresh’ from ihe context sensitive menu.

o Toclear the Configuration Changes logs click the "Clear” butlon i

2.6.7.1. Filtering 'Configuration Changes' Logs

Comodo Intermnst Security allows you o create custom views of ali io
the following fypes of filters:

o .

racat Tiwea Diltara

°  MTOUSE I Flave
- Agdeanced Siary

SMOVIANCED VTS

= N TS

Traaad Tima Sittors

FUSHY NS FIRCTS

Clicking on the handle at the bottom snzbles you ic fiter-the log entriss for.a selecled lime period:

N
N
N
N
N

¢ right click inside the log

o

or right click inside the iog viewer and

3ged evenis zccording to user defined criteria. You can use

2

»  Today - Dispiays ail logged svents for ioday.

»  Current Week - Dispiays ail logged events dusing ihis curreni week. (The current week is caj culated from the

Sunday to Saturday th=! hoids the current date.}

= Current Month - Displays ali ioggad events during the month that holds the current date.

= Enfire Period - Displays every event leggad since Comodo Inlernel Security was installed. (If you have cleared
the log history sinse instailation, this oplicn shows all Iogs created since tha! clearance).

= Custom Filter - Enables ycu 1o seleci 2 custom period by choosing the 'From' 2nd 7o' dates under ‘Please

Select Period
Altemalively, you can right click inside the leg viewer madule and cheose the time peried.
/
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You can further refine the displaved events according 1o specific fiters. Foliowing are avzilzble &iters for ‘Configuration Changes'
logs and their meanings:

= Action: Cispiays only the selacled type of configuration changeis} ke change in epticns, addition of objects, st 'II‘gS
and so on.

- Modifier: Displays only ihe configuration changes effected by the selected entity like the user, responss to Antivirus,
Firewal or Dofense+ Alerts and so cn.

< Name: Dispiays only the configuration change withdhe name entered as search criteria.
- Object: Dispiays only the conliguraticn changes on adsition or removal of seiected objecis
Te configure Advanced Filters for Configuration Changes Logs

“\

1. Click the finrel buttor from: the title bar or right click inside the log viewer module and choose "Show Advanced
Filter’ from the conlext sensitive menu. The Advanced Filter interiace for ‘Ccnﬁc:uration Changes' logs will open.

2. Select e fiter from the ‘Advanced Filter’ drop-down and ¢lick ‘Add to appy the filter.

osonn

Advanced Fitter Action

: Modtier

iName
i Chject

Lerrerrsrerrrrsrs.

You can chase the category of Eter from the “Advanced Filter’ drop-down. Each of these categosies can be further refined by
either seleciing or deselecling specific filler paremelers or by the user typing a filler string in Lhe field proviced. Foliowing are the
options available in the 'Add drop down menu:
Action: The 'Action’ opticn allows yeu: lo filter the log enisies basad on the actions executed like change in opions,
zddition of objecis, strings and sc on. Selecting the "Action’ oplion displays a drop-down box and a se! of specific
fillar paramaters that can be seiected or ceseleciad.
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Advancad Fifter [Action

a) Select Equal or ‘Not Equal’ option irom the drop-down box. "Not Equal will invert your selecied choice.
5} Now seiest the checkboxes of the speciic filler parameters 1o refine your searck. The parameters availabls
are:
+  Dbject Added
= Object Changed

< Object Removed
= Opiion Chznged

: > Siring Added
T String Removed

For e:xan‘.p_?e, if you choose Eqiiai in the drop-down and select 'Cbject Added' checkbex, then, oniy the log entries with
2 valte 'Objiect Added’ in the "Action’ column will be dispiayed.

i, Modifier: Tha 'Modiier aption allows you to filter the log enlries based or: the entity that is respensitle for the
sonfiguration change. It can be the user or the response given to an alert. Selecting the ‘Modifier’ option displays &
drop-cown box and 2 set of specific filter parameters that can be selecied or deselected.

a) Selest Equal’ or ‘Not Equal option from the drop-down box. "Not Equal will invert your selected choice.
b) Now seiect fie checkboxes of the specific entities that has effected the change, o rsfine your search. The
parameters avaiiable are: .
+  User
o AutcLeam
o Antivirus Alert
o Firewall Alert
o [Defense+Alert
~  Behavior Blocker Alert

For exampie, if vou have chosen Equal in the drop-down ard seiected "Antiviutiidh- EhecitQ2-Biady dfeldy Page 2316
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entries reiated io the eenfiguration changes effecled by respenses to Antivinis Alerts will be displaved.

ii. Name: The 'Name' opticn ailows you to fiiter the log entries Dy eniering the name of the parameter changed.
Seiecling the ‘Nems' oplion displeys a drop-down field and text erity feld.

»» REERLL),

Advanced Fitter :Name

Does Not Contain

&) Setect ‘Contains’ of ‘Does Not Contain’ option frem the drep-down menu.
5) Enter the name of the change, partly or fully as filter crileria in the iext box.
For exampie, if you chocse ‘Contains’ option from the drop-down and enter the phrase 'strfer.exe’ in the text fisld, then
only the log entries containing the surfer.exs in the nzme column wil be displayed.
iv. Object: The ‘Chiest’ opticn enebles you ic filter the' log entries related ic the obiests modified during the
configuration change. Seiecting the ‘Cbjsct’ option displays a drop down menu ard the objects 0i CIS
senfiguration, that can be seiectec or deselacted

Advanced Filter Oiject

a) Seiect Equal or ‘Not Equal’ option from the drop down menu. 'Not Equat' will inverl your selecled chaice.
b) New seiect the check-boxes of the speciiic objects as i filter paremeters Y refine your search. Scroll down the
window lo see ail the paramelers oplions.

For exampie, if vou have choser 'Equal’ from the drop-down and selested "Firewail: Mode ' checkbox, oaly he iog
antries refatec io the change of Firewall mede will be dispiayed.

Nate: More than one filter car be added in the 'Advanced Filter’ pens. Alter adding one fiter type, select the next fiter type and l
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click 'Add". You can also remove a filter type by sficking the X' bulton at the 1ep right of the filter pane.

»  Click ‘Apply’ for e filters to be appiied to the Cenfiguraticn Changes log viswer. Only these entries selected based on
your set filter criteria wili be displayed in the leg vigvier.

«  Forclearing al: the filters, cpen 'Advanced Filler’ pane and remeve all the filters one-by-one by clicking the X' buttor: at .
the top right of ezch filtsr pane and click 'Apply”.

2.7.Get Live Support

Opens the GeekBuddy instant-chat ciieni and connects you to 2 Comodo suppert technician,

GeekBuddy techricians can help sclve most computer issues that veu are experiancing. Do you nzed help logstricof a
particuiarly nasiy virus? Has your computer siowed down o a crawl for no appareni rezson? Are you having Yrouble setling up
thal wireless router you just bought? SeekBuddy techs can cffer you expart quidance and, with vour permission, san even
remole-deskiop ints your computsr and fix your problems while you sit back and waich. For more datails about ihis service,

-~ 3

please refer 1o Somads SeekBuddy.

2.8, View Active Internet Connections

The View Conneclions' inlerface displays an at-2-glance summary of ail currently active Intemet conneclions on a per-
application basis. You can view al the appiications that are connected; &l the incividual connections hat each application is
responsicla far; the direciion of the traffic; the sourss IP ard perl and the destination | and post. You can alss see ths !otal
amcunt of ¥raffic thzi has passed in and out of your system over each conaection.

This list is updated in real §me whenaver zn applicziion creales a new connestion or drops an existing cornaction. The View
Connections' is 2n exiramely useful 2id when testing firewall configuration; troubleshooting new firewall pelicies and rules;
monitoring the connection activity of incividual appiicaticns and your system as a whel2 and fer terminating any unwanted
corneciions.

The View active Cornactions’ inisriacs can be accessed by clicking View Connections' from the 'Cenerai Tasks' interface.”
Altamativaly, this screen can be assessad by clicking the number above Inbound or Outbound in the Advanced View of the
Home screen in the Firewall pane.
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The View Connections’ interface displays list of ali the cummently active Internet connecticns by initiated by various appfications
as a Tree struclure.
Column Descriptions
' IBM - Ex. 1002-Part 6 of 10, Page 2319
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- Protocoi - Shows the appiication that is maiing the conneclion, the prolecoi ¥ is using and the direction of the izaffic.
Each applicaticn may have more ihan one connection at any time. Clicking + at the ieft of the appiication name
expands the list of cennecticns made by it. .

- Source {IP : Port) - The source IP Address and source port that e application is connecting through. I the
application is waiing for communicetion and the port is cpen, it is described as Lislening’.

o Destination {IP : Porf} - The destinaticn IPAddréss and dastination port address fat the application is connecting fo.
This is biank if the 'Source’ coiumn is Listening' :

. Bytes In - Represants ihe lolal byles of incoming data since this cennecticn: was first afiowed.
- Bytes Out- Représenls the 1otal byles of olitgoing daia since this connestion was tirst allowed.
Context Sensitive Menu '

= Right ciick cn an itam in the list o see the context sensitive meau.

«  Ifvou wish to view the ful path &f the appiicaticn, righl click on the agplication name and seiest 'Show Fuil Path’.

= Ifyou wich to terminalz a connection belonging i an application, right click on e speciiic connecticn and click
“Termirale Cornaciiory.

*

KitSwitch is an acvanced sysiem menitaring tool that allews users to quicily identify, menilor and terminate unsafe processes
and netwiork connections that are running on their computer. Apart frem oifering unparalieled insight and conlrel over computer
processes and connections, KillSwitch provides you with yel another poweriul layer of protection for Wincows computers.
Comodo KillSwitch can show ALL sunning processes in granutar delail- exposing even thoss thal were invisible or very deeply
hidden. You: can simultzneously shul down every unsaie process with a singie click and can even trace the prosess back to the
parent mahvare.

Comodo KiliSwilch can be directly accessed from the View Conneciions' by ciicking é2 ‘More’ buiton.

i Comods KiliSwiich is already instalied in your compuiter, clicking ‘More’ will open the applicalion. If not. CIS will downlcad ard
install Comodo Kiiswitch. Once instailed, clicking this buttor in future will open the Kiliswiteh inferizce.
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»  Read ths license agresment by clicking View Licenss Agreemeni and click ‘Agree and Instalf’. CiS wili cownlead and

instzlt the 2pplication.

s — e

On completion: of installatior, the Comodio Kil:Swiich main interlace wiit be openad. Clicking e Network tab vill display the the
Network Connactions and Network Ulilization panas. :
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] None Disabled 1.53 252 KB LOCAL_SYSTEM
532 Trusted None Oisabled 388 KB NT AUTHORITVISYS
I.- Desrss.exe 652 Trusted None Disabled 3,584 KB NT AUTHORITYISYS')
3 {R wilogon.oxo - 00 Trusted None Discdskal 12,228 KB NT AUTHORITYISYS ;
k23 $services.exe 729 Trusted None Disabled 6,612 KB NT AUTHORITYISYS"
* Ks) ®launcher_service.exe 892 Tnested None Disabled 5,689 KB NT AUTHORITYISYS'
L2y Punt_mansger.exe 1056 Tmted None Dicabled 10,780 KB NT AUTHORITVISYS
L ™uit.exe 1268 Trusted None Disobled 50,564 KB NT AUTHORITYSYS'
[ Ssvhost.cxc 904 Trusted None: Disabled 5.640 KB M1 AUTHORTTYISYS
Pcavwp.exe 476 Trusted None Disabled 23.07 316,204 KB NT AUTHORITYISYS
i dihost.axe , 1880 Trusted Nons Dizablod 2,524 KD NT AUTHORITYASYS S
PYunsecapp.exe 2584 Trusted None Disablod 4,936 KB NT AUTHORITY\SYS ,
Fwmiprvse.exe 2668 Trusted None Disabred 6,029 KB NT AUTHORITY|SYS';
Ssvehost.exe 984 Trusted None Disabled K
S ondagent.exe 1080 Trusted None Disabled
K3 Ysvehost.exe 1112 Trusted Nene Disabled
L Pwusudt.exe 3424 Trusted (Inst.... None Disabled
o SHovenost.exe 1344 Trusted o Disabiad
F $swchost.exe 1432 Trusted None Disabled
F spoaisv.exe 1520 Trusted None Disablad 5,472 KB NT AUTHORITYSYS™,
F o 2 agon_undater.exe 1668 Truzted {Inst.... None ODiszbled 5,972 KD NT AUTHORITYASYS”
F XlceokBuddyRSP.exe 1728 Trusted None Disabied 3,964 KB NT ALTHORITY|SYS'
L Ssvechost.exe 3748 Trusted None
ﬁb&s exe 736 Trusted None

ne

DN »\.w\-} Y

PR RS

o Ty T, wneal ) i
\ Connactiona-and-Usage

NS STAT
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2.9 View Active Process List

The Active Process List irterface displays ali currently acéive processes initiated by applications that are currently running in the
sandbox envimnment . By lracing an appiication’s parent procass, CIS car: delect witether a non-fusled appiicalion is
altempting to spawn an lready frusted appiication and thus deny access fights for thzi trusted application. This system provides
ie very highest protecticn 2gainst Troians, malware and rootkits that try o use trusted software to faunch ar atiack. By defaull,
the list dispiays the precesses of sandboxed applications oniy, but can be made to display afi the processes from the dght-click

. options.

The processes of sandboxed gpplications inciude:

N o £, - O San
o85S ay’ drnp duWF n f\\\ A :‘siﬁ'\‘»\cf.

z,

o Run Virtuai - Applications that are-selecled and run in Sandbox. Refer io 'R
more detaiis.

+  Applications thzt are run inside the sandbox using the ¢ conlex! sensitive menu - CiieR Beve for more details.
o Rurning crowsers inside the sandbox from the Widge! - sk heve for more details.

> Drag-and-drop appiications on to CIS Home Screen - CieX he for more details. .
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[ T aans $ = 3 : . ;
Configure the Ssnddey’ for more detalls.
A3

Programs that are added manually - Refer to the section

To view Aclive Process fist
Click the first box in the status pane (third row) in the CIS Widgs!.
{e: The Status Pane is noi dispiayed by default i the widget. To enable the Status Pane, right click on the CéS’tray fcon and

R[adey
SOWRL,
eiect 'Showi Slatus Pare’ frem the options.

Fully Vitua... Trusied

ShETH-COMS

SMITH

Altematively, the screen can be accessed by clicking the numger teside ‘Sanctoxed Apps’ in the Advanced View of

the Home screen in the Defense+ and Szndbox pane.

The Active Processes List {Sancbexed Cnly) scresn will be displaved by defauit.
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«  Application - Displays the names of applications that are currently running.

o PI3 - Process identification Number,

o Company - Displzys the name of the software daveloper.

o User Mame - The name of the user that slarted the process.

«  Reslriction - Displays ihe leve! of sandbox setling selected for ke program.

»  Rating - Displays the rating of the application whether trusted or urknown,

Right-click on any process fo:

«  Show full path: Cispiays the location ¢f the the executable in 2ddition fo it's name.

»  Shew Sandboxed Cniy: Displays the details of ihe sancboxed programs only. Disabis this opticn to view all the siirrent
active process list

e Addlo Trusted Files: The selected unknown program: is added to Trusted Ffes §
whather it is sale or nol.
<  Submii: The seiected appiication will be sent to.Comodo for.analysis.

o Jump to Folder: Ths folder containing the exscuteble file of the appiication will open.

»  Show Aclivities: Opens the Frocess; HE og. The Process Activilies dizlog wilt display the list activities
of the processes run by the zpplication. 8 tivities', i Wirgsoope is enabled under

N A 3 Radss >
Aennead Radinss
AJVEnoay JANENFI >

Clicking the "More’ button at the bottom: of the screen wili cpen the Cemodo KiliSwiich appiication - an advanced system
monitoring tool that allows users o quickly ideriily, monitor ard terminate any unsafe precesses that are rurning on your
system. .

R

388 COMCHO

dlicrasoft Corg

SMITHCOMF

SMITH-COM .. Mya... Trusied

Urknocwn
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3.Firewall Tasks - Introduction s

il component of Comaco Intemet Security {hareafter known simply as Comodo Firswal] offers the highest lavels ¢f

=

Tha Firav
security against inbound and outbound threats, stealths vour computer's poris against hackers and biocks malicicus sofiware
fom transmitiing vour confidentizl data over the intemet. Comodo Firewali makes it easy for you to specify exactly which
applicotionc are aliowed ic conncot 1o the Intemet ond immediately wama you wher there is suspicicus activity.

it nan ba accessed af all timss by clicking on tha 'Firewali Taeke' band from: the Tagis’ interface.

The Firewall Tasks anca provides 2asy access o ali major features and seitings. From here, you can configure Intemet access
rights per-application, steaith your computer porls, manage available nstwerks and even biuck all network raffic in and cut of
your computer. In ‘Advanced Settings' you'll be able to specify overall firmwzll behavior and configure advanced setings such as
application rules, rulesels, natweri zones and port sels.

Click the links beiow to see dstaiied

nianaticns of each area in this sect

N
o
.
. .
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3.1.Allow or Block Internet Access to Applications Selectively

The Firewail Tasks interface ailows you to selectively allow cr biock certain applications from accassing the Infemet. These
shortcuts rapresant a coaveniant way 1o create an auiomzlic 'Allow Recuasts’ rule or ‘Block Requesis' rule for individuel
applications - meaning that inbotind and outbound sonrestions zre zutomalically permitted or not permitted to these appiications
respeclively.

To open the Firewall Tasks' interface:

»  Click e ‘Tasks' arrow from $he CiS home scresn:

-

«  Click on the ‘Firswail Tasks' bznd from the Tasks' interface:

To atlow an apglication to access 1o the Internel:

- Click the 'Allow Appiication’ buten from the Firewszll Tzsks' interface.
o Navigate to the main executadle of the apglicalion in the ‘Cpen’ dialog.
o Click 'Cpert. A rule will be created ic afiow Infernel access 1o the seiecled appiicalion.

- To biock an appiication’s internat access rights
- Click 12 ‘Biock Application’ tulton rom the ‘Firswal Tasks' intesface.
= Browsn te the main cxecutable of the eppiication in s Cerr dialuy.
= Click 'Cpen’. A nile will be created {c prohibii Internet access to the seiected application.

The advanced application nies interface c2n be accessed by clicking ‘Tasks’ from the CIS home screen > Firewail Tasks > Cpen .
Advanced Settings > Applicatior: fules. The application you just aflowed or blocked should jsiegt kereoip Ikt §simptioPage 2326
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on application rules governing intemet 2ccess rights, see

Yig: if you plan to regulary allow/blnck appiications, you car right ciick on the zppropriate button ard select ‘Add fc Tasibar'. #
wiil then be quickly accessibie from both the CiS homs scresn and the widget:

3.2. Stealth your Computer Poris

Port Stealthing is a securiy feature whereby porls on an internet connecled PC are hicden from sight, evoking no response 1o
ogportunislis pert scans. .

General Note: Your compiter sencs and receives dala to other compulers and lo the Infemat through an interface calied a
'poit.. There are over 65,000 numbered ports en every compuler - with certain ports beirg tracitionalty reserved for ceriain
services. For example, your machine almest definitely connecis to Internet using port 80 2nd port 443. Your e-mzil application
connects to your mail server thvugh per 25. A Port scanning’ attack sonsists of sending a message 1o each of your comptiier
ports, one al a lime. This information gathering fechniqus is used by hackers to find out whick ports are oper: and which porls
are being used by services on your machine. With this knowiedge, & hacker can determine which atiacks are likely to work if
used 2gainst your machine.

\
Stealihing a port effectively makes il invisidle to 2 port scan. This differs from simply ‘closing’ a port 2s NO resporse is giver: o
ary connecton atiemgis {closed’ ports respend with & ‘closed” reply- revaaing to the hacker that there is actually a 8C in
exislence. This provides an extremely high level of sscurity to yous PC. I 2 hacker or automated scarner cannot ‘see’ your
computars perts then they presumes itis offline and move on to other targets. You can still be able i cornect o Iniemet and
ransfer information as usual but remath invisibie si 31s.
ransfer information as usual bul rermain invisibie to outside threats . IBM - Ex. 1002-Part 6 of 10, Page 2327
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«  Click on 'Sieaith Pors’ link in Firewai Tasks

\\\\\\\\\\‘\\&\\\\\\\\ \ . X TN
. . L

You have two opticns 1o chocse from:

Block incoming connactions

Selecting this apiion means your conputer’s ports are invisidie (o all netwarks, irespeciive of whether you trust them or net. The
averags home user (uging & single computer thal is not pari of @ home LAN) finds this oplion the more corvenient and secure.

You are not alerted when the incoming cornection is blocked, but the fule adds zn entry ir: the firewsl] event log fils. Specificaily,
this oplion adds the fellowing rule in the Slodal Rides” inleriace!

Btock And Log] P | In} From Any IP Address| To Any IP Address | Where Protocel is Any

<

& Block 1P b From MaC Any To MAD Ay Where Protocs! Ix Any
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if you wousld fike more information on the meaning and construction of rules, piease

Alert incoming connections
You see a Hraveat alert every tims there is a request for an incoming connrection. The alent asks your permission on whether or
not you wish ihe cennection to proceed. This can be usefus for appiications such as Peer to Peer networking and Remote

deskiop applic ations thal require port visibility in order to connect to your machine.

AVah el

Specifi L,aHy this opnm adds the following ruls in the 'Sichal Rules' intsrface

Block{ {CHP | In| From Any iP Addressf To Any IP Address | Where Message is ECHO REQUEST

. s

it you wouks iike more information on the meaning and construction of rules, piease siieX hars.

3.3.Manage Network Conneclions

The ‘Manage Network Connections’ interfass allows you o quickly.view ali wired and wirsless networks to which your.
is connacicd. The lower hzlf of the panel dispiays delaiis abou! each neiwork including its name, IP address and gateway.

computer

< You can chocse to frust o block a netwerk by selecting the appropriate radio bution under ihe network in question.
You will not be able to recsive any inbsund r ottbound traitic from biocked nelwarks.

o Use the handies {< >) to scroll through all avaiiable networks or computers

e Use the refrssh button if you have recently made network changes and these are nol yei visible in the interface

- The Manags ‘Natworks' inlerface car: be cpened by ciicking Tasks > Firewall Tasks > Manage Networks'.

«  Toview, creale or bleck Netwask Zenes, ciick ‘Tasks > Firawali Tasks > Gpen Advanced Seitings > Network Zones'.
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3.4.Stop all Network Activities

As the name stiggests, the ‘Stop ail natwork activity' buttor instructs the firewall ic immediately cut-oi all inboundioutbeund
communication between your compuler and ali avaiiable networks {including the Intemet). Connections will rernained ciosed
uni you re-enable them by clicking the butten a second time. This zllows you 1o guickly take your computer offline without
having ic delve into Windows network seitings 2nd without having o 10 unpiug any netwerk cables.

o Access the network activity ‘onfoff butlon by clicking Tasks > Firewall Tasks
«  Disconnect your sorputer from all networks by clicking ‘Stop Al Activity’ (buttor will be red}
e Re-enable connectivity by clicking ‘Resicre All\Activity‘ {button wil be graen)

o Restoring aztivity ]LS' re-enabies your existing firewal rules. Thersfore, any netwarks that you have praviously biocked
in Masnage Netwa Cosnacfions’ of ‘Network Toses” will remain blocked.

o You can assign nelworks into network zones in the ‘Nefvosk onay’ area

- You can configure rules per natwork zone in-the ‘Bodal Rules' area
«  Youcan vew ail network connestions and enable/disable connectivity on 2 per-netwerk basis in the 'Manage Netwary

YN
¥ d
I

O

3.5.Advanced Firewall Settings

The ‘Advanced Settings’ area is the neive center of Comodo Firewall and allows acvanced users to configure and degloy trafiic
#ltering ruies and policies on an appiicaticn specific and glebal basis. To open the interface, click “Tasks' an the heme screen
iollowad by ‘Open Advanced Setlings’ then ‘Firewall Setlings”.
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Do NOT show popup alerts

I¥] Enable automatic detection of private networks

Enable Trustconnect alerts

{§] Turn traffic animation effects on

i Create rules for safe applications
Set alert frequency level

{¥] Set new on-screen alert timeout to

Filter IPv6 traffic

[S] Filter loopback traffic (.9. 127 XXX,
[¥] Block fragmented IP traffic

%] Do Protocol Analysis

Enable anti-ARP spoofing

Pd Porlsals.

s area aliows users to view, menage and define the network and Iniemel access rights of
: sy sien.

- TheApst -.':.-

& Susfes area aliows users view, manage and define overall Firewall ruleset that apglies 10 your computer
and is independent of zpplication ruies.

- Both application ruies and global rules ame consulted when the firewail is getermining whether of net fo aliow
or block a conneclion altempt.

«  For Oulgeing connection attempts, e applicatio: tules are consuited lirst and then the global s fes.
+  Forincoming connection atlempts, e globa ruies are consulied first 2nd then apptication spectfic rJles

«  The Reieaets area contains a list of praset Firewzl rules that can be re-used and applied to mulliple zpplications. Fer
example, here is @ ‘Browser rule, an ‘Email Client' rule and rules for Trustad’ and ‘Blocked' appiications.

o The Netwosh Sosses area aliows you to group iF addresses and ranges into named zones. Once defined, privieges
and rules can be applied fc ihese zones in other areas of CIS. For exampie, global 2nd application rules canbe
applied 1o network zones. This interface alsc aliows you to block netvork Zores.

o The Pwiisels area coniains groups of imporiant / reguiarly used port numbers that can be easily selecled aspertof a

global or g phcatim ruie.

' w area allows you: 1 create websile fitering rules which lef deiS O GRS GFAD, Page 2331
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iUsers can or cannot assess.

4.Sandbox Tasks - Introduction

v Sefant

Comodo Intemet Security jsatures & fully funclionat sandbox cailed the 'Vistua! Baskiop™ an isclated operating environment for
running uninown, untusted and suspicicus applicztions. Applications executed ins: ids tbe sandooxivintual Desklop will rot affect
othar processes, programs of dzta on your real computer. In additien o rurning suspicious applications insice the sardbox on
an ad-hec basis, vou can create a specific list of programs thal sheuid always rur in the sandbox.

“Z

pA

The sandbox referred ic hers is a iull snvironment and is distinet to the ‘auto-sandbox’ co
&y, Users ¢an, hovwever, enabie ‘Full Viruaiization® of auic-sancboxed files in the Sehav

( 'f‘

Tha Sandbox Tasks inierface has shorteuts for the foliowing tasks:
§ Qosidop - Starts the Virtual Deskiop

»  Open Shared Space - Opens the folder 'Shared Space’ which is shared by your hosl operating system and the Virtua
Ceskiop. The felder is created by the Virual Deskicp at the location ‘C:iDecuments and Setings\All Usersidpplication
CataiSharsed Space’. The folder can be opered in both your hos! operating system and inside the Virua! Cesktop, and
enabies to share files and applicaticns between the CS and the Virl:al Desklop.

£ Vitasal - Allows vou to run individual applications in he sanchox
o Hosel Sandbay - Aliows you to clzar all data witien by programs run insice the sandbox

d pmgrams that should always run insids e sandbox and access advanced sandoox
the Sauidax’ section of 'Advancad Settings'

)
2
%,
A
w
65
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4.1.The Virtual Deskiop

The Virtuat Deskiap is a sandhoxed operating environment inside of which you: can rur programs and brewse the Intermet
without fear thai those activilies will damage your real computer. Applications suaning in the Virtual Sesklop aiso leave o
cookies or history behind on your real sysiem, making it a sesure environment for Inismet banking and online shepping. it is
alsc idea for visiting 2ny risiky websites/iinks and ior tesling out beiafunstaple software.
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Virlual Deskiop at = glance:

°

The Viriual Cesktop can run any program that you ean run in regular YWindows and is particulary usefu for browsing
the Internet in a secure manner.

Any changes made io fles and setiings in the Virtual Besilop will not 2fect the original versions on your host system.
Changes will only be visibie in the Virlual System ilseif.

Similarly, any changes made by malicious pregrams or unstable beta software wiil not damage your reai compules.

Ary fiies you wish 1o keep and 2ccess from your host cperating sysiem can be saved to ‘Shared Space’.

« " The Viriuai Ceskiop can be password-protected for added privacy.

The virual keypoard allows you ic securely ertsr confidential passwerds without fear of key-iogging scfiware.

The Virtuai Deskiop Ut can te used in both ‘Classic’ (Windows style) and "Table!’ modes by selacting the mede from:
You can reset the Virlual Deskiop ang clear shared space al any time. We recemmend that yeu do this regularly lo
maximize your privacy and securiy. Please nole that all settings, stored data znd ary applications instalied sandboxed
will be deleted.

Click the iollowing finks fo finc out more details on:
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4.1.1. Starting the Virtual Desktop

s started by

eskiop can

N
b
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The following soitware is needed to utilize the Viriuai Desklop e its iull petential:

«  Comcde Dragen Browser
= Microsoft Sivveriight ’ ‘
Whenevear you run the Viriuai Cesktop, Comodo intsrnet Sacurity checks-whether these componernts are instaied.-If they.arent,
you will be prompted ic install them,
N "

COMODS Dragon and/or Microsoft Siverlight are not
detected in this camputer. They nazd 1o be installed in
arier @ provide you the full power of Virtual Deskicp.
Sould you: like toinstall them now?

#1 Do not show this message again

- Iiyouwanl Comodo Gragon andior Microsoft Silverlight to bs instalied this time, click "Yes'. If not, click
'Cance!. You wiil be prompled lo instali them, next me when you start the Viriual Desklop.

< If veu do notwant the apptications to be instalied at af, click "No',
»  Click Yes'to downicad ard instali the software,

The Install Required Paskzges' dialeg will be displayed.

L
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Click 'View License Agresmant to rezd the ficense agreement of the additional software to be installsd
o Click Agres and Instail ic downioad and install e requiced software .

The software packagats) wiil bs downloaded and instalied autematicaly.

E4t

4.1 2. The Main Interface

The Virtual Desiiop is presentad with fwe swilchabie interlaces:

You can switch between tr‘e* o modes by clicking the green 'C’ buticn: at bottom:-Jeft then ‘Setlings' {
1. Refer o the faie delow for a compasison of differsnt modes of the Virtual Desktop main n*terlace

Viakl
LU
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Cisssic Made

Tabilet Moda

Sy

in 'Classic’ mocie,

o Allitems on your real desktop are displayed. Clicking the shorlcuts on the Virtuai Cesktop wili rur: he program: o ¢
inside the virtual computer system.

»  Clickirg the green 'C' butten at bottom-lett will oger: a Windowis:style"Start Menu'.
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«  Clicking ths Yolume Control’ icon at the system tray enables you to contrcl the system volume.

< Right-clicking on the task bar and sslecting 'Watch Activity' opens the 'Windows Task Manzgsr’ to view your
ccmputer's performance, ciose unfesponsive programs and {o troubieshoct problems with: Windows.

To switch to Tablet mode from 'Classic’ mods, click the gresn 'C’
and seiest 'Tebiet Moce'.
There are iwe variations of this mode:

1. Mode A- Fure Tablet davice - Atcuch-screen interface that will be 1cn‘|l ar to users of modern smart devuneo Tt‘e

home page displays a sel of popular apps cevering games, social mexdia and neiworking. You can, of sourse, instell
vour own apps from e 2pp market. !

° T’) nata i your own anps click theAp'\ Market icon irom: the laur‘ch

sysoonivabst e Tl s

vau chl to install fmn‘ ‘1e web-store.

2. Mode B - Tatlet device + Windows - The heme page displays the deskiop fiems from your rsal system. The task bar
from clzssic mode is present zlong with the green 'C’ buiton and the virtual keybeard. The lzunch strip will dispiay al
instailed browsers. .

l°b* the apps

\\\\\\\\g\\ %

You can swap between the two modes by clicking the green arow at the top right comer.

You can swipe the home screen in both ieft and right direct ions to navigate befween successive home pages.

IBM - Ex. 1002-Part 6 of 10, Page 2339
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e

5

Tablet Mode A - Pure Tadlet

B
P,
i

st
i

Tablef Mode 3 - Tablet » Windows

e
i

The following table gives a comparison of the classic and labiet maodes of the mair: inlerface:

Windows deskiop st

e irierface.

Tablet style interiace.

Tablet slyle interface.

Your real desktop shosteuls and files are
displayed

Shoricut icons of the apps insiallad on
the tzblst are displzyed

Your rea desklop shoneu
displayed

S an

d files are

Shortcuts and files are laid out vertically
as they would be cn 2 Windows deskicp

culs ars laid out horizontaily

hofizontally

age 2340
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No {aunch Bar

Browser shortcuts zre displayed on the
launch bar at the boitorn

Browser shorteuls are displayed on the
faunch bar at the bottom

Canrof have muitiple home screens

Can have multinle home scraers

Can have muitipie home screens if you
have many shoricuis and fifes

Cannot swipe the screen to move
bstween home screens

Can swipe the screen to move between
homs screshs :

Can swipe ihe screan to move between
hoine screens

4.1.3. Running Browsers inside the Virtual Deskiop

The Virtual Jeskicp provides an sxtemely secure envirenment 1or
from lhe rest of vour computer. Just by visil

internat related antivitizs because it isolates your browser
ng them, malicious websiles can install viruses malwars, rootkits and spywars cnic

your compuier that can aflow hzckers 1o steal confidential informmation. Surting the ‘nel from inside the virtual computer system
removes this threat by preventing websites from installing applications or your real computer. Furthermore, the Virtual Keyboard
aliows you to securely enter user-names, credit card nimbets and passwords without fear of key-logging software recording

your physicai keystrokes.

To run a browser inside the Virfual Deskiop

1. Click the 'C' button at boitom leit

2. Seiest the browser you want to run:
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n is finishec.

w

rowsing history and other records of vour intemet activily will rot be stered on your computer when your s2ssk

4.1 4. Qpening Files and-Running Applications inside the Virtual Desktop

Appiications instalied or the files stored in your syslem can be opened inside the Viriual Deskiop by the follewing methods:

You can copy the files or creale shortcuts for ths applicationsfiiles 1o be opened in Virtual Deskicp, in the desklop of your rsa
sysiem. The shortcuts of your reai deskicp will be available in the Virtual Deskiop. You can double click on te icon to open the
respective appiication & file inside the Virual Desktop.

-~

Siafe: The real computer cesktop icons will be available cniy in the €

$ ta t
INJT/T
FIRE, SRAP/

The Virtual Desidop creates a fclder Shared Space in the iosation “Cl\Decuments anc Setéings\Ali UsersiApplication
Data\Shared Space”. The ‘Shared Space’ foider can be shared by your hest cperaling system and the Virtual Desktop.

The Shared Space can te accessed in the folowing ways:

s Click 'Open Shared Space’ under 'Sandbox’ Tasks in the Tasks interface

- Click e 'Shared Space’ shortcu icen from the home scresn of CIS .
- Click icon from the CiS widget IBM - Ex. 1002-Part 6 of 10, Page 2342
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«  Click the ‘Shared Space' desklop shorteut icon

To open ar application o file from your host system in the Virtual Deshiop
i, Open ihe 'Shared Space’ as menticned above -
2. Copy/Move the apgilication or the iile lo be openad inio the Shared Space
3. Star Virtual Desklop’

4. Dpen Shared Space insice the Yirtual Deskiop by clicking the 'Shared Space' icon in the home screen.

WM.

Nots: The Shared space home screen icon will be availzble only in the Classis W

r

5, Duuble ulick un the 2pplicationsie In the shared space i open it inside the Virtual Daskicp.

The changes you make lo the file wiil be stored to the file only inside the Virtual Deskiop and not in the reai computer system.

4.1.5. Configuring the Virtual Deskiop
The settings panel aliows you to specify the Virtual Deskiop operaticnal mode and to medify its look and fesl.
To open the setings panal:

1. Click the 'C' butlon al botlom leil.

2. Seiecl 'Setlings’ from the siart meny. The Settings parel wiil open.

Classic Bode

Tablist Mode

IBM - Ex. 1002-Part 6 of 10, Page 2343
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The Settings panef has two 1abs;

+  Mode - Allows you fo selest the dispiay mede of te Viriua Cesktop betwesn Classic Windows mede and
Tablet Mode (Defaudt)
- Themes - Allows you to chocse the appearance of the Virual Deskicp
3. Click OK for your satiings to take eifect

4.1.8. Closing the Virtual Desktop

The shorteuts at the bottom right of the Virtuai Ceskiop, allow you io temporarily switch to your rezt computsr system, if you
plan to sontinue using the virtual desktop at a later time, or o fully exit the Virtual Desidop.

To temporarily switch fo your real Windows system

> Click the sight button from the shoricuis pane at the botiom right
»  Allematively, Click ths 'C’ butlon at bottom left 2nd chooss ‘Switch to Windows' irom the Virtual Deskiop Start Menu.

The Virtual Desktop will be temporarily ciosed. You can q.n:kly retum to it by clicking the n»gh' switch from the Virlual Deskicp
. \\\\\\\\\\\\\\\

. or by clicking 'Run Vit

shortcut butions dispiavad &t the bottem right of your Windows Desklop

' "N \\\\\\\\\\
Desktop’ from the 'Sandbox Tasks' interfzce.

To close the Virlual Deskiop

s Click e X btion from the Viruzt Desklop shoricuis pane at ths bottom right
s Alleatively, Click the 'C’ button at boltom left anc choose ‘Exil’ irom: the Vintual Desktop Start Menu.

in efther case, if password profeciion is enabled under Advanged S ; HN
Seitings, you will be prompted to enier the password. Eise the Vrtuak 3ea<1op will be ciosed.

+  Enter the password and click OK.
IBM - Ex. 1002-Part 6 of 10, Page 2344
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RS

Deskicp.

Note: Remember i save the changss before you exit the Virtual Desktop. Your changes will be fost if you exit the Vidual

4.2.Run an Application in the Sandbox

Comodo Intemet Security ailows you o rin programs insice the Sandbox on & ‘one-off’ basis. This is helpful to test the behavior
of new execulables thal you have downlcaded or for agplications that you are it sure that you Fust Adding a progrant in this
way means ihat it wili run in the Sancbox this §me orly. On subsequert executions i wifl net run in the sandzox {presurming i

passes e sandboxing procsss).

You can also create a desktop shorisut to run the application inside the sandbox on future occasicns. The foilowing image
shows hows a Virtugl' shortcut will appear on your daskiop: ’

Note: If you: wish to run an application in the sancbox on a long-terrpermanen basis then add ihe e to ihe Sandbax.

To run an application in the Sandbox

1. Open the Sandbox Tasks intedace and Click ‘Run Virtual'.

IBM - Ex. 1002-Part 6 of 10, Page 2345
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You can run applications inside the Sandbox isolated from the rest of the
computer ang prevent them from making permanent changes to the system:

. S S
RN NNy

-
S

Create a virtual desktop SHOTITOL

~~The ‘Run Virlual’ dialog wilt be displayed.
2. Torun an application inside e sanchox. click 'Chocse and R then Srowse (o the a;
sun with a green border indicating thzt it is sandboxed. If yeu wish to run the appiicalion i
select ‘Creale 2 virtual deskiop shorteut'.

icaticn. The appiicaticn will
e sznabox in future, then
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i v it

mabduct_olyveoyl
*{Bluto_Force
&{ eye_olyeoyl

olyveoyl_dances

¥ olyveoyl_elopes

Applications [*.exe)

3. Browse Io the application and click 'Oper’. in the example above, Open Dffice Wiiter is chosen.

Altematively, you can run an application inside the sandbex by the following shortott metheds:

Traw e canlar sanaiii ALY
4 Fromny S COMOXT JSINNND NN
.
o, . it o
Sernsina Bemueers meida sansdhoy
° NUEDNHHY PFOFHETT HNHHT SaEHis

«  Navigate 1o the program in your system that you want to run in sandboxed envirorment and nght click on it

k4

\
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Ie

SRS

2y Messenger
micrasoft frontpa

stringresou...

svxmstiter...

sysmart.u...

RN

stsmi.dll svlmi.dll svtmi.dl  svtmisc.uno.dll svxcoremi.dl

\\\\(\g\\&i@( 0 = -

t S
AN

W \\\\\\\\\“\\\\\\\\\\\\\\\\\\\\\“‘\ o

Create Shortcut
“Delete
Rename

Properties

e meny

o Clicking on a browser ioon will start the browser inside e sancbox.

The browsar wili be started and executad inside the sandbex al 'Fully Virlualized' level. CIS dis
windows of programs o nr*l zts that they are running inside the sandbox, if the setting "Shaw

programs’ is enabled in Sandbox Selings.
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eson

Google.co.in cffered in: Hinsi Bergali Teiugy Marathi Tamil Gujecati Kannage Malayalem Punjeb

The application wil run in the Sandbox on this cccasicn only. i you often want the browser to run sandboxad then create a
iual shorteut for the application by selecting the check-box ‘Create a virtual desklop shoricut’ in step 2. f you wish fo run an

3 e Sanshox

application in the szndbox or: a long-termyperanant basis fien sdd s s v e Sandhox.
) /

4.3.Reset the Sandbox

Programs running insice the Virtual Deskiop store the changes to the files accessed by them insice the sandbox so that the
changes do not affest the real computer system. tems stored in the sandbox/ Virtual Deskicp could, depanding on your usage
pailams, contain malwars downlcaded fom websites or privale data in your browsing history. Feriodically rasetling the sandbox
willl clear ak this data and help protect your privacy znd securily. If data has accumulated over a long period of time, then
resetiing the sandbox will 2lso help the Viriuai Ceskiop operate more smoothiy.

The Reset Sandoox opticn uncier the Sandbox Tasks allows you to delete ali the iteins siored in he sandbox.
To clear the sandbox

o Click on i ‘Sancboyx Tasks' bar from the Tasks interface and then click 'Reset Sandbox’

-
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You may reset Sandbox contents to eradicate all the changes done by
Sandbox applications.

The ‘Reset Sanchox’ dizlog will appear.

> ' Click 'Erase Changes'. The contenis in the sancbox wili be deleted immediately. .

IBM - Ex. 1002-Part 6 of 10, Page 2350
IPR2025-00379 (IBM v. Croga)



s reset.

HY
R)

1on

Introduct

5.Advanced Tasks

es

upda
.Cl

scans end

A7
v

S, manage CIS lasks like
several o

ureion of C

nd to ta?

Q
S

]
>
©

a

rea alluws you modify ths ove

‘Advancad Tasks' a
ently runn

s The

% the

ICX

ties

omado ull

ther O

vantage of

Xe ad

mized wi
tem

the bzckgound or in mi

ngin

CurT

£
¥

more about eas

ind o

ng links o

ollowi

ity will start directly

on, the uti

alled

i

e ins

les. Aft

wp i

icnal s

I

1 addi

allation o

&

nd

vad a

ai

jire the dow
utton.

req
ed

&

ma of these uli

So

K the

Fod
1%

time you cli

:

nex

Part 6 of 10, Page 2351

1002
IPR2025-00379 (IBM v. Croga)

- Ex.

IBM



5.1.Create a Rescue Disk

* Comodo Rescus Disk {CRD) is a booiabie disk image that aliows users to run virus scans i a pre-bool ervironment {betore
Windows loads). CRD runs Comodo Cieaning Esssnlizls cr: a fightwsight distrbution of the Linux operating system. ltis 2
poweriul virus, spywars, rooikit scanner and cleaner which works in both GU! and text mode. The toof car previde a more

comprehensive and thorough scan than regular malware cieaning applications because it cleans your system before Windows is
loaded. CRD is inlended to be used when malware embeds itsell so despiy into vour system that requler AY software cannot
remove it. The rescus disk is zlso very effective at removing infections that are preventing Windows frem booting in ths first
place. Apart from the virus scanner, CRD also provides tocls to explcre fites in your hard drive, tzke screen-shots and browse
web p&ges.
«  Clicking ths ‘Crezis Sescue Disk' butten in CIS "Advanced Settings' opens a ity that allows you to download and
bum the CRD iso 1o a CO/DVD, USB or ather drive. el bere o jump ‘o a walk-through of this process
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5.1.1. Downloading and Burning Comodo Rescue Disk

To create a Comodo Rescus Disk, Clisk 'Create Rescue isk' buttor from the Advanced Tasks interace.

A NIRRT \ \

.

N

The Comodo Rescue Cisk interface will opan.
CD/OVD or in a USB drive. )

This step aflows you to ssle
downioaded the same iom Comodo servers of copied from arother computer. Pre-stering the iso file and burring the rescue
disk from it conserves your Infemeat connection bardwidth usage. This step is cpticnal. i you haven't dewrloaded the isc fike, it
will be automaticatly downloaded from Comoda Servers prior to execution of Step 3 - Buming the Rescus Disk.
IBM - Ex. 1002-Part 6 of 10, Page 2354
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S

« C

lick Select ISO Fite (Opticnalj a and navigale o ths comodo_rescug_disk.iso file

To burn the Rescue disk ona CD ora DVD
o iabeiahbiank 3 or DVYD as "Comede Rescue Disk - Bootabls” and lead il to the CD/DVYD drive in your system

Click 'Seiect Targe: Drive’ rom the 'Comedo Rescle Disk' inierface and s2lect the drive from: the Seiest Disk dialeg

uired to create 3 boutable disk,

Bootable CRUDVD or USE Rescuse Disk

The rescue disk 30§

\“\\\\\\*‘

To burn the Rescue disk on a USB Drive

Insert a formatied USE memery fo & free USB poil or: your computer
u2 DisK interlace and select the drive from

e

e Seiect Disk dialoy

Click 'Setect Targat Drive’ from the '‘Comodo Resc

IBM - Ex. 1002-Part 6 of 10, Page 2355
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Bootahle ODRIOVD or USE Resouse Disk

gur disk 1530

uirad to craate 2 bontable d

i 1
age s re

»  Afieryou seiected the largel drive, click 'Start’. Hf you have selected ar: .iso fle from your hard disk, the burning of the
disk wili stizrt immediately. Eise, the i will ba downloaded from Comodo Servers.

IBM - Ex. 1002-Part 6 of 10, Page’2356
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On completion, the files will be written on io the CO/OVD or the USB Drive.

N _
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o+ Wait tilt the completion of the process. Do not sjest the CD/DVE cr the USB dive. On compietion of the prasess, the

CO/CYD will be ejected auiomalically.

~
COMODE Rascue sfully crested
SoITISTINIASRALIdNLe
Your Rostable Comodn Rescue Disk is created. Click ‘Continug’ to go back ic CIS interzce.
N
Comodo Cleaning Esseriiais (CCE) is a set of computer security tools designed 1o help users identify and remove malware and
unsafe processas from infecled comptiers.
Major fealures include:
o KiliSwitch - an advanced systsm monitoring tool thet allows users to identiy, monilor and stop any unsafe processes
that are ninring on heir sysism.
+  Malware scanner - Fully cusicmizable scenner capable of unearthing and removing viruses, rootkits, hidden files and
rralicious registiy keys hidden deep in vour system.
- Aulorun Analyzer - An advanced uliiity to view and handie services and programs that were lcaded wher your
systzm booled-up.
CCE enables home usars to auickly and easily run scans and pperate the scitware with the minimum of fuss. More expariensed
users wili enioy tha high leveis of visibiiity and controi cver sysiem processes and the abiiity to configure custemized scans from
the granular cpiions menu.
Comodo Cleaning Essentiais can be directly accessed from the CIS interface by clicking the 'Clean Encipeint butlen in the
'Advanced Tasks' interizce. '
o Slicking the ‘Claan Endpoint’ for fie first fime, CiS witi download and instali Comeds Clearing Esssntials. Cnee
installed, sicking this button in future will open the CCE interface.
G, g tus P e IBM - Ex. 1002-Part 6 of 10, Page 2358
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ew License Agreement

inslaif the apglication.
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On completion: of installatior:, the Comodo Cleaning Essentiais main interface wili be opened.

XAONICONCER ¥ WA l'"llliil‘;‘iu ||A|nm|||;||.|;nnh)a'n';:“ﬁ

FuliScan

o [etale of how ic use KilSwitch to montier and terminate unsafe process from the main interface can be found at

L2880
RSOOSR

T AR

»  Oncicking the Clean Erdpoint' tuttor: irom next lime enwards, Comodo Cleaning Essentials will be opened.
/
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5.3.Submit Files

As the name stiggests, e ‘Submit Fiies' interface aliows you to send as many fies as you wish to Comado for anaiysis. Files
which CIS classifies as 'Unknown' of ‘Unrecognized' are not in the Comedo sals iist bul have also not been ide d as known
maiware. By sending these files to Comado, you allow our team to analyze them and ciassify them as either ‘Safe’ or ‘Malicicus’,
You can alsc submit iles you stspact of being ‘false positives’ {those files that you fee! CIS has incorrestly idenitiied as
maiware). Subsecuent to classification, they will be added to the white or black list accordingly.

B

1

PR R

Nete: Unrecognizad iiles can &lso be submitted from the ‘Uarasog

~

’

- : . oy s y o . ! 'K § Toamismt 1 3 Ty -
To open the ‘Subrril Filas' interface, click 'Tasks' on the kome screen folicived by ‘Advanced Tasks > 'Stgmit Filee’

Clizking the handle at the bottom center of the panef opens the following options:

‘%

o Add - Allows yous to add files 1o the "Submit Files” fist

o Ramsove - Allows you to remove fes from the 'Submit Files’ list

PREM

To add sew file(s) to 'Submit Files' fist

o Llick the handie from ihe bottom center and choose 'Add .
IBM - Ex. 1002-Part 6 of 10, Page-2361
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You can add files o tie Submil Files list by hree ways:
- Files - Allows you 1 navigaie to the file or executable cf the program you wish ic add.
- Folders - Allows you is navigate 1o the folder you wish to 2dd. Al the files in the clder will be added to the
"Trusted Files' fist.
< Running Processes - Allows you io seiect a cusrently nunning process. On selecting a pracess, the pareni
application, which invoked the process wili be added ic Trusted Files' fist.

= Repeat the process to add more files and to submit them at-once.
To remove the files from "Submit Files' fist ‘

o - Select he fite from the list

o Click the handie from the botitorr: cenler and select Remove

After adding the files you want i submit, click "Submit’ button. if you want to submit e files as Fzlse Posiiives o Comodo,
select the 'Submif as False-Positive check’ box. .

The fiies wiil be submitied and the progress wit be displayed

pe———

S8

You tan sicp, pauseirasume or send the submission process ic background by clicking respestive buttoné.
When a fie is first submiited, Comodo’s orfing file iooi-up service will check whether e [EBNg ai@g@kﬂ@@gﬂi&q@%ﬁi@@'page 2362
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our technicians. The results screen displays these results on complation, -

LI
L

o 'Uploaded’ - The file’s signature was rol found in the list of fles thal are waiting to be tesied and was thereiore
uploadad from your machine io our research iabs.

.+ 'Alreacy submilled - The file has alreedy.been submitled io our labs by ancther CIS user end was riot uploaded

from vour machire at this tms. :

Comodo wiil analyze ali submitted fiies. #f they ars found to be trustworiny, they will be added to the Cemodo safe list {.e. white-
listecj. Conversely, if they are found i be maiicious then they will be 2dded tc e datzbase of virus signatures {i.e. biack-iisted).

The iist of fles submitled from your compuier s2n be viewed from the Submities§ Fies interface.

5.4.1dentify and Kill Unsafe Running Processes

Comodo KillSwitch is an advanced system monitoring ico! that allows users lo gquickly identify, monitor and terminate any unsafe
processes tha are running on their system. Apartfrem offzring unparaieled insight and contret over compliier processes,
KillSwitch provides you with yel arother powerlul laver of protection for Windows somputers. '

KilSwitch can show ALL running processes - exposing even those that were invisible or very deeply fidden. It ellows you: 1o
identify which of those rurning processes are ursafe and ¢ shut lhem all down with a singte click. Yeu can slso use Lillswitch io
trace beck 1o the malware that generaied the prosess.

Comodo KillSwilsh can be dirscty accessed from the CiS interface by clicking the ‘Watch Activity' buttor: in the 'Advancad Tasks'
interface. .
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you have already installed Comodo Cleaning Essentials

clicking the Watch Activity’ wiii cpen the KiliSwileh :
Maiwars for more details on insialling Cleaning

’

and insta

g View License Agree:

(%]

> Reed the license agreement by cli

and click "Agree and Insiall’ wili downlcad and
instail the applicztion. I

BM - Ex. 1002-Part 6 of 10, Page 2364 .
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nstalling COMODO Killewitch. .

Pl

NN NN NN
IIOYX NN N\ N\

‘\\\\ \ N \\\\\\\ \

SR RN

) None Cisabied 1.53 252 KB LOCAL_SYSTEM
- 532 Trusted Nore Cisobled 368 KB NT AUTHORITYISYS
652 Trusted None * Disabled 3,584 KB NT AUTHORITY\SYS'
680 Trusted Nonc Oisabizd 12,228 KB NT AUTRURIFTISTS
729 Trusted None Disabied 5,612 KB NT AUTHORITY\SYS'
892 Trusted None Oisabled 5,684 KB NT AUTHORITY\SYS"
1056 Trusted None Dissbled 10,780 KB NT AUTHORITY\SYS ]
1268 Trusted None Disabled . 50,564 KB NT AUTHORITY\SYS’
904 Trusted None Dissbled 5,640 KB NT AUTHORITY\SYS ;
476 Trusted None: Disabled 23.07 316,204 KB NT AUTHORITY\SYS
1680 Trusted None: Disabled 7,524 KB NT AUTHORITYISYS
2584 Trusted Nono OCissbled | 4,936 KB NT AUTHORITY\SYS
2669 Trusted Nont Otsabled 6,024 KB NT AUTHORITY\SYS':
984 Trusted None Oissbled 5,948 KB N7 AUTHORITYWET
1080 Trusted None Oisabled ’ 18,048 KB NT AUTHORITY\SYS
1112 Trusted Nong Oisobled 24,632 KB NT AUTHORITY\SYS:
3429 Trusted {Inst... None Distbled 5,568 KB COMPANY-3F86 IF6!
1344 Trusted None Oisabled 4,544 KB N1 AUTHORITYWNET.
193 Trusted Nono Oisabled 5,368 K8 N1 RUTHORITYILOC,
1528 Trusted None: Disabled 5,472 KB NT AUTHORITY\SYS™-
1668 Trusted (Inst... None Orsabled - ' 5,972 KB N1 AUTHORITHSYS,,
1728 Trusted None 2 .
3740 Trusted None
735 Trusted

On clicking the 'Watch Activity’ button from next time onwards, Comodo Kilswilch vill be opened.
d ferminate unsale proéess fro
O3 Thas {

bt

the main interface can be found at
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Sadd AT
SEARS &

These tasks can bs managed, through the Task manager interface tha
Manager from the 'Advanced Tasks' interiace.

: IBM - Ex. 1002-Part 6 of 10, Page 2366
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¢ 6.0 %)

in: The Task hManager can aiso be gpened by clis
number of fasks tat are currently runnirg.

g on the center tzb in the Status rew of $ie widgst, that displays the

Y
o

The Task Manager window
iask, staius and pricnty.

plays a list of background iasks that are currenty running w

1 the cetails of time elapsed on each

From the Task Manager interfacs, veu can:

The Frionity column in the Task Manager interface displays the cument pricrity assigned for sach lask. )

M

To changs the priority fos a task " IBM-Ex. 1002-Part 6 of 10, Page 2367

IPR2025-00379 (IBM v. Croga)



Rating Scan

The Action column dispiays the Peuse/Resums and Stop buttons

»  Topause a ninring task, click ihe Pause butlon

= Tosiop a running task, click the stop buiton

IBM - Ex. 1002-Part 6 of 10, Page 2368
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Rating Scar ac-a111

AR
v E
y Cd.

v
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N
N
3

NDCWS\nstalle{C40355C0-8050-4372-8B26-

Virus Win32. Sality. GenR4732113

nf

relSBAADC CA-5554-4255-CAI0-014F A7 A77 DB ARP1 1NAGD 1207, 2%

E}

tior_rastore{5BAALC CA-5584-4285-8A40-C14F. 1.eve

4752419

6. Advanced Settings

The ‘Advancad Seftings’ zrea allows you to configure every aspect of the operation, behavior and appearznce of Comodo

internet Security. The ‘General Settings' section iels you specify top-igvel prefererces reqarding the interiace, updates and

evant logging. The ‘Security Settings' section lets advanced users deive into granular configuration of the Antivirus, Firewall,

Defense+ and File Ratings moduies. For example, the ‘Sscurity Sellings” area allows you to create custom: virus scan

schedules, create virus exclusions, crezie Firewail and HIFS rules; modify sanchex behavior, define network zones and specify '

how the file rating svstem deais with trusted and untrusted fies.
To open ‘Advanced Settings”
= Olick e "Tasks' arrow i you are on e CIS home scresn

- (lick 'Advanced Tasks' then 'Open Advanced saitings' )

IBM - Ex. 1002-Part 6 of 10, Page 2370
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The ‘Advanced Settings’ panei will opes:

ISR N\

N AR

Theme: iTie Theme

Language: :Engitsh (United Staies) - By COMDDO

Show messages from COMODO Message Center
Show notification messages
Show welcome screen an startup
] Show desktop widget
Show information messages when tasks are minimized/sent to background

Play sound when an alert is shown

O

1T

Please click the links below to find out more aboit each seclicn:

W

hr

thd B

fiedtizn 1002-Part 6 of 10, Page 2371
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ings - Advanced configuration of Anfivirus, Firewall, Defsnse+ and File Ratings modules

6.1.General Setflings

Ths ‘General Settings' area snables you: 1o customize the appearance and overall behavior of Comodo Internet Securify. You
can configure gereral properties like the interface language, notification messeges, automatic updates, logging and more.

Theme: iThe Theme

Language: ;Epnghsh {United States) - By COMCRC

Show messages from COMODO Message Center
{&] Show notification messages

Show welcome screen on startup

Show deskiop widget

[¥] Show information messages when tasks are minimized/sent to background

[¥] Play sound when an alert is shown

£%] Enable Password Protection

The category has the foliowing sstiings:

6.1.1. Customize User Interface

The 'User interface’ tab iels you: choose the display theme, inferface language and customize the leoX and izel oi Comedo
infernet Security acecrding to your preferences. Yot can also cenfigure how msssages are displayed and enable password

protestion for vour settings.

IBM - Ex. 1002-Part 6 of 10, Page 2372
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User Irterface

Theme: iTlle Theme

Language: :English {United States) - By COMCDO

Show messages from COMODO Message Center
f] Show notification messages
] Show welcome screen on startup

Show desktop widget

Show information messages when tasks are minimzed/sent to background

[} Play sound when an alert is shown

s,
° Thames

-« Theme - The Thames' drop-down afiows you to chesse the colors and appearance of the GUI as you prefer {Defauit
= File Theme).

- User Interface

Language:

pi a4 redecha it v f i Vb s b Ly
p=

IBM - Ex. 1002-Part 6 of 10, Page 2373
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- Language Seitings - Comedo internat Security is availabie in muitiple languages. You can swifch betwesn insialed
Jlanguages by selecting from the 'Language’ drop-dewn menu (Dsfauf£= English (United States};.

.

Theme:  iTie Theme

Language: English {United States) - By COMODO
English {United States) - By COMODO
E] Show mes¢ YKoaiHceke — By Community

i Showe nots Tarkee - By COMODO

Svenska - By Cormmunity
; Espano! - By Community
" Cpricky - By Community
Pycckinn - By COMODO
 Palski - By Community

By Community - ShyywS

italiano - By Community

tdagyar - By Community ,
- { EAMVIRG - By Community

Deutsch - By Commurity

Frangais - By Cormnunity

Eesti kee! - By Commrity

Mederlends - By Community

-  Show messages from COMCDO Message Center - If enabled, Comodo Message Center messages will pericdically
appear to keep you abreast ¢f news in the Comedo world,

Your opinion matters!
Please take a moment
o ol us why yois

{ove us.

They contain news ebout produst updates, occasional requests for feedback, inic asout ather Comado products you
may be inferesied to lry znd cther general news. {Default = Enabied).

- Show notification messages - These are the CiS sysiem notices thal appear in the bottom right hand cormer of your
screen (iust ahove the tray icons) and mfor'r you: about the astions that CI8S is faking and any CIS sisius updates. For
example * Comodo Firewal is ieaming ' or ‘Dafense+is leaining " are generated when Hizse modu les are iearning the

activity of previously unkaown compaonants of trusled npnh,a ris. Anlivirus n""'cahons wit also bo disglayed if you
have selscted ‘Do not show anlivirus aleris’ check box in Aativy 55 solings screen. Clear this
eheck box if you o not want i see ihese sysiem messages (Defauit tnabiedl

«  Show Welcome Screen on start up - if enablad, CIS will display a welcome sdB# Wik \FOGRIFendrgfstapts Page 2374
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: You can disabie the Welcome Screen by selecting ihe checkbox ‘Do not show

is window again’ in the wincow itself,

- Show deskiop widget - The CIS deskicp widget displays at-a-giance infermation about CIS se

 stalus, speed of

The widget also acts as a shoricut to open ths CIS main interface, the Task Manager, vour browsers and soon. | you

do not war: the widget to be dispiayad on your desktop, ciear tis checkbex. 10dEMe=tERafR2-Part 6 of 10, Page 2375
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Tis: You can disabie the widget from the CiS sysiem tray icon. Right ciick on the CIS system iray icon and cesele
option that 2ppears on hovering ihe mouse cursor on Widget' .

¢! the 'Show'

< Show information messages when tasks are minimized/sent fo background - CIS displays messages

expiaining

the effecis of minimizing or moving a running task like an AY scan to lhe background:

S N\

132 nsnning e

-,-’Jm,.::? a1c other aragrams. ks are going 12 ra-e
mRges 19 compiets bui Be i¢ss resnurte intensive.

Restoring the window 1o foregrounsd wili restore he sravidus
prionty bacx a3 vl

T De niot shiow this message 36ain

Y A

ALIIHIHIHII

Flezse us2 Task Manager ir: order tc acce

s3 them later.

BELARIEEIIINIIE RN

¥ you do not wani these nressagas to be displayed, clear this chack-box {Default = Enabled).

Tin: You can alsc disable these messages in the message window itself by selecting ‘Do not show this message again’

»  Play sound when an alert is shown - CIS genera

raies a chime whenever it raises & security alert io grab vour

atientior.. If you do not want the sound to be generated, clear this check box (Default = Enabled).

- Enable Password Protection - Enforces password protection for ail important configuration sestions and wizards

ithin the interiace. [f you enable His feature, you must first specify and contimm a passwerd by clicki
whenever you uy !0 access imperiznt corfigurztion areas (for
Tasls, Sandhax Tasks and Advanaesd Tasks will request the

Password' ink. You wil
example, all sections in the General Tosks,
P2SSWOFG).

{hen be asked for this p»sswo‘d

a the ‘Set

This sefting is of particular value to parents, retwork administraters and administrators of shared computers fo prevent
other users from modifying critical settings 2nd expesing the machine to threals {Defauft = Disabled).

To enable password protection

< Select the ‘Tnable Fassword Proleciion’ check-box then ‘glick 'Set Pass

witl appear.

Chenge password

word'. The Change password diaiog

Password:

Retype:

IBM - Ex. 1002-Part 6 of 10, Page 2376
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s Enter and confirm your paésword then click CK. Make sure to create a strong p=ssword containing a mixture
of uppearcase and Jowercase charactess, numbers and symbols 30 thai it canrot be easily guessed by
oiners.

6.1.2. Configure Program and Virus Database Updates
Ths ‘Updztes’ area ailows vou to configure settings that govern CIS program and vitus dalabase updates.
This ssneen can be accessed by clicking ‘Updates’ under the 'General Seftings’ section of 'Advanced Settings’;

N R N

DTN NN

Check for program updates sve
o

Automaticzlly downlcad program updates

be auiomatically davwnls

Do NOT check far updates if | am using

fz] Da NOT check far updates if running on battery

&y

Check program updates every NN day(s} - Enables you to sel the interval
Updates. Select the inlerval in dzys from the drog-down combo box. {Defauf = 1 day)

- Automatically download program updates - instructs CIS e aulornaticaily downioad program updales as scon as
they are zvaiiable. {Default=Enabled) ;

o Chech for database updates every NN hour{s)/day(s) - Enables you ic set the intesval &t which CiS will check for
virus signature database updates. Salect the interval in haurs or days from the firsi drop-down combo box and sel
hours or days in the second drop-down Dox. {Defauit and recommended = 6 fiours)

= Do NOT check updales if am using these connections - Enables you to resirict CIS from checking for updzies if
you use certain types of Infernet connection. Fer example, you may not wish to check updates if using a wireless
conaection you krow 10 be slow or not secure {Default = Disabled)

To do this:
»  Select the Do NCT check updates if am usihg thase conneclions' check-box

> Then click te hese connestions’. The connections dialeg will appear with the list of connections you use.
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Do NOT check for updates if | am using & t B
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Do NOT CHetR D ERES U Iy BN Datery

......... (i

T TR«
A

NN ‘Q\\\\\\\\\\ »\ RS
-

> Select the sonnestion through which you do not wani CIS to chesk for updaies and click OK.

s Do NOT check for updates if running on battery - [{ enabied, CIS will not downioad updates i it detects your
computer is running from battery power. This is intended to exiend battery lifetime cn laptops. {Defauft = Enabled)

- Proxy ang Host Setiings - Allows vou to selest the host from which updates are downlcaced. y default, CiS wilf
cirectly downioad updates from: Comodp servers. However, advanced users and network admias may wish fo firsl
download ugdates to a proxy/staging server and have individual CIS installations collect the upiates fiom there. The
‘Proxy and Host Setiings' interface atiows you to peint CiS at this proxy/staging server. This helps conserve overali
bandwidth censumption and acceleraies the update precess when large number of endpainis ere involved.

Naip: You first need e insta ndater in order i download updates to your pro
downloaded from & sopvsaswrii-solsfonaiondpoint- vk

Sotad sad
iald NN
W IR

Cat

To configure updales via proxy server

= Click Proxy and Host Settings' at the bottom of the ‘Updates’ interface. The 'Proxy and Hos! Seltings'
irterfzce viil oper.
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Do NQI.ghegk far Au;:Jdates if running on battery

sy >
Y \\_\\\. !
RS

y =
e - e

1192.168.111.222

18085

Use authentication

{ administrator

Login:

Passward: sssseene

BN

o Select the 'Use Proxy’ chack-box.

«  Enter ihe host name and pert numbers. If the proxy senver requires access credentials, select the 'Use
Authentication’ cheek-box and enter the login / password accordingly.

«  Youcan add muitiple servers from which updales are avaiiable. To do this, click the handle at the botlom:
senler of the “Servers' panel, click the 'Add’ button fien enter the host name in the *2dit Property” dislog.
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Add a new host

il

e Hyou specify muitiple servers:
< Acivate or deactivate each updals server Using the 'Active’ toggle switch alongsids it

+  Use the Move Up’ ard Move Sown' buttons o specify the order in which each ssiver should be consulted
for updzies. CiS wil commence downloading from the frst server that eontzins new updates.

= Click *“OK' for vour settings te iake efiest.

6.1.3. Log Settings
By default, Comodo Internat Security mainiains detailed logs of all Anlivirus, Firewall znd Defense+- events. Logs are aiso
created for 'Alerts Displaved’, ‘Tasks Launshed and ‘Configuration Charges'. .

- This 'Logging' interface ailows vou to specify whether you want to enablz logging; the maximum size of the log file and
now CiS shouid react if the maximum fils size is exceaded.

«  Nole: i you wish i actualiy visw. manage and export logs; then you need 1o cpen the \Wisw Logy' intsrizce under

Enable Logging iRecommended}

Tae op jesording of critics evenis such ¢ A ante, firgvvall everts aic.

I log file's size exceeds | _

& Deiste it @nc ¢create a new cne
2 Move itic

o iadiodis
HINRE S A

== Send anonymous program usage (e.g. clicks, crashes, errors etc.) statistics to
= COMODO in order to im|

- Enable Logging - CIS iogs events eniy i this setiing is enabled. {Default = Enzbled}

o I the log file’s size exceeds (Mb{s)) - Enabies you !o specify behavior when the log ile reachss a certain sizs. You
can decide on whether to maintain log fles of iarger sizes or ic dissard them depending on your fulure reference
needs and e storage sapacily of vour hard drive. ’

- Specity the maximum lizit for the iog file size fin 45) in the text ol Bd¥iceBitind Q0 24P ask §e0btds Page 2380
IPR2025-00379 (IBM v. Croga)
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(MB)' (Defauft = 20M8).

¥ you want io discard e log fiie if it rezches the maximum size, selec! 'Delete it and create a new one’. Once the log
file reaches the specified maximum size, it will be auicmatically deleted from your system and a new iog fle will be

craaled with the log of evenis oceursing from that insiant (Default = Enabled).

If you want o save e log file even if it reaches the maximum size, select "Move it {o” and selecl a destination foider

for the log file {Default = Disabled).
A

tronied -

£ Delete it and create a new one

. \\“\{s)\\\\\\\\\\\\\\\\&\\\
Sl Ny,

£ Moveitt °

= Send ancnymcus program us

= COMODQO in erdser (G IMProve

%$* Local Disk (C:)
=2 DI

cis_setup
Config.Msi )
‘Documents and Settings
Dragon S
Federal Bank Statements
first_launch
old man files .
Program Files

setups
Chare.

The selected folder path will appear beside "Move il to',

&1 Ceiete it and creaig W ONEe
AN \@\\[\1\%\\“\\\\'\\\\\
oy \\\
st N S
R \ ) o N
\\\\\\\ e

A ST R

Once the log fiie rsaches the maximum size, il wii be automatically moved 1o the selected folder and a new log file will be

created with the leg of ovonle eceuriing from that inclant.

«  Send anonymous program usage {e.g. clicks, crashes, errors eic) statistics o COMODO in order to improve
the product's quality - Comodo coilects collects the usage delails from millicns of CIS users ‘o analyze their usage
pattems for the sontinual enhancemiznt of the preduct. Your CIS instillation will scllect details on: how you: use the
application and send them periodically to Comodo servers threugh & sesure and Bidrypied cOORHAG B EMALPage 2381
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is protected as this data is sent anonymous. This daia will be usefu: to the engineess and deveiopers at Comedo to
identify the areas to be deveioped further for cefivering the Eest Intemet Security product. Disabie this cption if you do
not want your usage detaits to be senl fo Comodo. {Defauit = Enabled).

6.1.4. Manage CIS Configurations

Comodo Infemet Securty aflows you to maintzin, save and export mulliple configurations of your security settings as
ton profiles. This is especially useful if you are @ network administrator locking fo roil cut a standard security
coriiguration across multiple cemputers. f youi are upgrading veur system ard thers is a nsed (o uninstall and re-instali Comede
internat Security then it czn be great time-saver to export your corfiguration setlings beforehand. Afler re-inslaifation, you can
import your previous settings and Avnic having in ennfigira evarything aver again.

Node: Any changes vou make over time will be autemaiically stored in the currently active profile. if you want to export your
cusrent settings then expoit the 'Active’ profile.

s

This panei can be accessed by clicking ‘Conliguration’ under e ‘General Setings’ section of ‘Advanced Settings”

oy

Cenfiguration

LR

The currently active confiquration is indicated undsr the ‘Active’ column. Click the feliowing finks for more detais:

8.1.4.1. Comodo Preset Configurations

3y default, CiS is instelled with COMCDC - intemet Securily’ as the active configuration. Reminder - the active profite is, in
effect, your curent iS setlings. Any charges vou imake 1o settings are recorded in the aclive profile. You can change the active
profile at ary time from the ‘Configuration’ panet.

Click the links beiow to fird out more details on each corfiguraiion:

instatled ii.2. the cormplete ingiallation]. The firewadl is always set to 'Saie moce’ bul, according to the results of the maiware
scar: performed during the setup prucsss, the HIPS selting may vary. if no maiware is found, HIPS is 58t lo Ciean PC mods.

Otherwise, the defauif is 'Szfe Mode'. IBM - Ex. 1002-Part 6 of 10, Page 2382
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«  Schavior Biocker is Enabled.

+  Only commonly infected flesfoiders are protected against infection.

= Only commonly exploited CGM inlerfaces are protected.

o Defense+is tuned ic prevent infection of the system.
{f'you wish to swifch to Internat Security opticn, you can saiest the option from the 'Configuration’ panel.
COMODO - Proactive Security - This cenfiguraticn tums CiS into the uiimale protection machine. Al possible protecticns are
activaied and ali critical COM interfaces and files are prolected. Curing the seiup,  orly Comedo Firewall instaliation: oplion is
selected, the next screen allows users 1o select this configuration as dsfauit CIS canfiguration. if selected, Firswall is always set
ic Safe mode. But according ic ine mahware ssanning results performed during the selp process, if no melware is fcund, HIPS
i3 sei ic Clzan I*C mede. Otherwize, the defauif is Eaf> mode.

\

i you wish: 1o awiteh to Proactive Security option, you can sefeed e uplivs fuin e ‘Gonfiguratior’ panel.
COMODO - Firewall Security - This configuration is activated wher: the user choeses io instali Firewail only and selects
optimum proisction seilings for HIPS. Firewall is always sel to Safe mode. But according to the malware scanning resulls
perforrmed during the selup prosess, i nc malware is found, HIPS is set io Clean PC mode. Otherwise, the default is Safe mode.
o Behavior Biackar is disabled.
o Computer Monilor and Keyboard are NCT monitored.
+  Only commonly infected Hlesfloiders are protacted agairs! infection.
= Only commonly exploited CCM interfaces are protected. )
= HIPS is {unad to prevent infection of the system and deiect Iniernet access request leaks even if it is infected.
i you wish 1o switch fo Firewall Security option, you can ssdestthe option-from the 'Conliguraticn’ pznel.

6.1.4.2. Importing/Exporting and Managing Personal Configurations

The CiS configuratiosis can be experledimporied, aclivated and managed through the Configuration pane! accessible by
clicking ‘Corfigurzion’ tab under 'Generai Seitings’ in 'Advanced Sgilings’ interface.

Click ths arsa on which you wouid like more information:

.

1. Open ‘Configurations’ panei by dlicking ‘Coafiguration’ under Gensrai Seilings in ‘Advanced Tasks' interface

= Lo

the configuration’ dialog will cpan.

2. Seiect the eonfigusaticn, click the hzndle 2t the foot of the inisrizce and choose 'Export. The "Select 2 path o export

: IBM - Ex. 1002-Part 6 of 10, Page 2383
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CIS_Conlfigurations -

ARSI,

.
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v

//

CIS xml configuration file (. cfgx)

3. Navigalz to the lccafion where you want ic save the configuration fils, b

be saved in .cigx format and click

A confirmation

i

Save'’

dialog wili appear on successfu export of the configuration.

type a nare (.., "My CiS Profiie) ‘et the fle to
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The configuraicn Nas D2ER exXpCrRed SUCCEs;

importing a configuration pr

aae

become aclive until you sajes

ofiie ailows you 1o store any profile within Comocdo Intsrnet Sscurity. Any profiles you import do rot

To import a profile

Open ‘Configurations’ panet by clicking ‘Configuration’ under Genera! Seitings in 'Advanced Tasks' interface, click the

1.
handle ai the icot of the interface and cheose Impert from: the cptions.
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ciive Security

N
N
N
N
\

NN
N

\\\ s

my_cis_picfile

CIS configuration files (*.cfgx)

The ‘Select a condigurztion fie to import’ dialeg will open.
2. Mavigate 1 the location ¢f the saved profiie and ciick ‘Cpen’.

3. The importAs' diaiog will appezr. Enter a name for the profile you wish to impojtii clek 'Gino2-Part 6 of 10 Page 2386
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Enter a name for this configuration:
i My CIS Profile|

Ta2 configurgticn nas been imperisd successiuiy.

Once imported;, the canfiguration profile is available ior deployment by seleeting {.

SEETERSR -

Configuration -

COMCDO - Froactve Security

Cini i S B SR SR B SN AN AN A A

asanti v o3 sand andinaradinn nrafls
NHOTIINUESE & QRTOFIN SONBEUratdn frase

You can change the corfiguration profils active ia CiS at any ime from the 'Cenfiguraticns’ panel
To change the active configuration profile
1. Open ’Conﬂgurations' panei by clicking ‘Configurafion’ under Generai Seltings in ‘Advanced Tasks' interfzce

2. Seiest the configuration protie you want to astivate, ciick e handie al the 1oot of the interfasz and cheose Aciivale
from ths options.
: IBM - Ex. 1002-Part 6 of 10, Page 2387
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You wili be promptad to save the changes lo the setlings in you curent profile befcre the new profile is deployed

oo

Waould you like 10 save your changas to currant

corfiguration befora-switching configurations?

3. Cliek Yes' 1o save any selling changes in the current configuration, else click 'No'.

—

An activaiion cenfirmeation dizlog wili be dispiayed. But the nsw profite will be impiemenied only on the next restart of the

compuler.
LD

S
Y

Tre cenfiguration nas peen activated successiuly

A'Resiart Compater aleri witf appear =i the botiom right of the screern.
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You niay sheoss to restart i} now oF pustpons this to a kxer
¢ime.

Remind me in:

§30-m2nu3:es

-

FEECEETNO e1413

o If your want 1o restart the compuler immediately, save all your work and click ‘Restart Now'.

. If youwant to restast lhe computer a! & fater.¥me, select wherxyou need to be reminded from the drop-dovm and click

N t
P o
Postpong’.
+ g . . o . .
Nadadine v Inacdics oot sadian wravil
LSO an Mak TS COITQUTIIRG Ui

You can remove any unwantad configuration prefiles from the list of stored configuratior: profiles. You cannct delete the profite
that Comodo intemet Security is cusrently using - cniy the inactive ones. For example if the SOMOCO - Inlemet Security is the
aclive prefile, you can only delete the inactive profiles, ‘COMCDC - Prozciive Secusly, "My CIS_ Corfiguraticn and so 0.

To remove an unwanieg profile
1. . Oper ‘Configuralions’ pane by clicking ‘Configuration’ under Generai Settings in 'Advanced Tasks' interlace

2. Seiect the configuration profiie you went ie delete, ciick the up arow from the boticm center and chooss 'Remove’
from the options. A cenfirmation clalog wili be dispiayed.
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re yvau surs to deists the s2lected sonfigursiion

oy

parmnananiyv?

3 Click 'Yes'. The configuration pro
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6.2. Security Setlings

The Security Settings area enabdles vou to perform granular coriguralion: of the Antivirus, Firewall, Dafense+ and File ralings
components of Comodo Intemet Secusity. Although these settings play a large part in governing the leve! of securily offered by
the zpplication, Comedo internai Security 6.2 does ship with secure defaulls or all mzor setiings so provides "out-of-the-box’
protection for all users.

| D

Reafime Scan

Enable Reaftime Scan {(Recommended}

- .
Vit ¢

¥} Run cache builde/r when computer is idle

7} Scan computer memory after the computer starts
Do not show antivirus alerts

Decompress and scan archive'files of extension(s):
{71 Set rew on-scr2en alert tmeout to

71 Set new maximum fils size limit to

Set new maximum scrist size fimit to

Use heuristics scanning

Detect potentially unwanted applications

Deasdadis 3TN Vot Ve
Y AvIrrat WIANRY Avrate Nata
© Fradafiag NINFY Ne dEs

3y s N
° 3T EHIE AW
N (Ereanilony DNl
RNadavsiay Rinsteay
© AUV GRGWNG .
NS Y
nehiay Sadifsas
o Saushax Selngs

o Flows Sehavior Sellings
; Ny IBM - Ex. 1002-Part 6 of 10, Page 2391
IPR2025-00379 (IBM v. Croga)



+  Font Sels
+  WobsHe Fillering
+  Hesage Fie Rating
o Fife Rating Seltings
*  Traled Files
o Wnvpcesyedied Wiles
o Rubnitied Fles
+  Trusieod Vendors Uisd .

6.2.1. Antivirus Settings

- _The Anlivirus Settings category has sub-sections that allow you ic configure Real Time Scans {ak.a ‘On-Access’ scanning},
Custom Scans, and Exclusions (a fist of the files you consider safe).

Click the fellowing finks to jump to sach sestion:

o . Noat Wae Seat - To sel the parameters for on-access scanning;

o Ouatom Sems - To create scan profiles and nun cusiom scans, schedule custom scans and set the parameters
for cusiom scans;

= Exciusions - To see the list of ignored threzis and fo set the parameters for Exslusicns.

~ : e »

5.2.1.1. Real-time Scanner Settings

The real-time scanner {aka ‘Cn-Access Scai') is atways ON and checks files in real ime when they are craated, opened or
copied (as scon as you interact with a fils, Comode Anlivirus checks it). This instant detection of viruses assures you, the user,
that your syslem is perpetuslly monitorad for malware ard enjoys the highest levet o profection.

The real-lime scznrer alsa sczns system memory on start. If you launch a program or fle which creates destnuctive anomalies,
ihen i scanner blocks & and alerts you: immedialely. Should you wish, howaver, you can specify that CIS does net show vou
alerts if viruses are found but automatically deals with them {cheice of auto-quararing or auto-block/delete). it is highly
recemmended that iezve the Real Time Scanner enabled lo ensure your system remains continuzlly free of infeciion.

To open the Rezl Time Scan seftings panel

o Click Tasks > Advanced Tasks > Open Advanced Seltings > Secusity Settings > Aafivirus > Realtime Scan”

‘ IBM - Ex. 1002-Part 6 of 10, Page 2392
IPR2025-00379 (IBM v. Croga)



5] Enable Raaltime Scan (Recommandad)

Thiz ot s sCanning when your

Enable scanning optimizations (Recommendad)

w0 aclivale the perfnananoe angraeng

Run cache builder when computer is idle

E] Scan computer memory after the computer starts

[¥] Do not show antivirus alerts

%] Decompress and scan archive files of extension(s):
Set new on-screen alert timecut to §
Set new maximurn fite size limit o

) Set new maximurm script size fimitto

f&] Use heurlstics scanning

) Detect potentially unwanted applications

o Enable Realtime Scan - Allows you: to enable or disable real-ime scanning. Comedo recommends !o leave this
cpticn selected.(Defauit=Epabled;

+  Enabie scanning optimizations - On seleciing this option -the antivirus wili employ varicus oplimization technigues
iike running the scan in the background in order io reduce sonsumplion of system resources and speed-up the
scanning process {Default = Enabled)

Note: The above two setiings can be modiied from the 'Advanced View' of the Home ssreen by clicking the stalus fink beside
Antivirus. i you chonse Disabled oplion, both 'Enable Reaitme Scan’ and *Enable scanning cplimizations’ will be disabled. i
you choose 'Siateful’, both the setlings will be enabled and or: choosirg "Or: Access', only ‘Erable Reatims Scan’ will be

enabled.

Deteclion Settings

> Run cache builder when compuleris idie - CIS surs the Antiviris Cashe Buiider whenavar e computer is idle, 1o
boost the reai-ime scanning. If you do not wart the Cache Buildsr to rur, deselect this option {Defauit = Enabled).

3 A

«  Scan computer memery afier the computer starts - When this check box is sglected, the Antivirus scans e
svstem memory Guring system start-up {Default = Disabled)

+ Do not show antivirus alerts - Allows you 1o cenfigure whether or not o show antivirus alerls when malware is
sncountered. Ghoosing ‘Do nol show antivirus alerts’ will mirimize disturbances but al some loss of user awareness. !
you choose not i show alerts then you heve & choice of default responses that CIS should autormatically taxe - either
‘Biock Threats' or 'Quarantine Threats', (Defaulf = Enabled )

- Quarantine Theats - Movas the detected threads) ic quaraniine for your later assessment and action.
{Defauft;
«" Block Threats - Stups the application or fle from executicn, if a threa|leleeigd fdb2-Part 6 of 10, Page 2393
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you deselect this option ard thus enable zlerts then your choice of quarantine/lock is pressnled within the aiert ifseif.

Decompress and scan archive files of extension(s) - Comodo Antivirus can scan all types of archive fiies such as
Jar, RAR, WinRAR, ZiP, WinZIP ARJ, WinARJ ard CAB if this opticn is left selested. You will be alerted io the
presence of virusss in compressad files before vou ever: oper: them. (Defauit = Enabled)

You can add the archive le types that should be decompressed and scannad by Comaode Antivirus.

= Click fink an the iile type displayed at the right endt. The ‘Manage Extensicns’ dialog wilf cpen.

0 e

You can use the search option ic find a gpecific fle extension in the list by clicking -the search icon

. columpn h2ader.

N

Enter the e extension to be searched in full or part in the search fieid.

Click the right or lefi ammow at the far right of the calumn header 1o beqgin the search.

Click the N icon in the search field to ciose the search option.

«  Toadd afile type, click the up arow 2 the boitem center and click ‘Add.
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< Enfer the exiension {ex.. rar, msi, 2ip, 72, cab and so onj ic be included in the Edit property dialog and ciick
CK. )

> Repeat the process to add more axtensions
> Click OK in the 'Marage Extensions' dialog

o Setnew on-screen alert timeout to - This bax alicws you ic set the time period {in seconds; for which the alert
message should stay on the screen. {Defauit = 120 seconds}

o Setlnew maximum file size fimif to - This box allows you lo 58t & maximum size (in MB) for the individual filos to be
scanned during on-access scanning, Files farger than the size specified here, will not be not scanned. (Defauft = 40
B

o Setmew maximum script size limit fo - This box allows you {c set a maximum size (i M2} for e script files to be
scanned during on-access scanning. Files iarger than the size specified here, are nof ssenned. {Defauit = 4 48]

. Use heuristics scanning - Allows you to enable or disable Heuristics scanning and define scarning leve!, (Defauft =
Enabled; '
Heuristic techniques identify previcusly unknovn viruses and Trojans. "Heuristics' describes the methed of analyzing
the code of a file ic ascerlain whether it contains code typical of a virus. If itis found to do s¢ then the application
delstes he fite or recommsnds it for quasantine. Heuristics is about detecling virus-fke behavior or atiributes rather
than looking for a precise virus signature that meich a signaiure on the virus biacklist.

This is a quantum leap i the batiie ageinst malicicus scripts and programs as it allows the engine ic 'predict the
exisience of new viruses - aven if i is not contained inthe current virus dalabase.

Leave this option seiected ic keep Heuristics scanning snabied.-Else, desslect this checksox. If enabled, you can
seiect the leve! of Heuristic scznring irom the drop-down:

o Low - '_owest sensilivity fo detecting unknown threats bul will also generats the fewest false positives. This
seiting combines an extremely high level of security and protection with a low rate f false po
Comodo recommends this satting for most users. (Defauff)

o Medium - Delects unknown threals with greater sensitivity ihan the 'Low’ setiing but with a cormesponding
rise in the possibility of faise positives.

> High - Highest sensitivity fo defecting urknown threats but this also raises he possibiiity of more faise
positives foo.

o Detect potentially unwanted applications - When this check box is seiegled, Antivirus scans alsc scans for
applications that (i) a user may or may not be aware is instalied en their computer and i) may lunclicnality and
obiectives that are netciear to the user. Example PUA's include adware and browser toolbars. PUA's are often
instailed as an additional exira when the user is instailing an unrefated piece of scfiware. Unitke malware, many FUA's
are ‘legitimate’ pieces of scftware with their owr: EULA agrsements. However, the 'ue’ functionality of the scftware
might not have been made clear to the end-user at the me of installalion. For exampie, a browser foolbar may aiso
contzin code that tracks z user's zciivity on the internet (Defauft = Enabled).

8.2.1.2. Scan Profiles

Tha Scan Profiies area aliows you o view, edil, create and run custom visus scans. Ezch profiie is a collecton of scanner
selfings hat tell CiS:
«  Where o scan fwhich files, foiders or drives should be covered by the scan)
- Whenlo scan {veu have the option fo specify a scheduls)
IBM - Ex. 1002-Part 6 of 10, Page 2395
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«  How lo scan (options that let vou specify the behavior of the scan engine when suaning this profile]
Yo open the panel

o+ Click Security Ss#tings >'Antivirus > 'Scans' tab in the *Advanced Setlings' panel.

NI B BSOS P SISO BN

CIS ships wilh twe predefined scan profiles:
o Full Scan - Covears every local drive, foider and fils on your sysiem.

o Quick Scan - Covers crifical areas in your syslem which are highly prone io infeclion from viruses, rootkits end other
malware. This includes system memory, auto-run entries, hidden se:vices, boot secicrs, imporiant reqistry ksys and
. These areas are responsibie for the stability of your computer and keeping them ciean is essential.

You can run a profie-scan immediately dy ciicking the ‘Scan' link alengside it. Click the handle at the ‘oot of the interface if vou
wish {o edit, ramove or add a praiile.

Click the fcllowing Enks for more details on:

gl o RS
Seaafing A Deas s
s LSRG & 2UAd Mg
.

N rn NS B i RSLINE SIS
° K SHIRY & CUSRONY gean

To create 3 custom profile

«  Click the handie at the botton: of the intedface then ciick the 'Add buiten:
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Quick Scsn

N The scan profile interface will be displayed.
«  Typs aname for the profile in the 'Scan Name' text box
Click the handie at the boitom of the interface 1o sslect iterns thzi should be includad in the profile

SIS

Scan Mame: | Bank Statements

Define items to be scanned, scanning options and running schedule

%\\\‘\\n\%\‘\\\\ Page 2397
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o Add Files - Allows vou ic navigate to specific files that you wish 1o add lo the profile
o Add Folder - Opens the ‘Srowse For Felder windew and allows you 10 select entire folders

TS

o Add Region - Allows you to add predeiinad ragicrs to the profiie. For example, 'Full Cornputer’, ‘Commoniy
’ Infected Areas’ and ‘System Memory".

- % BOOCCODNOONNNAANG

o Repeszi the process 1o add more items inte the profile

»  Click "Oplicns’ o further cusiomize the scan

/
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Scan Name: Bank Statements

Define items to be scanned, scanning options and running schedule

applications

ares Ve
3730 )

- Options:

< Enable scanning optimizations - Cn sslecting this cpticn. the andivirus will ampioy various oplimization
techniques like rinning the sczn in the background in erder 16 speed-up the scanning process {Default =
Enabled)} . .
- Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive
filss such as ZIP and .RAR fles. Supported formals inciugde RAR, WinRAR, ZIP, WinZif ARJ, WinAR; and
CAB archives (Default = Enabled) .
> Use cloud while scanning - Selecting this opfion enadles the Antivirus to detect the very latest viruses
mors accusately because the local scan is augmented vith a real-time jock-Up of Comaodo's online signature
Jalabase. With Cloud Scarining enabled vour system Is capabls of detecting zerc-day malware even if your
locai aniivirus datahase is out-datec. {Defauft = Disabled).
»  Automatically clean threats - Enables you to select the action ic be laken against the detected threats and
infected fles autormatically from: disinfecting Threats and moving the Hreals to quarantine. (Default =
Disabled). ‘ IBM - Ex. 1002-Part 6 of 10, Page 2399
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Use heuristics scanning - Enables you to select whether or not Heuristic fechniquess should be applied on
sczns in this profile. You are alsc given the oppertunity to define the heuristics scan leve!, (Default =
Disabled). -

Background info: Comodo Intemet Secusity employs varicus heuristic techiniques to identify prwmcly

unkniown virses and Trojens. ‘Heuristics' describes the methad of analyzing the ceds of a fils e ascentain

whether i contains code pattems similar (o those in known viruses. I it is found to do s then the application
deletes the fle or recommends it ior quarantine. Heuristics is about detecting Virus-like' rzits or atirbutes
rather than looking for a precise virus signature that matches a sigralure on the virus blacklist.

This aliows CIS to 'predict the existencs of nsw viruses - ever ¥ it is not cerlained in the curvent virus

datzbase.

- Low - Lowest sensilivity to detecting unkrown threats but will also generate the fewest false positives.
This seiting combines an extremely kigh level of security 2nd protestion with a low fate cf false
positives. Comocio recommends thie setling for most users.

«  Medium - Deiects uninown threats with greater sensilivity than the 'Low’ setting but with a
corresponding fise in e possnLnl:y of faise positives.

- High - Highest sensilivity 1o detecting unkrown threats but this also raises the possibility of more faise
positves t0o.

Limit maximum fife size to - Select this option ¥ you want to impose size restrictions on fites being

scanned. Files o size larger than that speciied hems, are not scannad, if this opiion is selecled (Defauit =

40 MB).

Run Scan with - Enables you to sat the priosity of the scanning from High to Low or 1o run at background.

(Default = Disabled).

Update virus database beiore runmng “Seiecting this opimn mal» es C IS ’r~ chock for virus daiabase
updates 2nd if available, updaie the database bafore commencing the scan. (Defauit = Enabled).

Detect potentially unwanied apptications - When this check box is selected, Antivirus scans also scans
for applications that (i) a user may o may not be aware is instalied or: their computer and (i) may
functionaity and objzctives that are not clzar o the user. Example PUA's include adware and biowser
toolbars. PUA's are oilen installsd as an edditiona; extra when the user is installing an uarelzied piece of
soitware. Unlike maiware, many PUA's are 'legitimate’ pieces of software with their own EULA agreements,
However, the true’ funciionality of the software might not have been made clear to the end-user &t the fime
of instakation. For exampie, a browser toclzar may afso contain code that tracks a user's activity on the
intarnel. (Defauit = Enabled).

If you want the sean ic be priomed pericdically, set a Schedu le for #he cusiom scan by clicking "Schedule’
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Scan Name: §Bank Statements

Define items to be scanned, scanning options and running schedule

Frequency: Stant Time:

£ Do not schedule this task

& Every Day
& Every Week

N

£ Every Month

Run only when computer is not running on battery

Run only when computer is IDLE

Turn off computer if no threats are found at-the'end-of the'scan

e

- Do not schedule this task - The scan prefils will be created but will not be run automatically. The profile will
ke availabie for manual on-demand scanning

AR "&

- Every Day - Runs the scan every day at the time specified

- Every Week - Scans the areas defined in the scan profile on the day{s) of he wesk specified in 'Cays of the
Week' field and the lime specified in the 'Start Time' field, You can select the days of the week by directly
clicking on them.

- Every Month - Scans the areas defined ir: the scan profile or the day(s) of the month specified in "Days of
the month’ ield and the time specified in the "Start Time' field. You: can select the cays of the month by
directly ciicking on them.

- Run only when computer is hot running on battery - This option is useful when you are using a lapicp or
any other battesy driver portable computer. Selecting this optior: suns e scan oaly if fis computer runs with
ths adopter connestad to mzins supply and not on baftery.

- Run onfy when computer id IDLE - Select this option if you do net want to disturbed when invelved in
computer related activities. The scheduled can will run only if the computer is in idle stzte

s Turn off computer if no threats are found at the end of the scan - Selecting this cplicn lums your
computer off, if no threats are found during the scan. This is ussfui when you are scheduling the scans to
fun & nights. '

- Click OK fo save the profile.
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To rum a cusfom scan as per scan profile .

ierface and Ciick 'Cusiom Scan’ from: ihe 'Sean’ interface

= Llick Sean from the ‘Ceneral Taéks’ i

«  Click 'More Sczn Cplions’ rom the 'Cuslom Scan’ pane .

»  The’Advanced Selings' interlace wii be displayved wifh 'Scans’ parel openad.

s Click Scan beside the raquired scan profiie.
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IPR2025-00379 (IBM v. Croga)



N
N

LIt

: IBM - Ex. 1002-Part 6 of 10, Page 2403
IPR2025-00379 (IBM v. Croga)



zolealy....
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and Sethngs\ Bank &

You can choose 1o clean, move 1o quarantine or igriore the threat based in vour assessment. Reier o
§ifos for more detzjls.

5.2.1.3. Exclusions
s ard apglice

Tha Exclusions’ panel under the Antiviius Settings Seltings displays a list of pat ons/iies for which you have
selected Ignore from the Scan Resusits window of various sczns or added to the Exclusions from an anivirus alert.

To open the Exclusions panel

> Click Security Seitings > Antivirus > 'Exclusions’ tab in the 'Advanced Seftings’ panet.

: IBM - Ex. 1002-Part 6 of 10, Page 2404
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The Exclusions' pane! has fwo tabs:

»  Excluded Paths - Cispiays a list of pathsfoidarsifiles
on-demand antivirs scans. Reder (o the section Exciuding B
detzils on adding and removing exclusion items in tis meﬁace.

i your ded from & 1h real-time and
S 54 3 Y cans for more

»  Excluded Applications - Displays a list of programs/appiications in your computer, which are excluded from reai-time
antivirus se2ns. The items are included on slicking lgnore’ from the Seas Resalls window of various scans and
Asivives Aleris or manually. Flease note that lheqe fleme are excluded only on reai-ime sans bul will b2 scannad on

rurning on-demand scans Refer 10 the section Exciuding Srogramsd Rgpifeations front reabfime ssans more
delails on manually adding and remuoving exc!usxur tems ir: this interfacs.

ion, & folder, a sub-foider or a file from beth the real-time and en-demancicustomn scheculed

You can exclude a diive part
antivirus scans & any time, by adding them to Excluded Paths.
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ym Files\VCOMODDOMCOMISDE Intarnet Secuntyy™

P

e search icon

d a specific excluded paih_.'foider or file from the Jist by ciicking

You can use the search opiion io
farnght in the coiumrg header.
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= Enfer the path, folder nams or file name to be searched in full or part in ihe search fieid.
< Click the right or lefi aow at the fzr right of ths column header to begin the search.

- Clickthe \ icon in the search ield tG ciose the search option.

Yo add ilem(s) to excluded paths

= Click the handie front the bottom cenler and click on Add’ irom.the options

9 . R R

You can choose b add a:

Adding a File Group

- Choosing Fite Grotps allows you ic exclude a caiegery of pre-set files of folders. For example, selecting ‘Executables’
would enable vou io exclude af fijes with: the exiensions .oxe .di sy5 .0¢x bat pif ser cpi. Cther suck categones
available include "‘Windows System Appiications’, Windows Updster Applications’, 'Start Up Folders’ ete - each of
whish provide a f2st and cenvenient way to apply a generic ruleset to important files and foicers.
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To view ths fiie types and folders thal are affecied by choosing one of thess options, you need lo visit ths File Groups’
inferfzce.

The ' File Groups interface c2n be accessed by the following method:

> Navigate lo Advanced Sefings » Defenaes s , click the up arrow from the boHom
of the interface and setect 'Sraugy’ from the options. ‘
The fie groups will be added 1o Excluded Paths.
. . .
. hé
la}
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internet Securntyl™

Repez: process to acd more fle groups. The items addsd to the Excluded Paths wili be omitted from all typss of ‘uture

Anfivirus scans.

Ll

Adding a Drive Partition/Folder

- To add afolder, chonse 'Folders' from ihe 'Add’ drop-down.

IBM - Ex. 1002-Part 6 of 10, Page 2409
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3 Dragon

¥ ©2a3343cb0639d87e4f60bd
2 first_launch
Z7 My Safe Files

 old man Files

X Program Files

3 setups B
3 Share

The ‘Browse for Folder dialog will appear.

> Navigate lo the drive partition or foider you want 10 add to exciuded pzihs and chick CK

The crive parlitionfloider wili be edded io Excluded Paths.

IBM - Ex. 1002-Part 6 of 10, Page 2410
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Executables

Repeai process to add more iclders. The items added
Antivirus scans.

Adding an individual File ' '

»  Choose ‘Filzs' frem the *Add' drop-down.

t
. IBM - Ex. 1002-Part 6 of 10, Page 2411
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o Han oo a4

s bpten 08,

: paddy_whack
i paddy_whack

igive_a_dog_a_bone

Il Files (%)

Navigate 1o the file you wani lo adg o Excluded Paths in the ‘Cpen’ dialog and ciick ‘Cpen’

IBM - Ex. 1002-Part 6 of 10, Page 2412
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C5Program Fi k internet Securityi\”
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e

The fite wiil be added to Excluded Paths.
i future

w
0]

< Pepeal process 1o atd more paths. The items added o the Excluded Paths vill be omitted from: alf type
Antivirus scans.

To edit the path of an added item
«  Seiest the em, click the handie from he bollom center and select 'Edit.

«  Make the required changes for the fle path in the Edit Property dialog.

IBM - Ex. 1002-Part 6 of 10, Page 2413
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Edit File Path . .
{=1\old man files\give_a_dog_a_bone txt ;

To remove an ifem from the Excluded Paths

«  Selectthe item, click the handie from the bottom center and select 'Remove'.

ARSI
R

“\Bragrarm Files\COMODTWCOMODO Intermet Secy

" .

o Click ‘OK' in the "Advanced Seilings’ dialoy for your setiings fo teke affect.

IBM - Ex. 1002-Part 6 of 10, Page 2414
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The ‘Excluded Applications’ tab atiows you to menually add programs, applications of files to Exsluded Appiications list for
excluding them from reai-time scans. Alse you can remove the itemns from Excluced Applications that were added by misiake.

n \

R 3 (N o o ' Y —
§ C:APgrarm Fiigs\PeacockiReacockimags

You can us2 the szarch opt
“right in the column header.
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IPR2025-00379 (IBM v. Croga)



SURCPPERIPRPRVRVIVRPPIRRVNNY

' »  Enfer the name i the appiication to be saarched in 1ull or part in the saarch fisid.

y header lo begin the search. .

To add an item to Excluded Applications

«  Click the handie from the bottom center and click on’acd’ from the options

IBM - Ex. 1002-Part 6 of 10, Page 2416
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You can choose 1o add an appiication by

grosesses - Th

s opiion allows you to choose the tamget application from the Iist of
jour PC.
- This option is ths easiest for most users and sirply allows you to

o Browsisg your compader for (he appication
browse the fles which you wani lo excluge from a virus sezn.

Adding an-application from a running processes

Choose ‘Running Processes’ from ths 'Add’ drop-cown

t

PELIALe e

st

Adist of currentiy running precessas in your computer will be displayed
«  Seiect he process, whose tzrget application is to be added to excluded appiications znd click OK from the Browse fo

Precess digiog.
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windows Operating System

explorer.exe
GeekBuddyRSP.exe

= CisTray.exe
cis.exe

§ C:3Program Files\PeacockiPeacockimagzEdiia

P
ZXe

Browsing fo the Application

o Choose ‘Apglications’ from the 'Add’ drep-down
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{BlutoForce

{avigals 16 the file you wani 1o &dd to Exg
The fife wiil be added to 'Excluded Applications’”.

» ‘v
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Exclusions

o B NI PN BB RIS SIS

o Repeaiprocessto aud more items. The items wil be Sklppcd from fuldre reai-ime scans.
To edit the path of the application added %o Excluded Application ‘
o Seiect the application, ciick the handie from the boltom: canter and select 'Edit

o Makethe required changas for the $le path in the Edit Preperty dialog.

NEms—— - |

Edit File Path
: C:\Program Files\PopEye\abduct.exe
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«  Click '0X' in the 'Advanced Seitings’ dialog for your sstiings to take effact.

6.2.2. Defense+ Settings

Delense+ is a collective term that covers the Host intrusion Prevanticn (HiPS), sandboxing and behavior blacker cemponents of
Comodo Internst Security. Together, these technoiogies ensure all applications, processss and services on your PC behaveina
secure manner - and are prevented from taiing actions that could dzmage your computer or your dzia. '

IBM - Ex. 1002-Part 6 of 10, Page 2421
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Do NOT show popup alerts
Set popup alerts to verbose mode
Create rules for safe applications

[¥] Set new on-screen alert timeout to

{¥] Enable adaptive mode under low system resources
Block all unknown requests when the application is not running

Enable enhanced protection mode (Requires a system restart)

The Defanse+ setfings area allows you to configurs the following:

. HPS

6.2.2.1. HIPS Behavior Settings

HIPS consiantly monitors systerr: activity and only allows executables and processes to run il they comply with the prevailing
secunly rules that have been enforced by the user. For the average user, Comodo Intemet *-ecuw shigs with a default HIPS
ruiesai that works ‘out of the box’ - providing extremely high levels of protection without any User interveniion. For example,
HIPS auiomaticaily pretests sysiem-critical fles, fclders and registry keys fo prevent unatthorized modifications by malicicus
prograims. Advanced users looking to take a firmer grip on their security pasiure can qu: ickly create custom poilc es and fulessts

using the powerful rules interface.

Sinte for boginners: This page ofter refers to ‘executatles’ (of 'exesutabie filas}. An ‘executable’ is & tiie that can instruct your
compiter to pefiorm a 'ack or function. Evary program, application and device you run on your compl.’er requires an
exsculabie file of some iind fc start it. The most recognizabie type of execulable fiia is the ".exe' file. (s.0., whsn you start
Microsaft Word, the execut ab 2 file 'winword.exe’ instructs your computer to start and ur: fhe Word appiicaticn). Other types of

IPR2025 00379 (IBM
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executabie files include those with exiensions .opl dF, .drv, .inf, .ocx, .pf, .scr, .sys.

Uriortunately, rol ail execulables can be Tusied. Some executables, breadly categerized as maiware, can instruct your

computer {o delete veluabie data; steal your ideniily; comupl sysiem files; give contrel of your PC fc a hacker and much more.
‘ou may alse have heard these referred lo as Tmjans, scripts and worms.

= The HIPS Setllings panel allows you to enablef/disable HIPS, set its security lave! and coniigure iis general behavior.

- The HIPS Sefiings panel can be accessed by clicking Security Settings > Defense+ > HIPS > ‘HIPS Satlings' iab from
‘Advanced Setiings’ interlace

Do NOT show popup alerts
{%] Set popup alerts to verbose mode
Create rules for safe applications

Set new on-screen alert timeout to

#
§¥] Enable adaptive mode under low system resources

[ Block all unknawn requests when the application is not running

Enable enhanced protection mode (Regquires a system restart)

«  Enable HIPS - Allows you ic enabla/dissble the HIPS protection.{Defauit=Disadled)

stoter The HIPS sattings can also be configured in the ‘Acvanced View' of the ‘Home' screen by clicking the siatus link baside
HIPS in the 'Cefense+ and Sandbox’ pane. -

2]

if enabled, you can chooss the securily level 2nd coniigure the manitering settings for the HIFS cormporent.

Configuring Secusily Level of HIPS
The security level can be chosen from the drop-down that becomes active orly on enabling HIPS:

IBM - Ex. 1002-Part 6 of 10, Page 2423
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The choices avaiiable are:

= Paranoid Mode: This is the highest security ievel selting and mezns that Deferse+ moritors and cortois all
- gxecutable files apari from those that you have deemed safe. Comodo Intemet Security does not atlemp! {o leam the
behavior of any pghva' ong - even those ap:h'-" ions on the Comocio sale list and only uses your configuration
setiings to filer criical systern activily. Simiiarly, the Comede intemet Security does zulomatically creats ‘Allow’ rules
for any execulables - although you stili havs the cpticn o treat an appiication s Trusted’ a! the HIPS aiert. Chcosing
this option generates the mest ameunt of HiPS alents and is recommended for advanced users that require complete
awareness of activity on their svstem.

= Safe Mode: While moriton'ng critical sysiem activily, Cefense+ auicralically ieamns the activity of exeslitables and
applicatims cerified as ‘Safe’ by Comodo. It also auiomatically creales "Allow' rules these aclivities, # the chackbox .
‘Create nules for sy’ is selected. For non-cerlified, unknown, epplications, you wil receive an alert
whenaver lhat application aftempts fo run. Should you choose, you caft add that new application to the safe list by
shocsing 'Treat his applisaticn as a Trusted Application’ at the alerl. This instructs the Defense+ not ic generaie an
alert the next #me it runs. [ your machine is nct new of knowr: 1o be free of malware and cther threats as in 'Clean PC
Modg' then ‘Safe Mode' is recommended setling for most users - combining the highest levsls of secunty with an easy-
to-manage nunder of HIFS alerts.

oy \'\ A 5\\ o
ERIEENE

»  Clean PC Mode: From the time you set the slider to 'Clean PC Mede', Delense+ leams the activities of the
applications cumently instalied on the computer while all new execulzbles introdused to the sysiem are menitered and
centrolied, This patent-pending mode of operation is the recommended option or: a new coimpiter or one that he Lser
Knows 1o be clsan of malware and other threais. From this painl orwa'ds HIPS &lerts the user wherevar a new,
unreccqnized appiicaticn is being instalied. In this mode, the Hles in 'Usresagnized Fiiss are exsluded from being
censidersd as clean and are menitored and controfied.

- Training Mode: Cefense+ nonitors and learn the activity of any and alf exacutablas anc create 2utomatic ‘Aliow ruies
untii he security level is adiusted. You do notreceive any HIPS alerts in “Training Model If you choose the Training
Made' setting, we advise that you are 180% sure that all applications and executzbles installed on your compuler are

safe to run.
Configuring the Monitoring Settings
ing Seitings link.

The activiliss, anlitiss and objecis that should monitored by HIPS can be corfigured by clicking e }

Nate: The setfings you choose her are universally aplisd. i you disabie menitering of an activity, entity or object using this
interface it compleiely swilches off monitoring of that aclivity on a globaf basis - effectively crealing a uriversai "Aliow’ auie for

a! zclivity . This ”‘Ilcw' selling over—ru!es zny Ruleset spﬂ.c"”'c Block’ or ‘Ask’ seting for that zciivity that you may have
sefected using the 'ds te' and Frafoction Selings inlerface.

‘\ VAR O w\“w

(I&
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Process Execution

Interprocess Memory ACCESSES
windows/MWinEvent Hooks

] window Messages
DNS/RPC Client Service

%] Device Driver Instaliations -

9 Processes' Terminations

¥ Protected COM Interfaces Protected Registry Keys

Protected Files/Folders

& Physical Memory

Cormputer Monitor

Activities To Monitor:

» Interprocess Memery Access - Malware grograms use memory space modification to irject malicicus code for
numerous types of altacks, including recording veur keyboard strckes; modifying the behavior of the invaded
application; stealing sonfidentisl daia by sending confidential information from: cre process to another process ete.
Ore of the most serinus aspects ol memory-space breachas is the abilty of the offending maiware to take e identity
of the invaded process, or ‘impersonate’ the application under attack. This makes e harder for tradiionai vinis
scanaing software and infrusion- detection sysiems. Leave this box checked and HIPS 2leris you when an aprlication
attempts 1o madify the memory space aflocaled te another epplication (Default = Enabled).

«  Windows/MWinEvent Hoaks - In the Microsefi Wincdows® cperating sysiem, a hook is a mechenism by which a
function can intercapt events (messages, mouse actions, keystrokes) before they reach an application. The functien
can ¢ on events and, in some cases, modify or discard them. Originally deveioped ic aliow legiimate software
developars io deveiop more powsrfui and useful applications, hooks have aiso been exploiied by hackers lo crezte
more powarful malware. Exampies incluce malware that can record every stroke of: Your keyboard; resord your imouse

movemenls; moritor ang modify all messages on your computer; take over col tglﬁf your mekse aad keygcard f
remolely adminisiar your computter. Leaving this box checked means that you l 3rnes e\j;@%rﬁégﬁo k(g 1 8 .Page 2425
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executed by an untrusted appiication (Default = Enabled).

«  Device Driver Instaliations - Device drivers ars smell programs that aflow applications andfer operating systems to
interast with a hardware davice on your cemputer. Hardware devices include your disk drives, graphics card, wircless
and LAN netwoik cards, CPU, mouse, USB d°vmus, monitor, DVD piayar etc.. Even the instailation of a perfectly well-
intentioned device driver can lead to system instabifity i it conflicts wilh other drivers on your system:. The inslaifaticn
of a malisious driver could, obviousiy, cause irreparable damage 10 your computer o even pass contral of that device
1o a hacker. Leaving this box checked means HIPS aierts yout evary tims a device driver is insialled on your maching
by ar: untrusted appiicalion {Default = Enabled).

- Processes’ Terminations - A process is a rinning instance of a program. ifor exampie, e Cemode intemat Security
process is cailed ‘cis.axe’. Press ‘Clri+Alt+Deiete’ and click on 'Processes’ to see the full list that ars suaning on yeur
system). Terminaling a process, obviously, terminzies the program. Viruses and Trﬁjan horses coften fry to shut down
the processes of any security soffware you have been ruaning in order to bypass it. With this setting enabled,
Cefense+ monilors and alerts you fo ail attemptls by an untrusted application to close down another application
{Befault = Enabled).

s Process Execution - Typical malware like rootk its, keviogger etc. would often invoke by itself and runs ils process
.'nosllv at the background. These procasses, invisibie at the foregreund will act as agents for infecting your computer
and ic steal your condidential and sensitive information like vour credit card details 2na passwords 2nd pass lo
hackers. With this setting enabled, the HIPS monitors and alerts you o whenever a progess is invoked by an untustad
application. (Defauit = Enabled).

°  Windows Messages - This seiling means Comocdio Internet Security monitors and detects if one appiication attenpts
1o send special Windows Messages to modify the behavior of arother applicatior: {e.g. by using the WM_PASTE
sommand} (Defauif = Enabled).

«  DNSIRPC Client Service - This setting alerts you if an application attempts to access the ‘Windows DNS service' -
possibly in order io launch a DNS recursion attack. A DNS recursion attack is a type of Sistrbuted Denial of Service
attack whereby an malizicus entity serds saveral thousand spoofed requests fo a DNS server. The requesls are
spocfed in that they appear to come from the target or ‘vicim' server but in fact coms from differer sources - oiten a
netwerk of 'zombis’ pe's which are seading cut these requesis without the owners knowlsdge. The DNS servers are
tricked into sending ail thelr replies to the victiny server - overwhelming ¥ with requesls and causing it fo crash. Leaving
this setling enabled prevents malware from using the DNS Client Service to launch such an altack (Defauft =
Enabled).

Swclgroand Note: ONS stands for Domain Name System. I is the patt of the Intemet infrastructure that translates a familizr
domair: name, such as 'examplecom’ to an IF address ke 123.458.789.04. This is esseniial because the Internet rotsies
messages to their destinations on the basis of this dastination IP address, not the domain namme. Whenever you tyge a domain
name, vour Internet brewser coniacts & DNS server and makes a 'DNS Guery'. In simglistic terms, this query is What is the P
address of example.com?'. Once the iP address has beer located, the CNS senver replies 1o your computer, felling it to
connect i¢ ihe IP in question.

Objects To Monifor Against Modifications:

«  Protected COM interfaces enabies monitoring 6i COM interfaces you specified from the SOM Protection pane.
(Defauit = Enabled) .

+  Protected Registry Keys erabdles monitoring of Registry keys you specified from: ie Reghsiry Prolestion pane.
{Defauit = Enabled).

+  Protected FilesiFolders enatles meritoring of fiies and folders you specified from the Fite Protection pare.
{Default = Enabled).

Cbiects To Monitor Againsi Direct Access:

Delermines whether or not Comodo Intemnet Security should monitor access to systemn eriticai objecis ot your compuler. Using
direct access methods, malicious applications can obiain dala from a slerage devices, modify or infect other executable
software, record keystrekes and more. Comodo advises the average user to leave Hizse sellings enabled:

o Physicat Memory: Monitars your cornputer's mermory for direct access by an appiicaticns and precesses. Malicious
programs attempt to access physical memory to run a wide range of exploils - the most famous being the ‘Suffer
Qverflow exploit. Butfer overmiing occur when an interface designed to store a certain amount of data at a spesific
addrecs in memory aliows a malicicus prosess 1o supply toc much data lo that adcress. This overwriles its intemal
slructures and can be used by maiware to force the system ‘o execule iis code {Defauit = Enabled).

- Computer Monitor: Comodo Infernet Security raises an alert every time a prosess ties to directly access your

cemputer monitor. Althcugh fegitimate applicalions sometimes require this accetBMerdix 24082 drarjitgobtdfiiPage 2426
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of spyware programs that use stch access to monitor users’ activities. (for example, lo take screen shols of your
current desklop; to record your browsing activities efc] {Defawit = Enabled). r

- Disks: Mcnitors your lccai disk drives for direct aseess by runring processes. This heips guard agzinst malicicus
sofiware that nead this access to, for example, ebiain data stored on the drives, destroy files on a hard disk, format the
crive or cerrupi Lhe file syslem by writing junk cala (Default = Enabled).

o Keyhoard: Moritors your Xeyboard for accsss atiermpis. Malicicus software, kaown as 'key leggers’, can record every
stroke you make on your keyboard and can be used fo steal your passwercs, credit card numbers and cther personal

calz, With this setting shecked, Cornodo Iniemet Sacuiily alerts you every #me 2n applization attempis to establish
girect access to your keybeand (Default = Enabled).

Checkbox Options -

- Do NOT show popup alerts - Configure whether or not veu want to be nctified when the HIPS encouriers a malware.
Chouosing ‘Do MOT show popup alers' will minimize distirbances but at soms loss of user awareness {Defauft =
Disabled). '
¥ you choosa net to show alerts then you heve a choics of default responses that CiS shouid automaliczlly take -
either 'Bloci Requesis’ or ‘Aliow Requesis’.

Do NOT show popup alerts
Set popup-alerts to verbose m

Create rules for safe applicatiod;

Set new on-screen alert timeout to

.

N

o Set popup alerts to verbose mode - Snabling this cpticn instructs CIS te display HiFS Alerts in verbose mode,
providing more mere informziive alerts and mors options for the user to atlow or biock the reguests {Default =
Disabled).

- Create rules for safe applications - Automaticaily creates rules for safe apglications in HIPS Ruleset {Defauit =
Disabled).

Nester HIPS trusts the applicaticns if:
»  The applicatiorifife is inciuded in the Trissted SHes lisl
> The applicaticr: is frem a vendor included in the Trustes Software Vendors fist
»  The applicaticn is includsd in #1e extensive 2nd constanlly updated Commodo sztelist.

3y default, CiS does nol automatically create ‘allow’ ruies for safe applications. This helps saving the resource usage, simpiffies
e rules interface by reducing 2 nuimber of ‘Allowed' rules in &, reduces the number oi pop-up aieits and is beneficial to
beginners who find difficulties in satting up the aules.

Enabling this checkbox instructs. CIS to begin learning the behavior of safe appiicztions so that it car: aulomztically generate the

‘Allow?’ riles. These rules are lisied in the HIPR Rules interface. The Advanced users car edit/ modify the ruies as they wish.
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aolgroussd Nede: Prior 1 version 4.x, CiS wouid automatically add an allow rule for *safe’ ies 1o the nules interface. This
alomd ad’varced dsers ic have granuiar contral over rulss but could alse lead 1o a cluttesed riles interface. The constant
acditon of these 'allow’ niles and the comesponding requirement to lsam the behavior of applications thzi are already
considered 'safe’ 2lso took & toll on systemn resources. In version 4.x and above, "allow’ ruies icr appiications considered 'safe’
are nol autematically craated - simpiifying the niles interface and cutfing rescurce overhead with nc loss in s2curify. Advanced
users can ra-gnable this setling if they require the ability to edit rules for safe appiications (or, informaily, i tay prefeired the
way rules were crealed in CIS version 3.x}.

»
h’;

o Setpew on-screen afer time oul to; Celeimines how leng the HIPS shows an alert for witheut any user intervention.
By dafault, the fimsoui is set &t 120 seconds. You may adjust this setting to your own preference.

Advanced HIPS Settings

»  Enable adaptive mode under fow system resosrces - Very rarely (and only in a heavily lcaded systern;, low
memoty conditions might cause certain CIS funclions ic faii. With ihis option enabled, CIS will attempt io locate and
utilize memory using adzptive techniques so that it can complete s pending tasks. However, the cost of enabling this
opticn may be reduced pesformance in even lightly loaded sysiems (Defauft = Disabied).

»  Block all unknown requests if the application is ciosed - Selecting this option biocks ail unknown execution
requests if Comoda Intemet Secunily is not urning/tas been shut cown. This is opiion is very strictindeed and in
mosl casas should only be enabled on seriously infested or compromised machines while the user is working to
resolve these issues. If vou know your machine is already ‘ciean’ and are looking iust ic enable the highest CIS
security settings then it is OK 1o ieave this box unchecked. (Default = Disabled)

- Enable enhanced protection mode - Cn €4 bil systems, enabling ihis mode will activate additional host intrusion
pravention technigues fc cotntermaasure extremely sophisticaled malware that triss 16 bypass reqular
counlemmeasures. Because of fimitations in Windows 7/3 x64 systems, soms HIPS functions in previcus versions of
CiS could theoretically be bypassed by maiware. Enhanced Protestion Medse implements several patent-pending ways
1o improve HiPS. GiS requires a sysiem restart for enabiing enhanced profection mode. (Delauit = Disabled)

£.2.2.2. Active HIPS Rules

The HIPS rules iab lists 1he different grougs of applications installed in your systam: and the Rulesets applied to them. Yeu can
chznge the ruieset applied to selected applicztions and alse create custom rulesels to be appled 10 selecied applications.

These applications ds nof helnng tv ¢ FRE SR
and are individually assigned a custom pre-defined rule

........... | . |

This is @ PRE.DEFINED RULE
which can be applied
te a FiLE GROUP or to
an individual application

-

FILE GROUP

Applicatinns listed beneath ths 5 | : i ens
"_5: GROUP ;na‘ent the , F S U TP
& \\ ’)i Q*sa; [,R‘)a’? 3 e : ' e

Antwnsasae

Doy

Custom rules can he
created by the dser and
siep!cyed 1o individual applications

SRR
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The first eolimn, Application Name, dispiays a list of the appiications on your system for which a HIPS ruleset has been B
dsployed. ! the application belongs 1o a fle group. ther: all member applications assume the ruleset of the fils group. The
second eolumn, Treat as, column dispiays the nzme of the HIPS ruleset assigned to the appiication or group of zpplications in

column cre. J

“You can use the search option ic find a specific Hle or a company in the fist

at the far sight in the column: header.

-

To use the seazch option, click the search ico

ANy

«  Click ine chevior: on the left side of the column header and select the s2arch critesia from the drop-down.
= Enter partly or fully the name cf the item as per the selected critenia in the search fieid.
- Click ihe right or lefi amew at the far right of the column header lo begir: the search.

*  Click the N\ icon in the search: fisld to cioss the search option.

General Navigation: ) .
Clicking the Up arrow at the botlem center of the infsrfzce opens an option panel with the tcllcwing opiicns:

o Remove - Deletes the selecied rulesel.

Note; You cannot remove indivicual applications from 2 file group Lsnrg this uxedace you musi us2 the

»\\—sw,

inierface ta do this. _

»  Purge - Runs a sysiem check to verify that zll the appfications for which ruleseis are lisied zre actually insialied

©
or: the host machine at the path spacified. if nat, the rule is remeved, or ‘purged, from the list.
" Users can re-order the prionity of rules by simply selecling the application name or file group rame in question, clicking the

handle at the botiom cenlar cnd seies nrg Move Up' or ‘Move Down' frem the oplions. To aller the priarity of applications that
belong to a e groug, HE
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Step 1 - Sefect the application or file group that you wish the ruleset to apply to

if you wish 1o define a ruie for a new application {i.e. cne that is not already fisted), click the handle frem the RIS Rujes pate
and seiest 'ADDY. This brngs up the *HIPS Rule’ intedace as shown below.

OPTOIIY

Because you ars defining ihe HIPS ruie sellings for a new application, you car rofics (hat the ‘Name' box is tlank. {If you were

editing an existing rule insiead, then this interface woudd show that application’s name wilh installztion path or application

group's name. j IBM - Ex. 1002-Part 6 of 10, Page 2430
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Click 'Browse' io bsgin.

File Groups - Cheosing this opton allows yout io creale & HiPS rulesa! for a categary of pre-set files or folders. For
exampls, selecing 'Exectitables’ would enabie you Yo create a suigse! for all files with the extensiens .exe .dll .sys .cex
Jat pif .sor .op! . Other such calegoriss avzilzble inciude Windows System Applications’, Windows Updater
Appilications' , 'Start Up Folders' etc - 2ach of which provide 2 fas? and convenient way to 2pply a generic ruleset to
impertant Hes and folders.

22

To view the fiie types and folders that are affected by choosing one of fhese options, you read to visi the 'File Groups'
interface. ,

The ' File Groups inte:tace can be accessed by ths fellowing method:

Navigate to Qui fgs, click the up amew from the bottom of the

inferface and select *

Applications - This optm is the easiest for most users 2nd simply 2llows you to browse o the iocation of the
application for which you want to deploy the nuieset.
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Nativexds

Nativex38

Resou:ees

-~
LRI

datziioniter

2 .
SR medwork Meniterem.confiy

New Sofiware.exe

3. Running Processes - as lhe name suggests, this opticn aliows you ic create and deploy a nuleset for any precess
that is currently running on veur PC.

N

cis.exe

Having selected the individual application, running process o
rulesel.

Step 2 - Configure the HIPS Ruleset for this application

There are two brozd oplions availabie for selecting a rulesst that applies fo an appiication - Use Rifeast or Use a Custom
Risfesel,

1. Use Ruleset - Selecting this oplion allows the user to quickiy deploy ar existing BIMS-rilssel 002-Rau:ge0f 10, Page 2432
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application. Choose the ruleset you wish to use frorm the crep down menu. In the example below, we have chosen
‘Alowed Apglication’. The nams of the ruleset you chocse is dispiayed ir: the Treat As' solumn for thal appiication in
the HISS Raiey interface {Default = enabled). /

oo T

///

D

Name: C Program FilesiMew Software\New Software.exe

& Use Ruleset

£ Use a Custorn Ruleset

Noto on Minatafier or
trusted instatier and all files created by the application wiil alsc be considered as trusied fiies. Soms applications may have
hidden code thai couid impair $he security of your computsr i aliowsd to create files of their awn. Cemodo advises you ta uss
this Predefined Ruleset - 'Installer or Updater’ with caution..Cn 2pplying this ruleset to any application, an alert dialeg will be

displaved, describing the risks involved.
e

-

s Undater” Rule 1 Applying the Prediefined Ruleset Inslailer or Updater for an appication defines itas &

Yau ars agout {c define-a trysted-instailer that can
change everything inyour comgutert

Futhermare, all the files crezied by this applicadon will
zlso be treatec az trusted instaliars.

If not used with cautior:, this acticn can disaiie the entire
security of yeur computer inglucing antivirus.

{0 you stifi want tc contnue?

‘e‘*:: \\: Pl’“dcf ned Rulssets, once chosen, cannoi be medified directly from this interface - they can only be modified
a the 'Rk 2yaly’ imerfzce. H you require the 2biiity to add or modify seftings for an specific appiication then
you are effeciively creating a naw, cuslom ruiesst and should choose the more tiexible Uss & Casler Rudesat opticn instead.

Use a Custom Rulesel - desigred for more exp°n'=rcod users, the 'Custorm: Ruleset’ opticn enables fuli contrel over
the configuration specific security nileset anc1 the pa"a’rete's of each rufe within that rulesat. The Cuslom ruleset has
{wo main configuration areas - Accass Righés and Frafection Sedtings {Default = Disabled).

o

In simplistic terms 'Access Righis’ deiermine what the application can dc to other precesses ard objecls whereas
‘Protection Seltings' delermine wiiat the application can have done {6 if by other processes.

Access Rights - The Process Access Rights lab allows you ‘o dsterimine what aclivilies the applications in your
custom ruleset ane allowed to execute. These activities ars called ‘Accass Names®.
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Refer to the oy Se
listed above and the :mphua‘.- s of choosin

é
N
N

. Excepu"ns to your choice of ‘AsK’, ‘Allow’ or 'Block’ can be spec

nght.

- Seiesthe ‘Al

n nmee At e

seclion HIFE 8

¢ o view afist of definitions of the Actior: Names
Jluw r 'Block' for sach selting as shown below:

/o]
E’r
3
é"
q
=
[%¢]
=

1> ¢

N
%
N
N

dowed Applications' or ‘Biocked Applications’ tab depending on the tvpe of exception you wish to creaie
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oohe e

SRS

Clicking the handle ard selecting ‘Add’ aliows you fo chcose which appiicatiors or file groups you wish this exception
to appiy to. {sikX hee for an ex;:;lanalion ¢i available options).

’Modlfy then addmg opee,exe o he Alovsed Appi xcaur‘ns ab r"ea:es an ex,eptmn to thh rule kew Qoftw.nfe axe
can now madify the inemory space of cpera.exe.

ii. Profection Settings - Pretection Seltings determing hoiv protecied the agplication of fle group in your ruleset is
against zctiviies by other processes. These protections are caifed 'Protection Types'.

Mmoo e —

N

Name: C:\Program Files\Peacock\Peacock _Image_Editor.exe

Use Ruleset:

Use a Custom Ruleset
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»  Seiect'Active’ te enable monitoring and protect the application or fle group zgainst ths process fisted in the ‘Protection
Type' solumn. Sefect inactive’ to disable such protection.

% Rhere to view a list of definitions of the 'Protection Types' Iisied above and the implications of aclivating ezch sefting.

i in the application’s Ruleset by clicking the *Modify’ link on the

Exceplions ic vour ¢hoice of "Aclive’ or frastive’ can be spacifl
right. .

3. Click 'CK’ io confirm your settings.

8.2.2.3. HIPS Rule Seis

A Pre-defined uieset is a set of savess ;:ggims A
on multiple applications or groups. Ea ch ruieset

of conditicrsisetiings/parameters. ‘Predefined
other programs, the registry efc.

Note: This ssction is ior advanced and experienced users. If you are a novice user to Comodo Intemst Security, we advise you

N

first read the Aciive 8PS Ruies secticn in this help guide if vou have not already done so.

Although each applization's ruleset couid be defined frem the greund up by individualhy configuring its canstituent rudes, this

practice may prove fme consuming if it had to be parfomed for every single grogram on your system. For this reasen, Comodo

internet Security contains a seiection of rulesets acoerding o broad applicalion categories. Each predefined nuleset hzs been

specificaily designed by Comado to eptimize the security level of a certain type of appiicaticn. Users can, of course, modify
_these predefined ruless!s to suil their ervironment and reguirements.

To configure this category
»  Navigsie lo: Advancad Tesks > Securily Setlings >Defense+ > HiPS > Rutesais. There are four default Rulesets

. listec under ths 'Rules’ column.

oL

“Wincews Systar

i
b4
3
b3
3
i
i
H
3
k4
b
i
3
b
i
b3

ge 2436
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N

= Click the chevron on the lefl side of the column header end select the search criteria frem the crop-down.

e Enterparlyoriully the name of the ruleset in the search field.

\
o Click the right or left 2mow at the far right of the column header to begin the search.
o Clickthe N ieon in the search field o ciose the search option.

To view or edit an existing predefined ruleset

> Couble click on the Rulssetin the list .
or
- Seiest s Ruleset, click the handle at the botiom of the interface and cheose 'Edi from the options.

From here, you czn modify a rnulesst and, if desired, maks.changes io Hs ‘Sccass R i$ Frofegiion
changes you make here are automaticaily rofled out to all applications thal are cuzently apghec with 1he ruics

-

To create a new predefined ruieset
.+ Click the handie at the bettom of the interface and chocse 'Add’ frem the options.
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o Enleranams for the now ruiesst.
»  Tocopy the Aseoss Nights and Fradeciion
Retiings from another pre- -exisiing suigset, click
‘Copy Fron and select the ruieset frem the
drop-down
+ To f‘uctom.,_ the‘ cuany Rights and
solentic ¥ as per the requirements of
this rew vle sel, fu“v‘ the procedure
ewlaured in the section tiss a Cysiom

Q
Sratontion Seff

indows Sg'cmm Apglicatisn

\\\\\\‘\\\\\

Once creaied, your rulsset is available ior deploviment ento speciiic application or liie groups via the Sctive 18R Rules
interface.

8.2.2.4. Protected Objects )

The Protected Cbiects panel allows you io protect specific files and folders, system citisal reqistry keys and COM interfaces
against access or modification by unautherized processes and services.

The Protecled Cbjects panel car be accessad by clicking Security Seitings > Defense+ > HIPS > Prolected Chjects from the
Advanced Setiings interface. .
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The panel has five fabs:

{ Files - Allows you 1o specify programs, appiicaticns and fifes that ars 1o be protected from changes

o SiogKes Files - Allows you 1o specify programs, applications and fiies that are to be dlosked from execution and

-

6.2.2.4.1. Protectad Files

The Protectad Files tab displavs aiist of fiies and file groups that are protected rom acoess by other programs, especially .
maiicious programs such as virug, Trojans and spyware. il is aiso usefu for safeguarding very valuable files {spreadshests,
databases, documents) by denying anyone and any pregram the ability to modiy the file - avoiding the possibility of assidenta
or defiberate sabolags. If a fil2 is 'Prolected’ 1t can still be accessed and read by users, but not altered. A good exampie of a file
ihat ought ic be prelected is your hosts' file (c:\windowslsystem32\dnversielcthests). Placing Hhis in the Prolected Fiies and
Folders' area would allow web browsers to access and read from e fiie as per normal. However, should any process atlerrpt o
rmodify it then Comodo Infernet Secuiity blocks this attempt and produce a 'Proiecled File Access' pop-up gleri.
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ISy Protected Chiects

NN SN :

Aad - Allows you to add individual files, programs, appiications lo Protecled Files.

© A

o Edf - Alows you to edit the path of the file or group of a selected ilem in the Protested Files inlerface.

3]

+  Remove - Deleles the surrently highlighted file e file group.
o Groups - Opens the Manage Groups inlesface that allows you 1o edil pre-detined file groups and defire nei file

groups for inclusior in Protecied Files fist

s Purge - Runs a sysiem check to verify thal ail the files listed are aclualiy instalied on the host machine al the path
specified. If not. the fiie or the fils group is removed, or ‘purged', from the fist.

at ths fzrright in the
2 resulls by clicking the

You can use the search opfion o find a specific fle of s group in the list by clicking the search icon
column header 2nd eniering the file/graup name in full or part. You can navigate through e success
lel and right arrcws.
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To manually add an individual file, folder, file group or process

o Click tha handie from the bollom center and select ‘Add’.

You can add the illes by following meihods:

To edit an item in the Protected Files fist

o Select the #em from the lis?, click the handle from the bollom and select Edit. The 'Edit Property’ dialeg will appear.

S N

EgR File Path
{ CaUserJohn SmERDocumentsiaccounts.:

o Edi thefile path, if vou have relocated the file and click OK

To delete an item from Protected Files list
IBM - Ex. 1002-Part 6 of 10, Page 2442
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+  Select the item from the fist, click the handlz frem the bottorn and sslest 'Remove’.

m the protecied fiies list. GiS wii noi generale aleris, if the file or pregram is subjected to

The selected tem will be deleted in
urauthorized access.

{ .
File gmups are handy, predefined groupings of ons or more file types. Creating 2 file group aflows you to quickly deploy a
ruleset across mulliple file types and appiications.

To open the Manage File Groups interface . .

1. Clickt from the bottom center of Protacted Files interface and select 'Groups”.

The Manage File CGroups inlerface will open.

-

> This area is for the creation and medification of file groups only. You are not able io modify the secusity ruiesat of 2n

appiicaticr:s or files from here. To do thet, you should use the HIPS Ru
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= Add a new group - Seleci ‘New Group' from the 'Add drop-down, enier a name for the group in the 'Edit
property’ dialeg and ciick OK

S _

Choose File Broup Name
 Files from Alice

e Addfilesioa greup Select the Group, click ths handie and select Add. C}* oS
‘Running Processse’ to 2dd fiies by hrowsing fo the fie or folder or from oy

»  Toedit an exisling group, seiect the group, ¢lick the hancle and cheoss Edil. Edit the name of the groug in the Edit
Property dialog )

»  Teremove a group, seiect ie group, click lhe handie and choose Remove.

- Toremove ar individual ile from a group, slick + at the lefi of the group to expand the group, seiect the liie to be
removed, click ihe handie and choose ‘Removs’.

Users can chocse to selectively allow ancther appiication {cr file group; to medify a protected file by affording the eppropriate
Access Rignt in 'Sctive HIPS Ruley’ interface. A simpiistic example wouid be the imagirary file ‘Accounts.ods’. You weuid want
fhe Opsn Office Calc program o be able io modify this #le as yeu are woriing on it, but you wouid not want i to be accassed by
a petentia malicious program:. You would first asid the spreadshzet io he Protected Fiies' area. Onze added to 'Protected Files’,
you: would ¢o info 'Sctive HIFT Rules’ and create an exception: for 'scalc’ sc that it alone cold medify ‘Acoeunts. cds’,

«  First acd Acoounts.odt fo Protected Files area.
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o Then go 1o HIPS Rules interface 2nd add it fo the list of applisations. Click the handie a the bollom and choose
after selecting the checkbox besids it.
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ise a custom rule set'.
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i C:\Documents and Settings\Administrator\My Documents\a

' Use Ruleset:

£ Use a Custom Ruleset

s Under the 'Sccess Rights' tab, click the link 'Modify’ beside the entry Protecled Files/Folders. The Protecled Filss
and Folders interface wiil appear.

»  Lnder the ‘Allowed Files/Folders’ tab, click the handle, chouse 'Add’ > ‘Files' and add scaic.exe as exceptions o
. the 'Asi’ or 'Block’ rule in the "Access Rights'.
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A AR AP

Another exampls of where profected files shouid.be .given .seleclive access is the Windows system direciory & -
‘chwindows'system32'. Files in this foider shouid be of-limits to modificaticn by anything except certain, Trusted, app! fications

fiks Windows Updater Applicaticns. Ir: this case, vou wouid add the directory cwindows\system32\* to the ‘Protected Files arsa

{* = ail fiies in this direslory). Next go fo "HIFS Ruley’, locate the file group Windows Updaler Appliceiions’ in the list and ollow

the same process outlined above to create an exception for that group of executables. .

5.2.2.4.2. Blocked Files

Defense+ aliows you to lock-down fles and fclders by complelely derying ali access righis to them Irom oiher processes or
users - effiecively culting it of from the rest of your system. if the file you block is an execuiable, then neither you nor anything
else is able o run tat program. Unlike files hat are piacad in ’Dfot«\cted Files', usars canno! sefectively aliow any proness
ascass 1o a blecked file.
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Clicking the hancle at the bottom of the inferface opens an options panel with the inliewing options:

o

You can use the search ogtion 10 find a spacific e or fle groug in the list by clicking ke search icon

Adg - Allows you 1o add indivicual files, programs, appiications to Blocked Files. \

S8 - Aliows you to edit the path of the fils.

emove - Releases the cusrently highlighted dile from: the blocked files list

ies the highlighled file irom your compuler

Purge - Runs a sysiem check to verify that ail the 'ﬁ!es listed are actually instalied on the host machine at the path

_specified. I not, the fiie or the fils group is removed, or 'purged’, from: the list.

at the far righi in the

column header and enisring the filefgreup nzme in fuli or part. You can navigate through the successive results by clicking the
Ieft ard rghi armaws,

To manually add an individual file or application

Click iha handie from the botlom center and s2lect 'Add’.

You ¢can add the ies by following methods:

To edif an item in the Blocked Files list

Seiest the iem from the fist, click the handle from the bottorn and selest Edil. The 'Edit Property’ dialeq will appear.

#+
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Edi# File Patk

P ARy Suspicious Feo

grams\Cucke s Musinruckao_music_conyerter. sxe

«  Edi the filo path, if you have relocaled the fie and click OK
To refease an ilem from Blocked Files fist

Select the ifem from ihe ist, click the handie frem the botlom and select 'Remove’.

The sealected ilem: will be removed from the Blocked Filas list. CIS witt nol block the appiication or fiie from execution or opening
then onwzrds. '

To permanently delete a biocked file from your sysiem

Seieat he iiem from the fist, click the up arrow from: the botton: and salact 'Deleie’.
The selected ifem will be deleted from your computer.immediately.

Afaem

Yearnd

aing: Deleling a fils from from ths Siccked Filss interface permanently deletes the file from: your system, rendering it

inaccessibie in fuiure and it cannct be undone. Ensure that you: have sei e:tec ihe comect fiie to be deleied before clicking '
‘Delete’.

s

8.2.2.4.3. Protected Registry Keys

The ‘Registry Keys' pznel ailows you to prolect systen: critical registry keys against modification. imeversibie damzge can be
caused lo your system if imporiant regisiry Keys are comupted or modified in any way. I is essential that your registry kevs are
protecled againsl any type of attack.

Click ths ‘Registry Keys' b in the Pmtecled Cbjscts interface.
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& “E0FTWAREWlicrossit\Driver Signing

-2F ASOFTWARECizssesi™she

P MSYSTEMControlSet?f 2AEnumiROCTLEG AL

Ny w T
)

- Aliows you to edit the palh of the Regisiry
Regl fry Proteclion interface.

Opens he Marage Registry Groups interface that sllows you: 1o edi
new Peg: try groups for inclusion in Regisiry Protestion Ist.

You can use the search opiion {c find a specific registry Key or group in the jist

emove - Deletes the surrently highlighted Registry group or individiat registry key from the Regisiny Protection fist.

t by clicking the search icen

- Allows you 1o add Registry groups of ingividual registry keysfentries to Registry Protection fist.

qroup of individuat regisiry keys’entriss of the selecied item in the

 pre-defined Registry groups and define

al the far right in
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ihe colunwn header and entering the key/group name in fult or pari. You can navigate through the successive rasuiis by clicking
the left and right amows. :

To manually add an individeal Regisiry key or Registry Group .

= Click ihe handie from ihe bottom center and salect "Add’,

You can add the items by lollowing methods:

Adding Registry Groups - Seiecting Registry Groups alows you to balch select and import predefined groups of
imperiant registry kevs. Comods Internet Seeurity provides & default selection of ‘Automatic Startup’ (keys), 'Comado
Keys', ‘Intemet Explorer Keys’ and 'Important Keys'. For explanations on editing existing registry groups and crezéing
new groups refer to the section Regisisy Srowms,

> Adding individual Registry Keys - Selecting 'Registry Eniies’ opens the ‘Select Regisiry Keys'
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W Cpenlfficeceg
- Ggera Software

SIpTI2S

: mozitis.org
% SYSTEM
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HEEY CURRENY_CONFIS

’
Yeu 22n ardd items by 'hrowsing he registry iee in the right hand pane, selecting the Key and moving i 1o right hand
side pane by clicking the right amrow button. To add item manually enler is name in the "Add new iterr fieid and press
the *+' button.

To edit an item in the Registry Protection list |

> Select the key from the list, click the handie from the botlom and seiect Edit. The Edit Properly’ dialog wiil appear.

- Edi the key path, if you have r2located e file and click OK.

m ihis interface. You can edit Registry Groups from the Manage Registry
¥ (eoups for more details.

Nate: The Registry Gmups eannoi be edited
Croups interface. Refer 1o the section Registy

To delete an item from Registry Protection fist
e Seiect he itern from the lisi, click the up arrow from the bollom and select 'Remove’.

" The selected tem will be deleted from the Registry Frotection list. CIS will not generale alerts, il the key or the gmup is medified
by atter programs.
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Registry groups am predefined balches of one or more registry keys. Craaling a registry group ailows veu o quickly add it ic
Registry Prolection list.
To open the Manage Registry Groups interface

1. Click the handie from ihe bottom center of Registry Froiection interface and salect ‘Groups”.

The 'Manage Registry Groups' inierface wii cper.

.

This interface affows you 10

ad.
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+  Add a new group - Select New Greup' frem the 'Add’ drop-down, enter a rame for the group in the Sdit
property’ dialog 2nd ciick OK

CoMco0.

3

+  Add keys 1o a group - Selsct the Group, dlick the handle and click Add ard chogse 'Registry Keys'. The
‘Sslect Registry Keys' dialoy will be cpened. .

¥ pew flemn

d Microsoft | HILSNSCFTWARSPRaco Image Edror!

Menlia

mezilis.arg
YSTEM

o

You: can 2dd Hems by browsing the registry tree in the right hand pane, selecting the key and moving it ic
right hand side pane by clicking the sight arrow button. Te acd item manually enler its name in the ‘Add new
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iteny field and press the '+ butlon.

» Yo edit an existing group, seiect the group, slick the hancle and choose Edit. Edit the name of the group in the Edit
Property dialcg

«  Toremovs a grodp, seiect ihe group, click the handle and choose Remove. .

+." Teremove ar individugl Ele from a group, click + at the Jefi of the group lo expand the group, seiect the kay or entry lo
be rameved, ciick the handie and choose 'Remove’.

5.2.24.4, Protected COM interfacas
c

omponent Cbject Modei (COM) is Microsofi's object-crierted grogramming modei thal defines how objects irieract within a
single application or between appiicaticns - specifying how componenis werk together and inter-cperate. CCM is used as the
basis for Active X and OLE - two favarite targets of hackers and maticicus programs to launch afi2cks cn your eomputer. #is 2
critical part of any security svstem fo restrict processes from accessing the Componeri Object Model - in ¢ther wonds, Lo prolect
the COM interfaces.

Comodo Inlermet Secuiily autematicaity pretects CCM ir: ler&ces &gainst agsinst modification, comuplion and maripulation by
malicious processes. The predefined SOM Interfage groups can be accessed by clicking the ‘Groups..." butien.

The 'COM Interfase’ allows veu to view the list of predefined SON inferfase grosigs profected by CIS, edit them and lo add new
CCM interface compo*xenls io the lisi. This intarface car: be accessad by clicking 'He CCM Interfaces’ iab in the Prelected

Objecis interface.

Clicking the hancle at the botlom cf the inierface opens an options pansl with the iollowing BN} 1002-Part 6 of 10, Page 2456
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You can sezrch for a specific CCM inferace from ihe list by clicking the search icen
and entering the name of the CCM interface in fuil or part. You can navigats through the suce

To manually add a COM Group or individual COM component

Add - Allows you to add CCM groups o individual COM compenents o COM Protectien list,

Tis - Aliows you to ecit the COM Class.
Deletes the cumrently highlighled COM group or indivicdual COM compenent from ihe COM Protection list.

Graups - Opens the Manage COM Groups interface that allows you to edit pre-definad COM groups and define new
groups for inclusion in COM Protection fist.

at the far fight in the column header
ive resuits by clicking the feft
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The following objects are protected on this computer.
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You can add the items by following mathads:
> Adding COM Groups - Selecting COM Groups allows you to batch seles and impernt predefined groups of important
COM interface components. For explanations on ediing existing COM grops and cnzating new groups refer to the

section CON Groups.

»  Adding COM Components - Selecling "COM components’ opens the “Selsct COM Interfaces’ diaiog.

e

Add pew itent:

AcclentDacMgriiccllientDocMgr
AccTientBocMgriceClientDocMgr.l
KeeBictionary.Acchictionary
nertcﬁa,\'sry. Scchictionane

&echarvarBoacdMar.focSanverBaclgr
SocherverBecMgriacSenverBacty

&DGOB Conerrarad
SDODB Convmarek 8.0
&BGDB {annection
&DGDB.Cannection.6.0 . .
EDGDBError
SDCDBErron.6.8
SUCGDBErrorloniaup
£DODB frrovi onfuap 68

Yeu can add items by selecting from the ieft hand sids pane anc moving it to right hand side pane by ciicking the right
arow buton. To zdd item manually erter its name in the 'Add new item’ feld and press the '+ bution.

To edit an item in the COM Protection

»  Selest he COM cemponent from the fisy, click the hardie #rom the bottom and select Edit. The ‘Edit Propeny’ disjog
will appear. q

uulllllllllnunu 18

o Edi the COM Class and click OK

i¢; The CCM Groups cznrot be edited from this interface. You: can sdit COM Groups from the kznage COM Groups
R

inierface. Refer o the section COM Sraugs for more detaiis,
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To defete an item from COM Protection list
s Sefest the lem from the Iist, click the handls from the bottom and select 'Remove’,

The selected item wiil be deieted from the COM Protection list. CiS will not generate aleris, if the COM somporent or the group
is modiified by gther programs of processes.

CCM groups are handy, predeiined groupings of CGM interfaces. Creating a COM group =llows you to quickly add itto COM
Protection lisi.
To open the Manage COM Groups interface

1. Click the handie from the bottom: centar of COM Protectior: inferface and seiect ‘Grougs’,

The ‘Manage CCM Groups' interfacs will opan. .

S

This interface allows you o]

° arf
° ‘\:\‘,‘: Sann
.
. N
» Repwiwd sxis¥ng group COM Componesifs) from exising groug

-

»  Te add a new group or add new CCM Component(s) t
‘Add.

[

an existing group, click the handle frem the boitom: and click
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*  Add a new group - Select ‘New Sreup' from the "Add’ drop-down, enier a name for the group in the 'Edit

property’ dialeg and click OK.
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Add new COR Group
i Spacial COM Interfaces

—
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= Add COM Components fo a group - Select the Group, click the handie and click Add and cheose 'COM
Class. The 'Select COM Interface’ dizlog wili be gpened.
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I WRPNSSCUINSS Manager
| WIPNSSCUNIS Manager.t

WP Them= WiiPSdalMngr
WHNPThene WHIPS i Mnard

| WRISChentNetManager. ClontPMeiMa
VRIS ClieatNetNanager(HentNetMa
| RMSOKHTTPSourcePlugie. HTTPSow
WRISDKHITPSourcePingin.HTTPSou
| YUBISDEMS Bl aurcePlugin MSBTSow
WMSDKWS BhourcePiugin MSRDSau
FRUSDIK Naremspac,

Namesparefacs

SisigiaTaIIINANNEARLAITEIL:

L

Yeu can acd itemns by selecting from the ieft hand side pane and moving it lo fight hand sids pane by clicking the right

arrow button. To zdd item manually enter its name in the "Add new item’ field and press the '+' butien.

Te edit an existing group, select the group, click the handle and choose Zdit. Edit the name of the group in the Edit
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Preperty dialog

S

Gk Group

i CORE Interfaces

.........................................

Te remove a group, ecicst tho group, cliol: the handle and chocse Remove.
To remove an individual CCM Compenent from a group, click + at the left of the group to expand the group, select the
e to be removed, click the handle anq‘ choose 'Remove’.

6.2.2.4.5. Protected Data Folders

The caia files in the foiders listed under the
nknown application thal is running inside 'ﬁe sandbex.

Tiy: Files and iclders that are added to ‘Frateciad Files’ interface are allowed read access by other programs but carnot be

modified, whereas the filezifelders in ‘Proiected _;aia folders’ are telally hidden o sandboxed pregrams. If you want a file io be

read by other programs but protected from modifications;” then add it fo"Prolected Files’ fist. If you want to tolally conceal a

ss by other knownitrusted programs, then add it to

Protected Data Foiders area cannot e seen, accessed or modified by 2ny krown or

data file from &ll the sandboxed programs but allow readfwrite acce
Protected Data Folders. .

To open the Protected Data Foldess Interface, Click the 'Protectzd Data Foidars'tab in the Protecied Objects interface
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The following objects are protected on this computer.
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Add - Allows vou 1o add folders 16 Protected Data Foiders list,

- E4¥ - Aliows you to ecit the path of the added folders.
> Remove - Deleles the surrently selected folder.

You can use the search option ic find a specific folder by clicking the sezreh icon at the {zr nght of the column header. You
can search by entering the fclder name ir: full or part. You can navigate through the successive nesults by clicking the l2ft and
right arrows,
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To add aﬁfoldev fo be profecied

= Click the handia from the bottom center and select 'Add’. '

N
0

33NN

e

Dragon
old man files

ile

IBM - Ex. 1002-Part 6 of 10, Page 2463
IPR2025-00379 (IBM v. Croga)





