< Click OK to confirm your choice.

To edit the path of a prolected folder
- Selent the folder to be eciled
< Click the handie from: he boltom center and choose ‘Edit',

The Edit Preperly dialeg will appear.

Edit File Path
{C:\Federal Bank Statements

»  Edi the file path, if you have relocated the folder and click OK

To remove an ilem from Prolected Data Folders list

e

o Seiect the folder from 2 dist, click the hanglz from the baiiom and chocse '‘Remove’,

o The selecied foider wili be nemoved from the protecied foiders list. CIS will not gererate zlerts, if the folder is
sublected fo unauthorized access.

0.2.2.5. Behavior Blocker

The Behavior Blacker is an integral part of the Defense+ engine end is responsitle for authenticating svery executable image
that is loaded into the memory. The Behavior Blocker intercep!s zll files before they are loaded and intercspts any
prefetching/caching attempts. It calculzies the hash of the exesutable 2t the peini it attenpls to load ihen compares this hash
with the list of known 7 recognized applications fat are on the Comodo safe iist. If the hash matches the one on recerd for the
executable, then the application is safe and the Eehavicr Biocker ailows i to run. If ao malching hash is found, then the
exacutable is ‘unrecognized’ andis rur: inside the auto-sandbox. You will be nolified via an alert when this heppens.
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The ‘Behavior Blocker configuration panei can be accessed by clicking "Tasks > Advanced Tasks > Cpan Advansed Seitings >
Security Seftings > Deferse + > Behavior Blocker.- This penel alicws you to quickly deiermine how proactive the Behavicr
Blocker should be and which types of fles it shouid check.
. NN
S
Y

XX} Behavior Blocker

NN

ute-3andiox unknown applicatisns as

{¥] Detect programs which require elevated privileges e.g. installers or updaters
Show privilege elevation alerts for unknown programs

Befine exclusions for behavior blocking

NI sy .
3 VELBCOT2 sU

Yiruscope maonitors tha activities of processes wunning on your computer and alests you if they 1ake aclicns that cotild potentially
threalen your privacy andior security. Apart from forming yet arcther layer of mialware detection and prevention, the sub-system
represents a valuable addition 1o the core process-monitering funclionality of the Bahavior Blecker by introducing the ability to
reverse poientially undesirable actions of software without necessarily dlocking the software entirely. This feature can provide
you with more granular controi over cthenwise lagitimate suitware which requires certain actions to be impiemented in ordar ic
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run comrectly.

Virusccpe alerts give you the opportunity to quarantine the process & reverse its changes or tc laf the process go ahead. Be
especially wary if a Viruscope alest pops up ‘out-oi-the-bitle’ wher you have not made any recen! changes 10 your computer.

Nate: The Behavior Blocker corsiguration setiing can also be sat in the ‘Advanced View' of the ‘Honve’ screen beside the Auio-
Sandbox status fink in the 'Defsnse+ ard Sandbox pane.

o Auto-sandbox unknown applicalions as - Allows you 1o eneble or disabie the Behavior Elocker. I§ enabled, the
Behzvior Blocker runs unrecognized appiications inside the auto-sandbox with the access restriction as sslected in the
crop down rrenu. {(Defauft = ‘Enabled’ with ‘Partially Limited’,

Nats: The ‘auto-sandoox’ referred to here is disiinct from the Virlual Desktop ciscussed in Sansisx
the ‘auto-sandboy is a non-virtual environment urdzr which unrecognized agplications are allowed to run usider a set of stric
access resifictions (defauit="Particlly Limiled’}. These resirictions prevent the apglicaon from taking aclions tha! are gamaging
fo your system. Users can, however, anzble 'Full Vilualization' of aute-sandboxed fles in the Behavior Blocker setiings.

~

fasXa. Fer the most part,

The Behavior Blocker will auto-sandoox 2n unknown exactdable and restrict its execution privileges ascording {o an access

restrici

i level setby you. Access restriztion levels determine what level of rights a sandooxed applisation has tc access oihier

software and hardware resources on your computer:

°®

Partially Limited - The appiicalicn is allowed o access ali operating svstem files and resources ke the
clipboard. Modification of protecied files/registry keys is not allowed. Frivileged operalions lixe loading
drivers or debugging other applications are also not aliowed. (Defaulf)

Limited - Only selected cperafing sysiem resources can be zccessed by the appiication. The applicziion is
not aiowed to exesute more thar 10 processes at a time andis nin without Acministraior account privileges.
Restricted - The appiication is zllowed ic accass very few opersiing svstem resources. The applicsiion is
rot aliowed to execute more than 10 processes at a ime and is nin with very limited access rights. Some
applications, ke compuler games, may not work propery wnder this setting.

Unirusted - The application, is not allowed 1o access any operating svyBWresRca0 dhe picEiof $@oPage 2466
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allowed ic execute more than 10 processes at a time and is run with very iimited access rights. Some
apolications that raquirs user interaction inay not work properly under this setting.

- Blocked - The appiication is not aliowed o rur: at all.
> Fully Virtualized - The application wii be run in a vidual environment compietely isolated from your
operating syster and files on the rest of yous computer.

»  Detect programs which require elevated privileges: Allows you to instruct the Behavior Biocker io display alerls
whean an installer or updaier requires administraior or elevated privileges o rin. An instalier that is allowed to run with
ele»atec privilages is parmitted io make changas 16 imporiant areas of vour computer such as the registry. Refer to the

saction Ungdersianding Secw ‘\ R

six for more delails.
MR

i

22

///////
Y

AN \\\\\\WW\W\WWWWW\

You can decide on whether or not to ailow the instalier or update based on your assessment, from the alert itsei.
{Default=Enabled) .

»  Show privilege elevation alerts for unknown programs : Allows you to instruct the Behavior Biocker to display
alerts when a new or unrecognized program, spplication or execuiabie requires administrater or elevated priviieges to
sun, You can deside on whether or not io aflow the unknown application based on ycur assessment, from the alert

iseff, {Defaule=Enabled)
= Define exclusions for behavior blocking - Allows you ic add file p2ths which are to e exciuded rom monitoring by
" the Behavior Blocker. The sxeculables includad in: the exclusions araa are allowed e run withou! authenicity
checking. {Defauié = Disabied) \

doder The fles added ircugh this interiacs will be examgied only from moniicring by Behavior Blercker. To exclude a file frsm

VR,

onitering by all the components of CIS including Antivirus, Firewali, HIPS and 2shavior Siocker, add it to Trssied Fiiss

won

To defire exclusicns
< Select the 'Define exceptions for behavior blocking’ checkbox and click the Exclusions_ iink. The ‘Manage

Exceptions’ dialog will appear. IBM - Ex. 1002-Part 7 of 10, Page 2467
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Viruscope Setlings

Click the hardie at ihe boltom: of the interface and chocse "Acd’

You can 2dd #ems by selecting the reguired option from the crop-down:

File Groups - =nables veu to select a category of pre-sei filss or foiders. For example, selecting
‘Exectiiabies’ would enable you in create a ruleset for all files with the extensions .exe .¢ll .sys .cex bal
Sif .sor.cpi . Other such categories avaiiable include "Windows System Applications’ , "Windows

Running Processes - As the name suggests, this option ailows you o select an appiication or
executable from the processes thai are currently rurning on your FC.

Browse Folders - Cpens the 'Browse for Folders' windcw and enables you o navigale to the folder
you wish to add.

Browse File - Opens the 'Oper’ window and enabies you io nzvigate to the appiication or file you wish
o add.

Aiter adding an ilam, choose whether or net the child processes of the iesfapglicaiions also need to pe
excluded

irom Behavior Blocking using the toggie switch under the "Zxclude Child Process' column.

Click ‘CK' fo implement your sefiings.

Viruscepe monitors the aclivities of all processes, regardiess of wheiher thev ere running nomnally or inside the sandbox.
suspicious activiiy is detecled, Viniscope will generzis a pop-up aler thzt allows vou 1o block or zllow the zciivity.

- Enable Viruscope (Recommended) - Allows you b enable or disable Viruscope. if enabied, the Viruscope meniiors
the activities of ail the rurning processes and ganerates alerts on suspicicus actvites. (Defeult = Disabled”)
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Do NOT show popup alerls - Aliows you to configure whether or not to show Viruscope alerts when a suspicious
aclivity is recognized. Choosing ‘Do not show popup alerls’ will minimize disturbances but at some foss of user
awarensss. If you choose nol te show alerls then you have & choice of defaull responses that CIS should
aulomziically fake - either ‘Quarantire and Reverse’ or ‘Ignore’. (Default = Disabled }

«  Quarantine and Reverse - Moves the process and ils parent appiicaticn lo quarzntine and reverses the
eciion thal was laken by the process. (Defauld

- lIgnore Once - The action will be allowed for one time. If the same aclivity is recagnized 2gain, an alert wil
be generated.

Advanced Settings:

Do heuristic command-fine analysis for cerain applications - Selecting this option instrucis Comodo intemst
Security to parform heuriséic analysis of programs that are capable of executing code such as visuai basiz seripis and
iava applications. Sxamgle programs thal are affeeted by enablingthis optior: are wssript.exe, crnd.exe, java.exs and”
iavaw.exe. For example, lhe program wscipt.exe can be made to exectle visual basic scripte { vbe fle exiension) via 2
cemmand similar to ‘wscriptexe citestsViestybs’. If this cpticn is selected, CiS detects c:liestsliesivbs from the
command-iine and applies ail security checks based on this Hle. If testvbs atlempls to eonnect o the inteme, for
exarple, the glert will state sst.vbs' is sitempling 1o connect to the intemet (Defauit = Enabled).

I this opticn is disabled, the alerl would oniy stais ‘wscript.exe’ is trying o connect to the intemsat.

und nole: Heuristics' describes the method of anaiyzing a file 1o ascertain whather it eoriains codss typical of a virus.
about detecling virus-iike behavior or alinibutes rather than locking for a precise virus signature that matches a

Detect shelicode injections {.e. Buffer overfiow protection) - Enabling ihis selling turns-cn the Buffer over flow
protection. .

anid: A buffer overflow i an anomalcus conditior: where a processiexecutabdle atterpls to store data beyond
the bourdzarias of a ficed-length buffer. The resull is that the extra dala overwrites adjacent memory iocations. The
overwsilten cale may include other buffers, variables and program flow daia and may cause a process 1o crash or
procuce incarrect results. Thay can be triggered by inputs spacifically designed 1o execute malicious code of to make
the pregram operate in an unintended wey. As such, bifer sverfiows cause many sefiware vuinarabiliies and form: the
bagis of many exploits. )

Turning-on buffer overflow protection instrue!s the Comodo Infernet Security to faise pop-up aierts in every event of 2
possible buffer averflow attack. You can allew or deny the requested activity raised by the precess under exacution

a~

deperding on the refiability of the software and s vendor. (el heve for more d2taiis on the alerts.
Comodo resommands ihat this setting 1o be maintained selecled always {Defauit = Enabied).
To exclude some of the file types from being monitored under Befect Shellcode injections.

= Select ihe ‘Delect shelicode injections’ checkbox and click the Sxalusiong link. The ‘Manage Exclusicns’
diaiog will appesr.
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= Click the hardle from the betiom of the inierface and choose "Add'
= You can add ilems by selecting the required cplion from the drep-down
o File Groups - Enables you to select a category of pre-set files or foiders. For example, seleciing
‘Execuiabies’ would 2nable you ic create a ruleset for all files with the exlensions .exe .l .sys .cox bal

gif ser cpi. Cther <uvh categories avaiiable includs "Windows System Applicalicns’ . Windows
LpdalerAphhf‘“ ions' |, ‘Start Up Folders’ efc. For more detzils on file groups, refer to the section Fils

= Running Processes - As the name suggests, this option aflows vou to select an appiication or
execulable from the processes that are currently running on your PC.

- Browse Foiders - Cpens the 'Browse for Folders' window a1d snabies you o navizale o the folder
you wish to add. i

- Browse File - Opens the 'Open’ window and enables you fc navigate 1o the appiication or file you wish
¢ add.

s
Z

- These sattings are recemimendad for advanced users only.

o
@

o " Clck 'CK’ o implement your setingsa. .

8.2.2.5.1. The Sandbox - An Overview

Comodo Intemet Security’s new sandbex is 2n isolated operating environment for unknown and untrusted apglications. Rurning
. IBM - Ex. 1002-Part 7 of 10, Page 2470

IPR2025-00379 (IBM v. Croga)



an application in the sandbox means that it cannot make permmanent changes to oiher processes, programs or data on your 'reaf
_system. Comodo have integrated sand-bexing techrology directly into the security architecture of Comedb Intemet Sesurity fo
complemsnt and strengthen tha Firewali, Defense+ and Antivisus modulas.

Appiications in the sandbox are executed under a carsfully seiected set of privileges znd wrile Yo 2 virtual fils systsm and
registry instead of the real system. This delivers the srmeothest user experience possible by allowing unknown appiicatiens fo
run and cperaie as thay normally would while denying them the potential io catise lasting damage.

Alter an uninown appiication has been placaed in the sandbox, CIS alse auicmatically quees it for submission to Coinocio Cloud
Scanners for astomatic behavior analysis. Firsty, the files underge ancthsr antivirus scar: on cuif servers. 1 the scan discovers
the file o be malicious, then i is designated as matwars, ihe result is sent back to the locai inslallation of CIS znd the iccal
black-list is updaled. Il the scan doas not datect thet the file is maiicious then its behavior wili be menitered by running it in a
virlual environment within Comodo's Insiant Malware fAnalysis {CIMA) servers and all its activities are recorded. i these
behaviors are found to be melicicus then the signature of the executable is automaticzlly added 1o the antivirus black fist. If no
rnaiicious behavior is recorded ihen the file is placed inic 'Unrecognized Files® {for execution within the sancbex) and will be
submilted to our technicians for further checks. The cloud scanning processss iake arcund 15 minutes to compleie and report
their resulls back i CIS.

By uniquely deploying ‘sardboxing as security’, CIS 2013 effers improved securily, fewer pop-ups and greater ease of use than
ever before.

§.2.2.5.2. Unknown Files: The Auto-Sandboxing and Scanning Processes

= \When an executable is first run it passes through'ihe foflowing CIS securily inspections:
= Antivirus scan
¢ HIFS Heusistic check .
+  Buffer Overflow chack

o Hthe processes above determine tat the file is malware then ihe useris alerted and the file is quarantined or
deleted

= An application czn become recognized as 'safe’ by CiS {and therefore not auto-sandboxad or scannad in the
cloud} in the following ways:
o Because if is on the local Comodo White List of knewn safe cpoh:., fons
«  Because the user has zdded e epplication o the local Tristes Files!

»  Bylhe user granting the inslailer elevated pivileges (CIS detects i an exscutabie reqtiires admiristrative
oriviieges. H it does, it asis ihe ussy If they choose to trust, CIS regards the instailer and al fiies generated
by the insialler as safe} -

«  Additionally, a fie is nct auto-szndhoxed or sent for znalysis in the cloud ¥ i is defined as ar: Insialler or
Updater in HIPS Ruieset {See Active RiFS Rules for more detalls)

e - Cloud Scanning Part
Fiies and processas thal pass the security inspections above but ars not ye! recogn’:ec‘ as 'saie’ (white-
fisted) are 'Unrecognized files. In ordsr to try to estzbiish whether 2 fite is safe or rot, CIS wilt first consult
Comodo's File Look-Up Server [FL3) to check the very latest signatiire databases:

»  Adigital hash of the unrecognized precess or file is cresied.

o Thase hashes are uploaded o ihe FLS to check whether the signeiure of the fiie is presanlor the
iales! databases. This database contains s iatest, glcbal biack list of the signatures f all known
malware and 2 white iist of the signatures of the 'safe’ files.

+  First, cur servers check thess hashes agains! the latest available black-iis?
»  If the hash is discovered on this blacklis! then it is maiware
o Theresult is sent back o the iocal instaflation of CiS
o _lithe hashis nof on the latest i plack-list, if's signature s checked agzinst the lalest white-fist
s i the hash is discovered on this white-list then it is trusied J
+  Therestt is sent back to local instatiaticn of CIS
«  Theiozce} white-list is updated
»  The FLS checks detailed above are near instantanecus.
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Sandbox and Cloud Scanning Part 2

If the hash is not on the latest black-list or white-list then it remains as 'unrecognized'’. CIS simultaneously
takes two distinct but complementary actions -

{1) K will run the urrscognized file in the auto-sandbox 5o that it cannot access important operating system
files cr damage your computer .

{2) 1t will leverage Comocdn’s Cloud Scanning fechnology to daterming whether the ie behaves ina

_malicious fashien.

Unrecognized fies and apglications will be isclated and run in the aute-sandbex. CiS wili alert the user that it
is going o rur: the appiicatien in the sandox.

By defauit, auto-sandboxad applizations are run with 'Partially Limiled’ restriclions.

More detail: Aute-sandboxed applications are 2llowed io run under a specific set of conditions or privileges.
In CIS, thes= are known as ‘Restriction Leveis. In part, auto-sandbox restriction levels are implerrented by
enforcing o refaxing the native access rights that Windows can grent ' an agplicalion. There are six levels -
Pariialy Limiied, Limited, Reslricied, Unirusted, Blocked and Fully Viruakized. ‘Pantislly Limited" is the defau!
restriction level for auto-sanciboxed appiications; but you can change this to a different levei in ths Behavior
Blocker Sellings panel.

+  Pertiaily Limrited - The application is atlowed fo access all operating system: Hles and resources like the
siipboard. Modification of profected fiesfregisiry keys is not zllowed. Privileged operations tke loading
crivers or debugging other applisations are aiso nel allowed.{Default)

«  Limited - Only selected cparating sysiem resources can be sccassed by the application. The
application is not allowad to execute more than 10 procasses ai 2 time and is run witheut Adminisirator
account piiviieges.

+  Restricted - The zpplication is allcwed lo access very faw operating system resources. The application
is nol allowed to execute mere than 10 processes at a ime and is run with very limited access rights.
Somre apglications, like computer games, may rot work progeriy under this setting.

o Untrusled - Ths application is not aflcwed to access any operating syslem resources. The application is
not allowed ‘o exacute more then 10 processes at a ime and is run with very fimited access rights.
Somre applicztions thal reguire user inisrzction: may rol wosk property under this setting.

=  Blocked - The applicaticn is ol atiowed fo rur al all.

o Fully Viruaiized - The appiication will be wurtin a virtual envirenment completely isoiated from: your
cperating system and fiies on the rest of yvour computer.

Unrecognized fiies are simiiltaneotsiy uploadad to Cemede’s Instant Mahvare Anaiysis servars for further

chesks:

o Firstly, the iles undergo anothar antivirus scan or: our servers.

o I the scan discovers e e 1o be malicicus (for example, heuristics discover it is a brand new variant)
then it is desigraled as malwars, This result is sent back to the lecal instaliation of CIS and the lozal
and giokal black-list is updaied.
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o {f the scan does not detect thzi the file is malicious then it passes onto the the rext siage of inspection -
behavior monitoring.

. e behavior analysis system is a cloud based service that is usad lo help datermine whether a file
exhibits malicicus behavior. Orce submiitad to the systam, the tnknhown execuiable wili be
auternatically run in a viftual environment and all actions that it iakes will be monitored. For sxampls,
processes spawned, files and registry key modifications, host stats changes and network activity will be
recorded,

o If these behaviors are found to be malicious then the signature of the executable is autematicaliy
added to the aniivinss black iist.

«  {f no maticious behavior is recorded then the fiie is piaced into 'Unrecognized Files' and will be
submitted to cur echnicians for further checks. Note; Behavior Anaiysis can identify maiicious files and
adci to the global black list, but it cannet declare that & fiie is 'sdfe’. The staius of 'saie’ san only be
given to & fiie after more in-depih checks by aur techinicians.

+ Ineither case, the resultis reporied back to your CIS installaiion in approximately 15 minutes. If the
executabls was not found to be malicicus then # will be fun in the auto-sandbox. it will simuitanecusly
be added ‘o the ‘Unreccgnized Files’ ist znd uploaded to our technicians for analysis. If it is discoverad
1o be a ihreal then CIS will show an AV alert to the user. Frem this alent the user 22n opt te quaraniing,
ciean (ceiete} or disinfect the malicicus file. This new threat will be automatically added to the giobal
black list catabase and therefore benelit ali IS users.

6.2.2.6. Configure the Sandbox

The ‘Sandbox’ section of 'Advanced Seitings’ allows you to view, manzge and add applications which shouid aiways be run
inside the sandbox. A sanchoxed appiication kas much less oppertunity fe damage your computer because i is run in a virtua
envircniment isclated from your operating system and your files. This allows youi 16 safely run applications that you are not 150%
sure agout. When adding a nevs appiication, you can also set that! parliculer appiication’s ‘restriction level’ (this determinss the
degree of access that the applicziion has to your ‘real’ sysism) and the amount of resaurces it should be aliowed to consums. if
you do not seiect a restriction level then it will run as 'Fully Viruafized.
The ‘Sandbox area allows you: 1o coniigure setlings that apply o all sandboxed programs. Other sandbox-related options
inciude the ability io passivord grotect the Virtual Deskiop. For eagy identification, Comodo Intemnat Sacurity will show a green
border arourd programs Hat sre running in he sandbox.

= The 'Sanchox’ panei can be accessed by clicking ‘Tasks > Sandbox Tasks > Opsn Advarced Settings > Security

Settings > Defense+ > Sandbox
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Click the following finks to fing out more about each seclicn:
: - Add and coniigure programs that should always run sandboxed

- Fites downloaded cor generated by sandboxed applications that you wish ic be able to
al systen: should be cownioadad to the shared space

Tosklay - Create an ‘exit’ passwerd for the Vistual Desilop. i set, ihe Virtual Desktop cannct be closed or

minimized until the comect password is enlered. This prevents guests or younger usars from exiling this sandbox

snvironment.

at you have addad lo sandbex aleng wilh their instafiation paths and their access restriciion

The ugpar pane lists all programs th
are kaown to be problematic or ic cause

level. Secause the sarcbox is isclated from your operating system, any programs thata
cordiicts with other soitware car be safely run in the sancbox.
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In the list below, you will find the applications that will be automatically run inside the Sandbox
when they are executed.

A

£
In the list below, you will find the applications that will be automatically run inside the Sandbox
when they are executed.

o Click e chevron on the left side of ths columr header and select the search crileria from the drop-dowin.

«  Enter the name of the appiicaticn in part or full in ths search field.

o (lick e right or left asow at the far right of the colums: header lo begir: the search. ~
- Click the N\ icon in the search figld fo ciose the search option.

Clicking the hancle at the bottom cf the pane opens the sancbox fools pansl:
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Romove - Releases the curmenlly seiected pregraim from the sardbox )
Purge - Chacks that al; fiies listed are aciuaily insizlled on your computer 2 the path specified. if not, the fil2 or the fle
group is removad (purged) frem the list.

Note: Programs added to this st will aiways be executed inside the sandcbox. f you want tc sun an application ir: the sandbox |,

on a 'one off’ basis instead, you can ¢o i i1 two ways:

Right click on the program or fle to be opened fromthe Windows: Explorer and select ‘Run in Comodo Sandbox’

or
Flio the 'Sc2n objects’ pane in the CIS Heme sereen to show "Sanchox Objects’ ard drag and drop the program or
iile from Windows Explorer to the pane .
To manually add a program te Sandbox .
{
Click ha handie at the bottom and sslect ‘Add’: - )
Pl ]
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b restictad b B T S T
t e restiictad By the cpusting syslem but vy the Saadhax

Limil maximum memory cansumption 1o

Limit program execution time D

»  Tne 'Manags Sandboxed Program’ interface wiil open:

" To add & program, you can rmantally enter the path ic t e axecitable or click 'Browss' to add the program by choosing:
o Files - Allcivs you o navigale to the execulable of the program you wish ic add.
+  Runhing Processes - Aliows you fo add a program o the sanchex by cheosing a running process,
Settings:

- SelRestriction Level - The Access restriction level determines the amount of prvileges a sandboxed applicaticn has
1o access oiher software and hardware resotirces on your computer. {Default = Disabled)

> Setanaccess resticion level by enabling the 'Set Restricticn Level’ check-box and choosing a ievel iom the diop-

cown. )
s {fyol o nol set a restriction level, CIS will automalically apgly a lsvel of 'Fully Virualized'.
f
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Fully Virtualized - The application wili be rur: in a viftual environment compietely isolated from your
aperating system and files on the rest of your computar.

Unirusted - The application is not aflowed 1o access zny operating system: resources. The application is not
allowead o execute more than 10 processes at a time and is run with very iimitad access rights. Flease note,
same applications that raquire user interaction: may not wosk properly tnder this setting.

Restricted - The appiicalion is aflowed ic-access very few operating system resourses. The applisation: is
not aliowed to execute more than ,10.orocesses at a time and is nin with very limited access rights. Flease
note, applicaticns itke computer games may not werk properly under this seiting.

Limited - Orly selscted cperaling sysiem resources can be eccessed by the appiication. The application is
riot afiowed to execute more than 10 processss at a time and is not allowed to execute actions that require
Administrator ascourt priviieges- Access to many system reseurces, like the clipboard, are also prohibited.

Partially Limited {Defaulf)- The zpplication is aliowed to access ail operaling system files and resources
like the ciipboard. Modification of proiected fies/registry Keys is not allowed. Privileged operaticns tke
Ioading drivers of debugging cther appiications ars also nol allowed, '

Limit maximum memory consumption to: You 2an define how much system memory can be ailocated to the
application by seiecting this check-box then eniering the desired memoty (in MBj ir: the comboe box beside it {Defauit

= Disabled).

Limit the program execution time to: You can define how iong the pregram is allowed to run by selecting this check-

Eox ther entering the me (in seconds}. The program witi be terminated after this time hes elapsed. {Default =
Disabled).

Click OK to add the program o the lis! of sandboxed programs. From this point onwards the application will be run in

the sandbox.

If you wish to remove it at a later dale, simpiy select it in the list and click’ ‘Rermove’. Nexi time you execule this |

appiication it will run outside of the sandnox (prssun‘.mg it is not then detected as malicious or automatically

sanchoxed as paf 1he sasdhoxing procsss).

»  Toedt the restriction seltings for an ap;hcstnor‘. c,uJed th sandbox, select the applicaton and click 'EdE. The

process is same as expi fainedin a

i

'Shared Space’ s a dadicates area on your locai drive that sandboxed applications are perritted to write t and which can alse
bs accessed by non-sandooxad applications {hence the term: 'Shared Space’). For example, any fiies or pregrams you dow load
via z sanchoxed browser that you wish to be able 1o access from your reai system shouid be downiozded to the shared space.

You can ace

This foider is aiso used by the Virtual Desktop and is located by default at ‘C./Program Dzia/Shared Spase’. ,
ss the shared space iolder in ‘*re following ways: ’

Clicking the ‘Shared Space’ snoﬁcul on vour computer deskiod
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»  Clicking 'Shared Space’ butien on the CIS interface

»  Opening 'Sandcox Tasks' from the Tasks interface then clicking ‘Open Shared Space’ .

o Bydefault, sandboxed agplicalions can access folders and files on your ‘real’ sysiem: bu! cannot save any changes 1o
them. However, you czn defing exciusions lo this rule by using the ‘Do rol virtualize access {c... finks.

To define exclusions for files and folders v

«  Enable the 'Do not viduslize access to the specified filesfolders’ check-box then click on the words ths spacified
fiiesffolders'. The 'Manage Exclusiens’ dialeg wiil appear.

oMOEO .

243N

RIE LU RO LTI VY

You can search ior specific exciudad pzih, fie or folder from the iist by clicking the search ico

the column header and entering the name of the fileficider in full or part. You can navigate through the successive
rasulls by clicking the left and right arrows.

Files - Allows you ic specify #les or applications that sancboxed appiicaticns are ble to access
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Folders - Specify a foider that can be accessed by sandboxed applications
File Groups - Enables you to chocse a category of files or folders to which access should be granted.
- For exampls, selecting ‘Exscutebies’ would enable you te creale an exciusicn for all files with the

extensions .exe .dif .sys .ocx .bat pif .scr.cpl. For more details on file groups, refer to the section Fiie
Eroups.

= Running Processes - Afows you to specify a parent program that sancboxed appiicatiens are abie to
access by choosing a nunning process.

»  Toedit an exclusion, select it from: the list, click the handle to open the 00is rrwewu then select "=dil’.

<  Chznge file or foider location path z2nd ciick 'CK’

o Click 'O« to implemant your setlings

*  To manage availablz file groups, click the 'Groups’ button: from the iools menu. The' Mawaqe Fle

Greups’ dialog aliows you to visw, add and edit fiie groups. Piease refer to File Groups i you nsed
more inicrmalion with this area.

To define exclusions jor specific Regisiry keys and values \

«  Enable the 'De not virtualize access 1o the spacified registry keysivalues’ check-box then click on the words ‘the
speciiied registry keyshvelues'. The 'Manage Exclusions’ dialog wilt appear.

B IR

You can search for specific exciuded Regislry Koys or Values from the fist by clicking the search icon at the far
right in he column hsader ard entering the name of the key/vaiue in fui or pari. You can navigate through the
successive restilts by clicking the left and right ammows.

CoMBDE L

~  Click ihe handie at the boticm: o open e tools menu then slick 'Add’.
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+ Registry Groups Allows yoit o batch selest a predietined group of i importan Lregistry keys as exclusions.

For an exglanation of CiS registry groups, refer to the seclicn Segistry Groups.

< Registry Entries - Opens an interface that allows you o quickly browse Windows regisiry keys and add

them as exclusions:

N
\\\\\\\\\\\\\\\\x\\\\\\\\\\\\\\\\\\\\

\\\\\\\\\ - L ' |

'"QECL,R]TY

i ! KLMLSCFTWARE; CuckooV*
& SAM : RN \

AdTrustMedia
& CO7ftsY
COMODO
Classes
= Clients

¥ Gemplus
Google

& Microsoft
Mozilla
MozillaPlugins
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= Click '0O¥' to implement your seftings.
Te edit an exception, first select it from the list, click the handle to opan the icois menu then select 'Edit.

o Edit the key path and click CK.

Edit File Path
{ HKLM\SOF TWARE\Cuckoo\*

'

Te view ang manage Registry Groups, click the handle at the betiom and select "Groups’”. From here you can

addfremove reqistry groups, rename a groups and addiremove individual keys toffrem a group. Note - any changes
ycu make here are not limited lo registry group ‘sxclusions’, they apply to rsgistry groups oversll. Refer to the section
Roglatey Graups for more detalls on managing ragistry groups.

Cther Settings:

Enable automatic stariup for services instalied in the sandbox - By cefauii, CIS does not permit sandboxed
services ic run at Windows slariup. Select tis check-box o ailow them 1o o so. {Default = Disabied)

Show highlight frame for virtualized programs - If enabled, CIS displays a green torder around the windows of
pragtams that ars running insida the sandbox The foilowing example shows an .oat document opened with a
sancboxed version npenOf‘ ce Wiiter:

RS R T A R

SIS

SEARERARES

Trojan Horse

The Trojan Horse is a tale from the Trojan War about the subterfuge that the Greeks used to enter the

ity of Troy and win the conflict. In the canonical version, after a fruitless 10-year siege, the Greeks

‘ onstructed a huge wooden horse, and hid a select force of men inside. The Greeks pretended to sail

away and the Trojans pulled the horse into their city as a victory trophy. That night the Greek force

crept out ofthe horse and opened the gates for the rest of the Greek army, which had sailed back under
over of night. The Greeks entered and destroyed the city of Troy, decisively ending the war.

The main ancient source for the storyis the Aeneid of Virgil, a Latin epic poem from the time of

.Augustus The event is referred to in Homer's Odyssey. In the Greek tradition, the horse is called the

"Wooden Horse" (Aovperog Inmocg, Dotireios Hippos, in the Homeric Ionic dialect).

Metaphorically a "Trojan Horse” has come to mean any trick or stratagem that causes a target to allow

a foe into a securely protected bastion or space. Malicious computer programs which trick users into
nning them as routine, useful, or interesting are called Trojan horses.

The Virtual Deskiop Settings arez allows you ic password protect your Vistual Deskiop. Oace set, the password has to be

eniered every lime when the Virlual Desktop is ciosad.
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~ The exit password for the Virtiai Desktop asts as a security measure to p'evem quest users or younger users from exiting out of
e isolaied environmant you have prepared for ther and potentially exposing the real system ic danger.

To set an exit password for Virtual Deskiop:

s Seiecl the ‘Protect Virtual Deskiop with a password’ check-box ther click ihe words password. The 'Change password'
dizlog vili appear.

\\\\\\\\\\\\\\\\\\\
Ka 3

X
S
N o
\\Nm\\\\\\\\\\\\\\‘-“
)

&1 Protect Virtual Desktop wit

LT LTTE b oort 000000 0don BRI

Password: eesesess

Retype: g.o.ooono

«  Type a password which contains a combination of alphzbatic and numeric characlers end symbols which cznnot be
easily guessed by cihers. We recomimend a password of at least 8 character in length.

s Re-anter the password in the 'Retype’ field then ¢lick 'TK'.
You wili now be eskec for a password every ime yeu exit the Virtual Desktop.
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6.2.3. Firewall Settings

The Firewail component of Comodo Intamet Security ofiers the highest levels of securily against inbound znd cutbound threats.
it checks that all network traffic in and cut of your compulter is legitimate, it stealths your compuler's poris against hackers and it
blocks maiicious software frem lransmiiting your confidentiai cata over ihe Internet. Comodo Firewall aiso makes it easy icr yau
1o spacify exaclly which applications are allowed to connect {o the inlemet and immediately wams you when there is suspicious
aclivity. Alsc you car configuse rules to allow or bleck aceess to specific websites for particular users of your computer,

e

Firewasl Settings

Do NOT show popup alerts
5] Enable automatic detection of private networks

Enable Trustconnect alerts

{¥] Tum traffic animation effects on
F] Create rules for safe applications
Set alert frequency level

Set new on-screen alert timeout to

{#] Fiiter IPv8 traffic

Filter (oopback traffic (e.g. 127.Xxx, 1)
Block fragmented IP traffic

£] Do Protocol Analysis

f#] Enable anti-ARP spoafing

The Firewall Setlings’ area has several sub-sections thal atiow you to configure overall behavior, configure retwork zones and
portsets and {for acvanced users} to configure and deploy traffic fitering ruies on an agplicalion specific and global basis.

Click the followirg finks ¥ jump to the section you need helg with:

Configure settings that govern the overall bshavier of ths firewali component.

A " N -
apphr‘atm': or ;.pef* Hic tybes of ppl lcat;r\n
o Dlobal Rules - Visw, create and modify nules that apply to ail taffic flowing in 2nd out of your eomputer.

Sels - Predefined collections of firewail ruies that can be appied, oui-ol-the-box, to Intemet capatle applications
such as browsers, emzil cliznis and FTP clients.

Nofiwosk Josen - Anelwork zone is a ramed grouping of one or more IF addressas. Cnee created, you ¢an specify a
zone as the fargel of firewail rule. .

- Predefined groups of regularly used ports that can used and reused when creating trafiic fitering rules.

= Websils Fitesing - Create website Hilering nuies which lst vou determine which sites certain users can of canriot
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not to akiow o block a connection attempt.
- For Quigeing connection atlempls, the spplication nuies are consuited first then the global rules.

- For incoming connection attenpts, e globa rules are consuiied first then application specific wuies.

6.2.3.1. Firewall Behavior Seftings

Firewai! Setings panei allows you to quickly sonfigure overall Firewall settings and is divided intc three mair: areas:

&N, 9 T O Ml <
Sasmaral Seiding
d SENETH FERMEE

&) Enabls Firewall (Racommendzd)

T o aint Deacazall velyiat, & i b $ R P A Yre
This aptinn enabiss frawall which §ters inbound and cuthouns s

Set alert frequency level

Set new on-screen alert timeout to

Filter IPv6 traffic
Filter loopback traffic (e.g. 127 xxXx, 1)

Block fragmented IP traffic
Do Protocol Analysis

Enable anti-ARP spoafing

RN RN

./
= Enable Firewall - Allows you: 1 erable or disable Firewall proiection.{Default and recommended =Enabled)

Note: The Firewall configuration setings can also he modified in the 'Advanced View' of the Home screen by clicking he '
status link beside Firewall in the Firewal pane. .
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if enabled, you can also choose the security level from the accompanying drop-down menu:

Enable Firewall {Resommendsd)

Al : i b acs Sivectiall it W B0 ars
Fhis antion enaiies firswali which fiters

The choices avaiiatle are:

< Block All: The firewall biocks &ll iraffic in and out of your computer regardiess o any user-defined configuration and
rules. The firewall does not zitsmpt lo lesm the behavior of any application and doss not zulomaticafly create traffic
rules for 2ny appilicaticns. Choasing this option efféctively prevenis your computer from accessing 2ny networks,
including the Internet.

- Custom Ruleset Mode: The firewzll applies ONLY the custom security configurations and nietiwesk frallis sifes
speciied by the tser. New users may want fo think of this as the ‘Do Noi Leam’ selling because the firewall does not
atternnt to iearn the behavior of any applications.- Nor does it-autcmaticaly creale network Yraffic rules for those
aprlications. You wili receive 2lerts every fime there is a connection attermpt by an appiication - aven for appiicaticns
cn the Comodo Sale fist {unless, 0f course, you have specified ruies and poiicies that instiuct the firewall to trust the
application's conrection ailsmpl}.

I any application tries to make a conneaction to the cutsice, the frewali audits al! the loaded components and checks
each against the st ¢i compeneriis already alicwed or blecked. If a compenent is found (o be blocked, te entire
applicalion is denied Internet access and an alert is gsnerated. This selting is advised lor experierced firewall users
that wish to maximize e visibility and contrcl over trafiic in and out of thair computer.

= Saie Mode (Default). While fitering netwerk trafiic, the firewal: automaticaliy cresies ruies that allcw ai
components of applications cerified as 'Safe’ by Comodo, if the checkbox Treate rules for safe apy i
seleciad. For non-cenlified new applications, you will receive an alert whenever thal appiication atiemzis 10 access the
network. Should you choose, you can grant that application intemet access by choosing Treat this appiication as a
Trusted Application’ at the zlert. This depioys the predetined firowal sulese! Trusted Application’ onto the

application.

o
€%y

‘Safe hicde' is the recommended satting for most users - combining the highest levels of securily with ar: sasy-io-
manage number of connection aleris.

«  Training Mode : The firewall moniors network traffic and create atiomatic allow rules for ali new applications uatil te
security ievel is adjusted. You will nol receive any aleris in "Training Mede' mode. if you chcose the Training Mode’
setiing, we asvise thal you are 1£0% sure that all applications instailec on your computer are assigned the carseai

Soask amease riehia
TRUNN NTCOTE NG

» Do NOT show popup aleris - Cenfigure whelher or not vou want to be notified when the firewail encounters a request
for netwoik access. Choosing ‘Do NCT show popup alerts’ will minimize disturbances but &t some loss of user
awareness. (Default = Enabled)
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¥ Do NOT show popup alerts

nable automatic detection of

m

Trustegnnact aients

> Enable automatic detection of private networks - instructs Comede Firewail ic keep meniicring whather vour
computer is connected to any new wired or wireless nelwork. The firewalt will display ar: alert as showr: beiow if it
delacts z new naiwork {for example, when you: connect to a wired heme or office nslwork or 2 Wi-Fi network).

L

0

\\'.t-

L oo

aur incation

™ Do not detzct new netwarks again

You can select ihe type of naw network vou are connscied to, so that the firewall configuration is optimized for the type
of connection. Comodo recommands users 1o ieave this optlicn at its defaull, enabled selling {Defawit = Enabled).

Enable Trustconnect alerts - if you are conrecling to Internel al a pubiic place lke an aiiperl or a cofles shop then you are
potentially exposing yourself to danger. Unsecured public networks can aliow other people to easily savesdrop on your
communisaiions or even gain access o your compuier to steal your confidential informaticn. In order to szfequard 2gainst such
attempts, Comodo recomsrends you encrypt yous connzclion in pubiic hotspols using TrustConnect - a secure internat roxy
service.

if sefecled, Comodo Firewall will display an alest if il detects you are cornecied 1o the Inteqgspirropsh apoRerHpd FRYFAY, Page 2487
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(Defauli=Enabled). The drop-down c-piéons allew you {c select the conditions under which you want alerts {0 be displayed:

¥ Enakle sutomatic etmtnm of private networks

ZZZ

Enable Trustconnect alerts

Tumn traffic animation efiects

S

"o Unsecured Wireless Nefworks Only (Defauft) - TrustConnest aisrls are dispiayed only if you are
connecting fo an unencivpled wirgless network. Coe

«  Public and Unsecured Wireless Networks only - TrusiCcnnact aleris are displayed whenaver you
connect te a putlic wireless network irraspeciive of whether the connection is er.cr;pted

You wili be alerted and offered the oppor riunity $o secure the connaciion via the icllowing rotifisatio

e ——

in an unszcured wireless network, your communivation isvisibie ta everpane in the
sante netaoels

TTTVALLI AL 8000082 104 10 30 10010 L4 UTRYCOR N TOTN S SR INE0N0E05000 IR AP0t T UOTANRLLLLVDLELELEECEevecssonsondnsislLLet 200

- Turn traffic animation effects on - By delault, the Comede internat Securify’s “Shield' tray icon dispiays a small
animation: whenever traffic moves to or from your computer.

1

If the #affis is outbound, yoiu can see green arrows moving upwards on the right hard side of the shisld, Similary, for
irbound trafic you can see yeliow arrows maoving down the leil hand side. This provides a vary ussful indicator of the
real-time movemant of dala in and out of vour computer. Clca' {his check box If you would rather rol see this
animation {Defauit = Enabled}.

- ¢ Create rules for safe applications - Comadc Firewall trusts the applications if:

= The applicatiorfliie is included in the Trusted Files list under File Ranr‘g Settings;

s list under File Rating Ssttings;
B

«  The applicatior: is from a vendor included in the Tt
= The application is included in the extensive and censtantly updated Comodo safelist.
By default, CIS doss not automatisally create ‘affow ruies for safe amllcauors This helps saving the rescurce tsage,

simplilies the rules interfase by raducing the nurrber of "Allewed ruies init, redufﬁﬁ\}{xe n‘b,fbé %;él r??‘ f?Bd F’age 2488
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benefisizl tc beginrers who find difiiculiiss in seiling up the ruies.

Enabling this chackbox instructs CiS o begin learning the bshavior of safe applications so that it can automaticaily
generate the 'Allow’ rules. These rules am isted in the Agpiication Reles interface. The Advanced users can

editymodify the rules as they wish {Default = Disadled).

Baciground Nats: Prior to version 4.x, CIS wouid automatically add an allow ruie for ‘safe’ #les lo the rules interface. This
allowed advanced users I have granuiar control over rules but could also ie2d o 2 ciuttered rules interface. The conslant
acidiiion of fhese 'allow’ rules and the comrespording reguiremerst to leam the behavior of applications that are already
considered 'safe’.aiso took a toll on system resources. i version 4.x and above, ‘gllow’ rules for appiicaticns consicered 'safe’
are not automatically created - simplifying the rules interface and cutting resource overhead with no iess in security. Advanced
users can re-enzble iis setting if hey require the ability fo edit rules for safe applications {or, informalfy, i they preferred the
way rules wese created in CIS version 3.x}. Co-

> Setalenl Frequency level - Enatling this eplicn allows you to configure the amount of alerts that Coemode Firewall
generates, from the crep-down. It should be noted that this does net affect your security. whick: is determined by the
sules you have configured {for example, in ‘Splication Rafes' and 'Global Rules'). For the majority of users, the
cefault setting of 'Low' s the perfect level - ensuring you are kept informed of sonnecticn aftermpis and suspicious
behaviors whilst nct cverwhelming you with aleri messagss. {Defauli=Disabled)
[}

for sale appiic

[§] Set alert frequency level

The options available are:

+  Very High: The tirewali shows separate alerts for cutgoing and incoming scnnection requesis for both TCP
end UDP pretocols or specific ports end for specific 1P addresses, for an appiication. This selling provides
the highest degree of visibiiity 10 inbound and outbsund scnnestion aftempis but feads o a praliferation of
firewall alerts. For exampie, using a browsar i connect to your Internet home-page may ganerate as many
&s 5 separate aleris for an culgoing TCF connection alone.

= High: The firawail shows separale alerts for ouigoing and incoming connhection requests for both TCP and
UDP grotocols on specific perls for an application.

s Medium: The firewall shows alerts for otsigning and incoming connection recuests for both TCP and UGP
grotocols for an application.

- Low: The firewall shows aferis for cutgoing and inceming coninection requests for an application. This is the
satting recommended by Comodo and is suiteble for the majority of users.

= Very Low: The firewall shows only on2 alert for 2n appiicaticn.

The Alert Frequercy setiings refer only in connection attempts by appiications or from IF addresses that you have not
. , = .. . !

(vei} decidad to tust. For example, you could speciy & very high alert frequency leve, but not receive any alerts at all

i you have chesen o ust the application that is making the cornection attempt.

»  Setnew on-screen alert time out to: Delermines how long the Firewal: shows an alest for without any user
intesvention. By default, the imeou! is sef a! 120 seconds. You may adjusl thie setling 1o your own preference.

Comodo Firewall featurss advanced delestion settings io heip protact your compuler against commen typss &f deniai of service
(D08} altack. \When lsunching a denial of service or flood” allack, an attacker bombards a target machine wilh 50 many
cornaction requests that your computer is unable ic accept iegitimzls connections, effectively shulling down your web, email,
FTP or VPN server. '
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Filter 1P v6 trafiic - If snabled, CiS will fitier IPv5 natwork Iraffic in addition ie iPvd trafiic.{Default = Disabled).

s Note: IPVG slands for intemet Protesoi Version 6 and is intended to repiase Intemet Protoco: Versian 4 (iPv4).

The move is primariy driven by the anticicated exhaustion of availabie IP addresses. [Pv4 was deveioped in 1951 and is stiil
the mosl wideiy deploved version - accounting for almost alf of feday's Intemet traffic. Howevar, bacause IPv4 uses 32 bits for
1P addresses, there is a physical upper fimit of around 4.3 billion possible P zddresses - a figure widely viewed as inzdequate
to cope with the further expansion of the internat. In simple terms, the number of devices requiring IF addnesses is in danger of
exceeding the number of IP addresses thal are available. This hard limit has already led ic the developmeni of 'work-around”
soiutions such as Network Address Translziion {NAT), which enable multinle hosls on private networks to access the Internet
using a single IP address.

o . gt ) . ; NPT . .
PV on the other hand, uses 128 bils per address (defivering 3.4%1038 unique addresses; and is viewed as the only realistic,
long term soluticn 1o IP address exhaustion. IPV6 zlso implemants numerous eaharcements that are not presert in iPvd -
including greater security, impravedt support for mobite devices and mare officient routing of daia packats.

> Filter joopback traffic: Loopback connections refer 1o the internal commiinications within your PC. Any data
transimilted by vour compuiter through a loopback cernactiorn: is immediately &lso received by it. This invoives ne
cennecticn aulside your sompulter ic the Internet or 3 local network. The IP address of the ioopback network is
127.0.0.1, which you may havs heard refemred to under its domain name of ‘hilp:/flocalhost’ i.e. the address of your
computar, Loopback channe! atiacks car: be used te iood your computer with TCP andor UDP requests which can
smash vour iF stack or crash your computer. Leaving this box checked means the fireivall flter traffic sent through this
channel. communiczie using the loopback channel. (Default = Enabled).

»  Block Fragmented IP traffic - YWhen a conneclion is opened between two cemputers, they must agres or a
Maximum Trznsmission Unit (MTU}. 1P Dalagram fragmentation cecurs when data passes through a router with an
MTU less than the MTU you are using iL.e when a datagram is larger.than the MTU of the natwork ovier which it must
be sent, it is divided into smalier “iragments’ which are each sent separately. Fragmenlad |P packels can crezie
threals similar to a BOS attack. Morsover, these fregmeniations can doubie the amount of ¥me it takes ic send a
single packei 2nd slow down your downjoad tinve {Befauit = Disabled).

» Do protoce] Analysis - Proiccoi Analysis is key to the deteclion of fake packets used in denial of service allacks.
Checking his option means Comodo Firewall checks every packet conforms ie that protocols standards. If nof, then
the packeis are blocked (Default = Disabled).

> Enabie anti-ARP spoofing - A graluitous Address Resolution Protocol (ARP} frame is an ARP Repiv that is breadcast
1o all machines in a network and is aot in response 1o eny ARF Request When an ARP Reply is broadcast, all hosts
ara required to update their local ARP czches, whether or nol the ARP Repiy was in response to an ARF Request they
had issued. Graiuitous ARP frames are important 2s they updale your machine’s ARP cache whenever there is a
changa o another mashine on the network (for exampie, if a network card is replaced in a machine on the netwerk,
then a gratuiicus ARP frame informs your machine of this change and requests © updalte your ARP cache so that cata
can be correciy routed). However, while ARP czlls might be refevant to an ever shiiting oifice netwosk comprising
many machines that need lo keep each other updated , i is of f2r less relevance lo, say, a single computer in vour
home network. Erabling this setting helps 1o block such requests - protecting the ARP cache from poterially malicious
updales {Default = Disabled).

Rules

Cev NS
Tae ans Wilsasd
ARY SNHA NN

43
73

Whernevar an application makes a recusst for intemet or netwo access, Comodo Firewalt allows or denies this request based
upor: the Firewall Rutesel thei has been specified for that application. Firewzll Rulesels are, in fum, made up from one or more
individual network access rules. Each individual network ascess fuie contains instructions that defermine whether the appliczdon
should be alicwad or blocked; which protocols it is afiowed to use; which ports itis aliowed to tse and se ferth.
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N N

Tt

/
The application's name The toliewhig el apiatgs
is tisted directly skove
the rules applied to it
AN

AR

The rule applied 1o an
applivation delusives s
nehwork access rights

ANANNAANIANRRNNY

L P sk ana L

R IR

Each ruleset is derived
from atleast one but usually  §
a combination of
individually contfigurable rules §

Name of the
pre-defined ruleset

1l

Tha first colimn, Application, dispiays a list of the appiications on.your.system for which & Firewati rulsset has been depioyed.
i the application belongs 1o a file group, then all member applications assume the ruleset of the file group. The sesend column,
Treat as, coiurmn displays the name of the Firewali ruleset assigned o ths epplication or groug of agplications i collimn one.
You can use the search ogtion te find a specific name in the fist.

.

.

£ at the far.dght in the coluran header.

To use the search oplion, click the search jcon

N

\

The Tollowing frewall application ruies are active on this computer.

o Click the chevron on the left side of the column header and selsct the search critenia from the drop-down.
s Enter parlly or fully the nzme of the item as per the selected cileria in Hie search fieid,
Y . . . N . .

= lick the rigit or left amow at the far right of the column header to begir: the search.

o Click the . icon in the search field to ciose the search opion.
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General Navigation: .
Clicking the handle at the bottom center of the interface opens 2 ruie control panal:

.

L

PR
AL I’l'! lllIl'llllllllllill.ll|ll

= Add - Alicws the us

o Edit - Allows ﬂ*e user to mcd iy the Firewall |

& (31 "'{g; TR AR
frawsl Rufes' and 'Sdding

GF .\::\-\:.,
- Remove - Delg,tes the selecied rulesst.”

- Purge - Runs a system chesk to verify that all the applications for which rulesels are listed 2re actually installed
on the host machine &t the path specifizd. i not, the rule is remaeved, or ‘purged’, from the list,

if you wish to mocify e fisswall rwlesstfor an appiication:

> Doubie click on the applicaticn name to bagin "Treatin
. bc:|°(." the app! lcatif\n rame click the handle zt the bc tom rght and choose ‘Edit' from the eptions 1o begin

Sav ey Sie 88
Q Firowsat! Ruley’

: within the ruleset:

«  Doubleclick on ths speciﬁc ruie {o begin ‘Adging and Editlay o Fivowal! Ryl

o%
‘3\\\“\&\\ \\i‘fo

7e n.imet‘, by ch:mg the hanclz al the bottom canter and seiect 'Move Up’ or 'Move Sown' frem the

Users can also re-pricritf
opiions.

Although each ruleset carn be defined #rom the ground up by individually configuring its constituent mules, this practice would be
#ime consuming if it had to be performed for every single program on your system, For this reasen, Comodo Firewail contains a
selection of predefined nuieseis according lo broad application category-For-exanple, you may choose to apply the ruleset 'Web
Browssr’ 10 he epplications fike Internet Explorer, ‘Firslox' and 'Cpera’. Sach gradefinad ruleset has been speciiically desigried
by Comodo Firewali 1o opiimize the security level of a certain type of appiicatien. Users can, of course, modity these predefined

rulesats {o sult their ervircnmen?! and reguirements. For more delails, see Pradafinest Ride Sets,

< for an intraduction: lo the rule setting intarface
s io leam how i create and edit Firewati nuleset

Application Rule interjace

iescanbe adced'mudif ed,"emcved and re-ordered through the Applicatior: Ruls interface. Any nuies ¢reated using
il Sailing a Firswall Nede is dispiayed in this fist

The Applisation Rule inlerface is displzyed whan you click 'Add’ o 'Edit from the options in ‘Application Rules' interface.

»
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S S

Name: | C:\Program Files\Mozila Firefox\firefox exe

& Use Ruleset:

& Use a Custom Ruleset.

nearer lh¢= too cf tr-e listis app |erj.

Users can also re-pr
ors. To begln creaurg Firewall rulesets, firs! read ‘Qverst

g
Firewall Ruk

e rulesets by clicking the hzncle at the bottom wnter and seiect 'Move Up'or 'Move O

o H A 3 -
of Rufes and Rubosals' then ‘Creating and 3

You can use the

= Click the chavion on the leit side of the column header and select the search criteria from the drop-down.

= Enter parlly or iully the name of the item as per the selected ciiteria in the szarch fisid.
o Click the right or lefi 2mow at the farright of the column header to begin the search.

- Click e N icon in the search field 1 ciose the search optina.

To begin defiring an application's Firewali ruleset, you: need take two basic steps.
IBM - Ex. 1002-Part 7 of 10, Page 2493
IPR2025-00379 (IBM v. Croga)



Step 1 - Select the application that you wish the ruleset is to be applied

yo.t wish to define a ruieset for a new applicaticn { i.e. one tha! is nol already Iisted;) the’x click the handie from the Agpification
wies inderfacy and select "Add’ from the options. T.his brings up the '{pplicati shown below;

& Use Ruleset:

Use a Custom Ruleset

Because this is a new application, the ‘Application Path' fieid is biark. {if you are modilying an existing rulesei, then this inte:face
shows fhe individual ruies for that application’s ruleset}.

o Click 'Browse’ bufton.

e )

You now have 3 methods aveilable to choose the zpplication for which you wish 1o create a ruleset - Fife Qroups; Files and
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File Groups - choosing this option allows you to creaie firewail ruieset for a categery of pre-set lles or
foiders. For axampls, seleciing ‘Execulabies’ would enabie you fe create a Firswail Ruleset for any file that
attempts to connect fo the Intemet with the exlensions .exe .dli .sys .0cx bat .pif .scr .cpi . Giher such
sategeries available include 'Windows System Applications’, 'Windows Updater Applizations', ‘Start Up
Felders® el - each of which provide a fast and ¢onvenient way to adply & ganeric rileset to imporiant files
and iolders. To view the fle typss and folders that are affectes by choosing cine of these oplions, you need lo
visit the 'Protected Files' of Comoco Infemet Sscurily by navigating to: Advanced Seltings > Security
Settings > Defense+ > HIFS > File Prolection> Prolected Files and ciicking the handie from the boitom
center > Groups. For more detalls on fiie groups, rafer o the section Fifs Sroups.

Files - this option is the easiesl for mest users and simply ailows vou to browse to the location of the
application for which you want i depioy the firewall ruleset. in the example below, we have decided to
creaie a firswail ruieset for the Opera web browser.

17.0.1241.53
18.0.1284.49
ald_status
installation_status
installer_prefs.json

iii.

Running Processes - as the name suggesis, this oplion allows you lo sreate and deploy firewall raleset for
any process it is curently running on your PC.
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:‘_‘_’] spoolsv.exe
%9 mDNSResponder.exe 1896
$49 dragon_updater.exe 304
\ GeekBuddyRSP.exe 428

fo £9 Isass.exe 20

4 explorer.exg 1388
§_§; jusched.exe . 1976

jucherk.exe : 316

cis.exe 3956

cis.exe

%\%\ ‘mspaint.exe

-

Yeu can choose an individual process {shown above) or the parsnt process of a sel of running procasses. Click ‘OK' lo
coafirm your choice, . :

Having selecied the individual application, running process or file group, the nex! stage is to Configure the niles for this
anplication’s Firewail Ruleset. -

Step 2- Configure the ritles for this application's ruleset

$239Y. I

= Use aPredefined Ruleset - Seiecting this oplion ailows the tiser lo quickly deploy a existing ruleset onto the
target appiicatior. Chocse lhe ruleset you wish lo use #om the drop-down mend. In the exarrple below, we have
chosen "Web Browser' bacause we are creziing a ruieset for s ‘Opera’ browssr. The name of the predsfined”

ruieset you choose is dispiayed in the Treal As column for that application in the intwYacse {Default = Disabled).

A
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o

Name: C:\Program Files\Opera\auncher.exe

& Use Ruleset:

» Use a Custom Ruleset

R

e

ol d and
defined using the Fredefined Rufesads interface. i you requirs the ability to add or modify ruies for an application ther: you ara
effectively crealing = new, usta m: ruieset ang shouid cheose :1e mors fiexible s Cisiom Ryulesel option instead,

Note: Predefined Rulose’*, nce chosen, cannot be modified directly from this interface - they can only be me

+  Use a Custom Ruleset - dssigned for more experienced users, the Custom Ruleset option enables full controi
over the confiquration of Firewali Ruleset and the parameters of each rule within that ruleset (Default =
Enabled),

IBM - Ex. 1002-Part 7 of 10, Page 2497
IPR2025-00379 (IBM v. Croga)



Name: C:\Program Files\Opera\auncher .exe

2 Use Ruleset:

£ Use a Custom Ruleset

" Allgws Duigoing FTP-PASY Requests

Block and Loy All Unmatching Requests

T TN IrC SIS Selecting ‘Use a Custemn Ruleset’ then 'Capy fmm > Rulese
3 will populate the rules window with the constituent m!us
“of the predefined rule. In the example shown, the individualbrules
from the Vab Browse:r’ policy are now accessilde.
Using this as a stasting point, experienced users can add,
re.grder, smodify and remave reles (o suit the applicaiion.

You can create an entirely new ruleset or tse a predefined rulesel as a-starting point by:

*  Clicking the handie from the betiom right and choosing ‘Add’ from the options o add individual Firewali rules. Sze

Addiling and Sditing & Prowaff Rule' for an ovenview of the process.

»  ise the ‘Ccpy From' buticn lo popuiate the list with the Firewall niles of & ©

= Use the 'Ccpy From' buticn o popuiate the list with the Firewszll rules of ancther appiicaiion‘s ruieset.

R

<Y option fc roll it cut.

- K you wani to buiic a bespoke iuiesei for maybe one or two spedi
the "Uiss a Custom Nulescl option and create your ruleset eith
1:sing one of the buill-in rulesets as a starting paint.

o liyouwishio cruate a reusable ruiese! for deplr yment on muitiple appiications, we advise you add a new
SN 8 Qs,sc (or medify one of the sxisting ones (o suit your necds) - then come back ic this

fic applications, then we advise you choose
7 from scralch by adding individua: rules or by

At their core, each Firewall can be though: of 2s a sirepie IF THEN trigger - a set of conditions (or aitibutes} pertaining to &
pac.k‘et of data from a parlicular application and an aclian it that is enforced if those conditions are met.

a packet filtesing firewail, Comodo Firewali analyzes the attricules of every single packe! of data tha! altempls ‘c enter or
Ieave your computer, Ailributes of a packet include the eppiicatior: that is serding or receiving the packet, e protocot it is using,
e dreciion in which il is traveling, the scurce and destinalion iP acdresses and the pors it is 2itempling to fraverse. The

rewali then thes to find a Firewall ruie tat maiches ail the conditional atiibuies of this packst ir crder to detemmine whether or
not it should be aliowed to proceed. I there is no comesponding Firewzll ruie, then the connection is automatically blocked unti

a rule is creaied.
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If the packet of data
meets these camslitions.,

Y ...then the firewall will take this agtion

If you chose 'TCP', ‘UDP’ or rTCP and 'UDP”, then the rule has the form: &xiien |Protocol | Direction |Source Address |
Destination &ddress | Ssurce Pert | Destination Port

If you chose 'ICMP, then the rule has the form: &ction [Protocof | Direction | Source Address | Destination Address | ISP
Details

If you chose 'IP", then the rule has the form: Astian | Protocs! | Direction | Source Address | Destinatlon Address [ 1P
Details

st The action the firawail takes when tha cenditions of the ruie are mat. The rule shows 'Allovs, ‘Block' or

o Protocol States the protocol that the target apglication must be altempling o tse when sending or receiving gackels
of dala. The rule shows ‘TCP', 'UDP', 'TCP or UDP', 'ICMP' or 1P’

- Direction: Siates the direction of irz#ic that fe data packet must be altempting 1o negotiate. The ruie shows o', ‘Out’
cr infOut’

o Source Address: States the source address of the connection attempt. The rule shows 'From’ followed by one of the
following: P, IP range, IP Mask , Network Zone, Host Name or Mac Address

- Destination Address: Siates the address of the eonnection atiempt. The rule shows "To' foliowed by one of the
fcliowing: IP, iP range, IP Mask, Network Zone, Host Name or Mac Address

- Source Pori: States the portis) that the application must be altampling to send packets of defa through. Shows
‘Where Source Port Is’ follcived by one of the following: 'Any’, ‘Post #, 'Port Range’ or Port Set’

= Destination Port: States the poitis) on the remete entity that the agpplication must &e attenypiing Lo send to. Shows
‘Where Source Port is’ iollowad by one of the following: 'Any’, 'Port #, ‘Port Range' or Port Set’

o {CMP Detaa!s Stalas the ICMP message that must be detecied to irigger the action. Ses Sdding and Sty s
Firawall Ruie for detaiis of available messages thzi can be displzyed.

. IP Detaits: States the type of IP protocol that must be detected to trigger the action: See &
Risls In see the list of availabie IP profosols that can be displayed here.

Firowa

Once a suie is appiied, Comode Firewzll maniters ail neiwork traffic refaling to the choser application and take the specified
acticn if the conciitions are met. Users shouid also sze the section "Sialiai Ruley' to understand the interaction between
Appiication Rules and Giobal Rules.

* ¥you chose fo add a des"'mnve name when ureanna the n.,e men ;hk rarre is displayed hers ratfier tharn it's fuli parameters.
Sze the next secton, fe

The Firewal Rule inlerace is used to configure the actions and conditicns of an individual Firewsall ruie. If you are not an
e)@er ‘enced ﬁ'ewall u:er or sre unstire ct,\out tbe seflings in thi:, area, we adv se yOL first qalr‘ some baskground inowlecge by

aoved ating
AN LTy and
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i

Action {Allowe 7] Log as firewall event if this rule is fired

protocol: TCP or UDP

Direction: I'l or Out

Description

R R R R R R R

R

Arny Address

TULCLLIOIOTELS,
NN

Generat Seltings

Action: Define the action the firewali takes when the conditions of the nule are mst. Gplions availabie viz e drop
down menu: are 'Allow’ {Default), ‘Block’ or 'Ask’,

Protocol: Aliows the user o specify which protocol the datz packet should be using. Options availabie via the drop
cown menu are 'TCP', 'UDP, 'TCP or UDP' (Defauft), 1CNP" or 'IP’ .

Sote: Your cheice here alters the chaices 2vallable 1o vou in the 12b stnicture on the fower haif of the inferface.

Protocol

Direction: Allows the user to define which direction the packels should be traveiing. Options available via the drop
down menu are 'k, ‘Out’ or InfOut’ {Defaull).

il svey oy vigwey

Log as a firewal} event if this rule is fired: Checking this oplion creales an enliy in the v oy
whenaver this rule is cailed into operation. {i.e. when ALL condilicns have been met} {Defauft = Disabled).

Description: Allows vou to type a iendly name for the rule. Some users find it more iniuilive 1o name a ruie by it's
intended pumpose. { 'Allow Culgoing HTTF requests’). If you creats ea frerdlv r*ame, Jle"l this xs d cpla /eu o rapresont

inslead of the fuli actionsicondilicns in e main Spaiinating Rules inforn

TCE, 'UPD or TCP or UDP

If you salect TCP', 'UPD’ or 'TCP or UDP as the Prolocal for your netwerk, then you have to define the source and
destination i addrasses and poris receiving and sending ihe information.

IBM - Ex. 1002-Part 7 of 10, Page 2500
IPR2025-00379 (IBM v. Croga)



iz

Zzzzzizzizzzz2z:

N
N
N
N
\
\
\
\
Y
N
§

Any Address

Any Address

Hosk Neme

IPv4 Address Range

IPv4 Single Address

1Pv4 Subnet Mask
1Pv6 Single Address
1Pv6 Subnet Mask
MAC Address

g Network Zone

Source Address and Destination Address:

1. You can choose any 1P Address by sslecting Any Address in ths Type drop-down box. This menu dafaulls o
zn [P rangs of 0.0.2.0- 255.255.235.255 15 aliow connection from: ali IP addresses.

2. Ycu can choose a named host by selecting a Host Name which denoles your [P address.

3. Youcan choose an {Pvd Range by selecting 1Pv4 Address Range - ior exanple the range in your privale
network and enlering the IF addresses in ths Stat Range and End Range 1ex? boxes.

4. Youcan chonse a Single 1Pvd address by sefecting IPv4 Single Address and entering the IP acdress in the
IP adcress fext box, 2.¢., 192.1€8.200.113.

5. Youcan choose {Pvd Mask by selecting iPv4 Subnet Mask. P netwerks can bs divided inte smailer natworks
called sub-networks (cr subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network. Enler the P address and Mask of the net}vork.

6. Yot can choose & Single IPvE address by selecting 1PvB Single Address and entesing the IF address in the

=~

You: can choose IPv6 Mask by selecting iPvE Subnet Mask. IP netwerks can bs divided inic smailer networks

called sub-netwerks (cr subnets). An 1P address/ Mask is a subnet defined by IP address and mask of the

retwaork. Enter the iP acdress and Mask of the nstwork.

8. Youcan choose = MAC Address by selecting MAC Address and entering the address in the address text
DOX. :

Q. Youcan choose an entire neiwork zons by selecling Zone .This menu defaulls to Local Area Neiwerk, But

you can also define your own zone by first creating a Zone hiough the "Nelivoy

SORSY area.

- Exclude fi.e. NOT the choice below}: The opposile of what you specify is applicable, For example, if you are
creating an Allow ruie and vou check the Excliude bex in the Source IP tab and enter values for the IP range,
ihen that IP range is excluded. Yeu have ic create & ssparate Allows rule for the range of iF addresses that
you 0O want lo use.

Soutce Port and Destination Port:

Enter the source and destination Port ir: the text box.
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Y
Part Range

Set of Ports

\
N
\
N
N
N
N
N

1. You can choose any perl nunder by selecting Any - set by cefault , 0- 85535.

2. Youcan choose & Single Pert number by selecting Single Port and seleciing the singée port numbers frem
the list.

3. Youcan choose a Port Range by selecting Port Renge and seleciing the pert numbers from the From and To
list.

You can shoose a predefined Post Set by choosing A Set of Ports. If you wiish te creale a poit set then:
"Iease see the section "Past $:,> ‘ .

. M
Q.

P

i. Icmp

When you select ICMP as the protocol in Senesat Seltings, you are shown a list of ICMP message types in the {CRP
Da'_alls iab alongside the Deatinalinn Ad tabs. .The fasl two tabs are corfigured identically 1o the syplanation

abaye. You cannot see the source and destination port 12bs.

o ICMP Details

ICMP {Internet Controi Massage Prolosel} packets contzin error and contrel information which is used to announce
nefwork erors, network congestion, fimeouts, and to assist in roubleshionting. Itis used mainiy for performing traces
and pings. Pinging is frequently used 1o perform a quick fest beicre atlempﬂng to initiate communicaticns. Hycu are
using or have used a pesr-lo-peer fle-sharing program, you might find yourseii being pinged a let. So vou can creale
rifes to allow / block specific types of ping requests. With Comodo Firewal! you can creale rules to allow! deny
inbound ICMP packets thai provids you with information 2nd minimize security sisk.

1. Type in the source? destination 1P address, Sourca IF is the IP address from which he traffic originated and
desliration IP is the IP addrass of te computer thal is receiving packets of informatior:.

2. Under the 'ICMP Deiails’ iab, choose the ICMP versicn from the Type’ drop-down.
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ICMPv4
ICMPv4
ICMPv6

3. Specify ICMP Message , Types and Codes. An iICMP message inciudes a Message that specifies the type,
that is, the format ol the ICMP message.

rorons

Any

Custormn

Any

1CHMP Echio Requast
ICMP Echo Reply
ILHO Nak Unreacheble
ICMP Host Urreachable
ICMP Protocol Unrearhable
! ICMP Port Unreacheble

[CMP Tim2 Excezded \Q\\\\\QN\\%

1CM# Source Guench

ICMP Fragrnentation Needed 3

When you select 2 particuiar ICMP message , the menu defaults io set its code and type as well. if you seiect the
ICMP message type ‘Cusiom’ then you are askad to specify the cede and type.

§i.

When you selact IP as lhs protocst in Seneral Seitings, you are shown & list of iF message lype in the 'IP Details’ tab

aiorgsice the Sasisey an Hinatlon Addsess iads. The last twe {abs 2re configured identically to the
expthnativag alawi, |’u'J cannat see the source and deatination pert tabs.
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AT

7
oL

N

77

> IP Details
Select the ypes of IP protocol that you wish 1o allow, from the ones thal are listed.

8.2.3.3. Global Rules

Uniike Application rules, which are applied to anc iiggerec by trafiic
ali traffic iraveling in and out of vour computer.

relating {c a specific application, Clobal Rules are applied lo
Comodo Firewall znalyzes every packet of cata in and cut of your PC using cerbination of Application and Global Ruies.
=" For Quigoing connaciion attempts, the appiication rules are consulied first and then the giobal rules secand.

»  For Incoming connaction altempts, the global rules ars consulted first and then the appiicaticn rules second.

|
Traffic that is H \§
travelling from
your computer to
the outsideis saing ranie
fmer-ed lfrythe raffic that is
application rules : travelling from the -
first and then by outside into your
the global rules computer is filtered ’
by the global rules
first and then by the
application rules
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Therefcre, oiigoing traflic has 1o ‘pass’ boih the application rufe then any glebal rules befone it is allowed out of your system.
Sitmilarly, incoming traffic has 1o ‘pass’ any glebal rules first then application spacific ruies that may appiy 1o the packet.

Giobal Rules are mainly, but not exclusively, used lo filter incoming traffic for protocois sther than TCP or UDP.

»  The Global Ruies parel, accessible by clicking Security Settings > Firawail > Global rules 1zb from the Advanced tasks
interface, allows you to view, 2dd and manage ths rules

The following global rules are aclive un Lhis cumputer:

s3i Fules

N PPN NS R T PN AN PN S

You can use the search option ic find a spacific nule in the list,

To use the search option, click the search icon af the far Aght in the cofurmn header.

»  Click $he chevron on the 12t side of the colurmn header and select the szarch criteria frem the diop-down.
- Enler partly or fully the nams of the itein as per the selected ciitenia in e search fieid.

«  Click the right or left amow at the far right of the column header to Degir: the search.

»  Click the N\ icon in the searct: field to ciose the search opfion.

General Navigation:

“Clicking the handle at the bottom cenlar of the interfacs opens an option panel with the following options:
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Add - Aliows you e add 2 new qlcbal rule. See the section
or crealting a new rule.

Edit - Allows you to madify the seiecied global rule. See the seciion '8

guidance on editing a new ruls.

Remove - Delstes tha selecied ruls.
Puirge - Runs a system check to verily that all the applications for which rules are listed are aciually installed on
the host machine at the path specified. If rol, the rule is removed, or ‘purged’, §

-5.2.3.4. Firewall Rule Sets

As the name suggests, a firewail Ruiesat is a set of one or more individial Firewal: rules that have been saved and which can be
re-depioyad on muitipie appiications. This section contains advice on the foliowing:

m the fist

The configuration of Global Rules is identical to that for zpplication ruies. To add a glebal nule, click the 'Add..." buton on the
right. To eciit an existing globa: rule, right click and sslect 'edit’.

The Predefined ruiesels interface czn be accessed by clicking Sesurity Settings > Firswall > Rulessts from the 'Advanced

Settings’ inferface.
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The following rulesets are defined on this computer:

Allewed Application

Outgoing Cnly

e

You can use the search aption ic find a specific nideset in the fist by clicking the sezrch icon
header.

{ the fzr right in: the column

s Enter the name of the item 1o be searched in full or parl in the search field.
»  Click the right or left amow at the far right of the column header to begin the search.

- Clickte N icon in the search fisld to ciose the search apiion.

Although each apglication’s frewaill ruleset couid be definad from the grourd up by indvidually configuring its constiuent nuies,
#his practios may prove time consuring if it had to be periormed for every singla program on your syslem:. Fer this reasor,
Comodo Firewall confains a selestion of predefined rulesets according io brosd applicsiion category. For example, you may
choose te apply the niieset "'Web Browser’ to the applications ‘iniernel Explorer’, 'Firsiex’ 2nd ‘Opera’. Each predefined ruleset
has been speciically desigred by Comodo 1o aptimize the security level of a cerlain typz of application. Users can, of course,
modgify these predefined policies fo suit thair environment and requirements. {for example, you may wish to kesp the "Web
Browsers’ name but wish ko 1edefine the parameters of it rules}.

o S
Dneaading A
ATERWNY 3

You can create new nilesels with nelwork access coniroi rules customized as per your re?LIJBi:'ﬁ/ifr:erl‘:E!s aq% 832r‘ Fgl ?tm? ﬂweﬂt% Page 2507
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reglired appiications while crsaling Firewal rulssal for the applications indivicually.

To add a new Ruleset

«  Click the handle from: the bottom cenier and select ‘Add’ from the options

e ——

ZZ

Name: { Ruleset for Opera

=

#¥ Use a Custom Ruleset

v Aflowe And Log TCP Or UBP 1a/Cut From 1P 1929688111111 To 1P In [192.158.2.

Allowr Outgo g DNES Reguests

»  Asthisis 3 new ruiesei, you n2ed to name it in the text field &t the fop, It is advised that you choose a name ihat
accurately describes the categeny/type of application you wish o define the rileset for. Next you should add and
confiqurs the individual nules ior this rulesel. Soe Sddling and Selting a Firewal Rale' for mors advice on this.

(C-nce created, this ruleset can be quickly called from ‘Uss Rulesel’ whan srealing v modiing & Phowval rafosal
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S

Name: ;| C:\Program Fles\Opera\auncher.exe

& Use Ruleset

& Use a Custom Ruleset

SIRASLINNIANDATENT] AL

To view or edit an existing predefined Ruleset -
= Doubie click on the Rulesei Name in the list
or
+  Seleci the Ruiesaet Name, ciick the hardle from the bottom center and selest Ecit from the opticns

= Belzils of the precess from this point on can be found bers, -

6.2.3.5. Network Zones

The Network Zones panei allows you to:
= Define netwirk Zones that are trusted, and io specify access priviieges to them
= Define network zones that are untrusted, and ic biock access io them

The Netwerk Zones panei can be accessed by clicking Security Setlings > Firewall > Network Zones from he ‘Advanced
Settings' inferface.
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The following network zones are defined on this computer.

etwork Zones

° \&\\\‘: AN

o% - Allows youi 1o cefine netwerk 2ones and ic aliow &ccess to then ‘.ppluanms, with the access
8 RO 2

privileges specified through ApgHicatiess Rule inlerface
cdetails.

o

vall Rulss’ for more

iows you fo define frusted networks that are ot frustwerlhy znd fe block access fo them.

5.2.3.5.1. Network Zones

A ‘Natwork Zeng' can consist of an inciivicual maching {inciuding a single home compuler connected 16 Internet; or a nebyark of
thousands of machines o which access can bs granted or denied.

Sachground Note: A computer network is a connestion between computers through a cable or some §ype of wirsless
connecticn. it enables usars ic share information and devices between compuiters and other users within the network.
Chvicusly, there are certain computer netwerks whers you nsed o grant access o, inciuding your home cr work netwoik.,
Conversaly, there may be other networks where you want to restrict communication with - or even block entirely.
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Nete 1: Adding a zone o this area dees not, in itseif, define any permission levels or
ailows 1o define the zones sc you can quickly assign such permissions & oihst area

g
%

> 3: A nebvark zone can be designated as "Trusted’ and afiowed access from fhe
rizce (An example would be your home comguter or retwork).

<

N
PR

[}

=

Nete 3 A network zone can be designaied as 'Blocked' and denied acsass by using the Diseked Zoney interface. {An
example would be a krown spyware site}.

Note € An application car be assignad specific access righls {o and frem a network zone when defining an ppiination Rufe,
Simifany, a custom $iadal Sude can ba assigned to a nefwork zone to ali activity from & zone.
Snfe & By default, Comodo Firewali automatically detects any new networks {LAN, Wireless elc) once vou conrect to tham.

1O

This can be disabled by deseleciing the option 'Enabie zutomatic detection of private networks' in the Firows! Ssitings pansl.

You can use the search option ic find a network zonz in the list by clicking the search icon

header.

at the far right ir the column
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= Enter the naime of the itemn 16 be searched in full or part in the search field.
= Click i right or lefi ammow at the f2r right of the column header to begin the search.

> Click the  icon in the search field to ciose the search ogtion.

Nafining o naow Notwrar® Tane
RAUHTINNN & DUSY INEIWIN SN

o Dafing o nants far fha vans
. S[up 1 - Dafine 5 name for S 2one
~ a2 &8 2 Sredaeed Soe O
Salaet fhe adiraanes fo b Mofudad i Dia vons
o Step 2 - Selan! fhe addrosaes {0 be fuded i Nils zone
NS, < Mt anva e fKa
Stap 1~ Veling & nane oy e yone

1. Click the handie from the botlom cenlsr seiest 'Add’ > ‘New Netwoik Zone'.

N

s

D

A, dialog box wiil appear, promgiing veu lo specily a name for the new zona.
2. Choose a nams that accurately describes the network zone you are creating.

pEE——

Zone Name
My Home
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3. Seiect the checkbox Pubiic Network' if you are defining a network zore for 2 network in a public piace, for exampie,
when you are connecting to a Y¥i-Fi network at an airport, restaurant efc., so that Cemede Firewall wili eplimize the
configuralion eccordingly.

4. Click 'Apply’ to confirm your zone name.

This adds the name of your new zcne ic the Network Zones {ist.

s RS

1. Select the network nameg, ciick the handie at the boitom center and choose 'Add’ > 'New Address' from tha opticns or
ciick the + puttor beside the new netwerk zone name and doubie click on {add zddresses hera)’
The 'Address’ dialog allows you ic select an address trom the Type drop-down box shown beiow (Defauft = Any
Address). The Exclude check box will be enabled only if any other choice is selscted rem the drop-down box.

SES——

RRR

AT \

ny Address

ny Address
ost Name

Pv4 Address Range

Pv4 Single Address
E Pv4 Subnet Mask
IPv6 Single 4gdress
1Pv6 Subnet Mask,
{MAC Address
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Select Address:

1.

)

-

N

You: can choose any I Address by selecting Any Address in the Type drop-down box. This menu defauits 1o
&n IP range of 0.0.3.0- 255.255.285.255 (o aliow connection from ali IP addresses.

You: can choose a named host by selecting a Host Name which denolss your [P addrsss.

You: can choose an IPvd Range by selecting 1Pv4 Address Range - for exampls the range in your private
retwork and enlering the IP addresses in the Start Range and End Range text boxss.

You can chagse 3 Single 1Pv4 address by selecling 1Pv4 Single Address and enlerng the IP address in the
IP address textbox, 2.g., 192.188.200.113. -

Yeu can chocse 1Pv4 Mask by selecting iPv4 Subnet Mask. P netwerks can bz divided inte smailer natworks
called sub-networks {or subnets). An IP address/ Mask is a subnet dofined by IP address and mask of the
network. Enier the iP acdress znd Mask of the natwork.

Ycu: can choose & Single IPvS address by sefecling V5 Single Address and antering the IF address in the
{P adcress iextbox, 2.9., 3%e:1800:4545:3:200:161:621:67 <1,

You can choose 1Pv6 Mzsk by selecting iPvE Subnet Mask. [P networks can be divided inlo smailer networks
called sub-netwcrks (cr subnets). An (P address! Mask is a subret defined by IP address and mask of the
nebyork. Enter the iP address and Mask & the network.

You can ¢hoose e MAC Address by selecting MAC Address and entering the address in the address text
Dox.

Exclude {i.e. NOT the choice below}: The opposite of what yeu specify is appiicable.

Click 'CX’ {c confirm your choice.

3. Click 'CK'in the 'Network Zones’ interface,

The naw 2one now appears in the mair list along with the addresses you assigned e it.

Cnce cieeled, & network zone can be: P

F o T / 13 X% < -
+  Quickly celled as Zone’ when sreaiing of ¢

o Quickly called and designated as a blocked zene from the 'Sisg

Network Zone

toopback Zone

Work #1
Public £1

s'interface

%

<
Z

To edit the name of an existing Network Zone
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1.
eplions or double click on the network zone hame.

NI

R

Zone Name

Select the name of the zore in e list (e.g. My Home),

click the handle at the hottom: cenier and choose

JLLOHLUILIHHIHIHITHHDDNIN

‘Edit’ from the

{My Home

Public Network

jed

&,

Edit the name of the zona.

To add more addresses to an existing Network Zone

the opiions

R

Add new address from the

Pt

To modify or change the existing address in a zone

Soubie click on the address ic
choose Edit from the options

Ediit ihe address from the ‘ag

‘

6.2.3.5.2. Blocked Zones

Seleornnt
QUSRS

Selel ihe network name, click the handle at the bottom cenler and choose ‘Add > A new Address’ from

T oasVen o
RSN,

Click the + buticn besice the network zone nama t¢ expand the addresses
be edited or sslect the address. ciick the hande from the bottom center and

" A computer network enables users to shere informaticn and devices between compulers anc other users within the network.
Cbviously, there zre certzin computer networks that.you reed fotrust-and grant acosss ic - for example.vour home or.work
neiwork. Unfcriunately, there may be other, unirustworthy natworks that you want [o restrist commurication with - or even bleck

endredy.

Sfact
ar i
[V

before biocking zones using this interface.

Ve advise new or inexpedenced users fo first read 'N

s

NEIWSIX

ﬁ Tamac’
N JQH§7
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The foliowing network zones are defined on this computer.

i ¥: You must create a zene before you: can black it. There are two ways ic do this;
1. Using 'Netwosk Senss’ to name and specify the netwerk you went to block.
2. Directly from this inferface using 'New blocked address...*
Node 2 You cannot reconfigure pre-existing network zones irorm this interface. {e.g., ¢ add or madily IP addrosses}. You need

to use 'Nelweork Janes' if vou wan! to changs the sottings of existing zones.

You can use the search option e find a blocked zone in the Hsi by clicking e search ico : &t the far right in the colummn

header.
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- Nebwork Zones

The following network zanes are defined on this computer.

«  Enter the name of the zone to be searched in fuil orpart in the search fieid.
«  (lick the right or lefi asrow at the far right of the column header to begin the search.

> Clickthe N iconin the search fisld to ciose the search opiion.

To deny access to a specific network by selecling a.pre-existing network zone and designaling it as blocked

1. Click the handie from the bottom cenler and choose 'Add’ > ‘Network Zcr;es' from the eptians .

2. Ssiect the pasticular zone you wish fo biock.

The selected zone will appear in the 'Blocked Zonss' interface.

IBM - Ex. 1002-Part 7 of 10, Page 2517
IPR2025-00379 (IBM v. Croga)



NARDANKARRNNERRRN i;\\\\ oy

Hame of the

AR

A ONNRER 3

1P Addressies) that 312
assaniated
with the Blacked Zone.

Yo cen modify
these settings only !
under the ‘Network Zoaes' tab
N x

.

-~

3. Click 'CK' {c confirm your choice. All raffic intendzd for and originating from somputer or devices in this zone are now
blocked.

To deny access to a specific network by manually defining a new bloched zone
1. Click the handie from the boltomn center and choose ‘Add’ > "New Blocked Address' from: the opticns.

The Address dialeg will appear. The 'Address’ dislog aliows you to select an address from the Type drep-doivr box shown below
{Defauit = Any Address).

ERT——

iAny Address
Any Address

i Host Mame

IPv4 Address Renge

IPv4 Single Address

IPv4 Subnet Mask
Pv6 Single Address
Pr6 Suln el Mask
iMAC Address

Select Address:
1. You can choose zny 1P Address by selecting Any Address in the Type drop-down box. This menu defaults to
2n [P range of 0.0.8.0- 255.255.255 255 {6 aliow connection from: ali IP addresses.
2. Youcan choose & named host by seleciing a Host Name which denoles your [P address.
3. Yeucan choose zn [Pv4 Rangs by se?eclingj 1?4 Address Range - ior example the range in your privals
retwork and enteing the IF addresses in the Start Range and End Range tex: boxes.
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o>

"You can choose 2 Single [Pvd address by sefesting 1Pv4 Single Address and entering the IP address in the
IP address text box, £.g., 192.158.200.113.

5. Yeu can'choose [Pv4 Mask by selecting iPv4 Subnet Mask. P networks can be dividad inio smailer networks
czlled sub-netweorks (or subnsts). An |2 sddress/ Mask is a subnet defined by IF address and mask of the
network. Enter the P address and Mask of the nefwork. '

8. You can choose a Single 1PvE address by selecling IPv6 Single Address and entering the IP acidress in the
IP address text box, e.g., 3%e: 1800:4545:3:200:18f:fe21:67¢1.

You can choose |PvS Mask by selecting iPv6 Subret Mask. IP networks can be divided inte smailer networks
called sub-networks fer subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
nelvork. Erier the iF address and Mask of the network.

~

8. Youcan choose a MAC Address by selecting MAC Address and éntering the address in the acdress text
box.
= &xclude (i.2. NOT the choice below}: The cpposite of what you specity Is appiicable,

Sefect the address io be blocked and click CK

N

The addressies} you blocked will appear under the ‘Biocked Zones' tab. You carn modify these addressas at any lime
by selscting the entry and clicking 'Edit’

3. Click 'CK' in "Network Zones' intsrizce to confirm your choice. All traiiic intended for and originating from computer or

cevices in this zone are now Hlocked.

©.2.3.6. Port Sets

Part Sels ars handy, predefined groupings of one or mcre poris tat car be re-used and deployed zcross multiple Agpifeation

fos and Gioedat R

D
- The Poit Sets panel enables you te view and manage pre-defined port sets and t add new port sets

«  The Pott Sets parel can be accessed by clicking Security Setlings > Firewall > Porisais from the Advanced Tasks
interface :
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The following partsets are defined on this computer.

The Pert Sets are displayed as a trae structurs. Ciicking the + button beside the port set name expand the list of poris

dsfined in it. The defauit por sets shipped with Comodo Internet Security are:

- HTTP Poris: 8C, 443 and 8080. These zre the default ports for htip traffic. Your Inleme! browser uses this poris
io connect to the Infernet and olher networks.

«  POP3ISMTP Ports; 113, 25, 143, 995, 465 ard 587. These are the pots that are typically ussd by mail clients
like Duiionk Express and WinMail for communication using the POP3, SMTP ard IMAP profecols.

o Privileged Ports: 0-1023. This set can be deployed i you wish fo create a rule that aliows or blocks access 1o
e privieged port range of (- 1023, Privileged perts are so called because i is ususlly desirabie to prevent users
.from’,'unning sefvices on these perts. Network admins usually reserve of prohibit the use of these ports.

You can use the search opiion ic #nd a spacific port setin the list by clicking the search ico
header.

at the far right i the solumn
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> Enter the name of the port set lo be searched in fuli or pant in the search field.

= Click the right or left amow at the far right of the column header 1o beqin the searh,

»  Click $ie N icon in the search field 1o ciose the search option

197 say o -
3T Q\\:}\\ W

¥ access to then: for ap,,hca:.om with the access priviieges specified through Sppics
o

o o
adifying Flrowsll Rudes' for more delails.

Rl lr‘erfcce xefer'_ra

To add a new poriset

1. Click the handie from: the bottom center of the Porisels intsrfacs and sslect 'Add from ths opiions. The ‘Add Poriset’

S — >

dialog wili open.

- —

Name: ‘Ports for Mail Client

er et AR AR IR A A AR AR AR e s e s s s s« e

’

2. Enfer a name for the new poriset in the Name fisld,

3. Toadd porls to the new portset, ciick the handie from the bottom center and choose 'Add’ from the options.
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Exclude (i.e. NOT the choice below)

D Any

¥ A Single Port

£ A Port Range

B

Specify te poris to be included in the new portset:
°  Any - ‘o chooss ali poits;
e Asingle port - Defins the pori number in the combo box beside;
»  Aport range - Enier the sart and end port numbers in the respective combe boxes.
»  Exclude {i.e. NCT the choice balow): The oppesile of whal you spacify is applicable.
5. Click 'O¥’ in the "Port' dialeg. The ports wik be added {c the new portset in the 'Edi Poriset’ inferface.
6. Click 'OX' in the 'Edit Porisels' interface to creale the new portset.

Cnce ciested, & Portset can be:

«  Quickly czlled as ‘A Sel of Ports’ whe

HTTP Ports
HTTP Ports
POF3)SMTP Ports

Privilegad Ports

To edit an existing port set
o Select the pontset from he 'Porizets’ interfase, click the handle from the botiom center and selest the £dit' from
he gpticns (o bring up the 'Edit Porise!’ dialog.
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»  The editing procedurs is similar fo sdsing the portsat explained abovs.

8.2.3.7. Website Filtering

The Websie filiering section aliows you to set up rules 1o aflow or block 2ccess to specific websites. Rules can be sreated for
particuiar users of your compuler, which makes this feaiure very usefut for both heme and work envirenments. For example,
parents can block iuvaniie users from visiting inapprogriate websiles while companiss can prevewt employees from visiling
social networking sites during working hours. You ziso have ihe opticn to crezis a log event whenevsr a user ties to visila
website which is in conflict with a rule.

The Website Filtering pansl car be accessed by clicking Security Setings > Firewail > Website Filtering tab from 'advanced
Setiings' interface.

L

Enable Website Fi tenng {Recommendad)

Allewed Sites

. Rules are consiiucted from one or more 'calegosies’.

«  Acalegory is 3 cellection of one or mere Wabsites'
»  A'Wsbsite' can be specifiect with its full UKL or part of URL with wildcard characier {}
< Youmust set a rule i be ‘Alfow’, ‘Block’ or "Ask’ and must specify to which users it should apply.

CIS ships wilh four preset calegories of Websites which can be 2dded i rules that you creaie. Three of these are non-
modifiable lists which are managed by Comodo. These are “‘Coinndo Sale category’, 'Cemods Phishing category’ and ‘Comodo
Maiware calegory’. The fourth preset, ‘Exclusions’, iz empty by defatlt but aflows you to specify websiies that shouid be
aliowed. Yeu should add URLs fo the 'Exclusions’ uate\.orv over lime if you find veu require access lo a websiie whi bh is blocked
by a caiegory.
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CIS also ships with two predefined ruies, 'Allowed Siies’ and ‘Blocked sifes’, both of which are modifiable, If swiished on, the
‘Blociced sites’ ril2 will proactively block access to websites in the ‘Comode dafined Malware sites’ and ‘Comedo defined
Phishing Sitas’ categeries. If you wish, you can add other categories lo this nuie ic expand its coverage. The ‘Allowed Sites’ rule
will permil access to wepsites in the Comodo “Safe Sites’ category and 'Exclusions’ cziegories.

To set up a new rule of your own, ¢! fick the ‘Ruies' 12b, click 'Add, name your nile, add categories to the ruie, specify io which
usars it should abplv nd wheiher it shoukl bs ‘Allow’, 'Block’ or "Ask’,

The “Website Fillaring’ pane! has two iabs; ' ) -

0 Jefine Website Filtzring Rules and assign to required users. Refer to the seciion 'Sraating sr
Sitering Rules' for more detzils.

280 idoe R & o P
ManEying Welsils ‘\..’IS%\SQS foy’ for more cetails.

«  His the ‘Categeres’ section where you speciiy the websitels) you wish: lo black or ailow, not the 'Rules’ section. &
rute is mainy for specifying the user(s; for whom a category of URLs should be filtered and whether those catsgories
should be alipwed or blocked.

= When creating a new rule, you will be required ic specify which categories should be included. You ¢an slect io use
just the pre-defined Comodo categeries but, if you wish to filler specific websiles, you viil need fo create your own
calegory.

> Forexample, § you wanted to creale a calegory o block youtube.com: and ceriain: other leisure websites, you wouid

click ‘Categories'> 'Add Category’ > Tvpe name for category > Sefect your new category in fist > ‘Add A/bbs."te’ >

Type wivit:youiebe.com. Click Add Websie' again fo add more sites. You will now e able o select this category
when crezting a nule for a user(s;

o Refer fo the section ‘sl

asias' for more delals on specifying Website categories.

6.2.3.7.1. Creating and Modifying Website Filiering Rules

The ‘Rules’ ab allows you & creale, view, edit and specify exclusions to your website fltering ruies. The powerful rule-
corfiguration interface lels you: create rules which are as sweeping or as granular as you require. Rules carn be created on 2 per
usar basis, allowing you to control exactly which websites certain people carn or cannot visit. You can alsc cisable or enabie 3
ruie as required at any time.

Comodo Firewall implernents rules for the surrently loggec-in user based on he order they are ir: this lisl. Should a conflict exist
beiwesn individuai sulss, then the rules at the top iakes pricrity. Ciick the bandie and use the 'Bove Up' or 'Move Down’ buttons
to change 2 rule’s pricrity.

Ny
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X

hes in the ‘Enable Ruie’ column eneble vou io quickly turn a rule on or off

«  The check-boxes naxt te a rule name ailow veu lo selecl il for editing, removing or re-prioritizing using the conlrois at
the bottom of the inferace:

You can sezrch for a spscific rile by clicking the sezrch icon at ihe fzr Aght in the column header,
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it the search field.

> Enterfull or part of the name of the ru
»  Click the fight or lef! zmow at the far right to begin the search.

- Clickt .

icon in the search field to close the search opt

The Rules interface aliows you to:

To create 3 new Website Filtering rule

1. Openr the ‘Wabsite Fiftering’ Panel by clicking 'Security Sellings’ > ‘Firewall’ > 'Website Filtering’ from the ‘Advanced
Setlings' interface.
2. Click the handie at the bottom; of the Rules interface ard select'Add”:
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3. Enter a name for ycur new fiiier,

iect i

g calegories that should be addedi to the 1

el
° Click tre hardie al the botlom: of the ‘Categary’ pane and choose Acd| 51 B+ 1002-Part 7 of 10 Page 2527
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Select a category and click 'OK’ to add it 1o your ruie. Repeal the process i add mere calegories.
gory ! g

The 'categories’ window conizins a iist pre-defined Comodo calegories and zny user created categeri
categeries carnoi be medified.

ist

+ Comodo Phishing Sifes - Websites that iezd to phishing websites, zs per dynamically updated
Comodo Biacklist

- Comodo Safe Sifes - Websites thai are considered safe according to global whi

- Comodo Malware Sites - Websiles that may injeci mahvara into your system, as per dvnzmically
upcaied Comode Blacklist

For more delails on creating and modiiying user specified categnries, Refer to the section Delniag or Modiing

Wedsie Calngorios

5. Add Ussrs or User Croups to whom ths ruie shouid be appiied:
o Click the handle al the bottom: of the ‘Restrictions’ pans and click "add’. The ‘Selecl Liser or Group’ dialog vl

appezr. IBM - Ex. 1002-Part 7 of 10, Page 2528
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= Enter the names of the users ic whom the filter is 1o be applied in the 'Enter the objest name ic selzct’ text
box with the format <domain name><user’grous name> or <user/group name>@<demain name>,
Altematively, ciick ‘Advanced ihen ‘Find New' to iocate specific users. Click "OK' to confirm the addition of

the users. !
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Common Queries

: ﬁ Administrator SMITHSCOMP... &
: $
R €D Administrators  SMITHSCOMP...
R 3 ASPNET SMITHSCOMP...

Y €Tl Backup Oper... SMITHSCOMP..
R € Bob Smith SMITHSCOMP...
@Evelyone

7%

Y

&y
&
[y

)

EERSERANAN\ TR
N €3 Guest SMITHSCOMP...
R¢Guests  SMITHSCOMP..

Y EiHelpAssistant ~ SMITHSCOMP...
mHeIDServices... SMITHSCOMP. .
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After adding target users or groups, you naxt need to specily whether those users should be allewed or blecked from viewing the
websites in the category of they should be asked if they want io continue. This is donz by modifying the link in the "Restristions’
colums:

o Allow - The websites in the calegeries can be accessed by the user.
« Block - The wabsites in the categories cannot be accessed by the user.

= Ask - An alert will be displayed in the browser (shown below) if the user tries to 2ccess any of the websites
in the category. The user car: decide whether or not o conlinue. )

IBM - Ex. 1002-Part 7 of 10, Page 2531
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6. Usethe Loaging switch to choose whether or not atiempis to access a categonized website are iogged.

7. Click'OX' to save your naw ruie. The new rule will be added to the list of nides under the ‘Rules' teb

8. Make surs that the ruie is enabled using e toggle swilch under the Enable Rule cclumn for the mule to iake effect.
< Yeu can disable or enable niles at any time using the switch under the 'Enable Rule’ column,

impaoriant Note to Windows 8 and Windows 8.1 users: If vou are using Intemst Expiorer 11 versior: 11.0.8650.16384, itis
mandatory 1o add the user greup 'ALL APPLICATION PACKAGES' 1o the Resirictions list in addition to the intended users fcr
each rule you create. _ '

if you or cther users access websites Using internat Expiorer 11 cn Windows 8/8.%, ther: you must add this tser groug or your
ruies will have ne effect. For example, users wili still be able to acoess blocked websites.

To add "ALL APPLICATION PACKAGES' to the restrictions list

+  Click 'Advanced’ in the "Select User or Group' dialeg

IBM - Ex. 1002-Part 7 of 10, Page 2532
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& ccess Cortrc) Assistance Opera. .
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&?ﬁ;ﬁmhemcazed Hsers
§§% Backup Dperzlors
R BATCH

&2, CONSOLE 1OGON
S, CREATORGROLP

+  Click 'Find Now' and sefect 'ALL. APFLICATION PACKAGES' from the lis of users and groups displayed in the fist at

the bettom

s Click OK

To edit existing rules

1. Open the ‘Websile Filtering’ Panel by clicking ‘Sacurit

‘Advanced Setiings’ interlace

Seftings’ > Firewall’ > Website Filtering' tab from the

2. Choose the Website Filtering Rule to be edited under the 'Rulss’ tab by seiecling the checkbox beside the rile.

3. Click the handie from the hottom center of the Rules interface and choose ‘Edi

The *Website Filtering Rule’ interface for the selected nie wili cpen. Yuu can adJ/'emov
change the restriction for seiecled users from th

on this interface

To remove 3 Website Filtering Rule

U

i5 interface. Refar ic

from the options.

catego'leo, addfremove users of

& Ksia for more details
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1. - Open the ' Website Fiilering' Panel by clicking 'Security Settings’ > 'Firewall' > “Websiie Filtering’ tab from the
‘Advanced Setiings’ interace

2. Choose the Websile Filtering Rule(s) to be ramoved under the 'Ruies’ leb by selecting the chéckbcx(es) beside them.

3. Click the handie from the bottom center of the Rules interface and choose 'Remove’ from the options.

To change the priority of Website Filtering Rules

1. Obpen the * Website Filtering’ Panel by clicking 'Security Sellings' > ‘Firawall' > Wabsite Filtering' t2b fom e
"Agvanced Seltings' inferface

2. Choose the Website Filtering Rule 1o be moved under the 'Rules’ tab by selecting the checkbox besids the nile.

Click $e handie from he botlom center of the Rules interface ard chogse "Move Up’ or 'Move Down’ apticn to change
the order of the ruies in the intefféce.

w

8.2.3.7.2. Defining or Modifying Website Categories

The ‘Calegories’ pane displays a list of user-defined categories that car: be added io ruies. A category can be a list of one or

more URLs and/or pzrt of URL with wiidcard character. You czn search for a spegific category by clicking the search icon
at the far right in the coiumn header.

vyebeite Fitering

This aption enabis

=t \!»\

S B S

SETSTIINS

By TIaT)

& Food Shops

&§ “pizza.com
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To search icr a specific calegory, ciick the search ico

:at the far right in the column header.

Enler fulf or pah ol the hame of the category in the search field,
Click the right or left armow at the far right of the column: header to begir: the search.
Click e N\ icon in the search fisld to cioss the search option.
Adding a New Category of Websites
Adding a new category invclvas two sieps:
+  Step 1 - Define a name for the category
*  Step 2 - Add Websiies !0 ba inciuded o fhe calegory
Step 1 - Define a name for the category

-

. Open the 'Websile Filtering' Parel by ciicking 'Security Sellings’ > ‘Firewall > * Webstie Fillesing’ tab fom the
‘Advanced Setiings' inlerface

2. Click the "Caiegoeries' tab io open the ‘Calegoeries’ pane.

3. Click the handie from the bottom cenler of the Talegories’ pane, click "add’ from the options and choose ‘Add

Category' from the drop-down. The 'Edit Property’ diaiog will open. )
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Add Category
{ Food Shops

4. Enter a rame for the category and click CK

’
The naw category will be crealed and added under the 'Categories’ zb.
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You can add URLs of websiles 1o be included in the czisgory.
Step 2 - Add URLs o be included to the category

You can add websilas o a category in twe ways: .

Enable Wabsits Filtsring {Recommende)

€
below,

PN

To manually specify websites

1.
2.

Seiect the Category urder the ‘Calegeries’ tab.

Click tha handie al the bottom: of the ‘Categories’ pane, click ‘Add’ then choosa ‘Add Wabsite' om the dmp-down
menu. The 'Add Websiie’ diaiog will opan:

IBM - Ex. 1002-Part 7 of 10, Page 2537
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Enter Website Name (e.g. *.evilsite.com)

www . hotelstalefood.com

3. Enter the full URL or a part of URL with a wildcard chzracier ™ of the wabsite(s) o be included in the category.

e Toadd a specific websileJ\Jebpage, enter the full URL of the websilefwebpage

«  Toinclude ali sub-domains of website, adg a wiidcerd character and a peried in fronl of the URL. For
example, * friskywenches.com will cover fiskywenshes.com, legin.friskywenches.com,
pictures frickywenches.com, videos.friskywenches.com and so on.

«  Toinclude ali the websites with URLs ihat start with a specific string, add a wildcard character after the
string. For exarnple, “pizza*" will cover ‘pizzahut.com’, pizzacomer.com, and so on,

- Toinclude ali the websites with URLs ihat contain a specific string, acd the wildcard character befor ard
y after the string. For exanple, "*pizza*” will cover hotpizza.com, sgicypizza.com and so of.

The website will be added to the category,
4. Repezithe process 1o add more websiles.
To upload a list of websites from a text file
1. Selecl the largel category from the 'Calegories’ iab. |
2. Click the handie at the boitorn of the ‘Categories’ pane then ciick "Add’ and shocse import’

3. Mavigate 1 the file contairing your list of URLSs.

IBM - Ex. 1002-Part 7 of 10, Page 2538
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Ieatery_websites

MalwarePatrol (Plain Text] format(™.txt]

’ Note: The text fife shoutd contain only ths fist of full URLs or URLs with wildeard character (*} of the websiles. The fiie shouid
be of the ".ixf' format. .

4. Click 'Open’.

IS witl aciomatically add the wegsites specified in the text fils inlo the selected calegory.

To rename a category
1. Open the Websile Filtering' Parel Dy clicking 'Security Seftings' > Firewal’ > * Yvebsiie Fillering' tab fron the
‘Advanned Setiings' interface
IBM - Ex. 1002-Part 7 of 10, Page 2539
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Select ihe category 1o be renamed.

4. Click the handie from the bottom center of the ‘Caiegories’ pane and choose ‘Edit’ frem ths options. The 'Edit Propeny’

gialog wili open.

5. Enter the new name for the calegory and cfick OK

The category will be renamad immeciiaiely both under the Categeries iab and in the Website Filtering Rules to which Ris

applied.
To remove a Website from a category

1;  Open the "Wabsite Filtering’ Panel by ciicking 'Security Settings’ > Firewall’ > ' YWebsite Filtering' tab irom the

‘Ardvanred Seltings’ inlerface

2. Click the ‘Categeries’ tab o open the 'Categeriss’ pane.

3. Click the + button beside the calegory to be ediled to expand the websiie list

4, Seiest the Websile{s) to be removed

5. Click ihe handie from the boltom center of the ‘Categories’ pane and choos2 ‘Remove’ from the optiors.

To remove a Category

1. Oper the "Website Filtering' Pane! by ciicking 'Securily Settings’ > Firewall’ > "Websiie Filtering’ tab fom the

‘Agvanced Selings' inferface

Click the ‘Calsgories’ tab o open the 'Categeries’ pare.

N

3, Seiest he Category to be removed

. .4 Click tha handie from ihe bottom center of the ‘Categories’ pane and chooss ‘Remave’ frem the options.

g
s
SN

sure you remove the category from the rues to which it is applied.

w: You cannot reimove a category which is currently appiiad in @ Website Filtering Rufe. Before remaving a category, make
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6;2.4. Manage File Rating © -

CiS fils rating system is a cloud-based fle look-up service (FLS) that attempts to ascertain the reputation of fles on your
computer by consulting a globat database. Whenever a file is first accessed, CIS will check the fite against our master whitelist
and biacklisis and will award it fusted stalus if:

o The application’ile is included in the Trusted Files list;

o The application is irom a verdor inciuded in the Trisstad Sofhware Venders fist;

- The applicationis included in the extensive and constantly updated Comodo safelist. .
Trusted fiies are excluced from monitoring by HIPS - redusing hardware 2nd software resourse cersumption. On the other hand,
siles which are identifiad as malicious will be added 1o fhe Stockes Files list and denied all asoess rights from cther processes

or uaers - effostivaly cutting them off fom the rest of yaur syslem. Files which could rot be recognized by the ratng system are
addad to the list of ‘Ussrecognized Sies’. You can review files on the unrecogrized list and mznuaily choose to

R TTIL

Fustiblock/deleie them or investigats further by sending them to Comodb for aralysisirunning anulhcr fil2 iogk-up.

The "Manage Filz Rating’ area allows you: ic view ang manage the list of Trusted Files and Unrecognized Fies and als allows
you to:

s Manually add files and execuisbles to Trusted Fiies list.
Submi Linrecogrized fles for iook-tp and view ths list ¢f files you have submitied previously.

»  View and marage the Trusted Scitware Verdor list.

Filz Raling Setiings

Enable Gloud Lookup {Recommended;

Analyze unknown files in the cloud by uploading them for instant analysis
{¥ Trust applications signed by

Trust files installed by trusted instaliers

Click the icliowing finks 1 junp lo the sestion you need help with:

- Cenfigure setings that govem the overali behavior of file rating,
IBM - Ex. 1002-Part 7 of 10, Page 2541
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SubmiSied FHas - View any fles already submitted to Comodo for analysis.

Trusiod Yondors - View the iist of trusted software vendors and manually edd vendors.

6.2.4.1. File Rating Settings

The fiie ralings 'Setlings’ panet aliows you ‘o configure the overall behavior of the featurs.

ings panei can be accessed by skicking Security Seitings > Fife Rating > File Rating Sellings iab
3s interface : )

Enable Sloud Loakup {Recommended)

Analyze unknown files in the cloud by uploading them far instant analysis

: Trust applications signed by

Trust files instalied by trusted.installers

Enable Cloud Lookup - Allows you: 1o enable or disabie Fiie Rating {Default and recommended =Enabied)

Analyze unknown files in the cloud by uploading them for instant analysis - lnstructs CIS o automatically submil
to Comado ihose files whose trustwarthiness cotld not be assessed by cloud iook-up. Comodo Technicians wil

" analyze the file and add it to future blackiists i found to be mlisious. {Default =Disabled)
Trust applications signed by trusied vendors - if enabléd, €13 will award trusted status 1o exesutables and files

1 3

that are cocie-signed by vendors in the Trugted Vendors list. Click the words frusted vendors' to spen the T
Vondors panel. {Defauit =Enabled’

Trust files instafled by trusted installers - If enabled, CIS will tust execuitabiéB Md fes videepkent peikdfdnPage 2542
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»

are Yisted under the ‘instader or Updater' ruie in {8 Rules, (Defauft =Enabled) -

6.2.4.2. Trusted Files

Files addad to the Trusted Files isi are automatically given Defense trusted status. If an executable is tninown fo the
Defenso+ safs list then, ordinarily, it and ali s active compenents generate HIPS aleris when thay run. Gf cotirse, you could
choose the ‘Traat this as a Trusted Application’ option at the alert but it is often more convenient to classify entire directories of
iles 2s Trusted Files”.

CIS affows vou b define & parsonal safe list of files to complement the default Comodo safe list.

By adding exscutebles to this list fincluding sub folders coriaining many compaenents; you can reddse the ameunt of alers that
HIPS generates whilst maintaining a higher level of Defense+ security. This is parficulany useful for deveicpers that are creating
new applications Yal, Ly their nature, are as yel unknown 1o the Comodo safe list. Files can be transfermed info this medule by
clicking the "Move to” button in the i g

Rinvaoaans
SHITEUOHY

> The Trusted Files panel can be accessed by clicking Securily Settings > File Rating > Trusied Files from the Advaiced
Tashs interface

S \N\\@\Q\\\\\\\\\ \\\\\\\\\&\\}\\\\“\\\\\\\\\ AN

TR N

-CONMCDC

COMCOG

You can use the search option i find a spacific item in the iist Dy clicking the search icen al the far right in the coiumn

haader. .
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o Click the chevron on the leil side of the column: header and select the search criteria frem the crop-down.
o Enter the name of the item: 1o be searchad in the search feld.
o Click the sight or lefi arrow at tha far right of the coluran header 1o begin the search.

o Dlick e N icon in the sezrch field to ciose the search option. ' R

Clicking the handle al the totlom center of the panei opens the following options:

7 //////»W///////////////))))

-
.
.

o Ada- Allows vou to add files to Trusied Files list manuaily

o Move- Allows you to move fles from Trusted Files list to Blocked Files or Unrecognized Files list

Wy

4

o Remows - Allows you to remove fles from Trusted Files fist

Purge - Runs a sysiem check lo verify that af the files listed are aclually inslafied on the host machine at the path
specified. If not, the file is removed, or 'purged’, from the fist.

CIS allows vou b add fles and executables b the list of Trusted Fiies so that those ies will bz given Trusled status. For ihe files
added manuatly, it genarates a kash or a digest of the file using a pre-defined aigoritha: and saves in ils database. O access o
ary fits, its digest is crealed instantly and compared against the lisl of stored hashes fo decice on whether the fils has Trusted’

status. By this way, even if thefile name is changed later, it wil retain its Trusted sfatus as fhe hash remains same. However you
can alsc add iles by their tile names, but if you happen ic change tha file name laier, it lcoses its Trusted! slalus.

To add new file(s) to Trusted Files list

o Click the handie from ihe toltorr center and choose '&dd’
\
N
§

e

You can add files to the Trusted Files list by thres ways:

Files - Allows you t navigaie to the file or executable cf ihe nngram[@mwﬁxc 4@D2-Part 7 of 10, Page 2544
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a  Folders - Allows you Yo navigate to the folder you wish to 2dd. All the files in the folder will be added to the
Trusted Files’ list.

< Running Processes - Allows you ic seiect a cusrently running process. On selecting a process, the parent
applisation, which invoked the process wili be added ic 'Trusted Files' fist.

< Click OK for vour changes fo iake effect
To move an inciuded entry to Unrecognized Files or Blocked Files

- Select ihe entry to be transferred out of the ‘Trusted Files' list inte either Unrecognized Fiie
can selecl several entriss 1o be movad at once by marking the check-boxes beside the entries.

- Click ihe handie from the bottorr: center and shoose-'Move'

\CoronoMy.

\
N
N
N
N
N
\
N

o Choose ‘Urrescgnized Files' or 'Blocked Files' from the drop-down.
e Click OK for your changes lo take effect.
To remove an included entry from the Trusted Files list
- Sgiect he entry to be removed fom the Trusied Files' fist. You can select several entries {c be removed at onse by
marking the check-boxes beside the eniries.

- Click the handie from e bottom center and choose ‘Remove’. The file is only removed from the lisl and not deleted
from your system.

= Click OK for your changes to iake effect

6.2.4.3. Unrecognized Files

Onee inctalied, the HIPS waiches all file sysiam activity on your compuier. Every naw execulable lie introcuced to the compuiter,
is first scanned against the Comedo certified safe files database. If they are not safe, they are addad to the 'Unracognized Fiies'
for users 1o review and possibly submil to Cormodn. Apari from: new executables, any execulables that are modified are also
moved b the 'Unrecognized Files' area.

[#]
(@8
&,

"Unrecognized Files' is specitically impertant while HiPS is in ‘Clean PC M
Filag' are NOT congidered ciean. For more informalion, please check 'Claan §

(47
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The fiies that are moved to Unrecognized Files fist either automaticaily or marually, can de checked for their trustworthiness in
wo ways:

- Online Lonkup - if you are uncertain with the refiability of a file or executable anded to he unrecagnizad file, you can
peform an onfine lockup for the same by contacting Comodo servers. Comodo's master zafe iist calebase wiil be
checked for any information available abou2 the executable/fle in question and the resuts will be displaysd. Basad on
the resuiis, you can decide on

s Trusting the §le znc allowing it to run by adding it to the Trusted Fes list,
or '

Refer 1o tha seclion To nosforst ay antine fosinsg for tsecsgnizad s for WM gdfafs, 1002-Part 7 of 10, Page 2545
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+  Submiting file(s} for analysis at Comado - Yeu can zlso subm the fles moved lo Urrecognized File list or the files for
which the Cniine File Look Up did not yield any resuits for analysis by experts at Comodo. Files submiiled wil be
analyzed thoroughly by experiericed technicians ai Comodo ard will be added o glogal safe list, i the file is fourd
trustworthy or to glcbal biacklist, if the file appears 1o be malicious and wil be added io the next virus database
update. This will benafit alt the CIS users worldwide. Refer to the section To mransaily sudmit Hes fo Samode for
more details on submitting suspicious fies to Cemods.

The 'Unrecagaizad Files' panai displays the list of fiies added as Unrecognized Files and allows you 1 assess the pending files
10 delerming whether or nol they are !0 be tristed. If hay are trustworthy, they can be moved to Tristed Files' using the "fove

$o° butien. Simitarly, files that ars suspicious can bs moved to the ‘Bioched Files’ area. -
You can alsc add files upon which you are suspicious inie 'Unrecognized Files'list to check wheiher the master Comede safe iist
coriains more informaticn on them or to submit the files to Coimodo for analysis. Experts at Corroco will analyze the tiles and
add them fn gioka! whila-list or black-list accordingly.
»  The Unrecognized Files panei can be accessed by clicking Secunity Sellings > Fiie Rating > Unrecogrized Files lab
from the Advenced Tzsks intedace. '

LD DR

The files below are not recognized by security components and waiting for
classification.

You can use the search option io ind a specific item in ha fist oy clickirg the search icon al the far right ir the column

header.
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. Click e chevron on the 12ft side of the column header and select the s2arch criterda from the drep-down,
- Enter partly or fully the nane of the item {c be searched in the search fieid.

«  Click the right or lefi acw at the far right of the column header to begir the search.

°  Clickthe N icon in the saarch field to cioss the search oplion.

Clicking the handle at the bottom center of the panei opens the foilowing options:

> Adg - Allows you 1o add files to Unrecognized Fiies' st manuzlly
o Mave - Allows you to move files from ‘Unrecognized Files' fist {o Trusted Files or Blocked Files list
o Remove - Allows you fo removs fles fiom 'Unrecognized Files' list

oXisp - Stants the orline lookup of selected file with the master, Comodo s&: ielis if any deteils are avaiiable

o RSubmy - Begins the e &
- Delate file - Celetes the highiighted fite from your.compuier

«  Purge - Runs a sysiem check to verify that ail the files listed are actually instalied on the host machine at the path
speciiied. If not, the file is removed, or 'purgad', from the fist.

To manually add files to ‘Unrecognized Files' st

< Click e handie from: the bottom center and choose ‘Add

\

PP ST ST TI R IVINE

nimnyd

. .

You can add files lo the Unrecognized Files Iis! by three ways:
- Files - Allows you 1o navigaie to the fiie or executable of the program you wish ic add.
»  Folders - Allows you ic navigate lo the folder you wish to add. Al the filas in the flder will be added to the

‘Unrecognized Files' fist.
. ) . IBM - Ex. 1002-Part 7 of 10, P
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application, which invoked the process wili be addecd {6 Unrecognized Files list.

s Click OK for your changes lo ake sffect.

To move an inciuded entry to Trusted Files or Blocked Files

- Seiect the entry 1 be ransterrad cut of Hie ‘Unrecognized Files' fist into either Ta
can select several entries 1o be moved at oncs by marking the check-boxes besi

o Click the handie from the bottom cenler and choose "Move'
N

AR ARANA SN AN 5 B

.

«  Choose Trusted Files' or 'Blocked Fiies from the drog-down.

- Click OK for your changes to take effect.

To remove an included entry from the Unrecognized Files list
«  Seiect the entry to be removed from the 'Unrecogrized Files' fisl. You can select several entries to be removed at aree
by marking the check-boxes beside the entries.
s Click the handie from ihe botlom center and choose ‘Remove’, The file is only remeved from the list and rot deleied
trom your systern.
< Click QK for your changes to iake effect.
To perform an online lookup for unrecognized files
. Seiectthe files 1o be checked from the ‘Unrecogrized Files' fist. You can select several enlries al once by masking the
check-boxes beside the entriss.

o Click the handie from the bottomn center and choose Lookup..."
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The files below are not recognized by security components and waiting for |
classification. :

SQram \popeyeiab...

\

Comoado servers will be contacted immediziely fo conduct a search of Comeda's master safe list datebage o check if zny
* information is availzble about the files in questicn and the restlts will be displayed.
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o fafilzis found to be malizicus, it will be indicated as 'Bad’ with a red icon. You can mwve ¥ 1o Niocked Files.
o I e file is found to be safe, it will be indicaied as 'Trusted’ with a green icon, You can swove § o Trusted Files,
. £ Yhe Sl fo Comeds

To manuyally submit {ifes to Comodo

. Seiect the entry 1o be submited from ihe ‘Unrecognized Fiies” fist. You can select several entries 1o be sent at once by
_marking $he chack-boxes beside the entres.

Click the handie from the bottom center and choose ‘Submif, The file{s) wil be immediately sent ‘e Comodo.

6.2.4.4, Submitted Files

The Submitied Fites panel displays a fist ol files veu: have submittec so far for analysis to Comedo.
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You can use e search opiion to find a spacific e in tha fist.

To use e search option, click the search icon at the far right in ths column header.

s Click ins chevion on the loft side of the column header and select the saarch critesia from the crep-down.

- Enisr partly o fully the fie path or the submitted staius as per the saiected critesia in e search field.
-~ Click e right of left amow at the tar right of the column header to begir the search.
«  Click e N\ icon in the search field 1o cioss the search option.

Clicking the hangle at the sottom center of the panei opens the following options:

«  Clean - Clears the iist

- Refresh - Reloads e fist 1o add iiems that are subrmitted recently IBM - Ex. 1002-Part 7 of 10, Page 2551
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8.2.4.5. Trusted Vendors List

in Comodo Intemel Security, there are tiwe basic methods inwhich an apglicat

on can be Iraaled as sais. Either il has to be part

of the ‘Safe Lis! {of execuiabies/software that is known to be szis) CR that application has to be signed by one of the vendors in
the Trusted Soitwars Vendor List.

From s point:

IF the vendor is on the Trusied Software Vendor List AND the uszr has enabled Trust 8

Trusied Venders' in the File Rating Setlings panel, THEN the application wili be rusied and alio

{F the verdor is not on the Trusled Scfiware Yendor List OR the user has nct snabled "Trust Applicatiors signed by
Trusted Vendors' THEN the application wiii be sandboxed. if the application in question ie an instaler then CIS will
qenerale an elevaled privilege alert.

Scttware publishers may be interested ic knew that they can have their signatures added, free of charge, (0 the ‘master Trusled
Software Vendor List that ships ic ali ugers with CIS. Detaiis about this can be foundi at the foct cf this page.

The ‘Trusted Software Vendors' pane! can be cpened by clicking Security Setings > File Raling > Trusted Vendors.

The following software vendors digitally sign their files and their files are trusted

YYou can use the search option i find a specific verdor in the list.

To use ihe search oplion, click the search icon

at the far right in the colurn header.

Click the chevron on the leil side of the column header and select the search clilbNg infax iHEQEEH-Fant.7 of 10, Page 2552
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«  Enterpartly or fully the vendor's name in the search feld.

«  Click the right or lefi atow at the fzr right of the column header to begir the search,

Background

Wany software vendors digitalty sign their software with a code signing certificate. This prastice helps end-users to verily:
Cunlent Source: The soitwaro they are downloading and ara about to insiali realfy comes from the publisher
that signed it.

i Content integrity: That the software lhey are downloading and are ebout to install has not be modified or
corrupted since it was signed.

in short, users bansfit i soitware is digitaily signed becauss they know who published the softwzre and tha! the code hasat

been tampered with - thai 2re are downioading and installing the gentire software.

The Vendors' that digitally sign the scfiware to atlest to i's probity are the sofiware publishess. These are the company names

you see fisted in the first column i the graphic above.

However, companies can't just 'sign’ their owr: software ard expect il to be trusted. This is why each code signing cestificate is

counter-signed by an organization cakied a Trusted Certficate Authority'. ‘Comodo CA Limited’ and Verisigr' are two examples

of a Trusted CA's and are authorized io counter-sign 3rd party.sofiware.-This counter-signature is crlicai o the lrust process and

a Trusted CA oniy counter-signs a vender's cerlificate after it has sonducted detailed checks thal the vendor is & legitmale

company. '

if a fle is signed by a Trusted Software Vender and the user has enabied Trust Appiications thzt are digilally signed by Trusted

Scfiware Vendors' then it will be auicmaticaly tusted by Comedo Internet Security (if you would tke 1o read more ebout code

signing certificates, see hipii foode-gl

}

o e ivae v ey
sonfeode-signingd).

AW
One way of telling whelher an executable file has beer: digitally signed is checking e propeities of the .oxe file in question. For
exampie, the main program exacutable for Comodo Iniernet Security is called 'cis.exe’ and has deen digitally signad.

o Browse io the {defauti) installzfon directory of Comodo Intemet Securiy.

e Right click on the file cis.exe.

= Select Properties’ from the menu.

- Clicx the tab ‘Digital Signatures {if there is nc such tab ther: the soitware has rot been signed).
This dispiays the name of the CA that signed the software ag shown below:

N

DN

Click the 'Detaiis’ buiton to view digitz! signaturs information. Ciick View Certificate’ to indfBl thixctdd) 0 sighin; ofrifbalBage 2553
IPR2025-00379 (IBM v. Croga)



NN

Digital Signature Information

This digital signature is OK. q Certificate Information

This certificate is intended for the following purpose(s):

sEnswes software came from software publisher
*Protects software from alteration after publication

~5|g:"a' »nf'an*abc 3

* Refer to the certification authority's statement for details.

Issuyed ta: Comodo Security Sofutions

Issued by: COMODO Code Signing CA 2

Not avaiable Wednesday, Decem..
valid from 4/8/2013 to 4/9f2014

. it houid be neled t’ual the exarmpie above is a special case in that Comedo, as crealor of 'cis.exe’, is both the signar of the
software and, as a fusted CA, il is aiso the counter-signer (see the ‘Countersignatures’ bex). in the vast majerity of cases, the
signer or the ceriificale {the vendor} and the counter-signer (the Trusted CA) are diferent. See tis exaspis for more details,

.

o N > $ v N 1YY ¥, S, 23 Ce\ > 3 3 :
s senaniing tha trandarie aivnatiien feamt At ovemdaiils file an wany fnand dehs
¢ BV ISI0iRG (e VERSOr'S IENAtHra oMM St OXTCINANE 15T O OV I3 aNve
s tonmetiinet TR Aot rie RN atiees Fram AR FIINA NS SRS
° SV TRTOHIE IR VERQOY'S SIENAITE TN I FUNREY PIest

To add a trusted vendor by reading the vendor's sigratuse from an executable

«  Click the handie from the bottom center and choose ‘Add’ > ‘Read fom 2 signed executzble’

72

\\W %\%\\N\\

%//

2

«  Browss 1o the Iocation of the exacutable your local diive, In the example below, we are adding the executabie
Yahoolessenger.exe'.
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o

Messenger

:id3lib.dll

mstartWrapper
Fitos

tyalertcenterM.dll
CPFoundation.dll
FyCpsst.dil

generic_messenger

Y ahooMessenger

Allfiles (*.°

On clicking ‘Open, Comodo Infemet Secusity checks thal the exe fle is signed by the vendor and countor-signed by a Trusled
CA. I so, the vendor (sofiware signer) is added 1o the Trusted Vendor st {TVLY: ’

Digtal Sigaature: Inforwmation
Ths shoR signatuse X

NN RN IESIRY RN ~
S Wit
RS
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in the example above, Comodo Intemet Security was able to verify and trust the vendor s

ignature on YahochMessenger.exe

because it had been counter-signed by the trusted CA 'Symantec'. The software signer 'Yahoo! Inc.” is now a Trusled Software
Vendor and is zdded to the Fsi. All future softwars that is signed by the verdor "Yehoo! Inc.’ is aulomalicelly added to ths

% File Nafing Ssitfnss

833

von

33 P UT NAN SHH

[

Comodo Trusted Vendor lisi UNLESS you change s seding

To 2dd a trusted vendor Jrom a currently running process

'

Click the handie from the bollom center and choose ‘Add > ‘Read from & iuaning process’

NN

/

s

«  Select ihe signed executable that you want to trust ard click the 'CK’ buiten.

PEEET————

smss.exe
g winlogon.exe

f i) soffice.bin

&4 vahooAUservice.exe

= wifiSvc.exe

_’j’ wmiprvse,exe
cis.exe

: 3% emulator-arm.exe

Comado Intemet Security perfarms the same sertificale check 2s described above. if the parant apoticaticn of the selected

process is signed, CIS adcs the vendior to e Trusted Software Vengors list

i Comodo Irierrel Securily cannsi verify that the software certificate is signed by a Trusted CA then it doss not add the soitviare

verdor to the fist of ‘Trusted Vendors'. In this case, you can see fhe following error messags.
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Tn2 fiie does not sgers to o2 3 valid signed exscutable.

$ate; The Trinsted Saftwars Vendors' list dispiays twn lypes of snitvians vandors:

«  Usardefined lrusted sofiware vendors - As the name suggesls, these are added by the User via one of the two
melhods outlined ezrier. These vendors can be removed by the user by selecéing and clicking the 'Remove’
bution.

s Comodo defined trusted software vendors - Thess zre the vendors that Comodo, in it's capacity as a Trusted

s independantly vaiidated as legilimate companies. If the user needs o remove any of thesa vendors
from the fist, il can be done by selecting the vendor, dlickin g ‘Remove’ and restarting the system. Please note
that the removal will iaks efiect orly on reslarting the sysls

o~ e '
e Qndiars Dot
J[OTHWENS W

Sofiware vendors can have their soitware added to the default-Trusted Vendor List that is shipped with Comode intemat
Security. This service is free of cost and is aiso open to vendors that have used code signing cerifiicates from any Cerdificate
Authsrity. Upon adding the software 1o the Trusted Vendor list, CIS automatically trusis the software and does nat qenorah, any

wamings or alerts on installation or use of the software.

The vendors have o apply ior inclusion in the Trusled Vendors list through the sign-up form 2t
g sy and meke sure that the software can be downloaded by our

nadsacis i aasa saniistiiatas
SN $ o coniviatad

technicians. Cur lachricians check whether:

SRR

“

- The software is signed with a valid code signing certificate irom a tusted CA; N
- The sofiware does not coniain any {hreats thal harm a user's FC;

befere adding it to the default Trusied Vendor list of the next release of CIS.

More details are avanabie al Mg
B

7.Comodo GeekBuddy

(v

One of the grezi features of the CIS interfzoe is thad you czn 1m'reua‘°ly lzunch a chal with a qualified computer suppert

> Support » Gat Live Suppert. If you have opled not b include GeekBuddy dusing CIS
will start the instellation automatically.

fechnician by ciicking 'Heip ico
instellzdon, choosing Gel Live Support

P

GsekBuddy is included with CIS Pro and Compiete versions and | is available with CiS C"Png ERE ?66@’9%%53%91‘1%%73 e)2557
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7.1.Overview of Services

Comodo CeskBuddy inciuges ths fcliowing services:

o Visus & Malware Removal - Our technicians remotely clear any delected viruses or malware that is found on your
PC. i

-  internet and Online [dentity Security - Cplimizaticr: of your computar's security settings 1o prevent ioss of sensitive
dala and identity theft.

«  Printer or Email Account Sefup - instakiation or updating of printer software and/er drivers, checking ink levels and
configusing your printer to work on a wireless or wired nelwork. We set Up your Intermet-based email account - any
provider, any zccount. Grezi for new computers and novice emai users.

+  Software Activation - Insialiation, configuration;, and activation of third party sefiware in your system.

+  General PC Troubleshooting - Detailed system check fo identify and efiminate basic hardware and softwars ceniiics
in your YWindows PC. )

- Computer Power Setting Optimization - Optimization of your powsr managament seltings based o how you Use
vour computer. Your Gaek will help you go green and savs money on your electric bill.

»  Comodo Software Instailation and Set up - Insialiation and stppori of soitware supplied by Comodo.

«  Comodo Aceount Questions - Clarification of any doubis regarding your sccount ir: Comaedo.

7.2. Activation of Service .

GeexBuddy is included in CIS Pre and Complete versicns and users who puiv hased either of these iS5 vessions can skip this
§ ing fhe Senvioe'. GeekBuddy ciient is downloaded alcrg

section and move on fo the next ssction *{
with CiS Premium (a free version) with a i1 senvice, you have ic purchase and activate it

N k) .
Alvintes $ha Siant asd
ohing e G fand and U

ficense, but fo use the ful

Stzrt the GeekBuddy client by clicking the desktop sherlcut icon Q r from the 'Start Ment/’.

The GeekBuddy Chat screen wifi be displayed.
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My

«  Click the ‘About’ link at the fop far fight of the screen.

The About GeekSuddy screen will be displayed. -

-~
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\\ \\\\\\\\\ NN

About GeekBuddy™

Peoduct wersion: 4.8.254511 83

Flatfarm targek Miceosol Win

&2308 - 2813 TQMCET Security So!utians; Inc
This produtt & ficensed to:

lohn Smith

CoMOEC

\
License type: TRESL{R gz the COMOBD Scftware Hcense termg)

License validity VAUD{Changs weus license keyt

License acivatom ACTIVE
Product ID: Ins-ca ' .
Paitner ID: GeekSuddy . )

Instance el

Warning

This computes progrant is profected by copyright law end international frealiss. Unauthorized
repreduction o distribution of this gsegram, ¢t any pcmen of it, may r&sult in severe civil end

criminal penalties, and wili be g ros=cu'ed ynderthe maximum extent zossibie under aw.

Click e 'Changs veur license kY link in the screen.

The ‘Activate your Lizense' scroer: will te displayed.

\‘\" \\\ N

. .

Thank you. v choesing SeskBuddy. Tou must 3ctivate & PATD lcznse IS fUlly access cur service.
i wizard il guide vou through the activation process.

Before youenter your &
“actiate” button to intliate the izerse verficetion orozese.
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= Enter the Lisense Key from your GeekBuddy retait package or the key you recaived through your email (fd:' cniine

purchases;.

AMlLHIHIHHiinRINN
"

Your curvent trial license ke is vali

Thark you for diccsing SeekBuddy, Youmust activate a PATD ficense 1o fully aocess cur service.
This wizard vl guide yeo trrouch the activation grocess.

Befare vou.anter your tcense key, please make sure you are connested to the Internet, ard press
“Activate” button t imitiate e §zense verficetion oyovess.

A

o Click the ‘Activate’ button oz i you nead more halp on this click the Let our technicians activate the kcense for yeu'
button.
The iicense ey will te checked and if comrect, the ‘Aciivation successful’ sereen will be displayed.

- . @

This ¢copy of SeeiBuddy was suctesshully activated! Flease wpdate vour licnse registration

infarmatisnl
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<  Enter the name and email details in the respective fieids.

«  Click 'Continus'. ) :

The home page of GeekBuddy will be displayed. Now you: can start usirg it and seek the help of an expert 16 resclve your

computer problams. >

ow to start znd using themy

7.3.Launching the Client and Usingthe Service

The GeekBuddy ciieni required icr the services is installed in your system automatically aiong with CiS Pro and Coimplete. For
CIS Premium, it is instaied automatically if you have selected the oplion Insiall Cemads GeeiBuddy curing insiallation .

You can siar the ciient and siar a ive chat session wilh a GeekBuddy expert using any cne of the following meihods:
. RS

. . X
o Doubls dlick the GeekBuddy desklop icon N

o taunchachat with 2 qualified computer support technisian by ciicking ¥ con in the tiie bar controls at the top

fAght sid2 of the main nterface.

- iaunsh achat with a qualified computer support technisian by ciicking Heip > Suppert > Get Live Suppori 2l the top
right side of the inain interface.

ARRNCREATRRIARRRRRRARS TS
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Launch the GeskBuddy ciient directly from the Windows Stari Menu - Click Start > Ali Pregrams > Comedc > ]

Geek3uddy > GeekBuddy. r
The GeekBuady Homs screen will open. .
e

St .
Ao wadear?
SRR H

To contact a support technictarn, type your issue in the field or enfer the invitation code if yout have it and click the

‘Send' button.
You wili be sonnectad fo a GeekBuddy...

e o

NrEErHRnIRER

Y

DO
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_..and once the connection is esiabiished, our suppor: technician wilk initiate a chat with you.

JHHBMMHMBIOYNY) \ \ \\\ S
%\\\&\\\\\\ DN ) \ \\\\\ R "\

; (83:28:56 PH4) John et

56 Reflo? fiy name s Jeff 1wl ke assisiing you today!

»  Preceed to chat now.

= Explain your problem:, The technisizn wa]a,, €85 your prebiem

srededve -

- Click the "About' link at the top far right of the screen. _

The About GeekBuddy infarmation screen will be displayed.

th you and work with you to fix any issues.
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About GeekBuddy™ ,
Product version: 4.9.294011.8%
Pistiorm targex Miciosot Windasws
€2508 - 2813 {OMGEO Security Solubians, Inc
This product is ficensed to:
obn Sreith
CoMORC
ticense tvpe: TRISLIReas the GOROED Softivare Baense term

License validity: VAUB{Changs wuus license ey

License actvation: ACTIVE

PreductlB: lps-ca

Bartner ID: GeekBu

Instance [
 Warning i

This computes prograntis protected by copyright law end international fseatiss. Unauthorized .

reprr*d ion of distribution of this gsogram, of any pomc't of i, may result in severe avil and
inal penalties, and wili be prose ccuted undarthe maximum extent zossibie under law.

d}:

The ‘Aboul’ diaiog displays the copyright and product versicn inforrmatier. The screen alse displays information about the
licensee, its validity and to change the license key or activaie s account.

~

7.4 Accepting Remote Deskiop Requests

in orcier %o solve ceriain Issues, the suppent technician may need to directly connect fo your ro'erter via aremote conrection.
Remote control can only ge ahead if you grant permission for.this ic hepper. Our fechnicians wil aiways request your

permission via the chat window.
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{ [63:58:391 PHY) John Snuth: My syst=m stope
{Can you w}v‘e the prablem?

i ¥ Sure. { wlbelo yous
In order & procesd, 1 !
zescary staps to assist you, Please azcept the rasmote by pressing YES at
Jat varsdiny wiesseas,

ft-

i UP‘ h.gJ ur oy

i

The technician will ask your perimissicn before he o she'makes any changes ic your machine. Such changes might include
instzlling programs, creating system restore peinis or deleting unnecessary or infected files.

°

R ﬁ.( \

93.58‘41 P} Jobn Smithe?
2 the probiem?
*bwe,I ‘n‘,het,. YD W

Click the *Yos' bution at the top of the interiace in order ic aliow the echnician 1o cennect to your somputer.
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Upen co

3 NN \ \ \\\\
Sl .

\3
\\\\\ &&‘ \\\\

’ vz toremetely ormact o your computer
e necessary steps to assist vou, Pleasa aocepi the remote by pressing YE3 at
the op of ,our c*at Nndsys message.,

o

s., Plezse dick an yes
& &s 2 precaution T wil mow geate 3 System Restore Paint for badiap

mpletion of their work, the technician wil disconaect from your compuer, inform you that the requested tasks have been

complated and ask whether 'you would fike heip with anyt'ning eise.

\“ D \\\\\\\n\\\\\\ N

. g

s T AR ArE sve
LONNBSISG: YoU 3TE NOW

iz} Fhave o remataly conrect to your computer
2C2558IY € :eps ts. assiet you, Please 2ctert the remote by pre:s ng YES -3
window massage.

Inifinowceste s S‘v:mPc—stﬂre Toint for hadun
p

se m’; ma hapnem and youl want your computer to refsn 6.2 pravous

1have resoived alf vour issues.
3ol Is Hhere anything eize I'tan help vau with?
7*37 PI3} Je%m Sovith: Mo §ranks

E % Tharik you for your dme? Plzase do nothesitate ts come Dack in the
fisture :f t,ou f*eed assistznce egabl. We wilaporedate vour edta 'k i: 85 onbine survey
shout your expedenze todayr wwcoande.cominurvevioistomer-gunyevolp

{i}‘.\‘ 3

Click the ‘Disconnect bulton and confinm: i in the next screer io end the sessicn with our GeekBuddy.

x,ong"am,ldiu,ne you just finishad your first GeekBuday support session. We hope you epjoy using your trouble-fres cemputer.

7.5.Chat History

GeexBuddy kseps a local record of every chat session yol: have with 2 Comodo technicégﬁ Mu’:&lﬁ)q LﬂQQI?TEra”nZ é’?ihiquﬁ ageC 2567)
v. Croga
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of the interiace will display ali chat sessions that you: had with cur technician. This halps you keep frack of previcus computer
issues and chats and can be useiul as & reference whan tying fo fix future issues.

To view history of chat sessions

o Click the *History' link at the lop of the intedace

Ali the sessions will be displayed.

Lo

\\\\\\\\\\\\\ N

X
\\\\\\\\\\

.

On 2013-15-81, Intervention ID: 705280, Session ID: 878746

On 20313-10-8E, 'Ifntenreneian‘ ID: 705883, Session {D: 878732

On 2015-10-61, Intervention ID: 705957, Session ID: 878YLY ~

«  Click on the mow button at the far end of the session history box the! you want io view or double-Click anywhere en
1he box.

o The chal session thal you had with our techaician will be displayed on the right side.
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Oy 2013-318-03, Interventd

On 2013-18-01, Intervention ID:

3 ¢ Thar .
accese o your sysiem. \
£:5%59 A Sohin Smith 2 T hope yow would have
sclved the prebiem
S5:25 S Max 1 Ok

SRR

Similarly you can view lhe chat history of other sessions alsc.

7.6.Using Issue Tracker | ,

issue Tracker helps you maintain the secusity and efficiency of veur computer by aulomatizally ider:tying probiems on your
computer and heiping you to fix them:. For example, lssue Tracker wilt alert you: if you have loc many stariup programs/services
{can cause somputer siow down); an inefficient registry (can 2lso cause siow down and srashes) or your hard drive contains files
#hat might compromnise your privasy. In many cases you wili be presented with a simple wizard that wilt alfow yeu to deal with the
issue quickly and easily. If the problem is beyend the scope of Issuer Tracker, you will be oilered the opportunily fo confact a
GeexBuddy represeniative who will help resclve the issues. :

To start the issue Tracker, ciick the 'Issue Trasker fink on the right fop in the user interface.
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The Issue Tracker interface will list fhe problems tha it has detected..

.. \\\\\\

[y

\\\\ \\\\\\ ~

\\ \\\\\ N

SRS ——

\ R s N

Z

Al the time of stariing vour compuiter, lssue Tracker will detect problams ir: your system éBMroxEjé ahQRA-Rad Fowfnd AgPage 2570
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side of ihe screen. .

o Click $ha Fx 'ssues 1o cpen the Issue Tracker inlerface,
The lssue Tracker interface will list the problema thet it has detected. |

The prebiems detecied will be categorized as sritical, major, miaor and meintenance issues. Click o the relevant link to view the
probiem. Ciicking iha ‘Show all issues’ lirk will display att the problems ir: your computer and the coler code at the 128 of sach
issue indicates e caiegory of the issue. :

Criticai . Red
2 fzjor =~ QOrange
3 Minor Yeilow )
\ 4 Maintenance Blus

Scme of the common problens that occur in any computer are junk regisity entries, slow bootup time and the presence of files
fhat might comproinise your pavacy.

Zach issue discovered will be accompanied with a 'Fix it Now' buiton: For exampie, fer the issus of slow boctup time, clicking
this butien will display a list of startup programs in your. sysiem (rograms which are auicmatically loaded during Windows stan-
up and will running in the background). You can identify tha programs you do not war to run at siart-up and disable them. Coing
SO will save system rescurces and improvs the pericrmance of your computer.
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Seiect the programs that you wan to disable during startup and ciick the ‘Continus’ butien.

The selected programs will be disabied and the successfully completed screen will be displzyed.
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\

e Provide your feedbac. &t the botiom of the interface and click the 'Close’ buticn.
For some ¢f the issues lisiad, you have to seek the heip of an expert technician.
= Click 'lgnere allissues’ link to disnegard ali the issues in your-sysiem displayed by lesue Tracker.
»  Click ’!gnr*ra this issue’ beside a particuiar entry.lo disregard that problem.
o Click ‘History' link at the top of ths inlerface 1o view the acticns taken for the problems.

o~ Click the Fix it Now! builon beside an issue fo resolve it.
7.7.Uninstalling Comodo GeekBuddy
To uninstall Comodo Geekau’ddy ) ' )

» - (Click Siart > Control Panﬂl
inthe Corirol Panel, double-ciick Adi‘&enn\fc Pregrams - :

°

o inthe Slstcf currensly inslailed programs, click GeekBuddy
o Click the 'Change/Remove’ bution.

= Click Yes' to cenfim uninstallation. IBM - Ex. 1002-Part 7 of-10, Page 2573
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Tha pregress of GeekBuddy removal will be displayed...

--ard after a few minties the uninstallaticn will be complgie.

N

~ ¢ : . .
Do iy o S nAT e b sarrvts s
LUNMCAG & ¥ AR

AR

I ar unsacured wireless natwork, vour conumunicadion is visible to everyone in the
sarae stk

TrustConnact is desigred lo eliminate these types of data hijacks by preventing criminals from altacking or scarning your
sysiem from the local netwerk that you are using to sonnect to the Inlemet i also encrypts &l of your traffic destined for the
internat (including Web sile addressss, inslant messaging conversaticns, personal information, plain text usemames ard
passwords and olher imporiant informaticn]. After conneclirg lo the service, fe TrustConnect softwere indicales thet traffic is
being encrvpted as it leaves your system. Cala thieves and hackers cannot ‘sniff or intercept your dala - they cant even
determine where your information is coming rom because, 2s you are cornesiing lo the Internet through a SSL secured VPN
cornzaction fo the TrustConneet servers, your requasts appear 10 ecme from cur iF address. Crdinartly, cyber crininals couid
easily intercept thase bmadeasts.

Ssting up Comodo TrustConnact is easy, as it works on most operating syslems (W;nqm M 0’?%%%3 gs a}it%‘n@a ge 2574

firewali applications. Typicai setup lakes less than faree minties, TrustConnact clients are availeble ]ﬁﬁ i

300
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and iPhone mobile devices and can  be cownlcaded by iegging into  your  agccount  at
Sipssfaccounin comada conviossuntiiogin. Your Comodo Intemel Security Cemplete confinnation emall contains
corfirmation of vour the usemama that you set up during initiai sign up and a subscription: 12 for the service. Cnce logged in,
click the TrustCennect tab to add subscriptions, chaags billing and contact informatior, and review ths ongeing stzius of yeur
service. Your Comade intemet Security Complete TrustCornect account has a 10 GB/menih data ransfer imit.

Comodo Infernet Security - Complete customers also receive the $89 vaiug 'Live, Expeit Computer Suppert Comodo
v geekuddyca for full product detaiis.

- Winthws 8

- Windows 7

«  Windows Visia

«  Windows XP

» MasGCSX

- Linux (containing kemel 2.4 or fater)

FreeESD, OpenBSC ' )

°

For users of Comodo Intemet Security - Complete, TrustConnect is integrated with the application and need rotinsiall the TC

client in their systems.
)

Comodo Internet Security Complete Users

€IS Complete product includes TrustConnect service and the appiicaticn is instalied automatically along with CIS. When a new
wireless connection is established by your sysiem, a Network Detected dialog will be displayed.

Plgasa select vour lacation:

3 Dc act gsteni new neiwarks again

= Salect your location from the dialog

A TrustConnect alart will be displayed depending on the setiings coniigured in Fiuwal
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In 2 uasseured wireloss nelwork, vour cormrnuication fuisibis fo pvaryone iu the
sanie nebaark

Select whether you want to coanecl i the Internet via TrusiCornect thus encrypiing the Iraific between your system and te
interns! or use the unsecured network.

i you cheose 'Sesure communicalicn véth TrustConnent, CIS will establish he cenaectien: via 7C...

\\\\\\\\\\\\ \\\\\ . \

_.anrd on successiui connection, you can view the details in the system Uay.

Chooss 'Continue Unsecured’ oplion i you do not wanl to establish an encrypled connection.

Comodo Internet Securily Pro / Premium Users

TrustConnect senvice is not ngludad with CIS Pro / Premium and these users should subscribe for using the senvice, When the
opion ‘Secure communication with TrustConnent is selecied, a ‘Activate TrustCennect cialog wili be ilapayed.
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s St a TaustDonnect Accoust” utica or

You car purchase the TC service by ciicking the Get a TrustConnect Acsourt, enter the TC service credentials and
activate the eenviss.

If you already have 2 TC account, enter the TC service credentials in the Useman:e and Password fields and click te
‘Activate Now' bullon.

Inthe &
via emal

page login to your CAM ascount using the CAM usemame ard password sent

Eat the time of account reazzon.

Click ‘TrusiConnest' in the menu bar orin the drop down from 'Sarvices' tab.

The account deteils of your TC senvice will be displayed.
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The TC Service Login and Service Password for your eccount shouid be entered in the Username and Password fieids
respectively in the ‘Activate TrustConnect dialog.

Please note thai this activation dialog will appear only for the firsl ime you are trying 15 connect via TC. After the activalion

process is successiully completed, subsequent attempts to connect via TC ic the Intemet wili be automatically esiabiished.

.

9.Comodo Dragon

¥R
o

To help maks vour. intemet browsing expeiisnce even safer, Comodo Dragon is installed on your compuier as a perl of Comodo

internet Security. Comado Dragon gives you the complete complernent of feziures offered by Chromium with superior secusily |
and privacy. .

P Y ¥ Weond
Aameeta Drasasy Yaatares
° TOMBHV LITRAPON FaEaiies
Ty 33 \ $ "M
arding Qamada Sraasn
e QLETUY LN L5agdn
Cantada Oransn Nain
° LONGHS Nragt Ny
\
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»  Improved Privacy over Chremium

4

Easy SSL Certificzic idenlification : .
e Fasl Wabsite Access

o Grealer Siability and Less Memory Bloat

> Incognitc Mode Stops Cockies, Improves Privasy

> PrivDog provides control over the monitoring activities of various agercies

o Very easy to switch from your Browser to the Dragon

v

o Hasprivacy enhancements that surpass those in Chromium's technology

ior ones

o Has Domain Validation technelogy that identifies and segregates superior SSL certificaies from infe:

- Slops cookies and cther Web spies

= PrivDog car: cisable cookies, spyware, mabware and other rackers.

«  Prevents all Browser downlcad tracking to ensure your privacy .
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Comodo Dragon is instailed i in your computer aleng with Comedo intemat Security 2013. You can siart the browser in two ways:
From the Start menu: d
«  Click Start > All Programs > Comodo > Dragon > Comocio Dragon:

% Remote Assistance

Windows Media Player

] windows Messenger

%‘g, windows Movle Maker
\\\

N COMODO GeekBuddy 4

\\\ §\\\\\\ \\;\‘? COMODO Intemet Securty »
£ L

N \\\\\ \\\\\\\\ \k\w\\k\\\\\‘\\\\\\\\\\\\\\ R Umnstall Comodo Dragon i

\\\\\\\\ \\\\\\ NN \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ AN \\\ NSRRI \\“\\“\“\“\\\\\\\“ S RNER R AR R SRR TR AT AN R

/

From the Destop lcon:

- Couble Clisk on the Comodo Dragan Deskiop icon created during the instzliation:

9.1.Introduction to PrivDog

What would be your reaction if you krew that almost aff your conline activity was tracked by multipte agencies withou your
knowledge? The data they sollect might be used for legitimale bul unwelcome reasens such as adverts that follow yeu around
ihe intemat or for creating a profile of your online browsing activity.-In the warst cases, it could be used by online frzudsters with
e sole objective of sisaling vour personai and confidential information by deploying intalligence gathering cookies, spyware
and other rralware.

PrivDog provides you the power to corirol thess clivilies and make surfing the web safe and private again. PrivBogis a
browser extensicn that improves e transparency, privacy and speed of your online exparisnce by automaticaily detecting and
blecking processes that are altempting to track your cniing activity. Whenaver you visit & website, PrivDog wit! cisplay the
number ci privacy tireats it has blocked in the top-right comer of your browser. Clicking the PrivBog icon wili reveal & more
deiailed breakdown of the types of hresis it has siopped, which can inciude advertising networks, 3rd party trackers, cookies,
widgsts znd ether data collection processes. The extension car alsc biock alt current barnar ads in & webpage and repiace
them with safe and tnisted ads. .

You can install PrivDog while instafling Cemode Internet Security or by downioading the app frem
wivw priviing.comidowsioads Ml The supported browsers for PrivDog include Comodo Dragor, Comade iceDragon.
Geogle Chrome and Mazilia Firsfox. -

9.1.1. Using PrivDog

«  The leial number of polential threats on the page you are visifing will be overiaid ovar the PrivDog icon
right comer of the trowser. Click the icor: 1o reveat a breckdown of current activity by threat-tye.
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The bottom of the summary page states the tolal aumber of threats blocked for afi pages in your currant session.

Ad Networks - Displays the number of advertisements published by 37 party ad networks {hat were repiaced with ads from
AdTrustMedia {sanitized; or completeiy blocked iblocked; depending cn the seftings configured. Clicking anywhere cn the row
will expand or ccllapse the list. .

Trackers - ispiays the aumber of trackers that were biocked or aliowed for that page depending on the settings configured.
Clicking anywhare on the row will expznd or colfapsa the list.

39 Parly Widgets - Dispiays the number of widgets thal were blocked or sllowed for that page depending cn the sellings
coniigured. Clicking anywhare on the row will expand cr collepse the list.

Statistics - Displays ths number of analytical trackars that were blocked or allowed for that pags depending or: the seilings
configured. Clicking anywhere on the row will expand cr collzpss the list

3 Party Cookies - Dispiays whether 37 pariy cookies are biocked or not deperding cn the setlings configured.

9.1.2. PrivDog Settings Configuration

The Optlions page alicivs you ‘e configurs the settings for the Trackers, 3° Parly ‘Widgels, Ads, Slek
webzgites 10 Exceptions fist

s, Prefersnces and add

To open the Optiors Panal, click the PrivDog icon at the top right side of the browser and click the gear icon in the drep-down.

ions panel
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on the words 'slick here'

Altermatively, cli the row of a blccked item to go to the respect

e Oplions Pane! displays
defauit opens with the Threals setlings page.

) ANEA

EoLNE £

Tha pzenal aliows you to configure the seltings for:
L]
.

9.1.3. Threals

The pege displays the number of slements at ihe far end of each item thet PrivDog has detected so

ED v
(O

© an ot
R Wit

IBM - Ex

ve sellings page direc

o total number of threats that it has blocked since the browser was opened for the sessicn and by

iarin the browser.
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9.1.4. Exceptions

The Exceptions screen al

th

it

The added website
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To remove a website irom the Excepiions fist, selecl the checkbox beside ¥ and click the 'Remove’ button beside it or click the

'‘Remove seiected button if vou salect mcre than one website.

8.1.5. Preferences

in the Preferences screen you can choose to either aliow or black 3% party coal\les in e brox wse'

L

L \\\\@

FATRTONUNT :

EE maonmie 37 oty onatie siostg

3ttt .

- Realtime 3" party cookie Blocking - When this cption is enabied, PrivDog will check in reallime for 37 party cockies
that are being insialled znd bleck them.

» Do not track - When this cplicn is enabled, PrivDog will biock the fracking activities of 39 party cokies thai are
alrsady installed.

Aot Ny oy
\r:n\.—w—\".“‘\.:u- A

Comado Dragon's intuilive multi-tabbed interface enables easy and fast access lo s p'usu" sd features of the broviser. Please
refer to the Comodo Dragon cniine help guide at Higiiffteip.comodaes TR -Comade-Trag
fatroducton. M for more detzils on using the browser.

10.  Comodo BackUp -

Comodo Bakap is a powerfui and easy 10 use desktop application that helps home and business users protect their valueble
ata against damags or loss. CIS Complste package includes Comodo BackUp with 50 GB of online slerage space.

v;\"w\p‘ Ee3 )

The application’s streamlinec dasign and task orientated archifecture means even ncvice users car: ieam how 1o cresie, run and
restore their first baciap job in a matter of minutes. Other features incluce fuil scheduling, passw*rd protection, a backug
integriy checker and a range of presat cackup jobs that aflow you ic quickly create copies of imporlant datea sels such as the
YWindows Registry, mail accounis and user seltings.

Comado BackUp is alse seamiessly integrated ic Windows Explerer so that vou s2n just select the folders or files veu want to
back up, rght slick on them ang cuick start the Back Up wizad,
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Quick backup of entire drives or individua! fiies o folders lo y:)ur locat computer, network drive, FTP server or
Comode's online server.

Step by step wizards ic guide even rovice users threugh the entire backup, restore and scheduiing procadures.
Flexible storage options afiow you to specify full, incrementai or diferential backups '
Protection of invaluabie persenal and business data from loss or corpuption.

Quick recovery ¢ files with alaw clicks of the mouse.

Granular sched uiit3§ options ic take automatic backups 2t & lime that suits you,

Reat-time backups synchronization feature to gst your fles copied over zs soon as you save them.

Built in checker to confim ihe integrity of your backup files before commiting 1o a resicre.

Backup presets including maii foldsrs, wirdows regisiry, messenger archivas and master boo! records.

Powerful encryption options ‘o protect your files so that it cannct be accessed by anyore but you. | \

Comodo Cloud - online il storage service. Backup your fles to 2 highly sacure online storage which can also be
motinted as & virtual drive in your sysiem.

CIS Complate package includies 50 GB of cnfine siorage space at Cormodo's online server. Yeu ¢an feg-in o your
online storage ccount with the ussr name and password that you eriered during CiS Complete Registration process.
Rafer o Aciivaiing Your Licesse for more details.

;'

Command tme and scripting support to automate the online backup and restore operztions.

From the Start Menu

Click Start > All Progranms > CCMODO > CCA 'IOuC Backup > COMODUT Rackup:
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N

A

rasatasssnseass.

N
From the Destop feon:

«  Double Click on the Comodo Backup Deskicp icon crealed during ihe instafiation:

. NN

in access and control over ail functicnal areas of the soitware. Please

ks D 3 IS Isa
R S M NI R N
NSHMR s SIS

H IS Iy

refer to the Comodo Backup online heip guide at i)t
sboduciion. M for more details or: using the product.

ere
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o Rensw ov spgrade your dense - Explains how to renew or upgrace your iicense

S 3 ies tn e PN Mo ndonand L aaests i . -
o Howio uve OIF Profosst Handlers - Explaing how o use CIS protocot handlers

Antivirus
Firewall
Auto-Sandbox

Game Mode

Advanced View

To enable/disable the Anfivirus .
1. Right click on the system tray icon keeping the CIS interface in Corrpact Viev..

2. Move the mouse cursor over ‘Antivirus’

A enabed
§ Firewall { Disabled

Auto-Sandbox

Game Mode

Advanced View

widget

3. Choose ‘Enabled or Disabled as per your choice

You can find the set securily level also from the Home Sorass

v

. ¢
Teanienl
WEWRE

To enableldisable the Firewall

1. Right click on the system tray icon keaping the CIS interface in Compast View

2. Move lhe mouse cursor over 'Firewsll

{IBM - Ex. 1002-Part 7 of 10, Page 2588
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S

Antivirus 4 &\\\\\§\
TR v Enebted

Auto-Sandbox »:i  Disabled

vreereecereedi

%

Game Mode

Advanced View

3
You can find the set securify leved also from i Nouw

To enabie/disable the Auto-Sandbox

1. Rightciick on the system tray icon keaping the CIS interiace in Compact View.

2. Move the meouse cursor over Behavior Biocker'

Antivirus »
Firewall “»"

&‘\%\i\\\%\w v Enabled
........... SIS Disabled

eeecsesseeesse

Game Mode

Advanced View

Widget

N
3. Choose ‘Ensbled or Disabled' as per your choice

Yous can find the set secury leve! also from tis Home Sersen.

Set up the Firewall For Maximum Security and Usabiiiﬁy

This gage outfines the furciions of Comedo's Firewalt and helps you fo sei Up & secure conrection fo the intemat.

-
Port Stealthing is a security feature whereby ports on an intemet connected PZ are hidden from sight, sending ro respense o
opporlunistic port scans.
1. Open Tasks' interface by clicking the green cuirved arow at lop right of the 'Heme' screen -

2. Oren Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface

3. Ogen Stealth Ports interface by ciicking the "Steaith Port3' ioen e from the Firewal Tasks pans

. IBM - Ex. 1002-Part 7 of 10, Page 2589
: IPR2025-00379 (IBM v. Croga)



X
Ports allok\yuur computer to communicate with other computers in a
network. B?‘\ftealthing them, you.may configure this computer's visiility to
others. \\ . .
\\\-\\‘*‘““\?\'\ . 2 .\\\\\\_\\\\,‘.\.\\\\A.

S \\\\i\\\\\is\t\\\\

The ‘Network Zoneg' seitings allow you to configure the protection ievel for netwark connection io a Router/home network. {This
is usualiy cone automatically ior you;. .

To view the configurations

1, Open ‘Tasks' interface by clicking the green surved amow at top right of the "Heme' sereen

2. Open Firewall Tasks' by clicking 'Firewall Tasks’ from the Tasks interface and click "Open Advanced Seflings’.
3. Click 'Metwork Zones’ under Firewall rom the leit hard side pane ‘
4. Click ‘Network Zones' i2b from ihe ‘Netwerk Zones' interzce

4 -

IBM - Ex. 1002-Part 7 of 10, Page 2590
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Chark the Loopback zons and Local Area Network #1. In most cases, ths focpback zene IP address shouid be
127.001/255.0.0.0

in most cases, the i address of the Aty detected Network zone should be 752.168.1.100:255.255.255.C .

5. Chack thess addressees and click 'OK'.

val for your Intemet conneci

1and the iregushey

The Firewail £ dor S¢ 2 the prolact
of alerls generaied.

IBM - Ex. 1002-Part 7 of 10, Page 2591
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Oper: Tasis' interface by clic king the green surved arrow at top right f the 'Home' screen

Open Firewall Tasks' by slicking 'Firewall Tasks’ from the Tasks interface and click "Open Advanced Settings’.

Click 'Firewal: Seflings’ under Firewail irom: the leff hand side pane

* is selected and choose Safe mode from e drop-cown besidie it.

LLHIIIMIR

Ensure thal 'Erable Firewal!' |

N
RN

\\

£ ROT show pogup steds

} Orema rules for sals wppl

Beat alest egusi

SCINY

IBM - Ex. 1002-Part 7 of 10, Page 2592
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Safe Mode: While fitering network traffic, the frewail will automatically creale rules that sllow alt traffic for the components of

applications cestifiect as 'Safe’ by Comodo. For non-certified new appications, you wil receive an ateri whenever that application
" altemnpts to acsass the network. Should you choose, you can granl that applicetion Intemet access by cheosing Treat this

application as a Trusted Application’ at ths alerl. This will dap!oy the predefined firewall policy Trusted Appliczon’ onto the

application.

Alert Settings

Under "Alest Settings' in the same intarfase: : ,
< Desclect Do NOT show popup aierls

-« Seiest'Sel alert frequency ievel optien and choose ‘Low’ from the drop-down. At fie ‘Low' seliing, the firewail shows
alerts for oulgoing and ncoming connection reguiests ior an appiicaticn. This is the setting recommended by Comodd
and is suitable for the mzjority of users.

.

Tum traffic animation effects-on

7} Create rules for safe appllcanons

Advanced Settings

When iatinching a derial of service of flocd’ attack, an attacker bombards a larget machine with sc many connection reguests
that your compuler is unabie 1o accept legiiimate connections, eiiectively shutting down your web, email, F P or VPN server. To
protect from such atiacks, make the following settings under 'Advanced' in the 'Firewait Seitings’ interface

- Seect Fitter joophack iraffic ‘ -
»  Ensure that the Block fragmented IP traffic is sslecled

o Block fragmented IP fraffic - When a conneclion is opened batween two ccmouters, they musi agres cna

Maximum Transmission Unit (MT4). iP Dziagram fragmentation occurs gaen D':;ﬁ_.}rrm 1
with an MTU less than the MTU you &re tsing i.e when a datagram L, E@l Ig a(&lb Page 2593
you are teing 9 ST he (IBM v. Cioga)



over which it must be sent, it is divided into smailer fragments’ which are each sent separalely. Fragmented
IP packets can creaie threats similar to a DCS attack. Moreover, these fragmentations can double the
amount oi lime it takes to send a single packet and slow down your downlcad ime.

- Sgiecths Do Protocol Analysis chackbox to detact fake packeis used in denial of service attacks

o  Select Enable anfi-ARP spoofing

Filter IPv6 traffic

Filter loopback traffic (e.9. 127 XXX, 1)

Block fragmented IP traffic
Do Protoco) Analysis

Enable anti-ARP spoacfing

You can configure and deploy traffic filtering rules and policies on an zpplication specific and gioba! basis and predefined firewall
Tuiesess. :

To view the Applicalion Rules
1. Open ‘Tasks' interface by clicking the gresn cuived amow at top right of ths 'Home' streen
2. Open Firewall Tasks' by sticking ‘Firewall Tasks'from the Tasks interface and click ‘Open Advanced Sellings'.

Click 'Application Ruies' uncer Firewail rom the leit hand side pane

[

- IBM - Ex. 1002-Part 7 of 10, Page 2594
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2. Oven Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and click '‘Open Advanced Setfings’.

3. Click 'Global Ruies' under Firewall from the l2ft hand side pane

iretnyg ghalval (s8R0 wie

o

¢ BAL Any W

nhe botlom and Add or Edii globz! ruies manually or remeve them.

To view Predefined Firewall rufesats

Tasks' interface by clicking the green cuived amow at fop right of ths 'Home' screen

1. Qpen

2, Open Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface and cBibodanaliHRedRating:0of 10, Page 2596
IPR2025-00379 (IBM v. Croga)



3.

e

Ng rsi2sds g9 |ainss

4. from the boltom to and Add, Edit or remove Rulesels. !

s are usually enough.
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Block Internet Access while Allowing Local Area Network (LAN)
Access |

You can configure Comedo Firewall to biock Intemet access while aliowing free connections to 2n internal network {Infranet or
LAN).
Example scenarics:
o Inyour network at kome, you wart your child's computer o connact o other computers at home but disabls intemel
aceess to them for safety reasons

*  Inyour corporate netwerk, you want your employee’s compuiers to connect to your lecal netwerk mzchines but disable
Iniernel access for them for bandwidth restriciicns

To seiectivaly block conneciion 1o internet whilst aliow sonnection to internal network you need to create a Giokal Rule under
Advanced Firewall Setiings and password protect your configuratior: to prevent others from altering it

To create a Global Rule

1. Open Tasks' interface by clicking the green curved airow at top right of the "Home' screen

(X

Open ‘Firewall Tasks’ by clicking 'Firewall Tesks' from the Tasks interfacs and click "Open Advancad Seltings'.

3. Click 'Globz! Ruigs' under Firewail from the lefl hand side pane

IBM - Ex. 1002-Part 7 of 10, Page 2598
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s interiace will open.
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Log as firewall event if this rule is fired

Protoccot

Direction:

Descripticn Allow LAN and Block Internet

IPvé Single Address

5. Choosz the following cptions from the drop-down inenus:
- Acton = Slock;
> Prciocoi = IP;
= Direstion = Qut.
. Enteradessrpticn for the new rule in the Description text box.

g

Click the ‘Soume Address' b, choose 1Pv4 Single Address' or IPvG Single address' as per youfhetwork and enter

the |2 address of the computer in the IF text box.

8. Click the ‘Destinalicr. Address’ 1ab, choose ‘Network Zone' from the Tvpe drop-down and chogse your focal area

netwark from the ‘Zone’ drop-down. IBM - Ex. 1002-Part 7 of 10, Page 2600
IPR2025-00379 (IBM v. Croga)



Nehtwork Zone

Logpback Zone

Loopback Zone

Work #2

10. Click 'CK'. The created policy wili be adde

2 rufe moves o the first

> R he bottom: and click ‘Move Up' repeatediy u

11, Seiect the rule,

IBM - Ex. 1002-Part 7 of 10, Page 2601
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The following global rules are active on this computer:

Aiiow Al Incoming Requests if The Sender I3 In {Work #1]

12. Click ‘CK’ for your configuraticn to take effect.

Your Firewali is row configured 1o allow accsss 1o infernal nelivork but to bleck Internet access. Now you need to password
protect this configuration to prevent others from changing it

To password prolect yous configuration

1. Ogpen Tasks' interface by clicking the grean cuived amow at top right of the 'Home' screen

2. .Open ‘Advanced Tasks' by clicking * Advanced Tasks' from: the Tasks interfacs and click 'Open Advanced Seftings'. -
3. Click 'User Intesface' under Generai Settings from the ieft hand side pane

IBM - Ex. 1002-Part 7 of 10, Page 2602
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4. Select 'Enabie Password Protection’ under 'Parenial Contrel’ and click 'Set Passwerd' link. The Change passwerd
cialog wili appear.

5. Enter and confirm your pasaviord then click OK. Make sure io creale & strong password containing a rrixture of
uppercase and lowercass charasters, numbers and symbels so that i canrot be easily guessad by others.

The coniiguration is now password protected. From ihe nexl attempt to change any sonfiguration changes 1o GiS, you will be
prompted to enter the password lo proceed.

\ RN .\ § \\\3\?&%\\

Password:

Block/allow Webéites Selectively to Users of YTour Computer

Comodo Internat Security allows vou io spacify a single or a group of websilels) thzt can be seleclively allowad or blacked o
ditierent users of your compuier. Configuring the website filtering involves fwo steps:

To define website categories

1. Open Tasks' interface by clicking the gresn ¢usved amrow at top right of the 'Home' screen.

2. Ogen ‘Firewall Tasks' by clicking ‘Firewall Tasks' from: the Tasks interface and click '‘Open Advanced Settings'.
3. Click "Website Fiiering’ under Firewall from the left hand side pane.

4. Ensure iat the 'Enabie Websiie Filtering Fillering’ checkbox is selected.

5. Click 'Categories’ iab from the Website Filtering' inlerface.

IBM - Ex. 1002-Part 7 of 10, Page 2604
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e

the botlom: center of the "Categories’ pane, click 'Add’ from the options ard cheose 'Add
5 will open. '

6. Click the handie from
Calegory' from the drop-dpwn. The 'Edit Property’ dia

IBM - Ex. 1002-Part 7 of 10, Page 2605
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Add Category
i Food Shops

Enter a name for the category and click CK. The new category will bs crealed and added under the 'Categeriss’ tab.

=~

8. Select the category, click the handle ai the boitom of the ‘Calegories’ pane, click 'Add’ then chcose 'Add Websils' from
the drop-down ment. The 'Add Website' dialog wili open:

IBM - Ex. 1002-Part 7 of 10, Page 2606
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9. Enierthe full URL or a part of URL with & wildcard characier " of the website(s) to be included ir the categery.

« Toadg a specific website/webpags, entsr the full URL of the websileAvebpage

«  Toinclude ali sub-domains of website, add a wildeard character and a period in front of the URL. For
example, *.friskywenches.com wil; cover fiskywenches.com, login.friskywenches.com,
nictures.riskyweanches.corm, videos friskywanches.com and so on,

o Toincluds al: the websites with URLs thal stari with a specific string, add a wildcard cheracter after the
string. For example, “pizza* will cover 'pizzahut.com, pizzacorner.cem, and so cn.

o Toinclude ali the websites with URLs hat contain a specific string, add the wildcard character befor and
afler the string. Fer example, “*pizza®” will cover hetpizza.com, spicpizza.com and so oa.

The website!s) wil be added o ihe calegory.

10. Repeat the prosass to add more webstes.

1%, Click OK ir: the 'Advanced Seitings’ interface ic save your setlings
To create rules for selectively blocking or aliowing websites {o users .

1. Oper: Firewall Tasks' by slicking 'Firewall Tasks' from the Tasks interface and click 'Open Advanced Seltings'.
Click ‘Website Fittering’ under Firewzli from the left hand side pane.

Click 'Rulas’ taz from the Website Fitering’ interface.

o won

Click the handie at the boitom of the Rules interface and select 'Add’”

. IBM - Ex. 1002-Part 7 of 10, Page 2607
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5. Enter a name for vour new fiter in the "Websile Filtering Ruie' daleg.

IBM - Ex. 1002-Part 7 of 10, Page 2608
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Seiect the categories that should be added fo the fi

ihe bottom of the ‘Category’ pane 2nd chooss "A(fﬂ’BM - Ex. 1002-Part 7 of 10, Page 2609
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Phishing Si

ieS

IR
\
Select a category and click ‘OK' to add if fo your n:fe. Repeat fe process to add more categories. ‘
The 'czlegories’ window contains = iist pre-defined Comodo categeriss and any user created categaries. Comodo
categeries cannot be modified,
»  Comodo Safe Sites - Weabsites {hat are consicered safe according to globai whitalist
P +  Comodo Phishing Sites - Websiies that lzad ic phishing websites, as per dynamically updated Comodo
' Blackiist
Comaodo Blacklist
For more details on creating and med

Comodo Mzhware Sites - Websiies that may inject mzhware into your system, as per dynamically upcated
i

ng user specified categories, Refer to the seclion

fa s
RN

IBM - Ex. 1002-Part 7 of 10, Page 2610
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Adc Users or User Groups 1o whom the ruje shoutld be applied:

> Click 1re hardle at ihe boltom of the ‘Restrictiors’ pane and click ‘Add’. Tha "Select User or Group’ dialog il

appear:

RN

Enter ihe names of the users ic whom the fiter is to be applied ir: the "Enter the object name o select’ text
sox vilh the format <domain namea>\<user/group name> or <userfgroup name>@<demain rame>.
Alemziivaly, ciick *Advanced: then 'Find Now' to loczis spacific users. Click 'OK' o sonfirm the zddition of

the usars.

IBM - Ex. 1002-Part 7 of 10, Page 2611
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R €3 Administator  SMITHSCOMP...
\ €8 Administiators  SMITHSCOMP..
Y € ASPNET SMITHSCOMP...

® ¢%iBackup Oper..  SMITHSCOMP...

" @acbSmih  SMITHSCOMP.. &
@Ev&wone —~ . \:\\\

R €3 Guest SMITHSCOMP...

R €8 Guests SMITHSCOMP...

? €iHelpssistant  SMITHSCOMP..
» €BneloServices . SMITHSCOMP.

o Afler adding larget users or groups, vou next need io specify whather those users shotdd be ailowed ¢r
Slockad from viewing the websites ir: the calegory or ey should be asked i they want te continte. Thigis
dore by modifying the link i the ‘Reslricticns’ columi

« IBM - Ex. 1002-Part 7 of 10, Page 2612
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KX Malvare Sites

Allow - The websites in the categories can be accessed by the user,
Block - The websiles in the cateqories cannot be ac-xssed by the user. -
Ask - An alert will be displayed in the browser i the user fies to access any of the websites in the categery.
The user can decide whether or not o continue. -
- Use e Logging switch io cheose whether or not attempts to access a calegorized website are logged.
" 8. Click 'OX* 1o save your new suie. The new e will be added to the list of rules under the 'Rules' tab
. 8. Ensurs that the ruie is enabled tsing ihe toggle switch under the Enable Rule column for the ruls i fake effect
s You =zn disahle or enable rules at any time using the switch under the "Enable Rule' columa.
You can disabie or enable rules al any time using the swiich under the ‘Enable Ruig' calurmn.

Set up the HIPS for Maximum Security and Usability

This page explains en configusing e Host Intrusion Prevention Systen: (HIPS} component of GiS to provida maimum security

rom lhe malicious prograrns that try lo execute from within your system ang fo prlect your system frem data theft, computer

crashes and sysiem damage by preventing most types of buffer overflow atiacks, pravent possible attacks from root-kits, inter-

process memery injections, key-loggers anc more. IBM - Ex. 1002-Part 7 of 10, Page 2613
IPR2025-00379 (IBM v. Croga) .



To configure HIPS

of the 'Home' screen

asks' interface by clicking the gresn cusved arow at top rig

o * Advanced Tasks' from the Tasks interface and click "Open Advanced Settings’.

Advanced Tasks' by clic
i hand side pane

m\»i st mode

B

Ll}l

B R DR LR R R AR RIX RN

i

.-m.-..n--n...n.- RN
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4. Selest Enable HIPS

5. Choose ‘Safe Mode' from the drop-down beiow it. Sefer to HIPS Safandor Seltings for more detalls or: the Security

i evels.

Monitoring Seflings

8. Click Monitoring Settings from the HIPS Settings interface

i
Al

co

&) Interprocess Memory Accesses - ¥ Process Execution
{¥] windows/WinEvent HoOKS {¥] window Messages

[£] Device Driver Installations v [ DNS/RPC

{&] Processes' Terminations

Client Service

{&] Protected COM Interfaces
{&] Protected Files/Folders

] Physical Memory
5] Computer Monitor [¥] Keyboard

7. Make sure that ail the check Soxes ara selected and click CK

Advanced Setlings
8. Make the following settings under Advanced in the HiFS Saitings interiace

IBM - Ex. 1002-Part 7 of 10, Page 2615
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Set new on-screzn alert imegcui o
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Cpticnal - Enzble 'Block all unknown requests if the applicalion is rot runaing', Selecting this option biocks
all unknowa execution requests if Comodo Intemet Securi ity i3 not runningfhas been shut down. Thisis
oplion is very strict indeed and in most cases shetid only be enabled on serously infested or compromised
machinas whiie the user is working fo resolve these issuss. If you know your machine is already ‘clean’ and
are looking iust to enable the highest CIS secusity setiings then itis OK to ieave this box unshecked.

- {f you zre usirg a 84-bit sysiem, in order 1o maximize the security,  is importart 1o selec? ‘Enable enhanced

proleciion mode {Requires 2 system restart)' - Enabling this mode will activaie addiiicnal host intrusion
ware thai tries to bypass

oreventien techrigues in Defense+ to countenneasure extremely sophisticated ma
regular countsrmeaasures. )

Because of limifations in Wincows 7 x64, seme HiPS functicns in previous versions ol CIS oould
theoretically be bypassed by maiware. Enhanced Protection Mode implements several patent-Derding ways
to improve HiPS in Defense+.

"Set up the Behavior Blocker for Maximum Security-and Usability

This page 2xplains on conliguring the Behavior Blocker 1o auto-sandbox applications hat are tinrec cgnizad by CiS {o prevent
potential damages io your system from untristed brograms.

To configuse Behavior Blocker

1. Open” aﬁxs ‘interface by clicking the gresn curved arow at lop right of the 'Home' screen

2. Dgen '».d‘vanced Tasks' by clicking * Advanced Tasks' from the Tasks intsrface and click 'Open Advanced Seltings’.
3. Click 'Security Setings’ > ‘Defense+ ' > 'Bahavior Blocker' from the left hand side pane

IBM - Ex. 1002-Part 7 of 10, Page 2616
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or dshaast Riccking

1 O st ©
i1 stest shie

4. Make sure ihat the check box Au’o—aancbux unknown: applications as’ is selacted and chonse Partially Limited' from
the drop-down ment:.

" Viruscope Settings
faka sure "Enable Viruscope' checkbo X is selected under ‘Viruscope'

IBM - Ex. 1002-Part 7 of 10, Page 2617
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Enable ¥iruscops {Recommendesl}
This optien enabies Viuscons subz

51 Do heuristic comrnand-ling anaiysis for cartain agpiications

PR EATR

Advanced Setlings '
€. Make sure ihat both ths check boxes:
o Do heuristic command-line znalysis for cerlain appiicaticns;
o [Celect shsﬂg;,cde injections
é;e seiected.

R

Password Protect Your CIS Settings

This page explains how to password protect access to the CiS interface. implementing the steps expiainec on this page means
arother user will not be abie to access the CIS interface io modify or over-ride the security seilings you have impiemented.

To enable password protection
1. Open Tasks' interface by clicking the green curved amow at lop righ? of the 'Heme' screen
2. Open ‘Advanced Tasks' by clicking * Advanced Tasks' from: the Tasks interface and click ‘Open Advanced Settings’.
3. Click 'User Intarfase’ under Generai Seftings from the left hand sice pane X
IBM - Ex. 1002-Part 7 of 10, Page 2618
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Select 'Enabie Password Protaction’ under ‘Farerial Contrel and click 'Set Passiwerd liak. The Change passwerd
gialog wilt appear. ‘ ‘

Enter and confism your password then click OK. Make sure ic creale 2 strong password containing a misture of
uppesuase and lowercase characlers, numbers and syinbels so that it canrol bé'%M,iF; 63%53

’
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figuration is now password protected. Fron: the next atterrpt to change any configuration changss fo CiS, vou will be
prompted to enter the password to proceed.

Passwaorc:

Reset Forgotten Password (Advanced)
This page axplains how 1o remove password protection/resat password just in case you forgot the password you had set for
CCMCDC Irternet Ssousity.

fade: Itis not possible to ‘retieve’ a forgotten password - you can orly resetit. To do this involves modification of the Windows

registry and is only recommended for experienced users.

To disable password protection in CIS
1. Click Start > Run, from the Windows Start menu

2. Type regedit in: the text box and click 0K’

3. Navigala o HKEY__LOCAE__MACHiNS.SYSTEM\.Scfiware‘.Cornodo\F;rewaIé?:o'\Conﬁgurations'\

{nder the Cenfigurations foider you will see sub-folders named 5.1,2,... depending on the number of preset configurations in
CIS. These folders contain registry keys for the settings of he preset configurations in the erder of the configurations displayec
{ Sot¥nas » Continuration interiace. For exampie, the folder 0 contains the keys for

3 _OUTHG L OTIEETRUS

R S o Ladils s Naw
N AQFANIET JW >R

COMCOC - Intemnet Security, the falder # contains the keys for COMCDC - Preactive Security and so on.
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Sony Ericsson
£4) TeamViewer .

Yolatile Environment
HKEY_LOCAL_MACHINE
HARDWARE

SAM

SECURITY
GOFTWARL

SYSTEM

{33 ControiSct001
ControlSet002
CurrentControiSet

MountedDevices

Select the folder comespending to the ¢o
for examgle, navigale to HKEY_LOCAL_MACH

UNICODE Program Groups

{value not set)
Name REG_SZ COMODO - Internet Security
Productversion . REG_SZ 7.0.308911.4080

juro REG_SZ {D91609A7-BC3B-4B6A-ABF6-71E94D7A8781Y
3 version REG_DWORD 0x03016295 (50422421)

uraticr: for which you wish to password anci navigate 0 Semngs,
E\SYSTEM\Scfiware\Comodo\FirewallPro\Configuralions\0'\Setlings

1o reset password in COMODO - Internst Security configuration.
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e

o

SRS \\\\\\\\

\‘\\\s \
N ~\

//

\

] SECURITY
SOFTWARE
SYSTEM

ControlSet001
ControlSet002
CurrentControlSet
LastknownGoodRecovery
MountedDevices

5. Right-click 'Passw

6. In the 'Edit DWCRD Value dialog box, change the 'Value dala’ from 116 0

REG_DWORD 0x00000001 (1)
DontShowvirtual REG_DWORD 0x00000000 (0)
Eooweblookup  REG_DWORD © 0x00000001 (1)
fs,’eBEnabIeLoggmg REG_DWORD 0x00000001 (1)
JEnforceBootSecu... REG_DWORD 0x00000001 (1)
i deelntroScreen REG_DWORD 0x00000000 (0)
@Maxmgs-ze REG_DWORD 0x00000014 (20)
"‘»_'ngessageFlags REG_DWORD 0x00000049 (73)
sTs‘gaNotShowBackgro REG_DWORD 0xD000B0GO (0)
*:;:;f\tms»\\mvm ‘“‘?““h‘é}‘;“m‘bﬁ*ﬁ““\“‘“““‘\\)\zwmq\(g\)\
aRlPasswordEnabled  REG_DWORD 0x00000001 (1)
\g\,}}?ﬁaw\mw\h REG BINARY .. FREQTEEITDE U es 504794 8e ¢
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
‘REG_DWORD 0x00000001 (1)
REG_DWORD 0x00000001 (1)
REG_DWORD 0x08000001 (1)
REG_DWORD 0x00000000 (0)
REG_DWORD 0x00006000 (0)
REG_DWORD 0x06000000 (0)

wordEnabled key and select Modify’

39

HERINR

g_g’]PasswordHasl'
‘gngIayAlertSoun

‘i{lRemember

fiotShowgackgro...
NotShowMinimize. .
NMms \\\\\\

o e

@ﬂshowBalloon

REG_DWORD
REG_DWORD

LIOVA

Modify Binary Data % 0x00000001 (1)
Delete Y 000000001 (1)
Rename ¢ 0x00000000 (0)

RTINS

-

S {En
SxOZ0000 {0}
0x00D00000 (0)
0x00000001 (1)
e8 f9 7f ba 91 04 d1 eaSD 47 94 8e

0x00000001 (1)
2xQ007000: (1)

{
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Click 'K’

. 8. Rignt-click 'PzsswordHash' and select 'Delete’. N

N\ -J\-\

REG_D"WORD UXUUUUUUUU (6)]

{PasswordEnabicd ~
ERRN Q\Qg\@\\\\\ ........ -PEGRIMARY ey €8 9 7f ba 91 04 d1 ea 50 47 94 8e €
SRlPloyalertso;  Modify . 0x00000001 (1)
B¥)Remember | Modfy BinaryData 0500000001 (1)
g‘;‘ﬂshowsaﬂooz&\\\\\&\\m\k\ 0x00000000 (0)
f)showGeek  Rename . ~0x00000001 (1)
i@showGeekeuwww\mvww“m © 0x00000001 (1)

8EG _DWCRD

veGeskBuddy ...

30050201 (1)

0. Restart the system for the charges 1o take affect

Now vou should be able ic access all seltings, uniastali CIS and set a new password.

Nets: if CIS dossn't aliew regedit to change those registry ilems, try to boot in safe mode and repeat the above steps.

Run an Instant Antivirus Scan on Selected ltems

You ¢an run an inslant antivirug scar on any selected area like disks, folders files etc. You can also check a wide range of

removabie storage davisas such as { v_z.., DVDs, extemal hard-crives, USB cornected drives, digital camaras - gven your iPod

and mobile phones too!ll This is usefui ¥ you have jusl copied a filelfolder or a program: from an external device like a USB arive,
. another system: in your network, or downloaded from the Intemet.

o~

334
i

skt Dere for more detaiis on runsning on-cemand ssans.
To instantly scan an item
«  Rignt ciick onihe ite: and selest Scan with 'Comado Antivirus” frem the context sensitive many.
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{ther Plares

¥

//J%//////////// :

OR

e

\ C:\Program Files\Cuckoo

'Send To

Cut
Copy

Create Shortcut
Delete
Rename

Properties

= Click he Antivrus tiie at the 'Home' screer in sompact view to flip-open the Antivirus pane
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and on sompietion ¢ scanning, the scan finishad dialey be dispiayed with the number of thrzats iound.

lo teke action on the infected ftem(s).

¢ for more dela

Create an Antivirus Scanning Schedule

Comodo Internst Security allows you fo schedule Antiviras scans en your entire systemor on specific aress according to your
preferences. You can create a cuslom scan profile defining exactlly which files 2nd iolders are 1o be scanned, when they are fo
2 scannad and how they are to be scanned.

To create an antivirus scanning schedule .

- Click ihe ‘Tasks' arow on the home screen 1o open the main
«  in‘General Tasks', click 'Scan’

o Select 'Custom Scan’ then ‘More Scan Options’

sierface w

be disglayed with 'Scars' panel opaned

o The ‘Advanced Settings'i

- Click the handie at the boitom of the interfass then select 'Add’
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e intm"ace‘w be displayed.

The scan pro

= Type aname for the prefile in the 'Scan Name' lexi box

2 hande at the bottom: of the interface 1o select

= lick

135

SNV QBT O3 TS FHASEERS ) SCRIERT I

items to be inciuded in the profile:
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Scan Name: Example Scan Profie

Define items to be scanned, scanning options and running schedule

X

i,
UV UTTPRIVEVRRIIVIVEIPISRECIRDE IS e

o Add File - Aliows you lo add individual Hles o the profile.

- Add Folder - Allows vou bo selec entire folders to ba included in the profie

o Add Region - Allows you fo add pre-definsd regions i the profile (chaice of ‘Full Computer’, ‘Commonly
Infacted Areas’ and “Svstem Memory'}

- Repeat the process 1o add mora flems to the prefile, Click ‘CK' i confirm your choice.

- Next click ‘Gptions' io further customize the scan: IBM - Ex. 1002-Part 7 of 10, Page 2630
IPR2025-00379 (IBM v. Croga)



-

77
2

SR

Scan Name: f.ExampIe Scan Profile

- Define items to be scaﬁned. scanning options and running schedule

1 Enable scanning uvptimizations

Ve e
EERRARATS

Use cloud

Update virus database before running

'3

Detect potentially unwanted applications

Options:

°

Decompress and scan compressed files

vin

while scanning

3 ERERE

A AN v atinng o

Enable scanning optimizations - Cn selecting this cplicn, the antivirus will empioy various optimization
teshnigues like running e scan in e background in crder to speed-up he scanning prosess {Default =
Enabled} . i

Decompress and scan compressed files - When this check box is selecied, the Antivirus scans archive
files such as .ZIF and .RAR files. Supported icrmals inciude RAR, WInRAR, ZIP, WinZiP ARJ, WinARd and
CAR archives {Defauif= Enabled) . :

Use cloud while scanning - Seleciing this option enables the Antivirus to detact the very latest viruses
more accuralsly because the local scan is augmeried with a reai-time iook-up of Comodo's online signature
database. With Cioud Scarning enabied your sysiem is capable of delscling zero-day malware even if your
Iocat aniivirus database is out-dated, (Default = Disabled).

Automatically clean threals - Enables vou to select the action io be faken against the detecied threats and
irfested fles automatically from disinfecting Threats and moving the threats to quarantine.

Use heuristics scanning - Erables you {o select whether or not HoU iR sB%icd 00 RRm 0l chage 2631
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scans in: this profile, You are alsc giver the oppertunity 1o defire the heuristics scan level. (Defauft=
Disabied}.

Bacigrourd Info: Cemods intemnet Security employs various heuristic techniques to identify previously
unkriown viruses and Trojans. 'Heuristics' describes the method of analyzing the cede of a file o ascertain
whelher & conlains code patlems similar to those in known viruses. 1 it is found to do se then the application
deletes the fle or recommends it for quarantine. Heuristics is aboul detecting Virus-like' trzits or allrbuies
rather than lcoking for a precise virus signalure that maiches 2 signature on the virus blacklist

This aliows CIS to "preciict’ the existence of naw viruses - even ¥ itis not contained in the current virus

datzbase. i

s Low - Lowest' sensitivily to detecting unknown threals but will also generale the fewest false positives.
This seiting combines an extremely high level of security and protection with a low rate of fzlse
posiiives. Cnmndn recommends this satting inr most tisers.

»  Medium - Detects unknown threats with gresier sensitivity than the 'Low’ setting but with a
cerresponding fise in the possibility of faise posilives.

+  High- Highesl sensitivity to detecting unkrown threals but this also raises ths possiility of more faise
positives too.

Limitl maximum fife size to - Selec! this optior if you wanl to impose size restrictions on files being

scannad. Files of size larger than that speciiied here, are not scannad, it this opiior: is selecied {Default =

40 M8},

Run this scan with - Enables you 1o set the pricrity of the scan proile. You <an select the priority from the

drop-cown.(Defauit = Disabled].

Update virus database before running - Insiructs Comodo Infernet Security to sheck for fatest virus

signature databass updates irom Comedo website and downioad the updates automatically before starling

the scarning {Default = Enabled) .

Delect polentally unwanted applications - Whan this check bex is selected, Antivirug scans alsc scans

for applications tha (i) a Lser may or may nol be aivere is inslaked or their computer and () may

functionaity and objectives that zrs nol clear 1o the user. Example PUA's include adware and browser

{oclpars. PUA's are often installed as an additional extra when the user is installing an unrelzied piece of

software. Unlixe maiware, meny PLIA's are 'legitimais’ pieces of software with their own ELLA agreements.

However, the 'tnse’ iunctioralily of the softwsre might rot have been mads clear 1o the end-user at the time

of instaliation. For exampie, a browser toolbar may aiso contain code that fracks a user's activily on the

Internet. '

To schadule the scan ic nin al set inervals, click ‘Schedule’:
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Scan Name: Example Scan Profie

Define items to be scanned, scanning options and running schedule

Frequency: Stan Time: | 5:30 AM

-

& Do not schedule this task

& Every Day
& Every Week
& Every Month

] Run only when cemputer is not running on battery

Run only when computer is IDLE

.

Tum off computer if no threats are found at the-end-of the scan

CANIIIIOTEOAR 10118031981V 18 Nttty

L A AL AN 000 A OO OO0 LK EE

o

- Do not schedule this task - The scan prefil2 will be created but will not ke run autematicaly. The profile will
be availabie for manual on-demard scanning

«  Every Day - The Ariivurus slarts scanning fe areas defined in the scan profie every day at he tme
specified in the Starl Time fisld

= Every Week - The Antivurus starls scans e areas defined in the scan profile on the dayis) of the week
specified in ‘Days of e Week' fieid and the lime specilied in the 'Start Time’ feld. You can select the days of
the week by directly clicking on them.

Every Month - The Antivurus starts scans the areas defined in the scan profite on ine dayis) of the morin
specified in 'Days of the month' field and the tims specified in ths 'Start Time' field. You can select fie days
of the month by directly clicking on them.

+  Run only when computet is not running on battery - This option is useiul wher you are using a iapicp or
any other baftery driver: poriable computer. Seleciing this apiion funs the sczn only if $he computer runs with
the adlopler connecled to mains supply and not oi batlery,

< Run only when computer id IDLE - Select ihis option if you do net want 1o cistusbed when invelved in
compitter related activitiss. The scheduled can will run only if the compulter is in idle state

- Turn off computer if no threats are found at the end of the scan - Selecting this cplien tums your
computer cff, if no treats are found during the scarn. This is useful when you are scheduling the scans 1o
run & nights.

= Click OK to save the profile.

The prcfile will be saved and e selectad anvas wilt be scanned repeatecly as per the set scheditle.

[\> The scheduls scan will run only if it is enabied. Ciick e bution under the Active cdBivh b 19DRBavE ;96fﬂ@s;o@+ge 2633
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1o toggie between on znd off status.

Run Untrusted Programs In iﬁe Sandbox

Comodo Internst Security allows you o run programs inside the Sandbox on a ‘one-cff basis. This is heipfui to iest the behavior
of new executebles hat you have downloaded or for applications that you 2re not sure that yeu trust. You can also sreaie a
dasktop shoricut to sun e application insids the sandbox on futurs occasions. The Toliowing image shows hows a Virtual’
shortout wik appear on your desklop:

Comodo internat Security sliows you io run a program in the sandbox:

1. Browse to the insialiation folder of the .exe file through Windows Explorer

2. Right click on the program that you want o run inside the sanchex

svtmi.dll

stsmi.dll

: ’*ocn

svxmsfilter... RN P : .
k\\\\. Run as...

7-Zip >

ANALEERURNEEURURNRRNRN SR AN

XY 5can with COMODO Antivirus e
o i RO T \
syempla.. S \%’&@&\\“@M\\\\\\\\\\\\\\\\\\
™ \\\\?\\\ka\ﬁ[@(\ \Q’\‘enu \\\;\\\\\\.\\\\““3\“\"\»\,9&

Send To >

Cut ) 3
Copy

Create Shortcut Rt '
Delete )
Rename

Properties

(o

3 Choose ‘Run in Comode Sandbox’ from the coniext sensitive menu
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1. Click the ‘Tasks' arow on the home screen o open the main Tasks menu

2. Click 'Sandbox Tasks' and click 'Run Virtual irom the 'Sandbox Tasks' interface

3
Y TR

ALIHHIDIDIN

2

You can run applications inside the Sandbox isolated from the rest of the
computer and-prevent them from making permanent changes to the system.

The 'Run Virual® dialog wil be displayed.
3. To run an application inside e sanchox, ciick 'Choose and Run' then browse 1o the appiication. The application will
qun with a green border indicaling that il is sandboxed. If you wish to run the agpiication in the sancbex in future, then
select ‘Create = virtual dssktop shosteut’. : :
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N

program

3components ';'fﬂunopkg

N

pplications (*.exe)

4. Browse fo the application and click 'Open’. i the example above, Open Office Writer is chosen.

The avplicalif\n will sunin the Sandbox on ihis occasicn only. H you often want the browser to run sandboxed then creale a
wiruai shortews for the application by selecting the check-box 'Create a virtual desilop shorteut’ in step 2. If you wish ic un an
agplication ir: the sandbox on a long-fermypesmanent basis then add e Bie 0 Hhe Sandhex.

e e

RHEHEHIES \\\\\\\\\ IR

John F. Kennedy

;"My fellow Americans, ask not what your country can do for you, ask what you can do for your
tountry” |

3
A R SO R R N R RRIRRRIGERE SRS
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Run Browsers Inside Sandbox

This page explains how 1o run your Internet browses inside the sandbox. Surfing the Intemet with a sandooxed browser is the
same as normral, viith the benefit that any malicicus files you inadvertently downioad canrot do damage your regl compuisr. You
can also create a desklop shorteut fo run the browssr inside the sancbox on fufure ossasions. The following image shows how a
iriual' shoricut will appear on your deskiop: '

Comodo Intsrnst Sscurity allows you fo run a srowser in the sandbox:

The CiS Deskicp Widget displays sherlcut icons of the browsers installed in your compuier.

-
Al
\
v - To siart a browser inside the sandboy, click on the browser icon.
Stariing & hrowser from Sis Randbox Tasks nterfsos
1 Click the "Tasks' arrow on the home screen to open the main Tasks menu

2 Click 'Sandbox Tasks' 2nd ciick ‘Run Virual fom the 'Sancbox Tasks' interiace
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You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes ta the system.

The ‘Run Virlual diatog will bs displayed.

[

3. To run abrowser inside the sandbox, click 'Choose and Run', navigate to the instaliation focation of the browser and
select the exe fiie of the browser, If you wish to create a deskicp shoricut to run the hrowser in the sandbox in fuitre,
then select Craale a virtual desktop shorteut'.

The browser wili rur with a greer: border indicaling that itis sandboxed. .

Run Untrusted Programs Inside Virtual Desktop

This page explains how to run untrusted programs inside the Virlual Deskiop. Appiicalicns rurning in the viriual deskiop zlso
feave no cookies or history Dehind on your real system, making it idesl for testing out betajunstable seitware,

Appiicaticns irslafied or the Hles stored in your systeir can be opened inside he Virtual Seskiop by the icllowing metheds:

You can copy lhe files or create shorlcuts for the applicationsAfiles to be epsned in Virlual Deskiop, in the desidop of your rea
systern. The sherlcuts of your reai deskiep will be available in the Virtual Desktop. You czn double click on the icon lo epen the
respective appiicaticn of file inside the Virlual Desktop.

™~

Note: The real computer desklop icons wil be available cniy in the Slassie Window
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The Virtual Deskiop creates a iolder Shared Space in the locati
Data\Shared Spave”, which can be shared by your has! operating system and the Virlual Deskicp.

The Shared Space can be accessed in the following ways:

o

Click 'Open Shared Space’ urder "Sandbox’ Tasks in

Click the ‘Shared Space’ shorteut icon from the

Click the ‘Shared Space’

s~

Click the 'Shared Space’ desklop shortcut icon

N
or "CADacuments ang Setf

ihe Tasks interiace : . .

home screen of CIS

To open an application of file from your host system in the Virtual Desktop .

1.

Open the "Shared Spase’ as mentioned above

CopyiMove the application cr the file to be opened into the Shared Space

Stari Virtual Desitop' by clicking ths Virtual Deskicp shortcut in the SIS home screen or by clic

Run Vi

wai Cesktop from the Tasks interface of CiS.

ng Sandbox Tasks >

EOCCELOUOUOOLLLIEL)

4. Oper Shared Space insice the Virtual Desktop by ciicking the "Shared Space’ g\ BLOT8EYS%rt 7 of 10. Pa ge 2639
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from the rest of your computer. Just by visiing them, malicious websites can install viruses malvware, rootkits and spyware cnic
your computer that can allow hackers to steal eonfidential information. Suriing the ‘net inside the virtuel dasktop removes this
ireal to your maching by preventing any website from installing anything on your real somputer. Furthermore, the Virtual
Keybeard allows ycu to securely snter user-names, credit card numbers and passwords wihout fear of key-iogging soitware
recorcing your physical keystrckes.

*

To cun a browser inside the Virtual Deskiop

1. Click iha 'C button

2. Seiect the browser you want to run from the browsers displayed.

The browser wili cpen inside the Virtual Desidop.
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i

Restore Incorrectly Quarantined ltem(s)

you have incorecily quarantined item{s} or you feel an item has besn incore
positive} then vou: can restore ithem using the following procedure:

To submil Quarantined items .

1. Click fe Tasks' arow on the home screen to open the main Tasks menu

2. In‘QGeneral Tesks', click 'View CGuaranting’

&

inlesface will opan. The interfacs displeys a list of items moved to Guaranline manuaily, from the resdlts of real-

The Quarenting’
fime scanning, on-demand scanning and schaduled scans.
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3 Choose the ilems ic be restored by seiecting the checkboxes baside them.

he handie from the bottom: and chooss 'Restors’.

4. Click#

An option to add the selecied items lo AV exciuded fles will oper.

IBM - Ex. 1002-Part 7 of 10, Page 2643
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Wauld you like to add these files 1o your AV excluded files
007

i you select ‘Yes', these ilems will not be included for AV scans. If you select’ NO', these items will be included for AV scans and
quarantined duting the next scanning.

Al the selecled files will bs resicred lo their original iocations immediately. .
5. Click 'Ciose’ buticn 1o exit.

ek heve for more details on the Quarantined ltems. .

Submit Quarantined ltems to Comodo for Analysis

items which have been quaranlined as a resuii of an Cn Acsess, Cn Demand or Scheduled Scans, can be sent o Comodo for
Anaiysis. Afler the znalysis, if the submitled item is found to be a False Positive, it will be added to Comade Safe Lis!.
Conversely, i it is found io be a malware, it wili be 2dded o the anti-maiware Black iist. This helps Comodo e erhanse its virus

Ralds

signature database and heips milfions of other CiS users to berefit oui of & {iiok hers for more details on Quaraniined lems.

—

To submil Quarantined items

1. Click the *Tasks' arrow on the home scresn 1o open the main Tasiks menu

[

I ‘General Tasks', click "View Qaranting' N

The ‘Quarzntine’ inteface will open. The interface displzys a fist of items moved to Quarantine manuaily, from the results of real-
#me scanning, on-demand scarning and scheduled scans.
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3. Choose the ilems fo be submitted to Comodo for analysis by selecting the chackbexes beside them.
4. Click the handie from the botlom and cheoss 'Submit’ ,

The submissicn progress wili be indicated. : :
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On completion, the submission results will be displayed, indicating whether Be file is suscessfully submitted or already
submitted by other users and is pending for analysis. . )
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Enable File Sharing Applications like BitTorrent and Emule

#orrenyUTerrent.

This page explains how 1o corfigure Comodo Firswail fer file sharing applicatiors iike Shareaza/Emule and
To ailow these fite sharing applications, you must: '

To Disable 'Do Protecol analysis’
i of the 'Home' ssreen

"Tasks' interface by clicking the green cutved amow at lop righ
ythe Tasks interface and click 'Open Advanced Sellings’.

2. Open Firewall Tasks' by clicking 'Firewall Tasks' fros

IBM - Ex. 1002-Part 7-of 10, Page 2647
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3. Ensure thal 'Do Protecol Analysis' checkbox is not selecied. 3
To Create a ‘Predefined Firewall Ruleset’ for ShareazalEmele

1. Click 'Rulesets’ under Firawalf from the LHS navigation pane of 'Advanced Settings’ interfase tc cper ‘Rulesets’ panel

e from e cotlom of the parel and choose 'Add IBM - Ex. 1002-Part 7 of 10, Page 2648
IPR2025-00379 (IBM v. Croga)
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The ‘Firewall Ruleset’ inter{ace wiil oper for creating 2 new sel of «

t
3. Click the handie from the botlom and choose 'Add

IBM - Ex. 1002-Part 7 of 10, Page 2649
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4. Enter a descriptive name for the new rulese! to be created in the ‘Cescription’ text box {for example: For alowing
Shareaza/tmule).

5. Now you need o create six rules for the newly crealed ruleset. To ds sc, click 'Add’. The Firewali Rule’ interface will
appear. Fer creating each ruie, select the check bex and choose the crop-down: opticns under each iab as given
beiow. After creating each rule, click ‘GK’ for the rule to be added. Click handie ir: the 'Firewal Ruleset interfase and
choose 'Add’ ic creale the nexi iule.

S
Ve

- Action: FAlluw Lug s firewall evenl i Lhis rule is fired

rotocal: CTCP

Direction: FN

Description Rule for incoming TCP connections

Ruie 1
e Acticn : Allow
-« Prolosol : TCP
o Dirsction : In
+  Description : Rule for incoming TCP connecticns -
= Scurce Address : Any Address ) ' .
_ = Destination Address : Any Adcress
o Scusceport : A Pert Range : {Start Sort = 1025/ End Port = 65535} .- '
< Destination port : A Single Fort : (Port : Your TCP port of Shareaza/Emuie}
Rule 2

=~ Action : Allow
= Protocol  UDP
*  Direction :In:

o Descripticn : Rule for incoming UDP eonnections IBM - EX{JSS&Z?&);?O; 2I?3|\/|I3 \a/geCri)ZSa%



«  Source Address : Any Addrass .

»  Deslinalion Address : Any Address :
o Sourceporl : A Pert Range : {Start Port = 1025/ End Port = 65535;
o Destinaticn port: A Single Port : (Port : Your UOP port of Shareaza/Emule}

Rule 3
o Aclion : Allow
s Prolocol : TCP or UDP '
+  Direction : Out
+  Desciiption : Rule for auigning TGP and (NP earnactions
= Scurce Address : Any Address ’
+  Deslinalion Address : Any Adaress
+  Sourceporl : A port range : {siarl port = 1025 / end port = 55535 .
> Deslination port : Apori range : (stari port = 1025/ end port = 63535)
Rute 4
»  Action : Allow
- Protocol : ICKMP . .
s Direction : Cut '
»  Description : Ping the ssrver {edk neiwork)
+  Scurce Address : Any Address '
- Deslination Address : Any Adcress '
»  iCMP Detzils : Messzge : ICMP Echo Request
Rule 5 ’

o Action: Ask (Ais;n select the check box 'Log as a firewall avert if this rule is fired’)
» _ Prolocol : TCP ’ .
= Direction: Out
»  Descriplion : Rule for HT7P reguests
. »  Source Address : Any Addrass

o Destinaticn Address : Any Address
«  Sourceport : Aport range : {siarl port = 1025/ end port = 65535}
s Deslinaticn pori : Tvpe : Single Port; {Post : 80)

Rule6 - ’
»  Action: Siock {Also selest the check box Log as a frewsli event ¥ this nule is fred')
> Protocol : IP
o Direction : Ir/Out .
o Description : Biock and L og All Unmalching Requests
o Source Address : Any Address
»  Destination Addrass | Any Address
= iP Details : iP Protecol : Any

g Click '0X' in the 'Firewali Rulsset interface.
The new niesat will be created and added as a Predefined ruleset. Stari Shareaza or Emuie. When Comodo raises a pap-up

alert, choos “Treat this application as’, select the dascriptve name you gave for this ule (2.9. For allowing Shareaza/Emule)
irom the options and select 'Remember my answer. :

To creale a 'Predefined Firewall Ruleset’ for BitTorrent/Ulorrent’
.IBM - Ex. 1002-Part 7 of 10, Page 2651
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1.

2

Click 'Rulesets’ under ‘Firewall' from the LHS navigation pane of ‘Advanced Seilings’ interface to cpen ‘Rulesets’ panel

Clink the handie from the bottom of the panel and chooss ‘AcY
]

The Firewall Ruleset’ interface will open for crealing & new set of rues.

3.
4.

Rute 1

Rule 2

Rule 3

Rule 4

A

Click the handie from e bottom and choose 'Add'
Enter a descriptive name for the new ruleset to be created in the 'Cescription’ text box (for exampie: For allowing
BitToent/Utorrent).

Now you nsed fo craate six rules for the nawly created ruleset. To do so, click 'Add'. The ‘Firewali Rule’ interface wiil
appear. For creating each rufe, selact the check box ard choose the crep-down opticns under each iab as given
beiow. After creating each rule, click ‘GK’ for the rule to be added. Click kandie i the ‘Firewall Ruleset interface and

choose '&cd o create the nexinule. -

e Aclion: Allow

o Prolocol : TCP or UGP

- Direction : In

- Desocription : Rule for incoming TCF and UDP connections

s Scurce Address : Any Address

»  Deslination Address : Any Address .

< Sourceporl : A Pert Range : {Start port = 1025/ End port = 65335]

- Destination port: A Single Port {Part: The port of BitTorrentUtorrent)

s Acticn : Allow
e Protocol : TCP
o Direction : Cut ¢

o Description : Rule for cuigoing TCP connecticrs

o Scurce Address : Any Address )

s Destination Address : Any Address

= Sourceport : A Port Range : {Start port = 1025/ End port = 65533)

- Desfination port : A Port Range ; {Siart pert = 1025 ! End port = 65535)

«  Adticn : Allow
s Prolocol : LDP

«  Direction : Out

.= Deserption : Rule for cuigoing UDP connections

»  Scurce Address : Any Address

> Destination Address : Any Address

- Snurce porl : A Single Port: Pori: the pori of utorrent

«  Destination pori : APort Range : {Start port = 1025 / End port = 65535;

s Action: Ask {Aiso sefect the checi box 'Log as a firewall event if this rule s fired)
»  Protocol : TCP ‘

- Direction : Cut

o Descrplion : Rule for HTTP requests

+  Scurce Address : Any AdCress

- Deslination Addrass : Any Address

- Scurce port: A Port Range : {Start port = 1025 /End port = 65339) IBM - Ex. 1002-Part 7 of 10, Page 2652
IPR2025-00379 (IBM v. Croga)
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Rule 5

8.

+  Destination port ; A Single Port {Porl = 80)

o Aclion : Siock {Also salec the chack box Log 2s a firewali event # this rule is fired)
»  Protocol : IF

»  Direstion : InfOut

~  Description : Biock and Log All Unmalching Requests

»  Source Address ; Ay Address .

o Destination Adiress : Any Adcress

o P Details ; iP Profocol - Any .
Click 'O’ in the 'Tirewali Rubsset' inferface. ’

~

Ths new ruiese: will be created and added as a Predsfined Firewall ruleset. Start BitToment o Utomment. When Comodo raises a
pop-up alert, chocse Treat this application as', select the descriptive nams you gave ior this nule {e.g. For ailowing
SitTorrent/Utorant} from the oplicns znd select ‘Remember my answer'.

Block any Downloads of a Specific File Type

Comodo Internet Security can be configured to block downloads of specific fypes cifile.

Example scenarics:

Some malicious websites try to push downloads of maiware-in .oxe file iormat. exe files are programs which can
execute commands on your somputar. If the .exa ismalicious in intent then these commands could include the
installation of key iogging programs, initiation of buffer overflow atiacks or code io um your PC into 2 zombie. Fer this
reason, you may wish 1o block all downloads of fles with a .exe fiie extension.

You want 1o avoid downloading media fies like audic files {e.g. files with extansicns .wma, mp3, .wav, .mid), video
fiies {e.q. files with extensions .wrmy, .avi, .mpeg, .swl j orimage files (eg. fles with extensions .bmp. .ipg. .pag) for
vour ciisk spare restrictions.

To seiectively block downioading of specific fiie type. you need to configure Defensa+ companant of CIS to Hlock the specific file
iype from ths defauit download folder of your browser.

1.

9

<.

3.
4.

Oren Tasks' interface by clicking the green curved amow at top right of the 'Heme' screen
Open ‘Advanced Tasks' by clicking * Advanced Tasks' from he Tasks inlerface and clici 'Qpen Advanced Setlings’.
Click 'Security Settings' > ‘Sefense+ ' > 'HiPS' > ‘Pretected Cbjects’ from te left hand side pare

Click 'Rlocked Files' iab

IBM - Ex. 1002-Part 7 of 10, Page 2653
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Click the handie from the botlom and cheoss 'Adc’ > ‘Applications’.

Browse to the default dow
For examgle, the defauit downlead Iocalions for some tiie types

- Executadle files - CiDocuments and Setlngsiuser nam

Intemet Exgplorer are given below!

ehi.ocal Seumqs%mpofnyg'gﬁﬂg%l&

ad foider for that paticuiar fils type of your Inismel Browser from the Open dialog

7,0f 10, Page 2654
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o Documert files - C:\Documsnis and Settingsluser nametMy Socuments!

»  Imzgs fiies - C:\Dosuments and Setlingsiuser nametMy Documentsity Picturesh

. Music files - £30Dccuments and Setiingsluser nameily Docurnentsiily Musict

- Video files - C:\Documents and Setlingsuser name'My DocumenisiMy Videos)
7. Selest flz frem the {older and ciick ‘Open’

The file wiil be added to biockad files list.

~

Th foilwing ORerdS e DANEiSy &1 I3 Tormputer.

S

Edit File Path
i C:\Documents and Sgttings\Admmist'amr\My Documents\My Pictures\1935-im

8. ' Seiect the entry from the Slocked Files interface, click the handle irom the botiom and chosose Edi

The Edit Preperty dialog wil appear.
G, Change the fiiz name althe end ol the tiie path to * flo_extension” {e.g. \".exe, V. jpg}

.
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Edit File Path \\\\\\\\\\\\\\\
:C:\Docu ments and Settings\Administrator\My Documents\My Picturds\*.jpg

\\\\\1\7\
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\\\‘

10. Click OK in the 'Edit Propsrty’ diaiog
44, Click OK in the Advanced Seilings interface to save your s2ttings

The cownioad of the specific fie type io the specified folder througt: the browser will be blecked. i you have mere than ore
browser, repeat the same icr the other browsers t2o.

Nete: Blocking files in this way wilt oniy block the downloads of the specific file types in the specified foidsrs. i you change the
dewnload destination while downioading a dle through your web browser, the dewnload will be afiowed.

Tip: To unblock the downiozd, Advanced Seltings > Defense+ > HIPS > File Protsction > Biocked Files, select the file path,
click the handle frem the boilom and choose 'Remove',

Disabie Behavior Blocker and Autc-Sandboxing on a Per-
application Basis

Sehavior Siocker wili zuto-sandbox fun unknown execuiabies and quete tham for submission ic Comodo Cioud scanners for

. behavior analysis, Users de, however, have the option 1o exclude specific files or file fypes from: this auto-sandboxing process.
This is particularly useful for developers that are creating new apglicalions which, by their nature, are as yel unknown ic the
Comodo saie list

To disabie the auto-sandboxing selectivaly

1. Open ‘Tasks' intarface by clicking the green cunved arrow at lop right of the "Heme' screen

2. Open Advancad Sellings penal by clicking Advanced Tasks > Acvanced Settings irom the Tasks interiace

3. Click 'Security Seltings' > 'Defense+' > ‘Behavior Blocksr' in the ieft hand side navigation pane of Advanced Settings
pane

4. Seiect the cheok zox 'Define exceptions for bshavior blocking and ther click on the words “Excepiions’

The Bshavior Slocker Exceptions interfzce wiil open.
5. Click ihe handie from ihe bottom and cheose ‘Add' from ihe oplicns to 2dd e files/executables ic be excluded from
monitoring by Behavier Blocker and Auto-Sanabexing.
s Youcan add ilsms by seiecling the recuired option form: the drop-own:

o File Groups - Enabies you o sefect a category of pre-set Hes or iolders. For example, selecting
'Execulables’ wouls enabls veu 1 create a ruleset for ail files with the exlensions .exe .dif .sys .ocx .bat
pif .scr.cpl. uu‘e such categories availabie incluge “Windows System Applications', "Windows Updater
Applications’, 'arl Up Felders' etc. For more deiails on file groups, refer fo the section File Sraups.

»  Files - Opens e ‘Open’ window and erables you lo ravigaie to the applicztion or fils you wish fo 2dd.

Folder - Opers the ‘Srowse icr Foiders' window and enables yeu lo ravigate i the folder you wish: 10 add.

o Running Processes - As iz name suggests, this option aliows you lo seiect ar: application or execxltabla
from the processss that are cuently runaing on your PC.
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€ Click 'OK'in the Behavicr Blocker inierface.

=

-~

Select whether the child processes of the application aiso needs to be excluded ysing the 'Exclude Child Procasses’
loggle switch. .

8. Click OK in the Advanced Seitings panel for your sellings to take effect

The selected application wili not be auto-sandboxed o its execulion.

blternatively...

1. Addthe fies to the list of Trusied sy

2. Digilally sign your files with a cede signing certificate froma trusted CA then manually add your omganization to the
Trustod SoNware Vendors fist

w

.Cisable Behavior Blocker by de-selecting the ‘Enabie Aute-Sandbox unknown appiicaticns zs' check box in the
Behavior Blocker satiings panel. Not recommended.

W

For more delaiis cn Ato-Sansgboxing process, refer o the saction: Unkae

4

¥

1,
-

Switch Between Complete CIS Suite and Individual
Components {just AV or FW)

Comodo Inlernst Security provides the flaxibility of inslallatior: as a compiete seeunly suile or as individual cemponents. You can
chooss the instaliation type suving ihs insiafiation itself. Even afier the instzllztior, you san switch ire insiallafion iype without
the requiremers of uninstaliation of the software, retairing your configuration settings. You might have iastailec the CIS as
complste suits initialy but may want to retain the AV part or FW part and uninstall the other or vice versa. The inbuill unirsialler
of CIS enzbles o switch vour instailation type al ary point of time.

To switch the instaliation type ~ .
1. * Click Start > All Programs > CCMCDC > CCMD DD Intemet Security > Add and Remove Compenents

§ & Heaedt .

X

T e e
DR g enottceorgaz

e

TN N
: ~

rrrerarcermssrsrsrsress

WM§ & Mozila Firetox

Z

! or ciick Start > Control Panal > AdkiRemove Progmsi@s > Comado Intemet Security > Change.
IBM - Ex. 1002-Part 7 of 10, Page 2658
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Ths Configiration Wizard will start.

st N S _—

Welcome to the COMODO Internet
Security Premium Setup Wizard

The Setup Wizard allows you to change the way COMODO
Internet Security Premium features are installed on

your computer or to remove it from your corrputer. Click
Next to continue or Cancel to exit the Setup Wizard.

2. Click 'Next. The configuration: sslection screen will appear.

3. Select ‘Change’ button io change lhe installed features and click Next. The Preduct Seiection screen vilf appear.

IBM - Ex. 1002-Part 7 of 10, Page 2659
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" Ifycu wan! the compleie instellation, seleci both Install CCMODO Antivirus and Insiall COMODO Firewall.
s |fyouwant only the Antivirus part and rot the Firewail part, select only the instali COMODO Aniiviris and
uhchesk instail COMGOG Firew, :

- | vou want only the Firswail part and not the Ant
uncheck Instalt CCMCDC Antivirus.
n of individual companents.

ivirus part, select only the instali COMOCO Firewall and

configured and is ready for the change.

of 10, Page 2660
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6. @ @

You read to restart vour computier Tor the changes o take effect.
Would you tike to restart i now?

mnnuulmmm!!

.

«  Ifyouwani to restart the system 2t a later #me, click 'No'".

«  Ifyou want to restart the system immadiately, please save any unsaved dzia and click Yes' or ieave the dialog for the
svstem fo restart at {2 enc of countdown tmes.

Nsie: The change will {ake effect oniy on the next restart of the commputer.

Switch Off Automatic Antivirus and Software Updates

By dafault, Comodo internet Security will aviomatically check for software znd Anfivirus datapass updates. However, some
usars like 15 have contro! cver what gets downloaded and wher i gets downioaded. For exampie, network administrators may
nci wish to automatically download because it will take up 1o much bandwidth during the day. Similarty, users hat have
particuiarly heavy traffic loads may.nol want autematic updates because they corfiict with their other downioadiupload activity.

CIS provides full controi over virus and software updates. Click the zppropriate link below {0 find out more:

To switch off automatic updates entirely:

1. Open Tasks' interface by clicking the g'een cunved arow at top right of the "Home' screen”

2. Open Advanced Settings panel by slicking Advanced Tasks > Advancad Seftings from the Tasks interface
3. Click "Updates’ undar 'Senerai Settings' from the left hand side navigation pane
4. Deselect the chesck boxes 'Check for program updatas every X day(s)' and'Check for calzbase updates svery XX

nour(s)’
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IPR2025-00379 (IBM v. Croga)



Chack for datsbsse u

R

oo

5. Click 'O’ in the Advanced Settings panel.

To switch off autematic updates selectively:

1, Open 'Tasks' inlerface by clicking the green curved arrow al lop right ¢

2. Oper Advancad Settings panat by clicking Advanzad Tasks > Advanced setingtB¥hriferalf0ReRa 7 of 10, Page 2663
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3. Click 'Updates’ under 'General Settings' from the leit hand side nzvigation pane

Mo

i8¢ TN RIS U

o
ax
e
e

[ SE NG HRE R (e el @a‘\\&‘“\»“m\‘“\“

> If you wari 1o suppress autematc updates when you are connesied 1o Intemet through cestain networks
- Select the ‘Do NOT chesk updates if am using these connections’ check-box
«  Ther click f1e *hese connections'. The 'Cornections’ diaiog will appear with the list of coansclions you use.
+  Select the connection throtigh which you do not want CIS to check for updates and click OX. '

- If you want to suppress auicmatic updales when your computer is running on batlery

=  Select the ‘Do NCT check for updates if running on batiery’ checkbox

To switch off automatic virus sigrature database updétes prios to AV Scans:

1. Open Tasks' interface by clicking the green curved amow at lop right of the ‘Home' screen

2. Open Advenced Settings panel by clicking Advanced Tasks > Advanzed Settings from the Tasks interface
3. Click 'Security Settings' > Antivirus' > 'Scans”. A fist defined scan profiles will be displayed.
4. Seiect the scan orofiie for which you do warit the automatic virus database updates prier o he scar:
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Define items to be scanned, scanning options and running schedule
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Run this scan with &
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Update virus database before running

5. Click ihs handie from the bottom and select 'Edit’

6. Click ‘Opticns o open the Opticns pane and daselect ‘Update virus daiabase béRM rufing! BR&kBart 7 of 10, Page 2665
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7. Click 'O on the "Scan’ interface.

8. Tlick 'OX' in the 'Advanced Seitings’ interface for your changas 16 1ake effect.

Suppress CIS Alerts Temporarily while Playing Games

Because of contirucus monitering of all your system aclivities in granuiar ievel ior implementing Defauit-Deny Protecion,
Comodo Intemnet Security generates pop-up aleris whenever it ideniifies any event appeating to be a malicious aclivity or
execution of programs that require privileges like Internat access and file access Aghts. Each alert provides information and
optiors that enable you to make an informed decisicn on whether you want te ailow or biock a requesi or activity. Alerls aiso to
aliow you fo instruct Comado Inlernet Secusity en how it shoudd behave in futurs when it encounters activities of the same fype.

But at fimes when vou: are involved in acivities lke piaying conputer games, where you do not want to be interfered with siich
alerts, you can tempararily stop fhem irom being displaved. reguire undisturbed envircnmeri. During this time, the operations
thal can inferfere with usars’ gaming experience are either suppressed or posiponed.

To temporarily stop pop-up alerts .

- Click 'Came Mcde' button from CIS Home screen

or

o Right siick en the CIS System Tray icon and select 'Game Mece' from: the opticns.
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§ Antivirus >
§ Firewall »
Auto-Sandbox »

s

The alerts are now suppressed. To resume 2lerts and schaduled scang, just de-activate Came Mode from the heme screen of.

the system iray icon right slick opticns.

Renew or Upgrade your License

from Comede Inferns? Securify, you will need ic ranew your licenss when it is due {o

orger ic enjoy continued crotection
expire.

To renew or upgrade your license, ciick the 'Activate Now' link beside 'Subscription’ on the CiS hoeme screen (altematively, click
‘No. of days left)

The Produst Aciivation Wizarg vil: start.

IBM - Ex. 1002-Part 7 of 10, Page 2667
IPR2025-00379 (IBM v. Croga)



oweno. .

In order to activate:

ur HCBNSe Rey o ¢ to obtam ghe

Activate the Hcenss and register your preduct

Licensé Key.

wessssssre;
proseerrers,

precovsete,

maimiseiase aha?®?
WY e,:,.,gg\\,\ SO

N ERSARITNINE NS
SUNIINAIVHN

= Select your CIS Package.

o Select ‘Existing Comodo User chackbox in 'Enier Cusiomer Delgils’ area, enler your login and password 2nd
coemplele the payment procedure.

«  The License key will be sent ic vou by emaii. Enter ihe icense key znd click the ‘Activate’ button.

o After successiut valication, your subscriplion wil be activated and a confirmation screen will be displayed.

if you are renawing @ icense for the same CIS product then eriering the license key will upgrade the iicense without reguiring
re-installation. If you are upgrading license types, then installation of the new product type will begin automatically. You may
need to restart your compuier io finalize the upgrade.

i you are using any ¢i the trial versions of CIS, you have to purchase the ficense &t the end & trial pericd in ordzr to continue
using the producl. An afert wiit be displayed after the expiry of trial paricd.

o Click the the 'Renew Now bulton in the aiert screen and foliow the same purshase and activation procedurs expiained
ahove. .

IBM - Ex. 1002-Part 7 of 10, Page 2668
IPR2025-00379 (IBM v. Croga)



How td use CIS Protocol Handlers

COMODOC Internet Secuiity has is own proteco! handiers that aliow you to paifarm certain fasks ffom a web page. This includes
iasks liks opening a web page iom a sandboxed browser, or starting a virus database updais elc. CiS 2013 supports several

; . s \
protocel handlers listed below:

This protocoi is used io open any URL with a sanchexed browser.

For exampls: Try safeswwwgcogle.com

The URL will be open in a sandboxed browser. Note the green bonder:

Extesnat Sroiccd! Request
t signed & te Dince:
nisstrg out

Comedo Sragon needs 12 $aundh o etenal zppicaiza to nzmile s2fe:
finkes. The tinkizquastes is safe/ww.gesglz.com, .

Tha folioniag sprficotion wil: e founched you ecem this cequest
gem Fiz \COMUTOMTTHODS Intaenst S

Chawwigeegiaiom®

Ay aiosedt v
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PN

Google.zom ua cfiered in Wodueey

F DYTTKCH

Like ihe previous one, opens the URL frem COMCDC Virtuz! Kiosk.

£.5. Try Kosk#www. goggle.com

S

Sxternal Protocol Raguest

Temode Diagon needs te launct anste kiesk:

Habs. The bnk raguested is Kosk:

The felowing appiication Wik ze sunched you acoep? this raquash:

iosk.en’ -r

“Cafrazem RiestTOMTCONCCMODT intemet Secuniny i
Fifveawgseglacem®

sazuact, t may fe
starm. Unfess yeu tock a» eplict 3
shouid press o Nothing.

resen en aftemated attack on
o = this request you

: Remember ooy cheive for sl finks of this type.

Launch Apglicetion Do Nothing
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URL will dispiay in a browser from: the kicsk:

N
N

N

N
R S

R

3
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Appendix 2 - Comodo Secure DNS
Service

cere,

Comodo Secure GNS service neplaces your existing Resursive DNS Servers and resolves ali vour ONS requests exclusively
through Cemedo's propristary Directery Services Platform. Most of the nebworks use recursive DNS services that are provicged
by their ISP or that reside on their own set of small DNS servers butit becomes essential ic have 2 secure and brcacly
distributed DNS senvics t have a faster and safe DNS resclution.

Sackground Neie: Every device on the intemet is uniqusly identified by a 32-bit number {{Pv4) or a 128-bil number {ipvb).
While this is perfectly saisfaclory for compuiers, humans are far more comiorizble remembering names rether than a string of
nurbers. The Domain Name System (DNS) provides the translation between those names and aumbers. Virtually every piece
of softwiare, davice, and service on the Internst uilizes DNS to communicate with ore another. DNS also makes this
information availabie across the enéira span of the Infemet, aliowing users to find information remolely.

Comodo Secure DNS is & breacly distributed Recursive DNS service thel gives you fuli cenlrel to determine how your clients
interact with the Intemet. It requires no hardware or software and provides refiable, faster, smarter and safer internst experiencs.

o Reliable - Comodc Secure DNS Sirectory Services Platforn currenlly spans across five continents around the worid.
This allows us ic offer you the most refiable fully redundani DNS sarvice anywhere. Each node has multiple servers,
andis cornacted by several Tier 1 carriers to the intemet.

- Faster- Our siralegically placed nodes are located af the most optimal infersections of the Inferrel. tUntke most CNS
providers, Comocio Secure DNS Cireciery Services Platforn: uses Anycast routing techawlogy - which means that no
mratter whare you are located i fie worlg, yolir DNS requests are answered by the closes! available Comodo Securs
DNS sei of servers. Combine this with our huge cache znd we can get the answers you seek faster and more reliably
thar: anyore eise. Furthermore, our “name cache invalidation” soiution signals the Comedo Secure DNS recursive
servers anytime one of our authcritaiive customers or partners updates a DNS record, fundamentally eliminating the
conceptofa TTL.

»  Smarter - Comndo's highly structured search and guide pages gel you where you warii lo e, wher you inadvertently
atiempt 10 o lo = sits that doesni exiel.

= Safer- As a leacing provider of compuer security solulicns, Comods is keenly aware of the dangers that plague the

internet today. Securs BNS heips users keep safe online with ils maiware domair. fittering feature. Secure DNS
references 2 real-time biock list {RBL) of harmiul websites (.e. phishing siies, malware siles, spyware sites, exsessive
advertising siles, etc.} and wili warn you whenever you atismp! lo access a site contairing potentially threalening
content. Additienaily, our ‘nzme cachs invalidation’ solution signais {he Comodo Secure SNS recursive senvers
whenever a DNS resord s upcated - fundamentally efiminating the concept of a TTL. Diresting your recuests through
highly sacure servers can also reduce yous exposure to the DNS Cache Poisoning attacks that may affect sverybocy
els2 using your ISP

To starl Comodo Sacure DNS service the CNS sattings of your cormputer has o be modified to peint to our server's 1P

addresses. Comodo Infernet Security automatically modifies the DNS setlings of your system during its instzlizion to get the

services. You can aiso modify the BNS setiings of your sysiem menuatly, if you haven't selected the option during instailation.

You can alse ravert to the previous settings if you want, at anylime.

Click the ichiowing knks ‘o get the insiructions for manually medifying the DNS seltings on your router or on your scmputer.

Router - Manually Enabling or Disabling Comodo Secure DNS
Service

You can manually enable of cisable Comodo Securs CNS service in your Rolter b\ moditAN mEpnd Q0EnRadcEsekit0, Page 2672
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through DNS Server seftings of your router. Comede recommends making the change on your router so that with one change,
alf the computers on your retwork can benafit from Comodo Secure DNS.

To enabls te Comodo Secure DNS senvice, modify the ONS server iF address seitings to Comede Sscure DNS seiver P
addresses. The IP address are:

Psimary DNS : 8.28.5€.26

Secondary DNS : 8.20.247.20-

To stop Comodo Secure DNS service

R ofiie S IR qaniay 12 addeaag § SaNEEY RERLTALD o 4
o Sy HHo DNT e i A00TEss I FHY STOVIsUE e

To modify the DNS seflings : 4
1. Login to your router. To leg in and configure your router, you can cpen ® up in your web browser. If you don'tknow the
IP address for your router, don't wony, it is typicaly one of the following:

htip:/192.188.0.1
hip:/1192.168.1.1
atip:/i192.188.10.1
If you have forgotten your router’s usemame andior password, the most commen usemnanee s "admin” and the-
password is either blank, "acmin®, o "password”. if ncne of those wecrk, you can often reset the password fo the
manutsciurer default by pressirg a button on the router itsef, or in some cases access vitheui a passwond if you try 1o
access your router quickly after you'vs cycled the power to it.

Find the DNS Server Setlings. Look for "DNS” next to a fisld which aficws two or three sats of aumbers {thess fields
may be empty).

N

Use these DNS Servers :

Primary DNS Server:

Secondary DNS Server :

N - N ’
3 Seiect ha check box Use these DNS Senvers, type the Comede Secure DNS Server seilings as your DNS server
setiings and click 'Save"Appiy’.

Prmary DNS server address for Comodo Secure SNS is: B.26.56.26

Secc-ndar; ONS server address for Comado Sscure DNS is: 8.28.247.20

Use these DNS Servers :

Primary DNS Server:

Secondary DNS Server:

You can disabie Comodo Secure DNS by:

o Deselecting the check box "Use thess DNS servers' address aulomatically’. This means hatyou use e ONS serje
providad by your iSP. This is the option thal most home users should choose if they wish fo disabls the sexvice.

or

«  Entering differen! preferred and allemate DNS server IF addresses.

) : IBM - Ex. 1002-Part 7 of 10, Page 2673
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Windows XP - Manually Enabling or Disabling Comodo Secure
DNS Service :

You can manually enabie or disable Comoco Secure DNS serv
ascessibie through Conirol Panei > Netwerk Conneslions.

To enable the Comode Sccune DNS service, modity the DNS server iP address sattings to Comede Secure DNS server P
addressas. The IP address

Preferred DNS : 8.26.58.26

Aiiomata DNE : 8.20.247.20

To stop Camodo Secure DNS

¥ A

To modify the DNS settings
1. Seiect the ‘Control Panst irem the Start Menu.

‘\\\1\?% MicrosoR Cftice
NN Lummumrator 2005

L Microsolt Update

: Adohs Photashep T2

4 Mirroscft Office Excal 2063

ternet Expiorar

A8 Pragrams {;\&

-

\\\\\\\\\

\\\é R

2. Click Network bornec{ms fr“n* the Con rol Pa.’xu cphuns.

3 et o I aWaliecatas o N C> NS e o o aaSsienge:
e ONS sesver I andreus {o yout pravious sofffngs,

\\\\\\

ice in your Windows XF compuier by modifying the DNS seitings
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A AR
WS ?

Options

oL

Java Phug-in Keyboard

. Power Options  Printers and
Faxes

Accessibiity  Add Hardware

Folder Options
3 Ry

g

Add or Adminitrative  Automatic Broadcom

N

Net\;oork

LR

Regional and Scamnersend  Scheduled

Language ... Cameras Tasks,

Tools Updates  Control Suite

i

Game . I '\° 8. Internal NIC
Controlers - § PN

\sgonfguratior

3. Kigit ciick on yeur connecion from the Network Connections window and ciick 'Properties’

e Plecss

RN -

sabl

Status

Bridge-Connections

Create Shortcut .

fociate
LA

4. Seiecl 'Internet Protocol (TCPPY and click 'Propeéﬁes’.

&1 S
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o

e

o e

Click tha radio tullon Use the
Preferred ONS server and Aiternate DNS server fields.

Pieace note down your cuent SNS settings before switching to Comode Secure DNS, in¢a

vour old seilings for any reason.
Preferred DNS server address ior Comodo Secure DNS is: 8.25.56.26

temats ONS server address for Comode Secure DNS is: 8.20.247.20

icliowing DNS sesver addresses and iype in Comodo Sectire DNS addresses in the

ase you want to retum o
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Comodo Secure DNS by:

acling ‘Obtain DNS server address automatically’. This means thal you use the DNS seiver provided oy your iSP.
s is the option ihat mos! homs users sheuid choose if hey wish to disable the service.

of

Entering different preferred and alternate DNS se:ver IP addresses.
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X

=2t IP asings assigned aulomatically  yous nalwork supsots
. Oihenvise, vou need to ask vour netwark edminisiratar for

N\

N

3R

3

-
0

N

Windows 7 / Vista - Manually Enabling or Disabling Comodo
Secure DNS Service

You can mantally enabie or disable the Comedo Secure DNS setvice by changing your DNS server addresses to:
= Preferred BNS : 8.26.56.26

«  Altemnate DNS : 2.20.247.20

A

L &

Enabling Comodo DNS in Windows 7 i Vista

1. Open the control penel by eithsr selecting it Fom the Windows "Start menu or by typing 'control panel inlo the search
box then ciicking e program name. :
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Connactto o Prg;

bor Netes

(@)

%, O
% 3
-
iy
£
e
i,
-

;f

2%
ol
i
(L

Y
Z
[«
G

ice Manager

¥4,
e,

N
{HYW
N

&S

devizes.and prnters

» to add new haséwere

Hata device drivers

centsci panet

2. From the controf pzanel menu, select 'Network and Sharing Center’ (Windows 7

[P
LOLGUTn.

< &
QENSCES

3. Inthe Natwork and Sharing center,

giick e connection type naxt to ‘Coanections’ (Windcy

} or "Network and Intemel (Vista):

-
s Th

| Accesstvoe

Cenpections:

or View Status’ (Vista}:
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4. This witl open the 'Local Area Connection Status' dialeg. Click the ‘Prepertiss’ buton:

Connection ’
IPv4 Connectivity: Internet
IPv6 Connectivity: Limited
Media State: Enabled
Duration! 12:45:29
Speed: ’ 1.0 Gbps

. AN Sent swew ~w  Received

16,319,228 ' 7,925,588

A1 this point, Windows rmight ask for your permission to continue of request thal you enter an Adminisirator password.

[24]

Orce you hzve granted permission/eniered an admin password, you wili be presented with the "Local Arez Connection
Properties’ dialeg. Scroil dowr: the list and seles! 'Internet Protocol Versicn 4 {TCP/\PY then click the Properties’
button:

v
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« This connection uses the following items:

] ‘%\\iﬂient for Micrasnft Netwarks
4QaS Packet Scheduter

i 24 File and Printer Sharing for Microsoft Networkel iR
i s Intemet Protocol Version 6 (TCP/IPvE) \k\\\%
o N :;-'\‘}"A )

¥ 2. Link-Layer Topology Discovery Mapper I/ Qi

T 2 Link-Layer Topo!og,u Discovery Resp\\\\
\

\

DESCHptiaN +rvweseeerererss s s \

Allows your computer to access resouCESY
network.

6. Enadle 'Uss the following DNS sexver addresses’..Coing so will aitow.vou o entar the addresses of Coemoada DNE
servers ir: the fieids proviced. Erer the addresses iisted below then ciick ‘CK’ te activate your sellings:
- Preferred ONS : 8.26.55.25
+  Altemniate DNS :8.20.247.20
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You can gét IP settings assigned automatically if your network supports
this capability. Otherwise, you nieed to ask your network administrator
for the appropriate IP settings.

4$: Obtain an IP address automatically .

I;;tain DNS s;erver addres.s autorjr'?%\\\,?\\-\\'\\\\\\ «

\

Preferred DNS server:

Alternate DNS server:

Your computer wili now use Comodo DNS as it's default domain name resclution service for all appiications that
connect io the Intermet. ’
Disabling Comodo DNS in Windows 7 / Vista

To disable Comade DNS, you need to insiruct Windows to automatically obtain the address of @ DNS senver. Coing so means
you: will use the DNS server provided by your ISF. To do this:

o Follow steps 1 io 7 of the ‘Snabiisg Ceshode DN &' tuterial to open the I1P4 properties dialog

- Enable 'Obtain DNS server address autorratically’ then ciick 'CK'.

; IBM - Ex. 1002-Part 7 of 10, Page 2682
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X 3 - Glossary Of Terms |
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ACK
The ackrowiedgment bit in a TCP pasket. (ACKnowledgment cocie) - Gode that comimuricates that a system is ready to receive

data from a remote transmilting station, or cods that acknowledges e error-fres transmissicn of data.

13
o
<,
v
[+
vz
Y
@
141
%

Adware

Ldware also known as advertising-supported application is designed as a teoi to deiiver advertisemants that provides a sourcs
of revenus to s developer. The ads may appear on the screen during the instaliation process or on the user interfase of the
application. Since adware is mostly instafled along with another software without the user's knowledge and may be used for
maiicious activiiies, the term ‘adware’ is often associated with malware.

»

Antivirus

A antivirus scftware is an application which is czpable of detecling and remeving malicious software such as viruses, trojans,
worms and scripts fom a computer system. Atradiional (or 'classic) antivirus relies cn 2 system: of Tlack-listed' sigratures to
deiect malicious softivare. Under this system, antivirus vendors create digital sigratures of any execulabie identfied as malware.
They then send this Hist of sigratures to their cusiomer's iosal artivirus scliware via regular {often daly) updates. The customer’s”
andvirus sofiware wiii then fiag as a virus any program with a signature mafching  signature on the blacklist.

One drawback with the signalure syslam is its reactive nature - it can only dsiect knowr!' threals. The vendor has to first identily
e file as a virus before they can create a signature of it. In mmany cases, this rreans the virus has 16 have aleady infected
someones comguter bafere a signature can be created to combat it

Because of his limilztion, most modem anti-viruses now depioy a wide rangs of lzyered technolcgies o determine the threat
level of a pariicular file. Such technologies inslude heuristics, behavicr analysis, cloud-based scarning, sand-boxing, hest
intrusion praventicn ang $le-tock up senvices.

Antivirus Scan
An audit performad by 2n antivirus application in order to delect malware and viruses ir the file system andior memory ofa
computer.

RNaek fo Hip fop

N R
LISHRAY AT AR Ay

ARP
Address Resolution Protocol (ARP) is a proteco for mapging an: IP address to & physical machine address, alsc known as MAC
address, in zn Etheme! locz! area retwork. .

Attached Resource Computer NETwork {ARCNET)

ARCNET is a local area network [LAN) profocos, similar in purpose to Etheimet or Token Ring. ARCNET was the first widely
availzble neiworking sysiem for microcompuiers and besame popuiar in the 1383s for office autcmation tasks. L has since
geined a iollowing in the embeddead systems market, where cerfain features of the proiccot are espesially useful.

Auto-sandbox

Auto-sanchoxing describes the process whersby applications and processes which rs unxnown to Comodo Infsmel Security
will be automatically run in a isolated operating environment. Szndboxed applications are run under a set of access restrictons

so they cannot cause camage the underlying file stnicture or operating systern. The accdBMsuteieniB@2ahaistifoof 10, Page 2684
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A

sandboxed applisations can be seiby the user and includes 'Limited’, 'Parfially Limited’, ‘Restricted’, ‘Untrusted’, ‘Blacked and
'Fulty Virtualized'.

Conceptually, the auta-sandbox is designed to securely handle ‘unknown’ executables - those which are nol prasent on
Comodo's black-list (cefinitely malicious) or white-list (cefinitely safe}. If the unknown fle wrns out I be malicious then it cannot
catise any ham because (e sand-toxing process denfed i access 1o sritical system resources. On e other hand, programs
that are unknown hut periectly harmiess will run just as well in the sancbox. This allows safe applicztions the freedom to run as
intendad while denying maiicious appiications the abilily fo czuse damage.

L
The auic-sanghox process is further eahanced if it is mamied to a system that can subsaquenty classify hese unkrown iles as
either ’safe’ or ‘malisious’. In Comado inlemet Security, sandbexed files can be submitted to Comods ssrvers* for automated
behavior aralysis. If this analysis discovers the file is malicious then it is added to tha blzack-list which is distributed ‘o ail CiS
users. If the fiie does not exhibit malicious behavior it is passad to Comads labs fer mers in-depth tests and possible inciusicn
on the white-lisl.

* if enabied Dy e user

8

Behavior Analysis

An activity performed by CIS fo determine whether an urknown application in the sardbox is malicious or not. Unkrown #les are
analyzed by Comode Cleud Scanners and Comodo's instant Malware Analysis (CiMA] servers. if found te be safe, they will be
submitted ic Comodo I2bs for further checks. N '

Behavior Blocker

A Host intrusion Protection (HiFS) mechanism fhat moniters the behavior of software and fiiss in your system: and prevents them
from Lzking actions that would cause damage.

Waek fo e dop
Brute-force
‘Brute-icrce search is a trivial but very general pmblem-soévi\ng technigue; that consists of systematically enumarating all
possibie candidates for the soiution and checking whather each candidate satisfiss the problem’s staiement.
N Sack {o (e fop

Buffer Overilow

Abufier overflow is an anomalous conditon whare a processiexecutable aiiempis to store data bevend the boundzries of a
iixedHlength buffer. The nesultis ihat the extra data overwrites adjacent memory focations, often causing fie process to crash or
prociice incorrect resuits. Hackers use buffer overflows as a rigger to execuis to execute malicious code.

Bug

Error in a program that cause problens.

C
CA - Certification Authorily
A Certificate Authority (CA) is trusted thind party that validatss civrership informatior: about a web-ssrver then issues an

SSLATLS certificzis to ihe organization that owns ihe server. The ceftificate is then placed on the web-server and is used io
seatre sonnections betwaen the server and any clisnts ibrowsers) tat connect o it. For example, 2n online store wouid use a
certiticate to secure its crcar forms and paviment pages.

A Certificate Authority {CA) such as Comodo CAwill sign the certificates it issues with their private key. However, for the
website's cerlificate to operals corectly, there is a reciprosal client side requirement - the internet browser thet the visitor is
using MUST physically sontain the certificate authoriy's 'reol ceriificate’. This root is required to successully authenticaie any
website cerlificates that have besn signed by the CA. If he oot certificate is not embeddad i a browsar, then the wabsite's
cerificate will nai be trusted and visitors will see an error messaga. Cerlificate Authoiities proaclively supply browser vendors
; - - o . . . A , N
with their root cerfificates for inclusion in the browser's ‘cenlificate sfore’ - an infemal reLOSEORY af )'(\‘ ..fagﬁa_}g%}jt"a} s(r)aﬁ bm?‘Bage 2685
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ez2ch browser.

CiS Widget

Ths CiS Widget is a handy controi pansi that shows iricrmation about Hie security slaius of your computer, the speed of
olgoing and incoming traffic and other usedul information. The widgat also has shoricuts to comman CIS tasks and zllows users
i faunch sandboxed instances of any iniemet browser they have insialied on their system. By default, the widget is dispiayed on
the desklops of Windows computers surning CIS version 6.0 and above.

COM interfaces

Componsnt Cbject Modet (CCM) is Microsofi's chject-crienied programming mode! that definss how objects inferact within a
single application or between appiicaticns - spesifying how somponenis werk together and inler-cperate. CGM is used as the
basic ior Aslive X and OLE - two faverits targets of hackers and malicicus prograns to launch attacks en a computer. Comodo
internst Security automalically protects COM interfaces againsl modification.

- .
helns Von Koy ¥
Saot o e top

Computer Network

A computer network is a connection between computers through a cable or some type of wireless cornection. It enables users
10 share information and davices between compuiers and cther users within the natwark.

D
Debugging

The process of identifying a program eitor and the circumslances in which the sror occuss, locating the source(s) of the eror in
the program and fixing the error, '

DHCP

Dynamic Hest Configuration: Protocal (DHCP} is a commurications proteco that lels network administraiors manage ard
aicmale the assignment of Internet Protocol (IP) addresses in an organization’s network. SHCP allows devices to coanect ic a
neiwork and be auiomatiically assigned an iP address. :

Digital Certificate

A digital cartificate is a file used ic crypicgraphically Sind a company’s Public Key o its idenlily. Like a driving ficense or passpoert
binds a photograph o parsonzt information about its holder, a digital ceriificate binds a Puplic Key ‘o information about that
company, They are issued for between 1 and 5 year validity periods.

Digital certificates are issued by a Certificate Authority fike Comodo. Each CAzcisas a trusted thind party and conducts
background caecks on a company to ensure they are legiimate before issuing a certificate lo them. Apar from: providing an’
encrypled connection between a intemet browser and 2 websile, digilal cerlificates are interded to reassure website visitors that
the company they are about to make a purchase from can be trusted.

To get a digitzi certificate, a company must first generate a Ceriificate Signing Request (CSR) cn their wep-server. This CSR
contains their public xey and their identity informat ;

n. They then enroil and pay for the certificate and send their CER io the CA.
The CA's validation: depastment will check that (e identify information in the CSR is comrect by conducting background checks
and will sometimes recusst that the company supplies decumentation such as aticles of incorporation. Once validation is
satisfactorily completed, ihe CA vill issue the certificate to the customer. The customer will then insiall it on their websile 1o
secure sensitive areas ke paymeni pages.

Digital Signature

Digital signatures are usad for authentication and integsity, mearing it quarantees that the person sending a message is indzed

the same parson whe hafshe claims to be and the message has not baen alterec. To authenticate oneself using a digitai

sighaturs, & person needs to downioad and instal Digital Certificates in their systems from Cerlificate Authorifies such as

Comodo. The cll.ent geriificate then can be imported into their browsers and ema cﬂenls.[ﬁmsgrggg%&iﬂnga a}s%Pq 653‘3 age 2686
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o digitaily sign a document befors sending it. The recipient can easily find out & if the decument has been tampered with

DNS

ONS stands for Domain Nams System. It is the parl of the Intemet infrastructure that transiates a femiliar domain name, such as
'sxample.com' to ar IP address like 123.456.789.04. This is essential because the Internst routes messages to thsir destinaticns
on the basis of this destinaticn IP address, not the domain name, Wher: a user searches for a website name like
‘wyrw.domain.com’, their browser will first contast a DNS sepver to discover the iP address associatec with thal domain name.
Once it has this iniormation, it can successiully connect to the websits in quastior.

Dynamic IP

The procedure of aliocating temporary iP addresses as they are needed. Dynamic IP's are often, though not exclusively, used
for dial-up mogdems.
Y

E
Encryplion

Encryption is a fechnique that is used to make data unreadable 2nd make it secure. Usually this is done by using secret keys
and the encrypted dala can be rzad only by using ancther m,t 01 secret kevs. There are two types of encrvpiion - symmetic
encryplior and asymmetric sneeyplion.

Symmetric enciypticn is apglying a secrat key 1o a fexl to encrypt it and use the same key to decrypt . The problem with this
fype of sncryplion liss during the exchangs of secret keys between the sender and the recipient over a large network of the
internet. The sesret keys might fa into wrong hands during the exchange process.

Asymrretric enciypticn overcomes Hiis problem by using twe cryplographically related keys, a key pair - & public key anda
private key. The privaie key is kept secrst in your system and the public key is made available fresly to anyone who might want
?.c exchange messages with you. Any message, be it isxt, documents or binary filss that are encrypled using the pubiic key can

be decryplad using the dorrospcnr*'irg privaie key only. Similarly anything that is encrypted using the privaie key can be
dacrypted using the comesponding public key. Typicaily public Xeys are made avallable to everyone by using Digitai Ceriiiicates.
The cerlificates are issted by a Certificais Autharity (CA}, whick identifies a server or user and usually contains iriormation stch
as the SAwho issued i, ihe orgarization’s nzme, email address ol the user.and couriy and the public key of the user. When a
sesure encrypled communicafion is required between 2 client anc a server, a query is seni over to the oiher party for the
certificate and the pusiic key can bs extracted fremil.

End User

The person whe usss a program alter i's beer compiled and distrbuted.

EPKi Manager

Enterprise Pubiic Key Infrastrusture Manager. The EPK| Manager ailows you to is;ue bulk rumbers of:
o S3L Cerlificates for use on domain names owned by your Comgany.
»  SesurcEmail Certificaies (SIMIME] for use by smpioyses of your Company.

Your rominated EPK] Manzger Administrator(s) will bs able to manage all the company’s Cerlificzies from: a central web based
console. Additiona; certificaies may be purchased through the corsole in minites; ensuring new servers and employee email
niay be secured in minutes rather than days. For more inicrmation about EPXE Manager cfick hare

s

ok
4

o

Ethernet

Sthernet is a frame-based computer nretworking lechnology for iocsl ares netwerks {LANS). The name comes from the physica
corcept of ether. 1} defines wiring and signaling for he physical layer, and frame formats and protocols ior the mediz access
control {MAC)idata link fayer of the 0S| made. Ethemet is mostly standardized as IESEs 852.3. It has becon2 the most
widesgread LAN techroiogy in use during the 1890s to the preser, and has largeiy replaced all other LAN stendards such as
icken fing, DN, And ARONEY.
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Executable Files

An 'axect:table’ is a die that instructs a compuier to perform a fask or function. Every pregram, 2pplication ard device runon
compuler raquires an executabls file of some kind lo start it. Tho most recogrizable type of execuiabie file is the ".exe’ file. For
exampie, when Microsoft Word is started, the execulzbls fle ‘winwond.exe' instructs ths computer to start znd run the Word
application. Other types of execuiabie files include those with extensions .cpl .dfi, .dr, .inf, .cex, of, .scr, .sys.

False Positive

Wher an antivirus scan is run and the scanner reporis thei some programs are infected wilh malware which may notbe the
astual case ard the fles are safe. This kind of false 2lert is called ‘False Pesitive’. Too much of False Postive resulis can be

arnoying and the user might just igrore legitimate warring or delete legitmats fiies causing the relevant program or eperating

sysiem to malfunction.

Firewall

Afirewall is 2n applisation 1hat helps an user or adminisiraior to have a controi cver how the system should be cernecied with
other networkisysiems or over te Iitternet. .
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FSiype

Type of file system.

~

FP

File Transfer Protocol (FTP; is & protocol used for fiie transfer from computer 1o cemputer across & TCP network like the
internet. An ancnymous FTP is & tiie transfr between locations that €oes not require users o identify themselves with a
password or log-in. FT? uses the TCP/IP protocols to enable data Fansler. FT7 is most commonly used fo download files from a
server of to upload a He lo a server.

G
Graphicat User Interface (GUY)

The visual symbols and graphics with which a user conlrols a piece of software or device. Most soitware has a GUi that
comprises of windews, menus, and loolbars. The user interacts with: the GUI by clicking their mouse on a GUl element.
Operaling systems fike Windows use GUI's because most users find ihem ezsier 1o uss than fess friendly interfaces like a
command #ne. '

Y .
Heutistics

Heuristics is 2 tachnique that continuously evalves based on experiense for solving prebiems, discovery and leaming. When the
term is Usedi in computer secutity padance, Heuristics is about detecting virus-lixe behavior or attributes rather than locking for a
preciss virs signature that match & sigrature on the virus blacklist. Comods Intemet Security applies this technoiogy in the
application, which is a quantum leap in the batlle against malicious scripis and pregrams as it aliews the engine lo ‘predict’ the
existence of new viruses - even if itis not oontained in the current virus database.

HIPS

A Host intrusion Protection Syslem (HiPS) is designed fo identify and biock zern malware by monitoring the behavior of al
applications andprocesses. It is designed 'c prevent actions that couid cause damage to your operziing system, syster-
memory, regisiry keys or personal data.

Security scfware using a HIPS system will genzraily enferce niles prescribing the perrritted activilies of processes and
exscutables atihe goint of exscution. Examgles of such activities can include char: igas fo iles or direcloiiss, eccessing

protected COM interfzoss, modifications o the regisiy, starting up another application or g Bt 10075 apkdeof 4R:Rage 2688
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application. The presisa naiure of hese niles can be set by the useror pre-configured by the vendor.

i an execulable or process aftempls to perform an action that fransgresses these rules then the HIPS system wilt block the
altempt ard generate an aiert notifying the user of that action. Mcst HiPS alerts will also include securily advice.
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HTTP '

HTTP {Hyperiaxt Transfer Protocol] is the foundation protoco! of the World Wide Web. It sets the rules for exchanges between
browser and server. [ provides for the transfer of hypertext and hypermadia, ier recognition of file types, and other functions.
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ICkiP

The Intemet Control Message Proiccol ICMP) is part of infemst Protocoi {iP} suite and used te report naiwork spplications
- communicaiions emors, network congaston, timeouts and availability of remots hosts.
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DS ]
An intrusior: Delectior: System (iDS} is softwarefhardware that detecis and iogs inappropriate, incosrect, or aromalous activity.
iDS are typically characterized based or: the source of the data they morilor. hest or nefwork. A host-based 128 uses system iog
siles 2nd cther electrenic audit daia fo idenify suspicious activity. A network-based IDS uses a sensor to monitor packets cn the
neWworK to which it s altached.
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IMAP .

interne! Msssage Accass Protosol. IMAP is a method of distributing email. It is different from the standard POP3 method in that
with IMAP, email messages are stored on the server, white i POP3, the messages 2re ransferred to the client's computer whan
they are read. Thus, using IMAP allows you i access your email frem more thar: cne machine, while POP3 does not. This is
imporiant because some email servers oniy work with some protocels.

information Security Exposure

An information security exposure is a mistake in software that allows access to informaticn or capabiliies thatszn beuseddya
hacker as a stepping-sione inic a system or netwosk.

c Saek fe the g
internet Service Provider (i5P) N
A ecmpany or organization that provides the cornection between a local computer of netwark, and the larger Inlemet.
SaeN to fhe Wy
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IP - Infernet Protocot

The Internat Proiosoi {iP} is a data-crisnted protoce! used by source and dastination hosis for communicating data across a
packet-switched network. An iP address is & numeric address fatis used o idenlify a network interface on a specific neiwork or
subneiwark. Every computer or server on the Intemet has an IP address. Wher a user ypes a domain name such as
wnw.comain.com into the address bar of their browser, the browser séilf needs ¢ find the IP address associated wilh that

smain in orcer to reach the website. it finds the 1P address by consulting with a DNS seiver.

There are currently iwc versions of iP in use today - iPv4 and ipvb.

iPv4 {intemst Profocol version 4) was developed in 1881 and is still the most widely deployed version - accouniing for almost all
of ioday's Iniernet traffis. However, because 1P\4 uses 32 bils for 1P addresses, there is a physical upper limit of around 4.3
bitlion possitle IP addresses - a figure widely viewed as inadequate ¢ cope with the further expansion of the Internel. in simple
terms. the number of devices requiring P addresses is in danger of exceeding the numbsr of IP addresses thatars available.

iPv6 is intended to replace iPvd, whick uses 128 bits psr acdress (cefivering 3.4x1038 unique addreszes) and is viewed as the
only realistic. long ferm solution to IF address exhaustion. IPv6 also implements numsrous enhancemsants that ara noi present
in 1Pv4 - including greater security, improved support for nwobite devises and mare efiicient routing of dafa packets.
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Key Logger

Key iogyer is a soitware appkcation of a harcware device that keeps tracks of comptier acivity i real ime inciuding the Keys
thal are pressad. Key loggers are usad to troubleshocl technical probiems in computer systems. The applicetion car: also be
used for malicious purposes such zs o steai passwords and other sensitive infermation.

L

LAN

Alocal area network (LAN] is a compuler network covering a smail local area, fike & home, office, or small group of buiidings
such as a homs, ofiice, o ccllege. Current LANs are most fkely to ba based on switched Ethemet or Wi-Fi technology rurning
at 13, 400 or 4,000 Mbit's (1,000 Mbitis is alse known 28 1 Ghilfs).

Leak Test

Leak Test is & way to fing out how well your system is protected by your secusity seftware from external and internal threals.
Typicaily these iests are down-loadable and should not czuse any harm: to your system while being run. The Firewzll Leak Tesls
are used to test how effective the frewali component of your security software is at detecting anc blocking outgoing connection
attempis. If an application is able to connect to the internat without your Knowledge, it poses a reai danger meaning it can easily
retrieve private and coriidential information fom your system and transmit it

Host Intrusion Prevention System [HiPS) tests are designed to test howv el your security software is capabie of proteciing your
internal system from malicious attacks such as viruses. A good HIPS system will deny the malware frem accessing your criical
operating system files, registry keys, COM interfaces and rurning processes.
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License
The official ierms of use for a specific program. A software ficerse is a legal document since # formally restrcts the rights of the
user.

i

MAC Address
A Mediz Access Controi {MAC) address is a number that is hardwirad i network adeplers and is ussd to identify fhe device or
sysiem in which it is instailed.

Every device on a nsiwork has two addresses: a MAC (Media Access Con Y} address and 2n [P (intemat Proiccol) address.
The MAC adaress is ihe address of the physical network interfase card inside the davice, and never changes ier the life of the
davice {in other words, the network card inside the PC has a hard coded MAC address ihat it kesps even ¥ instalied itina
different machine). Cn the other hand, the IF address can change if the machine moves o anciher patt of the network or the
neswork ises DHGP to 2ssign dynamic iP addresses. In crder tc correctly route a packel of data from a hest ic the destinalicn
natwork card & is esseriial o maintain a recond of the corzelation batween a dievice's IP address and i¥'s MAC addiress. The
Address Resolution Protocol performs this funstion by matching an IP address te its appropriate MAC address {and vice versa}.
The ARP cache is a record of ail the IF and MAC addresses that the compuler has mzighed {cgether.

Malicious File
Often calied Malware', a malisicus file is software designed to damage computer systems, steal sznsitive information or gain

unauthorized access to private computer sysiems. For exampie it may be coded to gather sensitive information from & system

such as passwosds, credit card details and send them back to the creator of the mahvare.
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Malware

Moiware is short for ‘maticious soitware'. i is an umbrella term that describes & wide range of malicious software inciuding
virises, trofans, werms, scripls and reot kits. When installed on & computer sysiem or neiwork, malware car disrupt operalicns,
sisal sensitive and personal informaticn, delste impodant data, create zombie netwerks and periorm clher destructive

operations.
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Retwork (computer)

Networking is the scientific ard enginesring discipline concerned with communication between computer systems. Such
neiworks invoives at least two computers, which can be sepzrated by a fsw inches {e.g. via Sluetcoth) or thousands of miles
{e.g. via the Intemet}. Computer neiworking is sometimes considered a sub-dissipline of telecommunications.

Rasl 3 N tan
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Netwark Zone

A Nebyork Zone can consist of an indivicual machine dnciuding a singie home computer eonnested 1o Internet} or a retwerk of
tousands of machines io which access can be granted or dsnied. The creaticn of netwerk 20nes helps an administraicr to
apply changes fcr ail the computer(s; in selected zone(s}. i

NIDS

NIDS - Network-Based Intrusicn Detection Systam. Detacts intrusions based upon suspicious natwork trafiic. A nefwork intrusior
detection sysiom (NiDS} is a system thai tres to detect malicious activity such as denial of service aitacks, port-scans or ever
attempts o crask into computers by monitoring network traffic.
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NNTP

Network News Transier Protocol - Refers 1o the standard protocol used for transierring Usenel news from machine to machine.

Aprotocol is sirmply a format used to transfer data to two differeri machinss. A prelocol wili set eut temms te indicate whal error
checking imethod wili be used, how the sending machire wil: indicate when it is has finished sending the data, and how the

receiving machine will indicate that it has resejved the data. ,
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Operating System {OS}

The essentizl software to control both the hardware and other. software of a computer. An operating system's mest cbvious
features are managing files and applications. An CS also manages & corvputer’s connection 1o & neiwork, if one exists. Microscfi
Windows, Macintosh OS, and Linux are operaling systems.

P
Ping
Ping is 2 computer network tcol used io fest whether a particular host is neachzble asross an iF network.
Day fo e fop
PKCS
PKCS refars o a group of Fublic Key Cryplography Stendards devised and published by RSA Secusity.
s Sack fo the fop

PKCSHT

See RFC 2315. Used o sign andfor encrvpt messages under a PX1. Used also for certificate disseminalicon (for insiance as a
response to a8 PKCS#10 message). Formed the basis for SIMIME, which is now based or RF C 3852, an updated Cryptographic
Message Swatax Siandand (M3,
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PKCSH#10
See RFC 2086. Format of messages sent to 2 cenification authority t request cerlification of a public key. See certificate
signing request. '

Dok o e g

PRCS#12

Defines a fiie format commonly used to store private keys with accompanying pubiic key cerificales, prolscted wiih a pagaword-
based symmetric key. ‘ %M Ex. 1002-Part 7 of 10, Page 2691
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Plugin

A prograin that aliows & Web browser to dispiay a widsr range of content than criginaly intended. For example: the Hash piugin
aliows Wed browsers o display Flash corient.

POP2

Thare are e versions of POP. The fiss, cailed POP2, became a stzndard in the mid-80's and requires SMT? to send
ressages. The newer versicn, PGP3; can be used with or without SMTP.

7

Backh o e top
POP3
POP3 is the abbreviation for Past Office Protocol - a data format for delivery of emaiis across the Inlernst

Say o e fop

Ports

Acomputer portis an interface that aliows commanication between applications or processes funning cn 2 host somputer and

olher computers, devices or retwiorks. -

Your computer sencs and receives data to sther computers and b the inlemel through a port. There are over 85,003 aumbersd

ports on every computer - with osrtain ports being traditicnally reserved for certain services. For example, your machine almost

definitely cornecis 1o Iniemet using port 80 and port 443. Your e-mail applisation eonnecis to your maii server thrcugh por: 25.
N
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Poteniially Unwanted Applicalions

Apotentially unwanted application: {PUA} is a piece of soitware that (i} a user may or may not te aware is ins'alled on their
computer, zndler (ii) may have functioralily snd ebiectives thal are not clear to the user. Exampls PUA's include adware and
browser toolbars. PUA’'s are ofters installed as 2n addiionai exira when ihe user is instailing an urrelated piece of software:
{Uniike malware, many PUA's are fegitimate’ pisces of softwars with their own EULA agreemznts. However, the True’
functicnality of the software might nol have been made clear 1o the erd-user at ths time of insiallation. For sxample, a browser
tcolbar may also contzin code hal tracks a user’s zciivity on the Intemet Because of this ambiguily, many antiviris companies
use ihe term 'Potentially Unwanted Applisaticr’ to ideniily such software.

Q

Quarantined Files . 3

After an znlivirus sczn, fles that are deiscted as mzlware may either be defeted immediately or isclzied in a secure envircnment
known 2s ‘quarantine’. Any fiies moved into quarantine are encrypled so they cannot be run or executed. This prevents infected
files from corrupting the rest ol a compiter.

R

Registry Keys

The Windows Registry serves as an archive for callscting and storing fie configuration seitings of all computer hardware,
software and Windows components. Every time an application or hardware is started, it wifl access the ragistry kays relating to
it. Applications will alsc access and miodify their registry keys constantly during fie course of their axection. As the registry is
one of the most reqularly aseessed parls of Windows, it plzys a crilica! role in the stability, refiability and performance of 2
computer. Indeed, many computer prebiems are caused by registry errors. Corrupt keys and irvaiid keys left by urinstelied
applications can often catise severe degradation i system performance, crashes and, in extreme cases, can render a system
un-bootabie. inexperiencad users are, however, discouraged fom: making marual adiustments to the registry because a single
change czn have polentially devastating consequences. There zre several dedicated regisiy clezners available today, including
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SIME

SIMIME {Secure / Multipurposs intermnat Mait Extersions] is a standard for public key encHbdrr dad siiRiRg drarkir of 10, Page 2692
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encapsulated in MIME.

Single User Certificate

Asingle use cortificate refers {c the x.508 and associated privaie key generated by SecureEmail on Alice; stered on SES and
downiozded by Bob after a sucosssful SSL clisnt authentication.

SMB

Amessage iermat used by DOS and Windows lo share files, direciories and devices. NetBIOS is based on the SMB formay, and
many network producis use SMB. These SMB-based natworks include Lan Manager, Windows for Workgroups. Windows NT,
and Lan Server. There are alsc a number of preducts that use SM3 to enzble fils sharing among differsnt operaling system:
platicrms, '
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SMTP

Simple Mail Transfer Protecol is the most widely used standard for emall Fansmission across the Intemet. SMTPis a refatively
simple, tax{-bassd protocoi, where one or more recipients of a message are specified {and in mos! czses verified o exist; and
then ihe mess2ge lext is transiamed.

SNmP ¢

Simple Network Management Protecoi. The network managemsnt protoso! used almos exclusively in TCPAP networks. SNMP
provides a means to meniicr and centrol network devices, and to manage configurations, siatistics collection, perforrmance, and
security.
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Spyware

Spyware is @ program that parforms certain actions withcut the consent of the user such as displaying advertisements, sollscting
parsonzl and sensitive informziion and changing the condiguration of the computer. Not ali fracking softwars are maiicious since
you may have agreed 1o the conditions as a trade-off for obtaining cerizin services for free. The tracking software will moniicr
your online aciivities to decide what kind of ads shouid be showr: for you. '

SSL J

Secure Sockeis Layer {SSL is a commcniy used protocet for ensuring secure message transmission on the intemnet. it
iaciliates an encrypied connestion betwaen a web server and an intemet browser. I was develeped by Netssape in 1984 as &
direcl response to growing consems over inlemet secusity,

The ercryplion provided by SSL mezns that all data passed betiveen a web server and a browser is orivaie ard canrol be
ezvesdropped on. You san talf if you are in an SSL sessien if the LRL begins with htips. .

SSL is used on the payrment pages of millions of websiies it protect thair online ransactions with their customers.

STATIC IP
£ iP acdress which is the same every lime you iog o to the Internet. See iP for more inicrmation.

Steaith Port

Pcrt Stealthing is a securily teshnique whereby poris on 2n intemet connected PC are hidder: sc that they provice no response
ic a femoie port scarn. :

A computer sends and receives data 1o cther computers and to te Interret thrcugh an interface called a porl. There are over
£5,000 numiered ports on every cormpuler - with certain ports being tradilionally reserved for ceriain services. For example,

~

most computers connect to the internet using ports 83 and port 443. Mosl e-maif applications cornect to their mail server

sarough port 25. A 'pot scanning' atiack consists of sending & message tc each port to fintFM wiich atoaZrad vheh 2R Page 2693
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baing used by services. With this knowledge, a hacker can determine which attacks are likely to work against a particular
computer. Port stealthing effectively makes it invisible to a port scan. This differs frem simply ‘cosi: 19’ a pert as NO response is
given to any conneclioh attempt {'closed ports respond with a ‘closed’ reply- revealing 1o the hacker that there is aclually a PC in
existence

Stateful Packet Inspeclion

Staieful Packet lmpec“or aleo known as SPI, is an enhanced firewail iechnique that uses dynamic packet filtering method over
the older method of stalic packst filtering. SPI scrutinizes the packet conlents, monitors traffic and kesps track of the sources of
packets. A neiwork adminisirator car configure the firewail that uses SPI according to the needs of the onganization, for
exampie, close ports untl requested by legiimate users 1o cpen them.

SYN

SYN {synchrenize} is a iype of packet used by the Transmission Contrel Protocel {TCP) when initiating a new cornection to
synshronize the sequence numbers on twe cornecting compulers. The SYN is acknowledged by a SYN/ACK by the responding
computer.

T

Cce . .

TCP siznds fr\r Tranamission Conirol Frotocoi. TCP is ona of the main protocals in TCPP aetworks. Wherezs the |2 protecol
deals only with packets, TCP enatles two hosts to eslabiish & connecticn and exchange sireams of data. TCP guaraniees
dalivary of data and also guarantees that packets will be defivered in the same order in whi ch they were sent.

Token-Ring

LAN technology was develﬁped and prommoied by IBM in the early 19805 2nd siancandized as {EEE 802 .5 by the institute of
Electrical and Elsctronics Engineers. Inilially vary susoesstul, it went into steep deciing after the infrodustion &f 10BASE-T for
Stherst and the EIATIA 68 cabling stardard in the early 1990s. A fierce markating effort led By 1BM sought to claim beiter
performance and raliability over Ethernet for criical applicztions dus o ils deterministic sccess method, bt was no more
suscessiul than similar beitles in the same era over thair iicro Chanrel arhitecture. i3M no lenger uses or promotes Token-
Ring. Madge Networks, a one time competitor to 1BM, is now considered o be the market leader in Token Ring.

\

Trojan

ATrojan is a type of mzhwzre that iocks fike a legitimale piece of software and users are & iricked fo instsll and execute in their
compuiers. The maiware takes iz name from the Greek mytholegy, Trojan Horse, 3 woodsn horse that was usad by the Greeks
1o infiiizate the city of Troy. Cnee the malware is activated, it can damage e system, spread oiher computer viruses end alse '
create aback door so s io allow online fraudsters to lake access or oontrol the syslem.

Trusted Files

in Comodio Intemet Security, a trusted file is ore that is considered sale ang is akiowed 1o 1unk on 3 user's somputer. This type of
fle can aiso be referred 10 as a 'safe’ fie or a while-listed' fie. )

’

A fiie will be freated as safe if itis in the "Trusted Files' list CRif # is digiially signed by a Trusted Software Vendor'. Comodo
internes Security ships with a list of frusted files and a list of Trusted Vendors. Usars can add their oan trusted files and vendors
ic their local insialiation. They can alsc submit fies and venders to Comodo so they can b considered for inslusion in future
safe lisis.
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ATrusted Software Verdor {TSV) is a publisher of software that is automalicafly frusted by Comade internet Sesurity software.
Executable fles that have been digitally signed by a TSV wili be ailowed to run nermally and will rot be placediin the sandnox.

Many software vendors digitaliy sign their sofiware witk: a code signing cerlificzte. Cigitally signed saitware heips & user to
identify the publisher and o be sure that the software he/she is downloading is gentine and has nol beer tampered with. Each
code signing sertificaie is counter-signed Dy a trusted certificate authority {CA) after the CA has conducied detailed checks that
ihe vendor is a legitimale company.

U
User

A person who uses a computer, including a programmar or end fissy.

v
Virtual l';esk‘lop

The Virtual Desklop is a slandalcne sandbox featured in Comodo Irferret Secusly which aliows users to rur: any applications in
a complelely virtual environment. Software in the virtual desitop wil ot affect cther processes, programs or daia on the user's
compuier, Simitarly, interret browsers running in the virtual desktop leavs behind no perscnally identifying cockies cr histary on
ar employes's real system. The vitual daskiep also fealures a virtual keytoard which provides additionat security whsan enlering
ussrnames and passviords cn website logir: pages. Although e virtual deskicp is primarily intended for users to test unknown
or betz scftware and for launching highly secure browsing sessions, it can bs usad to run most scftware. The virual desklop
interface is available in both deskiop and tablet cptimized versions, ’

Virtual Machine (Vi)

Virtual mechine is & software appiication that emulates a computing ervironmen in which a program or an operating system <an
be inslailed and run. There are many advantages in using a VM such as fer lesting out new appications or procedures without
affecting the hosl system. .

Virus i

A computer virus is an executable spplication capable of czusing damage to computer fiies, fclders and compaonents. Viuusss
are alsc capable of setf-replication sc can infect mulliple ilems on a system if left unchecked. The maicious activities performed
by a virus are wide ranging and inciude slealing confidential information, maeditying user data, ovenwriting or damaging files and |
eraszing hard disk contenl

Viruscope

Viruscope is an innovative subsystem thal monitors ail the procssses furniag on & computer in rezl time 1o find any suspicicus
astions faken by any of the processes. if a suspicious activity Is identitied. Viruscope generates an aleri. The aleri allows the
user to quickly biock lhe process, reverse the effects of the aclion and move the parent appiication of the process ie quarantng,
if the activily is found o bs mziicious, or to aliew the process. if {he zction is found to be legiimale. .
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Virus Database

A dalabase of the digital signatures cf all known compuier viruses and maiware. This daiabase, somelimes referedioas a
lack fist’, enahies antivirus software lo delact any malvare running on & customer's compuler.

Every time a fle or executable is identified as being mekhvare, antivirus companies will creais a digital signature of the file and
add it o their database of blacklisted files. This databass is then distibuted lo their customers as an update o their antivirus
software. I the blacklisted signaiure of the malware is fcund anywhere on 2 customers computer, fien the fie is fagged a3
infected and may be auarantined or delgied,

Comodo has a dedicaled tear of technicians and crawlers that are continually searching for new virus strairss to adg to our
daiabase. Comodo's virus database is avaifable for public downioad at

i
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Vulnerability

In neiwork security, 3 vilnersbility refers i any flaw o weakness in the nelwork defensa that could be expioited to gain
uratihorized access ic, damage or olherwise affect the retwork.

RNaends §m ks
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W
Website Filtering

Wabsite Filtering is a security technique whereby access 10 specific wabsiies can be selectively blocked or aliowed to particular
users of the computer. The websits fitering is very useful for parentat control as it ailows 1o block inappropiiate websites to

juvenile users. Alsc, in work envirenimersis, administrators cen prevent empioyees from visiting social netivorking sites during
working hours. .
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Web server
The term Web server can mean ore of two things:

1. A computer that is responsivle for accepling HTYF requests from clients, which are known as Web browsers, and serving
them Web pages, which are usually HTML decuments and linked ebjects (images, etc.).

2. A computer program that provides‘ the functicnality described in the first sense of the term.
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Worm

AWorm, another type of malvare, unlike virus is capable of spreading from computer o computer without any kumar: heip. The
worm with its capzbiiily to replicate itsell several times cver consumes most of the system memary causing the computer io slow
down or crash aficgether. It can 2iso cause bandwidth jam while spreading to other computers in ths network.

Wildcard

Wildcards are symbols that add flexidility fc a keyword search by extending the paramelers of a search word. A wiidcard itern is
usually denoted with e asterisk symbol, *'. This stands for one-or-more characters {usefui for ali suffixes or prefixes). In digital
certification terms, & 'wiidcard certificate’ means Hhat the cerlificate will secure the domain plus unfimited sub-comains of tat
domain. A wiidcard cerlificaie is applied for using the format ™. domain.com’.

v

X
X569

An internationally racognized standarg for certificates that defines their required parts

Y4
Zero-Day Malware

Zerc-day malware describes nsw compuier viruses or worms that have been discavered in the pubiic realm but which anfivirus
vendors have not vel created a digital sigrature for. The ierm means that the antivirus companies have had ‘zero-days’ 1o reacl.
New mahvare can reascnably be called zero-day’ for the the length of time batween its discovery and the creation of a signature
lo combat it. For mos! antivitus vendors, this is usually measured in a matter of hours. Gf course, the maiware itself may have
been at large for a much longer periog of ima before it was discovered. Because of this window of vulnerzbiity, most security
software has grown bevond a reliznce or: traditional, signature based detection. Most antivirus software now contains layers of
srevention-based technalogies intended 1o detent and neutralize ‘Unknown’ malware unt] such time as a signature can e
crezied. Exampls technologies include heuristic detectior, host intrusion prevention [HIPS), aulomatic sardboxing and real-time
behavicr analysis.
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Appendix 4 - §C§S Véér?sms

A

Comodo Internst Sacurity is avaiiable in three versions — Premium (free), Pro and Comglets. The Pro versien includes Senwass

s
{sgay

iy {Comado support experts availabie 24/7 to fix any preblem with your computer) ard the Virus Free Guaranise (i

your compuiar becomes damaged as a resuit 6 matware ard Comaedo support services canngt relum it to a werking condition

then we'll pay ths costs of geiting it repaired. Please see the ¥

v,

includes CeelBuddy, the Virus Free Guarantee, Yrusilan

T
35

Usar License Qgreomant for iUl details). CiS Compiets
{a secure Intemet proxy service that ensures 128 bit encrypled

conneciivity frem 2ny pubiic wireless hotspot} and a Contode Orfine Backup account {SEC3 of online slorage space).

.

.

CIS Premium 7.x
r
CIS Pro 7.x . . . .| SR8 pear
N N N N NS N » or
$3.89/month
CIS Complete 7.% . Vf $89.894mar
P : a2y
N4 N N v &8 S v or
{10 GRI/ Free. $2.99/month
Month) Upgrades
available)
CAY Free & N N Y N X X Free
CAY Advansad . , $19.89year
‘ $3.49%/month
Comodo Firewall N s N N N NS N Free

* Most CIS products aiso have discounts for muiti-year purchases.
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’

The Comoedo companies are leading global previders of Security, Identity and Trust Asslirance servicas on the intemat Comodo
CA ofers a comprehsnsive armay of PK! Digital Certificates and Management Services, Identiy and Content Authentication
{Two-Fastor - Mulli-Factor) soitware, and Network Vulnerability Scanning and PCI compiiance selutions. in addition, with over
15,000,000 instailations of its threat prevention products, Gomadd Secusity Solutions maintains an extensive suite of endpoin
sectrily software and services for businesses and constmers.

Continuai innovation, a core compstence in PX| and a commiiment to reversing the growth of Intermet-crime dislinguish the
Comodo comparies as vital players in the Intermet's ongoing develcpment. Comodo, with offices in the US, UK, Chira, india,
Romania and the Ukraine, secures and authenticates the cnline iransactions and cominuricaticns for over 210,000 business
customers and milfons i consumers. providing the intelligent sscurily, autherlication and assurance services necessary for

trust in on-fine transzcliors.

Comodo Security Solutions, Inc. Comodo CA Limited

1255 Eroad Strect 3rcé Floor, 26 Cffice Viliage, Exchange Quay, Trafford Read,
.Salford, Greater Manchaster 1S 3EQ,

Clon, NJ, 07013
United Kingdom.

Urited Slates
e i R e ' Tel: +44 (G) 161874 7075

Fax:+44 {0) 151877 1767

§ils

For additional information on Comodo - visit iy
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Application No. Applicant(s)

16/141,378 Coleman et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
OLEG KORSAK 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)¥] Responsive to communication(s) filed on 03/08/2021.
L) A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)() This action is FINAL. 2b) ¥ This action is non-final.

3)J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-17 and 19-20 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (OJ Claim(s) ___is/are allowed.
7) Claim(s) 1-17 and 18-20 is/are rejected.
8) [0 Claim(s) ____is/are objected to.
9) O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)J The specification is objected to by the Examiner.
11)J The drawing(s) fledon ____ is/are: a)(J accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)lJ All b)J Some** ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [J Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) [ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:

Paper No(s)/Mail Date

U.S. Patent and Trademark Office

PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20210322
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Application/Control Number: 16/141,378 Page 2
Art Unit: 2492

DETAILED ACTION

A Request for Continued Examination under 37 CFR 1.114, including the fee set forth in
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e)
has been timely paid, the finality of the previous office action has been withdrawn pursuant to 37
CFR 1.114. Applicant’s submission filed on March 08, 2021 has been entered.

No new claims have been added. Claims 1-17, 19 and 20 are pending and are directed
toward NETWORK ISOLATION WITH CLOUD NETWORKS.

Any claim objection/rejection not repeated below is withdrawn due to Applicant's
amendment.

Notice of Pre-AlA or AlA Status

The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AIA. In the event the determination of the status of the
application as subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and
103) is incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the rejection,

would be the same under either status.

Response to Arguments
Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered,
and they are persuasive in view of amended claims in regards to cited by Examiner prior art.

Examiner maintains DP rejections.
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Application/Control Number: 16/141,378 Page 3
Art Unit: 2492

Double Patenting

The nonstatutory double patentingrejectionis based on a judicially created doctrine
grounded in public policy (a policy reflected inthe statute) so as to preventthe unjustified or
impropertimewise extension of the “right to exclude” granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory double patenting rejectionis
appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is eitheranticipated by, or would have been obvious over, the reference
claim(s).See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d
438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timelyfiled terminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be
usedto overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference applicationor patent eitheris shown to be commonly owned withthe
examined application, orclaims an invention made as a result of activities undertaken within
the scope of a jointresearch agreement. See MPEP § 717.02 for applications subjectto
examination underthe firstinventorto file provisions of the AlA as explainedin MPEP § 2159.
See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for applications not subjectto examination underthe
first inventorto file provisions of the AlA. A terminal disclaimer must be signed in compliance

with 37 CFR 1.321(b).
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Application/Control Number: 16/141,378 Page 4
Art Unit: 2492

The USPTO Internet website contains terminal disclaimerforms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the applicationin which
the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimermay be filled out completely
online usingweb-screens. An eTerminal Disclaimerthat meets all requirementsis auto-
processed and approvedimmediately upon submission. Formore information about eTerminal
Disclaimers, refer to www.uspto.gov/patents/process/file /efs/guidance/eTD-info-1.jsp.

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patentingas
being unpatentable overclaims 1-20 of U.S. Patent No. 10554475, and over claims 1-20 of U.S.
Patent No. 10558798. Although the claims at issue are not identical, they are not patentably
distinct from each other because all elements of claims 1-17, 19 and 20 of the instant
application correspond to elements of claims 1-20 of the cited patents. The above claims of the
presentapplication would have been obvious over claims of the U.S. Patent No. 10554475, and
over claims of U.S. Patent No. 10558798 because each element of the claims of the present
applicationis anticipated by the claims of the U.S. Patent No. 10554475, and the claims of U.S.
Patent No. 10558798 and as such are unpatentable for obviousness-type double patenting(/n
re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)).

Claims 1-17, 19 and 20 are provisionally rejected on the ground of nonstatutory double
patenting as beingunpatentable overclaims of copending Applications No. 16/059381,
16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810,
16/146,490, 16/163,796, 16/163,884, and 16/164,342. Althoughthe claims at issue are not

identical, they are not patentably distinct from each other because each element of the claims
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Application/Control Number: 16/141,378 Page 5
Art Unit: 2492

of the presentapplicationis anticipated by the claims of cited applications and as such are
unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010
(12/3/1993)).

This is a provisional nonstatutory double patenting rejection because the patentably
indistinctclaims have notin fact been patented.

Allowable Subject Matter

Claims 1-17,19 and 20 are indicated as allowable over prior art.

None of the cited references teaches claims limitations as currently amended.

As allowable subject matter has been indicated, applicant's reply must either comply with
all formal requirements or specifically traverse each requirement not complied with. See 37
CFR 1.111(b) and MPEP § 707.07(a).

Conclusion

Any inquiry concerning thiscommunication or earliercommunications from the
examinershould be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The
examinercan normally be reached on Monday-Friday 7:30am - 5:00pm EST.

If attempts to reach the examinerby telephone are unsuccessful, the examiner’s
supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone numberfor the
organization where this application or proceedingis assignedis 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
ApplicationInformation Retrieval (PAIR) system. Status information for published applications
may be obtained from eitherPrivate PAIR or PublicPAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR
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Application/Control Number: 16/141,378 Page 6
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).Ifyou
would like assistance from a USPTO Customer Service Representative oraccess to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OLEG KORSAK/
Primary Examiner, Art Unit 2492
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OLEG KORSAK 2492 Yes

e MAILING DATE of this communication appears on the cover sheet with the correspondence address —
Per or Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SiX (6) MONTHS from the mailing
date of this communication.

- IENO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)@ Responsive to communication(s) filed on 08/14/2020.
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on
2a)v} This action is FINAL. 2b) [ This action is non-final.

3)J An election was made by the applicant in response to a restriction requirement set forth during the interview
on : the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parfe Quayfe, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims”
5) Claim(s) 1-17 and 18-20 is/are pending in the application.
5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) [ Claim(s) ____is/are aliowed.
7) @ Claim(s) 1-17 and 19-20 is/are rejected.
8) [J Claim(s) _____is/are objected to.

9) [0 Claim(s)____are subject to restriction and/or election requirement
* It any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hittp:/mww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gav.
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Application/Control Number: 16/141,378

Page 2
Art Unit: 2492

DETAILED ACTION
Response to Amendment
This action is in response to amendment filed August 14, 2020 for the application #
16/141,378 filed on September 25, 2018. Claims 1-17, 19 and 20 are pending and are directed
toward NETWORK ISOLATION WITH CLOUD NETWORKS.
Any clam objection/rejection not repeated below is withdrawn due to Applicant's
amendment.
Notice of Pre-AlA or AlA Status
The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AJA. In the event the determination of the status of the
application aé subject to AIA 35 U.S.C. 102 and 103 (or as subgect to pre-AIA 35 U.S.C. 102 and
103) is incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the rejection,
would be the same under either status.
Response to Arguments
Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered,
but they are moot because of new grounds of rejection. Further to keep the record clear,
Examiner is responding to “not associated” argument:
“is not associated” argument — Applicant argues that the cited portion states that the
virtual machine environment uses a virtual guest OS that is not associated with a host OS
architecture. In fact, Hoy states that the virtual guest OS is separate. (Hoy at para. {0026]) Thus,

Hoy fails to teach or suggest implementing an "isolated computing environment using an
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operating system associated with the hosting computing system and comprising a sandboxed
computing environment...," asrecited in claim 1 (REMARKS, pages 8-9).

Response: According to cited by Applicant [0026] of Hoy “The browser is activated by a
desk-top shortcut or application on the host system that allows the user td link to the isolated
Internet access of the virtual guest system by launching the virtual guest web browser, which
operates transparently to the user in the virtual guest system.” Therefore at least "isolated
computing environment using an operating system associated with the hosting computing

system" was explicitly and clearly disclosed by Hoy.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:

A patentfora claimed invention maynot be obtained, notwithstanding that the claimed inventionis
notidentically disclosed as set forth insection 102 of thistitle, ifthe differences betweenthe claimed
invention and the prior artare such thatthe claimed invention as a whole would have been obvious
before the effective filing date of the claimed invention to a personhaving ordinary skill in the artto
which the claimedinvention pertains. Patentabilityshall not be negated by the mannerin whichthe
invention wasmade.

Claims 1-17, 19 and 20 are re jected under 35 U.S.C. 103 as being unpatentable over
Hoy et al. (US 2013/0318594 Pub. Date: Nov. 28,2013) in vie w of Comodo (Comodo
Internet Security Software Version 7.0 Us er Guide Version 7.0.111114,579 pages, 2014),
hereinafter referred to as Hoy and Comodo respectively.

As per claim 1, Hoy teaches a host computer system comprising: a memory; and a

processor (a computerized work station comprises a computer operatively connected with one or
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more user-accessible data entry devices, a display device viewable by the user, and computer-

accessible data storage, Hoy, [0022]) configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space (providing for the
computer an operating systemand one or more applications programs that run on said
operating system, Hoy, [0022]);

implement an isolated computing environment (and supporting a virtual computer system
operating on the computer. Hoy, [0022]),the isolated computing environment using an operating
system associated with the host computing system and comprising a sandboxed computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space (Also operating on the host computer is a hypervisor
system that creates a virtual machine environment that is separate fromthe host computer's
operating system. This virtual machine has a virtual guest operating system on which a modified
browser is run. Hoy, [0026]),

wherein the isolated computing environment is configured to access an Internet-based
cloud service via at least one application of the second set of one or more applications or
processes (The browser is activated by a desk -top shortcut or application on the host system that
allows the user to link to the isolated Internet access of the virtual guest systemby launching the
virtual guest web browser, which operates transparently to the user in the virtual guest system.
Hoy, [0026]);

isolate the isolated computing environment from the workspace using an internal
wsolation firewall (this is accomplished by providing a host computer that is surrounded by a host

based firewall. Hoy, [0025]); and
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cormnuniéate with a proxy server in order to access the Internet-based cloud service
(Proxy contentfilter 4 may optionally be used to screen undesirable or inappropriate incoming
or outgoing data, as above. Hoy, [0073]), wherein the isolated computing environment is
configured to authenticate with an authentication device in order to allow communication
between the atleast one application and the Internet-based cloud service (To allow for this, the
firewall 11 around the host OS 17 selectively enables the host OS 17 to access the Internet
directly through ports 80 or 443, which are otherwise disabled, provided that the websites being
accessed are on a white list of predetermined trusted sites with which the host OS 17 is permitted
to communicate with. Hoy, [0057 ]).

Hoy does not use term “sandbox”, although teaches that “Because it is exposed to
potentially malicious software as it browses the Internet, the virtual guest systemn browser and its
virtual operating system may be a hardened version that is exceptionally resistant to corruption,
or it may have enhanced anomaly detection to aid in noting when dangerous data has been
encountered by the browser. The virtual guest system also has no connection whatsoever to the
LAN, and cannot access any address on the LAN.” Which 1s essentially a definition of
sandboxed environment as known in the art. To exclude any doubt a secondary reference by
Comodo is provided, which explicitly teaches a sandboxed computing environment (An
innovative sandboxed environment to run programs and browse the Internet isolated fromyour
real computer. Comodo, page 10). Comodo also explicitly teaches an Internet-based cloud
service (Comodo Secure DNS service replacesyour existing Recursive DNS Servers and resolves
all your DNS requests exclusively through Comodo's proprietary Directory Services Platform

Comodo, page 553. See also Comodo Cloud - online file storage service. Backup your files to a
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highly secure online storage which can also be mounted as a virtual drive in your system.

Comodo, page 466)

Hoy i view of Comodo are analogous art to the claimed invention, because they are from a
similar field of endeavor of systems, components and methodologies for providing secure
communication betw een computer systems. It would have been obvious to a person of ordinary
skill in the art before the effective filing date of the claimed invention to modify Hoy in view of
Comodo. This would have been desirable Applications and brow sers running inside the virtual
desktop leave no cookies or history behind on your real system, making it an extremely secure
environment for Internet banking and online shopping (Comodo, pages 10-11).

As per claim 2, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to access the Internet-based cloud service via one or more of
a local area network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a
digital subscribers line (DSL) network, a cloud computing network, a data center, or a satellite
network (The home system, when the host is "home" on the trusted LAN network, is allowed by
the HBFW to communicate to other LAN resources as well as any whitelisted sites outside the
LAN on the Internet. Hoy, [0062]).

As per claim 3, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the Internet-based cloud service comprises one or more of an Infrastructure as a Service
(IaaS), a Software as a Service (SaaS), or a Platform as a Service (PaaS) (through Comodo's
proprietary Directory Services Platform, Comodo, page 17).

As per claim 4, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to select the proxy server from a plurality of proxy servers,
the plurality of proxy servers comprising one or more of an Internet-based proxy server or a local
network-based proxy server (A proxyMweb-content filter 4 is connected with and cooperates with

the firewall hardware 3 to control the type of datapermitted to pass fromthe Internet 5 into the

local system 1, filtering e.g., pornographic material or data not intended for the system 1, and
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also blocks communications fromusers on the LAN trying to reach disallowed sites, e.g.,
requests to access www.onlinecasino.com. Hoy, [0038]).

As per claim 5, Hoy in view of Comodo teaches the host computer system of claim I,
wherein the processor is configured to determine whether to send web traffic to a local network- '
based proxy server or an Internet-based proxy server based on a location of the host computer
system (Proxy content filter 4 may optionally be used to screen undesirable or inappropriate
incoming or outgoing data, Hoy, [0073]).

As per claim 6, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to determine whether to send web traffic to a local network-
based proxy server or an Internet-based proxy' server based on anidentity of a network to which
the host computer system is connected (Proxy content filter 4 may optionally be usedto screen
undesirable or inappropriate incoming or outgoing data, Hoy, [0073]).

As per claim 7, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the processor is configured to determine whether to send web traffic to a local network-
based proxy server or an Internet-based proxy server based on anidentity of the at least one
application running in the isolated computing enﬁonment (The virtual guest system 13 shows no
software installed except for a browser and possibly some related supportive software, suchas
Adobe or Windows Media Player that cooperate with the browser when certain types of files are
accessed on the Internet, and potentially an email programsuch as Microsoft Outlook for
certain configurations. Hoy, [0048]).

As per claim 8, Hoy in view of Comodo teaches the host computer system of claim 1,
wherein the internal isolation firewall is configured to segregate the first memory space from the

second memory space and is configured to enforce policies for communication between the first
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memory space and the second memory space using the internal isolation firewall (The guest
computer and the host computer communicate with each other by a limited permissible internal
host-based firewall in the host systemthatis provided by the hypervisor or some other local
program. Communications across this internal firewall between the guest systemand the host
system are limited to cut and paste of displayed documents or files, commands to print
documents, and file transfer requested manually by the host, Hoy, [0030]).

As per claim 9, Hoy in view of Comodo teaches the host computer system of claim 8,
wherein the internal isolation firewall is further configured to generate a message 0 prompt a
user of the host computer system, the message indicating whether to allow communication
between the first memory space and the second memory space (i.e., directed intentionally by the
human user of the given system. Hoy, [0030]).

Claims 10, 11 and 14-20 have limitations similar to those treated in the above rejection,
and are met by the references as discussed above, and are rejected for the same reasons of
obviousness as used above. Inregards to claim 10, “a server” is taught by Hoy (A host computer
supports a virtual guest system running thereon. ABSTRACT), and by Comodo (The Virtual
Desktop creates a folder Shared Space in the location "C:\Documents and Setting s\All
Users\ApplicationData\Shared Space”. The ‘Shared Space’folder can be shared by your host
operating systemand the Virtual Desktop. Page 223).

As per claim 12, Hoy in view of Comodo teaches the cloud computing system of claim
11, wherein the proxy comprises is a first proxy, and the server is configured to determine
whether to send traffic to the first proxy or a second proxy, (Proxy and Host Settings - Allows
you to select the host fromwhich updates are downloaded. By default, CIS will directly

download updates from Comodo servers. However, advanced users and network admins may
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wish to first download updates to a proxy/staging server and have individual CIS installations
collectthe updates fromthere. The 'Proxy and Host Settings' interface allows you to point CIS at
this proxy/staging server. Comodo, page 259).
Hoy in view of Comodo are analogous art to the claimed invention, because they are from a
similar field of endeavor of systems, components and methodologies for providing secure
communication betw een computer systems. It would have been obvious to a person of ordinary
skill in the art before the effective filing date of the claimed invention to modify Hoy in view of
Comodo. This helps conserve overall bandwidth consumption and accelerates the update process
when large number of endpoints are involved (Comodo, page 259).
As per claim 13, Hoy in view of Comodo teaches the cloud computing system of claim
12, wherein the server is configured to determine whether to send traffic to the first proxy or the
second proxy based on user-provided credentials (Select the 'Use Proxy'check-box. « Enter the
host name and port numbers. If the proxy server requires access credentials, select the 'Use
Authentication’ check-box and enter the login /password accordingly. « You can add multiple
servers fromwhich updates are available. To do this, click the handle at the bottom center of the
‘Servers'panel, click the '‘Add’ button then enter the host name in the 'Edit Property'dialog.
Comodo, page 260).
Hoy in view of Comodo are analogous art to the claimed invention, because they are from a
similar field of endeavor of systems, components and methodologies for providing secure
communication between computer systems. It would have been obvious to a person of ordinary
skill in the art before the effective filing date of the claimed invention to modify Hoy in view of

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process
when large number of endpoints are involved (Comodo, page 259).

Double Patenting
The nonstatutory double patentingrejectionis based on a judicially created doctrine

grounded in public policy (a policy reflected inthe statute) so as to prevent the unjustified or
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impropertimewise extension of the “right to exclude”granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory double patenting rejectionis
appropriate where the conflictingclaims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) be cause the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s).See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed.Cir. 1998); In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed.Cir. 1993); Inre Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d
438, 164 USPQ 619 (CCPA1970Q); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

Atimelyfiledterminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be
usedto overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent eitherisshown to be commonly owned with the
examined application, orclaims an invention made as a result of activities undertakenwithin
the scope of a jointresearch agreement.See MPEP § 717.02 for applications subjectto
examination underthe firstinventorto file provisions of the AlA as explained in MPEP § 2159.
See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for applications not subjectto examination underthe
first inventorto file provisions of the AIA. A terminal disclaimer must be signed in compliance
with 37 CFR 1.321(b).

The USPTO Internetwebsite containsterminal disclaimerforms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the applicationin which "
the form is filed determines what form(e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
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online using web-screens. An eTerminal Disclairﬁerthat meets all requirementsis auto-
processed and approved immediately upon submission. For more information about eTerminal
Disclaimers, referto www.uspto.gov/patents/process/file/efs/guidance/eTD-info-1.jsp.

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patentingas
beingunpatentable overciaims 1-20 of U.S. Patent No. 10554475, and over claims 1-20 of U.S.
Patent No.10558798. Although the claims at issue are not identical, they are not patentably
distinct from each other because all elements of claims 1-17, 19 and 20 of the instant
application correspond to elements of claims 1-20 of the cited patents. The above claims of the
presentapplicationwouldhave beenobvious over claims of the U.S. Patent No. 10554475, and
over claims of'U.S. Patent No. 10558798 because each elementofthe claims of the present
application is anticipated by the claims of the U..S. Patent No. 10554475, and the claims of U.S.
Patent No. 10558798 and as such are unpatentable for obviousness-type double patenting(/n
re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)).

Claims 1-17, 19 and 20 are provisionally rejected on the ground of nonstatutory double
patenting as beingunpate ntabie overclaims of copendingApplicationsNo. 16/059381,
16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810,
16/146,490, 16/163,796, 16/163,884, and 16/164,342. Althoughthe claims at issue are not
identical, they are not patentably distinct from each other because each element of the claims
of the presentapplicationis anticipated by the claims of cited applications and as such are

unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010

(12/3/1993)).
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This is a provisional nonstatutory double patenting rejection because the patentably

indistinct claims have notin fact been patented.
Conclusion

Applicant'samendment necessitated the new ground(s) of rejection presentedin this
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicantis
reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortenedstatutory period for reply to this final action is setto expire THREE MONTHS
from the mailingdate of thisaction. in the eventa firstreply isfiled within TWO MONTHS of
the mailing date of this final action and the advisory action is not mailed until after the end of
the THREE-MONTH shortened statutory period, thenthe shortened statutory period will expire
on the date the advisory action is mailed, and any extension fee pursuantto 37 CFR 1.136(a)
will be calculated from the mailing date of the advisory action. In no event, however, will the
statutory period for reply expire laterthan SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earliercommunications from the
examinershould be directed to OLEG KORSAK whose telephone numberis {571)270-1938. The
examinercan normally be reach’ed on 5:00 AM-4:00 PM.

Examinerinterviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AiR) at

http://www.uspto.gov/interviewpractice.
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If attempts to reach the examinerby telephone are unsuccessful, the examiner’s
supervisor, SALEH NAJJAR can be reached on (571) 272-4006. The fax phone number for the
organizationwhere this applicationor proceedingis assignedis 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status informationfor published applications
may be obtained from eitherl;rivate PAIR or PublicPAIR. Status information for unpublished
applicationsis available through Private PAIR only. For more informationaboutthe PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).ifyou
would like assistance from a USPTO Customer Service Representative oraccess to the

automated information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/OLEG KORSAK/
Primary Examiner, Art Unit 2492
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Wher: used ingivigually, each of the Anlivirus, Firewall and Defense+ comgonents deiivers superior grotection against their
spacific threat challsnge. When used together as a ful suite they provide a corplete ‘prevention, detection and cure' security
system for your compuler.

CIS is availabie in Premium (free), Prc and Complete editions. Whiie the core CIS soitware is identical for all three versicns, the
Pro and Complete packages each ofier a range of additional senvices. The scftware is designed ic be sesure ‘out of the box’ - so
sven the most inexperienced users need no! havs o deal with complex configuration issues afisr insiallation.

> Antivirus - Prcactive anivinus engine that auicmatically detects 2nd eliminates viruses, werms and other malware.
Apart from ihe powerful on-demand, cn-access and scheduled scan capabifites, CIS users can now simply drag-ang-
cdrop items onic the home screen o run an instant virus scar.

> Firewall - Highly cordigurable packet fitering firewal; that constanily defends vour system from inbound and sutbotnd
Internel atlacks.

+  Defense+ - Accligclion of prevention based secirity technclogies designed 1o preserve the integrity, security and
privacy of your aperating system and user data. .

»  Behavior Biocker - Authenticates svery execulable and progass rusning on your cemputer ard prevents
them from iaking actions that could hamm your computer. Unrecognized precessss and applications will be

IBM - Ex. 1002-Part 7 of 10, Page 2734
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auto-sandhoxed 2nd run under a set of restrictions 5o they c2nnot harm your computer. This gives unirusted
(but harmless} applications the fresdaim to operale whilst untrusied (and potentially maiicious) applications
are prevented frem damaging your PC or dala.

» Host Intrusion Protection {(HIPS) - A ruies-based intrusion prevention system that monitors e activities of
&l appiications and processes on your compuler. HIPS blocks the aclivities of maiicicus programs by halling
any acticn that could cause Gamage to your cperating sysicm, sysiem-memory, registry keys or perscnal
data.

+  Viruscope - Mcrifors the aclivifies of processes runnirg on your compuler and alsrts you i they take
aciions that could potentially threaien your privacy andior security. Using & sysierm of behavier ‘recogrizers’,
Viruscope ot only detects urautherized actions bul aiso ailows you to somgletely undo themm. Apari from
representing ancthar hi-tech fayer of protecticn against malwars, this also provides you with the granular
nower to reverse unwanted aclions taker: by legilimate softwars without blocking the software entirsly.

+  Virtual Decktop - Tha Virtuel Deskiop is a sandloxed operaling environment instde of which yeu can run programs
and browse the Intsmet withoul fear thzt those activities will damage your real computer. Featuring a virtual keyboard
10 thwart key-loggers, home users will find the virtuai deskiop is ideally suiied 1o sensitive tasks like orline banking.
Advanced users will appraciate the abilify o run beta-scitware in an envircninent that wili not upset the siability or file
structure of their proguctior: systems

»  Website Filtering - Prolects you from phishing sites white surfing the 'nat and aliows you to craale tules ic prevent
specific users from accessing cerlain websites. CIS ships with several preset Iists of maficious websiles which form an
efiective websile screening and protection featurs for ali Internet users. Furthermere, you can easily add cr import
your cwn lists of banned URLs and can sel up sustom access rules for each user on your computer.

»  Rescue Disk - Built-in wizard that allows you % bum a beot-disk which will run antivirus scans in a pre-Windows / pre-
boot environment.

= Additional Utitities - The advanced lasks seclion contains links that aliow you to insiali cther, free, Comodo security
products - including Comodo Cleaning Essentials end KiliSwitch.

= Comodo Dragon - Fast and versatile intemsa! Browser based en Chromium, intused with Comado’s unparalleled lavel
of Security.

> GeekBuddy - 24x7 online support servics in which Comedg technisians are ready fo deal with any commputer issues
you may have over an instan! massenger slyle inferface.

+  Secure Wireless Internet Connectivity (Comziste version only) - TrustConnect mekes surfing the web sefe from any
putlic Wi-Fi lecaticn

- Comodo Guaranlee {Pro and Compiste versions cniy) - If vour computer becomes damaged as a result of malware
and Comodo support services cannot relum it to a working condition then weil pay the Cosis of gelting it repaired.
Please ses the End User License Agreement for full details.

- Online BackUp {Complets version cnly) - Back-up your impertant daia ic Comodo’s highly secure servers. Datais
encrypted and can accessad oaly by the user from any Intemet connecled computer in the world (50GS slorage
space).*

Nt P ace
veiefar DPevioadt oy,
LAHHAE DINUNTS

This introduction is inlended to provide an overview of ths basics of Comade Intemns! Security and should be of interest o aif
users. .
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Enables advanced users to enhance their security me

system-memcry, registry keys or personal daia.
the powerfui rules interface.

Blocks the activities of malicicus progra

An innovative s



and browsers rurning inside the virlual desktop ieave no cockies or hisiory behinc on your real system, makirg it an extramaly
sesure environmant for Internet banidng and online shopping.

«  Prevents malicious websites from installing viruses maiware, rootkite and ‘spyware 0nto your compuler and provides
proteclion against hacking

»  Features a virtual keyboard that allows you 1o securely enier user-names, credit card numbers and passwords without
isar of key-loaging softwars recording your physiczl keystrokes .

«  Enables advanced users to run bela-soflware in an envircnment that wili rol upset the siability or fils struclure of their
production systerns

The Firewall componsnt of Conidu nlemel Secusty cffers the highest levels of perimeler secunty against intound and
oubound threals - meaning you get the strongest passible protection against hackers, mahware and identity thieves. Now we've
improved i again by adcing new features lixe,

= Stealth Mode to make ycur PC conypletely invisible to opportunistic pert scans; .

= ‘Wizard based auto-detection of trusted zones;

+  Predefined Firewzil policies aliow you to quickly impiement security rules;

«  Diagrostics to analyze your system for petentiai cenflicls with the firewell and much more;

+  \Website Filtering enables yeu to set up Lser based access resiristion to specific websiles.

Samveanvahaw wa &y Y 1 Mradaadian
\.-'\-‘!}-ps\': X §\ mn;:v» US FrEsEslDs

»  Delecis 2nd elimirates viruses from desklops, iaptops and network workslations;

o Perfomms Cloud based Antivirus Scarning;

o Employs heuristic techniques 1o identlify previcusiy unknown virusss and Trojans;

= Scans sven Windows Registry and System Files for possiie spyware intection andi cleans them;

= Constantly pretects with rezl-time, On-Access scanning;

= Comodo Av shows the percentage cf the compieted scanning;

»  Rootkit scanner deiscts and ideriiiies hidden maiicious files and regisiry keys stored by rootkits;

o Highlv configurable Cn-Demand scanner allcws you i run insiant checks on any file, iclder or drive;
o Comodo AV rezltime scanning performance in Stateful mode;

»  Seamless integration into the Windows operating systen: aliows scanring specific objects ‘on the fy’;
»  Dally, automalic updates & virus definitons;

= isolztes suspicicus files in quarantine preventing further infection;

«  Buillin schecuier allows you {0 run scars at a time that suits you;

> Simpie to use - install it and forget i - Comode AV protects yoi in the background.

T T N <
¥ i Aranhieal Hiaay indardaw,
HTEGEHUYE WVANRRCET Usay inieitage

o Advanced ard Compact View summary scrsens gives ar: at-a-giance snagshot & your security settings;

o Easy and quick ravigaticn between each module of the firewzlt, Antivirus and Defense+;

»  Simpie point and click configuration - no steep ieaming curves;

»  New comgletely redasigned securily rules interiace - you cen quickly set granular access righls and privileges cn
a giobai er per applicstion. The firewall aleo contains preset poiicias anc mzarda that help simpliy the nde seiting
process.

™ >
§

M. ST

$ ) $ Ly .
Someie »wxim Sy {Fro, Compinte v

o

Conplete custemers receive Comede LcekBuddy - Live expert remote support for virlually ai persenal computer
iasues. Pr:) gnd Complete users benefit from the convsnience of having a compuler secunty expert on 1ap 247 ic heip them fix
probiems sight in front of their eyes.

The services include:
o Virus & Malware Removal
= inlems! znd Online ldentity Secunty
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»  Printer or Email Accoun! Setup

= Scftware Activaticn

«  General PC Troubleshonting

o Computer Power Setting Gptimization

»  Comodo Software Instzliztion and Set up .
»  Comodo Account Questions.

Please visil ipriivww geekduddy.cony for fuil preduct cetails.
-3 A

l:;

Nt Te use the CeskBuday service on a conlinucus basis, you hiave (o purchase the product at

e el T red ode wf @ ey rsin?
swaeckbuddyoony, register and activaie YO 3SCoum.
3 Ty SN

safe. N
= At Coffee shops, Hoteis and Airports;
= Alany other public Yi-Fi location;
«  Alyour home localion;
»  For Enterprises with remote workers and road-warriors that need secure access to iniernai networks.

CIS Complets customers receive Comodo Backup - powerfut and easy to uss deskicp zpplication that helps home and
business users protect their valuable data against damage or ioss. :

«  Quickly create backups of your pricsless dats 1o a wide range of storage media

« 30 GB cf highly sacurs online storage space thal allows you to access your filas from enywhere
+  Step-by-step wizards allow yot to create your first backup within minutes

> Fiexible storage cptions allow you ic specify full, incremental of cifferential backups.

o Granular scheduling apticns to take auiomatic backups at a time that suits you.

»  Quick recovery of fles with a few clicks of the mouse.

»  Powertul encryption: eptions to protect your filas so that it cannot be zccessed by anyens but you.

o improved Privacy cver Chromium ,

+  Easy SSL Ceriificate Identification N
+  Fast Websiis Acvess

= Greater Statility and Less Memory Bioat

> incogrito Mode Stops Cookies, Improves Privacy

»  Very easy lo swilch from your Browser to the Cragon

nghly Conllgurable Secunty Rules Interface )

Comodo Internet Sscurity offers mora conirol gver security setéings than ever before. Users can quickly set granular intemst
accass fights and p'ivileges of: a giotal or per appiication basis using the flexible and easy 1o understand GUI. This version aisc
seas the introduction of preset securnity policies which allow you to deploy a sophisticated hierarchy of firewall riles with a couple
of mouse clicks.
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Application Behavior Analysis

Comodo Internet Security features an advanced protocel drivar level protaclicr: - essentiai for the cefensa of your PC against
Trcjans that run their own pretocol drivers.

Cloud Based Behavior Analysis

Comodo Infernet Sscurity faatures cloud based analysis of unrecognized files, in which any fiie that is aol recognized and not in
Comodo’s white-list wiil be sent to Comodo Insiant Malware Anzlysis (CIMA} server for bshavier analysis. Each fila is executed
in 2 virtual envircnment on Comads servers and tested to determine whether it contains any malicicus code. The restilts will be
seri back to your computer in around 15 minutes.
Viruscope
Tha innovative Viruscops feature meniicrs the activities of ali processes sunning cn your systam and gererales alests if any
suspininns antiviéies are identified. Apart from forming yet anofher layer ol inzlwzrs detaction and preventicn, the sub-system
represents a valuable additicn to the core process-menitering funstionality of the Behavior Blocker by intraducing the ability to
reverse potentially undesirable actions of softwane without necessarily tlocking the software entirely. This feature can provice
you with mcre granular control over ctherwise legitimate software which requires certzin actions to be impiemented in ordar fo
run comectly.
Website Filtering
Comodo Intemnet Security enabies you e configurs rules to aliow or block access o specific websites. Rules can be created for
particuiar users of yotr computer, which makes this featura very Usefu for both home and work envircnments. For example,
parents car block iuvenile users from: visiting inapproprizts websites whits companies car prevent employess from visiting

sial networking sites during woriing hours.

Event logging
Comodo Internst Securily features a vasty improved log managemeni meduls - aliowing users te export records of Andvirus,

Firewa} and Deferse+ aciivities 2ccording to several user-defined filters. Beginners and advanced users alike are greatly
baneiited from this essentiai troublesheoling feature.

Memory Firewall Integtation

Comodo Internst Security now includss the buffer-overflew proteciion originai featured in Cemodo Memory Firewali. This
provides protecton against crive-by-downloads, dalz theft, computer crashes and svstem: damage.

*Training Mode’ and ‘Clean PC' Mode

Thase medss enable tha firewalt and host intrusion preventicn svstems o automaticaily create 'allew’ rulss for new compenents
of applications you have deciced fo trust, so you won't receive pcintless aferis for those pregrams yeu trust. The firewall lsams
how ey work and oniy wam you whan it dstects truiy suspicious behavior.

Application Recognition Database (Extensive and proprietary application safe list)

The Firewa! inciudes an extensive white-ist of safe executzbles caled the 'Comodo Safe-List Daiabase’. This dalzbase checks
e integrity of every axectiabie and the Firewall aieris you of potentially damaging applications belore they are instalied, This
level of protectiorn: is new because fraditionally firewalls orly delest harmdul applicalions from: a biackiist of krown maiwae -
ofter-missing naw forms of malwars as might be launched in day zerc attacks.

The Firewail is continualiy :pcated and currensly over 1,000,300 applications are in Comodo Safe list, representing viriually one
of the largest sale iists within ihe secunty industry.
Self Protection against Critical Process Termination

Viruses and Troians cften try to diseble your compuier's secusity applications so that they can operate without detection. CIS
protests ils owr: registry entries, svstem flles and processes so malware can never shut i down or sabotage the installaton.

Sandboxing as a secutity feature
Comodo Intemel Security’s new Virtual Desklop’ is an isolated operating environment for unkrown and untrusted applications.
Because they are virtualized, applications running in the sandbox cannot maks permanent changes io other processes,

programs ¢r dala on your Teal’ system. Comodo have also integrated auto-sandboxing direclly into the secuiity amhitecture ¢f
CIS to compiemen and strergthen the Firewall, Selense+ and Artivirus moduies.

Submit Suspicious Files to Comodo
Are you the first victim of a brand new type of spyware? Users can help combat zerc-hour threzis by using the buill in submit
fealure 1 send files o Comede for analysis. Comodo then analyzes the fites for any potential threais and update our database
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for ail users.

Enhanced Browser Privacy

PrivBog, a new browser exiension: that can be instaited with CIS, improves vour orline privacy by detesting and blocking any 3rd
party trackars or ad networks that are moritoning your astivity while cn a weksite. Suppoited browsers inciude Comodo Dragon,
Comodo lce Dragon, Google Chrome and Mozillz Firefox.

1.2.System Requirements

To ensure optimal perormance of Comodo Internet Sscurity, please ensure that your PC campiles with he minimurm systam
requiraments as stated balow:

Windows 8 {Scth 32-bit and 64-bit versions) + 384 MB availabie RAM
Windows 7 {3cth 32-bit and €4-bit versions) o 240 MB hard disk space for bath 32-bit and 64-
bil varsicns

Windows Vista (Both 32Z-bit and 64-bit varsicns)
> intemna! Expiorer Version 5.1 or above

Windows XP {3cth 32-5it and 84-bit versions) « 256 MB availabie RAM
o 210 MB hard disk space for both 32-bit and 64-
bil varsicns
' = internet Explorer Version 5.1 or above

1.3.Installation

Sefors vou instaii Comode internet Security, read the installation instructions carefully and also review the system requirements.
Additicral services and feaiures such as activation ¢f your CeekBuddy account and/or Comedo Guarantee are camied out aifer
e base installation has been compieted.

Please note - the CIS software itseif is idenical for ail custemers regardless of the package type. All versions {ircluging free}
inciude al; security isaltras, fechnologies and updales. The differerice beiwesn the package iypss lies in the availabiiity of
additicnal services such as GeekBuddy, TrusiConnect, Online Storzge and the Comodo Guarantee. Activation of addiiona
services is caried cul after the base instailation has been completed.

Nate - Sefore beginning inslallation, please ensure you have uninstalled any other antivirus and tirewall producis that are on
vyour computer. More specifically, remove any other products of the same type as hose Comodo products you plan fo instzll. For
exampie, if you plan to insiall only the firswail $ien you co not need o remove 3rd party antivirus soiutions and vice-versa. if veu
are installing fuil CIS (both FW and AV} then you nsed 1o remove both ypes of product i thay are presant on vour system.
Faiiure o remove products of the same type could cause conflicls that mean CIS will not funclion correctly. Users should consull
their vender’s documentztion for precise uninsiallatior guidelines, howaver the foliowing rough steps will help most Windows
users:

> Click the Start buttor: to open the Windows Start menu

o Seiect Controt Panel > Programs and Featurss {Win 8, Win 7, Visia); Control Panel > Add or Remove Programs (XP}
s Select your cumrent antvirus or firswall program(s} fram the list

»  Click Remove/Uninstail buiton

»  Repesiprocess untit all required programs have besn ramoved

Click the links teiow for getailed explanations:

D N . N Sadd Sl

13 Drastsen - adaltafis
hd LAD PIOFTHTT - TS Ian e

SR N 3 dad o Y

e St afiadin

° L3N Fra - msladation

DMHQ Faansdad tevataitatian
o LD LMY - HIESINASON

1.3.1. CIS Premium - Instaliation
l Nois - Before beginnirg insiallation, please ensure you have uninsialied any oiher antivirus and firewail products that are on I
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your computer. SHek here to read ihe fuil note. .

seciye R Tnea s
owstiosd php Terad=sis.

3.

NET N INIANG oy soerwih
::SQ\}J:s“cwsé.\-u‘mas}u.»\’ 3

«  Choose whataer you wan! the 32 or 64 bit versicn of CIS then click ‘downlcad’

= If you are unsure which version you neec, select the 32/64-bit Windows Installer. This exenutabie contains 80TH 32
and 64 bit installers. The setup routine wiil auicmatically cetect which version of Windows you have and instali the
apprepriate version. Please note, the Universal Windows Installer is a much larger downicad thzn the individual 32 or
54 bit setup fites. )

After downleading the required Comodo Iniemet Security setup file o your iocz! hard drive, double click on i to start
the instaliation wizarc.

Step 1 - Choosing the inlerface Language N

The instaliatior wiza:d staris zutomatically and the 'Seiect he language’ dialog is displaved. Comedo intemnet Secunly is
avzjlzble in several languages.

s Select the languzge in which you want Comodo Intemet Security to be instailed from the drop-down ment and
click 'CK’.
Step 2 - instaliation Configuration

The installatior: cenfiguration screen wili be dispiayed.
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If you ciick 'Cusiomize Inslailation’ then you can: choese agvances splions . Thase include which: CiS components

veu wish to insiall, the ability ¥ choose CIS insiallation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

Comodo Internet Secusily Premium is eciivaled iree of cost for lfelime usags. If you wish to sign up for news ebout
Comodo products then snter your email addrsss in the space provided. This is optional.

Cloud Based Behavior Analysis .

Any file that is identified &5 unreccgnized is sent io the Comode instant Malware Analysis (CIMA} server ior behavior
anaiysis. Each file is sxecuted in a virtual environment on Comodo servers and tested lo delemine whether it contains
any malicious code. The resuits will be sen! back to your compuler in azound 15 minutes. Comodo recommends users
leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ ink.

Send Program Usage Data

Comodo callects sollscts the usage deiaiis from milions of CIS users lo enalyzs their usage paltems for the continual
enhancement of the product Your CIS instiiation will cellect detzils on how you use the appiication and send them

pericdicaliy 1o Comado servers through a secure and encrypted channel. Alsc your privacy is protecied as this data is
sent anorymous. This data will be useful to the engineers and developers at Comode 1o idenlily the areas to be

_ deveioped further for dslivenng the best Internet Sscurity product. Disabie this oplicn if.you do not want yourusage.. - —— . - -

detaiis 10 be sent to Comodo, Cemodo recommends usears loave this setling enabled. You czn change this setling from

N Wreamineran Cadttine ~N S cond Waaddiaves fam Naddinee 3 H § ¥
Ssvancas Setiisgs > General Saltings » Log Seltings interface, &t anvtime afler installation.

IBM - Ex. 1002-Part 7 of 10, Page 2744
IPR2025-00379 (IBM v. Croga)



Ploase review znd’er medify the settings in the dialog.

Click the 'Next' bution.

in the next screen, you can choose 0 configure your SNS Settings and Browser Home page.

DNS Settings

.
Comodd Secure NS sarvice replaces your existing Recursive DNS Servers ard resoives aif your DNS recuests
exciusively *hrough Comeds's proprietary Direclory Services Plztform. Comodo's woddwids neiwork of redurdant
DNS servers provide fast and secure Iniemel browsing experience without 2ny harcware or soitware nstailation.

tn additior, Comedn's Sequre DNS ensures safety against altacks ir: the form: of malware, spyware, phishing etc., by
biosking access to malware-haosting sites, by any program runring in your system.

In this step of instaltation of Comodo Intemet Security, the DNS seitings of your comgputer can be changed
automalically Yo direct to our DNS sesvers. You car disabls the service at anyime znd revert o your previous setings.
For more details on Comode Secure DS Service and to know how 1o enable or disable the senvice, refer 10

N iiy N, N aevierer YRS N
Sppendix ¥ Conmde Securs DNS Senves,

To 2nabie Comoco Securs ONS, salect ' want te enable added security while in the intemet by change my DNS
Servers to COMODC SscureDNS Senvers'. Click the What is this’ iink to know mrore about Comeodo Secure DNS
senvers.
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