
   
............ ~~ 

* Click OK to confirm your choice. 

To edit the path of a protected folder 

。  Selest the folder to be ecited 

* Click the handie from: the bottom center and choose ‘Edit’. 

The Edit Property dialcg will appear. 

  

  

      
  
  

    

        
  

Edit File Path 

'C:\Federal Bank Statements 
  

    
» Edi the file path, if you have relocated the folder and ciick OK 

To remove an item from Protected Data Folders list 

1ey 
e ~—- Seiect the folder from the dist, click the handle from the bcilcm and chocse ‘Remove’. 

° The selecied foider wil! be nemoved from the protecied foiders list. CIS will not generate alerts, if the folder is 
subjected to unauthorized access. 

6.2.2.5. Behavior Blocker 

The Behavior Slocker is an integral part of the Defense+ engine and is responsisle for authenticating every executable image 
that is loaded inte the memory. The Behavior Blocker interceots ail files before they are loaded and intercepts any 
prefetching/caching attempts. It calculates the hash of the executadle at the pcini il attempts to load then compares this hash 

with the list of known / recognized applications that are cn the Comodo safe fist. If the hash matches the one on record for the 
executable, then the application is safe and the Eehavicr Biocker allows # to run. If no matching nash is found, then the 

executable is ‘unrecognized’ and is run insice the auto-sanddox. You will be notified via an alert when this hepnens.
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The ‘Behavior Blocker’ configuration pane! can be accessed by clicking Tasks > Advanced Tasks > Open Advanced Seitings > 
Security Settings > Defense + > Behavior Biocke?’..This panel aliows you to quickly deiermine how proactive the Behavicr 
Blocker should be and which types of filles it should check. 

#3 of unknoss 
Shit, 

f=] Show privilege elevation alerts for unknown programs 

Define exclusions for behavior blocking =x 

    

人 Se af ehewse 33 hohmaae af TRY analyzes the behavior a 

3 Do heuristic command-line analysis for certain applications 

Detect shelicode injections £   
    

    

    
SOS       

L
L
L
 

Ee? Hide these alerts mon tlisglate iLasain 

  

  

N 
ISS 

Viruscoze monitors the activilies of processes sunning on your computer and alerts ycu if they take acticns that could potentiaily 

threaten your piivacy ancyor security. Apart from forming yet ancther layer cf malware detectisn and prevention, the sub-system . 
represents a valuable addition to the core process-monitering functionality of the Behavior Blocker by introducing the ability to 
reverse potentially undesirable actions of software without necessarily Dlocking the software entirely. This feature can provide 
you with mere granular contro! over cthenwise legitimate software which requires certain actions ic be impiemented in order ic 
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run correctly. 

Virusccpe alerts give you the opportunity to quarentine the process & reverse its changes or tc lef the process go ahead. Be 
especially wary if a Viruscope alert pops up ‘out-ci-the-biue’ when you have not made any recent changes to your computer. 
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Nate: The Behavior Biocker configuraiion setting can also be set in the ‘Acvanced View of the ‘Home’ screen beside the Auio- 
Sandbox status iink in the ‘Defense+ and Sandbox’ pane. 

    
  

。 Auto-sandbox unknown applications as - Allows you to enable cr disabie the Behavior Blocker. If enabled, the 
Behevior Blocker uns unrecognized appiicaticns inside the auto-sandbox with the access restriction as selected in the 
crop down menu. (Default = ‘Enabled! with ‘Partially Limited’? 

  

Nats: The ‘auto-sandboy’ referred to here is distinct fom the Virlual Desktop discussed in SarsSox Yasks. Fer the most part, 
the ‘auto-sancbo»' is a non-virtual environment under which unrecognized applications are ailowec to run under a set cf strici 
access resiictions (defaull="Partially Limited’}. These resirictions prevent the application from taxing actions tha! are damaging 
fo your system. Users can, however, enable 'Full Virtualization’ of aufo-sancboxed les in the Behavior Blocker settings. 

     

    
  

The Behavior Blocker will auto-sandoox an unknown executable and restrict its execution privileges according to an access 
restric#ion level sel by you. Access restriction levels determine what level of rights a sandboxed application has te access cfher 
software and hardware resources on your computer: 

* Partially Limited - The appiicaticn is allowed to access al! operating system files and resources like the 

clipboard. Modification of protecied filesragistry keys is not allowed. Privileged operations like loading 
drivers or debugging other applications are also noi allowed (Default) 

e — Limited - Only selected cperating sysiem resaurces can be accessed by the appiication. The appliczion is 
nol alowed to execute more than 10 processes al a time and is min without Administrator account privileges. 

。 Restricted - The appiication is gilowed ;io access very few opersiing System resources. The applicei#ion is 
not allowed to execute more than iG processes at a time anc is nin with very limited access rights. Some 

applications, ike computer games, may nat work properly under this setting. 昌 3 

°  Unirusted - The application is nol allowed to access any operating system resources. The application js nolIBM - Ex. 1002-Part 7 of 10, Page 2466 
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allowed ip execute more than 10 processes at a time and is run with very limited access rights. Some 
applications that require user interaction may net work properly under this setting. 

° Blocked - The application is not allowed to run at all. 

。 Fully Virtualized - The application will be run in a virtual environment compietely isolated rom your ， 
operating system and files on the rest of your computer. 

° Detect programs which require elevated privileges: Allows you to instruci the Behavior Ziocker to display alerts 

when an installer or updater requires administraicr or elevated privileges fo run. An installer that is allowed to run with 
elevated privileges is permilted io make changes tc imporlant areas of your computer such as the registry. Refer to the 
= 4 Sf Sava ds Sosy. vv sot > 了 section Ussersfandigg Security Alesis for more details. . 
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You can decide on whether or not to allow the installer or update based on your assessment, from the aiert itsei. 

(Defaulf=Enablea) ‘ 

， Show privilege elevation alerts for unknown programs :Alows you lo instruci lhe Behavior Biocker to display 
alerts when a new or unrecognized program, application or executable requires administrator or elevated oriviieges to 
run. You can Gecida cn whether or not ic allow the unknown application based on your assessment, fromthe alert 
itself. {Defaul=Enabled} 

° Define exclusions for behavior blocking - Alicws you ic add file paths which are to De exciuced from monitoring by 
’ the Behavior Blocker. The executables included in the exclusions area are allowed te ruin without authenticity 

checking. (Defauitf = Disabies) ) 

  

Note: The files added through this interlace will be exempied only from monitoring by Behavior Slocker. To exclude a file from 
' ‘ist. wie monitering by all the components of CIS including Antivirus, Firewal HIPS and Sehavior Blocker, add it fo Tassied FS 

  

  
  
  

To define exclusions 

。 Select the ‘Define excepiions for behavior blocking’ checkbox and click the Exclusions fink. The ‘Manage 

Excertions’ dialog will appear. IBM - Ex. 1002-Part 7 of 10, Page 2467 
IPR2025-00379 (IBM v. Croga)



   

  

— SS 
3 

  

WANN 
N 

_ 

ay SA Wb
 

SO x ENS ~~ 

  

          

° 

  

          
    

  

  

    
  

          
    

    

Click the handle at the boitom cf the interlace and choose ‘Ace 

You can add tems by selecting the required option from the crop-down: 

° File Groups - Enables you to select a category of pre-sei files or foiders. For example, selecting 
‘Executabies’ would enable you io create a rulssei for all files with the extensions .exe ,G sys .COX .bat 
.Pif ser cp? . Other such categoties available include "Windows System Applications’ , ‘Windows 
Updater Apolications’ , ‘Start Up Folders’ etc. For more details on file groups, refer to the section Fla 
os FVEATESND STONES, 

  

Running Processes - As the name suggests, this option allows you to select an appiication or 
executable frcm the processes thai ere currently running on your PC. 

Browse Folders - Cpsns the ‘Browse for Folders’ window and enabies you ic navigate to the folder 
you wish to add. 

Browse Fife - Opens the 'Onen' window and enabies you ic navigate to the appiication or fle you wish 
to add. 

Aitsr adding an item, choose whether or net the child processes of the iesfapplicaiions also need to ce 
excluded trom Behavior Blocking using the toggle switch under the ‘Exclude Child Process’ cclumn. 

Click ‘CK’ to implemen your settings. 

Yiruscope Settings 

Viruscope moniiors the activities cf all processes, regardless of whether they ere running nommaily or inside the sandbox. # 

susnicious activity is detecied, Viniscone will genereis 3 pop-up alert thai allows you to block or allow the acivity. 

. ¢ Enable Viruscope (Recommended) - Allows you io enable or disable Viruscope. If enabied, the Viruscope monitors 

the activities oi ail the running processes and generates alerts on suspicious activites. (Default = ‘Disabled’ } 
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Do NOT show popup alerts - Aliows you to configure whether or not to show Viruscope alerts when a suspicious 、 

activity is reccgnized. Choosing ‘Do not show popup alerts will minimize disturbances but at some loss of user 

awarenoss. If you choose not to show alerls then you have 4 choice of defaull responses that CIS should 
aulomiically take - efher ‘Quarantine and Reverse’ or ‘Ignore’. (Default = Disabled } 

  

    
  

  

* Quarantine and Reverse - Moves the process and its parent application to quarantine end reverses the 

aciion that was taken by the process. (Defauld 

+ — Ignore Once - The action will be allowed for one time. If the same activity is recognized again, an alert will 

de generated. 

Advanced Settings: 

Do heuristic command-line analysis for certain applications - Selecting this option instrucis Comodo intemei 
Security to perform heuristic analysis of programs that are capable cf executing code such as visuai basic scripis and 
java applications. Example programs thal are affected by enabling-this option are wscripL.exe, crnd.exe, java.exe and” 
javaw.exe. For example, the program wscipi.exe can be made to execute visual basic scripts {.vbs fle exisnsion) via 2 
cemmand similar to ‘wscriptexe c:\tests\iestvbs'. If this cption is selected, CiS detects c:ests\tesi.vos from the 
commandline and applies ail security checks based on this fle. [f test.vos attempts to connect to the intemei, ior 
example, the alert will state ‘iest.vbs' is aitempting to connect to the internet (Defauité= Enabled). 

ff this option is disabled, the alert would cniy staie ‘wscriptexe’ is trying tp connect to the intemet. 

  

ur 

  

  

Mg rte, 
Sac: 

  

fo} 

signature on the virus biacklist. This helps to identify previously unknown {new} viruses. 

and note: ‘Heuristics’ describes the method of analyzing a file tp ascertain whether il coniains codes typical of a virus. 

3 is about detecting virus-like behavior or atitibutes rather than locking for a precise virus signature that matches a 

v. 

  
  

Detect shelicode injections (Le. Buffer overfiow protection) - Enabiing this setling turns-on the Buffer over flow 

protection. . 

SueNgrauni: A buffer overflow is an anomalous condition where a process/executable attempts to store dala beyond 
the boundaries of a fixed-length buffer The resull is thai the extra data overwriles adjacent memory iocalions. The 

ovenmitten Gale may include other buffers, variables and program flow data and may ceuse 3 process to crash cr 
produce incorreci resulls. They can be triggered by inputs specificaily designed to execute malicious code or to make 
the program operate in an unintended way. As such, bufler overflows cause many sofiware wuinerabilifes and form the 

basis of many expicits. . 

Turning-on buffer overflow protection instructs the Comodo Internet Security to raise pop-up aieris in every event of = 
possible buffer overflow attack. You can allew or deny the requested activity raised by the process under execution 
depending cn the reiiability of the software and Hs vendor. CXck Sere for more detaiis on the alerts. 

Comodo recommends that this setting io be maintained selected always (Default = Enabled). 

Jo exclude some of the file types from being monitored under Detect Shellcode injections. 

° Select the ‘Deteci shelicode injections’ checkbox and click the Exzlusions fink. The ‘Manage Exclusions’ 

diaiog will appear.

IBM - Ex. 1002-Part 7 of 10, Page 2469 
IPR2025-00379 (IBM v. Croga)



多 

KM 
   

    

                

  

  

    

  
  

  
  

  
                

’ 。 Click the handle from the betiom of the inierface and choose ‘Add’ 

°  Youcan add Hems by selecting the required option from the drop-down: 

。 je Groups - Enables you to select a category of pre-set files or foiders. For example, seleciing 
‘Execuiabies’ would snable you io create a rulesei for all files with the extensions .exe .cil .sys .cox .Dai 
pil ser cp! . Other such categories avaiable include "Windows System Applications’ , ‘Windows 
Updater Apolications' , ‘Start Up Folders’ etc. For more details on file groups, refer to the section Fis 

+ Running Processes - As the name suggests, this option allows ycu to select an application or 
executable irom the processes thai are currently running on your PC. 

。 Browse Folders - Cpens the 'Browse for Folders’ window and snabies you ic navigate to the folder 
you wish to add. ; _ 

« Browse File - Opens the ‘Open’ window and enabies you ic navigate to the application or file you wish 

te ack. 

Neste: These settings are recommenced for advanced users only. 

  

      

- =。 了“ Click ‘CK’ to implement your setiings. 

6.2.2.5.1. The Sandbox - An Overview 

Comodo Intemet Security's new sandbex is an isolated operating environment for unknown end untrusted applications. Running 
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an application in the sandbox means ihatit cannot make permanent changes to other processes, programs or dala on your ‘rea?! 
system. Comodo have integrated sand-boxing technology directly into the security architecture of Comoro Intemet Security to 
complement and strengthen the Firewali, Defense+ and Antivirus modules. 

Applications in the sandbox are executed under a carefully selected set of privileges and write to virtual file system and 

registry instead of the real system. This delivers the srnoothest user experience possible by allowing unknown applications to 
run and opareie as they normally would while denying them the potential ic cause lasting damage. 

Alter an unknown appiivation has been piaced in the sandbox, CIS alse auicmaticaily queues it for submission to Comodo Cioud 
Scanners for automatic behavior analysis. Firstly, the files undergo ancther antivirus scar on cur servers. li the scan discovers 
the file to be malicious, then i is designated as mahware, the result is sent back to the loca! installation of CIS end the iccal 

bliack-lisi ls updated, If the scan dogs not detect thai the file is malicious then its behavior will be monitored by running it ina 
virtuat environment within Comodo’s Insiant Malware Analysis (CIMA) servers and all ils activities are recorded. 六 these 
behaviors are found to be melicious then the signature of the executable is automatically added to the antivirus black list. If no 
Paiicious behavior is recorded then the file is piaced info ‘Unrecognized Files’ {for execution within the sandbox) and will be 
submitted to our technicians for further checks. The cloud scanning processes iake around 15 minutes to compleie and report 

their resulis back ic CIS. 

Sy uniquely deploying 'sandboxing as security’, CIS 2013 offers improved security, fewer pop-ups and greaier ease of use than 

ever before. 

§.2.2.5.2. Unknown Files: The Auto-Sandboxing and Scanning Processes 

= When an executaile is first run it passes through the following CIS security inspections: 

e Antivirus scan 

。 HIPS Heuristic check 

* Buffer Overflow check 

e {the processes above determine éhat the file is malware then the user is alerted anc the file is quarantined or 

deleted 

» An application can become recognized as 'saie’ by CS (and therefore not auto-sand2oxed oF scanned in ihe 

cloud} in the following ways: . 

。 ”Because ii is on the local Comodo White List of known safe applications 

。 Because the user has added the epolication to the loca ‘Trusted Sies' 

。 By the user granting the instailer elevated privileges (CIS detects # an executabie requires administrative 
orivileges. Hit does, it asSs {Ss user. If they choose to trust, CIS regards the instailer and all files generated 
by the installer as safe} : 

+ Additionally, file is nct auto sendboxed or sent ior snalysis in the cloud # it is defined as an Insialler or 
Undater in HIPS Ruieset (See Active HIS Rules for more details) 

。 -€loud Scanning Part 1 

Files and processes thal pass the security inspections above but are nol yet recognized as ‘saie’ (white- 
listed} are ‘Unrecognized’ files. In order to try to establish whether ¢ fife is safe or not, C!S wil firs? consult 
Comedo's File Look-Up Server (FLS} to check the very latest signature databases: 

* Adisital hash of the unrecognized process or file is creaied. 

° These hashes are uploaded to the FLS to check whether the signaiure of the fite is present on the 
iatest databases. This database contains the iatest, global biack list of thé signatures ci all known 

malware and 2 white jist of the signatures of the ‘safe’ files. 

* First, our servers check these hashes against the latest available black-lis? 

° If the hash is discovered on this blacklist then ilis maiware 

e The result is sent back io the iocal installation of CIS 

e _ Ifthe hash is not on the latest dlack-list, is signature is checxed against the lates: white-list 

。 if the hash is discovered on this white-lisi then it is trusied J 

。 The resutt is sent bask to local instalation of CIS , 

» — The loca} white-lisi is updatec 

» The FLS checks detailed above are near instantaneous. 

oneo:
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Sandbox and Cloud Scanning Part 2 

If the hash is not on the latest black-list or white-list then it remains as ‘unrecognized’. CIS simultaneously 
takes two distinct but complementary actions - 

{1} i will run the unrecognized file in the auto-sandbox so that it cannot access important operating system 

files or damage your computer 

(2} [i will leverage Comocio’s Cloud Scanning iechnology to determine whether the ie behaves ina 

Malicious fashien. 

Unrecognized lies and applicaiions will be isclated and run in the auic-sancbox. CiS will alert the user that it 

is going to ruf the appiicaticn in the sancbox. 

my TN AUN 

ft Hide these alerts . . Dortisclate itassin SS 
  

SN 

By deiauit, auto-sandboxed applications are sun with ‘Partially Limite’ restrictions. 

More detail: Aute-sancboxed applications are allowed io run under a specific set of canditions or privileges. 

In CIS, these are known as ‘Restiction Levels’. In part, aulo-sandbox restriction leveis are implernented by 
enforcing or relaxing the native ecoess rights that-Wincows can grenl to an application. There are six levels - 

Partially Limited, Limited, Restricted, Unirusted, Blocked and Fully Virtualized. ‘Partially Limitec is the defaut 
restriction level for auto-sandboxed appiications, but you can change this to a different level in the Behavior 

Blocker Sellings panel: 

。 _ Partiaily Limited - The application is alowed to access all operating system files and resources like the 
ciipboard. Modification of protected files/regisiry keys is not allowed. Privileged operations like loading 
crivers or debugging other applications are aiso nct allowed.(Default) * 

。 Limited - Only selected operating sysism resources can be accessed by the application. The 
application is not allowed to execute more than 70 processes ai 2 time and is run without Adminisirator 

account pivieges. 

。  Restticted - The epplicaiion is allewed to access very few operating system resources. The application 
is not allowed to execute more than 10 processes at a time and is run with very limited access rights. 
Some applications, like computer games, may nol work properly under this setting. 

e — Untrusted - The azplication is not allowed to access any operating system resources. The application is 
not allowed tc execule more than 10 processes at a time and is run with very iimited access rights. 
Some applications that require user inieraciion may not work properly under this setting. 

° Blocked - The agpiication is nol allowed to run at all. 

e Fully Viruaiized - The appiication will be sun in a virtual environment completely isolated from your 

cperating sysiem and fies on the rest of your computer. 

Unrecognized files are simultaneously uploaded to Comado’s Instant Malware Analysis servers for further 

checks: 

° —- Finstly, the #les undergo another antivirus scan on cur servers. 

e If he scan discovers the fie to be malicious (for example, heuristics discover it is a brand new variant) 

then it is designated as malware, This result is sent back te the local instaliaticn of CIS ane the iozal 

and giobal Dlack-list is updaied.
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if the scan does not detect thai the file is malicious then it passes onto the the next siage of inspection - 
behavior monitoring. 

The behavior analysis system is a cloud based service that is used to help determine whether a file 
exhibits maticious behavior. Once submitted to the sysiem, the unknown executable will be 
automatically cun in a vitual environment and all actions that it iakes will be monitored. Fer example, 

processes spawned, files and registry key modifications, host state changes and network activity will be 

recorded, 

If hess behaviors are icund to be malicious then the signature of the executable is automatically 
adced to the anivinus black fist. 

if no maticious behavior is recorded then the file is placed into 'Unrecognized Files’ and will be 
submitted to cur technicians for further shecks. Note: Behavior Analysis can identify maiicious files and 
add to the glabal black list, but it cannet declare that s jie is ‘safe’. The status of 'ssie' san only be 
given to & file afler more in-depth checks by our technicians. 

In either case, the result !s reporied back to your CIS instellaiion in approximately 15 minutes. If the 
executable was not found to be malicicus then # will be sun in the auto-sandbox. it will simultaneously 
be added to the ‘Unrecognized Files’ list end uploaded to our technicians for analysis. If it is discovered 
to be a threai then CIS will show an AV alert fo the user. From this alert the user can opt to quarantine, 
clean (ceiete} or disinfect ihe malicicus file. This new threat will be automatically added to the global 
black fist Gatabase and therefore benefit ali CiS users. 

6.2.2.6. Configure the Sandbox 

The ‘Sanddox' section of ‘Advanced Seitings’ allows you to view, manage and add applications which should always De run 
inside the sandbox. A sancboxed application has much less opportunity ic damage your computer because it is run ina virtuai 
environment isclated from your operating sysiem and your files. This allows you tc safely run applications that ycu are not 180% 
sure acout When adding a new application, you can alse sel that particular appiicaticn’s ‘restriction level’ (this determinas the 
degree of access thal the applicziion ngs to your ‘reai’ sysiem} and the amount of resources it should be allowed to consume. If 
you Go not select a restriction level then it will run as ‘Fully Viruaiizec’. 

The ‘Sandzox’ area allows you to configure settings thal apply te all sandboxed programs. Other sandbox-related options 
include the ability io password protect the Virtual Desktop. For easy identification, Comodo Intemet Securify will show a green 
border around programs that sre running in the sandbox. 

° The ‘Sandbox’ pane! can be accessed by clicking ‘Tasks > Sandbox Tasks > Open Advanced Settings > Security 
Settings > Defense+ > Sandbox
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Click the {cllowing links to find out more about each section: 

i Fyagranis - Add and configure programs that should always run sandboxed 

  

ce Seftisgs - Files dcwrloaded or generated by sandhoxed applications that you wish tc be abie to : NS OF 

acress from your real system should be cownioadad to the shared space 

«  Yintsal Qeakkes - Create an ‘exit’ password for the Virtual Desktop. if set, the Virtual Desktop cannot be closed or 
minimized until the correct password is entered. This prevents guests or younger users irom exiting this sandbox 
environment. 

  

The upper pane lists all programs that you have addad to sandbox along with their installation paths and their access restrc#on 
level. Secause the sandbox is isclated from your operating system, any programs tha! are known to de problematic or ic cause 

conficts with other software can be safely run in the sandbox. 
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In the list below, you will find the applications that will be automatically run inside the Sandbox 

when they are executed.   
      

    

  
  

  
  

  

  

You can search for a application or program: from the list by clicking the search ico: 

ls 2 
x 

KW 
\\ Sandbox 

in the list below, you will find the applications that will be automatically run inside the Sandbox 

when they are executed. 

  
  

          
  

    

  

  

W
Y
 

  

, e Click the shevror cn the left side of the column header and select the search criteria from the drop-down. 

¢ Enter the name of the application in part or full in the search field. 

. © — Click the right or Jeft a:row at the far right of the column header lo begin: the search. ~ 

。 Click the SS icon in the search field to close the search option. 

Clicking the handle at the pottom cf the pane opens the sancbox fools panel:
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e — Adkt - Allows you to add programs that should be run in the sandbox in future. 

。 — €a - Allows you to edit sandbox options for a selected program in the jist. 

* — Sesreve - Releases the currently selected program from the sandbox 

* Purge - Checks that ali fies listed are aciuaily installed on your computer ai the path specified. if nol, the file or the #le 

group is removed (purged) frem the list. 
  

Note: Programs added to this jsi will always be executed inside the sancbox. if you want tc run an application in the sandbox |, RS. 

on a ‘one off basis instead, you can co # in two ways: 

.. * Right click on the program ar fle to be opened from the Windows Explorer and select ‘Run in Comodo Sandbox’ 

or 

e Flip the 'Ssen objects’ pane in the CIS Home screen to show ‘Sandbox Objects’ and drag and drop the program or 
ile from Windows Explorer to the pane ，       

To manually add a program to Sandbox x 

{ 

® Click the handie at the bottom and select ‘Ada’: 一
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ES]. Limit maximum memory consumption to 

    |] Limit program execution time to   

  

。 The 'Manage Sandboxed Program’ interlace will open: 

” To add a program, you can manually enter the path ic the executable or click ‘Browse’ to acd the program by choasing: 

° Files - Allows you tc navigate to the executable of the program you wish ic add. 

° Running Processes - Allows you to acd a program to the sanchox by choosing a running process. 

Settings: 

+ Set Restriction Level - The Access restriction level determines the amount of privileges a sandboxed applicaticn has 
to access ciher software and hardware resources on your computer. (Default = Disabled) 

° Set an access restriciion level by enabling the ‘Sei Restriction Level’ check-box and choosing a ievel om the diop- 
Gown. ) 

。 if You do nol set a restriction levei, CIS will automatically apcly a level of ‘Fully Virtualized’.
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。 Fully Virlualized - The application wil be run in a virtual environment compietely isolated from your 

.  gperating system and files on the rest of your computer. ; 

°  Unirusted - The application is nol allowed fo access eny operating system rescurces. The application is not 
allowed ic execute more than 10 processes at a time and is run wih very limited access rights. Please note, 
some applications that require user interaction may nol work properly under this setting. 

° ”Resiricted - The appiicaticn is allowed io-access very few operating system resources. The application is 

not allowed to execute more than 10.processes at a time andis run with very limited access rights. Please 

note, apolications ike computer games may no! work properly under this setting. 

。 limited - Only selected operating sysiem resources can be accessed by the appiication. The aplication is “ 

not allowed to execute more than 10 processes at a time and is not allowed to execute actions tha! require 

Administrator account privileges. Access to many system resources, like the clipboard, are also prohibited. 3 

° Partially Limited (Defaulf- The application is aliowed to access ail operating system files and resources 

like the clipboard. Modification of projected Hes/registry Xeys is not allowed. Privileged operaticns lke 

loading drivers or debugging other applications ere also not allowed. ; 

° Limit maximum memory consumption to: You can define how much system memory cen be ailocated io the 

application by selecting this check-box then entering the desired memory (in MB) in the combe box beside it {Default 

= Disabled). 

。 Limit the program execution time io: You can define how iong the program is allowed to run by selecting ihis check- 

box then entering the me (in seconds}. The program wil! be terminated after this lime has elapsed. (Default = 

Disabled). 

* Click OK to add the program to the jist of sandboxed programs. From this point onwards the application will be run in 

the sandbox. 

+ — Ifyou wish to remove it at a ater date, simply select il in the list and click -Remove' Nexi time you execute this . 

application it will run outside of the sandbox (presuming it is not then detected es malicious or automatically 
SAN NS Nw? RQ sg} sancboxed as ser ihe sansGaxing graces).       ae 

° To edit the restriction settings for an application included in the sandbox, select the apglication and click ‘Edi. The 

process is same as expiained in adding antic sandday 83    
arouse 

§ SYayys SOS, 

  

了 

‘Shared Space’ is a dadicatec area cn your locai drive thai sancboxed applicaticns are permitted to write to and which can also 

be accessed by non-sandooxed applications {hence the term ‘Shared Space’). For example, any fites or programs you download 

via 2 sancboxed browser that you wish to be able to access from your rea! system: shouid be dawnioaded to the shared space. 

This foider is also used by the Virtual Desktop and is located by default at 'C:/Program: Data/Shared Space’. * ， 

You can access the shared space toler in the following ways: : 

° Clicking the Shared Space’ shortcut cn your computer desktop
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+ Clicking ‘Shared Space’ button on the CIS interface 

* Opening ‘Sandbox Tasks’ from the Tasks interface then clicking ‘Open Shared Space’ 

° By default, sandboxed applications can access folders and jies on your ‘real’ system bu! cannot save any changes to 
them. However, you can define exciusions io this rule by using the ‘Do not virtualize access ic...‘ links. 

To define exclusions for files and folders v 

* — Enable the ‘Do no! victualize access to the specified flesolders’ check-box then click on the words ‘the specified 
fiiesfolders'. The ‘Manage Exclusions’ dialog will appear. , 

  

  

  
  

  

   
You can search for specific exciuded path, fie or folder from the iist by clicking the search icon 
the column header and entering the name of the file/iclder in full or part. You can navigate throuat 
resulis by clicking the left anc right arrows. 

  
  

  
  

  

  

                

Files - Allows you fo specify #les or applications that sancboxed appiicaticns are able to access 

“eon00
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Folders - Specify a foider that can be accessed by sandboxed applications 

File Groups - Enables you to chocse a category cf files or folders to which access shoutd be granted. 
“ For example, selecting ‘Executabies’ would enable you te create an exciusicn for ail files with the 

extensions .exe dil sys .ocx .bat pif scr .cpl. For more detaiis on file groups, refer to the section Sie 

GIOMUIS. 

° Running Processes - Allows you to specify a parent program that sandboxed applications are abie to 
access by choosing a running process. 

¢  Toeditan exclusion, select it from the list, click the handle to open the ioois menu then select Edit’. 

«  Cheznge file or foider location path end click ‘OX’ 

° Click 'OX" to implement your settings 

° To manage available file groups, click the 'Groups' button irom the iools menu. The ‘Manage File 
Groups’ dialog allows you to view, add and edit fife groups. Piease refer to File Groups # you need 

more information with this area. 

To define exclusions for specific Registry keys and values \ 

* — Enable the ' Do not virtualize access to the specified registry keys/values’ check-box then click on the words ‘ths 
specified registry keysAvalues’. The ‘Manage Exclusions’ dialcg will appear. 

  

    

    

  

You can search for specific excluded Registry Xeys or Values from the ist by clicking the search icon t the far 
right in he column header and entering the name o! the key/vaiue in fuil or paf You can navigate through the 

suocessive results by clicking the left and right arrows. 

IT NE WMG] WW: 
     

  

   
    

    
  

                  

  

* Click the handie ai the bottem to open the tools menu then click ‘Add’, 

’
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+ Registry Groups - Allows you to batch select a predelined group of important registry keys as exclusions. 
For an explanaticn of CiS regisiry groups, refer to the section Negisty Grougs. 

« Registry Entries - Coens an interface that allows you fo quickly browse Windows regisiry keys and add . 

them as exclusions: 

          

   

    

        oo 
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Add new item: 

  

     

   

  

  

| HKLM SOFTWARE:Cuckoo\* 
— 

        
“SECURITY 
"3! SOFTWARE 

te 

       

    

  

    

  

COMODO 

3 Classes 

Clients 

   

  

    

      GeekBuddyRSP 

Gemplus 

Google 

Microsoft 
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。 Click ‘OX' to implement your settings. 

¢ Te edit an exception, firsi select it from the list, click the Handle to open the icois menu then select ‘Edit’. 

° Edit the key path and click CK. 

  

Edit File Path 

4KLM\SOFTWARE\Cuckoo\* 

  

  

  

’ 

* Te view and manage Registry Groups, click the handle at the batiom and seleci ‘Groups’. From here you can 
add/remove registry groups, rename a groups and add/remove individual keys tofrem a group. Nole - any changes 
you make here are not limited to registry group ‘exclusions’, they apply fo registry groups overall. Refer to the section 

Ragistry Grogs for more details on managing registry groups. 

Other Settings: 

e Enable automatic startup for services installed in the sandbox - By cefauil, CIS does nai permit sandboxed 

services fo run at Windows stariup. Select this check-Dox to ailow them to co so. {Default = Disabled) 

+ Show highlight frame for virtualized programs - if enabled, CIS displays a green border around the windows of 
programs that are running inside the sandbox” The following exemple shows an .oct document opened with a 
sancboxed version OpenOfiice Writer: 

Ree SNR RE 

  

      

    

      
  

Trojan Horse 

了 ，， 

The Trojan Horse is atale from the Trojan War about the subterfuge that the Greeks used to enter the 
‘city of Troy and win the conflict. In the canonical version, after a fruitless 10-year siege, the Greeks 
constructed a huge wooden horse, and hid a select force of men inside. The Greeks pretended to sail 

away, and the Trojans pulled the horse into their city as a victory trophy. That night the Greek force 
crept out of the horse and opened the gates for the rest of the Greek army, which had sailed back under 

cover of night. The Greeks entered and destroyed the city of Troy, decisively ending the war. 
The main ancient source for the story is the Aeneid of Virgil, a Latin epic poem from the time of 
‘Augustus. The event is referred to in Homer's Odyssey. In the Greek tradition, the horse is called the 

"Wooden Horse" (Aovpetoc Innoc, Dotreios Hippos, in the Homeric Ionic dialect). 

Metaphorically a "Trojan Horse” has come to mean any trick or stratagem that causes a target to allow 
a foe into a securely protected bastion or space. Malicious computer programs which trick users into 
running them as routine, useful, or interesting are called Trojan horses.       

The Virtual Desktop Seltings area allows you ic password protect your Virtual Desktop. Once set, the password has to be 
eniered every lime when the Virlual Desktop is closed. IBM - Ex. 1002-Part 7 of 10, Page 2482 
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_ The exit password for the Virtual Desktop acts as a security measure to prevent quest users or younger users from exiting oufof 
the isclaied environmant you have prepared for them and potentially exposing the reai system ic danger. 

To set an exit password for Virtual Desktop: 

。 Select the ‘Protect Virtual Desktop with a password’ check-box ther click the words password. The ‘Change password’ 
dizlog will appear. 

    

vL 

  

ivevaatim efastiian day a 3 
GCCRS 

3 &} Show highlight frame for virtualized programs 

    

  

   

    

        

         

Protect Virtual Desktop witha 

x 

Serres 

y Change passwerd 

  

& Password: ieeeeeeee 
  

  

Retype: eeeeeeee 
  

ALLELE 

* Type a password which coniains a combination of alphsbesc and numeric characters snd symbels which cennot bs 

easily guessed by cihers. We recommend a password cf at feast 8 character in length. 

Re-enter the password in the 'Retype' field then click ‘OK’. 

You wili now be asked for a password every time you exit the Virtual Desktop.
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6.2.3.Fifewall Settings 
The Firawail component of Comodo Internet Security offers the highest levels of security against inbound and cutpounc threats. 
it checks that ail network traffic in and cui of your computer is legitimate, it stealths your computer's poris against hackers and it 
blocks maiicicus software {rom transmiiting your confidential data over the Internet. Comodo Firewall siso makes it easy icr you 
to specify exactly which applications are ailowed to connec fo the intemet anc immediately wams you when there is suspicious 
activity. Also you can configure rules to allow or block access to specific websites for particular users of your computer. 

  

  

Do NOT show popup alerts 

BS] Enable automatic detection of private networks 

Enable Trustconnect alerts 
  

t} Turn traffic animation effects on 

加 Create rules for safe applications 

Set alert frequency level 

Set new on-screen alert timeout to 

t) Filter IPv6 traffic 

Filter loopback traffic (€.g. 127 Xxx, :: 

Block fragmented IP traffic 

F] Do Protocol Analysis 

fal Enable anti-ARP spoofing   
The ‘Firewall Settings’ area has several sub-seclions that allow you to configure overall behavior, configure network zones and 
portsets and (for acvanced users} to configure and deploy traffic filtering ruies on an agplicalion specific and global basis. 

Click the following links to jump to the secticn you need help with: 

外 FSSSR Sokavigy Soins - Configure settings that gover the overall bshavior of the frewal component. 

. & ss Rules - View, create and modify rules thal defermine the network access privileges of individual 
applications or specific types of application 

  

+  giosel Rules - View, create and modify mles that apply to ail affic flowing in and oui of your computer. 

* Rais Sefs - Predefined collections of Hrewail ruies thai can be appited, out-of-the-box, to Internet capable applications 

such as browsers, email clients and FTP clients. 

NS Tages - A network Zone is a named grouping of one or more IP addresses. Crnve created, you can specify a e — -Nafwass 5 . 

zone as the target of firawail ruie. 、 

SS - Predefined groups of regularly used ports that can used and reused when creating traffc firing rules. ° 3 <
 

fs Flerisg - Create website Hitering ruies which let you determine which sites cerlain users can cr cannot    
  

Sackgrawas sole on safes: Both application rules and global rules are consulted when the firewall is determining whether or 
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- For Outgoing connection attempts, the epplication rules are consulted first then the global miles. going p p 9 

- For incoming connection attempts, the globai rules are consulted firs? then spplicstion specific ruies.       
6.2.3.1. Firewall Behavior Settings 

Firewail Settings panei allows you to quickly configure overall Firewall settings and !s divided intc tree main areas: 

Firewali Settings 

    

Do NOT show popup alerts 

] Enable automatic detection of private networks 
  

{§] Enable Trustconnect alerts 

{§] Tum traffic animation effects on 

] Create rules for safe applications     

Set alert frequency level 

  

E*] Filter IPv6 traffic 

Filter loopback traffic (e.g. 127.x.xx, 1:1) 

=] Block fragmented IP traffic 

Do Protocol Analysis   Enable anti-ARP spoofing   
. ¢ 

* Enable Firewall - Allows you to enable or disable Firewall protection (Default and recommended =Enablea) 
  

Nats: The Firewall configuration settings can also be modified in the ‘Advanced View’ of the Home screen by clicking ihe 

status link beside Firewall in the Firewali pane.       
+
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Firewall Settings 

      

  

      

S] Enable Firewall (Recommendsd}             83
 a on : ey etn tet 时 uiAli sr ° This option enables firewall which fifte: 

  

  
The choices avaiiadle are: 

¢ Block All: The firewall biocks ail iraffic in and out of your compuler regardiess ci any user-defined configuration and 
tulss. The firewall does no? aitsmpi to leem the behavior of any application and does not automatically create traffic 
rules fer any appiicaticns. Choosing this option effectively prevents your cornputer from accessing eny networks, 

insluding ike Internet. 

+ Custom Ruleset Mode: The firewall applies ONLY the custom security configurations and aetwesk frais sites 
specified by ihe user. New users may want to think of this as the ‘Co Noi Learn’ setting because the firewail does net 
attempt to fearn the behavior of any applications. Nor does it automaticaily create network traffic rules for those 

applications. You wii recsive alerts every time there is a connection attempt by an appiication - even for appiications 
on the Comocio Sale fist unless, of course, you have specified rules and poiicies that instruct ihe firewall to trust the 

application's connection alempt}. 

if any application tries to make a connection to the cutside, the firewall audits ali the loaded components and checks 
each against the list ci componenis already allowed or blocked. If a component is found to be blocked, the entire 
application is denied Internet access and an aiert is generated. This seiting is acvised for experienced firewall users 
that wish to maximize the visibility and contrcl over trafic in and out of their computer. 

* Sate Mode (Defauif): While fitering network trafic, the firewall automatically creaies ruies that allow ail traffic for the 
components cf applications certified as ‘Safe’ by Comodo, if the checkbox Srsate rales fas safe sage lcagions is 
selecied. For non-certified new applications, you will receive an alert whenever thal appiication atiempis to access the 
network. Should you choose, you can grani that application interme? access by choosing Treat this appiication as a 
Trusted Application’ at the alert. This dapioys the predefined firewall sfsset Trusted Application’ onto the 

application. 

   

    

‘Safe Mode’ is the recommended satting for most users - combining the highest levels of security with ar: easy-io- 

manage number of connection alerts. 

* Training Mode : The firewall monitors network traffic and create automatic allow rules for ali new applications until the 

security level is adjusted. You will nct receive any alerts in ‘Training Mede’ mode. if you choose the Training Mode’ 
setiing, we advise that you are 120% sure thai all applications installed on your computer are assigned ine carrect 
NANSS ABBAS vf Sn 
MSNNANIN SONS S FQN. 

  

  

  

RN 
NI SSMINGS 

* De NOT show popup aleris - Configure whether or net you want to be nctifed when the firewail encounters a request 
for network access. Chossing 'De NCT show popup alerts’ will minimize disturbances but ai some loss of user 

awareness. (Default = Enabled) 
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If you choose nct io show alerts then you have a choice of default responses that CiS shcuid automatically take - 
either ‘Block Requests’ or 'Allow Requests’. 

  

  

  

° Enable automatic detection of private networks - instructs Comodo Firewail ic keep moniicring whether your 
computer is connected to any new wired or wireless network. The frewali will display an alert as shown: below if it 
detects = new network (for example, when you connect to a wired home or office network or 2 Wi-Fi network). 

eso 

  

  

  
  

  

    

  
  

      

BE? Do not detect new netwarks again   
You can select the type of new network you are connecied to, so that the firewall configuration is optimized for the type 
of connection. Comodo recornmends users to ieave this option ai its defaull, enabied setting (Default = Enabled). 

Enable Trustconnect alerts - { you are connecting to Internet al a pubiic place like an aipcr or a coffes shop then you are 
potentially exposing yourself to danger. Unsecured public networks can allow other people to easily eavesdrop on your 

communisaiicns or even gain access ic your computer to steal your confidential information. In order to saiequard against such 

attempts, Comodo recommends you encrypt your connection in public hotspois using TrustConnect - a secure internat proxy 
service. 

if selected, Comodo Firewall will display an alert if it detects you are connecied to the Internet through an unsecured network 

     
IBM - Ex. 1002-Part 7 of 10, Page 2487 

IPR2025-00379 (IBM v. Croga)



        

      

In 
RAO 

  

   

  

  

   

\ 
i? Enable Trustconnect alerts | 

Turn traffic animation effects N 

  

  

‘e ‘Unsecured Wireless Networks Only (Defauit) - TrustConnect alerts are displayed only if you are 

connecting to an unencrypted wireless network. ” 

"。 Public and Unsecured Wireless Networks only - TrusiCcnnect aleris are Gisplayed whenever you 
connect tc a public wireless nefworx irrespective of whether the connection is encrypted 

You wil! be alerted and offered the opportunity to secure the connection via the following notification: 

  

  

    

      

          

in an unsecured wireless network, your communication is visible to everyane in the 

sanre petarork. 

  

    

      
        

  

OO000000000000000000000000000000D00000OOOOOOOOOCOO 

  

= ‘Turn traific animation effects on - By default, the Comode internet Security's ‘Shield! tray icon displays a small 
animation whenever traffic moves to or from your computer. 

  

if the traffic is outbound, you can see green arrows moving upwards on the fight hand side of the shield, Similarly, for 

inbound ta#ic you can see yeliow arrows moving down the leit hand side. This provides a very useful indicator of the 

. real-time movement of data in and oui of your computer. Clear this check box If you would rather nol see this 
animation (Default = Enabled). ’ 

° ° Create rijes for safe applications - Comede Firewall trusts the applications if: 

oss list under Fite Rating Settings: 
2 

  

¢ The apolication is from a vencor included in the Trasked Sofivare RS 

° The application is included in the extensive and censtanily updated Comodo safelist. 

By default, CIS does not automatically create ‘aiiow’ rules for safe applications. This helps saving the rescurce usage, 
simplilies the niles interface by reducing the nurnber of ‘Allowed’ rules in il, reduces the number of pop-up aleris and isIBM - Ex. 1002-Part 7 of 10, Page 2488 
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beneficial te beginners who find difficulties in selling up the rules. 

Enabling this checkbox instructs CiS to begin learning the behavior of safe applications so that it can automaticaily 
generate the ‘Allow’ rules. These rules ara fisted in the Assfication Reales interlace. The Advanced users can 
edit/fmodify the rules as they wish (Default = Disabled). 
  

Ssekgrouns Nove: Prior to version 4.x , CIS would automatically add an ailow cule for ‘safe’ fles to the rules interface. This 
allowed advanced users ip have granular contre! over rules but could alse jead to 2 ciuttered rules interface. The constant 

acidiion of these ‘allow rules and the corresponding requirement to leam the behavior of applications that are already 
considered ‘safe’.aiso took a tcll cn system resources. in version 4.x and above, ‘allow’ rules for appiicalicns considered ‘safe’ 
are not automaticaily created - simplifying the rules interface and cutting resource overhead with no icss in security. Advanced 
users can re-enable this setting if they require the ability to ecit rules for safe epplications {or, informally, # they preferred the 

way rules were created in CIS version 3.x}. vs       
° Set alert Frequency level - Enatling this cplicn allows you to configure the amount of aierts thai Comede Firewall 

generates, from the crop-down. It should be noted thai this does not affect your security, which is determined by the 
rules you have configured (for example, in ‘Apsleation Safes’ and ‘Sfobsi Raises). For the majority of users, the 
Gefauit setting of ‘Low is the perfect level - ensuring you are kept informed of connection atternpis and suspicious 
behaviors whilst nct overwhelming you with aleri messages. (Defaulf=Disabled) 

t    
oa 

  

    
The options available are: 

* — Very High: The firewall shows separate alerts for outgoing and incoming scnneclicn requesis for both TCP 
and UDP protocols on specific ports and for specific |P adcresses, for an appiication. This selling provides 

the highest degree of visibility to inbound and outbound connection ailempis dul feads to a proliferation cf 
firewall alerts. For exampie, using a browser ic connect to your Internet heme-page may generate as many 
as 5 separate aleris for an culgaing TCP connection alone. 

* — igh: The firewail shows separate alerts for ouigoing and incoming conneciion requests for both TCP and 

UDP grotocols on specific peris for an application. 

° Medium: The firewall shows alerts for oulgoing and incoming connection requests for both FCP and UDP 
srotocois for an application. 

。 ow: The firewall shows aieris for cutgoing and incoming connection requests for ar application. This is the 
satting recommended by Comocd and is suitable for the majority of users. 

。 Very Low: The firewall shows only one alert for an appiicaticn. 

The Alert Frequency settings refer only ic connection attempts by appiicaticns or from IP addresses thal you have not 

(ye! decided to trust. For example, you could speciy a very high alert frequency leve!, Dut not receive any alerts at all 
if you have chosen to fust the application that is making the connection attempt 

。 Setnew on-screen alert time out to: Determines how long the Firewali snows an alert for without any user 
intervention. By default, the timeout is set a? 128 seconds. You may adjust this setting to your own preference. 

Comodo Firewall features advanced detection settings ic heip protect your compuler against commen types ci deniai of service 
(DoS} attack. When launching a deniai of service or focd allack, an attacker bombards a target machine wilh so many 

connection requests that your computer is unable fo accent legitimets connections, effectively shutting down your web, email, 

FTP or VPN server.
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。 Filter JP v6 traffic - fenabied CiS will filter pv6 network traffic in addition to iPv4 traffic. (Default = Disabled}: 
  

Sackgraund Noie: IPv6 stands for Intemet Proiccoi Version 6 and is intended to replace Iniemet Protoco: Versicn 4 (IPv4). 
The move is primarily driven by the anticipated exhaustion of availabie IP addresses. [Pv4 was deveioped in 1981 and is stil 
tha most widely deployed version - accounting for almost alf of today's Intemet traffic. However, bacause IPv4 uses 32 bits for 
IP addresses, there is a physical upper fimit of around 4.3 billion possible iP addresses - a figure widely viewed as inadequate 

to cope with ihe further expansion of the internei. In simple terms, the number of devices requiring IP addresses is in danger of 

exceeding the number of IP addresses thal are available. This hard limit has alreacy led ic the developmeni of ‘work-around’ 
solutions such as Network Address Transigiion {NAT}. which enable multiote hosts on private networks to access the Internet 
using a single IP address. 

nae 5 . «gies ) 。 s amet te vA ; ， 
IPV6 on the other hand, uses 128 bits per address (delivering 3.4x1038 unique aderesses} anc is viewed as the only realistic, 
long term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are not present in iPv4 - 
including greater security, improved support for mobiie devices and more efficient routing of data packets. 
    

° Filter loopback traffic: Loopback connections refer to the internal communications within your PC. Any data 
transmitted by your computer through a loopback connection is immediately also received by it. This invoives no 
connection outside your computer ic the Internet or a local network. The IP address of the ioopback network is 
127.0.0.1 which you may have heard referred to under is domain name of 'hilp:/Nocalhost’ i.e. the address of your 
computer, Loopback channei atiacks car be used to food your computer with TCP and/or UDP requests which can 
smash your iP stack or crash your computer. Leaving this box checked means the fireivall filter traffic seri through this 
channel. communiczie using the loopback channel. (Default = Enabled). 

* Block Fragmented IP traffic - When a connection is opened between two comouters, they must agree on a 
Maximum Trensmission Uni (MTU). IP Datagram fragmentation cecurs when data passes through a router with an 
MTU less than the MTU you are using ie When a datagram is langer.than the MTU of the network over which it must 
be sent, it is divided ints smalier ‘fragments’ which are each sent separately. Fragmented IP packets can creais 

threats similar to a DOS attack. Moreover, these fregmeniations can doubie the amount of time # takes ic senda 
single packe! end slow down your download time (Default = Disabled}, 

° Do protocol Analysis - Proicco! Analysis is key to the detection of iake packets used in denial of service attacks. 

Checking this option means Comodo Firewall checks every.packet conforms ic that protocols standards. If noi, then 
the packeis are blocked (Default = Disabjed). 

°  nable anti-ARP spoofing - A gratuitous Address Resolution Protocol (ARP} frame is an ARP Repiy that is broadcast 
to all machines in a network and is nol in response to any ARP Request. When an ARP Reply is broadcast, all hosts 
are required to update their loca! ARP caches, whether or not the ARP Reply was in response to an ARP Request they 
had issued. Gratuitous ARP frames are importani es they update your machine's ARP cache whenever there is a 
change io another machine on the network (for exampie, if a network card is replaced in a machine on the nebyark, 
then a gratuiicus ARP frame informs your machine ci this change and requests to update your ARP cache so that cata 
can be correctly routed). However, while ARP calls might be relevant to an ever shilling office network comprising 
many machines thai need to keep each other updated , ‘tis of far less relevance to, say, a single computer in your 
home network. Enabling this setting helps to block such requests - protecting the ARP cache from potentially malicious 
updates (Default = Disabled). 

6.2.3.2. Application Rules 
2 要 

Sworyiew of Saas ans NSSSSSS 
WS ryt 33 HAMISS STAT SSG SS 

Whenever an application makes a request for intemei or network access, Comods Firewail allows or denies this request based 

upon the Firewall Ruleset thai has been specified for thal application. Firewall Ruleseis are, in ium, made up from one or more 

individual network access rules. Each individual network access rule contains instructions that determine wheiher the application 
should be aliowad cr blocked: which protocels it is allowed to use; which ports il is allowed to Lise and so ierth. 
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          DAA 

The application's name : 
is listed directly above 
the rules applied te it 

SARA 

     

  

   

     

  

THE tollowivig SRW QOGICANIN ANSE are aclive BANS 

  
  

  ARAMA 

The rule applied te an 

applicatiun dealer mune US 
network access rights 

Sirona 

  

  

  

   

   

NS Negeaat NEAT 
          

i Gael:         ERUUEE SES 
    

1 OB Gheett and Les 

      
   

        

  

  

     

Each ruleset is derived 

from atleast one but usually  § 
@ cornbination of N 

individually configurable rules 3° 

江 
Name of the 

pre-defined nileset 

    

      
   

    

      
      

    

  

The first colin, Application, dispiays a lisi of the appiicaticns on your. system for which a Firewail ruleset has been depioyed. 

#f the application belongs to a file group, then all member applications assume the ruleset of the fife group. The sesend column, 
Treat as, column displays the name of the Firewali ruleset assigned to the application or group of agplicalions in column one. 

You can use the search option to ind a specific name in the fist. 
¢ 

‘ 

To use the search option, click the search icon at the far-right in the colurnn header. 

  

SN     The following    
  

      

A
A
A
 

  

i
 

=   

         
e Click the chevron on the left side of the column header and select the search criteria from the drop-down. 

° — Enter partly or fully the nzme of the item: as per the selected criteria in the search field. 
全 . . . . : 5 

° Click the sight or left arrow at the far right of the column header to begin the search. 

e Click the SS. icon in the search field to close the search option.
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General Navigation: . 

Clicking the handle at the bottom center of the interface opens 2 rule contro! panel: 

  

  
YY 

DODDDUDDDDU ‘ 
OO AL habee    

» Add - Alicws the user ic Add a new Application eset. See the sections ‘Creaking oF e 
SSeaskiesioces Seagal? Seeks” 98 Sno avd Sas Modsying PTOWSH NSISS ANG ASSN ANG LEUH : 

2 is 2 pe
] g
 

£5
. 

@
 & 9°
 

P=
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na
 

2
 

; o
a »
 oh
 

7 373
 ° Edit - Allows ihe user to modify the Firewall rul 

we te NA Behe? PISA Race AR 
NY PHOS RISSS AN MOSH Sis 

  

SS 
GF MOS 

  

+ Remove - Deletes the selecied ruleset.” 

) = Purge -Runs a system check to verity that all the applications for which ruleseis are listed are actually insialled 
on the host machine ai the path specified. 4 not, the rule is removed, or ‘purged’, from the list. 

if you wish to modify the Srewafl raiesef for an appiication: 

» Double click cn the application name te bagin ‘Creating o 

* — Select the application name click the handle ai the bottom right and choose ‘Edit’ from the options to begin 
N NS fragt 

  

   

  

bs
 区 党 缘 Y Ue
 . 

FEES 闪 

if you wish to modify an isSivisus} sse within the ruleset 

*  Doubie click on the specific rue to begin“Adsing and Editing a Frrowail Rule 
o 
elect the specific ¢ the boiiom center.and chocse ‘Ecit’ from the options to begin ° 

Users can also re-prictitize rulesets by clicking the handle at the bottom center and seiect ‘Move Up’ or 'Move Down’ from the 

opiions. 

  

Although each ruleset can be defined from the ground up by individually configuring its constituent rules, this practice would be 
time consuming if it had to be performed for every single program on your system, For this reason, Comodo Firewail contains a 

selection of predefined mueseis according to bread application category For-example, you may chpcse to apply the ruleset ‘Web 
Browser’ to the applications like ‘Internet Explorer’, ‘Firefox’ anc 'Cpera’. Zach predetined ruleset has been specifically designed 
by Comodo Firewall to optimize the security level of a certain type of application. Users can, of course, modify these predefined 

rulesets to suit their environment and requirements. For more celails, soe Stedefinest Rafe Sots. 

    

HS for an explanation of individual rule configuration 

Application Rule interiace 

be adcedi/modified/removed and re-ordered through the Application Rule interface. Any rules created using 

ding a Firewall Sele is displayed in this list, 

3
 

  

The Application Rule interface is displeyed when you click Add or ‘Edi? from the options in ‘Application Rules’ interlace.
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SS LILA SMM 
      

      
   

  

  

Name: 'C:\Program Files\Mozilla Firefox\firefox.exe 
  

€ Use Ruleset: 

& Use a Custom Ruleset. 

    

        
  

                    

* Allow Outgoing HTTP Reque    
      

      

      
        

AAA 

ruies on a per packet basis and applies the first rule that maiches that packet type to be filtered (see 
SSS Hes for more information). If there are @ number oi rules in the list relating to a packet type then one 

of the list is appiied. 

Comodo Firewall appli 
Unsersfay 
nearer the too 

Users can also re-pricriiize rulesets by clicking the handle at the bottom center and select ‘Move Up’ or 'Move Down from the     

  

  

  

    

      

  

。 Click the chevron on the leil side of the column header and select the search criteria from the crop-down. 

e — Enter parily or fully the name of the item: as per the selected criteria in the search fieid. 

e Click the Fight or lefi arrow at the far right of the column header to begin the search. 

» Click the SS icon in the search field to ciose the search antina. 

= oe
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Step 7 - Select the application that you wish the ruleset is to be applied 

if you wish to define a ruleset for a new apolication { Le. one that is not already listed} then click the handie from the Aspfeasion 

Rules inferfaes and select ‘Add’ rom the options. This brings up the ‘AnsScatien Sets’ interface shown below: 

  

  

c 

= Use Ruleset: 

Use a Custom Ruleset 

            

    

  

Because this is a new application, the ‘Application Path’ fieid is biank. {# you are modifying an existing rulesei, then this interface 
shows fhe individual rules for that application's mulesef}. 

¢ = Click ‘Browse’ button. 

   
    
  
  

  
          

              

  

  

  

  

L
L
L
 

E
c
h
 

    

          
                  

You now have 3 methods available to choose the epolication for which you wish tp create a fuleset - SIR Grougs; Ffes and
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i. Fite Groups - choosing this cption allows you to creaie firewail rdiesei for a Categcry of pre-set iles or 

foiders. For example, seleciing ‘Executabies’ would enabie you fo create a Firewail Rulese? for any file that 
atternots to connect fo the Iniernet with the extensions .exe .由 sys .ocx .bat pif .scr .cpi . Cther such 
sategories availabie include "Windows System Applications’ , ‘Windows Updater Applications’ , ‘Start Up 
Folders’ ete - each of which provide a fast and ccnvenieni way to apply @ generic ruleset to imporiant files 
and iclders. To view the file types and folders that are afected by choosing one of these options, you need to 
visit the ‘Protected Files' of Comodo Internet Security by navigating to: Advanced Settings > Security 
Settings > Defense+ > HIPS > File Proiection> Protected Files and clicking the handle from the bottom 
center > Groups. For more details on file groups, refer to the section Fle Grouss. 

Fyasesses and 

ii. Files - this option is the easiest for most users and simply ailows you to Srowse to the location of the 
application for which you want io depioy the firewall ruleset. in the example below, we have decided to 
creaie a firewail ruleset for the Opera web browser. 

    
                 

  

  

  

$18.0.1284.49 
‘old_status 

installation_status 

#4 installer_prefs.json 

      

    

      

    

  GD 

ii. Running Processes - as the name suggesis, this option allows you to create and deploy firewall ruleset for 
any process ihat is currently running on your PC. 

    

> 入
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pry wuaucit. 3896 

rei svchost.exe 

i) spoolsv.exe 

i. ae mDNSResponder,exe 

: 
了 

8 explorer.exe 1388 
WN jusched.exe ; 1976 

PN jucherk.exe 316 

+ NN GeekBuddyRSP.exe . , 2020 ASS - ; . é “ 
CisTray.exe 180 ; 

Nj cis.exe 3500 

Y cis.exe 3956 

an cis,exe 
4020 

‘mspaint.exe    

  

  
  

NS 

     

  

You can choose an individual process {shown above! or the parent process cf a set of running processes. Click ‘OK’ to 
confirm your choice. . . 

Having selected the individual application, running process or file group, the next slage is to Configure the niles for this 
applicaticn’s Firewail Ruleset. . 

Step 2- Configure the rules for this application's ruleset 

  

+ There are iwe broad options availabie for creating a ruleset that appiies to an application - Use 3 Sradofine 
Gasony Saleset. ‘ 

- Use a Predefined Ruleset - Selecting this option allows ihe user to quickly deploy a existing ruleset on to the 
target application. Choose the ruleset you wish fo use iam the drop-down menu. In the example below, we have 
chosen ‘Web Browser’ because we are creaiing a ruleset for ihe ‘Opera’ browser. The name of the predefined” 
ruleset you choose is dispiayed in the Treat As cclumn for that apolication in the ssevace (Default= Disabled).
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| Name: : C:\Program Files\Opera\jauncher.exe 

vt 
& Use Ruleset: 

    
  

  = Use a Custom Ruleset 

    

            

  
    

  

  

Note: Predefined Ruleseis, once chosen, cannot be modified directly from this interface - they can only be medified and 
defined using the Predefined Swfeses interlace. Hf you require the ability ts add or modify ruies for an application then you are 
effeciively creating 2 new, custom ruieset and should choose the more flexible Use Cugiom Nwisset option instead.       

Use a Custom Ruleset - dasigned for more experienced users, the Custom Rufeset option enables full contro! 
over the configuration of Firewal Ruleset and the parameters of each rule within that ruleset (Defauit= 

Enabled}. 

1 
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Name: ;C:\Program Files\Operayauncher.exe 
  

    
         

Use Ruleset: 

®& Use a Custom Ruleset 
oo 

  
De 

      

    
  

  

          
ss ER a Selecting ‘Use a Custoin Rufeser then “Copy fram’ > ‘Rulecet’ 

; will populate the rules window with the constituent rules 
-of the predefined rule. In the example shown, the individual rules 

from the Web Browser’ palicy are now acressilde. 
Using this es a starting puini, experienced users can add, 

re-order, modify and remove rules to suit ihe application. 

    

        

  

RN ~, xj . oo. ya ts ss xn Lalisiaes Se SS Ny AMS SAN F YNSSSSN S sis’ for an overview of the process. 

» ‘Use the (Copy From’ buticn to popuiate the list with the Firewall rules of a Sredefinad Firewall Rule. 

» Use the 'Ccepy From! bution to populate the list with the Firewall rules of another anpiicalion's ruleset. 
      Seneral Yiss: 

= wish io create @ reusable Riieseifor deploymeni on multiple appiications, we advise you add a new 
S Frawall Sasiss (or modify one cf the oxisting ones to suit your needs} - then come back ic this 

Se the ‘Sssfesef option ic roll it out. 

build a bespoke mlesei for maybe one or two specific applications, then we advise you choose 
sos: Nufeset’ option and create your muleset either from scratch by adding individuai nules or by 

uilt-in rulesets as a starting point.     
  

  

At their core, each Firewall can be though: of 2s a simpie IF THEN irgger - a set of conditions (or aitributes} pertaining to a 

packet of data from a particular application and an askies il thal is enforced if those conditions are met. 

As @ packet filtering firewail, Comodo Firewali analyzes the attrisules of every single packs! cf data that attempts te enter or 
leave your computer. Aiirbutes of a packei include the eppiication that is sending or receiving the packet, ihe protoco’ it is using, 
the direction in which it is traveling, the scurce and destination iP addresses and the ports it is attempting to treverse. The 

frewali then tries to find a Firewall rule that matches ail the conditional altributes of this packet in order to determine whether or 
not it should be allowed to proceed. Hf there is no corresponding Firewall ruie, then the connection is automatically blocked unti 

a rule is created.
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if the packet of data 
meets these consitions. 

    

      

          
  

  

. then the firewall will take this setion 
      

RST es sg Usage ff aed EMing o Frowatl Rui 

If you chose TCP' , ‘UDP’ or TCP and ‘UDP’, then the mule has the form: Asses [Protocol | Direction [Source Address | 
Destinstion Address | Source Port | Destination Port 

If you chose ‘ICMP’, then the rule has the form: Aciiss |Pretecof | Direction | Source Address | Destination Address | ICMP 

Details 

If you chose ‘IP’, then the rule has the form: Astias | Protocol | Direction | Source Address | Destination Address | IP 

Details 

+ — Sens: The action the firawail takes when tha conditions of the rule are met. The rule shows ‘Allow’, 'Block’ or 

‘Ask’ ** 

。  Protocsl: States the protocol that the lange: apclication must be attempting to use when sending or receiving cacxets 
of dala. The rule shows 'TCP', ‘UDP’, ‘TCP or UDP", ICMP’ or IP’ 

+ Direction: States the direction of traific that the data packet must be attempting to negotiate. The rule shows ‘In’, ‘Out’ 

cr 'indOut’ 

= Source Address: States the source address of the conneciion attempt. The mule shows ‘From’ foilowed by one of the 

following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address 

    

- Destination Address: Siates the address of the connection atiempi. The rule shows ‘To’ followed dy one of the 

following: IP. EP range, IP Mask, Network Zone, Host Name cr Mac Address 

° Source Port: States the port(s} thal the application must be attempting to send packets of daia through. Shows 
‘Where Source Port is’ followed by one of the following: ‘Any’, ‘Port #, Port Range’ or ‘Port Sef’ 

- Destination Port: States the portis) on the remote entity that the application must De attempting fo senc to. Shows 
‘Where Source Port ls followed by one of the following: ‘Any’, ‘Port #, ‘Port Range’ or ‘Port Set’ 

    
e CMP Details: States the ICMP message that must be cetecied to trigger the action. Seo Ads 

SHENSR Rute for details of available messages thai can be displayed. 

  

¢ 4? Detaits: States the type of IP protocol ihat must be detected to trigger the action: Sse Asding and Es! 
“igwall Nuis ic see the list of avaiiabie IP profosols that can be displayed here. 

Once a rule is applied, Comode Firewall moniters ail neiwork traffic relating to the chosen application and take the specified 

action if the conditions aze met. Users shouid also see the section NS SSSSSS to understand the interaction Setween 
Appiication Rules and Giobal Rules. 

* Hycu chose fo add a descrpfive name when creating the rule then this name is displayed nere rather than it's fuil parameters. 
See the next secton, ‘Ass : SEE s', for more details.     

  

    

~: eee ® Mirena? ate 
& SSTVSH NUS AsSSiss and Ssitiags MGI GIs LOGY 

The Firewali Rule interface is used to configure the actions and conditions of an individual Firewall rule. If you are not an 

experienced firewall user or ere unsure about the se ,We adh ain some : 
reading the sections “ase: Wy Fis ww of Salas and Sotisiss’ ands 
we Rohe can? 
Sivainantl! Sasiesoatss POWAY AMIN 
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    SUN RRA 

  

Action: i Allow 

  

=} Loc as firewall event if this rule is tired 
  

  

Protocol: iTCP or UDP 
  

  

Direction: iin or Out 
  

  

Description 
  

  

  

      

        
            

  
  

  
          

DR   

GeneTat Settings 

。 Action: Define the action the 和 iewaji takes when the conditions of the mle are met. Cplions availabie via the drop 
down menu are ‘Allow! (Default), Block or ‘Ask’. 

。 Protocol: Allows the user to specify which protocol the dat packet should be using. Options availabie via the drop 
Gown menu are ‘TCP’, UDP’, 'TCP or UDP’ (Default), ICHP* or I?’ . 

  

Note: Your choise here alters the chcices available to you in the t2b structure cn the lower ha¥ of the inierface. 
  
  

e Direction: Alows the user to define which direction the packets should be traveling. Opions available via the drop 
down menu are ‘En’, ‘Out! or IniCut’ (Defaulg. 

3 eseay fax choavccy 
SHS LOG FAAS ° Log as a firewall event if this rule is fred: Checking this oplion creales an entry in the Syewall avers 

whenever this rule is cailed into operation. fie. when ALL condilions have been met} (Default = Disabled). 

° Description: Allows you tp type 2 friend'y name for the rule. Some users find it more iniuilive ts name a rule by it's 

     
Protaco] 

TCP’, ‘UPD or TCP or UDP / 

If you ssiect TCP’, UPD' or ‘FCP or UDP’ as the Pmioccl for your network, then you have to define the source and 
destination jp addresses and ports receiving and sending the information. 
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  Any Address 

Any Address 

    
Host Neme 

  

    IPv4 Address Range       

  

    IPv4 Single Address 
          

IPv4 Subnet Mask 

IPv6 Single Address 

IPv6 Subnet Mask 

MAC Address 

            

  
  

  

  

  1 Network Zone 
  

Source Address and Destination Address: 

1. 

ov
 

You can choose any IP Address by selecting Any Addrass in the Type drop-down box. This manu dafaults io 
an IP ranges of 0.6.2.0- 255.255.255.255 tp allow connection from all iP addresses. 

Yeu can choose s named hos by seleciing a Host Name which cenoies your IP address. 

You can choose an ipv4 Range by selecting IPv4 Address Range - ior example the range in your privaie 
network and entering the IF addresses in ths Start Range and End Range tex! doxes. 

You can choose a Single jPv4 address by selecting |Pv4 Single Address and entering the IP acdress in the 
IP address ext box, 2.9., 192.188.200.713. 

You can choose IPv4 Mask by selecling :Pv4 Subnet Masx. IP networks can be divided inte smailer networks 
called sub-networks (or subnets). An IP address! Mask is a subnet defined dy IP address and mask of the 
network, Enier the iP address and Mask of the network. 

You can choose a Single I?vé address by seiecting IPv5 Single Address and enteting the IP address in the 

IP address iext box, ¢.g., 28e:1900:4545:3:200 (8 f:fe21:67cf. 

You can choose IPV6 Mask by selecting [Pv& Subnet Mask. IP networks can be divided inic smaller networks 
called sub-networks (or subnets). An IP adcress/ Mask is a subnet defined py IP address and mask ol the 

network. Enter the iP address and Mask o the network. 

You can choose = MAC Address by selecting MAC Address and entering the address in the address text 
DOX. ; 

You can choose an entire neiwork zone by selecting Zone .This ment defaulis to Local Area Neiwork. But 
you can also define your own zone by first creating a Zone through the ‘Network Soses’ area. 

Exclude fie. NOT the choice below}: The opposite of what you specify is applicable. For example, if you are 
creating an Allow ruie and you check the Exclude box in the Source IP tab and enter values for the IP range, 
then that IP range is excluded. You have ic creale é separate Allow rule for the range cf IP addresses that 

you CO want to use. 

Source Port and Destination Port: 

Enter the source and destination Port in the text bex.
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1. Yeu can choose any pert number by selecting Any - sei by cefeult , 0- $5535. 

2. You: can choose s Single Port number by selecting Single Port and seleciing the singie port numbers from 

the list. 

3. You can choose a Port Range by selecting Pert Renge and seleciing the pert numbers from the From and To 
Est. 

4. You can choose a predefined Sars SS by choosing ’A Sel of Ports. If you wish to create a port set then 
Please see the section ‘Sart Seis’. . - 

i. ICMP 

When you select ICMP as the protocol i Geseral Soci 
Details’ tab alongside the Bestinaties Ad 
ag&ove. You cannof see the source and destination port tabs. 

° ICMP Details 

ICMP (Internet Contro! Message Protoscl} packets contain error and control inicrmation which is used to announce 

network errors, network congestion, limeouls, and to assisi in froubieshooting. itis used mainiy for performing traces 
and pings. Pinging is frequently used tc perforre a quick iest beicre attempting to initiate communications. Ifyou are 
using or have used a peer-to-peer Hle-sharing program, you might find ycurseii being pinged a Ict. So you can create 
rules to allow /block specific types of ping requests. With Comodo Firewall you can create rules to allow/ deny 
inbound ICMP packets thai provide you with information and minimize security isk. 

     

1. Type in the sources destination IP ackiress, Source IP is the IP address from which the traffic originated and 
destination IP is the IP address of he computer that is receiving sackets of information. 

2. Under the ICMP Deiails’ fab, chcase the ICMP version fram ihe ‘ype’ drop-down.
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CMPvd4 

CMPv4 

CMPv6 

  

          
      

  

          
3. Specify ICMP Message , Types and Codes. An ICMP message inciudes a Message that specifies the type, 

thatis, the format ol the ICMP message. - 

   

    

  

  

  

      

            

  
    
      

    
ICMP Echo Request 

S ICMP Echo Reply 

ICMP Net Unreacheble 

       

  

    

  

       

  

ICMP Host Unreachable 

3 ICMP Protocol Unveachable 

                         

  

    

   

  

P ICMP Port Unreacheble 

  

{CMP Time Exceeded    
     ICMP Source Guench cee 

ICMP Fragmentation Needed i 
  

When you select 2 particular ICMP message , the menu defaults io set its code and type as well. if you selest the 
ICMP message type ‘Cusiom’ then you are asked to specify the cede and type. - 

    

iW, You are shown a list ofiP message lype in the "IP Details’ tab 

sss fabs, The last hyo tabs are configured identically to the 
deatination pert tabs. 

  

Se
7,
 

sh
e 
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th. 
经 

   

  

» You vann
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  IChMPy4 

IGMP 

Raw IP 

                  

IMSS   
  

° IP Details 

Select ihe types of IP protocol that you wish to allow, from the ones that are listed. 

§.2.3.3. Global Rules 

Uniike Application rules, which are applied ta and iriggered by traffic relating ic a specific application, Global Ruies are applied to 
ali traffic traveling in and out of your computer. . 

Comodo Firewall analyzes every packet cf dala in and cut of your PC using combination of Application and Global Ruies. 

«For Quigaing connection attempts, the application rules are consulted first and then the giobal mules second. 

。 For Incoming connection attempts, the global rules ars consulted first and then the appiication rules second. 

  

     

   

    

  

  

  

  
  

  

      
  

  

  

  

  

  
  

  

| 

Traffic thatis \ 
travelling from: 

your computer to : 

the outsideis 
filtered by the : 

application rules : travelling from the - 

first and then by | outside into your 
the global rules computer is fitered 

by the global rules 

first and then by the 

application rules   
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Therefcre, outgoing traffic has to ‘pass’ both the application rule then any global rules before it is allowed out of your sysiem. 
Similarly, incoming traffic has to ‘pass’ any global rules first then application specific rules thai may apply to the packet. 

       

Giobal Rules are mainly, bul nol exclusively, used to filter incoming traffic for protccois other than TCP or UDP. 

。 The Global Rules panel, accessible dy clicking Security Settings > Firewail > Global rules tab from the Advanced tasks 

interface, allows you to view, edd and manage the rules 

  

      

  

Rules 

  

You can usé the search option ic find a specific rule in the list. 

To use the search cotion, click the search icon t the far right in the column header. 

    
      

  

  

  

        

» — Click the chevron on the left side of the column neader and select the search criteria from the drop-down. 

+ Enter partly or fully the name of the item as per the selected criteria in the search fieid. 

。 Click the right cr lefi arrow at the fer right of the column header to begin the search. 

。 Click the S icon in the search: field to close the search option. 

General Navigation: 

“Clicking the handle at the bottom center of the interface opens an opticn panel with the following options:
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。 Add - Allows you.io acid 2 new global rule. See the section ANNE ans NSRINS 3 Frowall RS for guidance 
on creating a new rule. 

2 Edit - Allows you to modify the seiacted global rule. See the section "Adsing Fisswat} Sale’ for 
guidance on editing a new rule. 

e Remove - Delstes the selecied ruls. 

* Purge - Runs a system check to verily tha? all the applications for which rules are listed are aciuaily installed on 

the host machine at the path specified. {f not, the rule is removed, or ‘purged’, fromm the fist. 

The configuration cf Global Rules is identicai to that for apolication mules. To add a global rule, click the ‘Add...’ button on the 
right. To ecit an existing globai rule, right click and select ‘edit’. 

+« See Agefcatios Russ fer an introduction to the mule seiling interface. 

Fisawall Sales for an overvisw of the meaning, construction and importance of individual rules. 

    

aif Nssis for an explanation of individual rule configuration. 

~6.2.3.4, Firewall Rule Sets 一 

As the name suqgests, a ffewail Ruiesat is a set of one or more individual Firewali rules that have been saved and which can be 
re-depioyed on multipie applications. This section contains advice on the following: 

The Predefined ruieseis interface cen be ascessed by clicking’Security Settings > Firewall > Rulessts from the ‘Advanced 

Settings’ interface.
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SS 

       

    

  

  

  

Allowed Application 
  

  

Sutecing Crly 

  

  

You can use the search option ic find a specific ruleset in the jist by clicking the search ico 

header. 

the fer right in the column 

    
  

  

  

      

。 Enter the name of the item to be searched in full or part in the search field. 

* Click the right or left arrow at the far right of the column header to begin ihe search. 

Click the SS icon in the search field to ciose the search opiion, 

SS Sefacass PSSST NANINSSSNS 

Although each application's frewail rulese? coufd be celinad from the ground up by individuaily configuring its constituent rues, 
this Practice say prove time consuming if it had to be performed for every single program on your system: For this reason, 
Comodo Firewall contains a selection cf predefined rulesets acccrding to broad application category. For example, you may 

cheose te apply the nieset ‘Web Browser to the anplications ‘internet Explorer’, ‘Firefox’ and ‘Cpera’. Each predefined ruleset 
has been specifically designed by Comodo to optimize the security level ol a certain type of application. Users can, of course, 

modify these predefined policies ic suit their environment and requirements. {for example, you may wish to keap the ‘Web 
Browsers’ name but wish: lo redefine the parameters of it rules}. 

Mooatas 2 naw sigfagat WIVSNHG 2 OW PHGSAe 

You can create new rulesets with network access contro! rules customized as per your requirements end car roll out them to
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required applications while eveating Firewall PSISSS for the applications individually. 

To add a new Ruleset 

*。 Click the handle from the bottom center and select ‘Add’ from the options 

  

Name: : Ruleset for Opera 
  

sy Use a Custom Ruleset 

  
  

  
            

  
Allies And CH IGP isfGut From IP 192.969.111.117 To lf In (192. 158.2.. 

we Allow Outgoing ONS Re           
    

» As this is a new ruleset, you need to name it in ihe tex! field si the iop, It is advised that you cheose a name that 
accurately describes the calegcry'type ef application you wish to define the ruleset for. Nex! you should add and 

configure the individuai niles ior this rulesel. See ‘Asding and & ¥ a Firewall Rais’ for mora advice on this. 

c Cnce created, this rulesei can be quickly cailed from ‘Use Rulesel’ when sreating or modifying a Firewall rafeses.     
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En Leen WO : 

  

   
MK N WW QQ    

    

         
  

  

   

Name: ! C:\Program Alles\Opera\jauncher.exe 
  

    &®: Use Ruleset    € Use a Custom Ruleset 

    

          

  
    

To view or edit an existing predefined Ruleset - 

° Double click on the Ruiesei Name in the list 

or 

+ Seleci the Ruieset Name, click the handle from the bottom center and select Ecit from the options 

+ Details of the process from this point on can de found Sere, * 

- §.2.3.5. Network Zones 
The Network Zones panei allows you to: 

« Define network zones that are trusted, and ic specify access privieges to them 

+ Define network zones that are unirusted, and ic biock access ic them 

The Network Zones panei can be accessed by clicking Security Settings > Firewall > Network Zones fram the ‘Advanced 

Settings’ inierface.
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Network Zones 

The following network zones are defined on this computer. 

    

    

  
  

    

. Network Zone 

  
      

e =>. Network Zanes - Allows you to define network zones and ic aliow access to them for applications, with the access 
privileges specified through ApsSratios: Rule interface. Refer to ‘Creating os Modifying Firewall Nyiss’ for more 
Geiails. 

Sissked Fosse - Allows you to define Fusted networks that are not Sustworthy 2nd to block access ta them. 

§.2.3.5.1. Network Zones 

A ‘Network Zone’ can consist of an individual machine {including a single home compuler connected ts Internet} or a network of 

thousands of machines io which access can be granted or denied. 
  

Ssckgraund Nate: 4 compuier network is a connection between computers through a cabie or some type of wireless 
connecticn. it enables users io share information and devices between computers and other users within the neiwork. 
Chviousiy, there are certain computer networks where you need tc grant access to, inciuding your home or work network. 
Conversely, there may be other networks where you want to restric! communication with - or even block entirely.   
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The following network zones are defined an this computer. 

  

      

  

    
  

    
  

Noite 1: Adding a zons to this area does nol, in itself. define any permission lev 
allows to define the zones sc you can quickly assign such permissions is SS HOT s 

      a
e
 

    

RN 
S Note 3: A network zone can be designated as ‘Blocked’ and denied access by using the ‘Seskes SNSSS interface. {An 

example would be a known spyware site}. 

Nets <: An application can be assigned specific access rights io and from a network zone when defining an Agsisation Ruls 

  

        Similary, a cusiom && sie can be assigned to a network Zone to aii antivity from @ zone. 

Note SS By default, Comodo Firewall automatically detects any new networks {LAN, Wireless etc) once you connect to them. 
This can be disabled by deselecting the option 'Enabie sutomatic detection of private networks’ in the Sfrewall Se8ings panel.     

  

You can use the search option ic find a network Zone in the list by clicking the search icon 

header. 

ai the iar right in the cclumn 
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The following network zones are defined on this computer. 

    
  
    

    

  

* — Enter the name oi the item to be searched in full or part_in the search field. 

* — Click ihe right cr left arrow at the far right of the column header to begin the search. — 

° Click the SS icon in the search field to close the search option. 

人 

    

TreaShosdoras a wesver MaaSsoroneks Sacaves Defining s say Network dyes 

To add 2 new neiwork zone: 

+ Step 1 - Satine 3 nant 

RUN Rs NS Shin vay e ©. Stes 2 - Ssiget ths address ss Snoiused jn Us sone 

  

4. Click the handie from the bottom center select 'Add’ > ‘New Network Zone’. 

    

    

  

  

A dialog Sox will appear, promping you to specify a name for the new zone. ( 

2. Choose a name that accurately describes ihe network Zone you are creating. 

SS 

  

    
Zone Name 

My Home 
  

  

£2] Public Network 
mh
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3， Seiect the checkbox ‘Public Network’ if you are defining a network zone for 2 network in a public piace, for exampie, 
when you are connecting to a Wi-Fi network at an airport, restaurant etc., so that Comodo Firewall will optimize the 
configuration accordingly. 

4. Click ‘Apply’ to confirm your zone name. 

This adds the name of your new zone ic the Network Zones list 

The following network zones are defined uri Lhis curfputer. 

    

      

    

            
4. Seiect the network names, click the handle at the boilom center and choose ‘Add’ > 'New Address’ from the options or 

cick the + button beside the new network zone name and doubie click on (add addresses heray’ 

The ‘Address’ dialog allows you ic select an address irom the Type drop-cown box shown below (Default = Any 

Address). The Exclude check box will be enabled only if any other choice is selscted from the drop-down box. 

  

‘Any Address 
  

Any Address 

: Host Name 

IPv¢ Address Range 

jlpv4 Single Address 

JIPv4 Subnet Mesk 

IPv6 Single Sddress   Pv6 Subnet Mask, 

MAC Address 
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Select Address: 

1. 

3. 
fo
 

ho
 

uw
 

You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to 
an IP range of 0.0.8.0- 255.255.255.255 tc allow connection from ali IP addresses. 

You can choose a named host by selecting a Host Name which cenoies your IP address. 

You can choose an IPv4 Range by selecting IPv4 Adcress Range - jer example the range in your private 
network and enteting the IP addresses in the Start Range and End Range text boxes. 

You can choose a Single iPv4 address by selecting [Pv4 Single Address and entering the IP acidress in the 

IP address textbox, 2.g., 92.188.200.713. - 

You can chocse jPv4 Mask by selecting IFv4 Subnet Mask. IP networks can be divided inte smaller networks 
called sub-neiworks (cr subnets). An IP address/ Mask is a subnet defined by IP address and mask of the 
network. Enier the iP address 2nd Mask of the network. 

You can choose @ Single IPvS address by seiecting IPvS Single Address and entering the IP address in the 
IP address text box, 2.g., 3fe:1900:4545:3:20016tf:fe2 1:67 ef. 

You can choose IPv6 Mesk by selecting [Pv6 Subnet Mask. IP networks can be divided inte smailer networks 
called sub-netwerks (cr subnets). An iP address/ Mask is a subnet defined dy IP address and mask of the 
network. Enter the {P address and Mask ci the network. 

You can chooseE MAC Address by selecting MAC Address and entering the address in the address text 
DOX. 

Exclude tie, NOT the choice delew}: The opposite of what you specify is appiicable. 

Click 'CX’ ic canfirm your choice. 

Click ‘CK’ in the ‘Network Zones’ interface, 

The new zone now eppears in the main fist along with the addresses you assigned te it. 

Gnce created, 4 network zone can be: y 

一 了 : 

* Quickly called as ‘Zone’ when ers: 

SPE REOYY! 

  

    

  

  

  

    

  

  

          
: Network Zone 

    
  
  

          Loopback Zone 

Work #1 

Public #1 

      
    

° Quickly called and designated as a blacked zene fromthe ‘Mockes Jones" intetace 

To edit the name of an existing Network Zone

IBM - Ex. 1002-Part 7 of 10, Page 2514 
IPR2025-00379 (IBM v. Croga)



  

1. Select the name of the zone in ihe fist (e.g. My Home}, click the handle at the bottom center and choose ‘Edit’ from the 
ceptions or double ciick on the network Zone name. . 

KR 

Zone Name 

My Home 
  

  

f=] Public Network 

  

2. Edit the name of the zone. 

To add more addresses to an existing Network Zone 

。 Select the network name, click the hancle at the bottom center and choose ‘Add > A new Address’ from 

the options 

。 Add new address from ihe ‘Address‘ SSSSSSTS， 

To modify or change the existing address in a zone 下 

° Click the + button 5eside the network Zone name tc expand the addresses 

。 Doubie click on the address ic be edited or select the address, ciick the handie from the bottom center and 
choose Edit from the options 

-一 

» Edit he address from the ‘Adsress" SSTISSS. 

6.2.3.5.2. Blocked Zones 

"A computer network enables users to share information and devices between compulers and other users within the nelwork. 
Obviously, there ere certzin computer networks that-you nesd.fo-tust’-and grent access ic - for example.vour hame or.work 
neiwork. Unicrtunataly, there may be other, untrustworthy networks that you want to restrict communication with - or even bleck 
enirely. 
  

Noite: We advise new of inexperienced users to first read 'Neswork Sones’ , ‘NsalS Saris Wisars’ and ‘Asstisation Suiss 
8 rey 

before biocking zones using this interface. 
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The following network zones are defined on this computer. 

      

  

  
The ‘Blocked Netwok Zones’ tab ailows you to: 

° 

  

  Nsis ¥: You must create a zone before you can bleck i. There are two ways ic do this; 

1. Using ‘Nefwesk Seses’ fo name and specify the network you want te block. 

2. Directly from this interface using “New blocked address...’ 

nnot reconfigure pre-existing network zones ftom this interface. {e.g., to acd or madily IP addrasses}. You need Naser DV, a SENG <2 YOU Ca 

to use ‘Nefwesk Sess’ if you want to change the settings of existing zones.     
  

   You can use the search option ic find a blocked Zone in the si by clicking the search icon at the far right in the column 

header.
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| Nehwork Zanes 
ES 

  

  The following network zones are defined on this computer. 

  

      
  

  

    

  

      
Enter the name of ths zone to be searched in fuil or part in the search field. 

Click the fight or lefi arrow at the fer right of the column header to begin the search. 

Click the SS icon in the search field to ciose the search option. 

To deny access te 2 specific network by selecting a-pre-existing network zone and designating if as blocked 

Click the handie from the bottom center and choose Add > ‘Neswork Zones’ from the cptions 

2. Select the particular zone you wish to biock. 

  

LY
E 

H
E
E
:
 

  

        
  

  

The selected zone wil! appear in the 'Slocked Zones’ interface.
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      SS 

Name of the N 
Blocked Network Zone S 
BR 

\ 
SS 

renner 

IP Addressies} that a2 
assaniated 

with the Blocked Zane. 

      

  

  

  
     

  

Yeu can modify 
these settings only 

under the ‘Network Zunes’ tab         
    

3. Click ‘CX’ ic confirm your choice. All traific intended for and originating from computer or devices in this zone are now 
biccked, 

To deny access to a specific network by manually defining a new blocked zone 

1, Click the handie from the bottom center and choose ‘Add’ > ‘New Siocked Address’ fram the options. 

Tha Address dialog will appear. The ‘Address’ dialog aliows you to selecl an address from the Type drop-down box shown below 
{Default = Any Address). 

es a    

    

    

  

:Any Address 

. Any Address 

  

  

  

    
    

    

i Host Name 

   IPv4 Address Range 

    IPv4 Single Address 

iTIPv4 Subnet Mask 

  

   oo. 1Pv6 Subisel Mask > MMM 

iMAC Address 

IPv6 Single Address 

        

  

    

Select Address: 

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to 

an IP range of 0.6.0.0- 255.258.255.255 to allow connestion from ali IP addresses, 

2. You can choose é named hosi by seleciing a Host Name which denotes your IP address. 

3. You can choose sn |Pv4 Rangs by selecting IPv4 Address Range - tor example the range in your private 
nebyork and entering the IP addresses in the Start Range and End Range tex: boxes.
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4, ‘You can choose 2 Single IPv4 address by selecting [Pv4 Single Address and entering the IP address in the 
IP address text box, €.g., 192.188.200.113. 

5. Yeu can choose IPv4 Mask Sy selecting iPv4 Subnet Mask. IP networks can be civided inic smailer networks 
called sub-networks (or subnets). An PP eddress/ Mask is a subnet defined by IP address and mask of the 
network. Enier the iP acdress and Mask of the network. 

6. You can choose a Single IPvS address by selecting 1Pv6 Single Address and entering the IP acidress in the 
IP address text box, 2.g., 3%: 1900:4545:3:200-f8i-fe2 1:€7cf. 

You can choose IPvS Mask by selecting }Pv6 Subnet Mask. IP networks can be divided inic smailer networks 
called sub-networks (cr subnets). An IP address/ Mask is a subnet defined by IP address and mask of the 

- ， network. Enier the IP address end Mask of the network. 

™
 

8. You can choose a MAC Address by selecting MAC Address and enteri ng the address in the address text 
box. 

°  &xelude (1.2. NOT the choice below! The cpposite of what you specify is applicable. 

2. Select the address ip be blocked and click OX 

The addressies} you Diocked will appear under the ‘Biocked Zones’ tab. You carn modify ihese addresses at any time 
by selecting the entry and clicking ‘Edit’. 

3. Click ‘OX’ in ‘Network Zones’ interface to confirm your choice. Ail traffic intended for and originating fom computer or 
Gevices in this zone are now blocked. , 

6.2.3.6. Port Sets 

Port Sets ars handy, predefined groupings of one of more poris that can be re-used and deployed ecross mulliple Assieation 
Nales and SisSal Safes. 

- The Port Sets panel enables you to view and manage predefined port sets and t add new port sets 

。 The Port Sets panel can be accessed by clicking Security Settings > Firewall > Porlseis from the Advenced Tasks 

interface
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{ 

  

The following portsets are defined on this computer. 

              

  
    

        

    

  

  
  

The Pert Sets are displayed as a tree structure. Clicking the + button beside the port sel name expand the iist of poris 
defined in it. The cefauit port sets shipped with Comodo Intemet Security are: 

。  HTYP Ports: 86, 443 and 8080. These are the default ports for htip traffic. Your Intemet browser uses this ports 

if connect te the Internet and other networks. 

*  POPSISMTP Ports: 119, 25, 143, 995, 465 and 587. These are the ports thal are typically used by mail clients 
like Outlook Express and WinMail for communication using the POP3, SMTP and IMAP proiccols. 

。 Privileged Ports: 0- 1023. This set can be deployed if you wish to create 3 rute that allows or blocks access to 
the orivilegec port range of 0-102. Privileged ports are so called because # is usually desirabie to preveni users 
from running services on these ports. Network admins usually reserve or prohibit the use of these ports, 

You can use the search option ic find a specific port set in the list by clicking the search ico 

header. 
t the far right in the column
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Porsets 

  

NOONE 
  

The following portsets are defined on this computer. 

    

      

    

  

e Enter the name of the part set io be searched in full or part in the search field. 

° Chick the right or left arrow at the far right of the column header to begin the search. 

Click the SV icon in the search field io clase the search ontion. 

  

You can create new poriseis and allow access to them for applications, with the access priviieges specified through Aspfcatien 
ipss 2? os Sissy sae NS a We eexss Staches, 3] Rais interface. Refer to ‘Creating ay ModNyhsg Ffrowall! Nuiss' for more details. > 全 

To add a new portset 

1. Click the handie from the bottom center of the Portsets interface and select ‘Add from the op¥ons. The ‘Add Poriset' 
Gialog wil! open. 

 PAKA Gg co     

    

    
  

Name: ‘Ports for Mail Client 
  

  

    

2. Enter a name for the new portset in the Name field. 

3. To add ports to the new portset, click the handle from the bottom center and choose ‘Add’ from the options. 

{
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om 

=} Exclude (i.e. NOT the choice below)    
    

  

& Any 

& A Single Port    

  

© A Port Range 
     

4. Specify the ports to be included in the new portset: 

° AnVy - io choose al! ports; 

e = Asingle port - Defins the port number in the combo box beside; 

¢ Apert range - Enter the start and end port numbers in the respective combo boxes. 

° Exclude (i.e. NOT the choice blow): The oppesite of what you spacify is applicabie. 

5. Click ‘OX’ in the ‘Port’ dialog. The ports will be added ic the new portset in the 'Ed# Porset interface. 

6. Click 'OX' in the ‘Edit Porisets’ interlace to create the new portse?. 

Cnce created, a Portset can be: 

个 .1 一 : i * age SeNARSAASS o ASS ~ Soares SN SN + Quickly called as ‘A Sei of Ports’ when creating NSERSS 3 Firawal NSSSSSS 

  

  

  

S
O
M
O
S
 

Pyen 
pene XS S 

aN 
N 

  
  

  

          
  

        

  HTTP Ports 

HTTP Ports 

POPSISMTP Parts 

        
Privileged Ports 

      
                                                

  

  
To edit an existing port set 

。 Select the portset from the 'Portsets’ interface, click the handle from the batiom center anc select the ‘Edit from 

the options to bring up the ‘Edit Portsef dialog. IBM - Ex. 1002-Part 7 of 10, Page 2522 
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” Thsediting procedure is similar to adding SS SSISSSS explained above. NS 人 

8.2.3.7. Website Filtering 

The Website fifering section allows you to set up rutes to allow or block access to specific websites. Rules can be created for 

particuiar users of your computer, which makes this feature very usefui for both home and work environments. For example, 
parents can block juvenile users from visiling inappropriate websiles while companies car prevent employees from visiting 
social networking sites during working hours. You also have the opticn to crezis a log event whenever a user fries to visita 
website which is in conflict with a rule. 

The Website Filtering panel can be accessed Sy clicking Security Settings > Firewail > Website Filtering tab from ‘Advanced 
Setings' interface. 

¥ Vebsite Filtering 

i] Enable Website Filtering (Recommended) 

This opticn enables frowall tc fiter web cites aecarding to the Rs and profiles defined 

Allowed Sites 

sos : 
Sek avacviow- NS QVSPVi yy 

e Rules are consiucted from one or more ‘calegoties’. 

*  Acaiegory is 2 collection of one or mare ‘Websites’ 

* — A 'Website' can be specifiect with its full URL or part of URL with wildcard characier (*} 

+ You must set a rule tc be ‘Allow’, ‘Block’ or ‘Ask’ and must specify to which users it should apply. 

CIS ships with four preset categories of Websites which can be added ic rules that you creaie. Three of these are han- 
modifiable lists which are managed by Comodo. These are ‘Comndo Sale category’, ‘Comode Phishing category’ and ‘Comodo 

Maiware category’. The fourth presel, ‘Exclusions’, is empty by default but allows you to specify websifes that shouid be 
aliowed. You should add URLs to the ‘Exclusions’ category over time if you find you require access to a website which is blocked 
by a osiegory. : 

  

eee
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CIS aiso ships with fwe predefined rules, ‘Allowed Sites! and ‘Blocked sites’, both of which are modifiable, If switched on, the 
‘Blocked sites’ rule will proactively block access fo websites in the ‘Comodo defined Malware sites’ and ‘Comedo celinad 
Phishing Sites’ categories. If you wish, you can add other categories to this mule ic expand its coverage. The ‘Allowed Sites’ rule 
will permit access to websites in the Comodo ‘Safe Sites’ category and ‘Exclusions’ cefegories. 

To set up a new rule cf your own, click the ‘Rules’ tab, click ‘Adc’, name your rule, add categories to the rule, specify ic which 
users it should apply and whether it should be ‘Ailow’, 'Block’ or ‘Ask’. 

The ‘Website Filtering’ panel has two iabs: , r 

s - Allows you to define Website Fillering Rules and assign to requirec users. Refer to the seciion ‘Creatiag er 
3es' for more details.    

  TAY A Ce RU at eS RS SwaNaa YEARS NS : WoSsHs § SSSSSS AU 
. 

° —- Sakegarivs - Allows you to define categories of Websites to be allowed or blocked in Websile fiitering rules. Refer to 
the section Defining or MasSying Website Sasasosies’ for more details. 

  

  

* — itis the ‘Caiegeries’ section where you specify the website(s) you wish to block cr allow, not the 'Rules’ section. A 
ruie is mainiy for specifying the user(s} for whom a category of URLs should be filtered and whether those categories 
should be allowed or biccked. 

- Wher creating a new rule, you will be required to specify which categories should be included. You can elect io use 
just the pre-defined Comodo categories but, if you wish to fiter specific websites, you will need tc create your own 
category. 

° For example, ¥ ycu wanted to create a category ic block youtube.com and ceriain other leisure websites, you would ° 
click ‘Categories’ > ‘Add Category’ > Tyee name for category > Select your new category in list > ‘Add Website’ > 
Type wivit youlube.com. Click ‘Add Wepsite’ again to add more sites. You will now ce able ic select this category 
when creating a rule for a user(s}. 

° —_- Refer io the section ‘stining of Mossy        
  

6.2.3.7.1. Creating and Modifying Website Filtering Rules 

The ‘Rules’ tab allows you ic create, view, edit and specify exclusions to your website filtering rules. The powerful rule 

coniiguration interface lets you create rules which are as sweeping of as granular as you require. Rules can be sreaied on 2 Per 
user basis, allowing you to contre! exactly which websites certain people can or cannot visit. You can alse cisable or enabie a 
ruie as required al any time. 

Comodo Firewall implements rules for the currently logged-in user based on the omer they are in this list. Should a conilici exist 
beiween individual rules, then the rules at the top takes priority. Click the handie and use the 'Move Up’ or ‘Move Gown’ buttons 
to change 2 rule's pricrity. 

ve
e 

| 

ee
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。 The swiiches in ihe ‘Enable RUie column enable you ic quickly turn a rule cn cr off 

¢ The check-boxes naxt to a rule name allow you to select il for editing, removing or re-prioritizing using the controis at 
the bottom of the interface: 

  

  You can search for a specific rule dy clicking the search icon at ihe far right in the column header.
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" Comodo Internet Security - User Guide  < ex 
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e Enter full cr part of the name of the ruie in the search field. 

¢ Click the right or left e:row at the far right to begin the search. 

=。 Click the 并 icon in the search field to close the search option. 

  

To create 3 new Website Filtering rule 

~
 Over the Wasbsits Filtering’ Panel by clicking ‘Security Settings’ > ‘Firewall’ > ‘Website Fiierifg from the ‘Advanced 

Settings’ interface. 

Nu
 Click the handle at the boitom of the Rules interface and select 'Add’:
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3. Enter a name forycur new fier, 

4. Select the categories that should be added to the filler: 

e Click the handis at the bottom of the ‘Calegory’ pane and choose ‘Add’.IBM - Ex. 1002-Part 7 of 10, Page 2527 
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Name: ;For Gourmands 
  

人 

    

  
              

  

    

      

  

  
Select a category and click OK to addit to your rule. Repeat the process ic add more caiegofiss. 

The ‘categories’ window contzins a fist pre-defined Comodo categories and eny user created calegoriss. Comodo 

categories cannai be modified. 

Comodo Safe Sites - Websites thei are considered safe according to global whitelist 

Comodo Phishing Sites - Websites that lead to phishing websites, ss per dynamically updated 

Comodo Backlist 

Comodo Malware Sites - Websites that may inject mahvare into your system, as per dynamically 

updated Comode Blacklist 

For more details on crcating and modifying user specified calegnries, Refer to the section Defining or Masdying 

5. Add Users or User Groups to whom the rule shouid be appilect: 

Click ihe handle at the bottom of the ‘Restrictions’ pane and click ‘Add’. The ‘Select ser or Group’ dialog wl 
epoeer: IBM - Ex. 1002-Part 7 of 10, Page 2528 
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    e — Enter the names of the users ic whom the ter is to be applied in the ‘Enter the object name ic select’ text 

box with the format <domain name>\<usei/grous name> or <user/group name>@<demain name>. 
Altematively, click ‘Advanced’ then ‘Find New to iocate specific users. Click ‘OK’ to confirm the addition of 
the users.
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II 
After adding target users or groups, you next need to specify whether those users should be allewed or blocked from viewing the 
websites in the category or they should be asked if they want io continue. This is done by modifying the link in the ‘Restrictions’ 
colurnn: 

  

  

    

  

      
  

    

  

          
Ss Malware Sites 

    

    

  

                
            

    
e Allow - The websites in the caiegores can be accessed by the user. 

¢ lock - The websites in the categories cannot be accessed by the user. 

° 有 sk -An alert will be displayed in the browser (shown below) if the user tries to access any of the websites 
in the category. The user can cecide whether or not io continue. .
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www. stalefacd.com ENS 
  

www.stalefood.com 
    

    
  

  

  

      
\ 

6. Use the ‘Leaging’ switch to choose whether or no! atiempis fo access a categorized website are logged. 

7. Click OX’ tc save your new rule. The new rule will be added to the list of rules under the ‘Rules’ tab 

8. Make sure that the rule is enabled using ihe toggle switch under the Enable Rule column for ihe ule to iake effect. 

。 Yeu can disable cr enable niles at any time using the switch under the 'Enadle Rule’ column. 

/ . 

important Note to Windows 8 and Windows 8.1 users: If you are using Internst Explorer 11 version 11.0.8690.16284, itis 
mandatory fo add the user group 'ALL APPLICATION PACKAGES’ to the Resiictions list in addition to the intended users for 
each rule you create. ， 

if you or other users access websiles using internat Expiorer 17 cn Windows 8/8.7, then: you must add this user group er your 
tuies will have ne effect. For exampie, users wil! stil be abie to access blocked websites. 

To add ‘ALL APPLICATION PACKAGES ' fo the restrictions list 

* — Click ‘Advanced’ in the ‘Select User er Group’ dialog
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Name. _ | ie Folger 
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WWE HOS LOGON AABN 

& authenticated Users 

&& Backup Opertors 

AS BATC! 
RS CONSOLE LOGON 
&&, CREATOR GROUP 

  

  

  

      
+ Click 'Find Now’ and select ‘ALL APPLICATION PACKAGES’ from the lisi of usars and groups displayed in the list at 

the bettom 

° tick OK 

  

  

  

To edit existing rules 

1. Open the ‘Website Filtering’ Panel py clicking ‘Security Settings’ > ‘Firewall’ > ‘Website Filtering’ tab from the 
‘Advanced Settings’ interlace 

2. Choose the Wepbsite Filtering Rule to be edited under the 'Rulss’ tab by selecting the checkbox beside the rule. 

3. Click the handie from; the bottom center of the Rules interface and choose ‘Edi? from the options. 

tegories, acd/remove users or 
a ng Sais for more details 

    
有 SS 

The ‘ Website Filtering Rule’ interface for the selacted mule will cpen' You can add/remove ca 
change the restriction for selected users from this interlace. Refer ic Ts cygate 8 9 
on this interface. 

To remove a Website Filtering Rute 
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1. . Open the ‘ Website Fiiering' Panel by clicking 'Security Settings’ > 'Firewail’ > ‘Website Filtering’ tab from the 
‘Advanced Setiings’ interlace 

2. Choose the Website Filtering Rule(s) to be rsmoved uncer the ‘Rules’ tab by selecting the checkbcx(es} beside them. 

3. Click the handie from the bottom center of the Rules interface and choose 'Remove' from the options. 

To change the priority of Website Fillering Rutes 

1. Open the ‘ Website Fiering Panel by clicking ‘Security Settings’ > ‘Firewall’ > ‘Website Filtering’ tab from ithe 
‘Advanced Settings’ interlace 

2. Choose the Website Filtering Rule to be moved under the ‘Rules’ tab by selecting the checkbox beside the mule. 

w Click the nandie from the Sottom center of the Rules interface and choose 'Move Up’ cr ‘Move Down’ option to change 
the order of the rules in the inteMface. ‘ 

§.2.3.7.2. Defining or Modifying Website Categories 

The ‘Caiegories' pane disolays a jist of user-defined categories that can be added io ruies. A category can be a list of one 

  

more URLs and/or part of URL with wildcard character. You cen search for a specific category by clicking the search icon 
at ihe far right in the column header. 

  

如 Enable Website Filtering (Recommended) 
THR; : fal See yrag hi ta 2 tale ofan sec ardines ea th 站 
SS en@hies frewalltc Mtar web sifes accerding Ta fhe me 

  

  

    

    

4+ Food Shops 

  

CELTTEN OUEST ELS Seer ee en 

~~  
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To search ior a specific category, click the search icon t the far tight in the column header. 

也 

  

  
    

    

  

  

    

  

          

  

  

Enter full or part oj the name of the category in the search jield, 

Click the tight or left arrow at the far right of the column header to begin the search. 

六 
Click the S. icon in the search fisld to ciose the search option. 

Adding a New Category of Websites 

Adding a new category invelves two sisps: 

* Step 1 - Define a name for the category 

Step 2 - Add Websiiss to be included to the caiegory 

Step 1 - Define a name for the category 

1. Osen the ‘Website Filtering’ Panel Dy clicking ‘Security Sellings’ > ‘Firewall’ > ‘ Website Filtering’ tab from the 
‘Advanced Settings’ interface 

Click the ‘Categories’ tab io open the ‘Calegories’ pane. 

Click the handie from the bottom center of the ‘Caiegories’ pane, click ‘Add’ irom the options and choose ‘Add 
Category’ from the drop-down. The ‘Edit Property’ diaiog will open. )
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: Food Sh 
    4. Enter a name for the category and click OK 

- 

The new category will be created and added under the ‘Categories’ tab.
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Enakie Website Filtering (Recommended) 
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You can add URis of websites to be included in the czis: 

Step 2- Add URLs to be included to the category 

You can add websilas tc a category in two ways: 

ir)
 ri)
 

< 

  

To manually specify websites 

1. Select the Category under the ‘Categories’ tab. 

2. Click the handie al the bottem of the ‘Categories’ pane, click ‘Acid’ then choose ‘Add Website’ from the drop-down 
menu. The ‘Add Website’ diaiog will open:
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Enter Website Name (e.g. *.evilsite.com) 
  

www.hotelstalefood.com 
    

3. Enter the full URL or a part of URL with a wildcard character" of the website(s) to be included in the category. 

。 Toadda specific websilefwebpage, enter the full URi of the websitefwebpage 

« To include ali sub-domains of websile, add a wildcard character and a period in front of tha URL. For 

example, *.friskywenches.com will cover friskywenches.com, lcgin friskywenches.com, 

nictures.friskywenches.com, videos.friskywenches.com and so cn. 

e To include ali the websites with URLs that start with a specific string, add a wildcard character after the 

string. For exarnote, “pizza*" will cover ‘pizzahut.com’, pizzacomer.com, and so on, 

e To inslude all the websites with URLs that contain a specific string, add the wildcard character befor and 

/ after the sting. For example, *pizza”’ will cover hetpizza.com, spicypizza.com and so on. 

The website will be added to the category, 

4. Repeal the process to add more wedsites. 

To upload a list of websites from a text file 

{. Select the target category from the ‘Categories’ iab. , 

2. Click the handie at the boitorn of the ‘Categories’ pane then click ‘Add! and choose ‘import’ 

3. Navigate to the file containing your list of URLs.
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8 ° 
3 cd man files 

      
  

  

  

    
  

  

MalwarePatro! (Plain Text} format(™. txt} 
  

  
  

  

  

  
Nats: The text file should contain only the list of full URLs or URLs with wildcard character (*} of the websites. The fie should * 

be of the’ ixi format. : 
  

  

4. Chirk ‘Open’. 

CIS wil automatically add the websites specified in the text file into the selectec calegary. 

To rename a category 

1. Open the ‘Website Filtering’ Panel dy clicking ‘Security Settings’ > ‘Firewall’ > ° Websife Filtering’ tab from the 

‘Advanved Settings’ interlace 

2. Click the ‘Categories’ tab to open the ‘Categories’ pane. 
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4, 

5. 

  

Select the category io be renamed. 

Click the handie from the bottom center of the ‘Caiegories’ pane and choose ‘Edit’ from the options. The ‘Edit Property’ 

cialog wil! cpen. 

Enter the new name for the saiegary and click OK 

The category will be renamed immediaiely both under the Categories iad anc in the Website Fillering Rules to which tis 

applied. 

To remove a Website from a category 

人 
> 

Open the ‘Website Fitering’ Panel dy clicking ‘Security Settings’ > ‘Firewall’ > ‘Website Filtering’ tab from the 

‘Advanned Settings’ inferface 

Click the ‘Categories’ tab io open the ‘Categorias’ pane. 

Click the + button beside the category to be edited to expand the website list 

Seiest the Website(s) to be removed 

Click the handie from ihe bottom center of the ‘Categories’ pane and choose ‘Remove’ from the options. 

To remove a Category 

1. 

a 
4. 

3 

» 24, 

Open the ‘Website Fitering’ Panel by clicking Security Settings’ > ‘Firewall’ > "Website Filtering’ tab irom the 

‘Acvanced Settings’ interface 

Click the ‘Caisgories’ tab ip open the 'Categeries' pane. 

Select the Category tc be removed 

Click the handie from ihe bottom center of the ‘Categories’ pane and choose ‘Remove’ from the options. 

  

  

Note: You cannot remove a category which is currently appiied in a Website Filtering Rule. Before removing a category, make 

sure you remove the category from the rules to which # is applied. 
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    6.2.4. Manage File Rating 
The CiS file rating system is a cloud-based file laok-up service (FLS) that attempts to ascertain the reputation of les on your 

computer by consulting a globai database. Whenever a file is frst accessed, CIS will check the file against our master whitelist 

and biacklisis and will award it Susted status if: 

° The applicatior/ile is included in the Trusted Files list; 

。 The application is from a vendor inciuded in the Trusted Sofavare Vendors jist; 

。 The application is included in the extensive and constantly updated Comodo safelist. 

Trusted files are excluced from monitoring by HIPS - reducing harcware anc software resource consumption. On the other hand, 

files which are identified as malicious will be added to the & ‘os list and denied all access rights from cther processes 

of users - effestivaly cutting them off from the rest of your sysiem. Files which could rot be recognized by the rating system are 

added to the list of ‘Usresagniged Flies’. You can review files on the unrecognized list and manuaily choose to 

sruslblock/deleie them or investigate further by sencing them to Comodo for analysis/tunning ancther file ook-up. 

The ‘Manage File Rating’ area allows you tc view and manage the list of Trusted Files and Unrecognized Files and also allows 

you to: . 

+ Manually add files and executables to Trusted Fies list. 

。 — Submif unrecognized fles for iock-up and view the list cf files you have submitted previously. 

+ View and manage the Trusted Soitware Vendor list. 

File Rating Setings 

  

Enable Gloud Lookup (Recommended? 

Analyze unknown files in the cloud by uploading them for instant analysis 

几 Trust applications signed by 3 

Trust files installed by trusted installers 

  
Click the iclicwing links to jump to the section you need help with: 

SaNings - Configure settings that gover the overali behavior cf file rating. 
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Sgsocagsized Flee - View and manage unrecognized items. 

。 -View any files slreacy submitted to Comodo for analysis. Ss - 
OUSHIHRS 

Trugiog Vensers - View the jist of trusted software vendors end manually edd vendors. 

6.2.4.1. File Rating Settings | 

The fie ratings ‘Settings’ panei allows you to configure the overall behavior of the feature. 

» © The File Rating Setiings panei can be accessed by clicking Security Seitings > Fite Rating > File Rating Settings iad 

from ‘Advanced Seilings'’ interface , 

  
  

    

。 Enable Cloud Lookup - Allows you to enable or disabie Fiie Rating. (Default and recommended =Enabied) 

e Analyze unknown files in the cloud by uploading them for instant analysis - Instructs CIS to automatically submit 

to Somedo ‘hose files whose tustworthiness could not be assessed by cloud iook-up. Comodo Technicians wil 

analyze the file and add it to future Dlackiists # found to be malicious. (Default =Disabled) 

+ Trust applications signed by trusted vendors - # enabled, CIS will award trusted status to executables and tes 

that are cocie-signed by vendors in the Trusted Venders list. Click the words ‘trusted vendors’ to cpen the Masies 

Yousors panel. (Default =Enabied} 

o Trust files installed by trusted installers - if enabled, CIS will tris executabies and flies whose parent applicationsIBM - Ex. 1002-Part 7 of 10, Page 2542 
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are fisted under the ‘installer or Updater’ rue in HSS Rules, (Default =Enabled} 

6.2.4.2. Trusted Files 

Files addad to the Trusted Files list are automatically given Defense+ trusted status. If an executable is unknown to the 
Defense+ safe iist then, ordinarily, it and all #s active components generate HIPS aleris when thay run. Cf course, you could 
choose the ‘Treat this as a Trustec Application’ option at the alert but itis offen more convenient to classify entire directories of 

Hles as Trusted Files’. 

CIS allows you to celine a personal safe list of files to complement the default Comocio saie list. 

Sy acding executables tc this list {including sub folders containing many compcnents} you can reduce the amcunt of alerts thai 
HIPS generates whilst maintaining a higher level of Defense+ security. This is particularly useful for developers that are creating 
new applications thal, by their nature, are as yet unknewn to the Comodo safe list, Files can be transferred into this meduleby 
clicking the ‘Mcve to’ bution in the ‘Mares § SHos' area. 

  

   

° The Trusted Files pane! can be accessed by clicking Security Settings > File Rating > Trusied Files fron: the Advanced 
Tasks interface , 

  

  

      

program Hlestcamadotcame... 

clpregram Hes\openofiice. cre... 

      
  

You can use the search opiion ic find a specific item in the fist dy clicking the search iccn at fhe far right in the column 

header.
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° Click the chevron cn the left side of the column header and select the search criteria from the crop-down. 

。  €nter the name of the item to be searched in the search field. 

° Click the sight or feff arrow at the fer right of the column header to begin the search. 

* Click ihe S igor in the search field to close the search option. 

Clicking the handle at the bottom center of the pane! opens the following options: 

    

  

M
A
N
N
M
N
M
M
M
M
M
M
 

A
M
 

      

=。 Adie - Allows you to add files to Trusted Files list manually 

  

ve - Allows you to move files fram Trusted Files list to Blocked Files or Unrecognized Files lisi 

© Remove - Allows you fo remove files from Trusted Files list 

。 Purge - Runs a sysiem check to verify that ail the files listed are actually instalied on the host machine al the path 

specified. If not, the file is removed, or ‘purged’, from the fist. 

CIS ailows vou to add files and executables to the list of Trusted Fifes so that those Hes will be given Trusted status. For ihe files 

added manuaily, il generates a hash cr a digest of the file using a pre-cefined algorithm and saves in its database. Or access to 

any fifa, its digest is created instantly and compared agains! the list of stored hashes to decice on whether the file has Trusted’ 

siatus. By this way, even if the-file name is changed leier, it will retain its Trusted status as ihe hash remains same. Howaver you 

can alsc add ilesby their fle names, but if you happen ic change the fle name later, it lcoses its Trusted’ status. 

To add new file(s) to Trusted Files list 

。 Click the nandie from the Sollom center and choose ‘Add’ 

    

  

   
    

M
l
 

  

  

  ae |     
You can add files to the Trusted Files list by three ways: 

  

      

。 Fites - Allows you fo navigate to the file or executable cf ihe program you wish ic add.IBM - Ex. 1002-Part 7 of 10, Page 2544 
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Folders - Allows you to navigate to the folder you wish to add. Al the files in the folder will be added to the 

‘Trusted Files’ list. 

e Running Processes - Allows you io select a currently running process. On selecting a process, the parent 

application, which invoked the process wil! be added ic Trusted Files’ lisi. 

« Slick GK for your changes to ‘ake effect. 

To move an included entry to Unrecognized Files or Biocked Files 

。 — Select the entry to be transferred ous of the ‘Trusted Files’ list inte either Unrecognized F hes or Moaked Fes. You 

can select several entries tc be moved al once by marking the check-boxes Desid ies 

* Click the handie from the bottom center and choose-Move’ 

  

  

。 Choose ‘Unrecognized Fiies’ cr 'Blocked Files’ from the drop-down. 

° Click OK for your changes to take effect. 

To remove an included entry from the Trusted Files list 

。 Select the entry to be removed from the ‘Trusied Files’ fist. You can select several entries ic be removed ai ance by 

mariéng the check-boxes beside the enizies. 

。 Click the handle from the bottom center and shoose ‘Remove’. The ile is only removed trom the list and not deleted 

from your system. 

° Click OK for your changes to take effect. 

§.2.4,3. Unrecognized Files 

Once instalied, the HIPS waiches ail file system activity on your computer. Every new executable jie introcuced to the computer, 

is frst scanned against the Comede cerlified safe files database. If they are not safe, they are added to the ‘Unrecognized Fiies' 

for users to review and possibly submit to Comodo. Apar from new executables, any executables that are modified are also 

moved to the 'Unrecognizec Files’ area. 

"Unrecognized Files’ is specifically important while HIPS is in ‘Clean PC Moda’. In Clean PC Mode, the files in ‘Unrecognized 

Files' are NOT considered clean. For more intcrmation, please check Claas SO Mode’ on the RS salings sage. 

The files that are moved to Unrecognized Files list either automaticaily or manually, can be checked ‘or their trustworthiness in 

awo ways: 

+ — Online Lookup - ff you are uncertain with the reliability of a file or executable added to the unrecognized file, you can 

perform an onfine lookup fer the sare by contacting Comodo servers. Comodo's master safe :ist catebase will be 

checked for any information available about the executable/fle in question and the resutis wil be displayed. Based an 

ihe resuits, you car decide on 

。 Trusting the fle end allowing it to run by adding it to the Trusses F8es list, 

or 

。 Block the file by moving # to Sisched F8es list. 

Refer to the section Yo pasforss ag ontine iookys for unrecognized {es for more details.
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Submitting file(s} for analysis at Comodo - You can also submii the iles moved to Unrecognized File list or the files for 

which the Oniine File Look Up did not yield any resuis for analysis by experts at Comode. Files submitted will be 

analyzed thoroughly by experienced technicians ai Comodo and will be added io glocal safe list, # the He is found 

trustworthy or to global biacklist, if the file appears to be malicious and wil be added ic the next virus database 
SS Nays Eos ass. 

update. This will benefit all the CIS users worldwide. Refer to the section Te gangally submit fies is Cosiante for 

more detaiis on submitting suspicious fifes to Comodo. 

The ‘Unrecognized Files’ panel displays the jsi of files added as Unrecognized Files anc allows you to assess the pending jies 

to determine whether or nol they are to be trusted. If hay are trustworthy, they can be moved to Trusted Files’ using the NSSS 

ss bution. Similarly, files that ars suspicious can be moved to the ‘Steckes Pss area. - 

You can alsc add files upon whieh you are suspicious inte ‘Unrecognized Files’ list te check whether the master Comede safe iist 

coriains more information on then or to submit the files to Comodo fer analysis. Experis at Correco will analyze the files anc 

add them fa gioka! while-list or black-list acceraingly. 

。 The Unrecognized Files panei can be accessed by clicking Security Settings > File Rating > Unrecognized Files tab 

from the Advenced Tasks interface. , 

Linrecognized Files 

  

The files below are not recognized by security components and waiting for 

Classification. ， 

  
  

      

  

5 ccwregram flesipopaye\gd... 

  

  
    

    

You can use the search option ic find a specific item in tha fist Sy clicking the search icon BSS al the far right in the coiumn 

header.
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) 

é 

。 Glick the chevron on the left side of the column header and select the search crilevia from the drop-down. 

。 — Enter partly or fully the name cf the item to be searched in the search fieid. 

* Click the right or lefi arrow at the fer right of the coluran header to begin the search. 

e Click ths SS icon in the searcti field to ciose the search option. 

Clicking the handle at the bottom center of the pane! opens the following options: 

° Age - Allows you fo add files to ‘Unrecognized Files’ fst manually 

2 Save - Allows you to move files from ‘Unrecognized Files’ list ic Trusted Files or Blocked Files ist ‘ 

。 Remove - Allows you fo remove files from ‘Unrecognized Files’ list 

¢  LgaSep- Starts the online lookup of selected file withthe master. Comodo sielist if any details are avaiiable 

° 

° Delete file - Celetes the highfighted fife from your.compuier 

。 Purge - Runs a sysiem check to verify thal ail the files listed are actualy installed on the host machine al the path 

specified. If not, the file is removed, or ‘purged’, from the ist. 

To manually add files to ‘Unrecognized Files’ list 

* Click the handie from the bottom center and choose ‘Add 

人 

NY 

AN 

  
  

    
You can add files to the Unrecognized Files list by thres ways: 

Files - Allows you to navigaie to the file or executable of the program you wish io add. 

° Folders - Allows you ic navigate to the folder you wish to add. Al the files in the folder will be aelded to the 

‘Unrecognized Files' fist. 

。 Running Processes - Allows you to select a currently running process. On selecting a process, the parent
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. spplicaton, which invoked the process will be added to ‘Unrecognized Files' list. 

¢ Click OK for your changes to fake effect. 

To move an included entry to Trusied Files or Blocked Files 

  

e Click the handie from the Dottom cenlar and choose ‘Move’ 

NS     

       

    

  

  
    

    

           

。 Choose ‘Trusted Files’ or Blocked Fies from the drop-down. 

* Click OK for your changes to take effect. 

To remove an included entry from the Unrecognized Files ‘list 

。 Select the entry to be removed from the 'Unrecognized Files’ list. You can select several entries to be removed at cnce 

by marking the check-boxes deside the entries. 

° Click the handie from the bottom center and choose ‘Remove’. The file is only removed f#om the list and not deleied 

from your systern. 

。 Click OK for your changes to take effect. 

To perform an online lookup for unrecognized files 

。  Seiect the fies to be checked from the 'Unrecognized Files’ jisl You can select severai entries al once by marking the 

check-boxes beside the entries. 

° Click the handie from the Dottom center and choose ‘Lookup...
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The files below are not recognized by security components and waiting for , 

classification. ' 

  

  

  

        

  

  

RS 

Comodo servers will be contacted immedigiely to conduct a search of Comode's master safe list database to check if eny 

* information is avilable about the files in question and the results will be displayed.
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         SS 

Trusted 
  

° _ fa file is found to be malicious, it will be indicated as ‘Bad’ with a red icon. You can mave Sis Mocked FX 

  

> If he file ig found to be seve, it will be indicated as Trusted’ with a green icon, You can save § ko Trusted Fife 

  

> if no informaiion is available, it wil be indicated as ‘Unknown’ with a yellow icon. You can SR 
: Say - 
OY ASE 

        

To manually submit fifes to Comodo 

_ + Select the entry to be submitted from the ‘Unrecognized Fies fist. You can select several entries to be sent al once by 

_ marking the check-boxes beside the entries. 

。 ‘Click the handie from the Dotlom center and choose ‘Submi?’. The file(s) wil be immediately sent to Comodo. 

You can view ihe list ol files you submitied so far, from the SNSNNISSS FESS panel. 

6.2.4.4, Submitted Files : 

The Submitted Fites panel displays a fist of files you have submittec so far for analysis to Comodo.
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        ‘rogram Fites\PooEyelabdurt. 72014 72:51 PM = Normal 

  
  seen nee ww 

ri 

  

You can use the search option to find a specific fle in the fist. 

To use the search option, click the search icon = at the far sight in the column header. 

    

    
  

  

» Click the chevron on the left side of the column headef and select the search criteria from the drop-down. 

。 Enter partly or fully the fle path or the submitted status as per the seiectec criteria in the search field. 

。 Click the sight or left arrow at the far right of the column header to Degin the search. 

。 Click the S. icon in the search field to ciose the search option. 

Clicking the hancle at the Soitom center of the pane! opens the following options: 

  

  
+ Clean - Clears the iist 

。 Refresh - Reloads the list to add tems that are submitted recently IBM - Ex. 1002-Part 7 of 10, Page 2551 
IPR2025-00379 (IBM v. Croga)



  

6.2.4.5. Trusted Vendors List 

in Comodo Intemet Security, there are twe basic methods in which an application can be treated as safe. Either it has to be part 

of the “Safe List’ (of execuiabies/software that is known to be seis) CR that application has to be signed by one of the vendors in 

the Trusted Software Vendor Lis?. 

From this point: 

+ — IF the vendor is on the Trusied Software Vendor List AND the user has enabled "Trust Agpticaiio 

Teusied Veusers' in the File Rating Settings panel, THEN the application wil be trusied andi allowed to run. 

¢ iF the vendor is nct cn the Trusted Sofiware Vendor List OR the user has noi enabled ‘Trust Applications signed by 

Trusted Vendors’ THEN the application will be sancboxed. #f the application in question is an installer then CiS wil 

generate an elevated privilege alert. 

Software publishers may be interested ic know that they can have their signatures added, free of charge, to the ‘master Trusted 

Software Vendor List that ships ic ali users with CIS. Detaiis about this can be found at the foot cf this page. 

The ‘Trusted Scftware Vendors’ panel can be cpened by clicking Security Settings > File Rating > Trusted Vendors. 

I 

  

  

      

  
总 Carperation 

  
    

You can use the search option te find a specific vendor in the list. 

To use the search option, click te search icon at the far right in the colurmn header.    
  

  

  
  

    

  

    

° Click the chevron on the lei side of the column header and select the search critetia from the crep-down.IBM - Ex. 1002-Part 7 of 10, Page 2552 
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SS 

RAN 

  

+ — Enter partly or fully the vendor's name in the search eld. 

* Click the right or lefi arrow at the far right of the column header to begin the search. 

° Click the SS icon in the search field to close the search option. 

  

Background 

Many software vendors digital sign their software with a code signing certificate. This practice helps end-users to verify: 

Cuiitent Source: The soitwaro thay are downloading and ara about fo insiali realy comes from the publisher 
that signed it 

i: Content integrity: That the software they are downloading and are about to install has not be modified or 

corrupted since it was signed. 

in short, users benefit # software is digitaily signed because they know who published the software anc thai the code hasn't 

been tampered with - thai ere are downioading and installing the genuine software. 

The ‘Vendors’ that digitally sign the scftware to attesi to is probity are the software publishers. These are the company names 

you see listed in the first column in the graphic above. 

However, companies can't just ’sign’ their own software and expect il to be trusted. This is why each cede signing certificate is 

counter-signed by an organization called a ‘Trusted Certificate Authoriiy’, ‘Comodo CA Limited’ and ‘Verisign’ are two examples 

of a Trusted CA's and are authosized io counter-sign 3rd party.sofiware.-This counter-signature is crilicai to ihe trust process and 

a Trusted CA oniy counter-signs a vender’s certificate after it has conducted deiailed checks thal the vendor is a legitimate 

company. 

ifa fle is signed by a Trusted Software Vendor ard the user has enabied ‘Trust Applications thai are digitally signed by Trusted 

Nt iomaiically trusted by Comode Internet Security (if you would like to read mere about code 
VAN 

sSet ooesanoeinaing! 7 SSG YN STN. 
   

  

One way of telling whether an executable file has been digitally signed is checking the propeities of the .oxe #le in cuestion. For 

exampie, the main program executable for Comodo Iniernet Security is called ‘cis.exe’ and has been digitally signed. 

。 Browse ic the {default} instelletion directory cf Comodo Intemet Security. 

e Right click on the file cis.exe. 

» Seleci Properties’ from the menu. 

+ Click the tab ‘Digital Signatures {if there is no suci tab then the soitware has not been signed). 

This dispiays the neme of the CA that signed the software as shown below: 

SUNN 
¢ co) ai          

     
  

    
      

                            

  

  
                      

Click the 'Detaiis' buiton to view digital signature information. Click View Certificate’ to inspect the actual code signing certificate. 

r
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(see below). 

we 
NEES 
WW 

SSAA 
  

    

  Digital Signature Information 

This digital signature is OX. 

  

  

e-Signer infeemabion cere 本 ， This certificate is intended for the follawing purpose(s): 

oo tet a *Ensures software came from software publisher 
Protects software from alteration after publication 

  
  

  

  

* Refer to the certification authority's statement for details. 
  

Issuedto: Comodo Security Solutions 
    

  
Issued by: COMODO Code Signing CA 2 

Valid from 9/8/2013 to 4/9/2014 

        

  

                    

it should be noted thal the exampie above is a special case in that Comedo, as creator of 'cis.exe’, is Doth the signer of the 
software and, as a usted CA, it is aiso the counter-signer (see the 'Countersignatures’ box). in the vast majority of cases, the 
signer or the cerificate (the vendor} and the counter-signer (the Trusted CA) are different. See iis exasipis for more details, 

SN NS ok Masini fee Yor setant Mens Nis ass Sisvinves 2 ifeaccls at Voeersotagy SAIS IHG SSSTNIG FS UESAYH FH PUSLES VSS 

< 

A sofiware vendor can be added to the local 'Trusied Software Vendors’ kisi in two wzys: 

Me > $. AN x, SS SE. 本 Sot tye opation Sha wamiagtc sinnatnce foe an ovseisals Sis a ty fags Achy 
* SY FSSAINY she vonwos's signature ON Sit ONSEANANis Ns ON VOR SS Give 

Se caging tha wennasie sinnatics Sag 88 SUNKING Sromss 
° Sy SIG SNS NSS SS S NOT SE FNS SLOTS 

To add a trusted vendor by reading the vendor's signature from an executable 

。 — Click the handie from the bottom center and choose ‘Add’ > ‘Read from 2 signed executable’ 

      
NS 
SNNNNNNNNNN 

      

  

« Browse te ihe lecalion of the executable your local drive. In the example below, we are adding the executabie 

"VahooMessenger.exe’. 
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c 

    

  
  

*\startWrapper 

et tos 

          
YahooMessenger 

  
    

      

    All files (*.} 
  

  

On clicking ‘Open’, Comodo Iniernet Security checks thal the ,exe file is signed by the vencor anc counter-signed by a Trusted. 

CA. If so, the vendor (scftware signer) is added fo the Trusted Vendor fist TV ; 

SS 
  

  

TS signe signatisa ls OX. 

    

    
The fotowing SMIDOMPS EATS diNRSHY Sigh 1 

~ Spy Phaastifey 
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in the example above, Comodo Intemet Security was able to verify and trust the vendor signature on YahocMessenger.exe 

because it had been counter-signed by the trusted CA ‘Symantec’. The software signer 'Yahoc! Inc.’ is now a Trusted Software 

Vendor and is added to the lisi. Ail future software that is signed by the verdor ‘Yahoo! Inc.’ is automatically added to the 

Comodo Trusted Vendor list UNLESS you change ihfs sefing 全 FE Naling Soiings. 

To add a trusted vendor froma currently running process 

° Click the handie from the bottom center and choose ‘Add > ‘Read from 4 running process’ 

\ 
\ 
\ 
\ 

  

  

。 Select the signed executable that you want to trust and click the 'CX" button. 

LOOM 

  

  

      
CisTray.exe   1 wmiprvse.exe 

a} soffice.bin 

aie YahooAUService.exe 

y WifiSvc.exe 

{ wmiprvse.exe 

cis.exe 

: $8 emulator-arm.exe   
  

wins POUR IT TLD LeLeeeeeneeaendd 

Comodo Intemet Security performs the same certificate check as Gescrined above. Hf the parent appticaticn of the selected 

process js signed, CIS ads the vencicr to the Trusted Soltware Vendors list. 

Hi Comodo Internet Security cannot verify that the software certificate js signed by a Trusted CA then it dogs not add the soitware 

vendor to the jist cf ‘Trusted Vendors’. In this case, you can see the folowing error messags.
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MS NS < 

  

Satin The Tristed Safiware Vercors’ list displays two lypas nf soitware vendors: 

* User defined trusted sofiware vendors - As the name suggests, these are added by the user via one of the two 
methods outlined earlier. These vendors can be removed by the user by seleciing and clicking the Remove’ 

button. 

2 Comodo defined trusted software vendors - These ere the vendors that Comodo, in it’s capacity as a Trusted 

CA, has independently vaiidated as legitimate companies. If the user needs io rernove any of these vendors 
from ihe fist, itcan be done by selecting the vendor, clicking ‘Remove’ and restarting the system. Please note 
that the removal will iake effect only on restarting the sysism.       

Sofiware vendors can have their software added to the default -Trusied Vencor List thai is shipped with Comede inteme! 

Security. This service is free of cost and is aiso open to vendors that have used code signing ceriticates from any Certificate 

Authority. Upon adding the software to the Trusted Vendor list, CIS aulomalically trusis the soltware and does net generale any 

wamings or aierts on installation or use of the software. . 

through the sign-up form ai 
and make sure that the software can be downloaded by our 

  

° The sofiware is signed with a valid code signing certificate from a tusted CA’ ann 

¢ The sofiware does net coniain any threats that harm a user's PC; 

before adding it to the default Trusted Vendor list of the next release of CIS. 

More details are available at Ss: 

  

7.Comodo GeekBuddy 
一 Me dav -. 四 、. ‘ 

    

  

和 

One of the giesifeatuies of the CIS nterface is thei you cen immediately launch a chat with a qualitied computer support 

> Support > Get Live Support. If you have opted noi to include GeexBuday during CIS 

H start the installation aulomatically. 
technician by clicking ‘Help icon 
installation. choosing Get Live Suppori wi 

  

GeekBuddy is included with CIS Pro and Compiete versions and is available with CiS Premium. The GeekBuddy section of this 

quide ig broken down into the following sections: 
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K 

7.1. Overview of Services 
Comodo GeekBuddy inciuces the following services: 

e = Virus & Malware Removal - Our technicians remotely clear any detected viruses or malware that is found on your 

PC. 

* — internet and Gnline Identity Security - Cptimizaticn of your computer's security settings fo prevent ioss of sensitive 

daia and idenity thefi. 

* Printer or Email Account Setup - installation or updating of printer software end/or divers, checking ink levels and 

configuiing your printer to work on a wireless or wired network. We sei up your Intemet-based email account - any 

provider, any account. Greai for new computers and novice emai: users. 

。 Software Activation - insialiation, configuration, and activation of third party sefiware in your sysiem. 

。 General PC Troubleshooting - Detailed system check to identify and eliminate basic hardware and software coniticis 

in your Windows PC. : 

¢ Computer Power Setting Optimization - Optimization of your power management seltings based cn how you use 

your computer. Your Geek will help you go green and save money on your electric Dili. 

。  Comedo Sofware Installation and Set up - Insiallation and suppor of software supplied by Comodo. 

° Comodo Account Quesiions - Clarification of any doubts regarding your account in Comodo. 

7.2.Activation of Service ， 

GeekBuday is included in CIS Pro and Compiete versicns and users who purchased either of these PiS versions can skip this 

section and move on to the next section ' Shs CHesd and Using the Serving’, GeekBuddy client is downloaded along 

with CIS Premium (a free version) with a ‘ial license, but to use ihe full service, you have ic purchase and activate it 

NX 

    

    

\ \ Stert the GéekBuddy client by clicking the desktop shortcut icon r from the ‘Stari Menu’. 

The GeekBuddy Chai screen wili be displayed. 

ity < ce Soe « | comono 

ue — 
SN
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About GeekBuddy™ 

Product version: 4.9, 290011 §9 

Flatiarm targek Miceosoit Winders 

E2808 - 2013 COMGSS Security ScluBans, Inc 

This product B fcensed to: 

fobn Sraith 

COMOBS. 
\ 

License type: TRIALIReas! the COMORD Sofheare icense terms) ， 
  

License vaiiditx VALUIBI Change wast hicense key} 
  

License activation ACTNE 

Product ID: Hps-ca 

Partner ID: GeekSuddy 

Instance EX Sew 

Warning 

    

    

  

This computes progrant is protected by copyright lnw end international treaties. Unauthorized 
repreduction or distibution of this ssegram, cf any postion of if may result is severe chi end 
criminal cenalties, and wil! be prosecuted under the maximum extent gossible uncer law.     
  

e Click the ‘Change your ticense xsy link in the screen. 

The ‘Activate your Licanse' screen will Se displayed. 

S 

\ ee \            

    

        

  

Thank you. for cheesing GeekBuddy. You must activate a PAID tcanse to fully accees cur service. 
This wizard «sal guide vou through the activation :crocess. 

  

  

  

Before you enter your fcense key, please make sure you are connected to the Internet, and press 
“actrrate” button to initiate the fcense verificetion process, ' 
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inns ° Enter the License Key from your GeekBucdy retaii package or the key you received through your email (for cniine 

; purchases}. 

    

Cee Ge scl 

  

Thack you for dieasing GeehBuddy. You must activate a PATD license to fully ascess our service. 
This aizard will guide yeu through the activation ¢rocess. 

  

  

  

  

Before you.enter your Ecense key, please make sure you are connected to the Internet, and press 于 
“Sctivate® buttan to initiste Gre frense verification aravess. 

      

  

  

  

° Click the ‘Activate’ button or # you need more help on this click the Let our technicians activate the fcense for ycU 
button. ， 

    
The icehnss xey will Se checked and if correct, the 'Aciivation successful’ screen will be display 

‘aa ee 
Uh: >:    See Wie Oo 

This copy of SeekBaddy was successfilly activated! Please rpdate vow license registration 
infarmation} . 
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Er    
« ”Enter the name and email details in the respective fieids. 

。 ‘Click ‘Continue’. . 

  

  

      
The home page of GeekBuddy will be Gisplayed. Now you can start using it and seek the help of an expert te resclve your 

computer problems. 、 

Click ths following links for more deiails on how to start end using them: 

£ assshing Saat sad Eoin fhe NS 22 ° Lawsohing IS NS ANE USNig TS ASMwVes 

maw Ss. Yeo y ° Using issue Tracks 

7.3.Launching the Client and Using the Service 
The GeekBucdy client required for the services is installed in your system automatically aiong with CiS Pro and Complete. For 

CIS Premium, iis installed automatically if you have selected the option Install Comode GeexBuddy curing insiallation . 

You can stan the client and start a ive chat session with a Geex3udcy expert using any one of the following methods: 
. an. WIV 

        

， ; _ N 
。 Double click the GeekBucdy desktop icon \N 

1 ) 

con in the Se bar controls at the top 

  

。 Launch achat with 2 qualified computer support technician by clicking this 

right side of the main interface. 

+ iaunch a chat with s qualified computer suppert technisian by clicking Heip > Support > Get Live Support at the top 

right side of the main interface. 
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， 。 Ladnch the GeekBuddy client directly from the Windows Stari Menu - Click Start > All Programs > Samcdc > 

GeekSuddy > GeexBuddy. Cc 

The GeekBuddy Homs screen will open.     

    

  

      

  

  

      
¢ Te contact a support technician, type your issue in the field or enter the invitation code if you have it and click the 

‘Send’ Dutton. 

You wil! be connected to a GeekBuddy... 
SS SY 

SS SS SENS:     
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\N SN 
WSS WYO 

NS 
        ORIN 

  

  Lecce ec enceerecsneeeecensete ssc seenseneseseneenens 

      

  

  

  

° Proceed to chat now. 

。 Explain your problem. The technician will assess your prebiem with you and work with you to fix any issues. 

Shards Seabee 
SSSIN GESROUSay 

。 — Click the ‘About link at the top far right of the screen. _ 

The About GeekBuddy information screen will be displayed.
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About GeekBuddy™ 

Product versiors 4.3,299011 5 

Fistiarn target klicrosott Windows 

2808 - 2313 COMCRS Security Solutions, Inc 

This product is fcensed to: 

John sreith 

COMOBG. 

License type: FRIALIReas the COMORD Software Scense terns) 
  

License validity: VAUIB{ Change waur license key} 
  

License acthyation: ACTIVE 

Product ID: lps-ca 

Partner ID: GeekSuddy 
Set    

| Warning 

This computes srograntis protected by copyright law ead international treaties. Unauthorized 

reproduction cr distribution of this ssegram, cf any postion of if, may result in severe < 

criminal senafies, and will be prosecuted under the maximum extent Rossibie uncer law,     
  

The ‘About’ diaiog displays the copyright and product version information. The screen also displays information about the 

licensee, its validity and to change the license key or activate the account. 

| 7.4.Accepting Remote Desktop Requests 
~ 

in order to solve cerain issues, the support technician may need to directly connect io your computer via aremcte connection. 

Remote control can only ge ahead if you grant permission for.this ic happef Our technicians wil always request your 

permission via the chat window.
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WS 

  

: (Q3:58081 PS} John Snuth: My sysiem stops working as scon as Tapes a web browses. 

: solve the preblem? 
E SS} Bot! Sure. [ w8 help you with that 

Tn order 证 proceed, I wil have toxemotely connect fe your comouter 
"id L wal take the seceseary steps to assist you. Please accept the remote by pressing YES at 

i Uoe lus of your chat varvdew message, 

    

      

    

   

  

     

  

    
        

  

The technician will ask your permission before he or she'makes any changes ic your machine. Such changes might include 

instlling programs, creating system restore poinis or deleting unnecessary or infected files. 

COO RS Tee 
SS NA 

  

        
  

。 Click ihe ‘Yos' bution at the top cf the interlace in order ic allow the iechnician to cennect to your corrputer.
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NSS 88      

  

   

ss NS 

      

  

   
     

     

  

es 4 

    

    

WW ea Ga          

     

     

  

   

  
       

   
> ek 

*. PNY se tiN ote: 
CRSA SHA 

  

  

: (8@25H41 PM} John Smith: My system stops working as soa as I open a seb browses. 

: the problem?       

  

     

      

the top of yeur chat indsw message. 

      

   

四 Ss * Re Sc Please dick cn yes 

ofS As 2 precaution ! vei 

  

  

        
Upon completion of their work, the technician will disconnect fram your computer, inform you that the requested tasks have been 

completed and ask whether you would like help with anything else. 

     Gomer Ge 
        

  

          
  

   

     
    
      
    

     

     

     

   

  

       

  

     

            

f 

: & SES} SoS Is.ardey te-praceed, lwilhave to remotely contect te your camputer 

and £ ys] take the necessary sieps to assist you, Please accent the remone by pressing YES af 

the top of your chai window message. “ 

Sess: Fease dick cn wes 、 ) 入 

;8 aprecaution 1 wil now create a SYSsiEm 及 EStGre Faint for backup. 

gE ‘S I have resolved all your issues. 
SUH SERS PMY Joi Is theze anything ese Iran hels you wth? ‘ 
t “37 PE} John Snuth: No teanks 
ROS RS Be: Thank you for your time? Please de nothesitate ts come Dackin the 

“ 和 ture if you mead assistance agasy. vWe-wil appreciate. your feedteck in ts ontine survey 

; about your exrerience todays wws.camodo.com/survew/oustuner-curveuols 

\ 

° Click the ‘Disconnect’ cution and confirm # in the next screen ic end the sessicn with cur GeekBuddy. 

Congratulations, you just finished your first GeekBudcy support session. We hope you efjoy using your troubie-free computer. 

7.5.Chat History 
GeexBuddy xseps a locai record of every chai session you have with s Comodo technician. Ciicking the ‘History’ link at the top
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of the interface will display ali chat sessions that you had with our technician. This helps you keep track of previcus computer 

issues and chats and can be useful as 4 reference when trying to fix future issues. 

rad
 

Mg
 

pe
 

      
To view history of chat sessions 

¢ Click the ‘History’ link at the top of the interface. 

All the sessions will be displayec. 

ES 

    

   

hh 2013-10-91, Intervention ID: 748995, Seasion ID: 873746 ¥ 

   

    

  
  

5 2U13-10-B2, Intervention ID: 7OSS90, Session HD: S7SI46 SS 
  

  

#3 ZE Intervention 3B. 7OS883, Session ID: SFOT32 
  
  

  

      
* Click on ihe errow button at the far end of the session history box thet you went to view or double-click anywhere on 

the bex. 

  

The chat session that you had with our technician will be displayed on the right side.
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CASS. tO yeHf SYSTER. 

O:5:459 AM Jolin Smith +i hape you would have 
eé the probiem 
S26 AM Max: Ok 
5-239 AM May : Is there anything else f can Rein 

      
  

On 2023-38-03, Intervention ID: 765987, Sessian 1D: 8787357 

PEN       
Similarly you can view the chat histcry of other sessions alsc. 

7.6.Using issue Tracker 
issue Tracker helps you maintain the security ard efficiency of your computer by automatically idendiying probiems cn your 

computer and helping you to fix ther. For example, issue fracker wil! alert you # you have too many startup programs/services 

(can cause computer siow down}; an inefficient registry (can also cause Siow down and srashes) or your hard crive contains files 

that might compromise your privacy. In many cases you wili be presented vith a simple wizard that will allow you te deal with the 

issue quickly and easily. If the problem: is beyona the scope of Issuer Tracker, you will be cifered the coportunily ic coniact a 

GeexBuddy repraseniative Who will help resolve the issues. ; 

To start the issue Tracker, click the Issue Tracker fink on the right iop in the user interface.
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The Issue Tracker interface vil list the problems thai it has detected . 

WR SSNSSSS 

、 
SN     

   

  

。      
   

   

       
           

  

    

  

Your PC is starting slow! 
      

  

Al the time of staring your computer, Issue Tracker will detect problems in your system and provide an alert al the bottom nightIBM - Ex. 1002-Part 7 of 10, Page 2570 
IPR2025-00379 (IBM v. Croga)



    
side of the screen. 
  

NANSNNN PRO’ ot 
SMM OOD Sv    
  

COMODCG SeskBuddy has detected one or 

{ more PC issues! 

  

     

  

* Click the Fix issues to cper the Issue Tracker inlerfaue. 

The Issue Tracker interface will list fhe problems thetithas detected. ， 

The problems detecied will be categorized as critical, major, minor anc maintenance issues. Click on the relevant link to view the 

probiem. Clicking ihe ‘Show all issues’ link will display ali the problems in your compuier and the color code at the lef of each 

     
  

  

    

Critical ， Red 

2 Major ~ Orange 

3 Minor Yellow 7 

\ 4 Maintenance Blus         
Some of the cormmon problems tha! occur in any compuler are junk regisizy enlfies, slow bootup ime enc the presence of files 

hat might compromise your privacy. 

Each issue discovered will be accompanied with a 'Fix it Now’ button: For exampie, for the issus of slow boctup ime, clicking 

this bution will display a list of starlup programs in your. system (programs which are auicmatically ioaded during Windows start- 

up anc will running in the background). You can identify the programs you do net wani to run at siar-up and disable them. Coing 

so wil save system resources and improve the periormance of your computer.

IBM - Ex. 1002-Part 7 of 10, Page 2571 
IPR2025-00379 (IBM v. Croga)



    

    

Y
 

us 

  

  

  
  

        
+ — Select the programs that you wan! to disable during startup end click the ‘Continue’ bution. 

The selected programs will be disabled and the successfully completed screen will be displayed.
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*e Provide your feedback ai the bottem of the interface and click the 'Ciose' bution. 

For some cf the issues listed, you have to seek the help of an expert lechrician. 

* Click ‘ignore all issues’ link to disregard ali the issues in your-sysiem displayed by Issue Tracker. 

* Click ‘Ignore this issue’ beside a particular entry.lo disregard that problem. 

i Click ‘History fink at the top of the interface to view the actions taken for the problems. 

° Click the ‘Fix it Now? button beside an issue to resolve it. 

7.7.Uninstalling Comodo GeekBuddy 
To uninstall Comodo GeekBuddy . 

*。 - Click Start > Control Panel ; 

e inthe Conirol Panel, double-click Add/Remove Programs 

e in the fist cf currently instailed programs, click GeekBuddy 

e Click the ‘Change/Remove’ button. 

Wo LS 

  

          

  

  

              

e Click ‘Yes’ to confirm uninstallation. IBM - Ex. 1002-Part 7 of 10, Page 2573 
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-~and after a few minuies the uninstallation will be compleie. 
、\ 

    

  
  

    

    

    In ar: unsecured wireless network, your conmmunicsdion ig visite to everyone in the 

KGB’ MAP BK     

  

  
  

  
    
    

      
              
  

  

  
                      

  
oe RAR ELL Leia 0.002,    

TrustConnect is designed to eliminate these types of data hijacks by preventing criminals from attacking or scanning your 
sysiem from the local network that you are using to connect to the Iniemet # also encrypts ail of your traffic destined for the 

internat (including Web site addresses, instant messaging conversations, personal information, plain text usemames and 

passwords and other imporiant information}. After connecting to the service, the TrustConnect software indicates thai traffic is 
being encrypted as it leaves your system. Cala thieves and hackers cannot ‘snif or intercepi your dala - they can't ever 

determine where your information is coming fom because, 2s you are connecting to the Internet through a SSL secured VPN 
connection to the TrustComnect servers, your requests appear to come from cur iP address. Crdinarily, cyber criminals couid 

easily intercept these broadcasts. 

Setting up Comodo TrusiConnect is easy, as it works on most operating systems (Windows, Mac OS X} as well ss with most 

frewali applications. Typicai setup fakes less than three minuies. TrustConnect cients are available tor Windows, Mac OS, Linux 
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and iPhone mobile devices and can be Gownlcaced by legging into = your ccount 

Nias iaccaynis. comada, cayyacnal sis, Your Comodo Iniemet Security Complete confinnation email contains 

confirmation of your the username that you set up during initia! sign up anc a subscription ID for the service. Cnce logged in, 

click the TrustConnest tab to add subscriptions, change billing and contact information, anc review the ongoing staius of your 

service, Your Comede intemei Security Complete TrustConnect account has a 70 G8/monih Gaia transfer lint. 

        
     

    

Comodo Intemet Security - Complete customers also receive the $89 value Live, Expert Computer Suppert’ Comodo 

GeekBuddy. Please visit SS pkSadey.cos for full product detaiis. 

  

   

od reese NSSNSSNSSNSSYSS § System Soaqulresments 

。 — Winews 8 

。 Windows 7 

+ Windows Visia 

* Windows XP 

° MasCSxX 

+ — Linux (containing kernel 2.4 oF ialez} 

。 FreeBSD, CpenBSC _ 

For users of Comodo tntemet Security - Complete, TrustConnect is integrated with the application and need not install the TC 

client in their systems. 
J 

Comodo Intermet Security Complete Users 

CIS Complete product includes TrustConnest service and the appiication is instatied automatically along with CIS. When a new 

wireless connecticn is established by your sysiem, a Network Detected dialog will be displayed. 

CORA 
NA     

  

  

  

  

  
  

      
      FEE Oc act csteci new networks again 

  

。 Select your lecation from the diaiog 

A TrustConnect alert will be displayed depending on the settings coniigurec in: $3
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FJ Dc not show this alet acain   
Select whether you want to connect io the Internet via TrusiConneci thus encrypting the traific between your system and he 

internet or use the unsecured network. 

if you choose ‘Secure communication with TrustConnect, CIS will establish the connection via FC... 

Emo 
    

   
    COMODO TrustConnect (VPN) 

Sent: 4,883 bytes 
Received: 319 byte \ hee SS NK AC VU 
RN SN 

Choose 'Continus Unsecured’ oplion if you do not want to establish an encrypted connecticn. 

Comodo internet Securify Pro / Premium Users 

TrustConnect service is not included with CIS Pro / Premium and these users should subscribe for using the service, When the 

option ‘Secure communication with TrustConnert is selecied, a ‘Activate TrustCennect' dialog will be dispiayed.
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f yau do not have TrustCennact account, click “Geil a TrustConneci Accauedt™ bution or 
NS 

    

    

    

  
        

  
  

  

      

    

  
  

。 You can purchase the TC service by clicking the ‘Get a TrustCennect Accoun?’, enter the TC service credentials and 

activate the service. 

+ Ifyou already have 2 TC acsount, enter the TC service credentials in the Usemame and Password fields and click the 

‘Activate Now’ button. 

Ta Mand wey YS s yes. Pon 
PS THIS YGNE SL SSTYINS CFESSHIss 

+ — In the S8gsecfacsousis.camess.sony page lcgin to your CAM account using the CAM usemame and password seni 

    

via emaii at the time of account creation. 

。 Click ‘TrustConnect’ in the menu bar er in the drop down from ‘Services’ tab. 

The account details of your TC service will be displayed.
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The TC Service Login and Service Password for your account shou'd be entered in the Username and Password fieids 

respectively in the ‘Activate TrustConnect' dialog. 

Please note thai this activation dialog will appear only for the first time you are trying to conneci via TC. After the activation 

process is successfuily completed, subsequent attempts to connect via.TC ic the intemet wil! be automatically esiabiished. 

. 

9. Comodo Drago 
%. tm 于 3 AS 时 3 3 eek co 

S atarnat Brawoors Aaa py OSroeyiiny: and infused with Laaniadkdy' Ss 
S YSYSEHHS WHSYASE COW SG OSSOG OA GMC AE SH HGS Sei: SAS 

  

To help make your. intemei browsing expetience even safer, Comodo Dragon is installed on your computer as a part of Comodo 

internet Security. Comode Dragon gives you the complete complement of feziures offered by Chromium with superior security, 

and privacy. 

° 
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* — Improved Privacy over Chrcmium 

» Easy SSL Certificzis identification 

e Fast Website Access 

。 Greater Siability and Less Memory Bloat 

° —_ Incognite Mode Stops Cockies, Improves Privacy 

。  PrivDog prevides contro! over the monitoring activities cf various agencies 

。 Very easy to switch from your Browser to the Dragon 

  

和 

。 Has privacy enhancements that surpass those in Chromium's technology 

。 Has Domain Validation technology thai identifies and segregates superior SSL certificates from inferior cres 

« — Stops cockies and other Web spies 

。  PrivDog car cisable cookies, spyware, malware and other trackers. 

+ Prevents all Browser downicad tracking to ensure your privacy
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SERRA 
Comodo Dragon js installed in your computer alcng with Comodo intemet Security 2013. You can siart the browser in two ways: 

co 

     

  

th      
From the Start menu: 

* Click Start > All Programs > Comoco > Dragon > Comoco Dragon: 

ea Windows Media Player 

SX windows Messenger 

  
RQ 

<; SS 

  

SS 
ESS NRE 
WAAAY} 

From the Destop Icon: 

。 Double Click on the Comodo Dragon Desktop icon created during the installation: 

  

9.1.Introduction to PrivDog 
What would be your reaction if you knew that almost alf your cniine aclivily was tracked by multiple agencies without your 

knowledge? The data thay calleci might be used for legitimate bul unwelcome reasons such as adverts that follow you around ’ 

the intemet or for creating a profile of your online browsing activity..In the worst cases, it could be used by online fraudsters with 

the sole obiective of stealing ycur personai and confidential information by deploying intelligence gathering cooxies, spyware 

and other rnalware. 

PrivDog provides you the power ic contol these activities and make surfing the web safe and private again. PrivDog is a 

browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and 

biccking processes that are attempting to track your cniine activity. Whenever you visit a website, PrivDog wii display the 

number ci privacy threats it has blocked in the top-right comer of your browser. Clicking the PrivDog icon wil reveai a more 

deiailed sreakdown of the types of threais it has sicoped, which can inciude advertising networks, 3rd parly trackers, cookies, 

widgets znd other data collection processes. The extension can alse bieck ali current banner acs in a webpage and repiace 

them with safe and trusted ads. . 

   

      Wwwig s.comiawnioads Simi. The supported browsers for PrivDog include Comodo Dragon, Comode iceDragon. 

Geogle Chrome ard Maezilia Firefox. - 

9.1.1. Using PrivDog 

+ — The tolal number of potential threats on the page you are visiting will be overlaid over ihe PrivDag icon 
right comer of the browser Click the icon to reveai a breakdown i current activity by threat-lype. 
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The bottom of the summary page states the tolal number of threats Diocked for ali pages in your current session. 

Ad Networks - Cisplays the number of acvartisements published by 3° party ad networks that were repiaced with ads from 

AdTrustMedia (sanitized! or compietely blocked {blocked} depending cn the settings configured. Clicking anywhere cn the row 

will expand or collapse the lisi. ， 

Trackers - Dispiays the ndmber of trackers that were biocked or aliowed for that page depenaing on the settings configured, 

Clicking anywhere on the row will expand or collapse the list. 

3° Partly Widgets - Displays the number of widgets thai were blocked cr ellowec for that page depending cn the settings 

coniigured. Clicking anywhere on the row will expand cr collapse the list. 

Statistics - Displays the number of analytical trackers that were blocked or allowed ier that page depending on the seilings 

configured. Clicking anywhere on the row will expand cr collapse the list. 

3" Party Cookies - Displays whether 3" party cookies are biocked or noi depending cn the settings configured. 

9.1.2. PrivDog Settings Configuration 
The Options page aliows you te configure the settings for the Trackers, 3° Pariy Widgets, Ads, Staiisiics, Preferences and acd 

websites to Exceptions list. 

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down.    
  

      

ptions panel
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9.1.3. Threats 

The pege displays the number of slements at the far end of each item that PrivDog has detected so ‘ar in the browser. 
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。 Seiectihe option whether to block or allow the items in the list. 
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9.1.4. Exceptions 
The Exceptions screen aliows you add a domain name or 2 subdomain name for which PrvCog will not perform a scan to detect 

threats. You should make sure the websites that you add to the Exceptions list are trustworthy and dependable. 

。 — Enter the uri of the website(s} in the field anc click the ‘Add site te Exceptions’ button. 

             

     

  

  

      
The added website(s) will displeyed in the Exceptions list. 

     
PWeosakss ssp Excaaas Sex: 

    
    

党 facehacb.cam     
  

iD examplecam 
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yy 
To remove a website from the Excepiions fist, select the checkbox beside # and click the Remove button beside it or click the 

Remove seiected’ button if vou select more than cne website. 

    

  

9.1.5. Preferences 

in the Preferences screen you can choose to either allow or bleck 3* party cookies in the browser. 
    

   

  

  

ER 
STAT ATHNCTS ‘ 

FET ss 3° awry cu sock 

ES rs . 

SN 

  
。 Realtime 33 party cookie blocking - When this option is enabied, PrivCog will check in realtime ior 3° party cockies 

that are being installed enc block them. 

。 Do net track - When this option is enabled, PrivDog will biock the tracking activities of 3° party cookies thai are 

already installed. 

> SN SS Rais 
GNaIS Lragan Hay 

Comodo Dragon's intuilive multi-tabbed interlace enables easy anc fast access to sophisticaied features of the browser. Please 

refer to the Comodo Dragon oniine help guide at SisuiSely.comode. canviogis-IN- P27 s884- Comass Dragan 

{stsadisetion Simi for more details on using the browser. 

10. Comodo ackUp 
Comodo BackUp is a powerful and easy io use desktop application thal helps home and business users protect their valuable 

ata against damage or loss. CIS Complete package includes Comado BackUp with 50 GB of online storage space. 

  

  

The application's streamlined design and task orientated erchitecture means even nevice users can ieam how io creaie, run and 

restore their first backup job in a matter of minutes. Other features incluce fuil scheduling, password protection, a backup 

integrity checker and a range of preset backup jobs that allow you ic quickly create copies of importani data sets such as the 

Windows Registry, mai! accounis and user seltings. 

Comodo BackUp is also seamlessly integrated ic Windows Explerer so that you can just select the ‘clders cr files you want to 

back up, righi click cn them and quick start the Back Up wizard. 
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° Quick backup of entire drives or individual fies oF folders to your local computer, network drive, FTP server or 

Comedo's online server. ‘ 

+ Step by step wizards io guide even novice users through the entire backup, restore and scheduling procedures. 

° Flexible storage options aliow you to specify full, incrementai or diferential beckups. 

。 — Profeciten of invaluable perscnal and business dala from loss or corruption. 

+ © Quick recovery ci files with a few clicks of the mouse. 

° Granular sched ufing options ic take automatic backups at 4 time that suits you, 

° Real-time backups synchronization feature to get your files copied over 2s soon as you save them. 

。 Built in checker fo confirm the integrity of your backup files beicre committing to a resicre. 

。 Backup presets including mail folders, windows registry, messenger archivas anc masier boo! records. 

。 Powerful encryption options to protect your files so that it cannot be accessed by anyone but you. 、 

。 Comodo Cloud - online file storage service. Backup your files to a highly secure online storage which can also De 

mounted as 4 virtual drive in your sysiem. 

CIS Complete package includes 50 GB of eniine siorage space at Comode's online server. You can log-in to your 

online slorage account with the user name and password that you entered during CiS Compieia Registration process. 

Refer to Aviivating Yous Usesse for more details. 

e Command fine and scripting support io automate the online backup and restore persons. 

From the Start Menu 

° Click Start > All Programs > COMODO > COMCDC Backup > COMODO Backup:
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WES COMODO Back lo INS N& COMODO Back lD WINES 
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ckUp Wizard i 

  
ee ww. S BES. Android SOK Tools > SS ie KK RC 
NS NSSN pon: A \Y Nu — ~ SEN LoginPro » \ SWS LAN 

X \& COMODO Cloud »\ $ COMODO Ba 
NN WANG N 
\ AWA SS Uninstall & Repair 

From the Destop fcon: 

  

~*~ San Sank RS aS Srarsreiss Sankey sos Meds 
GASMMIOUS OQNSAKUS AES 

Comodo BaskUp's streamlined interface provides fingertip access and control over ail functional areas of the soitware. Please 
Son we Ny aS Ss see s tf s AN SEN . . : Ht H 4] Se ye iidye ASA esp Sen's S85. 人 vs a. 2 

refer to the Comodo Backup online help guide at sieafhaip.comede.comfapie-8-}- 85. 49H -Comads-Sackiig- 

ingodseiios Ment for more details on using the product.
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aye C8 Sratess! Nasdiers - Explains how tp use CIS protocol handlers 

Enable / Disable AV, Firewall and Auto-Sandbox Easily 

Comodo Internet Security allows users fo quickly swiich the Enabied/Disabled states of Antivirus, Mrowal and Aute-SandSey 

by right clicking on the system tray icon {the C!S interface shouid be in Samsgact View. 

Antivirus 

Firewall 

Auto-Sandbox 

  

      

  

  

   

  

Game Mode 
     Advanced View 
  

  

并 RN NSISSSS ge
 

To enable/disable the Antivirus ， 

1. Right click on the system tray icon keeping the CIS interface in Corrpact View. 

2. Move the mncuse cursor over ‘Antivirus’ 

  

CSSQQ\( WS v enabled 
Firewall bi Disabled 

Auto-Sandbox > } XX 

  

    

   
      

   

  

Game Mode    

  

  

   

  

Advanced View 
  

   Widget 

3. Chcose ‘Enabled or Disabled’ as per your choice 

To enable/disable the Firewall 

1. Right click on the system tray icon keaping the CIS interface in Compact View 

2. Move the mouse cursor over ‘Firewall’
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Antivirus 

Auto-Sandbox >:       

   

  

  

yj S 

Game Mode 
     

Advanced View 
  

3. Choose ‘Enabled or Disabled’ as per your choice 

You can find the sel security level also trom Ske Nome Screen, 

Auia-SandBox 

To enable/disable the Auto-Sandbox 

1. Right click cn the system tray icon keeping the CIS interface in Compact View. 

2, Move the mouse cursor over ‘Behavior Blocker’ 

  

    

   

      

Antivirus 

Firewall ob 

LSS SEWN v Enabled 
站 AAA : Disable d 3 

Game Mode : $ ‘ 
  

Advanced View 
  

  

Yy
 

lu
ll
 

S 

3. Choose ‘Enabled or Disabled’ as per your choice 

You can find the set security levei also from Ss Nome Seresn. 

Set up the Firewall For Maximum Security and Usability 

This sage cutines the functions cf Comedo's Frewali and helps you to sei up @ secure connection to the intemet. 

  

-一 

Port Stealthing is a security feature whereby ports on an intemei connected PC are hidden from sight sending no respense io 

opportunistic port scans. 

1. . Oper ‘Tasks’ interface by clicking the green curved arrow al top right oi the ‘Kerns’ screen - 

2. Oven ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface 

    

a: from the Firewall Tasks panel
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Ports alosvour computer to communicate with other computers in a 

network. Bytealthing them, you-may configure this computer's visibility to 

others. IN       

  

ANON, Magy SS 

      

  

        

    

4. Seiect'Block Incoming Connections’ to make computer's ports are invisible to all networks 

  

The ‘Network Zones’ seifings allow you to configure the protection level fcr network connection ic a Router/home network. (This 

is usually cone automatically icr you}. 

To view the configurations 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top ight of the ‘Heme’ screen 

Open: ‘Firewall Tasks' by clicking "Firewall Tasks’ from the Tasks interlace and click ‘Open Advance Seitings’. 

w
i
o
N
 

’ Click ‘Network Zones’ uncer Firewail om the leit hand side pane 

4. Click ‘Network Zones’ teb from the ‘Network Zones’ interface
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Check the Loopback zone and Locai Area Network #1. In most cases, the loopback zone IP address should be 

727.6.01/255.0.8.0 

in most cases, the iP address of the ‘auito detected Network zone should be 792.768. 1.700/255.255.253.¢. 

5, Check these addressees and click ‘OK’, 

os Sasa fre wie details ag Not Sana eines 
SAisk Hore fay gers SANS GN NS COMSS SSSNQS 

es " . 22 Say Qs Mere ‘yawall Dokayics Settings NS 

The Firewail Behavior Setings epticn allows you te configure the protection ‘evel for your Intemet connection and the Frequency 

of alsris generated. ; 

To open Firewall Behavior Settings panel
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1 Open ‘Tasks’ interface by clicking the green curved arrow at op right of the ‘Home’ screen 

2. Open Firewall Tasks’ by clicking 'Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Firewall Settings’ under Firewail from ihe left hand side pane . 

4. Ensure that ‘Enable Firewall is selected and choose Safe mode from the drop-down beside it. 
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oss 
  

SHS AVR 
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applications certified as Safe’ by Comcdo. For non-certifiec new appiications, you will receive an aief whenever that application 

* attempts fo access the network. Should you choose, you can grent that application Inismet access by choosing ‘Treat this p ; y g 
application as a Trusted Application’ at the alert. This will deploy the predefined firewall policy Trusted Applicaton’ onto the 

application. 

Alert Settings 

Under ‘Alert Settings’ in the same interfaoe: 

。 Deselect Do NOT show popup aierls 

+ — Select 'Set alert frequency ‘evel’ option and choose ‘Low’ from the drop-down. At the ‘Low’ setting, the frewail shows 
alerts for outgoing and incoming connection requests ior an appiicaticn. This is the setting recommenced by Comodo 

and is suitable for the majority of users. 
SS 

    

SSS SS 

  

   

   

    

  ween SSE 

  

   

  

   

图 Do NOT show popup alerts   
  

   

  

Enable Trustconnect alerts 
  

RS} Tur traffic animation effects-on 

    

    

   
   

   

     =] Create rules for safe applications 
    

   
: SS ™ ow . 

|S Set alert frequency level's 
  

      =} Set new on-screen alert ti    
   
   

      

   
生生 
SAL DN AT Se 

Filter IPv6 traffic 

      

s $ 
x 
X 

f] Filter loopback traffic (e.g. 

y     

    

EE] Block fragmented IP traffic 

    
Advanced Settings 

When iaunching a deniai cf service or ‘flood’ attack, an attacker bombards a target machine with sc many conneciion requests 

that your computer is unabie to accent legitimate connections, elfectively shutting down your web, email, FFP or VPN server. To 

protect from such attacks, make the following settings under ‘Advanced in the Firewai Seitings’ interface: 

。 Select Filter foopkack traffic , ~ 

。 “Ensure that the Block fragmented IP traffic is selecied 

。 Block fragmented IP traffic - When a connection is opened between two computers, they musi agree ona 

Maximum Transmission Unit (MTU). iP Osiagram fragmentation occurs when data passes through a router 

with an MTU less than the MTU you are using i.e when a datagrerm is larger than the MTU o.the network
IBM - Ex. 1002-Part 7 of 10, Page 2593 

IPR2025-00379 (IBM v. Croga)



  

over which it must be sent, it is divided into smailer fragments’ which are each sent separately. Fregmented 

IP packets can creaie threats similar to a DCS attack. Moreover, these fragmentations can double the 

amount of lime it takes to send a single packet and slow down your download ime. 

。  Seiect the Do Protocol Analysis checkbox to detect fake packeis used in denial of service attacks 

e Select Enable anti-ARP spoofing 

    
            

  

  

©] Filter |Pv6 traffic 

©] Filter loopback traffic (e.g. 127XXX, 2:1) 

Block fragmented IP traffic 

f€] Do Protocol Analysis 

Enable anti-ARP spoofing 

  

   
     

   FETE TE ERT ELEC     
i Hy 加 和 

k ‘CK’ ier your seitings to taxe effect. 

Cho’ Sere for more details SS Firewall Sehavier SoWings 

AR 六 本 Ra >: SN ete 3. went: 
SoMing-ue Agsfisation Sales, GloSal Rules NIN Fraseytes NI RECENS 

You can configure and deploy traffic filtering rules and policies on an application specific and giobai basis and predefined firewall 

ruleseis. . 

To view the Application Rules 

1. Open ‘Tasks’ interface by clicking the green curved arrow al top fighi of the ‘Home’ screen 

2, Open ‘Firewall Tasks’ by clicking ‘Firewall Tesks-from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Application Rules' uncer Firewail trom the leit hanc side pane
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Tasks’ interlace by clicking the green curved arrow at top right of the Home’ screen ，IBM - Ex. 1002-Part 7 of 10, Page 2595 
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2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks' from: the Tasks interface and click ‘Open Advanced Settings’. 

  

3. Click ‘Global Ruies under Firewall from the left hand side pane 
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To view Predefined Firewall rulssets 

1. Open ‘Tasks’ interface by clicking the green curved arrow al iop righi of the 'Home' screen 

2, Open ‘Firewall Tasks’ by clicking 'Firewall Tasks’ from ihe Tasks interface and click ‘Open Advanced Settings’.IBM - Ex. 1002-Part 7 of 10, Page 2596 
IPR2025-00379 (IBM v. Croga)



SYSSSIN LEM GS 
x Mees gs - 人 3 

‘yBnoue Ajjensn aie sunejep oy ‘sesaim UMS :00A Bye JOU pesu NOA 

   
   

   

中 8salnd AOWIAL JO YPZ ‘Ppy DUE O} WOO Buy; WOY etpuet BG YOO “f 

  

  

  

    

  

    
  

  

        

a
IBM - Ex. 1002-Part 7 of 10, Page 2597 

IPR2025-00379 (IBM v. Croga)



RN 
Block Internet Access while Allowing Local Area Network (LAN) 

ACCess | 
You can configure Comodo Firewall to biock Internet access while allowing free connections to sn internai network (Intranet or 

LAN}. 

Example scenarios: 

In your network at home, you want your child's computer to connect to other computers at home but disable internet 

access to them for safety reasons 

In your corporate network, you want your employee's compuiers to connect to your local network machines but disable 

Iniernet access fer them for bandwidth restriciiens 

To selectively block conneciion tc internet whilst allow connection to intemal network you need to create a Giobal Rule under 

Advanced Firewall Setings and password protect your configuration to prevent others from altering it. 

To create a Global Rule 

Open Tasks’ interface by clicking the green curved arrow at top righ? of the ‘Home’ screen 

Osen ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

w
o
m
 

om
 

Click ‘Global Ruies’ under Firewail from the left hand side pane
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£3 Log as firewall event if this rule is fired 

  

  

  
  

Direction: 
  

  

| Description | alow LAN and Block Internet 
  

  
      

    

        

  

IPv4 Single Address 
    

                          
5. Choose the folowing options irom the drop-down menus: 

Acton = Slack; 

Proionoi = IF; 

Direction = Out. 

6. Enter a dessripticn for ihe new rule in the Description text dex. 

Click the ‘Soume Address’ tab, choose ‘1Pv4 Single Address’ or ‘IPv6 Single adcress' as per your network and enter 

ihe IP address of the computer in the IF text box. 

8. Click the ‘Destinaticn Address’ tab, choose ‘Network Zone’ from the Type drop-down and choose your ipcal ares 

netwerk fram the ‘Zone’ drop-down. IBM - Ex. 1002-Part 7 of 10, Page 2600 
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Description Allow LAN and Block Internet 
  

    

  
      etyork Zone 
  

    ie             
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10. Click 'OX’. The created policy wil! be added to the jis? of Global Rules. 

14. Select the rule, click He handie from the bottom and click ‘Move Up’ repeatedly until the rule moves to the firsi
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The following global rules are active on this computer 

  

  

          
      

ws 六 iow All Incoming Requests if The Sender Is In {Work #4] 

iow (P Out From MAC Any To MAC Any Where Praiccol Is Any 

we Slow IOMPv4 in Fram MAC Say Te MAC Any Where ICMP Message is TIME £..   
  

    
12. Click ‘OX’ fer your configuration to taxe effect. 

Your Firewall is now configured to allow access to internal nelivork but to block Intemet access. Now you need to password 

protect this configuration to prevent others from changing it 

To password protect yous configuration 

9pen ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. - 

wo
 

N
O
 

> 

Click User interface’ under Genera: Settings fron: the jeft hand side pane
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SS 

Saks 
4. Sefect ‘Enabie Password Protection’ under 'Parenial Control anc click 'Set Password’ link, The Change password 

Cialog will appear. 

   

3 

5. Enter and confirm your password then click OK. Make sure ic create 4 strong password conlaining a mixture of 

uppercase and lowercase characters, numbers and symbols so that # cannot be easily quessed by cthers. 

The configuration SS now password protected. From ihe next atlempt to change any configuration changes to Ci5, you will be 

prompted to enter the password to proceed. 

oO —     

     
      

  

Password: || 
  

Block/allow Websites Selectively to Users of Your Computer 

Comodo Internet Security allows you ic specify a single or a group of website(s) that can be selectively allowed or blocked tc 

difisrent users of your computer. Configuring the website filtering involves avo steps: 

Nating Wiskaite Satanarins Add ceaie Sas + Pafine WoSsite Categories and add webtshes 

« Nunta SiemneNS vefos fae atfsusian oy Sfos & wokeste ovenanias fo asfsetes seas 
Grease SPS wss AUNSsS lof SSW OY SIOCAI DY WRSSIE ESM ONES SO GCG NSSY 

To define website categories 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen. 

ha
 Osen: ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from ihe Tasks interface and click ‘Open Advansed Settings’. 

3. Click ‘Website Filisring’ under Firewall from the left hand side pane. 

4, Ensure that the 'Enabie Website Filtering Filtering’ checkbox is selected. 

5 Click ‘Categories’ iab from the Website Filtering’ interface.
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6. Click the handiefrom the Sotlom center of the ‘Categories’ pane, click Acd from the options and choose ‘Add 

Category’ from the drop-down. The Edit Property’ diaiog will open. , 

CCE OLLIE   
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9. Enter the full URL or a part of URL with s wildcard character“ of the website(s) to be included in the category. 

。 Toadda specific website/webpage, enter the full UR of the website/vebpage 

* To include al! sub-domains of website, add a wildcard character and a period in front of the URL. For 

example, *.friskywenches.com will cover friskywenches.com, login. friskywenches.com, 

nictures.friskywenches.com, videos friskywenches.com and so on, 

。 Ta include ali the websites with URLs that stari with a specific string, add a wildcard character after the 

string. For example, pizza will cover ‘pizzahut.com’, pizzacorner.cem, and so cn. 

。 To include ali the websites with URLs that contain a specific string, add ths wikicard character befor and 

aller the string, Fer example, ”pizza will cover hetpizza.com, spicypizza.com and so on. 

The website{s) wil! be added to ihe category. 

10. Repeat the process to add more wedsites. 

14. Click OK in the ‘Advanced Seitings’ interface ic save your settings 

To create rules for selectively blocking or allowing websites to users 

1. Oper ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

2. Click ‘Website Fittering’ under Firewzl from the left hand side pane. 

3. Click Rules’ tab from the ‘Website Fittering’ interface. 

4 Slick the handie at the boltom of the Rulgs interface and select ‘Ada’:
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5. Enter a name for your new fitter in the ‘Website Filtering Ruie’ dialog.
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€. Select the categories that should be added to the fier: 

¢ Click the handle at the bottom of the ‘Category’ pane end choose AcGdIBM - Ex. 1002-Part 7 of 10, Page 2609 
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Name: : For Gourmands 
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Phishing Sites 

  

。 Select acategory and click ‘OK’ to add it to your nile. Repeat the process to add more categories. 

The 'cztegories’ window contains ¢ fist pre-defined Comodo categories and any user created categories. Comodo 

categeries cannot be modified, 

Comodo Safe Sites - Websites that are considered safe according to globai whitelist 

Comodo Phishing Sites - Websiies thal lead ic phishing websites, as per dynamically update Comodo 

Blackiist 

Comodo Mahware Sites - Websifes that may inject malware into your system, as per dynamically upcated 

Comodo Blacklist 

For more details on creating and modifying user specified categories, Reler to the section Davining ar MadNying 
Wihahoa aian soles 
VYSOSHS CASES
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7. Add Users or User Groups to whom the rule should be appiied: 

2 Click the handle at the boltor cf the 'Restrictions' pane and click ‘Adi’. The ‘Select User or Group’ dialog will 

  

  

        

    
          

  
  

  

  

    

    
  

      
        

  

        
  

              
    

    
    

    
          
Enter he names of the users ic whom the Hlter is to be applied in the ‘Enter the object name ic select’ text 

sox with the format <comain name>\<user/group name> or <user/group name>@<doernain name>. 

Altemziively, click ‘Advenosd’ then 'Find Now’ to locais specific users. Click ‘OK’ to confirm the addition of 

the users.
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R (BAdministiators | SMITHSCOMP... s 
A © ASPNET SMITHSCOMP.- ¢ 
要 €82 Backup Oper... SMITHSCOMP... s 

® © Bob Smith SMITHSCOMP... 
类 €F Everyone eww s 

SNAG Gow 
AN 用 Guest SMITHSCOMP... 
A €2 Guests SMITHSCOMP... 
® RaHelpAssistant 。 SMITHSCOMP... 
K €7iHeloSevices... SMITHSCOMP.. 
  

After adding target users of grcups, you next need io specify whether those users shculd be allowed cr 

blocked from viewing the websites in the caiegery or they should be asked # they want te continue. This is 

done by modifying the link in the ‘Restrictions’ column:
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<< 
Allow - The websites in the categories can be accessed by the user. 

Block - The websiles in the categories cannot be accessed by the user. 

Ask - An alert will be displayed in the browser if the user ties to access any of the websites in the category. 

The user can decide whether or not ts continue. 

+ Use the ‘Logging’ switch ic choose whether or nol attempts fo access a categorized website are logged. 

1 8 Click OX' to save your new rule. The new rule will be added to the list of niles under the ‘Rules’ tab 

9 €nsure that the ruie is enabled using ihe toggle switch under the Enable Rule column for the rule tc iake effect. 

。 You can disable cr enable rules at any time using the switch under the Enable Rule’ column. 

You can disable or enable rules at any lime using the switch under the ‘Enable Rute’ column. 

Set up the HIPS for Maximum Security and Usability 
This page explains on configuring ihe Host Intrusion Prevention System (HIPS} component cf CIS to provide maximum security 

from the malicious programs that iry to execule from within your system enc te prolect your system from data theft, computer 

crashes and sysism damage by preventing most types of buffer overflow attacks, prevent possible attacks from root-kits, inter- 

process memory injections, key-loggers and more. IBM - Ex. 1002-Part 7 of 10, Page 2613 
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configure HIPS 

1. Osgen ‘Tasks’ interface by clicking the green cu:ved arrow at top righi of the Home screen 
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2. Open ‘Advanced Tasks by clicking ‘ Advanced Tasks’ from ie Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Security Settings’ > ‘Delense+' > 'HIPS' > HIPS Settings’ irom the le® hand side pane 
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4 Seiect Enable HIPS 

5. Choose ‘Safe Mode’ from the drop-down beiow it. Refer to NPS SeSavier Soktings for more details on the Security 

Levels. 

Monitoring Seftings 

6. Click Monitoring Settings fom the HIPS Settings interface 
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Interprocess Memory Accesses .  {§] Process Execution 

: WindowsMWinEvent Hooks {] Window Messages 

Device Driver Installations f} DNS/RPC Client Service 

Physical Memory {§} Disks 

: {| Computer Monitor {*] Keyboard 

7. Make sure that ail the check Soxes are selected anc click CK 

Advanced Setlings 

8. fake the following settings under Advanced in the HIPS Settings interface
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=。 Cplicnal - Enable ‘Block all unknown requests if the application is rot running’, Selecting this option bios 

all unknown execution requests if Comodo Intemet Security is not runring/has beer shut down. This is 

option is very stiict indeed and in most cases shouid only be enabled on seriously infested or compromised 

machines while the user is working to resolve these issues. Hf you know your machine is already ‘clean’ and . 

are looking just to enable the highest CIS security settings thea itis OK to ieave this box unchecked. 

。 ifycu sre using a 84-bit sysiem, in order to maximize the security, tis important to selec: ‘Enable enhanced 

proteciion mode (Requires 2 system restart)’ - Enabling this mode wil activate additional host intrusion 

prevention tachniques in Defense+ to countermeasure extremely sophisticated maiware thai tries to bypass 

regular countermeasures. - 

Because of iimiiations in Wincows 7 x64, some HIPS functions in previous versions ol CIS could 

theoretically be bypassed by malware. Enhanced Protection Mode implements several patent-pending ways 

to improve HIPS in Defense+. 

  

‘Set up the Behavior Blocker for Maximum Security-and Usability 
This page explains cn conliguring the Behavior Blocker tc auto-sandbox applications that are unrecegnized by CIS ic prevent 

potential damages io your system from untrusted programs. 

To configure Behavior Blocker 

1. Open ‘asks’ interface by clicking the green curved airow at tcp righ of the 'Home’ screen 

2. Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks from the Tasks interface and clicx ‘Open Advanced Settings’. 

3. Click ‘Security Settings’ > ‘Defense+’ > ‘Behavior Blocker’ from the left hand side pane
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Fi Ge NOT show RARNR Beis sw   
4. Make sure that the check box ‘Auto-sancbox unknown applications as’ is selected and choose ‘Partially Limited’ irom 

the drop-down menu. 

* Viruscope Settings 

5. Make sure Enable Viruscope’ checkbox is selected under ‘Viruscope’
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Advanced Settings 

6. Make sure that both ths check boxes: 

Co heuristic command-line enalysis for certain appiicaticns; 

。 = Detect shelloode iniections 

ve are selected. 

   

  

  

Do heuristic command-line analysis for certain applications 

    

   
   车 | Detect shellcode injections Exchusinns 

4 

  

WSS 

eM Sat S Say Sasa’ x RE RS 
Sook vas EAY eye SateaSe an BoNavias SincWar SoNings Ofek Sere for sore NSISSS on Sehavior SlocSer Salings 

Password Protect Your CIS Settings 
This page explains how to password protect access to the CiS interface. implementing the steps expiainec on ihis page means 

another user vill not be abie to access the CIS interface ip modify or over-ride the security seilings you have implemented. 

To enable password protection 

1. Open Tasks’ interface by clicking the green curved arrow at top righ? of the ‘Home’ screen 

2. Open ‘Advanced Tasks’ by clicking ‘Advanced Taske' from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘User Interface’ under General Settings from the ieft hand sice pane 
. \
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TSEine' 
  

   LSmSGaUE: 
  

        
Sf Show messages fom COMING Message Center      

            

  

    

  

Sry notification msasages 

   
SB Show wetounes scree 5 hakus 

  

    SS Show cesktcp widget 

oR =: 

Rae 

2 

NOW MONGSLAN MATIAg!sS OMAN SNS Ror sUPMAE Sense in kackgrosns     

  

SFP Slay Sound when 2m SEIN IS SHENG     
        

  

SRAM” 

      

SE Eeradin PSIRINRNIS     

  

3 
3 SS 

Sandon 5 

     
Chenge password 

  

Password: ieeesssee 
  

  

Retype: jeeeeeeee 
  

  

aa BOUL 

4. Select 'Enabie Password Pretacticn’ under 'Parenial Contrcl' and click ‘Set Password’ link. The Change password 

dialog will appear. ， 

Cn
 

Enter and confirm your password then click OK. Make sure ic create s strong password containing 2 mixture of 

uppervase and lowercase characiers, numbers and symbols so that it cannot be easily guessed dy others. 

ft
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The configuration is now password protected. From the next alternpt to change any configuration changes to CIS, you will be 

prompted to enter the password to proceed. 

MOOI 

  

Password: 
  

  

Reset Forgotten Password (Advanced) 
This page explains how to remove password protection/reset password just in case you forgot the password you had set for 

COMCDG Internet Security. 

  

Note: Its not possible to ‘retrieve’ a forgotten password - you can only reset it. To do this involves modification of the Windows 

registry and is only recommended for experienced users.     
  

To disable password protection in CIS 

i, Click Start > Run, from the Windows Start menu 

2. Type ‘tegedit' in the text box and click ‘OK’ 

  

        
        

  

    
3. Navigate to HKEY_LOCAL_MACHINE\SYSTEMScliware\Comodo\FirewaliPro\Configurations\ 

Under the Configurations foider you will see sub-folders named 6, 1,2,... depending on the number of preset configurations in 

CIS. These folders contain registry Keys for the settings cf the preset configurations in the orcer cf the configurations displayec 

in Advascesd Satisgs Seka satiny interlace. For exampie, the folder 0 contains the keys for 
LIWE I Ss 38 

CCMCDO - intemet Security, the folder 

  

         isa ep Oo 
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Softonic 

Sony Ericssan 

TeamViewer 

UNICODE Program Groups 

i89 Volatile Environment 

HKEY_LOCAL_MACHINE 

HARDWARE 

SAM 

SECURITY 

SOFTWARE 

SYSTEM 

二 Controisct001 
ControlSet002 

CurrentControlSet 

LastKnownGoodRecov 

MountedDevices 

Select : 

Setup 
Suflwaie 

Comodo 

cam 

Firewall Pro 

rvigurat 

  

  

   (value not set) 

faS}Name REG_52 COMODO - Internet Security 
ProductVersion . REG_SZ 7,0.30891 1.4080 

UIO REG_5Z {D91609A7-BC3B-486A-ABF6-7 1E9407A8781y 
22 version REG_DWORD 0x03016295 (50422421) 

   

    

     

   

  

   

          

   
   

        

   
   

  

      
    
    
     

      

     

    
      

  

      Peer eee 

     NEEOMODO - Proact 

    
  

4. Select the folder corespondir: i 

for example, navigale lo HKEY_LOCAL_ i AC S\SYST EM\Scfiware\Comodo\FirewallPro!Configurations\0\Settings 

io reset password in COMODO - Internet Security configuration.
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CmcEnabled 2 

DontShowVirtual... REG _DWORD 0x00000000 (0) 

  

    

    

   

   

Co50L002 DoWebLookup REG_OWORD ”0x00000001 (1) 

CurentControlSet BEnableLogging REG_DWORD 0x00000001 (1) 

LastKnownGoodRecovery SeiEnforceBeotSecu... REG_DWORD 0x00000001 (1) 

MountedDevices HideIntroScreen REG_DWORD 0x00000000 (0) 
   

     

         
    

        

  

         

  

         

      

     

    

MaxLogSize REG_DWORD Ox00000014 (20) 

    

  

      

   

     

MessageFlags REG_DWORD 0x00000049 (73) 

BznotShowBackgro... REG_DWORD 0x00000000 (0) 
si REE DWORD DRSVISAL(QY 
SiPasswordEnabled  REG_OWORD 0x00000001(I SS 
WHparowonlad ooo RES, BINARY secon REQAeys sTb4 dl ea SO 47 94 Be t 
$Rplayalertsound = REG_OWORD Qx00000001 (1) 

Remember REG_DWORD 0x00000001 (1) 

Show8Balloon REG_DWORD 0x00000000 (0) 

SishowGeekbuddy... REG_OWORD ox00000001 (1) 
82}showGeekBuddy... REG_OWORD 0x00000001 (1) 

21 ShowGeekBuddy... REG_OWORD 0x00000001 (1) 

2 \showIncompatibl... -REG_DWORD 0x00000001 (1) 
ShowMinimize REG_DWORD 0x00000001 (1) 
ShowWidget REG_DWORD ox00000001 (1) 
\startAdvMode REG_DWORD 0x00000000 (0) 

BlsumaryView REG OWORD 0x00000000 (0) 
SuppressAV REG_DWORD 0x00000000 (0) 

  
   
      

  

      

   
   
   

   

        

     
     

  

Worshowsacksre... REG _OWORD SxORI20005 {0} 

SR REG_DWORD 0x00000000 (0) 
SERRSNN INN AS eG. MOD IN sess seers: OxO0000001 (1) 

AES EG eB F9 7F ba 91 04 di ea S0 47 94 Be 
BS)playalertsouni Modify Binary Data © g,aano0001 (1) 
Remember | Delete 》 9xo0000001 (1) 

@E\showBalloon : Rename & — 0x00000000 (0) 
001 (1)     

   dy. 

  

§. Inthe Edit DWORD Value dialog box, change the Value data’ irom # te 9 

二
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7. Slick’OX' 

8. Right-click 'PzsswordHash’ and select ‘Delete’. 、 

  

    ve. RESUS Gas 

CxG0000000 (0    a]PasswordEnabied 

  

  

SN oncennn e8 f9 7f ba 91 04 dl ea SO 47 94 8e 

8 jplayalert5o Modify 0x0o000001 (1) 
88] Remember Modify Binary Data 0x00000001 (1) 

EE showBallol INN :0x00000000 (0) 
Se)showGeekb Rename :  ©0x00000001 (1) 
88) ShowGeekBueay DERN 0x00000001 (1) 

ShowGeekBuddy... no (2)    

  

     
SEG DWCRD       

G Restart the system for the changes tc take affect tthe 

Now you should be able io access all settings, uninstali CIS and set a new password. 
  

Nos: Hf CIS dossn't allow regedit to change those registry items, ty to boot in safe mode and repeat the above steps. 
      

Run an Instant Antivirus Scan on Selected lfems 

You can run an instant antivirus scan on any selected area like disks, folders files etc. You can also check a wide range of 

removabie storage devices such as CDs, DVDs, extemal hard-crives, USB connected drives, digital cameras - even your iPod 

and mabile phones too!!! This is useful #f you have just copied a fileHolder or a prograrn from an extemal device like a USB drive, 

another system in your network. or downloaded from the Intemet. 

CHek Sere for more detais on running cn-cemand scans. 

To instantly scan an item 

。 Right click on the item: and select Scan with ‘Comodo Antivirus’ from the context sensitive manu.
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SS Open 

Run a5 

7-Zip 

  

  

“s    

  

    

  

  

Pin to Start menu 

“Send To 
  

Cut 

Copy 
  

Create Shortcut 

Delete 

Rename 
  

Properties 
  

。 Click the Antivrus tie at the 'Home' screen in compact view to flip-cpen the Antivirus pane 
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Drag and drop 

    
          

  
        

  

        

            
    

          

  

        
              
  

  

\
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Hem over the area marked ‘Scan Cbiects' in the advanced view of ‘Home’ screen in the CIS 
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.and cn compietion ci scanning, the scan finished dialcg be dispiayed with the number of threats found. 

Sos Sere for more detaiis to take action on the infected item(s}. 

Create an Antivirus Scanning Schedule 
Comodo Internet Security allows you ic schedule Antivirss scans on your entire system or on specific arees according to your 

preferences. You can create a custom scan profile defining exactly which files and folders are to be scanned, when they are io 

2 scanned and how they are to be scanned. 

To create an antivirus scanning schedule 

* Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

+ jn'General Tasks’, click ‘Scan’ 

。  Setect ‘Custom Scan’ then ‘More Scan Options’ 

。 The ‘Advanced Settings’ interface wil be displayed with ‘Scans’ panel opsned 

° Click the handie aft the betforn ol the interface then selec ‘Add’
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Scan Name: Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

  

  

  
    

    

* Add File - Allows you lo add individual fles to the profile. 

。 Add Folder - Allows you to select entire folders to be included in the profile 

。 Add Region - Allows you io add pre-defined regions ic the profile (choice of ‘Full Computer’, ‘Commonly 

Iniacted Areas’ and ‘System Memory} 

  

  

      

  

  

  

  
      。 Repeat the process io add more ems to the profile. Click ‘CK’ io conti your choice. 

¢ — Next, click ‘Cptions’ fo further customize the sean:
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Scan Name: : Example Scan Profile 
  

- Define items to be scanned, scanning options and running schedule 

  
  

   i} Decompress and scan compressed files    
    

  

               

    Vintec asthe ahenac ae ansarita cercoyeisss grehivy ety ve 
TPS OSAIOM SHOW Es DLaMigr te & SUSPENSE SMT 3. od BL RY 

£3 Use cloud while scanning 
Tale oetice adintes geass tea ot 
PTES GRIND GaP S SESSeees bee fan 

=: Use heuristics scanning 

     

  

   

lise the gelactad lave af ¢2 tetinadly 4 

Limit maximum file size to 

    

   

  

&} Update virus database before running 
nee : at ae : : : : : ¢ . . 
This astins smafiaes auen thea cistsbese ig uscigtes Sefton sureeina ras afan 
NES GSES AANA EAE Ci GOS anNSGh Se lpi Gaeiis tiscening tS ar 

Detect potentially unwanted applications 

tian: ARS Gidstarss Ths $ Qrs Unaaniad Noy Xs SN 
ER   

      

=” Options: 

。 Enable scanning optimizations - On selecting this cption, the antivirus will emmpioy various optimization 

techniques like running the scan in the background in order to speed-up the scanning process (Default = 

Enabled) . 

。 Decompress and scan compressed files - When this check box is selecied, the Antivirus scans archive 

files such ag .ZIP and .RAR files. Supported icrmats include RAR, WinRAR, ZIP, WinZiPARJ WinARd and 

CAE archives (Defauit= Enableg) . : 

。 Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses 

more accuralely because the local scan is augmented with a reai-time iook-up of Comodo's online signature 

database. With Cloud Scanning enabied your sysiem is capable of deiscting zero-cay malware even if your 

loca! aniivitus database is out-dated. (Default = Disabled). 

。 Automatically clean threats - Enables you to select the action ic be iaken against the detecied threats and 

infected fles automatically from disinfecting Threats and rroving the threats to quarantine. 

。 Use heuristics scanning - Enables you to select whether or noi Heuristic iechniques should be applied cnIBM - Ex. 1002-Part 7 of 10, Page 2631 
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can jsvei (Default = ww
 

a
 

an scans in this profile, You are alsc given the oppertunity to define the heurstc 

Disabdied). 

Background Info: Comade intemei Security employs various heuristic techniques to identify previously 

unknown vinises and Trojans. 'Heuristics’ describes the method of analyzing the cede of a file to ascertain 

whether ii contains code pattems similar to those in known viruses. If it is found to do sc then the application 

deletes the ile or recommends it for quarantine. Heuristics is about detecting Virus-like’ traits or alirbutes 

rather than Icoxing for a precise virus signature that meiches 2 signature on the virus blacklist 

This aliows CIS to ‘preciict’ the existence of new viruses - even #f itis not contained in the current virus 

dalabase. ; 

。 Low- Lowest’ sensilivily to detecting unknown threats but will also generate the fewest false positives. 

This setting combines an extemely high level of security and protection with a low rate cf false 

nosifives. DomnGn recammends this setting iar mast users. 

* Medium - Detects unknown threats with gregier sensitivity than the ‘Low’ setting but with a 

corresponding rise in te possibility of faise posilives. 

。 High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 

positives too. 

。 ELimit maximum file size to - Select this option # you want to impose size restrictions on files being 

scanned. Files of size larger than that specified here, are not scanned, if this opion is selecied {Default = 

40 M8}. 

。 Run this scan with - Enables you to set the pricrity of-the scan profile. You san select the priority from the 

drop-cown.(Befaurt = Disabled}. 

. Update virus database before running - Insiructs Comodo Internet Security to check for latest virus 

signature database updates irom Comodo website and downioad the updates automatically before starling 

the scanning (Default = Enabled) . 

‘» Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans 

for applications thai (3) a user may or may not be aware is inslalied on their computer and (ii) may 

functionatity and objectives that ere not clear to the user. Example PUA's include adware and browser 

toclpars. PUA's are often installed as an additionai extra when the user is installing an unrelated piece of 

software. Unlike maiware, many PUA's are ‘legitimate’ pieces of software with iheir own SULA agreements. 

However, the ‘nue’ functionality of the software migh? not have been made clear to the end-user at the time 

of instaliation, For exampie, a browser toclbar may aiso contain code that iracks a user's activily on the 

Internet. , 

* Te schedule the scan io run at set intervals, click ‘Schedule’:
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Scan Name: | Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

  

      
     
     
    
    

   
   
     

  

Frequency: Start Time: 

  

€> Do not schedule this task 
  

® Every Day 

& Every Week 
    

  

& Every Month 

  

  

图 Run only when computer is not running on battery   Run only when computer is IDLE 

Turn off computer if no threats are found at the-end-of the scan 

    

  

ONG 

oo 

。 Do not schedule this task - The scan profile will be created but will not be run automatically. The profile will 

be available for manual on-demand scanning 

。 Every Day - The Aniivurus starts scanning the areas defined in the scan profile every day at the time 

specitied in the Starl Time field 

° very Week - The Antivurus starts scans the areas defined in the scan profile cn the dayis} of the week 

specified in ‘Days of ihe Week fieid and the time specified in the ‘Start Time’ field. You can select ihe days of 

the week by directly clicking on them. 

+ — Every Month - The Antivurus starts scans the areas deiined in the scan prolife on the day{s) of the monih 

specified in ‘Days of the month’ field and the time specified in the Stan Time’ field. You can select the days 

of the month by directly clicking on them. 

。 Run only when computer is not running on battery - This option is useful when you are using a fapiop or 

any other battery driver poriable computer. Selecting this option runs the scan only if the computer runs with 

the adopter connected to mains supply and not on bailery. 

。 Run only when computer id IDLE - Select ihis option if you do net want fo disturbed when invelved in 

computer related activities. The scheduled can will run only if the computer is in idle slate 

> Turn off computer if no threats are found at the end of the scan - Selecting this ception tums your 

computer off, if nc threats are found during the scan. This is useful when you are scheduling the scans to 

fun ai nights. 

» Click OK to save the profile. 

The profile will be saved and ihe selected areas will be scanned repeatecly as per the set schechile. 
  

[sss The schedule scan will run only if it is enabied. Click the button under the Active column baside the respective profile row 
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Run Untrusted Programs in the Sandbox 
Comodo Internet Security allows you ip run programs inside the Sandbox on a ‘one-off basis. This is heipfui to fest the bshavior 

of new executables that you have downloaded or for applications that ycu are not sure that you trust. You can also creaie a 

desktop shoricut to run fhe application inside the sandbox on future occasions. The fellewing image shows hows a ‘Virtual’ 

shortcut will appear on your desktop: 

   \ 
NERY 

  

Comodo internet Security allows you fo run a program in the sandbox: 

  

  
  

Note: H you wish to fun an application in the sandbox on a iong-ierm/permanent basis then ads ihe fe Ys Se Sandbax. 

  
  
~ ree were 33 : sek atta’ cs 
TEIN AD’ esveroogesy YS we NA Shears MASS aie’ Shans 

Noss & SPAS ASS {IS VSMSQHes theaugh NGA SHENK OONSUS 
‘ 

\ 

4, Browse to the insiallation folder of the .exe file through Windews Explorer 

2. Right click on the program that you want ic run inside the sancbox 

  

        
  

  
  

  
  

   
  

  

a 

. ne 
Saag: 

SAINKA MAL MeN eS 
  

  

   
is Send To 
  

  

wing Cut , Foo 
Copy       2 Create Shortcut 

Delete 

Properties     
  

+ 

3 Choose ‘Run in Comodo Sandbox’ from the context sensiive menu
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1. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

2. Click ‘Sandbox Tasks’ and click ‘Run Virtual’ from the ‘Sandbox Tasks’ interface 

  

  

  

  
  

  

    

    

    

You can run applications inside the Sandbox isolated from the rest of the 

computer and-prevent them from making permanent changes to the system. 

    
  

Create a virtual desktop-shortcut . 

The ‘Run Virlual’ dialag will be disolayed. 

3. Torun an application inside the sandbox, click 'Choose and Run’ then rowse to the appiication. The appitication will 

run with a green border indicating thai il is sandboxed. If you wish to run the application in the senabox in future, then 

select ‘Create 4 virtual desktop shortcut’. .
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Applications [exe] 

    
  

      
    

4. Browse to the application and click ‘Open’. in the example above, Open Office Writer is chosen. pp i 

The application will sun in the Sandoox on this occasion only. f you often want the browser to run sandboxed then create a 

‘yifuai shortcut for the applicaticn by selecting the check-box ‘Create a virtual desitop shortcut’ in step Z. Hf you wish ic run an 

application in the sandbox on a long-fer/pesmanent basis then ads S8e Bie fo He TaNTsx. 

mn RRA dnt Ri 

  
    

  

  

John F. Kennedy 

*My fellow Americans, ask not what your country can do for you, ask what you can do for your 

country” | 
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Run Browsers Inside Sandbox 
This page explains now to run your Interne’ browser insice the sandbox. Surfing the Intemet with a sandboxed browser is the 

same as normal, with the benefit thai any malicious files you inadvertently download cannot do damage your real compuier. You 

can also create a desktop shortcut fo run the browser inside the sandbox on future ossasions. The following image shows how 4 

‘virtua!’ shortcut wil appear on your desktop: 

SS SER: > SS 

   

  

Comodo Internet Security allows you io run a browser in the sandbox: 

e Te siart a browser inside the sandbox, click on fhe browser icon. 

  

1. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

2 Click 'Sanobox Tasks’ end click 'Run Virtual’ fom the ‘Sandbox Tasks’ interface
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You can run applications inside the Sandbox isolated from the rest of the 

computer and prevent them from making permanent changes ta the system. 

  

  

fF} Create a virtual desktop shortcut 

The ‘Run Virtual dialog will be displayed. / 

3. Torna browser inside the sandbox, click ‘Choose and Run’, navigate to the instafation location of the browser and 

select the exe fie of the browser, If you wish to create a daskicp shoricut to run ihe browser in the sandbox in future, 

then select ‘Create a virtual desktop sherteut’. 

The browser wii run with a green border indicating that it is sandboxed. ‘ 

Run Untrusted Programs Inside Virtual Desktop 
This page explains how to sun untrusted programs inside the Virtual Desktop. Applications running in the virtual deskiop also 

jeave no cookies or history behind on your rea system, making it ideal for testing out beta/unstadle software. 

Applications installed or the #les stored in your system can be opened inside the Virtual Desktop by the icllowing metheds: 

  

You can copy the files or create shortcuts for the applicaticnsifiles te be opened in Virtual Deskiop, in the desktop of your reai 

ystem. The shortcuts of your reai desktop will be available in the Virtual Desktop. You can double click on the ison to open the 

respective appjicaticn of file inside the Virlual Desktop. 
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Nate: The real computer Geskiop icons will be available cniy in the Cisssic Ws dow 
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The Virtual Desktop creates a folder Shared Space in the location CDocuments and Settings\All Users\Application 

Data\Shared Space”, Which can be shared by your hosi operating System and the Virtual Deskicp. 

The Shared Space can be accessed in the foilowing ways: 

。 Click ‘Open Shared Space’ under ‘Sandbox’ Tasks in ihe Tasks intefiace 

° Click the ‘Shared Space’ shortcut icon from the home sereen of CIS 

° Click the “Shared Space’ shortcut icon from the CIS widget 

° Click the ‘Shared Space’ desktop shertcut icon 

Jo open an application or file from your host system in the Virtual Desktop 

1. Open the ‘Shared Space’ as menticned above 

2. Copy/Move the application cr the file to be opened into the Shared Space 

3. Stag Virtual Desktop’ by clicking the Virtual Deskicp shortcut in the CIS home screen or by clicking Sandbox Tasks > 

Run Viriuai Desktop from the Tasks interface of CiS. 

    
  

        
4. Open Shared Space inside the Virtual Desktop by clicking the ‘Shared Space! iccn in the home screen.  IBM - Ex. 1002-Part 7 of 10, Page 2639 
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5. Couble click on the applization/ile in the shared space tc open it insice the virtual Desktop. 

The changes you make to the fie wiil be stored to the file only inside the Virtual Desktop and not in the reai computer system. 

Run Browsers Inside the Virtual Desktop | 
The Virtue! Desktop provides an extremely secure environment for internet related activities because it isolates your browser   

’
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from the resi of your computer. Just by visiting them, malicious websites can install viruses malware, rootkits anc spyware onic 

your computer that can allow hackers to steal confidential information. Surting the ‘net inside the virtual desktop removes this 

threal to your machine by preventing any website from insialling anything on your real computer. Furthermore, the Virtual 

Keyboard allows you to securely enter user-names, credit card numbers and passwords without fear of key-logging software 

recording your physical keystrokes. 

  

+ 

To run a browser inside ihe Virtual Desktop 

1. Click the C button 

2. Select the browser you wan! to nun from the browsers displayed. 

  
  

The browser will open inside the Virtual Desktop.
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On completion of your browsing session, no traiis like your browsing history will be stored in your computer. 

Restore incorrectly Quarantined Item(s) 
4 you have incorrecily quarantined item{s) or you feel an item has been incorrectly quarantined by the application (a false 

positive} then vou can restore ivihern using the following procedure: 

To submit Quarantined items 

4. Click the ‘Tasks’ arrow on the home screen fo open the main Tasks menu 

2. In ‘General Tesks’, click View Quarantine’ 

The ‘Cuarantine’ interface will open. The interface displays a list of items moved to Quarantine manuaily, from the rasults of real- 

ime scanning, on-demand scanning and scheduled scans.

IBM - Ex. 1002-Part 7 of 10, Page 2642 
IPR2025-00379 (IBM v. Croga)



Internet Security -U SS 

  

  

                                
  
  
                  

      
    

              

            

                          
  

                              
                    

a ne   
  

3. Choose the ileris ic be restored by selecting the checkboxes besice them. 

' 

4. Click the handle from the bottom and choose ‘Restore’. 

An option to add the selecied items to AV exciuded Hles will open.
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Would you like ta ecd these files ta your AV excluded Tiles 

io?     
  

if you select ‘Yes’, these items will not be included for AV scans. If you select No’, ihese items will be included for AV scans and 

quarantined duting the next scanning. 

Ali the selected files will bs resicred to their original locations immediately. - 

5. Click 'Ciose' buticn to exit. 

SS Sere for more detalis on the Quarantined Items. . 

Submit Quarantined Items to Comodo for Analysis 
items which have been quarantined as a resuii of an On Access, Cn Demand or Scheduled Scans, can be sent te Comodo for 

Analysis. After the analysis, if the submitted item is found to be a False Positive, it will be added to Comode Safe List. 

Conversely, # iis found ic be a malware, it will be added ic the anti-maiware Black list. This helps Comedo tc enhanee its virus 
SA 

signature database and heips mitlions of other CiS users to benefit out of #. SRS Neve for more details cn Quaranuned liems. 
一、 

  

To submit Quarantined iterns 

1. Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

s 
%  In‘General Tasks’, click ‘View Quarantine’ a. 

The ‘Quarantine’ interface will open. The interface displeys a list of items moved to Quarantine manuaily, from the results cf real- 

dime scanning, on-demand scanning and scheduled scans.
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3. Choose the items ic be submitted to Comodo for analysis by selecting the checkboxes beside them. 

4. Click the handie from the bottom and choose ‘Submit’. , ， 

The submission progress wil! be indicatec.
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On completion, the submission results will be displayed, indicating whether the file is suscessfully submitted or already 

un Ts and is pen is, . submitted by other users ding for analysis.
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Enable File Sharing Applications like BitTorrent and Emule 
This cage explains now to configure Comodo Firewall for file sharing applications ike Shareaza/Emule anc BitTorrenyUTorrent. 

rey > 

To allow these file sharing applications, you must: 

  

To Disable 'Do Protecol analysis’ 

4, Open ‘Tasks’ interface by clicking the green surved arrow at top righi of the ‘Home’ screen 

2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 
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3. Ensure that ‘Do Protocol Anaiysis' checkbox is not selecied. \ 

To Create a ‘Predefined Firewall Rufeset’ for ShareazafEmule 

1. Click ‘Rulesets’ under ‘Firewall from the LHS navigation pane of ‘Advanced Settings’ interface tc open ‘Rulesets' panel 

2. Click the handie from the Sottom of the panel and choose Add 
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owing RNSSES are cefinsd of this soniputer: 

  

ANAT, 

    

  

Name: ; For allowing Shareaza/Emule 
  

人 Use a Custom Ruleset 

    
  

    
The ‘Firewall Ruleset’ interlace will open for creating 2 new sel of rules. 

上 

3. Click the handie from the bottom and chcose ‘Ada’
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4. Enter a descriptive name for the new ruleset to be created in the ‘Cescription’ texi box (for exemple: For aliowing 

Shareaza/Emule). 

5. Now you need io create six rules for the newly created ruleset. To ds se, click ‘Add’. Ths ‘Firewall Rule’ interlace wil 

appear. For creating each ruie, select the check box and choose the drop-down options under each iab as given 

below. After creating each tule, click ‘CK’ for the rule to be added. Click handie in the 'Firewail Rulesei interface and 

choase Add ic create the nexi rule. 

  

- Action: i Alluw   
  

rotocol: ‘TCP 
  

  

Direction: 
  

  

Description 
  

  

    

                          
    

Rule 1 

。 Acticn : Allow 

。 ”protocol: TCP 

e =: Direction : In 

。 Description : Rule for incoming TCP connections - 

» Source Address : Any Address ; , - 

»  Destinaticn Address : Any Address 

e Source port : A Porl Range : {Start Sort = 1025 / End Port = 65535} 、 

。 Destination port : A Single Port : (Port : Your TCP port of Shareaza/Emuie} 

Rule 2 

» — Action: Allow 

» — Protocol : UDP 

° = Direction : In 

。 Description : Rule for incoming UDP connections
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Rule 3 

Rute 4 

Rule 5 

Rule & 

a 

  

Source Address : Any Address 

Destination Address : Any Address 5 

Source port : A Port Range : {Start Port = 1825 / End Port = 65935} 

Destination port : A Single Port : (Port : Your UDP port of Shareaza/Emule} 

Action : Allow 

Protocol : TCP or UDP 

Direction : Out 

Description : Rule for auigning TCP and UDP connections 

Source Address : Any Address 

Destination Address : Any Adcress 

Source pon : A port range : {siart port = 1025 / end port = 65535} 

Destination port : A port range : (start port = 7025 / end pert = 65525) 

Action : Allow 

Protocol : ICMP 

Direction : Cut 

Description : Ping the server feck neiwork) 

Source Address : Any Address ， 

Destination Address :AnyAdcress 

ICMP Detzils : Message : ICMP Echo Request 
x 

Action : Ask {Aiso select the check box ‘Log as a firewall event if this rule is fired} 

_ Protocol : TCP 

Direction : Out 

Description : Rule for HTTP requests 

Source Address : Any Addross 

Destination Address : Any Adcress 

Source port : A pert range : {start pert = 1025 / end port = 65525) 

Destination por : Type : Sinale Pos; (Port : 80} 

Action : Biock (Also select the check box ‘Log as a frewali event Hf this rule is fred’) 

Protocol : IP 

Direction : In/Out . 

Description : Biock and Log All Unmatching Requests 

Source Address : Any Address 

Destination Addrass : Any Address 

iP Details : 沁 Protacoi : Any 

8 Click 'OX’ in the ’Firewali Ruleset’ interface. 

The new ruieset will be created and added as a Predefined ruleset. Stari Shareaza or Emuie. When Comodo raises a pop-up 

alert, choose ‘Treat this application as’, select the descriptive name you gave for this rule (2.9. For allowing Shareaza/Emule) 

irom the options and select ‘Remember my answer. 

To create 2 ‘Predefined Firewall Ruleset’ for BiiTorrent/Uiorrent’
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Click 'Rulesets’ under ‘Firewall’ frem the LHS navigation pane of ‘Advanced Seitings interface to cpen ‘Rulesets' panel 

Click the handie from the bpttom of the panel and choose ‘Ady 

The ‘Firewall Ruleset’ interface wiil open for crealing a new set of ules. 

3. 

4. 

Ruled 

Rule 2 

Rule 3 

Rule 4 

Click the handie from ihe bottom and choose ‘Add! 

Enter a descriptive name for the new ruleset to be created in the ‘Description’ tex? Dox (for exarnpie: For allowing 

BitforenvUtorrent. 

Now you need io create six rules for the newly created ruleset. To do so, click ‘Add’. The ‘Firewall Rule’ interface will 

appear. For creating each ruie, select the check box and choose the erep- dawn opticns under each iab as given 

below. After creating each rule, click ‘CIC for the rule to be added. Click handie in the ‘Firewail Rulese? interface and 

choose ‘Add’ ic create the nexi mule. 

。 — Action : Allow 

e Protocol : TCP or UDP 

+ Direction: In 

» Description : Rule for incoming TCP and UDP cennections 

* Source Address : Any Address 

° Destination Address : Any Adcress . 

。 — Source port : A Port Range : {Start port = 1025 / End port = 65538} 

。 Destination port : A Single Port (Pert: The port of BitTorrentUtorrent) 

» Action : Allow 

。 Protocol : TCP 

° Direction : Cut ‘ 

。 Description : Rute for cuigoing TCP connecticns 

。 Source Address: AnyAddress 

¢ Destination Address : Any Address 

+ Source port : A Port Range : {Start port = 1025 / End port = 65535) 

+ — Destination port : A Port Range : (Start pert = 1925 / End port = 65535} 

° ~~ Action : Allow 

。  Protacol: LDP 

+  Dirertion : Out 

+s Description : Rule for cuigoing UDP cennecticns 

» Source Address : Any Address 

» Destination Address : Any Adcress 

。 Source port: A Single Port: Port: the port of utorrent 

。 Destination pari : A Port Range : (Start port = 1025 / End port = 65535} 

» Action : Ask {Aiso select the check dox ‘Log as a firewall event if this rule is fired} 

¢ protocol: TCP , 

e Direction : Out 

e Description : Rule for HTTP requests 

+ Source Address : Any Adcress 

» Destination Addrass : Any Address 

> — Source port : A Port Range : {Start port = 1025 / End port = 66835) 

人

IBM - Ex. 1002-Part 7 of 10, Page 2652 
IPR2025-00379 (IBM v. Croga)



ss        
Destination port ; A Single Port {Port = 80) 

Rufe 5 

。 Action : Siock (Also seleci the check box ‘Log 2s a frewal event i this rule is fred’) 

© Protocol : IP 

» Direction : InfOut 

» Description : Block and Log All Unmatching Requests 

» Source Address : Any Address 

。 Destination Address : Any Address 

。  {P Details : 1 Proicco!: Any 

6, Click 'Oi' in the ‘Firewall Ruleset’ interface. 

Tha new ruiesei will be created and added as a Predefined Firewall ruleset. Stari BitTorrent or Utorrent. When Comodo raises 4 

pop-up alert, choose Treat this application as’, select the cescriptive name you gave for this ndle {e.¢. For allowing 

Si{Torrent/Utorrent} from the options end select ‘Remember my answer’. 

Block any Downloads of a Specific File Type 

Comodo Internet Security can pe configured to block downloads of specific types ¢i file. 

Example scanatics: 

+ Some malicious websites try to push downloads of maiware-in .exe file format. .exe files are programs which can 

execute commands cn your sormputer. If the .exe is malicious in intent then these commands could include the 

instailaticn of key jogging programs, initiaticn of buffer overflow attacks or cede io turn your PC into 2. Zombie. For this 

reason, you may wish ts block all downloads of files with a .exe file extension. 

。 You want to avoid downloading media fies like audic files {e.g. files with extensicns wma, mp3, wav midi}, video 

fies (e.g. fs with extensions .wmy, .avi, mpeg, .swt } or image fies (2.9. files with extensions .bmp. jpS, .png)} fer 

your disk space restrictions. 

To selectively block downioading of specific fie type. you need to configure Defense+ component of CIS to Stock the specific file 

type from the deiauil download folder of your browser. 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘roms’ screen 

2. Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ from ihe Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Security Settings’ > ‘Defense+ ' > HPS > ‘Protected Cbjects’ from the left hand side pane 

4. Click ‘Blocked Files tab
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5. Click the handie from the bottom and cheoss AdG > ‘Applications’. 

6. Browse to the default download foider for that particular fils type of your Iniemet Browser from the Open dialog 

。 For example, the default download locations for some jie types in Internet Explorer are given below: 

。 Exesutable files - CADosuments and Settings\user narne\i_ocal Settings\Temporary Internet Files\
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。 Dacument files - C:\Documents and Settings\user name\My Socuments\ 

。 — Image files - C\Dosuments and Settingsluser name\My Documenis\My Pictures} 

+ Music files - CADocuments and Setiings\user name\My Decurnents\My Music\ 

。 Video files - C’Documents and Settingsiuser name\My DocumenisiMy Videos} 

7. Select file from the folder and click ‘Open’ 

The fie wil be added to biocked files fist. 

CW S®©GG@§@ CG WW     

    

    

  

  

Ths folsing OBeLtS Bre OMLEMIe Oh Bes COMPLY. 

BEIT 

    

Edit File Path 

?C:\Documents and Settings\Administrator\My Documents\My Pictures\1935-irm 
  

    
     

8. Select the entry from the Slocked Files interface, click the handle trom the botiom and choose Edi 

The Edit Property dialog will appear. 

G& Change the file name al the end of the file path to *.fle_extension” (e.g. V" exe, ¥* jpg} 
ve 

Cae 
eee
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Edi File Path 

iC:'Documents and Settings\Administrator\My Documents\My Picturss\， ipo 
  

  SN . s 
agarose 

  

10. Slick OK in the ‘Edit Proparty’ diaiog 

47. Click OK in the Advanced Seilings interface to save your settings 

The cownioad of the specific He type ic the specified folder through the browser will be blocked. f you have more than one 

browser, repeal the same icr the other Drowsers too. 

  

Nsis: Blocking files in this way will oniy block the downloads of the specific file types in the specified foiders. if you change the 

download destination while downioading a file through your web browser, the dewnload will be aliowed. 

  

  

Tip: To unblock the downioad, Advanced Seitings > Defense+ > HIPS > File Protection > Blocked Files, select the file path, 

click the handle from the bcilom and choose 'Remove’.     
Disable Behavior Blocker and Auto-Sandboxing on a Per- 

application Basis 
Sehavior Stocker will aulo-sancbox run unknown execuiabies and queue them for submission io Comodo Cloud scanners for 

_ behavior analysis. Users de, however, have the option to exclude specific files or file types from this 2uto-sandboxing process. 

This is particularly usefui tor developers that are creating new applications which, by their naiure, are as yet unknown ic the 

Comodo sais list. 

To disable the aufo-sandboxing selectively 

4. Open ‘Tasks’ interface by clicking the green curvec arrow at top fight of the ‘Home’ Screen 

2. Open Advanced Seltings panel by clicking Advanced Tasks > Advanced Settings om the Tasks interiace 

3. Click ‘Security Ssttings' > ‘Defense+’ > ‘Behavior Biocker in the jeft hand sice navigation pane of Advanced Sellings 

pane 

4. Select the check Sox ‘Define exceptions for behavior blecking and ther click on the words ‘Exceptions’ 

The Behavior Slocker Exceptions interface will open. 

Olick dhe handie from the bottom and choose ‘Add’ from the cplicns to add ihe files/executables ic be excluded from 

monitoring by Behavior Blocker and Auto-Sandboxing. 
5. 

。 You can add items by selecting the recuired option irom: the drop-cown: 

° File Groups - Enables you io select a category ol pre-set files or folders. For example, selecting 

'Executables' would enable you to create a ruleset for ail files with the extensions .exe dil sys .OCX .bal 

pif .ser .cpl . Other such categories availabie include ‘Windows System Applications’ , 'Windows Updater 

Applications’ , ‘Siart Up Folders’ etc. For more details on file groups, refer ic the section Fs Gangs. 

。 Files - Opens the ‘Open’ window and enables you to navigate to the application or fils you wish to ade. 

。 Folder - Ovens the ‘Srowse ior Folders’ window and enables you to navigate ic the folder you wish to add. 

。 Running Processes - As the name suggests, this option aliows you to select an application or execittable 

from the processes that are currenily running on your PC. 

 

IBM - Ex. 1002-Part 7 of 10, Page 2656 
IPR2025-00379 (IBM v. Croga)



  

  

  

        
  

  

      

       
   

SS Au-SayGDNN UAknown applications 3s we 

S TAS UNE OT BEE STAT ARNDT LG Es     SS Deine excivsinns tor penawer blocks 

  

    
                      

  

  
  

  
        

  

   

  

IBM - Ex. 1002-Part 7 of 10, Page 2657 
IPR2025-00379 (IBM v. Croga)



  
  

  

    
7. Select whether the chiid processes of the application aiso needs to be excluded using the ‘Exclude Child Processes’ 

toggle switch. : 

8. Click OK in the Advanced Settings panel for your settings to take effect. 

The selected application wil! not be auto-sandboxed on its execution. 

Alternatively... ° 

1. Add the fies to the list of Trusted Sse 

2. Digitally sign your files with a code signing certificate from a trusted CA then manually add your oranization to the 
eee wwe wee ， ss SNSNNSSS Venders js Tragied SSNNSTE Venders list 

A 3， Disable Behavior Blocker by de-selecting the 'Enabie Auto-Sandbox unknown appiicaticns as' check box in the 

Behavior Blocker setiings panel. Not recommended. 

For more detaiis cn Auto-Sandboxing process, refer to the saction UnSnows PEST Ths Auts-Sandboning ans Scamyng 

Srocesses, 1 

Switch Between Complete CIS Suite and Individual 
Components (just AV or FW) 
Comodo Internat Security provides the flexibility of installation as a compiete security suite or as individuai components. You can 

choose the installation type Serving is issialation itself. Even after the installaiion, you can switch the insiallation ‘ype without 

the requirement of uninstaliation of the software, retaining your configuration settings. You might have installed the CIS as 

complete suite initvaly but may want to retain the AV part or FW part and uninstall the other or vice versa. The inbuilt uninsialler 

of CIS enables to switch your installation type al any point of time. 

To switch the installation type ， 

1. Glick Start > All Programs > CCMCDC > CCMODO Intemet Security > Add and Remove Compenents 

      

       

  

     

      

    

      
i << Mozilla Firetox \ a GeekBuddy > 

WN NY 
ss COMODO TrustConnect (VPN) 

SS 

‘ 全 

, of click Start > Controi Panal > AddRemove Programs > Comedo Intemet Security > Change.
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Welcome to the COMODO Internet 
Security Premium Setup Wizard 

The Setup Wizard allows you to change the way COMODO 
Internet Security Premium features are installed on 

NS your computer or to remove it from your cornmputer. Click 
Next to continue or Cance! to exit the Setup Wizard.    
  

  

              
  

2. Click ‘Next’. The configuration selection screen will appear. 

            
  

      
  
                                  

                              
                      

3. Select ‘Change’ button io change the installed features and click ‘Next.’ The Product Saiection screen will appear.
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Select the installation type. 

if you want the compleie installation, seleci both Install COMODO Antivirus and Insiall COMODO Firewall. 

° 并 you want only the Antivirus part and not the Firewail part, select only the install COMODO Anivirus and 

unchesk Instal COMCOC Firewail. ; 

。 If you want only the Firewall part and not the Anivirus part, select only the instali COMOCO Firewall and 

unsheck tnstal COMODO Antivirus. 

OHok here for more details on the installation of individual compenents. 

° Click ‘Nex!’ Wait til the CIS is configured and is ready for the change. 

Er 
hf 

    
      
  

  
  

                
  

  
              

                          
          

                                       

IBM - Ex. 1002-Part 7 of 10, Page 2660 
IPR2025-00379 (IBM v. Croga)



SEE 
“th

y 

    
4. Click ‘Change’ in the next screen. The change progress will be indicated... 

SEE 

— ae 
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... and on completicn, Click the Finish button to exil the wizard. 

i 

                
                                              

in orcer ier the configuration change to take effect, your computer needs ic be restarted. A ‘Restart Computer dialog with a 

countdown timer will be displayed. IBM - Ex. 1002-Part 7 of 10, Page 2661 
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You need to restart your computer Tor the changes to take effect. 

Would you like te restart? it now?   
。 if you want to restart the system 2t a later #me, click ‘No’ 

+ if you want to restari the system immediately, please save any unsaved data and click Yes’ or jeave the dialog for the 

system to restart at the end of countdown timer. 
  

Neis: The change will fake effect only on the next restart of the computer. 
    
  

Switch Off Automatic Antivirus and Software Updates 
By default, Comodo Intemet Security will auiomaticaily check for software end Antivirus database updates. However, some 

users like td have contro! cver what gets downloaded and when # gels downloaded. For exempie, network administrators may 

noi wish to automatically download because it will take up tp much bandwidth during the day. Similarty, users thai have 

particularly heavy traffic loads may nol want automatic updates because they confict with their other cownioad/upload activity. 

CIS provides full contro! over virus and software updates. Click the eppropriate link below io find out more: 

amaiien AadaNas 
    

      

mmatasag agiiral: 
S UNKSSSS SHQNTSS S NSSSS aie 、 Na ’ 

° NS SQNSANS SMASISs EPSase ¥ > 

o 

SS. SSas gs ess 长 下 Sine eaiass al? arasmatic use alynaines ¢ 
° Swsd off SELMAN NISS HONSUNS SAE 

To switch off automatic updates entirely: 

1. Open ‘Tasks’ interface by clicking the green curveG arrow at top right of the ‘Home’ screen * 

2. Open Advanced Seitings panel by clicking Advanced Tasks > Advansed Settings from the Tasxs interface 

Click ‘Updates’ under 'Generai Settings’ from the leit hand side navigation pane 

Deselect the check boxes ‘Check for proaram updates every XXX day(s)’ and 'Check for database updates every 0X 

hour(s)’ 

fy
 

w&
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5. Click 'OK' in the Advanced Settings panel. 

To switch off automatic updates selectively: 

4, Open Tasks’ interface by clicking the green curved arrow al lop right of the ‘Home! sereen 

2. Open Advanced Settings panel by clicking Advanced Tasks > Acvanced Settings om the Tasks interfaceIBM - Ex. 1002-Part 7 of 10, Page 2663 
IPR2025-00379 (IBM v. Croga)



    
es UO 
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3， Click ‘Updates’ under ‘Genera! Settings’ from the le't hand side navigation pane 

     
  

se 
> 

WMS 

A
s
 
S
p
 

  

      

  

。 Select the Do NOT check updates if am using these connections’ checx-box 

。 Then click the ‘these connections’. The ‘Connections’ daiog will appear with the list of connections you use. 

Select the connection through which you do not want CIS to check for updates and click OX, 

+ — if you want to suppress auiomaiic updates when your computer is running on battery 

。 Select the ‘So NOT check for updates if running on batiery’ checkbox 

To switch off automatic virus signature database updates prior to AV Scans: 

ss
 Oven ‘Tasks’ interface by clicking the green clinved arrow at top right of the ‘Home’ screen 

Open Advenced Settings panel by clicking Advanced Tasks > Advanzed Settings from the Tasks interface 

Click Security Settings’ > Antivirus’ > ‘Scans’. A list delined scan profiles will De displayed. y 

= 
W
o
n
 

Select the scan proiie for which you do want the automatic virus database updates pricr to the scar 

       

eee zz
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      Sean Name: : Downloaded Programs 
  

      

     

Define items to be scanned, scanning options and running schedule 
“ N“ 

      

NS 
iiss SW WAg TAPAUISY FESR YS ANKE 

    

Update virus database before running 

cis the Sect le cimciatadd: Kavace sunsk 
Sure INS GSiSNaS5 IS USNS OSES CPM 

          

    

Thi a amisn see 
站         

SS SN 

3 Deterrparsatialy unwanted Gapelications       

  

  

oo ED al \ Hate. ALLS RIAA EAA RAAAAS, it     

> 

5. Click the handie fram the bottom and select ‘Edit’ 

6. Click ‘Options’ ic open the Options pane and deselect ‘Update virus daiabase before running’ checkbox. 
é
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7. Click 'OX' on the ‘Scan’ interface. 

8. Click 'OX' in the ‘Advanced Settings’ interface for your changes to take eHect. 

Suppress CIS Alerts Temporarily while Playing Games 
Because of continuous monitering of all your system activities in granuiar evel icr implementing Detaui!-Deny Protection, 
Comodo Internet Security generates pop-up aleris whenever it identifies any event appearing to be a malicious activity or 
execution of programs thai require privileges like Internat access and file access rights. Each alerl provices information and 
options that enable you ts make an informed decision on whether you want te ailow or biock a requesi or aclivily. Aieris aiso to 
allow you fo instruct Comodo Internet Security on how # should Dehave in future when it encounters activities of the same type. 

But at times when you are involved in activities like playing computer games, where you do not want to be interfered with such 
alerts, you can temporarily stop tham irom being displayed. require undisturbed envircnmeni. During this time, the operations 
that can inferfere with users’ gaming experience are either suppressed or pssiponed. 

To temporarily stop pop-up alerts , 

e ° Click 'Game Mcde' button from CIS Home screen 

            
  

  
  

                      
      

                    
of 

e Right click on the CIS System Tray icon and select 'Game Mece’ from: the opticns.
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“Antivirus 

Firewall 

  

  

  

  

The alerts are now suppressed. 了 resume alerts and scheduled scans, just de-activate Game Mode from the heme screen or, 

      

the system tray icon righi click options. 

Renew or Upgrade your License 
in order ic enjoy continued crotection from Comede Internat Security, you will need tc renew your licenses when if is due to 

expire. 

To renew of upgrade your license, click ihe ‘Activate Now link beside ‘Subscription’ on the C!S home screen (altematively, click 

‘No. of days left} 

  

  
          

                
    

The Product Aciivation Wizard will start.
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in orderto activate: 

Make sute you are Canfecist ic the Interne: 

  

Enter yur Hcense key at rg to obfazt cne 

  

Activate the Ecense and register your greduct 

License Key. 

    

  

    
  

     3 link. You will be taken to the purchass page alt 

     
*。 Select your CIS Package. 

。 Seiect ‘Existing Comodo User checkbox in ‘Enter Customer Details’ area, enter your login and password end \ ig Pp 
complete the payment procedure. 

+ The License key will be sent io you by email. Enter the license key end click the ‘Activate’ button. 

° After successful validation, your subscription wil be activated and a confirmation screen will be displayed. 

if you are renewing 4 license for the same CiS producl then entering the license key will upgrade the license without requiring 

re-installation. If you are uograding license types, then installation of the new product type will begin automatically. You may 

need ic restart your computer to finalize the upgrade. 

# you are using any ci the trial versions of CIS, you have to purchase the ‘icense ai the end ci trial pericd in order to continue 

using the product. An aiert wil be displayed after the expiry of trial pericd. 

。 Click the the ‘Renew Now button in the sien screen and follow the same purchase and activation procedure expiained 

above. 

~ congas \

IBM - Ex. 1002-Part 7 of 10, Page 2668 
IPR2025-00379 (IBM v. Croga)



  

How to use CIS Protocol Handlers 

COMCDC Internet Security has is own protoco! handiers that allow you to perform certain tasks from a web page. This includes 

iasks like opening a web page irom a sandboxed browser, of starting a virus database update etc. CiS 2013 supports several 

protoce! handlers listed below. 、 

This potccoiis used io open any URL with a sandboxed browser. 

For example: Try safe./www googie. com 

The URL will be open in a sandboxed browser. Note the green border:    
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fo Gnbs. The nk raquested is Ko: 

muy   

  

  

  

                  
  

an extesnal explication ws handle kiosk: 
wy. gorgreccm,. 

Cemode Drager needs te bunch 

i The fetowing application wil be launches if ycu eccept this request 

i “CAProgrem Ries COMOCO\COMODS intemet Securitwirvosk.exz® -r 
Avs google.com” 

   did act initiate this request, t may represen. an attemated atteck on 
i sour system. Untess you tock an exptict action tc initiate this request you 

: should press Ce Nothing. 

i: TU Remember my cheice for ali sinks of this type. 

  
i haunch Apsiicetion : ; Dofothing : : 
  

  

  
  

  

  

  

  
  

  

Un 
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Appendix 2 - Comodo Secure DNS 

service 
Seadoo eds oodtorss 
PIS MWUVI Ss 

Comodo Secure ONS service replaces your existing Recursive DNS Servers and resolves ali your ONS requests exclusively 

through Comedo's propristary Directory Services Platform. Most of the networks use recursive DNS services that are provided 

by their ISP or that reside on their owa set of small DNS servers butit becomes essential ic have 2 secure and broacly 

distributed DNS servise te have a faster and safe DNS resclution. 

  

Sackgrouned Noise: Every device on the intemet is uniquely identtied by a 32-bit number (/Pv4) or a 128-bil number {ipv6}. 

While this is perfectly saiisfactory for computers, humans are far more comforlable remembering names revher than a string of 

numbers. The Domain Name System (DNS) provides the translation between those names and numbers. Virtually every piece 

of software, device, and service cn the Interns! uillizes DNS to communicate with one another. DNS also makes this 

information availabie across the entire span of the Intemet, allowing users to find information remotely.     
Comodo Secure DNS is a broacly distributed Recursive DNS service thal gives you full control to determine how your clieris 

interact with the Intemet. It requires no hardware or software and provides reliable, faster, smarter and safer interne! experience. 

、， ， ， § . ， 
。 Reliable - Comodo Secure DNS Directory Services Platform currently spans across five continents around the word. 

This allows us ic offer you the most reliable fuly redundani DNS service anywhere. Each node has multiple servers, 

anc is connected by several Tier 1 carriers to the intemei. 

，。 Faster- Our sitalegically placed nodes are located ai the mosi optimal intersections of the Internet. Untke most ONS 

providers, Comocio Secure DNS Cirecicry Services Platform uses Anycasi routing technology - which means that no 

matter where you are located in the world, yor DNS requests are answered by the closest avaliable Comodo Secure 

DNS sei of servers. Combine this with our huge cache end we can get the answers you seek faster and more reliabiy 

than anyone else. Furthermore, our “name cache invalidation’ solution signals the Comodo Secure DNS recursive 

servers anytime one of our authoritalive customers or partners updates a DNS record, fundamentally eliminating the 

concept of a TTL. 

。 Smarter - Comodo's highly structured search and guide pages gel you where you wani lo be, when you inadvertently 

atismpt to go to = site thai doesn’t exist. 

。 Safer -As a leacing provider of computer security sclulicns, Comodo is keenly aware of the cangers that plague the 

Internet today. Secure DNS helps users keep safe online with its maiware domain 人 ering feature. Secure DNS 

references 2 real-time biock list (RBL) of harmful websites (.e. phishing sites, malware sites, spyware sites, excessive 

advertising sites, etc.} and will warn you whenever you atiemp! to eccess a site containing potentially threatening 

content. Additionally, our ‘name cache invalidation’ solution signais the Comodo Secure ONS recursive servers 

whenever ¢ DNS record is upcated - fundamentally eliminating the concept cf a TTL. Directing your requests through 

highly secure servers can also reduce your exposure to the DNS Cache Poisoning attacks that may affect averybody 

else using your ISP. 

To stari Comodo Secure SNS senice the DNS settings of your computer has ic be modified to point to cur server's IP 

addresses. Comodo iniernet Security automaticaly modifies the DNS settings of your system Guring ils installation to get the 

services. You can aiso modify the DNS settings of your system menuaily, if you haven't selected the option during instailation. 

You can also revert to the previous seitings if you want, at anytime. 

Click the icllowing kinks io get the instructions for manually modifying the DNS settings on your router or on your computer. 

  

Router - Manually Enabling or Disabling Comodo Secure DNS 

Service 
You can manually enabie or disable Comocb Secure DNS sevice in your Router by modifying the DNS settings accessitle 
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Ny 
N 六    

   
through DNS Server settings of your router. Comede recommends making the change on your rouler so that with one change, 

al the computers on your network can benefit from Comodo Secure DNS. 

To enable the Comodo Secure DNS service, modify the ONS server iP address seilings to Comede Secure DNS seiver IP 

addresses. The IP address are: 

Primary DNS : 8.28.56.26 

Secondary DNS : 8.20.247.20- 

To stop Comodo Secure DNS service 
SS dire Sea NEY NS i addeass bo Caney srauings seitings 

° Mit Sie TANS server iP Address f9 SENIY SYSHIONNS SAANAGS, 

To modify the DNS settings ; 

1. Login to your router. To fog in arid configure your router, you can cpen it up in your web broivser. If you don't know the 

IP address for your router, don't worry, i is typically one of the following: 

htip://492.188.0.1 
http:/492.168.1.1 
ntip://492. 188.10. 4 

if you have forgotten your rcuter’s usemame ancior password, the most commen username is "admin and the. 

password is either blank, “acmin’, or “password”. if none oj those werk, you can often reset the password to the 

mnanufeciurer default by pressing a bulton on the mtier itself, or in some cases access without a password if you try to 

access your router quickly siter you've cycled the power to it. 

\ 

Find the DNS Server Settings. Look for "DNS" next to a field which aliows two or three sets of numbers (these fields 

may be empty). 

下
 >
 

  

Use these DNS Servers : 

Primary DNS Server: 
  

Secondary DNS Server: : 

      
NX . 

. ; 

3, Select the check box Use these DNS Servers, type the Comode Secure DNS Server seilings es your DNS server 

settings and click 'Save APPIY. 

Primary DNS server address for Comodo Secure DNS is: 8.26.56.26 
AN 

Secondary DNS server address for Comodo Secure DNS is: 8.20.247.20 

”When you are dong, the above example would look lixe this. 

  

  

      
You can disabie Comodo Secure DNS by: 

。  Daselecting the check box ‘Use these DNS servers’ address automatically’. This means that you use ihe ONS server 

provided by your ISP. This is the op#on thal mos: home users should choose if they wish to disable the service. 

oF 

+ — Entering different preferred and alternate DNS server IP addresses.
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Windows XP - Manually Enabling or Disabling Comodo Secure 

DNS Service _ 
You can manually enabie or disable Comodo Secure DNS service in your Windows XP computsr by modifying the DNS seitings 

assessibie through Coniroi Pane! > Network Connections. 

To enable the Comode Secure ONS service, medity the DNS server iP address settings to Comode Secure DNS server IP 

addresses. The IP address are: : 

Preferred DNS : 8.26.58.26 

Azomate DNS : 8.20.247.20 

To stop Comods Secure DNS service 
DRwsti8es Moy TOMS eosrras WE askatesccis Soy EeeNSS eo Saree sodtSisssan Mashy ihe ONS servos fF addyaus Lo YON! SSSVIONS SUNS, 

To modify the DNS settings 
4. Select the ‘Control Pans!’ rem the Start Menu. 

     

  

   

      

  

   
Microsof Gflice 

Comurkunicator 2008 

3 y.. Microsoit Update 

  

  
         

  

Ng adobe Photashap CSA 

  

      

   

xs 
SNS Merazeft office Excel 2063 

   
sternet Expiorer 

“eon 

A SS} Mirvasoft-Gffice Word 2018 

& 
AH Programs Ss 

SNS 
RRS 

    
     

  

or 

2. Click ‘Network Connections’ from the Control Pane! options.
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ESS NS ay 
Administrative Automatic Broadcom 

Tools Updates Control Suite 

RSS a 

Accessiblity Add Hardware 
Options 

     SS oe 
SS NS 8 
us ek 

  

        

    

   

    

    

    

Display Folder Options Game Int SS 

: on 
SNS “, SS 

Java Phig-in .Ma Nebwork NS mview 
. &., Connections SN op M... 

  

Ve . s 

Power Options Printersand Regional and Scannersand Scheduled Security 
Faxes Language ... Cameras Tasks Center 

  

3， Right click on your connection from the Network Connections window and click ‘Properties’. 

  

  

  

        

    

   

      

~ ” Disabl 
Ta | 

: Bridge'Connections 
  

i Greate Shortcut 

     

  

4. Select ‘internet Protocol (TOP! 

  

   

   

      

: 3 、 

AK Internal NIC 

SSN <onfiguratior 

en 
oo
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et Shiéiing for.Microsolt: Networks 
PacketSctieduler.’ ，.， 
Wy SS 

           
      

    
  

    

          

            

5. Click tha radio Sulton Use the icllowing DNS server addresses and type in Comodo Secure DNS addresses in the 

Prefered DNS server and Alternate DNS server fields. 

Please note down your current ONS settings before switching to Comonio Secure DNS, in case you want to retum to 

_ Your ald seilings for any reason. 

Preiened DNS server address ior Comodo Secure DNS is: 8.28.56.26 

Alismate DNS server address for Comede Secure DNS is: 8.20.247.20
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You can disabie Comodo Secure DNS by: 

° Selecting ‘Obtain DNS server address automatically’. This means that you use the DNS seiver provided by your ISP. 

This is the option that mosi home users should choose if they wish to disable the service. 

or 

*。 — Entering different preferred and alternate DNS server IP addresses.
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SHAG 
SVEN 

SNS oe 
Youcan gat iP sstiines assigned automatically F your naiwok cuppote 
this capalsiity. Othemise, you need ta aek your nehwark edminisiratar for 

  

      

8) Obtain an. IP address automatically 

¥ Use the tellassng IP address: 
  

  
        

  

  

    
  
    

  

  
                                

_ 

Windows 7 / Vista - Manually Enabling or Disabling Comodo 

Secure DNS Service 
You can manually enabie or disable the Comodo Secure DNS service by changing your DNS server addresses to: 

Preferred DNS : 8.26.56.26 

。 Alternate DNS : 8.28.247.29 

Ms. flac Savana ntes STINE fo 1S Enablhyy Camode QNS fh 

  

Ne ake Sasa SNS dy Aisa dowe Ff Vista 
SUSAN LOSS LNs NS FP VAS 

Enabling Comodo DNS in Windows 7 Vista 

1. Open the control panel by either selecting it rom the Windows ’Start’ menu or by typing ‘control panel into the search 

box then clicking the program name. :
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让 

3 
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Sensors BENSGTS 

  

  
  

  

           
  

3, In the Network and Sharing center, click the connection type next to ‘Connections’ (Windows 7}: 

  

   
x 

Internet 

Seale enseds ie le wena 
oe NOSE EOS TYSCONS 

  

  

 Accessiyoe . 
  

  

    
Connections: 
  

  

    
  

or View Status’ (Vista}:
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: 8 Network Priva te oe 

  

        
  

  Connection 

Activity 

  

IPv4 Connectivity: 

IPv6 Connectivity: 

Media State: 

Duration: 

Speed: 

Internet 

Limited 

Enabled 

12:45:29 

1.0 Gbps 

  

Sent a... 

16,319,228 

~~ Received 

7,925,588 

            
  

At this point, Windows might ask for your permission to continue or request thal you enter an Administrator assword, 3 | Pp 

Cn
 

Once you have granted permission/eniered an admin password, you wil! be presented with the ‘Locai Arez Connection 

Properties’ dialcg. Scroll dawn the list and select ‘Intemet Protocol Versicn 4 {TCPiIPY then click the Properties’ 

buiton:
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Networking 
  

   Connect using: 
  

3 NVIDIA nForce Networking Controller 
  

This connection uses the following items: 
  

i SS Client for Micrasnft Netwarks 

Mi 2300S Packet Scheduler 

    

Wi -& Internet Protocol Version 6 (TCP/IPv6) eS 

         

  

      

           
  

  

. Description: 

: Allows your computer to access resou! 
: network,   
  

  

  

      
6. Enable ‘Use the following DNS se:ver addresses’..Coing so will ailow.you to enter the addresses of Comode DNS 

servers in the feids provided. Enier the addresses iisted below ther ciick ‘CK’ to activate your sellings: 

e Preferred ONS : 8.26.55.25 

。  Alteriate DNS : 8.20.247.20
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ee 
General 

  

  

  

eS You can get IP settings assigned automatically if your network supports 

feet this capability, Otherwise, you feed to ask your network administrator 

ez for the appropriate IP settings. 

&§: Obtain an IP address automatically . 
      #8 Use the Following IP address: -------- 
  

  

  

  

  

: Preferred DNS server: 
  

Alternate DNS server: 

        
  

              
Your computer wil now use Comodo ONS as it's default domain name resolution service for all appiications that 

connect io the Internet. 

Disabling Comodo DNS in Windows 7 Vista 

To disable Comade ONS, you need to instruct Windows to automatically obtain the address of a DNS server. Coing so means 

you will use the DNS server provided by your ISP. fo do this: 

。 Follow steps 1 fo 7 of the ‘Snabiing Cameds ONS in Windows 7 / Viste’ tutorial to open the IP4 properties diaiog 

« Enable ‘Obtain ONS server acidress automatically’ then click 'CK
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Stofe: Allemaiively, you can enter the server addresses of a different DNS service before clicking ‘OK’ 
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SECPEFEGHIIKELMNGSARSEVWNYES 
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A 

ACK 

The acknowledgment bi in a TCP packet, (ACKnowledgment cocie} - Code that communicates that a system is ready to receive 

data from a remote transmitting siation, or code thal acknowledges the error-free transmission of data. 

Adware 

Adware also known as advertising-supported application is designed as a too! to deliver advertisements that provides a source 

of revenue to #s developer. The ads msy appear on the screen during the installation process or on the user interface of the 

application. Since adware is mostly installed along with another software without the user's knowledge and may be used for 

maiicious activiies, the term ‘acware’ is often associated with malware. 

Antivirus 

An antivirus software is an application which is capable of detecting and removing malicious software such as viruses, trojans, 

worms and scripts rom a computer system. A traditional (cr ‘ciassic’) antivirus relies cn 2 system of lack-listed’ signatures to 

deiect maticious software, Under this system, antivirus vendors create digitai signatures of any executabie identified as malware. 

They then send this { signatures to their cusicmer’s iocal aniivirus scfiware via regular (often daily) updates. The customer's” 

anivirus sofiware wi then fag as a virus any program: with a signature maiching signature on the blacklist. 

  

One drawback with the signature system is its reactive nature - it can only detect known’ threais. The vendor has to first identity 

*he file as a virus Defore they can create a signature of it. In many cases, this rneans the virus nas to have already infected 

someones comeuter befere a signature can be created to combal it. 

Because oi this jimitgiion, most modem anti-viruses now depioy a wide range of Eyered technologies io determine the threat 

level of a particular file. Such technoiogies include heuristics, Dehavier analysis, cloud-based scanning, sand-boxing, hest 

intrusion prevention and #le-lock up services. 

Antivirus Scan 

An audit performed by an antivirus application in order to detect malware and viruses in the file system and/or memory ofa _ 

compuler. 
Rank $9 Sho fag Naoy Fa Ws sp 

ARP 
Address Resolution Protocol (ARP) is a protecoi for mapsing an IP acdress to é physical machine address, also known as MAC 

address, in sn Etheme? local area network. ‘ 

Attached Resource Computer NETwork {ARCNET) 

ARCNET is a local area nefwork (LAN) proiocoi, similar in purpose to Ethemet cr Token Ring. ARCNET was the first widely 

availeble networking sysiem for microcomputers and became popular in the 1980s for office auicmaton tasks. Ithas since 

gained a following in the embedded systems market, where certain feaiures of the proicco! are esvecially useful. 

  

Aufo-sandbox 

Auto-sancboxing describes the process whereby applications and processes which ere unknown to Comodo Iniemei Security 

will be automatically run in a isolated operating environment. Sendboxed applications are run uncer a set of access restrictions 

so they cannoi cause Gamage the underlying file stricture cr operating system. The access restricticn levei applied toIBM - Ex. 1002-Part 7 of 10, Page 2684 
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sandboxed applications can be set by the user and includes ‘Limited’, ‘Partially Limited’, ‘Restricted’, ‘Untrustec’, ‘Blocked’ and 

Fully Virtualized’. 

  

Conceptually, the auto-sandbox is designed to securely handle ‘unknown’ executables - those which are not present on 

Comodo’s black-list (Gefinitely malicious) or white-list (definitely safe}. If the unknown file turns out to be malicious then it canno! 

cause any harm because ihe sand-boxing process denied i access to critical system resources. On the other hand, pregrams 

thal are unknown but periectly harmiess will run just as well in the sandbox. This allows safe applications the freedom to run as 

intended while denying maticious applications the ability to cause damage. , 
L 

The auic-sandbex process is further enhanced if itis married to a system thai can subsequently classify these unknown Hes as 

either ’safe’ or ‘malicious’. In Comedo intemet Security, sandboxed files can be submitted to Comods servers" icr automated 

behavior analysis. If this analysis discovers the file is malicious then it is added to the black-list which is distribute to ail C!S 

users. If the fie dees not exhibit malicious behavior it is passed to Comede labs for more in-depth tesis and possible inciusicn 

on the whitelist. 

* if enabled by the user 

Back ss Tse Sop 

B 
t 

Behavior Analysis 

. An activity performed by CIS te determine whether an unknown application in the sandbox is malicious cr not. Unknown tiles are 

analyzed by Comode Cloud Scanners and Comodo's instant Malware Analysis (CiMA) servers. if found to be safe, they will be 

subrnitted ic Comodo lebs for further checks. 、 ‘ 

Behavior Blocker 

A Host intrusion Protection (H!PS) mechanism that monitors the behavior of software and files in your system and prevents them 

from taking actions tha! would cause Gamage. 

Brute-force 
N . 

“Brute-force search is a trivial but very general problem-soiving technique, that consists of systematically enumeraiing all 

possibie candidates for the soiution and checking whether each candidate satisfies the problem's slaiement. 

MR wat shy 、 Sask fo fhe ing 
一 

Buffer Overflow 

A bulter overflow is an anomalous condition where a prosess/executable eempis to store data beyend the boundries of a 

ixed-length buffer. The result is that the extra data overwrites adjacent memory locations, often causing ine process to crash or 

produce incorrect results. Hackers use Duffer overflows as a trigger to execuis te execute malicious code. 

Bug 

Error in a program that cause problems. 

C 

CA- Certification Authority 

A Certificate Authosity (CA) is trusted third party that validates ownership information about a web-server then issues an 

SSLITLS certificzis ic the organization that owns the server. The cettificate is then placed on the web-server and is used io 

secure connections between the server and any clients (browsers) hat connect io it. For examote, an online store would use a 

certificate to secure its order forms and payirent pages. 

A Cettificale Authority {CA) such as Comodo CA will sign the certificates it issues with their private key. However, for the 

website's certificate to operate correctly, there is a reciprocal client side requirement - the internet browser that the visitor is 

using MUST physically contain the cert#icate authority's Tcol ceri#icate’. This roct is required to successfully authenticaie any 

website certificates that have Deen signed by the CA. ff the root cerlificate is not embedded in a browser, then the website's 

certificate wil noi be trusted and visitors will see an error message. Certificate Authorities sroactively supply Srowser vendors 

with their root certificates for inclusion in the browser’s ‘cerlificate store’ - an intemal repository of rco! certificates that ships with 

了
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each browser. 

CIS Widget 

The CiS Widget is a handy contro! pane’ that shows information about the security staius of your computer, the speed of 

outgoing and incoming traffic and other useful information. The widget also has shortcuts to commen CiS tasks and allows users 

ic launch sandboxed instances of any iniemet browser they have insialied on their system. By default, the widget is dispiayed on 

the desktcps of Windows computers running CiS version 6.0 and above. 

Sack fo He fog 
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COM interfaces 

Componsnt Cbject Mode! (CCM) is Microsoft's object-criented programming mode! thal defines how objects interact within a 

single application or between appiicaticns - specifying how components work together and inter-cperate. CCM is used as the 

basis for Active X and OLE - two favorite targets of hackers and malicious programs to launch ailacks cn a computer. Comodo 

internat Security automatically protecis COM inierfaces against modification. 

Computer Network 

A computer network is a connection beiwesn computers through a cable or some type of wireless connection. it enables users 

to share information and davices between computers and cther users within the network. 

D 

Debugging 

The precess of identifying a program error and the circumstances in which the error occurs, lecating the source(s) of the error in 

the program and fixing the error. . 

DHCP 

Dynamic Host Configuration Protocol (DHCP} is a communications ¢roteco! that lets neliwork administreicrs manage and 

auiomate the assignment oi Internet Protocol (IF) addresses in an organization's network. SHCP ailows devices to connect to a 

network and be auicmaiicalty assigned an iP address. - 

Digital Certificate 

Adigital certificaie is a file used ic crypicgraphically Sind a company’s Public Key to its identily. Like a driving jicense or passport 

binds a photograp’ ic personal information about ils holder, a digital certiicate dincs a Public Key io information about that 

company. They are issued for between 1 and 5 year validity periods. 

Digital certificates are issued by a Certificate Authority like Comodo. Each CA acis as a vusted third party and conduets 

background checks on a company te ensure they are ‘egitimate before issuing a certificate to them. Apart from: providing an 

encrypted connection between a internet browser and 2 website, digital certificates are intended to reassure website visitors that 

the company they are about to make a purchase from can be trusted. 

To get a digite! certificate, a company must first generate a Certificate Signing Request (CSR} cn their web-server. This CSR 

contains their public key and their identity information. They then enzoil and pay ier the certificate and send their CSR ic the CA. 

The CA's validation department will check that the identify information in the CSR is correct by conducting background checks 

and will sometimes request that the company supplies decumentation such as articles of incorporation. Once validation is 

satisfactorily completed, the CA will issue the certificate to the customer. The customer will then insiall it on their website to 

secure sensitive afeas jike Saymeni pages. 

Digital Signature 

Digital signatures are used for authentication and integrity, meaning it guarantees that the perscn sending a message is indsed 

the same person whe he/she claims to be and the message has not been alterec. To authenticate oneself using a digital 

signature, as person needs to downioad and instal Digital Certificates in their systems from Cerificate Authorities such as 

Comodo. The client ceriificate then can be imported into their browsers and emai clients. The same certificate can alsc be usedIBM - Ex. 1002-Part 7 of 10, Page 2686 
IPR2025-00379 (IBM v. Croga)



   

  

Ue 

io digitally sign a document before sending it. The recipient can easily find out # the cecument has Deen tampered with en-route. 

DNS ， 

ONS stands for Domain Name System. itis the parl of the Internet infrastructure that transiates a familiar domain name, such a5 “ 

‘example.com' to an IP address like 123.456.789.04. This is essential because the Internet routes messages to their destinations 

on the basis of this destination IP address, nof the dornain name. Wher a user searches for a website name like 

‘wyw.demain.com’, their Browser will first contast a DNS server to discover the iP address associated with that domain name. 

Once it has this injormation, it can successiully connect to the website in question. 

Dynamic IP 

The procedure of altocating temporary iP addresses as they are needed. Dynamic IP's are often, though noi exclusively, usec 

for dial-up modems. 
只 

E 

Encryption 

Encryption is a technique fhat is used to make data unreadable and make it secure. Usually this is done by using secret keys 

and the encrypted data can be read only by using ancther set of secret Keys. There are two types of encryption - symmetic 

encryplicn and asymmetric encryption. _ 

Symmetric encryption is applyirg a secre! key to a text te encrypi il and use the same Key to decrypt #. The problem with this 

type of encryption lies during the exchangs of secret keys between the sender and the recipient over a large network cr the 

interne’. The secret keys might fail into wrong hands during the exchange process. 

Asymrneiric encryption overcomes inis problem by using twe cryptographically related keys, a key pair - a public key anda 

private key. The privaie key is kept secret in your system and the public key is made availabie freely to anyone who might want 

to exchange messages with you. Any message, de it text, documents or binary files that are encrypted using the pubic key can 

be decrypied using the corresponding private key only. Similarly anything that is encryptec using the privaie key can be 

decrypted using the corresponcing public key. Typicaily public keys are made available to everyone dy using Digitai Ceriticatas. 

The certificates are issued by a Certificate Authority (CA}, which identifies a server or user and usually contains iniormation such 

as the CA who issued it, the organization's name, email address of the user.and country and the public key of the user. When a 

secure encrypted communicaiion is required befween 2 client and a server, a query is sent over to the other party for the 

certificate and the pucdtic key can be extracted from il. 

End User 

The person whe uses a program after i's been compiled and cisirbuted. 

EPKI Manager 

Enterprise Pubiic Key Infrastructure Manager. Tne EPK| Manager ailows you to issue bulk numbers of: 

。 SSa Certificates for use on domain names owned by your Company: 

* SecureEmail Certificaies (S/MIME} for use by empioyees of your Company. 

Your nominated EPKI Manager Administrator(s} will bs able to manage all the company’s Certificzies from a central web based 

console. Additional certificates may be purchased through the console in minutes; ensuring new servers and employee email 

may be secured in minutes rather than days. For more information about EPX: Manager click Sere. 

Ethernet 

Ethernet is a frame-based computer networking technology for focal area networks (LANs). The name comes from the physica! 

concepi of ether. i defines wiring and signaling for the physical layer, and frame formats and protocols ior the media access 

control (MAC)idata link layer of the OSI mode’. Ethemet is mostly standardized as IEEEs 822.3. It has become the mosi 

widespread LAN technology in use during the 1990s to the presen, and has largely replaced all other LAN standards such as 

icken fing, FDEN, and ANCNET.
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Executable Files 

An ‘executable’ is a He that instructs a computer to perform a task or function. Every program, application and device run on 
computer requires an executable file of some kind to start il. The most recognizable type of execuiabie file is the .EXe file. For 
exampie, wher Microsoft Word is started, the executabls file ‘winwond.exe' instructs the computer to start and run the Word 

application. Other types of execuiabie files include those with extensions .cpl .dii, .drv, inf, .ccx, .pf .scr, sys. 

False Positive 

When an antivirus scan is run and the scanner reporis the! some programs are infected with malware which may not be the 
astual case and the files ere safe. This kind of false alert is called ‘False Positive’. Too much of False Postive resulis can be 
annoying and the user might just ignore legitimate warning or delete legitmate files causing the relevant program or operating 

sysiem to malfunction. 

Firewall 

A firewall is an application ihat helps an user or administrator to have a contro! over how the system should be connected with 

other network/sysiems or over the Intemet. 、 

FS type 

Type of file system. 

FTP 

File Transfer Protocol (FT?} is a protocol used for fife ransfer from computer to computer across a TCP network like the 
interne’. An ancnymous FTP is a tile transfer between locations that does not require users to identify themselves with a 
password or log-in. FTP uses the TCP/IP protocols to enable data transfer. FTP is mest commonly used to download fies from a 

server or to upload a fle to a server. 
ante Sm dha d 
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Graphical User Interface (GU) 

The visual symbols and graphics with which a user controls a piece of software or device. Most software has a GU! that 

comprises of windows, menus, and toolbars. The user interacts with the GUI by clicking their mouse on a GUI element. 
Operating systems like Windows use GUI's because most users find them easier to uss thar ‘ess friendly interfaces like a 
commaid fine. . 

y ， 

Heuristics 

Heuristics is 2 technique that continuously evclves based on experience for solving prcbiems, discovery and feaming. When the 

ierm is used in computer security parlance, Heuristics is about detecting virus-lixe behavior or attributes rather than locking fora 

precise virus signature that match s signature on the virus blacklist. Comodc Intemei Security applies this technology in the 

application, which is a quantum leap in the battle against malicious scripis and programs as it allows the engine to ‘predic? the 

existence of new viruses - even if itis nof sontained in the current virus database. 

HIPS 

A Host intrusion Protection System (HiPS) is designed to identify and block zero malware by monitoring the behavior of all 

applications and processes. It is designed ic prevent actions that could cause damage to your operating system, system- 

memory, registry keys cr perscnal data. 

Security software using a HIPS sysiem wil generally enforce rules prescribing the perrrilted activities of processes and 

executables at the point of executisn. Examples of such activities can include charges to iles or directories, accessing 

protected COM inierizces, modifications to the registry, starting up another application or Writing to the memory space of another
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application. The precise nature of these rules san be set by the user of pre-configured by ihe vendor. 

if an executable or process alternpis to perform an acticn that transgresses these rules then the HIPS systern will block the 

altempt ard generate an aiert notifying the user of that action. Most HIPS alerts will also include security advice. 

Sack te af Seay Sack te se kop 

HTTP 

HTTP (Hypertext Transfer Protocal} is the foundation protocol of the World Wice Web. It sets the rules for exchanges between 

browser and server. I! provides for the transfer of hypertext and hypermedia, for recognition of fle types, and other functions. 

ICRP 

The Intemei Control Message Proicco! fCMP) is part of intemet Protccoi {iP} suite and used to report network applications 

- communications errors, network congestion, timeouts and availability of remote hosts. 

{DS ， . 

An intrusion Detection System (DS} is software/fhardware that cetecis and iogs inappropriate. incorrect, or anomalous activity. 

iDS are typically characterized based on the source of the cata they monitor. host cr network. A host-based DS uses system iog 

iles and other electronic auciit deia fo identity suspicious activity. A network-based IDS uses a sensor to monitor packets cn the 

neiwork to which it fs aitached. 

IMAP 

internet Message Access Protocol’, IMAP is a method of distributing ernail. |! is different from the standard POP3 method in that 

with IMAP, email messages are stored on the server, while in POP3, ihe messages ere Iransferred to the client's computer when 

they are read. Thus, using IMAP allows you ic access your email from more thar cne machine, while POP3 does not. This is 

imporiant because some email servers cniy work with some protocels. 

information Security Exposure 

An information security exposure is a mistake in software that allows access to inforrration or capabiliies thai can be used by a 

hacker ss a stepping-sione inic a system or network. 
Maat say ot tan 
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internet Service Provider (ISP) . 

A company or organization that provides the connection between a loca: computer or network, and the larger Intemet. 

3 Sed. NY 3. 
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IP - Internet Protocol 

The Internet Protevo! (P} is a dala-criented protocal used by source and destination hosis for communicating data across a 

packel-switched network. An !P address is ¢ numeric address ‘hat is used to identify a network interface on a specific network or 

subneiwork. Every computer or server on the Intemet has an IP address. Wher a user types 3 domain name such as 

www comain com into the address bar of their browser, the browser siill needs io ind ihe IP adcress associated with that 

domain in order to reach the website. It finds the IP address by consulting with a DNS server. 

There are currently {we versions of ip in use today - iPv4 and ipv6. : 

‘Py (intemet Projoco! version 4) was developed in 188% and is still the most widely deployed version - accouniing for almost ail 

of today’s Internet traffic. However, because IPv4 uses 32 biis for IP addresses, there is a physical upper limii of around 4.3 

bilion possible IP addresses - a figure widely viewed as inadequate ic cope wilh the further expansion of the Internet. in simple 

terms, the number of devices requiring IP addresses is in danger of exceeding the number of IP addresses that are available. 

iPvG is intended to replace iPv4, which uses 728 bits per address (delivering 3.4x1038 unique addresses} and is viewed as the 

only realistic, long term solution to IP address exhaustion. IPv6 also implemenis numsrous enhancements that are noi present 

in |Pv4 - including greater security, improved support for mobile devises and mare efficient routing of daia packets. 
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Key Logger 

Key jogger is a sofware application or a harcWware device that keeps tracks of computer activity in real time including the keys 

thal are pressed, Key loggers are used to troubleshoot technical probiems in computer systems. The application can also be 

used for malicious purposes such ss to steai passwords and other sensitive information. 

i 

LAN 

Aiocat area network (LAN) is a computer network covering a smail local area, tike s home, office, or small group of Duiidiags 

such as a home, office, or college. Current LANs are most likely fo ba based on switched Ethernet or Wi-Fi technolegy running 

at 18, 400 or 4,000 Mbit/s (1,006 Mbit/s is also known ss 1 Gbit/s). 

Leak Test 

Leak Test is 2 way to find ou! how well your system is protected by your security software from external and internal threats. 

Typicaily these tests are down-loadable and should not cause any harm to your system while being run. The Firewall Leak Tests 

are usad to test how effective the firewall component cf your security software is at detecting anc blocking outgoing connection 

attempts. If an application is able to connect fo the Internet without your knowledge, it poses a real canger meaning it can easily 

retrieve private anc confidential information from your system and tansmit i. 

Host Intrusion Prevention System (HIPS) tests are designed to test how weil your security sollware is capabie of proteciing your 

internal system fromm malicious attacks such as viruses. A good HIPS system will deny the malware from accessing your critical 

operating system files, registry keys, CCM interfaces and running processes. 

License 

The cfficial terms of use for a specific program. A soflware license is a legal document since # formally restricts the rights of the 

user. 

M 

MAC Address 

A Media Access Controi MAC) address is a number that is hardwired in network adapters and is used to identify the device or 

sysiem in which it is instailec. 

Every device on a network has two addresses: a MAC (Media Access Contr!) address and an IP (intemet Profeco!) address. 

The MAC address is the adcress of the physical network interface card inside the device, and never changes ior the life of the 

davice (in other words, the network card inside the PC has a hara coded MAC address that it keeps even # instalied tina 

different machine}. Cn the other hand, the IP address can change if the machine moves to another part of the network or the 

neawork uses DHCP to assign dynamic iP addresses. In order tc correctly route a packet of data from a hest ic the destination 

network card # is essenial to maintain a record of the correlation between a cevice’s IP acdress and is MAC address. The 

Address Resolution Protovol performs this function by matching an IP address to its appropriate MAC address {and vice versa}. 

The ARP cache is a record of ail the jP and MAC addresses that the computer has matched tcgether. 

Malicious File 

Otten called ‘Malware’, a malicious file is software designed to damage computer systems, steal sensitive information or gain 

unauthorized access to private computer sysiems. For exampie il may be coded to gather sensitive information from @ sysiem 

such as passwords, credit card details and send them back to the creator cf the mahvare. 

Malware 

Manware is short for ‘malicious software’. iis an umbrella term that describes @ wide range of malicious software inciuding 

viruses, ‘rolans, worms, scripts and root kits. When installed cn @ computer sysiem OF neiwork, malware can disrupt operations, 

sisai sensitive and personal informaticn, delete important data, create zombie networks and periorm cther destructive 

operations. 
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Network (computer) 

Networking is the scientific and engineering discipline concerned with communication between computer systems. Such 
networks involves at least two computers, which can be separated by a few inches (e.g. via Bluetooth) of thousands of miles 
e.g, via the Internet}. Computer networking is sometimes considered a sub-ciscipline of telecommunications. 

Network Zone “ 

A Network Zone can consist of an individual machine {including a single home computer connected to Internet} or a network ol 
thousands of machines io which access can be granted or denied. The creation of network zones helps an administrator to 
apply changes ‘er ail the computei(s} in selected zone(s}. 

NIDS 

NIDS - Network-Based Intrusion Detection System. Detacts intrusions based upon suspicious network traffic. A network intrusion 

deiaction sysiem (NIDS} is a system thai tries to detect malicicus activity such as denial of service attacks, port-scans or ever 

attempts to crack into computers by monitoring network traffic. 

Ssok $0 she fos 

NNTP 

Network News Transier Protocol - Refers to the standard protocol used for iransierring Usenel news from machine to machine. 
Aprotocol is simply a format used lo transfer data to two different machines. A protocol will set cul terms to indicate what error 
checking method wil! be used, how the sending machine will indicate when it is has fnishec sending the data, and how the 
receiving machine will indicate that it has received the data. ， 
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Operating System {OS} 

The essential software to control both the hardware and other.software of a computer. An operating system's most obvious 

features are managing files and applications. An CS also manages @ computer's connecticn to a network, if one exists. Microscfi 
Windows, Macintosh OS, and Linux are operating systems. 

¢ 
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Ping 

Ping is 2 computer network tcol used ip iest whether a particular host is reecheble across an jP network. 

PKCS 

PKCS refers ic a group of Public Key Cryptography Standards devised and publishea by RSA Security. 

Sak Sa Sears 
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PKCSS7 

See RFC 2315. Used to sign and/or encrypt messages under a PX]. Used also for certificate dissemination (for instance as a 

response to a PKCS#10 message). Formed the basis for S/MIME, which is now based on RFC 3852, an updated Cryptogrephic 

Message Syntax Siandard (CMS). 
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PKCS#10 

See RFC 2986. Format of messages seni to 2 ceniification authority to request cerlification of a public key. See certificate 

signing request. 

PKCS#12 

Defines a file format commonly used to store private keys with accompanying public Key certificates, protected wih a password- 

based symmeitic key. :
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Plugin 

Apregram that aliows s Web browser to dispiay a wider range of content than originaily intended. Fer example: the Flash piugin 

aliows Web browsers te display Flash conient. 

  

POP2 

There are ;we versions of POP. The first, called POP2, became a standard in the mid80s and requires SMTP to send . 
nessages. The newer version, PCP3, can be used with or without SMTP. 

POPS 

POP3 is the abbreviation for Post Office Protocal - a data format for delivery of emaiis across the Intermet 

Ports 

Acomputer port is an interface that aliows corrmunication between applications or processes running cn 2 hosi sornputer anc 

other computers, devices or networks. - 

Your computer sends and receives dala to other computers and lo the Intemat through a port. There are over 65,008 numbered 

ports on every computer - with certain ports being traditionally reserved for certain services. For example, your machine almost 
definitely connecis io Intermet using port 80 and port 443. Your e-mail application connects to your mai! server through por: 25. 

< 

Poteniially Unwanted Apptications 

Apotentially unwanted application {PUA} is a piece of soltware that (i} a user may or may not be aware is installed on their 
computer, and/or (ii) may have functionality and objectives that are not clear to the user. Example PUA's include adware and 
browser toalbars. PUA's are often instaled as an additional exira when the user is installing an unrelated pieoe of software: 

Uniike malware, many PUA’s are ‘legitimate’ pieces of software with their own ELILA agreements. However, the ‘true’ 

functionality of the software might nol have been made clear to the end-user at tha time of insiallation. For example, a browser 

toolbar may also conigin code that tracks a user's activity cn the Intemei. Because of this ambiguity, many antivirss companies 

use the term ‘Potentially Unwanted Applisatich to identity such software. 

Q 

Quarantined Files . 人 

After an antivirus sczn, fles that are deiscted as malware may either be deietec immediately or isolated in a secure environment 

known as ‘quarantine’. Any fies moved into quarantine are encrypted so they cannot de run or executed. This prevents infected 

#les from corrupting the rest of a computer. 

R 

Registry Keys 

The Windows Registry serves as an archive for collecting and stozing the configuration seitings of all computer hardware. 

software and Windows components. Every ime an application cr hardware is started, it wil access the registry keys refating to 

it. Apptications will also access and niodify their registry keys consiantly during the course ol their execution. As the registry is 

one of the most reqularly accessed parts of Windows, it plzys a critical role in the stability, reliability and performance of = 
computer. Indeed, many computer probiems are caused by registry errors. Corrupt xeys and invaiid keys left by uninstalled 

applications can offen cause severe degradation in system performance, crashes and, in extreme cases, can render a system 

un-beotabie, inexperienced users are, however, discouraged irom: making manual adjustmenis to the registry because a single 

change czn have potentially devastating consequences. There are several dedicaled regisiy cleaners available today, including 

Somado Fo Taasis. ] 
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SIMIME 

S/MIME (Secure / Multipurpose interne: Mai! Extensions) is a standard for public key encryption and signing of emaii Pp } ; y 》
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encapsulated in MIME. 

Single User Certificate 

Asingle use certificate refers ic the x.508 and associated privaie key generated by SecureEmail on Alice; stored on SES and 

downioaded by Bob after a successful SSi clisnt authentication. 

SMB 

A message format used by DOS and Windows to share files, direcicries and devices. NetBiOS is based on the SME fornmi, and 

many network producis use SMB. These SMB-based networks include Lan Manager, Windows for Werkgroups, Windows NT, 

and Lan Server. There are also a number of products that use SM2 to enable file sharing among diferent operating system: 

platicrms, 

SMTP 

Simple Mail Transfer Protocol is the most widely used standard for email ransmission across the Intemet. SMTP is a relatively © 

simple, text-based protecoi, where one or more recipients of a message ars specified {and in mos! cases verified io exist} ana 

then the message text is transferred. 
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SNIP © 

Simple Neiwork Management Protocoi. The network management protocol used almost exclusively in TCPAP networks. SNMP 

provides a means to moniter and control network devices, and ts manage configurations, siatistics collection, performance, and 

security. 
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' Sack fs ty fas 

Spyware 

Spyware is s program that performs certain actions without the consent of the user such as displaying advertisements, collecting 

personal and sensitive information and changing the configuration ofthe computer. Not al tracking sofware are malicious since 

you may have agreed to the conditions as a vade-off for obtaining certain services for fee. The tracking software will moniter 

your online aciivities to decide what kind of ads shoud be shown for you. , 

SSL ) 

Secure Sockeis Layer (SSL) is a commonly used protosel for ensuring secure message transmission on the intemei. |? 

faciliiates an encrypted connection between a web server end an intemet browser. If was develeped by Netscape in 1994 as a 

direct response to growing concems over intemet security. 

The encryption provided by SSL means that all dala passed between a web server and a browser is private and cannot be 

ezvesdropped on. You can tell if you are in an SSL session if the URL begins with hiips. . 

SSL is used on the payment pages of millions of websites ic protect their online transactions with their customers. 

STATIC IP 

An iP acdress which is the same every lime you fog on to the Internet. See iP for more information. 

Stealth Port 

Port Stealthing is a securily technique whereby poris on an Intemet connected PC are hidden se tha? they provice no response 

ic a femoie port scar. ; 

Acomputer sends and receives date to other computers and to the Internet through an interface called a port, There are over 

85,000 numbered poris on every computer - with certain ports being tracitionally reserved for ceriain services. For example, 

most computers connect to the internet using ports 80 and port 443. Most e-mail applications connect to their mail server 

through port 25. A ‘port scanning’ atiack consists of sending a message ic each port to find out which are open and which ere 
4
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bing used by services. With this knowledge, a hacker can determine which attacks are lixely to work against a particular 

computer. Fort stealthing effectively maxes it invisible to a port scan. This differs from simply ciosing a port as NO response is 

given to any connection attempt (‘closed’ ports respond wih a ‘closed’ reply- revealing to the hacker that there is actually a PC in 

existence), 

Stateful Packet Inspeciion 

Staieful Packet Inspection, also known as SPI, is an enhanced firewail technique tal uses dynamic packet Hltering method over 

the older method of static packet filtering. SPI scrutinizes the packei contents, monitors traffic and keeps track of the sources of 

packets. A network adminisinator can configure the firewail that uses SPI according to the needs of the organization, for 

exampie, close ports unt requested by legitimate users to open them. 

  

SYN 

SYN {synchronize} is a ype of packet used by the Transmission Control Protocol (TCP} when initiating a new connection to 

synchronize the sequence numbers on two connecting computers. The SYN is acknowedged by a SYN/ACK by the responding 

computer. 

了 

Tce 

TCP stends for Transmission Conirol Protocoi. TC? is one of the main protocols in TCP/IP networks. Wherezs the IP protecol 

deals onty with packets, TCP enables two hosts to establish s connection anc exchange steams of data. TCP guarantees 

delivery of data and also guarantees that packets will be delivered in the same order in which they were sent. 

Token-Ring 

LAN technology was developed and promoted by IBM in the early 1280s end standardized as }EEE 802.5 by the institute of 

Slectrical and Electronics Engineers. Initially very sucoessful, it went into steep deciine after the introduction ci {0BASE-T for 

SS and the EIA/TIA 568 cabling standard in the early 1990s. A fierce marketing effort led Sy IBM sought to ciaim better 

performance and reliability over Ethernet ‘or critical applications dus tc its deterministic eccess method, bu! was no more 

suecessiul than similar battles in the same era over their Micro Channel architecture. ISM no longer uses cr promotes Token- 

Ring. Madge Networks, a one time competitor to IBM, is now considered to pe the market leader in Toxen Ring. 
\ 

Trojan 

A Trojan is a type of mslwsre that iocks ike a legitimate piece of software and users are Yicked ic install and execute in their 

compulers, The maiware taxes the name from the Greek mythology, Trojan Horse, a wocdsn horse that was used by the Greeks 

to infiltrate the city of Troy. Once ihe malware is activated, il can damage the system, spread other computer viruses and alse 

create a back door so ss to allow online fraudsters to lake access of control the system. 

Trusted Files 

in Comodo Intemet Security, a trusted file is one that is considered sale anc is allowed to run on a user's computer. This type of 

fle can aiso be referred to as a ‘safe’ fe of a ‘white-listed’ file. ) 

A tite will be treated as safe if it is in the ‘Trusted Files’ isi OR if # is digilally signed by a Trusted Software Vendor. Comodo 

internat Security ships with a list of usted files and a list of Trusted Vendors. Users can add their own trusied files and vendors 

io their local insialiation. They can also submit files and vendors to Comodo so they can be considered for inclusion in future 

sate lisis. 
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A Trusted Software Vendor (TSV} is a publisher of software that is automatically trusted by Comade internet Security software. 

<xecutable fles that have been digitally signed by a TSV wii De allowed to run normally and will not be placed in the sandkox. 

Many software vendors digitally sign their software with a code signing cerlificais. Digitally signed soitware helps @ user to 

identify the publisher and to be sure that the software he/she is downloading is genuine and has not beer tampered with. Each 

code signing certificate is counter-signed by a trusted certificate authority {CA} after the CA has conducted detailed checks that 

the vendor is a legitimate company. 
Mert Sa Sea Sy 
Soy $9 os fap 

User 

A person who uses a computer, including a programmer orend user. 

¥ 

Virtual Desktop 

The Virtual Desktop is a slandalone sandbox featured in Comodo Internet Security which allows users to Fur any applications in 

a completely virtual environment. Software in the virtual desktop will not affect cther processes, programs or data on the user's 

computer, Similarly, internet browsers running in the virtuai desxtop leave behind no personally identifying cookies or history on 

ar employee's real system. The virtual desktop also features a virtual keyboard which provides additionat security when entering 

usernames and passwords cn website login: pages. Although ihe vittual deskicp is primarily intended for users to test unknown 

of beta software and for iaunching highly secure drowsing sessions, it can be used to run most software. The virlual desktop 

interface is available in both desktop and tablet optimized versions, ° 

Virtual Machine (VM) 

Virtual machine is s software appiication that emulates a computing environment in which a program or an operating system can 

be instailed and run. There are many advantages in using a VM such as for testing out new applications or procedures without 

affecting the host system. . 

Virus 1 

A computer virus is an executable spplication capable of causing damage to computer files, iclders and components. Viruses 

are alsc capable ef self-replication sc can infect multiple items on a system if left unchecked. The maiicious aciivities performed 

by a virus are wide ranging and include stealing confidential information, modifying user ceia, overwriting cr damaging fies and . 

erasing hard disx content 

  

Viruscope 

Viruscene is an innovative subsystem that monitors ail the processes running on @ computer in real time to find any suspicious 

actions faken by any of the processes. if a suspicious activity Is identified, Viruscope generates an aler. The alert allows the 

user te quickly biock the process, reverse the effects of the action and move the parent appiication of the process to quarantine. 

if the activity is found to bs miicious, or to allow the process, if the eclon is found to de legitmate. ~ 

Virus Database 

A database of the digital signatures cf all known computer viruses and malware. This Gaiabase, sometimes refered io as a 

"black list’, enables antivirus software to detec! any malivare running on & customer's computer. 

Every time a fle or executable is identified as being malivare, antivirus companies will creaie a digital signature cf the file and 

add it to their database of blacklisted files. This database is then distributed to their customers as an updais to their antivir 

software. If the blacklisted signature of the malware is found anywhere on 2 customers computer, inen ihe fie is Ragged as 

inlected and may be quarantined or deleted, 

Comodo has a dedicated tear of technicians and crawlers that are continually searching for new virus strains to add to our 

3iabase. Comaodo’s virus database is available for public download at 
NSS és Akan on Salas fusainetataas ah 
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Vulnerability 

in network security, a vulnerability refers ip any flaw or weakness in the neiwork defense thal could be expioited to gain 

unauthorized access io, damage or otherwise affect the network. 

Ww 

Website Filtering 

Website Filtering is a security technique whereby access to specific websites can be selectively blocked or allowed to particular 

users of the computer. The website fittering fs very useful for parentai central as if ailows to block inappropriate websites to 

juvenile users. Also, in work environmenis, administrators cen prevent employees from visiting social networking sites during 

working hours. ‘ 

Web server 

The term Web server can mean one of two things: °    

  

1. Acomputer that is responsible for accepting ST% 

them Web pages, which are usually HTML decuments and linked objects (images, etc.). 

2. Acomputer program that provides the functionality described in the first sense of the term. 

Raat s Sa 
HSax to Ws {as 

Worm 

A Worm, another type of malware, unlike virus is capable of spreading fom computer ic computer without any human help. The 

worm with its capability to replicate itself several times over consumes most of the system memary causing the computer to slow 

down or crash aiicGether It can also cause bandwidth jam while spreading to other computers in the network. 

  

Wildcard 

Wildcards are symbols that add flexibility ic a keyword search by extending ihe parameters of a search word. A wiideard item is 

usually denoted with the asterisk symbol, *". This stands for one-or-mere characters ‘useful for ali suffixes or prefixes). in digital 

certification terms, a ‘widcard certificate’ means that the cerlilicate wit secure the demain plus uniimited sub-comains of that 

domain. A wildcard cerlificaie is applied fer using the formai *.domain.com’. 

X 

X.509 / 

An internationally recognized standard for certificates that defines their required paris 

Sak fs Sse top 

Z 

Zero-Day Malware 

Zerc-day malware describes new computer viruses or worms that have been discovered in the pubtic realm out which antivirus 

vendors have not yet created a digital signature for. The ier means that the antivirus companies have had ‘zero-days' to react. 

New malware can reascnatly be called ‘zero-day’ for the the length of time between its discovery and the creation of a signature 

to combat it, For most antivirus vendors, this is usually measured in a matter of hours. Of course, the malware itself may have 

been a! large for a much longer period of ims before it was discovered. Because of this window of vulnerability, mos! security 

software has grown beyond a reliance on traditional, signature based detection. Most antivirus software now contains layers of 

orevention-based technologigs intended tp detect and neutralize 'unknown' malware untl such time as a signature can be 

cresied, Example technologies include heuristic detection, host intrusion prevention {HIPS), automatic sandboxing and real-time 

dehavier analysis.
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The Comedo companies are leading global providers Gi Security, Identity and Trust Assurance servicas on the intemat. Comodo 

CA offers a comprehensive array of PK! Digital Certificates and Management Services, Identity and Content Authenticaticn 

(Two-Fastor - Mulli-Factor) software, and Network Vulnerability Scanning and PCI compiiance selutions. in aadition, with over 

42,060,000 installations of its threat prevention products, Comedo Security Solutions maintains an extensive suiie ol encpoini 

securily software and services for businesses and consumers. 

Continua! innovation, a core competence in PKI and a commitment to reversing the growth of Intemet-crime distinguish the 

Comodo companies as vital players in the Intemets ongoing caveicoment. Comodo, with offices in the US, UK, Carina, India, 

Romania and the Ukraine, secures and authenticates the cnline transactions and commuricaticns for over 200,00) business 

customers and millions of consumers, providing the intelligent security, authenticaticn and assurance services necessary for 

trust in on-line transactions. 

Comodo Security Solutions, inc. Comodo CA Limited 

1253 Broad Street 3rd Floor, 26 Office Village, Exchange Quay, Trafford Read, 
-Salford Greater Manchester MS 3EQ, 

Clon, NJ, 07013 

United Slates 
United Kingdom. 

Tel : +44 iS) 181 874 707S 

Fax: +44 (0) 181 877 1767 

  

For additional information on Comodo - visit S8gufwww.comoda.cos.
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Application No. Applicant(s) 

  

16/141 ,378 Coleman et al. 

Office Action Summary Examiner Art Unit | AIA (FITF) Status 
OLEG KORSAK 2492 Yes         

  

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -- 

Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING 
DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing 
date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133}. 

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term 

adjustment. See 37 CFR 1.704(b). 

Status 

1) Responsive to communication(s) filed on 03/08/2021. 

C} A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on 

2a)L) This action is FINAL. 2b) M This action is non-final. 

3) An election was made by the applicant in response to a restriction requirement set forth during the interview 
on ; the restriction requirement and election have been incorporated into this action. 

4) 口 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 

5) Claim(s) 1-17 and 19-20 is/are pending in the application. 

  

5a) Of the above claim(s) ___is/are withdrawn from consideration. 

6) (J Claim(s)__is/are allowed. 

7) Claim(s) 1-17 and 19-20 is/are rejected. 

8) 口 Claim(s)___ is/are objected to. 

9) (J Claim(s) are subject to restriction and/or election requirement 
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program ata 

participating intellectual property office for the corresponding application. For more information, please see 

http:/Awww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.   

Application Papers 

10) 品 The specification is objected to by the Examiner. 

11)0) The drawing(s) filedon __ is/are: a) 口 accepted or b) 口 objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 

12) 口 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
Certified copies: 

a)C All b) 口 Some** ciD None of the: 

1. 口 Certified copies of the priority documents have been received. 

2.1) Certified copies of the priority documents have been received in Application No. 

3.1.) Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

*“ See the attached detailed Office action for a list of the certified copies not received. 

  

Attachment(s) 

1) 口 ] Notice of References Cited (PTO-892) 3) (LJ Interview Summary (PTO-413) 

. . Paper No(s)/Mail Date 
2) (J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) 口 Other: 

Paper No(s)/Mail Date   
  

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20210322 
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Art Unit: 2492 

DETAILED ACTION 

A Request for Continued Examination under 37 CFR 1.114, including the fee set forth in 

37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 

eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 

has been timely paid, the finality of the previous office action has been withdrawn pursuant to 37 

CFR 1.114. Applicant’s submission filed on March 08, 2021 has been entered. 

No new claims have been added. Claims 1-17, 19 and 20 are pending and are directed 

toward NETWORK ISOLATION WITH CLOUD NETWORKS. 

Any claim objection/rejection not repeated below is withdrawn due to Applicant's 

amendment. 

Notice of Pre-AlA or AIA Status 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. In the event the determination of the status of the 

application as subject to ATA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 

103) is incorrect, any correction of the statutory basis for the rejection will not be considered a 

new ground of rejection if the prior art relied upon, and the rationale supporting the rejection, 

would be the same under either status. 

Response to Arguments 

Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered, 

and they are persuasive in view of amended claims in regards to cited by Examiner prior art. 

Examiner maintains DP rejections.
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Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine 

grounded in public policy (a policy reflected in the statute) so as to preventthe unjustified or 

impropertimewise extension of the “right to exclude” granted by a patent and to prevent 

possible harassment by multiple assignees. Anonstatutory double patenting rejectionis 

appropriate where the conflicting claims are not identical, but at least one examined 

application claim is not patentably distinct from the reference claim(s) because the examined 

application claim is either anticipated by, or would have been obvious over, the reference 

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 

11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. 

Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 

438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be 

usedto overcome an actual or provisional rejection based on nonstatutory double patenting 

provided the reference application or patent eitheris shown to be commonly owned withthe 

examined application, orclaims an invention made as a result of activities undertaken within 

the scope of a joint research agreement. See MPEP § 717.02 for applications subject to 

examination under the first inventorto file provisions of the AIA as explainedin MPEP § 2159. 

See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for applications not subject to examination underthe 

first inventorto file provisions of the AIA. A terminal disclaimer must be signed in compliance 

with 37 CFR 1.321(b).
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Art Unit: 2492 

The USPTO Internet website contains terminal disclaimer forms which may be used. 

Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which 

the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely 

online using web-screens. An eTerminal Disclaimerthat meets all requirements is auto- 

processed and approvedimmediately upon submission. For more information about eTerminal 

Disclaimers, refer to www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp. 

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patenting as 

being unpatentable overclaims 1-20 of U.S. Patent No. 10554475, and over claims 1-20 of U.S. 

Patent No. 10558798. Although the claims at issue are not identical, they are not patentably 

distinct from each other because all elements of claims 1-17, 19 and 20 of the instant 

application correspond to elements of claims 1-20 of the cited patents. The above claims of the 

present application would have been obvious over claims of the U.S. Patent No. 10554475, and 

over claims of U.S. Patent No. 10558798 because each elementof the claims of the present 

application is anticipated by the claims of the U.S. Patent No. 10554475, and the claims of U.S. 

Patent No. 10558798 and as such are unpatentable for obviousness -type double patenting (/n 

re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)). 

Claims 1-17, 19 and 20 are provisionally rejected on the ground of nonstatutory double 

patenting as being unpatentable overclaims of copending Applications No. 16/059381, 

16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810, 

16/146,490, 16/163,796, 16/163,884, and 16/164,342. Althoughthe claims at issue are not 

identical, they are not patentably distinct from each other because each element of the claims
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of the presentapplication is anticipated by the claims of cited applications and as such are 

unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010 

(12/3/1993)). 

This is a provisional nonstatutory double patenting rejection because the patentably 

indistinct claims have not in fact been patented. 

Allowable Subject Matter 

Claims 1-17, 19 and 20 are indicated as allowable over prior art. 

None of the cited references teaches claims limitations as currently amended. 

As allowable subject matter has been indicated, applicant's reply must either comply with 

all formal requirements or specifically traverse each requirement not complied with. See 37 

CFR 1.111(b) and MPEP § 707.07(a). 

Conclusion 

Any inquiry concerning this communication or earliercommunications from the 

examiner should be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The 

examinercan normally be reached on Monday-Friday 7:30am - 5:00pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s 

supervisor, Saleh Najjar can be reached on (571)272-4006. The fax phone numberfor the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or PublicPAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR
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system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 

would like assistance from a USPTO Customer Service Representative or access to the 

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/OLEG KORSAK/ 

Primary Examiner, Art Unit 2492
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Application/Control Number: 16/141,378 Page 2 

Art Unit: 2492 

DETAILED ACTION 

Response to Amendment 

This action is in response to amendment filed August 14, 2020 for the application # 

16/141,378 filed on September 25, 2018. Claims 1-17, 19 and 20 are pending and are directed 

toward NETWORK ISOLATION WITH CLOUD NETWORKS. 

Any claim objection/rejection not repeated below is withdrawn due to Applicant's 

amendment. 

Notice of Pre-AlA or AIA Status 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AJA. In the event the determination of the status of the 

application as subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 

103) is incorrect, any correction of the statutory basis for the rejection will not be considered a 

new ground of rejection if the prior art relied upon, and the rationale supporting the rejection, 

would be the same under either status. 

Response to Arguments 

Applicant’s arguments with regards to claims 1-17, 19 and 20 have been fully considered, 

but they are moot because of new grounds of rejection. Further to keep the record clear, 

Examiner is responding to “not associated” argument: 

“4s not associated” argument — Applicant argues that the cited portion states that the 

virtual machine environment uses a vitual guest OS that is not associated with a host OS 

architecture. In fact, Hoy states that the virtual guest OS is separate. (Hoy at para. [0026]) Thus, 

Hoy fails to teach or suggest implementing an “isolated computing environment using an

IBM - Ex. 1002-Part 7 of 10, Page 2716 
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Application/Control Number: 16/141,378 Page 3 

Art Unit: 2492 

operating system associated with the hosting computing system and comprising a sandboxed 

computing environment...," as recited in claim 1 (REMARKS, pages 8-9). 

Response: According to cited by Applicant [0026] of Hoy “The browser is activated by a 

desk-top shortcut or application on the host system that allows the user to link to the isolated 

Internet access of the virtual guest system by launching the virtual guest web browser, which 

operates transparently to the user in the virtual guest system.” Therefore at least "isolated 

computing environment using an operating system associated with the hosting computing 

system" was explicitly and clearly disclosed by Hoy. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness 

rejections set forth in this Office action: 

Apatent fora claimed invention maynot be obtained, notwithstanding that the claimed invention is 

notidentically disclosed as set forth insection 102 of thistitle, ifthe differences betweenthe claimed 

invention and the prior art are such that the claimed invention as a whole would have been obvious 

before the effective filing date of the claimed invention to a person having ordinary skill in the art to 

which the claimedinvention pertains. Patentability shall not be negated by the manner in which the 

invention wasmade. 

Claims 1-17, 19 and 20 are rejected under 35 U.S.C. 103 as being unpatentable over 

Hoy et al. (US 2013/0318594 Pub. Date: Nov. 28, 2013) in view of Comodo (Comodo 

Internet Security Software Version 7.0 User Guide Version 7.0.111114, 579 pages, 2014), 

hereinafter referred to as Hoy and Comodo respectively. 

As per claim 1, Hoy teaches a host computer system comprising: a memory; and a 

processor (a computerized work station comprises a computer operatively connected with one or

IBM - Ex. 1002-Part 7 of 10, Page 2717 
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Application/Control Number: 16/141,378 Page 4 

Art Unit: 2492 

more user-accessible data entry devices, a display device viewable by the user, and computer- 

accessible data storage, Hoy, [0022]) configured to: 

implement a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space (providing for the 

computer an operating systemand one or more applications programs that run on said 

operating system, Hoy, [0022 ]); 

implement an isolated computing environment (and supporting a virtual computer system 

operating on the computer. Hoy, [0022]), the isolated computing environment using an operating 

system associated with the host computing system and comprising a sandboxed computing 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space (Also operating on the host computer is a hypervisor 

system that creates a virtual machine environment that is separate from the host computer's 

operating system. This virtual machine has a virtual guest operating system on which a modified 

browser is run. Hoy, [0026]), 

wherein the isolated computing environment is configured to access an Internet-based 

cloud service via at least one application of the second set of one or more applications or 

processes (The browser is activated by a desk -top shortcut or application on the host system that 

allows the user to link to the isolated Internet access of the virtual guest system by launching the 

virtual guest web browser, which operates transparently to the user in the virtual guest system. 

Hoy, [0026]); 

isolate the isolated computing environment from the workspace using an mternal 

isolation firewall (this is accomplished by providing a host computer that is surrounded by a host 

based firewall. Hoy, [0025]); and

IBM - Ex. 1002-Part 7 of 10, Page 2718 
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Application/Control Number: 16/141,378 Page 5 

Art Unit: 2492 

communicate with a proxy server in order to access the Internet-based cloud service 

(Proxy content filter 4 may optionally be used to screen undesirable or inappropriate incoming 

or outgoing data, as above. Hoy, [0073]), wherein the isolated computing environment is 

configured to authenticate with an authentication device in order to allow communication 

between the atleast one application and the Internet-based cloud service (To allow for this, the 

firewall 11 around the host OS 17 selectively enables the host OS 17 to access the Internet 

directly through ports 80 or 443, which are otherwise disabled, provided that the websites being 

accessed are on a white list of predetermined trusted sites with which the host OS 17 is permitted 

to communicate with. Hoy, [0057 ]). 

Hoy does not use term “sandbox”, although teaches that “Because it is exposed to 

potentially malicious software as it browses the Internet, the virtual guest system browser and its 

virtual operating system may be a hardened version that is exceptionally resistant to corruption, 

or it may have enhanced anomaly detection to aid in noting when dangerous data has been 

encountered by the browser. The virtual guest system also has no connection whatsoever to the 

LAN, and cannot access any address on the LAN.” Which is essentially a definition of 

sandboxed environment as known in the art. To exclude any doubt a secondary reference by 

Comodo is provided, which explicitly teaches a sandboxed computing environment (An 

innovative sandboxed environment to run programs and browse the Internet isolated from your 

real computer. Comodo, page 10). Comodo also explicitly teaches an Internet-based cloud 

service (Comodo Secure DNS service replaces your existing Recursive DNS Servers and resolves 

all your DNS requests exclusively through Comodo’'s proprietary Directory Services Platform 

Comodo, page 553. See also Comodo Cloud - online file storage service. Backup your files toa
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Application/Control Number: 16/141,378 Page 6 

Art Unit: 2492 

highly secure online storage which can also be mounted as a virtual drive in your system. 

Comodo, page 466) 

Hoy in view of Comodo are analogous art to the claimed invention, because they are from a 

similar field of endeavor of systems, components and methodologies for providing secure 

communication between computer systems. It would have been obvious to a person of ordinary 

skill in the art before the effective filing date of the claimed invention to modify Hoy im view of 

Comodo. This would have been desirable Applications and browsers running inside the virtual 

desktop leave no cookies or history behind on your real system, making it an extremely secure 

environment for Internet banking and online shopping (Comodo, pages 10-11). 

As per claim 2, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to access the Internet-based cloud service via one or more of 

a local area network (LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a 

digital subscribers line (DSL) network, a cloud computing network, a data center, or a satellite 

network (The home system, when the host is "home" on the trusted LAN network, is allowed by 

the HBFW to communicate to other LAN resources as wellas any whitelisted sites outside the 

LAN on the Internet. Hoy, [0062]). 

As per claim 3, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the Internet-based cloud service comprises one or more of an Infrastructure as a Service 

(IaaS), a Software as a Service (SaaS), or a Platform as a Service (PaaS) (through Comodo's 

proprietary Directory Services Platform, Comodo, page 17). 

As per claim 4, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to select the proxy server from a plurality of proxy servers, 

the plurality of proxy servers comprising one or more of an Internet-based proxy server or a local 

network-based proxy server (A proxy/web-content filter 4 is connected with and cooperates with 

the firewall hardware 3 to control the type of data permitted to pass fromthe Internet 5 into the 

local system 1, filtering e.g., pornographic material or data not intended for the system 1, and
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also blocks communications from users on the LAN trying to reach disallowed sites, e.g., 

requests to access www.onlinecasino.com. Hoy, [0038]). 

As per claim 5, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- . 

based proxy server or an Internet-based proxy server based on a location of the host computer 

system (Proxy content filter 4 may optionally be used to screen undesirable or inappropriate 

incoming or outgoing data, Hoy, [0073]). 

As per claim 6, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- 

based proxy server or an Internet-based proxy server based on an identity of a network to which 

the host computer system is connected (Proxy content filter 4 may optionally be used to screen 

undesirable or inappropriate incoming or outgoing data, Hoy, [0073 ]). 

As per claim 7, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the processor is configured to determine whether to send web traffic to a local network- 

based proxy server or an Internet-based proxy server based on anidentity of the at least one 

application running in the isolated computing environment (The virtual guest system 13 shows no 

software installed except fora browser and possibly some related supportive software, suchas 

Adobe or Windows Media Player that cooperate with the browser when certain types of files are 

accessed on the Internet, and potentially an email programsuch as Microsoft Outlook for 

certain configurations. Hoy, [0048 ]). 

As per claim 8, Hoy in view of Comodo teaches the host computer system of claim 1, 

wherein the internal isolation firewall is configured to segregate the first memory space from the 

second memory space and is configured to enforce policies for communication between the first
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memory space and the second memory space using the internal isolation firewall (The guest 

computer and the host computer communicate with each other by a limited permissible internal 

host-based firewall in the host system that is provided by the hypervisor or some other local 

program. Communications across this internal firewall between the guest systemand the host 

system are limited to cut and paste of displayed documents or files, commands to print 

documents, and file transfer requested manually by the host, Hoy, [0030J). 

As per claim 9, Hoy in view of Comodo teaches the host computer system of claim 8, 

wherein the internal isolation firewall is further configured to generate a message to prompt a 

user of the host computer system, the message indicating whether to allow communication 

between the first memory space and the second memory space (i.e., directed intentionally by the 

human user of the given system. Hoy, [0030]). 

Claims 10, 11 and 14-20 have limitations similar to those treated in the above rejection, 

and are met by the references as discussed above, and are rejected for the same reasons of 

obviousness as used above. In regards to claim 10, “a server” is taught by Hoy (A host computer 

supports a virtual guest system running thereon. ABSTRACT), and by Comodo (The Virtual 

Desktop creates a folder Shared Space in the location "C:\Documents and Settings\All 

Users\ApplicationData\Shared Space”. The ‘Shared Space’ folder can be shared by your host 

operating systemand the Virtual Desktop. Page 223). 

As per claim 12, Hoy in view of Comodo teaches the cloud computing system of claim 

11, wherein the proxy comprises is a first proxy, and the server is configured to determine 

whether to send traffic to the first proxy or a second proxy, (Proxy and Host Settings - Allows 

you to select the hostfrom which updates are downloaded. By default, CIS will directly 

download updates from Comodo servers. However, advanced users and network admins may
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wish to first download updates to a proxy/staging server and have individual CIS installations 

collect the updates from there. The ‘Proxy and Host Settings’ interface allows you to point CIS at 

this proxy/staging server. Comodo, page 259). 

Hoy in view of Comodo are analogous art to the claimed invention, because they are from a 

similar field of endeavor of systems, components and methodologies for providing secure 

communication betw een computer systems. It would have been obvious to a person of ordinary 

skill m the art before the effective filing date of the claimed invention to modify Hoy in view of 

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process 

when large number of endpoints are involved (Comodo, page 259). 

As per claim 13, Hoy in view of Comodo teaches the cloud computing system of claim 

12, wherein the server is configured to determine whether to send traffic to the first proxy or the 

second proxy based on user-provided credentials (Select the 'Use Proxy'check-box. * Enter the 

host name and port numbers. If the proxy server requires access credentials, select the 'Use 

Authentication’ check-box and enter the login/password accordingly. * You can add multiple 

servers from which updates are available. To do this, click the handle at the bottom center of the 

‘Servers’ panel, click the ‘Add’ button then enter the host name in the 'Edit Property’ dialog. 

Comodo, page 260). 

Hoy in view of Comodo are analogous art to the claimed invention, because they are from a 

similar field of endeavor of systems, components and methodologies for providing secure 

communication between computer systems. [t would have been obvious to a person of ordinary 

skill in the art before the effective filing date of the claimed invention to modify Hoy in view of 

Comodo. This helps conserve overall bandwidth consumption and accelerates the update process 

when large number of endpoints are nvolved (Comodo, page 259). 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine 

grounded in public policy (a policy reflected inthe statute) so as to prevent the unjustified or
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improper timewise extension of the “right to exclude” granted by a patent and to prevent 

possible harassment by multiple assignees. Anonstatutory double patenting rejectionis 

appropriate where the conflicting claims are not identical, but at least one examined 

application claim is not patentably distinct from the reference claim(s) because the examined 

application claim is either anticipated by, or would have been obvious over, the reference 

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); in re Goodman, 

11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. 

Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982}; In re Vogel, 422 F.2d 

438, 164 USPQ 619 (CCPA1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimerin compliance with 37 CFR 1.321(c) or 1.321(d) may be 

used to overcome an actual or provisional rejection based on nonstatutory double patenting 

provided the reference application or patent eitheris shown to be commonly owned with the 

examined application, orclaims an invention made as a result of activities undertaken within 

the scope ofa jointresearch agreement. See MPEP § 717.02 for applications subjectto 

examination underthe first inventor to file provisions of the AIA as explainedin MPEP § 2159. 

See MPEP §§ 706.02(!)(1) - 706.02(1)(3) for applications not subject to examination underthe 

first inventor to file provisions of the AIA. A terminal disclaimer must be signed in compliance 

with 37 CFR 1.321(b). 

The USPTO Internet website contains terminal disclaimerforms which may be used. 

Please visit www.uspto.gov/patent/patents -forms. The filing date of the applicationin which - 

the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
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online using web-screens. An eTerminal Disclaimer that meets all requirements is auto- 

processed and approved immediately upon submission. For more information about eTerminal 

Disclaimers, referto www.uspto.gov/patents/process/file/efs/guidance/eTD-info-|.jsp. 

Claims 1-17, 19 and 20 are rejected on the ground of nonstatutory double patentingas 

being unpatentable overclaims 1-20 of U.S. Patent No. 10554475, and over claims 1-20 of U.S. 

Patent No. 10558798. Although the claims at issue are not identical, they are not patentably 

distinctfrom each other because all elements of claims 1-17, 19 and 20 of the instant 

application correspond to elements of claims 1-20 of the cited patents. The above claims of the 

present application would have been obvious over claims of the U.S. Patent No. 10554475, and 

over claims of U.S. Patent No. 10558798 because each elementof the claims of the present 

application is anticipated by the claims of the US. Patent No. 10554475, and the claims of U.S. 

Patent No. 10558798 and as such are unpatentable for obviousness-type double patenting (/n 

re Goodman (CAFC) 29 USPQ2D 2010 (12/3/1993)). 

Claims 1-17, 19 and 20 are provisionally rejected onthe ground of nonstatutory double 

patenting as beingunpate ntable overclaims of copending Applications No. 16/059381, 

16/109275, 16/141,535, 16/138,696, 16/144,609, 16/144,761, 16/146,149, 16/142,810, 

16/146,490, 16/163,796, 16/163,884, and 16/164,342. Althoughthe claims at issue are not 

identical, they are not patentably distinct from each other because each element of the claims 

of the present application is anticipated by the claims of cited applications and as such are 

unpatentable for obviousness-type double patenting (/n re Goodman (CAFC) 29 USPQ2D 2010 

(12/3/1993)).

IBM - Ex. 1002-Part 7 of 10, Page 2725 
IPR2025-00379 (IBM v. Croga)



Application/Contro! Number: 16/141,378 Page 12 

Art Unit: 2492 

This is a provisional nonstatutory double patenting rejection because the patentably 

indistinct claims have notin fact been patented. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicantis 

reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is setto expire THREE MONTHS 

from the mailing date of this action. In the eventa first reply is filed within TWO MONTHS of 

the mailing date of this final action and the advisory action is not mailed until after the end of 

the THREE-MONTH shortened statutory period, thenthe shortened statutory period will expire 

on the date the advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) 

will be calculated from the mailing date of the advisory action. In no event, however, will the 

statutory period for reply expire laterthan SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to OLEG KORSAK whose telephone numberis (571)270-1938. The 

examinercan normally be reached on 5:00 AM- 4:00 PM. 

Examinerinterviews are available via telephone, in-person, and video conferencing 

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AiR) at 

http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, SALEH NAJJAR can be reached on (571) 272-4006. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from eitherPrivate PAIR or PublicPAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). if you 

would like assistance from a USPTO Customer Service Representative or access to the 

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/OLEG KORSAK/ 

Primary Examiner, Art Unit 2492
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1.Introduction to Comodo Internet Security 
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Wher usec incivicually each of the Antivirus, Firewall and Defense+ components celivers superior protection against their 
specific threat chalisnge. When used together as a full suite they provide a complete ‘prevention, detection and cure’ security 

sysiem for your computer. 

  

    
  

    

    
  

      
    

              

  
CIS is availabie in Premium (free), Pro and Complete editions. While the core CIS software is identical ior all three versions, the 
Pro and Compleie packages each offer a range of additional services. The software is designed ic be secure ‘out cf the box’ - se 
even the most inexperienced users need no! have to deal with complex configuration issues afier insiallation. 

° Antivirus - Proactive aniivinis engine that auiomatically detecis and eliminates viruses, worms and other malware. 
Apart from ihe cowerful on-demand, on-access and scheduled scan capabilities, CIS users can now simply drag-anc- 
drop items onic the home screen to run an instant virus scan. 

° Firewall - Highly configurable packet filtering firewall that constantly defends your system from inbound and culbound 

Internet atlacks. 

¢ Defense+ - Accllection of prevention based security technologies designed to preserve the integrity, security and 
privacy of your operating system and user data. ， 

。 Behavior Blocker - Authenticates avery executable and process running on your computer and prevents 
them from iaking actions that could harm your computer. Unrecognized processes and applications will be
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2uto-sandboxed and run under a sei of restrictions se they cannot harm your computer. This gives untrusted 
(but harmless} applications the freedom to operate whilst untrusied (and pctentially maticious) applications 
are prevented from damaging your PC or dala. 

    

。 Host Intrusion Protection (HIPS) - A nuies-based intrusion prevention system that monitors the aciivities of 
all appiications and processes of your computer. HIPS blocks the activities of maiicisus programs by halting 

any acticn that could cause damage to your operating sysiem, sysiem-memozry, registry keys or personal 
data. 

+  Viruscope - Monifors the activities of processes running on your computer and alerts you # they take 
aciions that could potentially threaten your privacy and/or security. Using a systern of behavior ‘recognizers’, 

Viruscope not only detects unauthorized aciions bul aiso ailows you to completely undo then. Apari from 
representing ancther hi-!ech iayer of protection against matwarg, this also provides you with the granular 
power fo reverse unwanted acticns taken by legitimate software without blocking the software entirely. 

¢ Virtual Deektop - Tha Virtual Desktop is a sarloxed overaling environment insice of which you can run programs 
and browse the jntsmet without fear thei those activities will damage your real computer. Featuring a virtual keyboard 
to thwart xey-loggers, home users wil find the virtua! desktop is ideally suited to sensitive tasks like online banking. 
Advanced users will appreciate the ability to run beta-scitware in an environment that will not upset the siability or file 
structure of their production systems 

。 Website Filtering - Protects you from phishing sites while surfing the ‘not end allows you to create rules ic prevent 
specific users from accessing certain websites. CIS shins with several presei lisis of malicious websites which form an 
effective website screening and protection feature for ali Intemet users. Furthermore, you can easily add cr import 
your cwn lists of banned URLs and can set up custom access rules for each user on your computer. 

* Rescue Disk - Built-in wizard that allows you fo bum a beot-disk which will run antivirus scans in a pre-Windows / pre- 
boot environment. - 

。 Additional Utilities - The advanced tasks section contains links that allow you to insiali other, free, Comodo security 
products - including Comodo Cleaning Essentials end KiliSwitch. 

。 Comodo Dragon - Fast and versatile intemet Browser based on Chromium, inlused with Comedo’s unparalleted level 
of Security. 

° GeekBuddy -24x7 online support service in which Comede technicians are ready to deal with any computer issues 
you may have over an instan! messenger style interface. 

¢ Secure Wireless internet Connectivity (Camplete version only) - trustConnect makes surfing the wed safe from any 
public Wi-Fi lecaticn 

¢ Comodo Guarantee {Fro and Compiste versions oniy) - If your computer becomes damaged as a resull of malware 
and Comodo support services cannot retum if te a working condition then weil pay the cosis of getting it repaired. 

Please see the End User License Agreement? for ful details. 

+ Online BackUp (Complete version only) - Back-up your important daia ic Camodo's highly secure servers. Data is 
encrypted and can accessed only by the user from ary Intemet connected computer in the world (5068 storage 
space). + 

PY oe aw 总 WENRNNSY 
GHAS OSM 

This introduction is intended to provide an overview of the basics of Comcde Intemet Security and should be of interest to ail 

uSers. 

NS 

+ Special Features 

e  Sysiom Seguiremants 

e — fgsfali ting 

OkS Prenat - installation 

© SYS Sye - sialadon and Activation 

- S35 Complefe - fsfallatios and Activation 

« — Agtivatiygy (YS SrafCompiate Services NE Insisiiation 

e  Santing Cosas infernal Sacurily 

* Se Mais i8erface 

  

The remaining sections cf the quide cover every aspect cf the configuration of Comodo Internet Security.IBM - Ex. 1002-Part 7 of 10, Page 2735 
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An innovative sen oxed environmen! to run programs 3 nd browse the Internet isolatec from your 
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Viruaily Sulletproof proteci 

rules interface. 

1.1.Special Features 

rity of every p 

ion agains 

iJ 

Y 

istry keys or personal daia. 

the prevaiing security rules 

Performs Cloud Based Behavior Analysis for immediate ident $3 

rogram before aliowing i 

Biocks Viruses, Trojans and Spy-ware before they can ever get onto your system: 

fication of Malware 

Detects suspicious aciions actions taken by processes all allows you to undo them 

Alerts you every time an unknown or untrusted applications attempts ic run or install 

Prevents unauthorized modification of critical operating system files and registry entries 

hailing any action that could cause damage ic . 
- 

Includes euto-sandbox feature to compietely isolate untrusted files from the rest of your computer 

to load into your compuier's memory 

real computer. 
a 

pi ications 

Enables advanced users to enhance their security meesures by quickiy creating custom policies and rulesets usin 9 

our operating system, 

tes of ail appications and processes on your computer and allows executables and processes to 

{ root-kits, inler-process memory injections, Xsy-loggers and more; 
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       AS 

and browsers running inside the virtual desktop ieave no cockies or history behind on your real system, making it an extremely 
secure environment for Internet banking and online shopping. 

   Nee VS WA 

         
+ Prevents malicious websites from insialling viruses maiware, rootkits and ‘spyware onto your computer and provides 

protection against hacking 

° Features a virtual keyboard thai allows you fo securely enter user-names, credit card numbers and passwords without 
fear of key-Icaging software recording your physical keystrokes ‘ 

。 Enables edvanced users to run bela-soilware in an environmen that will not upsel the siability or fila structure of their 
production systems 

The Firewail componsnt of Conuuu hilemet Secunty offers the highest levels of perimeter security against inbound and 
outbound threats - meaning you get the strongest possible protection against hackers, malware and identity thieves. Now we've 
improved # again by adcing new features like, 

» — Stealth Mode to make your PC compietely invisible to opportunistic pert scans; . 

>» Wizard based auto-detecticn of trusted zones; 

* Predefined Firewail policies aliow you to quickly impiement security rules; 

+ Diagnostics to analyze your system for potentiai conflicts with the firewall and much more; 

° Website Filtering enables ycu to set up user based access restriction to specific websites. 

ss wrahkeneive Sasivivus Sraseasy 
VII SHSHSIVS ARV ES Sratesstos 

。 Setecis and eliminates viruses from desktops, aptops and network workstations; 

e Performs Cloud based Antivirus Scanning; 

。  Employs heuristic techniques to identify previcus'y unxnown viruses anc Trojans; 

+ Scans even Windows Registry and System Files for possibie spyware iniection anc cleans them; 

- Constantly protests with real-time, Or-Access scanning; 

* Comodo AV shows the percentage of the compieted scanning; 

¢ Rootkit scanner deiscts and idefiiies hidden maiicicus files anc registry keys stored by rcotkits; 

e — Highly configurable On-Semand scanner allows you ic run insiant checks on any file, iclder or drive; 

。 Comodo AV realtime scanning performance in Stateful mode; 

¢ Seamless integrezon into the Windows operating system aliows scanning specific odjects ‘on the fly’: 

» Daily, automatic updates ci virus definitions; 

» — isclates suspicious files in quarantine preventing further infection; 

* — Suilt in schecuier allows you to run scans at a time that suits you; 

AN AN N 4 本 SS CRRRRRRRRIERRUNNRONRR x vo. 
inkitwe Grapes User inferyaces 

。 Advanced and Compact View summary screens gives an at-a-glance snapshot ci your security settings: 

。 Easy and quick navigaticn between each module of the firewall, Antivirus and Defense+; 

e  Simpie point and click configuration - no steep fearning curves; 

* New completely redesigned security rules interface - you can quickly sei granular access rights and privileges cn 
a giobai or per application. The firewall also contains preset policies and wizards that help simplify the rufe setting 

   

process. 
os RON SN 、 Sa seen LA we sk : TWAS Ss NN . : lesdos year iv SN VOTH NSSRSNSSRS RS YSTSIONS 站 

CIS Pro and Complete customers receive Comcdc GeekBuddy - Live expert remote support for virtually ail personal computer 

issues. Pro and Complete users benefit from the convanience of having a compuler security exper on tap 24/7 io heip them fix 
probiems sight in front of their eyes. 

The services include: 

。 = Virus & Malware Removal 

e — intemse! end Online Identity Security
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Printer or Email Accoun! Satup 

* — Software Activation 

¢ General PO Troubleshooting 

。 Computer Power Setting Cptimization 

¢ Comodo Software Installation and Set up 

*。 Comodo Account Questions. 

Please visit HXp-Ayyew.geekSadey.seny icr full product ceiails. 

  

Nofe: To use the GeskBudcy sorvicc on a continucus basis, you fiave lu purchase the product at - 
SoSd ag: Seorestes akciseriiatie mami stad ativen sees . ey Nis Aswi.geakbuddycom!, segisiey and sofivate your ascauss.       

ns : sk 3 SPAN 全 vras avons? 
SYNISS PPUSIVOMNNSSE oda Trust 

included with a Compiete subscription, Comodo TrustConnect is 2 fast, secure interne! proxy service that makes surfing the web 
safe. N 

+ At Co#ee shops, Koteis and Airports; 

* — Atany other public Wi-Fi location; 

* Al your home location; 

* — For Enterprises with remote workers and road-warriors that need secure access to iniernai networks. 

CIS Complete customers receive Comodo Backup - powerful and easy tc uss deskicp epplication hat helps home and 
business users protect their valuabie data ag2inst damage or joss. 

+ Quickly create backups of your priceless data to a wide range of storage media ; 

*  §0 GBof highly secure online storage space thal allows you to access your files from anywhere 

。 — Step-by-step wizards allow ycu to create your first backup within minutes 

° Flexible storage cptions allow you ic specify full, incremenial or differential Sackups. 

。  Sranular scheduling options fo take automatic backups at a time that suits you. 

¢ Quick recovery cf fles with a few clicks of the mouse. 

。 — Powerful encryption opifons to protect your files so that it cannot be eccessed by anyone but you. 

  

。 — improved Privacy over Chromium ， 

*。 Easy SSL Ceriicate Identification - 

*。 Fast Websiie Access 

» Greater Stability and Less Memory Bioai 

» — incognito Mode Stops Cookies, Improves Privacy 

» Very easy to switch from your Browser to the Dragon 

x gan tev. & Rawriviise . Setancod Candis MORAN Boras Am SC Mevoanciasnd Sx adiicas Gomadsa inferset Secuyhy - EsEsnagsed + sahyss 

Highly Configurable Security Rules Interface ， 

Comodo Internet Security offers more cofirol over security setiings than ever before. Users can quickly set granular intemet 

accass rights and privileges or a global or per appiication basis using the flexible and easy to understand GUI. This version aisc 
sees the introduction of preset security policies which allow you to deploy a sonhisticatec hierarchy of firewall niles with a couple 

of mouse ciicks.
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Comodo Internet Security features an acvanced protoccl driver level protection - essentiai for the cefensea of your PC against 

Trojans that run their own protocol drivers. 

Cloud Based Behavior Analysis 

Application Behavior Analysis 

  

Comodo Internet Security features cloud based analysis of unrecognized files, in which any fie that is not recognized and not in 
Comodo's white-list wil be sent to Comodo Insiant Malware Analysis (CIMA! server ior behavior analysis. Each file is executed 
in 2 virtual environment on Comode servers and tested to determine whether it contains any malicious code. The results will be 

seni back to your computer in around 15 minutes. 

Viruscope 

The innovative Viruscope feature monitors the activities of ali processes sunning cn your systam and generates alerts if any 
suspicions antiviies are identified. Apart from forming yet anotie: layer uf melware detaction and prevention, the sub-system 
represents a valuable addition to the core process-meniicring functionality of the Behavior Blocker by introducing the ability to 
reverse potentially undesirable actions of software witiout necessarily Slocking the software entirely. This feature can provide 

you with more granular contro! over otherwise legitimate soitware which requires certain actions tc be impiemented in order ic 

run correcily. 

Website Filtering 

Comodo Internet Security enabies you to configure rules to allow or block access io specific websites. Rules can be created ior 
particular users of your computer, which makes this feature very usefui for both home and work environments. For example, 

parents can block iuvenife users from visiling inapproprizis websites whiis companies car prevent employees from visiting 
social networking sites during working hours. 

Event logging 

Comodo Internet Security features avasty improved log managemeni meduls - allowing users to export records of Anvinis, 

Firewall and Defense+ aciivities according to several user-defined filters. Beginners and advanced users alixe are greatly 

beneliied from this essential iroublashcoling feature. 

Memory Firewall Integration 

Comodo Internst Security now inclides the buffer-overflow protection criginai featured in Comodo Memory Firewall. This 
provides protection against crive-by-downleads, data theft, computer crashes and system damage. 

‘Training Mode’ and ‘Clean PC’ Mode 

These modes enable the firewail and host intrusion preventicn systems to automatically create ‘allow’ rules for new components 
of applications you have decided io trust, so you won't receive pcintless alerts for those programs ycu trust. The firewall leams 
how they work and cniy wam you when it detects uly suspicious behavior. 

Application Recognition Database (Extensive and proprietary application safe list) 

The Firewail includes an extensive white-list of safe executables called the ‘Comodo Safe-List Database’. This dalzbase checks 
the integrity ol every execuiabie and the Firewall aieris you of potentially damaging applications belore they are installed. This 
level of protection is new because traditionally firewails only deiect harmful applications from a biacklist of known maiware - 
ofter-missing new forms of malware as might De launched in day zero attacks. 

The Firewail is continually updated and currently over 1,000,000 applications are in Comodo Safe isi, representing viruaily one 
of the largest sate jsts within the security industry. 

Self Protection against Critical Process Termination 

Viruses and Trojans often try to disable your computer's security applications so that they can operate without detection. CIS 
protects its own registry entries, system fles and processes so malware can never shut i down or sabotage the installation. 

Sandboxing as a security feature 

Comodo intemet Security's new ‘Virtual Desktop’ is an isolated operating environment for unknown and untrusted applications. 

Secause they are virtualized, applications sunning in the sandbox cannot maxe permanent changes io other processes, 
programs cr data on your ‘real’ systems. Comodo have also integrated aulo-sandboxing directly into the security amnitecture of 
CIS to compiemeni and strengthen the Firewall, Defense+ and Antivirus modules. 

Submit Suspicious Files to Comodo 

Are you the firsi victim of a brand new type of spyware? Users can help combat zerc-hour threats dy using the built in submit 
feature to send files te Comade for analysis. Comodo then analyzes the files for any potential threais and update our database
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for ail users. 

PrivDog, a new browser exiension that can be instailed with CIS, improves vour online privacy by detecting and blocking any 3rd 
party trackers or ad networks that are monitoring your activity while on a website. Suppoited browsers include Comodo Cragon, 

Comodo Ice Dragon, Google Chrome and Mozilla Firefox. 

1.2. System Requirements 
To ensure optimal periormance of Comodo Internet Security, please ensure that your PC compiles with the minimum system 
requirements as stated balow: 
    

Windows 8 {Seth 32-bit and 64-bit versions) ¢ 984 MB availabie RAM 

Windows 7 {Beth 32-bit and €4-bit versions) e 270 MB hard disk space for bath 32-bit and 64- 
bil versions Windows Vista (Both 32-bit and 64-dil versions} 

» — intemet Expiorer Version 5.1 or above 
  

      
  

Windows XP {Both 32-bit and 64-bit versions) 。 256 MB availabie RAM 

e =. 270 MB hard disk space for both 32-bit and 64- 
bit versions 

1 + — intemet Explorer Version 5.1 or above 

1.3. Installation 
Sefors you instal! Comode internet Security, read the installation instructions carefully and also review the system requiremenis. 
Additicnal services and features such as activation cf your GeekSuddy account and/or Comodo Guarantee are carried out after 
ihe base installation nas Deen compieted. 

Please note - the CIS sofiware itseif is ideniical for ail customers regardless cf the package type. All versions {including free} 
include ali security isaturas, technologies and updates. The difference between the package ‘ypes lies in the availabiity of 
additicnal services such as GeexBuddy, TrusiConnect, Online Storage and the Comodo Guarantee. Activation of additiona! 

services is carried cut after the base instailation has been completed. 

Nete - Before beginning installation, please ensure you have uninstalled any other antivirus and finewall producis that are on 

your computer. More specificaily, remove any other products of the same type as those Comodo products you alan ic install. For 
exampie, if you Plan to insiall only the firewail then you Go not need io remove 3rd party antivirus solutions and vice-versa. If you 
are installing fuil CIS (bon FW and AV} then you need to remove both types oi product if they are present on your system. 
Failure lo remove products of the same type could cause conflicls that mean CIS will net function correctly. Users should consult 
their vendor's cocumente#on for precise uninstallation guidelines, however the following rough steps will helo most Windows 

users: 

° Click the Start button to open the Windows Start menu 

o Select Cantrat Panel > Programs and Features {Win 8, Win 7, Vista); Contral Panel > Add or Remove Programs (XP} 

e Select your currant antivins or firewall program(s} from the list 

。 Click Remove/Uninstail buiton 

。 epee process until ail recuired programs have been removed 

Click the links below for detailed explanations: 

  

1.3.1. CIS Premium - installation 
  

| Nols - Before beginning insiallation, please ensure you have uninsialied any other antivirus and firewail products that are on 
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   、     
  

  
your computer. Sick Sere to read the full note. 

  
  

in order io install Comodo Internet Security - Premium, you need to download the setup file from 
Se aAASASAS Sy Soy eer ora itoueniossinomosigans ah Socgetwaf 
HRP VAAL CSNATS. COSY HON Ny AIG MN SA KIWINI IT. SUH POPS IE Ss, 

¢ Choose whether you want the 32 or 64 dit version of CIS then click ‘download’ 

* — If you are unsure which version you need, selec the 32/64-bit Windows Installer. This exerutabie contains BOTH 32 
anc 64 bit installers. The setup routine will auicmaticaliy ceteci which version of Windows you have and instal: the 
appropriate version. Please note, the Universal Windows Installer is a much larger cownicad than the individual 32 or 
54 dit setup fifes. 、 

  

Alter downloading the required Comodo Intemet Security setup file to your iocsl hard crive, double click on it to start 
the installation wizard. 

Step 4 - Choosing the Interface Language N 

The installation wizard starts sutomatically and the 'Seiect the language’ dialog is displayed. Comods internet Security is 
available in several languages. 

  
  

  

‘English (United States) - By COMODO 
  

。 = Selec 

click OK 

Step 2 - installation Configuration 

  

The installation configuration screen wii be dispiayed.
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if you click ‘Customize Instailation’ then you can choose asvances eptinss . Thase include which CiS components 
you wish to insiall, the ability to choose CIS insiallation path and other advanced CIS configuration settings. 

Receive Comodo News and Notifications 

Comodo Internet Security Premium is activated free of cost jor Hetime usage. If you wish to sign up for news about 
Comodo products then snter your email address in the space provided. This is optional. 

Cloud Based Behavior Analysis 

Any file that is identilied ss unrecegnized is sent ic the Comodo instant Malware Analysis (CIMA} server ior behavior 
anatysis. Each file is executed in a virtual environment on Comodo servers and tested to determine whether it contains 
any malicious code. The results will be sen! back to your computer in azound 15 minutes. Comodo recommends users 

leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ fink. 

Send Pregram Usage Data 

Comodo collects collects the usage deiaiis from milions of CIS users to enalyze their usage pattems for the continual 
enhancement of the product Your CIS instillation will collect detgils on how you use the application and send them 

pericdically to Comodo servers through a secure and encrypted channel. Alsc your privacy is protecied as this data is 
sent anonymous. This data will be useful to the engineers and developers at Comodo ta identify the areas to be 

_ devetoped further for celivefirg the best Internet Security oroduct. Disabie this option if you do not wanl your.usage. -  . .. - 

dataiis to be sent to Comodo. Comado recommends users leave this setting enabled. You can change this setting rom 
SN SS 六 Se。 Rs eat Seance are Dassissgn t 站 7 了 7 ASvanges Soiings > General Setfings > Log Settings interface, af anytime after installation. S 3 Ss 7 b we
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*。 Please review end/or modify the settings in the dialog. 

* — Click the 'Next’ bution. 

in the next screen, you can chcose io configure ycur ONS Settings and Srowser Home page. 

  

  
    

              
DNS Settings 

Comodo Secure ONS service replaces your existing Recursive DNS Servers and resoives ail your DNS reauests 

exclusively through Comodo’s proprietary Directory Services Platform. Comoco's worldwide network of redundant 
ONS servers orovide fast and secure Infemet browsing experience withou! eny harcware cr sofware instailation. 

In addition, Comedo’s Secure DNS ensures safety against attacks in the fore of malware, spyware, phishing etc., by 

biosking access to malware-hosting sites, by any program running in your system. 

In this step of installation of Comodo internet Security, the DNS seilings ci your computer can be changed 

automatically to direct to our DNS servers. You can disable the service at anyiime and revert io your previous setiings. 

For moze details on Comode Secure DNS Service and to know how to enable or disable the service, refer to 
: oth \ ER 2 Sarda Secare ONS Service. 

  

Yo enabie Comodo Secure ONS, select 'l want te enable added secitrity while in the intemet by change my DNS 
Servers to COMODO SecureDNS Servers’. Click the ‘What is this’ fink to know more about Comedo Secure DNS 
servers.
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