Browser Homepage
Your defauil home page and searich ergine will be set to Yzhoo!
Please review andicr medify the settings in the dialog.

End User License Agreements

Read the compleie User License Agreements by clicking the ‘License Agreement lirks cf Comodo internet Security
and PrivDog respectively belore procesding with the instailation. o read the Privog privacy policy iink, click the

Privacy Pelicy ink next to i, -

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMCDO SECURITY SOFTWARE SND REMOTE PERSONAL COMPUTER SERVICE
IMPCRTANT - PLEASE READ THESE TERMS CAREFULLY BEFDRE DOWMNLCADING,
INSTALLING, OR USING COMODO'S ANTIVIRUS, FIREWALL OR INTERNET
ECLURITY SCFTWARE AND REMOTE PERICNAL TOMPUTER SUPFCRT
ERVICES (TEE "PROZUCTS"; THE PRCOUCTS MFANQ ALL GF THE ELECTROMC
LES PROVIDED EITHER BY BOWNLOAR OR ON PHYSICAL MEDIA (CD-=CM, OVD
OR OTHER MEDAN THAT |2 PROMDED WIT H THIS LICENSE AGREEMENT
THIS AGREEMENT CONTAINS 4 BINDING ARBITRATION CLAUSE. 3Y
DOWNLOAZING, INSTALLIMG, OR USING THE PRODBUCTS, OR B CLCKIMNG DN ™
ACCERT! BZLOW, YOU ACKNGWLEDGE THAT YOU HAVE READ THIS AGRERMENT,
THAT YOU UNDERSTAMD 1T, ANG THAT YOU AGREE T2 8E S0OUND BY IT5 TERME.
IF YQU 50 NOT AGREE TG THE TS RMQ HEREIN, DO MOT DOWNLISAD OR LISE
THE SOF TWARLE, SUBSCRIEE TQ OF USE THE SERVICES, UF—‘ CLICK ORI
ATCEPT".
Tnis 2nd user license and suhszcrier agresment is tabwesn you {"you® or
*Subseriber’), as eiher an individusa or 83 a husiness gnlity, and “sither.

3. ifyou are riot located in China, Comedd Sacunity Solutions, inc., which has its
princigai place of Jusiness at 1254 Broad Street, Suite 10C, Clifton, Mew Jersey
0713, or

. ¥ you are loceted in China, Beijing Comcdo Saftware Deveicpment Co. Lid., which
has its princigal placs of business at 4G1 Tower 3., Fengian Internationai Plaza,
32 Beidajie Xizhimer:, Haician Cistrict, Beyjing, China.

Fath /re rafprren tn hersin Ak “nmnnin®

After reading he zgreements, ciick the ‘Back’ bution to retun lo the insiallation configuration screan.

770

b)
&

Cnce back & the main instalier screen, if you wish to configure advanced oplions, click Tusiomize fnslall:
Cihenwise, click ‘Agree and instali’ io dogly nalalial

Customizing Installation

Clicking the ‘Customize Instzliztion’ link opens an advanced opticns interfzce that enables you o cheose which elemenis you
would iike to instali, sonfigure security pepup alerts and cheose fhe instailation path. In order fo obtain maxim:m protection,

Coimodo recommends that you uninstall any tirg party personal Firewall and Antivirus in your system and select ali the
components fo gat the ful: benefit of the predust.

¥t

Select Components to Install (Gifel to go baal & Sep 3
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KN e o - . )
[N F Install Priviog (Distributed by COMODO

COMODO Antivirus
CCMBDOQ Antivirus:
. A
Cetacis, biccks and eliminaies vruses from desktops and neiwarks
Constantly protects with r2al-time On Access scanning C
Caily, sutomatic updates of virus definitions
Buili-in zroactive dafence against virusessirojans

19G% Free

Install COMODO Firewatl - Selecting this cpticn instails Comodo Firewall and Defense+ components. Deselect this
opticn, if you alieady have third pasty Firewali protection activated in your computer systent. Comodo Firewall

inslailaticn is mandatery to quaiify for the virus free guarentee.

install COMODO Antivirus - Selecling this option installs Comodo Antivirus and Defense+ components. Deselect this
cplion, if you already have a third party virus prolection activated in your compuler system. Comodo Antiviris

instailaticn is mandatery to quaify for the vinus free guarzntes.

install COMODO GeekBuddy - Selecting this oplion instells CeekBuddy, a 24 x 7 remote suppert sesvice in which
Comcde experts cen help you sclve any computer reiated problems veu may encountar. Refer to the section Somade

~

CealBuddy for more details.

instalj COMODO Dragon Web Browser - Selecting this oplion installs Comoco Dragon, a fast ard versatiie Intemet

b
Comade Drages for more details.

roweer based cn Chremium techinelogy and infused with Comodo’s unparaileied ievel of security. Refer the section

Install PrivDog - PrivDeg is a browser extension that improves the transgarercy, privacy and speed of ycur cnline
experisrce by sutomatically detecting and blocking processes thz! are attermpting ic ¥rack yvour oniine activity.
Whenever you: visii 2 website, PrivDog will display the number cf privacy threais it has blecked in the iop-right corner
of your brewser. Clicking the PrivDog lcor: will reveal a more detailed breakdown of the types of threais it has sicpped,
which car include adveriising neiworks, 3qd garty trackers, cookies. widgels and oiher data coliection processes. The
extension car: alse block ali current barner ads in = webpzgs and repiace them with safe and trusted ads. if you elect

___toinstait PrivDog, the exiension will be autommatically installed in any supported browsers datected on your system.— . — -

{Comodo Dragor. Comedo iceDragor:, Goegie Chrome &nd Mozillz Firefox). You can remove the extension at any

.

time from within the browser.itself. Refer o tha saction ifradaction {o Frivlog for mere deiails.
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< Click the '+ buttor: beside ‘Install PrivDog’ and select the ‘Dispiay only AdTrustiedia appreved
adverlisements' chackbox, If you choose 1o view only ads from AdTrusthledia in your browser.
Configuration Options ' '

= Click ih2 ‘Configuration Options’ tab to configure pop-up alert options. :
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o

+ Do Notshow alerts that request security decisions as much as possible - When this oplion is sei
configured ic aciomaticaily deal with most issues ir: a secure marnsr withou! raising & popup aiert - thus miaimizing
gser intervention. Most users should leave this option at the default state of enabled. Advanced users wishing to gain
graater insight into CIS actions andfor io have more conirol aver security decisions may wish to disable this option.

Choosing installation Location

Click the 'Files Lecations” tab to chocse the installation path.
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Choose the installation path:

{Cr\Program Files\COMCDONOMADO Internat Securiy

L i,

N \\ He
.

This screen ailows vou lo select the folder in vour hard drive for instaliing Comocdo Intemet Security. The default pathis
C:\Prcgram FilesiCOMODOWCCMCDO Internet Secunly. If you want fo install the appiication in a locaticn other than the default
location, ciick ‘Browse’ to chcose a ditizrent location.

L.
Atter customizing your installation, click the Back' buttor: 1 relurn to the installation coriiguration scresn.

»  Once you are salisficd with your seltings, click ‘Agree and instal’ lo hegls instaiiatioss {Tifel Jo go dack o Step 28
Step 3 - instatiation Progress

The inskellzticn progress wii be displaved...
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...and on completion, the successfully completed dialog wift be dispiayed.
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N carntified tsohndcian can now
help you confi gure it for PREX

Click the *Close’ button.

Siep 4 - Restarting Your Sysiem

/
in order for the instaflatior: (o take affect, your compuler needs lo be restarted.
Yo must restat your system for the configuratior 16 hanges o take
effect.
L ok Yes'tc restart ndw or "NO'E yau plan 1o manuaiy rasiat iater,
Please savs any unsaved data and click Yes' lo restart the sysiem. if you wznt % rasiart the system at a |zisr time, click 'No'.
Note: The instzllziion will take effect only on the next restart of the compuler.
f = e 2752
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Step 5 - After Restarting Your Sysfem

After restarting, a 'thankyou' scroer will appear. This contains a summary of the components you choss to instail as well as
some friendly advice.

This screan wili appear avery lime you siart your system. if you do not want the screen ic be displayed on every start up, select
the check box 'De net show this window again’ before closing the wincow.

i your computer is connecled (o a home or work netwerk, then you are prompled io configure i at the 'Network Setected!
dialog. At the lop of the diaiog, the connsclivity mode will be displayed, whether wired or wirsless.
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Da not dzizct new nelwarks again

+  Select your location from: the thres options apove
" |f veu are an expsrienced tser that wishes to manuaily set-up thair

»  Select 'Do nel automatically detect rew retvorks
own trusted networks (iis can be done in 'Nefiweik Joses’ and through the

23 tIN Docsder 1880
Sieallh Porls Wig

The CiS inierfzce wiii cper.
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" Check for sigrature updates Compisted

€3 Dawnload signatures In Pregress (74.7%}

The screen will display details stich as downlcad speed, how much has besn dowaloaded and the pregress of the process. You
carn also send this 1ask to the background by pressing the 'Send to Backgmund' button 2nd retrieve Hin the ‘Task Manager'
interface. Refer to the section Manags SIS Tasks' for more details. When the virus dalabase has been dowrloaded, ths

‘Completed’ cialog wili be dispiayed.
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Check for signature updatas ! Completed
Download signatures i Completed

Install signatures i Completed

CIS wiil commence a Quick Scan of system memory, autorun entries, hidden services, boot seclors and other crit
auiomalically after the virus dziabase has besn updated.

3
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if you do not want the scar 1o conlinue at this time, ciick the *Stop’ bulton.

After the scanning is comgleis, and any threals are found, an 2leri screen will be dispiayed. The alert will display the number of
threalsfinfections discovered by the scanning and provids you the oplicns for ciezning.
\x\\\\\\. NN

N NN

We recaormnend you work with a3 GeekBuddy Cestified Mizrosoft Expert to make
" sure vour camputer is comzletely cieaned and optirnized.

Let a GezbBuddy assist you now.

T—
Ll

Tu speak tv a GeskBuddy, call 18883517933

%1 Do not ask me this question again

If you: wish to have a skilled professional from Comedo to access your cys.m end pesforin an: emc;ent dl
click "Yes, 1 want ar: experl 1o clean it. if you are a first-time user, you will be {aken io Comogo CeakBuddy webpage lo
sign-up for = GeekBuddy subscripticn. Ii you have already signed-up for GeekBuddy services, the GeekBuddy chat
session wiii stert and a skiiled iechnisian will offer o clean vour system.

For more details on GeekBuddy, refer to the :,octlon Tomods GoakBdsy.

< I you wish to clean the infecticns yourseﬂ, selecl ‘No, | will try to clean it myself'. The scan resuiis screen wili be
displayed. The resuits will coriiain a list of files identifiad with threats or iafections (Viruses, Reotkits, Malware and se
on) and provide you the ogtions for clearing. An exarple resuilts scresn is shown below:
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if any threats are delected, they will be displayed ard you can chooss 1o iske eppropriate action irom any of the drop-down
fields in the screer and click ‘Apply Selacted Actions’ butten. Refer 1o the seclion Siose

1.3.2. CIS Pro - Installation and Activation

Note - Before beginning insialiation, pleass ensure you hzve uninsialied any other anivirus and firewail preducts thal are on

your computer. $HsK heee o read the full note.

:

Comado Intemnet Security Fro can be downloaded from Mipitvww.comada.sonyiv

sve after signing up for suscription and includes, Comode Tragosn, SealButdy and the Tomodo Suansiee.

o Choose whather you want the 32 or 64 bit version of CIS fien click ‘download’

= If you are unsure which version you need, select the 32/64-bit Windows Installer. This executable contains B0TH 32
anc 64 bit installers. The selup routine will auicmatically deteci which version of Wirdows you: have and instal the
appropriata version. Please nole, the Universal YWindows Installer is a much larger downicad thzn the individual 32 or
54 bit selup files.

After downlnading the reguired Comodo Intemel Security setup fle to your iocal hard crive, doubdle click on the setbp file to start
the instatiation wizard. ’
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Step 1 - Choosing the interface Language

The installation wizard starts zulomalically and the ‘Seiect the larnguage’ cialog is displayed. Comeds intemet Security is
avzilzble in several languages.

N ’ - 2o
»  Select the language in which you want Comodo Internet Security to be instailled from the drop-down menu and
click 'OK".

Step 2 - Instaliation Configuration

The instaliation configuralion screen wili be dispiayed.
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s3e Behavior Analysis” of unrecognized s
1o the Privasy

musage {2 ¢

If you ciick 'Customize Instalation’ then you can chocse s sseS agtions. These include which CIS companents
vou wish to insiall, the ability ic cheose CIS insiallation path and other advanced CIS configuration settings.

Receive Comodo News and Notifications

¥ you wish te sign up for news aboul Comado products then enter your emait address in ths spzce provided. This is
optional.

Cloud Based Behavior Analysis

Aay filz thatis identitied as unrecognized is sent o the Comeds instant Malware Analysis {CIMA} server for behavior
anaiysis. Each file is executed in a vistual environmeni on Comodo servers and tested to determine whether it sonlains
any malicious code. The resuits will be sent back {o your computer in around 15 minutes. Comodo recornmends users
lzave this setting enatled. Read the privacy poficy by clicking the 'Privacy Policy” fink.

Send Program Usage Data

Comodb collects collacts the usage deiais from mitions of CIS users 10 gnalyze their tisags patterns for the continual
enharcement of the product Your CIS instiiation wif collect datails on how you use the appiication and send tham
pericdically to Comoado servers throush a secure and encryptec channel. Alsc your privacy is prolecied as this data is
sent anorymoug. This data will be useful to the engineers and developers at Comode to identity the areas to be
deveioped further for Gelivering the best Intamet Sseurity produc!. Disable this opticn if you do not want your usage
detaiis to be sent to Comodo. Comoado recommends users lsave tis sefting enabled. You czn change this setting irom
> Qesaral Satlings » Log Sollings interface, at anvtime after installation.

Nl Al
Advanced Ssliings
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Pleass review zndlcr mediy the settings in the dialog.
Click the "Next’ button.

In the next screen, you can choose to configure your DNS Setiings and Browser Home page.
gure y g ag

sasurlty wiziie In the Int2rnat by changing rev DN .'

S 3

If you click ‘Cusiomize Instailation’ then you can chocse sdvasiosd aopiions. These include which CIS compenents
vou wish to insiall; the ability to cheose CIS installation path and cther acvanced CIS configuration sellings.

DNS Settings

Caomodo Secure DNS servics replaces your existing Recursive DNS Servers and resoives all your DNS reguesls
exciusively threugh Comode's proprietary Directery Sexvices Platform. Comodo’s worldwide natwork of redundant
DNS servers provide fast and secure Iniemet browsing experience without any hardware or soffware instaitation.

in addition, Comcde's Secira CNS ensuras safety against attacks in the forn: of malware, spyware, phishing etc., by
biocking access to malwara-hosling sites, by any program running in your system.

in this step of installation of Comodo Intemel Sscurily, tha DNS sattings of your computer car: be changed
automaticzlly i direct to our DNS servers. You can disable the sefvics at anytime and revert o your previous sstings.

For rore details or: Comode Sectre DNS Service and to know how 10 enable or disable the service, reier to

& sadiv Y Sanaotetn Saeteses A St
Appeiriiy I Comade Seowe ONS Sarvion,

7o enabie Comodo Secure DNS, select 'Change my DNS Servers to CCMCDC SecureDNS Servers. Click the 'What
is this’ iink to know more about Comodo Secure DNS servers.
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Browser Homepage
Your ciefauit browser home page and the search engine will b2 set as Yaheo!

> Plzase review and/or modiy the settings in the dialog.

End User License Agreement

Read the compiete User License Agreements by clicking the ‘Licsnse Agreement’ Enks of Comodo Internet Security
and PrivCog respectively before proceeding wilh the insiallation. To read the PrvDog privacy policy link, click the
Privacy Poiicy link next to it.

END USER LICENSE AND SUBSCRIBER AGREEMENT
COMODRO SEGURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

RAPCGRTANT - PLEASE READ THESE TERMS CAREFULLY :iE~ ORE DOWNLIZADING,
INSTALLING, OR USING COMODO'S ANTIVIRUS, FIREWALL OR INTERNET
SECURITY SCFTWARE AND REMOTE P»P“CNAL CCMHL TER SUPPCRT
SERVICES (THE "PRODUCTS"; THE PFRCDLUCTS MEANS ALL OF THE ELECTRONIC
FILES PROVIDED EITHER BY DOWNLDAD OR ON PHYSICAL MEDIA {CD-RCGN, VD
DR DTHER MEDA THAT IS PROVIDED WITH THIS LICEMSE A ?:EEP\‘EI\
THIS AGREEMENT COMTAINS A BINDING ARBITRATION CLAUSE. B
DOWMLDAZING, INSTALLUING, OR USING THE PRODUCTS, CR BY CLIl"KINa O ™
ACCERT® E...LOW YOU ACKNCWLEDRCE THAT YOU HAVE READ THIS AGRE ..E.‘A...N
THAT YOU UBIDERSTAND 1T, AND THAT YOU AGREE TG BE SBOUNMD EY ITS TERMSE.
IF YOU TG NOT AGREE TC THE TERMS HERER, DO NDT DOWNLGAD OR USE
THE SOF TWARE, SUBSSCRIBE TO OR USE THE SERVICEE, OR CLTK ON
ACCERT™.
Thiz and uzar license and subscriver agreament is t2twean you {"yocu” or
“Subscriber), &3 siher an individugt 97 23 3 dusiness entily, and either

a. if you are not located in China, Corcda Security Solutions. Inc., which has its

principal place of business at 1258 Broad Sireet, Suite 106, Clifte 1, New .Jersey
87G13, or

b. if you &re loecatad in Ching, Seijing Camcdo Safbware Deveicament Cc. Ltd., which
has its priacinal place of busingss at 4C1 Tower B., Fengian Internationa: Plaza,
32 Beidajie Mizhimenr, Haidizn Cictrict, Bejing, China.

A re F«rrpni m qprnm A° "‘r*‘ 'mn

Lfter reading the agreement, click the 'Back’ buiton lo relum to the installation: configuration screen.

Once back at the main installer screen, i you wish ic coﬂflque advanced opficns, click ‘Tesiomise irstaies
‘Agres and inslail’ fo Segin bk :

Customizing Installation

Clicking the 'Customize Installar’ ink opens an advanced eptions interface that enablas vou 1o choose which elaments vou
would iike to instali, configure security popup alerts and choose the instailation path. In ordsr to oblain maximum proteciéion,
Comodo recommends that you uninstall any thirc party parsonal Firewall and Anivirus in your system and seiect ali the
) IBM - Ex. 1002-Part 8 fo 10, Page 2763
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components io get the meximun: benefit from Comoda internat Security Pro 2043.

&~ \

3 ¥ aly Y $ 3
oK i go basX 3o Step 3)

Select the Components to Install (€

»  Click the 'instaiiaticn Oplicns' tab to select the componems ic be installed.

L,

| Install COMODO Dragon Web Browser

COMODO Internet Sacurity
An unceatakie combinzion of;
CONMODO Antivirys -
e Datects, biccis end eliminates viruses frem deskiops and networks

o Canstanily protects with raal-time Or Accass scanning

o Caily, auiometic updates af virus definitians

» inslall COMODO inlernet Security Pro - Selecling this option Is Comodo Antivirus, Comodo Firewall, Defense+
components and PrivDog. instaliing CIS Pro is mandatery to qualify for the virus free guarantse.

»  install COMODO GeekBuddy - Seleciing this option installs GeekBuday, a 24 x 7 remete suppert service in which
-Conr‘dc experis o2n help you sclve any computer refated problems you may encounter. Rater to the secticn Comrods
Gk Buddy for maore details.

v

+  Iastall COMODO Dragoen Web Browsser - Selecting this option instzlls Cormodo Cragon, a fast and versatiie Internat
browser based cn Chromium technelogy and infused with Comodo’s an:ra ileied ieval of sesurity. Refer to the seclion
Lowweds Sragon for more datails.

Configuration Options

»  Click the ‘Tonfiguration Cptions' tab to configure pop-up alert eptions.
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» Do Not show alerts thal request securily decisions as much as possible - When this option is seiected, CiSis
configured ic auiomalically deal with most issues in: a secure marner withou:! raising 2 popup aieri - thus minimizing
user intervention. Most usars sheould leave this option at the default state of enabled. Advanced users wishing to gain
graater insighi into CIS actions ardfor ic have mere conirol over security decisions may wish lo disable this option.

Choose the Installation Location ‘

= Click the Files Locations’ tab to choose the instailaticn: path.
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Choose the instaliation path:

§1C:\-?rogram Files\COMCSOZOMODO Internat Sacurity

This screen ailows veu o select the solder in vour hard drive for instaliing Comodo Intermet Security. The default path is
CPregram FilesiCOMODOICCMCDC Intemat Security. if vou want to instalt the appiicalion in a locaticn other than the default
location, ciick '‘Browse’ 1o chcose a ditisrent location.

Alter customizing yourr installation, ciick te ‘Back’ buttor: 1 relumn to the installation coniiguration scresn.

Click the ‘Agres and iastal’ buttor to proceed with the instaliation.
Step 3 - Installation Progress {Sich fo go dask {o Blep 2

Tha installation progress wiii be displayed...

IBM - Ex. 1002-Part 8 fo 10, Page 2766
IPR2025-00379 (IBM v. Croga)



“\

)ml 0))

...and on compielion, the restant dialog wili be dispiayed.
Step §- Restarting Your System

in order for ths instzliziion to fake efsct, your computer needs to be restarted.

omono il

Yau must restart yaur System for the canfiguration changes tc take
effect.
Click 'Yes' to restant now or 'ND' l""JJ plan to manruaiy rasia later,

Please save any unsaved data and click Yes' to restart the system. i you want ic restart 2 system: at a later time, click ‘No'.

Meote: The installation will take effect only on the next rastar of the computer.
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Step S - After Restarting Your Sysiem

After restarling, a ‘thankyou' scraer: will appear. This conlains a summary of the componenis you choss 16 instail as well as
some {riendiy advice. You can aiso puichase license key irom this screen ¥ you have rot dene so already.

This screan wili appear avery time you start your system. if veu do not want the screen i be displaved on avery slzrt up, select
¥ ¥ ¥ p

the check box ‘Do not show this window again’ before closing the window.
i your computer is connected to a home or work netwerk, then you ate prompled to configurs # at the "New Network Celectad!'
dialog. At the tog of the diaiog, the connectivily mode will be displeyed, wheiher wirad or wireless.
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Do not dztzct new relwarks again

»  Seiect your location from the three options above

ically detect new networks' If you are an 2xperienced user that wishes to manuaily set-up their

~e  Seiect Do not automat
own frusted naworks (this can be done in "Network Jonss' and through the "Staaith Forls Wizars?

The main interface wili be dispiayed:
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& Check for signature updates ; Completed

€Y Dawnload signatures In Progress (74.7%)

The screen will display deiails stich as downltoad speed, how much has Seen downloaded and the progress of the process. You
can also send this task o the backaround by pressing the ‘Send o Background' buiten and retrieve ¥ in the “Task Manager’

interface. Refer to the seciion ‘Hanage OIF Tashs' for more dotails.
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& Check for signature updates Ccrmpleted
' Download signatures Completes
" Install signatures : Completed

CIS will commence a Quick Scan of system memory, auterin entries, hidden services, boot sectors and other critical areas
iomaticaily afier the virus daiabase has been updated.
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After the scanning is complets, the resuiis screen wili te dispiayed.

if you do not want the scan 1o conlinue at this time, click the 'Stop’ button.

i any threats are detected, they will be displayed and you can choose 1o take appropriate zction from zny of ths drop-down

fields in the screer: and click "Aoply Selected Actions' buticn. Refer to the seclion ‘Prase

28’ for more datails.

masy

IR

guaran

ast Note: After successfui instailation, you need ic aclivaie the license for using the preduct. In order to ge! your
antee coverage, you need e activate the ficense first.

For ull explanation on; activation &

cense aiter installatior: of the ;:)roduct, refer to Activaling Your Licenss,

U.')

Wi

For full explanzton or activation of your guarantee, refer to Sstivaiis

1.3.3. CIS Complete - Installation and Activation

~

.

Note - Before beginning installation, please ersure you hzve uninsialied any other aniivirus and firewall preducts that are on
vour corrputar. SHeK hera 10 read the ful note.

Comodo Intemet Security Complate can be downleaded fom §

sompisds

N c-ler Ql"nna Lp for subscriplicn and inciudes &

Choose whether you wani the 32 or 64 bit version of CIS then click ‘downlcad’

if you ars unsure which varsion you need, sclec! ths 32/64-bii Windows Insialler. This execuiabie contains BOTH 32
anc 64 bit installers. The setup routire will aicmatically delect which version of Wirdows you have and instali the

apprepriatz version. Please aote, the Universal Windows Installer is a much 'aiWQ@%a?é’ﬁiﬁ‘.}B’éﬁ%'W 62 Py ge 2773
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64 bit setup files.

After downloading the required Comaodo Internet Security setup file to yous iocal hard drivs, double click on the setup file to start
e instaliation wizard.

Step 1 - Choosing the Interface Language

The ianguage selscticn dialog will be dispiayed.

Comodo Internet Security is avaiiable in several languages.

+  Select the language in which you wish the wizard sheuid continue and Comocdo Intemet Secusity Complate is ic
be instzlled, from the drop-down menu and click 'OK".

Step 2 - Installation Configuration

The instzlizticn configuraticn screen wili be dispiayed.

IBM - Ex. 1002-Part 8 fo 10, Page 2774
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i5 Besed Behavior Analysis” of unrecogrized 3rogran

~abaan $lans

rbgram usage {2 g. ciicks, crashes, erers ete} statistic
gualiv.

if you ciick 'Customize installation’ then vou can chocse advancey options. These include which CIS compenents you
wish to instali, the ability to chcose CIS instaliation path 2nd other advansed CIS configuration seifings.

Receive Comodo News and Notifications

If you wish !o sign up ior naws about Comodo products then enter your emai address in the spzca provided. This is
optional. ,

Cloud Based Behavior Analysis

Aay fil2 thal is identilied as unrecognized is sent ic the Comedg instant Malware Analysis (CIMA} server for behavier
anaiysis. Each file is sxecuted in a virtug! environmerni on Comodo servers and lested 1o delermine whether il conlains
any malicious code. The resuits will be sen? back {o your eemputer in around 15 minutes. Comodo recommends ussrs
leave this setting enabled. Read the privasy policy by clicking the ‘Frivacy Policy’ fink.

Send Program Usage Data

Comocbd coflects sollacts the usage deiaits from miliions of CIS users 10 analyze their usags pattems for the continual
enharicement of the product Your CIS instiliation wiil collect datails on how you use the appiication and send them
pericdicalyy fo Comodo servers through a secure and encryplec channel. Alsc your privacy is protecied as his data is
sent anonymoils. This data will be useful to the engineers and developers at Compda 1o identify the areas to be
deveioped further for Galivering the best Intemat Sscurity produc!. Disabie this eplicn if you do not wan! your usage
details to be sent to Comodo. Comodo recommends users leave this setting enabled. You czn changs this selting from

o~

Nadre rad Qadtinoae % vt W addisnwer A S atdtieae ¥ 1 -1 ¥,
Advancad Solfings > Seneral Roliings » Loy Seings interfase, &t smvlime after installation.

Please review and/cr modify the seltings in the dialeg. )
IBM - Ex. 1002-Part 8 fo 10, Page 2775
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Click the "Nex( button.

In the next screen, you can choose to configurs vour DNS Setiings and Srowser Home page.

38s

-2

MODO by sotting nwy home page and cearch engine provide‘

if vou ciick 'Cusicmize Instaitation’ then you car: choose advanges oplions. These include which CIS comperernis you
wish to instali, the ability to cheose CIS instaliation path and cther advanced CIS configuration setfings.

DNS Settings

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resoives ail your DNS recuests
exciusively through Comedo's proprielary Directory Services Flatiorm. Comodo’s worldwide natwork of redurdant
DNS servers provide fast and securs Infemel browsing experiarce vithout any kardivars of softwars instailation.

in agditior, Comedc's Secure DNS ensures safely against altacks ir: the form of malware, spyware, phishing stc., by
biocking 2ccess to malware-hosting sites, by any program running in your system.

For more detais on Comodo Secure DNS Service and to iknow how 1o enable or disable the service, refer to

Qe T oty Waevzaver DI Nty
SRt P Comodn Secuve DXS Senvles.

MMy

in this step of insiallation of CIS Complels, the DNS seltings of your commputer can bs changed automaticaily o direct
to our DNS sesvers. You can dizable {1e sarvice at anytime and revert o your previous settings.

To enzbie Comodo Securs DNS, select 'Change my DNS Servars to COMODO SecureDNS Senvers. Click the What
is this fink to know more about Comodo Sectire DNS servers,

Browser H .
rowser romepage IBM - Ex. 1002-Part 8 fo 10, Page 2776
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Your cefault browser home page and the search: engine wiil be set as Yaheo!
End User License Agreements

Read the compiete User License Agreements by ¢ ch\mg e ‘License Agreemeant’ finks of Comaodp Iniemnet Security
and PrivDog respeclively before proceeding with the installation. To read the PrivDog privacy palicy link, cfick the
Privacy Poicy lirk nextto it.

cense agreement

END URER LICENSE 2ND SUBSCRIBER SCREEMENT
COMODD SECURETY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE

IMPCRTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWMLCADING
INSTALLIMG, OR USING COMODD'S ANTIVIRUS, FIREWALL OR INTERNET
SECURITY SOFTWARE AND EEMOTZ PE "RSONAL COMPUTER SUPFORT
SERNVICES (THE "PROZUCTS™) THE PRCOUCT= MEANS ALL F THE ELECTRONIC
FiLES PROVIDED EITHER BY DOWNMLOAD.OR.ON PHYSICAL MEDIA {SD-ROM, VD
OR OTHER MEDIA THAT IS PROVIDED WITH THIS LICENSE ACREEMENT.
THIS AGREEMENT CONTAINS A BINDNG ARBITRATION CLAUSE 8Y
DOV MNLOASING , INSTALLING, OR USRNG THE PRODUCTS, OR BY CLICKING QN ¥
ZCEPT* BELOYY, YOU ACKNOWLEL:SE THAT YOU HAVE READ THIS AGREEMEN
T—iAT YOu UNDERSTAND IT L AND THAT YOU AGREE TS 2E 20UND EY ITS TERMS.
J4F YOU SC NOT AGREE T THE TERMS HEREIN, DO NOY DOWRMLCAD OR USE
THE SOF TWARE, SUSSCRIEE TO OR USE THE SERMCES, OF CLICKON
AZCERPT™.
Tais end usar license and subacriber agresment is betwesn you {"you” or
*Sukscribar’), 25 2ither an incividuz! or 28 a husiness entity, and =ri.her:

a. if you are not lacated in China, Comndo Security Solulions, Inc., which has its
prir:cigat place of Business at 1266 fircad u:'eet Sute 100, Cliften, Nevs Jersey
Q7G13, or

h. if yvou are Iocat2d in Chinz, Beijing Cormcdo Software Deveicpment Co. Lid.. which
has its principal place af business at 41 Tower 3., Fengien International Plaza,
32 Beidajie Xizhimen, Haicien Cistrict, Beyjing, Chi 'w.

rir

Cnce back at the main installer screen, ! yﬁu wish i configure ad\.arced cptions, shick ‘Tustomize Mistaliation
click 'Agree and Instal’ to begl

rm

Customizing Instailation

Click the ‘Custornize Installatior’ link to seiest the components ic be insialled, enable securily popup 2lerts © be minimized and
choose instailation path.

S//!.
&

Selecting Components to Install {({tiek o go daoN e

IN
P
9 a:»)
3

= Click the instaiialion Oplions’ iab to select the components te be inslalled.

IBM - Ex. 1002-Part 8 fo 10, Page 2777
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COMDDT Internet Sssurity

An unteatabia comicination of:
COMODO Antivirus

o Datects, kiccks and eliminzies viruses frem deskiops and networks
o Canstently protecis with realtime On Access scanning
o [aily, euton:atic updates of virus d

» Install COMODO internet Security Complete - Seieclirg this oplion insialis Comedc Antivirus, Comodo Firewali,
Cafense+ components and Comodo PrivDog. Instzlliag CIS Complele is mancatory o quaiify for the virus free
quarantee.

« Insiali COMODOC GeekBuddy - Seleciing this option installs Geek3uddy, a 24 x 7 remete support service in which
Comcde experis san help you sclva any compuler related problems you may encounter. Rafer lo the seclion Comindo

GodkSuddy L;r more details.

- Install COMODO Dragon Web Browser - Selecting this option inslalis Comodo Dragon, a fasl and versatiie Internst
browser based on Chromium technology and rﬂusﬁd with Comodo’s unpzraileied ievel of security. Refer 1o the section
Lomade Dragost for more details.

+ Install COMODO Backup - Sslecting this cplion instalis Comodo Backup. a powerlu! and ezsy-to-use desklop
application tat helps home and business users protect their valuabie data against damage or ioss. Reler ic the
seclion Comedn Sxolug for mera delails.

Configuration Options

) «  Click #e "Configuration Options’ tab to configure pop-up alert options.

IBM - Ex. 1002-Part 8 fo 10,.Page 2778
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o Do Not show alerts that request security decisions as much as possible - When this oplion is selecied, CIS is
configured to autematicatiy deat with most issues in a secure manner without raising a popup zle:t - thus minimizing
user intervention. Most users should leave this oplicn at the default state of enzbled. Advanced users wishing to gain
graater insighi into CIS actions andfor i have more conirol cver secusity decisions may wish to disable this optior:.

Choosing Instatlation Lecation

»  Click the ‘Files Locations’ tab to choose ths Instailalicn path.

IBM - Ex. 1002-Part 8 fo 10, Page 2779
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Choose the installation path:

lC1\Program Flles\COMODON-OMCDU Internat Sacurity)

L

This interiace zllows you: 1o set the instaliation folder for Comodo Intemet Security. The default path is C:iProgram
Files\C ’\MOCO‘\(‘ON ODQ intemet Sacurity. If you wart to instail ihe application in 2 focation cther than the default iccation,

click ‘Browse’ ic choose a different location.

Alter customizing your installation, ciick te ‘Back’ buttor: 1o retum to the installation coniiguration scresn.

{
«  lick the ‘Agree znd insiall’ butten to proceed with the installation.

Step 3 - installation progress {{tich o §o dack fe Ssp 3)

The installation progress wiii be displaved...
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.
7

...and on compietion, the reslast cialog wili be dispiayed.

Step 4 - Restarting Your Sysiem :

in order for the insizliztion 1o iake affect, your computer aseds to be restarted.

CoMoooD

You must restari your systern for the configuration changes tc taxe
gffect.
Click "ves' tc restart now ar ‘Mo’ if you plan to manuaily fast later.

Please cave any unsaved data and ciick Yes' o restari the sysiem. i you want fo mstart the systam at a lafer lime, ciick 'Ng'.

Nide: The installation will lake effect only on iha next resiant of the computer.

IBM - Ex. 1002-Part 8 fo_10, Page 2781
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Step 5 - After Restarting Your System

After reslarling, a ‘Start Up' screen will appear. This contains a summary of the cemponents veu chose {o insteall as well as soma
fiendiy advice. Yeu can also purchase license key from this screen if you have rot done so aiready. :

E SEE! ¢ ¥ WL -
the check box ‘o net show this window agai closing the wincow.

FEE PGHITERE W

if vour computer is connectad to a home o work netwerk, then you are prompled o configure i at the
dialog. At the top of the dialog, the connsclivity mode will be displayed, whather wired or wirgless.

New Network Delected!

IBM - Ex. 1002-Part 8 fo 10, Page 2782
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Pleassg

Do not datzct new nelwedris anain

«  Seiect your location from the three options

' B I3

1 2 QLandss LS W vl
and lhrough the 'Steaith Forts Wirard?,

2

. «  Select 'De not automatically detect new networks' if you are an 2xperienced user that wishes to manikally set-up their
own trusted networks (this can be cone in 'Netwarkt Zaves 1

The main interface wili be dispiayed:
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" Check for signature updates i Completed

ﬁ,} Dowulead sigjnatures : ln Progress 3.3%]

The screen will display details such as download speed, how much has bean downloaded and the pregress of the pmcess. You
can also send his task o the background by pressing the 'Send to Background' butten and retrieve i in the Task Manager’
interface. Refer 1o the section Manage OIS Tashs' for more details.

IBM - Ex. 1002-Part 8 fo 10, Page 2785
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AN

Check for signature updates . : Completed

Oownload sighatures i Completes

Install signatures i Completed

CIS will commence a Quick Scan of system memory, auterun entries, hidden sarvices, booi sectors and other critical aneas
autematically afier the virus daiabase has been/u;xiated.
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\

chprogram files\massergennisnisge.axs
37, Raity. GenidB47H2118

< If yoé o not want ihe scan to continue at this time, ckick the 'Stop’ buttor.

After the scanning is compleie, the resuiis screen wili be dispiayed.
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tion {rom any of the drop-down
3' for mers deiails.

Areats are detectad, they will bs displayed and you can chooss 10 iake eppropriale ac

in the screen ang click *Apply Selected Actiorss' butten. Refer lo the section 'Pracess
nse icr using the Drocuct.

ifany th

fields
In o~der to get your

fivate the lics

n of fhe product, refer lo Aalivating

sns Nobe: After successful installation, you need o =
guaran{e coverage anc TrustConnect service enabled, you nsed ic aclivaie the ficense first.
Yot Linenas
FAIRY QWA NIIN

2 of: activation of licerse after mstcll

o forfull explanat
r full explznation on: activaticn of your guaraniee, refer to Activ

1.3.4. Activating CIS Pro/Complete Services after Installation

CIS Pro and CIS Complete should be activaled aller inslallation for cmhmeu use of the product. You will get alanis fo astivaie

cense if it has not been dens so.

the
1.3.4.1. Activating Your License
N \L/“
. = Slart the Comods Internet Secunty appiication as expiained in the section Sissiing Somodo hleraet Seeurily.
Step 1: To activate your License, slick ‘Activaie Now’ beside 'Subscription’ in the home screen.
IBM - Ex. 1002-Part 8 fo 10, Page 2788
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= You sheuid have received vour License key through emait if you have purchzsed CiS Pro. For CIS Compiete, the
license key is available on the DVD itself or printed on an insert inciuded in the box packaging. Enter the lisense
key and click ‘Activate’.

Tip: i you haven't subscribed for Comodo Intemel Secuirily - Pro or Complete so far, click the 'click kere' ink. You will be taken
to ths Comodo wabsils enabling you ! purchass the license.

Enter your licenss ey or §

sreduct

License Key:

00000000,
greeseerers,
poesereroess

poossssson,

o The wizard starls vaiidaling your Kev.
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L

4

Pizase wait wiila Your icénss i activated. ..
- L

it you have not registered as an user ir Comodo Accounts Manager (CAM), the foillowing screen will be displayed.
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AN AR AT A TR S A AR VAN

N

* First Name

* Email Address |

i SRS S P

§Unite-:l States of Americz

Couniry

State

ity

Adddress

Choosz a usernama and password and craate 3 COM

ywOUr aCCourt 1o manage your licenses through

* Usernama

= Mandaicr Fiehd

dstaiis and password for veur Comodo Accouris Manager {CAM;) account.

«  Fill up the regictration form with the logi

IBM - Ex. 1002-Part 8 fo 10, Page 2792
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_

* First Nzme ‘ * Last Name  iBumpste

* Email Address

Couniry iUnitad States of America

ity State | Texas

Adddres:

Chooss a usernama and-password and create 3 £O
y3ur account 1o manage your icenses through 3.

* Usermame:

* Mandatiry Field

Name Erier your first name
Last Name Enter your last name .
Email Enier your email address
Address . Enter your a2ddress
City Enier your ity nams
Courtty Select your country from the drop-down box
Stale Sslect your state from the drop-down bBox
Address Enier you full address
Create a new CONMODO Account
»  Enter your usemame and password o create a new Comods account with Comodo Accounis Manager (CAM)

= Click 'Register’ \
On sticeessiul vaiidation, vour subscription: will be activated ard a confimnaticn screen wiil be displaved.

IBM - Ex. 1002-Part 8 fo 10, Page 2793
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L,

B S

d your prod:at.

Click 'Continue’ to exit the vizard.

For CIS Pro users - Your CIS Fro product will be activated.
For CIS Complete users - Your CIS Complete product wili be activated along with Comede Backup ard TrustCannect

Accessing Comdo Backup cniine sicrage space - Use the login credentials provided during the CIS Corplete

registration step.
Using the TrusiConnect servise - The TrusiCornect service wili be automatically ensbled aiter successful acévation of
the license. Flease refer to tha section Trusflennect Cvervisw for more delails cn how 1o use the service.

The main interface wik display the number of days lefi for the license before it should be renewed.

’
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1.3.4.2. Activating Your Guarantee Coverage

The Comodo Guarenlee is available to customers of CIS Pro ang CiS Compieto versicns. Eefore enabling guarantee coverage,
D ad

cuslomers should firsi have activaled their ficence. Fuil deiails on activating the iicense canbe found in Actiyaling Your
License section.

«  Piezse note that ¥ you wish {c use ard activale the Comode guarantes then you must have instalied Comodo
intema! Security (both Antivirus and Finewali components) and Comado GzekBuddy. You must & s 0 have sun and
passed a Comodo Antivirus scan using ths latest signature databass. Please see the Ead tiser L
Sgreamesnt {EULA) for full datails,

Limits: The quarzniee is limited 1o the lesser of:

o The aciual cost of the compiter;
s An aggregats total of $500 for all claims paid under & single license key, and

o The antuai cost of a Comodo sgecified and auihorized third party provider (o repair the computer o an
oparziing condition ('Guarantes Limit').

+  The guarartee is Emiled fo repairing the compuier aver e Intermet (o an operational state and exciudes all
claims ior lost or expected orofils, lost or corrupted data, iost or deleted work, or lost or damaged perscnal files.
Comodo does not guarantee against the less of any fife or information. The guarantse is void if you: breashed this
agreemer, faiied b follow the mceJunes described in this Section 3 of the EULA or faileci to pay any fees
applicable o your use of the Software.

»  Fuil Terms and Caonditions on the Comodc Guaranies Coverage can be read in Section 3 of CiS EULA (Step 2 of

N

DED £

the Installation process for i Fro and Step 1 for IS €

amddatsd
AR
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ot

more details on running an Antivirus Scar &

Step 1: To aclivale your guaranlee coverage, click 'Not Activaled basnde Warranl/ in the home screen.

A iull syslem scan to remove all kriown viruses is a mandaiory requirement if your computer is to be eligible for guarantee
coverage. If this siep has already been pe:’formed {fand your syslem is clean), ther the process moves io siap 3.

You need to periarm A full comprier Virus scanning hefors
activaling your COVErags,

~

Woulkd you like to oo it now?

Click "Yes™ i run a full computer scan. Refer 16 the section R & § g
computer and sleaning the infected fiies. All the infections and threats identified cunnq thc scan sr0Jld ve: Jeaned for y-:>ur
computer to be quaiify for the warranty.

Step 2: The nax! slage is to fur the Cuaranise Activaticn Wizasd again.

»  Click 'Not Activated’ beside Warranty.’ agair. The Guarantee Activztion Wizard wil siart and on compietion the
‘sucressiully acivated' screen will be displaved.
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rour product.

)
s Click 'Cenfinue’ to comglets the activation wizard

Successiully aclivating vour Guamantes will changs the information dispiayed beside 'Werranty.” in the Kome screen.
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Gowose.....

In order to activate:

License Key:

190400000007
Yovsssesoe.

peeseerees,
seveseeers

\\\\\\Q\

. hck tho ‘elick here’ link. You wili be ta(er‘
Oomodolsrs m:;e:“%c;ﬁ:»w:i‘;ﬁl"

124
Wa

»  Seiect your CIS Fackage.
e Seiect returning tser in the "Sign-up Informaticn’ area, enter vour login and passwond and compleie the payment
procecures.

< The License key will be sent to you by emaii. Activate your Livanse using the new kay 10 enjoy the continued
services.

1.4. Starting Comodo Internet Security

Alter instailation, Comodo Initernet Secusily au'cmaﬁca.ity starls whensver you slart Windows and the CIS Widgel wili &
displayed. In order to cenfigure and view settings within Comodo Intemet Securly, you need lo access the main interface.

There are 4 different wavs 1o 2ccess the main inierfzce of Comodo Inismet Security:

Wsedaiua Siast fans
o FVIREOWS DA Nigndl
Afenawe Nacktan
° FYNAOWS URMXR
(LT
° SR

You can access Comeds internst Security viz the Windows Start Menu.

= Click Start and seiect All Programs > Comodo > COMODO infernet Security > COMODO Infernet Security.
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\ Teamviewer 6
7-2p
Giigle Clounee

iciosott siverlight
\\ N 5 Add andRemove camponents

M:: -- h

M

us 3
B

asideg
o Just double ciick the shieid icor: in the deskiap to start Comaedoe internst Security.

< Justdlick the information bar in the widge! to start CiS

You can alsc view ether detaiis in the widget such as inbound znc outbound traffic, number of t2sks running, shoricuts to
common CIS tasks and browsers and links ic social media sites Twitter and Fasebook. Refer to the section The Widgsy for
more details.

t

Gig
A

f'/t
ey

s
S&\ LN

o Justdouble ciick the shieid izon to stari the main interface.

By righi-clicking on the tray icon, you can access short culs to selected setlings such as enabling or disabling Antivirus real-time
scarn, Firewall, Behavior Blocker, Widget, Game Mods eption 2nd switch the CIS to Advanced or Compact View.
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Antivirus
Firewall >
Auto-Sandbox

Advanced View

Widget

Open ...
Exit

Game fode - Switches CiS to Game Mods o enable you to play your games without any interruptions from vaficus eletts in
your compuisr. The operations that can interfere wilh users' gaming sxperience are eithar suppressed or posponad.

in game mode:

N

«  Defense+/Firewsll aler's ane suppressed as if they are in fraining incde;
= AV datzbase updates and scheduled scans are posiponed until the gamirg is over,
- Automatic isolation of unknown appiications z2nd real-time virus datection are stifl functionai.

Deactivale Game Mode to resume aleris and scheduled scans.

Widget - Ciiek hare for more details on CIS Widget.

Refer 1o the seclion "The System §

N ».

ey

8y fvos for mere deiails.

1.5. The Main Interface

The CiS inierface is designad to be as clean and inforrrative as possible while letting you carsy out any task you wanl with the
mirimum of fuss. Each tile or: the home screen contzins imporlant secusity and update informalien and allcws you  quickly
dslve fusther into areas of interest ' /

°

Click the curved armow at ihe upper right io switch betwaern the foms soreen and the fashs interface.
Instantly run a virus scan on 2 fite or folder by dragging it into the scan bex.

Switch on ‘Game Mode' io make sure nothing intemupts you while you piay a ful screer: game.
Change the entire look and feei of the homs screen from Scdvances Setiings,

The Task Bar at the boitom of the home screen aliows one-click zecess lo important feafures such as the artivirus
scanner, the Viriuai Desktop, the update checker and the CIS Task Manager.

Fiip between Compact View' and ‘Advanced Visw' by using the toggle bution a! the upper Jeit or frem the

system: ¥ray icon
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Toggle
between
Compact

View
and

View

Security

information

Advanced

Compact View

Antivirus Information
and Quick Access tile

S‘tatus W

Title bar

AR IS SRS ISR e

AR

Game Mode
switch

Toggle
between
Home Screen

and
asks lutecfacel

Firewall
Information
and
Quick Access:
til

Defense+
Information
and
Quick Access
tile

R
B

‘Updates
Information
and
Quick Access
tile
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Advanced View

4
Toggle
between
Compact
View
and )
Advanced W\\\B\Eai\e i
View between |
Home Screen i
and :
Lasks lnterface;
Instant Scan
drop box

Game Mode}

Security
status

A

switch

’

information

The advanced view shows anlivirus, firewail and sandbox activity

tast virus dslabase updals time, nurmber of

\

in greater detail. This includes

@ rumber of detected hreats,

inbound and outbeund cennecticns and more. |

This view aiso ailows vou to quickly change security sellings for sach componsnt

Click the icllowing finks for more information:

*  The Home Soreen

o The Tasks inderface

o T Syslant Tray foon
P

I3

1.5.1. The Home Screen

You can swilch the display between tha 'Home’ screen and the Tasks’

the interface:

The hone screen itself is available in iwo formals, "Co

switch batween the

VIS,

Use the buticn at the top-lefi to
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o Game ol

bt

Compact View

Coinpaci View presents a simpls, easy 1o tindersiand interface that allows users to quickly laurich key tasis and gainan
immadiate cverview of the sacurily of their computer. The largs 'securlty information’ file on the lefl provides at-a-glancs
information or: overall system security and allows vou fo run an approprizis CIS task i threzis are found. Ths four fles on the
right provide information from specific CIS securily comporents and act as shorisuis to rur: an instant antivirus scan, run an
update, view netwerk traffic and to coniigure sandboxhos! intrusion sellings.

Antivirus Information
Toggle and Quick Access tile
between b ARTEETRRITEIDIORTIITIRNNNY
Compact N\ Toggle
View . hetwmen
and Home Screen E
Advanced 3 and §
View Tashs Interface!
Firewall
Security Information
status and
information Quick Access
tile
Defense+
Information
and
Game Mode Quick Access
switch tile
S—
Updates
Information
and
Quick Access
tlle

Taskbar contains shortcuts for frequently executed tasks

The sesurity intormation e on the left will inform you i any compenent is disabled or anv if olher prebiems & found:
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You can easily racty the issue by clicking the 'Fix itV button. CIS will auiomaticaily 1ake necessary actions ic resolve the
probiem.

From the Compact View cf the homs screen yeu can:

$pendandie ne Sriaeisn
o inatandly scan objecis

i ord§, o Aantloa ol o . [
° TFFEDIT OF HITAVIY SAOWY &y componenis

fie into the *Scan Objects’
ters' for more Celzils.

The four liles on the right can each be flipped fo displzy more detailed informztion and oplions

= Antivirus - Click the Antivirus He 1o flip open a more cetailed tile which displays current antivirus seilings, the number
of detected threats and ths drag-and-drop scanner.

*  Click the |I'Ik al the ap- ;hl ic quickly switch AV modies between ‘Cn Accass’, ‘Sialeful’ and ‘Disabled. Refer
Jaftings’ for mere details.

oy

/o Clck ‘Antivirus’ at upper-left to open the 'Reaitime Scanner Settings’f@lﬁ;‘r'a_cEx °1=6&u|\_§as|g{§op
IPR2025-00379 (IBM v. Croga)
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s Click the number of threats dstected to open the Antivisys Log Viewsr Msdsle,
»  Click the "X in tha top righi comner to retum to the 4-tiie view.

»  Firewall - Ciick the Firewal: lile to fliz open a more delaiied pane which displays the current firewail modie, the number
of detected network irfrusions, the number of cumrent inbound and outbound connections and the share of nelwcrk
bandwidth used by intemei-cornscted applican’ons.

= Click Firewall to cper the detailed 'Firewall Settings’ interface. Refer to the section ‘Firmwall Sehavier
Selliags’ ior more details.

«  Click the number of detected neiwork intrusions ic open the Firdwal Log Wewar Modide,

Click the numbers over 'inbound’ and ‘outbound’ fo cpen the Visw Sonngctions dialeg. You can aiso do this

by ciicking the application names at the boitom of the pane.

o Clck the "X inthe top righ! comer to retum to ths 4-ie view.
o Defense+ - Ciick the Defense+ tie to flip cpen a more delailed pane which displays the currenl Auto-Sandbox and
HiPS modes and a siatisticai summary of avents handied by the Behavior Blocker component.
«  Click Auto-Sandbox o open the Behavior Blocker Settings interlace. Refer o the section ‘Behzvior Blocke!’
for more detaiis,

s Click the link ic the right of this to visw and mody auto-sandbox sacurity levels. Refer 1o the sectien
Vohavior Bloakes' for more details.
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e Click HIPS to cpen the 'HiFS Seflings' interface. Refer 10 the section ‘HiPS Sedavior Salings’ for more

details.

< Chk cP the lmk in the right of “'ns to view and modify HIPS securily modes. Refer io the saction 'HiP
seitings' for more detaiis

< Click the number of Blocked intrusions ic open the Dsfenses Lag Wewsr medule.
8§

o Click the number of Unrecognized Files ic oper the Unrscognized Files interface.

«  Click the number of Sancbcxed Apps ic open the Active Process Lisi diaiog.

»  Updates - Click the ‘Updales’ lile {c open a more detailed pare which dispiays wher: the virus database was last
updated, the catabase version number and the scftware version number.

\

= Click on gither the lime &i the fast updale ¢r the ‘Check for Updates’ butten 1o manzaily check for availabie
updales. Reier lo the secticn Manage ¥iras Daladase and Praddirc! Updates section for more delails.

< Click the "X in the lop right comer o return to

Advanced View
The ‘Advanced View' provides a more finely-deiailed view o the security sialus of sach of the Antivitus, Cefense+ and Firewall
componants.

Switeh ic advanced view by clicking the toggle buiton at the iop-leit of the home screen:
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Toggle
between
Compact i Title bar
View controls
and <
Advanced oggle
View between |
H
Home Screen §
. and §
asks Interfacel
LRRNNERALE:
Instant Scan§
drop box
Security
Game.Mode status
switch information
e Anflvires Pane
o {eofonses and Sanabox Mane
o Firswsl Pane
The Antivirus pane ailows you to configure antivirus mode, see when the virus database was last updaled, view antivirus iogs

sozn filss and folders.

Antivirus - Cispiays the current sacurily leve! of the reai-ims antivirus scannar. Click on the sesurily mode taxt to
guickly switch between modes. Click 'Antivirus’ 1o open the Realtime Scanner Seftings interiace. Reier to the sestion
Sa for more detaiis.

Roal s o N
3 §RER

R~

o dat 1]
& Deanite Ninsa
UG PUENIY IRINGS

L

e text link {o siart the updales azain.
IBM - Ex. 1002-Part 8-fo 10, Page 2808
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»  Defected Threats - Displzys the number of maiware threats discovered so fzr from the slart of current session as a
iink. Clicking this number vill open he Sntivings Logs panel,
o Scan Objects - Crag-and-drop files, 10‘ ders or even entirs drives into this box ic inslzntly scan them. Refer to the

Wi LT ade

section s fakihe Scan Fies and Folders for more details.

Tha Defense+ and Sardhox Pane allows you: 1o qui cPly corfigure Auto-Sandbox and HIPS settings, view Cefense+ logs and
easily visw the numbar of blocked intrusions, uarecognized fites and sandibexed appiications.

»  Auto-Sandbox - Cisplays the current security levei of the Behavier Blocker. Ciick on the sacurify leves itself ic view or
change it Ciick Autg-Sandbox to open the ‘Eehavicr Elocker Settings infarfacs.’ Rafer 1o the section "Balavios
Bivchet’ for more delails.

2.

»  HiPS - Click the text of the curent HIPS mode b view or modily the mode. Click the word HIPS to open the 'HIPS
Setlings’ interface. Refer to the seclion "HiFS Sohavior Satlings' for mers deiails.

b

- Blocked Infrusions - Displays the number of infrusions biocked by HIPS. Clicking or: the numbered link will gpen the
Defense+ logs. Refer 1o the section Defenss+ Lags ior mere details.

< Unrecognized Files - Gispiays the number of files that ane not recognized by CiS. These files may be congidered as
awaiting categorization. Ciicking on the numbsred link will open the Unrecognizad Files screen which will allow you 1o
sur: a fila-fookup and o submit uninown files ' Comodo for analysis. Refer to the section Usrsoogsized Files for
more detaiis.

»  Sandboxed Apps - Cispiays ths number of epplicatons that are cumrently running insids the sandbox. Clicking the
numberad link besids it will open the *Active Processes List {Sancboxed Cnly}', which provides detzils of currantly
sancboxed appiications. Rafer to the section Visw Solfve Proonss Wt for more details.

The Firewail Pzne aliows you to comfigure Firswail settings, view the number of inbound and outhound connections and the
numnber i nebwark intrusion aitemnpis blocked by Firswail since e stast of current session of CIS.
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«  Firewal - Dispiays the firewall's cumenl sscusity mode. Click on ths level itsei! to quickly view and rroﬂ'ify it. Ciick cn
‘Firewall' to cpen the Firewall Settings interface. Refer to the section Firswall Sefviay Sellings’ for more details.

- inbound / Outbound Connections - A numerical summary of currently active inbound and outbourd conrections to
anct irom the system, Clicking on: the numbsred link will open the View Conneclions screen. Refer to the section Viow
Active ntemet Connsciisns' for more dstaiis.

= Traffic - The Treflic area of the pans disglays a bar graph showing applications that are cumenlly connscled io the
intemmet and are sending or receiving dzfa. The summary also displays the % of tolal ratfic each a;)pl:cation is
responsible for and the filename of the executable. Clicking or any application name will open the View Connastions
scresn.

- Network Intrusions - Cispiays the toial number of intrusion attemrpts biocked by firewall since the stan of the currer:
session. Clicking on the numberad link will open the Firewall Logs screen. Rafer lo the seclion 'Fisawst Lags for
more detaiis.

.,,
(’/
i
3
%
%

Adding tasln fo th
The task bar containg a set ot sherisuts which will launch comman tasks with: a single click. You can add any task you wish 1o
ihis toolbar. Click the handies < > on the ieft and right sides of the task bar to scroll through all tasks.

+  Toadd a task 10 the Task Bar, firsi open the lasks interfece by ciicking the curvad amow al the lop right. \\\\\\
+  Expand any one of the 'Genesa!’, 'Firewall’, "Sancbox’ or 'Advanced Tasks' menrus.

+  Right-click on the task you wish to add then click ths message ‘Add o Task Bar’.

«  The selecied task wiil be added fo the Task Bar.
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g - Many will £nd it useful to add "Open Advanced Settings' to the task-bar as it contains several 2reas important to the
configuration of CIS. 16 €o this, from the ‘Home’ screen, click the Tasks' amow at upper-fight, click ‘Advanced Tasks' then righi-
click, on 'Open Advansed Scllinga’ and salacet 'Acd to Task Sar.

.= Toremove a task shortcut from the Task Bar, right click en i and choose "Remove irom task bar’.

The title bar ({top right} contains shoricuts for:

«  Comede Mobite Secusity app for Android phones 2nd iabiels. - Click the mobile icon and scan the QR code with
your device to downlcad tna latest versior: cf the apg. You can als"- qe the a,p from our we >bsnc
fiipsdinm.comade.camd of from ths Google Play app sicre at & 3
N N3 1 N

google,

$an
“O

WY

e Refer ycvur f—'riendc Click the coount for free,
adasony for more details.

. Got H

s Com dc 1te'n Security's cniine help guide at Hy:

n:.¢»‘ s Ktand
Sl \.:‘.: EE 8

> Supgor - Click this link for the 1ollowing options:

= Ciagnestics - Heips o identify any droblams with your instailation.
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‘o Browss Support Forum - Links to Ceinode User Forgms.
s Getiive Suppori- Launches the GeakBudsy suppor cllnnl

»  About - Displays the product versien, virus ségnatu:’c database version, website database version (wabsite fifering
URLs!, details of aclive Virusceps Recognizers and copynght information. The 'About’ d alog also &llows you to imrport
a IMIW stored virus datzbase and to enfer a license key for CIS Pro.

COMODO

internaet Security Premium

License Kev: &

Patens Panding.
Copyright © 20052614 COMODO.

ori \irus Databa

se 1o import a locaily stered virus signziure database into CIS.

«  Click Enter Licensa Kev to upgrade ic CIS Pro. Refer to the seclion ‘Astivating SIS PrafComplate Satvices afler
Hoiafiation’ for more details.

»  Click Yiruseoge Datails to open a dialog which shows the Viruscope Recognizers thai are active on your syslem:. Raler
1o the Sabavier Siocker section for more details. .

Game Mode snabies you ic play your games without interruptions cr alerts. Cpearations that car: interfere with a user's gaming
exgerience are sither suppressed or postponed. \
in game mode:
= Befense+/Firewzll aleris are suppressed.
» AV dalabzse updales 2nd schaduled scans ars posiponed untit ths gaming is over,
«  Automalic isoiation of unknown appiications and real-lime virus deieclion are still functiong:.
To switch to Game mode

N

«  Llick the Game'h)‘:ode switch =t the bottom left of the Home Screen
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Tasks are broken down infc iour main sections. Click the fofiowing iinks for more detaiis on each: .

i - Run antivirus scars, update virus database, view and manage quarantined threats, view iogs of
security e\ve'us actmly and ajerts and get live support. Refer to the seciion Ssneai Tasks for more datails.

fazks - Allow or block applications, manage poris, manage nefworks and configure advanced firewall
setiings. Refer o the secticn Firawall Tass for more details.

Rt.n appiications in a virluai environment and cenligure sandbox setiings. Refer (5 the secticn
" ior more details.

»  Advanced Tas¥a - Create a boot disk to clzan up highly infecled systems; install other Comodo softver like
KiliSwitch and Ciezning Essentials; submit f les o Comodo for analysis znd gsin access to the "Advanced Settings’

inferface. Refer to the seclicn ‘&gdvancsd Tasks' for more details.

1.5.3. The Widget .

The CiS Widgel is a handy contro! that lives o vour deskiop and prevides al-a-glance information: about overall sscunify status,
inbound and outbound traffic, sandboxed appficalicns unmcogn‘zed fles and mors. The Widgst starts autematicaliy with CIS
urless itis disabled from the Sysfem Tray kon or in the User inforfasy’ of Seneral Sellings.

Right clicking on the Widgsat cpans & conlext sensitive manu si n‘llan to the one dispiayed wher vou right click cn the CIS systam
tzay icon. The contex! sensitive menu ailows you lo eneble or disable CIS compenents and cerifigure varicus ssttings. Rafer to
section The Sysiem Tray foos for more details.

v
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The color coded ow at the top of the widge! displays your current secuity stalus. Doubie-ciicking on ‘At Risk' or
"Needs Attention’ epans the appropriate inierface for you to lake astion immediaisly.

The secmd row displays information about incomirg and cutgoing retwerk traffic. The network iraffic row is displayed
niy bI‘OW Traffic pane’ undsr 'Widget options of CIS tray icon or Widgei right click menu is enzblsd. Refsr to The
Sys ‘k::'}} ay aow for more details. (Befault = Enabled)

>

[+

(f 7

The third row teils you curen! stzius of the CIS applicalion:

o Thefirst butten dispizys the number of prgramsiprocessss that are cursntly running in the
szngbox. Clicking the buiton opens ihe Active Process List interface, which aliows you to ide
terminal2 unnecessary processes.-Clicking the Mere’ button in this interface will open the KiliSwitct
apglication. If KilSwitch is net yot installed, ciicking this butlon will prompt you to download the appiication.

TR

Refer to the secticns Yiew Active Srocess Lisf and ideniily and R Unsafe Processes for more details.

+  The szcond hution
opens the Windeiws

tells you how many CIS tasks are cureatly running. Clicking this bulton
anager interface.

o The third putton
are pending submissionto C odq br a1a“ysx> vllrklr‘g lhlo .)utto‘) ocem me U »:ecsy .\‘sza‘l “‘»c;
interiace.

The status rew is displayed only if ‘Show Staius Pang' is enabled. Check this by right clicking the tray icon or the
wicgel itself ard look under "Widget' oplions. Refer te The Sysiem Tray foos for more delaiis. (Defauit = Disabled)
The forth row contains shortcuts ior the five common tasks you have in the task bar at the boltom cf the heme screen.
Clicking the shorteut or the widget wili run the task. The "Camaron Tasks’ row is dispiayad only if "Show Commen
Tasks Pane'is enabled under "Widget' sptions of the CIS trav icon or the widge! righi-click menu. Refer to The Systam
Fray foon for more delails. (Default= Enabled)
The filth row displays the browsers instailed or: your compuier. Ciicking or: a browser icon wiil open the browser inside
the sandbox for a securs browsing session. You can iell the browser is rinaing in the szndbox because it will have a
qreen border 2round it. Refer fo Runming an apiiisation inside the sandbex for more detzils. The 'Browsers' row is
displayed only if 'Show Browsers Pang'is enablad under lhe deget’ section of the GiS tray right-click meni. This can
also be viewad by right-clicking the widget iisell. Refer ic The Sys ay {oon for mors delails. {Default = Enabled)

The last row on the widget provides links to social networking sites. This row is dl°p fayed only if 'Show Connect Pane’
is enabied. Tc check this semng right-click cn lhe CIS tray icor: and look at ths 'Widgel' seclion. Aliematively, right-
ciick the widget itsell. Refer ic The System Tray foon for more details (Default Enabled)

You can expand or cellapse the Widge! by céicking the arrow at ths boilom.

1.5.4. The System Tray Icon

Doubie-ciicking the syslem tray icon &

% wil quickly cper: the CIS inteiface. Right-clicking the icon opens a context sensilive

menu thal aliows you fo configurs various application setlings:
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Antwlrus
Firewall >
Auto-Sandbox »

Game Mode

Advanced Yiew

Widget »

Open ...

~

Ths eptions ay ailable for the Anlivirus, Firswail and Auio-sencbex menu-itermis depend en whether vou are using Sons
NI e AN )
or Advansed View

Sompadt Visw Advanced View
Antivirus - You can enzbls or disable Real-time antivirus .| Antivires - Qptions available are Cn Access, Siateful and
scan. - Disabled. Refer {o Antivirus f ane for more detaiis.
Firewall - You can enable or disable Firewail. | Firewall - Oplions available are Eiock All, Cusiom Ruleset,

. ) Safe Mode, Training Mode and Cisabled. Refer to the section -
Auto-Sandbox - You can snzble or Cisable Aulo-Sandbox.  igyeey Seitingy’ for more datails.
Refer to ths section 'Sshavios Biveker for more details.

§ o
al Sehaviog

Auto-Sandbox - Oplions avzilzbls are Fully Virtualized,

| Pertially Limited, Limited, Restricled, Untrusted, Biosked and
Disabled. Reier lo the section 'Sehavisy Sfocker’ for mors
|deiails.

HiPS - Optlions availabie are Paranoic Mode, Safe Mode,
Clear: FC Mods, Training Mode and Disabled. Reier to the
section HIPS Rehavior Ssitings for more detzils.

if vou disable either the antivirus, the firewali or the auie-sandbex from the right-ciick menu, then the security inic bars on the

main interface and the widget will tum rad. You will aiso cee a pep-up waming which allows you to specify how long the feature
should mmain disabled:

Disabiing 3 sgeurity companant reduces the protection on
this coniputer.

Haw long shouit it stay disatled?

Wty
7,

{15 minutes

N .. o>
1S minutes \\\\\\3

33 minutes

{ Permanantly
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Selest the periad 2nd click ‘CK’. Unless you have selected ‘Permanently’, the security componant will be autormatically re-
erabled aller the stated time pesiod has elapsed. You car, of course, manually re-enabie at any time by right-clicking the tray
icon ard selecting "Erable’ for the componsnt in question.

o Game Mode - Switches CIS into Game Mode so you can piay your games without any interruptions from verious
alerts in your computer. Operations that can interiere with the gaming experiance are either suppressed or postpened.

in game mode:
= Defense+fFirewall aleris are suppressed.

« AV database updates znd schaduled scans ars posiponad until the gaming is over,
o Automatiz isoiation of unknown appiicaticns and real-time virus delection are still functional.
Deaclivale Sane Mode to resume alerts and scheduled scans.

= Advanced View . Switches the Home Screon botwaer: Gompael ¥inw and Advenced Viey
«  Widget - Sslect whether the Widgst is shown and which widget components are inciuded:

Show Antivirus
Always on top ) Firewall >
) Auto-Sandbox b
v Show Traffic Pane s sanseses

Show Status Pane ! Game Mode
+ Show Common Tasks Pane 17
v Show Browsers Pane et er e aeaeeraesaennsennntes

v Show Connect Pane m@m

Open ...

Z

Z 7

2

<

5

B

Q

=

:
SN,

- Show: Toggles the widgst on or off {Default = Enabled)

»  Always on top: Displays ihe widgel on top of all windows custently running on your computer. (Defauft =
Disabled) .

«  Show Traffic Pane: Dispiays the network traffic row on the widgel. {Default = Enabled)

«  Show Status Pane; Displays the secunty stalus tab at the top of the widgel. (Defauit = Disabled)

- Show Common Tasks Pane: Displays the row containing shoricuts to ecmmon CIS fasks. {Default =

Disabled)

« . Show Browsers Pane: Displzys the row containing shorteuts to your instalied browsers. {Default =
Enabled)

«  Show Connect Pane: Dispiays the row contzining the shoricuis to sociat netwerking sites. (Default =
Enabled)

> Open - Opens the CIS inferfase.

o Exit - Closes the CIS application.

1.6.Understanding Security Alerts
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Tiaveaciant Datveiiana Nana
¢ XISVIISQ PRVHEEE NERS
Ssifen, Sandhiay ddoves
o Sule-Sandhox flerts
3 s, S . .
Seneanng Rior
o Viruseops Alens
Riawie Muastsimas
RIS VVErVIsW

CIS aierts warn you abeul security relaied aciivities at the moment they occur. Each aiert contains inicrmation about a particular
issue so you can maks an informed decision about whether o zliow or block il. Alerts also el you specify how CIS should

behave in iuture when il

SNCSUETs actvities &

i the same fype. The alets also enabie you io reverse the changes made ic your

compulsr by the appiications that raised the security related sveat.

Type of Alert

Can be Antivirus,
Firewali, HIFS, Behavicr
Biocker.-Viruscope of -
Cloud Scanner

Firewall, HIPS and
Behavicr Blocker aferis
are ¢olor ceded 1o
indicate risk levei

Description of activity or ecnnection
stiempt

[N

X High visibiiity icons auickly inform you

which 2pplications and techniques are
invoived in an alent. Clicking the name

Clicking ihe handle
opens the
deseri which
contains advice abeut
hew to reacl to the
alert

‘:)\;;}:‘.

of the execuizbles here opsns 2
window containing mere information
abgut the application in quastion

S

Z

W,
ard Tysias
L IRy

&3
MR

A A

Ciick ‘Show Activities’ to oper: a list of
zctivifies performsd by the process

777

'%/
i

N2AMULr ¥ ANTWET

Naf
N

Click these opticns 1o 2llow, biock
or cthenwise handle the request

.

Comodo Inlemet Security alerts come in five main varieties. Ciick the name of the alert {at the siant of the following bullsts) i you

AN

want more help with a pariicular aler! type.

Flrawall

displayed

+ 3
Seiiigs.

- Shown whenever vizus of virus-like astivily is delested. AV alerts wili be dispiayed only when
Hied and the oplion ‘T nad show andhvines alorly’ is disabled in Reahtine Scanney Sellings.

o nad
LI

& R
s anabled

o e
{ show popug

only when the Firssyad and the option

tries to access protected
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IPR2025-00379 (IBM v. Croga)

- Shown whenever an application attempts an unauthonzed ﬁgtll\(/)ln or

7



R R
areas. HIPS alerts will only be generated if i¥S is smadMad and So NOV show popup siests is disabled.

sof Blocker Alerls (mcludlng Elevated ) - Shown whenever an appiication tries {c modify

rrela ed es and when the Behavior BlﬂcPer automatically sandboxes an unrecognizable file.
Auto-Sandbex Alerts will be displayed cnly when sui-sand \~“\~s~§ {s anabled undar

oy setlings. PnJ lege Alerts wili cniy be shown & epablsst,

5.'4.

o Usoops Slesls - Shown whenaver a curren iy running process attampts lo take suspicicus actions. Viruscope
alerts ailow you to quarentine the process & revarse its changes or to iel e process go ahead. Be especialiy
wary if = \liruscope alert pops up 'cut-of-the-blue’ when you have riot made any recent changes to your computer.
Viniscope Alerts will be displayed onfy when Viruseops is sndied under Sehavior Sioo¥et seflings.

in each case, the glert may contain very imporiant security wamings or may simply eccur because you are r-Jnning acerain
application for the first ima./Your reaction should depend on the ipformation thatis presented at the alert.

Nate: This section is coricerned onfy with the security aierts generated by the Antivitus, Firewall, HIPS and Behavicr Elocker
compenents of CIS. For other types of alerf, see Conwede Message Ceonier nudifioations, Netificalion Messages and

fnformation Mossages. .

The shield icons at the upper laft of sach alert are cuior cadad &ccording lo the risk level bresented by the activity er request.
However, it cannot be strassed enough that you should read the entire alsit before reaching a decision cn whether to aliow or
block the alert.

v

> Yellow icons - Low Severity - in most cases, you carn safely approve these requests. The ‘Remember my answer’
cpticn is aulomatically pre-selected for sale reguests

«  Orange lcons - Medium Sevenly - Carefully read the iv\fom‘aﬁnn in the alen deseription area before making a
decision. Thase aiens could be the resuit 6f a harmiess process by a trusted program or indicative of a malware
attack. If you know the applicaiion teo be safe, then it is usualiy ckay o allow the mqu°<' i you do net recegnizs the
application psrfomming the activity or conneciion request then you should block i

« Red lcons - High Severity - These alerts indicate highiy suspicious bahavior thal is consistent with the aclivity of a
Trojan horss, virus or cther malware program. Careiully read the information provided when deciding whether to ailow
it to proceed.

Nefs: Antivirus alsrts are not rarked in this way. They zhvzys appear with a red icon.

The description: is a sumimary of the nature ¢f the alert and can be ravealed by clcking te handle as shown:
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The description tells you e name of the softwarefexecuiable that caused the aler; the action that it is attempting to perorm
and how that action could polentialty atfsct your system. You can also find heiplui advice about how you should respond.

Now that we've cutlined the basic censtruction of an alert, let's iook at how yeu siould react 1o them.,

Comodo Intemet Security generatss an Anivirus alert whenevar a virus or virus-fike aclivily is detected on your computer. The
alert containg the name of ths virus detecied znd the location of the fila or applicztion infected by it. Within the alert, you are alsc
presented with response-cplicns such 2s 'Clean’ or ignore’. '

aleris will be displayed cniy if the oplion ‘Do not show znlivirus aleris’ is diszbied. If this seting is enabled,
ane vill ba displayed. This oplion is found uncer 'Secuirity Settings > Antivinus > Rzaitime Scan’. Rafer to

or Seliings for more details.

Nots: Antiviru

% @
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dialo

Tz Clicking the Show Act
q will display the fist 2ctivities of the processes run by the appiication, .

The Show Activiies lirk is available cniy i Virussope is enabied under Advane

s

5 link at ihe bollom: fight will open the Frocess Activilies List dialng. The Process Activilies

. . N e N Ee
28 Vadiinng & Nafansad o Retiaine Nl
S5 OSTNES D VETens » Feiavior Moskey

i

. i nore of the precesses associated with the infected appiicaticn has staried tefore the alert is generated, the Stiow
link is disabied and wili not open the Process Activities List diaiog.

Ths following respcnse-cptions are available:

Clean - Cisinfecis the file i a disinfeclion routine exists. If nio routine sxists for the #le then it will be movaed to
Quaraniine. if desired, you can submit the file/application ic Comoco for aralysis frem the Qusrantine inierface. Refer

to Manage Quarantited s for more details on quarantined files.

The Viniscope subsyterm inlegrated with the Antivirus, alse monitors the changes made to your computar by the virus
or viris-like aclivilies auiomatically revetls them, if you cheose ¢ clean the infected file or agplicalion, when

A Mlael o o attinese
O RIOUNST SSRINGS.

Adiviram ety S anoaNios Wl
Viussope is eaadisd under Saf

Al

Nate: Theugh Viuscope has power to reverse majority of types of changes effecied by the processies) evoked by blocked
appiicaticrss, it has some limitations. Verv few of the file activities fiat make permanent changes could be reverted. Examples

incluce: .
« Delelionolafie -
+  Moving a file to a different folderflccation
- Loading afile image into a process, i.e. DLL file boading
- Ignore - Allows ihe process to run 2nd does not atiempt to clean the file or mowve it to quarangine, Cniy click 'lgnore’

you ar2 absclutely sure the fle is sefe. Clisking 'iancre’ witl aten the firther apfinne’

-
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+  Ignore Once -The fil2 is alicwed to run this time only. If the file altempts to execute on future cccasicns, another
antivirus alart is displayed. .
- lgnore and Add to Exclusions - The fiie is allowed 1o tun and is moved to the Sxclissians list - effectively
making this s 'Igrore Permarently’ choice. No aierl is generated i the same appiication runs again.

« ignore and Réport as a False Alert - If you are sure that the fil2 is saie, select ‘ignore and Repert as & False
Lerl'. CIS will than submit this file to Cemode for.anaiysis..if ihs false-positive is verified (anc the file is
mstwurlhy,, it wiil be added to the Comodo safe list.

il you have chosan to net ic show Antivirus Alerls through &dwassed Setling 3:: Secarily Seltings > Antivires Sollings »

sitings by leaving the option ‘Co not show antivirus alerls’ enzbled (defauif‘enabied) and If CIS identifies
are in real time, # will immediately block maiware and provide you with instant on-screen rotification:

tantiines Soandt
Reafihre Scannes

a virus or cther malware

o
s
'(!}

CIS gererates a firewall aleri when it dstects unauthonized nedwork sennesticn attempts or when traffic runs confrary to ore of
your agpiication or global riles. Each firewali alert allows you o set a default response that CIS srould aubmahcalry implement
if the same eciivily is delecisd in iuture. The followings sleps wili help you answer a Firewall alert:
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Q2%

Remember my answer
N D NN DMIHMIHINTITHN NI NN

%// Qe 0,

Tip: Clicking the Siiow Activiiies link at the bottom: right will gpen the Process Activities List diaiog. The Precess Astivities
dialog will display the [ist activities of the processes run by the appiicatior.
The Show Activities link is available cniy if Virascops is enabled under Advanoed Selings > Defenses
Setifags. If nore of the processes associated with the applicati
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9

N

1. Carefuly read the infonnation displayed in clicking the down arrow in the alen cescrptior: area. The Firevall can
recognize thousands of szis applications. {For example, Inlemst Explorer zna Gutlock are safe applicalions). If the
application is known to be safe - it is writlen directly in the securily consicerations secticr: along with acvice that it is
safe to proceed. Similarly, if the application is unknown and canno! be recognizes yott are infcrmed ¢f this.

i it is one of your everyday applicalions and you want lo ailow it Inlamet access 1o then you should select Allow.

N

\‘\\\\\\\g

in af cases, clicking on the nams of the applicztion cpens = preperies window that can help you detemmine whether ¢r
not 1o proceed:

i you don'l recegnize 1he application: ther we recommend vou Block the applicaticn. By clicking the hardie lo expand
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the alert, you can choose to binck the conrnsciion {connection is not allowed {o proceed) or block & terminale
{connection is rot aliowed to proceed and the process/application that made the meauest is shut down).

2. [fyou are sure that it is one of your everyday application, try to use the Treat As’ option as much as possible. This
allows you to deploy a psesisiined Srswalf susfeset on the target application. For example, you may choose to apply
the policy Web Browser to the known and trusted applications ‘Internet Explorer’, 'Firefox’ and 'Opera’. Each
predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of
application.

Remember to check the box Rermember My Answer for the rulsset to b applied in future.
3. If the Firewali alart reports & behavior, consistent with that of a malware in the security considerations section, then
you should block the request AND select Remember My Answer i make the selting parmanent.
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Comodo Internet Security generates a HIPS alert based or: the behavier of applications and processes runaing oa your system.
Please raad the following advice before enswering a HIPS alert: .

Yig: Clicking the Show Activities link at the bottom: right will open the Process Sotivities
dialog will display the list activities of the processes run dy (ke appiication.

3 s link is available only i

List diniog. The Process Activities

Refvranaos Sadinsa » Nataras oo ey Qi
RAVEIONN bz:a\:::g‘:.— » Oelenses > Sehavior Sioaks
&
€

bafcre the 2lert is generated, the Show Sctivitiss

Carefully read the information displayed after clicking ihe handie under the alert deseription. Comodo Intemet Securily
can recogrize thousands of safe applications. If the application is known to be sgie - it is written directly in the security
eonsideraticns section aleng with advice that it is safe to procead. Simitarly, if the applisation is unknown and sannol
be recognized, you ars informed of this.
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i it is one of your everyday applicalicns and you simply want it ic be alicwad to conlirue then you should selact Allow.

i you dor:'t recegnize the application then we recommend you selecl Block the application. You ¢an choose fo just
biock the connaction or to block & lsminate.

ALLHHIHIMI

-

. !

2. Myou are sure hat it is one of your everyday applications and wanl to snforce 2 secusity poiicy {ruleset) to it, please
use the ‘Treat As nplion. This aprlies a pradiefined HIPS wsiaset to the farget appiicaticn. :
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Remsmber my answer .
L O O

'
Avoi using the Installer or Updater ruleset if you are nol instalfing an application. This is bscause lrezting an
appiication as an ‘Instailer or Updater granis maximum possibls privileges onto 1o an spplication - somsthing thatis
nct reguired by most ‘aiready instalied apgfications. If you sefect 'Installer or Updater, you may consider using &
temporarily with Remember My Answer left unchecked.

Pay special aitention to Device Driver installation and Physical Memory Access aleris. Again, not many legiiimate

* applications would cause such an alert ard this is usually & goed indicator of maiware / roctkit iike behavior. Unless
you krow for a fact that the applicalion psrforming the aclivily is legitimale, then Comode recomimends blocking these
requests.
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] Remaemb:ar iy answer 3
T T TR TR

e

Protected Registry Key Alerts usually occur when you install a new application. If vot: haven't beer: installing a new
program &nd co not recognize the application requesting the accass . then & ‘Protected Registry Key Alert shouldbs a
€ause cr congsem. -
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#] Remerab:ay ree answer
AT D DTN N

7,

.%/‘

5. Protected File Alerts usually occur when you iry to downlead or copy files or when you updzte an already instalied
application.

7

4 7 A

Raraember My answar

T T I DRI

Were you nslading new softwars or trying W download an apglication fom thelatsmel2J! vy 62 gennlaaging @ fi
P BRI HYGRERI8HA 94 sage 2830
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from the 'nat, seiect Allow, without seiecting Remember my answer option {6 cut down cn the creation of
unnecessary rutes within e firewall.

If zn apglication is trying to create an exscutebis fe in the Windows cirectory {or any of its subdireciories) then pay
special attertion. Tha Windows direstory is a favorite target of maiware appiications. If you are rot insialling any new
applications or updating Windows then make sure vou recognize the application in question. if you don', ther click
Block and choose Block Only from the options, without seiecting Remember My answer option.

I an applicatior: is lrying o create a new file with a randem fils name e.g. "hughbasd.dii” then it is probably a virus and
you should block it permansntly by clicking Treat As and choosing 'Isolated Application’ from: the cplicns.

6. Ifa HIPS aieri reports a malwara behavior in the security considerations area then you should Bloch the request
pernanently by selecting Remember My Answer option. As this is probably a virus, you should alsc suomit the
application in question, to Comedo for anzalysis.

7. Unrscognized applications are not atways bad. Your bss! loved appiications may very well be szis byt rot yet included
in the Comado certfied applicalion database. If the security oonsiceralicns saction 3ays "l xxx is one of your everyday
applicalions, vou can allow ihis request’, you: may ailow he request permanently if you are sure i is not a vius. You
may report it to Comodo for fuither analysis and irclusion in the cerlifisd applicaton Gatabase.

8. I HIPSisin Clean PC Mode, you probably are sesing the alerts for any new appiicaticns infroduced to the system: -
but net for the cnes you have aiready instajled. You may review the "Unrecognized Files’ section for your newly
instailed applicalions and remaove them from the'list for thern to be corsidered as clean.

8. Avoid using Trusted Application or Windows Systerm: Appiicaticn poiicies for you emait clients, wekb browsers, iMor
P2P apolications. These agpiications do not nzed such powerful access fights.

Comodo Infernat Security generales a 3eshavior Blocker alert if an application or a protess tries to perform certain modifizations
‘o the operzting syster, ifs related files or cnitical areas iike Windows Registy and wher it 2ulomatically sandboxes an urknown
applicaticn.

Please read the foilowing advice before answering = Behavior Siecker alert:

..

RRRRARARANRY
N N

[ Trustthiz apnlicagion
TN SR TIMMIMINR IR

W22
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1. Carefully re2d the information displayed after clicking the handie under the alert description. Comodo Intemet Security
can recogrize theusands of safe apphcalxons If the application is known lobe saie - it is wrillen directly in the security
considarations section aleng with advice thet it is safe 1o proceed. Simitariy, if the application is unknown and cannot
be recogrized, you are inforrmed of this.

+  Iyou are sure ha! ths application is zuthentic and safe z2nd you simpiy want it to bs aliowed to continue en you
should select Run Unfimited. if you want the appiicaticn rot ic be monitored in fulure, select Trust this application’
checibox. The applization: will be added to Trustas Filos fist.

N\ \
§ N
\ \
N \
N \
N \
. s
§ \
N N
N

§

N

\

N

N

N \
N i1 Trust this application

\ T

»  Ifyou are unsure of the safely of the scfiware, then Comodo recommmends that you run it with limited prvllsge and

atcess to your system resources by clicking ths 'Run Isolated’ buttor. Refer to the section {inknme Files: The Aute-

Sanghoxing and Scanaing provess for more explanations or: applications run with limited privieges.

»  Ifyou don't recognize ths application then we recommend you selsct Black the applicziion

Tha Bshavior Blocker will dispiay this kind of alert when the installer of ar: unknown apglication requires adminisirator, or
elevated, privilagss o run. An insiallsr that is allowad to run with elsvated privileges is permitted to make changes ic important

areas of vour computsr such as the registry,
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« i you have good reason lo trust the publisher of the software then you can click the 'Run Unfimited’ buiton. This will
grant ihe elevated privilege recuest and aflow the installer to run.

I you are unsure of the safety of the scfiware, then Comoco recommends that you run it with restricted access to your
system rescurces Ly clicking the ‘Run fsolated” button. .

«  |f this aiert is unexpeciad then vou shotid 2bort the instaliation by clicking e 'Biosk’ button {for exampile, you have
not proactively started to instail an application and the execulabie dees rot belong 16 an updater program that you
recognize)

e ifvou sslact Trust this appiication’ then CIS wil inciude this to Trusied Files list and no future alerts will be gensrated
when you run the sams application.

ieris’ is enatled. This can be found in

Detact instaliers and show privilege elevation a

o < D tyanek DY 3
as > Defenses » Schavior Siscker

There are iwc versions of this aieri - ons for unknown inslellers thal are rot digitally signed and the second for unknown
installers that are digitally signed but the publisher of the software has rof yet been white-listed {they are not ye! & Trusted
Scfiware \lendor’). )

n

TR
N

NN
N

SRy
RN NN

M FOMRIIM 3O Y

Unknown and not Digitally Signed Unknown and Digitally Signed but not yet whitelisted
) (Not yet a Trusted Vendor)

T

D,

o Unknown and unsigned inslallers should bs either isclzied or biocked.
o Unknown but signed instzllers can be allewad to run if you trust the publisher, or may bs isoiated if you would fike
i evaluate the behavior of the application.
AlsC see:
. ’ $%

I torde metesss Sitacs The N, Qanadite
e Unknows Files: The Aule-Sangh

¥ and Scanning Frooessey’ - to understand the decision mzking

process behind why CiS chooses t6 sandbox sertain appiications.
ot Sothware Vandon' - for an explanation of digitally signed files and Trusted Softwars Vendors'.

’
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The alert wili show the name of the axectiable that has been auto-sandboxed. The apglication will be aulomatically acded o
Unsracagsizes Fifss list
o Clicking the name of the application will open the irscognized Filas intsriacs, that displays a list of the
unrecognized files inciuding the currently auto-sandboxed application.
= Clicking D¢ in removes the application from the Unrecognized Fifes st 2nd adds it e the Trusted
Files fist, so tral me application wili not be aulo-sandboxed i future. Choose this oplion if veu are absoluiely sure
: that the execulable is safe.
Ysers are alse reminded that they shouid submil such: uwkncwr applications ¢ Comodo via the ‘Unresognizes Files interface.

This will allow Comedo te anaivze the executable and, i itis found to bs sale, to acd it to the glcbal saf2 iist. This wnl ensure
that unknown but ullimately szfe applications are quickly white-listed for all users.

Alsc see;

o ‘Unknows Viies: The Sulo-Sanghoxing and Seanst 5y Processes’ - to understand the decision making
process behind why CIS cheoses o atito-sandox ceriain a;-pl«canans.

Comodo Inlemet Security generates a Viruseepe aiert if a running process parforms an action that might represent 2 threat io
your privacy and/or security. Flease note that Viruscops alerts are nci always delinilive proof that malicious aclivity has taken

place. Rether, they ars an indication thal a procass has taken actions $at you ought te review and confim because they have
the potenlial o be maticious. You can raview zll acticns tzker by clicking the ‘Show Activities' link.

J

Please read the foilowing advice before enswiering 2 Viruscope alert:

1. Carefuky read the information displayed in the alert. The ‘Mere Information’ section provides you the nature of the
suspicious astion.
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If you are not sure cn the authanticity of the parent agplication indicated in the 'Apglicaiion’ fieid, you can safely

reverse the changas effected by the precess and move the parent applicziion o quarantine by clicking 'Clear'.

If it is a frusted appicaticn, you can alicw the precess to rur, by clicking Ignore and selecting the oplion from the drop-
down.
s lgnore Onos -The prooess is allowed to run this time only. If the process attampts to exscute on fuiure
occasicns, another Virussope alert is displayed. |
« Ignore and Add to Trusted Files - The process is ailowed o run and and the parent appiication is moved to
the Trusted Files fist - effectively making this the 'ignore Permanenty’ cheice. No alert is generaied i the
samne apylication runs again.
To view the acliviiies of the processes, ciick the Show Activitiss nk ai the botiem right. The Process Activities List
dialog wili cpen with a list of activities exhibited by the process.
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Column Descriptions

«  Application Activities - Cispiays the activities of each of the prcesses run by the pzrent application.

SN

. im\\ - Fiie actions: The process performed a file-syslern operalion (sreatelmodifitrenameldelete fils) which
you right net be aware cf.

. B5-Regsizy: The process performed 2 registry operation (creaied/modifiec a regisiry key) whizh might nol

se aitherized.

- Process: The procass created a chiid process which you may rol have autherized or havo besn aware

o - Network: The process attempled to esiabiish a network connestion that vou may not have been awarz
of. '

»  Ifthe process has been tarminated, the antivities will be indicated with gray text and wil appaar in the list
cnlit you view the 'Process Activities List interfaca.  you ciose the interfece and regpen the fist within five
minuies, the activities wili appear in the lisi. Eise, the terminated activities will not be dispiaysd in the fist,

»  FI2 - Procsss identification Number.
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'‘General Tasks' contains the following areas. Click the iinks fo jump to the help pags for that topic.

2.1.Scan and Clean Your Computer

Comodo Antivirus levaragas multiple technoiogies, inclucing Real-ime/On-Access Scannirg and On-Demand Scanning io
immedialaly stzr cleaning or quzrantining suspicious files from your hard drives, shared disks, emails, dosnloads znd system:
memory. The appiication also 2llows users ic create susiom scan profiles, lime-iabie schaduled scans and features fuli event
logging. quarantine and fiie submissior: facilitiss. When you want to run a visus scan on your system, you can launch an On-
Demand Scan using the Scan option. This execules an ins!ant virus scan on the sefecled item.
IBM - Ex. 1002-Part 8 fo 10, Page 2837
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2.1.1. Run a Quick Scan

The ‘Quick Scan’ profile ensbles you to quickly scar: crilical areas of your eomputer which are highly prore to infestion from:
viruses, motkits and other malware. The areas scanned inciude system memery, auto-run entries, hicden services, boct sectors
and other significant arcas tke important registy keys and system files. These araas are of great importancs ¢ the health of
your compuier so it is essental fo keep them free of infection.

r a 'Quick Scan’ and create a scan schadule from the 'Advanced Tasks'

You can customize which iiems are ar
s Seoft Srofiias for more datails.

interface. Refer 10 &ntiviny
To rum a Qulck Scan

»  Click 'Scan’ from the Generai Tasks interfzce and click ‘Quick Scar’ from the ‘Scan’ inlsrface.

LI O RT R

2 scarnar will start ang first chack wheiher your virus signalure database is up-te-date:
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the daiabase is outdated, the scanner will first downioad and instail ihe latest version. Once compiete, the scan will begin and
scarn progress will be displaved:

s

=

i

=

i
i
T

You can pause, resume or sicp the scan by clicking the appropriate button. If you want to rur: the scanin the
background. click ‘Send to Background'. You can still keep track of the scan progress from the Task Manager’

nterface.
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SHentign
1 Infections Found!

We recemmend you work with a GeekBuddy Certifiad Microsoft Expart to maks
sure your comgputer is completely zieaned and optimized.

Let a GeekBuddy assist you now.

To speak fo a-GeekBuddy, -call 418883517433

1 Do not ask me this question again

if you wish lo have a skilled professionz! from Comodo to acosss your system and pesform an efficient disinfection,
click Yes, | want an expert to clean it’ if you are a first-time user, you will be taken to Comodo GeekBuddy webpage to
sign-up for & GaekBudidy subscription. [ you have already signed-up for GeeiBuddy services, the supgort chat
sas5ion wiil sterl and a skilled iechnician will offer io clear: your systam.

For more details or: GeekBuddy Expart halp, refer o the section Comode GuekBuday.

if you: wish to clean the infections yourseff, selsct ‘No, | will try to clean it myself’. The scan resuits screen wili be
cisplayed.
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\\\\

more details.

2.1.2.Run a Full Computer Scan . | .

& °Full Svslem Scan’ scans every local drive, folder and fils on your system. Extemal davices stich as USB drives, sicrage drives
and digital cameras wi: also be scanned.

You can cuslomrize which i#ems zre included in a fuli scan and set-up a sczn scheduls from the "Advarnced Tasks' interfacs.
Refer io Antivisus Selfngs > Scan Protiies for more detads.

To tun a Full Computer Scan

= Click 'Scan' from the Genzrai Tasks interface the click "Full System Scan’ from the 'Scan’ interlace.

[
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first download and install the latest dalabzse before commencing the scan.

the catabase is outdated, CiS wil
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You can pause, resume or sicp the scan by clicking the appropriate buttor. If vou wantto rur: the scanin the
background, click 'Send to Background'.

N

.

Send To Background action, whe

2 avaiiablz, makes the task
a3 scanning or updating continue running in the
packground. These tasks ara going tc take iongertc ¢

resnurce usage of the computer is geing to

ae mini
Please use Task Manager in crderto a

©rass

sc2ss thas
Do not show this message again

Taok §§mnans
HSR NN

cking "Tast
sagst icon from the *Advanced Tasks' interface.
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= Any delected threats will be displayed in fuil at the end of the scan. The aiert wiil iell you how many threats wers
fourd; the name and location ¢f the threats and wili provide you with virus removal options:
N { .

IBM - Ex. 1002-Part 8 fo 10, Page 2846
IPR2025-00379 (IBM v. Croga)



‘We recammand you work with 3 GeekBuddy Cenified Microsoft Expart to maks
sure vouy camputer is comgletely cieaned and optimized.

Let a GeekBudhly assist yau now.

To speal to 9-GeekBusidy, calt 1388.351.7433

[} Do not ask me this question again

«  lf you wish to havs a skilled professionzl from Comedo to accsss your system and pesform an efficient disinfection,
ciick Yes, | want ar expert to clean it'. if you are a first-time user, you will be iaken Yo Cormoco GeekBuddy webpage 1o
sign-up for & GeekBucidy subscripticn. | you have already signad-up for GeeiBuddy services, the suppon chat

" session witi staH and a skiled iechnician will offar io clean your system.

o~

»  For more detaiis on GeekBuddy Expert help, rsfer to the seclion Comado GeekRuddy

< If you wish lo clean the infections yourself, select ‘No, | will try to clean it myself. The scan resuiis screen wili be
cisplayed. :
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2.1.3. Run a Rating Scan
The ‘Rating Scan’ feature runs a cloud-based assessment on: fiies on your computer 1o essess how trustworlhy they are.
Based on the trusiworthiness, the files are reted &s:

s Trsted - the file is safe

»  Unknown - the trustworthiness of the file couls not be assessed

< BRad- tha e is unsafe and may coniain malicious code. You vill be presentec with disiriection options tor such fles.
To run a Raling scan

»  Click the curved Tasks’ arrcw on the home scrzer: fhen click ‘Genzrai Tasks' > ‘Scan’ > ‘Rating Scan”.
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= File Name: The file which was scanned
= Rating: The rating of ths file as per the cloud based analysis
»  Age: The pericd of time that the file has been stored cn your computer y

o Autorun: indicales whelher the file is an auto-run file or nol. Maiicicus auto-run fles could be ruinsus to your
computer so we advise you clean or quarantine thern immedialely.

You can fiter the results by raling using the 'Show’ drop-down:
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infknown Filas
*te.j ‘-I.BS

Fach fils identified 2s ‘Bad' is accompanied with a crop-down box that alicws you to 'Clean’, Trust' or Teke ne action’

2

Clean - If a disinfeciion routine is availeble ior.the selected infecticn{s), Corrodo Antivirus will disinfect the appiication
and reiain the apglication fiie. It a disiriection routire is not avaitable, Comaode Antivirus will move the fiies to
Quararting for laler anaiysis. See Manage Quasantises fems for more info.

No Action - if you wish to ignore the fite, select No Actier:’. Use this opticn with cautior:. By choosing fo reither ‘Clean’
or Trust, this file wil be detecled by the naxt ralings sczn that you run.

«

Trusted - The file wili be moved to Trusied Files list and will De giver: Trusled raling from the rext scar.

For the same actior: (o be applied 1o il 'Bad’ fiies, make a seiection from the drop-down menu at the top of the "Aciion’ coiumn.

~—
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«  Click 'Ciose’ to exit.

2.1.4. Run a Custom Scan

Comodo Antivirus allows you ic create cusiom scan profiles to scan specific areas, drives, foiders or liles in vour computer.

To run a custom scan, click 'Scan’ from the 'General Tasks' interlace then click ‘Custom Scan’. The Custom Scan panel wil

1ML LJHN )

oper:

The ‘Custem Scar’ parel contains the foliowing scan options. Click the

o Fyiter Seax - scanindividual foiders

& Suan - scan an individual file

2
¢,
7

= Hors Scan Opttens - create a custom scan profile here

2.1.4.1. Scan a Folder

%s fo jump te the

elp ga !c( t, fopic.

Tha custom scan allows vou to scar: a specific iolder sbored in your hard drive, CC/CVD or in externai devices like a USB drive
connecied to your computer. For example you might have cepied a folder rem another computsr in your network, an external
davice or downloaded from Intemet and want ic scar i for vinises and other threats before you open i

To scan a specific folder

- Click Scan from the ‘General Tasks' interface and Ciick "Custom Scan’ frem: the ‘Scan’ interface

< Click ‘Folder Scan' from; e ‘Custom Scan' pane

«  Navigate to the foider ic be scanned in the "Browse for Foldsr* window and click CK.
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The folder will be scanned instanty and the resuits will be displayed wilh a iist of any idenlified irieclions
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On completicn of scanning, if any threats are found, 2n aiert screen wili be displayed.

The alert 'wi H

of threatsfinfections discovered by the scanning and provids you: the options for cleaning.

displ2y the number
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8 Infections Found!

‘We racemmend you work with a GeekBuddy Certifind Microsoft Expart to maks
sure your corputer is comgpletely cieaned and optimized.

Let a GeekBuilidy assist you naw.

T \\\\\
\\\\

if you wish to have a skilled prerss:anal from vomodo to access your sysis = i
click Yes, 1 want ar expert fo clean if. if you are a first-time user, vou will be {aken o Cm‘oco CeekBuddy webpage to
sign-up for a SeekBuddy subssriplicn. If you have alreagy signed-up for Geey\BL.ddy selvices, the support shat
session wiii slart and a skiilec ‘echnician will offer to clean your system:.

= Formore detaiis on GeekBuddy Expert help, refer to the seclion Camede Geskiluddy

> lf you wish lo clean e infecticns yoursel, select ‘No, | will Iry to clean it myself’. The scan resuils screen wili be
cisplaved.
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The scan results window displays the number of cbiests scarned and the number of threats {Viruses, Rootkits, Maiware and so
on). You can choose ic clean, mave 1 quarantine or ignore the threat based in your assessment, Refer to Prog:
ifected fifos for more delails.

suing e
Tio: Alternatively, you can perform an express scan on a folder by dregging and dropping it eric the CIS interfaca or by aght
clicking & Refer to Ssas individisd FleFolder for more dstails.
2.1.4.2. Scan afile )
The custom: scan aliows you o scan a specific fle stored in your hard drive, CD/DVD or in exiernal devices like a USS dive
connacted to vour computer. For exanple you might have downloaced a file from the Intemet cr draggad an email atlachmant
orle your deskiop and want % scar it for viruses and other threats before you open it

To scan a specific file
+  Click Sean from the ‘General Tasks' inferface and Click 'Custom Scan’ from the 'Scan’ interfacs
Click *Fite Scar' from the "Custom Scan’ pane

Navigate fo the fils tc ba scanned ir: the 'Open’ window and ciick Cpen'
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Tha fiie will be scanned instantly.

- Oncempletion of scanaing, if any threats are found, an alert screen will be displayed. The alert wili cisplay the number
of threalsinfections discovered by the scanning and provids you the oplions for cleaning.
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1 infections Found!

We recommend you work with a GeekBuddy Cenified Microsoft Expart to maks
sure vour computer is comgletely cieaned and optimized.

Let a GeekBuddy assist you now.

To speak fo a GeckBuddy, call 1.383.351.7933

1 Do not ask me this question again

f vou wish to have a skilled professions! from Comedo to access your system and perform ar: efficient disinfection,
ciick “Yes, | want an expen! 10 clean it {f you are a first-time user, you will be faken o Comodo GeekBuddy webpage to
sign-up ior & GeekBudidy subscription. I you have already signed-up for GeekBuddy services, the support chal
sassion witi start and a skiiled ischnician will offer fo clear: your systsm.

o For more detaiis on GeekEuddy Expert hielp, rafer lo the seclion Cossode GeekBuddy

if vou: wish o clean the infections yoursell, select 'Ne, | will ry to clean it myself’. The scen resuiis screen wili be
displayed.
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u ¢an choose ic clean, move to qu=r‘nhr‘e or ignore the threat based in your assessment. Referto &

7

King it Refer to Scan ind

: Altematively, veu can perform an exprats scan on & file bv drag"mg and dropoing it onto the CIS inlerface or by right

2.1.4.3. Create, Schedule and Run a Custom Scan

8, crealing & custor: scan profile, you can chocse exactly which files and foiders are scanned, when they are scanned and how

they are scanned. Once created and saved, your custom: scan profile

demand, at eny time.

To creale a custom profile

»  Click the ‘Tasks’ arrow on the home scree

° Ir 'General Tasks’, click 'Sca
> Seiecl 'Custom Scan' ther ‘More Scan Gptions'

'Qea

oCa

o The'Advanced Setiings' interface wiii be displayed w

5

«  Click the handie at the bottom of the interface then select’

Aad’:

appear in the scans interface and can be run, on

2n o open the main Tasks menu

ns' parel opened
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The scan proiile interface will be displayed.
>  Type a name for the profile in the 'Scan Name' tex! box

o Click ihe handie at the bottom: of tha inlerface io select itams to be inciuded in the prefile:
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Scan Mame: | Example Scan Profile

Define items to be scanned, scanning options and running schedule

»  Add File - Aliows you to add individual iiles {o the profils.
- Add Folder - Allows vou to select antire folders to be includad in the profile

«  Add Region - Allows you ic add pre-defined regions ic the profile {choice of ‘Fuli Computsr’, ‘Commonly
Intacied Areas’ and 'System Memory’}

X
N

) «  Repeat the process 1o add more iems to the prefile. Ciick 'CK’ io coniirm your choice. ©

< . Next, ciick ‘Cptions' o fuﬁher cusiomize the scan:
IBM - Ex. 1002-Part 8 fo 10, Page 2862
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Scan Name: :Example Scan Profile

Define items to be scanned, scanning options and running schedule

&
®

Use heuristics scanning

tie ey ant
[RERCR St

Limit maximum file size to

*} Update virus database before running

THLe mwdisa vasioaa polen M i smriadaw hateoan
ERE AN Y i3 DREEIRSE I 130 R EANES RERGTE

Detect potentially unwanted applications

. e 0 sy Sivad aen fn
SR INRT Are i

e

»  Options:

- Enable scanning optimizations - On selecling this cplicn, the antivirus will empioy vanous optimization
techniques like runring e scan in the background in crder 1o speedtup the scanning process (Default =
Enabled} .

. Decambress and scan compressed files - When this check box is selected, the Antivisus scans archive
files such as .ZIF and .RAR éles. Supperted icrmals inciude RAR, WinRAR, ZIE WinZiP ARJ, WinARd and
CAR archives {Defaulf = Enabled)} .

«  Use cloud while scanning - Seleciing this odtion enaties the Antivirus 1o detect the very latast virises
more accuralaly because the local scan is augmenied with a real-time iook-tp of Comods's online signature
database. With Cioud Scarning enabied your sysiem is capable of deiscling zero-day malwars even if your
focal anitvirus database is out-dated. {Default = Disabled).

mtme == = .= .- - e -Agtomatically clean threals - Erables you to select the action icbe iaken against ihe detecied hveats and: -+ -

infected $es autematically from disinfecting Thieats and moving the treals to quaranting.

»  Use heutistics scanning - Enables you 1o select whether or not Helrgs'\t}]c _elg;nlr,ilbeézsngtélﬁbg ?Sp%%d i‘-l’.lage 2863
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scans ir: this profile. You are alsc given the oppertunity to define the heuristics scan leve!. (Defauft=
Disabled).

Background Info: Cemaods internet Security employs various hatiristic techriques to identify previously
unknown viruses and Trojans. "Heuristics' describes the methad of analyzing the code of a file to ascertain
whether i conlains code patlemns similar to those in known viruses. E itis found to do se éen the application
deletes the flle or racommends it for quzrantine. Heuristics is about detacting “irus-like' trzits cr atirbuies
rather than lcoking for a precise virus signature that maiches 2 signature on the virus blacklist,

This aliows CIS to ‘predict’ the existence of new viruses - even §f it is not contained in the current virus
dalsbase.

+  Low - Lowest sensitivity to detecting unknown thraats but will also generale the fewest false gositives.
This sailing combines an: extremely high level of securily znd protection with a low ratz of false
positives. Comodo recomimends this setling for most users.

«  Medium - Datects unknown threats with grezier sensilivity thzn the 'Low’ setting but with a
corresponding fise in He possibilily of faise pesitives.

»  High - Highest sensitivity to detecting unknown threats but this also raises the possidility of more faise
posésévtas too.

Limit maximum file size to - Selsc! this option if you want to impose size restrictions on files being
scanned. Files of size larger than that ‘specified here,-are not scanned, if 1his option is selecied (Defauft =
40 M8}

Run this scan with --Enzbles you t0 set.the pricnty of the scan proiife. You £an select the priority.fron: the
drop-down.[Default = Disabled;.

Update virus database before running - Instructs Comodo Intemnet Security to check for latest virus
signature datazass updates fom Comodo website and downioad the updates automaticaily bafore starting
the scarning (Default = Enabled) .

Delect potentially unwanted applications - When this check box is selected, Antivirus scans alsc scans
for appkications that (i) a user may or may not be awate is instalied or: their computer and (i) may
functionaiity and objectives hat zre not clear to the user. Example PUA's include adware and brovser
tontars. PUA's are often installed as an additionat exirz when the user is insizliing an unrelzied pisce of
softwara. Unlike maiware, meny PUA’s are 'legitimaie’ pieces of software with their own ZULA agreements.
However, the 'true’ funciionalily of the softwz:e might not have been mads clsar to the end-user at the time
of instaltation. For exampie, 8 browser toclbar may aisa contain code that tracks a user's astivity on the
Intemet (Default = Enabled;.

If yous warii the scan i run at spegific limes, click 'Schedule”
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Scan Mame: Example Scan Profie

Define items to be scanned, scanning options and running schedule

Frequency: Stant Time:

& Do not schedule this task

& Every Day
&3 Every Week
& Every Month

Run only when computer is not running on battery

Run only when computer is IDLE
. 4

Tum off computer if no threats are found at the end of the scan

« Do not schedule this task - The scan prefile will be created but will not be run automaticaly. The profile will
be availabie for manuzl an-demand scanning

- Every Day - The Anivurus starls scanning the arsas defined in the scan profile every day at the tme
specifisd in ihe Start Time fisld

- Every Week - The Antivurus starts scans the eraas defined in the scan profile on the day(s) of the week
specified in 'Days of the Week' field and the lims specified in the 'Stant Time’ feld. You can select the days of
the week by directty clicking on them. .

= Every Month - The Anlivarus slarts scans the areas deiined in ihe sczn profiie on the day{s) of the morith
specified in 'Days of the monih’ field and the time spacified in the 'Start Time' field. You can select the days
of the menth by directly clicking on them.

«  Run only when compuler is not running on batfery - This eption is useful when vou are using a fapicp or
any other battery diiver: poriable compitter. Selecting this opiion runs the scan only if the computar runs wilh
the adopter connected to mains supply and nol on baitary.

= Run only when compuler id IDLE - Select this option if you do net want to distusbed when inveivad in
computer related activitiss. The schecuied can will run only if the computer is in idle state

> Turn off computer if no threats are found at the end of the scan - Sslecting this opticn tums your
computer off, if nc threals are found during the scar. This is uselui when you are scheduling the scans to
run =i nights,

»  Click OK o save the gofile.

Note: The sshedule scan will run eniy i it is enabled. Click the bution under the Active cclumn beside the respactive profiie row
to toggie between on and off status.
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< Scan

To run a custom scan
o Click "Scan’ from the ‘General Tasks' interface and Ciick "Custem Scar’ from the 'Scan’ inforfacs

»  Click 'Mcre Scan Cplicns’ from the 'Gustom Scan’ pane

= The ‘Advanced Settings' inierface wiit be displayed with ‘Scans' panel spened.

Y

= Click 'Scan' besice the required scan profile.
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»  The scan wiil be startec.

«  On completion of scanning, if any threats are fcund, an alert screen wili be dispiayed. The alert wil! display the number
of threats/infections discovered by the scanning and provide you the options for cleaning.

We recomrnend yoiu work with a GeekBuddy Centified Microsoft Expert to make
sure your comgputer is completely cieaned and optimized.

Let a GeekBucddy assist yau new.

- To speak fo a GeekBuddy, call 1.888.351.7933

]

2 Do not ask me this question again

= If you wish to have a skilled professionel irom: Comedo to accass your systern and pesform an efficient disinfection,
ciick 'Yes; | want an expert to clean if’. if you are a first-time user, you will bs iaken o Comodo GeekBuddy wabpage to
sign-up for 2 GeekBuddy subscripficn. i you have already signed-up for GeekBuddy services, the suppori chat
session wili start and a skilled iechnician vill ofier io clean your systam.
s Formore details on CeekBuddy Expert help, refer to the section Comodo SeekBunidy.
= {iyou wish o clean the infections yoursel, select ‘No, | will iy o clean it myself’. The sc¢an resuiis screen wilibe
displayed. \
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- The scan resuiis window dispiays the numrber of objects scanned and the number ¢ threats {Viruses, Roctkils, -
Mabwars ard 50 on}. You car: choose 0 ciean, move to guasantine or igrore ts threat based in your assessment.
1 N T T - .
Refer to Provessing the infecied Hiss for more detals.

I3

2.2.Instantly Scan Files and Folders

You can scan individual files or folders instantly io check whether it conlains any threats cr infections. This is usefut # you have
just capied a fileffolder ¢r a program from an extemal davics ke & USB drive, another systam in your network, or downlcaded
irom internel. :

r

To instanily scan an item .
> Click the Antivrus tife at ths Home' screen in compact view to flis-open the Anlivirus pane

»  Dragard drop the item over the arez marked ‘Scan Objects’. /

M .

IBM - Ex. 1002-Part 8 fo 10, Page 2868
IPR2025-00379 (IBM v. Croga)



ﬂwwwwwwmwﬂw%ﬁ
e

e

Page 2869

IBM v

Croga)

(

e

sl

e
- ::;ﬁW«% !

i

S

e
e

e

scree

2

ome

h

e e el
s

the

ieftof

it s

b

i

he top

H

on &

H
A

umwmmﬁmwwvw

i

U

.

PR
i
Sedsia

q the b

ing
ecl

ki
by

. e e
Sipemnnt |

rnbyc
Scan O

s

! scrae
arked

e

] T.:
z”“"ﬁw%.d @%ﬁ g
i
i

me
HE

"Hel
e3

Bl i

e ar

r th

.@%ﬁ e e

e

T;,quﬁ“w,% ui
i ki

iew of the
ovel

m

od Vi
e

€

i
th

dva
rop

ko'
rd d

C
Switc!
Craga

]
>

- Ex. 1002-Part 8 fo 10
IPR2025-00379

IBM



S s

saa
P
dftissiiia

,ﬁwﬁmw@ww#m

.

AR
_:n&

i

m“m”m”“"“““wﬁwﬂ,ﬁﬁmm

. .
ﬂmWmwW“w“mmwwWmmmmwm"mwmmmmwwmmww,ﬂ.www,
P e

i .;mwwa
il bl 2

s

Aht

P.
3
)

5

m

fri

i
i

i et
I

S

o
.

HuUs’

tiv

S Lo L

An

ith 'Comoda

€Y

©:

m and se

S

ite

on the

K

(%)

ght

Ri

. Croga)

Page 2870

.

-00379 (IBM v

Part 8 fo 10

1002
IPR2025

- Ex.

IBM



@

¥ C:\Program Files\Cuckoo
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N

Pin to Start menu

Send To

Cut
Copy

-CreateShortcut

Delete
Rename

Properties

be scanned immreciately.

NN
N
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«  Oncompletion of scanning, if any threals ars feund, an aiert screen wilt be dispiayad. The alert wili cisplzy the number
of threatsfinfeciions discovered by the scannirg and provide you the options for cleaning.

4 Infections Found!

Ve recemmend you work with a GeekBuddy Cerified Microsoft Expert to make
sute yuyr computer is completely cieaned and optimized.

.

L&t a GeekBuddy assist you new.

To speak to o GeakBad

=i Do not ask me this question again

« Il you wich to have a skilled professional from Comodo to access your sysism znd perform: an efficient disinfestion,
click Yes, | want an expert to clean i’ if you are a first-time user, vou will be taken io Comodo GeekBuidy webpage to
sign-up for a SeekBuddy stubssiipticn. I yeu have alreacy signed-up for GeekBuddy services, the suppori chat
session vili stant and a skilled technician wil offer to clear: yeur system.

&2

~  For more detaiis on GeekBuddy Expert help, reier to the sestion Samude Seelt

7

52,
.
¥

HEY

« I you wish to clean ihe infections yourself, select ‘No, | will try 1o clean it mysell”. The scan resuits screen wili be
displayed.
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p -
You can choose 1 clean, mave o quarantine or igriore the thrzat based in your assessment. Refer lo Froae
fiias for more detzils. .

2.3.Processing Infected Files

On completior: of any en-demand or scheduied scanning, if any threats are iound, 2n alert screen wili be dispiayed. The alert wi
display the number of fireatsinfections discovered by the scanning and pravide you te cplions for cieaning.
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We recommend you: work with a GeekBuddy Cenifiad Microsoft Expart to maks
sure your camputer is completely cieaned and optimized.

Let 3 GeekBudidy assist you now.

’

LT
N \\\\\\\ R

To speak (o a GeekBuddy, cull 18682723804

i Do not ask me this question again

if you wish to have a skilled professionz! from Comodo to access your sysiem and perform an efficient disinfection,
ciick "Yes, | want an expert to clean it. if you ase a first-time user, you will be iaken fo Comoch GeekBuddy webpage to
sigr-up ior & GeekBuddy subseriplicn. | you havs already signed-up for GeeXBuddy services, the supgort chat
session wiii stz and a skiiled ischnisian will offer o clean your systsm.

»  Formore detaiis on GeekBuddy Expert hieip, rafer {o the section Comnda GoakBuldy.

If you wish {o clean the infesticns yourself, select ‘No, | will try to clean it myself’, The sczn resulis screen wili be
displaved. The resuits wil coniain a list of files identified with threats or infections (Virusas, Reolkits, Maiware and so
on) and provice veu the opliors for cleaning. An example resulls screen is shown balow:
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Cl=an

Ignore Once

_famia.eNe

™ lgnare Cnice
= Add © Trusted Filas

Report 2 a Falsz Alert

« Acdd o Exclusions

is'Clean

The cheices for e 2ctions avzilzble are:

»  Clean - i a disinfection routine is availabie for the selested intectionis}, Comodo Antivirus wili disinfect the

]

application and retain the applicaticn safe. If the disinfection reutine is not available, Comode Antivirus will
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move ihe infeclinns to Quarantine for laler analys
quarantne fealure, refer to Fansge Quavantined §

time only, sefect 'Ignore Once'. The file will be ignored

> lgnore Once - if you want 1o ignore the threat this
s &gain, the Antivirus will report & as a threal,

only at ihat time, If the same application invcke
= Add to Trusted Files - If vou trust the file, salect *Add to Trusled Files”. The file will be moved ic Trissiad
Filas lisl. The alert witl not generated if the same apglication invekes again.
> Report as a False Alert - if you are sure that the file is safe, select Repert as a False Alert’. The Anlivirus
will send the file ' Comodo for analysis. If the file is trustworihy, it is added to the Comodo safs lisl. /
«  Addto Exclusions - Tho fiie wiii be moved to Sxciusisns list and wili not be scanned in future. The alert
will not generated it the same appiication invokes again.
Afisr gelocting the acticn{a) io be applied, click ‘Apply Selected Actions’. The flles wili te treated as per the acticn
selecied znd the progress will be dispiayed. -

On comgtetion the aciion iaken agamst each threat will be cisplayed.
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Cidsusmicions

- Click 'Close' fo close the results window.

.

. 2.4.Manage Virus Database and Program Updates .

in order ic guaranies continued and effective antivirus pretestion, it is imperative that your viris calabases are updated as

reguiarly as pessidle: Updaies can be downlcaded to your system manuaily or anlowwstically from Comodo's updale servers,
! ¥

.

Sote: You must be cornscted to Infemet to dowrload updales. “

To manually check for the latest virus and program updates
1. Switsh to the Tasks screen and click ‘General Tasks' to open the ‘Ceneral Tasks' inieriace.
2. Click 'Update'. The application will statt checking for progrem and dalabase updates

\
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they are availabie:

NN

IITRE Signatures

Lot

Lo

PR
PRSI NG

' Check for signature updates Completed

& Download signaturas Completed

{} Install siynatures In Progress {90.0

The updater wil ' o ering, Viruscope {rec izer) and progra

m updates:
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Check for URL database updates Completed

& Download URL G'at'abase ; Completed
& Update Websites database Completed N
% Check receghizer upciates Corapleted

Download recognizers Completed

Check for pragram upiates : : !

In Progress

Updates are ready 3 be installed.
Youldd vou: like to install them now?

- Click Yes' to beqin instaiation:

During the updale pracess, new software ccmponents of features sometimes become availabie for instaliation. As these may
after the behavior of CIS in some manner, please carzfully review these types of update befors agreeing to their instaliation.

Your computer will nead to be restartad to compiete the update paxcess. You can restart immediateiy or can seiect a peried of
after which you wart 1o e reminded and click ‘Postgone’.
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You may chossa to restart it now or postpone this to & later
tinis,

Remind rme i

{30 minutes

Automatic Updates
8y default, Comado Antivirus sulomatically checks for and downioads dalabase and program updales. You s2n modiy these

settings in Advanced Tasks > Advansed Seltings » Updates,
O NN

Updates

& Check for program updates every

A..ftorranca"y downiozd prc;ra'n update.-,

]

wilgaded, You wil

Do KCT chack for uidztas if | 2m using &

You can alsc corfigure Comedo Antivirus to download updaies automatically befere any en-demand scan. Refer to Scan

fifes for more delaiis.

2.5.Manage Quarantined ltems

The cuarariine facility ramoves ard isolates suspicious files into a safe localion before analyzing then: for possible infection.
£ay fiies transferred in: this fashion are ercrypted- meaning they cannot bs run or executed. This isolation preven!s infected files
irom affecting the rest of your PC. Hf a fils cannot be disinfecied, then it proviges a refiable safe-house unii the virus database is
updated- neutralizing the impact of any new virus.

The Quaranting interfacs car: be accessad by clicking Yiew Quarantine from the ‘Ceneral Tasks’ interlace,
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Tha 'Quarantine’ interface displays 2 fist of lems meved ic Quarantine from the resulis of reai-time scanning, on<iemand
scanning =nd manually.
Cofumn Descriptions
»  Rem - Indicates which epplication or process propagated the evanl;
»  Location - Incicates the location where the appiication of the lle is sloreg;
»  DatefTime - indicales date and time, when e ilem is moved 1o quarantine.

You can use the search option io find a spacific quaraniined item: from the list by clicking the saarch icon & i the far right in
the column header and anlering the item name infull or part. You can navigale through the sucsassive results by clicking the feft
and right arows.

[\]
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i you have = fite, folder or drive that you suspect may contain a virus and not besn dstected by the scarner, then you have the
opiion {oisoiate that iem ir quaranting.

To manually add a Quarantined ltem

1. Click the handie from the bollom: of the Guarantire interface and select "Acd’ irom the options.

£ Corsuspicious Rleswitzh craft. e

}\\\\\\\\\\C\i \\\\\\\\\\\\\\\

SRR

2. Navigate lo the fils you wan! to add ic the quarantine and ciick 'Cpen’.
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' Popeye

The fiie wiil be addad to Guaranlire. Yeu can even send the fils for anzlysis o Comodo, for inclusion in the white list or black list,
by cliciing Submi fron the epticns.

To delete a quaraniined item from the system

*  Selzct the item{s) from: the 'Quarantine’ interlace

«  Click the handle from the bottom of the interfacs and select Dalete’ option.
This deletes ths fle from the systerm permanentiy.
To restore a quarantined item to its original location

- Select ths itemis) from ihe Quarantine interface

»  Click the hande frem the bottom: of the inte:face and select ‘Restere’ oplion.
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alays

An option will be provided to add the file{s) to Sxciusions Iisi and if “Yes' is opted, these files wili not be scanned agair.
N

The fiie will b2 restored to the origina; iocation from where it was moved lo Guarantine. it the restored item does nct contain a
maware, it will opareie as usuai. But if it contains a maiware, it will be detected as a threal immediatsly, if the Reai-Time
Seznning is enabled or during the next scan if it is not added o Exclusions list whils resloring.

To remove afl the quarantined items permanently
= Click the handiz from the baitom of the interfase and select ‘Clea:” opticn.
Al the quarantined items will be ceieted irom your sysiem permanenty.
‘ To submit sefected quaraniined items o Comodo for analysis
»  Select lhe item{s] from the Quarantine interface
+  Click the handie from the bottom of the inleiface and select "Submil’ splion.

You car: subsrit the fles which you suspect 16 be a malware or the filas which you consider as saie but ideriified as maiware by

Comodo Antivirus {Faise Positives}. Comado will anaiyze ail submitied filss. If they are found 1o be trustworthy, they will be

addad to the Cemodo safe st {i.e. white-listed). Conversely, if they are found to be malicious ihen they wili be addec to the
atabase of virus signatures {i.e. tlack-listed}. !

Nole: Quarantined fles are stored using & spaciai format and do not conslituts any danger lo your comguter.

2.6.View CIS Logs

CIS mairiains a log of events which c2n be viewed at anytime by clicking “View Logs’ fom the Gereral Tasks interface.

IBM - Ex. 1002-Part 8 fo 10, Page 2885
IPR2025-00379 (IBM v. Croga)



The L

S
5
3
%
b
5
3
%
by
&
¥
3,
¥
L
{
h
3
By
H
H
i
H

g Viewer module opens with its hema screen displaying &

& summary ¢i CIS events:

7.0. 308057 40 /3

IBM - Ex. 1002-Part 8 fo 10, Page 2886
IPR2025-00379 (IBM v. Croga)



The ieft hand side of the home scraen displays 2 bar graph showing a comparison of the Antivirus events, Firewail events and
Defensa+ events. The right hand side displays a statistical sumrrary of the Antivirus, Firewall and Defense+ events, the resuiis
of cloud based scanning of your system and the varsicn and updste information of the CIS installation on your systam.

= Theinterface contains a full hisicry of logged events of Firewall, Defanse+ and &nlivirus moduies. Seleci the module
from the ‘Show' drop-down at the iop left o display that log type in the main window.

- To open a pre-exported/stored iog fie, click the cper bulton eside the drop-down and browse {6 the iocation

whare the cis log file is stored

+ Tcclear the iogs, ciick the clear button

»  To refresh the logs, dlick the Refresh button \
Click the iollowing links for mere explanations of the options availzble for each type of filter:
‘Logs per Moduie”.

Anhviene
hd AMIERY

'Cther Logs”

2.6.1. Antivirus Logs

Comodo Anivirus documents the mesults of al actions performad by it in extensive bul easy io urdarstand reports. A detalled
scan report contains stalistics of ait scanned objects, ssttings used ior each task and i history of aclions performed on each
indivigual file. Reports are aiso generated curing reai-time protection, and siter updating the antivirus database and zpplication
mocuies.

The Antivicus logs can be viewed by selecting ‘Anlivirus Events' from the Show drop-dewn of the log viewsr interface.
Altemnatively, the Anlivirus log screen car: be accessed by ciicking the number beside "Cetecied Threals' in the Advanced View of
the Home screen in the Antivirus pane.
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Y2V C:\Pregram Filesidiass...  Virus Wind2.Sal...

121 C:iurapareskiest dltdll  Mabvara@#3betib..  Ask

Curnpadeakiest_cil.dll  Malwara@$8kvib...  Detect

viahwara@®ihvht.  Datect Succass

Column Descriptions

1. Date - Indicates the date of the event.

2. location - indicales the Incation where the application detected with 2 thraat is sicred.
3. Malware Name - Name of the malware event tha! has been delected.

4. Action - Indicztes action laken againsi the maiware through Anlivirus.

5. Status - Gives the staius of the action iaken. it can be either ‘Success’ or *Fait'.

6. Alert - Cives the deiails of the alert displayed for the event

o To expor the Antivirus logs as a HTML file ciick the 'Export’ button
chocse ‘Export’ from the context sensitive menu.

or right click inside the log viewer and

«  Toopena siored CIS log fle, click the 'Open’ butten

s Torelresh the Antivirus iogs, click the 'Refresh’ button or right click inside the log viewer and chocse ‘Refresh’

from the conisxt sensifive menii..

= Toclear the Antivirus logs click the "Ciear’ butlon

2.6.1.1. Filtering Antivirus Logs

Comodd Intarnet Sscunily allows you ic create custom views of ali ingged even!s according to user defined crileria. You can use
the following tvpes cf filters: ,
7 IBM - Ex. 1002-Part 8 fo 10, Page 2888
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P

. \]’oday - Cispiays &il logged svents for.ioday.
"t Current Week - Dispiays ail logged events dusing e current week. (The current week is caiculated from the
Sunday to Salurday thai hoids the curreni date.}
= Current Month - Displays ali ioggad events during the mcg’th that helds the sument date.
»  Eniire Period - Dispiays every event Ioaged since Comodo Internet Security was installed. {If you have cleared
the log hislory since instailation, this cplicn shows all logs created since that clearanice}.
Custom Filter - Enables you 1o select 2 custom period by choosing the ‘Frony’ 2nd o’ detes under ‘Flease
Select Period
Altemnatively, you can right click inside the log viewer module and choose the time pericd.

G a5, you can further refine the displayed evenris acconding © specitic filters. Folowing are
available dilters for Anlivirus logs and their ineanings!

+  Action - Displays events according to e response {or actior: taker) by the Anlivirus

- Location - Displays only the eve aed from a specific location
ocation - Displays only the events logged from a specitic on IBM - Ex. 1002-Part 8 fo 10, Page 2889
IPR2025-00379 (IBM v. Croga)



«  Maiware Name - Cisplays only the events iogged comesponding to a specific malware
<  Status - Displays the events according o the status after the aclicn tzken. It can be either 'Succsss’ or 'Fail’

To configure Advanced Filters for Antivivus events

RXRORXR

1. Click s funrel bullon om the title bar or right click insice the log viewer module and choose "Show Advanced
Filter fom the conlext sensitive meru. The Advanced Filler interiace for AV evenls wili cpen

2. Seiest the tister from the ‘Acvanced Filter’ drop-down and click ‘Add' to apply the filter.

AL IIII 120177197157

- You have 4 categories of filters that you can add. Eact: of thess categories can be furiher refined by either selscting or
deselscting specific filer parameters or by the user typing a filter slring in the field provided. You can add and configure any
number of filters in the 'Advanced Fiiter’ dialog.

Foliowing are the cptions avaiiable in the "Acvanced Filler’ drop-down:

i.  Action: The ‘Acticn’ option allovss you o filler the entries based on the acticrs 1aker: by CIS against the detecled
threat Selecting the 'Actiory option displays a drop down field 2nd a set of specific filter parameters that can be
selecied or deseiected.

& Seiect ‘Equal or ‘Not Equal’ option from the drop cown. "Not Equal’ will invert your selected cheise.
b) Mow select the checkboxss of the specific filter parameters to refine your search. The parameter available are:
- Quarantine: Displays events where the user chose to guarantine a fiie
+  Remove: Displays svenis where the user chose lo delele anitem
= lgnore: Displavs events where the user chose 1o igriore an item
= Dastest: Cispiays events for detection of a melware
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«  Ask: Displays evenls when user was asked by alert conceming some Dsfense+, Firewali or Anlivirus event
o Rastore: Dispiays events of the applications thzt were quarantined and restored
< Block: Displays events of #ie applications that were blocked

For exampie, if vou shecked the ‘Guarantine’ box then selected 'Not Equa, you: would see only those Events where
the Quarantne Acticn was not selacted at the virus notification alert.

ii. Location: The ‘Location’ option enables you to filtar the iog sntries relsied to ovenls iogged from a specific focation.
Seiesting the 'ocation’ option displays a drop-down field and text entry fielc.

N

a) Seiect ‘Contzins’ or ‘Soss Not Contain’ optien frem the drop-down fisld.
b) Enter ihe text or word that needs to be filtered.
For exampie, if you select ‘Containg’ option from: ihe drop-down and enter the phrase "C\Samplest in the text field,
then ail evants containing the entry ‘C:\Samplest in the Location fieid wili be dispiayed. [ you select 'Does Not Contain’
option fom the drop-down fieid and enter the phrase ‘C:\Samplest'in tha text field, then all events that do not have the
entry 'C:\Samplesy wili be dispiayed.
ii. Malware Name: The Malware Name’ option enables you to filter the leg enlries relaled to specific mahvare.
Selecting the ‘Malware Name' cplicn dispiays a drop-cown fieid and 12xt entry field.

Agvanced Filtsr |Malwara Name

EVVTTYOUTP VTS

o

g} Seiect ‘Conlains or 'Doss Not Conlain’ oplicr: from the drep-down: field.
D) Enter the lax in fie name of the maiware thai neads 1o be filtered.
For exzmpie, if you choose ‘Containg’ option from: the drop-down and enler the phrass 'Bluic-Forca' in the text fieid,
s = s ‘ en aif events containing the eniry ‘Bluto-Force' in the Mahvare Name fisld will he displayed. f you choose ‘Doas Not - - -~
Centain’ option from the drep-down and enter the phrase ‘Bluto-Foice' in the taxt figld, then al events that do not have
the sniry ‘Biuto-Foree’ in the 'Mahware Name' fisld will be displayed.
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iv. Status: The ‘Status’ oplich aflows vou 1o filier the log eniries based on the sussess or failure of the action iaken
agains the threat by CIS. Selecting the 'Status’ optior: displays & drep-down fisld and a set of spesific filter
garametsrs that can be selected or deseiecled,

A HRERETUOUOOUIDIIREERREEEII R NE

POt LLE L LU LT RLLLE o AT,

a) Select ‘Equal or "Not Equal’ option from the drop-down field, 'Not Equal’ wilt invert your selected choice.
b} Now seiect the checkboxes of ihe specific filler parameters o refing your se2rch. The parameter available are;

o Success: Dispiays Evenis that successfully executed (for example, the maiware wes successfully

Guarantined)
= Failure; Displays Events that failed to exectie {for example, the database mahware was not ~
cisinfected)

Nute: Mote than one filter can be added in the "Advanced Filter’ pane. After adding one fiter type, select the next fifier type and
click "Add’. You: car: als remov a filter type by clicking the X' button at the top right of the filter pane.

«  Click 'Apply’ for the filters to bs appiied to the Artivirus log viewer. Only thoss enlries selecied based on your set filler
criteria wiil be displayed in the iog viewer.

= For clearing afi the filters, cpen 'Advanced Filter’ pane and remove all the filters ons-by-one by clicking the X' buttor: at
the top right of each filler pana and clici 'Apply’.

2.6.2. Firewall Logs

Comodo Inlernet Security fecords a history of al actions iaksn by the #rewali. Firewali ‘Events’ are generated and recerded for
various freasons - inciuding whenever an applcalion or process makss a connection attempt hat contravenes a rule in your
Ruie seis or whenever Lhere is a change in Firswall configuration.

The Firewail logs can be viewed by selecting Firewszll Evenis’ from the 'Show’ drop-down of the log viewer inlerface.
Aliermatively, the Firewail log screen can be acoessed by olicking the number beside 'Network Intrusions' i the Advanced View
of the Home screen in the Firewal: pane. .
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.
Column Descriptions

o oA W

Date - Contains precise detaiis of the date 2nd time of the corneciion attempt.

Appfication - Irdicates which application or process propagaled the evenl. If the application has no icon, ths default
system: icon ‘or exect:tabie files ars used

Action - Contains the flags alfached ic the avents, indicating how the firewal: has reacted to the connection attempt.
Target - Indicates whether the connection attempt is inbound or outound.

Protocol - Represents the Protocol used by the application thzt attermpled lo create the connecticn. This is ustally
CPAP or UDP - which 2re the most heavily used networking protocols.

Source [P - Stales the |P address of the hosl thal meds the conneclion &ilempl. This is usually the 1P address of your
cemputer for oulbound sonneclicns.

Source Port - States the port rumber or: the host at the scurce [P which was used 1o make Lhis connection atlempt.

Destination IP - Slates ihe IP address of the host to which the conneclion allerrpl was made. This is usually the iP
address of your computer for inbound cornsctions.

Destination Part - States the port number on the host ! the destination iF t which the connection altempt was
made.

Alert - Gives the defails of the aiert displayed for the event

To expori the Firewail logs as a HTML file click the Export button or right click inside the log viewer 2nd chooss

‘Fapnit’ from tha' anantert sensitive imenu,

To ogen a siored CIS fog e, click the Open bution
3

IBM - Ex. 1002-Part 8 fo 10, Page 2893

IPR2025-00379 (IBM v. Croga)



« Terelresh the Firewall logs, click the Refresh button

from the coriext sensiiive menu..

«  Toclear the Firewail logs click e Clear butto

2.6.2.1. Filtering Firewalf Logs

or fight click inside the log viewer and choose ‘Refrash’

Comodo Intemnet Security allows you to create custor views of afi iogged evenis according to user defined criteria. You can use

the foilowing types of fillers:

o Prasst Thne Fifers
. .
o Advansed Fillers
Voamod ™ Tile
BRI i ey

NN

= Teday - Dispiays ait logged svents for foday.

\ -

»  Cutrent Week - Cispiays ail logged avents dusing the current week. (The current week is caiculated from ths

Suncay % Saturday that hoids the curreni date.}

= Current Month - Displays ali iogged events during the manth that holds the current date.

«  Entise Period - Dispiays every event leggad since Comodo Interriet Sscurity was installed. (i you have cleared
the log history since instaifaticn, this opticn shows all logs created since that clearance).

»  Cusiom Fiiter - Enables you 1o select a custom period by chogosing the From’ and 1o dates uader 'Pleass

Saleci Pedod’

Alternatively, you can right click inside the log viewer module and chaoss the lime paricd.
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Advansst

Having chosen a presei time Hilsy, you can further refine the displaysd events according to specific fillers. Fofiowing are
available fiters for Firewall logs and their meanings:

= Action - Displays events according ic the response {or aclicn laken) by the frewali

- Application - Cispiays only the evenls prepagated by a specific application

+  Destination IP - Displays only the events with a spscific targel iP address

+  Destinativis Port - Displays cnly the avenis with a speciic target port number

o Direction - Cispiays only the events cf Inbound or Cutbeund nature

»  Protocof - Cisplays only the svents thatinvolvad & spec‘"c protecol

o  Source !P address - Displays only the events that originated from a sgesilic 1P address
-  Source Port - Bisplays only the events that originated from 2 specific port wu'rbﬂr

-

To configure Advanced Filters for Firewall events

1. Click the funnel button rom: the title bar er right click inside the log viewer module and choose 'Show Advanced
Fiter' rom: the conlext seasilive menu. The Advanced Filter interface for Firswail events wili open.

2. Seiest the titer from ihe "Acvanced Filter’ drop-down and click ‘Add' to appiy the filter.
I \\

sdvanced Filter .Acrion
N
Appbestion
Destination P
Destinstion Pait
Cirzcrion
Protceol

Scwze P

Sourcs Pert

You have 8 categories of fiters that you can add. Each of these calagenes can be further refinad by sither seiecting or
deseiecting specific filter paramelers or by the user typing a filter string in the %eld provided. You can add and
configure any number of filters in ths 'Advanced Fiiter dialog.

Foilowing are the cptions available in the "Advanced Fiiter crop-down

i Action: Seiecting the 'Action’ oplion displays a drop-down box and a set of specific filter parameiers that can be
selected of deselected.
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Advanced Fiftar Action

2) Seiect ‘Equal or ‘Noi Equal option from the drop-down box. "Not Equal’ will invert your selecied choice.
D) NMNow select ihe checkboxes of the specific filler paremeters to refine your search. The parameter available are:

= Blocked: Cisplays list of events thai were bleckec:
<  Aliowsed: Displays list of events that were ailowed
o Asked: Dispiays Iist of events that were asked o the user
o Suppressed: Displays iist of events that were suppressed by the user
i. Application: Selecting the ‘Appiicaticn’ option displays a drop-down box and text entry field.

&) Seiect Centains or ‘Does Not Contain’ oplicn frem the drop-dowrn: box.
o) Enter the taxt or word that needs 1o be filtered.
For exampie, if you choose ‘Contains’ oplion from: the drop-down and enter the phrass "Bluic-Force' in the text fieid,
then ail events containing the entry Bluto-Force’ in ths 'Application’ column will be displayad. i you ssiect 'Coes Nol
Contain’ opiicn from the drep-down field and enter the phrase 'Bluto-Force' in the texi fizld, then all events that do not
have the entry ‘Bluto-Forea' in the "Agplication’ column will be displaved. o

A}

ii. Destination IP: Selscting the 'Destinaticn IP’ opiion displzys two drop-down boxes and a text eniry field.
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g) Seiect ‘Equal or ‘Nat Equal’ option irom the drop-down box. "Not Equal’ will invert yeur selecled choice.
p) Seiect 1Pv4’ or 'IPVE’ frem the drop-deiwn: box.
¢} Enter the destination system's [P address that needs !¢ bs fitered.
For exzmpie, if you choocse ‘Contains' oplion from: the drop-down, seiect iPv4 and enter 192.158.111.111 in the taxt ' .
field, $hen ali events condaining the entry '182.168.111.111" in the ‘Cestination 1P’ column will be dispiayed. :

iv. Destination Port: Seiecting the 'Destination Port’ opticn displays a drop-down box and text entry field.

rester Than
i Grezte: ThanGs Equat
1255 Than : {

Less Then OF Scpeal
Not Equxd

&) Seiect any cne of the following option the drep-down box.
o Equal
o reater than
= Greaisr than or Sgual
+ ilessthan
- Less than or Equal
«  Not Zqual
b) MNow enter the destination pert number in the tax! entry field.
For exampie, if you chocse ‘Equal cpticn from the drep-down 2nc ender 8080 ir the text fieid, then ait events
containing the eriry B080° in the ‘Destination: Part’ coiumn wili be dispiayad.
v. Direction: Selecting the 'Direction’ option displays a drep-dewn box and a sel of specilic filler. parameters hatsan. - - -« —— -
he selected or deselected.
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&} Select 'Equal or ‘Not Equal’ cption from the drop-down box. ‘Not Equal will invert vour selecied choice.
51 Now seiect the check bex of the speciiic fiiter paramsaters o refine your search. The parameler available are:

°

ir: Displays a list of evenis that were directed inte the svstem
Oui: Displzys a list of evenis that were directed oui of the system

vi. Protocol: Seleciing the 'Protoce} option displays a drop-down box and a set of specific filler parameters thzt can
be solected or daselected.

Advanced Fifter :Protoco

a) Seiect Equal or 'Not Equal option from the drop-down box. *Not Equal will invert your selected choice.
b) Now select e checkboxes of the specific filter parameiers lo refing your search. The parameter available are:

»

TCP
Usp
ICMP
IPV4
IGMFP
GGP
PuP
iDP
IPv6
iCMPVE

ND

vil. Source IP: Seiecling the 'Sourcs 1P’ oplion displays iwo drop-down boxes and a set specific fiter parameters that

£an be seiected of deselecied.

/
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3
B e aasacad

a) Seiect ‘Equal or ‘Not Equal opiion from the drop-down box. "Not Equal’ will invert your selected choice.
b) Seiect 1Pv4’ or IPV6’ from the drop-down box.
¢} Enter the scurce system's iP address that needs to be filtered.
viil. Source Post: Selecting the "Staius’ option displays a drop-down box and a set spacilic filtsr parzmeters thai can
be selecled or deselscled.

Advanced Fifter (Source Pont

Greater Than
Greater Than Or Equd

L2855 Then

Less Then Or Equal

Not Equal

2} Seiect ary cne of the following option the drop-down box.
« FEqual
o Jreater than
o Grealer than or Zcual
o iessthan
o Lessthanor Equal
s Nol Equal
b) Now enter the source poit number in the text entry fieid.

Nois: Mors than one filler can be added in the ‘Advanced Filter’ pane. After adding ons filter type, selec! the next fiilsr typs and
click 'Add’. You can also remove a filter type by clicking the X button at the top right of the filter pane.
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< Click 'Apply’ for the filters to be appiied te the Firewali iog viewsr. Oniy those sntries selected based on your set filter
criteria will ba displaved in the iog viewer. ‘

o Forclearing ali the fillers, cpen ‘Advanced Filter’ pane and remove all the flters ona-by-one by clicking the ‘X’ button at
the top right of each filter panz ard click ‘Agply’.

2.6.3. Defense+Logs
C

Comodo intemet Sestrity records & history of ail actions taker: by Defense+. Dafense+ ‘Events' are ganerated and recorded for
various reasons. Exampies include charges in HIFS seitings, when ar application is auto-sancboxed by Behavior Blocker, when
an application or precess attempls to access rastricted areas or wher an action occurs that contravenes your HP S Rudessis.

The Dafense+ logs can be viewed by seleciing ' Defense+ Events’ teb frem the 'Shovr’ drop-down of the leg viewer interface.
Altermatively, the Defense+ iog screen can be accessed by clicking the nimber beside Blocked infrusions’ in the Advanced View
of the Home screen in the Auto-Sandbox pzne

T A

efense+ Events

£ ¢ibecumen:s and Setingsh .. Scannad Crii...

1272016 ... 29 CBezuments and Settingeh...  Modify Kay

Qirgct Maniter,..

1212014 3. 83 Cilesuments and Settingsh...  Scennad Crii,

Column Descriptions

1. Date - Conlains precise defaiis of the date and time of the access attempt.

2. Application - Indicates which application or process propagatad the event. i the application has no icon, the defauit
system: icon ior executabie files are used.

3. Flags - Indicales flags set for the kinds of actions agzinsl the event iriggered by the fiie.
4. Target - Represents the iocation of the targst fie.

5. Alert - Gives the detalls of lhe alert displayad for the event

«  Toexpori the Delense~+ logs as a HTML fle click the 'Expert’ butlon or right click inside the log viewer and
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chosse ‘Expori fom the context sensitive menu.

> Tooper: a stored CiS Iog file, click the 'Cpen’ buile

s Torefresh the Dafense+ logs, click the 'Refresh’ button or right click insida the log viewer and cheose 'Refresh’

frem the context sensitive meni.

o Toclear the Gefensa+ logs click the ‘Clear” button

2.6.3.1. Filtering Defense+ Logs

Cusiudo Intemnet Security allows you o create custom visws of al iogged evenis according to user defined criteria. Yol can use
the foilowing iypes of filtsrs:

01/01/2014

01/21/2014

LA
2

7

+ Today - Cispiays ail logged svents for ioday. .

»  Current Week - Dispiays ail logged events during ths current week. {The current week is caiculated from the
Sunday lo Salurday the! hoids the curreri dale.}

= Current Month - Displays ali ioggad events during the menth that helds the current date.

= Entire Period - Displays every event lcgged since Comodo Internet Security was insialled. (If you have cleared
the lozz history since instailation, this opticn shows all logs created since that Clearance;).

<  Custom Filter - Enatles ycu 1o seleci 2 cuslom period by choosing the From' 2nd o’ dates under 'Please
Select Perincd .

Altematively, you can right click inside the Ing viewer module and choose the time paricd.
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s
Having chosen & presed e §iike from the lop panel; you can further-refine the displaved events accerding te spscific fiters.

Foliowing are avzilable #iters for Defense+ logs and their meanings:

Application - Dispiays only the events prepagated by a-specific-application

>

- Fiags - Displays events ascording i the response (cr action tzken) by Defense+

Target - Displays only the svents that invclved a specitied targat agplication

To configure Advanced Filters for Defense+ events

1. Click the funrel button om: the litle bar cor right click inside the log viewer module and choose 'Show Advanced
Fiiter’ irom the context sensilive menu. The Advanced Filer interface for Tefense+ events wili gpen.

2. Select ihe fier from the ‘Advanced Filter’ drop-down and click 'Add’ to appiy the filter.

You hava 2 caleqonias of fiiier that vou can add. Each of these categories can be fusiher refined by eithar seiesting or
) ) g

deseiecting spacific filter parameters or by the user typing a filler slring in the #eld provided. Fofiowing are the options

availabie in the ‘Advanrced Filter’ drop-down:
Application: Adding the ‘Application’ aption displays a drop-cown fieid and tex: sntry fieid.
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Adwanced Filter ;Appilcation

Doses Not Coniain

a) Sefect ‘Contzins’ or ‘Does Not Contain’ oplicn frem the drop-dewn menu.
b) Enter the text or word that needs to be filtered.
For exampie, if you chonse 'Contains' option from the drop-down and enter the phrase Ioyveoyl’ in the tex! field, then
ail evenls containing the entry loyveoyt' in the "Application’ column will be displayed. If you choose ‘Does Mot Contain
oplion from: the drop-down and enter the phrasa loyvecy! in the texi fieid, then ail events that do net have the entry
“oyveoy!l’ in the 'Application’ column will be displayed.
i. Flags: Seleciing the ‘Flags' option displays a drop down-menu and a set of spacific #lter parameters thatcan be
selected or doselected.

advanced Filter iFiags

2) Seiect 'Equal or ‘*Not Equal’ option from the drop cown menu. 'Not Equal’ wil invert your selected choice.
) Neow sefect ihe check-boxes of the speciiic fitier parameters 10 refire your search. The parameter available
are!

o SandboxedAs

o Ssanred Orline and Feund Safe

o Suamed Inline and Found Matciods
~ e Access Memory

= Create Process

«  Terminate Process
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Advanced Fifter

Modify Key
Modify Fils
Diract Memory Access

Direct Disk Access
Cirect Keyboard Access
Cirect Moniior Accoss
i.oad Criver '
Send Message

Insiall Hook

Access COM Inisraco
Execute Image
DNS/RPC Client Access
Change Delense+ Mode
Shelicode Injection
Blocck Fils '

Suspicious

Hook

Alert Suppressed

iTarget

For exampie, if vou chocse ‘Equal’ frem the drop-down and select 'Sardboxed as' from the checkboxes, only lhe
events of applications auto-sandboxed by.Behavicr. Biocker.wilibe dispiayed. If you choose 'Not Equal’ from the drep-
dovin field and select 'Mediiy Key' chack box, then all events thet do rot have the entry ‘Mcdify Key' in the ‘Flags’
coiumn wili be dispiayed. You czn select more than one check box opliens from this interfzce, as required.

i, Target: Selecing the Target cpiior displays a drap-down menu and text enlry fieid.

NI

/
/
/
/
/
/
%
-
/
|

Dees Not Contain

' a} Seiect ‘Contzins’ or ‘Does Not Contain’ oplion frem the drep-down menu. N
b) Enter the texi or word that needs to be fillered from the Target column.
For example, if you choose 'Contains' frem the drop-down 2nd erier the phrase 'svshost.exe’ in the text field, then al
events containing the entry 'svchostexe' in: the Target columin will be displayed. If vou choese ‘Does Not Contain’
from the drop-down and enter the phrase 'svchostexs' in the text fieid, then ali events thal de not kave the snlry
‘'svchost.exe’ in the Targst colurn: will be displayed.

Sote; More than one filter car be added in the ‘Advanced Filter pane. After adding one Elter type, seleci the next fitier type and
click 'Add’". You car: also remove a filter type by slicking the X' bullon al the lop right oi the filler pans.

For clearing ali the filters, cpen 'Advanced Filter’ pane and remove all the #lters one-Dy-one by clicking the X button at
the top right of each filter pana and click 'Agply’.

Click ‘Apply’ for the fillers tobe app?ie%i 1o the Firewal: iog viewer. Oniy those Cefense+ entries salected hased on your
set fier crileria wili ve displayed in the log viewer. )
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2.6.4. "Website Filtering' Logs

Comodo Intemst Security maintains a log of Websites ailowed or blocked to specific users by the ‘Website Filter’.

You can configure rules 1o ailow or bleck access to specific websites for pariicular users of your compuler under Advanced
Setiings > Secdnty Settings > Firewall Settings > Website Filtering. For mors detaiis on configuring the Website Fiter, refer 1o
the sectior: Websie Filfeting. The Website Ft"emg leg onables you 1o analyzs the attempls made by the cther users to access
the blocked or ailowed websites.

The 'Wabsiie Filtering' logs can be viewad by choosing the Website Filtering' from the 'Show’ drop-down of the log viewer
interface.
N

‘ahsite Filtaring

12172015 4., hilp.ifobessicn.ce.safrebosiiimages/recovara...

172028 4.0 fipiiobes

172172014 12:... ~ hitp.f/coolpizza.com

Column Descriptions

1. Date - Contains precise detaiis of the date and time of the event

2. Website - Shows the ur of the website that was blocked or allowved as ger the sules sonfigured in the Websits Filtering
interiace.

3. Category - Indicates the predefined category 1o which the websiie belongs.

4. Action - Indicates whather the access lo the websile was aliowed or biocked to the user.

> To export ths ‘Website Filtering’ logs as a HTML fife click the 'Expert’ button or night click inside ths iog viewsr

and choose ‘Export’ from the oontexi sensitive men:.

»  TJoopen a siored CIS log fle, click the "Open’ butte

o Torelnesh the Alerts logs, click the 'Refresh’ butten i or right click inside ths log viewer and choose "Refresh’ from

the context sensilive menu..
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» T clear the Aleris logs click the 'Clear buiton

2.6.4.1. Filtering "Website Filtering’ Logs’

Comodo Internst Security allows you ic creale cuslom views of ali iogged events according to user defined crileria. You can use
the fotlowing types of filters:

Smaaat Tiwa \,}"i. o
hd FIOSE; § uNE Maefg
N S I Shdar
. ABYanTes MASTs

Clicking on the hancle &t the bottom snebles you ic fiter the logs for 3 selecied time period:

- PRREYS

%7

YA
-~

1 01/21/2014

S

»  Today - Cispiays ail logged svents tor ioday.

+  Current Week - Digpiays ail logged svents during ihe curreni weeX. (The current week is caiculated from the
Sundav to Salurday that hoids the currer:i date.} *

= Current Month - Displays alt logged evenis during the menth that helds the surent date.

+  Entire Period - Dispiays every svent lcaged since Comodo Internet Security was installed. (i vou have cleared
ihe log history since instailation, this oplicn skows 2ll logs created since that clearance).

»  Cusiom Filter - Enables you to select & custom period by choosing the ‘From' znd 7o' dates undsr ‘Flsase
Select Pesiod

Allematively, you can right click inside he leg viewer module and choose the time pericd.
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fler irom the top pensl, yeu can further refine the displayed evenls accerding (o specific dilters.

‘n\.

Having chosen 3 prossat ¥
Foliow:n are available # llers for Defensa+ logs and their.meznings:

- Website - Cispiays only the events that involvs a spesific website
+  Category - Dispiays only the svents that involvs altempls 1c access the websitas of 1he specified category ‘
»  Action - Displays only the svenls that invoived the speciiied action

To configure Advanced Filters for Defense+ events

Click the funnel buttor froim the title bar or right click insice the log viewer module and choose 'Show Advanced
Filter rom the contex! sensitive menu. The Advanced Filter interiace for "Website Fillaring’ evants will open.

Seiect te fitter from the 'Advanced Filter’ drop-down and click ‘Add’ to appiy the filter.

éategon‘es of fitier that you can zdd. Each of these categories can be furiher refined by either selecting or
deselesting specific filter parameters or by the user typing a filter string in the field proviced. Foliowiag are the options
availabie in the ‘Advanced Filter’ drop-down:

Website: Adding the Website’ option displays a drop-doivn: menu and 1ax! enlry field.

You have
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C P T a) Select Equal or 'Not Equal option from the drop-down ment.
b) Enter the url of the website that needs t¢ be fiferad.
‘For exampie, if you choose "Zqual’ eplicn from: the drop-down and enter the phrese facebook.com' in the fext fisld,
than ail evants that invoive the website facebock.com' in the "Website' column will be displayed. If you choose ‘Not
Equal’ option: from the drop-down: and enter the parase acebock.com' in: the text feld, then ali events that de not
involve facebcok.cem’ will be displayed. .

i. Category: Selecting the 'Category’ cpticn dispiays a drop down menu 2nd text entry fisld.

Malware Sites

a) Select ‘Contains' or ‘Soes Not Contain’ opticr from the drop-down menu.
t) Enter the predefined category of websites that needs to be iitered Irom the Catagory coiuma.

’ For exanipie, if you chocse ‘Contains’ optich from the drop-down and enter the phrase 'Malware Sitas’ in the text fieid,
then ail events tha! invoive the websites falling within the category will te dispiayed. if you choose 'Doss Net Contair'
oplion #om the drop-down and enter the phrass ‘Mzlware Sites’ in the text field, then ali events that do not invoive the
websites defined within the Maiware Sites calegery wilt be cisplayed.

ii. Action: Seleciing the 'Acticn’ cplion displavs & crop-down menu and a set cf specific lter parametets that can be

selectad or deselested.
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a) Select ‘Equal’ or ‘Not Equal’ option om the drop down menu. 'Not Equal’ will invert your selected choice.
h) Now seiect the check-boxes of the spacific filer parameters 1o refine your search, The parametar available

are:
= Allow
< Block
+  Ask

For exampie, if you chocse ‘Sgual’ opticn from ths drop-down and select ‘Biock” from the checkboxes, only the evenls
that involve biocking the access to the websiies to the users will be displayed. if you choose ‘Mot Equai’ oplion from:
the crap-down and select ‘Block’ check box, ail the svents that do not involve biccking the websites will be displayed,
You can seiecl more than ona check box oplicns from this interlace, as required.

Note: More than one filter can be added in the 'Advanced Filter pans. After adding one filter typs, select the next fitter type and
click 'Add’. You car also remove a fiter type by clicking the X’ bullon at the tep right of the filter pane.

«  Click ‘Apply” for the fillers to be appiled ic the Website Filtering log viewer. Cniy those 'Website Hiillerirg' iog enlries
selecied based on your filler crileria will bs displzyed in the log viewer.

»  For cleasing ali the filters, cpan ‘Advanced Filler’ pare and remove all the filters one-by-one by clickir:g the X’ button at
the top right of each filler pzne and click ‘Apply’.

2.6.5.'Alerts' Logs

CIS mairtains a history of pop-up securily alerls gensrated by its Anlivirus, Firewail and Defense+ compenents and the actions
taken against ihe threats discovered, depending on the responsa to the alerts by the user.

7

Tha Alerts logs can be viswid by selecting "Alerts’ from: the ‘Show” drop-down of the log viewer interface.
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Column Descriptions

-t

Date - Contains preciss detaiis of the date and time of the alert generation.

Type - Indicates the type of the alen, whether itis &, Antivirus, Firewail or Defense+ {HIPS, Behavior Blecker or Auto-
Sandbcx) alert.

Description - Brief descriplion of the file or the event that tiggsred the alert
Advice - Advice offerad by CIS en how 10 respond for the alert.

Answered - indicates wheiher ine slert kas been answered by the user and if enswered, contains pracise details of
the date znd time of respense fom the user.

Answer - Indiczies the response given by the user. .
Flags - Indicates flags set ior the kinds of actions ageinst the event iriggered by the file.
7

Treat As - 2ased on e response how the fiie is treated, whether it is rezied s a safe application, instailer and so
ch. .

Event - Clicking 'Related Event’ opens the dstails of the event that has riggsred the alert.

To exgort the Aleits iogs as a HTML file click the *Export’ butten i or right click insids the lcg viewer ard chaose

"Export’ from: the context sensitiva meru.

To open a siored CIS log file, click the 'Open’ butlon

To refresh: the Alerts logs, ciick the 'Relresh’ butten or right click inside the log viewer and chooss "Refresh’ from

the context sensitive meru.

Tr clear the Aleris logs click the "Clear buiton
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2.6.5.1. Filtering 'Alerts Displayed' Logs

Comodo Internet Security allows you ic create cuslom views of ali iogged events according to user defined crileria. You can use
the foilowing tvpes of filters: g

Clicking on ths handle at the bottom enebles you ic Hiter the logs for a selecied time period:

oy
o
S

VNN

2

< Today - Cispiays ail logged avenls for ioday.

o Current Week - Dispiays ail logged svents during the cument weeX. {The sument week is caiculated from the
Sunday to Saturday that hoids the current dale.}

= Current Month - Displays ali iogged evenis during the menth thal helds the current date.

»  Entire Period - Displays every sveni logged since Comodo Internet Security was insiaflsd. (f you have cleared
the log history since instailaticn, this oplicn shows 2l logs created since that clearance).

o Custom Filter - Enables you to sslsct 2 custom period by choosing the *From' znd “To’ dztes under ‘Flsase
Select Period’

Altematively, you can right click inside the leg viswer module and choos? the time pericd.

You can iurther refine the disglayed evenls acconding to speciiic titiers. Foliowing are available fiters for ‘Alests’ logs and their
meanings:

Advice: Displays only the log of zleris that mziches the advice entered
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«  Answer: Dispiays only the iog of alsrts that were answered by you with the'sslected fesponse

«  Answered Displays only the log of aierts that were answered or a seiected dzis and time

»  Description: Displays only the Iog of alerts thal maiches the description enterad

= Flags: Cispiays only the iog of alerts based on the selected flags set for the corresponding events

= Treat As: Displays cniy the lcg oi alerts based on their ‘Traat As’ respense you eniered in the pop-up alent

> Type: Displays orly the log of alerts of selected type. They can be Antivirus, Firewail or Defense+ {HIPS, Behavior
Biccker or Auic-Sandeox) alerts.

To configure Advanced Filters for Alerts Displayed

1. Click ihe funrel button : the fitle bar or righi click insice the log viewer module and choose 'Show Advanced
Filter’ irom: the conlext seasitive menu. The Advanced Filter interface for 'Aleris’ logs wili cpen.

2. Seiecl the fiter from the ‘Advanced Filter’ drop-down and click ‘Add’ to appiy the filler.

Advanced Filter .Advise

Arswer
Answered
Cezcription
iFiogs
Treat As

Type

N

You hava 7 calegonies of fiiers that vou can edd..Each of these calegories can be furthsr refined by either. selecting or '
deselecting specific filler paramelers or by the tser typing a filter slring in the #eld provided. You can add and
configure any number of filters in the "Advanced Fiter’ dialog.

Py

Foilowing are ths oplions available in the ‘Add’ drop down menu:
Advice: The ‘Advise’ option enables you to fitter. the alerts besed or: advices given by CIS in the alert. Selecting
the 'Advice’ cplion dispiays 2 drop-down field 2nd text eniry field.

\\\,\\\\\ . RTINS

Advanced Fifter Advise

Joss Nt Conkan

a) Seiect Contains of 'Does Not Contain’ eplicr: from the drep-down menu.
&) Enter the taxt or word as vour fiter criteria,
For exampie, if you chocse ‘Contains' option from: the drop-down and enter the phrase 'you can safely aliow this
recques! in the laxt fiald, then only ths entriss centaining 'you can safely allow this requas?’ in ths "Advise’ column will
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be displayed.

ii. Answer; The 'Answer’ option enables you lo filter ihe alerts based on how you answered for the aferts. Seleciing
the 'Answer oglion displeys a drop-down box and a set of specific filter parameters ihat cen be selected or
deselecied.

Advanced Filter [Answer

a) Select ‘Equal’ or ‘Not Equal’ opiion from the drop down menu. 'Not Equal’ will invert your selected choice.
b) Now seiect the check-boxes of the speciiic fiitsr paramsters lo refine your search. The parameter avzilzble

are:

= Unknown

«  Allow

o LCeny

o TraalAs

o Szndbox

= Time-out

= Disiniect

= Quarantne

= Skip Oace

*  Addlo Exclusions

«  Addto Trusted Files

o False Positive

s« Skip

s Terminate

= Keep insice Sandbox

= Runcuiside Sandbox
For exampie, if you choose ‘Egual’ from ths drop-dowr, and select'Add to Exclusions’ checkbox, only the log of
Antivirus aierts for which you answered as 'lgnore’ > lgnore and Add 1o Exclusions’ will be displayed.

ii. Answered: The Answared option enables yvou {o fiter the iog based on the date you answered the alerts,
Seiecling the ‘Answered’ ogtion displays a drop-down Hox and cale entry lisld.
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Advanced Fifter (Answeren

a) Seiect any cne of the Tollowing option the drop-down box.
= Equal
= Not Equal
b) Enter ihe cate by selecting it from the calender.displayed by clicking the drop-down arrow.
‘For exampie, if you select 'Equal’ from the drep-down and select '01722/2814', only the iog of alerts answered on
01/22/2214 will be displayed.
iv. Description: The Descrplion oplicn enables you !¢ iiiter the log based on the descriplion of the attermpt displayed
in ihe alent. Seiecting the ‘Description’ option displays a drop-down field and text entry fieid.

onnect to the internet

L

3) Seiect ‘Contains’ or ‘Coeg Not Contain’ eption: frem the drep-dowr: menu.
b) Enterihe texi or word as your lifter criferia.
For exampile, if vou sslect ‘Containg’ from the crop-down and enter ‘connect to the intemet’, oniy the log enlries of
Firewall ajeris that contair the phrase ‘cornec to the Intemet’ in the description, will be displayad.
v. Flags: The 'Fiags’ option enables veu filtsr ihe entries based on he flags sei for the kinds of aciions against the
gvent triggered by the file. Selecling the 'Fiags’ option displays a drog cown mend and & set of spscific fitter
parameters that can be selecied or deselectec.
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a) Select ‘Equal or '"Not Equal’ option rom the drop down menu. ‘Not Equat’ wiil invert your selected choice.
£) Now select the check-boxes of the spacific fiter parameters to refine your search. The parameler available
are.
+  Remember
= Reslore Point
»  Submit
+  Trusted Fublisher
For exempie, if you chocse ‘Egual’ frem the drep-dowir: and select'Remsmbar’ from the checkbox ogtions, only the
log entries of alents for which ‘Remember my answer’ opticn was selected will be displayed.

vi. Treat As: The ‘Treat As’ enables you 1o filter.the log entries based on their Treat As’ response ycu enterec in.the
pop-Lp aiert. Selecting the Treal As’ oplion dispiays a drop-down mend and text enlry field.

Advanced Filter (TreatAs

& Seiect Contains’ or ‘Does Not Contain’ oplicr from the drep-down menu.
o} Enter the toxt or word as veur filter criteria

For exampie, if you kave chosen 'Contains’ from the drop-down and entered Tnslaller” in the text field, orly te iog
entries coniaining the phrase Installer’ in the Treat As' column will be displayed.

vii, Type: The Type option enables you to fiiter the entries based on the component of CiS that has tiggerad the
alert. Selecting the Type’ option cisplays & drep down mang and a sat ¢f specific aleit types that can be seiecled

of deseiected.
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a) Seiect Equal or ‘Not Equal’ option fom the drop cown menu. "Not Eqial will invert your selected choice.
b) New seiect ihe check-boxes of the speciiic fiier parameters to refine your search. The paraimeter availeble
are:;

«  Aptivirus Alert

e Fircwail Alert

e Cefease+ Alert

+  Behavior Blocker Alert
For exampie, if vou select ‘Equzl’ from the drop-down znd select ‘Antivirus Alert’ checkbox, orly the log of Antivirus
aierts will be displaved.

-

Nate: More than one filter can be adkied in the *Advanced Filter’ pane.After adding one filter type, select the next liller type and
click 'Add’. You car: alsc remova a dilter type by clicking the %’ bulton at the top right of the filter pane.

Click ‘Apply’ for the filters to be appiied t the ‘Alerts’ iog viewer. Cniy those eniries selectad based on your set filter
criteria wiil be displayed in the log viewer,

«  Forclearing ali the filters, cpen ‘Advanced Filter’. pane and remcve all ths filters ona-by-one by clicking the X' butior: at
the top right of each filter pa2ns ard click 'Apply’. .

2.6.6. Tasks

Comodo Internet Security recards & history of ali the CIS fasks iike virus signature dziabase updates, scans run and so on. The
“Tasks Launchad' log window displays a list of tasks fatnched at various time peints with their compietion status and other

details. .
The ‘Tasks’ logs can be viewed by seleciing Tasks’ fom the 'Show’ drop-down of the log viewer interface.
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Column Descriptions

1. Date - Contains precise detaiis of the date and time when the task is launched,

2. Type - Indiczies the type of the task. .

3. Parameter - Indicates the parameter (iike scan type) assccizied with the task. '
4. Completed - Containz precise defails of the date and time of the completion of e task.

5. Code - Indicates the cods of the task as assigned by CiS.

6. Info & Additiona info - Provides additicnal information o the fask.

Xeu

- Toexpor the Tasks logs as a HTML file click the ‘Export’ butten:

or right click insice the log viewer and choose
‘Exgort’ from the context sensitive menu. .

« Toopena siored CIS log file, click the 'Open’ buiten

- Torelresh ihe Tasks iogs, click the 'Refresh’ button right click inside the log viewer and choose ‘Refresh’ from

ihe context sensitive meru.

«  Toclear the Tasks logs click the 'Ciezr’ button

2.6.6.1. Filtering 'Tasks Launched' Logs

Comrodo Interneat Security 2llews you io create custom views of afi logged events according to user defined criteria. You can use
e foilowing tvpes of fillers:

Clicking on the handle at the battom enables you o filter the logs for 2 selecied time period;
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S

Today - Cispiays ail logged lasks for leday.

*

Current Week - Displays ail logged tasks during the current week. (The surrenl waek is caiculated from the
Sunday lo Salurday the! hoids the curment date.}
= Current Month - Displays ali iogged tasks during the menth that helds the cuent date.
. ) = Entlire Period - Dispiays every lask lngged since Comodo Intemet Security was installed. {if vou have cleared
the log history since instailation, this gplicn shows all logs craaled since that clearance}.
o Custom Fiiter - Enables you to seleci 2 custom period by choosing the 'Fromy' and "To’ dates under ‘Please
Select Pesiod’
Allematively, you can right click inside the log viewer module and choose the time pericd.

~

)
: \

You can further refire the displayed events agcording to specific fiiers. Foliowing are avzilzble filters for T2sks’ logs and their

meanings:
»  Code - Displays the tasks basad on the enterad code valie
° Com-pleted - Displays the fasks corﬁpleled cn enlered date.

. »  Parameter - Displays oniy the tasks leunched that include the selecied parameter, like scen profife or the Incalicns
scanned duning cusicm SCans. ‘
' -+ Type - Displays cniy the seiccted type of tasks iaunchec. They car be & AV Update, AV Scan, Clearing logs and

Guaranise Activation.

To configure Advanced Filtors for 'Tacks' logo , ' . .

1. Click the funnel bulto rom the tihe bar or right click insice the log viewer module and choose ‘Show Advarced
Filter fom the contexi sensitive menu. The Advanced Filter interiace for Tasks log viswer will open,
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Advanced Filter |

You ¢can chese the category of filter from & drop down box. Each of these categories can be further refined by sither
setecting or ceselecting specific #ilter parameters or by the user typing a ilter string in the field provided.

Following are th2 options available in the ‘Advanced Fiiter’ ¢rop down menu:
Code: The Cuds eplicn enablss you lc fiter the tasks based on their code value. Seiecting the 'Code’ oplion
dispiays a ¢rop-cown fizld and texi entry field.

1 IIIIHHHH ;T

2) Seiect ‘Equal’ or "Not Equal option from the drop-down box. "Not Equal will invert your selected choice.

b} Enter the cede or apart of i as vour filter siiteria in the text Held. .
For exampie if you: have chosen 'Equai’ from the drop-down and entered 'Ox0003081 in the tax! field, then only the
log entries with the value $x0Z000001 in the code column will be cisplaved.

i. Completed: The ‘Compieted’ oplion enzblss you to filer the log entries based on the completion dziss of the
Tasks. Seiecting the 'Comgpleled’ opticn dispiays a drop-cown box and date entry fisld,
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2) Seiect any cns of the following option the drop-down box.
+  Equsl
*  Not Equal
t) Enter the cate by selecting it from the calendsr, displayed by clicking the drop-dove arrow.
For exampie, if you seleci 'Equal’ from the drop-deiwn and select 0172272314, enly the log of Tasks compleied on
01/22/2514 will bs displayed.
fii. Parameter: The Parameter option enables you to filler the entries basad on the parameters fike scan locations,
assosiated with the Task. Selacting the ‘Parameter oplicn dispiays a drop-down fisld and text entry field,

AT

advanced Filter iFaremster

antains

a) Select ‘Contzins’ or ‘Does Not Contain’ oplicr frem the drep-down menu.
b} Enter the lext or word 2s yeur fiifer srifena.
For exampie, if you chocse 'Contains' option from: the drop-down 2nd enter the phrase ‘Quick Sczn’in the texi field,
then only the entries of Antivirus Scan Tasks with the scar: parameter ‘Quick Scan' will be displayed.
v. Type: The Type oplion enatlas vou o fiter the entres based on tha type of Tasks iaunched. Seiecting the Typs'
oplicn dispiays a drop dewn menu and a set of specific task types that can be selecled or deseiected.

~
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&) Select ‘Equal or ‘Not Equal option irom the drop cown menu. ‘Not Equat’ will invert your selected choice,
5] New seiect te check-boxes of the spacific fiter parameters to refine your search. The parameter available
are:

= ° Anlivirus update

e Anlivirtus Scan

» Clearing Legs

+  Activation of guarantee
= \Version upgrade

Note: More than one filter car be added in the ‘Advanced Filter-pane. After. adding one filter type, select the next fiter.type ard
click 'Add’. You: can alsc remove a dilter type by clicking the X’ button at the top right of the filter pane.

= Click 'Apply for the filters to be appiied tc the Tasks log viewer. Orly those enlries selected based on your set filtsr
ceiteria wiil be displaved in the log viewer.

«  For clearing all the filters, cpen ‘Advanced Filter’ pane and remcve all the fiters one-by-one by clicking the X' buttor: at
the top right of each filter pane and click ‘Apply’.

2.6.7. Configuration Changes

CIS keeps track of ali the changes made to its configuration since its instailaticn. The 'Contigurztion Chznges’ iog viewsr
displ2ys a list of changes to various options and other condiguration changes made 1o the application.

Tha ‘Configuration Changes' logs can be viewed by selecting ‘Ceriiguration Changes’ frem the 'Shew’ drop-down of the log
viewer interface.

e
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Column Descriptioné

Date - Contains presise detaiis of the date and time of the configuratior: change.

Action - Indicaies the naturs of the configuration change.

Modifier - indicaies the user that has made ths corfiguratior: change. :
Object - Incicates the CiS object that was affecied by the configuration change.

Name - Indicates the name of the rule, program of the file that has been changed.

Old value - Indiczies e value of the parameter bafcre the configuration change.

New value - Indicatss the value of the parameter afier the configurstion change.

To view the fuli celails of a cenfiguration change. place the mouse cursor on the entry in the Cid Value or New Value
column of the respective row.
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o To export the Configuration Changes lcgs as 8 HTML file click the 'Export buticn
viewer aad chocse ‘Export’ irom the context sensitive menu.

¢ right click inside the log

» Tcopen a siored CIS log file, click the 'Open’ butten

«  Torefresh the Configuration Changes iogs, ciick the 'Refresh’ button of right click inside the iog viewer and

chocse ‘Refresh’ from: the context sensitive menu.

»  To clear the Configuration Changes legs click the 'Clear’ button

2.6.7.1. Filtering 'Configuration Changes' Logs N

Comodo Intemst Security allcws you ic create custom views of ali iogged events zccarding to user defined criteria. You can use
the following #ypes of filters:

»  Today - Cispiays ail logged svents for ioday.

+  Current Week - Dispiays ail logged events during the current week. {The currant week is caiculated from the
Sunday to Salurday thzt hoids the current date.} :

«  Current Month - Displays ali ioggad events during the month that hclds the currant date.

- Enlire Peried - Dispiays every event! loggad since Comodo Interret Security was installed. (H you have cleared
te log history since inslailation, this oplion shows all logs created since that clearance;).

»  Custom Fiiter - Enables you o select 2 custom pesiod by choosing the ‘Frony’ 2nd 1o’ dates under ‘Please
Select Period’

Altemalively, you can right click inside the log viewer medule and choose the lime paried.
/
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You can further refine the displayed events accosding to spesific fiters. Foliowing are avzilzble fiters for ‘Configuration Changes'
logs and their meanings:

- Action: Cispiays only the selected type of configuralion change{s) like change in cplicns, acidition of objects, siings
and so on.

- Modifier: Displays orly ihe configuration changes effected by the selected enlity like the user, responsa to Antivirus,
Firewali or Deferse+ Alerts and so on.

< MName: Dispiays only the configuration change with.the name entered as search critena.
= Object: Dispiays only th conliguraticn changes on adgition or removal of seiected objecis
To configure Advanced Filters for Configuration Changes Logs

A

1. Click the funrel butlon rom: the lile bar or right click insice lhe log viewer moduls and choose 'Show Advanced
Filter' from the context sensitive maru. The Advanced Filter interiace for ‘Configuration Changes' logs will open.
/7

2. Seiect the fiter from the ‘Advanced Filler drop-down and click “Add’-to appiy the filler.

A

3
3
N
3
3
3
H
N
N
N
N
N
N
S

ST,
A0 LITs

You can chase the calegory of filter from the ‘Advanced Filter’ drop-down. Each of these calegories can be further refined by
either seleciing or deselecling specific filler paramelers or by the user lyping a filler string in the fieid proviced. Foliowing are the
options available in the 'Add drop down menu;
Action: The 'Action’ opticn allows you: to fiiier the log enities based on the astions executed like change in opiions,
zddition of objecis, strings and so on. Selecting the 'Action’ oplion displays a drop-down box and a se! of specific
filler paramaters that can be seiected or deselecied,
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g) Seect Equal or ‘Not Equal’ opton irom the drop-down box. ‘Not Equal’ will invert vour selecied choice.
B} Now seiect the checkboxes of the specilic filter parameters to tefine your search. The patamelers available

are:

Object Added
Object Changed
Ohject Removed
Option Chznged
String Added
String Removed

For exampie, if you choose Equa in the drep-down and selact 'Cbject Added’ checkbex, then, oniy the log entries with
the value 'Object Added’ in the 'Actior’ coiumn wili be dispiayed.

i. Modifier: The 'Mcdiiier’ aption allows you to filter the log enlries based on the enlity that is respensitls for the

senfiguration change, It can be the user or the respense given to an alent, Selecting the ‘Modifier’ optior: display:

¢

drop-down box and 2 set of specific fiter parameters that can be selecied or geseiected.

a) Seient Equal or "Not Equal’ option fom the drop-down box. “Not Equal will invert your selected choice.
b} Now seiect the checkboxes of the specific entiliss thal has effected the change, o rafine your search. The
paramsters avaiiable are:

°

°

User

AL'c Leam

Antivirus Aert

Firewa!l Aiert
Cefense+ Alert
Behavior Blocker Alert

For exampie, if vou have choaser Equalin the drop-down ard seiected "Antivius Alert ' checkbox, hisn, only the
pe. 9 o se SRR IR B PR
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entries reiated o the eonfiguration changes effected by respenses lo Antivirus Alerts will be displayed.
ii. Name: The 'Name' opticn ailows you to fiiier the iog entries by eniering the name cf the parameter changed. '
Seiecting the ‘Nems' option displays a drop-down field and text eriy feld.

. D \\\\\\«\\}\\}\\\k\\\ \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\;\

REEEREYERRRYERRREREELAVEL

Advanced Filter iMame

ontains

“ Does Nat Contein

a] Seiect ‘Contains’ or 'Boes Not Contain’ eplicn frem the drep-dewn menu.
5j Enter the name of tha change, partly or fully as filter criteriz in the fext box.

For exempie, if you chocse ‘Contains’ oplion from: the drop-down and enter the phrase surer.exe’ in the lexl fisld, then

only the log eniries containing the surfer.exs in'the nzme column wiil be displayed.

iv. Object: The ‘Chiest’ opticn enables you ic filter the log entriss related io the cbiects modified during the
oconfiguration changs. Seiecting the ‘Cbjsct’ oplion displzys a drop down meni and the objects of CIS
cenfiguration, ihat ¢an be selected or deselacted.

~

Advanced Filter %O'oje-:i‘

a) Seiect Equal or ‘Nol Equal option from the drop down menu. "Not Equal will inverl your selected chaice.
b) Now seiect he check-boxes of the specific cojects as filler paremeters 1o rafine your search. Scrofl down the
window lo see ail the paramelers options.
For exampie, if vou have choser 'Equal’ irom: the drop-down and selected "Firewal: Mode ' chackbox, only e log
entries reiated io the change of Firewall mede will be displayed.

[\u tiore inan one filter car: be added in the 'Advanced Filter’ pane. Afler adding one ilter typs, select the next fier type and |
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click 'Add'. You can also remove a filter type by clicking the X' button at the iop right of the filter pans.

»  Ciick ‘Apply’ for e filters to be appiied to the Cenliguration Changes leg vigwer. Only those entries selected based cn
your set filter criteria wili be dispiayed ir: the log viewer.

o For clearing ali the fillers, open "Advanced Fillsr’ pane and remove all the filters ona-by-one by clicking the "X’ buttor: at _
tha top right of ezch filtsr pane and click ‘Apply’.

2.7.Get Live Support ’

Opens the GeekBuddy instant-chat clieni and connects you to 2 Comodo suppenr techniciar.

GeekBuddy techricians can help sclva mosl computer issues that vou are sxperisncing. Do yoit nsed help lo getric of a
particuiarly nasiy virus? Has your computer siowad down fo a crawl for no appareni reasor? Are you having oubie selling up
that wireless router you just bought? SsekBuddy techs can offer you expert quidance and, with your permission, £2n even
remole-desktop into your computer and fix your pmblents while you sit back and waich. For mere dztails about this service,

$

please rfer to Comods SaekDuddy.

2.8. View Active Internet Connections

The View Connections’ interface displays an at-2-glance summary of ail currently active Iniemet connections on a per-
agplication basis. Yeu can view ali the appiications that are connected; &ll the individual connections that each application is
responsibia for; the direciion of the traffic; the sourca IP ard pert and the deslination [P and port. You can &lso see the ‘olal
amcunt of ¥affic thzi has passed in and out of your systsm over each conaection.

This list is updated in real time whaenever zn application: creales a new connection or drops an existing cornsction. The View
Connections’ is 2n extremely useful 2id when testing firewall condiguration; treubleshooting new firewall policies and rules;
monitoring the connection activity of indivicdual appiicaticns and your system as a whelz and for leminating any unwanted
cornaciions.

The View active Connactions’ inferfacs can bs accessed by ciicking View Conrections’ from the ‘Gensrai Tasks' interiace’
Alternatively, this screen can be ascessed by clicking the number sbove Inbound or Ouibound in the Advanced View of the
Home screen in the Firewall pane.
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«  Protocol - Shows the appiication that is making the connection, the protecoi i is using and the direction of the iraffic.
Each appiication may have mers than one connection at any ims. Clicking + at the ieft of the appiication name
expancs the iist of ccnnecticns made by it. .

- Source (IP : Port) - The soursa IP Address andi source port that ihe application is connecting through. If the
application is waiting for communication: and the port is open, it is described as 'Lislening'.

»  Destination {IP : Port} - The destinaticn IP Address and dastnaiion port address that the application is connecting te.
This is biank if the 'Source’ coiumn is Listening'-

. » BytesIn - Represents ihe tolal bytes of incoming data since this connection was first afiowed.
»  Bytes Out - Represents the total bytes of outgoing daia since this connestion wes lirst allowed.
Context Sensitive Menu '

«  Right ciick cn an itam in the list fo see the coniext sensitive menu.

» W you wish lo view ths ful palh of the appiicaticn, right click on the agplication name and seiect "Show Fuil Pally’.

«  Ifyou wish lo terminate a connection belonging i ar: application, right click on e speciiic connecticn and click
“Terminate Connaciion’.

the sxecuiabie file of the apglication, click "Jump to Folder’.

MY

idandie
INSRRNY

*  Hyou wish to open Lhe icider containing
Ty

Ty i 2 $
R

RISy $ el & oN
N UNISATY NOQWOINY LONSSI

(%

)

ik

KiilSwitch is an acvanced sysiem meniioring tool that allows users to quicily identify, menitor and teminate unsafe processes
and network conneciions tal are running on their compulter. Apart from Gifering unparatieled insight and control over computer
processes and connections, KilISwilch provides you with yel another poweriul layer of protection for Windows computers.
Comodo KillSwitch can show ALL running processas in granuiar delail- exposing ever those thal were invisible er vary deeply
hidden. You can simultzneously shit down every unsaie process with a singie click and can aven trase the proscess back to the
parent maiware.

Comodo KillSwitsh can be directiy accessed frem the View Connections’ by ciicking e "More’ button.

i Comodo Kil:Swiich is already instalied in your computer, clicking 'More’ will open the applicalion. i not, CIS will download ard
install Comodo Kiliswitch. Once instailed, clicking this buttor: in future will open the Kiliswitch interfzce.
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The following must be downloaded and installed:

RaNse agres

«  Read the license agreamenl by clicking “iew Licenss Agreement.and click ‘Agree and Install. CiS wili cownlead ard
' - instail the 2pplicaiion.

inztalling COMODO Killswiteh...

L0 VA VOO TR Nb e ohross e snnsonrr, LAAEAREEELL

On comp!etidn of installatior:, the Comnxio Kil:Swiich main interlace witt be opened. Clicking the Network tab will display the the
Network Connactions and Network Utilization panss. ’
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Interrupts

SDPCS
& DYsystem 4 None Oischled 1.53 252 X8 LOCAL_SYSTEM
L33 Y omss exe 532 Trusted None Oisabled 388 KB NT AUTHORITVISYS'
I: SNesrss.ox 652 Tnusted None Osabled 3,554 KB NT AUTHORITY\SYS
% {R winogon.oxo - €00 Trusted Nons Oidshal 12,228 KB NT AUTHORITYASYS'
K Bservices.ene 724 Trusted Nona Dischled 6,612 KB NT AUTHCRIFV\SYS'
it Mtouncher_service.exe 892 Trusted None Oiszbled §,684 KB NT AUTHORITY|SYS'
L3 *Junit_manager exe 1056 Trusted None Oisabled 10,780 KB NT AUTHORITYISYS'
L Muitexe 1268 Trusted None Otscbled 50,564 KB NT AUTHORITY\SYS
191 Zsvchost.exe 904 Trusted None Oiscbicd 5.640 KB NT AUTHORITVISYS
PMeavwn.exe 476 Trusted None Discbled 2307 316,204 KB NT AUTHORITY\SYS'
A dirost. oo ,1880 Trusted None Diablod 7,524 KD NT AUTHORITY\SYS'
Pursecapp.exe 2584 Trusted None Otsabled 4,506 KB NT AUTHORITY\SYS
Yweriprvse.exe 2668 Trusted None Otsabled ' 6,024 KB NT AUTHORITY\SYS'
I Y svchost. exe 984 Trusted None Osabled 5,440 KB NT AUTHORTTYINET
F DHondagent.exe 1080 Trusted None Oisebled 18,048 KB NT AUTHORITV\SYS
13 Ssvchost.exe 1112 Trusted None Qiscbied 24,632 KB NT AUTHORITYISYS'
L Swusud.exe 3424 Trusted (Inst.... None Discbled 5,960 KB COMPANY-3F861F6)
o 2Yovchost. exe 1344 Trusted Nore Disobled 4,544 KB NT AUTHORITYWET
- ovchost.exo 1432 Trusted None Olsabled 5,368 KB NT AUTHORITYILOC
o 2Yspoksv.exe 1528 Trusted None Oscbled 5,472KB NT AUTHORITY\SYS .
£ 3dragon_updater.exo 16868 Truzicd (Inst.... None ODisabled 5,972 KD NT AUTHORITASYS”
b X3GeskBuddyRSP.exe 1728 Trusted Nono Oiscbled 3,964 KB NT AUTHORITYISYS':
X 3748 Trusted None Discbled * 5,048 KB NT AUTHORITN\SYS"
738 Trusted None

Oiscbled 7,144 KB NT AUTHORITYISYS

Cetails of how ic use KiilSwiltch to view granular details on current network connections and terminate unsafe

. - 3 ] P T aten o Ry £ 3 YT M ARAYY L g R X T $ Sy cea v
conaeclicns s2n be found at hiipéhsip.comodo sonviopie- 11 §- 13353377 Viewng-and Handing-Nehwork-
Sovey 3 o soar oYt aaarey Ndawd
Lonnactions-and-Usaga i, .

The complete user guide for Comadd KillSwitch is availabie al hig:ifelp eomodn.coniopic- IS 1. 338 3848
? I o E; kS

2.9.View Active Process List

The Active Process List inierface displays ali curmently active processes initizied by applications tha! are currently running in the

saridbox environmant . By racing an appiicati

r's parent procass, CIS car: ceteci whether a non-trusted appiicalicn is

attempting to spawn an zirsady irusted appiication anc thus deny access rights for thzi trusted application. This system provides

the very

highest proteclicn 2gainst Troiars, malware and rootkits that try to use trusted soitware 10 'aunch an attack. Sy defautt,

the lisi dispiays the pronesses of sandboxed applications eniy, but can be made to display ali the processes fron: the right-click

oplions.

The processes of sandboxed applications inciude:

A cations are run inside the aute sandbox wilh access reslriclicn &s selected in the
f ay' drop down in Sshavior Slocker.
Run Vistuat - Applications that are seleciad and run in Sandbox. Refer io 'Rint an Appleation i e Jandbox for

more detaiis.

Applications thzt are run inside the sandbox using the contexi sensilive menu - CHeX devs for more details.

<. L

Rurining srowsers insids the sandbox from the Widget - Cifck heve for more detells.

s

Crag-and-drop appiicaticns on to CIS Home Scresn - Cliek hiese for more delails.

IBM - Ex. 1002-Part 8 fo 10, Page 2931
IPR2025-00379 (IBM v. Croga)



< Programs that are added marnually - Refer to the seclion 'Configire fhe Sandbdox’ for more deta s.

To view Active Process list

o Click the first tox in the status pane (third row) in the CIS Widge!.

7.

oie: The Status Pane is na dispiayed by defaultin the widget To enable the Status Pane, right click on the CéS’lray icon and
se 'e {'Shovi Status Pane’ frem the options. !

Fally Vitaa...

f‘c*nc‘ju

.G Ccmcdc-

: Bivtoioree.exe iC SMITH-2OM ) ully Vitua..  Unknews

»  Allematively, the screen can be accessed by clicking the numzer tesice ‘Sanccoxed Apps'’ in the Advanced View of
the Homa screan in the Defense+ and Szndbex pane.

The Active Processes List {Sandboxed Cnly] screen wiil be displaved by defauit.

Column Descriptions .
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o Application - Displays the names of applications that are curenily running.

s PID - Process identification Number,

- Company - Displzys the name of the softwars developer.

»  lser Name - The name of the user that started the process.

= Restricticn - Displays the levei of sanddox selling selecled for the program:.

= Rating - Displays the rating of the application whether trustad or urknown,

Right-click on any process fo; N

»  Shew ful paih: Cispiays the iocation ¢f the the execulzble in addition o it's name.

«. Shew Sardboxed Cniy: Displays the details of the sancbexed programs only. Disabie this opticn to visw ail the currsnt
active process list

«  Addto Trusted Files: The selected unknown program: is addsd to Trusted

= Qrline Lookup: The selected program: is compared with the Comodo dalabzse of programs and resuilts deciared
whether it is safe or not.

«  Submi: The seiected application wiil be sent lo.Comodo for.analysis.

*  Jump to Folder The foldsr conlaining the exscutabls file of the appiicaticn will open. o=

»  Show Activilies: Ogens the Fracass Activitie 5. The Process Activilias cxciog wili gisplay the list aclivities
of the p'ocesses fun by the _.p'\l cation. Th es oplicn is zvailable only ¥ Virgseoge is enabled under
Agvancead Setilngs > Defenses » Sehavior g

2,

Clicking the 'More’ button at the tottom: cf the screen wili open the Convodo KiliSwiich appiication - an advariced system
monitosing toof that allows users fe quickly ideniy, monitor and terminate any unsafe precesses that are running an your
system. .

o on0.. .

722

CCMCO0

blicrasoft Corg...

Fully Vitua. .

S Bhuoforse.exe iC SMITH-CON: . ufly Vedoz,..  Uriknewsr

IBM - Ex. 1002-Part 8 fo 10, Page 2933
: IPR2025-00379 (IBM v. Croga)



g
§ 8§ So Svens i
i {insale Provesses for more details.

3.Firewall Tasks - Introduction s

The Firawall componsnt of Comodo Intamet Secusity {hersafter known simply as Comodo Firewatl) offers the highast levels of
sesurity against inbound and sutbound threats, steaiths vour computer's poris against hackers and biocks malicicus sofiware
from transmitiing vour confidentizl data over the intemet. Comodo Firewali makss it easy for you o specify exaclly which
applications are aflowed {c cornect 1o the Intemet and immediately wams you when there is suspicicus activity.

it can b accessed at all timss by clicking on the 'Firewali Taeke band from: the Tesis’ interface.

The Firawail Tasks anva proviies casy access o ali major features and seilings. From here, yvou can configure Intemet access
rights per-applicalion, steaith your computer ports, manage available nstwerks and even biock ail neiwork traffic in and eut of
your computer. In *Agvanced Sstings' you'll be able to specily overall firewzll behavior and configure advanced settings such as
application rules, rulesets, neiwerk zonss and port sets.

o Afow or bioch internet scoess fo applioations seleatively

o Sleaith your compler posis

e Manage nolveorX connactions

< Siop i nehvark activily :
< Advanved Srewal ssifings
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3.1.Allow or Block Internet Access to Applications Selectively

The Firewail Tasis interiace allows you to selectively allow cr Hiock cartain appiications from accessing ihe Iniemet. These
shortcuts rsprasant a conveniont ey lo create an autormatic 'Allow Recussts’ rile or ‘Block Requasts' rule for individual
applications - msaning that inbound and outbcund sonnections zre sutomatically permitled or not permitted to these appiications
respeclively.

To open the ‘Firewall Tasks' interface:

«  (lick the Tasks' arrow from th2 CiS homa scresn:

«  Click or the ‘Firewail Tasks’ bznd from the Tasks' interface:

To ailow an apglication to access 16 the Infernel:

»  Click the ‘Allow Agpiication’ button from: the ‘Firewzll Tesks' interface.

¢ Navigals {o the main executatle of the apglication in the ‘Cpen’ dialog.

«  Click 'Cpen’. A rule will bs created io aliow Internel access 1o the seiecled appiication.
To bicck an appiication’s internat access rights

- Click the ‘Biock Application’ tulton irom the ‘Firswal: Tasks' interface.

- Brows to the main executable of the eppiication in thy ‘Cen’® diauy.

o Click 'Cpen’. Arule will be created tc prehii! Inlemet access to the selested appiication.

The advarced application niles interface c2n be accessed by clicking ‘Tasks' from the CIS home screen > Firewall Tasks > Cpen
Acdvanced Settings > Application: fules. The application you just aflowed or Hocked should be Ested here. For further iricrmation
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on application rules governing intemet access rights, see Kpndivation Sudes,

3

Yig: if you plan to regularty allow/black appiications, you car: fight ciick on the appropriate bulton and select 'Add ¢ Tasibar'. #
> pian = . '. - ’
wiil then be auickly accessibie from both the CiS home screen and the widget:

| 3.2.Stealth your Computer Ports

Pert Stealthing is a security feature whereby ports on an internet connected PC
ogportunistic perl scars.

are hidden: frem sight, evoking no response to

General Note: Your computer sencs and receives dala to sther computers and lo the Intemsat through an intarface calied a
‘poit’. There are over 65,000 numbered ports en every computer - with certain ports bsing traditionally reserved for cerain
services. For example, your machine almost definitely cornacis to Intemet using port 80 2nd port 443. Your e-mzil application
connects to your mail server through pert 25. A ‘port scanning’ atlack sonsists of sending a message to each of your compuier
perts, ore at a lime. This informatior: gathening iechnique is used by hackers to find out whick: ports are oper: and which porls
are being used by services on your machine. With this knowiedge, a hacker can determine which atiacks are likely Yo wok if

used 2gainsi your mackine,

. )
Stealthing a porl effeciively makes it invisidle 10 2 port scan. This differs fom simply “closing’ a pori 2s NO response is giver: 1o
ary connection atiemgis {'closed’ ports respeng with & ‘closed’ repiy- reveaiing o the hacker that there is actually a PC in
exislence.} This providss an extremely high level of security 1o veur PC. If 2 hacker or automated scanner caanct ‘see’ your
comgpulars ports then they presumes it is offline and move on to other targets. You can still e able i conneci to Iniemet and
ransfer information as usual bl rematn invisibie to oulside threats.
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M

«  Click on'Steaith Ports’ Iink in Firewat! Tasks

A

You have two eplicns 1o choose from:

Biock incoming connections

Selecting this option means your computer’s perts are invisible to all netwarks, irraspeciive of whether you trust them or not. The
averaga home user (using & single computer that is not part of a home LAN) finds this oplion the more corvenient and secure.
You are not alsrted when the incoming cornection is blocked, but the rule adds zn entry in: the firewzll event log fils. Specificaily,

(s

this option adds the following rule in the 'Wadad Rutes' interiave:

Block And Log| IP | in| From Any IP Address| To Aay IP Address | Where Profocot is Any

& Block 2 It From MAC Ary To MAD Any YWhars Protosol s Spy
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5. 8

i you would iike more information on the meaning and constiuction of rules, piease clioX fiere,

Alert incoming connections

You see a firewall alest every time there is a requasst for an incoming connection. The alerl asks your permissicn on whether or
not you wish the cennection t proceed. This can be usefut for appiications such as Peer to Peer networking and Remaote
deskiop applications that require port visibility in order to connect to your machine.

Specifically, this option adds the fcllowing ruls in ths 'Sichai Rules’ interdacs:

B!bck! {ICMP | in| From Any IP Address| To Any IP Address | Where Message s ECHO REQUEST

i you would iike more information on: the meaning and construction of rules, piease oiiek here.

3.3.Manage Network Connections

The ‘Manage Network Connecliens’ interface alloivs you o quickly view ali wired and wirsiess retworks to which your.compuler
is connacisd. The lower hzif of the panel dispiays detatis about each naiwork including its name, IF address and gateway.

< Youcarn choose to frust or block a network by selecting the appropriate radio bution under the network in question.
You will not be able to recaive any inbcund or outbourd traitic from biocked netwarks.

= Use the handies (< >) to scrolt through all 2vaitable networks or computers

«  Uss {he refresh button if you have recenily made nstwork changes and these are nol yet visibls in the interface.

= The 'Manags ‘Natworks' inlerface car: be opened by cicking Tasks > Fireviall Tasks > Manage Nefworks”.

X Jones, click Tasks > Firewali Tasks > Cpen Advanced Seitings > Network Zones'.

3, L

7

3

»  Toview, create or bleck Naiw
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3.4.Stop all Network Activities

As the name stiggests, ihe ‘Siop ail natwork activity’ bulton instructs the firewall ic immediately cut-oi all inbound/cutheund
communicaiion betwesn your computer end ali avaiiable networks {including the Inlemst). Connections will remained ciosed
until you re-enaple them by iicking the button a sscond time. This aflows you to quickly take your computer offline without
having io delve into Windows network seilings and without having fo 1o unpiug any network cables.

."\Ltl\’:t‘-'

<2SIOre AH ACL‘ 'at,

«  Access the network activity 'onvoff button by clicking Tasks > Finewall Tasks
»  Discoanact yeur computer from all networks by clicking ‘Stop Ali Activity” (buttor: will be red}
+  Re-enable conneclivity by clicking 'Resiore All Acli‘vily' {button wiki be green)

- Re°10'1ng activily just re-enabies your existing frewali rules. Thersfore, any networks that you have praviously biocked

in ‘Manage Network Copnactions’ or ‘Nefwork Zosea’ will remain blocked.

e You can assign netwosks into netwerk zones in the ‘NetworX Jones’ area

(AL )

= You can cenfigure rules per network zone in-the ‘Gindal Risles' area

< Youcan view ail network connections and enable/disable connactivity on 2 per-network basis in the 'Sianage Netwask
Connections' area

3.5.Advanced Firewall Settings

The ‘Advanced Seltings’ area is the ne:ve center of Comodo Firewall nd allows acvanced users to configure ard degloy trafiic
fllering rules and policies on an appiicaticn specific and global basis. To open the interface, click Tasks' cr the heme screen
icllowed by 'Open Advanced Settings' then 'Firewall Selings”.
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Do NQOT show popup alerts

iraw el 3R [} Enable automatic detection of private networks

Enable Trustconnect alerts

&} Turn traffic animation effects on .
] Create rules for safe applications
Set alert frequency level

{¥] Set new on-screen alert timeout to

s Sobncad

Filter IPV6 traffic

s

[F] Filter loopback traffic (e.g. 127 xx.x, ;11

¥} Block fragmented 1P traffic
#] Do Protocol Analysis

Enable anti-ARP spoofing

Th imerfaco is divided into six main sections - Firawali Seitings, Appiicatisy Rules, Globaf Rules, Ruleseats, Nehwark
Fones and Postsals. Click the iinks below to jumyp to inore delails on each section:

+  The Firsivall Seiings area aliows you to configure the security of your computer and ths freguency of slerts that are
generated.

«  TheAppikcation Rulss area allows users to view, menage and dsfine the network and Iniemet access rights of
applications or your sysiem.

Fisies area aliows users view, manage and defire overall Firewall nuleset that apghies 10 your computer
and is incependen: of zpplication ruies.

= Both application ruies and global niles are consulted when the firewall is cetermining whether or not io aliow
or block a connection attempt. )

«  For Outgoing connection attempls, e application: iuies are consulted tirst and then e global ruies.

«  For incoming connection attempls, the globa! ruies are consulied first and then application specific rules.

+  The Ruisasis area contains a fist of praset Firewzll rules that can be re-used and applied to mulliple zpplicators. For
example, there is a 'Srowser rule, an ‘Email Client' ule and rules for Trusted' and ‘Blocked' appiications.

o The Nehwask Jones area alliows you 16 greup iP addresses and ranges into named zones. Once dafined, priviieges
ang rules can be applied ic these zones in other areas of CIS. For exampie, global 2nd application rules s2n be
applied to retwerk zones. This interface alsc aliows you to block nebwok zores.

+  The Parisels area coniains groups of imporiant / reguiarly used port numbers that can be easiy sslecled as partofa. -

gbbc or application rute.
. o The Websile Fillaring area allows vou 1o create webs;P fistering rules which let you determine which siles cerlain
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ysers can of cannot access.

4 .Sandbox Tasks - Introduction

Comodo Intemet Security ieatures & fully functicnal sandbox cailed the irtuai Deskiog'- an isclated operating snvisonment for
running uninown, unirtusted and suspicicus applicatons. Applications executed ma.du the sandboxivirtual Ceskiop will not affect
other precesses, programs or data on your reai computer. In additicn o running suspicious applications insice the sandbox on
an ad-hoc basis, yeu can create a specific list of programs that sheuid always run in ths sandbox.

vie: The sandbox referred ic here is a iull environment and is distinct o the “auto-sandbox’ ecnfigured under dahayior

focker. Users can, however, enabie 'Full Virtuaiization® of atic-sancboxed files in the Sehavior Slseker setlings.

The Sandbox Tasks interface has shortcuts for the foliowing tesks:

iop - Starts the Virtual Deskiop

»  Open Shared Space - Opens the folder 'Shared Space’ which is shared by your host operaling system: and the Virtual
Deskiop. The folder is created by the Virtual Deskicp at the focation ‘C:\Decuments and Setings\Al Usersipplication
CataiShared Spzce’. The folder can be opered in both your hosi operating system and inside the Viriual Ceskiop, and
enabies to share iiles and a:pl caticns hetween the CS and the Virual Desktop.

3 &% - Add programs that should aMays run inside the sancbox and access advanced sandbox
s is coverad ir: e Cofigure the Sanshox’ section of ‘Advanced Setlings’
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4.1.The Virtual Desktop

The Virtual Desktop is a sandhaxed operating environment inside of which you can rur programs and brewse the Internet
wilheut fear that those activiliss will damage your raal computer. Apolications unning in ths Vitual Sesklop aiso leave no
cookies or history behind e your real sysiem, making it a securs environmsnt for Inismet banking and online skopping. itis
alsc ideai for visiting 2ny risky websites/iinks and ior tesling out beiafunstaple sofiware.

SANIND

% Sankof America 55
3\

Soisct ascaunt iccation

QNIRRT KRR e

%&\\;\\\:: R R X TR R .
e

MO IR

Virtual Desklop at 2 glance:

»  The Virual Cesktop car run ary pregram that you: can rur in regular Windows and is particularty usefui for browsing
the Internet in a secure manner.

s Anychanges mede Io fles and setiings in the Virtual Desilop wiil not 2ffect the oniginal versions on your host system.
Changes wiil only be visibie in the Virlual System itsei!.

- Similasly, any changes made by malicious pregrains or unstable beta software will not damage your reai computer.
«  Anyfies you wish 1o keep and 2ccess from your host cperating sysiem can be saved to 'Shared Space’.

«  The Vitluai Cesklop carn be password-protected for added privacy.

«  Thevidual keyboard allows you ic securely enter confidential passwerds withoul fear of key-iogging sofiware.

+  The Virtuai Desklop Ul can te used in both 'Classic’ (Windows style) and Tabls!’ mocdes by selecting the mede from

+  Youcan reset the Virlual Deskicp and clear shared space at any time. We recommend that vou do this regularly to
maximize your privacy and security. Please nofe thzi all settings, stered data znd ary applications instslied sandboxed
will be deleted.

Clizk the inliowing finks o finc out more delaiis on

$ede
RIS
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The following scitware is needed 1o utilize the Viriuai Ceskiop o its full pelentia:
»  Comcde Dragen Browser
«  Microsoft Siveriight ’ '

Whenevear you run the Viriuai Cesktop, Comodo [nternet Sscurily checks-whelher these componenis are installed.|f they aren,

COMODS Dragon and/ar Microsoft Siverlight are not
detected in this computer. They n2ad to be installed in

order 1o provide yweu e full power of Virtuatl Cesktcp.
siould you like toinstall them now?

} Do not show this message again

«  |fycuwant Comodo Cragoen andior Microsoft Silvarlight to bs installed this time, click "Yes'. If aot, click
'Cance!’. You will be prompted to instali them, next ¥me when you start the Viriuai Desktop.

= If vou do nct want the applications 1o be instalied at ali, click 'No'.
o Click 'Yes' to downlcad ard instal the software.

Tha ‘Install Requirsd Packages'’ dialcg Wil be displayed.
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The following must be downloaded and installed:

SR A A8 narnne 8 et e e e s

vai agree with.ussrlicensa agreements fi

.
w
=

«  Click 'View License Agreement’ to rezd the ficense zgreement of the additional software to be installsd
s Click Agres and Instail ic downioad and instail the required software )

The software packegels) will be downloaded and instalied autcrmatically.

4.1.2. The Main Interface

The Virtual Desklop is presented with two swilchabie interlaces:
o Classis Windows aivie Deskiop sode

W

You can s mlch betwaen these iwo mades by clicking the green 'C' buticn at bottom:-left then ‘Setéings’ { & SuBon > Ssifings >
“Mode' ok}, Refer ko the tade dalow for a comparison of differsnt modes of the Virlual Desktop main interface.
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-
SRR \( Rt ; H T,

Ciassic Made

Tabiet Moda

inside the virtual computer systom.

Clickirg the green 'C’ butten a! bollom-laft will cpen a Windows:style Start Meny'.
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« Clicking ths Yolurre Contraf

< Rignt-clicking on the task bar and selecting “Walch Activity' opens the ‘Windows Task Manzger to view your
compuler's performance, close unsesponsive pregrams and o troubieshoct problems with Windows.

To switch to “Tablet mode from 'Classic’ mods, click the gresn C’ butior: at bottorn: lefl followed by Settings > iMede

and seiect 'Tablet Moce'.
There are twe variaticns of this mode:

1. ModeA- Pure Tabiet device - A touch-screen interface that will be familiar to users of modern smart devices. The
home page displays a set of popular epps covering games, sociai Tedia and neiworking. You can, of course, instell
vour ewn apps from the pp market !

rch bar. You wili be taken to
<en CURMGNE - Kivsk. Select the apps

- Toinstail your own apps, click the App Market icon

Lad o0 TN N e B3t aeresde sevd et evver Sy s on
S ciiohy a:s;e.ggo\.-g.:s.soasxﬁ-s SRS aIoRag Iy

vou wanl ke install from the web-slore.
2. Mode B - Tatlel device + Windows - The homa pege disglays the desklog fems from your rsal syslem. Tha task bar
from clzssic mode is present zlong with the green 'C’ builon and the virtial keybeard. The lzunch strip will dispiay ail
instailed browsers.

i
¢

C

You can swap betwean the two modes by clicking the green arrcw al the top right comer. ) \\

You can swipe the home screen in both ieft and right directions to navigate betwean successive home pages.
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it

EEE]

Windows desklop styie inlerfacs.

I

Tablet style interiace.

Tablet styie interiace.

Your real desktop shoitcuts and files are
played

Shoricut icons of the apps inslalied on
he tzblet are displzyed

Your rsai desilop shericuis and liies are

dgisplaved

Shartcuts and filss are laid oul vertically
as they would be ¢n 2 Windows deskicp

Shoriculs ars laid out horizontaily

horzontaily
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No Launch Bar

Srowser shoricuts zre displayed on the
launch bar at the boitom

Browser shortcuts are displaysed on the
launch bar at the bottom

Cannot have mulliple home screens

Can have muliiple home screens

Can have multipie home screens if you
have many shortcuss and files

Cannot swipe the screen o move
hetween home screens

Can swipe the screen to movs between
homs screans :

Can swipe the screen to move between
hoime screens

4.1.3. Running Browsers inside the Virtual Deskiop

The Virlual Desktop providas an sxtremely secure esvirenment for internet related activities because it isolates your browser
from lhe rest of vour corpuiter. Just by visiting them, malicious websiles can install viruses malwars, rootkils and spywars cnic
your compuier that can allow hzckers to steal confidential informaticn. Surfing the 'net from inside the viriuai computer system
_removes this threat by preveniing websites from installing epplications or: your real computer. Furthermore, the Viriuai Keyboard
aliows you to securely enter user-names, credit card numbers and pass)»'ords withott fear of key-logging soltware recording

your physicai keystrokes.

To run a browser inside the Virtual Deskiop

1. Click the 'C'butlon at boitom leil

17

2. Seiect the browser you wani to run:
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istory and other rec

4.1.4. Opening Files an

Appiicalicns instalied or tha files stored §

Your choice of browser will cpen inside the virluial desktop, ready for secure surfing:

ords of your intemet activity will not be stored on your computer when your sessio

d Running Applications inside the Virtual Desktop

n your system can e openad inside the Viriual Desklop by the {ellewing metheds:

You can copy the files or creats shortcuts for ths applicationsfiiles to be cpered in Virtual Deskiep, in the desklop of your rea
sysiem. The shoricuts of your reai desktcp v
respective appiicaticn oi file inside the Virtual Desktog.

Mote: The real compater deskiop icons will be avallable oniy |

The Virtual Desktop creates a fclder Shared Space in the iozaiic
Data\Shared Space”. The 'Shared Space' foider can be shared
Tha Shared Space can be accessed in the following ways:

Click 'Cpen Shared Space’ under 'Sandbox' Tasks in the Tasks interface

ared Space' shorteut icon from the CiS

be available in the Virtual Deskicp. You can double click on the icon o open the

\Documents anc Selings\A Lsars\,'\pphvc.
b‘y your hest cperating system and the Virlual Desktop.

cen from the home seresn
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«  Click the 'Shared Spacs’ desklop shorteut icon

To open an application or file from your host system in the Virtual Deshiop
1, Open the 'Shared Space' as menlicned above
2. CopyiMovz the apglicaiion of the file to be openad inio the Shared Space
3. Start Virtual Desklop’

4. Open Shared Space inside the Virtual Desktop by ciicking the ‘Shared Space' icon in the home screen.

Note: The Shared space home screen icon will be availzble orly in the Clsssic Windows Made and T

5. Duuble click on ihe 2pplicationtile in the shared space ic open it insice the Virtual Deskicp.

Tha changes you make to the fife will be stored to the file only inside the Virtual Seskiop and rot in the real computer system.

4.1.5. Configuring the Virtual Deskiop
The settings panel aliows you to specify he Virtual Deskiop operaticnal mode ancito modify its look and feel.
To open the setiings pansl:

1. Click the 'C' bullon al bottom leil.

2. Seiect 'Settings' from the siart menu. The Sellings parel will open.

Classic Mods

Tabist NMnde
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The Settings panel has two iabs:

+  Mode - Allows you ic seiect the dispiay mode of the Viriuai Cesktop betwesn Classic Windows mode and
Tablet Mode {Default)

»  Themes - Allows you to chocse the appearance of the Virtual Deskicp
3. Click OK for your setiings 1o take &ifect

4.1.6. Closing the Virtual Desktop

Ths shortcuts at the botlom right of the Virtuai Deskiop, allow you fo temporarily switch to your rez! compuisr system, if you
plan to conlinue using the virlial desktop at a later time, or to fully exit the Virtual Desktop.

To temporarily switch to your real Windows system

»  Click the right button from the shortcuis pane a! the betiom right
«  Altematively, Click ths 'C’ button at baltom lsft 2nd chooss ‘Switch to Windows' rom the Virlual Dssktop Start Menu.

The Virtual Desktop wiil be temporariiy ciosed. You can quichly retum lo it by clicking the right switch: from the Virtual Daskiop

shortcut butions dispiayad &t the bottom right of your Windows Desktop of by clicking 'Run Viriuai

Desitop’ from the 'Sandbox Tasks' interfzce.
To close the Virlual Deskiop

o Click the X buticn from the Virluzl Deskiop shoriculs pane at the boitom right
»  Allematively, Click the 'C’ button at boltom left &nd chooss “Exit' irom the Virtual Desktog Start Menu.

in either case, if password proteciion is enabled under &dvaaced Sodlings » Securily Selifigs > Defonses » Sanidsx
Seisings, you will be prompted to enier the password. Eise the Virtual Besktop will be closed.

»  Enier the password and click OK.
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Nate: Remember %o save the changss before you exit the Vitual Dasktop. Your changes will be lost if you exit the Virual
Deskicp.

4.2.Run an Application in the Sandbox

Comodo Intemet Security allows you io run programs insice the Sandbox on & ‘one-off basis. This is helpful to test the behavior
of new executables thal you have downlcaded or for applications that you are not sure that you ‘rust. Adding a program in this
way means ihat i wili run in the Sandbox this Eme only. On subsequert execulions i wili nct run in the sandbox {presuming i

SN 3 crs - -~
pzsses e sandboxing procsss)

You can alse create a desktop shortsut to run the application inside the sandbox on future occasicns. The following image
shows hows a Virtual' shortcut will appear on your daskiep: ’

Note: If you wish to run an application: in the sancbox on a long-temypermanent basis then add ihe e fo ihe Sandhox.

To run an application in the Sandbox

1. Open the Sardbox Tasks interface and Click ‘Run Virtual'
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-

You can run applications inside the Sandbox isolated from the rest of the
computer and prevent them from making permanent changes to the system:

e

ST

Create a virtual desktop SHOPITDY

The ‘Run Virtual' dialcg will be displayed.
2. Torun an application inside the sanchox, ciick ‘Choose and Run'’ then trowse to the appiication. The appiication wil
sun with a green border indicating thst il is sandboxed. if you wish to run the appiicalion in the sancbex in future, then
select ‘Creale 2 virtual desklop shorteut'.
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P abduct_olyveoyl

.‘_fﬂﬁluto_Force

% eye_olyeoyl

| olyveoyl_dances

¥ olyveoyl_elopes
Npirate_cal

skull_flag

Applications [".exe)

3. Browse o the applicalion and click 'Oper’. in the example above, Open Office Wiriler is chosen.

.

Altematively, you can run an application inside the sandbox by the fellowing shoriout metheds:

Tvoesm $hae svastars sorneSiea e
»  Sront o coniex! sensiive menn
.
Sern R S Iavav ity e oanad
d NERNDY DFOWSENY TN SANaNdN \

- . s N $ 183

N iy R vt M metFard Reneidiis. W

NUSTNNG S PIOgrant rgnt NS SOMINKT SSHFRVE Mehiv

*  Navigate 10 the program in your sysiem that you want to ren in 'sandboxed environment and righiclick on it

\
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S

povcctong

stsmi.dll svimi.dll svtmi.dll

NS

7

3
", Open N

VNIRRT
COMODO Antivirus

PSRN

sysmarl.u...

oo™

“RstaRagd meny oo

NN

SendTo . L

* . Create Shortcut
“Delete
Rename

Properties

«  Thoose 'Run in Comodo Sandbox’ frem the contex! sensitive menu

- - s e s
svieres Resiamare Svainte e "
. Ry DrOWSErs e e JaNANoK

’

Tha iS Dasklop Widget displays shortout icons of the brewsars instaliad in your comptiier,

Clicking on a browser icon will stari the browser inside the sencbox.

Tha browser wili be started and executad inside e sandbex at ‘Fully Virualized' level. CIS dis

windows of programs to indiczls that they are running inside the sandbox, if the setting "Shaww ii
prograns' is enabled in Sandbox Seltings.
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=
D

The application will run in the Sandbox on this occasicn only. If you often want the browser to rur sandboxad then crezie a
“viriuai shortcut’ for the application by selecting the check-box 'Create a virtual deskicp shorteut’ in step 2. If you wish io run an
application in the szndbox on: a long-lerm/permanent basis hen sds fhe e fo the Sandhox.

/

4.3.Reset the Sandbox

Programs running insice the Virual Deskiop store the changes 1o the files accessed by them inside the sancbox so that the
changes do net affect the real computar system. iems stored in the sandbox/ Virual Deskicp cauls, depending on your usage
paitarms, contain matwere downlcaded from websites or privale dale in your browsing history. Periodically rasetling the sancbox
will clear ali this data and help protect your privacy 2nd secunty. If dats has accumulated over a long psriod of tims, then
resetting the sandbox will 2lso help the Viriua! Cesklop operate more smoothiy.

The Reset Sandbox cptien uncier the Sandbox Tasks alleiws you to delste ali the items storad in: ide sendbox.

To clear the sandbox

= Click on ihe 'Sancibex Tasks bar fom the Tasks interface and then click 'Resei Sandbox’
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You may reset Sandbox contents ta eradicate all the changes done by
Sandbox applications.

RN

< \\“\\\w\\\\
o

SENANAREONIN

SRR
1

The ‘Reset Sancbox’ dizlog will appear.

o Click 'Erase Charges'. The contenis in the sancbox wili be deleted immediately. N
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5.1.Create a Rescue Disk

Comodo Rescue Disk {CRD) is a bootabie disk image that aliows users 1o run virus scans in a pre-bool environment {befere

Windows loads). CRD runs Comodo Cieaning Essantizls cr a lightwsight distribution of the Linux operating system. ltis 2
poweriul virus, spyware, rooikit scanner and cleaner which werks in both GUi and fext mode. The todl can provide a more
comprehensive and thorough scan than regular malware cieaning applications because it cleans your svstem: before Windowis is
loaded. CRD is inlended to be tsed when malwars embeds itsell so deepiv intc your system that reguler AY software cannot
remove it. The rescus disk is 2lso very effective at removing infections that are preventing Windows frem booting in ths first
place. Apart from: the virus scanner, CRD also provides tocls to explore fites in your hard drive, 12ke screen-shots and browse
web pages.

»  Clicking the ‘Creaie Rescie Disk’ buten in CIS "Advanced Seliings’ opens a uiiiity that ailows vou to downlsad and

bum the CRD iso 1o a CD/DVD, USB or other drive. CiieX Ssre lo iump !o a walk-through of this procass
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5.1.1. Downloading and Burning Comodo Rescue Disk

To craate a Comodo Rescus Disk, Click 'Creats Rescue Cisk' button from the Advanced Tasks interfacs.

wate 8 bootasle disk,

Tha Comodo Rescus Cisk interface will spen. The interface displays the steps invalved in creation of a now Rascue Disk on a

CD/OVD orin a USB drive.

52
‘¢
%
"/’
/

ofand &
VLN a3

a('k
E:"

1A
Y i & R e

ARG -
This step aflows you to select the Comedo Rescue Disk image fiie in isc formal sicred in your hard drive, if you have alieady
downioaded the sams imom Comodo servers or copied fran: another computer. Pre-stering the .iso file and burring the rescue

- disk from il ceniserves your inlernst cennection bandwidlh usage. This step is opticnal. if you haven't dewnloaded the iso fie, it— - - -

will be aulomatically downloaded frem Comodo Servers pror to sxesution of Step 3 - Buming the Rescus Disk.
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i argel drive ;
This step ailows you to sefect the CO/OVE drive or the USE drive ic bum the Rescus Disk.

To burn the Rescue disk on a CD or 3 DVD

r DD as "Comedc Rescue Disk - Bootable” and load it to the CD/DYD drive in your system

AN

o liabeiablankCSo
Click 'Seiect Target Drive’ fom the "Comedo Rescue Disk' interface and s2lect the drive frem: the Select Disk dialeg

Bogtable TRDVD or USE Rescue Dixk

The rescure disk 130 image is required to create 2 boatable disk

To burn the Rescue disk on a USB Drive |
Insert a formatied USE memery to & free L'SB part or: your computar

Click 'Seiest Targat Drive’ irom the 'Comaodo Rescug Cisk’ interlace and select the drive from the Seiect Disk dialeg

S

.
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R
§\
N

Bootable CO/DVD or USE Rescue Disk

The rescue disk I30 inage is reguirad to create 3 bootable disk.

RN

Oam 3 . Do P Tacaiia Niade
S38p 3 ~ DU B Xasoua WSk

= Afisr you seiected the 1argel drive, click 'Start’.  you have seiecled ar: .isc file from your hard disk, the buming cf the
disk wili stzrt immediately. Eise, the .iso file wil be downloaded from Comodo Servers.

i
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On completion, the files will be wriflen on ic the C5/SVD or the USB Drive.

B

SWriting Ressu
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o Wait ti the completion of the precess. Do not sjest the CE/EVE cr the USE diive. On compislion of the pracess, the
CO/ICYD will be ejected automaticaily.

COMTDC Rescue G IECES ful iy created

RO0BN0000000000:

Your Rootable Comode Rescue Disk is sreated. Click ‘Continug’ to go back i CIS inierzce.

5.2.Remove Deeply Hidden Malware

Comoido Cleaning Esseniiais {CCE) is a sel of computer secusity tools designed to help users identify and remove malware and
unsafe processas from infected compuiers.

Maior fealures include:

«  KillSwitch - an advanced systsm monitoring toc! thzt allows users to identity, monilor ard stop any unsafe procssses
thal are rinring on iheir sysiem,

+  Malware scanney - Fully cusicmizable scanrer capable of unearthing and remeving viruses, rootkits, hidden files ard
malicious registry keys hidden deep in vour system.
= Auforun Analyzer - An acvanced utiiity 1o view and handie servises and programs thal were loaded wher: your
system booted-tip.
CCE enables home usars to quickly and easily run scans and operate e scitware with the mirimun: of fuss. More expsriensed
users wili enoy the high leveis of visibiiity and contro! over sysiem processes and the abilily to cenfigure customized scens from
the granular options menu,

For more dutansr‘nthn features and usags of the application, please refer to the orling guide at
Migfheipoome SRl HI 38 NS ntrodnctionda-Comade- Clraning-Us senials.

Y

Coirodo Cleaning Essentiais can be directly accessad from ihe CIS interface by clicking the "Clean Endipaint buiton in the

'Advanced Tasks' m?.erlace.

ﬂ)

~

o Clicking the ‘Clean Endpoint’ for the first ime, CiS wiii download and instali Comedo Clearing Esssnlials. Cace
instalted, siicking this buttor: in fulure will open the CCE interface.
IBM - Ex. 1002-Part 8 fo 10, Page 2967
IPR2025-00379 (IBM v. Croga)



Read the license agreemant by clich

instail the apglication.

—
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« installing COMUODO leaning Essentialzs. .

On completion of instaliatior:, the Comodo Cleaning Essentiais main interface wili be opened.
L Y

< Onciicking the ‘Clean Erdpoint’ tutton om next lims enwards, Comodo Cleaning Essentials will be opened.
/
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5.3.Submit Files

As the name stggests, ihe ‘Submit Files’ interface aliows you to send as many files &s you wish to Comado for anaiysis. Files

which CIS classifies as 'Unknowr' o ‘Unrecognized’ are not in the Comado sals iist bul have also nol been identified as known
maiware. By sending these filss to Comaedo, you allow our team to analyze them and classify them as either "Safe’ or ‘Malicicus'.
You can alsc submit files you suspact of being alse positives' fthose files that you feei CIS has incomectly ideniied as

maiware}. Subsequent to classificatior, they will be added to the white or black list accordingly.

Nete: Unrecognized fles can also be submitted from the ‘Unresognizest ey interface should you prefer.

: < T ] »: n ¢ R ! T i Py i oy e '
To open the ‘Subrmit Filas' interface, click 'Tasks' on the home screen followed by ‘Advanced Tasks' > ‘Submit Files
P ; Y

a3 N

T _——H =TT

Clicking the handle at the bottom canter of the panet opens the following options:

o asd - Mlows yous to add files to the 'Submit Fites” iist
- Rowove - Allows you ie remove fles from the "Subrit Files’ list
Yo add new file(s) to ‘Submit Files' list

o Click the handie from the boltom center and chodse 'Add
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You can add files o tie Submil Filss list by Lhree ways:
«  Files - Allows you to navigaie to the fie or executeble of the program you wish ic add.
- Folders - Allows you ic navigate to the folder you wish to 2dd. Al the files in the folder will be added to the
Trusted Files' fist.

N - Runnlng Pracesses - Allows you {o selest a cuently running process. On selecting a precess, the parent
application, whish invoked the process wili be added ic 'Trusted Files' fist.

«  Repeat the process 1o add more files and to submit them 2t-once.
To remove the files from "Submit Files' list

«  Select ihe fite from the list

«  Click the handie from the ‘aotito;n center and sslect Remove

After adging ths les you want io submit, click 'Submit’ button. if you want te submit the files as Fzlse Fositives to Comodo,
select the 'Submit as False-Positive check’ box.

The fiies wil bs submited and the progress wii be displayed

You ran sicp, pause/rasume o7 send the submission process ic background by clicking respestive bulloné.
When a file is first submitted, Comodo's orling file iook-up service will check whather the file is already queued for analysis by
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our technicians. The results scresn displays these resulls 0 complation. .

..
g

»  'Uploaded' - The file's signaturs was nol found in the list of fHes that are waiting 1o be lesied and was thereicre
uploaded from your machine ic our research iabs. )

»  'Ajready submilled - The file hat aiready.been submilled io our labs by ancthar CIS tser nd was r:ol uploaded
from vour machine al this time.
Comodo wit analyze afi submitied files. if they are feund to be trustworihy, they will be added to the Comodo safe list i.e. white-
listeg). Conversely, if they are found ic be maiicious then they will be zdded to the datzbase of virus signalures {i.e. biack-fisted).

The list of fles submitted fron: your computer c2n be viewed from the Submidead Fifes inlerface.

5.4.1dentify and Kill Unsafe Running Processes

Comodo KiliSwitch is an advanced system monitoring ico! that aflows users 1o quickly ideniify, monitor and terminate any unsafs
processes thai are rurning on their system. Apart frem offering unparalieled insight and control over computer processes,
KillSwitch provides you with yel arother powarlul laver of protection for Windows computers.

KillSwitch can show ALL running processes - expcsing even those thal were invisible or very deepiy hidden. ! zllows you to
identify which of thos2 rurning processas are unsafe and i shut them all down with a singfe click. You can 2iso use Killswiich ic
trace back to the matware that generaied the prooess.

Comaodo KillSwitch can be diractiy accessed from the CiS interface by clicking the 'Watch Activity' buttor: in the ‘Advancad Tasks'
interface. .
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by c!u.kmo lean E:ncs:-cmt from the ’Ad»anoec Tasks i c2, clic kng ﬂ*e Watch Ac'-vlt‘/\ cper H* § §=;w§§- ?*
iterface direclly. Refer to the saction Remeovs Deas wWden Malwars for more details on insialling uleamng
Essentizls.

Otherwise, on ciicking the 'Walch Activily’ for the first time, CIS will downioad and install Comodo Killswi'ch. Once
instailed, clicking this button in future will open the Kiliswitch interface.

Yoo,

and click ‘Agree and Insiall’. CiS wili download and

Re :d the fice: nse agre eemont by clicking View License Agreement
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On completion of installatior

N

installing COMODO Killewitch. .

4
S32 Trusted
652 Trusted
680 Trusted
7249 Trusted
892 Trusted

1056 Trusted

1268 Trusted
904 Trusted
476 Trusted

1880 Trusted

2583 Trusted

2668 Trusted
984 Trusted
1080 Trusted
1112 Trusted

3424 Trusted (Inst...

1349 Trusted
1932 Trusted
1528 Trusted

1668 Trusted (Inst....

1728 Trusted
3746 Trusted
736 Trusted

252 XB LOCAL_SYSTEM
369 KB NT AUTHORITY\SYS'
3,564 KB NT AUTHORITY\SYS'
12,228 KB NT AUTRCRI( 11595
6,612 KB NT AUTHORITY|SYS
5,684 KB NT AUTHORITY\SYS'

50,564 KB NT AUTHORITY\SYS
5,640 KB NT AUTHORITYASYS
23.07 316,204 KB NT AUTHORITY\SYS
7,524 KB NT AUTHORITY\SYS
4,936 X8 NT AUTHORITY\SYS"
6,024 XD NT AUTHORITY\SYS:
5,948 XB NT AUTHORITYINET
18,098 KB NT AUTHORITY|SYS'
24,632 XB NT AUTHORITY\SYS'
5,988 KB COMPANY-3F86 1F5);
4,541 XB NT AUTHORITYINET.
5,368 XB NT AUTHORITY{LOC
5,472XB NT AU'IWV\SVS

§IFyIgIIgIssIIIIIILIILY

button from next lime oawards, Comodo Killewitch will be opened.
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5.5.Manage CIS Tasks

Comodo Internet Security has the ability to consusranlly run several tasks like on-demand or scheduled scans, visus signaiure
database updatas ard so on. The tasks thal ara currently rur, can be sent to background frem the progress interiace, by clic
Send to Background as shown in ths exsmpie bslow.

» reaA RV
i3 STMPINGE:

SRt N aEha

R3O B AFRNR

These tasks can bs managad, fhrough the Task manager interiace that can be accessed zt anytims by clicking Open Task

Manager from the "Advanced Tasks' interiace.
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Tip: The Task Manager can aiso b2 opened by clisking en the center 2b i the Status row of he widgst, that displays the
number of iasks that are currantly runnirg.

The Task Manager window displays a list of background tasks that are currently running v
iask, staius ard pricrty.

From the Task Manager interfacs, you can:

The Friofity column in the Task Manager interface displays the current priosity assigned for each iask.

)

To change the priority for a fask
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Rating Scan

Stariag

e Toresume a paused task, click the Resume buiten

N

NRSIOON

7
A

- Te sicp & running task, click the stop buiton

IBM - Ex. 1002-Part 8 fo 10, Page 2977
IPR2025-00379 (IBM v. Croga)



Rating Scan‘ ac-at1

\\\\\,\\\\\\\\\w\\\\\\ S

24

VIV 170 ) AVLLECNY

The progress window: of the task wili be dispiayed. i the task is compleied, the results windew wil: be dispiayed.

~
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6.Advanced Settings

The ‘Advanced Settings’ zrea alfows you to configure every zspsct of the operation, behavior and appearance of Comodo
internst Security. The ‘General Settings’ sactior: iets you: specify top-tevsl preferences regarding the interface, updates and
event fogging. The “Secusity Settings' seclicn lets advanced users deive inte granular configuration of the Antivirus, Fireviall,
Defenso+ and Fiie Ratings moduies. For example, the ‘Securily Setlings’ area ellows you 1o create custom virss scan
schadules, creals virus exclusions, crezis Firewail and HIFS rulss, modify sandbex behavior, define natwork zenes and specify
how the file rating system deais with frusted and unirusted files.

To open ‘Advanced Settings”
e CIS ha

e screen

2 "Tasks' atvow if you are on

«  Click 'Advanced Tasks' then ‘Open £dvanced saitings'
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The ‘Advanced Seltings' panei will open: .

ShHn

User Interfacz
int

Theme: iTie Theme

Language: :Epglish (Uniied States) - By COMODO

Show messages from COMODO Message Center
Show notification messages
Show welcome screen on startup
Show desktop widget
&) Show information messages when tasks are minimized/sent to background

Play sound when an alert is shown

Please olick the links below to find out more aboit each sectien:

o Generaf Seliings - Adows veu 1o configure the appearance and behavior o ‘hf‘EfﬁPf; Eucn1 002-Part 8 fo' 10, Page 2980
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N S it
oo Radiinen
o LY D3NNGS

fanass OIR Condfcurations
° Mansgs GiS Cond JURIABIONS

Sacurity Sottings - Advancad configuration of Antivirus, Firewall, Defense+ and File Ratings modufes

¥ 8
e Antivirus Sellings
«  Uofanses Sefings
¢ Firewal Sellivgs

+ FHeRafings

6.1.General Settings

The ‘Gereral Settings' area 2nables you 1o customize the appearance and cvesail behavior ¢f Comodo Internet Securily. You
can configure gereral properties fike the interface language, notification messages, eulomalic updates, logging and more.

Theme: iTie Theme

Language: iEnglish {United States) - By COMCRO

Show messages from COMODO Message Center
{&] Show notification messages

Show welcome screen on startup

Show deskiop widget

[¥] Show information messages when tasks are minimized/sent to background

] Play sound when an alert is shown

] Enable Password Protection 33

The calegory has the foliowing settings:

6.1.1. Customize User Interface

~

The 'Usar interface’ 'at iels you choose the display theme, inisrface language and customize the leok and fee! i Comedc

interne? Security acearding to your preferences. You can also cenfiguse how messages are displayed and enable passwerd
proteslicn for your settings.
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iJser Interface

Theme: iTlie Theme

Language: :English (United States) - By COMGDC

Show messages from COMODO Message Center
{51 Show notification messages

' ] Show welcome screen\on startup
Show desktop widget .

Show information messages when tasks are minimized/sent to background

) Play sound when an alert is shown

] Enable Password Protection 5

The User Interface Setfings aliows you configure the following:

= Theme - The Themes' drop-down aliows you to chosse the cclors and appearance cf the GUI as you prefer {Defauit
= Tile Thems).

SNy User Interface

Theme: Tile Theme

i Classic Theme

Language: Tile Themsa

Modern Theme

T N R R A R R St SRR
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Language Seitings - Comodo internat Security is availabie in muitiple languages. You can swiich beiween insialied
languages by selecing from the ‘Language’ drop-down menu (Defauft = English (United States);.

\\§

IR

Theme: {Tile Theme

Language: :Engiish {United States) - By COMODO
English {United States} - By COMODO
f&! Show mes: VKpaircbka — By Community

Shaw nods Tirkee - By COMODO

_iSvenska - By Community

i Espafiol - By Community

Cpncxn - By Community

Pycckiin - By COMODO

Palski - By Community

{ By Community - @ty
italiano - By Community
tlagyar - By Community
EAMviIG - Sy Community
Deutsch - By Community
Frangais - By Community

Eesti kee! - By Commwnity

Mederlends - By Community

Show messages from COMCDO Message Center - If enabled, Comodo Message Center messages wiil pericdically
appear to keep you abreast of news in the Comedo world.

" Your opinion matters!
Pleace take a moment
10 ali ys why you

They contzin news about product updates, sscasional recussts for feeddack, inic about sther Comado products you
may be interesied to try znd cthsr general news. {Default = Enabled).

Show notification messages - These are the £iS sysiem rotices that appsar in the bottom: right hard comer of your
screen (ust above the tray cors) and inform you absut the aﬂtmns that CIS is faking and any CIS st2ius updates. For
example * Comodo Firewal: is iearning ' or ‘Defense+ is leaining " are generated when these modules are iearning the
activity of previously unknown co*rpunsnts of trusted apoh“ ns. Artivirus notifications wiii also be displayed if you
have selected ‘Do not show antivirtus aieris’ check box i & vie Soan selings screen. Clear this
check box if you <o not want ic see Hhese sysiem mossageo (Defauit Enabled).

Show Welcome Screen on sfart up - if enabled. CIS will display a welcome screen when the appiication first starts .
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