
  

Browser Homepage 

Your defauii home page and search engine will be set to Yahoo! 

» Please review and/or modify the settings in the dialog. 

End User License Agreements 

° Read the compleie User License Agreements by clicking the ‘License Agreement’ links cf Comcde internet Security 
and PrivDag respectively before proceeding with the installation. To read the PrivDog privacy policy jinx, click the 
Privacy Policy link next to #. - 

eee 
  
          

COMODO SECURITY SOFTWARE SND REMOTE PERSONAL COMPUTER SERVICE 

IMPORTANT - PLEASE READ THESE TERMS CAREFULLY BEFORE DOWNLOADING, 
INSTALLING, OR USING COMODO'S ANTMIFUS, FIREWALL OR INTERNET 

COMPUTER SUPPCRT 
SERVICES (THE "PFROOUCTS"} THE PRODUCTS MEANS ALL OF THE ELECTRONIC 
FILES PROVIDES EIFHER By DOWNLOAD OR ON PHYSICAL MEDIA (CD-ROM, DVD 
CR OTHER MEDIAS THAT IS PROVIDED WITH THIS LICENSE AGREEMENT. 
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. BY 
DOWNLOADING INSTALLING, GR USING THE PRODUCTS, OR BY CLICKING DON" 
ACCEPT" BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT , 
THAT YOU UNDERSTAND IP, ANS THAT YOU AGREE [TO SE SOUND BY ITS TERMS. 
IF YOU DC NOT AGREE TG THE TERMS HEREIN, DO NOT DOWNLOAD OR USE 
THE SOF DWARE, SUBSCRIBE TO OR USE THE SERVICES, OR CLICK ON “I 
ACCEPT". 

This end user license and subscriber agreement is bebveen you (yu Gr 
*Subseriber’), as either an incividuai ar e3 a Dusiness erty, and either. 

a. fF you are rot located in China, Comedo Security Solutions, inc., which nas its 
prir:cigai lace of Dusiness at 1235 Broad Street, Suite 100. Cliftcn, New Jersey 

07G13, ar   
bh. if you are loceted in China, Beijing Cercedo Sattvare Geveicoment Cc. Ltd.. which 

has its principal place of business at 401 Tower 3., Fentien Internationa! Plaza, 
32 Baidajie Xizhimer:, Haician District, Being, China,   

ferred in hersin as "nrandia* 
        

After reading the egreernents, click the ‘Back’ bution to return to the installation configuration screen. 

Cnce back ai the main installer screen, if you wish lo configure advanced options, click ‘Customize fsslalaGon' . 

  

Cthenvise, click ‘Agree and instal!’ ic Segis inaiallasios 

Customizing Installation 

Clicking the ‘Customize Installaton’ link opens an advanced options interface that enables you to choose which elemenis you 
would iike to instal, configure security pepup alerts and choose the installation path. In order to obtain maximum proteciion, 
Comodo recommends that you uninstall any third party personal Firewail and Antvirus in your system: and seiect ali the 

components tc get the full benefit of the product. 

Select Components to Install (Css & go Sack fo Neg 3
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COMODO Antivirus 

COMODO Antivirus: 
: & 

e Cetacis, tiecks and eliminaies viruses from desktops and neiwarks 

e Constantly protecis with real-time On Access scanning 加 

e Daily, automatic updates of virus definitions 

  e Guili-in sroactive defense against viruses/trojans 

© 19690 Free 

Product Size: 49.2 MG , Total Downleed Size: 129 MB 

    

Install COMODO Firewall - Selecting this option instails Comodo Firewall and Defense+ components. Deselect this 
ception, if you already have third party Firewali protection activated in your computer system. Comodo Firewall 
inslailation is mandatory to quaiify for the virus free guarentee. ' 

install COMODO Antivirus - Selecting inis option installs Comods Antivirus and Defense+ components. Deselect this 
opticn, if you already have a third party virus protection activated in your compuler system. Comodo Antivirus 
instalation is mandatory to quaiify for the virus free guarantee. 

install COMODO GeekBuddy - Selecting this option installs GeekBuddy, a 24 x 7 remote support sesvice in which 

Cameds experts can help you solve any computer related problems you may encounter. Refer to the section Samave 
eSudsy ior more details. 

install COMODO Dragon Web Browser - Selecting this option installs Comoco Dragon, a fast and versaliie Intemet 
browser based cn Chromium technalcgy and infused with Comodo's unparaileied ‘evel of security. Refer to the section 
> ta Neancan far : 
Gomeds Grases for more details. 

install PrivDog - PrivDog is a browser extension that improves the transparency, privacy and speed of your online 
experisnce by automatically detecting and blocking processes thai are atternpting ic track your cniins activity. 

Whenever ycu visit 2 website, PrivDog will display the number cf privacy threais it has blocked in the fop-right corner 
of your browser. Clicking the PrivDog !con will reveal a more deiailed oreakdown of the types of threais it has stopped, 
which car include advertising neiworks, 3rd party backers, cookies, widgels and ciher data collection processes. The 

extension car also block ali current banner ads in s webp2gs and repiace them with safe and trusted acs. If you elect 
_ _ te instail PrivDog, ihe exiension will be automatically insialled in any supported browsers detected on yoursysiem.- ...  .—. - 

{Comodo Dragon, Comede iceDragon, Googie Chrome and Mozilla Firefox) 
time from within the browser.itself. Refer to the section Syis 

You can remove the extension at any 
Say for more deiails. 

5 Sy tot RN 
BSUISUSS LO SPW 
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1 PrivDog 

PrivBog: 

  
。 — Click the ‘+ button beside ‘Install PrivDog’ and select the ‘Dispiay only AdTrustMecdia approved 

advertisements’ checkbox, If you choose io view only ads from AdTrustMedia in your browser. 

Configuration Options 

。 Click the ‘Configuration Options’ tab to configure pop-up alert options.
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f= Do not show alerts that request security decisions as much as possible 
Shyhe acregeitae oe votes esesetpeegeveres fe cece! Netseuse en awed we eg AN wy sy ces 
This secunty configuration configures Frawall, Defense+, Sandbox aid Anthyins x: 

oss on Sh ae . ata mse 人 Te sara 26 Ht am : such a way that ponus elats are automatically ancweres as much es paseitis. 

  
    
lot show alerts that request security Wi Ci 

configured ic auiomaticaily deal with most issues in a secure manner without raising 2 popup aiesi - thus minimizing 

yser intervention. Most users should leave this option at the default state of enadled. Acvanced users wishing to gain 
greater insighi into CIS actions and/or ic have more control aver security decisions may wish to disable this option. 

Choosing installation Location 

Click the ‘Files Locations’ tab to chocse the installation path.
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      SS COE 
This screen ailows you to select the folder in your hard drive for installing Comodo Interet Security. The default path is 
C:\Prearam FilesiCOMODO\CCMCDS Internet Security. If you want to instal the application in a locaticn other than the default 
location, ciick ‘Browse’ to chcose a diflsrent location. 

人 

Alter customizing your installation, click the ‘Back’ button tp return to the installation configuration screen. 

¢ Once you are satisfied with your settings, click ‘Agree and Instail’ to begins insfaliatios (Ciick $s ge Sack fo Shes 3h. 

Step 3 - Installation Progress 

The installaticn progress wi be displayed...
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completion, th essiully completed cialag will be displayed.
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NKR nexey ins’ Serr dys ssi anes P 
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. DS HQ Hy Qrw 

help you configure it for SXSs SS Niw Ne   
    

        
* Click the ‘Close’ button. 

Step 4 - Restarting Your System 

in order fer the instatlation to take ofect, your compuler needs to be restarted. 

  

  

  
Please save any unsaved data and click ‘Yes' to restart the sysism. :f you want to restart the system at a lgisr time, click 'No’. 

  

Nake: The installation will take effect only on the next restart of the computer. 
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Step 5 - After Restarting Your System 

After restarting, a ‘thankyou’ screen will appear. This contains a summary of the components you chose to install as well as 

some friendly advice. : 

  

                              
\ 

This screen wil! appear every time you siart your system. if ycu do not want the screen ic be displayed on every start up, select 
the check box 'De not show this window again before closing the wincow. — 

Hf your computer is connected to a home or work network, then you are prompted io configure # at the ‘Network Detected! 
dialog. At the ton of the diaiog, the connectivity mode will be displayed, whether wired or wireless. 

\
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“} Do not detect new melwarks again   BORELECEY DLE LEE S 

¢ Seiect your location from the thres options above 

° Select Dc net automatically deisct new networks’ If you are an experienced user that wishes to manuaily set-up their 

own trusted networks (this can be cone in 'NeSver\ Sones’ and through the ‘Meals Sons Wikard} 了 

The CiS interface will cpen.
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The virus databzse wil be updated automatically for the first ime afer instalation. 
上
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    «Check for signature updates i Completed 

) Download signatures 有 In Progress 74.7%} 

  

  

The screen will display ceiails such as download speed, how much has bean downloaded and the progress of the process. You 

can also send this task to the background by pressing the ‘Send to Background’ buttcn and retrieve Hin the Task Manager’ 

interface. Refer to the section ‘Manage RS Fasks' for more details. When the virus database has been dewnloaded, ths 

‘Completed’ cialog will be dispiayed.

IBM - Ex. 1002-Part 8 fo 10, Page 2756 
IPR2025-00379 (IBM v. Croga)



|. 
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ee ee AAAAAAAAAAAAAAAAAA 

      

SS
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if you do no? want the scan to ccniinue at this time, click the ‘Stop’ button. 

After the scanning is complete, and any threats are found, an aler screen will be displayed. The aiert wiil display the number cf 
threaisinfections discovered by the scanning and provide you the oplicns for cleening. 

a        

  

We recarmrnend you work with a GeekBuddy Certified Microsoft Expert to make 
’ gure your camputer is completely cleaned and optirnized. 

Lata GeahBudily assist you new. 

  
  

    

Ts speak to a GeekBuddy, call 13883517533 

E-? Do not ask me this question again 

¢ ff you wish to have a skilled professional from Comodo to access your sysiem and perform an efficient disinfection, 

click ‘Yes, | want af experi to clean if. f you are a first-time user, you will be taken io Comodo GeakBuddy webpage to 
Sign-up ior 2 GeekBuddy subscription. If you have already signed-up for GeexBuddy services, the GeekBuddy chat 
session wii siart and a skilled technician will offer to clean your system. 

For more details on GeekBuddy, refer to the section Camada GsskSsdsy. 

+ Ifyou wish to clean the infecticns yourself, select ‘No, | will iry to clean it myself’. The scan results screen will be 

displayed. The resuits will coniain a list of files identified with threats or infecticns (Viruses, Rootkits, Malware and sc 
on) and provide you the options for cleaning. An example results scresn is shown below:
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{f any threats are detected, they will be displayed and you can choose to iake eppropriate action from any oi the drop-down 

fields in the screen andi click ‘Apply Selected Actions’ button. Refer to the section ‘Srosessing infected Fes’ for more details. 

1.3.2. CIS Pro - Installation and Activation 

   

       

  

Nos - Before beginning installation, pleass ensure you heve uninsialied any other anivirus and firewail products that are on 
your computer. SYsk here to read fhe full note. 

      

Comodo Internet Security Pro can be downloaded from N8pih 
sro after signing up for subscription and includes, Comes: 

  

e Choose whether you want the 32 or 64 Dit version of CIS then click ‘cownicad’ 

- — {f you are unsure which version you need, seleci the 32/64-bit Windows Installer. This executabie contains BOTH 32 
and 64 bil installers. The setup routine will avicmatically detec? which version of Windows you have and instal the 

approp‘iate version. Please note, the Universal Windows Insialler is a much larger cownicad then the individual 32 or 
54 dit setup fies. 

After downloading the required Comodo Iniemet Security setup file to your iocal hard crive, double click on the setup file to start 
the installation wizard.
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Step 1- Choosing the interyace Language 

The installation wizard starts automatically and the 'Seiect the language’ cialog is displayed. Comede inteme! Security 
2ilebie in several janguages.    

  

        
  

  
  

  

nglish (United States) - By COMODO 
  

Step 2 - Installation Configuration 

The installation configuration screen will be dispiayed.
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sen) Behavior Analysis” of unrecognized aro   
  

  
am usage {2 G. cHcks, crashes, errars ete.) sia 

    
                

if you click ‘Customize Installation’ then you can chocse adyaness asiions. These include which CIS components 
you wish to insiall, the ability ic choose CIS insiallation path and other advanced CIS configuration settings. 

Receive Comodo News and Notifications 

If you wish fe sign up for news about Comodo products then enter your email address in ths space provided. This is 
optional. 

Cloud Based Behavior Analysis 

Any file that is identitied as unrecognized is sent ic tie Comode instant Malware Analysis (CIMA} server ior behavior 

analysis. Each file is executed in a virtual environment on Comods servers and tested to determine whether il contains 
any malicious code. The resuits will be sent back to your computer in around 15 minutes. Comodo recommends users 
leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ dink. 

Send Program Usage Data 

Comodo collects collects the usage deiaiis from mitions of CIS users to analyze their usage patterns for the continual 

enhancement of the product Your CIS instiliation will collect details on how you use the appiicaticn and send them 

pericdicaliy to Comodo servers through a secure and encryptec channel. Alsc your privacy is protecied as this data is 
sent anonymous. This data will be useful to the engineers and developers at Comode to identify the areas to be 
developed further for delivering the best Intamet Security product. Disabie this cpticn if you do not want your usage 

details to be sent to Comode. Comado recommends users leave this setting enabled. You cen change this setting from 
AW SF QMassine ZVawoav ad 2 Taw Dattsnne | j 了 了 Asvances Solfings » General Sailings > Log Saitings interface, at anytime after installation. 
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+ Please review endfor modi¥y the settings in the diaicg. 

  

*  Zlick the ‘Next’ button. 

In the nex? screen, you can chaose to configure your DNS Settings and Browser Home page. 

  
  

    
    

  © by setting rey hare page ang search engine pro 

5) 

          

    

          
。 — Ifyou click ‘Cusiomize instailatien’ then you can chocse asyasces aptions. These include which CIS compcnents 

you wish to insiall; the ability to choose CIS insiallation path and cher advanced CIS configuration settings. 

DNS Settings 

Comodo Secure DNS service replaces your existing Recursive DNS Servers and resoives ail your DNS requests 
exclusively through Comode's proprietary Directory Services Platform. Comocdo’s worldwide network of redundant 
DNS servers provide fast and secure Iniemet browsing experience without any hardware or softwere installation. 

in addition, Comcdcs Secure DNS ensures safety against attacks in the form of malware, spyware, phishing etc., by 
biocking access to mahware-hostling sites, by any program running in your system. 

In this step of insiallation of Comodo Intemet Security, the DNS settings of your computer can be changed 
automatically io direct to our ONS servers. You can disable the service at anytime and revert ‘o your previous settings. 

For more details on Comode Secure DNS Service and to know how to enabdle or disable the service, refer to 
Rawasdiv NS Cases TINS Sasins Appendix 3 Comes Sous ONS Senvice. 

Yo enabie Comodo Secure DNS, select ‘Change my ONS Servers to COMODO SecureDNS Servers. Click the What 
is this’ fink to know mare about Comodo Secure DNS servers.
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Browser Homepage 

Your default browser home page and the search engine will be set as Yahco! 

° Please review and/or modify the settings in the dialog. 

End User License Agreement 

Read the compiete User License Agreements by clicking the ‘License Agreement’ links of Comaco Intemet Security 

and PrivGog respectively before proceeding with the insiallation. To read the PrivDog privacy policy link, click the 
Privacy Poiicy link next to it. 

  
  

      
  

  

END USER LICENSE AND SUBSCRIBER AGREEMENT 
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE 

IMPCGRTANT - PLEASE READ THESE TERMS CAREFULLY SEFORE OCCWNLOADING, 
INSTALLING, OP USING COMODC'S ANTIVIRUS, FIREWALL OR INTERNET 
SECURITY SOFTWARE AND REMOTE PERSCNAL COMPUTER SUPPORT 

CES (TRE "PRORUCTS": TRE PRODUCTS MEANS ALL OF THE ELECTRONIC 
ILES PROVIDED EIFHER BY DOWNLOAD OR ON PHYSICAL MEDIA (CD-RCM, OVD 

OR OTHER MEDIA THAT IS PROVIDEO WITH THIS LICENSE ASREEMENT. 
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. BY 
DOWNLDADING, INSTALLING, OR USING THE PRODUCTS, OR BY CLICKING ON" 
ACCEPT* BELOW, YOU ACKNOWLERGE THAT YOU HAVE READ THIS AGREEMEN 
THAT YSU UNDERSTAND IT, AND TREAT YOU AGREE TO BE SOUND Ey ITS TERMS. 
IF YOU BC NOT AGREE TO THE TERMS HEREIN, DO NOT GOWNLOAD OR USE 
THE SOF FWARE, SUSSCRIBE TO OR USE THE SERVICES, OR CLICK ON 1 
AGCEPT”. 

This end user license and subscriper agreement is tetyeean vou “ycu" cr 
“Gubscriber'), es ether an individual ar as a business entity, and either ‘ 

  

  
a. f you sre not located in China, Comcda Security Solutions. ine., which has its 

principai! alace of susiness at 1255 Bread Street, Suite 70C, Clifton, New Jersey 

07013, or 

b. if you ere located in Ching, Seijing Cemcdo Software Deveicomerit Cc. Ltd. which 
has its crincigal place of business at 461 Tewer 5., Fengian Internationa: Plaza, 

32 Beidajie “izhimen, Haician District, Geying, China. 

  

  

Finth #re referreritn nerrin as "Comoann" 
      

After reading ihe agreement, click the ‘Back’ button to retum to the installation configuration screen. 

  

Once back al the main insialler screen, # you wish ic configure asvanced oplicns, click Casiomizes fsials 

‘Agree and instai!' to Segis insislatfon. 

Customizing Installation 

Clicking Ure ‘Customize Installer {ink opens an advanced options interface that enables you to chocse which elements you 

would fike to install, configure security popup alerts and choose ihe instailation path. In order to obtain maximum protection, 
Comodo recommends that you uninstall any third party personal Firewail and Antivirus in your system and Seiect ali the 
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components ic get the maximum benefit from Comode internet Security Pro 2043, 

    
Select the Components to Install (fick is go Bok SS 

° Click the ‘instaiiaticn Options’ tab to seleci the components ic be installed. 

    
      

J Install COMODO. Dragon Web Browser 

COMGDO Internet Security 

An unteatakie combinasan of: 

SCOMODNS Antivirus - 

e Detects, ticcks and eliminstes viruses from desktops and networks 

、 e Canstanily protects with real-time Or Access scanning 

e Daily, automatic updates of virus definitions   
  Product Size: 49.2 MB Total Downlced Size: 117 Ma 

  

    
install COMODO internet Security Pro - Selecting this option insialls Comede Antivirus, Comoco Firewall, Defense+ 
components and PrivDog, installing CIS Pro is mandatery to qualify for the virus free guarantee. 

*。 install COMODO GeekBuddy - Selecting this option installs GeekBuday, a 24 x 7 remote support service in which 
Comede experis can help you solve any computer related problems you may encounter. Refer to the section Gomods 
SoekSavay for more celails. 

’ 

+ Install COMODO Dragon Web Browser - Selecting this option installs Corroco Cragon, a fast and versatiie Internet 
browser based cn Chromium technclogy and infused with Comodo's unperaileied level of security. Refer to the section 
AS Samavs Orages for more details. 

Configuration Options 

¢ Click the ‘Configuration Options’ tab to configure pop-up alert eptons.
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了》 

Do not show alerts that request security decisions as much as possible 

This securily configuration configures Fuewail, Delzase+, Sandbox and Antwiug i:   » 一 ay ese 240} “ save es es whe suo aiaris are automatically ensvearas as much es sassitis,   

  

    

Do Not show alerts 外 at request security decisions as much as possible - When this option is selected, CiS is 
configured ic automaticaily deal with most issues in a secure manner withou! raising 2 popup aiex - thus minimizing 
user intervention. Most users should leave this option at the default state of enabled. Advanced users wishing to gain 
greater insighi into CIS actions and/or ic have more control over security decisions may wish to disable this option. 

Choose the Installation Location 

Click the ‘Files Locations’ tab to choose the instailaticn cath.
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\ 

AOR enue ae a 
     
  

  
  
  

Choose the instatiation path: 

  

ic: Progra m F iles\COMOSO\CO! MICDO Internat Security 
      

  

  

  

This screen ailows vou to select the iclder in your hard drive for installing Comodo Intemet Security. The default path is is 
C:\Program Files\COMODOICCMCDS Internat Security. If you wani to instal! the appiication in a location other than the default 
location, click ‘Browse’ to choose a ditlerent location. 

Alter customizing your installation, click the ‘Back’ button to return to the installation contiguraiion screen. 

Click the ‘Agree anc instal’ button to proceed with the instalation. 

Step 3 - Installation Progress (SficN So go Sack fo Seg 3} 

The installation progress will be displayed...
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and on compietion, the restart dialog will De dispiayed. 

Step 4- Restarting Your System 

in order for the installation to fake effect, your computer needs to be restaried. 

SS。 
You must restari your system for the configuration changes tc take 

effect. . 

Click ‘Yes! te restart naw or ‘No! if you plan ta manually restart later. 

  

Please save any unsaved data and click Yes' to restart the system. f you want ic restart ihe system at a later time, click ‘No’. 

  

Xaie: The installation will take effect only on the next restarl of the computer. 
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Step 5 - After Restarting Your System 

After restarting, a ‘thankyou’ screen will appeer. This contains a summary of the componenis you chose to install as well as 

some friendly advice. You can aiso purchase license key from this screen ¥ you have not done so already. 

  

      

                  
                  

STOTT   This screen wil! appear every time you start your system. If you do net want the screen i 
the check box ‘De net show this window again’ before closing the window. 

4 your computer is connected to a home of work network, then you are prompted to configure # at the ‘New Network Cetected!’ 

dialog. At the tog of the diaiog, the connectivity mode will ba displayed, whether wired or wireless.
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和 Oo not detect new networks again 

。  Seiect your location from the three options above 

.° Select 'Do not automaiically detect new networks’ If you are an experienced user that wishes to manuaily set-up their 

own trusted networks (this can be done in 'Nesvert Sasea' and through the ‘Stasith Sarote 
ity 

¥ 

Sorts Mzars} 

The main interface will be dispiayed:
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CIS wii start its first virus database update at the background. You can vie 

a 

foreground from the Task Manager interiace. Reier to the section '¥ 

‘ 

progress wy the ress by bringing ihe update task to 

Manage C15 Tasks’ for more deiails.
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SS 
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ss Check for signature updates : Completed 

a Download signatures in Pragress 74.7%} 

  
  

The screen will display deiails such as download speed, how much has Seen downloaded and the progress ol the pmcess. You 

can also send this task to the background by pressing the ‘Send to Background’ butten and retrieve iin the ‘Task Manager 

interface. Refer to the section ‘Manage DIS Tasks’ for more details.
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        ss Check for signature updates ; 

ss" Download signatures : Completed 

* Install signatures 

CIS wil commence a Quick Scan of system memory, autcrun entries, hidden services, doo! sectors and other critical areas 

aufomaticaily afier the virus database has deen updated. 
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ea 

CON 
+ — ff you do not want the scan to continue at this time, click the ‘Stop’ button. 

Alter the scanning is compleis, the results screen wil be dispiaysd. 

= . _. 
\\ 

  

  

  

    

          

    

  

    
  

  

    
  

i{ any threats are detected, they will be displayed and you can choose to take appropriate action from any of the droo-down 

fields in the screen: and click ‘Apply Selected Actions’ bution. Refer to the seclicn ‘Prscessing infectes Sifes' for more details. 

impoant Nats: After successfui installation, you need ic activais the license for using the product. In order to get your 
guarantee coverage, you need to activate the ficense first. 

» — For tull explanation on activaticn 6 license aiter installation of the product, refer to Activating Your License. 

» — For full explanation on activation of your guarantee, refer to Activating Your Guarantees Coverage. 

1.3.3. CIS Complete - Installation and Activation 
c 

Nos - Before baginaing installation, please ensure you have uninsialied any other anévirus and firewall products that are on 
your cornputer. Cisk Sere to read the full note. 、 

. Comodo Internet Security Complete can be downloaded from weas.came 
~ as N 

  

g up for subscription and includes Comodo Grags 

¢ Choose wheiher you want the 32 or 64 dit version of CIS then click ‘download’ 

‘« Hf you are unsure which version you need, select ths 32/64-b? Windows Insialler. This execuiabie contains BOTH 22 

and 64 bit installers. The setup routine will auiomatically deieci which version cf Windows you have and instal! the 
appropriate version. Please note, the Universal Winciows Installer is a much larger downicad than the incividual 32 or ， 

. iN
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64 dit setup files. 

After downlcacing the required Comado Internet Security setup fle to your iocal hard crive, double click on the setup file to start 
the installation wizard. 

Step 1 - Choosing the Interface Language 

The ianguage selection dialog will be displayed. 

  

  

English {United States) - By COMODO 
  

  

Comoda Internet Security is available eral language 

¢ — Select the language in which you wish the wizard shouid continue and Comodo Intemet Security Complete is ic 
be installed, from the drop-down menu and click 'OK’. 

Step 2 - installation Configuration 

  

The installaiicn configuration screen wili be dispiayed.

IBM - Ex. 1002-Part 8 fo 10, Page 2774 
IPR2025-00379 (IBM v. Croga)



  

  

  
  

  
  

> 

  Suc Based Behavior Analysis "of unrecognized proararm 

  

  
  

    
ogtam usage {2 g. cicks, crashes, errers etc) statistics’ 

  

  
        

if you click 'Customize installation’ then vou can choose adyastess options. These include which CIS components you 
wish to instal, the ability to chcose CIS installation path and other acvansed CIS configuration seilings. 

Receive Comodo News and Notifications 

If you wish te sign up jor news about Comodo products then enter your emai! address in the spzce provided. This is 
optional. 

Cloud Based Behavior Analysis 

Any file that is identilied as unrecognized is sent ic the Comede instant Malware Analysis (CIMA} server ior behavior 
analysis. Each file is executed in a virtual environmeni on Comods servers and tested to determine whether if contains 
any malicious code. The results will be sen? back to your computer in around 15 minutes. Comodo recommends users 

leave this setting enabled. Read the privacy policy by clicking the ‘Privacy Policy’ fink. . 

Send Program Usage Data 

Comodo ccllects callacts the usage deiajis trom millions of CIS users to analyze their usage pattems for the continual 

’ enhancement of the product Your CIS instillation wil collect Getails on how you use the appiicaticn and send them 
pericdicaliy to Comodo servers through a secure and encryptec channel. Alsc your privacy is protecied as this data is 

sent anonymous. This data will be useful to the engineers and developers at Comode to identify the areas to be 
developed further for colivering the best Internet Security product. Disabie this opticn if you do not want your usage 
detal's tobes sent to Camodo. Comado recommends users leave this setting enabled. You can changs this setting tom 

; Ss > Log Saitings interface, af anytime after installation.       ras Soff NYS > See 

Please review and/cr modify the settings in the dialog.
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Click the Next button. 

in the nex! screen, you can choose to configure your DNS Setiings and Srowser Home page. 

dded 5 ecurily ws wht ne in the Internet hy changing my OMS s 

DO by seattina my home page and search any: ne provi 

  
    

      
      

    

  

If you ciick ‘Cusicmize Inslailation’ then you car: choose asyasses options. These include which CIS componenis you 
wish to instali, the ability to choose CIS instaliation path and other advanced CIS configuration settings. 

DNS Settings 

Comodo Secure DNS service replaces your existing Recursive ONS Servers and resoives ail your DNS recuests 
exciusively through Comode's proprietary Directory Services Platform. Comodos worldwide network of redundant 

DNS servers provide fast and securs Iniemet browsing excerience wilhout any hardware cr software instailalion. 

In addition, Comedo's Secure DNS ensures safely against attacks in the form of malware, spyware, phishing etc., by 
biocking 2ccess to malware-hosting sites, by any program running in your system. 

For mor re details on Comode Secure DNS Service and to know how io enable or disadle the service, refer to 

Appandix ¢ Castode Securs ONS Service. 

In this step of insiallation of CIS Completes, the DNS settings of your computer can bs changed automaticaily to direct 
to our DNS servers. You can disable the service at anytime and revert tc your previous settings. 

To enzbis Comodo Secure DNS, select ‘Change my DNS Servers to COMODO SecureDNS Servers. Click the ‘What 

is this’ fink to know more about Comodo Secure DNS servers. 

Browser Homepage IBM - Ex. 1002-Part 8 fo 10, Page 2776 
IPR2025-00379 (IBM v. Croga)



PORE 
Your Gefauit browser home page and the search engine will be set as Yahoot 

   
End User License Agreements 

Read the compiete User License Agreements by clicking the ‘License Agreement’ links of Comoci Internet Security 
and PrivDog respectively before proceeding with the insiallation. To read the PrivDog privacy policy link, click the 
Privacy Poiicy link next to it. 

cense agreement 

. END USER LICENSE AND SUBSCRIBER SGREEMENT 
COMODO SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SERVICE 

IMPORTANT - PLEASE SEAD THESE TERMS CAREFULLY SEFORE DOWNLOADING 
INSTALLING, OR USING CQMODD'S ANTIVIRUS, FIREWALL OR INTERRET 
SECURITY SOFTWARE AND REMOTE PERSONAL COMPUTER SUPFORT 
SERVICES (THE "PROEUCTS THE PFRCOUCTS MEANS ALL ‘DF THE ELECTRONIC 
FILES PROVIDED EITHER BY DOWALOAC.OR.ON. PHYSICAL MEDIA (CD-RUM, OVO 
OP OTHER MEDIA THAT IS PROVIDED WITH THIS LICENSE AGREEMENT. 
THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE BY 
DOWNLOADING, INSTALLING, OF USING THE PRODUCTS, OR BY CLICKING ON * 
ACCEPT BELOW, YOU ACKNCYVLEDGE THAT YOU HAVE READ THES AGREEMENT, 
THAT YOU UNDERSTAND IT, ANS TEAT YOU AGREE TC 26 SOUND BY ITS TERMS. 
4F YOU SC NOY AGREE T THE TERMS HEREIN, DD NOT DOWMLOAD OR USE 
THE SOFTWARE, SUSSCRIBE TO OF USE THE SERVICES, OF CLICK ON 4 
ALTCEPT. 

Tais end user license and subscriber agreement is between you ¢"ycu" er 
"Suescribar’), as 2ither an incividuai or es a Ousiness entity, and either: 

      
. 六 

a. fF you are not located in China, Comeda urity Solutions, inc. which nas its 
principai olace of business at 125% Gread Street, Suite 100, Cliften, New Jersey 
07613, or 

h. if you are loceted in Ching, Seijing Cerncda Software Ceveicoment Cc. Ltd... wnich 
has its princigal place of business af 401 Tower 5. Fengien international Plaza, 

32 Beidajie Xizhimen, Heician Cistrict, Bejing, China.   
yh 

Alter reading the agreement, click the ‘Back’ button to retum to the installation configuration screen, 

4 tion’, Otherwise, 5 Once back at the main installer screen, # you wish ic configure advanced opticns, slick ‘Custasise is 

click ‘Agree and Install’ to Segis Sysfahation. 

Customizing Installation 

Click the ‘Custornize Installation’ link to select the components ic be installed, enable security popup alerts to be minimized and 

choose instailation path. 

Selecting Components to Install (Sek So ge Sack fo Neg 3) 

e Clink the ‘instaiialion Options’ iab to select the components tc be installed.
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Install COMODO Dragon Web Browser 

COMONA internet Security 

An unbeatabie corntination of: 

COMODO Antivirus 

o Detects, kiccks and eliminzies viruses frora desktops and networks 

® Constantly protects with realtime On Access scanning 

e Baily, eutomatic updates of virus definitions 

Froduci Size: 49.2 MB Tatal Downlcad Size: 141 MS 

  

install COMODO Internet Security Complete - Selecting this option insialis Comedc Antivirus, Comodo Firewal, 
Defense+ components and Comodo PrivDog. Installing CIS Complete is mandatory tc qualify for the virus free 

quarantee. 

。  Instali COMODO GeekBuddy - Selecting this option installs GeekBudcy, a 24 x 7 remote support service in which 
Comodo experis can help you solve any computer related problems you may encounter. Refer to the section Cosioss 

SeekSaday for more details. 

¢ Install COMODO Dragon Web Browser - Selecting this option installs Comodo Cragon, a fast and versatile Intemet 
browser based on Chromium technology and infused with Comodo's unpzraileied ievel of security. Refer to the section 

Cemade Orages for more details. 

+ — install COMODO Backup - Selecting this option instalis Comodo Backup, a powerful and ezsy-to-use desxtap 

application thal helps home and business users protect their valuabie data against damage or ‘oss. Refer ic the 
section Gases Sackus for more deiails. 

Configuration Options 

, 。 — Click the ‘Configuration Options’ tab to contigure pop-up alert options.
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三 Do not show alerts that request security decisions as much as possible 

This gseeunty configuration configures Fuewall, Defkn Sendbex and Antiving i 
mph . iad . 了 a ee ores me om wows msn wah! such a way ihai pons eats are cufomatically answares as much es pose:tis,   

      
Do Not show alerts that request security decisions as much as possible - When this option is selecied, CIS is 
configured to automatically dea! with most issues in a secure manner without raising a popup alert - thus minimizing 
user intervention. Most users should leave this opticn at the default state of enabled. Advanced users wishing to gain 
greater insighi into CIS actions and/or ic have more convol cver security decisions may wish to disable this option. 

  

Choosing installation Location 

Click the ‘Files Locations’ tab to choose the instailation path.
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This nteriace zllows you to set the instaiation folder for Comodo Inismet Security. The default path is CAProqram 

Files\COMOCO\COMODO Internet Security. If you want to Instail he application in 2 jocation cther then the default ication, 

click ‘Browse’ ic choose a diferent location. 

Alter customizing your installation, click the ‘Back’ button io return to the installation coniiguration screan. 
{ 

« Click the ‘Aqree end Insiall’ bution to proceed with the installation. 

Step 3 - installation progress (Sick fo go Sack fo Nex 3) 

The installation progress will be displayed... 
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  ipisvalling COM@DS Intemer Sacunty. «. 

    
          

..and on compietion, the restart dialog will be dispiayed. 

Step 4 - Restarting Your System 

in order for the installation to take effect, your computer needs to be restarted. 

You must restart your systern for the configuration changes tc taxe 

effect. 

Click ‘Yes' te restart now ar ‘No’ if you plan ta manually restart later. 

  

  

  
Please save any unsaved data and click ‘Yes’ to restari the sysiem. 4 you want to restart the system at a laier time, click NO 

  

  

Note: The installation will taxe effect only on tha next resiart of the computer. 
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nn
 

After reslarting, a ‘Start Up’ screen will appear. This contains a summary of the components you chose ic install as well as some 
friendiy advice. You can aiso purchase license key from this screen if you have not done so already. 

Step 5 - After Restarting Your System 

    

  
  

      
    

          
                                  

      

     Ihis screen will appear every time you siart your system. If you do net wan creen ic be displayed on every start up, select 
the check box ‘Lc not show this window again’ before closing the wincow. 

if your computer is connected to a home or work network, then you are prompted io configure # at the 'New Network Detected!’ 
dialog. At the top of the diaiog, the connectivity mode will be displayed, whether wired or wireless.
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E} Oo not detect new retwarke again 

* « — Select your location from the three options 

¢ Select 'De nct automatically detect new networks’ [f you are an experienced user that wishes to manuaily set-up their 

own trusted networks (this can be cone in 'Netwask Zases' and through the ‘Steaks Sosss Wizare). 

The main interface will be dispiayed:
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  CIS wii siart its first virus database update at the background. You can view ths progress by bringing the update lask to 

O83 Tasks’ for more deiails. 

6 

  

fanage 0 NSS foreground irom the Task Manager interiace. Reier to the section ‘S

IBM - Ex. 1002-Part 8 fo 10, Page 2784 
IPR2025-00379 (IBM v. Croga)



   
       

    

N      SN 
   

   

w* Check for signature updates : Cempletec 

€) Download signatures la Progress 4.3%) 

      

    
  

The screen will display deiails such as download speed, how much has Dean downloadec and the progress of the process. You 

can also send this task to the backaround by pressing the ‘Send to Background’ buttcn and retrieve it in the ‘Task Manager’ 
~ 

interface. Refer to the section ‘Manage {8 Tasks’ for more details.
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NS Check for signature updates . : Completed 
NS 

x¥ Download signatures : Completed 

SS 
“Install signatures i Cornpleted 

  
CIS wii commence a Quick Scan of system memory, autorun entries, hidden services, Doo: sectors and other critical areas 

automatically afier the virus dalabase has deen updated.
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fields in the screen and click ‘Aply Selected Actions’ button. Refer to the section 'Pyesessing infected Files’ for more deiails. 

  

ipiuertant Note: After successful installation, you need to activate the license icr using the procuct. In order to get your 
guarantee coverage and TrustConnect service enabled, you need ic aclivaie the license first. 

。 — For full explanaiion on activation of license after installation cf the produci, reier to AcSvaviag 

。 — FoF full explanation on activaticn of your guarantee, refer to Activating Your Gaaranise Coverage.     
  

1.3.4. Activating CIS Pro/Complete Services after Installation 

CIS Pro and CIS Complete should be activated alter installation for contiuned use of the product. You will get alerts ic activaie 

the license ff it has not been dons so. 

odivaging Yass i foones ° AOUVSUAY FSET LEH ss, 

Swinson Vase Secavantan agers: © = Activating Your Guaranse Coverage; 
. 下 

Ser a3 was Neuse f Groanen - 
> NSNNS OY SN ASSES. 

  

Step 1: To activate your License. click ‘Activaie Now’ beside ‘Subseription’ in the home sereen. 
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The License Activation Wizard will stert. 

    

      

i are Br 
. 

License Key: 
: : N N N N N 3 
3 

    

Pe
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。 You should have received vour License key through emai! if you have purchased CiS Pro. For CIS Compiete, the 
lisense key is available on the DVD itsef or printed on an insert included in the box packaging. Enter the license 
key and click ‘Activate’. 
  

Tip: H you haven't subscribed for Comodo internet Security - Pro or Complete so far, click the 'click here’ tink. You will be taken 
to the Comodo website enabling you to purchase the license.       

    

  
              

  

In order,to activate: 

Make sute you ere connecisd ie the Interna! 

2 Activate the Ecense and register your sreduct 

License Key. 
  

      

  
° = The wizard starts vaiidating your Key.
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if you have not registered as an user in Comodo Accounts Manager (CAM), the following screen will be displayed.
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2 * First Neme : *Last Name 
Uae a Sa ieee ar Sa aa Goan an 

*Ernail Address | 
  ee 

  

  

  

  和 

  

NORCENT AEA OL NETL EL ELIE LORE LOO ELEONORA EELS OLESEN BSAA, 
  
AR 

Choose a username and password and create a COMOCU accoun. You can us 

your account fo manaye your licenses thr rough Fs nts 
  

* Usemarna 

= Mandaitry Field 

Fill up the registration form with the login detalis anc password for your Comodo Accounis Manager (CAM) account.
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 * First Neme ;Dagwood | : * Lest Narne Bumpsted ， 

Es * Fraail Address 
  
  

  

* Username 

* Mandainry Field 

  

  
  

  

  

  

  

_ SN * Password 

  

   

  

  

  

  

  

  

    

Name Enter your first name 

Last Name Enter your last name 

Email Enier your email address 

Address Enter your address 

City Enter your city name 

Country Select your counvy from the drop-down box 

| State Select your state from the drop-down box 

Address Enier you full address 
  

Create a new COMODO Account 
    * — Enter your username and password to create a new Comods account wilh Comodo Accounis Manager (CAM)   
  

e Click 'Regisier’ 

On successiul vatidation, your subscription will be activated and a confirmation screen will be displayed. 
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    You have successiullyactivatsd your product. 

Click ‘Continue’ to exit the wizard. 

For CIS Pro users - Your CIS Fro product will be activated. 

For CIS Complete users - Your CIS Compleie product will be activated along with Comede Sackup and TrusiCenneci 

« Accessing Comdo Backup oniine sicrage space - Use the login credentials provided during the CIS Cormplete 

registration step. 

e Using the TrusiConnect service - The TrusiConnect service wil be automatically enabled after successful activation of 
the license. Please refer to the saction Tsusasnesl Gyervisiw for more detaiis cn how to use the service. 

  

Tiss You can alse enter your activation key by clicking the link ‘Enter a license Xey in the About dialog, accessibie by clicking 

Seis isos » Abou’ from the de bar.       

The main interface wil display the number of Gays lefi for the license before it should be renewed.
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1.3.4.2. Activating Your Guarantee Coverage 

The Comodo Guarantee is available to customers of CIS Pro enc C!S Compiete versicns. Before enabling guarantee coverage, 
customers should firsi have activated their ficence. Fuil details on activating the ficense can be found in Astivating Your 

License section. 

+ Please note that # you wish to use ard activate the Comodo guarantee then you must have installed Comodo 
internet Security (oth Antivirus and Firewall components) and Comodo GeekBuddy. You must also have run and 
passed a Comodo Antivirus scan using the lates signature database. Please see the Ens User License 

Agreamens (EULA) for full detaiis, 

Limits: The guarantee is limited to the lesser of: 

， e The aciuai cost of the cornputer: 

e An aggregates total of $506 for all claims paid under a single license key, and 

。 The actuai cost of a Comodo specified and authorized third party provider ic repair the comouter to an 
opareing condition (‘Guarantee Limit). 

¢ The guarantee is limited io repairing the compuier over the Internet to an operational slate and exciudes all 
claims ‘or lost cr expected orofits, lost or corrupted daia, lost or deleted work, or lost or demaged personal files. 
Comodo does noi guarantee against the less of any fie or information. The guarantee is void if you breached this 

agreement, faiied to follow the procedures described in this Seciion 3 of the EULA or failed to pay any fees 
applicable to your use of the Software. 

° Full Terms and Conditions on the Comodo Guaraniee Coverage can be read in Section 3 of CiS EULA (Step 2 of 
the Insiallation process for RS Sra and Step 1 for IS Compisss}. 
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N 

more details on running an Antivirus Scan Csk bere. 

  

  

7 

      

Step 1: To aclivale your guarentee coverage, click ‘Not Activated’ baside ‘Warranty’ in the home screen. 

              
  

        

    
  

        
A iull system scan to remove all known viruses is a mandaicry requirement if your computer is to be eligible icr guarantee 

You need to perform a fill computer virus scanning before 
actveling your coverage. 

Wfould you like to CR Ht rics? 

  

  

Click Yes fo run a full computer scan. Refer tc the seciion Ran a Fall Computes Seas for more details on scanning your full 

computer and cleaning the iniacted flies. All the infections anc threats identified curing the scan should be cleaned for your 
computer to be quaiify for the warranty. 

Step 2: The nox! stage is to run the Guarantee Activation Wizard again. 

e Click 'Not Activated’ beside ‘Warranty:’ again. The Guarantee Activation Wizard wil start and on compietion the 
‘suocessiully acvated’ screen will be displayed.
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*。 Click ‘Continue’ to complete the activation wizard 

Successtully activating your Guarantee will change the information displayed beside ‘Warranty.’ in the Home screen.
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1.3.4.3. Renewal of Your License 

in order to enjoy continuous services from Comodo after the licanse paricd of your CIS Pro/Compiele has expired, you need to 

renew your License. 

To renew or upgrads your license, click the ‘Activate Now’ link beside ‘Subscription’ on the CiS home screen (alternatively, click 
'No. of days lef. ， 

The Product Acivation Wizard wilt start.
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In order to activate: 

ighe suite you ere cannecied ic the Inte 

Ender your dcense hey ur click bere to obfart ene 

  

      
  

。 Click the ‘elick here’ link. You will be taxen to RXps-! 

afisVomed 

  

。 Select your CIS Package. 

。 Seiect ‘returning user in the ’Sign-up Information’ area, enter your login and password and compleie the payment 
procedures. 

。 The License key will be sent to you by emaii. Activate your License using the new key to enjoy the continued 
services. 

1.4. Starting Comodo Internet Security 
Alter instailation, Comodo Internet Security automatically starls whenever you start Windows and the CIS Widgel will be 

displayed. In order to configure and view settings within Comoda Intemst Securily, you need to access the main interface. 

There are 4 diferent wavs to access the main interface of Cornado Internet Security: 

  

» Click Start and select Ail Programs > Comodo > COMODO Infernet Security > COMODO Internet Security. 
， t
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oe Wie sawe Mavis MRNANS Desiies 

。 Just double click the shield icon in the desk rt Comodo internet Security.     

    

You can also view cther detaiis in the widget such as inbound anc outbound traffic, number of tasks running, shortcuts to 

common CIS tasks and brawsers and links ic social media sites Twitter and Facebook. Refer to the section SS Wisget for 
more details. 

: says ie 
FSV NOV 

。 Just double click the shieid ison to star the main interface. 

站 SSN      
ay right-clicking on the tray icon, you can access short cuts to selected settings such as enabling or disabling Antivirus real-time 
scan, Firewall, Behavior Blocker, Widget, Game Mode opticn anc switch the CIS to Advanced or Compact View.
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    Antivirus 

Firewall 

Auto-Sandbox 

   
     
    

  

Advanced View    
    
      

  

Widget 
  

    Open... 

< Exit 

Game Mode - Switches CiS to Game Mode to enable you to play your games without any interruptions from various alerts in 
your computer. The operations that can interfere with users' gaming experience are either suppressed or posiponed. 

            

in game mode: 

¢  Defense+/Firewall alerts are suppressed as if they are in raining mode; 

e AV database updates and scheduled scans are posiponed until the gaming is over, 

e Automatic isolation of unknown applications and real-time virus detection are still functional. 

Deactivate Game Mode to resume aleris and scheduled scans. N 

Widget - Click Sere for more details on CIS Widget. 

oy Refer tc the section SS Syste Tray ices for more deiails. 

1.5. The Main interface 
The CiS inierface is designed to be as clean and informative as possible while letting you carry out any task you want with the 
minimum: of fuss. Each tile on the home screer contains important security and update information and allows you ic quickly 
delve further into areas of interest ' J 

e Click the curved arrow at ihe upper right tc switch between the oms sorses and the tasks isersace. 

» — Instantly run a virus sean on 2 file or folder Dy dragging it into the scan bex. 

。 Switch on ‘Game Mode’ io make sure nothing interrupts you while you piay a ful screen game. 

+ Change the entire Icok enc fee! cf the home screen from Advances Setiings. 

* The Task Bar at the boiter of the home screen aliows one-click zccess to important features such as the antivirus 
scanner, the Virtua Desktop, the update checker and the CIS Task Manager. 

    

» Flip between ‘Compact View and ‘Advanced View’ by using the toggle button at the upper jeit > or from the 

system ray ison
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Game Mode 

switch   
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‘Updates 
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Advanced View 

Toggle ‘Antivirus pane § (Defense+ and Sandbox pane} :Firew 

between 有 
Compact 
View 

and 
Advanced ss oggle ; 

View between | 
Home Screen } 

and 

Tasks Interface: 
Instant Scan 

drop box 

Security 

Oe witch aos ‘ information                   
    

\ 

The advanced view shows antivirus, firewail and sandbox activity in greater detail. This includes the number of detected threats, 
last virus daiabase updale time, number cf inbound and outbound connections and more. , 

This view aiso allows you to quicxiy change security settings for sach component 

Click the iollowing links tor more information: 

AAA Tre NYSE Reyne ° SHE NOME Sores ’ 

° Tro Yachts intosfacsa IHS LSSAS HFCs 

Yio RARRANON NS 

Sa Duedouy Yray as 。 NS Gray SS 

1.5.1. The Home Screen ‘ 

You can switch the display between the ‘Home’ screen and the ‘Tasks’ interface by clicking the green arrow al the upper right of 

  

The home screen itself is available in iwo formats, “Compact view and ‘Asyances view, Use the bution at the top-left to 

  

switch between them
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Internet Security | ser Gu KK 

RN 
The {ellewing areas are common to beth compact and advanced views: 

多 

        
Age $ oe yf Te e Way o =. Adding {asks So the ISSN Sav 

Compact View 

Compaci View presents a simple, easy to understand interface thal allows users to quickly launch key tasks and gain an 
immectate overview cf the security of their computer. The large 'securily information’ ile on the lefl provides at-a-glance 
information on overall system security and allows you fo run an anpronriais CIS task if threzis are found. The four tiles on the 
right provide information from specific CIS security components and act as shorisuis to run an instant antivirus scan, run an 
update, view network traffic and to configure sandbex/hos! intrusion settings. 

  

  Antivirus Information 

Toggle and Quick Access tile 
between   

      

   
   

  

   

    
    

  

   

   

  
  

Co m p a ct "Toggles 

View . hefamern 

and Home Screen 

Advanced and 
View 
  

asks Interface: SASK Inte aces 

      

          

  

  

  
    

                
          

  

  
      

  

  

Security 
status 

information 

Defense+ 

Information 
and 

Game Mode Quick Access 

switch tile 

See 

Updates 

Information 
and 

Quick Access 
the       
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You can easily reci#y the issue by clicking the 于 ix it’ button. CIS will automatically take necessary actions fo resolve the 

probiem. : 

From the Compact View cf the home screen you can: 

s SS es y SA ¢  Snagantiy scam ohfecis 

SS N e dhe se eae See . 《Rs e © - Syabls ar Sisabis securffy component 

  

  

    

    

box, The virus scan wii! commence immediately. Refer to instantly Scan indiviae: 

Red ME ¢ RE ror manic as Sign asiic exerts CaAsnss SS Ensdis TANISSNIR sacurhy companys 

The four ties on the right can each be flipped tc displzey more detalied information anc options 

- Antivirus - Click the Antivirus #le to flip open a more Cetailed tile which displays current antivirus seilings, the number 

of detected threats and tho drag-and-drop scanner. 

* — Click the fink at the top-right ic quickly switch AV modes between ‘Cn Access’, ‘Siateful’ and ‘Disabled’. Refer 
to the section 'Noaf-fime Scanner Sesfings’ for more deiails.     

    

Ss of 

  

    

  

        
  

                        

/ ¢ — Click ‘Antivirus’ at upper-lefi to open the ‘Realtime Scanner Settings’ interiace. Refer to the section 'Neat-IBM - Ex. 1002-Part 8 fo 10, Page 2805 
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Sec Ti 

S25, Sa amany ©. Terese! iin Spe Scanner Settings’ for more details. 

  

e Click the number of threats dstected to open the Antivirus Les Viewer Modaic. 

* — Click the Xin the top righi corner to retum to the 4-tHe view. 

* Firewall - Click the Firewall tile to fp open a more detaiied pane which displays the current frewail mode, the number 

cf detected network intrusions, the number of current inbound and outbound connections and the share of network 
bandwidth used by intemei-connacted applications. 

ick the link at the top-right to view or modify the current firewall mode. Refer to the section 'Firawas 
ehavior Sestings’ for more detaiis   W

O
 

  

  

        
  

  

  
  

          

  
  

  

        

° Click ‘Firewall to open the detailed ‘Firewall Seltings' interface. Refer to the secticn ‘Firewall Sehavior 

SeWings’ ior more cetails. 

  

by clicking the application names at the bottom of the pane. 

¢ — Click the 'X’ in the top righ! comer to retum to ths 4-Zie viow. 

° Defense - Click the Defense+ tiie to flip cpen a more datailed pane which displays the currenl Auio-Sandbox and 
HIPS modes and a siatistica! summary of everts handied by the Behavior Blocker component. 

¢ Click Auto-Sandbox io open the Behavior Blocker Settings interface. Refer to the section ‘Behavior Blocker’ 
for more details. -     SN sete Bsa os 2 
Soehasior SSESNS 
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NR       

    

。 Click HIPS to open the 'KIPS Settings' interface. Refer to the section ‘# Say ngs" for more 

details. 

。 — Click the link io the right of this fo view and modify HIPS security modes. Refer ic the section 'HISS 

  

Saifiays' for more details. 

  

Ssi 

  

  

  
  
              
    

    
    

      

  

  

* Click the number of Blocked intrusions ic open the Deferse+ Lag Viewer module. 

。 Click the number of Unrecognized Files ic open the Unsscogaized Ses interface. 

* Click the number of Sandbcxed Apps ic open the Activs Provess Lisk dialog. 

° Updates - Click the ‘Updates’ lile ic open a more cetailed pane which dispiays when the virus database was last 
' updated, the database version number and the software version number. 

    

  

  
        

  
  

  
  

  

  

    
\ 

e Click on aither the time oi the fast update or the ‘Check for Updates’ buttcn to manuaily check for availabie 
updates. Reier to the seciion Manage Yeus GaiaSase and Pradycl Updates section for more delaiis. 

+ — Click the 'X’ in the top right comer to return to the 4-H#e view. 

Advanced View 

The ‘Advanced View" provides a more finely-deiaiied view of the security siatus of each of the Antivirus, Cefense+ and Firewall 

components. 

Switch ip advanced view by clicking the teggle button ai the icp-leit of tha home screen:
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Toggle SAntivirus pane § Defense+ and Sandbox pane} Firew 

between : 
Compact NS SS VW 

View 
and espnonsananoconasanennass S 

View between 
Home Screen 

’ and ; 

[asks Interface: 

Instant Scan 

drop box 

Securi 
Game Mode wot 

switch information           
  
                        

executed tasks :     

set 总 

Notane aa Danwiaw Wass 
° VRIONSESY EHV HSHANOX FAHS 

The Antivirus pane allows you to configure antivirus mode, see when the virus database was last updated, view antivirus jogs 
and insiant!y scen files and folders. 

  

  

        

  
° Antivirus - Gispiays the current security levei of the reai-tims anuvirus scanner. Click cn the security mode tax! to 

guickly switch between modes. Click ‘Antivirus’ to open the Realtime Scanner Settings interiace. Reiter to the section 
IM. Sane Seaanse Qasingwe! ii Roaitinis Scanner Ssitings’ for more details.     y 

+ Last Update - Displays when the virus database was updated. Click the text link to siart the updates again.
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uae 
+ Defected Threats - Displeys the number of malware threats discovered so fer from the staf of current session as a 

iink. Clicking this number will open the Anfvirss Logs panel, 

e Scan Objects - Czaq-and-drop files, foiders or even entire drives into this box ic instantly scan them. Refer to the 
SBS : ‘dors for more ceiails. 2 7 3 Sayy 8h: Rasen; 全 大 ss Lo 

section SISREN Scan Fkes ans Fo Pa 

Rosans asst Sassikow Sasa NS IW HANSON FANS 

The Cefense+ and Sandbox Pane allows you to quickly configure Auto-Sandbox and HIPS settings, view Cefense+ logs and 
easily view the number of blocked intrusions, unrecognized files and sancibexed appiications. 

  

  
  
  

  

  

    
‘ e — Auto-Sandbox - Cisplays the current security leve! of the Behavior Blocker. Click on the security levei fself io view or 

change it Click Aute-Sandbox to open the ‘Behavicr Blocker Settings intarface.’ Rafer to the section ‘Sehayios 
Stocks’ for more details. 

° — HIPS - Click the text of the current HIPS mode to view or modify the mode. Click the word HIPS to open the 'HIPS 
Settings’ interface. Refer to the section ‘HIPS SeSavior Sesings' for more deiails. 

° Blocked Inirusions - Displays the number of intrusions biocked by HIPS. Clicking on the numbered link will open the 
Defense+ iogs. Refer to the seciion Sefsnse+ Lags for more deiails. 

+ Unrecognized Files - Cispiays the number of files that are not recognized by C!S. These files may be considered as 
awaiting categorization. Clicking on the numbered link will open the Unrecognized Files screen which will allow you to 
run a filalcokup and to submit unknown files to Comodo for analysis. Reier to the section Unrscagnized Flas for 
more details. 

* — Sandboxed Apps - Dispiays the number of applications that are currently running inside the sandbox. Clicking the 
numbered link beside it will open the ‘Active Processes List {Sanchboxed Cnly}', which provides details of currently 

x 
sandboxed appiications. Refer to the section ‘View Active Fracess List’ for more details. 

了 
. 

The Firewail Pens allows you to configure Firewail settings, view the number of inbound and outbound connections and the 
number ci network intusicn aiiempis blocked by Firewail since the start of current session of CIS. 
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   oneda (ntet smodo Internet Sect Te 
， 

。 Firewal - Dispiays the firewalls current security mode. Click cn the level itseii to quickly view and modify it. Click cn 

reb
els

 

  

an 
‘Firewall’ to cpen the Firewall Settings interface. Refer to the secticn ‘Firswall Sok: 

  

。 inbound / Outbound Connections - Anumerical summary cf currently active inbound and outbourd sonrections to 

and ftom the system, Clicking on the numbered link will open the View Connections screen. Refer to the section "View : 
Rasiscan fost Red SS 时 
Astive flornet CSSSCESSS for more delaiis. 

。 Traffic - The Traffic area of the pane displays a bar graph showing applications that are currently connected ic the 
intemet and are sending or receiving dzia. The summary also displays the % of lola traffic each application is 

responsinle for and the filename of the executadle. Clicking on any application name will open the View Cannestions 

screen. 

* Network Intrusions - Cispiays the toial number of intrusion attempts biocked by firewall since the start of the current 
session. Clicking on the numbered jink will open the Firewall Logs screen. Refer to the section 'Firewal Logs’ for 

more detaiis. 

. 

The task bar contains a set of shericuts which will launch commen tasks with a single click. You can add any task you wish to 
ihis toolbar. Click the handies < > on the ‘eft and right sides of the task bar to scroll through all tasks. 

  

pring 

* Te adda task to the Task Bar, first open the tasxs interfece dy clicking the curved a:row at the top right: Wy 

+ — Expand any one of the ‘Genera’, ‘Firewall’, ‘Sancbox’ or ‘Advanced Tasks’ merus. 

* — Right-click on the task you wish to add then click the message ‘Add to Task Bar. 

  

  

    

            

  

      
  

  

      
                    

。 The selected task will be added to the Task Bar.
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Ys - Many will find # usefui to add ‘Open Advanced Settings’ to the task-bar as it contains several 2feas important to the 

configuration of CIS. 了 do this, from the ‘Home’ screen, click the Tasks’ arrow at upper-right, click ‘Advanced Tasks’ then righi- 
click on 'Ooen Advansod Seltings’ and select ‘Acd to Task Bar". 
  

.° To remove a task shortcut from the Task Bar, right click on # and choose "Remove irom task bar’. 

  

The title bar (top right} contains shoricuts for: 

o    Comede Mobile Security app for Android phones anc iabiets. - Click the mobile icon E23 and scan the QR code with 

SS 人 3 mom 让 IO sty as feos asaice: fisusamass.cony or from the Google Play app store al 8s shay. googie. conysiorg ay     

  

SOI. BINS SUE 

   

    

   

con to open the ‘Comodo Friends’ website. Register an account for free, 
samtaa.cany for more details. 

Refer your Friends - Click the 
recommend CIS to your friends and get attractive rewards. Visit SX 

) 

  

Get Help - Click the help icon 

WG 

  
  

                          

        
  

  

  

Online Help - Cpens Comede intemet Security's cniine help guide at AXie-Aasip.comass.comfagic 
Inte. gaa sao o ANA Sasavr as S SN Stoned inisaduotion fo-Comoada-inernes-Sscws BE Si, 

Ciagnostics - Helps to identify any problems with your instailaticn. 

ry 

         

  

 

IBM - Ex. 1002-Part 8 fo 10, Page 2811 
IPR2025-00379 (IBM v. Croga)



  

*e Browse Support Forum - Links to Comeds Use 

e Get Live Support - Launches the GeasSudsy support client. 

About - Displays the product version, virus signature database version, website database version (website {itering 
URLs!, details of active Viruscope Recegnizers and copyrigh! information. The ‘About’ diaicg also allows you to import 
a locally stored virus database and to enter a license key for CIS Pro. . 

  
  

  
            

      

B License Key: Enter Lissmes Key 

8 Patents Pending. - 8 se: 0 

B Copyright © 2003-2074 COMQDA. 

  

  

import Virus Database to import a locaily stored virus signature database into CIS 

  

3 & Bava 六 Se SS afCompiass Savees aller Click Eater License Kev to upgrade ic CIS Pro. Refer to the seclion ‘Activating C38 SOR 

SSSSSSISSY for more details. 

Click ¥iruscose Datails to open a dialog which shows the Viruscope Recognizers thai are active on your system. Refer 
to the SeSayier Sicckes section for more detaiis. . 

avers SANS 
GIRS MoS 

Game Mode snabies you ic play your games without interruptions er alerts. Cperaticns that can interfere with a user's gaming 
experience are either suppressed or postponed. \ 

in geme mode: 

Defense+/Firewall aiers are suppressed. 

Av databese updates end scheduled scans ars posiponed until the gaming is over. 

Automatic isoiation of unknown appiicalions and real-time virus deiection are still functionai. 

To switch to Game mode 

Click the Game Mode switch at the bottom left of the Home Screen
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Tasks are broken down inic four main sections. Click the following ;iinxs for more detaiis on each: ° 

e  Sesersf Tasks - Run antivirus scans, update virus database, view and manage quarantined threais, view iogs of 
security events, activity and aierts and get live support. Refer to the secion Genera! TasXs for more details. as:   

¢ = Firewall Tasks - Allow or block 3 
setings. Refer to the section ©: 

  

lications, manage poris, manage networks and configure advanced firewall 
Tasks for more cetails. 

  

    

  

° § F - Run appiications in a virtual environment and conligure sandbox settings. Refer tc ihe section 
S$ s’ for more details. . 

Advanced Tasks - Create a boot disk to clean up highly infected systems; install other Comodo software lke 

KiliSwitch and Cleaning Essentiais; submif filss to Comodo for analysis and gain access to the ‘Advanced Settings’ 
interiace. Refer to the secticn ‘Asvanssd Tasks’ for more detaiis. 

1.5.3. The Widget 

The CIS Widget is a handy contro? that lives cn your desktop end provides al-a-glance information about overall security status, 
inbound and outbound traffic, sandboxed appiicaticns, unrecognized #les and more. The Wi 
unless it is disabled from the System Tray isan or in the Vesey 

~ 

   
Right clicking on the Widget cpans 4 contex: sensitive menu similar to the one dispiayed when you right click cn the CIS system 
tray icon. The context sensitive menu ailows you to enable or cisable CIS components end configure varicus settings. Refer to 
section The Sysism Tray ises for more details.
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* The cclor coded row at ihe top of the widget displays your current security status. Doubie-ciicking on At Risk’ oF 
‘Needs Attention’ cpans the appropriate inierface for you to take action immediaisly. 

° The second row displays information about incoming and cutgoing network traffic. The network iraffic row is displayed 
oniy if ‘Show Trafic pane’ under ‘Widget options of CIS tray icon or Widgei right click menu is enabled. Refer to Yke 
System Tray isos for more details. (Default = Enablea) 

。 The third row teils you curren? status of the CIS application: 

  

e The first button dispizys the number of programs/processes that are curently running in the 

sandbox. Ciicking the buiton opens the Active Process List interface, which allows you to ideni#y and 
terminate unnecessary processes.-Clicking the 'More’ Sutton in this interface will open the KifSwitch 
application. If KilSwitch is net yet instailec, clicking this button will prompt you to download the appiication. 

N 
Refer to the sections View Active Srasess Lis’ and SSE ans NE! Unsafe Processes for more details. 

tells you how many CIS tasks are currently running. Clicking this Sulton 
Sasiages interface. 

* The second bution 
spans the Windows 

      

   
e The third button & 

are pending submis 
interlace. 

The status row is displayed only if ‘Show Staius Pane’ is enabled. Check this by right clicking the tray icon or the 
widgel self and look under ‘Widget’ options. Refer to Ths Syste: Tray feos for more delaiis. (Default = Disabled) 

      

# displays how many files have been added io the ‘Unrecognized Files’ iist and 
sion to Comods for anaiysis. Clicking this button opens the Varecagaises F8ss 

¢ The forth row contains shortcuts for the five common tasks you have in the task bar at the bottom cf the home screen. 

Clicking the shortcut on the widget will run the task. The ‘Common Tasks’ row is dispiayed only if ‘Shew Commen 

Tasks Pane’ is enabled under ‘Widget’ cptions of the CIS tray icon cr the widgei righi-click menu. Refer to TNe System 
say icon for more deiails. (Default = Enabled) 

* The filth row displays the browsers instailed on your computer. Cicking on a browser icon wil open the browser inside 
the sandbox for a secure browsing session. You can iell the browser is running in the sendbox because it will have a 
green border eround it. Refer io Runsing an apsiisation ingise fhe SSRSSSX for more details. The ‘Browsers’ row is 
displayed only if ‘Show Browsers Pane’ is enabled under the ‘Widget! section of the C!S tray right-click menu. This can 
also be viewed by right-clicking the widget Hself. Refer to The Sysiers Tray loos for more delaiis. (Default = Enabled) 

° The last row cn the widget provides links to social networking sites. This sow is dispiayed only if ‘Show Connect Pane’ 
is enabied. To check this setting, right-click on the CIS tray icon and look at ths ‘Widget’ section. Aiiematively, ight 
click the widyet itself. Refer ic The System Tray fson for more details. (Defauit = Enabled) 

+ You can expand or collapse the Widge! by clicking the arrow a? ths boitom. 

1.5.4. The System Tray icon 

  

Doubie-citcking the system tray icon wili quickly cpef the CIS interface. Right-clicking the icon opens a context sensitive 
menu that allows you fo configure various application seitings:
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Antivirus 

Firewall 

Auto-Sandbox 

  

tee 

\ 

  

    

  

Game Mode 

Advanced View 
  

  

  

The options available for the Antivirus, Firawail and Avio-sencbox menu-ilems cepend on whethe you are using Campacs View ; 2 ; 
or Asvansed View. 

  

  

上 cand YES 
SAsmmact Wiens GOSHP SES VW 

  

Antivirus - You can enable or disable Real-time antivirus - 

scan. 

Firewall - You can enable or cisable Firewail. 

Auto-Sandbox - You can snable or disable Auto-Sandbox. 

Refer to the section ‘Sskayies Sleskes ior more details. 

    

Antivirus - Options available are Cn Access, Siateful and 
Disabled. Refer to Astivirss Pane for more details. 

| Firewall - Options available are Biock All, Custom Ruleset, 
S2fe Mode, Training Mode and Cisabled. Refer to the section - 
tess coats AN RS Ne DoW! Fy 
Fivawall Sshavior SeNings' for more details. 

Auto-Sandbox - Options available are Fuily Virtualized, 
| Partially Limitec, Limited, Resvicted, Untrusied, Blocked and 
Disabled. Reier to the section 'Sskavicy Stacker’ for more 

deiails. 

HIPS - Options availabie are Paranoid Mode, Safe Mode, 
Clean PC Meda, Training Mode and Disabled. Reier to the 
section HIPS Sesavior Ssifsgs for more detzils. 

  

. 

#f you disable either ihe antivirus, the fizewali or the aufo-sandbex from the right-ciick menu, then the security inic bars on the 
main interlace and the widget will tum red. You will aiso see a pop-up warming which allows you to specify how long the feature 

should remain disabled: 

    

~ Disabling 3 security CoMpanant reduces the protection on 

this computer. 

How long shoud it stay disabled? 
  

16 minutes 
  

: 5 minutes 

3D minutes 

69 minutes 

? Permanently 
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Select the period and click ‘CX’. Unless you have selected ‘Permanently’, the security component will be automatically re- 
enabled alter the stated time period has elapsed. You can, of course, manually re-enabie at any time by right-clicking the tray 
icon and selecting Enable’ for the componsnt in question. 

° Game Mode - Switches CIS into Game Mode so you can piay your games without any interruptions from various 
alerts in your computer. Operations that can interiere with the gaming experience are either suppressed or postponed. 

In game mode: 

-  Defense+/Firewall aleris are suppressed. 

» AV database updates and scheduled scans are posiponed until the gaming is over. 

e Automatic isolaticn of unknown appiications and real-time virus deiection are still functionai. 

Deactivate Game Mode to resume alerts and scheduled scans. 

* Advanced View . Switches the Home Screon botvoer: Campacl Sinw ane Advances View 

¢ Widget - Select whether the Misigsf is shown and which widget components are inciuded: 

  

   

  

  

  

  

  

  

  

: wv Show Antivirus 

Always on top 、 Firewall 

: SO Auto-Sandbox 
w Show Traffic Pane ee 

\ Show Status Pane : Game Mode 

\ w Show Common Tasks Pane : . 
X Advanced View 
\N w Show Browsers Pane 

Vv 

     

N 
Show Connect Pane SEK aN SS ss 

¢ Show: Toggles the widgst on or off (Default = Enabled) 

。 Always on top: Displays the widget on icp o/ all windows cu:rently running on your computer. (Defauft = 

Disabfed) 

。 Show Traffic Pane: Cispiays the network trafic row on the widget (Default = Enabled} 

+ Show Status Pane: Displays the security status tab at the top of the widget. (Default = Disabled) 

= Show Common Tasks Pane: Displays the row containing shorcuts to common CiS iasks. (Default = 

Disabled) 

(Show Browsers Pane: Displays the row containing shertcuis to your instalied browsers. (Default = 
Enabled) 

Show Connect Pane: Cispiays the row containing the shortcuis to sociai networking sites. (Default = 

Enabled) 

¢ Open - Opens the CIS interface. 

od 
? 

*。  Exit- Closes the CIS application. 
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CIS alerts warn you abcut security related activities at the moment they occur. Each aiert contains inicrmation about a particular 
issue so you can make an informned decision about whether to allow or block it. Alerts also fet you specify how CIS should 

behave in duture when il encounters activities of the same type. The alerts also enabie you io reverse the changes made tc your 
computer by the appiications that raised the security related svent. 

  

Type of Alert 

Can be Antivirus, 

Firewali, HIPS, Behavicr 

Biocker,-Viruscope or — 

Cloud Scanner 

. 

      
  

    

  

  

  

soyerity of 过 

Firewall, HIPS and 

Behavier Blocxer aiers 

are colo? coded to 
indicate risk levei —- 

    Description of activity or connection 
atiempi     

‘ 

  

  N 
\ | High visibiiity icons quickly inform you 

which applications and techniques are 
invoived in an alert. Clicking the name 

  

  

Clicking ihe handle of the executables here opsns 2 
opens the aiss$ window containing mere information 

Sessristios which 
contains acvice about 

how to react to the 

alert 

about the application in question 

  

入       
  

  
  

  

Ciick ‘Show Activities’ to oper a list of 
activites performed by the process   

4 "| Remember my answer 

SSW SS SS 

    

    
  

Click these options to allow, biock 
or othenvise handle the request 

v       
Nm Yves 
NSSS 

Comodo Intemet Security alerts come in five main varietias. Click the name of the alert (at the sian of the follewing bullsts) if you 

want more help with a paricular aiert type. 

     

  

° Shown whenever virus or virus-like activity is detested. AV alerts wil! be dispiayed only when 

is enaiied and the option ‘Se pai show S 38 aleyty’ is disabled in Realtime Scanner Solings. 

. Aigris - Shown whenever a process attempts unauthorized network activity. Firewall alerts will be 

  

    displayed only when the Firswait $s esabied and the option SR nat show gogug sierts' is disabled in Firs 

  

» S88 Aferks - Shown whenever an application attempts an unauthorized action or tries to access protected 
7
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areas. HIPS alerts will only be generated if HIPS is sna    ey 3 
© «©Sshaviar Mockery Afsris (including Sevaied Srivlegs Alerts) - Shown whenever an appiication tries tp modify 

r related files and when the Behavior Blocker automatically sandboxes an unrecognizabie file. 
Auis-Sandben Alerts will be displayed only when scion -saaddoniny fs onabicd under 

Pa 

+  Yfseoge Alerts - Shown whenever a currently running process attempts to take suspicious actions. Viruscope 

alerts allow you to quarantine tha process & reverse its changes or to jet the process go ahead. Ee especialy 
wary # 2 Viruscope alert pops up 'cu!-of-the-blue’ when you have not made any recent changes to your computer. 

AN aayh 
Viruscope Alarts will be displayed only when Nisuscase is ensSies under SeNavior NocSer sailings. : 3 ; 3 

in each case, the alert may contain very important security wamings or may simply occur because you are running a certain 
application for the first ime. Your reaction should depend on the information that is presented at the alert. 
  

” Neate: This section is concerned only with the security alerts generated by the Antivirus, Firewall, HIPS and Behavior Blocker 
人 tart mm Saesans Panis ASS Masivieatian Ske componenis of CIS. For other types of aief see Comese Message CS noifications, Nolification Messages and 

informavon Messages. .     
  

The shield icons at the upper left of each alert are color coded according to the risk level presented by the activity or request. 
However, it cannot be stressed enough that you should read the entire alsrt before reaching a decision cn whether to allow or 
bleck the alert. - 

=。 Yellow Icons - Lew Severity - in mos? cases, you can safely approve these requests. The ‘Remember my answer’ 
cpticn is automatically pre-selected icr safe requests 

« Orange Icons - Medium Severity - Carefully read the information in the alert description area before making a 
decision. These alerts could be the resuit of a harmiess process by a trusted program oF indicative of a malware 
attack. If you know the applicaiion to be safe, then it is usually chay to allow the request. If you do net recognize the 
application performing the activity or connecton request ther you should block i. 

。 Red Icons - High Severity - These alerts indicate highiy suspicious behavior ‘hat is consistent with the activity of a 
Trojan horse, virus or cther malware program. Carefully read the information provided when deciding whether to ailow 
# to proceed. 

  

    
  

The description is a summary of the nature of the alert and can be revealed by clicking the handle as shown:
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The Gescripiion tells you the name of the softwarefexecuiabie that caused the alert; the ection that it is attempting to perform 
and hew that action could potentially affect your system. You car also find heipfui advice about how you should respond. 

Now that we've cutlined the basic censtruction of an alert, let's iook at how you should reac: to them. 

Comodo Intemet Security generates an Anivirus alert whenaver a virus or virus-like activity is detected on your computer. The 
alert contains the name of the virus cetecied end the Iccation of the file or application infected by it. Within the aiert you are also 
presented with response-cptions such 2s ‘Clean’ or ‘Ignore’. ’ 

  

iois: Antivirus alerts will be displayed oniy # the option ‘Dc noi show antivirus aleris’ is diszbied. If this setting is enabled, 
i SNicafions: will be displayed. This option is found uncer ‘Security Settings > Antivirus > Reaitime Scan’. Refer to 

Wings ior more celails. 
     oF    
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Tis: Clicking the Show Activites link at the bottom sight will open the Fracess AcSvitles LS sistog. The Process Activities 

dialcg will display the list eciivities of the processes run by the application, 

Seflings > Defenses > Sekavier Mosker ces Se 

. E none of the processes associated with the infected appiicalicn has staried before the alert is generated, the Stow 
link is disabied and wil! not open the Precess Activities List ciaiog. 

    

      
The following respcnse-cptions are available: 

“es — Clean - Disinfecis the file # a disinfection routine exists. If no routine exists for the fle then it will be moved to 
Quarantine. If desired, you can submi the file/application ic Comodo for analysis irom the GusranGne inferface. Refer 
to Manage Quarantined Somes for more celails on quarantined files. 

The Vinuscope subsytem integrated with the Antivirus, also monitors the changes made to your computer by the virus 
of virus-like activities auiomaiically reverts them, if you choose tc clean the infected file or agplication, when 

: say Sta wk Sisces Hotes aas ia oaaMies i RN NSSSONSS SSSNiSS under Sshavior Siocker seSings. 

  

‘ 

  

Nats: Though Viruscope has power to reverse majority of types cf changes effecied by the process{es) evoked by blocked 
applications, it has some limitations. Very few cf the file activities that make permanent changes could be reverted. Examples 
include: 

。 deletion ofafile - 

* Moving a fite to a different fotderfocation 

* Loading a file image into a process, i.e. DLL file loading       
° — Ignore - Allows the process fo run and does not atiempt to clean the file or move it fo quarantine, Cniy click ‘Ignore’ #. 

you are absclutely sure the file is saie. Clicking ‘nore’ wil onen thre further eptinns: 

一
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。 Inore Once -The file is allcwed to run this time only. If the file attempts tc execute cn future occasions, another 

antivirus alart is displayed. 

» ignore and Add to Exclusions - The iieis allowed to run and is moved to ihe Sxciusks list - effectively 
making this the ‘Ignore Permanently’ choice. No aierl is generated # the same appiicaticn runs again. 

* ignore and Report as a Fatse Alert - if you are sure that the file is saie, select ‘ignore and Report as a False 
Kiet’. CIS will than submit this #le to Comode ior. analysis..if the false-positive is verified (anc the file is 
trustworthy}, it wil be added to the Comodo safe fist. 

Antivirus Notification 

外 和 3 . WIT, Riad S30 aad Saw Se 冻 : NSS x Awsisivas ast oot 1 you have chosen to net ip show Antivirus Alerts through Advasecest SeSings > Security Selings > Aniviras SeXings > 

Reakinwe Scanses Seitings by leaving the option ‘Co not show antivirus alerts’ enabled (defaultenabled) and If CIS identifies 
a virus or other malware in real time, # will immediately block malware and provide you with instant on-screen notification: 

  

©] Hide these alerts 

    

™ -$ ot. Neg q Set 

Raal{ime Sas sofiing 
@ 
& Sass screen. 

    

Snewering Si: Answer NS 

CIS generates a firewall alert when it detects unauthorized network connection attempts or when traffic runs contrary to one of 
your aplication or global rules. Each firewall alert allows you io set a default response that CIS should automatically implement 
if the same aciivily is deteciad in future. The followings steps wil! heip you answer a Firewall alert:
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Remember my answer : 
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Tz: Clicking the Si 
dialog will display ihe list acivities of the processes run by the appiication. 

The Show Activities link is available only # Virassegs is enabied under Advances Sofings > Defense+ > Sshayios 澡 

  

Sefings. Hf none of the processes associated with the apolication that makes the conneciion attempt has staried before 
Show Acivities link is disabled and will not cpsn the Process Activities Lisi diaiog. 

  

aiert is generated, the 

ow Aciiviies link at he bottom: sight will cpen the Process Activities Lisi dlaiog. The Process Activities 

yi ooker 
the 

   

IBM - Ex. 1002-Part 8 fo 10, Page 2823 
IPR2025-00379 (IBM v. Croga)



   

   

  

     

  

NY SS 

AA
AA

A 

     

  

    
并 W
C
C
 

Y
Y
 

W
O
W
 

    N 

1.’ Carefully read the information displayed in clicking the down arrow in the alert description area. The Firewall can 
recognize thousands of s2is applications. (For example, Intemst Explorer and Gutlock are safe applications}. If the 

application is known to be safe - its written directly in the security considerations secticn along with advice that it is 
safe to proceed. Similarly, if the application is unknown and cannot be recognized you are intcrmed cf this. 

If it is one oi your everyday agplicalions and you want to allow i Intemel access to then you should select Allow. 

  

  

  

      
  

  

    

  
      

            
  

                              
  

in ail cases, clicking on the nams of the appliczion opens 2 properties window that can helo you determine whether or 

net fo proceed: 

Ei you don't recognize the application then we recommend you Block the application. By clicking the handie to expand 

.
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the alert, you can chcase to biock the connection {connection is not allowed io proceed) or block & terminate 
iconnection is not allowed to proceed and the process/appiicaticn that made the reauest is shut down). 

  

  
  

  
  

  
    
  

  

      
      

2. If you are sure that it is one of your everyday application, try to use the Treat As’ option as much as possible. This 
allows you to deploy a pressiines Srswail sssieset on the target application. For example, you may choose to apply 
the policy Web Browser to the known and trusted applications ‘Internet Explorer’, ‘Firefox’ and ‘Opera’. Each 
predefined ruleset has been specifically designed by Comodo to optimize the security level of a certain type of 
application. 

  
  

  

  
  

              

  

Remember to check the box Remember My Answer for the ruleset tc be applied in future. 

3. if the Firewall alert reports 2 behavior, consistent with that ci a malware in the security considerations section, then 
you should blecx the request AND select Remember My Answer ic make the selting permanent.
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Comodo intemet Security generates a HIPS alert based on the behavior of applications and processes running on your system. 
Please read the following advice before answering a HIPS alert: . 

  

  

  

  

    
  
Yip: Clicking the Snow Activities link at the bottom right will open the Process Activities List diaiag. The Process Acivities 
dialog will display the list activities oi the processes run Dy the appiication. 

The Sa BYRISS Se 3 2 

Sertings. If none of the processes associated with ihe application has started before the alert is generated, the Show Activities 
{link is disabied and wil not open the Process Activities List dialog. 

5 > Asst. : + : 
reNN Soins Loot oe 2 stay S36 a 

SRSN SeNings > Usionsear > Sehayior SiscSer 

      

   

    
  

1.  Carefulty read the information displayed after clicking the handie under the alert description. Comodo Intemet Security 
can recognize thousands of safe applications. If the application is known to be sate - it is written dizectly in the security 
consideraticns section along with advice that itis safe to proceed. Similarly, if the application is unknown and cannot 

be recognized, you are informed of this.
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ff itis one of your everyday applications and you simply want it ic be alicwed to continue then you should select Allow. 

if you don't recognize the application then we recommend you seleci Block the application. You can choose ic just 
biock the conneciion or to block & terminate. 

eC 

  

  

    
            

Wd
dd
d 

. ‘ 

2. if you are sure that it is one of your everyday applications and want to enforce 2 security policy (ruleset) to it, please 
se the ‘Treat As’ option. This applies a sractefined HIPS neleset to the targel appiication. ，
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Avoid using the Installer or Updater ruleset if you are nol installing an application. This is because treating an 

appiication as an ‘Instailer or Updater granis maximum possible privileges onto to an apolication - something that is 

net requirec by most ‘already instalied’ applications. If you select ‘Installer or Upaater’, you may consider using & 
temporarily with Remember My Answer left unchecked. 

Pay special aifention to Device Driver installation and Physical Memory Access aleris. Again, not many legitimate 
’ applications would cause such an alert and this is usually a good indicator cf maiware / rootkit iike Dehavicr. Unless 
you know for a fact that the application performing the activity is legitimate, then Comede recommends dlocking these 

requests.
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4. Protected Registry Key Alerts usually occur when you install a new application. If you haven't been installing a new 
program and do not recognize the applicaticn requesting the access , then s ‘Protected Regis try Key Alert should bo a 

* cause fcr concern. 
V
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5. Protected File Alerts usually occur when you ity to Gownicad or copy files or when you update an already instalied 

application. 

  

  

  

      

      
    ft Rernember my answer 
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Were you instailing new software cr trying bp download an application ipr the Internet? |: you are downloading a fileIBM - Ex. 1002-Part 8 fo 10, Page 2830 
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from the ‘net, seiect Allow, without selecting Remember my answer option to cut down cn the creation of 

unnecessary rules within the firewall. 

If an application is trying to create an executable file in the Windows cirectory {or any of its subdirectories) then pay 
special attention. The Windows directory is a favorite target of maiware appiications. If you are not installing any new 
applications or updating Windows then make sure you recognize the application in question. i you den't, then click 

Block and choose Block Only from the opticns withcul selecting Remember My answer option. 

li an application is irying to create a new file with a random file name €.g. “hughbasd.dil” then it is probably a virus and 
you should block it permanently by clicking Treat As and choosing ‘isolated Application’ from: the cpticns. 

6. {fa HIPS alert reports a mahware behavior in the security considerations area then you should Block the request 

permanently by selecting Remember My Answer option. As this is probably a virus, you should also submit the 
application in question, to Comedo for analysis. 

7. Unrecognized applications are not always bad. Your bes! loved appiications may very well be sais bui not yet included 
in the Comodo certified application database. If the security sonsiceraticns section says "Ii xxx is one of your everyday 
applications, you can allow this request’, you may allow the requesi permanently if you are sure i is not a virus. You 

may report it io Comodo for further analysis and inclusion in the certified epolication database. 

8. If HIPS is in Clean PC Mode, you probably are seeing the alerts for any new applications introduced to the system - 
but not for the ones you have aiready instailed. You may review the Unrecognized Files’ section for your newly 

instailed applications and remove them from the ‘ist for them: to be corsidered as clean. 

is
m)
 

Avoid using Trusted Application or Windows System Appiicaticn policies for you email clients, web browsers, iM or 

P2P applications. These applications do not need such powerful access rights. 

Comodo internet Security generates a 8ehavior Blocker alert if an application or a process thes to perform certain modifications 

to the operaiing system, its related fies or critical areas like Windows Registry and when : automatically sandboxes an unknown 

applicaticn. 

Please read the folowing advice before answering = Sehavior Biccker alert: 

ese 
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1. Carefully read the information displayed after clicking the handie under the alert description. Comodo Intemet Security 
can recognize thousands of safe applications. If the application is known to be saie - it is written directly in the security 
considerations section along with advice thai it is safe tb proceed. Simiiany if the application is unknown and cannot 
be recognized, you are informed of this. 

  

  
* if you are sure that the appiication is suthentic and safe and you simply want it to be allowed to continue then you 

should select Run Uniimited. If you wari the appiicaticn rot ic be monitored in future, select Trust this application’ 

checkbox. The application will be added to Yrusfas Fes fist. 
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£2} Trust this applicetion 

\ up SMGgo sooo i HIE III "FFF 

» — Tf you are unsure of the safety of the software, then Comodo recommends thal you run it with limited privileges and 
Y Clicking the ‘Run Isolated’ button. Refer te the section Uasnows Files: The Ag 过      

The Bahavior Stocker will dispiay this kind of ale:t when the installer of af unknown apPplicaion requires adminisizato:, or 

elevated, privileges to run. An insiallsr that is allowed to run with elevated privileges is permitted to make changes ic important 
areas of your computer such as the registry,
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if you have good reason to trust the publisher of the software then you can click the ‘Run Unlimited’ buiton. This will 
grant ihe elevated privilege request and allow the installer to run. 

     
° If you are unsure of the safety of the software, then Comodo recommends ihat you rua it with restricted acoess to your 

system resources by clicking the ‘Run fsolated’ button. 

* — If this alert is unexpected then ycu should sbcrt the instaliation by clicking the ‘Block’ bulton (for exampie, you have 

not proactively started to instal an application and the execulabie does not belong to an updater program thal you 
recognize) 

* if you select Trust this application’ then CIS wil include this to Trusied Files list and no fulure alerts will be generated 

when you run the sams application. 

  

this ‘ype of alert oniy # ‘Detect installers and show privilege elevation aieris’ is enabled. This can be found in 
nx > . Saywssettvs Gassh . Yes. ‘ Secdr-avei Ds. 人 

SS Sotings > Defenses > Sshavios Siocker 

      

There are two versions of this aier: - one for unknown instellers thal are not digitally signed and the second for unknown 
installers shat are digitally signed but the publisher of the software has nof yet been white-listed {they are not yet Trusted 
Software Vendor’). ‘ ‘ 
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Unknown and not Digitally Signed Unknown and Digitally Signed but not yet whitelisted 
(Not yet a Trusted Vendor} 

e Unknown and unsigned instailers should be either isclaied or biocked. 

e Unknown but signed instzllers can be allowed to run if you trust the publisher, or may be isolated if you woutd like 

ic evaluate the behavior of the application. 

‘ Alsc ses: 

e  ‘Ugknown Shoes: Tee Asfo-Sandhaxing and Scanning Fracesses' - to understand the decision makin Ss 

process behind why C!S chcoses ic sandbox serlain appiications. 

fenders’ - for an explanation of digitally signed fies and Trusted Software Vendors’. 

  

The Belavlu: Slucker will display an ater whenever it auic-sandbexes an unknown application:
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The alert wil show the name of the axecuiable that has been autc-sandboxed. The apslicaiion will be automatically added to 
Unrasagnizes Filss list. 

e —- Clicking the name of the application will open the Uinrscegnitsd Files interface, that displays a list of the 
unrecognized files including the currently. auto-sandboxed application. 

» — Clicking Dor'tisoiate it again removes the application from the Unrecognized Files list and adds it to the Trusied 
Files ‘ist, so thal the application will not be auto-sandboxed in fiiune. Choose this option if you are absolutely sure 

/ that the executable is safe. 

Users are also reminded that they should submit such'unknown applications to Comodo via the ‘Unyesogsixes SSSS interface. 
This will allow Comode te anaiyze the executable and, # itis found to be safe, to add it to the gicbal safe fist. This wil ensure 
that unknown but ultimately szfe applications are quickly white-listed for all users. 

Alsc see: 

e ‘Usknows SHes: The Auie-SandSoxing and Scanning Processes’ - to uncerstand the decision making 
process benind why CiS chooses tc auito-sanceox Ceriain applications. 

   

’ 
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Comodo Internet Security generates a Viruscepe alert if a running process performs an action that mighi represen 2 threal io 
your privacy and/or security. Please note that Viruscope alerts are noi always delinitive proof that malicious activity has taken 
place. Rather, they are an indication thal a process has taken actions that you ought te review and confirm because they have 
the Potential to be malicious. You can review all actions taken by clicking the ‘Show Activities’ link. 

1 

Please read the folowing advice befare answering 2 Virusccpe alert: 

| 1. Carefully read the information displayed in the alert The ‘More Information’ section provides you the nature of the 
suspicious action. 

\
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。 if you are not sure cn the authenticity of the parent acplication indicated in the ‘Application’ fieid, you can safely 
reverse the changes effected by the process and move the pareni application to quarantine by clicking ‘Clean’. 

¢  Ifitis a trusted appiication, you can alicw the process to run, Dy clicking Ignore and selecting the option from the drop- 

down. 

e Ignore Ones -The process is allowed to run this time only. If he process attempts to execute on future 
occasicns, another Vinuscope alert is displeyed. 、 

¢ — Ignore and Add to Trusted Files - The process is allowed to run and and the parent appiication is moved to 
the Trusted Files jist - effectively maxing this the ‘ignore Permanently’ chcice. Ne alert is generaied # the 
same application runs agai. 

° To view the acliviies of the processes, click the Shew Activities link ai the boticm right. The Process Acivities List 
cialog will cpen with a list of activifes exhibited by the process.
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RN Load image file CrvvindowsSystemiAsechost ci 

  

   Se Laad image file CAWindawswinsxslaand microsoft. windows .comror-conts... 

EN Lead irsage fe CAWiadowsl Systema 2iwis ssot aby 

     

  

Sed imags ‘file CMindaws Syste mia wersion 

CAWindows Systems2ume3z. dit“ 

  
   

   

  

    
      

    

    

      

  

       

sad irnage He . CAWisdows\System3aiory     
     

      

phase. xf . 

AN Windows Syste mie 9 g Load image file 

ad image file CAWindows<Systesy 

    

   

  

   

  

27 9895555-2D906892 F-17923 18982-1900 

  

SS : 5 ov ke WR . SN Create registey key 5855 SOIDGSII’ -ATSSS 1SSED-MOL okware 

    SY Create registry key .29058927-1743348362.1906 aijc， 

-98835555-2080083827-41743315382-100ERSoSsarstc 

    

   wes . 
SS Create fagist 

oes Nc   
Column Descriptions 

. plication Activities - Cispiays the activities of each of the processes run by the parent application. p 
° Sy 

e SS - Fite actions: The process performed a file-systern operation (create\mocify\rename\delete file) which 
you might not be aware cf. 

+ S&S - Regisiry: The process performed 2 registry operation (creaied/modifiec a regisiry keyj which might not 

se authcrized. 

  

- Process: The process created a child process which you may rot have authorized cr have besn aware 

-SN Network: The process attempted to esiabiish a network connection that you may not have been aware 

of. 

+ — If the process has been terminated, the activities will be indicated with gray text and will appear in the list 
unlil you view the ‘Process Activities List interface. If you close the interface and reopen the list within five 
minuies, the activities wil! appear in the lisi. Else, the terminated activities will net be dispiayed in the list. 

° PID - Process identification Number.
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¢ Bata - Displays the file affected by the action. 

2.General Tasks - Introduction 

  

    

      
    

  

        
      

‘General Tasks' contains the following areas. Click the links to jump to the help pegs for that topic. 

所 

  

Sad Sion 位 yas 
* SST MVS SEP ROT 

Siew ay ST OT. ha 
* = MAHSGFE Uo SSNS 

Raison Soesay. ay 3 2 e §=6- Yilpw Active ES Conseeticns 

2.1.Scan and Clean Your Computer 
Comodo Antivirus ieverages multiple technologies, including Real-Eme/Or-Access Scanning and On-Demand Scenning ic 
immediately stzd cleaning or querantining suspicious files from your hard drives, shared disks, emails, downloads and system: 

memory. The aplication also allows users ic create susiom scan profiles, time-iabie scheduled scans and features ful! event 
logging, quarentine and file submission: facilities. When you wani to run a virus scan on your system, you can launch an On- 
Demand Scan using the Scan option. This executes an instant virus scar on the seiected item.
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2.1.1. Run a Quick Scan 

The ‘Quick Scan’ profie enables you to quickly scan critical areas of your computer which are highly prone to infection from: 
viruses, Footkits and other malware. The areas scanned include system memory, auto-run entries, hidden services, boct sectors 

and other significant areas tke important registy xeys and system files. These areas are of great importance to ihe health o! 
your computer so Ris essential to keep them free of infection. 

  

RN 
JSNNSN SS 

You can customize which ems are scanned under a 'Quick Scan’ and create a scan schedule from the Advancad Tasks’ 

interface. Refer io Afivisus Sokings > Scan Profles for more details. 

To run a Quick Scan 

° Click 'Scan’ from the Generai Tasks interface and click ‘Quick Scan’ from the Scan interface. 
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The scanner will start anc first check whether your virus signalure database is up-to-date:
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if the daiabase is outdated, the scanner will first downioad and instail the latest version. Once compiete, the scan will begin and 
scan progress wil] be displayed: 

        

    

    

  

    
- You can pause, resume Dr sicp the scan by clicking the appropriate button. If you want to run the scan in the 

background, click ‘Sand to Sackground’. You can still keep track of the scan progress from the ‘Task Manager’ 
interface. IBM - Ex. 1002-Part 8 fo 10, Page 2840 
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° An atert screen will be displayed at the end of the scan if issues were detected. The alert wil! display the number of 
threats/infections discovered and present you with cleaning options:
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{ Infections Found! 

We recammend you work with a GeekBuddy Certified Microsoft Expert to maks 
sure your computer is completely cleaned and optimized. 

Leta GeekBuddy assist you now. 

  

    

To speak to a GeekBuddy, call 4888-351 7933 

f} Do not ask me this question again   
ff you wish to have a skilled professional from Comodo to accsss your system and perform an efficient disinfection, 
click "Yes, | want an expert to clean it’. if you are a first-time user, you will be taken io Comodo GeekBuddy webpage to 
sign-up ior s GeekBuddy subscription. ff you have already signed-up for GeexBuday services, the support chat 
session wil sta and a skilled iechnician will offer io clean your sysiam. 

For more details on GeekBuddy Expert halo, refer to the section Gemode GeckSuday, 

if you: wish to clean the infections yourself, select ‘No, | will try to clean it myself’. The scan results screen will be 

displayed.
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The results window shows the number of objecis scanned and the number of threats (Viruses, Rootki 

  

down menu to choose whether to clean, move fo cuarantine or ignore the threat. Refer to Sracessing She SS ys for 

more details. 

2.1.2. Run a Full Computer Scan . | . 

& Full System Scan’ scans every iocal drive, folder and fila cn your system. Extemal devices such as USB drives, sicrage drives 

and digital cameras wil! also be scanned. 

You can customize which ems ere included in a full scan and set-up a scan schedule from the ‘Advanced Tasks’ interlace. 

Refer io Anfivisss SSRISSS > Scass Profiles for more details. 

1 To run a Full Computer Scan 

« Click ‘Scan’ from the Generai Tasks interlace the click ‘Full System Scan’ from the 'Scan interlace. 
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The scanner will start anc first check whether your virus signature database is up-to-date. 

QQ KC 

ee 
    

        

  

      

  

    

            
ii 

rst download and insiall the latest dalabese before commencing the scan. 

  

i{ the database is oufdated, C!S will
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。 ‘You can pause, resume or Sicp the scan by clicking the appropriate button. If you want to run the scan in the 

background, click ‘Send to Background’. 

  

      
Send To Background action, where avaiiagale, makes the task 

such as seanning or undating continue running in the 

background. These tasks are qoing te take longer te compiete out 

resource usage of the computer is geing to Se minima. 

‘ # Please use Task Manager in crder to access them ater. 

部 | Bo nat shew this message again   
my, 
Fash Wansger on the home
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* Any detected threats will be displayed in full at the end of the scan. The aier will iell you how many threats were 
found; the name and iocaiion cf the threats anc will provide you with virus removal options: 

{
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We recommend you work with a GeekBuddy Certified Microsoft Expart to maka 
sure your computer is completely cleaned and optimized. 

Let a GeekBudhly assist you now. 

  

  

- 

          
    

  

To speak ta a-GeekBasidy, calf 1-988-351-7933 

= Do not ask me this question again 
RSS eco es Na ESET ee es tt 4 Paaag 

*。 — ff you wish to have a skilled proisssional rom Comodo to access your system and perform an efficient disinfecticn， 
click “Yes, | want an expert to clean if. if you are a first-time user, you will be iaken io Comodo GeekBuddy webpage to 
sign-up jor a GeekBuddy subscription. ff you have already signed-up for GeexBuddy services, the suppor chat 

”Session wii star and a skiilec technician will offer io clean your system. 

For more details on GeekBuddy Expert help, refer to tha section Gasinso SsekSudsy, 

¢ if you wish to clean the infections yourself, select ‘No, | will try to clean it myself’, The scan resuiis screen wil be 

displayed. -
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The scat results window displays the number cf obiects scanned and the number of threats (Viruses, Rootkits, Malware and so 
on). You can cheose to clean, move to quarantine or ignore the threat basec in your assessmeri. Refer to Pyacessing fre 
infested {hes for more details. - 

2.1.3. Run a Rating Scan 

The ‘Raiing Scan’ feature murs a cloud-based assessment on files on your computer to assess how trustworthy they are. 

Sased on the trusiworthiness, the files are rated as: 

¢  Trusisd - the file is safe 

。 — Unknown - the trustworthiness of the file could not be assessed 

* Bad - tha fle is unsafe and may coniain malicious code. You will be presented with disinfection options ior such files. 

To run a Rating scan 

° Click the curved Tasks’ arrow on the home screen then click ‘Generai Tasks’ > ‘Scan’ > ‘Rating Scan’: 
. 
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After the cloud scanners have finished their analysis, file ratings wil! be displayed as follows:IBM - Ex. 1002-Part 8 fo 10, Page 2849 
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e Fife Name: The file which was scanned 

。 — Rating: The rating of the file as per the cloud based analysis 

* Age: The pericd of time tha! the file has been stored on your computer 

e Autorun: indicates whether the file is an auto-run file or nol. Maiicisus auto-run fles could be uinsus to your 

computer so we advise you clear or quarantine thern immediately. 

You can filter the results by rating using the ‘Show’ drop-down: 
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Clean 
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Clean - If a disinfeciion routine is available for. the selected infection{s), Cornodo Anivirus will disinfect the appiication 

and reiain the application fie. 1 a disiniection routine is not available, Comode Antivirus will move the files to 
Quarantine for later analysis. See Nasage Quarantines {fers for more info. 

No Action - if you wish to ignore the file, select ‘No Action’. Use this opticn with caution. By choosing to neither ‘Clean’ 
nor ‘Trust’, this file will be detected by the next ratings scen that you run. 

Trusted - The file will be moved to Tresied Fes list end will be given Trusted raling from the next scan. 

For the same action to be applied to all ‘Bad’ fies, make a selection from the drop-down menu at the top of the Aciion column. 
~
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« = Click 'Ciose’ to exi. 

2.1.4. Run a Custom Scan 
Comodo Antivirus allows you ic create cusiom scan profiles to scan specific areas, drives, foiders or liles in your computer. 

To run a custom scan, click 'Scan from the ‘General Tasks’ interlace then click ‘Custom Scan’. The Custom Scan panel will 

apan: 

  

        

    

  

  

  

      
    

    
The ‘Custom Scan’ panel contains the icllowing scan options. Click the fink that topic. 

e = Faker Seas - scan individual foiders 

* $e Seas - scan an individual fle e 

» Move Scan Oevans - create a custom scan profile here 

2.1.4.1. Scan a Folder 

Tha custom scan allows you to scan a specific folder storec in your hard drive, CD/DVD or in externai devices like a USB drive 
connecied to your computer. For example you might have copied a folder from another computer in your network, an external 
device or dcwnloaded from Intemet and want ic scan # for viruses and other threats before you open if. 

To scan a specific folder 

* Click Scan from the ‘General Tasks’ interlace and Ciick Custom Scan from the ‘Scan’ interface 

。 Click ‘Folder Scan from the ‘Custom Scan’ pane 

。 Navigate to the foider ic be scanned in the '2rowse for Foldsr window and click CK. 
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Ghost 
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The folder will be scanned instan’y and the results will be displayed wilh a fist of any identified inisctions
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* Oncempleticn of scanning, if any threats are found, an alert screen will be displayed. The alert will display the number 
of ihreatssinfections discovered by the scanning and provide you the options for cleaning.
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We recommend you work with a GeekBuddy Certified Microsoft Expart to maks 
sure your cornputer is completely cleaned and optimized. 

Leta GeekBuiily assist yau now. 

TE 
SN 

Antes ER 

            you wis rave a shilled profe rom VSiGh 7 an infection, / 

click ‘Yes, | want an expert to clean if’. if you are a first-time user, you will be taken to ComoGo GeekBuddy webpage to 
sign-up for a GeekBuddy subseription. If you have already signed-up for. GeexBuddy services, the suppor chat 
session wii slart and a skilled technician will offer to clean your system. - 

  

+ Forinore details on GeekBuddy Expert help, reier to the section RNNSSS SSSRSSSSY 

。 you wish to clean the infecticns yourself, select ‘No, | will try to clean it mysell’. The scan results screen will be 

cisplayed.

IBM - Ex. 1002-Part 8 fo 10, Page 2856 
IPR2025-00379 (IBM v. Croga)



    

    
    

  

    

      
J User Glide 

     

      

  

INClean 
  

a Clean 
  

    
  

  

HE Appliclupanigetiyvesx3inxi rb 

  

      

on}. You can choose ic clean, move to quarantine or ignore the threat based in your assessment. Refer to Processing She 
ifeoted s8es for more delails. 
  

Ties Alternatively, you can perform an express scan on a folder Sy cragging and dropping it onic the CIS interface or by ght 
$ : fai¥sissr for more details. clicking i. Refer to Ssas Ssividisal       

2.1.4.2. Scan a File _ 

The custom: scan allows yau to sean a specific fle stored in your hard drive, CD/DVD or in exiernai devices like a USB drive 

connected to your computer. For example you might have cownloaced a file from the Intemet cr dragged an email atlachment 
onto your desktop and want to scan it for viruses and other threats before you open it. 

To scan a specific file 

¢ — Click Scan from the ‘General Tasks’ interlace and Ciick ‘Custom Scan’ from the ‘Scan’ interface 

=。 Click ‘Fite Scan from the ‘Custom Scan pane 

e Navigate to the file to ba scanned in the ‘Open’ window and click ‘Cpen’
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ocumert: KILL 

  

     
ween_of_narnia 

        

  

  

  

    All Files (*.") 

The fie wil be scanned instantly. 

。 On completion cf scanning, if any threats are found, an alert screen will be dispiayed. The alert wil cisplay the number 
of threats/infeciions discovered by the scanning and provide you the options for cleaning.
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{ infections Found! 

We raccmmend you work with a GeekBuddy Certified Microsoft Expart to maks 
sure your computer is completely cleaned and optimized. 

Let a GeekBudily assist you now. 

  

  

  

To speak ta a GeekBuddy, call 1-888-351-7933 

EE Do not ask me this question again   
Hf you wish to have a skilled professional from Comodo to access your system and pesform: an efficient disinfection, 
click ‘Yes, | want an expert to clean it. # you are a first-time user, you will be taken io Comodo GeekBuddy webpage to 

’ sign-up jor a GeekBucidy subscription. ff you have already signed-up for GeexBuddy services, the support chal 

session wit start and a skilled iechnician will offer io clean your sysiom. 

° For more detaiis on GeekBuddy Expert help, refer to the seclion Casiede Geek Sassy, 

if you wish to clean the infections yourself, select ‘No, | will try to clean it myself’. The scan resuiis screen wii be 

displayed.
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     Tig scan results Wihcow displays the number of cbiects scanned and the number of threats (Viruses, Rootkits, Maiware and so 

on). You can choose ic clean, move to quarantine or ignore the threat basec in your assessment. Refer to Sracessing the 
infected {es for more details. an / 

~ 

  

Tip: Alternatively, vou can perform an express scan on s fie by dragging and dropping # onto the CIS interface or by right 
clicking #. Refer to Seas individual She/Saiser for mors detaiis. we

 

      

\ 

2.1.4.3. Create, Schedule and Run a Custom Scan 

By creating 2 custom scan orofiie, you can chocse exactly which files and folders are scanned, when they ere scanned and how 

they are scanned. Once created and saved, your custom scan profile will appear in the scans interface anc can be run, on 
demand, at any time. 

* 

o 

  

To cveate a custom profile 

° Click the ‘Tasks’ arrow on the home screen to open the main Tasks menu 

° {nr ‘General Tasks’, click ‘Scan’ 

« Select ‘Custom Scan’ ther ‘More Scan Options’ 

*。 The ’Advanced Settings’ interface wil be cisolayed with ‘Scans’ panel opened 

e Click the handie at the bottom: of the interface then select ‘Add’:
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This page slows yeu te ad, PIG and ect scan peothes ard schedules scans. 

    

  

AW S RX“   
The scan profle interace will be displayed. 

¢ Type a name ‘or the profile in the ‘Scan Name’ tex! box 

e Click the nandie at the bottom of the interface to seleci items to be inciuded in the profile:
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Scan Name: | Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

                

eer   
      

  
          

      

          

Beebe ADCOUOESO TT PE ROLLE)   
。 Add File - Allows you to add individual files to the profile. 

。 Add Folder - Allows you to selec? entire folders to be included in the profle 

。 Add Region - Allows you ic add pre-defined regions ic the proille (choice of ‘Fuli Computer’, ‘Commonly 

Infected Areas’ and ‘System Memory} 
Na 

WS 

    

  

  

    

    

  
+  Repeai the process to add more tems to the profile. Click ‘CK’ ic contirm your choice. mA 

。 . Next, click ‘Cplions’ to further cusiomize the scan:
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Scan Name: {Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

  

    
  

} Enable scanning optimizations 
This movenege th: 

VIS SERS 

  

  

  

  

° Options: 

¢ Enable scanning optimizations - On selecting this option, the antivirus will employ various optimization 
techniques like running he scan in the background in crder to speed-up the scanning process (Default = 

Enabfed) . 

。  Pecompress and scan compressed files - When this check box is selecied, the Antivirus scans archive 

files such as .ZIP and .RAR #les. Suppcrted formats include RAR, WinRAR, ZIP, WinZiP ARJ, WinARd and 

CAE archives (Default = Enableg} . 

° Use cloud while scanning - Seleciing this option enables the Antivirus to detect the very latest viruses 

more accurately because the local scan is augmenied with a reai-time icok-up of Comodos online signature 
database. With Cloud Scanning enabied your sysiem is capable of deiscting zero-day malware even if your 
locai aniivirus database is out-dated. (Default = Disabled). 

.-.- .+ - © -futomatically clean threats - Enables you to select the action ic be taken against the detecied threats and. --  — 

infested Hes autematically from disinfecting Threats and moving the threats to quarantine. 

e Use heuristics scanning - Enables you to select whether or noi Heuristic techniques should be applied cnIBM - Ex. 1002-Part 8 fo 10, Page 2863 
IPR2025-00379 (IBM v. Croga)



  

scans in this profile. You are alsc given the oppertunity to define the heuristics scan levei. (Default = 

Disabled). 

Background Info: Comode interne? Security employs various heuristic techniques to identify previously 
unknova) viruses and Trojans. ‘Heuristics’ deseribes the methad of analyzing the code of a file to ascertain 
whether ii contains code pattems similar to those in known viruses. Fi it is found to do sc ihen the application 
deletes the fle or recommends it for quzrantine. Heuristics is about detecting ‘virus-like’ traits cr aticbuies 
rather than Icoxing for a precise virus signature that meiches 2 signature on the virus blacklist. 

This aliows CIS te ‘predict’ the existence of new viruses - even # itis nct contained in the current virus 

database. 

* Low - Lowest’ sensitivity to detecting unknown threats but will also generale the fewest false Positives. 
This seiting combines an extremely high level of security 2nd protection with a low rate of false 
positives. Comoco recommends this setting for most users. 

* Medium - Detects unknown threats with grezier sensilivity then the ‘Low’ setting but with a 

corresponding rise in the possibility of faise positives. 

¢ High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 

positives too. 

Limit maximum file size to - Selsc! this option # you want to impose size restrictions on files being 
scanned, Files cf size larger than thai specified here;-are not scanned, if this op#on is selected (Default = 

40 MB). 

Run this scan with --Engbles you to set-the pricrity of.the scan profile. You can select the prorityfrom the 
drop-down.(Default = Disabled. 

Update virus database before running -.Instructs Comodo Internet Security to check for fates? virus 
signature datacase updates fom Comado website and downioad the updates automaticaily before starting 

the scanning (Default = Enabled) . 

Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans 
for applications thai (}) a user may or may not be aware is instalied or their computer and (ii) may 
functionaiity and objectives that are not clear to the user. Example PUA’s include adware and browser 
toolbars. PUA's are often installed as an additiona: extra when the user is installing an unrelated piece of 
software. Unlike malware, many PUA’s are 'legitimaie’ pieces of software with their own EULA agreements. 

However, the ‘true’ functionality of the software migh! not have been mads clear to the end-user at the time 
of instaliation. For exampie, a browser toclbar may aiso contain code that tracks a user's activity on the 

Intemet (Default = Enabled}. 

If you wani the scan ic run at specific times, click ‘Schedule’:
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Scan Name: Example Scan Profile 
  

Define items to be scanned, scanning options and running schedule 

        

      

            
Frequency: Start Time: 

€& Do not schedule this task 
    

®& Every Day 

& Every Week 

® Every Month 

    

  

图 Run only when computer is not running on battery 

Run only when computer is IDLE 
. J 

Tum off computer if no threats are found at the end of the scan 

。 Donot schedule this task - The scan prcfile will be created but will nct be run automatically. The profile will 
be availabie for manual on-demand scanning 

° Every Day - The Aniivurus starts scanning the areas defined in the scan profile every day at the tme 
specifisd in the Start Time field ， 

。 = Every Week - The Antivurus starts scans ihe areas defined in the scan profile on the cay‘s) of the week 
specified in ‘Days of the Week’ fieid and the tims specified in the ‘Start Time’ fleld. You can select the days of 
the week by directly clicking on them. 

* Every Month - The Antivurus starts scans the areas deiined in the scan profie on the day{s) of the month 

specified in ‘Days of the mornin’ field and the time specified in the 'Start Time’ Held. You can select the days 
of the month by directly clicking on them. 

+ Run only when computer is not running on baltery - This option is useful when you are using a apicp or 
any other battery driven poriable computer. Selecting this opion runs the scan only if the computer runs with 
ihe adopter connected to mains supply and not on battery. 

° Run only when computer id IDLE - Select this option if you do net want to distuibed when involved in 
computer related activities. The schecuied can will run only if the computer is in idle state 

° = Turn off computer if no threats are found at the end of the scan - Selecting this oplicn tums your 

computer off, if no threats are found during the scan. This is usefui when you are scheduling the scans to 

run ei nights. 

¢ Click OK to save the srofle. 
  

Nats: The schedule scan will run cniy #f it is enabled. Click the bution under the Active cciumn Deside the respective profile row 
to foggie between on and off status.      IBM - Ex. 1002-Part 8 fo 10, Page 2865 
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Quick Scart 汪汪 1/19/2914 2:22 PM 

    
To rum a custom scan 

* Click ‘Scan’ from the ‘General Tasks’ interface and Click ‘Custorn Scan’ from the Scan interface 

e — Click ‘More Scan Oplicns' from the ‘Custom Scan’ pane 

° The ‘Advanced Settings’ inierface wii be displayed with ‘Scans’ panel cpened. 

° Click 'Scan' beside the required scan profile. 

  

  

Quick Scan  IBM - Ex. 1002-Part 8 fo 10, Page 2866 
IPR2025-00379 (IBM v. Croga)



° 

  

  

The scan wiil be siarted. 

On comoletion cf scanning, if any threats are ound, an aiert screen will be displayed. The alert will display tha number 
of threats/infections discovered by the scanning and provide you the options for cleaning. 

\ A&itention! 

A Infections Found! ! 

We recomraend you work with a GeekBuddy Certified Microsoft Expert to make 
sure your computer is comsletely cleaned and optimized. 

Leta GeekBuddy assist you now. 

  

  

- Tospeak to a GeekRinidy, call 1-888.951-7933 

ES Do not ask me this question again 

if you wish to have a skilled professional rom Comedo to access your system and perform an efficient disinfection, 
click ‘Yes; | want an expert to clean 这 if you are a first-time user, you will bs taken ip Comodo GeekBuddly webpage to 
sign-up for a GeekBuddy subscription. ff you have already signed-up for GeexBuddy services, the support chat 
session wil start and a skilled technician will offer io clean your system. 

If you wish to clean the infections yoursell, select ‘No, | will try to clean it myse 
displayed. 4
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。 The scan resuiis window dispiays the number of objects scanned and the number ci threats (Viruses, Rootkits, 

Malware and 50 cn}. You car ci 
Saw SS 1 。 、 “ 

Refer to Ssacessing the infseied Ses for more details. 
和 

2.2.instantly Scan Files and Folders 
You can scar individual files or folders instantly to check whether it contains any threats cr infections. This is useful if you have 

just copied a fileolder er a program from an extemal davica ike a USB drive, another system in your network, or downloaded 

zrom Intemet. 

To instantly scan an item 

e Click the Antivrus tile at the ‘Home’ screen in compact view to flip-open the Antivirus pane 

¢ Drag and drop the item over the ares marked ‘Scan Objects’. 1 “
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° Switch to ‘Advanced View of the 'Home’ screer by clicking the bution ai ihe top ‘eft of the home screen. 

¢ Crag and drop the #em over the area marked ‘Scan Obiecte’.
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The jiem will be scanned immediately. 

TAN 
    

  

  

  

    ES 
Sand 
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NS. Run in COMODO 

Pin to Start menu 
  

  

Copy 
  

-Create-Shortcut 

Delete 

Rename 
  

    Properties     
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On completicn of scanning, if any threats ars found, an aiert screen will be dispiayed. The alert wii display the number 
of threats/infeciions discovered by the scanning and provide you the options for cleaning. 

  
  

We recommend you work with a GeekBuddy Cerified Microsoft Expert to make 
sue ywur Computer is completely cieaned and optimized. 

Leta GeekBuddy assist you now. 

  

    

Ts speuk to a GaakSudedy, call 1366-272-9803 

=? Do not ask me this question again 

If you wish to have a shilled professional from Comodo to access your sysiem end perform an efficient disinfection, 

click ‘Yes, | want an expert to clean if. if you are a first-time user, you will be taken to Comodo GeekBuddy webpage to 
sign-up for a GeekBuddy subssription. If you have alreacy signed-up for GeexBuddy services, ihe suppori chat 
session wii start and a skilled technician will offer to clear your system. 

For more detaiis on GeekBuady Expert help, reier to the section Samasse GeckNausdy., 

ff you wish to clean ihe infections yourself, select ‘No, | will try to cleat it mysell’. The sean results screen wil! be 

displayed.
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CAPragram Filee’ pClanvearia, axe | “Clean 
      

  

      
  

  

You can choose to clean, mcve to quarantine or ignore the threat based in your assessment. Refer to Frocessing the byfecte 

Ses for more details. . 

2.3. Processing Infected Files 
On completion of any on-demand or scheduled scanning, if any threats are ound, an alert screen will be displayed. The alert will 
display the number of threats“infections discovered by the scanning and provide you the cptions for cleaning. 

4
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     We recommend you work with a GeekBuddy Certified Microsoft Expert to maks 
sure your computer is completely cleaned and optimized.        
Let a GeekBuddy assist you now. 

7      

         

  

      

Ta speak to a GeekBaddy, call 4-868-272-3904    

  

Do not ask me this question again 

    

e if you wish to have a skilled professional from Comodo to access your sysiem and perform ar efficient disinfecticn, 
ciick ‘Yes, | want ar expert to clean it. if you are a first-time user, you will be taken io Comoco GeekBuddy webpage to 
sign-up for s GeekBuddy subscription. ff you have already signed-up for GeexBuddy services, the support chat 
session wii ster and a skilled ischnician will offer io clean your system. 

° For more detaiis on GeekBuddy Expert help, rafer to the section Casinde GeekSudsy. 

¢ If you wish to clean the infestions yourself, select ‘No, | will try to clean it myself. The scan resuiis screen will be 
displayed. The resuis wil contain a list of files identified with threats or infections (Viruses, Rcotkits, Malware and sc 

cn} and provide ycu the options fer cleaning. An example results screen is shown below:
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Cleari Add ta TrustedF 

    

  

  
  

  

    

SN Ignore Grice 

estqueen_of_narria. exe Ss Add i Trusted Files 
Resort as a False Alert 

  $v Add $o Exclusions 
  

    
The cheises for he actions available are: 

e = Clean - If a disinfection routine is availabie for the selected intection(s:, Camodo Antivirus will disinfect the 
applicaticn and retain the application safe. If the disinfection routine is not available, Comede Antivirus will
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move the infections to Quarantine for later analysis and resicring/removai cf the files. Fer more deiails on 
quarantine feature, refer to Mansge Quarantined Roms. 

° ignore Once - !{ you want fo ignore the threat this time only, select ‘Ignore Once’. The file will be ignored 

only at that time. If the same application invokes again, the Antivirus will report # as a threat. 

- Add to Trusted Files - If you trust the file, select ‘Add to Trusied Fites’. The file will be moved ic Trssfast 
#es list. The alert will noi generated if the same applicaiion invokes again. 

* Report as a False Alert - if you are sure that the file is safe, select ‘Report as a False Aief. The Antivirus 

will send the fils te Comodo for analysis. If the file is trustworthy, it is added to the Comodo safe list. / 

+ Add to Exclusions - Tho file wii be moved to Exsiusisss jist and will not be scanned in future. The alert 
will not generated i! the same appiication invokes again. 

® Aftergsiocting the acticn{a) io be applied, slick ‘Apply Selecled Actions’. The files wili 5e treated as per the action 
selecisd and the progress willbe displayed. — 

    
      

  

  

  

:x§Clean 
  

  

  

  

                  
EDOODOODOOOGDGUD peeereiribeceee 3 

gainst each threat wil be displayed. 
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“suspicious fes\black magic.exe 

    

  

  

  

    
。 Click ‘Ciose' to close the results window. 

‘ 

2.4, Manage Virus Database and Program Updates - 
in order ic guarantee continued and effective antivirus protection, it is imperative that your vinis databases are updated as 

§ y from Comodo's update servers. reguiarly as possible: Undaies can be downlcaded to your system SSE 

    

: Tr + ¥ or afentall 

  

  

Noise: You must be connected to Iniemet to download updates. ” 
      

To manually check for the latest virus and program updates 

1. Switch to the Tasks’ screen and click ‘General Tasks’ to open the ‘General Tasks’ interface. 

2. Click ‘Update’. The application will stat checking for progrem and database updates 

\ -
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a Check for si ignature updates Carnpleted 

«Download signatures Completed 

a Install signatures tn Progress 96.6 
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Comodo Internet Security — 

  

    

' Check for URL database updates - ， : Completed ， - ， 

© Download URL database Completed 

Update Websites database Completed 

S Check recognizer updates Cornpleted 

Download recognizers Completed 

六 Check fer program updates ， : : i In Progress prog } 

Updates are reacly io be installed. 

| Would you je to install them now? 

    
* — Click Yes to begin instailation: 

During the update process, new software components or features sometimes become availabie for instaliation. As these may 
alter the behavior of CIS in some manner, please carefully review these types of update before agreeing to their instaliation. 

Your computer will need to be restarted to compiete the update process. You can restart immediately cr can select a period of 
after which you want to 5e reminded and click ‘Postcone’.
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0 

    

You may choose to restart it now or pastpone this to a later 

TMS. 

REMmInG me ir: 

  

30 minutes 
  

    

Automatic Updates 

By default, Comedo Antivirus automatically checks for and downloads database and program updates. You cen medify these 
| I AXotsexy 3 TAwis es Ax saan & Siowe Slings settings in Advanced Tasks > Advanced Seings > Updates. 

  
ie Sanh 

6 ihourt5) St 
  

  

You can alse configure Comodo Antivirus to download updates automatically befere any on-demand scan. Refer to Sears 

fsafses for more details. 

2.5.Manage Quarantined Items 
The quarantine facility removes and isolates suspicious files into as safe location before analyzing them: for possible infection. 

Any files transferred in this fashion are encrypted- meaning they cannot be run or executed. This isolation prevents infected files 

from affecting the rest of your PC. if a file cannot be disinfacied, then it provides a reliable safe-house unt} the virus database is 

updated neutralizing the impact of any new virus. 

The Quarantine interface car: be accessed by clicking View Quarantine from the ‘General Tasks’ interlace.
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Comodo Internet Security - UserGuide coMoape 

se   
The ‘Quarantine’ interface displays a fist of iems moved ic Quarantine from the resulis of reai-time scanning, cndemand 

scanning end manually. 

Column Descriptions 

¢ item - indicates which application or process propagated the evont; 

+ Location - Indicates the location where the application or the ille is stored; 

« Date/Time - indicates date anc time, when ihe item is moved to quarantine. 

For cetails on adding executables identified as infected files during on-demand or real time scans to Quarantine, refer to 

   NS
) You can use the search option ic find a specific quarantined item from the list by clicking the search icon # i the far right in 

the column header and entering the iter name in full or part. You can navigate through the successive results by clicking the left 

and ight arrows,
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if you have = fite, folder or drive that you suspect may contain a virus and not besn dstected by the scanner, then you have the 

option io isolate that sem in quarantine. 

To manually add a Quarantined em 

4. Click the handie from the Soltom cf the Quarantine interface and seleci ‘Add’ irom the options. 

      

      
ApalicUnwnt@At Stig gSiatt: J c:\suspicious files\queen_of_namia.exe V21/2014 12:32 Ph 

  

User item 

  

  

2. Navigate to the fils you wan! to add io the quarantine and ciick ‘Cpen’. 
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The file will be added to Quarantine. You can even send the fila fer analysis io Comodo, for inclusion in the white list or black fist, 

by clicking Submi from the opticns. - 

To delete a quarantined item from the system 

¢ — Select the item(s) from ihe ‘Quarantine’ interlace 

。 Click the handle from the bottom of the interface and select ‘Delete’ option. 

This deletes the fle from the system permanently. 

To restore a quarantined item fo its original location 

* — Select the item(s) from the Quarantine interface 

* — Click the handle from the bottom of tha inte:face and select ‘Restore’ option.
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User tem 

  

  

     Would yau like to ade these files to your Av excluced fies 

  

An op#ion will be provided to add the file{s) to Exeivsions list and if Yes' is opted, these files will noi be scanned again. 
N 

The file vail be restored to the origina! iccation from where it was moved to Quarantine. if the restored item does not contain a 
maiware, it will cperaie as usua!. But if it contains a malware, it will be detected as a threal immediately, if the Real-Time 
Scanning is enabled or during the nox! scan if it is not added to Exclusions list while restoring. 

To remove all the quarantined items permanently 

Clicx the handle frem the boitom oi the interface and select ‘Clea’ opticn. 

Ali the quarantined items will be deleted inom your sysiem permanenily. 

To submit selected quarantined items to Comodo for analysis 

Selec? the itemts} from the Quarantine interlace 

Click the handle irom the bottom of the inte:face and select ‘Submit’ option. 

You can submit the fles which you suspect to be a malware or the files which you consider as sale but idenivec as maiware by 
Comodo Antivirus (False Positives}. Comedo will analyze ai! submitied files. If they are found to be trustworthy, they will be 

added to the Comode safe ist fie. white-listed). Conversely, if they are found fo be malicious then they wil! be added to the 

database of virus signatures (i.2. black-listed}. \ 
  

Nsie: Quarantined fles are stored using s speciai format and do noi constitute any danger to your comsuler. 

2.6. View CIS Logs 
CIS maintains a log of events which can be viewed at anylime dy clicking View Logs’ from the General Tasks interface. 
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The Log Viewer module opens with its home screen dispiaying a summary ci CIS events: 

  

  

Protection 

Unodaies 

. 4/21/2014 11:52 AM 
. WS Defenses Events “ 

江 Firowe Events        IBM - Ex. 1002-Part 8 fo 10, Page 2886 
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The ieft hand side of the home screen Gisplays 2 bar graph showing sa comparison of the Antivirus events, Firewall events and 

Defense+ events. The right hand side displays a statistical summary of the Antivirus, Firewall and Defense+ events, the resulis 
of cloud based scanning of your system and the varsion and update information of ihe CIS installation on your systam. 

。 The interface contains a full history of logged events of Firewall, Defense+ and Antivirus mocuies. Seleci lhe module 
from the ‘Show’ drop-down at the icp left to display that iog type in the main window. 

    

° To open a pre-exnorted/stored iog fie, click the eper button beside the drop-down and browse ic the location 
where the cis log file is stsrec 

  

* — To clear the iogs, click the clear button 

  

* Te refresh the logs, click the Refresh dutton 2 、 

Click the following links for more explanaticns of the options available for each type of filter. 

‘Logs per Moduie’: 

  

‘Cther Logs’: 

  

2.6.1. Antivirus Logs 

Comodo Antivirus documents the results of al! actions performed by it in extensive bul easy ic understand reports. A detailed 

scan report contains statistics of ail scanned objects, sattings used for each task and ihe history of actions performed on each 
individual file. Reports are aiso generated curing reai-time protection, and siter updating the antivirus database and application 

modules, 

The Antivirus logs can be viewed by selecting ‘Antivirus Evenis' from the Show drop-down of the log viewer interface. 

Alternatively, the Antivirus log screen can be accessed by clicking the number beside ‘Cetecied Threats’ in the Advanced View of 
the Home screen in the Antivirus pans.
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CEPregraim Files\Mess... Yirus.Win32.Sal. 

          
ntivirus Events 

    

CimFadeakiest cd = Mahvare@wahvib... 

  
C\jurapaneakiest_cll dil Mahvara@agkvab... Detect 

    
      

D2 gumpereakiest_cit.dil = Mahvarag@w@hvhk.. Detect 

              
Column Descriptions 

Date - Indicates the date of the event. 

Location - indicates the location where the application detected with a threat is sicred. 

Malware Name - Name of the malware event tha! has been detected. 

Action - indicztes action taken agains! the malware through Antivirus. 

Status - Gives the stsius of the action taken. it can be either ‘Success’ or ‘Fai’. 

Alert - Gives the deiails of the aiert displayed for the event 

  

To export the Antivirus logs as a HTML file click the ‘Expor? button S838 or sight click inside the log viewer and 
choose ‘Export from the context sensitive menu.     
Ts open a siored CIS log file, click the Open’ button 3 P 

or right click inside the log viewer and choose ‘Refresh’ 

  

Te reiresh the Antivirus iogs, click the ‘Refresh’ butts 

from the coniext sensitive menu.. 

  

Te clear the Antivirus logs click the 'Ciear button 

2.6.1.1. Filtering Antivirus Logs 

Comodo Internet Security allows you ic create custom views of all iogged events according to user defined criteria. You can use 
the following types cf filters: ， 
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* Today - Cispiays ail logged events for ioday. 

“*e Current Week - Dispiays ail logged events curing the current week. (The current week is caiculated from the 
Sunday to Salurday thai hoids the curren date.} 

+ Current Month - Displays al iogged events during the ment that holds the current date. ， 

» Entire Period - Dispiays every event Icaged since Comodo Iniernet Security was insialled. {if you have cleared 
the log history since instailation, this cplicn shows all logs created since that clearance}. 

e  Cusiom Filter - Enables you to selec! a custom period by choosing the ‘Frany’ end To dates under ‘Flease 

Seleci Period’ 

Alternatively, you can right click inside the log viewer module and choose the time pericd. , 

          
LNB yste 

    

  

    

: Having chosen 2 srsses time ES you can further refine the displayed events according to speciic fillers. Following are 
available Hlters for Antivirus logs and their meanings: 

* — Action - Displays events according to ihe response (cr action taxer) by the Antivirus 

¢ Location - Displays only the events logged from @ specific iocation IBM - Ex. 1002-Part 8 fo 10, Page 2889 
IPR2025-00379 (IBM v. Croga)



  

。 Malware Name - Cisplays only ths events jogged corresponcing to a specific malware 

« Status - Displays the events according ic the status after ihe action taken. Itcan be either ‘Success’ or ‘Fail’ 

To configure Advanced Filters for Antivirus events 

    

1. Click the funnel Suttor from the tithe bar or right click insice the log viewer module and choose ‘Show Advanced 
Filter from the context sensitive menu. The Advanced Filter interface for AV events will cpen 

2. Selest the fier from the ‘Acvanced Filter drop-down and click Add to appiy the filter. 

  

i Malware Name 

p
w
 

i status 
  

  

- You have 4 categories ¢/ fillers that you can add. Each of these categories can be further sefinec by either selecting or 
deselecting specific flter parameters or by the user typing a filter string in the field provided. You can add and configure any 

number of filters in the ‘Advanced Filter’ dialog. 

Foliowing are the cptions available in the ‘Advanced Filte? drop-down: 

i. Action: The ‘Action’ option allows you io filter the entries based on the actions taker by CIS against the detected 
threat Selecting the ‘Acton’ option displays a drop down field and a set of specific filler parameters that can be 

selecied or deselected. 

  

  

    

          

  

  
  

        

  

&@) Select Equal or ‘Not Equal’ option from the drop down. ‘Not Equal’ will invert your selected chcioe. 

b) Now select the checkboxes of the specific filter pararneters to refine your search. The parameter available are: 

* Quarantine: Displays events where the user chose to quarantine a file 

* Remove: Displays everis where the user chese to delete an ilem 

° lgnore: Displays events where the user chose to ignore an item 

° Detect: Cispiays events for detection of a melwere
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。 Ask: Displays events when user was asked by alert conceming some Defense+, Firewall or Antivirus event 

。 _ Rastore: Dispiays events of the applications thet were quarantined and restored 

° Block: Displays events of the applications that were blocked 

For exampie, if you checked the ‘Quarantine’ box then selected ‘No: Equa’, you would see only these Events where 

the Quarantine Action was not selected at the virus notification aier. 

ii. Lecation: The ‘Location’ option enables you to filtar the iog entries relaied to ovents iogged from a specific location. 

Selecting the ‘locaiion’ option displays a drop-down field and text entry fielc. 

oupso SN SS 

  

    
  

dvanced Filter ‘Location 
  

  
  

        
        

  
    

          
  

    

      
        

a) Seiect ‘Contzins’ or ‘Does Not Contain’ option from the drop-down fisid. 

bd) Enter the text or word that needs to be filtered. 

For exampie, if you select ‘Contains’ option from the drop-down and enier the phrase 'C\Samples\’ in the text field, 
then ail events containing the entry :CASamples in the Location fieid will be dispiayed. If you select ‘Does Not Contain’ 
option from: the drop-down fieid and enter the phrase ‘C:\Samplesv in the text field, then all events that do not have the 

entry 'C:\Samples\ wil be dispiayed. 

ii. Malware Name: The ‘Malware Name’ option enables you to filter the log entries related to specific malware. 
Selecting the ‘Malware Name’ cpticn dispiays a drop-down fieid and text entry field. 

  

  

  

  

  

  
  

    
  

  

&} Select ‘Contains’ or ‘Doss Not Contain’ eplicr from the drop-down field. 

bd) Enter the text in the name of the maiware thai needs to be filtered. 

For exempie, if you choose ‘Contains’ option from: the drop-down and enier the phrase 'Bluic-Force' in the texi field, 

ott ne : then ail evenis containing the entry ‘Bluto-Force’ in the Malware Name field will be displayed. If you choose ‘Dees Not - > + 

Contain’ cpiicn from the drop-down and enter the phrase ‘Bluto-Force’ in the text field, then ail events thai do not have 
the entry ‘Biuto-Force’ in the ‘Malware Name’ fisld will be displayed. IBM - Ex. 1002-Part 8 fo 10, Page 2891 
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iv. Status: The ‘Status’ opticn ailows you to fiter the log eniries based on the success or failure of the action taken 

against the threat by C!S. Selecting the ‘Status’ option displays s crop-down field and a set of specific filter 

parameters that can be selected or deselected. 

  

  
  

  

  

        
  

  

  

      

  

‘ 

a) Select ‘Equal’ or ‘Not Equal’ option from the drop-down Held. ‘Not Equat will invert your selected choice. 

b) Now seiect the checkboxes of the specific filler parameters to refine your search. The parameter available are; 

e  Succass: Displays Evenis that successfully executed (for example, the maiware wes successfully 

quarantined) 

* Failure: Displays Events that feiled to execute (for example, the database malware was not ~ 

disinfected) 
  

Nete: More than one filter can be adced in the ‘Advanced Filter’ pane. After adding one filter type, select the next filer type and 

click ‘Add’. You can also remove a iter type by clicking the 和 button at the top right of the filler pane.       
* — Click ‘Apply’ for the filters to be appiied to the Antivirus log viewer. Only those entries selected Dased on your se! filler 

criteria will be displayed in the iog viewer. 

。 For clearing ali the filters, cpen ‘Advanced Filter’ pane and remove all the filters one by-one by clicking the X button at 
ihe top right of each filter pane and click ‘Apply’. 

2.6.2. Firewail Logs 

Comodo Internet Security records a history of ali actions taken by the #rewall. Firewali ‘Events’ are generaied and recorded for 

various feasons - including wherever an application or process makes a conneciion attempt that contravenes a rule in your 
Rule segs or whenever there is a change in Firswall configuration. 

The Firewail logs car be viewed by selecting ‘Firewall Evenis’ fom the 'Show drop-down of the log viewer interface. 
Alternatively, the Firewail fog screen can be accessed by clicking the number beside ‘Network Intrusions’ in ihe Advanced View 

of the Home screen: in the Firewali pane.
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. & carga = 

  
WS CAPrograrn FE... 
  

RS 、 .-8 C:\Program Fi...   
. 

Column Descriptions 

m 
> 

Date - Contains precise detaiis of the date and time of the conneciion attempt. 

Application - Indicates which application or process propagated the event. If the application has no icon, the default 
System icon cr executabie files ars used 

Action - Contains the flags attached fo the events, indicating how the firewalt has reacted to the connection attempt. 

Target - Indicates whether the connecion attempt is inDound or outSound. 

Protocol - Represents the Protocol used by the application the! atternoted to create the connection. This is usually 

TCPAP or UDP - which are the most heavily used networking protocols. 

Source IP - Stales the IP address of the hosl thal mada the connection ailempl. This is usually the IP address of your 
computer for oulbound connections. 

Source Port - States the pori number on the kost at the scurce IP which was used io make this connection attempt. 

Destination IP - States ihe IP address of the host to which the connection altemp{ was made. This is usually the iP 

address of your computer for inbound connections. 

Destination Port - Siates the port number on the host a? the destination 'P to which the connection attempt was 

made. 

. Alert - Gives the deiails of the alert displayed for the event 

Te expori the Firewail logs as a HTML ie click the Export buiton : of fight click inside the log viewer end choose 
En fram thecanteyt sensitive menu. 

  

Te open a siored CIS fog fle, click the Open bution © 

) 
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。  Teretresh the Firewall logs, click the Rejresh button 
frorn the coniext sensitive menu.. 

right click inside the log viewer and choose ‘Refresh’ 

  

*  Teclear the Firewail logs click the Clear button 

2.6.2.1. Filtering Firewall Logs 

Comodo Internet Security allows you to create custom views of ali logged events according to user defined criteria. You can use 
the foilowing types of filtars: 1 - 

+ Pyagst Tite Siders 

  

Clicking on the handle et the bottom enables you ic filter the logs for a selecied time period: 

U
M
M
M
:
 

Le
     

  

* Today - Dispiays ail logaed events for today. 

* Current Week - Displays ail logged events during the current week. (The current week is caiculated from ths 
Sunday to Saturday thai hoids the current date.} 

。 Current Month - Displays al! iagged events during the month that holds the current date. 

* Entire Period - Dispiays every event logged since Comodo Internet Security was installed. (If you have cleared 
the log history since installation, this opticn shows all logs created since that clearance}. 

° Custom Filter - Enables you fo select a custom period by choosing the ‘From’ and ‘To’ dates under ‘Please 

Selec Period’ 

Altematively, you can right click inside the log viewer module end chcoss the time psricd. 
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   Having chosen a gresef time SSsy you can further refine the displaysd events according to Specific fillers. Following are 
available filters for Firewail fogs and their meanings: 

。 — Action - Displays events according ic the response (cr action taken) by the frewali 

* Application - Cispiays only the events propagated by a specific application 

+ Destination IP - Displays only the events with a specific target iP address 

+ — Destinativis Port - Displays only the events with a specitic targei port number 

° Direction - Gispiays only the events cf Inbound or Cutbeund nature 

° Protocol - Displays only the events that involved 4 specific protecol 

e Source iP address - Displays only the events that originated from a specilic IP address 

e Source Port - Displays only the events that originated from @ specific port number 
e 

  

Filter’ fom the context sensitive menu. The Advanced Filter interface for Firewail events will open. 

2. S$eiect the fifer from the ‘Acvanced Filter’ drop-down and click Add to appiy the filter. 

&advanced Filter ; 
、 

和 PREKESEiDn 

Destination IP 

Destination Port 

Direction 

Protocol 

Source P   Source Pert     

  

You have 8 categories cf fiiters that you can add. Each of these categories can be further refined by sither selecting or 

deselecting specific filler parameters or cy the user typing a filler string in the field provided. You can add and 
configure any number of filters in ths 'Advanced Filter dialog. 

Following are the options available in the ‘Advanced Fifer’ drop-down: 

Action: Selecting the 'Aciion’ opticn displays a drop-down bex and a set oi specific filler parameiers that can de 

selected or deselected.
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wa “+ a) Select ‘Equal’ or ‘Noi Equal’ option from the drop-down box. ‘Not Equaf will invert your selecied choice. 

b) Now select the checkboxes of the specific filter parameters to refine your search. The parameter available are: 

* Blocked: Cisplays list of events thai were blocked! 

«  Aliowed: Displays list of events that were allowed 

° = Asked: Dispiays list of events that were asked to the user 

° Suppressed: Displays fist of events that were suppressed by the user 

ii, Application: Selecting the ‘Appiicaticn’ option displays a drop-down box and text eniry field. 

  
Advanced Fitter ;Appiication   
  

  

              

  

  
    

  

  

  

al Select ‘Contains’ or ‘Does Not Contain’ opticn from the drep-down box. 

d) Enter the text or word that needs to be filtered. 

For exampie, if you choose ‘Contains’ oplicn from the drop-down and enter the phrase "Bluic-Force’ in the text field, 

then ail events containing the entry ‘Bluto-Force’ in the ‘Application’ column wil be cisolayed. if you select ‘Goes Not 

Contain’ opiicn from the drop-down field and enter the phrase 'Bluto-Force’ in ine text field, then ail events that do not 
have the entry ‘Bluto-Forca’ in the ‘Agplicalion’ column will be displayed. Le 

\ 

iii. Destination IP: Selecting the ‘Destination IP’ opion displeys two droa-down boxes and a tex: entry field.
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sj Select ‘Equal’ or ‘Not Equal’ option from the drop-down box. ‘Not Equal’ will invert your selecied choice. 

bj Seiect1Pv4' or ‘IPV6' from the drop-down box. ‘ 

cj Enter the destinaticn system's IP address that neecs tc be fitered. 

For exempie, if you chocse ‘Contains’ option from the drop-down, select !Pv4 and enter 192.158.144.111 in the text ， 
fieid, hen ali events containing the entry 192.468.111.197" in ihe ‘Cestination IP’ column will be dispiayed. ' 

iv. Destination Port: Selecting the ‘Destination Port’ opticn displays a drop-down box and text entry field. 

  

  

    

  

  

: Greate: Than Gs Equal ¥ 

jless Than Or Equal 

Not Equal 
  

  

@) Select any one of the foltewing option the drop-dewn Dox. 

e = Equal 

。 Greater than 

e  Greaier than or Equal 

* ess than 

» — Less than or Equal 

* RNot Equal 

b) New enter the destination port number in the tex! entry field. 

For exempie, if you shocse ‘Equal epticn from the dicp-dawn and enier 8080 in the text field, then ail events 
containing the erizy ‘8080’ in the ‘Destination Pert’ column will be dispiayed. 

vy. _ Direction: Selecting the ‘Direction’ option displays a drov-dewn box and a sel of specilic filler parameters haican.---- -一 -.- 

be selected or deselected. 
x
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， 

Advanced Filter ‘Direction ACH 

Ne
 

  

  

    

            
    

a} Select ‘Equal or ‘Not Equal’ option from the drop-down box. ‘Not Equal’ will invert your selecied choice. 

5) Now select the check box of the specific liter parameters to refine your search. The parameter available are: 

in: Displays a list of evenis that were directed inte the system 

Out: Displays a list of events that were directed out of the system 

vi. Protocol: Selecting the ‘Protocol ontion displays a drop-down box and a set of specific filler parameters that can 

be selected or deselected. 

SQ 
  

Advanced Filter ;Proiozal   

  

  
        

  

a) Select ‘Equal or ‘Not Equal’ opiion from the drop-down box. Not Equal’ will invert your selected choice. 

5) Now select the checkboxes of the specific filter parameiers to refine your search. The parameter available are: 

TCP 

c * UDP 

ICMP 

IPV4 

IGMP 

SGP 

PUP 

iDP 

IP¥6 

ICMPVE 

; ND 

vii. Source IP: Selecting the ‘Source IP’ option displays iwo drop-down boxes anda sel specific filler parameters that 

can be selected or ceselecied. 
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Aavanced Fitter 'Source IP 

  

  

  
    

  

  

~~ 

“Yu 
a) Select Equaf or ‘Not Equal’ option from the drop-down bex. Not Equal will invert your selected choice. 

b) Select ‘IPv4’ or 4PY6 from the drop-down box. 
cj Enter the scurce system's iP address that needs to be fittared. 

Vili. Source Post: Selecting the 'Staius’ option displays a drop-down box and a set specific filler parameters thai can 

be selected or deselected. 

  

  

  

  

          
    

  
  

  
    

            

Greater Than 

Greeter Than Or Equd 

Less Than 

tess Then Or Equal   Not Equal 
    

2} Select any one of the following option the crop-down box. 

Equal 

Sreater than 

Greater than or Ecual 

Less than 

Less than or Equal 

Kot Equal 

>} Now enter the source port number in the text entry Heid. 

  

  
Neig: More than one filter can be added in the ‘Advanced Filter pane. After adding ons filter type, select the next filer typs and 
click ‘Add’. You can also remove a filter type by clicking the 'X’ button at the top right of the filter pane,   
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       zz 
。 Click ‘Apply’ for the filters to be appiied to the Firewall iog viewer. Oniy those entries selected based on your set filter 

criteria wil ba displayed in the fog viewer. ， 

=。， Fer clearing al! the filters, cpen ‘Advanced Filter’ pane and remove all the filters one-by-one by clicking the 'X’ button at 
ihe top right of each filler pane and click ‘Apply’. 

2.6.3. Defense+ Logs 

¢ 
Comodo intemet Security records a history of ail actions taken: Dy Defense+. Dafense+ ‘Events’ are generated and recorded for 
various reasons. Exempies include changes in HIPS seitings, when an application is auto-sancboxed by Behavior Blocker, when 
an application or process attempts to access restricted areas cr when an aciion occurs thai contravenes your HPS Sulesefs. 

The Defense+ logs can be viewed by selecting ' Defense+ Events’ tab from the ‘Show’ drop-down of the leg viewer interface. 
Alternatively, the Defense+ iog screen can be accessed by clicking the number beside ‘Blocked intrusions’ in the Advanced View 
of the Home screen in the Auto-Sancbox pane. 

  

  

    

  

    

efense+ Events 

Scanned Cri... 

W218 SE ... Modify Ke; HKISSS-1-5-21-125 44483... 

1 

VWs 2 EE OGecurneni 3%... Direct Manite:...   
1212063... 党 cabesuments and Settings\.. Scanned Cri. .   

Column Descriptions 

1. Date - Contains precise dstaiis of the date and time of ths access attempt. 

2. Application - Indicates which applicaion of process propagated the event. If the application has no icon, the default 
system icon icr executabie files are used. 

3. Flags - Indicates flags set jor the kinds of actions against the event SiggereG by the fie. 

4. Target - Represents the iocation of the target fio. 

5. Alert - Gives the details ci ihe aiert displayed for the event 

   。 Texporithe Defense+ logs as a HTML file click the ‘Export butto: or night click inside the log viewer and
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- ， choose ‘Export from the context sensitive menu. 

° Toopera stored ClS log ile, click the 'Cpen buiten 

° To refresh the Dofense+ logs, click the ‘Refresh’ button of right click inside the log viewer and choose ‘Refresh’ 
from the context sensitive menu. 

  

e  Joclear the Gefense+ logs click the ‘Clea?’ button 

2.6.3.1. Filtering Defense+ Logs 

\ Curodo Inlemet Security allows you te create custom views of ali jogged events according to user definec critefia. You can use 

the following types of filters: 

  

( 

P44 ONS . 
下 

    

  

* Today - Cispiays ail logged events for today. ， 

。 Current Week - Dispiays ail logged events during the current week. (The current week is Caiculated from the 
Sunday to Saiurday thei hoids the curren date.} 

» Current Month - Displays ali jogged events during the month that hclds the current date. 

»  Entlre Period - Displays every event Icaged since Comodo Internet Security was insialled. (If you have cleared 
the log history since instailaticn, this opticn shows all logs created since that clearance}. 

¢ Custom Filter - Enables ycu to selec! 2 custom period by choosing the ‘Frony’ end ‘To’ dates under ‘Please 

Select Period . 

Altematively, you can right click inside the log viewer module and choose the time pericd.
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Having chosen 2 Best ime St from the lop panel; you can furihner refine the displayed events according te spacific filters. 
Foliowing are available filters for Gefense+ logs and their meanings: 

Application - Dispiays only the events prepagated by a:specific epplication 

Flags - Displays events according ic the response (cr action taken) by Defense+ 

Target - Dispiays only the events that involved a specified target asplication 

To configure Advanced Filters for Defense+ events 

  

4. Click the funnel Dutto: from ihe title bar or right click inside the log viewer module and choose ‘Show Advanced 
Filter’ om the context sensilive menu, The Advanced Filter interface for Defense+ events will open. 

2. Select the filter from: the ‘Advancec Filter drop-down and click ‘Add! to appiy the filter. 

  

  

  

  

You have 3 catagorias of fiier that you can add. Each of these categories can be further refined by either selecting or 

deselecting specific filler parameters or by the user typing a filter string in the Held proviced. Following are the options - 
availabie in the ‘Advanced Filter’ drop-down: 

Application: Adding the ‘Application’ option displays a drop-down fieid and texi entry field.
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ontslns 
    

        
"Does Not Contain 
  

  

a) Select ‘Contzins’ or ‘Does Not Contain’ option from the drop-dewn menu. 

bd) Enter the texi or word that needs to be filtered. 

For exampie, if you choose ‘Contains’ option from the drop-down and enter the phrase joyvecyt in the tex! field, then 
ail events containing the entry loyveoy in the Application’ column will be displayed. If you choose ‘Does Not Contain’ 
option from the drop-down and enter the phrase ‘loyvesy! in ihe tex feid then ail events that do net have the entry 

oyveoy!’ in the ‘Application’ column will be displayed. 

ii. Flags: Selecting the ‘Flags’ option displays a drop down-menu and a set of specific titer parameters that can be 

selected or deselected. 

SA 9,990 TS 

  
Advanced Filter iFlags 
  

  

  

  
          

  

  

  
  

    

                      
2) Select ‘Equal’ or ‘Not Equal’ op#ion from the drop Gown menu. 'Not Equa? will invert your selected choice. 

b) Now select fhe check-boxes of the specific fier parameters to fefine your search. The parameter available 

are: 

。 — Sandboxed As 

e Ssanred Orline and Feund Safe 

© = Seamed Saline and Found Marcos 

"e Access Memory 

« Create Process 

* Terminate Process
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。 Modify Key 

° Modify Fils 

+ Direct Memory Access 

* — Direct Disk Access 

* Direct Keyboard Access 

* Direct Monitor Accass 

° Load Criver 

。 Send Message 

¢ Install Hook 

* Access COM Inisrfaco 

- Execute Image 

«  DNS/RPC Client Access 

*， Change Deiense+ Mode 

。 — Shelicode Injection 

e Block File . 

¢ Suspicious ， 

。 Hook 

+ Alert Suppressed 

For exempie, if you chocse ‘Equal from the drop-dewn and select 'Sandboxed as’ from: the checkboxes, only the 

events of applications auto-sandboxed by. Behavior. Biocker.wili.be dispiayed. If you choose ‘Net Equal’ from the drep- 
down field and select ‘Modify Key’ check box, then all events thei do rot have the entry ‘Modify Key’ in the ‘Flags’ 
column wili be displayed. You czn select more than one check box options from this interfzce, as required. 

” 放 Target: Selecting the Target option displays a drop-down menu and text entry fieid. 

  

    

  

        

  

  

a) Select ‘Contgins’ or ‘Does Not Contain’ option from the drop-dewn menu. ) 

bj Enter the texi or word that needs to be filtered from the Terget column. 

For exampie, if you choose ‘Contains’ frem the drop-down and enter the phrase Svchostexe in the text field, then ail 
events containing the entry ‘svchost.exe’ in the Target’ column will be displayed. If you chocse ‘Does Not Conlain’ 
from the drop-down and enter the phrase 'svchostexe' in the text ieid then ali events that do not have the entry 

‘svchost.exe’ in the Target column will be displayed. 
  

  

Note: More than one filter can be added in the ‘Advanced Filter pane. After adding one filter type, select the next fitter type and 

click ‘Add’. You can also remove a filler type by clicking the X button al the tcp right oi the filler pane.   
  

* — Click ‘Apply’ far the filters to be appiied tc the Firewall iog viewer. Oniy those Cefense+ entries selected based on your 

set titer criteria will be dispiayed in the log viewer. : 

e For clearing ali the filters, cpen ‘Advanced Filter’ pane and remove ail the filters one-Dy-one by clicking the ‘x’ button at 

the top right of each filter pane and click ‘Apply’.
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2.6.4. ‘Website Filtering’ Logs 
Comodo Intemst Security maintains a log of Websites allowed or blocked to specific users by the Website Filter. 

You car configure rules to allow or bleck access to specific websites for pariicular users of your computer under Advanced 
Settings > Security Settings > Firewall Settings > Website Filtering. For more details on configuring the Website Fiter, refer to 
the section Websie Fikerisg:. The Website Filtering log enables you to analyze the attempts made by the cther users to accass 

the blocked or allowed websites. 

The Website Filtering’ logs can be viewed by choosing the ‘Website Filtering’ from the ‘Show’ crep-down of the log viewer 

interface. 

SOS X.Y) \ 2 

    

  

  

Vabsite Fillaring 
Sa       

  

  

212172014 4... Epobessicn.CG.JafrebcGihmagesArecoy2r3… 

  

121A 4. http: //obession.ce.uareboet 

  
12172016 12:... > hitp.fcuolpiz2za.com 

      
  

Column Descriptions 

1. Date - Contains precise details of the date and time of the event 

3. Website - Shows the ur of the website that was blocked or allowed as per the rules configured in the Website Filtering 

interiace. 

3. Category - Indicates the predefined category io which the website belongs. 

4. Action - Indicates whether the access lo the websile was aliowed or biocked to the user. 

  

° Jo export the Website Filtering logs as a HTML fite click the ‘Export’ button 2 of right clicx inside the jog viewsr 

and choose ‘Export’ from the context sensitive menu. 

* Te open a siored CIS log file, click the Open’ butten 

e Te refresh the Alerts logs, click the Refresh butten or fight click inside the log viewer and choose ‘Refresh’ from 

the context sensitive menu..
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。 Teclear the Aleris logs click the ‘Clear’ buito 

  

2.6.4.1. Filtering ‘Website Filtering’ Logs 
Comodo Internet Security allows you ic create cusicm views of ali logged events according to user defined criteria. You can use 
the following types of filters: 

  

   

   

- Ce 

  

     
  ro: 

L
L
L
 

-一
     01/21/2014        

AA
A    

Li
la
 

  

    
  

  

* Today - Cispiays ail logged events tor ioday. 

* Current Week - Dispiays ail logged events curing the current week. (The current week is caiculated from the 

Sunday to Saturday thai hoids the curren date.} . 

> Current Month - Displays al! logged events during the month that holds the current date. 

* Entire Period - Dispiays every event Icaged since Comodo Internet Security was installed. (If you have cleared 
the log history since instailaticn, this option shows all logs created since that clearance}. 

。 Custom Filter - Enables you to select a custom period by choosing the ‘From’ end ‘To’ dates under ‘Please 

Select Period’ 

Allematively, you can right click inside the log viewer module and choose the time pericd.
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  Having chosen a SISSS tims fer from the top panal you can further refine the displayed events according to specific Hters. 
Foliowing are available #lters for Defense+ fogs and their.meanings: 

。 Website - Dispiays only the events that involve a specific website 

° Category - Dispiays only the events that involve attempts tc access the websites of the specified category 

¢  &ction - Displays only the events thal involved the specified action 

To configure Advanced Filters for Defense+ events 

  

4. Click the funnel button fom the title bar or righi click insice the log viewer module and choose ‘Show Advanced 
Filter’ from the context sensitive menu. The Advanced Filter interiace for "Website Fillaring’ evants will open. 

2. Select the fier from the ‘Advanced Filler’ drop-down and click ‘Add’ to apply the filter. 

  

  

  

  

You have 3 catagories of fifier that you can add. Each of these categories can be further refined by either seiecting or 
deseiecting specific filter parameters or by he user typing a filter string in the field provided. Following are the options 
availabie in the ‘Advanced Filter’ drop-down: 

Website: Adding ihe ‘Website’ option displays a drep-dewr menu and tax! entry field.
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“2 ” a) Select ‘Equal or ‘Not Equal’ option from the drop-down ment. 

b) Enter the url of the website that needs tc be fittered. 

‘For exampie, if you choose ‘Equal’ cplicn from the drop-down and enter the phrese acebook.cem’ in the iext field, 
then ail events that invoive the website ‘facebock.com’ in the ‘Website’ column will be displayed. If you choose ‘Noi 

Equal’ option from the drop-down and enter the phrase ‘facebook.com’ in the text Geld, then al! events that de no! 
involve ‘facebcox.com’ will be displayed. . 

ii. Category: Selecting the 'Categcry opticn dispiays a drop down menu and text entry field. 

  

Advanced Fitter iCategory 
  

      

  

  

      

  

  

a) Select ‘Contains’ or ‘Does Not Contain’ cption from the drep-dewn menu. 

bj Enter te predefined category cl websites that needs to be filtered trom the Category cofumn. 

, For exampie, if you choose ‘Contains’ opticn from the drep-down and enter the phrase ‘Malware Sites’ in the text fieid, 
then ail events that invoive the websites failing within the category will Se dispiayed. !f you choose 'Does Net Contain’ 
option from: the drop-down and enter the ohrase ‘Malware Sites’ in the text field, then all events that do not invoive the 

websites defined within the Maiware Sites calegery will be cisniayed. 

iii. Action: Seleciing the ‘Acticn’ cption displays s crep-dewn menu and a set cf specific iter sarameters that can be 

selected or deselested.
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a) Seiect ‘Equal’ or ‘Not Equal’ option from the drop down menu. ‘Not Equa! wil invert your selected choice. 

bj Now select the check-boxes of the specific fiter parameters to refine your search. The parameter aveilable 
are: 

» — Allow 

+ Black 

* Ask 

For exampie, if you choose ‘Equal’ cpticn from the drop-down ana select ‘Block’ from the checkboxes, only the events 
that involve biocking the access to the websiies to the users will be displayad. if you choose ‘Not Equa?’ option from 
the crop-down and select ‘Block’ check Dox, ail the events that do not involve biccking the websites will be displayed. 
You can seiect more than sna check box oplicns from this interlace, as required. 

  

Nos: More than one filler can be added in the ‘Advanced Filter pans. After adding one filter typs, seleci the next fiter type and Mw. 

click ‘Add’. You can also remove a filter type by clicking the 'X’ button at the tcp right of the filter pane.   
  

* — Click ‘Apply’ for the fillers to be apptied ic the Website Fitering log viewer. Cniy those ‘Website Filtering’ iog entries 
selected based on your filter criteria will bs displayed in the log viewer. 

° For clearing aii the filters, open ‘Acvanced Filter’ pane and remove all the filters one-Dy-one by clicking the 'X’ button at 
the top right of each filter pane and click ‘Apply’. 

2.6.5. Alerts Logs 
CIS maintains a history of pop-up security aleris gensrated by its Antivirus, Firewail and Defense+ components end the actions 
taken against the threats discovered, depending on the respanse to the alerts by the user. 

The Alerts logs can be viewod by selecting ‘Alerts’ from the ‘Show’ drop-down of the iog viewer interlace. 

7
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chrome.exe... UVZ2/ta 

Vinss Wind. = C:\Pragram... OWG2/14 ... 

  

Anivir Yires.Win32.3..，、 CSProgram. 01/22/14... 

  

surfer.ex2istr... sutferene.... .0V22/14 ...   
    

Column Descriptions 

Date - Contains precise detaiis of the date and time of the alert generation. 

Type - Incicaies the type of the alert, whether i is a, Antivirus, Firewail cr Defense+ (HIPS, Behavior Blocker er Auic- 
Sandbex} alert. 

Description - Brief description of the file or the event that triggered the alert 

Advice - Advice offered by CIS on how to respond for the alert. 

Answered - indicalas whether the alert has been answered by the user and if enswered, contains precise celails of 

the date end time of response from the user. 

Answer - Indicates the response given by the user. - 

Flags - indicates flags set ior the Kinds of actions against the event 5iggerec by the file. 
é 

Treat As - 2ased on the response how the fie is treated, whether it is trezied ss a safe application, installer and so 

cn, 

Event - Clicking ‘Related Event’ opens the details oi the event that has triggered the alert. 

   To exgort the Alerts iogs as a HTML file click the ‘Export’ button & ¢ right click inside the log viewer and choose 
‘Export from the context sensitive menu. 

  

   

  
   

Te open a siored CIS log file, click the ‘Open’ bution 

Te reiresh the Alerts logs, ciick the ‘Refresh’ button ? or ight click inside the log viewer and choose ‘Refresh’ from 
the context sensitive menu. 

Te clear the Aleris logs click the ‘Clear’ bution & IBM - Ex. 1002-Part 8 fo 10, Page 2910 
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ee 2.6.5.1. Filtering ‘Alerts Displayed’ Logs 

Comodo Internet Security allows you ic create custom views of ali logged events according to user defined criteria. You can use 
the foilowing types cf filters: . 

   
      
       

  

se
s 
2
 

WE
: 

  

A
Z
 

N
M
N
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\ : 
  

  

° Today - Cispiays ail logged events for ioday. 

e Current Week - Dispiays ai! logged events during the curren! week. {The current week is caiculated from the 
Sunday to Saturday thai hoids the curren? date.} 

» Current Month - Displays ali iogged evenis during the month that holds the current cate. 

* Entire Period - Displays every aveni lcqged since Comodo Internet Security was insialled. (If you have cleared 
the log history since instailaticn, this option shows all logs created since that clearance}. 

e Custom Filter - Enables you to selec! 2 custom period by choosing the ‘From’ and ‘To’ dates under Please 

Selec: Perioc’ 

Altematively, you can right click inside the log viewer module and choose the time pericd. 

  

    

    

          
  

  
You can iurther refine the disclayed events according to Specific fiers. Foliowing are available ilters for ‘Alerts’ logs and their 

meanings: 

+ Advice: Displays only the log of slerts that metches the advice entered
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。 Answer: Dispiays only the iog of alerts that were answered by you with the’selected response 

« Answered Displays only the log of alerts that were answerec on a selected dzis and time 

° Description: Displays only the log of alerts that maiches the description entered 

° Flags: Cispiays only the jog of alerts based on the selected flags set for the corresponding events 

° Treat As: Displays cniy the log ci alerts based on their Treat As’ response you eniered in the pop-up alent 

° Type: Displays only the icg of alerts of selected type. They can be Antivirus, Firewail or Defense+ {HIPS, Behavior 

Blocker or Auio-Sandbox) alerts. 

To configure Advanced Filters for Alerts Displayed 

    

1. Click the funnel Dutton rom the title bar or Eghi click inside the log viewer module and choose ‘Show Advanced 
Filter’ from: the context sensitive menu. The Advanced Filter interface for Aleris logs wil! cpen. 

2. Select the fiier from the ‘Acvanced Filter drop-down and click Add to appiy the filler. 

  
Advanced Fitter [Advise 
  

Answered 

i Gescription 

iFiags 
Treat As 

i Type     

  

You hava 7 categories of fiers that you can add..Each of these categories can be further refined by either. selecting oF , 

\ deselecting specific filter parameters or by the user typing a filter string in the Held proviced. You can add and 
configure any number of filters in the ‘Advanced Fitter’ dialog. 

Foilowing are the options available in the ‘Add’ drop down menu: 

Advice: The ‘Advise’ option enables you to fiter, the alerts based or advices given by CIS in the alert. Selecting 

the ‘Advice’ cption dispiays 2 drop-down field and text eniry field. 

  
Savanced Fitter ;Advise   

  

  

                

  

  

a) Select ‘Contains’ or ‘Does Not Contain’ option from the drop-down menu. 

b) Enter the text or word as your fier criteria. 

For exampie, if you chocse ‘Contains’ option from: the drop-down and enter the phrase ‘you can safely allow this 
request in the text field, then only the entries containing You can safely allow this reques?’ in the ‘Advise’ column will
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be displayed. 

ij. Answer: The ‘Answer’ option enables you to filler the alerts based on how you answered for the alerts. Selecting 
the ‘Answer oction displays a drop-down box and a set of specific filter parameters that cen be selected or 
deselecied. 

  
Advances Filter jAnswer 
  

  

        
    

  

a) Select ‘Equal’ or ‘Not Equal’ opiion from the drop down menu. 'Not Equa’ will invert your selected choice. 

Dj Now select the check-boxes of the specific fiisr paramsters to refine your search. The parameter available 
are: 

* Unknown 

«Allow 

。 ”Pery 

° TreatAs 

。 = Sandbox 

e  Time-out 

=。  Disiniect 

* Quarantine 

= Skip Once 

° Add to Exclusions 

* Add to Trusted Files 

° = False Positive 

。 Skip 

。 Terminate 

“*。 Keep insice Sandbox 

Run cuiside Sandbox 

For exempie, if you choose ‘Equal’ from the drop-down and select "Add to Exclusions’ checkbox, only the log of 

Antivirus aierts for which you answered as ‘Ignore’ > ‘Ignore and Add to Exclusions’ will be displayed. 

ii. Answered: The Answered option enables you to fitter the iog based cn the date you answered the alerts, 
Selecting the ‘Answered’ bpiion displays a drop-down box and date entry field.
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Today: 1/22/2014     
  

a) Select any one of the following option the drop-down box. 

。  Equat 

* Not Equal 

bj Enter the cate by selecting it from.the calender.displayed by.clicking the drop-down arrow. 

‘For exampie, if you seleci ‘Equal’ from the drop-down and select 01/22/2014", only the fog of alerts answered cn 
01/22/2514 will be displayed. 

v. Description: The Description aplicn enables you to Hier the log based on the description of the altempt displayed 

in the alert. Seiecting the ‘Description’ option displays a drop-down Hele and text entry fieid. 

  

  

    

    
connect to the internet 
  

    
  

  

a) Select ‘Contains’ or ‘Does Not Contain’ ception trom the drop-down menu. 

b) Enter the tex! or word as your lifter crieria. 

For example, if you select ‘Contains’ from the drop-down and enter ‘connect to the inteme’’, only the log entries of 
Firewall aieris that contain the phrase ‘ccrneci to the Intemet’ in the description, will be displayed. 

v. Flags: The 'Fiags’ option enables you filler the entries based on the flags set for the kinds of aclons against the 

event triggered by the file. Selecting the 'Fiags' option displays a drop down menu and é set of specific fitter 

parameters that can be selecied or deseiectec.
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a) Select ‘Equal’ or Not Equal’ option fom the drop down menu. 'Not Equai' wil invert your selected choice. 

6) Now select the check-boxes of the specific filter parameters to refine your search. The parameter available 

are: 

« Remember 

* Restore Point 

= Submk : - 

* Trusted Publisher 

For exampie, if you choose ‘Equal’ from the drop-down and select 'Remember' from the checkbox options, only the 
fog entries of alerts for which ‘Remember my answer’ option was selected will be displayed. 

vi. Treat As: The ‘Trea! As’ enables you to filter.the log entries based on their ‘Treat As’ respanse ycu entered in.the 

pop-up alert. Selecting the Treat As’ option dispiays a drop-cown menu and text entry eld. 

  

  

    

    

DES Not Contain 
  

  

a) Seiect ‘Contains’ or ‘Does Not Contain’ cpticn from the drep-down menu. 

bd) Enter the text or word as vour fiter criteria ， 

For exempie, if you have chosen 'Contains from the drop-down and entered ‘nstaller’ in the text fieid, only the iog 
entries containing the phrase ‘Instaile’ in the Treat As’ column will be displayed. 

vii. Type: The ‘Type’ option enables you to filter the entries based on the component of C!S that has triggered the 

alert. Selecting the Type’ option displays sa drop down manu and a Set ci specific alert types thai can be seleclec 

or deselected.
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Advanced Filter iType 
  

  

  
  
  

            

  

  

a) Seiect Edquaf or ‘Not Equal’ option from the drop down menu. 'Not Equa’ will invert your selected choice. 

>) Now seiect the check-boxes of the specific filler parameters to refine your search. The parameter available 

are: 

« Antivirus Alert 

¢ — Firewail Alert 

e =. Befense+ Alert 

*。 Behavior Blocker Alert 

For exampie, if you select ‘Equal’ from the drop-down and select ‘Antivirus Alert’ checkbox, only the log of Antivirus 

aierts will be displayed. 

c 

  
Neste: More than one filler can be ackied in the ‘Advanced Filter’ pane.“After adding one filter type, select the next filter type and 
click ‘Add’. You can also remove a iter type by clicking the ‘X’ button at the top righi of the filter pane.   
  

Click ‘Apply’ for the filters to be anpiied to the ‘Alerts’ iog viewer. Cniy those eniies selected based on your set filter 

criteria will be displayed in the fog viewer. 

+ For clearing aii the filters, open ‘Acvanced Filter. pane and remove all the filters one-by-one Dy clicking the X button at 

the top right of each filter pane and click ‘Apply’. . 

2.6.6. Tasks 

Comodo Internet Security records a history of al! the CIS tasks fike virus signature database updates, scans nun and so on. The 
"Tasks Launched log window displays a list of tasks faunched at various time points with their compietion status and other 

deiails. . 

The ‘Tasks’ logs can be viewed by selecting Tasks’ from the ‘Show’ drop-down of the log viewer interface.
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hci ce         
  

  
    

  
172212015 22:37... Antivires Ups... OVZ2A4 12:37:33 Old dstabs... New database 1.. 

V222N14 20:47 bag Cisanng OV22146 10:47:16   
  

Column Descriptions 

1. Date - Contains precise detaiis of the date and time wher the tas is launched, 

Type - Indiczies the type of the task. nN
 

3. Parameter - Indicates the parameter (like scan type) associated with the task. 

Completed - Contains precise deiails of the date and time of the compleiion of the task. 

Code - Incicates the ccds of the tesk as assigned by CiS. 

O
n
 
> 

info & Additional info - Provides additional information ci the iask. 
Ae 

* Te export the Tasks logs as a HTML file click the ‘Expor button # 28 of right click inside the log viewer and choose 

‘Export’ from ihe context sensitive menu. . 

        

。  Teopena siored CIS fog file, click the 'Open’ buticn 

* Te refresh ihe Tasks iogs click the Refresh’ button £ oF right click inside the log viewer and choose ‘Refresh’ from 

the context sensitive menu. 

    

*  Tectear the Tasks logs click the 'Ciear’ button : 

2.6.6.1. Filtering ‘Tasks Launched’ Logs 

Comodo Internet Security allows you ic create custom views of ali fogged evenis according to user defined criteria. You can use 

the following types of filters: 

  

Ulicking on the handle at the bottom enables you ic filter the logs for 2 selecied time period:
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¢ Today - Cispiays ail logged tasks for today. 

+ Current Week - Dispiays ail logged tasks during the current week. (The current week is caiculated trom the 
Sunday ts Saturday thai hoids the current date.} 

* “Current Month - Displays ali iogged tasks during the month that helds the current date. 

» Entire Period - Displays every task legged since Comodo Intemet Security was insialled. (If you have cleared 
the log history since instailation, this cplion shows all logs created since that clearance}. 

。 Custom Filter - Enables you fo select 2 custom period by choosing the ‘From’ end ‘To’ dates under ‘Please 
Seleci Period’ 

Alternatively, you can right click inside the log viewer module and choose the time pericd. 

AN 

  

    

    

X 

You can further refine the displayed events according to speciic fifers. Following are available filters for Tasks’ logs and their 

meanings: 

° (Code - Displays the tasks based on the entered code value 

° Completed - Displays the iasks completed cn entered date. 

° Parameter - Displays oniy the tasks launched that include the selected parameter, like scen profife or the jpcaticns 

scanned during cusicm scans. 

-= Type - Displays oniy the selected type of tacks launches. They can be @ AV Upcate, AV Scan, Clearing iogs and 

Guaraniee Activation. . 

To configure Advanced Filtors fer 'Tacke’ logs . ' 

    

1. Click the funnel Suite: "nf the tite bar or right click inside the log viewer module and choose ‘Show Advanced 
Filler’ from the context sensitive menu. The Advanced Filter interlace for Tasks log viewer will opan.

IBM - Ex. 1002-Part 8 fo 10, Page 2918 
IPR2025-00379 (IBM v. Croga)



See Ae 
2. Select the fitter fram the ‘Advanced Filter drop-down and click ‘Add’ to appiy the filter. 

  

& Advanced Filter 

    

  

You can chese the categary of filter from a drep down box, Each of these categories can be further refined by either 

seiecting or deselecting specific iter parameters or by the user typing a iiltler string in the field provided. 

Foilowing are the options available in the ‘Advanced Fier crop down menu: 

i, Code: The Code cpticn enables you to filter the tasks based on their code value. Selecting the 'Code’ option 

dispiays a drop-down field and texi entry field. 
. \ 

Advanced Fitter {Coce _   
  

  

  
  

              
  

  

2) Select Equal’ or ‘Not Equaf option from the drop-down box. ‘Not Equaf' will invert your selected choice. 

>) Enter the code or a part of # as vour filter criteria in the text Heid. . 

For exampie if you have chesen ‘Equa’ from the drop-down and entered '0x00002001" in the text field, then only the 
log entries with the value x02000001 in the code column will be cisplayed. 

ii. Completed: The ‘Compieted’ option enzblss you tc fiter the log entries based on the completion dziss of ihe 

Tasks. Selecting the 'Completed’ opticn dispiays a drop-cown Dox and date entry field.
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    Today: 1/22/2014 3: 
    

2) Seiect any ons of the following option the drop-down box. 

* Equal 

* Not Equal 

b) Enter the cate by selecting it from the calender, displayed by clicking the drop-down arrow. 

For exampie, if you seleci ‘Equal’ from the drop-down and select 01/22/2014’ , only the lcg of Tasks compleied on 
01/22/2514 will be displayed. 

iii. Parameter: The Parameter option enables you to filler the entries based on the parameters ‘ike scan locations, 
agsociated with the Task. Selecting the ‘Parameter option dispiays a drop-cown field and text entry field.    Sy 

  
Advanced Fitter i Paremeter   

  

        
      

  

  

a) Select ‘Contgins’ or ‘Does Not Contain’ option irom the drep-dewn menu. 

jb Enter the text or word as your filler criteria. 

For exampie, if you choose ‘Contains’ option from the drop-down and enter the phrase ‘Quick Scan’ in the text field, 
then only the entries of Antivirus Scan Tasks with the scan parameter ‘Quick Scan’ will be displayed. 

iv. Type: The ‘Type’ option enablas you to fiiter the entries based on the type of Tasks iaunched. Seiecting the Types 

opticn dispiays a drop down menu and a set of specific task types that can be selected or deselected, 
~
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Advanced Filter iTyge 
  

  

  

  
  

    

  

\ 

} Select ‘Equal or ‘Not Equal’ option from the drop cown menu. ‘Not Equa?’ will invert your selected choice. a 

bj Now select the check-boxes of the specific filter parameters to refine your search. The parameter available 
are: 

¢ ° Antivirus update 

¢ — Antivirus Scan 

+ Clearing Legs 

+  Activatisn of guarantee 

* Version upgrade 

  
Nots: More than one filter can be added in the ‘Advanced Filter.pane. After adding one filter type, select the next fifer.type and 
click ‘Add’. You can also remove a filter type by clicking the 和 X button at the top right of the filter pane. 

    
  

* Click ‘Apply’ for the fillers to be appiied tc the Tasks log viewer. Only those entries selected based on your sei filler 
criteria will be cisolayed in the fog viewer. 

* For clearing al the filters, open ‘Acvanced Filter’ pane and remove alll the filters one-by-one by clicking the X button at 
the top right of each filter pane and click ‘Apply’. 

2.6.7. Configuration Changes 

CIS keeps track of ali the changes made to its configuration since its instalation. The 'Contiguration Chenges’ iog viewer 
displays a list of changes to various options and other configuration changes made to the epolication. 

The ‘Configuration Changes’ logs can be viewed by selecting ‘Configuration Changes’ from the 'Shew’ drop-down of the log 
viewer interface. 

二
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Firowell Apali.. © C:\Fragq.. 

Firewall 和 pp .. sabject UiID.. 

  
++ Flewall Ago... .. S@bject UID... 

E:rewall Appl... Prog... <ebject UID.)     
    

Column Descriptions 

1, Date - Contains presise detaiis of the date and time of the configuration change. 

Action - Indicates the nature of the configuration change. 

Modifier - indicaiss the user that has mace the configuration change. 

Name - Indicates the name of the rule, program or the file that has been changed. 

2 

3 

.4. Object - Indicates the C!S objeci that was affecied by the configuration change. 

5 

6. Old vatue - Indicates the value of the parameter befcre the configuration change. 

7 New value - Indicates the value of the parameter afier the configuration change. 

° Te view the full details of a contiguration change. place the mouse cursor on the entry in the Cid Value or New Value 

column of the respective row. 
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。 Te export the Configuration Changes logs as a HTML file click the ‘Export’ buficn oF right click inside the log 

viewer and choose ‘Export irom the context sensitive menu. 

  

¢  Toopen a siored CIS log file, click the 'Open’ butte 

  

¢ Terefresh the Configuration Changes iogs, click the 'Refresh’ button of right click inside the fog viewer and 
chocse ‘Refresh’ from ihe context sensitive menu. 

  

。  Toclear the Configuration Changes logs click the ‘Clear’ button 

2.6.7.1. Filtering ‘Configuration Changes’ Logs 、 

Comodo Internet Security allows you ic create custom views of al! jogged events according to user defined criteria. You can use 
the foilowing types of filters: 

By Tien Eee 
ad reset Taye FiNers 

Acorn 8 SiSers ° 
bd ASFSHCSS SEES 

y: oss, vs Yisss SSsers 
Preset Yims fiers 

\ 
\ 
N 

QU,
 

  

* Today - Cispiays ail logged events for ioday. 

* Current Week - Displays ail logged events during the current week. (The current week is caiculated from the 
Sunday to Saturday thei hoids the curreni date.} ; 

* Current Month - Displays ali ioaged events during the month that hclds the current date. 

- Entire Period - Cispiays every event logged since Comodo Iniernet Security was installed. (If you nave cleared 
the log history since instailation, this oplicn shows all logs created since that clearance). 

° Custom Filter - Enables ycu to select 2 custom period by choosing the ‘From’ and ‘To’ dates under ‘Please 
Seleci Period 

Altematively, you can right click inside the log viewer module and choose the time period. 

/
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You can further refine the displayed events according to specific filters. Following are available flters for ‘Configuration Changes' 
logs and their meanings: 

e Action: Cispiays only the selected type of configuration change{si like change in ceptions, acidition of objects, sitings 
and so on. 

* Modifier: Displays only the configuration changes effected by the selected entity like the user, response to Antivirus, 
Firewall or Defense+ Alerts and so cn. 

。 Name: Dispiays only the configuretion change with.the name entered as search criteria. 

* Object: Dispiays only the contiguration changes on addition or removal ol selected objecis 

To configure Advanced Filters for Configuration Changes Logs 

   

  

4. Click the funnel Dutton irom the litle bar cr ight click inside the log viewer module and choose 'Show Advanced 
Filter’ from the context sensitive menu. The Advanced Filter interface for ‘Configuration Changes’ logs wil open. 

é 

2. Seiect the titer from the ‘Advanced Filter’ drop-down and click ‘Add’ to appiy the filter. 

  

  

S 六 = 六 
NY N N 
六 N 
N 
N 

N N N 
N 

  

  

You can chese the category of Hiter from the ‘Acvanced Filter drop-down. Each of these categories can be further refined by 
either seleciing or deselecting ssecific filler paremeters or by the user typing a filler string in the Heid provided. Following are the 
optons available in the ‘Add drop down menu: 

Action: The ‘Action’ opticn allows ycu to filter the log entries based on the actions executed like change in options, 

2ddition of objecis, strings and so on. Selecting the ‘Action’ option displays a drop-down box and a so! oi specific 

filter parameters that can be selected or deselecied,
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sj Seiect ‘Equal’ or ‘Not Equal’ option from the drop-down box. ‘Not Equal’ will invert your selecied choice. 

bj Now select the checkboxes of the specilic filter parameters to fefine your search. The parameters available 
are: 

¢ Object Added 

» Object Changed 

»  Opject Removed 

*  Opiion Changed 

° String Added 

° String Removed . 

For example, if you choose Equai in the drop-down and select ‘Cbject Added’ checkbox, then, cniy the log entries with 
the value ‘Object Added’ in the ‘Action’ column will be dispiayed. 

ii. Modifier: The ‘Modifier’ option allows you to filter the log entries based on the entity that is responsible for the 

gonfiguration change, It can be the user or the response given to an alert, Selecting the ‘Modifier option displays a 

drop-down box and 2 set of specific flter parameters that can be selecied or deselected. 

  

  

  

  

  
    

    

a) Select Equal’ or “Not Equal’ option from the drop-dow: bex. ‘Not Equal’ will invert your selected choice. 

Dj Now select the checkboxes of the specific entities thal has effected the change, to refine your search. The 

parameters available are: 

* User 

e = Auto Loam 

° Antivirus Alef 

e ”Firewall Aleri 

。 Defense+ Ale? 

» Behavior Blocker Aiert 

For exampie, if you have chosen Equal in the drop-down and selected ‘Artivrius Alert checkbox, tien, only the jogIBM - Ex. 1002-Part 8 fo 10, Page 2925 
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    entries related io the configuration changes effected by responses to Antivirus Alerts will be displayed. 

iii. Name: Tre 'Name' option allows you to fier the iog entries by entering the name cf the parameter changed. ‘ 
Selecting the ‘Nama’ option displays a drop-down field and text eniy fleld. 

  
Advanced Fitter Name   

    

  
    

          
  
  

  

@}) Select ‘Contains’ or ‘Does Not Contain’ option from the drop-down menu. 

5) Enter the name of the change, partly or fully as filler criteria in the text box. 

For exempie, if you choose ‘Contains’ option from the drop-down and enter the phrase Surferexe in ihe text field, then 
only the log entries containing the surfer.exe in the nzme column will be displayed. 

iv. Object: The ‘Chiect’ opticn enables you ic filter the log entries related ic the objects modified during the 

configuration change. Selecting the ‘Cbject’ option displays a drop down menu and the objects of CIS 

configuration, that can be selected or deselected. 

  

  

  

  

  

      
    
  

                
a) Select Equal or ‘Not Equal’ option from the drop down menu. ‘Not Equai' will invert your selectec chaice. 

Dj) Now select the check-boxes of tha specific objects as filler parameters to refine your search. Scroll down the 

window to see ail the parameters options. 

For exampie, if you have chosen ‘Equal’ fom the drop-down and selected 'Firewail: Mode ' checkbox, only the fog 

entries related io the change of Firewall mode will be dispiayed. 
  

|sss: ypre than one filter can: be added in the ‘Advanced Filter’ pane. After adding one filler type, seleci the next fiter type and 
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click ‘Add’. You can also remove a filter type by clicking the X button at the top right of the filter pane. 

     
  

      

* — Click ‘Apply’ for the filters to be applied to the Contiguration Changes log viewer. Only those entries selected based on 
your set filter criteria will be dispiayed in the leg viewer. 

。 — For clearing all the filers, cpen ‘Advanced Filter’ sane and remove all the iilters ons-by-one by clicking the X button: at _ 
the top right of each filter pane and click ‘Apply’. 

2./.Get Live Support , 
Opens the GeekBuddy instant-chat cieri and connects you to 2 Comodo supper technician. 

SSSS SAVY 

    

  
  

  
    

  

    

GeekBuddy technicians can help sclva most computer issues that you are experiencing. Do you need help to get nd of a 
particularly nasty virus? Kas your computer siowed down fo a crawl for no appareni reason? Are you having troubie selling up 
that wireless router you just bought? GeekBuddy techs can offer you expert quidance and, with ycur permission, can even 

remote-desktop into your computer and fix your problems while you sit back and waich. For more details about this service, 
please refer to Comads GaokSasey, 

2.8. View Active Internet Connections 
The View Connections’ interface displays an at-2-glance summary of ail currently active Intemet connections on a per- 
azplication basis. You can view ali the appiications that are connected, all the incividual connectinns that each application is 
responsible for; the direciion of the traffic: the source IP and pert and the destination IP and port. You can alss see the total 
amcunt of traffic thei has passed in and out of your systsm over each connection. 

This fist is updated in real ime whenever sn application creates a new connection or drops an existing connection. The View 
Connections’ is an extremely useful 2id when testing firewall configuration; trcubleshooting new firewall policies and rules; 
monitoring the connection activity of individual applications anc your system as a whcele anc for terminating any unwanted 

connecions. 

The View active Connections’ interface can be accessed dy clicking View Connections’ from the 'Gengrai Tasks’ interlace’ 
Alternatively, this screen can be accessed by clicking the number ebove Inbound or Outbound in the Advanced View of the 

Home screen in the Firewall pane.
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The View Comnactiore' terface cispiays list of a! the cLtertly auuve Imtemnel connections Ly miba’ed oy various acpi cabons 

as a Tree structure 

Cohumn Descrinuions
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。 Protocol - Shows the appiicaticn that is maxing the connection, the protecoi # is using and the direction of the iaffic. 
Each appiicaticn may have more than one connection at any time. Clicking + at the ‘eft of the appiication name 

expands the iist of connections made by it. ’ 

      
* Source UP : Port) - The sourse IP Adcress and gource port that ihe application is connecting through. If the 

application is waiting for communication and the port is cpen, it is described as ‘Listening’. 

* Destination {IP : Port} - The destination IP Address and destination port address that the application is connecting te. 

This is biank if the Source’ coiumn is ‘Listening’: 

_ * Bytes In - Represents ihe tolal bytes of incoming data since this connection was first allowed. ‘ 

* Bytes Out - Represents the total bytes of outgoing daia since this connection was tirst allowec. 

Context Sensitive Mend 

¢ — Right click cn an item in the list io see the context sensitive menu. 

      
    

    

    

91 193. 272.477:20 69S B [Z8.... 

。 — If you wish to view the full path of the appiicaticn, right clicx on the application name and select ‘Show Fuil Path’. 

。 — if you wish to terminate a connection belonging ic an application, right click on ihe specific connection and click 

‘Terminate Connection’. 

。 ff you wish to open the iclder containing the execuiabie file of the application, click Jump to Folder’. 

， KilSwitch is an acvanced sysiem mcnitcring tool that allows users to quickly identify, monitor and terminate unsafe processes 
and network connections that are running on their computer. Apart from citering unparalieled insight and contrel over computer 
processes and connections, XillSwitch provides you with yel another poweriul layer of protection for Windows computers. 

Comodo KillSwitch can show ALL running processes in granuiar detai- exposing even those that were invisible or very deeply 
hidden. You can simultaneously shut down every unsafe process with a singie click and can even trace the process back to the 

parent mahware. 

Comodo KillSwitch can be directly accessed from the ‘View Connections’ by clicking ihe ‘More’ buiton. 

  
  

  

SIs 

Hf Comods Kil'Swiich is already installed in your computer, clicking ‘More’ will open the application. If not, CIS will download and 
install Comodo Kiliswitch. Once instailed, clicking this button in future will open the Kiliswitch interface.
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The following must be downloaded and installed: 

  

  
  

  

        

  

。 Read the license agreement by clicking “View License Agreement. and click ‘Agree and Install’, CiS will download and 
' - install the epolication. 

- ‘ N 

  
On completion of installation, the Comodo KikSwiich main interlace wii be opened. Clicking the Network tab will display the the 
Network Connections and Network Utilization panes. ,
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None 
b3 S"Janss.exe S32 Trusted None. 

上 Ycsrss.cxe 652 Trusted None 
SB winlogon.oxo 。 00 Trusted None Doddal 12,228 KB NT AUTHORITYISYS: 

K3 PM yservicesexe 724 Trusted None Dabled 6,612 KB NT AUTHCRITYSYS 
Lt MYtouncher_service.exe 892 Trusted None Disabled 5,684 KB NT AUTHORITY(SYS" 

LJ Pjunt_manoger.exe 1056 Trusted None Oisabled 10,780 KB NT AUTHORITYISYS: 
Lo Muntexe 1268 Trusted None Otsabled 50,564 KB NT AUTHORITYISYS: 

HA S}svehost.exe 904 Trusted None Disabled 5.640 KB NT AUTHORTTVISYS: 
Pleawn.exe 476 Trusted None Disabled 23.07 316,204 KB NT AUTHORITYISYS: 
P"dinost.oxo 1880 Trusted None Dizablod 7,524 KO NT AUTHORITY(SYS" 
SYunsecapp.exo 2584 Trusted None Otsabled 4,986 KB NT AUTHORITY\SYS: 
Sowniprvse.exe 2668 Trusted None Disabled , 6,024 KB NT AUTHORITY|SYS’ 

LY svchost.exe 984 Trusted None Oisabled 5,448 KB NT AUTHORITY|NET 

a SYandegent.cxe 1080 Trusted None Disabled 18,048 KB NT AUTHORITY(SYS 

i} SYsvehost.exe 1112 Trusted None Disabled 24,632 KB NT AUTHORITYISYS" 
L 法 woud cxe 3424 Trusted (Inst... None Oisebled 5,988 KB COMPANY-3F881F6 

FS Yevehost. exe 1344 Trusted None Oisabled 4,544 KB NT AUTHORITYINE 
2 Isvchost. exe 1492 Trusted None Disabled 5,368 KB NT AUTHORITYILOC 

F 22}spoctsv.exe 1526 Trusted None 5,472 KB NT AUTHORITY|SYS”. 
F Pdaogon_updater.exe 1668 Trusted (Inst... None 

上 SSGeekBuddyRsp.cxe 1728 Trusted None 
LS Jsvchost.exe 3746 Trusted None 
SYisass.exe 738 Trusted = None        

  

   了 全 5 sn WessQ UN hs Sexy aaron ss 3, S Se BN ccnnecticns can be found at Skip. ssip.casiase.sopvingic- SNG- 
Mors 3 esas Sloane Asad \ ConnacGors-ant-Usage Sank ' 

* The complete user guide for Comodo KiilSwitch is availabie al Mig-help .commdo.canviogic- T3328. SB 

2.9. View Active Process List 
The Active Process List inierface displays ali currently active processes initiated Dy applications thai are currently running in the 
sandbox environment . By iracing an appiication’s parent process, CIS can deteci whether a non-iusted appiicaticn is 
attempling to spawn an elreacy usted appiication and thus deny access rights for thai trusted application. This system provides 
the very highest protecticn egainst Trojans, malware and rootkits thei try to use trusted soffware to launch an attack. By default, 

the [isi dispiays the processes of sandboxed applications only, but can be made to display ali the processes from: the right-click 

options. 

The processes of sandboxed apolications include: 

* Autce-Sandhox - Unrecognized applications are run inside the auto sandbox with access restriction as selected in the 
Selo wanaiay tnkaawn aisications as! awn in Sesavias Mackey ‘Awo-sandhox unknown aggficatigns SS drop down in Sehavior Shockey, 

° ”Ron Virtua! - Apolications that areseiecied and mun in Sandbox. Refer io 'Ray an Agplication i Sse Sasdbey for 

more detaiis. 

+ Applications thei are run inside the sandbox using the contexi sensitive menu - ick Sere for more details. 

any 
* Running Srowsers inside the sandbox from the Widget - Dick Sere for more cetails. 

。  Grag-and-drop applications on to CIS Kome Scresn - Sisk hese for more celails.
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* Programs that are added manually - Reier to the section 'Configu 

To view Active Process list 

° Click the first Sox in the status pane (third row) in the CIS Widget. 
  

Sofe: The Status Pane is not dispiayed by default in the widget. To enable the Status Pane, right click cn the CiS tray icon and 
seiect Show Siatus Pane’ from the options. ' 

      

          

YE cmeviih.exg 3808 CCMCOO . 

Binds 2 3872." Migrosot Car   

r.. Fully Ya Trusted 

Fully.Vi 

3 Olutotores.exe   
° — Altematively, the screen can be accessed by clicking the number cesice ‘Sancsoxed Apps’ in the Acvanced View of 

the Home scresn in the Defense+ and Sandbox pane. 

The Active Processes List {Sandboxed Cniy) screen will be displayed by deiauit. 
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*。 Application - Displays the names of applications that are curently running. 

¢ PID - Process identification Number. 

。 Company - Displeys the name of the software developer. 

¢ User Name - The name cf the user that started the process. 

e Restriction - Displays ihe levei of sandbox setting selected for the program. 

* Rating - Displays the rating of the application whether trusted cr unknown. 

Right-click cn any process tc: 、 

。 Showfulpaih: Cispiays the iocsiion of the the executable in addition io it's name. 

soe 。 Show Sandboxed Cniy: Displays the details of the sancboxed programs only. Disabie this opticn to view ail the current 
active process list. ， 

' + Add to Trusted Files: The selected unknown program is added to Trusted Fes SS 

¢ Online Lookup: The selected progrem is compared with the Comodo database of programs and results deciared 
whether itis safe or not. 、 

。 Submit The selected appiication wil be sent to. Comodo foranaiysis. 

*。 — Jump to Folder: The folder containing the executable file oi the appiication will open. 一 / 

*。 Show Activities: Opens the Process Activities List disieg. The Process Activilias dialog wil cisplay the list activities 
of the processes run by the apolication. The ‘Show Activities’ option is available only # Viruscoge is enabled under 
NU Moss AN Nelanead arsine Binsk&ar SSiocere 
Asyansced Settings > Osfenses » Sehaviar Nesker Sollings. 

  

Clicking the ’More’ button at the bottom cf the screen will cpen the Comodo KiliSwich appiication - an advariced system 
monitoring tool thai allows users fo quickly ideniiy, monitor and terminate any unsafe processes thai are running on your 

En         
         

  
          

CCMCOdO NY AUTHORITY'S ... 

bene 

SS dragon.exe 

  

  

SS Blutoforse.exe CU . Fully Wsctua...
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if XillSwitch is not yet insialled, clicking this button wil prompt you to download the apolication. Refer to the section & 

Rf Unsafe Franesses for more details. 

3.Firewall Tasks - Introduction | 
The Firewail component of Comodo Intemet Security (hereafter known simply as Comodo Firewail) offers the highest levels cf 

security against inbound and outbound threats, steaiths your computer's poris against hackers and biocks malicious sofiware 
from transmitiing your confidential data over the intemei. Comodo Firewall makes it easy for you to specify exaclly which 
applications are allowed ic connect to the Internet and immediately wams you wher there is suspicious activity. 

it can ba accessed at all times by clicking cn the ‘Firewali Taeke’ band from: the Tasis' interface. 

The Firewall Tasks ana provides easy access to ali major features and seitings. From here, you can configure Intemet access 
fights per-applicalion, steaith your computer poris, menage available networks and even biock ail network traffic in and out of 
your computer. In ‘Advanced Settings’ you" be able fo specify overall firewall behavior and configure acvancec settings such as 
application rules, rulesets, network zones and pert sets. 

  
  

  

  

  
  

      
    

    
Click the links below to see detailed expianaticns of each area in this section: 
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3.1.Allow or Block Internet Access to Applications Selectively 
The Firewail Tasks interiace allows you to selectively ailow cr biock certain applications from accessing the Iniemel. These 
shortcuts reprasant a conveniont way to create an auicmatic ‘Allow Requests’ rule or ‘Block Requests’ rule for individual 
applications - meaning that inbound and outbound connections sre zutomatically permitted or not permitted to these appiications 

respectively, 

  

To open the ‘Firewall Tasks’ interface: 

* Click the ‘Tasxs' arrow from the CiS home screen: 

  

。 Click on the ‘Firewail Tasks’ bend from the Tasks’ interface: 

IN OOS OOOO 

  

  

  
  

  
  

  

To allow an application to access to the Internet: 

* — Click the ‘Ailow Appiication’ button from the ‘Firewall Tesxs' interface. 

¢ Navigate to the main executasle cf the apglicaticn in the ‘Cpen’ cialog. 

° Click ‘Cpen’. A rule will bs created io allow Internel access to the selected appiicaticn. 

To biock an appiication’s internet access rights 

* Click the ‘Biock Application’ button from the ‘Firewal: Tasks’ interface. 

=。 — Brows to the main cxecutable of the wppiication in the ‘pent dialuy. 

。 — Click ‘Cpen’. A rule will be created ic prchibi Internet access to the seiested appiicaticn. 

The advanced application rules interface san be accessed by clicking ‘Tasks’ from the CIS home screen > Firewail Tasks > Cpen 
Advanced Settings > Application rules. The application you just allowed cr blocked should be listed here. For iurther information
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on application rules governing inteme! access rights, see Ag: ae Swies. 

  

Tg: if you plan to regularly allow/bleck applications, you can right click on the eppropriate button and select ‘Add to Taskbar’. # 
will then be quickly accessibie from both the CiS home screen and the widget: 

  

  

  
        

        
| 3.2.Stealth your Computer Ports 

Port Stealthing is a security feature whereby ports on an internet connected PC are hidden from sighl, evoking no response to 

ocportunistic perl scars. . 

  

General Note: Your computer sends and receives dala to other computers and to the Intemat through an interface calied a 
‘port’. There are over 65,080 nurnbered ports on every computer - with certain ports being tracitionally reserved for certain 
services. For examole, your machine almost definitely ccnnecis to Internet using port 80 and port 443. Your e-mail application 
connects to your mail server through pert 25. A ‘port scanning’ attack consists o: sending a message to each of your compuier 
ports, one ata time. This information gathering technique is used by hackers to find out which ports are open and which ports 

are being used by services on your machine. With this knowiedge, a hacker can determine which atiacks are likely to work if 

used agains! your machine.       
， \ 

Stealthing a port effectively makes it invisible to 2 port scan. This differs from simply ‘closing’ a por? 2s NO response is given to 

any connection atiemsis { closed corts respond with a ‘closed’ repiy- revealing to the hacker that there is actually a PC in 
existence.} This provides an extremely hig gh level of security to your PC. If hacker or automated scanner cannot ‘see’ your 
compuilers ports ihen they presumes it is offline and move on to other targets. You can still be able ic connec to Intemet and 

transfer information as usual but remnain invisibie to outside threats
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UC orroce tternel Security - Uc Ea 

__ aC 
。 Ciick on 'Steaith Perts’ link in Firewai! Tasks 

ANAT TYG 

  
  

      
    

a 

  

  

      

  

    

      
  

                  
            

                  PEP UE EEE 

You have two optians to choose from: 

Block incoming connections 

Selecting this opiion means ycur computer's ports are invisible to all networks, irrespeciive of whether you trust them cr not. The 
average home user (using a single computer that is not pari of a home LAN) finds this option the more convenient and secure. 
You are not alerted when the incoming connection is blocked, out the rule adds sn entry in the firewall event log fils. Specificatly, 

ONS this option adds the following rule in the 全 RS RSISS intenave: 

Block And Logf IP | in| From Any IP Address| To Any IP Address | Where Protocol is Any 

        SS Glock © }       
  

rt Frogs fAAC. Avy To MAD Any Where FProtecel ls Any 
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¥ you would fike more information on the meaning and construction of rules, piease click hers. 

Alert incoming connections 

You see a firewall ales$ every time there is a requast for an incoming connection. The alert asks your permission on whether or 
nai you wish the ccnnecticn to proceed. This can be useful for applications such as Peer to Peer networking and Remote 

desktop applications that require port visibility in order to connect to your machine. 

Specifically, this option adds the icllowing rule in the 'Siohas Rales' interface: 

Block] ICMP { in| From Any IP Address} To Any §P Address | Where Message is ECHO REQUEST 

  

                      
    

  

3.3. Manage Network Connections 
The ‘Manage Network Connections’ interface allows you to quickly.view all wired and wireless networks to which your computer 
is connecied. The lower helf of the panel dispiays details about each network including its name, IP address and gateway. 

。 You can choose to trust cr block a network by selecting the appropriate radio bution under the network in question. 
You will not be able to recaive sny inbound cr outbound traffic from biocked networks. 

e _ Use the handies (< >) to scroll through all avaitadle networks or computers 

¢ Use the refresh Dutton if you have recently made nstwork changes and these are not yei visible in the interface. 

    

  

    

    
        

            
      

  

    
* The ‘Manage ‘Networks’ interface can be cpened by clicking ‘Tasks > Firewall Tasks > Manage Nedworks’. 

Se Yay SN NS ° AEN AV 

  

g
 @, click Tasks > Firewali Tasks > Cpen Advanced Settings > Network Zones’.
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3.4.Stop all Network Activities 
As the name suggests, the ‘Stop ail network activity’ button instructs the firewail ic immediately cut-o#f all inbound/cuthound 
communiceiicn belween your computer end ali available networks {including the Intemet). Connections will remained ciosed 
until you re-enable them by ciicking the button a second time. This allows you to quickly take your computer offline without 
having io delve into Windows network settings and without having io to unpiug any network cables. 

  

tivi ty 

  

  

      
  

。 Access the network activity ‘on/off button by clicking Tasks > Firewall Tasks 

。  Bisconnect your computer from: all networks by clicking ‘Sicp All Activity’ (button will be red} 

e —- Re-snadle connectivity by clicking ‘Restore All Activity’ (button wili be green) 

e — Restoring activity just re-enabies your existing frewali rules. Therefore, any networks thai you have previously biocked 
in Raeanc Network’ Saanactens’ of! RON i a \ in ‘Manage Neswerk Connections’ of ‘NeQverk CSS will remain blocked. 

¢ You can assign networks into network zones in the ‘Neiwoss Sostes’ area 

  

* You can configure rules per network zone in the ‘GioSai Nstes’ area 

。 ‘You can view ail network conneclions and enable/disable connectivity cn 2 per-network basis in the ‘Manage Netwask 

Vonnecsiens' area 

3.5. Advanced Firewall Settings 
The ‘Advanced Settings’ area is the neve center of Comodo Firewall and allows acvanced users to configure and deploy traffic 
filtering rules and policies on an appiication specific and global basis. To open the interface, click ‘Tasks’ cr the home screen 

icllowed by ‘Open Advanced Settings’ then ‘Firewall Settings’:
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The interface is divided inte six main sections - Firewall 

   

      
SO rv 6 é™ ‘ 

    
有 N Firewail Settings 

  

i] Enable Firewall (Recommanded} 

Do NOT show popup alerts 

也 Enable automatic detection of private networks 
  

Enable Trustconnect alerts 
  

{| Turn traffic animation effects on . 

fF) Create rules for safe applications 

Set alert frequency level 

图 Set new on-screen alert timeout to 

  wee Sabrancad 

Filter IPv6 traffic | 

图 Filter loopback traffic (e.g. 127 xxx, :: 

FJ Block fragmented IP traffic 

=} Do Protocol Analysis 

Enable anti-ARP spoofing 

RN 

$3 Qasein Auativating Surface Baha! Osu Sestnw ate Masons SeiSags, Apsication Rules, NSS Nios, Niveseis, NSS 

Zones and Sansets. Click the Jinks below to jump to more detaiis on each section: 

The Sirswatt SeMings area allows you to configure the security of your computer and ths frequency of alerts that are 

generated. 

  

The Apsiication Swiss area allows users to view, manage and define the network and Iniemel access rights of 

applications on your sysiem. 

on. 
The Global Sisies area allows users view, manage and define overall Firewall ndleset thai applies to your computer 
and is independeni of application ruies. 

° Both application ruies and global niles are consulted when the frewail is etermining whether or net ic aliow 

or bleck a connection attempt. : 

+ — Fer Outgoing connectisn attempts, the application ules are consulted first and then the global ruies. 

。 For incoming connection attempts, the globa! mules are consulted first end then application specific rules. 

The Nuieseis area contains a jist cf preset Firewall rules that can be re-used and applied to multipfe epolications. For 

example, there is a ‘Browser rule, an ‘Email Client’ rule and rules for ‘Trusted’ and ‘Blocked’ appiicaticns. 

The Neigiers Zeses area allows you to group iP addresses and ranges into named zones. Once defined, priviieges 

and niles san be anplied ic these Zones in other areas of CIS. For exampie, global end application rules can be 
applied to network Zones. This interface alse aliows you to blosk network Zones. 

The Fark 

 

IBM - Ex. 1002-Part 8 fo 10, Page 2940 
IPR2025-00379 (IBM v. Croga)



  

| 

  

users Can or cannot access. 

4 Sandbox Tasks - introduction 
Comodo Intemet Security features 4 fully functional sandbox cailed the ‘VINvai Desk{es'- an isolated operating environment for 
running unknown, untrusted and suspicious applications. Applications executed insids the sandboxAirtual Desktop will not affect 

other processes, programs or data on your reai computer. In addition io running suspicious applications inside the sandbox on 
an ad-hec basis, you can create a specific list of programs thal shcuid always run in tha sanddox. 

   

    

WO SN 
SS 

      
   

  

    

        
      

  

  

  

  
            

  
  
  

                          

  
  

          

  

  
Note: The sandbox referred ic here is a full environment and is distinct to the autpsandbox configured under Sehayiny 
$iscX\es. Users can, however, enabie ‘Full Viruaiization’ of auic-sancboxed files in the Sekavicr SseXer settings.     

The Sandbox Tasks interface has shortcuts for the following tasks: 

° Rus Wirtual Soskios - Starts the Virtual Desktop 

Open Shared Space - Opens the folder ‘Shared Space’ which is shared by your host operating system and the Virtual 
Desktop. The folder is created by the Virtual Deskic at the location ‘C:\Documents and Setiings\Ali Users\4pplication 
Cata\iShared Space’. The folder can be opened in both your host operating System and inside the Virtua! Cesktop, and 

enabies to share files and applications between the CS and the Virtual Desktop. 

Rus Virtual - Allows you to run individual agpiications in the sanchox 

Reset Sandbox - Allows you to clear all data writien by programs run inside ihe sandbox 

sen Advanced Ssifrgs - Add programs that should always run insids the sandbox and access acvanced sandbox 
setiings. This is covered ir Ihe ‘Sosfigure the Sanshex’ section of ‘Advanced Settings’
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4.4.The Virtual Desktop 
The Virtual Desktop is a sandboxed operating environment inside of which you can nun programs and browse the Internet 
without fear tha? those activilios will damage your real computer. Applications sunning in the Virtual Desktop aiso leave no 
cookies or history behind on your real sysiem, making it a secure environment for Inismet banking and online shopping. It is 

also ideai for visiting any risky websites/inks anc for testing out beta/unstable sofware. 

  

    

  

We. 

AAA NA 
  

SSSSS， \\ WK 
NGO 

  

  
  

PRS 

Virtual Desktop a! 2 glance: 

The Virtua! Cesktop can run any program that you can run in regular Windows and is particularly useful for browsing 
the Internet in a secure manne. 

Any changes made to fles and settings in the Virtual Desktop will not affect the original versions on your host system. 
Changes will only be visibie in the Virtual System itsetf, 

Similarly, any changes made by malicious programs or unstable beta sofware will noi damage your feai computer. 

Ary files you wish lo keep and access from your host cperating sysiem can be saved to ‘Shared Space’. 

The Virtuai Desktop can be password-protected for added privacy. 

The virtual keyboard allows you ic securely enter confidential passwords without fear of key-logging sofiware. 

The Virtual Desktop Ul can Se used in both ‘Classic’ (Windows style) and ‘Tabdist’ modes by selecting the mede from 
ae 
SELINA. 

You can reset the Virlual Deskicp and clear shared space at any time. We recommend that you do this regularly to 
maximize your privacy and security. Please noie thai all settings, stered data and any applications installed sandboxed 
will be deleted. 

Click the following links io find out mare deiaiis on: 
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4.1.1. Starting the Virtual Deskiop 
The Virtual Desktop can bs started by: 

* — Clicking Tesks > Sandbox Tasks > Run Virtual Desktop 

  
      
      

  

  
  

    

      
    

  

* — byclicking the Virtual Desktop shortcut Dutton the task bar at the bottom of Home 

* By clicking the Virtual Desktep shortcut button irom the CIS widget ,
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The following software is needed to utilize the Viruai Gesktop to its full potential: 

Comede Dragen Browser 

Microsoft Siiveright 

Whenever you run the Viruai Cesktop, Comodo Internet Security checks-whether these componenis are instailed.If they-aren', 

aN COMONS Dragon and/or Microsoft Silverlight are net 

\ : detected in this computer. They read to be installed in 

' order ta previde you ine full power of Virtual Desktcp. 

Would you like toinstall them new? 

| Do not show this message again 

  

"Cance!’. You will be prompted to instal! hem, next ime when you start the Vituai Desktop. 

if you do net want the applications to be instalied at all, click ‘No’. 

e Click Yes to downlcad and install the software. 

The ‘Install Required Packages’ dialog Will be displayed.
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The following must be dawnloaded and installed: 

    

  

  
  

§ HE aes. eas eariic Os ae. santa fae a! tal” you agree with-userlicense agreements for =i the   
Click ‘View License Agreement’ to read the jcense agreement cf the additional software to be insiallsd 

° Click Agrea and Instail ic downioad end instail the required software ; 

The software package{s) will be downloaded and instalied automatically. 

44.2. The Main interface 

The Virtual Deskiop is presented with two Switchabie interlaces: 

Yasios most VASE MOTs 

You can switch between these swo mades by clicking the green 'C’ buticn at bottom:-left then ‘Setiings' ( C Su8kon > Seiiings > 
‘Mowe’ fa}. Refer to the SS Selow for a comparison ol diferent modes of the Virtual Desktop main interface.
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Classic Made 

Tabiet Mode 

      Mae 

in ‘Classic’ mode, 

° Alilenms on your real desktop are displayec. Clicking the shortcuts on the Viruai Cesktop will run the program or file 
inside the virtual computer system. 

° Clicking the green 'C’ button a! bollom-loft will open a Windows:style ‘Start Menu’.

IBM - Ex. 1002-Part 8 fo 10, Page 2946 
IPR2025-00379 (IBM v. Croga)



    ‘yy
 

  

WS Sat SENAY A HH ~ Ss . 由 

  

NS SS 

RY 

\\ 
R 

    ~ 

‘ 

The start menu allows you 8 6; to: 

Runaing Srawseys inside {he Viral Doskios ° Run browsers that are installed on your system. Refer to 
for more detais. 

。 Configure the Virtue! Sesktop dy clicking ‘Settings’. Refer to Ss: 

details. 

Clicking the keyboard icon cn the system tray cpens a virtual keyboard that can be used to input confidential data like 

ne 
SS NS 

  

website user-narnes, passwords and credii card numbers. 
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+ Rightclicking on the task bar and selecting ‘Watch Activity’ opens the ‘Windows Task Manager’ to view your 
computer's performance, close unzesponsive programs and to troubieshoct problems with Windows. 

‘Watch Activity 

  

   

    

  

   Wey 
To switch to ‘Tablet mode from 'Classic’ moda, click the qresn ‘°C’ 
and seiect Tablet Mode’. 

utton at bottom left icllowed by Settings > Mode 

There are ave variations of this mode: 

1. Mode A- Pure Tabiet device - A touch-screen interface that will be familiar to users of mocern smart devices. The 
home page displays a set of posular apps covering games, socia! media enc neiworking. You can, oi course, install 

your own apps from the 2pp market. ! 

  

   
instail your own apps, click the App Market icon from the launch dar. You wii be taken to 
: rane. goagis. comAgebsioratatagar yhome Fut SRS -Niosk. Select the apps 

you want to install from the web-store. 

2. Mode B - Tablet device + Windows - The home page displays the desktop Xems from your real system. The tesk bar 
from clessic mode is present slong with the green 'C’ buiton and the virtual keyboard. The leunch strip will dispiay ail 

instailed browsers. 

. 。 

You can swap bsiween the wo modes by clicking the green arrcw at the top right comer. NS 

You can swipe the home screen in doth ief and right directions to navigate between successive home pages. 
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Tablet Mode & - Tablet > Windows 

The icliowing table gives a comparison of ths classic 2nd tabiet modes of the main interface: 

Sane FI       
  

  

Windows desktop styie interface. Tablet style interface. Tabdiet styie interlace. 

Your real desktop shortculs and files are | Shoricut icons of the apps installed on | Your reai desxtop shortcuis and files are 
displayed the tablet are displayed disolayed 

Shortcuts and filss are laid out vertically | Shoricuts are laid out horizontaily Shoricuts 2nd files ere iaid cut 
as they would be cn 2 Windows deskicp hofzontaily          
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No Launch Bar Srowser shoricu!s ara displayed on the 
launch bar at the bottom 

Browser shortcuts are dispiayed on the 
launch bar at the bottom 

  

Cannot have multinle home screens Can have multiple home screens Can have multipie home screens if you 

have many shoricuis and files 
  

\ | Cannot swine the screen to move 

between home screens     Can swipe the screen to move between 

home screens ’   Can swipe the screen to move Detween 

home screens 
  

  
4.1.3. Running Browsers inside the Virtual Desktop 
The Virtual Desktop provides an extremely secure environment for internet related activities because it isolates your Drowser 

from the resi of your computer. Just by visiting them, malicious websites can install viruses malware, rootkits and spyware conic 
your computer that can allow hackers to steal confidential information. Surting the ‘net from inside the virtua! computer system 

_ removes this threat by preventing websites from installing epelications on your real computer. Furthermore, the Virtual Keyboard 
aliows you to securely enter user-names, credit card numbers and passwords without fear of key-logging softwere recording 
your physica! keystrokes. “ 

To run a browser inside the Virtual Desktop 

1. Click the 'C' button at boitom leit, 

2. Select the browser you want to run: 

  

    
,

IBM - Ex. 1002-Part 8 fo 10, Page 2950 
IPR2025-00379 (IBM v. Croga)



  

     II a 
Your choice of browser wil cpen inside the virtual desktop, ready for secure surfing: 

RX ne i ~ 

i Perronat 

    
  

=) 

sisc ancaunt treater. 

  
Browsing history and other records of your intemet activity will not be stored on your computer when your session is finished. 

4.1.4. Opening Files and Running Applications inside the Virtual Desktop 

Appticalions installed cr the files stored in your system can be openad inside the Virtual Desktop by the fcllewing metheds:    
You can copy the files or create shortcuts for the applicationsMiles tp be opened in Virtual Desktop, in the desklop of your rea! 
sysiem. The shortcuts of your reai desktcp wil be available in the Virtual Deskicp. You can double click on the icen to open the 

respective application oi file inside ihe Virtual Desktop. 
  

3 625. N Note: The real computer cesktep icons will be available only in the Classis Winsows Mose and YN » Classic Mode. # 

      

The Virtual Desktop creates a fclder Shared Space in the iocaticn “CADccuments anc Sekings\Ali UsersvApplication 
Data\Shared Space”. The ‘Shared Space’ foider can be shared by your hest overating system and the Virtual Desktop. 

The Shared Space can Se accessed in the following ways: 

° Click 'Cpen Shared Space’ under 'Sandbox' Tasks in the Tasks interface 

- Click the ‘Shared Space’ shortcut icon from the home screan of CIS 

t 
。 Click ihe ‘Shared Space’ shortcui icon from the CiS widget

IBM - Ex. 1002-Part 8 fo 10, Page 2951 
IPR2025-00379 (IBM v. Croga)



omodo 
NSN \ 

» 

  

« Click the ‘Shared Space’ desktop shortcut icon 

To open an application or file from your host system in the Virtual Desktop 

1. Open the ‘Shared Space’ as mentioned above 

2. Copy/Move the application or the ile to be opened inio the Shared Space 

3. Star Virtual Desktop’ 

4. Open Shared Space inside the Virtual Desktop by clicking the ‘Shared Space icon in the home screen. 
  

Neve: The Shared space home screen icon will be available only in the Classis Nindowws Mass and Tabiel » Classic Node, 
    
  

5. Double click on die apolicationtile In the shared space ic open it inside the Virtual Deskiep. 

The changes you make to the file will be stored to the file only inside the Virtual Desktop and nol in the reai computer system. 

4.1.5. Configuring the Virtual Desktop 
The settings panel allows you to specify the Virtual Desktop operational mode anc to modify its look and feel. 

To open the setiings panel: 

4. Click the *C’ sutton al bottom leit. 

na 
2. Select ‘Settings’ from the siart menu. The Settings panel will open. 

       
Ciassic Mods 

  Tabist Modo 
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。 Mode - Allcws you to select the dispiay mode of the Viruai Desktop befween Classic Windows mode and 

Tablet Mode (Default) 

° Themes - Allows you te choose ihe appearance of the Virtual Deskicp 

3. Click OK for your setiings to take effect 

  

    

The Settings panel has two tabs: 

4.1.6. Closing the Virtual Desktop 
The shortcuts at the bottom right of the Virtuai Desktop, alicw you io temporarily switch to your seal compuier system, if you 
plan to ccntinue using the virtual desktop at a later time, or to fully exit the Virtual Desxtop. 

* Click the right button from the shoricuis pane at the botiom rght 

¢  Altematively, Click the 'C’ button at bottom left and choose ‘Switch to Windows’ from the Virtual Desktop Star? Menu. 

  
   

     

   

  

The Virtual Desktop wiil be temporarily closed. You can quickly retum to it by clicking the right switch from the Virtual Desktop 
N 

\ orby clicking 'Run Viduai 
s s RN 

shortcut butions dispiayed si the bottom right of your Windows Desktop : 

Desktop’ from the ‘Sandbox Tasks’ interface. 

To close the Virtual Desktop 

  

e Click the X bution from the Virtuel Desktop shortcuis pane at the boitem right 

。 Alternatively, Click the 'C’ button at bottom left and choose ‘Exit’ from the Virtual Desktop Start Menu. 

in either case, if password croteciion is enabled under Advasiced SeXings > NSS 
Seisiags, you will be prompted te enier the password. Else the Virtual Desktop will be ciosed. 

      

CD adiioce » Nos. x SS Skoy So ings > Defense+ > SasdSsx 

    
+ — Enjer the password and click OK. 

  

one
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Nats: Remember to save the changes beicre you exit the Virtual Desktop. Your changes will be lost if you exil the Virtual 

Deskicp. 
      

4.2.Run an Application in the Sandbox 
Comodo Intemet Security allows you fo run programs inside the Sandbex on a ‘one-off basis. This is helpful to test the behavior 

of new executables that you have cownlcaded or for applications that you are not sure that you Hust. Adding a program in this 
way means that if will run in the Sandbox this tme only. On subsequent executions # will not run in the sandbox {presuming # 

oN RS ws . pesses Se sandSoxing srocess). 

You can alse create a desktop shortcut to run the application inside the sandbox on future occasions. The following image 
shows hows a ‘virtual’ shortcut will appear on your desktep: 

= 人 SN 
   

Note: If you wish to run an application in the sancbox on a long-termipermanent basis then ads She Hs 80 ihe Sandbox. 

To run an application in ihe Sandbox 

1. Open the Sandbox Tasks interface and Click ‘Run Virtual’.
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SS 

  

  

  
  

      

  

   You can run applications inside the Sandbox isolated from the rest of the 

computer and prevent them from making permanent changes to the system: 

SSSSNRSNSSSNN 、 MWS 
  

    

      

      

      

Sante a 

SOMA eases 

Create a virtual desktop SENYEEI 
  

    

The ‘Run Virtual’ dialeg wil be displayed. 

2. Torun an applicaticn inside the sandbox, click ‘Choose and Run’ then Srowse to the appiication. The appiication will 
fun with a green border indicating thai it is sandboxed. If you wish to run the appiicalion in the sencbex in future, then 
selec: ‘Creale 2 virtual desktop shortcut’.
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   stringresou... —stsmi.di] svimi.dll svtmi.dll — svtmisc.uno.dI svxcoremi.dl =: 

     
swuimi.dll 

     
      

  

¥ Scan with 

  

a orm 
PS Rimta art Menu Ra 

ANN 
    

SendTo . J} 
  

  

  

  

  
“Delete 

        
。 Choose ‘Run in Comodc Sandbox from the context sensitive menu 

本 四 ee ge ee ats Ssspsomiery Renceneve yeioto See AQanaisoag 
NAINN Srowsers NSINS Me NSNTSSORA 

RN 

Tha C:S Desktop Widget displays shortcut iccns of the browsers installed in your compuier. 

fo
n 

% 

  

。 — Clicking on a browser icon will stari the browser inside the sancbox. 

The browser will be started and executad inside te sandbox at ‘Fully Virtualized’ level. CIS dispiays a green border around the 

windows of programs to indicats that they are running inside the sandbox, if the setting ‘Shaw $ ght frame fer yiri 

programs’ is enabled in Sandbox Settings. 
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Tamil Gujarati Ka Malayalem = Purt          Geogle.co.in efered in: Hinci Bergali Telugu Marathi     

  

The application wii! run in the Sandbox on this occasion only. Hf you often want the browser to run sanddoxed then crezie a 
wiruai shortcut for the application by selecting the check-box ‘Create a virtual desktop shortcut’ in step 2. If you wish ic run an 
application in the sendbox on a long-ierrvpermanent basis then ads ts fs is the Sansdox. 

4.3.Reset the Sandbox 
Programs running inside the Virtual Deskiop store the changes to the files accessed dy them inside the sandbox so that the 

changes do net affect the real computer system. ems stored in the sandbox Virtual Deskicp cculc, depending on your usage 
paitems, contain malware downleaded from websites or private data in your browsing history. Periodically resetting the sandbox 
will clear al this data and help protest your privacy end security. If data has accumulated ove: a long period of tims, then 
resetting the sandbox will also help the Virtuai Desktop operate more smoothly. 

The Reset Sandbex cpticn under the Sandbox Tasks allows you to delete ali the items stored in the sandbox. 

To clear the sandbox 

e Click on he ‘Sandbox Tasks’ bar from the Tasks interface and then click ‘Rese Sandbox’ 

一 
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       You may reset Sandbox contents to eradicate all the changes done by 
Sandbox applications. 
  

四 

  
  

    
    

The ‘Reset Sancbox dialog will appear. 

° Click ‘Erase Changes’. The contenis in the sandbox wili be deletec immediately. <
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nexi lime you click the Dutton. 
Some of these utiles require the download and insiallation of additicn al sei up tiles. After installation, the utiity will s tari direc t 

 
 

f following links ip find ouf more about each item: 

currently running in the beckgound or in minimized window and to take advantage oi several othe: © 
7 The ‘Advanced Tasks’ area allows you modify the overail configuration of CiS, manage CIS tasks like AV scans anc updates 

omodo utilities. Click the 

5 Advanced Tasks - Introduction 

CC \ 

 
 

  

o N 

  
  
  

  
 

    
      

  

KC 

 
 

\ VY 

 
 
 
 
 

\ 

The Sandbox has seen iecessfully reset. 

TELCO IRN TTTT IIIT 

.
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5.1.Create a Rescue Disk 
Comodo Rescus Disk (CRC) is a booiabie disk image that allows users to run virus scans in a pre-bool environment (before 
Windows loads). CRD runs Comodo Cieaning Essentials cn a lightweight distributor of the Linux operating system. It is 2 
poweriul virus, spyware, rooikit scanner and cleaner which works in both GU! and text mode. The tool can provide a more 
comprehensive and thorough scan than regular malware cieaning applications because it cleans your system before Windows is 
loaded. CRD is intended to be used when malware embeds itself so deepiy into your system that reqular AV softwere cannot 
remove it. The rescus disk is slso very effective at removing infections that are preventing Windows from booting in the first 
place. Apart from: ihe virus scanner, CRD also provides tocls to explore fies in your hard drive, take screen-shots and browse 

web pages. 

° Clicking the ‘Creais Rescue Disk’ button in CIS ‘Advanced Settings’ opens a uitily that ailows you to download and 
bum the CRD iso ts a CD/DVD, USB or other drive. Ciis& Sere to jump to a walk-through of this process
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5.1.1. Downloading and Burning Comodo Rescue Disk 

To create a Comodo Rescus Disk, Click ‘Create Rescue Disk’ button from the Advanced Tasks interface. 

PE ，       
  

  

        
  

      

Ste 3 bootable disk. 沁 ; ~ . [全 amie ry site: 
wows 4% 2 aes 

  

  
  

  

  

        
  

  

    
The Comodo Rescue Cisk interface will cpen. The interface displays the steps invclved in creation of a new Rescue Disk on a 
CD/DVB or in a USB drive. 

Xs BS Bafoads Seo EY SE Vesey 人 feeds Myo EYED Slo MNP F- NSN HIS ANS Ns 

This step allows you to selec 
dewnioaded the same mm Comodo servers or copied from another computer. Pre-storing the .{so file and burning the rescue 

- disk from il conserves your Internet connection bandwidth usage. This step is optional. if you haven'i downloaded the iss fie,it 一 一 一 
will be automatically downloaded trom Comodo Servers prior to execution of Step 3 - Buming the Rescus Disk.
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Click Select SO File (Opticnal} and navigate to the comodo_rescue_disk iso file 全 

SS . 
This step allows ycu to select the CD/DVC drive or the USB drive ic bum the Rescue Disk. 

To burn the Rescue disk on a CD or a DVD 

e _Labei a blank CD er DVD as “Comedo Rescue Disk - Bootable” and load it to the CD/DVD drive in your system 

Click 'Seiect Targei Drive’ from the ‘Comodo Rescue Disk’ interlace and select the drive from the Select Disk dialog 

. . 

  

  
      

  

            
    

  

  

    

  

  
To burn the Rescue disk ona USB Drive ， 

Insert a forrmatied USE memory to 4 free USB port on your compuler 

Click ‘Select Target Drive’ from ihe 'Comodo Rescue Cisk interlace and select the drive frorn the Seiect Disk dialog 

°

IBM - Ex. 1002-Part 8 fo 10, Page 2964 
IPR2025-00379 (IBM v. Croga)



   

      
     

Bootahle 六 R 人 VD or USB Rescue Bisk 

The rescue disk [SO image is requirad to create 3 bootable disk. 

    
  

  
  

          

  

  

  

  

  

° After you selected the targel drive, click ‘Start’. H you have selectec ar: iso file from your hard disx, the burning of the 
disk wil! start immediately. Eise, the .iso #le wiil be downloaded from Camodo Servers.
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Cownloading CCRMOEO Rescue Disk... 

    

  

  

FFTTTTFFPPFP9P POWER Do00000000000IIEOIOOOI5 COCR CC 

On comrietion, the files will be writen on ic the CDIDVP or the USB Drive. 

NA           
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Wait ti the compietion of the process. Do noi eject the CD/OVE or the US2 drive. On campietion of the process, the 

COMCYD will be ejected automatically. 

COMODS Rescue C 
    

esfully created 

  

      

  

  
RERREEEEENOOOONNCNNNONONICNSENaERRERERE ARES 

Your Bootable Comodo Rescue Disk is created. Click ‘Continue’ to gc back ic CIS interface. 

5.2.Remove Deeply Hidden Malware 
Comouo Cleaning Esseniiais (CCE} is a set of computer security tcols designed to heip users identify anc remove malware and 

unsafe processes from infected compuiers. 

Maior features include: 

o KiliSwitch - an advanced system monitoring toc! that allows users to identify, monitor and stop any unsafe processes 

{hat are running on their sysiem. 

Malware scanner - Fully customizable scanner capabie of unearthing and removing viruses, reotkits, hidden files and 

malicious registy keys hidden deep in vour system. 

Autorun Analyzer - An acvanced utility to view and handie services and programs thal were leaded wher: your 

system booted-up. 

SCE enables home users to quickly end easily run scans and operate the scitware with the minimum of fuss. More exparienzed 

users wii enioy the high laveis of visibility and contro! over sysiem processes and the abilily to configure customized scans from 

the granular options menu. 

For more detaiis on the 
Wissen si ytn Anas NES NSIS OOD 

features and usag 
     

  

TINT Ae 

Comodo Cleaning Essentiais can be directly accessed from the CIS interface by clicking the ‘Clean Endpcint button in fe 

‘Advanced Tasks’ interface. 

° Clicking the ‘Clean Endpoint’ for the first time, CS will download and instali Comedo Cleaning Essentials. Cnce 
instailec, clicking this button in future will open the CCE interface.
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The following must be downloaded and installed: 
  

  
            

  

  

SR vIn user       
tall, CIS wil downlead and 

  

ng View License Agreement and click ‘Agree and In 

  

° Read the license agreement by click: 

instail the apclication.
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Euliscan     
°  Getails of how ic use KilSwitch to moniter and terminate unsafe process from the main interface can de found at 

  

+ On ciicking the ‘Clean Endpoint! sutton om next fime onwards, Comodo Cleaning Essentials will be opened. 
7
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5.3.Submit Files 
As the name suggests, ihe ‘Submit Files’ interface aliows you to send as many files ss you wish to Comodo for anaiysis. Files 

which CIS classifies as ‘Unknown’ or ‘Unrecognized’ are not in tha Comodo sais jist but have also nol been identified as known 

maiware. By sending these filss to Comodo, you allow our team to analyze them and classify them as either ‘Safe’ or ‘Malicious’. 
You can alsc submit files you suspect of being ‘false positives’ {those files that you fee! CIS has incorrectly ideniified as 

maiware}. Subsequent to classification, they will be added to the white or black list accordingly. 
  

fate: Unrecognized les can also be submitted from the ‘Usresogiizes SSes" interface should you prefer. BS Re 
      

了 

站 rar 站 t ‘ y re inne 了 +) ete. t 

To open the ‘Subrrit Files’ interface, click 'Tasks' on the home screen followed by ‘Advanced Tasks’ > ‘Submit Files 

  

  

  
    

  

  

        

  

To add new file(s) to ‘Submit Files’ list 

。 Click the handie fram the bottom center and choose ‘Add
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You can add files to tie SUDIi Files list by 由 res ways: 

* Files - Allows you to navigaie to the ffe or executable of the program you wish ic add. 

+ Folders - Allows you ic navigate to the folder you wish to edd. Al the files in the folder will be added to the 

Trusted Files’ fist. 

‘ 。 Running Processes - Allows you to seiest a currently running process. On selecting a process, the parent 
. application, which invoked the process will be added ic ‘Trusted Files’ lisi. 

。  Repeai the process to add more fites and to submit them 2i-once. 

To remove the files from ‘Submit Files’ list 

¢ — Select the file from ihe list 

¢ Click the handie from the bottom center and select Remove 

After adding the fles you want io submit, click ‘Submit’ button. # you want te submit the files as False Positives tc Comodo, 

select the ‘Submit as False-Positive check’ box. 

The fies wil be submitied and the progress wil be displayed 

  

  

  

  

  

    
You ean sicp, pause/resume or send the submission process ic background by clicking respective buitons. 

When a fie is first submitted, Comodo's cnline file ioox-up service will check whether the file is already queued for analysis by
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ee our technicians. The results screen displays these results on completion. 、 

—.. .. 
\\ 

td
s       

  

  

  

  

  

  
* ‘Uploaded’ - The file's signature was nol found in the list cf Hles that are waiting to be tesied end was thersicre 

uploaded from your machine ic our research iabs. ， 

- Wireacy submitted’ - The file has aeadybeen submilted io our labs by ancthar CIS user and was rot uploaded 
from your machine at this time. 

Comodo wil analyze af submitted files. tf they are found to be trustworthy, they will be added to the Comods safe list (8. white- 
listed). Conversely, if they are found ic be malicious then they will be added to the database of virus signatures (i.e. biack-listed). 

The jist of les submitted fram your computer san be viewed from the Sudmines Fes interface. 

5.4. |dentify and Kill Unsafe Running Processes 
Comodo KiliSwitch is an advanced System monitoring ico! that allows users to quickly identify. monitor and ierminate any unsafe 

processes thai are running on their system. Apart from offering unparalieled insight and contra! over computer processes, 
KiilSwitch provides you with yel another powerlul layer of protection for Windows computers. 

KiilSwitch can show ALL running processes - exposing even those that were invisible or very Geepiy hidden. I! allows you to 
identify which of those running processes are unsafe and io shui them all down with a Singie click. You can also use Hillswiich ic 
trace back fo the malware that generaied the process. 

Comodo KillSwitch can de directly accessed from the CiS interface by clicking the ‘Watch Activity’ button in the ‘Advanced Tasks’ 

interface. 
.
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by clicking ‘Clean Encecint from the ‘Advanced Tasks’ interface, clicking the Watch Activity wil open the KiSwitsh 
inferface directly. Refer to the section Remove Dessiy Nitdes: Msiyvars for more deiails on installing Cleaning 
Essentials. 

Othenvise, on clicking the Watch Activity’ for the firsi time, CIS will download and instail Comodo Killswitch. Once 

instailed, ciicking this button in future will open the Kilfswitch interface. 

  
    

            

The following must be downloaded and installed: 

      

    

i above.   
Read the license agreement by clic 
instal the application. 

ing ‘View License Agreement’ and click ‘Agree and jnsial C!S wil download and 
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~ N 

S32 Trusted 
652 Trusted 
680 Trusted 

724 Trusted 
892 Trusted ， 
1056 Trusted 
1268 Trusted 

904 Trusted 
476 Trusted 
1880 Trusted 
2584 Trusted 

2668 Trusted 
984 Trusted 

1080 Trusted Y . 18,048 KB NT AUTHORITYISYS’ 
1112 Trusted : 24,632 KB NT AUTHORITYISYS 3 
3424 Trusted (Inst... 5,988 KB COMPANY-3F861F6): 
1344 Trusted : 4,544 XB NT AUTHORITYINET. 
1432 Trusted : 5,368 XB NT AUTHORITYYL 
1528 Trusted 5,472 KB NT AUTHORITY|SYS: 
1668 Trusted (Inst... i . 5,972 KB NT AUTHORITYISYS, 

~ 1728 Trusted . 3,984 KB NT AUTHORITYISYS. 

了 ， 3748 Trusted 5,049 KB NT AUTHORITYISYS: 

” ?7.144 KB NT AUTHORITYISYS, 

    
On clicking the Watch Activity’ button from next time onwards, Comodo Kilswitch will be opened. 

  

   
process from: the main interface can be found at 

SN Why vy S35 “f sea 88 NS IBIS. Tho Maly dpi age: HSEB-DISS> ENSOMSH HELEN AOS, 
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5.5. Manage CiS Tasks 

    

Comodo Internet Security has the ability to concurrently run several tasks like on-demand or scheduled scans, virus signaiure 
database updates and so on. The tasks tha! are currently run, can be sent to background from the progress interface, by clicking 

Send to Background as shown in the exampie below. 

  
  

  

    
      are, es PMNS NASER, Yond To Sackyrourss 5: 
      

     

   Ses. TSS RS 
os PMV St SRS 
     

   

ASE SEER 

    
a 

    These tasks can bs managed, through the Task manager interiace that can be accessed ai anytime by clicking Open Task 

Manager from the ‘Advanced Tasks’ interface.
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Updater - Cornpiste Update 

  

  

Tip: The Task Manager can aiso be opened by clicking cn the center tab in the Siatus row of the wisiges , that displays the 
number of iasks tial are currently running.       

The Task Manager window displays a list of background iasks that are currently running wih the details ol time elapsed on each 

iask, staius and priority. 

From ihe Task Manager interfacs, you can: 

  

¢ Rsassigy grigriiss to Ne 

¢ PausefXesyime ay Nos , 

«  Sring g solaniod fash 

The Priority colurnn in the Task Manager interface displays the current priority assigned for each task. 

y 

To change the priority for a task
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Click on ihe current priority and seiect the pricrity you want ic assign from: the options. 

NSSSSSS 

  

  
Rating Scan 

  
Starting 

  
° Te resume a paused lask, click the Resume buiten 

  

             

  

o To siop a running task, click the stop bution
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The progress window of the task will be dispiayed. if the task is compleied, the results window wil! be dispiayed. 

| 
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6.Advanced Settings 
The ‘Advanced Settings’ area allows you to configure every zspec! oi the operation, behavior and appearence of Comodo 
interne? Security. The ‘General Settings’ section ‘ets you specify tap-ievel preferences regarding the interface, updates and 
event logging. The ‘Security Settings’ section lets advanced users deive inte granular configuration of the Antivirus, Firewall, 
Defense+ and File Ratings modules. For example, ihe ‘Security Settings’ area allows you to create custom virus scan 
schedules, create virus exclusions, cresis Firewail and HIPS rules, modify sanchex behavior, define network zones and specify 

how the file raling system deais with trusted and untrusted fies. 

To open ‘Advanced Settings’: 

* Click the “Tasks' arrow if you are on the CIS home scresn 

« Click ‘Advanced Tasks’ then ‘Open Advanced seitings' 

h,
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Tho ‘Advanced Settings’ panei willopen: 、 

User Interface 

  

Theme: Tie Theme 
  

  

Language: ‘English (United States) - By COMODD 
  

入 | Show messages from COMODO Message Center 

Show notification messages 

Show welcome screen on startup 

f=] Show desktop widget 

t=] Snow information messages when tasks are minimized/sent to background 

Play sound when an alert is shown 

Enable Password Protection &   
Please click the links below to find out more about each section: 

e © Ganeral Settings -Alpws you tp configure the appearance and behavior of the appiicationIBM - Ex. 1002-Part 8 fo 10, Page 2980 
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6.1.General Settings 
The ‘General Settings’ area enables you io customize the appearance and overail behavior cf Comodo internet Security. You 
can configure general properties Fike the interface language, notification messages, aulomalic updates, logging and more. 

  

Theme: iT#e Theme 
  

  
Language: €nglish ‘United States) - By COMCDO 
  

Show messages from COMODO Message Center 

{§] Show notification messages 

Show welcome screen on startup 

Show desktop widget 

[££] Show information messages when tasks are minimized/sent to background 

{| Play sound when an alert is shown 

STOR BAe 

人 多 Enable Password Protection $=:   
The category has the following settings: 

  

6.1.1. Customize User Interface 

The ‘User interface’ tac ‘els you choose the display theme, inierface language and customize the lcox and feel ci Comcdc 

interne? Security according to your preferences. You can also configure how messages are displayed and enable password 

protection for ycur settings.
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Theme: iTlle Theme   
  

Language: ;Engllsh (United States)- By COMCDO 
  

Show messages from COMODO Message Center 

{&] Show notification messages 

i] Show welcome screen on startup 

Show desktop widget ， 

Show information messages when tasks are minimized/sent to background 

] Play sound when an alert is shown 

  
The User Interface Setings allows you configure the foilowing: 

TR ane 
° IPAHOS 

} anacas 
° LSNGNAGS 

Showcase axce Se PASSARA NS Mantas ¢ SSow messages from COMODO Messages Centos 

  

* Theme - The Themes’ dip-down allows you to choose the cclors and appearance cf the GUI as you prefer (Default 
= Tile Theme). 

    

      
say User Interface 

  

    Theme: ‘Tile Theme 

  

  

? Classic Theme 

    

Language: Tile Theme 

Modern Theme 
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+ Language Settings - Comodo internet Security is availabie in multiple languages. You can swiich beiween insialied 
Janguages by seleciing from the ‘Language’ drop-dewn menu (Default = English (United States)}. 

SSS    

  

EERE 

SEN User Interface 

  

Theme: ‘Tile Theme 
  

  

Language: ‘English (United States) - By COMODO 

English (United States} - By COMODO 

fk} Show mess yYkpaiHhcbka — By Community 

  

  

& Shaw naif Turkge - By COMODO    

    

— Svenska - By Community 

机 “;Espafol - By Community 

LH Cponcxn - By Community 

rt: Pyccxnn - By COMODO 

Polski - By Community   By Community - 8b yw 

italiano - By Community 

Magyar - By Community 

EXaQqvixd - 8y Community 

Deutsch - By Community 

Francais - By Community 

Eesti kee! - By Community     Nederlands - By Community 
  

e Show messages from COMCDC Message Center - If enabled, Comodo Message Center messages will pericdically 
appear to keep you abreast of news in the Comedo world. 

Your opinion matters! 

SX Please take a moment 

N ioisti us why you 
love us. 

  

They contain news about product updates, occasional requests for feedback, iric about other Comado products you 

may be inisresied to try and other general news. (Default = Enabled). 

- Show notification messages - These are the C!S sysiem notices that appaar in the bottom nght hand comer of your 
screen (just above the trey icons) and inform you about the actions that CIS is taking and any CIS status updates. For 
example ' Comodo Firewall is fearing ' or ‘Defense+ is learning are generated When these modules are iearning the 
activity of previously unknown components of trusted applications. Antivirus nolications wii also be displayed if you 
have selected ‘Do not show antivirus aleris’ check box in Awsivivrns > Reabtinis SS seNings screen. Clear this 
check box if you do not want ie see these sysiem messages (Default = Enabjea). 

   

      

。 Show Welcome Screen on start up - if enabled, CIS will display a welcome screen when the appiication first starts . 

ug 
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