/

s5: You can disabie the Welcome Screen by selzcling ihe checkbox Do not show

is windcw again’ in the window itself.

> Show desktop widget - The CIS ceskicp widget displzys at-a-glance infcrmation about CIS secuniy stalus, speed of
culgoing and incemisy traffic, rumber of background asks ard links ‘o sosial networking sites.

- The widget also acts as a sharicut to open ths CIS main interface, the Task Manager, vour browsers ard so on. | you
c not want idget to be dispi n your desktop, ciear this checkbox. { = .
d the widget to be dispiayad on youl ktop, ciear this checkbox ‘[I)§ .i-tEg.nq%{aﬁ-Part 9 of 10, Page 2984
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Yie: You can disabie the widgat from the CiS sysiem tray icon. Right ciick on the CIS system: iray icon and deselec! the ‘Show'
option hat 2ppears on hovering e mouse cursor on Widget' .

= Show information messages when tasks are minimized/sent to background - CIS displays messages expiaining
the effecis of minimizing or moving a running task like an AV scan to the backgrounc:
N
O A% DR N

NEHEEEIIIIMIR DA DTN

N

1

finimize Windaw 2 tes, shace avzianl2, aickes e ia e $23n49 1o Eaclground achicn, whene avaiiayle, 1maxes e $ask
&8 SCARNIRG oF BNS2tng CORERUS running with a 1wer sriaty 3Lch as scanrird 5r Upd2ting Cartinu rirnng inthe
comgered tc gther a7agrams. Thes2 tasks are going o take bac.«g"a..n“l Trese t2eks 2re oing t3 take ionger i3 compiet2 but
miger 1 compiel LUt Ce iess resnure rtensive. FesSCUrte LS2Ce Cf e comguler is coing Lo de mirimal.
Restoring the windaw 1o foregrounsd wili restore the oravigus Flezse 452 Task Manager in arder tc access them: later,
prionty back 35 vk, B
. B 09 rot show this message agein
71 Do gt show this messaue 203

I you do not war:i these messages to be displayed, clear this check-bex {Default = Enabled).

Tip: You can alsc disable these messages in the message window itself by selecting ‘Do not show this message 2gain’

«  Play sound when an alert is shown - CIS generaies a chime whanaver it raises & security alert ic grab vour
atiention. If you do nct want the sound to be generated, clear this check box (Default = Enabled).

= Enable Password Protection - Enforces password protection for ail important configuration sections and wizards
wiihin the interiace. | you enable this feaiure, you must first specify and contirm a passwerd by clicking the ‘Set
Passwond' iink. You will iien bs asked for this p=sswo:d whenever you iy ! access imporiznt cor\"'gur' =Hor areas (for
example, all sactions in the General Tasks, Firewall Tasks, Sandhox Yasks and Advanoed Tasks will request the
passworg).

This setling is of particular value to parents, retwork administralers and adminisizators of shared computers to provent
other users from modifying critical setlings 2nd exposing the machine to threats {Default = Disabled).

To enable password protection

< Selsct the ‘Frable Password Proleciion' check-box then click 'Set Password’. The Change password diaiog
wiit appear.

Password:

Retype:

IBM - Ex. 1002-Part 9 of 10, Page 2985
IPR2025-00379 (IBM v. Croga)



o Entsr and confirm your password then click CK. Make sure to creale a strong password containing a mixture
of uppercase anc lowercase characters, numbers and symbols 50 that it cannot be easily guessad by
oihers.

6.1.2. Configure Program and Virus Database Updates
The ‘Undztes’ area ailows vou to cenfigure ssttings that govern CIS program: and virus databases updates.
This scneen can be accessed by clicking 'Updates’ under the 'General Seftings' section of ‘Advanced Settings”.

Check for program updates svery

Automatically downlcad program updates

Ked. progrens updates wil §

Do NOT check for updates if | am using {i:

fz] Do NOT check for updates if running on battery

»  Check program updates every NN day(s} - Enables you to set the intzrva: at which CIS will check for program
ypcates. Seiect the interval in days from the drop-down combo box. (Default = 1 day)

»  Automatically downioad program updates - Instrucis CIS fe autornaticaily downioad program updates as scon as
they are zvaiiable. (Default=Enabled)

o Check for database updates every NN hour(s)/day(s) - Enabies you ic set the inteival &t which CiS will check for
virus signature database updates. Select the intsrval in hours or days from the first drop-down comibo box and sel
hours or days in the second Srop-down dox. {Default and recommended = 6 hours)

> Do NOT check updates if am using these connections - Enables you 1o restrici CIS from checking for updaies if
you use certain types of Infernet connection. For example, you may not wish to check updates if using a wireless
cennection you know to te slow or ot secure (Default = Disabled)

Todo this:
»  Select the ‘Do NCT check updatss if am using these conneclions’ check-box
= Then click ihe these connections’. The connections dialeg will appear with the list of conneclions vou use.
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»  Select the connestion through which you do not want Clo to check for updates and click OK.

« Do NOT check for updates if running on battery - I! enabied, CIS will not downioad updates i il detects your
computer is sunning from battery power. This is intended to exiend batiery lietime cn laplops. (Default = Enabled)

< Proxy and Host Settings - Allows vou to selest the host from which updates are downlcaced. 8y default, CiS wilk
cirectly downioad updates fren: Comodo servers. However, advanced users and network admins may wish to firsi
downlead ugdates lo a proxy/staging server and havs individual CIS installaticns coilect ths upcates from there. The
‘Proxy and Host Setiings' interface afiows you lo point CiS at this proxy/staging server. This helps consarve overal
bandwidth eensumption and acceleraies the update precess when large number of endpeinis ars involved

Nais: You first neec o |n>la!l Comodo Offline Undate
downloaded from & ¥

i
Seiad nhn
,\-:»-...\d:

Bt

xy server. This canbe

Teed $E0UTH i
inl-SeouTiy-me 2FHEFES

prigg.comado.sonves

)\"-5

To configure updales via proxy server

»  Click ‘Proxy and Host Settings' at the bottom: of the ‘Updaies' intefiace. The 'Proxy and Hosi Sellings’
interface will oper.

—
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5 wm&@;(\\g ek for uodates if running on battery N
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[ Use proxy

Host: £192.168.111.222

{8085

¢ Use authentication

Login. ~ iadministrator

Password; eeseeses

AN L SIS

riess

SPTIRIRIIn

e

X mw.l |.|| I'I XROORL Illl‘l "l‘lllillllllllliu 1}
«  Select the ‘Use Proxy’ chack-box.

«  Enter the kosl name and pert numbers. If the proxy sener requires access cradentials, select the ‘Use
Authentication’ check-box and enter the login / password accordingly.

«  Youcan add muitiple servers from which updales are avaiiatie. To do this, click the hardle at ihs bollom:
senter of ihe "Servere’ parel, click the ‘Add’ bulton then enter the host name in the ‘Edit Property’ dizlog.
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o if you specify mutiple servers:
o Actvate or deactivate each update servsr using the 'Active’ toggle switch atongsids it
«  Use ihe ‘Movs Up' ard 'Move Down' buttons le specify the order in which each sarver shauld be consulted
for updzies. CiS will commence downloading from ths first server that cantzins new updates.
«  Click ‘OK' for vour settings tc iake efiect.

6.1.3. Log Settings

» By default, Comodo internet Security maintains detailed logs of all Antivirus, Firewall 2nd Defense+ events. Logs are aiso
created for 'Alerts Displaved', ‘Tasks Launched and 'Configuralion Changes'.

.
0

This ‘Logging’ interface aflows vou to specily whether you want to enable logging; the maxiniuim size of the log file and
how CiS shouid raact if the maximum fils size is exceaded.

Note: ¥ you wish i actually visw, manage and export logs; then you need to cpen the Vew Logs' interfzce under
‘Genera! Settings’ (Tasks > General Semngs. > View Logs)

~= Send anonymous program usage (e.g. clicks, crashes, errors etc.) statistics to
= cOMODO in orger to improve the product S quallty

+  Enable Logging - CIS iogs events eniy i this seting is enabled. {Defawlt = Enzbled)

if the log file's size exceeds (Mb{s)) - Enabies you ¢ spacify behavior when the log {le reachas a cenlzin size. You
can decide on whether to maintain Iog fles of iarger sizes or ic discard them depending or your uture reference
aeeds and i storage capacity of your hard drive. '

r
'

> Specify the maximue limit for the iog fiie sizs {in MB} in the text box besice 'Hf the iog file's size exceeds
IBM - Ex. 1002-Part 9 of 10, Page 2989
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(MB)' (Defauit = 20418}
I you want % discard the log fiie if it reaches the maximum size, selac! 'Delete it and create a new one’. Once the log
file reaches the specified maximum size, it will be auicmaticaly deleted from your system and a new iog e will be
crzaled with the log of evenis occursing from that instant (Defaulf = Enabfed).

I you want fo save e log file even i it reaches the maximum size, selsct "Move it to’ and select a destinaticn foider
for the log file {Default = Disabled).
A}

£ Delete it and create a new one

ANy

ANRSON \\\\\\

QO

o
£ Move ttg &

== oend ancnymaous pro'gram Usa
= COMODO in crder tc improve

§ §§:§\\§\‘ &&»\\@\ \&\‘
X cis_setup
Config. Msi )
"Documents and Settings
Dragon N
% Federal Bank Statements
first_launch
) old man files‘
3 Program Files

The selected folder path will appear beside 'Move il to'.

\\\\“\\\\\\\\\\\\
¢\‘§“°

\\‘\W\\\\\\

¢ Delete it and create Q6w one

& Move it t&:\l

TN - W
8
i S CRRRRENS

s statistics o

Once the log file reaches the maximum size, it wil be automatically moved io the selected older and a new leg file will be
created with the leg of ovente eccurring from thatinclant. :

.

Send anonymous program usage (e.g. clicks, crashes, errors etc) statistics to COMODO in order to improve
the product's quality - Comodo coilects collects the usage details from millicas of CIS users 1o anaiyze their usage
pattems for the sonlinual enhancemeant of the product. Your CIS instillation wili collact defails on how yot: use the
application and send them periedically to Comodo servers through & secure and encrypied charnel. Aiso your grivacy
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is protected as this data is sent anonymous. This data will be usefu! to the engineers ard deveiopers at Comedo to
identify ihe aras to be deveioped further for celivering the best Intemat Security product. Disabie this cplion if you do
nol want your usage dstails to be sent tc Comodo. (Default = Enabdled).

6.1.4. Manage CIS Configurations

Comodo Intemet Security allows you to maintzin, save and export multipie ecnfigusations of your security setlings as
configuration: profiles. This is especially useful if you are a network adiinistrator locking e roil cut a standard security
corgurasion across mullipla computers. If you are upgrading vour system ard thers is a need 15 uninslall and re-instali Comode
internat Security then it can be great ime-saver to expert your corfiguration settings beforehand. Adter re-instaiiation, you can
import your previous setlings and avoid having io configure everything over again,

Note: Any changes you make over lime will be aulomatically stored in the currently active prafite. if you want to export your
cument settings then expost the 'Active’ profile.

This panei can be accessed by clicking ‘Configuration’ under e ‘General Setiings’ section: of ‘Advanced Settings”:

b

.Confiqur atien

{ COMODO - Proactive Security

R

3

6.1.4.1. Comodo Preset Configurations

8y default, CIS is installed with ‘COMCDC - intemet Security’ as e aclive sonfiguration. Reminder - the sctive profie is, in
effect, your curent CiS setlings. Any shanges vou make 1o settings are recorded in the active profile. You can change the active
profile at ary time from the ‘Configuration’ canel.

Click the links below 1o fird out more delalls o each configuretion:

°

COMORO - internet Security - This configuraticn is aciivated by default, when both Antivirus and Firewall compsnents are
instatlad {i.2. the complele insiallation}. The firewal is always set to "Saie mode’ but, accorging to the rasulls of the maiware
sear: pesformed during the selup procsss, the HIPS setting may vary. if no maiware is found, HIPS is sat I Ciean PC mods.
Otherwise, the defau! is 'Szfe Mode'.
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«  Behavior Siocker is Enabled.

+  Only commonly infected flesfoidsrs are protecisd zgainst infection.

e Only commonly expleited CGM interfaces are protected.

o Defense+ is tured o pravent infectior: of the system.
1 you wish to switch to internet Security oplicn, you car saiest the option from: ihe 'Configuration’ panel.
COMODO - Proactive Security - This configuraticn turng CiS into the uitimale protection machine. All possible protecticns are
aclivaied and af critical COM inferfaces and files are prolected. Curing the seiup. # orly Comede Firewall installation oplion is
selected, the next screen allows users to selsc! this configuration as defauit CIS configuration. if selscled, Firewall is always set
i Safe mode. But according i the mahwars scanning results 2erformed during the setup process, if no malwere is feund, HIPS
is set ic Clzan PC made. Otherwise, the defauit is Safs mode.
i you wish: 1o awiteh to Proactive Security option, you can sefeed e vplios fruir: e "Configuration’ panel.
COMODO - Firewall Security - This cenfiguration is activated wher: the user choeses ic instali Firewall only ard selects
opimum profsction seitings for HIPS, Firewall is alweys set lo Safe mode. But accerding to the malware scanring resulls
performed during the setup process, i nc malware is found, HIPS is set ic Clean PC mede. Othenwiss, the defauit is Safe mode.

e Behavior Biocker ig disabied.

- Computer Mcnitor and Keyboard are NCT moniicred. .

»  Only commonly infected flesfloiders are protscled against infeclion.

= Only commonly explcited CCM interfaces are protectzd.

= HIPS s funad fo prevent infecticn of the system and delect Inlernet access request leaks even if it is infecled.
if you wish fo switch to Firewall Security option, you can ssiest the option from the 'Cenfiguration’ pznel.

6.1.4.2. Importing/Exporting and Managing Personal Configurations

The CiS configuratioris can be axperlediimporied, sclivated and managed through the Configuration panel accessible by
clicking 'Configuration’ tab under 'Generai Settings’ in 'Advanced Seitings’ interface.

Click the area on which vou wouid like more informaticn:

Dot d o ataeadt eantin seadian i
TXDOITHG & SI0T20 COMIGUTSHOT 18 818

1. Open ‘Configuralions’ panei by clicking 'Configuration’ under Generat Seilings in 'Advanced Tasks' interface

2. Seiect the cenfiguration, click the hzndle =l the foo! of the inisrfzce and chosse 'Export’. The ‘Select a path o export
the configuration’ diaiog will cpen.
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This section lets you import, export and switch configurations.

TIIITISE

\\\\\\x\\\\
ST e

¥ OIS Conhgurahons .

LR

11/

11111211,

IS xmi configuration file (*.cfgx)

_Navigate to the lccation where you want ic save the configuration file, type a name {e.g., My CiS Profie)) orthe fleto- —- - -+ — -

be savedin .cigx format and click ‘Save’.

A confimmation: dialog wili appear on successfui export of the configuration. IBM - Ex. 1002-Part 9 of 10, Page 2993
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Tne configuraticn Nas been experiad SUcCessiu

To import a profile

1. Open ‘Configurations’ pane! by clicking ‘Configuration’ under Generat Settings in ‘Advanced Tasks' interface, click the
handie ai the icot of the interface and cheose impert from: the options.
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1 \\\\\\‘\“ \\\\ T EEGIE]Y N
..
\ CIS_Configurations

e

CIS canfiguration files (*.cfgx)

The ‘Select a configiration fiie to import’ dialog will open.
2. Navigate 1o the lecaticn ¢f the saved profite and click ‘Cpen'.

3. The import As' diaieg will appezr. Enter @ name for the prafile you wish tc impoit and elick ‘0K,
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Enter a name for this configuration:
i My CIS Profile]

Tn2 configuraicn nas been imperied successiuly.

qurstion

Sofandin o § Swer a1 SIS $ — ] -
slanting and Inendamian®ins o Sifarand aansfisaeadian neaiids
Selecling Sng IMNaMSNiNG 3 QHTSFIIN COMGUIatinit (Fame

You can change the cordiguration profils aciive in CiS at any time fom the ‘Cenfiguraticns’ panai
To change the active configuration profile )
1. Open ‘Configurations’ pane! by clicking ‘Configurztion’ under Generai Seftings in ‘Advanced Tasks' interfzce

e —— - -2.--Seiect the configusation proiiie you want o activate, click e handie at the fool of te interface and cheose Aciivalz- -~ —— - - -~

from ths options.
el
I
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ZOMZD0 - Proactive Security

4

You wili be prompled to save the changes to the sellings in you cuent profile bsicre the new protile is deployed.
N .

Wauld you like [ save your changas to currant

corfiguration befere switching configuraions?

A4 '
3. Click "Yes' 1o save any selting changes in the current configuralion, else click 'No'.

An aclivation confirmztion dizlog wili be dispiayed. But the new profie will be impiemenisd only on the naxi restart of the
compuler.

AN

\\\\\\:‘ - . _ . )
Y The cenfiguration has peen activated successiuliy.

A'Restart Computer alerl witi appear &t the bettem righi of the screen.
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¥ou may choose (o restart it now or postpons this to a later
time.

Remind me in:

{30 minutes

« Il your want lc restart the computer immediately, save all your work and click ‘Restart Now’.

» I you want to restart the computer at & later.ime, seiecl wher.ycu rieed to be reminded from the drop-down ang click
‘Postpons’.

You can remove any unwaniad cenfiguration prcfiles from the list of stored configuration: profiles. You cannct delete the profiie
fhat Comado inteme: Sectirity is cusrantly using - cniy the inactive ones. For example if the COMOCO - Inteme! Secusity is the
active prefile, you can only delete the inactive profiles, ‘CCMCTC - Prezctive Sscurity, 'My_CIS_Configuration and so o,

To remove an unwanted profile
1. .Overn Coﬁﬁguralions' panei by clicking '‘Configuration’ under Generai Satlings in 'Advanced Tasks' interface

2. Seiect *he confiquration profiia you wznl to delete, click the up arrow from the beticm cenler and choose ‘Remove’
from the options. A confirmation dialog wili be cispiayed.
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! COMODO - Proactive Security

NN \\\\“wm‘\&\\‘:i\\
e
N
\\ .

2 you sure o deista the salected configuration
parananiy? '

3. Click Yes'. The configuration profile wili be deleted irom your comguter.

.

Canfiguration successfully removed!
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6.2. Security Settings

The Secuiity Setlings area erables yvou to perform granular coniiguralion of the Antivinus, Firewall, Defense+ and File ratings
compenenls of Comodo Internet Security. Although these settings play a large part in goveming the levei of secuiity offered by
the applicatior, Comedc internet Security 6.2 does ship with secure defaults for alt major setiings so provides 'out-of-the-box'
protestion for alt users.

MMM _ .- R \\

Enable Reaftime Scan {Recommendei)

n enabise viree sC

RO €34

] Run cache builder when computer is idie

=] Scan computer memory after the computer starts

Do not show antivirus ‘alerts

7] Set new on-scr2en alert timeout to
7] Set new maximum file size limit to
Set new maximum scnpt size limitta
Use heuristics scanning

Detect potentially unwanted applications

Andiuirie Qoalinsa
o Anfiyirus Seltings

-
-
+  Defenset Sellings
¢ HiPS Schavioy Seilfings
o Sodfve HIFS Ruadas
o Prodefined HIPS Kade Sets
s Prolected Udents
+  Behavior Mackey
o Saushox Seiffngs
< Firowal Sotlings
o Flrowsl Sehavior Selings
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e Giobal Rules
o Prodotinod Rule Ssis —
o Nohwosk Zonss
o Pont Sels
- WWehsie Filfaring
«  Hanage File Nating
o Fife Rating Seliisgs
o Trusted Files
¢ Unescogshied Fifes
¢ Syubndiicd Fies
e Trusted Vendors Lisd .

6.2.1. Antivirus Settings

. The Anlivirus Sellings category has sub-secticns that allow you ic configure Real Time Scans {a.k.a ‘On-Access’ scanning},
Custom Scans, and Exclusions (a list of the files you consider safe).
Click the fellowing Enks to jump to 2ach section:

o ' Roaf Time Sean - To set the parameters for on-access scanning;

6.2.1.1. Real-time Scanner Settings

The real-time scanner {aka ‘Cn-Access Scan'’} is always ON and checks files in real time when they are craated, cpened or
copied (as scoT as you interact with a fils, Cemode Antivicus chesks it). This instant detecton of viruses assures you, the user,
that your system is parpetuzily monitorad for malware ard enjoys the highest lavei of profection.

The real-time scznner also scans system memocry on start. If you launch a program or file which creates destructive anomaties,
then #2 scanner blocks it and alerts yot: immediately. Should you wish, howaver, you can specify that CIS does net show vou
alerts if viruses are foung bt automatically deals with them {choice of auto-quaraniing or auto-bicck/dsle’e). itis highly

recommended that iezave the Real Time Scarner enabled to snsure your system remains continuzlly free of infection.

To open ths Rezl Time Scan settings pane!
< Click Tasks > Advanced Tasks > Oper Advznced Settings > Security Settings > Antivirus > Reallime Scan’.
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] Enabte

Run cache builder when computer is idle

£} Scan computer memory after the computer starts

<] Do not show antivirus alerts

R RRRERRRN

[¥] Decompress and scan archive files of extension(s):

Set new on-screen alert imegut to {

Set new maximuin file size limit to

] Set new maximurn script size limit to

[¥] Use heuristics scanning

f¢] Detect potentially unwanted applications

«  Enable Realtime Scan - Allows you 10 snable or disable reai-tims scanning. Comodo recommencs o leave this
opticn selected.(Defauit=Enabled;

< Enable scanning optimizations - On selecting this option, the antivirus wif: employ varicus oplimization techniques
iike rinning the scan in the bacigreund in order {0 reduce consumpticn of system resources and spaed-up the
scanning process (Default = Enabled)

Nais: The above two setings can be medified from the 'Advanced View' of the Home ssresn by clicking the stalus fink beside
Antivirus. i you cheose Disablad oplion, both ‘Enable Reaitime Scai’ and ‘Enable scanning cplimizations’ will be disatled. i
you choose "Siateful’, both tha seltings will be enabled and or: chossing 'On Access’, only 'Erable Realims Scan' will be
enabled.

Deteclion Settings

+  Run cache builder when computer is idie - CIS runs the Antivirus Cache Buiider whenever the conpuler is idle,
boost the reai-time scarning. I you do not want the Cache Buildsr to rur, deselect this opticn (Defaufi = Enabled).

«  Scan computer memory afler the compuler starts - When this chack box is selscted, the Anlivicus scans e
system memory during system slas-up {Default = Disabled)

+ Do not show antivirus alerts - Allows you io configure whether or net ic show antivirus alsrts when malware is
enceuntered. Choosirg ‘Co not show antivirus alerts’ wiil minimize disturbances but at soms loss of user awarensss. ¥
you choose not ic show alerls then you have & choice of default responses that CIS should autornatically take - either
‘Biock Theals' or 'Quarantine Thraals’. (Default = Enabled

< Quarantine Threats - Moves the detecled thresis) ic quaraniine for your later assessment and action.
(Defauft;

- Block Threats - Stops the applicaticn or e frony execution, if a threat is detected in it
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Nete: i you deselest this option and thus enable slerts then your choice of quarzntine/block is pressntad within the aiert itseif.
Y

- Decompress and scan archive files of exiension(s) - Comodo Antivirus car: scan all types of archive files such as
Jar, RAR, WinRAR, ZiF, WinZIP ARJ, WinARJ and CAB if this option is left selected. You will be alerted {o the
prasence of virusss in compressad files before vou aver: oper: them. (Default = Enabled)

You can acd the archive file types ihat should be decompressed and scannad by Comaode Antivisus.

o Click iink on the iile type displayed at the righi end. The "Manage Extensions’ cialog wilt epen.

O

You can use the search ontion ic find a specific fle sxtension in the fist by clicking the search icon
. column: header.

at the far right in the

NI
£33

o Enter the e extension o be searched in full or part in the search fieid.
> Click the right or lefi 2mow at the far right of the column header 10 begir the search,

o Click the N icon in the search field to ciose the search option.

< Toadd afile type, click the up arrow 2t the bettem center anc click 'Adc.
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«  Enter the exiension (e.X.. rar, msi, Zip, 72, cab and s0 en} i be included in the Edit property dialog and ciick
Ck.
»  Repeat the precess to 2dcé more axiensions

«  Click OK in the 'Manage Exiensions' dialcg

= Setnew on-screen alert timeout to - This box allows you o set the time period {in seconds} for which the alert
message should stay on the screen. {Defauft = 120 seconds}

«  Set pew maximum file size fimif to - This box allows you lo 53t & maximuim size {in ME) icr the individual filss to be
scanned during on-access scanning. Filss iarger han the size specified hsre, will not be not scanred. (Default = 40
MB)

«  Sef new maximum script size limit to - This box allows you o set a maximum size (in M3} for the script filas to be
scanned during on-access scanning. Files larger than the size specified here, are not scanned. {Default = 4 418)

= Use heurlstics scanning - Allows you: fo eraile or disable Heuristics scanning and define scarning leve!. (Defauff =
Enabled; .
Heuristic techniques identify previcusly unknown viruses and Trojans. Heuristice’ describes the methad of analyzing
the code of a file ic ascertain whether il conlains eode typical of a virus. If itis folind tc do sc then the application
delstes the fiie or recommends it ior quarantine. Heuristics is about detecting virus-like behavior or atiributes rather
than looking for a precise virus signature that maich a signaiure on the virus biacklis.
This is a guantum leap in the batile against malisicus scripts and programs as it allows the engine io ‘predict’ the
exisience of new viruses - aven if i is not contained inthe current virus dalabase.
Leave this oplion seiected ic keep Hauristics scarning enabied.-Elss. desslect this checkbox. If enabled, you can
seiect the levei of Heuristic scznning from the drop-down:
o Low -'Lowest sensitivily to detecting unknown threats but will also generats the fewest false positives. This
seiling combines an extremely high tevel of security and protection wiih a low rate of false positives.
Comado recemmends this satting for most users. (Default)
«  Medium - Delacis unkrown ihreats with greater sensitivity than the 'Low setiing but with a comesponding
rise in the pessibility of faise positives.
= High - Highest sensilivity ic defecting unknown threats but this also raises the possibility of more false
positives ico.
> Detect polentially unwanted applications - When this sheck box is selecled, Antivirtus scans alsc scans for
applications that () a user inay or may not be aware is inclatied on their computer and () may funclicnality and
ebieclivas that are net ciear to the user. Exarple PUA's include adware and browser loolbars. PUA's are oilen
instailed as an addiicnal exira when the user is instaling an urreiated plece of scfiware. Uniike matware, many PUA's
are legitimate’ pieces of sctware with their owr: EULA agreements. Howevar, the ‘true’ functicnality of the scfiware
might not have been made clzar lo the end-user at the time of instailalion. For exampie, a browser loolbar may aiso
contzin code that tracks 2 user's zciivity on ths internet (Defauft = Enabled).

6.2.1.2. Scan Profiles

Ths Scan Profiies area aliows you to view, edil, create and run custom virus scans. Ezch profiie is a colleciion of scanner
seltings ihat tell CiS;

- Where to scan {which files, foiders or drives should be covered by the scan)
«  When lo sczn {yeu have the oplion to specify a scheduls) :
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< How to scan (optiens that iat you spscify the behavior of the scan engine when sunning this profils)
To open the pane}

o+ Click Security Setlings > Aativirus > 'Scans’tab in the *Advancsd Setlings’ panel.

This page allows you to add, remove and edit scan profiles and scheduled scans.

Quick Scar:

CIS ships with twe predefined scan profies:
«  Fuil Scan - Covars evary local drive, foider and file on your sysism.

»  Quick Scan - Covars crifical areas in your system which are highly prone o infeclion from viruses, rootkits end other
malwars. This includes system memory, auto-run entries, hidden sesvices, boot secicrs, imporiant rsgistry ksys and
system iiles. These areas are responsibie for the stability of your computer and keeping them ciean is essential.

You can run a profile-scan immediately by ciicking the ‘Scar’ link alengside it Click the handle at the oot of the interface if vou
wish 1o edit, remove or add a proiile.

Click the followirg finks for mere details on:

Seoading 1 Rean Drafits
o OPRRUnY & Joal PR
.
° Q:;“g‘in.\v A IRt S
DAY < SUBIHY {oa

To create a custom profile

< Click the handie at the boitom of the interface ther ciick the 'Add’ buiton:
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The scan profile interface will bs displzyed.

«  Typs a name for ths profile in ths ‘Scan Name' tox! box

«  Click the handie at the boitom of the interfacs 1o sslec! iterns that should be inciuded in the profile

Scan Mam2: | Bank Statements

Define items to be scanned, scanning options and running schedule

LI LO PP IS L0,

o

i |¥| |||n \\Illll I =£= 0, Page 3006
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Add Files - Allows vou ic navigate to specific files that you wish to add to the profile

Add Folder - Opens ihe ‘Srowse For Felder windew and zllows you 1o selsct entire folders
Add Region - Allows you to add predeiinad ragions b the profiie. For example, 'Full Cornputer
Infected Areas’ and ‘Svstem Memory'.

mmoniy

<)
)

pOOOCOO0CORE

«  Repest the procass 1o add mora items inte the profile

+  {lick 'Cplicns’ e iurther cusiomize the scar:
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Scan Name: | Bank Statements

Define items to be scanned, scanning options and running schedule

&1 Engble scanning optimizauons:

Automatically clean threats

AT % B Y
IRy v et
VTN INE thal

Use heuristics scanning

Pofsen

U @ SEiciad b

Update virus database before running

Ne3 s {ng 88 IS

& Detect potentially unwanted applications

g oare pragears that g Urieesnd

>

+ Options:

»  Enable scanning optimizations - Cn salecting this eplicn, the artivirus will ampioy various oplimization
techniques lis running the sczn in the background ik erder (o speed-up the scanning procsss {Default =
Enableq) .

= Decompress and scan compressed files - When this check box is selecied, the Anlivirus scans archive
files such as ZIP amd .RAR files. Supported formats inciude RAR, WInRAR, ZIP, WinZiP ARJ, WinAR. ang
CAB archives (Default = Enabled) .

= Use cloud while scanning - Selecting this option enabdles the Anlivirus to detect the very latest viruses
more accurately because the local scan is augmented with a reai-time fock-up of Comedo's online signature
databass. With Cioud Suanning enabied your system Is capable of detecling zerc-day malwars even if your
locai ankivirus datahase is out-dated. {Defauft = Disabled).
.. = ... Aytomatically clean threats - Enables you to select the action ic be iaken against ihe detecied threals and
infected fles automalically from: disinfecting Threals and moving the threals to quzrantine. (Default =
Disabled). '
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Use heuristics scanning - Enables you to select whether or not Heuristic fechnicues should be appliedon
scans i this profile. You are also given the opperiunity to define the heuristics scan level, {Defauit=
Disabled). '
Background Info: Camodo Internet Security employs varicus heuristic techniques to identify praviously
unkriown viruses and Trojens. ‘Hausistics' describes the methad of analyzing the ceds of a fils te ascertain
whether i contains code pattemns similar to those in krown viruses. I it is found o do se then the application
deletes the file or recommends it for quarantine. Heunistics is about detecting “irus-like' traits or atirbuies
rather than looking for a precise virus signalure that matches a signature on the virus blacklist.

This aliows CIS to ‘predict’ the existence of naw viruses - even if it is not contained in the current virus

dalzbase.

«  Low - Lowest sensilivity to detecting unknown threats but will also generate the fewest false positives.
This seiting combines an extremely high level of security and protection with a low rate of false
positives. Comocio recommends this setting ior most users.

< Medium - Deiects unimown threais with greater sensitivity than the "Low’ setfing but with a
corresponding sise in the possibility of faise pesitives.

o High - Highest sensitivity to detecting unkrown Hhreats but this also raises the possibility of more faise
positves too.

Limit maximum file size to - Select this option ¥ you want to impose size restrictions on files being

scanned. Files oi size largar than tha! speciiied here, are nct scarnad, if this option is selecied {Default =

40 MB}.

Run Scan with - Enables you to s2! the priority of fie scanning from High te Low or {o un at background.

(Defautt = Disabled).

Upjdate virus database before running - Seiecling this option makes CIS e check for virus database
updates and if available, update the database before commencing the scan. (Default = Enabled).

Detect potentially unwanted applications - When this check bex is selected, Antivirue scans also scans
for applications that () a user may or may not be aware is instalied or their computer and (i) may
functionaiity and objectives that are nol clzar fo the user. Example PUA's inzlude acware and brewser
loclsars. PUA's are often instaliad as an additionai extre when the user is installing an uarelzied piece of
soitware. Unlike maiware. many PUA's are 'legilimate’ pieces of software with their own EULA agrsements.
Howsver, the 'trug’ {unciionalify of the software might not have been made clear to the end-user at the time
of instaliation. For exampie, a browser toclar may aiso contain code that tracks a user's aclivity on the
Intarnel. {Default = Enabled}.

If you: want the scan ic be parfomned pericdically, set a Schedule for the cusiom scan by clicking "Schedule’
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Scan Mame: | Bank Statements

Define items to be scanned, scanning options and running schedule

Freguency: Stant Time:

£3 Do not schedule this task

& Every Day

& Every Week
&5 Every Month

Run only when computer is not running on battery
Run only when computer is IDLE

#] Turn off computer if no threats are found at-the'end-of the:scan

\

- Do not schedule this task - The scan proiile will be created but will not be run auicmatically. The profile will
e availabie for imanual on-demand scanning

»  Every Day - Runs the scan every day at the time specified

»  Every Week - Scans the areas defined in the sczn profie on the day;s) of the weak specified in 'Cays of the
Weak' fieid and the ime specified in the ‘'Siar Time' field. You can select the days of the week by directly
clicking cn them.

«  Every Month - Scans the arezs cefined in the scan profile or: the day(s} of the month specified in ‘Days of
the month' field and the time specilied in the 'Start Time' field. You can select the cays of the menth by
diractiy ciicking on them.

- Run onfy when computer is hot running on battery - This oplion is useiul wher you arz using a fagicp or
any other battery driven poratle computer. Selecting this option: fuas He scan only if tha cemputer ruas with
ths adopter connected to mzins supply and not on battery.

»  Run onfy when computer id IDLE - Select this option if you do not want to distusbed when invelved in
computer related activities. The scheduied can will run only if the compuler is in icle stzie

»  Turn off computer if no threats are found at the end of the scan - Selecling this optien tums your
cormputer off, if nc threats are found during ths scan. This is usefui when you are scheduling the scans fo
rin &t aights.

< Click OK fo save the proiile.

Nate: The schediule scan will run oniy # it is enabled. Clicx the bution under the Active column beside the respactive profie rowl
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Never

Do 0 S ST
.

To run a custom scan as per scan profile
«  Click Scan from the ‘General Tasks' inierface and Ciick 'Cusiom Scan' from the "Scan’ interface
o Click '"More Sczn Opticns’ irom the 'Custom: Scan’ pane
»  Tne’Advanced Seliings' interface wii be displaved wih 'Scans' parel openad.

»  {lick Scan beside the raquirsd scen proliie.

IBM - Ex. 1002-Part 9 of 10, Page 3011
IPR2025-00379 (IBM v. Croga)



P

»  The scan wiil be siarted ard on completion the resuills will be displayed.
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i
Setiings

You can choose 1o clean, move lo quarantine or igrore the threat based in your assessmen!. Reier (o Precassing e infected

fHes for more detzils.

8.2.1.3. Exclusions

The Exclusions’ panst under the Antivirus Setlings Seltings displays a list of paths ard apglicaions/fiies for which you have
selscled Ignore from the Scan Resulls window of various sczns o added fo the Exclusions from an andivirus alert.

To open the Exclusions panel

> Click Security Seifings > Antivirus > ‘Exclusions’ tab in the 'Advanced Seltings’ pane:.
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C)\Pregram Files\COMODMCOMOLT

STITR PRIV

- Excluded Paihs - Cispiays alist of pathsffoidars/files in your cormputer,
en-demand antivirus scans. Reier to the section Sxctuding Drfve 8
cetzils on adding and removing exclusion items in this interface.

»  Excluded Applications - Cisplays a list of programs/appiications in your computer, which are excluded frem reat-tims
ivirus sc2ns. The items are included on clicking !Ignore’ from the Soas Resulls window of various scans and

sus Aferis or manually. Pleass note thal these items are excluded oniy on reai-time sans bul wiil b2 scannad on
aurning en-demand scans Refer to (he seclion Sxcleding Programsifgpifcations front raal- me seans more
details on manually adding and removing exclusicr: iems ir; this interfacs.

onteretionn Flet S et e (e § e S o
Ty tetiszw Netvasifaistareitgl frsrerr &t Svrmvao A2 aoans
TN UNIVEN T GIIOTNY HOE JTONT 31 (YPOS OF s8ans

You can exslude a dive pariiion, & folder, a sub-foider of a file from both the real-lime and cn-demandicustoin schedled
antvirus scans & any lime, by adding them to Excluded Paths.
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C:A\Program Files\COMODOMZOMIDS Internet Security™

atthe

You can use the search apiion ie find a specific excluded palh, foider or fiie from the fist by clicking he search icon

far right in the column header.
t
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= Enter the path, folder nams or fiie name to be searched ir: full or patt in the search fieid.

»  Click the right cr lefi arrow at the fzr right of the column header to bagin: the search.

T o Clickthe N\ icon in the search field to ciosa the search option.

To add itemi{s) to excluded paths
»  {lick the handie from the bottom center and click on 'Add’ irom.the options

You can choose toadd a:

or.
Adding a File Group

Choosing Fiie Groups allows you ic exclude a caiegery of pre-cel files of folders. For example, selecting Txecilables’
wotild enable you o exclude ali fiies with the extensions .oxe .df .sys .ocx bat gif .ser.cpi. Cther such categories
available include "Windows System Appiicalions’ , "Windows Undzisr Applications’, "Start Up Folders’ stc - each of
whizh provide a f2st and converient way 10 appiy a generic ruleset 1o important files and foiders.

~
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To view the fiie lypss and folders thal are affecied by choosing one of these options, yeu need to visit the ‘File Groups'
intsrfzce.

The ' Fiie Groups interface c2n be accessed by the following method:

«  Navigate to Advansed Sedings » Defenses > HiFS > Pratecied Files, slick the up arrow from the bottom
of the interface and selec! 'Sraups’ from the opliens.

The file groups will be added to Excluded Paths.
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N\ Exclusionrs

Fiies\COMQDONCOMCUC internet Security”

]

: Executabizs

P PR P PO NN PSR SNSE RSN

...........

Repezi process o acd more &
Anlivirus scans. v

Adding a Drive Partition/Folder

«  Toadd afolder, choose 'Folders' from e 'Add’ drop-down.
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Dragon
{ @2a343cb0639d87e4f60bd
first_launch
My Safe Files
old man files

The ‘Browse for Folder dialcg will appear.

o Navigate to the drive partition cr foider you want to add to exciuded paths and click CK

The drive partilisn/foider wili be added ic Excluded Paihs.
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L5i0ns

3 C:\Program Fiiee\COMUDOMW OMEDD internet Security’®

Anfiviris scans.

Adding an individuat File

= Choose Files' frem the ‘Add’ drop-down.
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:give_a_dog_a_bone
AN

‘paddy_whack
paddy_whack

Il Files {~.7)

»  Navigals 1o the file you wan lo add to Excluded Faths in the ‘Cpen' dialog and click ‘Cpsn’
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The file will be added to Excluded Paths.

< Repeai pracess to add more paths. The items added i the Excluded Faths vill b2 omitted from: ali iypes of futire ’
Antivirus scans. ,

To edit the path of an added item .
«  Seiecl the iiem, click th2 handie from e bollom center and select 'Edit’.

»  Make the required changes for the file path in the Edit Property dialog.
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A =

Edit File Path
i=:\old man files\give_a_dog_a_bone.txt

C\Fragrar Filee\COMODOWCSMODBO-Intemet SecurityV

EILOTILIEY

e Click 'OX' in the Advanced Seilings’ dialog for your settings fo teke sffect.

™ - - N 4 N IS = 1A ~
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The ‘Excluded Applications’ tab akows you to menuaily add programs, applications of files to Exsluded Appiications Est for
excluding them frem reai-time scans. Alse you can remeve the items from Excluded Applications that were added by misiake.

\\\\S‘-\\
N

Exclusions

RN

You can use the s2arch option to find a spacific excluded application: fram the list by clicking the search icon
“right in the column header.
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§ C\Program Files\Feacocik\PeacockimageE ditor. exe

' »  Enfer ha name i the appiication to be searched in ull or part in the s2arch fieid.
»  Click iha right of left amow at the far right of the column header lo begin the seanch.

] «  Clickthe N iconin the search field to cioss the search opton.

To add an item to Excluded Applications

«  Click the handie from the bottom center and click on’Add’ irom the options
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You can choose to add an application by:

Adding an-application from a running processes

+  Choose ‘Running Processes’ from ths 'Add’ drop-cdown

Adist of curently running precesses in your computer will be displayed
Seiect tha process, whose tzrget application is to bs addsd to axclucsed appiicalions znd click OK from the Bmwne for
Precess diatog.
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j windows Operating System
£§ explorer.exe

N

GeekBuddyR5SP.exe
: :;_-: CisTray.exe
P Ky disexe

i cis.exe

cis.exe

i3y

The application will be added ic Exciuded Applications.

NI

A IMIANAAIAAA AR AN T AN YA AR AN A
AR A

)

s\Peacock'PeacockimagaEditor exe

Browsing fo the Application

Chonse ‘Apglications’ from the 'Add’ crep-down

\
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S BlutoForce

»  Mavigals to the file you wani to add to Exc
The fiie wiil be added to ‘Excluded Agplications’.
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T3]
. Repem process to aud more ilems. The items wili be skipped from futuse reai-time scans.

To edit the path of the application added to Excluded Appiication
+  Seiect tha application, click the handie from the boltom canter and salect 'Edit’

o Makethe required changes for the file palh in the Edit Preperty dialog.

Edit File Path

:\Program Files\PopEye\abduct.exe

To remove an item from the Excluded Applications .

o Selectihe ilem, click the handie from the botton: cenier and selsci ‘Remove’.
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Click ‘0¥’ in the 'Advanced Sailings’ dialog for your settings 1o 1zke sffect.
s

6.2.2. Defense+ Settings

Delense+ is a ccllective term that covers the Host intrision Prevanlicn (HiPS), sandboxing and behavior blocker components of
Comodo Intarmet Sacurity. Together, these technoiogies ensure all applications, processas and services on your PC behave in a
secure manner - and are prevented from taking actions that could damage your computer or your dzia.
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Do NOT show popup alerts

Set popup alernts to verbose mode
Create rules for safe applications

[} Set new on-screen alert imeout to

I¥] Enable adaptive mode under low system respources
Black all unknown requests when the application is not running

Enable enhanced protection mode (Requires a system restart)

L

The Delense+ setlings area allows you to configure the foilowing:

s HiPS

6.2.2.1. HIPS Behavior Settings

HIPS constantly monitors systerr aclivity ard only allows executables and procssses to run if they comply with the prevaiting
sect.n'ly riles that have been enforced by the User. For the average user, Comodo Intemet Secusty shizs with a default HIPS
ruiesei that works ‘out of the box’ - providing extremaly high leveis of protection without any user intervention. For example,
HIPS aviomaticaily pretects system-crilical files, fciders and registry keys 1o prevent unauthorized modifications by malicicus
prograims. Acvanced users looking 1o take a firmer grip on their security posiure can quickly create sustor policies and rulesets
using ths powerful rules interface.

sovs: This page ofter: refers to ‘executables’ (or 'executabie filas}. An ‘executable’is & tiie thet can instruct your
r Sr 3 task or funstion. Every program, applicalion and device you run on your compuler requires an
: execulab.e file of some kind fo start it. The most recognizable type of executable fiie is the ".exe’ fils. {s.g.. when you start
Microsef: Word, the execuiable file ‘winword.exe’ instructs your computer to start and run the Word appiication). Other types of
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executabie files include those with extensions .cpl .dli, .drv, .inf, .ocx, .pi, .scr, .sys.

Uniortunately, nol aif exsculables can be trusied. Some executables, broacly categerized as maiware, can Instruct vour

computer {o delele valuabie data; steal your identily; comrupt sysiem files; give conlrel of your PC ic a hacker and much more.
‘ou may alsc have heard these referred lo as Trojans, scripts and worms.

The HIPS Seltings panel allows you to enable/disable HIPS, sei its sectrity levei and coniigure iis gereral behavier,
The HIPS Sefings parel can be accessed by clicking Securily Setlings > Defense+ > HIPS > *HIPS Setiings’ tab from
‘Advanced Setiings’ interlace

e, the cormponant ihal rmonitons

matwars aciions.

This ppti

criical o
Do NOT show popup alerts
{Z] Set popup alerts to verbose mode
Create rules for safe applications

Set new on-screen alert timeout to

{¥] Enable adaptive mode under low system resources

{] Block all unknawn requests when the application is not running

Enable enhanced protection mode (Requires 3 system restart)

Enabie HIPS - Allows you ic enable/diszbls the HIPS protection. {Default=Disabled)

sisfe: The HIPS settings can also be configured in the ‘Acvanced View' of the ‘Home’ screen by clicking the siatus link beside

HIPS in the 'Cefense+ and SardboX’ pane.

i enabled, you can choose the securiy level znd configure the monitoring sailings for the HIFS component.

Configuring Security Level of HIPS
The sesurity level can ba chosan frem the drop-down that becomes active only on enabling HIPS:
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The choices avaiiable are:

= Paranoid Mode: This is the highesl security leval selting and meens tha! Deferse+ mornitors and controis all
sxeculable files apari from those that you have deemed safe. Comodo Intemet Security does not attempt to leam the
behavior of any applications - even those apglications en the Comodio safe list and only uses your configuration
setéings to filer crifical system: activity. Simiarly, the Comedso inteme! Security does aulomatically creats ‘Allow’ rulss
for any executables - although ycu stili havs the optlicn to treat an appiication zs Trusted' at the HIPS alert, Choosing
this option generatss the most ameunt of HiPS alerts and is recommended for advanced users thai require complete
awereness of activity cn their syslem.

- Safe Mode: While moritoring critical sysiem activity, Cefense+ auicmalically ieams the aciivity of executables and
applications ceriiiled as ‘Safe’ by Cemodbo. It also auiomaticaliy creales 'Allow' rules these activities, i the chackbox
Se rales Yor sale agplicatians'is selectad. For non-certified, unknowin, epplications, you will recsive an alert
whenaver that application attempls to run. Should you choose, you can add that new application to the safe list by
chocsing ‘Treat this apolisaticn as a Trusted Application’ ai the alerl. This instructs the Defense+ not ic generaie an
alert the next éme it rins. i your machine is not new or knowr: to be Iree of malware and ciher threats as in ‘Clean £C
Mode' then "Safe Mode' is recommended setling for most users - combining the highest ievels of security with an sasy-
to-manage numper of HIPS alerts.

1o
NP

«  Clean PC Mode: From the time you sel the slider to 'Clear PC Mods', Delense+ leams the activities of the
applications cumrently instalied on the computer while alt new executzbles introdused to the sysiem are meniicred and
centrclled, This patent-pending mode of opesation is the reccmmended option or: a new computer or one that e tser
kaows 1o be clean of mahware ang other threais. From this point onwards HIFS &lerts the user whenevar a new,
unrecoqnized appiicaticn is being instakied. In this mode, the #es in 'Unrecogaized Fifes’ are excluded from being
censiderad as clean and are monilored and controfied.

- Training Mode: Cefense+ monitors ard learn the aclivity of any and alt executables anc create zutomratic 'Aliow’ rules
unlii the security level is adiusled. You do not recelve any HIPS alerts ir Training Mede'. If you chocse the “Training
Mode’ ssting, we acvise lhat you are 130% sure that all applications and exscutebles installed on your computer ars
safe fo run.

Configuring the Monitoring Settings

The activitiss, enlitiss and objects that should monitored by HIPS can be configured by clicking the M ftings knk.

Nate: The seltings you chcoss here are tniversally applied. i you disabie monitering of an activity, entity or object using this
interface it compleiely switches off moniloring of that aclivity on a global basis - efiectively creating a uriversai ‘Aliow’ suie for

5! zclivity . This 'Allow’ setting over-rules 2ny Rulesat spaeific ‘Block’ or ‘Ask’ setting for that zctivity that you may have
seiested using the 'Roge ‘interface.
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Process Execution

Interprocess Memory Accesses
Windows/MVINEvent Hooks

Device Driver Installations

] window Messages
DNS/RPC Client Service

9 Processes' Terminations

| Protected Registry Keys

] Physical Memory ‘Disks

¥ Computer Monitor Keyboard

Activities To Monitor:

Interprocess Memory Access - Malware programs use memory space modificalion to inject malicious code for
aumerous types of attacks, including recording your keyboard sirckes; modifving the behavior of the invaded
application; stealing confidentisl daia by sending confidential infermation from cre process to arother process elc.
One of the most serious aspects ol menory-space breaches is the abiliy of the offending maiware to take e identity
of the invaded process, or ‘imparsonate’ the agplicaticn under attack. This makes f¥e harder for traditiona virus
scanaing software and infrusion-detection sysiems. Leave this dex checked and HIPS 2leris you when ar: application
attempts t inadify the memory space allocated te another application {Default = Enabled).

Windows/WinEvent Hooks - Ir the M urowf\ Vincows® operaling sysiem, a hook is 8 mechanism by which a

function can intercapt events {messages, mouse actions, keysirokes) before they reach an agplication. The iunction

can aci on events end, in some cases, modify or discard them. Originally deveioped ic aliow legiimate software

developers io develop more powerfui and useful applications, hooks have aiso been exploiied by hackers to crezie

more poviarful malware. Exampies include malware that san racord every slroke or: Your keyboard, reord your imotise

movemsnts: morllor and modily ail messages or vour computer, take over control of your mouse and keyboard to

remetely adminisier your computer. Leaving this box checked means tha! you ewartes eVeydirses3 ook i 0, Page 3034
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executed by an urttusied appiication (Defauit = Enabled).

«  Device Driver Instaliations - Device drivers ars smzll programs that allow applications andfor operaling systems to
interast with a hardware devize on your computer. Hardware devices include your disk drives, graphics card, wirelass
and LAN netwosk carcs, CPU, mouse, USR davices, moniter, DVD piayer ele.. Even the Inslallaticn of a perfectly well-
inleationad device driver can lzad 1o system instebility i it conflicls with other drivers on your syslem:. The instafation
of a malicious driver cotld, obviously, cause irreparable damage o your computer or even pass conirol of that device
to a hacker. Leaving this box checked means HIPS aierts you every tima a davice driver is insialled on your machine
by ar: untrusted appiication {Default = Enabled).

»  Processes’ Terminations - A process is a running instance of a program. ifor exampie, the Cemodo internat Security
process is called 'cis.axe’. Press ‘Clri+All+Deiete’ and click an 'Processes’ to see the full list that ara suaning cn yeur
systam). Terminaling a process, obviously, terminziss the program. Viruses and Trojan horses cfter: Iy lo shut down
the processes of any security software you have beer running in order to bypass it. With fhis setting enablad,
Cefense+ monitors and alerls yotl i ail attempls by ar untrusted appiication to close down another application
{Defauit = Enabled).

»  Process Execution - Typical malware like rootkits, keylogger etc. would cfter invoke by itself and runs its process
moslly at the background. These procasses, invisibie at the foreground wilf act as agants for infecling your computer
and 1c stesl vour condidential and sensitive information like vour credit card details 2nd passwords 2nd pass to
hackers. With this setting enabled, the HIPS monitors and alerts you te whenever a process is invoked by an untrusled
application. {Defaulft = Enabled;.

»  Windows Messages - This seiling means Comocio Internet Secusity monitors and detects if cne appication attempts
1o seng speciai Wirdows Messages to modily the bahavior of another applicatior: {e.g. by using the WM_PASTE
commarnd! (Defaulf = Enabled).

«  DNS!RPC Client Service - This setting alerts you if an application attempts to access the 'Windows DNS service' -
possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service
attack whereby an malisicus enlity serds saveral thousand spoofed requests io a DNS server. The requests are
spocfedin that they appear to come from the targel or ‘victim' server but in fact come from differeri sources - often a
netwerk of 'zombis’ po’s which are sending out these requests without tie owners knowledge. The DNS servers are
tricked into sending ail their replies to the victim server - overwhelming it wiih requests and causirg it io crash. Leaving
this setling enabled prevents malware from using the DNS Client Service to launch stich an altack (Defauft =
Enabled).

Sschiground Note: DNS stands for Domain Name System. 1 is the pait of the Intemnet infrastructure that translates a familizr
demain name, such as 'example.ccm’ to an IP address ke 123.455.789.04. This is essental because the Infernet roliies
messages to their deslinations on the basis of this destnation IP address, not the domain narre. Whenever you type a domair
name, your Internel browser condacts & DNS server and makes a 'DNS Query'. In simglistic ferms, this quary is What is the IP
addess of example.com?. Once the iP address has been located, the ONS server replies to your computer, felling it 1o
connect ic ihe IPin queston.

Objects To Monitor Against Modifications:

SMES

«  Protecled COM interfaces enabies monitoring of COM interfaces you specified from e TOM Profaction pane.
{Default = Enabled)

»  Protecied Regisiry Keys enabies monitoring cf Registry keys you specified Irom: the Regintry Srolestion pane.
{Defauit = Enabled).

+  Protected Files/Folders enatles meritoning cf files and folders you specified from the Fifs Protactinn pare.
(Default = Enabled}.

Cbjects To Monitor Againsi Direct Access:

Determines whether or not Comodd Intemat Security should monitor access to system criticai objecis on your compuier. Using
direct access methods, malicious applications can obiain cala flom a storage devices, modify or infect ofhier execulable
software, record keystrokes and more. Comodo advises the average user lo leave ih2se seltings enabled:

> Physical Memory: Monitors your computer's memory for direct access by an appiications and processes. Malicious
programs afternp! to access physical memory 1o sun a wide rarge of exploits - the most famous being the ‘Suffer
Qverflow’ exploit. Buffer overruns occur when an inlerlace designed io store a cartain amount of dala at a specific
addrese in memory aliows a maiicicus procass 1o supply toc much data to that address. This overwrites ils interal
structures and cen be used by maiware lo force the system o exscute iis code {Defauft = Enabled).

- Compuler Monitor: Comodp Internel Security raises an alert every time a prozsass tries to dirsctly access your

cermouter monitor. Although iegiimate applications somelimes raquirs tis amesMJ_e ) ié‘bﬁiﬁg‘ﬁ'%jngﬁ‘ﬁgcﬁa ge 3035
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of spywere programs that use stich access to moniter users’ activilies. {for example, 1o take screen shots of your
current desktop; {c record your browsing activities etc) (Default = Enabled). »

< Disks: Mecniiors your locai disk drives for direct access by runring processes. This heips guand agzinst malicicus
software that nead this access to, for example, cblain data stcred on the dnives, destrey files on a hard disk, format the
crive or corrupt the file system by writing junk data (Default = Enabled).

»  Keyboard: Mornilors your Keyboard for access atiempis. Malicious scftwars, known as Key leggers’, can record every
stroke you make on your keyboard and can be used lo steal your passwerds, credit card numbers and cther perscnal
datz. With this seiting checked, Corrodo Intemet Secuily aleris you every time 2n applisation atiempis o establish
girect access to yeur keyhoand (Default = Enabled).

Checkbox Options

= Do NOT show popup alerts - Configure whether or not you want to De netified when the HIPS encouniers a malware.
Choosing ‘Do NOT show popup alsrs' will minimizs disturbances but at soms loss of user awarenass (Default =
Disabiled).
if you choose net 1o show alerts then you have a choice of defaull responses that CiS sheuid automatically take -
either 'Block Requests’ or ‘Aliow Requesls'’.

Rinck &

[RIELVE 5

s Set popup alerts to verhose mode - Enabling Lhis option inslrcts CIS to display HiFS Aleris in vertose mode,
providing more mere informaiive aierts and mors options fer the user to aliow or biock the requests {Default =
Disabled).

o Create rules for safe applications - Automaticaily creates rules for safe apglications in HIPS Ruleset (Defaujt =
Disabled).

Nete: HIPS trusts the applications if:
»  The applicatiorite is inciuded in the Trisstad FHes list
«  The applicaticn is from a vendor included in the Trusies Software Vendors st
«  The applicatior is included in the exisnsive 2nd censtantly updated Comado széslist.

By default, CiS does rot avtomaticatly create ‘allow’ ruies for sae applications. This helps saving the resource usage, sinpiifies
the rules interface by reducing e number of ‘Allowed' rules in i, raduces the nimber of pop-up alerts and is beneficial lo
beginners wio find difficullies in sstting up the rules.

Enabling this checkbox instructs CIS to begin learring the behavior of safe appiications so that it can automaiically generate the

S 0

'Allow’ rules. These rules zre lisied in the NP Rufss interiace. The Advanced users car: edit / modify the ruies as they wish.
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Sackgrounsd Node: Pricr 1o version 4.x, CiS wouid automatically add an atlow rule for ‘safe’ fiies 1o the rules intesface. This
allowed advanced users ic have granuiar contrel over rulas but could alse lead to a clutlered rules interfece. The constant
addition of these ‘allow’ rules and ihe comesponding requirement (o lsam the bshavior of applications thai are already
considered 'safe’ 2Iso fock a toll an system resources. In version 4.x and above, ‘allow’ rules ior applications congidered 'safe’
are not aulcmatically cr2ated - simpiifying the nules interface and cutting rescurce overhead with no loss in szcurily. Advanced
users can ra-enable this selling if they require the ability to edit rules for safe agpiications (or, informaily, ¥ thay prefeired the
way rulss were crealed in CIS version 3.x}.

> Set new on-screen alert time out to; Cetermines how long the HIPS shows an alert for witheut any user iniervention,
By default, the timsoui is se! &i 120 seconds. You may adjust this selting to your own prefersnce.

Advanced KIPS Settings

»  Enable adaptive mode under low system resources - Very rarsly (and orly in a heavily loaded system), low
memory conditions might cause certain CIS functions {o faii. With this option enabled, CIS will attempt fo locate and
utilize memory using adaptive techriques so thatit can complete iis pending tasks. However, the cost of enabling this
eplicn may be recuced pedormance in even lightly leaded sysiems (Default = Disabled).

»  Block all unknown requests if the application is closed - Setecting this oplion biocks all unknown execution
requasts # Comodo Internet Secunty is not running/has been shut down. This is opiion is very strictindeed and in
mos! cases should only be enabied on seriousiy infested or compromised machines while the user is working to
resolve these issues. If vou know your mashine is already ‘ciean’ and are looking iust i6 enabls the highest CIS
security settings then it is OK to ieave this box unchecked. (Default = Disabled)

+  Enable enhanced protection mode - Cn 64 bit systems, enzsbling this mode will activate additionai hosi intrusion
pravention technigues tc countermaasure extremely sophisticated malvare that triss 1o bypass regular
countermeasures. Becausea of imitations in Windows 7/3 x64 systems, soms HIPS functions in previcus versions of
CiS could Iheareﬁcalf,' oe bypzssed by maiware. Enhanced Protection Mede implements several palent-pending ways
to improve HiPS. CiS requirss a sysiem restart for enabiing enhanced protection mode. (Defauft = Disabled)

6.2.2.2. Active HIPS Rules

The HIFS rules iab lists the different groups of applications inslelled in your systam: and the Rulesels applied to them. Yeu can
chznge the ruless! appllcd to sslected applications and alse crsate custorn rulesats o bs applied 1o sslected applications.

These applications s sod :-- ‘:. i te o FRE SROUP
and are individually assigned a custsm pre-defined rul

o

Nams o the i g

FILE GROUE This is 3 PRE-DEFINED RULE
* which can be applied

te a FILE GROUP or to
an individual application

- S S
Applicatinus !Mcd hem-at% the
FILE GROUP inherit the
HIFY rule of tha! GROUP

IRV

Custom rules can be
created by the uses and
dep!syed 1o indivﬁdual applications

QIR
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The first column, Application Name, dispiays a fist of the appiications on your system for which a HIPS ruleset hags been
dsployed. if the application belongs 1o a fle group. then all member applications assume the rulesel of the fils group. The
second column, Treat as, cclumn dispiays the nzme of the HIPS nuleset assignsd to the appiication or group of applications in
column cre. J

You can use the search option ic find a specific e or a company in the iist

To use the search option, click the search icon & at the far fight in the column haader.

Click the chevror on Lhe left side of the column header and select the ssarch critena from the drop-down.
- Enter partly or fulty the nams of the itein as per the selected criteria in ihe search fieid.

«  Click the right or lef: amcw al the far right of the column header to begin the search.

“  Click the S\ icon in the searc: field to cioss the search option

General Navigation: . )
Clicking the Up arfow at the batiom center of the infsrizce opens an option pane! with the icllcwing options:

er to mediy the HIPS rule of the seiested applicaticn. See the secticn ‘Crsating ot Modilying

+  Remove - Deletes the selecied rulesel.

Noier You camol remove individual applications from 2 file group lSIr‘g this m.erface you musi use ths

\uw.

m.erfc.ce to dc this.

Purge - Runs a syste'r check {o verify that 2ll ths applications for which rulesais are listed zre actually installed
or: he host machine ai the path specified. if not, the rule is remeved, or purged’, from the list,

" Users can re-order the priority of rules by simply selecting the application namse or file group rame in qusstion, clicking te
hzndle at the boticm center and seiecting ‘Move Up' or "Move Down' frem the options. To aller the prionity of applications that
belony to a fle group, you must tise the Fis Jraugs’ interface.

[

wiaead fa anake fe
$he rujesal i [P/ ™
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Step 1- Select the application or file gsoup that you wish the ruleset to apply to
if you: wish 1o define a ruie for a naw application {i.e. cne that is net alreacy listed), click the handle from the

and select 'ADD". This brings up the "HIPS Ruie' intedface as shown below.

N \s\@
& Use Ruleset:
Use a Custom Ruleset
& Processes’ Termination
-

- = pmme—.— - --Because you araldeﬁning ihe HIPS ruie settings for a new application, you car rofica lhat the ‘Name' box is blank: {If YOU Werg — -~ ——

ediing an existing rule insicad, then this interface would show that applicaticn’s nams with installztion path cr appkcation
IBM - Ex. 1002-Part 9 of 10, Page 3039
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«  Click 'Browse' to bsgin.

You now have 3 methods availabie 1 choose the application for which you wish o create a Ruieset - Fifs Srougs;

N oy evdl N N
Appikations and Sunning Procasses,

1. File Groups - Cheosing this option allows yott ic create & HiPS ruiesat for a calagory of pre-set files or felders. For
exampls, selecting 'Executables’ would enabie you to creale a ruiesat for all files with the extsnsicns .exe .dif sys .ccx
Dat pif .scr.ept. Other such catsgoriss avzilable insiude 'Windows System: Applications' , "WWindews Updater
Applications' , 'Start Up Folders' etc - 2ach of which provide 2 fas! and convenient way to 2pply a generic ruleset to
imperiant iiles and folders.

i

To view the fiie types and folders that are affected by choosing one of fiese oplions, you nead to visii the 'File Groups’
interface.
The ' Fiie Groups inteiface can be accessed by ths felicwving method:

Srofonied Fies, click the up amow from the botlom of the

’(J

»  Navigale 1o &dvanced Sellings » Defenset » RiIPS >
interface and select ‘Groups’ from the options.

2. Applications - This option is the easiest for most users 2nd simply zliows you to browse fo the iocation of the
application for which you want to degloy the ruieset.
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I Favarites

Nativexds

Nativex3g
I
Soauments Resources
Staging

AR
¥ B

License

New Software.exe

3. Running Processes - &s the name suggests, this oplicn aliows you to creale and deploy a ruleset for any process ‘
that is currently running or: veur PC.

cis.exe

cis.exe

Having selected the individiat application, ruaning process or e group, the nexi stage is to Cordigure the rules for this
rulesel.

~ Step 2 - Configure the HIPS Ruleset for this application

There are two brozd oplions availabie for selecting a nuleset that applies to an appiication - (s Rudese! or Use 3 Custam

1. Use Rufeset - Seiecting this option alfows the user lo guickiy deploy an existjnPBiI{\l/lPS Inzd)l(es1a(t) 8‘2 DF}S% ; rg(-,)e]; 10, Page 3041
IPR2025-00379 (IBM v. Croga)



application. Chooss the ruleset you wish to use from the drep down menu. In the example below, we have chosen
‘Afowed Apglicatiory. The nams of the ruleset you chocse is diepi ayed i he Treat As' solusmn for that appiication in

the KIS Redes inlerface (Defatit = enabled).

N\
D
N

7.

ARRIARRIIHIIHHIIHIHHHHIIIIHNm

Name: | C:¥Program FilesiMew Software\New Software.exe

{& Use Ruleset:

£y Use a Custom Ruleset

b

R

IRt

Sinte on "instatior or Updater' Rufe : Applying the Predelined Rulesa! ‘Instailer or Updater” for an appiication defires il as &
trusted instalier and all filas created by the application will alsc be considered as lrusied files. Soma applications may have
hidden code thai couid impair the security of your computsr if aliowsd to creaie files of their cwn. Cemodo advises you to uss
this Predefined Ruleset - ‘Installer or Updater with caution..Cn 2pplying this nileset to any appiication, an alert dialog.wil be

di splavec descating the risks involved.

Yau are apaut tc defing a trusted-instailer that can
change 2vervthing inyour camauter:

Fusthermare, all the files crezisd by this applicaion will
aiso be treatec az trusted instalisrs.

It nct used with cautior:, this acticn can disaiie the entire
security cf your computer inclucing antivirus.
Do yiou stili want tc coniinue?

Seneral Note: Predefined Rulssets, once chosen, cannot be medified cireclly from this interface - they can only be modified
and defined using the '‘Ruisssls' interface. H you requro the 2biity to add or modify settings for an specific appiication then
you are efleciively crealing a naw, custon: ruiesat and should choose the more fiexible Vs & Castors Rulesal oplien inslead.

2. Use a Custom Ruleset - designed for more exporiercod ysers, the 'Custom: Ruleset’ oplicn enabies fuli contrel over
the configuration specific sesurnity ruleset and the paramelers of each rule within that ruleset. The Cuslom rulese! has
two main configuration areas - Access Righis ang Prodection Sedings (Defauit = Disabled).

In simplistic terms "Access Righis' determine what the applisation £an de to other processes and objects whereas
"Protestion Settings' determine what the agplicalion can have done fe it by other prosesses.

Access Rights - The Procass Access Rights tab aflows you fo dstermine whal activities the applications in your
custom ruleset are allowed 12 execule. These aclivilies ars called ‘Access Names'.
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LG WProgram Files\New SoftwareiMew Soffware exe

: yse:89165é¥

aitar (o view a dist of delinilions of the Actior: Names
Ask', 'Allows’ or ‘Block’ for €ach selting as shown below:

2

X

B

> Exceptichs ‘o your choice of 'AsK’, ‘Allow’ or "Block’ can be specified for the ruieset by clicking the ‘Modify
fght. '

ns' or ‘Biocked Applications’ tab depending on the type of exception you wish o creat

= Selest the ‘Allowed Aplic
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Clicking the handle and selecting 'Add aliows you to chcose which appiicatons or file groups you: wish this exception
to appiy fo. {stieX Hete for an explanation ¢f available options).

In the examyie above, the default aclion for "Inierprecess Memory Access' is "Ask. This means HiPS will gererate an

’ alert asking your permission if ‘New Software.exs’ fries to modify the memcry space of any oiher pregram. Clicking
"Modify then adding ‘operz.exe’ ic the ‘Allowed Appiications’ iab creates an exceplion 0 this rule. New Software.exe
’ can now mcdity the mnemory space of cpera.exe.
i. Protection Settings - Protection Setlings determing hew protecied the application or file group in your ruleset is
against zctivities by cther processes. These proteclions are cailed ‘Proiection Types'.

: Use a Custom Ruleset

§ WindowsS4inEvent Hooks

Window Magsages
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< Seiect 'Active’ to enable monitoring and protect the application or file group zgains? ths procsss iisted in the 'Protection
Type' column. Select 'inactive’ to disable such proiection.
Sitel hare lo view a list of definitions of the 'Protection Types' lisied ebove and the implications of aclivating each seffing.
Exceptions ic yeur choice of 'Active’ or ‘Inactive’ can De spacified in the application’s Ruleset by cficking the "Modify’ iink on the
right. .

3. Click 'CK’ o confirm your setéings.

6.2.2.3. HIPS Rule Sets

soNings that has been saved and can be re-used and depioyed

A Pre-defined ruieset is a set of aocess rights and profection ¢
on multiple applications ar groups. Ea nruieset is con‘pnsed ofa r‘umber of ‘Rules’ and each of these 'Ruies’ is defined by a se!
of conditicrs/setiings/parameters. "Predefined rulesets’ is a set of rulesets that concem an zpplicaiion's access rights ic memory,

other programs, the registry etc.

Nnte: This section is icr advanced and axperienced users. If yeu are a novice usef to Comedo Inlernst Security, we advise you

RIS R

first read the Active HIPS Rules section in this help guide if you have not already done so.

Although each application's ruleset couid be defined frem the ground up by individualty configuring its conslituent rides, this

practice may prove time consuming if it had to be padO'ned for every single program on your system. For this reasen, Comodo

interne! Secufity contains a selection of rulesets acoerding o broad application categories. Each predsfinad ruleset hzs been

specificady designed by Comodo to optimize the security level of a certain type of appiication. Users can, of course, modify
these predefired rulesats lo suit their environment and reguirements.

To configure this category
»  MNavigzie 'o: Advancad Tasks > Securily Setlings >Csfense+ > HiPS > Ruiesels. Thers are four dafault Rulesets

. listec under the 'Rules’ columr.

aaah

IPR2025-00379 (IBM v. Croga)

e 3045



S

N
N
N

o Click the chevron on the lefl side of the column header and select the search critena frem the crop-dowr:.

o Enter partly or iully the name of the rileset in the search field.

\
- Zlick the right or left 2mow at the fer right of the column header to begin the search.
o Click e N iconin the search field 1o ciose the search option.

To view or edit an existing predefined suleset

»  [ouble click on the Ruleset in the list .
or

+  Select the Ruleset, click the handle at the boticm of the interface and cheose 'Edit from the options.

. & st

From here, you ¢an modify a nilesst and, if desired, make.changes o is “Access Righls’ and Prolegiion Selfings’. Any
changes you meke here are automaticaily rofled out to all applications that are cutrently applied with the nufeset.

~

To create a new predefined ruleset
- »  Click the handle at the bettom i the interface and choose 'Add’ frem the options.
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e Enlera namsor the now ruiess!.
< Tocepy the Acuess Nights and Frofes
ae\ts«‘,g;: from another pre-exisiing ruiese?, chc.k
opy From' and select the ruieset frem the

Jrop -dowi

+  Tocustomize the Scosss Rights an
Profention Selilvgs asper e re
this rew rule sel, follow the procedure
axplained in the section Use & Cysie

Rufesel,

 Click OK o save the nsw rulésel.

The following rulesets are-defined-on-this-computer:

<3
y
-

direments of

Windows Systam Apolica

imiisd Qaalicatian
¥ N

Once created, your rulssel is available for deplovment onto specific application of liie groups via the Active

inlerfacs.

6.2.2.4. Protected Objects

Risid

The Protecied Cbiects panel allows you 1o protes! specific files and falders, syster critisal registry keys 2né COM interfaces

against access or modification by unautherized processes and seivices.

Tha Frotected Cbjects panst car: be accessed by slicking Secusity Set lnas Defense+ > HiPS > Prolected Cbjects from the

Advanced Setings interface.
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The panel has five fabs:

o Profecied Fites - Allows you to specily programs, appiicalicns and files that ars to be pretected from changes

o Blgsked Files - Allows veu 1o specify programs, applications and fiies that are 1o be blosked frem execution and
cpening

< Haglshy Keys - Allows you to specify registry keys that are 1o be prolectec from changes
o CON indwtanes - Aliows you 1o specify COM inierfaces that are 1o be protected from changes

o Frotecied Dals Folders - Aliows you {o specify folders conisining da!a files that are io be protected from changes

6.2.2.41. Protectad Files

The Protectad Files tab displays a st of fiies and file groups that are protected from access by cther programs, espenially |
maicious programs such as virus, Trojans and spyware. it is aiso usefu for safeguarding very valuable fiies (spreadsheels,
databases, dosuments) by denying anyone and ary program the abilify to mediy the file - avoiding the possibility of ascidentat
of deliberate sabotage. If a fil2 is "Protected’ i can still be accessed and read by users, but not altered. A good exainpie of a file
ihat ought io be pretected is your hosts' file (c\windowstsystem32\drivarsietcthests). Placing this in the 'Protected Fiies and
Folders' area would allow web browsers to access and read from he file as per rormai. Howaver, should any precess attermpt lo
modify it then Comodo Internet Security dlocks this attempt and produce a 'Protected File Access’ pop-up aert.
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Clicking the handlz at the botlom of the interiace opens an opiions panal with the {ollowing opticns:

.
{44

a4 - Allows you to add individual files, programs, appiicatiens to Protected Filss.

3¢ - Atiows you to edit the path of the file or group cf a selscted iiem in the Protected Filss interface.

Wi

.
(413

iesnave - Deletss the currently highlighted fils or fila group.
«  Groups - Opens the Marage Grougs inlerfaca thal aillows you lo edit pre-definaed file groups ard defire nevw file

groups for inclusior: in Protecied Files fist

.
A3

Purge - Runs a sysiem check to venfy that ail the files listed are aclualy instalied on the host machine at the pat?
speciiied. If not, the fite or the fils group is removed, or ‘purged’, from the fist.

You can use the search opiion to find a spacific fle or fis qroup in the list by clicking e search ico at ths far ightin the
column header 2nd eniering the file/group n2rme in fulf or parl. You can navigate through ihe successive results by clicking te

fell and right arows,
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To manually add an individual file, folder, file group or process ’

e Click ths handie from ihe tottom center and sslect ‘Add’. .
You can add the files by following methods:

To edit an item in the Protected Files fist :

»  Selec! the Hem from the list, click ths hzndle from the boilom and select Edit. The 'Edit Property’ dialeg will appear.

OMODC.

1}

o Edii the file path, if you have relocated the fiie and click OK
To delete an item from Protected Files list
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«  Seiect ha tem from the kis!, click the handle frem the bottom and select 'Remcve’.

Ths selected item will ba deleted from the prolected fies list. CiS wiii noi gererale alerts, if the fite or pregram is subjected to
urauthorized access. \

Tila SOrasina
P2 WIOURE

[ .
File greups are handy, precefined groupings of cns or more file types. Crealing = fils group ailows you to quickly deploy a
- ruieset across mulliple fite types and appiications.

To open the Manage File Groups interface . ¢
1. Click ihe handie from ihe boltom: center of Protacted Files interface and selec! ‘Groups'.
The Manage File Groups inlerface will open.

. . ’ \ N MO ?‘ \ NN PRI \\

R
)

This interiace allows you to

Soaat R N T T
» STSENGD N HOW O argay
- .t oss .
DAW e swamvoe af an Svieitane Sila N
* SN DT TS &Y 3N XNISINIG rad O
. A 2 fin 0 an ovistixe TiHs sysns
ST ¥ U AW QW PNTUNG 0 Fvuy
Ny o it H \ I Sivtiaad Sihadal § S
SISt awieiingy $ilo arrmirande) ar Bueiuigisad § .Y X : ronsIn
¢ Nomove awisiing Tl groupis) or hadlividust Hlefs} fram sxbaiing geoup

2 security ruiesa; of zny
i

Vel 3 -
yad Ristes Inferface.

X

Noter This area is for the creation and medification of file groups only. You are 0ot able ic modify th
appiicatiors or files frem here. To do thei, you should use the IS Sudes interfece or the Frodeth
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« Toadd anew group or 2dd fiies {0 an existing group, ciick the hardle from the bollom and click ‘Add’.

= Add a new group - Select ‘New Group' from the 'Add drop-down, enter a name for the group in the 'Tdit
oroperty’ dialeg and ciick OK
DML b IR

i ALULLLLLLLCLRLACALLLLCL UL UL LEUULLUCLLLL LA \ll

Choose File Graup Nams
i siles from Alice

»  Add files to a group - Ssiect the Sroup, click the handie &nd select Add. Chosse from: 'Fites’, ‘Folders’ or
‘Running Processes'’ fo zdd files by browsing o ths s or folder or from currentiy rusning processss

»  Toedit an exisling group, seiect the group, click the hancls ard cheose £dit. Edit the nama of the groug in the Edit
Property dialog N

»  Toremove a gioup, seiect the group, click the handle and choose Remove.

»  To remrove ar individual dile frony a group, lick + at the lef of the group to expand the group, seiect the lile to be
removed, click the handie and chocse ‘Removs’.

Users can shocse 10 selectively allow ancther appiicatisn (or file group} to medify a protected file by affording the appropriate
Accass Right in 'Active HIPS Ruley’ interface. A simpiistic exampie wouid bs the imagirary file 'Accounts.ods’. You weuid want
ihe Open Office Calc progrzm io be able to modify this #le as you are working o it, but you wouid not want i lo be aceessed by
a potentizi malicious program. You would first a3 3¢ the spreadshaet ic the Protecied Fiies' area. Onze added lo 'Protected Files” \

you would ¢o into ‘Aciive HiPS fistes’ and creale an excepucr. for 'scalc” so that it alone could mediy ‘Acscunts.cds’.

«  Frstadd Assounts.odt to Prolected Files area.
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Then go to HIFS Rules interface and add it io the list of applications. Click
'Edit after selecting the checkbox besida it.

the handie ai the boitem and choose
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- «  inthe HiPS Rule inlarface, select 'Lise a custom ruls set’.
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Name: { C:\Documents and Settings\Administrator\My Documents\a ;

{5 Use Ruleset:

£ Use a Custom Ruleset

N Frotected Filas/Fslders

< Under the 'Access Rights' tab, ciick the link 'Modify’ beside the entry Protecled Files/Folders. Ths Frotesled Filss
and Folders interface wil appear.

s Unger the ‘Allowsd Files/Folders’ tab, click the handle, chogse 'Add’ > *Files' and add scaic.exe as exceptions io
the 'Asic’ or 'Block’ rule in ths 'Access Rights'.
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Ancther exampls of where protscted fifes shouid -be .given .selective access is the Windows system direciory &
‘c\windowsisysten:32". Files in this foider shouid be of-limiis 1o modification by anything except certain, Trusted, applicaticns
iike Windowss Updater Applicaticns. I this case, vot: wouid add the directory ciwindowsisystem32\* to the ‘Protectad Files arsa
(* = ail files in this directory). Next go ic 'HIFS Rules’, lccale the file group Windows Updater Apglications' in the list and icliow
the same process autlined above 1o create an exception for that group of executables.

3.2.2.4.2. Blocked Files

Defense+ aliows yeu to lock-down fles and felders by compleiely dsnying alt access righis to them frem olher processes or
users - efectively culting it off from the rest of your system. if the file you block is an execuiable, then neither you nor anything
else s able to run that program. Unlike files that are piacad in 'Protected Files', users carnot seiectively afiow any process
accass 1o a blecked file. )
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Clicking the handile at the bottom of the interface opens an options panel with the isllowing options:

You can use the saarch ogiion te find a specific file or fla group in the list by clicking the search icor:

Adig - Allows you to add indivicual files, programs, appiications to Blocked Files. \

.

521

it - Aliows you to edit the path of the fils.

s
o“

snave - Releases the cusrently highiighted e from the blocked files list.

%]

Dealete - Deleles the highlighted file from your computsr

Purge - Runs a sysiem check to verify thal ail the files listed are aclualiy instaliec on the host machine al the path

. specified. If aot, the fiie or the file group is ramoved, or 'burged’, from: the ist.

t the far right in the

column header znd entsring the file/group name in fulf or part. You can navigate through the successive rasulls by clicking the
left and right armows.

Protected Objects

The following objects are protected on this computer.

To manually add an individual file or application

Click the handie from ihe bottom: center and salect 'Add',

To edit an item in the Blocked Files {ist

Seiest the item from the Est, click the handle from the baitom: and seles! Edit. The 'Edit Property’ dialog will appear.

IBM - Ex. 1002-Part 9 of 10, Page 3058
IPR2025-00379 (IBM v. Croga)



ite
<

{CANY Suspicicus FrogramsiCuckes Musiticuckao_music_conysriss.ex

<  Edit the fils path, if you have relocaled the fie and click OK
To release an ifem from Blocked Files fist
'« Seiecl the item from the list, click the handls from the battom and selecl 'Remaove’.

The selacted item will bs removed from the Blocked Files fist. CIS wil nol block the appiication or fite from execution cr gpening
then onwzrds.

To permanently delete a blocked file from your sysiem
«  Seiest he iem from e kst click the up arow from the boltom: and select ‘Delete’,

The selected item will be deleted from vour computer.immedisiely.

Warning: Deleling a fils from from the Siccked Filss interface parmanently deletes the fie from your system, rendering it
inascessible in fulure ard it cannat be undone. Ensure that you have selected the comect fiie to be deleied before clicking
"Delete’. '

8.2.2.4.3. Profected Registry Keys

The ‘Registry Keys' pznel ailows you o protect system critical registry keys against modification. imreversibie damage can be
catsed {o your systerif importani regisiry Keys are corruptad or modified in any way. t is esseniial that your registry Kevs are
protecled againsl any type &i attack.

Click the 'Registry Keys' iab in the Protected Cbjsc!s interface.
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The following objects are protected on this computer.

f SYSTEMControlSet?? 2AZnumROCTLEGA
g8 “BOFTWARBEWMicrossit\Driver SigningiPolicy

g MNSOFTWARECias

& "SOFTWARECiasse

Clicking the handls at the tollom of the interlace opens an ogtions panal with the {cllciving oplions:

You can use the search apiion ic find a specific registry key or group in the iist by ciicking the search icon

Add - Aliows you 10 add Registry groups or individual registy keysfeninas to Registry Protection fist.

¥ - Allows you to edit the path of tie Regisiry group or individuat registry keys/entriss of the selecied item i the
Regu try Protecticn interface.

YF'

75

N

move - Deleles the cumently highlighted Registry group cr individial registry key from the Regisiry Protection list.

Broups - Opens the Marage Registy Groups inferfase that sllows you: 1o edi! pre-defined Registry greups and defire
new Regstry groups for inglision in Regisiry Protestion Est.

at ihe far rightin
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the column kezdsr and entering the key/group name in fuil or pari. You can navigate through the successive resuits by ciicking
the left and right amows. :

To manually add an individual Registry key or Registry Group .

»  Click e handie from he bollom center and select "Add'.

You can add the items Ly 1ollowing methods:

> Adding Registry Groups - Seiecling Registry Groups allows you to bateh select and import predefined groups of
impertant registry keys. Comods Internet Securily provides & default ssleclion of ‘Automatic Statup’ (keys), 'Comodo
Keys', 'Intemat Explorer Keys' ard 'lmportant Keys'. For explanations on editing existing registry groups and creziing
new groups refer to the section Regisiry Sroups.

= Adding individual Registry Keys - Selecting 'Registry Eninies’ opens the "Select Regisiry Keys'
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h Ricrosystams
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< SYSTEM

& HHEY UISERS:

% HREY CURRENY_CONFIS

You c2n add iters by browsing he registry ee in the right hand pane, selecting the key and moving it to right hand
side pane by ¢licking the right amrow buttor. To add item manually enter its rame ir: the ‘Add new iten fieid and press
the *+' button.

To edit an item in the Registry Protection list |

»  Select the key from the list, click the hand'e from the bottom and seiect =dit. The “Edit D'ope"y dialog will appear.

@\\\\\\\ 0 N ‘

~  Edi the key path, if you have relocated the file ard slick OX.

Nete: The Registry Sroups cannoi be edited from: this interface. You can edit Registy Groups from: the Manage Reo siry
Croups interface. Refer 1o the section Negistey Geaups for more detai's.

To delete an item from Registry Protection list
o Seiect the item from the list, click the up arrow from the bottom and select 'Remove'.

2 selecled em will be deleted iom the Registry Protestion list. SIS will not generate alerts, it the key or the gotip is medifie
by other programs.
IBM - Ex. 1002-Part 9 of 10, Page 3062
IPR2025-00379 (IBM v. Croga)



wickly add it ic

fows vou fo quick

erface and select 'Groups”.

)

ihe bottom center of Registry Protection in

SO RIS L PO PSP

xS you: 10

"
¥

Part 9 of 10, Page 3063
IBM v. Croga

Ex. 1002

IBM

)

00379 (

IPR2025

agistry groups are pradeiined balches of one or more registry keys. Craalirg a registry group ai

< 28
&
4 2
£z =
[0
o.
8 % §
[ ©
3 D
o &
w- £ v
2 £ 9
2 2
, & B O
2 e 4 2
= e s B
c 8 4 2
L r & @
b7 wi G B 2] —W\v
o s = 5 %
(473 [=3 @ = 1
P e € g
§ > g o]
4 3 &« =
% ' O ..
s EF s 2 4
1 e 2 =
-

Te add a new group or zdd key{s} 1o an existing group. click the handie from the boltom ard clisk “Add'.

This interface zllo



»  Add a new group - Select 'New Greup' frem the "Add’ drop-down, enter a name for the group in the 'Edit
property’ dialeg and ciick OK

A

- Add keys to a group - Select the Group, click the handle and click Add and chocse 'Registry Keys'. The
‘Salect Regisiry Keys' dialog will be cpsned. .

oMo

Add new lem

-
3

Microseft | HILSRSGETWSREPBacOK Image Edror,™;

- Merilia

s peoziliaPluging
Netscape
CCBC

o8 CpenGffice.crg

ysteredbpp fications
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i
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o

chic
i Sun f\sli-:}oz.y;_- ems.
i mezilizcrg
WSTERM

 HIEY_USERS

; HIEY_CURRENTY_CONFIG

You: can 2dd iiems by browsing the registry tree in the right hand pane, selecting the key and moving it ic
right hand side pane by clicking the fighl arow butto. Te agd item manualy enter ils name i the *Add new
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iteny field and press the *+ button.

o To editan existing group, select he group, lick the hancle and cheose Edit. Edit the name of the group in the Edit
Preperty dialcg

1), i 0G0

.

brERt R KRk U UOSE SR UOUOUUCUGURU OO U U B

« Teremovs a group, seiect the group, click the handle ard choose Remove. -

. Te remove an individuet e from a group, click + at the leff of the group to expand the group, seiect the key or sntry lo
be rsmoved, ciick the handie and choose 'Remove’.

2.24.4. Protected COM interfaces

o,

Component Cbject Modsi (CCOM; is Microsofi's object-crientad programming mode! that defines how objects irieract within a
single application or between appiicaticns - specifying how components work together and inter-cperate. CCM is used as the
basis for Active X and OLE - two favorite targels of hackers and malicicus programs to launch attacks on your computer. #is 2
crilizal part of any security svstem to restrict processes from accessing the Comgoneni Object Modet - in gthar wosds, tc protact
the COM interfaces.

Comodo Intemet Secusily autemalicaily prctecls CCM 'r-terfaces &gainst ageinst modificalion, corruplion and manipulation by
maiicious procasses. The predefined COM inferiave groups can be accessed by clicking the ‘Groups..." bution.

The ‘COM Interfase’ aflows veu to view the list of predefined SO BN e';“:e 8
CCM interface compmenls ic the lisi. This inlerface car: be accessed by clicking
Objecis interface.

SN arn iected by CIS, edit them ard 1o add new
ing the 'CCM Inte:faces’ iab in the Protected

XXCCRCETI PRSP RRIES

Clicking the handle at the hottom ¢f the interface opens an options pansl with the follcwiiwgﬂ)@gskz. 1002-Part 9 of 10, Page 3065
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»  Add - Allows you to add COM groups o individual COM compenents to COM Prolection fist,

- Tt - Aliows you to ecit the COM Class.

~

= Remove - Daletes he currently highlighted COM group ¢r individual COM comipenent from the COM Protection kist.

«  Groups - Opens the Manage COM Groups interface that allows you 1o edit pre-definad CCM groups and dsfine new

groupe

You can search for a specific COM intedace from the list by clicking the search iccn

and enlenng the
and right armows.

iorinclusion in COM Protection dist.

at the far right in the column header
name of the CCM inlarface in full or part. You can navigals through the successive rasuits by clicking the ieft

Protected Chiects

F]

The following objects are protected on this computer.

anvas AN

To manually add a COM Group or individual COM component -

«  Click the handie from the boltom center and select ‘Add’.
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You can add the items by following methods:

> Adding COM Groups - Selecting COM Groups alfows you to batch seles! 2nd impert predefined groups of important
COM interface components. For explanations cn editing existing COM groups and crzating new groups refer to the

SNEN peRey
section COW Grougs.

Adding COM Components - Set

‘ecling 'COM ¢

components’ opens ths "Sslect COM Interfaces’ diaiog.

S

MMM

Add pew item

fecesstontrolbatry

o

#DOOB. Canvmand
HDGOB. (anerrand &0
£DCOB Canpection
£DCDB.{onnection.6.8
£ADCDB.Error

SDCDB Errov.b8
SDODB Errortovlup
£DCDB. Errorianlap. &

feeBictiosary. AocDictionany.d

fzcSanverDocMgr.docSanvarBocMg
fecSarverBocMgriacSenvarDecMg

AcelBentDocMgriiceCientDocdigr
fecCientDocMgr.iccClientBocdigr.
feeBictionary. AccDictionary

\\\&&\\&&\\m&x& \Q\\\\\\\\%\&%

Yeu can acd items by selecling from ths ieft hand sids pane anc moving it to night hand sids pane by ciicking the right
arrow button. To =dd item manually enter its name in the 'Add new item’ field and press the '+ butten.

To edit an item in the COM Protection

»  Seiect the COM component frem the lisy, click the handle fom the boltom and select Edit. The "Edit Froperty’ dislog

will appear.

Ed #:COM Class

Contrefiist

- Edi the COM Class and click CK

=

interface. Refer 1o the section TGN Sroxp

Naiz: The CCM Groups cznrot be edited from this inlerface. You car edit COM Groups from the Mznage COM Groups
s for more deiaiis.
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To delete an item from COM Profection list

- Select ihe em from the [ist, clicik the handls from the boiton: and salect 'Remove’,

The selected item will be deieted from the COM Protection list CiS wili not generate alerts, if the COM comporent or the group
is modiified by other programs of processes.

CON Grougs

CCM groups are handy, pradeiined groupings of CCM interfaces. Creating a COM group allows you: to quickly add itto COM
Protection Iist.

To open the Manage COM Groups interface

1. Click the handie from the bottom: centsr of COM Protsctior: inlorface and seiect 'Croups'.

The ‘Manags CCM Groups' inlerfacs will open. l

BT

TRy TR RY PP EECRRRRPE TIPS

PICTTVINYRAYS

This interface altows you to

°

7]

« Toaddanewqroupcrz 5 andle from the boitomn and slick
‘Add.
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°

= Add a new group - Salect 'New Group' from the "Add’ drop-down, enier a name for the group in the "Edit
property’ dialeg and ciick OK.

Add new COR Group
 Special COM Interfaces

*  Add COM Components to a group - Select the Group, click the handie and ciick Add and chense 'COM
Clacs Tha 'Select COM hterlaco‘ dizlog wili be opened.

Add naw Rerm

§ WRAPEE. Assnc SRIME WZ
WINPT L. Sosoc\NTEMESPL

| WMPE LAsso MEMEMVYX

! WWMPlayer.O0

i SABIPNS SCLNSE Manager

| WAIPNSSULNSS Manager.1

WPt hem= WRAPSKnMngr
WhIPThemne WHPSIdnNngr.d

| WMSClientiatManager.GientMeiMa
YW lientMetManager.GisntNeiMa
WMSDKHT TP SouscePlughe HTTPSow
WRSDKHITPSourcePingin.HTTPSou
WRISDKMS RScurceFlsgin MSBOSu
WMSDKMS BoourcePieginMSBDSes

| WRBSDK Manvespace. Namesparefacs

You san acd items by selecting from ths ieft hand sids pane anc moving it to right hand sida pa':e by ciickirng the right
arrow butlon. To zdd item manually enter its name in the 'Add new item’ field and press the '+ butten.

Te edit an existing group, seiect the group, fick the handle and choose Edit. Edit the name of the group in the Edit
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Property dialog

DU EEE——

>

B OOK Group

i Special COM Interfaces

Te remove a group, seiest the group, click the handle and chogse Ramove.

Te remove an individuat CCM Compenent from a group, click + at the left of the group e expand the group, select the
tem lo be removed, click the handle and chcose ‘Remove’.
6.2.2.4.5. Protected Data Folders

The data files in the foiders listed under the Protected Data Foiders area cannoi be seen, accessad or mocified by 2ny krown or
unknown application thal is running inside the sandbox.

Tig: Files and iolders that are added to ‘Fratectad Fiisg’

IR

interiace are allowed read access by other programs but carnct be
modified. whereas the filssifolders in 'Proiected Dala folders’ ars telally hidden to sandboxed pregrams. If you want 3 file io be

read by other programs but protected from modifications; then add it to"'Proiected Files’ list. If you want to totally conceal a
data file from afl the sandhoxed programs but allow readiwrite access by other kncwndrusted programs, ther: add it to
Protected Data Folders.

.

To open the Pretected Data Folders interface, Ciick the 'Proteciad Data Foiders' tab in the Protecied Objects interface
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Protected Obiects '
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Clicking the handle at the battom cf the inierfzce opens an options panel wilh the iclleving oplions:

o Add - Allows vou 1o addc folders o Pretected Data Foidess list

- E8¥ - Aliows you to ecit ihe path of the added folders.

D

swmove - Deleles the currently selected folder.

You can use the search option ic £ind a specific folder by clicking the sezrch ice at the fzr right of tha column header. You
can search by entering the fclder name in: full or part. You can navigate through the successiva results by clicking the left and
right arrows.
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To add a folder to be profected

«  Click the handia from the bottom center and select 'Add'.

LM iR
owe bt

Local Disk (C:)

(15 Log Archive
3 CIS_Setup
Documents and Settings

Dragon
A A T T
old man files

Fil

3
:
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«  Click OK to confirm ysur choice.

To edit the path of a protected folder
- Seiest the folder to be ediled
- Click the handie from the bottom center and shoose Edit'.

The Edit Property dialcg véill appear.

G

Edit File Path
! C:\Federal Bank Statements

~  Edi the file path, if yoit have relocated the lolder and click OK

To remove an item from Prolected Dala Folders list

ey

o Select tha falder from the dist, click the handlz frem the bailem and chiocse ‘Removs’.

= The seleciad foider will be removed from the protecied foiders list. CIS will not generate 2lerts, if the folder is
subjectec to unauthorized access.

0.2.2.5. Behavior Blocker

The Bshavior Slocker is an integral part of the Defense+ engine and is responsitle for authenticating svery executable image
that is loaded info the memary. The Behavior Blocker intercepts =l files before they are loaded and intercspis any
prefetching/caching attempts. It calculzies the hash of the exesutable 2t the peini it attenpts to load ihen compares this hash
with the list of known 7 racognized epplications that ane on the Comodo safe dist. If the hash: matches the cne on recerd icr the
exacutable, then the application is safe and the Eehavicr Biocker allows i to run. If ao malching hash is found, then the
execulable is ‘unrecognized' and is run inside the auto-sandbox. You will be notifisd via an alert when this hzppers.
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The 'Behavior Blocker configuralion panei can be ascessed by clicking ‘Tasks > Advencad Tasks > Cpen Advansad Seitings >
Security Settings > Dafense + > Behavior Blocke?”. This panel aliows you to quickly delermine how proaclive the Behavicr
Blocker should be and which types of #les it shouid check.

OO

5] Detect programs which require elevated privileges e.g. installers or updaters
Show privilege elevation aterts for unknown programs

Define exclusions for behavior blocking

ubeyet

{¥) Do heuristic commangd-line analysis for certain applications |

Detect shelicode injections

Viruscoge menitors e activilies of processes :unning on your computer and alerts you if they take acticns that could polentiadly
threalan your privacy ancfor security. Aparl from forming yet aricther layer cf malware dslection and prevention, the sub-system
reprasents a valuable addition to the core process-maritering funclionality of the Behavior Blecker by introduging the ability to
reverse poientially undesirable actions of software without necessarily blocking the software entirely. This feature can provide
you with more granular control over ctherwise legitimate soitware which requires certein actions (o be impiemented in order ic
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run comrectly.

Virusccpe alerts give you the opportunity to quarantine the process & reverse its changss or tc let the process go ahead. Be
especially wary if a Viruscope &leit pops up ‘out-oi-the-biue' when veu have not made any recent changes 10 vour computer.

Note: The Behavior Biocker coniiguraiion setiing can also be s2t in the ‘Advanced View of the ‘Home' screen beside the Auic-
Sandtox status iini in the 'Defense+ arnd Sandbox pane.

s Aufo-sandbox unknown applications as - Allcws you 1o enzgble cr disabie the Behavior Elocker. i enabled, the
Behzvior Blocker runs unreccgnized appiicaticns inside the auto-sandbox with the access restriclicn as solected in the
crop down rrenu. (Defauft = ‘Enabled’ with ‘Partially Limited’)

~,

Note: The 'auto-sandbox’ referred to here is distinst from the Virlual Desktop ciscussed in Sxindhox Yasks. For the most part,
the ‘auto-sandboy is a nen-virtual environment undar which unrecognized agplications are allowed t run under a set of strici
access restictions {defaull="Partizlly Limiled'}. These resinictions prevent the apglication from taiing aclions the! are camaging
to your system. Users can, however, anzble 'Full Virtualizatlion® of aute-sandboxed files in the Behavior Blocker setiings.

fad NPT N Svrad
T T
LORTIQURRG Aocvass Realrialisn

The Bzhavior 3lecker will auto-sandbox 2n unknown exacutable and restrict its execution privileges azsording to ar access
restriction level set by you. Access restriction levels determine what level of rights a sandboxed application has te arcess cihar
software and hardware resourees on your computer:

»  Partially Limited - The appiicalicn is allowed ¢ access ali operaiing syslem files and resources lke the
cliphozrd. Modification of protecied filesiregistry keys is rot ailowed. Privileged operations lixe loading
drivers or debugging other applications are also not allowed.{Defaulf)

- Limited - Only selected cperating sysism resources can be zccessad by the appiication. The applicziion is
riot aliowed to exesute more thar 10 processes at a time and is rin without Administraior account privileges.

s Restricted - The appiication is zilowed o accass very few operzing svstem resources. The applicztion is
not atiowed to execute more thar 10 processes at a time and is n:n with: very limiled access rights. Some
applications, Ike somputer games, may not wosk properiy under tiis selling.

= Unirusted - The zpplication is not ailowed 1o access any operating s@ﬁﬁ‘,_ref:s)t(zurmgf‘g gﬁ&%ﬁq 6’ .']gta ge 3075
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sllowed ic execute more than 13 pracesses at a time and is run with very iimited accass rights. Some
applizations that raquire user interaction may nct work properly under this setling.
Blocked - The application is not aliowed to rur: at all.

Fully Virtualized - The application wiii be rur. in a vidual environmsnt compietely isolated irom your
operaiing syster: and files on the rest of your computer.

«  Defect programs which require elevated privileges: Allows you lo instruci the Behavior Biocker o display alerls
when an installer or upcaier requires administraier or elevaled privileges io rnin. An installer that is allowed to run with
elevated privileges is parmilted io make changss 16 imponant areas of your computer such as the registry. Refer to the

section

3¢ Sorma Qiey fod sl Rlaet - H
Ungerstanding Securily Slorhs for more delails.

%

You can decide on whether or not to ailow the instalier or updale based on your assessment, from the alert ilsei.
{Default=Enabled)

»  Show privilege elevation alerts for unknown programs : Ailows ycu to instruct the Behavior Eiocker to display
alerts when a new or unfecognized program, pplication or execu!abie requires administrater or elevated priviieges to
un. You can'cecide on whather or not ic atlow the unknown application based on your assessment, from the alert
itsell. {Defauit=Enabled)

»  Define exclusions for behavior blocking - Alicws you ic add file p2ths which are to be exciuded from monitoring by

* the Eehavicr Elocker. The axecittables includad in the exclusions araa are allawed o run withou! autheriicity
checking. {Defauit = Disabied) )

<1
N

37

ste: The files added through this interface will be exemzied cnly from maniicring by Bzshavior Blecker. To exclude a file from
monitening by all the components of CIS including Antivirus, Firewati, HIPS and 2ehavior Biocker, add il to

P .
Tovietan Wian fio?
IHEIST MRES S

To defire exclusicns

Select the ‘Define exceplions for behavior blocking’ checkbox andi click the Exclusions iink. The ‘Manage

Exceptions' dialog will appezr. IBM - Ex. 1002-Part 9 of 10, Page 3076
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Click the hardle at ihe bottom: cf the interiace and chocss "Acd’

You can 2dd iems by seleciing the required option from the drep-down:

.

File Groups - Enables veu to select a category of pro-set filss or foiders. For example, selecting
‘Execuiables’ would enable you o create & suleset for all files with the extensions .exe ¢ll .sys .ocx bat
pif .scr ¢pi. Other such categories avaiiable include "Windows System Applications’ , ‘Windows
Updater Applications', "Start Up Folders’ etc. For more ds!ails on file groups, refer o the saction Fiig
Running Processes - As the name suggests, this option ailows ycu 1o select an appiication or
executable from the processes thai are currently rupning on your PC.

Browse Folders - Cpsns ths 'Browse for Folders’ window and snabies you ic navigate 1o the folder
you wish to add.

Browse Fife - Opens the 'Open’ window and enables you ic navigate to the appiication or fle you wish
1o add.

Aiter adding an item, choose whether or net the child processes of the Fes/applicaiions also need 1o te

excluced from Behavior Blocking using the tog

e swilch under the 'Txslude Child Process’ column.

Click ‘CK’ fo implement your seftings.

Viruscope Settings

Viruscepe monitors ihe activities of all processes, regardless of wheiher they are rurning nonmaily or inside the sandbox.
suspicious aclivily is detected, Viniscone will genorzis a pop-up alert thzt allows vou: to block or zllow the zcivity.

e Enable Viruscope (Recommended) - Allows you io erable or disable Viruscope. If enabiec, the Viruscope monifors

the activi

ties of ail the rurning processes anci generates alerts on susgpicicus activites. (Default = Disabled” )
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Do NOT show popup alerts - Aliows you to configure whether or not to show Viruscope alerts when a suspicious
activity is recognized. Choosing 'Do not show popup alerts’ will minimize disturbances but at some loss of user
aviarensss. i you shoose nol te show alerls then you have & choice of defaull responses that CIS should
aulomztically lake - either 'Quarantine and Reverse’ or ‘ignore’. (Defauit = Disabled }

- Quarantine and Reverse - Moves e process and its parent appiicaticn to quarantine 2nd reverses the
eciion that was taken by the process. (Default)

- Ignore Once - The actior. will be aflowed for one lime. If the same activity is recognized 2gain, an aiert wil
be generated.

Advanced Setlings:

-

Do heuristic command-tine analysis for certain applications - Selecting this option instricis Comodo internet
Securiiy to parform heurisic analysis of programs tha! are cepable cf executing ccde such as visua: basis seripis and
iava applicatienss. Examgle progrems that & aflseted by enabling-this option are wiscript.exs, cmd.exe, java.exe and
iavaw.axe. For example, the program wscipi.exe can be made to exesule visual basic scripts {.vbs fle exisnsion) via 2
command similar to ‘wscriptexe cilesteliestyvbs’. If this eplicn is selected, CiS detects cliestsMestvbs from the
command-iine and appiies ail security checks based on this fle. [i testvbs atlempts to eornect lo the inlemet, for
example, the zlert will state "estvbs' is 2ftempting o connect to the intemet (Default = Enabled).

I this eption is disabled, the alert would oniy stale ‘wsciipt.exe’ is lrying to connect lo Lhe intemet.

RN

Sachiground nale: Heuristics' describes the method of analyzing a file to ascerlain whather it coniains codas Yypical of a virus.
tics is about detecling virus-ike behavior er atiributes rather tharn locking for a precise virus signalure that ma'ches a

Heurist
signaiure on the virus biackist. This helps to identify previously unkrown {new} viruses.

Detect shelicode injections {i.e. Buffer overfiow protection} - Enabiing this setting turns-on the Euffer cver flow
protection.

the boundarias of a fixed-length buffer. The result is thai the exlra dala overariles adjacent memory iocelions. The
overwsitten dalz may include other buffers, variables and program flow data and may cause a prosess 1o crash or
prociuce incorreci results. Thay can be triggered by inputs spacificaily designed to execute malicious code or to make
the pregram operate in an unintendad way. As such, bufler sverfiows cause many sciiware vuinerabiliies and form the
basis of many explcits. )

Suohground: A buffer overflow is an anomalous conditor: where a processiexecutadle atterrpls o store data beyond

Turning-on bufer overflow protection instructs the Cemado Intermet Secarily to raise pop-up aleris in every event of
possible huffer overflow attack. You can allew or deny the requested activity raised by the process under execution

S el

depending on the refiability of the software and is vendor. Sk hase for more datails on the alerts.

Comodo recommands inat this setting 1o be maintained selected always {Defavlt = Enabled).

To exclude some of the file types from being monitoted under Detect Shelicode injections.

»  Selectihe ‘Deleci shelicode injections’ chackbox and click the Exglusions link. The ‘Manage Exclusions’
diaiog will appear.
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Click the hardle fom the betiom of the interface and choose 'Add’

You ¢an add ifems by selecting the required cption from the drep-down:

File Groups - Enables you lo select a category of pre-set files or foiders. For example, selecting
‘Exectiabies’ would snable you ic create a rulesei for all files with the extensions .exe .dll .sys .ccx bal
gif .ser epi. Cther such categories avaiiable include "Windows System Applicalicns’ . Windows
Updater Applications’, ‘Start Up Folders’ ele. For more details on file groups, refer to ihe section Fit

Running Processes - As the name suggests, this option atlows vou to select an appiicaticn or
executable from the processes that are currently running on your PC.

Browse Folders - Cpens ths '‘Browse for Folders' window and snabies you ic navigate to the folder
you wish to add. :

Browse File - Opens the "Oper’ windew and enables you ic navigale to the appication or fle you wish
tc add.

These sattings are recommended for advanced users only.

« " Click 'CK’ to implement your seliings.

6.2.2.5.1. The Sandbox - An Overview

Comodo Internet Security’s new sandbox is 2n isolated operaling envirorment for urknown 2nd untrusted applications. Rurniag
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an application in the sandbox means that it cannot make permanent changes to olher processas, programs or data on your 'reaf
system. Comods have integrated sand-bexing technology directly into the security architecture ol Comedo Intemet Sesurity to
complemsant and strangihen the Fiowali, Defense+ and Antivistus medulas.

Agpiications in the sandbox are exsculed under a carefully seiecled set of privileges znd write o 2 virtual file system 2nd
registry instead of the real system. This delivers the smoothest user experience possible by allowing unkrown appiicaticns to
run and operaie as they normally would while denying them the potential ic cause lasting damags.

Aller an unknown appiication has besn piacad in te sandbox, CIS alsc atiomatically queues it for submission to Comocdo Cloud
Scznners for automatic behavior analysis. Firstly, the files undemge ancther antivirus scan on our sarvers. [i the scan ciscovers
the file to be malicious, ther & is desigraled as malwars, he result is sent back fo the locai installaton of CIS znd the iccal
biack-ls: is updated. Hf the scan doss not d2tect that the file is maiicious then its behavior wili be menilcred by running it in a
virlual envircnment within Comodo’s Insiant Makware Analysis {CIMA) servers and all its aclivities are racorded. if these
behaviors are found lo be melicicus then the sigralure of the sxecutable is automaticzlly added to the antivirus black list. If no
maicious behavior is recorded ihen the file is placed intc 'Unrecognized Files' {for executon within the sancbex) and will be
submitted to cur technicians for furlher checks. The cloud scanning processas iake arcund 15 minutes to compleie and reper
their results back ic CIS.

By uniquely deploying 'sandboxing as security, CIS 2013 offers improved sacurily, fewer pop-ups and greaier ezse of use than
ever before.

6.2.2.5.2. Unknown Files: The Auto-Sandboxing and Scanning Processes

= When an executable is first run it passes through ihe following CIS security inspections:
+  Antivitus scan
«  HIPS Heusistic check .
»  Buffer Overflow chack

«  Hthe processes above determine ihat the e is malware then the user is alerted and the fie is quarantined or
daleted

- AnappFcation can become recognized as 'szfe’ by CiS {2nd herefore not auto-sandboxed or scanned ir: the
cloud) in the following ways:
< Bescsuse i is on the local Comodo White List of known safe applications
- Beczuss the user has zdded the zpplication to the locai Trusied Fifes’

- By tke user granting the instailer elevated privileges (CIS cetecls i an executabis requires admiristrative
priviieges. i it does, it asks {§s ussy. If they choose o trust, CIS regards the instailer and alt files generated
by the insialler as safe}

- Additionally, 3 fiie is not aulo-szndboxed or sent for znalysis in the cloud & it is defined as an Insialler or

Undater in HIPS Ruieset {Sse Active HIFS Rules for more detais)
« - Cloud Scanning Pari 1

Fiies and processas thal pass the securily inspections above but are nol ye! recognized as ‘seie’ {while-
listed) are ‘Unrecognized' fles. In ordsr to try to estzblish whether z fite is safe or nol, CiS wil: firs! consult
Cormodo's File Look-Up Server {FLS) to check the very laiest signature databases:

»  Adigital hash cf the unrecognized precess or file is crezied.

»  These hashes are uploaded !¢ ths FLS 1o check whetker the signeiure of the lile is presant on the
iatest databasss. This database contains he iales!, gicbal biack list of the signatures i all known
malware and 2 white iisl of the signatures of the 'safe’ files.

+  First, cur servers check thess hashes against the latest available black-iist
»  [|f ihe hash is discovered o this blacklist then il is maiware
o The resuit is senl back o the iocal instaflation of CiS
o {f the hash is noi on the lates! dlack-fist, if's signature is checked agzinst the latest white-list
s | the hash is discovered on this white-Iist then it is trusisd J
«  Therestlt is sent back to local instaliaticn of CIS
»  Theiozzl white-fisi is updated
»  The FLS checks delailed above are nsar instantanecus.
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Sandbox and Cloud Scanning Part 2

If the hash is not on the latest black-list or white-list then it remains as 'unrecognized’. CIS simultaneously
takes two distinct but complementary actions -

{15 % will run the urrscognized file in the auto-sandbox so that i cannot access imporiant operating system
files er damage your computer .
s .

(2 I will leverage Comocin’s Cloud Scanning fechnclogy to dateriming whether the e behavesin a
malicious fashicn. .

Unrecognized fiies ard applicaiions will be isclated and run in the auic-sanchex. CiS will alert the user that it
is going to rur: the appiicatien in the sancoox.

By deiauit, aulo-sandboxad applications are sun with ‘Partially Limitec” restrictions. ]

More daail: Autc-sancboxed applications are elfowed o fun under a specific sel of conditions or privileges.
In CiS, thes= are known as ‘Restriction Leveis’. In part, auto-sanbox restricticn leveis are implemented by
enforcing o7 reiaxing the native access rights that-Windows can granl i¢ an applcation. There are six levels -
Partially Limited, Limited, Restricied, Unirusted, Blocked and Fully Virualized. ‘Partislly Limited! 15 the dafault
Testriction level for auto-sancboxed appiications, bit you can change this to a different levei in the Bshavior
Blocker Sellings panel:

+  Pariaily Limited - The applicalion is allowed to access all operaling system flles and rescurces like te
clipboard. Modification of protscted files/registry keys is not zllowed. Privileged operations ke loading
" crivers or dsbuqging other applications are aiso net allowed (Default)

»  timited - Only selscied cperating sysism resources can be sccesssd by the appiication. The
apglication is not allowed to execule more than 10 procasses & 2 time and is rur: withcul Admirisizator
account pivileges. '

s Restricted - The application is allowed to access very faw operaling system resources. The application
is not ailowed to exscute more than 10 processes al a time and is run with very limited access righls.
Some apglicetions, ke computer games, may rol work progery under His setling.

«  Untrusted - The application is nct alicwed to access any operaling system resources. Ths application is
not allowed ! exscule more than 10 processes at a time and is run with very imited access rights.
Some applicztions that require user inferzction may rot work properly under this selting.

»  Blocked - The agpiication is rol atiowed to rur: at all.

o [uliy Viriuaiized - The appiicaticn will be run in a virual envircniment completely isofated from your
cperaling sysiem and fies on the rest of your computer.

Unrecognized fiies are simultaneot:siy uploaded to Comede's Instant Mahvare Anaiysis servers for further

checks:

o Firstly, the fles underge another antivirus scan on: cur seivers.

o I the scan discovers the e © be malicicus (for example, heuristics discover it is a brand new vadiant)
then it is desigrated as malwarz, This resull is sent back to the local instaliation of CIS and the lozal
ang giobal black-list is updaied.
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+  If the scan doss not detect that the file is malicious ihen it passes onlo ths the rext siage of inspeciion -
behavior monitoring.

= The hehavior analysis system is a cloud based sarvice that is usad to help determine whether a file
exhibits malicicus behavior. Orce submiiled to the sysiem, the unkhown executable wilibe
autematicaliy sur in a viitual environment and all actior:s that it takes will be monilored. For sxampls,
processes spawned, filas ang registry key mocifications, host state changes and network activity will be
reorded.

= [f thess behaviors are icund to be malicious then the signature of the exacutable is autematicaliy
added to the antivirus black iist.

«  If no maticious behavior is recorded then the file is placed into 'Unrecognized Filas' and will be
submitted 1o our technicians for further checks. Note; Behavior Analysis can identify madicious files and
add to the global black list, but it cannct declare tha! & fiie is 'safe’. The staius of 'saie’ san only be
given to & fiie after more in-depth checks by our techinicians.

+ I either case, e result s reporied back to your CIS installaiion in approximately 15 mwinutes. | the
executabls was nct found to be malicicus then it will be wun in the auto-sanddox. it will simultaneously
be agdded o s '‘Unrecognized Fiies’ list znd uploaded io qur technicians for analysis. I it is discovered
to be a threat then CIS will show an AY alert to the user. From this alert the user c2n opt to quarantine,
ciean (deiete} or disinfect the malicicus file. This new threat will be automatically added to the gicbal
black fist catebase and therefore benefit ali CiS users.

6.2.2.6. Configure the Sandbox

The 'Sandbox’ section of ‘Advanced Seilings’ allows you to view, manzgs ard add applications which shouid aiways De run
inside the sandbox. A sancboxed appiication has much less opportunity {e damage your compuler because i is run in a virtua
environmer! isclated frem your operating systam and your files. This allows you to safely run applications that you are not 1£0%
sure azout. When adding a nevs appiicalion, you can alsc set tha! particular appiicalion’s 'restriction level’ (this determinas the
degres of access that the applicztion has to your ‘rea?’ sysiem) and the amount of resources it should be aliowed to consume. If
you do not seiest a restiction level then it will run as "Fully Viruatized'

The ‘Sandbox area allows you: 1o coniigure settings that applv to all sandboxed pregrams. Other sandbox-rzlated options
inciude the ability o passwaord grotect the Virtual Desktop. Fer easy identification, Comodo Intemst Sacurily will show a green
border arourd programs that zre rurning in the sancbox.
+  The 'Sancbox’ panei can be accessed by clicking Tasks > Sandbox Tasks > Open Advanced Sstlings > Security
Setlings > Defense+ > Sandbox
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Click the followirg links fo fing out more about each section:
o Sanciboxed Programs - Add and conligure programs that should atway's run sandboxed

Fiies dowrloaded or generated by sandboxed applications that you wist: ic be abie to

s Shaved Space Sw. ngs -
acoess from your real systen: should be cownioadad to the shared space

uai Daslitop - Create an ‘exit’ passwerd for the Viftuat Desidop. i set, the Virtual Desktop cannct be closed or

minimized untit the correct password is enlerec. This prevents gussts or younger usars from axiling this sandbox
environmenl.

The ugper pane lists all orograms that ycu have addad to sandbex aleng with their instafiation palhs and their access resltrict
level. Because the sandbox is isclated from your operating syslem, any programs that are known lo be problematic or {c cause
confiicts with other seftware can be safely run in the sancbex.
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In the list below, you will find the applications that will be autematically run inside the Sandbox
when they are executed.

RO A ISR AR AR A A AT A ANAR

\H‘\\"\H\%‘wH\'\\H\\\\HH\\\H\H\*’n\\\\'\\\\

in the list below, you will find the applications that will be automatically run inside the Sandbox
when they are executed.

s Click ihe chevion on the lefl side of ths column header and selsct the search enteria from the drap-down.

s Enler the name of the appiication in pzrt or full in the sezrch field.

s (lick the right or left arow at the far right of the colurr: header to begir: the search. -~
- Click e N icon in the search field 1o ciose the search option.

Clicking the handle at the bottom ¢f the pare opens the sandbox tools panel:
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o &dd- Sllows you {0 add programs that should be run in the sandbox in fulure.

o Fqil - Aliows you o ecil sardbox options for a selscted pregram in the iist.

«  Ramove - Releases the cutently seiected pregram from the sardbox

< Purge - Checks that all fites listed are aciuaily installed on your computer 2t the path specified. if not, the file cr the file

growp is removed (purged) from the list.

Note: Programe added o this list will aiways be executed inside the sancbox. if you want t6 run an application ir: the sandbox
on a ‘ore off' basis instead, you can o  in two ways:

»  Right click on the program or {ile to be opaned from the Windows' Explorer and select ‘Run in Comodo Sandbox’

o Flip the 'Scan objects’ pane in the CIS Heme sereen to show "Sancbox Objects’ and drag and drop he program or
file from Windows Explorer to the pane . .

r

To manually add a program to Sandbox

i
«  Click tha handie at the bottom and select ‘Add’”: -
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$ars il peand Iage sonfatiadayy
UL WA NN D8 FESTINIRY

Limit maximum memory cansumption to

7| Limit program execution time {0

«  The 'Manag2 Sandboxed Program’ interlace will opern:

By th operst

To add a pregram, you can manually enter the path ic the 2xecutable or click ‘Browsa' to add the program by cheosing:

«  Files - Allows you ‘¢ navigate lo the execulable of the program you wish ic add.

- Runhing Processes - Aliows you to add a program ‘e the sanchox by choosing a ninning prosess.

Settings:

= Sel Restriclion Level - The Access restriction level determines the amount of privileges a sandboxed applicaticn has
1 access oiher software and hardware resources on your computer. (Default = Disabled)

> Setan access restiction level by 2nabling the 'S¢t Restriction Level’ check-box and choosing a ievel iom the drop-

cown.

7

e i you o nol et a restriction level, CIS will zulomatically apply a lavel of 'Fully Viruaiized'.
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- Fully Virtualized - The application wiil be run in a viftual environment compiletely isolated from your
oparating system and files on the rest of your computar,

> Unirusted - The application is not allowed 10 access 2ny operating system rescurces. The application: is not
allowad ic execute more than 19 procssses at a time and is run with very limited access rights. Flease nole,
scme applications that require user inferaction may ot work properly under this selting.

- Restricted - The appiicaticn is aflowed ic access very few operating system rasources. The applicatior: is
nol aliowed o sxecute more than, 10 processes at a time and is run with very lisrited access nghts. Pleass
note, applications fike computer games may not werk propesy under this seiting.

«  Limited - Orly selected cperaling sysiem resources can be accessad by the appiication. The apglicatior: i
rot aliowed to execute more than 10 processss at a time and is not allcwed to execute actions that require
Administrator accouni privileges. Access to many system rescurces, like the clipboard, are also prohibitec.

- Partially Limited {(Defaulf)- The spplication is aliowsd to access ait operaling system files and resources
like the clipboard. Modificalion of protected fiies/regisiry keys is not allowed. Privilaged operations like
loading drivers or detugging cther appiications are alss not allowed.

Limit maximum memery consumption t6: You can define how much system memory can be ailocated 1o the
application by seiecting this check-box then entering the desined memoty {in MBj) i the combe box beside it {Defauft
= Disabled).

Limit the program execution time 1o: You can deline how iong the pregram s allowed to run by selecting this check-
box ther entering the fime (in seconds}. The program wiii be terminated after this ime hes elapsed. (Default =
Disabled).

Click OK to add the program: to the list of sandboxed programs. From this point omwards ke application will bs run in
the sandbox. }

If vou wish to remeve il at a iater dale, simpiy select it in the list and click ‘Remove’. Nexi time you execute this
application it will run outside of the sancbox {presuming it is not then detected 2s malicious or automatically

Do I8 st darisng o o Lot
sandboxed as of e saashoxing pracsss).

To edit the restriction settings for an apglication inciuded in the sandbox, select the apglication and click 'Edi. The
process is same as expiained in adding 3 program o sanEdox.

'Shared Space’ s a dadicaled area cn your locai drive that sandboxed applicaticns are periitted to write to and which can alse
bs accessad by non-sandooxad applications {hense the term "Shared Space’). For example, any fifes or pregrams you download
via & sancboxed browsar that you wish to be abls to access from your real system: shouid be downiozded to the shared space.

This foider is also used by the Virtual Desktop and is locatec by default at ‘C/Program: ata/Shared Space”.

~

/

You can aceess the shared space folder in the following way's:

°

Clicking the "Shared Space’ shorteut on vour cerputer desklop
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«  Clicking 'Shared Space’ butten on ths CIS interlace
»  Opening 'Sandbox Tasks' from the Tasks interface then clicking 'Open Shared Space .

* By defaull, sandbexed applications can access lolders and fiies oa your ‘real’ syslem: but canrot save any changes o
them. However, ycu czn defins exciusions (o this rule by using the 'Bo rot virtualizs access c...” links.

To define exclusions for files and folders v

«  Enable the ‘Do not vidualize access to the specified flesfoldars’ check-box then click on the wonds ‘ths specified
fiesfiolders’. The ‘Manage Exclusicns' dialocg wilt appear.

You can search ior spscific exciuded pzih, fiie of folder from the iist by clicking the search ico
the column header and entering the name of the filesclder in full or part. You can navigate throu
rasults by ckicking the left and nght arrows.

s {lick iho handie at the bottom: to open iz 1ools menu then dlick 'Add’.

Files - Allows you o specify files or applications that sancboxed appiicaticns zre zble to access
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Folders - Specify a foider that can be accessed by sandboxed applications
File Groups - Enables you to choose a category of files or folders to which access should be granted.

- For sxampls, seleciing ‘Exacutebies’ would enable youi to create an exciusion for all files with the
extensions .exe .dll .sys .ocx bal pif .scr.cpl. For mors detaiis on file greups, refor to the section Fite
Sroups,

> Rupning Processes - Allows you to specify a parent program that sandboxed appiicalicns are abie to
access by choosing a running process.
o Toedit an exclusior, select it irom the list, click the handle to open the iools menu then select 'Edit'.
«  Chznge file or foidsr location path znd ciick 'CK'
»  Click "OK' o implemant your sellings
°  Te manage available file groups, click the ‘Groups’ buttor: from the fools menu. The 'Manage File
Groups’ cialog aliows you to view, add and edit fiie groups. Piease refer to File Groups if you need
more information with this area.
To define exclusions jor specific Registry keys and values
< Enable the 'De not viftualize access to ths specified registry keysivalues' check-box then click on the words ‘the
specified registry keysivalues’. The 'Manage Exclusions’ dialeq will appear.

You can searct: ior spacific exciuded Regisbry Keoys or Values from: the iist by clicking the search icon at he fer
right in the column hsader and sntering the name of the keyfvaiue in fuil er pari. Yeu can ravigate through the
sucoessive restlts by clicking the left and right amows.

~  Click i handie al the botiom to open he 1cols menu then click 'Add’.
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* Registty Groups Allows you to batch seiect a predelined group of i'rportmt tegistry keys as exclusions.
For an exglanatien of CiS registry groups, refer to the seclion Registry Groups.

«  Registry Entries - Cpens an interface that allows you o quickly browse Windows reg
them as exclusions:

e S LI EEeebs S PRt EEEEL VEOTLN TR ER I RS R (0 1E T )
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N
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KL, SCFTWARE \Cuckoo\*

AdTrustMedia
& CO7ftoY

& Microsoft
Mozilla
2 MozillaPlugins
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o Click 'OX' to implement your settings.
»  To edil an exception, first sslect it from the list, click the handle to open the iceis menu then select 'Edit'.

o Edt the key path and click CK.

AT

Edit File Path
| JKLM\SOF TWARE\Cuckoo\*

TNy

’

- Toview ang manage Registry Groups, click the handle at the botiom and select ‘Groups’. From here you can
adc/remove registry grouns, rename a groups and add/mmove individual keys tofirem a group. Note - any changes
you make here are not limited 1o registry group ‘exclusions’, they apply to registry groups overall. Refer io the section
Registry Groaps for more delalls on managing registry groups.

Other Setlings:

>  Enable automatic stariup for services instalied in the sandbox - By ceiauii, CIS does not permit sandboxed
semvices ic run at Windows stariup. Select this check-box lo allow them to ¢o so. { Defauit = Disabled)

= Show highlight frame for virtualized programs - if enablec, CiS displays a green border around the windows of
programs that are runring insids the sandbox” The following example shows an .ot document opened wilh a
sandboxed version OpenOfiice Writer:

N R e, R R R R e A R R

S

L

Trojan Horse

The Trojan Horse is a tale from the Trojan War about the subterfuge that the Greeks used to enter the
city of Troy and win the conflict. In the canonical version, after a fruitless 10-year siege, the Greeks
constructed a huge wooden horse, and hid a select force of men inside. The Greeks pretended to sail
‘away, and the Trojans pulled the horse into their city as a victory trophy. That night the Greek force
crept out of the horse and opened the gates for the rest of the Greek army, which had sailed back under
icover of night. The Greeks entered and destroyed the city of Troy, decisively ending the war.

The main ancient source for the story is the Aeneid of Virgil, a Latin epic poem from the time of
Augustus. The event is referred to in Homer's Odyssey. In the Greek tradition, the horse is called the
{Wooden Horse" (Aovpetog, Tmog, Dotreios Hippos, in the Homeric Ionic dialect).

-iIvIetaphorically a"Trojan Horse” has come to mean any trick or stratagem that causes a target to allow
a foe into a securely protected bastion or space. Malicious computer programs which trick users into
running them as routine, useful, or interesting are called Trojan horses.

The Virtual Desktop Settings arez allows you ic password protect your Vistuat Deskiop. Once 59, the password has ‘o be
eniered every fime wher the Virtual Desktop is ciosed.
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The exit password for the Virtuai Desktop asts as a security measure to prevent guest users or younger users fram exiting out of
the isclaied environment you have prepared for them and potentially exposing the reai systam ic danger.

To set an exit password for Virtual Deskiop:

»  Seiect the ‘Protact Virtual Desklop with a password’ check-box ther: click the words password. The 'Change passviord
dizlog wil: appear.

Password: ieessssse

Retype: g.oooo.oo

«  Type a password which coniains a combination of alphzbetic and numeric characlers zna symbels which canrotbs
¢asily guessed by cthars. We recommend a password cf at ieast 8 charactar in length.

o Re-enter the password in the ‘Retype’ field then ciick "CK’.

You wili now be zskeg for a password every ims yeu exit the Virtual Desklop.
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6.2.3. Firewall Settings

The Firewai component of Comodo Internet Security offers the highest levels of securiy against inbourd and cutbound threats.
it checks that ail network traffic in and cui of your computer is legitimate, it stealths your computer’s poris against hackers and it
blecks maiicious software frem transmiiting your confidential data over 2 Internet. Comodo Firewall aiso makes it easy ier you
to spacify exaclly which applications are aillowed to connect to the inlemet and immediatsly wams you when there is suspicious
activity. Also you can ccnﬁgu:‘e rulas to allow or block access 1o specific websites for particular users of your computer,

Do NOT show popup alerts
¥] Enable automatic detection of private networks

Enable Trustconnect alerts

¥} Tum traffic animation effects on
£ Create rules for safe applications
Set alert frequency level

Set new on-screen alert timeout to

5] Filter IPv6 traffic
Filter loopback traffic (e.g. 127 XXX, 11
Block fragmented IP traffic
7] Do Pratocol Analysis
Enable anti-ARP spoofing

The ‘Firewall Settings’ area has several sub-secticns thal aliow you to configure overall behavior, configure network zones and
portsels and {for acvanced users} ts configure and deploy traflic fitering ruies on an applicalion specific and global basis.

Click ths following links to jump to the seclion you need helg with:

tings - Configure settings that govem the overall bshavier of ths frewal: co

a3 - View, create and modify rulas that defermine the netwerk access privilages of individual

apphcam:'xs or :,pec=f c types of appiication

View, creale and modify nules that apgly to ail iraffic flowing in and otit ©

redefired collections of frewail ruies that can be appiied, oui-of-the-box, lo Intemel capatle applications

rowsers, email clients and FTP clients.

33 - A network zore is a named grouping of one or more IP addressss. Cncs created, you cal

cne as the Lar:et of firewail rufe. ,

- Pradafined groups of regularly tsed ports that can used and reused when creating Irafiic filering rules.

fisst - Creale website fitering ruies which let vou determine which sites certain users can or canrot

tes: Both gpplication: ruies and global rules ase consulted when the firex mal is determining whether or|

of your cemputer.
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not to aliow or bleck a connection attempt.

- For Outgsing connection attempts, the application fuies are consuited first then the giobat rules.

- For incoming connection atiempts, the glohal rules are consuited first then application specific rules.
g

6.2.3.1. Firewall Behavior Seltings

Firewail Setiings pane; allows you to quickly sonfigure overall Firewell seltings and is divided intc three mair: areas:

ey T Qi
.o Goperad Seitings
o Slovd Sefiings
NN oo $3
= Advanced Toiags

] Enabls Firewall {Recommended)

rvall whinh §iters in

Do NOT show popup alerts

Enable automatic detection of private networks

{¥] Enable Trustconnect alerts

] Tum traffic animation effects on

Create rules for safe applications

Set alert frequency level

Set new on-screen alert timeout to

Filter IPv6 traffic

Filter loopback traffic (e.g. 127 xxx, ::1)
Block fragmented IP traffic

Do Protocol Analysis

Enable anti-ARP spocfing

«  Enable Firewall - Allows you: to erable or disable Firewall proéection.(befault and recommended =Enabled)

status link beside Firewall in the Firewal: pane.

Nae: The Firewalt configuration setings can also be modilied in the 'Advanced View' of the Home screen by clicking fhe - '
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if enabled, you can also choose the security level frem the accompanying drep-down menu:

—
-~
H

irewail Sattings

Fhis sntion enaiiss firswali v

i
O
Q
z
O

T show popup alerts

motmatinw af
R A R N &

The choices avaiiadle are:

- Biock All: The firewall biocks &l iraffic in and out of your compuler regardiess &f any user-defined configuration and
sulss. The firewall does not zitsmpt to lezm the behavior of any application and does not zutomatically create iraffic
rules for 2ny appficaticns. Choosing this oplion effeciively prevenis your computer from accessing 2ny networks,
including the Internel.

»  Custom Ruleset Mode: The firewzll appiies ONLY the custom security configurations and sistwasi Stal¥is sulss
speciied by the ucer. New users may want to think of this as the ‘Co Nai Leam’ setting because the firewail does not
atternnt 1o ieamn the behavior of any applications.-Nor does il-automalicaily create network traffic rules for-those
applications. You wili recsive 2lerts every time there is a connection attempt by an appiication - aven for applications
on the Comodo Salz iist {unless, of course, vou have spacified ruies and poficies that instruct the firewall to trust the
application’s conreclion aflsmpt}.

If any application trias to make a connection to the culsice, the frewal: audits ati the loaded components ard shecks
each against the fist oi componenis already aliowed or blocked. if a conyponent is found to be blocked, the entire
application is denied Internet accass and an aisnt is generated. This setling is advised for experierced firewall users
that wish to maximize the visibility and contrel over trafiic in and out of thair computer.

»  Sale Mode (Default); While litiering network trafiic, the frewal: automatically creaiss ruies that allow ail traflic for the
semponents of applications ceriified as "Safe’ by Comodo, if the chackbox Creale rales for ssfe sppifeations is
selecied. For non-certified new applications, you will receive ar alenl whenever that appiication atiempis 1o access the
netwerk. Should you chocse, you can grant that application intemet access by chocesirg Treat this appiicaticn as a
Trusted Applicalion’ at the zlert. This depioys the predelined firewall sufesel Trusted Application’ onto the
application.

"Safe Mode' is the recommended sstting for most users - comiining the highest levels of securify with ar easy-io-
manage number of connection alerts.,

+  Training Mode : The firewall monitors network traffic and create automatic allew rules for ali new applications until the
security leval is adjusted. You will not receive 2ny aieris in 'Training Mede' mode. if you chcose the Training Moda'
seliing, we advise that you are 150% sure that all applications instailed or: your computer are assigned the sarreat

Srasnelt Neeate viehia
SOIEEN ATCALE NEME.

- Do NOT show popup aleris - Configure whether of not you want to be nctified when the firewail encounters a request
for network access. Chossing ‘Do NGT show popup alerts’ will minimize disturbances but & some loss of user
awarensss. (Default = Enabled)
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et

1 you choose net 1o show alerts then you have a chaice of defatit responses that CiS sheuid automatically take -

eiiner 'Block Requests’ or 'Aliow Requests’.

¥ Do NOT show popup alerts

i Enzble automatic detection of

N
pa

= Enable automatic detection of private networls - instructs Comede Firewail ic keep meniicring whather vour
compulter is connecied o any new wired or wireless netivork. The frewali will display ar: alerl as sheivn beiow if it
detec!s = new neiwork {for example, when you connect to a wired heme or office network or 2 Wi-Fi network).

tdwemo..

Do not detsct new netwarks again

You can sefect ihe type of new network you are connecied to, so that the firewall configuration is optimized for the type
of connection. Comodo recommends users 1o ieave this option &t its defaull, enabied setting {Default = Enabled}.

Enable Trustconnect alerts - if you are conrecling to Intemet at a pubiic place kke an aiipert or & coffes shop then you are

potentially axposmg yourself to danger. Unsecured public networks can aliow oiher people (o 2asily eavesdrop on vour

communicaiicns or even gain ccess ic your compuier to steal your confidential infommalion. In order to safeguard 2gainst such

attempts, Comaode recoimirends you encrydt veur cennscticr in pubiic hotspots using TrustConnect - a secure internat proxy

service.

if selected, Comodo Finewall will display an alezt if it detects vou are connecied to the InlISérmt lhtmxgtl 665? é?l_{céj S?I\T'ﬁrkPage 3096
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£ Enaile zutomatic gatecticn of private networks

LS

Z

Enable Trustconnect alerts

Turn fraffic animation efiects o

z

.

"o Unsecured Wiseless Networks Only (Defauft) - TrustConnest alerts are displayed only if you are
connecting to an unencrvpted wireless network. Co

= Public and Unsecured Wireless Networks only - TrusiConnect aleris are displayed whenaver you
sonrest to a pudlic wireless network irrespective of whether the connection is encrypled

You wili be alerted and offered the r*ppo*umty to secure the cornacton via the icllowing rotification:

W{\\\\{\{{\QQ\\&Q\\:{Q\{\\{\\{\\“\\\\\\\\\\\\\ 3\ AR LI TR R A

ilsiiiiiiinii:

in an unszcured wireles s netwarl, your cammunication is visible s everyone in the
sante petarnrh,

Turn traific animation efiects on - By detault, the Comaede inteinst Security’s ‘Shield’ tray icon dispiays a small
animatior whenever lraffic moves !c or from your compiter.

If the traffic is outbound, you can see green arrows moving upwarcs on the rgr hard side o7 the shield. Simiariy, for
irbound trafiic you ¢an see yeliow arrcws moving down the leit hand side. This provides a very useful indicator of the
reak-time movemsnt of dela in ang ot of your computer. Clea this check box If you would rather not see {his
animation {Default = Enabled).

° Create rules for sale applications - Comado Sirewall trusts the applications if:

»  The applicatiorfiiie is included in the Trusted Filss iist under File Raling Settings;

»  The applicatior: is from a vendor included in the Trasted Sofhware Venders list under File Rating Ssttings;
R
= The application: is included in the extensive and constantly updated Comodo safelist.

D1

By default, CIS doss not automatizzlly create ‘al fow’ ruies for safe armlvcallors This helps saving the rescurce usage,

simplilies the rules intarfass by raducing the swmber of 'Allewed’ nuies in it, reduces the number of pop-up aleris and is
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bensfisial io baginrers who find diféiculties in seiting up the rufes.

Enebling this checkbox instructs CiS io begin learning the behavior of safe 2pplications sc that it can automatically
genarale ths 'Allow’ rulss. These rules ars fisted in the Agpication Rules interface. The Advanced users can
editmodify the rules as they wish {Default = Disabled).

Raciground Nete: Prior to version 4.x, CIS wouid autormatically add an aflow ruie for ‘safe’ tles to the rules interiace. This
allowed advanced users io have granuiar control over rules but could also iead to 2 ciuttered rules inferface. The conslant
acidition of these 'allow’ rules and the correspording reguiremert to leam the behavior of applicaticns that ars already
considered ‘safe’ aiso tack a fell on systemn resources. in version 4.x and above, ‘gllow’ rules for appiicalicns considered 'safe’
are not autornaticaily created - simplifiing the rules intsrfacs and cutling resourse overhead with no less in security. Advanced
users ¢2n ra-enzble this setting if they require the ability to edit rules for safe applications {or, informally, if they preferred the
way rules were created in CIS version 3X;. .

»  Setalerl Frequency level - Enabling this cplicn allows you 16 ecnfigure the amount of aierts thai Comedc Firewall
generates, from the drop-down. I should be noted that Lhis does net affect your security, which is determined by the
sulss you have configured (for example, in ‘Anglication Rufes' and 'Global Rufes’). For the majonity of users, the
cdefault seiting of 'Low is the perfect lavel - ensuring you are kept informed of sonnesticn atternpis and suspicious
behaviors whilst nct overwhetming you with alert messages. (Defauft=Disabled)

]

fulieg for sale apphcaiions

&) Set alert frequency level

The options available are:

«  Very High: The firewali shows separate aierts for culgoing and inceming scnnection requesis for both TCP
and UDP pretosols o specific poits eng fer specific 12 addresses, for an appiication. This selling provides
the highest degree of visibiiity to inbound and outbound sonnecticn aitempis but leads to a proliferation cf
firewall alerts. For exampie, using a browser ic connact 1o your Internet heme-page may ganerate as many
as 5 separate aleris for an culgoing TCP conneclicr: alons.

- High: The firawail shows separate alerts for otigoing and ircoming connection reguests tor both TCP and
UDP grotocols on spesific perls for an epplication.

- Medium: The firewall shows alerts for ouigoing and ircoming conneclion resquests tor both TCP and UCP
protocois for ar: application.

- Low: The firewall chows aieris for culgoing and incoming cenhection requasts for an application. This is the
satling recommended by Comodo and is suitebls for the majorily of users.

o Yery Low: The firewall shows only one alert for 2n appiication.

The Alert Frequency satiings refer only io cornaction attempts by appiications or from IP addresses thal you have not
(vei) decided to trust. For example, you vould specify & very high aler frequency levet, bul not receive any alerts at all
if you have chosen ‘o fust the application that is making the cornsction attempt.

»  Setnew on-screen alert time out to: Determines how long the Firewali snows an alert for witheul any user
intervention. By defauit, the fmeout is sef at 125 seconds. You may adjust lhis setling o your own preference.

Comodo Frewall icaturas agvanced detestion sellings ic heip protect your compuler against commen ypas ¢f denial of service
(DoS} altack. ‘When leunching a derial of sewice or floed’ allack, en attacker bombards a target machine with sc many
cornsction requests that vour computer is unabls fo accep! egitimzis connections, effectively shutling down your wet, email,
FTP or VPN server.

IBM - Ex. 1002-Part 9 of 10, Page 3098
IPR2025-00379 (IBM v. Croga)



i 4 v i AR

< Filter P v6 traffic - If snabied, CiS wili fillsr 1PV natwork tratiic in addition io iPvd traflic.{Defeult = Disabled).

Raskground Note: IPv6 stands for intemet Protocoi Version 6 and is intended to repiace Intemet Protocot Versicn 4 {1Pv4).
The move is primarily driven by the anticipated exhaustion of availabie IP addresses. IPv4 was deveioped in 1981 and is still
the most wigsiy deploved version - accounting for almost ali of teday's Intemet iraffic. Howevsr, because IFPv4 uses 32 bits for
IP addrasses, ihere is a physical upper iimit of around 4.3 billior possible iP zddresses - a figure widely viewed as inzdequate
to cope with the further expansion of the internat. [n simple terms, the nurmber of devices requiring IP addresses is in danger of
exceeding the nuimber of IP addresses that are available. This hard limit has alreacy led i the development of ‘work-around’
soiutions such as Network Address Translziion INAT), which enable multiple hosts on private networks to acosss the Intemnet
using a single IP address.

IPV6 on the other hand, uses 128 bils per address (deiivering 3.4x1038 urique addresses} and is viewed as the cnly realistic,
long term soluticn to IP address exhaustion. IPV6 also implemants numerous enharcements that are not present in iPvd -
including greater security, improved support for mobita devices and mare sfficient routing of daia packets.

> Filter joopback traffic: Loopback connections refer 1o the internal cemmunications within your PC. Any data
transmmilted by vour computer through a loopback connsction is immediately &lso received by it. This invoives ne
cenneclien outside your computer o the Intemet or a local network. The IP address of the ioopback network is
127.0.8.1, which you may have heard refemmed to under &is domain name of ‘hitp:/localhost’ i.2. the address of your
ccmputar. Loopback channet atiacks car: be used o Hiood your computer with TCP and’er UDP requests which can
smash vour iF stack or crash your computer. Leaving this box checked means the firewall iter traffic sent through this
channsl. communiczis using the loopbzack channel. (Default = Enabled).

+  Block Fragmented [P traffic - Ywhen a connection is opened batween two computers, they must agres or a
Maximum Trznsmission Unit (MTU}, IP Datagram fragmentation cccurs when dala passes through a rouier with an
MTU less than the MTU yeu are using i.e when a datagram is langer.than the MTU of the natwork cver which it must
be sen, it is divided inlo smalier 'iragments’ which: are sach sent separalely. Fragmented 1P packets can crezis
threats similar to s COS attack. Moraover, thesa fregmeniations can doubie ths amount of ime it takes ic serd a
single packet 2nd slow down your downrload time {Defauit = Disabled).

» Do protocol Analysis - Profccoi Analysis is key to the detection of fake packsts used in denial of service altacks.
Checking this option rmeans Comodo Firewall checks every packel conforms o that protocols standards. If not, then
the packeis are blocked (Defauit = Disabfed).

= Enable anti-ARP spoofing - A gratuitous Address Resoiutisn Protecol (ARP} frame is an ARF Rapiy that is broadcast
10 all machines in a network and is not in response to any ARF Request. When an ARP Reply is broadcast, all hesls
ars required ! update their iccai ARP caches, wheiher of ot the ARP Repiy was in response to an ARF Request figy
had issued. Graiuitous ARP frames are importar 2s they update your machine’s ARP cache whenever there s a
changa ‘o another machine on the network (for exampie, if a network card s replaced in a machine on the network,
then a graluiicus ARP frame informs your mechine cf this change and requesls 1o update your ARP cache so thal data
can de correctiy routed). However, while ARP czlis might be relevant to an ever shiiting office network comprising
many machines thai need to keep each other updated , % is of far less relevance to, sav, a single compuier ir vour
home network. Enabling this setting helps to biock such requests - protecting the ARF cache from poteriially malicious
updates {Default = Disabled).

Whenever an agplication makes a recusst for infemet or network access, Comodo Firewall allows or danies this request based
upon the Firewall Ruleset thai has been spscified for that application. Firewsll Rulesels ars, in tum, made up from ore or more
indivicual network ascess rules. Ezch individual network access fuie contains instructions that determine whether the applisation
shouls be aliowad or blecked; which protocols it is aiowed to use; which ports it is aliowed fo use and sc icrth,
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The application’s name
is listed directly above
the rules applied to it

AN

2000 TS W Atlive SR Co

The rule applied to an
anplicativn delviniines s
netwaork access rights

DN

RS RESRE R

“\\W\\\\\?\\M\\“ o’
\\\:\‘
Name of the

pre-defined ruleset

Each ruleset is derived
from atleast sne but usuaily
a cormbination of S
individually configurable rules |

The first cclimn, Application, dispiays a list of the appiicaticns on.your. system for which a Firewali rulsset has been depioyed.
if the application belongs 1o a file group, then all member applications assume the ruleset of the fite group. The sesend column,
Treat as, column displays the name of the Firewali ruleset assigned e i epplication or groug of applications ir: colimn one.

You can uss the search ogtion fe find a spacific nama in the iist.
.

’

To use ihe search oplion, click i3 search ico

at the far.dight in the column header.

\

»  Click ihe chevron on the Ioft side of the column header and selsct the search entedia from the drop-down.
o Enter partly or fully ths nzme of the itemn as per the selected csteria in ihe search field.

‘t
o Click the right or left amow at the far right of the colum: header to begir: the search.

-« Click e N icon in the search field 1o ciose the search option.
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General Navigation:
Clicking the handle at the bottom center of the interface epens 2 ruie control panat:

AL R YRR EEAR)
:lnunl|||||-||llnl|’|‘|lt

Ada a newADp te it’s ru!ese {. See the sections ‘Crsa
" and "Adaing

e Edit- Alows the user to medify the Flrew<-|l rule rruleset of ihe selecled application. See the sactions ‘Creating

> & & Wi Y
or Modifylng Fiy \.“"3}5 Rules’ and ‘Sdding &

";
&2,
[
'/,.
‘:.2

F<3

9)

& 3
(,-:
’?L
,7,‘1

& Q@

= Remove - Deletes tha selecied ruleset.”

»  Purge-Runsa syste’r‘ check o verify that 2ll the applications for which ruleseis are lisled 2rs actually installed
on the host machine ai the path specifiad. d not, the rule is remeved, of ‘purged’, from the list.
if you wish to modify the firawail rislaset for an appiication:

s Doubie click on the application name ¢ bagin ‘Troating or Madilying Firewal Sules
. oelqc‘ the app lcatm name clh,k ths 1andle =! the bottem right and choose "Edit’ from the optlions to begin

2

.

+  Selectthe ﬁpecmc rule nd ¢t |ck the hardle at the boitom center and choese ‘Edit' from the oplions 1o begin

1580 o
:‘s\\.‘t‘.“ ang B :.:‘1" R

Users can also re~pr§cr§!§ze rulesets by clicking the handle at the bottom center and sefect "Move Up' or 'Move Sova' from the
opiions.

Although each ruleset can be defined fom the ground up by individualy configuring its consiituent rules, this practice would be
time consuming if it had to be performed for every single program on your system. For this reasen, Comodo Firewail coniains a
selection of predefined nuieseis according to bread application category.-For exanple, you may choose to apply the nuleset ‘Web
Browssr’ to the apolications iike 'Internet Explorsr’, ‘Firsfox’ enc 'Cpera’. Sach pradeiinad ruleset has been speciiically designed
by Comodo Firewali to aptimize the security lavel of 3 certain type of appiicatien. Ussrs can, of course, modify these precefinad
ruiesats 1c suil their ervircniment and reguirements. For more delails, see Fredafines Rade Nefa.

Appiicakion Rule interface

can be added’madified/remeved and re-crdered through the Applicatior: Rule interface. Any niies created using
{ S4ing 2 Firewal Suie is dispiayed in this fist.

The Applization Rule interface is dlapinyed when you click 'Add’ or 'EdY from the options in Apalvu\or: Rules' interfzce.
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Name: : C:\Program Files\Mozila Firefox\firefox.exe

£x Use Ruleset:

& Use a Custom Ruleset

& Allow Dutgoing HTTP Reques

FTP-PASY Raguests

Comodo Firewall applies suies or: a per packe? basis &nd applies the first rule that malches that packet type lo e filtered isee
Undersianding Flrowalt Rules for more nfo*rrallun) If there are & number of rules in the list reialing 1o a packet type than ong
nearer the top of the list is appiied. :

Users can zlso re-pricritize rulesets by clicking the hancle at the bottom ce
optior:s. Tc begin crealing Firewall rulasets, first read ‘Overvinw of Rudos &

o - San,
Firowall Nislessls’

You can use the search option ic fnd a specific nule in the st

To uss the search option, click the ssarch icon

at the far sight in the column header.

= Click the chevron on the feil side of the column header and select the search criteria from the crop-dewr.
> Enter parlly or iully the name ¢f the itemm as per the selected ciiteria in the saarch figid.
> Click the right cr lefi 2mow at the far right of the column header to begin the search.

fad

~  Click e N iconin the search field 1o ciose the search optinn.

9

To begin defining ar application's Firewali ruleset, you need take two hasic steps.
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Step 1 - Select the application that you wish the ruleset is to be applied

if you wish 1o define a ruieset for a new applicaticn { i.e. one that is not already lisled; then click the handie from the Appifsation
Rules interface and select 'Add’ frem the options. This brings up the 'Application Rule’ interface shown below:

X \\\\\\Q&\\\\§\ R \b\b\\\*\;\'

& Use Ruleset:

$ Use a Custom Ruleset

Because this is a new application, the ‘Application Path' fieid is biark. {# you are modilying an existing ruiesei, then this nterface
shows the individual ruies for that application’s ruleset;.

= Click 'Browse’ button.

s )
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2s and .

File Groups - chocsing this gption allows you to creale firewall ruleset for a categery of pre-set files or
foidars. For exampls, selecting ‘Executabies’ would enabie you !o create a Firswail Ruleset for any file that
attemdts 10 conrect to the Iniemet with the extensions .exe .dii .sys .0cx .bat .pif .ser .cpi . CGiher such
categeries available include Windows Systen: Applications', 'Windows Updater Applisations’, 'Start {Up
Folders® el - each of which provide a fast and convenient way te apply & ganeric ruleset te imporiant files

and iclders. To view the file types and folders that are affected by choosing cne of these oplions, you need io

visit the 'Protected Files' of Comoco Internet Security by navigating to: Advanced Settings > Security
Settings > Defense+ > HIPS > File Proteciion> Protected Files and clickirg the handle from the boitom
canler > Groups. For more detalls or: file groups, refer o the secticn File Seoups.

Files - this oplion is tha easiesl for most users ard simply ailows you to browse to the location of the
application for which you want i deploy the firewall rulsset. in the example below, we have decided to
cregie a firowal ruiesat for the Opera web browser.

18.0.1284.49

old_status

installation_status
2% installer_prefs.json

AllFiles (%7}

Running Processes - as the name suggesis, this option allows you fo creaie and deploy firewall ruleset for
any process that is curentlly running on your PC.
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£ wuaucit.exe
:j svchost.exe
9 svchost.exe
:j spoolsv.exe
:’j mDNSResponder.exe
:j dragon_updater.exe
\ GeekBuddyRSP.exe

CisTray.exe

cis.exe

L. cis.exe

L N mspaint.exe

.- S
N T \\\\§§§§

I IRITIMIE

Yeu can choose an individual process {shovin above) or the parsnt process of a set of running processes. Click ‘OK' to
confirm your choice.

Having selected the individual application, rurning process or fite group, the next slage is lo Cenfigure the rules for this
applicalicn’s Firewail Ruleset. -

Step 2 - Configure the rules for this application's ruleset

«  Use a Predelined Ruleset - Seiecting this cption allows the tiser to quickiy deploy a existing ruleset on to the
target appiicaticr. Chocse the rulese! you wish lo use irom: the drop-down mend. In the exampls beiow, we have
chosen "“Web Browser because we are creziing a ruieset for the ‘Opera’ browssr. The name of the predsfined”
nuleset you choose is dispiayed in the Treat As cclumn for thal application in the inteifase (Default = Disabled).
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Name: ;| C:\Program Fles\OperaVauncher exe

& Use Ruleset:

% Use a Custom Ruleset

Note: Predefined Rul se s, once chosan, caanct be modified directly from this interface - they can only be modiiied and
defined using the Predefined Rufesats interface. i you require the abiity to add of modify suies for an application ther: you are

Shefaa

effeciively crealing = naw, custom: ruleset and shouid cheose ‘1e mors fiexible se Cusiom Rulesst option instead.

«  Use a Custom Ruleset - dssigned for mors expernienced users, the Custom Ruleset option enables full contro
over the configuration of Firewali Ruleset and the paramaters of each ruls within that rulsset (Default =
Enabled},
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Name: | C:\Program Files\Opera\auncher.exe

£3 Use Ruleset:

£) Use a Custom Ruleset

Selecting ‘Use @ Custom Ruleset’ then 'Capy fram’ > Ruleset
will populate the rules window with the constituent rules
“nf the predefined rula. In the example shown, the individeat reles
from the YVdeb Hrowser’ poalicy are aow acnessible.
Using this as a staiting puint, experienced users can add,
re.ordey, modify and remove rutes te suit the applicaiion.

You can create an entirely new ruleset cruse a ;-redez’ined ruleset as a-starting point by:

Tirowa

§ & Show a=§ ." e fo an: oveniew of he Drocess.

‘e
N & <t ¥ .
LN PG
+  Hyouw

io create a reusable ruieset for deployment on muitiple appiications, we advise you add a new
Fisowal Raiss (or medily one of the axisting ones o suit your needs) - then come back G this
section anc use the Thsfeset option ic rolt it cut.

\0"« \f;«"ie, S

5?..
”,

I you want to buiic a bespoke muiese! for mavbe one or livs specific applications, then we advise you choose

tha tise a Custom Rulesel option and create your rulesel either from scralch by adding individuai rules or by
;sing ore of the built-in rilesets as a starting point.

#§ Rulos

At their core, each Firewall can be though: of 2s a simpie IF THEN frigger - a set of conditions {or 2itributes} peraining to a
packel of data from a particular application and an actiosn it that is enforced nf those conditiens are met.

As @ packet filtering firewall, Comodo Firewal analyzes the atisicules of every single packst of dala that altempts te enter or
leave your computer. Ailribules of a packet inciude the appiicatior that is sending or receiving the packet, the proloco! il is using,
ihe direction in which il is fraveling, the scurce and destination iP acdresses and the ports it is 2itenpiing to traverse. The
firewali then tries 1o find a Firewall ruie that matches ail the conditional altributes of this packet in order to delemmire whether or

not it should be aliowed to procsed. if there is no comesponding Firewsll ruie, then the conneciion is automatically blocked unil
anile is creaied.
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Hthe packer of data
meets these condifions..

...then the firewall will take this agtion

If you chose 'TCP', ‘UDP’ or 'TCP and 'UDP’, then the fule has the form: &ciien [Protocol | Direction |Source Address |
Bestination Address | Ssurce Port | Destination Porl

if you chose 'ICMP", then the rule has the form: &aiics |Protocot | Direction | Source Address | Destination Address | ICMP
Details

if you chose 'IP’, then the rule has the form: Axtias | Protocol | Ditection | Source Address | Destinalion Address | 1P
Details
«  Acfiog: The action the firswail takes when ths cendilions of the ruie ame met. The ruls shows 'Allow’, ‘Block’ or
Ask’

= Profocol: States the protocol that the tamget applicalion must be altemnpling lo use when sending or receiving gacksts
of datz. The rule shows ‘TCP', 'UDP', TCP or UDP', 'ICMP" or 1P’

»  Direction: Siates the direction of trzfic that the dala packet must be atteﬁpﬂng to negotiae. The :uie shows 'In’, ‘Out’
cr 'infout’

-  Source Address: States the source address oi the conpeciion attempt. The rule shows ‘From’ foiiowed by one of the
following: 1P | IP range, P Mask , Network Zone, Host Name or Mac Address

< Destination Address: Siates the address of the connection atiempt. The rule shows "To foliowed by one of the
following: IP, P range, IP Mask, Network Zone, Host Name cr Mac Address

«  Source Poil: States the pertis} thal the application must be altampling to sshd packets of daia threugh. Shews
‘Where Source Port Is” folloiwed by one of the following: 'Any’, Port #, 'Port Range’ or Port Set’

= Destination Port: States the portis) on ths remcte enlity that the application must e attenipting to senc to. Shows
‘Where Source Port Is’ iollowsd by one of the following: 'Any’, 'Port #, ‘Port Range’ or ‘Port Set’

e |CMP Details: Statss the ICMP message that musi be detecled to trigger the actior:. Sea &
Firawali Ruis for detais of available messages thzi can be displayed.

« iP Details: States the type of IP protaco! that mus! be detected to trigger the action: See Asiding and Ediling a
Firewall Rule lo see the list of availabie IP proiozols that can be displayed here.
Once a ruie is applied, Comode Firewzll moniters ail network traffic relaling to the choser applicalion and take s specified

acticn if the conditions are met. Users shouid also sze the section "Sichiat Rusles’ to understand the intzraction betwsen
App icaticn Rules and Giobal Rules.

b y\.v chose to add a des'"mnve name when creaiing the nvle then this name is cisplayed hers rather thari it's fuii parameters.
i Ruis’, for more delails.

9" {e.9. Block & Log;

The Firewalt Rule inleriace is used 1o configure the aclions and corditicns of an individual Firewall ruie. If you are not an
experienced firewall user or zre unstre about the settings in this area, we advise you first gzin some baskground knowladge by
read‘ng the sactions ‘Undersinnding Firewall Rufer’, ‘Overvinw of Sules and Pollcles’ and Creating and Wodifying

"
roivall Ruslesels
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fa3:

P

\‘h\ D)

Action: L Allow

Protocol; :TCP or UDP

Direction: ‘In or Out

Description

Any :ﬂ\ddress

N
VOO

General Settings

> Action: Define the action the firewal; lakes whern the conditions of the rule are met. Cplions availabie via fie drop
down men: ars 'Allow' (Default), 'Block’ or 'Ask’.

Protocol: Allows the user to specify which protoco! the datz packel should be using. Gptions availabie via the drop
down menu are 'TCP', ‘UDP', ‘TCP or UDP' {Defauit), 'ICMP’ cr '1P" .

Note: Your cheice here allers the cheices 2vailable 1o you in the 12b structire on the lower haif of the inferface.

- Direction: Allows the user to define which direction the packets should be traveiing. Options available via the drep
down ment are ‘In’, "Out’ or InfOut’ (Defauly).

o log as afirewall event if this rule is fired: Chacking his oplion creales an snlry in the Firowai svent log views

IR AN AN \\)\ oW

whansver this ruie is cailed into cperation. fi.e. when ALL cordilicns have beer met; (Defauft = Disabled).

Description‘ Allows vou lc 'vpe a friendiy name for u'e rcle Qomp users finciit 'r0'¢= iriuili‘v‘a to name a u’e byit's

.nbtead of the fulk ac-t;o.mcondmcns in e main \\.3

Sant
A0
W

Protocol
TCH, 'UPD or 'TCP or UDP’
1 you select TCP', “UPD' or 'TCP or UDP' as the Proloccl for your netwerk, then yois have lo defire the source and

dsstination iP addresses and ports receiving ard sending e informaticn.
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0000000000 0P

N

%

ny Address
Any Address

Host Neme

7 e

1Pv6 Single Address
IPv6 Subnet Mask
MAC Address

e

Network Zone

Source Address and Destination Address:

1. You can choose any P Address by selecting Any Addrass in ths Type drop-down box. This manu dafatlts 1o
zn IP range of 0.6.8.0- 255.255.255.255 o aliow connection from ali IP addresses.

2. You can choose a named hosi by selecting a Host Name which denotes your [P address.

3. Ycu can choose an 1Pv4 Range by seiecting 1Pv4 Address Rangs - iof example the range in your private
network and entering the IF addresses in ths Slat Range and End Rarge tex! boxes.

4. You can chonse a Single 1Pv4 address by selecting 1Pvd Single Address and entering the IP acdress in the
IP address text box, 2.g., 192.158.200.413.

5. You can chocse IPvd Mesk by selecting iPv4 Subret Mask. IP netwerks can be divided inte smailer natworks
called sub-netwcrks (or subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
network, Enter the iP address and Mask of the natwork.

6. Yo can choose & Single IPvE address by seiecling IPvB Single Address and sntering ths IF address in the
IP address fext box, 2.g., 3e:1500:4545:3:200:18f(:1a2 1:672f.

You: can choose IPV6 Mask by selecting iPvE Subnet Mask. [P nehworks can be divided inio smailer neiwarks
called sub-netwerks (cr subnets). An IP address/ Mask is a subnet defined by IP address and mask of the
retwork. Enter the iP acdress and Mask of the natwork.

~

8. Yeucan choose z MAC Address by selecting MAC Address and entenng the address ir: the address text
DOX.

9, You can choose &n enlire neiwork zons by selecting Zone .This ment defeults to Local Area Neiwork. But
you can also define your own zone dy firs! creating a Zone through the "Nslwerk Jones’ area.

= Exclude {i.e. NOT the choice below!: The opposite of what yeu specily is applicable. For example, if you are
creating an Allcw ruie and you check the Exslude box in the Source IP 1ab and enter values for the 1P range,
then that IP range is excluded. You have ic creale & separate Allcvs rule for the range of iF addresses ihat
you CO want to use.

Source Port and Destination Port:

Enter the source and destination Port in the text bex.
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1. You can choose any port number by selecting Any - sei by cefault , 0- 85535.

2. You canchoose & Single Pert number by selecting Single Port and seleciing the sisgie pert numbers from
the list.

3. You can choose a Fort Range by selecting Port R2nge and seleciing the pert numbers from the From and To
ist.

You can choose a pradefined Sori Set by chocsing A Set of Porls. I you wish te creale a poit set then
please see the section 'Pori Seis’ . -

i. ICMP

When you select ICMP as the potocol in Genresal Seltings, you are shown a list of ICMP massage types in the 'I[CMP
Dstails’ tab alongsids the Desiinatinn Address tabs. .The last two tabs are configured identically to the expiasation
above, You canngt see the source and dsstination

+ |CMP Details

ICMP {Internet Conbrol Message Protocel} packets conlzin srror and conlre! information which is used to announce

network errors, network congestion, fimeouts, and to assist in roubleshooting. Itis used mainiy for performing traces -
and pings. Pinging is frequantly used tc perform: a quick fest beicre attempting lo initiate communicaticns. i you are

using of have used a pear-to-peer fle-sharing program, you might find ycurseii being pinged a let. S0 you can create

rules to allow ! block specific types of ping requests. With Comrodo Firewal veu can create rules to ailow! dany

inbound ICMP packets that provids you with information 2nd minimize security sisk.

3

1. Type in the source? destination P address. Sourca IF is the 1P addiess from which the traffic originated and
destiration 1P is the IP addrass of the computer that is receiving packets of information. ’

2. Under the ICMP Deiails’ iab. chcose e ICMP version from the Type’ drop-down.
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3. Specify ICMP Message, Types and Codes. An ICMP message inciudes a Message that specifies the type,
thatis, the format of the ICMP message.

Any

Custom

Any
ICMP Echo Request
ICMP Echn Repty

ICMP Nzt tinreacheble
ICMP Host Unreachable
ICMP Protocal Unreachable
[CMP Port Unreacheble

[CMP Timz Excesded

1Cr2 Source Quench

ICMP Fragmentation Needged

When you select 2 particuiar ICMP message , the menu defaults io set its code and type as well. i you selest the
ICMP message type ‘Cusicm’ then you: are asked to specify the code and type. -

c you are shown & list of iF message type in the 'IP Details’ tab
235 iahs, The last hwe iabs are configured identically to the
catination pert tabs.
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Any

Custom

ICrMPw4

A -

)

RSP
: ICMPYE

+ P Details
Select the typas of IP protocol that you wish to aifow, #om the ones that are listed,

6.2.3.3. Global Rules

Uniike Application rules, which are applied to anc iniggered by trafiic relating tc a specific applisation, Clobal Rules are applied to
ali {raffic iraveling in and out of vouir comptiter.

Comodo Firewall analyzes every packst of cata in and cut of your PC using cembination of Application and Globat Rules.

=" For Duigoing connaciion attempts, the appication rules are consulted first and then the giobal rules second.
*  For Incoming connaction attempts, the global rulss ars consulted first and then the appiicaticn sules second.

Traffic thatis ¢
travelling from
your computer to :
the outside is
fitered by the
application rules
first and then by
the global rules  §

S XTIVEETRLELLIN)

travelling from the -
outside into your
computer is filtered
by the global rules
first and then by the
application rules
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Therefore, ouigoing traffic has 1o 'pass’ boih the applicaticn ruie then any giobal rules before it is allowed out of your system.
Similarly, incoming traffic has to ‘pass’ any global rules fist then application spacific ruies that imay appiy 1o the packet.

Giobal Rifles are mainly, but not exclusively, used to filter incoming traffic for protocois other than TCP or UDP.

»  The Global Ruies panrel, accassidle by ciicking Security Settings > Firawail > Giobal rules 1zb from the Advanced tasks
interiace, allows you to view, 2dd and manage the rules

The following global rules are active on this computer:

B e N

You can use lhe search option ic find a spacific nule in te list.

To use the ssarch option, click the search icon at the far fight in the column header.

~  lick e chevror cn the lsft side of the column header and select the s2arch criteria from tha drop-down.
- Enter partly o fully the nama of the ite:n: as per the selected criteria in the search fieid.
< Click ihe right of lef: aTow al te far right of the column header to Degin the search.
»  Clickthe N icon in the searc: field 1o cioss the search opfion.
General Navigation:

“Clicking the handle at the bottom center of the interface cpens an oplion panel with the following options:
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Add - Atiows you tc add 2 new glcbal nile. See the section ‘Adding and 4
onr crealing a new rule,

Edit - Allows you to modify the sefacted global ruls. See the seciion ’Agdd
guidarce on editing a new rule.

Remove - Delstes the selecisd nils.

Purge - Runz a system check lo verily thet all the applications for which rulss are lisled are aciually installed on
the host mzchine at the path specified. I rot, the rule is removed, or ‘purgec’

The configuration of Glebal Rules is identical to that for zpplication ruies. To add a glebal rule, click the 'Add..." button on the

right. To ediit an exisling globai rule, right click and select 'edit’

D

Ruies for an iniroduction lo the nule seiling interface.

j <1
o1

<
”

-6.2.3.4. Firewall Rule Sets

As the name suggests, a firewail Rulesat is a set of one or more'individual Frrewal: rules that have been saved and which can be

re-depioyed on multipie appiications. This section contains advice on the foliowing:

ety e s yeats 3
TG & NOW RS .

The Predefined ruiesets interface czn be accessed by clicking'Security Settings > Firswall > Rulessts from the 'Advanced

Settings' inferface.

ssies for an overvisw of the meaning, construction and importance of individuat rules.

1o Editing a Firewall Rule for an explanation of individual ruls eenfiguration.

™~
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N

The following rulesets are defined on this computer:

Ciatl Cliem

Allowed Application

Outgoing Caly

You can use the search option ic find a specific ruleset in the list by clicking ths search icon
header.

s Entertha name of the item to be searched in full or parl in the search field.
- Click he right or lef amow at the tar right of the column: header lo begir: the search.

+  Clickthe N icon in the search fisld to ciose the search opiion.

Although each application's frewail ruieset couid be deiined from the grourd up by individualy configuring its constituent ruies,
#his praclice may prova time consuming if it had to be performed for every single program on your system. Fer this reasor;,
Comado Firewall contains a selestion of predefined rulesets according fo broad applicztion category. For example, you may
choose 1o apply the niiesat Wb Browser” to the applications 'iniernet Explorer’, 'Fireiox’ and "Cpera’. Each predefined nilesat
has beer specifically designed by Comodo 1o splimize the security level of 2 certain typa of application. Users can, of course,
modcify these predefines policies o suit their environment and requirements. {for example, you may vish tc kesp the "Web
Browsers' name but wish: o 1edefine the parameters of it rules}.

You can create rew rulesels wilh network access conirol rules customized as per your requirements znd can ol cut them to
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required appiications while crsating Fivewall rufsset for the applications indivicually.

To add a new Rulesel

+  Click the handle from the bottom cenier and select ‘Add’ from the options

e

Name: : Ruleset for Opera

S Use a Custom Ruleset

Y Allow And Leg TCP Or UDP afCut Frem 1P 192,168,111, > I [192.165.2..

&

& Ailow Outgoing DNE Reguests

= Asthis is 3 new n:iese!, you neecto name it in tha texi field &t the iop. It is advised that you choose a name hat
ac Lm'eh, dascribes the calegonyitype of application you wish to cefine the ruleset br Nexi you should adg ard
configurs the individual rules for this rulesel. Sse ‘A wall Rade' for mers advice on this.

¢ Cnce created, this ruleset can be quickly cailed fom ‘Uss Ruleset’ whan creal

s angd Sdlling a Five

r',
%2
u
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Name: | C:\Program Fles\Opera\auncher exe

AY

& Use Ruleset

& Use a Custom Ruleset

To view or edit an existing predelined Ruleset
»  Doubie click on the Ruieset Name in the list
or
»  Select the Ruieset Name, ciick the handle from the bollom center and seiect Ecit from the opticns
= BDetzils of the precess from this point on can be found bars, -

5.2.3.5. Network Zones

The Network Zonas panei allows you to:
= Define network zones that are lrusted, and ic specify access priviieges to them
< Defire network zones that are untrusted, and ic biock access io them

Tha Netwerk Zones panei can be accessed by clicking Security Setlings > Firewall > Network Zores fron: the ‘Advanced
Settings' inierface.
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The penal has twe tabs

o Nedwork Sones - Allows you to define netwerk zones and ic aliow access to them for applications, with the access
:-\.-.

privieges specified through Apglisation Rule interface. Refer to 'Craaling of ‘e:“\,g Firewsal Nules' lormers
cetails.
o Rigcked Tones - Aliows you to define frusted networks that are not fustwerthy and o block ascess to them.

5.2.3.5.1. Network Zones

A ‘Matwork Zong' sanh consist of an individual meching {inciuding a single home comguter cornected 16 Internet} or a nefwark of
thousands of machines io which access can bs granted or denied.

Rackground Note: A computer network is a connection between convulers through a cabie or some fype of wirsless
connhection. it enables users ic sharz information ang devices between compuiters and other users within the network.
Cbvicusly, ihere are cerlain computer netwerks where you nsed o grant access o, inciuding your home or work network,
Convarsely, there may be other nelworks where you want {o restric! cormmunication with - or even block entirely.
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N Q‘fi: » A nebwork Zone ¢an be deer'na tedas 'u;l°d and aliowed access from e Manags Nehwork Comsotiony'
irterface (An example would be your home compuler or retwork).

ors

$ate 3 A refwiork zone can be dasignaied as ‘Blocked' and denied accass by using the 'Siseked Zonss' interface. {An
example would De a krown spyware site}.

Nots € An aplication car: be a-ssigned epecific access nights o and from a network zone when defmnB an Application Rufs,
Similany, a custom Siadal Rule can be assigned to 2 network zene o ali activity from a zone.

Nofe §: By defaull, Comodo Firewall automatically delects any new networks {LAN, Wireless elcj once veu conrect

This can be disabled by deseleciing the option 'Enabie zutomatic detection of private networks' in the Fiyawstt ‘ssgs::gs pansl.

o’
=2
©
3

~
You can use the search option i find a network zene in the list by clicking the search icon
header.

al the far right i the caluimn
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« Enler the naime & the iteim to be searched in full or part in the search field.
Click the right or left amow at the far right of the column header to begir: the search.

»  Click e S icon in the search field to cioss the search option. . '

2}
&

To acd 2 new naiwork zone:

$Es nanto far $t Sa
*  Step 1 - Detlne 3 name for s zons.
Sataed iha addraanas fa hie e fnatad i Nia Yans
*  Slep 2 - Seiast Hhe adldresses {0 be included i s sone.
A nantas Sar & vae
nang Yor e sone

7z
HHAIN%

R S VNNV RERRRPREREINE]

.
.
.
-

i

Y

e

A dialog tox wiil appear, promgiing veu to specify a name for the new zonsa.
2. Choose a nan2 that accurately describes the network zone you are creating.

S E—

Zone Name
My Home

Public Network
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3.

Seiect the checibox 'Public Network’ if you are defining a network zore for 2 networX in a public piace, for exampie,
whan you are connecting to a Wi-Fi network at an al'porl restaurant etc., so thai Comode Firewall wili cplimize the
cenfiguration accordingly.

4. Click 'Apply’ to confirm your zone name.

his adds the name of your new Zene ic the Network Zones #ist.

.

L e e e A T R ey

SR S \\\\\\\\\\\\\ G \\\\\ S \\ H S

1. Seiect the netwerk name, click the handle at the boitom center and choose ‘Add’ > "New Address' from the epiicns or
click the + button baside the new netwerk 20ne name and double clicf\' on ‘{add =ddresses hers)

The 'Address’ dialeg allows you o select an address lrom the Type drop-cown box shown beiow (Defautft = Any
Address}. Ths Exclude check box will be enabled only if any other choice is selscted frem the drop-dewn box.

N

{Any Address
{ dny Address

Host Name

1Pv4 Address Range

| P4 Single Address

IPv4 Subnet Mesk
Pv6 Single Address

- .. Pvb Subnet PMask,
t4AC Address
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Select Address:

1. You can choose any 1P Address by selecting Any Address in the Type drop-down box. This menu defauits to
&n IP range of 0.0.2.0- 255.255.255.255 (o aliow connection from: al; IP addresses.

2. You ean choose a named hos! by selecting a Host Name which denoles your IP addrass.

3. You can choose an IPvd Range by seiecting IPv4 Address Range - for exampls the range in your privale
nretwork and entering the IP addresses in the Start Range and End Range text boxes.

P

You can chosse a Single 1Pv4 address by sefecting 1Pv4 Single Address and entening the IP acdress in the
IP address textbox, 2.g., 192.168.230.113.

5. You can chosse IPvd Mask by selecting iPvé4 Subret Mask. IP networks can be divided inte smaifer networks
called sub-nelwerks {or subnets). An [P address! Mask is a subnet dofined by IP address and mask of the
network. Enier the iF address znd MasX of the natwork.

6. Ycu can choose a Single IPvS address by setecting 1PV Single Address and enlering the IP address in the
IP adcress text box, 2.g., 34e:1500:4545:3:200:161f.fe21:67 1.

7. You can choose IPv6 Mask by selecting iPvE Subnel Mask. IP netwerks can be dividad inte smailer natworks
called sub-netwerks {or subnets). An [P address/ Mask is a subret defined by 1P address and mask of the
netyork. Enter the P address and Mask &f the natwork.

8. Youcan choose'a MAC Address by sslecting MAC Address and entsring the address in the address text
DOX.

«  Exclude {i.e. NOT the choice belcw): The opposite of what you specify is appiicable.
Click 'CX’ ic confirm your choice.
Click 'CKX" in the 'Network Zones® interface.
The new 2one now appears in the main fist along with the addrssses you assigned to it.

Once created, & network zone can be:

- * * -t iz - I iz aty
»  Qulickly czlled as Zone' when orsaling oy madifying a Firewall

Loopback Zone

Work #1

Public £1

ey

o Quickly called and desigraled as a blocked zcne from the Tiockad Jonsy' interface

-w )

To edit the name of an existing Network Zone
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1. Select the name oi the zore in e list (e.g. My Home), click the handie at ihe bottom: center and chocss ‘Edit’ from the
cpticns or double click on the nelwaork Zone name.

o T

Zone Name
i My Home

Public Network

2. Edit the name of ihe 2on2.

Yo add more addresses to an existing Network Zone . N
. Select the network name, click the handle at the boltom center and choose 'Add > A new Address’ from
the opiions
. Add new address from the ‘Sddress’ iefase.
To modify or change the existing address in a zone '~

»  Click the + buticn besice the network zone nama t¢ exparnd the addressss

+  Doubie click on the address ic be edited or select the address, click the hardie from the bottom center and
choose Edit from the options

»  Fdil the address from the ‘Asisress’ inferiace.

6.2.3.5.2. Blocked Zonf-:s

" A computer network erables users to share informaticr: and devices between compulers and othier users within the aetwork.
Qbviously, there zra certzin computer networks that-you nesd.to -trust'.and grznt accsss i - for example.vour home or.werk
network. Unfcriunately, there may be other, untrustworthy networks that you want to restrist commurication with - or even black
entirely.

- i IS

Nolg: We acvise new or inexpesisnced users to first read 'Nedwark Zones’, "Sealth Ports Wi
before biocking zones using this interface.
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giore you can block . There are two ways ic do this;
'fo name and specify the netwark you wznt te block.

H : I8Sadian, A ¥ Rl d
1. Using 'Nelwosk Sonss

.

2. Directly from this interface using 'New bincked addiress...

Wy D VA
fNRg & You
&' if vou warnt to change the sstiings of exisling zones.

18 adtss ¢ T
o use 'Nedwark Jone

znnot raconfigure pre-existing natwork zones irom: this interface. {e.9., e add or modily 1P addrosses;}. You need

You can use e search option ic ind a blocked zone in the |
header.

t by clicking &2 search icol

t the far right in the column
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«  Enterthe name of ths zone to be searched in fuil or part i the search fieid.
= Click the sight or lefi arovi at the far right of the column header to begin the search.
"« Clickthe N icon in the search field to ciose the search opiion.

To deny access to a specific network by selecling a.pre-existing network zone and designating it as blocked

1. Click the handie from the botlom center and choose 'Add’ > ‘Network ches’ frem the cpiions :

2. Seiect the particular Zone you wish to biock.

The selscted zone wili appear in the ‘Blocked Zonss' interface.
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fName of the
Biocked Network Zone

1P Addrassies) that are
assoriated
with the Blocked Zone.

You c3n modify
these settings only
under the ‘Netwosk Zones’ tabg
Sonssoed

o

N
N

N

s

N

N

N

N

N

§

by

N

N
R
N

i

-~

3. Click 'CX’ ic confirm your choice. Al traffic inlerded for and originating from somputer or devices in this zone ane now
blocked.

To deny access o a specific network by manually defining a new blocked zone
1. Click the hand'e from: he boltom center and choose ‘Add’ > ‘New Biocked Address’ fron: the opticns.

Tha Address dialeg will eppear. The 'Address’ diclog aliows you to select an address from the Type drep-deiwr: box shown below
{Default = Any Address).

N\

‘Any Address
Any Address

Host Name

IPv4 Address Range

IPv4 Single Address
£ 1Pv4 Subnet Mask
IPv6 Single Address
IPv6 Subnicl Mask
iMAC Address

Select Address:

1. You can choose zny [P Address by selesting Any Address in the Type drop-down box. This menu defaults to
2n [P range of 0.0.5.0- 255.255.255 255 {6 aliow conrestion from: ali IP addresses,

2. Youcan chuose & named host by selecting a Host Name which denoles your 2 address.

3. VYou can choose zn 1Pv4 Rangs by seiecling 1Pv4 Address Range - ior example the range in your prvats
retwork and entering the IF addresses in the Stant Range and End Range texi boxes.
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Ra

You can chooss 2 Single [Pv4 address by seiecting 1Pvd Single Address and entering the IP acdress in the
IP address text box, £.9., 192.158.200.413.

5. You can choose IPv4 Mask by selecting iPv4 Subnet Mask. [P retworks can be civided iric smailer neiworks
cafled sub-networks (or subnsts). An 1P zddress/ Mask is a subnet defined by IF address and mask of the
retwork. Enier the iP address and Mask of the network.

6. You can choose a Single IPvE address by selecting IPvE Single Address and entering the IP address in the
IP address text box, e.g., 3%s:1500:4545:3:200:18ffe21:67f.

7. VYou can schoose IPV5 Mask by selecling iPv6 Subret Mask. IP networks can be divided inic smailer neiworks
called sub-netwerks (cr subnets). An 1P addrass! Mask is a subnet de%ined by IP address and mask of the
retwork. Enter the iF address and Mask of the network.

8. You can choose a MAC Address by selecting MAC Address and énlering the address in the acdress text
cox.

o Exclude (ie. NOT the choice below}. The cpposite of what you specily is appiicatles.
2. Select the address ic be blocked and click C¥

The address!es! you blocked will appear undsr the ‘Biocked Zones' tab. You car inedify these addresses &t any time
by sslscting the entry and clicking ‘Edit.

3. Click 'CK’ in "Network Zones' intsrizce to confirm your choice. All tra#ic intended for and originating from computer or
cdevices ir this zone are now blocked.

6.2.3.6. Port Sets

Port Sels ars handy, predefined groupings of ona or more poris thai can be re-used and deployed zcross multiple Sgpiication
MR P W

Sufes and Globat Rutes.
= The Port Sets panel enables you to view and manage pre-defined port sets and t add new port sets

«  The Poit Sets panel can be accessed by clicking Security Settings > Firewall > Portsets from the Advanced Tasks
interface :
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The following portsets are defined on this computer.

The Pcrt Sets are displayed as a tree structura. Ciicking ths + button beside the porl set nams expand the list of poris

dsfinad in it. The cdefauit port sets shipped with Cemado Intermet Secunily are:

o HTTP Ports: 8G, 443 and 8080. These zre the default ports for hitp traffic. Your Intemet brewser usas this ports
io connect to the Infernet and other networks.

. POP3ISMTP Ports: 115, 25, 143, 995, 465 ard 587. These are s ports that are fypically ussd by mai clients
like Dutionk Express 2nd Wirdzil for communication using the POP3, SMTP and IMAP proiceals.

o Privileged Ports: 0-1022. This sel can be deployed if you wish ‘o create a ruie thzt allows or blacks access to
e privileged port range of (- 1023, Privileged ports are so called because i is usually desirabie to prevent users
from"running salvices on these ports. Network admins usually reserve or prohibit the use of these ports.

You can use te s2arch opiion ic §ind a spacific port set in the fist by clicking the search icon
hzader.

atthe far rightir; the zolumn
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> Enter the name of the port set io be searched in full er pant in the search field.
= Click the right er lef armow at the far right of the column header to begin the search,

»  Click$is N icon in the search field lo ciose ihe search option.
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You can creale new portseis and aliow access to
Rule inierfece. Refer o ‘Croating or Modifving Fieewa%% G §ss' fo' rro'e deta Is

To add a new portset

1. Click the handie from the bottom cenler of the Portsels interfacs and salect 'Ade from ths options. The ‘Add Poriset’
cizalog wili open. -

Name: %Ports for Mail Client

’

2. Enter a name for the new periset in ihe Name field.

3. Tcadd ports to the new portsel, ciick the kandie from the bottom center and choose 'Add' from the options.
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Exclude (i.e. NOT the choice below)
B Any

& ASingle Port | 43

£ APort Range

4.  Specify e poris to be included in the new dortsst:

°

5. Click ‘0¥’ in the 'Port’ dialeg. The perts wili be added ¢ the new portset in the 'Edit Portset’ interface.

Any - o choose ali ports;

A single port - Defins the pori number in the combo box besids;

A port range - Enier ths starl and end port numbers in the respeclive combo bexes.
Exclude (i.e. NCT the choice below): The oppesite of what you spacify is applicabie.

6. Click'OX' in the 'Edit Porisets’ interface lo creal2 the new portsei.

Cnce creeted, & Portset can be:

N

T

’

= Quickly czlled as ‘A Sei of Ports’ when cseating

A Setof Ports

HTTP Ports

HTTP Ports

POP3{SMTP Ports

Privilegzd Ports

To edit an existing port set

= Select the poriset from ihe 'Perisels’ interfase, click the handla from the botiom center and selest the "4t from

the opticns to bring up the 'Edit Pertse!’ dialog.
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»  The editing procedure is similar to adding s portsatl explained abovs.
g §

©.2.3.7. Website Filtering

The Website fiiiering section aliows you to set up nifes to allow or block access to specific websites. Rules can be created for
particuiar users of your comptiter, which makes this feaiure very usefui for both hems and work envirenments. For example,
parents can block juveniie users from visiting inagprogriate websiles whiie companies can prevent employees from visiling
social natworking sites during working hours. You &lso have ihe eption to crezis a log event whenever a user tries o visit a
website which is in conflict with a rufe.

Tha Wabsite Filtering panal car: be accessed by clicking Security Setiings > Firewail > Wabsite Filtering tab from 'Advanced
Setiings' interface.

e

»  Rules are corsiiucted from ore or more ‘calegoies’.

»  Acaiegory is a collection of one or more Websites'
= A'Vibsile' can be spacified with its fuli USL or part of URL with wildeard characier (*}
- Youmust set a nule ic ba ‘Allow’, 'Block’ or ‘Ask’ and must specify to which users it should apply.

CIS ships with four preset calegories of Wabsiles which car be added o rules that vou creaie. Three of these are non-
mocifiable lists which are managed by Comodo. These are ‘Coinado Sale category’, ‘Comodgs Phishing category’ and ‘Comodo
Maiware category’. The fourth presel, 'Exclusions’, is empty by default but sllows you lo specify websites that sheuid be
atowed. You should add URLs to the "Exclusions’ bate:ory over time if you find veu require accsss fe a website which is blocked
by a category.
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CIS aiso ships with twe predefined ruies, 'Allowed Sites’ and 'Blocked sifes’, boih of which are modiiiable. If swiichad on, the
"Blocked sites' ruls will proactively block acress to websites in the ‘Comode defined Matware sites' and ‘Comedo delined
Phishing Siles' cateyeries. If you wish, vou can add other categoarnies to this iuie ic expand its coverags. The "Allowed Sites’ rule
will permit access to websites in the Comodo ‘Safe Sites’ category and 'Exclusions’ caisgories.

Tp set up a new rule of your own, click the ‘Ruies’ 12b, click 'Add, name your rule, add categories to the ruie, specify ‘o which
users it should apply and whethar it should b "Ailow’, 'Block’ or 'Ask’.

The “Websile Fillsring’ panel has two iabs; )
. "Creating oy
.
° gories of Websiles o be allowed or blocked in Websits fiitering rules. Referto

General Advicn:

« itis the ‘Caisgories’ saction where you specify the website!s) you wish to block cr ailow, not the 'Rules’ secticr:. A
ruie is mainiy for spscifying the user(s} for whom a category of URLs should be filtered and whelher those categories
should be allowed or blocked.

< \Wher: creaiing a new rule, you will be required ic specify which categories should be included. You ¢an 2lect o use
just the pre-defined Comodo categerias but. if you wish bo filter specific websitss, you will need s create your own
category.

«  Forexample, ¥ you wanted to creale a category ic block youtube.com: and ceiain cther leisure websiies, you weuid
click ‘Categories'> 'Add Category’ > Type name for category > Select your new category in fist> ‘Acd Wehsite'>
Tyce wiwiv youivke.com. Click ‘Add Nebsite’ again fo add more sites. You will now te able o select this calegory
when creziing a rule for a user(s}.

o Refer io the section 'Telining or Modifying Website Cxlegories’ for more details on specifying Website categories.

’

6.2.3.7.1. Creating and Modifying Website Filtering Rules

The ‘Rules’ tab allows vou G creale, view, edit and spacify exclusions (o your website filtering ruies. The powerful rule-
configuration interface lets you: create rules which are as sweeping or as granular as you require. Rules can be created on 2 per-
usar basis, allowing you to contrel exactly which websites certain people car: of cannotvisil. You can alss cisable or enabie &
ruie as fequired al any time.

Comodo Firewall implements rules for the currently icgged-in user based on ihe order they are in: 1is list. Should a conflict axist
beiwesn individua rulss, then the rules at the top fakes pricrity. Ciick the handie and use ths ‘Move Up' or 'Mova Down' buttons
to change a rule's pricrity.

[y
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Enable Website F

»  The swiic

hes in the ‘Enable Ruie’ eclumn eneble you ic quickly turn a rule on or off

«  The check-boxes naxt te a rule name ailow veu lo select il for editing, removing or re-pri
the bottom of the infsrface:

You can sezrch for a specific rule by clicking ths search icon at ihe 11 right in the coiumn header.
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«  Enterfuli cr part of the name of the ruie in the search field.
e Click the right or left zmow at the far right to begin the search.

= Click

¢ N icon in the search field to ciose the search option.

]
'

To create a new Website Filtering rule

1. Oper: the Wabsite Fitesing’ Panel by ciicking 'Security Setlings’ > Firswall’ > Website Fillering' from the ‘Advanced
Setlings’ interfacs.

2, Click ine handie at the boiton: of the Rules interface and select 'Adg”
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3. Enter a rame for your new

4. Select the categories that should be added to the tilter: ’

+  Click the hardle at the bollom: ¢f the 'Calagory’

_

pane and choose A\ _ Ex. 1002-Part 9 of 10, Page 3136
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Select a category and click 'OK' to edd it to your ruie. Repeat the process i add mere calegories.
The 'calegories’ window conlzins a iist pre-defined Comodo categories and zny user created calegeriss. Comodo
categories carno be medified.
= Comodo Safe Sifes - Wepsites tha! are censidered safg according to global whitelist
«  Comodo Phishing Sifes - Websites that iezd to phishing websiles, s per dynamically updated
Comodo Biacklis
- Comodo Mailware Sites - Websites thal may inject malware into your system, as per dvnarmically
updaied Comodo Blacklist
For more delails on creating and modiiying user specified categnries, Refer o the section Defining <

DNNTION
[RINR

5. Adg Usars or User CGroups 16 whom the rule shouid be appiied:
o Click the handle at the bottom: of the ‘Restrictions’ pane and click 'Add’. The "Select User or Group' dialog il

Zpoest. IBM - Ex. 1002-Part 9 of 10, Page 3137
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= Enter the names of the users ic whom the filter is to be applied ir the 'Enier the object name ic select’ text
box with the format <domain name>'\<user/group name> or <usergroup name>@<domain name>,
Altematively, ciick ‘Advanced’ fhen 'Find Now’ 10 locate specific users. Click 'OK' to confirm the addition of

the users.
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Common Queries
/

R €1 Administater ~ SMITHSCOMP...

R o
~ X €0 Administiators  SMITHSCOMP...

& €2 ASPNET SMITHSCOMP..

R €8 Backup Oper... SMITHSCOMP..

~ 3 Bob Smih SMITHSCOMP.. &

S ¢ Everyone N

TR NHnrsrs.

F SRERNMNNTTRRTTRN

R €2 Guest SMITHSCOMP...

| €0 Guests SMITHSCOMP...

Y i HelpAssistant ~ SMITHSCOMP...

lServices.. SMITHSCOMP.
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After adding target users or groups, you next nead to specily wheiher those users should be allowed or biccked from viewing the
websites in the category or they should be asked if they want fo continue. This is dong by modifying the link in the ‘Restrictions’
columr:

o Ajlow - The websites in he calegories can be accessed by the user.

- Block - The websites in the categories cannol bs accessed by the dser.

Ask - An alert will be displayed in the browser (shown below) if the user tries to access any of the websites
in the category. The user can decide whether or not fo continue. )
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Avzilabis acions.

\

8. Usethe ‘Logging switch to choose whether or noi atiempis lo access & categorized website are iogged.

-

Click "0K' 1o save your naw fuie. The new rule will be added to the list of rules under the 'Rulss’ tab
8. Make sure that the nuie is enabled using he toggle switch under the Enable Rule column for the rule te iake effect.
< You c2n disable or enable nifes at any tme using the switch under the 'Enable Rule’ coiuma.
’
important Note to Windows 8 and Windows 8.1 users: if you are using Intemnst Expiorer 11 version 11.0.8650.16384, itis

mandatory to add the user greup 'ALL APPLICATION PACKAGES' to the Rastrictions list in addition fo the intended users for
each rule you create. ’

if you or cther users access websites using intemat Expiorer 11 on Windows 8/8.1, ther: you must add this user group or your
ruies witl have nc effect. For example, usars wil: stiit be able to access blocked websiles.

To add ‘ALL APPLICATION PACKAGES' to the restrictions list

+  Click 'Advanced in the 'Select User or Group' dialeg
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.change the restriction for.seiected users from
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«  Click 'Find Now' and select 'ALL. APPLICATION PACKAGES' from the kst of usars and groups displayed in the list at
the bettom

o ClickCK .

To edii existing rules

1. Open the ‘Website Filtering' Parel by clicking 'Security Seitings’ > ‘Firewall’' > Website Filtering’ tab fron: the
‘Advanced Setiings’ interface

2. Choose the Website Filtering Rule to be ediled under the 'Rulss’ {abk by seiecting the checkbox beside the rula,
3. Click the handie fron: the bottom center of the Rules interface and choose 'Edit’ from the options.

The * Websiie Filtering Rule’ intarface for the selected nule wili spen. You ¢ nadJ,"emO\HCdlego'feo, add/removie users or
is interface. Relaric T oreals a now e svisng Susde for more details - - -

on this infsrface

To remove a Website Filtering Rule . : IBM - Ex. 1002-Part 9 of 10, Page 3142
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1. Openthe ' Website Fitering' Panel by clicking 'Security Sattings' > 'Firewall' > ‘Website Filtering’ tab from the
‘Advanced Setiings' interlace

2. Choose the Website Filtering Rule(s) to be ramoved under the ‘Ruies’ leb by selecling the chéckbox(es) beside them:.

3. Click the handie from the bottom center of the Rules interface and chiodse 'Remeve’ from the oplions.

To change the priority of Website Fillering Rules

1. Open the ' Websile Fiitering’ Panel by clicking 'Security Settings' > ‘Firawail' > Wabsite Filtering’ tab irom the
‘Advanced Settings' inierfece

2. Chooss the Wehsite Filtering Rule o be moved under the 'Rules’ tab by selecting the checkbox besids the rule.

w

Click ihe nandie from the botiom center of the Rules interface ard chogse "Move Up® or "Move Oown’ epticn to change
the order of the ruies 1n the interface.

8.2.3.7.2. Defining or Modifying Website Categories

The ‘Caiegories’ pane displays a iist of user-defined categones that car be added o rules. A categery can be alist of one

more URLs and/or pztt of URL with wildcard character. You can search for a specific calegory by clicking the search icon
al the far right in the columa header.

~: . i
s apiah enas:

selow
oIy,

B S I Ak

I I
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e
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The ‘Caiegories’ pane 2llows you io:
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- Enterfulicrpartol the name of the category in the search field,

Ciick the right or left arow at the Tar right of the column: header (o begir: the search.
«  Clickthe X icon in the search figld to cioss the search option.
Adding a New Category of Websites
Adding a new category involves twe sisps:
«  Step 1 - Define a name for tha category ‘
*  Step 2 - Add Websiies o ba inciuded to the calegory
Step 1 - Deline a name for the category
1. Open the 'Websila Filtering’ Parel by ciicking 'Security Sellings’ > ‘Firewell’ > * Website Fillering’ tab from the
"Advanced Settings’ inferface
Click the ‘Categeries’ tab {o open the ‘Calegeries’ pane.

)

3. Click the handie from the botlom centsr of the ‘Calsgories’ pane, click 'add’ from the options and choose ‘Add
Category’ from: the drop-down.-The ‘Edit Property’ diaiog will opsan. .

N
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Agd Category
{ Food Shops

4. Enter a rame for the category and click CK

The new cateqory will be crealed and added under the 'Calegories’ tab.

~
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You can add URLs of wekbsites 1o be includead in the czisgory. ’
Step 2 - Add URLs to be included to the category

You can add websil2s to a category in we wavs:

M sereanitey Raneritne (v i
- Masgally Speoily WelnNes
fiws it fren o g et St
tininad Wahelo IR Q fennt o tavt &1
«  Upload WebsHe URLs fromt a tad filp

To manuallyi specify websites
1. Seiect the Category under the ‘Categories’ tab.

2. Click the handie at the bottom of the ‘Categories’ pane, click ‘Add’ then choose ‘Add Wibsite’ fom the drop-down
menu. The 'Add Websiie' diaiog will psh:
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Enter Website Name (e.g. *.evilsite.com)

www.hotelstalefood.com

3. Enterthe iull URL or a part of URL with a wildcard characier ™ of the wabsite(s) to be included ir the category.

e Toadd a specific website/w:ebpage, enter the full URL of the websile/wsbpags

«  Toinclude ali sub-domains of websile, edd a wiidcard character and a period in front of the URL. For
examgle, * friskywenches.com wili cover friskywenches.com, login.friskywenches.com,
pictures. friskywenches.com, videos. friskywenches.com: and so en.

«  Toinclude al the websites with URLs ihat slart with a specific sting, add a wildcard characler afler the
string. For example, "pizza*" will cover ‘pizzahul.com, pizzacomer.com, and so on.

- Toinclude al the websites with URL ¢ that contain a specific string, add the wildcard character befor and
after the sting. For example, "“pizza will cover hetpizza.com, spicypizza.com and so on.

The website will be added to the category,
4. Repesithe prosess to add more websies.
To upload a list of websites from a text file
1. Seiect the targel category from the 'Categories’ iab.
2. Click the handie al the boitorn of the ‘Categeries’ pane then ciick ‘Add’ and chosse Hmport!

3. Mavigat2 ¢ the file containing your list of URLs.
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’ Note: Ths text file should contain only the fist of full UR s or URLs with wildeard character {*} of the websiles. The fiie shouid
be of the ".ixI’ format. :

4. Click 'Open’.

CIS will asiometically add the websites specified in the text file inlo the seiecled calegory.

To rename a category

1. Open the "Website Filtering' Parel by ciicking 'Security Seftings’ > ‘Firewall’ > * Websiie Filtesing' tab from the
‘Advanied Setiings' interlace

2. Click

the ‘Categories’ lab {0 open the ‘Calegories' pare.
Laregones’ lab 10 open e Lalegones pane IBM - Ex. 1002-Part 9 of 10, Page 3148
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5.

Seiect the category 1o be reramed.

Click the handie from the bottoin: center of the ‘Categories’ pane and choose ‘Edit’ frem the opiions. The ‘Edit Property’
cialog wili open.
Enter the new name for the calegory and click OK

The category will be renamad immediaiely both under the Categories fab and in the Website Filtering Rules to which itis

applied.

To remove a Website from a category

N

[

4
5.

Oper: the "Website Filtering' Panel by clicking 'Securily Settings’ > ‘Firewall' > ' Wabsite Filtering' tab from: the
‘Advanced Seltings' inierface

Click the 'Categeries’ tab 0 open the 'Categeriss’ pane.
Click the + button beside the category to be edited to expand the websiie list
Seiect the Website{s) to be removed

Click the handie from ihe boltom center of the ‘Categories’ pane anc chooss ‘Remove’ frem the optiors.

To remove a Category

1.

n
L.

3
4

Oper the "Website Filtering' Panel by ciicking 'Security Settings’ > ‘Firewzll' >’ Website Filtering' tab from: the
‘Acvanced Settings' inerface

Click the ‘Calegeriss’ lab 0 open the "Calegeries’ pane.
Seiect he Category to be removed

Click iha handie from ihe bollom center of the ‘Categories’ pane and chooss ‘Remove’ from the options.

Siote: You cannot remove a category which is surently appiied in @ Wabsite Filtering Ruie. Sefore removing a catagory, make
sure you remove the category from the ruies to which i is applied.
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6.2.4. Manage File Rating ’ d

The CiS fila rating system is a cloud-based file lcok-up service (FLS) that attempts to ascertain ths reputation of fles on your
computer by consulting a globai database. Whenever a file is first accessed, CIS will check the fife against our master whitelist
and biacklisis and will award it irusted status if:

»  The epplicationdille is included in the Trustsd Filss list;

’)‘5
ll
i
z
I
oA
w
57
£2,
143
P
v
[
=

o The application is jrom a vendor inciuded in the Truslad §
«  The application is included in the extensive and constanty upcated Comodo safelist.

Trusted files are excluded from moritoring by HIPS - reducing hardware ang software resource consumption. Or the other hand,
2NE

files which are identifiad as malicious will be added 1o the Sisokesd Fiies list and deniad alt ascess rights from sther processes '
or users - effostivaly culling them off from the rast of yaur systam. Files which could not be recegnized by the rating system are

addad to ths list of "‘Unrecognized Files’. You can review files on the unracogrized list and mznuaily choose to

ustbleck/deleie them or investigat further by sencing them to Comodbo for analysisiunning ancther file jock-up.

Tha ‘Manage Fil2 Raling’ area allows you tc view and manage the list of Trusted Files and Unrecognized Flies and alss allcws
you to:

« Manually acd fies and execuiables to Trusted Fiies list.
«  Submit Lnrecogrized files for iook-up and view the list ¢f files you have submitied previously.
* \fewand mar:age the Trusted Soitware Verdor list.

N NN X

B e e
Filz Rating Settings

Enabie Gloud Loskup {(Recammended)

Analyze unknown files in the cloud by uploading them for instant analysis
&9 Trust applications signed by

Trust files installed by trusted instaliers

Click the {cllowirg links w jump to the sestion you need help with:

'3\:\'

38 - Cenfigure seitings that govem the overali behavior ¢f fiie rating.

- \View and add to the fist ¢f frusted files.
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Sutsiniticd Fes - View any fles zlready submitted to Comodo for analysis.

Trusiod Vonders - View the st of trusted scftware vendors end manually add vendors.

6.2.4.1. File Rating Settings

The fite ratings 'Settings’ pane allews you ‘c corfigurs the overall behavicr of the feature.

2t

The File Rating Setiings pane! can be accessed by clicking Security Seflings > File Rating > File Rating Settings 1ab
Hings’ interface )

Enable Cloud Lookup {(Recommended)

Analyze unknown files in the cloud by uploading them for instant analysis

&% Trust applications signed by

&1 Trust files installed by trusted.installers

LRI
X

Enable Cloud Lookup - Allows you to enable or disabie Fiie Rating.{Default and recommended =Erabied)

Analyze unknown files in the cloud by uploading them for instant analysis - intructs CIS to automatically st:bmit
to Comado those files whose trustworthiness could not be assassed by cloud iock-up. Comodo Technicians wii
" anafyze the file and add it fo future blackiists i found to be malicious. {Default =Disabled)

Trust applications signed by trusied vendors - if enabled, CIS will award trusted status 10 executables and &
thal are code-signed by vendors in the Trusted Venders list. Click the words trusted vendors’ to span the T
Venduors panel. {Default =Enabled!
Trust files installed by trusted installers - f enabled, CIS will trust executabies and fiies whose parent applications
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are fisted under the ‘Instailer or Updater' rule in H¥S Rules. (Default =Enabled]

6.2.4.2. Trusted Files

Files added to the Trusted Files lis are automatically given Defense~ trusted status. If an executable is uninown lo the
Defensa+ safa list then, ordinarily, it and ali iis active compenents generate HIPS aleris when ihay run. Of colrse, yoil could
choose the Treat this as a Trusted Application’ option at the aler bu! it is oflen more convenient to classify entirs directories of
Hes 2s Trusted Files'.

CI3 allows vou b deline & personai safe list of files to complement the default Comodo saie list.

By acding exacutables to his list {including sub folders containing many compenents;} you can reduce the amount of alerts that
HIPS generates whilst maintaining a higher level of Defense+ secunty. This is parficularly useful for deveiopers that are creating
naw applicallons Uial, by el naturs, sre a3 yet unknown 1o the Comodo safe list. Filas can be transfemed into this meduts by
clicking the ‘Move to’ butten in the Wirasognitad Fies' area.

- The Trusted Files panel can be accessed by clicking Security Settings > File Raling > Trusied Files fron: the Advanced
Tasks interface

lllliimmnndiiInns

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\Q\

¥ ci\pregram fles\comadol ... *COMGCOC

Q} ci\pregram filesicomadoicome...

sicomodoicome...

You can use the search opiion i¢ find a specific item in the dist by clicking the search icon
header. '

t the far right in the column
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Click the chevron on the leit side of the column: header and select the search crileria from the drop-dowr:.
> Enter the name of the item: to be searched in the search field.
»  Click the sight or lefi amow at the far right of the column header 1o begin the search.

+ {lickihe N icon in the sezrch field to ciosa the search option.

Clicking the hancls at the tollom center of ths panei opens the foilowing options:

W
RN

Addg - Allows vou: 1 add files lo Trusied Fites list manuaily
- Bllows you to move fles from: Trusted Files list to Blocked Files or Unrecognized Files list

° *
Pt o

4

+  Remove - Allows you ‘o removs fles from Trusted Files st

Purge - Runs a sysiem check to verify that all the files listed are actually instalied on the host machine at the path
specified. i not, the fiie is removedq, or ‘purged’, from theiist.

CIS allows vou to add fles and execulables 1o the list of Trusted Fiies so that those #ies wiil b2 given Trusted status. For the fiies
added manuatly, it generates a hash or a digest of tha file using a pre-defined aigarithm: and saves in its database. On access lo
ary fite, its digest is crealed instantly and compared agains! the list of stored hashes to decide on whether the fils has Trusted'
siatus, By this way, even if the file name is changed Iater, it wil retain ils Trusted status as the hash remains same. However you
can alsg add fles by their fle names, butif you heppen ic change the file name leler, it lcoses its Trusted? stalus.

To add new file(s) te Trusted Files list
o  (Click the handie from e tottom canter and choose 'Add

,W///////////

You can add files to the Trusted Files list by thres ways:

»  Files - Allows you 1o navigaie to the file or executable of the program you wish ic add.
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»  Folders - Allows you o navigate to the folder vou wish to add. Al the files in the fclder will bs added to the
‘Trusted Files' list,

= Running Processes - Allows you iG seiest a currently running process. On selesting a process, the parent
applization, which invoked the process wili be addedi ic 'Trustad Files' list.

«  Llick OK for your changes to fake effect.
To move an included entry to Unrecognized Files or Blocked Files

o Select tha enlry to be transferred cut of the ‘Trusled Files' fist inie either Uinrscognized Files or Bisoked Fiiss. You
can select several entries 1o be movad al once by marking the c’lec<-bcxes besid ies

©
=
@ ¢
©
2
=1
®

< Click e handie from the boftom center and choose 'Move'

»  Choose "Unrecognized Files’ or 'Blocked Files' from the drop-cown.
»  Click OK for your changes lo take effect.

To remove an included entry from the Trusted Files list

»  Selectthe entry to be removed from the Trusied Files' iist. You can select saveral entnies ic ba removad al onsa by
mariing the check-boxes beside the enties.

«  Click the handie from the boltom cenler and choose 'Remove’. The fle is only removed from the list and not d==|e'ed
fiom your system.

s Click OK for your changes to iake effect.

6.2.4.3. Unrecognized Files

Onge instalied, the HIPS waiches &ll file sysiem astivity on your compuier. Every n2w executable tile introguced 1o the computer,
is first scanned against the Comedc certified safe filas catabzse. If they ane not safe, they are added to the 'Urrecognized Fiies'
for users to review and possibly submit to Comodn. Apart from new executables, any execulables that are moedified are also
moved b the "Unrecognized Files' area.

"Unrecognized Files' is specitically important while HiFS is in ‘Clean PC Made'. In Clean PC Mede, the 1l,es iy 'Lnre(,ogn 780
Filas' are NOT considered ciezn. For more irfcrmation, please check "Cleas T Mode' on 3 89 3

v

ba
The fiies that are moved to Unrecognized Files lis! either automaticaily or manually, £an de checked for their trustworthiness in
W0 ways:

»  Onlfine Leokup - f you are uncertair with the reliability of a file or executable added to the unrecegnizad file, you can
perform an online lockup for the same by conlacting Comodo servers. Comoco's master safe it datebase will be
checked for any information available about the executablesle in queslion and the resuiis will be displayed. Basad on
the resuits, you can decide on
»  Tssting ths file znd allowing it to run by adding it to the Trirstes Files list,
or
o Biock the file by mov%ng it fo Bisched FHes fist
r more delails.
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«  Submiiling file(s} for analysis at Comcdo - Yeu can also submit the diles moved to Urrecognized File lisl or the files for
which the Cniine File Look Up did not yield any resuiis for analysis by experts ai Comodo. Files submiled wiii be
analyzed thoroughly by experierced technicians at Comodo and will be added io glotal safe list, i the #e is found
trustworthy or lo global biacklist, if the file appears to be malicious and wil be zdded ic the next virus dztabase
ypdate. This will benafit all the CIS users woricwide. Refer to the section To mansally sudmi Hes Io Comeda for
mofe detaiis on submitting suspicinus liles to Comodo.

The 'Unrecagnized Files' panal displays the list of iles added as Unreccgnized Files and allows vou t assess the pending liles
to determing whether or not they are to ba trusted. f they are trustworthy, they car be moved lo Trusted Files' using the "$ove

{o’ butten. Similarly, fites that are suspicious can bs moved to the 'Biocked Filss’ area. _

You can alsc add files upcr: which you are suspicious inie 'Unrecognized Files' list lc check whether the master Comade safe fist
coniains more infermaticn on them or to submit the files to Comodo for analysis. Experls at Comodo will anaiyze the files ancg
add them Lo giohal whila-list or black-list acceraingly.
»  The Uarecognized Files panel can be accessed by ¢clicking Secunity Sellings > Fiie Rating > Unrecogrized Files tab
from the Advznced Tzsks intedfacs. ’

) X S N R Y B RRS
2 R L Y RN Y

The files belaw are not recognized by security components and Wwaiting for
classification.

W

Y oiprogram £

You can use the search option ic find a specific item in ths fist by clickirg the search icc al the far right i the column

header. ) '
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- Click the chevron cn lhe 12t side of the column header and select the szarch criteria frem the dicp-down.
< Enter partly or 4lly the name of the item to be searched in the search fieid.

«  Click the right or lefi ammow at the fzr right of the column: header {o bagir: the search.

> Clickthe N inonin the search figld to cioss the search option.

Clicking the handl2 at the botiom center of the panei opens the foilowing options:

N

«  Add - Allows you 1o add files to ‘Unrecognized Fiies' st manually
o Move - Allows you to move files from 'Unrecognized Files' list ic Trusted Files or Blocked Files list

Remasve - Allows you o removs files from 'Unrecognized Files' list

e LosXup - Slarts the orline lookup of selected file with the master.Comodo seialist if any cetzils are avaiiadle

&t 3 B J48. ¥ Taand g
s Submi - Begins the e suhanission prosess.

= Delete file - Celetes the highiighted file from your.computer

< Purge - Runs a sysiem check to vesify thal ail the files listed are actually instalied on the host machine al the pzth
speciiied. If not, the file is ramoved, or 'burged’, from the fist,

To manually add files to ‘Unrecognized Files' list

+  Click the handis from the botlom center and choose ‘Add

\

You can add files to the Unrecognized Files fist by threc ways:
+  Files - Allows you to navigaie to the fiie or execulable of the program you wish o add.
»  Folders - Allows you io navigate to the folder you wish lo add. Al the files in the felder will be added to the
'Unrecagnized Files' list.

< Running Processes - Allows you ‘o seiect a currently rinning procc-lrél\ﬁlr_\ f:e)l(eclf%ﬁgﬁ%% uaf ‘f'ﬁefgage 3156
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) application, which invoked the process wili be added ic 'Unrecognized Files’ list.
s Click OK for your changes o ‘ake sffect.

To move an included entry to Trusted Files or Blocked Files

S, W

= Seiect the enlry to be transtarrad out of the "Unrecegnized Files' st into either Trasstik! Fiies or Sisckan Fies. You
can solect several entries 1o be moved at onca by marking the check-boxes beside the enbiss.

o Click the handie from the botlom center and choose ‘Move'

D 3

«  Choose Trusteg Files' or 'Blocked Files' from the drop-down. .

= Click OK for your changes lo take effect.

To remove an included entry from the Unrecognized Files list
< Seiect the entry to be remeved from the "Unrecognized Filss' list. You can selsct severai entries to be rsmoved at orce
by marking the check-boxes beside the entries.

e Tlick the handie from the bottom center and choose 'Remove’. The file is only removed from the list and not deleted
from your systerm:.

'« Click OK for your changes to iake effect.
To perform an ontine lookup {or untecognized files
»  Seles! the tiies to be checked from the Unrecognized Filas' list. You can selact severai entries at ence by marking the
sheck-boxes beside the enlries.

+  Click the hande from the botlom center and choose Lookup...". .
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tnrecognized Files

The files below are not recognized by security components and waitiﬁg for |
classification. )

\
Comodo servers will be contacled immedizisly to conduct a ssarch of Comedo's master safe list datzbase o
* information is availzble about the files in questicn and the results will be displayed.

Q.
@
[¥)
P
=
3]
3
=
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> ifafileis found to be malicicus, it wil: be indicated as ‘Bad’ with a red icon. You can mwve ¥ 1o Shoched Filas,

- ifihe file is found to be safe, it will be incicated as Trusted’ with a green icon. You can siave §io Trusted Fifes.

To manually submil files to Comodo .

1. You can sslect several entries 1o be sant al once by

. = Selecl the entry to be submiitad from iha ‘Unreccanized Fies' i
. marking fhe check-bosxes beside the entries.

+  Click the handie from the bottomm: center and choose 'Sub

You can view the list of files vou submitied s far, from

6.2.4.4. Submitted Files .

The Submitied Fiies panel displays a fist of files vou: have submitted so far for analysis to Comedo.
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\ C:Program Mormzl

«  Click ihs chevror: on the lofi side of the column header and select the search criteria from the drop-down.
- Enter parlly or fully the fie path or the submitted staius as per the seiected criteria in he search field.

-  Click Hi2 right or left aow at the 1ar right of the column header to begin the search.

- Click the . icon in the search field to cioss the search option.

Clicking the hangle at the bottom center of ths pane; ogens the following options:

«  Clean - Clears the st

«  Refresh - Reloads ihe Iist to add iems that are subrmilted recently
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8.2.4.5. Trusted Vendors List

in Comodo Intemet Security, thers ara twe basic methods in which an application can be lreated as saie. Eilher it has o be part

of the 'Safe Lis! {of execuiabies/soltware that is known to be s2is) CR that application has to be signed by one of the vendors in
e Trusted Soitware Vendor List.

From ihis point:

= |F the vendor is on the Trusied Software Vandor List AND the user has enabled "Trust Sgpifeations signes &y
Teusied Vondors' in the File Ratirg Setlings panel, THEN the application wili be trusted and aliowed fo run.

« iF the vendoris ncton the Trusted Sciiware Yendor List OR the user has not enabled ‘Trust Applications signed by
Trusisd Vendors' THEN the application wiil be sancboxed. if the application in question is an instailer then CIS will
qgenerats an elevaled privilegs alert.

Scftware publishers may be interested ¢ know that they carn have their signatures added, free of charge, to the ‘master’ Trusted
Software Vender List that ships o ali users with CIS, Detaiis abeut this ¢an be found at the foet cf this page.
The "Trusted Scftware Vendors' panel can be cpened by clicking Sesurity Setings > Fil2 Rating > Trusted Vendors.

RN

The following software vendors digitally sign their files and their files are trusted

You can use the search opiion e find a specific vendor in the fist.

% al the far sight in the column header.

To use the search option, click the search ico

o Click the chevron on the lsil side of the column header and select the search critetia from the crep-doiwr.
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+  Enter partly or iully the vendor's name in the search field.
«  Click the right or left arrow at the fzr right of the column: header 1o begin the search.

o Clickthe \ icon in the search field to cios the search option. _ N

Background
Many software vendors digitally sign their software with a code signing cerfificate. This practioe helps eng-users 1o verify:

i Content Source: The softwaro they are downloading and am aheut to install reaily comes from the publisher
that signed ft.

i Contentinlegrity: That the software they are downloading and are ebout to install has not be modified or'
corrupted since it was signed.

in short, users benefil if software is digitaily signed because they know who published e software and that the code hasa't
been tampered with - that ere are downioading and installing the genuine software.

The 'Vendors' that digitally sign the scftware 10 atlest to i's probity are the sofiware publishers. These are the company names
you ses ksted in the first column i the graphic above.

However, companies can't just 'sign’ their own: soflwere and expect it 1o be trusled. This is why each cede signing cedtificate is
counter-signed by an organization calied a Trusted Ceriificate Authonty. 'Comodo CA Limited’ and 'Verisign' are two examples
of a Trusted CA's and are authorized io counter-sign 3rd party.sofiware. .This counter-signature is critical to ihe trust process and
a Trusted CA oniy counter-signs a verder's cerlificate after it has condusted defailed checks that the vandor is & legitimate
comgany.

i a file is signed by a Trusted Software Vender and the user has enabied Trust Appiications that are digitally signed by Trusted
Sofiware Vendors' ther it will be auicmatically trusted by Comedo Internet Security (if you would ke 1o read more about code

signing cerlificates, see hifprifvw instantsshoomicode-signing].

One way of t:ellir‘g whether an execulable fiie has beer: digitally signed is checking the gropeities of the .oxe ie in question. For
exarmpie, the main programm: executable for Commodo Infermet Security is called ‘cis.exe’ and has baen digitally signed.
= Browse ic the {default) instzllztion directory of Comado Intemet Securily.
< Rightclick on fhe file cis.exe.
= Select ‘Properiies’ from the menu.
»  Click the tab Digital Signatures {if there is no such tab ther the soflware has riot been signeg).
This dispiays the name of the CA that signed the software as shown below.

T

Click the 'Detaits’ buiton to visw digite! signature information. Click View Certificate’ 6 inspect the actual code signing cerfificale.
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{see below).

MMM
R NN

R

\®

Digital Signature Information
This digtal signature is OX,

Stg.':-:rn zemabics -

Certificate Information

" Comodo Secwitv Solubons

‘Wednesday Decembev 25 2013412 10 08PM

This certificate is intended for the foll g purpose(s):

*Ensures software came from software publisher
oProtects software from alteration after publication

* Refer to the certification authority's statement for details.

tssued to: Comado Security Sohtions

Issued by: COMODO Code Signing CA 2

validfrom 4/8/2013 to 4/9/2014

it shouid be neted that the exampie above is a special case in that Comedo, as craalor of 'tis.exe’, is both the signsr of the
software and, as a frusted CA, itis aiso the counter-signer (see the 'Countersignaturss’ box). in the vast majerity of cases, the

signer cr the ceriificate (the vendor} and the counter-signer (the Trusted CA) are different. Sse

R andz 3 N\ At i a Sl Tosix et S
Sdding and Detining & User-Trusted Vendsy

& Py ¥ TVl
A software vender can be added to the local ‘Trusé ed Softwars Vendors' st in two weys:

e o 3 » & AT 3 $s. wly b & 3 o
« By reading the vendor's sighature from an exsoiiable fHe on your ooad drive
PRy 1 = RE oo T, .
o By rosding e vendar's signatire fom an running process

To add a triested vendor by reading the vendor's signature from an executable

this exampie for more detaiis,

+  {lick the handie from: the bottom centar and choose ‘Add’ > ‘Read from = signed exsculable’

§

< Browss (¢ the location of the exaculable your local drive, In the example below, we are adding the execitabie

‘YehooMessenger.exe',
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e
2 R

Nid3tib.dll Ntrme_audio.dll
TN .
Arme_video.dll

; ConnectionWizard.dll
\XYrare_video.d
) default

spré4.dil

cre.dll

hotoShare.dll
Pluginkey _pub.pem

yalertcenterM.dll
YCPFoundation.dll
yCpssL.dil

On clicking ‘Open’, Comodo Inismel Sscurity checks thal the .exe fle is signed by the vendor and counter-signed by a Trusted
CA. £ sc, the vendor (scofiware signer) is added 1o the Trusted Vendor list {TVL):

Digital Signature Information
T sfgRe signstive s X

fiasnd

The foawing SHDSHNS centiars dinRaky sign i

it

~ SRR ISR

Fridey, blay 25, 2012 §:55:00 PN

N aeal
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in the example 2bove, Comodo Intemet Security was able to verify and trust the vendor sigrature on Yahochessenger.exe
bscause it had been counter-signed by the trusted CA 'Symantec’. The software sigher 'Yahoo! tnc.” is now a Trusted Software
Verdor and is added lo the list. Ail future softwars lhal is signed by the vendor “Yshoo! Irnc.’ is automatically added 1o the

Comodo Trustad Vendor lisi UNLESS you change s sefiing in Fiie Raling Seltings.

To add a trusted vendor from a currenily running process

'

+  Click the handie from the boltom centar and choose ‘Add’ > ‘Read from & juaning process’

\\\\

\\

\\\\\

s Selest ihe signed execytabls that you want to trustand click the 'CK’ bution.

AN

5 Application

svchost.exe

smss.exe

winlogon.exe

:j Isass.exe

: v__“"_"j csrss.exe

X explorer.exe

YahooAUService.exe
:_'j WifiSvc.exe

""2} wmiprvse.exe

cis.exe

: N emulator-arm.exe

Comado Intemnet Security performs the same serlificate check 2s dessribed above. If the parant applicaticn of the sefested
process is signed, CIS adds lhe vender to e Trusted Soltware Vendors list.

- -if Comodo Iriernet Security cannai verify that the software certificate is signed by a Trusted CA then it does not add the software ~ —~

vendor to the list of ‘Trusted Vendars'. In this case, you can ses the following error messags.

IBM - Ex. 1002-Part 9 of 10, Page 3165
IPR2025-00379 (IBM v. Croga)



Noto: The Trusted Saftware Vendors' list dispiays two types of soltviare vendors:
»  Usor defined trusted sefiware venders - As the name stiggests, thess are added by the user via one of the two
mslhods outlined ezrlier. These vendors can bs removed by the user by seleciing ard clicking the 'Rsmove’
butlon.

= Comodo defined trusted softwars vendors - These zrs the vendors that Comodo, in it's capacity as a Trusted
CA, has independently vaiidated as legitimate companies. I the user needs {o remove any of these venders
from e Hist, it can be done by selecting the vendos, clicking "‘Remove’ and restarting the system. Please note
that the removal will iake efiecl orly on restarding the syslam.

Scofiware vendors can have their soitware added to the default-Trusted Vendor List thzt is shipped with Comede intems!
Secunty. This sarvice is iree of cost and is aiso open to vendors that have used code sighing ceriificates frem any Certificale
Authority. Upon adding the software fo the Trusted Vender list, CIS automatically trusis the software and does nct gensrate any
wamings or alerts oh installation or use of the software.

The vendors have 10 apply icrinclusion in the Trusted Vendors list threugh: the sign-up form ai

Sslp Hinlernetsecusity comoda convlrustedvendorisignup. oy and make sure that the software can be dewnloaded by our
fechnicians. Gur tachnicians check whether:

= The scfiware is signed with a valid code signing certificate from a tusled CA;
»  The sofiware does not coriain any threats that harm a user's PC;
before adding it to the default Trusied Vendor list of the next release of CIS.

aitaeneide wensen o s
NESOTUTRY SN SSINY

More details are available at i

7.Comodo GeekBuddy

v

One of the gres! features of the CIS interfzce is that you czn immediately lzurch a chat wilh a qualiied computer suppert

technician by ciicking 'Help icon
instelletion, choosing Get Live Supp

Support > Get Live Suppent. If you have oplec nat to include GeekBuddy dusing CIS
#il start tha installation aulomatically.

GeexBuddy is included with CIS Pro and Complels versions and is available with CiS Premium. The GsekBuddy section: of this
quide is broken down into the foliowing sections:
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7.1.Qverview of Services

Comodo GeskBuddy inciudes ths inllowing services:

o Virus & Malware Removal - Jur technicians remotely ciear any defected vinuses or 'ralware that is found on your
PC.

« Intemet and Online [dentity Security - Cplimizaticr: of your computer's security settings 1o prevent ioss of sensitive
ciatla and ideniity thefi.

«  Printer or Emaif Account Setup - instaliation or updating of printer software ander drivers, checking ink levels and
configusing your printer to work on a wireless or wired netwoik. We set up your Intsmet-based email account - any
provider, any zccount. Grez! for new computers and riovice emait users.

»  Software Activation - Insialiation, configuration, and aclivation of third party scfiware in ycur systam.

«  General PC Troubleshooting - Detailed syatem check fo identify and eiiminale basic hardware and softwars ceniiicis
in your Windows PC.

«  Computer Povser Setting Optimization - Optimization of your povser management seltings based or: how vou use
your computer. Your Geek will help veu go green and save money on your eiectric bili.

« Comodo Software Instailation and Set up - Insialiation and suppori of soitware supplied by Comodo.

- Comodo Account Questions - Clarification of any doubts regardiswg your accountin Comedo.

7.2. Activation of Service

uvhased either of these CiS versions can skip this
';a‘. Seivioe'. SeekBuddy ciient is downloaded along
, You have ic purchase and activate it

ete varsions and users

*,

GeeiBuddy is included in CIS Pre and Coinpi
section and move on lo he next section 'Launehing Hye SHend angd § 'ms d
with CIS Premium (a iree version) with a ifia license, but 1o use the fulf se

R
¥

8

. . N .
Stzrt the GeekBuddy clisnt by clicking the desklop shertcut icon Q r irom the "Start Menu'.

The GeekBuddy Chzi screen wili be dispiayed.
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+  Click the ‘About link at he top far right cf the screen.
The About GeskSuddy screen will be displzyed. -
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About GeekBuddy™
Procduct version: 4.9.254011 .89
Pla¥onm targek RMiceosoft Windows

£2308 - 2013 COMGEO Security Selutians, Inc
This product is ficensed to:

- lohn Smith
COMOEC \ _
License typer TRIALIRea: the COMOED Sceftvare Bcense terms)
License validity: VRUR{Changs o ficense Xey
License aciivation: ACTIVE ) .

PreductID: Ips-ca
Partner ID: GeekSuddy
Instance [
Warning
This computer grogram is protected by copyrigh? law end internaticnal tssatiss. Unautheriz &d

repreducticon or distribution of this sregram, or any po,tl on of if, may result i severe chvilan
criminal penalties, and wili be §>w>scu£ed under the maximum extent possibie under faw.

«  {lick the "Changs veur iicense kay link in the screen.

’ The ‘Actvate your Licanse' scraer: will se displayed.

\'\

wdnned anee
winnd

Befare vouenter your ficense key, plzase make sure you: are connested o Jwe internet, and press
“actate” button o initiate the fzerse verfiction procese.
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»  Enter the Lizense Key from your GeekBudidy retaii package or the key you recsived through your email «fo- ghiine

purchases;.

AMLLNNNN
\ 14

-

Thark you for choosing SeskBuddy, Youmust activate 2 PAT license o fully ancess cur service.
This wizard ¥ quide you $rrough the activation process.

Before vou a2nter yowr Legnse key, please make ewe you are cannested to the Internet, srd press
“activate” buttan to mitiate the §cense verifietion grocess.

o Click the ‘Activate’ button or i you nead more heip on this click the Let our technicians activate the ficense for you'
button.

The ficensa key will ce checked and if corsct, the ‘Aciivalion successful’ screen will be displayed.

S ==

raticn successful®

Ths copy of SeekBuddy was sugesstully aciivated! Mease wpdate vour ficanse registration
nfarmatizn .
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»  Enter the name and smail details in ths respactive fieids.

«  Click 'Continue’.

\ Huddys ¢
\ \\\\\\\\ \\\\\\\

P

The home page of GeekBuddy wiil be displaved. Now you: can start usirg it and s2ek the help of an expert 16 resclve your

computer problems. ~

Click ths #cllowirg knks for mers daiails on how to stait znd using them:

§ avccahines Sva Sitont and Siefne §h o *
. L aussobing S Cliepl and Using fhe Senvice

7.3.Launching the Client and Using the Service

The GeekBuddy ciien required for the services is installed in your system automatically aiong with CiS Pro and Complete. For
i3 J Y Y p

CIS Premium, #

You ¢can siar ths client and start a live'chat session with a G

, . N
+  Doubls click the GeekBuddy desklop icon N

«  Launch achatwith 2 gualified computer support technician dy cticking this
fight side of the main interface

is insfalied aulomatically if you have selected the option Insiall Cemode GeekBu:ddy curing installation .

eekBuddy expert using any cne of the following methods:

con in the tiife bar controls at ihe top

«  iaunch a chatwith a qualified computer support technisian by clicking Heip > Suppert > Get Live Suppori st the lop

rigit side of the mair intarface
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+  Launch the GeskBuddy ciient directly irom the Wincdows Star: Menu - Click Start > Al: Pregrams > Comedo >

Gsek3uddy > GeekBuddy. r

The GeekBuddy Homs screen will open.

e

5

> To contact a support iechniciar, type your isste i the fieid or enier the invilation code if you have itand click the
‘Send’ butlon.

You wili be scnnectad to a GeekBuddy...

N T:: .’ N
\\\\\\\\\ @
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N \\\\\§\§\”§\*\-\\\

: (B3:28:56 PHM) John Swwth:Hi
RN 3 3ot Helo! #y name s Jeff. 1wl be assising you today!

> Preceed to chat now.

St sd S¥oral Rsretefas
Suaut Gepbusay »

= Click the "About' link at the top far right of the screen.

The Abou! GeekBuddy information screen will be displayed.
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About GeekBuddy™
Product version: 4.3.284011 63
Platiorm targed Microsoft Windows
£:2308 - 2013 {OMCE0 Security Sclutians, Inc
This product is ficensed to:
3ohn Smith
COMODC
License type: TRISLIReas the COMOBD Softivare Hcense termns)

License validity VRLID{Change waur Hicense key}
License activation: ACTIVE

ProductID: lps-<a

Partney ID: GeekBuddy

Instance I

« Warning
This computer pregram: is profected by copyright law end international freaties. Unauthornzed .
repreduction of distribution of this zrogram, of any postion of if, may result in severe anil and
criminal nenalties, and wili be prosecutéd underthe maximum extent zossibie under law,

-

The ‘Aboul diaieg displays the copyright and product versicn information. The screen alse displays informeiion aout the
licenses, its validity and to change the license key or activaie ths account.

r~ -

7.4.Accepting Remote Desktop Requests

in order to solve ceriain issues, the suppert technician may need to directly connect io your cormputer via aremcte connection.
Remote contrel can only ge ahead if you grant permission for. this {c happer:. Our technicians will aiways request your
permission via the cha! window:.
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1 {03:58:91 PH) John Smith: My system stope «
{Canyo eohe the p"\bden"

: the tog of your c*at nndc'.\ messags,

The tschaisian will ask your permissicn before he o7 she makes any changes ic your mechine. Such changes might include
instzlling programs, creating system restore peinis or dsleting unnecessary or infectad files.

N

\\\\K\\ \\\&\\ N \ &\\\{\\

\\@w N

L Lk

AN

2s soo1 8= I open & web browser,

jeft Stre, [ wifhelp youwith tat

1{8 £ $%: In erdsrto proceed, 1w have toremotely tarmsct 20 your computer

i and I w3 take $renecessayy steps to assist you. Pleasz acept the remote by pressing YES at
 the iop of vour chatwindsve message.

i Plezse didk on yes

«  Click ihe 'Yos' buticr at the top of the interiace in order i¢ aliow the fechnician 1o connect to your somputer,
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L egs @ e

ey S At tiney sested
TIOW CHRGINNG Wi
.

01 PME el Swe, [wf helr vousith tat 4
RGOS ) JettIn order to proceed, I withave toremotely connect to your computer
and

I 38 take Sze necessary steps to assist vou, Pieasa aoaapt the remote by pressing YES at

{ the op of your chat windsw message.

Plezse dickan yes
2 &s 2 preceuton T wil

Upen completion of their work, the technician will disconnect from your compuier, inform you thal the recuested tasks have been
compleied and ask whether you would fike heip with arything eise.

Y
R IDAANIR, cbe

i nave to remotaly conmect to your computer
3r sheps o assist you, Pleaze 2cert the remote by pressing YES -5t
the tap of your chat windew message.
¥: Flzaze dick on ves . ) ~
oN: As g orecauson I will nows create a Sysiem Pestore Seint for bath-un
rase awbing happens and voull want yoor campater te retien to 3 pravious
3 3o have resolved all your issues.
Y 3ol Is dhere anything eise Izan help vou with? !
13} John Smith: I
Thani you for your dmed Slease do nothesitate s come hackin the
il appreciate. vour fzedback in 815 online survey .
sbaut your expedenae odayr wwin.comade.comisurveviosstomear-suryev.oho
«  Click the ‘Disconnect sullon and confinm i in the next scraer: ic end the session withk cur GeekBuddy. '
Congratulations, you just finishad your first GeekBuday sugport sessicn. YWe hope you enjoy using your trouble-fres computer.
H !
GeexBuddy kseps a locai recard of every chai session you have with 2 Comodo technicé@ﬁiici;:i?(g ‘PS&“BE{A?}‘ 81‘ t%tcﬁage 3176
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of the interface will display ali chat sessions that you had wilh cur technician. This helps you keep track of previcus computer
issues and chats and can bz useiul as & reference whzn trying to fix future issues.

To view history of chat sessions

o Click the History' link at the top of the interfacs.

Ali the sessions will be displayed.

-

\\\ NN

NN
MBI

5 2013.15.8%, Intervention ID: 705880, Session Ii3: 878740

On 2015-10-0%, Infervention ID: 705957, Session i: 878717 N

«  Click on the arrow button at the far end of the session history box that vou want ie view or double-ciick anywhere en
the box. .

«  Thechat session that you had with cur lechnician will be displayed en the right sids.
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O 3613.316-01, Intervesiosn D 705885, Session 1D: 878746 W

On 2013.15-02, Intervention ID: 705888, Session ID: 878740

10752018 AM May : Thank wou, Inow have remote
accese 1o your sysiem

i0:5% 350 AN Zohin Smith & § hape you would have
ved the problem

255026 A Max s Ok
325523 AR Maxs : Is thare anyihing else I canelp

v 2013.38-03, Intervention ID: 705887, Sessiocn 1D 878737 A
Similarly you can view the chat histcry of other s2ssions alsc.
c

7.6.Using Issue Tracker

ssue Tracker helps you maintain the secusty ard efficiency of yeur computer by aulomatizally ideriiying probiems on your
computer and heiping you to fix them:. For example, lssue Tracker wili alsrt you: # you have loc many stariup programsisenvices
{can cause computer siow down); an inefiicient registry (can 2lso cause siow down and srashes) or your hard drive contains fles
hat might comproimise your privacy. In many cases you wilt be presented with a simple wizard that will alfow you Io deal with the
issue quickly and easiiy. If the problem is bevend the scope of Issuer Tracker, you will be oifered the opportunity ic confact a
GeexBuddy represeniative who will help resclve the issues.

To stari the issite Tracker, click the 'lssue Trasker’ fink on the right fop in the user interface.
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oL

. The Issue Tracker interface will list the problems that it has detected..

N N
.. ...

Your PC iz starting slow!

W

Al the time of starling your computer, Issue Tracker will detect problams ir: your system

and provide an alert al the bottom right
IBM - Ex. 1002-Part 9 of 10, Page 3179
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side of the screen. R

COMOPQ GeskBuddy has detected sne of
more PC issuest

N

»  Click ihe Fixissues to cpen the Issue Tracker interface.

The Issue Tracker interface will list the problems thetit has detected. |

The preblems detecied will be categorized as sritical, major, minor and mzintenznce issuas. Click o the relevant link 1o view the

probiem. Cilcking tha ‘Show all issues' firk will display ak the problems ir your computer and the color code at the lef of 2ach
issue incicates he calegory of the issue.

0 R

\\

1 Critica

2 Mzjor ~0Orange

3 Minor Yeilow ),
\ 4 Maintenance Blus

Some of the common problemts that occur in any somputer ase junk regisiry eniries, slow boolup Sme and he presernce of files
hat might comproinise Your privacy.

Eachissue discovered will be accompanied with a 'Fix it Now' button: For exampie, for the issus of slow boclup fme, clicking
this bution will display a list of starlup programs ir: your system {programs which are auicmatically ioaded during Windows siart-
up andi wili running in the background). You can idantify the pregrams yeu do not war: (o run at siart-up and disable them. Doing
S0 wiii save system rescurces and improve the pericrmance of your computer.
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»  Seiest the programs that you wani to disable dusing stariup and ¢lick the 'Confinue’ bution.

The selected programs will

be disabied and the successiully completed screen will be displzyed.
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"o Provide your feedback at the betiom of the interface ard click the "Ciose’ bution.
For some of the issues lisied, you have to seek the help of 2n expert lechrician.
= Click 'lgnere all issues’ link to disregard ali the issues in your-sysiem displayed by Issue Tracker.
. Click "lgnore this issue’ beside a particuiar sntry.lo disrsgard that problem.
- Click 'History' link al the top of tha inlerface o view ths actions taken for the problems.
o " Click the Fix it Now? button beside an issue to resolve it

7.7.Uninstalling Comodo‘GeekBuddy

To uninstail Comodo GeekBuddy .

« - Click Siart > Contici Panel )
in the Conirol Panei, doubie-ciick Add’Remove Frograms
= inthe ist of currently instailed pregrams, click GeekBuddy

+  Click the '‘Change/Remove’ buttor.

s (lick "Yes' {o confirm uninstallation. .
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—andafter a few mint:ies the uninstaliation will be compleie.

.

8. TrustConnect Overview |

PENAS

Ir ar unsacured wireless network, vour compunicadion is visible to everyone in the
same netarnek

Dc not shaw this &izrt ag

-

TrustConnect is desigred to eliminate thess types of dala hijacks by preventing crimminals from attacking or scarning your

sysiem from the local retacrk that you are using to connect to the Intermet. it also encrypls alt of your traffic destined for the

internat (including Web site addresses, instant messaging conversalicns, personal information, plain text usemames and

passwords and othier imporiant inforation). Afler canneclicg to the service, e TrustConnect softivare indicates the! traffic is

being encrypted as it lsaves your system. Cala thieves and hackers cannot ‘sni¥f or intercept your dala - they can't even

deiermine where your information is coming ¥om because, 2s you are corneciing to the Intemnet through a SSL. secured VPN

cornaction o the TrustConnait servers, your requests appear 1o come from cur iF address. Crdinarily, cyber ¢riminals couid

eagsily intercapt thase bmadcasts.

Setling up Comodo TrusiConnect is easy, as it works on most operaling systems {Windows, Mac OS X} as well zs with most

frewali applications. Typicai setup lakes less than three minuies. TrustConnact ciients arm;ﬁi_iagggfqrd@g&gﬁ @381013057@59 e 3183
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and iPhone  mobile r*'evices and car  be downlcaded by Iogging  into your account  at
Nigs $logi. Your Comodo Intemet Security Cempi2te confinmation email contains
confirmation of your :he usemame lhat you set up dusing initiai sign up and a subscriptior: 1D for the service. Cnce logged in,
click the TrustCennect tab 1o add subscriptiocns, changs billing and contast informalticr, and revisw ths ongeing stzius of yeur
service, Your Comedc internet Security Complete TrustConnect account has a 30 C3/menih caia transfer imit.

SeouRs, gomad

Comodo internet Security - Complete customers aleo receive the $89 vaius Live, Bxpert Computer Suppait’ Comodd
GeekBuddy. Piease visit Stp v geekbuddysom for full product detalis.

- Wincows 8 .
«  Windows 7

«  Windows Vista

«  Windows XP

e MacGSX

»  iinux (containing kernel 2.4 or iater)

FreeBSO, CpenBSC

For users of Comodo intemat Security - Cormplete, TrustConnect is integrated with the application and reed not install the TC
cliont in their systems.
)

Comodo internet Security Complele Users

CIS Complete prndJc’ includes TrusiConnract service and the appiication is instalied autematically along with CIS. When a rew
wireless connection is established by your sysiem, a Network Detecled diaiog will be d,sp!ayer*.

M

F} Do act ceisci new nelwarke again

o Seiect your lccation from ihe diaiog

A TrustConnect alert will be displayed depending on the setiings corfigured iny Fivewall Schavlr Seltfugy inferfase.
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In an unszcered wirelsss nelwork, vour cermnspication iw visibis to evaryone in the

same nehark

] De nat chow this alest again

.......................... Ertis T e SELTLELEVUOEE I LD LD T PG 6110331113 11

Select whether you want to connect ic the internet via TrusiConnect thus encrypiing the Uaiic between your system and the
interna! or use the unsecured network.

i you choose 'Sesute ccmmunication viih TrustConnect, CIS will establish the conaection via TC...

\\

Pleass wait while TrustOunneet is b2ing enakled. .

Cheose 'Continus Unsecured' oplion if you dg not want 1o establish an encrydled conaeclicn.

Comodo Internet Security Pro / Premium Users

TrustConnect senvice is not included with CIS Pro / Premmium and these users shoudd subscribe for using the service, When the
option ‘Secure communication with TrustConnent is selecied, a ‘Activate TrustCennect cialog wili be dispiayed.
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EDIUE DRIDIHE sk "Gel g TrustConnect Account” butica oy

o Youcarn purchase the TC service by clicking the 'Get a TrustCennect Account', enter the TC service credentials and
activate the service.

< Ifyou already have 2 TC account, enter the TC service credentials in the Usemame and Password fields and click the
‘Activate Now' button.

+  Inthe Mips:ifacsounis.comode somi page login 1o your CAM account using the CAM usemame and password sent
via emalt at the time of agcouni ¢reation,

<&

= Click 'TrusiConnect in the menu bar cr it tre drop down frem ‘Sevices' lab.

The assount details of your TC servicz will be displayed.
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The TC Service Login and Sesvice Password icr your eccount shouid be ertered in the Usemarme and Password fieids
respectively in the ‘Activate TrustConrect diaiog.

Please note that this activaiion dialog wili appear only for the first time you are trying to connect via TC. After the activation
process is successfully completed, subsequent attempts to connect via.TC ic the Intemet wili be automatically esiabiished.

9.Comodo Dragon

ool sasith
SO WY

To help make your intemet browsing expesiance even safer, Comodo Dragon is instalied on your commpuisr &s a par of Comedo
internat Security. Comedo Sragon gives you the corplate complement of feztures cffersd by Chromium with superior security
and privacy. .

ot N Wntion
Samrsia Dmeas Featiaras

° LOMBHE DIREON Fasies
Q2 2 piien et SN mvavtenadon The e aes

° LRGN LONOTS LFagon
Dankadtm Nvnasan Bafn

°® LONWOHT VTGN NGP
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< Improved Privacy over Chremium

+  Easy SSL Cerlificzis identification

e Fast Wabsite Access

o Greater Stability and Less Memory Bloat ' .
> Incognito Mode Stops Cockies, Improves Privacy

»  PrivDog provides control over the mornitoring astivilies of various agencies

= Very easy to switch frem your Browser 1o the Dragon
L3
Somade Dragon Ssourity:

o Has privacy enhancements that surpass those in Chromiumm's technclogy

= Has Domain Validation technelogy that icentifies and segregates superior SSL cerlificaiss fom inferior cnes
= Stops cockies and cther Web spies

»  PrivDog can cisable cookies, spyware, maiware and other trackers.

< Prevents all Browser downlcad traciing {0 ensure your privacy
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Comodo Dragon is instailed in your computer aleng with Comedo intemat Security 2013, You can siart the browser in two ways:

From the Start menu: .

= Click Start > All Programs > Comocdo > Dragon > Comocio Diragon:

7

% Remote Assistance

7

Y Paint

N
RN
SN

. 3
(Y
O

£ windows Media Player

R windows Messenger
8 windows Movie Maker

/////////////////////////.

//’/

COMODO GeekBuddy

N = SR .:...\. - \\\NN\“\\ &
\ \ \\\:\\&\\\ X £5 COMODO internet Secwrity  »

e

.\\\ T H \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ \\\\\\\\\\\\\\\\\ \\\\\\\

\N\\‘\\\\X\\\ \i{&; Uninstall Comodo Dragon

\\\ SR R R R AR RN

From the Destop lcon:

= Double Clisk on the Comodo Dragon Desklop icon created during the insizlistion

9.1.Introduction to PrivDog

Whal would be your reaction ii vou knew that almost ali your cniine aclivity was tracked by multicle agencies withou your
knowledge? The dala thay colleci might be used fer legitimata but unwelcome reascns such as adverls thet follow vou arcund
the intemat or for creating a profile of your online browsing activity..In the worst cases, it could be used by online frzudsters with
e sole objective of stealing vour personai and confidential information by deploying intelligence gathering cookies, spyware

and other matware.

PrivSog provides you the power 1o conol thess aclivities and make surfing the web safe and private again. PrivDog is a
browser extensicn that improves the transparency, p'1v=cy and speed of your onlire °xpen9nc¢= by automaticaily dstecting and
blccking processes that are attempting lo track your cniine aclivity. Whenaver you visit a website, PrivDog wiii display the
number ¢ privacy freals it has blocked in the lop-right comer of your browser. Clicking the PrivEog ivon wili reveai a more
detailed breakdown of the types of three!s it has sicpped, which can inciude advertising networks, 3rd party rackers, ceokies,
widgets znd cther data collection processas. Tha extension can alsc bieck ali current barnar ads in a webpage and repiace
ihem with safe and trusted 2ds.

You can install PrivDog while instailing Comodg Internet Secunity or by dewnioading the app frem
wvwprivdng avmiowtioads Mil. The supported browsers for PrivCog include Comode Dragor, Comade iceDragon.
ucogls Chrome and Mozilia Firsfox. .

9.1.1. Using PrivDog

+  The tolal number of potential threats on tha page veu are visiing will be overiaid ovar e PrivCog icon
right comer of the browser. Click the icor: io reveai a brezkdown &i current aciivily by thraat-ype.

aithe iop-

cemmm———
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The bottorr: of ths summary page states the total number of threats blocked for ali pages in your currant session.

Ad Networks - Gisplays the aumber of advertisements published by 3% party ad nstworks that were repiaced with ads from
AdTrustMedia {sanitized} er compieteiy blocked {blocked; depending on the setlings coafigurad. Clicking anywhere en the row
will expand or collapse the kisi. .

Trackers - Cispiays the number of trackers that were biocked ur aliowed for that page depending on the ssttings configured.
Clicking anvwhere on the row will axpznd or collapse the list.

3" Parly Widgets - Dispiays the number of widgets that were blocked or allowed for that page depending on the sellings
condigured. Clicking anywhare on the row will expand or collapss the list.

Statistics - Displavs the number of analytical trackars tha! were blocked or allowed ior that pags depending or: the seitings
configured. Clicking anywhere on ths row will 2xpand cr collzpss the list.

3" Party Cockles - Displays whether 37 pariy cookies are biocked or not depending on the settings configurad.

9.1.2. PrivDog Settings Configuration

Tha Oplions pags alicws you ¢ configurs the settings for the Trackers, 3° Party Widgets, Ads, Stet
websites 1o Exceptions fist.

cs, Preferences and acd

To open the Optiors Fanal, ciick the PrivDog icor: at the top right side of the browser and click the gear icon in the drep-down.
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Altematively, click on the words ‘slick here’ in the row of a blacked item 1o go to the respeciive setlings page directly.

e Options Panal displays ihe tot2} number of threats that it has blocked since the browser was opened for the sessicn 2nc by
i e Threals setlings page.

Svdog

3 . P N
& WiAnkings of $ha et wing N NS
WORITRRINER Y AR LIRS TR AFHININET FIRWONA Y.

WP o
9 Pasty Vst 8% sy

e 2338 dlrneagn

Ststizing S otnmeds

"y & of eyt 3N
R HE R

Ths pznal aliows you fo configurs the settings for:

TNvaxta

° Fhresis

- Cyaeadiang
LXOEPUQHR
Trale v oney

e MIRITFBIESR

9.1.3. Threats

The pzge displays the number of slements at the far end of each item thzt PrivCog has detecied so far in the browser.

\

Ry

franvee? & s
.2 . ST
37 poaty vingets %
ads D0 YTrutadd o o ¢
- N &
Selisins Oeien

LRI R HEN

= Select the oplicn wheter o black or aliow the items in the list.
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To remove a website from the Exceptions list, select the checkbox beside # 2nd click e 'Remove’ button besidz it or click the
'‘Remove seiected” button if veu select more than cne websile,

9.1.5. Preferences

in the Preferences screer you can choose to either aliow or binck 3 party cookies in #ie browser.

R, AT HERE reltent

»  Reallime 3" party cookie blocking - When this cption: is enabied, PrivCog will check in reallime fer 3% party cockies
that are being insialled 2nd block them.

» Do net track - Whan this cpficn is enzbled, PrivDeg wifl block the tracking activities of 3" party cookies that are
already inslalled.

Comodo Dragon's intuitive mutti-tabbed interface enables easy and fast access lo sophisticaied features of the broviser. Please

refer to the Comodo Dragor: oniins help guide at iiigiifelp.comoda.comiopic- 18- 13782888 Contada-Tragon -~
fntroducton dmi for more detalls on using the brovsser.

10.  Comodo BackUp

Comodo BackUp is a powerfui and easy 10 use deskiop application thal helps home and business users prelect their valueble
data against damags of loss. CIS Complste package includes Comodo BackUp with 50 GB of online slorage space.

The application’s sireamlined design and task orientated archifecture means even ncvics users can leam how 1o create, run and
restore their isst baciup job in a matter of minttes. Other features include Tuil schaduling, passwaord protection, a backup
inteqrity checker and a range of presst ackup jebs that allow you o quickly create copies of imporlani data sets suck: as the
Windows Registry, maii accounis and user seltings.

Comodo éackUp is alse seamlessly integrated ic Windows Explerar so that you 5an just select the folders or files vou want to
back up, right click on them and quick start tie Back Up wizand.

o~ t Doenl S
ety ety Maadienan
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Quick backup of sntire drives or individuai fites or folders lo your lccal computer, nelivork drive, FTP server or
Comode's onking server.

Step by slep wizards io guide even novice users through the entire backup, restore and scheduiing procadures.
flexible storage options aliow you fo specily full, incrementat or diffsrental backups.

Profeciion of invaluabie perscnal and business cala from loss or coruption.

Quick recovery ¢ files wilh a faw clicks of the mouse.

Granular sched u!in§ options ic take automalic backups 2t & time that stits you,

Real-time bachups synchronization feature to get veur fles copied over as soon as you save them.

Built in checker to oonfirm the integrity of your backup files before commiting 1o a resicre. .

Backup presets including mail foldars, wirdows registry, messenger archivas and mesier boot records.
Powerful encryption options to protect your files sc that it cannet be accessed by anvore but you.

Comodo Cloud - orline fil2 storage service. Backup your fles to a highly sscure online storage which can also be
mounled as & virlual drive in your sysiem.

CIS Conmplate package includes £0 GB of cniine sicrage space at Comado's onfine servar. You can log-in to your
oaline storage account with the user name and password that you eriered during CiS Compiete Regislration process.

Rafer to Avthvading Your Licanss for more details.

Command line and scripting support to aulomate the online backip and restore operztions.

From the Start Menu

Click Stzrt > Al Programs > C2M0DQO > CCMCTC Backup > COMODO Rackup:
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From the Destop icon:
«  Double Click on the Comodo Backup Deskicp icon created during the instaliation:

Bl Q€ INQ ANEAR_ S P P Y
2o 81488 43 - Comodo-Rackidp-

control over ail functicnal areas of the soitware. Please

N

refer to the Comado Backup onling heip guide at &Y
fatroduciion iia for more details on using the product.

¥ (Y
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Comodo Intemnet Sscurity allows users to quickly swifch the Enabied/Cisabled states of Ssivives, Firewall and Aulo-Sanddoy
by right clicking on the system tray icon {the CiS interface shouid be in Consgast View).

Antivirus >
Firewall >
Auto-Sandbox »

Game Mode

Advanced View

Widget

A agticciovsa
BN T

To enable/disable the Antivirus .
1. Right ciick on the system tray icon keaping the CIS interface in Cornpact View.

2. Move the rnouse cursor over "Antivirus’

i
§ NETORNNRY v Enabled
§ Firewall b Disabled

Auto-Sandbox

Game Mode

Advanced View

3. Cheos2 'Enabled or Disabled as per your choice

To enable/disable the Firewal}

1. Right ciick on the system tray icon kesping the CIS interface in Compact View

2. Move the mouse cursor over 'Firewall
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§ Antivirus ’ \\\\\\\\ :

§m&\\\\\§§ v Erjabled t

§ uto-Sandbox Pi  Disabled &

§, Game Mode \\ )
§ Advanced View

3. Choose ‘Enzbled or Disabled' as per your choice

You can find the sel securily levei also from the Nome Serget.

To enabie/disable the Auto-Sandbox

1. Rightciick on the system tray icon keaping the CIS interiace in Compact View.

2, Move the meouse cursor over ‘Behavior Biocker

Antivirus
Firewall

& O

Advanced View
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Set up the Firewall For Maximum Security and Usabélity

This gage sutlines the funciions of Comedo's Firewalt and helps yeu 1o sei up & secure conrection to the internat.

-
Port Stealihing is a security feature whereby ports on an intenst connested PC are hidder: from sight, serding ro response io
opperiunistic port scans.
1. Oper: Tasks' interface by clicking the green surved arow at lop right of he "Home' screen -

2. Dpen ‘Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interface

3. Open Stealth Ports interface by ciicking the ‘Sieaith Porty’ icon : Rl ¥ from the Firewali Tasks panel
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A%
Parts aIIoNour computer to communicate with other computers in a
network. B\?\tealthing them, you.may configure this computer’s visibility to

others.

The ‘Network Zones' seitings allow you 16 configure the prolection ievel for network cornection: io a Router/home network. {This
is ustally cone automatically icr you;.

To view the configurations
/

1. Open Tasks'interface by clicking the green surved amow at top right of the Home' screen
Oper: ‘Firewall Tasks' by slicking 'Firewall Tasks’ from the Tasks interface and click “Ogen Advanced Settings'.

Click ‘Netwoik Zones' under Firewail irom the leit hard side pane

~ W N

Click 'Network Zones' 12b from the 'Netwerk Zones' interace
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Cherk the Locpback zone and Locai Area Network #1. In most cases, the icopback zonz IP acidress shouid be
: )

27.0.01/255.0.5.0

in most cases, the iP address of the aulo detected Network zone should be 752.168.1.700:255.255.255.0 .

5. Chack thess addressees and click '0K". )

- The Firewail Behavior Setiings oplicn allows you to configur: the protection ieval for your Intemet conneciion and the frequancy .. .
g ¢ )

of alsris generated. .

To open Firewall Behavior Settings panel
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1. Open ‘Tasis' interfase by clic king the green curved arrow at top right of the ‘Home' screen
2. Open Firewall Tasks' by clicking 'Firewall Tasks' fram the Tasks interface and click "Open Advanced Settings”.
3. Click 'Firewali Seltings’ under Firewall from the le#f hand side pane _ .
4. Ensure that 'Enable Firewal’ is selected and cheose Safe mode from the drop-cown beside it.
N

\\

TNIIS autuatic JetRclsh Of privae nes

ks s Trusteonrect sists

ok ragmestag P refic

28 Frotaest An
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Safe Mode: While fitering network traffic, the frewail will automatizally creale rules that 2low all traffic for the components cf
applications cerifiect as 'Sate' by Comede. For nor-cartified new appiications, you will recaive an aleri whenever that application
alternpls to access the network. Shotld you choose, you can grant thal application Intemel access by choosing "reat this
application as a Trusted Applicstion’ at the alert. This will deploy the predefined firewall policy Trusled Applicaton’ onto the
application. -

Alert Settings
Under ‘Alert Settings’ in the same interface:
«° Desslect Do NOT show popup alerts

- Seiest 'Set aier! frequency ievel’ oplicn and choose ‘Lew' from the drop-down. Al the ‘Low setiing, the firewall shows
alerts for outgoing and incoming connection reguests ior an appiicaticn. This is the setting recommended by Comodo

and is sult,;.,b!e ior the m:;onty of users.

————————

ail which Slters inbsund

] Enable Trustconnect alerts

Tum traffic animation effects-on

%} Create rules for safe applications

N E} Set alert frequency levely '

S
EE,

] Set new on-screen alert tim

[_] Filter ioopback traffic (e.g.>

%1 Block fragmented IP traffic

Advanced Setlings

When iaunching a denial of service or ‘flocd’ attack, an attacker bombards a target machine with s¢ many conneciion requests
thal your computer is unabie to accep! legitimate connections, effectively shulling down your web, email, F7P of VPN servor. To
protect from such attacks, make the following settings undsr ‘Advanced in the 'Firewalt Seitings’ interface:

+  Seiect Filter loopback lraffic -
+  Ensure that the Block fragmented IP traffic is sslected

o Block fragmented P traffic - When a connection is opened between two computers, they must agres cna
Maximum Transmission Unit (MTY). iP Daiagram fragmentaticn occurs when data passes (hrough a router
with an MTi less than the MTU you are using i.e when a datagram ig laﬁer than the MTU of the network
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over which it must be sent, it is divided into smailer fragments’ which are each sent separately. Fragmented
IP packets can creaie threats similar to a DGS attack. Moreover, these fragmentations can double the
amoun! o lime it lakes to send a single packet and slow down your downlcad time.

o Seiect the Do Protocol Analysis chackbox 1o delect fake packeis used in denial of service altacks

= Select Enable anti-ARP spoofing

POt vrgaag
HINIOtEH

Filter IPv6 traffic
Filter loopback traffic (e.g. 127 XXX, ::1)

Block fragmented IP traffic

f¥] Do Protocol Analysis

Enable anti-ARP spoofing

You can configure ang deploy traffic filtesing rules and policies on an zpplication specific and giobai basis and predefined firewall
g )
mgese:\s- -

To view the Application Rutes

1. Open Tasks' inlerface by clicking the green curved arrow at 1op right of ths 'Home' screen

~

Qpen ‘Firewall Tasks' by slicking ‘Firewall Tasks'from the Tasks interface and click ‘Open Advanced Settings'.

w

Click ‘Application Ruies’ under Firewall irom the leit hand side pane
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4 Chek tha handie from ihe bollom and Add or Ed? rules for specific appications manually or erove them

To view the Global Rules

asks’ interface hy clicking the green curved amow at top right of the "Home' screen
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2. Open Firewall Tasks’ by clicking 'Firewall Tasks' from: the Tasks interfase and click ‘Open Advanced Setfings'.

3. Click 'Global Ruies’ under Firewail from the left hand side pane

\\\\\\\\\\\\'\\\\\i&\\\\\\\\\\\

weR MO O il SR

B eron ISB Bo
Prens WP Ay 1w

OFak Nave far setaven Sataiia o iahad Noten
Cliek hore o mors Jalsis o Giohat Nuiss

To view Predefined Firewall rufesets

1. Open Tasks' interface by clicking the green curved amow at top righi of ths 'Home' screen

2. Oper ‘Firewall Tasks' by slicking 'Firewall Tasks' from the Tasks interfacs and click "Open Advanced Setlings'.
IBM - Ex. 1002-Part 9 of 10, Page 3205
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3. Click 'Rulesels’ under Firewali from the left hand side pz2ne

4. Click the handie from the bottom: 1o and Add, Edit or remove rulesels.

sually enough.
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Block Internet Access while Allowing Local Area Network (LAN)
Access

You can configure Comedc Firswall to biock Intemet access while aliowing free conneclions to zn internal network (Iniranet or
LAN).

Examyple ssenarics:

* In your natwork at kome, you wart your chilc’s computer to cennset to other computers at home but disabls Internet
access lo them for safety raasons .

+ I your corporale netwerk, you want yeur employee's compuiers to connect to your Iecal network mzchines but disable
Irternel access ior them for bandwidth restricticns

To seieclivaly block conneciion to internet whilst aliow sonrecticn to internal nefwork you need to create a Giobal Rule undar
Advanced Firewall Seliings and password protect your configuration lo provent cthers from allering it.

To creale a Global Rufe

1. Open Tasks' interface by clicking the gresn cusved amow at top righi of the 'Heme' screen

)

Open ‘Firewall Tasks' by clicking 'Firewall Tasks' from the Tasks interfacs and click '‘Open Advancad Seltings'.

3. Click 'Globzl Ruies’ under Firewail fom the left hard side pare
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Protocol:

Direction:

Descripticn | Alow LAN and Block Internet

IPvéa Single Addrass

5. Choosz the foillowing cptions frem the drop-down menus:

»  Acton = Slcck;

»  Prcicooi = IP;

>  Direclicn = Qut.
€. Enter a desaripticn for the rew rule in the Description text box.
Click the ‘Scume Address’ 1ab, choose 1Pv4 Single Address’ or 'IPvE Single adcress’ as
the IP address cf the computer in the IP text box.

-~

per your natwork anci enter

+
8. Click e ‘Deslinalion Address’ ab, choose 'Metwork Zone' from the Type drop-down and chocse your iocal area
netwerk from the "Zone’ drop-down.
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Description Allow LAN and Block Internet

Network Zone

Logpback Zone
Loopback Zone

o]

&

e

9 iist of Global Rules.

€

10. Click 'CX’. The created policy wili be added o

iest the rule, ciick e handie from the pottom anci click ‘Move Up' repeatedly uri the tule moves to the first

position.
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IPR2025-00379 (IBM v. Croga)

!



«\\&

QY NN

The following global rules are active on this computer:

Aligw All Incoming Requests if The Sender Is In {Work #1]

i Qut From MAC Any To MAC Any Where Fraiccol Is Any

" Allow ISMPv4 in From MAC Any Te MAC Any SWhere ICMP Message is TIME £,

12. Click 'CX’ for your configuraticn to take effect.

Your Firewali is row configured 1o allew access Yo inferral netiverk but 1o bleck internet access. Now veu need to password
protect this configuralion to prevent others frem changing it.

To passward prolect your configuration

1. Open Tasks' interface by clicking the gresn cuived arow at top righi of the 'Home' sereen

(a2

Oper: ‘Advanced Tashks' by clicking * Advanced Tasks' from e Tasks interface ard click "Open Advancsd Seftings'. -

w

Click ‘User Inteiface’ under Generai Settings frem the ieft hand side pane

IBM - Ex. 1002-Part 9 of 10, Page 3211
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STEGSRN I Paskgenid

Password:

Retype:
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Setect ‘Enabie Password Protection’ under 'Parenial Centrel andi click 'Set Password' link. The Change passwerd

cialog wil: appear.

Enter and confirm your password then click OK. Make sure ic creale  sireng password conlaining a mixtuse of
uppercase and lowercass characters, numbers and symbels so that i cannol be easily guessed by cthers,

The coniiguralicn is now password protected. From the next alleinpt to change any sonfiguration changes 1o CiS, you will be
prompled to enter ths pessword lo proceed.

el

Password:

II.I.IIlllll

Block/allow Websites Selectively to Users of Your Computer

Comodo Internet Security allows you ic spacify a single or a group of websile!s) th

=i o
=1

different users of your compuier. Configunng the website filtering involves two steps:

To define websife categories

1.

2
3.
4
5

an be seleclively allowed or blogked o

Open Tasks' interface by clicking the gresn cusved amow at iop right of the "Home' screen.

Oger ‘Firewall Tasks' by ¢licking ‘Firewall Tasks' from the Tasks interface and click 'Open Advancad Setlings’.

Click Website Fitiering’ under Firewall from the left hand side pane.
Ensure ihat the 'Enabie Websiie Filtering Fillering’ checkbox is selzcted.

Click 'Categories’ iab from the Website Fillering’ inleriacs.

IBM - Ex. 1002-Part 9 of 10, Page 3213
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he tollom center of the ‘Categories’ pane, click "Add’ from the options ard chosse 'Add

6. Click ihe handie from ¢
Category' from the drop-gpwn. The 'Edit Property’ diafog will open.
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Add Category
{ Food Shops

~

7. Entsra name for the category and click CK. The new category will bs created and added under the 'Catagories’ tab.

8. Select ihe category, click the handle ai the boitom of the 'Calegories’ pane, click 'Add’ then chcose 'Add Website' from:
the drop-down menu. The "Add Website dialcg wili cper:

IBM - Ex. 1002-Part 9 of 10, Page 3215
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9.

Enter Website Name (e.g. *.evilsite.com)

www hotelstalefood.com

MR R R T A T A T IR 2 H AR S TN R A AN

Enter the @il URL or a part of URL with & wildeard chare

« Toadd a specific website/webpags, enter the full URL of the websile/webpage

of the vebsrte(s; to be ircluded i the cal'.

- Toincluds ali sub-domains of wsbsite, add a wildcard characler and a period in front of the URL. For
axample, *riskywenches.com wil: cover friskywenches.com, legin friskywenches.com,

pictures.riskywanches.com, videos friskywenches.com and so cn,

« Toinclude ali the websites with URLs thal slarf with a specific string, add a wildcard chzracter after the
string. For example, “pizza*” will cover ‘pizzahut.corry, pizzacorner.ccm, and so on.

« Toinclude ali the websiles with URLs that contain a specific string, add the wildcard character befor and
afler the string. For exarple, pizza*” will cover halpizza.com, spicypizza.com and so o,

The websile{s) wili be added ie the cziegory.

10. Repea! the procass to add more websites.

15. Click OK in the 'Advanced Seilings’ interface i save your seltings

To create rules for selectively blocking or aliowing websiies o users .

> w o™

Oper: ‘Firewall Tasks' by clcking 'Firewall Tasks' from: the Tasks interface and click "Open Advanced Sellings'.

Click ‘Website Fitering’ undsr Firewsll from the left hand side pane.
Click "Rulss’ ta from the "Website Fitering’ interface.

Click the nandie al tha boilom of the Rulss interface and select'Ads™

- IBM - Ex. 1002-Part 9 of 10, Page 3216
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ad Sitge

5. Enier a rame for vour new fiter in the "Websils Fillering Ruie’ dialeg.
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€ Select the categories that should be added to the fiter:

«  Click the handle at ihe bottom of the 'Category’ pane 2nd chooss ‘Add’.
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For Gourmands

«  Select a category and click ‘OK’ to add it to your nule. Repeat the process to add more categories.
The 'czlegories’ window contains = list pre-defined Comodo catsgeries and any ussr crsated categories. Comodo
categeries carinot be mediiied.

« Comodo Safe Sites - VWabsites that are considered safe accorcing to global whitalist

< Comodo Phishing Sites - Websiies that lzad ic phishing weksites, as per dynamically updated Comodo
Blackiiat

- Comodo Malware Sites - Websiles that may inject malware into your system, as per dyramically upcated

Comado Blarklist

delails on creating and modifving user specifed calegonies, Reler{o the section Dufining or Mo

3 W N N 3o
Websiie Calngorien
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Add Users or User Groups 1o whor the rule sheuid be applied:
Click the hardle at the boltor: of the 'Reslrictions’ pane and click ‘Add”. The "Selest User or Group’ dialog wil

=~

appear.

RPN

HHIRK ,

- Enterihe names of the usars ic whon the ilter is to be appliad in the ‘Enter the object name o select’ text
zox wilh the format <comain name>\<user/group name> or <user/group name>@<demain rame>,
Altemsziively, ciick ‘Advanced then 'Find Now’ to ioczis specific ussrs. Click "OK' 1o confirm the zddition of

LG
the users.
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Common Queries

Y € Administator  SMITHSCOMP...
R €0 Administatars  SMITHSCOMP...
R € ASPNET SMITHSCOMP...

~ ¢7Backup Oper.. SMITHSCOMP...
€ Bob Smith SMITHSCOMP...

2 @Everyone §\
L 2T
R € Guest SMITHSCOMP...
Y €% Guests SMITHSCOMP...
. N RiHelpAssistant  SMITHSCOMP...

S fHeloServices. SMITHSCOMP.

Adter adding target users or grcups, vou next need io specify whether those users shetld be allowed or
tlocked from viewing the websites in: the caiegery or thev should be asked i they want t¢ continue. This is
dore by modifying the link ir: the 'Resltriclicns’ columa:
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RS Mabwvare Sites

Allow - The websites in fhe categories can be accessed by the user.
Block - The websiles in the cateqories c2nnot be acoe§sed by the user.
Ask - An alert will be displayed in the browser it the user &ies to access any of the websites in the categery.
The user can decide whelher or not [ continue. -
»  Use ihe Logging' switch o cheose whether or nol attempts to access a calegorized website are logged.
-\_ 8. Click 'CX' 1o save your new ruie. The new nile will be added to ths list of rules under the 'Rules’ tab
o 9 Ensurs that the ruie is enabled using the toggle switch urder the Enable Rule column for the ruls i iake efiect.
= You s2n disable cr enable rules at any time using the switch tnder the 'Enable Rule’ column.
You can disabie or enable rules al any lime using the swiich under the ‘Enable Ruie’ column. .

Set up the HIPS for Maximum Security and Usability

This page explains on configusing the Hest Intrusion Prevention Systen: (HIPS] cemponent of T3S fo provide maxiinum security
from the malicious programs that iry to sxecute from within your system and te pmlect your system frem dala thefi, computer
crashes and sysism damags by prevenling most types of buffer cverflow attacks, prevent possibls attacks from root-Kits, inter-
process memery irjections, key-loggers and more.
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To configure HIPS

1. Ogen

2. Open ‘Advanced Tasks' by clicking *

3. Click 'Security Seftings' > 'Delsnse+ ' > 'HiPS' >

Tasks' interface by clicking lhe grean cusved amow at top righi of the 'Home' screen

Advanced Tasks' from e Tasks interface and click ‘Open Advanced Setlings’.

"HiPS Sattings' irom the lef hand side pane

Yoo .~
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\s\s\‘
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4. Seiect Enable HIPS

5. Choose ‘Safe Mode' frem the drep-down beiow it. Refer to HIPS Behanvior Sellings for more detalls or: the Security

Levels.
Monitoring Setlings
6. Click Monitoring Settings from the HIPS Setlings interface .
\ ! '\ﬁgsm SR M

s it JURN DS P A BPPIL I)
30 FIGIETIGH Sy Sie

ities to pratect the compule

[¥] Interprocess Memory Accesses . {¥) Process Execution
] windows/WinEvent Hooks {¥] window Messages
{¥] Device Driver Installations ' &4 DNS/RPC Client Service

5] Processes' Terminations

[£] Protected COM Interfaces ] Protected Registry Keys
[&] Protected Files/Folders

f¥] Physical Memory
[£] Computer Monitor & Keyboard

7. Make sure that ail the check boxas ar selecled ang click CK
Advanced Setlings

8. Make the following settings undsr Advanced in the HiPS Saitings interiace
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Cplicnal - Enzble 'Block all unkrown recuests if the applicalion is not running’, Selecting this option biocks
all unknown execution raquests if Comodo Intemet Securily is not running/has beer: shut dewn. This is
oplion is very strict indeed and in mos! cases sheuid only be enabled on sedously infested or compromised
machinas while the user is working tc resolve these issuss. If you know your machine is already ‘clean’ and
are looking just to enable the highest CIS security setiings then itis OK to ieave this box unchecked.

—

o Ifyou zrs using a S4-bit sysiem, in crder fo maximize the security, # is importan! 1o selec! ‘Enable enhancsd
proteciion mode (Requires 2 system restanty - £nabling this mode will aclivate addificnal host intrusien
prevention tachriques in Defense+ to countermeasure extremzly sophisticated maiware thai tries to bypass
regular countermeasures. .

Because of limiiatipns in Wincows 7 x64, some HiPS functicns in previous versions of CIS cculd
thecretically te bypassed by maiware. Enhanced Proteslion Mode implements several palent-pending ways
to improve HiFS in Dafense+.

Set up the Behavior Blocker for Maximum Security and Usability

This page axplains on conliguring the Behavior Blocker 16 auts-sandbox applications hat are unrecagnized by CIS to prevent
potential damages io your system from unlrusted programs.

To configuse Behavior Blocker
1. Open Tasks' interface by clicking the gresn cusved aow at top right of the 'Heme' screen
2. Open ‘Advanced Tasks' by clicking ' Advanced Tasks' from ths Tasks intarface and click 'Open Advanced Seflings'.

Click 'Security Setings’ > ‘Defense+ ' > 'Behavior Blocker’ from the left hand side pane

w
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&1 U heltaig commane: kne 2nadests o Sentais sppivanns

Y Gatet sneit e setiens 3

4. Make sure ihat the check box Au'o—;ancbux unkncwn applications as'’ s selected and choose ‘Partially Limited' from
the drop-dow:n menu.

' Viruscope Settings

5. Make sure Enable Viniscope’ checkbo is selected under ‘Viniscope'
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: Synamically analyzes the behavier of

tivitias.

&1 Do heuristic command-iing anaiesis for canain appiications -

Advanced Settings

6. Make sure ihat both ths check boxes:

s Do heuristic command-line znalysis for certain appiicaticns;
o Calect shsliccde injecticns
... are seiected.

Password Protect Your CIS Settings

This page explains how 1o passwond protect access to the CiS interface. implementing the steps expiainec or: this page means
another user will not be abie to access he CIS interface ic modily or over-ride the security seitings you have impiemented.

To enable password protection
1. Open Tasks' interface by clicking the green curved amow at top right of the 'Hemes' screen
2. Open ‘Advanced Tasks' by clicking * Advanced Tasks' from the Tasks interface and click ‘Open Advanced Sellings’.

3. Click 'User Intedass’ under General Seltings from the ieft hand side pane
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Seiect 'Enabie Password Protection’ under 'Parenial Contrel’ and click "Set Password Hiak. The Change passwerd
cialog wili eppear. ‘ .

Entsr and confism your password then click OK. #ake sure io create 2 streng password containing a mixiure of

uppercase and lowercase characlers, numbers and svirbols so that i cannot ti%mslb,EgiJe%s(s:g E}Eéhﬁrg of 10, Page 3228
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The configuration is now password protected. From the next attempt to changs any configuration changes fo CiS, vou will be
prompted to enter the password to proceed.

Passworc:

Reset Forgotten Password (Advan‘ced)

This page axplains how 16 remove password protection/resat passwerd just in case you forgot the password you had set for
COMCOG Iniernet Sscurity.

: {tis not possible & ‘retrieve’ a forgotten password - you can orly esetil. To do this invelves modification of the Windovzs

;\E ata

TP
regislry and is only recommended for experienced users.

To disable password protection in CIS
1. Click Start > Run, from the Windews Star menu

2. Type 'regedit ir: the text box and click 'OK’

3. Navigate to HKEY_LOCTAL_MACHINS\SYSTEMScliware'CamodoiFirewaliPro\Configurations

Under the Cenfigurations foider you will see sub-folders named §,1,2,... deperding on the number of preset configurations in
CIS. These folders contain ragisiry keys for the settings of ihe presel configurations in the order of the configurations displayed
Seitings » Contiguration interiace. For exampie, the folder O contains the keys for

STWINJS 2 LM

im Qofennerod Sadihnas v Qarar
N AJAEINTEE DANGS > BIEy

CCMCE0 - Intermet Secunity, the iclder 4 coriains the keys for COMCEC - Preactive Security and so on.
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Sony Ericsson
£ TeamViewer .

Name
UNICODE Program Groups :‘,%Pro ductVersion REG 52
3§ volatile Environment ;“EUID RE G_SZ
MACHINE & =
PKEY_LOCAL EYversion REG_DWORD

] HARDWARE

SAM

J SECURITY

) SOFTWARE

3y SYSTEM

&3 ContraiSct001
Controlset002
CurrentControiSet
LastknownGoodRecov
MountedDevices
Select

Setup

Comodo
£ Cam

whi

Seiect e folder comespending to the consiguration for which you
for examgle, navigale to HKEY_LOCAL_MACHINE

1o reset password in COMODO - Internet Security configuration.

EEEE——

(value not set)
COMODO - Internet Security
7.0.308911.4080 :
{D916D9A7-8C38-4B6A-ABF6-71E9407A87613
0x03016295 (50422421)

Coenfiguration

H
:
R

SXVPEI RPN LE TSRy

This section lets you import, export

vl G
any R

- Proactiva Secuiix
AR

&
\\“\\\w\
R

EVINF VPRIV TR RRy e

E\SYSTEMScliware\Comodo\FirewallPre\Configurationsi0iSettings
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DR "E&\\\\\\\\\\\\\\

Ml
e

JCmcEnabled REG_DWORD 0x00000001 (1)

DontShowvirtual... REG_DWORD 0x00000000 (0)

ControiSeta0! £ powebtookup REG_DWORD 0x00000001 (1)
c°""°‘sewszls o R EnableLogging REG_DWORD 0x00000001 (1)
f::t::ﬁ';; dRecovery SDJEnforceBootSecu... REG_DWORD 0x00000001 (1)
" HidelntroScreen REG_DWORD 0x00000000 (0)

MountedDevices

MaxLogSize REG_DWORD 000000014 (20)

Q)MessageFlags REG_DWORD 000000049 (73)

fINotShowBackgro... REG_DWORD 0x30003000 (0)
SRS oWPIINGE T REG DWORD™ ™ Ixossssseq(@)
SalPasswordEnabled  REG_DWORD 0x00000001 (1) %

TP e REG. BINARY o BREQTSGS YTV d1 ea 50 47 94 82
Zi)Playalertsound ~ REG_DWORD 0x00000001 (1)

flRemember REG_DWORD 0x00000001 (1)

$2)Showsalloon REG_DWORD 0x00000000 (0)
nyﬂShowGeekbuddy. .. REG_DWORD 0x00000001 (1)

ShowGeekBuddy... REG_DWORD 0x00000001 (1)
i’ﬁa%owGeek&.nddy. .. REG_DWORD 0x00000001 (1)
s]Showlncompatibl... -REG_DWORD 0x00000001 (1)

ShowMinimize REG_DWORD 0x00000001 (1)
X Showwidget REG_DWORD 0x000008001 (1)
&) startadvMode « REG_DWORD 0x00003000 (0)

i sumaryview REG_DWORD 0x00000000 (0)
REG_DWORD 0x00000000 (0)

(34

. Right-click ‘PasswordEnabied' key and select Modify’

R RS RN

e jhotShowZacksro...

SX00050000 {0}

‘BﬂNotShowMinimize. . 0x00300000 (0)
R 3 S

X ww&& ..... [ 1~Caiill o 17 ¥ {on 14 J o VRN : DXUUUOUOUI (1)

€89 7f ba 91 04 d1 ea 50 47 94 8e ¢
06x00000001 (1)

P\ W\
:fz‘_}jplay AlertSoun : Modify Binary Data

SilRemember | pelete 0x00000001 (1)
i5)ShowBalloon | Rename 0x00000000 (0)
B showGeekbuday s >Res pwoRTSss  0x00000001 (1)
$RchowGeaktuddy... REG_DWORD Sx0003000: (1)

S ~

LRI ISR AL LIRSS

6. In the 'Edit DWCRD Value dialog box, chenge the ‘Value data’ from 1 160

M -

{
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7. Click'C«'
8. Rightclick PzsswordHash' ard select 'Delste’. .

. . panret OB -
S PN TR b

REG_DWORD 0xUUUBOTUE () -
TRRT.....PEG. RTHMARY, e8 f9 7f ba 91 04 d1 ea 5047 94 8e ¢
Sa)Playalertse;  Modify © 0x00000001 (1)
f¥]Rememper | Modfy BinaryData  + g400000001 (1)
£5) showBallool RRTIN N 0x00600000 (0)
§f)showGeekh  Rename . ~0x00000001 (1)
E‘ﬂShowGeekB:am»»»»mmwwwmm ¢ 0x00000001 (1)
NshowGeekBuddy .. SEG_DWCRD 30050301 {1)

KN

8. Restart lhe system for the changes 1o take sffecl

<.

Now you should be able i access all sstlings, uninstali CIS and set a new password.

Note: # CIS dossn't allow regedit to change those registry itemrs, try to boct in safe mode and repeat the above steps.

Run an Instant Antivirus Scan on Selected ltems

You can run an instant antivirus scan on any seiected area like disks, folders files elc. You can also check a wide range of

removabie storage devicas such as 35, CvDs, extemal hard-crives, USB cornected drives, digital camsras - gven your iPod
and mobile phones tco!!l This is usefui i you have just copied a fileffolder or a program from: an external device tke a USB drive,

arother system in your network, cr dowaloaded fiom the Intemel.

nstantly scan an item
= Rightciick on the itea: and select Scan with ‘Comodo Antivirus' frem the context sensitive manu.

)
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N\

Click the Antivrus tife at the 'Home' screer in compact view lo flip-open the Antivirus pane

\\ AN\

ie dmi Folier- ;

\\\\\\\\

Dther Places

A \\\\\\\\\\\\\\\\\\

&Run in COMODO Sandbox

Pin to Start menu

"Send To

Cut
Copy

Create Shortcut
Delete
Rename

Properties
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« Drag and dr the tem over the anea marked 'Scan b;ef.:ls'.
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found.

Create an Antivirus Scanning Schedule

Comodo Intemst Security allows vou o schedule Antivirus scans en your snlire system or on specific arezs acconding to your
preferences. You can create a custom scan profile defining exactly which files 2nd iclders 2ra to be scanned, when they are fo
b2 scannad and how they are to be scanned.

To create an antivirus scanning schedule .
< Click the ‘Tasks' arow on the home screen 1o open the main Tasks menu
*  iIn'General Tasks', click 'Scan'

o Seiect ‘Custom Scan’ then More Scan Options’

- The ‘Advances Ssttings' inierface wiii be displayed with 'Scans' panel spsned

= Click the handie at the bcitom ol the inlerffase then select 'Add’
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The scan praiile interiace will be displayed.
Type a name for the prefile in the 'Scan Name' texi bo)

Tlick the handie at the bottom: of the interface 1o select iterns to be inciuded in the prefite:
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Scan Hame: |Example Scan Profile

Define items to be scanned, scanning options and running schedule

- Add File - Aliows you to add individuel Hes to the profile.

- Add Foider - Allows vou 1o seleci entire folders o b2 included in the profile

- Add Region - Allows yous fc add pre-defined regions {c the profile {choice of ‘Fuli Computsr, ‘Commenly
Inlacted Areas’ and ‘Svstem: Memory'}

N

+  Repeat the process 1o add more items to the prefile. Click 'CK'te confim your choice.

«  Nex, click ‘Cplions' to further customize the s22n:
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Scan Name:

| Example Scan Profike

- Define items to be scanned, scanning options and running schedule

! Endble sudrnnlng uplimizatlons

Use cloud

Sedian
HItieH

LER

- Options:

3¢5 102 s

while scanning

Use heuristics scanning

Enable scanning optimizations - Cn selecting this opticn, the antivirus will empioy various optimization
techniques lixe running he scan in the background in order o speed-up the scanning prosess {Default =
Enabled) .

Decompress and scan compressed files - When fhis check box is selecied, the Antivicus scans archive
files such as .ZIF and .RAR illes. Supported iormals inciude RAR, WInRAR, ZIF, WInZiP ARJ, WinARJ and
CAE archives {Defauit = Enabled) . :

Use cloud while scanning - Seleciing this opton enables the Antivirus to delact the very latest viruses
more acsuralaly because the local scan is augmenied with a reai-time iook-up of Comodo's onling signatune
database. With Cioud Scarning enabied your sysiem is capable of deiscting zero-day makware even if your
locat aniivirus database is out-dated. (Default = Disabled).

Automatically clean threals - Enables vou to select the action ic be iaken against e detecied threats and
infected iiles automatically from disinfecting Threats and moving the threats to quarantine.

Use heuristics scanning - Erables you to select whethsr or not Heurstic technicuss,shaulg be anpied ¢
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scans in this profile, You are alsc given the oppertunity to defire the heunstics scan leve!. (Default =
Disabled).

Background Info: Comads intemet Security employs various heuristic fachriques to identify previously
unkrown viruses and Trojans. 'Heuristics” describes the methaod of analyzing the cede of afile o ascartain
whelher it contains code pattems similar to those in known viruses. li it is found to do se then the application
deletes the {le or recommends it for quarantine. Heuristics is about detecling Virus-like' trails or atirbules
rather than Icoking for a precise virus signature that maiches 2 signature on the virus blacklist

This aliows CIS to ‘predicl’ the existence of naw viruses - even ¥ it is nct corlained in the curent vitus
datzbase.

°  Low - Lowest sensilivity to detecting unkrown thraats but will also generale the fewest false positives.
This seiling combines an extremely high level of security and protection with a low rate of fzlse
posiives. Comodn recnmmands this setting inr mast users.

»  Medium - Detects unimown threals with grester sensilivity than the "Low’ setling but with a
cerresponding fise in the possibilify of faise posilives.

o Migh - Highest sensitivity to detecting unknown threals bt this also raises the possiility of more faise
posiives too.

Limit maximum file size to - Selsc! this Optior: # you wan! to irpose size restrictions on files being

scanred. Files of size larger than that specified here, are not scanned, if this optior is selecled (Default =

40 M8}

Run this scan with - Enzbles you to set the pricnity of the scan profile. You can select the priority from: the

drop-cown.(Defauif = Disabled;.

Update virus database before running - Instructs Comodo Internet Security (o eheck for fates! vius

signature database updates from Comodo website and downiozad the updates automaticaly before starting

the scarning (Default = Enabled) .

Detect polentially unvranied applications - When this check box is selected, Antivirug scars also scans

for applications thei ) a user may or may not be aware is instalied or: their computer and (i) may

functionaiity and objectives that zra nol clear lo the user. Example PUA's include adware and browser
toclbars. PUA's are often installed as an 2dditionai extra when the user is insizlling an unrelaied piece of
softwara. Unlike maiware, many PUA’s are 'legitimaie’ nieces of software with their own EULA agreements.

Howaver, the 'irue’ functionalily of the softwzre migh! not have been mads clear lo the end-user at the time

of instaliation. For g.xampie, abrowser toclbar may aiso contain code that lracks a user's aclivity on the

Internet. '

Te schadule the scan ic nun at setiriervals, click ‘Schedule’.

Ry
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