
  

  
  

  

      
      

  

Yis: You can disabie the Welcome Screen by selecting the checkbox Do not show this windew again’ in the window itself. 
      

° Show desktop widget - The CIS deskicp widget displays at-a-giance information about CIS securty status, speed of 
cutgoing and inceming traffic, number of background ‘asks and links to social networking sites. 

  
了 . . 

- The widget also acts as a shcrtcui to open the CIS main interface, the Task Manager, your browsers and so on. If you 
de not wan the widget te be displayed on your desktop, clear this checkbox. (Default= Enabled}.IBM - Ex. 1002-Part 9 of 10, Page 2984 
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net Securit 

Tig: You can disabie the widgei from the CiS sysiem tray ican. Right click on the CIS system: tray icon and deselect the ‘Shaw’ 

option that appears on hovering the mouse cursor on Widget . 

   

  

  

      

* Show information messages when tasks are minimized/sent to background - CIS displays messages explaining 
the effecis of minimizing cr moving a running task like an AV scan to the backgrounc: 

         

    
            

  

        7 Sana ro Background ashen, where avaiiaule, maxes ine task 

@s scanning er unseating cantrue running wth a lower crarity Sich as scanning or updating contr? rannng in the 

       comperedt te other avograms. These tasks are ycing 当 take background. Tesks are qaing to take tonger to compiete bur 
Aver 1D) compiety but be fess cesgurce intensive. resource usece Gf ine computer fs cuing to pe minimal. 

Restoring the windaw to forexround will restore the creviaus Plezse use Task Marayer ir: order te access then: tater. 

priogly back a3 wel, et F 
FE Co rot snew this message ageir:     EJ] Dv act show this nessage 2uain         

  

if you do not wani these messages to be displayed, clear this check-box (Default = Enabled). 
  

Tig: You can also disable these messages in the message window itself by selecting ‘Do not show this message again’ 
      

¢ Play sound when an alert is shown - CIS generates a chime whenever it raises @ security alert ic grab your 
atiention. If you do net want the sound to be generated, clear this check box (Default = Enabled). 

° Enable Password Protection - Enforces password protection fer ail important configuration sections and wizards 
within the interface. If you enable this feaiure, you must first specify and confit a password by clicking the ‘Set 

Password’ link. You will hen be asked for this pzssword whenever you uy to access imporlant configuration areas (for 
example, all sections in the Geserai Yssks, Flrewad YESSS Sans&ox Yasks and Adyased Tasks will request the 

? a 

password}. 

  

This setting is of particular value to parents, network administrators and administrators of shared computers to praveni 
other users from modifying critical settings and expesing the machine to threais {Default = Disabled). 

To enable password protection 

* Select the ‘Enable Password Protection’ check-box then click ‘Set Password’. The Change password diaiog 
will appear. ’ 

  

Password: 
  

  

Retype: 
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vv” 
。 Entsr and confirm your password then click OX. Make sure to create a strong password containing a mixture 

of uppercase and lowercase characters, numbers and symbols so tha! it cannot be easily guessed by 
others. 

6.1.2. Configure Program and Virus Database Updates 
The ‘Undztes’ area allows you to configure settings that govern CIS program and virus database updates. 

This screen can be accessed by clicking 'Updates' under the 'General Settings’ section of ‘Advanced Settings’: 

站 

Check for program updates svery 

Auiomatically download program updates 

# checked, progrars updates wil oe ainematicaily davnicadad, You wil 
ce whan fo install them. 

  

  

Check for database updates every 

本 有   

f=] Do NOT check for updates if running on battery 

oa Bini Host Senings 
  

m RK 

* Check program updates every NN day{s} - Enables you to set the intervai at which CIS will check for program 
updates. Select the interval in days from the drop-down combo Dox. (Default = 1 day) 

  
° Automatically download program updates - Instructs CIS tc automaticaily downioad program updates as scon as 

they are evaiiable. (Defaul=Enabled) 

。 Check for database updates every NN hour(s)!day(s) - Enabies you ic set the inte:val at which CiS wiil check for 

virus signature database updates. Select the interva! in hours or days from ihe firsi drop-down combo box and set 
hours or days in the second drop-down box. (Default and recominended = 6 hours) 

° Do NOT check updates if am using these connections - Enables you to restrict C!S from checking for updates if 
ycu use certain types of Infernel connection. For example, you may not wish to check updates if using a wireless 
cennection you know to te slow or not secure (Defauft= Disabled) 

To do this: 

¢ Select the ‘Boe NCT check updates if am using these connections’ check-box 

e Then click the ‘these connections’. The connections dialog will appear with the list of connections you use.
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Do NOT check for updates if! am using ti:ss 
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¢ Select the connection through which you do not want CIS to check for updates and click OX. 

¢ Do NOT check for updates if running on battery - If enabied, C!S will not downioad updates if it detects your 
computer is running from dattery power. This is intended to exiend battery jietme cn laptops. (Default = Enabfed} 

。 Proxy and Host Settings - Allows you to select the host from: which updates are Gownleaced. 8y default, C'S wil! 

directly downioad updates fron: Comodo servers. However, advanced users and network admins may wish to first 
cownload updates to a proxy/staging server and have individual CIS installations coilect tha upcates from there. The 
‘Proxy and Host Setings' interface allows you to point CiS at this proxy/staging server. This helps conserve overal 

bandwidth consumption and accelerates the update process when large number of endpcinis are involved. 

  
Nsis: You first need to install Comodo Offline Undater in order to download updates to your proxy server. This can be 
downloaded from & NE 
delat st Yiaf she SEL EAS 

. ase ws RSS alanstasin ieoasuri&y faaaactins eer aren asses. 
FQIMQIPMSP. CONIES SOHVIA QR: SASL ONT SNS SO HN SSH UIRY QAO SNE SSO RYH sy SPS 

    
  

To configure updates via proxy server 

* — Click ‘Proxy and Host Settings’ af the bottom of the ‘Updates’ intefiace. The ‘Proxy and Hes Seitings’ 
interface will open.
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和 Do NQT.caeck for updates if running on battery 
SPOON ss DR 

  

  

PTE 

   

  

[= Use proxy 

  

Host: ! 192.168.111.222            
   

    

  Raed 

(8085 a.    Port: 
  

   
    

+} Use authentication 

   
  

    ~N ‘ administrator       

: Login: 

      
  

    “ Password: | eeeeeeee ( 
     
  

  
  

  

    

  

  

Select the ‘Use Proxy’ check-box. 

Enter ihe host name and port numbers. If the proxy server requires access credentials, select the ‘Use 
Authentication’ check-box and enter the lagin / password accordingly. 

You can add multiple servers from which updates are available. To do this, click the handle at the boltom 
center of the ‘Servers’ panel, click the ‘Add’ utton then enter the host name in the ‘Edit Property’ dslog.
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modo Internet Sec 

  

  

e you specify multiple servers: 

。 Activate or deactivate each updates server using the ‘Active’ toagle switch alongsids it 

« Use the ‘Move Up’ and Move Down’ buttons to specify the order in which each server should be consulted 
for updates. C:S wil! commence downloading from the first server that contains new updates. 

° Click ‘OK’ for your settings to iake effect. 

6.1.3. Log Settings 
+ By default, Comodo Internet Security maintains detailed logs ci all Antivirus, Firewall end Defense+ events. Logs are aiso 

created for ‘Alerts Displayed’, Tasks Launched’ and ‘Configuration Changes’. 

+ This ‘Logging’ interface allows you to specity whether you want to enable fogging; the maximum size of the log file and 
how CiS shouid react if the maximum file size is exceeded. 

+ — Note: H you wish fo actually view, manage and expert logs; then you need to cpen the ‘Visw Logs’ interface under 
‘General Settings’ (Tasks > General Settings > View Logs) 

  

S Enable Legging (Recommended) 

Ths opti g pecarding cf critical sy us Hsiwers gente, freveall events aiv. ; 

> Move itte $: 

  | 

  
+ Enable Logging - CIS iogs events oniy # this setiing is enabled. {Default = Enabled} 

° ‘ff the log file’s size exceeds (Mbts)) - Enabies you to specify behavior whan the log file reachas a certain size. You 
can decide on whether to maintain log #les of iarger sizes or ic discard them depending on your future reierence 

needs and the storage capacity of your hand drive. ‘ 
’ 

° — Specify the maximum lisrit for the fog fife size {in M5} in the text box besice ‘Hf the iog file's size exceeds 

       

IBM - Ex. 1002-Part 9 of 10, Page 2989 
IPR2025-00379 (IBM v. Croga)



    

  

(MB) (Default = 208}. 

If you want io discard the tog file if it reaches the maximum size, select ‘Delete it and create a new one’. Gace the log 

file reaches the specified maximum size, it will be automatically deleted from your system and a new log fle will be 
created with the log of events occurring from that insiant (Default = Enabled). 

If you want io save the log file even if it reaches tho maximum size, select ‘Move it to’ and seleci a destination foider 
for the log file (Default = Disabled). 

A 

€) Delete it and create a new one 
gS GG 

or , 
SS 

® Move itt@ ; ee 

    

   en Send ancnymcus program usa 
— COMODO in erder te improve 

    
“Ws Local Disk (C:) 

Lo tee VASA 

cis_setup 

Config.Msi ; 

Documents and Settings 

Dragon AN 

Federal Bank Statements 

first_launch 

ald man files 、   
  

  

    

                
  

The selected folder path will appear beside ‘Move il to’. 

  

€} Delete it and create a new one 
SHAN

AHAN
 

= 

® Move itt OHS << 
SS 
生生 

     
  

   

   
rmycaAse ths ornmehiint © ony SUES Lt Me SGT S Ryle        

Once the fog file rsaches the maximum size, it wil be automatically moved to the selected folder and a new icg file will be 
created with the log of ovontc eccurring trom that inclant. ， 

e Send anonymous program usage (e.g. clicks, crashes, errors etc) statistics to COMODO in order to improve 

the product's quality - Comodo coilects coilects the usage details from millions of CIS users to analyze their usage 
pattems for the continual enhancement of the product. Your CIS instillation wil! collect details on how you use the 
application and send them periadically to Comodo servers through s secure and encrypied channel. Also your crivacy
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is protected as this data is sent anonymous. This Gaia will be useful to the engineers and developers at Comcdo to 
identify the areas to be developed further for delivering the best Intemet Security product. Disabie this cption if you do 
not want your usage details to be sent {ec Comodo. (Defauit= Enabled). 

6.1.4. Manage CIS Configurations 
Comodo Intemet Security allows you to maintain, save and export multipie configurations of your security settings 2s 
configuration profiles. This is especiaily useful if you are a network adiministrator locking ic roil cut a standard secunty 
coniiguraion across multiple computers. if you are upgrading your system and there is a need tc uninstall and re-install Comode 
internat Security then it can be great lime-saver to export your configuration settings beforehand. Aster re-instailation, you can 

import your previous settings and avoid having io configure everything over again. 
  

Nofe: Any changes you make over time will be automatically stored in the currently active profile. If ycu want to export your 
current settings then export the ‘Active’ profile.       

This panei can be accessed by clicking ‘Configuration’ under the ‘General Settings’ section of ‘Advanced Settings’: 

    

        

uration 

  
NS sse Sending 

NAVYISSNN Gogg gyrations 

ananting Semactines and Maaaaing Porsanal Cant Sane . SIPOTAQIERBOSNIG HIS SHSAQHY POISONS GES Qgeuysiors 

§.1.4.1. Comedo Preset Configurations 

By default, C!S is installed with ‘COMCDC - intemet Security’ as the active configuration. Reminder - the active profile is, in 
effect, your current C!S settings. Any changes you make io settings are recorded in the active profile. You can change the active 

profile at any time from the ‘Configuration’ panel. 

Click the links Seow to find out more details on each contiguraiion: 

SABE? | ldarmad Qaoeeste 
* GUMOIG - Hiornel Seas hy 

PASSA © See aashes Cacsyiye e 6 GOMOD . Breactive Socursy 

OSISSENINEN © Sleasss add Coogee tvs 
ec  GOMSN - Mrsiwall Security 

COMODO - internet Security - This configuration is activated by default, when doth Antivirus and Firewall components are 

instafled (i.2, the complete ingiallation}. The firewail is always set to ‘Safe mode’ but, according to the results of the malware 
scan performed during the selup process, the HIPS selling may vary. If no maiware is found, HIPS is sat lo Clean PC moda. 
Otherwise, the defauii is ‘Safe Mode’.
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Sehavior Siocker is Enabled. 

* Only commonly infected flesfoidsrs are protecisd against infection. 

e Only commonly exploited CCM interfaces are protected. 

e Detense+ is tuned te prevent infection of the system. 

H you wish to switch to Internet Security opticn, you can seiees the option from ihe ‘Configuration’ panel. 

COMODO - Proactive Security - This configuration tums C'S into the ulfimate protection machine. All possible protections are 

activaied and ali critical COM interfaces and files are protected. Curing the seiup. # only Comods Firewall installation option is 
selected, the next screen allows users to select this configuration as defauii CIS configuration. If selected, Firewall is aways set 

ic Safe mode. But according ic the mahvare scanning results performed during the setup process, if no mehware is found, HIPS 
is set ic Clean PC mode. Otherwise, the defauii is Safe mode. 

1 you wish to switch to Proactive Security option, you car solved Ue uplion froin the ‘Configuration’ panel. 

COMODO - Firewall Security - This configuration is activated wher tho user chocses ic install Firewail only and selects 
optimum proisction settings for HIPS. Firewall is always set to Safe mode. Sut accerding to the mahvare scanning results 
performed during the setup process, # no malware is found, HIPS is set ic Clean PC mode. Otherwise, the defaui? is Safe mode. 

e Behavior Biocker is disabied. 

e Computer MKcritor and Keyboard are NCT monitered. ^ 

*。  Qnly commonly infected fes/oiders are protected agains: infection. 

» Only commonly expicited CCM interfaces are.protecied. 

» HiPS js tuned to prevent infection of the system and deiect Internet access request leaks even if itis infected. 

if you wish to switch to Firewall Security option, you can seiess-the option from the ‘Cenfiguraticn’ panel. 

6.1.4.2. Importing/Exporting and Managing Personal Configurations 

The C!S confiquratioris can be exportedimporied, activated and managed through the Configuratcn panei accessible by 
clicking ‘Configuration’ tab under ‘Genera! Settings’ in ‘Advanced Settings’ interface. 

Click the area on which you wouid like more information: 

  

1. Open ‘Configurations’ panei by clicking ‘Configuration’ under Generai Seifings in ‘Advanced Tasks interface 

2. Select the configuraticn, click the handle at the foo! of the interface and choose ‘Export’. The ‘Select a path io export 

the configuration’ dialog will cpen.
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S_Configurations - 

     
          

  

  
  

  

  

    

  
      CIS xml configuration file [cfgy) 
  

        
                        

_ 3.__Navigate to the location where you want fo save the configuration file, type a name (e.g.,.'My C:S Profit’) fer the He to. —---- — 

be savedin .cigx format and click ‘Save’. 

Accnfirmator dialog will appear on successful export of the configuraticn. IBM - Ex. 1002-Part 9 of 10, Page 2993 
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importing a configuration profie allows you to store any profile within Comodo inismet Security. Any prafles you impoit do not 
7 时 1 $a ond Sa 站 Rn 

become active until you safes thes for use. 

To import a profile 

4. Open ‘Configurations’ pane! by clicking ‘Configuration’ under Genera! Settings in ‘Advanced Tasks’ interface, click the 
handie ai the fcot of the interface and choose Impcrt from: the cptions.
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This section lets you import, export and switch configurations. 

      

COMODO - Proactive Security 

      
   NA 

  

  

  
    

  

          
  

my_cis_piofile 
  

  

CIS configuration files (*.cfgx) 
          

The ‘Select a configuration fie to import’ dialeg will open. 

2. Navigate to the location of the saved profite and click ‘Cpen’. 

3. The import As’ diaiog will appear. Enter a namo for the profile you wish tc import anc click OK
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Enter a name for this configuration: 

i My CIS Profile| 
  

  

Aconfimaiion diaiog will appear indicating the sitnrassiul import of the profile. 

De 

Tne configuration nas been imperted successfury. 

  

Once imported, the configuration profile is available for deployment by sefsciing &. 

WO QQ 

  

  
  

  

    
You can change the coriiguration profile aciive in CiS at any ime trom the ‘Configurations’ panel 

To change the active confiquration profile 

1. Open ‘Configurations’ pane? by clicking ‘Configuration’ under Genera Settings in ‘Advanced Tasks’ interface 

ne .2.-— Select the configuration proiie you want te activate, click te handle ai the toot of the interface and chcose Acivala----—- ---  -- - 

from the opions. : 
’ 1
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LE 

    

  
4 

Would yau lixe to save your changes to current 

configuratian befere switching configuraiigns? 

  

  

3. Click Yes’ to save any setting changes in the current configuration, else click 'No’. 

An activation confirmation diglog wil! be displayed. But the new Profie will be impiemented only on the nexi restart of the 

computer. 
SN， 

    erecreceres cee rev TFLPTTTETTITTIPITIFITIPIT HTT! TUTTLE eee EECLERLT EDEL EP LECOBTUDECECOBPEDD ETE UELELLUDEEE LES Oooo ooo rela 
  

A'Resiart Computer alerl wii appear ai the bottom righi of the screen.

IBM - Ex. 1002-Part 9 of 10, Page 2997 
IPR2025-00379 (IBM v. Croga)



   oa internet Secud 
SS 

As 
   

          

      
      

  

SS 

  

  
  

  

   You may cheese t restart it Now or postpone this to a later 

time. 

Rernind me in: 

  

:30 minutes 
  

+ If your want to restart the compuler immediately, save all your work and click ‘Restart Now’. 

。 — If you want to restart the computer at sa jalsr.ime, seiecl when. you reed to De reminded from the drop-down ang click 

‘Postpone’. 

You can remove any unwanted configuration profiles from the list of stored configuration profiles. You cannci delete the profiie 
that Comodo intemei Security is curently using - cniy the inactive ones. For examole if the COMOCO - Intemet Security is the 
active profile, you can only delete the inactive profiles, ‘COMCOC - Progctive Security, 'My_CIS_Confguration and so on. 

To remove an unwanted profile 

1. . Oper ‘Configurations’ panei by clicking ‘Configuration’ under Genera! Settings in ‘Advanced Tasks’ interlace 

2. Select the confiquration orofie you want te delete. click the up arrow from the bottom center and choose 'Remove’ 
from the options. A confirmation dialog will be displayed. 
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COMODO - Proactive Securily 
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Are yau sure ta deiete te selected configuration 

permanently? ‘ 

  

  

  

3. Click Yes’. The configuration profiie will be deleted irom your computer. 
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6.2. Security Settings 
The Security Settings area enables you to perform granular configuration of the Antivirus, Firewall, Defense+ and File ratings 
compenents of Comodo Internet Security. Although these settings play a large part in goveming the levei of securily offered by 
the application, Comedc intemei Security 6.2 does ship with secure defaults for all major settings so provides ‘out-of-the-box’ 
protection for all users. 

  

\ a 

  

Enable scanning optimizations Recommended} 

Use this option to aovate j 

{] Run cache builder when computer is idle 

f=] Scan computer memory after the computer starts 

Do not show antivirus ‘alerts 

Decompress and scan archive files of extension(s): 2: 

f:J Set new on-screen alert tmeout to i 

几 Set new rnaximum file size limit to 

Set new maximum scrict size !imit ta 

Use heuristics scanning 

Detect potentially unwanted applications 
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6.2.1.Antivirus Settings 

_ The Antivirus Settings category has sub-sections that allow you ic configure Real Time Scans {a.k.a ‘On-Access’ scanning}, 
Custom Scans, and Exclusions (a list of the files you consider safe). 

Click the following inks to jump to each section: 

° ai Tins: Sean - To set the parameters for on-access scanning; 

satom SSsS - Te create scan profiles and run custom scans, schedule custom scans and set the parameters 
cusiom scans; 

a
e
 

% 
i
o
e
 

we 

ceiusions - To see the list of ignored threats and to set the parameters for Exclusions. 

6.2.1.1. Real-time Scanner Settings 
The real-time scanner (aka ‘Cn-Access Scan is always ON and checks fifes in real time when they are created, opened or 

copied (as scon as you interact with a file, Comode Antivirus checks it). This instant ceteciion of viruses assures you, the user, 
that your system is perpetually monitored for malware and enjoys the highest levei of protection. 

The seal-time scanner also scans system memory on start. If you launch a program or fle which creates destructive anomalies, 

then the scanner blovks it and alerts you immediately. Should you wish, however, you can specify that CIS dees net show you 
alerts if Viruses are found but automatically deals with them (choice of auto-quaraniine or auto-bieck‘delete). itis highly 
recommended that ieave the Real Time Scanner enabled to snsure your system remains continually ‘ree of infeciion. 

To open the Real Time Scan settings pane! 

* Click Tasks > Advanced Tasks > Open Advanced Settings > Security Settings > Antivirus > Realtime Scan’: 

n
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Realtime Scan 
. 

§] Enable Realtime Scan (Recommended) 

an snani 
sefere they ents: 

      anning when your compute: is used and srevanis trraais 
   

  

Enable scanning optimizations (Recommended} 

          

Use this cotlen fo activate the perfomance YN technologies for realiims sesnning 

  

      
    

EROS OHS ’ 

了     

    
    
    

Run cache builder when computer is Idle    
图 Scan computer memory after the computer starts 

f} Do not show antivirus alerts 

f*] Decompress and scan archive files of extension(s): =    
    
    

Set new on-screen alert timeout to secs 

Set new maximurn fite size limit to 

    f=] Set new maximurn script size tmit to 

     
    

fS] Use heuristics scanning 

  

图 Detect potentially unwanted applications 

+ Enable Realtime Scan - Allows you to enable or disable reai-tims scanning. Comodo secommencs te leave this 
option selected.(Defauit=Enabled} 

¢ Enable scanning optimizations - On selecting this option, the antivirus wil! emoloy various optimization techniques 
ike running the scan in the backgreund in order fo reduce consumpticn cf systeny resources end speed-up the 
scanning process (Default = Enabled) 
  

Nats: The above two settings can be modified from the ‘Advanced View’ of the Horne screen by clicking the status fink beside 
Antivirus. 1 you choose Disabled cption, both ‘Enable Reaitime Scan’ and ‘Enable scanning cptimizations’ will be disabled. # 
you choose 'Siateful’, both tha settings will be enabled and on choosing ‘Or Access’, only ‘Enable Realtime Scan’ will be 

enabled.       
Detection Settings 

¢ Run cache builder when computer is idle - CIS runs the Antivirus Cache Builder whenever ihe computer fs idle, to 
boost the reai-time scanning. If you do net wan! the Cache Builder to run, deselect this option (Defauii = Enabled). 

¢ Scan computer memory after the computer starts - When this check box is selected, the Antivirus scans ihe 
system memory curing system stat-up (Default = Disabled} 

* Do not show antivirus alerts - Allows you to configure whether or net ic show antivirus alorts when malware is 
encountered. Choosing ‘Bo not show anvirus alerts’ will minimize disturbances but at some loss of user awareness. |? 

you choose nat ic show alerts then you have s choice of default responses that CIS should automatically take - either 
‘Block Threats’ cr ‘Quarantine Threats’. (Default = Enabled } 

+ Quarantine Threats - Moves the detected threai{s) ic quarantine for your later assessment and action. 

{Defautt} 

° Block Threats - Stcps the applicaticn or ile from executicn, if a threat is detected init
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Nofs: 1 you deselect this option and thus enable alerts then your choice of quarantine/block is presented within the aiert itseif. BNE. 

      

。 Decompress and scan archive files of extension(s) - Comodo Antivirus car scan all types of archive files such as 

Jar, RAR, WinRAR, ZP WinZIP ARJ WinARJ and CAB if this option is left selected. You will be alerted to the 
presence of viruses in compressed files before you ever open them. (Default = Enabled) 

You can add the archive fle types ihai should be decompressed and scanned by Comode Antivirus. 

° Click fink cn the iile type displayed at the right enc. The ‘Manage Extensions’ dialog will cpen. 

  

  
  

    
  

    
You can use the search ontion ic find a specific fle extension in the list by clicking ‘the search icon t the far right in the 

. column header. 

    
  

  

N 

。 Enter the #e extension tc be searched in full of Part in the search fieid. 

° Click the right or lefi a:row at the far right of the column header to begin the search. 

。 Click the 并 icon in the search field to ciose the search option. 

° Toad a file type, click the up arrow 2i the bettem center anc click ‘Adc’.

IBM - Ex. 1002-Part 9 of 10, Page 3003 
IPR2025-00379 (IBM v. Croga)



  

  

  

« Enter the exiension (e.x.: par, msi, Zip, 7Z, cab and so on) ic be included in the Edit property dialog and click 
Oi. 

* Repeat the process to add more extensions 

¢ Click OK in the ‘Manage Exiensions' dialog 

Set new on-screen alert timeout to - This box allows you ic set the time period {in seconds} for which the alert 
message should stay on the screen. [Default = 720 seconds} 

Set new maximum file size fimit to - This box ailows you lo sot a maximum size (in ME) icr the individual filos to be 
scanned during on-access scanning. Files ;afgesr than the size specified hsre, will not be not scanned. (Default = 40 
MAB) 

Set new maximum script size limit to - This box allows you So set a maximum size (in M8) for the script files to be 
seanned during an-access scanning. Files larger than the size specified here, are not scenned, {Default = 4 2413) 

Use heurlstics scanning - Allows you te enable ar disable Heuristics scanning and define scanning levei. (Default = 
Enabled; ; 

Heuristic techniques identify previously unknown viruses and Trojans. ‘Heuristics’ describes the method of analyzing 
the code oi a file ic ascertain whether it contains code typical of a virus. If itis found to do sc then the application 
deletes the file or recommends it fer quarantine. Keuristics is about detecting virus-like behavior or atiributes rather 
than looking for a precise virus signature that meich a signature on the virus biacklisi. 

This is a quantum leap in the batie against malicious scripts and programs as it allows the engine ie ‘predict’ the 
exisience of new viruses - even if # is nct contained in the current virus database. 

Leave this option selected ic keep Heuristics scanning enabied…Elss. deselect this checkbox. If enabled, you can 
seiect the level of Heuristic scenning irom the drop-down: 

。 = Low - ‘Lowest sensitivily to detecting unknown threats but will also generate the fewest false positives. This 
seiting combines an extremely high level of security and protection with a low rate of false positives. 
Comcdo recommends this setting for most users. (Defaust) 

+ Medium - Detects unknown threats with greater sensitivity than the ‘Low’ setting but with a comesponding 

fse in the possibility of faise positives. 

* High - Highest sensitivity ic detecting unknown threats bui this also raises the possibility of more false 
Ddositives ico. 

Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans for 
applications that (}) a user may or may net be aware is instalied on their computer and (ii) may iuncticnality and 
objectives that are not ciear to the user. Example PUA's include adware and browser toolbars. PUA's are often 
installed as an additional exira when the user is instailing an unrelated piece of scfiware. Uniike malware, many PUA's 

are ‘legitimate’ pieces of software with their own EULA agreements. However, the ‘rue’ lunctionality of the sofware 
might noi have been made clear lo the end-user at the time of installation. For exampie, a Srowser toolbar may aiso 
contain code that tacks 2 user's eciivity on ths interne! (Default = Enabled). 

§.2.1.2. Scan Profiles 

Tha Sean Profiles area aliows you to view, ediil, create and run custom virus scans. Each prolie is a collection of scanner 

settings that teil CiS: 

Where fo scan {which files, foiders or drives should be covered by the scan) 

When to scan (yeu have the option to specify a scheduls}
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* How to scan (options that iat you specify the behavior of the scan engine when sunning this profile) 

To open the panel 

e- {lick Security Settings > Antivinis > Scans’ tab in the 'Advanesd Settings’ panel. 

    
    

        

Quick Sear: 

  
CIS ships with two predefined scan profites: 

。 Full Scan - Covars evary local drive, foider and file on your sysiem. 

。 Quick Scan - Covers critical areas in your system which are highly prone io infection from viruses, rootkits and other 
mahware. This includes systam memory, auto-run entries, hidden services, boot secicrs, important registry Xsys and 
system: les. These areas are responsibie for the stability of your computer and keeping them ciean is esseniial. 

You can run a profiie-scan immediately dy clicking the ‘Scan’ link alongside it. Click the handle af the foot of the interface if you 
wish to edit, remove or add a prciile. 

Click the following links for more deiails on: 

  

To create 3 custom profile 

* Click the handie at the boitem of the interface then click the ‘Add’ button:
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This page allows you to add, remove and edit scan profiles and scheduled scans. 

        

Quick Scar 

      

The scan profile interface will be displayed. 

¢  Typs a name fer the profile in the ‘Scan Name’ tex! box 

* Click the handie at the boitorn of the interface to select items that should be includsd in the profile 

  

Scan Name: "Bank Statements 
  

Define items to be scanned, scanning options and running schedule 
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。 Add Folder - Opens the ‘Srowse For Folder window and allows you to select entire folders 

    

    

   

* Add Region - Allows you to add preceiined regions to the profiie. For example, ‘Full Computer’, ‘Commoniy 
Iniacted Areas’ and ‘System: Memory’. 

MOT DF}. DA 
  

  

  

  

SIDSESUUMMIDEM EM geet iretszitcc: RSENS ROS 

bad By +S to ig pry e 

* — Glick ‘Cplicns’ tc turther customize the scar
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Scan Name: : Bank Statements 
  

   

    

   
Define items to be scanned, scanning options and running schedule 

    
&} Enable scanning optimizanons: 

asthe or lan emai 3! 
2342 Sf HAG SVS2s8        

          
  

  

  

#2 Automatically clean threats 

  

和 VIE TAS Po 3 E5% 

  

  

+? Update virus database before running 

  

Ws tha saeah: 
atti 

     

  

unwanted applications 
ys: soft 
Ys? yet 

  

  
        

+ Options: 

。 Enable scanning optimizations - Cn selecting this option, ths antivirus will empioy various optimization 
techniques like running the scan in the background in order to speed-up the scanning process (Default = 

Enablea) . 

¢  Decompress and scan compressed files - When this check box is selected, the Antivirus scans archive 

files such as .ZiP and .RAR files, Supported formats include RAR, WinSAR, ZIP, WinZiP ARJ, WinARS and 
CAB archives (Default= Enabled) . 

一 。 Use cloud while scanning - Selecting this option enables the Antivirus to detect the very latest viruses 
more accurately because the local scan is augmented with a reai-time lock-up of Comedo’s online signature 

database. With Cloud Suanning enabied your system Is capable of detecting zero-day mahvare even if your 

loca! aniivirus database is out-datec. (Default = Disabled). 

-- eee . ....®...Automatically clean threats - Enables you to select the action ic be iaken against the detected threats and - 
infected #les automatically trom disinfecting Threals and moving the inreats to quarantine. (Defaust = 
Disabled}. ，
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。 Use heuristics scanning - Enables you to select whether or not Heuristic technicues should be applied cn 

scans in this profile. You are also given the opportunity to define the heuristics scan level, (Defautt = 

Disabled). 

Background Info: Comodo Internet Security employs varicus heuristic teciiniques to identify previously 
unknown viruses and Trojans. ‘Heuristics’ describes the method of analyzing the cede of a fila to ascertain 

whether if contains code pattems similar to those in known viruses. I? it is found to do sc then the application 

deletes the file or recommends it for quarantine. Heuristics is about detecting ‘virus-like’ treits or attributes 
rather than looking for a precise virus signature that matches a signature on the virus blacklist. 

This aliows CIS te ‘predict’ the existence of new viruses - even if itis not conlained in the current virus 

datzbase. , 

* Low - Lowest’ sensitivity to detecting unknown threats but will also generate the fewest false positives. 
This setting sombines an extremely high level of security and protection with a low rate cf-false 
positves. Comocio recommends this setting ior most users. 

* Medium - Deiects unknown threats with greater sensitivity than the ‘Low’ setting but with a 
corresponding rise in the possibility of faise positives. 

° High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 

positives too. 

- Limit maximum file size to - Select this option # you went fo impose size restrictions on files being 
scanned. Files of size larger than that specified here, are net scanned, if this option is selecied (Default = 

40 MB). 

e Run Scan with - Enables you to set the priovity of the scanning fom High to Low or to run at background. 
(Default = Disabled). 

          

      

    

    
IETS SERS wot 

    

  

    

net 
ix.      

   

Update virus datanas: 
or ere as ot 人 Ssh 

  

  

。 Update virus database before running -Seieciing this option makes ClS to check for virus database 
updates and if available, update the database before commencing the scan. (Default = Enabled). 

¢ Detect potentially unwanted applications - When this check box is selected, Antivirus scans also scans 

for applications thai (!) a user may of may not be aware is installed on their compuler and (i) may 
functionality and objectives that are not clear to the user. Example PUA's include acware and browser 
toolbars. PUA's are often installed as an edditionai extra when the user is installing an unrelaied piece of 
soitware. Unlike maiware. many PUA's are ‘legitimate’ pieces of software with their own EULA agrsements. 
However, the ‘rue’ functionality of the softyare mighi nat have Deen made clear to the end-user at the time 

of installation. For exampie, a browser toolbar may aiso contain code that tracks a user's activity on the 
internet. (Default = Enabled). 

* — If you want the sean ic be performed pericdically, set a Schedule for the cusiom scan by clicking ‘Schedule’
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Sean Name: | Bank Statements 
     

Define items to be scanned, scanning options and running schedule 

    

                  
                            

Frequency: Start Time:    

  

      

  

     

    

    

  

€ Do not schedule this task 
  

® Every Day 

  & Every Week 

€&} Every Month 

Run only when computer is not running on battery 

Run only when computer is IOLE 

£2] Turn off computer if no threats are found at'the'end'of the-scan   

  

\ 

。 = Ponot schedule this task - The scar profile will be created but will nct be run automatically. The profile will 

be availabie for manual on-demand scanning 

+ Every Day - Runs the scan every day at the time specified 

。 Every Week - Scans the areas deiined in the scan profile on the day(s) of the week specitied in ‘Gays of the 
Week’ fieid and the time specified in the 'Starl Time’ field. You can select the days of the week by directly 

clicking on them. 

+ Every Month - Scans the areas defined in the scan profile on the day(s} of the month specified in ‘Days of 
the month’ fleld and the time specified in the ‘Start Time’ field. You can select the cays of the month by 

directly clicking on them. 

+ Run only when computer is not running on battery - This option is useful when you are using a lapiop or 

any oiher battery driven portable computer. Seleciing this option runs the scan only if the cemouter runs with 
ths adopter connected to mains supply and not on battery. 

+ Run only when computer id IDLE - Select this option if you do not want to disturbed when involved in 
computer related activities. The scheduled can will run only if the computer is in idle stzis 

¢ Turn off computer if no threats are found at the end of the scan - Selecting this cption tums your 
computer off, if no treats are found during the scan. This is useful when you are scheduling the scans to 

run ai nights. 

。 Click OK fo save the orofle. 

  

Nate: The schedule Scan will run oniy # itis enabled. Click the bution under the Active column beside the respective profile row 
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To run a custom scan as per scan profile 

Click Scan from the ‘General Tasks’ inierface and Click ‘Cusiom Scan’ from the ‘Scan’ interface 

° Click ‘More Scan Options’ trom the ‘Custom Scan’ pane 

The ‘Advanced Settings’ interlace wit be displayed with ‘Scans’ panel opened. 

Click Scan beside the required scan proliie.
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} CAQscuments ard Settings\Fecderal Rank Statements’ hid 
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You can choose to clean, move to quarantine or ignore tha threat based in your assessment. Reier to Processing ihe infested 

Ses for more details. 

6.2.1.3. Exclusions 

The ‘Exclusions’ panel under the Antivirus Settings Settings displays a list of paths ard apslicationsifiies for which you have 

selected ignore from the Seas Ress window of various sczns of added fo the Exclusions from an anivirus alert. 

To open the Exclusions panel 

° Click Security Seitings > Antivirus > ‘Exclusions’ tab in the ‘Advanced Settings’ panei.
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C\Pregram Fles\COMODO\COMOBS internat Security 

* Excluded Paths - Cispiays a lisi of paths/oidersifiles in your computer, which are exciuded from Doth real-time and 
on-demand antivirus scans. Reier to the section Exciusing Orives/¥olters/Figs from: aff iyges of scans for more 
Getzils on adding and removing exclusion items in this interface. 

* Exciuded Applications - Cisplays a ist of programs/appiications in your computer, which are excluded from reai-tima 
antivirus scans. The items are included on clicking ‘Ignore’ from the Ssan.ResaSs window of various scans and 
Antivirus Aferis or manually. Please note thal these items are excluded oniy on reai-time sans but wil be scanned on 
running on-demand scans Refer to ihe seclion Exclawing SyogramssAgpiications frost realtime scans more 
details on manually adding and removing exclusion tems in this interface. 

= $2. = $ fs S 3 § Dyeissefts SVeivas Maittare Shae SeNeSN at! mas at seass 
ENSHENAY UNSVSSPORW TSP USS NI SH WOSs GY Seas 

You can exclude a drive pariiion, @ iclder, a sub-foider or a file from beth the real-time and cn-demancicustom scheduled 

antivirus scans ai any lime, by adding them to Excluded Paths. 
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C:\Program Files\COMODONCOMSDS Internet Security’®   

        

  

  

You can use the search opiion io find a specific excluded path, foider oz file from the list by clicking the search ican at the 
far right in the column header.
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。 — Enter the path, folder nams or file nama to be searched ir full or part in the search fieid. 

¢ — Click the right cr lefi arrow at the fer right of the column header to begin the search. 

° Click the S toon in the search field to close the search opiion. 

To add item{s) te excluded paths 

¢ — Click the handie from the bottom center and click on ’Add’ fom.the options 

3 要 

  

  

  

You can choose to add a: 

人 ss Sroyss 

yet asian Satvoy bd NA SSNEMHNS SAYS 
‘ 

of. 

BS pdedvensd SE 
assy factikgicdssald Mo ° SEP SIRES SY FE 

Adding a File Group 

+ Choosing Fife Groups allows you ic exclude a caiegory of pre-sel files of folders. For example, selecting ‘Executables’ 
would enable you ic exclude al fies with the extensions .oxe .dli sys .OCX .bat pif ser cp! . Cther such categories 
available include ‘Windows System Appiications’ , ‘Windows Undzier Applications’ , ‘Start Up Folders’ ete-sachof  ~ 
whish provide a fast and convenient way to apply a generic ruleset to important files and foiders. 
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To view the fie types and folders thal are affecied by choosing one of these options, you need to visit the ‘File Groups’ 

inierfzce. . 

The ' Fie Groups interface san be accessed by the following method: 

8 Fffes, click the up arrow from the bottom 
， NA sre : 

+ Navigate to Advansedl Settings > Defenses » HIPS > Fratecs 
of the interface and select FSRS from the options. 

The fife groups will be added to Excluded Paths.
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m all types of future        

  

Repezsi process to add more #le groups. The items added to the Excluded Paths wii be omitted ff 
Antivirus scans. > 

Adding a Drive Partition/Folder 

* Te add a folder, choose 'Folders’ from the Add drop-down. 
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二 first_launch 

#3 My Safe Files 

  
  

      

  

              

The ‘Browse for Folder dialog will appear. 

Navigate to the drive partition or foider you want to add to excluded paths and click CX 

The drive partition/foider will be added ic Excluded Paths.
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Exclusions 

  

    
    

  

                  

  

C:\Program Fiies\COMODO\COMCDO internet Security* 

    

: Executables 

    

       POPLIN II ICEL Ets 

. ee 
。  Reneai process to add more iclders. The itams added to the Excluded Paths wi be omitted from: all types of future 

Antivirus scans. 

     

Adding an individuat File 

* Choose ‘Files’ from the ‘Add’ drop-down.
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The file wil be added to Excluded Paths. 

«  Repeai pracess to add more paths. The items added ic the Excluded Paths wall be omitted from ali types ci future 
Antivirus scans. ‘ 

To edit the path of an added item 

* Select the fem, click the handie from the bottom center and select ‘Edit’. 

* Make the required changes fer the file path in the Edit Property dialog.
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Edit File Path 

~:\old man files\give_a_dog_a_bone. txt 
  

  

To remove an item from the Excluded Paths 

。 Seiect the #em, click the handle from the bottom center and seleci Remove". 

  

  
  

  

        

  

      

2:\Pragrarn Files\COMODO\CSMOCO Internet Sec 
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The ‘Excluded Applications’ tab allows you to menuaily add programs, applications of files to Excluded Appiications fist for 
excluding them from real-time scans. Also you can remove the items trom Excluded Applications thai were added by misiake. 

  

Exclusions 

  

  
    

      

                

SN CPPrpgrarn Fb 

  

  

You can use the search option to find a specific excluded application trom the list by clicking the search icon } 
“right in the column header.
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。 Enter the name ci the appiicaticn to be searched in iull or part in the search fieid. 

« — Click the tight or left arrow at the far right of the column header to Degin the search. 

) 。 Click the S icon in the search field to close the search opton. 

To add an item to Excluded Applications 

。 Click the handie from the bottom center and click cn.Acd from the options
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¢ Browsing your computer for ise agofication - This option is the easiest for mest users and simply ailows you to 
3 . 

browse the files which you want to exclude from a virus scan. 

Adding an-application from a running processes 

* Choose ‘Running Processes’ from ths ‘Ada’ drop-down 

              S, 
ay 

N 
% NE RNR 

Aiist of currently running processes in your computer will be displayed 

。 — Select the process, whose teraet application is fo be added to excluded appiicaticns and click OK from the Browse for 
Process diaiog. ‘ : 
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     Windows Operating System 

: explorer.exe 

\ GeekBuddyRSP.exe 

aN) CisTray.exe 

KN cis.exe 

cis.exe 

~ cis.exe 

   

    
     

   

  

  

    

  

  

SN_ Exclusions 

  

  

  

        

S C:\Program Files 

Browsing to the Application 

¢ Choose Applications from the ‘Add’ crop-down 

‘\ 
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+ Navigata te the file you wani to add to Excluded APpiicaticns in the ‘Cpen’ dialog and click ‘Oper’. 

The fiie wit be added to ‘Excluded Applications’. 
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To edit the path of the application added to Excluded Application 

¢ — Select the application, click the handie from the bottom canter and select ‘Edit’. 

“e — Make the required changes for the file path in the Edit Property dialog. 

NE     
Edit File Path 

c:\Program Files\PopEye\abduct.exe 
  

  

To remove an item from the Excluded Applications 

°  Seiect the Kem, click the handie from the bottom center and select ‘Remove’.
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° Click ‘OX’ in the 'Advanced Seitings’ dialog for your settings to take effect. 
$ 

6.2.2. Defense+ Settings 
Defense+ is a ccllective term thal covers the Kost intrusion Prevention (HIPS}, sandboxing and behavior blocker components of 
Comodo Internet Security. Together, these technologies ensure all epplications, processes and services on your PC behave ina 
secure manner - and are prevented from taking actions tha! could damage your computer or your dzia.
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Do NOT show popup alerts 

Set popup alerts to verbose mode 

Create rules for safe applications 

f} Set new on-screen alert timeout to 

  wees Alvoced 

[2] Enable adaptive mode under low system resources 

Block all unknown requests when the application is not running 

Enable enhanced protection mode (Requires a system restart) 

  
The Defense+ settings area allows you to configure the following: 

  

° 6 HIPS 

eo 

io 

° 

eo 

° =6- SeRavinr § 

e =. SarsSex $ 

6.2.2.1. HIPS Behavior Settings 

HIPS constantly monitors systern ativity and only allows executables and processes to run if they comply with the prevailing 

security rules that have been enforced by the user. For the average user, Comoco Internet Security Ships with a default HIPS 
ruleset that works ‘out of the box’ - providing extremely high leveis of protection wilhoui any user intervention. For example, 
HIPS automaticaily protects system-crilical les, iclders and registry keys to prevent unauthorized modifications by malicious 

programs. Advanced users looking to take a firmer grip on their security posiure can quickly create custom policies and rulesets 

using the powerful rules interface. 

  

att 
evs: This page often refers to ‘executables’ (or ‘executabie files’). An ‘executable’ is 4 file thai can instruct your 

computer lo perform a task or function. Every program, application and device you run on your computer requires an 
+} executabie file of some kind ic start it. The most recognizabie type of executable fife is the .exs file. (6.¢., when you star 

Microsoft Word, the execuiabie file ‘winword.exe’ instructs your computer to start and run the Word application). Other types of 

  

Stages Fors SANSv 
Note for Hoge 
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execulabie files include those with extensions .cpl .由 .drv, inf ocx, pf, Scr, .SYS. 

Uniortunately, not ait executables can be trusied. Some executables, broacly categorized as maiware, can instruct your 
computer to delete valuabie data; steal your identity; corrupt sysiam files; give control of your PC ic a hacker and much more. 

You may alse have heard these referred to ss Trojans, scripis and worms. 

  

  

    
  

。 The HIPS Seitings panel allows you to enable/disable HiPS, set its security lave! and coniigure is general behavior. 

e The HIPS Settings panel can be accessed by clicking Security Settings > Defense+ > HIPS > ‘HIPS Settings’ ;ab from 

‘Advanced Setiings’ interlace 

Do NOT show popup alerts “ 

f=] Set popup alerts to verbose mode 

Create rules for safe applications 

Set new on-screen alert timeout to 

  

f] Enable adaptive mode under low system resources 

f:] Block all unknown requests when the application is not running 

Enable enhanced protection mode (Requires a system restart) 

  
* Enable HIPS - Allows you ic enable/disable the HIPS protection (Default Disabled) 

  
Site: The HIPS settings can also be configured in the ‘Acvanced View ol the ‘Home’ screen by Clicking the siatus link beside 

HIPS in the ‘Defense+ and Sandbox’ pane.     
  

Hf enabled, you can choose the security level end configure the monitoring seitings for the HIPS component. 

Configuring Security Level of HIPS 

The security level can be chosen from the drop-down that becomes active only on enabling HIPS:
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The choices available are: 

° Paranoid Mode: This is the highest security ‘evel selting and means thai Deferse+ monitors and controis all 
executable files apari from those that you have deemed safe. Comodo Intemet Security does noi atten! to leam the 
behavior of any applications - even these aprlications on the Comodo safe list and only uses your configuration 
setings to filter critical system activily. Simiarly, the Comodo intemei Security dces automatically creais ‘Allow’ rules 

for any executables - although ycu stil! have the cpticn to treat an application 2s Trusted’ a? the HIPS aiert. Choosing 
this option generates the most amount cf HIPS alerts and is recommended for advanced users thai require complete 
awareness of activity cn their system. 

- Safe Mode: While monitoring critical sysiem activity, Cefense+ auicmaticalty jeams the activity of executables and 

applications cerifled as ‘Safe’ by Comodo. It also automatically creaies ‘Allow’ rules these activities, # the checkbox 
*Sysate rales fos save aspiicatisns’ is seleclad. For non-certified, unknown, applications, you wil receive an alert    
whenever that application attempts to run. Should you choose, you can add that new application to the safe list by 

chocsing ‘Treat this apolicaticn as a Trusted Application’ ai the alert. This instructs the Defense+ not ic generaie an 
alert the next time it runs. your machine is noi new cr known to be tree of malware and cther threats as in ‘Clean PC 
Moda’ then ‘Safe Mode’ is recommended setting for most users - combining the highest ievels of secunty with an easy- 
fo-manag? number of HIPS alerts. 

* Clean PC Mode: From the time you sei the slider to ‘Clean PC Meds’, Defense+ learns the activities of the 
applications currently installed on the computer while all new executables introduced to the sysiem are moniicred and 
controlled. This patent-pending mode of operation is the recommended option on a new computer cr one that the user 
Knows lo be clean of malware and other threais. From this point onwards HIPS alerts the user whenever a new, 

unrecognized appiicaticn is being installed. In this mode, the #les in "Usresagsised FNss' are excluded frcm being 
censidered as clean and are monitored and controlied. 

。 Training Mode: Cefense+ monitors and learn the activity of any and al! executables anc create automatic ‘Allow’ rules 

unii the security level is adjusted. You de not receive any HIPS aierts in ‘Training Mode’. If you chocse the ‘Training 
Mode’ setting, we advise that you are 120% sure that all applications and executables installed on your computer are 

Safe to run. 

Configuring the Monitoring Settings 

  

The activities, entitiss and objects that should monitored by HIPS can be configured by clicking the M eitings link. 
  

Nate: The settings you choose here are universally applied. if you cisabie monitoring of an sciivity entity or objec: using this 

interface it compleiely switches off monitoring of thal activity on a global basis - effectively creating a universal ABow rule for 

that ectivity . This ‘Allow’ setting over-rules any Ruleset specific ‘Block’ cr ‘Ask’ setting for that ecivity that you may have 
a 

seiested using the ‘Assess § ' i Seal goons QoNinas! f ts! and 'Srafsciion SeXings’ interface.     
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] Process Execution      fs} Interprocess Memory Accesses    
      ] Windows/WinEvent Hooks i*] Window Messages 

] DNS/RPC Client Service 

  

$] Protected COM Interfaces 

| Protected Files/Folders 

     

   
    

  

Ss] Physical Memory 

了 Computer Monitor 

Activities To Monitor: 

。 interprocess Memory Access - Malware programs use memory space modifcalisn to inject malicious code for 

numerous types of attacks, including recording your keyboard strokes; modifying the behavior of the invaded 

application; stealing confidential daia by sending confidential infcrmation from cne process to another process etc. 
One of the most serious aspects of memory-space breaches is the ability 0; the offending maiware to taxe ihe identity 
of the invaded process, or ‘impersonate’ the application under attack. This makes life harder for traditionai virus 

scanning softwere and intrusion-detection systems. Leave this bcx checked and HIPS alerts you when ar application 

attempts to modify the memory space allocated te another application (Default = Enabled). 

*  Windows/WinEvent Hooks - In the Microsoft Windows® operating sysiem, a hook is a mechanism by which a 
function can intercept events (messages, mouse actions, keysirckes} Sefore they reach an application. The function 

can aci on events and, in some cases, modify or discard them. Originally developed ic allow legitimate software 

developers fo develop more powerful and useful applications, hoaks have aiso been exploited by hackets to create 

more powerful malware. Exampies include malware that can record every stroxe or your keyboard; record your mouse 
movements: monitor and modify ail messages on your computer; take over control of your mouse and keyboard to 
remotely adminisisr your computer. Leaving this box checked means tha! you are warned every #me a hook isIBM - Ex. 1002-Part 9 of 10, Page 3034 
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executed by an Untrusted appiicaticn (Defauit= Enabled). 

¢ Device Driver Installations - Device drivers are small programs ‘hat allow applications and/or operating systems to 
interact with a hardware device cn your comouter. Hardware devices include your disk drives, graphics card, wireless 

and LAN netwoxk cards, CPU, mouse, USB devices, monitor, DVD piayer ete.. Even the installation ci a perfectly well- 
intentioned device driver can lead to system instability # it conflicts with other drivers on your system. The inslailation 

of a malicious driver could, obviously, cause ireparable damage to your computer cr even pass control of that device 
to a hacker. Leaving this box checked means HIPS aiefrts you every time a device driver is insialled on your machine 

by ar untrusted appiicalion (Default = Enabjed). 

。 Processes’ Terminations - A process is a running instance of a rogram. ‘for exampie, the Comede internat Security 
process is cailed ‘sis.exe’. Press ‘Ctrl+Alt+Delete’ and click on ‘Processes’ to see the full list that ara running on your 

system). Terminating a process, obviously, terminziss the program. Viruses and Trojan horses often try to shut down 
the processes of any security software ycu have been running in order to bypass it. With this setting enabled, 
Cefense+ monitors and aleris you ic aif attempts by an untrusted appiication to close down another application 
{Default = Enabled). 

* Process Execution - Typical malware like rootkits, keylogger etc. would clten invoke by itself and runs its process 
mostly at the background. These processes, invisibie at the foreground will act as agents for infecting your computer 
and tc steal your confidential and sensitive information like your crecit card details and passwords end pass to 
hackers. With this setting enabled, the HIPS monitors and alerts you to whenever a process is invoked by an untusted 
application. {Default = Enabled). 

* Windows Messages - This seiting means Comocio Internet Security monitors and detects if cne appiication attempts 
to send special Windows Messages to modify the bahavior of another application (e.g. Dy using the WM_PASTE 
command} (Default = Enabled). 

。 DNSIRPC Client Service - This setting alerts you if an application attempts to access the ‘Windows DNS service' - 
possibly in order to launch a DNS recursion attack. A DNS recursion attack is a type of Distributed Denial of Service 

attack whereby an malizicus entity sends several thousand spoofed requests io a DNS server. The requests are 
spoofed in that they appear tc come from the target or ‘victim’ server but in iact come from different sources - often a 
network of 'zombis’ pc's which are sending ou! these requesis without the owners knowledge. The DNS servers are 
tricked into sending ail their replies to the viciim server - overwhelming #! with requests and causing it io crash. Leaving 
this setting enabled prevents malware from using ihe DNS Client Service to launch such an attack (Default = 

Enabled). 
  

Sactgrognd Note: DNS stands for Domain Name System. tt is the part of the intemet infrastructure that translates a familiar 
domain name, such as 'example.com’ to an IP address like 123.456.789.04. This is essential because the Internet rouies 
messages to their destinations on the basis of this destination IP address, not the domain name. Whenever you type a domain 
name, your Internet browser coniacts a DNS server and maxes a 'DNS Query’. In simplistic terms, this quary is What is the IP 
address of example.com?’. Once the iP address has been located, the DNS server replies to your computer, felling it to 

connect ic the IP in question.       
Objects To Monitor Against Modifications: 

ASS 
。 Protected COM interfaces enabies monitoring of COM interfaces you specified from the COM Protectian pane. % 

(Befault= Enables} 

+ Protected Registry Keys enables monitoring cf Registry keys you spacified from the Segistry Syakcetics pane. 

(Default = Enabled). 

* Protected Files/Folders enacles monitoring of files and folders you specified from the Fife Sroteckins pane. 

(Default = Enabled). 

Cbjects To Monitor Against Direct Access: 

Determines whether or not Comodo Intemet Security should moniter access to system: critical objecis on your computer. Using 
direst access methods, malicious applications can obiain data from a storage cevices, modify or infect other executable 
software, record keystrokes and more. Cornodo advises the average user to leave inese sellings enabled: 

° Physical Memory: Monitors your cornputer's memory for direct access by an appiivaticns and processes. Malicious 
programs atterna! to access physical memory to run a wide range of exploits - the most famous being the ‘Buffer 
Overtlow’ exploit. Buffer overruns occur when an interlace designed to store a certain amount of data at a specific 

adcress in memory allows a malicious process to supply toc much data to that address. This overwrites its internal 
structures and can be used Sy maiware to force the system to execute iis code (Defauit= Enabled). 

« Computer Monitor: Comodo Iniernet Security raises an alert every time a process tries to directly access your 
computer monitor. Although iegiimate applications somelimes require this access, there is aiso an emerging categoryIBM - Ex. 1002-Part 9 of 10, Page 3035 
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cf spyware programs that use such access to moniter users’ activilies. {for example, to take screen shots of your 
current desktop; tc record your browsing activities etc) (Defauit= Enabied). ° > 

« Disks: Mcniors your lccai disk drives for direct access by running processes. This heips guard aginst melicicus 
sofiware ‘hat reed this access to, for example, obtain data stored on the drives, destroy files on a hard disk, format the 
crive or corrupt the fle system by writing junk data (Default= Enabled). 

。 Keyboard: Monitors your keyboard for access atiempis. Malicious software, known as ‘key loggers’, can record avery 
stroke you make on your keyboard and can be used to steal your passworcs, credit cara numbers and other personal 
dale, With this setting shecked, Cornodo Internet Security alerts you every time an application atiempis to estadlish 

Girect access to your xeyboand (Default = Enabled). 

Checkbox Options 

。 Do NOT show popup alerts - Configure whether or not you want to be netified when the HIPS encounters a mahware. 
Choosing ‘Do NOT show popup alerts’ will minimize disturbances but at some loss of user awareness (Default = 

Disabfed). 

if you choose net to show alerts then you have a choice of default responses that CiS shouid automatically take - 
either ‘Block Requesis’ or ‘Aliow Requests’. 

    
Do NOT show popup alerts    

  

  

  Set popup alerts to verbose m 
      

=] Create rules for safe applicati       
    

   

  

] Set new on-screen alert timeout to       

C
L
K
.
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。 Set popup alerts to verbose mode - Enabling this cplicn instructs CIS te display HIPS Aleris in verbose mode, 
providing more more informaive aierts and more options fer the user to allow cr biock the requests (Default = 

Disabfed). 

° = Create rules for safe applications - Automatically creates rules for safe applications in HIPS Ruleset (Default = 

Disabled). 
  

Nate: HIPS trusts the appiications if- 

* The apolicationslife is included in the Tyustes F8es list | 

* Theapplicaticn is from a vendor included in the Ysustes SSE Vers 

¢ The application is included in the exisnsive znd censtantly updated Comodo szislist.       
By default, C!S dees not automatically create ‘allow niies for sate applications. This helps saving the resource usage, simpiifies 

the rules interface by reducing the number of ‘Allowed! rules in #, reduces the number ci pop-up aierts and is beneficial to 

beginners who find difficulties in setting up the suies. 

Enabling this checkbox instructs CIS to begin learning the behavior of safe appiicaiions se that it can automatically generate the 
s 

‘Allow rules. These rutes are listed in the MISS Nuise interlace. The Advanced users can edit / modify the rues as they wish.
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Saehgrose Nose: Prior to version 4.x , CiS would automatically add an allow rule for ‘safe’ ;ies to the rules interface. This 

allowed advanced use?s ip have granuiar control over rulas but could alse lead to a cluttered rules interface. The constant 
addition cf these ‘allow rules and the corresponding requirement to learn the behavior of applications thai are already 
considered ‘safe’ also took 4 toll cn system resources. In version 4.x and above, ‘allow’ rules for applications considered 'safe’ 
are not automatically created - simplifying the niles interface and cutting rescurce overhead with ne loss in security. Advanced 
users can ra-enable this setting if they require the ability to edit rules for safe appiications (or, infonmaily, thay prefe:red the 
way rulss were created in CIS version 3.x}.       

。 «© Set new on-screen alert time out to: Cetermines how long the HIPS shows an alert for without any user intervention. 
By default, the Emsoui is set ai 120 seconds. You may adjust this setting to your own preference. 

Advanced HIPS Settings 

。 nable adaptive mode under fow system resources - Very rarely (and only in a heavily loaded system). low 
memory conditions might cause certain CIS functions ic fail. With this option enabled, CIS will attempt ic locate and 
utilize memory using adaptive techniques so that it can complete tis pending tasks. However, the cost of enabling this 
opticn may be reduced performance in even lightly loaded sysiems (Default = Disabied). 

¢ Block all unknown requests if the application is closed - Seiecting this cption biocks ail unknown execution 
requasts # Comods intemet Security is noi running/has been shut cown. This is cpuon is very strict indeed and in 

most cases should only be enabied on serfousiy infested or compromised machines while the user is working to 
resolve these issues. If you know your machine is already ‘clean’ and are Iooxing just ic enable the highest CIS 
security settings then it is OK to jeave this box unchecked. (Default = Disabled) 

。 Enable enhanced protection mode - Cn 64 bii systems, enabling this mode will activate edditiona: hos! intrusion 
prevention techniques te countermeasure extremely sophisticated malware that tries to bypass regular 
countermeasures. Because of fimitsi#ons in Windows 7/8 x64 systems, some HIPS functions in previcus versions of 

CiS could theoreiically be bypassed by malware. Enhanced Protection Mcde implements several patent-pending ways 
to improve HIPS. CIS requires a sysiem restari for enabling enhanced protection mode. (Defauft= Disabled) 

6.2.2.2. Active HIPS Rules 

- The HIPS rules iab lists the different groups of applications installed in your system and the Rulesets applied to them. You can 
change the ruiese! applied to selected applications and also create custom mlesets to be applied to selected applications. 
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The first colurnn, Application Name, displays a lis! of the appiications on your system for which a HIPS ruleset has been 

deployed. if the application belongs to a fle group, then all member applications assume the ruleset of the file group. The 
second column, Treat as, cclumn dispiays the name o? the HIPS ruleset assigned to the application or group of applications in 
column one. . J 

   

    

You can use the search option ic find a specific fle or a company in the fist. 

  

   To use the search option, click the search icon : at the far sight in the column header. 

N 

  

    

  
    

  

  
                  

  

* Click he chevron cn the left side of the column header and select the search criteria from the drop-down. 

* — Enter partly or fully the name of the item as per the selected criteria in the search fieid. ‘ - 

¢ Click he right cr left arrow ai the far right of the column header to Degin the search. 

‘© Click the XS icon in the search field to close the search opiion. 

Generat Navigation: . . 

Clicking the Up arrow ai the battem center of the interlace opens an ontion pane! with the tcllowing options: 

    
。 ser ic Add a new Application to the list then create it's ruleset. See the section ‘Creating or 

Rulese!, 

= ser to modigy the HIPS rule of the selected application. See the secticn ‘Creating ar NSEYESS 

。 Remove - Deletes the selected rulesel. 
  

Noie: You cannot remove individual applications from 2 file group using this interface - you musi use the 'Fie Sravgs' 
interface to de this. 

1 。 
      

* Purge - Runs a system check to verify that all the applications for which muleseis are listed ers actually installed 

or the host machine ai the path specified. if not, the rule is removed, or ‘purged’, trom the list. 

” Users can re-order the priority of rules by simpiy selecting the application name cr file group name in question, clicking the 
handle at the betiom center and selecting ‘Move Up’ cr ‘Move Dewn' from the options. To alter the priority of applications that 

belong tc a fle group, you must use the ‘Sis Srevgs’ interface. 

4 és $s <¢: > > stincad &y xnafe ge S82 FLINSEES HP AP MY SF.
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Step 1 - Select the application or file group that you wish the ruleset to apply to 

f you wish to define a ruie for a naw application {i.e. one that is net alreacy listed), click the handle from the HFS Rule 
and select ‘ADD’. This brings up the ‘HIPS Ruie interface as shown below. 

  

cs A 28 7)
 

  

  

  

  

& Use Ruleset: 

€ Use a Custom Ruleset 

  
  

        

      
- perenne — - Because you are defining ihe HIPS rule settings for a new application, you can notice that the ‘Name’ box is blank: (If you were ~---—— - 

editing an existing rule insiead, then this interlace would show that application's name with insiallztion path cr application 

group's name.)
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。 Click ‘Browse’ to begin. 

You now have 3 methods availabie tt choose the application for which you wish to create a Ruleset - F#s Greggs; 
RNawt ere SP ossseqseson Wows ot 
Applications and Sunping Srocesses. 

1. File Groups - Chcosing this option allows yott ic create @ HIPS ruieset for a category of pre-set files or fokiers. For 
example, selecting 'Executables’ would enabie you to create a ruleset for all files with the extsnsicns .exe dil sys .ccx 
bat .pif scr .op! . Other such categories available include Windows System Applications’ , ‘Windows Updater 
Applications’ , ‘Start Up Folders’ ete - each of which provide 2 fast end convenient way to epaly a generic ruleset to 

important Hes and folders. 
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o         

To view the file types and folders that are affected by choosing one of these options, you need to visii the 'File Groups’ 

interface. 

The ' Fite Groups interface can be accessed by the following method: 

* Navigate to Advanced Sefings > Sofenses » HIPS > Sroferied Files, click the up arrow from the Dottom of the 
interface and select ‘Grassgs’ from the options. 

  

2. Applications - This option is the easiest for most users and simply allows you to browse fo the ;iocaiion of the 
application for which you want to deploy the ruleset. ©
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New Software.exe   
        

    
                    

3. Running Processes - as the name suggests, this cplicn allows you te create and deploy a ruleset for any process ， 
that is currently running on your PC. 

  
  

Windows Operating System 

: explorer.exe 

GeekBuddyRSP.exe 

3 CisTray.exe 

cis.exe 

¥ cis.exe 

cis.exe   
  

  

ZN 
Having selected the individuai application, running process or #le group, the nexi slage is to Coniigure the rules for this 

ruleset. 

_ Step 2 - Configure the HIPS Ruleset for this application 

oe Nsslnaad She SS ere$agy 
S ASMESSl OF USS S UESISNY There are Sve brozd options availabie for selecting a ruleset that applies to an appiication - & 

RWesSoeasd 
NSSeN 

1. Use Ruleset - Seiecting this cption allows the user to quickiy deploy an existing HIPS ruleset on iD the targetIBM - Ex. 1002-Part 9 of 10, Page 3041 
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application. Choose the ruleset you wish to use from the crop down menu. In the example belcw, we have chosen 
‘Allowed Apclication’. The name of ihe ruleset you chocse is dispiayed in te Treat As’ column for that appiication in 
the KISS Sales interlace (Defauit= enabled). / 

   
   

NI'“:“    
     

  

    

  

Name: i CPregram FilesiNew SoftwarelNew Software.exe 
  

  

   

  

& Use Ruleset: 
         

3 Use a Custom Ruleset a       
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Mole on Inslafiey ar Upsaser’ Riis : Applying the Precelined Ruleset ‘Instailer or Updater’ for an appiication defines it as a 
trusted instalier and all filas created by the application will alsc be considered as trusied files. Some applications may have 
hidden code thai could impair the security of your computer if allowed to creaie fles of their own. Comodo advises you to uss 
this Predefined Ruleset - ‘Installer or Updater’ with caution..Cn applying this ruleset to any appiicaticn, an alert dialog will be 

displayed, describing the risks involved. 

‘eross oo    
You are adout tc cefine-a trusted-instailer that can 

chence evemthing in.your computer! 

Furthermare, ail the files crested by this applicaian will 

aiso be treatec as trusted installers. 

if net usect with caution, this ection can disadie the entire 

security ct ycur computer inclucing anthviris. 

0 you stil want te conunue? 

  

  

    Seneral Note: Predefined Rulesets, once chosen, cannoi be modified directly from this interface - they can only be modified 
and defined using the 'Rsieseis' inierface. Hf you require the ability to add or modify settings for an specific application then 
you afe effeciively crealing s new, custom rulesat and shcule choose the more flexible ise a Cassispy SSSSSS option instead. 
  

2. Use a Custom Ruleset - designed for more experienced users, the 'Custom Ruleset’ ception snabies full control over 

the configuration specific security nileset and the parameters cf each rule within that ruleset. The Custom ruleset has 
two main configuration areas - Access Rights and Frotestion SaNings (Default = Disabled). 

In simplistic terms "Access Righis' deiermine what the application can de to other processes and objects whereas 
‘Protection Settings’ determine what the application can have done ic it by other processes. 

Access Rights - The Procass Access Rights tad allows you to determine what activities the applications in your 
custom ruleset are allowed to execute. These activities are called ‘Access Names’. 
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Wame: CG AProgram SlesiNew SofiwareiNew Soffware exe 
  

  

Use Ruleset 

  

® Use.a Custom -Ruleset 
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Refer to the section NS Sshavias SERIES > ActyRiss $6 SS lo view a fist of definitions of the Action Names 
listed above and the implications of choosing ths action from ’Ask’, ‘Allow’ or ‘Block’ for each setting as shown below: 名 

     

II
0I
II
IN
NM
NO
RR
RR
RR
G2
0Q
0I
IN
Z3
 

\ 
\ 

      
e — Excepticns to your choice of ‘Ask’, Allow’ cr ‘Block’ can be specified fer the ruleset by clicking the ‘Modif’ fink cn the 

right. , 

« — Select the ‘Allowed Appticaiions’ or ‘Blocked Applications’ tab depending on the type of exception you wish to creaie, |
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a 
Clicking the handle and selecting ‘Add’ aliows you to chcose which applications or file groups you wish this exception 
to appiy io. {etisk Sere for an explanation ci available options}. 

In {he exanyie above, he default action for ‘Iniesprccess Memory Access’ is ‘Ask’. This means HiPS will generate an 

, alert asking your permission if ‘New Software.exe’ tries to modify the memory space of any other program. Ciicking 

‘Modify’ then adding ‘opere.exe’ io the ‘Ailowed Appiications’ tab creates an exception to this rule. New Software.exe 
can now mcdily the inemory space of cpera.exe. 

ii, Protection Settings - Protection Settings determine hew protected the application or fle group in your ruleset is 

against eciivides by other processes. These protections are cailed ‘Projection Types’. 

NE 

  

Name: : C:\Program FilesyPeacock\Peacock .Image_Editor.exe 
  

€&& Use Ruleset 

& Use a Custom Ruleset 

  

  
    

  
@ Windows SiinEvent Hooks 
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。 Select ‘Active’ te enable monitoring and protect the application or fle group agains? the process listed in the ‘Protection 

Type' solumn. Select inactive! to disable such protection. 

  

Ofick Sere to view a list of definitions of the ‘Protection Types’ listed above and the implications of activating each seiting. 

Exceptions ic your choice cf ‘Active’ or ‘Inactive’ can be specified in the application's Ruleset Dy clicking the ‘Modify’ jink on the 
right. - 

3. Click 'CX’ ic confirm your settings. 

6.2.2.3. HIPS Rule Sets 

A Pre-defined ruleset is a set of aecess sights and protection seXings thai has been saved and can be re-used and depioyed 
on multiple applications or groups. Each ruleset is comprised of a number of ‘Rules’ and each of these ‘Rules’ is definec by a se! 
of conditicns/setings/parameters. ‘Predefined ruieseis’ is a set of rulesets that concem sn application's access rights ic memory, 

other programs, the registry etc. 
  

Note: This section is icr advanced and experienced users. If you are a novice user lo Comodo Internat Security, we advise you 

first read ihe Active MIPS Riss section in this help guide if you have not already done so.       

Although each application's ruleset could be defined from the ground up by individually configuring its constituent rules, this 
practice may prove time consuming if it had to be performed for avery single srogram on your system. For this reason, Comodo 
internet Security contains a selection of rulesets according ic broad application categories. Each predefined ruleset hes been 
specifically designed by Comado to optimize the security level of a certain type of application. Users can, of course, modify 

_ these predefined ruiesats to suit their environment and requirements. 

To configure this category 

*  Navigaie to: Advanced Tasks > Securily Settings >Defense+ > HiPS > Ruiesets. There are four default Rulesets 
, listed under the ‘Rules’ column. 

JJ 
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e Click the chevron on the lei side of the column header end select the search criteria from the crop-down. 

° Enter partly or fully the name of the ruleset in the search field. : 

° Click the right or left arrow at the far right of the column header to begin the search. 

。 Click tho 江 icon in the search field to close the search option. 

To view or edit an existing predefined ruleset 

e  Couble click on the Ruleset in the list . 

oF 

+ — Select the Ruleset, click the handle si the bottcm of the interface and chcose ‘Edit trom the options. 
9. S 

From here, you can modify a ruleset and, if desired, maxe changes ic #s ‘Access Rights’ and ‘Prosectisn Seings’. Any 
changes you make here afe automaticaily roiled out to all applications thal are currently applied with the ruleset. - 

. 
To create a new predefined ruleset 

- * Click the handle at the bettom oj the interface and choose Add from the options.
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    Window Messages 
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~~ << 
e Enter a name for the new ruiesst. 

* To copy the Access Rights and Protection 
Seings from another pre-exising ruleset, click 
‘Copy From’ and selec? the ruleset from the 

drop-down 

。 Tocustomize the Aseess Righ’s and 
Prokention Soffings as per the requirements of 
this few rule sel, follow tha srocedure 

explained in the section Use a Cusiom 
Rigesss. 

  

    

      

  
  

。 = Click OK to save the new ruleset. 

LALO 
TEE 

  

The following rulesets are-defined-on this-computer. 

  
  

    

  

  
MWg, ; . Anns 

\N 

Once created, your ruleset is available for deployment cnto specific application or file groups via the Active SPS Raises 

interface. 

§.2.2.4. Protected Objects 

The Protecied Chiects panel allcws you io protect specific files and folders, systerr critical registry keys and COM interfaces 
against access cr modification by unauthorized processes and services. 

The Protected Cbjects panel car: be accessed by clicking Security Seilings > Defense+ > HIPS > Protected Cbiects irom the 

Advanced Setings interface. -
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The following objects are protected on this computer. 

    

      

  

        
        

      

  
  

  

The panel has five tabs: 

e = Pratseled Files - Allows you to speciy programs, appilcalions and fies that are to be protected from changes 

e  Sfasked Files - Allows you to specify programs, applications and files thai are to be Dlocked from execution and 

cpening 

SNY Noys - Allows you to specify registry keys thai are to be projected from changes 

  

ees - Allows you to spesily COM interfaces that are io be protected from changes 

Sed Dats Foiders -Alows you to specify folders coniaining data files that are io be protected fram changes 

  

§.2.2.4.1. Protected Files 

The Protected Files tab displays a fist of fies and file groups that are protected rom access by other programs, espeDialy _ 
maticious programs such as virus, Trojans and spyware. itis also usefu! for safequarcing very valuable files (spreadsheets, 
databases, documents) by denying anyone and any program the abilily to modity the file - avoiding the possibility of accidentai 

or deliberate sabotage. Ifa file is ‘Protected! it can still be acoessed and read by users, out not altered. A good exampie of a file 
ihat ought ic be protected is your ‘hosts’ file (c:\windows'system32\driversietc\hests}. Placing this in the ‘Protected Fiies and 
Folders’ area would allow web browsers to access and read fram the file as per formai. However, should any process attempt to 

modify it then Comodo Internet Security blocks this attempt and produce a ‘Protected File Access’ pop-up aleri.
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Clicking the handle at the Sottom cf the interlace opens an options panel with the following opticns: 

  

  

=。 Ass - Allows you to add individual files, programs, appiications to Protected Files. 

SSeS Egy - Allows you to edit the path of the file or group cf a selected tiem in the Protected Files interface. 

*  esiave - Deletss the currently highlighted file or file group. 

¢ Groups - Opens the Manage Groups interface thal allows you to edit pre-deiined file groups and define new file 
groups for inclusion in Protected Files {isi 

e Purge - Runs a sysiem check to verify thal ail the files listed are actually instalied on the host machine at the pat? 
specified. If not, the file or the fils group is removed, or ‘purged’, from the list. 

   

  

You can use the search opiion find a specific fle or fle group in the list by clicking the search icon : al ths fer righi in the 
column header and entering the file/group name in ful or part. You can navigate through the successive results by clicking the 

leit and right arrows.
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To manually add an individual file, folder, file group or process ' 

  

  
  

  

  

          

e Click ths nandie from the bottom center and select ‘Add’. ， 

You can add the iiles by folowirg methods: 

e Sofoeciing srom Fle Groups 

° Selecting from: currently sinaing Processes 

e sowing fo She Fle 

e =. Seowsing ts the Foiver 

To edit an item in the Protected Files fist . 

e Select the item from he jisi, click the hendle from the boitom and select Edit. The ‘Edit Property’ dialeg will appear. 

COMES O ue 旺 
-一 

Ede File Pa 
78 UsersJchn Smith Gocumentsaccounts act 

    
   
    

  

  

° Ed the file path, if you have relocated the fie and click OK 

To delete an Rem from Protected Files fist
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。 Seiect the iem from the lisi, click the handle from the bottom and select 'Remcve’. 

     

The selected item wiil be deleted from the protecied files list. CIS wil noi generate aleris, if the file or program is subjected tc 
unauthorized access. ， 

f . 

File groups are hancy predefined groupings cf ons or more file types. Creating 2 fils group ailows you to quickly deploy a 
- rulese? across multiple file types and appiications. 

To open the Manage File Groups interface 、 ， 

1. Click the handie from ihe bottom: center of Protected Files interface and select ‘Groups’. 

The Manage File Groups interface will open. 

  
  
  

              

  

  

  

      
This interface allows you to 

  

> 

。 

° 

Sdn AAA sate dating: Gla we. y 3 < SS ny € Say e Nemove oxisting fife grougist ar individisal Hefs} from existing gray 
  

yy. You are not able io modify the security ruleset of any 
wet 

  

appiications or files irom here. To do thai, you should use the KISS Sues interface or the Fredefised Nules Inierface. 
     

IBM - Ex. 1002-Part 9 of 10, Page 3052 
IPR2025-00379 (IBM v. Croga)



   
。 = Teadd anew group or add fies to an exisiing group, ciick the handle from the Dottom and click ‘Add’. 

    

  

  

+ Add anew qroup - Select ‘New Group’ from the 'Add drop-down, enier a name for the group in the ‘Edit 
property’ dialog and ciick OK 

Wn) 
FH 

Choose File Group ame 
  

i Files from Alice 
  

  

¢ Add files to a group - Sslect the Group, click the handie and seleci Add. Choose from 'Fites’, ‘Folders 

‘Running Processes’ to 2dd files by browsing fo ths fe or fotos or from exrrently sunning srocesses 

¢ Te edit an existing group, select the group, click the hancls ard choose Edit. Edit the name of the groug in the Edit 
Property dialog 7 

¢ To remove a group, select the group, click the handle and choose Remove. 

° To remove ar: individual Hle frony a group, click + at the lefi of the group to expand the group, select the file to be 
removed, click the handie and choose ‘Remove’. 

: Siwy Excentions 

Users can chocse to selectively ailow another appiication (er file group} to mcdify a protected file by affording the appropriate 

Access Right in ‘Active SIPS SSSSS interface. A simplistic exampie wouid be the imaginary file '‘Accounts.ods’. You would want 
the Open Office Cale program to be able to modify this tle as you are working on it, but you would not want 8 fo be accessed by 
a pctentiai malicious program. You would firsi ass the spreadsheet ic the ‘Protecied Files’ area. Once added to ‘Protected Files’, 
you would go into 'Avtive MISS Nuies’ and create an exception for ‘scalc’ so that it alone could modify ‘Acccunts.cds’. 

e First acd Accounts.cdt to Protected Files area.
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。 Then go to HIPS Rules interface and add it io the fist cf applications. Click the handie ai the boitem and choose 

‘Edit after selecting the checkbox beside it.
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HIPS Ruies 

  

  

  

  

  

        

            
, * inthe HIPS Rule interface, select 'Use a custom rule set’.
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Name: | C:\Documents and Settings\Administrator\My Documents\a | 
  

  

© Use Ruleset: 
  

从 Use a Custom Ruleset 

  

  

  

        

      
        

stected Files/F siders 

          

    
      

* Under the ‘Access Rights’ tab, click ike link ‘Modif’ beside the entry Protected Files/Folders. The Protected Filss 
and Folders interface wil appear. 

e Under the ‘Allowed Files/Folders’ tab, clicx the handle, choose ’Ada’ > ‘Files’ and adc scaic.exe as exceptions ic 
the ‘Asx’ or ‘Block’ rule in the ‘Access Rights’.
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Another examples of where proiscted Hies shouid-be .given .selective access is the Windows system directory ai 
‘c:\windows\system32'. Files in this foider should be off-limits to modification by anything except certain, Trusted, appiicaticns 

like Windows Updater Applications. in this case, you would add the directory c:Awindows\system32\* to the ‘Protected Files area 
(* = ail flies in this directory). Next go ic ‘HISS Ruies’, Iccate the file group Windows Updater Applicasiions in the list and icliow 
the same process autlined above to create an exception for that group of executables. 

§.2.2.4.2. Blocked Files 

Defense+ aliows you to lock-down files and {elders by compleiely dsnying all access righis to them from other processes or 
users - efectively cutting it of from the rest of your system. #f the file you block is an execuiabie, then neither you nor anything 
else fs able te run that program. Unlike files that are piaced in ‘Protected Files’, users cannot selectively alow any proress 
access to a blocked file. - 

  

  

    | Protected Chiects 

The following objects are protected on this computer. 
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Clicking the handle at the bottom cf the interface opens an opiions panel with the icllewing cptions: 

。 — Ads - Allows you to add individual files, programs, applications to Blocked Files. \ 

* SS - Allows you to edit the path of the file, 

ms
 

i)
 SYS - Releases the currently highiighted le from the blocked files list. 

e Selete - Deletes the highlighted file om your computer ¢ 

。 Purge - Runs a sysiem check to verify that ail the files listed are actually instalied on the host machine at the path 

_ Specified. If not, the fie or the file group is removed, or ‘purged’, from: ihe fist. 

  

You can use the search option te find a specific fle or fle group in the list by clicking the search icon 2s? at the far right in the 
column header end enisring the file/group name in full cr part. You can navigate through the successive results by clicking the 

left and right arrows. 
  

  

one 

  
  
  

  

    
To manually add an individual file or application 

* Click the nandie from the bottom center and select ‘Add’. 

  

  

  

You can add the files by follwing methods: 

RAR es 
ISTRY PERN FIOCSSSES 

  

To edit an item in the Blocked Files list 

* — Selest the jiem frorn the list, click the handle from the boitorn and select Edil. The Edit Property’ dialog will appear.
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Eds File Path: 
  

i CAMY Suspicious Programs Cuckoo Musicicuckoo_music_convert 
  

  

¢ Edit the file path, if you have relocated the file and click OK 

To release an iiem from Blocked Files list 

‘e Select the #em from the list, click the handle from the bottom and select ‘Remove’. 

The selacted item: will be semoved from: the Slecked Files list. CIS will nol block the appiication or file from execution cr opening 
then onwards. 

To permanently delete a blocked file from your system 

* Select the iem from the lisi, click the up arrow from; the bottom and select ‘Delete’. 

The selected #em will be deleted from your computer.-immediziely. 
  

Warning: Deleling a fils from from the Siccked Filss interface permanently deletes the file from your system, rendering it 
inaccessibie in future and it cannet be undone. Ensure that you have selected the correct file to be deleied before clicking 
‘Delete’. .       
6.2.2.4.3. Protected Registry Keys 

The ‘Registry Keys’ panel allows you to protec? system critical registry keys against modification. ireversibie damage can be 
Caused tc your system if important regisity Xeys are corrupted or modified in any way. fi is essenual that your registry keys are 
protected against any type ci attack. 

Click the 'Registry Keys’ tab in the Protected Chjects interface.
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   NA      5 lntarnel Security 

  

  

  

    Protected Cbiects 

  

        

  

--  HKLMISY STEM\ControlSet??\Sevices* 

OP HKLAASY STEM CantralSet??7\Contral” 

a HKLM\SYSTEMWControlet??7\Class\” 

i  ASYSTEMControlSet??7\EnumMROOCNLEGACY ACSI 

> gh “SOFTWARE Micrasci\Driver SigningsPaticy     
  

    
  

You can use the search option ic find a specific registry key or group in the fist dy clicking the search iccn 

      
ASS - Allows you to add Registry groups cr individual registry keys/entries to Registry Protection fist. 

Eek - Allows you to edit the path of the Regisiry group or individua! registry keys/enties of the selecied item in the 
Registry Protection interface. 

Reeve - Deletes the currently highlighted Registry group cr individual registry key from the Regisiry Protection list. 

Grougs - Opens ihe Manage Registry Groups interface that allows you to edi! pre-defined Registry groups and define 
new Registry groups for inclusion in Regisiry Protection lisi. 

  

al ihe far right in 
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the column header and entering the key/group name in fuil or pari. You can navigate through the successive results by ciickirg 
tne left and right arrows. 

  

  

  

    

    

  

  
To manually add an individual Registry key or Registry Group . 

* — Click the handie from the Zoitom center and select ‘Add’. 

You can add the items by following methcds: 

  

  
        

Adding Registry Groups - Selecting Registry Groups allows you to batch select and import predefined groups ol 
important registry keys. Comodo Internet Security provides zs cefaull selection of ‘Automatic Startup’ (keys), ‘Comodo 
Keys’, ‘Intemet Explorer Keys’ ard 'Importan? Keys’. For explanations on editing existing registry groups and creating 
new groups refer to the section Regisisy S S 

  

Adding individual Registry Keys - Selecting 'Regisiry Eniries’ opens the :Seleci Registry Keys’.
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SS            

  
Add new item: | 
  

    

   
    

  

     

     

  

        

     

Pll Microseft ! HULARSCET AWARE Peacock Image Editors?! 

oe MazilisPlugins 

f Cpendtfice.crq     
~ Geera Software     

   

be “8 San Microsystems 
1 m8 mozilla.org 
“aE SYSTEM 

& HEY USERS. 
HREY CURRENT_CONFIS 

    
       
            

porreeeescense: ER 

You can add items by browsing the registry iree in the right hand pane, selecting the key and moving ff to right hand 

side pane by clicking the right arrow button. To add item manually enter its name in the ‘Add new iter fieid and press 
the ‘+’ button. 

To edit an item in the Registry Protection list ， 

+ Seiect the key from the list, click the handie from the bottom and select Edit. The ‘Edit Property’ dialog will appear. 

NO 

  

  

* — Edi the key path, if you have relocated tne file and click OX. 
  

Nats: The Registry Groups cannoi be edited from: this interface. You can edit Registry Groups from the Manage Registry 

Groups interface. Refer to the section Negisyy Grougs for more details.       

To defete an item from Registry Protection list 

Select the item from the lisi, click the up arrow from the bottom and select ‘Remove’. 

2 selected tem wil be deleted irom the Registry Protection list. CIS wil no? generate alerts, if the key or the group is modified 

by other programs.
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Ragisiey Grages 
NOQISEY SPOUSS 

Registry groups are predeiined batches of one or more registry keys. Creating a registry group allows you to quickly add it ic 
Registry Protectior list. - 

To open the Manage Registry Groups interlace 

1. Click the handie frorn the bottom center of Registry Protection interface and select ‘Groups’. 

The ‘Manage Registry Groups' interface will epen. 

  

  

  
  

  

  

    

        

  

This interface allows you io 

      
    

eat SR S S NSeNSSSNEAA ae fe shiisgnntd NS NA § SPONOSS SY NSISINRS ACY 

* Teadd anew group or add key(s} to an existing aroup, click the handie from the bottem and click ‘Add’.
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* Add anew group - Select New Group’ from the Add drop-down, enter a name for the group in ihe ‘Edit 

property’ dialog and click OK 

SS 

  

  

  

*。 Add keys to a group - Select the Group, click the handle and click Adc and chocse 'Kegistry Keys’. The 
‘Salect Regisiry Keys’ dialog will be opened. 

LL 
  

Add new Kem. | 
  

    ened 了 8 5 

3-88 Micrasoft ~ HELSASCETWSRE Peacock Image Ecton*i 和 

i MozilisPlugins 
= “i Netscape 

ht CDBC 
B® OpenGffice.crg 

- + Gere Software 

全 POMChES 

i RegisteredAps itcations 

SIC 

an Microsystems. 

    8 HKEY_CURRENT CONE 
      

      
You can add fems by brewsing the registry tree in the right hand pane, selecting the key and moving it ic 

right hand side pane by clicking the right arrow Dutton. Te add item manually enter its name in the ‘Add new
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RN        
item’ field and press the ‘+ button. 

=。  Toedit an existing group, select the group, click the handle and choose Ecit. Edit the name of the group in the Edit 

Property diaica 

  

     

  

     

    

    DEO            
  

+ Toremove a group, select the group, click the handle and choose Remove. - 

*. Te remove an individual file from a group, click + at the lefi of the group to expand the group, select the key or entry to 
be removed, ciick the handie and choose 'Remove’. 

‘ 

§.2.2.4.4. Protected COM interfaces 

Component Cbject Mode! (CCM) is Microsoft's object-crienied programming mode! that defines how odjects interact within a 
single application or between applications - specifying how components work together and inter-cperate. CCM is used as the 
basis for Active X and OLE - two favorite targets of hackers and malicicus programs to launch attacks on your computer. 2 is 3 
critical part of any security system: to resvict processes from accessing the Componeni Object Model - in other words, tc protect 

the COM interfaces. 

Comodo Inlemet Security automatically prctecls COM interfaces against against modification, corruption and manipulation by 
maiicious processes. The predefined CON infesiase groups can be accessed by clicking the ‘Groups... button. 

se RS fans Ss. oft ierfa The ‘COM Interfase’ ailows you to view the list cf predefined CON i aS 

CCM interface components ic the lisi. This inlerface can be accessed by ¢ 

Objecis interface. : 

  

  

  

    

      
  

            

  
        
  

Clicking the handle at the bottom cf the interface opens an options panel with the following options: 

4
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* Ade - Allows you to add COM groups oF individual COM components to COM Protection list. 

*  §eis - Allows you to edit the COM Class. 

* Reeve - Deletes the currently highlighted CCM group cr individual COM component from ihe COM Protection list. 

*  Sreuss - Opens the Manage COM Groups interface that allows you to edit pre-defined CCM groups and define new 
groups for inclusion in COM Protection jist. 

  

You can search for a specific CCM interlace from the list by clicking the search ico tthe far right in the column header 
and entering the name of the CCM intarface in fuil or part. You can navigats through the successive results by ciicking the jeft 
and right arrows. “ 
  

  

  
    

    

    

  

To manually add a COM Group or individual COM component 

+ — Click the handie from the bottom center and select ‘Add’. 
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You can add the items by following methods: 

° Adding COM Groups - Selecting COM Groups allows you to batch selesi end impcr predefined groups of important 
COM interface components. For explanations cn editing existing COM groups and creating new groups refer to the 

section SOM Grouss. 

° Adding COM Components - Selecting ‘COM components’ opens the ‘Ssisct COM Interfaces’ diaiog. 

ay 
  

Act new iten: 
  

    

AceCHentDocMgrAccClentDockgr Secesstontt 

AccCientBochigrAcoChentBockigr. 

fee Sictionsry. AccDictionary 

Sec Dictionary. AccDictionary.£ 

Accesstontroltatry 

&rccharverBocNigr AccSarverBacNg 

SecSarverBacMgrAccServerBacMg   
ADODS.conunand.&.0 

AOCDB.connectios i: § 

ADGDB Connectios.6.0 . : . 

ASGDS.Error 人 
SOGDB Errar.68 

ADODB Errorkavkup 

ADODB Errort cok 

  
    
      

You can add items by selecting from the ieft hand side pane and moving i! to right hand side pane by clicking the right 
arrow bution. To edd item manually enter its name in the ' Ada new item’ fel and press the + button. 

To edit an item in the COM Protection 

。 Seiect the COM component from the list, click the handle from the bottom and select Edit. The ‘Edit Property’ dialog 

will appear. 4 

AAA SN     
  

  

ET 

。 Edit the COM Class ard click OX 
  

Noise: The COM Groups cennot bs edited from this interface. You can edit COM Groups from the Menage COM Groups 
OI S inferface. Refer to the section CON Grasse for more deiaiis. 
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To delete an item from COM Protection list 

。 Select the item from the lis!, click the handle from the boitem and select ‘Remove’. 

The selected item will be deleted from the COM Protection list. CiS will not generate alerts, if the COM component or the group 
is modified by other programs cr processes. 

SASASN re、 
LASS) TOUS 

CCM groups are handy, predeiined groupings cf CCM interfaces. Creating a COM group allows you to quickly add it to COM 

Protection lis. 

To open the Manage COM Groups interface ~ 

1. Click the handie from the bottom center of COM Proiectior inlerface and select ‘Groups’. 

The ‘Manage CCM Groups’ interface will open. 

    

          

        

  

  
      

This interface allows you to: 

      

  

° 

° 
; ‘ 

* NENNNNNSNNNES SREBRESS foot axis 

  

AILS I VSS 

* ‘Teadda new group cr add new CCM Components} to an existing group, click the handle from the boitorn and click 
‘Add. ,
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° Add anew group - Select ‘New Group" from the Add drop-down, enier a name for ihe group in the ‘Edit 
property’ dialog and click OK. 

Add new COM Group 
  

i Special COM Interface 
  

e Add COM Components to a group - Select the Group, click the handie and click Add and chcpse 'COM 
Class. The 'Selsct COM Interface’ cialog wili be opened. 

  

  

Add new term | 
  

    

WMPEE Assoc ktiMe Wwez 

SIMPE EL SosochMENYPL 

SMPTE Asmac RUEMESYX 

S 5 Manager 

WMPNSSCLIISS Nanager.E 

WP Theme WRPSheMngr 

WMP Theme WMPSicaMngrt : 

WMS Cienthat Manager. ientNet Mar: 

WS ClicatNetManager.GinntNetM 

SAMSDKNET SSourcePisghs. HIP Sa 

WRSDKNTTPSourcePiugin. HTTPSo 

WISDICMS BSaurc ePisgin SSB O8sur: 

WIMSDKMS BSourcePiugin. MISBDSausS 

? WROSDN: : g; 

        
      

You can aad items by selecting from the ieft hand side pane and moving I! to sight hand side pane by clicking the right 
arrow button. To add item manually enter its name in the 'Add new item’ feld and press the '+' button. 

e Te edit an existing group, select the group, click the handle and choose Edit. Edit the name of the graup in the Edit
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Property dialog 

    

  

Eds COM Group  ， 

: Special COPS Interfaces 
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。 Teremoveagroup,seiectthe group, click the handle and choose Remove. 

* Te remove an individual CCM Component from a group, click + at the left of the group to expand the group, select ihe 
iem to be removed, click the handle and choose ‘Remove’. 

6.2.2.4.5. Protected Data Folders 

The Gaia files in the foiders listed under the Protected Data Foiders area cannot be seen, accessed or modified by any known or 
unknown application thal is running inside the sandbox. . 
  

Tix Files and folders that are added to ‘Frsiected Mies’ interface are allowed read access by other programs but carnct be 
modified, whereas the fileselders in ‘Protected Daia folders’ are totally hidden to sandboxed programs. If you want a file io be 
read by other programs but protected from modifications; then add it to’Proiected Files’ list. If you want to totally conceal a 
data file from all the sandboxed programs but allow read/write access by other knownirusted programs, then add it to 
Protected Data Folders. ‘       

To open the Protected Data Folders interface, Click the ‘Protected Daia Foiders’ tab in the Protecied Objects interface:

IBM - Ex. 1002-Part 9 of 10, Page 3070 
IPR2025-00379 (IBM v. Croga)



    

   
The following objects are protected on this computer. 

  

   

PEL
 

Ca
e 

nn
eD

 
PS
L 

EE
LS

 

    

  

  

    

Clicking the handle at the bottom of the interface opens an options panel with the icllowing options: 

  

    

  

      

e Add - Allows you to add folders tc Protected Data Foiders list. 

e £8 - Allows you to ecit the path of the added folders. 

°  Resmoye - Deletes the currently selected folder. 

You can use the search ontion ic find a specific iclder by clicking the search icon at the fer night of the column header. You 

can search dy entering the iclder name in full or part. You can navigate through the successive results by clicking the left and 
right arrows.
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To add a folder to be protected 

« Click the handia from the bottom center and select 'Add 

SSSA 
a SS, 

3s    

    

  

ANN \ NS VQQSg GM WC \ SN 并 yi Geter    

    

Apple Computer 

certs 

小 CIS Log Archive 

CIS_Setup 

Documents and Settings 

3 Dragon ; 

old man files   
  

      

  

        

° Navigate fo the foider ic be added and click OK. 
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* Click OK to confirm your choice. 

To edit the path of a protected folder 

。 Select the folder to be edited 

* Click the handie from the bottom center and choose ‘Edit’. 

The Edit Property diaicg will appear. 
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Edit File Path 
  

!C:\Federal Bank Statements — 
  

  

- — Ed the file path, if you have relocated the folder and ciick OK 

To remove an item from Protected Data Folders list 

+e 
。 — Select the folder from the jist, click the hancle from the bcitcm and choose ‘Remove’. 

° The selecied foider wil! be removed from the protected foiders list. CIS will not generate alerts, if the folder is 

subjectec to unauthorized access. 

6.2.2.5. Behavior Blocker 

The Behavior Siscker is an integral part of the Defense+ engine and is responsisile for authenticating every executable image 
that is loaded into the memory. The Behavior Blocker intercents all files before they are loaded and intercepts any 

prefetching/caching attempts. It calculates the hash of the executable at the pcini if attempts to loac then compares this hash 
with the list of known / racognized applications that are cn the Comodo safe iist. If the hash matches the one on record icr the 
executable, then the application is safe and the Behavior Blocker allows # to run. If no matching nasi is found, then the 

executable is ‘unrecognized’ and js run inside the auto-sandbox. ‘You wiil be notified via an alert when this heppens.
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The ‘Behavior Blocker configuration pane! can be assessed by clicking ‘Tesks > Advanced Tasks > Cpen Advanced Settings > 

Security Settings > Defense + > Behavior Blocker. This panel aliows you to quickly deiermine how proactive the Behavior 
Blocke: should be and which types of fles it shouid check. 

fo] Auto-Sandbox unknown applications as 

yOu CGI 

ef unknowt aps 

t=} Detect programs which require elevated privileges e.g. installers or updaters 

gohavier Biocher Show privilege elevation aterts far unknown programs 

Define exclusions for behavior blocking = 

  

Enable Viruscope 

3 和 Ne Pr This option enedies Virusespe subs 
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{®] Do heuristic command-line analysis for certain applications, 

Detect shellcode injections 计 
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A FF i Hide these alerts Don tisclate itasain \ 

N 
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le
 

Viruscose monitors ihe activilies of processes running on your computer and alerts ycu if they take acticns that could potentially 
ihrealan your privacy and/or security. Apart from forming yet another layer cf malware dstectisn and prevention, the sub-system 
represents a valuable addition to the core process-mcniterng functionality of the Behavior Blocker by introducing the ability to 
reverse potentially undesirable actions of software without necessarily blocking the software entirely. This feature can provide 
you with more granular contro! over ctherwise legitimate software which requires certain actions tc be impiemented in order ic
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run correctly. 

Viruscene alerts give you the opportunity to quarantine the process & reverse its changes or tc let the process go ahead. Be 
especially wary if a Viruscope aleit pops up ‘out-oi-the-biue' when you have not made any recent changes to your computer. 

      

  
  

    

  

  

Note: The Behavior Biocker configuration setting can also be set in the ‘Advanced View ol the ‘Home’ screen beside the Auic- 
Sandbox stalus fink in the ‘Defense+ and Sandbox’ pane. 

    
  

。 Auto-sandbox unknown applications as - Allows you to enable cr disabie the Behavior Blocker. If enabled, the 

Behavior Blocker mns unrecognized appiications inside the auto-sandbox with the access resticticn as selected in the 
crop down Frenu, (Default = ‘Enabled! with ‘Partially Limited} 

  

Nats: The 'auto-sancbox' referred to here is distinct from the Virtual Desktop ciscussed in Sans8ox YasXs. For the most part, 
the ‘auto-sandbo»’ is a nen-virtual environment under which unrecognized agplications are ailowed to run under a set of stric? 
access resizictions (defaull="Partially Limitec’}. These resirictions prevent the applicaon from taxing actions thei are damaging 
to your system. Users can, however, snable ‘Full Virtualization’ of auto-sandboxed Hes in the Behavior Blocker satiings.     
  

The Behavior alccker will auto-sandbox an unknown executable and restrict its execution privileges according ta an access 
restriciion level set by you. Access restriction levels determine what level of rights a sanchoxed application has te access ciher 
software and hardware resources on your computer: 

+ Partially Limited - The appiicalion is allowed to access all opsraiing system files and resources like the 
clipboard. Modification of protecied files/ragistry keys is not allowed. Privileged operations lixe loading 
drivers or debugging other applications are also noi allowed (Defaulf) 

e Limited - Only selected operating sysism resources can be accessed by the appiication. The applicziion is 

not allowed to execute more than 10 processes at a time and is min without Administraior account privileges. 

。 Restricted - The appiication is slowed tc accass very few opereiing System resources. The applicztion is 
not allowed to execute more than 1G processes at a time anc is nin with very limited access rights. Some 

applications, like computer games, may not work properly under this setting. 

¢  Uhnirusted - The application is not allowed to access eny aperating system resources. The application is notIBM - Ex. 1002-Part 9 of 10, Page 3075 
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ado lnternet Security o 

allowed ic execute more than 10 processes at a time and is run with very limited access rights. Some 

applications that require user interaction may net work properly under this setting. 

  

* Blocked - The application is not allowed to rur: at all. 

。 ~=- Fully Virtualized - The application wii! be mun in a virtual environment compieteiy isolated from your 
operating sysiem and files on the res? of your computer. 

¢ Detect programs which require elevated privileges: Ailows you to instruci the Behavior Ziocker to display alerts 

when an installer or updater requires administrator or elevated privileges io run. An instalter that is allowed to run with 
elevated privileges is permitted io make changes to important areas cf your computer such as the registry. Refer to the 
section Uasersfanding Securky Aiorbs for more details. : 
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You can decide on whether or not to allow the instalier or update based on your assessment, from the alert itse!. 
(Default=Enablea) 

* Show privilege elevation alerts for unknown programs : Ailows you to instruc: the Behavior Glocker to display 
alerts when a new or unrecognized program, epolication or executabie requires administrator or elevated privieges to 
tur. You can Gecide cn whether or not ip alow the unknown axplication based on ycur assessment, from the alert 

itself. {Default=Enabled} 

¢ Define exclusions for behavior blocking - Allows you ic add file paths which are to be excluded from monitoring by 

* the Behavicr Elocker. The executables included in the exclusions area are allowed tc ruin without authenticity 

checking. (Default = Disabied) ) 
  

Note: The files added through this interface will be exempied only from moniicring by Behavior 8iccker Fo exclucie a fie from 
monitoring by all the components of CIS including Antivirus, Firewali, HIPS and Sehavior Biockep add it to Tssssied FXss ist. 

      
To define exclusions 

« — Select the ‘Define exceptions for behavior blocking’ checkbox and click the Exclusions. fink. The ‘Manage 
Exceptions dialog will appear. IBM - Ex. 1002-Part 9 of 10, Page 3076 

IPR2025-00379 (IBM v. Croga)



    

  

    
   

   
NURNRRRAN UseGude i 

eine a 
FOOMGHO)| 。 

  

    

            
  

    

  

  

    
      

        

        
° Click the handle at the bottom cf the interlace and chocse ‘Add’ 

e You can add tems by selecting the required option from the drop-down: 

+ File Groups - Enables you to select a category of pro-sei filss or foiders. For example, selecting 
‘Executabies’ would enable you ip create 4 rulese! for all files with the extensions .exe ,Gil sys ,CCX .bat 
pif ser cp. Other such categories available include ‘Windows System Applications’ , ‘Windows 
Updater Apolications’ , ‘Start Up Folders’ etc. For more dgiails on file groups, refer to the section Fiz 
SRSSS， 

* Running Processes - As the name suggests, this option allows ycu to select an appiication or 

executable from the processes thai are currently running on your PC. 

e Browse Folders - Cpsns the ‘Browse for Folders’ window and snabies you ic navigate to the folder 
you wish to add. 

* Browse Fife - Opsns the ‘Open’ window and enabies you ic navigate to the appiication or fle you wish 
to add. 

。  Ailer adding an item, choose whether or not the child processes of the Hesvapplications also need lo be 

axcluced from Behavior Blocking using the toggie switch under the ‘Exclude Child Process’ cclumn. 

e — Click OK’ to implement your settings. 

Viruscope Settings 

Viruscope monitors the activities of all processes, regardless of whether they ere running normaily or inside the sandbox. # 

suspicious activity is detected, Viniscone will genereis a pop-up alert thei allows you to block or allow the aciivily. 

° Enable Viruscope (Recommended) - Allows you io enable or disable Viruscope. If enabied, the Viruscope moniors 

the activites of ail the running processes and generates alerts on suspicious activities. (Default = ‘Disabled’ } 
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。 Do NOT show popup alerts - Aliows you to configure whether or no! to show Viruscope alerts when a suspicious 、 

activity is recognized. Choosing 'Do not show popup alerts’ will minimize disturbances but at some loss of user 

awareness. lf you choose not to show aleris then you have @ choice of defaull responses that CIS should 
autometically take - either ‘Quarantine and Reverse’ or ‘Ignore’. (Default = Disabled } 
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* Quarantine and Reverse - Moves the process and its parent appiicaticn to quarantine and reverses the 

aciion that was taken by the process. (Default) 

¢ — Ignore Once - The aciion will be allowed for one time. if the same activity is recognized egain, an alert will 
be generated. 

Advanced Settings: 

。 Do heuristic command-line analysis for certain applications - Selecting this option instrucis Comodo intemei 
Security to perform heurisiic analysis of programs that are capable cf executing code such as visuai basic scripis and 
java applications. Sxample programs thal are affected by enabling-this option are wscriptexe, cmd.exe, java.exe and 

iavaw.exe. For example, the program wscipi.exe can be mace to execute visual basic scripts { bs file exiension) via 2 
command similer to ‘wscriptexe s:\tests\estvbs'. If this epticn is selected, CiS detects c:Mests\tesi.vbs from the 
commandine and appiies ail security checks based on this Hle. [f teslvos atlempts to connect to the inlemei, fcr 
example, the alert will state ‘test.vbs' is attempting to conneci to the intemei (Default = Enablea). 

i this eption is disabled, the alert would cniy staie ‘wscript.exe’ is trying to connect lo the intemet. 
  

Sachground nots: ‘Heuristics’ describes the method of analyzing a file to ascertain whether il coniains cedas typical of a virus. 
Heuristics is about detecting vinis-like behavior or atiributes rather than locking for a precise virus signature that matches a 
signaiure on the virus biacklist. This helps to identify previously unknown {new} vinises.       

。 Detect shelicode injections (Le. Buffer overffow protection) - Enabiing this setting turns-cn the Buffer over flow 

protection. 

gourd A buffer overflow is an anomalous condition where a process/executable altempts to store dala beyond 
the boundaries of a fixed-length buffer. The result is thai the extra data overariles adjacent memory iocaiions. The 

overwiitten dale may include other buffers, variables and program flow data and may ceuse a process to crash or 

produce incerreci results. They can be triggered by inputs specificaily designed to execute malicious code or to make 
the program operate in an unintended way. As such, bufler overfiows cause many scliware wuinerabiliies and form the 

basis of many expicits. . 

Turning-on buffer overflow protection instructs the Comodo Internet Secunty to raise pop-up alesis in every event of 2 
possible buffer overflow attack. You can allcw or deny the requested activity raised by the process under execution 

depending cn the reiiability of the software and is vendor. Clc& Save for more detaiis on the alerts. 

     

Sass     

Comodo recommends that this setting to be maintained selected always (Default = Enabled). 

Jo exclude some of the file types from being monitored under Detect Shelicode injections. 

¢ 
+ Select the ‘Deteci shelicode injections’ checkbox and click the Exzlusinns link. The ‘Manage Exclusions’ 

diaiog will appear. 
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Cick the handle from the betiom ci the interface and choose ‘Add’ 

You can add #ems by selecting the required option from the drop-down: 

File Groups - Enables you to select a category of pre-set files or foiders. For example, selecting 

‘Execuiabies’ would enable you ic create a rulesei for all files with the extensions .exe .dil sys .ccx bal 
wif scr cp? . Other such categories available include "Windows System Applications’ , Windows 
Updater Apolications' , ‘Start Up Folders’ etc. For more details on file groups, refer to the section Fie 

Running Processes - As the name suggests, this option allows you to select an appiicaticn or 
executable irom the processes thai are currently running on your PC. 

Browse Folders - Cpens the 'Browse for Folders’ window and snabies you ic navigate to the folder 
you wish to add. . 

Browse File - Opens the ‘Open’ window and enabies you tc navigate to the application or fle you wish 

tc add. 
  

These settings are recommended for advanced users only. 
    
  

¢ ° Click ‘CK’ to implement your setiings. 

6.2.2.5.1. The Sandbox - An Overview 

Comodo Internet Security's new sandbox is en isolaled operating environment for unknown and untrusted applications. Runnin : y 9 
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eee 
an application in the sandbox means that it cannot make permanent changes to oiher processes, programs or daia on your ‘tea? 
system. Comods have integrated sand-boxing technology directly into the security architecture of Comodo Intemet Security to 

complement and strengthen the Firewali, Defense+ and Antivirus medules. 

Applications in the sandbox are executed under a carefully seiected set of privileges and write to 4 virtual file system and 
registry instead cf the real system. This delivers the smoothest user experience possible by ailowing unknown appiicaliens to 

run and cpereie as they normally would while denying them the potential ic cause lasting damage. 

Alter an unknown appiication has been piaced in the sandbox, CiS alsc auiomaticaily queues it for submission to Comodo Cioud 
Scanners for automatic behavior analysis. Firstly, the files undergo ancther antivirus scar on our servers. If the scan discovers 
the file to be malicious, ther: # is Gesignated as malware, the result is sent back to the locai installation of CIS and the iccal 

black-lisi ls updated. i the scan dogs not detect thai the file is maticious then its behavior wil! be monitcred by running it in a 
virtual environment within Comodo's Insiant Malware Analysis (CIMA) servers and all ils activities are recorded. 1 these 
behaviors are found to be melicious then the signature of the executable is automatically added to the antivirus black list. If no 
maticious behavior is recorded then the fife is placed into ‘Unrecognized Files’ ffor execution within the sandbox) and will be 
submitted to our technicians for furlher checks. The cloud scanning processes iake around 15 minutes to compleie and report 

their results back ic CIS. 

By uniquely deploying 'sandboxing as security’, CIS 2013 offers improved security, fewer pop-ups and greaier ease of use than 

ever before. 

6.2.2.5.2. Unknown Files: The Auto-Sandboxing and Scanning Processes 

» When an executable is first run it passes through the following CIS security inspections: 

¢ Antivirus scan 

。 HIPS Heuristic check 

* Buffer Overflow check 

e —_#f the processes above determine that the fle is malware then the user is alerted anc the file is quarantined or 
deleted 

» An application can become recognized as 'saie’ by CiS (and therefore not auto-sanddoxed or scanned in the 

cloud} in the following ways: 

。 Because if is on the local Comodo White List of known safe applications 

¢ Because the user has edded the epolication to the locai ‘Trusted fies! 

*。 By the user granting the installer elevated privileges (CIS cetects # an executabie requires administrative 
privileges. H it does, it asks is user, If they choose to trusi, CIS regards ihe instailer and ali files generated 

by the insialler as safe} 

+ Additionally, a fie is nct auto-sendboxed or sent tor snalysis in the cloud # # is defined as an Insialler or 

Undater in HIPS Ruieset (See Active RSRS Rules for more details) 

。 -Cloud Scanning Part 4 

Fiies and processes that pass the security inspections above but are nol yet recognized as ‘saie’ (white- 
listed) are ‘Unrecognized’ filles. In ordsr to try to establish whether = ffe is safe or not, CS will first consult 

Cornodo's File Look-Up Server (FLS} to check the very lafest signature databases: 

* Adisital hash of the unrecognized precess or file is creaisd. 

° These hashes are uploaded to the FLS to check whether the signeiure of the fie is present on the 
iatest databases. This database contains the jatest, global biack list of the signatures of all known 
malware and 2 white fist of the signatures of the 'safe files. 

+ First, our servers check these hashes against the latest available black-lis? 

° ff he hash is discovered on this blacklist then il is maiware 

e —- The result is sent back io the local installation of CIS 

e ifiha hash is no? on the lates? dlack-list, #'s signature is checked against the latest whitelist 

e If the hash is discovered on this white-lisi then it is trusied J 

« The result is sent back to local instalation of CIS 

» The iocal white-list is updated 

» The FLS checks detailed above are nsar instantaneous. 
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Sandbox and Cloud Scanning Part 2 

if the hash is not on the latest black-list or white-list then it remains as ‘unrecognized’. CIS simultaneously 

takes two distinct but complementary actions - 

(1} {i will run the unrecognized file in the auto-sandbox so that it cannot access important operating system 

files or damage your computer 、 

(2) |i will leverage Comocps Cloud Scanning iechnology te determine whether the fie behaves in a 

malicious fashion. ， 

Unrecognized files and applicaiions will be isclated and run in the auic-sanchox. CS wili alert the user that it 

is going to mur: the appiication in the sancbox. 

> 
NINNIN 1 
WRG 

et Hide these alerts . . Dorttisclate itassin   

NAN 

By Geiaul, auto-sandoxed applications are sun with ‘Partially Limitec restrictions. ; 

More detail: Auto-sandboxed applications are allowed ic nun under a specific set of conditions oF privileges. 
In CiS, these are Known as ‘Restriction Leveis’. In part, auto-sandbox restriction leveis are implemented by 
enforcing or relaxing the native eccess rights that-Wincows can grant te an application. There are six levels - 

Parially Limited, Limited, Restricied, Unirusted, 3locked and Fully Virtualized. ‘Partially Limited’ is the defaut? 

restriction levei for auto-sandboxed appiications; but you can change this to a different levei in the Behavior 

Blocker Seitings panel: 

。 Partiaily Limited - The applicalion is allowed to access all operating system tiles and resources like the 
clipboard. Modification of protected fites/regisiry keys is not allowed. Privileged operations l’ke loading 
"rivers or debugging other applications are aiso net allowed.(Default} ” 

e —_ Limited - Only selected operating sysism resources can be accessed by the application. The 
application is nct allowed to execute more than 70 processes ai 2 time and is run without Adminisirator 
account priviieges. , 

。 Restricted - The application is allowed to access very few operating system resources. The application 
is not alowed to execute more than 10 processes at a time and is run with very limited access rights. 
Some apglications, ike computer games, may not work properly under this setting. 

e — _Untrusted - The application is net allowed to access any operating system resources. The application is 
not allowed !c execute more than 10 processes at a time and is run with very imited access rights. 
Some applications that require user interaction may not work property under this setting. 

* Blocked - The appiication is not allowed to run at ail. 

e — Fully Virluatized - The appiicaticn will be run in a virtual environment completely isoiated from your 

operating sysiem and files on the rest of your computer. 

Unrecognized files are simullaneousiy uploaded to Comado's Instant Malware Anaiysis servers for further 

checks: 

e Firstly, the #les underge another antivirus scait on cur servers. 

。 if he scan discovers the #ie to be malicious (for example, heuristics discover it is a brand new variant) 

then itis designated as malware. This result is sent back to the local instalation of CIS and the tozal 

and giodal blacklist is updaied.

IBM - Ex. 1002-Part 9 of 10, Page 3081 
IPR2025-00379 (IBM v. Croga)



  

+ fthe scan dogs not detect the! the file is malicious then it passes onto the the next siage of inspeciion - 
behavior monitoring. . 

*。 The behavior analysis system is a cloud based service that is used to help determine whether a file 
exhibits malicious behavior. Once submitted to the system, he unknown executable wii be 
automatically run in a vittual environmen and all actions that it takes will be monitored. For example, 
processes spawned, files and registry key modifications, host stats changes anc network activity will be 

recorded, 

。 If these behaviors are icund ta be malicious then the signature of the executable is automatically 

added to the aniivinis black fist. 

* — {fnomaticious behavior is recorced then the file is piaced into ‘Unrecognized Files’ and will ba 
submitted to cur technicians for further checks. Note: Behavior Analysis can identify maiicious files and 
add to the global black list, but it cannct declare that s fie is 'sdfe’. The status of ssie' san only be 
given to 2 file after more in-depth checks by our technicians. 

* — {neither case, the result !s reported back to your CIS installaiion in approximately 15 minutes. ff the 
executable was not found to be malicious ther # will be sun in the auto-sandbox. it wil simultaneously 
be added to the ‘Unrecognized Fies’ list nd uploaded fo our technicians for analysis. If it is discovered 
to be a threat then CIS will show an AV alert to the user. From this alert the user c2n opt tc quarantine, 
ciean iceiete} or disinfect the malicious file. This new threat will be automatically added to the giobal 
black fist Gatabase and therefore benefit ali CiS users. 

6.2.2.6. Configure the Sandbox 

The ‘Sandbox’ section of ‘Advanced Seitings’ allows you to view, manzge and add applications which shouid always be run 

inside the sandbox. A sancboxed appiicalion has much less opportunity te damage your computer because # is run in a virtuai 
envircnmeni isolated from your operating system and your files. This allows you tc safely run applications that you are net 180% 
sure azout. When adding a new application, you can alsc set that particular appiicaticn’s ‘restriction level’ (this determings the 
degres of access that the applicziion has to your ‘rea?’ sysier} and the amount of resources it should be allowed to consume. If 
you Go not select a resiiction level then it will run as ‘Fully Viruatized’. 

The ‘Sandbox’ area allows you tp configure settings that apply to all sandboxed programs. Other sandbox-related options 
inciude the ability io password protect the Virtual Desktop. For easy identification, Comodo Intemet Securify will show a green 
border around programs tha! are running in the sancbox. 

* The 'Sancbox’ pane! can be accessed by clicking “Tasks > Sandbox Tasks > Open Advanced Settings > Security 
Settings > Defense+ > Sandbox
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Click the following links to find out more about each section: 

e  SaadSoxed Pragsaris - Add end conligure programs that should always run sandboxed 

Seitings - Files downloaded or generated by sandboxed applications that you wish to be abie to ° Space 38 
access from your real systen} should be cownioadad to the shared space 

。 SSSSSS - Create an ‘exit’ password for the VEtusi Desitop. Set the Virtuai Desktop cannct be closed or 

  

minimized until the correct password is enlerec. This prevents guests or younger users irom exiting this sandbox 
environment. 

The upper pane lists all programs that you have added to sandbox along with their instalation paths end their access restriction 
level. Secause the sanchox is isclated from your operating system, any programs tha! are known to de problematic or ic cause 
conficts with other seftware can be safely run in the sancbex.
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In the list below, you will find the applications that will be automatically run inside the Sandbox 
when they are executed.      

   

  

  

    

  
  

  

        

tigngs and other agnlicsticns shere, \ 

  

aa 
SANE ANN 

In the list below, you will find the applications that will be automatically run inside the Sandbox 

when they are executed. 

  
  

    

  

  

/ e Click the chevion cn the lef side of the column header and select the search criteria from the Grcp-dowF. 

° Enter the name of the appiication in part or full in the search field. 

。 — Click the right or left arcw al the far right of the columr header to degin the search. 一 

。 Click the S icon in the search field to close the search option. 

Clicking the hancle at the pottom cf the pane opens the sandbox tools panel:
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。 Add - Allows you to add programs that should be run in the sandbox in future. 

。 — ¥diz - Allows you to ecit sandbox options for a selected program in the fist. 

*  erxave - Releases the currently selected program from the sandbox 

* Purge - Checks that ali files listed are aciuaily installed on your computer ai the path specified. if not, the file or the file 
group is removed (purged) fror the list. 
  

Note: Programs added to this lisi will always De executed inside the sandbox. if you want to run an application in the sandbox |, 
on a ‘one off' basis instead, you can do # in two ways: 

* — Right click on the program cr file to be opened from the Windows Explorer and select ‘Run in Comodo Sandbox’ 

      
or 

e Flip the 'Szan objects’ pane in the CIS Home screen to show ‘Sandbox Objects’ and drag and drop the program or 
#le from Windows Explorer to the pane ， . 

To manually add a program to Sandbox 、 

i 

。 Click tha handie al the bottom and sslect ‘Add’: 一
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#|.Limit maximum memory consumption to 

| Limit program execution time to 

  

    RON 

¢ The Managa Sandboxed Program’ interlace will open: 

To add a program, you can manually enter the path ic the executable or click ‘Browse’ to add the program by choosing: 

° Files - Allows you te navigate lo the executable of the program you wish ic add. 

° Running Processes - Aliows you to add a program te the sanchox by choosing a running process. 

Settings: 

Set Restriction Level - The Access restriction level determines the amount of privileges a sandboxed applicaticn has 
to access ciher software and hardware resources on your computer. (Default = Disabled) 

° Set an access restriciion level by enabling the ‘Sei Restricticn Level check-box and choosing a ievel om the dop- 

cown. 7 

e If you do nol set a restriction level, CIS will eulomatically apply a lovel of Fully Viruaiizec’.
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。 Fully Virtualized - The appication wii be run in a virtual environment compietely isolate from your 

operating system and files on the rest of your computer. 

e Untrusted - The application is not ailowed lo access eny operaiing system resources. The application is not 
allowed ic execute more than 19 processes at a time and is run wih very imited access rights. Please note, 

some applications that require user interaction may nol work properly under this setting. 

=。 Restricted - The appiicaticn is allowed ic access very few operating system resources. The application is 

nol aliowed to execute more than 10. processes at a time and is run with very limited access nights. Pleasa 
note, applications iike computer games may not work properly under this setting. 

* Limited - Only selected operating sysiem resources can be accessed by the appiication. The apclication is 

not allowed to execute more than 10 processes at a time and is not allowed to execute actions tha! require 

Administrator account privileges. Access to many system resources, like the clipboard, are also prohibitec. 

。 Partially Limited (Defaulf- The application is allowed to access ait operaling system files and resources 
lixe the clipboard. Modification of protected fies/reqistry xeys is not allowed. Privileged operations like 

loading drivers or debugging other applications are also not allowed. 

¢ Limit maximum memory consumption to: You can define how much system: memory can be allocated to the 

application by selecting this check-box then entering the desired memory (in MB) in the combe box beside it (Defautt 

= Disabled). 

。 Limit the program execution time to: You can celine how iong the program !s allowed to run by selecting ihis check- 

box then entering the dime (in seconds}. The program wii be terminated after this time has elapsed. (Default = 

Disabled). 

。 Click OK to add the program: to the fist of sandboxed programs. From this point onwards the application will be run in 

the sandbox. } 

¢ — If you wish to remove it at a ater date, simpy select it in the list and click “Rernove'. Next time you execute this 

application it will run outside of the sandbox {presuming it is not then detected as malicious or automatically 

sancboxed as pes ike saas$oxing sracsss). 

时 
H 

process is same as explained in adding 3 gragrast is SSSSSNSX. 

  

‘Shared Space’ !s a dedicated area cn your locai drive thai sandboxed applicaticns are permitted to write to and which can alse 

be accessed by non-sandooxed apolications {hence the term ‘Shared Space’). For example, any fies or programs you download 

via 2 sancboxed browser that you wish to be able to access from your feai system shouid be downiozded to the shared space. 

This foider is also used by the Virtual Desktop and is located by default at ‘C:/Program Gata/Shared Space’. . , 

You can access the shared space folder in the following ways: 

。 Clicking the ‘Shared Space’ shortcut on your computer desktop
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“con cdoldetet secunty euw | Te IT 
+ Clicking 'Sharsd Space button on the CIS interface 

   

* Opening ‘Sandbox Tasks' from the Tasks interface then clicking ‘Open Shared Space" . 

° By defauit, sandboxed applications can access folders and files on your ‘real’ system but cannot save any changes to 
them. However, you c2n defins exciusions to this rule by using the ‘Do not virtualizs access ic...’ links. 

To define exclusions for files and folders v 

*。 Enable the 'Do no! virtualize access to the specified flesfolders’ check-box then click on the words ‘the specified 
fiiesHolders'. The ‘Manage Exclusions’ dialcg will appear. 

SS 

  

      

  

  
  

Ra Wane 

  

     

    

You can search ior specific excluded path, file or folder from the fist by clicking the search icon 

the column header and entering the name of the file/fclder in full or part. You can navigate throu 
results by clicking the left and right arrows. 

  

  

    

   

  

C
O
T
E
 

+ 

。 Click the handie at the bottom to open the tools menu then click Add 

  

    

  
      
  

Files - Allows you io specify files or applications that sancboxec appiicaticns are able fo access
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Folders - Specify a foider that can be accessed by sandboxed spPlcsiions 

File Groups - Enables you to choose a category cf files or folders to which access should be granted. 
For examples, selecting ‘Exscutabies’ would enable you to create an exciusicn for all files with the 
extensions .exe dil sys .ocx .bat .pif .scr .cpl. For mors detaiis on file groups, refer to the section Fis 
ova as 
MST OUDS. 

Running Processes - Allows you to specify a parent program that sancboxed appiicalions are abie to 
access by choosing a running process. 

¢ Teditan exclusion, select it from the list, click the handle to open the tools menu then select 'Edit’. 

Change file or foider location path 2nd click ‘Cx’ 

Click ‘OX’ to implement your seltings 

Te manage available fle groups, click the ‘Groups’ Sutton from the iools menu. The ‘Manage File 
Groups’ cialog aliows you to view, add and edit fie groups. Piease refer to File Groups #f you need 
more information with this area. 

To define exclusions for specific Registry keys and values 

* — Enable the ‘Do no! virtualize access to the specified registry keysWvalues’ check-box then click on the words ‘the 
specified registry keys/values’. The ‘Manage Exclusions’ dialcg will appear. 

  

DB?—W@ Qn SS              
  

  

  

      

  

  

  

You can search ior specific excluded Registry Xeys or Values from: the iist by clicking the search icon S582 al the fer 
right in the column header and entering the name of the key/value in full or par’. You can navigate through the 
successive results by clicking the left and right arrows. 

  

LN SS 

\     

  

  

    

  

* Click the handie al the botlom to open the tools menu then click ‘Add’.
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+ Registry Groups - Allows you to batch seiect a predefined group of important registry keys as exclusions. 
For an explanation of CiS registry groups, refer to the seclion Segistry Grougs. 

。 Registry Entries - Coens an interface that allows you to quickly browse Windows regisiy keys and sdd . 
them as exclusions: 

  

          
    

NODRDOODDDNODDDDODDD 
UNUUUNUDUDDUUUUUODUUOUDOUUOUNUUU 

  

  

    
i ws MANY YYANC 

48 SAM 
“SECURITY 
$8 SOFTWARE 

HKLM SOFTWARE; Cuckoo\* 

  

$ Microsoft 

8 Mozilla                
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。 Click 'OX' to implement your settings. 

。 Te edit an exception, first select it from the list, click the handle to open the icois menu then select ‘Edit’. 

e Edit the key path and click OK. 

Edit File Path 

? 4KLM\SOFTWARE\Cuckoo\* 
  

  

eer eet ts HR 

an 
DID 

  

。 Tviewandmanage Registry Groups, click the handle at the boticm and selec? ‘Groups’. From here you can 
add/remove registry groups, rename a groups and add/remove individual keys to/from a group. Note - any changes 
ycu make here are not limited to registry group ‘exclusions’, they apply to registry groups overall. Refer to the section 

Registyy Groups for more details on managing registry groups. 

Other Settings: 

° Enable automatic startup for services instalied in the sandbox - By Geiaui CIS does nat permit sandboxed 
services ic run at Windows startup. Select this check-box to allow them to co so. {Default = Disabled) 

。 Show highlight frame for virtualized programs - If enabled, CiS displays a green order around the windews of 
programs that are running inside the sandbox’ The following exemple shows an .oct document opened with a 

RAR 

NB AS . 
  

  

  
    

  
    

      
        

  

  

Trojan Horse 

1 The Trojan Horse is a tale from the Trojan War about the subterfuge that the Greeks used to enter the 
city of Troy and win the conflict. In the canonical version, after a fruitless 10-year siege, the Greeks 
constructed a huge wooden horse, and hid a select force of men inside. The Greeks pretended to sail 
away, and the Trojans pulled the horse into their city as a victory trophy. That night the Greek force 
crept out of the horse and opened the gates for the rest of the Greek army, which had sailed back under 

cover of night. The Greeks entered and destroyed the city of Troy, decisively ending the war. 
The main ancient source for the story is the Aeneid of Virgil, a Latin epic poem from the time of 

‘Augustus. The event is referred to in Homer's Odyssey. In the Greek tradition, the horse is called the 

; Wo oden Horse" (Aovpetoc Imoc, Dotreios Hippos, in the Homeric Ionic dialect). 

  

3 

] etaphorically a “Trojan Horse” has come to mean any trick or stratagem that causes a target to allow 
a foe into a securely protected bastion or space. Malicious computer programs which trick users into 
running them as routine, useful, or interesting are called Trojan horses.     

    
The Virtual Desktop Settings area allows you ic password protect your Virtual Desktop. Once set, the password has 如 be 

enisred every fime wher the Virtual Desktop is closed. 
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The exit password for the Virtuai Desktop acts as a security measure to prevent quest users oF younger users from exiting out of 
the isclaied environment you have prepared for them and potentially exposing the reai system ic danger. 

To set an exit password for Virtual Desktop: 

¢ Select the ‘Projact Virtual Desktop with a password’ check-box then click the words password. The 'Change password’ 
dizlog wilt appear. 

  

     

     

        

         

    

  

aS 

Protect Virtual Desktop witha sasswerd 3 
NS , SN 

SS 

x SN 
SS SS 

3 Change passwerd 

  

Password: ieeescese 
  

  

Retype: :eeeeeseee 
  

* Types a password which coniains a combinaticn of alphsbestc and numeric characters end symbols which cannot bs 
easily guessed by others. We recommend a password cf at east 8 character in length. 

° Re-enter the password in the 'Retype' field then click ‘CK’. 

You will now be esked fer a password every time you exit the Virtual Desktop.
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6.2.3.Firewall Settings 
The Firewail component of Comodo Internet Security offers the highest levels of security against inbourd and outbound threats. 
it checks thal ail network traffic in and cui of your computer is legitimate, it stealths your computer's ports against hackers and it 
blocks maiicicus softwere from transmiiting your coniidentiai data over ihe Internet. Comodo Firewall aiso makes it easy fer you 
to specify exactly which applications are allowed to conneci to the intemet and immediately wams you when there is suspicious 
activity. Also you can configure rules to allow or block access to specific websites for particular users of your computer. 

NS y 站 

Firewal Settings 

  

f] Enable Firewall (Recommended} 

3 This opilon anabdiss trawalt which 本 

Do NOT show popup alerts 

§*] Enable automatic detection of private networks 
  

Enable Trustconnect alerts 总 

{©} Tum traffic animation effects on 

加 Create rules for safe applications 

Set alert frequency level 

Set new on-screen alert timeout to 

€) Filter IPv6 traffic 

Filter toopback traffic (e.g. 127 xxx, :: 

Block fragmented IP traffic 

E) Do Protocol Analysis 

fi] Enable ant-ARP spoofing   
The ‘Firewall Settings’ area has several sub-seclions that allow you to configure overall behavior, configure network zones and 
portsets and (ior acvanced users} lo configure and deploy traffic filtering ruies on an application specific and global basis. 

Click the following links to jump to the secticn you need help with: 

avisy Sefings - Configure settings that govem the overall behavior of the frewali component. 

  

   

  

    

+  Agpicatiios Nules - View, craate and modify rules thal deiermine the network access privileges cf individual 

applications or specific types of application 

° @ 

wish Zayas - A network zone is a named grouping of one or more JP addresses. Cnce created, you can specify a 

zone as the target of firewail rue. 

e  grxisats - Predefined groups of regularly used ports that can used and reused when creating trafic fiisring rules. 

SS - Create website filtering rules which let ycu determine which sites certain users can or cannot 

   

  

Sackgrayad sofa on pies: Bolh application mules and global ruies are consulted when the firewall is determining whether or | 
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SOs 
not to alow or block a connection attempt. 

  

       

  

      
    
    

  
   

  

    

      
     
    

  

- For Outgoing connection attempts, the application rules are consulted firs! then the global rules. going 9 

- For incoming connection attempts, the global rules are consulted first then application specific ruies.       
6.2.3.1. Firewall Behavior Settings 

Firewail Setiings panei allows you to quickly configure overall Firewall sellings and is divided inte three main areas: 

  

inbound and sutbaund trafic 

  

Do NOT show popup alerts 

  

Enable automatic detection of private networks 
  

S$] Enable Trustconnect alerts 
  

  

和 你] Tum traffic animation effects on 

    

      

Create rules for safe applications 
  

Set alert frequency tevel 

Set new on-screen alert timeout to secs 

  

Filter IPv6 traffic 

Filter loopback traffic (e.g. 127 xxx, :1) 

  

E>] Block fragmented IP traffic 

Do Protocol Analysis 

Enable anti-ARP spoofing 

RN 

SONS 
Sy 

/ 

« Enable Firewail - Allows you to enable or disable Firewall projection (Default and recommended Enabled) 
  

Nats: The Firewall configuration settings can also be modified in the 'Advanced View’ of the Home sereen by clicking the 

status link beside Firewall in the Firewali pane. ，       

  

    

 
IBM - Ex. 1002-Part 9 of 10, Page 3094 

IPR2025-00379 (IBM v. Croga)



             
      

       
        

~ Gomodo Internet Security ser Guide \ 

ROR 
    

         

  

  
  

Enabdie Firewall (Recommended) 
  

       
This oation enables firewall whic 

  

  £3 Do NOT show popup alerts 

  
The choices avaiiasle are: 

¢ Block Ali: The firewall biocks ail inaffic in and out of your computer regardless co; any user-defined configuration and 
tulss. The firewall does no? aitsmpi to lezm the behavior of any ‘application and does not sutomalically create traffic 
rules for any appiicaticns. Choosing this option effectively prevenis your computer from accessing eny networks, 
including the Internet. 

+ Custom Ruleset Mode: The firewall applies ONLY the custom security configurations and aeswark SN ssiss 

specified by the user. New users may want to think of this as the ‘Go Noi Learn’ setting because the firewail does net 
attempt to learn the behavior of any applications.-Nor does it'autcmaticaily create network traffic rules for those 
applications. You wil recive alerts every lime there is a connection attempt by an anpiicaticn - even for appiications 
on the Comodo Saie jist {unless, of course, you have specified ruies and poiicies that instruct the firewall to trust the 
application's conreslicn ailempt}. 

if any application tries to maxe a connection to the outside, the frewal! audits ali the loaded components and shecks 
each against the list of components alreacy allowed or blocked. If a component is found to be blocked, the entire 
application is denied Internet access and an aiert is generated. This setting is acvised for experienced firewall users 
that wish to maximize the visibility and contrcl over traffic in and out of their computer. 

* Safe Mode (Default): While fifering network trafic, the Hrewali aulomaiically creates ruies that allow ail traffic for the 

components of applications certified as ‘Safe’ by Comodo, if the checkbox Ursale rales Ses save agaiications is 
selecied. For non-certified new applications, you will receive ar alert whenever thal appiicaticn atiempis to access the 
network. Should you choose, you can grani that application intemei access by choosing Treat this appiication as a 
Trusted Appiication’ at the alert. This depioys the sveaeti iyowall sufeset Trusted Application’ onto the 
application. 

   

    

‘Safe Mode’ is the recommended satting for most users - combining the highest levels o: security with an easy-io- 
manage number of connection alerts. 

+ Training Mode : The firewall monitors network traffic and create automatic allow rules for ali new applications until the 

security ‘evel is adjusted. ‘You will net receive any aieris in ‘Training Mcde’ mode. if you chcase the Training Made’ 
setiing, we advise that you are 190% sure thai all applications instailed on your computer are assigned the carreck 

ENSS AN vinkss 
SMW SSS S SHINS. 

    

* De NOT show popup alerts - Configure whether or not you want to be notified when the firewail encounters a request 

for network access. Choosing 'De NCT show popup alerts’ will minimize disturbances but ai some loss of user 
awarensss. (Default = Enabled)
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    sdo internet Security - User Gui mm mm 

If you choose net io show alerts hen you have a choice of default nesponses that CiS shcuid automatically take - 

elther ‘Block Requests’ or 'Aliow Requests’. 

  

ie Trustconmect alerts 
  

~~ oe SN om S. =~, 
AM Seats AM BEE SVEN GT 

  

° Enable automatic detection of private networks - instructs Comodo Firewail ic keep monifcring whether your 
computer is connecied to any new wired or wireless netivork. The frewali will display ar alert as shown below if it 

detects = new neiwork (for example, when you connect to a wired home or office network or 2 Wi-Fi nefwork!. 

    
       
SS 
NS 

th    

  

        

  
  

          

rRNA 

You can select the type of new network you are connecied to, so that the firewall configuration is optimized for the type 

of connection. Comodo recommends users tp jeave this option ai its default, enabied setting (Default = Enabled}. 

Enable Trustconnect alerts - }f you are connecting to Intemelt at a pubiic place like an aipcrt or a coffes shop then you are 
potentially exposing yourself to danger. Unsecured public networks can aliow other people to easily eavesdrop on your 
communications or even gain access ic your computer to steal your confideniial information. In order to safequard against such 

attempts, Comodo recommends yeu encrypt your connection in public hotspots using TrustConnect - a secure internat proxy 

service. 

if selected, Comodo Firewall will display an slert if it detects vou are connecied to the Internet through an unsecured networkIBM - Ex. 1002-Part 9 of 10, Page 3096 
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    | Comodo Internet Security - Use In 

  

  

    

  

‘e Unsecured Wireless Networks Only (Defauit) - TrustConnect alerts are qispiayed only if you are 
connecting to an unencrypted wireless network. mot, 

_ ” Public and Unsecured Wireless Networks only - TrustiCannect aleris are Gisplayed whenever you 
’ , . connect to a public wireless nefworx irrespective of whether the connection is encrypted 

You wii be alerted and offered the opportunity io secure the connection via the fcllewing notification: 

Www， — NS NS 

          

in an unsecured wireless network, your communication is visible tw everyane in the 
sanre petaork. 
  

  

    

                    
- Turn traffic animation effects on - By default, the Comode internat Secutify's ‘Shield! tray icon dispiays a small 

animation whenever traffic moves to or fromm your computer. 

   

1 

if the traffic is outbound, you can see green arrows moving upwards on the right hand side of the shield. Similarly, for 

inbound trafic you can see yeliow arrows moving dewn the leit hand side. This provides a very usefil indicator of the 
real-time movement of data in and ou of your computer. Clear his check box If you would rather rot see this 

animation {Default = Enabled). . 

e ° Create rules for safe applications - Comede Firewall trusts the applications if: 

  

Jemdors list under File Rating Settings: 
a 

  

° The application is included in the extensive and ecnstantly updated Comodo safelist. 

By default, CIS does not automatically create ‘allow’ rules for safe applications. This helps saving the rescurce usage, 
simplifies the nules interface by reducing the nurrber ol ‘Allowed’ tules in il, reduces the number of pop-up aleris and is
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beneficial tc beginners who find difficulties in setting up the rules. 

Enabling this checkbox instructs C!S to begin learning the behavior of safe applications sc that it can automatically 

generate ths ‘Allow’ rules. These rules are fisted in the Agpcation NSiss interlace. The Advanced users can 
edit/modify the rules as they wish (Default = Disabled). 
  

Saekground Ness: Prior to version 4.x , CIS would automatically add an ailow ruie for ‘safe’ fles to the rules interface. This 
allowed advanced users tc have granuiar contro! over rules but could also fead to 2 cluttered rules interface. The constant 
addition of these ‘allow rules and the corresponding requiremeni to feam the behavior of applicaticns that are already 

considered ‘safe’ aiso took a tell on system resources. in version 4.x and above, ‘allow’ rules for applications consicered ‘safe’ 
are not automaticaily created - simplifying the rules interface and cutting resource overhead with no fess in security. Advanced 
users can re-enable this setting if they require the ability to edit rules for safe applications {or, informally, # they preferred the 
way rules were created in CIS version 3.x}. -     
  

。  Setalerl Frequency ievel - Enabfing this cplicn allows you to configure the amount of aierts thai Ccmcdc Firewall 
generates, fram the crop-down. It should be noted that this does not affect your security, which is cetermined by the 
rules you have configured (for example, in ‘ApsHeation Rafes' and ‘Siobai Raises}. For the majority of users, the 
Gefault setting of ‘Low’ is the perfect level - ensuring you are kept informed of sonnesticn atternpis and suspicious 
behaviors whilst nct overwhelming you with aler messages. (Default=Disabled) 

1 

    

   

  

Create ruite for sale appicavar 

  

  

f§} Set alert frequency level 

£} Set new on-screen elert tims 

  

een )=—sél hoe 
  

    
       

The options available are: 

* Very High: The firewali shows separate aierts for outgoing and incoming ocnnecticn requesis for botn TCP 
and UDP protocols on specific ports and for specific IP adcresses, for an appiication. This seiting provides 

the highest cegree of visibility to inbound and outbound connection attempis dul leads to a proliferation cf 
firewall alerts. For exampie, using 2 browser ic connect to your Internet home-page may generate as many 
as 5 separate aleris for an culgoing TCP connection alone. 

*  #igh: The firewai shows separate alerts for ouigoing and incoming cenneciion requests tor both TCP and 

UDP protocols on specific porls for an application. 

+ Medium: The firewall shows alerts for outgoing and incoming connection requests for both TCP and UCP 
protocois for an application. 

> — Low: The firewall shows aieris for cutgoing and incoming connection requests for ar application. This is the 

setting recommended by Comodo and is suitable for the majority of users. 

° Very Low: The firewall shows only one alert for an application. 

The Alert Frequency settings refer only ic connection attempts by appiicaticns or from IP addresses thal you have net 

(yei decided to trust. For example, you could specify 4 very high alert frequency levei, but not receive any alerts at all 
if you have chesen te fust the application that is making the connection attempt. 

。  Setnew on-screen alert time out to: Determines how long the Firewak shows an alert for without any user 

intervention. By default, the smeout is sei at 126 seconds. You may adjust this setting 如 your own preference. 

Comodo Firewall gatures advanced detection settings ic heip protect your compuler against commen types oi deniai of service 

(DoS} altack. When launching a deriai of service cr ‘flocd’ allack, an attacker bombarcs a target machine with sc many 

connection requests that your computer is unable ic accep! iegitimais connections, effectively shutting down your web, email, 

FTP or VPN server. 

\\ 
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。 Filter IP v6 traffic -fsnabied CiS will filter Ivo network traffic in addition iiPv4 traffic.(Default = Disabled). 
  

Sackgraund Noie: IPv6 stands for inteme? Proicco! Version 6 and is intended to replace Intemet Protoco! Versicn 4 (iP v4). 
The move is primarily driven dy the anticipated exhaustion of availabie IP addresses. IPv4 was developed in 1951 and is sti 
tha most widely deployed version - accounting for almost ali cf today’s Intemet iraffic. However, because IPv4 uses 32 bits for 
IP addresses, ihre is a physical upper imit of around 4.3 billion possible iP addresses - a figure widely viewed as inadequate 
to cope with the further expansion o/ the internai. In simple terms, the nurnber of devices requiring IP addresses is in danger cf 
exceeding the number oi IP addresses thal are available. This hard limit has alreacy led ic the developmen of ‘work-around’ 
soiutions such as Network Address Translaiion {NAT}, which enable multinte hosts on private networks to access the Internet 

using a single IP address. 

  

IPV6 on the otier nand, uses 128 bits per address (delivering 3.4*1038 unique addresses} and is viewed as the cnly realistic, 

iong term solution to IP address exhaustion. IPv6 also implements numerous enhancements that are not preseni in iPv4 - 

including greater security, improved support for mobila devices and more efficient routing of data packets.     
  

° ‘Filter loopback traffic: Loopback connections refer to the internal communications within your PC. Any data 
fransmitted by your computer through a loopback connection is immediately also receives by it. This involves ne 
connecticn outside your computer ip the Internet or a local network. The IP address of the foopback network is 
427.0.9.1, which you may have heard referred to under ts domain name of ‘hitp-/ocathost i.e. the address of your 
ecmputer. Loopback channe atiacks can be used te food your computer with TCP and/or UDP requests which can 
smash your iP stack or crash your computer. Leaving this box checkec means the firewall iter traffic seri through this 
channel. communicais using the loopback channel. (Default = Enabled). 

+ Block Fragmented IP traffic - When a connection is opened between two computers, they must agres on a 
Maximum Transmission Unit (MTU}. IP Datagram fragmentation cccurs when dala passes through a router with an 
MTU less than the MTU you are using i.e when a datagram is larger.than the MTU oil the network over which it must 
be sent, itis divided into smalier 'ragments' which are each sent separately. Fragmented IP packets can create 
threats similar to a DOS attack. Morsover, these fregmeniations can doubie ths amount of sme # takes ic senda 
single packe! and slow down your download time (Default = Disabled}. 

* Do protocol Analysis - Protoco! Analysis is key to the detection of fake packets used in denial of service ailacks. 
Checking this option means Comodo Firewall checks every packet conforms ic that protocols standards. If nof then 

the packeis are blocked (Default = Disabled). 

=。 Enable anti-ARP spoofing - A graiuitous Address Resolution Protocol (ARP} frame is an ARP Repiy thal is broadcast 
io all machines in a network and is not in response to any ARP Request. When an ARP Reply is broadcast, all hosts 

ara required to update their iccai ARP caches, whether cr not the ARP Reply was in response to an ARP Request they 
had issued. Gratuitous ARP frames are important 2s they update your machine’s ARP cache whenever there js a 

change to another mashine on the network (for exampie, if a network card fs replaced in a machine on the network, 
then a graluiicus ARP frame informs your machine ci this change and requests to update your ARP cache so that cata 
can be corractiy routed). However, while ARP calls might be reievant to an ever shifting ofice network comprising 
many machines thai need to keep each other updated , # is of fer fess relevance to, say, a single computer in your 
home network. Enabling this setting helps to biock such requests - protecting the ARP cache from poteniially malicious 

updates (Default = Disabled). 

Whenever an application makes a recuest for inteme? or network access, Comodo Firewail allows of cenies this request based 
upon the Firewall Ruleset thei has been spscified for thal application. Firewall Rulesets ara, in ium, made up from one or moze 
individual network access rules. Each individual network access ?uie contains instructions thet delermine whether the application 
should be allowed or blecked; which protocols it is aliowed to use; which Sorts it is aliowed to use and so icrth.
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The application's name 
is listed directly above 
the rules applied to it 
SS 
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applicatiun determines Us 
network access rights 
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Each ruleset is derived 
from atleast ene but usually 

a cormbination of 
individually configurable rules ¥ 

  \ 
Name of the 

pre-defined nieset 
    

   

SN 
NS es 

  

            

    

  

if the application belongs {o a file group, then all member applications assume the ruleset of the fie group. The second column, 
Treat as, column displays the name of the Firewali ruleset assigned to the application or grous cf applications in column one. 

You can use the search opiion te ind a specific name in the fist. 
* 

. 

To use the search option, click tha search icon 

  

at the far.ight in the colurnn header. 

  

\ The following Hrewall application ruies are active on this cornputer. 

  

  

    

      

    
        

e Click the chevron on the loft side of the column header and selsct the search criteria from the drop-down, 

* — €nter partly or fully the name of the iter as per the selected criteria in the search fieid. 
全 

。 — Click tha sight or left arrow at the far right of the column header to begif the search. 

。 Click the SS icon in the search field to close the search option.
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General Navigation: 

Clicking the handle at the bottom center of the interface opens 2 rule control panel: 

¥ YW: 

II 7 
站 

* Add Aiowsthe user tc Add a new Applicatio 2 
Sm disesteses Svat Sela” SN Wins Madifying Firewall RSS and Adding aad 

to the list then create it's ruleset. See the sections ‘Sreating oF 
SECS vv o* NS 
Siting a Firewall Control Rafe’. 

  

9 
oy Modifying Firowali Raiss’ and ‘Adding aw Ediing a Fhewall Rave’, 

« Remove - Deletes the selecied ruleset.” 

» Purge - Runs a system check to verify tha? all the applications for which rulesets are listed are actually installed 
on the host machine at the path specified. # nol, the rule is removed, or ‘purged’, from the list. 

if you wish to modify the Srawaff reiesef for an appiicalion: 

7 . . a 日 2 in yes $3. . o SNe Sissons Kiverree st Fog 8. »  Doubie click cn the application name te begin ‘Creating or Masifying Frawal! Saies 
‘ 

* — Select the appiication name click the handle 2! the bettom right and choose ‘Edit’ from the options to begin 
fying Firewall Rides* 

Sigua} ssis within the culese?: 

  

2 
*  Doubie click on the specific ruie to begin “Adsing ans EdBing a Firewall Avis 

* — Select the specific rule and cick the handle at the bottom center and choose ‘Edit’ from the ceptions to begin 
ASAE aw DAIS. Se Basta! 
SUAHNY TG CONG S FHSWAN Rise 

Users can also fe-pricritize rulesets by clicking the handle at ihe Sottom center and select ‘Move Up’ or ‘Move Down’ from the 
opions. 

Although each ruleset can be defined from the ground up by individually configuring its consiituent rules, this practice would be 
time consuming if it had to be performed for every single program on your system. For this reason, Comodo Firewail contains a 
selection of predefined ruieseis according to broad application category-For-example, you may choose to apply the ruleset ‘Web 
Browser’ to the applications iike Internet Explorar’, ‘Firefox’ anc 'Cpera’. Each predeiinad ruleset has been specifically designed 
by Comodo Firewali to optimize the security lavel of a certain type of appiication. Users can, of course, modify these predefined 
ruiesets tc suit their environment and requirements. For more delails, see Predefined Rise Seis. 

» See Agsiinafinn Rule fXersase for an introduction te the nile setting interface 

» See Creating and Modifying firewall Rujssats io leam how ic create and edit Firewail ruleseis 

e Understanding Firawaill Najes for an overview oi the meaning, consiructisn and imperlance of individual 

Application Rute interface 

Fyewall rules can be added/modified/removed and re-crdered through the Application Rule interface. Any rules created using 
. 8 Firewall Sale is dispiayed in this list. 

The Application Rule interface is displeyed when you click Add or ‘Edi from the options in ‘Application Rules’ interface. 
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Name: C:\Program Files\Mozilla Firefox\firefox.exe 
  

€ Use Ruleset: 

  

& Use a Custom Ruleset 

  

          
  

          

w Allow Outgoing HTTP Reques   
ss Allows Gutgoing FTP-PASY Reguests 

  = Block and Leg Ail Unmatching Requests 

      
lias rules on a per packet basis and applies the first rule that matches that packet type to be filtered (see 

Safes for more information). If there are 2 number Gi rules in the list relating to a packet type then ons 
nearer the too of the list is appiied. a 

  
Comodo Firewall apo 
Shan wos $s Sis Sty. 
USEPA A SSESS 

   

Users can also re-pricniize rulesets by clicking the hencle at the bottom center and select 'Move Up’ or 'Move Down from the 
options. Te begin creating Firewall rulesets, first read ‘Overview of Raies and Rafosess’ then ‘Creating and Modifying 

    

Mivgcueadd SS 
PNOWAU AMES RS 

You can use the search option ic find a specific rute in the list. 

  

To use the search option, click the search icon at the far sight in the colurmn header. 

  

  

  

e Click the chevron on the feit side of the column header end select the search criteria from the crop-down. 

e — Enter partly or fully the name of the item: as per the selected criteria in the search fivid. 

e Click the right cr lefi arrow at the far right of the column header to begin the search. 

"Click ihe SS icon in the search field to ciose the search option. 

  

To begin defining an application's Firewall ruleset, you need take two basic steps.
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vs NS Ty xy oy this asalcation's ads 

Step 1 - Select the application that you wish the ruleset is to be applied 

if you wish to define a ruleset for a new apolication { i.e. one that is not already listed} then click the handie from the Aspiicasio: 

Rites iyfesisce and select ‘Add’ trom the options. This brings up the ‘Apsifsation Rule’ interface shown below: 

WN 
SSS              

          
   

  

         

  

       

  

      
  

  

    

cf. 

As Use Ruleset: 
   

  

& Use a Custom Ruleset 

  

        
  

  
    

Because this is a new application, the ‘Application Path' field is biank. (}f you ate modilying an existing rulesei, then this interface 

shows he individual ruies for that application's ruleset}. 

e = Click ‘Browse’ button. 
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You now have 3 methods available to choose the epolication for which you wish tc create a ruleset - Ss Grougs; Fiss and
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i. Fite Groups - choosing this option allows you to creaie firewail ruiesei for a Categcry of pre-set files or 
foidars. For example, selecting ‘Executabies’ would enabie you to create a Firawail Ruleset for any file that 
attempts to connect to the Internet with the extensions .exe .由 sys .ocx .bat .pi ser .cp! . Ciher such 

categories availabie include Windows System: Applications’ ，WinGows Updater Applications’ , ‘Start Up 

Folders’ ete - each of which provide a fast and convenient way to apply s generis ruleset to imporiant files 
and iclders. To view the file lypes and folders thal are affected by choosing one of these options, you need to 
visit the 'Protected Files’ of Comodo Inisrnet Security by navigating to: Advanced Settings > Security 
Settings > Defense+ > HIPS > File Proiection> Protected Files and clicking the handle from the bottom 

center > Groups. For more details on file groups, refer to the section Fite Groups. 

ii. Files - this option is the easiest for most users and simply ailows you to browse to the location of the 
applicaiton fer which you want io deploy the firewail ruleset. in the example below, we have decided to 
creaie a firewail ruleset for the Opera web browser. 

SOOO 
A \ CWC NA 

  

  

17.0.1241.53 

SS18.0.1284.49 

SSold_status 

installation_status 

installer_prefs.json 

    
  

  
    
  

  

          

ii. Running Processes - as the name suggesis, this option allows you to creaie and deploy firewall ruleset for 
any process that is currently running on your PC.
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外 XS jucheck.exe 

SEN GeekBuddyRSP.exe 

cis.exe 

i. -& cis.exe 

: ~ NY mspaint.exe   
  

SN 人 S 

You can choose an individual prosass {shown above} or the parent process cf a set of running processes. Click ‘OK’ to 

confirm your choice. . 

Having selected the individual application, running process or file group, the next stage is to Configure the niles for this 
applicaticn’s Firewail Ruleset. - 

Step 2 - Configure the rules for this application's ruleset 

There are twe broad options availabie for creaiing a ruleset that appiies to an application - Use s Sradefised Suisset of Use s 
Gaston Saieset. ‘ 

+ Use a Predefined Ruleset - Seiecting this cption allows the user to quickly deploy a existing ruleset on to the 
target appiicaticn. Choose the ruleset ycu wish lo use from the drop-down menu. In the example below, we have 
chasen ‘Wed Browser’ because we are creating a ruleset for the ‘Opera’ browser. The name of the predefined” 
ruleset you choose is dispiayed in the Treat As cclumn for that application in the inteSace (Default = Disabled).
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| Name: : C:\Program Files\Opera\jauncher exe 

& Use Ruleset: 

> Use a Custom Ruleset 

  

  
  

      
  

  

  

  

Note: Predefined Rulesets, once chosen, cannct be modified directly from: this interface - they can only be modified and 

defined using the Fredefined Ruiesess interlace. 1 you require the ability to add or modify rules for an application then ycu are 
oy, 

effeciively creating 2 new, custom ruleset and should choose the more flexible ise Usisiom: Nyieses option instead.       

« Use a Custom Ruleset - designed for more expeviencec users, the Custom Ruleset option enables full contro! 
over the configuration of Firewali Ruleset and the parameters of each rule within that ruleset (Default = 

Enabled}, 

i}
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Name: ; C:\Program Files\Opera\launcher.exe 
  

& Use Ruleset: 

®& Use a Custom Ruleset 

      ~
~
 

  

        

  

  
  

  

        Selecting ‘Use 2 Custom Ruleser then ‘Capy fram’ > Ruleset’ 
will populate the rules window with the constituent rules 

      

£ “of the predefined rule. in the example shown, the individsat rates 
~ E from the Web Browser’ palicy are now acressible. 

Using this es a starting puini, experienced users can odd, 
re-order, modify and remove rules to suit the application.         Meet CPOE EOE REL AT AM     

  

You can create an entirely new ruleset cr use a predeiined ruleset as a-starting point by: 

° Clicking the handle from the botiom right and choosing Add from the options to add individuai Firewall rules. See 
ASding and ESEyey S Fyewsff Rade’ for an overview of the process. 

+ Use the 'Copy From’ buticn to popuiate the list with the Firewall rules of 4 Ssedefinest’ Frowatt Rule. 

» — Use the 'Ceny From’ bution to popuiate the list with the Firewall rules of ancther application's ruleset. 
  

+ [you wish io create a reusable ruleset for deployment on multiple appiications, we advise you add a new 

Procafined Fira Raise (er modify one cf the existing ones to suit your needs} - then come back is this 
section anc use the ‘Rssese% option ic rofl it cut. 

+  Hycu want to buiic a bespoke muieset for maybe one or two specific applications, then we advise you choose 
x "option and create your ruleset either from scratch by adding individuai mules or Dy the 'Gss a Susiom Ngissel 

using one of the built-in rulesets as a starting point.     
  

At their core, each Firewall can be though: of 2s a sirnpie IF THEN trigger - a set of conditions (or 2itributes} pertaining to a 
packet of data from a particular application and an asties: if that is enforced if those conditions are met. 

As packet filtering firewail, Comodo Firewali analyzes the attricutes of every single pacxe! cf data that attempts te enter or 

leave your computer, Attributes of a packei include the application that is sending or receiving the packet, the protoco! il is using, 
ihe direction in which it is traveling, the scurce and destination iP addresses and ihe ports it is attempting to treverse. The 

firewali then tries to find a Firewall rule that matches ail the conditional aitributes of this packet in order to determine whether or 

not it should be aliowed to proceed. ff there is no corresponding Firewall rule, then the conneciion is automatically blocked unti 
a rule is creaied.
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if the packer of data 
meets these condifions.     

       
  

“| then the firewall will take this action 
      

The actual conditions (attributes} you see * on a particular Firewal Rule are determined by the proicco! chosen in Asding and 
RN 
NEREENRNRSSNS 

If you chose ‘TCP’ , 'UDP’ or TCP and 'UDP’, then the ule has the form: Asses |Protecol | Direction [Source Address | 
Destination Address | Source Port | Destination Port 

If you chose ‘ICMP’, then the rule has the form: Acsiss [Protocol | Direction | Source Address | Destination Address | ICMP 

Details 

Hf you chose ‘IP’, then the rule has the form: Astias | Protocol | Direction | Sousce Address | Destinallon Address | IP 

Details 

e — Asfins: The action the firawail takes when tha conditions of the rule are met. The ula shows ‘Allow’, ‘Block’ cr 

SRK 

。 Protecst: States the protocol that the tange: application must be attempting to use when sending or receiving packets 

of Gata. The rule shows ‘TCP’, 'UDP', ‘FCP or UDP’, ICMP’ or IP’ 

+ Direction: Siates the direction of trafic that ihe dala packet must be attempting to negotiate. The ;uie shows ‘In’, ‘Out’ 

cr 'IinfOur’ 

=。 Source Address: States the source address of the conneciion attempt. The :le shows ‘From’ followed by one of the 

following: IP , IP range, IP Mask , Network Zone, Host Name or Mac Address 

。 Destination Address: Siates the address of the connection attempt. The rule shows ‘To’ followed dy one of the 
following: IP. IP range, iP Mask, Network Zone, Host Name cr Mac Address 

+ Source Port: States the portis} thal the application must be attempting to send packets of daia through. Shows 
‘Where Source Port is’ followed by cone of the following: Any’, ‘Port #, 'Port Range’ or ‘Port Set’ 

- Destination Pert: States the portis) on the remote entity that the application must be attempting to senc to. Shows 
‘Where Source Port fs’ followed by one of the following: ‘Any’, ‘Port #,, ‘Port Range’ or ‘Port Set’ 

¢ {CRP Details: Stales the ICMP message that must be cetecied to trigger the action. Seo Adding and Eshing 8 

Firewall Rule for details of available messages thai can bs displayed. 

Fiewall Nuis to see the list of avaiiabie IP profocols that can be displayed here. 

Once a suie is appiied, Comode Firewall monitors ail network traffic relating to the choser application and take the specified 
Sy 

action if the conditions are met. Users should also see the section 'SieSai utes’ to understand the interaction between 

Application Rules and Giobal Rules. 

fing the rule then this name is cisplayed here rather than it’s fii parameiers. 

Nuie! for more detaiis. 
* Hycu chose to add a descnpfive name when crea 

    
  rae 时 Swine Y Osinw a Sy See the next section, 'Assing asd aking 3 Srey 

* if you selected ‘Log as 2 firewall event if ihis ruie is fred’ ihen the action is postfixed with ‘Loa’. (2.9. Slock & Log} 

RAR 3 NSS 

  

       

    

    
reading the sactions ‘Unserstandiag 六 
9 Sivaeadd Qhelasase: 
SN AMISSSS 

   
experienced firewall user or ere unsure about the se 

cies” ‘Quavuios af Rules and Satielae! and “Pveating ane act 
eax’, Oyeryvioy SY Adios Hus NS SN CYSaliig ane fogs 
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Action: i Allow ?} Log as firewall event if this rule is tired 
  

  

Protocol: TCP or UDP 
  

  

Direction: in or Out 
  

  

Description 
  

    

      

  

          

  
        

General Settings 

*’ Action: Define the action the firewall takes when the conditions cf the rule are met. Cplions availabie via the drop 
down menu are ‘Allow’ (Default), '‘Biock’ or ‘Ask’. 

* — Protocol: Allows the user to specify which protocal the date packet should be using. Gptions availabie via the drop 
Gown menu are 'TCP’, ‘UDP’, ‘TCP or UDP’ (Default), ICMP’ or ‘IP’ . 
  

Note: Your choice here alters the chcices available to you in the tab structure cn the lower haif of the interface. 
    
  

。 Direction: Allows the user to define which direction the packets should be traveling. Options available via the drop 

down menu are ‘in’, Out’ or ‘In/Out’ (Defauld). 

。 Logas a firewall event if this rule is fired: Checking this option creales an ontry in the Hrewall event fag viewer 
whenever this rule is called into operation. fie. when ALL conditions have been met} (Default = Disabled). 

* Description: Allows you to type a friendiy name for the rule. Some users find it more intuitive ts name a rule by it's 
intended purpose. { ‘Allow Cutgcing HTTP requests’). If you create a frendly name, then this is displayed to represent 
instead of the full actions/conrditicns in the main AssSuation Rufus inferfase and the Apgiisaiion § ets 

  

Protoco} 

TCP’, UPD or ‘TCP of UDP’ 

If you select TCP’, ‘UPD’ or TCP or UDP’ as the Protocel for your network, then you have to define the source and 

destination jp addresses and ports receiving and sending ihe information.
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MAC Address   
Network Zone 
  

Source Address and Destination Address: 

1. You can choose any IP Address by sslecting Any Address in ths Type drop-down box. This menu dafauilts to 
an IP range of 0.6.3.0- 255.255.255.255 to aliow connection from ali IP addresses. 

2. Yeu can choose a named hos by selecting a Host Neme which denotes your IP address. 

3. Youcan choose an IPv4 Range by seiecting [Pv4 Address Range - ior example the range in your privaie 

network and entering the IP addresses in the Start Range and End Range tex! doxes. 

4. Youcan choose a Single |Pv4 address by selecting 1Pv4 Single Address and entering the IP address in the 
IP address iext box, 2.g., 192.188.200.713. 

5. You can choose IPv4 Mask by selecting iPv4 Subnet Masx. IP networks can be divided inte smailer networks 

called sub-networks (cr subnets). An IP address! Mask is a subnet defined by IP address and mask of the 
network. Enter the iP address and Mask of the network. 

6. You can choose a Single IPv6 address by selecting IPV6 Single Address and entering the IP address in the 
IP address text box, 9.g.: 2e:1900:4545:3:200 16ff-fe2 1:67 cf. 

oN
 Yeu can choose IPv6 Mask by selecting [Pv& Subnet Mask. IP networks can be divided inte Smailer networks 

called sub-networks (or subnets). An [P address/ Mask is a subnet deiined by jP address and mask oj the 

network. Enter the iP address and Mask of the network. 

8. ‘Youcan choose 2 MAC Address by selecting MAC Address and entering the address in the acdress text 

Dox. 

9 You can choose an entire network zone by selecting Zone .This ment cefaulis to Local Area Network. But 

you can also define your own zone dy firs? creating a Zone through the ‘Negvers Zeses’ area. 

=。 Exclude jie, NOT the choice below}: The opposite of what you specify is appticable. Fer example, if you are 
creating an Allow rule and you check the Exclude box in the Source IP tab and enter values for the IP range, 
then that IP range is excluded. You have ic creale 2 separate Allow rule for the range of iP addresses that 

you CO want to use. 

Source Port and Destination Port: 

Enter the source and destination Port ir the text bex.
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/ 

Any 

4 Sort Range & 

A Set of Ports N 
N 

A Single Port \ 
X 

Any \ 
N 

1. You can choose any port number by selecting Any - sei by default , 0- $5535. 

2. You can choose 4 Single Port number by selecting Single Port and seleciing the singie port numbers from 

the list. 

3. You can choose a Post Range by selecting Pert Range and selecting the pert numbers from the From and To 
list, 

4. You can choose a predefined Seri Sef by choosing A Sel of Ports. If you wish te create a port set ther: 
please see the section ‘Fork Seis’. ， - 

i. ICMP 

When you select ICMP as the protecol in Genera! Settings, you are shown a list of ICMP message types in the ICMP 

Datails’ tab alongside the Destinations Advress.tabs. The last two labs are coniigured identically to the exsisnatisn 
abSove. You canno! see the source and desiination port labs. 

*。 ICMP Details 

ICMP (Internet Controi Message Protocol} packets contzin error and control inicrmation which is used to announce 
ms network errors, network congestion, timeouts, and to assis: in zoubieshooing. His used mainiy for performing traces 

and pings. Pinging is frequently used tc perform a quick jest beicre attempting to initiate communications. 上 ycu are 
using or have used a peer-to-peer ile sharing program, you might fnd yourseii being pinged a ict. So you can create 
rules to allow / block specific types of ping requests. With Comodo Firewal! vou can create rules to ailow/ deny 
inbound ICMP packets that provide you with information end minimize security zisk. 

1. Type in the source/ destination IP address. Source IP is the iP address from which the traffic originated and 
destination IP is the IP addrass of the computer that is receiving packets of information. . 

2. Under the ‘ICMP Deiails’ iab, chcase the ICMP version from the "Fype’ drop-down.
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SAS 

   并    

   
    

  

  

N 

    

  

      

  

    

  

              
3. Specify ICMP Message , Types and Codes. An ICMP message inciudes a Message that specifies the type, 

thatis, the format of the ICMP message. 

    escripton 
  

    

    

  
  

  

  

  

  

  
CMP Echo Request 

‘CMP Echo Reply   
CMP Net Unreacheble 

CMP Host Unreachable 

‘CMP Protocal Unreachable 
       ICMP Port Unreachable 

CMP Time Exceeded 

  

iCl4% Source Quench   3 
N 

} 
ICMP Fragmentation Needed 
  

When you seleci 2 particular ICMP message , the menu defaults to set its code and type as well. if you select the 
ICMP message type ‘Cusiom’ then you are asked to specify the code and type. ， 

iii. 1P 

When you selact IP as tha protocol in Sexeral Seiings, you are shown 4 list of IP message type in the ‘IP Details’ tab 

alongside the Sasses Adress and Deskination Adress fads, The last hyo tabs are configured identically to the 
所 

gxulanaties sse YOU cannot see the source and deatination pert tabs. 
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    ICMPv4 

IGMP   
Raw IP 

PUP 
        

  

¢ IP Details 

Select the types of IP protocol that you wish to allow, from the ones that are listed. 

6.2.3.3. Global Rules 

Uniike Application rules, which are applied to and triggered by trafic relating tc a specific application, Global Rules are applied to 
ali traffic iraveling in and out of your computer. 

Comodo Firewall analyzes every cacxet cf cata in and cut of your PC using cembinatisn of Application and Globat Ruies. 

» For Outgoing connection attempts, the appiicaticn rules are consulted first and then the giobal rules second. 

* For Incoming connection attempts, the global rules ars consulted first and then the application rules second. 

  

  

  

  
  

  
  

Traffic that is \ ; 
travelling from =: 

your computer to : 
the outside is : fscasying Yravic 
filtered by the affic that is 
application rules : travelling from the - 
first and then by : cutside into your ; the global rules computer is filtered ° 

by the global rules 

first and then by the   application rules         
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Therefcre, outgoing traffic has to ‘pass’ both the application rule then any gilcbal rules before it is allowed out of your system. 

Similarly, incoming traffic has to ‘pass’ any global rules first then application specific ruies that may appiy to the packet. 

Giobal Rules are mainly, but not exclusively, used to filter incoming traffic for protccois thar than TCP or UDP. 

¢ The Global Ruies panel, accessible dy clicking Security Settings > Firewail > Giobal rules teb from the Advanced tasks 
interface, allows you to view, add and manage the rules 

The following global! rules are active on this computer. 
  

  
                

Allow All Incoming Requasis if The Sender Is | 

Adlow ICME rom MACS Any Ta MAC Any Where [Cl Message Is FRAGM.. 

  

  

1» From MAC Any-To MAC Any Where Protacei ls Any 

      
  

You can use the search option ic fnd a specific nile in ihe list. 

  

To use the search option, click the search icon at the far ight in the colurnn header. 

  
    

    
  

  

          

» Click the chevron cn the left side of the column neader and select the search criteria from the drop-down. 

。 — Enter partly or fully the name of the item as per the selected criteria in the search fieid. 

* Click the right or left asrow al the fer right of the column header to begin the search. 

SS 
NX. e Click the S icon in the search field to close the search option. 

General Navigation: 

“Clicking the handle at the Dottom center of the interface opens an opticn panel with the following options: 

 

IBM - Ex. 1002-Part 9 of 10, Page 3114 
IPR2025-00379 (IBM v. Croga)



WS 

             
nn ， 

_ - ! __ 

  

e Add - Allows you.o add 2 new gicbal nile. See the section ‘Adsing and EdSing a Sfrowall RS for guidance 
on crealing a new rule. 

guidance on editing a new rule. 

e Remove - Delstes the selecisd ruls. 

* Purge - Runs a system check to verily thei all the applications for which rules are listed are aciuaily installed on 

the host machine at the path specified. If not, the rule is removed, or ‘purged’, from: the list. 

The configuration of Global Rules is identica! to that jor apolication rules, To add a global rule, click the ‘Add...’ button on the 
right. To ecit an existing global rule, right click and select ‘edit’. 

。 See Agsfticatias Rules for an introduction to the rule seiting interface. 

wes for an overview of the meaning, construction and importance of individuai rules. 

ding a Sfrewall Ass for an explanation of individual rule configuration. 

BY 

~§.2.3.4. Firewall Rule Sets . 

As the name suggests, a firewail Ruleset is a set of one or more’ iridividua! Firewall rules that have been saved and which can be 
re-depioyed on multipie applications. This section contains advice cn the following: 

The Predefined suiesets interlace cen be accessed by clicking’Security Settings > Firewall > Rulesets from the ‘Advanced 

， Settings’ inierface.
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The following rulesets are defined on this computer. 

    
  

        

  
mail Cliens 

  

Outecing Crily 

  
You can use the search onion ic find a specific ruleset in the ist by clicking ths search icon t the fer right in the column 

header. 

  
    
    

  
  

  

  

e Enter the name of the item to be searched in full or part in the search field. 

* Click dhe right or left arrow al the iar right of the column header to begin the search. 

* — Click the SS icon in the search field to close the search opion. 

se ts 、 Beason Velacose 
NS AUINSNS 

Although each application's frewail muieset couid be deiined from ihe ground up by individuaily configuring its constituent rules, 
this practice may prove time consuming if it had to be performed for every single program cn your system. Fer this reason, 

Comodo Firewall contains a selection cf predefined rulesets according fo broad application category. For example, you may 

choose tc apply the niieset ‘Web Browser to the applications ‘internet Explorer’, 'Fireiox’ and ‘Cpera’. Each predefined ruleset 
has been specifically designed by Comodo to optimize the security level of a certain type of application. Users can, of course, 
modify these predefined pclicies ic suit their environment and requirements. (for example, you may wish to keep the ‘Web 

Browsers’ name but wish to edefine the parameters of it ruies}. 

Mace a$te gay or taeess Sos asioges cs mantis sects WEANING S POY PHISSt 

You can create new rulesets with network access contro} rules customized as per your requiremen!s end can rol cul them to
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ES 
~: 

required applications while creating Frewall rufeset for he applications individually. 

To add a new Ruleset 

« Click the handle from the bottom center and selec ‘Add’ from the options 

NI      

  

   

  

   
       

上 SN 

    
  

Name: Ruleset for Opera 
  

  

SD tgeey Coby fae 
POPS SS Th, 

#3 Use a Custom Ruleset 

    

      

  
        

To IP In [192.168.2 

  
  

RN 

» As this is a new riiesei you need to name # in the tex! field si the ‘op. It is advised that you choose a name that 
accurately describes the categcry/type cf application you wish to define the ruleset for. Nex! you should add and 

$33 aves 
configure the individuai rules ior this nulesel. See ‘ASding and Esing 3 Sirewal} Rake’ for more advice on this. 

¢ Gnce created, this ruleset can be quickly cailec from ‘Use Ruleset’ whan ereating ay mosiying o Mrawall salese’. 
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Name: iC:\Program Fles\Operayauncher.exe 
  

  

    N 

    

  

& Use Ruleset    € Use a Custom Ruleset 

  

      

To view or edit an existing predefined Ruleset 

*  Doubie click on the Ruieset Name in the list 

or 

» — Seleci the Ruieset Name, click the handle from the Dottom center and select Edit from the opticns 

» — Deiails of the precess from this point cn can be found hers. - 

- 6.2.3.5. Network Zones 
The Network Zones panei allows you to: 

* — Define network zones that are trusted, and ic specify access privieges to them 

* Define network zones thet are untrusted, and ic biosk access io them 

The Network Zones panei can be accessed by clicking Security Settings > Firewall > Network Zones from the ‘Advanced 
Settings’ interface.
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Network Zones 

The following network zones are defined on this computer. 

    
    

        
    

  

    
Network Sones - Allows you to define network zones and ic allow access to them for applications, with the access 

se gil . sinh 六 SAAS . Beto : thas Sima vo S8a thet Sevaccadll Qscfaat 
privileges specified through Apseatioss Rule interface. Refer to ‘Craating os Moaiyisg Fewall Nsiss’ for mere 

Ceiails. 

Riocsked Zones - Allows you fo define inusted networks that are not 5ustwcrthy and te block access to them. 

§.2.3.5.1. Network Zones 

A ‘Network Zone’ can consist of an individual machine {including a single home computer connected tc Internet} or a network of 

thousands of machines io which access can be granted or denied. 
  

  

sand Nats: A computer network js a connection between computers through a cabie or some fype of wireless 

connection. it enables users ic shere information and devices between computers and other users within the neiwork. 
Cbvicusiy ihere are certain computer networks where you nsed tc grant access to, inciuding your home or work network. 
Conversely, there may be other networks where you want to restrict communication with - or even block entirely.      
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Negs 1: Adding a zone to this area does not, in itself. define any permission levels or access rights to the zone. This area 
allows to define the zones sc you can quickly assign such permissions is oer atess of Sys SS 

Note 2: A network zone can be designated as ‘Trusted’ anc allowed access from the Manage NeSvorN Connections’ 

interface (An example would be your home computer cr network). 

Note 3: A network zone can be designaied as ‘Blocked’ and denied accass by using the 'Bisckss Zones’ interface. {An 
example would be a known spyware site}. 

Nets <: An application can be assigned specific access rights io and from a network Zone when defining an As 
Similarly, a custom Gisks! Sule can be assigned to a nedwork Zone to ali activity from @ zone. 

NS 3: By default, Comodo Firewali automatically detects any new networks {LAN, Wireless etc) once you connect to tham. 

This can be disabled by deselecting the option ‘Enabie sutomatic detection of private networks’ in the Firewall SeSings pans.     
  

ca) 

You cai use the search option ie find a network Zone in the list by clicking the search icon 

header. 

  

al the far right in the column
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‘Network Zones 

    
    
  

  

  

  

  

      

  

« Enter the name o; the item to be searched in full or part in the search field. 

* Click the right cr left arrow at the far right of the column header to begin the search. 

* — Click the SS icon in the search field to close the search option. 

3 nase Sar st < ¢ SS 了 1-Rsya s name for He sane 

Nadand Sha atdeonesae fx ha inafnsact ke Mla vane e Step 2 - Ssiset dhe addresses fp be Soluded is Sis sone. 

4. Click the handie from the bottom center seiect Add > ‘New Network Zone’. 

    

  

        

  

4 dialog Sox wiil appear, promping you to specify a name for the new zona. 

2. Choose a name that accurately describes the network Zone you are creating. 

Zone Name 

i My Home   
  

Public Network 
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aS 
3. Select the checkbox ‘Public Network’ if you are defining a network zone for 2 network in a public piace, for exampie, 

when you are connecting to a Wi-Fi network at an airport, restaurant etc., so thai Comode Firewall wil cptimize the 
configuration accordingly. 

Ra Re 

4 Click Apply to confirm your zone name. 

This adds the name of your new zone ic the Network Zones list. 

KR 

人              

     
    
    
    
    

      

Y 

  

  

  
    

  
        

  
            

  
    

    
    

              

W
e
 

  

  

   

  

一 

Sieg s - Seisat the adayesses te Se included in (his sone 

1, Select the network name, click the handle at the boitom center and choose ‘Add’ > 'New Address’ from the opiicns or 
click the + button beside the new network zone name and Goubie click on (add addresses hers)’ 

The ‘Address’ dialog allows you ic select an adcress irom the Type drop-down box shown below (Defautt = Any 

Address). The Exclude check box will be enabled only if any other choice is selected from the drop-dewn box. 

8 S 

iAny Address 
Any Address 

Host Name 

IPv4 Address Range 

!IPv4 Single Address 
Pv4 Subnet Mask 

Pv6 Single Address 

-~ ~ Pv6 Subnet Mask - < 

MAC Address   
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Select Address: 

1. You can choose any IP Address by selecting Any Address in the Type drop-down box. This menu defaults to 
an IP range of 0.0.8.0- 255.255.235.255 tc allow connection from ali IP addresses. 

2. Youcan choose a named host by selecting a Host Name which denotes your IP address. 

3. Youcan choose an IPv4 Range by selecting IPv4 Address Range - ier example the range in your private 
network and entering the IP addresses in the Start Range and End Range text boxes. 

4. You can choose a Single IPv4 address by selecting tpv4 Single Address and entering the IP address in the 
IP address text box, 2.g., 192.168.200.413. 

5. You can choose IPvd Mask by selecting iPv4 Subnet Mask. IP networks can be divided inte smailer networks 
called sub-networks {or subnets). An 1? addross/ Mask is a subnet defined by IP address and mask of tho 
network. Enier the jP address end Mask of the network. 

6. Youcan choose a Single IPvS address by selecting IPv5 Single Address and entering the IP address in the 
IP address text box, 2.g., 3fe:1900:4545:2:20016if-fe2 1:67 ef. 

7. Youcan choose IPv6 Mask by selecting [Pv6 Subnet Masx. IP networks can be divided into smailer networks 
called sub-netwerks (cr subnets). An IP address/ Mask is a subnet defined by IP address and mask of the 
Petwcrk. Enter the iP address and Masx ci the network. 

8. 

nO
 

wo
 

You can choose’a MAC Address by selecting MAC Address and entsring the address in the address text 
DOX. 

Exclude (ie. NOT the chaice delew}: The opposite of what you specify is appticable. 

Click 'CX' ic confirm your choice. 

Click 'OX’ in the ‘Network Zones’ interface, 

The new zone now appears in the main fist along with the addresses you assigned te it. 

Cnce created, 4 network zone car be: 

rawr 和 : me AtimA we x otic st Siva essndt? Beet & * Quickly called as ‘Zone’ when ersating as modNying 3 Hrswasl Sulassi 

  

  

  

    

    
  

    
etwork Zone 
  

  

              Loopback Zone 

Work #1 

Public #1 
          

° Quickly called and designated as a blacked zcne from the ‘Sockas Jones’ interlace 

To edit the name of an existing Network Zone
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1. Select he name of the zone in the list (e.g. My Home}, click the handle at the bottom center and chocse ‘Edit’ from the 

eptions or double click on the network Zone name. 

MMO MO MAK 

  

zone Name 

i My Home 
  

  

=] Public Network 

AUUOUOTULUEPEE DES Lasso oat 

  

2. Edit the name of the zone. 

To add more addresses to an existing Network Zone ~ 

\ 。 Select the network name, click the handle at the bottom center and choose ‘Add > A new Address’ from 
the options 

。 Add new address irom the ‘Address’ isSce. 

To modify or change the existing address in a zone 和 

* — Click the + bution besice the network zone name tc expand the addresses 

。  Soubie click on the addnass ic be edited or select the address, click the hardie from the bottom center and 

choose Edit irom the options 
_ 

» — Edit the address from the ‘Adsyess" iMerises. 

§.2.3.5.2. Blocked Zones 

‘A computer network enables users to shere informaticn and devices between computers and other users within the network. 
Obviously, there are certain computer nefworks that-you need.to-tust'-and grent acosss ic - for example-your home or.work 
network, Unfortunately, there may be other, untrustworthy networks that you want to restrict communication with - or even block 
enurely. 
  

$ 
Noise: We advise new or inexperienced users to first read 'Neswark Zones’ , 'Ngalth Soris Wisse 
before biocking zones using this interface. 
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  Noig ¥: You must create a zone before you can block i. There are two ways ic do this; 

1. Using 'Nefwesk Zanes’ to name and specify the network you want te block. 

2. Directly fom this interface using ‘New Dlocked ackiress... 

ee See 

Note 3 Yo 

to use 'Nefivesk SS if you want to changes the settings of existing zones.   u cannot recontigure pre-existing network zones irom: this interface. {e.g., to add or modily IP addresses}. You need 

  
   

You can use the search option io find a blocked zone in the fist by clicking the search icc! 

header. 

: at the far right in the coltimn 

 

IBM - Ex. 1002-Part 9 of 10, Page 3125 
IPR2025-00379 (IBM v. Croga)



     

  

     Te 
CA 
  

  

  

    
  

    

    

  

        
。 — Enter the name of ths zone to be searched in fuil or part in the search fieid. 

。 — Click the right or left arrow at the far right of the column header to begin the search. 

"e Click the 并 icon in the search field to close the search option. 

To deny access to a specific network by selecting a-pre-existing network zone and designating it as blocked 

1. Click the handie from the bottom center and choose ‘Add’ > ‘Nefwork Zones! from the cpions “ 、 

2. Seiect ihe particular zone you wish to biock. 

  

    
  

  

The selected zone wil! appear in the 'Slocked Zones’ interface.
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Name of the 
Stocked Network Zone 
AANA 

  

  
    

  

    

    

RN 

IP Addrassies) that are 
assariated 

with the Blocked Zane. 

ANNAN 

Yeu can modify 
these settings only 

under the ‘Network Zones’ tabs A
L 

VI
AS
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LL
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ED
UL
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IE
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LL
LL
LL
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D:
 

          
3. Click ‘CX’ ic confirm your choice. All traffic intended for and originating from computer or devices in this zone are now 

blocked. 

To deny access to a specific network by manually defining 2 new blocked zone 

1. Click the handie from the bottom center and choose ‘Add’ > ‘New Biocked Address’ fram: the cpticns. 

The Address dialog will eppear. The ‘Address’ diclog aliows you to select an address from the Type drop-down box shown below 
{Default = Any Address}. 

NSSSN 

  

   
  

Any Address 
” TAny Address 
  

  

    
    

  

Host Name 

: IPv4 Address Range 

IPv4 Single Address 

ilpv4 Subnet Mask 
IPv6 Single Address 

IP¥6 Subiiel Mask 

MAC Address 

  

  

      

    

      

         

Select Address: 

1. You can choose eny IP Address by selecting Any Address in the Type drop-down box. This menu defaults to 

an IP range of 0.0.3.0- 255.253.255.255 to allow connection from ali IP addresses, 

2. You can choose é named hosi Dy selecting a Host Name which denotes your IP address. 

3. You can choose sn |Pv4 Range by selecting IPv4 Address Range - for example the range in your private 
network and entering the IP addresses in the Start Range and End Range tex? Doxes.
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4. You can shocse 2 Single [Pv4 address by selecting [Pv4 Single Address and entering the IP address in the 

IP address text box, €.g., 792.188.200.113. 

5. You can choose IPv4 Mask by selecting ijPv4 Subnet Mask. IP nelworks can be divided into smailer neiworks 
called sub-networks (or subnets). An IP eddress/ Mask is a subnet defined by IP address and mask of the 
network. Enier the iP address and Mask of the network. 

6. You can choose a Single IPvS address by selecting IPV6 Single Address and entering the IP acdress in the 
IP address text box, 2.g., Sie: 1800:4545:2:200 18ff:fe2 1:67cf. 

7, You can shoase |Pv5 Mask dy selecting :Pv6 Subnet Mask. IP networks can be divided inic smailer networks 
called sub-networks (cr subnets}. An IP address/ Mask is a subnet defined by IP address and mask of the 
network. Enier the ijP address end Mask of the network. 

8. You can choose a MAC Address by selecting MAC Acdress and éntering the address in the address text 

box. 

e = Exclude (ie. NOT the choice below}: The cpposite of what you specity is appiicable. 

2. Select the address io be blocked and click CX 

The address{es} you blocked will appear under the ‘Biocked zones tab. You can modify these addresses at any time 
by selecting ihe entry and clicking ‘Edit’. 

3. Click ‘CX’ in ‘Network Zones’ interface to confirm your choice. All tre#ic intended for and originating rom computer or 
Cevices in this Zone are now dlocked. 

6.2.3.6. Port Sets 

Port Sets are handy, predefined groupings of one or mcre poris that can be re-used and deployed across multiple Aspiization 

Nufes and Global Raves. 

* The Port Sets panel enables you to view and manage predefined port sets and t add new port sets 

+ The Post Sets panel can be accessec by clicking Security Settings > Firewall > Portseis from the Advenced Tasks 
interface .
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The following portsets are defined on this computer. 

      

    
              

  

          

  

  

The Port Sets are displayed as a tree Structure. Clicking the + button beside the port set name expand the jist of doris 
defined in it. The default port sets shipped with Comado Intemet Security are: 

。 HTTP Ports: 86, 443 and 8080. These ere the default ports for http traffic. Your Internet browser uses this ports 

if connect to the Internet and other networks. 

POP3/SMTP Ports: 115, 25, 143, 995, 465 and 587. These are the ports that are typically used by mai clients 
like Outiook Express end WinMeil for communication using the POP3, SMTP and IMAP proiccats. 

Privileged Ports: 0-1022. This set can be deployed if you wish to create a ruie that allows or blocks access to 
the privileged port range of 0- 1822. Privileged perts are so called because # is usually desirabie to prevent users 
from running services on these ports. Network admins usually reserve cr prohibit the use of these perts. 

  

You can use the search option ic find a specific port set in the list by clicking the search icon at the far right in the column 
header.
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Portsets 

  

  

The following portsets are defined on this computer. 

    
    

            
  

  

  

Enter the name o? the port set io be searched in full or part in the search field. 

Click the right or left arrow at the far right of the column header to begin the search. 

Click the SS icon in the search field fo close the search option. 

NS You can create new portseis and allow access to them for applications, with the access privileges specified through Appiicaticn 
上 ares; 197 95 $4 SA SR stived: ped syns Stace hes, | Rafe interface. Refer to ‘Cseaking ox ModNyhsy Firowall RS for more details. 

To add a new portset 

Click the handie from the bottom: center of the Portsets interface and select 'Ad¢ from ths options. The ‘Add Poriset’ 
Gialog will open. ° 

  

Name: Ports for Mail Client 
  

  

  

Enter a name for the new portset in the Name field. 

Te add ports to the new portset, click the handie from the bottom center and shoase ‘Add’ from the options.
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Es} Exclude (i.e. NOT the choice below) 

© Any 
  

  

@ASingle Port : 435   
     © A Port Range 

4. Specify the ports to be included in the new pDorisst: 

。 Any - to choose ali ports; 

。 = Asingle port - Defins the port number in the combo box beside; 

* Aport range - Enter the starl and end port numbers in the respective combo boxes. 

+ Exclude (i.e. NCT the choice below): The oppesite of what you specify is applicabie. 

5. Click 'OX' in the Por dialog. The ports will be added tc the new portset in the ‘Edi Poriset’ interface. 

6. Click 'OX' in the ‘Edit Porisets’ interlace to create the new portse!. 

Cnce created, a Portset can be: 
下 

* Quickly called as ‘A Sei of Ports’ when creating or masiyiny 

  

  

S
M
M
 
M
o
e
 

5
 
N
E
 

  

  

  
  

    
A Set of Parts     

    HTTP Ports 

: HTTP Ports 

POPSISMTP Parts 

      
            Privileged Ports 

                            

  
To edit an existing port set 

。 Select the portset from the 'Pertsets’ interface, click the handle from the bottom center and select the ‘Edit’ from 

ihe options to bring up the ‘Edit Pertse? dialog.
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   exolained above. 

\ 

6.2.3.7. Website Filtering 

The Website fiiering section aliows you to set up rules to allow or block access to specific websites. Rules can be created for 
particular users of your computer, which makes this feaiure very usefui for both home and work environments. For example, 
parents can block juvenite users from visiting inappropriate websites while companies can prevent employees from visiling 
social networking sites during working hours. You slso have ihe cpticn to crezis a log event whenever a user tres to visit a 

website which is in conflict with a rule. 

Tha Website Filtering panel can be accessed by clicking Security Settings > Firewall > Website Filtering tab from ‘Advanced 
SetEngs’ interface. 

N 

¥ YVebsite Filtering 

| Enable Website Filtering (Recommended) 

This option enables firewall tc ifer web css according to the rules and profiles defined 

Allewed Sites 

  

1%
 A 

% 

¢ Rules are consitucted from one or more ‘calegories’. 

。  Acaiegory is a collection of one or more ‘Websites’ 

« A ‘Website! can be specified with ils full URL or parl of UR: with wildcard characier (”} 

- You must set a rule ic be ‘Allow, ‘Block’ or ‘Ask’ and must specify to which users it should apply. 

CIS ships with four preset categories of Websites which can be added ic niles that you creaie. Three of these are non- 
modifiable lists which are managed by Cornodo. These are ‘Comodo Sate category’, ‘Comodo Phishing category’ and ‘Comodo 
Maiware category’. The fourth presel, 'Exctusions’, is empty by default but allows you lo specify websites thal shouid be 
allowed. You should add URLs to the ‘Exclusions’ category over time if you find you require access to a website which is blacked 

by a category. 
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TIS aiso ships with ave predefined ruies ‘Allowed Sites’ and ‘Blocked sites’, bcin of which are modiiable. If swiched on, the 
"Blocked sites’ rule will proactively block acpess to websites in the ‘Comodo defined Malware sites’ and ‘Comedo delined 
Phishing Sites’ categories. If you wish, you can add other categories to this tule ic expand its coverage. The ‘Allowed Sites’ rule 
will permit access to websites in the Comodo ‘Safe Sites’ category and 'Exclusions’ caisgores. 

To set up a new rule cf your own, click the ‘Rules’ tab, click ‘Adc’, name your rule, add categories to the rule, specify te which 

users it should apply and whether it should be ‘Allow’, ‘Block’ or ‘Ask’. 

The ‘Website Filtering’ panel has two iabs: 1 

* — Rufss - Allows you to define Website Filtering Rules and assign to required users. Refer to the seciion ‘Graating ey 
4 aw tifasatte 这 人 se Dertae’ =) Sing WobsSs Fifering Rules’ for more details.    

s 

fegsyies - Allows you to define categories of Websites to be allowed cr Slocxed in Website filtering rules. Refer to 
the section Devining or Madhying Websiis Gassgosies’ ior more cetails. 

  

Gensral Advice: . 

* itis the ‘Categories’ section where you specify the website(s) you wish to block cr ailow, not the ‘Rules’ section. A 

ruie is mainiy for spscifying the user(s} for whom a category of URLs should be filtered and whether those categories 
should be allowed or blocked. 

+ Wher creating a new rule, you will be required io specify which categories should be included. You can elect io use 
just the pre-defined Comodo categories but. if you wish to fiter specific websites, you wiil need tc create your own 
category. 

* Far example, # ycu wanted to create a category ic block youtube.com and certain other leisure websites, you wouid ° 
click Categories’ > ‘Add Category’ > Type name for category > Select your new category in jist > ‘Add Website’ > 
Type wivis youtube.com. Click Add Website’ again to add more sites. You ‘will now Se abie tc select this category 
when creating a rule for a user(s}. 

*。 — Refer io the section 'Ustining ar Modiying Website Caiegarias’ for more details on specifying Website categories. 
’     

  

6.2.3.7.1. Creating and Modifying Website Filtering Rules 

The ‘Rules’ tab allows you ic create, view, edit and specify exclusions to your website filtering mules. The powerful nule- 
configuration interface lets you create rules which are as sweeping or as granular as you require. Rules can be created on 2 Per 
user basis, allowing you to contre! exactly which websites certain people can cr cannot visit. You can also cisable or enabie 4 
ruie as required al any time. 

Comodo Firewall implements rules for the currently loggec-in user based on the order they are in this list. Should a conflici exist 
beiween individuai rules, then the rules at the top takes pricrity. Click the handie and use ths ‘Move Up’ or 'Mova Down’ duttons 
to change 2 rule's pricrity.
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er    
  

  

  
  

  

      

。 The switches in the Enable Ruie’ sclumn enable you to quickly tum a rule cn or off 

¢ The sheck-boxes next te a rule name ailow vou lo select il for editing, removing or re-priortizing using the controis at 
the bottom 0; the interface: 

  

  

You can search for a specific rule dy clicking the search icon at the fer right in the column header,
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+ Enterful cr part of the name of ths ruie in the search field. 

° Click the ight or left z:row at the far right to begin the search. 

* Click the SS icon in the search field to close the search option. 

  

To create 2 new Website Filtering rule 

4. Open the ‘Website Filtering’ Panel by clicking ‘Security Settings’ > ‘Firewall’ > ‘Website Fillaring’ from the ‘Advanced 

Settings’ interface. 

2, Click the handie at the botton: of the Rules interface and select 'Adc’:
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3. Enter a name for your new fifer. 

4. Select the categories that should be added to the filter: 

* Click the handle al the botlom of the ‘Calagory’ pane and choose ‘Add’.IBM - Ex. 1002-Part 9 of 10, Page 3136 
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seeee See 

  

    
5. 

    
    

          

  
Phishing Siies 

  

Select a category and click ‘OK’ to addit to your iuie. Repeat the process ic add more categofigs. 

The ‘categories’ window contzins a jist pre-defined Comodo categories and any user created categoriss. Comodo 

categories canna? be modified. 

Comodo Safe Sites - Websites thei are considered safe according to global whitelist 

* Comodo Phishing Sites - Websites that iezd to phishing websites, ss per dynamically updated 

Comodo Biacklisi 

° Comodo Malware Sites - Websites that may injeci malware into your system, as per dynamically 

upcaied Ccmodc Blacklist 

For more details on creating and modifying user specitied categnries, Refer to the section Osfiaing or MasSying 

Wads&e Ca SN 

Add Users or User Groups tc whom the rule shouid be appiiec: 

° Click ihe handle at the bottom of the ‘Restrictions’ pane and click ‘Add’. The ‘Select User or Group’ dialog wil 
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1 Guid SEE 

  

  
              

  

    WR nS ee EE 

  

   

   

  

ELUMYH 
             

  

    

    

  
                
  

          
  

    

Enter the names of the users io whom the filter is to be applied in the ‘Enter the odject name ic select’ text 
box with the format <domain name>\<user/group name> or <user/group name>@<demain name>. 
Altematively, click ‘Advanced’ then ‘Find Now’ to iocate specific users. Click OK to confirm the addition of 
the users. 
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        Common Queries 
      
  
  

    
                      

      

      
  

          
        

  

    1G adminisuato 。 SMITHSCOM 
R €Badministators  SMITHSCOMP... s 
RN © AsPNET SMITHSCOMP... < 
R €22 Backup Oper... SMITHSCOMP... 
RN © Bob Smith SMITHSCOMP.. 、R 
要 CB Everyone & 

FEQAK ARAL 
R € Guest SMITHSCOMP... 
\ CE Guests SMITHSCOMP.... 
RN SS HelpAssistant — SMITHSCOMP... 
RK €22 HeloServices... SMITHSCOMP. . 
Do 
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After adding targe! users or groups, you next need to specify whether those users should be allowed or bicckeG irom viewing the 
websites in the category or they should be asked if they want io continue. This is done by modifying the link in the ‘Restrictions’ 

column: 

  

| Name: ! For Gourmands 
  

SN mie Arvin   

  

  

  

  
、 Malware Sites 

  
  

  

  

    

  

  
    

    

  

  
    f ye 

Block - The websites in the categories cannot ba accessed by the user. 

e Ask- An alert will be displayed in the browser (shown below) if the user tries to access any of the websites 
in the category. The user can decide whether of not io continue. °
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Www.stalefood.com 
    

  

  

    
\ 

6. Use the ‘Leaging’ switch to choose whether or no! attempts to access 4 categorized website are ioaged. 

7. Click 'OX' te save ycur new rule. The new rule will be added to the list of rules under the ‘Rules’ tab 

8. Make sure that the ruie is enabled using the toggle switch under the Enable Rule column for the rule to take effect. 

¢ You san disable cr enable rutes at any time using the switch under the ‘Enable Rule’ column. 

? 

important Note to Windows 8 and Windows 8.1 users: If you are using internst Explorer 41 version 11.0.9600.16284, itis 
mandatory to add the user grcup "ALL APPLICATION PACKAGES fo the Resizictions list in addition to the intended users for 
each rule you create. ’ 

if you or cthar users access websites using internet Expiorer 77 on Windows 8/8.7, ther you must add this user group or your 
tuies will have nc effect. For exampie, users wil! stil be abie to access blocked websites. 

To add ‘ALL APPLICATION PACKAGES’ to the restrictions fist 

« Click ‘Advanced in the 'Seiect User or Group’ dialog
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TEST 

.Change the restriction for. selected users from this interface. Refer-ic Ts crsats a sew Wedsie Fittey 

‘te
      x 

              

    

  

  

      

  

  

  

  

  
    

    

  

  

  

& Access. Cartral Assistance Opera... 

Ss Administrator 

VANEER SEE S HK 

BRR Oe S LOGON as 

& Authenticated Users 

起 Backup Ooecioss 

  

  

  

    

+ — Click ‘Find Now’ and select ‘ALL APPLICATION PACKAGES ' from the lisi of users and groups displayed in the list at 
the bettom 

¢ ClickOK  . 

To edit existing rules 

1. Open the ‘Website Filtering’ Panel py clicking ‘Securify Seitings’ > ‘Firewall’ > ‘Webdsite Filtering’ tab from the 

‘Advanced Setiings’ interlace 

2. Choose the Website Filtering Rule to be edited under the 'Rules’ tab by selecting the checkbox beside the rulg. 

3. Click the handie from the bottom center of the Rules interface and choose 'Edif from the options. 

The ‘ Websiie Filtering Rute’ interface fer the selected mule will cpen: You can add/remove categories, add/remove users or 
$ ing Suis for more details - 

  

on this interface. 

To remove a Website Filtering Rule 
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1. Open the: Website Filtering’ Panel by clicking ‘Security Settings’ > 'Firewail’ > ‘Website Filtering’ tab from the 

‘Advanced Setiings’ interlace 

2. Choose ihe Website Filtering Rule(s) to be ramoved uncer the ‘Rules’ tab by selecting the checkbox(es} beside them. 

3. Click the handie from the bottom center of the Rules interface and choose 'Remove’ from the options. 

To change the priority of Website Filtering Rules 

1. Open the ‘ Website Fitering’ Panel by clicking ‘Security Settings’ > ‘Firewail’ > ‘Website Filtering’ tab from the 
‘Advanced Settings’ inierface 

2, Choose the Website Filtering Rule to be moved under the ‘Rules’ tad by selecting the checkbox beside the rule. 

3. Click the nandie from the bottom center of the Rules interface and choose 'Move Up’ cr ‘Move Down’ option to change 
the order of the ruies in the interface. 

§.2.3.7.2. Defining or Modifying Website Categories 

The ‘Categories’ pane displays a fist of user-defined categories that car be added io rules. A category can be a list of one    
more URLs and/or p2:t of URL with wiidcard character. You can search for a specific category dy clicking the search icc 

at the far right in the coiuma header. 

vvebsite Fitering 

  

<] Enable Website Filtering (Recommended) 
be . o- 二 加 . bat ht Ya In ottos aernrdinn on th 
igs firewall ts filter web sites aecording TRE AF: 

  

              

‘| Food Shops 

  

EN 

The ‘Caisgories’ pane allows you to:
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    Cae 

  

2, an SAsanane « Ronan a Category 

ey on 、 Wis $. Ny 六 : « Restave smvasiod Websifes from a safegary 

sn * CN 
e «©. Remove 8 Calegery 

To search ior a specific caiegory, ciick the search icon : at the far tight in the column header. 
  

  
    

  

  

  

  

  

  
- — Enter full or part of the name of the category in the search field, 

* Click the right or left a:tow at the tar right of the column header to begin the search. 

* — Click the S. icon in the search field to close the search option. 

Adding a New Category of Websites 

Adding a new category involves twe sisps: 

¢ Step 1 - Deine a name for the category 

¢ Step 2 - Add Websiies to ba inciuded to the category 

Step 1 - Define a name for the category 

1. Open the ‘Website Filtering’ Panel Dy clicking ‘Security Sellings’ > ‘Firewall > ‘ Website Filtering’ tab from the 
‘Advanced Settings’ interface 

i) Click the ‘Categories’ tab fo open the ‘Categories’ pare. 

3. Click the handie fram the bottom center of the ‘Caiegories’ pane, click Acd from the options and choose ‘Add 
Category from: the drop-down. The ‘Edit Property’ diaiog will open. ) 

AN
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4. Enter a name for the category and click C 

The new category will be created and added under the ‘Categories’ tab.
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Enter Website Name (e.g. *.evilsite.com) 
  

www.hotelstalefood.com 
  

Enter the full URi or a part of URL with a wildcard character of the website(s) to be included in the category. 

。 To adda specific websitehvebdpage, enter the full URL of the websiteAvebpags 

¢ To include ali sub-domains of website, add a wildcard character and a period in front of the URL. For 
example, * friskywenches.com will cover friskywenches.com, login friskywenches.cem, 
dictures.friskywenches.com, videos friskywenches.com and so cn. 

。 To include al! the websites with URis that start with a specific sting, add a wildcard character after the 
string. For exarrple, “pizza*" will cover ‘pizzahut.com’, pizzacorner.com, and so cn. 

= To include al! the websites with URLs ‘hat contain a specific string, add the wildcard character befor and 
after the sting. For example, “*pizza”’ will cover hctpizza.com, spicypizza.com and so on. 

The website will be added to the category, 

Reneai the prosess to add more websites. 

To upload a list of websites from a text file 

1. 

2 

3. 

Select the target category irom the ‘Categories’ iab. | 

Click the handle at the bottorn of the ‘Categeries’ pane then click ‘Add’ and choose import’ 

Navigate to the file containing your list of URLs.
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      PLO E DEPRES L LODE LDL DEOL EL PERE LED DEE EP EDEDILE,   了 aaaeaerener 7 

  

    

  
  

   give_a_dog_a_bone 

knack 

knick 

paddy_whack 

  

    

  

    
    
  

eatery_websites           
MalwarePatrol (Plain T ext} format(™. bat} 
      
  

  

, Neots: The text fife should contain only the list of full URLs or URLs with wildcard character (*} of the websites. The file shcuid 

be of the ‘ix’ format. : 
      

4. Click ‘Open’. 

CIS will auiomaticaily add the websites specified in the text file into the selected category. 

To rename a category 

1. Open the ‘Website Filtering’ Panel by ciicking ‘Security Settings’ > ‘Firewall’ > * Website Filtering’ tab from the 

‘Advanced Settings’ interlace 

2. Click the ‘Categories’ tab fo open ihe ‘Categories’ pane. IBM - Ex. 1002-Part 9 of 10, Page 3148 
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5. 

  

Seiectihe category io be renamed. 

Click the handie from the bottom center of the ‘Caiegories’ pane and choose ‘Edit’ from the options. The ‘Edit Property’ 
Gialog wil} open. 

Enter the new name for the saieqory and click OK 

The category will be renamed immediaiely both under the Categories iab and in the Website Filtering Rutes to which it is 
applied. 

To remove a Website from a category 

人 
Z. 

2 
3, 

4 

5. 

Open the ‘Website Filtering’ Panel by clicking ‘Security Settings’ > ‘Firewall’ > ‘ Website Filtering’ tab from the 

‘Advanced Settings’ interface 

Click the ‘Categories’ tab io open the 'Categeriss’ pane. 

Click the + button beside the category to be edited to expand the website list 

Select the Website{s) to be removed 

Click tha handie from the bottom center of the ‘Categories’ pane anc choosa ‘Remove’ from the options. 

To remove a Category 

1, 

5 
< 

3 

"” .4. 

Open the ‘Website Filtering’ Panel by clicking ‘Security Settings’ > ‘Firewall’ > Website Filtering’ tab from the 
‘Advanced Settings’ interface 

Click the ‘Caisgoriss’ tab io open the Categories’ pane. 

Select the Category to be removed 

Click the handie from ihe bottom center of the ‘Categories’ pane and choose ‘Remove’ from the options. 
  

  

Siofe: You cannot remove a category which is currently appiied in a Website Filtering Rule. Before removing a category, make 

sure you remove the category from the rues to which # is applied.   
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    6.2.4. Manage File Rating ‘ 
The CiS file rating system is a cloud-based file Icok-up service (FLS} that attempts to ascertain the reputation of iles on your 
computer by consulting a globa! database. Whenever a file is frst accessed, C/S will check the fie against our master whitelist 
and biacklisis and will award it rusted status if: 

¢ The application#te is inclided in the Trusted Files list; 

° The application is rom a vendor included in the Trusted Sovayare Vendors ist; 

e The applicai{on is included in the extensive and constanily updated Comodo safelisi. 

Trusted files are excluded from monitoring by HIPS - reducing hardware and software resource consumption. On the other hand, 
#les which are identified as malicious will be added to the ISSN Ses list and denied all acoess rights from cther processes 
of users - effestivaly cutting them off irom the rast of your systam. Files which could not be recognized by the rating system are 
added to the list of ‘Usrecagnized SKes’. You can review files on the unrecognized list and manually choose to 
irustblock/deleie them or investigaia further by sencing them to Comodo for analysis/running ancther file jock-up. 

The ‘Manage File Rating’ area allows you tc view and manage the list of Trusted Files and Unrecognized Files and alss allows 
you to: 

*  Marually add files and exect:tadles to Trusted Files list. 

¢ Submit unrecognized fles for jook-up and view the list of files you have submitted previously. 

*。 View and manage the Trusted Scitware Vendor list. 

W WW \ \ 

ile Rating Settings 

Enable Cloud Lookup (Recammended) 

Analyze unknown files in the cloud by uploading them for instant analysis 

出 Trust applications signed by : 

Trust files installed by trusted installers 

  
Click the icllewing links ip jump to the section you need help with: 

SeNings - Configure settings that govem the overall behavior cf file rating. 
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«  Usrocogsizes Fifss - View and manage unrecognized items. 

*  SuSimited Kes - View any files already submitted to Comodo for analysis. 

e —- Fragied’ Yorefors - View the fist of trusted software vendors and manually edd vendors. 

6.2.4.1. File Rating Settings 

The fie ratings ‘Settings’ pane! allows you to configure the overall behavior of the feature. 

  

&? Trust files installed by trusted-installers 

TOOL SS   
。 Enable Cloud Lookup - Allows you to enable or disabie Fiie Rating.{Default and recommended =Enabied) 

。 Analyze unknown files in the cloud by uploading them for instant analysis - Instructs CIS to automatically submit 
to Comodo ‘hose files whose trustworthiness could not be assessed by cloud iook-up. Comodo Technicians wil! 
analyze the file and add it to future Dlackiists # found to be maticious. (Default =Disabled) 

Trust applications signed by trusied vendors - # enabled, CIS will award trusted status to executables and iles 

thal are coce-signed by vendors in the Trusted Vendors list. Click the words ‘trusted vendors’ to cpan the Trasiest 
Voasors panei. (Default =Enabied: 

。 = Trust files installed by trusted installers - If enabled, CIS will trust executabies and flies whose parent applications 
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are tisted under the 'Installer or Updater rule in HSS Rules. (Default =Enabled} 

6.2.4.2. Trusted Files 

Files added to the Trusted Files lisi are automatically given Defense trusted status. If an executable is unknown to the 

Defense+ safa jist then, ardinariiy, it and all #s active components generate HIPS aleris when they tun. Of course, you could 
choose the ‘Treat this as a Trusted Apolication' option at the alert but it is offen more convenient to classify entra directories of 
Hes as ‘Trusted Files’. 

CIS ailows you to define 4 persona! safe list of files io complement the default Comodo saie list. 

By acding executables to this list {including sub folders containing many compcnents; you can reduce the amount of alerts tha? 
HIPS generates whilst maintaining a higher level of Defense+ security. This is particulary useful for developers thal are creating 

naw applications thal, by their nature, sre as yet unknown to the Comado safe list. Filas can be transferred into this medule by 
clicking the ‘Move to’ button in the Yarssogsized SHes' area. 

¢ The Trusted Files panel can be accessed by clicking Security Settings > File Rating > Trusied Files from the Advanced 

Tasks interface 

  

  

    

-COMCDG 

cOmMCaC 

~ 
LY lesicomodo\gee Camode Sec Salutisns, Inc. 

gram fles\openofiice. cre CaenOtiice. org   
  

You can use the search option ic find a specific item in the fist dy clicking the search icon 

header. ; 
t the far right in the coiumn
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fo 

         
NOR ) Internet Sec ity S a Se = 

ee 
  
  

  

    

  

  

  
  

  

Click the chevron cn the leit side of the column header anc select the search criteria from the crop-down. 

° Enter the name of the iter: to be searched in the search Held. 

Click the ight cr lefi arrow at the far righi of the column header to begin the search. 

* Click the NS icon in the search field to close the search ontion. 

Clicking the handle at the botlom center of the panei opens the foilowing options: 

te TH 

  

   

   

   
  

      

XN \ 
\ N N \ 

Y,
 

| O
UU

MI
LL

ES
SE

LL
IL

II
MI

LU
LU

UI
 

   

aye - Allows you te remove files from Trusted Files list 

Purge - Runs a sysiem check to verify that ail the files listed are actually installed on the host machine al the path 
specified. If not, the file is removed, or ‘purged’, from the fist. 

CIS allows yau to add files and executables to the list of Trusted Fiies so that those #es will be given Trusted status. For the 人 es 
added manuaily, il generates a hash or a digest of the file using a pre-defined aigsrithm and saves in its database. On access to 
any fife, its digest is created instantly and compared against the list of stored hashes to decide on whether the file has Trusted’ 
status. By this way, even if the file name is changed iater it will retain ils Trusted status as the hash semains same. However you 
can also add #les by their fle names, but if you happen ic change the file name laier, it lcoses its Trusted!’ status. 

To add new file(s) te Trusted Files list 

  

     
   _.. 

  

SS 
NS 

  

      

You can add files ta the Trusted Files list by three ways: 

*  Fites - Allows you: lo navigate to the fife or executable of he pmgram you wish ic add.
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Folders - Allows you tc navigate to the folder you wish to add. Al the files in the iclder will be added to the 

Trusted Files’ list. 

e Running Processes - Allows you io select a currently running process. On selecting a process, the parent 
application, which invoked the process will be added ic Trusted Files’ lisi. 

。 Click OK for your changes to iake effect. 

To move an included entry to Unrecognized Files or Blocked Files 

° Select the entry to be transferred out of the ‘Trusted Files’ list inte either Ussscognizes Files or Sioaked Files. You 
can seiect several entries to be moved at once by marking the check-boxes beside the entries. 

。 Click the handle from the bottom center and choose ‘Move’ 

    

SSSR SSSE RR 

RAR 

  

  

e  Cheose ‘Unrecognized Fiies' or ‘Blocked Files’ from: the drop-down. 

° Click OK for your changes to take effect. 

To remove an included entry from the Trusted Files list 

° Select the entry to be removed from the Trusied Files’ fist. You can selec? several entries io be removed at once by 
marking the check-boxes beside the enizies. 

* Click the handie frorn the boitom center and choase ‘Remove’. The fle is only remeved from the list and not deleted 

from your system. 

e Click OK for your changes to iake effect. 

6.2.4.3. Unrecognized Files 

Once instalied, the HIPS waiches all file systern activity on your computer. Every new executable file introcuced to the computer, 

is frst scanned against the Comode certified safe files database. If they are not safe, they are added to the 'Unrecognized Files’ 
for users to review and possibly submit to Comodo. Apart from new executables, any executables that are radified are also 
moved to the ‘Unrecognized Files’ area. 

"Unrecognized files’ is specitically important while HIPS is in ‘Clean PC Mods’. 
Files’ are NOT considered ciesn. For more iniormation, please check "Clea FO 

  

The fies that are moved to Unrecognized Files list either automaticaily or manually, can be checked for their trustworthiness in 

two Ways: 

* — Online Leoxup - if you are uncertain with the reliability of a file or executable added to the unrecognized file, you can 

perform an online lookup for the same by conlacting Comodo servers. Comodo’s master safe jist catabase wi!l be 
checked for any information available abou! the executableyile in question and the resuis will be displayed. Based on 

the results, you can decide on 

。 — Trusting the file anc allowing it to run by adding it fo the Tywstes Ses list, 

or 

。 — Blosk tha file by moving # to Sioched FKes list, 

Refer to the section Yo sesform as anfine SRS for unrecogstigest Ses for more details.
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Submitting file(s} for analysis at Comodo - You can also stbmii the tiles moved to Unrecognizsd File list or ihe files for 
which the Cniine File Look Up did not yield any resuifs for analysis by experts ai Comodo. Files submitted will be 

analyzed thoroughly by excerienced technicians ai Comodo and wiil be added io global safe list, # the #le is found 
trustworthy or to global biacklist, if the file aopears to te malicious and will be added ic the next virus database 

update. This wiil benefit all the CIS users worldwide. Refer to the section To svansally subi Hoes ts Cesiede for 
more detais cn submitting suspicious files to Comodo. 

The ‘Unrecognized Files’ panal displays the list of files added as Unrecognized Files and allows you to assess the pending files 
to Getermine whether or not they are to be trusted. If they are trustworthy, they can be moved to Trusted Files’ using the “Seve 
if button. Similarly, files that are suspicious can be moved to the 'Siockes Fes" area. _ 

You can also add files upon which you are suspicious inte 'Unrecognized Files’ list tc check whether the master Comede safe iist 
coniains mere informaticn cn them or to summit the files to Comodo for analysis. Experts at Cornoco will analyze the files and 
add them to giahai while-list or black-lisl accoraingly. 

You can use the search option ic find a specific item in tha jist Sy clicking the search icon # 

header. 

  

The Unrecognized Files pane! can be accessed by clicking Security Settings > File Rating > Unrecognized Files tab 
from the Advenced Tasks interface. . 

RACH TSOAERARA RBA UAU ADELA RE ERERS REE ER 

Linrecognizecd Files 

  

The files belaw are not recognized by security components and waiting for 

classification. 
  

  

~ taod 3, 
yy noyprmogram flesipapave’ a... 

    

   at the far right ir the column |
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* — Click the chevron on the left side of the column header and select the search criteria from the drop-down. 

* — Enter partly or fully the name cf the item io be searched in the search fieid. 

* — Click the right or lefi arrow at the far right of the column header to Degin the search. 

° Click the SX iron in the search field to close the search option. 

Clicking the handle at the bottom center of the pane! opens the following options: 

  

N 

¢ Ads - Allows you to add files to ‘Unrecognized Flies' list manually 

° Save - Allows you to move files fram ‘Unrecognized Files’ list ic Trusted Files or Blocked Files list 

e sr;a¥e - Allows you to remove files from ‘Unrecognized Files’ list 

2  iseaXey - Starts the online lookup of selected file with the master. Comodo szielist if any details are available 

eo REN - Begins the {ke suboussion grocess. 

- Delete file - Geletes the highiighted fife from your. compuier 

。 Purge - Runs a sysiem check to verify thal ail the files listed are actually installed on the host machine at the path 
specified. If not, the fie is removed, or ‘purged’, from the fist. 

To manually add files to ‘Unrecognized Files’ list 

+ Click the handle from the bottom center and choose ‘Add 

  

               

  

    
X : \K((K&«i«iww“»>: cp 

WSS AN    

  

    -\ 
Pe AC 

    
      

You can add files to the Unrecognized Files list ny three ways: 

* Files - Allows you to navigaie to the file or executable of the program you wish ic add. 

° Folders - Allows you ic navigate to the folder you wish to add. AB the files in the folder will be adied to the 

"Unrecognized Files’ list. 

。 Running Processes - Allows you to select a currently running process. On selecting a process, the parent 

1
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°o 

apolication, which invoked the process will be added ic ‘Unrecognized Files’ list. 

Click OK for your changes to take effect. 

To move an included entry to Trusted Files or Blocked Files 

‘ 站 

Select the entry to be transisrrad out of the “Unrecognized Files’ ist into either Trssfaxt NSS or Siockes 
can select several entries to be moved at onca by marking the check-boxes beside the entries. 

Click the handie from the pottom center and choose ‘Move’ 

  

Choose ‘Trusted Files’ or Blocked Fies from the droc-doiwn. 

Click OK for your changes to take effect. 

To remove an included entry from the Unrecognized Files list 

SHes. You 

  

Select the entry to be removed from the 'Unrecognized Files' list. You can selsct severa! entries to be removed at once 
by marking the checx-boxes beside the entries. 

Click the handie from the bottom center and choose ‘Remove’. The file is only removed from ihe list and rot deleied 
from your systern. 

Click OK for your changes to iake effect. 

To perform an online lookup for unrecognized files 

Seiect the flies to be checked from the ‘Unrecognized Filas’ list. You can select severai entries at once by marking the 
checx-boxes beside the entries. 

Click the handie from the Dotlom center and choose ‘Lookup...’. -
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The files below are not recognized by security components and waiting for . 
classification. ‘ 

  

  
  

        

    
    

AN 

Comodo servers wil! be contacted immecizisly to conduct a search of Comedo's master safe list database io check if sny 
* information is available about the files in questicn and the results will be displayed.
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° {fa file is found to be malicious, it wil be indicated as ‘Bad’ with a red icon. You can steve Kits SEENS Fitss. 

° —_{f the file is fcund to be sate, it will be indicated as ‘Trusted’ with a green icon. You can move 8 io Tries Pss. 

yy
 e —_{f no information is available, it wiil be indicated as ‘Unknown’ with a yellow icon. You can suisyif the Sle fo Comodo 

To manually submit files to Comodo 

-。 Select the entry to be submitted from the ‘Unrecegnized Files’ #s!. You can select several entries to be sent al once by 
. marking the check-boxes beside the entries. 

。 Click the handie from the bottom center and choose ‘Submit’. The ilets) wil be immediately sent te Comodo. 

You can view the list of files you submitied so far, from the SSSNNESSS Fles panel. 

6.2.4.4. Submitted Files 。 

The Submitted Fies panel displays a list of files you have submitted so far for analysis to Comodo.
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C:\Program Fites\Pook yetabduct. exe 2014 32:61 Ph Normal 

  

SLU Pea een)   
You can use the search opion to ind a specific fle in the fist. 

    

To use the search option, click the search icon: at the far sight in the colurnn header. 
  

  

  
  

      

  

    

。 Click the chevror on the left side of the column header and select the search criteria from the drop-down. 

« — Enter partly or fully the file path cr the submitted status as per the selected criteria in the search field. 

» — Click the sight or left arrow at the tar right of the column header to begin ihe search. 

* — Click the S. icon in the search field to ciose the search option. 

Clicking the hancle at the Sottom center of the panei opens the following options: 

  

  

。 Clean - Clears the fist 

+ Refresh - Reloads the list to add items that are submitted recently
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6.2.4.5. Trusted Vendors List 

in Comodo Internet Security, there are two basic methods in which an application can be leated as saie. Either it has to be part 
of the ‘Safe List" (of execuiabies/software that is known to be sais) CR that application has to be signed by one of the vendors in 

the Trusted Software Vendor List， 

From this point: 

* IF the vendor is on the Trisied Software Vendor List AND the user has enabled ‘Trust Agocations signes dy 
Teusied Yenders’ in lhe File Rating Seltings panel, THEN the application will be trusied and allowed fo run. 

¢  {F the vendor is net cn the Trusted Sofiware Vendor List OR the user has not enabled ‘Trust Applications signed by 
Trusied Vendors’ THEN the application wii be sancboxed. if the application in question is an installer then CIS will 

generate an elevated privilege alert. 

Software publishers may be interested ic know that they can have their signatures added, free of charge, to the ‘master Trusled 

Software Vendor List that ships ic ali users with CIS, Detaiis about this can be found at the foot cf this page. 

The ‘Trusted Software Vendors’ panel can be opened by clicking Security Settings > File Rating > Trusted Vendors. 
M N 

N: 8 

  

  

The following software vendors digitally sign their files and their files are trusted 

    

    
You can use the search opion te find a specific vender in the list. 

    
  

  
  

  

  

      

° Click the chevron on the leit side of the column header and select the search criteria from the drop-down.
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。 Enter partly or fully the vendor's name in the search field. 

* — Click the right or left arrow at the fer right of the column header to begin the search. 

  

Background 

Many software vendors digitally sign their software with a code signing cerlificate. This practice helps end-users to verify: 

Cuntent Source: The softwaro thay aie downloading and are about to insial! really comes from the publisher 
that signed ft. 

ir Content Integrity: That the software they are downloading and are about to install has not be modified or 
corrupted since it was signed. 

in short, users benefit # software is digitaily signed because they know who dublished the software and that the code hasn't 
been tampered with - thai ere are downioading and installing the genuine software. 

The ‘Vendors’ that digitally sign the scftware to attesi to i's probity are the software publishers. These are the company names 
you see listed in the first column in the graphic above. 

However, companies can't just ‘sign’ their own software and expect il to be trusted. This is why each cede signing certificate is 
counter-signed by an organization calied a ‘Trusted Cerificate Authoriiy’, ‘Comodo CA Limited’ and ‘Verisign’ are two examples 
of a Trusted CA's and are authorized io counter-sign 3rd party.software. This counter-signaiure is critical to the trust process and 
a Trusted CA only counter-signs a vender’s certificate after it has conducted deiailed checks that ihe vendor is a legitimate 
company. : 

if a file is signed by a Trusted Software Vendor and the user has enabiec Trust Appiications thai are digitally signed by Trusted 
Software Vendors’ ther it will be auiomaiically trusted by Comode Internet Security (if you would like te read mere about code 

signing certificates, see BSS /Anww insfank 
   

AR lseisots Leosveode-sigaingy). - 

One way of telling whether an execulable file has been digitally signed is checking ihe propeities of the .9xe He in question. For 
exampie, the main program: executable for Corrodo Intemet Security is called ‘cis.exe’ and has Deen digitally signed. 

° Browse ie the {default} installation directory cf Comodo Intemet Security. 

e Right click on the file cis.exe. 

_* Selec: Properties’ from the menu. 

* — Click the tab ‘Digital Signatures {if there is ne such tab then the soltware has rot been signed). 

This dispiays the name of the CA that signed the software as shown delow: 

           
         
    

  

\ 
SN 

Compatibility 

NS 

    
          

       
          

          

  

      
            
            

Click the 'Detaiis’ builon to view digital signature information. Click View Certificate’ tc inspect the actual code signing certificate. 

r
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(see below). 

  

EN NI 
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WR SSNS SOMA   

  

    

  Digital Signature Information ~ 

This digtal signature is OX. ==" Certificate Information 
  

  
  

ar inframmabions see eseeeeeees This certificate is intended for the foll 9 purpose(s): 

- bat Lows oe Ensures software came from software publisher 
Com Protects software from alteration after publication 
  

          
* Refer to the certification authority's statement for details. 

  

  

  Issued to: Comodo Security Solutions       
    

  

° * Issued by: COMODO Code Signing CA 2   

COMODO Time S... Not avaiable Wednesday, Decem... 、 
Valid from 4/8/2013 to 4/9/2014 

      
    
                      

                      
. it shouid be noted thal the exampie above is a special case in that Comcdo, as creators of 'cis.exe’, is both the signer of the 

software and, as a Husted CA, it is aiso the counter-signer (see the 'Countersignatures’ box). in the vast majority of cases the 
\ signer cr the cericate (the vendor} and the counter-signer (the Trusted CA) are diferent. Sse this exsnypis for more details, 

3 33 9 Savin AEB AS Soo fy. Seady Sn SEE. cA gy &. 2 Bot See candies Sho re cine seo f Ast Ove inaisic Eis ne tcaasy ines Sose + Sy seading she vendor's signature from ast exsoulabfs fis os your ocal drive 

Wr sanding tee Aaron Sa 3m 网 v. NS 。 Sy reading the YETSE SS from ac running process 

To add a trusted vendor by reading the vendor's signature from an executable 

* Click the handie from the bottom center and choose ‘Add’ > ‘Read from 2 signed executable’ 

    

    

  2 

      

+ Browse tc the location of the executable your local drive. In the example below, we are adding the executabie 

‘YehooMessenger.exe’.
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有 

iNid3lib. dil Ngrmc_audio. dll 

: eNrme_video.dil 

  

    

i sb 

*\start Wrapper 

  ConnectionWizard.dll 

rore_video.dil 

defautt 

filter1.enc 

FIF_bg : 
‘Ft60.dll  Pluginkey_pub.pem 

Nsigeneric_messenger  i83RGX.dll SYCPSSL.dil 

  

YahooMessenger 
      

  
        

          

  

On clicking ‘Open’, Comodo Inisrnet Security checks thal the .exe He is signed by the vendor and counter-signed by a Trusted 
CA. If se, the vendor (scfiware signer) is added io the Trusted Vendor iist (TYL): 

  

  

    

Ss Digital Signature Information 

ZS} TH shy Rs sigriatre & OK, 

    

” Sor SS RS oem FAO SANNA 

got ma SS 

  

  

RS 
pot 
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in the example above, Comodo Intemet Security was able to verify and tssi the vendor signature on YahocMessenger.exe 

because it had been counter-signed by the trusted CA ‘Symantec’. The software signer 'Yahoc! tne.’ is now a Trusted Software 
Vendor and is added to the lisi. Ail future software that is signed by the vendor “Yahoo! Inc.‘ is automatically added to the 
Comodo Trusted Vendor lisi UNLESS you change its setting in Sle Hating Sskings. 

  

     

To add a trusted vendor from a currently running process 
了 

。 Click the handie from the bottom center and choose ‘Add > ‘Read from a running process’ 

    
  

SN 

  

  

本 BS] winlogon.exe 

+ Isass.exe 

csrss.exe 

区 tynserver.exe 

aN WNA1100.exe 

jusched.exe 

explorer.exe 

SS 

a wmiprvse.exe 

Ei soffice.bin 

Sy YahooAUService.exe 

| WifiSvc.exe 

: * wmiprvse.exe 

有 cis.exe 

: S$ emulator-arm.exe 

    
    

Comodo Internet Security performs the same certificate check 2s Gescriped above. If the parent application of the selected 

process is signed, CIS adds the vender to the Trusted Soltware Vendors list. 

--- 一 -一 一 -Comoco Iniernel Security cannsi verily that the software certificate is signed by a Trusted CA then it does nol add the software ~~~ ~~ 
vendor to the fist of ‘Trusted Vendors’. In this case, you can see the following error messags.
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"Coen tenet Sa 
_ 

Tne fie does not seers to OP a valid signed executable. 

AL PPT OOO TTT TT 

~ 

  

Note: The Trusted Saitware: Vendors’ list dispiays two types of soltware vendors: 

。 — User defined trusted sofiware venders - As the name suggests, these are added by the user via one ci the two 
methods outlined earlier. These vendors can be removed by the user dy seleciing and clicking the 'Remove' 
button. 

* Comodo defined trusted software vendors - These are the vendors that Comodo, in its capacity as a Trusted 

CA, has independently validated as legitimate companies. lf the user needs io remove any of these vendors 
from ihe Hist, itcan be done by selecting the vendor, clicking ‘Remove’ and restarting the system. Please note 
that the removal will iako effect only on restarting the sysiam.       

Software vendors can have their. soitware added to the deiault-Trusted Vendor List thet is shipped with Comcde inteme! 
Security. This service is free of cost and is aiso open to vendors that have used code signing cerilicates from any Certificate 
Authority. Upon adding the soltware to the Trusted Vender list, CIS automatically trusis the soltware and does net generate any 
wamings or aierts on installation or use of the software. 

  
  

The vendors have to apply icr inclusion in the Trusted Vendors list through the sign-up form a? 
ASigcAalornelseeus Ny. camods convirusiedvensansignys. pis and make sure thai the software can be downloaded by our 

technicians. Cur technicians check whether. 

   

e The sofiware is signed with a valid code signing cerlificate fom a usted CA; 

+ The sofiware does not coniain any threats that harm a user's PC; 

before adding it to the default Trusted Vendor list of the next release of CIS. 

2 : seal te: Wael Ne SS weedy warn Seses. RCR RN More details are available at NESIRESSSRSSESSSSTIRSGINSSSOSINNEUSIRESNRINGSNSINESS 

Samoan Mae 
QO RSS VORA \ 

7.Comodo GeekBuddy 
. fh 4 def ASM as yi 
3 ty SS: mS     

  

One of the grezi features of the CIS interface is thai you can immediately leunch a chal with a qualified computer support 

technician by clicking ‘Help icon § > Support > Get Live Support. If you have opted noi to include GeekBuddly during CIS 
installation, choosing Gel Live Support will start tha installation automatically. 

GeekBuddy is included with CIS Pro and Compiete versions and is available with C:S Premium. The GsexBuddy section of this ) 
quide is broken down into the following sections: IBM - Ex. 1002-Part 9 of 10, Page 3166 
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    NS 

7.1. Overview of Services 
Comodo GeskBuddy inciucies ths fcllowing services: 

e Virus & Malware Removal - Our technicians remotely clear any detected viruses or malware that is found on your 
PC. . 

¢ jnternet and Online Identity Security - Cptimizaticn of your computer's security settings to prevent ioss of sensitive 
data and idenity thefi. 

¢ Printer or Email Account Setup - installation or updating of printer software ender drivers, checking ink levels and 

configuring your printer to work on a wireless or wired network. We sei up your Intemet-Sased email account - any 
provider, any eccount. Greai for new computers and novice emaii users. 

* Software Activation - insialiation, configuration, and activation of third party software in ycur system. 

° General PC Troubleshooting - Detailed system check to identify anc eliminate basic nardware and software coniicis 
in your Windows PC. 

- Computer Power Setting Optimization - Optimization of your power management seltings based on how vou use 
your computer. Your Geex will helo you go green and save money on your electric Dili. 

* Comodo Software Installation and Set up - Insialiation and suppori of soitware supplied by Comodo. 

。 Comodo Account Quesilons - Clarification of any doubts regarding your account in Comedo. 

7.2. Activation of Service 
GeekBuddy is included in CIS Pro and Compiete versicns and users who purchased either of these C!S versions can skip this 

section and move on to the next section ‘f ag is CHont and Using ths Servinw’, GeekBuddy client is downloaded along 
with CIS Premium (a free version} wilh a ini 

         

   

at 

  

Hicense, but to use ihe full service, you have ic purchase and activate it 

. N 

   . - _ _N . 
Stert the GeekBuddy client by clicking the desktop shertcut icon \ rizom the ‘Star Menu’. 

The GeekBuckly Chai screen will be dispiayed.
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+ ”Click the ‘About fink at the top far right of the screen. 

The About GeekSuddy screen will be displayed.
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About GeekBuddy™ 

Product versior: 4.9,.20a011 $9 

FPlatiann targek Miceosait Windows 

S280 - 2015 COMGRS Security Soluttans, Inc 

  

  

  

This product is icensed to: 

机 fohn Sratth 

COMOLG \ 7 

License type: TRIALIRead the CORIOND Sofbvare icense terms} 

License validity: VAUB( Change was hcense ke} 

License acthyatiom ACNE 

Product ID: Ios-ca ‘ 

Partner ID: GeekSuddy 

Instance I: . 

Warning ° ' 

This compute: srogram is protected by copyrigh? law end international tseaties. Unauthorized 
repreducticn or distibution of this srceram, of any postion of if may result ii severe cil and 
criminal cenalties, and will be prosecuted under the maximum extent possible under law.       

¢ Click the ‘Change your license xey link in the screen. 

“ The ‘Activate your Licanse’ screen will be displayec. 

  

Thank you fer creasing GeekBuddy. Yau must activate 2 PAID bconse to fully accees cur service. 
This wizard ail guide wou through the activation crocess, 

  

  

    

  

Before vou enter ycur fcense key, please make: Sure yau are connected to the! internet, and press 
“activate” button to initiate the frense verificction: OYOCESS, 
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Enter the License Key from your GeekBuddy retaii package or the key you received through your email (for cniine 

purchases}. 

cog Oe lc 
Your current trial icense key is valid. 

     

  

    

   

Thank you for choosing GeekBuddy. You must activate 2 PAID license to fully access cur service. 
This sizard-aill quide. you through the activation crocess. 

  

  

  

  

Before wou-enter your fcense key, please make sure you are cannested to the Internet, and press 
“activate buttan to initiate the fcerse verificetion sracess.. 

  

          
  

Click the ‘Activate’ button or # you need more heip on this click the ‘Let our technicians activate the license for you’ 
button. 

The jicense key will Se checked and if correct, the ‘Aciivalion successful’ screen will be displayed 

Seb es          
“ACEWaIGE suctessful’ 

This copy cf SeekBuddy was sucoesstully activeted! Flease rpcate vous ficanse registration 
infarmation} . 
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AS A ae 
* — Enter the name and smail details in ths respective fieids. 

   

  

     

* Click ‘Continue’. 

  

      
The home page of GeekBuddy will be displayed. Now you can start using it and seek the nelp of an expert to resclve your 
computer problems. 、 

Click the following links for mors deiails on how to start end using them: 9 f 

  

7.3.Launching the Client and Using the Service 
The GeekBucdy client required icr the services is installed in your system automatically aiong with CIS Pro and Complete. For 

CIS Premium, iis insialied automatically if you have selecied the option Install Comade GeekBuddy curing installation . 

You can sian the client and start a jye chat session with a Geexuddy expert using any cne of the fallawing meihods: 
. . N      

* Double click the GeekBuddy desktop icon N 

    

4 2 

¢ Launch achat with 2 qualified computer support technician dy clicking ih icon in the #e bar controls at the top 
right side of the main interface. 

*  Launsh a chat with a qualified computer support technisian dy clicking Heip > Suppert > Get Live Support at the top 
right side of the main interface. 
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Cc 
， 。 Launch the GeekBuddy client directly from the Windows Stari Menu - Click Start > All Programs > Samcdo > 

GeekSuddy > GeexBuddy. cr 

Tho SeexBucdy Home screen will open. 

  

  

  

      
° Te contact a support technician, type your issue in the fieid or enier the invitation code if you have it and click the 

‘Send’ Dutton. 

You wil! be connected to a GeekBuddy... 
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          SEE SS 

AAA     

  

! (83:28:56 PM) John Smith: Hi 
CSAS SHY eek Helfol My name is Jeff, 1 will be assisting you today! 

  

        
° Proceed to chat now. 

。 — Explain your problem. The technician wil assess your Prcbiem with you and work with you to fix any issues. 

Shard AS SRS Sbauk SSRNESSSY ” 

« Click the ‘About fink at the top far right of the screen. _ 

The About GeekBuday informaiion screen will be displayed. 

SS   
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About GeekBuddy™ 

Product version: 4.3, 20a011 69 

Matias target Microsat Windows 

S2808 - 2013 COMGRS Security Sclubans, Inc 

This product is icensed to: 

John Smith 

COMODG 

License type: TRIAL(Reas the COMORD Softivare ficense terns} 
  

License vaiidity: VAUD( Change waue hicense key) 
  

License activation: ACTIVE 

Product ID; fos-ca 

Partner IB: GeekBuddy 

Instance I: 

‘ Warning. 

This compute: srogrant is protected by copyrigh? law end international treaties. Unauthorized 
reproduction er distnbution of this sregram, er any postion of if, may result in severe cnl and 
criminal senatties, and will be prosecuted under the maximum extent sossibie under law. 

   

-       

The ‘About’ diaiog displays the copyright and product version information. The screen alse displays informaiton avout the 
licensee, its validity and to change the license key or activaie the account. 

7.4.Accepting Remote Desktop Requests 
in order to solve ceriain issues, the support technician may need to directly connect io your computer via aremcte connection. 
Remote control can only go ahead if you grant permission for.this ic happen. Our technicians will always request your 

permission via the chat window.
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   ee r— te        

   

   

GE scon as I apex a web browser. 

  

Sure. [ 8 help you vith that 
rs In order ts proceed, I wil have to semote!y connect i your comouter 
rand I wil the necessary steps to assist you. Please accept the remote by pressing YES at 
i the tao of your chat window message. 

      

The technician will ask your permissicn before he or she’ makes any changes ic your machine. Such changes might include 
instzlling programs, creating system restore poinis or delating unnecessary or infected files. 

  

SNE 
SS 
SS 

NS SS SSR RR NGS x 

oe 
         

  

   

    

       
    

    
      

      

   

了 Ph John Smith: My system stops wording 2s So as I open a web browses. 
the pechiem? , 

$ Suve. a®help you wsth that 
in order to proceed, I wil have to remotely cormect to your computer 

x Ye Necessayy steps to assist vou. Please accept the remote by pressing YES at 
Sop of sour chatwindave message. 

  

Si: Please dick on yes: 

  

  

        

Click the Yos' buticr at the top of the interlace in arder ic allow the technician to connect to your computer. 

 

IBM - Ex. 1002-Part 9 of 10, Page 3175 
IPR2025-00379 (IBM v. Croga)



  

         

   

      

SR one wae 
NS “I 

SS 
IN SS SN SS SSS SS \ \ SN SS NS 

Cee eas 

   
       

  

    

    

         
  

  

        

  

: — -SN 下 “s SS di You are now chatting with Jef 

  

: (82541 PN} John Smith My system stops working as soon as I open 4 seb browser, 
Can you salve the prablem? 
if Suse. I wif heft vou asth that 
: GERSOAM SN} Jesh In order to proceed, I willhave te remotely connect to your computer 
i and Iwi take the mecessary steps to assist yar. Please acaapi the remote by pressing YES at 
: the top of your chat windsw message. 

  

     

    

       

   

C
h
 

ge
n,

 
w
 

S 

“purposes, iust it cace anything happens and yout wart your computer te relurn to a previous 

      
Upon completion of their work, the technician will disconnect from your computer, inform you that the requested tasks have been 
completed anc ask whether you would like heip with anything else. 

SY S : : £¥ ngs 

    

       

    

AN. 

   
     
    

    
      

     

  

  

    

   
        

      

    

  

     

  

          

help you with that 
: NS Sek is. raceed, 1 wil have te remotaly connect te your computer 
a 8 ecessary Sheps to assist you, Please accent the remone by pressing YES at 
the tep of your chat window message. 

& Flease didc on yes . ) ~ 
ESSKEEST PY SS: As acrecaution I wil noys create a System Restere Saint for hackaip. 
sumcces, justin case awthing happens and you want your computer te reas te 2 praviou 
state. 
& $3 §& I have resolved all your issues. 
EBL STS PN} SSSS Is there anything else Icon hela you with? ‘ 
(84:37:37 PI} John Smith: No thanks 

SoS¥ BSE) oN: Thanx you for your Gime! Slease do nothesitate ts come dockin the 
fsture if you need assistance egast. We. wil aporeciaie. your feedback ic this onfine survey : 
about your exceience today: wury-comodo-comJsurve yioustomer-curveyv.ohs 

\ 

。 Click the ‘Disconnect’ Sulton and confim i in the next screen ic end the session with cur GeekBuddy. 

Congratulations, you just finished your first GeekBudcy support session. We hope you enjoy using your troubie-fres computer. 

7.9.Chat History 
GeexBuddy keeps a loca! record of every chai session you have with ¢ Comodo technician. Clicking the ‘History’ link at the topIBM - Ex. 1002-Part 9 of 10, Page 3176 
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ES SCANS 

LOG LA of the interface will display ali chat sessions that you had with our technician. This helps you SENN track of previcus computer 
issues and chats and can be useful as 4 reference when trying to fix future issues. 

    

   

  

un      
To view history of chat sessions 

e Click the ‘History’ link at the top of the interface. 

Ali the sessions will de displayea,    
  

  
  

  

    

On # 2025-16-61, Inter vention ID: FHSSVs, “Session ID: SFS732 Se 
    

On 3015-10-63, Intervention IO: 795857 Session 1D: 878717 SY 
相生 和 村 

    

      
。 Ciick on the arrow button at the far snc of the session history box that you want to view or double-click anywhere on 

the bex. 
  

  

¢ The chat session that you had with our technician will be displayed on the right side.
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  O:5259 AM John Smith 2 i hape you would have 
vee the probiem 

G:55:26 AM Max: Ok           

  

      

  

it 2043-30-92, Intervention ID: 7OSSS7, Sessio:s 1D: S787RF 

SiAby TE     
Similarly you can view the chat histery of other sessions alse. 

7.6.Using Issue Tracker 
issue Tracker helps you maintain the security and efficiency of your computer by aulomatically idenitying probiems on your 
computer and heiping you to fix ther. For example, Issue Tracker wil alert you # you have too many stariup programs/services 
ican cause computer siow down); an inefficient registry (can elso cause siow down and crashes) or your hard drive contains #les 
Hat might compromise your privacy. In many cases you wil! be presented with a simple wizard that will allow you to deal with the 
issue quickly and easily. If the problem is beyond the scope of Issuer Tracker, you will be offered the coportunily ic contact a 
GeexBuddy represeniative who will help resclve the issues. 

To start the issue Trecker, click the 'Issue Tracker jinx on the right iop in the user interface.
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  nase     

The Issue Tracker interface will list the problems thai it has detectec.. 

    

3 

  

N 

N 

N 
N 并 

  

   
NS 

  

NOD 
WS 

- ~ 

came ete ie 

    

NSS 
NE NS 

        

  

    

Dawsses Shoyt 
POPU Asse 

A\ the time of starting your computer, Issue Tracker will detect problems in you ¢ system and provide an alert at the bottom right
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am] 

  

side of the screen. 、 

  

  

COMOOS GeskSaddy has Istected sre or 

more PT issuses! 

    WEEE WS     

  

。 Click the Fix issues to cpen ihe Issue Tracker interface. 

The Issue Tracker interface will list the problems thetithas detected. ， 

The problems detecied will be categorized as critical, major, minor and maintenance issues. Click on the relevan link to view the 
probiem. Ciicking ihe ‘Show all issues’ fink will display ali the problems in your computer and the color code at the lef of each 

mnn     
  

  

  

Critical 

2 Mejor ~ Orange 

3 Minor Yellow 7 

\ 4 Maintenance Blus         
  

Some of the common problems tha! occur in any compuler are junk registry entries, slow bootup time anc ihe presence of files 

that might compromise your privacy. 

Each issue discovered will be accompanied with a ‘Fix it Now‘ button: For exampie, for the issus of slow boctup time, clicking 
this bution will display a list of startup programs in your. System {programs which are auicmatically ioaded during Windows start- 
up anc wil! running in the background). You can identify the programs you do net wan to run at siart-up and disable them. Coing 

SO will save system resources and improve the pericrmance of your computer.
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re case jem ise r SH sagsannd 
SSSSNSGUIAGY Tras SEA OMe GY MOTE fSsuNs for you fo raviend 
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N 

  

    

  

\ 

\ 
\ 
\ \ 
\ 
\ NS N N 
\ \ \ \ 
N 
\ RS \   

  

    

+ — Selest the programs that you wan! to disable during startup end click the ‘Continue’ bution. 

The selected programs will be disabied and the successfully completed screen will bs displayed.
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SSSA 

  

oe cogne ot 

TRENT pane) 

  

  

  

    

      
*e — Provide your feedback ai the boticm of the interface ard click the Ciose button. 

For some cf the issues listed, you have to seek the hep of an expert technician. 

» — Click ‘Ignore alll issues’ link to disregard al! the issues in your-sysiem displayed by Issue Tracker. 

。 Click Ignore this issue’ beside a particular sntry.to disregard that problem. 

- Click ‘History link at the top of tha interface to view the actisns taken for the problems. 

。 Click the ‘Fix it Now? button beside an issue to resolve it, 

7.7. Uninstalling Comodo GeekBuddy 
To uninstall Comodo GeekBuddy . 。 

* ”Click Start > Control Panel 、 

。 in the Control Pane, double-click Add/Remove Programs 

。 in the fist of currently installed programs, click GeekBuddy 

¢ Click the ‘Change/Remove’ button. 

fod Heroes Be    

  

    

              

          

e = Click ‘Yes’ fo confirm uninstallation. 
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    SS 

NS 
NSNNNNSNNN Se 

The progress of GeekBuddy removal wiil be displayed... 

       

  

  

  

  
  

--and after a few minuies the uninstallaticn will be compleie. 
. 

8. TrustConnect Overview : 
fine that craakcs avr ene ST VEGANS at         

  

  

  

  

In an ungacured wireless network, your communication is visible to everyone in the 
SRST HEADERS 

  

          

    

De not show this zigrt again 

TrustConnect is designed to eliminate these types of dala hijacks by preventing criminals from attacking or scanning your 
System from the local network that you are using to connect to the Iniemet # also encrypts ail of your traffic destined for the 

internet (Including Web site addresses, instant messaging conversations, personal information, plain text usemames and 

passwords and other imporiant information}. After connecting to the service, the TrustConnect software indicates thai traffic is 
being encrypted as it leaves your system. Data thieves and hackers cannot Sn or intercepi your data - they can’t even 
deiermine where your information is coming fom because, 2s you are conneciing to the Internet through a SSL. secured VPN 

connaction te the TrustConnect servers, your requests appear to come from cur iP address. Crainarily, cyber criminals could 
easily intercept these broadcasts. 

Setting up Comodo TrusiConnect is easy, as it works on most operaling systems (Windows, Mac OS X} as well ss with mos! 

frewali applications, Typicali setup takes less than three minutes. TrustConnect clients are available ier Windows, Mac OS, LinuxIBM - Ex. 1002-Part 9 of 10, Page 3183 
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   KW 

an iPhone mobile devices : be downleaded by legging into your account at 

Ags faccounis. comada canvacsouniogin, Your Comodo Iniemet Security Complete confirmation email contains 
confirmation of your the username that you set up during initia! sign up and a subscription 1D for the service. Once logged in, 
click the TrustCennest tab to add subscriptions, change billing and contact information, anc review the ongoing status of your 
service, Your Comede interns? Security Complete TrustConnect account has a 30 G3/monih Gaia fansfer lint. 

Comodo internet Security - Complete customers also receive the $99 value ‘Live, Expert Computer Suppert’ Comodo 
GeexBuddy. Please visit SievFwwe.geekSudeycom for full product detaiis. 

*  Wincows 8 

。 Wincows 7 

。 Windows Vista 

* Windows XP 

« Mas CS X 

¢ — Linux (containing kernel 2.4 oF iater) 

° © FreeBSD, CpenBSC 

For users of Comodo intemet Security - Complete, TrustConnect is integrated with the application and need not install the TC 

client in their systems. 
) 

Comodo internet Security Complete Users 

CIS Complete produc? includes TrustConnect service and the appiication is installed automatically along with CIS. When a new 
wireless connection is established by your sysiem, a Network Detected diaiog will be displayed. 

OOO 
   

   
   
   

   
    

    
    

NA 
EDOOODOOODOEODDE 

  

    

  
        

        
  

FF Oe act cstesi new networks again 

; 出 md 

° Select your location from the diaiog 

A TristConnect alert will be displayed depending on the settings contigured iy Sawa’ Sehavior Saifags interface,
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In an vasecured wieisssS Felworg vour cernmnuaication 向 visibls to evesyone in the 

sane pemwark 

  

    

  

    
  

F] De nat show this ale:t agair 

         

  

LOTILOVLVUOCLUSTUUTTECSUCQUTELELOUTELLUUPETTCBEULOLEO LAC LUUEAUUCPULTUDHIEICiS UTS 1 

Select whether you wan to connect ic the internet via TrusiConneci thus encryping the traiic between your system and the 
interne! or use the unsecured network. 

if you choose Secure communication with TrustConnect’,, CIS will establish the connection via TC... 

Please wait whe TrustOonner is being enatled... 

COMCDO TrustConnect (¥PN) 
Sent: 4,883 bytes 

  

Choose ‘Continue Unsecured’ option if you do not want to establish an encrypted connecticn. 

Comodo internet Security Pro / Premium Users 

TrustConnect service is not Included with CIS Pro / Premium and these users should subscribe for using ihe service, When the 
option ‘Secure communication with TrustConnect is selecied, a ‘Activate TrustConnect' cialog wili be dispiayed.
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SN 
SN K NS 人       

  

      

# you do not TrustConnect sccaunt, cHok "Gel a Trustlonnect Account” bution or 
a yo a 

call THB8ncF 
  

  

  

  
    

  

        

  

  
  

e You car purchase the TC service by clicking the ‘Get a TrustCennect Account’, enter the TC service credentials and 

activate the service. 

。 Ifyou already have 2 TC account, enter the TC service credentials in the Username and Password fields and click the 
‘Activate Now button. 

  

Jo fine your YO service credentials 

+ Inthe Sisecacsousis.comasve.sony page login to your CAM account using the CAM usemame and password seni 
via emai! at ihe time of account! creation. 

° Click 'TrusiConnect' in the menu bar cr in the drop down from ‘Services tab. 

The account details of your TC service will be displayed. 
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The TC Service Login and Service Password ior your eccount should be entered in the Username and Password fieids 
respectively in the ‘Activate TrustConnect' diaiog. 

  

Please note thai this aclivaiion dialog will appear only for the first time you are trying to conneci via TC. After the activation 
process is successfully completed, subsequent attempts to connect via TC ic the Intemet will ke automatically estabished. 

9,.Comodo Dragon 

‘.. To helo make your intemei Srowsing experiance even safer, Comodo Diagon is installed on your compuier asa part of Comodo 
internet Security. Comede Dragon gives you the complete complement of feziures offered by Chromium with superior security 
and privacy. . 

Camata Yrasas Carters ° USP RSSNSNSN SSNSTSS 

wert SN Sasa Boas 
”NI VOHIONS LY SK 

= w 多 RN * ° LEMNISS QS NSIS 
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。 — improved Privacy over Chromium 

+ Easy SSL Certificzis identification 

° fast Website Access 

e =. Greater Stability and Less Memory Bloat ， 

e Incognito Mode Stops Cockies, Improves Privacy 

。 —_ PrivDog prevides control over the monitoring aclivilies cf various agencies 

e Ver easy to switch frem your Browser to the Dragon 

e ”Has privacy enhancements that surpass those in Chromium's technology 

« Has Domain Validation technology thai identifies and segregates superior SSL certificaiss from inferior ches 

« — Stops cockies and cther Web spies 

*  PrivDog can cisable cookies, spyware, malware and other trackers. 

。 Prevents all Browser downlcad uacking to ensure your privacy
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Comodo Dragon is instailed in your computer aleng with Comede intemei Security 2012. You can siart the browser in two ways: 

From the Start menu: “ 

”Click Start > All Programs > Comodo > Dragon > Comocto Dragon: 

Non 

本 Remote Assistance 

ey S$ Windows Media Player 

  
    
   

  

    

  

   
   

        
         

Aer \\\ 
— S — oT Dragon 

RN \N WER WAS LW NA << \\ \ ~ SS \N AW 

From the Destop Icon: 

+  Couble Clisk on the Comodo Dragon Desktop icon created during the installation: 

VEN 
RS     

   

      "NK 
NE 

9.1.Introduction to PrivDog 
What would be your reaction if you knew that almostal your oniine activity was tracked by muttiple agencies without your 
knowledge? The data ihey colleci might be used for legitimate but unwelcome reasons such as adverts thai follow vou around . 
ihe intemei or jor creating 3 profile of your online browsing aclivity..In the worst cases, it could be used by online fraudsters with 
the sale objective of stealing your persona! and confidential information by deploying intelligence gathering cooxies, spyware 
and other malware. 

PrivDog provides you the power tc corral these activities and maxe surfing lhe web safe and private again. PrivDog is a 

browser extension that improves the transparency, privacy and speed of your online experience by automatically detecting and 
biccking processes that are attempting to track your cniine activity. Whenever you visit a website, PrivDog wii display the 
number ci privacy threats it has blocked in the top-right comer of your browser. Clicking the PrivDog icon will reveai a more 
deiailed creakdown of ihe tyses of threais it has sicoped, which can include advertising networks, 3rd party trackers, ccoxies, 
widgets end other data collection processes. The extension can alsc bicck ali current Danner ads in a webpage and repiace 
them with safe and trusted ads. 

You can install PrivDoy while instailing Comode Internet Security or by cownioading the app from 

Wwwgedvdoy comNawninads Nine. The supported browsers for PrivGog include Comodo Dragon, Comede iceDragon. 
Geogle Chrome ard Mczilia Firefox. - 

  

9.1.1. Using PrivDog 
   

¢ — The tofal number of potential threats on the page you are visiting will De overlaid over the PrivCog icon 

right comer of the Srowser. Click the icof tp reveai a breakdown ci current aciivity by threal-lyoe.
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The botom of the summary page states the total number of threats blocked for ali pages in your current session. 

Ad Networks - Displays the number of advertisements published by 3° party ad nstwarks that were repiaced with ads from 
Ad? nistMedia (sanitized! or compietely blocked {blocked} depending cn the seitings configured. Clicking anywhere cn the row 
will expand or collapse the lisi. 

Trackers - Dispiays the number of trackers that were biocked or allowed for that page depending cn the settings configured. 
Clicking anywhere on the row will expend or collapse the list. 

3 Party Widgets - Displays the nurrber of widgets thei were blocked or allowed ier that page depending cn the seltings 
coniigured. Clicking anywhere on the row will expand er collapse the list. 

Statistics - Displays the number of analytical tracksrs that were blocked or allowed ior that page depending on the settings 
configured. Clicking anywhere on the row will expand or collgpse the list. 

3% Party Cookles - Displays whether 3” party cookies are biocked or noi depending cn the settings configured. 

9.1.2. PrivDog Settings Configuration 
The Options page aliows you to configure the settings for the Trackers, 3° Party Widgels, Ads, Steusiics, Preferences and acd 

websites to Exceptions list. 

To open the Options Panel, click the PrivDog icon at the top right side of the browser and click the gear icon in the drop-down. 
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Alternatively, click on the words ‘slick here’ in the row of a blccked item to go to the respeciive seitings page directly. 

    

  

e Options Panel displays the total number of threats that it hes blocked since the browser was opened for the sessicn 2nd by 
deiauit cpens with the Threats setlings page. 
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9.1.3. Threats 

The p2ge displays the number of slements at ihe far end of each item that PrivOog has detecied so far in the browser. 

    

    

    

       Try WA 

BP Gosty VRC w ra) 
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从 让 下 人 汪汪   
* — Select the opticn whether tp blcck cr allow ihe items in the list.
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9.1.4. Exceptions 
Ths Exceptions screen aliows you add a domain name or 2 subdomain name for which PrvDog will not perform a scan to detect 
threats. You should make sure the websites that you add to the Exceptions lis! are tusiworthy and dependable. 

* Enter the uri cf the website(s} in the field and click the ‘Add site te Exceptions’ buticn. 

SN NS 
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To remove a website from ihe Excepiions ‘ist, select the checkbox heside # and click the Remove' Dutton beside it cr click the 

'Remove seiected button if you select more than one website. 

9.1.5. Preferences 
in the Preferences screen you can choose to either allow or block 3° party cookies in the browser. 
    

  

pated Marke, LE. ARES BATE Moss resis end, 

  

+ Realtime 3 party cookle blocking - When this eption is enabled, PrivCog will check in realtime ior 3" party cookies 

that are being insialled and block them. 

* Do not track - When this option is enabled, PrivDog will block the tracking activities of 3° party cookies thai are 
already installed. 

Comodo Dragon's intuitive multi-tabbed interlace enables easy and fast access to scphislicaied features of the browser. Please 
£5 STRISITS-C refer to the Comodo Dragon oniins help guide at SWoufkeis.cosoda.conviogics- 3-1-7 2-S584- Comeds-Bragon-- 

。 = > : : 
§stvoduetiog Mex for more details on using the browser. 

10. Comodo BackUp 
Comodo BackUp is a Pcwerfui anc easy to use cesktop applicaiicn thal helps home and business users protecl their valuable 
data against damage or loss. CIS Complste package includes Comodo BackUp with 50 GB of online slorage space. 

The application's streamlined design and task orientated architecture means even novice users can team how to create, run and 
restore their first bacicip job in a matter of minutes. Other features include fuil scheduling, password protection, a backup 
integrity checker and a range of preset Sackup jcbs that allow you ic quickly create copies oi imporlani data sets such as the 
Windows Registry, mai! accounis and user settings. 

Comodo Backlp is also seamlessly integrated ic Windows Explorer so that you can just select the ‘olders cr files you want to 

back up, righ click on them and quick start the Back Up wizard. 
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rer 
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has So 兴 村 Red > 24 Ss. Samwmadto Qaskiin Sanda ans 3 avis 
CSYNES SSSA LSSHUTSS SIN QSHSTNS 

。 Quick backup of entire drives or individua fites or folders to your iccal computer, network drive, FTP server or 

Comcde's onling server. 

。 Step by step wizards tc guide even novice users through the entire backup, restore and scheculing procedures. 

° = Flexible storage options allow you to specify full, incrementai or diferential beckups. 

° “Protection of invaluabie personal and business dala from toss or corruption. 

¢ Quick recovery ci files with a few clicks of the mouse. 

e ©. Granular scheduling options ic take automatic backups at a time that suits you, 

° Real-time backups synchronization feature to get your fles copied over 2s soon as you save them. 

¢ Built in checker to confirm the integrity of your backup files beicre commiting to a resiore. 

* Backup presets including mail folders, windows registry, messenger archivas and mesier boo! records. 

* Powerful encryption options tc protect your files so that it cannot be accessed by anyone but you. 、 

。 Comodo Cloud - online file storage service. Backup your files to a highly secure online storage which can also be 

mounted as 4 virtual drive in your sysiem. 

CIS Complete package includes 50 GB of cniine sicrage space at Comodc's online server. You can icg-in to your 

online storage account with the user name and password that you entered during C!S Compiete Registration process. 
Your License for more delails. 4 RAR 

Refer to NSSNSNSSS Yous 

=。 Command fine and scripting support to automate the online backup and restore operetions. 

From the Start Menu 

° Chick Start > All Programs > COMODO > COMCSC Backup > COMODO Backup:
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ES 
  
     

    

       

    

一 aa 
From the Destop icon: 

* Double Clic K on the Comodo Backup Desk: ‘op icon created during the instalation: 

  

way Saye Sankey Rad Vaviods SaoKxug Hels 

Comodo BaskUp's streamlined interface provides fingertip access and control over ail functional areas of the software. Please 
refer to the Comodo Backup online help guide at SXevikele. comodo comfapic-9-7-s95.48 H-Camode-Saekiin- 
infroduction. Nis for more details on using the product.
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   以 Cy gs ° — Slonew or apgrs ww 
Enable / Disable AV, Firewall and Auto-Sandbox Easily 
Comodo Internet Security allows users to quickly swiich the Enabled/Cisabled states of Asiivirgs, Firewall and Auio-SandSoy 
by right clicking on the system way icon {the CiS interface shouid be in Camgast Vie}. 

      

  

Firewall » 

Auto-Sandbox >         

  

  

  

Game Mode    

  

  

Advanced View    
  

  

JB est ev 
ASNYYNS 

To enable/disable the Antivirus . 
1. Right click on the system tray icon keeping the CIS interface in Cornpact View. 

2. Move the mncuse cursor over ‘Antivirus’ 

  Wess VCS GV enatled 
N Firewall b: Disabled 

Auto-Sandbox WS 

        

  

  

   

  

Game Mode 
     Advanced View 
  

3. Chcose Enabled or Disabled’ as per your choice 

You can find the sel securiiy leve! also from the Name Screen. 

Sivawell 

To enable/disable the Firewall 

1. Right click on the system tray icon keeping the CIS interface in Compact View 

2. Move ithe mouse cursor over ‘Firewall’

IBM - Ex. 1002-Part 9 of 10, Page 3197 
IPR2025-00379 (IBM v. Croga)



  

  

        

   

  

Antivirus 和 NNN 

SCE WK v Enatied 
Auto-Sandbox >: Disabled 
  

Game Mode 

A
A
A
 

W
L
M
 
L
e
 

  

Advanced View 
  

SR 

3. Choose ‘Enabled or Disabled’ as per your choice 

To enable/disable the Auto-Sandbox 

4. Right click on the system tray icon keeping the CIS interiace in Compact View. 

2, Move the mouse cursor over ‘Behavior Biocker 

  

Antivirus 

Firewall > WN           

Disabled 

    

   

    

Game Mode 
  

Advanced View 

  

  

YY
 
L
L
C
 

3. Choose ‘Enabled or Disabled’ as per your choice 

You can find the sei security level also from te Nome Screen. 

Set up the Firewall For Maximum Security and Usability 

This cage sullines the functions cf Comedo's Firewall and helps you to sei up s secure connection to the internet. 

-一 

Port Stealihing is a security feature whereby pors on an internet connected PC are hicden from sight, sending no response io 

oppcriunistic port scans. 

1, Oper ‘Tasks’ interface by clicking the green curved arrow al top right ci the ‘Horne’ screen - 

2. Open ‘Firewall Tesks' by clicking ‘Firewall Tasks’ from: the Tasks interface 

   3. Open Stealth Ports interface by clicking the ‘Sieaith Ports’ icon REE from the Firewali Tasks panel 
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4. Seiect'Block incoming Connections’ to make computers parts are invisible to all networks 

vv SN vsNSSER nn x x your Saginufey Parts 

  

The ‘Network Zones’ seifings allow you tc configure the proteciion evel fcr network connection te a Routerhome network. (This 

is usually cone automatically for you}. 

To view the configurations 
v 

1, Open ‘Tasks’ interface by clicking the green curved arrow at top fight of the ‘Heme’ screen 

Open ‘Firewall Tasks’ by clicking 'Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

Click ‘Network Zones’ under Firewail fom the leit hand side pane 

和 
Ww

 
DN

 

Click 'Network Zones’ tab from ihe ‘Network Zones’ interface
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Sheck the Loopback zone and Locai Area Network #1. In most cases, the joopback zone IP address shouid be 
127.6,.01/255.0.6.0 ; 
C 

in most cases, the iP address of the auto detected Network zone should be 792.768. 1.700/255.255.255.0. 

5. Check these addressees and click ‘OK’. 

  

_ The Firewail Behavior Setings option allows you to configure the protection ‘evel for your Intemet conneciion and the fequency.. . - — . 

of alsris generated. 

To open Firewall Behavior Settings panel
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     ~ Comodo Internet Security ser Guide \ 

SR 
1. Open ‘fasks' interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Oven ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click 'Firewali Settings’ under Firewail fom the left hand side pane . 

4. Ensure that ‘Enable Firewal!’ is selected and chcose Safe mode from the drop-down beside it. 

      

    

    

      

    

  

  

  

SU Trusteonnect stests 
  

Srewe rules for sata avakeatos 

2°} Set alert Pequency level 

23 Sat NEW OSs ens Set UMEDLS 19 

Pier iPS tyott 

iher WBAOSTK WaMe (2.9. EIN, 3 

Ry Slack fagmestes ¥ trstiic 

\  
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Safe Mode: While filtering nefwork trafic, the firewall will automatically create rules that allow all traffic for the components cf 

applications certified as ‘Saiz’ by Comedo. For non-certified new appiicaticns, you wil receive an alert whenever that application 
atternpts to accass the network. Should you chcose, you can grant that application Iniemel access by choosing “reat this 
application as a Trusted Application’ at the alert. This will deploy the predefined firewall policy Trusted Applicaton’ onto the 
application. - 

Alert Settings 

Under ‘Alert Settings’ in the same interface: 

¢* Desslect Do NOT show popup aieris 

。 Select 'Set aieri frequency ievel’ option and choose ‘Lew trom the drop-down. Al the ‘Low’ setting, the firewall shows 
alerts for outgoing and incoming connection requests ior an appiicalicn. This is the setting recommenced by Comodo 
and is suitable tor the majority cf users. 

AX t a 

  

  

ad sutbound trafic. 

  

  

  

SS} Tum traffic animation effects-on 

     =] Create rules for safe applications 
soy, 

. 
    oo ow 

CE) Set alert frequency leveis 
EN Jags    

  

    
     
    

  

=] Set new on-screen alert tim 

  

     

  

        

S 
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图 Filter loopback traffic (e.g 

  

  

  

1 Block fragmented IP traffic 

     
ST Na Dratarct 2 PP PPPS 

  

       

‘ 
Advanced Settings 

When iaunching a deniai of service or ‘flood’ attack, an attacker bombards a target machine with sc many conneciion requests 
thal your computer is unabie to accep! legitimate connections, effectively shutting down your web, email, FFP or VPN servar. To 

protect from such attacks, make the following settings under ‘Advanced’ in the ‘Firewait Seifings’ interface: 

+ Select Filter foophack traffic ~ 

+ “Ensufe that the Block fragmented [P traffic is sslected 

。 Block fragmented ip traffic - When a connection is opened between two computers, they musi agree ona 

Maximum Transmission Unit (MTU). iP Oziagram fragmentation occurs when data passes through a router 
with an MTU less than the MTU you are using i.e when a datagram is larger than the MTU oi the network 

四
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人 
over which # must be sent, it is divided into smailer fragments’ which are each sent separately. Fregmented 
IP packets can creaie threats similar toa DCS attack. Moreover, these fragmentations can double the 
amount o/ lime it lakes to send a single packet and slow down your downlcad time. 

e Select the Do Protocol Analysis checkbox to detect fake packeis used in denial of service attacks 

     

° Select Enable anti-ARP spoofing 

    
  

] Filter IPv6 traffic 

©] Filter loopback traffic (e.g. 127.X.X.X, 2:1) 

Block fragmented IP traffic 

f§] Do Protocol Analysis 

  

] Enable anti-ARP spoofing 

You can confgure and deploy traffic filtering rules and policies on an application specific and giobai basis end predefined firewall 

Tuleseis. - 

To view the Application Rules 

1. Open ‘Tasks’ interface by clicking the green curved arrow al top Fght of the Homme screen 

2, Open ‘Firewall Tasks’ by clicking ‘Firewall Tesks'-from the Tasks interface and click ‘Open Advanced Settings’. 

Click ‘Application Rules’ under Firewail from the leit hand side pane w
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4 Click tha handie from the bottom and Add or Ed rulas for specific appitcations manuaily or reTIOV9 them. 

PASE AL goes Jae oman Ad as Annie is ty Chek here far more detidis a9 Applications Sutes 

To view the Global Rules 

1. Oven ‘Tasks’ interface by clicking the green curved arrow al top righ! of the ‘Home’ screen
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Comodo Internet Security ee = 

2. Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘Global Rules’ under Firewail from the left hand side pane 

  

  
  

  

  

  
  

            

  
To view Predefined Firewall rulesets 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top righi of ths ‘Home’ scrsen 

2. Oper ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’.
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4. Click the handie from the bottom ts and Add, Edit or remove rulesets. 

You nged not make your own ruleseis, the dofauiis are usually enough.
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Access 
You can configure Comede Firewall to biock Internet access while allowing free connections to an interna! network (Intranet or 
LAN}. 

Example scenarics: 

°  Inyour network at home, you wart your chilc’s computer to connect to other computers at home but disable Internet 

access to them for safely reasons 

* — In your corporate network, you want your employee's compuiers to connect to your local network machines but disable 
Internet access for them for bandwidth restrictions 

To selectively bleck conneciion to internet whilst allow connection to internal network you need fo create a Giobal Rule under 

Advanced Firewall Settings and password protect your configuration to prevent others from altering it. 

To create a Global Rule 

1. Open ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Heme’ screen 

i)
 Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click 'Global Rules’ under Firewail from the left hand side pane
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4. Click dhe handie from the bottom and choose ‘Add’ from the opticns. The Firewall Rule interiace will open.
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=] Log as firewall event if this rule is fired 
  

  

Protocol: 
  

  

Direction: 
  

  

Descripticn Allow LAN and Block Internet 
  

  

    

IPvé Single Adcress   
  

  
  

        
                  

vari 

5. Choose the following cotions from the drop-down menus: 

Action = SICCK; 

PrciccnDi = IP: 

e — Direction = Out. 

€ Enter a description for the new rule in the Deseripticn text box. 

7. Click the ‘Sourse Address’ tab, choose ‘1v4 Single Address’ or "IPv6 Single address’ as per your network and enter 

the IP address of the computer in the IP text box. 
于 

8. Click ihe ‘Destination Address’ tab, choose 'Network Zone’ from the Type drop-down and choose your jocal area 

network from ihe ‘Zone’ drop-dewn.
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a interne xy 

  

  
  

Description Allow LAN and Block Internet 
  

          

        

        

  
        Loopback Zone 

        
  

Loopback Zone     
  
    
    

                  
9. 

  

    

        
        
          

                    
  

  
position.
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The following global rules are active on this computer: 

  

                        

二 Aiow All Incoming Requests if The Sender Is In {Work #1] 

Aiow iP Out From MAC Any To MAC Any Where Preiccol Is Any 

  oS Allow IOMPv4 in From MAC Any Te MAC Any Where 上 MP Message is TIME E 

      
12. Click ‘CX’ for your configuration to taxe effect. 

Your Firewall is now configured to allow access to iniernal netivork but to block Internet access. Now you need to password 
protect this configuration to prevent others from changing it. 

To password project your configuration 

Osen ‘Tasks’ interface by clicking the green curved arrow at top righ of the ‘Home’ screen 

Open ‘Advanced Tasks’ by clicking ‘Advanced Tasks' from the Tasks interface and clicx ‘Open Advanced Settings’. - 

O
M
 

一 

Click ‘User Inte:face’ under Generai Settings from the ieft hand side pane
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4. Select 'Enabie Password Protection’ under 'Parefial Control’ and click ‘Set Passwcrd link. The Change password 
dialog wil! appear. 

5. Enter and confirm your password then click OK. Make sure io create a slrong password conlaining a mixtuze of 
uppercase and lowercase chatacters, numbers and symbols so that # cannot be easily guessed oy cthers. 

The coniiguralicn SS now password protected. From the next attempt to change any configuration changes to CiS, you will be 
prompted to enier ths pessword lo proceed.    
  

Password: || 
  

Block/allow Websites Selectively to Users of Your Computer 

Comodo Internet Security allows you ic specify a single cr a group of website{s) thai can be selectively allowed or blocked to 

different users of your computer. Configuring the website filtering involves ;wo steps: 

人 f = NS Ad ony: = dyn « Pefine WeSsie Categories and add websies 

. “vaats Fisayssti rufes far atfeaving or SincSing wodsits cofeagones soisciosd RSS VYGIS PSSM MASS [OP SHV OSNING WRSSHS CSE QOHETS 19 SOO IOS GISTS 

To define website categories 

1. Open Tasks interface by clicking the green curved arrow at top righi of the ‘Home’ screen. 

Open ‘Firewall Tasks’ by clicking ‘Firewall Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 2 

3. Click Website Fiiisring' under Finewall from the left hand side pane. 

4. Ensure that the 'Enabie Websiie Filtering Filtering’ checkbox is selected. 

5 Click ‘Categories’ iab from the Website Fillering’ inleiace.
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RA SaBle Website Filtering Resemnmenviad} 
    

  

  

HNN aN 

Raman a 
6. Click tha handie from the bottom center of the ‘Categories’ pane, click ‘Add’ from the options and choose Add 

Category’ from the drop-cpwn. The ‘Edit Property’ diaiog will open. ‘ 

 

IBM - Ex. 1002-Part 9 of 10, Page 3214 
IPR2025-00379 (IBM v. Croga)



:duedoilA Boye auscaya poy, aly nustd UAop-dap oy] 
WO} SUSAR PPY, SSCOUD Lay PpYy, Noo ‘aued sayoSarzg, LUORE Sy ie apueYy euy you ‘AioHayeo eup yoaieg 9 

‘Ge] seuchsje5, adi sepun pappe pue paleajo sq (jm AloBayeo anal au “WO yoys pue Ac6sieo ayy Jo) aweu BJgua 过 

  

  

  

  

   

    

~

IBM - Ex. 1002-Part 9 of 10, Page 3215 
IPR2025-00379 (IBM v. Croga)



    

   
    

= SE 

  

    

  

  

  

  

     9. Enter the full URL or a part of URL with 4 wildcard charecter “of the website(s} to be incluced in the category. 

。 Toadd a specific website¢webdpage, enter the full URL of the websiteAvebpage 

¢ — To includs ali sub-domains of wabsite, add a wildcard character and a period in front of the URL. For 
example, *.friskywenches.com wil! cover friskywenches.com, login.friskywenches.com, 
nictures.iriskywenches.corn, videos friskywenches.com and so cn, 

¢ To include ali the websites with URis thal star with a specific string, add a wildcard character after the 
string. For example, “pizza*’ will cover ‘pizzahut.com’, pizzacomer.cem, and so cn. 

* To include ali the websites with URis that contain a specific string, acid the wildcard character befor and 
alter the string. Fer example, ”pizza will cover hctpizza.com, spicypizza.com and so on, 

The website{s) wil! be added to the category. 

10. Repeat the process to add more websites. 

14. Click OK in the ‘Advanced Seitings’ interface ic save your settings 

To create rules for selectively blocking or aliowing websites fo users ， 

1. Oper ‘Firewall Tasks' by clicking 'Firewall Tasks from the Tasks interface and click ‘Open Advanced Sellings’. 

Click ‘Website Fi#ering’ under Firewall from the left hand sice pane. 

Click Rules’ tad from the Website Fitering’ interface. 

-F
 
w
n
 

Click the handie at the bottom of the Rules interface and seiect ‘Ada’:
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Name: : For Gourmands 
  

  
    

  

    

    

          

  

  
      

  

€. Seiect the categories that should be added to the 人 er 

« — Click the handle at he bottom of the ‘Category’ pane and choose AcGd
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Name: ; For Gourmands 
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§ Phishing Sites SS 

  nsoveneenwrmvvsenwow   

。 Selectacategary and click ‘GK’ to ade it to your mule. Repeat ihe process to add more categories. 

一 | 
The 'cziegories’ window contains 2 jist pre-defined Comodo catsgories and any user created categories. Comodo 
categcries cannot be modified. 

。 Comodo Safe Sites - Websites that are considered safe according to glabai whitelist 

Comodo Phishing Sites - Websiies that lead ic phishing websites, as per dynamically updated Comodo 

Blackiist 

Comodo Matware Sites - Websites thai may inject melware into your system, as per dynamically upcated 
Comodo Blacklist 

. For more details on creating and modifying user. specified categories, Refer to the section Osvining or MadNying 
Wry ie San Maseaw aeons 
SVENSHS GALES

IBM - Ex. 1002-Part 9 of 10, Page 3219 
IPR2025-00379 (IBM v. Croga)



  

7. Add Users or User Groups io whom the rule should be appiied: 

。 — Click the handle at the boitom of the ‘Restrictions’ pane and click ‘Add’. The ‘Select User or Group’ dialog will 
appear: 

  

  

  

  

N Ss 

ED     
      

      

      
  

              
  

  

  

  

          
  

Enter the names of the users ic whom the iter is to be applied in the ‘Enter the object name ic select’ text 
Sox with the format <comain name>\<user/group name> or <user/group name>@<domain name>. 
Altemaiively, click ‘Advanosd' then 'Find Now’ to locais specific users. Click ‘OK’ to confirm ihe addition of 

the users.
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Common Queries 

  
  
  

    
      

  
  

  

    
          

  
    

    
      

    
              

    
      
  

        
                      

  

  

      

R 要 Administator = SMITHSCOMP 
RK Administators  SMITHSCOMP... s 
RN @ ASPNET SMITHSCOMP... s 
R €BBackup Oper... SMITHSCOMP... s 
2G BobSmith — SMITHSCOMP.. BR 
R €2 Everyone s 

SN 
 & Guest SMITHSCOMP... 
\ (2 Guests SMITHSCOMP... 
RN 人 HelpAssistant © SMITHSCOMP... 
AHelegeryices ，SMITHSGQMP 
  

=。 After adding target users or grcups, you next need io specify whether ihose users shculd be ailowed cr 

clocked from viewing the websites in ihe caiegory or hey should be asked # they want to continue. This is 
done by modifying the link in the ‘Restrictions’ colurnn:
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RS Malware Sites       

  

  

      

  

  
  

  

  

    
Allow - The websites in the categories can be accessed by ihe user. 

Block - The websites in the categories cannot be accessed by the user. 

As - An alert will be displayed in the browser if the user iies to access any of the websites in the category. 
The user can decide whether cr not ts continue. 

+ Use ihe Lagging’ switch ic choose whether or nol attempts to access a categorized website are logged. 

\ 8. Click 'OX' to save your new rule. The new rule will be added to the list of rules under the ‘Rules’ tab 

® 9 Ensure that the rule is enabled using the toggle switch under the Enable Rule column for the rule tc iake effect. 

e You can disable cr enable rules at any time using the switch under the Enable Rule’ column. 

You can disabie or enable mules at any lime using the swiich under the ‘Enable Rute’ column. 

Set up the HIPS for Maximum Security and Usability 
This page explains on configuring the Host Intrusion Prevention System (HIPS) component of CiS to provide maximum: security 
from the malicious oragrains that iry to execute from within your system anc te protect your system from dala thei, computer 
crashes and sysism damage by preventing most types of ouffer overflow attacks, prevent possibis attacks from root-kits, inter- 

process memory injections, key-loggers and more.
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_ To configure HIPS 

m
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Open ‘Tasks’ interface by clicking the green curved arrow at top right of the 'Home' screen 

Open ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ from 和 e Tasks interface and click ‘Open Advanced Settings’. 

Click ‘Security Settings’ > ‘Defense+’ > 'HIPS' > "HIPS Settings’ fom the les hand side pane 

‘ SOX 
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4. Select Enable HIPS 

5. Choose ‘Safe Mode’ from the drop-down below it. Refer to MISS Sohaviar Sotsingss for more details on the Security 

Levels. 

Monitoring Settings 

6. Click Moni 

    
toring Settings from the HIPS Settings interface 

\ 

  

       
     

     

  

puler against menware actigns. 

  

    
     

  

    

       
    
      

Interprocess Memory Accesses : 人 Process Execution 

Windows/WinEvent Hooks is] Window Messages 

i] Device Driver Installations . 图 DNSYRPC Client Service 

    

    
(©) Processes‘ Terminations 

RSS -oo 

Protected COM Interfaces {] Protected Registry Keys 

f (&] Protected Files/Folders 
  

人 Ss SEROES DP NIGHODY LNSLT AOS 3S %              Physical Memory &} Disks 

i] Keyboard 

  

= (©) Computer Monitor 

7. Make sure that ail the check boxes are selected and click GK 

Advanced Settings 

8. Nake the following settings under Advanced in the HIPS Settings interface 

  

       

      

WY
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Cptienal - Enable ‘Block all unknown requests if the apolication is not running’, Selecting # i 
ail unknown execution requests if Comodo Intemet Security is not running/has beer shut down. This is 
option is very strict indeed and in masi cases shcuid only be enabled on seriously iniested cr compromised 
machines while the user is working to resolve these issues. If you know your machine is already ‘clean’ and 
are looxing just to enable the highest CIS security settings then itis OK to ieave this box unchecked, 

。 Ifyou are using a $4-bit system, in order to maximize the security, # is important to selec? ‘Enable enhanced 
protection mode (Requires 2 system restart)’ - Enabling this mode wil activate additonal host intrusion 
prevention tachniques in Defense+ to countermeasure extremely sophisticated maiware thai tries to bypass 

regular countermeasures. - 

Because of imiiatipns in Windows 7 x64, some HIPS juncticns in previous versions of CIS could 
theoretically 5e bypassed by maiware. Enhanced Protection Mode implements several patent-pending ways 

to improve HIPS in Defense+. 

Set up the Behavior Blocker for Maximum Security.and Usability 
This page explains cn conliguring the Behavior Blocker te auto-sandbox applications that are unreccgnized by CIS tc prevent 
potential damages io your system frem untrusted programs. 

To configure Behavior Blocker 

1. Open ‘asks’ interface by clicking the green cu:ved arrow at top fighi of the Hocme screen 

2. Osen ‘Advanced Tasks’ by clicking ‘ Advanced Tasks’ from tha Tasks interface and click ‘Open Advanced Settings’. 

Click 'Security Settings’ > ‘Defense+ ' > ‘Behavior Blocker’ from the left hand side pane 人 
2
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过 Define exctusiois for Sshawer Oincking : 

ES Cetect srefeose yectiens Ee” 

4. Make sure ihat the check box ‘Auto-sandbox unknown applications as’ is selected and choose ‘Partially Limited’ from 

the drop-down menu. 

’ Viruscope Settings ; 

5. Make sive Enable Viniscope’ checkbox is selected under ‘Viruscope’

IBM - Ex. 1002-Part 9 of 10, Page 3226 
IPR2025-00379 (IBM v. Croga)



do ntenet Sec NENSNRRN 

NS _ 

  

     

      

This option enasies Vie 
ROSS KISCesses ar dk ee 

  

Do NOT show popup alerts 

外   

  

Advanced Settings 

6. Make sure that both ths check boxes: 

¢ Co heuristic command-line enalysis for certain appiicaticns; 

°  Cetesi shslicode injections 

... afe selected. 

  

NS 
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Password Protect Your CIS Settings 
This page explains how to password proteci access to the C5 interface. implementing the steps expiained on this page means 
another user will not be able to access the CIS interface ic modify or over-ride the security seilings you have impiemented. 

To enable password protection 

1. Over ‘Tasks’ interface by clicking the green curved arrow at top right of the ‘Home’ screen 

2. Open ‘Advenced Tasks’ by clicking ‘Advanced Tasks’ from the Tasks interface and click ‘Open Advanced Settings’. 

3. Click ‘User Interface’ under Genera Settings from the ieft hand side pane 
， \
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Select 'Enabie Password Protection’ under 'Parenial Contre!’ and click ‘Set Password link. The Change password 
Cialog will eppear. , 

Enter and confirm your password then click OK. Make sure ic create 2 strong password containing a mixture of 

uppercase and lowercase characters, numbers and syrrbols so that # cannot be easily guessed Dy others. 

s
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The configuration is now password protected. Fram the next aitempt to change any configuration changes to CiS, you will be 

prompted to enter the password to proceed. 

Po 

  

H
A
 

      

  
Password: 
  

LoL 

Reset Forgotten Password (Advanced) 
This page explains how to remove password protection/reset password just in case you forgo: the password you had set for 
COMCODC Internet Security. 

  Note: It is not possible ts ‘retrieve’ a forgotten password - you can only reset it. To do this involves modilicaticn of the Windows 
registry and is only recommended for experienced users.     
  

To disable password protection in CIS 

1. Click Start > Run, from the Windews Star menu 

2. Type Yegedit in ihe text box and click ‘OK’ 

  

      
    

  

  
              

          

  

                

3. Navigate to HKEY_LOCAL_MACHINEISYSTEM\Scliware'!Comodo\FirewaliPro\Configurations\ 

Uncer the Configurations folder you will see sub-folders named 0.12… depending on the number of preset configurations in 
CIS. These folders contain registry keys for the settings of the preset configuretions in the order cf the configurations displayed 
inAdvanves Satings > Goserad Seiings > ConSigurating interace. For exampie, the folder 0 contains the keys for 
CCMCODC - Intemet Security, the folder ¢ coniains the keys for COMCBC - Preactive Security and so on.
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. iaB) (Default) REG_SZ (value not set) 

GS) TeamViewer S}name REG_SZ COMODO - Internet Security 
UNICODE Program Groups iP}productVersion REG_SZ 7.0.30891 1.4080 
Volatie Environment JUID REG_5Z {091609A7-8C38-486A-ABF6-7 1ES4D 7878 

S8iversion REG_DWORD 0x03016295 (50422421) 
HARDWARE 

SAM 

SECURITY 

SOFTWARE 

SYSTEM 

fe) Contralsct001 
号 ControlSet002 

J CurrentControlSet 

      

  

    

    

            

   

  3) MountedDevices 

  
Lo   

  

    
SAV 

4. Select the folder corresponding to the configuration for which you wish to reset the password and navigate to Settings, 
for example, navigate to EKEY_LOCAL_MACHINE\SYS?TEM\Seliware\Comoco\F irewallPro\Configurations\0'Seltings 

to reset password in COMODO - Internet Security configuration. ,
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小 CmcEnabled 

  

   
   

   
   

    
    

   
   

ControlSet001 

ControlSet002 

CurrentControlSet 

LastKnownGoodRecovery 

      

  

     

    

   
   

REG_DWORD 
ADontShowvirtual... REG_DWORD 0x00000000 (0) 
JpowebLookup REG_DWORD 0x00000001 (1) 

BF Enablel ogging REG_DWORD 0x00000001 (1) 
SweEnforceBootSecu... REG_DWORD 0x00000001 (1) 

  
  

    
0x00000001 (1) 

- MountedDevices 2iHidelntroScreen REG _DWORD 0x00000000 (0) 

82 ]MaxLogSize REG_DWORD 0x00000014 (20) 

33) MessageFlags REG_DWORD 0x00000049 (73) 
]NotShowBackgro..._ REG_DWORD 0x00000000 (0) 

seniNNREENTEEINNNTTTTTTDRooessssqQ 
“SUiPasswordEnabled 。 REG_DWORD 0ox00000001 (1) NS 
Payswsdsash REGRINaARY eRLAAHGET D4 dl ea 50 47 94 Be 

  

  

  

   

  

        
   

      

    

  

   

  

       
5. Right-click 'PasswordEnabied' key and select Medily 

     HaWorShowsackgre... 

SgJNotShowMinimize.... 

  

ZEW LR 83 SSSSS RSS ‘ 

ea 
  

>. 

N 
ies Bala ayAlertSouni Modify Binary Data : 

BylRemember | Delete N 
33] ShowBalloon Rename S 

RE 

as 
ORO 

        

  

   

   
      

  

    

站 playAlert5ound REG_DWORD 0x00000001 (1) 
Remember REG_DWORD 0x00000001 (1) 

$$} showBallcon REG_DWORD 0x00000000 (0) 
SBA ShowGeekbuddy... REG_DWORD 0x00000001 (1) 
82} ShowGeekBuddy... REG_DWORD 0x00000001(1) 
BishowGeekBuddy... REG_DWORD 0x00000001 (1) 
3]ShowIncompatib!... -REG_DWORD Ox00000001 (1) 

$8) ShowMinimize REG_DWORD 0x00000001 (1) 
Sei showWidget REG_DWORD 0x00000001 (1) 
S¥}startadvMode. © REG_OWORD 0x00000000 (0) 
Ri] sumaryview REG_DWORD 0x00000000 (0) 
2suppressAv REG_DWORD 0x00000000 (0) 

  
  

  
          

  

   

5x00020000 {0} 
0x00000000 (0) 
0Dx00000001 (1) 
e8 F9 7F ba 91 04 dl ea 50 47 948 
Ox00000001 (1) 
0x00000001 (1) 

0x00000000 (0) 
DOx00000001 (1) 
Seononeon: (2 

  

6. Jn the Edit DWORD Value dialog box, change the ‘Value data’ trom ¢ te 9 

’ 
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7. Click ’OxX' 

8. Right-click 'P2sswordHash’ and select ‘Delete’. 
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PasswordEnabied 。 REG_DWORD 0x00000000 (0) ~ 
吉 NESNL orc amonv e8 fe 7f ba 91 04 di ea 50 47 94 Bee 
PlayAlertSo: Modify 0x00000001 (1) 

B¥Remember : Modify BinaryData = © 0x00000001 (1) 
£3) ShowBallook WINNS “NY 0x00000000 (0) 
SejshowGeekb Rename : — Qx00000001 (1) 
85] ShowGeekBueapmesEepoRDS 0x00000001 (1)     SEG DWORD 

  

    
S83 ShowGeekBuddy. .. ExSNOG0001 (1 

      
《 

& Restart the system for the changes tc take affect 

Now you should be able ic access all settings, uninstall CIS and sel a new password. 
  

  
Note: 1 CIS doesn't allow regedit to change those registry items, try to boot in safe mode and repeat the above steps. 

  
  

Run an Instant Antivirus Scan on Selected Items 

You can run an insiant antivirus scan on any selected area like disks, folders files etc. You can also check a wide range of 
removabie storage devices such as CDs, DVDs, extemal hard-crives, USB connected crives, digital cameras - even your iPod 
and mobile phones tco!!! This is useful # you have just copied a filefolder or a program: from an extemal device like a USB drive, 

another system in your network, or downloaded from the Intemnet. ; 

CHek Sere for more details on running on-demand scans. 

To instantly scan an item 

=。 Right click on the ites: and select Scan with ‘Comodo Antivirus’ from the context sensitive manu.

IBM - Ex. 1002-Part 9 of 10, Page 3232 
IPR2025-00379 (IBM v. Croga)



        

  

     
   

      

    
a internet Security . cer Gude 

pa DEAD 
           

   
  

  

  

  

Nmn in COMODO 5 sandbox .       
Pin to Start menu 

“Send To » 

  

  

Cut 

Copy     
Create Shortcut 

Delete 

Rename 
    Properties 
  

OR 

* — Click the Antivrus fife at the 'Home' screen in compact view to flip-cpen the Antivirus pane
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the item over the area marked ‘Scan Chiects’.  
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OR 

* Drag and drop the ier over the area marked ‘Scan Cbiects’ in the advanced view of Home screen in the CIS 
interface 、
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The item will be scanned immediately.
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..and cn compietion ci scanning, the scan finished dialcg be dispiayed with the number cf threats iound， 

ES Sere for more delaiis to take action on the infected item(s}. 

Create an Antivirus Scanning Schedule 
Comodo Internet Security allows you ic schedule Antivirus scans on your entire system or on specific arezs according to your 

preferences. You can create a custom scan profile defining exactly which files and folders ere to be scanned, when they are io 

2 scanned and how they are to be scanned. 

To create an antivirus scanning schedule 

* Click the ‘Tasks’ arrow on ths home Screen to open the main Tasks menu 

¢ dn ‘General Tasks’, click ‘Scan’ 

。 Select ‘Custom Scan’ then ‘More Scan Options’ 

。 The ‘Advanced Settings’ inierface wii be displayed with ‘Scans’ pane! cpened 

° Click the nandie at the bcifom of the interface then seleci ‘Add’
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The scan proiile hterace will be displayed. 

* Type a name for the prefile in the ‘Scan Name texi box 

° Click the handie at the bottom of the interface to select terns to be inciuded in the prcfite:

IBM - Ex. 1002-Part 9 of 10, Page 3238 
IPR2025-00379 (IBM v. Croga)



8 
S N    

         
RR 

Scan Name: Example Scan Profile 
  

  

Define items to be scanned, scanning options and running schedule 

  

    
            

  

  

  
  

  

  

。 Add File - Allows you to add individual files to the profile. 

。 Add Folder - Allows you to seleci entire folders to be included in the profile 

。 Add Region - Allows you to add pre-defined regions ic the profile (choice of *Fuli Computer’, ‘Commonly 

Iniected Areas’ and ‘System Memory} 
N 

  
  

    

  

  

  

    
ny RN mam m MIM gat 

。 — Repeat the process to add more items to the profile. Click ‘CK’ fe conti your choice. 

« Next, click ‘Cptions’ to further customize the scan: IBM - Ex. 1002-Part 9 of 10, Page 3239 
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Scan Name: | Example Scan Profile 
  

. Define items to be scanned, scanning options and running schedule 
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” Options: 

。 Enable scanning optimizations - Cn selecting this option, the antivirus will empioy various optimization 
techniques like running the scan in the background in order to speed-up the scanning process (Default = 

Enabled) . 

+  Decompress and scan compressed files - When this check box is selecied, the Antivirus scans archive 

files such as .ZIP and .RAR iiles. Supported iormals inciude RAR, WinRAR, ZIP, WinZiP ARJ, WinARd and 

CAE archives (Default = Enabled) . ‘ 

+ Use cloud while scanning - Seleciing this option enables the Antivirus to detect the very latest viruses 

more accurately because the local scan is augmented with a reai-time iook-up of Comodo's online signature 
database. With Cloud Scanning enabied your sysiem is capable cf deiscting zero-day malware even if your 
local aniivirus database is out-dated. (Default = Disabled). 

。 Automatically clean threats - Enables you to select the action ic be iaken against the detected threats and 
infected iles automatically from disinfecting Threats and moving the threats to quarantine. 

7 

。 Use heuristics scanning - Enables you to select whether or noi Heuristic technicuss should be appled onIBM - Ex. 1002-Part 9 of 10, Page 3240 
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scans in this profile, You are alsc given the opportunity to define the heuristics scan level. (Default= 

Disabied). 

Background Info: Comade interme? Security employs various heuristic techniques to identify previously 
unknown viruses and Trojans. ‘Heuristics’ describes the methed of analyzing the code of a file to ascertain 
whether ii contains coce pattems similar to those in known viruses. li it is found to do so then the application 
deletes the file or recommends it for quarantine. Heuristics is about detecting ‘virus-like’ traits or alirbuies 
rather then Icoking for a precise virus signature that maiches 2 signature on the virus blacklist. 

This aliows CIS to PreGict the existence of new viruses - even #f itis not contained in the current virus 
database. 

。 ~— Low - Lowest’ sensifivity to detecting unknown threats but will also generate the fewest false positives. 
This seiling combines an extremely high level of security and protection with a low rate of false 
positives. ComnGn rernammands this setting inr most users. 

* Medium - Detects unknown threats with greater sensitivity than the ‘Low’ setting but with ‘a 
corresponding rise in the possibility of faise posilives. 

e High - Highest sensitivity to detecting unknown threats but this also raises the possibility of more faise 
positives too. 

Limit maximum file size to - Select this option # you want to impose size restricticns on files being 
scanned. Files of size larger than that specified here, are not scanned, if this op#or is selecied (Default = 

40 M8}. 

Run this scan with - Enables you to set the pricrity of the scan profile. You can select the priority from the 
drop-cown.(Defautt = Disabled}. 

Update virus database before running - Instructs Comodo Internet Security to check for iatest virus 

signature database updates from Comodo website and downioad the updates automaticaily before starting 
the scanning (Default = Enabled) . 

Delect potentially unwanied applications - When this check box is selected, Antivirus scans also scans 
for applications thai (3) a user may or may not be aivare is instalied or: their computer and (ii) may 
functionality and objectives tha! ere not clear to the user. Example PUA's include adware and browser 
toclbars. PUA's are oflen installed as an additiona! extr2 when the user is installing an unrelated piece of 
softwara. Unlike maiware, many PUA’s are ‘legitimaie’ pieces of software with their own EULA agreements. 
However, the ‘true’ functionality of the software migh! not have been mads clear to the end-user at the time 
of installation. For example, a browser toclbar may aiso contain code that iracks a user's activity on ine 
Internet. , 

Te schedule the scan io run at set infervals, click ‘Schedule’: 

ee
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