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HOSTED APPLICATION SANDBOXING 

BACKGROUND 

0001. This specification relates to software execution. 
0002 Computing resources are used by computer pro 
grams during execution. The resources include disk space, 
memory allocation, network bandwidth, and processor 
cycles. 
0003 Modern computers are designed to enable multi 
tasking—the sharing of a single resource among multiple 
processes. 
0004. The client/server model of computing involves a 
server providing access to an application or resource to one or 
more clients. The server and clients often, but not always, are 
separate computing devices that communicate over a com 
puting network (e.g. the Internet). In some cases, a single 
server can host multiple applications and communicate with 
multiple clients concurrently. 

SUMMARY 

0005. A server system can create in-process sandbox envi 
ronments to host and control execution of a third party appli 
cation and data. The sandbox environments protecting the rest 
of the server system, including other third party applications, 
from the executing applications. These sandbox environ 
ments may, for example, limit file access to a specific direc 
tory, expose a virtual file system that may not be bound to a 
computer or data center, provide shell services to the appli 
cations, and dynamically allocate hardware resources and 
network bandwidth to the applications as needed. Resources 
used by the third party applications may be allocated and 
billed at a fine-grain level. 
0006. In general one innovative aspect of the subject mat 

ter described in this specification can be embodied in a system 
that includes one or more processing devices. The system 
further includes one or more storage devices storing instruc 
tions that, when executed by the one or more processing 
devices cause the one or more processing devices to imple 
menta work order manager configured to access a work order 
referencing at least one application file. The work order man 
ager is configured to create, from the work order, one or more 
jobs associated with the application file. The work order 
manager is configured to distribute the jobs to one or more 
process level managers to be processed. The instructions, 
when executed by the one or more processing devices cause 
the one or more processing devices to implement a the one or 
more process level managers configured to process a job 
distributed to the process level manager by instantiating a 
sandbox environment. The process level manager is further 
configured to load the application file into the sandbox envi 
ronment. The instructions, when executed by the one or more 
processing devices cause the one or more processing devices 
to implement one or more sandbox environments configured 
to run the application file. The Sandbox environments are 
further configured to receive an initial memory buffer for use 
by the running application after the application file has begun 
running. 
0007 Implementations can include any, all, or none of the 
following features. The system further includes a metrics and 
accounting module configured to track, to generate a usage 
metric, usage of the processing devices and usage of the 
memory buffer for processing the jobs, the usage metric indi 
cating a usage not Substantially more than the usage of the 
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processing devices and usage of the memory buffer. The 
instructions, when executed by the one or more processing 
devices cause the one or more processing devices to imple 
ment a Supervisor configured to receive, from the running 
application file, a request to run a second application file; 
determine that the running application file has authorization 
to access the second application file; and permit the request 
Such that the second application file is run within a sandbox 
environment. The instructions, when executed by the one or 
more processing devices cause the one or more processing 
devices to implementa Supervisor configured to receive, from 
the running application file, a request to access a file; deter 
mine that the running application file does not have authori 
Zation to access the file; and deny the request Such that the 
running application file cannot access the file. The sandbox 
environments are further configured to receive a shell com 
mand from the running application; and perform actions 
specified by the shell command. The at least one application 
file includes a scripted module that has no binary compatibil 
ity with the Sandbox environment. Theat least one application 
file includes an interpreter configured to interpret the scripted 
module in the Sandbox environment. The at least one appli 
cation file includes a just-in-time compiler and another mod 
ule, the just-in-time compiler configured to compile and run 
the other module. The system is further configured to migrate 
a running application file to dedicated hardware that is 
reserved for completion of work orders. The work order man 
ager is under a first administrative control, the work order is 
received from a computer under a second administrative con 
trol, and an output of the work order is provided to a computer 
under a third administrative control. The first administrative 
control is controlled by the owner of the system, and where 
the third administrative control is controlled by a customer of 
a controller of the second administrative controller. 

0008. In general, one innovative aspect of the subject mat 
ter described in this specification can be embodied in methods 
that include the actions of accessing, by a sandboxing com 
puter system that includes a processing device, at least one 
application file; instantiating a sandbox environment, the 
sandbox environment not having allocated, when instanti 
ated, a memory buffer for use by a running application; run 
ning the application file in the sandbox environment; and 
allocating a memory buffer for use by the running application 
after the application has begun running. Other embodiments 
of this aspect include corresponding computer systems, appa 
ratus, and computer programs recorded on one or more com 
puter storage devices, each configured to perform the actions 
of the methods. A system of one or more computers can be 
configured to perform particular operations or actions by 
virtue of having Software, firmware, hardware, or a combina 
tion of them installed on the system that in operation causes or 
cause the system to perform the actions. One or more com 
puter programs can be configured to perform particular 
operations or actions by virtue of including instructions that, 
when executed by data processing apparatus, cause the appa 
ratus to perform the actions. 
0009 Implementations can include any, all, or none of the 
following features. The method includes tracking, to generate 
a usage metric, usage of the processing devices and usage of 
the memory buffer for processing the jobs, the usage metric 
indicating a usage not substantially more than the usage of the 
processing devices and usage of the memory buffer. The 
method further includes receiving, from the running applica 
tion file, a request to run a second application file; determin 
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ing that the running application file has authorization to 
access the second application file; and permitting the request 
Such that the second application file is run within a sandbox 
environment. The method further includes receiving, from 
the running application file, a request to access a file; deter 
mining that the running application file does not have autho 
rization to access the file; and denying the request Such that 
the running application file cannot access the file. The method 
further includes receiving a shell command from the running 
application; and performing actions specified by the shell 
command. The method further includes migrating a running 
application file to dedicated hardware that is reserved for 
completion of work orders. The sandboxing computer system 
is under a first administrative control, the at least one appli 
cation file is accessed from a computer under a second admin 
istrative control, and the client computer system is under a 
third administrative control. The third administrative control 
is controlled by a customer of a controller of the second 
administrative controller. 

0010. In general, one innovative aspect of the subject mat 
ter described in this specification can be embodied in methods 
that include the actions of accessing, by a sandboxing com 
puter system that includes a processing device, at least one 
application file that includes a scripted module that has no 
binary compatibility with a sandbox environment; accessing, 
by a sandboxing computer system, an interpreter configured 
to interpret the scripted module in the sandbox environment 
instantiating the sandbox environment; and interpreting the 
application file in the sandbox environment with the inter 
preter. Other embodiments of this aspect include correspond 
ing computer Systems, apparatus, and computer programs 
recorded on one or more computer storage devices, each 
configured to perform the actions of the methods. A system of 
one or more computers can be configured to perform particu 
lar operations or actions by virtue of having software, firm 
ware, hardware, or a combination of them installed on the 
system that in operation causes or cause the system to perform 
the actions. One or more computer programs can be config 
ured to perform particular operations or actions by virtue of 
including instructions that, when executed by data processing 
apparatus, cause the apparatus to perform the actions. 
0011. In general, one innovative aspect of the subject mat 
ter described in this specification can be embodied in methods 
that include accessing, by a sandboxing computer system that 
includes a processing device, at least one application file; 
accessing, by the Sandboxing computer system, a just-in-time 
compiler configured to compile and run the application file; 
instantiating a sandbox environment; and just-in-time com 
piling and running the application file in the sandbox envi 
ronment with the just-in-time compiler. Other embodiments 
of this aspect include corresponding computer systems, appa 
ratus, and computer programs recorded on one or more com 
puter storage devices, each configured to perform the actions 
of the methods. A system of one or more computers can be 
configured to perform particular operations or actions by 
virtue of having software, firmware, hardware, or a combina 
tion of them installed on the system that in operation causes or 
cause the system to perform the actions. One or more com 
puter programs can be configured to perform particular 
operations or actions by virtue of including instructions that, 
when executed by data processing apparatus, cause the appa 
ratus to perform the actions. 
0012. In general, one innovative aspect of the subject mat 
ter described in this specification can be embodied in methods 
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that include accessing, by a sandboxing computer system that 
includes a processing device, a first application file; instanti 
ating a first Sandbox environment in a first process; running 
the application file in the first sandbox environment in the first 
process; accessing, by the sandboxing computer system, a 
second application file; and running the second application 
file in a sandbox environment in the first. Other embodiments 
of this aspect include corresponding computer systems, appa 
ratus, and computer programs recorded on one or more com 
puter storage devices, each configured to perform the actions 
of the methods. A system of one or more computers can be 
configured to perform particular operations or actions by 
virtue of having Software, firmware, hardware, or a combina 
tion of them installed on the system that in operation causes or 
cause the system to perform the actions. One or more com 
puter programs can be configured to perform particular 
operations or actions by virtue of including instructions that, 
when executed by data processing apparatus, cause the appa 
ratus to perform the actions. 
0013 Implementations can include any, all, or none of the 
following features. The first application produces a command 
to run the second application file. Running the second appli 
cation file in a sandbox environment in the first process 
includes instantiating a second sandbox environment in the 
first process; and running the application file in the second 
sandbox environment in the first process. The first application 
file and the second application file are accessed from a first 
user, the method further including accessing, by a sandboxing 
computer system and from a second user, a third application 
file; instantiating a third sandbox environment in a second 
process; and running the third application file in the third 
sandbox in the second process. The first sandbox is an in 
process Sandbox. 
0014 Various implementations of the subject matter 
described here may provide one or more of the following 
advantages. In one or more implementations, server-side Vir 
tual clients can provide a secure and light-weight execution 
environment for untrusted code. The sandbox environments 
can Support efficient use of computing resources by dynami 
cally allocating memory buffers to hosted application and 
transferring running processes to dedicated hardware. The 
sandbox environments can facilitate useful tracking and 
accounting features such as fine-grain resource monitoring 
and second-party hosting Support. In-process sandbox envi 
ronments can host multiple third-party applications within 
one process, Supporting efficient use of resources and speed 
of execution due to decreased number of system calls. 
0015 The details of one or more implementations are set 
forth in the accompanying drawings and the description 
below. Other features and advantages will be apparent from 
the description and drawings, and from the claims. 

BRIEF DESCRIPTION OF DRAWINGS 

0016 FIGS. 1A and 1B are side and plan views of an 
example of a facility that serves as a data center. 
0017 FIG. 2 is a block diagram of an example system for 
receiving and distributing job to be processed using idle com 
puting resources. 
0018 FIG. 3 is a block diagram of an example cluster for 
processing jobs using idle computing resources. 
0019 FIG. 4A is a block diagram of an example system to 
execute untrusted code modules. 
0020 FIG. 4B is a block diagram of an example system for 
hosting workers in Sandbox environments. 
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0021 FIG. 5 is a block diagram of an example system for 
hosting an application. 

DETAILED DESCRIPTION 

0022 FIGS. 1A and 1B are side and plan views, respec 
tively, to illustrate an example of a facility 100 that serves as 
a data center. The facility 100 includes an enclosed space 110 
and can occupy essentially an entire building, such as a large 
and open warehouse or shed space, or be one or more rooms 
within a building. The enclosed space 110 is sufficiently large 
for installation of numerous (dozens or hundreds or thou 
sands of) racks of computer equipment, and thus could house 
hundreds, thousands or tens of thousands of computers. 
0023 Modules, e.g., cages 120, of rack-mounted comput 
ers are arranged in the space in rows 122 that are separated by 
access aisles 124 in the form of worker walkways. Each cage 
120 can include multiple racks 126, e.g., four to eight racks, 
and each rack includes multiple computers 128, e.g., trays. 
0024. The facility also includes a power grid 130, which, 
in this implementation, includes a plurality of power distri 
bution “lines' 132 that run parallel to the rows 122. Each 
power distribution line 132 includes regularly spaced power 
taps 134, e.g., outlets or receptacles. The power distribution 
lines 132 may be bus bars suspended on or from a ceiling of 
the facility. 
0025. Alternatively, bus bars could be replaced by groups 
of outlets that are independently wired back to a power Sup 
ply, e.g., elongated plug strips or receptacles connected to the 
power supply by electrical whips. As shown, each cage 120 
can be connected to an adjacent power tap 134, e.g., by power 
cabling 138. 
0026. A number of facilities may be owned by the same 
organization and may be geographically dispersed in differ 
ent geographic areas across one or more states, countries, 
and/or continents. The facilities may be communicably 
linked through a data network Such as the Internet, or via a 
private network Such as a fiber network owned by a company 
that operates the facility. Each facility such as facility 100 
may have a number of different features. For example, some 
facilities may have different hardware and software, operat 
ing costs, or usage profiles. In addition, each facility may 
exhibit a partial or total failure from time to time. The failures 
may be planned. Such as when part of a facility is taken 
off-line for upgrades or maintenance. The failures may also 
be unplanned, such as when a facility loses electrical power or 
is subject to a natural disaster. 
0027. In some implementations, a group of the computers 
or all of the computers in the facility 100 may be provisioned 
as a cluster. The entire cluster can be addressed with a single 
address and can share workload among the separate comput 
ers of the cluster. In some other cases, some of or all of the 
computers of the facility 100 may act as independent servers. 
In either case, each server or cluster can be used for similar 
purposes, and as Such, the following description will use 
clusters as the basis of example computer systems. However, 
it will be understood that independent servers, instead of 
clusters, may be used. 
0028 FIG. 2 is a block diagram of an example system 200 
for receiving and distributing jobs to be processed using idle 
computing resources. In some implementations, the system 
can be used to monetize underutilized central processing unit 
(CPU) cycles and other computational resources in a distrib 
uted computer hardware system. The jobs are in the form of 
defined computing tasks that may be assigned to particular 
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computers or processes in the system 200, and that may 
provide useful output to a requester. The discussion here 
focuses on the interaction of various components at different 
levels in the system, in processing a job. 
0029. In the system 200, a client can submit a work order 
containing application code 204 to a global-level manager 
206 for completion. The application code 204 can be execut 
able or interpretable code written by or for the client that 
generates some output that is of use or value to the client. The 
output may take any number of forms, including a graphical 
user interface (e.g. a graphic user interface for a hosted appli 
cation Such as a game or messaging client) and/or an output 
file (e.g. a file for a mathematical application that produces a 
calculation). Example application code 204 can include, but 
is not limited to, financial analysis code, primary research 
code and test data created by a university researcher, or a 
document editor. In some implementations, any code that can 
be hosted and run may be appropriate for use as the applica 
tion code 204. The application code 204 can be compiled with 
one or more frameworks or libraries that provide, for 
example, communication and distribution capabilities used 
for compatibility in the system 200. 
0030 The global-level manager 206 can receive the appli 
cation code 204. The global-level manager 206 can also 
facilitate the storage of the application code 204 in a central 
storage 208, either directly or by another system. The central 
storage 208 can serve the application code 204 to other com 
ponents of the system 200 as requested. The application code 
204 may include any necessary files such as data files, input 
files, or user settings. 
0031. The central storage 208 may contain, or be in com 
munication with, a virtual file system 218. The virtual file 
system 218 may provide, for example, flat or hierarchical data 
storage to elements within the system 200 as well as users of 
the system 200. As such, the application code 204, when run, 
as well as the client that uploaded the application code 204 
may access the virtual file system to read and write data. This 
virtual file system may be independent from any particular 
group of machines, and may, for example, represent the Stor 
age resources of many machines with a single unified inter 
face. The central storage 208 can include storage facilities 
that are located at a number of geographically-dispersed 
facilities 100. The application code 204 can be initially 
uploaded to a central storage facility that is geographically 
near the uploading client, and then can be replicated across a 
regional, national, or international domain. 
0032. The client can initiate a work order by issuing an 
execution request to the global-level manager 206. The 
execution request can include the file name of the application 
code 204 within the virtual file system. The execution request 
can also include information about how the application code 
204 should be run. For example, the client may include argu 
ments to be used when running the application code 204. 
0033. The system 200 can use a multi-tiered, such as a 
three-tiered, model for job distribution and completion. For 
example, a global-level manager 206, acting as the top tier, 
can distribute jobs from the work order to cluster-level man 
agers 210 in the second tier. The cluster-level managers 210 
can register with a global-level discovery service 214 to post 
their availability to accept jobs. Each cluster-level manager 
210 can further distribute the jobs to process-level manager 
212. The process-level manager 212 can register with a clus 
ter-level discovery service 216 that is associated with their 
cluster to post their availability to accept jobs. 
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0034. In some implementations, the cluster-level discov 
ery service 216 and the global-level discovery service 214 are 
services that are shared by other systems that are running on 
the same clusters and networks. The cluster-level discovery 
service 216 and the global-level discovery service 214 can be 
configured as database tables in databases shared by many 
systems. 
0035. In some implementations, responsibilities are 
assigned to the lowest tier possible. For example, the cluster 
level manager 210, not the global-level manager 206, can be 
responsible for distributing jobs to process-level manager 
212. Information about the completion of jobs (e.g., job, 
opportunistic termination, assignments) can be transmitted 
up to the global-level manager for, for example, global coor 
dination and reporting. 
0036. As the jobs run, they can access the virtual file 
system 218. For example, a particular job may access data 
files in the virtual file system 218, write output files to the 
virtual fie system 218, or use the virtual file system 218 for 
any other appropriate use. Each client may have an account 
with the virtual file system 218, and the system 200 may be 
configured Such that only jobs from that client may access 
data associated with that user. Alternatively, some clients may 
share data in the virtual file system, and the jobs may be 
permitted by the system 200 to access this shared data. 
0037 FIG. 3 is a block diagram of an example cluster 300 
for processing jobs using idle computing resources. The clus 
ter 300 is a group of computers or processes running on 
computers that can be treated together as a defined group, and 
may be on the order of hundreds orthousands of processors or 
processes. The cluster 300, in some implementations, can be 
defined in the facility 100. The cluster 300 can include one 
cluster-level manager 210, one machine-level manager 306 
and multiple process-level managers 212, with one process 
per process-level manager 212. The cluster 300 may be used 
in a facility 100 that has homogeneous or heterogeneous 
hardware. For example, the computers 128 may have differ 
ent arrangements of CPUs, available memory, etc., or the 
computers 128 may be collection of completely different 
computers sold by different vendors with different features. 
0038. The cluster-level manager 210 can be a long-run 
ning job that runs at production priority (i.e., a higher priority 
than the jobs to be distributed). The cluster-level manager 210 
can receive jobs from the global-level manager 206 and pass 
them to the machine-level manager 306 to assign those jobs to 
the individual process-level manager 212. The machine-level 
manager 306 can assign all jobs from the same client to the 
same process-level managers 212. By keeping all jobs from 
the same client within the same process, overhead for 
exchanging data between applications of the same client may 
be reduced. In some configurations, system calls for this type 
of data passage may be eliminated and the cluster 300 can 
provide a Zero-copy datagram interface to the applications of 
the same client. 
0039. The cluster-level manager 210 can share informa 
tion with the global-level manager 206. For example, the 
cluster-level manager 210 can record the job that is assigned 
to each process-level manager 212 and can monitor the 
progress of the job. 
0040. The machine-level manager 306 monitoring the 
usage of the hardware resources of the cluster 300. For 
example, when machine-level manager 306 determines that 
the current load of the hardware resources are too high, the 
machine-level manager 306 can report to the cluster-level 
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manager 210. In response, the cluster-level manager 210 can 
read the state of the hardware from the central storage 208 and 
may issue commands to migrate one or more jobs from one 
machine to another. 
0041. The process-level manager 212 can be a job running 
at a lower priority than the cluster-level manager 210, but at a 
higher priority level than the jobs to be distributed. The pro 
cess-level manager 212 can create and manage multiple in 
process Sandbox environments 302, each sandbox environ 
ment 302 hosting a worker 304 created from the application 
code 204 to complete an assigned work assignment. The 
worker 304 processes the job and reports the results to the 
process-level manager 212. In some cases, some sandbox 
environments 302 can host multiple workers. 
0042. In some implementations, the worker 304 can 
access the virtual file system 218 to access data needed to 
process the jobs. To access the virtual file system 218, the jobs 
can send a request to the process level manager 212. The 
request is then forwarded to the central storage 208, and then 
to the virtual file system 218. The worker 304 may store or 
otherwise interact with data from the virtual file system 218 
using a similar request. The virtual file system 218 may use 
Some of the resources of the cluster (e.g., local disk caches 
and random access memory) for temporary data storage. 
Examples of functions of the virtual file system 218 that may 
be used by the worker 304 include, but are not limited to, 
open, read, write, close, and seek. Some of these functions 
may be restricted, for example, based on files used in the 
operation. 
0043. In some implementations, the number of process 
level managers 212 in a cluster 300 may be constant. For 
example, each and every computer 128, or a constant Subset 
of the computers 128, may have a set number of process-level 
managers 212. Alternatively, the number of process-level 
manager 212 in the cluster 300 can vary according to, for 
example, the load of jobs received by the cluster-level man 
ager 210. In this case, the machine-level manager 306 can 
launch and destroy process-level manager 212 (which runs as 
software processes) as needed. The workers 304 associated 
with a particular process-level manager 212 may be from the 
same customer or client, and may use Some of the same data 
from the virtual file system 218. 
0044 FIG. 4A is a block diagram of an example system 
400 to execute untrusted code modules, such as the applica 
tion code 204. The described techniques can be used to: 
execute and/or extend untrusted Stand-alone applications in a 
cluster or server environment; allow user enhancement of 
specialized environments such as game consoles, where 
allowing users to extend application functionality in a pro 
tected (but high-performance) manner may be desirable; 
safely execute email attachments; and enhancescripting envi 
ronments by safely using native code to speed up critical 
and/or compute-intensive code sections. 
0045. In the description that follows, the system 200 and 
the cluster 300 are being used as the basis of an example. 
However, other systems or groups of systems may use sand 
box environments. For one Such other system, see the system 
500 with respect to FIG. 5 below. It will be understood that a 
sandbox environment can be created by any suitable com 
puter system capable of hosting applications or other soft 
Wa. 

0046 When the process-level manager 212 receives a 
request to run application code 204 from the virtual file sys 
tem 218, the application code 204 can validated by validator 
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212 as it is loaded into a sandbox environment 404. If vali 
dator 212 determines that the application code 204 is not 
compliant with a set of validation rules, the validator can 
reject the application code 204 Such that the application code 
204 is not executed. Otherwise, if the application code 204 
passes validation, the system 400 can treat the application 
code 204 as safe to execute in the sandbox environment 404. 

0047. During execution, sandbox environment 404 pro 
vides a limited interface 406 between the application code 
204 and other software entities and hardware resources. The 
interface 406 moderates all external requests made by the 
application code 204 as well as the way in which these 
requests are made. 
0048. The sandbox environment 404 can dynamically 
allocate resources to the application code 204, for example on 
a per-need basis. For example, when the application code 204 
is loaded, the Sandbox environment 404 may not allocate, or 
have allocated, a memory buffer 408 for running the applica 
tion code 204 or for use by the application code 204. In this 
example, the memory buffer 408 can be allocated by the 
process-level manager 212 when the memory buffer 408 is. 
The process-level manager 212 can, before allocating the 
memory buffer 408, determine that there is available system 
memory on the machine hosting the sandbox environment 
404. If system memory is available, the process-level man 
ager 212 can request memory from the machine-level man 
ager 306. If the machine-level manager 306 is able to allocate 
the memory, the process-level manager 212 can allocate the 
memory to the sandbox environment 404. If the machine 
level manager 306 is unable to allocate the memory, the 
process level manager 212 can report to the cluster-level 
manager 210. The cluster-level manager 210 can migrate the 
application code 204 to a machine without enough free 
resources to run the application code 204 with the requested 
memory. 

0049. Once allocated, the memory buffer 408 may be 
resized. For example, the process-level manager 212 may 
increase or decrease the size of the memory buffer 408 as the 
size needed by the application code 204 changes. In some 
implementations, a dynamic memory buffer 408 may contrib 
ute to a more efficient system 400 than a static memory buffer 
would. For example, by allocating only as needed, unused 
memory may be freed from one sandbox environment 404 
and allocated to another sandbox environment 404. In another 
example, fine-grain accounting techniques can use the size of 
the memory buffer to determine a customer usage such that 
the customer is only billed for memory space actually used. 
0050. In some implementations, the system allows safe 
execution of the application code 204 in the form of an x86 
binary code module in the cluster 300, thereby enabling the 
application code 204 to serve as an application component 
that can achieve native performance but is structurally con 
strained from accessing many of the components of the clus 
ter 300. Although the following description uses the Intel x86 
processor architecture, the techniques described are not lim 
ited to this architecture, and can be applied to a wide range of 
processor and/or hardware architectures (e.g., the PowerPC 
and ARM architectures). 
0051. In addition to, or as an alternative to, binary code 
modules, the application code 204 can also include Scripted 
code modules. Examples of script languages that may be used 
to create scripted code module include, but are not limited to, 
PHP, Python, and Ruby. These scripted modules can be inter 
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preted by the sandbox environment 404 or by an interpreter in 
the sandbox environment 404 (not shown). 
0.052 The scripted modules may have no binary compat 
ibility with the sandbox environment 404. Many scripting 
languages are cross-platform or platform-agnostic and can be 
used in any environment that includes a valid interpreter. 
Although a scripted module may not need to have binary 
compatibility with the sandbox environment 404, it may need 
to include, or have access to, libraries and or functions speci 
fied by the sandbox environment 404. The example compila 
tion chains discussed below describe some of these libraries 
and functions. 
0053 Some application code 204 can include both native 
binary and Scripted modules. These modules may work 
together to accomplish a single goal, with functionality in 
either the native binary or Scripted modules according to the 
choices of the designers of the application code 204. One 
example of such a configuration is when the designer wishes 
to use a commercial off-the-shelf (COTS) native binary 
library, e.g., a C++ math library, with a custom developed 
Scripted module, e.g., a Python application that requires com 
plex calculations. 
0054 Another such configuration is when the native 
binary module is an interpreter for the scripted module. In this 
case, the interpreter performs, within the Sandbox environ 
ment 404, the instructions of the scripted module. This con 
figuration may support, for example, development and use of 
Scripted modules of any arbitrary Scripting language with 
little or no modification to the sandbox environment 404 on a 
language by language basis. 
0055 Similarly, the native binary module may be a just 
in-timer (JIT) compiler for the scripted module. In this sce 
nario, the JIT compiler can compile and run the instructions 
of the Scripted module. In addition to supporting development 
of Scripted modules of any arbitrary Scripting language, the 
use of a JIT compiler can support a number of benefits that are 
common to JIT compilation including, but not limited to, late 
binding of data types and more efficient execution than tra 
ditional interpretation. 
0056. In certain embodiments, systems can provide the 
following features: 

0057 Protection: Untrusted modules cannot have 
unwanted side effects on a host process or any other part 
of the system, including other untrusted modules. Fur 
thermore, untrusted modules cannot communicate 
directly with the network. The system prevents 
untrusted modules from making system calls, thereby 
preventing Such untrusted modules from using such sys 
tem calls to exploit system vulnerabilities by directly 
creating or modifying files in the file system, starting 
processes, engaging in clandestine network communi 
cations, etc. The untrusted module relies entirely on the 
secure runtime environment for access data services, 
with the secure runtime environment taking full respon 
sibility for the safety of the services provided. 

0.058 Privacy: The system ensures that untrusted mod 
ules cannot read or write data to which they have not 
been explicitly granted access. By loading each module 
into different sandbox environments, the system can 
prevent a module in one sandbox environment from 
accessing data in another sandbox environment. There 
fore, data and modules of one user are inaccessible to 
modules of another user, even if both modules are run 
ning on the same hardware. 
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0059 Operating System Portability: The system allows 
untrusted modules to be executed on any operating sys 
tem that Supports the secure runtime environment (e.g., 
for the x86 architecture, untrusted modules could be 
supported in the WINDOWS, MACOS, and LINUX 
operating systems. 

0060 Multi-threading: Untrusted modules may be 
multi-threaded. 

0061 System Implementation and Performance: The 
system is optimized to need only a small trusted code 
base, thereby facilitating portability, security audits, and 
validation. The system provides performance for com 
pute intensive modules that is comparable to unpro 
tected native code 

0062 Ease of Module Implementation: External devel 
opers can easily write and debug modules to be executed 
in the system using familiar tools and programming 
techniques. 

0063 Processor portability: The application code 204 
may be in a portable format (e.g., a processor-agnostic 
bytecode). The portable format application code 204 
may be translated to the processor architecture used in 
the sandbox environment 404, passed to the validator 
402, and executed. Operations on running application 
code 204 Such as Suspend, resume, and migrate may be 
available across the machines with the same processor 
architecture. 

0064. Note that the described system may simultaneously 
address both performance and portability issues while elimi 
nating security risks, thereby allowing developers to use por 
table, untrusted native-code modules in their applications 
without requiring application users to risk the security of their 
devices and/or data. 
0065. In some implementations, the system includes: a 
modified compilation chain that includes a modified com 
piler, assembler, and linker that are used to generate safe, 
compliant executable program binaries; a loader/validator 
402 that loads the module into memory and confirms that the 
untrusted module is compliant with a set of code- and control 
flow integrity requirements; and a runtime environment that 
provides data integrity and moderates both the module’s abil 
ity to access resources and how the module accesses Such 
resources. The compilation and validation processes ensure 
that unwanted side effects and communications are disabled 
for the untrusted module, while the secure runtime environ 
ment provides a moderated facility through which a limited 
set of desirable communications and resource accesses can 
safely occur. These components are described in more detail 
in the following sections. 
0.066. In some implementations, complementary compila 
tion and validation processes ensure that only safe native code 
modules are created and loaded into the system. The compi 
lation process involves using a compiler, an assembler, and a 
linker which work together to generate a system-compliant 
binary native code module. The validator 402 loads this native 
code module into memory, and confirms that the native code 
module is indeed system compliant. Note that validating the 
compiled module at load time (as the last action prior to 
execution) allows the system to use (but not trust) the output 
of the compiler. Such validation can also detect any malicious 
actions that attempt to compromise the safety of the native 
code module between compilation and execution. 
0067. Note that the system can use a combination of com 
piler-based techniques and static binary analysis (e.g., analy 
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sis of assembly code during validation) to achieve safety with 
lower execution overhead than dynamically analyzing and 
rewriting executable code at runtime (as is commonly done in 
Some conventional virtual machine environments). Addition 
ally, static binary analysis facilitates implementing the vali 
dator 402 and runtime environment in a small trusted code 
base, thereby facilitating security verification for the code 
base and reducing the likelihood of bugs and/or vulnerabili 
ties. In some embodiments, however, the system may also use 
dynamic analysis and code-rewriting techniques. 
0068. In some implementations, creating a system com 
pliant native code module involves following a set of restric 
tions and/or policies that preserve the integrity and security of 
code, control flow, and data. Preserving code integrity 
involves ensuring that only 'safe' instructions can be 
executed by the native code module, and that no unsafe 
instructions can be inserted at runtime using dynamic code 
generation or self-modifying code. Restricting the instruction 
set which is available to the native code module also can help 
to make decoding the native code module (during validation) 
more reliable. Preserving control flow integrity involves 
ensuring that control flow instructions in the native code 
module cannot violate security by calling instructions outside 
of the native code module. Preserving data integrity involves 
ensuring that a native code module cannot perform “wild 
reads” or “wild writes” (e.g., reads or writes outside of a 
specified data region associated with the native code module). 
0069. In some implementations, the validator 402 helps to 
achieve code, control-flow, and data integrity for an x86 
native code module in part by ensuring that a set of “unsafe 
instructions from the x86 ISA (instruction set architecture) 
are not included in a native code module. For instance, the 
validator 402 may disallow the use of the following instruc 
tions and/or features in a native code module: 

0070 the syscall (system call) and int (interrupt) 
instructions, which attempt to directly invoke the oper 
ating System; 

0071 all instructions that modify x86 segment state 
(including LDS, far calls, etc.), because these instruc 
tions interfere with the memory segments that are used 
to enforce data integrity (see the segmented memory 
description below); 

0.072 the rdtsc (read time stamp counter) and rdmsr 
(read from model specific register) instructions, as well 
as other hardware performance instructions and/or fea 
tures which may be used by a native code module to 
mount side channel attacks (e.g., by covertly leaking 
sensitive information); 

0.073 various complex addressing modes that compli 
cate the verification of control flow integrity; 

0.074 the ret (return) instruction, which determines a 
return address from a stacklocation, and is replaced with 
a sequence of instructions that use a register specified 
destination instead (and hence is not Vulnerable to a race 
condition that allows the stack location to be used as a 
destination by a first thread to be overwritten mali 
ciously (or erroneously) by a second threadjust prior to 
the execution of the return instruction); and 

0075 some aspects of exception and signal functional 
ity—for instance, while the system may support C++ 
exceptions (as defined in the C++ language specifica 
tion), the system may not support hardware exceptions 
(such as divide-by-zero or invalid memory reference 
exceptions) due to operating system limitations, and 
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may terminate execution of an untrusted native code 
module when faced with such a hardware exception. 

0076 Furthermore, to provide effective code discovery 
and control integrity, the system also restricts a set of control 
transfer instructions. Specifically, unmodified indirect con 
trol flow instructions that can transfer execution to arbitrary 
locations in memory need to be modified to guarantee that all 
indirect control flow targets are in memory regions that are 
valid for the native code module. Some implementations can 
limit indirect control flow instructions by: (1) not allowing 
return, far call, and farjump instructions, (2) ensuring that call 
and jump (imp) instructions only use relative addressing and 
are encoded in a sequence of instructions such that the control 
flow remains within the native code module; (3) ensuring that 
register indirect call and jump instructions are encoded in a 
sequence of instructions such that the control flow remains 
within the native code module and targets valid instruction 
addresses within the module; and (4) not allowing other indi 
rect calls and jumps. 
0077 FIG. 4B is a block diagram of an example system 
450 for hosting workers in sandbox environments. In some 
implementations, the system 450 can be used to ensure that 
each worker in the system. 450 is able to execute separately 
with access limited to only appropriate input and output files. 
0078 Cluster hardware 452 includes any hardware, such 
as the facility 100 used to create the cluster 300. A cluster 
operating system 454 is the operating system and Support 
systems that, among other tasks, facilitate communication 
between cluster-level entities 456. The cluster-level entities 
456 include the cluster-level manager 210, the process-level 
manager 212, the cluster cache 308, the virtual file system 
218, and any other cluster entity that communicates relatively 
freely inside or with the cluster 300. It will be understood that 
communications between cluster-level systems 460 may be 
Subject to a range of security restrictions, encryption, logging, 
etc. It will be further understood that other, non-cluster, com 
puter-systems (e.g., single servers) create Sandbox environ 
ments to host workers. 

0079. The workers 460 execute in sandbox environments 
404 and are subject to tight control on available input 462 and 
output 464. Example of the input 462 and output 464 include, 
but are not limited to, reading and writing to the virtual file 
system 218. The sandbox environments 404 are created by the 
process-level manager 212 and provide execution space and 
limited communications functionality to the workers 460. 
The workers 460 are instances of executing processes created 
by the application code 204 supplied by the customers of the 
system 200. In some implementations, the sandbox environ 
ments 404 are light weight computational structures that 
require less resource overhead than, for example, virtual 
machines. Virtual machines, unlike a sandbox environment, 
emulate physical computer hardware or a full physical 
machine. Virtual machines often also instantiate a full or 
partial operating system, which the sandbox environments 
404 need not do. Additionally, virtual machines often provide 
full, or nearly full, system APIs to hosted applications where 
sandbox environments may provide limited versions APIs 
that do not support all functions of the API. 
0080. The sandbox environments 404 can provide ser 
vices to the workers 406. These services can include system 
calls or functions that can be accessed, for example, as remote 
procedure calls (RPCs) by the workers 406. In some cases, the 
sandbox environments 404 can provide a shell interface to the 
workers 406 for accessing the services. Shells, as used here, 
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include interfaces and wrappers to services. The shells often, 
but do not always, have a text-based language of commands. 
The shells can receive these commands and perform, or cause 
another component to perform, the action specified by the 
commands. Example shells that may be provided by the sand 
box environments 404 include, but are not limited to, the Bash 
Shell and the Secure Shell (SSH). 
I0081. One service that can be provided by the sandbox 
environments 404 to the workers 406 is dynamic memory 
allocation. In some cases, the workers 404 can use RPCs to 
the process-level manager 212 to allocate memory space for 
storing data. Additionally or alternatively, the sandbox envi 
ronments 404 can monitor the memory usage of each worker 
406 and free memory that is not being used. 
I0082 Another service that can be provided by the sandbox 
environments 404 is process migration. In some cases, the 
system. 450 may include dedicated hardware 468. This dedi 
cated hardware 468 may be computational resources (e.g. 
processors and memory) set aside specifically for the purpose 
of running workers 460. For example, if the workers 460 are 
normally run using spare resources of the cluster hardware 
452. Some workers may run slower than they are designed or 
permitted to when the load of the cluster hardware 452 rises. 
In this scenario, a sandbox environment 404 hosting a late 
running worker 464 can migrate one or more processes of the 
sandbox environment 404 and/or worker 464 to the dedicated 
hardware in order to speed up the running of the worker 460. 
In some implementations, this migration, as well as, for 
example, Suspend and resume features, are made possible due 
to the fact that the workers 460 are isolated from the cluster 
operating system 454. 
I0083. The input 462 and output 464 channels available to 
the workers 460 can be limited to basic file operations and 
socket functionality to allow the workers 460 to access the 
data in the virtual file system 218. In some implementations, 
the file access interface can be a subset of the UNIX file API, 
and the Socket API can be the UNIX Socket API. The Subset of 
the UNIX file API can be limited to only the OPEN, READ, 
WRITE, and CLOSE functions. 
I0084. To the workers 460, the input 462 and output 464 are 
presented as oriented communication channels that permit 
the transmission of for example, structured, serialized data. 
I0085 That is, input 462 is only for receiving data and 
output 464 is only for sending data. The structure of the data 
required by the sandbox environments 404 can be specified in 
one or more frameworks that are required for compiling the 
input file 202. 
I0086 Input 462 and output 464 between the cluster oper 
ating system 454 and thus any cluster-level system 456 or 
system in communication with the cluster operating system 
454—and the Sandbox environment pass through a Supervi 
sor 466. The supervisor 466 can perform policy checking and 
other security functions to ensure that the workers 460 only 
have access to read the and write to permitted directories 
within the virtual file system 218. For example, any read call 
specifying a memory value or name space not in the associ 
ated user's directory in the virtual file system 218 can be 
denied. In some implementations, some or all of the reads and 
writes to the virtual file system 218 passing through the super 
visor 466 are RPCs made by the workers 406 to the sandbox 
environments 404 that pass through the supervisor 466 to the 
cluster operating system 454. 
I0087. The sandbox environments 440, the Supervisor 466, 
and the cluster operating system 454 can all share the same 
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file descriptors and namespace for a user's data in the virtual 
file system 218. The sandbox environment 404 can provide 
the file descriptors to the worker 460 upon request. As such, 
the only source for valid file descriptors available to the 
worker 460 may be the sandbox environment 404. In some 
implementations, the worker 460 can request many input or 
output file descriptors when it begins processing a job, 
append data to the end of the output files, and then close the 
files before terminating. The use of sandbox environments for 
sandboxing as opposed to, for example, virtual machines, 
permits use of worker 460 that have been designed and pro 
grammed using imperative algorithms. Once the file descrip 
tors is provided to the worker 460, the worker 460 can actively 
request the file if and when it is needed, it does not need to 
wait to request the file. 
0088. In some examples, the worker 1460a and the worker 
2 460b may be created from application code 204 from two 
different clients. In such a case, the worker 1460a and the 
worker 2460b are unable to access the same data in the virtual 
file system 218 each is restricted to only the data in the 
virtual file system 218 supplied by the same client for the 
same work order. In some other examples, the worker 1460a 
and the worker 2460b may be associated with the same client 
and the same work order. In this case, both the worker 1460a 
and the worker 2460b may be able to access at least some of 
the same data in the virtual file system 218. 
0089. The workers 460 may also be permitted to access 

files that are included in the application code 204. Some of 
these files may include data files, e.g., Small text files holding 
configuration information. Other files may be scripted mod 
ules or native binary modules. These modules may not be at 
the normal entry point for the application code 204 and thus 
may not necessarily be run when the worker 460 is created. 
0090. For example, an application code 204 may include 
two modules. The first module, which is the entry point of the 
application code, is run to create the worker 462b. At some 
point, the worker 462b may access the second module and 
create a worker 3 460c. The sandbox environment 2404b may 
permit this access request, for example, because the second 
module was received in the same application code 204 as the 
first module. 

0.091 To start the second module, the worker 462b can 
issue an exec request that specifies the path of the second 
module in the virtual file system 218, as well as, for example, 
any execution arguments that are needed. In response, the 
process-level manager 212 can read the second module, pass 
the second module through the validator 402, and start the 
worker 462c in the same sandbox environment 404 and, by 
extension, the same process. The worker 462c may inherit 
virtual file handles opened by the worker 462b, allowing the 
workers 462b and 462c to communicate with each other. This 
communication may be facilitated by the process-level man 
ager without the use of system calls using, for example, a pipe 
between the workers 462b and 462c 
0092. In some implementations, the policy checking that 
the supervisor 466 performs can be specified by or performed 
by a third party (or a software system provided by a third 
party). For example, a third-party regulatory or trusted com 
puting authority may be entrusted with creating or adding to 
the functionality of the supervisor 466 in order to provide 
extra assurance to customers or ensure compliance with legal 
requirements. Additionally or alternatively, the customer that 
supplied the application code 204 used to create the worker 
460 may add to or specify the behavior of the supervisor 466. 
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(0093 FIG. 5 is a block diagram of an example system 500 
for hosting an application. In this example, a web hosting 
company is contracting with a sandbox environment hosting 
company to provide customers with a hybrid web and sand 
box environment hosting package. Although the web hosting 
and sandbox environment hosting companies are separate in 
this example, it will be understood that other arrangements 
are possible, including a single company offering both web 
hosting and Sandbox environment hosting directly. 
0094. Additionally, in this example an application devel 
oper has developed an application primarily for customers, 
not for themselves. It will be understood that in some cases, 
the application developer may be the primary audience for the 
application. For example, a researcher may develop an appli 
cation to solve some problem that the researcher is interested 
in. In this case, the researcher is both the designer of the code 
and the primary user. 
(0095. In the system 500, the web hosting service hosts an 
application website 502 for the application developer. The 
application website 502 is a collection of HTML and similar 
web pages that can include, for example, a link to the appli 
cation 504, user forums, how-to's, tutorials, and documenta 
tion for the application. 
0096. The web hosting service can host the application 
website 502 on one or more hosting service servers 506. The 
hosting service servers 506 may by physical or virtual servers 
located in one or more datacenters that are under administra 
tive control of the web hosting service. Administrative con 
trol, as used here, includes permissions and/or abilities to set 
or change the settings of a computer device, to provision the 
resources of a computer device to a particular task, or to 
otherwise control the overall behavior of the computer 
device. In addition to hosting the application website 502, the 
hosting service servers 506 may also provide, for example, 
backup data storage, email services, and other appropriate 
services for the application developer. 
0097. The hosted application 508, however, may not nec 
essarily be hosted by the hosting service server 506. In this 
example, the hosted application 508 is hosted in a sandbox 
environment 510 in an application server 512. The applica 
tion server 512 is one or more servers owned by, and under 
administrative control of a sandbox environment service pro 
vider. The application server 512 may contain many different 
sandbox environments, each sandbox environment contain 
ing one or more hosted applications from different applica 
tion developers. 
0098. A user device 514, which is under the administrative 
control of a user that is a customer of the application devel 
oper, can access the application website 502 and the hosted 
application 508. The user device 514 may be any computing 
device capable of rendering a hosted application. Example 
user devices include, but are not limited to, desktop comput 
ers, mobile devices, tablet computers, televisions, and gam 
ing consoles. The user may, for example, need to provide 
authentication to the application website 502 and/or the 
hosted application 508 before use. To the user, the hosted 
application 508 may provide data to render the application, 
e.g., an application graphical user interface, on the user com 
puter 514 as part of the application website 502, providing the 
user with a coherent experience. 
0099. A sandbox environment metrics and accounting 
server 516 can track the usage of computing resources that are 
used to host and serve the hosted application 508 to the user 
computer 514 and other user computers (not shown). The 
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computing resources include, but are not limited to, memory, 
processor, network, and disk use. These metrics may be used 
to determine a bill 518 to the web hosting service in exchange 
for hosting the hosted application 508. 
0100. One technique for usage tracking and accounting 
that the sandbox environment metrics and accounting server 
516 can use is called block accounting. Block accounting 
involves allocating so-called “blocks' to resource usage. For 
example, if the hosted application 508 uses a processor for a 
length of time up to an hour, the hosted application 508 can be 
assigned that processor for a block of one hour and the bill can 
include a charge for the use of one processor-hour. Similar 
blocks can be used for other resources Such as memory 
blocked by time and/or amount of memory, data transfers, and 
disk usage. 
0101 Alternatively, the sandbox environment metrics and 
accounting server 516 can use fine-grain accounting. Fine 
grain accounting involves measuring and accounting actual 
resource usage. In the example of a hosted application 508 
using a processor for a length of time up to an hour, the hosted 
application 508 is assigned that processor only for the length 
of time used and the bill can include a charge for the usage of 
a partial processor-hour. Similarly, actual usage of other 
resources can be tracked and billed. A hosted application 
using a memory buffer of 1 gigabyte for 1 hour and 2 
gigabytes for 0.75 hours can be billed 2.5 gigabyte-hours. It 
will be understood that a certain amount of rounding or trun 
cating is permitted in fine-grain accounting. For example, a 
bill may be rounded to the nearest dollar or cent, or the use of 
a resource may be rounded to the nearest second or micro 
second. In general, most usages of a resource—e.g., hours— 
will be greater than the amount rounded—e.g., minutes. In 
Some cases, the sandbox environment metrics and accounting 
server 516 can use block accounting for some resources and 
fine-grain accounting for other resources. 
0102 The sandbox environment metrics and accounting 
server 516 can generate an application hosting bill 518 and 
transmit the bill 518 to a hosting service metrics and account 
ing server 520. It will be understood that, in addition to 
directly sending a bill to a server, other methods of transfer 
ring a bill are possible. For example, the sandbox environ 
ment and metrics accounting 516 can send the bill 518 to a 
bank or other financial intermediary of the hosting service. 
0103) The hosting service metrics and accounting server 
520 can create a bill 522 with charges for both application 
hosting and website hosting. The hosting charges may 
include a line-item charge that specifically identifies the 
charge of the application hosting bill 518, or the charges of the 
application hosting bill 518 may be incorporated into abundle 
with the website hosting charges. 
0104. The hosting service metrics and accounting server 
520 may incorporate the information in the application host 
ing bill 518 into the bill 522 for the application developer. 
This bill 522 can include all charges for hosting both the 
application website 502 by the hosting service server 506 and 
for hosting the hosted application 508 by the application 
server 512. The hosting service metrics and accounting server 
520 may track and bill usage of the hosting service server 506 
in essentially any of the same ways that the Sandbox environ 
ment metrics and accounting server 516 tracks the usage of 
the application server 512. 
0105. An application developer user accounts server 524 
can generate a subscription bill 526 for user access to the 
application website 502 and/or the hosted application 508. 
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The bill 526 may or may not include individual or bundled 
charges for access the hosted application 508 and the appli 
cation website 502. For example, if the bills 518 and 520 
include information about individual user charges, or if the 
application website 502 and/or the hosted application 508 
record information about user activity, the bill 526 may 
include charges based on the user's use. In other implemen 
tations, the user may be charged a flat fee bill. 
0106 Some features described can be implemented in 
digital electronic circuitry, or in computer hardware, firm 
ware, software, or in combinations of them. The apparatus 
can be implemented in a computer program product tangibly 
embodied in an information carrier, e.g., in a machine-read 
able storage device, for execution by a programmable proces 
Sor, and method steps can be performed by a programmable 
processor executing a program of instructions to perform 
functions of the described implementations by operating on 
input data and generating output. The described features can 
be implemented advantageously in one or more computer 
programs that are executable on a programmable system 
including at least one programmable processor coupled to 
receive data and instructions from, and to transmit data and 
instructions to, a data storage system, at least one input 
device, and at least one output device. A computer program is 
a set of instructions that can be used, directly or indirectly, in 
a computer to perform a certain activity or bring about a 
certain result. A computer program can be written in any form 
of programming language, including compiled or interpreted 
languages, and it can be deployed in any form, including as a 
stand-alone program or as a module, component, Subroutine, 
or other unit Suitable for use in a computing environment. 
0107 Suitable processors for the execution of a program 
of instructions include, by way of example, both general and 
special purpose microprocessors, and the Sole processor or 
one of multiple processors of any kind of computer. Gener 
ally, a processor will receive instructions and data from a 
read-only memory or a random access memory or both. The 
essential elements of a computer area processor for executing 
instructions and one or more memories for storing instruc 
tions and data. Generally, a computer will also include, or be 
operatively coupled to communicate with, one or more mass 
storage devices for storing data files; Such devices include 
magnetic disks, such as internal hard disks and removable 
disks; magneto-optical disks; and optical disks. Storage 
devices Suitable for tangibly embodying computer program 
instructions and data include all forms of non-volatile 
memory, including by way of example semiconductor 
memory devices, such as EPROM (erasable programmable 
read-only memory), EEPROM (electrically erasable pro 
grammable read-only memory), and flash memory devices; 
magnetic disks such as internal hard disks and removable 
disks; magneto-optical disks; and CD-ROM (compact disc 
read-only memory) and DVD-ROM (digital versatile disc 
read-only memory) disks. The processor and the memory can 
be supplemented by, or incorporated in, ASICs (application 
specific integrated circuits). 
0108. To provide for interaction with a user, some features 
can be implemented on a computer having a display device 
such as a CRT (cathode ray tube) or LCD (liquid crystal 
display) monitor for displaying information to the user and a 
keyboard and a pointing device Such as a mouse or a trackball 
by which the user can provide input to the computer. 
0109 Some features can be implemented in a computer 
system that includes a back-end component, such as a data 
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server, or that includes a middleware component, such as an 
application server or an Internet server, or that includes a 
front-end component, such as a client computer having a 
graphical user interface or an Internet browser, or any com 
bination of them. 
0110. The components of the system can be connected by 
any form or medium of digital data communication Such as a 
communication network. Examples of communication net 
works include, e.g., a LAN (local area network), a WAN 
(wide area network), and the computers and networks form 
ing the Internet. 
0111. The computer system can include clients and serv 

ers. A client and server are generally remote from each other 
and typically interact through a network, Such as the 
described one. The relationship of client and server arises by 
virtue of computer programs running on the respective com 
puters and having a client-server relationship to each other. 
0112 Although a few implementations have been 
described in detail above, other modifications are possible. 
For example, while a client application is described as access 
ing the delegate(s), in other implementations the delegate(s) 
may be employed by other applications implemented by one 
or more processors, such as an application executing on one 
or more servers. In addition, the logic flows depicted in the 
figures do not require the particular order shown, or sequen 
tial order, to achieve desirable results. In addition, other 
actions may be provided, or actions may be eliminated, from 
the described flows, and other components may be added to, 
or removed from, the described systems. Accordingly, other 
implementations are within the scope of the following claims. 
What is claimed is: 
1. A system comprising: 
one or more processing devices; 
one or more storage devices storing instructions that, when 

executed by the one or more processing devices cause 
the one or more processing devices to implement: 
a work order manager configured to: 

access a work order referencing at least one applica 
tion file; 

create, from the work order, one or more jobs associ 
ated with the application file; and 

distribute the jobs to one or more process level man 
agers to be processed; and 

the one or more process level managers configured to: 
process a job distributed to the process level manager 
by instantiating a sandbox environment; 

load the application file into the sandbox environ 
ment; and 

one or more sandbox environments configured to; 
run the application file; and 
receive an initial memory buffer for use by the run 

ning application after the application file has begun 
running. 

2. The system of claim 1, wherein the system further com 
prises a metrics and accounting module configured to: 

track, to generate a usage metric, usage of the processing 
devices and usage of the memory buffer for processing 
the jobs, the usage metric indicating a usage not Substan 
tially more than the usage of the processing devices and 
usage of the memory buffer. 

3. The system of claim 1, wherein the instructions, when 
executed by the one or more processing devices cause the one 
or more processing devices to implement a Supervisor con 
figured to: 
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receive, from the running application file, a request to run 
a second application file; 

determine that the running application file has authoriza 
tion to access the second application file; and 

permit the request Such that the second application file is 
run within a sandbox environment. 

4. The system of claim I, wherein the instructions, when 
executed by the one or more processing devices cause the one 
or more processing devices to implement a Supervisor con 
figured to: 

receive, from the running application file, a request to 
access a file; 

determine that the running application file does not have 
authorization to access the file; and 

deny the request Such that the running application file 
cannot access the file. 

5. The system of claim 1, wherein the sandbox environ 
ments are further configured to: 

receive a shell command from the running application; and 
perform actions specified by the shell command. 
6. The system of claim 1, wherein the at least one applica 

tion file includes a scripted module that has no binary com 
patibility with the sandbox environment. 

7. The system of claim 6, wherein the at least one applica 
tion file includes an interpreter configured to interpret the 
Scripted module in the Sandbox environment. 

8. The system of claim 1, wherein the at least one applica 
tion file includes a just-in-time compiler and another module, 
the just-in-time compiler configured to compile and run the 
other module. 

9. The system of claim I, wherein the system is further 
configured to migrate a running application file to dedicated 
hardware that is reserved for completion of work orders. 

10. The system of claim 1, wherein the work order manager 
is under a first administrative control, the work order is 
received from a computer under a second administrative con 
trol, and an output of the work order is provided to a computer 
under a third administrative control. 

11. The system of claim 10, wherein the first administrative 
control is controlled by the owner of the system, and where 
the third administrative control is controlled by a customer of 
a controller of the second administrative controller. 

12. A method comprising: 
accessing, by a sandboxing computer system that includes 

a processing device, at least one application file; 
instantiating a sandbox environment, the sandbox environ 

ment not having allocated, when instantiated, a memory 
buffer for use by a running application; 

running the application file in the Sandbox; and 
allocating a memory buffer for use by the running applica 

tion after the application has begun running. 
13. The method of claim 12, the method further comprises 

tracking, to generate a usage metric, usage of the processing 
devices and usage of the memory buffer for processing the 
jobs, the usage metric indicating a usage not substantially 
more than the usage of the processing devices and usage of 
the memory buffer. 

14. The method of claim 12, wherein the method further 
comprises: 

receiving, from the running application file, a request to run 
a second application file; 

determining that the running application file has authori 
Zation to access the second application file; and 
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permitting the request Such that the second application file 
is run within a sandbox environment. 

15. The method of claim 12, wherein the method further 
comprises: 

receiving, from the running application file, a request to 
access a file; 

determining that the running application file does not have 
authorization to access the file; and 

denying the request Such that the running application file 
cannot access the file. 

16. The method of claim 12, wherein the method further 
comprises: 

receiving a shell command from the running application; 
and 

performing actions specified by the shell command. 
17. The method of claim 12, wherein the method further 

comprises migrating a running application file to dedicated 
hardware that is reserved for completion of work orders. 

18. The method of claim 12, wherein: 
the sandboxing computer system is under a first adminis 

trative control, the at least one application file is 
accessed from a computer under a second administrative 
control, and the client computer system is under a third 
administrative control. 

19. The method of claim 18, wherein: 
the first administrative control is controlled by the owner of 

the sandboxing computer system, and where the third 
administrative control is controlled by a customer of a 
controller of the second administrative controller. 

20. A method comprising: 
accessing, by a sandboxing computer system that includes 

a processing device, at least one application file that 
includes a scripted module that has no binary compat 
ibility with a sandbox environment; 

accessing, by a sandboxing computer system, an inter 
preter configured to interpret the scripted module in the 
Sandbox environment 

instantiating the sandbox environment; and 
interpreting the application file in the Sandbox environ 
ment with the interpreter. 
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21. A method comprising: 
accessing, by a sandboxing computer system that includes 

a processing device, at least one application file; 
accessing, by the Sandboxing computer system, a just-in 

time compiler configured to compile and run the appli 
cation file; 

instantiating a sandbox environment; and 
just-in-time compiling and running the application file in 

the Sandbox environment with the just-in-time compiler. 
22. A method comprising: 
accessing, by a sandboxing computer system that includes 

a processing device, a first application file; 
instantiating a first sandbox environment in a first process; 
running the application file in the first sandbox environ 

ment in the first process; 
accessing, by the sandboxing computer system, a second 

application file; and 
running the second application file in a sandbox environ 

ment in the first process. 
23. The method of claim 22, wherein the first application 

produces a command to run the second application file. 
24. The method of claim 22, wherein running the second 

application file in a sandbox environment in the first process 
includes: 

instantiating a second sandbox environment in the first 
process; and 

running the application file in the second sandbox environ 
ment in the first process. 

25. The method of claim 22, wherein the first application 
file and the second application file are accessed from a first 
user, the method further comprising: 

accessing, by a sandboxing computer system and from a 
second user, a third application file; 

instantiating a third sandbox environment in a second pro 
cess; and 

running the third application file in the third sandbox in the 
second process. 

26. The method of claim 22, wherein the first sandbox is an 
in-process sandbox. 
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