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Systems and meathods for volurtary migration of 2 virtual machine between hosts with
common 810 :rage connectivity

exemplary and other means of establishing a communlcat|ons link between the computers may
be . machine,” via a standard network connection between computer hardware 102 and computer
hardware 102 ... With host OS 104 initially having exclusive access to file system 128 of ...
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¢ UY Ched by 283 Related aticles Al 4 versions 89

Vsrmat systems man oement

U Patert & 2014

<

Vlrtual systems management Download PDF Info . BZ US 87994 31B2 Authority US United States
Prior art keywords virtual virtualization virtual assets network ... Interpretation; Software simulation,
eg virtualisation or emulation of application or operating system execution engines ...

PY  Ched by 551 Related articles Al 4 versions &

Apparatus and method for providing private and shared access to host address and data
SPACES by dueat proarame na vartuat rmaching computer system

I § ~

... B O _.\\\ t\\\\\\‘ N 0\\\,. ~\

. The mterpretwe executlon facrllty of Enterprlse Systems Archltecture/370(TM) (ESA/370(TM))
prowdes . of the virtual machine guests; receiving a private-space signal from the host computer
system; and ... selecting, from within a host access list comprising a plurality of entries, the ...
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.5, a networked computer system (200) includes a processor (202), assoolated memory (204),
. 206), and numerous other elements and functionalities typical of today's computers (not shown).
The networked computer (200) may also include input means, such as a keyboard ...
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hand held devices, mlcroprocessor systems mlcroprocessor -based or programmable consumer
electronlcs minicomputers, mainframe computers, and the ... Everything in the host system 100
may be substantially the same as in existing virtual computer systems, except as ...
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. that are unique to each chent computer and are stored at the chent computers orat ... in the
dlfferencmg drive at client computer systems 502, allowing the client computer systems to access ...
comprising the steps of: establishing in a hard drive of a host computer system a plurality ...
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A host computersuppons a V|rtual guest system runmng thereon The host system has a
firewall that prevents it from communicating directly with the Internet, except with
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the Internet freely via an
Internet access connection that is completely separate from the host computer connection,
such as a dedicated network termination point with its specific Internet IP address, or by ...
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A host computer suppoﬂs a thual guest system runmng thereon The host system has a
firewall that prevents it from communicating directly with the Internet, except with
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the Internet freely via an
Internet access connection that is completely separate from the host computer connection,
such as a dedicated network termination point with its specific Internet IP address, or by ...
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meansthere |s an additional pro- tect|on doma‘ln between guest OSes and |/O dewces soitis .
Th|s structure is sufficiently generic to support a number of dif- ferent device paradigms ... To aid
validation, we associate a type and reference count with each machine page frame ...
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. The VPN states are stored in PE devices, and a connected CE dewce behaves as if it ... to allow
service providers to simultaneously run multiple end-to-end services over equipment owned
y ... Finally, with the increasing number of mobile and wireless devices and the onset of ...
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. 4~ psenix org
Iead|ng tele- coms network operators along with 52 other operators IT and equipment vendors
and . 1,42, 43], they typically lack driver support for a wide range of devices (especially NICs .
Conceptually, we would like to directly map ring packet buffers from the device driveror ...
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We use the OSKltas a hardware abstraction Iayerto simplify interactions with devices, page tables .
use Denali's inter- rupt and timer models, and linked the stack against a device driver for ... context
switch time starts at 3.9 microseconds for a single virtual machine, and increases ...
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.in many cases to fully epr0|t the aglllty beneﬂts of virtual machlne based network 8 NetVM's
archltecture spans the guest and host systems; an emulated PCI device is used to . The connection
is implemented with a socket-type chardev with “-chardev socket,path=<path>,id=<id
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. a bus 636 which couples processor 634 and memory 635 a mass storage dewce 637 (eg . readable
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.1, wherein determ|n|ng that the partlcular one of the |dent|f|ed authonzed devices is bridging
the flrst network and a second network comprises ... System and method for validating a location
of an untrusted device ... System and method for migrating agents between mobile devices ...
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. emulation, was |mplemented from scratch we used the Flux OS- Kit [14] for device drlvers and .

These virtual devices do not differ significantly from physical hardware devices, and we do not ..

case workload, the context switch time starts at 1.4 #sfor a single virtual machine, and it ...
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sequences shown in ... to one of the communicating devices 40 and 41 or to some other device
such as a ... paths may exist for the SA 10 to transmit responses to other devices or to take ...
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problems; Crime rate; Crime risk; Criminal and civil law; Criminal assets;
Cross-examination; Crowding; Crying; C-TPAT, Customs Trade Partnership
Against Terrorism; Cybercrime; Data breach; Data center; Data security;
Dedicaied security personnel; Defensible space; Defensible space
principies and concepts, Delay time; Deletion; Deposition; Depression,
Designing for security; Deter; Deterrents; Developing security points; Digital
closed-circuit television; Digital recording; Disabilities; Disaster response;
Displacement of crime; Documentation; Doors; Drunk driver; Duty; Dynamic
alarm management; Dynamic risk; Emergency command center; Emergency
evacuation planning; Emergency light; Emergency management; Emergency
planning/procedures; Encryption; Enirance; Entrapment; Environment;
Environmental ciues; Environmental security; Equipment reguirements;
Ethnic background and race; Evacuation; Evidence preservation; Excessive
postage {(usually postage stamps); Exit doors,; Exterior physical
charactaristics; Exterior windows; Extortion; Extremely hazardous; Fear of
crime; Federal information center; Fea-based training services; Felony;
FEMA; Fences; Financial printouts; Fire; Fire alarm system; Fire and safety
reguiations and codes; Fire detection and suppression eguipment; Fire drilis:
Fire prevention; Fire prevention plan; Fire safety; Fire suppression; Firearms;
First aid; First aid training; Flashing yeliow signs/lights; Floor safe; Floors;
Formulation of partnerships; Fraud; Gates; Geographical juxtaposition;
Geaographical juxdaposition {wider environment); Glare; Glass; Goals; Good
security; Good visibility; Grafiiti; Guard house; Guard shack; Guards;
Guidelines; Halicrest report; Hand geometry; Handouts; Hazardous material;
Hazardous materials substances and wastes, HD; Heaith; HIPPA; Holiday
season; Halistic; Hospital residential treatment; HVAC systems; identify
assets; ldentity fraud and credit/debit card fraud; Identity theft; IESNA; IFPO;
fmage and/or maintenance; image management; Informat organization;
informant; Infrastructure protection; inge Sebyan Biack; Ingestion; inhalation;
injection; Inland regional center; Installation services,; Insufficient information;
insurance coverage; Insurance forms and reporis; Integrated security
systems design; Intent; Interior; Interiorfexierior layout; Internet-connecied;
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intervention; Intrusion; intrusion alarm system; intrusion alarms and signage
of alarms; Intrusion detection systems; intuitive; Investigations; I cameras;
ISO; Key controf; Lack of awareness; Laminated glass,; Land use; Landscape
security principles; Laptop computers; Larceny; Layout; Legal aspects;
Legal authority; Letter bombs; Liability; Liaison; Life safety and fire
prevention; Lighting; Lighting that meets standards and design by increased
visibility; Lights; Lights burnt out; Limits; Local emergency management;
l.ocks; Loss of seif-esteen; Lower-case ietters; Lows power; Magnetic stripe
cards; Maintenance; Malicious desiruction of property; Management systems
reguirements; Marn-made disasters; Marketing and sales data; Mentally
chaillenged; Mentoring programs; Merchandise; Mergers; Metal on roof tops;
Methods of operation [typically called standard operating procedures {(SOPs)
and post orders}; Michael Fagel; Minimum standards; Misdemeanaor; Missing
or exploited children; Misspellings of common words; Monitoring eguipment;
Digital recording equipment; Multi-screen; Mutual aid association; Name-
calling; Natural access; Natural access control; Natural barriers; Natural
disasters; Natural surveillance; Neighborhood watch concepts and
community involvement; Networks; NFPA; NFPA 181; NFPA $08; NFPA
codes; NIMS; Non-random; Non-value-adding work; Numbering system;
Numbers; OiP; Ongoing maintenance; On-site probation officers; Open
hands; Openings; Order maintenarnce; Organization; Organizational
resilience; OSHA standards; Overhead doors; Padiocks and door focks and
peepholes; Pan and tilt; Pandernics; Panic and barrier alarms; Parking
garages, Parking lots; Passive security; Passwords; People; Perimeter;
Perimeter security; Perimeter walls; Personnel records and files; Physical
deterrence; Physically challenged; Places of worship; Planners; Planning;
Plastic glazing; Plexiglas; Police oificer; Police powers; Policies; Palicies and
procedures; Poor/low moraie; Portable alarms; Post orders; PowerPoints,
Practice; Preparedness and continuity; Pre-recorded messages; President;
Prevention; Prioritize; Probable cause; Procedures; Process error; Product
failure; Product segurity, Production schedules; Professionalism; Proper
protection to works on display; Proprietary information; Protection of depth;
Protection of sensitive information; Protection officer; Protective clothing;
Protective coverings; Protective fighting; PSIM stands for physical segurity
information management; Purchases; Pure risk; Qualifications; Random;
Rape; Reasonableness of the privacy expectation; Recognition;
Recordkeeping; Reduce crime; Regutations; Relations with faw enforcement;
Religion; Remaote starters; Repoiting: Residential security; Risk; Risk
assessment; Risk manager; Robbery; ROL Roli-up windoew shutters; Roof
access; Roofs; SSN; Sabotage; Safe; Safe areas; Safe schools; Safety;
Safety glass; Safety issues; Sarbanes-Oxiey; Saturday detention; Schoaol
administrator/employer ratified; Schools; Secret information; Securities and
Exchange Comwnission; Security; Security assessments; Security
awareness; Security management; Security officer; Security officers
checklist; Security threats; Server room; Setting specifications and getting
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bids; Sexual harassmeni, Shutiers; Signage; Sinkholes; Situational crime
prevention; Situational crime prevention principles and concepts; Skilled,
smart cards; Siash and grab attackers; Social media; Soft targets hardening
101; Soft targets versus hard targets, Software; Solutions,; Space; Space
design; Span of control, Spin the dial; Stan Carter, Standards; Standby;
Siate department; Stop and think; Storms; Strategies; Strategy,; Streetlight;
Streetiighting; Stress; Siress on the job; Structural barriers; Student courts;
Subcontractors; Suicide; Suppori; Survey, Suspicion of a crime; Symbols;
Systems; Target hardening; Target hardening strategies; Target hardening
versus soft targets: Taunting; Technoiogy, Tempered glass; Territorial
reinforcement; Terrorism; Terrorist atiacks: Testifying; The concept, The
environment; The initiation of an action; The Montreux Document; The
operational security plan; Theft of supplies; There are seven overlapping
strategies in CPTED; Thomas Norman; Threats; Threats of layoifs are all
additional contributors to siress; Tires; Training; Transportation security;
Trapped; Types oftasksiwork; UL; UL codes; Undercover; Uniforms; Unsafe
activities; Urban problems; US Depariment of dustice; Use of badges; Use of
Force; Vacation: Value-adding work; Vendors,; Verbal de-escalation; Victim
suilen and isolated; Video; Video analytics; Video analytics and thermal
cameras; Video surveillance; Violation of law; Visitors; Visual aids; Voice
daia; Wall safe; Walls; Waste, Weigand cards; Windows; Wired giass
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Systam and method for implementing network security palicies on a commaon network
anf aetru«:turo
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Thls can create two problems: [0039] 1. Race condmons A server that assomates cookie data
W|th a URL is thus not guaranteed that it will receive the same data back ... One way of doing this
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of creating virtual machine ofthe internet server and method of starting the same ...

Yr B9 Ciedby 118 Reiated articles Al 2 versions 99
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the conservation of IP addresses (in the sensethat more than one internal IP address could be
translated to the same external IP ... FIG. 1 illustrates a symmetric NAT/firewall 100 ...
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System and msthod for implementing a virtual backbons on a commaon network
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f|rst a‘nd second known networks have unrestrlcted network connecﬂwty to aII other network
dewces within the same known network ... system as defined in claim 25. , wherein the first and
second virtual backbones are implemented using one or more ... WO (1), W02002069597A2 (en ...
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System and method for implementing a bubble policy to achieve host and network
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.. inter- ubble dewce and the network control point device plement the same network security
policy ... Alternatively, each bubble might have one structured access list template divided into four
rule ... 1. action=permit protocol=ip; source=10.1.0.0 source_mask=255.255.0.0; 2. action ...
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: July 25, 2019

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Application of:

Confirmation No.: 2365

L3 Technologies, Inc.

Application No.: 15/910,734 Group Art Unit: 2498

Filing Date: March 2, 2018 Examiner: Truong, Thanhnga B.
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

REPLY PURSUANT TO 37 CFR § 1.111

In response to the Official Action dated July 25, 2019, reconsideration is respectfully

requested in view of the amendments and/or remarks as indicated below:

XX 0O OO

Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page N/A of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 2 of this paper.

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 15910734
Filing Date: 02-Mar-2018

Applicant/Patent under Reexamination: Hoy

Electronic Terminal Disclaimer filedon  August 30,2019

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 15910734

Filing Date 02-Mar-2018
First Named Inventor Robert Hoy
Attorney Docket Number LCOM_ISO_US02

Title of Invention

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

|Z| Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

L3 Technologies, Inc. 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

9942198

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O Small Entity
(O Micro Entity

(® Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 77970

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajoint inventor; all of whom are signing this request

Signat
ignature /Ryan A. Peddle/

Name Ryan A.Peddle

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Acknowledgement Receipt

EFS ID: 37027301
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Ryan A. Peddle/Melissa Inzaris

Filer Authorized By:

Ryan A. Peddle

Attorney Docket Number:

LCOM_ISO_US02

Receipt Date: 30-AUG-2019
Filing Date: 02-MAR-2018
Time Stamp: 11:00:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B)ftes)l Multl. ‘Pages
Number Message Digest | Part/.zip| (if appl.)
109662
LCOM_ISO_US02_AS_FILED_Re
! ly_to_NFOA.pdf yes 2
p y_to_ p 3080775be73ac4387655b871bc3e38df6ec|
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Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Applicant Arguments/Remarks Made in an Amendment 2 2
Warnings:
Information:
Total Files Size (in bytes); 109662

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C.371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 37027257
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Ryan A. Peddle/Melissa Inzaris

Filer Authorized By:

Ryan A. Peddle

Attorney Docket Number:

LCOM_ISO_UsS02

Receipt Date: 30-AUG-2019
Filing Date: 02-MAR-2018
Time Stamp: 10:58:36

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $160

RAM confirmation Number E20198TA58334955

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document i . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33441
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
7740ad9eb138b727da80d73c2613b669ac
db1of4
Warnings:
Information:
30458
2 Fee Worksheet (SB06) fee-info.pdf no 2
7bb06829bb2de4237ca8700e26488cfb6dal
15ded
Warnings:
Information:
Total Files Size (in bytes); 63899

This Acknowledgement Receipt evidencesreceipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: July 25,2019

REMARKS

Claims 28-47 of the present application are pending. No claims have been amended

herein. No claims have been added or canceled herein. No new matter has been added.

Double Patenting Rejection

Claims 28-47 stand rejected under the judicially created doctrine of non-statutory
obviousness-type double patenting as allegedly being unpatentable over claims 1-23 of U.S.
Patent No. 9,942,198. As a proper terminal disclaimer is being filed herewith, the double

patenting rejection is moot and withdrawal thereof is respectfully requested.

CONCLUSION
Insofar as the Office Action’s rejections having been adequately addressed, it is believed

that the present application is in condition for allowance and such action is respectfully

requested.
Date: August 30, 2019 Ryan A_Peddle/
Ryan A. Peddle
Registration No. 77,970
Condo Roccia Koptiw LLP

1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Electronic Patent Application Fee Transmittal

Application Number:

15910734

Filing Date:

02-Mar-2018

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Filer:

Ryan A. Peddle/Melissa Inzaris

Attorney Docket Number:

LCOM_ISO_UsS02

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:’-;'g(tsa)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 1814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Sut':;(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160

International Business Machines Corporation - Ex. 1002, Page 000341




Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims | 5910734 Hoy etal.

H“m H H“ H"HH H‘“ — o
THANHNGA B TRUONG 2498

v Rejected - | Cancelled N | Non-Elected A Appeal

Allowed + | Restricted | | Interference O | Objected

CLAIMS

(J Claims renumbered in the same order as presented by applicant O cpPA T.D. J R.1.47

CLAIM DATE
Final Original | 04/30/2018 | 03/15/2019 | 07/22/2019 | 11/07/2019
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U.S. Patent and Trademark Office Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims  |i5010 734 Hoy etal.
H“m H“HH Hm ““ - o
THANHNGA B TRUONG 2498
CLAIM DATE
Final Original | 04/30/2018 | 03/15/2019 | 07/22/2019 | 11/07/2019
16 43 v v v =
17 44 v v v =
18 45 v v v =
19 46 v v v =
20 47 v v v =
U.S. Patent and Trademark Office Part of Paper No.: 20191107
Page 2 of 2
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification 5910734 Hoy etal.
H HH“ Examiner Art Unit
THANHNGA B TRUONG 2498
CPC
Symbol Type Version
HO4L 63 F 2013-01-01
GO6F 21 | 20130101
HO4L 63 | 2013-01-01
GO6F 9 | 2013-01-01
GO6F 2009 A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 20
/THANHNGA B TRUONG/ 07 November 2019 . . -
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |59 734 Hoy et al.

llm II ‘I Examiner Art Unit
THANHNGA B TRUONG 2498

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4L

0272

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:

(Assistant Examiner) (Date) 20

/THANHNGA B TRUONG/ 07 November 2019 . . -
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |si910 734 Hoy etal.

H ‘m‘ “‘ Examiner Art Unit
THANHNGA B TRUONG 2498

(J Claims renumbered in the same order as presented by applicant (J CPA T.D. (J R.1.47
CLAIMS

Final |Original|Final |Original|Final |Original|Final |Original|Final |Original|Final |[Original]Final |Original|Final |Original

1 10 19 1 28 10 37 19 46

2 11 20 2 29 11 38 20 47

3 12 21 3 30 12 39

4 13 22 4 31 13 40 |

5 14 23 5 32 14 41

6 15 24 6 33 15 42

7 16 25 7 34 16 43

8 17 26 8 35 17 44

9 18 27 9 36 18 45
NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 20
/ITHANHNGA B TRUONG/ 07 November 2019 . . . .
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.@. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
158266 7508 11/08/2019
Condo Roccia Koptiw LLP TRUONG, THANHNGA B
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2498
DATE MAILED: 11/08/2019
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
15/910,734 03/02/2018 Robert B. Hoy LCOM_ISO_US02 2365

TITLE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 02/10/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

I1. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an exwa copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

IIL. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, sendto: ~ Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should beused for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmltta_l.l This certificate cannot be }1sed for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

158266 7590 11/08/2019 Certificate of Mailing or Transmission
Condo Roccia KOptiW LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
1800 JFK Boulevard addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 1700 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Philadelphia, PA 19103 (Typed or printed name)
(Signature)
(Date)|
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/910,734 03/02/2018 Robert B. Hoy LCOM _ISO _US02 2365
TITLE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS
| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 02/10/2020
I EXAMINER | ART UNIT | CLASS SUBCLASS |
TRUONG, THANHNGA B 2498 726-015000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is

() "Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity () Government

4a. Fees submitted: [Missue Fee (JPublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previeusly paid fee shewn abeve)

[ Electronic Payment via EFS-Web () Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

() The Director is hereby authorized to charge the required fee(s), any deficiency, or creditany overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certif ying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 forsignature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.@. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/910,734 03/02/2018 Robert B. Hoy LCOM_ISO_US02 2365
| EXAMINER |
158266 7500 11/02/2019
Condo Roccia Koptiw LLP TRUONG, THANHNGA B
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2498

DATE MAILED: 11/08/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and forreview pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as aroutine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patentpursuantto 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
] B 15/910,734 Hoy et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
THANHNGA B TRUONG 2498 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to communications filed on 8/30/19.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ____ the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-27 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http//www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JAIl by (J Some  *c) (J None of the:
1. (J Certified copies of the priority documents have been received.
2. () Certified copies of the priority documents have been received in Application No. o
3. (J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.J CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.(J Notice of References Cited (PTO-892) 5. J Examiner's Amendment/Comment

2.3 Information Disclosure Statements (PTO/SB/08), 6. I¥) Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

ITHANHNGA B TRUONG/
Primary Examiner, Art Unit 2498

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20191107
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Application/Control Number: 15/910,734 Page 2
Art Unit: 2498

DETAILED ACTION

1. Applicant's amendment filed on August 30, 2019 has been entered. Claims
1-47 are pending. Claims 1-27 are cancelled by the applicant.
Notice of Pre-AlIA or AlIA Status

2. The present application is being examined under the pre-AlA first to invent

provisions.
Response to Argument

3. Applicant’s arguments filed August 30, 2019 have been fully considered and

are persuasive.

Allowable Subject Matter

4. Claims 28-47 are allowed for the reasons argued by Applicants on page 2
of Remarks, filed August 30, 2019. None of the prior art of record, either taken by itself
or in any combination, would have anticipated or made obvious the claimed invention of

the present application at or before the date it was effectively filed.
In addition, the prior arts of record Vega; Rene Antonio et al (US
20060005188 A1), WEI; COACH (US 20100251329 A1)), Musiri; Sriram Srivathsan et al
(US 20100174811 A1), and Tock; Theron et al (US 8185642 B1) do not disclose these

specific limitations of separating the host system from the virtual system using an internal

firewall executed on the computer system: implementing network isolation between the

computer system and the network using a host-based firewall executed on the computer

system: providing at least one device confiqured to implement a network firewall or a web

proxy: and implementing network isolation, between one or more untrusted network

destinations and the networked computer system, via the at least one device (emphasis
added), as set forth in claim 38 and similar to claims 28 and 18.

Any comments considered necessary by applicant must be submitted no

later than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled "Comments on
Statement of Reasons for Allowance."

Conclusion
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Application/Control Number: 15/910,734 Page 3
Art Unit: 2498

5. Any inquiry concerning this communication or earlier communications from
the examiner should be directed to THANHNGA B TRUONG whose telephone number is
571-272-3858.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Yin-Chen Shaw can be reached on 571-272-8593. The central
fax number for the organization where this application or proceeding is assigned is 571-
273-8300.

Any inquiry of a general nature or relating to the status of this application or
proceeding should be directed to the receptionist whose telephone number is 571-272-
2100.

/THANHNGA B TRUONG/
Primary Examiner, Art Unit 2438

November 7, 2019
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Symbol Date Examiner
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11/7/2019 one device configured to implement at least one of... - Google Scholar

Method and apparatus for amp!ementmg security ;,oist,res in a network

o -

e NN D e
§ G CBde UG P app, TR Q8 - Goo

SRR

1) connected to another interface 210 of network control point dewce 200 b and correspondmg
. A single instance of this bubble type might contain the authoritative DNS servers for a ... One
advantage of the above-described architecture is that the infrastructure may comprise a ...

¥ 99 Ciedbyi02 Relmed articles  All 2 versions 99

System and method for implementing a virtual backbaone an g common network
anfra tmcture

. first and second known networks have unrestricted .network connectlwty to aII other network
dewces within the same known network ... system as defined in claim 25. , wherein the first and
second virtual backbones are implemented using one or more ... WO (1), W02002069597A2 (en ...

Yo BY Ciedby il Related aticles Al 2 versions 99

System and method for implementing network security policies on a common network
anfrastmoture

network control pomt mterconnects bubble partmons network control pomt dewces within the
same network control point ... 1 and 2. Campus 1, 2, and 3 can be organized as four separate real ...
enterprise will have one virtual backbone, and service providers may have one or more ...

99 Chedby 44  Related aticles Al 4 versions 3

Methad and system for testsng internet L\oftware

R o »: N
S0 Q

JER - G

However steps 604 and 606 can be repeated for addmonal tests on the same software, or, new
software can be tested instead ... configuring said at least one test client machine to use said test
web proxy to access said at Ieast one test web server via ... US (1). US7925692B2 (en) ...

% P9 Ciedby7 Related articles Al 4 versions 99

Externai access o protected devrce folg] prwate network

Th|s can create two problems [0039] . Race con mons A server that assomates cookie data
W|th a URL is thus not guaranteed that it will receive the same data back ... One way of doing this
is to prepend the unique identity of the private network to each cookie name (that is, place ...

< D9 Ciedty539 Related atticles  All 2 versions 39

Method apparatus and system for virtualized peer-to-pasr proxy services
S Grobman, SO Jdones « US Patent 7,788,713, 2010 - Google Patenis

1 ||Iustrates an example of a typlcal vutual machine host device (“Host 100 ... Thus, for example,
in one embodiment, if Host420 desires to download the same OS patch prevrously ... One or more
of these elements may be integrated together with the processor on a single package ...
Y P9 Ciedby 104 Relmed articles Al 4 versions 9

Network session wall passively listening (o communication session, with use of access
ruies stop\ further comm amoatron between network devices by emulating ..

- \\\ \\\ &

dewce stops performmg the other devices will automahcally replace it, assuming that they have
access to the same network segment ... of session wall devices located on a common network
segment, further comprising the step of, when one of said ... WO (1), WO1998019250A1 (en ...
Yo BY Ciedby 155 Related aticles Al 2 versions &%

System and method for increasing host visibility in network address transiation
emaronments

T
LAN

. at least one mternal host Iocated inside a f|rewaII forthe network a dynamic Domain Name Service
(DNS) server for creating a ... US (1). US7684394B1 (en ... Corporation, Internet server system, method
of creating virtual machine ofthe internet server and method of starting the same ...

Y BY Ciediy 120 Relsled articles Al 2 versions £
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Systern and method for implementing a bubble policy to achiave host and network
SECLTiy

8 \\}\w ] 1L Ruch-Re sar - i > % . o

. inter-bubble devnce and the network control pomt dewce |mplement the same network security
pollcy . Alternatively, each bubble might have one structured access list template divided into four
rule ... 1. action=permit protocol=ip; source=10.1.0.0 source_mask=255.255.0.0; 2. action ...

% 99 Ciediy 53  Related articies  All4 versions 9

Enfo unq network secur;tv poiiues wnth pdcket labals

. 29. A network control point dewce as cla|med in c|a|m 28 arranged to apply the network security
pohcy of at least one network bubble to incoming ... Cited By (1) ... en), 2002-03-05, 2003-09-12,
Mitsubishi Electric Corp, Network policy control system and policy server used in the same ...
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ir‘temet ssciatsan for avc:‘xda:*g intermnet securaty threats

A host computersuppons a V|rtual guest system runmng thereon The host system has a
firewall that prevents it from communicating directly with the Internet, except with
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the Internet freely via an
Internet access connection that is completely separate from the host computer connection,
such as a dedicated network termination point with its specific Internet IP address, or by ...
Yo YY Related articles A4 versions 99

intemet ESDEE&UC!“ for avo;dm miemet security threats

LI D

B UG

A host computer suppoﬂs a thual guest system runmng thereon The host system has a
firewall that prevents it from communicating directly with the Internet, except with
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the Internet freely via an
Internet access connection that is completely separate from the host computer connection,
such as a dedicated network termination point with its specific Internet IP address, or by ...

3% 99 AlZversions D

Showing the best results for this search. Sze aii resuits

https://scholar.google.com/scholar?hl=en&as_sdt=0%2C47&qg=Internet+isolation+for+avoiding+internet+security+threats&btnG=

International Business Machines Corporation - Ex. 1002, Page 000358



11/7/2019 a host-based firewall executed onthe computer system... - Google Scholar

SEES

Still we believe that a host based firewall is superior to other desrgns because of the ease . initial
connection to a general-purpose network listener inetd, which establishes a connection between ..
For example, an incoming request for the TELNET service is “heard” by the running ...
% DY Chedby75 Related atticles Al 43versions £

Model b asod systems manaoomont in "lﬁbc:ttt.zé.“‘d and non- vrrtu'atizoct gnvironments

\\ staddt \ ¥, § R -
to validate and detect a discrepancy between the deployed service and an assocrated security ..
according to a security model; deploying the virtual machine to a specific host ... locking down the
virtual machine; and. configuring firewall, intrusion detection, and intrusion prevention
¥ 99 Ciedby57 Related aticles Al 4 versions 99

\«"\ "‘ BN

System and method for protectmc a computer system from malicious software

. error, a new piece of malware unrecognized by the anti malware program or firewall, or an ... By
usmg exemplary process 600 (or an equivalent), computer system 100 is capable of actively ... Such
a configuration may be more secure, as a conduit between the 110-120 system and ...

¥y P9 Ciedby 174 Relsted articles Al 4 versions 99

Tampearras 1<3tant appticatarzn WS blmkmg of maimous network mnnactions

A
R

. 2 Related Work Prior research has contributed to the development of conventional host based
f|rewalls Mogul et al ... without VMwall running inside dom0. All experiments were conducted on
a machine with an Intel Core 2 Duo T7500 processor at 2.20 GHz with 2 GB RAM ...

% 99 Ciedby 137 Relsted articles Al 14 versions  $9

System and methods for implementing network traffic management for virtual and
p”i rsical machm@s

. By default DHCP protocol packets are enabled through the host based packet filter as desrred
VMX process 92 is initially allocated to manage the execution of an instance of ... 70, which
determines the particular hardware interface emulated, is determined from a virtual machine ...
Ye BY Ciedoys0 Related articles  All 2 versions  $¢

Network sarvice for the detection, analysis and quarantine of malicious and unwanted
files

} O e O Nanks B olak ]1H SR ol
A ide, T Sooke, Fdah S0, 23 G SN

. Briefly, the host agent 12isa host based software component that acquires files and forwards
them to the ... The interface allows the querier to specify a broad range of filters including ... 4. An
expression indicating what file names should be included in the query,; 5. The types of files ...

3% P9 Ciedby 278 Related articles Al 4 versions 99

VLZ a Scaiabte and ftoxeble d:ata conter network

a. ~\»l AV

i o pompuier L d 2008 - 9

. We analyzed hardware and software failures of swrtches routers, load balancers, firewalls links
and servers using SNMP polling/traps, syslogs, server alarms, and transaction monitoring
frameworks ... Hence, when an application sends a packet to an AA for the first time ...

S DY Ciedby 2449 Reiated mticles Al 68 versions

iIsolation and security hardening among workloads in a multi-lenant networked
environment

. said first processor wherein said switch comprises a vrrtual swrtch or a software firewall; ... Generally,
a computer program product (or, alternatively, an article of manufacture) of computer system .. A
virtual machine is a software implementation of a computer that runs programs and ...
Yo BY Chedby57 Related articles Al 4 versions 99
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. users who utilize anti-viral and the like detection and preventlon practlces including firewalls,
and the ... of the actual or potential incompatibility and provide an interface for making an alternative
selection ... the other user VM computing environments, that at least one file at a time is ...

< 99 Ciedt w108 Related adicles Al 2 versions 99

System method, and software for enforcing access control policy rules on utility
Gomputmg virtuatization 0 cioud tomputmg systems

a LA
fadarn, N e & Je }

Accordlng to one embodlment a system comprlses one or more processors coupled to a memory
and executing logic ... the virtual hosting enforcement component 560 may feature an administration
gateway 562, a roaming sentry 564, a firewall sentry 566, and an |O sentry ...
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PART B - FEE(S) TRANSMITTAL
Comaplete and send this form, together with applicable fee(s), by mail or fax, or via EF5-Webh.
By mail, send to:  Mail Stop ISSUE FEE By fax, send to:  (571}-273-2885
Commissioner for Patents

P.0. Box 1450
Alexandria, Vieginia 22313-1450

INSTRUCTIONS: This form should beused for transmitting the ISSUE FEE and PUBLICATION FEE (it required). Blocks 1 through 5 should be completed where approy Al
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unle: ected

below or directed otherwis

> in Block 1, by {a) specifying a new correspondence address; andfor (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, suc h as ar aaxlgnmcnt or formal drawing, must
have its own certificate of majling or tansniission.

NT CORRESPONDENCE ADDRESS (Note: Use Biock 1 for any change of address)

158266 7550 11/08/2019 Certificate of Mailing or Tmnsm:ssum
Condo Roccia K(?pfi\ ' LLE I hereby certify that this Feefs) Transmittal is being deposited with the United
e 1 o States Postal Service with sufficient postag - first class mail in an envelope
1804 JFK Boulevard addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Snite 1700 the 13SPTO via EFS-Web or by facsimile to {371) 273-2885. on the date beiow.
Philadelphia. PA 19103 yped or printed saine)
(Signanurs);
(Date);
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/910,734 03/02/2018 Robert B. Hoy L.COM_ISC_US02 2365
LE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS
E APPLN. TYPE ENTITY STATUS ; {SSUE FEEDUE E PUBLICATION FEE DUE i PREV. PAID ISSUE FEE TOTAL FEE(S} DUE DATE DUE
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 02/10/2020

E ENAMENER | ART UNIT | cuasssumcLass |
TRUONG, THANHNGA B 2498 725-015000
1. Change of correspondence address or mdication of "Fee Address” (37 2. For printing on the patent tront page, list
CFR 1.363). (1) The nawes of up to 3 registered pz arorneys Condo Roccia KOpth LLP
— or agents OR, alternatively, 1

e “hange of correspondence address {or Change of Correspondence

Address forrs PTO/SB/122) attached. (2) The name of a single firm {having as a member a

registered attorney or agent) and the names of upto 2
gistered patent attorneys or agents. {1 no nane is
ted, no name will be pri inted.

{3 "Pee Address” indicatio n (or "Fee Address” Indication form PTO/
SB/47, Rev 03-09 or more ecmt‘ attached. Use of a Customer
Nymber is required.

ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or type)
PLEASE NOTE: Unless an assignee is i
recorded, or filed for recordation, as sel

5%}

=

ified below, no assignee data will appear on the patent. [f an assignee is identified befow, the document must have been previously
thin 37 CEFR 3.11 and 37 CFR 3.81(a). Completion of this formis NOT a substitute for fi.mg ap assignment.

{A) NAME OF ASSIGNEE (B} RESIDENCE: {CITY and STATE OR COUNTRY)
L3Harris Technologies, Inc. Melbourne, Florida

Pleasecheck the appropriate assignee category or categostes {will not be printed on the patent} « ! Ldndividual B ¢ “orporation or other private group entity LA Government

4a. Fees submitted: Hissue Fee [publication Fee (if required) L dAdvance Order - # of Copies
4h. Method of Payment: (Please first reapply any previously paid fee shown above}
4 Liectronic Payment via EFS-Web ‘d Enclosed check J Non-electranic payment by credit card { Attach form PTQ-2038)

X3 The Director is hereby authorized to charge the required fee(s). any deficiency, or creditany overpayment to Deposit Account No. 50'55 19

W

. Change in Entity Status (from status indicared above)

N()TF Absent a valid certification of Micro Entity Status {(see forms PTO/SB/15SA and 15B), issue
ent in the micro entity amount will not be acce ep the risk of ”pphca! jon abandonment.

pplication was previcusly under micr tus, checking this box will be taken

tion of loss cnt-il 1ent {0 micro e

J Applicant certifying niicro entity status. See 37 CFR 1.29

i Applicant asserting smail entity status. See 37 CFR 1.27

ity status.

{73 Applicant changing to oular undiscounted fee status NOTE: Checking this box will be taken to be a notifica{ion of loss of entitlement o smail or micro
=t Applicant changing to re adiscounte R entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Mlchael T. Ghobr@ Date Februarv 7, 2020
Michael T. Ghobrial . 65,915

Typed or printed name Registration No.
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Electronic Acknowledgement Receipt

EFS ID: 38526868
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Michael T. Ghobrial/Darleen Yacovone

Filer Authorized By:

Michael T. Ghobrial

Attorney Docket Number:

LCOM_ISO_UsS02

Receipt Date: 07-FEB-2020
Filing Date: 02-MAR-2018
Time Stamp: 14:38:13

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $1000

RAM confirmation Number E202027E38303478

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document i . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
1754956
1 Issue Fee Payment (PTO-85B) LCOM—ISO.—Uls 02_:f|sude_zie_Tr no 1
ansmitta _aS_ e p cfSad496ce9c545ccS4c1a9df19ee490379¢
d3if
Warnings:
Information:
30355
2 Fee Worksheet (SB06) fee-info.pdf no 2
83f0d7a540530fc6c16e63c246d3d04c88ed]|
Warnings:
Information:
Total Files Size (in bytes); 1785311

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Patent Application Fee Transmittal

Application Number: 15910734

Filing Date: 02-Mar-2018

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS
First Named Inventor/Applicant Name: Robert B. Hoy

Filer: Michael T. Ghobrial/Darleen Yacovone

Attorney Docket Number: LCOM_ISO_us02

Filed as Large Entity

Filing Feesfor Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:j—;’; (t :)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
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Description Fee Code Quantity Amount Sut':;(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1000
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/910,734 03/24/2020 10601780 LCOM _ISO_US02 2365
158266 7590 03/04/2020
Condo Roccia Koptiw LLP
1800 JFK Boulevard
Suite 1700

Philadelphia, PA 19103

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Robert B. Hoy, Sewell, NJ;

L3 Technologies, Inc., New York, NY;
Mark Fenkner, Marlton, NJ;

Sean W. Farren, Newburyport, MA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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