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Systems and methods for voluntary m igration of a virtual machine between hosts 'vVith 
common storage connectivity 

. . .  exemplary and other means of establ ishing a commun ications l ink between the computers may 
be . . .  mach ine ,"  via a standard network connection between computer hardware 1 02 and computer 
hardware 1 02 . . .  With host OS 1 04 in it ial ly having exclusive access to file system 1 28 of . . .* �.HI C ited by 248 Related a :ticles All 4 vers,ons �:e:,-

Method and system for virtual port commun icat ions 

. . .  G06F1 5/1 6-Combinations of two or more dig ital computers each having at least an arithmetic 
un it . . .  a laptop computer, a notebook computer, a terminal ,  a workstation ,  a server computer, a
personal . . .  or may be implemented by, for example, VM host and edge switch system 1 00 of . . .* �.HI C ited by 383 Related a :ticles All 4 vers,ons �Si-

Virtual systems management 

Virtual systems management. Download PDF Info . . .  B2 US 8799431 B2 Authority US Un ited States 
Prior art keywords virtual virtual ization virtual assets network . . .  I nterpretation ;  Software simu lation ,  
eg virtual isation or emulation of appl ication or operating system execution engines . . .* �.HI C ited by 55 1 Related a :ticles All 4 vers,ons �Si-

Apparatus and method for providing private and shared access to host address and data 
spaces by guest programs in a virtual mach ine computer system 

. . .  The interpretive-execution facil ity of Enterprise Systems Arch itecture/370(TM) (ESA/370(TM)) 
provides . . .  of the virtual mach ine guests ; receiving a private-space signal from the host computer 
system;  and . . .  selecting , from with in a host access l ist comprising a plural ity of entries, the . . .* !iJ !iJ  c,ted by ': 66 Related articles All 2 versions �� 

Provisioning of computer systems using virtual machines 

. . .  the provisioning server to monitor the operational state of the various computers, to maintain . .  . 
including the hosts with in the overal l  provis ioning system is that the system admin istrator can . .  . 
the user-selected "computer," no need to physically power on a computer, and, assuming . . .* !iJ !iJ  c,ted by 5 1 1  Related articles A:: 3 versions �:e:,-

Distributed virtual switch for virtual ized computer systems 

. . .  one of groups H04L 1 /00 - H04L27/00; H04L29/1 2-Arrangements, apparatus, circu its or systems, 
not covered . . .  for persisting a state of a virtual port in a virtual ized computer system is described . . .  
port (DVport) is stored i n  a persistent storage location ,  the DVport comprising a state . . .* !iJ !iJ  c,ted by 437 Related articles All 4 versions �� 

System and method for virtual switch ing in a host 

. . .  5 , a networked computer system (200) includes a processor (202), associated memory (204), 
a . . .  206), and numerous other elements and functional ities typical of today's computers (not shown) . 
The networked computer (200) may also include i nput means, such as a keyboard . . .* !iJ !iJ  c,ted by 2 1 5  Related articles All 4 versions �� 

Method , apparatus and system for improving security in a virtual machine host 

. . .  however, are often are used on ly after the virus has been detected and many computers have 
been . . .  These types of attacks can result in sign ificant damage to the computer system . . .  US1 1 /0 1 6 ,653 
2004- 1 2- 1 7 2004- 1 2-1 7 Method, apparatus and system for improving security in a . . .  * !iJ !iJ  c,ted by ':7 4  Related articles All 4 versions �� 
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Adjusting avai lable persistent storage during execution in a virtual computer system 

. . .  hand-held devices, microprocessor systems, microprocessor-based or programmable consumer 
electronics, min icomputers, mainframe computers, and the . . .  Everyth ing in the host system 1 00 
may be substantial ly the same as in existing virtual computer systems, except as . . .* g g  C ited by 1 06 Related a :ticles All 4 vers,ons �:e:,, 

Method for establ ishing a virtual hard drive for an emu lated computer system running on 
a host computer system 

. . .  that are un ique to each client computer and are stored at the cl ient computers or at . . .  in the 
d ifferencing drive at client computer systems 502 , a l lowing the cl ient computer systems to access . . .  
comprising the steps of: establ ishing i n  a hard drive of a host computer system a plural ity . . .* !i.HJ c,ted by 42 Related a rticles All 4 versions :e:,,� 
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I nternet isolation for avoiding internet security threats 

A host computer supports a virtual guest system runn ing thereon . The host system has a
firewall that prevents it from communicating d irectly with the I nternet, except with
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is al lowed to contact the I nternet freely via an
Internet access connection that is completely separate from the host computer connection ,
such as a ded icated network termination point with its specific I nternet I P  address, or by . . .* gg Related arfa;les A H  4 versions �� 

I nternet isolation for avoiding internet security threats 

A host computer supports a virtual guest system runn ing thereon . The host system has a 
firewall that prevents it from communicating d irectly with the I nternet, except with 
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest 
comprises primarily a browser program that is al lowed to contact the I nternet freely via an 
I nternet access connection that is completely separate from the host computer connection ,  
such as a ded icated network termination point with its specific I nternet I P  address, or by . . .* !i.i !i.i  All 2 ve,sions $1,� 
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Xen and the art of virtual izat ion 

. . .  means there is an additional pro- tection domain between guest OSes and 1/0 devices, so it is . . .  
This structure i s  sufficiently generic to support a number of d if- ferent device paradigms . . .  To aid 
validation ,  we associate a type and reference count with each machine page frame . . .* £1£1 Cited by 8640 Re!ated a rticles Aii 1 89 versions 

A survey of network v irtual ization 

. . .  The VPN states are stored in PE devices, and a connected CE device behaves as if it . . .  to al low 
service providers to simultaneously run multiple end-to-end services over equipment owned 
by . . .  Final ly, with the increasing number of mobile and wireless devices and the onset of . . .* £1 £1  Cited by ': 3 1 2  Re!ated a rticles Aii 1 7  versions 

C l ickOS and the art of network function virtual ization 

. . .  lead ing tele- corns network operators , along with 52 other operators, IT and equipment vendors 
and . . .  1 ,  42, 43], they typica l ly lack driver support for a wide range of devices (especial ly N ICs . . .  
Conceptual ly, we would l ike to d i rectly map ring packet buffers from the device driver o r  . . .* £1£1 Cited by 572 Related articles Al l  1 9  versions �� 

Denal i :  L ightweight virtual mach ines for d istributed and networked appl ications 

. . .  We use the OS Kit as a hardware abstraction layer to simpl ify i nteractions with devices, page tables . . .  
use Den a l  i's i nter- rupt and timer models, and l inked the stack against a device driver for . . .  context 
switch time starts at 3 .9  microseconds for a single virtual machine, and increases . . .* £1£1 Cited by 392 Related articles Al l  1 9  versions �� 

The C l ick modular router 

. . .  It also enables valuable configurations that are difficult to arrange otherwise-for example, a 
single queue feed ing multiple devices, or a queue . . .  For example, it would be useful to refer to 
"the Ethernet address of the device hand led by that From Device element . . .  Storage is a simple . . .* £1£1 Cited by 3009 Re!ated a rticles Aii 55 versions $>-� 

NetVM : H igh performance and flexible networking using virtual ization on commod ity 
platforms 

. . .  in many cases, to fu l ly exploit the ag i l ity benefits of virtual machine-based network . . .  8 :  NetVM's 
arch itecture spans the guest and host systems ; an emulated PCI device is used to . . .  The connection 
is implemented with a socket-type chardev with "-chardev socket,path=<path> , id=<id . . .  * gg C ited by 328 Related a rticles Al l  1 7  versions 

Systems and methods for transparent configuration authentication of networked 
devices 

. . .  a bus 636 wh ich couples processor 634 and memory 635, a mass storage device 637 (eg . . .  readable 
med ium on the cl ient and server systems, such as mass storage devices 627 and . . .  Examples of 
program instructions include machine code ,  such as produced by a compiler, and . .  .* £1£1 c,ted by ': 15  Re!ated articles A : :  4 versions �� 

System and method for securing networks 

. . .  1 , wherein determining that the particu lar one of the identified authorized devices is bridging 
the first network and a second network comprises . . .  System and method for validating a location 
of an untrusted device . . .  System and method for migrating agents between mobile devices . . .* £1£1 c,ted by 250 Related articles Al l  4 versions $>-� 
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Scale and performance in the Denal i isolation kernel 

. . .  emu lation ,  was implemented from scratch ; we used the Flux OS- Kit [1 4] for device drivers and . . .  
These virtual devices d o  not differ significantly from physical hardware devices, and we d o  not . . .  
case workload , the context switch time starts at 1 .4 #sfor a single virtual machine, and it . . .* gg Cited by 563 Related a :ticles All 4 7  versions

Network security system and method using a paral lel fin ite state ma.chine adaptive 
act ive mon itor and responder 

. . .  I) , and 202(E) , to start three paral le l ,  s imultaneous, i ndependently operating fin ite state machine 
sequences shown in . . .  to one of the commun icating devices 40 and 41 or to some other device
such as a . . .  paths may exist for the SA 1 0  to transmit responses to other devices or to take . . .* !i.HJ c,ted by 564 Related articles All 2 versions �� 
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Overview · Related · Discuss 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

2 .  � �� +s..� &-"'&-1: ��§- S t� g,''\. ��t� i:'� �---1 f"'�-... )1· .. "'-��§g,''\. � g,----i � �--s. �'§ ::: §  � l,� � � � � &  ��� %..§ §�l � � �  .. � �  � � \J �  �t V \...§ § %� § �  § �

ttirec,ts 

flctions is pE.: r rnitted . 
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http ://eds.b .ebscohost. com/eds/results?vid=O&sid=8705f564-4659-4e l 8-9eaa-b l 3a62 l 920 . . .  7/22/20 19  

  
 
    
     

 
       

 
 

 
 

 
 

 
 

  
 

  

 
 

    
 

 

      
  

 
 

   

 
 

 
 

 

 
 

 
 

   

   
  

 
 

   

 

  

       

 

 
   

 
 

  

  
  

    

 
 

 
 

 
 

 
 

 

 
 

 
 

   
 

 
 

   
  

 
  

 

 
 

 
      

              

           

         

    
  

  

    

 

 
 

  
   

 
      

 

    
 

 
  

 

   
 

 
 

 

 
 

 
    

   
 

 
 

    

 
 

 

  
     

  

   

    
 

  
 

 
 

 
 

 
 

 
 

   

 
 

 
   

  
 

 
 

 

 
 

    

 
 

 
 

 
 

 
 

 

 
 

 
    

   
 

 
   

       
 

 
 

 

 
 

 
   

  
 

  
 

 
 

  
 

 
  

 

 
 

 
 

 
 

 
 

  
 

 
 

  
 

 
 

 
 

 
  

 
  

 
 

 
        
 

   
  

  
 

 
 

 

 
 

 
 

  

   

International Business Machines Corporation - Ex. 1002, Page 000260



Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 4 of 3 1  

4.  

�3ource 

Subjects : INTERNET security ; ORGANIZATIONAL behavior; ICE she lves; 

QUALITATIVE researcl1 metl1odology: SYSTEMIC risk (Finance) ; R ISK 

assessrnent; COMPUTER crime prevention 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 5 of 3 1  

5.  

Subjects: Internet of Tt1 ings; Security; Privacy; Trust 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

Subjects: Cloud computing: Internet service providers :  Client/server 
comput ing;  Computer network architects; Data warehousing; Wired 
Telecommunications Carriers; Al l  Other Telecommun ications; Ottrnr 
telecommunications; Data Processing,  Hosting,  and Related Services 

Page 6 of 3 1  
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 7 of 3 1  

7.  

Subjects: Safety and security monitoring;  SCADA; Anomaly detection ;  
I ndustria l  automation and control systems 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 8 of 3 1  

irnportant thr��ats . Lessons learnt ca!! for the i rnp!ernentation of a specific 

r::nviron 1T1ent c:,ornp!ete 

Subjects: I ndustria l  safety; Ct1emical industry; Risk assessment; ct1emica l  
(except agricu ltural) and  a l l ied product merchant wholesalers ;  Other 
Chemical and Al lied Products Merchant Wholesalers ;  Al l  Other Basic 
Organ ic Chemica l Manufacturing;  Cyclic Crude, I ntermediate , and Gurn and 
Wood Chemical Manufacturing ;  Wired Telecommunications Carriers; 
Internet Publ ishing and Broadcasting and Web Searcl1 Porta ls; 
Cyberterrorism; Internet security 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 9 of 3 1  

9.  

Subjects: Computer security; I nstructional systems design ;  Passwords 
(Computers) ; Antivirus software ;  Internet security; Security management; 
Wired Te lecommun ications Carriers; Internet Publish ing and Broadcasting 
and Web Search Porta ls; Persuasive technology; Internet privacy 

lli�
1
lf'

• It\� lfi!f.

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=8705f564-4659-4e l 8-9eaa-b l 3a62 l 920 . . .  7/22/20 19  

International Business Machines Corporation - Ex. 1002, Page 000266



Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 10  of 3 1  

1 0. 

Subjects: Network functions vi rtual ization ;  Network security; Virtualized 
network function;  Security threats 

Subjects: I l l inois; Psycho logy/Socio logy 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 1  of 3 1  

{"'\/ �,, ,� r,� �--:� r.: � � ri t\t r.: �-1 �� i i <.:S r) {1 Cl � ;�_.i r1, r--s_j i·�.• , \.,/ �-::�.� �- � -� ;�_.i t,· i_' C"'_.� �- ·1.· i."'."� t,·� t. f.1, i-.:-.:-._.� i, �- " -..... .. ,:, � �-• 'i\.. ...... � ......... , ...... � .... L.� � \ ....... Y � .... \ � {.. .. -. � � �-- � � t:S '·• -.....• 1 .. ..  , .. -.. .. , .... ,.. ,,._  .... ...... .. ..  , ,,.. , .... � ..... .. -.. � 

i r1t�;rciet1f; r1cif:r1c:�t1s .. , 

Subjects: \/'fired Telecommun ications Carriers; Internet Publishing and 
Broadcasting and Web Search Portals; Computer systems design and 
related services (except video game design and development) ;  Other  
Computer Related Services; DATA quality; INTERNET security; 
SITUATIONAL awareness ; DATA security; PHASOR measurement; CYBER 
intel l igence (Computer security) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 12 of 3 1  

i n fiuf:nce beh:veen uncertain  f:nvironrnent l entf:rprisf: dynan1ic innovation 

f:n�ll ronrnent. !t pro\lides theon::ticH! support and practicH! ouidance for 

Subjects: Uncerta in  environment: Dynamic innovation capabil ities; 
I nnovation strateg ies; Micro- innovation ;  Qihoo 360 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 3  of 3 1  

1 4. 

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS i Security i 
Genera l ;  Computer networks--Security measures 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 14 of 3 1  

Subjects: 1 0 ,080 pixe l :  3 D's; 360 deg ree peephole: A Plus Paper 
Shredding;  Access controls; Access risks; Active assai lant; Active security: 
Active shooter; Actively ctrnck professional references; Activity pro�v-am; 
Activity program support; Activity support: ADA requirements; Additional  
hours ;  Additional work; Adopt-a~student prog rams; AED ; Age or  marital 
status; Alarms; Alerts; All l ives matter; Annealed g lass; Anticipation ;  
Appra isal o f  a crime risk; Approaches; Approved by UL ;  ASIS; ASIS School 
Safety and Security Counci l ;  Aspl1yxiation ; Assaults: ATM : Audit; Auditing ;  
Aud itors: Aud its/assessment/future ;  Authority; Bad management ski l ls; 
Badge control ;  Benefits ; Burg lars ;  Best practices ; Biometrics; Biometrics and 
access control to specific areas : Blue l ight p l1one;  Blueprints and designs; 
Body cameras; Bol lards or  barricades closing down streets and control l ing 
access; Broken ;  Browser-based user interface .  Both Hie K3 and KS integ rate 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 5  of 3 1  

the 90 terabytes of data ; Bui lding designs ;  Bul let-resistant g lass: Bu l letproof 
g lass ; Bul lycide; Bul lying; Bumper stickers; Bumps; Burg lar; Bu rglar 
resistant; Bus accidents ; Cal l ing 91 1 ;  Capita l letters ; Care lessness; CEO; 
Certification ;  Changing attitudes; Chang ing of climate control ;  Ctrnrley bar; 
Check criminal and credit h istories; Chemical storage ;  Clear border; 
Commun ication ; Commun ications and video survei l la nce; Community; 
Commun ity awareness; Conducting investigations; Confident; Conflict; 
Consider integ rity surveys : Construction sites; Contracts ; Copper drains;  
COPS; CORI check; Corporate executives; CPR; CPTED;  CPTED design ;  
CPTED for 201 7 and  beyond; CPTED landscape principles; CPTED 
principles; CPTED principles and concepts; CPTED principles and strateg ies; 
CPTED,  the second generation ;  CPTED,  the th ird generation ;  Credentials; 
Crime analysis ; Crime d isplacernent; Crime pattern analysis; Crime 
problems; Crime rate ; Crime risk: C riminal and civil law; Criminal assets; 
Cross-examination ;  Crowd ing;  Crying; C-TPAT; Customs Trade Partnership 
A�1ainst Terrorism; Cybercrirne; Data breach ; Data center; Data security; 
Ded icated security personnel ;  Defensible space; Defensible space 
principles and concepts: Delay time; Deletion ;  Deposition ;  Depression ;  
Designing for security; Deter; Deterrents ; Developing security points; D ig ital 
closed-circuit televis ion;  Digita l record ing ;  Disabi l it ies; Disaster response; 
Displacement of crime; Documentation ;  Doors; Drunk d river: Duty; Dynamic 
ala rm management; Dynamic risk; Emergency command center; Emergency 
evacuation planning ; Emergency light; Emer�1ency management; Emergency 
planning/procedu res; Encryption; Entrance ;  Entrapment; Environment; 
Environmental clues; Environmental security; Equ ipment requ i rements; 
Ethn ic back�1 round and race ; Evacuation;  Evidence preservation ;  Excessive 
postage (usually postage stamps) : Exit doors; Exterior pt1ysical 
characteristics; Exterior windows; Extortion ;  Extremely l1azardous; Fear of 
crime; Federal information center; Fee-based tra in ing services; Felony; 
FEMA; Fences; Financial printouts ; Fire ;  Fire a larm system;  Fire and safety 
regu lations and codes; Fire detection and suppression equipment; Fire dri l ls :  
Fire prevention ;  Fire prevention plan ;  Fire safety; Fire suppression; Firearms; 
First aid ; Fi rst a id tra ining ; Flast1 ing yel low signs/li�1hts ; Floor safe; Floors ;  
Formulation of  pa rtnersh ips; Fraud :  Gates ; Geograph ica l j uxtaposition ;  
Geograph ical j u.>..iaposition (wider environment) ; Glare ;  Glass; Goals ; Good 
security; Good visibi lity; Graffiti ;  Guard house; Guard shack; Guards; 
Gu idel ines: Hal lcrest report; Hand geometry: Handouts; Hazardous materia l ;  
Haza rdous materials substances and wastes; HD;  Healt l1 ;  H IPPA; Holiday 
season ;  Hol istic; Hospital residentia l treatment; HVAC systems; Identify 
assets; Identity fraud and credit/debit card fraud ;  Identity theft; I ESNA; I FPO; 
Image and/or  maintenance: Image management; Informal organ ization ;  
I n formant; Infrastructure protection ;  I nge Sebyan Black; I ngestion ;  Inha lation ;  
I njection ;  I n land reg ional center; Installation services; I nsufficient information ;  
I nsurance coverage; Insurance forms and  reports ; I ntegrated security 
systems design ;  Intent; I nterior; I nterior/exterior  layout; Internet-connected ; 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 16  of 3 1  

I ntervention :  Intrusion: Intrusion alarm system;  Intrusion alarms and signage 
of a larms; I ntrusion detection systems; I ntu itive; Investigations; IP cameras; 
ISO; Key control ;  Lack of awareness; Laminated �1 lass; Land use; Landscape 
security principles; Laptop computers; Larceny; Layout; Legal aspects ; 
Legal authority; Letter bombs: Liabi lity; Liaison ;  Life safety and fire 
prevention ;  Ligt1ting;  Ligt1tin�1 that meets standards and design by increased 
visibi l ity; Lig!1ts ;  Lights burnt out; Limits; Local emergency management; 
Locks; Loss of self-esteem; Lower-case letters; Lows power: Magnetic stripe 
cards; Maintenance ;  Mal icious destruction of prope1ty; Management systems 
requirements; Man-made d isasters; Marketing and sa les data ; Mentally 
chal lenged ; Mentoring programs; Mercl1andise: Mergers ;  Metal on roof tops : 
Methods of operation [typica l ly cal led standard operating procedures (SOPs) 
and post orders]; Michael Fagel ;  Min irnum standards; Misdemeanor; Missing 
or exploited children ;  Misspel l ings of  common words; Monitoring equ ipment; 
Dig ital record ing equ ipment; Mu lti-screen; Mutual  aid associat ion; Name­
ca l l ing ; Natural  access; Natural  access contro l ;  Natural  barriers; Natural  
disasters; Natural  survei l lance: Neig !1borhood watch concepts and 
community invo lvement: Networks ; NFPA; NFPA 1 0 1 ;  NFPA 909 ; NFPA 
codes; N IMS; Non-random; Non-value-adding work; Numbering system; 
Numbers ;  OIP; On�1oin�1 maintenance ;  On-site probation officers; Open 
l1ands: Openings; Order maintenance: Organ ization ;  Organ izational 
resi l ience ;  OSHA standards: Overhead doors ;  Pad locks and door locks and 
peepholes; Pan and tilt; Pandernics; Panic and barrier alarms; Parking 
garages; Pa rking lots; Passive security; Passwords; People; Perimeter; 
Perimeter security ; Perimeter walls: Personnel records and fi les; P l1ysical 
deterrence; Pt1ysical ly dia l lenged ; Places of worship ;  Planners; Planning;  
Plastic g lazing ; Plexig las: Pol ice officer; Pol ice powers; Pol icies ; Pol icies and 
procedures: Poor/low mora le ;  Po1table a larms: Post orders: PowerPoints: 
Practice; Preparedness and cont inu ity; Pre-recorded messages ; President; 
Prevention ;  Prioritize; Probable cause; Procedures; Process error; Product 
fai lure ;  Product security: Production schedu les: Professional ism; Proper 
protection to works on d isplay;  Proprietary information :  Protection of depth;  
Protection of sensitive inforrnation ;  Protection officer; Protective clott1 ing;  
Protective coverings; Protective lig hting ; PSIM stands for phys ica l security 
information management; Purchases; Pure risk; Qual ifications: Random; 
Rape; Reasonableness of Hie privacy expectation ;  Reco�v1 ition ;  
Recordkeeping ; Reduce crime ; Regu lations; Relations with law enforcement; 
Relig ion :  Remote staiters; Repoiting: Residential security: Risk; Risk 
assessment; Risk manager; Robbery: ROI ; Roll-up window shutters ; Roof 
access; Roofs ;  SSN; Sabota�1e;  Safe; Safe areas; Safe schools; Safety ; 
Safety g lass; Safety issues; Sarbanes-Oxley; Saturday detention ; School 
admin istrator/employer ratified : Schools; Secret information :  Securities and 
Exdian�1e Commission ;  Security; Security assessments ; Security 
awareness; Security management: Security officer; Security officers 
checklist; Security threats ; Server room; Setting specifications and getting 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 17  of 3 1  

bids; Sexual l1a rassment: Shutters; Signage; Sinkl1oles; Situational crime 
prevention ;  Situational crime prevention principles and concepts; Skil led ; 
smart cards;  Smash and grab attackers ; Social media ;  Soft. targets hardening 
1 0 ·1 :  Soft targets versus hard targets; Software; Solutions;  Space; Space 
design ;  Span of control ;  Spin the d ia l ;  Stan Carter; Standards; Standby; 
State department; Stop and th ink; Storms; Strategies; Strategy; Streetli�1ht; 
Streetlight ing; Stress: Stress on the job; Structural barriers; Student cou rts; 
Subcontractors: Su icide ;  Support ;  Survey; Suspicion of a crime; Symbols; 
Systems; Target hardening;  Target hardening strategies; Target hardening 
versus soft. targets: Taunting ;  Technology; Tempered g lass; Territoria l  
reinforcement; Terrorism; Terrorist attacks : Testifying ; The concept: The 
environment; The in itiation of an action ;  The Montreux Document; The 
operationa l  security plan ;  Theft of supplies; There a re seven overlapping 
strateg ies in CPTED; Thomas Norman :  Threats ; Threats of layoffs are al l 
add itional contributors to stress; Tires ; Train ing ; Transportation security; 
Trapped ; Types oft.asks/work; UL; UL codes; Undercover; Un iforms; Unsafe 
activities; Urban problems; US Department of Justice; Use of badges; Use of 
Force; Vacation :  Value-adding work; Vendors ;  Verbal de-esca lation ;  Victim 
sul len and iso lated ; Video; Video ana lytics; Video ana lytics and thermal 
cameras; Video survei l la nce; Violation of law; Visitors; Visual a ids; Voice 
data: Wall safe ;  Walls; Waste ; Weigand cards;  VVindows; Wired g lass 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 8  of 3 1  

1 6. ��? i s� i•� :� r--::ti t�·1cl '--� r1-·1 ;) � i  .... t�t·":,�� ! t� t·�\t!·),� r ��t��'"' § � t"'it�, � ,s i..� �X �.-.. s � \..� ..... � ,.• � .... " � � .. -....:.S. � s  '\.. ..... • \...•·{..-.'1. S "\.:  • . '---•• J s.. ... •,-....• � "-,..:- "'-:..\- �❖ � .. § � � &] 

�11 :1ki r1t1 [)i � l t1r1 !  � ��� .. ,,. . �� t I i·( (
'"
�:� sJ� ��t� �civ s � ..... .., � , � � s ...._;.l \l"'.,.• s �.-.. s \..." tj -:..•"' '--"� {.. .. ..._ ,.._..,_..,• s ....... , .... , .... ,-... •• ,-.. .. ... ..., • .:- ,,,S i �

Subjects: Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Wired Telecornrnun ications Carriers; Data Processing,  Hosting , and Related 
Services; INTERNET security; COMPUTER security; INFORMATION 
tecl1nology: CYBERTERRORISM; CLOUD computing : DATA protection 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 19  of 3 1  

1 7. 

1 8. 

Subjects: COMPUTERS / Security I Genera l ;  COMPUTERS / Operating
Systems / UN IX; Operating systems {Computers) ; Computer security; 
!nternet--Congresses

Table of c:ontents

�:ource c:-ornp!ete 

Subjects: I nvestment risk ;  Disclosu re of information ;  I nvestor confidence ;  
Publ ic companies ; Good faith (Law) ; Un ited States . Securities & Exchange 
Commission ;  Regu lation ,  Licensin9 , and I nspection of Miscel laneous 
Commercia l Sectors; Internet security laws; Securities -- Un ited States 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 20 of 3 1  

Subjects: JavaScript (Computer program language) :  Cloud computing: 
Computer network security; Cl ient/server computing ; Libraries and Archives; 
Commercial and I nstitutional Bu i lding Construction ; Libraries;  Data 
Processing, Hosting,  and Related Services; Libraries 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

Subjects: AUTONOMOUS vet1 icles; INTERNET security; Internet 
Publ ishing and Broadcasting and Web Search Portals; Wired 
Telecommunications Carriers 

Page 2 1  of 3 1  
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 22 of 3 1  

2 1 .  \l\l c� :� \l i ri t1 .. ,.r" �� ri t1 I c� ti \l\! ,� �, ,1 · t') ffi� r--:: ,"';.,� � � "\.:  • .;- ....._.� � � \ ��1 � � .... \ ��1 �"\.:  • .;-\...� ..., � 'i\..  ..  � �  .... ".<,,..• � '-. .... • � � "\.: • .;- s � -.:..�,-....• � 

�'�) t:s.: f'_.s.":� .• � r.�� ti. 1.·"-_; t. ·1 � r-... t·-....._ \l t·1 �� rs t1 ;) r.: ,� "'-· ,..... .... .... r-= ..,. ,.... . � � � ,-.. ... �.., �.• "\.: . . s ""· �-- -....:.s. � .... , ....... � 

exercise restraint aqainst corr:p!ex tart1ets in order to avoid con1proff1ises 

Subjects: INTERNET security ; CYBERTERRORISM; 
COUNTERTERRORISM:  DECEPTION ; D IS INFORMATION ; !ntemet 
Publ ishin9 and Broadcastin�i and Web Searct1 Portals; Wired 
Telecommunications Carriers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

Subjects: Col laborative information systems; I nformation systems 
monitoring; Event processing;  Security threats ; Fraud mon itoring 

Page 23 of 3 1  
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 24 of 3 1  

23. 

Subjects: Telerned icine ;  Computer access contro l ;  Radio frequency 
identification systems: Internet protoco ls ; !ntemet security ; I nformation 
storage & retrieval system security measures; Wired Telecommunications 
Carriers; Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Electronic components, navigational  and commun ications equ ipment and 
supplies merchant wholesalers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 25 of 3 1  

24. 

Subjects: Computer network :security; Cybe1ierrorisrn: Internet Publisl1 ing 
and Broadcasting and Web Search Porta ls; Wired Telecommunications 
Carriers ;  Internet security ; Counterterrorism; l nforrnation techno logy 
security measures; Cyber inte l l igence {Computer security) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 26 of 3 1  

25. 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 27 of 3 1  

Subjects: Cloud computing ;  Mu lti-tenancy; Security ; Virtua l ization;  Web 
services 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 28 of 3 1  

Subjects: COMPUTERS / Computer Science; Electronic commerce-­
Security measures; !ntemet--Security measures; Business enterprises-­
Computer networks--Security measures 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 29 of 3 1  

28. 

Subjects: Network routing protocols; Ad hoc computer networks; Mobile 
computing; Mobile communication systems; Internet; Internet Publ ist1 ing 
and Broadcasting and Web Search Po1ia ls; Wired Telecommunications 
Carriers; Wireless Telecommunications Carriers (except Satel l ite) ; 
I nformation society 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 30 of 3 1  

Subjects: Cyberterrorisrn; Counte iterrorism;  Data security; I nternet 
security; Routing (Computer network management) :  Cryptograpl1y; Internet 
Publ ishing and Broadcasting and Web Search Po1ials; Wired 
Telecornrnun ications Carriers; OUier Computer Re lated Services; Computer 
systems design and related services (except video garne design and 
development) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 3 1  of 3 1  

30. s��� .... �§ � §""" §f\l �� r) t·-i '{,.,...._ .. � . - %,-:, �..._� :::  ::: �, t�..s � � \,.,:; 

ft.Jtt� rt1 

effort to provich:f a n-:ore systernatic and quantitatl\le treatrnent of the area in 

Subjects: Computer network security; Computer privacy; Ubiqu itous 
computing ;  Internet security: Wired Telecommunications Carriers: Internet 
Publ ishing and Broadcasting and Web Search Prntals; Apoca lypse; 
Quantitative research 

powered by EBSCOhost 

© 20'!9 EBSCO ! ndust,ies > I nc  A. I I  rights resented . 
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7/22/201 9 one device configured to implement at least one of. .. - Google Scholar 

Method and apparatus for implementing security pol icies in a network 

. . .  1 ) connected to another interface 21 0 of network control point device 200 b and corresponding 
to . . .  A single instance of th is bubble type might contain  the authoritative DNS servers for a . . .  One 
advantage of the above-described arch itecture is that the infrastructure may comprise a . . .* £1 £1  Cited by 9 9  Related a 1iicles All 2 versions $>-� 

System and method for implementing network security pol icies on a common network 
infrastructure 

. . .  network control point interconnects bubble partitions, network control point devices within the 
same network control point . . .  1 and 2 . Campus 1 ,  2 ,  and 3 can be organ ized as four separate real . . .  
enterprise wi l l  have one virtual backbone, and service providers may have one o r  more . . .* �.HI C ited by 44 Related articles .A.I I  4 versions �� 

Network session wa l l  passively l istening to communication session, with use of access 
ru les, stops further communication between network devices by emu lating . . .  

. . . device stops performing the other devices wil l  automatical ly replace it, assuming that they have 
access to the same network segment . . .  of session wall devices located on a common network 
segment, further comprising the step of, when one of said . . .  WO (1 ) ,  WO1 99801 9250A1 (en . . .* £1 £1  c,ted by ': 5 3  Related articles Al l  2 versions �� 

Externa l access to protected device on private network 

. . .  This can create two problems: [0039] . 1 .  Race conditions . . .  A server that associates cookie data 
with a URL is thus not guaranteed that it wi l l  receive the same data back . . .  One way of doing this 
is to pre pend the unique identity of the private network to each cookie name (that is, place . . .  * £1 £1  c,ted by 5 8  Related a rticles All 2 versions $>-� 

System and method for increasing host v is ib i l ity in network address translation 
environments 

. . .  at least one i nternal host located i nside a firewal l  for the network; a dynamic Domain Name Service 
(DNS) server for creating a . . .  US (1 ) .  US7684394B1 (en . . .  Corporation ,  Internet server system, method 
of creating virtual machine of the internet server and method of start ing the same . . .* gg C ited by 1 ·1 6  Re,ated art:cles A n  2 versions �� 

Method and apparatus for support ing communicat ions betvveen a computing device within 
a network and an external comput ing device 

. . .  I n  a NAPT, i n  add ition to translating addresses, port numbers are also translated , thereby enabl ing 
the conservation of I P  addresses (in the sense that more than one internal I P  address could be 
translated to the same external I P  . . .  F IG .  1 i l lustrates a symmetric NAT/fi rewal l  1 00 . . .* £1 £)  C,ted by 358 Related a,Uc:les Al l  4 versions �� 

System and method for implementing a virtual backbone on a common network 
infrastructure 

. . .  first and second known networks have unrestricted network connectivity to all other network 
devices within the same known network . . .  system as defined in claim 25. , wherein the first and 
second virtual backbones are implemented using one or more . . .  WO (1), WO2002069597A2 (en . . .* g g  Cited by 1 1  Related articles Al l  2 vers,ons �$> 

System and method for implementing a bubble pol icy to ach ieve t1ost and network 
security 

. . .  inter-bubble device and the network control point device implement the same network security 
pol icy . . .  Alternatively, each bubble might have one structured access l ist template d ivided into four  
ru le . . .  1 .  action=permit protocol=ip; source=1 0 . 1 .0 .0 source_mask=255 .255 .0 .0 ;  2 .  action . . .* mJ C,ted by 52 Related articles .A.I I  4 ve,sions �t, 
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7/22/201 9 one device configured to implement at least one of. .. - Google Scholar 

Method, apparatus and system for virtual ized peer~to-peer proxy services 

. . .  1 i l lustrates an example of a typical virtual mach ine host device ("Host 1 00 . . .  Thus, for example, 
in one embod iment,  if Host 420 desires to download the same OS patch previously . . .  One or more 
of these elements may be integrated together with the processor on a single package . . .* gg Cited by 1 03 Related a :ticles All 4 vers,ons �:e:,, 

Experiences from an !Pv6~0nly Network 

. . .  NOT OK Skype NOT OK MSN NOT OK Webex NOT OK Sametime OK (NOW) Table 1 .  I nstant 
Messag ing . . .  and the increased fai lu re rate matches that of 1 Pv4 literal occurrence in the same set 
of top . . .  Apri l 201 2  DNS Discovery The state of DNS d iscovery continues to be one of the . . .* gg Cited by 4 8  Related articles .A.I I  5 versions �� 
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7/22/201 9 an internal firewall is configured to separate the host system from the virtual system in the computer system - Google Search 

an internal firewall is configured to separate the host system from the vir 

About 55,900 results (0.45 seconds} 

Configur ing i nteractions with a fl rewa i l  service v i rtuai mach ine 

App - Filed Mar  31,  20·1 4  - Published Oct 1 ,  201 5 - C:hids Raman - Nicira, inc. 
�er G ;io&t then: exec:..r::e�; c,pe er tiicre ,;i;_jes-:: virt:..:ai i·Tii:.�c.h:ne::; (GV!v1 �;), sor:1e '-:Ttiborlir:1ents ... 
cen:..x;p!u:�:!y mu:�trn t<;:'.";: c-1:1 <;h-:e:u(:nic �y$tt�m . . .  
Overview · Related · Discuss 

Combined fl rewai ls  
\/i1NW.(J•J•JS1le . .. _':,Jf11/pat-::rns/US2009G2494}0 

App. - Filed Jan 5, 2009 - Published Oct 1 ,  2009 - Moshe l.i1vin - Moshe l.i1vin 
.i':.. i·r1•,:t;·;c,rl at pro'n,::Hnq a firnwa!! tc �Fote,::t a set of v!rtu�! machii·;es en i:.� host ncd•-:- that :s 

. : :·: p8.;tk:u !:�:- fo·Gw�!ls f:x hc:s1i:1g systt�ms wi:.f: v�rt1.m! t"':-:aef:ln�!S .. enmµ:.n.t1n:. . . . . .  
Ho•:vever, sc,p ;e err:bedwi;ents ri:ay sepim1t-c:-:ly err:pky V'.ffiOLlS el•,:rnerr::s . . . .  s;:.;;·r1•,: host 
:-:t!C!e. -r:aeh vlrtuB! rnachin-2 has it�, nvvn li-rt-.:rna! ffft!WBB ?3 � Ci ;:➔ ( -� 
Overvievv · Related · Discuss 

Network isolation and identity management of cloned v i rtual machines 

App. · F,led Jan 5, 2009 · Published Ju! 8, 201 0 · Sri ram Srivathsan Musiri ·· Microsoft 
Corporation 
/.,_c,::orcHng!y G t•,:chr:iqu•,: fc,1· preser'JWg net',,-,.•,:: 1·� configumtion du.tu v1ntt1,:: u t  cre3-:::ng ... lhe 

.. .;.;.:-:•.·.·.•.•:•:-:-:.,.,. ·,.dnuQ! !nmputing S}"'$tt1m� :�:-�! e:._1;:r:-r;:_'�t:C: 1;__1 th-= i:�t!!rn��! v�,t�ta! . . .  .:-\ fone-= ls ;__:r-:";jtwJ L:pe:i ;j 
phy�;;cal hDst to i�o!ate 3 v�rtual com1)uHng >:-Pvtt"ctv11,;_:,;:�. f;;._1n1 . . .  :-:e1v;or:.-:. e: 1fveug�: an 
:nten1:ed:3ry L!e'lice, �,Lieh 3�, c1 Tkewiii!!. 
Overview · Related · Discuss 

Virtual device context (VDC) i ntegrat ion for network services 

Grant · Filed Nov 1 5, 2012 · !ssued Nev 3, 201 5 - Samar Sharma - Cisco rechnclogy, Inc. 
�v1t:1hetfa a:1d app;::rntu:'.";: art: pro·,.ridt:d fo: vktua! d�!'/k:-r; e;;._1:ite>:! (VDC) . . . :-:;v1:hd: a:1d 
i:.�ssccmterl sei·vice n,::des co�f!g;,.;r-c:-:d through a ::;ing!e p1·,::c.es�;;pg sy:."t€:m or: 
Overview · Rela::ed · Discuss 

Distributed firewal l  security system for cloud comput ing environments 

App. - Filed Aug 4, 201 5 ·· Published Nov 26, 201 5 - Jaush!n Lee - Zentera Systems, inc. 
;\ t:adi:_:cn:�: fire-":w;;S!! $ystm� tn <;n !-r::·p:l�,t: ;:<;t,:V(: t·k. er:v trc:nn:c�;::_::: iyl:k;;j!ly utl !:l-:":":; . . .  
:-:-13c�1:pes, a set ;__1f f:rewa!! tld-2�; 3re gePerated fer e�•-�h virttJa! machi:1e F: rhe  . 
Overview · Rel::1ted · Discuss 

Repl icat ing flrewa l i  pol i cy across mult ip le data centers 

App. - F;led Jui 28, 201 5 - Published Jan 5, 2017 - Uday MASUREKA R - N icira, Inc. 
Eaeh host Is c,:i:1fo�Nr-2d tn host 1.1 s�t ot d3t3 Lt!1:-:pute r.cd-r::; : DCNs), " " "  vkt;,.;a! machl11e 
(VM) fr:xn 3 ::;01..:rce hn�� m 3 tfa�.� center le � desltn��JGP host i:: a dtfferem 
Overview · Rela::ed · Discuss 

Authenticated flrewal i  tunnel ing framework 
-..·.1vv1f•rgoog!e corn/potents/US2GO�":D1 tIJ98U 

App. - Filed Dec 1 ,  1 998 - Pub!ished Nev 1 4, 2002 - David Bri..wmel! - David Browne!! 
fa. :..:se:- -::1:-: ar: e::t.1eri:a! host !ngs i:-: in'.:o 3 f!rewsJL . . .  ·vado:..:s t:v 1:e! c:asse:; a.:ce prcv·kied tc 
cnnf:gme �-�:::pe:s :n 3 V8ne·ty ;__1f nBPne: s. V�rtual . . . .  rkewa!!s 8rl:' �:sed lG sc:e,ep tmffi::-; 
;-:1ehvee:-: "li1tt!r:1a!" ne'.:<\1-:::i:-!i::; or.d ··-r:,cten1a.:" r.etvvnrks (e.9. ne'.:<\1-:::i:!i::; !ini(ed u . . .  ? :s :! b:cci( 
diaq: a:-:--1 1ha1 i:i��s1r3tes 8 compute, �ystem .. sep?ra�� . . .  
Overview , Related · Discuss 

System and method for managing resources in a virtua l  mach ine " "  

App. · Filed Apr 1 9, 201 2 · Pubii-,hed Oc, 24, 2013  · W,,!id H .  Eiem,,,y · Dincloud, Inc. 
/\. system �::d rnethcd fer a::;�;;qning atrr:butes, �;��ch Q�; dtreG�JJ:·1 :'."J: fir,;;wall attnb�� tes fer 
i.drtusl mr�chlr:e�, by r� user cv·e:· a. """ tte :r.twfac-r: co:�Tig�r�d tc :ecel'H: inputs frcrr. th-r: user 

.-----------------� . .
I __ :S;:�.::: _::: -- ! 

https://www.google .com/search?biw= 1 504&bih=676&tbm=pts&ei=MKA 1 XeGYLsP45gL vObCQCg&q=an +internal+firewall+is+config ured+to+separate+. . .  1 /2 
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7/22/201 9 an internal firewall is configured to separate the host system from the virtual system in the computer system - Google Search 
cGrr:p:l�jng . . .  .:.\pp:i,::;j tlG:1s : u:1:1:nq v,.,, ::_f:k1 '�ht� VM v .. 1m ;jei jL:s� ;:::-:: '�ht�Y vvtndd if :·u:1 en ;:: ''r-=;j!" 
comput-c?.r, . . . . .  s-c?.parat€: .. , ,  lnt-::r�u! . 

Overview Related · Discuss 

Virtual machine migrat ion with in  a hybrid cloud system 
>,:·.1vv1f•rgoog!e corn/potents/�VQ��D1 ?U4U326A1?c!:.:en 

App. - Filed ,.\ug 26, 201 6 - Published Mar 9, 201 7 - Gabde! Tarasuk-Levin - Vrnvvare, Inc. 
Hybrjd c;oud comp\.3ti�g syst-c?.m 1 00 is configured tc :: i·-:J-.+jde �, corrirrior: plutf•:Fnl . .  by mi 
ot·g�:.ni�ano:-: thm ::-:: �H-1!)QiQte fro;�-, a -:�!nR:i� �h;:::. ;jecc�:::.:-::�!S �h-= �!X1t�: ni:1: :_ :eud . . .  suc�1 �:.s 
f!rewa!!s, r:et'-llC 1·� addre:.;::; trnnsk;t;,:: p (!'-L:�T), dyn3t�ic host c,c:mf!g\.3rnti-:,� . . . .  lP �;.jc;resses 
1:J: vktu�! d.:i::� e:er:t<:r ·p3D and en�! (:r tr:(nt: pdv�:.'�t: im.t�n1�! . . .  
Overview - Related - Discuss 

Methods and systems for orchestrating physic:ai and v irtual switches . " '  

App. · Filed Apr 2, 201 5 · Pubiis!·,ed Oct 6 ,  201 6 Marc Woolw,,;-d · Varmour Networks, Inc. 
;t mu:::.:_;8.�-:":-:; �:.n ex:�n-:p!e c!>mp�rE·e-"":r $ystGm :n ;::c:_ot·d�:.ne-= vvi�h v�:.t-:(:u:::. ... n·:ay bt:'. ;:: wKh:, a 
ccrr:rr:un1ccrdcn n,::r!e, �, �ikti.3a! mac;ilne, �, c.arr::ci.:n;_; i·, and i:.� host). 
Overview Related · Discuss 

https://www.google .com/search?biw= 1 504&bih=676&tbm=pts&ei=MKA 1 XeGYLsP45gL vObCQCg&q=an +internal+firewall+is+config ured+to+separate+. . .  2/2 
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 1 of 16  

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

2 .  

Subjects: Appl ication programming interface ; Application Pro�1rarnming 
I nterface -- Methods 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-47d8-b l2 l -494e908d5a . . .  7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 2 of 16  

4 .  

5 .  

Subjects: Appl ication prograrnrnin�i interface ;  Appl ication Prograrnrnin9 
I nterface -- Methods; Appl ication Programming Interface -~ Repmis; 
Periodical publ ishing Intel lectual propeIiy; Period ica l publ ish ing -- Methods; 
Periodical publist1 ing Reports 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-47d8-b l2 l -494e908d5a . . .  7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 3 of 16  

6 .  

7 .  

Subjects: Appl ication prograrnrnin�i interface ;  Patent/copyri9ht issue ;  
Appl ication Prog ramming I nterface -- Methods; Patents - - Methods 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-47d8-b l2 l -494e908d5a . . .  7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 4 of 16  

8 .  

Subjects: Appl ication programming interface ; Patent/copyright issue:  
Appl ication Programming l ntetiace -- Meti1ods: Patents -- Met!1ods 

9.  

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-47d8-b l2 l -494e908d5a . . .  7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 5 of 16  

1 0. 

1 1 .

1 2 . 

Subjects: Bridge/router; l ntemeiworking device; ISDN router; Bridge/routers 
-- I ntellectual property; Bridge/routers -- Metl1ods 

Subjects: New York; General 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-47d8-b l2 l -494e908d5a . . .  7/22/20 19  
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Result List : one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 6 of 1 6  

1 4. 

1 5. 

Subjects: Data center network topology :  top of rack (ToR) ; aggregation ;  
core router; h igh density switch ; hub ;  bridge; routing protocol; gateway; node; 
diameter; dimension; rad ix; basic tree; fat tree;  commod ity switd1 fabric; end 
of row (EoR) ; recursive DCN topology; BCube; dragonfly 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12  l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 7 of 16  

1 6. 

1 7. 

Subjects: Washington ;  Genera l  

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Remote access; Computer 
networks--Security measures 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 8 of 16  

1 8. 

Subjects: COMPUTERS / Web / Genera l ;  COMPUTERS / Networking / 
l niranets & Extranets ; Cloud computing

Subjects: COMPUTERS / Computerized Horne & Entertainment; Web 
services 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 9 of 16  

20. 

2 1 .  

Subjects: TECHNOLOGY & ENGINEERING / Materials Science / Genera l ;  
NATURE / Environmental Conservation & Protection; Materia ls-­
Environmental aspects 

�rab!e of c:ontents 

.2-4898!3) ; [)atabase: eBook c:o! !ecUon (EBSC:()host) 

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Security rneasures 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 10  of 16  

Subjects: TECHNOLOGY & ENGINEERING / Power Resources i Genera l ;  
Renewable energy sources--Cong resses: Environmental protection-­
Congresses 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 1  of 16  

23. 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . . :  Discover . .  . Page 12 of 16  

24. 

Subjects: COMPUTERS / Data Processing;  Appl ication software ; Web site 
deve lopment--Computer programs 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 3  of 16  

25. 

Subjects: I nformation Security; Social Engineering; Cyber Crime; Semantic 
Attacks; I ntrusion detection 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List : one device configured to implement at least one of a network f. . .  : Discover . . . Page 14  of 1 6  

26. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects: COMPUTERS i Cl ient-Server Computing;  Midd leware : 
Cl ient/server computing 

·r:ab!e of c:ontents

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List : one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 5  of 1 6  

29. 

Subjects: BUSINESS & ECONOMICS / I ndustries / Transportation ;  
TRANSPORTATION / Publ ic Transportat ion; Intel l igent transportation 
systems 

Table of c:ontents

Subjects: TECHNOLOGY & ENG INEERING / Electron ics / Digita l ;  
TECHNOLOGY & ENG INEERING / Electron ics / Microelectron ics; Electron ic 
data processing departrnents; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation ;  
Telecommun ication--Energy conservation ;  Green technology; Electron ic data 
processing--Ener�w conservation 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12 l -494e908d5a. . . 7/22/20 19  
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Result List : one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 6  of 1 6  

30. 

Subjects: COMPUTERS i Security ! Genera l ;  COMPUTERS / Security / 
Networking;  COMPUTERS i Security / Onl ine Safety & Privacy; Computer 
security; Data protection ;  Business enterprises--Computer 
networks--Security measures; I nformation technology--Securiiy measures 

powered by E8SCOho.st 

© 20 1 9  EBSCO , nd;;sir ies, I nc. ,,::.J I r ig h ts reserved . 

http ://eds.b .ebscohost. com/eds/results?vid=O&sid=c4ca62c4-aef2-4 7 d8-b 12  l -494e908d5a. . . 7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page I of 22 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

�,.,.� t1 r1 ti l0i r-:: r\ k· t') f S v ��--t�� t'"l•� �� � s :s...::.S. s  � '\..s s... .. �� \...• , .. � � -....  \ .... • �  � ...... ._J "'-� ���-. § � §,,.., 

l r� �'. i t·l �1f'�s �  � -..) s �j �  S S..'-. .. � 

Subjects: SCIENCE / Life Sciences / Molecu lar Biolo�iy; COMPUTERS i 
Bioinformatics; MATHEMATICS i Applied ; Systems biology--Handbooks , 
manuals, etc; Bioinformatics--Handbooks, manuals, etc 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 2 of 22 

2 .  
��,�r�·� � r�,-t,· �l t·1� -t� t�ti � .. , r�,--...'i 'i\.. .... � \...•·L.� � � 'I.. J �--\ �.-:. , .. 1 'i\.. .... � \..� \J � �

�)�;r\tf;r .. 

Subjects : Computer security; Computer networks ; Computer Systems 
Design Services; Honeypots (Network security) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 3 of 22 

3.  

Subjects: I nformation technology management; Virtual mach ine systems; 
Computer input-output equ ipment; Computer software industry -­
Management; Computer arc!liieciure ;  Computer security; Computer and 
periphera l  equ ipment manufacturing ; Computer Terminal and Other 
Computer Periphera l  Equ ipment Manufactu ring;  Software Publishers; 
Computer, computer peripheral and pre-packaged software rnerctrnnt 
wholesa lers :  Computer and Computer Periphera l  Equipment and Software 
Merchant VVho lesalers ;  Computer and software stores; Software publ ishers 
(except video game publ ishers) ; Management 

,· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·, 
: �'':-':--':--":,,,':--':-":--':-':-':--':--':--':-':-':-.. ':--':-':-':--':--':-':-':-":,,,':--":,,,":,,,":,,,� : 

(f/f· . . . .  j( 

· -- >> 
: �·,·.·.·.·.·.·.·.·,·.·.·.·.·.·.·.·,·,·,·.·.·.·. 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 4 of 22 

4.  

r.:roposed !ntnJsion detection technique on a r.:rivate c!outi vvith open nebula 

Subjects: CLOUD computing;  \NEB hosting ; CYBERTERRORISM;  
MALWARE; NEBULA (Computer program language) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 5 of 22 

5.  

Subjects: Commun ication ,  Networking and Broadcast Technologies; 
Components , Circuits , Devices and Systems ; Computing and Processing; 
Robotics and Control Systems ; Signal  Processing and Ana lysis; Cloud 
computing;  Crypto�v-apt1y; Virtual mact1 in ing ;  Databases; Computer 
security; Image color ana lysis; Avai labi l ity; Cloud: Data Fragments ; 
Redundancy; Repl ication ;  Security; T � coloring 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 6 of 22 

7.  

Subjects: SC IENCE i Space Science 

Subjects: TECHNOLOGY & ENG INEERING / Electron ics / Circuits / 
Genera l ;  COMPUTERS i CAD-CAM; COMPUTERS / Computer Science :  
TECHNOLOGY & ENG INEERING / Electrica l :  Embedded computer 
systems--Design 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 7 of 22 

Subjects: Garbage collection (Computer science) ; Computer programming; 
Memory management (Computer science) ; Computer al�iorithms; Virtual 
storage (Computer science) : Lisi processing (Electron ic computers); 
Computer :systems design and related services (except video game design 
and development) ; Custom Computer Programming Services; Other 
Computer Related Services 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 8 of 22 

9.  

Subjects: User-centered system design ;  Cybetierrorism;  Mobile agent 
systems; Computer security; System ana lysis 

·· :· · · · · · · · · · · · · · · · · · · · · · · · ·: · · ; · · · · · · · · · · · · · · · · · · · · · · · · · · · ; ;  
· "::-:-�':': . ...  � t i :-:• �:-,�:-,, �,,:. \ I 

•',,. 1',,. ·•c·•··.:·_•;··.··•'\i·'·�:.····:.•:·.,:.;._·.,�.!··._.:_�',
·.::.,,··.-.:·:•.··-:,.:-."",1.•,:, .. ;d,,. : f"'l.;k�t�r] :  

-�- �· .:�:- .. <�� j ���w· : :·· · · · · · · · · · · · · · · · · · · · · · · · · · · •· :

�:· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · : 

•• ±?',�'.'.\;,'.\,�::it:\�}�,�� ..••
: : .. :-.,-..-�.,..�.,;:.,;:::,... ,-.... ' :: : : : : : : : : : : : : : : : : : : : : : : : : :::�::-:-:;�:::: : : : : : : : : : : : : : : : : : : : : :r:
-·::::::::::::::::::::::::::::::::::::::·· . . . . . . . . . . . . . . . .  . 

• :m r �¼t@t > •
: :•;:X(,x, :_:- :;.._:.._..;..::>,,--:..��-: �"'" � :-.,;,_:.: .... ,�. ;❖. :;.;.;.;.;.;. .;.;.;.;.;.;. j l . -��: .. ,,  -.: ' .. � ...... �-�-.-�.---:--..:�\. ... � ... �':;__� : : 
l \�t�\1 T k�"::i{\�iti�� ..... �·�:..J��i���i.�ii�� I i : �...... .. ............. � :  

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 9 of 22 

1 0. 

Subjects: MEDICAL simulation ;  BRAIN research ; NEURAL conduct.ion ;  
S IMULATION methods & models; REALISM 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page I O  of 22 

1 1 .

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Dig ita l ;  
TECHNOLOGY & ENGINEERING / Electron ics / Microelectron ics ; Electron ic 
data processing departments ; Electronic apparatus and appliances-­
Environmental aspects; Computer networks--Energy  conservation ;  
Telecornrnun ication--Energy conservation ;  Green technology; Electron ic data 
processin�1--Energy conservation 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 1  of 22 

1 3. 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 12 of 22 

1 4. 

Subjects : COMPUTER network protocols; ROBUST contro l ;  LOAD 
balancing (Computer networks) ; PEER-to-peer arch itecture (Computer 
networks) ; COMPUTER networks; SCALABILITY (Systems engineering); 
D ISTR IBUTED computing ; QUERYING (Computer science) ; DATA 
repl ication 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 3  of 22 

Subjects : COMPUTERS / l ntel l i�1ence (Al) & Semantics; lntel l i�1ent agents 
(Computer software) ; D istributed artificial intel l igence 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 14 of 22 

1 6. 

Subjects: SWARM intel l igence ;  COMPUTER schedul ing ;  CLOUD 
computin9;  VIRTUAL mact1 ine systems; COMPUTER simu lation 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 5  of 22 

1 7. 

Subjects: General  

Subjects: INFORMATION storage & retrieval systems; INFORMATION 
science; EMPIRICAL research ; CREATIVE abi lity; ORGAN IZATIONAL 
change 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List : computer system comprising a host system and a virtual system: Discover . .  . Page 1 6  of 22 

1 9. 

20. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals, etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects: Product enhancement: Systems/data security software; 
Containers -- Product enhancement; Containers -- Intel lectual property: 
Systems and data security software -- Product entiancement; Systems and 
data security software -- I ntellectual property 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 17  of 22 

/\pp! ied Science & T·echno!o�1y Source 

Subjects: Cloud computing ;  Software as a service; Computer system 
fai lures; Distributed computing ; Computer architecture ;  Rel iabi l ity 
(Eng ineerin9) ; Data Processin9,  Hosting, and Related Services 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 8  of 22 

23. 

Subjects: CLOUD computing ;  DEC ISION support systems; GENETIC 
algorithms; PRODUCTION schedul ing ;  COMBINATORIAL analysis 

Subjects: Un ited States; VMware I nc. -- I ntellectual  propetiy; Computer 
software industry -- Intel lectual property; Computer software indust.ry -­
Methods 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 19  of 22 

24. 

Subjects: Germany; Software qual ity; PatenUcopyright issue;  Robe1i Bosch 
GrnbH -- I nte l lectual property; Robert Bosch GrnbH -- Reports ; Virtual 
computer systems -- Methods; Virtual computer systems -- Reports: 
Software -- Methods; Software -- Reports; Patents -- Methods; Patents -­
Reports; Period ical publ ishin9 -- Inte l lectual propeity; Period ica l  publ ishin9 -­
Methods ; Period ical publist1 ing -- Reports ; Computer science -- Methods; 
Computer science -- Reports 

Subjects: Fin land; Cornpany  business rnana�1ement; Patent/copyri�1ht issue; 
Patents 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . . .  Page 20 of 22 

26. 

27. 

Subjects: Un ited States; Cal iforn ia ;  Patent/copyright issue: Jun iper 
Networks I nc. -- Intel lectual property :  Computer peripl1erals industry -­
I nte l lectual property; Virtual computer systems; Patents 

Subjects: Taiwan ;  Company personnel management 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 2 1  of 22 

29. 

Subjects: Japan ;  Company business management; Patent/copyright issue ;  
Patents - - Meti1ods 

r..Jr()\liri § ritl r') ;)t;� ll riri /1 r1r) � i t·":,�tif) r"l (�t1r�ti r1 §  � it \J �, i,·1.· i-\ � � ,-.. .. -. "-� �, • .:; � �  �� li.-... ....... ,:.S. ::.,x.-.s � '\� � \...-. � "\�.• �-� -. � ,  •• -�.-.. '1.. -. 'i\..  ... � �  � \... ..... \...• � � ::.,� .,  � �  ... � � , . " 

t .. : t� ,�--1 &-� § � +�� �<' s \l � tt.� f�� l ! I <.� t.:) ·--r· t .. ,, ·1 () ··1 •"l f) r� ,::; "7 \ 
'\.,� '\_._{" S � S J-.{" �� �'S._:_-.. � � .. ""' .. J-. '-� :g..t:..,· :3 � :3 \ � .... • \\....-... .. • � � \... ...  l � '--� 1 � � , .... • � \... ... � , .... • � }

Subjects: Patent/copyright issue;  Period ical publ ishing -- Inte l lectual 
propeity; Period ical publist1 ing -- MeH10ds; Patents -- Methods 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=c9c0 l l 56-6454-4 l 8a-ae77-f89c7009fbd. . .  7/22/20 19  

 

International Business Machines Corporation - Ex. 1002, Page 000329



Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 22 of 22 

Subjects: I nternet of t!1 ings; Computer architecture; Computer security; 
Denial of service attacks; Intrusion detection :systems (Computer security) 

powered by EBSCOhost 
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DOCKET NO.: LCOM ISO US02
Application No.: 15/9 10,734 

PATENT 

Office Action Dated: July 25, 2019

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re Application of: Confirmation No. : 2365 
L3 Technologies, Inc. 

Application No.: 15/910,734 

Filing Date: March 2, 2018 

Group Art Unit: 2498 

Examiner: Truong, Thanhnga B. 

For: INTERNET ISOLATION FOR A VOIDING INTERNET SECURITY THREATS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13- 1450 
Sir: 

REPLY PURSUANT TO 37 CFR § 1.1 1 1  
In response to the Official Action dated July 25, 2019, reconsideration i s  respectfully 

requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI A of this paper. 

D Amendments to the Claims are reflected in the listing of the claims which begins 
on page NIA of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

r8] Remarks begin on page 2 of this paper. 
r8] The Commissioner is hereby authorized to charge any fee deficiency, charge any 

additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-55 19 .

Page 1 of 2 
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Doc Code: DISQ.E.FI LE 
Document Description: E lectronic Terminal  Disc la imer - Approved 

Application No.: 1 591 0734 

Fi l ing Date: 02-Mar-201 8 

Applicant/Patent under Reexa mination: Hoy 

Electronic  Terminal  Discla imer filed o n  Aug ust 30, 201 9 

C8J APPROVED 

This patent is subject to a terminal disclaimer 

0 DISAPPROVED 

Approved/Disapproved by: Electronic Terminal  Discla imer a utomatica l ly approved by EFS-Web 

U.S. Patent and Trademark Office 
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Doc Code: DIST.E.FILE 

Document Description: Electronic Terminal Disclaimer - Fi led 

PTO/SB/26 
U.S. Patent and Trademark Office 

Department of Commerce 

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A 

"PRIOR" PATENT 

Appl ication Number 1 591 0734 

F i l ing Date 02-Mar-201 8 

Fi rst Named Inventor Robert Hoy 

Attorney Docket N u mber LCOM_ISO_US02 

Title of Invention 

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

l'vl Fi l ing of terminal  discla imer does not obviate requ i rement for response under 37 CFR 1 .1 1 1  to outstanding
iL:::,J Office Action 

� Th is electronic Terminal Discla imer is not being used for a Joint Research Agreement. 

Owner Percent Interest 

L3 Technolog ies, Inc. 1 00 %  

The owner(s) with percent interest l i sted a bove in  the instant appl ication hereby d isclaims, except as provided below, the 
terminal  part of the statutory term of any patent gra nted on the instant appl ication which would extend beyond the expiration 
date of the fu l l  statutory term of prior patent number(s) 

99421 98 

as the term of sa id prior patent is presently shortened by any terminal  d isclaimer. The owner hereby agrees that any patent so 
granted on the instant a ppl ication sha l l  be enforcea ble only for and during such period that it and the prior patent are commonly 
owned. This agreement runs with any patent g ranted on the instant appl ication and is binding upon the grantee, its successors 
or assigns. 

In  making the above d iscla imer, the owner does not discla im the terminal  pa rt of the term of any patent granted on the instant 
appl ication that would extend to the expiration date of the fu l l  statutory term of the prior patent, "as the term of sa id prior patent 
is presently shortened by any terminal  d isclaimer," in the event that sa id prior patent later: 
- expi res for fa i lure to pay a maintenance fee;
- is held unenforceable; 
- is found inva l id by a court of competent jurisdiction;
- is statutorily d iscla imed in  whole or terminal ly d isclaimed under 37 CFR 1 .321 ; 
- has a l l  cla ims canceled by a reexamination certificate;
- is reissued; or
- is in any manner terminated prior to the expi ration of its ful l  statutory term as presently shortened by any terminal  disclaimer.

@ Terminal  disclaimer fee under 37 CFR 1 .20(d) is included with Electronic Terminal  Discla imer request. 
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0 I certify, in accordance with 37 CFR 1 .4(d)(4), that the terminal  discla imer fee under 37 CFR 1 .20(d) 
requ i red for this terminal  disclaimer has a l ready been paid in the a bove-identified appl ication. 

Appl icant cla ims the fol lowing fee status: 

Q Smal l  Entity

Q Micro Entity

@ Regular Undiscounted

I hereby declare that a l l  statements made herein of my own knowledge are true and that a l l  statements made on information and 
bel ief are bel ieved to be true; and further that these statements were made with the knowledge that wil lfu l fa lse statements and 
the l ike so made are pun ishable by fine or imprisonment, or both, under Section 1 001  of Title 1 8  of the Un ited States Code and 
that such wil lfu l fa lse statements may jeopard ize the va l id ity of the appl ication or any patent issued thereon. 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1 .4(d)(4) that I am: 

@ An attorney or agent reg istered to practice before the Patent and Trademark Office who is of record in
th i s  appl ication 

Registration N u mber 77970 

Q A sole inventor

0 

0 

A joint inventor; I certify that I am a uthorized to s ign this submission on behalf of a l l  of the inventors as evidenced by the 
power of attorney in  the appl ication 

A joint inventor; all of whom are s ign ing this request 

Sig nature 
/Ryan A. Peddle/ 

Name Ryan A. Peddle 

*Statement under 37 CFR 3.73(b) is req u i red if terminal  disclaimer is s igned by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Acknowledgement Receipt 

EFS ID: 37027301 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 58266 

Filer: Ryan A. Peddle/Melissa l nzaris 

Filer Authorized By: Ryan A. Peddle 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 30-AUG-201 9

Filing Date: 02-MAR-201 8

Time Stamp: 1 1 :00:55 

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment I no

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 09662 

1 LCOM_ISO_US02_AS_FILED_RE yes 2 ply_to_NFOA.pdf 
308077 5 be 7 3ac 4 3 8765 Sb871 bc3 e 38df6ec 

904bf 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Applicant Arguments/Remarks Made in an Amendment 2 2 

Warnings: 

Information: 

Total Files Size (in bytes) 1 09662 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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Electronic Acknowledgement Receipt 

EFS ID: 37027257 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 58266 

Filer: Ryan A. Peddle/Melissa l nzaris 

Filer Authorized By: Ryan A. Peddle 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 30-AUG-201 9

Filing Date: 02-MAR-201 8

Time Stamp: 1 0:58:36 

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 1 60 

RAM confi rmation Number E201 98TA58334955 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

33441 

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2 

7740ad9eb 1 38b727da80d73c261 3b669ac 

db10f4 

Warnings: 

Information: 

30458 

2 Fee Worksheet (5B06) fee-info.pdf no 2 

7bb06829bb2de4237ca8700e26488cfb6da 

1Sded 

Warnings: 

Information: 

Total Files Size (in bytes) 63899 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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DOCKET NO.: LCOM ISO US02 
Application No.: 15/9 10,734 
Office Action Dated: July 25, 2019 

PATENT 

REMARKS 

Claims 28-47 of the present application are pending. No claims have been amended 

herein. No claims have been added or canceled herein. No new matter has been added. 

Double Patenting Rejection 

Claims 28-4 7 stand rej ected under the judicially created doctrine of non-statutory 

obviousness-type double patenting as allegedly being unpatentable over claims 1 -23 of U.S .  

Patent No. 9,942, 198 .  As a proper terminal disclaimer is being filed herewith, the double 

patenting rejection is moot and withdrawal thereof is respectfully requested. 

CONCLUSION 

Insofar as the Office Action' s rej ections having been adequately addressed, it is believed 

that the present application is in condition for allowance and such action is respectfully 

requested. 

Date : August 30, 20 19  

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 

Page 2 of 2 

ffiyau A Peddle/ 
Ryan A Peddle 
Registration No. 77,970 
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Electronic Patent Appl ication Fee Transmittal 

Application Number: 1 591 0734 

Filing Date: 02-Mar-201 8

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Filer: Ryan A. Peddle/Melissa l nzaris 

Attorney Docket Number: LCOM_ISO_US02 

Fi led as Large Entity 

Filing Fees for Util ity under 35 USC 1 1 1  (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

STATUTORY OR TERMINAL DISCLAIMER 1 8 1 4  1 1 60 1 60 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO ($) 1 60 
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Index of Claims 

✓ Rejected

-- Allowed 

Application/Control No. 

1 5/9 1 0 ,734 

Examiner 

THAN H NGA B TRUONG 

Cancel led 

Restricted 

Applicant(s)/Patent Under Reexamination 

Hoy et a l .  
Art Unit 

2498 

N Non-Elected A Appeal 

I Interference 0 Objected 

CLAIMS 

□ Claims renumbered in the same order as presented by applicant □ CPA � T.D. □ R.1 .47

CLAIM DATE 

Final Orig inal 04/30/201 8  03/1 5/201 9 07/22/201 9  1 1/07/201 9  
1 - - -
2 - - -
3 - - -
4 - - -
5 - - -
6 - - -
7 - - -
8 - - -
9 - - -
1 0  - - -
1 1 - - -
1 2  - - -
1 3  - - -
1 4  - - -
1 5  - - -
1 6  - - -
1 7  - - -
1 8  - - -
1 9  - - -
20 - - -
2 1  - - -
22 - - -
23 - - -
24 - - -
25 - - -
26 - - -
27 - - -

1 28 ✓ ✓ ✓ =
2 29 ✓ ✓ ✓ =
3 30 ✓ ✓ ✓ =
4 3 1  ✓ ✓ ✓ =
5 32 ✓ ✓ ✓ =
6 33 ✓ ✓ ✓ =
7 34 ✓ ✓ ✓ =
8 35 ✓ ✓ ✓ =
9 36 ✓ ✓ ✓ =
1 0  37 ✓ ✓ ✓ =
1 1 38 ✓ ✓ ✓ =
1 2  39 ✓ ✓ ✓ =
1 3  40 ✓ ✓ ✓ =
1 4  4 1  ✓ ✓ ✓ =
1 5  42 ✓ ✓ ✓ =

U.S. Patent and Trademark Office Part of Paper No. :  201 9 1 1 07 
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Index of Claims 

CLAIM 

Final Orig inal 04/30/201 8  
1 6  43 ✓ 
1 7  44 ✓ 
1 8  45 ✓ 
1 9  46 ✓ 
20 47 ✓ 

U.S. Patent and Trademark Office 

Application/Control No. 

1 5/9 1 0 ,734 

Examiner 

THAN H NGA B TRUONG 

03/1 5/201 9 07/22/201 9  1 1/07/201 9  
✓ ✓ =
✓ ✓ =
✓ ✓ =
✓ ✓ =
✓ ✓ =

Page 2 of 2 

DATE 

Applicant(s)/Patent Under Reexamination 

Hoy et a l .  
Art Unit 

2498 

Part of Paper No. :  201 9 1 1 07 
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Issue Classification 

CPC 
Symbol 

H04L ffiI 63 I ill ?
G06F mt 21  I N  
H04L rn r  63 I m t
G06F rn r  9 I Mt 
G06F rnt 2009 I N  

CPC Combination Sets 
Symbol 

Application/Control No. 

1 5/9 1 0 ,734 

Examiner 

THAN HNGA B TRUONG 

0272 
53 
10 1  
45558 
45587 

1 m 1 1 m l 

NONE 

(Assistant Examiner) 
/THANH NGA B TRUONG/ 
Primary Examiner, Art Unit 2498 
(Primary Examiner) 

U.S. Patent and Trademark Office 

Applicant(s)/Patent Under Reexamination 

Hoy et a l .  
Art Unit 

2498 

Type Version 

F 201 3-01·01  
I 201 3-0 1 -01  
I 201 3-01-01  
I 201 3-01·01  
A 201 3-0 1 -0 1  

Type Set Ranking Version 

Total Claims Al lowed : 

(Date) 20 
07 November 20 1 9  

O.G. Print Claim(s) O.G. Print Figure 

(Date) 28 1 
Part of Paper No.: 201 9 1 1 07 
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Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04L 

I 
NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 
/THANH NGA B TRUONG/ 
Primary Examiner, Art Unit 2498 
(Primary Examiner) 

U.S. Patent and Trademark Office 

Application/Control No. 

1 5/9 1 0 ,734 

Examiner 

THAN HNGA B TRUONG 

I rn I 63 

Applicant(s)/Patent Under Reexamination 

Hoy et a l .  
Art Unit 

2498 

I rn I 0272

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Al lowed : 

(Date) 20 
07 November 20 1 9  

O.G. Print Claim(s) O.G. Print Figure 

(Date) 28 1 
Part of Paper No.: 201 9 1 1 07 
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Issue Classification 

Application/Control No. 

1 5/9 1 0 ,734 

Examiner 

THAN HNGA B TRUONG 

Applicant(s)/Patent Under Reexamination 

Hoy et a l .  
Art Unit 

2498 

□ Claims renumbered in the same order as presented by appl icant □ CPA � T.D.  □ R. 1 .47
CLAIMS 
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 10  19  1 28 10  37 1 9  46 

2 1 1  20 2 29 1 1  38 20 47 

3 1 2  2 1  3 30 1 2  39 

4 1 3  22 4 3 1  13  40 

5 1 4  23 5 32 1 4  4 1  

6 1 5  24 6 33 1 5  42 

7 1 6  25 7 34 1 6  43 

8 1 7  26 8 35 1 7  44 

9 18  27 9 36 18  45 

NONE 
Total Claims Al lowed : 

(Assistant Examiner) (Date) 20 
/THANH NGA B TRUONG/ 07 November 20 1 9  O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2498 
(Primary Examiner) (Date) 28 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 223 13-1450
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

158266 7590 1 1/08/2019 
Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

APPLICATION NO. FILING DATE 

15/910,734 03/02/2018 

FIRST NAMED INVENTOR 

Robert B. Hoy 

EXAMINER 

TRUONG, THANHNGA B 

ART UNIT 

2498 

DATE MAILED: 1 1/08/2019 

PAPER NUMBER 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LCOM_ISO_US02 2365 

TITLE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1000 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE 

$0.00 $0.00 $1000 

DATE DUE 

02/10/2020 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)" .  

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II . PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B .

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 
By mail, send to: Mail Stop ISSUE FEE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 223 13- 1450 

By fax, send to: (57 1)-273-2885 

INSTRUCTIONS : This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1 ,  by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

158266 7590 1 1/08/2019 
Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

APPLICATION NO. 

15/910,734 

FILING DATE 

03/02/2018 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571)  273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Robert B. Hoy LCOM_ISO _ US02 2365 

TITLE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $ 1000 

EXAMINER ART UNIT 

TRUONG, THANHNGA B 2498 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1 .363).

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS SUBCLASS 

726-015000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is
listed, no name will be printed. 

$1000 02/10/2020 

2 

3 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3 . 1 1  and 37 CFR 3 .8l (a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: □Issue Fee □Publication Fee (if required) □Advance Order - # of Copies  _ 
4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1 .29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1 .31  and 1.33. See 37 CFR 1 .4 for signature requirements and certifications. 

Authorized Signature 

Typed or printed name 

PTOL-85 Part B (08- 1 8) Approved for use through 01/3 1/2020 
Page 2 of 3 

0MB 0651-0033 

Date 

Registration No. 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

15/910,734 03/02/2018 

158266 7590 1 1/08/2019 
Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

FIRST NAMED INVENTOR 

Robert B. Hoy 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 223 13-1450
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LCOM_ISO_US02 2365 

EXAMINER 

TRUONG. THANHNGA B 

ART UNIT 

2498 

DATE MAILED: 1 1/08/2019 

PAPER NUMBER 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l (h)(2) of the AIA Technical Corrections Act amended 35  U.S .C. 1 54(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 194 16,  194 17 (Apr. 1 ,  2013 ) .  Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1 .705 . 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (57 1)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1 -(888)-786-0101  or (57 1 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number' s legal significance in accordance with 5 CFR 1320.5(b) . 

The information collected by PTOL-85 Part B is required by 37 CFR 1 .3 1 1 .  The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1 . 14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 223 13- 1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS.  SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 223 13- 1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: ( 1 )  the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1 .  The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3 .  A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5 .  A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 1 8 1) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 1 5 1 .  Further, a record
may be disclosed, subject to the limitations of 37 CFR 1 . 14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Notice of Allowability 

Application No. 
1 5/9 1 0 ,734 
Examiner 
THAN H NGA B TRUONG 

Applicant(s) 
Hoy et a l .  
Art Unit 
2498 I AIA (FITF) Status

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being al lowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application .  I f  not i ncluded 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1 .3 1 3  and MPEP 1 308. 

1 .� This communication is responsive to communications fi led on 8/30/1 9. 
D A declaration (s)/affidavit(s) under 37 CFR 1 .1 30(b) was/were filed on  __ .

2.0 An election was made by the applicant in response to a restriction  requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action .  

3 .� The al lowed claim(s) is/are 1 -27 . As a result of the al lowed claim(s), you may be el igible to benefit from the Patent Prosecution 
Highway program at a participating intel lectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an i nquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C.  § 1 1 9 (a)-(d) or (f). 
Certified copies: 

a) □All b) 0 Some *c) D None of the:
1 .  D Certified copies of the priority documents have been received.
2. D Certified copies of the priority documents have been received in Application No. __ .
3. D Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 1 7.2(a)). 

* Certified copies not received: __ .

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to fi le a reply complying with the requirements 
noted below. Failure to timely comply wil l  result in ABAN DONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 
D including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date __ . 
Identifying indicia such as the application number {see 37 CFR 1 .84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1 .121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of B IOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQU I REMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1 .  D Notice of References Cited (PTO-892)
2 .0 I nformation Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date . 

5. D Examiner's Amendment/Comment
6. � Examiner's Statement of Reasons for Allowance

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4. 0 I nterview Summary (PTO-41 3) ,
Paper No./Mail Date. __ . 

U.S. Patent and Trademark Office 
PTOL-37 (Rev. 08-1 3) 

/THAN HNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

Notice of Allowabil ity Part of Paper No./Mail Date 201 9 1 1 07 
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Applicat ion/Control Num ber : 1 5/91 0,734 
Art Unit: 2498 

DETAILED ACTION 

Page 2 

1 .  Applicant's amendment fi led on August 30, 201 9 has been entered. Claims 

1 -47 are pending. Claims 1 -27 are cancelled by the applicant. 

Notice of Pre-A/A or A/A Status 

2. The present application is being exam ined under the pre-AIA first to invent

provisions. 

Response to Argument 

3. Applicant's argum ents fi led August 30, 201 9  have been fully cons idered and

are persuasive. 

Allowable Subject Matter 

4. Claims 28-47 are allowed for the reasons argued by Applicants on page 2

of Remarks , filed August 30, 201 9. None of the prior art of record, either taken by itself 

or in any com bination, would have antic ipated or made obvious the claimed invention of 

the present application at or before the date it was effectively fi led. 

In addition, the prior arts of record Vega; Rene Antonio et al (US 

200600051 88 A1 ) ,  WE I; COACH (US 201 00251 329 A1 ) ) ,  Musiri ; Sriram Srivathsan et al 

(US 201 001 7481 1 A1 ) ,  and Tock; Theron et al (US 81 85642 B 1 ) do not disclose these 

specific l im itations of separating the host svstem from the virtual svstem using an internal 

firewall executed on the computer svstem; implementing netwrk isolation bet1MJen the 

computer svstem and the netwrk using a host-based firewall executed on the computer 

svstem; providing at least one device configured to implement a netwrk firewall or a web 

proxv; and implementing netwrk isolation, bet1MJen one or more untrusted netwrk 

destinations and the netwrked computer svstem, via the at least one device (emphasis 

added), as set forth in claim 38 and s im i lar to claims 28 and 1 8 . 

Any comments considered necessary by applicant m ust be subm itted no 

later than the payment of the issue fee and, to avoid processing delays , should preferab ly 

accompany the issue fee. Such submiss ions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 
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Applicat ion/Control Num ber : 1 5/91 0,734 
Art Unit: 2498 

Page 3 

5. Any inquiry concerning this communication or earlier com munications from

the exam iner should be directed to THANHNGA B TRUONG whose telephone num ber is 

571 -272-3858. 

If attempts to reach the exam iner by telephone are unsuccessful, the 

exam iner's supervisor, Yin-Chen Shaw can be reached on 571 -272-8593. The central 

fax number for the organization where this application or proceeding is ass igned is 571 -

273-8300.

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the receptionist whose telephone num ber is 571 -272-

21 00. 

/THANHNGA B TRUONG/ 

Primary Exam iner, Art Unit 2438 

Novem ber 7, 201 9  
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1 1 /7/201 9  one device configured to implement at least one of. . .  - Google Scholar 

Method and apparatus for implementing security pol icies in a network 

. . .  1 ) connected to another interface 21 0 of network control point device 200 b and corresponding 
to . . .  A single instance of th is bubble type might contain  the authoritative DNS servers for a . . .  One 
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f!rGw�!I vvi�h cthf:: fk!C::<"/jfY!S ;_1;: thf; sc1;�1-= r:ornpuHng �y$tt":m . . .  '�ht: ful1w��!! :::.hGuld id-:"r:d:y 
run OP a de.::J 1c3-::ed computer, L•-:. one ;,•,,;hjch does , 
Overvle1,,v · Related · Discuss 

System and method for provid ing network and computer . . .  

Grant - Filed Jan 1 8, 201 3 - Issued J u l  1 2, 201 6 - Shlomo fouboul - Cupp C:ornputing As 
.l. computer pertnr1:�:�, dy:�:arnic 1.1,:�,:�1·(:�,s !so!afo:,:t . . .  The C!.Jmi')Llt-.:r 1:�:ay ,_:-_,::11:�:1:�: Linjc1,1te ..,...,,:-:::h r� 
f:n-1w��!! �cnngur'.!:d ·::"J hc1:1d:f; bc:1h net�N!>rk-:t:'H:l S-:'C:j:-i·:y ;::r:d . . .  
Overview · Related · Discuss 

System and rnethod for securi ng a computer cormnunication network 
'lt,NVi. �1oog!e.co::i/patents/[PG959'.,86AL.?cJ:;;0r1 

App - Filed May 12 ,  1 999 - Published Nov 211, ·1 999 - Hain, Baruch Carrneii - Spearhead 
Technologies Ltd. 
/\ $y�t'.!:m fr;r p:Gvkifr:q .:-� tt·::s1t�d c!>mp:�te-":r cetr:tr:u:i:e.:-f:k:n net�Nork i:icbd:ng ;;: ... tK1;:. 
t�ust•,:r,; nett1.-:,rk, 3txi ;:,�n datt..1 t�Gn::;part•,:rl betw-::-en -::he vu :.;t•-:t:l network . . .  he'll to use tt1•,: 
-:"n.:-�b:c�d pGr�:::. !:·: erclc�; �;_1 ovt:re:e:112 :.hf; f-!RF.\.�AU. sy·�t!!rn. . :s pr-:"f<;rably ;j 'v\ilncle1N:'.';: !';T 
· ,,� opern-:::n�1 gystem-be.wed t..1p::ncatkin, ?.1t1 1ch nms . . . . .  Host , 
Overview · Rel::1ted · Discuss 

Dedication of admin istrative servers to rnanagement of server . . .  

Grant - Filed Ap, 1 9, 20011 - Issued Apr ·; 3 ,  n11 O - Serguei Beloussov - Swsoft Hoidings, Ud. 
A se(v•,:r process is bunched by the com:x:ter sy:."t€:m tar pravid;pg sei·vices t,:: users. An 
�$U!Qted Vl::.:_:;jj P:·h:8.�e Sf::vt:r (\/PS} has i:1 S!!'S' of sc�;vk.t:s :.i:;jt p!!rform . Tht: :11u:tlpleidnq 
,::an be based ,:: ;·; a netNor� protoco: ;:,;.jc; 1·•,:ssin9, or en ;:,; ... hmsti�g . . .  firev;a!! conf!-tNrnti.-:•�. 
�h-= pt:t·sen crmfig1.irh1g '�ht: firt":W��!! ;_:ou!d c1tx:kfon1c1ny .. 
Overview Related · Discuss 

Context-aware d istributed flrewa! I  

App. - Filed Apr  24, 201 5 - Pubiished Jun  9, 201 6 - Jingm1n Zhou · N ic1ra, Inc. 

.-----------------� . ' 
I __ :S;:�.::: _::: -- ! 
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1 1 /7/201 9  a host-based firewall executed o n  the computer system is configured to implement network isolation between the computer system and t. . .  

: r: �,(':t"':":t: -=rr:bGdh"':":t:ms, fo·Gw�!! ...-_(:ntt·o:!er:::. :�:-�! �mµiem'.!:NtGrl by �1yper·,,rj�,(:rs ;__1; -..,i:·tuaH::.;::tk;n 
sch?li:ff•,: ri.3nning en ;io&t mci.chwies, and -::he �-::-t\\•ork ad-::fr•-:-::;se�; . 
Overview Related · Discuss 

Hybrid network software provis ion 

Grant - Filed Dec 30, 201 0 - Issued Aug 1 1 ,  201 5 - Raghuram Kanadarn - Spirent 
Communications, Inc. 
Tht: k;c:�: :1rnc�d:-:t: ;r1;::y ak::G !!:-tt�cut'.!: �:. b:evv:'.";:t:t· t"�u:::f:g:Jrt�d tc . . .  The !oec1! <:xc::..:ut;jbh-: :1rny 
i:.�c.t an the !oc3! i·•-:-::;o:..irce�; of t;·;e comput-c?.r d•,:v:c•-:- in , 
Overvle1,,v · Related · Discuss 

Uitra-Low Power Single-Ch ip  Firewa l l  Security Device, System . . .  

App. - Fried Dec 21 . 201 1 - Pubiished Mar 7, 2013 - ran Henry Stuart Cullirnore - Ian Henry 
Stuart Cu!nmore 
Ti:<; opc:n-11i:1g systt�m l:'.", h��Grl f::ndc1:11er: t;j!ly ;jrcund c1 p;;._1�;._1;__:c! sh-1el•: (-;:.g., Tc:::/p . . .  
ccr1ven-:::cnt.1l processor rlesi•;:v;s �:se u tjx•-:-.::J-f •-:-•::iuency c,:: ;·;t;n:...io�:sly n...1n:1ing . . . .  comp;,.;t-c?.r, a 
:c1pwp c!>mp:�te-":r. i:1 ;:;�!t·vc�;. �:. nt�tw!>rk hn$t, a handf:<:dd cumµuter, ... Th-:' nrewaU ;:;�!C:U:i�y 
.::Jevic•,: 1 28 i::; configured to c.on-::ro! nctv;or� trnrnc between . 
Overvle1,,v · Related · Discuss 

8 9 "I Q 
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EAST Search History 

EAST Search H istory ( I nterference} 

lt1r:=1rSea rch

. 
Query

...................................................................... lr:Jlg�����r . 1� ����p ......... 1 
r

20 '

1

22925 i ( G06F9/ 46; G06F21 100 ;  G06F1 51 1 73 ;

r

SPAT lcrFF I 20 1 91 1 1 1 07 ! 
I I I H04L9/00 ;  G06F2 1 /53; G06F9/455 ; I I I [ 22:57 I 
I I I G06F1 5/ 1 6 ; H04L9/32;  H04L63/ 0272; I I I [ I
I • • • ' ' � ' I ......... I ............... I G06F9/45558; _ G06F21 /53; _ H04L63/ 1 0 1 )  .cpc .... I .............. J ...................... J ................. J ....................... J
i [
L21 il

874 I 120 and ( (com puter wi th system ) wi th ( ( host I IUSPAT l
�J

IOFF i 20 1 9/ 1 1 / 07 1 
I • • • ' ' � ' 

1 ......... I ............... I w i th .. system )__and _(v i rtual _w ith_ system ) ) ) .c lm . ... I .............. J ...................... J ................. J 22 : 58 .......... J 
l
[
L22 'D 121 and W nt ernal with f i rewal l )  w i th  

r
SPAT ILIIOFF I 20 1 91 1 1 1 07 !  

I I I ( ( conf igu r$3 wi th separat$3) wi th ( ( host wi th I I I [ 23 : 0 1  I 
I • • • ' ' ' ' I ......... I ............... I system)__and _(v i rt ual_wi th_system ) ) ) ) .c lm . ............ I .............. J ...................... J ................. j ....................... J

I

L23 'D 121 and ( ( ( host-based wi th  f i rewal l )  w ith  

r

SPAT I
CII

OFF I 20 1 91 1 1 1 07 !  
I I I (execut$3 wi th (computer w ith  system ) ) )  wi th I I I [ 23 : 02 I 
I I I ( ( conf igu r$3 wi th imp lem ent$3) wi th ( network I I I [ I
I • • • ' ' ' ' 

IL]d :::: 
_ ��:����!) ��1�

( ( com puter 
_
wi th  

_
system) jd□□ j

I L25 I O I I21 and ( (device wi th conf igu r$3) wi th I USPAT I OR I OFF j 20 1 9/ 1 1 / 07 1 
I I I ( i m plem ent$3 wi th ( ( n etwork wi th f i rewal l )  o r  I I I j 23 : 02 I 
I I I (web with proxy) ) ) ) .c lm . I I I I I r i□ 1 1  and ( ( ( device with conf lgu r$3) with rAT icr· l 20 1 91 1 1 1 07i
I I I ( m p ent$3 wi th ( network wi th iso lat ion ) ) )  I I I 1 23 : 02 I 
I I I w th ( ( u ntrust$3 wi th network wi th I I I i I
I I I dest i nat ion)  and (network$3 wi th com puter I I I [ I \ : : . : : : � : 
1 ......... 1 ............... 1 w it h_ system ) ) ) . cl m .............................................................. I ................ I ........................ I ................. ..l ......................... 1
1 1 / 7/ 20 1 9 1 1 :04 :1 5 PM 
C:\ Users\ tt ruong4 \ Documents\ EAST\ Workspaces\ Case- 1 591 0734-03021 8 .w sp 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 1 of 26 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

Subjects : COMPUTERS / General ;  Embedded computer systems 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 2 of 26 

Subjects: CLOUD cornputin�1 ;  VIRTUAL mach ine systems ; INTRUSION 
detection systems (Computer security) ; FIREWALLS (Computer security) : 
COMPUTER network security: Data Processing , Hosting , and Related 
Services 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 3 of 26 

3. 

4. 

Subjects : COMPUTERS / System Admin istration i VVindows Admin istration :  
COMPUTERS / System Admin istration / Genera l ;  COMPUTERS i C loud 
Cornputin�1 ;  Cloud computin�1 ;  Confi�1uration management; Virtual computer 
systems 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Dig ita l ;  
TECHNOLOGY & ENG INEERING / Electron ics / Microelectronics; Electron ic 
data processing departments; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation ;  
Telecommun ication--Energy conservation ;  Green technology; Electron ic data 
processing--Ener�w conservation 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 4 of 26 

Subjects: Criminal Justice Terrorism and Security Issues Evidence 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 5 of 26 

6. 

Subjects : Computer secu rity; Firewalls (Computer security) ; Cyber 
pt1ysical systems; Cloud cornputin�r I nternet service providers ;  All OU1er 
Telecommunications; OU1er telecommunications; Wired Telecommunications 
Carriers: Data Processing , Hosting,  and Related Services 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 6 of 26 

Subjects: INTERNET domain narnin�1 system; COMPUTER operating 
systems; PHYSICAL sciences; APPLIED mathematics; COMPUTER 
simulation ;  Software Publ ishers;  Software publishers (except video game 
publ ishers) ; Research and Development in the Physica l ,  Engineering ,  and 
Life Sciences (except Biotectrnology) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 7 of 26 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 8 of 26 

9. 

1 0. 

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 

Subjects : Computer network protocols ; Computer network security; 
I nformation techno lo�w security measures; Firewal ls (Computer security) ; 
Prnis (Electron ic computer system) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 9 of 26 

1 1 .

Subjects: SECURITY systems -- Management; VIRTUAL mach ine 
systems; COMPUTER software; ALGORITHMS; CONTROLLERSHIP ;  
Computer and soilware stores; Computer, computer peripheral and pre­
packaged software merchant wholesalers ;  Software publ ishers (except video 
game publ istrnrs) ; Computer and Computer Peript1eral Equ iprnent and 
Soilware Merchant Wholesalers ;  Security Systems Services {except 
Locksmiths) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 10  of 26 

1 2 . 

Subjects: Linux operating systems; Computer access control ;  Computer 
security; F irewalls (Computer security) ; Data packeting 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 1  of 26 

1 3. 

Subjects : FIREWALLS (Computer security) ; COMPUTER network security; 
WEBSITE secu rity measures; DATA protection ;  DATA security; RECORDS 
management; Other business support services; I nternet Publ ishing and 
Broadcasting and Web Searcl1 Portals; Computer systems design and 
related services (except video game design and development) ;  Other 
Computer Related Services 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 2  of 26 

1 4  i::: r1 t"\ft'it1r1f�ti i �  t)f \/i ti§ § � i  (
"'. t1 rt·) rt1 � � r, §t i f�S � r--::ti . t.. ........ � \ '--" )  \.. .. ,:,� \...� �-� , .... \._,s s �.-.. ,-.. .. -. �  � ::= :;:  &:£.� ��1. � ,-... ... •\.._.-. � s � �  � s ,A \  � � ::.,� -:.,  ... • �. �.-.. s � \..� 

·1.�cl t" f·1 r, t�) I t1 r1 § f.� s� '•• '-•" s � �  s \...• s \...,!i t:S �, .... �. 

Subjects : COMPUTERS / Data Transmission Systems / General ;  
COMPUTERS / Networking / Vendor Specific; Electronic vi l la9es (Computer 
networks)--Encycloped ias; Telecornmunication--Encycloped ias; Virtual 
real ity--Encycloped ias 

Table of c:ontents

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  

International Business Machines Corporation - Ex. 1002, Page 000378



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 3  of 26 

Subjects : Virtual networks: Software-defined networking (Computer 
network technology) ; Computer security; Mobi le communication systems; 
Wireless Telecommunications Carriers (except Sate l l ite) ; Cordless 
telephones; 5G networks 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 4  of 26 

(�t) r)frt) � S�t��ts.�tl'l§; :� rir{ ����J('() ft"1 rr1cl r'� (i �f i t) tl ::..1 ft) , ......... \...• � � .... -� , ...... � � ...... � ...... � ��:::= :-: :::=� ... � .... \ � \...s � \.. .... � ,-.. .... ,-.. .... � s � s  � �,  •• S  � ,-....:- �.-.. .... � ,  ...... � S ".<,,..• .  , ...... 

�) r}�\t-=-�r)t t·"'.i 1 i·1-=-� r .... i\ t'i":� t'·k ,  � � .:.-.. .... \f ,  .... � �  ... , , ...... • \: � .... , .... - �  l '\ t.�\.. . -. \....,.-1,�'\,-.. . .. "' 

Subjects: Automatic control :systems ; Cyberterrorism; Computer network 
protocols; Wireless communications; Computer security; Other printing;  
Wireless Telecommunications Carriers (except Sate l l ite) ; Radio and 
Television Broadcasting and Wireless Communications Equ ipment 
Manufactu ring:  Road maps 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 5  of 26 

1 7. 

Subjects: I nternet; Computer secu rity; Intrusion detection systems 
(Computer secu rity) ; Computer performance :  Internet Publ ishing and 
Broadcasting and Web Searct1 Portals; Wired Telecommunications Carriers ;  
Honeypots (Network security) 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 16  of 26 

1 8. 

Subjects: Massachusetts; Data storage device; Computer storage devices 
-- I ntellectual property 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  

International Business Machines Corporation - Ex. 1002, Page 000382



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 17  of 26 

1 9. 

Subjects : COMPUTER network arc!litectures; COMPUTER systems ; 
CYBERINFRASTRUCTURE; BIT rate; INTERNET security; WORKFLOW; 
I nternet Publ ishing and Broadcasting and Web Search Portals; Wired 
Telecornrnun ications Carriers; Computer systems design and related 
services (except video game design and development) ; Computer Systems 
Design Services 

·.·.·. · :=::;::::t:::::·:·· · 
,(:!���\���: 
. ;\=���r�������- .

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 8  of 26 

20. 

Subjects : COMPUTERS / Networking / Genera l ;  COMPUTERS i Security / 
Genera l ;  Computer networks--Security measures 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 19  of 26 

2 1 .  

Subjects: Virus; Virtual private network; Data security issue ;  Computer 
viruses -- Control :  Virtual private networks -- Methods; Data secu rity -~ 
Methods; Honeypots (Data security) -- Mett1ods 

: ·: · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·:: • • l1 �i�t: Mt.,.,.,.,.,.,,,,.,,,,.,.,.,H� 
: �-.;'o."o»;'o. ........................ -.x-.� .................... � .................... �� : 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  

International Business Machines Corporation - Ex. 1002, Page 000385



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 20 of 26 

22. 

Subjects : Computer input-output equ ipment: Computer security: 
Computer systems; Computing platforms; Vectors (Calcu lus) ;  Computers ;  
Computer Terminal and  OH1er Computer Peripheral Equ ipment 
Manufacturing ;  Computer and peripheral equipment manufacturing ;  
Computer, computer periphera l  and pre-packaged software merchant 
wt10 lesalers ;  Computer and Computer Periphera l  Equipment and Software 
Merchant Wtrnlesalers ;  E lectron ics Stores; Computer and software stores: 
Electron ic Computer Manufacturing :  Computer :systems design and related 
services (except video game design and development) ; Computer Systems 
Design Services 

=· . �. � .� -�·� -� ·
� � m.::::: � :

: ��-::��':-':-': �: ' 
� :� �: 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  

International Business Machines Corporation - Ex. 1002, Page 000386



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 2 1  of 26 

24. 

Subjects : COMPUTERS / Networking i Loca l Area Networks (LANs) : 
COMPUTERS / Data Transmission Systems / Broadband ; COMPUTERS / 
Data Transmission Systems / Wire less; Loca l area networks (Computer 
networks)--Computer programs; Virtual computer systems 

Subjects : COMPUTERS / Operating Systems / VVindows Desktop ;  
Operating systems (Computers) 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 22 of 26 

26. 

Subjects : COMPUTERS / System Admin istration / Linux & UN IX 
Admin istration ;  Operating systems {Computers) 

Subjects: Cal iforn ia; Health and Safety Computers/Tec!1nology Publ ic Law 
and Pol icy Technology/Computers 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 23 of 26 

27. 

Subjects: Un ited States; Telecommunications equ ipment industry; Internet 
security; Laptop/prniable computer; L3 Technologies, I nc. -- Inte l lectual 
property; Telecommun ications equ ipment industry -- Intel lectual prope1iy; 
I nternet -- Safety and security measures; Laptop computers; Notebook 
computers 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 24 of 26 

Subjects : FIREWALLS (Computer security) ; MALICIOUS accusation ;  
INFORMATION theory; DEN IAL of service attacks ; COMPUTER network 
security 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 2 5  of 26 

30. 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 26 of 26 

powered by E88COhost 

C�> 201 9 EBSCO ! ndust,·ies, I nc. Al l  rig his reserved . 
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 1 of 1 8  

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

Subjects: Appl ication programm ing interface ; Application Pro�1rarnming 
I nterface -- Methods 
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Result List : one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 2 of 1 8  

3.  

4 .  

Subjects: Appl ication prograrnmin�1 interface; Appl ication Programming 
I nterface -- Methods; Application Programming Interface -- Reports ; 
Periodical publ ishing 
Periodical publist1 ing 

Intel lectual prope1iy; Period ica l publ ish ing -- Methods; 
Reports 

Subjects: Appl ication programming interface; Patenticopyright issue;  
Appl ication Prograrnmin�1 I nterface -- Methods ;  Patents -- Methods 
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 3 of 1 8  

5.  

6 .  

7 .  

Subjects: Bridge/router; l ntemeiworking device; ISDN router; Bridge/routers 
-- I ntellectual property; Bridge/routers -- Metl1ods 

Subjects: New York; General  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 4 of 1 8  

8.  

Subjects: Oh io ;  General  

9.  

Subjects: Wasl1 ington :  Genera l  
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 5 of 1 8  

1 0. 

1 1 .

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Remote access; Computer 
networks--Security measures 

Subjects: COMPUTERS / Web i Genera l ;  COMPUTERS / Networkin9 / 
l ntranets & Exiranets; Cloud computing
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 6 of 1 8  

1 2 . 

Subjects: COMPUTERS / Computerized Home & Entertainment; Web 
services 

Subjects: TECHNOLOGY & ENGINEERING / Materia ls Science i Genera l ;  
NATURE / Environmental Conservation & Protection ;  Materials-­
Environmental aspects 

Table of c:ontents
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 7 of 1 8  

1 5. 

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS i Security / 
Genera l ;  Computer networks--Security measures 

Subjects: TECHNOLOGY & ENGINEERING / Power Resources / Genera l :  
Renewable energy sou rces--Congresses; Environmental protection-­
Congresses 
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 8 of 1 8  

1 6. 

Subjects: COMPUTERS / Data Processing;  Appl ication software ; Web site 
deve lopment--Computer programs 
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Result List: one device configured to implement at least one of a network f. . .  : Discover N . . .  Page 9 of 1 8  

1 7. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects: COMPUTERS i Cl ient-Server Computing;  Midd leware : 
Cl ient/server computing 

·r:ab!e of c:ontents
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 0  of 1 8  

20. 

Subjects: BUSINESS & ECONOMICS / I ndustries / Transportation ;  
TRANSPORTATION / Publ ic Transportat ion; Intel l igent transportation 
systems 

Table of c:ontents

Subjects: TECHNOLOGY & ENG INEERING / Electron ics / Digita l ;  
TECHNOLOGY & ENG INEERING / Electron ics / Microelectron ics; Electron ic 
data processing departrnents; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation ;  
Telecommun ication--Energy conservation ;  Green technology; Electron ic data 
processing--Ener�w conservation 
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Result List : one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 1  of 1 8  

2 1 .  

Subjects: COMPUTERS i Security ! Genera l ;  COMPUTERS / Security / 
Networking;  COMPUTERS i Security / Onl ine Safety & Privacy; Computer 
security; Data protection ;  Business enterprises--Computer 
networks--Security measures; I nformation technology--Securiiy measures 

Subjects: COMPUTERS i Security / Genera l ;  Computer networks--Security 
measures;  Computers--Access control ;  Firewalls (Computer security) 

Table of c:ontents
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Result List: one device configured to implement at least one of a network f. . . :  Discover . .  . Page 12 of 1 8  

23. 

Subjects: TECHNOLOGY & ENGINEERING / I ndustrial Health & Safety; 
Human-computer interaction--Handbooks ,  manuals. etc; Computer 
sirnu lation--Handbooks, manuals, etc; Virtual reality--Handbooks, manuals,  
eic 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 3  of 1 8  

24. 

25. 

[)atabase: e8ook c:o! !ect!on (E8SC:c)t1ost) 

Subjects: COMPUTERS i System Admin istration / Storage & Retrieva l ;  
COMPUTERS / Onl ine Services / Resource Directories ; Web portals-­
Encycloped ias; World Wide Web--Encycloped ias; Knowledge management-­
Encycloped ias; Onl ine information services--Encycloped ias; Computer 
network resources--Encyclopedias 

Subjects: COMPUTERS / Data Transmission Systems / Genera l ;  
COMPUTERS / Networking / Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 14 of 1 8  

26. 

Subjects : FIREWALLS (Computer security) ; COMPUTER network security; 
INTERNET protocols;  COMPUTER security: INTERNET: COMPUTER 
systems 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 5  of 1 8  

27. \l\li r,� � f�t� ,"';. 'l'<-:st'�-1 r--:: ti i t1t�i i ,�,"';. 
� � � �  'i\.. ..  � � ,  ... • i..°1-.:..� s � •• , .. ,:,� � s  � ,.� � \...• �j � 'i\..  .. -.• -.:..� 

.. 1
-..
.t"'t) � -t' �::: t�t""'i i\ r1 �·) ! � t";) t i t) t� �� "-.

.
� ........ �� � ..... ) it.,:; � � ....... � i � �-� �--.. � �  ....... ..,,:.s. ::._ � \_-.. .... � � -•• ,.) 

Subjects: TECHNOLOGY & ENGINEERING / Mobile & Wireless 
Communications; TECHNOLOGY & ENGINEERING / Radio; \/'fi reless 
commun ication systems; Telecommun ication 

Subjects: COMPUTERS / Networking i l ntranets & Extranets; 
COMPUTERS / Web / Genera l ;  lnternet-~Encycloped ias 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 16  of 1 8  

29. 

cornunkiades pueden desarro ! !ar sus propias infraestructuras df:! red con10 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 17  of 1 8  

Subjects: Arees ternatiques d e  l a  UPC : : l nforrnatica 
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Result List: one device configured to implement at least one of a network f. . .  : Discover . . . Page 1 8  of 1 8  

30. 

Subjects: COMPUTERS / H istory; SOCIAL SCIENCE i Worne 
[a-zA-Z]'[a-zA-Z] Stud ies: Computer industry; Women in computer science 

Tab!e of c:ontents 

powered by EBSCOhost 

© 20 "!9  EBSCO , ndusi,ies, I nc  Al l  ri9 h ts reserved . 
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1 1 /7/201 9  device comprises a processor and a memory configured to implement network isolation between one o r  more untrusted network destinati . . .  

device comprises a processor and a memory configured to implement ni 

About 8,700 resu!ts (0.76 seconds)

Probabi l istic F low Management 
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Overview - Related · Discuss
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Grant - Filed Feb 4, 1 997 ·· Issued Mar 1 6, 1 999 - Geoffrey G .  Baehr - Sun Microsystems, Inc.
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Overvle1,,v · Related · Discuss
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Overview · Related · Discuss

MultHevel security network system
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Overview Related · Discuss
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Systerns and methods for transparent configu ration . . .
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Overview · Related · Discuss

Network Virtual ization
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Development Company, LP.
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1 1 /7/201 9  device comprises a processor and a memory configured to implement network isolation between one o r  more untrusted network destinati . . .  
;\ ccmp1.s'S'Gr-jmp!t":nH-mtt1d rr:,r;i�l'.Jd nf c1:..x:-r;ssir:q d�:.,�a �cmpds!!� : c�::;,r; itk1g 1ht� ·,,r:� :ue r;f a . . .  
on th•-: first proces:."!nq c,:.ve a tks-:: insti·u,::tion referencing memory at a '.!fftu;:.;; . .  of G 
ce:r::r:u:i:e.:-fnc:ns nGtwnrk 8_;:d/;__1 : u:::e '.J: m!>rG nt":twcrk rfovk'.!:s u:::.:nq a i:!u:::tr;:::_-:":'.";: an 
•,:x.3r�pl•-: configuration of ;:,; netY-Jork t•-:::;tinq system, i:.�c.cord:n�1 t,:: u:1 
Overvle1,,v · Related · Discuss 

Rernote rnon itor ing for networked fluid i nfusion systems 

Grorrt - Filed Apr 2!l, 2006 - Issued May 1 7, 21J'I ·1 - Sheldon B. Moberg - Medtronic Minimed, 
Inc. 
Ti:<; bocly nGtwurk devk:t":� e�:.n b-= !:nnfcgun-":d �'-1 :-;::jppc:t·t u::r::r:u:i :c.:-fnon uf :::;:_;;::_:_:;;: ... Mo�l-": 
p;_=wdculi:.�r;y, erribodkn•-:i·;t::; ot' the p�eserr.: :nverrdon �elute -..:a systems t.1nd . .  
Overview Related · Discuss 

Partition i ng in d istributed computer systern 

Grant - Filed May ;•11_ 2000 - issued Sep 5, 2006 - Renato .J. Recio - Hewlen-Packard 
Development, LP. 
:/Cl ;::dap!'t::·�, eo;r1;r1:..:r:l:.c-1h-� -.,,i�:. bu:::,r;s cma,::h,r;d '�o pn1-ct�s�nr-me-":rnnry 1 h:-. ;-j d:ag:c-1:11 of ;;: 
dis-..:db:..:-..:ed computer sy-st-c?.m fc,1· h11p!ementing t;·;e pres•.: i·;t ir1'1F;t1on. , , . 40 to 3ncthF ;ink 
;tt) vvi�hir: .:-� subr:,r;! ::sh:g .:-� s:1rni! ht�8.d-:"r dG�t�natiun ID n,r:kt . .  Tht� :Jnrelh�hh-": -.fa:_;-jqr;-:1:n 
sei·vice �,,::c.o:-djn�1hr opennes \11iith !€:ss ::;tute . , , , .  �so!atkm ... 
Overview Related · Discuss 

2 3 6 8 9 1 8  Next 
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1 1 /7/201 9  computer system comprising a host system and a virtual system - Google Search 

computer system comprising a host system and a virtual system 

About 1 ,1 00,000 resuits (0.31 seconds) 

Memory transforrnation in v i rtual rnachine l ive migration 
W"..JV\/i. �lOOQ!e.co::i/pate::ts/US9563ti69 

Grant - Filed j3n 28, 21YI 4 - Issued Feb 7, 20 17 - Michael Tsirkin - Red Hot Israel, Ltd. 
An e:>:i:.�rnple rr:ett,,:: .j rna.y -:ompdse: ;·;_;,::e:v1Pg, by 3 c-:•mf.Hit€:f system, . . , 1 251-\, 1 258 n .. :nnFiiJ 
on hu�t r:omp�ttt":r $ystGm$ 1 CiO;\, ·i DQB t"':-:ay fJ�!t-fGrr�: vkwr�! rnadih�!! .. 
Overview · Related · Discuss 

A method and system for virtua l  machine rnigration 
\/i1NW.(J•J•JS1le ... _':,Jf11/pat-::rns/CA2533486C':';_:;�EP 

Grorrt - Filed May ·1 5, 2007 - !ssued i'Jov 1 7, 201 5 - /',nthony Richord Phi!!ip Whlte - Eri1botlcs 
Corporation
Vkti.ia! mQchk�t": cv� .. 1) -:�!e:h:iok;qy i:'lJ!'."JWB rr:ul'�:p!e GfJ�!t·�'!'�:ng �}"$h."':m� f;,:-�e:h d<:;pk:yinq
rri:..:hip;e 3ppl1c.a .. ,jon�; t,:: r�P . .  Computing ... The ::;tep (b) ot ...:he n1--:tt1,::r.; h1rtt1•,:r comprise-s: 
(d; q'.�eul:---:g -r:vents t,::1 be prcc-r::;sed r�t tte scwc(: host: (e) :;endln•�� . . .  
Overvievv - Related - Discuss 

Systems and methods for development of emu lated devices in a . . .  

App. · Filed J u n  30, 2004 · Published Jan 5 ,  2006 · Rene Vega ·· Microsoft Corpoi-ation 
:m H:u:'.";:-::a l�!S 8_;: a:'�t:r:·:afrH: t:tr:b:Jdir�:<:;:J": o f �:. vk:.:_; ;jHled !:ornput�ng �y$tt"':m crimf.H'"�s�ng 8. 
virtual machi�€: mo:---:itcr runnwg a!cng::;ide �, host ope�t.nii·;q sy-st-c?.m:. 
Overvlew - Related · Discuss 

System and method to enhance memory protection for programs . . .  
•,t,rii1-.:''JV. goog!e co:i1/pote:its/U��S�1�"":7QS9 

Grant - Filed Sep 30, 2009 ·- Issued Dec 4, 201 2 - Xiaoxm Chen · Vmware, Inc. 
:r: ,:-� t"�umµuter �y$tt"':m :�upponl:1g t:H:cu1i:..1:1 Gf  v :n:j�:.n�ano:·: soflvva:f: and ;j t k!i:-1St or:f; 
:n �;t�;pc.e cf vlrtuBj system hart:h11_1t.Fe, 3n Fit•,:rfo,::e :�; prov:ded in...:o ...:he virtual:zi:.�t;on sch?.1�;1·•,: 
t-:::i a!:C'N EJ. progrorr. tc ,:�!rec...:!y L!t:f�:---:e tt(: El.CCf::"';S en host C, compdse , 
Overview - Related · Discuss 

A computer system and method for contro l l ing and/or _ _  _ 
wv·:w.goog!e.c.om/pc:tf:nts/\/\:0-ZO 1 1 :  S0929A 1 ?d�en 

App. · Filed May 27, 201 1 ·· Published Dec 8, 201 1 · Tage Knstensen · Vestas Wind Systems 
,t,/S 
H;e :nventio:---: rebt•,:s ...:o G w:nd ::c,\\'er c-:•mf.Hlt€:r system (':, :J) comprising i:.� 11:-s...: .. , i:.�S 3 ho-st 
:�f::·vt::, i�I�! hyfH::·visor 40, c1:1d a p!u: c1:ity ef vkt�tai c!>mp:�te-":r $y�t'.!:m� . 
Overview Related · Discuss 

Memory dupl ication by destination host in virtual mach ine · - -

Grant - Filed Aug 1 6, 2013 - issued Oct 4, 201 6 ·· Karen Neel - Red Hat israe!, Ltd. 
;\n -=x�:.rnp!-= rr:f:·:hod n'":ff:/ eumpr�se: :-�!Ct::v:ng, by ;� �1ype;\d�,{:t· t:x<:;:_L:Hng er: ,:-� tfo:�tln:f:k:n 
host computer sy-st-c?.m, a fFst �ikt;,.;a! 3dd�ess 3tXi i:.� correspcnd;nq . 
Overview Related · Discuss 

Systems and methods for providing seamless software . . .  

Grant - Filed j u n  30, 2004 - Issued Mar 3 ,  201 5 •· Mike t,eil - Microsoft Technology Licensing, 
Uc 
'38 H:u�;t�t.n•,:::; a:--: G;t•,:ri·;utive ernbod:tiient ,:: f i:.� \..+...::..:;_=d;zed c-:,mput�nq syst€:m compri-slng a 
i.drtusl machi:�e m-:::i:�dh!r ai1:nlr.r� r�k1ngsid(: a hoB! ,::1pe:·ati:---:g syst�m;. 
Overview Related · Discuss 

Providing security for a virtua l  machine by selectiveiy - - ·  

Grant - Filed Oct 1 4, 201 0 - Issued Oct 29, 2013 · Constantine P. Sapuntzakis · Moka5, Inc. 

sy-�t€:m c<.1u::;es G secudty sc<.1n t,:: be pedcrrried •:.Fi the ho-st gystem to . . .  comput-c?.r ;,,.-,,;j...:h G 
(x1n:p8.tlbk! v��t:m! m;H;hh'tt1 ;�icr: !i:J: (alse ;eter:t:d tc ,:-�s 8. . . . .  A n:t:thod for pro:.-:"ci!:·:g c1;: 
Qppl:c8.�JGP frorr: ma:\o't'Qrl:' :):-: c1 host syst-?m, con;,pds!ng .. 
Overview - Rela::ed - Discuss 

.-----------------� . .
I __ :S;:�.::: _::: -- ! 

https://www.google .com/search?biw= 1 552&bih=666&tbm=pts&ei=N4bEXZnDJ4 Wlggfcjb2YAQ&q =computer+system+comprising +a +h ost+system+an . . .  1 /2 

International Business Machines Corporation - Ex. 1002, Page 000413



1 1 /7/201 9  computer system comprising a host system and a virtual system - Google Search 

Virtual operat ing systern device commun ication relying on . . .  

App - Filed May 1 2, 2005 - Published Nov 1 6. 2006 - Andrew Solonion - Microsoft 
Corporation 
HG,:Vt:v<::. H.1 -=r:ab:c: -=rr:ul�:.,�:en of :_i:<; ho$t h8.rdv .  1�:.t·f:, c!>mp:�te-":r ga:r:c: S}"$tt1m�. .. r:-'.J:'fl a 
,::onceptu;:.;; perspe,:: th,e. computer systems g•,:pera:!y compris-c?. one er , 
Overvle1,,v · Related - Discuss 

Computer system comprising a plura l ity of termina l  computers . . .  
1N\r-;>,:•.i. (�oo��l�:. co:n;p,:t€:nt 3/US f..if..:3319  ·i 

Grant - Filed May 4, 1 99c; - issued Jul 2, 1 996 - Tadayoshi Nakano - Nee Corporation 
;p a complH:-::r :tystem -:ompdsing � host comp\.3t-::r i:.�Prl 3 pk;mn::y ,::.f t•-:1·n1wial complH:-::rn 
cGn:1t:e1c:d tc 1�1�: hn�t crimp:�t!!r. 1he hri�t enmµ:.n.t1�· ccrr:pd�,c:s tj . . .

Overview - Related · Discuss 
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1 1 /7/201 9  one device configured to implement at least one of a network firewall or a web proxy - Google Search 

one device configured to implement at least one of a network firewall or 

About 67,1 00 results (0.45 seconds} 

Method and system for testing internet software 

Grant - Filed Jon 1 5, 2007 - Issued Apr 1 2, 201 1 - Stephen Dunagan - Microsoft Corporation 
. , ,  ;p terpe-:: ha�; c.ar:1:--:-1:..:nicutions p;:.;tt1w3y::; bet'-l/•,:en i..?l•:: fir-c:-:\\•aii d€:¥ic-c:-::f G web proJty , , _  On-c?. 
ot· t"':":(:t·f: 1c�:::.:. eHc�;:� r�:;jehine:� o:-: the� C'."J:pG:a !,r; �u-11.wrirk :�:-�: co::::'igi .. H·ed tr; . . . .  (d) crinfr[�tsrh�g 
i:.�t !east on-:: tes-:: d;en-..: tiiact11ne -::c ms€: said tes-..: Vi€:b proxy t,:: . .
Overvle1,,v · Related · Discuss 

System and method for i mplementing a private virtual  . . .  
\/i1NW.(J•J•JS1le . .. _':,Jf11/pat-::rns/US2006G23Q43'] 

App. - Filed Mar 31 ,  2005 - Published Oct 1 2, 2006 - Brian .Jernes - Jernes Bdan L 
Each cf the pl�.ira: ity of network ,::ontro! pcints is c,:: i·;pec-::ed to at !east -:•�€: at the pli.ffi:.�n-..:y ,::.f 
:::'.!:twnrk bubb!-;:s. f.;::ch �u-11.wrirk '._(:ntt·o! po in! f.h-":VkG :s crifff!g1.srGd '�(: . 
Overview - Related · Discuss 

Systems, methods, and apparatus to monitor rnobi le internet . . .  
'lt .... vvi. �1oog!e.co::i/pate::ts/C,'-\2lR1 en UC?C::;:en 

Grant - Filed Jun 27, 2!ll 2 - Issued Dec 22, 20·1 5 - ,l\rchilleas Papakostas - The i'He!sen 
Company (Us), Uc 
.t,n �;x;::r�:ph-: tr:t��hod eo:·:1pt·:se::: �:.s:::.lq:1:ng v .. 1i'�h c1 proc,r;�,s;._1; ;:: Fl::'.";:-: pc:n . . .  �K'J;t nu;r1b<;: !G b�: 
;_jSed by the rr:cb;!e devk e \<Vher: <.1cc.es�;;pg 3 ;,,•,,;ire:ess :1etv;.-:,rk v:t.1 i:.� . .  
Overvle1,,v · Related - Discuss 

Transparent proxy of encrypted sessions 
\/i1NW.(J•J•JS1le . .. _':,Jf11/pat-::rns/USH504322 

Grorrt - Filed Jul 3, 2012 - Issued Jq;g 6, 20·1 3  - .Jionxin \A/ong - Cisco Technology, !nc 
;p one ;_;i·T1tocHment, ct proxy d€:>tdc-c?. located bet\11;e•-:-1·; a f-irst -cfo�iice i:.�Prl 3 �;•-:-cand -cfo�iice . . .  
Cif:�!:\ :_i:<; f!rnwa!ls t":-:ay :� :s;..1 b<; ennfigun-1d to pGrfon11 d-:"f:fJ pc1;..-:k�!,� . .  
Overview · Related · Discuss 

Creati ng a web proxy inside a browser
'-t't,NVi. �1oog!e.co::i/pate::ts/V¥02Cl"1 :�t 1 sn utn ;\·1 ?d�en 

App - Filed Jun '.1, 201 3 - Published Dec 27, 21J'l 3 - Ri1a H. Wouhaybi - Intel C:o,po,ation 
:n on-:: ex;:.;1·T1 :: ;e, th•-: 11:-st rer:1me -cfo�iice ;s :..:n<..1ut�K 1·;zed ;,,•,,;h:h resp.:-:-c.t ta -..:he . .  1 :�; ct b:cc� 
diRfF8.;r1 Gf rw t:x;jrr:ph-: ;..1f i:1 prhta1t: µruxy m-1twrirk �:.e:eordinq ·:o an <;rr:L/'J'.fo:-:t::i�: . r-:G . . . . .  Ti:<; 
i·T1•-:-thorl !.'.:-0 ni;:,;y be lmplemented ;:,;s 3 s-::-t of bq:c i:.�Prl/,:: i· f11·1·T1ware , .. ·r he prcce:;sor cc�e 
'.!00 :n:�y b-;; �:. �h�t�!!!-'�ht·t:c1ded :_ot·t: ;..1 : ,  fGr al h---:a�t cnG . . .  
Overview Related · Discuss 

Efficient transmission of IP data using muitich a n nel SOCKS . . .  

App. - Filed Mar 1 4, 2002 ·· Published Sep 1 8, 2003 ·· Douglas Jones - international Business 
Machines Corporotion 
A8STR.i�CT In  ct da-..:3 c,:: i·TFTi;_jPication::; nett1.-:,rk, 3 �;:: nt proxy can ii·;c.l:..:de i:.� . .  in the d;ent 
cernpu�h:g rle---:vkG. 8_;:d ,:-� sp:i1 f.H·rixy :�-;;:·vt:: h::.-:"r1i:1Cf: ·:o c-11 !e;;Ss"S° ont-: No�i:1.bly i:1dv�:.n1age:� '.Jf
i:.� SOC:KS pro>:y imp!em-c?.�tutlon jnclurle -..:rans�H1·•-:-Pt  network . . .  proxy ser'1--:-1· .-:onfiqurat!o:1 
c;:➔ ( 1·(:duce t:-1.1ffic tla;.,\1 ;-:1etvve-r::�: a:� lnter:�et br�:;ed C 
Overview Related · Discuss 

Device authentication using device-specific proxy addresses 

Grant - Filed Oct 23, 201 3 - Issued Nov 1 8, 2014 ·· Paul Michael Martini - !boss, Inc. 
O�u-1 -=x�:.rnp!-= rr:,;;·:hod h:cbclt:=::. a�,_s;..1dan:·:9 i:1 pa:-:.:c:j:ar pn1-:q.- :�t-:tv-.:crk ad:fr�!SS vvi1h ;� ... !n 
such an impl€:mentatio:1, t;·;e !nternet 1 50 nHy be publ:c, prj';;:,;t•-:-, or a . .  
Overview Related · Discuss 

Distri buted firewa l l  implementation a n d  control 

App. · Filed May 5, 2006 ·· Published Nov 8, 2007 - David Roberts - Microsoft Corporation 
OnG ot· n·:(: t·t: devk:t1� G:-1 a net�Nork n·:ay b�! co::::'igured !G pt·ovid<; f!r'.!:wa!I � .. t:t'\. k:-;;s fer . ! f  
�)1>:- network i�; the i�;;�-?rn-?�. the cnta.;.;:.-:�; mer{ jnck.:de a ;8_;;gl:' of  2..c1s f;.:,Fn 
Overview · Rela::ed · Discuss 

.-----------------� . .
I __ :S;:�.::: _::: -- ! 
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1 1 /7/201 9  one device configured to implement at least one of a network firewall or a web proxy - Google Search 

Transparent proxy of encrypted sessions 

Grant - Filed Nov 28 ,  2006 - !ssued Jul :3, 201 2 - Jianxin \'Vang - Cisco Technology, Inc. 
:n on-:: e rribcdinl'-:Pt, a server and a d;•,:n t  are co�figi.3red to trus-:: 3 cert;fic.cr::e cf , . .  fir-::-waijg 
�:xt: devk:t1� !:·: e;._1;r1pu:.<:r n�!·:w:..1: k::: !h r{� art: crinfr[�tsrnrl to apply o�u-1 o; . ·:ht: p;::yk:c1.d:::. '.J f
::uckets f.:: 1· \/,:: ;ce ever internet Protoco: (Vo!P) or Vjdec ,:: ver !P  , , .  least ,. .  ·r he network 
in t<;:f;::c�!S ;r1;::y be: crmfsgi.sn:d h: uan:::.r�:lt :� :-:cl/Gr r<;'._c; i·,,r,r; C:mc1 
Overview - Related · Discuss 

Procedure and configuration in order to transmit data 

Grant - Filed Aug 1 2, 2002 - issued Apr 3, 2007 ·· Peter Bruegger - lninet Solutions Gmbh 
. �:. 1L:n:i-=! frJ: :L:.'��:. 1n:-1n:::.fer b,r; !v1:c:er: �.y:�t<;rr: �:.nd W!!b s-=r·,,r�!t·, 8.� !'.!:r��t nnt� ;j:frfa:rnrn: . . .  via 

sp•-:--: itkt.1l;y c.-:,�f;g11r-::-d proxy ::;erve��;, ro: . .r-.:ers, sv1_1itc;·;es t.1nd fir-c:-:waib. 
Overview Related · Discuss 
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Internet isolation for avoiding internet security threats 

About 6,31 0 resu!ts (0.35 seconds)

I nternet isolation for avoiding internet security th reats

App - Filed Jan 27, 201 ;• - F'ublished /q;g 2, 20·1 2  - Robert B. Hoy - L-3 Communicotions
Corporation 
Tht: ·,,rl:·tual gue:-:;! �.y::;t<;rr: :s ::;,r;p�:.n:-11t:d ;::r:d (x1:r:p!-:"t<:dy �s!>!ate-":d by �:.n !N'S'!!rn!!'S' :-:1�:.!icl:"J:ff-; 
::;oftw3xe threats by it�; �so!aticm of t;·;e hcst systen1. 
Overvle1,,v · Related · Discuss

Code domai n isolation

Grant - Filed Sep 26, 201 4 - Issued Nov 1 ,  201 6 - Phi !np John Sobolewski - lso!ated 
rechnologies, Lie
;\ ;r1-:":.f:cd fGr a:_hiev:ng cGd�! de:1rnir: h-1n!�Uon . . . .  :..fa:_;:: fro;�-, ,:Vt:b :::l·:�!S 1trn:. ;j !k:1,,..,,:-:: ·:ht: u:::.<;: 
-::a syf the !nt€:r�-::-t \11;hi;e re:-TJ3in;pg '!FU:; ci.r:d n ;:,;;\'\'3re fre•-:-. . . . .  prnv€:nt .. 
Overview Related · Discuss

System and methodology for protecting new com puters by . . .

Grant - Fi!ed Aug 2 ,  200,i - Issued t ... 1ay 26, 2009 - Gregor P. Freund - Check Point Software 
_i Tec!·,nologies, Inc.

cc1:1 :-:;,:-�b(:'��:.9c1 :_i:<; :-:-1�:.e:hfr:,r;, 1hu::; f):"�!\1-:"r:tlnq '�ht: :_: ;:;�! :- frGrr: gc:E:ng ;;_-,qulr,r;d dt1�vnk:c1tfa lr1 ..
i:.� preccnf;9;__i1 •,:rl secur;ty upd;:.;t•,: policy tar pre'1•-:-Ptinq !nte�n•-:-t-t ,:: 1 1·;e jnfect;,:: ps cc,:_;;_j1 1·;;·;q . .
l:�ternet �s!>!atkrn fnr a".Jriif.Bng i:�t:.1n1:.1t �G!W'�fy thrc-:ats 
Overview · Related · Discuss

Preventi ng computer worms from attacking a private computer " "

Grant - Filed Au9 25, 2014 · issued Dec 29, 20 1 5  - C!-,ien-Wei Hung · Trend Micro 
incorporated 
A system tar pre-i.H?.nting a ccrnputF worm trorn 3-::-::ack1Pg 3 p�ivate lXVilp;__it•,:1  ... er net;,•,,;ork 
u1rnrnu:1:e:f:k:n p;;__n;._1:._x)!� .. fot· nc11vvGrk �:.1�udty· fGr 1fo·:�!e:H:1g Gr . . . . .  by w;:;y ef 1hc1 VP�d 
,::onnecti,:: ;·; ove� th•-: Internet to -::he VP�� ser'1F 240-1 . .  , . . .  architeGt;__i 1 •,: for entarC:n�1 :."ecudty 
pG!ide:-:; ::sh:g :�:-: l$ch�tGrl subr:,r;! ... thrc-:ats 
Overview · Related · Discuss

Mobi le payment secu rity system with wireless data private " "
•,t,rii1-.:''JV. goog!e co:i1/pote:its/\rVG2Q·t f.\C:8��80·��1 ?c!:.:en

App. · Filed Sep 24, 2014 - Published Jun '1 8, 20 15  - 3H�cX: - "slG1i:lr!:fflii!iJ!1.i it\ & iii  tH� c·> ciJ 
. d�:.1c-1 :::.<:e:: t·t":!y :� :-:cl : c1:lab:y, dee::; :-:(/� affr:e:1 hn:.1n1:.1t ;:;c:.c:s::; :� :-:cl ;__;;:;n pr!!v:.1:�t ;:;n 3:� .. 1 . . . k1 a 

rriobik payi·r1•,:pt sec;,.;r-c?. i::lata r:et\<vor� -::h3-:: is !so!-Gte<l f�cn1 tt1•,: internet the ... i �; ct s in.-fe 
:'°A""":L:nd p�1:J:1c: :i:_:;�ib<;: '.J f  fk:.y;�i-=r:t � .. c:t"\, k:,r;s fFe;:;:_<;r se-"":t�udty d�k�. 
Overview · Related · Discuss

Method and system for preventmg and detecting security th reats 

Grant • Filed Mar 30, 201 2  • !ssued .!ul n ,  20 17  • Ron Vandergeest • lrdeto 8.V. 
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Overvle1,,v · Related · Discuss

l nternal-and-extema! network safety iso lation system based . . .
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Overview · Related · Discuss

Structural data ferry system for prevention of penetration • o •

App. · F!led .Jun 25, 201 5 · F'ublished Feb 23, 201 7 Michael Lynn Froelich - Mich,,el Lynn 
Froelich 
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1 1 /7/201 9  Internet isolation for avoiding internet security threats - Google Search 
Overvle1,,v · Related · Discuss 

Network device for secure packet dispatching via port isolation 
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Overview - Related · Discuss 

Virtual security appl iance 
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1 1 /7/201 9  computer system comprising a host system and a virtual . . .  - Google Scholar 

Systems and methods for voluntary m igration of a virtual machine between hosts 'vVith 
common storage connectivity 

. . .  exemplary and other means of establ ishing a commun ications l ink between the computers may 
be . . .  mach ine ,"  via a standard network connection between computer hardware 1 02 and computer 
hardware 1 02 . . .  With host OS 1 04 in it ial ly having exclusive access to file system 1 28 of . . .* �.HI C ited by 25 1 Related a :ticles All 4 vers,ons �:e:,-

Apparatus and method for providing private and shared access to host address and data 
spaces by guest programs in a virtual mach ine computer system 

. . .  The interpretive-execution facil ity of Enterprise Systems Arch itecture/370(TM) (ESA/370(TM)) 
provides . . .  of the virtual mach ine guests ; receiving a private-space signal from the host computer 
system;  and . . .  selecting , from with in a host access l ist comprising a plural ity of entries, the . . .* !iJ!iJ c,ted by ': 66 Related articles Al l  2 versions S>� 

Method for establ ishing a virtual hard drive for an emu lated computer system running on 
a host computer system 

. . .  that are un ique to each client computer and are stored at the cl ient computers or at . . .  in the 
d ifferencing drive at client computer systems 502 , a l lowing the cl ient computer systems to access . . .  
comprising the steps of: establ ishing i n  a hard drive of a host computer system a plural ity . . .* gg C ited by 42 Related articles All 4 versions �� 

Adjusting avai lable persistent storage during execution in a virtual computer system 

. . .  hand-held devices, microprocessor systems, microprocessor-based or programmable consumer 
electronics, min icomputers, mainframe computers, and the . . .  Everyth ing in the host system 1 00 
may be substantial ly the same as in existing virtual computer systems, except as . . .* gg C ited by 1 08 Related a,ticles All 4 vers,ons �Si, 

Method and system for virtual port commun ications 

. . .  G06F1 5/1 6-Combinations of two or more dig ital computers each having at least an arithmetic 
un it . . .  a laptop computer, a notebook computer, a terminal ,  a workstation ,  a server computer, a
personal . . .  or may be implemented by, for example, VM host and edge switch system 1 00 of . . .* gg C ited by 398 Related a,ticles All 4 vers,ons �Si, 

Distributed computer system including a virtual d isk subsystem and method for 
providing a virtual local drive 

. . .  For example, some appl ications for testing and admin istering computers must be executed before 
an . . .  The d isk commands may include commands from ATA and Smal l Computer System I nterface 
(SCSI . . .  Data processing system wil l  then continue to operate as if virtual local floppy . . .* !iJ!iJ C,ted by 6 1  Related articles All 4 ve,sions S>S> 

Virtual mach ine computer system for running guest operat ing system on a central 
processing means virtual ized by a host system using reg ion ID virtual memory option 

. . .  1 wh ich shows a system block d iagram of a virtual machine system realized by a host . . .  Further 
on the host computer 3 comprises a memory un it with common read-only- and random-access . . .  
virtual address spaces 1 1 ,  1 2  of two processes # 1  and #2 of the virtual ized systems 1 and . . .  * g g  Cited by 2 5  R elated a iiicles All 2 versions �� 

Systems and methods for stack-jumping between a virtual mach ine and a host 
environment 

. . .  exemplary and other means of establ ishing a commun ications l ink between the computers may 
be . . .  system,  (b) a host operating system,  and (c) a physical hardware computer system comprising 
at least . . .  4B is a block d iagram that represents log ical portions of the system of FIG . . .  * !iJ!iJ C,tecl by 46 Related articles .A.I I  4 ve,sions Si,t, 
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1 1 /7/201 9  computer system comprising a host system and a virtual . . .  - Google Scholar 

Method, apparatus and system for dynam ical ly reassigning a physical device from one 
virtual mach ine to another 

. . .  1 3 . A host computer system for dynamical ly reassigning physical devices, comprising: a monitoring 
modu le ;  a fi rst computer . . .  Company, LP, Method and system for dynamical ly real locating a resource 
among operating systems without rebooting of the computer system . . .* !i.i !i.i  C,ted by 42 Related a rticles All 4 ve,sions �� 

Systems and methods for exposing processor topology for virtual machines 

. . .  data is read by the VM scheduler 6 1 4  and used by the VM scheduler 6 1 4  to more efficiently assign 
(and/or request) current processor resources to said guest operation system . . .  In the case of program 
code execution on programmable computers, the computer will generally . . .* !i.i !i.i  c,ted by 94 Related a rticles All 4 versions �� 

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =computer+system+comprising +a +h ost+system+and+a+virtu al+system&btnG= 2/2 
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 1 of 16  

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 2 of 16  

3 .  

tf1e author's ovvr: !ab, th is book covers a un ique rnix of  topics not founf..i ir: 

Subjects : COMPUTERS / Programrnin9 / Open Source ; COMPUTERS / 
Human-Computer I nteraction (HCI) ; Blockc!1a ins (Databases) 

Subjects : COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Security measures 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 3 of 16  

4 .  

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 4 of 16  

5 .  

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

6 \/\/� r��:.., � t:..)� � ... r .. s.:.,r"i·1 r-:: f) i t1t1 i ��:..,� (': t1 r1t't..__, t1-!",� �il ��:..,t �-1 t"'1ti t1 I t')t1 i s.:.,s • 
� ,J � �  , .. - � ,  ... , .. , .. � , ..... , .... � � �  � �., •• • � 't.. .. • �, � , ..... ,.... , .....

.. 
\... .. • �  . ,  ... , .... t,. ... , ..... � , • '-\ �, ... ... . � ,  .. � ,  .. � ,  ..... � ,  .. - �  ..... � • '--..•• {,.,. .. � 

.. T ... f'l r, I ,� ::1 r� ti �t\ �-1 r, � i t'"" �� ti r, r� ,� � 't,. .. • , ... � ,... ".i,. .. -.:. � � ,.... � 't,. . • f--,:, � � , .... � .... ..... � , ... .:- � � {-,. . • 

Subjects: TECHNOLOGY & ENGINEERING / Mobile & \/\fire less 
Communications; TECHNOLOGY & ENGINEERING / Radio; Wireless 
commun ication systems; Telecommun ication 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 5 of 16  

7 .  

8 .  

Subjects : COMPUTERS i Secu rity / Genera l ;  COMPUTERS / Security I 
Networking;  COMPUTERS / Security / Onl ine Safety & Privacy; Computer 
security; Data protection ;  Business enterprises--Computer 
networks--Security measures; I nformation technology--Securiiy measures 

Subjects : COMPUTERS / Networking i Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Remote access; Computer 
networks--Security measures 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 6 of 16  

1 0. 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications;  
Wireless communication systems--Congresses ; Mobi le communication 
systems--Congresses 

3rc.i 

Subjects : COMPUTERS i Operating Systems ! UN IX; COMPUTERS / 
System Admin istration / Linux & UN IX Admin istration 
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 7 of 16  

1 1 .

Subjects : COMPUTERS / Microprocessors; COMPUTERS / Intel l igence (Al) 
& Semantics; TECHNOLOGY & ENG INEERING i Robotics; Fau lt~tolerant 
computing ;  Computers--Reliabi l ity 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 8 of 16  

1 2 . 

Subjects: CLOUD computing security measures; COMPUTER networks in 
business enterprises ; ELASTICITY (Economics) ; WEB services; CLOUD 
computin9;  MANAGEMENT 
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Result List: device comprises a processor and a memory configured to implem . . .  : Discove . . .  Page 9 of 16  

Subjects : COMPUTERS / Networking / General 

Subjects : COMPUTERS / I nformation Technology; COMPUTERS I 
Computer Literacy; COMPUTERS I Computer Science ; COMPUTERS / 
Data Processin�1 ;  COMPUTERS / Mact1 ine Theory ;  COMPUTERS / 
Reference; COMPUTERS / Hardware / Genera l ;  Computer networks 
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 10  of 16  

1 6. 

Subjects : COMPUTERS i Operating Systems ! Apple {Mac OS & iOS) ; 
COMPUTERS i Operating Systems / \Nindows Desktop; COMPUTERS / 
Operating Systems / Windows Server; COMPUTERS / Operating Systems / 
DOS; COMPUTERS / System Admin istration / Windows Admin istration ;  
Operating systems (Computers) 

�rab!e of c:ontents 

Subjects : COMPUTERS / Microprocessors: Computer systems: System 
design 
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 1 1  of 16  

1 7. 

Subjects: LANGUAGE ARTS & DISCIPLINES / Commun ication Stud ies; 
Telecomrnun icaiion--Dictionaries; Digital rned ia--Dictionaries 

Subjects : COMPUTERS / Networking / General ;  Computer networks 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=a3e638a3-5ba2-48f2-bb6c-edl 583 lbaaf. . .  1 1/7/20 19  
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco . . .  Page 12 of 16  

Subjects: TECHNOLOGY & ENG INEERING / Telecommunications; 
Mu ltimedia communications 

Subjects : COMPUTERS / System Admin istration / Linux & UN IX 
Admin istration ;  Operating systems (Computers) 
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 1 3  of 16  

22. 

23. 

Subjects : COMPUTERS / Operating Systems / Genera l ;  Operating 
systems (Computers) 

Subjects: TECHNOLOGY & ENG INEERING / Telecommunications; 
BUSINESS & ECONOMICS / Industries / Media & Communications: I nternet­
-Security measures; Telecommunication pol icy--Un ited States ;  Computer 
networks--Security measures 

Subjects : COMPUTERS / System Admin istration / VVindows Admin istration :  
Operating systems {Computers) 
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 14 of 16  

25. 

26. 

Subjects : COMPUTERS / Operating Systems / Apple (Mac OS & iOS) ; 
COMPUTERS / Operat.in�1 Systems i Windows Desktop ;  COMPUTERS / 
Operating Systems I Windows Server; COMPUTERS / Operating Systems /
DOS; COMPUTERS / System Admin istration / Windows Admin istration ;  
Operating systems 

Subjects : COMPUTERS / Operat.in�i Systems / Virtual ization ;  
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems (Computers) 

.2-4Bt30) , [)atabase: eBook C�o! !ect!on (EBSC:()host) 

Subjects : COMPUTERS / Security / Genera l ;  COMPUTERS / Operating 
Systems / UN IX; Operating systems (Computers) ; Computer security ; 
l ntemet--Congresses
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 1 5  of 16  

Subjects : COMPUTERS / Operating Systems / Virtualization; 
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems (Computers) 

Table of c:ontents

Subjects : COMPUTERS / Operating Systems / Virtua l ization ;  
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems {Computers) 

Subjects : COMPUTERS / Operating Systems / Apple (Mac OS & iOS) ; 
COMPUTERS / Operating Systems / VVindows Desktop ;  COMPUTERS / 
Operating Systems I Windows Server; COMPUTERS / Operating Systems /
DOS; COMPUTERS / System Administration / Windows Admin istration ;  
Operating systems (Computers) 
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Result List: device comprises a processor and a memory configured to implem . . .  : Disco. . .  Page 16  of 16  

30. 

Subjects : COMPUTERS / Operating Systems / Genera l ;  Operating 
systems (Computers) ; C l ient/server computing 

powered by EBSCOhost 

© 201 9 EBSCO i ndustries, I nc. Al l  rig his rese rved . 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 1 of 23 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

Subjects: Taiwan ;  Virtual computer systems -- Met!1ods; Virtual 
computer systems -- I nte l lectual property: Cloud computing -- Methods 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 2 of 23 

Subjects: SCIENCE / Life Sciences / Molecu lar Biology; COMPUTERS I 
Bioinforrnatics; MATHEMATICS I Applied ; Systems biology--Handbooks , 
manuals, etc; Bioinformatics--Handbooks ,  manuals ,  etc 

Subjects: Japan ;  Electronics industry; H itachi Ltd . -- Inte l lectual property; 
Electronics industry -- Intel lectual property; Period ica l publ ishing -­
I nte l lectua l  property 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 3 of 23 

4.  

r.:roposed !ntnJsion detection technique on a r.:rivate c!outi vvith open nebula 

Subjects: CLOUD computing;  \NEB hosting ; CYBERTERRORISM;  
MALWARE; NEBULA (Computer program language) 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 4 of 23 

5.  

optiff1!ze task schedu ! inq anf..i irnprove o,lera! ! c!oud cornputir:Q perforrnance 

Subjects: CLOUD cornputin�1 ;  COMPUTER algorittnns ;  VIRTUAL rnad1 ine 
systems; PARTICLE swarm optimization ;  COMPUTER programming 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 5 of 23 

7.  

Subjects: SCIENCE i Space Science 

Subjects: Database rnidd leware ;  Midd leware : Fi le servers -- Repoits ; Fi le 
servers -- I ntellectua l  property : Fi le servers -- Methods; Midd leware -­
Reports; Middleware -- MeH10ds 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 6 of 23 

8.  

Subjects: I nformation technology management; Virtual mach ine systems; 
Computer input-output equ ipment; Computer software industry -­
Management; Computer arc!liieciure ;  Computer security; Computer and 
periphera l  equ ipment manufacturing ; Computer Terminal and Other 
Computer Periphera l  Equ ipment Manufactu ring;  Software Publishers; 
Computer, computer peripheral and pre-packaged software rnerctrnnt 
wholesa lers :  Computer and Computer Periphera l  Equipment and Software 
Merchant VVho lesalers ;  Computer and software stores; Software publ ishers 
(except video game publ ishers) ; Management 

,· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·, 
: �'':-':--':--":,,,':--':-":--':-':-':--':--':--':-':-':-.. ':--':-':-':--':--':-':-':-":,,,':--":,,,":,,,":,,,� : 

(f/f· . . . .  j( 
· -- >> 
: �·,·.·.·.·.·.·.·.·,·.·.·.·.·.·.·.·,·,·,·.·.·.·. 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 7 of 23 

9.  

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Circu its / 
Genera l ;  COMPUTERS / CAD-CAM; COMPUTERS / Computer Science ;  
TECHNOLOGY & ENG INEERING / Electrica l ;  Embedded computer 
systems--Design 

Table of c:ontents

1 0  r� �� f'�) :'� f1 f:S t":t'\ i l f:s �r'i' i t'\r� fr1r \li t'°f" � � �� 1 f\i1 �� �·�--) �--, r'\l c�--��--l:·� �'"� S  �f·t.��.. . , .... -.\ -. .. � �  �-• f..•"'tj 'C  . � \. ..... , .. � � �-c  .. � ,  ..... s.. s,  .. � �  � s ,  .. � �  \$ � s  &.�� �� �  � � � t ... • �  � � \.} � .t ��❖ \._-..S � � � �  ... .S l-.§ L� § 

t�it·stt�i�·1s %,...._-.: _'Y �..., &,�-. S � S'-'.--.: � 

Subjects: Garbage col lection (Computer science) ; Computer programming; 
Memory management (Computer science): Computer algorithms; Virtual 
storage (Computer science) ; List processing (Elect.ron ic computers); 
Computer systems design and related services (except video game design 
and development) ; Custom Computer Programming Services; Other 
Computer Related Services 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 8 of 23 

1 1 .

��,�r�·� � r�,-t,· �l t·1� -t� t�ti � .. , r�,--...'i 'i\.. .. � \...•·L.� � � 'I.. J �--\ �.-:. , .. 1 'i\.. .... � \..� \J � �

�)�;r\tf;r .. 

Subjects : Computer security; Computer networks ; Computer Systems 
Design Services; Honeypots (Network security) 
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Result List: computer system comprising a host system and a virtual system: Discover NPL Page 9 of 23 

r�::search accounts for contextuH! i nnuences in tt1e forn1ation of !S  

c:ornputer Source 

Subjects: SOCIAL informatics; INFORMATION storage & retrieva l systems; 
METHODOLOGY; SOCIOMATER IALITY; CONTEXTUAL ana lysis 

. . . . . . . . . . . . . . . . . . .  · · · · · · · · · · · · · · · · · · · · · · · · · · · · · � 

; ··.· . : :: : : · ::�"!:':"�� ·. -:::-:-:.::-· . _,._ 
.,�:-.:-:. . . l ; 

• ,;i:;:;:;::;;:;;:;;::::::::::::· . . i\}ttI:i::\:;i�:;:�::::i . j •
� �:-�: :-��:-: :-��:-����:·:·:-�:-: . . . .  t��\�;��:;��:f ��:��t�:���:=:·:·j �
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 10  of 23 

1 3. 

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 1  of 23 

1 4. 

Subjects: Commun ication ,  Networking and Broadcast Technologies; 
Components , Circuits , Devices and Systems ; Computing and Processing; 
Robotics and Control Systems ; Signal  Processing and Ana lysis; Cloud 
computing;  Crypto�v-apt1y; Virtual mact1 in ing ;  Databases; Computer 
security; Image color ana lysis; Avai labi l ity; Cloud: Data Fragments ; 
Redundancy; Repl ication ;  Security; T � coloring 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 12 of 23 

1 5. 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Digita l ;  
TECHNOLOGY & ENGINEERING / Electron ics / Microelectronics ; Electron ic 
data processing departments; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation; 
Telecornmun ication--Ener�w conservation ;  Green t.ectmology; Electron ic data 
processing--Energy conservation 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 3  of 23 

1 6. 

Subjects: MEDICAL simulation ;  BRAIN research ; NEURAL conduct.ion ;  
S IMULATION methods & models; REALISM 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 14 of 23 

1 7. 

Subjects: User-centered system design ;  Cybetierrorism;  Mobile agent 
systems; Computer security; System ana lysis 

·· :· · · · · · · · · · · · · · · · · · · · · · · · ·: · · ; · · · · · · · · · · · · · · · · · · · · · · · · · · · ; ;  
· "::-:-�':': . ...  � t i :-:• �:-,�:-,, �,,:. \ I 

•',,. 1',,. ·•c·•··.:··•;··.
··•'\i·'·�:.····:.•:· .• :.;._·.,�.!·  ·._.:.

�',·.::.,,··.•.:·:•.··-:·.:--."",1_•.: •
.. ;d,,. : f

"'
l.;k�t�r] :  

-�- �· .:�:- .. <�� j ���w· : :·· · · · · · · · · · · · · · · · · · · · · · · · · · · •· :

�:· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · : 

•• ±?',�'.'.\;,'.\,�::it:\�}�.�� ..••
: : .. :-.,-..-�.,..�.,;:.,;:::,... ,-.... ' :: : : : : : : : : : : : : : : : : : : : : : : : : :::�::-:-:;�:::: : : : : : : : : : : : : : : : : : : : : :r:
-·::::::::::::::::::::::::::::::::::::::·· . . . . . . . . . . . . . . . .  . 

• :m r �¼t@t > •
: :•;:X(,x, :_:- :;.._:.._..;..::>,,--:..��-: �"'" � :-.,;,_:.: .... ,�. ;❖. :;.;.;.;.;.;.;.;.;.;.;.;.;. j l . -��: .. ,,  -.: ' .. � ...... �-�-.-�.---:--..:�\. ... � ... �':;__� : : 
l \�t�\1 T k�"::i{\�iti�� ..... �·�:..J��i���i.�ii�� I i : �...... .. ............. � :  
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 5  of 23 

Subjects : COMPUTERS / l ntel l i�1ence (Al) & Semantics; lntel l i�1ent agents 
(Computer software) ; D istributed artificial intel l igence 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 16  of 23 

1 9. 

Subjects : COMPUTER network protocols; ROBUST contro l ;  LOAD 
balancing (Computer networks) ; PEER-to-peer arch itecture (Computer 
networks) ; COMPUTER networks; SCALABILITY (Systems engineering); 
D ISTR IBUTED computing ; QUERYING (Computer science) ; DATA 
repl ication 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 17  of 23 

20. 

2 1 .  

Subjects: General 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 8  of 23 

22. 

Subjects: SWARM intel l igence ;  COMPUTER schedul ing ;  CLOUD 
computin9;  VIRTUAL mact1 ine systems; COMPUTER simu lation 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 19  of 23 

23. 

24. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signal  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals, etc; Telecommunication--Environmental aspects--Handbooks ,  
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects : Taxation Austral ian Law 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 20 of 23 

26. 

Subjects: INFORMATION storage & retrieval :systems; INFORMATION 
science; EMPIRICAL research ; CREATIVE abi l ity; ORGANIZATIONAL 
ctrnnge 

Subjects: MATHEMATICS / Algebra / Intermed iate ; Algebra--Data 
processin�i 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 2 1  of 23 

Subjects: DIGITAL technology; ELECTRONIC services; D IG ITAL Object 
Identifiers; ASSOCIATION of ideas; INFORMATION resources; 
INFORMATION storage & retrieval systems 

.. · •·•·•·•·•·•· · .. 

:l:!:!:!lls!m!! _____ _ 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 22 of 23 

2 8 r ... )��� ��- i f1 tl ;) r, ri ._,._r,. ,� '"';. t "T"' Cl t"t") ri t1 I t"-) f1 'a I fr··1 r r1cl r) ,� r1 ti �� t·1 � ��� • t.. ........ , ...... ,� �tj �  s -....:.S. � � \...-. � 'i\.. .... , ,� ::._  \ , •• ,  .. ..,�  � \  � \..• � \..• tj J � \...• s s.. .......... , •• , t  ... • ,-....• � � ,.� t . ..s �.� \ \..._ .. , 

29. 

�i1stt�r��,� .... t .... 1 r--:: ..... r"i·--:: i �-) %_,--.: 1 � ... -..:,� ... · S ::: S"-...., \...• s � 11,,, ...... s � � �.,..,. 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Circu its / 
I ntegrated ; TECHNOLOGY & ENG INEERING / Electronics / C ircuits / 
Genera l :  Networks on a chip--Testing: Systems on a ch ip--Design and 
construction ;  Networks on a ct1 ip--Design and construction ;  Systems on a 
ct1 i p--Testing 

Subjects: COMPUTERS / Systems Architecture / General ;  COMPUTERS / 
Software Development & Engineering / General ;  COMPUTERS / Computer 
Engineering ;  Computer soflware--Reusabi l ity; Computer software-­
Development; Systems engineering--Computer programs 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=Oe4f9dad-3 80f-4beb-a464-82ff5adfl be9 . . .  1 1/7/20 19  

International Business Machines Corporation - Ex. 1002, Page 000458



Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 23 of 23 

30. 

Hdt1resse(i are tnrt::a ts and attack techn iques, fundarnenta!�-; or intrusion 

Subjects: Un ited States ;  Air Force Researcl1 Laboratory (Edwards Air Force 
Base, Cal if.) ;  Computer software ; Computer access control software; 
Testing;  I ntrusion detection systems (Computer security) : I n formation 
warfare ;  Computer networks; Computer security; Computer hackers; Local 
area networks (Computer networks) ; I nformation networks ; Data 
transmission systems; I nternet 

powered by E8SCOhost 

© 201 9 EBSCO i ndustries, I nc. A l l  rig hts reserved . 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

Page 1 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 2 of 28 

expresset1 son-1t:: of the n1ost fi:1 rnous and pri:1ctica! attacks 'faced acro�-;s the 

Subjects: Internet of U1 ings; Wireless sensor networks; Traffic monitoring ; 
Horne automation ;  Waste management; Computer systems security 
vu lnerabi l it ies: Horne security measures; Home wireless techno logy; 
Architectural Services; Residential bui ld in�1 construction ;  Other Bui lding 
Finishing Contractors; OU1er Waste Col lection ;  Waste treatment and 
d isposal : Solid Waste Landfi l l ;  Waste collection ;  Other Support Activities for 
Road Transpo1iation 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 3 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

3. � �� +s..� &-"'&-1: ��§- S t� g,''\. ��t� i:'� �---1 f"'�-... )1· .. "'-��§g,''\. � g,----i � �--s. �'§ ::: §  � l,� � � � � &  ��� %..§ §�l � � �  .. � �  � � \J �  �t V \...§ § %� § �  § �

ttirec,ts 

flctions is pE.: r rnitted . 

Page 4 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 5 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 6 of 28 

5.  

�3ource 

Subjects : INTERNET security ; ORGANIZATIONAL behavior; ICE she lves; 

QUALITATIVE researcl1 metl1odology: SYSTEMIC risk (Finance) ; R ISK 

assessrnent; COMPUTER crime prevention 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

Subjects: Cloud computing: Internet service providers :  Client/server 
comput ing;  Computer network architects; Data warehousing; Wired 
Telecommunications Carriers; Al l  Other Telecommun ications; Ottrnr 
telecommunications; Data Processing,  Hosting,  and Related Services 

Page 7 of 28 

t3y: C)ruz!n .  t3ryan ;  c;ordon . C3re�1ory S . .  ! n : Lavv & Soc.;a! ! nqu ! ry 1 \/o! .  4:3 ,  

Subjects: I l l inois; Psychology/Sociology 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 8 of 28 

8.  

Subjects: Computer security; I nstructional systems design ;  Passwords 
(Computers) ; Antivirus software ;  Internet security; Security management; 
Wired Te lecommun ications Carriers; Internet Publish ing and Broadcasting 
and Web Search Porta ls; Persuasive technology; Internet privacy 

lli�
1
lf'

• It\� lfi!f.
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 9 of 28 

9.  

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS i Security i 
Genera l ;  Computer networks--Security measures 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 10  of 28 

irnportant thr��ats . Lessons learnt ca!! for the i rnp!ernentation of a specific 

r::nviron 1T1ent c:,ornp!ete 

Subjects: I ndustria l  safety; Ct1emical industry; Risk assessment; ct1emica l  
(except agricu ltural) and  a l l ied product merchant wholesalers ;  Other 
Chemical and Al lied Products Merchant Wholesalers ;  Al l  Other Basic 
Organ ic Chemica l Manufacturing;  Cyclic Crude, I ntermediate , and Gurn and 
Wood Chemical Manufacturing ;  Wired Telecommunications Carriers; 
Internet Publ ishing and Broadcasting and Web Searcl1 Porta ls; 
Cyberterrorism; Internet security 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 1  of 28 

1 1 .

Subjects: COMPUTERS / Security I Genera l ;  COMPUTERS / Operating
Systems / UN IX; Operating systems {Computers) ; Computer security; 
!nternet--Congresses

Table of c:ontents
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 12 of 28 
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�11 :1ki r1t1 [)i � l t1r1 !  � ��� .. ,,. . �� t I i·( (
'"
�:� sJ� ��t� �civ s � ..... .., � , � � s ...._;.l \l"'.,.• s �.-.. s \..." tj -:..•"' '--"� {.. .. ..._ ,.._..,_..,• s ....... , .... , .... ,-... •• ,-.. .. ... ..., • .:- ,,,S i �

Subjects: Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Wired Telecornrnun ications Carriers; Data Processing,  Hosting , and Related 
Services; INTERNET security; COMPUTER security; INFORMATION 
tecl1nology: CYBERTERRORISM; CLOUD computing : DATA protection 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 3  of 28 

1 3. \l\l c� :� \l i ri t1 .. ,.r" �� ri t1 I c� ti \l\! ,� �, ,1 · t') ffi� r--:: ,"';.,� � � "\.:  • .;- ....._.� � � \ ��1 � � .... \ ��1 �"\.:  • .;-\...� ..., � 'i\..  ..  � �  .... ".<,,..• � '-. .... • � � "\.: • .;- s � -.:..�,-....• � 

�'�) t:s.: f'_.s.":� .• � r.�� ti. 1.·"-_; t. ·1 � r-... t·-....._ \l t·1 �� rs t1 ;) r.: ,� "'-· ,..... .... .... r-= ..,. ,.... . � � � ,-.. ... �.., �.• "\.: . . s ""· �-- -....:.s. � .... , ....... � 

exercise restraint aqainst corr:p!ex tart1ets in order to avoid con1proff1ises 

Subjects: INTERNET security ; CYBERTERRORISM; 
COUNTERTERRORISM:  DECEPTION ; D IS INFORMATION ; !ntemet 
Publ ishin9 and Broadcastin�i and Web Searct1 Portals; Wired 
Telecommunications Carriers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 14 of 28 

1 4. 

Subjects: I nvestment risk; Disclosure of info rmation ;  I nvestor confidence; 
Publ ic companies; Good faith (Law) ; Un ited States. Securities & Exchange 
Commission;  Regu lation ,  Licensing , and I nspection of Miscel laneous 
Commercia l Sectors ;  Internet security laws; Securities -- Un ited States 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 5  of 28 

1 5. 

Subjects: Telerned icine ;  Computer access contro l ;  Radio frequency 
identification systems: Internet protoco ls ; !ntemet security ; I nformation 
storage & retrieval system security measures; Wired Telecommunications 
Carriers; Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Electronic components, navigational  and commun ications equ ipment and 
supplies merchant wholesalers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 16  of 28 

1 6. 

Subjects: Computer network :security; Cybe1ierrorisrn: Internet Publisl1 ing 
and Broadcasting and Web Search Porta ls; Wired Telecommunications 
Carriers ;  Internet security ; Counterterrorism; l nforrnation techno logy 
security measures; Cyber inte l l igence {Computer security) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 17  of 28 

Subjects: COMPUTERS / Computer Science; Electronic commerce-­
Security measures; !ntemet--Security measures; Business enterprises-­
Computer networks--Security measures 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 8  of 28 

{"'\/ �,, ,� r,� �--:� r.: � � ri t\t r.: �-1 �� i i <.:S r) {1 Cl � ;�_.i r1, r--s_j i·�.• , \.,/ �-::�.� �- � -� ;�_.i t,· i_' C"'_.� �- ·1.· i."'."� t,·� t. f.1, i-.:-.:-._.� i, �- " -..... .. ,:, � �-• 'i\.. ...... � ......... , ...... � .... L.� � \ ....... Y � .... \ � {.. .. -. � � �-- � � t:S '·• -.....• 1 .. ..  , .. -.. .. , .... ,.. ,,._  .... ...... .. ..  , ,,.. , .... � ..... .. -.. � 

i r1t�;rciet1f; r1cif:r1c:�t1s .. , 

Subjects: \/'fired Telecommun ications Carriers; Internet Publishing and 
Broadcasting and Web Search Portals; Computer systems design and 
related services (except video game design and development) ;  Other  
Computer Related Services; DATA quality; INTERNET security; 
SITUATIONAL awareness ; DATA security; PHASOR measurement; CYBER 
intel l igence (Computer security) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 9  of 28 

1 9. 

Subjects: Network routing protocols; Ad hoc computer networks; Mobile 
computing; Mobile communication systems; Internet; Internet Publ ist1 ing 
and Broadcasting and Web Search Po1ia ls; Wired Telecommunications 
Carriers; Wireless Telecommunications Carriers (except Satel l ite) ; 
I nformation society 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 20 of 28 

Subjects: Ohio; Genera l  

Subjects: Cyberterrorism; Counterterrorism; Data security : Internet 
security; Routing (Computer network management) ; C ryptography; Internet 
Publ ishing and Broadcastin�i and Web Searct1 Portals; Wired 
Telecommunications Carriers; Ot!1er Computer Related Services; Computer 
systems design and related services (except video game design and 
development) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 2 1  of 28 

22. 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 22 of 28 

23. s��� .... �§ � §""" §f\l �� r) t·-i '{,.,...._ .. � . - %,-:, �..._� :::  ::: �, t�..s � � \,.,:; 

ft.Jtt� rt1 

effort to provich:f a n-:ore systernatic and quantitatl\le treatrnent of the area in 

Subjects: Computer network security; Computer privacy; Ubiqu itous 
computing ;  Internet security: Wired Telecommunications Carriers: Internet 
Publ ishing and Broadcasting and Web Search Prntals; Apoca lypse; 
Quantitative research 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 23 of 28 

Subjects: INTERNET security: GOVERNMENT regu lation ;  STATE power; 
COMPUTER network security; ADM IN ISTRATIVE law; internet Publ ishing 
and Broadcasting and Web Search Portals; Wired Telecommunications 
Carriers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 24 of 28 

Subjects: JavaScript (Computer program language) :  Cloud computing: 
Computer network security; Cl ient/server computing ; Libraries and Archives; 
Commercial and I nstitutional Bu i lding Construction ; Libraries;  Data 
Processing, Hosting,  and Related Services; Libraries 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 25 of 28 

deve!op;nent, susta inable transportation so!ut ions are required to rneet the 

Subjects: AUTONOMOUS vet1 icles; INTERNET security; Internet 
Publ ishing and Broadcasting and Web Search Portals; Wired 
Telecommunications Carriers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 26 of 28 

27. 

28. 

Subjects: Cal ifornia;  General 

Subjects: Computer network security; Internet security; I nformation 
technolo�w security measu res; Computer security; Cyberterrorisrn; Wired 
Telecommunications Carriers; !ntemet Publishing and Broadcasting and 
Web Search Portals 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 27 of 28 

29. 

Subjects: Oklahoma ; Oi l and Gas Law 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 28 of 28 

30. 

.1 .... �r:1 i r1 i r1t1 ::1 r1rj l\\\';1rf�r1f�SS � .... )rf1t�1 r:� rr1� ................ f.. .... ) itf:1 i �� :1 r1ri � � ........ � �  � � �  s ...._;.l .. -.. -.-. ,.,_ , .. ,,.. ,,.. � � ,-...- �, � , • .._ �  � s ,  • ., � � � \ -....  .... � \ -.....-' -.... .... � s -...-. 

c:)rlCl() � r1Cl � SSlJf:S �
........... � .-..-.. .. � 

(ieve !op!nt1 the hun1i:1n knovv!e::.i9e to protect frorn social en9ineer inq a tiacks .  

Subjects: \/'fired Telecommun ications Carriers; Internet Publishing and 
Broadcasting and Web Search Portals; INTERNET security; SOCIAL 
engineering ; CYBER intel l igence (Computer security) ; SOC IAL security; 
TRAIN ING of engineers :  INFORMATION & commun ication technologies 

powered by EBSCOhost 
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1 1 /7/201 9  a n  internal firewall is configured to separate the . . .  - Google Scholar 

Virtual device context (VDC) integrat ion for network services 

. . .  3 i l lustrates an example network 300 with an integrated VDC on a network switch 326 and 
extended to i nclude a service node 302 , accord ing to one . . .  As noted , each service node 302, 304 
may provide a variety of network management functions/services for traffic processed . . .* £1 £1  Cited by 5 1  Related a 1iicles All 4 versions $>-$> 

Machine learn ing based intrusion detection system for software defined networks 

. . .  V. CONCLUSION Software Defined Networks as an emerging technology bri ng innovation i nto 
the networking , with . . .  SON as a new technology has arising issues that pose a chal lenge to . . .  The 
paper present machine learning (Neural Network) based i ntrusion detection for SON . . .* £1 £1  Cited by ': 9 Related a 1iicles All 4 versions 

Secured session sequencing proxy system and method therefor 

. . .  Method for evolving detectors to detect malign behavior in an artificial immune system . . .  Accessing 
SSL connection data by a third-party. US884971 6B1  (en), 2001 -04-20, 201 4-09-30, Jpmorgan 
Chase Bank, NA, System and method for preventing identity theft or misuse by . . .* £1£1 Cited by 8 0  Related a 1iicles All 2 versions $>-$> 

Trusted compartmental ized computer operating system 

. . .  For example, appl ications such as web browsers are typically configured to l isten to a particu lar 
network interface to identify data destined for that appl ication program where the program 
responds to and generates i nformation that is d i rected through an I nternet network . . .* £1£1 Cited by 352 Related articles Al l  2 versions $>� 

Firewal l  system and method via feedback from broad-scope mon itoring for intrusion 
detection 

. . .  Each network device can be considered a node because each device has an addressable 
interface . . .  and processing center receives all commun ications (ie, the data) orig inating from a user 
on the computer network 204 and flowing to host 220 (and vice versa) , for example, as . . .* gg C ited by 1 1 8  Related articles A! !  4 versions $>$> 

System and method for network address translation integration with ! P  security 

. . .  defin it ions. For th is appl ication ,  identifier types are not particularly relevant. When 
specifying a specific instance of NAT in ,  for, example, an IP Sec Pol icy database, 
the user makes a yes/no decision i n ,  say, a check-box. As . . .* gg C ited by 9 7  Related articles Al l  2 versions $>� 

Distributed virtual system to support managed , network-based serv ices 

. . .  In such an embodiment, the system VR may aggregate traffic from the fi rst set of VRs and the . . .  I n  
one embodiment, a first configured topology is defined among the  fi rst set of VRs by configuring 
virtual interfaces (Vis) of the first set of VRs to provide desired paths for packet flows . . .* gg C ited by 2.04 Related a rticles All 4 versions �$>-

Method and apparatus for managing a firewall 

. . .  receive an assignment of said roles to said hosts i n  said network; and.  generate rules for said 
hosts based on said assigned roles, said ru les determining whether a packet is passed . . .  A system 
for generating a security pol icy for a network, said network including a plural ity of . . .* gg C ited by 8 5  Related articles Al l  4 versions $>� 

A survey of intrusion detection techn iques in  cloud 

. . .  www.fi lecluster.com/Network-Tools/Network-Mon itoring/Download-XArp. html) is an efficient 
avai lable . . .  N I DS can be deployed on Cloud server interacting with external network, for detecting 
network . . .  It cannot help when attack is with in a virtual network that runs entirely inside the . . .* gg C ited by 684 Related a rticles All 2 1  versions 

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =an+intern al+firewall+is+configu red +to+separate+the+h ost+system+from+th e+virtu al+s . . .  1 /2 
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1 1 /7/201 9  a n  internal firewall is configured to separate the . . .  - Google Scholar 

Firewall configured with dynam ic mem bership sets representing ma.chine attributes 

. . .  258 causes the firewall manger 1 08 to generate a separate source machine identifier portion 
of a fi rewal l  for each machine . . .  match ing module 260 matches each attribute in the destination 
machine dependent condition of the selected pol icy rule to an attribute reported . . .* gg Cited by 1 29 Related a :ticles All 4 vers,ons �:e:,, 

https://scholar.google.com/scholar?hl=en&as_sdt=0%2C47&q=an+internal+firewall+is+configured+to+separate+the+host+system+from+the+virtual+s . . .  2/2 
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1 1 /7/201 9  device comprises a processor and a memory configured . . .  - Google Scholar 

Self-isolating and self-hea l ing networked devices 

. . .  When the USB hub has been d isabled , all USS-compliant devices coupled with the hub are . . .  can 
on ly access the network to download the latest security patches to bri ng the machine up to . . .  the 
one or more processors to: receive an updated operating profi le from a remote device; . . .* £1 £1  Cited by 3 8  Related a 1iicles All 4 versions $>-� 

Use of network address translation for implementation of statefu l routing 

. . .  8 .  The method as recited in cla im 1 , wherein the addresses further comprises internet protocol 
( IP) addresses . . .  System and Method for Providing Data and Device Security Between External 
and Host Devices . . .  System and method for providing network security to mobile devices . . .* £1 £1  Cited by 8 0  Related a 1iicles All 4 versions Si-� 

Systems and methods for transparent configuration authentication of networked 
devices 

. . .  a bus 636 wh ich couples processor 634 and memory 635, a mass storage device 637 (eg . . .  readable 
med ium on the cl ient and server systems, such as mass storage devices 627 and . . .  Examples of 
program instructions include machine code ,  such as produced by a compiler, and . .  .* �Jg C ited by 1 1 5  Re,ated art,cles AH 4 versions Si-� 

System and method for providing network and computer firewal l  protection with dynam ic 
address isolation to a device 

. . .  and computer firewal l  protection with dynamic address isolation to a device. Download PDF . . .  
08-21 Application granted granted Critical 201 9-08-26 Application status is Active legal . . .
230000000670 l imiting Effects 0 Description 1 ;  23000001 5654 memory Effects 0 Description . . .  * £1 £1  c,ted by 224 Related articles All 2 versions �� 

System and method for securing networks 

. . .  1 , wherein determining that the particu lar one of the identified authorized devices is bridging 
the first network and a second network comprises . . .  System and method for validating a location 
of an untrusted device . . .  System and method for migrating agents between mobile devices . . .* £1£1 c,ted by 267 Related articles All 4 versions �� 

Denal i :  L ightweight v irtual mach ines for d istributed and networked appl ications 

. . .  We use the OS Kit as a hardware abstraction layer to simpl ify i nteractions with devices, page tables . . .  
use Den a l  i's i nter- rupt and timer models, and l inked the stack against a device driver for . . .  context 
switch time starts at 3 .9  microseconds for a single virtual machine, and increases . . .* £1£1 c,ted by 402 Related articles All 1 9  versions �� 

System, method , and apparatus for providing network security 

. . .  ANNI  232 may also determine the network topology for other devices residing behind a firewal l . . .  
Unknown or uncertain packets can be sent to a machine learning H PC blade o n  . . .  executed with in 
the proactive security mechanism 1 08 or any other security device described here in  . . .* £1£1 c,ted by 84 Related a rticles All 4 versions $>-� 

Systems and methods for suppressing denial of service attacks 

. . .  may also be stored as contents (eg , as executable or other machine-readable software . . .  
computer-readable med ium and/or one o r  more associated computing systems o r  devices to 
execute or . . .  denia l  of service attacks, the system comprising: a first computing device that includes . . .* £1£1 c,ted by ': 2 9  Related articles All 2 versions �� 

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =d evice+comprises+a +processor+and +a +memory+config ured +to+implement+n etwork+i . . .  1 /2 
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1 1 /7/201 9  device comprises a processor and a memory configured . . .  - Google Scholar 

A survey of network virtual izat ion 

. . .  The VPN states are stored in PE devices, and a connected CE device behaves as if it . . .  to al low 
service providers to simultaneously run multiple end-to-end services over equipment owned 
by . . .  Final ly, with the increasing number of mobile and wireless devices and the onset of . . .* gg Cited by 1 367 Re,ated art,cles A H  1 7  vers ions

NetVM : H igh performance and flex ible networking using virtual ization on commod ity 
platforms 

. . .  in many cases, to fu l ly exploit the ag i l ity benefits of virtual machine-based network . . .  8 :  NetVM's 
arch itecture spans the guest and host systems ; an emulated PCI device is used to . . .  The connection 
is implemented with a socket-type chardev with "-chardev socket,path=<path> , id=<id . . .  * !i.HJ c,ted by 358 Related articles All 1 7  versions

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =d evice+comprises+a +processor+and +a +memory+config ured +to+implement+n etwork+i . . .  2/2 
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Result List: a host-based firewall executed on the computer system is confi . . .  : Discover N . . .  Page 1 of 20 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 
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1 2 . 

1 3. 
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Genera l ;  Computer networks--Security measures 
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Merct1ant. Wholesa lers ;  Computer and software stores; Software publist1ers 
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Technologies. I nc. -- Technology appl ication ;  Telecommunications 
equ ipment industry -- Intel lectual property; Telecommunications equ ipment 
industry -- Methods; Telecommunications equ ipment industry -- Technolo�w 
application 
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20. 

Subjects: Un ited States; Telecommunications equ ipment industry; Internet 
security; Laptop/prniable computer; L3 Technologies, I nc. -- Inte l lectual 
property; Telecommun ications equ ipment industry -- Intel lectual prope1iy; 
I nternet -- Safety and security measures; Laptop computers ; Notebook 
computers 

environ n-1t::nt .  
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devices art:! expected to popu!r�te our environff1f:!nts and provide novel  

/.\ccountlnq for a ! !  tf1ese considerations : v�·e reckon t�1at the nove! 

Subjects: INTERNET of things; CYBERCRIMINALS: HETEROGENEITY; 
SOFTWARE~defined networking (Computer network technology) ; 
HARDWARE Trojans (Computers) 
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Computer Eng ineering ; Computer networks : Data transmission :systems: 
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26. 

27. 

env i ronn-:f�nt. 

Subjects : COMPUTERS / Data Transmission Systems / General :  
COMPUTERS / Networking I Vendor Specific; Computer networks;
Computer network protocols; Computer networks--St.andards; Computer 
network arch itectures 
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30. 

Subjects : Computer and perip!1eral equ ipment manufacturing ;  Computer 
Terminal and Other Computer Perip!1era l  Equ ipment Manufacturing ;  
Computer Systems Design Services; Wireless Te lecommun ications 
Carriers (except Satel l ite) ; Telecommunications Resel lers ;  Communication 
Equ ipment Repair and Maintenance; Other telecommunications; All Other 
Telecommunications; VIRTUAL machine systems ; TELECOMMUN ICATION 
security; COMPUTER input-output equipment; MOBILE cormrnmication 
systems; COMPUTER network access control software ;  COMPUTER 
networks 

powered by EBSCOhost 

C�> 201 9 EBSCO ! ndust,·ies, I nc. Al l  rig his reserved . 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or ax, or via EFS--Web. 
By mail, send to: Mail Stop ISSUE FEE 

Commissioner for Patents 
P.O. Box l 450 
Alexandria, Virginia 223 13 - 1450 

By fax, send to: (57 l )-273-2885 

JNSTRl J CTl0NS: This form should be used for transmitting the ISS UE FEE and PlJBLJCA TION FEE (if required). Blocks l through 5 should be completed where appropriate. AH 
further correspondence including the Patent, advance orders. and notification of rnaintenance fees will be mailed to the current correspondence address as indicated unless coITected 
below or directed otherwise in Block l ,  by (a) specifying a new coffespondence address; andior (b) indicating a separate '1 FEE ADDRESS'' for maintenance fee notifkations. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use B!ock l for any change of address) 

l58266 7590 l l/08i201 9
Condo Roccia Koptiw LLP 
l 800 JFK Boulevard
Suite 1700
Philadelphi a. PA 19 103

APPLICATION NO. FILING DATE 

15/9 10,734 03/02/2018 

J'\Jote: A certificate of rrrn.iJh1g can only be used for dcnnestic n1aHings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additjonaJ paper, such as an a ssignn1ent or formaJ drawing, n1ust 
have its own certjficate of n1aHing or transn1issfr;n 

Certificate of Mailing or Transmission 
1 hereby certify that this Fee(s) Transmittal is being deposhed with the United 
States Postal Service with sufficient postage for first clas.s mail in an envelope 
addressed to the Mail S top ISSUE FEE address above, or being transmitted to 
the l J SPTO via EFS-Web or by facsimile lo (:57 1 )  273-},885. on the da.te below. 

(J'yped. or pnnted. narm:) 

(Slgna.ttffe) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Robert B. Hoy LCOM __ lSO_ US02 2365 

TITLE OF INVENTION: INTERNET ISOLATION FOR A VOIDING INTER:."IET SECURITY THREATS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISC0UNTED $1000 

EXAM INER AJU UNJT 

TRUONG. THANHNGA B 2498 

l .  Change of correspondence address or indication of '"Fee Address" (37
CFR J .363 1.

:J Change of co1Tespondence address ( or Change of Correspondence
Address fonn PT0/SB/L!2) attached < 

.J "Pee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOT AL FEE(S) DUE DATE DUE 

$0.00 S0.00 

CLASS-SUBCLASS 

726-015000 

2. For printing on the patent front page, list 
( l) The names of up to 3 registered patent attorney, 
or agents OR. alternatively. 
(2) The name of a single firm ( having as a member a 
registered attorney or agent) and the narr1es of up to 
'.2 registered patent attorneys or agents. If no narne is 
listed, no name will be printed. 

$ 1000 02/10/2020 

Condo Roccia Koptiw LLP 
1   

2 

3 

J. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appem on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation. as set forth in 37 CFR 3 . 1 1  and 37 CFR 3 .8 l(a). Completion of this form is NOT a snbstilute for filing an assignment. 
(A) NAME OF ASSIGNEE 

L3Harris Technologies, Inc.
(B) RESIDENCE· (CITY and STATE OR COUNTRY)

Melbourne, Florida

Please check the appropriate assignee category or categories (wilJ not be pdnted on the patent) : [] lndjvidual � Co1porath1n or orher pdvate group enthy [] Government 

4a. Fees submitted: fXiis.sue Fee .JPublication Fee (if required) □Advance Order - # of Copies 
4h. v1ethod of Payment: ( Please first reapply any previously paid fee shown above) 

.J Electronic Payment via EFS-Web O Enclosed check [) Non-electronic payment by credit card (Attach form PT0-2038) 

!Xi The Director is hereby authorized lo charge the required fee(,). any deficiency, or credit any overpayment to Deposit Account No. _ 50-55 19

:5 . Clurng� in Entity Status (from status indicated above) 
[] Appljcant certifyjng n1icro entity status, See 37 CFR ] .�!9 

0 Applicant asserting small entity status. See 37 CFR l .27 

l.J Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity S tatus lsee forms PT0/SB/15A and 15B), issue 
fee payment in the mkro entity amount wilJ not be accepted at the risk of appJication abandonn1ent.
NOTE: If the appHcation was previously under 1nicro en thy status, checking this box V/ill be taken 
lo be a notification of loss of entitlement lo micro en lily status. 
NOTE:. Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accorda,.'1ce with 37 CFR 1 .31  and 1 .33. See 37 CFR l .4 for signature requirements and certifications. 

Authorized Signature  /M __ i_c_h_a_e_l_T. _G_h_o_bn_· a_l_/
Michael T. Ghobrial Typed or prhned nmne 

PTOL-85 Part B (08- 1 8 1  Approved for use through OJ /3 li2020 
Page 2 of 3 

0MB 0651 -0033 

Dale  February 7�, 2020 ______ _ 
65,915  R egjstration 1\io. 

0 .S. Patent and Trademark Office: U.S. DEPARTMENT OF C0MJ'vlERCE 
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Electronic Acknowledgement Receipt 

EFS ID: 38526868 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 58266 

Filer: Michael T. Ghobrial/Darleen Yacovone 

Filer Authorized By: Michael T. Ghobrial 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 07-FEB-2020

Filing Date: 02-MAR-201 8

Time Stamp: 1 4:38: 1 3  

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 1 000 

RAM confi rmation Number E202027E38303478 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 754956 

1 Issue Fee Payment (PTO-85B) LCOM_ISO_US02_Issue_Fee_ Tr no 1 
ansmittal_as_fi led.pdf 

cf5a4496ce9c545cc54c1 a9df1 9ee490379c 

d31f 

Warnings: 

Information: 

30355 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
83f0d7a5405 30fc6c 16e63 c2 46d 3 d04c88ed 

d8f8 

Warnings: 

Information: 

Total Files Size (in bytes) 1 78531 1 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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Electronic Patent Appl ication Fee Transmittal 

Application Number: 1 591 0734 

Filing Date: 02-Mar-201 8

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Filer: Michael T. Ghobrial/Darleen Yacovone 

Attorney Docket Number: LCOM_ISO_US02 

Fi led as Large Entity 

Filing Fees for Util ity under 35 USC 1 1 1  (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1 50 1  1 1 000 1 000 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO ($) 1 000 
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UNITED STATES PA TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 

APPLICATION NO. 

1 5/910,734 

158266 7590 

Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

ISSUE DATE 

03/24/2020 

03/04/2020 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. 

10601780 LCOM_ISO _ US02 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

2365 

The Patent Term Adjustment is O day(s) . Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov) . 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (57 1 )-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(57 1 )-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Robert B. Hoy, Sewell, NJ; 
L3 Technologies, Inc. , New York, NY; 
Mark Fenkner, Marlton, NJ; 
Sean W. Farren, Newburyport, MA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies .  The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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