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1. M The amendment filed on 12 December 2018 under 37 CFR 1.312 has been considered, and has been:
a) entered.

b) J entered as directed to matters of form not affecting the scope of the invention.

c)[J disapproved because the amendment was filed after the payment of the issue fee.
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and the required fee to withdraw the application from issue.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
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Serial No. : 15/808,175
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For : EDITING METHOD AND RECORDING AND REPRODUCING
DEVICE

Group 1 2484

Examiner  : Daquan ZHAO
Docket No. : ASA-10782-05
Customer No.: 24956

AMENDMENT UNDER 37 CFR §1.312

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450 December 12, 2018
Sir:
In response to the Notice of Allowance mailed September 12, 2018, the
following amendments and remarks are respectfully submitted in connection with the
above-identified application.

Amendments to the Claims begin on page 2 of this paper.

Remarks are included following the amendments.
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

REMARKS
This paper is subsequent to the Notice of Allowance having a USPTO mailing

date of September 12, 2018.

The foregoing minor amendment is believed to be necessary in order to
improve the clarity of the allowed claims, and accordingly, consideration and entry of
the amendments is respectfully requested. It is believed that this minor amendment
does not affect the allowability of the claims.

Respectfully submitted,

MATTINGLY & MALUR, PC

/John R. Mattingly/
John R. Mattingly
Registration No. 30,293
703-684-1120

Page 11 of 11

13



Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

1. (Currently amended) An information processing apparatus comprising:

a recording medium to store a plurality of video data;

an output unit configured to output a menu display for a user to select one
group of video data among a plurality of groups of video data by a specifying
position of a character corresponding to the one group of video data;

a reproducer configured to reproduce the selected video data read out from
the recording medium; and

a controller;

wherein, when a first group of video data is selected in the menu display by
specifying a position of a character corresponding to the first group of video data,
the controller controls so that a first group of thumbnails corresponding to the first
group of video data is displayed in a state that an order of the first group of
thumbnails is editable,

wherein, when a second group of video data is selected in the menu display
by specifying pesien-a position of a character corresponding to the second group of
video data, the controller controls so that a second group of thumbnails

corresponding to the second group of video data is displayed in a state that an order

Page 2 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

of the second group of thumbnails is editable,

wherein, even if one video data stored on the recording medium included in
both the first group of video data and the second group of video data is deleted from
the first group of video data, the controller controls so that the one video data
continues to be included in the second group of video data and a thumbnail
corresponding to the one video data is displayed as one of the second group of

thumbnails when the second group of thumbnails is displayed.

2. (Original) The information processing apparatus according to claim 1,
further comprising an encoder configured to encode inputted video data, wherein the

recording medium stores the plurality of video data encoded by the encoder.

3. (Original) The information processing apparatus according to claim 2,

wherein the controller controls the output unit to display a first character
corresponding to the first group of video data in a first area when the first group of
thumbnails is displayed, and

wherein the controller controls the output unit to display a second character
corresponding to the second group of video data in the first area when the second

group of thumbnails is displayed.

4. (Original) The information processing apparatus according to claim 3,

wherein the controller controls the output unit to display the first group of

Page 3 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

thumbnails in a second area when the first group of thumbnails is displayed, the
second area being different from the first area, and
wherein the controller controls the output unit to display the second group of

thumbnails in the second area when the second group of thumbnails is displayed.

5. (Original) The information processing apparatus according to claim 4,
wherein, when the one video data is deleted from the first group of video
data, the controller removes the one video data from the first group of video data

without deleting the one video data recorded on the recording medium.

6. (Original) An information processing system comprising:

a recording medium to record a plurality of video data;

a reproducer configured to reproduce selected video data read out from the
recording medium; and

a display unit configured to output a menu display for a user to select one
group of video data among a plurality of groups of video data by specifying a
position of a character corresponding to the one group of video data;

wherein, when a first group of video data is selected in the menu display by
specifying a position of a character corresponding to the first group of video data, a
first group of thumbnails corresponding to the first group of video data is displayed
on the display unit in a state that the order of the first group of thumbnails is editable,

wherein, when a second group of video data is selected in the menu display

Page 4 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

by specifying a position of a character corresponding to the second group of video
data, a second group of thumbnails corresponding to the second group of video data
is displayed on the display in a state that the order of the second group of
thumbnails is editable, and

wherein, when one video data recorded on the recording medium included in
both the first group of video data and the second group of video data is deleted from
the first group of video data, the one video data continues to be included in the
second group of video data, and a thumbnail corresponding to the one video data is
displayed as one of the thumbnails of the second group of thumbnails when the

second group of thumbnails is displayed on the display.

7. (Original) The information processing system according to claim 6, further
comprising an encoder configured to encode inputted video data, wherein the

recording medium stores the plurality of video data encoded by the encoder.

8. (Original) The information processing system according to claim 7,

wherein a first character corresponding to the first group of video data in a
first area when the first group of thumbnails is displayed on the display, and

wherein a second character corresponding to the second group of video data
is displayed in the first area when the second group of thumbnails is displayed on

the display.

Page 5 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

9. (Original) The information processing system according to claim 8,

wherein the first group of thumbnails is displayed in a second area when the
first group of thumbnails is displayed on the display, the second area being different
from the first area, and

wherein the second group of thumbnails is displayed in the second area when

the second group of thumbnails is displayed on the display.

10. (Original) The information processing system according to claim 9,
further comprising:

a controller,

wherein, when the one video data is deleted from the first group of video
data, the controller removes the one video data from the first group of video data

without deleting the one video data recorded on the recording medium.

11. {Original) An information processing method comprising:

recording, by a recording unit, a plurality of video data on a recording
medium;

outputting a menu display for a user to select one group of video data among
a plurality of groups of video data by specifying a position of a character
corresponding to the one group of video data;

reproducing selected video data read out from the recording medium;

controlling display, when a first group of video data is selected in the menu

Page 6 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

display by specifying a position of a character corresponding to the first group of
video data, a first group of thumbnails corresponding to the first group of video data
in a state that the order of the first group of thumbnails is editable,

controlling to display, when a second group of video data is selected in the
menu display by specifying a position of a character corresponding to the second
group of video data, a second group of thumbnails corresponding to the second
group of video data in a state that the order of the second group of thumbnails is
editable,

wherein, when one video data recorded on the recording medium that is
included in both the first group of video data and the second group of video data is
deleted from the first group of video data, the controller continues to include the one
video data in the second group of video data, and a thumbnail corresponding to the
one video data is displayed as one of the thumbnails of the second group of

thumbnails when the controller controls to display the second group of thumbnails.

12. (Original) The information processing method according to claim 11,
further comprising encoding inputted video data with an encoder, and storing the

plurality of video data encoded by the encoder on the recording medium.

13. (Original) The information processing method according to claim 12,
further comprising:

controlling, by the controller, to display a first character corresponding to the

Page 7 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

first group of video data in a first area when the first group of thumbnails is
displayed; and

controlling, by the controller, to display a second character corresponding to
the second group of video data in the first area when the second group of

thumbnails is displayed.

14. (Original) The information processing method according to claim 13,

further comprising:

controlling, by the controller, to display the first group of thumbnails in a
second area when the first group of thumbnails is displayed, the second area being
different from the first area; and

controlling, by the controller, to display the second group of thumbnails in the

second area when the second group of thumbnails is displayed.

15. (Original) The information processing method according to claim 14,
wherein, when the one video data is deleted from the first group of video
data, the controller removes the one video data from the first group of video data

without deleting the one video data recorded on the recording medium.

16. {(Original) An information processing system comprising:
a recording medium configured to record a plurality of video data;

a reproducer configured to read video data from the recording medium;

Page 8 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

a display; and

a controller, wherein the controller is configured to:

control the display to display a menu display that includes a plurality of
selectable characters that respectively correspond to a plurality of groups of video
data,

upon selection of a character corresponding to a first group of video data in
the menu display by specifying a position of the character corresponding to the first
group of video data, control the display to display a first group of thumbnails
corresponding to the first group of video data in a state that the order of the first
group of thumbnails is editable, and

upon selection of a character corresponding to the second group of video
data in the menu display by specifying a position of the character corresponding to
the second group of video data, control the display to display a second group of
thumbnails corresponding to the second group of video data in a state that the order
of the second group of thumbnails is editable,

wherein when one video data recorded on the recording medium is included
in both the first group of video data and the second group of video data, and upon
deletion of the one video data from the first group of video data, the one video data
continues to be included in the second group of video data, and the controller
controls the display to display a thumbnail corresponding to the one video data as

one of the thumbnails of the second group of thumbnails.

Page 9 of 11
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Serial No. 15/808,175
Amendment Under 37 CFR §1.312 filed December 12, 2018
Reply to Notice of Allowance mailed September 12, 2018

17. (Original) The information processing system according to claim 16,
wherein upon display of the first group of thumbnails on the display, the
controller controls to display a first character corresponding to the first group of video

data in a first area, and
wherein upon display of the second group of thumbnails on the display, the
controller controls to display a second character corresponding to the second group

of video data in the first area.

18. (Original) The information processing system according to claim 17,

wherein upon display of the first group of thumbnails on the display, the
controller controls to display the first group of thumbnails in a second area, the
second area being different from the first area, and

wherein upon display of the second group of thumbnails on the display unit,

the controller controls to display the second group of thumbnails in the second area.

19. (Original) The information processing system according to claim 18,

wherein, upon deletion of the one video data from the first group of video
data, the controller removes the one video data from the first group of video data
without instructing the deletion of the one video data recorded on the recording

medium.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
24956 7590 09/12/2018
MATTINGLY & MALUR, PC ZHAO, DAQUAN
1800 DIAGONAL ROAD
SUITE 210 | ART UNIT PAPER NUMBER |
ALEXANDRIA, VA 22314 2484
DATE MAILED: 09/12/2018
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
15/808,175 11/09/2017 Susumu YOSHIDA ASA-10782-05 4233

TITLE OF INVENTION: EDITING METHOD AND RECORDING AND REPRODUCING DEVICE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 12/12/2018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of maintenance
fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

24956 7590 091272018 Certificate of Mailing or Transmission
MATTINGLY & MALUR, PC I hereby certify that this Fee(s) Transmittal is being deposited with the United
1800 DIAGONAL ROAD States Postal Service with sufficient postage for first class mail in an envelope

5 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
SUITE 210 transmitted to the USPTO (571) 273-2885, on the date indicated below.
ALEXANDRIA, VA 22314 —
(Depositor's name)
(Signature)
(Date)l
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/808,175 11/09/2017 Susumu YOSHIDA ASA-10782-05 4233

TITLE OF INVENTION: EDITING METHOD AND RECORDING AND REPRODUCING DEVICE

| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 12/12/2018

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
ZHAO, DAQUAN 2484 386-248000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list 1
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 2

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 3
- R . P 2 registered patent attorneys or agents. If no name is

Fee Address” indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.
SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASENOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for recordation
as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

|95}

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) M| Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (I The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/808,175 11/09/2017 Susumu YOSHIDA ASA-10782-05 4233
24956 7590 09/12/2018 | EXAMINER |
MATTINGLY & MALUR, PC ZHAO, DAQUAN
1800 DIAGONAL ROAD
SUITE 210 | ART UNIT PAPER NUMBER |
ALEXANDRIA, VA 22314 2484

DATE MAILED: 09/12/2018

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)

25



OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 15/808,175 YOSHIDA et al.
Notice of Allowability Examiner Art Unit AlA Status
DAQUAN ZHAO 2484 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to claimed filed on 11/9/2017.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-19 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4.} Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) MAIl b) (JSome  *c) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. V) Certified copies of the priority documents have been received in Application No. 15176435 .
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

3 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4} Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 6/6/2018; 11/9/2017.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.7 Interview Summary (PTO-413),
Paper No./Mail Date.
/DAQUAN ZHAO/
Primary Examiner, Art Unit 2484

U.S. Patent and Trademark Office -
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20180829
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Application/Control Number: 15/808,175 Page 2
Art Unit: 2484

1. The following is an examiner's statement of reasons for allowance:
For claims 1, 6, 11 and 16, Honkaniemi (US 20070022382) discloses user
interface includes items, each item having a media file and arranged to be visible
as a thumbnail to the user interface. The item are arrange to establish at least
one playlist so that a series of thumbnails are arranged to establish the playlist.
The prior arts do not disclose include deleted information of the first group in the
second group when the deleted information recorded on the recording medium
was included in both the first group and the second group.
Any comments considered necessary by applicant mustbe submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DAQUAN ZHAO whose telephone number is (571)270-
1119 or email daquan.zhao1@uspto.gov. If attempts to reach the examiner by
telephone are unsuccessful, the examiner’s supervisor, Tran Thai Q, can be reached on
(671)272-7382. The fax phone number for the organization where this application or

proceeding is assigned is (571) 273-8300.
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Application/Control Number: 15/808,175 Page 3
Art Unit: 2484

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/DAQUAN ZHAO/
Primary Examiner, Art Unit 2484
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Notice of References Cited

Application/Control No.

Applicant(s)/Patent Under

15/808,175 Reexamination
YOSHIDA et al.
Examiner Art Unit
DAQUAN ZHAO 2484 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumzoggggfaﬁ:r?bf:}z:; Code MIVEI)- ?}?{YY Name CPC Classification US Classification
* [ A | Us-20070022382-A1 01-2007 Honkaniemi; Petteri GO6F17/30873 715/733
B
C
D
E
F
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
* Countzog:gg?l\:]:n’:lbfrr-]?i:rci Code MIVID» ?}?{YY Country Name CPC Classification
N
O
P
Q
R
S]
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
W
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 15/808,175 YOSHIDA et al.
H“m “m ‘l”“l H H‘ ‘l“ . s
DAQUAN ZHAO 2484
CPC - Searched*
Symbol Date Examiner
CPC Combination Sets - Searched*
Symbol Date Examiner
h04n9/80 or g11b27/00 or h04n5/93 or h04n5/92 08/29/2018 dz
US Classification - Searched*
Class Subclass Date Examiner
386 239,240,278,280,281,282,326,353 08/29/2018 dz

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Search Notes Date Examiner

USPAT;USPGPUB; USOCR; EPO; JPO; DERWENT; IBM_TDB 08/29/2018 Dz

Interference Search

US Class/CPC .

Symbol US Subclass/CPC Group Date Examiner
h04n9/80 or g11b27/00 or h04n5/93 or h04n5/92 08/29/2018 Dz

386 239,240,278,280,281,282,326,353 08/29/2018 Dz

/DAQUAN ZHAO/

Primary Examiner, Art Unit 2484

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |ssog 175 VOSHIDA et al.
H “ “ HH Examiner Art Unit
DAQUAN ZHAO 2484

CPC

Symbol Type Version
G11B 27 102 F 2013-01:01
G11B 27 034 | 20130101
G11B 27 34 | 2013-01-01
HO4N 5 76 | 2013-01-01
HO4N 9 87 I 2013:01-01
GOBF 3 0482 | 2013-01:01
G11B 27 031 | 2013:01-01
G11B 2220 2562 A 2013-01-01
HO4N 9 8205 A 2013:01-01:
CPC Combination Sets

Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 19

/DAQUAN ZHAO/ 29 August 2018 . . -
Primary Examiner, Art Unit 2484 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 6

U.S. Patent and Trademark Office
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

15/808,175 YOSHIDA et al.
Examiner Art Unit
DAQUAN ZHAO 2484

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4N

G11B

NON-CLAIMED

HO4N

HO4N

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

386

239

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
386 240 278 280 281 282 326
386 353
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
/DAQUAN ZHAO/ 29 August 2018 . . -
Primary Examiner, Art Unit 2484 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 6
U.S. Patent and Trademark Office Part of Paper No.: 20180829
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |ssog 175 VOSHIDA et al.

H “ “ ”H Examiner Art Unit
DAQUAN ZHAO 2484

Claims renumbered in the same order as presented by applicant (] CPA (] T.D. ] R1.47
CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original
1 10 19
2 11
3 12
4 13
5 14
6 15
7 16
8 17
9 18
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 19
/DAQUAN ZHAO/ 29 August 2018 . o
Primary Examiner, Art Unit 2484 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 6
U.S. Patent and Trademark Office Part of Paper No.: 20180829
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits {Search Query DBs Default {Plurals {{Time
# Operator Stamp
L1 909 edit$5 near5 thumbnail same select$5 same US-PGPUB; {OR ON 2018/08/29
user USPAT; 19:24
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L2 {7689 {(h04n9/80 or g11b27/00 or h04n5/93 or US-PGPUB; {jOR OFF 2018/08/29
h04n5/92).CPC. USPAT; 19:24
USOCR;
FPRS;
EPO; JPO;
DERWENT;
|BM_TDB
L3 {11319 {{(386/239,240,278,280,281,282,326,353).CCLS. {{US-PGPUB; }jOR OFF 2018/08/29
USPAT; 19:24
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L4 175 L1 and (L2 or L3) US-PGPUB; {iOR OFF 2018/08/29
USPAT; 19:24
USOCR;
FPRS;
EPO; JPO;
DERWENT;
|IBM_TDB
L6 {31 ("6219837" | "6934964" | "6456334" | US-PGPUB; {iOR OFF 2018/08/29
"5442744" | "5884056" | "6400378" | USPAT; 20:04
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US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2015/03/25
10:17

S39 and CPU

US-PGPUB;
USPAT,;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2015/03/25
10:17

S42

S39 and program

US-PGPUB;
USPAT;
USOCR;
FPRS;
EPO; JPO;
DERWENT;

OR

OFF

2015/03/25
10:17

S43

699

edit$5 near5 thumbnail same select$5 same
user

US-PGPUB;
USPAT;
USOCR;
FPRS;

EPO; JPO;
DERWENT;
|IBM_TDB

OR

ON

2015/10/04
10:25

S44

("7313383").PN.

USPAT;
USOCR

OR

OFF

2015/10/04
10:30

S45

("7613383").PN.

USPAT;
USOCR

OR

OFF

2015/10/04
10:30

S46

("8644684").PN.

USPAT;
USOCR

OR

OFF

2015/10/04
10:35

("20030063897" | "20070022382" | "6181870"
| "6470140" | "6480669" | "7257774").PN. OR
("8644684").URPN.

US-PGPUB;
USPAT;
USOCR

OR

OFF

2015/10/04
10:36

S48

231

edit$5 near5 thumbnail same select$5 same
(user near4 interface or GUI)

US-PGPUB;
USPAT;
USOCR;

OR

ON

2015/10/04
10:57

file:///C/Users/dzhaol/Documents/e-Red%20Folder/15808175/EASTSearchHistory.15808175_Accessible Version.htm[8/29/2018 8:38:47 PM]

39



EAST Search History

FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

49

476

$43 not $48
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Initial Number Code’| Date of cited Document )
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1 20030063897 A1 P003-04-03 UUNG-KWON
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INFORMATION DISCLOSURE First Named Inventor ’YOSHIDA, S.
STATEMENT BY APPLICANT Art Unit |

( Not for submission under 37 CFR 1.29)
Examiner Name ‘

Attorney Docket Number | ASA-10782-05

2 20010023436 A1 P001-09-20 SRINIVASAN et al.

3 20070022382 Al P007-01-25 HONKANIEMI

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
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Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code?j Code?| Date PR Passages or Relevant
Document .
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1 P004-192779 P A 2004-07-08 |HITACHI, LTD.
2 P003-36652 P A 2003-02-07 [TOSHIBA CORP.
3 111-32301 P A 1999-02-02 |BONY CORP.
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Filing Date 2017-11-09

INFORMATION DISCLOSURE

First Named Inventor ’ YOSHIDA, S.

STATEMENT BY APPLICANT At Uni
rt Unit |

( Not for submission under 37 CFR 1.29)
Examiner Name ‘

Attorney Docket Number | ASA-10782-05

8 P003-123389 P A 2003-04-25 |BONY CORP.

9 002-197806 P A 2002-07-12 TOSHIBA CORP.

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . )
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

1 lapan Patent Office (JPO) office action for JPO patent application JP2008-268104 (June 12, 2009).

2 lapan Patent Office (JPO) office action for JPO patent application JP2004-349264 (August 6, 2008).

3 [Chinese Intellectual Property Office {SIPQ) office action for SIPO patent application CN2005-100935522 (May 26,
008).

4 oshiba HDD & DVD Video Recorder Instruction Manual RD-X5 Operating Instructions, Toshiba Corporation, pp.
48-159 (2004).

5 Office action for Japan Patent Office patent application JP2008-31843 (December 21, 2010).

6 [Central District of California Case No. 2:17 -cv- 7534

7 [Central District of California Case No. 2:17 -cv- 7538

If you wish to add additional non-patent literature document citation information please click the Add button| Add
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STATEMENT BY APPLICANT Art Unit |

( Not for submission under 37 CFR 1.29)

Examiner Name ‘

Attorney Docket Number | ASA-10782-05

EXAMINER SIGNATURE

Examiner Signature /DAQUAN ZHAO/ Date Considered

08/28/2048

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Filing Date 2017-11-09

INFORMATION DISCLOSURE First Named Inventor ’YOSHIDA, S.

STATEMENT BY APPLICANT Art Unit |

( Not for submission under 37 CFR 1.29)

Examiner Name ‘

Attorney Docket Number | ASA-10782-05

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /John R. Mattingly/ Date (YYYY-MM-DD) 2017-11-09

Name/Print John R. Mattingly Registration Number |30,293

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 11/08/2017 15/808,175 - GAU: 2484

Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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3 6456334 B1 P002-09-24 DUHAULT
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Attorney Docket Number |
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20 5236971 B1 P001-05-22 STEFIK et al.

21 5020930 A P000-02-01 | EGRAND

22 F646655 B1 P003-11-11 BRANDT et al.
23 H751282 A 1998-05-12 GIRARD et al.
24 H616876 A 1997-04-01 CLUTS

25 5175362 B1 P001-01-16 HARMS et al.

26 5243725 B1 P001-06-05 HEMPLEMAN et al
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30 005579 A 1999-12-21 BUGIYAMA et al.
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1 0060168147 A1 P006-07-27 INOUR et al.
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3 0010056434 A1 P001-12-27 KAPLAN et al.
4 20040078383 A1 P004-04-22 IMERCER et al.
5 D0010052127 A1 D001-12-13 SEO et al.
6 20030122861 A1 P003-07-03 UUN et al.
7 20040068606 A1 P004-04-08 KIM et al.
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Application Number 15808175
Filing Date 2017-11-09
INFORMATION DISCLOSURE First Named Inventor ’ YOSHIDA, S.
STATEMENT BY APPLICANT Art Unit |2454
( Not for submission under 37 CFR 1.29)
Examiner Name ‘ TRAN, T. Q.
Attorney Docket Number |ASA—10782—05

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
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Document .
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1 [ 058 257 P A1 2000-12-06 |BONY CORPORATION
THE MITRE
2 D7/25798 O A1l 1997-07-17 ~ORPORATION
INTERTRUST
3 09/48296 (0] Al 1999-09-23 |[TECHNOLOGIES
[CORPORATION
4 P 321 522 A A1l 1999-09-02 MOONEY

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

Fandango Media, LLC's S.P.R. 2.5 Invalidity Contentions which were filed March 26, 2018 in the following litigation:
1 MAXELL, LTD. v. FANDANGO MEDIA, LLC, Civil Action No. 2:17-cv-07534 AG-(SSx) (C.D. Cali.), filed October 13,
P017

2 PONCELEON, D. et al., "Key to Effective Video Retrieval: Effective Cataloging and Browsing", 1998, pp. 99-107

3 BRINIVASAN, S. et al., "What is in that Video Anyway?", 1999, pp. 388-393
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STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

Application Number 15808175
Filing Date 2017-11-09
First Named Inventor ’YOSHIDA, S.

Art Unit | 2484
Examiner Name ‘ TRAN, T. Q.

Attorney Docket Number

| ASA-10782-05

4 POLLACK, W., "Tuning In: The Future of Copyright Protection for Online Music in the Digital Millennium”, Fordham
| aw Review, 2000, pp. 2445-2488, Vol. 68, Issue 6

5 | G Electronics U.S.A., Inc. et al., "Zenith Installation and Operating Guide | Warranty" for DVR413 DVD Recorder, May
113, 2004

6 WACTLAR, H. D. et al., "Lessons Learned from Building a Terabyte Digital Video Library”, IEEE, 1999, pp.66-73

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

/DBQUAN ZHAC/

Date Considered ‘ 08/29/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST .16 if possible. ® Applicant is to place a check mark here if

English language translation is attached.
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Application Number 15808175
Filing Date 2017-11-09
INFORMATION DISCLOSURE First Named Inventor ’ YOSHIDA, S.
STATEMENT BY APPLICANT Art Unit |2484
( Not for submission under 37 CFR 1.29)
Examiner Name ‘ TRAN, T. Q.
Attorney Docket Number |ASA—10782—05

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /John R. Mattingly/ Date (YYYY-MM-DD) 2018-06-06

Name/Print John R. Mattingly Registration Number |30,293

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 06/06/2018 15/808,175 - GAU: 2484

Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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(57) A contents database 114 memorizes the dis-
criminating information for discriminating contents and
the temporal information as to the time of content dupli-
cation associated with the discriminating information. A
recording program 113 acquires the discriminating
information of contents to be duplicated and duplicates

INFORMATION PROCESSING DEVICE AND METHOD, AND PROGRAM STORAGE MEDIUM

the contents in association with the acquired discrimi-
nating information and with the temporal information
memorized in the contents database 114. This substan-
tially prohibits duplication in large quantities without sig-
nificantly impairing the interests of a user.

) s

NETWORK

!

[}

115 TION
1941
DRIVER FOR
PURCHASING l

—— |

111 181 DISPLAY OPERATING

CONTENTS MANAGEMENT PROGRAM

| .P&a"éi'i&?."é |‘142

COMMAND PROGRAM
FILTERING
DATAFILE

SELECTION CHECK NCRYPTION ™1
- -mme»r| TG ||m§] m«ml

ugaes RULE 138 139
I l WANA ’AUTHEN“GATION" —I
PROGRAM pn&%'ﬂm PROGRAM || BESIRAG | | BRIVER

DISPLAY DATARLLE |
782
[_pcTuReFue ]

183-1

]

183-K

114

CONTENTS DATA BASE
161-1 162-1

CONTENTS | [ USAGE RULE
| FILE l e I

161-N  ,162-N
com'Ems” ERULE I

DATAFILE

116-2 Cee
(] |

FIG.5

v
6!3 6-2 6!1

Printed by Xerox (UK) Business Services
2.16.7 (HRS)/3.6

73



1 EP 1 058 257 A1 2

Description
Technical Field

[0001] This invention relates to an information
processing method and apparatus and a program stor-
age medium. More particularly, it relates to an informa-
tion processing method and apparatus and a program
storage medium in which duplication of contents can be
limited appropriately.

Background Art

[0002] There have so far been presented SCMS
(Serial Copy Management System) and CGMS (Copy
Generation Management System) as methods for limit-
ing duplication of AV contents for which the copyright
has been set, such as music or pictures.

[0003] In these systems, it is possible to duplicate
contents A1 (first generation), for which the copyright
has been set, to acquire (or record) contents A2 (sec-
ond generation), however, it is not possible to duplicate
the contents A2 (second generation) further to acquire
contents A3 (third generation), as shown in Fig. 1.

Disclosure of the Invention

[0004] However, in such case, the contents A1 can
be repeatedly duplicated to acquire plural contents A2
of the second generation, such that the copyright of the
contents A1 is not protected sufficiently.

[0005] So, as a method for enabling the contents A1
to be duplicated only once, the UCS (Unit Copy System)
has been proposed. However, in such case, the user is
allowed to duplicate the contents only once even though
the duplication is used for his or her private use, with the
result that the method impairs the interests of the user.
[0006] In view of the present status of the art, as
described above, it is an object of the present invention
to render it possible to substantially prohibit duplication
in large quantities without impairing the interests of the
user.

[0007] In one aspect, the present invention provides
an information processing apparatus including storage
means for storing the information for discriminating con-
tents and the time information for the time the contents
have been duplicated, acquisition means for acquiring
the information for discriminating contents to be dupli-
cated, and duplication means for duplicating the con-
tents in association with the discrimination information
acquired by including acquisition means and the time
information held in including storage means.

[0008] In another aspect, the present invention pro-
vides an information processing method including a
storage step for storing the information for discriminat-
ing contents and the time information for the time the
contents have been duplicated, an acquisition step for
acquiring the information for discriminating contents to
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be duplicated, and a duplication step for duplicating the
contents in association with the discrimination informa-
tion acquired by including acquisition step and the time
information held in including storage step.

[0009] In yet ancther aspect, the present invention
provides a program storage medium having stored
therein a computer-readable program, which program
includes a storage step for storing the information for
discriminating contents and the time information for the
time the contents have been duplicated, an acquisition
step for acquiring the information for discriminating con-
tents to be duplicated and a duplication step for dupli-
cating the contents in association with the
discrimination information acquired by including acqui-
sition step and the time information held in including
storage step.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010]

Fig.1 illustrates the SCMS and CGMS.

Fig.2 shows an embodiment of a speech data man-
agement system according to the present inven-
tion.

Fig.3 illustrates the structure of a personal compu-
ter m the speech data management system.

Fig.4 shows the structure of a portable device in the
speech data management system.

Fig.5 is a block diagram for illustrating the structure
of the functicn of the personal computer.

Fig.6 illustrates an example of a window which a
recording program in the personal computer dem-
onstrates on a display.

Fig.7 is a flowchart for illustrating the processing of
copying from a compact disc to a HDD in the per-
sonal computer.

Fig.8 shows a flowchart for illustrating the process-
ing of checking a terminal database at step S12 in
the flowchart of Fig. 7.

Fig.9 shows an example of a terminal database.
Fig.10 illustrates a watermark.

Fig.11 illustrates an example of a terminal data-
base.

Figs 12A, 12B and 12C show flowcharts for illstrat-
ing details of an operation of moving data from an
HDD to a portable device.

Fig.13 is a flowchart for illustrating the operation of
checking e.g., the reproduction condition of a
selected musical number at step S55 in the flow-
chart of Fig.12A.

Fig.14 illustrates the reproduction condition man-
aged by the portable device 6.

Fig.15 is a flowchart for illustrating details of the for-
mat conversion processing at step S58 in the flow-
chart of Fig.12A.

Figs.16A, 16B and 16C are flowcharts for illustrat-
ing the operation of copying data from an HDD 21
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to a portable device 6.

Fig.17 is a flowchart for illustrating the operation of
moving data from the portable device to the HDD.
Fig.18 is a flowchart for illustrating the operation of
copying data from the portable device 6 to the HDD.
Fig.19 is a flowchart for illustrating the processing
of copying data from an EMD registration server to
the HDD.

Fig.20 is a flowchart for illustrating details of the
operation of processing for billing at step S204 in
the flowchart of Fig.19.

Fig.21 illustrates a billing log.

Figs.22A and 22B are flowcharts for illustrating the
operation of copying data from the IEC60958 termi-
nal of the personal computer to the hard disc 15.
Figs.23A and 23B are flowcharts for illustrating the
operation of outputting data from the HDD to the
IEC60958 terminal.

Fig.24 is a flowchart for illustrating the operation of
checking e.g., the reproduction condition at step
S275 in the flowchart of Fig.23A.

Figs.25A and 25B are flowcharts for illustrating the
processing for outputting data from the HDD
through the portable device.

Fig.26 illustrates the function of a non-volatile mem-
ory provided on an adapter of the personal compu-
ter.

Fig.27 is a flowchart for illustrating the adapter
operation.

Fig.28 illustrates the inside of the adapter.
Figs.29A and 29B illustrate typical structure of the
non-volatile memory.

Fig.30 shows an illustrative inner structure of the
non-volatile memory.

BEST MODE FOR CARRYING OUT THE INVENTION

[0011] Referring to the drawings, preferred embodi-
ments of the present invention will be explained in
detail.

[0012] Fig.2 shows an embodiment of a speech
data management system according to the present
invention. A personal computer 1 is connected to a net-
work 2 constituted by, for example, Local Area Network
of Internet. The personal computer 1 transforms music
data received from EMD (Electrical Music Distribution)
servers 4-1 10 4-3 or read from a CD (Compact Disc), as
later explained, referred to below as contents, in accord-
ance with a pre-set compression system, such as
ATRACS3 (trade mark), and encrypts the transformed
music data in accordance with an encryption system
such as DES (Data Encryption Standard) to record the
encrypted music data.

[0013] The personal computer 1 records data of
usage rules, representing the usage rules of contents,
in association with the contents recorded in the
encrypted form. For example, the data of the usage
rules indicate that the contents corresponding to the

10

15

20

25

30

35

40

45

50

55

75

data of the usage rules can be used simultaneously on
three portable devices, also termed PDs, 6-1 to 6-3,
copied or moved to another personal computer. It is
noted that, if the contents are stored in the portable
devices 6-1 to 6-3 by copying, the contents recorded on
the perscnal computer 1 can be used. There are occa-
sions wherein limitations are imposed on the number of
times the contents can be stored in the portable devices
6-1 to 6-3. In this case, the number of times cannot be
increased. It is also noted that, if the contents have
been stored by moving in the portable devices 6-1 to 6-
3, the contents stored in the personal computer 1 cease
to be usable. The data of the usage rules will be dis-
cussed subsequently in detail.

[0014] The personal computer 1 stores the con-
tents, recorded in the encrypted form, in the portable
device 6-1, connected thereto, over a USB (Universal
Serial Bus) cable 7-1, along with data pertinent to the
contents, such as name of music number or playback
conditions), while updating the data of the usage rules,
associated with the stored contents, in connection with
the storage in the portable device 6-1. This processing
is referred to below as checkout. In more detail, on
doing such check-out, the number of times of possible
checkout of the data of the usage rules, associated with
the contents, as recorded by the personal computer 1,
is decremented by one. If the number of times of possi-
ble checkout is 0, the corresponding contents cannot be
checked out.

[0015] The personal computer 1 stores the con-
tents, recorded in the encrypted form, in the portable
device 6-2, connected thereto, over a USB cable 7-2,
along with data pertinent to the contents, while updating
the data of the usage rules, associated with the stored
contents, in connection with the storage in the portable
device 6-2. The personal computer 1 stores the con-
tents, recorded in the encrypted form, in the portable
device 6-3, connected thereto, over a USB cable 7-3,
along with data pertinent to the contents, while updating
the data of the usage rules, associated with the stored
contents, in connection with the storage in the portable
device 6-3.

[0016] The personal computer 1 also causes the
portable device 6-1 connected thereto to erase or make
unusable the contents checked out by the personal
computer 1 to the portable device 6-1, though a USB
cable 7-1to update data of the usage rules correspond-
ing to the erased contents. This operation referred to
below as check-in. More specifically, on check-in, the
number of times of possible checkout of the data of
usage rules of corresponding contents recorded by the
personal computer 1 is incremented by one.

[0017] The personal computer 1 also causes the
portable device 6-2 connected thereto to erase or make
unusable the contents checked out by the personal
computer 1 to the portable device 6-2, through a USB
cable 7-2, to update data of the usage rules correspond-
ing to the erased contents. The personal computer 1
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also causes the portable device 6-3 connected thereto
to erase or make unusable the contents checked out by
the personal computer 1 to the portable device 6-3,
through a USB cable 7-3, to update data of the usage
rules corresponding to the erased contents.

[0018] The personal computer 1 is unable to check-
in the contents checked out by another personal compu-
ter, not shown, to the portable device 6-1. The personal
computer 1 is unable to check-in the contents checked
out by the other personal computer, not shown, to the
portable device 6-2. Similarly, the personal computer 1
is unable to check-in the contents checked out by the
other personal computer, not shown, to the portable
device 6-3.

[0019] When the personal computer 1 starts to
acquire the contents from EMD servers 4-1 to 4-3, an
EMD registration server 3 is responsive to a request
from the personal computer 1 to transmit an authentica-
tion key necessary for reciprocal authentication
between the personal computer 1 and the EMD servers
4-1 to 4-3, through the network 2, as well as to transmit
a program for connection to the EMD servers 4-1 to 4-3
to the personal computer 1.

[0020] The EMD server 4-1 is responsive to a
request by the personal computer 1 to send contents to
the personal computer 1 over the network 2 along with
data pertinent to the contents, such as name of the
musical number or limitation on reproduction. The EMD
server 4-2 is responsive to a request by the personal
computer 1 to send contents to the personal computer 1
over the network 2 along with data pertinent to the con-
tents. The EMD server 4-3 also is responsive to a
request by the personal computer 1 to send contents to
the personal computer 1 over the network 2 along with
data pertinent to the contents.

[0021] The contents supplied by each of the EMD
servers 4-1 to 4-3 are compressed in accordance with
the same or different compression systems. The con-
tents supplied by each of the EMD servers 4-1 to 4-3
are also compressed in accordance with the same of
different encryption systems.

[0022] A WWW (World Wide Web) server 5-1 is
responsive to the request by the personal computer 1 to
send data pertinent to a CD the contents of which have
been read out, such as album name or a manufacturing
firm of the CD, and data corresponding to the contents
read out from the CD, such as name of the musical
number or that of a composer, to the personal computer
1 over the network 2. The WWW server 5-2 is respon-
sive to the request by the personal computer 1 to send
data pertinent to a CD, the contents of which have been
read out, and data corresponding to the contents read
out from the CD, to the personal computer 1 over the
network 2.

[0023] The portable device 6-1 stores the contents
sent from the personal computer 1, that is the checked-
out contents, along with the data pertinent to the con-
tents, such as name of the musical number or limitation
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on reproduction. The portable device 6-1 reproduces
the stored contents, based on the data pertinent to the
contents-related data, to output the reproduced con-
tents to a headphone, not shown.

[0024] For example, when contents are about to be
reproduced a number of times exceeding the number of
times of reproduction as limitations on the reproduction,
stored as the contents-related data, the portable device
6-1 halts the reproduction of the relevant contents.
When contents are about to be reproduced after a
number of times exceeding the number of times of
reproduction as limitations on the reproduction, stored
as the contents-related data, the portable device 6-1
halts the reproduction of the relevant contents.

[0025] The user dismounts the portable device 6-1,
which has stored the contents, from the personal com-
puter 1, caries it about and reproduces the stored con-
tents to listen to the music corresponding to the
contents by e.g., a headphone.

[0026] The portable device 6-2 stores the contents
supplied from the personal computer 1 along with data
pertinent to the contents. The portable device 6-2 repro-
duces the stored contents, based on the contents-
related data, to output the reproduced data to e.g., a
headphone, not shown. The user dismounts the porta-
ble device 6-2, which has stored the contents, from the
personal computer 1, caries it about and reproduces the
stored contents to listen to the music corresponding to
the contents by e.g., a headphone.

[0027] The portable device 6-3 stores the contents
supplied from the personal computer 1 along with data
pertinent to the contents. The portable device 6-3 repro-
duces the stored contents, based on the contents-
related data, to output the reproduced data to e.g., a
headphone, not shown. The user dismounts the porta-
ble device 6-3, which has stored the contents, from the
personal computer 1, carries it about and reproduces
the stored contents to listen to the music corresponding
to the contents by e.g., a headphone.

[0028] In the following, if it is unnecessary to distin-
guish the portable devices 6-1 to portable device 6-3, it
is simply referred to as a portable device 6.

[0029] Fig.8 illustrates the structure of the personal
computer 1. A CPU (Central Processing Unit) 11 actu-
ally executes a variety of application programs, details
of which will be explained later on, and an OS (Operat-
ing System). A ROM (Read-only Memory) 12 in general
stores basically fixed data, among the programs used
by the CPU 11 or parameters used for calculations. A
RAM (Random-Access Memory) 13 stores the pro-
grams used by the CPU in the processing by the CPU
11 and parameters incidentally changed in execution of
the programs. These components are interconnected
by a host bus 14 constituted e.g., by a CPU bus.

[0030] The host bus 14 is connected over a bridge
15 to an external bus 16, such as a PCI (Peripheral
Component Interconnect/Interface) bus.

[0031] A keyboard 18 is acted on by the user when
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a variety of commands are inputted to the CPU 11. A
mouse 19 is acted on by the user when commanding or
selecting a point on a screen of a display 20. The dis-
play 20 is made up e.g., of a liquid crystal device or a
CRT (Cathode Ray Tube) and demonstrates a variety of
the information by texts or images. A HDD (Hard Disc
Device) 21 drives a hard disc to cause it to record
and/or reproduce the program executed by the CPU 11
or the information.

[0032] A drive 22 reads out data or programs
recorded on a magnetic disc 41, an optical disc 42
(inclusive of a CD), a magneto-optical disc 43 or a sem-
iconductor memory 44, loaded thereon, to route the
data or the program to the RAM 13 connected to the
drive 22 through an interface 17, an external bus 16, a
bridge 15 and a host bus 14.

[0033] To a USB port 23-1 is connected the porta-
ble device 6-1 over a USB cable 7-1. The USB port 23-
1 outputs data supplied from the HDD 21, CPU 11 or the
RAM 13 over the interface 17, external bus 16, bridge
15 or the host bus 14, such as contents or commands
for the portable device 6-1, to the portable device 6-1.
[0034] To a USB port 23-2 is connected the porta-
ble device 6-2 over a USB cable 7-2. The USB port 23-
2 outputs data supplied from the HDD 21, CPU 11 or the
RAM 13 over the interface 17, external bus 16, bridge
15 or the host bus 14, such as contents or commands
for the portable device 6-2, to the portable device 6-2.
[0035] To a USB port 23-3 is connected the porta-
ble device 6-3 over a USB cable 7-3. The USB port 23-
3 outputs data supplied from the HDD 21, CPU 11 or the
RAM 13 over the interface 17, external bus 16, bridge
15 or the host bus 14, such as contents or commands
for the portable device 6-3, to the portable device 6-3.
[0036] A speech input/output interface 24, having
an IEC (International Electrotechnical Commission)
60958 terminal, executes interfacing processing of the
digital speech input/output or the analog speech
input/output. A speaker 45 outputs a pre-set speech
corresponding to the contents based on the speech sig-
nal supplied from the speech input/output interface 24.
[0037] The components from the keyboard 18 to
the speech input/output interface 24 are connected to
the interface 17 which in turn is connected to the CPU
11 over the external bus 16, bridge 15 and the host bus
14.

[0038] A communication unit 25, to which is con-
nected the network 2, transmits data supplied from the
CPU 11 orthe HDD 21, such as requests for registration
or requests for transmission of contents, in a packet of a
pre-set form, and transmits the resulting data over the
network 2, while outputting the data stored in the
received packet, such as authentication key or contents,
to the CPU 11, RAM 13 or to the HDD 21.

[0039] A CPU 32 of an adapter 26, constructed
monolithically as a semiconductor IC and loaded on the
personal computer 1, cooperates with the CPU 11 of the
personal computer 1 over the external bus 16, bridge 15
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and the host bus 14, to execute a variety of processing
operations. A RAM 33 stores data or programs neces-
sary for the CPU 11 to execute the variable processing
operations. A non-volatile memory 34 stores data that
needs to be held even after the power source of the per-
sonal computer 1 is turned off In a ROM 36 is stored a
program for decoding an encrypted program transmitted
from the personal computer 1. A RTC (Real Time Clock)
35 executes time measurement operation to provide the
time information.

[0040] The communication unit 25 and the adapter
26 are connected over the external bus 16, bridge 15
and the host bus 14 to the CPU 11.

[0041] In the following, if there is no necessity for
distinguishing the USB ports 23-1 to 23-3 from one
another, these are simply referred to as USB ports 23.
Similarly, if there is no necessity for distinguishing the
USB cables 7-1 to 7-3 from one another, these are sim-
ply referred to as USB cables 7.

[0042] The structure of the portable device 6 is
hereinafter explained with reference to Fig.4. A power
source circuit 52 converts the source voltage supplied
from a dry cell 51 to an internal power of a pre-set volt-
age which is supplied to components from the CPU 53
to a display unit 67 to drive the portable device 6 in its
entirety.

[0043] If a USB controller 57 is connected over a
USB connector 56 and the USB cable 7 to the personal
computer 1, the USB controller 57 routes the contents
transmitted from the personal computer 1 over an inter-
nal bus 58 to the CPU 53.

[0044] The contents are made up of 64-byte-per-
packet data and are transmitted from the personal com-
puter 1 at a transfer rate of 12 Mbits/sec.

[0045] The contents transmitted to the portable
device 6 are made up of a header and speech data
(data corresponding to speech data as the subject of
the contents). In the header are stored, in addition to a
flename, a header size, contents keys, file size, codec
ID and the file information, data on reproduction limita-
tion necessary in reproduction limiting processing, start
date and time, end date and time, limitation on the
number of times, and a number of times of reproduction
count. The speech data is data corresponding to the
speech signals of a pre-set musical number. This data is
data encoded in accordance with an encoding system,
such as ATRAC 3, and which is encrypted subse-
quently.

[0046] The header size represents the data length
of a header, such as 33 bytes, whilst the file size repre-
sents the data length of speech data, such as
33,636,138 bytes.

[0047] A content key is a key used for decoding
encrypted speech data and is transmitted from the per-
sonal computer 1 to the portable device 6 in a state in
which it is encrypted based on a session key (transient
key) generated by processing of reciprocal authentica-
tion between the personal computer 1 and the portable
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device 6.

[0048] When the portable device 6 is connected
over the USB cable 7 to the USB port 23 of the personal
computer 1, the portable device 6 and the personal
computer 1 execute the processing of reciprocal
authentication. This processing of reciprocal authenti-
cation may, for example, be a reciprocal authentication
processing of the challenge-response system. Mean-
while, a DSP 59 of the portable device 6, executing the
authentication processing of the challenge-response
system, executes the processing of decrypting (decod-
ing) processing.

[0049] The challenge-response system is such a
system in which the portable device 6 responds to a
value generated by the personal computer 1 (challenge)
with a value generated using a confidential key which
the portable device 6 co-owns with the personal compu-
ter 1 (response). In the reciprocal authentication
processing of the challenge-response system, the value
generated by the personal computer 1 is changed every
authentication processing, so that, if the value gener-
ated using the confidential key and outputted by the
portable device 6 is read out and used in a so-called dis-
guised attack, the value used in the reciprocal authenti-
cation differs in the next reciprocal authentication, and
hence the personal computer 1 is able to detect the illic-
itness.

[0050] The codec ID is an ID corresponding to the
speech data encoding system. Specifically, a codec ID
"1" corresponds to ATRAC 3, whilst a codec ID "0" cor-
responds to MP3 (MPEG (Moving Picture Experts
Group) Audio Layer-3).

[0051] The filename is data obtained on converting
a content file corresponding to contents, recorded by
the personal computer 1, as later explained, into ASCII
((American National Standard Code for Information
Interchange) code, whilst the file information is data
obtained on converting the name of a music number,
name of an artist, name of a lyric writer or the name of
a composer into the ASCII code.

[0052] The reproduction limitation data is data
specifying whether or not the period during which repro-
duction of contents is possible, that is start date and
time or end date and time, or number of times limitation,
that is limitation on the number of times of reproduction,
is set. If the number of times of limitation has been set,
or if the period during which reproduction is possible is
set, "1" or "2" is set for the reproduction limitation data,
respectively. If neither the number of times limitation nor
the period during which reproduction is possible is set,
that is if the apparatus is purchased on spot, "0" is allo-
cated for the reproduction limitation data.

[0053] If the reproduction limitation data is "2", the
start date and time and end date and time are data indi-
cating the period during which reproduction is possible.
For example, if the start date and time is "00040F" and
end date and time is "00070F", the corresponding con-
tents can be reproduced as from April 15, 2000 until
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July 15, 2000.

[0054] Similarly, as for the number of times limita-
tion and the number of times of reproduction counter, if
the reproduction limitation data is "1" or "2", the number
of times of limitation is the number of times of possible
reproduction, as previously set in association with the
contents, whilst the number of times of reproduction
counter indicates the number of time the contents have
been reproduced. The number of times of reproduction
is innovated by the CPU53 when the processing for
reproducing the contents has been carried out. For
example, if the number of times limitation is "02", the
number of times of possible reproduction of the con-
tents is 2, whereas, if the number of times limitation is
"01", the number of times the contents have been repro-
duced is 1.

[0055] For example, if the reproduction limitation
data is "2" the start date and time is "00040F" and the
end date and time is "00070F", with the reproduction
limitation data being "2" the portable device 6 is able to
reproduce the corresponding contents repeatedly twice
a day during the period as from April 15, 2000 until July
15, 2000.

[0056] For example, if the reproduction limitation
data is "1", the start date and time is "000000" and the
end date and time is "000000", with the reproduction
limitation data being "0a" and the number of times of
reproduction counter being "05", there is no limitation on
the corresponding contents as for the period during
which reproduction is possible, with the number of times
of possible reproduction being 10 and with the number
of times of reproduction performed being 5.

[0057] If the portable device 6 has received a con-
tent write command, along with the contents, from the
personal computer 1, the CPU 53, adapted for execut-
ing the main program read out from the ROM 55 to the
RAM 54, receives a write command and controls a flash
memory controller 60 to cause the contents received
from the personal computer 1 to be written in a flash
memory 61.

[0058] The flash memory 61 has a recording capac-
ity of approximately 64 MBytes and stores the contents
(speech data). There is also stored in the flash memory
61 a reproduction code for expanding the speech data
compressed in accordance with a preset compression
system.

[0059] Meanwhile, the flash memory 61 can be
mounted on or dismounted from the portable device 6.
[0060] If a playback command by the user, corre-
sponding to the pushing of a play/stop button, not
shown, is sent through an operation key controller 62 to
the CPU 583, the latter causes a flash memory controller
60 to read out the playback code and the speech data
from the flash memory 61 to transfer the read-out data
to a DSP 59.

[0061] The DSP 59 corrects the speech data for
errors in accordance with the CRC (Cyclic Redundancy
Check) system, based on the playback code transferred
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from the flash memory 61, reproduces the data and
sends the reproduced data, indicated D1 in Fig.4, to a
digital/analog conversion circuit 63.

[0062] The DSP 58 is constructed monolithically
with a transmission circuit, not shown, and reproduces
the speech data based on master clocks MCLK from an
externally mounted quartz oscillator 59A, while sending
the master clocks MCLK, operating clocks LRCLK,
made up of bit clocks BCLK of a pre-set frequency, gen-
erated by an internal oscillation circuit based on the
master clocks MCLK, and frame-based L-channel and
R-channel clocks, to a digital/analog conversion circuit
63.

[0063] When reproducing speech data, the DSP 59
sends the aforementioned operating clocks to the dig-
ital/analog conversion circuit 63 in accordance with the
reproduction code. When not reproducing speech data,
the DSP 59 halts supply o the operating clocks, in
accordance with the reproduction code, to halt the dig-
ital/analog conversion circuit 63 to decrease the power
consumption of the entire portable device 6.

[0064] Similarly, quartz oscillators 53A, 57A of the
CPU 53 and the USB controller 57 are externally
mounted, so that the CPU 53 and the USB controller 57
execute pre-set processing based on the master clocks
MCLK supplied from the oscillators 53A, 57A.

[0065] By the above-described structure of the port-
able device 6, clock generating modules for supplying
clocks to respective circuit blocks, such as CPU 53,
DSP 59 or the USB controller 57, are unnecessary,
thereby simplifying and reducing the size of the circuitry.
[0066] The digital/analog conversion circuit 63 con-
verts reproduced speech data into analog speech sig-
nals which are sent to an amplifier circuit 64. This
amplifier circuit 64 then amplifies the speech signals to
send the amplified speech signals to a headphone, not
shown, via a headphone jack 65.

[0067] Thus, when a play/halt button, not shown, is
acted on, the portable device 6 reproduces speech data
stored in the flash memory 61, under control by the CPU
53. If the play/stop button is pushed during reproduc-
tion, the portable device 6 halts the reproduction of the
speech data.

[0068] If the play/stop button is again pushed after
halting, the portable device 6 reinitiates reproduction of
the speech data from the previous stop position, under
control by the CPU 53. If a few seconds have elapsed
with the play/stop button remaining unactuated after
halting of the reproduction by previous actuation of the
play/stop button, the portable device 6 automatically
interrupts the power source to save the power con-
sumption.

[0069] Meanwhile, if the play/stop button is thrust
after turning off of the power source, the portable device
6 reproduces speech data as from the first musical
number, without reproducing the speech data as from
the previous stop position.

[0070] On the other hand, the CPU 53 of the porta-
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ble device 6 controls an LCD controller 68 to demon-
strate on the display unit 67 such information as the
state of the playback mode, e.g., repetitive reproduction
or intro-reproduction, equalizer adjustment, that is gain
adjustment corresponding to the frequency range of the
speech signals, number of a musical number, play time,
states of play, stop, fast feed or fast rewind, speech
sound level , residual capacity of the dry cell 51, etc.
[0071] Moreover, the portable device 6 stores the
so-called FAT (File AllocationTtable), such as the
number of contents written in a flash memory 80, block
positions of the flash memory 61 in which respective
contents are written, and a variety of other memory stor-
age information, in the EEPROM 68.

[0072] In the present embodiment, speech data are
handled with 64 KBytes as one block, and a block posi-
tion corresponding to the contents of a music number is
stored in the FAT.

[0073] If, in storing the FAT in the flash memory 61,
the contents of the first music number, for example, are
written in the flash memory 61 under control by the CPU
53, the block position corresponding to the contents of
the first musical number is written as the FAT in the flash
memory 61. If then the contents of the second musical
number are written in the flash memory 61, the block
position corresponding to the contents of the second
music number is written as FAT in the flash memory 61,
specifically, in the same area as that for the first music
number.

[0074] In this manner, the FAT is rewritten each time
the contents are written in the flash memory 61. In addi-
tion, for data protection, the same data is written as
reserve data in duplex.

[0075] If FAT is written in the flash memory 61, the
same area in the flash memory 61 is rewritten twice, for
writing of sole contents, so that the number of times of
rewriting prescribed for the flash memory 61 is reached
with a smaller number of times of contents writing to
render the rewriting of the flash memory 61 impossible.
[0076] So, the portable device 6 causes the FAT to
be stored in the EEPROM 68 to decrease the frequency
of rewriting of the flash memory 61 corresponding to the
writing of sole contents.

[0077] By storing the FAT having a larger number of
times of rewriting in the EEPROM 868, it is possible with
the portable device 6 to increase the number of times of
possible writing of contents to a factor of not less than a
few tens as compared to the case of storing the FAT in
the flash memory 61. Moreover, since the CPU 53
causes the FAT to be written in an overwriting fashion in
the EEPROM 68, the frequency of rewriting of the same
area in the EEPROM 68 can be diminished to prevent
the EEPROM 68 from becoming unable to be rewritten
in a shorter time.

[0078] When connected to the personal computer 1
over the USB cable 7, the portable device 6 recognizes
this connection, based on an interrupt signal supplied
from the USB controller 57 to the CPU 583. This connec-
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tion is referred to below as USB connection

[0079] When the portable device 6 has recognized
that fact that it has been USB connected, it is supplied
with an external power of a pre-set current value from
the personal computer 1, over the USB cable 7. On the
other hand, the portable device 6 controls a power
source circuit 52 to halt the power supply from the dry
cell 51.

[0080] When USB connected, the CPU 53 halts the
processing of reproducing speech data by the DSP 59.
So, the CPU 53 performs control such that the external
power supplied from the personal computer 1 is pre-
vented from exceeding a predetermined current value
so that the external power of a predetermined current
value will be supplied at all times.

[0081] Thus, on USB connection, the CPU 53
switches from the power supplied from the dry cell 51 to
that supplied from the personal computer 1, so that the
external power from the personal computer with low unit
power cost is used to reduce the power consumption of
the dry cell 51 with high unit power price thus elongating
the durability of the dry cell 51.

[0082] When fed with the external power over the
USB cable 7 from the personal computer 1, the CPU 53
halts the reproducing processing of the DSP 59 to
reduce the radiation from the DSP 59 thereby further
reducing the radiation of the entire system inclusive of
the personal computer 1.

[0083] Fig.5 is a block diagram for illustrating the
function of the personal computer 1 realized on execu-
tion of a pre-set program of the CPU 11. A contents
management program 111 is made up of a plurality of
programs, such as an EMD selection program 131, a
checkin/checkout management program 132, a tran-
scrypt program 133, a transcodec program 134, an
encryption program 135, a usage rule conversion pro-
gram 136, a signature management program 137, an
authentication program 138, a decoding program 139, a
driver for PD 140, a driver for purchase 141 and a driver
for purchase 142.

[0084] The contents management program 111 is
stated by e.g., a shuffled instruction or an encrypted
instruction so that the processing contents are hidden
from outside to render it difficult to read the processing
contents from outside, for example, so that the user is
unable to identify the instruction even if the user directly
reads out the contents management program 111.
[0085] The EMD selection program 131 is not
included in the contents management program 111
when installing the contents management program 111
on the personal computer 1, and is received from the
EMD registration server 3 over the network 2 in the
EMD registration which will be explained subsequently.
The EMD selection program 131 selects connection to
one of the EMD servers 4-1 to 4-3 to cause an applica-
tion for purchase 115 or drivers for purchase 141 or 142
to execute communication with one of the EMD servers
4-1 to 4-3, such as downloading of contents in purchas-
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[0086] The checkin/checkout management pro-
gram 132 sets checkin and checkout, while checking
out the contents stored in contents files 161-1 to 161-N
to one of the portable devices 6-1 to 6-3 or checking in
the contents stored in the portable devices 6-1 to 6-3,
based on the usage rule files 162-1 to 162-N recorded
in a contents database 114.

[0087] The checkin/checkout management pro-
gram 132 innovates data of the usage rules stored in
the usage rule files 162-1 to 162-N recorded in the con-
tents database 114 in association with the checkin or
checkout processing.

[0088] The transcrypt program 133 converts the
encryption system of contents received by the applica-
tion for purchase 115 from the EMD server 4-1, the
encryption system of contents received by the driver for
purchase 141 from the EMD server 4-2 or the encryp-
tion system of contents received by the driver for pur-
chase 142 from the EMD server 4-3 into the encryption
system which is the same as the contents stored in the
contents files 161-1 to 161-N recorded in the contents
database 114.

[0089] When checking out the contents to the port-
able device 6-1 or 6-3, the transcrypt program 133 con-
verts the checked-out contents into the encryption
system which can be used by the portable device 6-1 or
6-3.

[0090] The transcodec program 134 converts the
compression system for contents received by the appli-
cation for purchase 115 from the EMD server 4-1, that
for contents received by the driver for purchase 141
from the EMD server 4-2 and that for contents received
by the driver for purchase 142 from the EMD server 4-3
into the compression system which is the same as that
of the contents stored in the contents files 16 1-1 to 161-
N recorded by the contents database 114.

[0091] The transcodec program 134 encodes the
contents read out from e.g., a CD and sent from a
recording program 113 in an uncompressed form in
accordance with the same encoding system as that for
the contents stored in the contents files 161-1 to 161-N
recorded by the contents database 114.

[0092] When checking out contents to the portable
device 6-1 or 6-3, the transcodec program 134 converts
the checked-out contents into a compression system
that can be used by the portable device 6-1 or 6-3.
[0093] The encryption program 135 encrypts the
non-encrypted contents read from a CD and sent from
the recording program 113 in accordance with the
encryption system which is the same as of the contents
stored in the contents files 161-1 to 161-N recorded on
the contents database 114.

[0094] The usage rule conversion program 136
converts the format of the data indicating usage rules
for contents received by the application for purchase
115 over the network 2 from the EMD server 4-1, or so-
called Usage Rule, the data indicating usage rules for
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contents received by the driver for purchase 141 over
the network 2 from the EMD server 4-2 or the data indi-
cating usage rules for contents received by the driver for
purchase 142 over the network 2 from the EMD server
4-3, into the same format as the usage rule data stored
in the usage rule files 162-1 to 162-N recorded by the
contents database 114.

[0095] On the other hand, the usage rule conver-
sion program 136 when checking out contents to the
portable device 6-1 or 6-3 converts the usage rule data
corresponding to the contents to be checked out into the
usage rule data that may be used by the portable device
6-1 or 6-3.

[0096] The signature management program 137
before processing for checkin or checkout detects pos-
sible falsification of the usage rule data based on the
signature contained in the usage rule data stored in the
usage rule files 162-1 to 162-N recorded in the contents
database 114. The signature will be explained later on.
The signature management program 137 innovates the
signature contained in the usage rule data in associa-
tion with updating of the usage rule data stored in the
usage rule files 162-1 to 162-N recorded in the contents
database 114 as a result of the checkin or checkout
processing.

[0097] The authentication program 138 executes
the processing for reciprocal authentication between
the contents management program 111 and the appli-
cation for purchase 115 and the processing fore recipro-
cal authentication between the contents management
program 111 and the driver for purchase 141. The
authentication program 138 memorizes an authentica-
tion key used in the processing of reciprocal authentica-
tion between the EMD server 4-1 and the application for
purchase 115, that between the EMD server 4-2 and the
driver for purchase 141 and that between the EMD
server 4-3 and the driver for purchase 142.

[0098] The authentication key used by the authenti-
cation program 138 in the processing of reciprocal
authentication is not stored in the authentication pro-
gram 138 when the contents management program 111
is installed on the personal computer 1. The authentica-
tion key is supplied from the EMD registration server 3
and memorized in the authentication program 138 when
the registration processing is regularly executed by a
display operation command program 112.

[0099] When the contents stored in the contents
files 161-1 to 161-N recorded by the contents database
114 are reproduced by the personal computer 1, the
decoding program 139 decodes the contents.

[0100] When checking out pre-set contents to the
portable device 6-2 or checking in pre-set contents from
the portable device 6-2, the driver for PD 140 sends
contents or commands for causing the portable device
6-2 to execute pre-set processing to the portable device
6-2.

[0101] When checking out pre-set contents to the
portable device 6-1 or checking in pre-set contents from
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the portable device 6-1, the driver for PD 140 sends
contents or commands for causing a device driver 116-
1 to execute pre-set processing to the device driver 116-
1.

[0102] When checking out pre-set contents to the
portable device 6-3 or checking in pre-set contents from
the portable device 6-3, the driver for PD 140 sends
contents or commands for causing a device driver 116-
2 to execute pre-set processing to the device driver 116-
2.

[0103] The driver for purchase 141 is a so-called
plug-in program which is installed along with the con-
tents management program 111 and which is supplied
from the EMD registration server 3 over the network 2 or
is supplied as it is recorded on a pre-set CD.

[0104] The driver for purchase 141 requests trans-
mission of pre-set contents to the EMD server 4-2 over
the network 2, while receiving contents from the EMD
server 4-2. When receiving contents from the EMD
server 4-2, the driver for purchase 141 executes
processing for billing.

[0105] The driver for purchase 142 is a program
installed along with the contents management program
111 and requests transmission of pre-set contents from
the EMD server 4-3 while receiving contents from the
EMD server 4-3. The driver for purchase 142 when
receiving the contents from the EMD server 4-3 exe-
cutes the processing for billing.

[0106] The display operation command program
112 demonstrates a picture of a pre-set window in a dis-
play 20, based on a filtering data file 181, a display data
file 182, picture files 183-1 to 183-k, or a hysteresis data
file 184, and commands the contents management pro-
gram 111 to execute processing, such as checkin or
checkout, based on the operation on the keyboard 18 or
the mouse 19.

[0107] The filtering data file 181, recorded on the
HDD 21, stores data used for weighting the contents
stored in the contents files 161-1 to 161-N recorded in
the contents database 114.

[0108] The display data file 182, recorded on the
HDD 21, stores data corresponding to contents stored
in the contents files 161-1 to 161-N recorded in the con-
tents database 114.

[0109] The picture files 183-1 to 183-k, recorded on
the HDD 21, stores pictures corresponding to the con-
tents files 161-1 to 161-N recorded in the contents data-
base 114 or pictures corresponding to a package as
later explained.

[0110] If there is no necessity for differentiating the
picture files 183-1 to 183-k from one another, these will
be referred to simply as picture files 183.

[0111] The hysteresis data file 184, recorded on the
HDD 21, stores hysteresis data, such as the number of
times the contents stored in the contents files 161-1 to
161-N recorded on the contents database 114 have
been checked in or checked out, and the dates of the
checkin or checkout.



17 EP 1 058 257 A1 18

[0112] The display operation command program
112 when performing the registration processing trans-
mits an ID of the previously stored contents manage-
ment program 111 to the EMD registration server 3 over
the network 2 and also receives the authentication key
and the EMD selection program 131 from the EMD reg-
istration server 3 to send the authentication key and the
EMD selection program 131 to the contents manage-
ment program 111.

[0113] The recording program 113 demonstrates a
picture of a pre-set window and reads out data such as
contents recording time from an optical disc 42 loaded
on the drive as a CD based on the actuation on the key-
board 18 or the mouse 19.

[0114] The recording program 113 requests the
WWW server 5-1 or 5-2 to transmit data corresponding
to the contents recorded on the CD, such as the name
of the album or th name of an artist, or data correspond-
ing to the contents recorded on the CD, such as title of
the musical number, based on e.g., the recording time
of the contents recorded on the CD, while receiving data
corresponding to the CD or data corresponding to the
contents recorded on the CD, from the WWW server 5-
1 or5-2.

[0115] The recording program 113 sends the data
corresponding to the received CD or data correspond-
ing to the contents recorded on the CD to the display
operation command program 112.

[0116] When fed with a command for recording, the
recording program 113 reads out the contents from the
CD as an optical disc 42 loaded on the drive 22 to out-
put the read-out contents to the contents management
program 111.

[0117] The contents database 114 stores the con-
tents, supplied from the contents management program
111, in the state in which the contents are compressed
and encrypted in pre-set compression and encryption
systems, in one of the contents files 161-1 to 161-N, by
way of recording the contents on the HDD 21. The con-
tents database 114 stores the usage rule data, corre-
sponding to the contents stored in the contents files
161-1 to 161-N, in one of the usage rule files 162-1 to
162-N associated with the contents files 161-1 to 161-N,
having the contents stored therein, respectively, by way
of recording on the HDD 21.

[0118] It is possible for the contents database 114
to record the contents files 161-1 to 161-N or the usage
rule files 162-1 to 162-N as records.

[0119] For example, the usage rule data corre-
sponding to the contents stored in the contents file 161-
1 is stored in the usage rule file 162-1. The usage rule
data corresponding to the contents stored in the con-
tents file 161-N is stored in the usage rule file 162-N.
[0120] The data recorded in the usage rule files
162-1 to 162-N corresponds to the data recorded on a
terminal database or to data recorded on a musical
number database. That is, the contents database 114 is
constructed to encompass the terminal database and
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the musical number database, which will be explained
subsequently.

[0121] In the following, if there is no necessity of dif-
ferentiating the contents files 161-1 to 161-N from one
another, these will simply be referred to as a contents
file 161. Similarly, if there is no necessity of differentiat-
ing the usage rule files 162-1 to 162-N from one
another, these will simply be referred to as a usage rule
file 162.

[0122] The application for purchase 115 is supplied
from the EMD registration server 3 through the network
2 or supplied as it is recorded on a pre-set CD. The
application for purchase 115 requests the EMD server
4-1 to transmit pre-set contents though the network,
while receiving the contents from the EMD server 4-1 to
send the received contents to the contents manage-
ment program 111. When receiving the contents from
the EMD server 4-1, the application for purchase 115
executes billing processing.

[0123] The correlation of data stored in a display
data file 82 and the contents files 161-1 to 161-N stored
in the contents database is hereinafter explained.
[0124] The contents stored in one of the contents
files 161-1 to 161-N belong to a pre-set package. More
specifically, the package is one of the original package,
mt select package and the filtering package.

[0125] The original package, to which one or more
contents belong, is associated with the classification of
contents in the EMD servers 4-1 to 4-3, such as a so-
called album, or with a sole CD. The contents belong to
some original package and cannot belong to plural orig-
inal packages. The original package, to which the con-
tents belong, cannot be changed. The user is able to
edit part of the information associated with the original
package (that is, add the information or change the
added information).

[0126] To a my-select package belong one or more
contents optionally selected by the user. The ser is able
to optionally select which contents belong to the my-
select package. The contents can belong to one or
more my-select packages simultaneously. On the other
hand, it is unnecessary for the contents to belong to
some my-select package.

[0127] To the filtering package belong the contents
selected based on the filtering data stored in the filtering
data file 181. The filtering data is furnished from the
EMD servers 4-1 to 4-3 or the WWW server 5-1 or 5-2
through the network 2, or is furnished as the data is
recorded on a pre-set CD. The user is also able to edit
the filtering data stored in the filtering data file 181.
[0128] The filtering data serves as a reference for
calculating pre-set contents or calculating the weight for
the contents. For example, if the filtering data corre-
sponding to the best ten of J-POP (Japanese Pops) for
the current week is used, the personal computer 1 is
able to specify the contents of the rank 1 up to the rank
10 of the Japanese pops for the current week.

[0129] In the filtering data file 181, there are, for
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example, filtering data for selecting the contents in the
order of the diminishing checkout period for the past one
month, filtering data for selecting the contents with the
larger number of times of checkout during the past half-
year period and filtering data for selecting contents
including the word "love" in the name of the musical
number.

[0130] In this manner, the contents of the filtering
package are selected by associating the filtering data
with contents displaying data 221 corresponding to con-
tents (including data set by the user in the contents dis-
playing data 221) or with a hysteresis data 184.

[0131] Fig.6 illustrates a window which the record-
ing program 113 demonstrates on the display 20 when
the CD information is received from the WWW server 5-
2. Based on the CD information received from the
WWW server 5-2, the recording program 113 demon-
strates the CD title, such as "asynchronized", on a field
201. Based on the CD information received from the
WWW server 5-2, the recording program 113 demon-
strates the name of an artist, such as "Quai", on a field
202.

[0132] Based on the CD information received from
the WWW server 5-2, the recording program 113 dem-
onstrates the name of a musical number, such as
"heat", "planet”, "black" or "soul" on the number name
demonstrating portion of a field 203. Similarly, the
recording program 113 demonstrates the name of the
artist, such as "Quaj", in the artist name demonstrating
portion of the field 203.

[0133] After reception of the pre-set CD information
by the recording program 113, the |atter stores the CD
information in a pre-set directory of the HDD 21.

[0134] When e.g., a button 204 is clicked to issue a
command for acquiring the CD information, the record-
ing program 113 first retrieves a pre-set directory of the
HDD 21. If the CD information is stored in the directory,
the recording program 113 demonstrates a dialog box,
not shown, to cause the user to select whether or not
the CD information stored in the directory is to be used.
[0135] If a button 206 for commanding the start of
recording of contents arranged in a window displayed
by the recording program 113, the recording program
113 reads out the contents from the CD stored in the
drive 22 to send the contents read out from the CD
along with the CD information to the contents manage-
ment program 111. The transcodec program 134 of the
contents management program 111 compresses the
contents supplied from the recording program 113 in
accordance with a pre-set compression system. The
encryption program 135 encrypts the compressed con-
tents. The usage rule conversion program 136 gener-
ates the usage rule data corresponding to the encrypted
contents.

[0136] The contents management program 111
sends the compressed and encrypted contents along
with the usage rule data to the contents database 114.
[0137] The contents database 114 generates a
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contents file 161 and a usage rule file 162, correspond-
ing to the contents received from the contents manage-
ment program 111, and stores the contents and the
usage rule data in the contents file 161 and in the usage
rule file 162.

[0138] When the contents and data of the usage
rules corresponding to the contents are stored in the
contents database 114, the contents management pro-
gram 111 sends the CD information and the usage rule
data received from the recording program 113 to the
display operation command program 112.

[0139] The display operation command program
112 generates original package displaying data 201 and
contents displaying data 221, based on the CD informa-
tion and the usage rule data corresponding to the con-
tents stored in the contents database 114 in the
recording processing.

[0140] In the window displayed by the recording
program 113, there is arranged a button 205 adapted for
automatically setting whether or not the contents read
out from the CD are to be checked out in one of the port-
able devices 6-1 to 6-3 read out from the CD, when the
contents read out from the CD are recorded on the con-
tents database 114.

[0141] For example, if the button 205 is clicked, the
recording program 113 demonstrates a pulldown menu
showing a list of the portable devices 6-1 to 6-3. When
the user has selected one of the portable devices 6-1 to
6-3 from its pulldown menu, the personal computer 1
automatically checks in or checks out the contents
recorded from the CD in of from the selected portable
devices 6-1 to 6-3. If the user has selected the "no
checkout" from the pull-down menu, the personal com-
puter per 1forms no checkout when contents are
recorded from the CD.

[0142] Referring to the flowchart of Fig.7, the
processing of transmitting the music data reproduced
from the CD loaded on the drive 22 to the HDD 21 to
copy the data, by the CPU 11 executing the recording
program 113, is hereinafter explained. When the user
actuates the keyboard 18 or the mouse 19 to input to
the CPU 11 a command of transmitting the music data
reproduced from the CD, not shown, loaded on the drive
22, to the HDD 21 for copying, over the interface 17, the
CPU 11 at step S11 causes the GUI (Graphical User
Interface) for selecting the number to be copied on the
display 20 through the interface 17.

[0143] Specifically, the CPU 11 reads-in the TOC
(Table-of-Contents) of the CD loaded on the drive 22 to
acquire the information on the musical number con-
tained in the CD to demonstrate the information on the
display 20. Alternatively, the CPU 11 reads out the ISRC
(International Standard Recording Code) for each musi-
cal number contained in the CD to acquire the informa-
tion on the musical number to demonstrate the
information on the display 20. Still alternatively, the CPU
11 accesses the WWW server 5-1 or 5-2 over the net-
work 2 to acquire the information of the musical number
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of the CD to demonstrate the corresponding GUI on the
display 20. The user uses the GUI of the display 20 to
actuate the keyboard 18 or the key 19 to select the
number to be copied.

[0144] At the next step S12, the CPU 11 checks the
terminal database stored in the HDD 21. This terminal
database corresponds to the usage rule files 162-1 to
162-N of the contents database 114 shown in Fig. 5.
The processing for checking this terminal database is
shown in detail in the flowchart of Fig.8.

[0145] At step S31, the CPU 11 cooperates with the
CPU 32 of the adapter 26 to compute hash values of the
entire terminal database. At step S32, the CPU 11 com-
pares the calculated values to the previously stored
hash value.

[0146] Meanwhile, if no data is recorded in the ter-
minal database, the CPU 11 computes no hash values.
[0147] That is, there is formed a terminal database
in the HDD 21. In this terminal database, the ISRC of
previously recorded music numbers and the date and
time of the copying are recorded in association with
each other as the information for supervising the music
data recorded on the HDD 21, as shown in Fig.9. The
hash values of the entire terminal database, based on
the respective ISRCs and the date and time of copying
of the entire numbers recorded in the terminal database
are computed at step S38 by the CPU 32 of the adapter
26 at step S38 and are recorded in the non-volatile
memory 34. The hash values are obtained by applying
a hash function to the data. The hash function in general
is a unidirectional function for mapping data of variable
lengths to values of short fixed length and has proper-
ties that collision between hash values is not likely to
take place. Examples of the hash functions are SHA
(Secure Hash Algorithm) and MD (Message Digest) 5.
The CPU 11 at step S31 computes hash values in the
same way as the CPU 32. The CPU 11 at step S32
requests the CPU 32 to read out the hash values stored
in the non-volatile memory 34 to compare at step S31
the transferred hash values with the hash values the
CPU 11 has just calculated.

[0148] At step S33, the CPU 11 verifies whether or
not the hash values just calculated at step S31 coincide
with the last hash values of the terminal database
stored in the non-volatile memory 34. If the hash values
are not coincident, the CPU 11 verifies that the terminal
database has been altered with malignant intention.
Thus, the CPU 11 at step S34 generates a message
reading: "since the terminal database has been altered,
copying is not possible" to output the message via the
interface 17 to the display 20 for display thereon. The
CPU 11 then terminates the processing. That is, in this
case, the processing of reproducing music data
recorded on the CD for copying on the HDD 21 is pro-
hibited.

[0149] If the hash value computed at step S31 coin-
cides with the previous hash value, the program moves
to step S35, where the CPU 11 acquires the ISRC of the
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number selected as number for copying specified at
step S11 (selected music humber), from the CD. If no
ISRC is recorded on the CD, the CPU 11 reads out the
TOC data of the CD and applies the hash function to the
data to acquire data of a suitable length, such as 58 bits,
to use the data in place of the ISRC.

[0150] At step S36, the CPU 11 verifies whether or
not the ISRC acquired at step S35 (that is the selected
music number) has been registered in the terminal data-
base (Fig.9). If the ISRC is not registered in the terminal
database, the music number is not recorded as yet in
the HDD 21. Thus, the program moves to step S37,
where the CPU 11 registers the ISRC of the music
number and the current time and date in the terminal
database. Meanwhile, the CPU 11 exploits the output
value of the RTC 35 of the adapter 26 transferred from
the CPU 32. At step S38, the CPU 11 reads out data of
the terminal database at the time point to transfer the
read-out data to the CPU 32 of the adapter 26. The CPU
32 calculates the hash value of the transfer data to store
the calculated hash value in the non-volatile memory
34. This hash value, thus stored, is compared at step
S32 to the previously stored hash value.

[0151] Then, at step S39, the CPU 11 sets an
unregistered flag specifying that the selected number
has not been registered in the terminal database. This
flag is used at the step S13 of Fig.7, as later explained,
to check whether or not the selected music number has
been registered in the terminal database.

[0152] If, at step S36, the ISRC of the selected
music number is verified to be registered in the terminal
database, the selected music number is the music
number registered at least once in the HDD 21. Thus, in
this case, the program moves to step S40 where the
CPU 11 checks whether or not the current date and time
(current date and time outputted by the RTC 35 of the
adapter 26) is not less than 48 hours ahead the date
and time of registration of the selected music humber
registered in the terminal database. If the current time is
ahead the date and time of registration by not less than
48 hours, the music number has been registered at
least once on the HDD 21. However, since the time of
48 hours or more elapsed since the music humber was
registered, there is no particular harm if the music
number is copied again. Thus, in this case, the copying
on the HDD 21 is allowed. Therefore, the program
moves to step S41 where the CPU 11 changes the date
and time of the terminal database from the past date
and time of registration to the current date and time
(date and time outputted by the RTC 35). The program
then reverts to step S38 where the CPU 11 causes the
CPU 32 to compute the hash value of the entire terminal
database for storage in the non-volatile memory 34. The
CPU 11 at step S39 sets an "unregistered" flag for the
music number.

[0153] On the other hand, if it is found at step S40
that the current time is not ahead by not less than 48
hours as from the date and time of registration, the cop-
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ying of the selected music number on the HDD 21 is
prohibited. In this case, the program moves to step S42
where the CPU 11 sets the "registered” flag for the
selected music number.

[0154] In this manner, there is set by the terminal
database check processing indicating whether or not a
flag indicating that the selected music number has been
registered in the HDD 21.

[0155] Reverting to Fig.7, at step S13 the CPU 11
verifies, from the above-mentioned flag, whether or not
the selected music number has already been registered
in the terminal database. If the selected music number
has been registered, the program moves to step S14,
where the CPU 11 causes the display 20 to demon-
strate a message reading: " The time not less than 48
hours has not elapsed since this music number was
copied once and so the music number cannot be cop-
ied". This allows the user to comprehend the reason
why the music number may not be copied on the HDD
21.

[0156] If, at step S13, the selected music nhumber
has been verified not to be registered in the terminal
database, the program moves to step S15, where the
CPU 11 controls the drive 22 to read out the music data
from the CD loaded therein. In this music data, a water-
mark code is inserted at a pre-set position, as shown in
Fig.10. At step S16, the CPU 11 extracts the watermark
code contained in the music data to verify at step S17
whether or not the watermark code indicates copying
inhibition. If the watermark code indicates copying inhi-
bition, the program moves to step S18 where the CPU
11 causes a message reading: "copying in inhibited" to
be demonstrated on the display 20 via the interface 17
to terminate the copying processing.

[0157] If conversely it has been found at step S17
that the watermark is not indicating copying inhibition,
the program moves to step S19 where the CPU 11 com-
presses music data by software processing in accord-
ance with, for example, ATRAC (Adaptive Transform
Acoustic Coding, registered trademark) system. At step
S20, the CPU 11 encrypts the music data, using the
pre-set cryptographic key stored in the memory 13, in
accordance with the encrypting methods, such as data
encryption standard system (DES)or the fast encipher-
ment algorithm (FEAL) system. The cryptographic key
may also be a random number generated by software or
a random number generated by the CPU 32 of the
adapter 26. By performing the encryption processing
not only by the personal computer 1 alone but also by
cooperation between the personal computer 1 and the
CPU 32 of the adapter 26 in executing the encryption
processing, it is possible to realize encryption which
renders deciphering more difficult.

[0158] Then, at step S21, the CPU 11 causes the
encrypted data to be transferred to the HDD 21 to store
the encrypted data as a file along with a filename. Alter-
natively, the position information of the filename, such
as is given by the number of bytes from the leading end,
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may be accorded as a part of the file for storage.
[0159] This storage processing may be performed
independently of or simultaneously with the above-men-
tioned encoding and encryption processing.

[0160] At step S22, the CPU 11 uses the storage
key memorized in the pre-set RAM 13 to cipher the
encryption key obtained on encrypting the music data,
in accordance with the aforementioned DES or FEAL
system, to store the encryption key in the music number
database of the HDD 21. It is noted that the storage key
is stored in such a manner as to render reading difficult
if the readout method used is illicit, and that the music
number database of the HDD 21 corresponds to the
usage rule files 162-1 to 162-N of the contents data-
base 114 shown in Fig.5.

[0161] At step S23, the CPU 11 groups together the
information on the stored files, encrypted encryption
key, information on the music number and the informa-
tion on the name of the music number, inputted by the
user, as a set, and registers the set in a music number
database of the HDD 21. At step S24, the CPU 11
causes the CPU 32 to compute the hash value of the
entire music number database for storage in the non-
volatile memory 34.

[0162] In this manner, the music number database,
shown for example in Fig.11, is registered on the HDD
21. In the present case, there are recorded filenames of
the items 1 to 3, encrypted encryption key, nhame of the
music number, duration of the music number, playback
conditions (date and time of start and end and limitation
on the number of times), a number of times of playback
counter, playback time billing condition, copying condi-
tions (number of times), a number of times of copying
counter and copying conditions (SCMS).

[0163] Since re-duplication becomes possible after
a pre-set time lapse as from the time of duplication, a
plural number of times of duplication, allowed for a user
as a private person, becomes possible. If conversely a
large number of duplication is to be attempted, the oper-
ation is extremely time-consuming and becomes practi-
cally impossible. For example, if the personal computer
1 is in trouble, such that the contents recorded on the
HDD 21 have been erased, it is possible to re-duplicate
the erased contents after lapse of a pre-set time to
record the contents on the HDD 21.

[0164] The contents of the terminal database,
recorded on the HDD 21, can be coowned through the
network 2.

[0165] In the foregoing description, the date and
time of duplication has been stored in association with
the ISRC. Alternatively, the other information identifying
the contents or the CD, such as the title of the musical
number, an album name etc may also be used.

[0166] Referring to the flowchart of Figs.12A to
12C, the processing of moving music data from the
HDD 21 to the flash memory 61 of the portable device
6, such as the memory stick (trademark), by the CPU 11
executing the contents management program 111 and
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by the CPU 53 executing the main program, is
explained. At step S51, the CPU 11 computes the hash
values of the entire music humber database. At step
S52, the CPU 11 compares the computed hash value to
the hash value computed under control by the CPU 32
and stored in the non-volatile memory 34. In case of
non-coincidence between the two hash values, the CPU
11 advances to step S53 to cause a message: "it is
feared that the music number database has ben altered
with malignant intention" to be demonstrated on the dis-
play 20 to terminate the processing. The processing in
this case is similar to that from steps S31 to S34 of
Fig.8. In this case, the music data is not moved from the
HDD 21 to the portable device 6.

[0167] Then, at step S54, the CPU 11 causes the
information on the music number registered in the
music number database formed in the HDD 21 for dem-
onstration on the display 20 as the GUI for selection.
Based on this GUI for selection, the user selects the
music number to be moved from the HDD 21 to the port-
able device 6 by actuating the keyboard 18 or the
mouse 19. Then, at step S55, the CPU 11 checks the
playback conditions, copying conditions or the playback
time billing conditions of the music number selected at
step S54. This processing will be explained in detail with
reference to the flowchart of Fig.13.

[0168] Then, at step S56, authentication processing
is carried out reciprocally between the CPU 11 of the
personal computer 1 and the CPU 53 of the portable
device 6, whereby the session key is co-owned.

[0169] It is assumed that a master key KM is pre-
stored in the non-volatile memory 61 of the portable
device 6 or in the EEPROM 68, and that a personal key
KP and the ID are pre-stored in the RAM 13 of the per-
sonal computer 1 or in a pre-set file of the HDD 21. CPU
53 is fed from the CPU 11 with the ID pre-stored in the
RAM 13 and generates a key which is the same as the
personal key of the personal computer 1 stored in the
RAM 13 by applying the hash function to the ID and its
own master key KM. By so doing, the common personal
key is co-owned by the personal computer 1 and the
portable device 6. Using this personal key, it is possible
to generate a transient session key.

[0170] Alternatively, the ID and the master key KMP
are pre-stored in the RAM 13 of the personal computer
1, at the same time as the ID and the master key KMM
of the portable device 6 are stored in the flash memory
61 of the portable device 6. The respective IDs and
master keys are reciprocally transmitted so that one of
the personal computer 1 and the portable device 6
applies the hash function to the ID and the master key
transmitted from the other to generate its personal key.
From this personal key, a transient session key is gener-
ated further.

[0171] Meanwhile, the 10S (International Organiza-
tion for Standardization) 9798-2, for example, may be
utilized as the authentication method.

[0172] If the reciprocal authentication has not been
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performed correctly, the processing comes to a close. If
the reciprocal authentication has been performed cor-
rectly, at step S57, the CPU 11 reads out the filename of
the selected number from the music number database,
while reading out music data of the filename, such as
musical data encrypted by the processing of step S20 of
Fig.2, from the HDD 21. At step S58, the CPU 11 exe-
cutes the processing of converting the compression
encoding system of digital music data read out at step
S57 (processing of step S19), encrypting system
(processing of step S20) and the format into those of the
portable device 6. This converting processing will be
explained subsequently in detail with reference to the
flowchart of Fig. 15.

[0173] At step S59, the CPU 11 encrypts the music
data, converted at step S58, with the session key co-
owned by the reciprocal authentication processing of
step S56, to transfer the encrypted music data to the
portable device 6 over the USB port 23. At step S60, on
reception of the music data transmitted over the USB
connector 6, the CPU 53 of the portable device 6
causes the music data to be directly stored in the non-
volatile memory 61.

[0174] At step S61, the CPU 11 converts the play-
back conditions (date and time of playback start and
end, limitation on the number of times of playback etc)
of the selected music number, registered in the music
number database, into the form supervised by the port-
able device 6. At step S62, the CPU 11 converts the
SCMS information in the copying condition registered in
the music number database of the selected music
number into the form supervised by the portable device
6. At step S63, the CPU 11 transfers the playback con-
dition converted at step S61 and the SCMS information
converted at step S62 to the portable device 6. The
CPU 58 of the portable device 6 stores the transferred
playback condition and the SCMS information in the
flash memory 61.

[0175] At step S64, the CPU 11 transfers the play-
back condition, playback time charging conditions or the
copying conditions, registered in the music number
database of the selected music number, in the form in
which the CPU 11 handles these conditions in the music
number database, for storage in the flash memory 61.
[0176] At step S65, the CPU 11 reads out the
encrypted key of the selected music number, from the
music number database. At step S66, the CPU 11
decodes the encryption key with the storage key stored
in the RAM 13 and encrypts the decoded storage key
using the session key. The CPU 11 transfers the
encryption key, encrypted with the session key, to the
portable device 6.

[0177] The CPU 53 of the portable device 6 at step
S67 decodes the encryption key, transferred from the
personal computer 1, using the session key co-owned in
the reciprocal authentication processing, and encrypts
the decoded encryption key using its own key. The CPU
11 causes the encrypted encryption key to be stored in
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the flash memory 61 in association with the already
stored data.

[0178] On termination of the storage of the encryp-
tion key, the authentication device 22 at step S68
advises the personal computer 1 that the encryption key
has now been stored. On reception of this notice from
the portable device 6, the CPU 11 of the personal com-
puter 1 at step S69 deletes the file of the music data
from the HDD 21, while also deleting the set of the ele-
ments of the music number from the music number
database. This realizes movement instead of copying.
At step S70, the CPU 11 transfers the data of the music
number database to the CPU 32 of the adapter 26 to
cause the CPU 32 to compute the hash value of the
entire database for storage in the flash memory 61. This
hash value is used at the aforementioned step S52 as
the previously stored hash value.

[0179] The check processing of checking the play-
back condition of the selected music number at step
S55 of Fig.12A, by the CPU executing the contents
management program 111 is explained. At step S81,
the CPU 11 causes various conditions to be read out
from the music number database. The CPU 11 at step
S82 verifies whether or not the number of times of cop-
ying, among the conditions read out at step S81, has
already exceeded the limit number of times of copying.
If the number of times of copying has already exceeded
the limit number of times of copying, the copying is no
longer allowed. So, the CPU 11 advances to step S83
where the CPU 11 causes a message reading: "the
number of times of copying has already exceeded the
limit value", for example, to be demonstrated on the dis-
play 20 to terminate the processing. If it is verified at
step S82 that the number of times of copying has not
exceeded the limit number of times of copying, the pro-
gram moves to step S84 to check whether or not the
current date and time is past the playback end date and
time. The current date and time may be that outputted
by the RTC 35 of the adapter 26. This prohibits the cur-
rent date and time of the personal computer 1 from
being intentionally corrected by the user to past values.
The CPU 11 is fed from the CPU 32 with this current
date and time to give the decision of step S84 on its
own. The CPU 11 may also route at step S81 the play-
back condition read out from the music number data-
base to the CPU 32 of the adapter 26 to cause the CPU
32 to execute the decision processing of step S84.
[0180] If the current date and time is past the play-
back end date and time, the program moves to step
S85, where the CPU 11 erases the selected music
number from the HDD 21, at the same time as it erases
the information on the selected music number from the
music number database. At step S86, the CPU 11
causes the CPU 32 to calculate the hash value of the
music number database to store the calculated value in
the nonvolatile memory 34. The processing then comes
to a close. Thus, in this case, the music data is not
moved.
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[0181] If it is verified at step S84 that the current
date and time is not past the playback end date and
time, the program moves to step S87 where the CPU 11
verifies whether or not the playback time billing condi-
tions for the selected music number (such as, for exam-
ple, the fee per each reproduction), is registered in the
music number database. If the playback time billing con-
ditions are registered, the CPU 11 at step S88 commu-
nicates with the portable device 6 to check whether or
not the portable device 6 has the billing function. If the
portable device 6 does not have the billing function, the
selected music number cannot be transmitted to the
portable device 6. Thus, the CPU 11 at step S89 causes
a message reading: "the destination of transfer does not
have the billing function” to be demonstrated on the dis-
play 20 to terminate the moving processing for music
data.

[0182] If it has been found at step S87 that the play-
back time billing function is not registered, or if it has
been found at step S88 that the portable device 6 has
the billing function, the program moves to step S90,
where the CPU 11 verifies whether or not the other play-
back functions, such as the limit humber of times of
reproduction, has been registered for the selected
music number. If the other playback conditions are reg-
istered, the program moves to step S91 where the
CPU11 checks whether or not the portable device 6 has
the function of observing these playback functions. If
the portable device 6 does not have the function of
observing these playback functions, the program moves
to step S92 where the CPU 11 demonstrates a mes-
sage reading: "the device of the destination of transfer
does not have the function of observing the playback
conditions” on the display 20 to terminate the process-
ing.

[0183] If it is verified at step S90 that the playback
conditions are not registered, or it is verified at step S91
that the portable device 6 lacks in the function of
observing the playback conditions, the processing of
checking the playback conditions etc is terminated to
revert to the step S56 of Fig.12A.

[0184] Fig.14 shows an example of the playback
conditions supervised by the portable device 6, that is
the playback conditions that can be observed by the
portable device 6. In the present example, the playback
start date and time and playback end date and time are
registered for each number of the items 1 to 3, however,
the number of times of playback is registered only for
the item 2, while it is not registered for the items 1 nor 3.
Thus, if the music number of the item 2 is selected, the
playback conditions for the number of times of playback
can be observed, however, if the music number of the
item 1 or 3 is selected, the playback conditions for the
number of times of playback cannot be observed.
[0185] Referring to the flowchart of Fig.15, the for-
mat conversion processing at step S58 of Fig.12A, by
the CPU 11 executing the contents management pro-
gram 111, is explained in detail. At step S101, the CPU



29 EP 1 058 257 A1 30

11 checks the format of the selected music number
recorded on the HDD 21 (playback conditions, usage
rules or copying conditions). At step S102, the CPU 11
checks the condition that can be set on the counterpart
equipment, here the portable device 6. That is, the CPU
11 inquires into the conditions that can be set on the
CPU 53 of the portable device 6 and acquires a
response. The CPU 11 at step S103 gives a decision
based on the format condition registered in the music
number database, and which can be set on the counter-
part equipment, as checked at step S102.

[0186] At step S104, the CPU 11 decides whether
or not there is any condition that can be set. If there is
no condition that can be set, the program moves to step
S105 where the CPU 11 inhibits the processing of mov-
ing the music data to the portable device 6. That is,
since the portable device 6 cannot observe the condi-
tion registered in the music number database, the port-
able device 6 is prohibited from moving the music data.
[0187] If it is verified that there is a condition that
can be set at step S104, the CPU 11 advances to step
S106 where the CPU 11 converts the condition to that of
the functional format condition of the counterpart
device. At step S107, the CPU 11 sets the converted
conditions on the counterpart equipment. As a result,
the portable device 6 is able to reproduce the music
data in accordance with the so-set conditions, that is
under observing the so-set conditions.

[0188] Referring to the flowchart of Figs.16A to
16C, the processing of copying music data from the
HDD 21 to the pertable device 6, by the CPU 11 execut-
ing the contents management program 111 and by the
CPU 53 executing the main program, is explained. The
processing from step S111 to step S127 of Figs.16A to
16C is similar to the processing of step S51 to step S67
of moving music data from the HDD 21 to the portable
device 6 of Figs.12A to 12C. That is, in this case, the
music number database is checked as to possible falsi-
fication, after which the reproduction condition of the
selected music number is checked. The reciprocal
authentication processing between the portable device
6 and the personal computer 1 then is carried out, after
which musical data is transferred from the HDD 21 of
the personal computer 1 to the flash memory 61 of the
portable device 6 for storage therein. Then, at step
S128, the CPU 11 of the personal computer 1 incre-
ments the number of times of copying counter of the
music number database by 1. At step S129, the CPU 11
causes the hash values of the entire music number
database to be calculated and stored in the non-volatile
memory 34.

[0189] Referring to the flowchart of Fig.17, the
processing of moving music data from the portable
device 6 to the HDD 21 is explained. At step S161, the
CPU 11 of the personal computer 1 requests the CPU
53 of the portable device 6 to read out the information of
the music number stored in the flash memory 61. The
CPU 53 is responsive to this request to transmit the
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information on the music number stored in the flash
memory 61 to the personal computer 1. Based on this
information, the CPU 11 causes the display 20 to dem-
onstrate the GUI for selecting the music number stored
in the flash memory 61. The user actuates the keyboard
18 or the mouse 19 to specify the music number to be
moved from the portable device 6 to the HDD 21, based
on the GUL.

[0190] At step S162, the CPU 11 executes the
reciprocal authentication processing with respect to the
CPU 53 to co-own the session key. This processing is
similar to that at step S56 of Fig.12A.

[0191] Then, at step S163, the CPU 53 reads out
the music data of the selected music number stored
encrypted in the flash memory 61 to transfer the read-
out data to the personal computer 1. At step S164, the
CPU 11 of the personal computer 1 accords a filename
as a file to music data transferred hereto from the port-
able device 6 to store the file in the HDD 21. This stor-
age can be done by according the position information
of the filename, such as, for example, the number of
bytes as counted from the leading end, as a part of a
file.

[0192] At step S165, the CPU 53 reads out the
encrypted encryption key of the selected music number
stored in the flash memory 61, decodes the key with its
own storage key, encrypts the decoded key with the
session key and transfers it to the personal computer 1.
This encryption key has been stored in the flash mem-
ory 61 by the processing at step S67 of Fig.12C.
[0193] If the encryption key from the portable
device 6 is transferred from the portable device 6, the
CPU 11 of the personal computer 1 decodes the key
with the session key and encrypts it with its own storage
key. At step S167, the CPU 11 registers the filename of
the music data file stored at step S164, the name of the
music data inputted via GUI by the user or the encryp-
tion key encrypted at step S166 etc on the music
number database of the HDD 21. At step S168, the
CPU 11 causes the CPU 32 to compute the hash values
of the entire database to store the computed hash val-
ues in the non-volatile memory 34.

[0194] At step S169, the CPU 11 of the personal
computer 1 advises the portable device 6 of the effect
that the encryption key has now been stored to make a
request for deleting the music data of the music number.
If the musical data of the music number is requested by
the personal computer 1, the CPU 53 at step S170
deletes the musical data of the music number stored in
the flash memory 61.

[0195] The processing for copying the musical data
from the portable device 6 to the HDD 21, by the CPU
11 executing the contents management program 111
and by the CPU 53 executing the main program, is
explained with reference to the flowchart of Fig.18. The
processing of steps S181 to S188 shown in Fig.18 is
similar to the processing of steps S161 to S168 in the
processing of moving musical data from the portable
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device 6 of Fig.17 to the HDD 21. That is, the copying
processing is basically the same as that for moving
except that the steps S169, S170 in Fig.17 are omitted.
Therefore, the corresponding desctription is omitted for
clarity.

[0196] Referring to the flowchart of Fig.19, the
processing of copying the musical data transferred from
the EMD server 4 on the HDD 21 by the EMD server 4
and the CPU 11 executing the contents management
program 111, is explained. If accessing to the EMD
server 4 is commanded by the user via the keyboard 18
or the mouse 19, the CPU 11 at step S201 controls the
communication unit 25 to permit accessing to the EMD
server 4 viathe network 2. The EMD server 4 is respon-
sive to this accessing to transfer the information held by
it, such as the number or title of the music number or the
variable information, to the personal computer 1. On
acquisition of the information via the communication
unit 25, the CPU 11 of the personal computer 1 demon-
strates the information on the display 20 via the inter-
face 17. The user exploits the GUI demonstrated on the
display 20 to specify the music number desired to be
copied. This specifying information is transferred via the
network 3 to the EMD server 4. At step S203, the CPU
11 executes the reciprocal authentication processing
with the EMD server 4 via the network 2 to co-own the
session key.

[0197] The reciprocal authentication processing
between the personal computer 1 and the EMD server
4 may be carried out using a public key and a secret key
prescribed in ISO 9798-3, as an example. In this case,
the personal computer 1 owns its own secret key and
the public key of the EMD server 4 from the outset,
whilst the EMD server 4 has its own secret key, to ena-
ble the reciprocal authentication processing to be exe-
cuted. The public key of the personal computer 1 may
be transferred from the EMD server 5, or the certificate
previously distributed to the personal computer 1 may
be transferred from the personal computer 1 to the EMD
server 4. In the latter case, the certificate may be certi-
fied by the EMD server 4 to produce the public key. Also,
the CPU 11 at step S204 executes the billing processing
with respect to the EMD server 4. The billing processing
will be explained subsequently by referring to the flow-
chart of Fig.20.

[0198] Then, at step S205, the EMD server 4 trans-
fers the encrypted music data of the music number
specified at step S202 to the personal computer 1 via
the network 2. At this rime, the time information is also
transmitted as necessary. At step S206, the CPU 11
accords the filename to the music data transferred
thereto to store the data as afile. At step S207, the EMD
server 4 encrypts the encryption key of the music
number, using the session key co-owned with the per-
sonal computer 1 at step S203, to transfer the
encrypted encryption key to the personal computer 1.
[0199] At step S208, the CPU 11 decodes the
encryption key, transferred from the EMD server 4, by
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itself or in cooperation with the CPU 32 of the adapter
26, to encrypt the decoded encryption key with its own
storage key. At step S209, the CPU 11 groups together
the filename of the music number, information on the
music number, the information on the input name of the
music number, and the encrypted encryption key, as a
set, and registers the set in the music number database
of the HDD 21. At step S210, the CPU 11 causes the
hash value of the entire music number database to be
computed for storage in the non-volatile memory 34.
[0200] At step S205, the EMD server 4 transmits
time data, along with the music data, to the personal
computer 1. This tine data is transferred from the per-
sonal computer 1 to the adapter 26. On reception of the
time data, transmitted from the personal computer 1,
the CPU 32 of the adapter 26 at step S211 corrects the
time of the RTC 35. Since the time information of the
RTC 35 of the adapter 26 is corrected in this manner on
the basis of the time information obtained from an exter-
nal equipment recognized to be correct as a result of the
reciprocal authentication, correct time information can
be kept at all times in the adapter 26.

[0201] Referring to the flowchart of Fig.20, the
processing pertinent to the billing at step S204 of
Fig.19, by the EMD server 4 and the CPU 11 executing
the contents management program 111, is explained in
detail. At step S221, the personal computer 1 reads out
the price information of the selected music number,
specified at step S201, to write the read-out information
on a billing log on the HDD 21. Fig.21 shows an exam-
ple of such billing log. In this case, the user copies items
1 to 3 from the EMD server 4 , with the charges for the
items 1 and 2 being 50 yen and with that of the item 3
being 60 yen. The hash value of the charging log at this
time point is also computed by the CPU 32 and regis-
tered in the non-volatile memory 34.

[0202] Then, at step S222, the CPU 11 of the per-
sonal computer 1 reads out the billing log written at step
S221 from the HDD 21 to transfer the read-out charging
log via the Network 2 to the EMD server 4. The EMD
server 4 at step S223 executes the billing computational
processing based on the billing log transferred from the
personal computer 1. That is, the EMD server 4 adds
the billing log transferred by the user of the personal
computer 1 to the enclosed database for updating. At
step S224, the EMD server 4 decides whether or not the
billing log should be settled at once. If it is decided that
the settlement be carried out at once, the program
moves to step S225 where the EMD server 4 transfers
the name of an article necessary for settlement or
amount to an arbitration server, not shown. At step
S226, the arbitration server executes the arbitration
processing for the user of the personal computer 1. If it
is decided at step S224 that the settlement not be car-
ried out at once, the processing at steps S225 and S226
is skipped. That is, this processing is subsequently exe-
cuted periodically, such as once a month.

[0203] Referring to the flowchart of Figs.22A and
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22B, the processing of copying the playback music data
from a CD player, supplied from an IEC 60958 terminal
of the audio input/output interface 24, not shown, to the
HDD 21, by the CPU 11 executing the contents man-
agement program 111, is explained. At step S241, the
user connects the IEC60958 of the CD player to the IEC
60958 terminal of the audio input/output interface 24 of
the personal computer 1. At step S242, the user acts on
the keyboard 18 or the mouse 19 to enter the title of the
music number to be copied from the CD player or the
number corresponding to the musical number. At step
S243, the user actuates a button of the CD player ro
start the reproduction of the CD player. If the CD player
and the personal computer 1 are interconnected by a
line for exchanging control signals, a playback start
command is inputted via the keyboard 18 or the mouse
19 of the personal computer 1 to start the reproduction
of the CD player.

[0204] At step S244, if the reproduction of a CD is
started in the CD player, the music data outputted by the
CD player is transferred via IEC 60958 terminal 16a to
the personal computer 1. At step S245, the CPU 11
reads out SCMS (Serial Copy Management System)
data from input data at the IEC 60958 terminal 16a. In
this SCMS data, there are contained the information on
copying inhibition, copying allowed only once or copying
free. The CPU 11 at step S246 checks whether or not
the SCMS data represents copying inhibition. If the
result indicates copying inhibition, the program moves
to step S247 where the CPU 11 causes the display 20
to demonstrate a message reading: "copying is inhib-
ited" to terminate the processing for copying. That is, in
such case, the copying on the HDD 21 is inhibited.
[0205] If the CPU 11 verifies at step S246 that the
SCMS information read out at step S245 is not indicat-
ing copying inhibition, it advances to step S248 to read
out the watermark code to check at step S249 whether
or not the watermark code indicates the copying inhibi-
tion. If the watermark code indicates copying inhibition,
the program moves to step S247 where a pre-set mes-
sage is displayed as above to terminate the copying
processing.

[0206] If it is verified at step S249 that the water-
mark code is not indicating copying inhibition, the pro-
gram moves to step S250 to carry out terminal database
check. If, as a result of the terminal database check, the
selected music number has already been registered,
the processing is terminated by the steps S251 and
S252. This processing is similar to that of steps S13 and
S14 of Fig.7.

[0207] If the selected music number has not been
registered on the HDD 21, the registration processing is
executed at steps S253 to S258. Since the processing
of steps S253 to S258 is similar to that from steps S19
to S24 of Fig.7, except that the SCMS information sup-
plied from the IEC60958 terminal at step S257 is also
registered in the music number database, the process-
ing is not explained herein specifically.
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[0208] Referring to the flowchart of Figs.23A and
23B, the processing of reproducing music data from the
HDD 21 to the IEC 60958 terminal, by the CPU 11 exe-
cuting the contents management program 111, is
explained. At steps S271 to S273, as at steps S111 to
S113 of Fig.16A, the hash values of the entire music
number database are computed to verity whether or not
these hash values coincide with those stored last time,
by way of performing the check as to whether or not the
music number database has been altered with malig-
nant intention. If it is verified that the music number
database has not been altered, the program moves to
step 8274 where the CPU 11 accesses the music
number database of the HDD 21 to read out the infor-
mation of the music number registered therein to dem-
onstrate the read-out information on the display 20. The
user, viewing the display, acts on the keyboard 18 or the
mouse 19 to select the music number to be reproduced.
At step S275, the CPU 11 executes the check of the
playback condition etc of the selected music number.
The processing for checking the playback condition etc
will be explained in detail by referring to the flowchart of
Fig.24.

[0209] Then, at step S276, the CPU 11 reads out
the encryption key of the music number selected at step
S274 to decode the read-out encryption key with the
storage key. At step S277, the CPU 11 reads out the
SCMS information of the selected music number from
the music number database to decide the SCMS infor-
mation outputted at the IEC60958 terminal in accord-
ance with the rule of the SCMS system. For example, if
limitations are placed on the number of times of repro-
duction, the number of times of reproduction is incre-
mented by 1 to provide the new SCMS information. At
step S278, the CPU 11 further reads out the ISRC of the
selected music number from the music number data-
base.

[0210] Then, at step S279, the CPU 11 reads out
the filename of the selected music number from the
music number database to read out the music data from
the HDD 21 based on the read-out filename. The CPU
11 further reads out the encryption key corresponding
to the music data from the music number database to
decode the read-out key with a storage key. The CPU
11 then decodes the encrypted music data, using the
decoded encryption key. The CPU 11 at step S280 out-
puts the digital music data, decoded at step S279 along
with the SCMS information decided at step S277 and
the IRSC information read out at step S278, at the IEC
60958 terminal 16a, in accordance with the prescrip-
tions of IEC 60958. The CPU 11 also analogizes the
digital music data to output the analog music data at an
analog output terminal of the audio input/output inter-
face 24.

[0211] At step S281, the CPU 11 increments the
value of the number of times of playback counter in the
music number database by 1. At step S282, it is
checked whether or not the playback time charging con-
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dition has been added in the selected music number. If
the playback time charging condition has been added,
the program moves to step S283, where the CPU 11
writes the corresponding fee in the billing log.. At step
S284, the CPU 11 causes the CPU 32 to compute the
hash values of the entire music nhumber database for
storage in the non-volatile memory 34. If it has been
verified at step S282 that the playback time billing con-
dition has not been added to the selected music
number, the processing at steps S283 and S284 is
skipped.

[0212] Referring to the flowchart of Fig.24, the
processing of checking the playback conditions etc of
the step S275 of Fig.23 is explained. At step S301, the
CPU 11 reads out the variable conditions of the music
number database. At step S302, the CPU 11 checks
whether or not the number of times of reproduction has
surpassed the limit number of times. If the result of
check is YES, the program moves to step S303 where
the selected music number is deleted from the HDD 21,
at the same time as the information on the selected
music number is deleted from the music number data-
base. At step S304, the CPU 11 causes the CPU 32 to
compute the new hash value of the music number data-
base to store the computed hash value in the non-vola-
tile memory 34. In this case, the playback output is
inhibited.

[0213] If, at step S302, the number of times of play-
back is verified to be less than the limit value, the pro-
gram moves to step S305, where the CPU 11 verifies
whether or not the date and time of playback end is past
the current date and time. If, at step S303, the date and
time of playback end is past the current date and time,
the selected music number is deleted from the hard
HDD21, whilst the corresponding information is deleted
from the music number database . At step S304, the
hash values of the new music number database are
computed and stored. In this case, the playback output
is inhibited.

[0214] If it has been verified at step S305 that the
date and time of playback end is not past the current
date and time, the program moves to step S306, where
the CPU 32 verifies whether or not the playback time
billing condition has been added to the selected music
number. If the playback time billing condition has been
added to the selected music number, the program
moves to step S307, where the CPU 11 causes the
message to the effect that the playback time billing con-
dition has been added and the fee to be demonstrated
on the display 20. If it has been verified that the play-
back time billing condition has not been added to the
selected music number at step S306, the processing at
step S307 is skipped.

[0215] Referring to the flowchart of Figs.25A and
25B, the processing of outputting, that is reproducing,
the music data from the HDD 21 via the portable device
6, by the CPU 11 executing the contents management
program 111 and by the CPU 53 executing the main
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program, is explained. At steps S321 to S325, the music
number database is checked as to possible alteration of
the music number database, designation of the selected
musical number and the playback condition of the
selected music number, whilst the selected music
number is specified. This processing is not explained
specifically since it is similar to that of steps S271 to
S275 of Fig.23A.

[0216] At step S326, reciprocal authentication
processing is executed between the portable device 6
and the personal computer 1 so that a session key is co-
owned by the portable device 6 and the personal com-
puter 1. At step S327, the CPU 11 of the personal com-
puter 1 commands the portable device 6 to reproduce
the encrypted audio data now sent thereto. At step
S328, the CPU 11 reads out the filename of the
selected music number specified at step S324 to read
out the music data of the filename from the HDD 21.
The CPU 11 at step S329 executes the processing of
converting the encoding system, encryption system or
the format of the music data into those of the portable
device 6. At step S330, the CPU 11 encrypts the music
data, converted at step S329, with the session key, to
transfer the encrypted data to the portable device 6.
[0217] At step S331, the CPU 53 of the portable
device 6 is responsive to the command transferred at
step S327 from the personal computer 1 to decode the
transferred data with the session key to reproduce and
output the decoded data. At step S332, the CPU 11
increments the number of times of playback count of the
music number database by one. At step S333, the CPU
11 verifies whether or not the playback time billing con-
dition has been added to the selected music number. If
the result of check is YES, the fee is written at step S334
in the billing log. At step S335, the CPU 11 causes the
CPU 32 to newly compute and store the hash values of
the entire music number database. If the result of check
is NO, that is if the playback time billing condition has
not been added to the selected music number, the
processing at steps S334 and S335 is skipped.

[0218] According to the present invention, various
elaborate techniques are used to prevent illicit duplica-
tion of the musical data. For example, the program for
actuating the CPU 11 is a so-called tamer-resisting soft-
ware in which the sequence of program execution is
changed each time the program is executed.

[0219] Moreover, part of the function of the CPU 11
is performed by the adapter 26 as hardware, so that the
various processing is executed by cooperation of the
CPU and the adapter to improve operational safety.
[0220] For example, the hash values of the music
number database are not saved in the music number
database itself, but are saved in the non-volatile mem-
ory 34 of the adapter 26. That is, past hash values to be
referred to for comparison with the hash values saved
last time, such as at steps S32 or S33 of Fig.8, are
saved in the non-volatile memory 34. Thus, it is possible
to prevent copying or movement in which, before the
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musical data saved in the HDD 21 are copied on or
moved to another recording medium, the recording con-
tents of the HDD 21 are stored as backup data, and the
latter data, kept as backup data in the HDD 21, is re-
stored after copying or moving the music data saved in
the HDD 21 to another recording medium.

[0221] If, for example, as shown in Fig. 26, the
music numbers A and B are saved in the HDD 21, hash
values corresponding to the information of the music
numbers A and B are saved in the non-volatile memory
34. It is now assumed that, in this state, recording data
on the HDD 21 have been saved as backup in another
recording medium. If, of the music numbers A and B
saved in the HDD 21, the music number A is moved to
another recording medium 252, only the music number
B is recorded on the HDD 21. Thus, the hash value in
the non-volatile memory 34 is also changed to that cor-
responding to the music number B.

[0222] Thus, if the contents of the HDD 21 saved as
backup on the recording medium 251 are re-stored on
the HDD 21 so that the music numbers A and B are
again saved on the HDD 21, the hash value computed
from the information of the music number B is stored in
the non-volatile memory 34, whilst the hash values
computed from the music numbers A and B are not
stored therein. Thus, at this time point, the hash value
based on the music numbers A and B stored on the
HDD 21 cease to be coincident with the past hash value
stored in the non-volatile memory 34, thus indicating
that the music number database has been altered. The
result is that limitations are subsequently imposed on
the use of the music numbers A and B saved on the
HDD 21.

[0223] Also, the RTC 35 is enclosed in the adapter
26. The time information in this RTC 35 is corrected
based on the time information transferred from another
device, such as EMD server 4, for which the correct
result of authentication has been obtained. The current
date and time used is not that supervised by the per-
sonal computer 1. Rather, the current date and time
used is that outputted by the RTC 35. Thus, it is not pos-
sible for the user to correct the current time of the per-
sonal computer 1 to a past time with malignant intention
so as to evade the verification of the playback end time
as the playback condition.

[0224] Also, the adapter 26 is configured for decod-
ing the encrypted and transferred program in accord-
ance with the program stored in the ROM 36 from the
outset to execute the program to improve operational
safety. This will be explained by refening to the flowchart
of Fig.27.

[0225] That is, if it is desired for the personal com-
puter 1 to execute pre-set processing on the adapter 26,
the personal computer 1 at step S351 encrypts the pro-
gram to be executed by the adapter 26, using the
encryption key pre-stored in the Ram 13, to transfer the
encrypted program to the adapter 26. There is pre-
stored in the ROM 36 of the adapter 36 the program for
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decoding and executing the encrypted program trans-
ferred from the personal computer 1. The CPU 32 at
step S352 decodes the encrypted program, transferred
from the personal computer 1, in accordance with the
program stored in the ROM 36. The CPU 32 at step
S313 expands the decoded program in the RAM 33.
The CPU 32 at step S354 executes the expanded pro-
gram.

[0226] When the CPU 11 of the personal computer
1 causes the adapter 26 to compute the hash value of
the music number database of the HDD 21, the CPU 11
encrypts the data of the music number database with
the encryption key to transfer the encrypted data to the
CPU 32 of the adapter 26. The CPU 32 applies the hash
function to the transferred data of the music number
database to compute the hash value. The computed
hash value is stored in the non-volatile memory 34.
Alternatively, the hash value is compared to the past
hash value previously stored and transmits the result of
comparison to the CPU 11 of the personal computer 1.
[0227] Fig.28 shows a more specified structure of
the inside of the adapter 26. The adapter 26 includes a
RAM controller 261 for controlling the writing and read-
out to or from the RAM 33 and a logic circuit 262, in
addition to the interface 31, CPU 32, RAM 33, non-vola-
tile memory 34, RTC 35 and the ROM 36 shown in
Fig.3. The logic circuit 262 is used for such processing
in which encrypted music data is deciphered and the
resulting deciphered data is directly outputted from the
adapter 26.

[0228] The above components from the interface 31
to the ROM 36, RAM controller 261 and the logic circuit
262 are built into the inside of the semiconductor IC so
as not to be dismounted from outside.

[0229] A quartz oscillator 271 is used for generating
reference clocks in the execution the various processing
by the adapter 26. An oscillation circuit 272 is an oscil-
lation circuit for operating the RTC 35. The battery 273
feeds the backup power for the oscillation circuit 272,
non-volatile memory 34 and the RTC 35. Other circuits
of the adapter 26 are fed with the power from a power
source supplying circuit 281 of the personal computer 1.
[0230] The non-volatile memory 34 can be con-
structed by a write-erase ROM. However, if the RAM is
constructed by the RAM supported by the backup
power source from the battery 273, it is possible to pro-
vide a protective aluminum layer 291 on the non-volatile
memory 34 and to provide a power source pattern 292,
supplying the power from the battery 273 to the non-vol-
atile memory 34, so that the power source pattern 292
will be flush with the protective aluminum layer 291 as
shown in Fig 29A and 29B. By so doing, if it is attempted
to delete the protective aluminum layer 291, the power
source pattern 292, lying on the same plane as that of
the protective aluminum layer 291, is also deleted, so
that the power supply to the non-volatile memory 34 is
interrupted to erase the inner stored data. This structure
improves tamper-resisting properties more significantly.
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[0231] As also shown in Fig.30, interconnections
301-1 to 301-3 for data writing or readout to or from the
non-volatile memory 34 are formed so as to be superim-
posed one on another in the vertical (depth-wise) direc-
tion. In such structure, the upper interconnections 301-
1 and 301-2 need to be removed in order to read out
data from the lower interconnection 301-3, so that data
cannot be read simultaneously from the plural intercon-
nections 301-1 to 301-3. Moreover, if the interconnec-
tions 301-1 to 301-3 are provided redundantly and
probed directly, it may be rendered difficult to analyze
the contents by the resulting additional capacitance.
[0232] In the foregoing, the portable device 6 is
used as a recording medium. The present invention
can, however, be applied to transferring or copying data
to other recording mediums.

[0233] The data may also be picture data or other
data in place of the music data.

[0234] As described above, the present invention
gives to the following meritorious effects:

(1) Since the data can be recorded encrypted on
the HDD 21, while the encryption key is also
encrypted with the storage key and recorded on the
HDD 21, if the music data, recorded on the HDD 21,
is copied, it cannot be decoded, so that it is possible
to prevent duplication from being distributed in large
quantities.

(2) Since a pre-set musical number and its record-
ing date and time are registered on the musical
number database, so that, if the musical number is
copied once, it cannot be copied for a pre-set time,
48 hours in the illustrated embodiment, as from the
time of copying. It is possible in this manner to limit
the number of times of copying to prevent duplica-
tions from being distributed in large quantities.

Moreover, the hash values of the data are com-
puted and saved each time the database is inno-
vated, thus facilitating prevention of data
falsification.

(8) If once the music data is transferred to an exter-
nal device, the music data onthe HDD 21 is erased,
so that original digital music data is not left in the
HDD 21 to prevent the duplications from being dis-
tributed in large quantities.

(4) Since the music number database is provided in
the HDD 21, and the entire hash value is checked
each time, the data of the originating side can be
erased reliably even if the contents of the HDD is
supported directly before the movement, and the
data, thus supported, are re-stored in the HDD 21
directly following the movement,.

(5) Since reciprocal authentication is carried out
before the personal computer 1 hands over the data

EP 1 058 257 A1

10

15

20

25

30

35

40

45

50

55

21

93

40

to the external equipment, data can be prevented
from being handed over to an unauthorized equip-
ment.

(6) Since it is verified by reciprocal authentication
whether or not the software of the personal compu-
ter 1 is legal, before transferring data from the
external equipment to the personal computer 1,
music data can be prevented from being transferred
to the unauthorized software.

(7) Since the ISRC is used in verifying the identity of
the musical number and the TOC is used if the
ISRC cannot be acquired, the identity of the musi-
cal number can be verified even although the ISRC
cannot be acquired.

(8) Since a pre-set portion of the software function
in the personal computer 1 is borne by the adapter
externally mounted on the personal computer 1, the
overall processing cannot be comprehended if sim-
ply the software of the personal computer 1 is ana-
lyzed, with the result that it is difficult to modify the
software to impart a desired function to the soft-
ware.

[0235] Meanwhile, the processing executed by the
adapter 26 can alsoc be executed by the CPU 11 by a
secure program. In such case, the personal computer 1
downloads the current time data from a particular server
connected to the network 2, such as EMD registration
server 3, for use in place of the current time supplied by
the RC 35 of the adapter 26, to execute the decision
processing based on this current time. It is also possible
for the personal computer to store the current time at
regular time intervals to display an error without accept-
ing time setting, if the time previous to the memorized
time is set.

[0236] Although the above-described operating
sequence can be executed by hardware, it can also be
implemented by software. In the latter case, the soft-
ware constituting the software is installed from a pro-
gram storage medium to a computer having a dedicated
hardware or to a general-purpose personal computer
capable of executing a variety of functions on installing
variable programs.

[0237] The program storage medium, installed on a
computer and which can be executed by the computer,
may be exemplified by a magnetic disc 41, inclusive of a
floppy disc, an optical disc 42, inclusive of a CD-ROM
(Compact Disc-Read Only Memory) and a DVD (Digital
Versatile Disc), a magneto-optical disc 43, including a
MD (Mini-Disc), a package media comprising a semi-
conductor memory 44, a ROM 12 in which a program
can be transiently or permanently stored, and a HDD
21. The program is stored in the program storage
medium by exploiting wired or radio communication
medium, such as a network, e.g., local area network or
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the Internet 2 or a digital/satellite broadcasting.

[0238] In the present specification, the steps
describing the programs stored in the program storage
medium includes not only the processing carried out
chronologically in accordance with the pre-set
sequence, but also the processing which is executed in
parallel or batch-wise without necessarily being exe-
cuted chronologically.

[0239] In the present specification, the system
means an entire device constructed by plural devices.
[0240] In the information processing method and
apparatus and the program storage medium, according
to the present invention, the time information at the time
of duplication is stored in association with the content
discrimination information, with the result that duplica-
tions in large quantities can be substantially prohibited
without significantly impairing the interests of the user.

Claims
1. Aninformation processing apparatus comprising:

storage means for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

acquisition means for acquiring the information
for discriminating contents to be duplicated;
and

duplication means for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition means and
the time information held in said storage
means.

2. Aninformation processing method comprising:

a storage step for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

an acquisition step for acquiring the information
for discriminating contents to be duplicated;
and

a duplication step for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition step and the
time information held in said storage step.

3. A program storage medium having stored therein a
computer-readable program, said program com-
prising:

a storage step for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

an acquisition step for acquiring the information
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for discriminating contents to be duplicated;
and

a duplication step for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition step and the
time information held in said storage step.

Amended claims under Art. 19.1 PCT
1. An information processing apparatus comprising:

storage means for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

acquisition means for acquiring the information
for discriminating contents to be duplicated;
and

duplication means for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition means and
the time information held in said storage
means.

2. An information processing method comprising:

a storage step for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

an acquisition step for acquiring the information
for discriminating contents to be duplicated;
and

a duplication step for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition step and the
time information held in said storage step.

3. A program storage medium having stored therein
a computer-readable program, said program com-
prising:

a storage step for storing the information for
discriminating contents and the time informa-
tion for the time the contents have been dupli-
cated;

an acquisition step for acquiring the information
for discriminating contents to be duplicated;
and

a duplication step for duplicating the contents
in association with the discrimination informa-
tion acquired by said acquisition step and the
time information held in said storage step.

4. (added) The information processing method

according to claim 2
wherein

94
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said contents are reproduced from an informa-
tion storage medium.

5. (added) The information processing method
according to claim 4
wherein

said information recording medium is a com-
pact disc memorizing the music information.

6. (added) The information processing method
according to claim 2
wherein

the discriminating information for discriminating
the contents is the ISRC (International Stand-
ard Recording Code).

7. (added) The information processing method
according to claim 2
wherein

the discriminating information for discriminating
the contents is the TOC (fable of Contents).

8. (added) The information processing method
according to claim 2
wherein

the ISRC (International Standard Recording
Code) as the discriminating information for dis-
criminating the contents is read out at said stor-
age step from the information recording
medium and, if the ISRC is not stored in said
information recording medium, data of the TOC
(Table of Contents) is utilized as said discrimi-
nating information.

9. (added) The information processing method
according to claim 2
wherein

the discriminating information and said tempo-
ral information are memorized in association
with each other in a terminal database at said
storage step.

10. (added) The information processing method
according to claim 9 further comprising:

a step of checking data in said terminal data-
base; said checking step detecting possible
modification using a hash function.

11. (added) The information processing method
according to claim 2

wherein said duplicating step further
includes a decision step of comparing the current
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temporal information to the temporal information of
the memorized contents when the discriminating
information of said contents acquired at said acqui-
sition step is detected to have been memorized in
the past in said storage step to verify whether or not
a time period not less than a pre-set time has
elapsed.

12. (added) The information processing method
according to claim 11

wherein

if, as a result of decision at said decision step,
said pre-set time has not elapsed, duplication
is prohibited.

13. (added) The information processing method
according to claim 11
wherein

if, as a result of decision at said decision step,
said pre-set time has not elapsed, a watermark
in said contents is detected and duplication
processing is executed based on said water-
mark.

14. (added) An information processing method
used in an information processing apparatus hav-
ing a database in which a discriminating code for
discriminating contents duplicated in the past and
the temporal data as to the time of duplication of
said contents are stored in association with each
other, said method comprising:

an acquisition step of acquiring a discriminat-
ing code of contents about to be duplicated;

a decision step of determining whether or not
said discriminating code acquired at said
acquisition step has already been stored in
said database;

a comparison step of comparing the current
temporal information with the temporal data
stored in said database in association with said
current temporal information when said dis-
criminating code is determined by said deci-
sion step to be already stored in said database;
and

a decision step of verifying whether or not a
time period not shorter than a pre-set time has
elapsed since the temporal data stored in said
comparison step until the current time;
wherein

if, as a result of said decision step, the time
period not shorter than a pre-set time has not
elapsed, the duplication of said contents is pro-
hibited.
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ENCRYPTED KEY Orabababababab | 0x9898089896989 | Ox123456789012
NAME OF NUMBER BROOKINSPRING | SCHICKSAL MOON INFORLORN CASTLE
DURATION 180 190 200
PLAY . DATE ANDTIME .
CONDITION * " OF START 200L.01.01000
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SYSTEM FOR CONTROLLING ACCESS AND DISTRIBUTION
OF DIGITAL PROPERTY

1. Field of the Invention

This invention relates to the control of
distribution and access of digital property as well as
to the payment therefor.

2. Background of the Invention
The development and deployment of digital

information networks have raised new concerns for the
protection of rights to data and information. Recently
there has been an overall movement to distributed
computing which allows for more interactivity and for
greater distribution of data. Copying and distributing
large volumes of digital information over long
distances is becoming easier and less costly than ever
before, and the distributed data are generally
indistinguishable in quality from the originals.

Intellectual property, or information, differs
from real property, especially in that it can be
embodied in forms which can be copied from the owner
while the owner still retains the original.

When information was stored in analog form, the
copying and redistribution of such information d4id not
account for as much economic loss as is possible today.
This was largely because of the inevitable gradual
degradation of quality accompanying large-scale, multi-
generational copying of anélog information.

The storage of information in digital form, on the
other hand, does not suffer from the degradation
problems of its analog counterparts. A digital file
can be copied without loss of fidelity from generation
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to generation copies. Using error-correction, even
inevitable flaws can be made so improbable as to occur
fewer than once in ten billion bits.

As a result of the abiiity to copy a digital file
without loss of fidelity, it is now almost impossible
to differentiate a digital copy from the digital
original. Consequently, in the digital domain (as
compared to the analog domain) the threshold inhibiting
the making of illicit copies is significantly lowered.

Laws concerning intellectual property have
generally not kept pace with the ever changing
technology. The consequent uncertainty of legal
protection over time and from country to country only
serves to emphasize the importance of and need for
technical protection of intellectual property rights in
information and data.

The principal technology which has been used for
protecting intellectual property is cryptography.
However, devising practical retail systems for delivery
of intellectual property from distributor to consumer,
as distinct from confidential transmission among
trusted and cleared personnel, has required innovation.

Executable software-based cryptography can ensure
that data are distributed only to authorized users.

The information to be protected is encrypted and
transmitted to the authorized user(s). Separately, a
decryption key is provided only to authorized users.
The key is subsequently used to enable decryption of
the information so that it is available to the
authorized user(s).

Other ways of controlling access to data or
software have included the use of external devices or
tokens (dongles) needed in order to access the data or
selected features of a program. Possession of the
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token is made evident to the computer system by
physical attachment of the token to the computer. A
token is generally attached to a printer, game, or
network port where executable software can check on its
presence prior to authorizing access. Diskettes have
also been used as dongles; their presence in the
diskette drive is checked by the executing software.
Dongles are generally used to limit access to program
features and not to limit access to information.

None of those prior art systems which make some
use of encryption protects the data after it has been
decrypted. Thus, secondary distribution and multiple
uses of the data are possible.

Further, in all of the prior art, once access is
granted, it cannot be controlled in any other ways,
that 1is, access is all or nothing. This makes it
difficult to control copying, secondary distribution,
as well as to obtain payment for all uses.

The prior art, including cryptographic processes,
tokens, dongles, so-called "uncopyable" media, various
executable software protection schemes, and executable
software for printing that places an identifier on all
printed output in a fashion not apparent to a human,
fails to limit either secondary distribution or
distribution of derivative works.

This shortcoming is not a failure of mechanism,
but rather it is an architectural design omission. The
problem of copying by the authorized user is simply not
addressed. In each case, once the data are available
to an authorized user, they are basically unprotected
and may be copied, modified, or transmitted at will.
Schemes that include identifiers on printed material,
although they may aid in identifying the source of

copied material, do not prevent secondary distribution.
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Executable software-based cryptography can ensure
that data are distributed only to authorized users.
However, once data .are received they may be freely
manipulated and redistributed.

In prior art systems, information to be protected
is encrypted and transmitted to the authorized user(s)
or, in some systems, made freely available.

Separately, a decryption key is provided only to
authorized users. The key is subsequently used to
enable decryption of the information so that it is
available to the authorized user(s). At this point the
information is subject to manipulation and
redistribution without further limitation.

Even if a dongle or token is used toc authorize
access to executable software, once access has been
granted to information that information is subject to
manipulation and redistribution without further
limitation. Further, dongles have proven to be
unpopular because of the need to keep track of them and
ensure that they are separately secured.

Uncopyable media, generally used either to control
distribution of information or to control usage of
executable software, are unpopular because of the
user’s inability to create a backup copy. Further,
most so-called uncopyable disks have fallen victim to
general-purpose duplication programs, rendering their
protection useless. Thus, even where partially
effective, the uncopyable disk did not serve as a
deterrent to capturing information and redistributing
it.

A further drawback of prior systems is that they
cannot selectiﬁely protect data or protect data to
different degrees. That is, they provide no controlled
access to the data.

138



WO 97/25798 PCT/US97/00008

10

15

20

25

30

The degree of protection of data is typically made
by the data owners and/or distributors based on their
security analysis. It is common to perform security
analysis in terms of risks, threats {(threat can be
characterized as the intensity of attack on the data),
vulnerabilities, and countermeasures. An owner'’s
estimate of the probability that a particular threat
will materialize is crucial to selecting appropriate
rules to protect property rights. _

The prior art generally provided owners with no
control over degrees of protection.

It is desirable to have a system of distributing
data (intellectual property) that prevents copying,
restricts re-distribution of the data and provides
controlled access to the data.

SUMMARY OF THE INVENTION

This invention solves the above and other problems
by controlling access to and use and distribution of
data.

For example, when the data are in the form of
textual and graphical information, this invention can
control how much of the information is displayed and in
what form; or, when the data represents a computer
software program, this invention can control how much
of the software’s functionality is available.
Classified data are similarly controlled.

In addition, this invention controls secondary
distribution and creation of derivative works. Prior
art systems rely on software for security. Without the
tamper detection/reset mechanism of this invention,
software can be modified or data can be intercepted
rendering useless any attempts at control.
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Degrees of protection utilized in the computer
system hardware (for example, tamperproof and
tamper-detect features) and the cryptographic tools
will depend on the nature of the data to be protected
as well as the user environment.

In one preferred embodiment, this invention is a
method of controlling access to data by protecting
portions of the data; determining rules concerning
access rights to the data; preventing access to the
protected portions of the data other than in a non-
useable form; and permitting a user access to the data
only in accordance with the rules as enforced by a
tamper detecting mechanism.

In another preferred embodiment, this-invention is
a device for controlling access to digital data, the
digital data comprising protected data portions and
rules concerning access rights to the digital data.

The device includes storage means for storing the
rules; and means for accessing the protected data
portions only in accordance with the rules, whereby
user access to the.protected data portions is permitted
only if the rules indicate that the user is allowed to
access the portions of the data.

In another aspect, this invention is a method of
distributing digital data for subsequent controlled use
of the data by a user. The method includes protecting
portions of the digital data; preventing access to the
protected portions of the data other than in a non-
useable form; determining rules concerning access
rights to the data; protecting the rules; and providing
the protected portions of the digital data and the
protected rules. The user is provided controlled
access to the data only in accordance with the rules as

enforced by a tamper detecting access mechanism.
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In another aspect, this invention is a storage
device, readable by a machine, tangibly embodying a
package of digital data comprising protected portions
of-digital data; and rules éoncerning access rights to
the digital data, whereby a user is provided controlled
access to the digital data only in accordance with the
rules as enforced by a tamper detecting access
mechanism.

The data represent computer software, text,
graphics, audio, and video, alone or in combinations.

The protecting is done by encrypting the portions
of the data, and access is prevented to the encrypted
portions of the data other than in encrypted form.

In some embodiments the rules are provided with
the data, whereas in others the rules are provided
separately. The rules can specify various access
rights and controls, including rights of further
distribution of the data.

In preferred embodiments, data are destroyed when
tampering is detected.

The device containing the mechanism of the present
invention can be a stand-alone device such as a
facsimile machine, a television, a VCR, a laser
printer, a telephone, a laser disk player, a computer
system or the like.

As noted above, the rules, policies and
protections of data are typically made by the data
owners and/or distributors based on their security
analysis of various threats. The various threats
listed above are dealt with by countermeasures in the
present invention.

Protection of the output signal is accomplished
with encryption of a digital signal (as is done in the
present invention) and scrambling of an analog signal.
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This solution requires installing decryption or
unscrambling capability in the output device, TV or
monitor, along with appropriate tamper-detection
capability. Encryption or scrambling might be effected
using a public key associated with the output device
(although, to prevent so-called "spoofing," obtained
from a certification authority and not from the output
device). Alternatively, the output might be encrypted
or scrambled using a private key only available to the
designated output device (again ensured via some
certification mechanism). The output signal is
decrypted or unscrambled by the output device using its
private key and is not available in plaintext form
outside of the device's protected enclosure.

The output signal is protected by making it
unavailable outside the access mechanism. A sealed-
unit computer with tamper detection provides the
necessary protection. Examples of the acceptability of
such packaging include lap-top computers and the
original Macintosh computer, as well as integrated
televisions, VCRs and video or audio laser disk
players.

Various threats are dealt with as follows:

Selection of a secure coprocessor is indicated to
implement protection against unauthorized use when an
operating system (OS) is determined to be
untrustworthy--that is, when the OS cannot provide
adequate resistance to the anticipated threat. When
the 0OS is untrustworthy, any measures implemented in
the 08, or protected by it, can be circumvented through
the OS or by-passing it.

The protection provided by a coprocessor could be
circumvented by tampering. The coprocessoxr is
protected by tamper detection that causes the rules,
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cryptographic data, and decrypted protected data to be
destroyed. Both passive and active means are used to
effect such destruction. Semiconductor memory is
volatile and does not retain data when power is
removed. A long-life battery provides energy
sufficient to allow rewriting (zeroizing) nonvolatile
memory containing, for example, the private key.
Without the private key the system will be unable to
decrypt any protected data and it must be returned to
an authorized service facility for re-installation of a
private key.

Access may be controlled if the information leaves
the coprocessor only for output purposes. Deciphered
information is retained in memory on the coprocessor,
not in main memory. Program execution occurs in the
coprocessor (e.g, operating in the same manner as did
so-called "accelerator" coprocessors that allowed a
user to install an 80286 processor in an 80186 system,
allowing the user to shift all functions to or from the
faster coprocessor using a software command). Where
information must leave the coprocessor, for example, to
be sent to an output device, it may, depending on the
associated rules, be encrypted. To receive and process
encrypted data, the output device must have an access
mechanism as well as public and private keys and tamper
detect capability. Because some output peripheral
devices do not have the capability of retransmission,
the device may be a subset of the full access mechanism
associated with a processor or computer system.
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BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and advantages of the
invention will be apparent upon consideration of the
following detailed description, taken in conjunction
with the accompanying drawings, in which the reference
characters refer to like parts throughout and in which:

FIGURE 1 is a schematic block diagram of an
embodiment of a digital data access and distribution
system according to the present invention;

FIGURES 2 and 3 show logical data sﬁructures used
by the system depicted in FIGURE 1;

FIGURE 4 is a flow chart of the authoring
mechanism of the embodiment of the present invention
depicted in FIGURE 1;

FIGURE 5 is a schematic block diagram of another
embodiment of a digital data access and distribution
system according to the present invention;

FIGURE 6 is a logical data structure used by the
embodiment depicted in FIGURE 5;

FIGURE 7 is a flow chart of the authoring
mechanism of the embodiment of the present invention
depicted in FIGURE 5;

FIGURES 8 and 9 show schematic block diagrams of
embodiments of the access mechanism according to the
present invention;

FIGURES 10(a)-13 are flow charts of the data
access using the access mechanisms shown in FIGURES 8,
9 and 15;

FIGURE 14 shows an embodiment of the invention
which uses an external user status determination
mechanism;

FIGURE 15 is a schematic block diagram of an
embodiment of a distribution system for derivative

works according to the present invention;
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FIGURE 16 is a flow chart of data access using the
access mechanism shown in FIGURE 15;

FIGURES 17(a) and 17(b) show packetized data
according to the logical data structures shown in
FIGURES 2 and 6;

FIGURES 18(a)-23(b) show various examples of data
and their packaging according to the present invention;
and

FIGURE 24 shows various implementation levels of a
typical computer system employing an access mechanism
according to the present invention.

DETAILED DESCRIPTION OF THE PRESENTLY PREFERRED
EXEMPLARY EMBODIMENTS

A schematic block diagram of a presently preferred
exemplary embodiment of a digital data access and
distribution system 100 according to the present
invention is depicted in FIGURE 1. System 100 includes
two main components: a data distributor 102 and a user
104. The data distributor 102 takes data 106 and
produces packaged data 108 which are provided to the
user 104 via communication channel 105, perhaps in
return for some form of payment 110.

Corresponding to each of the distributor 102 and
the user 104 are the system’s authoring mechanism 112
and access mechanism 114, respectively. The authoring
mechanism 112 of the distributor 102 takes the data 106
to be packaged and produces packaged data 108 which is
provided to user 104 by a distribution mechanism 118.
The packaged data 108 may include access rules 116 in
encrypted form encoded therewith, or the access rules
116 may be provided to the user 104 separately (as
shown in the embodiment of FIGURE 5).
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The access mechanism 114 of the user 104 takes the
packaged data 108, either including an encrypted
version of the access rules 116 or having the access
rules provided separately, and enables the user to
access the data in various controlled ways, depending
on the access rules.

Data 106 provided to or generated by the
distributor 102 can be any combination of binary data
representing, for example, computer software, text,
graphics, audio, video and the like, alone or in
combinations. As described below (with respect to the
embodiment shown in FIGURE 15), in some embodiments
data 106 can also include other packaged data produced
by an authoring mechanism according to this invention.

The difference between the embodiments of the
distributors 102 and 190, shown in FIGURES 1 and 15,
respectively, is that the distributor 102 (FIGURE 1)
does not include an access mechanism 114. Accordingly,
distributor 102 deals only with newly created data
(that is, with non-derivative data). The embodiment
shown in FIGURE 15 (discussed below) includes the
functionality of the embodiment shown in FIGURE 1, and
can also deal with input of protected data (previously
packaged by a distributor). The embodiment of.
distributor 102 shown in FIGURE 1 can be implemented
purely in software (depending on the trust level of the
employees of the publisher), whereas the embodiment of
distributor 190 shown in FIGURE 15 requires some
hardware implementation.

Data 106 can also be provided to the distributor
in non-digital form and converted to digital form by
the distributor in a known and suitable fashion. The

content of the data 106 can include, for example, news,
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or in combinations.

Note, as used herein, computer software refers to
any software program used to control any computer
processor. This includes, but is in no way limited to,
processors in stand-alone computers; processors in
video and audio devices such as televisions, video
recorders and the like; processors in output devices
such as printers, displays, facsimile machines and the
like; and processors in appliances, automobiles,
telephones and the like. ‘

The data 106 are typically intellectual property
subject to control. In some cases, distributor 102 may
receive some form of payment 110 from the user 104 for
accessing the data. ' This payment, or some part
thereof, may then be provided directly to the actual
owner (not shown) of the data 106. Further, the
payment or part thereof may be made before, during or
after use of the data.

As noted above, the packaged data 108 may include
an encrypted version of the access rules 116, or these
rules may be provided to the user separately. The
logical data structure for the packaged data 108 is
shown in FIGURE 2 and includes an encrypted body part
120, an unencrypted body part 122, encrypted rules 124
(if provided with the packaged data), and encrypted
ancillary information 126. Encrypted rules 124 are an
encrypted version of access rules 116.

The actual format and layout of the data is
dependent on the type of data, their intended use, the
manner in which they are to be accessed and the
granularity of control to be exercised on the data. An
encyclopedia, for example, would likely be organized
differently from a movie or a musical selection. Since
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the data can be any combination of binary data,
different parts of the packaged data 108 may be
structured differently, as appropriate. Accordingly,
encrypted body part 120 is potentially made up of
encrypted body elements, and similarly, unencrypted
body part 122 is potentially made up of unencrypted
body elements.

It is, however, envisaged that in presently
preferred embodiments the data will be structured such
that some data parts or elements have header
information which enables the data to be traversed or
navigated according to whatever rules are to be applied
and in a manner appropriate for those data.

an example of the structure of rules 116 is shown
in FIGURE 3, wherein the rules include various forms of
validity checking and identification information such
as version number 127, authentication data 128, license
number 130, intellectual property identifier 132, first
and last valid generations of the product 134, 136.

The rules 116 further include an encrypted data key 138
as well as the actual rules 140, 142, 144-146 to be
applied when access is made to the data by a user. The
actual rules include, but are not limited to, standard,
extended and custom permissions 140, 142, 144-146, and
co-requisite rules (permission lists) of source data
145.

The function of each field in the rules shown in
FIGURE 3 is given in TABLE I, below.

TABLE I

Field ~ Function

Version number 127 Defines internal
configuration template

Authentication (hash) 128 | Validates integrity of
this data file.
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Field Function
License number of these Used by publisher to
rules 130. identify owner.
Intellectual property Identifies the
identifier 132. intellectual property
product.
5 First valid generation of Defines extent of
the product 134. validity of the license.
Last valid generation of Defines extent of
the product 136. validity of the license.
Encrypted data key 138. Key to access the data.
10 Standard permissions 140. List of basic access
permissions for data.
Extended permissions 142. List of extended access
permissions for data.
Custom permissions 144. Executable code modules.
Co-requisite rules Indicates which source
(permissions) for source data rules are needed.
15 data 145.
Token/biometrics 146 Indicates the physical

tokens and/or biometric
characteristics (if any)
required for
identification of each
authorized user.

System IDs/Public keys Other systems to which
147 these rules may be
redistributed.
20 A complete introduction and references to further

reading concerning cryptography and cryptographic
techniques and mechanisms are found in Abrams, M. D.
and Podell, H. J., "Cryptography," Security-An
Integrated Collection of Essays, Abrams, M. D. et al,

25 eds. IEEE Computer Society Press, 1995, which is hereby
incorporated herein by reference.
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The Authoring Mechanism

As shown in FIGURE 1, the authoring mechanism 112
of the distributor 102 takes data 106 and produces
packaged data 108 for distribution. The process of
producing the packaged data which includes rules 116 is
described with reference to FIGURES 1-4.

The authoring mechanism 112 incorporates existing
source data 106 into a packaged format for
dissemination. As noted above, data 106 can include
but are not limited to combinations of computer
software, text, graphics, audio, video and the like.
The data 106 may be provided to the authoring mechanism
112 in various proprietary data formats used in vendor
software packages as well as having lower level formats
for graphics, tables, charts, spreadsheets, text, still
and motion pictures, audio and the like.

Using the authoring mechanism 112, those elements
of the data 106 that are to be encrypted are selected,
as are the cryptographic algorithms and protocols to be
employed, the payment procedures for the use of the
data, and other decisions governing how the user 104
will be permitted to use the data. These decisions are
used in constructing the permission lists to be
included in the rules 116. Different classes of users
can be defined, based, for example, on age, fee paid,
qualifications and the like. '

The presently preferred embodiment employs
asymmetric encryption algorithms in the authoring and
access mechanisms. The keys for these algorithms are
protected within the system and are never exposed. The
data-encrypting key, K,, is the same for all copies of
the data. K, is selected by the distributor 102 and
may be different for each product (that is, for each
packaged data 108). The symmetric encryption algorithm

- 16 -
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used for encrypting the data is associated with K, and
may also be selected by the distributor. K, is
encrypted using a rule-encrypting key K;. When the
rules are distributed with the product (packaged data
108), K; is the same for all products and all
embodiments of the system. When the rules are
distributed separately from the product, K, can be
unique for each version of the system. The rule-
encrypting key K; is known only to (and protected
within) each receiving computer of each user.

With reference to FIGURE 4 which shows a flow
chart of a version of the authoring mechanism of the
present invention in which the rules are distributed
with the packaged data 108, the distributor 102 (acting
as a representative of the owner of the data 106)
selects a data-encrypting algorithm (DEA) (step S400)
and data-encrypting key K, (step S402), and encrypts
the data-encrypting key K, using K; (step S404). The
encrypted data-encrypting key K, is then stored in the
encrypted ancillary information 126 of the packaged
data 108 (in step S406).

The algorithm selection (in step S400) is based on
an assessment of risk, the degree of protection desired
as well as other factors such as speed, reliability,
exportability and the like. As used herein, risk
refers to the expected loss due to, or impact of,
anticipated threats in light of system vulnerabilities
and strength or determination of relevant threat
agents. Alternatively, risk can refer to the
probability that a particular threat will exploit a
particular vulnerability of the system. An analysis of
risk, threats and wvulnerability is provided below.
Examples of possible data-encryption algorithms
include, but are not limited to, DES, RSA, PGP and
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SKIPJACK. The system may use a preferred encryption
algorithm and may also provide a mechanism for using
algorithms provided with the data 106 by the owner of
the data. -

The data-encrypting key K, may be generated in a
typical manner, suitable for the selected data-
encrypting algorithm. For data having lower value to
its owner, or having lower risk of loss, all
distributions may rely on a single data-encrypting key
(or perhaps a small number of data-encrypting keys).
Another encryption method, uses a unique data-
encrypting key for each item of data to be distributed.

Having selected a data-encrypting algorithm and
key, K,, (5400-8402) and having encrypted and stored
the key (S404-S406), the distributor 102 proceeds to
process the various elements of the data 106. The data
are processed at a granularity dependent on the type of
restrictions needed on their use and on the form of the
data themselves, that is, the form in which the data
have been provided. The distributor obtains (step
S407) and examines each part or element of the data (at
the desired granularity) and determines whether or not
the element being processed (the current element being
examined) is in the body of the data (step S408) (as
opposed to being rules or ancillary information). If
the current element being examined is determined to be
in the body of the data, the distributor then decides
whether or not the current data element is to be
protected (step 8410), that is, whether or not access
to that element of the data is to be controlled and the
data element is to be encrypted.

If the current data element is not to be
protected, it is stored (step S412) in the unencrypted
body part 122 of the packaged data 108. Otherwise, if
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the current data element is to be protected, it is
encrypted using the data-encrypting key K, (step S414)
and then the encrypted current data element is stored
in the encrypted body part 120 of the packaged data 108
(step 85416), after which the next element is processed
(starting at step S407).

For example, if the data 106 are a textual
article, the abstract of the article might not be
protected (encrypted) while the rest of the article
would be.

If the current data element is determined not to
be in the body of the data (step S408), the distributor
then determines if the current data element is access
rules provided by the data owner (step S418). If so,
the rules are protected by encrypting them using the
rule-encrypting key K; (step S420) and the encrypted
rules are then stored in the encrypted rules part 124
of the packaged data 108 (step S422).

If the current data element (being processed) is
not access rules, the distributor determines whether or
not it is ancillary information (step S424). This
information includes such things as the identification
of the publisher and the like. 1If the current data
element is determined to be ancillary information, the
ancillary information is protected by encrypting it
using the data-encrypting key K, (step S426) and then
the encrypted ancillary information is stored in the
encrypted ancillary information part 126 of the
packaged data 108 (step S428).

If the data are rules or ancillary information to
be encrypted, then, after appropriate processing, the
next data element is processed (step 5407).

If the current data element is not a body part,
access rules or ancillary information, some form of
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error is assumed to have occurred and is processed
(step S$430). After the error has been processed, the
mechanism can continue processing the next data element
(step S407) or terminate, dépending on the
implementation.

The operation of the system 101 shown in FIGURE 5
differs from system 100 of FIGURE 1 in that the rules
116 are distributed to users 104 separately from the
packaged data 108. This is achieved with an authoring
mechanism 148 which takes as input data 106 and rules
116 and produces, separately, packaged data 150 and
packaged rules 152. The packaged data 150 without the
rules has the form shown in FIGURE 6, which is
essentially the same as the structure shown in
FIGURE 2, but without the encrypted rules 124.

Note that an hybrid system, wherein some rules are
packaged with the data and other rules are packaged
separately is foreseen, using a combination of the
mechanisms shown in FIGURES 1 and 5. In such a system, .
an operator selects which mode of operation to employ.

FIGURE 7 shows a flow chart of a version of the
authoring mechanism 148 of the present invention in
which the rules 116 are distributed by distributor 102
separately from the packaged data 150. Rules 116 and
data 106 can be presented to the authoring mechanism
148 in any order, or in an interleaved fashion. 1In
fact, the rules 116 need not all be provided together.
The distributor 102 first selects a data-encrypting
algorithm and a data encrypting key, K; (step S700) .
Then the authoring mechanism 148 processes the data
element-by-element (starting at step 8702). As in the
case of the mechanism shown in FIGURE 4, a data element
is assumed to be one of either a body part, ancillary
information or access rules.
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First it is determined whether or not the current
data element is a body part (step 8716). If it is
determined (in step S8716) that the current data element
is a body element, then it must be determined (in step
S§718) whether or not the data are to be protected. As
in the case when the rules are distributed with the
packaged data 108, the decision as to whether or not to
protect a specific data element depends on the owner of
the data and the distribution policies as implemented
in the rules.

If the data are to be protected (step 8718), the
data in the current data element are encrypted using
data-encrypting key K, (step 8720) and then the
encrypted data are stored in the packaged data 150 in
the encrypted body part section 120 (step §722). On
the other hand, if the data in the current data element
are not to be protected, the data are stored in the
unencrypted body part section 122 of the packaged data
150 (in step 8724). 1In either case, after the data
element is stored (steps 8722 or S8724), the next data
element is processed (starting at step 8702).

If the current data element is determined not to
be a body element (step S8716), then the mechanism
checks to determine whether or not the current data
element is ancillary information (step 8726). If the
current data element is determined to be ancillary
information, it is protected by encrypting it using
data-encrypting key K, (step 8728) and then the
encrypted current data element is stored in the
packaged data 150 in the encrypted ancillary
information section 126 (in step S730). Then the next
data element is processed, starting at step S702.

If the current data element is neither a body
element (step S8716) nor ancillary information (step
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§726), then the it is determined whether or not the
current data element is access rules (step 8§732). If
so, the rules are to be distributed separately from the
packaged data 150, and are processed accordingly as
follows:

If this is the first time the access mechanism is
processing rules for this data set then a rule-
encrypting key Ky must be determined. Accordingly, it
is determined whether these are the first rules being
processed for this data set (step 8734). If so, obtain
and validate the serial number, SN, of the system
(steps 8736 and S8738). Then calculate the rule-
encrypting key K; as a function of the validated serial
number (K, = f(SN), for some appropriate function f
(step S740). Function f may, for example, be an
inquiry to a certification database or certification
authority to obtain the public key so as to ensure that
the serial number is authentic. Having determined the
rule-encrypting key (step S740), encrypt the data key
K, with the calculated rule-encrypting key Ky (step
S742) and store the keys (step S744). Next, encrypt
the rules using the rule-encrypting key K; (step S5746).
The encrypted rules and the encrypted data key K, are
stored as packaged rules 152 for subsequent
distribution. The rule-encrypting key Kz may be stored
or recalculated from the serial number whenever needed.

If it is determined (in step S734) that this is
not the first rules being processed for this data set,
then the rule-encrypting key K; has already been
calculated (step S740) and stored (step s744). In that
case, the rules in the current data element are

encrypted using the rule-encrypting key K; (step S742).
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Once the rules in the current data element are
processed, processing continues with the next data
element (step 8702). _

If the authoring mechanism 148 determines that the
current data element is not a body part (step S716),
ancillary information (step S726) or rules (step S732),
then some form of error has occurred and is processed
(step 8748) . After an error has occurred, the
mechanism 148 can either cease processing (step S750)
or, in some embodiments, continue processing further
data elements (step S702).

The data 106 provided to the distributor 102 and
the packaged data 108 (or 150 and packaged rules 152,
if provided separately) provided to the user 104, may
be provided and distributed in various ways, including
but not limited to, via digital communications networks
(for example, the Internet or the projected National
Information Infrastructure (NII)), magnetic media (for
example, tape or disk), CD-ROM, semiconductor memory
modules (for example, flash memory, PCMCIA RAM cards),
and wireless (for example, broadcast). The packaged
data 108 may be provided to a user as a single packaged
entity or as a continuous stream of data. For example,
a user may obtain a CD-ROM having a movie stored as
packaged data thereon or the user may obtain the movie
as a continuous stream of broadcast data for one-time
viewing.

Information (such as the packaged data 108 from
the distributor 102 to the user 104) can be transmitted
openly, that is, using mechanisms and media that are
subject to access and copying. In other words,

communication channel 105 may be insecure.
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The Access Mechanism

The access mechanism 114 allows a user 104 to
access the data in packaged data 108 (or 150) according
to the rules provided with (or separately from, as
packaged rules 152) the packaged data and prevents the
user or anyone else from accessing the data other than
as allowed by the rules. However, having granted a
user controlled access to data (according to the
rules), it is necessary to prevent the user or others
from gaining unauthorized access to the data. It is
further necessary to prevent the data from being
further distributed without authorization.

The access mechanism 114 used by the user 104 to
access data is described with reference to FIGURE 8 and
includes a processing unit 154, read-only memory (ROM)
156, volatile memory (RAM) 158, I/O controller 165 and
gsome form of energy source 166 such as, for example, a
battery. Access mechanism 114 may also include
electrically-alterable non-volatile memory 160, a hard
disk 162, a display 164, and special purpose components
such as encryption hardware 168.

The access mechanism 114 is also connected via
insecure channels 174 and 176 and I/O controller 165 to
various controlled display or output devices such as
controlled printer 178 and controlled display monitor
180. (Interaction with these controlled devices is
described in detail below.)

Various other devices or mechanisms can be
connected to I/O controller 165, for example, display
155, printer 157, network connection device 159, floppy
disk 161 and modem 163. These devices will only
receive plaintext from the I/O controller 165, and then
only such as is allowed by the rules. The network
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connection device 159 can receive either plaintext or
encrypted text for further distribution.

All components of the access mechanism 114 are
packaged in such a way as to exclude any unknown access
by a user and to discover any such attempt at user
access to the components or their contents. That is,
the access mechanism 114 is packaged in a tamper-
detectable manner, and, once tampering is detected, the
access mechanism is disabled. The line 167 depicted in
FIGURE 8 defines a so-called security boundary for the
components of the access mechanism 114. Any components
required for tamper detection (tamper detect mechénism
169) are alsc included as part of the access mechanism
114. Tamper detect mechanism 169 is connected in some
appropriate manner to processing unit 154, energy
source 166, and non-volatile memory 160.

This invention employs a combination of physical
self-protection measures coupled with means for
detecting that the self-protection has been
circumvented or that an attempt to circumvent the
self-protection measures is being or has been made.
When such intrusion is detected, passive or active
mechanisms can be employed to destroy data. For
example, the following can occur (not necessarily in
the order stated, and usually in parallel): the access
mechanism 114 is made inoperative, all cryptographic
keys within the mechanism, the private key and any
other keys and data are destroyed (zeroized), and power
may be applied to clear non-volatile memory 160 and
then is removed, resulting in loss of all data stored
in volatile memory 158 so as to deny access to
decryption keys as well as to any cleartext in those
memories. As noted above, several operations can be

accommodated or performed simultaneously when tampering
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is detected. This can be done by hardware circuits.
Based on risk assessment and the availability of
particular technology, other implementations may be
selected.

Tamper detection allows the access mechanism 114
to ensure that all internal data (both the system’s
data and any user data) are destroyed before any
tamperer can obtain them.

One way to deny access to the data within access
mechanism 114 is to package all of the components
within a physical case which defines the area which is
excluded from user access. As an example, a typical
portable lap-top computer meets the requirement of
having all components within the same physical package
or case. Detection that the case has been opened is
straightforward and well known.

As an alternative embodiment of the access
mechanism 114, the components of the access mechanism
114 can be used as a co-processor of another processor
or computer. In this case, as shown in FIGURE 9, the
access mechanism 114 communicates with the other
computer 170 via a communications channel 172. The co-
processor can be implemented as a circuit board and is
designed to be plugged into the bus 172 on the main
board (that is, the mother board or planar board) of
the other computer 170. 1In that case, the computer 170
will operate normally unless it needs to access
controlled data, at which time it will pass control to
the access mechanism 114.

The degrees of protection used in the access
mechanism (for example, tamper-detect features) and the
cryptographic tools employed will depend on the nature
of the data to be protected as well as the user

environment.
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Several techniques for physically secure
coprocessor packaging are described by Yee (Yee, B.,
Using Secure Coprocessors, Carnegie Mellon University,
School of Computer Science, CMU-CS-94-149, 1994 (also
available Defense Technical Information Center as
AD-A281 255)). 1In Yee, physical protection is
described as a tamper-detecting enclosure. The only
authorized way through the enclosure is through a
coprocessor-controlled interface. Attempts to violate
physical protection in order to gain access to the
components of the coprocessor module will be detected
and appropriate action taken. For example, detection
of attack results in erasure of non-volatile memory
before attackers can penetrate far enough to disable
the sensors or read memory contents.

Any known form of tamper protection and detection
can be used, as long as it functions to destroy the
data as required.

Any data which are to be sent out of the security
boundary 167 are under the control of the access
mechanism 114. All I/O requests and interrupts are
handled by the access mechanism 114.

All communication between the components of the
access mechanism 114 and the enclosed hard disk 162 is
encrypted. Therefore, if the hard disk is removed from
the mechanism, any data stored thereon will be
inaccessible without the appropriate keys. The
encryption of the data stored on the hard disk can use
cryptographic keys generated within the access
mechanism and which are never known outside of the
mechanism. In this way, when tampering is detected,
the cryptographic keys will be lost.

In general, within the system, the data are

encrypted on any non-volatile storage devices so that
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they remain unavailable in the case of tampering.
Unencrypted data are only present within the access
mechanism 114 inside the security boundary 167 in
components where the data can be destroyed when
tampering with the access mechanism 114 is detected.

With reference to FIGURES B and 9, the access
mechanism 114 is also connected via insecure channels
174 and 176 and bus 177 to various controlled or
uncontrolled display or output devices such as
described above. This allows the system to communicate
with uncontrolled devices (so-called standard devices)
as well as networks, within the context of the
rules/permission list. (Interaction with these
controlled devices is described in detail below.) All
communications on the insecure channels 174 and 176 and
on bus 177 is encrypted by the access mechanism 114
(and by the authoring mechanism 112), and the
controlled output devices 178 and 180 must have
suitable processing capabilities within them (including
an access mechanism 114) to decrypt and process data
which they receive. The display or output devices used
will depend on the application and the type of data,
and include, but are not limited to, printers, video
display monitors, audio output devices, and the like.

The embodiment shown in FIGURE 9 can also include
other standard devices (connected to bus 177) such as,
for example, standard printer 181, floppy disk 185,
modem 187 and the like.

The Accessing Operation
When a user 104 obtains packaged data 108 (or 150)

from a distributor 102, the user can then access the
data according to the rules provided therewith or
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provided separately. Data access is supported by the
access mechanism 114 and is described with reference to
FIGURES 8, 9 and 10(a), where FIGURE 10(a) is a flow
chart of the data access using the access mechanisms
shown in FIGURES 8 and 9.

Note initially that, depending on the type of data
to be accessed and viewed, as well as the rules, the
viewing process may or may not be interactive. For
example, if a user is accessing a textual document, the
user may choose to access only selected portions of
that document, the choice being made by viewing an
index of the document. On the other hand, if a user is
accessing a movie, the viewing may be continuous (if
the rules do not allow a user to re-watch portions of
the movie without additional payment). The access and
viewing process is described here for an interactive
case, since non-interactive access can be considered
access with a single ("start-viewing") interaction.

Note further that initiation of the access
mechanism activates monitoring for interrupts and
peolling by the access mechanism 114. A user may also
implicitly invoke the access mechanism by accessing an
object (data) protected by the system. This invocation
also activates monitoring for interrupts and polling.

The following discussion assumes, without loss of
generality, that the data are being accessed by an
application via an insecure operating system (0S) which
invokes the access mechanism 114. The intent is to
show the manner in which controlled access of the data
takes place. In some foreseen environments, the
operating system will be little more than a simple run-
time system or there will be only one program running
at all times. For example, in a video cassette
recorder and playback machine (VCR), a single control
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program may be running at all times to control the
VCR’s operations. In this case, this control program
is considered the application, and all access to
controlled data is initiated by the control program
which invokes the access mechanism 114.

To initiate an input access to a data element, a
user must request the operating system to read such
data into memory from an I/O device. Initiating I/O
gives control to the access mechanism 114.

For input access to an input data eiement, the
access mechanism 114 first determines whether the
dataset containing the data element is already open
(step S1000). If the dataset is not already open, it
is opened (step S1001). Once opened, it is determined
whether or not the dataset is protected (step S1002).
Note that the data being accessed may or may not be
part of packaged data. 1In some embodiments the access
mechanism 114 can maintain a record of which open
datasets are protected.

If it is determined that the dataset is not
protected (step S1002), then control returns to the
invoking process (step S1006). On the other hand, if
the dataset is protected (step S1002) then it is
determined whether or not the rules for this dataset
are useable (present, available and valid) (step
§1004) . (The process of determining whether the rules
are useable, that is, step S1004 is described below
with reference to FIGURE 11.)

1f the rules are determined to be useable (step
S1004) then it is determined whether the data element
being accessed is different from the most recently
accessed data element (step S1008). If so, the data
element is opened (step S81010) (otherwise the data

element is already opened and available).
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Next it is determined whether or not the data
element is protected (step S1012). If the data element
is not protected then control returns to the invoking
process (step S1006). Otherwise, it is determined
whether or not access is permitted (according to the
rules) (step S1014). 1If no access to the data element
is permitted then an access denial operation is
performed (step S1016). For example, depending on the
rules, the access mechanism 114 could either return to
the invoking process (for example, the operating
system) or abort or perform some other operation.
Following the access denial operation (step S1016),
control returns to the invoking process (step S1006) .

If access to the data element is permitted (step
S1014), then the data element is made available,
consistent with the rules, (step S1018) and control
returns to the invoking process (step S1006).

If, in step S1004, it is determined that the rules
are not useable, then an access denial operation is
performed (step 81016), following which control returns
to the invoking process (step S1006).

In some embodiments and/or uses of the system, the
system obtains and sets up for enforcement all of the
rules in the encrypted rules 124 prior to any data
access or selection. In other embodiments and/or uses,
rules are set up or interrogated for enforcement as
needed. Depending on the type of the data and the
intended application, a minimal set of global rules
(governing any or all access to the data) is typically
set up prior to any data access. Accordingly, the
enforcement of some of the rules is set up when the
package is obtained, prior to any user access.

In some embodiments some of the required rules may
not actually be provided, but are indicated by
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reference. In those cases, the referenced rules must
be obtained when needed before data processing can
continue. _
Once the appropriate rules, if any, are set up
5 (stored within the access mechanism 114), and the
access mechanism is ready to enforce them, then,
according to the rules, the user can access an element
of the data.
The operating system is notified of the
10 termination (normal or otherwise) of each program so
that it may close any files opened by the program.
Because it is possible that multiple programs may be
executing at the same time, the system will remain in a
protected state (if any protected data has been
15 accessed) until all active programs conclude their
execution. At that time all protected data in
addressable memory are destroyed, and all
rules/permission lists of files that have been created
are updated, all files are closed and system status
20 flags are reset.
Whenever a user wishes to access protected data,
the access mechanism 114 may determine that the rules

are not yet available for determination of whether or

not to allow that access. Three possibilities exist
25 regarding the presence of the rules.
1. The rules are packaged with the data.
2. The rules are not packaged with the data but
are already present in the access mechanism
114 (that is, in memory). This situation
30 occurs if, for example, the user loaded a

disk containing the rules and then the access
mechanism 114, upon receiving the interrupt
announcing the disk’s presence, read the

first record, recognized it as rules and
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decrypted them, storing them for later use.
(Reading a disk’s contents in advance of any
actual use is presently done, for example, by
some virus checking programs.) If the
implementor chose not to respond to
interrupts when a device is loaded, then,
when rules are required, the access mechanism
114 checks all "ready" devices and inputs
those rules that are present. This covers
the case where the rules are present on the
hard disk. _

3. The rules are not present. That is, the
rules are not packaged with the data and do
not reside on any device attached to the
system. In this case, the access mechanism
114 notifies the user that the rules are
required. The user responds by either:

(a) indicating that the rules are not
available (in which case the access
mechanism 114 denies permission to the
program) ; or

(b) loading the rules (in which case the
access mechanism 114 confirms their
identity and continues). If the access
mechanism is unable to confirm their
identity, it can reissue a request for
the rules.

With reference to FIGURE 11, first the access
mechanism 114 checks to determine whether or not the
rules are already determined useable (step S1100). If
so, the process returns a "success" indication to the
invoking process (step S1102).

If the rules have not already been determined to
be useable (step $1100), then the rules are located.
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First it is determined whether or not the rules are
packaged with the data (step 81104). If so, the rules
are made available (by decrypting them, if needed)
(step $1106). If the rules are successfully made
available (for example, decryption succeeds) (step
S1108), then the rules are checked for integrity (step
81110). If the rules pass an integrity check, then a
"success" indication is returned to the invoking
process (step S1112), otherwise a "fail" indication is
returned (step S1127).

If the rules are not packaged with the data (step
S1104), then the access mechanism 114, determines
whether the rules are on a device attached to the
access mechanism 114 (steps S1116-81118). If the rules
are not found on any device, then the user is asked to
provide the rules (step S1114). At that time the user
can abort the process (step 81120), in which case a
nfail" indication is returned to the invoking process
(step 81127). If the user chooses not to abort but to
provide rules, those rules are read (step S1122) and,
if they are a correct set of rules (step S1124), made
available (step S1106). If the rules are not a correct
set of rules (step S1124), then the user is informed
(step S1126) and is prompted again for the rules (step
S1114) .

Regardless of whether or not the rules are
provided with the packaged data, once the rules have
been decrypted they are stored in the access mechanism
114.

The process of executing an application to access
the data according to the stored rules is described
with reference to the flow chart shown in FIGURE 12.
For each data access operation to be performed by the
application, first the operation is identified (step
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81200) and the rules are checked (step S1202) to
determine whether that operation is permitted (step
$1204) . ‘

If it is determined (step S1204) that the
operation is not permitted by the rules, a "failure"
return-code is set (step $1206) and control is returned
to the caller (operating system) (step S1208). On the
other hand, if the operation is permitted (step S1204)
then, if payment is determined to be acceptable (step
S1210), then processing continues. (Payﬁent is
discussed further below.) If payment is determined to
be unacceptable (step 8S1210), a "failure" return-code
is set and control returns to the invoking application
{steps 81206 and 1208).

If payment is determined to be acceptable (step
81210), then it is determined whether or not the rules
apply any restrictions on the data (step S1212) (for
example, whether or not the rules restrict the output
format or amount of the data in some way). If it is
determined that the rules restrict the data then the
restriction is enforced (step S$1214) and the I/0 is
performed based on the restriction (step S1216),
otherwise the I1/0 is performed without restriction
(step S1216) .

After performing 1/0 (step S1216), a "successful"
return code is set (step S$1218), and control returns to
the invoking application.

The Writing Operation
The process of writing-data is described here with

reference to FIGURE 10(b). When an application
attempts to write to a dataset, control is passed to
the access mechanism 114 which opens the dataset for

writing if it is not already open (steps S1020, S1022).
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Once opened, it is determined whether or not the
dataset is to be protected (step S81024). The dataset
(output file) would be protected if, for example, a
protected dataset has been opened since the last time
the access mechanism 114 cleared its memory or if the
user indicated that output is to be protected (as when
authoring a work).

Note that an output dataset may begin as
unprotected and be written as unprotected (that is, in
the form it would have on a machine which does not have
an access mechanism 114) and later additions to the
dataset may require protection and therefore be written
in the appropriate format. The transition between
unprotected/protected data in a dataset are discussed
below.

If the dataset is not to be protected (step
S1024), control returns to the invoking process which
writes the unprotected data (step S1026). On the other
hand, if the dataset is to be protected (step 51024,
then the rules are checked to determine whether or not
output access is permitted (step s1028). If output
access is not permitted, a denial operation is
performed (step S1030). For example, depending on the
rules, as part of this denial operation the access
mechanism 114 could destroy the output data allowing
randomized data to be written in their stead, could
abort the function, or could abort the job. If access
is permitted (step S1028), it is then determined
whether a new data element is about to be written or
whether new rules have been incorporated since the last
write (step 81032). If either is the case, the rules
are written (step S1034). After writing the rules
(step S1034), or if neither was the case (step S$1032),
the data are encrypted if the rules so require (step
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§1036), and control returns to the invoking process
(step 81026) where the (possibly encrypted) data are

written.

Compatibili Issues

A protected dataset (packaged data) read by a
system which does not employ an access mechanism 114
according to the present invention (or a dataset read
by a system in non-protected mode) will be treated as
data without any decryption taking place (by an access
mechanism). In such a system, protected data elements
will not be available to the user. This allows
datasets (packaged data) freely to be copied and
transmitted. Recipients will need to obtain any needed
permission lists (rules) prior to being able to read
the encrypted data in such datasets.

A non-protected (for example, legacy) dataset
(read using a system employing an access mechanism 114)
that is treated as a protected dataset would regquire
that rules be present before it would be accessed. The
probability of such a mis-identification may be made
vanishingly small, for example, by computing a hash
function of the data.

The user can be provided the opportunity to
indicate that the dataset should be treated as
unprotected. In order to do this, the access process
described above with reference to FIGURES 10(a) and 11
allows a user to override the decision made in step
S1002 as to whether or not the dataset is protected.
Note that if a user incorrectly indicates that a
protected dataset is unprotected, no access to the data
would be available other than in encrypted (unusable)

form.
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Tamper Detection

If and when tampering is detected, the access
mechanism 114 performs at least the following
operations illustrated in FIGURE 13. The cryptographic
variables (for example, keys) are destroyed (step
81305), all rules are destroyed (step 81302), all
cleartext (un-encrypted) information is destroyed (step
81300), all files are closed (step S1304), and the
device is otherwise deactivated (step S$1306). While
these operations are described sequentially, in
preferred embodiments they occur simultaneously or in
some concurrent or parallel order, as shown in
FIGURE 13. If some order must be imposed on these
operations, the first priority is to erase the
cryptographic variables (step S1305).

Operational Considerations

Certain operational procedures may also be
important to maintaining the protections and controls
inherent in the present invention. Specific
operational procedures may be employed to prevent
equipment being built that would operate with an access
mechanism according to the present invention and that
also contained methods for circumventing the
protections and controls in the access mechanism.

These operational procedures involve inspection,
analysis, testing, and perhaps other procedures
followed by certification of authorized access
mechanism implementations. The inspection might
include design analysis and -physical chip inspection.
Upon successful inspection, a cryptographically sealed
certificate is stored within the protection perimeter.
Note that this certificate is one of the data items
that is destroyed upon detection of tampering. The

- 38 -

172



WO 97/25798 PCT/US97/00008

10

15

20

25

30

certificate is issued by an authorized Certification
Authority (CA) and includes therein a decryption key
issued by that CA.. '

In some preferred embodiments, the rule-encrypting
key K is encrypted using the encryption key
corresponding to the decryption key included in the
certificate in each device. Then, in order to obtain
Kg within the device, the device must have the
decryption key which was stored in the certificate by
the CA.

Paymen

In our market economy, producers and distributors
of goods and services expect to be compensated.
Intellectual property producers and distributors are no
exception. The needs of commerce have been a primary
factor in the evolution of information technology
throughout history. Many of today’s information
infrastructure activities also deal with billing and
payment.

Existing payment mechanisms either assume that the
parties will at some time be in each other’s physical
presence or that there will be a sufficient delay in
the payment process for frauds, overdrafts, and other
undesirable conditions to be identified and corrected.
Many of these payment mechanisms have already begun to
adapt in response to the conduct of business over
networks. Entirely new forms of electronic payment are
evolving.

Some electronic payment systems operate in real
time by communicating through the Internet or direct
dial. Others employ a prepaid balance which is debited
against merchant credits, with periodic batch updating
and transmission.
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It is envisioned that embodiments of the present
invention will employ an appropriate payment mechanism
such as are well known in the art. Accordingly, the

actual payment mechanism is not specified.

Rules and Policies

The rules (provided together with or separately
from the packaged data) embody the data owner's control
policies with respect to a user’s access rights to the
data.

The present invention permits the owner of
intellectual property to realize a gain by selling or
licensing various levels of access rights to the
property and then ensuring that access beyond those
rights is not obtained. The present invention ensures
that only such qualities and quantities of access as
released by the owner (generally, in exchange for
payment) are allowed.

The rules are preferably embodied in a permission
list. An example of permissions in such a list is
shown in FIGURE 3, and was described above.

While the rules allowed are open ended, an example
set of rules (access control parameters) is given
below. Access control parameters may be combined to
provide varying sets of capabilities and to implement
the enforcement of various policies. Some parameters
are independent of any other parameters; some
parameters are mutually exclusive; and other parameters
must be used in combination to define fully the actions
to be allowed or disallowed.

No Restriction

This would be the status if no restrictions
were placed on the associated data. If this
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parameter is explicitly stated it overrides
any contradictory parameter that may also be
present. The data may be read, printed,
executed, modified>and copied.

No Modify

The associated data may not be edited or
changed.

No Copy

No

No

The data may not be copied and a derivative
work may not be made from the data.

Execute

The data may not be executed.

Print

The data may not be printed.

Print With Restriction of Type n

If the user prints after accessing the data,
a simulated watermark will be printed as
background or a header and/or footer will be
placed on each page. The numeral n specifies
the specific restriction to be applied, for
example, standard watermark (such as "do not

copy"), personal (watermark such as "printed
for name of user"), standard header/footer
(such as "Company Name Confidential"), or

personal header footer (such as "Printed for
name of user"). ‘

No Access

Any user access, including an attempt to
execute, will retrieve only encrypted data
(ciphertext). This is the default case when
there are no rules associated with data or
the rules are corrupted.
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No Child Access
Unless the user has been identified as an
adult (for example by use of a password or a
token) access will not be allowed for items
identified as "adult material."

Access Cost = (unit, price)
Each time a unit of data (for example, book,

volume, chapter, page, paragraph, word, map,

record, song, image, kilobyte, etc.) is
opened, a cost of price is incurred.
Print Cost = (unit, price)

Each time a unit (for example, page, file,

image, etc.) is printed, a cost of price is
incurred.
Copy/Transmit Cost = (unit, price)

Each time a unit (for example, volume, file,
record, page, kilobyte, image, etc.) is
output, a cost of price is incurred.

Execute only
The user may execute a program but may not
read, print, modify or copy it. This rule

protects against disclosure of an algorithm.

A permission list consists of rules governing the
qualities and quantities of access made available by
the owner to a particular user or group or class of
users, and defines those ways in which the user may
(and may not) interact with the owner’s
data/information. An encrypted permission list (for
example, encrypted rules 124 in FIGURE 2) is made
available by the owner to the user, generally in
exchange for fees (in the commercial domain) (for
example, payment 110 in FIGURE 1) . The system denies

the user direct access to manipulate the permission
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list, although in some cases it may allow the user to
view the permission list. (The permission list may
include rules governing access to the permission list
itself). Use of a permission list may be limited to a
particular computer system, a particular token (such as
a smart card), a user-supplied password, or any
combination of these or other items.

At the discretion of the intellectual property
(data) owner, a permission list may also be valid for
future releases of the data. This allows, for example,
a software owner to plan for future releases that
resolve problems discovered in an initial software
release. In this example, the user of a particular
version of a program, for instance, Version 6, might be
allowed to use a subsequent version of the program,
version 6.1, without further payment and without
needing to obtain a new permission list or license.

One who had not already licensed Program Version 6
would be required to purchase a new permission
list/license in order to use Program Version 6.1.

A permission list may authorize and permit the
user of intellectual property to create a derivative
product for which the original owner may or may not
have rights. 1In the case of a derivative product for
which the owner of the original intellectual property
has no rights, the owner of the derivative intellectual
property can unilaterally issue a permission list
governing use of that intellectual property.

Program execution occurs when a computer device
follows a series of steps, oOr instructions, expressed
in some symbology. The program may be linear, with one
step always following its predecessor without
variation, or the program may involve branching based

on comparison of variables related to internal or
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external events and status. In the field of computer
science a distinction is sometimes made according to
the time at which the instructions comprising the
program are translated into the computer’s machine
language in order to control the operation of the
computer. Accordingly, terms such as assembly,
compilation, and interpretation are used. This
distinction is not important with respect to the
present invention. The term execution is used herein

to refer to all forms of program execution.

Controlli Prima Digtri ion

As noted above, digital information is transmitted
openly. Accordingly, the data are typically
distributed in an encrypted form.

Enforcing an Authorized r List

In some cases, it is useful to have a rule which
controls access to data for certain specific users or
classes of users. For example, data may only be
accessible to people over the age of eighteen, or to
people having a rank greater than or equal to that of
captain, or to managers have a security clearance
greater than top-secret. In these cases, each user can
be provided with a separate set of rules for that
specific user. 1In other words, each user can be
provided with a unique set of rules. However, if the
status of a user changes, then the rules for that user
have to be changed. Accordingly, it is useful and
convenient to have the rules be parameterized based on
the status of the user and then have the user’s status
provided to the access mechanism 114 in a secure

fashion.
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The invention can be used in combination with
software and other identification technology (for
example, biometric sensors) to limit data access to
users that possess an appropriate physical or logical
token (for example, a dongle or password), or personal
characteristic (for example, a fingerprint pattern).
The secure hardware (via tamper detection) eliminates
the potential for modifying and subverting the
identification software.

An embodiment having such a configuration is shown
in FIGURE 14, wherein the access mechanism 114 is
connected to an external secure device 182 in order to
obtain the user’s status. Channel 183, connecting the
secure device 182 and the access mechanism 114 is
preferably a secure channel (within the security
boundary 167), however, if it is insecure, the device
182 must send information to the access mechanism 114
in a protected (for example, encrypted) manner.

Controllin s e

The invention can restrict the qualities or
quantities of access to data in any manner that can be
calculated or enumerated. A non-exhaustive,
representative set of examples is given below.

Acgcess Control OQu

(a) Local Display (for example, display of data
on the computer’s monitor) .

(b) Printing (that is, fixation in a form
intelligible to a-person).

(c) Copying (that is, fixation on an electronic
medium such as a disk or tape).

(d) Transmission (see below regarding controlling
secondary distribution).
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Modification (that is, changes to a copy of
the primary distribution).

Access Control Quantities

(a)

(b)
(c)
(d)

(e)

(£)

Number of read-accesses {(where "read access"
refers to any kind of examination or
retrieval of data/information).

Size of read-access.

Expiration date.

Intensity of access (number/total volume of
read-accesses in a unit of time).

Resolution of access (for example, in the
context of a map this would be the maximum
scale allowed; for sensor data this would be
the precision (number of bits) returned to
the user).

Delay (Accesses are permitted to data after a
delay of n time units. This allows different
user gfoups to view the same dataset with
different results to queries. For example, a
stock broker would be able to view the latest
data, while a customer, paying less for the
service, might receive data that are delayed
by 15 minutes.)

Access Control granulg;i;x'
The above access control policies can be applied

differently to different portions of the intellectual

property.

For example, a document’s chapters might be

controlled at different levels of quantity and quality;

a map’s information might be controlled differently at

different latitudes and longitudes; portions of an

image may be restricted in availability, resolution,
and the like.
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Contreolling Secondary Distribution

The invention provides absolute control of
secondary distribution of data (for example, preventing
or restricting potential use) .

Transmission of (an unencrypted copy of) the
primary distribution data (either to a network or to an
output device such as a tape or disk) can only be
effected when the system, acting under the rules
embodied in the owner’s permission list, allows
external output. Denial of permission to transmit an
unencrypted copy may result in no output or may result
in transmission of an encrypted copy (for which the
recipient must then negotiate permissions in order to
use). Alternately, denial of permission to transmit
may result in the transmission of random data, thereby
denying the user knowledge of whether or not encrypted
data was transferred.

Since all storage of data on internal non-volatile
memory devices (for example, disks, flash memory, and
the like) is encrypted, this ensures that a physical
attack on the system will not result in compromise of
plaintext.

Controlling Printing or Display

Printing or display of data is controlled in a
manner similar to that used for controlling secondary
distribution. One option is to disallow the ability to
send particular information to a printer or display.
If printing or display is allowed, the data stream to
the output device is encrypted to ensure that an
unauthorized user cannot intercept data sent to an
external printer or display (that is, to a printer or
display outside the tamper-detect protected enclosure) .
This necessitates that the receiving device contain a
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decryption subsystem. Thus, as shown in FIGURE 8, data
from access mechanism 114 via I/0 controller 165 to
either the controlled printer 178 or the controlled
display 180 is encrypted on channels 174 and 176,
respectively.

As discussed above when addressing the threat of
capture of the output signal, an encryption mechanism
is used for protecting data transfers to printer or
display so that, if the data owner wishes, printing or
display may be restricted to a specific printer or
display device.

Instead of disallowing printing or display, these
functions may be allowed with limitations as imposed by
the owner. For example, output might contain a
header/footer on each page indicating the identity of
the authorized user; a watermark might be printed in
the background; or other identifying material might be
placed on each image. Of course, the data stream would
be encrypted (as above) to prevent interception.

Document marking and identification techniques can
be used to discourage the illicit copying of documents
distributed in either paper or electronic form. The
exact form of printer characters as well as line and
word shifting have been used for document marking and
identification ("Document Marking and Identification
using both Line and Word Shifting," Low, S.H., et al.
1995 INFOCOM Proceedings, I1EEE, pp. 853-, 1995) .

One of the major technical and economic challenges
faced by electronic publishing is that of preventing
individuals from easily copying and illegally or
without authorization distributing electronic
documents. Cryptographic protocols used to discourage
the distribution of illicit electronic copies are
described in "Copyright Protection for Electronic
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Publishing over Computer Networks," Choudhury, A. K.,
et al., IEEE Network, pp. 12-20, May-June 1995.

Preferably, each controlled peripheral device (for
example, controlled printer 178 or display 180) is
provided with an access mechanism which allows the
device to process data it receives. This allows the
data being sent to a controlled peripheral device from
a system using an access mechanism to be treated as
either a copy of data or a derivative work that is
being sent to another user (that happens to be a
peripheral). 1In other words, if a peripheral device
contains an access mechanism, the data sent to the
device can be packaged data. Using this approach,
requires that the receiving access mechanism (the
peripheral’s access mechanism) may include the rules
(permission list(s)) in order to obtain the key needed
to decrypt the data in order to print or display them
(or do whatever the peripheral does with data). If no
permission list is included and the data are encrypted
by the printer’s public key, the printer’s access
mechanism decrypts the data and prints them (just as
they would have been printed had the unencrypted data
stream been received by a standard printer).

The access mechanism in the controlled peripheral
device need not be a full system whenever the
peripheral device is limited in function, for example,
to only printing or displaying data. The peripheral
and its access mechanism subsystem must be in a
tamper-detecting enclosure.

As noted, it is envisioned that a computer or
other device equipped with an access mechanism will be
used with a controlled output device (printer or
display) so equipped. If the data owner allows (via
the rules) output (for example, printing) to a
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controlled output device (for example, printer)
(equipped with an access mechanism), then there are two
possibilities. The access mechanism in the user’s
computer can process any reéuired payment and send the
data, encrypted with the device’'s public key, to the
printer or display for output. Alternately, the access
mechanism processes the data as a derivative work
(discussed below), packaging rules with the data, and
tHe output device is responsible for separate payment
(for example, allowing retention and multiple copies).

In order to limit the number of copies output, a
short time window is included in the rules so that the
recipient cannot capture (record) the file and replay
it multiple times to the output device. Additionally,
the access mechanism in the output device can contain a
relatively small non-volatile memory that would hold
the checksum of a file that is not to be output again
for a certain time period, say, for 15 minutes from the
first output (and an output permission list in the
rules would specify "n copies, only valid for 15
minutes from x to x+15").

In the case of standard output devices (non-
controlled, that is, without access mechanisms), data
are provided unencrypted (to the extent that the rules
permit and payment has been provided) .

Controlling Distributions of Derivative Works

In many application environments where
intellectual property is created it is common to
include extracts from other intellectual property.
Such environments include writing scholarly papers,
reviews, regulations, etc. The intellectual property

containing the extract is a so-called derivative work.
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The intellectual property from which the extract was
copied is called the parent work.

This invention controls the distribution of
derivative works (that is, works created using
information owned by another). Transmission of (an
unencrypted copy of) a derivative work (to a network,
to an output device such as a tape or disk, or to a
printer or display device or the like) can only be
effected when the system, acting under the rules
embodied in permission lists created by each of the
owners of any intellectual properties used in the
derivative work, allows external output. Denial of
permission to transmit an unencrypted copy may result
in no output or may result in transmission of an
encrypted copy (or, as noted above, may result in the
transmission of random data). Use of an encrypted copy
of a derivative work will, in general, require
permissions from the owners of the derivative work as
well as of the original works. The permission list
associated with a work is incorporated into the
permission list of any derivative work, either directly
or by reference. License fees and restrictions imposed
by the owner of a work are inherited by any derivative
works. An n-th generation derivative work inherits the
license fees and restrictions of each of its n-1
ancestors. If permission lists (rules) are
incorporated by reference, the access mechanism ensures
that the referenced permission lists (rules) are
present (or it will deny access).

For example, if printing of an original work
requires a watermark, then printing of any derivative
work (if allowed at all) will require a watermark.

This monotonicity/cascading of restrictions (that 1is,
each generation of a work must be at least as
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restricted as the prior generation) ensures that a
derivative work that is only trivially changed from the
original does not escape restrictions imposed on the
original. '

Creation of a derivative work for subsequent
distribution requires an distributor 190 similar to
distributor 102 shown in FIGURES 1 and 5. However,
derivative work distributor 190 (shown in FIGURE 15)
includes an access mechanism 114 and can process, as
input data, packaged data 108a. The output produced by
distributor 190 is packaged data 108b which includes
any rules (or references to rules) required by data
which is derived from the input packaged data 108a.

The access mechanism 114 within distributor 190
incorporates a global rule which enforces the
distribution of rules with derivative works.

As noted earlier, the difference between the
embodiments of the distributors 102 and 190, shown in
FIGURES 1 and 15, respectively, is that the distributor
102 shown in FIGURE 1 does not include an access
mechanism 114. Accordingly, the distributor 102 deals
only with newly created data (that is, with non-
derivative data). The embodiment shown in FIGURE 15
includes that of FIGURE 1, and can also deal with input
of protected data (previously packaged by a
distributor). The embodiment of the system shown in
FIGURE 1 can be implemented purely in software, whereas
the embodiment shown in FIGURE 15 requires some
hardware implementation.

It is envisioned that a standard computer,
equipped with an access mechanism 114 will function as
an authoring/distribution system. This allows all
computer users to become authors and to incorporate

previously published material into derivative works.
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The rules associated with the parent work
determine whether creation of derivative intellectual
property is permitted, as well as the inheritance rules
for incorporating the rules of the parent into the
derivative work. Note that the rules derived from the
parent apply only to the extract and that these rules
applying to the extract need not be identical to the
rules of the parent. The rules applying to the extract
are specified by the owner of the parent, not by the
creator of the derivative work. '

For example, the rules applying to the extract
might require payment to the owner of the parent for
use of the derivative work containing the extract. If
the creator of the derivative also required payment,
the user of the derivative would make payments to two
owners for use of the derivative. In an automated
system the details of such multiple payments would be
invisible to a user.

This invention enables such payment arrangements
that would otherwise be prohibitively difficult and
complex.

Another example relates to integrity and moral
rights of the owner of the parent. The owner might
wish to ensure that an extract was made without
alteration or deletion, or that certain related
information were included (for example, to prevent the
extract from being taken out of context).

Data extracted from the parent comes with rules
already attached or associated. These rules propagate
into the derivative, but are applicable only to the
extract. Extracts from the same parent may or may not
share rules. Extracts from multiple parents may result
in multiple rules applying to different extracts. As
noted, a derivative work may contain references to data
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and rules rather than the actual data and rules. For
certain commercial products it may be desirable to have
the final packaged data 108b be fully self-contained.
Accordingly, the packaged data 108b output from this

5 distributor 190 may require further processing in order
to optimize it for commercial distribution. Such
optimization might include, for example, obtaining and
including copies of all rules and data referenced in
the package.

10

Extract Authentication
Digital signatures authenticate digital
information by providing proof that information
15 received is precisely that which was sent, with no
changes. This system provides a similar capability to
authenticate extracts (quotes) of information.
Application environments, such as providing a
legal trail of evidence or authenticating that a
20 guotation is accurate, are enhanced by the ability to
prove that the information has not been subject to
unauthorized alteration.
Authenticated extraction is implemented by
creating an extraction editor, that runs in the access
25 mechanism 114. This extraction editor, possibly under
human direction, can extract selected text but is
unable to change the extract. When extraction is
complete, the access mechanism 114 digitally signs the
extract with a digital signature. This digital
30 signature includes identification of the specific
computer in which the access mechanism 114 is executing
as well as identification of the specific extraction

editor used.
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The extraction editor can, optionally, be
permitted or required to insert ellipsis to indicate
deletions, and certain specified insertions, such as,
for example, "[sic]l," might be allowed.

In another embodiment, a so-called hyperlink can
be used in newly created data to indicate the insertion
location of a quotation. When an output operation is
performed, the access mechanism 114 creates a separate
quotation, with its own checksum and digital signature.
Any recipient of data containing the hyperlink can
verify that the contents of the hyperlink were captured
by access mechanism 114 and delivered unchanged.

Controlling Use of Executable Software

Control of Primary Distributions
The invention enables the creator of executable

software to restrict the use of the software to only
those who have acquired permissions for various of its
capabilities. Executable software will be distributed
in encrypted form, externally treated as data, as
described above. In general, execution of a program
can be controlled for multiple purposes in a number of
ways. Purchase of a license to execute software can be
evidenced by a cryptographically protected certificate
which is decrypted internally by the access mechanism
114. The executable software can check for the
presence of the certificate, or for permission keys or
other information contained in the certificate, once or
many times during execution. Since the algorithm
embodied in an executable program may be valuable
intellectual property, the access mechanism 114 can
prevent a licensee from reading, copying, or modifying

unencrypted executable code. In order to prevent
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disclosure of the unencrypted executable code, it is
kept wholly within the security perimeter of the access
mechanism 114 for execution.

Elimination of the Distributor (Middleman)

The invention enables the executable software
owner to make copies easily available on a network
server in encrypted form. Users may download the
executable software and then separately purchase the
rights to utilize the executable software. Thus, a
standard purchase of software may be accomplished
electronically, dealing with the owner’s electronic
commerce system. Thereby, the entire process of
acquiring the executable software package and then
purchasing the rights to use it may be effected without
going through a distributor.

Offering discounted upgrades to software licensees
is also simplified. When a licensee claims eligibility
for a discounted upgrade the executable software owner
can check the record of purchase of rights for the
prior version of the product. Once again, the entire
process can be automated.

Simplification of Configuration Management

The executable software owner can elect to make
available on a network server product improvements that
operate with existing permission lists, thus
immediately releasing product improvements and fixes.

Multiple levels of product capability can be
incorporated into a single release and can be
selectively enabled by different permission lists. The
tailoring of different distributions, with differing
capabilities is no longer necessary.
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Active Control of C bility of Executabl oftware

The invention’s control of distribution of data or
information (that are not executable software) may be
characterized as passive or transparent in that no
changes are reguired in the data or information for
them to be protected. The permission list that
controls their use may be separately created, packaged,
and supplied.

The contrel of primary distribution of data or
information as well as the secondary distribution or
distribution of modifications (derivatives) of data or
information is passive. However, the invention’s
control of executable software capability is active and
requires that the executable software developer use the
programming interface provided by the system. At each
point where the developer requires authorization, the
executable scftware requests a permission-check. As a
result, the process of FIGURE 16 is performed. If the
requisite authorization is received, the function of
the software is performed. If authorization is denied,
an alternative action is chosen. The system may itself
take certain actions including, for example,
terminating a program or erasing data, when
authorization is denied. As executable software is
distributed in encrypted form, it can only be decrypted
and executed (used) on a machine employing the access
mechanism of the present invention.

With reference to FIGURE 16, first the operation
is identified (step 81600) and the rules are checked
(step 81602). Next it is determined whether the rules
permit the operation (step $1604). If the operation is
not permitted (or it is permitted but payment is not
acceptable (step S81606)), then it is determined whether
any system action is required (step S1608) . If no
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system action is required, the return code for ‘'not
allowed" is set and control is returned (step S1610),
otherwise the system action is performed (step S1612)
after which the return code for "not allowed" is set
and control is returned (step S1610).

If the operation is permitted (step S81604) and
payment is acceptable (step S1606), then the return
code for "allowed" is set (step S1616) .

The invention can be used to restrict the
qualities or quantities of executable software
execution in any manner that can be calculated or
enumerated. Representative non-exhaustive examples of
restrictions are given below. These restrictions may

combined in any fashion.

Levels of Capability
Access to s ific parts of co or features
Control of sizes or quantities that can be
handled. For example, files may be allowed up to a
specific size; complexity or accuracy of a solution may
be limited, number of parameters or data points may be
restricted, etc.

Quantitative Modifiers of lLevels of Capability

Control of expiration dates, time of use, number
and frequency of uses and permitted users. For
example, rights to use of a file of data (whatever it
contains) may expire on a certain date; access to
certain data may be limited to certain times of day,
days of the week or specific dates; a user may only be
allowed to access certain data a specified number of
times (or a specified number of times per day); or
access to some data may be restricted based on the
identity of the user.
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35

Control of Secondary and Derivative
Executable Software Distributions

This is handled in the same fashion as are data

files, as described above.

Contrxol of Executable Software as a Module of
Other Executable Software

When protected executable software is incorporated
into or used by other executable software on the system
for which it was licensed, any limitations on its

execution are maintained in the new context.

Restricting Use to Certified Software

The access mechanism 114 can be factory configured
to restrict operation only to such software as is
certified (for example, by using a digital signature to
ensure that the software was received unaltered from a
certified source). Other contemplated applications
include key escrow (also called "data recovery")
systems (described below), systems for counting
election ballots, systems for exchanging cryptographic
data or algorithms, and systems for safeguarding
financial, medical, or other personal data. Further, a
system employing an access mechanism may be used to
ensure that such software is not modified after being

received or accessed for execution.

Process Control

Computer control of processes is the basis for
automation and quality control in many industries.
This technology extends into various specialties such
as computer-aided manufacturing, control systems
engineering, concurrent engineering, expert systems,
intelligent sensors, just-in-time manufacturing,
programmable logic controllers, robotics, robotic
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programming languages, and visualization techniques in
engineering.

Formula, processes, procedures, and techniques may
convey product differentiatibn, aesthetic and
functional innovation, and increased cost-
effectiveness. The computer programs and data involved
in process control may constitute valuable intellectual
property. The mechanisms of the present invention
permit such data to be stored in process-control
computers, transmitted to suppliers and subcontractors
and otherwise employed without unauthorized disclosure,
substitution, or modification.

The permissions associated with process control
data may, for example, allow execution only--reading or
observing the data would be prohibited. Execution may
be restricted to specific equipment and to specific
times. In general, the process controller is external
to the equipment implementing the process. Hence,
communication between the process controller and the
process equipment must be cryptographically protected.
Like the access mechanism in a controlled computer
peripheral discussed herein, the access function in the
process equipment need not be a full system whenever
the peripheral device is limited and can not output
data.

Key Escrow (Data Recovery) Systems

This system allows a provider of key escrow
cryptographic executable software to require, by using
a rule, certification that a key has been installed and
deposited with a specified certification authority in
order for the executable software to function. The

access mechanism ensures the integrity of executable
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software that uses cryptographic executable software
(whether or not key escrow), guarding against change or

replacement.

Control of Classified Data

The invention can be used to support limitations
on the (primary and secondary) distribution of data,
access to data, and distribution of derivative data
where the data are classified. Similarly, the
execution of classified programs, or programs operating
on classified data may be controlled by the system.

Ensured Issuance of Receiptsg

This system can be used to ensure that a receipt
is issued under a number of circumstances, as
demonstrated by representative examples given below. A
software program (or electronic mail message) may
request that a receipt be issued whenever it is loaded
or executed (or when a mail message is received); a
receipt may be issued when a mail message is read for
the first time; or a program will not be loaded or
executed (or mail opened for reading) unless the user
first agrees to allow a receipt to be issued.

Ensuring Privacy
This system can be used to ensure privacy of

sensitive records in a database. Examples include
financial, census, medical, and political databases and
the like. The system can allow ingquiries that provide
statistical summaries but do not reveal information
about individuals. The rules would be used to limit
the queries that might be posed.
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Owner Control/Privileges

At the time of purchase the identity of the owner
may be stored within the access mechanism. The access
mechanism may allow the owner to place a global set of
rules (a global permission list) in the mechanism.
These global rules could control, for example, hours of
access (for example, when the computer might be
operated) based on a clock within the access mechanism
or an external time reference with which the access
mechanism communicates; acceptable software which can
be run using the access mechanism (that is, a list of
those software products that would be allowed to be
used, thus enforcing a system administrator’s
configuration control rules); user and password lists,
and the like. A user can thereby customize a

particular access mechanism.

The rules may also include or specify certain
programs to be run under certain conditions. For
example, if the rules specify that all printed output
must contain a watermark, the rules might also provide
the watermark generating program. In these cases, the
programs are either pre-loaded into the access
mechanism 114, or are loaded when needed. These
programs will then be executed when the corresponding
rules or functions are invoked. For example, various
types of watermark programs can reside in the access
mechanism 114, and, depending on the rules, the
appropriate one of these can be selected and executed.

Note that the data structures in FIGURES 2 and 6
depict logical organizations of the data. However, the

actual physical format of the data depends on the type
of the data as well as on the manner in which the data
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are to be used. Further, as noted above, the data
package may be distributed in many ways, including
networks, magnetic media, CD-ROM, semiconductor memory
modules, and wireless broaddast and the like. 1In
certain types of data distribution, for example,
continuous cable or wireless broadcast, a user may wish
to begin accessing the data at an arbitrary point
during its distribution. For example, if the data
represent a broadcast movie which begins at 8 p.m., a
particular user may only begin viewing at 8:30 p.m. In
this case the user will have to initiate reception of
the distribution while it is in progress. Accordingly,
as shown in FIGURE 17 (a), in some embodiments, the
packaged data are distributed in discrete packets 236
of data. The packets 236 include information 238 which
enables a user to synchronize with the data
distribution and further enables the user to begin
accessing the data according to the rules. An example
of such a packetized stream of data is shown in

FIGURE 17 (b) wherein the stream 234 consists of
discrete packets 236 of data, each packet containing
synchronization data 238.

Examples:
The following examples indicate some envisioned

data and its packaging and rules. These examples are
only intended to show some of the envisioned uses of

the present invention, and are in no way intended to

limit its uses.

Books
With reference to FIGURE 18(a), a digital book 191

consists of an abstract 192, an index 194, and various

chapters 196. Each chapter 196 comprises sections 198,
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and each section comprises text 200 and figures 202.
The distributor can decide to package the book 1981 such
that the abstract 192 and the index 184 are available
for browsing, but all other data are protected
(encrypted). If the rules specify that the text is
restricted in certain ways, then the packaged data
structure 108 has the form shown in FIGURE 18(b),
wherein encrypted body part 120 includes all chapters
196, unencrypted body part 122 includes the abstract
192 and index 194, and encrypted rules 124 contains the
encrypted version of the rules.

Movies

With reference to FIGURE 19(a), a moQie 204 can be
made such that different parts of the movie combine to
form either a trailer 206, a G-rated version (from G-
rated parts 208), an R-rated version (formed from G-
rated parts 208 and R-rated parts 210) or an X-rated
version (formed from G-rated parts 208, R-rated parts
210 and X-rated parts 212). The packaged data
structure 108 for this movie has the form shown in
FIGURE 19(b), wherein encrypted body part 120 includes
all the G, R and X-rated parts 208-212, unencrypted
body part 122 includes the trailer 206, and encrypted
rules 124 contains the encrypted version of the age-
based rules which control viewing of the various
versions of the movie.

In one embodiment, as shown in FIGURE 19(c), a
movie may be released with a main body 207 (having
elements common to all three versions) and sections for
each of the G, R and X-rated parts (208, 210, 212,
respectively). Sections of the movie are selected from

one of the rated parts, depending on the permission

198



WO 97/25798 PCT/US97/00008

10

15

20

25

30

level (G, R or X) set. FIGURE 19(d) shows packaged
data structure 108 for such an arrangement.

Software

With reference to FIGURE 20(a), a software program
such as, for example, a word-processor 214 may include
a controlled file access part 216, an editor 218, a
grammar checker 220, and other features 222. The rules
obtained by the user will govern the features of the
software that may be used and the quantities of data
that may be processed. The rules shown in FIGURE 20 (c¢)
indicate that the user may not employ the grammar
checker and may operate on no more than nine files.
The packaged data structure for this software (without
rules) 150 is shown in FIGURE 20(b), wherein encrypted
body part 120 includes the file access mechanism 216,
the grammar checker 220 and various other functions
222, and unencrypted body part 122 includes the editor
218. The encrypted rules 124 are shown separately in
FIGURE 20 (c).

Documents

With reference to FIGURE 21(a), a document such as
a legal document 224 comprises paragraphs 226 of words
228. In order to limit access to non-redacted portions
of the document, the rules would require blacking out
all redacted words. Accordingly, the corresponding
packaged data structure is shown in FIGURE 21(b),
wherein encrypted body part 120 includes the redacted
portions of the document and unencrypted body part 122
contains the non-redacted portions of the document.
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Map Tmage Data

With reference to FIGURE 22(a), map image data 230
may be available at three resolutions (high, medium and
low). The rules may specify that people with a
security clearance of greater than "top-secret" can
view the data at high resolution, and all non-military
users can only view the map data at low resolution.
The corresponding packaged data structure is shown in
FIGURE 22(b), wherein encrypted body part 120 includes
all data beyond low resolution (that is, those data
required for medium and high resolution) and
unencrypted body part 122 contains the low resolution
data.

Global Positioning System (GPS) Software

With reference to FIGURE 23(a), GPS software
includes an output routine 232 which can produce output
at various degrees of accuracy. The degree of accuracy
depends on the security clearance of the user. A
corresponding packaged data structure is shown in
FIGURE 23 (b), wherein encrypted body part 120 includes
the resolution calculation routine 232 and unencrypted
body part 122 contains the other parts of the GPS
software 230.

Relationship Among Rule Sets
In some embodiments, the access mechanism may be

supplied with a set of rules built-in. 1In such an
access mechanism the built-in rules might include rules
that can or cannot be overruled (made less restrictive)
by rules provided with packaged data. These initial
rules can perform a number of functions and implement a
number of policies. As examples, the access mechanisms

provided in controlled output devices can include
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built-in rules (that cannot be overruled) which limit
the device only to being an output device; or, the
access mechanism provided with a VCR or a videodisc
player can include rules (that cannot be overruled)
which require the device to enforce the copyright laws
of the country in which the device is sold. Whether or
not internal built-in rules can be overruled by rules
provided externally can be specified in the internal
rules themselves.

While the present invention may be used to protect
intellectual property by controlling access to that
property, the mechanisms discussed herein are technical
in nature and are independent of any form of legal
protection--a purely technological approach has been
presented to controlling access to data. Indeed, the
invention offers the intellectual property owner the
opportunity to restrict access and use of his or her
data beyond the protections that may be available in
law. The protection offered by the present invention
may be used to enforce rights in intellectual property
whether the protection at law is categorized as
copyright, trade secret, contract, or something else.
The cost-benefit tradeoff of seeking protection at law
must be made by those with a vested interest in the
intellectual property.

Typical computer systems are implemented at
various levels, each level effectively defining a
different virtual machine. Generally, each level of
implementation can access the levels below it. In many
systems it is desirable to have each level only access
the level immediately below it. In that way, various

policies can be enforced.
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Typically the higher level virtual machines are
implemented in software and the lower level machines
are implemented in hardware. However, there is no
precise hardware/software boundary between levels.

With reference to FIGURE 24, for example, a
computer system has a high-level application
environment (level L4). These applications invoke
(call) operating system level (L3) processes to perform
various system functions. The 0S level (L3) processes
in turn invoke lower-level Basic Input/Oﬁtput System
(BIOS) machine dependent instructions as required
(level L2). Note that application level (L4) programs
might be permitted to bypass the 0S level (L3) and
invoke BIOS level (L2) processes directly, thereby
avoiding any OS level (L3) policy checking and
enforcement.

As an example, an application (executing a
level L4) program which wishes to open a particular
named file would invoke an operating system "open"
procedure for that named file. The OS determines the
location of the file (using, for example, an internal
map between file names and locations) and then invokes
a lower level (L2) BIOS routine to perform the actual
seek to the file and the open and read. However, the
application program might be permitted to bypass the
operating system’s "open'" process and invoke the BIOS
routines directly.

It is desirable to implement the access control
mechanisms of the present invention at a low level,
preferably at or below the BIOS level (level L1). This
prevents users from by-passing the access control
mechanisms of the invention and thereby circumventing

the rule enforcement.
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Thus, a system for controlling access and
distribution of digital property is provided. One
skilled in the art will appreciate that the present
invention can be practiced by other than the described

5 embodiments, which are presented for purposes of
illustration and not limitation, and the present

invention is limited only by the claims that follow.
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What is claimed is:

1. A method of controlling access to data
comprising the steps of:

protecting portions of the data;

determining rules concerning access rights to the
data;

preventing unauthorized access to the protected
portions of the data other than in a non-useable form;
and

limiting each and every access to the data only in
accordance with the rules as enforced by a mechanism

protected by tamper detection.

2. A method of distributing data for subseqguent
controlled use of the data by a user, the method
comprising the steps of:

protecting portions of the data;

preventing access to the protected portions of the
data other than in a non-useable form;

determining rules concerning access rights to the
data;

protecting the rules;

providing the protected portions of the data and
the protected rules;

whereby the user is provided controlled access to
the data only in accordance with the rules as enforced

by a mechanism protected by tamper detection.

3. A method of distributing data for subsequent
controlled use of the data by a user, some of said data
having access rules already associated therewith, the
method comprising the steps of:

protecting portions of the data;
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preventing access to the protected portions of the
data other than in a non-useable form;

determining rules concerning access rights to the
data;

combining with said determined rules any rules
previously associated with the data;

protecting the combined rules; and

providing the protected portions of the data and
the protected combined rules;

whereby the user is provided controlled access to
the data only in accordance with the combined rules as
enforced by an access mechanism protected by tamper
detection.

4. A method of controlling secondary
distribution of data, the method comprising the steps
of:

protecting portions of the data;

preventing access to the protected portions of the
data other than in a non-useable form;

determining rules concerning access rights to the
data;

protecting the rules;

providing the protected portions of the data and
the protected rules to a device having an access
mechanism protected by tamper detection; and

limiting transmission of the protected portions of
the data from the device only as protected data or in
accordance with the rules as enforced by the access

mechanism.
5. A method of controlling access to data with a
computer system having an input/output (i/o) system for

transferring data to and from all i/o devices, said i/o
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system being specific to said computer system, the
method comprising the steps of:

protecting portions of the data;

determining rules concérning access rights to the
data;

preventing access to the protected portions of the
data other than in a non-useable form; and

limiting each and every access to the data only in
accordance with the rules as enforced by said i/o
system.

6. A method of accessing data having protected
data portions and rules concerning access rights to the
protected portions, the method comprising the steps of:

preventing access to the protected portions other
than in a non-useable form; and

limiting each and every access to the data only in
accordance with the rules as enforced by a mechanism
protected by tamper detection.

7. A method as in any one of claims 1, 3, 4 and
5 wherein

the step of protecting portions of the data
comprises the step of encrypting the portions of the
data, and wherein

the step of preventing access prevents access to
the encrypted portions of the data other than in
encrypted form.

8. A method as in claim 7, wherein said step of
encrypting encrypts the portions of the data with a
data encrypting key, said data encrypting key having a
corresponding data decrypting key, said method further
comprising the step of:
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encrypting the data encrypting key.

9. A method as in claim 8, further comprising
the step of: .

providing a decrypting key corresponding to said
key encrypting key.

10. A method as in any one of claims 2 and 3,
wherein

the step of protecting the rules comprises the
step of encrypting the rules.

11. A method as in claim 10, wherein

the step of protecting portions of the data
comprises the step of encrypting the portions of the
data, and wherein

the step of preventing access prevents access to
the encrypted portions of the data other than in
encrypted form.

12. A method as in claim 11, wherein

the step of encrypting the rules comprises
encrypting the rules with a rule encrypting key, and

the step of encrypting the portions of the data
comprises encrypting the portions of the data with a
data encrypting key,

the method further comprising the step of
encrypting the data encrypting key.

13. A method as in any one of claims 1, 2, 3, 4,
5 and 6, wherein said rules indicate at least one of:
(a) which users are allowed to access the
protected portions of the data,
(b) distribution rights of the data,

- 73 -

207



WO 97/25798 PCT/US97/00008

10
11
12
13
14
15
16
17
18
19
20
21

23
24
25
26
27
28
29

31
32
33

-

H W N

(c) access control rights of the user,
(d) access control quantities, and
(e} payment requirements, and,
when the rules indicate which users are
allowed to access the protected portions of the data,
the method further comprises the step of:
allowing the user access to a protected
portion of the data only if the rules indicate that the
user is allowed to access that portion of the data;
when the rules indicate distribution rights
of the data, the method further comprises the step of:
allowing distribution of the data only
in accordance with the distribution rights indicated in
the rules;
when the rules indicate access control rights
of the user, the method further comprises the step of:
allowing the user to access the data
only in accordance with the access control rights
indicated in the rules;
when the rules indicate access control
quantities, the method further comprises the step of:
allowing access to the data only in
accordance with the access control quantities indicated
in the rules;
when the rules indicate payment reguirements,
the method further comprising the step of:
allowing access to the data only if the
payment requirements indicated in the rules are
satisfied.

14. A method as in claim 13, wherein the access
control rights include at least one of:

(a) local display rights,

(b) printing rights,

208



WO 97/25798 PCT/US97/00008

(& I S AR N

(c) copying rights,

(d) execution rights,

(e) transmission rights, and

(f) modification rights,

and wherein the access control quantities include
at least one of:

(g) a number of allowed read-accesses to the

data;

(h) an allowable size of a read-access to the
data;

(i) an expiration date of the data;

(j) an intensity of accesses to the data;

(k) an allowed level of accuracy and fidelity;
and

(1) an allowed resolution of access to the data.

15. A method as in any one of claims 1, 2, 3, 4,
5 and 6, further comprising the step of destroying data
stored in the mechanism when tampering is detected.

16. A method as in any one of claims 2, 3 and 4,
wherein the step of providing provides the protected
portions and the protected rules together as a package.

17. A method as in any one of claims 2, 3 and 4,
wherein the step of providing provides the protected
portions and the protected rules separately.

18. A method as in claim 6, wherein the protected
data portions are encrypted- and wherein

the step of preventing access prevents access to
the encrypted portions of the data other than in

encrypted form.
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19. A device for displaying images represented by
data comprising protected data portions and rules
concerning access rights to the data, the device
comprising: .

a tamper detecting mechanism;

means for storing the rules;

means for accessing the data only in accordance
with the rules, whereby user access to the protected
data portions is permitted only if the rules indicate
that the user is allowed to access the portions of the
data, said access being enforced by said tamper
detecting mechanism; and ‘

means for displaying the images represented by the
accessed data.

20. A device for outputting images represented by
data comprising protected data portions and rules
concerning access rights to the data, the device
comprising:

a tamper detecting mechanism;

means for storing the rules;

means for accessing the data only in accordance
with the rules, whereby user access to the protected
data portions is permitted only if the rules indicate
that the user is allowed to access the portions of the
data, said access being enforced by said tamper
detecting mechanism; and

means for outputting the images represented by the

accessed data.

21. A device for outputting an audio signal
represented by data comprising protected data portions
and rules concerning access rights to the data, the

device comprising:
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a tamper detecting mechanism;

means for storing the rules;

means for accessing the data only in accordance
with the rules, whereby usef access to the protected
data portions is permitted only if the rules indicate
that the user is allowed to access the portions of the
data, said access being enforced by said tamper
detecting mechanism; and

means for outputting the audio signal represented
by the accessed data.

22. A device for controlling access to data, the
data comprising protected data portions and rules
concerning access rights to the data, the device
comprising:

storage means for storing the rules; and

means for accessing the protected data portions
only in accordance with the rules, whereby user access
to the protected data portions is permitted only if the
rules indicate that the user is allowed to access the
portions of the data.

23. A device as in claim 22, further comprising:
means for storing data accessed by said means for

accessing.

24. A device for outputting an output signal
based on data comprising protected data portions and
rules concerning access rights to the data, the device
comprising:

a tamper detecting mechanism;

means for storing the rules;

means for accessing the data only in accordance
with the rules, whereby user access to the protected
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data portions is permitted only if the rules indicate
that the user is allowed to access the portions of the
data, said access being enforced by said tamper
detecting mechanism; and -

means for outputting the output signal represented
by the accessed data.

25. A device as in claim 22, wherein the
protected data portions are encrypted using a data
encrypting key and wherein the data encrypting key is
encrypted with a key encrypting key, the device further
comprising:

means for obtaining a data decrypting key
corresponding to the data encrypting key using a key
decrypting key corresponding to the key encrypting key;

means for storing the data decrypting key; and
wherein said means for accessing comprises:

means for decrypting the protected data portions
using the data decrypting key.

26. A device as in claim 22, further comprising:
tamper detecting mechanism for detecting tampering
with said device.

27. A device as in claim 25, further comprising:
tamper detecting mechanism for detecting tampering

with said device.

28. A device as in claim 27, wherein said tamper
detection means comprises:

means for destroying data including keys and other
cryptographic variables stored in the device when
tampering is detected.
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29. A device as in any one of claims 19, 21, 23,
24 and 26, wherein said tamper detecting mechanism
comprises:

means for destroying déta stored in the device

when tampering is detected.

30. A device for distributing data for subsequent
controlled use of the data by a user, the device
comprising:

means for protecting portions of the data;

means for preventing access to the protected
portions of the data other than in a non-useable form;

means for determining rules concerning access
rights to the data;

means for protecting the rules; and

means providing the protected portions of the data
and the protected rules;

whereby a user is provided controlled access to
the data only in accordance with the rules as enforced
by an access mechanism protected by tamper protection.

31. A device for distributing data for subsequent
controlled use of the data by a user, some of said data
having access rules already associated therewith, the
device comprising:

means for protecting portions of the data;

means for preventing access to the protected
portions of the data other than in a non-useable form;

means for determining rules concerning access
rights to the data;

means for combining with said determined rules any
rules previously associated with the data;

means for protecting the combined rules; and
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means for providing the protected portions of the
data and the protected combined rules;

whereby the user is provided controlled access to
the data only in accordance With the combined rules as
enforced by an access mechanism protected by tamper

detection.

32. A device as in any one of claims 30 and 31,
wherein the means for providing provides the protected
portions and the protected rules together as a package.

33. A device as in any one of claims 30 and 31,
wherein the means for providing provides the protected
portions and the protected rules separately.

34. A device as in any one of claims 30 and 31,
wherein

the means for protecting portions of the data
comprises means for encrypting the portions of the
data, and wherein

the means for preventing access prevents access to
the encrypted portions of the data other than in
encrypted form.

35. A device as in any one of claims 30 and 31,
wherein
the means for protecting the rules comprises means

for encrypting the rules.

36. A device as in claim 35, wherein

the means for protecting portions of the data
comprises means for encrypting the portions of the
data, and wherein
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the means for preventing access prevents access to
the encrypted portions of the data other than in

encrypted form.

37. A device as in any one of claims 30 and 31,
wherein

the rules are protected such that they can be
viewed and they cannot be changed.

38. A device as in claim 36, wherein

the means for encrypting the rules comprises means
for encrypting the rules with a rulé encrypting key,

the means for encrypting the portions of the data
comprises means for encrypting the portions of the data
with a data encrypting key,

the device further comprising means for encrypting
the data encrypting key.

39. A device as in any one of claims 30 and 31,
further comprising means for providing unprotected
portions of the data.

40. A device as in claim 32, further comprising:
means for providing unprotected portions of the
data in the package.

41. A device as in any one of claims 30 and 31,
further comprising:

means for detecting tampering with the access
mechanism; and

means for destroying data stored in the access
mechanism when tampering is detected by the tamper

detecting means.
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42. A device as in any one of claims 19, 20, 22,
24, 30 and 31, wherein the rules indicate at least one
of: _
(a) which users are allowed to access the
protected portions of the data,
(b) distribution rights of the data,
(c) access control rights of the user,
(d) access control quantities, and
(e) payment regquirements, and
when the rules indicate which users are allowed to
access the protected portions of the data, the device
further comprises:
means for allowing the user access to a
protected portion of the data only if the rules
indicate that the user is allowed to access that
portion of the data;
when the rules indicate distribution rights of the
data, the device further comprises:
means for allowing distribution of the data
only in accordance with the distribution rights
indicated in the rules;
when the rules indicate access control rights of
the user, the device further comprises:
means for allowing the user to access the
data only in accordance with the access control rights
indicated in the rules;
when the rules indicate access control quantities,
the device further comprises:
means for allowing access to the data only in
accordance with the access control quantities indicated
in the rules;
when the rules indicate payment requirements, the

device further comprising:
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34 means for allowing access to the data only if
35 the payment requirements indicated in the rules are

36 satisfied.

1 43. A device as in claim 42, wherein the access
2 control rights include at least one of: ’

3 (a) local display rights,

4 {b) printing rights,

5 {c) copying rights,

6 (d) execution rights,

7 (e) transmission rights, and

8 (£) modification rights,

9 and wherein the access control quantities include

10 at least one of:
1 (g) a number of allowed read-accesses to the

12 data;

13 (h) an allowable size of a read-access to the

14 data;

15 (i) an expiration date of the data;

16 (j) an intensity of accesses to the data;

17 (k) an allowed level of accuracy and fidelity;
18 and

19 (1) an allowed resolution of access to the data.

-

44. A process control system comprising a device
for controlling access to data, the data comprising
protected data portions and rules concerning access
rights to the data, the device comprising:

a tamper detecting mechanism;

means for storing the rules; and

means for accessing the protected data portions
only in accordance with the rules, whereby output of
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protected data portions is permitted only in such
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10 manner as is permitted by the rules, said accessing
1 being enforced by said tamper detecting mechanism.
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METHODS AND APPARATUS FOR CONTINUOUS CONTROL AND PROTECTION OF MEDIA CONTENT

FIELD OF THE INVENTION

This invention relates generally to computer and/or electronic security. More
particularly, this invention relates to systems and methods for protection of information in
streamed format.

BACKGROUND

Streaming digital media consists generally of sequences of digital information
received in a “stream” of packets, and designed to be displayed or rendered. Examples
include streamed audio content, streamed video, etc.

Digital media streams are becoming an increasingly significant means of content
delivery, and form the basis for several adopted, proposed or de facto standards. The
acceptance of this format, however, has been retarded by the ease with which digital media
streams can be copied and improperly disseminated, and the consequent reluctance of
content owners to allow significant properties to be distributed through streaming digital
means. For this reason, there is a need for a methodology by which digital media streams
can be protected.

SUMMARY OF THE INVENTION

Consistent with the invention, this specification describes a new architecture for

protection of information provided in streamed format. This architecture is described in the
context of a generic system which resembles a system to render content encoded pursuant
to the MPEG-4 specification (ISO/IEC 14496.1), though with certain modifications, and
with the proviso that the described system may differ from the MPEG-4 standard in certain
respects. A variety of different embodiments is described, including an MPEG-4
embodiment and a system designed to render content encoded pursuant to the MP3
specification (ISO/IEC TR 11172).

According to aspects of the invention, this architecture involves system design
aspects and information format aspects. System design aspects include the incorporation of
content protection functionality, control functionality, and feedback enabling control
functionality to monitor the activities of the system. Information format aspects include
the incorporation of rule/control information into information streams, and the protection of

content through mechanisms such as encryption and watermarking.
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Systems and methods consistent with the present invention perform content
protection and digital rights management. A streaming media player consistent with the
present invention includes a port designed to accept a digital bit stream. The digital bit
stream includes content, which is encrypted at least in part, and a secure container
including control information designed to control use of the content, including at least one
key suitable for decryption of at least a portion of the content. The media player also
includes a control arrangement including a means for opening secure containers and
extracting cryptographic keys, and means for decrypting the encrypted portion of the
content.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a part of this
specification, illustrate an embodiment of the invention and, together with the description,
serve to explain the advantages and principles of the invention. In the drawings,

FIG. 1 shows a generic system consistent with the present invention;

FIG. 2 shows an exemplary Header 201 consistent with the present invention;

FIG. 3 shows a general encoding format consistent with the present invention;

FIG. 4 illustrates one manner for storing a representation of a work consistent with
the present invention;

FIG. 5 shows an example of a control message format;

FIG. 6 is a flow diagram illustrating one embodiment of the steps which take place
using the functional blocks of FIG. 1;

FIG. 7 illustrates a form wherein the control messages may be stored in Control
Block 13;

FIG. 8 shows MPEG-4 System 801 consistent with the present invention;

FIG. 9 shows an example of a message format;

FIG. 10 illustrates an IPMP table consistent with the present invention;

FIG. 11 illustrates a system consistent with the present invention;

FIG. 12 illustrates one embodiment of the DigiBox format;

FIG. 13 shows an example of a Real Networks file format (RMFF);

FIG. 14 shows an RNPFF format consistent with the present invention;

FIG. 15 illustrates the flow of changes to data in the Real Networks file format in
an architecture consistent with the present invention;

FIG. 16 illustrates a standard Real Networks architecture;

FIG. 17 shows an exemplary architecture in which a trust plugin operates within the
overall Real Networks architecture;
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FIG. 18 shows a bit stream format consistent with the principles of the present
invention;

FIG. 19 shows one embodiment of protection applied to the MP3 format;

FIG. 20 illustrates one embodiment of an MP3 player designed to process and
render protected content;

FIG. 21 illustrates the flow of data in one embodiment in which a protected MPEG-
4 file may be created consistent with the present invnetion;

FIG. 22 illustrates the flow of data in one embodiment in which control may be
incorporated into an existing MPEG-4 stream consistent with the present invention;

FIG. 23 shows a system consistent with the principles of the present invention;

FIG. 24 shows a system consistent with the principles of the present invention;

FIG. 25 shows an example of an aggregate stream consistent with the present
invention;

FIG. 26 illustrates a Header CMPO 2601 consistent with the present invention;

FIG. 27 shows exemplary Content Management Protection Objects consistent with
the principles of the present invention; and

FIG. 28 shows an example of a CMPO Data Structure 2801 consistent with the
present invention.

DETAILED DESCRIPTION

Reference will now be made in detail to implementations consistent with the
principles of the present invention as illustrated in the accompanying drawings.

The following U.S. patents and applications, each of which is assigned to the
assignee of the current application, are hereby incorporated in their entirety by reference:
Ginter, et al., “Systems and Methods for Secure Transaction Management and Electronic
Rights Protection,” U.S. Patent Application Serial No. 08/964,333, filed on November 4,
1997 (“Ginter ‘333”); Ginter, et al., “Trusted Infrastructure Support Systems, Methods and
Techniques for Secure electronic commerce, Electronic Transactions, Commerce Process
Control Automation, Distributed Computing, and Rights Management, ” U.S. Patent
Application Serial No. 08/699,712, filed on August 12, 1996 (“Ginter “712”) ; Van Wie, et
al, “Steganographic Techniques for Securely Delivering Electronic Digital Rights
Management Information Over Insecure Communications Channels, U.S. Patent
Application Serial No. 08/689,606, filed on August 12, 1996 (“Van Wie”) ; Ginter, et. al
“Software Tamper Resistance and Secure Communication,” U.S. Patent Application Serial
No. 08/706,206, filed on August 30, 1996 (“Ginter, 206”); Shear, et al, “Cryptographic
Methods, Apparatus & Systems for Storage Media Electronic Rights Management in
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Closed & Connected Appliances, ” U.S. Patent Application Serial No. 08/848,077, filed on
May 15, 1997 (“Shear”); Collberg et al, “Obfuscation Techniques for Enhancing Software
Security, ” U.S. Patent Application Serial No. 09/095,346, filed on June 9, 1998
(“Collberg”); Shear, “Database Usage Metering and Protection System and Method,” U.S.
Patent No. 4,827,508, issued on May 2, 1989 (“‘Shear Patent”).

FIG. 1 illustrates Media System 1, which is capable of accepting, decoding, and
rendering streamed multimedia content. This is a generic system, though it includes
elements based on the MPEG-4 specification. Media System 1 may include software
modules, hardware (including integrated circuits) or a combination. In one embodiment,
Media System 1 may include a Protected Processing Environment (PPE) as described in
the Ginter '333 application.

In FIG. 1, Bit Stream 2 represents input information received by System 1. Bit
Stream 2 may be received through a connection to an external network (e.g., an Internet
connection, a cable hookup, radio transmission from a satellite broadcaster, etc.), or may be
received from a portable memory device, such as a DVD player.

Bit Stream 2 is made up of a group of related streams of information, including
Organization Stream 3, Audio Stream 4, Video Stream 5, Control Stream 6, and Info
Stream 31. Each of these streams is encoded into the overall Bit Stream 2. Each of these
represents a category of streams, so that, for example, Video Stream 5 may be made up of a
number of separate Video Streams.

These streams correspond generally to streams described in the MPEG-4 format as
follows:

Organization Stream 3 corresponds generally to the BIFS stream and the OD
("Object Descriptor") stream.

Audio Stream 4 and Video Stream 5 correspond generally to the Audio and Video
streams.

Control Stream 6 corresponds generally to the IPMP stream.

Audio Stream 4 includes compressed (and possibly encrypted) digital audio
information. This information is used to create the sound rendered and output by Media
System 1. Audio Stream 1 may represent multiple audio streams. These multiple streams
may act together to make up the audio output, or may represent alternative audio outputs.

Video Stream 5 includes compressed (and possibly encrypted) digital video
information. This information is used to create the images and video rendered and output
by Media System 1. Video Stream 5 may represent multiple video streams. These

multiple streams may act together to make up the video output, or may represent alternative
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video outputs.

Organization Stream 3 includes organizational information and metadata related to
the work to be rendered. This information may include a tree or other organizational
device which groups audio and video streams into objects. This information may also
include metadata associated with the entire work, the objects, or the individual streams.

Control Stream 6 includes control information, divided generally into header
information and messages. The header information includes an identifier for each discrete
message. The content of the messages, which will be described further below, may include
cryptographic keys and rules governing the use of content.

Info Stream 31 carries additional information associated with the content in other
components of Bit Stream 2, including but not limited to graphics representing cover art,
text for lyrics, coded sheet music or other notation, independent advertising content,
concert information, fan club information, and so forth. Info Stream 31 can also carry
system management and control information and/or components, such as updates to
software or firmware in Media System 1, algorithm implementations for content-specific
functions such as watermarking, etc.

Each of these streams is made up of packets of information. In one exemplary
embodiment, each packet is 32 bytes in length. Since a single communications channel
(e.g., a cable, a bus, an infrared or radio connection) contains packets from each of the
streams, packets need to be identified as belonging to a particular stream. In a preferred
embodiment, this is done by including a header which identifies a particular stream and
specifies the number of following packets which are part of that stream. In another
embodiment, each packet may include individual stream information.

Exemplary Header 201 is shown in FIG. 2. This header may generally be used for
the Organization, Audio and Video Streams. A header for the Control Stream is described
below. Header 201 includes Field 202, which includes a bit pattern identifying Header 201
as a header. Field 203 identifies the particular type of stream (e.g., Audio Stream,
Organization Stream, Control Stream, etc.) Field 204 contains an Elementary Stream
Identifier (ES_ID), which is used to identify the particular stream, and may be used in cases
where multiple streams of a particular stream type may be encountered at the same time.
Field 207 contains a time stamp, which is used by the system to synchronize the various
streams, including rendering of the streams. Composite Block 11 may, for example, keep
track of the elapsed time from the commencement of rendering. Time Stamp 207 may be
used by Composite Block 11 to determine when each object is supposed to be rendered.

Time Stamp 207 may therefore specify an elapsed time from commencement of rendering,
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and Composite Block 11 may use that elapsed time to determine when to render the
associated object.

Field 205 contains a Governance Indicator. Field 206 identifies the number of
following packets which are part of the identified stream. In each case, the relevant
information is encoded in a binary format. For example, Field 202 might include an
arbitrary sequence of bits which is recognized as indicating a header, and Field 203 might
include two bits, thereby allowing encoding of four different stream types. .

Returning to FIG. 1, System 1 includes Demux 7, which accepts as input Bit Stream
2 and routes individual streams (sometimes referred to as Elementary Streams or "ESs") to
appropriate functional blocks of the system.

Bit Stream 2 may be encoded in the format illustrated in FIG. 3. In this figure,
Header 301 is encountered in the bit stream, with Packet 302 following, and so on through
Packet 308.

When Demux 7 encounters Header 301, Demux 7 identifies Header 301 as a header
and uses the header information to identify Packets 302-305 as organization stream
packets. Demux 7 uses this information to route these packets to Organization Block 8.
Demux 7 handles Header 306 in a similar manner, using the contained information to route
Packets 307 and 308 to AV ("Audio Video™) Block 9.

AV Block 9 includes Decompressor 10, which accepts Elementary Streams from
Audio Stream 4 and Video Stream 5 and decompresses those streams. As decompressed,
the stream information is placed in a format which allows it to be manipulated and output
(through a video display, speakers, etc.). If multiple streams exist (e.g., two video streams
each describing an aspect of a video sequence), AV Block 9 uses the ES_ID to assign each
packet to the appropriate stream.

Organization Block 8 stores pointer information identifying particular audio
streams and video streams contained in a particular object, as well as metadata information
describing, for example, where the object is located, when it is to be displayed (e.g., the
time stamp associated with the object), and its relationship to other objects (e.g., is one
video object in front of or behind another video object). This organization may be
maintained hierarchically, with individual streams represented at the lowest level,
groupings of streams into objects at a higher level, complete scenes at a still higher level,
and the entire work at the highest level.

FIG. 4 illustrates one manner in which Organization Block 8 may store a
representation of a work. In this Figure, Tree 401 represents an entire audiovisual work.

Branch 402 represents a high-level organization of the work. This may include, for
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example, all of the video or possibly the audio and video associated with a particular scene.

Sub-Branch 403 represents a group of related video objects. Each such object may
include an entire screen, or an individual entity within the screen. For example, Sub-
Branch 403 may represent a background which does not change significantly from one shot
to the next. If the video is moving between two points of reference (e.g., a conversation,
with the camera point of view changing from one face to the other), Sub-Branch 404 could
represent a second background, used in the second point of view,

Nodes 405 and 406 may represent particular video objects contained within the
related group. Node 405 could, for example, represent a distant mountain range, while
Node 406 represents a tree immediately behind one of the characters.

Each of the nodes specifies or contains a particular ES_ID, representing the stream
containing the information used by that node. Node 405 , for example, contains ES 1D 407,
which identifies a particular video stream which contains compressed (and possibly
encrypted) digital information representing the mountain range.

Composite Block 11 accepts input from Organization Block 8 and from AV Block
9. Composite Block 11 uses the input from Organization Block 8 to determine which
specific audiovisual elements will be needed at any given time, and to determine the
organization and relationship of those elements. Composite Block 11 accepts
decompressed audiovisual objects from AV Block 9, and organizes those objects as
specified by information from Organization Block 8. Composite Block 11 then passes the
organized information to Rendering Device 12, which might be a television screen, stereo
speakers, etc.

Control Block 13 stores control messages which may be received through Control
Stream 6 and/or may be watermarked into or steganographically encoded in other streams,
including Audio Stream 4 and Video Stream 5. One control message format is illustrated
by FIG. 5, which shows Control Message 501. Control Message 501 is made up of Header
502 and Message 503. Header 502 consists of Field 508, which includes a bit pattern
identifying the following information as a header; Stream Type Field 509, which identifies
this as a header for the organization stream; ID Field 504, which identifies this particular
control message; Pointer Field 505, which identifies those ESs which are controlled by this
message; Time Stamp Field 507, which identifies the particular portion of the stream which
is controlled by this control message (this may indicate that the entirety of the stream is
controlled); and Length Field 506, which specifies the length (in bytes) of Message 503.
Message 503 may include packets following Header 502, using the general format shown
in FIG. 3. In the example shown, Control Message 501 carries the unique ID 111000,
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encoded in ID Field 504. This control message controls ESs 14 and 95 , as indicated by
Pointer Field 505. The associated Message contains 1,024 bytes, as indicated by Length
Field 506.

In an alternate embodiment, the association of control to content may be made in
Organization Block 8, which may store a pointer to particular control messages along with
the metadata associated with streams, objects, etc. This may be disadvantageous, however,
in that it may be desirable to protect this association from discovery or tampering by users.
Since Control Block 13 will generally have to be protected in any event, storing the
association in this block may make protection of Organization Block 8 less necessary.

Control Block 13 implements control over System 1 through Control Lines 14, 15
and 16, which control aspects of Organization Block 8, AV Block 9 and Composite Block
11, respectively. Each of these Control Lines may allow two-way communication.

Control Lines 14 and 15 are shown as communicating with AV Block Stream Flow
Controller 18 and with Organization Block Stream Flow Controller 17. These Stream
Flow Controllers contain functionality controlled by Control Block 13. In the embodiment
illustrated, the Stream Flow Controllers are shown as the first stage in a two-stage pipeline,
with information being processed by the Stream Flow Controller and then passed on to the
associated functional block. This allows isolation of the control functionality from the
content manipulation and display functionality of the system, and allows control to be
added in without altering the underlying functionality of the blocks. In an alternate
embodiment, the Stream Flow Controllers might be integrated directly into the associated
functional blocks.

Stream Flow Controllers 17 and 18 contain Cryptographic Engines 19 and 20,
respectively. These Cryptographic Engines operate under control of Control Block 13 to
decrypt and/or cryptographically validate (e.g., perform secure hashing, message
authentication code, and/or digital signature functions) the encrypted packet streams
received from Demux 7. Decryption and validation may be selective or optional according
to the protection requirements for the stream.

Cryptographic Engines 19 and 20 may be relatively complex, and may, for
example, include a validation calculator that performs cryptographic hashing, message
authentication code calculation, and/or other cryptographic validation processes. In
addition, as is described further below, additional types of governance-related processing
may also be used. In one alternative embodiment, a single Stream Flow Controller may be
used for both Organization Stream 3 and Audio/Video Streams 4-5. This may reduce the

cost of and space used by System 1. These reductions may be significant, since System 1
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may contain multiple AV Blocks, each handling a separate Audio or Video Stream in
parallel. This alternative may, however, impose a latency overhead which may be
unacceptable in a real-time system.

If the Stream Flow Controllers are concentrated in a single block, they may be
incorporated directly into Demux 7, which may handle governance processing prior to
routing streams to the functional blocks. Such an embodiment would allow for governed
decryption or validation of the entirety of Bit Stream 2, which could occur prior to the
routing of streams to individual functional blocks. Encryption of the entirety of Bit Stream
2 (as opposed to individual encryption of individual ESs) might be difficult or impossible
without incorporating stream controller functionality into Demux 7, since Demux 7 might
otherwise have no ability to detect or read the header information necessary to route
streams to functional blocks (that header information presumably being encrypted).

As is noted above, each of the individual streams contained in Bit Stream 2 may be
individually encrypted. An encrypted stream may be identified by a particular indicator in
the header of the stream, shown in FIG. 2 as Governance Indicator 205.

When a header is passed by Demux 7 to the appropriate functional block, the stream
flow controller associated with that block reads the header and determines whether the
following packets are encrypted or otherwise subject to governance. If the header indicates
that no governance is used, the stream flow controller passes the header and the packets
through to the functional blocks with no alteration. Governance Indicator 205 may be
designed so that conventionally encoded content (e.g., unprotected MPEG-4 content) is
recognized as having no Governance Indicator and therefore passed through for normal
processing.

If a stream flow controller detects a set governance indicator, it passes the ES_ID
associated with that stream and the time stamp associated with the current packets to
Control Block 13 along Control Line 14 or 15. Control Block 13 then uses the ES_ID and
time stamp information to identify which control message(s) are associated with that ES.
Associated messages are then invoked and possibly processed, as may be used for
governance purposes.

A simple governance case is illustrated by FIG. 6, which shows steps which take
place using the functional blocks of FIG. 1. In Step 601, Demux 7 encounters a header,
and determines that the header is part of the AV stream. In Step 602, Demux 7 passes the
header to AV Stream Controller 18. In Step 603, AV Stream Controller 18 reads the
header and determines that the governance indicator is set, thereby triggering further
processing along Path 604. In Step 605, AV Stream Controller 18 obtains the ES_ID and
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time stamp from the header and transmits these to Control Block 13, along Control Line
15. In Step 606, Control Block 13 looks up the ES_ID and determines that the ES_ID is
associated with a particular control message. In Step 611, Control Block 13 uses the time
stamp information to choose among control messages, if there is more than one control
message associated with a particular ES. In Step 607, Control Block 13 accesses the
appropriate control message, and obtains a cryptographic key or keys for decryption and/or
validation. In Step 608, Control Block 13 passes the cryptographic key(s) along Control
Line 15 to AV Stream Controller 18. In Step 609, AV Stream Controller 18 uses the
cryptographic key as an input to Cryptographic Engine 20, which decrypts and/or validates
the packets following the header as those packets are received from Demux 7. In Step 610,
the decrypted packets are then passed to AV Block 9, which decompresses and processes
them in a conventional manner.

Time stamp information may be useful when it is desirable to change the control
message applicable to a particular ES. For example, it may be useful to encode different
portions of a stream with different keys, so that an attacker breaking one key (or even a
number of keys) will not be able to use the content. This can be done by associating a
number of control messages with the same stream, with each control message being valid
for a particular period. The time stamp information would then be used to choose which
control message (and key) to use at a particular time. Alternatively, one control message
may be used, but with updated information being passed in through the Control Stream, the
updates consisting of a new time stamp and a new key.

In an alternative embodiment, Control Block 13 may proactively send the
appropriate keys to the appropriate stream flow controller by using time stamp information
to determine when a key will be will be needed. This may reduce overall latency.

Control Line 16 from FIG. 1 comes into play once information has been passed
from Organization Block 8 and AV Block 9 to Composite Block 11, and the finished work
is prepared for rendering through Rendering Device 12. When Composite Block 11 sends
an object to Rendering Device 11, Composite Block 11 sends a start message to Control
Block 13. This message identifies the object (including any associated ES_IDs), and
specifies the start time of the display (or other rendering) of that object. When an object is
no longer being rendered, Composite Block 11 sends an end message to Control Block 13,
specifying that rendering of the object has ended, and the time at which the ending
occurred. Multiple copies of a particular object may be rendered at the same time. For this
reason, start and stop messages sent by Composite Block 11 may include an assigned

instance ID, which specifies which instance of an object is being rendered.
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Control Block 13 may store information relating to start and stop times of particular
objects, and/or may pass this information to external devices (e.g., External Server 30)
through Port 21. This information allows Control Block 13 to keep track not only of which
objects have been decrypted, but of which objects have actually been used. This may be
used, since System 1 may decrypt, validate, and/or decompress many more objects than are
actually used. Control Block 13 can also determine the length of use of objects, and can
determine which objects have been used together. Information of this type may be used for
sophisticated billing and auditing systems, which are described further below.

Control Line 16 may also be used to control the operation of Composite Block 11.
In particular, Control Block 13 may store information specifying when rendering of a
particular object is valid, and may keep track of the number of times an object has been
rendered. If Control Block 13 determines that an object is being rendered illegally (i.e., in
violation of rules controlling rendering), Control Block 13 may terminate operation of
Composite Block 11, or may force erasure of the illegal object.

In an alternate embodiment, the level of control provided by Control Line 16 may at
least in part be provided without requiring the presence of that line. Instead, Control Block
13 may store a hash of the organization information currently valid for Organization Block
8. This hash may be received through Control Stream 6, or, alternatively, may be
generated by Control Block 13 based on the information contained in Organization Block
8.

Control Block 13 may periodically create a hash of the information currently
resident in Organization Block &, and compare that to the stored hash. A difference may
indicate that an unauthorized alteration has been made to the information in Organization
Block 8, thereby potentially allowing a user to render information in a manner violative of
the rules associated with that information. In such an event, Control Block 13 may take
appropriate action, including deleting the information currently resident in Organization
Block 8.

If System 1 is designed so that Organization Block 8 controls the use of content by
Composite Block 11, so that content cannot be rendered except as is specified by the
organization information, Control Block 13 may be able to control rendering of
information through verifying that the current Organization Block contents match the hash
which has been received by Control Block 13, thereby eliminating at least one reason for
the presence of Control Line 16.

Control Block 13 may also be responsible for securely validating the origin,

integrity, authenticity, or other properties of received content, through cryptographic
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validation means such as secure hashing, message authentication codes, and/or digital
signatures.

System 1 may also include an Inter-Rights Point, indicated as IRP 22. IRP22isa
protected processing environment (e.g., a PPE) in which rules/controls may be processed,
and which may store sensitive information, such as cryptographic keys. IRP 22 may be
incorporated within Control Block 13, or may be a separate module. As is illustrated, IRP
22 may include CPU 23 (which can be any type of processing unit), Cryptographic Engine
24, Random Number Generator 25, Real Time Clock 26, and Secure Memory 27. In
particular embodiments, some of these elements may be omitted, and additional
functionality may be included.

Governance Rules

Control messages stored by Control Block 13 may be very complex. FIG. 7
illustrates the form in which the control messages may be stored in Control Block 13,
consisting of Array 717. Column 701 consists of the address at which the control messages
are stored. Column 702 consists of the identifier for each control message. This function
may be combined with that of Column 701, by using the location information of Column
701 as the identifier, or by storing the message in a location which corresponds to the
identifier. Column 703 consists of the ES_IDs for each stream controlled by the control
message. Column 704 consists of the message itself. Thus, the control message stored at
location 1 has the ID 15, and controls stream 903.

In a simple case, the message may include a cryptographic key, used to decrypt the
content associated with the stream(s) controlled by the message. This is illustrated by
Cryptographic Key 705 from FIG. 7. Cryptographic keys and/or validation values may
also be included to permit cryptographic validation of the integrity or origin of the stream.

In a more complex case, the message may include one or more rules designed to
govern access to or use of governed content. Rules may fall into a number of categories.

Rules may require that a particular aspect of System 1, or a user of System 1, be
verified prior to decryption or use of the governed content. For example, System 1 may
include System ID 28, which stores a unique identifier for the system. A particular rule
contained in a control message may specify that a particular stream can only be decrypted
on a system in which System ID 28 contains a particular value. This is illustrated at row 2
in FIG. 7, in which the message is shown as consisting of a rule and commands. The rule
may be implicit, and therefore may not be stored explicitly in the table (e.g. the table may
store only the rule, the rule - specific functions (commands) invoked by the rule, or only
the functions).
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In this case, when Stream Controller 18 encounters a Header for stream 2031
containing a set governance indicator, Stream Controller 18 passes the associated ES_ID
(2031) to Control Block 13. Control Block 13 then uses the ES_ID to identify Control
Message 20 which governs stream 2031. Control Message 20 includes Rule 706, which
includes (or invokes) Commands 707, and an Authorized System ID 708. Authorized
System ID 708 may have been received by System 1, either as part of Control Message 20,
or as part of another control message (e.g., Control Message 9), which Control Message 20
could then reference in order to obtain access to the Authorized System ID. Such a case
might exist, for example, if a cable subscriber had pre-registered for a premium show. The
cable system might recognize that registration, and authorize the user to view the show, by
sending to the user an ID corresponding to the System ID.

When Rule 706 is invoked, corresponding Commands 707 access System ID 28 and
obtain the system ID number. The commands then compare that number to Authorized
System ID 708, specified by Rule 706. If the two numbers match, Commands 707 release
Cryptographic Key 709 to Stream Controller 18, which uses Cryptographic Key 709 to
decrypt the stream corresponding to ES_ID 2031. If the two numbers do not match,
Commands 707 fail to release Cryptographic Key 709, so that Stream Controller 18 is
unable to decrypt the stream.

In order to carry out these functions, in one embodiment, Control Block 13
includes, or has access to, a processing unit and memory. The processing unit is preferably
capable of executing any of the commands which may be included or invoked by any of the
rules. The memory will store the rules and association information (ID of the control
message and IDs of any governed ESs).

Since the functions being carried out by Control Block 13 are sensitive, and involve
governance of content which may be valuable, Control Block 13 may be partially or
completely protected by a barrier which resists tampering and observation. As is described
above, the processing unit, secure memory, and various other governance-related elements
may be contained in IRP 22, which may be included in or separate from Control Block 13.

Control Block 13 may also carry out somewhat more complex operations. In one
example, a control message may require that information from System 1 not only be
accessed and compared to expected information, but stored for future use. F or example, a
control message might allow decryption of a Stream, but only after System ID 28 has been
downloaded to and stored in Control Block 13. This would allow a control message to

check the stored System ID against System ID 28 on a regular basis, or perhaps on every
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attempted re-viewing of a particular Stream, thereby allowing the control message to insure
that the Stream is only played on a single System.

Control Block 13 may also obtain information dynamically. For example, System 1
may include User Interface 29, which can include any type of user input functionality (e.g.,
hardware buttons, information displayed on a video screen, etc.) A particular rule from a
control message may require that the user enter information prior to allowing decryption or
use of a stream. That information may, for example, be a password, which the Rule can
then check against a stored password to insure that the particular user is authorized to
render the stream.

Information obtained from the user might be more complicated. For example, a
rule might require that the user input payment or personal information prior to allowing
release of a cryptographic key. Payment information could, for example, constitute a credit
card or debit card number. Personal information could include the user's name, age,
address, email address, phone number, etc. Entered information could then be sent through
Port 21 to External Server 30 for verification. F ollowing receipt of a verification message
from External Server 30, the Rule could then authorize release of a cryptographic key.
Alternatively, Control Block 13 may be designed to operate in an "off-line" mode, storing
the information pending later hookup to an external device (or network). In such a case,
Control Block 13 might require that a connection be made at periodic intervals, or might
limit the number of authorizations which may be obtained pending the establishment of an
external connection.

In a somewhat more complex scenario, a control message may include conditional
rules. One particular example is illustrated by row 4 of the table shown in FIG. 7, in which
Control Message 700 is shown as controlling streams 49-53. Control Message 700 further
consists of Rule 710, Commands 711 and Cryptographic Keys 712-716. There could, of
course, be a number of additional cryptographic keys stored with the message.

In this case, Rule 710 specifies that a user who agrees to pay a certain amount (or
provide a certain amount of information) may view Stream 49, but all other users are
required to view Stream 50, or a combination of Streams 49 and 50. In this case, Stream
49 may represent a movie or television program, while Stream 50 represents
advertisements. In one embodiment, different portions of Stream 49 may be decrypted
with different keys so that, for example, a first portion is decrypted with Key 712, a second
portion is decrypted with Key 713, a third portion is decrypted with Key 714, and so on.
Rule 710 may include all keys used to decrypt the entirety of Stream 49. When the user

initially attempts to access the video encoded in Stream 49, Rule 710 could put up a
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message asking if the user would prefer to use pay for view mode or advertising mode. If
the user selects pay for view mode, Rule 710 could store (or transmit) the payment
information, and pass Cryptographic Key 712 to Stream Controller 18. Stream Controller
18 could use Cryptographic Key 712 to decrypt the first stream until receipt of a header
indicating that a different key is needed to decrypt the following set of packets. Upon
request by Stream Controller 18, Control Block 13 would then check to determine that
payment had been made, and then release Cryptographic Key 713, which would be used to
decrypt the following packets, and so on. Rule 710 could additionally release
Cryptographic Key 716, corresponding to Organization Stream 52, which corresponds to
video without advertisements.

If, on the other hand, the user had chosen the advertising mode, Rule 710 could
release Cryptographic Key 712 to Stream Controller 18 to allow decryption of Stream 49.
Rule 710 could also authorize decryption of Stream 50 which contains the advertisements.
Rule 710 could further release Cryptographic Key 715 to Organization Block 8.
Cryptographic Key 715 matches Organization Stream 51. Organization Stream 51
references the video from Stream 49, but also references advertisements from Stream 50.
Rule 710 would refuse to release Cryptographic Key 716, which corresponds to
Organization Stream 52, which corresponds to the video without advertisements.

In operation, Control Block 13 could monitor information from Composite Block
11 over Control Line 16. That information could include the identity of each object
actually rendered, as well as a start and stop time for the rendering. Control Block 13
could use this information to determine that an advertisement had actually been rendered,
prior to releasing Cryptographic Key 713 for decryption of the second portion of video
from Stream 49. This feedback loop allows Control Block 13 to be certain that the
advertisements are not only being decrypted, but are also being displayed. This may be
necessary because Composite Block 11 may be relatively unprotected, thereby allowing an
unscrupulous user to remove advertisements before viewing.

A variety of additional relatively complex scenarios are possible. For example,
rules from Control Block 13 could customize the programming for a particular geographic
location or a particular type of viewer, by using information on the location or the viewer
to control conditional decryption or use. This information could be stored in System 1 or
entered by the user.

In another example, shown at row 5 of Array 717, Rule 719 may specify Budget
718, which may include information relating to the number of uses available to the user,

the amount of money the user has to spend, etc. In operation, Rule 719 may require that
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Budget 718 be securely stored and decremented each time a budgeted activity occurs (e.g.,
each time the associated work is played). Once the budget reaches zero, Rule 719 may
specify that the work may no longer be played, or may display a message to the user
indicating that the user may obtain additional budget by, for example, entering a credit card
number or password, or contacting an external server.

In another example, a rule may control the ability of a user to copy a work to
another device. The rule may, for example, specify that the user is authorized to use the
governed work on more than one device, but with only one use being valid at any time.
The rule may specify that an indication be securely stored regarding whether the user has
“checked out” the work. If the user copies the work to another device (e.g., through Port
21), the rule may require that the work only be transmitted in encrypted form, and that the
relevant control messages be transmitted along with it. The rule can further require that an
indicator be securely set, and that the indicator be checked each time the user attempts to
use or copy the work. If the indicator is set, the rule might require that the work not be
decrypted or used, since the user only has the right to use the work on one device at a time,
and the indicator establishes that the work is currently “checked out” to another device and
has not been checked back in.

The receiving device may include the same type of indicator, and may allow the
user to use the work only as long as the indicator is not set. If the user desires to use the
work on the original device, the two devices may communicate, with the indicator being set
in the second and reset in the first. This allows the work to be stored in two locations, but
only used in one.

In another embodiment, the same result may be reached by copying the relevant
control message from one device to the other, then erasing it from the original device.
Because the control message includes keys used for decryption, this would insure that the
work could only be used in one device at a time.

In one embodiment, this technique may be used to communicate digital media files
(e.g., music, video, etc.) from a personal computer to a consumer electronics device
without allowing the user to make multiple choices for simultaneous use. Thus, a larger,
more sophisticated device (e.g., a personal computer), could download a file, then "check
out" the file to a portable device lacking certain functions present in the personal computer
(e.g., a hand-held music player).

Rules may also be used to specify that an initial user may transfer the file to another

user, but only by giving up control over the file. Such rules could operate similarly to the
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technique described above for transferring a file from one device to another, or could
require that the original file be entirely erased from the original device after the transfer.

Rules in Control Block 13 may be added or updated through at least two channels.
New rules may be obtained through Control Stream 6. Ifa control message contains an
identifier corresponding to a control message already present in Control Block 13, that
control message (including contained rules) may overwrite the original control message. A
new rule may, for example, be identical to an existing rule, but with a new time stamp and
new keys, thereby allowing decryption of a stream which had been encrypted with multiple
keys. System 1 may be designed so that certain rules may not be overwritable. This may
be enforced by designating certain positions in Array 717 as non-overwritable, or by
providing a flag or other indicator to show that a particular rule cannot be overwritten or
altered. This would allow for certain types of superdistribution models, including allowing
a downstream distributor to add rules without allowing the downstream distributor to
remove or alter the rules added by upstream distributors.

In addition, new rules may be encoded into Organization Stream 3, Audio Stream 4,
or Video Stream 5, in the form of a watermark or steganographic encoding.

New rules may also be obtained through Port 21. Port 21 may connect to an
external device (e.g., a smart card, portable memory, etc.) or may connect to an external
network (e.g., External Server 30). Rules may be obtained through Port 21 either in an ad
hoc manner, or as a result of requests sent by Control Block 13. For example, Control
Message 14 (FIG. 7, row 6) may include a rule specifying that a new rule be downloaded
from a particular URL, and used to govern Stream 1201.

Control messages, including rules, may be encoded using secure transmission
formats such as DigiBoxes. A DigiBox is a secure container means for delivering a set of
business rules, content description information, content decryption information and/or
content validation information. One or more DigiBoxes can be placed into the headers of
the media content or into data streams within the media.

FIG. 12 illustrates one embodiment of the DigiBox format and the manner in which
that format is incorporated into a control message. Control Message 1201 is made up of
Control Message Header 1202 and Control Message Contents 1203. As is described
elsewhere, Control Message Header 1202 may include information used by Demux 7 (FIG.
1) to appropriately route the message to Control Block 13.

Control Message Contents 1203 of Control Message 1201 consists of DigiBox
1204, and may also include additional information. DigiBox 1204 consists of DigiBox
Header 1205, Rules 1206 and Data 1207. Rules 1206 may include one or more rules. Data
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1207 may include various types of data, including ES_ID 1208, Cryptographic Key 1209,
and Validation Data 1210. Data 1207 may also include cryptographic information such as
a specification of the encryption algorithm, chaining modes used with the algorithm, keys
and initialization vectors used by the decryption and chaining.

Initialization vectors contained within Data 1207 are similar to cryptographic keys,
in that they constitute input to the original encryption process and therefore are necessary
for decryption. In one well-known prior art embodiment, the initialization vectors may be
generated by starting with a base initialization vector (a 64 bit random number) and xor’ing
in the frame number or start time for the content item.

Validation Data 1210 contained within Data 1207 may include cryptographic has or
authentication values, cryptographic keys for calculating keyed authentication values (e.g.,
message authentication codes), digital signatures, and/or public key certificates used in
validating digital certificates.

Thus, the DigiBox may incorporate the information described above as part of the
control message, including the rules, the stream ID and the cryptographic keys and values.

In an alternative embodiment, DigiBox Header 1205 may be designed so that it can
be read by Demux 7 and routed to Control Block 13. In such an embodiment, DigiBox
1204 would itself constitute the entirety of the control message, thus obviating the need to
nest DigiBox 1204 within Control Message 1201.

Some or all of the contents of DigiBox 1204 will generally be encrypted. This may
include Rules 1206, Data 1207, and possibly some or all of Header 1205. System 1 may be
designed so that a DigiBox may only be decrypted (opened) in a protected environment
such as IRP 22. In an alternate embodiment, Control Block 13 may directly incorporate the
functionality of IRP 22, so that the DigiBox may be opened in Control Block 13 without
the necessity of routing the DigiBox to IRP 22 for processing. In one embodiment, the
cryptographic key used to decrypt DigiBox 1204 may be stored in IRP 22 (or Control
Block 13), so that the DigiBox can only be opened in that protected environment.

Rules 1206 are rules governing access to or use of DigiBox Data 1207. In one
embodiment, these rules do not directly control the governed streams. Since Cryptographic
Key 1209 can only be accessed and used through compliance with Rules 1206, however,
Rules 1206 in fact indirectly control the governed streams, since those streams can only be
decrypted through use of the key, which can only be obtained in compliance with the rules.
In another embodiment, Data 1207 may include additional rules, which may be extracted
from the DigiBox and stored in a table such as Array 717 of FIG. 7.
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The rules governing access to or use of a DigiBox may accompany the DigiBox, (as
shown in FIG. 12) or may be separately transmitted, in which event Rules 1206 would
contain a pointer or reference to the rules used to access Data 1207. Upon receipt of a
DigiBox, Control Block 13 may receive rules separately through Control Stream 6, or may
request and receive rules through Port 21.

Pipelined Implementation

One potential drawback to the system illustrated in FIG.1 consists of the fact that
the system introduces complexity and feedback into a pipelined system designed to render
content in real time. The rendering pipeline generally consists of Demux 7, Organization
Block 8 and AV Block 9, Composite Block 11 and Rendering Device 12. Because content
is received in a streamed fashion, and must be rendered in real time, pipelined processing
must occur in a highly efficient manner, under tight time constraints. A failure to process
within the time available may mean that output to Rendering Device 12 may be interrupted,
or that incoming Bit Stream 2 may overflow available buffers, thereby causing the loss of
some portion of the incoming data.

An alternative embodiment of System 1 is designed to address these problems,
although at a possible cost in the ability to use standard system components and a possible
cost in overall system security. This alternative embodiment is illustrated in FIG. 11,
which shows System 1101.

System 1101 is similar to System 1 from FIG. 1 in many respects. It receives Bit
Stream 1102, which consists of Organization Stream 1103, Audio Stream 1104, Video
Stream 1105 and Control Stream 1106. These streams are received by Demux 1107, which
passes Organization Stream 1103 to Organization Block and passes Audio Stream 1104
and Video Stream 1105 to AV Block 1109. Organization Block 1108 and AV Block 1109
operate similarly to their counterparts in FIG. 1, and pass information to Composite Block
1110, which organizes the information into a coherent whole and passes it to Rendering
Device 1111. Streams sent to Organization Block 1108 are decrypted and/or validated by
Stream Flow Controller 1112, and streams sent to AV Block 1109 are decrypted and/or
validated by Stream Flow Controller 1113.

System 1101 differs from System 1, however, in that control and feedback are
distributed, and integrated directly into the processing and rendering pipeline. System
1101 thus lacks a separate control block, and also lacks a feedback path back from the
Composite Block 1110.

In System 1101, control is exercised directly at Organization Block 1108 and AV
Block 1109. Asin System 1, cryptographic keys are received through Control Stream 1106
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(in an alternative embodiment, the keys could be incorporated directly into header or other
information in Organization Stream 1103 or Audio/Video Streams 1104 and 1105). Those
keys are included in a data format which includes information regarding the stream type of
the encrypted content and, if multiple stream types are possible, an identifier for the
particular controlled stream.

When Demux 1107 encounters a key in Control Stream 1106, it reads the
information relating to the stream type, and routes the key to the appropriate stream flow
controller. If Demux 1107 encounters a key designated for decryption or validation of
Organization Stream 1103, for example, it routes that key to Stream Flow Controller 1112.

Stream Flow Controller 1112 stores received keys in Storage Location 1114.
Storage Location 1114 stores the keys and also stores an indicator of the controlled stream
ID.

Stream Flow Controller 1112 includes Cryptographic Engine 1115, which uses the
received keys to decrypt and/or validate encrypted and/or protected portions of
Organization Stream 1103. The keys may themselves be received in an encrypted manner,
in order to provide some degree of security. In such a case, Stream Flow Controller may
use a variety of techniques to decrypt the key, including using stored information as a key,
or as a key seed. That stored information could, for example, constitute a "meta-key"
provided earlier through Bit Stream 1102 or through a separate port.

Stream Flow Controller 1113, associated with AV Block 1109, contains a
corresponding Storage Location 1116 and Cryptographic Engine 1117, and operates in a
manner similar to the operation described for Stream Flow Controller 1112.

This implementation avoids the latency penalty which may be inherent in the
necessity for communication between stream flow controllers and a separate control block.

This alternate implementation may also eliminate the feedback channel from the
composite block (FIG.1, Control Line 16). This feedback channel may be used in order to
insure that the content being passed from Composite Block 11 to Rendering Device 12 is
content that has been authorized for rendering. In the alternate embodiment shown in
FIG.11, this feedback channel does not exist. Instead, this implementation relies on the
fact that Composite Block 1110 depends upon information from Organization Block 1108
to determine the exact structure of the information being sent to Rendering Device 1111.
Composite Block 1110 cannot composite information in a manner contrary to the
organization dictated by Organization Block 1108.

In one embodiment, this control by Organization Block 1108 may be sufficient to
obviate the need for any feedback, since Organization Block 1108 may be designed so that

SUBSTITUTE SHEET (RULE 26)

268



10

15

20

25

30

35

WO 99/48296 PCT/US99/05734

-21-

it accepts information only through Stream Controller 1 112, and Stream Controller 1112
may be designed so that it only decrypts or validates information under the control of rules
stored in Storage Location 1114.

In such an embodiment, security may be further increased by incorporating Secure
Memory 1118 into Organization Block 1108. Secure Memory 1118 may store a copy or
hash of the organization tree validly decrypted by Stream Controller 1112, and in current
use in Main Organization Block Memory 1119. Organization Block 1108 may be used to
periodically compare the organization tree stored in Main Organization Block Memory
1119 to the tree stored in Secure Memory 1118. Ifa discrepancy is spotted, this may
indicate that an attacker has altered the organization tree stored in Main Organization Block
1119, thereby possibly allowing for the rendering of content in violation of applicable
rules. Under such circumstances, Organization Block 1108 may be used to take protective
measures, including replacing the contents of Main Organization Block Memory 1119 with
the contents of Secure Memory 1118.

MPEG-4 Implementation

The generic system described above may be embodied in an MPEG-4 system, as
illustrated in FIG. 8, which shows MPEG-4 System 801.

MPEG-4 System 801 accepts MPEG-4 Bit Stream 802 as input. MPEG-4 Bit
Stream 802 includes BIFS Stream 803, OD Stream 804, Audio Stream 805, Video Stream
806 and IPMP Stream 807. These streams are passed to Demux 808, which examines
header information and routes packets as appropriate, to BIFS 809, AVO 810, OD 811 or
IPMP System 812.

IPMP System 812 receives IPMP messages through IPMP Stream 807. Those
messages may include header information identifying the particular message, as well as an
associated IPMP message. The IPMP message may include control information, which
may include a cryptographic key, validation information, and/or may include complex
governance rules, as are described above.

Stream Controllers 813, 814 and 815 act to decrypt, validate, and/or govern streams
passed to BIFS 809, AVO 810 and OD 811, respectively.

OD 811 holds object descriptors, which contain metadata describing particular
objects. This metadata includes an identifier of the particular Elementary Stream or
streams which include the object, and may also include a pointer to a particular IPMP
message which governs the object. Alternatively, the relationship between IPMP messages
and particular objects or streams may be stored in a table or other form within IPMP
System 812.
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IPMP System 812 may exercise control over other functional blocks through
Control Lines 816, 817, 818 and 819, each of which may transmit control/governance
signals from IPMP System 812 and information or requests from other functional blocks to
IPMP System 812. The information requests may include an ES_ID and a time stamp,
which IPMP System 812 may use to determine which particular message (e.g., key) should
be used and when.

In an altemative embodiment, IPMP System 812 may exercise control over
Composite and Render 821 by receiving a hash of the currently valid BIFS tree (possibly
through IPMP stream 807), and periodically checking the hash against the BIFS tree stored
in BIFS 809. Because BIFS 809 controls the manner in which Composite and Render 821
renders information, if IPMP System 812 confirms that the current BIFS tree is the same as
the authorized tree received through BIFS Stream 803, IPMP System 812 can confirm that
the proper content is being rendered, even without receiving feedback directly from
Composite and Render 821. This may be necessary, since BIFS 809 may communicate
with Port 822, which may allow a user to insert information into BIFS 809, thereby
creating a possibility that a user could insert an unauthorized BIFS tree and thereby gain
unauthorized access to content.

When a stream controller receives encrypted or otherwise governed information, it
may send the ES_ID and time stamp directly to IPMP System 812. Alternatively, it may
send this information to OD 811, which may reply with the ID of the IPMP message which
governs that object or stream. The stream controller can then use that IPMP message ID to
request decryption, validation, and/or governance from IPMP System 812. Alternatively,
OD 811 can pass the IPMP ID to IPMP System 812, which can initiate contact with the
appropriate stream controller.

IPMP System 812 may obtain IPMP information through two channels other than
IPMP Stream 807. The first of these channels is Port 820, which may be directly
connected to a device or memory (e.g., a smart card, a DVD disk, etc.) or to an external
network (e.g., the Internet). An IPMP message may contain a pointer to information
obtainable through Port 812, such as a URL, address on a DVD disk, etc. That URL may
contain specific controls needed by the IPMP message, or may contain ancillary required
information, such as, for example, information relating to the budget of a particular user.

IPMP System 812 may also obtain IPMP information through OD updates
contained in OD Stream 804. OD Stream 804 contains metadata identifying particular
objects. A particular OD Message may take the format shown in FIG. 9. In this figure, OD
Message 901 includes Header 902, which identifies the following packets as part of the OD
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stream, and indicates the number of packets. OD Message 901 further consists of Message
903, which includes a series of Pointers 904 and associated Metadata 905. Each Pointer
904 identifies a particular Elementary Stream, and the associated metadata is applicable to
that stream. Finally, OD Message 901 may contain an IPMP Pointer 906, which identifies
a particular IPMP message.

In aggregate, the information contained in OD Message 901 constitutes an object
descriptor, since it identifies and describes each elementary stream which makes up the
object, and identifies the IPMP message which governs the object. OD Message 901 may
be stored in OD 811, along with other messages, each constituting an object descriptor.

Object descriptors stored in OD 811 may be updated through OD Stream 804,
which may pass through a new object descriptor corresponding to the same object. The
new object descriptor then overwrites the existing object descriptor. This mechanism may
be used to change the IPMP message which controls a particular object, by using a new
object descriptor which is identical to the existing object descriptor, with the exception of
the IPMP pointer.

OD Stream 804 can also carry IPMP_DescriptorUpdate messages. Each such
message may have the same format as IPMP messages carried on the IPMP stream,
including an IPMP ID and an IPMP message.

IPMP_DescriptorUpdate messages may be stored in a table or array in OD 811, or
may be passed to IPMP System 812, where they may overwrite existing stored IPMP
messages, or may add to the stored messages.

Since IPMP information may be separately conveyed through the OD stream or the
IPMP stream, MPEG-4 System 801 may be designed so that it only accepts information
through one or the other of these channels.

In another embodiment, the existence of the two channels may be used to allow
multi-stage distribution, with governance added at later stages, but with no risk that later
alterations may override governance added at an earlier stage.

Such a system is illustrated in FIG. 10. In this Figure, IPMP System 812 includes
IPMP Table 1002, which has slots for 256 IPMP messages. This table stores the IPMP_ID
implicitly, as the location at which the information is stored, shown in Column 1003. The
IPMP message associated with IPMP_ID 4, for example, is stored at slot 4 of IPMP Table
1002.

Each location in IPMP Table 1002 includes Valid Indicator 1004 and Source
Indicator 1005. Valid Indicator 1004 is set for a particular location when an IPMP message
is stored at that location. This allows IPMP System 812 to identify slots which are
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unfilled, which otherwise might be difficult, since at start-up the slots may be filled with
random information. This also allows [IPMP System 812 to identify messages which are no
longer valid and which may be replaced. Valid Indicator 1004 may store time stamp
information for the period during which the message is valid with IPMP System 812
determining validity by checking the stored time stamp information against the currently
valid time.

Source Indicator 1005 is set based on whether the associated IPMP message was
received from IPMP Stream 807 or from OD Stream 804.

These indicators allow IPMP System 812 to establish a hierarchy of messages, and
to control the manner in which messages are added and updated. IPMP System 812 may
be designed to evaluate the indicators for a particular location once a message is received
corresponding to that location. If the valid indicator is set to invalid, IPMP System 812
may be designed to automatically write the IPMP message into that slot. If the valid
indicator is set to valid, IPMP System 812 may then be designed to check the source
indicator. If the source indicator indicates that the associated message was received
through OD Stream 804, IPMP System 1812 may be designed to overwrite the existing
message with the new message. If, however, the source indicator indicates that the
associated message was received through IPMP Stream 807, IPMP System 812 may be
designed to check the source of the new message. That check may be accomplished by
examining the header associated with the new message, to determine if the new message
was part of OD Stream 804 or part of IPMP Stream 807. Alternatively, IPMP System 812
may derive this information by determining whether the message was received directly
from Demux 808 or through OD 811.

If the new message came through IPMP Stream 807, IPMP System 812 may be
designed to store the new message in Table 1002, overwriting the existing message. If the
new message came through OD Stream 804, on the other hand, IPMP System 812 may be
designed to reject the new message.

This message hierarchy can be used to allow for a hierarchy of control. A studio,
for example, may encode a movie in MPEG-4 format. The studio may store IPMP
messages in the IPMP stream. Those messages may include a requirement that IPMP
System 812 require that a trailer for another movie from the same studio be displayed prior
to the display of the feature movie. IPMP System 812 could be used to monitor the
beginning and end of rendering of the trailer (using feedback through Control Line 819) to
ensure that the entire trailer plays, and that the user does not fast-forward through it.
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The movie studio could encrypt the various elementary streams, including the
IPMP stream. The movie studio could then provide the movie to a distributor, such as a
cable channel. The movie studio could provide the distributor with a key enabling the
distributor to decrypt the OD stream (or could leave the OD stream unencrypted), and the
ability to insert new messages in that stream. The cable channel could, for example,
include a rule in the OD stream specifying that the IPMP system check to determine if a
user has paid for premium viewing, decrypt the movie if premium viewing has been paid
for, but insert advertisements (and require that they be rendered) if premium viewing has
not been paid for).

The cable channel would therefore have the ability to add its own rules into the
MPEG-4 Bit Stream, but with no risk that the cable channel would eliminate or alter the
rules used by the movie studio (e.g., by changing the trailer from a movie being promoted
by the studio to a rival movie being promoted by the cable channel). The studio's rules
could specify the types of new rules which would be allowed through the OD stream,
thereby providing the studio a high degree of control.

This same mechanism could be used to allow superdistribution of content, possibly
from one user to another. A user could be provided with a programming interface enabling
the insertion of messages into the OD stream. A user might, for example, insert a message
requiring that a payment of $1.00 be made to the user's account before the movie can be
viewed. The user could then provide the movie to another user (or distribute it through a
medium whereby copying is uncontrolled, such as the Internet), and still receive payment.
Because the user's rules could not overrule the studio's rules, however, the studio could be
certain that its rules would be observed. Those might include rules specifying the types of
rules a user would be allowed to add (e.g., limiting the price for redistribution).

MPEG-4 System 801 may also be designed to include a particular type of IPMP
system, which may be incompatible with IPMP systems that may be designed into other
MPEG-4 systems. This may be possible because the MPEG-4 standard does not specify
the format of the information contained in the IPMP stream, thereby allowing different
content providers to encode information in differing manners.

IPMP System 812 in MPEG-4 System 801 may be designed for an environment in
which differing IPMP formats exist. That system may scan the IPMP stream for headers
that are compatible with IPMP System 812. All other headers (and associated packets)
may be discarded. Such a mechanism would allow content providers to incorporate the
same IPMP message in multiple formats, without any concern that encountering an
unfamiliar format would cause an IPMP system to fail. In particular, IPMP headers can
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incorporate an IPMP System Type Identifier. Those identifiers could be assigned by a
central authority, to avoid the possibility that two incompatible systems might choose the
same identifier.

IPMP System 801 might be designed to be compatible with multiple formats. In
such a case, IPMP System 801 might scan headers to locate the first header containing an
IPMP System Identifier compatible with IPMP System 801. IPMP System 801 could then
select only headers corresponding to that IPMP System Identifier, discarding all other
headers, including headers incorporating alternate IPMP System Identifiers also recognized
by the IPMP system.

Such a design would allow a content provider to provide multiple formats, and to
order them from most to least preferred, by including the most preferred format first, the
second most preferred format second, and so on. Since IPMP System 801 locks onto the
first compatible format it finds, this ordering in IPMP Stream 801 would insure that the
IPMP system chose the format most desired by the content provider.

Even if different IPMP formats are used, content will probably be encoded (and
encrypted) using a single algorithm, since sending multiple versions of content would
impose a significant bandwidth burden. Thus, ordinarily it will be necessary for content to
be encrypted using a recognized and common encryption scheme. One such scheme could
use the DES algorithm in output feedback mode.

This method of screening IPMP headers, and locking onto a particular format may
also be used to customize an MPEG-4 bit Stream for the functional capabilities of a
particular MPEG-4 system. Systems capable of rendering MPEG-4 content may span a
considerable range of functionality, from high-end home theaters to handheld devices.
Governance options suitable for one type of system may be irrelevant to other systems.

For example, MPEG-4 System 801 may include a connection to the Internet
through Port 820, whereas a second MPEG-4 system (for example a handheld Walkman-
like device) may lack such a connection. A content provider might want to provide an
option to a viewer, allowing the viewer to see content for free in return for providing
information about the viewer. The content provider could insert a rule asking the user
whether the user wants to view the content at a cost, or enter identification information.
The rule could then send the information through a port to the Internet, to a URL specified
in the rule. A site at that URL could then evaluate the user information, and download
advertisements targeted to the particular user.

Although this might be a valuable option for a content provider, it obviously makes

no sense for a device which is not necessarily connected to the Internet. It would make no
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sense to present this option to the user of a non-connected device, since even if that user
entered the information, the rule would have no way to provide the information to an
external URL or download the advertisements. In such a case, the content provider might
prefer to require that the user watch preselected ads contained in the original MPEG-4 bit
stream.

Header information in the IPMP stream could be used to customize an MPEG-4 bit
stream for particular devices. As with the IPMP System Type information, IPMP Header
information could include MPEG-4 System Types. These could include 8 or 16-bit values,
with particular features represented by bit maps. Thus, the presence of a bit at position 2,
for example, could indicate that a device includes a persistent connection to the Internet.

An IPMP system could then evaluate the headers, and lock on to the first header
describing functionality less than or equal to the functionality contained in the MPEG-4
device in which the IPMP system is embedded. If the header constituted a complete match
for the functionality of the MPEG-4 device, the IPMP system could then cease looking. If
the header constitutes less than a complete match (e.g., a header for a system which has an
Internet connection, but lacks a digital output port, when the system includes both), the
IPMP system can lock on to that header, but continue to scan for closer matches, locking
on to a closer match if and when one is found.

The IPMP messages identified by a particular header would be those suited for the
particular functionality of the MPEG-4 device, and would allow for customization of the
MPEG-4 bit stream for that functionality. In the context of the example given above, the
IPMP system for an MPEG-4 device containing an Internet connection would lock onto a
particular header, and would download the IPMP messages characterized by that header.
Those messages would prompt the user for information, would provide that information to
the URL, and would authorize decryption and rendering of the movie, with the
advertisements inserted at the appropriate spot.

In the case of an MPEG-4 device without an Internet connection, on the other hand,
the IPMP system would lock onto a set of headers lacking the bit indicating an Internet
connection, and would download the rules associated with that header. Those rules might
not provide any option to the user. The rules might allow decryption of the content, but
would also specify decryption of an additional ES from the MPEG-4 stream. That
additional ES would contain the advertisements, and the [IPMP system would require
decryption and rendering of the advertisements, checking Control Line 819 to make certain
that this had occurred. In the case of the system with the Internet connection, however, the

rules allowing decryption and requiring rendering of the ES containing the advertisements
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would never be loaded, since those rules would be contained within messages identified by
the wrong type of header. The advertisement ES would therefore never be decrypted and
would be ignored by the MPEG-4 device.

FIG. 21 illustrates one manner in which a protected MPEG-4 file may be created.
In this figure, CreateBox 2101 represents a DigiBox creation utility, which accepts keys
and rules. In one embodiment, CreateBox 2101 may pass these keys and rules to IRP 2102
and receive DigiBox 2103 from IRP 2102. In another embodiment, IRP 2102 may be
incorporated into CreateBox 2101, which accepts keys and rules and outputs DigiBox
2103.

DigiBox 2103 contains governance rules, initialization vectors and keys. DigiBox
2103 is passed from CreateBox 2101 to Bif Encoder 2104. Bif Encoder 2104 may be
conventional, with the exception that it is designed to accept and process DigiBoxes such
as DigiBox 2103. Bif Encoder 2104 also accepts a .txt file containing a scene graph, and
initial object descriptor commands.

Bif Encoder 2104 outputs a .bif file, containing the scene graph stream (in
compressed binary form) and a .od file, containing the initial object descriptor commands,
the object descriptor stream, and DigiBox 2103.

Bif Encoder 2104 passes the .bif file and the .od file to Mux 2105. Mux 2105 also
accepts compressed audio and video files, as well as a .scr file that contains the stream
description. Mux 2105 creates IPMP streams, descriptors and messages, encrypts the
content streams, interleaves the received streams, and outputs Protected MPEG-4 Content
File 2106, consisting of Initial Object Descriptor 2107 and Encrypted Content 2108. Initial
Object Descriptor 2107 contains DigiBox 2103, as well as other information. Encrypted
Content 2108 may include a scene graph stream (i.e., a BIFS stream), an object descriptor
stream, IPMP streams, and encrypted content streams.

If DigiBox 2103 contains all keys and rules necessary to render all of the content, it
may be unnecessary for Mux 2105 to create any IPMP streams. If additional keys or rules
may be necessary for at least a portion of the content, Mux 2105 may incorporate those
rules and keys into one or more additional DigiBoxes, and incorporate those DigiBoxes
either in the IPMP stream or in the OD update stream.

FIG. 22 illustrates one manner in which control may be incorporated into an
existing MPEG-4 stream. In this figure, Unprotected MPEG-4 Content File 2201 includes
Initial Object Descriptor 2202 and Content 2203. The content may include a scene
description stream (or BIF stream), an object descriptor stream, a video stream, an audio

stream, and possibly additional content streams.
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Unprotected MPEG-4 Content File 2201 is passed to Repackager 2204, which also
accepts keys and rules. Repackager 2204 passes the keys and rules to IRP 2205 , and
receives DigiBox 2206 in return, containing keys, rules and initialization vectors. In an
alternate embodiment, IRP 2205 may be incorporated directly into Repackager 2204.

Repackager 2204 demuxes Unprotected MPEG-4 Content File 2201. It inserts
DigiBox 2206 into the Initial Object Descriptor and encrypts the various content streams.
Repackager 2204 also adds the IPMP stream, if this is necessary (including if additional
DigiBoxes are necessary).

Repackager 2204 outputs Protected MPEG-4 Content File 2207, consisting of
Initial Object Descriptor 2208 (including DigiBox 2206) and Encrypted Content 2209
(consisting of various streams, including the IPMP streams, if necessary).

Real Networks Implementation

In one embodiment, the elements described above may be used in connection with
information encoded in compliance with formats established by Real Networks, Inc.

The Real Networks file format (RMFF) is illustrated in FIG. 13. This format
includes a block of headers at the beginning (Header 1301), followed by a collection of
content packets (Content 1302), followed by an index used for seck and goto operations
(Index 1303). Each file can contain several streams of different types. For each stream,
there is a “Media Properties Header” (1304) used to describe the format of the media
content (e.g., compression format) and provide stream specific information (e.g.,
parameters for the decompressor).

Real Networks streams can be protected by inserting a DigiBox into Header 1301
and encrypting the data packets contained in Content 1302. The altered format is
illustrated in FIG.14, which shows Header 1401, including Media Properties Headers 1402
and 1403, which in turn contain DigiBoxes 1404 and 1405, respectively. The format also
includes encrypted Content 1406 and Index 1407.

In one embodiment, the declared type of the data is changed from the standard Real
Networks format to a new type (e.g., RNWK_Protected.) The old type is then saved.
Changing the type forces the Real Networks player to load a “Trust Plugin,” since this
Plugin is registered as the only decoder module that can process streams of type “RNWK-
Protected.” The Trust Plugin opens the DigiBox, gets approval from the user, if it is
needed, determines the original content type, loads a decoder plugin for the original
content, and then decrypts and/or validates the content, passing it to the content decoder

plugin to be decompressed and presented to the user.
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In one embodiment, the specific alterations made to the Real Networks file format
are the following:

e Increase the preroll time to force larger buffers on playback. In a current embodiment,
an increase of 3 seconds is used. Larger buffers are needed because of the extra steps
needed to decrypt the content.

® Modify each stream-specific header by changing the mime type to “RNWK-Protected”,
saving the old mime type in the decoder specific information and adding a content
identifier and DigiBox to the decoder specific information. The DigiBox contains the
key, initialization vector (IV), version information, and watermarking instructions. The
key, IV and content identifier are generated automatically, or can be provided as
command-line parameters. The same key, IV and content identifier are used for every
stream.

e Content packets are selectively encrypted. In one embodiment, content packets whose
start time in milliseconds is in the first half-second of each 5 seconds (i.e., starttime %
5000 < 500) are encrypted. This encrypts approximately one-tenth of the content
reducing encryption and decryption costs, and damages the content, sufficiently to
prevent resale. The encryption algorithm can be DES using output-feedback mode or
any similar algorithm. The initialization vector is computed for each packet by xoring
the stream’s IV with the packet’s start time in milliseconds. Some information unique
to the stream should also be xored into the IV. In one embodiment, the same IV is used
for multiple packets whenever two or more streams have packets with the same start
time. This usually happens for the first packet in each stream since they usually have
start time 0. Other than the first packet, it is rare to have two packets have the same
start time.

In one embodiment, these changes to the Real Networks file format are
accomplished as is shown in FIG. 15. As is illustrated, RMFF file 1501 is formatted in the
standard Real Networks RMFF format. This file is passed to Packager 1502. Also passed
to Packager 1502 is Rights File 1503. Packager 1503 generates Protected RMFF File
1504, which includes various alterations as described above and as listed in FIG. 15,
including the incorporation of one or more DigiBoxes in the header, encryption of the
content, modification of the mime type, etc.

In one embodiment, the trust plugin described above is illustrated in FIGs. 16 and
17. FIG. 16 illustrates the standard Real Networks architecture. File 1601 (e.g.,a
streaming audio file in Real Networks format) is provided to Real Networks G2 Client
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Core 1602. File 1601 may be provided to RealNetworks G2 Client Core 1602 from Server
1603, or through Direct Connection 1604.

Upon receipt of File 1601, Real Networks G2 Client Core 1602 accesses a
rendering plugin appropriate to File 1601, based on information which is obtained from the
header associated with File 1601. Rendering Plugins 1605 and 1606 are shown. If File
1601 1s of a type which cannot be rendered by either Rendering Plugin 1605 or Rendering
Plugin 1606, Real Networks G2 Client Core 1602 may attempt to access an appropriate
plugin, e.g., by asking for the user’s assistance or by accessing a site associated with the
particular file type.

Rendering Plug-In 1605 or 1606 processes File 1601 in a conventional manner.
This processing most likely includes decompression of File 1601, and may include other
types of processing useful for rendering the content. Once this processing is complete
(keeping in mind that the content is streamed, so that processing may be occurring on one
set of packets at the same time that another set of packets is being rendered), File 1601 is
passed back to Real Networks G2 Client Core 1602, which then passes the information to
Rendering Device 1607. Rendering Device 1607 may, for example, be a set of stereo
speakers, a television receiver, etc.

FIG. 17 illustrates the manner in which a trust plugin operates within the overall
Real Networks architecture. Much of the architecture illustrated in FIG. 17 is the same as
that illustrated in FIG. 16. Thus, File 1701 is provided to Real Networks G2 Client Core
1702 through Server 1703 or through Direct Connection 1704. The file is processed by
Real Networks G2 Client Core 1702, using plugins, including Rendering Plugins 1705 and
1706, and is then passed to Rendering Device 1707.

FIG. 17 differs from FIG. 16 in its incorporation of Trust Plugins 1708 and 1709,
and IRP 1710. When initially registered with Real Networks G2 Client Core 1702, Trust
Plugins 1708 and 1709 inform Real Networks G2 Client Core 1702 that they can process
content of type RNWK-Protected. Whenever Real Networks G2 Client Core 1702
encounters a'stream of this type, it is then enabled to create an instance of the trust plugin
to process the stream, e.g., Trust Plugin 1708. It then passes the stream to the trust plugin.

The stream passed to Trust Plugin 1708 may be in the format shown in FIG. 14. In
such a case, Trust Plugin 1708 extracts DigiBox 1404 from Media Properties Header 1402.
It also extracts the content id and original mime type from Media Properties Header 1402.
The Trust Plugin first checks to see if any other stream with the same content identifier has
been opened. If so, then DigiBox 1404 is not processed further. Instead, the key and IV

from the box for this other stream are used. This avoids the time cost of opening a second

SUBSTITUTE SHEET (RULE 26)

279



10

15

20

25

30

35

WO 99/48296 PCT/US99/05734
-32-

box. Also, this ensures that a user is only asked to pay once even if there are multiple
protected streams. By sharing content ids, keys, and IVs, several files can be played with
the user only paying once. This is useful when SMIL is used to play several RMFF files as
a single presentation.

In an alternate and possibly more secure embodiment, this check is not performed,
and the key and IV from the current DigiBox are used even if another stream with the
content identifier has already been opened.

If no other stream has been identified with the same content identifier, Trust Plugin
1708 passes DigiBox 1404 to IRP 1710. IRP 1710 may be a software process running on
the same computer as Real Networks G2 Client Core and Trust Plugin 1708. IRP 1710
may run in a protected environment or may incorporate tamper resistance techniques
designed to render IRP 1710 resistant to attack.

IRP 1708 may process DigiBox 1404 and extract a cryptographic key and an IV,
which may then be passed to Trust Plugin 1708. Trust Plugin 1708 may then use this
information to decrypt Encrypted Contents 1406.

Trust Plugin 1708 uses the original mime type information extracted from Media
Properties Header 1402 to create an instance of the rendering plugin to be used for the
content (e.g., Rendering Plugin 1705). Once this is done, Trust Plugin 1708 behaves like
an ordinary rendering plugin to the Real Networks G2 Client Core 1702, in that Real
Networks G2 Client Core 1702 passes streamed information to Trust Plugin 1708, which
decrypts that information and passes it to Rendering Plugin 1705. From the perspective of
Real Networks G2 Client Core 1702, Trust Plugin 1708 constitutes the appropriate
rendering pluin, and the core is not aware that the information is being passed by Trust
Plugin 1708 to a second plugin (e.g., Rendering Plugin 1705).

Similarly, from the point of view of Rendering Plugin 1705, Trust Plugin 1708
behaves like Real Networks G2 Client Core 1702. Thus although Rendering Plugin 1705
receives decrypted stream information from Trust Plugin 1708, Rendering Plugin 1705
operates exactly as if the information had been received directly from Real Networks G2
Client Core 1702. In this manner, content formatted for Rendering Plugin 1705 may
instead be first processed by Trust Plugin 1708, without requiring any alteration to Real
Networks G2 Client Core 1702 or Rendering Plugin 1705.

Trust Plugin 1708 may also perform other processing that may be helpful for
security purposes. For example, Trust Plugin 1708 may watermark the decrypted file prior
to passing it to Rendering Plugin 1705, keeping in mind that the watermark algorithm must
be such that it will survive decompression of the file by Rendering Plugin 1705.
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MP3 Embodiment

The techniques described above can also be applied to MP3 streaming content.

The MP-3 specification does not define a standard file format, but does define a bit
stream, which is illustrated in FIG.18. In FIG. 18, MP-3 Bit Stream 1801 includes Content
1802. Content 1802 is divided into frames,>shown as Frame 1803, Frame 1804 and Frame
1805. The dots between Frame 1804 and 1805 symbolize the fact that Content 1802 may
include a large number of frames. ‘

Each frame includes its own small header, shown in FIG. 18 as Headers 1806, 1807
and 1808.

Many MP3 players support a small trailer defined by the ID3 V1 specification,
shown as Trailer 1809. This is a 128 byte trailer for carrying fields like artist, title and
year, shown as Fields 1810, 1811 and 1812. The ID3 V1 trailer is ignored by players not
designed to read such trailers, since it does not appear to be valid MP3 data.

FIG. 19 shows one embodiment of protection applied to the MP3 format. This
protected format constitutes File 1908 and includes the following items:

* Unencrypted MP3 Content 1912. This is the first information encountered by a
player, and will be rendered by any standard MP3 player. It can include a message to the
user indicating that the content is protected and providing instructions as to how the
content can be accessed (e.g., a URL for a trust plugin, instructions on payment
mechanisms, etc.) Unencrypted MP3 Content 1912 may include a “teaser,” consisting of
an initial portion of the content (e.g., 30 seconds), which is rendered at no cost, thereby
allowing a user to sample the content prior to making a decision to purchase it.

* Encrypted MP-3 Content 1901, which may include thousands of MP-3 frames.
In one embodiment, the first eight frames out of every 32 frames are encrypted. Thus, one-
quareter of the frames are rendered unuseable unless a player is able to decrypt them. In
practice, this may render the content un-sellable or unuseable, without imposing excessive
encryption or decryption costs. To further reduce encryption and decryption costs, only 32
bytes in each frame are encrypted. In a current embodiment, these are the first 32 bytes
after the header and CRC information. In a different embodiment, a different 32 bytes may
be encrypted in every frame. In a current embodiment, the content is encrypted with the
DES using algorithm output-feedback mode. The initial IV for the file is randomly
generated and then xored with the frame number to generate a unique IV for each frame.

Many alternate embodiments may exist, including encrypting more or less
information, and using different encryption algorithms.

* ID3 V1 Trailer 1902, including 128 bytes.
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*  Content ID 1903, including 16 bytes. This is used by the player application to
avoid opening DigiBoxes which it has already opened.

* DigiBox 1904, which may comprise approximately 18K bytes. It includes Key
1909, IV 1910 and Watermarking Instructions 1911. Watermarking Instructions 1911 may
be used in a process of watermarking the associated content.

* Address 1905, which contains the address in the file of Content ID 1903 and
consists of 4 bytes.

* TrustID 1906, which identifies this trusted MP-3 file and consists of 16 bytes.

* ID3 V1 Trailer 1907, which is a copy of Trailer 1902. |

A conventional MP3 player encountering File 1908 would be unable to render
Content 1901, since at least a portion of that content is encrypted. Such a player would
most likely read through to Trailer 1902 and cease processing at that point. A conventional
player looking for the ID3 trailer information will seek to the end and find it.

FIG. 20 illustrates one embodiment of an MP3 player designed to process and
render protected content. This figure shows MP3 Player 2001, which includes Buffer 2006
and Decompressor 2007, and renders content to Rendering Device 2008. In one
embodiment, this is a modified version of a player distributed by Sonique.

Player 2001 obtains Protected MP3 File 2002 through any standard interface.
Protected MP3 File 2002 may have the format illustrated in FIG. 19.

When Player 2001 is asked to play Protected MP3 File 2002, Player 2001 first calls
Trust Plug-In 2003, which includes Approval Function 2009 and Decrypt Function 2005.
Trust Plugin 2003 calls Approval Function 2009 to determine if Protected MP3 File 2002
is protected and whether authorization exists to play the file. Approval Function 2009 is
first given a pointer to Protected MP3 File 2002. It then checks Protected MP3 File 2002
for the presence of Trust ID 1906. If Trust ID 1906 is not found, Approval Function 2009
returns an indicator that the file is not protected. Player 2001 then proceeds to render the
file as a normal MP3 file.

If Trust ID 1906 is found, Approval Function 2009 checks Content ID 1903 to see
if it matches the Content ID of a file that has already been opened.

If Protected MP3 File 2002 has not been previously opened, DigiBox 1904 is
retrieved by Approval Function 2009, and is passed to IRP 2004, which may include
software running in a protected environment, or incorporating tamper resistance. IRP 2004
attempts to open DigiBox 1904 in compliance with the rules associated with that DigiBox.
One such rule may require, for example, that the user indicate assent to pay for use of the

content. If DigiBox 1904 cannot be opened (e.g., the user refuses to pay) a value is
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returned to Approval Function 2009 indicating that the file is protected and may not be
played.

If DigiBox 1904 is opened in compliance with applicable rules, the key and IV are
retrieved and passed to Decrypt Function 2005. The key and IV are stored with the content
id for later re-use and Decrypt Function 2005 is initialized. This may improve overall
system performance, since it reduces the number of times a DigiBox must be opened. Each
such action may introduce significant latency.

On the other hand, storing this information in unprotected memory may reduce
overall system security. Security may be enhanced either by not storing this information
(thereby requiring that each DigiBox be opened, even if the corresponding file has already
been opened through another DigiBox), or by storing this information in a protected form
or in a secure location.

The stored key, IV and content id are referenced when Approval Function 2009 first
checks Content ID 1903 to determine if it matches the Content ID of an already opened
file. If the new Content ID matches a stored Content ID, Decrypt Function 2005 is
reinitialized using the stored key and IV corresponding to the matching content id an.
value indicating that this is a protected file for which play is authorized is returned to
Approval Function 2009.

Once Protected MP3 File 2002 has been opened, each time Player 2001 needs a
packet, Player 2001 reads it into Buffer 2006, strips off the header and CRC and passes the
remaining data and a frame number to Decrypt Function 2005, which decrypts the frame if
necessary, and returns it to Player 2001.

In a current embodiment, although audio content is encrypted, headers or trailers
are not encrypted. This allows the Player 2001 to process information in headers or trailers
without intervention from Approval Function 2009 or Decrypt Function 2005. This allows
Player 2001 to place information such as playing time, artist and title into a playlist display,
and initialize Decompressor 2007, without any action required from Trust Plugin 2003.

Commerce Appliance Embodiment

This section will describe an embodiment, comprising a Commerce Appliance
architecture designed to allow persistent control of digital works in consumer electronics
devices. Although this is described as a separate embodiment, it should be understood that
the features of this embodiment may be combined with, or supplant, the features of any of
the embodiments provided elsewhere in this description.

In one embodiment, this section will describe modifications to the MPEG-4

standard designed to support the association of persistent rules and controls with MPEG-4
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content, as well as elements necessary for a Commerce Appliance to use such content.
This is intended, however, merely as an example.

In one embodiment, shown in FIG. 23, each Commerce Appliance 2301 includes a
CMPS ("Content Management and Protection System") 2302. Each CMPS is responsible
for governing the use of controlled content, including decrypting the content and ensuring
that the content is only used as permitted by associated rules.

Each governed digital work is associated with one or more CMPOs (Content
Management Protection Object), e.g., CMPOs 2303. Each CMPO may specify rules
governing the use of the digital work, and may include keys used to decrypt the work.

CMPOs may be organized in an hierarchical fashion. In one embodiment, a content
aggregator (e.g., a cable channel, a web site, etc.) may specify a Channel CMPO
("CCMPO") used to associate certain global rules with all content present on that channel.
Each independent work may in turn have an associated Master CMPO ("MCMPO") used to
associate rules applicable to the work as a whole. Each object (or Elementary Stream, in
MPEG-4) may have associated with it a CMPO containing rules governing the particular
object.

In one exemplary application, Commerce Appliance 2301 may be an MPEG-4
player containing CMPS 2302. Upon receipt of a user command to play a particular work,
CMPS 2302 may download a MCMPO associated with the work and obtain rules, which
may include conditions required for decryption and viewing of the work. Ifthe rules are
satisfied, CMPS 2302 may use keys from the MCMPO to decrypt any Elementary Streams
("ES"), and may pass the decrypted ESs into the buffers. Composition and rendering of the
MPEG-4 work may thereafter proceeds according to the MPEG-4 standard, except that any
storage location or bus which may contain the work in the clear must be secure, and CMPS
2302 may have the ability to govern downstream processing, as well as to obtain
information regarding which AVOs were actually released for viewing.

In a variation, the process of obtaining and governing the work may include
downloading a CCMPO which applies rules governing this and other works. If rules
contained in the CCMPO are satisfied, CMPS 2302 may obtain a key used to decrypt the
MCMPO associated with the particular work to be viewed.

In another variation, a CMPOQO may be associated with each ES. In this variation,
the MCMPO supplies one or more keys for decryption of each CMPO, and each CMPO
may in turn supply a key for decryption of the associated ES.

Commerce Appliance 2301 is a content-rendering device which includes the

capability of supporting distributed, peer management of content related rights by securely
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applying rules and controls to govern the use of content. Commerce Appliance 2301 may
include general-purpose functions devoted to acquisition and managed rendering of content
(e.g., a DVD (and/or any other optical disk format) player is able to play a DVD (and/or
any other optical disk format) disk and output content to a television.) Commerce
Appliance 2301 may make use of any of the means for protecting and using digital content
on high capacity optical disk, in one non-limiting example, a DVD disk, as described in the
aforementioned Shear patent application.

Commerce Appliance 2301 also includes special-purpose functions relating to other
management and protection of content functions. These special-purpose functions may be
supported by one or more embedded or otherwise included CMPS 2302 in the formofa
single CMPS or a cooperative CMPS arrangement, and may include a user interface (e.g.,
User Interface 2304) designed to display control-related information to the user and/or to
receive control-related information and directions from the user. Commerce Appliance
2301 may also be designed so that it is networkable with other Commerce Appliances (e.g.,
a set-top box connected to a DVD player and a digital television) and/or with other devices,
such as a computer arrangement, which may also include one or more CMPSs.

An important form of Commerce Appliance specifically anticipates secure coupling
on a periodic or continual fashion with a computer managed docking environment (e.g., a
standalone computer or other computer managed device which itself may be a Commerce
Appliance) where the one or more CMPSs of the Commerce Appliance interoperate with
the docking environment to form a single user arrangement whose performance of certain
functions and/or certain content usage events is enabled by such inter-operation through, at
least in part, cooperation between CMPSs and content usage management information of
the Commerce Appliance and the trust environment capabilities of the docking
environment, (e.g., further one or more CMPSs and content usage management
information, such as, for example, information provided by use of CI).

An exemplary Commerce Appliance may be designed to comply with the emerging
MPEG-4 standard for the formatting, multiplexing, transmission, compositing, and
rendering of video and other types of information.

Commerce Appliance 2301 may be any computing device, one non-limiting
example of which is a Personal Computer (PC) that includes MPEG-4 software (and/or
hardware) for rendering content. In accordance with the present invention, the PC may
also use one or more CMPSs as described herein.

The commerce appliance function is not restricted to streamed channel content but

may include various browser-type applications consisting of aggregated composite content
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such as still imagery, text, synthetic and natural video and audio and functional content
such as applets, animation models and so on. these devices include browsers, set-top
boxes, etc.

Content Management and Protection System (CMPS)

Each commerce appliance includes one or more CMPS (e.g., CMPS 2302). The
CMPS is responsible for invocation and application of rules and controls, including the use
of rules and controls to govern the manner in which controlled content is used.

Particular functions of CMPS 2302 include the following;:

(a) Identification and interpretation of rules.

CMPS 2302 must determine which rules are to be applied, and must determine how
those rules are to be interpreted in light of existing state information. In one embodiment,
this requires that CMPS 2302 obtain and decrypt one or more CMPOs 2303 associated
with a work.

(b) Identification of content associated with particular rules.

CMPS 2302 must determine which content is governed by particular one or more
rules. This may be accomplished by obtaining information from one or more CMPOs 2303
and/or other CI. In one embodiment, a CCMPO may identify a set of works, a MCMPO
may identify a particular work and a CMPO may identify a particular ES or Audio Visual
Object ("AVO").

(¢) Decryption of content as allowed by the rules.

CMPS 2302 may be designed so that all content is routed through CMPS 2302 for
decryption, prior to reinsertion into the data flow required by the relevant standard. In the
case of MPEG-4, for example, the output from Demux 2305 may be fed into CMPS 2302.
CMPS 2302 may then decrypt the content and, if relevant rules and controls are satisfied,
feed the content into the MPEG-4 buffers. From that point, the data flow associated with
the content may be as described by MPEG-4.

(d) Control of content based on rules.

CMPS 2302 may be used to control usage of content after the initial decryption, for
example, through the use of secure event management as described in the incorporated
Ginter ‘333 patent application. In the case of MPEG-4 systems, this may require that
CMPS 2302 exercise control over hardware and/or software which performs the following
functions: demuxing (performed by Demux 2305), decompression/buffering/decode into
AVOs (performed by Scene Descriptor Graph 2306, AVO Decode 2307 and Object
Descriptors 2308), scene rendering (performed in Composite and Render 2309).

SUBSTITUTE SHEET (RULE 26)

286



10

15

20

25

30

WO 99/48296 PCT/US99/05734

-39.

CMPS 2302 may also be used to control use and consequences according to: (1)
generational copy protection rules such as the CGMS and/or SGMS standards; (2) various
Conditional Access control methods, such as those proposed and/or implemented by NDS
as described in MPEG-4 document M2959, DAVIC “Copyright Control Framework”
document, and in other publications; (3) a Rights Management Language, such as those
proposed in the Ginter ‘333 patent application and/or as described by U.S. Patent No.
5,638, 443 to Stefik, et al.; (4) use policies described in accordance with AT&T’s Policy
Maker, as described by Blaze, Feigenbaum, and Lacy; (5) the CCI layer bits for IEEE 1394
serial bus transmission as specified by the DTDG subgroup of the DVD Copy Protection
Technical Working Group and/or as implemented by the Hitachi, Intel, Matsushita, Sony
and Toshiba proposed standard (hereafter “the five company proposal’); (6) controls
transmitted using any secure container technology such as, for example, IBM Cryptolope;
(7) any other means for specifying use rules and consequences.

(e) Monitoring use of content.

CMPS 2302 may be used to monitor content to: (1) ensure that rules are being
complied with; (ii) ensure that no attempts are being made to tamper with the system or
protected content; and (iii) record information used by rules, including usage information
needed for payment purposes.

(® Updating user budgets.

CMPS 2302 may be used to update user or other budgets to reflect usage.

(g) Exhaust information.

CMPS 2302 may be used to output payment and usage information (“‘exhaust
information”) to external processes, including one or more Commerce Utility Systems.

(h) Hardware identification and configuration.

(1) Obtaining new, additional, and/or augmented rules from an external
process, one non-limiting example of which is a Rights and Permission Clearinghouse as
described in the incorporated Shear patent application.

() Receiving keys, digital credentials, such as certificates, and/or
administrative information, from certifying authorities, deployment managers,
clearinghouses, and/or other trusted infrastructure services.

(k) Securely sending and/or recetving user and/or appliance profiling and/or
attribute information.

() Securely identifying a user or a member of a class of users who requests
content and/or CMPO and/or CMPS usage.
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(m) Securely certifying or otherwise guaranteeing the authenticity of
application code, for example certifying within CMPO 2301 and/or CMPS 2302 that
application code containing rules and/or other application information, such as information
written in Java code for conditional execution within a Commerce Appliance, and/or that
executes at least in part outside of CMPO 2301 and/or CMPS 23 02, has not been altered
and/or has been delivered by a guaranteed (e.g., trusted) party.

- (n) Securely processing independently delivered CI, such as described in the
incorporated Ginter ‘333 patent application, to perform content usage control that protects
the rights of plural, independent parties in a commerce value chain.

(o) Securely performing watermarking (including, for example fingerprinting)
functions, for example as described in the Ginter '333 patent application and as
incorporated herein, for example including interpreting watermarking information to
control content usage and/or to issue an event message, wherein such event message may
be reported back to a remote authority, such as, for example, a MCMPO rights
clearinghouse management location.

CMPS 2302 may be used to identify and record the current hardware configuration
of the Commerce Appliance and any connected devices (e.g., which loudspeakers are
available, identification of attached monitors, including whether particular monitors have
digital output ports, etc.) If attached devices (such as loudspeakers) also include CMPSs,
the CMPSs may be used to communicate for purposes of coordination (e.g.,aCMPSina
set-top box and/or loudspeaker arrangement may communicate with a CMPS in a
downstream digital television or other display device to establish which CMPS will be
responsible for governance or the nature of cooperative governance through a virtual rights
process, said process optionally involving a rights authority server that may find, locate,
provide, aggregate, distribute, and/or manage rights processes, such as described in the
aforementioned Shear patent application, for employing plural CMPSs, for example, for a
single user content processing and usage arrangement).

The present invention includes arrangements comprising plural Commerce
Appliances and/or CMPSs in one or more user locations, non-limiting examples of which
include a home, apartment, loft, office, and/or vehicle, such as a car, truck, sports utility
vehicle, boat, ship, or airplane, that may communicate among themselves at least
occasionally and may comprise a virtual network that operates in a lo gically cooperative
manner, through at least in part the use of such CMPSs, to ensure optimal commercial
flexibility and efficiency and the enforcement of rights of commerce value chain

participants, including financial and copyright rights of providers, infrastructure rights of
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appliance providers, societal rights of government and/or societal bodies, and privacy
rights of all parties, including consumers. Information related to interaction among such a
network of value chain participants, including content usage auditing, content usage
consequence, and CI specification, can be securely, variably reported to parties having right
to such information, through, at least in part, use of such CMPSs, for example, as described
in the aforementioned Ginter ‘712 patent application regarding the information reportin
functioning of VDE nodes. '

In one embodiment, shown in FIG. 24, CMPS 2401 consists of special-purpose
hardware and resident software or firmware. These include the following:

(2) One or more processors or microcontrollers e. g. CPU 2402. CPU 2402
controls the overall processing of CMPS 2401, including execution of any necessary
software.

(b) One or more external communications ports, e.g., Port 2403. Port 2403
communicates with External Network 2404, which may include LANs, WANSs or
distributed networks such as the Internet. External communications ports may also include
one or more IEEE 1394 serial bus interfaces.

(c) Memory 2405. Types of memories which may be included in Memory
2405-- and examples of the information they may store -- are the following:

i. ROM 2406. ROM 2406 may include any information which is
permanently stored in CMPS 2401, such as (1) CMPS Operating System 2407 and/or
CMPS BIOS 2408, (2) Rules/Controls 2409 which are permanently stored in the CMPS;
(3) Control Primitives 2410 which may be used to build rules or controls; (4) Keys 2411
associated with the CMPS, including a Public/Private Key Pair; (5) one or more
Certificates 2412 designed to identify CMPS 2401 and/or the device, including version
information; (6) Hardware Signature Information 2413 used to check for tampering (e.g., a
hashed signature reflecting the expected hardware state of the device).

ii. RAM 2414. RAM 2414 may hold current state information
needed by CMPS 2401, as well as information temporarily stored by CMPS 2401 for later
use. Information stored in RAM 2414 may include the following: (1) Software 2415
currently executing in CPU 2402; (2) CMPOs 2416 which are currently active; (3) Content
Object Identification 2417 of those content objects which are currently active (in an MPEG
4 system this would constitute, for example, an identification of active AVOs); (4) Rules
2418 which are currently active; (5) State Information 2419 regarding the current state of
use of content, including an identification of any higher-order organization (in an MPEG-4

system this would constitute an identification of the scene descriptor tree and the current
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state of composition and rendering); (6) Stored Exhaust Information 2420 relating to use
and/or the user, designed for external transmission; (7) Updated Budget Information 2421;
(8) Content 2422; (9) Active Content Class Information 2423; and (10) Active User
Identification 2424, including identification characteristic information.

iii. NVRAM 2425 (e.g., flash memory). This type of memory may
hold information which is persistent but changeable, including at least some: (1) Budget
Information 2426; (2) User Information 2427, such as identification, credit card numbers;
preferred clearinghouses and other Commerce Utility Systems; (3) User Preferences 2428,
such as preferences, profiles, and/or attribute information; and (4) Appliance Information
2429, such as attribution and/or state information.

The types of information described above and stored in CMPS Memory 2405 may
be stored in alternative of the above memory types, for example, certain budget information
may be located in ROM, information regarding specific one or more clearinghouses may be
stored in ROM, certain active information may be moved into NVRAM, etc.

Budget information may include stored budgets made up of, for example:

(1) electronic cash;

(2) pre-authorized uses (e.g., based on a prepayment, the user has the right
to watch 12 hours of programming).

(3) Security budgets related to patterns reflecting abnormal and/or
unauthorized usage, for example, as described in the incorporated Shear
patent, wherein such budgets restrict and/or report certain cumulative
usage conduct.

(4) electronic credit, including credit resulting from usage events such as
attention to promotional material and/or the playing of multiple works
from one or more classes of works (e.g., certain publisher’s works)
triggering a credit or cash refund event and/or a discount on future
playing of one or more of such publisher’s works, such as other works
provided by such publisher.

User information may include the following types of information for one or more
authorized users of the Commerce Appliance:

(1) Name, address, telephone number, social security number or other
identifier

(2) Information used to authenticate the user, which may include a user
selected password and/or biometric data, such as fingerprints, retinal data, etc.

(3) User public/private key pair

SUBSTITUTE SHEET (RULE 26)

290



10

15

20

25

30

35

WO 99/48296 PCT/US99/05734

-43 -

(4) User attribute and/or profiling information.

iv. Removable Memory 2430. This may include any type of
removable memory storage device, such as smart cards,
floppy disks or DVD disks. If the commerce appliance is
designed to play content received on removable memory
devices (e.g., a DVD player), that capability may be used for
purposes of the CMPS.

Memory 2405 may include a protected database, in which certain control, budget,
audit, security, and/or cryptographic information is stored in secure memory, with complete
information stored in an encrypted fashion in unsecure memory.

(d) Encryption/Decryption Engine 2431. CMPS 2401 must include a
facility for decrypting received information, including content and CMPOs and/or other.
CMPS 2401 may also include a facility for encrypting information if such information is to
be transmitted outside the secure boundaries of CMPS 2401. This may include exhaust
sent to clearinghouses or other external repositories; and content sent across unsecured
buses for usage, such as content sent across IEEE 1394 Serial Bus 2432 to a computer
central processing arrangement or to a viewing device such as a monitor, wherein a
receiving CMPS may be employed to control such content’s usage, including, for example,
decrypting such content, as appropriate. Encryption/Decryption Engine 2431 may include
a Random Number Generator 2433 used for the creation of keys or key pairs that can be
used to identify and assure the uniqueness of CMPSs and support the opening of secure
communication channels between such secure content control secure encryption/decryption
arrangements.

(e) Secure Clock/Calendar 2434. CMPS 2401 may include Secure
Clock/Calendar 2434 designed to provide absolute information regarding the date and time
of day, information regarding elapsed absolute time, and/or relative timing information
used to determine the elapsed time of operations performed by the system. Secure
Clock/Calendar 2434 may include Battery Back Up 2435. It may further include Sync
Mechanism 2436 for synchronization with outside timing information, used to recover the
correct time in the event of a power loss, and/or to check for tampering.

(f) Interface 2437 to blocks used for content rendering and display. This
interface is used for controlling rendering and display, based on rules, and for obtaining
feedback information, which may be used for budgeting purposes or for providing
information to outside servers (e.g., information on which content was actually displayed,

which choices the user invoked, etc.) In the case of an MPEG-4 player such as is shown in
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FIG. 23, this may include control over Commerce Appliance circuitry which handles, for
example, buffering, the scene descriptor graph, AVO decode, object descriptors and
composite and rendering (e.g., Control Lines 231 0, 2311 and 2312).

Feedback Path 2313 from Composite and Render block 2309 may allow CMPS
2302 to determine whether and when content has actually been released to the viewer. For
example, Composite and Render block 2309 can issue a start event to CMPS 2302 when an
AVO object is released for viewing, and can issue a stop event to CMPS 2302 when the
AVO object is no longer being viewed.

Feedback from Composite and Render block 2309 may also be used to detect
tampering, by allowing CMPS 2302 to match the identification of the objects actually
released for viewing with the identification of the objects authorized for release. Start and
end time may also be compared with the expected elapsed time, with a mismatch possibly
indicative of the occurrence of an unauthorized event.

In one embodiment, the following protocol may be used for feedback data:
start <id>, T, <instance number><clock time><rendering options>

Sent if elementary stream <id> is reachable in the SD-graph at time 7, but not at

time 7-1.
end <id>, T, <instance number><clock time><rendering options>
T constitutes presentation time, clock time constitutes the wall clock time, including day
and date information, and rendering options may include such information as QoS and rate
of play (e.g., fast forward).

Sent if elementary stream <id> is reachable in the SD-graph at time 7-7 but not at
time 7. A SD-graph stream is reachable if, during traversal of the SD-graph for display
update, the renderer encounters a node that the SD-graph update stream <id> created or
modified. This implies that all nodes in the tree need an update history list. This list need
not be as large as the number of streams. Further, it can be labeled to indicate if the CMPS
will be watching for stream, if not labeled it will not record them. An AV elementary
stream is reachable if the stream’s content was rendered.

For SD-graph update streams, the object instance number is ignored. For AV
streams, the instance number can be used to disambiguate the case where the display shows
two or more instances of the same data stream simultaneously. Instance numbers do not
have to count up. In this case, they are simply a unique id that allows the CMPS to match a
start event with an end event.

In a second embodiment, CMPS 2302 may include some special purpose hardware

. In combination with general purpose hardware which is also used for other functions of the
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device. In this embodiment, care must be taken to ensure that commercially trusted CMPS
functions are performed in a secure and tamper-resistant manner, despite the use of general
purpose hardware. Each of the elements recited above may include dedicated CMPS
functions and general purpose device functions:

(a) CPU/microcontroller. This may include one or more devices. If more
than one device is included (e.g., a CPU and a DSP, a math COProcessor or a commerce
coprocessor), these devices may be included within the same package, which may be
rendered tamper-resistant, or the devices may communicate on a secure bus. The CPU may
include two modes: a secure CMPS mode, and an unsecure general purpose mode. The
secure CMPS mode may allow addressing of secure memory locations unavailable to the
processor in general purpose mode. This may be accomplished, for example, by circuitry
which remaps some of the available memory space, so that, in unsecure mode, the CPU
cannot address secure memory locations.

(b) External communications ports. If the device, for example, a Commerce
Appliance, is capable of receiving content or other information through a communications
port (e.g., a cable connection, an Internet connection), this communications port can be
used for CMPS purposes. In such a case, CMPS accesses to the external communications
port is preferably designed to avoid or minimize interference with the use of such port for
receipt of content.

(c) Memory. In some applications and embodiments, it is possible to
operate a Commerce Appliance without NVRAM, wherein information that may be needed
for CMPS operation that would employ NVRAM would be loaded into RAM, as required.
ROM, RAM and NVRAM may be shared between CMPS uses and general uses. This can
be accomplished in any of the following ways, or in a combination of these ways: (1)
Some memory space may be rendered off-limits to general purpose uses, for example by
remapping; (2) the entirety of the memory may be rendered secure, so that even portions of
the memory being used for non-secure purposes cannot be observed or changed except in a
secure and authorized manner; (3) CMPS information may be stored in an encrypted
fashion, though this requires at least some RAM to be secure, since the CMPS will require
direct access to unencrypted information stored in RAM.

(d) Encryption/decryption engine. Encryption and decryption functions,
including key generation, may be handled by special purpose software running on a general
purpose processor arrangement, particularly, for example, a floating point processor or
DSP arrangement. That processor arrangement may also be used for purposes of

decompressing and displaying content and/or for handling watermarking/fingerprinting

SUBSTITUTE SHEET (RULE 26)

293



10

15

20

25

30

35

WO 99/48296 PCT/US99/05734

- 46 -

insertion and/or reading. Alternatively, the device may include native encryption and
decryption functions. For example, various emerging standards may require at least some
degree of encryption and decryption of content designed to be passed across unsecure buses
within and among devices such as DVD players, such as the “five company proposal’” and
other IEEE 1394 related initiatives. Circuitry designed to perform such encryption and
decryption may also be usable for CMPS applications.

(e) Secure clock/calendar. The underlying device may already require at
least some clock information. MPEG-4, for example, requires the use of clock information
for synchronization of Elementary Streams. A secure CMPS clock can also be used for
such purposes.

In a third embodiment, CMPS 2302 can be primarily software designed to run on a
general purpose device which rﬁay include certain minimal security-related features. In
such a case, CMPS 2302 may be received in the same channel as the content, or in a side-
band channel. An I-CMPO and/or other CI may specify a particular type of CMPS, which
Commerce Appliance 2301 must either have or acquire (e.g., download from a location
specified by the I-CMPO), or CMPS 2302 may be included, for example, with an I-CMPO.

A software CMPS runs on the CPU of the Commerce Appliance. This approach
may be inherently less secure than the use of dedicated hardware. If the Commerce
Appliance includes secure hardware, the software CMPS may constitute a downloadable
OS and/or BIOS which customizes the hardware for a particular type of commerce
application.

In one embodiment, a software CMPS may make use of one or more software
tamper resistance means that can materially “harden” software. These means include
software obfuscation techniques that use algorithmic means to make it very difficult to
reverse engineer some or all of a CMPS, and further make it difficult to generalize from a
reverse engineering of a given one or more CMPS. Such obfuscation is preferably
independent of source code and object code can be different for different CMPSs and
different platforms, adding further complexity and separation of roles. Such obfuscation
can be employed “independently” to both CI, such as an CMPO, as well as to some or all
of the CMPS itself, thus obscuring both the processing environment and executable code
for a process. The approach is also applicable for integrated software and hardware
implementation CMPS implementations described above. Other tamper resistance means
can also be employed, including using “hiding places” for storing certain state information
in obscure and unexpected locations, such as locations in NV memory used for other

purposes, and data hiding techniques such as watermarking/fingerprinting.
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Association of CMPS With a Commerce Appliance

A CMPS may be permanently attached to a particular device, or may be partially or
fully removable. A removable CMPS may include software which is securely loaded into a
Commerce Appliance, and/or removable hardware. A removable CMPS may be
personalized to one or more particular users, including user keys, budget information,
preferences, etc., thereby allowing different users to use the same Commerce Appliance
without commingling budgets and/or other rights, etc.

A CMPS may be designed for operation with certain types of content and/or for
operation with certain types of business models. A Commerce Appliance may include
more than one type of CMPS. For example, a Commerce Appliance designed to accept
and display content pursuant to different standards may include one CMPS for each type of
format. In addition, a Commerce Appliance may include a CMPS provided by a particular
provider, designed to preferentially display certain types of content and to preferentially
bill for such content through a particular channel (e.g., billing to one or more particular
credit cards and/or using a particular one or more clearinghouses).

Source of Rules

The CMPS must recognize those rules which are to be applied to particular content.
Such rules may be received by the CMPS from a variety of sources, depending on the
particular embodiment used:

(a) CMPO. The rules may be included within a CMPO (e.g., CMPO 2303)
and/or other CI. The CMPO and/or other CI may be incorporated within a content object
or stream (as, €.g., a header on an MPEG-4 ES), and/or may be contained within a
dedicated content object or stream encoded and received as per the underlying standard
(e.g., an MPEG-4 CMPO ES), and/or may be received outside the normal content stream,
in which event it may not be encoded as per the underlying standard (e.g., a CMPS
received as an encrypted object through a sideband channel).

(b) CMPS. Rules may be permanently and/or persistently stored within a
CMPS, e.g., Rules 2409. A CMPS may include default rules designed to handle certain
situations, for example, where no CMPO and/or other necessary Cl is received (e.g.,
content encoded under an earlier version of the standard which did not incorporate CMPOs,
including MPEG-4 version 1). Complete rules which are stored within the CMPS may be
directly or indirectly invoked by a CMPO and/or other CI. This may occur through the CI
identifying particular rules through a pointer, and/or it may occur through the CI
identifying itself and the general class of control it requires, with the CMPS then applying
particular rules specific to that CMPS.

>
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Rule "primitives" may also be stored within the CMPS (e.g., Control Primitives
2410). The CMPO and/or other CI may invoke these primitives by including a sequence of
macro-type commands, each of which triggers a sequence of CMPS primitives.

(c) User. The user may be given the ability to create rules relating to the
particular user's preferences. Such rules will generally be allowed to further restrict the use
of content, but not to expand the use of content beyond that which would otherwise be
allowed. Examples include: (a) rules designed to require that certain types of content
(e.g., adult movies) only be accessible after entry of a password and/or only to certain
CMPS users (e.g. adults, not children, as, for example, specified by parents and/or a
societal body such as a government agency); (b) rules designed to require that only
particular users be allowed to invoke operations requiring payment beyond a certain limit
and/or aggregate payment over a certain amount.

The user may be allowed to create templates of rules such as described in the
aforementioned Ginter ‘333 patent application (and incorporated herein). In addition, a
CMPS arrangement, and/or a particular CMPO and/or other CI, may restrict the rules the
user is allowed to specify. For example, a CI may specify that a user can copy a work, but
cannot add rules to the work restricting the ability of a recipient to make additional copies
(or to be able to view, but only after a payment to the first user). User supplied one or
more rules may govern the use of — including privacy restrictions related to -- payment,
audit, profiling, preference, and/or any other kind of information (e.g., information result as
a consequence of the use of a CMPS arrangement, including, for example, use of secured
content). Such user supplied one or more rules can be associated with the user and/or one
or more Commerce Appliances in a user arrangement, whether or not the information is
aggregated according to one or more criteria, and whether or not user and/or appliance
identification information is removed during aggregation and/or subsequent reporting,
distribution, or any other kind of use.

The ability to allow the user to specify rules allows the CMPS to subsume (and
thereby replace) V-chips, since a parent can use content rating information to specify
precisely what types of information each viewer will be allowed to watch (e.g., violent
content can only be displayed after entry of a certain password and/or other identifier,
including, for example, insertion of a removable hardware card (smart or rights card)
possessed by a user). _

(d) External network source. The rules may be stored on an external server.
Rules may be addressed and downloaded by the CMPS if necessary (e.g., either the CMPQO

and/or other CI and/or the CMPS contains a pointer to certain rules location(s), such as one
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or more URLs). In addition, content providers and/or clearinghouses may broadcast rules
designed for general applicability. For example, a content provider might broadcast a set
of rules providing a discount to any user participating in a promotional event (e.g., by
providing certain user information). Such rules could be received by all connected devices,
could be received by certain devices identified as of interest by the content provider (e.g.,
all recent viewers of a particular program, as identified by exhaust information provided by
the CMPS to a clearinghouse and/or all members having certain identity characteristics
such as being members of one or more classes) and/or could be posted in central locations.

Example Embodiment

In one embodiment, a set of MPEG-4 Elementary Streams may make up a work.
The Elementary Streams may be encrypted and multiplexed together to form an Aggregate
Stream. One or more CMPOs may be present in such stream, or may otherwise be
associated with the stream. Options are as follows:

1. Content may be streamed or may be received as static data structures.

2. A Work may be made up of a single stream or data structure, or of many
separately addressable streams or data structures, each of which may constitute an Object.

3. If a Work is made up of separately addressable streams or data structures, those
streams or data structures may be multiplexed together into an Aggregate Stream, or may
be received separately.

4. If streams or data structures are multiplexed together into an Aggregate Stream,
the streams or data structures may be encrypted prior to such multiplexing. The Aggregate
Stream itself may be encrypted, whether or not the underlying streams or data structures are
encrypted. The following possibilities therefore exist: (a) individual streams/data
structures are unencrypted (in the clear), the Aggregate Stream is unencrypted; (b)
individual streams/data structures are unencrypted prior to multiplexing, the Aggregate
Stream is encrypted following multiplexing; (c¢) individual streams/data structures are
encrypted prior to multiplexing, the Aggregate Stream is not encrypted following
multiplexing; or (d) individual streams/data structures are encrypted prior to multiplexing,
the Aggregate Stream is encrypted following multiplexing.

5. A CMPO may be associated with a channel (CCMPO), a work (MCMPO) or an
individual Object (CMPO).

6. A CMPO may be received prior to the controlled data, may be received
contemporaneously with the data, or may be received after the data (in which event use of
the data must wait until the CMPO has been received).

7. A CMPO may be received as part of an Aggregate Stream or separately.
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8. If a CMPO is received as part of the Aggregate Stream, it may be multiplexed
together with the individual streams or data structures, or may constitute a separate stream
or data structure.

9. If a CMPO is multiplexed within the Aggregate Stream, it may be encrypted or
nonencrypted. If encrypted, it may be encrypted prior to multiplexing, and/or encrypted
after multiplexing, if the entire Aggregate Stream is encrypted.

10. If a CMPO is received as part of the Aggregate Stream, it may be (a) a part of
the stream or data structure which holds the content (e.g., a header); (b) a separate stream
or data structure encoded pursuant to the same format as the streams or data structures
which hold the content (e.g., an MPEG-4 ES) or (c) a separate stream or data structure
encoded under a different format designed for CMPOs.

11. If a CMPO is a part of the stream or data structure which holds the content, it
may be (a) a header which is received once and then persistently maintained for control of
the content; (b) a header which is received at regular intervals within the stream or data
structure; or (c) data distributed throughout the stream or data structure.

These various scenarios give rise to different requirements for demultiplexing and
decryption of the CMPOs. FIG. 25 illustrates the following embodiment:

1. Aggregate Stream 2501 is made up of multiplexed ESs (e.g., ES 2502 and 2503).
A combination of such ESs makes up a single work. Aggregate Stream 2501 is generated
by a cable aggregator and received by a user's set-top box as one of a number of channels.

2. CCMPOs 2504 corresponding to each channel are sent along the cable in Header
2505 at regular intervals (e.g., once per second). When the set-top box is turned on, it polls
each channel, and downloads all current CCMPOs. These are stored persistently, and are
changed only if a new CCMPO is received which differs from prior CCMPOs.

3. When the user selects a channel, the set-top box addresses the associated
CCMPO. The CCMPO may specify, for example, that content in this particular channel
may only be accessed by subscribers to the channel. A CMPS within the set-top box
accesses a user profile persistently stored in NVRAM and determines that the user is a
subscriber. The CMPS deems the CCMPO rule to have been satisfied.

4. The CMPS obtains an identifier for the MCMPO associated with the work
(video) currently streaming on the channel and a key for the MCMPO. If works are
received serially on the channel (e.g., a television channel in which one work is provided at
a time), the received MCMPO identifier may include don't care bits so that it can address
any MCMPO currently on the channel.
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5. The CMPS begins demuxing of Aggregate Stream 2501 (this may occur in
parallel with the preceding step), and obtains the MCMPO, which is encoded into an ES
multiplexed within the Aggregate Stream (e.g., MCMPO 2506). Although each ES within
Aggregate Stream 2501 has been encrypted, Aggregate Stream 2501 was not encrypted
following multiplexing. This allows the CMPS to demultiplex Aggregate Stream 2501
without decrypting the entire Aggregate Stream.

6. The CMPS identifies the ES which constitutes the MCMPO (e.g., ES 2503).
The CMPS downloads one complete instance of MCMPO 2506 into an internal buffer, and
uses the key received from CCMPO 2504 to decrypt MCMPO 2506.

7. The CMPS determines which rules are applied by MCMPO 2506. MCMPO
2506 might, for example, include a rule stating that the user can view the associated work
with advertisements at a low fee, but must pay a higher fee for viewing the work without
advertisements.

8. The CMPS generates an options menu, and displays that menu on the screen for
the user. The menu specifies the options, including the cost for each option. Additional
options may be specified, including payment types.

9. The user uses a remote control pointing device to choose to view the work at a
lower cost but with advertisements. The user specifies that payment can be made from an
electronic cash budget stored in the CMPS.

10. The CMPS subtracts the specified amount from the budget persistently stored
in NVRAM, and generates and encrypts a message to a server associated with the cable.
The message transfers the required budget to the server, either by transferring electronic
cash, or by authorizing a financial clearinghouse to transfer the amount from the user's
account to the cable provider's. This message may be sent immediately, or may be
buffered to be sent later (e.g., when the user connects the device to the Internet). This step
may be taken in parallel with decryption of the content.)

11. The CMPS obtains from MCMPO 2506 a set of keys used to decrypt the
Elementary Streams associated with the work (e.g., ES 2502). The CMPS also obtains
identifiers for the specific ESs to be used. Since the user has indicated that advertisements
are to be included, the MCMPO identifies ESs associated with the advertisements, and
identifies a Scene Descriptor Graph which includes advertisements. A Scene Descriptor
Graph which does not include advertisements is not identified, and is not passed through by
the CMPS.

12. The CMPS passes the decrypted ESs to the MPEG-4 buffers. The normal
process of MPEG-4 decoding, compositing and rendering then takes place. The Composite
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and Render block outputs Start and Stop events for each object released for viewing. The
CMPS monitors this information and compares it to the expected events. In particular, the
CMPS confirms that the advertisements have been released for viewing, and that each
operation has occupied approximately the expected amount of time.

In another embodiment, a set-top box containing a CMPS (e.g., CMPS 2302 from
FIG. 23) may have a cable input (e.g., carrying M4 Bit Streams 2314 and CMPOs 2303).
The cable may carry multiple channels, each made up of two sub-channels, with one sub-
channel carrying MPEG-4 ESs (e.g., M4 Bit Streams 23 14), and the other sub-channel
carrying CMPOs (e.g., CMPOs 2303). The sub-channel carrying CMPOs 2303 could be
routed directly to CMPS 2302, with the ES channel being routed to a decryption block
(operating under control of the CMPS, e.g., CR&D 23 15), and then to the MPEG-4 buffers
(e.g., buffers associated with Scene Descriptor Graph 2306, AVO Decode 2307 and Object
Descriptors 2308). In this case, if the ESs are not encrypted, they proceed unchanged
through the decryption block and into the buffers. This may occur, for example, if the ESs
are being broadcast for free, with no restrictions, and/or if they are public domain
information, and/or they were created prior to inclusion of CMPOs in the MPEG-4
standard.

Such an embodiment might include timing synchronization information in the
CMPO sub-channel, so that CMPOs can be synchronized with the associated ESs.

The concept of incorporating two separate streams, one consisting of control
information and connected directly to the CMPS, and the other consisting of ESs, may
support a high degree of modularization, such that the formats of CMPOs, and particular
types of CMPS's, may be changed without alteration to the underlying ES format. For
example, it may be possible to change the CMPO format without the necessity for
reformatting content ESs. To take another example, it may be possible to upgrade a
Commerce Appliance by including a new or different CMPS, without the necessity for any
changes to any of the circuitry designed to demultiplex, composite and render the content
ESs. A user might obtain a CMPS on a smart card or other removable device, and plug that
device into a Commerce Appliance. This could be done to customize a Commerce
Appliance for a particular application or for particular content.

CMPS Interface to a CE Device

A CMPS may be designed to present a standardized interface between the general-
purpose functionality of a consumer electronics device and any relevant CMPOs and/or
other CI and protected content. For example, a CMPS could be designed to accept CI and
encrypted ESs, and output decrypted ESs into the device's buffers. In such a case, the
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manufacturer of the device would be able to design the device in compliance with the
specification (e.g., MPEG-4), without concern about commerce-related extensions to the
standard, which extensions might differ from provider to provider. All such extensions
would be handled by the CMPS.
Initialization

1. Initialization of the CMPS.

A CMPS may be used to identify the capabilities of the Commerce
Appliance in which a CMPS is installed. A CMPS permanently associated with a
particular Commerce Appliance may have such information designed-in when the CMPS is
initially installed (e.g., stored in ROM 2406 shown in FIG.24). A CMPS which is

removable may be used to run an initialization operation in order to obtain information

about the device's capabilities. Such information may be stored in a data structure stored in
NVRAM 2425. Alternatively, some or all of such information may be gathered each time
the device is turned on, and stored in RAM 2414.

For example, a DVD player may or may not contain a connection to an external
server and/or process. A CMPO and/or other CI stored on a DVD (and/or any other format
optical disk) inserted into a DVD (or any other format optical disk) player may include
rules predicated on the possibility of outputting information to a server (e.g., content is free
if user identification information is output), or may require a direct connection in order, for
example, to download keys used to decrypt content. In such a case, the CMPS arrangement
may determine the hardware functionality which is expected by or required by the CMPO,
and compare that to the hardware actually present. If the CMPS determines that the CMPO
and/or other CI requires a network connection , and that the DVD player does not include
such a connection, the CMPS may take a variety of steps, including: (1) if the network
connection is required for some options but not others, causing only those options which
are possible to be displayed to the user; (2) informing the user that necessary hardware is
missing; or (3) causing a graceful rejection of the disk, including informing the user of the
reason for the rejection.

To take another example, a CMPO and/or other CI may include a business model
which allows the user to choose among quality levels (or other forms of variations of a
given work, for example, longer length and/or greater options), with a higher price being
charged if the user selects a higher level of quality (e.g., music may be played at low
resolution for free, but requires a payment in order to be played at a higher resolution). In
such a case, the Commerce Appliance may not include loudspeakers which are capable of
outputting sound at the higher resolution. The CMPS arrangement preferably identifies

this situation, and either eliminates the higher resolution output as an option for the user, or
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informs the user that this option costs more but provides no additional benefit given the
Commerce Appliance's current functionality or given the Commerce Appliance not being
docked in a user arrangement that provides higher quality loudspeakers.

If the Commerce Appliance may be hooked up to external devices (e.g.,
loudspeakers, display, etc.), the CMPS will require some mechanism for identifying and
registering such devices. Each device may be used to make standard ID and capability
information available at all times, thereby allowing the CMPS to poll all connected devices
at regular intervals, including, for example, authenticating CMPS arrangements within one
or more of each such connected devices. Using another approach, all devices could be used
to output CMPS identification information upon power-on, with later connected devices
being used to output such information upon establishment of the connection. Such
identification information may take the form, for example, of authentication information
provided under the “five company arrangement”, such authentication methods are herein
incorporated by reference.

As discussed earlier, a Commerce Appliance may be connected to multiple devices
each containing its own CMPS arrangement (e.g., a DVD player may be connected to a
digital TV) In such cases, the CMPSs must be able to initiate secure communication (e. g,
using a scheme, for example, like the “five company proposal” for IEEE 1394 serial bus)
and determine how the CMPSs will interact with respect to content communication
between CMPSs and, in certain embodiments, regarding cooperative governance of such
content such as describing in the incorporated Shear patent application. In one
embodiment, the first CMPS arrangement to receive content might govern the control
process by downloading an initial CMPO and/or other CI, and display one or more of the
rules to the user, etc. The second CMPS arrangement might recognize that it has no further
role to play, either as a result of a communication between the two CMPS arrangements, or
as a result of changes to the content stream created by the first CMPS arrangement (which
decrypted the content, and may have allowed demuxing, composition and rendering, etc.)

The relationship between upstream and downstream CMPSs arrangements may be
complicated if one device handles certain aspects of MPEG-4 rendering, and the other
handles other aspects. For example, a DVD player might handle demuxing and buffering,
transferring raw ESs to a digital TV, which then handles composition and rendering, as
well as display. In such a case, there might be no back-channel from the composition and
rendering block to the upstream CMPS arrangement. CMPS arrangements are preferably
designed to handle stand-alone cases (a DVD (or any other optical disk) player with a
CMPS arrangement attached to a dumb TV with no CMPS), multiple CMPS arrangement
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cases in which one CMPS arrangement handles all of the processing (a DVD (or other
optical disk) player which handles everything through composition and rendering, with a
video stream output to the digital TV (in one non-limiting example, via an IEEE 1349
serial bus) (that output stream would be encrypted as per the “five company proposal” for
copy protection using IEEE 1394 serial bus transmission)) and/or shared processing
between two or more CMPSs arrangements regarding some, or in certain cases, all, of such
processing.

2. Initialization of a particular content stream.

The CMPS may be designed so that it can accept initialization information
which initializes the CMPS for a particular content stream or channel. This header, which
may be a CMPO and/or other CI, may contain information used by the CMPS to locate
and/or interpret a particular content stream as well as CI associated with that stream. This
initial header may be received through a sideband channel, or may be received as a CI ES
such as a CMPO ES.

In one example, shown in FIG. 26, Header CMPO 2601 may include the following
information:

(a) Stream/Object/CMPO ID 2602, which identifies the content
streams/objects governed by Header CMPO 2601 and/or identification of CMPOs
associated with each such content stream or object.

In one embodiment, Header CMPO 2601 identifies other CMPOs which contain
rules and keys associated with particular content streams. In another embodiment, Header
CMPO 2601 directly controls all content streams, by incorporating the keys and rules
associated with such streams. In the latter case, no other CMPOs may be used.

In one embodiment, Header CMPO 2601 may be one or more CMPOs, CCMPOs,
MCMPOs, and/or other CI.

(b) One or CMPO Keys 2603 for decrypting each identified CMPO.

(c) Work-Level Control 2604, consisting of basic control information
associated with the work as a whole, and therefore potentially applicable to all of the
content streams which make up the work. This basic control information may include rules
governing the work as a whole, including options to be presented to the user.

(d) In one embodiment of this embodiment, a header CMPO may be
updatable to contain User/Site Information 2605 regarding a particular user or site currently
authorized to use certain content, as well as one or more rule sets under which the user has
gained such authorization. A header CMPO associated with a work currently being viewed

may be stored in RAM or NVRAM. This may include updated information. In one
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embodiment, the CMPO may also store header CMPOs for certain works viewed in the
past. In one embodiment, header CMPOs may be stored in non-secure memory, with
information sufficient to identify and authenticate that each header CMPO had not been
changed.

In one such header CMPO embodiment of this embodiment, the header CMPO
operates as follows:

(a) The header CMPO is received by a CMPS arrangement. In the case of
previously unreceived content which has now become available, the header CMPO may be
received at an input port. In the case of content which is already available, but is not
currently being used (e.g., a set-top box with 500 channels, of which either 0 or 1 are being
displayed at any given time), CCMPOs for each channel may be buffered by the CMPS
arrangement for possible use if the user invokes particular content (e.g., switches to a
particular channel).

In either case, the header CMPO must include information which allows a CMPS
arrangement to identify it as a header CMPO.

(b) The CMPS arrangement obtains business-model information held in the
clear in the header CMPO. Business-model information may include, for example, a
statement that content can be viewed for free if advertisements are included, or if the user
authorizes Nielson-type information, user and/or audience measurement information, for
example, content may be output to a server or otherwise copied once, but only at a price.

(¢) The CMPS arrangement either accepts the business model, if the user
has authorized it to accept certain types of models (e.g., the user has programmed the
CMPS arrangement to always accept play with advertisements for free), rejects the
business model, if the user has instructed that the particular model always be rejected, or
displays the business model to the user (e.g., by presenting options on the screen).

(d) If a business model has been accepted, the CMPS arrangement then
decrypts the remainder of the header CMPO. If the Commerce Appliance contains a live
output connection to an external server (e.g., Internet connection, back-channel on a set-top
box, etc.), and if latency problems are handled, decryption of these keys can be handled by
communicating with the external server, each side authenticating the other, establishment
of a secure channel, and receipt of a key from the server. If the Commerce Appliance is not
at least occasionally connected to an external server, decryption may have to be based on
one or more keys securely stored in the Commerce Appliance.

(e) Once a header CMPO has been decrypted, the CMPS arrangement

acquires information used to identify and locate the streams containing the content, and
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keys which are used to decrypt either the CMPOs associated with the content, or to directly
decrypt the content itself.

(f) In one embodiment of this header embodiment, the header CMPO may
contain a data structure for the storage of information added by the CMPS arrangement.
Such information may include the following:

(1) Identification of user and/or Commerce Appliance and/or CMPS
arrangement. In this embodiment, such information may be stored in a header CMPO in
order to provide an audit trail in the event the work (including the header CMPO) is
transferred ( this only works if the header CMPO is transferred in a writable form). Such
information may be used to allow a user to transfer the work to other Commerce
Appliances owned by the user without the payment of additional cost, if such transfers are
allowed by rule information associated with the header CMPO. For example, a user may
have a subscription to a particular cable service, paid for in advance by the user. When a
CMPS arrangement downloads a header CMPO from that cable service, the CMPS
arrangement may store the user's identification in the header CMPQ. The CMPS
arrangement may then require that the updated header CMPO be included if the content is
copied or transferred. The header CMPO could include a rule stating that, once the user
information has been filled in, the associated content can only be viewed by that user,
and/or by Commerce Appliances associated with that user. This would allow the user to
make multiple copies of the work, and to display the work on multiple Commerce
Appliances, but those copies could not be displayed or used by non-authorized users and/or
on non-authorized Commerce Appliances. The header CMPO might also include a rule
stating that the user information can only be changed by an authorized user (e.g., ifuser 1
transfers the work to user 2, user 2's CMPS arrangement can update the user information in
the header CMPO, thereby allowing user 2 to view the work, but only if user 2 is also a
subscriber to the cable channel).

(2) Identification of particular rules options governing use. Rule
sets included in header CMPOs may include options. In certain cases, exercise of a
particular option might preclude later exercise of a different option. For example, a user
might be given the choice to view an unchanged work for one price, or to change a work
and view the changed work for a higher price. Once the user decides to change the work
and view the changed work, this choice is preferably stored in the header CMPO, since the
option of viewing the original unchanged work at the lower price is no longer available.
The user might have further acquired the right, or may now be presented with the option for

the right, to further distribute the changed work at a mark-up in cost resulting in third party
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derived revenue and usage information flowing to both the user and the original work
stakeholder(s).

(3) Historical usage information. The header CMPO may include
information relating to the number and types of usages. For example, if the underlying
work is copied, the header CMPO may be updated to reflect the fact that a copy has been
made, since a rule associated with the work might allow only a single copy (e.g., for
backup and/or timeshifting purposes). To take another example, a user might obtain the
right to view a work one time, or for a certain number of times. The header CMPO would
then be updated to reflect each such use.

Usage information may be used to determine if additional uses are authorized by
rules associated with the header CMPO. Such information may also be used for audit
purposes. Such information may also be provided as usage information exhaust, reported
to an external server. For example, a rule may specify that a work may be viewed for free,
but only if historical usage information is downloaded to a server.

Content Management Protection Objects (CMPO)

The Content Management and Protection Object ("CMPO") is a data structure
which includes information used by the CMPS to govern use of certain content. A CMPO
may be formatted as a data structure specified by a particular standard (e.g., an MPEG-4
ES), or may be formatted as a data structure not defined by the standard. If the CMPO is
formatted as a data structure specified by the standard, it may be received in the channel
utilized by the standard (e.g., as part of a composite MPEG-4 stream) or may be received
through some other, side-band method. If the CMPO is formatted as a data structure not
specified by the relevant standard, it is provided and decoded using some side-band
method, which may include receipt through the same port as formatted content and/or may
include receipt through a separate port.

Content may be controlled at virtually any level of granularity. Three exemplary
levels will be discussed herein: "channel," "work," and "object."

A "channel" represents an aggregation of works. The works may be available for
selection by the user (e.g., a web site, or a video library) or may be received serially (e.g., a
cable television channel).

A "work" represents a single audio-visual, textual or other work, intended to be
consumed (viewed, read, etc.) by a user as an integrated whole. A work may, for example,
be a movie, a song, a magazine article, a multimedia product such, for example, as
sophisticated videogame. A work may incorporate other works, as, for example, in a

multimedia work which incorporates songs, video, text, etc. In such a case, rights may be
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associated

An "object" represents a separately addressable portion of a work. An object may
be, for example, an individual MPEG-4 AVO, a scene descriptor graph, an object
descriptor, the soundtrack for a movie, a weapon in a videogame, or any other logically
definable portion.

Content may be controlled at any of these levels (as well as intermediate levels not
discussed herein). The preferred embodiment mechanism for such control is a CMPO or
CMPO arrangement (which comprises one or more CMPOs, and if plural, then plural,
cooperating CMPOs). CMPOs and CMPO arrangements may be organized hierarchically,
with a Channel CMPO arrangement imposing rules applicable to all contained works, a
MCMPO or an SGCMPO imposing rules applicable to all objects within a work, and a
CMPO arrangement imposing rules applicable to a particular object.

In one embodiment, illustrated in FIG. 27, a CMPS may download CCMPO 2701.
CCMPO 2701 may include one or more Rules 2702 applicable to all content in the
channel, as well as one or more Keys 2703 used for decryption of one or more MCMPOs
and/or SGCMPOs. MCMPO 2704 may include Rules 2705 applicable to a single work
and/or works, one or more classes and/or more users and/or user classes, and may also
include Keys 2706 used to decrypt CMPOs. CMPO 2707 may include Rules 2708
applicable to an individual object, as well as Key 2709 used to decrypt the object.

As long as all objects are subject to control at some level, there is no requirement
that each object be individually controlled. For example, CCMPO 2701 could specify a
single rule for viewing content contained in its channel (e.g., content can only be viewed by
a subscriber, who is then might be free to redistribute the content with no further obligation
to the content provider). In such a case, rules would not necessarily be used for MCMPOs
(e.g. Rules 2705), SGCMPOs, or CMPOs (e.g., Rules 2708). In one embodiment,
MCMPOs, SGCMPOs, and CMPOs could be dispensed with, and CCMPO 2701 could
include all keys used to decrypt all content, or could specify a location where such keys
could be located. In another embodiment, CCMPO 2701 would supply Key 2703 used to
decrypt MCMPO 2704. MCMPO 2704 might include keys used to decrypt CMPOs (e.g.,
Keys 2706), but might include no additional Rules 2705. CMPO 2707 might include Key
2709 used to decrypt an object, but might include no additional Rules 2708. In certain
embodiments, there may be no SGCMPOs.

A CMPO may be contained within a content data structure specified by a relevant
standard (e.g., the CMPO may be part of a header in an MPEG-4 ES.) A CMPO may be

contained within its own, dedicated data structure specified by a relevant standard (e. g.,a
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CMPO ES). A CMPO may be contained within a data structure not specified by any
content standard (e.g., a CMPO contained within a DigiBox).

A CCMPO may include the following elements:

(a) ID 2710. This may take the following form: <channel ID>< CMPO
type><CMPO ID><version number>. In the case of hierarchical CMPO organization (e.g.,
CCMPOs controlling MCMPOs controlling CMPOs), CMPO ID 2711 can include one
field for each level of the hierarchy, thereby allowing CMPO ID 2711 to specify the
location of any particular CMPO in the organization. ID 2710 for a CCMPO may, for
example, be 123-000-000. ID 2712 for a MCMPO of a work within that channel may, for
example, be 123-456-000, thereby allowing the specification of 1,000 MCMPOs as
controlled by the CCMPO identified as "123." CMPO ID 2711 for a CMPO associated
with an object within the particular work may, for example, be 123 -456-789, thereby
allowing the specification of 1,000 CMPOs as associated with each MCMPO.

This method of specifying CMPO IDs thereby conveys the exact location of any
CMPO within a hierarchy of CMPOs. For cases in which higher levels of the hierarchy do
not exist (e.g., a MCMPO with no associated CCMPO), the digits associated with that level
of the hierarchy may be specified as zeroes.

(b) Rules 2702 applicable to all content in the channel. These may be self-
contained rules, or may be pointers to rules obtainable elsewhere. Rules are optional at this
level.

(¢) Information 2713 designed for display in the event the user is unable to
comply with the rules (e.g., an advertisement screen informing the user that a subscription
is available at a certain cost, and including a list of content available on the channel).

(d) Keys 2703 for the decryption of each MCMPO controlled by this
CCMPO. In one embodiment, the CCMPO includes one or more keys which decrypt all
MCMPOs. In an alternate embodiment, the CCMPO includes one or more specific keys
for each MCMPO.

(e) A specification of a CMPS Type (2714), or of hardware/software
necessary or desirable to use the content associated with this channel.

The contents of a MCMPO may be similar to those of a CCMPO, except that the
MCMPO may include rules applicable to a single work, and may identify CMPOs
associated with each object.

The contents of each CMPO may be similar to those of the MCMPO, except that
the CMPO may include rules and keys applicable to a single object.
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The contents of an SGCMPO may be similar to those of the CCMPO, except that
the MCMPO may include rules applicable to only certain one or more classes of rights,
certain one or more classes of works, and/or to one or more certain classes of users and/or
user arrangements (e.g. CMPO arrangements and/or their devices).

In another embodiment, shown in FIG. 28, CMPO Data Structure 2801 may be
defined as follows:

CMPO Data Structure 2801 is made up of elements. Each element includes a self-
contained item of information. The CMPS parses CMPO Data Structure, one element at a
time.

Type Element 2802 identifies the data structure as a CMPO, thereby allowing the
CMPS to distinguish it from a content ES. In an exemplary embodiment, this element may
include 4 bits, each of which may be set to "1" to indicate that the data structure is a
CMPO.

The second element is CMPO Identifier 2803, which is used to identify this
particular CMPO and to convey whether the CMPO is part of a hierarchical organization of
CMPOs and, if so, where this CMPO fits into that organization.

CMPO Identifier 2803 is divided into four sub-elements, each of three bits. These
are shown as sub-elements A, B, C and D. The first sub-element (2803 A) identifies the
CMPO type, and indicates whether the CMPO is governed or controlled by any other
CMPO:

100: this is a top-level CMPO (associated with a channel or an aggregation of
works) and is not controlied by any other CMPO.

010: this is a mid-level CMPO (associated with a particular work) and is not
controlled by any other CMPO.

110: this is a mid-level CMPO, and is controlled by a top-level CMPO.

001: this is a low-level CMPO (associated with an object within a work) and is not
controlled by any other CMPO. This case will be rare, since a low-level CMPO will
ordinarily be controlled by at least one higher-level CMPO.

011: this is a low-level CMPO, and is controlled by a mid-level CMPO, but not by
a top-level CMPO.

111: this is a low-level CMPO, and is controlled by a top-level CMPO and by a
mid-level CMPO.

The second sub-element of CMPO ID 2803 (sub-element B) identifies a top-level
CMPO. In the case of a top-level CMPO, this identifier is assigned by the creator of the
CMPO. In the case of a mid-level or low-level CMPO which is controlled by a top-level
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CMPO, this sub-element contains the identification of the top-level CMPO which performs
such control. In the case of a mid-level or low-level CMPO which is not controlled by a
top-level CMPO, this sub-element contains zeroes.

The third sub-element of CMPO ID 2803 (sub-element C) identifies a mid-level
CMPO. In the case of a top-level CMPO, this sub-element contains zeroes. In the case of
a mid-level CMPO, this sub-element contains the identification of the particular CMPO. In
the case of a low-level CMPO which is controlled by a mid-level CMPO, this sub-element
contains the identification of the mid-level CMPO which performs such control. In the
case of a low-level CMPO which is not controlled by a mid-level CMPO, this sub-element
contains zeroes.

The fourth sub-element of CMPO ID 2803 (sub-element D) identifies a low-level
CMPO. In the case of a top-level or mid-level CMPO, this sub-element contains zeroes.
In the case of a low-level CMPO, this sub-element contains the identification of the
particular CMPO.

Following the identifier element is Size Element 2804 indicating the size of the
CMPO data structure. This element contains the number of elements (or bytes) to the final
element in the data structure. This element may be rewritten if alterations are made to the
CMPO. The CMPS may use this size information to determine whether the element has
been altered without permission, since such an alteration might result in a different size.
For such purposes, the CMPS may store the information contained in this element in a
protected database. This information can also be used to establish that the entire CMPO
has been received and is available, prior to any attempt to proceed with processing.

Following Size Element 2804 are one or more Ownership/Control Elements
containing ownership and chain of control information (e.g., Ownership/Control Elements
2805, 2806 and 2807). In the first such element (2805), the creator of the CMPO may
include a specific identifier associated with that creator. Additional participants may also
be identified in following elements (e.g., 2806, 2807). For example, Element 2805 could
identify the creator of the CMPO, Element 2806 could identify the publisher of the
associated work and Element 2807 could identify the author of the work.

A specific End Element 2808 sequence (e.g., 0000) indicates the end of the chain of
ownership elements. If this sequence is encountered in the first element, this indicates that
no chain of ownership information is present.

Chain of ownership information can be added, if rules associated with CMPO 2801
permit such additions. If, for example, a user purchases the work associated with CMPO

2801, the user's identification may be added as a new element in the chain of ownership
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elements (e.g., a new element following 2807, but before 2808). This may be done at the
point of purchase, or may be accomplished by the CMPS once CMPO 2801 is encountered
and the CMPS determines that the user has purchased the associated work. In such a case,
the CMPS may obtain the user identifier from a data structure stored by the CMPS in
NVRAM.

Following the ownership element chain are one or more Handling Elements (e.g.,
2809, 2810) indicating chain of handling. These elements may contain the identification of
any CMPS which has downloaded and decoded CMPO 2801, and/or may contain the
identification of any user associated with any such CMPS. Such information may be used
for audit purposes, to allow a trail of handling in the event a work is determined to have
been circulated improperly. Such information may also be reported as exhaust to a
clearinghouse or central server. Chain of handling information preferably remains
persistent until reported. If the number of elements required for such information exceeds a
specified amount (e.g., twenty separate user identifiers), a CMPS may refuse to allow any
further processing of CMPO 2801 or the associated work until the CMPS has been
connected to an external server and has reported the chain of handling information.

The last element in the chain of handling elements (e.g., 281 1) indicates the end of
this group of elements. The contents of this element may, for example, be all zeroes.

Following the chain of handling elements may be one or more Certificate Elements
(e.g., 2812, 2813) containing or pointing to a digital certificate associated with this CMPO.
Such a digital certificate may be used by the CMPS to authenticate the CMPO. The final
clement in the digital certificate chain is all zeroes (2814). If no digital certificate is
present, a single element of all zeroes exists in this location.

Following the Certificate Elements may be a set of Governed Object Elements (e.g.,
2815, 2816, 2817, 2818) specifying one or more content objects and/or CMPOs which may
be governed by or associated with CMPO 2801. Each such governed object or CMPO is
identified by a specific identifier and/or by a location where such object or CMPO may be
found (e.g., these may be stored in locations 2815 and 2817). Following each such
identifier may be one or more keys used to decrypt such CMPO or object (e.g., stored in
locations 2816 and 2818). The set of identifiers/keys ends with a termination element
made up of all zeroes (2819).

Following the set of elements specifying identifiers and/or keys may be a set of
Rules Elements (e.g., 2820, 2821, 2822) specifying rules/controls and conditions associated
with use of the content objects and/or CMPOs identified in the Governed Objects chain

(e.g., locations 2815 and 2817). Exemplary rules are described below. Elements may
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contain explicit rules or may contain pointers to rules stored elsewhere. Conditions may
include particular hardware resources necessary to use associated content objects or to
satisfy certain rules, or particular types of CMPS's which are necessary or preferred for use
of the associated content objects.

Following the rules/controls and conditions elements may be a set of Information
Elements 2823 containing information specified by the creator of the CMPO. Among other
contents, such information may include content, or pointers to content, programming, or
pointers to programming.

The CMPO ends with Final Termination Element 2824.

In one embodiment, the rules contained in Rules Elements 2820-2822 of CMPO
2801 may include, for example, the following operations:

(1) Play. This operation allows the user to play the content (though not to
copy it) without restriction.

(2) Navigate. This allows the user to perform certain types of navigation
functions, including fast forward/rewind, stop and search. Search may be indexed or
unindexed.

(3) Copy. Copy may be allowed once (e.g., time-shifting, archiving), may
be allowed for a specified number of times and/or may be allowed for limited period of
time, or may be allowed for an unlimited period of time, so long as other rules, including
relevant budgets, are not violated or exceeded. A CMPS arrangement may be designed so
that a Copy operation may cause an update to an associated CMPO (e.g., including an
indication that the associated content has been copied, identifying the date of copying and
the site responsible for making the copy), without causing any change to any applicable
content object, and in particular without requiring that associated content objects be
demuxed, decrypted or decompressed. In the case of MPEG-4, for example, this may
require the following multi-stage demux process:

(i) the CMPS arrangement receives a Copy instruction from the
user, or from a header CMPO.

(ii) CMPO ESs associated with the MPEG-4 stream which is to be
copied are separated from the content stream in a first demux stage.

(iii) CMPOs are decrypted and updated by the CMPS arrangement.
The CMPOs are then remuxed with the content ESs (which have never been demuxed from
each other), and the entire stream is routed to the output port without further alteration.

This process allows a copy operation to take place without requiring that the

content streams be demuxed and decrypted. It requires that the CMPS arrangement include
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two outputs: one output connected to the digital output port (e.g., FIG. 23 line 2316,
connecting to Digital Output Port 2317), and one output connected to the MPEG-4 buffers
(e.g., FIG. 23, lines 2310, 2311, 23 12), with a switch designed to send content to one
output or the other (or to both, if content is to be viewed and copied simultaneously) (e.g.,
Switch 2319). Switch 2319 can be the only path to Digital Output Port 2317, thereby
allowing CMPS 2302 to exercise direct control over that port, and to ensure that content is
never sent to that port unless authorized by a control. If Digital Output Port 2317 is also
the connector to a digital display device, CMPS 2302 will also have to authorize content to
be sent to that port even if no copy operation has been authorized.

In one example embodiment, the receiving device receiving the information
through Digital Output Port 2317 may have to authenticate with the sending device (e.g.,
CMPS 2302). Authentication may be for any characteristic of the device and/or one or
more CMPSs used in conjunction with that device. Thus, for example, a sending appliance
may not transmit content to a storage device lacking a compatible CMPS.

In another non-limiting example, CMPS 2302 can incorporate session encryption
functionality (e.g., the “five company arrangement” ) which establishes a secure channel
from a sending interface to one or more external device interfaces (e.g., a digital monitor),
and provided that the receiving interface has authenticated with the sending interface,
encrypts the content so that it can only be decrypted by one or more authenticated 1394
device interfaces. In that case, CMPS 2302 would check for a suitable IEEE 1394 serial
bus interface , and would allow content to flow to Digital Output Port 2317 only if (a) an
authorized Play operation has been invoked, a secure channel has been established with the
device and the content has been session-encrypted, or (b) an authorized Copy or Retransmit
operation has been invoked, and the content has been treated as per the above description
(i.e., the CMPO has been demuxed, changed and remuxed, the content has never been
decrypted or demuxed).

This is only possible if CMPOs are separately identifiable at an early demux stage,
which most likely requires that they be stored in separate CMPO ESs. If the CMPOs are
stored as headers in content ESs, it may be impossible to identify the CMPOs prior to a full
demux and decrypt operation on the entirety of the stream.

(4) Change. The user may be authorized to change the content.

(5) Delete. This command allows the user to delete content which is stored
in the memory of the Consumer Appliance. This operation operates on the entire work. If
the user wishes to delete a portion of a work, the Change operation must be used.

(6) Transfer. A user may be authorized to transfer a work to a third party.
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This differs from the Copy operation in that the user does not retain the content or any
rights to the content. The Transfer operation may be carried out by combining a Copy
operation and a Delete operation. Transfer may require alteration of the header CMPO
associated with the work (e.g., adding or altering an Ownership/Control Element, such as
Elements 2805-2807 of FIG. 28), so as to associate rights to the work with the third party.

These basic operations may be subject to modifications, which may include:

i. Payment. Operations may be conditioned on some type of user
payment. Payment can take the form of cash payment to a provider (e.g., credit card,
subtraction from a budget), or sending specified information to an external site (e.g.,
Nielson-type information).

ii. Quality of Service. Operations may specify particular quality of
service parameters (e.g., by specifying a requested QoS in MPEG-4), including: requested
level of decompression, requested/required types of display, rendering devices (e.g., higher
quality loudspeakers, a particular type of game controller).

iii. Time. Operations may be conditioned such that the operation is
only allowed after a particular time, or such that the price for the operation is tied to the
time (e.g., real-time information at a price, delayed information at a lower price or free,
e.g., allowing controlled copies but only after a particular date).

iv. Display of particular types of content. Operations may be
conditioned on the user authorizing display of certain content (e.g., the play operation may
be free if the user agrees to allow advertisements to be displayed).

In all of these cases, a rule may be modified by one or more other rules. A rule may
specify that it can be modified by other rules or may specify that it is unmodifiable. If a
rule is modifiable, it may be modified by rules sent from other sources. Those rules may
be received separately by the user or may be aggregated and received together by the user.

Data types which may be used in an exemplary MPEG-4 embodiment may include
the following:

a. CMP Data Stream.

The CMP-ds is a new elementary stream type that has all of the properties of an
elementary stream including its own CMPO and a reference in the object descriptors. Each
CMP-ds stream has a series of one or more CMP Messages. A CMP_Message has four
parts:

1. Count: [1...n] CMPS types supported by this IP ES. Multiple CMPS
systems may be supported, each identified by a unique type. (There may have
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to be a central registry of types.)

2. CMPS_type_identifiers: [1...x] identifiers, each with an offset in the
stream and a length. The offset points to the byte in the CMPO where the data
for that CMPS type is found. The length is the length in bytes of this data.

3. Data segments: One segment for each of the » CMPS types encoded in a
format that is proprietary to the CMPS supplier.

4. CMP_Message URL: That references another CMP_Message. (This is in
keeping with the standard of using URLS to point to streams.)

b. CMPO.

The CMPO is a data structure used to attach detailed CMP control to individual
elementary streams. Each CMPO contains:

1. CMPO_ID: An identifier for the content under control. This identifier must
uniquely identify an elementary stream.

2. CMPO_count: [1...n] CMPS types supported by this CMPO.

3. CMPS_type_identifiers: [1...n] identifiers, each with an offset in the
stream and a length. The offset points to the byte in the CMPO where the data
for that CMPS type is found. The length is the length in bytes of this data.

4. Data segments: » data segments. Each data segment is in a format that is
proprietary to the CMPS supplier.

5. CMPO_URL: An optional URL that references an additional CMPO that
adds information to the information in this CMPO. (This is a way of
dynamically adding support for new CMPSs.)

c. Feedback Event

The feedback events come in two forms: start and end. Each feedback event
contains three pieces of information:

1. Elementary_stream_ID
2. Time: in presentation time
3. Object_instance_number

User Interface.

Commerce Appliance 2301 may include User Interface 2304 designed to convey
control-related information to the user and to recéive commands and information from the
user. This interface may include special purpose displays (e.g., a light which comes on if a
current action requires payment), special purpose buttons (e.g., a button which accepts the
payment or other terms required for display of content), and/or visual information presented

on screen.
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Example of Operation in an MPEG-4 Context

1. User selects a particular work or channel. The user may, for example, use a
remote control device to tune a digital TV to a particular channel.

2. Selection of the channel is communicated to a CMPS arrangement, which uses
the information to either download a CCMPO or to identify a previously downloaded
CCMPO (e.g., if the CMPS arrangement is contained in a set-top box, the set-top box may
automatically download CCMPOs for every channel potentially reachable by the box).

3. The CMPS arrangement uses the CCMPO to identify rules associated with all
content found on the channel. For example, the CCMPO may specify that content may
only be viewed by subscribers, and may specify that, if the user is not a subscriber, an
advertisement screen should be put up inviting the user to subscribe.

4. Once rules specified by the CCMPO have been satisfied, the CCMPO specifies
the location of a MCMPO associated with a particular work which is available on the
channel. The channel CMPO may also supply one or more keys used for decryption of the
MCMPO.

5. The CMPS arrangement downloads the MCMPO. In the case of an MPEG-4
embodiment, the MCMPO may be an Elementary Stream. This Elementary Stream must be
identifiable at a relatively early stage in the MPEG-4 decoding process.

6. The CMPS arrangement decrypts the MCMPO, and determines the rules used to
access and use the content. The CMPS arrangement presents the user with a set of options,
including the ability to view for free with advertisements, or to view for a price without
advertisements.

7. The user selects view for free with advertisements, e.g., by highlighting and
selecting an option on the screen using a remote control device.

8. The CMPS arrangement acquires one or more keys from the MCMPO and uses
those keys to decrypt the ESs associated with the video. The CMPS arrangement identifies
two possible scene descriptor graphs, one with and one without advertisements. The CMPS
arrangement passes the scene descriptor graph with advertisements through, and blocks the
other scene descriptor graph.

9. The CMPS arrangement monitors the composite and render block, and checks to
determine that the advertisement AVOs have actually been released for viewing. If the
CMPS arrangement determines that those AVOs have not been released for viewing, it puts
up an error or warning message, and terminates further decryption.

CMPS Rights Management In Provider And Distribution Chains

In addition to consumer arrangements, in other embodiments one or more CMPSs
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may be used in creating, capturing, modifying, augmenting, animating, editing, excerpting,
extracting, 'embedding, enhancing, correcting, fingerprinting, watermarking, and/or
rendering digital information to associate rules with digital information and to enforce those
rules throughout creation, production, distribution, display and/or performance processes.

In one non-limiting example, a CMPS, a non-exhaustive example of which may
include a least a secure portion of a VDE node as described in the aforementioned Ginter et
al., patent specification, is incorporated in video and digital cameras, audio microphones,
recording, playback, editing, and/or noise reduction devices and/or any other digital device.
Images, video, and/or audio, or any other relevant digital information may be captured,
recorded, and persistently protected using at least one CMPS and/or at least one CMPO.
CMPSs may interact with compression/decompression, encryption/decryption, DSP, digital
to analog, analog to digital, and communications hardware and/or software components of
these devices as well.

In another hon—exhaustive example, computer animation, special effects, digital
editing, color correcting, noise reduction, and any other applications that create and/or use
digital information may protect and/or manage rights associated with digital information
using at least one CMPS and/or at least one CMPO.

Another example includes the use of CMPSs and/or CMPOs to manage digital
assets in at least one digital library, asset store, film and/or audio libraries, digital vaults,
and/or any other digital content storage and management means.

In accordance with the present applications, CMPSs and/or CMPOs may be used to
manage rights in conjunction with the public display and/or performance of digital works.
In one non-exhaustive example, flat panel screens, displays, monitors, TV projectors, LCD
projectors, and/or any other means of displaying digital information, may incorporate at
least one hardware and/or software CMPS instance that controls the use of digital works. A
CMPS may allow use only in conjunction with one or more digital credentials, one example
of which is a digital certificate, that warrant that use of the digital information will occur in
a setting, location, and/or other context for public display and/or performance. Non-limiting
examples of said contexts include theaters, bars, clubs, electronic billboards, electronic
displays in public areas, or TVs in airplanes, ships, trains and/or other public conveyances.
These credentials may be issued by trusted third parties such as certifying authorities, non-
exhaustive examples of which are disclosed in the aforementioned Ginter 712 patent

application.
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Additional MPEG-4 Embodiment Information

This work is based on the MPEG-4 description in the version 1 Systems Committee
Draft (CD), currently the most complete description of the evolving MPEG-4 standard.

This section presents the structural modifications to the MPEG-4 player architecture
and discusses the data lines and the concomitant functional changes. Figure 23 shows the
functional components of the original MPEG-4 player. Content arrives at Player 2301
packaged into a serial stream (e.g., MPEG-4 Bit Stream 23 14). It is demultiplexed via a
sequence of three demultiplexing stages (e.g., Demux 2305) into elementary streams.
There are three principle types of elementary streams: AV Objects (AVO), Scene
Descriptor Graph (SDG), and Object Descriptor (OD). These streams are fed into
respective processing elements (e.g., AVO Decode 2307, Scene Descriptor Graph 2306,
Object Descriptors 2308). The AVOs are the multimedia content streams such as audio,
video, synthetic graphics and so on. They are processed by the player’s
compression/coding subsystems. The scene descriptor graph stream is used to build the
scene descriptor graph. This tells Composite and Render 2309 how to construct the scene
and can be thought of as the “script.” The object descriptors contain description information
about the AVOs and the SD-graph updates.

To accommodate a CMPS (e.g., CMPS 23 02) and to protect content effectively, the
player structure must be modified in several ways:

e Certain data paths must be rerouted to and from the CMPS

e Certain buffers in the SDG, AVO decode and Object descriptor modules must

be secured
e Feedback paths from the user and the composite and render units to the CMPS
must be added

In order for CMPS 2302 to communicate with the MPEG-4 unit, and for it to
effectively manage content we must specify the CMPO structure and association protocols
and we must define the communication protocols over the feedback systems (from the
compositor and the user.)

The structural modifications to the player are shown in Figure 23. The principal

changes are:
* All elementary streams are now routed through CMPS 2302.

e Direct communication path between Demux 2305 and CMPS 2302.
* A required “Content Release and Decrypt” Module 2315 in CMPS 2302.
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¢ The addition of a feedback loop (e.g., Line 231 3) from Composite and Render
2309 to CMPS 2302.

* Bi-directional user interaction directly with the CMPS 2302, through Line 2316.

Furthermore, for M4v2P, CMP-objects are preferably associated with all elementary
streams. Elementary streams that the author chooses not to protect are still marked by an
“unprotected content” CMPO. The CMPOs are the primary means of attaching rules
information to the content. Content here not only refers to AVOs, but also to the scene
descriptor graph. Scene Descriptor Graph may have great value and will thus need to be
protected and managed by CMPS 2302.

The direct path from Demux 2305 to CMPS 2302 is used to pass a CMPS specific
header, that potentially contains business model information, that communicates business
model information at the beginning of user session. This header can be used to initiate user
identification and authentication, communicate rules and consequences, and initiate up-
front interaction with the rules (selection of quality-of-service (QoS), billing, etc.) The
user’s communication with CMPS 2302 is conducted through a non-standardized channel
(e.g., Line 2316). The CMPS designer may provide an independent API for framing these
interactions.

Feedback Path 2313 from Composite and Render block 2309 serves an important
purpose. The path is used to cross check that the system actually presented the user with a
given scene. Elementary streams that are processed by their respective modules may not
necessarily be presented to the user. Furthermore, there are several fraud scenarios wherein
an attacker could pay once and view multiple times. The feedback path here allows CMPS
2302 to cross check the rendering and thereby perform a more accurate accounting. This
feedback is implemented by forcing the Composite and Render block 2309 to issue a start
event that signals the initiation of a given object’s rendering that is complemented by a stop
event upon termination. The feedback signaling process may be made optional by
providing a CMP-notification flag that may be toggled to indicate whether or not CMPS
2302 should be notified. All CMPOs would be required to carry this flag.

The final modification to the structure is to require that the clear text buffers in the
AVO, SDG and Object Descriptor processors and in the Composite-and-Render block be
secured. This is to prevent a pirate from stealing content in these buffers. As a practical
matter, this may be difficult, since tampering with these structures may well destroy
synchronization of the streams. However, a higher state of security would come from
placing these buffers into a protected processing environment.

CMPS 2302 governs the functioning of Player 2301, consistent with the following:
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¢ Communication mechanism between CMPS 2302 and the MPEG-4 player (via
CMPOs)

® A content release and decryption subsystem

e Version authentication subsystem

¢ Sufficient performance so as not to interfere with the stream processing in the

MPEG-4 components
CMPS 2302 may have a bi-directional side-channel that is external to the MPEG-4
player that may also be used for the exchange of CMP information. Furthermore, the
CMPS designer may choose to provide a user interface API that provides the user with the
ability to communicate with the content and rights management side of the stream
management (e.g., through Line 2316).

Encrypted content is decrypted and released by CMPS 2302 as a function of the
rules associated with the protected content and the results of user interaction with CMPS
2302. Unencrypted content is passed through CMPS 2302 and is governed by associated
rules and user interaction with CMPS 2302. As a consequence of these rules and user
interaction, CMPS 2302 may need to transact with the SDG and AVO coding modules
(e.g-, 2310, 2311) to change scene structure and/or the QoS grade.

Ultimately, the CMPS designer may choose to have CMPS 2302 generate audit trail
information that may be sent to a clearinghouse authority via CMPS Side Channel Port
2318 or as encrypted content that is packaged in the MPEG-4 bit stream.

The MPEG-4 v1 Systems CD uses the term “object” loosely. In this document,
“object” is used to specifically mean a data structure that flows from one or more of the
data paths in Figure 23.

Using multiple SD-graph update streams, each with its own CMPO, allows an
author to apply arbitrarily specific controls to the SD-graph. For example, each node in the
SD-graph can be created or modified by a separate SD-graph update stream. Each of these
streams will have a distinct CMPO and ID. Thus, the CMPS can release and decrypt the
creation and modification of each node and receive feedback information for each node
individually. The practical implications for controlling release and implementing
consequences should be comparable to having a CMPO on each node of the SD-graph,
without the costs of having a CMPO on each SD-graph node.

Principles consistent with the present invention may be illustrated using the

following examples:

In the first example, there is a bilingual video with either an English or French

soundtrack. The user can choose during playback to hear either the English or French. The
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basic presentation costs $1. If the French soundtrack is presented there is a $0.50 surcharge.
If the user switches back and forth between French and English, during a single viewing of
the presentation, the $0.50 surcharge will occur only once.

In this example, there will be four elementary streams:

The Scene Description Graph Update stream will have a CMPO. The CMPO will
imply a $1.00 fee associated with the use of the content. The scene description graph
displays the video, English audio and puts up a button that allows the user to switch to
French. If the user clicks that button, the English stops, the French picks up from that point
and the button changes to a switch-to-English button. (Optionally, there may be a little
dialog at the beginning to allow the user to select the initial language. This is all easy to do
in the SD graph.)

The Video Stream with the CMPO will say that it can only be released if the scene
description graph update stream above is released.

The English Audio Stream will be similar to the Video stream.

The French Audio Stream will be similar to the Video stream but there is a $.50
charge it if is seen in the feedback channel. (The CMPS must to not count twice if the user
switches between the two in a single play of the presentation.)

An important requirement is that the ID for the SD-graph update stream appears in
the feedback path (e.g., Feedback Path 2313). This is so CMPS 2302 knows when the
presentation stops and ends so that CMPS 2302 can correctly bill for the French audio.

The rules governing the release of the video and audio streams may include some
variations. The rules for these streams, for example, may state something like "if you don't
see the id for the scene description graph update stream X in the feedback channel, halt
release of this stream.” If the main presentation is not on the display, then the video should
not be. This ties the video to this one presentation. Using the video in some other
presentation would require access to the original video, not just this protected version of it.

In a second example, an author wants to have a presentation with a free attract
sequence or "trailer". If the user clicks the correct button the system moves into the for-fee
presentation, which is organized as a set of "acts".

Multiple SD-graph update streams may update a scene description graph. Multiple
SD-graph update streams may be open in parallel. The time stamps on the ALUs in the
streams are used to synchronize and coordinate.

The trailer and each act are represented by a separate SD- graph update stream with a

separate CMPO. There is likely an additional SD-graph update stream that creates a simple
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root node that is invisible and silent. This node brings in the other components of the
presentation as needed.

The foregoing description of implementations of the invention has been presented
for purposes of illustration and description. It is not exhaustive and does not limit the
invention to the precise form disclosed. Modifications and variations are possible in light
of the above teachings or may be acquired from practicing of the invention. For example,
the described implementation includes software but the present invention may be
implemented as a combination of hardware and software or in hardware alone. The
invention may be implemented with both object-oriented and non-object-oriented
programming systems. The scope of the invention is defined by the claims and their

equivalents.
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We claim:

1. A streaming media player providing content protection and digital rights
management, including:

a port configured to receive a digital bit stream, the digital bit stream including:

content which is encrypted at least in part, and

a secure container including control information for controlling use of the
content, including at least one key suitable for decryption of at least a portion of the
content; and

a control arrangement including:

means for opening secure containers and extracting cryptographic keys, and
means for decrypting the encrypted portion of the content.

2. The player of Claim 1 in which the digital bit stream includes at least two
sub-streams which have been muxed together, at least one of the sub-streams including
compressed information, and

wherein the player further includes:

a demux designed to separate and route the sub-streams;

a decompression unit configured to decompress at least one of the sub-streams, the
decompression unit and the demux being connected by a pathway for the transmission of
information; and

a rendering unit designed to process decompressed content information for
rendering.

3. The player of Claim 2, further including:

a stream controller operatively connected to the decompression unit, the stream
controller including decryption functionality configured to decrypt at least a portion of a
sub-stream and pass the decrypted sub-stream to the decompression unit.

4. The player of Claim 3, further including:

a path between the control arrangement and the stream controller to enable the
control arrangement to pass at least one key to the stream controller for use with the stream
controller’s decryption functionality.

5. The player of Claim 4, further including:

a feedback path from the rendering unit to the control arrangement to allow the
control arrangement to receive information from the rendering unit regarding the
identification of objects which are to be rendered or have been rendered.

6. The player of Claim 1, wherein the digital bit stream is encoded in MPEG-4
format.
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7. The player of Claim 1, wherein the digital bit stream is encoded in MP3
format.
8. The player of Claim 4, wherein the control arrangement contains a rule or

rule set associated with governance of at least one sub-stream or object.

9. The player of Claim 8, wherein the rule or rule set is delivered from an
external source.

10. The player of Claim 9, wherein the rule or rule set is delivered as part of the
digital bit stream.

11. The player of Claim 8, wherein the rule or rule set specifies conditions
under which the governed sub-stream or object may be decrypted.

12. The player of Claim 8, wherein the rule or rule set governs at least one
aspect of access to or use of the governed sub-stream or object.

13. The player of Claim 12, wherein the governed aspect includes making copies
of the governed sub-stream or object.

14. The player of Claim 12, wherein the governed aspect includes transmitting
the’governed sub-stream or object through a digital output port.

15. The player of Claim 14, wherein the rule or rule set specifies that the
governed sub-stream or object can be transferred to a second device, but rendering of the
governed sub-stream or object must be disabled in the first device prior to or during the
transfer.

16. The player of Claim 15, wherein the second device includes rendering
capability, lacks at least one feature present in the streaming media player, and is at least
somewhat more portable than the streaming media player.

17. The player of Claim 11, wherein the control arrangement contains at least
two rules governing access to or use of the same governed sub-stream or object.

18. The player of Claim 17, wherein a first of the two rules was supplied by a
first entity, and the second of the two rules was supplied by a second entity.

19. The player of Claim 18, wherein the first rule controls at least one aspect of

operation of the second rule.

20. The player of Claim 12, wherein the governed aspect includes use of at least
one budget.
21. The player of Claim 12, wherein the governed aspect includes a requirement

that audit information be provided.

22. The player of Claim 1, wherein the control arrangement includes tamper

resistance.
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23. A digital bit stream including:
content information that is compressed and at least in part encrypted; and
a secure container including
governance information for the governance of at least one aspect of
access to or use of at least a portion of the content information; and
a key for decryption of at least a portion of the encrypted content
information.
24. The digital bit stream of Claim 23, wherein the content information is
encoded in MPEG-4 format.
25. The digital bit stream of Claim 23, wherein the content information is
encoded in MP3 format.
26. A method of rendering a protected digital bit stream including:
receiving the protected digital bit stream,
passing the protected digital bit stream to a media player,
the media player reading first header information identifying a plugin used
to process the protected digital bit stream, the first header information
indicating that a first plugin is required;
the media player calling the first plugin;
the media player passing the protected digital bit stream to the first plugin;
the first plugin decrypting at least a portion of the protected digital bit stream;
the first plugin reading second header information identifying a second plugin
necessary in order to render the decrypted digital bit stream;
the first plugin calling the second plugin;
the first plugin passing the decrypted digital bit stream to the second plugin;
the second plugin processing the decrypted digital bit stream, the processing
including decompressing at least a portion of the decrypted digital bit stream;
the second plugin passing the decrypted and processed digital bit stream to the
media player; and
the media player enabling rendering of the decrypted and processed digital bit
stream,
whereby the first plugin may be used in an architecture not designed for

multiple stages of plugin processing.
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delivered by a service provider, such as a television program. The service
to which access is given may be an Internet video game service.
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A SERVICE ACCESS METHOD AND INTERFACE

The present invention relates to a method of accessing a service, a service access

interface and a process of attaching an access code to a product.

To at least recoup the costs of providing a service to the public requires a service
provider to charge a direct fee for the service or obtain some form of subsidisation, either
from a government entity or advertisers who see value in displaying advertisements during
provision of the service. Whilst most service providers will rely on some form of direct fee
payment, this can prove difficult or costly to achieve in situations where there is an extremely
large number of clients or a secure monetary transaction cannot be guaranteed. These
problems affect most parties who wish to provide services on the Internet, such as gaming
services which may involve providing access to a multi-player video game. Various methods
have been adopted in an attempt to secure financial transactions over the Internet, such as the
establishment of virtual bank accounts and the provision of digital certificates, but no one
method has yet met with wide acceptance. The most common form of effecting a transaction
for an Internet service involves the use of credit cards, either off-line, using SSL technolo gy,
or by a direct hyper-terminal link to the service provider. A simple method of extracting some
form of payment, benefit, or commitment from consumers prior to accessing a service is
desired.

Manufacturers of goods, on the other hand, are continually dealing with another
problem which is securing brand loyalty for their goods. One technique of trying to engender
some form of brand loyalty from consumers, which is primarily used by cereal and snack
food manufacturers, involves packaging the goods with additional gifts, which a purchaser
can avail themselves of after purchasing a product. The gift may be a toy or a token which
forms part of a set to be collected. Inclusion of the gifts with the goods involves considerable
additional expense to the manufacturers which ultimately is passed on to consumers.

Accordingly a manufacturing process is desired which alleviates this cost but achieves the

same effect.

361



10

15

20

25

30

CA 02321522 2000-08-25

WO 99/44161 PCT/AU99/00120

-2-

Service providers, such as television broadcasters, also wish to attract loyalty for their

products, such as television programs.

In accordance with the present invention there is provided a method of providing
access to a service including disclosing a unique access code provided with a product, said

access code providing access to said service for a predetermined period of time.

The present invention further provides a service access interface including means for
allowing access to a service for a predetermined period of time on entry of a unique access

code provided with a product.

Advantageously products can be provided with unique access codes, respectively,
which can only be obtained after purchase or use of the products. The access codes would

each allow access to the service for the period of time.

The present invention further provides a process of attaching a unique access code to
a product, including deriving said unique access code from a number for said product, and
adding said access code to said product such that the access code can only be obtained on
using or purchasing said product, said access code providing access to a service for a

predetermined period of time.

A preferred embodiment of the present invention is hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:

Figure 1 is a schematic diagram of a preferred embodiment of a manufacturing
system;

Figure 2 is a flow diagram of a preferred embodiment of a service access interface;

Figure 3 is a block diagram of a preferred embodiment of a computer device; and

Figure 4 is a block diagram of a preferred embodiment of a computer system.

A manufacturing system 2, as shown in Figure 1, is used to manufacture goods, for
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example bottles of soft drink. The system 2 uses existing computer controlled manufacturing
equipment with its software altered to print additional data on the goods. In the case of the
soft drink bottles illustrated in Figure 1, the bottles 4 travel down a different path 6 to the
caps or tops 8 which are to be placed on the bottles 4 by a capping machine 10. A Jabelling
machine 12 is used to print and place labels on the bottles 4, and each bottle is marked with
a serial or batch number on the label. The batch numbers for the bottles are sequential so that
the date of manufacture can be identified from the batch numbers. This allows batches to be
identified and withdrawn from public consumption, if necessary. In accordance with the
preferred embodiment, the labelling machine 12 includes additional encryption software 14
which allows each batch number to be encrypted with a secret key to produce a unique and
pseudo-random number from each batch number. The pseudo-random numbers are not
sequential and can be used as access codes for a service, as described hereinafter. The
encryption algorithm used can be one of a variety of known encryption algorithms, such as
RSA and Pretty Good Privacy (PGP), provided a secret key is used for encryption as opposed
to a public key. The access code derived from a batch number for a bottle 4 is printed on the
inside of the cap 8 for that bottle by the labelling machine 12. Therefore once the cap is
placed on the bottle by the capping machine 10, the access code can only be obtained by
breaking the seal on the cap and opening the bottle. This should ensure that an access code
can only be obtained by a consumer once the soft drink bottle has been purchased by the
consumer. The access code provides the purchaser with a single access to a service for a time

t, for no extra charge.

The service may be an entertainment service provided using a computer device 50,
such as PC, which stores and executes a service access interface 20, as shown in Figures 2
and 3. For a service available via the Internet 52, such as a multi-player video game service,
the service interface 20 may be stored on a server 54 of the Internet and components of the
interface 20, such as HTML pages and Java™ scripts and code, downloaded to a purchaser's
or user's computer 56, as shown in Figure 4. The interface 20 initially presents a screen
which requires a user, at step 22, to enter the unique access code provided with the purchased

good. The access code is then decrypted, at step 24, using the same encryption algorithm as
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the software 14 used in the manufacturing system 2, to obtain the corresponding batch
number. The batch number is then compared with ranges of valid batch numbers stored on
the server or computer storing the interface 20, at step 26. The batch number derived from
the access code must fall within a valid batch number range to obtain access to the service,
otherwise operation of the interface 20 returns back to step 22. Relating the access codes to
the batch numbers has the significant advantage that valid accesses can be determined by
comparison with sequential batch number ranges rather than attempting to make a comparison
with an extremely large number of pseudo-random access codes for each and every good sold.
Also once a batch is removed from the retail or wholesale market prior to sale, the access
codes associated with the goods for these batches can be simply disabled by removing the
batch number ranges for the batches from the computer or server storing the access interface
20.

Once the access code is validated as corresponding to a valid batch number at step 26,
access will be allowed to the service and the interface proceeds to step 28 where the user is
asked to identify himself/herself. If the user is a new user, a unique username is assigned or
established at step 30, otherwise the user simply enters his/her username at step 32. Once the
username is entered, the interface provides the username to the software of the service so as
to allow any stored parameters or data for the user to be retrieved. This may include for a
video game, game play levels previously achieved or last known status in a game for the user.
Access is only allowed for a set time t, and therefore the interface 20 continually determines
at step 38 whether the time t has expired and if not decrements that time accordingly at step

36 as it elapses.

When the time t has expired, the interface 20, at step 40, instructs the service software
to save any updated parameters or data against the username for the user's recent access to
the service. The interface 20 instructs access to the service to cease and removes the batch
number for the unique access code from the set of valid batch numbers stored on the server
or computer. The ensures that an access code cannot be used again to exceed the time t and

requires the user to make a further purchase of the good to obtain another access code for a
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The time t can be varied as desired and the interface 20 may include the facility to
allow users to log off a service when the time t has not been fully utilised and then reuse an

access code to gain access to the service again until the time t has expired.

The service access method and interface described above is particularly advantageous
as users can gain access to a service simply by purchasing or availing themselves of a
particular good, and no other financial transaction, off-line or otherwise, needs to occur. The
manufacturing process for goods is also considerably simplified as only an access code needs
to be derived and printed in an effort to engender brand loyalty from consumers. Consumers
who wish to access the service for more than the allocated time t will wish to continue to buy

brands or watch programs which provide access codes.

Many modifications will be apparent to those skilled in the art without departing from

the scope of the present invention as herein described.
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AMENDED CLAIMS:
1. (Amended) A method of providing access to a service including:

providing a unique access code with a product having utilitarian value independent of
said service, said product being without access software and said access code being integrated
with said product such that the access code is disclosed only after purchase or use of the
product; and

providing access to said service for a predetermined period of time without a charge

for said service in response to receiving said access code.

2. (Amended) A method according to claim 1, wherein said access code is provided as

a reward for said purchase or use of said product.

3. A method according to claim 2, including identifying a user of the service by a

username for subsequent accesses of the service using different unique access codes.

4. A method according to claim 3, including accessing stored information relating to the

user for said subsequent accesses.

5. A method according to claim 4, including registering the user and establishing said

username on accessing said service for a first predetermined period of time.

6. A method according to claim 1, including deriving said unique access code from a

respective product number for said product.

7. A method according to claim 6, including storing valid product numbers, deriving a
product number from said access code, and providing said access to said service when the

derived product number is one of said valid product numbers.

8. A method according to claim 7, wherein said access code is derived from said product

number by encrypting said product number.

AMENDED SHEET
IPEA/AL
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9, A method according to claim 7, wherein the product number derived from said access

code is obtained by decrypting said unique access code.

10. A method according to claim 1, wherein said service is provided on a computer

system.

11. A method according to claim 10, wherein said system includes at least one Internet

SErver.

12. A method according to claim 10, wherein said service is an entertainment service.

13. A method according to any one of the preceding claims, wherein said product is a

purchased good.

14. A method according to claim 13, when dependent on claim 7, wherein said valid

product numbers identify a batch of said good.

15. (Amended) A service access interface including means for allowing access to a service,
without a charge for said service, for a predetermined period of time on entry of a unique
access code integrated and provided with a product without access software, said access code
being disclosed only after purchase or use of said product, and said product having utilitarian

value independent of said service.

16. (Amended) A service access interface according to claim 15, wherein said access code

is provided as a reward for said purchase or use of said product.

17. A service access interface according to claim 16, including means for identifying a
user of the service by a username for subsequent accesses of the service using different unique

access codes.
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18. A service access interface according to claim 17, including means for accessing stored

information relating to the user for said subsequent accesses.

19. A service access interface according to claim 18, including means for registering the
user and establishing said username on accessing said service for a first predetermined period

of time.

20. A service access interface according to claim 15, including means for deriving said

unique access code from a respective product number for said product.

21. A service access interface according to claim 20, including means for storing valid
product numbers, means for deriving a product number from said access code, and means for
providing said access to said service when the derived product number is one of said valid

product numbers.

22. A service access interface according to claim 21, wherein said access code is derived

from said product number by encrypting said product number.

23. A service access interface according to claim 21, wherein said product number is

derived from said access code by decrypting said unique access code.

24. A service access interface according to claim 15, wherein said interface and said

service is provided on a computer system.

25. A service access interface according to claim 24, wherein said system includes at least

one Internet server.

26. A service access interface according to claim 24, wherein said service is an

entertainment service.
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27. A service access interface according to any one of claims 15 to 26, wherein said
product is a purchased good.
28. A service access interface according to claim 27, when dependent on claim 21,
wherein said valid product numbers identify a batch of said good.
29. A process of attaching a unique access code to a product, including deriving said

unique access code from a number for said product, and adding said access code to said
product such that the access code can only be obtained on using or purchasing said product,

said access code providing access to a service for a predetermined period of time.

30. A process according to claim 29, including storing valid product numbers, deriving
a product number from said access code, and providing said access to said service when the

derived product number is one of said valid product numbers.

31. A process according to claim 30, wherein said access code is derived from said

product number by encrypting said product number.

32. A process according to claim 21, wherein said product number is derived from said

access code by decrypting said unique access code.

33. A process according to claim 29, wherein said service is provided on a computer
system.

34. A process according to claim 33, wherein said system includes at least one Internet
Server.

35. A process according to claim 33, wherein said service is an entertainment service.
36. A process according to any one of claims 29 to 35, wherein said product is a

purchased good.
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37. A process according to claim 36, when dependent on claim 30, wherein said valid
product numbers identify a batch of said good.
38. A process according to claim 29, wherein said product is a manufactured good and
said process is a manufacturing process.
39. (New) A method according to claim 2, providing another unique access code as a

reward for a further purchase or use of said product, said another unique access code

providing access to said service for another said predetermined period of time.

40. (New) A service access interface according to claim 16, wherein said allowing means
allows access to said service for another said predetermined period of time on entry of another

unique access code provided as a reward for a further purchase or use of said product.
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respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 01/31/2018. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date November 9, 2017

First Named Inventor S.YOSHIDA

Title EDITING METHOD AND RECORDING AND REPRODUCING DEVICE
Art Unit

Examiner Name

Attorney Docket Number | ASA-10782-05

SIGNATURE of Applicant or Patent Practitioner

Signature /John R. Mattingly/ Date (Optiona) | November 9, 2017
Name John R. Mattingly Eﬁﬂité?tion 30293

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of 2 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Dog Code; PA

Cocument Description: Power of Atiorney PTO/AIAB2B (U713}
Approved for use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademnark Office; U.8. DEPARTMENT OF COMMERDE
Under the Paperwork Reduction Act of 1995, ne persons are required 1o respend 1o a callection of information unless it contains a valid OMB control number.

BB AR & SFETR
POWER OF ATTORNEY BY APPLICANT

Bzrlis, ifoEEEh LR TERANCRESAAAEHACH LT, RSl 0z sAonic I _TUOEEREREL =T,

{ hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letier or the boxes
below.

HBEES HiEsR
Application Number Filing Date

(T PTOAIABZAIZR LI AR S N T 2IE& ., LolfiEfcsLa)
{Note: The hoxes above may be left blank if infermation is provided on form PTO/AIABRA.)

AL, THEEERFFCHETIHERESY, SFofEteD B ALIEE L. BidoEmEdr (PT0/AIA/828) ML L < LB itke
FFIFUBIC BE LR ERTEIRT L 0B o2 TERFE LS DB A TR L ET.
| hereby appoint the Patent Practitioner(s} associaled with the following Customer Number as my/our attorney(s) or agent{s), and to transact all

business in the United States Patent and Trademark Office connected therewith for the application referenced in the attached transmitial letier
{form PTO/AIA/RZA) or identified above:

o 24956
OR

B, B0 U % R PTO/ATA/S20) L B OWHR LS | SHORELSH SO BRRAICES L, BHOERE PTO/AIA/G20) 136 L<
ERICEEONTHBAICEHE L ICRERIEET LORBEO CERRPELTE HDVIIREBAKSEL S+, (ER: PTOAIAB2C 2FBAT S
L)

D I hereby appoint Practitioner(s} named in the attached list (form PTO/AIA/B2C) as my/our attorney(s) or ageni{s), and to transact alf business in

the United States Patent and Trademark Office connected therewith for the patent application referenced in the atiached transmittal letter (form
PTO/AIA/BRA) or identified above. (Note: Complete form PTO/AIA/B2C.)

B OERAEIN EESACTHES N HB ST 5B ES R EL TROV TS EBRILREEL T E S,
Please recognize or change the correspondence address for the application identified in the attached transmittal
fetter or the boxes above to:
LR S ST S {ERT
The address associaled with the above-raentioned Custorher Number
XX
OR :
E:] BAEHESIC T S EFF
The address associated with Customer Number:
Xk
OR
BT EIEEA
A
Firm or
individual Name

=3

ERT
Address

i H R {EH 5
Gity State Zip

#H
Country
WHEHES A= T FLR
Telephone Email

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or relain a benelit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitling the completad application form to the USPTQ. Time will vary depending upon the individual case. Any commenis on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Olficer, U.S. Patent and Trademark Office, U.S.

Dapartment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

# you need assistance in completing the forrm, call 1-800-PT(O-2199 and selgct aption 2.
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. PTOAIA/B28 (07-13)
Approved for use through 11/30/2014, OMB 0651-0051

i U.B. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required o respand to a coilection of information unless it contains a valld OMB contred number.

HBEAK X BFER
POWER OF ATTORNEY BY APPLICANT

FULHEEATHY (HEABEACES, HEASE2TERMCEA) @
‘1§ am the Applicant (if the Applicant is a juristic entity, list the Applicant nams in the box):

Maxell, Ltd.

HEHF L L CIIHEIRAFCHES (TREMRDHEILTRE

inventor or Joint inventor (title not requirad below)

BEELALLCIIREEZRACHLIBHETOERARATHS (TEEWMOHRIITE

Legal Raprasentative of a Deceased or Legally Incapacitated Inventor (title not reguired below)

WHREADL LJHERBEENRETLHELA I ABTHS

Assignee or Person (o Whom the Inventor is Under an Cbligation to Assign (provide signer's title if applicant Is a juristic entity)

LEREASA G, AR ENFTE AT T AR THDS (W37 OFR 1. 46(0) (2 F-S< #lAERHEI B CRD L, RidFEFEE iz
OREBFAERENTHSEE) (HEASBRAOES, BAToRRBERERTSH L)

Person Who Otherwise Shows Sufficiert Proprietary Interest (e.g., a petition under 37 CFR 1.46(b}(2) was granted in the application or is
concurrently being filed with this document) (provide signer's title if applicant is a juristic entity)

< O[]

L]

LA OB4
SIGNATURE of Applicant for Patent

TRELE (BRIITEICEE) HEBEAOCKREBALEDLR TS (HEASBEADRSE) .
The undergigned (whose litle is supplied below) is authogzed to act on behalf of the applicant {e.g., where the applicant is a juristic enfity).

§§13EUFQ %"— ;ﬁ;‘ﬁaiﬁogiﬁoﬂrﬁn 0(:\2& a } ?\. 259 f 7

K4 L& .
Name Kazuhiro Kaizaki
B \ \

jﬁtle Vice President

TR A - AT OFR L3CE-SEEE Sh2ThR Ly, BROEMHE LUGERICBE L THIT CFR L4232, HEASHRG2BE
T, WBEOEHRLMEI &,

NOTE: Signature ~ This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications. If mors than ong applicart, use multiple forms,

:} RiEE 1%
- Total of -~ forms are submiited.
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Privacy Act Statement

19744 T 5 o /3o —(RAEHEP.L. 93-579)I2 L 0| HEFLEDH D VIZRRHC M T 5 RISBIRO BT T
L. FEFEREEEIILBRODENTHET, AECHEREFIESE, TROBHIIEELTL

(1) REFEROUERB USC2b)2ic L0 BEH LI TWET, (8) KDL h/mEROE

ERTY. (3) REFHFEETICLIFEROILER AR, FEFHES OIS T D RINE
HOMAFEPHFEETH V. RO LIHRERE L2vaisd, KENFEEFICL 2 BHEHEO A e%
BIEEE2ELTHERHY £, TOHE, FIFHEOPHEPILOMRIE, SRR 5
ZERBBET,

AR SRR TOREMA b Ed,

AR RO, WEHAREG US.C. 6628 LUV T o s — (5 U.S.C 5h2a) i Er a1
SEWHHIZB W TEEFEHB 2R ET+, KER AT LAOEKIT. FREOBRRAIEEARRE
TEREXNLILOCHESTAINETHEUNTT 88 C, TERIERERDEEPH Y EY,
AR\ AT LAORSIT, BEERA L LT, HIE, THENYE., TERMEPTICERE LTREREN
BEWHEBH Y, TRICIRERMNI B D e~ SRR L SR E T,

AR AT LAOERT, FESKCEET SEAND, BRI OVWTOXIBE TS, ¥
AAZBE LAERETIKESEEIIM L, BEEROMBL LTHTERDIEENH S,
AESR L AT AT, BMUER BT T A O RRBRAP MNEL 32 AFORMES IS L. @
HHAOMHEL LR SADHERE Y £, ML RS, 5 U.S.C. 582a(m)izk-3
L ASTAET T A s — B EEROEEEMR R LTS Y 8 A,

FRBRI AT LD, BIFBIESEESSHES A ERHEICET SRR, BEER0E
A& LT, 8RBt I RO A ERRCRREN S EERH D 4,

ARRH AT AOREE. BEMHAOCEEE LT, EBETLEEES US.C 181 B LU T LA
(42 U.S.C. 218(cHICilL A2 B HE9 T, Lo MEIFRBICBEREN BN S 0 £3,

AR AFLAORET, MEERACREL LT, 44 U.5.C 200435 L TR2906I -3 & | 504%
BEEBLUVTa AT 58EZRETL LV IR R ERET(GSAIOBIE o —E &
LTREENIEBEREILE LT, GRARLRLTOBEIC L ANBALH LR EADEBEANS
WEYT, TORMAL, LREENICLARRERELHET ACGSAERE LU OMEEY 5 (GSA
ERLEEEESEE s TiThbhEd, ZOBERE., BAREETIESRER A TR Y
Lt

AR AT LORFIT, REMA O E LT, MRLIABKE(SS. US.C 112(b). E7miis
FRITREGEUSC 15THI—CHFR SN BN H 0 24, &bz, FE&EMS, lEihid
UITAMBEAERE L TWARFRBEIIR SR TREY, »oAMBOHFE., —BRESTIAEEN
mHIBE, E-RBTHEASFOPTERENTVSEAGICIE, 7. CFR1.4GHIBIZHEY., B
BHOE@EME LT, —RIBFRSLIBEEHY =T,

AEER L AT AOREIT, BECER LT WA, b LONERTATIEEN H D & RERFragE
T X ORI X 2B, BEEBOFEE & LT, BIR, W, Ehidtr B siaoEssicps
ENBHERHY ET, '
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s) : S. YOSHIDA, et al.
Confirmation No.: TBD
Serial No. To be assigned
Filed : November 9, 2017
For : EDITING METHOD AND RECORDING AND REPRODUCING
DEVICE
Group : To be assigned
Examiner : To be assigned
Docket No. ASA-10782-05
Customer No.: 24956

INFORMATION DISCLOSURE STATEMENT (IDS)
UNDER § 1.97 AND § 1.98

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450 November 9, 2017

Sir:

In the matter of the above-identified application, Applicants are submitting
herewith a copy, where required, of the documents listed in the attached form
PTO/SB/08a. It is requested that the information be considered by the Examiner
during prosecution of the application, and that the references be made of record
therein.

Applicants note that:
One or more references cited on the attached PTO/SB/08a was cited by or
submitted to the U.S. Patent and Trademark Office in parent application No.

15/176,435, filed June 8, 2016, which is relied upon for an earlier filing date under 35
U.S.C. §120. No copies of the references are attached pursuant to 37 CFR §1.98(d).

The Commissioner is authorized to charge any shortage in the fees due, or
credit any overpayment, to Deposit Account No. 50-1417.

384



Serial No. To be assigned ASA-10782-05
Information Disclosure Statement filed November 9, 2017

If the PTO determines that part(s) of the required content is inadvertently
omitted, then it is requested that the Applicant(s) be given additional time and
specific identification of such omission(s) to enable full compliance.

Respectfully submitted,

MATTINGLY & MALUR, PC

/John R. Mattingly/
John R. Mattingly
Registration No. 30,293
703-684-1120

Page 2 of 2
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (03-15)

Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

P017-11-09

First Named Inventor | YOSHIDA, S.

Art Unit

Examiner Name |

Attorney Docket Number | ASA-10782-05

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code!’ of cited Document )
Figures Appear
1 (181870 B1 PC01-01-30 [ODKADA et al.
2 7512622 B2 P009-03-31 VOLK et al.
3 H480669 B1 P002-11-12 TSUGUMAGARI et al.
4 7257774 B2 P007-04-14 DENOUE et al.
5 p470140 B1 P002-10-22 BUGIMOTO et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code| Date of cited Document )
Figures Appear
1 20030063897 A1 P003-04-03 HUNG-KWON

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

2017-11-09

First Named Inventor | YOSHIDA, S.

Art Unit

Examiner Name |

Attorney Docket Number

| ASA-10782-05

2 20010023436 A1 P001-09-20 SRINIVASAN et al.
3 0070022382 A1 PO0O7-01-25 HONKANIEMI
If you wish to add additional U.S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS \M}
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Aoblicant of cited where Relevant Ts
Initial* Neo | Number3 Code?j Code#| Date R Passages or Relevant
Document .
Figures Appear
1 P004-192779 P A 2004-07-08 HITACHI, LTD.
2 P003-36652 P A 2003-02-07 TOSHIBA CORP.
3 N1-32301 P A 1999-02-02 ISONY CORP.
MATSUSHITA
4 P000-152180 P A 2000-05-30 ELECTRIC IND CO LTD
MATSUSHITA
5 P003-100055 P A 2003-04-04 ELECTRIC IND CO LTD.
6 |poo2-150503 = A [20020524 [[PIONEERELECTRONIC
[CORP.
MATSUSHITA
7 1243596 CN A 2000-02-02 FLECTRIC IND CO LTD.

EFS Web 2.1.17
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Application Number

Filing Date 2017-11-09
INFORMATION DISCLOSURE First Named Inventor |YOSHIDA,S.
STATEMENT BY APPLICANT At Unit |

( Not for submission under 37 CFR 1.99)

Examiner Name |

Attorney Docket Number |ASA-10782-05

8 P003-123389 P A 2003-04-25 |JSONY CORP.
9 P002-197806 P A 2002-07-12 |[TOSHIBA CORP.
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . ) '
i (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s}, TS
Initials No . - -
publisher, city and/or country where published.
1 Japan Patent Office {(JPO) office action for JPQO patent application JP2008-268104 (June 12, 2009).
2 lapan Patent Office (JPO) office action for JPO patent application JP2004-349264 {August 6, 2008).
3 [Chinese Intellectual Property Office {SIPO) office action for SIPQO patent application CN2005-100935522 (May 26,
P008).
4 oshiba HDD & DVD Video Recorder Instruction Manual RD-X5 Operating Instructions, Toshiba Corporation, pp.
48-159 (2004).
5 Dffice action for Japan Patent Office patent application JP2008-31843 (December 21, 2010).
6 Central District of California Case No. 2:17 -cv- 7534
7 Central District of California Case No. 2:17 -cv- 7538

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EFS Web 2.1.17
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Application Number

Filing Date 2017-11-09
INFORMATION DISCLOSURE First Named Inventor |YOSHIDA,S.
STATEMENT BY APPLICANT At Unit |

( Not for submission under 37 CFR 1.99)

Examiner Name |

Attorney Docket Number |ASA-10782-05

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 501.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if|
English language translation is attached.

EFS Web 2.1.17
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Application Number

Filing Date 2017-11-09
INFORMATION DISCLOSURE First Named Inventor |YOSHIDA,S.
STATEMENT BY APPLICANT At Unit |

( Not for submission under 37 CFR 1.99)

Examiner Name |

Attorney Docket Number |ASA-10782-05

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature HJohn R. Mattingly/ Date (YYYY-MM-DD) 2017-11-09
Name/Print John R. Mattingly Registration Number ’30,293

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17
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Atty. Docket No. ASA-10782-05

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No. : Confirmation No.

Applicant : Maxell, Ltd. TC/GAU

Filed : November 9, 2017 Examiner

Title : EEC]ICI;IIS METHOD AND RECORDING AND REPRODUCING

Customer No.: 24956

NOTICE OF RELATED PATENT INVOLVED IN LITIGATION

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450 November 9, 2017

Sir:

Applicant notifies the Office that one related patent, U.S. Patent

No. 9,384,783, is involved in two litigation cases, captioned as follows:

Maxell, Ltd. v. Fandango Media, LLC,
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ABSTRACT OF THE DISCLOSURE

In order to provide a recording and reproducing device that allows a user to
select and manage arbitrary play lists, a unit of management for managing all registered play
list information and an upper management hierarchical level are added. The unit of
management is adapted to be handled on the same level with unified information that
indicates a reproduction range of all AV data. User-defined unified information is adapted to
be handled on the added management hierarchical level. The user-defined unified
information is formed to allow arbitrary reproduction ranges contained on a lower

hierarchical level to be registered.
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What is claimed is:
1. Aninformation processing apparatus comprising:
a recording medium to store a plurality of video data;

an output unit configured to output a menu display for a user to select one group of
video data among a plurality of groups of video data by a specifying position of a character
corresponding to the one group of video data;

a reproducer configured to reproduce the selected video data read out from the
recording medium; and

a controller;

wherein, when a first group of video data is selected in the menu display by specifying a
position of a character corresponding to the first group of video data, the controller controls so
that a first group of thumbnails corresponding to the first group of video data is displayed in a
state that an order of the first group of thumbnails is editable,

wherein, when a second group of video data is selected in the menu display by
specifying positon of character corresponding to the second group of video data, the controller
controls so that a second group of thumbnails corresponding to the second group of video data
displayed in a state that an order of the second group of thumbnails is editable,

wherein, even if one video data stored on the recording medium included in both the
first group of video data and the second group of video data is deleted from the first group of
video data, the controller controls so that the one video data continues to be included in the
second group of video data and a thumbnail corresponding to the one video data is displayed
as one of the second group of thumbnails when the second group of thumbnails is displayed.

2. The information processing apparatus according to claim 1, further comprising an
encoder configured to encode inputted video data, wherein the recording medium stores the
plurality of video data encoded by the encoder.

3. The information processing apparatus according to claim 2,
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wherein the controller controls the output unit to display a first character corresponding
to the first group of video data in a first area when the first group of thumbnails is displayed,
and

wherein the controller controls the output unit to display a second character
corresponding to the second group of video data in the first area when the second group of
thumbnails is displayed.

4. The information processing apparatus according to claim 3,

wherein the controller controls the output unit to display the first group of thumbnails
in a second area when the first group of thumbnails is displayed, the second area being
different from the first area, and

wherein the controller controls the output unit to display the second group of
thumbnails in the second area when the second group of thumbnails is displayed.

5. The information processing apparatus according to claim 4,

wherein, when the one video data is deleted from the first group of video data, the
controller removes the one video data from the first group of video data without deleting the
one video data recorded on the recording medium.

6. Aninformation processing system comprising:
a recording medium to record a plurality of video data;

a reproducer configured to reproduce selected video data read out from the recording
medium; and

a display unit configured to output a menu display for a user to select one group of
video data among a plurality of groups of video data by specifying a position of a character
corresponding to the one group of video data;

wherein, when a first group of video data is selected in the menu display by specifying a
position of a character corresponding to the first group of video data, a first group of
thumbnails corresponding to the first group of video data is displayed on the display unit in a
state that the order of the first group of thumbnails is editable,
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wherein, when a second group of video data is selected in the menu display by
specifying a position of a character corresponding to the second group of video data, a second
group of thumbnails corresponding to the second group of video data is displayed on the
display in a state that the order of the second group of thumbnails is editable, and

wherein, when one video data recorded on the recording medium included in both the
first group of video data and the second group of video data is deleted from the first group of
video data, the one video data continues to be included in the second group of video data, and
a thumbnail corresponding to the one video data is displayed as one of the thumbnails of the
second group of thumbnails when the second group of thumbnails is displayed on the display.

7. The information processing system according to claim 6, further comprising an
encoder configured to encode inputted video data, wherein the recording medium stores the
plurality of video data encoded by the encoder.

8. The information processing system according to claim 7,

wherein a first character corresponding to the first group of video data in a first area
when the first group of thumbnails is displayed on the display, and

wherein a second character corresponding to the second group of video data is
displayed in the first area when the second group of thumbnails is displayed on the display.

9. The information processing system according to claim 8,

wherein the first group of thumbnails is displayed in a second area when the first group
of thumbnails is displayed on the display, the second area being different from the first area,
and

wherein the second group of thumbnails is displayed in the second area when the
second group of thumbnails is displayed on the display.

10. The information processing system according to claim 9, further comprising:

a controller,

13

396



wherein, when the one video data is deleted from the first group of video data, the
controller removes the one video data from the first group of video data without deleting the
one video data recorded on the recording medium.

11. Aninformation processing method comprising:
recording, by a recording unit, a plurality of video data on a recording medium;

outputting a menu display for a user to select one group of video data among a plurality
of groups of video data by specifying a position of a character corresponding to the one group
of video data;

reproducing selected video data read out from the recording medium;

controlling display, when a first group of video data is selected in the menu display by
specifying a position of a character corresponding to the first group of video data, a first group
of thumbnails corresponding to the first group of video data in a state that the order of the first
group of thumbnails is editable,

controlling to display, when a second group of video data is selected in the menu display
by specifying a position of a character corresponding to the second group of video data, a
second group of thumbnails corresponding to the second group of video data in a state that the
order of the second group of thumbnails is editable,

wherein, when one video data recorded on the recording medium that is included in
both the first group of video data and the second group of video data is deleted from the first
group of video data, the controller continues to include the one video data in the second group
of video data, and a thumbnail corresponding to the one video data is displayed as one of the
thumbnails of the second group of thumbnails when the controller controls to display the
second group of thumbnails.

12. The information processing method according to claim 11, further comprising
encoding inputted video data with an encoder, and storing the plurality of video data encoded
by the encoder on the recording medium.

13. The information processing method according to claim 12,
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further comprising:

controlling, by the controller, to display a first character corresponding to the first group
of video data in a first area when the first group of thumbnails is displayed; and

controlling, by the controller, to display a second character corresponding to the second
group of video data in the first area when the second group of thumbnails is displayed.

14. The information processing method according to claim 13,
further comprising:

controlling, by the controller, to display the first group of thumbnails in a second area
when the first group of thumbnails is displayed, the second area being different from the first
area; and

controlling, by the controller, to display the second group of thumbnails in the second
area when the second group of thumbnails is displayed.

15. The information processing method according to claim 14,

wherein, when the one video data is deleted from the first group of video data, the
controller removes the one video data from the first group of video data without deleting the
one video data recorded on the recording medium.

16. An information processing system comprising:

a recording medium configured to record a plurality of video data;

a reproducer configured to read video data from the recording medium;
a display; and

a controller, wherein the controller is configured to:

control the display to display a menu display that includes a plurality of selectable
characters that respectively correspond to a plurality of groups of video data,
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upon selection of a character corresponding to a first group of video data in the menu
display by specifying a position of the character corresponding to the first group of video data,
control the display to display a first group of thumbnails corresponding to the first group of
video data in a state that the order of the first group of thumbnails is editable, and

upon selection of a character corresponding to the second group of video data in the
menu display by specifying a position of the character corresponding to the second group of
video data, control the display to display a second group of thumbnails corresponding to the
second group of video data in a state that the order of the second group of thumbnails is
editable,

wherein when one video data recorded on the recording medium is included in both the
first group of video data and the second group of video data, and upon deletion of the one
video data from the first group of video data, the one video data continues to be included in
the second group of video data, and the controller controls the display to display a thumbnail
corresponding to the one video data as one of the thumbnails of the second group of
thumbnails.

17. The information processing system according to claim 16,

wherein upon display of the first group of thumbnails on the display, the controller
controls to display a first character corresponding to the first group of video data in a first area,
and

wherein upon display of the second group of thumbnails on the display, the controller
controls to display a second character corresponding to the second group of video data in the
first area.

18. The information processing system according to claim 17,

wherein upon display of the first group of thumbnails on the display, the controller
controls to display the first group of thumbnails in a second area, the second area being
different from the first area, and

wherein upon display of the second group of thumbnails on the display unit, the
controller controls to display the second group of thumbnails in the second area.
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19. The information processing system according to claim 18,

wherein, upon deletion of the one video data from the first group of video data, the
controller removes the one video data from the first group of video data without instructing the
deletion of the one video data recorded on the recording medium.
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EDITING METHOD AND RECORDING AND REPRODUCING DEVICE
CROSS-REFERENCE TO RELATED APPLICATIONS(S)

[0001] This is a continuation application of U.S. Patent Application No. 15/176,435, filed June 8, 2016, which is
a continuation of U.S. Patent Application No. 14/141,417, filed December 26, 2013, now U.S. Patent No.
9,384,783 (the entire disclosure of which is incorporated herein by reference for all purposeS), which is a
continuation of U.S. Patent Application No. 12/567,898, filed September 28, 2009, now U.S. Patent No.
8,644,684 (the entire disclosure of which is incorporated herein by reference for all purposes), which is a
continuation of U.S. Patent Application No. 11/203,457, filed on August 11, 2005, now U.S. Patent No. 7,613,383
(the entire disclosure of which is incorporated herein by reference for all purposes), which application claims
priority from Japanese Patent Application Nos. JP2004-349264, filed December 2, 2004, JP2004-378767, filed
December 28, 2004, and JP2004-378768, filed December 28, 2004, the entire disclosures of which are

incorporated herein by reference for all purposes.
BACKGROUND OF THE INVENTION
[0002] Field of the Invention

[0003] The present invention relates to a recording and reproducing device which records data onto a recording

medium and reproduces data from the recording medium.
[0004] Description of the Related Art

[0005] As the high-efficiency coding technique advances, it has become possible to handle AV data such as video data and
audio data as digital data, conduct code rate compression, and record resultant data on a large-capacity recording medium
such as a hard disk or a recording type optical disk in real time. When digital data already compressed in code rate is
inputted to a recording and reproducing device having such a recording medium from outside by broadcasting or

communication, it is also possible to record the digital data on the recording medium intact.

[0006] In these recording and reproducing device, management information for managing digital data to be recorded is
generated and recorded together onto the same recording medium. When a rewritable recording medium is used, the user can
conduct editing work on the recording and reproducing device by rewriting the management information and generating and
manipulating a list indicating the reproduction sequence (hereinafter referred to as play list) (see, for example, JP-A-2000-

152180).
SUMMARY OF THE INVENTION

[0007] In the above-described conventional technique, it is mentioned that the play list indicates the reproduction

sequence by linking portions of AV data together. As an

1

401



example, a management state of AV data on a recording medium in the above-described
conventional techuique is shown in Fig, 2.

16008} Reference numeral 201 designates AV data themselves on the recording
medium. The case where a program #1 to a program #3 are present as recording units is
shown. Reference numeral 202 designates a second management hierarchical level
{management level 2) in management information. Original cell information #1 to original
cell information #3 indicate the whole reproduction range of program units, i.c., a program #1
to a program #3, respectively. Each of user-defined cell information #1 to user-defined
fnformation #2 ndicates a reproduction range of the whole or a part of a program arbitrarily
specified by the user. The number of the user-defined cell information #1 to user-defined
information #2 is increased or decreased by the user’s editing manipulation. Reference
numeral 203 designates a first management hierarchical level (management fevel 1). Program
information contains all of the original cell information #1 to original cell information #3. By
conducting reproduction on the basis of the program set information, the user can reproduce
all AV data recorded on the recording medium. Play list information #1 to play list
information #k indicate a reproduction sequence of the user-defined cell information
arbitrarily specified by the user. It is possible 1o have a plurality of reproduction sequences.
Inside of a frame 204 becomes original information for managing the whole AV data in the
management information. Inside of a frame 205 becomes user-defined information for
managing the play list obtained by the user’s editing manipulation.

[6009] In Fig. 2, the play list information is placed on the same level with the
program set information and managed as the management level 1. Therefore, the sequence of
a plurality of play list information picces themselves is determined uniquely. For example, as
for a catalog of the play lists, it is impossible on the user’s interface to alter the display
sequence. In view of the problem, the present invention has been achieved. An object of the
present invention is to provide a recording scheme and device in which the user can conduct
manipulation of arbitrarily rearranging the display sequence of the play lists in the play hst
catalog on the user interface.

(6019} Furthermore, in the conventional technique example, attention is not paid to
that a plurality of users generate, select and manage favorite play list information. For
example, even when a plurality of users desire to generate, select and manage respective
favorite play list information pieces, it cannot be implemented. Furthermore, aitention is not
especially paid to that a user select some arbitrary play lists from among a phurality of play

lists and manage them.
ford
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6011} In view of these problems, the present invention has been achieved. An object
of the present invention is to provide a recording and reproducing device 1 which the user
can select and manage arbitrary play lists.

160121 in order to achieve the objects, in accordance with the present invention, a unit
of management for managing all registered play list information and an upper management
hierarchical level are added. The unit of management is adapted to be handled on the same
level with unified imformation that indicates a reproduction range of all AV data. User-
defined unified information is adapted to be handled on the added management hierarchical
level. The user-defined unified mformation 1s formed to allow arbitrary reproduction ranges
contained on a lower hierarchical level to be registered.

{6013} in a recording and reproducing device according to the present invention, it
becomes possible for the user to select arbitrary play lists or reproduction ranges and conduct
manageroent. Even in the case where a plurality of users share a single recording medium,
thercfore, each user can manage favorite reproduction contents, resulting in improved usage.
Since the play lists are subject to unified management, it becomes possible for the user to
arbitrarily alter the display sequence of play lists,

6014} According to the present invention, a recording and reproducing device
improved in usage can be provided.

{015} Other objects, featares and advantages of the invention will become apparent
from the following description of the ernbodiments of the invention taken in conjunction with

the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

{6016} Fig. 1 shows a management state of AV data in a recording and reproducing

device according to an embodiment of this mvention;

{6017} Fig. 2 shows 2 management state of AV data in a conventional technique
exampie;
[6018] Fig. 3 shows a block diagram of a recording and reproducing device according

to an embodiment of this invention;

{6019} Fig. 4 shows a display output example of original unitied information;

60201 Fig. 5 shows a display output example of play Hst unified information;

(6021} Fig. 6 shows a first output example of user-defined unified mformation;

(6022} Fig. 7 shows a second output example of user-defined unified information;
3
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{60231 Fig. 8 shows an example of a file structure of original unified information,
play list unified information, user-defined unified information, play list information, program
information, and AV data (program);

6024 Fig. 9 shows an example of a management table structure of original unified

information, play list unified information, and user-defined unified information;

[8025) Fig. 10 shows an example of a management table of play list fuformation;
{8026} Fig. 11 shows an example of a management table of program list information;
(6027} Fig. 12 shows a display output example of play list unified information; and
6028} Fig. 13 shows an example of a table indicating contents of user-defined

information #m.

DESCRIPTION OF THE EMBODIMENTS
{60291 Hereafter, embodiments of the present invention will be described with
reference to the drawings. Fig. | shows a management state of AV data on a recording
medinm in g recording and reproducing device according to the present invention. In the
same way as the reference nomeral 201 in Fig. 2, reference numeral 101 designates AV data
themselves on the recording medium. The case where programs #1 to #3 are present as
recording units is shown.
160301 Reference numeral 102 corresponds to 202 in Fig. 2. However, reference
numeral 102 designates a third management hierarchical level (management level 3) in
manageroent information. Program information #1 to program information #3 indicate the
whole reproduction ranges of program units, i.c., program #1 to program #3, respectively.
Each of program information #2a to program information #3a indicates a reproduction range
of the whole or a part of a program arbitrarily specified by the user. The program
information #2a to program information #3a indicate a part of the progrars #2 and a part of
the program #3, respectively. In places corresponding to the program information #1 to
program information #3, information is also added, as AV data is added, i.e., with an increase
in prograrss. In places corresponding to the program information #2a to the program
information #3a, the number of information pieces increases or decreases due to the editing
manipulation of the user.
(60311 Reference numeral 103 corresponds to the management fevel 1 in Fig. 2.
However, numeral 103 designates a second management hicrarchical level (management
evel 2), which includes only play list information #1 to play list information #n. Each play
list information indicates a reproduction sequence of arbitrary program information pisces on
the management fevel 3. It is possible to have a plurality of reproduction sequences,
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[6032] Reference numeral 104 designates a newly added first management
hierarchical level (management fevel 1) in the management information as a feature point of
the present invention. The management level 1 includes a plurality of unified mformation
pieces. Original unified information corresponds to the program set information shown in
Fig. 2. The original unified information contains all of the program information #1 to
program information #3 on the management level 3. By conducting reproduction on the basis
of all of the program information #1 to program information #3, it becomes possible for the
aser to reproduce all AV data recorded on the recording medivim. Play list unified
fnformation contains all of the play list information #1 to play list information #n on the
management level 2. By conducting reproduction on the basis of all of the play list
information #1 to play list information #n on the management loevel 2, it becomes possible for
the user to successively reproduce all registered play lists. User-defined unified mformation
#1 to user-defined wnified information #m contain arbitrary one or more from among play list
information picces on the management level 2 and program information pieces on the
management level 3. For example, when a plurality of users use a single recording medium,
it becornes possible to manage reproduced contents that meet respective users’ tastes by using
one user-defined unified information every user,

160331 An embodiment of a recording and reproducing device according to the
present invention will be described more specifically by using another drawing.

{8034} Fig. 3 1s a block diagram showing an example of a recording and reproducing
device according to the present invention. A recording and reproducing device capable of
receiving digital broadcast, recording the digital broadeast on a recording medium,
reproducing recorded data, and obtaining a reproduced output is shown. Reference numeral
300 designates a recording and reproducing device, 301 an input terminal supplied with a
received wave from an antenna, 3011 an input terminal supplied with compressed video and
audio data from another device, 3012 an analog video input terminal supplied with an analog
video signal, 3013 an analog audio mput terminal supplied with an analog audio input
terminal, 333 and 334 analog/digital (A/D) conversion circuits cach of which converts an
anajog signal to a digital signal, 302 a demodulation circuit, 330 a separation circuit which
separates the demodulated digital signal into audio, video and other data, 335 a compression
circuit which compresses digitized video and andio signals, 303 a recording unit signal
processing circuit, 331 an encryption circuit which encrypts data to be recorded, 304 a
recording and reproducing unit including a drive function of a recording medium, 305 a
recording mediom, 332 a decryption circutt which decrypts data encrypted and recorded on

~
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the recording medium, 306 a reproducing unit signal processing circuit, 307 a switchover
circuit, 308 a separation circuit, 309 a video decoding circuit, 310 & digital/analog (D/A)
conversion circuit, 311 a video output terminal, 312 an audio decoding circuit, 313 a2 D/A
conversion circuit, 314 an audio cutput terminal, 315 a TV set, 316 a user UF, 317 a control
unit, 318 a system bus, 319 an OSD generation unit, and 320 an addition circuit.

[B035] At the time of recording, 8 signal transmitted by digital broadceast or the like
and received is demodulated in the demodulation circuit 302 by using a predetermined
scheme, subjected to necessary signal processing such as timing adjusting data addition and
modulation in the recording unit signal processing circuit 303, encrypted in the encryption
circuit 331, and then recorded on the recording medium 305 by the recording and
reproducing unit 304. A digital signal input from the digital input terminal 3011 is subjected
to necessary signal processing such as timing adjusting data addition and modulation in the
recording unit signal processing circuit 303, encrypted in the encryption circuit 331, and then
recorded on the recording medium 305 by the recording and reproducing unit 304. An analog
video signal input from the analog video input terminal 3012 and an analog audio signal input
from the analog aundio input terminal 3013 are subjected to compression processing in the
compression circuit 335, encrypted in the cucryption circuit 331 via the recording unit signal
processing circuit 303, and then recorded on the recording medium 305 by the recording and
reproducing unit 304.

{6036} At the time of reproducing, encrypted digital data read out from the recording
medium 305 via the recording and reproducing unit 304 in accordance with the user’s order is
decrypted in the decryption circuit 332, subjected to signal processing required for
reproduction such as demodulation fn a form based on a predetermined modalation scheme in
the reproducing unit signal processing circuit 103, and sent to the separation circutt 308 via
the switchover circuit 307, Resultant video digital data is subjected to predetermined video
decoding processing in the video decoding circuit 309, converted to an analog signal in the
B/A conversion circuit 310, and then displayed as a monitor output on the TV set 315 via the
video output terminal 311, Audio digital data obtained from the separation circuit 308 is
subjected to predetermined audio decoding processing in the audio decoding circuit 312,
converted to an analog signal in the /A conversion circuit 313, and then outputted by an
audio output mechanism in the TV set 315 via the audio output terminal 314,

160371 The control unit 317 controls various components in the recording and
reproducing device 300 via the system bus 318, Furthermore, the control unit 317 controls
the whole device to cause operation based on the user’s order input which is inputted via the
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user I/F 316 to be conducted. By the way, an order input request to the user or necessary
OSD display for the user is iraplemented by preparing it in the OSD generation umit 319,
adding # to an output of the video decoding circuit 309 on a suitable level, and finally
cutputting it to a monitor screen on the TV set 315,

{8038} The case where ¢ach unified information on the management level 1 is used
for menu display of recording data will now be deseribed as a specific use example of the
management information configuration in Fig, 1.

[6039] Fig. 4 shows an example in which menu dispiay is conducted by using the
original unified information shown in Fig. 1. Reference numeral 315 designates the TV set
shown in Fig. 3, 401 a tag for displaying all programs, 402 a thumbnail indicating program
information #1, 403 a thumbnail indicating program information #2, and 404 a thumbnail
indicating program information #3. The user moves a cursor position on the screen to a
desired thumbnail and conducts selection and determination by using a remote controller or
the like. As a result, the user can reproduce arbitrary programs or all programs.

{6040} Fig. 5 shows an example in which menu display is conducted by using the
play list unified information shown in Fig. 1. Reference numeral 501 designates a tag for
displaying all play lists, 502 a thumbnail indicating play list information #1, and 503 a
thumbnail indicating play list information #2. In the same way as the above-described case,
the user moves a cursor position on the screen to a desired thumbnail and conducts selection
and determunation by using a remote controller or the like. As a result, the user can
reproduce arbitrary play lists or all play lists. By the way, display switching from the all
program display tag 401 to all play list display tag can be implemented by, for exaniple,
movement of the cursor in tag character positions conducted by the user.

160411 Fig. 6 shows an example 1o which menu display is conducted by using the
user-defined unified information #1 shown in Fig. 1. Reference numeral 601 designates a
menu display tag for user #1 {who is supposed to be “mother” here). As appreciated from
Fig. 1, reference numerals 402 and 502 designate thumbnails indicating the program
information #1 and the play list information #1, respectively. The “mother” can use the menu
display tag for mother 601 as a folder dedicated to herself, and freely regisier and delete data
1o be reproduced. In the same way, Fig. 7 shows an example in which roenu display is
conducted by using the user-defined unified information #2 shown in Fig. 1. Reference
numeral 701 designates a menu display tag for user #2 (who is supposed to be “father” here).
As appreciated from Fig. 1, reference numerals 503 and 502 designate thumbnails indicating
the play list information #2 and the play list information #1, respectively. Tn this case, the
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“father” selects two play lists. However, the reproduction sequence of them can be altered.
In the same way as the “mother,” the “father” can use the menu display tag for father 701 as a
folder dedicated to himself, and frecly register and delete data to be reproduced.

160421 As heretofore described, in the embodiment of the present invention, a unit of
management for managing all registered play list information and an upper management
hierarchical level are added. The unit of management is adapted to be handled on the same
level with unified information that indicates a reproduction range of all AV data. User-
defined unified information is adapted to be handled on the added management hierarchical
level. The user-defined unified mformation 1s formed to allow arbitrary reproduction ranges
contained on a lower hierarchical level to be registered thercin. As a result, it becomes
possible for the user o select arbitrary play lists or reproduction ranges and conduct
management. Even in the case where a plurality of users share a single recording medium,
therefore, each user can manage favorite reproduction contents, resulting in improved usage.
{6043} In the embodiment heretofore described, the case where digital broadcast is
received and digital data is recorded intact has been described. However, this is not
restrictive. A configuration having a network I/F to acquire AV data from an external
network or having coding unit to conduct recording onto the recording medinm while coding
analog data may also be used. In other words, the present embodiment refers to data
management on the recording medium, and its input route is not especially restricted.

{8044} Fig. 8 shows an example of file configurations used to actually record the
program, program information, play list information, original unified information, play list
unified information, and user-defined information on the recording medium 305 (Fig. 3). The
recording medim is a medium on which digital recording and reproducing are conducted.
Files on the medium are managed by a file system similar to that used to manage a recording
medium in the so-called personal computer or the like. In Fig. 8, “ROOT” 800 represents a
highest hierarchical level of a file directory. “TV REC” 801 is a directory under the highest
hievarchical level. “TVREC.MAN” 302, “PGRG.IFO” 803, “PGR.IFO” 804,
“PROGO0OO1.TS” 8OS, #»» of files which implement the management structure shown in Fig. 1
according to the present invention are recorded in the “TV_REC” 801. In the
“TVREC.MAN” R02, the original unified information, the play list unified information, and
the user-defined unified information #1 1o #m on the management level 1 shown in Fig. 1 are
described as management tables. In the “PGRGIFO” 803, the play list information #1 to the
play Hst information #n on the management level 2 shown in Fig. 1 are recorded as
manageroent tables. In the “PGR.IFO” 804, the program information #1 to the program
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information #3a on the management level 3 shown in Fig. 1 are recorded as management
tables. “PROGO0O01.TS” 805, “PROGO002.TS” 806 and “PROGO003.TS” 807 are entity
files of AV data in cach prograrn. For example, AV data between recording start and
recording end of one time is recorded in the “PROGO001.TS.” AV data between recording
start and recording end of the next time is recorded in the “PROGO002.T5.” In this way, the
file name 18 updated and recording is conducted. Thereafter, the management files 802 to
804 are updated.

6045} The file structure and the configuration of management tables themselves
concerning the management structure “TVREC.MAN” 802, “PGRG.IFO” 833, “PGR.IFD”
304, “PROGOO0L.TS” 8035, === of files may be formed by using any method. However, an
exaniple of how to implement the management configuration in the case of Fig. 1 using the
files will now be described.

{8046} Fig. 9 shows a configuration of management tables of the “TVREC.MAN”
802 (Fig. 8). As original unified information 901, the number of AV data recorded as the
number of program information pieces 9011, i.e., the total number (three in this case) of
eutity files (“PROGO00L.TS” 305, “"PROGO002Z.TS” 836 and “PROGU003.TS” 807) of the
AV data is described. Under the original unified information 901, location tables 9012 of
respective original program information pieces are recorded. As play list unified information
902, play list location information tables are recorded in 9021 and subsequent tables. In
9031, the mumber of user-defined unified information pieces is recorded. After that, contents
of #1 to #m of the user-defined information are recorded.

6047} Fig. 13 shows contents of the user-defined information #m described above.
The user-defines information #m has combinations of original program information and play
list information as a table,

160481 Fig. 10 shows a management table of the “PGRG.IFO” 803 (Fig. &), which
corresponds to the management level 2 shown in Fig. 1. As play list information 1601, the
total number of the play list information pieces is first deseribed as designated by 10011, (In
this case, the total mumber of the play list information picces is n.) Beginning with 10012
indicated under the reference numeral 10011, locations in which contents of the play list
information #1 to #u are described are recorded as tables. Beginning with 10013, contents of
the play list information #1 to #u (contents of the reproduction sequence, which are
management tables having combinations of program information indicating the reproduction

start location and reproduction end location of AV data described later) are recorded.
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[6049] Fig. 11 shows a management table of the “PGR.IFO™ 804 (Fig. &), which
corresponds to the manageroent level 3 shown in Fig. 1. As program information 1101, the
total nurober of the program information pieces including all of the program information
pieces paired with the original information program #1, #2 and #3 (Fig. 1) and the user-
defined program information #2a and #3a (Fig. 1) is recorded as designated by 11011,
Beginning with 11012 indicated under the reference numeral 11011, tables indicating
locations in which contents of the program information #1 to #3a are described are recorded.
Beginning with 11013, contents of the program information #1 to #3a (describing the
reproduction start location and reproduction end location of the “PROGO0G01. TS 80S,
“PROGO002.TS” 806 and “PROGO003.TS” 8D7 (Fig. 8)) are recorded.

1605061 By conducting the management as heretofore described, it becomes possible to
sort the location information, for example, in the play list location table 9021 and alter the
sequence of displaying play lists on a GUI view from the state shown in Fig. 5 to the state
shown in Fig. 12. In the case where the number of play lists has become very large, a play
list that is high in user’s use frequency can be displayed in the first place in the GUI view.
As a result, it is possible to implement a usable recording and reproducing device,
reproducing device, or recording method. For example, a plurality of users can set play lists
that they want to view and recorded original contents freely and individually. Even when the
number of recorded programs is very large, the user can rapidly find out a program that the
user wants to view, because the user can refer to a folder defined by the user.

[0051] In the present erobodiment, a clear distinction is made between the user-
defined play list unified information and the user-defined unified information #1 to #m. The
user-defined play list unified information may be defined as user-defined play list unified
information having vo link to the origival program information of the user-defined unified
information.

66521 it should be further understood by those skilled in the art that although the
foregoing description has been made on embodiments of the invention, the invention is not
limited thereto and various changes and modifications may be made without departing from

the spirit of the invention and the scope of the appended claims.
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reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Only complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be

filed application

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country N
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

ASA-10782-05

Application Number

Title of Invention

EDITING METHOD AND RECORDING AND REPRODUCING DEVICE

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

[

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One:

e Customer Number

US Patent Practitioner

O Limited Recognition (37 CFR 11.9)

Customer Number

4956

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes

the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
Continuation of ~ 19176435 2016-06-08
Prior Application Status | [Patented -
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘15176435 |Continuation of <[ ha141417 |2013—12—26 P384783 |2016—07—05
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14141417 |Continuation of -] 267898 |2009—09—28 Fwem |2014-02-04
Prior Application Status | Patented ~ Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 2567898 |Continuation of - |1 1203457 |2005—08—11 '7613383 |2009-1 1-03
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Application Number

Title of Invention | EDITING METHOD AND RECORDING AND REPRODUCING DEVICE

Additional Domestic Benefit/National Stage Data may be generated within this form Add
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.5.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the pricrity document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codé (if applicable)
poos-378767 pp po04-12-28
Remove
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)
poos-378768 pp poo4-12-28
Remove
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)
poo4-349264 PP poo4-12-02

Additional Foreign Priority Data may be generated within this form by selecting the

Add button. m

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number
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Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number
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Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Maxell, Ltd.

Mailing Address Information For Applicant:

Address 1 , Koizumi, Oyamazaki, Oyamazaki-cho Otokuni-gun

Address 2

City Kyoto State/Province

Country ‘ )P Postal Code 618-8525
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Number

Title of Invention | EDITING METHOD AND RECORDING AND REPRODUCING DEVICE

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/John R. Mattingly/ Date (YYYY-MM-DD)| [2017-11-09
First Name Pohn Last Name | Nattingly Registration Number 0293
Additional Signature may be generated within this form by selecting the Add button.
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Application Number
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This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.5. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.SC. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4,  Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant {i.e., GS5A or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the pubilic if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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