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(57 ABSTRACT

A vehicle-use key for storing and for acquisition of informa-
tion on a vehicle. The vehicle-use key permits an individual to
use the vehicle, to prevent the key from being taken away
when the vehicle is stolen and [or (inding the stolen vehicle. A
vehicle-use key is used for starting a vehicle, and is config-
ured to include a radio communication part (RFID) which
performs communication with an external communication
device. By providing the radio communication part to the
vehicle-use key which an owner of a vehicle carries with
him/her, information (data) can be transmitted or received
between the radio communication part and the reader/writer
ofaPC terminal installed in a dealer or the like by radio. Thus,
vehicle history data, maintenance history data and the like on
a vehicle associated with the vehicle-use key can be transmit-
ted and received and stored when necessary.
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Fig. 3
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Fig. 4
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VEHICLE-USE KEY, MAINTENANCE
SUPPORT/MANAGEMENT SYSTEM OF
VEHICLE, AND STOLEN VEHICLE CHECK
SYSTEM

CROSS-REFERENCE 1O RELATED
APPLICATIONS
[0001] The present application claims priority under 35
USC 119 to Japanese Patent Application No. 2007-152819

filed on Jun. 8, 2007 the entire contents of which are hereby
incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to a vehicle-use key
used lor starting a vehicle and including an RIFD [or enabling
the communication with an external means, and a mainte-
nance support/management system of a vehicle and a stolen-
vehicle check system constituted by utilizing the vehicle-use
key.

[0004] 2. Description of Background Art

[0005] The RFID (Radio Frequency Identification: also
referred to as an IC tag or an clectronic tag) is a tag device
which can perform the automatic identilication by radio, and
is an extremely minute tag device. The RFID includes an IC
chip and an antenna. The IC chip further includes a radio
circuil capable of performing lransmission/reception with a
memory, a control circuit and a decoding circuit. Recently, an
extensive use of the RFID referred to as “IC tag” popularly in
Japan has been expected as a minute tag device that functions
as an electronic label.

[0006] With respect to a related art which applies an RFID
(orIC tag) to a system or a device, various systems arc known
such as disclosed in JP-A-2005-157533 and JP-A-2006-
282091. A product repair promotion system disclosed in
JP-A-2005-157533 is configured such that an IC tag storing
an identifier specifving a type of a product is attached to the
product, and an IC tag reader for reading the identifier is
installed in a store or the like. When a user visits a store
carrying a product with him/her, the reader installed in the
store reads the identifier of the product from the IC tag
attached to the product, and a server determines the product,
and manages the contents of the services to the product and
the inventory of components of products, etc. A tire informa-
tion transmission device disclosed in JP-A-2006-282091 is
constituted of an IC tag attached to a back surface portion of
a tire and a sensor unit attached to a tire wheel and performs
radio communication with the IC tag. The information on the
tire stored in the IC tag is transmitted to an ECU mounted on
a vehicle body via the sensor unit of the tire wheel and an
initiator on a vehicle body side. The tire information trans-
mission device or the like is constituted by utilizing the equip-
ment o[ & lire air pressure moniloring system which is origi-
nally mounted on the vehicle. As a result, it is unnecessary to
provide dedicated auxiliary communication cquipment as the
lire inlormation transmitting device. Thus, a realizalion in a
reduction in the cost and a savings in space is achieved.
[0007] Further, there has been also proposed an automobile
management system which performs a customer manage-
ment by using a non-contact IC card instead of an RFID (IC
tag). See, for example, JP-A-5-257941. In the automobile
management system, an IC card is mounted on the automo-
bile side and an external master unit is arranged outside the

Dec. 11, 2008

automobile. Via the radio communication between an IC card
and an external master unit, necessary information is trans-
mitted trom the IC card to the external master unit. Accord-
ingly, with such an automobile management system, in using
an automobile, a client can perform the showing/collation of
his/her driver’s license or automobile inspection certification,
a periodic check of the automobile, the use of a parking area,
and an oil-filling operation, ctc. The above-mentioned non-
contact IC card is usually carried by a driver and is sel in the
automobile at the time of using the automobile.

[0008] In the system constitutions disclosed in JP-A-2005-
157533 and JP-A-2006-282091, the RFID is assembled in the
product or the tire. Accordingly, when the product, that is, the
tire or the vehicle per se is stolen, the RFID per se is stolen
together with the product or the like. As a result, information
is lost and the stolen vehicle may not be found. Further, in the
device disclosed in JP-A-5-257941 which uses the IC card,
the IC card per se does not form a constitutional element
associated with the vehicle to inevitably form an integral part
of the vehicle. Accordingly, it is necessary for a user to be
always be conscious of whether or not the user carries the IC
card with him/her.

SUMMARY AND OBJECTS OF THE
INVENTION

10009] ‘The embodiment of the present invention provides a
vehicle-use key which facilitates the storing and acquisition
of information on a vehicle, allows a user to inevitably carry
the key with him/her without being conscious of carrying of
the key due to the strong association of the vehicle-use key
with the vehicle in using the vehicle, surcly prevents the key
[rom being taken away when the vehicle is stolen, and is used
for finding the stolen vehicle.

[0010] Further, itis another object of an embodiment of the
present invention Lo provide a maintenance supporl/manage-
ment system for a vehicle built up by making use of the
above-mentioned vehicle-use key which facilitates the stor-
ing and acquisition of information associated with a corre-
sponding vehicle for efficiently performing maintenance sup-
port/management of a vehicle due to the strong association of
the vehicle-use key with the vehicle in using the vehicle. A
stolen-vehicle check system is provided which can surely
prevent the vehicle from being stolen and can easily find the
stolen vehicle.

10011] According to an embodiment of the present inven-
tion, the first vehicle-use key is a vehicle-use key used for
starting a vehicle and includes a radio communication means
for performing communication with an external communica-
tion means other than the vehicle.

[0012] Inthe above-mentioned vehicle-use key, by provid-
ing the radio communication means to the vehicle-use key
carried by an owner, the transmission and the reception of
information (data) can be performed between the vehicle-use
key and a reader/writer of a PC terminal installed to a dealer,
etc, by way of electric waves. Thus, vehicle history data,
maintenance history data or the like on the vehicle associated
with the vehicle-use key can be, when necessary, transmitted,
received and stored.

[0013] According to an embodiment of the present inven-
tion, the second vehicle-use key is, in the above-mentioned
constitution, preferably characterized in that the radio com-
munication means includes a specific code (key 1D) only
associated with the vehicle, and a memory for storing neces-
sary information on the vehicle. By storing the key 11 in the
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memory and by performing the transmission and reception of
information with the external administration management
system or the like, the key 1D and a vehicle number of a
vehicle can be easily collated with each other.

[0014] According to an embodiment of the present inven-
tion, the third vehicle-use key is, in the above-mentioned
constitution, preferably characterized in that the vehicle-use
key includes an insertion portion inserted into an insertion
hole formed in the vehicle and a tab portion mounted on the
insertion portion wherein the radio communication means is
mounted on the tab portion. Due to such a constitution, it is
possible to provide an information communication function
portion to the vehicle-use key in an efficiently arrangement
state while maintaining a usual function and a shape of the
key.

[0015] According to an embodiment of the present inven-
tion, the fourth vehicle-usc key is, in the above-mentioned
constitution, preferably characterized in that the vehicle-use
key includes a communication function portion mounted on
the vehicle and performing intercommunication with an
information processing communication means (ECU or the
like) mounted on the vehicle. It is also possible to provide the
communication function portion according to the invention to
a card-type vehicle-use key conventionally known as a smart
key.

[0016] According to an embodiment of the present inven-
tion, the fifth vehicle-use key is, in the above-mentioned
constitution, characterized in that the radio communication
means is an RFID.

[0017] According to an embodiment of the present inven-
tion, the sixth vehicle-use key is, in the above-mentioned
constitution, preferably characterized in that the specific code
stored in the memory has the one-to-ane correspondence with
the vehicle, and the improper use (illegal use) of other key for
the vehicle is confirmed based on collation treatment relating
to the one-to-one correspondence.

[0018] According to an embodiment of the present inven-
tion, the maintenance support/management system according
to the invention is a maintenance support/management sys-
tem for performing the maintenance support/management of
a vehicle by oblaining data on the vehicle using a radio
communication means which performs communication with
a communication means outside the vehicle, wherein the
radio communication means uses a vehicle-use key used for
starting a vehicle and including a radio communication
means for performing a communication with an external
communication means other than the vehicle. In addition, the
communication of a portion of or the whole necessary infor-
mation on the vehicle-use key is performed between the radio
communication means and the external communication
means outside the vehicle.

[0019] According to an embodiment of the present inven-
tion, a stolen-vehicle check system is provided for checking a
stolen vehicle by obtaining data of the vehicle using a radio
communication means which performs the communication
between the radio communication means and a communica-
tion means outside the vehicle. The radio communication
means uses a vehicle-use key used for starting a vehicle and
includes a radio communication means for performing a com-
munication with an external communication means other
than the vehicle. The communication of a portion of or the
whole of the necessary information on the vehicle-use key is
performed between the radio communication means and the
external communication means outside the vehicle.
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[0020] The invention can acquire the following advanta-
geous effects.

10021] ‘The vehicle-use key vehicle-use key includes a
radio communication means for performing communication
with the external communication means of a terminal device
other than the vehicle. The vehicle-use key is unnecessary
except for the driving time. Thus, even when the vehicle is
stolen during parking, for cxample, it is possible to prevent
the radio communication means [or inlormation communica-
tion from being taken away.

[0022] Further, the radio communication means for infor-
mation communication is provided (o the vehicle-use key
used for starting at the time of driving the vehicle. Thus, the
key is considered always necessary at the time of using the
vehicle whereby it is possible to acquire an advantageous
effect that the owner is not required to be particularly con-
scious of carrying the vehicle-use key with him/her.

[0023] Further, the key ID stored in the vehicle-use key
equipped with the RFID is only associated with the vehicle
number of the specific vehicle. Accordingly, even when the
vehicle body is stolen, by collating the key equipped with the
RFID with the vehicle body number, the stolen vehicle can be
easily found at the time of an illegal resale or export. Further,
the maintenance support or the management of the vehicle
can be also efficiently performed.

[0024] Still further, due to the above-mentioned advanta-
goous cffects, even when the vehicle is brought to a dealer for
maintenance or the like, for example, there is no possibility
that the user forgets to carry the data thus a service to the user
is improved.

[0025] Further, the maintenance supporl/management sys-
tem of an embodiment of the invention which can be built up
using the vehicle-usce key facilitates the storing and acquisi-
tion of inlormalion on the corresponding vehicle and is
strongly associated with the vehicle at the time of using the
vehicle. Thus, the maintenance support/management of the
vehicle can be elliciently perlormed.

[0026] Still further, the stolen-vehicle check system of an
cmbodiment of the invention which can be built up using the
vehicle-use key also facilitates the storing and acquisition of
information on the corresponding vehicle and is strongly
associated with the vehicle at the time of using the vehicle.
Thus, the stealing of the vehicle can surely be prevented and
the stolen vehicle can be easily found.

[0027] Further scope of applicability of the present inven-
tion will become apparent from the detailed description given
hereinafter. However, it should be understood that the
detailed description and specific examples, while indicating
preferred embodiments of the invention, are given hy way of
illustration only, since various changes and modifications
within the spirit and scope of the invention will become
apparent to those skilled in the art from this detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] The present invention will become more fully
understood from the detailed description given hereinbelow
and the accompanying drawings which are given by way of
illustration only, and thus are not limitative of the present
invention, and wherein:

[0029] FIG. 1isaview showing an appearance ofa vehicle-
use key according to an embodiment of the invention and the
relationship between the vehicle-use key and a vehicle corre-
sponding to the key;
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[0030] TIG.2 isaview showing the internal constitution of
an RFID which is provided to the vehicle-use key according
to the embodiment of the invention;

[0031] FIG. 3 is a conslitutional view showing a [irst
example of a system which uses the vehicle-use key accord-
ing to the embodiment of the invention; and

[0032] TIG. 4 is a constitutional view showing a second
example of a system which uses the vehicle-use key accord-
ing to the embodiment ol the invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0033] Hereinafter, a preferred embodiment (an example)
of the invention is explained in conjunction with attached
drawings.

[0034] FIG. 1 shows an appearance of a vchicle-use key
according to the typical embodiment of the invention. The
vehicle-use key 11 includes an insertion portion 11a to be
inserted into a key insertion hole (key hole) formed in a
vehicle 12, and a tab portion 115 mounted on a head portion
of the insertion portion 11a. The vehicle-use key 11 is used
for one specific vehicle 12 corresponding to the vehicle-use
key 11. Here, as an example of the vehicle 12, a four-wheeled
vehicle, a motorcycle (including a scooter), a bicycle, or a
vehicle similar to the above-mentioned vehicle may be
named. In the vehicle 12, when the vehicle-use key 11 is fitted
in the vehicle 12 by inserting the vehicle-use key 11 in the key
insertion hole of the vehicle 12 to bring the vehicle into an
ignition ON state, respective devices such as a drive system
including an engine, etc. or an electric control system or the
like are generally activated.

[0035] With respect to the vehicle-use key 11, the insertion
portion 11« has a shape formed by, for example, machining,
and the tab portion 115 is made of a resin material. An uneven
portion which is engaged with the unevenness of the key hole
is formed in a portion of the insertion portion 11a along a
longitudinal side of the insertion portion 11a. The tag portion
115 includes a RFID (IC tag or electronic tag) 13. The RFID
13 may be arranged in the inside of the tag portion 116 or may
be arranged on a surface of the tag portion 115 or a portion of
the tag portion 115 in the vicinity of the surface.

[0036] The RFID 13 includes, as shown in FIG. 2, an IC
chip 21 and an antenna 22. Further, the IC chip 21 usually
includes a radio circuit 24 which performs the data transmis-
sion/reception with a memory 23, a control circuit (arithmetic
processing part) 25 and a decode circuit 26. The RFID 13
attached to the vehicle-use key 11 is a radio communication
means which can perform the required communication with a
transmission/reception unit (reader/writer or the like) 31
arranged outside the RFID 13 by radio (electric waves) E.
[0037] Inthememory 23 ofthe RFID 13, akey ID 23A and
various necessary information (data) 23B are stored. The
amount of the inlormation 23A is detlermined corresponding
to a capacity of the memory 23 of the RI'ID 13.

[0038] The key ID 23A is associated with a vehicle body
number of one specific vehicle 12 corresponding to the
vehicle-use key 11 provided with the RFID 13. The key ID
23 A stored inthe memory 23 of the RFID 13 is a specific code
which associates the vehicle-use key 11 and one specific
vehicle 12. A date on the key 1D 23A of the memory 23 is
stored in the memory 23 simultaneous with the completion of
the manufacture of the vehicle 12. The vehicle-use key 11
provided with the RFID corresponding to the vehicle 12.

(98]
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[0039] T'urther, various necessary information (data) 2313 is
constituted of information on an owner, information on the
vehicle 12, a visit record of the vehicle 12 to a dealer, etc.
corresponding to the vehicle 12, a repair history and a main-
tenance management record of the vehicle 12 at a mainte-
nance factory, an event participation record and the like, for
example. The transmission and reception of this necessary
information (data) arc intcrcommunicably performed
between the RFID 13 and the transmission/reception unit 31
arranged outside the RFID 13 by radio. The above-mentioned
transmitting-and-receiving unit 31 is, for example, installed
in the dealer (vehicle dealer or the like), the maintenance
factory, an event venue and the like respectively.

[0040] Further, when using the key, for example, in this
embodiment, using the insertion portion 11« inserted into the
vehicle 12, itis possible to read conditions of the vehicle upon
using (mileage, necessity of parts exchange or maintenance
time, for example) through the intercommunication between
the RFID 13 and the information processing communication
means mounted on the vehicle. Further, the information
which changes depending on a driving state of the vehicle is
also stored in the memory 23 of the RI\ID 13. Ilere, some of
the information stored in the RFID 13 of the vehicle-use key
11 may be stored in the memory of an information processing
unit mounted on the vehicle. The information may be read by
reading data using electric signals by way of the insertion
portion 11a, or by reading data between the vehicle and the
key using radio, infrared rays or the like.

[0041] Nexl, the explanation is made with respect (o0 an
example of a system which uses the vehicle-use key 11 of the
vehicle 12 (a motorcycle (scooter) being used as an cxample)
provided with the vehicle-use key 11 having the above-men-
tioned RFID.

[0042] FIG. 3 shows an example of a first system. When a
user carries the vehicle 12 provided with the vehicle-use key
11 having the above-mentioned RFID into a dealer 41, an
attendant 41a of the dealer in charge of the vehicle 12 keeps
the vehicle-use key 11 and the key 1D 23A of the vehicle-use
key 11 is read by a reader writer 43 of a PC terminal 42. The
PC terminal 42 is connected to a maintenance support system
44. The maintenance support system 44 is constituted of a
maintenance-use server 44a and a maintenance history data-
base (maintenance history DB) 445, The PC terminal 42
identifies a vehicle body number of the vehicle 12 associated
with thekey 11 based on the key ID 23 A stored in the memory
23 incorporated in the RFID 13 by collation. With the use of
the vehicle-use key 11 having the RFID, a standardized iden-
tification method of a vehicle is established. ['urther, based on
data 23B stored in the memory 23 in the RFID 13 and the
maintenance history data obtained by the maintenance his-
tory database 445 associated with the vehicle body number, it
is possible to obtain a past visit record data of the vehicle, a
past periodic check record data of the vehicle, and past data ol
contents of the repairing and the maintenance of the vehicle.
[0043] Here, the above-mentioned maintenance support
system 44 is connected to a management system 45 which
includes a management server 454 for managing the vehicle
and a management database (management DB) 455. The
managenient system 45 is a system which precedes the main-
tenance support system 44. With respect to the management
system 45, for example, a specific vehicle maker, a dealer and
a secondhand article trader, etc. relating to the vehicle maker,
and various administrations (customhouse, police) which
perform the registration and the management of the vehicle
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synthetically manage and utilize data relating to the vehicle.
Accordingly, in the management database 455 of the man-
agement system 45, data on the manufacture, data on parts,
data on an owner of the vehicle (customer data), sclling his-
tory data, reselling history data, data on an accident vehicle or
an accident history, data on a stolen vehicle or a stolen history,
data on export history and the like are stored.

[0044] According to the example of the first system shown
in FIG. 3, by making use of the vehicle-use key 11 having the
RFID 13 and by constituting the maintenance support system
44 and the management system 45, the maintenance manage-
ment of the vehicle 12 and the customer management can be
easily performed. Further, by unifying the management of
information rclating to the vehicle 12, the large number of
dealers, marketing scctions, service sections, maintenance
factories and the like can respectively share the information in
common.

[0045] More particularly, by attaching the RFID 13 to the
vehicle-use key 11 which is inevitably necessary for using the
vehicle 12 and by providing minimum inlormation (o the
vehicle-use key 11 which has an extremely strong connection
with the vehicle 12 in use, the user can carry the vehicle-use
key 11 with him/her without making the user conscious of
carrying of the key.

[0046] Next, an explanation is made with respect to an
example of a second system in conjunction with FIG. 4. The
example of this system deals with the collation which is
performed between the vehicle-use key 11 and the vehicle 12
when the vehicle 12 is resold, exported or recycled
(scrapped). The second system is required to determine
whether or not the vehicle 12 is a vehicle which is legally
transacted by the shops. or agencies/organizations, that is,
whether or not the vehicle 12 is a stolen vehicle. In this case,
the key ID stored in the memory of the RI'ID in the inside of
a vehicle-use key 53 provided to the vehicle 12 is read by a
reader/writer 52 of a PC terminal 51 which is installed in the
respective shops and agency/organization offices. The key ID
is collated with a vehicle body number stored in the manage-
ment database 455 ol the above-mentioned management sys-
tem 45.

[0047] 1In the explanation made heretofore, when the
vehicle-use key 53 provided [or the vehicle 12 does not have
the structure of the vehicle-use key 11 described above, the
vchicle-use key 53 does not include data of the key ID origi-
nally. Thus, the reader writer 52 can not read the key ID per se
whereby it is possible to easily determine that the vehicle is a
stolen vehicle. Further, even when the vehicle-use key 53
includes a structure substantially equal to the structure of the
vehicle-use key 11 described above, provided that the key ID
stored in the memory of the RFID of the vehicle-use key 53
does not agree with the vehicle body number corresponding
to the key ID 23A described above, it is possible to clearly
determine that the vehicle 12 is a stolen vehicle. In this man-
ner, by collating the key ID which the vehicle-use key 53
includes with the vehicle body number when the vehicle 12 is
resold, exported or recycled (scraped), it is possible to deter-
mine whether the vehicle 12 is a vehicle in a legal state or
whether the vehicle 12 is a vehicle in an illegal state. Accord-
ingly, even when a person steals only the vehicle body and
prepares a vehicle-use key suitable for using the vehicle, with
the use of the second system, this system can surely find in
advance that the vehicle is a stolen vehicle thus preventing the
reselling, an export or the like of the vehicle.
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[0048] T'urther, when the vehicle is legally resold, exported
or recycled (scrapped), the vehicle history data and vehicle
repair data can be confirmed based on the management data-
dase 4556 of the above-mentioned management system 45 and
the maintenance history databasc 445 of the above-men-
tioned maintenance support system 44. Further, in the recy-
cling of the vehicle. the certification of R mark can be easily
performed.

[0049] Further, when a police man conducts a check ol a
stolen-vehicle such as a motorcycle or the like placed on a
road, with the use of the vehicle-use key provided with RFID,
the police man can easily conduct the checking of the stolen
vehicle using the portable reader writer.

[0050] According to the explanation of the above-men-
tioned embodiment, the explanation has been made with
respect to the example of the vehicle-use key 11 which
includes the insertion portion 11a and the tag portion 115
However, the vehicle-use key according to the invention may
be in the form of an IC-card-type vehicle-use key (a so-called
smart key). Such a vehicle-use key incorporates an IC chip
having a function of performing the communication of infor-
mation with an ECU usually mounted on a vehicle and an
information communication means therein. The RFID having
the above-mentioned constitution is mounted on the IC-card-
type vehicle-use key.

[0051] In the above-mentioned embodiment, the constitu-
tion, the shape and the arrangement relationship of the inven-
tion are merely exemplified to an extent that those who are
skilled in the art can understand and exercise the invention.
Accordingly, the invention is not limited to the explained
embodiment, and various modiflications are conceivable
without departing from the technical concept described in
claims of the invention.

[0052] The invention is applicable o the vehicle-body
maintenance management and the owner management of a
vehicle such as an automobile and a motorcycle. Further, the
invention is also applicable o the reliable prevention and
suppression of illegal reselling or the like in reselling or
cxporting of the vehicle or the like.

[0053] The invention being thus described, it will be obvi-
ous that the same may be varied in many ways. Such varia-
tions are not to be regarded as a departure from the spirit and
scope of the invention, and all such madifications as would he
obvious to one skilled in the art are intended to be included
within the scope of the following claims.

What is claimed is:

1. A vehicle-use key used [or starting a vehicle including a
radio communication means for performing communication
with an cxternal communication means other than the
vehicle.

2. The vehicle-use key according to claim 1, wherein the
radio communication means includes a specific code only
associated with the vehicle, and a memory for storing neces-
sary inlormation on the vehicle.

3. The vehicle-use key according to claim 1, wherein the
vehicle-use key includes an insertion portion inserted into an
insertion hole formed in the vehicle and a tab portion mounted
on the insertion portion, and the radio communication means
is mounted on the tab portion.

4. The vehicle-use key according to claim 2, wherein the
vehicle-use key includes an insertion portion inserted into an
insertion hole formed in the vehicle and a tab portion mounted
on the insertion portion, and the radio communication means
is mounted on the tab portion.
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5. The vehicle-use key according to claim 1, wherein the
vehicle-use key includes a communication function portion
mounted on the vehicle and performing intercommunication
with an information processing communication means
mounted on the vehicle.

6. The vehicle-use key according to claim 2, wherein the
vehicle-use key includes a communication function portion
mounted on the vehicle and performing intercommunication
with an information processing communication means
mounted on the vehicle.

7. The vehicle-use key according to claim 1, wherein the
radio communication means is an RFID.

8. The vehicle-use key according to claim 2, wherein the
radio communication means is an RFID.

9. The vehicle-use key according (o claim 3, wherein the
radio communication means is an RFID.

10. The vehicle-use key according to claim 5, wherein the
radio communication means is an RFID.

11. The vehicle-use key according to claim 1, wherein the
specific code stored in the memory has a one-to-one corre-
spondence with the vehicle, and the improper use of another
key for the vehicle is confirmed based on collation treatment
relating (o the one-lo-one correspondence.

12. The vehicle-use key according to claim 2, wherein the
specific code stored in the memory has a one-to-one corre-
spondence with the vehicle, and the improper use of another
key for the vehicle is confirmed based on collation treatment
relating to the one-to-one correspondence.

13. The vehicle-use key according to claim 3, wherein the
specific code stored in the memory has a one-to-one corre-
spondence with the vehicle, and the improper use of another
key for the vehicle is confirmed based on collation treatment
relating to the one-to-one correspondence.

14. The vehicle-use key according to claim 5, wherein the
specific code stored in the memory has a one-to-one corre-
spondence with the vehicle, and the improper use of another
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key for the vehicle is confirmed based on collation treatment
relating to the one-lo-one correspondence.
15. The vehicle-use key according to claim 7, wherein the
specific code stored in the memory has a one-to-one corre-
spondence with the vehicle, and the improper use of another
key for the vehicle is confirmed based on collation treatment
rclating to the onc-to-one correspondence.
16. A maintenance support/management system for per-
forming the maintenance support/management of a vehicle
by obtaining data on the vehicle comprising:
a radio communication means for performing communica-
tion with a communication means outside the vehicle;

wherein the radio communication means uses a vehicle-
use key used for starting a vehicle and includes the radio
communication means [or performing communicalion
with an external communication means other than the
vchicle, and

wherein the communication ol a portion ol or the whole

necessary information on the vehicle-use key is per-
formed between the radio communication means and the
exlernal communicalion means outside the vehicle.

17. A stolen-vehicle check system for checking a stolen
vehicle by obtaining data of the vehicle comprising:

aradio communication means for performing communica-

tion between the radio communication means and a
communication means outside the vehicle;

wherein the radio communication means uses a vehicle-

use key used for starting a vehicle and includes the radio
communication means for performing communication
with an external communication means other than the
vehicle,

wherein the communication of a portion of or the whole

necessary information on the vehicle-use key is per-
formed between the radio communication means and the
external communication means outside the vehicle.

* * * & *
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COMMUNICATIONS DEVICE FOR
COMMUNICATING BETWEEN A VEHICLE AND A
CALL CENTER

[FIELD Or TIIE INVENTION

[0001] The present invention generally relates to a com-
munications device for communicating between a vehicle
and a call center, and more particularly, to a communications
device that acquires the phone numbers of one or more
cellular phone(s) located within the vehicle and sends those
number(s) to the call center via a satellite network.

BACKGROUND OF THE INVENTION

[0002] Communications or telematics devices are cur-
rently used by vehicle electronic systems and/or occupants
for communicating with remote vehicle call centers. In some
applications, the communications or telematics device
allows the vehicle occupants to call a remote call center for
onc of a number of reasons, including instances where the
vehicle has broken down, the vehicle has run out ol [uel, or
an occupant requests directions or activates a panic button,
to name but a few. In other applications, the communications
or lelematics device aulomatically notilies the call cenler in
the case of an emergency event such as when the system
detects an airbag deployment, etc.

[0003] In some instances, a vehicle communications or
telematics device can exchange voice data, in addition to
electronic data, with a call center through a satellite network.
In order to provide both voice and data communication, the
communications or telematics device must possess certain
hardware and pay for the use of certain networks that will
support such communication, which can increase the cost of
the device itself as well as the cost of operation.

[0004] One alternative is cellular networks, which can be
used to provide both voice and electronic data. Although the
cost of using a cellular network for exchanging voice and
electronic data may be less than that for using a satellite
network, cerlain drawbacks may still exist. For instance,
many areas in the United States and other countries still do
not have comprchensive and reliable cellular coverage,
particularly in sparsely populated areas.

SUMMARY OF THE INVENTION

[0005] According to onc aspect of the invention, there is
provided a communications device lor communicaling
between a vehicle and a call center that generally having a
control circuit, an acquisition device and a data transceiver.
The acquisition device acquires identiflicalion inlormation
from at least one cellular phone located within the vehicle,
and provides an identification signal to the data transceiver
generally representative of the identification inlormation.
The data transceiver communicates with the call center via
a satellite network and provides a data signal to the call
center generally representative of the identification informa-
tion.

[0006] According to another aspect, there is provided a
communications network for use by a vehicle occupant
generally having a cellular phone located within a vehicle,
a communications device installed on the vehicle, a call
center, a satellite network for communicating a data signal
hetween the communications device and the call center, and
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a cellular network for communicating a voice signal
between the call center and the cellular phone.

[0007] According to yet another aspect, there is provided
a method of acquiring and transferring identification infor-
mation pertaining to a cellular phone to a call center.

[0008] Some examples of objects, features and advantages
of this invention include, but arc certainly not limited to,
providing a vehicle-installed communications device that:
utilizes a reliable, relatively low-cost satellite network to
cstablished a data link with a call center, utilizes a voice link
between a call center and a cellular phone located within the
vehicle in order to avoid including unnecessary voice link
circuitry in the communications device and thereby provide
a relatively low-cost voice link, is capable of acquiring
identification information from a plurality of cellular phones
located within the vehicle and prioritizing the cellular
phones according to one or more methods so that, if neces-
sary, they may be contacted in a particular order, utilizes an
acquisition device capable of acquiring identification infor-
mation from one or more cellular phones according to one
of a number of different methods, and that provides a design
that is of relatively simple design, economical manufacture
and operation, is serviceable, and has a long and useful life
in service, to name but a few. Of course, it is not necessary
that a particular embodiment of the present invention incor-
porate cach and cvery onc of the above-listed objects,
features and advantages, as that list is simply a recitation of
some of the qualities of various embodiments of the present
invention. Moreover, a particular embodiment of the present
invention may have additional objects, leatures and advan-
tages beyond the exemplary ones listed above.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] These and other objects, leatures and advantages of
the present invention will be apparent from the following
detailed description of the preferred embodiments and best
mode, appended claims and accompanying drawings, in
which:

[0010] FIG. 1 shows a comniunications network generally
having a vehicle-installed communications device, a satellite
network, a call center, a cellular network and at least one
cellular phone; and

[0011] FIG. 2 is a schematic diagram of an embodiment of
the communications device of FIG. 1 and a typical cellular
phone.

DETAILED DESCRIPTION O TIIE
PREFERRED EMBODIMENTS

[0012] Referring to FIG. 1, there is shown an embodiment
of a communications network 10 utilizing the vehicle-
installed communications device 12 taught herein, however,
a number of other networks known to those skilled in the art
could be used as well. Communications network 10 provides
for reliable, low-cost data and voice communication and
generally includes a communications device 12 installed in
a vehicle 14, a satellite network 16, a call center 18, a
cellular network 20 and one or more cellular phones or
handsets 22.

[0013] Communications device 12 is preferably a telemat-
ics-type device capable of acquiring identification informa-
tion, such as phone numbers, from one or more cellular
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phones 22 located within vehicle 14 and transferring that
identification information to call center 18 via satellite
network 16. Lhis transfer of information to call center 18
preferably occurs before communications device 12 alerts
call center 18 of a subsequent emergency cvent. Thus, if an
emergency event does occur, such as the deployment of a
vehicle airbag or the sending of a distress signal by an
occupant, call center 18 will alrcady be in posscssion of the
identilication inlormation and will be able o promplly
contact the corresponding cellular phone(s) 22 in order to
cstablish a voice link over cellular network 20. According to
the particular embodiment shown here, communications
device 12 generally includes an electronic control circuit 30,
an acquisition device 32 and a data transceiver 34.

[0014] Electronic control circuit 30 provides processing
and logic capabilities for communications device 12, and is
capable of executing various types of electronic instructions.
According to a preferred embodiment, electronic processing
device 30 includes a microprocessor 40, a signal input/
output 42 for communicating with a bus 50, a signal
input/output 44 for communicating with acquisition device
32, and any number of other components known to those
skilled in the art such as electronic memory devices, bios
components, etc. [xamples of suitable microprocessors
include the OMAP-family of processors sold by Texas
Instruments. ‘Lhis family of processors includes scalable
integrated applications-, communication- and stand-alone
application-based processors that are designed to deliver
maximum performance with little power consumption. Of
course, other processors may be used as well, as the above-
mentioned family of processors is only provided for pur-
poses ol illustration.

[0015] Signal input/output 42 allows clectronic control
circuit 30 to communicate with a number of different
devices, networks and/or systems 52-60 via bus 50, which
can be a CAN bus or any other suitable bus means. One
reason [or providing such communication is so that control
circuit 30 can monitor various aspects of vehicle 14 and can
determine when an event has occurred which requires acqui-
sition device 32 (o gather identilication inlormation [rom
cellular phone 22. For example, communications device 12
could be set up such that simply turning on the vchicle
cduses the acquisition device 32 o query cellular phone 22.
In such an arrangement, electronic control circuit 30 is
coupled to ignition system 54 via input/output 42 and bus 50
in order to determine when the vehicle has been started.
According to another example, communications device 12
could be designed such that acquisition device 32 interro-
gates cellular phone 22 for identification information as soon
as an occupant’s presence is sensed in the vehicle. Accord-
ingly, control circuit 30 would need to be in communication
with occupant sensor 52. The pair of illustrations provided
above are only two examples of the types of devices,
systems and/or networks that communications device 12 can
be coupled to, as numerous other examples, including hut
not limited to the following examples, also exist.

[0016] According to the exemplary embodiment shown in
FIG. 1, control circuit 30 is coupled to an occupant sensor
52, a vehicle ignition system 54, an electronic door lock
mechanism 56, an engine control module (ECM) 58 and a
voice recognition device 60 so that any one of these devices,
networks and/or systems can sense an event or condition that
causes the control circuit to instruct acquisition device 32 to
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acquire identification information from cellular phone 22.
Signals from door lock mechanism 56 indicating that the
door locks have been activated, signals from HCM 58
indicating a certain engine condition, or signals from voice
recognition device 60 in responsc to the recognition of a
human voice, for instance, could all be used to initiate the
information acquisition process. Again, it should be appre-
ciated that control circuit 30 can be coupled to any combi-
nation ol diflerent devices, systems and/or networks on a
vehicle, not just the particular exemplary embodiment
shown here.

[0017] Once control circuit 30 has been alerted of a certain
initialization event or condition by one of the devices,
systems and/or networks, such as 52-60 mentioned above, it
sends an initialization signal via signal input/output 44 to
acquisition device 32. An ‘initialization signal’ is broadly
defined as any signal (whether it be conducted by a wired,
wireless or any other connection) which causes acquisition
device 32 to try and acquire identification information from
one or more cellular phones 22 located within the vehicle.

[0018] Acquisition device 32 acquires identification infor-
mation [rom one or more cellular phones 22 located within
vehicle 14 in response to receiving the initialization signal
from control circuit 30, and can do so according to a number
of ditferent methods. ‘The ‘identification information’
broadly includes all types of information that can be used by
call center 18 in order to contact cellular phone 22. For
instance, the phone number associated with each cellular
phone 22 constitutes identification information, as does a
serial or other identification number so long as it can he
indexed or otherwise cross-relerenced to provide a corre-
sponding phone number. Once the identification information
has been collected by acquisition device 32, that device
sends an electronic identification signal to data transceiver
34 so that the transceiver can further relay the identification
information to call center 18. According to the particular
embodiment shown in FIG. 2, acquisition device 32 includes
electronic readers 70 and 72, a voice recognition device 74,
a manual entry device 76, a wireless transceiver 78, a data
port 80 and signal input/outputs 82, 84.

[0019] Hlectronic reader 70 is preferably a radio frequency
identification (RTID) transceiver that wirelessly acquires
identification information from an RFID tag or transponder
90 associated with each cellular phone 22. RFID tag 90 is a
small electronic component having an internal antenna
which cnables it to reccive and respond to radio frequency
(RF) queries [rom electronic reader 70, and can be ol the
passive type (requires no internal power) or the active type
(requires internal power). Excitation of RFID tag 90 by
electronic reader 70 causes the lag o provide the requested
identification information. Numerous types of RFID trans-
ceivers arc available, including the MF-RC530 model
offered by Philips.

[0020] Optical reader 72 is preferably a barcode scanner
that uses a laser to wirelessly gather identification informa-
tion from a barcode 92 associated with each cellular phone
22. The identification information is encoded on barcode 92
through the use of a combination of bars and spaces each
having specific widths which represent different alpha-
numeric symbols. RFID tags 90 and/or barcodes 92 could be
printed on adhesive-backed stickers which a user could
attach to each of the cellular phones 22 that they intend on

Mercedes EX1012
UNIFIED PAPEErs 1vHoB R4 0

Page 4 of 8



US 2007/0093200 Al

using with communications device 12. If the cellular phone
22 comes pre-equipped with an RFID tag or a barcode, then
additional ones would not be needed. One example of a
suitable barcode scanner is the LHM 2127 model sold by
Opticon.

[0021] Voice recognition device 74 preferably includes a
microphone and any neccessary hardware and software so
that it may acquire identification information pertaining to
one or more cellular phones 22 by communicating with a
vehicle occupant. Device 74 detects and interprets human
speech by monitoring the microphone for sound, converting
a detected sound into digitized information, and processing
the digitized information in much the same way as a
voice-aclivaled telephone menu system. It is also possible o
provide voice recognition device 74 such that it simply
captures and digitizes a sound and then sends a correspond-
ing signal to electronic control circuit 30 for further analysis.
In any event, the processing of the human voice results in the
extraction of the identification information, which is pref-
erably the cellular phone number.

[0022] Il a less automated method is desirable, then a
manual input device 76, which can be anything from a
keypad (wired or wircless) to existing controls on the
vehicle instrumentation, allows the occupant to manually
enter the identification information into acquisition device
32. A number of different arrangements could be used, for
instance when ignition system 54 informs control circuit 30
that the vehicle has been started, the occupant could be
prompted to manually enter the phone number of cellular
phone 22 into a keypad or use the buttons of the vehicle
radio or other instrumentation to enter that number. Accord-
ing to another embodiment, previously registered phone
numbers are shown on a display with the last one that was
used being highlighted or otherwise identified. The user is
able scroll through these numbers and either make a selec-
tion or enter a new phone number via a keypad or other
manual entry device. An example of a suitable manual input
device is a touch-activated key pad that uses a wireless
WILAN network such as Bluetooth, Zighee, WI-F1, infrared,
ele.

[0023] Wireless transceiver 78 can be used Lo inlerrogate
cellular phone 22 such that it wirelessly gathers the
requested identification information from the ccllular phone
upon pairing. 1n this embediment, both cellular phone 22
and wireless transceiver 78 would need to be equipped with
some type of wircless transceiver or other component so that
when (ransceiver 94 is interrogated it can provide the
requested identification information. It is also possible to
provide a wircless dongle for plugging into the data port on
cellular phone 22 so that phones which are not Bluetooth-
enabled, etc. could still communicate with wireless trans-
ceiver 78. The use of a common dongle with multiple
connection adaptors for different handset models can sim-
plify pairing between the dongle and acquisition device 32
and provides non Bluetooth-enabled phones some of the
same benefits as those that are Bluetooth-enabled. The
wireless transceiver 78 could be designed to automatically
detect the presence of certain types of wireless signals
within the vehicle such that capturing a local area wireless
signal triggers an initialization event. Examples of different
wireless protocols that may be used include Bluetooth,
7ighee. WI-FI, infrared or others known to those skilled in

2
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the art, and an example of a suitable wireless transceiver 78
is the CXN-1000 chip sold by Sony Semiconductor.

[0024] Duata port 80 preferably includes a serial or parallel
connection 96 for plugging into cellular phone 22 so that the
identification information can be transferred over a wired
interface. Connection 96 could be a standard parallel con-
nection such as those found on most cellular phones, or it
could be a cradle or docking station for receiving cellular
phone 22. In any event, the data porl 80 queries cellular
phone 22 and receives the requested identification informa-
tion over a wired conncction.

[0025] It should be appreciated that even though acquisi-
tion device 32 is shown having components 70-80, not all of
these particular components are needed on a single acqui-
sition device. Acquisition device 32 may include one of a
number of different combinations of components, including
those shown in I'IG. 2 as well as components not shown but
known in the art. Furthermore, each of the devices 70-80 is
preferably capable of both detecting the presence of a
cellular phone and gathering identification information from
the cellular phone. Therefore, instead of one of the devices
52-60 being the source ol initialization which causes acqui-
sition device 32 to attempt and acquire the identification
information from the cellular phone, the acquisition device
itself could be that source of initialization so that it attempts
to acquire the identification information in response to
detecting the presence of a cellular phone.

[0026] Duata transceiver 34 uses salellite network 16 to
transmit and receive data-only signals with call center 18,
including a data signal which contains the identification
information relating to one or more cellular phones 22
located within the vehicle. An example of a suitable satellite
network 16 is the data only communications network owned
and operated by Orbcomm which utilizes a constellation of
thirty or more low earth orbit (LEQ) satellites along with a
global network of ground stations to provide cost-effective
tracking, monitoring and messaging capabilities throughout
the world. Broadly speaking, data transceiver 34 includes a
signal input/output 100 for receiving the identification signal
from acquisition device 32, transceiver circuitry (not shown)
for establishing data-only communication with call center 18
and an antenna (not shown), as well as other circuits and
components commonly found in such systems. By using
data transceiver 34, dependable, affordable satellite-based
(as opposed to cellular-based) data communication can be
cstablished with a vehicle located anywhere in the world,
without the additional expense associaled with voice com-
munication circuitry.

[0027] In addition to providing a data signal that includes
identification information, data transceiver 34 interfaces
with electronic control circuit 30 to provide various types of
relevant vehicle information to the call center. For example,
data transceiver 34 may provide emergency data from one of
the devices, systems and/or networks 52-60 in order to alert
the call center of events such as air bag deployment or empty
fuel situations, or it may convey information such as the
location of the vehicle or any other relevant information that
might enable the call center to assist the vehicle occupants.
One type of data transceiver that may be used for the satellite
communication is a DS-100 or DS-300 satellite modem
offered by the assignee of the present application, Delphi
Corporation.
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[0028] In operation, communications device 12 detects an
initialization event and sends an initialization signal to
acquisition device 32 in response. As previously explained,
the initialization event can be one of many different types of
cvents or conditions including one sensed by one of the
devices 52-60, it could be the presence of a cellular phone
sensed by one of the components 70-80, or it could be in the
form of an instruction sent by call center 18, to name but a
lew. In any case, the initialization evenl causes electronic
control circuit 30 to instruct acquisition device 32 to attempt
and gather identification information from the cellular
phone(s) 22 by sending il an electronic initialization signal
via signal input/outputs 44, 82.

[0029] Acquisition device 32 then attempts to acquire
identification information, which is preferably in the form of
a phone number, from one or more cellular phones 22
located within the vehicle. Again, the acquisition device may
use one of the several components 70-80 and corresponding
techniques previously described in order to the gather the
identification information, or it may use an alternative
technique known to those skilled in the art. If acquisition
device 32 is able to obtain the sought after identification
information, then the acquisition device sends an electronic
identification signal containing that information to data
transceiver 34 via signal input/outputs 84100. If, on the
other hand, communications device 12 is set up to retrieve
identification information other than a phone number (such
as a serial number), then device 12 can either cross-reference
the identification information and directly obtain a corre-
sponding phone number or it can simply send the identifi-
cation information to call center 18 for subscquent cross-
relerencing. In those instances where acquisition device 32
is unable to gather the identification information, an operator
alert such as a visual or audio alert can be used to prompt the
occupant Lo enter the identilication information using one or
more of the devices 70-80 previously described. If electronic
control circuit 30 is cquipped with clectronic memory then
the identification information can be stored at the commu-
nications device 12 and/or call center 18.

[0030] Once the identilication signal is received, data
transceiver 34 uses its antenna and satellite network 16 to
convey a data signal carrying identification information
pertaining (o one or more cellular phones 22 to call center
18. Because this communication is being conveyed over a
satellite network, as opposed to a cellular network, the
communication can generally be expected to be more
dependable and secure. As those skilled in the art will
appreciate, data transceiver 34 can also be used to convey
other data to call center 18 including diagnostic information
about the vehicle, as well as emergency signals from the
vehicle or occupant, etc. According to a first embodiment,
data transceiver 34 sends the data signal to call center 18
shortly after receiving the identification signal from acqui-
sition device 32. While according to a second embodiment,
the data transceiver sends the identification information at a
later time; preferably at a time when it is already sending
another signal such as an emergency signal so that the
multiple signals may be hundled into a single transmission.

[0031] Upon receiving the data signal from data trans-
ceiver 34, call center 18 preferably stores the identification
information and performs any cross-checking or other
activities necessary for determining the status of the corre-
sponding cellular phone. Being in possession of the identi-
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fication information beforehand enables the call center to
immediately try and establish a voice link over cellular
network 20 in the event that a subsequent event or condition
is detected which requires voice contact with the vehicle
occupants. If no data signal or a corrupted data signal is
received by call center 18, then the call center can initiate a
data request by sending communications device 12 a signal
over satellite network 16.

[0032] Tt is oltentimes the case that mulliple cellular
phones 22 will be present within the vehicle at a given time,
and having the phone numbers of cach of these phones may
be more desirable than having a single cellular phone
number. According to a preferred embodiment, communi-
cations device 12 is capable of acquiring and transmitting
identification information regarding multiple cellular
phones, that way in the event of an emergency the call center
has several possible voice links which can be established.
According to one embodiment, call center 18 simply tries
contacting and establishing a voice link with each of the
cellular phones simultaneously. According to a slightly more
complex embodiment, the multiple cellular phones 22 are
prioritized such that they are called in a particular order. One
way of prioritizing is to cross-reference the newly acquired
identification information with previously registered vehicle
ownership data to determine if the cellular phone of the
vehicle owner or primary user is currently in the vehicle. If
it is in the vchicle, then that ccllular phone, followed by
other phone numbers previously registered, would be con-
tacted first.

[0033] According to a different method of prioritizing, call
cenler 18 utilizes stored dala [rom previous data signals to
determine the frequency with which particular cellular
phones have been previously found within a particular
vehicle. For instance, if three cellular phones 22 are located
within vehicle 14 and a first one of those phones has been
sensed a total of ten times previously, a second phone has
been sensed a total of two previous times, and a third cellular
phone has never been sensed in this particular vehicle, then
call center 18 would first try and contact the first cellular
phone, as that phone most likely belongs to the driver and is
therefore the most likely to still be located within the
vehicle, followed by the second and third phones, respec-
tively.

[0034] According to another priority method, the time at
which each cellular phone 22 was last detected determines
priority so that thosc phones most recently detected arc
called [irst. Generally, the cellular phone most recently
located within the vehicle probably has the highest likeli-
hood of still being present there. For example, if acquisition
device 32 gathered identilication information on a [irst
cellular phone several minutes ago, that phone would gen-
crally have a higher likelihood of still being located within
the vehicle than a second cellular phone located several
hours ago, assuming all other things equal. Thus, in the event
of an emergency or other event, call center 18 would contact
cellular phones 22 in decreasing order ol when they were
sensed.

[0035] Numerous other prioritizing methods could be uti-
lized by call center 18, including methods of prioritizing
based on the data acquisition method (i.e.—identification
information gathered by one of components 70-80 has a
higher priority than that gathered by another component),
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methods based on wireless signal strength (i.e—those
phones having the highest signal strength and using wireless
transceiver 78 are most likely to be located in a certain part
of the vehicle), and methods based on a previously recog-
nized voice (i.c—thosc phones associated with a certain
human voice (vehicle owner, previous user of the system,
etc.) have a higher priority than those associated with an
unknown voice), to name but a few of the prioritizing
methods possible.

[0036] Itwill thus be apparent that there has been provided
a communications device for communicating between a
vehicle and a call center, as well as a method of operation,
which achieve the aims and advantages specilied herein. It
will of course be understood that the foregoing description
is only of preferred exemplary embodiments, and that the
invention is not limited to the specific embodiments shown.

T claim:
1. A communications device for communicating between
a vehicle and a call cenler, comprising:

a control circuit having an output;

an acquisition device lor acquiring identification inlor-
mation from at least one cellular phone located within
the vehicle, having an input coupled to the control
circuit output and an output for providing an identifi-
cation signal generally representative of the identifica-
tion information; and

a data transceiver lor communicating with the call center
via a satellite network, having an input coupled to the
acquisition device output for receiving the identifica-
tion signal and an antenna for providing a data signal
generally representative of the identification informa-
tion.

2. The communications device of claim 1, wherein the
data transceiver sends the data signal to the call center via
the satellite network so that the call center is in possession
of the identification information before the call center is
alerted of an event requiring it to contact the communica-
tions device.

3. The communications device ol c¢laim 1, wherein the
control circuit provides an initialization signal to the acqui-
sition device in response to either sensing the presence of an
occupant via an occupant sensor, or recognizing a human
voice via a voice recognition device.

4. 'The communications device of claim 1, wherein the
acquisition device includes an electronic reader for acquir-
ing the identification information from a radio frequency
identilication device (RFID) lag associated with the cellular
phone.

5. The communications device of claim 1, wherein the
acquisition device includes an optical reader for acquiring
the identification information from a bar code associated
with the cellular phone.

6. The communications device ol c¢laim 1, wherein the
acquisition device includes a voice recognition device for
acquiring the identification information by communicating
with an occupant in the vehicle.

7. The communications device of claim 1, wherein the
acquisition device is capable of acquiring identification
information from a plurality of cellular phones located
within the vehicle.
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8. The communications device of claim 7, wherein the call
center prioritizes the plurality of cellular phones according
to a predetermined method.

9. The communications device of claim 8, wherein the
predetermined method includes the steps of determining if
any of the plurality of cellular phones currently detected in
the vehicle have been previously detected in that same
vehicle, and establishing priority such that if a first cellular
phone has been previously detected in that vehicle more
frequently than a second cellular phone then it is given a
higher priority.

10. The communications device of claim 8, wherein the
predetermined method includes the steps of determining
how recently cach of the plurality of ccllular phones was
detected in that vehicle, and establishing priority such that if
a first cellular phone was detected in that vehicle more
recently than a second cellular phone then it is given a higher
priorily.

11. The communications device of claim 8, wherein the
predetermined method includes the steps of determining the
particular method ol acquisition used o acquire the identi-
fication information from each of the plurality of cellular
phones, and cstablishing priority such that if the identifica-
tion information ol a [irst cellular phone was acquired
according to a predetermined method and the identification
information of a sccond ccllular phone was acquired by a
dillerent method then the [irst cellular phone is given a
higher priority.

12. The communications device of claim 1, wherein the
satellite network is a low earth orbit satellite network that
transmits data only.

13. A communications network for usec by a vchicle
occupant, comprising:

a cellular phone located within a vehicle;

a communications device installed on the vehicle, com-

prising:

a control circuit having an output;

an acquisition device for acquiring identification infor-

mation from the cellular phone, having an input
coupled to the control circuit output and an output for

providing an identification signal generally representa-
tive of the identification information; and

=]

data transceiver having an input coupled to the acqui-
sition device output for receiving the identification
signal and an output for providing a data signal gen-
erally representative of the identification information;

1=

call center located remotely from the vehicle;

o

satellite network for communicating the data signal
between the communications device and the call center;
and

&

cellular network for communicating a voice signal
between the call center and the cellular phone, wherein
upon recognition of an initialization event, the acqui-
sition device acquires the identification information
from the cellular phone and provides the identification
signal to the data transceiver, the data transceiver
transmits the data signal via the satellite network, and
the call center stores and processes the identification
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information so that it may subsequently establish a
voice link with the cellular phone via the cellular
network.

14. The communications network of claim 13, wherein
the acquisition device is capable of acquiring identification
information from a plurality of cellular phones located
within the vehicle.

15. The communications network of claim 14, whercin
the call center prioritizes the plurality ol cellular phones
according to a predetermined method.

16. A mcthod of acquiring and transferring identification
information pertaining Lo a cellular phone (o a call center,
comprising the steps of:

a) generating an initialization signal;

b) identifying at least one cellular phone located in a
vehicle in response to the initialization signal,

¢) acquiring the identification information from the cel-
lular phone;
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d) generating an identification signal generally represen-
tative of the identification information;

¢) generating a data signal generally representative of the
identification signal and transmitting the data signal to
a call center via a satellite network; and

) extracting the identification information from the data
signal and storing the identification information at the
call center so thal the call center can contact the cellular
phone.

17. The method of claim 106, wherein steps b) and c)
further include identifying a plurality of cellular phones
located within the vehicle and acquiring identification infor-
mation from the plurality of cellular phones.

18. 'The method of claim 17, wherein the call center
prioritizes the plurality of cellular phones according to a
predetermined method.
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Notice

This transiation is machine-generated. It cannot be guaranteed that i is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or

financial decisions, should not be based on machine-translation output.

DESCRIPTION JP2007235530A

10 Vehicle commumication system and communication method

iz The present invention relates to a vehicle communication systemn and a communication
method for performing comumunication between an in-vehicle communication device mounted

in a vehicle and a communication device ocutside the vehicle using a telephone line.
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29 In recent years, various attempts have been made to install a communication device in a
vehicle such as a car, acquire various information provided from outside the vehicle with this
on-vehicle communication device, and use it as information to realize comfortable driving of
the vehicle. there is Moreover, along with the widespread use of mobile phones, thereis a

growing demand to be able to make calls using the mobile phone while in a vehicle.
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44 Against this background, the phone number assigned to the mobile phone can be used by the
in-vehicle communication device, and the in-vehicle communication device uses the phone
nuamber of the mobile phone to use the phone line with the communication device outside the
vehicle. It has been proposed to enable such communication to be performed (for example, see

Patent Document 1).
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35 o Patent Document 1, when an occupant of a vehicle gets into the vehicle while carrying a
mabile phone and a communication link for short-range data communication such as
Bluetooth is established between the mobile phone possessed by the occupant and an in-
vehicle communication device, It is described that the phone number of the mobile phone is
transmitted from the mobile phone to the in-vehicle communication device, and then the in-
vehicle communication device performs call and data communication based on the phone

pumber transmitted from the mobiie phone.
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75 However, in the technigue described in Patent Document 1, when Short—rzmgm gl%‘é des EX1012
cormmunication is enabled berween the mohile phone brought into the vehigle and jhe yehicle;
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mounted communication device, the mobile phone transmits the phone number to the vehicle-
mounted communication device. Then, the in-vehicle communication device performs phone
calls and data communication based on the phone number from this mobile phone. When the
communication device becomes capable of short-distance data communication with multiple
mobile phones, the in-vehicle communication device cannot determine which mobile phone
number should be used for calling or data comumunication. There is a problem that the

communication based on the telephone number cannot be properly performed.
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100 The present invention was devised to solve the problems of the prior art as described above
it is an object of the present invention to provide a vehicle communication system and a
communication method that can uniguely identify a telephone number and appropriately

perform communication using the telephone number.

o5 RFEARE, UL RO X 5 kRO

B e NI R BIAE N,
EEIKRRET S CEnTE, Lo
TiHEEEET B L EHM R LT

H—

HBE A Tj\/){,\; A

H0006]

114 In the invention according to the present application, an in-vehicle commmunication device
commuiicates with an external communication device using a mobile phone number
registered in association with identification information used in user authentication
processing {for permitting a start preparation operation of a vehicle. The above problem is

solved by performing comrmunication between
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125 Here, the preparation for starting the vehicle refers to an operation performed in a
preparation stage for actually starting the vehicle, such as unlocking the doors of the vehicle
and starting the engine. Refers to an operation that is permitied when it is determined that

an authorized user is attempting to perform the operation through aunthentication processing
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39 In another aspect of the present invention, an in-vehicle commumnication device uses a
telephone number of a mobile phone registered in association with identification information
used in user authentication processing for permitting an exit preparation operation of a

vehicle to perform an operation outside the vehicle. The above problem is solved by
performing communication with the communication device
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150 Here, the preparation operation of the vehicle for getting off refers to an operation performed

in a preparation stage for getting off the passenger of the vehicle, such as stopping the
engi

ngine of the vehicle. Refers to an action that is permitted when it is determined that the user
is about to perform the action.
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a first user autheuntication process for permitting a start preparation operation of the vehicle
and a second user authentication process for permitting an exit preparation operation of the
vehicle. The problem is solved by performing communication with a communication device
outside the vehicle by using the telephone number of the mobile phone registered in

association with the identification information used in both.
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179 According to the present invention, even if a plurality of mobile phones are brought into the
vehicle, the in-vehicle communication device can uniguely identify the phone number of the
mobile phone used for communication. It is possible to appropriately perform
commuinication between the in-vehicle communication device and the communication device

ouiside the vehicle,
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153 Hereinafter, specific embodiments of the present invention will be described in detail with

reference 1o the drawings.
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zoz {First Embodiment] First, a vehicle communication system as a first embodiment of the

present invention will be described.
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209 Inn the vehicle communication system of the present embodiment, a user authentication
process is performed for permitting a start preparation operation and an exit preparation
operation of the vehicle using a vehicle occupant's roobile phone. Using the phone number of
the mobile phone, the mobile phone can communicate with a communication device outside
the vehicle (for example, data communication with an information communication center

ouiside the vehicle, hands-free calling, etc.).
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223 In the following description, unlocking of the doors of the vehicle and starting of the engine
will be exemplified as the start preparation operation, and engine stop will be exemplified as

the exit preparation operation.
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234 FIG. 1 18 a block diagram showing a schematic configuration of a vehicle commumication

system according to this embodiment.
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240 As shown in FIG. 1, the vehicular comnrunication system of this embodiment includes a
controller 10 for centrally controlling the operation of the entire system, RFID reader 13, an
engine control module (ECM) 14, an in-vehicle communication device 15, a speaker 16, a

microphone 17, and a display 18 are connected.
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255 The RFID reader 11 for outside the vehicle reads identification information specific to the
mobile phone 100 written in the RFID tag built in the mobile phone 100 (hereinafter

referred to as mobile phone D).
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253 ) is read.
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263 The vehicle exterior RFID reader 11 is installed, for example, on the door of a vehicle.
Contactless wireless communication using radio waves or electromagnetic waves is
performed with the RFID tag built in the telephone 100 | and the mobile telephone 1D writien
in the RFID tag is read and supplied to the controller 10,
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283 The door lock actuator 12 automatically locks and uniocks the doors of the vehicle under the

control of the controlier 10,
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290 In particular, the door lock actuator 12 unlocks the doors of the vehicle from the locked state

when the user authentication processing is performed by the controller 10 and the
authentication is OK.
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29z In this embodiment, the mobile phone ID is used for user authentication processing by the
controller 10 .
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305 That is, the controller 10 stores the mobile phone ID of the mobile phone 100 owned by an
authorized vehicle occupant (for example, the vehicle owner or his/her family member) in an
internal memory or the like, and carries it with the outside RFID reader 11 . When the phone
1D is read and sent, the mobile phone ID sent from the vehicle exterior RFID reader 11
matches the stored (registered) mobile phone 1D, User autheuntication processing is
performed by determining whether or not.
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310 if the mobile phone 1D sent from the vehicle exterior RFID reader 11 matches the stored

mobile phone 1D, the authentication is accepted, and unlocking of the vehicle door by the
door lock actuator 12 is permitted.
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written in the RFID tag built into the mobhile phone 100 .
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338 However, the vehicle exterior RFID reader 11 is instailed on a vehicle door or the like so that
the vehicle occupant can hold the mobiie phone 100 outside the vehicle. |t is installed, for

example, in the center console of the vehicle so that the 100 can be held up.
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348 In this embodiment, a holder for placing the mobile phone 100 is provided on the center
console portion of the vehicle, and the in-vehicle RFID reader 13 s provided in the vicinity of

this holder,
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356 Then, the in-vehicle RFID reader 13 is operated, for example, to start the engine or to stop the
engine, as will be described later, with the mobile phone 1) placed on the holder by an
gccupant in the vehicle. Sometimes, contactless wireless commumnication using radic waves or
electromagnetic waves is performed with an RFID tag built in the mobile phoone 100 to read

the mobile phone ID written in the RFID tag and supply it to the controller 10 .
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372 The in-vehicle RFID reader 13 has a function of reading a mobile phone 1D M@é%ﬂ 012
built into the mobile phone 100 and a function of writing information to EB* E\HU mc#e;l 244
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the control of the controller 10, there is
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3g1 That is, the RFID tag built in the mobile phone 100 is a Readwrite type RFID tag in which
information can be written, and the in-vehicle RFID reader 13 communicates with the RFID
tag built in the mobile phone 100. [t is possible to write information in this RFID tag by

contactless wireless communnication.
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2 in this embodiment, the in-vehicle RFID reader 13, under the conirol of the controller 10,
sends a flag or the like to the RFID tag built in the mobile phone 100 to instruct the mobile
phone 100 to stop or start the communication tfunction of the mobile phone 13{). | and the
controller on the mohile phone 100 side refers to the information such as the flag written in
the RFID tag, and stops or starts the communication function accordingly. can be controlied

by the controller 1.
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410 The BECM 14 controls the operation of the vehicle's engine.

412 ECM 1T 41, O v Yy OsileRslHdT 5380 TH S,
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processing using the mobile phone ID in the controller 10 results in a successtul

authentication. .
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424 That is, when a vehicle occupant performs a predetermined operation for starting the engine
{for example, pressing a predetermined push button while depressing the brake pedal), first,
the RFID reader 13 for inside the vehicle reads the data stored in the mobile phone 100, The
mobile phone 1D is read from the RFID tag, and the controlier 10 determines whether or not
the mobile phone ID read by the in-vehicle RFID reader 13 matches the stored {(registered)
mobile phone ID. If they match, the authentication is accepted and the ECM 14 is allowed to

start the engine.

432 9'"% ESREN =1 N AV /}*}n%’jé B T O E OMRE ZiE., T L—FA
BRI IO PTED T Y a AR R RN EY i E bk, HANHRFIDUY
1 3 X DEEET 00k Mﬁ*ﬁthbiD&7mhnmr [ DA ARS L

VAV iRO—Z 10N, HRNARF IDUY—E 1 3D FAR SN ERES T Luxﬁ
ELTINS (FREnT0nsdy BEER I DA -EHT L EMEEEL ., il
U}ﬁbf\ECM14V$®wJV¢ﬁ@%%mﬁéo

Hu

440 The ECM 14 starts the engine only when the controller 10 permits the engine to start.
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446 Also, when a vehicle occupant performs a predetermined operation to stop the engine (for
example, pressing a predetermined push button while depressing the brake pedal), first, the
mobile phone 100 is equipped with a built-in RFID reader 13 for in-vehicle use. The mobile
phone i) is read from the RFID tag, and the controller 10 checks whether or not the mobile
phone (D read by the in-vehicle RFID reader 13 matches the stored {registered) mobile phone
13 Hf they match, the authentication is accepted and the ECM 14 is allowed {o stop the

engine.
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452 The ECM 14 stops the engine only when the controller 10 permits engine stop.
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471 The in-vehicle communication device 15 uses a telephone line 200 o communicate with a

communication device 300 outside the vehicle

FREEGE2 O0RMABELU TENOEEEI 00 20lTHEERZTTY 0T

47z In particular, the communication function of the in-vehicle communication device 15 is
controlled by the controller 10, and when the communication function is enabled under the
control of the controller 10 (when the communication function is started). , the telephone
line 200 was used using the telephone number registered in association with the mobile
telephone ID used for user authentication processing in the controller 10, that is, the
telephone number of the mobile telephone 100 owned by an authorized vehicle occupant. It

communicates with the communication device 300 outside the vehicle.
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423 The phone number of the mobile phone 100 used by the in-vehicle communication device 15
for compmunication using the telephone hine 200 may be set in the in-vehicle commumication
device 15 in advance, or the controller 10 may associate it with the mobile phone ID and set
it to an internal number. may be stored in a memory or the like, and sent from the controller
10 to the vehicle-mounted communication device 15 and set in the vehicle-mounted

communication device 15 when the communication function of the vehiclm%a%s EX1012

Page 1195 of 1244
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so8 When the phone number of the mobile phone 100 is used as the mobile phone D, the phone
pumber of the mobile phone 100 read by the in-vehicle RFID reader 13 and sent to the
controller 10 is transmitted from the controller 10 to the in-vehicle communication device

15. It may be sent and set in the in-vehicle communication device 15 .
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522 in the vehicular communication system of this embodiment, when the comrounication
function of the in-vehicle communication device 15 is started, the in-vehicle RFID reader 13
is built into the mobile phone 100 under the control of the controller 10 as described above.
By writing information such as a flag for instracting to stop the communication function of
the maobile phone 100 to the RFID tag, the communication function of the mobile phone 100

is stopped.
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536 In other words, in the vehicle communication system of the present embodiment, when the
user authentication process determines that the authentication is OK and the vehicle door
unlocking and engine starting are permitied, the user is identified by the mobhile phone 1D
used in this user authentication process. The communication function of the in-vehicle
communication device 15 using the phone number of the mobile phone EWéP&gdégeE§(E11®1 2
started, and the comumunication function of the mobile phone 100 is smpgd dmjl ;fg: dey fx

F244
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that communicates with the communication device 300 cutside the vehicle is The mohile

phone 1030 can be switched to the in-vehicle communication device 15
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556 In addition, in the vehicle communication system of the present emnbodiment, the

communication function of the vehicle-mounted communication device 15 is stopped by the
control of the controller 10 in conjunction with, for example, the engine stop of the vehicle.
is stopped, the in-vehicle RFID reader 13 instructs the REID tag built into the mobile phone
100 to start the communication function of the mobile phone 100 under the control of the
countroller 10 as described above. The communication function of the mobile phone 100 is

started by writing information such as a flag for the purpose.
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572 In other words, in the vehicle communication system of the present embodiment, when the
user authentication process determines that the authentication 1s OK and the engine of the
vehicle is permitted o stop, the mobile phone 100 identified by the mobile phone ID used in
the user authentication process The communication function of the in-vehicle
communication device 15 using the phone number of is stopped, and the communication
function of the mobile phone 100 is started, and the device that communicates with the
communication device 300 outside the vehicle is called from the in-vehicle communication

device 15 It is designed to be switched to the mobile phone 100 .

ss1OE D AEBEBEEOE
all \’/h;ti
EE% 1 O O U) rﬁn[{f: oA i

T3V AR
é%l’%} nlh‘
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[0021]
521 The speaker 16 and the microphone 17 are for enabling so-calied hands-free communication
when the communication device 300 outside the vehicle, which is the communication

partner of the vehicle-mounted cormmunication device 135, is a telephone.

so5s AE—H 1 6 RU7A27 1 7, HEEER 1 5OWEEHETLRLENOEEHEZ00
BMTHILEI, WBRRENY AT —@ERTAA558T 5120080 TH %,

[0022]
soz The display 18 displays various information for vehicle occupants under the control of the

controller 10, and is installed, for example, on an instrument pangel inside the vehicle,

X AMIEOGE &
A bV A Nz

MR

soo In the communication system for vehicle of the present embodiment, when the device that
comynunicates with the commumication device 304} outside the vehicle is switched from the
maobile phone 100 to the on-vehicle communication device 15, or from the on-vehicle
communication device 15 to the mobile phone 100, information to that effect is displayed as

a message on the display 18 .

615 T LT, AEFIERED

HEAREE Y A7 LT, 35O#E/E3 0 0 LOT

@ﬁm 100 HENE ﬁlS«b%©§/3nhk% =AY e
oy &}’\VJJ““‘/ LRin EEICE, FOEOMEHRMN, C07

P RICAY = UTERRENS,

621 As the display 18, a display dedicated to this system may be installed in the vehicle, ora

display used in another vehicle-mounted system such as an in-vehicle navigation system may

be used.

Tk YFPAATLAT8ELT = ) & 0 FH R “’%ﬁ?‘«’?‘les EX1012
s T, DOF 4 AT LA 82 UTIE. &Y A FIMCERNO L O BE U TR ;
020 IS =0 " Vet ‘Page 1798 oF 1244
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F LR EOWOEER Y AT LTHWAS T 4 A7

ThIwl, AT
LABERHT AL 2L TH &,

[0023]
533 The controller 10 is mainly composed of a microcomputer having a CPU, a ROM, and a RAM.
It controls the overall operation of the system and realizes the operation of each section

described above,

D
B8]
~

arbho—21 0, CPURROM, RAMEWA A 27020 2 — 280Ukl &
N, CPUSRA ?\,{?’g»“t?»-}-':wj TEUTHHUTROMKEH S HE o b
TEEIET, 'f/F(ﬁi\Ui i FAE A7 LICBIT 52 WO 2 FEIIC
b L:f:ﬁﬂ)%ﬁ’?faﬁ HEELEDTHES,

s43 That is, in the vehicle communication system of the present embodiment, under the control of
the controller 10, the user authentication process using the mobile phone 1D, the
locking/unlocking of the vehicle door by the door lock actuator 12, the vehicle engine by the
ECM 14, Starting/stopping, switching of devices communicating with the communication

device 300 outside the vehicle, and the like are performed.

w0 Tl ARIEEOBRABE AT AT, 32 hu—F 1 0L kB H#IOL & T, %
H L WEREEEENS . BV T O F a2 1 2Bl RV O
JCM14QJ? @l/VVM@/foﬁﬂmﬁhwgiﬁéC
YIHFA L b hd,

r+1

{0024
ess Here, a series of operations in the vehicle communication system of the present embodiment

configured as described above will be described with reference to the flow charts of FIGS. 2
and 3. FIG.

[\&"m Rfafu bS] 3%0;}@}{?‘){’; vj(‘ h

b
[,

T, BEOX ,Mﬁ;ﬁi:‘ NARENEFRED I FEE v
B2 MOS fﬂmrhm%?éﬁb&ﬁ%ﬁ%ﬁ%o

s6s The flow chart of FIG. 2 is executed by the contreller 10 in the process imrmt&?c‘é\agg: Etxpl 012
state before the vehicle occupant gets into the vehicle to the vehicle ruamﬁg xm{gl )lxg ]pgl 244
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vehicle occupant gets into the vehicle and performs an operation to start the engine. The
flow chart of FIG. 3 shows the tlow of control executed by the controller 10 in the process

from when the vehicle occupant stops the engine until he gets off the vehicle. is.

SV T T

672 7% ¥, B2 DT 11— LR BN D IAD RO AR 5
ISR DA TI YV R GBS 2 A 802t » THEETIRE L 92 5 TO
J/sU*?iO(mU%ﬁ ‘nAEHEORNERLELOTHED, B3I H—F v —}

Emﬁﬁmi///&“Lft7%ﬁwfjfﬁ6%$?%i?@ﬁ@T\3V¥Em

D E R LR THS,

s
7%
i SO VRN

/Lu»«

T 1 QIR DFEITIN S

{0025]
682 When the control flow of FIG. 2 is started, the controller 10 first deternunes in step S101

whether or not the mobile phone ID has been read by the vehicle exterior RFID reader 11.

71;”"J‘Fﬁyﬁc )/ S SR A | O(«d\x fﬁﬁ A
l[“h“hiiimﬁgﬁmémuIprﬁﬂﬁ%ﬁﬁé*

gr

7‘A\/b—/ 10 1T [N
SN HET 4,

eso Here, when the vehicle occupant holds the mobile phone 100 over the vehicle exterior RFID
reader 11, the mobile phone 1D is read from the RFID tag built into the mobile phone 100 by
the vehicle exterior RFID reader 11, and the read mobile phone ID is read. is supplied to the
controller 10, the controller 10 advances the process to the next step S102. (user

authentication processing}.

COC, HEBEAMERETRLO (}?i?‘fi?iﬁ"ifﬁ' I ﬁ ‘)m’ﬂ“i LIS 73"&3:’ T HMH

695 o O c‘,
RFIDU—&1 1Ry BEEIE FIpE A1 DA
TS ST AN ’mmﬁﬁih_ﬁﬁyéADﬁﬁ %nm%iﬁi{ ‘33 Tk
—Z 1 QMO AT v 7S 1 O 2A\EUEES, A5 7S 10 2B0T, HL
RFIDU—41 1iC. dmﬁﬂ%ﬂﬁﬁﬁ%ﬁi R BN T A 8EFE
ARIO0OERENIDELULTTFREREN TS ] 3 L "f{ TAEMENEHETS (2

— 5}

4

ARREALED)

[0026]
707 Only when the mobile phone ID read by the vehicle exterior RFID reader 11 maiches the
registered 1D, the controller 10 proceeds to the next step 5103, and in ste;MSé&?e 8§SdEX1 012
lock actuator 12 is activated. The door lock actuator 12 is controlled to unlock the doar o
. ‘ Bage 1200°Sf 1244
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the vehicle.

w7

71z T L/“r‘ b 1 Ol HWHRFIDU—-AT L DEARONIERERIDE
BEENTWA I D& %»—Afv 25%%??5Ld)9%470)}<i‘vT7°S 1 0:3f\é*@ PRAE S, AT 0w
'Sl@Smﬁ“” RTINS F o n—=2 1 2T, TORTRY 2T T
T “«L<;935%Lh0)§~ Y Ty IS,

{0027]
721 Nexi, in step S104, the controller 10 determines whether or not the vehicle occupant has
performed an operation to open the vehicle door.

—

724 X1

.Y huE—F 108, AF TS 10 41KENT,
BN ThbN = S HEd 5,

I3

BHEO RV RS

728 This determination is made by the controiler 10 reading, for exampie, a signal from a door
open/close switch provided in the vehicle or a signal from a sensor that detects the door
open/close state.

2z ZOWIEE, IR, Mumﬁmm TR AA v F OGS, 80 BT RIRNREE R
§AELYDERLTE Vhr—3 1 O SN T T 9.

7a6 Then, when a predetermined time has elapsed without the vehicle door being opened after
the vehicle door was unlocked (affirmative determination in step 5103), the coniroller 10
determines that there has been some kind of malfanction, In step S106, the door lock
actuator 12 is controlied to lock the door of the vehicle.

7a1 T LT, I SHEWEO RTINS T &k e RS
(Z5v 78105 TEHEENHE ,Wﬁ%”@ I hoe—S5 1 Ok, WS hOBREEIN D

4
BOLHEIL, A7y TS 106IKBNT, Koy s ?/“11m§}2@%ﬁbf
CCORTEY T IF a2 2K IO R Ry 7

747 The predetermined time here is set to, for example, about 10 seconds, and is counted by a

timer circuit or the like provided inside the controller 10,

750 75 ¥3. O CTOER ]

Az OMBILCAsE SN, aY bo—T 1 QiLRegEd BRTo12
SATEERIT EThHT Y FENS

-
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{O028]

757 On the other hand, if the vehicle door is opened before the predetermined time elapses after
the vehicle door is unlocked, the controller 10 proceeds to the next step S107. Itis
determined whether or not a predetermined operation for starting the engine has been

performed.

762 -  HEO R RT e XS TS AT E R O R SRS
L:é Lo dvbha—T 1 0k, RO TS 1 O 7«’\‘”‘@”’2}2&’)\ ATy 7S O 703

£,

W, HlEAIK K DO Y VR E Y S 0D OINE QBN R ENIe G

768 Here, the predetermined operation is, for example, an operation such as pressing a

predetermined push button while depressing the brake pedal while the engine is stopped.

771 5. COTOREOEEEIL. HIAE, Y rELUTWARET T L2
FHIZIEIED T v v 2R R /fz’)ﬁ? Tl B OBFETHE S,

775 Then, when such an operation for starting the engine is performed, the controller 10 controls
the in-vehicle RFID reader 13 in step 5108 so that the in-vehicle RFID reader 13 is read by

the vehicle occupant. to read the mobile phone I} of the mobile phone 100 placed on the

holder.
o LT, TOEIEL VRIS AIOOBER IR EGEI. 2y hu—21 0l

\Zﬁyibiogm%DL\LWﬁRPlDJ ----- ﬁi&ﬁ%@tf\zwﬁm%
REIDY—4T 3IC, HliRENHEANCH LIAA TRV XICHE

I i m..L\’L(l}szj‘—bﬁ o

755 Then, in step S109, the controller 10 determines whether or not the mobile phone ID vead by
the in-vehicle RFID reader 13 matches the mobile phone ID registered in advance as the
mobile phone ID of the mobile phone 100 owned by an authorized vehicle occupant. (user

authentication processing}.

Lo Bl S 2N

SRR

zsg?Ex1o12

1%2 of 1244
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7es In step S108, i the reading of the moebile phone ID by the in-vehicle RFID reader 13 is not
performed normally, the display 18 may display a message or the like prompting the user to

piace the mobile phone 100 on the holder. .

sl 3. AT w8 SR F I DU —X 1 S KA ERES I DOFEAHODMERIK
fThhiuniEgs BIO00EFVRLHETZCERET A vV«
Xj L’]} } 8 ‘«’Lﬂ.'iﬁ/l\g{.. j\ ,) ‘:~—- LJVC%)d\v s}

{0029]
zos Only when the mobile phone ID read by the in-vehicle RFID reader 13 matches the registerved

ID, the controller 10 advances the process to the next step S110. Allow start.

st FLT, Oy ihua—351 0, BRHARFIDY—H1 3k vFARONEREFIDE
BERE N ‘ 2% —————— T BIBEFICOBHIDRAF v TS 1 1 O\, 5y
ECM1 4lickadElOI Y VibsiRIrald 4,

816 This will start the engine of the vehicle.

sis CAHUC KD, BHOIT YU VAMREIE DL 2ok B,

821 OUn the other hand, if the mobile phone 1D read by the in-vehicle RFID reader 13 does not
match the registered ID, the process returos to step S107 and waits unti] the predetermined

operation for starting the engine is performed again

s25 —J7. HARMHRF IDY—41 3L 0FEALS af% '?Inwﬁf TSI DE—
LURGERICE., AR5y 7S 10 70T, LYY hin b aiEORIE T
ONAECEHET S,

&3o At this tme, the display 138 may display a message or the like notifying that the mobile phone

placed in the holder is different from the registered mobile phone.

an Frd2 MY
833 /ddD, (LY f.‘{‘\
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{0030]
g4p Next, in step 5111, the controller 10 controls the in-vehicle RFID reader 13 to set a flag or the
like o instruct the RFID tag built in the mobile phone 100 placed on the holder to stop the

cormmumication function. information.

OﬁﬁATW7éi}l %w( $Nﬂ Dy —%1 3&EEL
any : “RF I 'Vﬂ JIC, IEERSEDE

s49 Thereby, the communication function of the mobile phone 100 is stopped.

Bt 1 O OOWEREN SRS hE T s,

&51

854 Also, in step $112, the controlier 10 sets the phone number of the mobile phone 100 to the
in-vehicle communication device 135, and the in-vehicle commmunication device 15 uses the
phone number of the mobile phone 1080 to communicate with the communication device 300

outside the vehicle. to be able to perform

859 :}; i

,\ﬁ

(003 1]

gs7 Then, in step 51173, the controller 10 displays on the display 18 a wmessage or the like
notifying the vehicle occupants that the device that communicates with the communication
device 300 outside the vehicle has been switched from the mobile phone 100 to the vehicle-
mounted communication device 15. display, and ternunate the series of control {flows shown
in FIG.

3B%LT\J/“U“}1 ., AF7w 7S 11 3BT, BHOEERS OO LOlTEE
R TR 1 0 O SHHoEEIR 1 S LU Bb ot T L BRI RICH
%&G%Vﬁ~v@:%rf"ﬁb»186&m L B 2WORY ORI T
CRAR

Mercedes EX1012
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{C032]
882 Also, when the control flow of FIG. 3 is started, the controller 10 first determines in step S201
whether or not a predetermined operation for stopping the engine has been performed by

the vehicle occupant.

sse ¥lm, BE3OBEHTTO—HEENAE, 32 Fa—F 10, £9. AFv 7520108
T, HEEERICE D LU R EE YA RO EOBEN S S ET S

[a)

so1 Here, the predetermined operation is, for example, an operation such as pressing a

predetermined push bution while depressing the brake pedal while the engine is running.

P R AL T

894 /ﬁfi& CTTOFGEORA L& PIZIE, Zy VML T SIRET
TR i)/'?n$§¢€ﬁ'ﬁ&mkﬁ”&w,

zoz Then, when such an operation for stopping the engine is performed, in step 3202, the
controller 10 controls the vehicle interior RFID reader 13 so that the vehicle interior RFID

reader 13 is mounted on the holder. The mobile phone 1D of the mobile phone 100 s read.

oo F LT, COESTGI vy BE TS SOBENTENRE, 3V FE-5 10
\X%vazeszMT\ﬁWMRFIDJ—ﬁl SEBELT, C
RFEFIDUY—AT 30, FAAFCEBEINTODERERE T 0 QOB ES

oog Then, in step 5203, the controller 10 determines whether or not the mobile phone ID read by
the in-vehicle RFID reader 13 matches the mobile phone ID registered in advance as the
mobile phone 1D of the mobile phone 100 owned by an authorized vehicle occupant. (user

authentication processing).

4 O3lHENT, HNHRF I DU—X 1T 312
=¥ I\Fﬁ;’ﬁ %—Q }/5?@‘ E}iﬂh’&k } (-) () Q)}%rué:‘g}ﬂ{;
ﬂ?%@ﬁ@?ﬁiia‘imw$ﬁm@>o

918 In step S202, if the reading of the mobile phone ID by the in-vehicle RFID 1mé‘f;&éa é%nEtX'l 012
performed normally, the display 18 may display a message or the like pmﬁgéi tB& g% ?t,fz 44
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place the mobile phone 100 on the holder. .

o7z, AT TS 202 THAKMREID ”“‘""‘?‘\1 S AEREIN I DOEHE 5?‘5"&15%’?7
17721 ‘/’a:b\fw“bm BEEIR T 008 RLVAICREBET A AT A v Vs g
LA 1 SICFESREESZ LS L L?E'del-’

{0033]

o3¢ Unly when the mobile phone 1D read by the in-vehicle RFID reader 13 matches the registered

1), the controiler 10 proceeds 1o the next step 5204, Allow stop.

7, 32— 1 003, HAARFIDU—R I 3K DEARONIEREFRI D2
RENTNAS D =BT BREILDRRO AT v TS 2 0 4EUBEED, AT

FS204CBNT, ECMI 4o kAo EbrRimid s,

938 This will stop the engine of the vehicle.

943 On the other hand, if the mobile phone ID read by the in-vehicle RFID reader 13 does not
maich the registered 1D, the process returns to step 5201 and waits until the predetermined

operation for stopping the engine is performed again.

o7 —H, HAHRF I DU—A 1 3iCk® ﬁ‘"'#}f{fﬂl }' EERER I DAEREINTVLA I DE—
?ﬁ":i/}étﬁb i7/7ji"]k\-(4dw, /ZxT"7 S2011 -;tmuﬂ =, L :/1’51L_ ’)ﬁ,c‘"})dﬂﬁ ?/')fxﬁfkfl‘&?,xfT

b5 ETHETS

952 At this time, the display 18 may display a message or the like notifying that the mobiie phone

placed in the holder is different from the registered mobile phone.

oss T3 A3, COEE, VAL EBRIN T LHEFETENIBRINTWRE DL ER L8240
dH A '““-‘/*i% T A AT LA T BICERIESLAKLTEXY
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962 Next, in step S<b>2035 | the controller 10 controls the in-vehicle communication device 15 to
stop the communication function of the in-vehicle communication device 15 using the
telephone number of the mobile phone 1006.

]

j:/}“rl‘"“:;’ 1 Oii\ 7;”7’"‘? .j S 205 Lmjbv\ C TP)CJ: E 3

ss6 IR ek
EHET 0 00 SHE 1 5 OEER "“"l%”f;,;éf'*i‘éo

RPN

2R LT, WHE

[ @) ]

o7o Further, in step S206, the controller 10 controls the in-vehicle RFID reader 13 to transmit a
flag or the hike for instructing the start of the communication function to the RFID tag built in
the mobile phone 100 placed on the holder. have the information written.

ouFle, OV RE=F10@, AFY 7S 206BNT, FRMRF IDY—41 3EHEL
T, TR HEEINTVAESESEL O0ICNERENR Y I DEVIC, BEEEDOHE
BAEIET T A0 TS5 4 \;\‘10)!?§ BNEEBERATFHA,

279

As a vesult, the communication function of the mobile phone 100 is restarted, and the mobile
phone 100 is brought into a state in which communication with the communication device
300 outside the vehicle can be performed.

og3 CAUCE D, EEHEEIE 1 O 00 i : HEETERENIE T O O THIN D @S
3 ( ” C\: G)ﬁﬁv‘:u f 7;“1f;*1 ’7 J}(EE:: é.";/a«;g)o
[O0O35]

900 Then, in step S207, the controller 10 displays on the display 19 a message or the like
notifying the vehicle occupants that the device that communicates with the communication
device 300 outside the vehicle has been switched from the vehicle-mounied communication

device 15 to the mobile phone 100, is displayed, and the series of control flows shown in
FiG. 3 are terminated.

o0 T LT, Dy b= 1 00, A5y 7S20710B0C, BAOEER3 00 O TEEG
g-&,/:: ‘5 »wﬁ\ﬁ Lﬁk@{ ..454.—1%%1 O OJ\‘" U ',E}ib l}—. &-?&.- Ed m%&l

Hid A A wb—I Py AT A1 QICEREE, 3T 7T @@%ﬁ7m~“ﬁf
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A1 5 S
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10036]

1005 As described above with specific examples, in the vehicular communication systemn of the
present embodiment, the mobile phone ID of the mobile phone 100 owned by an
authorized vehicle occupant is used to unlock the doors of the vehicle. A user
authentication process is performed for permitting a start preparation operation such as an

engine start and an exit preparation operation such as an engine stop.

rors B BRI 28I S EIHL I X 5 I, 72?x?'6ﬁ5’}§?20)$mfﬁ BEIVRFLICHBANT
=G BRI AT SEREERRT O0OEEEN I DERWVLT, HEO RT7OT

Tl 279 3 &p ,; w‘@ FEEMEERIESD, i f‘im E ORI E T
=30 13 E5ILT0E,

1017 Then, when the user authentication process is successiul, the in-vehicle communication
device 15 can communicate with the communication device 300 outside the vehicle using
the phone number of the mobile phone 100 used in the user authentication process.  have
to.

joo2 Z T, TGRS Lo JeEAIT, EHEGEEH L 5
MW EEEERE L O OOFTHFBESERIGT, ENOEEH300 k0
A5 L C Ao

1027 Therefore, according to the vehicle communication system of the present embodiment,
connmunication can be performed with the vehicle-mounted communication device 300
without assigning a unique telephone number to the vehicle-mounted communication
device 15, and effective use of the telephone number can be achieved. In addition, even if,
for exaraple, a plarality of mobile phones are brought into the vehicle, the telephone
number used by the in-vehicle commumication device 15 can be uniguely identified. 300
can be properly communicated.

1035 LAY T A
%Y‘F’H 9 HT ;’ [y \E;};
%G’rﬂ;}) E_j"";h, L"
T, s ;;1;'«’%%1
.,E 5 ll\_.t iy\f\().}i\..:'l;\%—%cg O Q I)())F[j L:\U)}@ =5 b,
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O
10057 Mercedes EX1012
1045 Further, according to the vehicle communication system of the present “)‘Epod]mglﬁtoghg 1 1244
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the user authentication process results in authentication UK and engine start of the vehicle
is permitted, the communication device 300 outside the vehicle can be connected without
any special operation by the vehicle occupant. When the device for communication between
the mobile phone 100 and the vehicle communication device 135 is automatically switched
from the mobile phone 100 to the in-vehicle communication device 15, and when the user
authentication process results in authentication UK and engine stop of the vehicle is
permitted, the vehicle occupant receives a special Since the device for commumicating with
the comununication device 300 outside the vehicle is automatically switched from the on-
vehicle communication device 15 o the mobile phone 100 without any operation,

convenience is greatly improved.

w057 Fin, AREMEEOENEE S AT LI NE. .1““‘{5*2*
EENT TN s Vg o E i VAl B 1%&\Tm%ﬁm¢wf'
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10038]

1wse Further, according to the vehicle communication system of the present embodiment, when
the device for communicating with the communication device 300 outside the vehicle is
automatically switched from the mobile phoone 100 to the vehicle commupication device
15, or when the vehicle communication device 135 is automatically switched to the mobile
phone 100, a message to that effect is displayed on the display 18, so that the vehicle
occupant can select which device to use when comumunicating with the communication

device 300 outside the vehicle. You can know exactly what to do.

UL, HENOMEEEI 008
i15mb;@mcm@ﬁi%ME.

107 fﬁxﬁ%%ﬁﬁ
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251k RIL, FOEC g,
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S EORERE B HHETHEMNTES,
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1087 [ Second Embodiment] Next, a vehicle communication system according {{]ja maogi%
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embodiment of the present invention will be described.

f «meﬂ@{mv/zs j—x/% By \‘AUEF

1090

094 The vehicular commmunication system of the present embodiment uses a dedicated portable
device other than a mobile phone to perform a user authentication process for permitting a
stari preparation operation and an exit preparation operation of a vehicle. The oun-board
communication device communicates with the communication device outside the vehicle
using the phone number of the mobile phone registered in association with the
identification information of this mobile device (for example, data communication with the

information communication center cutside the vehicle, hands-free cali, etc.).

Bk T
f.=“'>zh7.> LOTHY, H
Q‘J{‘lé i L‘P"§13t ;

ik} “““d)ifﬁmh_ =R Ti\(«ix
iE ‘i“?@%“-/"“{fﬁ@f’ﬁ 7
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{0040}
1112 F1G5, 4 1s a block diagram showing a schematic configuration of the vehicle communication

system of this embodiment.

ORISR e R 7oy ZRTCH 5,

s B AL, ARFEREIEE

1118 As shown in FIG. 4, the vehicle communication system of the present embodiment includes a
controller 20} for centrally controlling the operation of the entive system. 23, an in-vehicle
transmitting antenna 24, an in-vehicle receiving antenna 25, an engine control module
(ECM) 26, an in-vehicle RFID reader 27, an in-vehicle communication device 28, a speaker

29, a microphone 30, and a display 31 are connected. ing
: g
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{004 1]
1135 Under the control of the controller 20, the external transmission antenna 21 recetves
identification information unigue to the portable device 400 (hereinafter referred to as

portable device ID).

Oy ha—S 2 QoL AREOL LT, BER A4 0 0ICiEEe

1143 ) to the putside of the vehicle.

NMA FIS e TR 3 T T,
1145 ) OWERTRS S 1 DEDK

1148 The transmission of the I} request signal from the external transmission antenna 21 is
performed, for exaraple, when a vehicle occupant presses a predetermined request swiich

instalied on a vehicle door or the like.

1152 CORIRET I DEREBOHGR, WAL,
: A FEM TR &

1156 Then, when the D request signal is transmitted from the outside transmitting antenna 21,
the portable device 400 exisis within a predetermined transmission area where the 1D
reqguest signal reaches, that is, when the portable device 400 is installed at the door of the
vehicle or the like. When a vehicle occupant who has pressed a predetermined request
switch carries portable device 400, portable device 400 receives this I request signal and

transmits a portable device ID in response.

e LT, TOHEREY 72 15 1 DESR
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[0042]
1173 Under the control of the controller 20, the external reception antenna 22 receives the
portable device ID transmitted from the portable device 400 in response to the 1D request

signal from the external transmission antenna 21 .

iy HAWAEY 2 20, v bho—22 0l Xk AHEOE FET T2 1
501 DESREEAOINE L UTHEREKA 0 0S5 EI T %%& DS {Ed 5807

H4,

1182 The portable device ID received by the external receiving antenna 22 is supplied to the

controller 20 .

1185 O ODBIANAZ

[0043]
1191 The door lock actuator 23 automatically locks and unlocks the doors of the vehicle under the
control of the controller 20, like the door lock actuator 12 described in the fivst

embodiment.

N

pros N7 O 7T G 4 L—2 2 3. B 1 DEEERE CZHHLY VA T g -
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I

1200 In particular, the door lock actuator 23 unlocks the doors of the vehicle from the locked state
when the user authentication processing is performed by the coniroller 20 and the

authentication is OK.

4 N s —r R, .
204 I, CORTOw T ST g T

Z
TN T OK &z &,

1zos In this embodiment, the user authentication process by the controller 20 uses a portable

device ID. which is identification information unigue to the portable device 400 .

,niblif@u\ },&’r{j g £4 000 LL
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1215 That is, the controller 20 stores the portable device ID of the portable device 400 owned by
an authorized vehicle occupant in an internal memory or the like. When the portable device
D received by the external receiving antenna 22 is sent, it is checked whether the portable
device ID sent from the external receiving antenna 22 matches the stored {(registered)
portable device 1D, By determining whether or not, user authentication processing is
performed.

1222 ED . AV ho—T 2 0k, FHE
DAEYREIHBELTED,
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1229 If the portable device [D sent from the external receiving antenna 22 matches the stored
portable device 1D, the authentication is accepted, and unlocking of the vehicle door by the

door lock actuator 23 is permitted.

12 T LT, BWRZET T2 2 bR TEREER T : NAHEFERID E—
g kL, Ry 7 aFar—R23 M&%@ﬁ??)”““w&%ﬁﬁ

{0044
1241 Under the control of the controller 20, the in-vehicle transnussion antenna 24 transmits an
ID request signal for requesting a portable device ID from the portable device 400 toward

the interior of the vehicle,

120s FIPREET 27 F 2 41k, > hru—F 2 010 & % i
WHE I DAIDRY B | DERGEE

1z4e The 1D request signal is transmitted from the in-vehicle transmitting antenna 24 when a
vehicle occupant who has entered the vehicle performs a predetermined operation for
starting the engine or performing a predetermined operation for stopping the engine. be
done.
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1259 Then, when the ID request signal i1s transmitted from the in-vehicle transmitting antenna 24,
if the portable device 400 exists within the predetermined transmission area where the ID
reqguest signal reaches, that is, if the vehicle occupant in the vehicle carries the portable
device 400 When the mobile device 400 is 1n possession, the mobile device 400 receives

this I request signal and transmits the mobile device 1D} as a response.

1265 € LT, TOHEMNR I DERER ek 3 W, TO1 DERE
EHhECATEDZEG T 7’ fﬁ,mﬁg 4 0 O/\'\{J'?‘fb 711\;&51%“@\ ERASpRZN i)\ @»%“ BEN
ALTC R En/J‘ﬁ?%’%‘- 10 O j’*‘”}'}‘%ﬁ LTWBERIC, #FE4 0080 DERIESEZ
SLT, FOIREELTHEEE I DERET 5,

[0045]
1274 The in-vehicle receiving antenna 25 receives the portable device 1D transmitted from the
portable device 400 in response to the 1D request signal from the in-vehicle transmitting

antenna 24 under the control of the controller 20 .

mmﬁm%@?y%+zsa‘ﬂwim 20K KAEEHOL LT, HNBET Y7+ 2 4
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i283 The portable device ID received by the external receiving antenna 25 is supplied to the

controller 20 .

joss COHNSET 72 BT EINAEFEIDE, a2 bho—22 QBTN S,

{0046]
1292 The ECM 26 controls the operation of the engine of the vehicle, like the ECM 14 described in

the first embodiment.

"b
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1z9¢ In particular, the ECM 26 starts or stops the engine only when the user authentication
processing using the portable device ID in the controller 10 results in a successiul

authentication. .

303 RS, TP w?emxlvﬁy@%%% In . a3 bhO—2 1 O TORREE
I DBz a—War e X ﬁﬁOnkha#k%m"ﬁxiyyy%%ﬁggmb
’fﬁ" XTSI LT AT

1308 That is, when a vehicle occupant performs a predetermined operation for starting the engine
{for example, pressing a predetermined push button while stepping on the brake pedal},
first, an 1D request signal is transmitted from the in-vehicle transmitting antenna 24, and
this signal is transmitted. In response to the I request signal, the mobile device 1D is
transmitted from the mobile device 400 and received by the in-vehicle receiving antenna
25.

1315 “5"73{??’) 5,
F BRI

*}‘ 2 4 AR D %/
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1321 Then, the portable device ID received by the in-vehicle receiving antenna 25 is sent to the

controller 20 .
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1328 The controller 30 determines whether or not the portable device I3 sent from the in-vehicle
receiving antenna 25 matches the stored (registered) portable device ID. Allow the ECM 26

to start the engine.

1332 22 hYE—23 0ld, T0 Tﬁ ifn?l/?"“ﬁ"? "/C"f"i‘;:h/ﬁ C?fc'%%tﬁil DL,\ uiﬂ’

= L e

1337 The BECM 26 starts the engine only when the controller 20 permits the engine to start.
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1343 Also, when a vehicle occupant performs a predetermined operation to stop the engine (for
example, pressing a predeternuned push button while depressing the brake pedal), first, an
1D request signal is transmitted from the in-vehicle transmitting antenna 24. The portable
device ID is transmitted from the portable device 400 and received by the in-vehicle
reception antenna 25, and the controller 20 receives the portable device ID received by the
in-vehicle reception antenna 25 and the stored (registered) mobile phone. It is determined

whether or not the ID matches with the ID, and if they match, the authentication is UK, and

the ECM 26 is permitted to siop the engine.
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1360 The BECM 26 stops the engine only when the controller 20 permits engine stop.

ez F LT, BECM26W, 32 h0—22 0l X0y /8 b daInciGaicdds, o

VUV EREESE S,

10047]

13s¢ Under the control of the controller 20, the in-vehicle RFID reader 27 performs contactiess
wireless comumunication using radio waves or electromagnetic waves with the RFID tag built
in the mobile phone 100 of the vehicle cccupant in the vehicle. | to read the mobile phone
I} written in the RFID tag. and to write information such as a flag for instructing the stop or

start of the communication function of the mobile phone 100 to the RFID tag.
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1382 This in-vehicle RFID reader 27 1s installed in the center console or the like of the vehicle in
the same manner as the in-vehicle RFID reader 13 described in the first embodiment. Then,
contactiess wireless communication can be performed with the RFID tag built in this mobile
phone 100 .

357 COENARF [ DU—&2 713, 10ﬁh%% CRBH L /N
A, HPRO A — 0 — AR R = 4 {
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1393 In this embodiment, the mobile phone 1D read by the in-vehicle RFID reader 27 is not used
for user anthentication processing, but is used to confirm that the mobile phone 100 is

brought into the vehicle.

paey AEMILARETE, ZOHNHARF I DY—X 2 7 THANGNIEFEEE I DI, 258
AFLERICIZ OB IR, BT Bl O OMHANIEBRAENTWA T LB HERET AT

BILHINEND

1402 In addition, in the present embodiment, the in-vehicle RFID reader 27, under the contyol of
the coniroller 20, sends a flag or the like to the RFID tag built in the mobile phone 100 10
instruct the mobile phone 100 to stop or start the communication function of the mobile
phone 100, , and the controller on the mobile phone 100 side refers to the information
such as the flag written in the RFID tag, and stops or starts the communication function
accordingly. Similarly, the controller 20 can control the communication function of the

mohile phone 100 .
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{0048}

421 The in-vehicle commmunication device 28 uses a telephone line 200 to commumicate with a

communication device 300 ocutside the vehicle. Mercedes EX1012
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1428 In particular, the communication function of the in-vehicle communication device 28 is
controlled by the controller 20, and when the communication function is enabled under the
control of the controller 20 (when the comupunication function is started). uses the
telephone number of the mobile phone 100 registered in association with the mobile device
D used in the user authentication process in the controller 20 to communicate with the

communication device 300 outside the vehicle using the telephone hine 200. conduct.

cass BRC . COHEGRE” 2 '?
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1442 That is, in the present embodiment, the controller 20 associates the mobile device 1D of the
mobile device 400 owned by the authorized vehicle occupant with the telephone number of
the mobile telephone 100 owned by the authorized vehicle occupant and stores it in the
internal memory or the like. When starting the communication function of the in-vehicie
communication device 28, the mobile phone 1D is read by the in-vehicle RFID reader 27 10
confirm that the mobile phone 100 is brought into the vehicle. Using the telephone number
100, communication using the telephone line 200 of the in-vehicle communication device
23 1s enabled.
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145¢ The telephone number of the mobile phone 100 used by the in-vehicle communication
device 28 for communication using the telephone line 200 may be set in the in-vehicle
communication device 28 in advance, or may be set when the comunnnication function of
the in-vehicle communication device 28 is started. Alternatively, the data may be sent from

the controller 20 to the vehicle-mounted communication device 28 and set in the vehicle-

mounted communication device 28 . Mercedes EX1012
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[3049]

1475 In the vehicular commmunication system of the present embodiment, when the
communication function of the in-vehicle commumication device 28 is started, the in-vehicle
RFID reader 27 is built into the mobile phone 100 under the control of the controller 20 as
described above. By writing information such as a flag {or instructing to stop the
connmunication function of the mobile phone 100 to the RFID tag, the communication

function of the mobile phone 100 is stopped.
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1480 In other words, in the vehicle communication system of the present embodiment, when the
user authentication process determines that the authentication is OK and unlocking the
doors of the vehicle or starting the engine is permitted, the mobile device ID used in the
user authentication process is associated with the mobile device ID. The communication
function of the in-vehicle communication device 28 using the phone number of the mohile
phone 100 registered in the above is started, the communication fanction of the mobile
phone 100 is stopped, and communication is performed with the communication device
300 owtside the vehicle. can be switched from the mobile phone 100 to the in-vehicle

communication device 28 .
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{0050]

151¢ Further, in the vehicle communication system of the present embodiment, the
communication fanction of the vehicle-mounted communication device 28 is stopped by
the control of the controller 20 in conjunction with, for example, stopping the engine of the
vehicle. is stopped, the in-vehicle RFID reader 27 instructs the RFID tag built into the mobile
phone 100 to start the communication function of the mobile phone 100 under the control

of the controller 20 as described above. The communication function of the mobile phone
100 is started by writing information such as a flag for the purpose.

is18 ¥, AKFEA ?ﬁfﬁ‘li 3 i Eﬁ{ﬂ %{iw Z AT, WA SOLAEN RN T, v
- by ﬁz? 8 DEEE MELZENE XS TnaR, &

[4 e
ﬁ N&Euz Jrksic, avho—S2 0100

i*'IDl.F“"-&’“Z 7‘/5‘3?’*‘”‘% BB 1 WG«L,)\%}{S‘”M R E IJ

Jodh 075 Tl BN S E
%%f;ﬁﬁ@wjﬁwawﬁn

%:Eﬁl O)b- & (

SAS T

526 In other words, in the vehicle commmunication system of the present embodiment, when the
user authentication process determines that the authentication is OK and the engine of the
vehicle is permitted to stop, the mobile device registered in association with the mobile
device ID used in the user authentication process. The communication function of the in-

vehicle communication device 28 using the telephone number of the telephone 100 15

stopped, and the communication function of the mobile phone 100 is started. 28 to the
mobile phone 100 .

1534 DE Y, AEHHEEOT m;m; AT LT,

ﬁ@in:V}ﬁﬂT NI,
THBREI N R ERE U U G)ﬁfﬁ:m}‘
?’l AR ok 2% TN ?;;ﬁg?{%nuﬁ 1000 ‘%«P
{ER4rHMsaN . HEGREEE 2 s LT

e,
>
oo
N

{\\

; "'MH@h‘,rﬁL\D%f Lz iti‘z{ﬂ&i ?‘ZI D &frﬁ}fﬁ

-t

{0051}

1545 Similar to the speaker 16 and the microphone 17 described in the first embodiment, the
speaker 29 and the microphone 30 can make a so-called hands-free call when the
communication device 300 outside the vehicle, which is the communication partner of the

vehicle-mounted conmmunication device 28, is a telephone. It is intended M ercedes EX1012
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{0052]

1558 The display 31 displays various information for the vehicle occupants under the countrol of
the controller 20, similarly to the display 18 described in the {irst embodiment. When the
device for communicating with is switched from the mobile phone 100 to the on-vehicie
communication device 28 or from the on-vehicle communication device 28 to the mobile

phone 100, information to that effect is displayed as a message.
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{0053]

1574 Like the controlier 10 described in the first embodiment, the controller 20 s mainly
composed of a microcomputer having a CPU, a ROM, and a RAM. | the overall operation of
the vehicle communication system of the present embodiment is controiled, and the

operation of each unit described above is realized.
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sas That is, in the vehicle communication system of the present embodiment, under the control
of the controller 20, the user authentication process using the portable device ID, the
locking/unlocking of the vehicle door by the door lock actuator 23, the vehicle engine by
the BCM 26, Starting/stopping, switching of devices communicating with the
connmunication device 3080 outside the vehicle, and the like are perfm‘meﬁl ercedes EX1012
Page 12271 of 1244
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[0054]

1s01 Here, a series of operations in the vehicle communication system of the present embodiment
configured as described above will be described with reference to the flowcharts of FIGS. 5
and 6. FIG.

1605 T T, BE RO

Z - MOBHEICD

1609 The flowchart of FIG. 5 is executed by the controller 20 in the process trom the vehicle stop
state before the vehicle occupant gets into the vehicle to the vehicie running state when the
vehicle occupant gets into the vehicle and performs an operation to start the engine. The
flow chart of FIG. 6 shows the flow of control executed by the controller 20 in the process
from when the vehicle occupant performs an operation {o stop the engine until he gets off

the vehicle. is.
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[O055]
1626 When the control flow of FIG. 5 is started, the controller 20 first determines in step S301
whether or not a request switch provided on a vehicle door or the like has been pressed by

a vehicle occupant.
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1635 When the vehicle occupant presses the request switch, the controlier 20 advances the

processing to the next step 3302, and causes the transmission antenna 21 outside the
vehicle to trapsmit an 1D request signal in step 5302
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{0056]

1647 After that, in step 5303, the controller 20 determines whether or not the portable device ID
transmitted from the portable device 400 as a response to the ID reguest signal has been
received by the external receiving antenna 22. FIG
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656 Then, when the portable device 1D is received by the external receiving antenna 22, the
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controller 20 advances the process to the next step 5304, {user authentication processing)
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1653 Only when the portable device ID received by the external receiving antenna 22 matches the
".__ e N 2 C

actuator 23

registered D, the controller 20 proceeds to the next step 5303, and controls the door lock
actuator 23 in step S3035. Then, the door of the vehicle is anlocked by the door lock
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[0058]
1682 Next, in step $306, the controller 20 determines whether or not the vehicle occupant has

performed an operation 1o open the vehicle door.
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168¢ Then, if a predetermined time has elapsed without the vehicle door being opened after the
vehicle door was unlocked (affirmative determination in step 5307), the controller 20
deternunes that some kind of malfunction has cccurred. In step 5308, the door lock

actuator 23 1s condrolled to tock the door of the vehicle.
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1700 Note that the predetermined time here is set to, for example, about 10 seconds, and is

counted by a timer circuit or the like provided inside the controller 20 .

1703 15 H. z:*’:‘omﬁd-ﬁf‘ﬁ 21 ORISR ET ., oy ho—7 2 ORENCGET S
Fe R AR T P ENS,
[0059]

1710 On the other hand, if the vehicle door is opened before the predetermined time elapses after
the vehicle door is unlocked, the controlier 20 proceeds to the next step S309. lt s

determined whether or not a predetermined operation for starting the engine has been

performed.

715 —77, HHEO RTET Y0y & $ 8T HFTERIRSET SRR O K7 A 51
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Ed 5,

1721 Here, the predeternuined operation is, tor example, an operation such as pressing a

predetermined push button while depressing the brake pedal while the engine is stopped.

1728 Then, when such an operation for starting the engine is performed, the controller 20 causes

the in-vehicle transmitting antenna 24 to transmit an 1D request signal in step $310.

7 TLT, COR37 J/yykﬁﬁéiét@aﬁ%ﬁ xa% u‘ny%.m%
20, ATy TS 3 1 0BWT, HFRET VT ’

o

{0000
1739 After that, in step S311, the controller 20 determines whether or not the portable device 1D
transmitted from the portable device 400 as a response to the HD request signal has been

recetved by the in-vehicle reception antenna 25 or not.

praz O, I bu—7 2 00X, <ww7\311m$mf\ID@w%faou
WA O OMDOFEIN-ETIRI DA, Tl

L R N I A 4

7 23@#(_}\3(\4;—:’

1748 Then, when the portable device 1D is received by the in-vehicle receiving antenna 25, the

controller 20 advances the process to the next step 5312, (usar authentication processing).

2HICEDEEEH DARETIhE L, 2V Pa—52 0130
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i760 Then, the controlier 20 proceeds to the next step $313 only when the portable device ID
recetved by the in-vehicle receiving antenna 25 matches the registered D, and in step

8313, the ECM 26 starts the engine of the vehicle. allow

i76s H LT, A bhma—2 Ok, BERSET v ““f:? SICEDEBEINEER DEBRE
B I DEN— ﬁ@%%ﬁ&@@wm T 7S 31 3RS, ATy
SSlSK“”C\ECMLGme$ﬁ®lV§Vﬁﬁ?J7'Q

1769 This will start the engine of the vehicle.

77 CHUCK D, HEOT Y U VBSREE NS D LICkS,

74 On the other hand, if the portable device ID received by the in-vehicle receiving antenna 25
dees not match the registered I, the process returns to step 5309 and waits until the

predetermined operation for starting the engine is performed again,

T DAERENTVS I DE—BL%

b‘ffi:ﬁ?éf . A7y 7S 300K »T., LYY VEEooOfEOBEREEThNS
‘”%M$w,

{0062
1786 Next, in step S314, the controller 20 controls the in-vehicle RFID reader 27 to read the
mobile phone I from the RFID tag built into the mobile phone 100 placed on the holder.

confirms that the mobile phone 100 owned by is brought into the vehicle.

oo BT, AV RE—T 20k, AT IS 3 14BN T, HRHRFIDY—A2
LT, RVACEEISNTOSERESRR T 0 0k? zxﬁ":h?’*R ID} ’“J‘M’%ﬁa"'
[ DEWAEZC LT, EHOHERENHETAHEFEF 1 0 O8I BIAE LT

WA ERERETS

1796 Then, in step $S3135, the controller 20 controls the in-vehicle RFID reader 27 to write
information such as a flag for instructing the stop of the communication function to the
RFID tag built in the mobile phone 100. FIG.

?;. HEG 3',1,E,.fv :
Tﬁage 1956 of 1244
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1816 Also, instep 8316, the controller 20 sets the telephone number of the mobhile phone 100 o
the in-vehicle communication device 28, and the wn-vehicle cormmunication device 28 uses
the phone number of the mohile phone 100 to communicate with the communication

device 300 outside the vehicle. to be able to perform

isis F7o, AV hPE—-2 20 AT ‘/’ 7S 31 b «ui’ol‘* C. WREFK L 0 00FEFER S H
j&ﬁ{;]*}\i*z Sty b L7, e i E‘ﬁL] { Uﬁfﬁimnﬁg’ }Hﬁ‘w s { bid)
BEBM30OEDETEERITAD:

)*F1‘3F"4

{0063

1823 Then, in step $317, the controlier 20 displays on the display 31 a message or the like
notifying the vehicle occupants that the device that communicates with the comumunication
device 300 outside the vehicie has been switched from the mobile phone 100 to the in-
vehicle communication device 13, is displaved, and the series of control flows shown in FIG.

5 are termmnated.

o T LT, v bho— L AT .'AEL . HMOBEEI 00 DT
E7%5T D BRI 2 BN i FANEYIO LT b ﬁ;ﬁ%&uéu
HEIT A A v B 5 g OB T oK
74%,
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1838 Further, when the control tlow of FIG. 6 is started, the controlier 20 first determines in step
5401 whether or not a predetermined operation for stopping the engine of the vehicle has
been performed by the vehicle occupant.

152 E70, M6 HﬁVwmﬂ*ﬁSﬂ%&\jyhmmﬁzOH\“”.”ﬁ&@&%&éﬁom
BWT, HliERIC P R TR A TS ORTEDBRE ‘/Jcrqé ‘*%f) 1<r244

16-08-2023 44 UNIFIED PATENTS EXHIBIT 1012
Page 44 of 61
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1847 Here, the predeternuined operation is, for example, an operation such as pressing a

predetermined push button while depressing the brake pedal while the engine is running.

50 70, T OTOREOBRELE., BIAE. D2V VAEEI LTV AT T L—F 5000 %

[
HHEABITED T Y ¥ a RE VT 75 EOBECH S,

1854 Then, when such an operation for stopping the engine is performed, the controlier 20 causes

the in-vehicle transmitting antenna 24 to transmit an 1D request signal in step $402.

857 F LT, COXalra v f%ﬁ'l XH AT C’UTH! f) X«’h*” (}C\ :3:/ by
20, AFvF354021 VUL HERET S
(o]

{O065]

is65 After that, in step S403, the controller 20 determines whether or not the portable device 1D
transmitted from the portable device 400 as a response to the HD request signal has been

recetved by the in-vehicle receiving antenna 25 or not.

iseo T O, A P—72 0k, RFw 7S 403180 T., [ DERESAOILE
WHEA O OO REIN/EEE I DAY, HINAZ{E

i e I A 4

2 Bl Lo TZEX

1874 Then, when the portable device 1D is received by the in-vehicle receiving antenna 25, the

controller 20 advances the process to the next step 5404, (usar authentication processing).

577 Z LT, HNSZET 7 T2 5RO DAZETIhL L, 2V ha—5 2 013N
ATy fS 4 Q4R RED, ATy TS 4040B0T, HNRET T2 556,3:
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1286 Then, the controlier 20 advances the process to the next step 5405 only when the portabile

device 1D received by the in-vehicle receiving antenna 25 and the registered ID match. allow

sgo F LT, AY Rr—S2 0k, HBRZET 72 51X EINEEERT D B
NTNB I DEN T EBLEBILORIO ATy TS 4 Cﬁamﬁ%fﬁ®\}n“yﬂ
S405BNT, ECM2Z 8l AHGEOI I E i AEFOIE A,

1894 This wili stop the engine of the vehicle.

igsos CAUC KD, BHOITUUDAMERENDS S B S,

189¢ On the other hand, if the portable device ID received by the in-vehicle receiving antenna 25
does not match the registered I, the process returns to step 5401 and waits until the

predetermined operation for stopping the engine is performed again

wos — 1. HNZET VT F 2 5 KD EINEEER I DIEHRIN TS I DE—F LT

WERENC H\ATVFS4OE£EOT\EV‘y@lwﬁmmwi@ﬁﬁﬁﬁﬁﬁ@ﬂ%
TR S,
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{0067]
1911 Next, in step S<b>406 | the controller 20 controls the vehicle-mounted communication
device 28 to stop the communication function of the vehicle-mounted communication

device 28 using the telephone number of the mobile phone 100.

pors RIS, AV ROE-5 20, ATYTITS 406 i’ol‘* T, HEGEEM 2 s Hm LT, B
Bk 1 0 O OEFEHES G EEEG *ﬁ*“/ WERELELET Y S,

o Further, in step 54407, the controller 20 controls the in-vehicle RFID reader 27 to transmit a
flag or the hike for instructing the start of the communication function to the RFID tag built

in the mobile phone 100 placed on the holder. have the information written.

7Vﬁmf FRARE [ DY =42
SRENERT 1 DAY, WERE
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o28 As a result, the commmunication function of the mobile phone 100 is restarted, and the mobile
phone 100 is brought into a state in which communication with the communication device

300 cutside the vehicle can be performed.

1932 \..;?LL ( }I&F’f’bau;gﬁg 1 GO ‘Djﬁ‘ ;"Eﬂ%
300&0'”@ﬁw#ﬁ? % IREE &
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1930 Then, in step 5408, the controller 20 displays a message or the like notifying the occupants
of the vehicle that the device that communicates with the communication device 300
outside the vehicle has been switched from the on-board communication device 2¥ to the

mobile phone 100. 31 to end the series of contro! flow shown in FIG.

toad FLT, Db H—22 003, AFv 7S 40817, HAOEERI 0 O
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{0069]

1953 As described above with specific examples, in the vehicular communication system of the
present embodiment, the mobile device 1D of the mobile device 400 owned by an
authorized vehicle occupant is used to unlock the doors of the vehicle. A user
authentication process is performed for permitting a stayt preparation operation such as an

engine start and an exit preparation operation such as an engine stop.

T

FRAG A1 = RO P s RN
\%ﬁﬁ&ﬁﬁﬂ4oom%
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O—FREHMZ T 5 L5 I LT 5,
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OEHEARNEE R T %

1965 Then, when the user authentication process results in authentication OK, the vehicle-
mounted communication device 28 uses the phone number of the mobile phone 100
registered in association with the mobile device 1D used in the user authentication process

to identify the communication device outside the vehicle. 300 to cammuwéii;éégagzgs(,l 012

other. Page 1230 of 1244
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1976 Therefore, according to the vehicle communication system of the present embodiment, like
the vehicle comimunication system of the first embodiment described above, communication
with the vehicle-mounted communication device 300 is possible without allocating a unique
telephone number to the vehicle-mounted communication device 28, In addition, even if a
plurality of mobile phones are brought into the car, the phone number used by the on-
vehicle communication device 28 can be unigquely used. Since it can be specified,
connmunication between the in-vehicle communication device 28 and the communication

device 300 cutside the vehicle can be performed appropriately.
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10070

1996 Further, according to the vehicle communication system of the present embodiment, when
the user authentication process results in authentication UK and engine start of the vehicle
is permitted, the communication device 300 outside the vehicle can be coonected without
any special operation by the vehicle occupant. When the device for communication between
the mobie phone 100 is automatically switched from the mobile phone 100 to the in-
vehicle communication device 28, and the user authentication processing results in
authentication OK and engine stop of the vehicle is permitied, the vehicle occupant receives
a special Since the device for commmunicating with the commuuication device 300 outside
the vehicle is automatically switched from the on-vehicle commumnication device 28 to the

mobile phone 100 without any operation, the convenience is dramatically improved.
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[0071]

201¢ Further, according to the vehicle communication system of the present embodiment, when
the device for communicating with the communication device 300 outside the vehicle is
automatically switched from the mobile phoone 100 to the vehicle commupication device
28, or when the vehicle communication device 28 1o the mobile phone 100 automatically, a
message (o that effect is displayved on the display 31, so that the vehicle occupant can select
which device to communicate with the communication device 300 outside the vehicle. You

can know exactly what to do.
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{0072]

2037 Note that the vehicle commumication system of the first embodiment and the vehicle
communication system of the second embodiment described above are examples of
application of the present invention, and the technical scope of the present invention is It
goes without saying that the invention is not limited to the contents disclosed in the
description of each embodiment, but includes various alternative technigues that can be

easily derived from these disclosures.
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[0073] Mercedes EX1012
2053 For example, in the description of cach of the above-described ¢ mbodlme x m v o
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allow the controllers 10 and 20 1o control the communication function of the mobile phone
100, the in-vehicle RFID readers 13 and 27 are provided with an information writing
function, and the mobile phone 100 Information such as a flag for instructing the stop or
start of the communication function of the mobile phone 100 18 written in the RFID tag
built in the controlier 10, 20 and the controller on the mobile phone 100 side. The
controllers 10 and 20 may control the communication function of the mobile phone 100 by

varipus methods of communication with the mobile phone 100 or remote control.
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[0074]

2074 Further, in the description of each of the above-described embodiments, it is assumed that
the mobile phone 100 has g built-in chip-shaped RFID tag. It may be configured to be
attached to the mobile phone 100 as necessary.
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2087 Further, in the description of each of the above-described embodiments, the vehicle
occupants ave notified by displaying a message on the displays 18 and 31 that the device
for communicating with the communication device 300 outside the vehicle has been
switched. However, it is not limited to this, and the vehicle occapant may be notified, for

example, by voice.

2093 ‘E/ . B 7m SRR T,
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2192 Further, the mobile phone 100 described in the first embodiment is provided with the
function of the mobile device 400 described in the second embodiment, that is, the function
of transmitting an ID in respounse 1o an [D reqguest signal. It is also possible to perform user
authentication processing using a mobile phone ID transmitted from mobile phone 100 in

response to a request signak

sros F e, 1 OEH S L

4 O 0 OBHE, ”3 i 3‘*5. I DS ;,;Fj@m*%(} 00IC

Jed, TOIDE m e U TS DZEHNT
H‘Eﬁiph' TS D BO[RETH S,

2114 In this case, if the vehicle occupant who gets into the vehicle has the mobile phone 100, the
user authentication process can be performed without placing the mobile phone 100 on a

holder or the like.

ziie COEFRNE, HPNCE DAA T HE R B INEE S QO LT 0nilE, C o
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[0077]
2:z25 1 is a block diagram showing a schematic configuration of a vehicle communication system

according to a first embodiment; FIG.

- LN R e nT T ay YNTES

2131 Fi(5. 4 is a diagram for explaining a series of operations in the vehicle communication system
of the first embodiment, in which a vehicle occupant enters the vehicle from a stopped state
before the vehicle occupant gets into the vehicle and performs an operation to start the
engineg; 4 is a flow chart showing the flow of control executed by the controller in the

process until a running state is established;
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2143 F1G. 4 15 a diagram for explaining a series of operations in the vehicle communication system
of the first embodiment, and shows the flow of control executed by the controller in the

process from when the vehicle occupant performs an operation to stop the engine until he

gets off the vehicle; Itis a flow

chart.
2148 5 1 OEMEROBEHHEE I A7 LICBU 2 HOBF2HET AN TH D, HEEED
1y9y%ﬁ¢pﬁ%%V»ﬂwfwfwéﬂki“@ﬁh<\3y%mwﬁh££%ﬁg
2::, ?‘f'flﬂo ¥ i 1}3’/}\ ,‘ - 111““"“'7: A7 }\ "3;}7)0
23157 It is a block diagram which shows schematic structure of the commmunication system for
vehicles of 2Znd Embodiment.
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2156 F1G. 10 is a diagram for explaining a series of operations in the vehicle commmunication
ystermn of the second embodiment, in which a vehicle occupant enters the vehicle from a
stopped state before the vehicle occupant gets into the vehicle and performs an operation

to start the engine; 4 is a flow chart showing the flow of control executed by the controller
in the process until a running state is established;
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2171 FIG. 10 is a diagram for explaining a series of operations in the vehicle communication
system of the second embodiment, and shows the flow of control executed by the controlier

in the process from when the vehicle cccupant performs an operation to stop the engine to
when he or she gets off the vehicle; It is a flow chart

2176 )iEJ /.?. U)’jfﬁf[ﬁ%/}ﬁ‘:i )$ :;Eti:: 7a

G A5 LAc BT % — ff DEMEEZEIIHT AKTH D, HERED
SR S LR %ae{%ﬁa THDLEHTSHETOEMT, a2 =2k 09T
h%ﬁﬁjfﬂ?ﬂ AR LT

T T by N T E Z
I v—=hrTHS, Mercedes EX1012
Page 1235 of 1244
18-08-2023 52 UNIFIED PATENTS EXHIBIT 1012
Page 52 of 61



2181 Code explanation

[0078]

2139 10 Controller 11 Vehicle exterior RFID reader 12 Door lock actuator 13 Vehicle interior
RFID reader 14 ECM 15 Vehicle communication device 18 Display 20 Controller 21 Vehicle
exterior transmission antenna 22 Vehicle exterior reception antenna 23 Door lock actuator
24 Vehicle interior transmission antenna 25 Vehicle interior reception antenna 26 ECM 27
Yehicle interior RFID Reader 28 In-vehicle communication device 31 Display 100 Mohbile

phone 200 Telephone line 300 External cormmmunication device 400 Portable device
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,

complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or

financial decisions, should not be based on machine-translation output.

CLAIMS JP2007235530A

|1

3 An in-vehicle communication system in which an in-vehicle communication device performs

communication with a communication device outside the vehicie using a telephone line,
wherein the in-vehicle communication device authenticates a user for permitting the start
preparation operation of the vehicle. A communication system for a vehicle, wherein
communication is performed with a communication device outside the vehicle using a
teiephone number of a mobile phone registered in association with identification information

used for processing.

2.
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30 The vehicle communication system according to claim 1, wherein the identification

information used in the user authentication process is the identification information of the
mobile phone.
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3.
41 2. The vehicle communication system according to claim 1, wherein the identification
wformation used in the user authentication process is identification information of another

portable device different from the mohile phone.
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4.

52 A control means is provided for linking and controlling communication functions of both the
wr-vehicle commmunication device and the mobile phone brought into the vehicle. and stopping
the communication function of the mobile phone brought into the vehicle, and starting the
communication function of the vehicle-mouanted communication device using the phone
number of the mobile phone to conmmunicate with the conmmmunication device outside the
vehicle. 4. The vehicle communication system according to any one of claims 1 to 3, wherein a

device is switched from said mobile phone to said vehicle-mouanted communication device.
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71 The vehicle according to claim 4, further comprising: notification means for notifying an
occupant of the vehicle that a device for communicating with the communication device
cutside the vehicle has been switched from the mobile phone to the on-vehicle communication
device. Communication system for vehicles.
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6.

&4 The notification means displays, on a display device mounted in the vehicle, 3 message to the
effect that a device for communicating with the communication device outside the vehicle has
been switched from the mobile phone to the on-vehicle communication device. The

communication system for vehicles according to claim 5.
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m

7.

97 A vehicle communication system in which an in-vehicle communication device performs
communication with a communication device outside the vehicie using a telephone line,
wherein the on-vehicle communication device authenticates a user for permitting the vehicle
to prepare for exiting the vehicle. A communication system {or a vehicle, wherein
communication is performed with a communication device outside the vehicle using a
teiephone number of a mobile phone registered in association with identification information

used for processing.
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114 The vehicle conmmunication system according to claim 7, wherein the identification
information used in the user authentication process is the identification information of the

mobile phone.
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9.
125 8. The vehicle communication system according to claim 7, wherein the identification
information used in the user authentication process is identification information of another

maobile device different from the mobile phone.
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10.

136 A control means is provided for linking and controlling communication functions of both the
in-vehicle communication device and the mobhile phone brought into the vehicle, and the
control means is controlled when the user authentication process permits preparation for
getting off the vehicle. | starting the communication function of the maobile phone brought
into the vehicle, and stopping the communication function of the vehicle-mounted
communication device using the phone number of the mobile phone to communicate with
the communication device outside the vehicle. 10. The vehicle communication system
according to any one of claims 7 o 9, wherein a device is switched from the vehicle-mounted

communication device to the mobile phone.
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11,

157 The apparatus according to claim 10, further comprising notifying means for notifying an
occupant of the vehicle that a device for communicating with the communication device
outside the vehicle has been switched from the on-vehicle conmmmunication device to the

maobile phone. Communication system for vehicles.
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12

170 The notification means displays a message on a display device mounted in the vehicle to the
effect that a device that communicates with the communication device cutside the vehicle
has been switched from the in-vehicle communication device to the mobile phone. The

communication system for vehicles according to claim 11.
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13.

183 In a vehicle comunuuication system in which an in-vehicle communication device mounted in
a vehicle performs communication with a coromunication device outside the vehicle using a
telephone line, the in-vehicle communication device permits a start preparation operation of
the vehicle. Using the mobile phone number registered in association with the identification
information used in both the user authentication process and the second user authentication
process for permitting the exit preparation operation of the vehicle, the communication
device outside the vehicle A vehicle commumication system characterized by performing

communication between,
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14.
zoz The vehicle communication system according to claim 13, wherein the identification
information used in the first user authentication process and the second user authentication

process is the identification information of the mobile phone. Mercedes EX1012
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15.

213 14, The vehicle according to claim 13, wherein the identification information used in the first
user authentication process and the second user authentication process is wdentification
information of another portable device ditfterent from the mobile phone. Communications

systen.
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16.

226 A control means 1s provided for cooperatively controlling commumication fanctions of both
the in-vehicle communication device and the mobile phone brought into the vehicle, and the
control means is permitted to prepare for starting the vehicle by the {irst user authentication
processing. In this case, the conmmunication function of the mobile phone brought into the
vehicle is Smpped, and the communication function of the in-vehicle communication device
using the phone number of the mobile phone is started to communicate with the
cormpmnunication device outside the vehicle. Switching the communication device from the
maobile phone to the in-vehicle communication device, and starting the communication
function of the mobile phone brought into the vehicle when the second user authentication
process permits the vehicle to prepare for exiting the vehicle. and stopping the
communication function of the in-vehicle communication device using the phone number of
the mobile phone, and switching the device that communicates with the communication
device outside the vehicle from the in-vehicle communication device to the mobile phone. 16.

The vehicle communication system according o any one of claims 13 to 15,
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17.
255 The vehicular communication system according to claim 16, further comprising notification
means for notifving an occupant of the vehicle of switching of a device for communicating

with the communication device outside the vehicle,
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18.
267 The vehicle according to claim 17, wherein the notification means displays a message on a
display device mounted on the vehicle to the effect that a device {or communicating with the

communication device owtside the vehicle has been switched. communication systerm for

19.

279 A communication method for performing communication using a telephone line between an

in-vehicle communication device mounted in a vehicie and a communication device outside
the vehicle, wherein the in-vehicle communication device authenticates a user for permitting
the start preparation operation of the vehicle. A communication method, wherein
commuiication is performed with the communication device ouiside the vehicle using a
telephone number of a mobile phone registered in association with identification information

used for processing.
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20,

295 A communication method for performing communication using a telephone line between an
in-vehicle communication device mounted in a vehicie and a communication device outside
the vehicle, wherein the in-vehicle communication device performs user authentication for
permitting the vehicle to prepare for exiting the vehicle. A communication method, wherein
communication is performed with the communication device cutside the vehicle using a
telephone number of a mobile phone registered in association with identification information

used for processing.
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21,

313 A communication method for performing conmunication using a telephone line between an
in-vehicle communication device mounted in a vehicie and a communication device outside
the vehicle, wherein the in-vehicle communication device permits a start preparation
gperation of the vehicle. Using the mobile phone number registered in association with the
identification information used in both the user autheuntication process and the second us
asthentication process for permitting the exit preparation operation of the vehicle, the
communication device outside the vehicle A communication method characterized by

performing cornmunication hetween.
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