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RECREATION OF ARCHIVES ATA 
DISASTER RECOVERY SITE 

TECHNICAL FIELD 

The present invention relates generally to disaster recov 
ery for online computer Systems. More particularly, the 
present invention relates to the creation of a Standby data 
processing site at a remote location using reduced commu 
nication bandwidth mirroring. 

BACKGROUND 

In recent years, the use of networked computer Software 
and the Internet has brought about a significant increase in 
the amount of network traffic and transactions performed by 
Software applications residing on remote Servers. More 
information is Stored by these networked applications and in 
remote database applications than ever before. These appli 
cations process a large number of purchase transactions, 
credit card transactions, electronic mailing lists, email 
functions, data distribution, batch processing, etc. These 
Systems contain very critical data and it must be backed up 
So that the information is not lost. Further, application end 
users also desire that networked applications and data should 
be available 24 hours a day and 7 days a week. 

To provide robust Services that are constantly available, 
computer Systems must have redundant backup Systems. It 
is inevitable that the primary System will fail on occasion. 
When the primary System fails, a backup System must be 
quickly available. A backup System can be located on-site 
with the primary System and then a Secondary backup 
System can be located at a physically remote backup site. 
Having at least one backup System on-site is valuable 
because the networked application can immediately failover 
to that application, if the primary System becomes inopera 
tive. This fast failover will be transparent to the user because 
it is local. 

A Second backup System at a remote Site is desirable 
because it protects against catastrophic failure at the primary 
site. This is sometimes called the standby site. If the primary 
Site is disabled by an extended power outage, fire, or flood 
then the remote standby system will be activated. A failover 
to an off-site Standby System is slower, but it provides a 
maximum amount of protection against total System failure. 
Specifically, this type of fail safe system is valuable for 
applications that are connected to the Internet which need to 
be constantly available. 
Many online, transaction based Systems Store more than 

one copy of their data. This is another Safeguard against 
System failure or data corruption. The first copy is an 
original copy and the Second is an archival copy. The 
archival copy is a backup but other times it is used for error 
checking purposes. Some Systems can even Store multiple 
backup copies. 

For certain transactional Systems, Such as a database, an 
active transaction log is kept which tracks recent transac 
tions. An archive log is then kept to Store information from 
the active log after the active log has been filled or a certain 
time period has passed. To be able to mirror a transactional 
system between the primary site and the standby site both 
the active logs and then the archive logs must be transferred 
to the Standby System. The active logs are then entered into 
or applied to the Standby System which constantly keeps the 
Standby System current. 

In the event of a failure, the Standby System is always 
ready to take over. Usually, the Standby System is located in 
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2 
another building or in a geographically remote area. This 
requires the active logs, archive logs, or backups to be 
transferred across a wide area network (WAN), which is 
relatively slow in comparison to a local area network (LAN) 
or a high Speed cluster connection. As a result, the data Sent 
from the primary site across the WAN to the standby site can 
cause a significant amount of network congestion. Espe 
cially where these files can contain hundreds of megabytes 
of data per file. 

SUMMARY OF THE INVENTION 

This invention provides a method for creating a Standby 
data processing System located at a Standby Site, which is 
remotely located from a primary Site. The method comprises 
a first Step of computing a difference between an active data 
file and an archive data file to produce a delta image at the 
primary Site. A Second Step is transmitting the active data file 
and the delta image, Separately in time Sequence, from the 
primary Site to the Standby Site. A final Step is combining the 
delta image with the active data file at the Standby Site, to 
produce a Standby archive data file. 

In accordance with one aspect of the present invention, 
the System includes a method for creating archive redo logs 
for a Standby database at a remote location. The method 
includes the first Step of trapping file System transactions 
using a primary archive log replicator to create an online 
redo log at the Standby database. The next step is computing 
a difference between an online redo log and archive redo log 
in the primary database to create a delta image. Then the 
delta image is transmitted to a Standby archive log replicator 
contained in the Standby database. 

Another Step is combining the delta image with the online 
redo log in the standby database to create a standby archive 
redo log on the Standby database. The final Step is applying 
the updated archive redo log to the Standby database. 

Additional features and advantages of the invention will 
be set forth in the detailed description which follows, taken 
in conjunction with the accompanying drawings, which 
together illustrate by way of example, the features of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating the creation of an 
archive on a Standby System; 
FIG.2 is a flow chart illustrating the method used to create 

archive files on a Standby System; 
FIG. 3 is a block diagram of a database system with a 

Standby archive System that is created over a wide area 
network (WAN); 

FIG. 4 is a flow chart illustrating the steps used to create 
archive files in a database System. 

DETAILED DESCRIPTION 

For the purposes of promoting an understanding the 
invention, reference will now be made to the exemplary 
embodiments illustrated in the drawings, and Specific lan 
guage will be used to describe the same. It will nevertheless 
be understood that no limitation of the scope of the invention 
is thereby intended. Any alterations and further modifica 
tions of the inventive features illustrated herein, and any 
additional applications of the invention as illustrated herein, 
which would occur to one skilled in the relevant art and 
having possession of this disclosure, are to be considered 
within the scope of the invention. 

FIG. 1 illustrates a device and method for creating archive 
data files from online data files at a standby site 20. An 
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advantage of this method is the creation of a Standby data 
processing System located at a Standby Site, while using a 
lower network bandwidth to create archives at this addi 
tional site. This invention provides nearly a 50% savings in 
network bandwidth as compared to other remote mirroring 
Solutions for transaction based Systems. This is because it 
does not transfer the entire archive file system over the 
network. 
The standby transaction site 20 (standby site) is remotely 

located from a primary transaction site 22 (primary site) to 
allow the System to recover from a catastrophic failure at the 
primary Site. A communications link 23 connects the pri 
mary Site to the Standby Site. The communications link is 
typically a wide area network (WAN), but a WAN is 
typically not as fast as a local area network (LAN) or a fast 
cluster connection. The communications link can also be a 
wireleSS link. The primary site includes a critical computer 
application which performs transaction processing 24. The 
transaction processing contains a processing engine and a 
Storage area to Store the transactions processed. Transac 
tional applications can include databases, Web Servers, 
e-commerce Services, and Similar transactional based Ser 
vices. Because the primary Site contains a critical computer 
application, it is critical that the overall System does not 
completely fail. For example, the primary Site might fail due 
to a fire or flood. Not only is it important to have a standby 
site, but both sites should be constantly synchronized. Then 
the Standby Site can take over if the primary Site fails and this 
avoids the loSS of data or transactions that were currently 
taking place. It also means that end users can Still access the 
overall System. 
AS transactions take place at the primary Site 22, an active 

data file 26 or active log is kept of all the transactions that 
are performed. If the transaction processing fails at any point 
in time, then the active data file can be used to later re-apply 
those transactions. The active data file or active log has a 
limited size or it may be limited to a certain time period. 
When the active data file fills up, then it is archived to an 
archive data file 28. 

In a system that has a mirrored standby site 20, the system 
periodically updates the standby active data file 32 or 
Standby active log. AS the Standby active log is created, the 
transactions are rolled forward or applied to the Standby 
transaction processing 30 So that the Standby transaction 
processing contains a current image of what exists at the 
primary site. Conventional transaction based Systems and 
databases include a managed Standby Solution that ships 
only the archive data file (after the active log is filled) over 
the WAN to the standby site. The problem with this approach 
is that the transactions that were not yet archived will be lost 
in a disaster and applications cannot implement a way for 
transactions to be 2-safe (i.e., reach both Sites). In Some 
cases, a third party mirroring System can be used to mirror 
the entire System or database using Synchronous/ 
asynchronous mirroring. The problem with this Solution is 
that the mirroring of the entire database consumes a signifi 
cant amount of bandwidth on a WAN which is already 
relatively slow. 

The present invention has recognized that it is valuable to 
compute a difference between an active data file and an 
archive data file to produce a delta image 36 at the primary 
Site. This delta image is useful because the archive data file 
is an archive of the active data file and there are large 
Similarities between both files. AS mentioned, it consumes a 
large amount of bandwidth to send the whole archive data 
file, So is more economical to Send a Smaller delta image. 
The delta image is computed by looking at differences in the 
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4 
beginning or ending of the files. This is because large 
portions of the active data file will be the same as the archive 
data file. The difference in Some Situations may only be an 
archive header, but there can be other important differences. 
Alternatively, the System can also compare the files to see if 
there are blocks of additional information within the archive 
data file. These differences can also be incorporated with the 
delta image. 
Once the delta image has been created, it is transmitted 

from the primary site to the standby site. The active data file 
26 which was shipped to the standby site previously now 
becomes the standby active data file 32. The delta image is 
then combined with the standby active data file at the 
standby site, to produce an archive data file 34. The inte 
gration of the two files can be performed using overlay 
techniques, appending the delta image to the active data file, 
or applying a decompression algorithm to the delta image. 

In an alternative embodiment of the device as shown in 
FIG. 1, the transaction processing may not contain any 
Storage Space and the active data file may be the primary 
Storage System. The primary Storage System can then be 
archived and the same delta image technique can be used to 
create the archive of the Storage System on the Standby 
System. 

FIG.2 is a flow chart illustrating the method used to create 
archive files on a Standby System. The method comprises a 
first Step of computing a difference between an active data 
file and an archive data file to produce a delta image at the 
primary Site 40. A Second Step is transmitting the active data 
file and the delta image, Separately in time Sequence, from 
the primary site to the standby site 42. The next step is 
combining the delta image with the active data file at the 
standby site, to produce a standby archive data file 44. A 
follow-up Step is entering transactions from the archive data 
file into the Standby transaction processing System 46. 

FIG. 3 is a block diagram illustrating one embodiment of 
this invention. This embodiment describes the use of the 
present invention to create archives for a database System. 
The figure also illustrates the interactions involved in rep 
licating archive files across a WAN to a remote standby site 
or cluster. 

The system has a first primary cluster node 50 and a 
Second primary cluster node 52 and these two nodes form a 
database cluster. A disk Subsystem can be shared by these 
nodes and the nodes can be connected by a high Speed local 
link. Each node has a separate instance of a parallel database 
server 54, 56 and each node will have its own copy of the 
online redo logs 58, 60 (i.e., an active data file). As is well 
known by those skilled in the art, redo log files store all the 
information needed to perform database recovery and they 
record every change made to the database Structure. When 
the online redo logs are filled they are then archived and 
transferred into the archive log areas 62, 64 (i.e., archive 
data file). 
The steps involved in archived redo log replication will 

now be discussed in further detail. First, the parallel data 
base servers 54, 56 fill up the online redo logs 58, 60 when 
the transactions commit. Remote mirroring devices 66, 68 
trap the disk Subsystem writes to the online logs. This 
trapped information is then Sent to the Standby remote 
mirroring device 70 through the remote mirroring or repli 
cation transport. A WAN 73 is used to transfer the informa 
tion between the primary Site and the Standby Site. 
The archive systems of the parallel database server 54, 56 

archive the filled up online redo logs to two destinations. 
One archive destination is a local high performance, quick 

5

10

20

30

SAP - Exhibit 1002 
SAP v. Valtrus et al. - IPR2025-00415 

Page 17 of 201



US 6,691,139 B2 
S 

recovery, file system 62 (e.g., VXFS). The other destination 
is a special file System generally called the archive replicator 
file System. All openS/writes and closes to this file System are 
trapped by the primary archive log replicator 72, 74. The 
archive log replicatorships newly generated online redo log 
files acroSS to the Standby Site and asks the Standby database 
to apply it in Such a fashion that 2-Safeness and data integrity 
are preserved at all times. 

In this invention, the archive files generated at the primary 
Site will be sent to the Standby Site as a delta image. This is 
a technique wherein only the difference between the archive 
log file and the corresponding online redo file is sent acroSS 
to the standby site. The standby site can recreate the standby 
archive file using this difference and the mirrored online 
redo log. 

In order to reliably build the archive file at the standby 
Site, and to prevent over-shoots and under-Shoots of archive 
logs versus the online logs (across all types of failures and 
race condition Scenarios), an effective remote mirroring 
technology must be used. Over-shoot refers to the situation 
where there can be a gap between what exists in the active 
logs and the archive logs on the Standby Site. In contrast, an 
under-shoot refers to the Situation where there are transac 
tions in the archive logs that are ahead in time and Sequence 
to what is available in the active logs. Either of these 
Situations require a System administrator to perform a reset 
logs when the Standby Site needs to take over, which causes 
more data loss (and operator intervention) as the transactions 
in the active logs are lost on the Standby Site. 

In this mirroring approach, the online redo log is mirrored 
using asynchronous remote mirroring technology 66, 70. 
The remote mirroring component can be a UNIX device 
driver that works by trapping all operating System writes for 
a storage device and mirroring these writes acroSS disks on 
remote Systems. The most effective type of remote mirroring 
component preserves write ordering acroSS all writes from 
the primary cluster to the standby cluster. It should be 
pointed out that the delta image may use remote procedure 
calls (RPC) to ship the delta image to the standby site. 

The remote mirroring technology is used to remotely 
mirror online redo logs from the primary cluster running the 
parallel database Server. The primary archive log replicator 
72, 74 traps all the archive writes on all the nodes of the 
primary Site. It then computes the difference between the 
archive redo log and the corresponding online redo log 
(which can differ only by a few bytes) and sends only this 
difference over the network to the standby site archive file 
replicator 82. The delta image difference in Some situations 
may only be an archive header but there can be other 
important differences. 

The standby archive log replicator 82 checks with the 
remote mirroring component 70 to confirm whether the 
corresponding online redo log has been completely mir 
rored. The communication between the Standby archive log 
replicator and the remote mirroring device is completed 
using replication handles. Replication handles help track the 
progreSS of the mirror writes on Standby Site as compared to 
the writes on the primary Site. The replication handles are 
Sequence numbers which the remote mirroring component 
uses to Sequence every write on the primary Site and to track 
progreSS on the Standby Site. 

The archive log replicator 82 at the standby site coordi 
nates with the Standby Site=S remote mirroring component 
70 and re-creates the archive redo log 76, 78 from the 
corresponding online redo log(s) 80 which are mirrored on 
the standby site. 
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One method of handling the delta image and creation of 

the archive log files 76, 78 on the standby site will now be 
described. After the standby remote mirroring device 70 
indicates the completion of mirroring (through the replica 
tion handles), the Standby archive log replicator copies the 
Standby online redo log corresponding to the delta archive 
image and overlays this delta image to create the archive. 
This new archive is Stored in a temporary place until the 
primary archive log replicator 72 sends a message indicating 
archive completion at the primary. The primary archive log 
replicator Signals completion of the new Standby archive 
redo log by checking with the database System using data 
base queries for archive completion. 

After the creation of the standby archive redo log 76, the 
standby archive log replicator 82 checks with the corre 
sponding database (through queries) to decide whether the 
archiving is complete. If the archive log is complete, the 
Standby archive file replicator proceeds with applying the 
completed archive to the standby database sever 84. The 
database does this by creating a link to the file in the archive 
destination where the Standby database is looking for files. 
Another advantage of this invention is that it prevents 
over-shoots, under-shoots, or out-of-order writes. This 
ensures that the Standby Site can be used as the primary Site 
when necessary without the need for resetting the Standby 
logs. AS mentioned, resetting the active logs causes data loSS 
because the data in the active logs is ignored by the database 
System. 

If for some reason (say due to WAN outages or high 
congestion) the archive log delta images cannot be shipped 
and the number of unarchived but the completed online redo 
logs reach a threshold, the primary archive replicator enters 
catch-up mode. The threshold can be defined as when the a 
spool buffer in the remote mirroring device is filled or when 
the archiving becomes slow enough (due to WAN delay or 
outages) that there is a risk of the primary database System 
blocking because it cannot archive the active log files. In 
catch-up mode, the delta images are discarded and the whole 
completed archive redo log images are shipped asynchro 
nously. Of course, the primary parallel database Server 
continues to generate archives during the network outage. 
However, Shipping delta images to the Second destination or 
the standby site is deferred, until the primary archive file 
replicator is able to ship all the pending archive redo logs to 
the Standby Site and re-enter normal mode. 
On entering catch-up mode, the primary archive replicator 

automatically asks the remote mirroring device to pause the 
remote mirroring. This ensures that the online never over 
shoots the archives. Including a catch-up mode allows this 
system to withstand WAN outages of long duration without 
Sacrificing the operation performance of the primary Site. 

FIG. 4 is a flow chart illustrating a summary of the steps 
used to create archive files in a database System. The method 
for creating archive redo logs for a Standby database at a 
remote location includes Several Steps. The first Step is 
trapping file System transactions or active log writes using a 
remote mirroring device capable of mirroring the log writes 
to a standby site 100. This creates an online redo log at the 
Standby Site. The next Step is computing a difference 
between an online redo log and archive redo log to create a 
delta image at a primary database 102. Another Step is 
transmitting the delta image to a Standby archive log repli 
cator contained in the standby database 104. The last step is 
combining the delta image with the online redo log to create 
a standby archive redo log on the standby database 106. 

It is to be understood that the above-described arrange 
ments are only illustrative of the application of the principles 
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of the present invention. Numerous modifications and alter 
native arrangements may be devised by those skilled in the 
art without departing from the Spirit and Scope of the present 
invention and the appended claims are intended to cover 
Such modifications and arrangements. Thus, while the 
present invention has been shown in the drawings and fully 
described above with particularity and detail in connection 
with what is presently deemed to be the most practical and 
preferred embodiment(s) of the invention, it will be apparent 
to those of ordinary skill in the art that numerous 
modifications, including, but not limited to, Variations in 
function, manner of operation, use, and Specific implemen 
tation may be made, without departing from the concepts of 
the invention as Set forth in the claims. 
What is claimed is: 
1. A method for creating a Standby data processing System 

located at a Standby Site, which is remotely located from a 
primary Site, comprising the Steps of 

(a) computing a difference between an active transaction 
redo log and an archive transaction redo log to produce 
a delta image at the primary site; 

(b) transmitting the active transaction redo log and the 
delta image, Separately in time Sequence, from the 
primary Site to the Standby Site, and 

(c) combining the delta image with the active transaction 
redo log at the Standby Site, to produce a Standby 
archive transaction redo log. 

2. A method as in claim 1, further comprising the Step of 
Storing the Standby archive transaction redo log on the 
Standby Site. 

3. A method as in claim 1, further comprising the Step of 
Storing transactions in the Standby active transaction redo 
log as they are trapped at the primary site. 

4. A method as in claim 1, further comprising the Step of 
entering transactions from the archive transaction redo log 
into the Standby transaction processing System. 

5. A method for creating archive redo logs for a Standby 
database at a remote location, comprising the Steps of: 

(a) trapping active log writes using a remote mirroring 
device that is capable of mirroring the log writes to a 
Standby Site, to create an online redo log at the Standby 
Site, 

(b) computing a difference between an online redo log and 
archive redo log to create a delta image at a primary 
database, wherein the delta image includes an archive 
header; 

(c) transmitting the delta image to a standby archive log 
replicator contained in the Standby database; and 

(d) combining the delta image and archive header with the 
online redo log to create a Standby archive redo log on 
the Standby database. 

6. A method as in claim 5, further comprising the Step of 
applying the Standby archive redo log by creating links to the 
Standby archive redo log. 

7. A method as in claim 5, further comprising the step of 
transmitting the delta image to a Standby archive log repli 
cator using a first remote mirroring device in the primary 
database and a Second remote mirroring device in the 
Standby database. 

8. A method as in claim 7, further comprising the step of 
using replication handles to track the progreSS of mirror 
writes on the Standby database as compared to the primary 
database. 

9. A method as in claim 8, further comprising the step of 
checking the primary database queries using the archive log 
replicator to determine whether archiving is complete. 
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8 
10. A method as in claim 5, further comprising the step of 

Shipping an entire archive redo log from the primary archive 
log replicator to the Standby archive log replicator asynchro 
nously after archiving becomes slow enough that there is a 
risk of primary database blocking. 

11. A method as in claim 10, further comprising the Step 
of Shipping an entire archive redo log from the primary 
archive log replicator to the Standby archive log replicator 
asynchronously when a Spool buffer in a remote mirroring 
system has been filled. 

12. A method for creating archive redo logs from a 
primary database, for a Standby database at a remote 
location, comprising the Steps of: 

(a) trapping file System transactions to create an online 
redo log at the Standby database; 

(b) computing a difference between an online redo log and 
archive redo log in the primary database to find the 
delta image of the archive redo log; 

(c) transmitting the delta image to a standby database; and 
(d) combining the delta image with the online redo log in 

the Standby database to create Standby archive redo log 
on the Standby database. 

13. A method as in claim 12, further comprising the Step 
of applying the Standby archive redo log by creating a link 
between the standby database and the standby archive redo 
log. 

14. A method as in claim 12, further comprising the Step 
of transmitting the delta image to a Standby archive log 
replicator using a first remote mirroring device in the 
primary database and a Second remote mirroring device in 
the Standby database. 

15. A method as in claim 14, further comprising the Step 
of using replication handles to track the progreSS of mirror 
writes on the Standby database as compared to the primary 
database. 

16. A method as in claim 12, further comprising the Step 
of checking the primary database with database queries 
using the archive log replicator to determine whether 
archiving is complete. 

17. A method as in claim 12, further comprising the Step 
of Shipping an entire archive redo log from the primary 
archive log replicator to the Standby archive log replicator 
asynchronously after archiving becomes slow enough that 
there is a risk of the primary database blocking. 

18. A method as in claim 12, further comprising the Step 
of Shipping the entire archive redo log from the primary 
archive log replicator to the Standby archive log replicator 
asynchronously when a Spool buffer in a remote mirroring 
system has been filled. 

19. A System for creating a Standby data processing 
System located at a Standby Site, which is remotely located 
from a primary Site, comprising the Steps of: 
means for computing a difference between an active data 

file and an archive data file to produce a delta image at 
the primary site; 

means for transmitting the active data file and the delta 
image, Separately in time Sequence, from the primary 
Site to the Standby Site, and 

means for combining the delta image with the active data 
file at the Standby Site, to produce a Standby archive 
data file. 

20. An article of manufacture comprising: 
a computer usage medium having computer readable 

program code means embodied therein for creating 
archive redo logs for a Standby database at a remote 
location, the computer readable program code means in 
Said article of manufacture comprising: 
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computer readable program code means for trapping 
active log writes using a remote mirroring device 
that is capable of mirroring the log writes to a 
Standby Site, to create an online redo log at the 
Standby Site, 

computer readable program code means for computing 
a difference between an online redo log and archive 
redo log to create a delta image at a primary data 
base; 

10 
computer readable program code means for transmit 

ting the delta image to a Standby archive log repli 
cator contained in the Standby database; and 

computer readable program code means for combining 
the delta image with the online redo log to create a 
Standby archive redo log on the Standby database. 
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