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1

RECREATION OF ARCHIVES AT A
DISASTER RECOVERY SITE

2

another building or in a geographically remote area. This
requires the active logs, archive logs, or backups to be
transferred across a wide area network (WAN), which is
relatively slow in comparison to a local area network (LAN)

TECHNICAL FIELD 5 or a high speed cluster connection. As a result, the data sent
The present invention relates generally to disaster recov-  {rom the primary site across the WAN to the standby site can
ery for online computer systems. More particularly, the cause a significant amount of Ilf.:tWOI‘k congestion. Espe-
present invention relates to the creation of a standby data cially where these files can contain hundreds of megabytes
processing site at a remote location using reduced commu- of data per file.
nication bandwidth mirroring. 10 SUMMARY OF THE INVENTION
BACKGROUND This invention provides a method for creating a standby
In recent years, the use of networked computer software ~ data processing system located at a standby site, which is
and the Internet has brought about a significant increase in remotely located from a primary site. The method comprises
the amount of network traffic and transactions performed by 15  first step of computing a difference between an active data
software applications residing on remote servers. More  file and an archive data file to produce a delta image at the
information is stored by these networked applications and in primary site. Asecond step is transmitting the active data file
remote database applications than ever before. These appli- ~ and the delta image, separately in time sequence, from the
cations process a large number of purchase transactions, primary site to the standby site. A final step is combining the
credit card transactions, electronic mailing lists, email 20 delta image with the active data file at the standby site, to
functions, data distribution, batch processing, etc. These produce a standby archive data file.
systems contain very critical data and it must be backed up In accordance with one aspect of the present invention,
so that the information is not lost. Further, application end  the system includes a method for creating archive redo logs
users also desire that networked applications and data should for a standby database at a remote location. The method
be available 24 hours a day and 7 days a week. 25 includes the first step of trapping file system transactions
To provide robust services that are constantly available, ~ Using a primary archive log replicator to create an online
computer systems must have redundant backup systems. It redp log at the standby database. The next step 1s computing
is inevitable that the primary system will fail on occasion. a difference between an online redo log and archive redo log
When the primary system fails, a backup system must be in the. primary databgse to create a delta image. The.n the
quickly available. A backup system can be located on-site 30 delta image is transmitted to a standby archive log replicator
with the primary system and then a secondary backup contained in the standby database.
system can be located at a physically remote backup site. Another step is combining the delta image with the online
Having at least one backup system on-site is valuable redo log in the standby database to create a standby archive
because the networked application can immediately failover 35 redo log on the standby database. The final step is applying
to that application, if the primary system becomes inopera- the updated archive redo log to the standby database.
tive. This fast failover will be transparent to the user because Additional features and advantages of the invention will
it is local. be set forth in the detailed description which follows, taken
A second backup system at a remote site is desirable in conjunction with the accompanying drawings, which
because it protects against catastrophic failure at the primary ,, together illustrate by way of example, the features of the
site. This is sometimes called the standby site. If the primary nvention.
site is disabled by an extended power outage, fire, or.ﬂood BRIEF DESCRIPTION OF THE DRAWINGS
then the remote standby system will be activated. A failover
to an off-site standby system is slower, but it provides a FIG. 1 is a block diagram illustrating the creation of an
maximum amount of protection against total system failure. 45 archive on a standby system;
Specifically, this type of fail safe system is valuable for FIG. 2 is a flow chart illustrating the method used to create
applications that are connected to the Internet which need to archive files on a standby system;
be constantly available. FIG. 3 is a block diagram of a database system with a
Many online, transaction based systems store more than standby archive system that is created over a wide area
one copy of their data. This is another safeguard against 5y network (WAN);
system failure or data corruption. The first copy is an FIG. 4 is a flow chart illustrating the steps used to create
original copy and the second is an archival copy. The archive files in a database systen1.
archival copy is a backup but other times it is used for error
checking purposes. Some systems can even store multiple DETAILED DESCRIPTION
backup copies. ss  For the purposes of promoting an understanding the
For certain transactional systems, such as a database, an invention, reference will now be made to the exemplary
active transaction log is kept which tracks recent transac- embodiments illustrated in the drawings, and specific lan-
tions. An archive log is then kept to store information from guage will be used to describe the same. It will nevertheless
the active log after the active log has been filled or a certain be understood that no limitation of the scope of the invention
time period has passed. To be able to mirror a transactional o is thereby intended. Any alterations and further modifica-
system between the primary site and the standby site both tions of the inventive features illustrated herein, and any
the active logs and then the archive logs must be transferred additional applications of the invention as illustrated herein,
to the standby system. The active logs are then entered into which would occur to one skilled in the relevant art and
or applied to the standby system which constantly keeps the having possession of this disclosure, are to be considered
standby system current. 65 within the scope of the invention.

In the event of a failure, the standby system is always
ready to take over. Usually, the standby system is located in

FIG. 1 illustrates a device and method for creating archive
data files from online data files at a standby site 20. An
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3

advantage of this method is the creation of a standby data
processing system located at a standby site, while using a
lower network bandwidth to create archives at this addi-
tional site. This invention provides nearly a 50% savings in
network bandwidth as compared to other remote mirroring
solutions for transaction based systems. This is because it
does not transfer the entire archive file system over the
network.

The standby transaction site 20 (standby site) is remotely
located from a primary transaction site 22 (primary site) to
allow the system to recover from a catastrophic failure at the
primary site. A communications link 23 connects the pri-
mary site to the standby site. The communications link is
typically a wide area network (WAN), but a WAN is
typically not as fast as a local area network (LAN) or a fast
cluster connection. The communications link can also be a
wireless link. The primary site includes a critical computer
application which performs transaction processing 24. The
transaction processing contains a processing engine and a
storage area to store the transactions processed. Transac-
tional applications can include databases, web servers,
e-commerce services, and similar transactional based ser-
vices. Because the primary site contains a critical computer
application, it is critical that the overall system does not
completely fail. For example, the primary site might fail due
to a fire or flood. Not only is it important to have a standby
site, but both sites should be constantly synchronized. Then
the standby site can take over if the primary site fails and this
avoids the loss of data or transactions that were currently
taking place. It also means that end users can still access the
overall system.

As transactions take place at the primary site 22, an active
data file 26 or active log is kept of all the transactions that
are performed. If the transaction processing fails at any point
in time, then the active data file can be used to later re-apply
those transactions. The active data file or active log has a
limited size or it may be limited to a certain time period.
When the active data file fills up, then it is archived to an
archive data file 28.

In a system that has a mirrored standby site 20, the system
periodically updates the standby active data file 32 or
standby active log. As the standby active log is created, the
transactions are rolled forward or applied to the standby
transaction processing 30 so that the standby transaction
processing contains a current image of what exists at the
primary site. Conventional transaction based systems and
databases include a managed standby solution that ships
only the archive data file (after the active log is filled) over
the WAN to the standby site. The problem with this approach
is that the transactions that were not yet archived will be lost
in a disaster and applications cannot implement a way for
transactions to be 2-safe (i.e., reach both sites). In some
cases, a third party mirroring system can be used to mirror
the entire system or database using synchronous/
asynchronous mirroring. The problem with this solution is
that the mirroring of the entire database consumes a signifi-
cant amount of bandwidth on a WAN which is already
relatively slow.

The present invention has recognized that it is valuable to
compute a difference between an active data file and an
archive data file to produce a delta image 36 at the primary
site. This delta image is useful because the archive data file
is an archive of the active data file and there are large
similarities between both files. As mentioned, it consumes a
large amount of bandwidth to send the whole archive data
file, so is more economical to send a smaller delta image.
The delta image is computed by looking at differences in the
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4

beginning or ending of the files. This is because large
portions of the active data file will be the same as the archive
data file. The difference in some situations may only be an
archive header, but there can be other important differences.
Alternatively, the system can also compare the files to see if
there are blocks of additional information within the archive
data file. These differences can also be incorporated with the
delta image.

Once the delta image has been created, it is transmitted
from the primary site to the standby site. The active data file
26 which was shipped to the standby site previously now
becomes the standby active data file 32. The delta image is
then combined with the standby active data file at the
standby site, to produce an archive data file 34. The inte-
gration of the two files can be performed using overlay
techniques, appending the delta image to the active data file,
or applying a decompression algorithm to the delta image.

In an alternative embodiment of the device as shown in
FIG. 1, the transaction processing may not contain any
storage space and the active data file may be the primary
storage system. The primary storage system can then be
archived and the same delta image technique can be used to
create the archive of the storage system on the standby
system.

FIG. 2 is a flow chart illustrating the method used to create
archive files on a standby system. The method comprises a
first step of computing a difference between an active data
file and an archive data file to produce a delta image at the
primary site 40. A second step is transmitting the active data
file and the delta image, separately in time sequence, from
the primary site to the standby site 42. The next step is
combining the delta image with the active data file at the
standby site, to produce a standby archive data file 44. A
follow-up step is entering transactions from the archive data
file into the standby transaction processing system 46.

FIG. 3 is a block diagram illustrating one embodiment of
this invention. This embodiment describes the use of the
present invention to create archives for a database system.
The figure also illustrates the interactions involved in rep-
licating archive files across a WAN to a remote standby site
or cluster.

The system has a first primary cluster node 50 and a
second primary cluster node 52 and these two nodes form a
database cluster. A disk subsystem can be shared by these
nodes and the nodes can be connected by a high speed local
link. Each node has a separate instance of a parallel database
server 54, 56 and each node will have its own copy of the
online redo logs 58, 60 (i.c., an active data file). As is well
known by those skilled in the art, redo log files store all the
information needed to perform database recovery and they
record every change made to the database structure. When
the online redo logs are filled they are then archived and
transferred into the archive log areas 62, 64 (i.c., archive
data file).

The steps involved in archived redo log replication will
now be discussed in further detail. First, the parallel data-
base servers 54, 56 fill up the online redo logs 58, 60 when
the transactions commit. Remote mirroring devices 66, 68
trap the disk subsystem writes to the online logs. This
trapped information is then sent to the standby remote
mirroring device 70 through the remote mirroring or repli-
cation transport. A WAN 73 is used to transfer the informa-
tion between the primary site and the standby site.

The archive systems of the parallel database server 54, 56
archive the filled up online redo logs to two destinations.
One archive destination is a local high performance, quick
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recovery, file system 62 (e.g., VXFS). The other destination
is a special file system generally called the archive replicator
file system. All opens/writes and closes to this file system are
trapped by the primary archive log replicator 72, 74. The

6

One method of handling the delta image and creation of
the archive log files 76, 78 on the standby site will now be
described. After the standby remote mirroring device 70
indicates the completion of mirroring (through the replica-

archive log replicator ships newly generated online redo log 5 tion handles), the standby archive log replicator copies the
files across to the standby site and asks the standby database §tandby online redo 10g correspondmg to the delta archlve
to apply it in such a fashion that 2-safeness and data integrity ~ image and overlays this delta image to create the archive.
are preserved at all times. Thls new ar(;hlve is stqred in a temporary place. uqtll .the
.. . . . primary archive log replicator 72 sends a message indicating
_Inthis invention, the archive files generated at the primary archive completion at the primary. The primary archive log
site Wll.l be sent to the standby.sne as a delta image. Th1§ is 10 replicator signals completion of the new standby archive
a technique wherein only the dlffe.rence betwee.n the archive redo log by checking with the database system using data-
log file and the .correspondmg on.hne redo file is sent across base queries for archive completion.
to th.e standby §1te. The stgndby site can recrea.te the standby After the creation of the standby archive redo log 76, the
archive file using this difference and the mirrored online standby archive log replicator 82 checks with the corre-
redo log. 15 dine datab . .
sponding database (through queries) to decide whether the
In order to reliably build the archive file at the standby archiving is complete. If the archive log is complete, the
site, and to prevent over-shoots and under-shoots of archive standby archive file replicator proceeds with applying the
logs versus the online logs (across all types of failures and completed archive to the standby database sever 84. The
race condition scenarios), an effective remote mirroring 5o database does this by creating a link to the file in the archive
technology must be used. Over-shoot refers to the situation destination where the standby database is looking for files.
where there can be a gap between what exists in the active Another advantage of this invention is that it prevents
logs and the archive logs on the standby site. In contrast, an over-shoots, under-shoots, or out-of-order writes. This
under-shoot refers to the situation where there are transac- ensures that the standby site can be used as the primary site
tions in the archive logs that are ahead in time and sequence ,5 When necessary without the need for resetting the standby
to what is available in the active logs. Either of these logs. As mentioned, resetting the active logs causes data loss
situations require a system administrator to perform a reset because the data in the active logs is ignored by the database
logs when the standby site needs to take over, which causes systenl.
more data.loss (and operator intervention) as.the transactions If for some reason (say due to WAN outages or high
in the active logs are lost on the standby site. 5o congestion) the archive log delta images cannot be shipped
In this mirroring approach, the online redo log is mirrored and the number of unarchived but the completed online redo
using asynchronous remote mirroring technology 66, 70. logs reach a threshold, the primary archive replicator enters
The remote mirroring component can be a UNIX device catch-up mode. The threshold can be defined as when the a
driver that works by trapping all operating system writes for spool buffer in the remote mirroring device is filled or when
a storage device and mirroring these writes across disks on 35 the archiving becomes slow enough (due to WAN delay or
remote systems. The most effective type of remote mirroring outages) that there is a risk of the primary database system
component preserves write ordering across all writes from blocking because it cannot archive the active log files. In
the primary cluster to the standby cluster. It should be catch-up mode, the delta images are discarded and the whole
pointed out that the delta image may use remote procedure completed archive redo log images are shipped asynchro-
calls (RPC) to ship the delta image to the standby site. 40 Dously. Of course, the primary parallel database server
The remote mirroring technology is used to remotely continues to generate archives during the network outage.
mirror online redo logs from the primary cluster running the However, shipping delta images to the second destination or
parallel database server. The primary archive log replicator the standby site is deferred, until the primary archive file
72, 74 traps all the archive writes on all the nodes of the replicator is able to ship all the pending archive redo logs to
primary site. It then computes the difference between the ,5 the standby site and re-enter normal mode.
archive redo log and the corresponding online redo log On entering catch-up mode, the primary archive replicator
(which can differ only by a few bytes) and sends only this  automatically asks the remote mirroring device to pause the
difference over the network to the standby site archive file remote mirroring. This ensures that the online never over-
replicator 82. The delta image difference in some situations shoots the archives. Including a catch-up mode allows this
may only be an archive header but there can be other 5 system to withstand WAN outages of long duration without
important differences. sacrificing the operation performance of the primary site.
The standby archive log replicator 82 checks with the FIG. 4 is a flow chart illustrating a summary of the steps
remote mirroring component 70 to confirm whether the used to create archive files in a database system. The method
corresponding online redo log has been completely mir- for creating archive redo logs for a standby database at a
rored. The communication between the standby archive log 55 remote location includes several steps. The first step is
replicator and the remote mirroring device is completed trapping file system transactions or active log writes using a
using replication handles. Replication handles help track the remote mirroring device capable of mirroring the log writes
progress of the mirror writes on standby site as compared to to a standby site 100. This creates an online redo log at the
the writes on the primary site. The replication handles are standby site. The next step is computing a difference
sequence numbers which the remote mirroring component ¢y between an online redo log and archive redo log to create a
uses to sequence every write on the primary site and to track delta image at a primary database 102. Another step is
progress on the standby site. transmitting the delta image to a standby archive log repli-
The archive log replicator 82 at the standby site coordi- cator contained in the standby database 104. The last step is
nates with the standby site=s remote mirroring component combining the delta image with the online redo log to create
70 and re-creates the archive redo log 76, 78 from the 65 a standby archive redo log on the standby database 106.

corresponding online redo log(s) 80 which are mirrored on
the standby site.

It is to be understood that the above-described arrange-
ments are only illustrative of the application of the principles
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of the present invention. Numerous modifications and alter-
native arrangements may be devised by those skilled in the
art without departing from the spirit and scope of the present
invention and the appended claims are intended to cover

8

10. A method as in claim 5, further comprising the step of
shipping an entire archive redo log from the primary archive
log replicator to the standby archive log replicator asynchro-
nously after archiving becomes slow enough that there is a

such modifications and arrangements. Thus, while the s risk of primary database blocking. o

present invention has been shown in the drawings and fully 11..A method as In clalm. 10, further comprising th? step

described above with particularity and detail in connection of shlppmg an entire archive redo log ﬁrom the primary

with what is presently deemed to be the most practical and archive log replicator to the standby .archlve log rephca.tor

preferred embodiment(s) of the invention, it will be apparent asynchronously when a spool buffer in a remote mirroring
. a1 system has been filled.

to those of ordinary skill in the art that numerous 10 . .

. . . . . . . 12. A method for creating archive redo logs from a
modifications, including, but not limited to, variations in ; datab f tandby datab t 1
function, manner of operation, use, and specific implemen- prmary:database, 1of a stancpy database al a remote

. i P > Y P P location, comprising the steps of:
tation may be made, without departing from the concepts of . . .
the i i ¢ forth in the clai (a) trapping file system transactions to create an online

e\;}?‘:? 10r11 as sg . ?r m the claims. redo log at the standby database;

at1s claimed 1s: . 15 (b) computing a difference between an online redo log and

1. A method for creating as}anﬁiby data processing system archive redo log in the primary database to find the
loc.:ated at.ta standby. site, tvghlcth is reffnotely located from a delta image of the archive redo log;
primary site, f:omprl.smg ¢ steps ok . . (c) transmitting the delta image to a standby database; and

(a) computing a difference between an active transaction (d) combining the delta image with the online redo log in
redo log and an archive transaction redo log to produce 20 g g . &

delia ; { the ori e the standby database to create standby archive redo log

a della 1.me.1ge at the Prlmary st e,. on the standby database.

(b) transmitting the active transaction redo log and the 13. A method as in claim 12, further comprising the step
delta image, separately in time sequence, from the of applying the standby archive redo log by creating a link
primary site to the standby site; and ,5 between the standby database and the standby archive redo

(¢) combining the delta image with the active transaction log.
redo log at the standby site, to produce a standby 14. A method as in claim 12, further comprising the step
archive transaction redo log. o of transmitting the delta image to a standby archive log

2: A method as in ClalH{ 1, further comprising the step of replicator using a first remote mirroring device in the
storing the standby archive transaction redo log on the 3o primary database and a second remote mirroring device in
standby site. ) ) . the standby database.

3. A method as in claim 1, further comprising the step of 15. A method as in claim 14, further comprising the step
storing transactions in the standby active transaction redo of using replication handles to track the progress of mirror
log as they are trapped at the primary site. writes on the standby database as compared to the primary

4. A method as in claim 1, further comprising the step of database.

. . . . 35
f:ntermg transactions frorp the archlye transaction redo log 16. A method as in claim 12, further comprising the step
into the standby transaction processing system. of checking the primary database with database queries

5. A method for creating archive redo logs for a standby using the archive log replicator to determine whether
database at a remote location, comprising the steps of: archiving is complete.

a) trapping active log writes using a remote mirrorin, 17. A method as in claim 12, further comprising the ste
pping g g g 4 prising P
device that is capable of mirroring the log writes to a of shipping an entire archive redo log from the primary
standby site, to create an online redo log at the standby archive log replicator to the standby archive log replicator
site; asynchronously after archiving becomes slow enough that

(b) computing a difference between an online redo logand ~ there is a risk of the primary database blocking.
archive redo log to create a delta image at a primary 45 18~.A method as in clalm.12, further comprising th? step
database, wherein the delta image includes an archive of shipping the entire archive redo log from the primary
header; archive log replicator to the standby archive log replicator

(¢) transmitting the delta image to a standby archive log asynchronously when a spool buffer in a remote mirroring
replicator contained in the standby database; and system has been filled. .

(d) combining the delta image and archive header with the 50 19. A system for creating a sta.ndb.y data processing
online redo log to create a standby archive redo log on system 10§:ated ata standby. site, which is remotely located
the standby database. from a primary site, comprising the steps of:

6. A method as in claim 5, further comprising the step of means for computing a difference between an active data
applying the standby archive redo log by creating links to the file and an archive data file to produce a delta image at
standby archive redo log. 55 the primary site; )

7. A method as in claim 5, further comprising the step of means for transmitting the active data file and the.delta
transmitting the delta image to a standby archive log repli- mage, separately In time sequence, from the primary
cator using a first remote mirroring device in the primary site to the standby site; and
database and a second remote mirroring device in the means for combining the delta image with the active data
standby database. 60 file at the standby site, to produce a standby archive

8. A method as in claim 7, further comprising the step of data file.
using replication handles to track the progress of mirror 20. An article of manufacture comprising:
writes on the standby database as compared to the primary a computer usage medium having computer readable
database. program code means embodied therein for creating

9. A method as in claim 8, further comprising the step of 65 archive redo logs for a standby database at a remote

checking the primary database queries using the archive log
replicator to determine whether archiving is complete.

location, the computer readable program code means in
said article of manufacture comprising:
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computer readable program code means for trapping
active log writes using a remote mirroring device
that is capable of mirroring the log writes to a
standby site, to create an online redo log at the
standby site;

computer readable program code means for computing
a difference between an online redo log and archive
redo log to create a delta image at a primary data-
base;

5

10

computer readable program code means for transmit-
ting the delta image to a standby archive log repli-
cator contained in the standby database; and

computer readable program code means for combining
the delta image with the online redo log to create a
standby archive redo log on the standby database.

#* #* #* #* #*
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Exgpress Mail Label No. EL 163 092 522 US Patent Application
HP Docket No. 10006924

United States Patent Application
of
Shivaji Ganesh and
Ramesh Kavanappillil
for
Recreation of Archives

at a Disaster Recovery Site

TO THE COMMISSIONER OF PATENTS AND TRADEMARKS:

Your petitioners, Shivaji Ganesh, citizen of the United States of America, whose
residence and postal mailing address is 1848 Wellington Drive, Milpitas, California, 95035,
and Ramesh Kavanappillil, citizen of India, whose residence and postal mailing address is
19608 Pruneridge Avenue, #9204, Cupertino, California 95014, prays that letters patent may
be granted to them as the inventors of Recreation of Archives at a Disaster Recovery Site

as set forth in the following specification.
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TECHNICAL FIELD
The present invention relates generally to disaster recovery for online computer
systems. More particularly, the present invention relates to the creation of a standby data

processing site at a remote location using reduced communication bandwidth mirroring.

BACKGROUND

In recent years, the use of networked computer software and the Internet has brought
about a significant increase in the amount of network traffic and transactions performed by
software applications residing on remote servers. More information is stored by these
networked applications and in remote database applications than ever before. These
applications process a large number of purchase transactions, credit card transactions,
electronic mailing lists, email functions, data distribution, batch processing, etc. These
systems contain very critical data and it must be backed up so that the information is not lost.

Further, application end users also desire that networked applications and data should be
available 24 hours a day and 7 days a week.

To provide robust services that are constantly available, computer systems must have
redundant backup systems. It is inevitable that the primary system will fail on occasion.
When the primary system fails, a backup system must be quickly available. A backup system
can be located on-site with the primary system and then a secondary backup system can be
located at a physically remote backup site. Having at least one backup system on-site is
valuable because the networked application can immediately failover to that application, if
the primary system becomes inoperative. This fast failover will be transparent to the user

because it is local.
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A second backup system at a remote site is desirable because it protects against
catastrophic failure at the primary site. This is sometimes called the standby site. If the
primary site is disabled by an extended power outage, fire, or flood then the remote standby
system will be activated. A Failover to an off-site standby system is slower, but it provides a
maximum amount of protection against total system failure. Specifically, this type of fail
safe system is valuable for applications that are connected to the Internet which need to be
constantly available.

Many online, transaction based systems store more than one copy of their data. This
is another safeguard against system failure or data corruption. The first copy is an original
copy and the second is an archival copy. The archival copy is a backup but other times it is
used for error checking purposes. Some systems can even store multiple backup copies.

For certain transactional systems, such as a database, an active transaction log is kept
which tracks recent transactions. An archive log is then kept to store information from the
active log after the active log has been filled or a certain time period has passed. To be able
to mirror a transactional system between the primary site and the standby site both the active
logs and then the archive logs must be transferred to the standby system. The active logs are
then entered into or applied to the standby system which constantly keeps the standby system
current.

In the event of a failure, the standby system is always ready to take over. Usually, the
standby system is located in another building or in a geographically remote area. This
requires the active logs, archive logs, or backups to be transferred across a wide area network
(WAN), which is relatively slow in comparison to a local area network (LAN) or a high speed

cluster connection. As a result, the data sent from the primary site across the WAN to the
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standby site can cause a significant amount of network congestion. Especially where these

files can contain hundreds of megabytes of data per file.

e

SUMMARY OF THE INVENTION

This invention provides a method for creating a standby data processing system
located at a standby site, which is remotely located from a primary site. The method

comprises a first step of computing a difference between an active data file and an archive

data file to produce a delta image at the primary site. A second step is transmitting the active

data file and the delta image, separately in time sequence, from the primary site to the standby

i
| if site. A final step is combining the delta image with the active data file at the standby site, to
| :é produce a standby archive data file.
. o
f In accordance with one aspect of the present invention, the system includes a method
: :? ) for creating archive redo logs for a standby database at a remote location. The method
i: includes the first step of trapping file system transactions using a primary archive log
%_:3 replicator to create an online redo log at the standby database. The next step is computing a
:;; difference between an online redo log and archive redo log in the primary database to create a

{ delta image. Then the delta image is transmitted to a standby archive log replicator contaimed
in the standby database.

Another step is combining the delta image with the online redo log in the standby database to
create a standby archive redo log on the standby database. The final step is applying the

updated archive redo log to the standby database.

e
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Additional features and advantages of the invention will be set forth in the detailed
description which follows, taken in conjunction with the accompanying drawings, which

together illustrate by way of example, the features of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating the creation of an archive on a standby system;

FIG. 2 is a flow chart illustrating the method used to create archive files on a standby
system;

FIG. 3 is a black diagram of a database system with a standby archive system that is
created over a wide area network (WAN);

FIG. 4 is a flow chart illustrating the steps used to create archive files in a database

system.

DETAILED DESCRIPTION

For the purposes of promoting an understanding the invention, reference will now be
made to the exemplary embodiments illustrated in the drawings, and specific language will be
used to describe the same. It will nevertheless be understood that no limitation of the scope
of the invention is thereby intended. Any alterations and further modifications of the
inventive features illustrated herein, and any additional applications of the invention as
illustrated herein, which would occur to one skilled in the relevant art and having possession

of this disclosure, are to be considered within the scope of the invention.
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FIG. 1 illustrates a device and method for creating archive data files from online data
files at ; standby site 20. An advantage of this method is the creation of a standby data
processing system located at a standby site, while using a lower network bandwidth to create
archives at this additional site. This invention provides nearly a 50% savings in network
bandwidth as compared to other remote mirroring solutions for transaction based systems.
This is because it does not transfer the entire archive ﬁle system over the network.

The standby transaction site 20 (standby site) is remotely located from a primary
transaction site 22 (primary site) to allow the system to recover from a catastrophic failure at
the primary site. A communications link 23 connects the primary site to the standby site.
The communications link is typically a wide arca network (W. AN), but a WAN is typically
not as fast as a local area network (LAN) or a fast cluster connection. The communications
Jink can also be a wireless link. The primary site includes a critical computer application
which performs transaction processing 24. The transaction processing contains a processing
engine and a storage area to store the transactions processed. Transactional applications can
include databases, web servers, e-commerce services, and similar transactional based
services. Because the primary site contains a critical computer application, it is critical that
the overall system does not completely fail. For example, the primary site might fail due toa
fire or flood. Not only is it important to have a standby site, but both sites should be
constantly synchronized. Then the standby site can take over if the primary site fails and this
avoids the loss of data or transactions that were currently taking place. It also means that end
users can stiil access the overall system.

As transactions take place at the primary site 22, an active data file 26 or active log is
kept of all the transactions that are performed. If the transaction processing fails at any point

in time, then the active data file can be used to later re-apply those transactions. The active
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data file or active log has a limited size ot it may be limited to a certain time period. When
the active data file fills up, then it is archived to an archive data file 28.

In a system that has a mirrored standby site 20, the system periodically updates the
standby active data file 32 or standby active log. As the standby active log is created, the
transactions are rolled forward or applied to the standby transaction processing 30 so that the

standby transaction processing contains a current image of what exists at the primary site.

Conventional transaction based systems and databases include a managed standby solution
that ships only the archive data file (after the active log is filled) over the WAN to the standby

site. The problem with this approach is that the transactions that were not yet archived will

£ be lost in a disaster and applications cannot implement a way for transactions to be 2-safe

g% (i.e., reach both sites). In some cases, a third party mirroring system can be used to mirror the
.

3:?; entire system or database using synchronous/asynchronous mirroring. The problem with this
Lz solution is that the mirroring of the entire database consumes a significant amount of

B

E‘; bandwidth on a WAN which is already relatively slow.

Z:i The present invention has recognized that it is valuable to compute a difference

e
[}

between an active data file and an archive data file to produce a delta image 36 at the primary

'l

-,
B

site. This delta image is useful because the archive data file is an archive of the active data
file and there are large similarities between both files. As mentioned, it consumes a large
amount of bandwidth to send the whole archive data file, so is more economical to send a
smaller delta image. The delta image is computed by looking at differences in the beginning
or ending of the files. This is becanse large portions of the active data file will be the same as
the archive data file. The difference in some situations may only be an archive header, but

there can be other important differences. Alternatively, the system can also compare the files

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 30 of 201



P
i kA

-
e

LB b,

u N p

[

e
[

e R e W
[w T W]

I

T Bl e

e

to see if there are blocks of additional information within the archive data file. These
differences can also be incorporated with the delta image.

Once the delta image has been created, it is transmitted from the primary site to the
standby site. The active data file 26 which was shipped to the standby site previously now
becomes the standby active data file 32. The delta image is then combined with the standby
active data file at the standby site, to produce an archive data file 34. The integration of the
two files can be performed using overlay techniques, appending the delta image to the active
data file, or applying a decompression algorithm to the delta image.

In an alternative embodiment of the device as shown in FIG. 1, the transaction
processing may not contain any storage space and the active data file may be the primary
storage system. The primary storage system can then be archived and the same delta image
technique can be used to create the archive of the storage system on the standby system.

FIG. 2 is a flow chart illustrating the method used to create archive files on a standby
system. The method comprises a first step of computing a difference between an active data
file and an archive data file to produce a delta image at the primary site 40. A second step is
transmitting the active data file and the delta image, separately in time sequence, from the
primary site to the standby site 42. The next step is combining the delta image with the active
data file at the standby site, to produce a standby archive data file 44, A follow-up step is
entering transactions from the archive data file into the standby transaction processing system

46.

FIG. 3 is a block diagram illustrating one embodiment of this invention. This
embodiment describes the use of the present invention to create archives for a database
system. The figure also illustrates the interactions involved in replicating archive files across

a WAN to a remote standby site or cluster.
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The system has a first primary cluster node 50 and a second primary cluster node 52
and these two nodes form a database cluster. A disk subsystem can be shared by these nodes
and the nodes can be connected by a high speed local link. Each node has a separate instance
of a parallel database server 54, 56 and each node will have its own copy of the online redo
logs 58, 60 (i.e., an active data file). As is well known by those skilled in the art, redo log
files store all the information needed to perform database recovery and they record every
change made to the database structure. When the online redo logs are filled they are then
archived and transferred into the archive log areas 62, 64 (i.c., archive data file).

The steps involved in archived redo log replication will now be discussed in further
detail. First, the parallel database servers 54, 56 fill up the online redo logs 38, 60 when the
transactions commit. Remote mirroring devices 66, 68 trap the disk subsystem writes to the
online logs. This trapped information is then sent to the standby remote mirroring device 70
through the remote mirroring or replication transport. A WAN 73 is used to transfer the
information between the primary site and the standby site.

The archive systems of the parallel database server 54, 56 archive the filled up online
redo logs to two destinations. One archive destination is a local high performance, quick
recovery, file system 62 (e.g., VXFS). The other destination is a special file system generally
called the archive replicator file system. All opens/writes and closes to this file system are
trapped by the primary archive log replicator 72, 74. The archive log replicator ships newly
generated online redo log files across to the standby site and asks the standby database to
apply it in such a fashion that 2-safeness and data integrity are preserved at all times.

In this invention, the archive files generated at the primary site will be sent to the
standby site as a delta image. This is a technique wherein only the difference between the

archive log file and the corresponding online redo file is sent across to the standby site. The
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standby site can recreate the standby archive file using this difference and the mirrored online
redo log.

In order to reliably build the archive file at the standby site, and to prevent over-shoots
and under-shoots of archive logs versus the online logs (across all types of failures and race
condition scenarios), an effective remote mirroring technology must be used. Over-shoot
;I refers to the situation where there can be a gap between what exists in the active logs and the
| archive logs on the standby site. In contrast, an under-shoot refers to the situation where

there are transactions in the archive logs that are ahead in time and sequence to what 1§
available in the active logs. Either of these situations require a system administrator to

perform a reset logs when the standby site needs to take over, which causes more data loss

3

]

o (and operator intervention) as the transactions in the active logs are lost on the standby site.
)

= In this mirroring approach, the online redo log is mirrored using asynchronous remote
i3] . . L

Ll mirroring technology 66, 70. The remote mirroring component can be a UNIX device driver

-
Kl

that works by trapping all operating system writes for a storage device and mirroring these

writes across disks on remote systems. The most effective type of remote mirroring

e ——
(s v g 0
o B 0L

ol T il

component preserves write ordering across all writes from the primary cluster to the standby

e

pee
B

cluster. It should be pointed out that the delta image may use remote procedure calls (RPC)

\ to ship the delta image to the standby site.

'j The remote mirroring technology is used to remotely mirror online redo logs from the
primary cluster running the parailel database server. The primary archive log replicator 72,
74 traps all the archive writes on all the nodes of the primary site. It then computes the
difference between the archive redo log and the corresponding online redo log (which can

differ only by a few bytes) and sends only this difference over the network to the standby site

10

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 33 of 201



e &3

o
o Y W)

ar
"

® e T

oy
Bl

R L T

B Bli Jie

e

archive file replicator 82. The delta image difference in some situations may only be an
archive header but there can be other important differences.

The standby archive log replicator 82 checks with the remote mirroring component 70
to confirm whether the corresponding online redo log has been completely mirrored. The
communication between the standby archive log replicator and the remote mirroring device is
completed using replication handies. Replication handles help track the progress of the
mirror writes on standby site as compared to the writes on the primary site. The replication
handles are sequence numbers which the remote mirroring component uses to sequence every
write on the primary site and to track progress on the standby site.

The archive log replicator 82 at the standby site coordinates with the standby site=s
remote mirroring component 70 and re-creates the archive redo log 76, 78 from the
corresponding online redo log(s) 80 which are mirrored on the standby site.

One method of handling the delta image and creation of the archive log files 76, 78 on
the standby site will now be described. After the standby remote mirroring device 70
indicates the completion of mirroring (through the replication handles), the standby archive
log replicator copies the standby online redo log corresponding to the delta archive image and
overlays this delta image to create the archive. This new archive is stored in a temporary

place until the primary archive log replicator 72 sends a message indicating archive
completion at the primary. The primary archive log replicator signals completion of the new
standby archive redo log by checking with the database system using database queries for
archive completion,

After the creation of the standby archive redo log 76, the standby archive log
replicator 82 checks with the corresponding database (through queries}) to decide whether the

archiving is complete. If the archive log is complete, the standby archive file replicator

11

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 34 of 201



proceeds with applying the completed archive to the standby database sever 84. The database
does this by creating a link to the file in the archive destination where the standby database is
looking for files. Another advantage of this invention is that it prevents over-shoots, under-
shoots, or out-of-order writes. This ensures that the standby site can be used as the primary
site when necessary without the need for resetting the standby logs. As mentioned, resetting
the active logs causes data loss because the data in the active logs is ignored by the database
system.

If for some reason (say due to WAN outages or high congestion) the archive log delta
images cannot be shipped and the number of unarchived but the completed online redo logs

reach a threshold, the primary archive replicator enters catch-up mode. The threshold can be

o

Lg defined as when the a spool buffer in the remote mirroring device is filled or when the

_E archiving becomes slow enough {due to WAN delay or outages) that there is a risk of the
3 53 primary database system blocking because it cannot archive the active log files. In catch-up
il ;2 mode, the delta images are discarded and the whole completed archive redo log images are
j éf. shipped asynchronously. Of course, the primary parallel database server continues to
E F:i generate archives during the network outage. However, shipping delta images to the second
: g: destination or the standby site is deferred, until the primary archive file replicator is able to
8

ship all the pending archive redo logs to the standby site and re-enter normal mode.

R

On entering catch-up mode, the primary archive replicator automatically asks the
remote mirroring device to pause the remote mirroring. This ensures that the online never
over-shoots the archives., Including a catch-up mode allows this system to withstand WAN
outages of long duration without sacrificing the operation performance of the primary site.

FIG. 4 is a flow chart illustrating a summary of the steps used to create archive files in

a database system. The method for creating archive redo logs for a standby database at a

‘.
i

12
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What is claimed is:

{a) computing a difference between an active gata file and an archive data file to

produce a delta image at the primary site;

(b) transmitting the active data file and the/delta image, separately in time sequence,
from the primary site to the standby site; and

(¢) combining the delta image with the Active data file at the standby site, to produce a

. _standby archive data file.

2. A method as in claim 1, wherein the active data file and the archive data file

are transaction logs.

3, A method as in claim 1] wherein the active data file and the archive data file

are transaction redo logs.

4. A method as in clajm 1, further comprising the step of storing the standby

5. A method as if claim 1, further comprising the step of storing transactions in

the standby active data file As they are trapped at the primary site.

14
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6. A method as in claim 1, further comprising th¢ step of entering transactions

from the archive data file into the standby transaction procgfssing system.

7. A method for creating archive redo logs for a standby database at a remote
tocation, comprising the steps of:

(a) trapping active log writes using a remotg¢ mirroring device that is capable of
mirrering the log writes to a standby site, to create an online redo log at the standby site;

(b) computing a difference between anjonline redo log and archive redo log to create a

delta image at a primary database;

N (¢) transmitting the delta image to gstandby archive log replicator contained in the
Y

¢ standby database; and

“J .

5, o

,g (d) combining the delta image with the online redo log to create a standby archive
L —tedo log on the standby database.

g

i . i

b 8. A method as in clafm 7, further comprising the step of applying the standby
bd

b archive redo log by creating linkis to the standby archive redo log.

it

9. A method asAn claim 7, further comprising the step of transmitting the delta
image to a standby archiv¢ log replicator using a first remote mirroring device in the primary

database and a second r¢mote mirroring device in the standby database.

10. A méthod as in claim 9, further comprising the step of using replication
handles to track the progress of mirror writes on the standby database as compared to the

primary database.

15
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11. A method as in claim 10, further comprising the step of checkjhig the primary
database with database queries using the archive log replicator to determiné whether
archiving is complete.

12. A method as in claim 7, further comprising the step/of shipping an entire
archive redo log from the primary archive log replicator to the sfandby archive log replicator

asynchronously after archiving becomes slow enough that th is a risk of primary database

blocking.
-
2 1¢.
i 5 13. A method as in claim 12, further comprfsing the step of shipping an entire
=
‘L"l;; archive redo log from the primary archive log replicgtor to the standby archive log replicator
:‘F; ;‘Z_ asynchronously when a spool buffer in a remote mjrroring system has been filled.
3
b
Ll
2
Lt

14. A method for creating afchive redo logs from a primary database, fora

standby database at a remote locatiol, comprising the steps of:

(2) trapping file system actions to create an online redo log at the standby
database;
\ (b) computing a differ¢nce between an online redo log and archive redo log in the

‘ primary database to find the/delta image of the archive redo log;

(c) transmitting thé delta image to a standby database; and

16
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(d) combining the delta image with the online redo lo in the standby database to

create standby archive redo log on the standby database.

15. A method as in claim 14, further compriging the step of applying the standby
archive redo log by creating a link between the standby database and the standby archive redo

log.

16. A method as in claim 14, further gbmprising the step of transmitting the delta
image to a standby archive log replicator using f first remote mirroring device in the primary
database and a second remote mirroring devicg in the standby database.

N

&
-

17. A method as in claim 16, er comprising the step of using replication

handles to track the progress of mirror wyites on the standby database as compared to the

SD primary database.

-

18. A method as in claih 14, further comprising the step of checking the primary

database with database queries ySing the archive log replicator to determine whether

archiving is complete.

19. A method as in claim 14, further comprising the step of shipping an entire
archive redo log fropd the primary archive log replicator to the standby archive log replicator

asynchronously after archiving becomes slow enough that there is a risk of the primary
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20. A method as in claim 14, further comprising the step of shipping the entire

archive redo log from the primary archive log replicator to the stahdby archive log replicator
asynchronously when a spool buffer in a;;r%mote mirroring syste has been filled.
21. A system for creating a standby data processing system located at a standby
site, which is remotely located from a primary site, compyising the steps of:
means for computing a difference between an agtive data file and an archive data file
to produce a delta image at the primary site;
means for transmitting the active data file agld the delta image, separately in time

sequence, from the primary site to the standby sit¢; and

2o
Eng

“:' U\ means for combining the delta image with the active data file at the standby site, to

N

E (- produce a standby archive data file.

e

2 & . L

- 22.  An article of manufacture fomprising:

e e

;:: a computer usable medium havifig computer readable program code means embodied

.

therein for creating archive redo logs for a standby database at a remote location, the

Tl: u,,.;,!i ..E.. .

computer readable program code mgans in said article of manufacture comprising;

computer readable pro code means for trapping active log writes using a remote
mirroring device that is capablyl of mirroring the log writes to a standby site, to create an
online redo log at the standby site;

computer readable program code means for computing a difference between an online

redo log and archive log to create a delta image at a primary database;

computer readdble program code means for transmitting the delta image to a standby

archive log replicatér contained in the standby database; and

18
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computer readable program code means for ofnbim'ng the delta image with the online

redo log to create 2 standby archive redo log op'the standby database.

19
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ABSTRACT

A method for creating a standby data processing systemn located at a standby site,
which is remotely located from a primary site. The method comprises a first step of
computing a difference between an active data file and an archive data file to produce a delta
image at the primary site. Another step is transmitting the active data file and the delta
image, separately in time sequence, from the primary site to a standby site. A final step is
combining the delta image with the active data file at the standby site, to produce an archive
data file. An advantage of this method is the creation of a standby data processing system,

while using a lower bandwidth to create this additional site.

197 - Rav. 01
H\PerryiHewtet Packarh 1931 ATFI 7_w_ioveotor_comemends. apd
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Implementing an Automated Standby Database

By Roby Sherman
Automate the maintenance of your standby database, using new features in Oracle8:

Oracle8i contains an enhanced feature that automatically keeps a standby database synchronized wi
production database. This new feature, called the Automated Standby Database (ASD), greatly red
amount of manual work database administrators must perform to develop mechanisms for transport
archived redo logs from the production environment to the standby database.

Oracle introduced the standby database with Oracle7 as a means to clone a production database for

event of a disaster. The idea behind it is that you maintain an exact replica of your production datab
hardware, database, and other resources of the two environments—production and standby—shoul

close to identical as possible.

As the production database operates, it creates and archives redo logs. As part of the process of mai
standby database, you send a copy of the archived redo logs to the standby database. There, the syst
applies the copies of the archived redo logs in a continuous roll-forward fashion, which keeps the t
databases in sync.

If your production database experiences a catastrophic failure, you can activate the standby databas
as your new production environment, thereby providing near-continuous availability.

Automating the Process with Oracle8i

In releases prior to Oracle8i, the process of transporting and applying archived redo logs to the stan
database was not automated unless the DBA created his or her own automated method. But now, se
enhancements in Oracle8i allow you to automatically and efficiently transfer and apply archived re
one or more standby databases. In addition, you can take the Oracle8i ASD out of recovery mode 2
as a read-only database, allowing users to run queries against it during peak user hours.

Before you begin to establish an ASD configuration, you must answer many important questions.
ASD can certainly be used very effectively in some production environments, there are some scena
ASD solutions are not appropriate. For example, if the network connection between the production
standby machines does not provide the bandwidth necessary for the timely transfer of archive logs,
archive logs may begin to back up or overall network performance can be compromised.

As with any architecture change, performing research and evaluation are the keys to understanding
or not implementing a standby database is appropriate for your particular environment.

Setting Up An Automated Standby Database

The first step in creating a standby environment is to configure the standby server machine to rese
production machine's configuration as closely as possible. Although it is not an absolute requireme
standby's configuration mirror the production environment exactly, the more similar the two config
are, the better, to maximize operational smoothness and consistency. This is especially important if
to operate your databases by having the production database and the standby database swap roles e
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taliure occurs.

The following steps ‘refer to the servers listed in Table 1. The production instance, dtmprodl, is cur
running in ARCHIVELOG mode and resides on server rs-col. The standby database will be called
and reside on the s&rver rs-co2, which has been configured similarly to the production instance.

Oracle recommends that the file-system and raw-device layouts remain identical on both machines,
have made them slightly different in order to illustrate the use of the init.ora parameters DB_FILE
NAME_CONVERT and LOG_FILE_NAME CONVERT in Oracle8i.

Step 1. Evaluate Your Environment, Make sure you have assessed your environment by answeri
basic questions before you proceed to enable ASD:

o How often should a log switch oceur? 1f your redo logs are too small and you are getting freq
switches, you may not have sufficient time to resynchronize your standby environment manu
before new archive logs are generated. For our particular environment, we sized the dtmprod
production database redo logs at 20MB each, which caused the database to switch once ever
minutes, providing enough time to allow the archive log transfer to complete and also allowi
for a manual resynchronization if necessary. Naturally, these values will be specific to your p

environment

* [ e Approximately how many transactions are in each redo-log file? If you increase the size of y
logs to reduce the number of log switches, you will be storing more transactions in each file.
means that the amount of time required to ship the archived redo log to the remote side will 1
potentially causing a network bottleneck. The number of transactions per log will also be gre
increasing the amount of potential data loss if the production failure occurs before the system
transmit all archived redo logs. So, for example, in our case, we didn't know the number of
transactions, but we did know that our DML changes were committed almost immediately an
network could transfer the archive logs from the production database to the standby database
to 5 minutes. Based on this information, we estimated that in a worst-case scenario, we woul
to 30 minutes' worth of transactions.

o How will the system forward the application users seamlessly to the standby should the prod
database fail? When the production database fails, the users need a way to connect to the sta’
it is activated. Depending on your environment, you can create one of many Net8-based solu
(Net8 is the enhanced version of SQL*Net that ships with Oracle8), using Net8's failover fac
you can create coding-specific solutions to this problem. The solutions have different advant
disadvantages, ranging in complexity from a simple msnames.ora modification on the client
to server IP/DNS reconfigurations. In our situation, to be able to provide near-continuous dat
availability, we developed an application-routing API that redirects inbound user requests to
database. We can easily instruct the API to redirect inbound requests to the standby database,

has been activated.
L——tﬁfrthere a sufficient number of logfile groups? If you have only a small number of logfile gro
ARCH process may not have enough time to archive the inactive log to the standby before th
production database requires the file for reuse. If this occurs, the database will hang moment
archiving completes, assuming that your production database is configured to treat the standb
mandatory destination.

Step 2. Validate Net8 Connectivity. The production database dtmprod1 will cornmunicate with th
dtmback]1 via Net8. This means that you must set up the listener on the rs-co2 standby system to ac
connections from the database rs-col. You may also need to place a tnsnames.ora entry for dtmbac
rs-col production system if you are not using Oracle Names in your environment. Use SQL*Plus o
production database to verify that you have configured connectivity properly and that the listener is
functioning properly on the remote server.

Step 3. Back up the Production Database. Next, prepare the production database on rs-col for tr
the standby on rs-co2. If user activity might occur dunng this process, you should place the databas
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restricted mode prior to starting these procedures, to prevent the introduction of changes into the da
Perform the following actions to archive the current online redo log and to create a standby databas
file, using a SYSDBA account such as SYS or SYSTEM with SQL*Plus, svrmgrl, or another com
utility:

SVRMGR> ALTER SYSTEM ARCHIVE LOG CURRENT;
SVRMGR> ALTER DATABASE CREATE STANDBY CONTROLFILE

AS '/pathname/filename.ctl’

Next, cleanly shut down your database. Then copy the production database's datafiles to equivalent
on the standby database host. Do not change the names of these files when moving them between t
platforms. Make sure you copy

o All tablespace data files

e All redo logs

o All archived redo logs currently online

» The standby control file created in the previous step (be sure to place copies of this file with t
appropriate name in the equivalent locations on the standby where the production control file
have existed, if you had copied them)

However, make sure you do not copy

e The production control files (the standby will use the standby control file you generated prev
e The production init.ora files (you will copy these later)

Step 4. Modify the init.ora File on the Production Database, Oracle8i includes new and modifie
parameters for automating the standby-database maintenance process (see Table 2 for a list of the n
init.ora parameters). In our example, the production database, dtmprodi, is configured to archive to
singular file-system destination, using the log_archive_dest parameter. You must modify it as show
Listing 1 to automatically ship the archived redo logs to the remote standby.

Step 5. Copy the Production init.ora File(s) to the Standby Database for Modification. Next, c
production init.ora file to the appropriate directory on the standby database server. Once you have ¢
file, open it and make these additional changes on the standby server, as shown in Listing 2:

» Update the CONTROL_FILES parameter so that it points to all of the standby control files 1
the standby database server.

« Addthe STANDBY_ ARCHIVE_ DEST parameter and set its value to the location where th
database should store any archived redo logs received from the production database.

 Make any applicable changes to the LOG_ARCHIVE_DEST n parameters {(or comment the
point to appropriate log-archive storage locations to be employed if the standby database is a

Step 6. Start the Standby Database. The standby database is now ready to be put into service. To
perform the following actions on it, using a SYSDBA. account such as SYS or SYSTEM with SQL
svimgrl, or another comparable utility:

SVRMGR> CONNECT SYS AS SYSDBA
SVRMGR> STARTUP NOMOUNT
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SVRMGR> ALTER DATABASE MCUNT STANDBY DATABASE;

SVRMGR> ALTER DATABASE RECOVER MANAGED
STANDBY DATABASE;

or

SVRMGR> ALTER DATABASE RECOVER MANAGED STANDBY

DATABASE TIMEOUT nn;

(nn = the number of minutes to wait for an archived redo log before recovery is automatically ¢

In Oracle8 Release 8.1.5, the ALTER DATABASE RECOVER MANAGED STANDBY DATAB
command does not return until it is canceled (from another session) or you press CTRL-C. I recom
you execute this command on the console for the standby server so that it can remain open indefinit

Step 7. Restart the Production Database. Now that the standby database is ready to receive archi
you are ready to restart the production database. Perform the following actions on the production d
using a SYSDBA account such as SYS or SYSTEM with SQL*Plus, svrmgrl, or another comparab

SVRMGR> CONNECT SYS AS SYSDBA

SVRMGR> STARTUP

Step 8. Verify Production to Standby Transfer Operations. Finally, validate that the production
is able to automatically transmit logs to the standby database and that the standby is ready to receiv
To make sure that the production database is transmitting the logs, execute the following command
the production database:

SQL> ALTER SYSTEM SWITCH LOGFILE;

When sufficient time has passed for the production database to transport the archived redo log, perf
query on the production database:

S5QL select * from v$archive dest;
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Find the row in the output that corresponds to your standby database, and verify that the values for
BINDING, REOPEN_SECS, and DESTINATION are correct, based on your requirements. Make s
the value for STATUS is VALID—if not, check the FAIL_DATE, FAIL,_SEQ, and ERROR colum
€rror. ’

Next, verify that the directory specified in standby_archive dest init.ora parameter on the standby
contains the appropriate archived redo log that should have been copied from production. Make an
log's sequence number.

Check the last entries of the standby's alert log for information about the log received by the standb
database. Verify that the log-sequence number for which the standby was waiting matches the sequ
the actual archived log in the standby_ archive_dest directory (the entry appears as "Media Recover
for thread n seq# xyz"). Finally, make sure that that Media Recovery applied the log (the entry app
similar to "Media Recovery Log /pathname/logxyz_ n.arc"). See Listing 3.

With Oracle® Release 8.1.5, if the above conditions have not been met, you must cancel the standb
automatic recovery and manually transport and apply all missing archived redo logs.

Once you have applied the logs and restarted the automated standby, the log-sequence number pen
the standby database should match the current log sequence in the production database.

Activating the Standby Database

You now have an operational, automatically updated standby database that you may activate in the
catastrophic production failure. Once activated, the standby database becomes a production-like ins
cannot be converted back to its previous form. If the standby database is already in ASD mode whe
occurs, follow these steps to activate the standby database:

1. If possible, archive your current production database logs by issuing ALTER SYSTEM ARC
LOG CURRENT on the production database. Copy the current online redo log—along with
remaining archived logs that have not yet been transported—to the standby database server.

2. If your standby database has not timed out from your recovery, simply open a new SQL sessl
the standby database, by using a DBA account, and issue

SQL> ALTER DATABASE RECOVER MANAGED STANDBY

DATABASE CANCEL;

Locate the end of the standby database's alert.log, and identify the last archived log that was
Manually apply any remaining logs to the standby database:

e

SQL> ALTER DATABASE RECOVER {FROM 'pathname’]

STANDEBY DATABASE;

5. When you have applied the remaining logs to the standby database, stop the recovery by issu

SQL> ALTER DATABASE RECOVER CANCEL;

6. Convert the standby database to a production environment:
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5 e

SQL> ALTER DATABASE ACTIVATE STANDBY DATABASE;

Page 6 of 8

Shut down the standby database. The standby is now a full-fledged production database. Ass
the standby database is the only working database at this point, it is highly advisable that you
immediately perform a backup before starting the database for production use in the event of

emergency.
Start the new production database as you would start any other database.

Initiate any and all necessary processes that will redirect users smoothly to the new productio

database.

Now that your database users have safely migrated to the standby database, you can begin the proc
recovering your production database.

.AASD Maintenance Tips

« Although the REOPEN parameter will attempt to reestablish the
connection to a failed standby destination, it will (re)transmit the
missed archive logs only if the destination is specified as
MANDATORY. If a destination is OPTIONAL, the REUSE parameter
will not attempt to transmit a log that hasn't been sent. You must
manually transfer and apply these logs, plus any logs that transmitted
since the REOPEN was successful, before ASD can resume. Check the
production database alert.log to see if a log sequence failed to transmit
to the standby database.

« Actions such as altering the physical structure, performing direct loads,
and executing unrecoverable operations against your production
environment can have serious impacts on the standby database. -
Although these actions are too numerous for the scope of this article, it
is critical that you understand them. For more information, see the
Oracle8 Backup and Recovery Handbook.

e Oracle8i provides the facility to open a standby database in read-only
mode and perform the operations of a temporary reporting database.
Although this functionality may be useful for your environment, be
aware that additional logs transmitted from production to the standby
while the standby is operating as a reporting database will not be
applied until the standby is placed back into ASD recovery mode,

which can increase the amount of downtime in the event of a production

failover. If you want to take advantage of the ASD and read-only
features, it may be more appropriate to create two standby databases.

Conclusion

Regardless of how extensively you plan for emergencies, disasters beyond your control can still ha
disasters that can compromise your database and possibly bring your business to 2 halt. In many su
environments, you can use Oracle8i's new Automated Standby Database functionality to reduce pro
database outages, helping your database users continue to work.

Oracle's ASD lets you create and automatically maintain a type of spare-database facility. When yo
implement such a configuration, the standby database automatically applies archived logs from the

database. Then, if an outage occurs that removes the primary database from service, the standby dat
be activated to serve as the new primary database for the business, with minimal loss of time or dat

http://www.oracle.com/oramag/oracle/99-May/39or8i.html

12/19/00

SAP - Exhibit 1002

SAP v. Valtrus et al. - IPR2025-00415

Page 56 of 201



Implementing an Automate *-mdby Database Page 7 of 8

Roby Sherman (rxsherm@usa.net) has worked with Oracle databases for more than eight years. As
Oracle database administrator and architect for the Data Technology Management group at U §
Communications, his charter is to evaluate emerging Oracle database technologies and guide othe

TABLE 1: Production and standby file systems on servers rs-col and rs-co2

Server rs-col Server rs-co2 Descriptio
/opt/dbms1/app/oracle /product/8.1.5 /opt/dbms1/app/oracle /produt/8.1.5 SORACLE
fopt/dmbs1/app/oracle /admin/dtmprod1 || /opt/dbms1/app/oracle /admin/dtmback]1 || Contains di
PFILE, BD
etc.
{opt/vol01/oradata /dtmprodl /opt/volQ1/oradata /dtmback1 Datafiles
' databases
/opt/vol02/oradata /dtmprod1 /opt/vol02/oradata /dtmback1 Datafiles f
. . databases
/opt/vol03/oradata /dtmprod1 /opt/vol03/oradata /dtmback1 Datafiles f
databases
/opt/vol04/oradata /dtmprod1 /opt/volO4/oradata /dtmback] [Datafiles f
databases

TABLE 2: init.ora parameters in Oracle8i for automating standby-database maintenance.

LOG_ARCHIVE-DEST n: Defines from one to five
destinations and atfributes for
archived redo logs. These
destinations can be operating-
system locations (file system
directories, other devices, etc.)
or the names of standby
databases accessible via Net8.

LOG_ARCHIVE_DEST_STATE_n: Specifies which
LOG_ARCHIVE destinations
are enabled or exclueded from
archiving operations.

LOG_ARCHIVE _MAX_PROCESSES: Specifies the maximum
number (up to 10) of ARCH
processes for the database.
Each ARCH process is
responsible for writing a single
inactive log to the multiple
destinations specified in
init.ora.
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LOG_ARCHIVE_MIN SUCCEED_DEST:

IfLOG_ARCHIVE_DEST n
destinations are not specified
as MANDATORY, this
optional parapermter can be
used to indicate the number of
filesystems/local destinations
that MUST succeed in order to
mark the online redo log ready
for reuse.

Page 8 of 8

STANDBY ARCHIVE_DEST:

Specifies the file-system
location where the standby
database will write archived
redo logs transferred from the
production database.

DB_FILE NAME_CONVERT:

Used to convert string patterns.

LOG_FILE NAME_CONVERT:

Used to convert production
values to standby values.
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Practicing Effective Redo-Log Placement

By James Koopmann

Monitoring your archiving process can help you identify bottlenecks and
optimize your system performance.

How much do you know about your archiving process? Although archiving
generally does not negatively affect database performance, an archive process that
depends on poorly placed or inadequately sized online redo logs could result ina
system bottleneck.

Naturally, the solution to a sluggish archiving process is to increase the number of
online redo logs or to enlarge the existing redo logs. But where do you get relevant
information about your archiving process to help you make these decisions?

There are a few different ways you can look at the archiving process to determine
whether it is performing optimally. Go through the procedures detailed in this
article to get a good idea of how your archiving process performs, Then, tweak the
init.ora parameters to optimize archiving performance.

I won't cover the basics of archiving in this article. Nor will I discuss the init.ora
parameters that you use to tune your archiving process. Many good manuals on
these topics exist. Rather, my method identifies the impact your tuning has on the
system. The script output will help you determine if the tweaking you have done
has given you the results you want. I recommend performing the procedures in
this article before and after you make changes to the init.ora parameters.

Also, practice good system maintenance and make sure you document your
system before making changes to it, in case you must undo any modifications.

Locating the Logs

The first files to review when looking into the archive process are the data files
associated with the redo logs. Remember that the archive process reads from one
group while it is writing to another. Poorly planned placement of these files or any
other data-file access—Oracle or non-Oracle—is detrimental to the archiving
process. It's important that these files be placed on devices used for little other
than redo activity.

You need to find out where the database thinks the online redo logs are, as
opposed to where the logs are really located. Running the simple query in Listing
1 will show where the database thinks the logs are.

* After you get this list, you should verify that these files and directories don't have
any symbolic links, indicating that the logs are actually somewhere else on disk.
You do the verification by using a command as simple as "Is -1" on the directories
and the redo-log members.
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After you've verified their location, put the redo logs on their own disks without
any other highly accessed data files.

Next, use the script (logactivity.sql) in Listing 2 to check for things such as the
number of groups, number of members per group, size of group members, status
of the group, and time between log switches.

The output of the logactivity.sql script shows that this particular instance has nine
redo-log groups with two members each, and each member is 20 megabytes in
size. Another key point is the order in which the groups are used. The report
shows that the groups are used in a cyclical manner (1, 2, 3 .. .) instead of in
random order. This is important information to have when you evaluate the
placement of the data files in relation to the order in which they are written. For
example, if the files are written cyclically, it would be inefficient to have groups 1
and 2 on the same disk, because the archive process would read from group 1 to
write the archive logs while a new redo was written to group 2.

The report also includes a FIRST TIME column, which shows when the first
system-change number (SCN) was written to the group in question. You use this
number to determine how long Oracle wrote to a specific log member. For
example, in the FIRST_TIME column in Listing 2, you can see that Oracle wrote
to sequence number 1697 for about seven minutes.

The alert.log report, shown in Listing 3, displays the information logged for this
system when archive logs are switched. This report shows when the log switch
began, the log sequence number used, and the current online log we will be using.

If you look at the output shown in Listing 2 and 3, the FIRST TIME value in
Listing 2 matches almost exactly the time stamp for the corresponding sequence
number in the alert.log in 3. This indicates the start time of the archive process for
the previous online redo log.

In addition, the time stamp on the physical archived log in Listing 4 shows the
ending time of the archive process. If you subtract the start time from the ending
time for a specific report, the result is the time it takes to write out an online redo
log to archive. In this example, the average time to cut an archive log is anywhere
from 60 seconds to 90 seconds.

Now that you've figured out how long it takes to write a physical archive log to
disk, you should next determine how many logs you are cutting every hour. To do
this, look in the alert.log and count them or employ the logdist .sql script in
Listing 5 to produce a tabular picture of your log-cutting history.

Can Your Disk Manage?

Now that you have determined that logs are being produced and where they are
stored on disk, you must find out how well the disk placement is holding up to the
demands of the archiving process.

In order to perform this next step, you need to know the actual disks and devices
where the redo logs and archives are stored. (You may need to consult your
system administrator for this information.)
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For example, my system has the disk-to-device mappings shown in Listing 6. The
placement of online redo logs on disk discovered in Listing 1 and the order in
which they are created and used { Listing 2) is important in order to reduce
resource contention between redo-log members.

When you create your log groups and members, start with group 1 and continue
creating them sequentially for the number of groups you need. Of equal
importance is the order in which you create the members in each group: Always
create member 1 before member 2. Oracle will try to use the first member in a
group when creating the archive log for the group. Therefore, if you have to do
maintenance on the members or groups, you may have to drop and re-create other
groups in order to maintain the correct order.

Listing 7 shows a section of an operating-level iostat. In this case, my system was
writing to redo-log group 3. When group 3 became full, group 3 was archived and
writes went to group 4. In the first five lines, all writing is going to sd9 (redo0301)
and sd50 (redo0302). But in the last five lines, we read only from sd9 (redo0301)
for archiving to sd17 (/dbarch) and continue writing the next group to sd11
(redo0401) and sd50 (redo0402). This makes it so that no single disk must handle
more than one I/O operation for more than one redo-log group.

Of course, if you cut more redo than the archive process can handle, you may have
to either spread your redo logs over more disks or put up with some resource
contention between the redo-log groups.

After using the scripts I've written to analyze your archiving process, you can
tweak the init.ora parameters to your heart's content. Without using these scripts, it
might have been difficult to determine whether or not those increases or decreases
actually helped the underlying archiving processes for your system. But using
these methods to examine your archive process more closely should help you
determine whether or not your changes have, in fact, helped your system.

James F. Koopmann (james@infobeat.com) is a database administrator for
Infobeat, Inc. in Denver, Colorado. Visit his Web site at
www.pcisys.net/~jkocpmann.
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Using Oracle8i's New Log-Analysis Tool

By Biju Thomas
Audit database use and maintain data integrity with Oracle8i's LogMiner.

Oracle redo log files contain a wealth of information on the activities in an Oracle
database. Log files store all the data needed to perform a database recovery and
record every change made to the database structure. But until Oracle8i, there was
no built-in tool for helping administrators read and interpret the redo-log files.

Oracle8i provides a powerful new tool, LogMiner, that enables administrators to
audit database use and to undo erroneous data changes without performing a full
recovery. LogMiner enables small as well as large enterprises to fully understand
activities taking place in the daiabase. It is a complete relational tool that allows
DBAs to read log files and use SQL to analyze and interpret the information
contained in them. The fact that LogMiner can view any valid redo-log file—
online or archived—(from Oracle8 forward) means that it imposes no additional
data-collection overhead, because the Oracle system already maintains the redo-
log files for database recovery.

LogMiner is actually a set of PL/SQL packages and dynamic (V$) views. The
PL/SQL packages that comprise LogMiner are already installed, along with the
Oracle8i database, as part of the catproc.sql script that installs the built-in Oracle
packages.

LogMiner is useful for

o Tracking changes to the database: Using LogMiner, you can track changes
to the database offline, without affecting the online performance of the
database.

o Undoing changes to the database: You can undo specific changes to data,
minimizing the need for point-in-time recovery.

o Tuning and capacity planning: Using LogMiner, you can analyze data in
the redo logs and study data-growth patterns.

Preparing to Use LogMiner

LogMiner is composed of two new PL/SQL built-in packages (DBMS_LOGMNR
and DBMS_ LOGMNR_D) and four V$ views. (The V$ views are created when
you start LogMiner by using the DBMS_LOGMNR.START LOGMNR
procedure.) You'll use the DBMS_LOGMNR_D package first to export the data
dictionary (from the database you want to analyze) as a text file for use with
LogMiner. This dictionary file is optional, but you won't be able to easily
comprehend LogMiner results without it, because column headings and the like
will be presented as hex values. For example, instead of the SQL statement

INSERT INTO emp {(name, salary)
VALUES ('John Doe', 500008);
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LogMiner will display

insert into Object#2581(col#l, col#2)
values {hextoraw('4a6f686e20446f65'), hextoraw('c306'));

Follow the steps in the sidebar "Creating a Dictionary File" to create a dictionary
file.

Analyzing Your Logs
Once you have created a dictionary file, you can begin analyzing redo logs.

o Step 1. Use the ADD_LOGFILE procedure to specify the log files you want
to analyze. You can use the DBMS_LOGMNR .START_LOGMNR
procedure to specify the exact time or system change number (SCN).

¢ Step 2. Create a list of logs by specifying the NEW option in the
DBMS_LOGMNR.ADD LOGFILE procedure. The following
specifies /oracle/logs/logl.f:

execute dbms_logmnr.add_logfile (
LogFileName => '/oracle/logs/logl.f',
Options => dbms_logmnr.NEW) ;

If you desire, add more logs with the ADDFILE option. The following
adds /oracle/logs/log?2.f:

execute dbms_logmnr.add_logfile(
LogFileName => '/oracle/logs/log2.f',
Options => dbms_logmnr .ADDFILE) ;

To remove logs, use the REMOVEFILE option. The following
removes /oracle/logs/log2.f:

execute dbms_logmnr.add_logfile(
LogFileName => '/oracle/logs/log2.f',
Options => dbms_logmnr.REMOVEFILE]) ;

Now, you can start LogMiner and begin your analysis.

o Step 3. Issue the DBMS_LOGMNR.START_LOGMNR procedure to start
the LogMiner utility. To start LogMiner, using the dictionary file located
in /oracle/dictionary.ora, issue the following:

execute dbms_logmnr.start_logmnr (
DictFileName =>'/oracle/dictionary.cra');

To narrow the scope of the log or logs you want to analyze, you can set
several different parameters in the DBMS_ LOGMNR.START_LOGMNR
procedure (see Table 1). You can set the StartTime and EndTime
parameters to filter data by time. The procedure expects date values, so you
will have to use the TO_DATE function to specify the date and time:

execute dbms_logmnr.start_logmnx (
DictFileName => '/oracle/dictionary.ora’',
StartTime =» to_date{'01-Jan-98 08:30:007,
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'"DD-MON-YYYY HH:MI:SS')
EndTime => to_date('01-Jan-1998 08:45:00",
'DD-MON-YYYY HH:MI:SS'});

You can use the StartScn and EndScn parameters to filter data by the SCN:

execute dbms_logmnr.start_logmnr(
DictFileName =» '/oracle/dictionary.ora',
StartScn => 100,

EndScn => 150);

DBMS_LOGMNR.END_LOGMNR ends the LogMiner session.
Analyzing Archived Redo-Log Files from Other Databases

You can take advantage of LogMiner to analyze redo-log files that were generated
from database instances other than the one along with which LogMiner is
installed. To use LogMiner to analyze logs from another database, be sure to keep
the following in mind:

 LogMiner must be able to access a data-dictionary file that is created from
the same database as the redo-log files and that uses the same database
character set.

« You must run LogMiner on the same platform as the one that generated the
log files, although it does not need to be the same hardware. So if you want
to use LogMiner to examine files that were generated by an Oracle8:
database running on Microsoft Windows NT Server, you must also be
running LogMiner on an Oracle instance running on Windows NT Server,
and not, say, Solaris or Linux.

« You must use redo-log files that can be applied for recovery from Oracle8
and later releases; you cannot use redo-log files from Oracle7 or Oracle6
database instances.

LogMiner in Action

There are many ways in which you can use LogMiner in a normal business day.
For example, consider the situation in which a database user—Joe—performs an
activity that must later be reversed, and you know only that the activity occurred
between 8:45 a.m. and 9:30 a.m. '

In this case, the dictionary file is dict.ora, and it is stored under /user/local/data.
Make sure the init.ora parameter UTL_FILE_DIR is set to /user/local/data. Then,
start up the database and create the dictionary, using:

Execute dbms_logmnr_d.build (
Dictionary filename => 'dict.ora’,
Dictionary location => 1 fuser/local/data');

Now, add to the list the names of the log files created during the time period. For
the sake of the example, assume that two log files—arch_234.log and
arch_235.log—were created. Create the new list and then add the second file to it,
as follows:

Execute dbms_logmnr.add_logfile
( options =>  dbms_logmnr.new,
Logfilename => ' farch/PROD/arch_234.1log') ;
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Execute dbms_logmnr.add_logfile
{ Options => dbms_logmnr.addfile,
Logfilename => '/arch/PROD/arch_235.log');

Next, start LogMiner using the dictionary file you created above, and limit the
search to the specific time range during which Joe made his changes to the
database:

execute dbms_logmnr.start_logmnr {

DictFileName => '/user/local/data/dict.ora’,

StartTime => to_date('lS-Mar-1999 08:45:00",
'DD-MON-YYYY HH:MI:SS'}

EndTime => to_date('lS-Mar~1999 09:30:00°*,
'DD-MON-YYYY HH:MI:SS'));

Now, the VSLOGMNR views are populated with the database manipulation
language (DML) statements applied to the database during the time frame you
specified. Only the session that performed the analysis to view the log information
can query the views.

This simple example shows how powerful and easy to use LogMiner is:

SELECT sql_redo, sgl_undo
FROM v$logmnr_contents

WHERE username = 'JOE'
AND tablename = 'SALARY';
SOL_REDO

delete * from SALARY

where EMPNQ = 12345

insert into SALARY (NAME, EMPNC, SAL)
values {'JOEDEVO', 12345,2500)

2 rows selected

e

insert into SALARY (NAME, EMPNC, SAL)

values ('JOEDEVO', 12345,500) and ROWID = !'AAABOCAABAAEPCABA';
delete * from SALARY

where EMPNO = 12345 and ROWID = 'AAABOOAABAAEPCABA';

With this information, you can undo the operation—in this case, return Joe to his
previous salary.

More Information

As a DBA, you can use LogMiner to get a wealth of information about database
activities. One of the most valuable uses of LogMiner is to help recover or undo
certain changes without having to do a full database recovery. In addition, the tool
is very useful for monitoring or auditing user activity. For example, you can use
LogMiner to discover who modified the data and what the data looked like before
it was modified. You can analyze redo-log files generated by any Oracle8 or later
database. An especially convenient feature of LogMiner is its ability to analyze
log files from databases other than the one in which it is installed.

Visit the Oracle Technology Network (OTN; http://technet.oracle.com) for
complete Oracle8i and LogMiner reference documentation. Membership in OTN
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is free and gives you online access to many useful resources.

Biju Thomas (tbiju@hotmail.com ) is an Oracle certified database administrator

Page 5 of 7

at Renaissance Worldwide Inc., in Fort Worth, Texas. He has more than six years'

experience with Oracle databases and development tools and has written many
tips for the IOUG-A Technical Repository. See his introduction to Oracle

database administration at http://welcome.to/OracleDBA59dba2.html,

TABLE 1: The parameters of the DBMS_LOGMNR.START__ LOGMNR

procedure.

StartScn

IN NUMBER default
0

Use the redo logs that have
a SCN greater than or equal
to the number you specify.

EndScn

IN NUMBER default
0

Use the redo logs that have
a SCN less than or equal to
the number you specify.

StartTime

IN DATE default
'01-jan-1998'

Use the redo logs that have
a time stamp greater than or
equal to the time you

specify.

EndTime

IN DATE defauit
'01-jan-2899"

Use the redo logs that have
a time stamp less than or
equal to the time you

specify.

DictFileName

IN VARCHAR2
default”

Include the file containing a
snapshot of the database
catalog. Using this file
means the SQL_REDO and
SQL_UNDO columns will
be included in
VSLOGMNR_CONTENTS
as well as in the fully
translated SEG_NAME,
SEG_OWNER,
SEG_TYPE NAME, and
TABLE_SPACE columns.

Options

N
BINARY INTEGER
default 0

Indicate if a column map is
specified in the logmnr.opt
file. This file must be in the
same directory as the -
dictionary file specified by
DictFileName. The
VSLOGMNR_CONTENTS
table includes multiple sets
of placeholder columns.
Each placeholder column
set contains a name
column, a redo-value
column, and an undo-value
column. Each placeholder
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column. Each placeholder
column set can be assigned
to a table and a column via
an optional LogMiner
assignment file
(logmnr.opt). After a
placeholder column has
been assigned, it can be
used to select changes to
the assigned column and
table from the redo log
stream.

Creating a Dictionary File

Create a dictionary file by mounting a database, extracting dictionary information,
and saving it to an external file. You must create the dictionary file from the same
database that generated the log files you want to analyze. Once you have created
the dictionary file, you can use it in conjunction with LogMiner to analyze redo

Create an Oracle8i Database Dictionary File

o Step 1. Specify the directory to which you want DBMS_LOGMR_D to
export your data dlctlonary as a text file by setting the UTL_FILE_DIR
parameter in the server’s init.ora file. For example, the following sets it to
use /oracle/logs:

UTL_FILE_DIR = /[oracle/logs

Step 2. Use Server Manager to mount and then open the database that
contains the files you want to analyze:

SVRMGR> startup

Step 3. Execute the PL/SQL procedure DBMS_LOGMNR_D.BUILD.
Specify a filename for the dictionary and a directory pathname for the file.
This procedure creates the dictionary file, which you should use to analyze
log files. For example, the following creates the file dictionary.ora

in /oracle/logs:

EXECUTE dbms_logmnr_d.build{
dictionary filename =>'dictionary.ora',
dicticnary_ location => '/foracle/logs');

Creating an Oracle8 Database Dictionary File

Although LogMiner is new with the release of Oracle8i, you can also use the tool
to analyze redo logs from Oracle8 Release 8.0 databases.

o Step 1. Use an operating-system utility to copy the dbmslogmnrd.sql

script—which is in the SORACLE_ HOME/rdbms/admin directory on the
Oracle8i server—to the same directory on the Oracle8 server. For example,
enter the following:
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% cp /8.1/rdbms/admin/dbmslogmnrd. sql
/8.0/rdbms/admin/dbmslogmnrd. sql

o Step 2. Use Server Manager to mount and then open the database that
contains the files you want to analyze:

SVRMGR> startup

s Step 3. Execute the copied dbmslogmnrd.sq! script on the 8.0 database to
create the DBMS LOGMNR_D package.

o Step 4. Specify a directory for the PL/SQL package to use by setting the
init.ora parameter UTL_FILE_DIR. If you do not reference this parameter,
the procedure will fail. For example, the following sets the init.ora
parameter to use /8.0/oracle/logs:

UTL_FILE DIR = /B.0/oracle/logs

o Step 5. Execute the PL/SQL procedure DBMS_LOGMNR_D.BUILD.
Specify both a filename for the dictionary and a directory pathname for the
file. This procedure creates the dictionary file, which you should use to
analyze log files. For example, enter the following to create file
dictionary.ora in /8.0/oracle/logs:

EXECUTE dbms_logmnr_d.buiid/{
dictionary filename =>'dictionary.ora’',
dictionary_ location => '/8.0/oracle/logs'};

Copyright © 1999 Oracle Corporation. All Rights Reserved.
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UnITED STATES PATENT AND TRADEMARK OFFICE

COMMISSIONER FOR PATENTS
UNITED STATES PATENT ANO TRADEMARK OFFICE
WasHiNGTON, D.C, 20231

www.usplo.gov
[ aprLicamionnumeer | FILINGRECEIPT DATE [ FESTNAMED APPLICANT | ATTORNEY DOCKET NUMBER |
09/774,839 01/31/2001 Shivaji Ganesh 10006924-1

CONFIRMATION NO, 6266
FORMALITIES LETTER
HEWLETT-PACKARD COMPANY
Intellectual Property Administration “@Lgolmmomﬂnsmasn!ﬂ“m“ﬂmmm“lmm
P.O. Box 272400
Fort Collins, CO 80527-2400

Date Mailed: 03/14/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b}
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which 1o file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

» The oath or declaration is missing.

e To avoid abandonment, a late fiing fee or oath or declaration surcharge as set forth in 37 CFR 1.16()
of $130 for a non-small entity, must be submitted with the missing items identified in this letter.

+ The balance due by applicant is $ 130.

A copy of this notice MUST be returned with the reply.

Customer Sepvice Center
Initial Patent Examination Division (703) 308-1202
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SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 70 of 201



——

"

wfOOT VA

HEWLETT-PACKARD COMPANY PATENT APPLICATION

Intellectual Property Administrat ... -
£. 0. Box 272400 |

ATTORNEY DOCKET NO. 10006924-1
Fort Colling, Colorado 80527-2400

IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE

¥ Shivaji Ganesh et al

Serial No.: 09/774839 Examiner: N/A
Filing Date: Jan 31, 2001 Group Art Unit:  p/A
Title: Recreation Of Archives At A Disaster Recovery Site

COMMISSIONER FOR PATENTS
Washington, D.C. 20231

TRANSMITTAL LETTER FOR SUBMITTAL OF MISSING PARTS

Sir:

This is in response to a Notice to File Missing Parts of Application under 37 CFR 1.53(f) mailed on

3/14/01 . Enclosed is a copy of said Notice and the following documents and fees to
complete the filing requirements of the above-identified application.

{X)} Executed Declaration and Power of Attorney. The above-identified application is the same
application which the inventior executed by signing the enclosed declaration.

{ ) Statutory basic filing fee { } Utility $710.00 [} Design $320.00

{ } Additional claim feas of $
{X) Missing Parts Surcharge $130.00

{ ) A Petition for Extension of Time for reply to Notice of Missing Parts is attached.
{ ) one month $110.00
{ ) two months $390.00
{ ) three months $890.00
{ ] four months $1390.00

Please charge to Deposit Account 08-2025 the sum of $130.00 . At any time during the

pendency of this application, please charge any fees required or credit any overpayment to Deposit
Account 08-2025 pursuant to 37 CFR 1.25.

{X) A duplicate copy of this transmittat letter is enclosed.

Respectfully submitted,

Shivaji Ganesh et al
| hereby certify that this correspondence is being

deposited with the United States Postal Service as - t ﬂ_

first class mail in an envelops addressed to: By /"

Commissioner for Patents, Washington, D.C. N

20231, T. Grant Ritz

Date of Deposit: J-3 -_0/ Attorney/Agent for Applicant{s)

Reg. No. 39,819

Typed Name: Cathi Christensen .
Signatura:m_@umw Date: £ - 1--—/

Telephone No.: {970) 898-0697
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COMMISSIONER FOR PATENTS
UNITED STATES PATENT AND TRADEMARK QFFICE
VasHINGTON, D.C. 20231

WALIEPIOGOY
[ appLICATION NUMBER \ FILING/RECEIPT DATE [ FRSTNAMBDAPPLICANT | ATTORNEY DOCKET NUMBER _ |
09/774,83% 01/31/2001 Shivaji Ganesh 10006924-1
CONFIRMATION NO. 6266
FORMALITIES LETTER
HEWLETT-PACKARD COMPANY IR
intellectual Properly Administration l.mocumomlmmlsna"s‘ﬂn,mmmmm““lM

P.O. Box 272400
Forl Collins, CO 80527-2400

Date Mailed: 03/14/2001

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained
by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

« The oath or declaration is missing.
« To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(€)
of $130 for a non-smail entity, must be submitted with the missing items identified in this letter.

« The balance due by applicant is $ 130.

A copy of this notice MUST be returned with the reply.

LY

Customer Service Center
Initial Patent Examination Division (703) 308-1202
PART 2 - COPY TO BE RETURNED WITH RESPONSE
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PATENT APPLICATION

DECLARATION AND POWEx OF ATTORNEY hi.£Y DOCKET NO. 10006924-1

FOR PATENT APPLICATION

As a below named inventor, | hereby declare that:

| beliave | am the original, first and sole inventor {if only on is listed below) or an original, first and
joint inventor (if plural names are listed below) of the subject matter which is claimed and for which a
patent is sought on the invention entitled:

Recreation Of Archives At A Disaster Recovery Site

the specification of which is attached hereto unless the following box is checked:

(X) was filed on _Jan 31, 2001 as US Application Serial No. or PCT International Application
Number 09/774839 and was amended on (if applicable}.

| hereby state that | have reviewed and understood the contents of the above-identified specification,
including the claims, as amended by any amendment(s} referred to above. | acknowledge the duty to
disclose all information which is material to patentability as defined in 37 CFR 1.56.

Foreign Application{s} andfor Claim of Fareign Priority

| hereby claim foreign priority benefits under Title 35, United States Code Section 119 of any foreign application(s) for patent or
inventor(s) certificate listed below and have also identified below any foreign application for patent or inventor(s) certificate having a
filing date before that of the application on which priority is claimed:

COUNTRY APPLICATION NUMBER DATE FILED PRIDRITY CLAIMED UNDER 35 U.S.C. 119
YES: NO:
YES: NO: _
Provisional Application

i hereby claim the banefit under Title 35, United States Code Section 119(e} of any United States provisional application(s) listed
below:

APPLICATION SERIAL NUMBER FILING DATE

. S. Priority Claim
| hereby claim the benefit under Title 35, United States Code, Section 120 of any United States application(s) listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior United States application in the
manner provided by tha first paragraph of Title 36, United States Code Section 112, | acknowledge the duty to disclose material
information as defined in Title 37, Code of Federal Regulations, Section 1.56(a} which occurred betwaen the filing date of the prior
application and the national or PCT internationa! filing date of this application:

APPLICATION SERIAL NUMBER FILING DATE STATUS (patented/pending/abandonad)

POWER OF ATTORNEY:
As a named inventor, | hereby appoint the following attorneyis! andfor agentis) to prosecute this application and transact all
business in the Patent and Trademark Office connected therewith:

Pl [
Customer Number | 022879 Nu:nc:ar :::—og:;a

Labei here
Send Correspondence to: Direct Telephone Calls To:
HEWLETT-PACKARD COMPANY
Intellectual Property Administration T. Grant Ritz
P.0. Box 272400
Fort Collins, Colorado 80527-2400 {370} 898-0697

| hereby declare that all statements made herein of my own knowledge are true and that all statements
made on information and belief are believed to be true; and further that these statements were made with
the knowledge that willful false statements and the like so made are punishable by fine or imprisonment,
or both, under Section 1001 of Title 18 of the United States Code and that such willful false statements
may jeopardize the validity of the application or any patent issued thereon.

Full Name of Inventar: Shivaji Ganesh Citizenship: US§
Residence: 280 Auiber Apt-5—Eunnyvale-CA 94086 (£4¢ Wellington D¢ f"]rlprfas &9

Post Office Address; Same as residence
Pt The 1]igfooo]

Inventor's Signature / ﬂ y Date

Rev 10/00 {DecPwrl {Use Pags Twa Far Additional Inventoris} Signaturais)] Page 1 of 2
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DECLARATION AND POW.  F ATTORNEY £ RNEY DOCKET No,_10006924-1
FOR PATENT APPLICATION (continued)

Full Name of # 2 joint inventor: Ramesh Kavanappillil Citizenship:  IN
Residenca: 19608 Pruneridge Ave Apt #9204 Cupertino, CA 95014
Post Office Address: Same as Residence

= Al2lal
Aventar s Signature . Date ] T y
Full Name of # 3 joint inventor: Citizenship:
Residence;

Post Office Address:

Tnveniors Stgnaﬁ.n's

Date

Full Name of # 4 joint inventor: Citizenship:

Residence:

Post Office Address:

Tiventor's Signatire — Tate

Full Name of # 5 joint inventor: Citizenship:

Residence:

Post Office Address:

Inveniors Slgniﬁro

Date

Full Name of # & joint inventor: Citizenship:

Residence:

Post Office Address:

TAVENTSTE Sighatire Date

Full Name of # 7 joint inventor: Citizenship:

Residence:

Post Office Address:

TRVentor 8 Signature Date

Full Name of # 8 joint inventor: Citizenship:

Residence:

Post Office Address:

Tnventor's Slgniﬁiu

Date

Rov 10/00 (Dacfwrl {Use Page Two For Additional Inventor{s) Signature{s))
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Washingteo, D.C. 30231
www.usplo.gor
[ arrucamonno. | FILING DATE | FIRST NAMED INVENTOR [ ATTORNEY DOCKET NO. | CONFIRMATIONNO. |
05/774,839 01/31/2001 Shivaji Ganesh 10006924-1 6266
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HEWLETT-PACKARD COMPANY | EXAMINER |
Intellectual Property Administration
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Application No. Applicant(s) { \}]
09/774,839 GANESH ET AL.

Office Action Summary Examines Art Unit
Alford W. Kindred 2172

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM

THE MAILING DATE OF THIS COMMUNICATION.
Extensions of lime may be available under the provisions of 37 CFR 1.136(a). In no svent, however, may a reply be limely filed
after SIX (6) MONTHS from the mailing date of this communication.
- H the peried for repty specified above Is less than thirty (30) days, a reply wilhin the statutory minimum of thirly (30) days will ba considered firmely
- If NO perlad for reply is specified above, the maximum statutory period will apply and will expire SiX {6) MONTHS from the mailing date of this communication,
- Fallure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.5.C. § 133).
- Any raply receivad by the Office later than threa months after the maillng date of this communication, even if timely filed, may reducs any
samed patent tarm adjustment. See 37 CFR 1.704(b).

Status
1)K Responsive to communication(s) filed on 37 January 2001 .
2a)[] This action is FINAL. 2b)BJ This action is non-final.

3)[] Since this application is in condition for allowance except for formai matters, prosecution as to the merits is
closed in accordance with the practice under Ex parfe Quayle, 1935 C.D. 11, 453 0.G. 213.
Disposition of Claims

4)BQ Claim{s) 1-22 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5)[] Ctaim(s) isfare allowed.
6B Claim(s) 1-22 is/are rejected.
7)0J Claim(s) ___isfare objected to.

8)] Claim(s)
Application Papers

are subjecl to restriction and/or election requirement.

9)[] The specification is objected to by the Examiner.
10)] The drawing(s) filed on is/are: a)[J accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
11)[] The proposed drawing correction filed on is: a)[_] approved b)[ ] disapproved by the Examiner.
If approved, corrected drawings are required in reply to this Office action.
12)[:] The:- oath or declaration is objected to by the Examiner.
Priority under 35 U.S.C. §§ 119 and 120
13)] Acknowledgment is made of a claim for foreign priority under 35 U.5.C. § 119(a)~{d) or {f).
aJ Al b)J Some * c)[J None of:
1{7] Certified copies of the priarity documents have been received.

2.[] Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the Intemational Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)[J Acknowledgment is made of a claim for domestic priority under 35 U.$.C. § 119{e} (to 2 provisional application).

a) [[] The translation of the foreign language provisional application has been received.
15)[_] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.

Attachment(s)

1) Notice of References Cited (PTO-892) 4) 1:] Interview Summary (PTO-413) Paper No(s).
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) 5) [:] Notice of Informal Patent Application (PFTO-152)
3y [J Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 6) ] Other:

U.5. Patent and Trademark Office
PTO-326 (Rev. 04-01) Office Action Summary Part of Paper No. 4
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Application/Control Number: 09/774,839 Page 2
Art Unit: 2172

DETAILED ACTION

1 This action is responsive to communication: Application filed on 01/31/01.

Claim Rejections - 35 USC § 102
2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

{e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the intemational application designated the United States and was published under Artigle 21(2)
of such treaty in the English language.

3. Claims 1-22 are rejected under 35 U.S.C. 102(e) as being anticipated by Tamer,
US# 6,035,412,

As per claims 1-2 and 4, Tamer et al. teaches “a difference between an active
data file and an archive data file to produce a delta image . . ." (see abstract)
“transmitting the active data file and the delta image . . ." (see fig. 1A—sheet 1 of 15,
whereas Tamer's “Bit Maps” is equivalent to applicant's “image” data) “combining the
delta image with the active data file . . ." (see col. 7, lines 40-60).

As per claim 3, Tamer et al. teaches “archive data file are transaction redo logs”
(see col. 2, lines 50-65).

As per claim5, Tamer et al. teaches “storing transactions in the standby active
data file . . .” (see col. 4, lines 32-49).

As per claim 6, Tamer et al. teaches "entering transactions from the archive data

file into the standby transaction . . ."” (see col. 2, lines 50-62).
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Application/Control Number; 09/774,839 Page 3
Art Unit: 2172

As per claims 7-13, these claims are rejected on grounds corresponding to the
arguments given above for rejected claims 1-6 and are similarly rejected including the
following:

--Tamer et al. Teaches “mirroring device . . .” (see col. 3, lines 24-40).
As per claims 21-22, these claims are rejected on grounds corresponding to the

arguments given above for rejected claims 1-2 and are similarly rejected.

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 78 of 201



Application/Control Number: 09/774,839 Page 4
Art Unit: 2172

Conclusion
4. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure. US# 5,890,165.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Alford W. Kindred whose telephone number is 703-305-
3802. The examiner can normally be reached on Mon-Friday, 8:00am-5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Kim Vu can be reached on 703-305-4393. The fax phone numbers for the
organization where this application or proceeding is assigned are 703-746-7239 fer
regular communications and 703-746-7238 for After Final communications.

Any inquiry of a general nature or relating to the status of this application or
proceeding should be directed to the receptionist whose telephone number is 703-305-

3900.

@%Jw.k%/

Alford W. Kindred
Patent Examiner
Tech Ctr. 2100
January 23, 2003
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FIGURE 4A

Backup console requests backup of the set of datafiles. ~~100

Y

The backup client executes a custom script that (1) sets a
set of datafiles to begin backup; (2) calls a

preprocessing script jo break the SRDF link (s) and write
enable the R2 devices; and (3) sets the set of datafiles |~
to end backup. 102

\

The backup console passes the list of datafiles to the .
backup server. 104

v

The backup server executes a custom script that
imports/enables volume group, if any, and mounts the file
system, if any.

L~
106

\

Backup server starts backup sessions of the datafiles to 108
tape silos.

Backup server completes backup of R2 datafiles 110

Y

Backup server executes custom script that disables/exports T
volume group, if any, and unmounts filesystem, if any. 112

!

Backup client calls post-processing script to (1) write [~
disable R2 devices; (2) if any R2 tracks have changed, 114
mark to be refreshed from R1; and (3) resume link (s).

.

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 85 of 201



U.S. Patent Mar. 7, 2000 Sheet 5 of 15 6,035,412

FIGURE 4B
In the background, R1 changes will start synching to R2 L~
devices, 116
¥
Backup client starts sending archived redo log files to "
backup server, which in tum streams them to tape silos. 118

l

When the last archived redo log is sent, backup client
forces current log switch, archives current log, waits for
the current log to finish archiving, and sends this last

archived log file to the backup server and on to tape. 120
\
Backup server console declares backup to be complete "‘1 09

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415

Page 86 of 201



U.S. Patent Mar. 7, 2000 Sheet 6 of 15 6,035,412

FIGURE 5

Backup console requests restore to a set of datafiles. 150
)
Backup client checks that either database is down or the
corresponding tablespace is offline. 152
v
Backup client calls script to sever links. ~ 154
Backup server starts sending datafiles to backup client, L~
which in tum restores them over corrupt datafiles. 156
A
Backup server sends archived redo logs to backup client, o
which restores them to archive redo log directory. 158

Y

Backup client requests database software to recover L~
datafile, tabiespace, or database.

160

When database software cotrectly recovers, backup client

(1% sets database or alters tablespace (s) to online; and 162
(2) promps user whether to resume links. If answer is
affirmative, it calls a script to resume links.

\d

Backup console declares the restore job to be complete.
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FIGURE 6A

Backup console requests restore of a database {or set of “; 80
datafiles.
L
Backup client checks that the database system is down at .
primary site. 182
Backup client executes custom script that disables/exports o
volume group, if any; and unmounts filesystem (s), i any. 184
Backup client calls script to write disable R1 devices, 186
sever links, and write enable R2 devices.
A
Backup server executes customn script that imports/enables 188
volume group, if any; and mounts filesystem (s), if any.
Y
Backup server starts reading backup datafiles and restores 190
themn over comresponding R2 datafiles.
Y
Backup server restores archived redo logs to archive redo "-] 92
log directory on target site.

l
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FIGURE 6B

l

6,035,412

if any.

Backup server starts database application in mount mode. 200
\
Backup server requests database application to recover
database/datafile.
202
Database application recovers side database on R2 devices. 504
A
. S
Database is set to online to confirm recovery. 206
. . 0 bt
Database application on target server is shutdown. 208
Y
Backup server executes custom script that unmounts J‘é 10
filesystem (s), if any, and disables/exports volume group,

l
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FIGURE 6C

l

Backup client calls script to write disable R2 devices and “’;1 2
to synchronize R1 devices from R2 .

\
At this step, user is prompted whether to wait for ™
synchronization to complete. 214
\J
3 . \f‘
Backup client write enables R1 devices. 216
Y
Backup client executes custom script that imports/enables 31 8

volume group, if any; and mounts filesystem (s), if any.

!

Backup client starts database application up on source "520
server.
Y
» . \,-.‘
Backup console declares that the restore job is complete. 222
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FIGURE 7A
Backup console requests backup of the set of datafiles. q-2~30
A
The backup client executes custom script that (1) sets a
set of datafile (s) to begin backup; (2) calls a script to 532
terminate all backup pairs within the backup set; and (3)
sets the set of datafile (s) to end backup.
A
Backup console passes list of datafile (s) to backup server. 534
\
Backup server executes custom script that imports/enables VESS
volume group, if any; and mounts filesystem (s), if any.
Backup server starts backup sessions of datafile (s) to ~
tape silo (s) and continues it unti the backup of all 238
datafiles from backup volumes.
Y
Backup server executes custom script that disables/exports 540
volume group, if any; and unmounts filesystem (s), if any.
Backup client calls script to re-establish all backup *"“2 42
pairs within the backup set and starts synchronization in
the background.

l
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FIGURE 7B

l

Backup client starts sending archived redo log files to 544
backup server, which in tum streams them to tape silo (s).
‘ -
When the last archived redo log is sent, backup client L~
forces current log switch, archives cument log, waits for 2486
the cumrent log to finish archiving, and sends this last
archived log file 10 the backup server and on to tape.
o
Backup console declares backup to be complete. 248
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FIGURE 8

Backup console requests restore of a set of datafiles. -J"éso
3
Backup client checks that either database is down or the
corresponding tablespace is offline. [~
262
\
Backup client calls script to terminate all backup pairs. 564
Backup server starts sending datafiles to backup client,
which in tum restores them over corrupt dalafiles. JEG 6
A
Backup server sends them archived redo logs to backup
client, which restores them to the archived redo log -
: 268
directory.
\ 4
Backup client requests database application to recover L~
datafile, tablespace, or database. 270

l

When database application correctly recovers, backup ““272
client set database to online or alter tablespace (s} to
onfine .
A
Backup console prompts user whether to re-establish backup |~
pairs . If answer is affimative, backup client calls 274
script to re-establish backup pairs
\
When backup pairs are re-established, M1 changes start 576
synching to the backup devices in the background.
Y
Backup console declares the restore job to be complete. ~f‘~2 78
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FIGURE 9A

Backup console requests restore of a database (i.e., set L~
of datafiles). 300

A

Backup client checks that database application is down at
primary site. 302

l

Backup client executes custom script that disables/exports [~
volume group, if any; and unmounts filesystem(s), if any. 304

Backup client calls script to (1) write disable all M1

S
devices, and (2) terminate all backup pairs within the 306
backup set.

\
Backup server executes custom script that imports/enables

velume group, if any; and mounts filesystem(s), if any. J:;oa
v
Backup server starts reading backup datafiles from tape L~
and restores them over corresponding datafiles on backup 310
volumes.

l

Backup server restores archived redo log files from tape M 5
to archive redo log directory on backup volume (s). 31

l
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FIGURE 9B

l

Backup server starts database application in mount mode.

A

Backup server requests database application to recover

database/datafile.

6,035,412

i
320

322

Database application recovers side database on backup
devices.

e
324

\

Database is set to online to confirm recovery.

[~
326

Y

Database application on target server is shutdown.

328

l

Backup server executes custom script that unmounts
filesystem (s), if any, and disables/exports volume group,

i
330

if any.
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FIGURE 9C

Backup console prompts user whether to re-establish backup L~
pairs. 340

Y

If answer is affirnative, backup client calls a script to

carry out the following steps:

(1) ‘mark modified tracks on backup devices to refresh L~
comresponding M1 tracks; and 342

(2) write enable M1 devices.

Y

Backup client executes custom script that imports/enables 344
volume group, if any; and mounts filesystem(s), if any.

l

Backup client starts database application up on source o
server. 346

}

If backup pairs are re-established, backup device changes

b
will start synching to the M1 devices, in the background. 348
\
Backup console declares the restore job to be complete. ~'/550
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1
RDF-BASED AND MMF-BASED BACKUPS

This is a contineation-in-part of U.S. patent application
Ser. No. 08/617,689 now U.S. Pat. No. 5,852,715 filed Mar.
19, 1996, incorporated berein by reference.

BACKGROUND OF THE INVENTION

The invention relates generally to database backup sys-
tems and procedures and more particularly to database
backup systems and procedures that are implemented vsing
a mirror copy of the primary database.

Database systems, like many other things, are vulnerable
to failures, sometimes disastrous enough to cormupt the data
within the database so that it is no longer usable. To protect
against such failures, database managers typically backup
their data periodically. The backup operation is usually done
during a window of time when loads on the database system
are the lowest, ¢.g- laic at night. If there is a window during
which no work is being done, the backup can be done offlive.
However, if no such period exists, the backup must be done
online (i.c., while other transactions are being processed). In
cither event, once the backup has been performed, if a failure
or mistake cormuplis or destroys the data on the primary
online database, it can be restored from a copy that was
generated during the backup operation.

Databases continue to grow in size while baclkup windows
are shrinking. Today storage systems can handle tema byles
of data. Incremental backups for this amount of data are pot
usually available. Two conventional ways for doing backup
are: (1) lo move data through 2 network connected to the
backup server; or (2) to run special backup software on the
same machine that is ruoning the database application. Due
to bandwidth limitations of most networks, going through
the metwork can be slow. Whereas, running backup software
tends to put a considerable load on the data storage system
and the host processor, e.g. the mainframe computer. While
they arc loaded down with handling the backup, their
capability for handling business trapsaclions goes way
down. And if there is a very high volume of business
transactions, the system can easily become unacceptably
unresponsive, Altermatively, the backup rate goes down and
the backup process will take an unacceptably long period of
time. In other words, current backup solutions leave some-
thing 1o be desired because data is either moved through a
slow network or excessive loads are placed on the database
host/storage subsystem.

Two parallel avenues have been pursued for solutions.
One solution path has been a database server managed
backup. Data, mostly in the form of incremental changes, is
passed by the database backup server to third party backup
management software. The backup management software
stores tbe data to tertiary storage. The tertiary storage can be
directly attached to the database node or it can be services
provided over the network. An advantage of this approach is
that support for incremental backups sbould result in less
data that needs to be backed up. Thus, loads on the resources
will be reduced. Another advantage is that data integrity
verification occurs at the backup times. A disadvantage is
that incremental backups can reduce but they do not elimi-
nate resource loads. Complete backups still place excessive
loads on the system.

Asecond solution path has been to do physical backups at
the datafile level. In this case, backups are performed outside
of the database server. And all interactions with the database
management system are donc via management interfaces.
The backup management software stores dala to tertiary
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storage with minimal or no loads on the database server/
storage subsystem. That is, the paths to the tertiary storage
typically bypass or minimize use of the network. Aa advan-
lage of this approach is that it should result in high speed
backups since loads on the database host/storage subsystem
are minimal. But a disadvantage is that incremental backups
arc very difficult and likely not to be feasible. In addition,
data integrity verification is usually not feasible at backup
time.
SUMMARY OF THE INVENTION

In general, in onc aspect, the invention is 2 method of
generating in a tertiary storage device a backup copy of data.
The method includes the steps of writing data to a first set
of storage volumes; while data is being written to the first set
of storage volumes, mirrering the contents of the first set of
storage volumes into a second set of storage vohumes; after
an amount of data has been written to the first set of
volumes, terminating the mirroring; while mirroring is
terminated, continuing fo write data to the first set of
volumes thereby causing the second sel of volumes to
become unsynchronized from the first set of volumes; while
the mirroring is terminated, backing up data stored in the
sccond sct of volumes to the tertiary storage device; after
backing up the second set of volumes, resuming mirroring of
the first set of volumes to the second sct of volumes; and
after resuming mirroring, incrementally resynchronizing the
first and set sets of volumes with each other.

Preferred embodiments include the following fealures.
The method further inchides the steps of providing a single
data storage system with a plurality of data storage volumes;
and partitioning the plurality of data storage volumes into
the first and second sets of storage volumes. Alternatively,
the method includes the steps of providing a first data
storage system; providing a second data storage system that
is separate form the first data storage sysiem; directly
connecting the first and second data storage systems through
a communication link; establishing the first set of storage
volumes within the first data storage system; and establish-
ing the second set of storage volumes within the second data
storage system, and wherein the step of resynchronizing the
first and second sets of storage volumes takes place over the
communication link.

Also in preferred cmbodiments, the method further
includes the steps of defining a first map of the first set of
storage volumes; and defining a second map of the second
set of storage volumes. The step of incrementally resynchro-
nizing the first and second sets of storage volumes involves
using the first and second maps to identify which portions of
the sccond set of storage volumes need 1o be refreshed from
the first set of storage volumes to achieve resynchronization.
Also, the method includes the steps of generating archived
redo logs for transactions that are applied to data stored in
the first set of storage volumes; after backing up the second
set of volumes, sending the archived redo logs from the first
dala storage system io the tertiary storage device; and
storing the archived redo logs in the tertiary storage device
along with the backed up data that was stored in the tertiary
storage device. In addition, the method further includes
providing a tape drive storage device as the tertiary storage
device. Also, the method includes providing a first host
processor connecied to the first data storage system, wherein
the first host processor is running a database application
which is processing transactions and writing data from those
transactions to the first set of storage volumes; providing a
tape drive storage device as the tertiary storage device; and
providing a second host processor connected to the secood
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data storage system, wherein tape drive slorage device is
connected 1o the second host processor which performs the
backing up of data in the sccond set of volumes 1o the tape
drive storage device.

Also in preferred embodiments, the first map includes a
first set of submaps equal in number to the number of
volumes in first set of storage volumes and each of which
comesponds to a different one of the volumes in the first set
of storage volumes and the second map includes a second set
of submaps equal in number to the number of volumes in
second set of storage volumes and each of which corre-
sponds to a different one of the volumes in the second set of
storage volumes. Each of the vohumes of the first and second
sets of volumes is made up of a corresponding set of tracks,
and each of the submaps of the first and second sets of
submaps has a number of records that is equal to the number
of tracks in the set of tracks of the volume comesponding to
that submap. The method also includes the steps of gener-
ating a first ordered list of identificrs of records within the
first map that have changed; and generating a second
ordered list of identifiers of records within the second map
that have been changed using the first and second gencrated
lists of identifiers to perform incremental resynchronization.

The invention makes it possible to do a fast online backup
1o tertiary storage without baving to shut the system down
while the backup is being performed. Mirroring is done at
the physical level either within the same data storage unit or
between two data storage unit that are comnected to each
other through a high speed communication Link. Thus, when
a transaction appears in the primary storage syslem, it also
appears in the mirrored copy at basically the same time. The
mirmored copy provides the copy from which the backup
copy is generated.

The invention makes it possible to achieve very high
backup rates with almost no effect on the primary server
except for sending the archived redo logs to the backup
server. And it is extensible (o many other database applica-
tions. It also makes fast partial and/or complete database
restores possible.

Other advantages and features will become apparent from
the following description of the preferred embodiment and
from the claims,

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a block diagram of database system with
baclup capability and that utilizes one data storage unit for
the primary databzce and a second remolely located data
storage unit for a mirror copy of the cootents of the physical
devices thal siore the primary database;

FIG. 1B is a block diagram of another database system
with backup capability and that utilizes a single data storage
system which stores both the primary database and a local
copy of the primary database;

FIG. 2 is a block diagram of the internal structure of the
dala storage systems that are shown in FIGS. 1A and 1B;

FIG. 3 illustrates a bit map which is used by the dala
slorage systems Lo synchronize the primary dalabase and the
copy with each other;

FIGS. 4A-B present a flow chart of the steps for per-
forming an RDF-based backup;

FIG. 5 presents a flow chart of the steps for performing a
partial restose in the system shown in FIG. 1,

FIGS. 6A-C present a flow chart of the sieps for per-
forming a complete restore in the system shown in FIG. 1;

FIGS. 7A-B present a flow chart of the steps for per-
forming an MMF-based backup;
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FIG. 8 presents a flow chart of the steps for performing a
partial restore in the system shown in FIG. 2; and

FIGS. 9A-C present a flow cbart of the steps for per-
forming a complete restore in the system shown in FIG. 1.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS
The System Architectures:

Two gencral embodiments will be described. One
cmbodiment, which is referred to as an RDF-based (Remote
Data Facility) implementation, employs two data siorage
systems 2 and 4, as shown in FIG. 1A. The other
cmbodiment, which is referred to as an MMF-based
{(Multiple Mirror Facility) implementation, employs & single
data storage system 2, as shown in FIG. 1B.

Referring to FIG. 1A, in the RDF-bascd implementation,
the two data storage systems 2 and 4, which may be located
at geographically remote locations from each other, are
connected together by a high speed data communication link
6. If they are remotely located from cach other, in the event
of a natural disaster or hostile act that destroys one of the
data storage systems, the other data storage system will
likely not be affected and can be used to support continuing
databasc transactions.

For reasops that will become apparent shortly, data stor-
age system 2 will also sometimes be referred to as the master
unit and data storage system 4 will also sometimes be
referred to as the slave unit. The master unit stores the
primary database and the slave unit stores a copy from which
backups to more permanent data storage are made. During
a disaster recovery, the slave unit can serve as the master
unit.

A server or host processor 8, which is sometimes also
referred to as the backup client, is connected to data storage
system 2 and is mnning database application, which can be
a commercially available product, such as Oracle 7 by
Oracle Corporation of Redwood Shores, California. The
database application is continuously processing transactions
and storing the results of those iransactions in dala storage
system 2 to which its host processor is connected. Another
server or host processor 10, which is sometimes also referred
to as the backup server, is connected to the other data storage
system 4. lis primary role in the embodiments described
herein is to handle archiving of backup copics of the
database to more permanent storage, such as the tape drives
located in a tape silo 12 or tape farm. It also assisis in the
restoration and recovery of the primary databasc when
necessary.

Both bost processors are also coonected 10 a computer
network 14. In addition, there is also a backup console 16
that is connected to the same computer network and that
controls and coordipates the backup, restoration, and recov-
ery processes which are described herein.

The specific hardware that is used for the host processors
and the backup cousole is not of great importance. Any
commercially available equipment may be used. In addition,
although only onc host processor is shown connected to each
data storage system, it should be understood that there could
in fact be a plurality of host processors connected to each
box.

As indicated above, the data storage systems 2 and 4 have
two features that are relevant to the embodiments described
herein. One feature is referred to as a remote data facility
(RDF) and the other is referred to as a multiple mirror
facility (MMF). Within both data storage systems 2 and 4,
there is an array of storage disks 3 and 5, respectively. Thesc
disk armrays represent a sct of physical volumes, typically
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each volume comesponding to an individual disk. In the
RDF-based implementation, the volumes which store the
database files, also referred to as the source volumes (R1),
are mimrored lo comesponding volumes orn the other data
storage sysiem, also referred to as the targel vohunes (R2).
In other words, the data storage systems are configured so
that any data that is writtea to any of the mirrored volumes
in the master unit 2 is automatically written to corresponding
vohimes in the slave upit 4. The databasc that is stored in the
R1 volumes is also sometimes referred to as M1 and the
copy that is stored in R2 is sometimes also referred to as M2.

The host processor that is attached to the master unit may
access the source volumes for read/write operations.
However, during normal I/O operations, the target volumes
canoot be accessed by the user applications that are running
on the host processor that is attached to the slave unit. The
transfer of the data to the slave data slorage system takes
- place over the high speed link 6 that connects the two data
storage systems and is controlled by the data storage sys-
lems.

The RDF feature also enables the user, through an appro-
priate set of commands, to disconnect the slave unit from the
master unit by terminating the communication link and write
epabling the mirror volumes in the slave unit. When that is
done, the updates which ocour to the master unit will, of
course, no longer be sent automatically to the slave unit.
However, the data that is stored in the slave unit can then be
uscd to support other functions such as decision support,
restore, and backup.

The MMF feature is sirailar to the RDF feature except that
the mirror copy is generated within the same box as the
primary database. This is done by configuring the data
storage sysiem to define two sets of devices or volumes, a
first set and a second set with each of its members paired
with a comesponding member in the first set. A host
processor, which is conpected o the data storage unit, writes
its data to the first se1 of devices and the data storage system
generates a mimor copy of that data in the second set of
volumes which are paired with the first set of volumes. Thus,
every wrile to the first sct of devices also causes an auto-
matic write of the same data to the sccond set of devices. In
the MMF embodiment, the primary database will sometimes
be referred to as M1; whereas, the mirror copy will be
referred to as M2. As in the case of RDF, the bost processor
can instruct the data storage system 1o temminate the pairing
between the volumes that store the primary database and the
volumes that store the backup copy. When that is dope, the
volumes containing the backup coy are write enabled so that
backup and DSS functions can be performed using the
backup copy.

In the MME-based implementation depicted in FIG. 1B,
the same functiopality as that described above is imple-
mented in a single data storage system. Ia other words, the
backup copy is generated and stored in the same box as the
primary database is stored. To do this the disks are parti-
tioned to form at least two sets, one set storing the primary
database a local mirmor of tbal database, and the other set
storing the mirrored copy of the dala ip the volumes sioring
the primary database, i.c., the version from which a backup
to the tape drives will be made. As in the previous
embodiment, the host processors that are attached to the data
storage system are prevented from writing 1o the backup
copy while the mirror is connected internally. However,
when the internal link is broken so that writes lo the primary
database are not awtomatically written 1o the backup copy
(ie., when the paired volumes are unpaired), then the
backup copy is wrile enabled so that a backup 1o tape can be
pecformed.
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Note that in FIG. 1B there are wo host processors 8 and
10 comected to the data storage system 2. However, it might
also be the case that there is only a single host processor that
runs both the database application as well as the backup
Server programs.

In the described embodiments, each of data storage sys-
tems 2 and 4 is a Symmetrix Model 5XXX or Model 3XXX
Series Integrated Cached Disk Array (ICDA), though, of
course, other equipment including other commercially avail-
able equipment could be used. The Symmetrix Model SXXX
and Model 330X ICDA’s, which are products of EMC
Corporation of Hopkinton, Mass., arc high performance data
siorage systems designed for online data storage.

The following details about the internal structure and
operation of data storage system 2 gencrally refer to the
Symmetrix™ data storage systems. However, as noted
above, other known architectures may also be used.

Referting to FIG. 2, data storage system 2 includes
multiple arrays of disk devices 22 and a system memory 24
A portion of system memory 24 implements cache memory
26. The multiple arrays of disk devices 22 provide a per-
manent data storage area and cache memory 26 provides a
temporary dala storage area. in the cwrently available
Symmetrix ICDA there can be up to 512 volumes, collec-
tively capable of storing over a terrabyte of data. Each disk
device 22 includes a bead-disk assembly, a microprocessor,
and a data buffer which enables the data storage system to
provide for parallel processing of data. In the described
embodiment, system memory 24 is implemented by high-
speed random-access semiconductor memory, Within cache
memory 26 there is a cache jndex directory 28 which
provides an indication of what data is stored in cache
memory 26 and the address of that data in cache memory 26.
Cache index directory 28 is organized as a hierarchy of
tables for devices, cylinders, and tracks of data records, as
further described in U.S. Pat. No. 5,206,939, issued Apr. 27,
1993, and incorporated berein by reference.

There is a group of channel adapters 30 and channel
directors 32 that provide interfaces through which bost
processors 8 (e.g. bost processors 8(a), 8(b), . . . 8(n))
connect to data storage system 2. Each channel adapter 30
provides for direct attachment 1o the physical bost connec-
tions. Channel director 32, which bandles 1/O requests from
host processors 8, contains a microprocessor that processes
commands and data from bost processors 8 and manages
accesses to cache memory 26. It uses cache index directory
28 which is stored in cache memory 26 to determine whether
the request can be satisfied out of the cache or whether the
data must be obtained from disk devices 22. The particular
data that is stored in cache memory is determined by the data
access patterns of the data base applications that are ranniog.
Channel directors 32 write data from host processors 8 into
cache memory 26 and update cache index directory 28. They
also access cache index directory 26 and read data from
cache memory 24 for transfer to host processors 8.

There is also a disk adapter 34 and a disk director 36
through which each disk device array 22 is conmected to
cache memory 26. Disk adapter 34 interfaces lo mulliple
SCS1 buses 38 to which disk device arrays 22 are connected.
Disk director 36 manages accesses to the disks within disk
device arrays 22. Disk Director 36 stages data from the disk
device arrays to cache memory 26 and it updates cache index
directory 28, accordingly. It also de-stages or wriles-back
data from “written-to” blocks in cache memory 26 to the
disk device arrays and again updates cache index directory
28, accordingly.

Disk adapters 34 and channel adapiers 30 access system
memory 24 through 2 high-speed, parallel line system bus
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49, System memory 24 is implemented by multiple memory
boards. Only one accesses (o any given memuory board may
occur at any given time, however, multiple memory boards
may be accessed at the same time to support concwrent
operations.

Data storage system 2 can be configured into multiple
logical volumes. Typically, a volume corresponds 1o a single
disk device. A service console 50 within data storage system
10 cnables the user to configure the data storage, Le., to
define the logical volupes and to specify which logical
volumes are accessible through which host connections 20.

In general, data slorage system 2 can be configured to
implement local mirroring, which is a feature thal is in
addition to the RDF and MMF features described elsewhere.
When configured to implement local mimroring, the data
storage systemn generates and maintains two copies of data
by writing all modified data to two different disk devices
within the same data storage system and it does this in a
manner that is transparent 1o the host processors. Everything
that is writlen to one volume is also written {0 a mimmor
vohune and reads occur to both volumes, whichever pro-
duces the faster response. The data storage system handles
write operations to a mirrored logical volume as nommal
write operations. That is, data is first wrilten to cache
memory. Then, the disk adapters destage the data to both
devices in the mirrored pair maintaining the identical copies
of the data. Further details about ope particular implemen-
tation of mirroring are presented in U.S. patent application
Ser. No. 07/587,253, incorporated berein by reference.

In the Symmetrix Model 5XXX Series, the high speed
link 6 is implemented in accordance with the ESCON
architecture of IBM, an architecture that is known to persons
skilled in the art. High speed link 6 includes a dual optical
fiber conpection that uses serial data transmission. Indepen-
dent processing units at eitber end of the connection control
data movement from the conmection to storage. More
specifically, data storage system 10 includes a disk adapter
34 and a disk director 36, which couple internal bus 40
wilhin the dala storage sysiem to high speed link 6. Similar
componcols are present in the other data storage system.

The Bit Maps

When the backup copy of the database becomes discon-
nected from the primary database, which occurs during
backup, for example, the two databases are likely to get out
of synchronization with each other. This happens, at least in
part, because the scrver on the master unit is permitted to
continue processing transzctions and updating the primary
database. It will also happens because any backup to the lape
drives that is performed by the backup server will also
typically result in writes to the backup copy in the slave unit.
Therefore, a mechanism is provided in each of the data
storage systems for keeping track of where the chaoges
occur and backing them out. According to this mechanism,
the data storage system sets up and uses of an array of bit
maps 5 (see FIG. 3). The array includes a bit wap for cach
of the mirrored volumes. Without this mechanism, any write
that is dope lo the slave side would necessitate that the
database be completely copied back 1o the slave side to
establish resynchronization with the main database when the
link is brought back up. Instead, resynchronization of the
two databases can be done incrementally and will require
only the transfer of data that has changed The bit maps are
used to identify which portions of the volumes are out of
synch with their counterparts. A controller (¢.g. the directors
in the case of the data storage systewo shown in FIG. 2) in
each data storage system maintains its own bit map for cach
volume. In the described embodiments, the highest level of
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detail in each bit map is a track. In other words, referring to
FIG. 3, cach bit map includes a record or bucket 11 for cach
track t; of the disk which il is representing and cach record
or bucket includes a bit for M1, comesponding to the
primary databasc in the master unit, and a bit for M2,
comresponding to the database copy in the slave unit. The
controller uses the bit maps to keep track of which tracks
have been modified when the backup mirroring is not
operating, e.g- when the link is down in the case of the
embodiment of FIG. 1A, or when the pairs within the data
storage system are uncoupled in the case of the embodiment
of FIG. 1B.

In the Symmetrix data storage systems, each volume can
bave, for example, 65K tracks, though considerably more
are possible depending on bow the system is configured.
Thus, the bit map for each volume can be very large,
inchiding over 65K records. ' Wi

In each record or bucket, a zero eniry indicates that no
changes have been made to the corresponding track since the
link came down and a one entry generally indicates invalid
data, i.c., a change has been made 1o the corresponding track
in ope database and that change was oot communicated to
the other database. Thus, a one in any ficld indicates that it
is out of synchronization with the corresponding track on the
other side since it contains more recent, Le., dirty, data.
Thus, each time a write occurs to a given track on the master
side, the controller sets corresponding bit in the bit map (i.c.,
M2) to one. For exaraple, if track N is wrilten to, then the
bit in the M2 field of the record for track N is set to one.
Similasly, on the slave side, cach write to the database that
occurs on that side is recorded by setting the corresponding
bit in the M1 field of the appropriate record in the bit map.

To optimize the resynchronization operation which occurs
when the two databases, the controfler also geperates an
ordered list 7 of modified tracks. Each entry in the ordered
list 7 identifies a volume (i.c., the bit map) and a particular
track within (hat volume. Wilh such a list, the controller can
avoid baving to scan through what may be a huge number of
records to find only those that have recorded a change. The
immensity of that scanning task can be appreciated by
looking at the numbers iovolved. For example, in the
Symmetrix data storage systems there can be as many as 512
volumes, and each of which can have 65K tracks. The
modifications which may bave occurred in one disk may
bave only affected four tracks scattered throughout the
volume. To find the ideotity of the tracks that have been
modified through scanning requires checking all of those
65K records. With the list of modified tracks, however, the
controller can jump directly to the relevant entries in the
relevant bit maps.

As will become apparent in the following description, the
synchronizing which takes place between R1 and R2 {or M1
and M2) after a link has been brought back up takes place
in the background. While it takes place, with the aid of the
bit maps, both systems will know where tbe best data is.
Thus, the database activity can be directed to valid tracks
whether they are in R1 or R2.

Another use of the bit maps arises when 2 physical disk
fails. Suppose the system does nol have any local disk
protection (e.g. local mirroring) and a disk fails. In that
cvent, the system can simply set all of the M2 bils for the
disk that has failed and redirect activity involving that disk
to the backup copy in the slave unit (or the paired volumes).
When the disk is replaced, the bil map is then used to
syuchronize the new disk with its corresponding disk in the
slave unit (or with the paired disk on the same box).
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Overview of Backup and Restore Operations:

In peneral, the system is set up to mirror a set of one or
more volumes both internally and to the remote data storage
system. The mirroring to the remote system occurs over the
high speed link. When it is time to prepare a backup, the link
is cut by software and the mimoring to the remote data
storage system is halted.

Prior to cutting the Link, it should be poted that the
database in the master unit is R/W cnabled but the database
copy in the slave unit is not W enabled. Thus, while the link
is up, no host processor connected to the slave unit can wrile
to the volumes that contained the copy of the data in the
corresponding volumes on the master unit. However, after
the link is brought down, the volumes on the slave side are
W cnabled 1o permit access the table space during the
backup operation. When a table access occurs, typically a
wrile also takes place. These writes are all recorded in a bit
map that is maintained on the slave wnit side.

Note, that until the backup to tertiary storage is
completed, writes to the data in the database copy stored in
the slave unil are not permilted. Any writes to data prior to
completing the backup would render that data invalid. After
the backup to tape storage is complete, however, then writes
io the data may take place, e.g. as in the case when the
disconnected copy is used to support decision support func-
tions.

The backup client can still continue to make changes to
the primary database but those changes will no longer be
communicated to the remote data storage system, at least for
the period during which the link remains down. However,
the local host processor keeps track of all changes that occur
to the primary database by logging all of them in an archived
redo log file.

The backup is performed using the mirrored copy in the
remote data storage system. When the backup operation at
the remote data storage system is finished, the backup client
moves all of the archived redo logs from the database server
10 the backup server. Since this transfer takes place over the
network, it will generate a load on the network, but the load
is minor in comparison fo the allernative of sending all
backup data over the network at the time of backup.

When the archived redo logs are completely trapsferred to
the backup server and moved into the backup facility, c.g.
the tape silo, the backup is finished. At that point the link is
reestablished and the main disks and the mirrored disks are
incrementally resynchronized, ie., only the changes that
were made to the databases while the link was down are
transferred. The incremental resynchronizing of the two
groups of disks (i.c., the two databases) takes place in the
background and transparently to the host processors. The
resynchronization is done by sending only the changes
which occurred in the main system to the backup system
along with any tracks that have to be refreshed in the slave
due to writes which took place there during the backup
procedure. To aid in this process, a log is maintained of the
changes that occurred to the primary database (M1) and the
backup database (M2) when the link was down. In essence
any changes that were done to the primary daiabase (M1) are
senl over 1o the mimmored side and any changes thal ocourred
to the backup database (M2) when the link was down are
crased (by overwriting them with data from cormresponding
portions of the primary database). Thus, instcad of having to
rewrite the entire database 1o the slave side to resynchronize
the two databases with each other, the incremental resyn-
chronization technique enables one to only transfer the data
for tracks that were modified while the link was down. This
greally decreases the amount of data that needs to be
transferred.
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Wilth decision support, it is necessary 1o make the data-
base consistent, but this is not required with the baclkup
copy. Therefore, the redo logs are simply saved and used
later to achieve consistency during the restore operation, as
described in greater detail below.

Typically a file system check will be done by the backup
server when it is saving the data to tertiary storage. This
involves writing to the same volumes that store the database
(but not to the stored data itself), which, of course, produces
dirty blocks or tracks. In the embodimeats described, the
data storage systems keep track of which blocks or tracks
have been changed so that the changes can be erased or
undone during the restore operation.

So when the link is reestablished, the two sides are
resynchronized. This involves first synchronizing the bit
maps so that both sides have the same views. This is done
by flipping the bit map on the slave side (i.c., by transferring -
M1 information to M2 and by transferring M2 information
5 M1) and then combining the results with the bit map on
the master side through a simple OR’ing operation. The
result is a bit map on both sides that identifies all tracks that
must be sent over to the slave side to achieve resynchroni-
zation. Then, the data storage system conlaining the primary
database begins sending the marked tracks to the other side,
i.e., all tracks which are identified as having been modified
on the master side and all tracks which were identified as
having been modified on the slave side. As each track on the
other side is refreshed or updated, the corresponding bits are
cleared.

RDF-lmplemented Backup

FIGS. 4A-B illustrate in greater detail the steps that are
performed in creating a backup in the embodiment shown in
FIG. 1A

The backup console begins the process by requesting a
backup of a specified set of datafiles (step 100). It is, of
course, assumed that all of the database datafiles, except for
the archived redo log direciory, are on volumes that are
being mirrored to the slave dala storage system over the high
speed link. Actually, if this setup is only for backup purposes
oaly, ic., no disaster tolerance or decision suppori are
required, then the opline redo log files do not have to be on
the mirrored volumes ¢ither.

In response to receiving the backup request, the backup
client executes a custom script that performs a scquence of
operations (step 102). First, it sets a sct of datafiles to begin
backup. Then, it calls a pre-processing script within the data
storage system to shut down the high speed link and write
enable the R2 devices. Finally, it sets the set of datafiles to
end baclkup.

The backup console passes the list of datafiles to the
baclarp server so that the backup server can begin to perform
the actual backup operation (step 104). In response, the
backup server executes a custom script that imports or
enables the volume group(s), if any, and it mounts the file
system(s), if any (step 106). Once that is completed, the
backup server starts the backup session during which it
sends the identified R2 datafiles {o the tape silos (step 108).

During this period when the link is down, both data
storage systems use their bit maps to identify of all tracks
within their volumes that are modified. For example, for
cach track that is modified on the master side, the master unit
entecs a one in Lhe M2 field for the track of the appropriate
bit map (i.c., the bit map for the volume that was modified).
Similarly, on the slave side, all writes 1o the mirror disks are
identified by entering ones in the M1 fields for the tracks of
the appropriate bit maps. The bit entries on the master side
identify which tracks need to be sent over 1o the slave side
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to bring the slave side up to date with the masier side. And
the bit map entries on the slave side identify which tracks
peed to be refreshed from the R1 to overwrite the changes
that occurred during backup to tape.

When the backup server completes the backup of the R2
datafiles (step 110), it executes custom script that disables or
exports the volume group(s), if any, and womounts the file
system(s), if any (step 112),

The backup client then calls a posi-processing scripl
(APT) which when executed instructs the data slorage sys-
tems 1o which carry out a2 number of functions (step 114). 5t
write disables the R2 devices. It also determines whether any
R2 tracks have changed, and if they have it marks them to
be refreshed from R1. And it re-establishes the bigh speed
link(s) connecting the slave data storage sysiem to the
master data storage system.

Once the link bas been reestablished, the R1 changes start -

synching to R2 devices (step 116). This resynching opera-
lion is carried out in the background and uses the bit maps
1o determine which tracks in R2 nced (o be updated by data
from comresponding tracks in R1. It begins with first syn-
chronizipg the bit maps so that they are the same on both
sides of the connection. That is, both units will have the
same view identifying on which side the valid data resides.
The synchronization of the bits maps is accomplished by
flipping the bit maps on the slave side and then combining
those bits maps with the corresponding bit maps on the
master side. By flipping, we mean that the entries in the M1
side of the bit map are transferred to the correspornding track
on the M2 side of the bit map. The result identifies all tracks
in R1 that need to be sent to R2 to accomplish one of two
things: (1) to forward updates from R1 to R2 which occurred
as a result of the continuing transaction processing on the
master while the link was down; and (2) to overwrite any
modifications that might have been made to R2 while the
link was down and as a result of the backup operation.

As the marked tracks are sent to R2 from R1, the data
slorage unils clear the corresponding entries in their respec-
tive bit maps.

The backup clicnt also starts sending its archived redo log
files aver the petwork to backup server (step 118). And the
backup server, in turn, streams them Lo the tape silos.

‘When the last archived redo log is sent, the backup clicnt
forces 2 current log switch and it archives the current log. As
so0n as the backup client finishes archiving the current log,
it clicnt sends this last archived log file to the backup server
which passes the log on to tape (step 120).

At that point, the backup console declares backup 1o be
complete (step 122). No new backup session is permitted to
start until the R1 and R2 devices have been fully synched via
RDF-Based Restores

After a backup bas been completed in the manner
described above, there may arise a need to perform either a
partial or a complete restore of the database on the master
data storage system. Each of the processes used to accom-
plish this will now be described.

A Partial Reslore

Referring to FIG. 5, to start a partial restore of the
database in the master unit, the backup comsole requests
restore to an identified set of datafiles (step 150). In
response, the backup client confirms that either the database
is down or the corresponding tablespace is offline (step 152).
After confirming that either of these comditions exist, the
backup client calls script which when executed instructs the
data storage sysiem to bring down the. high speed link that
connects it to the slave unit {step 154)
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Once the high speed has been terminated, the backup
server starts seoding the identified datafiles to the backup
client over the computer network {step 156). The backup
client, in turn, restores them over the corrupted datafiles on
its data storage unit. Once the identified datafiles have been
transferred to the backup client, the backup server then sends
the archived redo logs and the backup client restores them to
archive redo log directory (stcp 158).

After restoring the archived redo logs to the directory, the
backup client requests the database software 1o recover the
datafile, tablespace, or database, whichever is appropriate
(stcp 160). All of the changes that are made to R1 are
recorded in the bit maps by entering 1°s in the appropriale
tracks for the R1 side. Thus, when the recovery is complete,
the bit maps on the master side will identify all tracks of R1
that need to be sent to R2 to synchronize R2 with R1.

After the database software correctly performs the
recovery, the backup client sets database to oplipe or alters
tablespace(s} to online; and ji then prompts the user whether
to reestablish the high speed link (step 162). If the user
apswers in the affirmative, the back client calls a script
which when cxecuted instructs data storage unit to bring up
the high speed link (step 162). Cnce that is accomplished,
the backup console declares the restore job o be complete
(step 164).

With the link re-established, the master unit synchronizes
R2 with R1. It dees this by transferring all of the restored
tracks, as identified in the bit maps, to R2.

A Complete Restore

In the event that both databases have been corrupted {e.g.
through an unintended deletion of records), it may be
pecessary to start a complete database restore on the siave
side while the primary database is offline. In that case, the
backup console requests a restore of the database (e.g., a set
of datafiles) (step 180) (see FIGS. 6A~-B). In response, the
backup client checks that the database sofiware is down at
primary site (step 182). And, assuming that it is, the backup
client then executes custom script that disables/exports the
volume group(s), if any, and unmounts the file system(s), if
any (step 184). The backup client then calls a script which
when executed instructs the dala storage systems lo wrile
disable the R1 devices, to bring down the high speed link,
and to write cnable the R2 devices (step 186).

The backup server then execules a cusiom script that
imports/enables the volume group(s), if any, and mounts file
system(s), if any (step 188). Then, the backup server starts
readiog the backup datafiles from the tape drives and
restores them over the corresponding R2 datafiles in the
slave unit (step 199). After the datafiles have been written to
the slave umit, the backup server restores the archived redo
logs) to archive redo log direclory on the target sile (step
192).

With the backup copies of the datafiles and the archived
redo logs now available in the data storage sysiem, the
process for recovering the side database on target site
begins. First, the backup server starts the databasc applica-
tion software in mount mode (step 200). Then, the backup
server requests the database software to recover the
database/datafile (step 202). And in response, the database
software recovers the side database on the R2 devices (step
204). With the recovery complete, the database application
is set to online to confirm recovery (step 206). Once
confinmed, the database application on the target server is
stmtdown (step 208). And the backup server then executes
custom script that unmounts the file system(s), if any, and
disables/exports the volume group(s), if any (step 210).

It should be understood that the recovery could also take
place on the source side by simply sending the backup
copies and the archived redo logs over to the of the source
side.
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With the database restored in the secondary data storage
system, the offline database on the master side is then
restored. This is done by the backup client calling a script
which when executed instructs the data storage systems to
write disable the R2 devices, bring up the high speed
connection between the master and the slave unit, and then
synchronizes the R1 devices from the R2 devices (step 212).

The bit maps are used to perform the synchronization and
1o determine where the valid data is throughout the procsss.
Prior 1o establishing the liok, the slave unit enters ones in the
M1 side of its bit map to indicate that all racks on the slave
side bave the most recent or valid data. When the link is
reestablished, the bit maps on the master side are synchro-
nized with those on the slave side so that they both have the
same view of the data. Then during syncbronization of R1
with R2, all tracks that are marked in R2 (i.¢., the tracks for
which the M1 field contains a one) are transferred to R1 and
the appropriate locations in the bits maps are cleared to
indicate that the racks are synchronized.

At this point, the user is prompled whether to wait for
synchronization to complete (step 214). The backup client
then wrile enables the R1 devices (step 216). 1t also executes
a custom script that imports/enables the volume group(s), if
any, and mounts the file system(s), if any (step Z18). Next,
the backnp client staris the database application on the
source server (step 220). At that point, the backup console
declares that the restore job is complete (step 222).

Note that the backup client need not wait for synchroni-
zation to complete before commencing with processing of
further transactions. Since the bit maps tell the master unit
where the valid data is, the master unit can direct the
transactions o the appropriaic onc of the two data storage
systems. For example, if a transaction requires a read of or
a write 10 a particular track that has not yet synchronized
with R2 (as indicated by a 1 in the M2 side of the bit map),
the master unit can direct the read/write to the corresponding
track in R2.

MMF-Implemented Backup:

FIGS. 7A-B illustrate in greater detail the steps that are
performed in creating a backup in the embodiment shown in
FIG. 1B.

In this cmbodiment, every volume containing the
database, except the arcbived redo log dircctory, is paired
with a backup volume within the same data storage unit. The
backup volumes conslitute a backup set and they are not
available to any host processor at this time. Actually, since
tbe setup which is to be described is only for backup (i.e., no
decision support is required), the online redo log files should
10t be on the paired volumes.

The backup console begins by requesting a backup of the
set of datafiles (step 230). In response, the backup client
executes a custom script that (1) sets a set of datafiles(s) to
begin backup; (2) calls a script within the data storage
system to terminate all backup pairs within the backup set;
and (3) sets the set of datafile(s) to end backup (step 232).
At this point, the backup volumes are available Lo the backup
server/host.

The backup console then passes a list of datafile(s) to
backup server (step 234).

Next, the backup server executes a custom script that
importsfenables volume group(s), if any, and mounts the file
system(s), if any (step 236). After this, the backup server
starts backup sessions of the datafile(s) to the tape silofs)
uptl all datafiles from the backup volumes have been
transferred (step 238). The backup server then executes
another custom script that disables/exports the volume group
(), if any, and unmounts the file system(s), if any (step 240).
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The final phase of the online backup begins with the
backup client calling a script which when executed instructs
the data storage system to re-cstablish all backup pairs
within the backup sect (stcp 242). This again makes the
backup volumes not available to the backup server/host. In
the background, any changes that were made to the M1
devices start synching o the backup devices M2.

As in the case of the RDF-implemented backup described
above, bit maps are also used to perform the synchroniza-
tion. There is a set of bit maps for M1 and another set for
M2, just as there was a set of bit maps for R apd another
set of bit maps for R2. And the data storage system uses the
bit maps in preciscly the same way as was described
previously.

The backup client starts sending archived redo log files to
the backup server, which in turn streams them to tape silo(s)
{(step 244). When the last archived redo log is sent, the
backup client forces a current log switch, archives the
current log, waits for the cument log to finish archiving, and
then sends this last archived log file to the backup server,
which in turn sends it on to tape (step 246).

Altermatively, the backup server could be given direct
access to the archived redo logs stored in the data storage
system, and it could send them to the tape storage without
the need of the backup client being involved.

With the current redo log on tape, the backup console
declares backup lo be complete (step 248). As in the
previous example, no new backup session can start until M1
and the backup devices (i.e., M2) are fully synched.
MMF-Based Restores

After a backup has been completed in the manper
described above, cither a partial or a complete restore can be
performed. Each of these operations will now be described.

A Partial Restore

Referring to FIG. 8, to begin 2 partial restore to an online
database, the backup console requests a restore of a set of
Datafiles (step 260). In response, the backup client checks
that either database is down or the comresponding tablespace
is offline (step 262). Then, the backup client calls a script
which when executed instructs the data storage system to
terminate all backup pairs (step 264).

Once the pairs have been terminated, the backup server
starts sending datafiles over the network to the backup clieot.
And the backup client, in turn, restores them over the
corrupted datafiles (siep 266). Afier the corrupted files have
been replaced, the backup server sends the archived redo
logs to backup client, which in turn restores them to the
archived redo log directory {step 268). Alternatively, the
backup server could be given access to the archived redo log
directory, in which case, it could sead the archived redo logs
to that directory without the assistance of the backup client.

The backup client then requests the database application
to recover the datafile, tablespace, or database (siep 270).
After the database application completes the recovery, the
backup client sets the database or alters the tablespace(s) lo
online (step 272).

With this completed, the backup console prompls user
whether to re-establish the backup pairs (step 274). If the
apswer is affirmative, the backup client calls a script which
when executed ipstructs the data storage system to recstab-
lish the backup pairs {step 274). If backup pairs are
re-cstablished, M1 changes start synching to the backup
devices in the background (step 276). Again, at this point,
the backup volumes will no longer be available to the
backup server/host. And the backup console declares the
restore job to be complete (step 278).
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A Complele Restore

The method for performing a complele restore to a side
database while primary database is offline is depicted in
FIGS. 9A-C.

It begins by the backup console requesting a restore of a
database (e.g. a set of datafiles) (step 300). In responose, the
backup client checks that database application is down at
primary site (step 302). Assuming that it is, the backup client
then execules a cuslom scripl that disables/exporis the
volume group(s), if any, and uomounis file the system(s), if
any (step 304). And the backup clicot calls a script which
when executed instructs the data slorage system to write
disable all M1 devices, and to terminate zll backup pairs
within the backup set (step 306). At that point, the backup
volumes become available to the backup server/host.

The backup server executes a custom script that imports/
enables the volume group(s), if any, and mounts the file
system(s), if any (step 308). Next, the backup server starts
reading backup datafiles from tape and restores them over
corresponding datafiles on the backup volumes (step 310).
When the reading of backup datafiles is complete, the
backup scrver restores the archived redo log files from tape
to the archive redo log directory on the backup volume(s)
(step 312).

This establishes the conditions required for recovering the
side database on the backup volumes. So, referring to FIG.
9B, the backup server starts the database application in
mount mode (step 320). And it requests the database appli-
cation to recover the database/datafile (step 322). In
response, the database application recovers the side database
on the backup devices (step 324). After finishing recovery,
the database is set to online to confirm recovery (step 326).
Once recovery is confimed, the database application on the
target server is shutdown (step 328). And the backup server
cxecules a custom script that unmounts the file system(s) if
any, and disablesfexports the volume group(s), if any (step
330).

Referring to FIG. 9C, the process of restoring to an offline
database is finished by the backup console prompting the
user whether to re-establish backup pairs (step 340). If
answer is affirmative, the backup client calls a script which
when execuled instructs the data storage sysiem to perform
a oumber of functions (step 342). First, it marks modified
tracks on the backup devices to refresh the comresponding
M1 tracks. Then, it re-establishes the backup pairs and write
enables the M1 devices. The backup client executes a
cusiom script that imporis/enables the volume group(s), if
any, and mounts the file system(s), if any (step 344). Finally,
the backup client staris up the database application on source
server (step 346).

If backup pairs are rc-established, the backup device
chaoges start synching to the M1 devices, in the background
(step 348). Thus, the backup volumes are again not available
1o the backup server/host. And the backup console declares
the restore job to be complete (step 350).

Other embodiments are within the following claims. For
example, the above described techniques apply to all types
of systems in addition to database systems, e.g. file systems,
volume managers, log devices, and all hosts. The oanly
requirement is that there be a software application for
implementing the functionality on the host. It is independent
of the type of software that is ruaning or the operating
syslem.

‘What is claimed is:

1. A methed of generating in a tertiary storage device a
backup copy of data, said method comprising:

wriling data to a first set of storage volumes;
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while data is being wrilten o the first set of slorage
volumes, mirronng the contents of the first set of
storage volumes into a second sct of storage volumes;

afier an amouant of data has becn wrilten to the first set of
volumes, terminating the mirroring;

while mirroring is termipated, continuing to write data to
the first set of volumes thereby causing the second set
of volumes to become unsynchronized from the first set
of volumes;

while mirroring is terminated, generating archived redo
logs for transactions that are applied to data stored in
the first set of storage volumes;

while the mirroring is terminated, backing up data stored
in the second set of volumes to the tertiary storage
device;

after backing up the second set of volumes, resuming
mirroring of the first set of volumes to the second set of
volumes;

afier backing up the second set of volumes, transferring
the archived redo logs lo the tertiary storage device;

storing the archived redo logs in the tertiary storage
device along with the backed up data that was stored in
the tertiary storage device; and

after resuming mirrorng, incrementally resynchronizing
the first and set sets of volumes with each other.

2. The method of claim 1, further comprising:

providing a single data storage system with a plurality of
data storage volumes; and

partitioning the plurality of data storage volumes into the
first and second sets of storage volumes.

3. The method of claim 1, further comprising:

providing a first data storage system;

providing a second data storage system that is separate
form the first data storage system;

directly connecting the first and second data storage
systems through a communication link;

establishing the first set of storage volumes within the first
data storage system; and

establishing the second set of storage volumes within the
second data storage system, and

wherein the step of incrementally resynchronizing the first
and second sets of storage volumes takes place over the
communication link.

4. The method of claim 1 further comprising:

defining a ficst map of the first set of storage volumes, said
first map providing a mechanism for identifying which
portions of the first set of storage volumes become out
of synch with counterparts in the second set of storage
volumes due to modifications which occur to the first
set of storage volumes while mirroring is terminated;

defining a second map of the second set of storzge
volumes, said second map providing a mechanism for
identifying which portions of the second set of slorage
volumes become oul of synch with counlerparts in the
first set of storage volumes due lo modifications which
occur to the second set of storage volumes while
mirroring is terminated; and wherein the step of resyn-
chronizing the first and second sets of storage volumes
comprises using the first and second maps to identify
which portions of the second sel of storage volumes
peed o be refreshed from the first set of slorage
volumes o achieve resynchromization.

5. The method of claim 1 further comprising providing a

tape drive storage device as the tertiary storage device.
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6. The method of claim 1 further comprising:

providing a first processor connected to the first data
storage system, wherein the first processor is ruoniog a
database application which is processing transactions
and writing data from those trapsactions to the first set
of storage volumes;

providing a lape drive storage device as the tertiary

storage device; and

providing a second processor conpected to the second

data storage system, wherein tape drive storage device
is connected to the second processor which performs
the backing up of data in the second set of volumes to
the tape drive storage device.

7. The method of claim 4 wherein the first map comprises
a first set of submaps equal in number to the pumber of
volumes in first set of storage volumes znd each of which
corresponds to a different one of the volumes in the first set
of storage volumes, wherein the second map comprises a
secopd sel of submaps equal in pumber (o the number of
volumes in second set of storage volumes and each of which
corresponds to a different one of the volumes in the second
set of storage volumes.

8. The method of claim 7 wherein cach of the volumes of
the first and second sets of volumes is made up of a
corresponding set of tracks, and wherein each of the sub-
maps of the first and second sets of submaps has a oumber
of records that is equal to the number of tracks in the set of
tracks of the volume corresponding to that submap.

9. The method of claim 4 further comprising:

generating a first ordered list of identifiers of records

within the combined map that have changed;
generating a second ordered list of identifiers of records
within the second map that have been changed; and
using the first and second generated lists of identifiers to
perform incremental resynchronization.

10. A method of penerating a backup of data, said method
COmprising:

providing a first data slorage systcm, a second data

storage system, and a communications path connecting
the first data storage system to the second data storage
system;

linking a first region of storage in the first data storage

syslem to a corresponding second region of storage in
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the second data storage system so that data writlen to
the first region of the first data storage system is
automatically written to the corresponding second
region in the sccond data storage system;

generating in the first data storage system a first map of
said first region of storage in the first data storage
system, said first map providing a mechanism for
identifying which portions of said first region of storage
become out of synch with counterpants in the second
region storage due to modifications which occur to the
first region of storage while unlinked from the second
region of storage;

generating in the second data storage system a second
map of said second region of storage in the second data
storage syslem, said second map providing a mecha-
nism for identifying which portions of the second
region of storage become out of synch wath counter-
parts in the first region of storage due to modifications
which occur io the second region of storage while
unlinked from the first region of storage;

unlinking the first region of storzge in the first data storage
system from the second region of storage in the second
data storage system so that data wrilten to the first
region of the first data storage system is no longer
automatically written to the second region of storage in
the second data storage system;

after unlinking, continuing to write data to the first region
of storage in the first data storage system;

using the first and sccond maps in the first and second data
storage systems to record where changes are made to
the first and second regions on the first and second data
storage syslems, respeclively;

relinking the first region of storage in the first data storage
system to the second region of storage in the second
data storage system so that data written to the first
region of the first data storage system is again also
aetomatically wrilten to the second region of storage in
the second data storage system; and

after relinking, resynchronizing the first region and the
second region with each other, said resyachroniziag
step using the first and second maps.

* % * ® X
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57 ABSTRACT

A method and apparatus for automalic discovery of data-
bases that determines what databases are installed at a client
site, interrogates each database to determine whal files or
tables are present and what storage is associated with each,
groups the databases into the smallest atomic units that can
be backed up while preserving database integrity, and pre-
sents this information 16 backup procedures. In a preferred
cmbodiment, a discovery process is performed by a script
for each client lo be backed up. Bach script causes the
creation of a temporary file describing cach database. The
temporary files are normalized into a common format which
is thep passed to a grouper program that analyzes the
temporary files and produces a data descriptor file describing
the smallest atomic units that can be backed up while still
preserving database integrity at that client site. This data
descriptor file is presented to a work item generator for
scheduling backup procedures. Backups of each atomic unit
can then be scheduled as desired.

6 Claims, 14 Drawing Sheets
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Fig. 7b
J.4,1,1,5,cname, 5, 8nane, 3,5, dbrav, 03, 4,8, cent2_dh,7,
cent_db, \
4,robl,4,rch2,2,19, /SYBASE/LAriveld.lag, 20, /SYBASE/LAr
ivel5.log,2, \

18, /dev/xdsk/c201d280,18, /dev/rdek/c201d4s0,0;

Which transiates to:
Peode 1 /* Platform code
Client : Ccnampe /* Client oame
Server : gname /* Server name
Dbase type : 3 /* Database type code num

Dbase rev : dbrev /* Database revision

bbase flag : 0x0000 /% Database info flags

¥um databii: 4 /* Num dbases in group

Datahii: /* Names of databases
cent2_db
cent_db
robl
rob2

Mm files: 2 /* ¥um files used to backup
/SYBASE/tdrive3.log /* data, followed by file
/SYBASR/Idrivel5.log /* pames.

Mum devices: 2 /* Wunm physical devices
/dev/rdsk/c201d2s0 /* used for backup, followed
[dev/rdsk/c201d480 /* by device names
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sgldba
conriect sys/ays_possword;

create user ebadmin identified Lwv password;

grant select on v_$logfile to ebadmin ;
grant select on v_$datafile to ebadmin;
grant select on v_jcontrolfile to ebadmin:
grant create session to ebadmin;

Fig. 10b

isgl -Upa -Pg3 pasasword

sp_addlogin ebadmin, password,mastex
g;_adduser ebadmin, ebadmin

g:'ant select on sysdevices to ebadmin
gzant select on 3ysusages to ebadmin
g:ant Belect on sysdatabases to ebadmin
go
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METHOD AND APPARATUS FOR
AUTOMATIC DISCOVERY OF DATABASES

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates generally to the field of backup and
recovery of databases and more particularly to the antomatic
discovery of databases on storage devices so that they can be
grouped for backup purposes.

2. Background

Companies and institations that use databases in their
computer systems often have several of them, some of which
may be created and managed by software from different
vendors. For example, a large multinational manufacturing
company may have at one client site a relational database for
handling its manufacturing and ioventory data. That com-
pany’s sales department might use a scparate relational
database for tracking sales and accounts at that same clicnt
site. The company’s finance department might use still
another relational database to track assets and finances at
that clicot site. It is possible that these databases will be
stored on the same storage syslems at the client site, which
can, in furn, be accessed by the same servers or mainframe
computers.

In the example given, the inventory data base may be
created and managed by software supplied by Oracle™
Corporation, while the sales database may be created and
managed by software from Informix™ Corporation or
Sybase™ Corporation, or another supplier of relational
databases. While such a mixing of software from different
vendors is not the most common usage, it does occur with
some frequency.

Since most of these databases hold critical information,
regular and reliable backups are important. In addition to
backups done for cach databasc, most systems administra-
tors consider it prudeat to have disaster recovery backups
available as well,

Herelofore, systems or database administrators who
wished to perform the backups of such databases had to
determine what storage units were used by which databases,
which type of database used each, and how the different
database systems allocated data to the storage unils.

Such ap effort is complicated by the fact that one of the
most common types of database is a relational database and
each relational data base has a number of files or tables
created for it by the database application program. One
Oracle™ relational database, for example, may have control
files, data files, online redo log files, archive redo log files,
initialization parameter files, and a file containing the
Oracle™ code, among other files. Traditional backup plan-
ning requires that the system or database administrator know
where cach of these files for a given database is located on
the storage units available to the system or server. FIG. 5
illustrates how a Sybase™-like database, for example,
DB-C, might allocate indexes C66, catalog tables C64, data
tables C78, C72, inlo two logical groupings, system tables
C60 and user database tables C68. In tun, these Iogical
groupings may be physically allocated to two different
storage units 86 and §7.

A vepdor may supply its own backup and resiore pro-
grams or offer guidelines for using commonly available
operating system software utilities to perform backups and
restores. Whether unique programs are supphied or only
guidelines, these differ from each other and cannot be used
interchangeably. That is, the Informix™ backup and restore
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procedures usually will not work with a database From
Sybase™. Since each databasc vendor also allocates data to
storage units differently, system-wide backup and restore
efforts require a significant a level of expertise on the part of
the administrator(s).

Space for cack database at a client site may be grouped
across several storage devices, as shown s FIG. 2. If two
databases from different vendors are allocated to the same
storage unit at one client site, and that unit is backed up, all
the databases that have any files on that device must be
completely restored to preserve database integrity. To
lustrate, suppose database DB-C of FIG. 2 is allocated
across storage units S6 and $7 and database DB-D is
allocated actoss units S7 and S8. Databases DB-C and DB-D
share a storage unit S7. Assume a backup copy is made of
storage of unils 56, and 57 for database DB-C, using an
operating system-level utility. After the backap copy is
made, database DB-D is updated by many trassactions, but
database DB-C remains as it was. If a failure occurs and the
backup copy is restored o units S6 and S7, database DB-C
15 opcrational again, but database DB-D may be corrupted,
This problem can occur even if both databases DB-C and
DB-D usc the same vendor software.

If a given installation attempis to eliminate the risk of
cormption by backing up each database individually, under
mamual control, using the procedures or programs desig-
nated by the vendor, that, too, can be problematic since it is
slow and is prone to manual mistakes.

Consequently, if client site complete backups are done
using present methods they are usually dome either by
writing all storage uniis to backup devices at one time,
which restricts scheduling flexibility and requires that all
units be restored at the same time, as well, or by requiring
that cach individual databasc be backed up by an expert
administrator using the tools or system procedures supplied
for use with only that database.

It is an object of the present invention to provide a way to
discover and backup databases that is more convenient for
the user than present methods.

Yet another object of the present invention is providing 2
method and apparatus to discover and backup databases that
requires less user level expertise than present methods.

Still another object of the present invention is providing
a method and apparatus (o discover and backup databases
that is less error prope than a primarily mamual process.

SUMMARY OF THE INVENTION

These and other objects of the invention are achieved by
a method and apparatus for autornatic discovery of databases
that determines what databases are installed at a client site,
interrogates each database to determine what files or tables
are present and what storage is associated with each, groups
the databases into the smallest atomic unils that can be
backed up while preserving database integrity, and presents
this informaticn to backup procedures. In a preferred
embodiment, a discovery process is performed by a script
for each client 10 be backed up. Each script causes the
creation of a temporary file describing each database. The
temporary files are normalized into 2 common format which
is then passed to a grouper program that apalyzes the
temporary files and procuces a data descriptor file describing
the smallest atomic units that can be backed up while still
preserving database integrity at that client site. This data
descriptor file is presented to a work jtem generator for
scheduling backup procedures. Backups of each atomic unit
can then be scheduled as desired.
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It is an aspect of the presenl invention that il performs
automatic discovery of databases.

Another aspect of the present invention is that it provides
additional scheduling Bexbility to the backup and restore of
databases without compromising datz integrity.

It is a feature of the present invention that by grouping
databases into atomic waits the invention reduces the like-
lihood of compromising data integrity.

Yet another feature of the present invention is that it
recluces the likelinood of errors arising through mapual
procedures.

Still another aspect of the present invention is that it is
simple to use in connection with databases supplied by
different vendors.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1a is a block diagram of the present invention.

FIG. 1) is a flow diagram of the discovery process of the
present invention.

FIG. 1c is a fiow diagram of a grouper program according
to the method and apparatus of the present invention.

FIG. 1d is a table illustrative of the results of the grouper
program according to the method and apparatus of the
present invention.

FIG. 2 is a schematic diagram of databases allocated to
storage unils on a client accessed by a server.

FIG. 3a is schematic diagram of a grouping of databases
according to the method and apparatus of the present inven-
tion into atomic units.

FIG. 3b is set of tables illustrating the grouping of
databases according to the method and apparatus of the
present invention into atomic units.

FIG. 4 is a schematic diagram of several database clients
accessed by a server.

FIG. § is a schematic diagram of relational database tables
and files as they might be allocated to storage units.

FIG. 6 is a table of environment variables that must be set
according to the method and apparatus of the present inven-
tion in a preferred embodiment.

FIG. 7 is a block diagram of an database descriptor file
according to a preferred embodiment of the present inven-
tion.

FIG. 7b is a partial list of field definitions in a database
descriptor file according to a preferred embodiment of the
preseol invention.

FIG. 8 is a schematic diagram of a script for the automatic
discovery process of the present invention.

FIG. 9 is a table showing items of information required by
various database vendors for access.

FIG. 10z is a listing of a partial discovery script for an
Oracle™ database according to the method and apparatus of
the present invention.

FIG. 105 is a listing of a partial discovery script for an
Informix™ database according to the method and apparatus
of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

In FIG. 1, a schematic flow diagram of the present
invention is shown. In a preferred embodiment, the inven-
tion operales on one or more clients 10, containing a number
of system and database files DB. Discovery scripls are
performed on client 10 to create a database descriptor file 06
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describing the smallest atomic units of sysicm and database
files that can be backed up withou! compromising data
iotegrity. Databasc descriptor file 06, in furm, can be
accessed by a work item generator 52, operating on a storage
management server 50 that is in communication with client
10. Work item generator 52 communicates with the backup
procedures 54 used by the server to backup the system and
database atomic units listed in database descriptor file 06.

In FIG. 2, an example of system and database files DB is
shown. It can be seen that storage management server 50 is
in communication, cither through local connection or over a
network, with client 10. Client 10, in turn, acts as a database
server to personal computers aa, bb and cc in a network. In
a preferred embodiment, storage management server 50 is
usually a mainframe computer or powerful workstation
computer running a storage managemenl system, such as
EMC Corporation’s Epoch Database Management System.
Depending on the user’s installation, client 18 could be a
workstation computer, a mainframe compuler, a minicom-
puter or a personal computer. As will be apparent to those
skilled in the art, client 10 and storage management server
50 could also be the same computer, in which case the
clieat/server analogy is less apl.

Still in FIG. 2, at cliepnt 10, there are four databases DB:
DB-A, DB-B, DB-C and DB-D. Each database is allocated
1o specific storage devices by the vendor-supplied program
that created the database, such as programs from Oracle™,
Informix™, Sybase™, etc.

Database DB-A, for example, is allocated 10 space on
three storage units S: S1, 82, and S3. Database DB-B has
been allocated to two more storage units S: S4 and S5.
Database DB-C has been allocated (o storage units $6 and
§7. Nole that the fourth database, DB-D, in this example, has
been allocated to storage units $7 and $8. In this example,
databases DB-C and DB-D share storage unit S7.

Most general purpose backup programs operate most
efficiently by copying all the data on one or more designated
storage units to some backup medium, such as tape or
another storage device. Thus, a normal backup of database
DB-C would copy storage units $6 and $7 in their entirety
to the backup media. If this media is used to restore database
DB-C a day after the backup has been made, storage uoils
$6 and 57 will be returned 1o the state they were in when the
backup was made. Any changes that have been made to
DB-D on 87 during that one-day intecval will be lost. In
addition, it is possible that this kind of backup and restore
may cause corruption in the system and other files of
database DB-D.

Thus, in the example shown in FIG. 2, ncither database
DEB-C nor database DB-D can be backed up by itself without
causing potential corruption problems for the other database.
Therefore, the smallest atomic units that can be backed up
as single cntitics in the examples shown in FIG. 2 are
database DB-A, database DB-B, and the combination of
databases DB-C and DB-D together.

This is shown more clearly in FIGS. 32 and 3b. In FIG.
3a storage management server 50 and client 10 are shown
again having the same database configuration as that
depicted in F1G. 2. However, in FIG. 3a, the smallest atomic
units A, that can be backed up individually are shown as Al,
A2 apd A3. Atomic unit Al contains only databasc DB-A,
since no other databases share any of the storage units $1,
52 or 53 allocated to it. The same is true for database DB-B.
It is atomic wnit A2, since no other database is allocated to
the units used by it. However, databases DB-C and DB-D,
together, comprise atomic unit A3, because they do share
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storage unil S7. Since they share this unil, any general level
backup or restore of the entire unit affects both databases.

Referring now to FIG. 3b, the overall logic of the group-
ing of databases into atomic units is shown. Data table 08 is
a schematic representation of a normalized temporary file
created by using scripts to identify which databases are
present on client 10 and the storage units Sn, where n is the
identity of a umit, to which they are allocated.

Referring now to FIG. 1b, the overall logic of the present
invention is shown. In a preferred embodiment, the database
server program must be running on client 10. A script is run
o creale z temporary file. In a preferred embodiment, a
grouper program can then be exccuted to analyze table 08
and produce database descriptor file 06, which lists the
atomic units contained in table 08. As shown in more detail
in FIG. 1b, at step 100, a particular type of database is
selected by looking for its environment variable in operating
system directories. In a preferred embodiment, the Unix
operating system is used, but as will be apparcat to those
skilled in the art, any of a number of operating systems
which permit the user of scripts or stored command
sequences can be used.

If the environment variable for a specific veador is present
in the system directories of the operating system running on
client 10, an attempt to run the script on that vendor’s server
on client 10 is made at step 104. If the server is running, the
script will execute. If the server is not mnning, no discovery
is performed, in a preferred embodiment.

If the server is ruoning, the script for that vendor is
executed at step 106. For relational databases, the scriptis an
SQL script which that vendor’s sofiware will execute to
create a temporary file indicating where all the files are
located. For other types of databases, either a script or an
executable program or utility can be run fo locate the
database znd create the temporary file.

Once a temporary file bas been created for one data base,
steps 104 through 108 arc executed for each database vendor
software type identificd in the system environment vari-
ables. If 6 databases exist, 3 created by Oracle™, 1 by
Sybase™ and 2 by Informix™, then 3 temporary files will
be created, one for cach vendor. Next, at step 109, these
three files, which, in a preferred embodiment, are in ASCIH
format produced by the various database vendors, are nor-
malized by a Unix or shell script that takes the three ASCIT
files in, and creates one output ASCII temporary file that is
in uniform format. That file is generally in the format
illustrated in data table 08 in FIG. 3b. That file becomes the
ioput to a grouper program zccording to the method and
apparatus of the present invention at step 110.

Turning now to FIG. 1c, a flow diagram of a grouper
program according to the method and apparatus of the
present invention is presented. At eatry to grouper program
120, table 08 is provided as input. At step 122, grouper
program 120, reads records from table 08 into an in-memory
table with columns named

“Database pame and “Storage_device” as shown in
FIG. 1d. At step 124, a table entry named group is eslab-
lished to link “grouped” clements. Initially, all the clements
are ungrouped. Next, at step 126, a first loop is performed,
iterating over all entries in the table and placing any which
have the same database__name into the same group. Stll in
FIG. 1c, next, at step 128, a second loop ilerates over all
entries in the table looking for any pairs which use the same
storage device. When any pair uses the same storage device,
the groups containing cach clement of the pair must be
placed into the same group.
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‘When steps 126 and 128 are completed the result is the
database descoptor file 06, which is then writien lo storage
in a preferred embodiment. As will be apparent to those
skilled in the art, however, it could also be senl as a message
or communication file to work item generator 52.

Now with reference to FIG. 6, a data descriptor file 06 is
shown in block diagram form. In a preferred embodiment,
the file Jayout is compatible with EMC Corporations Epoch
Storage Management System file formats, and in particular
the format known as J.4. As will be apparent to those skilled
in the art, any of a oumber of flat file formats, keyword
formats, or other formats can be used to convey the infor-
mation produced by the grouper program to a suitable
backup scheduling program or backup program.

In the format shown in FIG. 72 and 7b, the J.4 record
descriptor appears first in the file. This is followed by a
subtype field which is a reserved, unused field in a preferred -
embodiment. Next, a platform code field can be used to
identify the machine type the discovery code muns on, if
more than one type of computer is used. Next a database
pame appears. For cach atomic vnit An, a J,4 type record is
created.

Returming to FIG. 1a, once a database descriptor file 06
describing the atomic units found in system and database
files DB is created, it can be sent or accessed by a work item
generator 52 running as part of an overall storage manage-
ment system on storage management server 50. In a pre-
ferred embodiment, this is EMC Corporation’s Epoch Stor-
age management system. In that system, a program known
as a work item generator reads files to determine what work
is to be scheduled for the backup and recovery programs of
the storage management system. Work item generator 52 is
then able to schedule backups for the various atomic units
An, and convey that information to the backup procedure 54.
This provides a significant level of flexibility to the instal-
lations represented by storage management server 5S¢ and
client 10. Rather than require system administrators to
become expert in each different vendor database in order to
schedule and exccute regular backups of them, the discovery
scripts 04 collect the informaticn about the systerm and
database files DB for apalysis by the grouper program lo
generate database descriptor file 06. In tun, work item
generator 52 at ihe storage management server 50, can then
schedtle backups for each atomic unil An, identified in
descriptor file 06. The schedules selected can be defined and
customized for cach client/server to optimize efficiencies.

Now tuming to FIG. 4, it can be seen that several clients
10 may be managed in this way by the storage management
processes on storage management server 50, In the past, as
this type of expansion occurred, without the present
invention, more training and expertise needed to be devel-
oped in the organization to manage this. The present inven-
tion makes it easicr to accommodate and manage this kind
of growth.

in the same way, in the past, if one wanied to have full unit
backups made regularly of all databases, the most prudent
method would have been to shut down or quiesce all systems
and activities while the backups were done all at one time.
According to the method znd apparatus of the present
invention, the benefit of regular full backups can be obtained
without shutting down all systems and activities. Instead,
backups can be scheduled by storage management server S0
to occur in an orderly fashion for the various atomic units An
spread throughout each clicnt 10. Shutdown or quiescing of
the database server for a particular database vendor on a
clicnt 10 need only be done when an atomic unit An is being
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backed up. In some cases, only the instance of that database
needs {o be quiesced on that server.

As mentioned earlier, the complexity of individual rela-
tional databases is illustrated in FIG. 5. The two different
relational databascs DB-C and DB-D shown earlier in FIG.
3 are schematically depicted in FIG. 5 in more detail, both
as they might be structured logically and as they might be
pbysically allocated to storage. Database DB-C, for
example, has a system table C60, thal contains an index C66,
and several catalog tables Céda—c. This system table C60 is
showit as physically allocated to storage unit S7. Addresses
and other connectors CB0 logically connect the system table
C60 to user data C68. Each collection of user data C68, in
turn may have a pumber of data tables C70 and €72, and
C76 as well as indexes C66. In this example, user data C68
is shown allocated to storage unit 6 for database DB-C.

In the same FIG. 5, a second database, DB-D is shown,
also having system lables D68, and user data D68. In this
database DB-D, the location and the number of catalog
tables D64, as well as data tables D72, D70 and D76 are
different, as would be their cootents. In this example, user
data D68 for database DB-D is physically allocated to
storage unit S7, while system tables D60 arc allocated to
storage unit S8.

The database management programs that create and man-
age such tables and structures as those shown in FIG. 5 vary
in the way they organize the tables and files both logically
and physically. The present invention backs up all the
storage units assoctated with an atomic unit, going directly
to the device or “raw” file, as it is sometimes called, itself,
thus bypassing the database access in order to gain speed.

Different vendors also have different access requirements
for databases created by their respective programs. For
example, as shown in FIG. 9, databases created by the
Oracle™ database management program require a Userid
apd password that is designated as having the right to access
such things as the Oracle™ v§logfile, vidatafile and vScon-
trolfile views of the databases. (Most relational databases
permit users to create “views” of the data. Views may
sometimes be called virtual tables or derived tables.)

Still in FIG. §, when a particular vendor’s database
program is installed on a computer system such as client 10,
various directories and files are created on the main direc-
tories of the operating system software that is executing on
client 10, In a preferred embodiment, it is assumed that a
version of the Unix operating system is running on the cpu
in client 10. Thus, when database software is installed, the
main directories of the operating system on client 10 are
updated to include references to this installation.

As indicated in FIG. 6, if the Informix™ database soft-
ware has been installed on the client 10, there will be an
eavircnment variable (EV) Vn,, present such as directory
eotry V1, indicating that Informix™ is installed. Similarly,
for Oracle™, and Oracle™ __Horme entry V2 will exist. And
for Sybase™, a directory enlry V3 will be found. In a
preferred embodiment, discovery scripts DS1, always check
for am environment variable to see if the database is
installed. If the environment variable is not set, the present
invention will look for the database in some standard
locations. For example, it will look for an “oratab” file in the
system area for Oracle™ databases, or look for an Infor-
mix™ account password file, for Informix™ databases, or
for Sybase™ databases, it will lock for 2 /SYBASE™
directory or link. Thesc kinds of indicators of the existence
of a database are usually knows for each type of database
vendor and operating system covironment.
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FIG. 8 shows a discovery script DS1 used according to the
method and apparatus of the present invention. In a preferred
embodiment, a line is created in a discovery script for cach
database vendor, such as the discovery script DS1 shown in
FIG. 8. There, line LD of discovery script DS, refers to a sct
of discovery scripts called dbfind, which will create a data
descriptor file 06, called <outputfile> in this example.
Assuming databases from three vendors, Informix™,
Sybase™ and Oracle™ are present on client 10, a sysiem
administration account has usualty been created for each, by
a system administrator or database administrator, having
system-wide access privileges associated with its password.

When the system administration account is created, the
appropriate ¢environment variables are also associated with
cach vendor. Returning to FIG. 8, line L1 of DS1 pames the
Informix™ system administration account name and uses
the system password for it, line 1.2 identifies the Sybase™

‘system administration account name and password, and line

L3 pames the Oracle™ systern administration account and
password. Thus, dbfind is a script which causes discovery
scripts o be run, in this cxample, for each of the 3 database
types. The discovery scripts are usually a combination of
Unzx or Unix-shell scripts and database SQL scripts. The
shell scripts locate information stored in operating system
files and directories, while the SQL scripts are run by the
database server itself and locate information known to the
vendor-specific software. As will be apparent to those skilled
in the art, these scripts could also be executable programs,
but using shell scripts and SQL scripts provides simpler
cditing and maintenance in a preferred embodiment.

In a preferred embodiment, the use of a system adminis-
tration account and an associated password as shown in FI1G.
8 provides the simplest way to set up a discovery script DS1.
As will be apparent to those skilled in the art, this approach
while very broad in scope, has the drawback of giving very
broad privileged access to the account. If there are several
clients 10 bemg managed for backup purposes by one
storage management server 50, the users at one or more of
the clients 10 may not want anyone to have such broad
access.

In an altenative preferred embodiment, then, minimally
privileged accounts are created for cach vendor at a client
site. In these cases, Structured Query Language (SQL)
scripts such as those depicted in FIGS. 10 and 106 are used.
FIG. 10a shows the script used for an Oracle™ database,
FIG. 10b shows the one used for a Sybase™ database.

As will be apparent to those skilled in the art, rather than
using scripls, an executable program could be writlen to
perform the same functions. However, the use of scripts
allows the invention to run on all standard Unix platforms
supported by the vendors. An executabie would probably
bave to be recompiled for each platform.

As will be apparent to those skilled in the art, while the
examnples shown are directed primarily to relational
databases, the invention can be used with other types of
databases provided that information about their allocations
to storage nnits can be ascertained through some means that
can be aulomaled, such as scripts, command sequences,
utililies or special purpose programs, among others.

Preferred embodiments of the present invention are
designed to be run as scripts and programs stored on disks
ot tapes or other magnetic, optical or digitally readable
media and brovght into a2 computer system for execution.

Those skilled in the art will appreciate that the embodi-
ments described above are ilustrative only, and that other
systems in the spirit of the teachings herein fall within the
scope of the invention.
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5,890,165

9

What is claimed is:

1. An apparatus for automatically discovering databases
allocated to storage systems, cormprising:

a storage management server computer communicating
with a database client computer, the storage manage-
ment server computer baving a work item gencrator
and a backup program;

a set of instructions capable of collecting file allocation
information from the database client computer into a
temporary fite;

a grouper program capable of reading the temporary file
and analyzing it to identify as atomic units the smailest
set of databases that can be backed wp as a unit without
compromisiag data integrity; and

an output descriptor file for storing the results produced
by the grouper program, so that the work item generator
can schedule backups for the storage management
server computer lo execute, thereby providing a data-
base discovery and backup system that does not com-
promise data integrity.

2. The apparatus of claim 1, wherein the set of instructions
further comprises scripts stored in a known location in the
storage management sérver compuler.

3. The apparatus of claim 1, wherein the set of instructions
further comprises an exccutable program stored in a known
location in the storage management server computer.

4. A method for antomatically discovering databases
allocated to storage systems, comprising the steps of:

10

15

10

establishing communication between a storage manage-
ment server compuier and a database client computer,
the storage managemeni server compuler having a
work item generator and a backep program;

performing a set of instructions capable of collecting file
allocation information from the database client com-
puter into a temporary file;
exccuting a grouper program capable of reading the
temporary file and analyzing it to identify as atomic
units the smallest set of databases that can be backed up
as a unit without compromising data integrity; and
creating an ountput descriptor file for storing the results
produced by the grouper program, so that the work item
generator can schedule backups for the storage man-
agement server computer to execute, thereby providing
a database discovery and backup system that does not
compromise data integrity.
5. The method of claim 4, wherein the step of performing
a set of instructions further comprises the step of performing
scripts stored in a koown location in the storage manage-
ment server computer.
6. The method of claim 4, wherein the step of performing
a set of instructions further comprises the step of ruoning an
execulable program stored in 2 known location in the storage
magagement scIver computer.

* ¥ x & &
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In the Claims:

1. (Currently Amended) A method for creating a st dby data processing system
located at a standby site, which is remotely located from a pripnary site, comprising the steps

of:

(a) computing a difference between an active transaction redo log and an

archive data-Sletransaction redo log to produce a defta image at the primary site;

(b) transmitting the active data-filetransaction redo lo and the delta image, separately
in time sequence, from the primary site to the tandby site; and

(c) combining the delta image with the active datafiletransaction redo log at the

standby site, to produce a standby archiye datafiletransaction redo log.

2. (Cancelled)

3. (Cancelled))

4. ) A method as in claim 1, further comprising the step of
storing the standby archive transaction redo log on the standby site.
5 y Amended) A method as in claim 1, further comprising the step of
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6. (Currently Amended) A method as in claim 1, further comprisipg the step of
entering transactions from the archive data-filetransaction redo log into the standby

transaction processing system.

7. A method for creating archive redo logs for a/standby database at a remote
location, comprising the steps of:

(a) trapping active log writes using a remote shirroring device that is capable of
mirroring the log writes to a standby site, to create an online redo log at the standby site;

(b) computing a difference between ag online redo log and archive redo log to create a
delta image at a primary database;

(c) transmitting the delta imagg/to a standby archive log replicator contained in the
standby database; and

(d) combining the delta i slfge with the online redo log to create a standby archive

{

redo log on the standby databgse.

8. A method as in c¢laim 7, further comprising the step of applying the standby

archive redo log by creating links to the standby archive redo log.

9. ‘method as in claim 7, further comprising the step of transmitting the delta
image to a stagidby archive log replicator using a first remote mirroring device in the primary

database a second remote mirroring device in the standby database.
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10. A method as in claim 9, further comprising the step of using replication
handles to track the progress of mirror writes on the standby database 4s compared to the

primary database.

11. A method as in claim 10, further comprising the step of checking the primary

database queries using the archive log replicator to dgtermine whether archiving is complete.

12. A method as in claim 7, further/comprising the step of shipping an entire
archive redo log from the primary archive }og replicator to the standby archive log replicator

asynchronously after archiving becomeg slow enough that there is a risk of primary database

blocking.

13. A method as in claim 12, further comprising the step of shipping an entire
archive redo log from the primary archive log replicator to the standby archive log replicator

asynchronously when a spgol buffer in a remote mirroring system has been fiiled.

14. A methgd for creating archive redo logs from a primary database, for a
standby database at a'remote location, comprising the steps of:

(a) trapping file systemn transactions to create an online redo log at the standby
database;

(b) computing a difference between an online redo log and archive redo log in the
primary database to find the delta image of the archive redo log;

(c)/ transmitting the delta image to a standby database; and

) combining the delta image with the online redo log in the standby database to

create standby archive redo log on the standby database.
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15. A method as in claim 14, further comprising the/step of applying the standby
archive redo log by creating a link between the standby datzbase and the standby archive redo

log.

16. A method as in claim 14, further rising the step of transmitting the delta

image to a standby archive log replicator using a first remote mirroring device in the primary

database and a second remote mirroring device/n the standby database.

17. A method as in claim 16, er comprising the step of using replication

handles to track the progress of mirror Writes on the standby database as compared to the

primary database.

18. A method as in claim 14, further comprising the step of checking the primary
database with database queries using the archive log replicator to determine whether

archiving is complete.

19. A methgd as in claim 14, further comprising the step of shipping an entire
archive redo log fronj the primary archive log replicator to the standby archive log replicator
asynchronously aft¢r archiving becomes slow enough that there is a risk of the primary

database blocking.
20. /A method as in claim 14, further comprising the step of shipping the entire
archive redq log from the primary archive log replicator to the standby archive log replicator

asynchrorfously when a spool buffer in a remote mirroring system has been filled.
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21. A system for creating a standby d4ta processing system located at a standby
site, which is remotely located from a primary gite, comprising the steps of:

means for computing a difference befween an active data file and an archive data file
to produce a delta image at the primary sitg;

means for transmitting the activejdata file and the delta image, separately in time
sequence, from the primary site to the standby site; and

means for combining the del

image with the active data file at the standby site, to

produce a standby archive data file.

22.  An article of manyfacture comprising:
a computer usage mediym having computer readable program code means embodied
therein for creating archive redo logs for a standby database at a remote location, the
computer readable program ¢ode means in said article of manufacture comprising:

computer readable grogram code means for trapping active log writes using a remote
mirroring device that is capable of mirroring the log writes to a standby site, to create an
online redo log at the stapdby site;

computer readable program code means for computing a difference between an online
redo log and archive redo log to create a delta image at a primary database;
ble program code means for transmitting the delta image to a standby
archive log replicator contained in the standby database; and

computer rgadable program code means for combining the delta image with the online

redo log to createja standby archive redo log on the standby database.

1' -- —_—

_T
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Remarks

Applicant expresses appreciation to the Examiner for the consideration of the subject
patent application.

The Office Action rejected claims 1-22 under 35 U.S.C. 102(e), as being anticipated
by Tamer (U.S. No. 6,035,412). FIG. 1 of Tamer illustrates that Tamer is only interested in
the interaction of the local mirroring between the two data storage systems 2 and 4. These
two data storage systems in Tamer loosely correspond to 50 and 52 in FIG. 3 of the present
invention.

The prior art does not teach or suggest transmitting a delta image for an archive
transaction redo log to a standby site as claimed in the present invention. Specifically, claim
1 includes the patentably distinct language of “transmitting the active transaction redo log
and the delta image, separately in time sequence, from the primary site to the standby site.”
Transferring a delta image over a WAN to a standby cluster reduces data transfer on the
WAN because the archive transaction redo log does not need to be shipped.

The Office Action stated that Tamer teaches a difference between an active data file
and an archive data file to produce a delta image. What Tamer actually teaches is the use of a
bitmap to identify which portions of the backup database are out of sync with the primary
database (Col. 7, lines 40-64). Tamer does not teach computing a difference between an
active transaction redo log and an archive transaction redo log to create a delta file. The delta
image that is created by computing the difference between the transaction redo log and the
archive transaction log is not a bit map of “dirty tracks”. This is discussed in the disclosure
of the present invention on page 10, lines 19-23 and page 11 lines 1-2.

The delta image includes the archive header and additional important differences
between an active transaction redo log and an archive transaction redo log. More
specifically, the delta image of the present invention is not used to copy parts of the active
transaction redo log into the archive transaction redo log like the bit maps of Tamer.
Essentially, the redo log portion of the active transaction redo log and the archive transaction
redo log will be the same. The active transaction redo log is shipped over the WAN with the

delta image, which includes the file header information. The delta image is then overlaid on
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the active transaction redo log to create the archive transaction redo log. The delta file of the
present invention does not track any data transfer between the active transaction redo log and
the archive transaction redo log. Rather, it effectuates the speedy creation of the archive
transaction redo log at the standby site.

In order to differentiate the present invention from the prior art, claim 1 has been
amended to claim “computing a difference between an active transaction redo log and an
archive transaction redo log to produce a delta image at the primary site”. This subject matter
has been incorporated from claim 2 and 3. Please cancel claims 2 and 3.

Both the present invention and Tamer include bit maps or what are known as “dirty
track maps”sbut in Tamer these bit maps are applied to the local mirroring as illustrated in
FIG. 1 of Tamer where mirroring occurs between the first local data storage system 2 and the
second local data storage system 4. (Column 7, lines 41-67) In one embodiment, the present
invention uses bit maps in its remote mirroring system 66, 68 but the bit maps are separate
and distinct from the delta image. As discussed above, Tamer does not teach or suggest
enabling the creation of an archive transaction redo log on a standby site by combining a
delta image with an online transaction redo log as claimed.

With regard to claim 5, Tamer does not teach “storing transactions in the standby
active transaction redo log as they are trapped at the primary site.” Specifically, Tamer does
not teach or suggest any operations with respect to a standby site. Particularly, Tamer
describes two local data storage systems that are connected by a high speed link 6. (Col. 7
lines 33-36.) In contrast, the present invention focuses on reducing the amount of data
transfer to a standby cluster 53 over a lower bandwidth network as illustrated in FIG. 3 by the
WAN 73. The master and slave, described in column 4, lines 32-49 of Tamer, refer only to a
data storage system located at a primary site and not at a standby site. Claim 6 includes
further patentably distinct subject matter when considered in light of claim 1 from which
claim 6 depends.

Claims 7-22 were also rejected by the Office Action under the same arguments
applied to claims 1-6. The method claims of present invention also include the steps of

combining the online transaction log 80 with the delta image to form the archive transaction
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log(s) 76, 78 at the standby site, and this is not taught or suggested by the prior art. The same
arguments that have been presented by the Applicant also apply to these claims 7-22 and
claims 1-22 should be allowed.

If any impediment to the allowance of these claims remains after consideration of this
Amendment, the Examiner is invited to call Steve Perry at (801) 566-6633 so that any
necessary changes to the claims can be considered.

The Commissioner is hereby authorized to charge any additional fee or to credit any

overpayment in connection with this Amendment to Deposit Account No. 08-20235.
DATED this 22nd day of April, 2003.

Respectfully submitted,

K, M. PWAZ

Steve M. Perry
Attorney for Applicant
Registration No. 45,357

THORPE, NORTH & WESTERN, L.L.P.
P.O.Box 1219

Sandy, Utah 84091-1219

Telephone (801) 566-6633
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Application No. Applicant(s)

09/774,839 GANESH ET AL.
Office Action Summary Examiner Art Unit

Alford W. Kindred 2172

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF TH!IS COMMUNICATION.

Extensions of ttme may be available under the provisions of 37 CFR 1.136(2). in no event, however, may a reply be timely filed
after SIX {8) MONTHS from the mailing date of this cormmunication,
- Ifthe periad for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely.
- W NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133),
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earmed patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 28 April 2003 .
2a)X] This action is FINAL. 2b)[] This action is non-final.

3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213,
Disposition of Claims ‘

4)X] Claim(s) 1 and 4-22 is/are pending in the application.
4a) Of the above claim({s) _____is/are withdrawn from consideration.
5] Claim(s) isfare allowed.
6) Claim(s) 1 and 4-22 isfare rejected.
7 Claim(s) _____is/are objected to.

8)[] Claim(s)
Application Papers

are subject to restriction and/or election requirement.

9)[_] The specification is objected to by the Examiner.
10)T The drawing(s) filed on isfare: a)[] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
11)[_] The proposed drawing correction filed on _____is: &)["] approved b)[] disapproved by the Examiner.
If approved, corrected drawings are required in reply to this Office action.
12)[0 The oath or declaration is objected to by the Examiner.
Priority under 35 U.S.C. §§ 119 and 120
13)J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)lJAn b)[] Some * ¢)J None of:
1.0 Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No.

3.1 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) [] The translation of the foreign language provisional application has been received.
15)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.
Attachment(s)

1) IX] Notice of References Cited (PT0O-892) 4)[] interview Summary (PTO-413) Paper Nofs). )
2) [ Notice of Drafisperson’s Patent Drawing Review (PTO-948) 5) ] Notice of Informal Patent Application (PTO-152)
3) [:] Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 6} D Gther:

U.S. Patent and Trademark Office
PTO-326 (Rev. 04-01) Office Action Summary Part nf Parnar Nn R
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Application/Control Number: 09/774,839 Page 2
Art Unit: 2172

DETAILED ACTION

¥ This action is responsive to communication: Application A, filed on 04/28/03.

This action is made final.

Claim Rejections - 35 USC § 103
2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

3. Claims 1 and 4 and 6-22 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Tamer et al., US# 6,035,412, in view of Bohannon et al., US#
2002/0091718 A1.

As per claims 1 and 4, Tamer et al. teaches “a difference between an active
transaction redo log and an archive transaction redo log to produce a delta image . ..”
(see abstract) "transmitting the active transaction redo log and the delta image . . ." (see
fig. 1A—sheet 1 of 15, whereas Tamer's “Bit Maps” is equivalent to applicant's “‘image”
data) “combining the delta image with the active . . .” (see col. 7, lines 40-60). Tamer et
al. does not explicitly teach "combining the delta image with the active transaction redo
log at the stanby site, to produce a standby archive . . .”. Bohannon et al. teaches
‘combining the delta image with the active transaction redo log at the stanby site, to
produce a standby archive . . .” (page 3, paragraph [0030] and page 8 [0099]. It would

have been obvious at the time of the invention for one of ordinary skill in the art to have
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Application/Control Number: 09/774,839 Page 3
Art Unit: 2172

combined the teachings of Tamer and Bohannon, because using the steps of
“‘combining the delta image with the active transaction redo log at the stanby site, to
produce a standby archive . . .” would have given those skilled in the art the tools to
combined the image data with transactional active and archived transactional logs. This
give users the advantage of processing transactional data more efficiently.

As per claim5, Tamer et al. teaches “storing transactions in the standby active . .
. (see col. 4, lines 32-49).

As per claim 6, Tamer et al. teaches “entering transactions from the archive data
file into the standby transaction . . .” (see col. 2, lines 50-62).

As per claims 7-13 and 14-20, these claims are rejected on grounds
corresponding to the arguments given above for rejected claims 1 and 4-6 and are
similarly rejected including the following:

--Tamer et al. Teaches “mirroring device . , .” (see col. 3, lines 24-40).
As per claims 21-22, these claims are rejected on grounds corresponding to the

arguments given above for rejected claims 1-2 and are similarly rejected.

Response to Arguments
4. Applicant's arguments with respect to claims 1 and 4-6 have been considered but
are moot in view of the new ground(s) of rejection.
5; Applicant's arguments filed 4/28/03, with regards to claims 7-22 have been fully
considered but they are not persuasive. As per applicant's arguments regarding “the

prior art does not teach or suggest transmitting a delta image for an archive transaction
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redo log to a standby site . . .” examiner maintains that Tamer's teachings of synching
portions relating to a backup database in relations with a primary database teaches

applicant’s claim language of computing the difference between transaction logs.
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Conclusion
6. Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Alford W. Kindred whose telephone number is 703-305-

3802. The examiner can normally be reached on Mon-Friday, 8:00am-5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Kim Vu can be reached on 703-305-4393. The fax phone numbers for the
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organization where this application or proceeding is assigned are 703-746-7239 for

regular communications and 703-746-7238 for After Final communications.

Any inquiry of a general nature or relating to the status of this application or

proceeding should be directed to the receptionist whose telephone number is 703-305-

3900.

@%JW%/

Alford W. Kindred
Patent Examiner
Tech Ctr. 2100
July 31, 2003
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A method of detecting and recovering from data corruption
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mation about reads of a database in memory o detect errors
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database arise from one of bad writes of data to the database,
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logical errors in code of a transaction. The read logging
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METHOD AND APPARATUS FOR DETECTING
AND RECOVERING FROM DATA CORRUPTION
OF DATABASE VIA READ LOGGING

[0001) This application claims priorily and is related by
subject matter 1o U.S. application Ser. No. 08/766,096,
entitled “System and Method for Restoring a Distributed
Checkpointed Database,” of Bohannon et al., to U.S. appli-
cation Ser. No. 08/767,048, entitled “System and Method for
restoring a Multiple Checkpointed Database in View of Loss
of Volatile Memory” of Bohannon et al,, both applications
being filed Dec. 16, 1996 and to U.S. Provisional Patent
Application Serial No.’s 60/099,265 and 60/099,271, filed
Sep. 4, 1998 of Bohannon et al.

BACKGROUND QF THE INVENTION
[0002] 1. Technical Field

[0003] The present invention relates to the feld of data-
basc management systems generally and, more particularly,
to method and apparatus for detecting and recovering from
data corruption of a database by codewording regions of the
database and by logging information about reads of the
database.

[0004]

[0005]) A database is a collection of data organized use-
fully and fundamental to many software applications. The
database is associated with a database manager and together
with its software application comprises a database manage-
ment system (DBMS). In recent years, extensible database
systems such as Illustra {(now part of the Informix Universal
Server) have becn developed which allow the integration of
application code with database system code. In these sys-
tems, the application code has direct access to the buffer
cache and other internal structures of the DBMS. Similarly,
application programs in many objecl oriented database
(OODB) systems have direct access to an object cache in
their address space. This QODB architecture was developed
to minimize the cost of accesses to data, for example, to
support the needs of Computer Aided Design (CAD) sys-
tems. Also, several recently developed storage management
systems provide memory resident or memory mapped archi-
lectures. For example, the Dali main-memory storage man-
ager described in Bohannon et al., “The Architecture of the
Dali Main-Memory Storage Manager, Journal of Multime-
dia Tools ard Applications, 4(2), pp. 115-151 (1997) is
designed to provide applications with fast, direct access to
data by keeping the catire database in volatile main memory.
In all these systems, direct access to data {(¢ither in the
database buffer cache or in 2 memory-mapped portion of the
database) by application programs is critical (o providing
fast response times. The alternative to memory mapping is
to access data via a server process, but this presents an
unacceptable solution due to the bigh cost of inter-process
communication. Application code is typically less trustwor-
thy than database system code, and there is therefore a
significant risk that “wild writes” and other programming
errors can affect persistent data in systems that allow appli-
cations to access such data directly. Since the systems
described above are increasingly popular, the risk of wild
writes and associated physical corruption is growing. Addi-
tionally, there is & sk of damage due to software faulls in
the DBMS itself. It is therefore important to develop lech-
niques that can mitigate the risk of corruption.

2. Description of the Related Arts

Jul. 11,2002

{0006] In our parent U.S. patent application Ser. No.
08/766,096, filed Dec. 16, 1996 and entitled “System and
Methed for Restoring a Distributed Checkpointed Data-
base,” we describe the application of multiple checkpoints
and the maintenance of a stable log record stored on a server
for tracking operations to be made to the multiple check-
points in a distributed environment. A companion parent
application, U.S. patent application Ser. No. 0B/767,048,
entitled “System and Method for Restoring a Multipie
Checkpointed Database in View of Loss of Volatile
Mewmory” filed the'same day describes recovery processes at
mulliple levels of a DBMS in the event of loss of volatile
memory. The 048 apd the *096 applications should be
deemed to be incorporated by reference herein as to their
entire contents. Both of these applications relate to the
preservation and restoration of a database (or distributed
database), for example, stored in main volatile memory of a
data processor.

{0007] The problem of deteciing and recovering from
corruplion of data in a database system still remains to be
solved in a pragmatic manner without adding considerable
overhead to the DBMS. Data corruption may be physical or
logical and it may be direct or indirect. Data is “directly”
corrupted in a physical corruption sense by “unintended”
updates, such as wild writes as cxplained above .due 1o
programming errors in the physical case, or arising from
incorrectly coded updates or input errors (human egrors) in
the logical case. Once data is directly cormpted, it may be
read by a process, which then issues writes based on the
value read. Dala written in this manner is indirectly cor-
rupted, and the process involved is said to have cacried the
corruption. While this process may be a dalabase mainte-
nance process, we focus on transaction-carried corruption, a
problem in which the carrying process is executing trans-
actions.

[0008] Direct physical corruption can be mostly prevented
with bardware memory protection, using the virtual memory
support provided by most operating systems. One approach
involves mapping the entire database in a protected mode,
and selectively un-protecting and re-protecting pages as they
are updated. However, this can be very expensive, for
example, on standard UNIX systems. An alternative to the
hardware approach would be programming language tech-
niques such as type-safe languages or sandboxing. (Sand-
boxing is a technique whereby an assembly language pro-
grammer adds code immediately before a write to ensure
that the instruction is not affecting protected space.} How-
ever, lype-safe languages have yet to be proven in high-
performance situations, and sandboxing may perform poorly
on certain architectures. Finally, communication across pro-
cess domain boundaries to a database server process pro-
vides protection, but such communication is orders of mag-
nitude slower than access in the same process space, even
with highly tuned implementations. The concern over physi-
cal corruption is further motivated by the increasing number
of systems in which application code bhas direct access o
system buffers, including extensible systems, object data-
bases, and memory-mapped or in-memory architectures.
Finally, some work has raised concern over damage to data
due to faulls in the DBMS iself

{0009] Integrily consiraints are widely studied and prevent
certain cases of logical corruption in which rules about ihe
data would be violated. However, it is an object of the

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 151 of 201



US 2002/0091718 Al

present invention to deal with those cases in which integrity
constraints and other ioput validation techniques fail, and
whether due to programming error or invalid ioput, uain-
teaded updates arc made to the database. We consider such
cases igherently impossible to prevent, and instead assume
that the problem is detected later, usually when a database
user notices incorrect output {on a bank statement, for
example).

[0010] In the field of accounting systems and audits, it is
kaown from L. A. Bjock, Jr, “Generzlized Audil Trail
Requirements and Concepts for Data Base Applications”,
IBM Systems Journal, No. 3, 1975, pp. 229-245, how to
create and maintain an andit trail—a history of activities by
transaction, posted because of operations on specific data.
Bjork describes that a time dimension can be added to a
stored record such that supplemental information in the form
of a descriptor and time frame are maintained. For example,
the time frame when the information was created and stored,
and each version of a data field, is maintained along with the
action. He refers to “create” (creation of data), “reference”
{when reference is made to x at time t), and update (when
created data is updated) as descriptors all having lime
dimension. A further descriptor is “refer 1o prior generation”
{when data now updated is referred to by a prior generation.”
Also, C. T. Davies, Jr. in his article “Data Processing
Spheres of Coatro™ appearing in the IBM Systems Journal,
Vol. 17, No. 2, 1978, pp. 179-198 describes “in-process
recovery” as the control of recording and subsequent use of
data required 1o return 10 a previous point in a process, and
that the process that created or last modified data clements
be determined from a journal. Sysiem recovery is obtained
via establishing checkpoints that represent an early state in
a data base. Once a search backward is conducted to find an
error, a checkpoint behind the error is obtained from which
to rebuild. These accounting processes, for example, typified
by the recovery from a payroll error, are not examined by
Bjork or Davies for the generic case of database recovery,
nor are they automated. Bjork and Davies provide no
suggestions for real-time implementation, for example, of a
read-logging recovery system such as would be required io
a communications system and associated record-keeping
environment.

[0011] Thus, there appears a genuine need in the arl of
database management systems to provide an improved
meihod and apparatus for detecting and recovering from
corruption of a database via read logging.

SUMMARY OF THE INVENTION

[0012]) According to the present invention, it is a principle
to apply several new techoiques for the prevention or
detection of corruption. The new techniques may be suitable
for application in a real-time covironment such as in 2
telecommunications system.

[0013] For detecting indirect logical or pbysical corrup-
tion, it is a feature of the present invention to log informaticn
about reads (Read Logging). Interestingly, any negative
impact of Read Logging is limited, as the actual values read
are not logged according to one embodiment of the present
invention, just the identity of the item read and optionally a
checksum of the value. Moreover, it is an extension of the
present invention to store codewords for each read of the
read log records.
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[0014] Whea corruption is detected rather than prevented,
techniques for corruption recovery are employed to restore
the database to an uncormpted state. As will be further
described berein, once codewording of data and read log-
ging is performed, models and algorithms are presented for
recovery from transaction-carried indirect corruption. In
these models, the read log records are preferably combined
with known write log records and operated on more effi-
ciently as a combined log to detect and recover from
transaction based corruption (although in other embodi-
ments of the present invenlion, the read log and write log
records may be separately maintained.} One model, the
redo-transaction model, uses logical descriptions of trans-
actions to repair the database state. A second model, the
delete-transaction model, focuses on removing the effects of
corruption from the database image. The algorithms pre-
sented herein can be applied to recovery from logical or
physical corruption. In addition, tracing techniques are pre-
sented which aid in determining the scope of logical cor-
ruption.

[00158] To ascectain the performance of our algorithms for
detecting and recovering from physical corruption, we have
studied the impact of these schemes on a TPC-B style
workload implemented in the Dali main-memory storage
manager. Qur goal was {o evaluate the relative impact on
normal processing of schemes that can be easily ported
across a variely of architectures and operating systems. In
addition to our schemes, we study a hardware-based pro-
tection technique. For detection of direct corruption, the
overheads imposed cause throughput of update (ransactions
to be decreased by 8%. Prevention of transaction-carcied
corruption with Read Prechecking costs between 12% and
72%, but requires a significant space overhead to achieve the
better performance numbers. Detection of transaction-car-
ried corruption with Read Logging costs between 17% and
22%. Qur study indicates that the corruption prevention
algorithms of Sullivan et al., “Using Write Protected Data
Structures to Improve Fault Tolerance in Highly Available
DBMS” in Proceedings of the International Conference on
Very Large Databases, pp 171-179, 1991, when using stan-
dard OS support for memory protection, decrease through-
put by about 38%. Thus, the codeword and read logging
based detection and prevention schemes of the present
invention perform significantly better than the hardware-
based protection.

[0016] With the present invention, it is possible to identify
a subset of the later transactions that were (directly or
indirectly) affected by the error, and to selectively roll them
back and redo them manually (or even automatically in
some cases). Also, the technigues of the present invention
are language and instruction-set independent.

[0017] Thus, a method of detecting and recovering from
data corruption of a database according to the present
invention is characterized by the step of logging information
about reads of a database to detect and recover from physical
corruption of the data in the database, wherein the physical
corruption arises from bad writes of data to the database or
arises indirectly from the bad writes. In a delete transaction
model, the corruption recovery comprises first and second
phases, a first redo phase followed by an uado phase. In
another embodiment, a method of delecting and recovering
from database corruplion comprises he steps of logging
informtion about reads of a database to detect and recover
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from logical corruption, maintaining a logical redo log and
storing user inputs for a transaction in the logical redo log.
Alterpatively, in the logical corruption recovery method, the
method comprises the siep of logging a checksum of a
logical state found.

[0018]) In our co-pending, concurrently filed patent appli-
cation, we describe a Read Prechecking scheme that asso-
ciates one word codewords with each region of data, and
prevents transaction-carried corruption by verifying that the
codeword matches the data each time it is read. A Data
Codeword scheme, a less expensive variant of Read Pre-
checking, allows detection of direct physical corruption by
asynchronously auditing the codewords. This scheme is also
referred to herein and in our co-pending application as
deferred codeword maintenance and involves performing
codeword updates during a process called “log flushing™ at
the same time as data is flushed to disc from main memory.
These schemes are disclosed and claimed in concurrently
filed, copending U.S. patent application Ser. No. (Attomey
Docket Number Bohannon et al. 8-25-3-38-11) entitled
“Method and Apparatus for Detecting and Recovering from
Data Corruption via Read Prechecking and Deferred Main-
tenance of Codewords,” of the same inventors.

[0019] These and other features of the present invention
will be best understood from considering the drawings and
the following detailed description of the preferred embodi-
meats.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 is a functional schematic drawing of lhe
overall architecture of the Dali main memory storage man-
ager useful for explaining an implementation of the present
invention.

[0021] FIG. 2 is a functional block diagram providing an
overview of database recovery structures which may be
existent, for example, within an architecture of FIG. 1.

[0022] FIG. 3 shows a database memory comprising a
plurality of pages and codewords for each page with a latch
for processes wanting access to a page or a codeword for that
page useful in describing a simple read prechecking scheme.

[0023] FIG. 4A also shows a database memory organized
with codewords for page regions having a page portion
protection latch permitting only one process to read or
modify a codeword at a time useful in describing deferred
codeword maintenance and FIG. 4B is useful in describing
how deferred maintenance operates at log flush and associ-
ated recovery and audit processes.

[0024] FIGS. 5A and SB together comprise a flowchart of
a recovery algorithm for the delete transaction model of the
present invention comprising a redo phase followed by an
undo phase before checkpointing the database.

[0025] FIG. 6 comprises an alterpative algorithmic
approach to recovery for the redo-transaction model.

Jul. 11, 2002

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

[0026] Introduction

[0027] Referring briefiy to FIG. 1, there is shown an
overall architecture of the Dali storage manager on which
the present invention has been implemented. The Dali
system should be considered only an exemplary implemen-
tation of the present invention and the present detection and
recovery algorithms may be applied in other architectures as
well. The database in a Dali system coasists of ooe or more
database files, along with a special system database file.
User data itself is stored in database files while all data
related to database support, such as log and lock data, is
stored in the system database file. This enables storage
allocation routines to be uniformly used for persistent user
data as well as non-persisient system data like locks and
logs. The Dali system database file also persistently stores
information about the database files in the system.

[0028] As shown, database files apened by a process are
directly mapped into the address space of that process. In
Dali, either memory-mapped files or shared-memory seg-
ments can be used 1o provide this mapping. Different pro-
cesses may map different sets of database files, and may map
the same database file to different locations in their address
space.

[0029] This feature precludes using virtual memory
addresses as physical pointers to data (in database files), but
provides two benefits. First, a database file may be easily
resized. Second, the lotal active database space on the
system may exceed the addressing space of a single process.
This is useful on machines with 32-bit addressing in which
physical memory can significantly exceed the amount of
memory addressable by a single process. In a 64-bit
machine, both of these considerations may be mitigaied, so
we also consider physical addressing. For example, if a
single database file can be limited to the order of 64
gigabytes, then each process can still map close to a billion
database files (which can be expected to far exceed the total
database space).

[0030] There is a single active transaction table (ATT),
stored in the system database, that stores redo and undo logs
for each active transaction. A dirty page table (dpt) is
maintained for the database (also in the system databasc)
which records the pages that have been updated since the last
checkpoint. The ATT (with undo logs) and the dirty page
table are also stored with each checkpoint. The dirty page
table (dpt) in a checkpoint is referred to as ckpt_dpt in the
figure.

[6031] Models and Overview

[0032] In this section we describe our models of corrup-
tion and recovery and the database model in which our
algorithms are described.

[0033] Models of Corruption

[0034] As described above, data corruption may be either
direct or indirect, logical or physical. Direct physical cor-
reption is defined to be an update to the in-memory image
of database data which did oot happen through prescribed
metheds. For example, in a standard disk-based syslem, an
updaie to an internal buffer without a latch and without calls
to logging routines (usually made via a FixBuffer or similar
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function cail) would constitute direct physical corruption.
For applications with direct access 1o data, such corruption
could result due to application errors {¢.g., stray pointers in
the application code).

[0035] Examples of direct logical corruption include any
update made in error, for example, an accidental deletion of
a customer, updates to account bajances made by a program
which computed interest incorrectly, or simply entering an
incorreet amount for sales commission which is theo used in
payroll computations. Once direct corruption has occuured,
corrupted data may be read by a subsequent transaction. If
that transaction, considered a corrupt transaction, then writes
other data in the database, that data is also assumed to be
corrupt. Note that the newly “cormupted” data may then be
read by other transactiops, and the corruption propagated
further. We call such corruption wndirect corruption.

[0036] As with corruption of user data, comuption of
coatrol structures may be handled with hardware memory
protection, or with codeword based techniques.

[0037] Models of Recovery

[0038] We define four models of comuption recovery: a
cache recovery model, a prior-state model, and a redo
transaction model and a delete-transaction model. The first
model deals only with direct physical corruption. The other
models deal with logical apd indirect physical corruption.

[0039]) In the cache-recovery model, corruption is
removed from cache pages, assuming that indirect corrup-
tion has pot occurred, and because of that, corrupt data
values are not reflected in any log cecords.

{0040] - In the pricr-state model, the goal is to return the
database 10 a transaction consistent state prior to the first
pessible occurrence of corruption. Most commercial $ys-
tems support this model. Clearly, this recovery model leaves
much to be desired, as it may well be impractical 1o requesl
that users re-submit any work done following the introduc-
tion of the corruption.

[0041] In an extension of the prior-state model, once the
direct error has been identified and corrected, transactions
affected by the error must be logically re-run in history, that
is, the transactions must be re-run in the same serialization
order as the original set of transactions. We call this exten-
sion of the prior-state model the redo-transaction model of
corruplion recovery.

[0642] Inour final model, the delete-transaction model, we
assume that logical information is not available to allow a
redo, and corruption is dealt with by deleting the effects of
transactions from the database image. Any transaction that
read corrupted data must be deleted from history, and any
data that such a transaction wrote after reading corrupt data
is treated as being corrupted by the transaction.

[6043] To implement a recovery algoritbm for the delete
transaction model, it must be clearly understood what it
means 1o “delete a transaction from history”. One possible
interpretation would be to allow any serializable execution
of the remaining, undeleted, transactions. However, this
definition is not acceptable, since the values read by other
transactions, and thus the values exposed to the ocutside
world, might change in the modified history.

[0044] To define comeciness in the delete Lransaction
model, we consider two transaction execution histones, the

Jul. 11, 2002

original history, H,, and the delete history, Hy, in which all
reads and writes of certain transactions no longer appear.
These histories inciude the values read or written by each
operation, and for a given operation, the value read or
written in the delete history is the same as in the original
history. A delete history is conflict-consistent with the origi-
nal history if any read in Hy is preceded by the same write
which preceded it in H,, Similarly, Hy is view-consistent
with H,, if each read in H, returns the value returned to it in
H,. Note that the notions of conflict- or view-consistency are
distinet from the standard notions of conflict- or view-
equivalence. A correct recovery algorithm in the delete-
transaction model recovers the database according lo a
delete history which is conflict- or view- consistent with the
original history. Note that it follows from this definition that
in a conflict-consistent delete history, the final state of any
data item written by a transaction in the delete set will have
the value it had before being written by the first deleted
transaction.

[0045] Levels of Protection

[0046) Having covered the models of corruption and cor-
ruption recovery, we now consider different levels of pro-
lection. In general, it is possible to prevent or detect, either
direct or mdirect physical corruption. It may further be
possible to detect indirect logical corruption, once the fact
that a cerfain transaction intreduced the logical corruption
has been determined by a human. The human then can
initiate appropriale action. In each of these cases, if a form
of corruption is detected but not prevented, a recovery
mechanism for that corruption should exist.

[0047] Note that prevention of direct corruption is equiva-
lent to prevention of all corruption, since other forms only
propagate direct corruption. Preveating direct logical cor-
ruption is impossible, and preventing direct cormption using
hardware may be expensive as discussed above. In the next
best alternative, direct corruption is detected and transac-
tion-carried corruption is prevented. Finally, direct corrup-
tion and transaction-carried coruption may both be
detected. Detecting or preventing only transaction-carried
corruption with no detection of direct corruption makes little
sense, as the source of the corruption would remain in the
database indefinitely. However, detection of only direct
physical corruption may be used, if onc feels that the
corruption will usually be detected and recovery performed
before the direct corruption leads to transaction-carried
corruption. As unsatisfactory as it seems, such minimal
protection is a great improvement over no protection at all.
Corrupt data left in the database indefinitely is far more
likely to cause problems than corruplion removed afler a few
minutes ar even hours.

[0048) Some of the schemes we describe below associate
a codeword with a region of data known as a protection
region. When data in the region is updated through the
prescribed interface, the codeword is updated along with the
data. By using word-wise parity, or 2 similar scheme,
updates to the codeword can be made based only on the
portion of the protection region which was actually
updated—the remainder of the region need not be read.

[0049] Using Codewords To Detect Corruption

[0050] The basic (and well known) idea of codeword-
based corruption detection is as follows. Each protection
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region also stores a codeword for the region. Updates via the
prescribed interface also update the codeword for the region
(either immediately on update, or in a deferred fashion, as
we shall see). If an update oot via the prescribed interface
occurs, the stored codeword will not be updated. Thus (with
a very high probability assuming a good codeword scheme),
if we compute the codeword for the region it will not match
the stored code (we ensure that the deferred codeword
updates have been perfermed before matching the code-
words).

[0051] There are several issues in codeword based cor-
tuption detection, such as:

[6052] When and how to update the codewords
(Immediately on update? Deferred to later?)

{0053] When and how to check for codeword mis-
match (When flushing data to disk or archival copy?

[0054] How to integrate codeword detection with
concurrency control and recovery (ensuring concur-
rency levels stay high, ensuring recoverability from
failures).

(0055] These issues are addressed later, in Section 5; in
this section we introduce some basic requirements on the use
of codewords for detecling corruption.

[0056] Error detecting codes, such as the Cyclic Redun-
dancy Check (CRC) code are widely used, for example to
verify integrity of sectors of disk systems. However, our
algorithms have non-standard requirements on the codeword
schemes that may be used:

[0057] 1. It should be possible to update a codeword
incrementally when part of the protection region that
it covers is updated. In particular, to avoid locking
unrelated data and to provide a high degree of
concurrency, we must be able to compute the new
codeword using ouly the old value of the codeword,
and the old and new values of the part of the region
that is updated.

[0058] 2. Since the actwal update of the codeword
may be deferred, we require that the effect on the
codeword of an update M to part of a region can be
summarized as A(M). The update M consists of the
old and pew values of the updated part of the
prolection region, and hence A(M) must be a func-
tion of only the location and the old and new values
of the updated area. In particular, A(M) should not
depend on the old codeword. Since in one of our
schemes A(M must be stored in the redo log record,
we require that the information in A(M) should be
small, only about as big as the codeword itself, We
also assume there is a codeword update operation @,
such that if the codeword for a region prior to an
update M is C,,, the codeword after the update is

Corw=CadDa(M)
[0059]  We shall assume that there is a value,

denoted by 0, that results in no change to the
codeword; (hal is, for all C, we have Ch0=C.

[0060] 3. There may be 2 sequence of updates to a
region whose As are applied out-of-order to the
codeword. We assume that while an updale is in
progress il has exclusive access to the updated data;
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such exclusive access can be ensured by means of
region locks. Further, the codeword change A(M) is
computed while the update M has exclusive access to
the updated data. Given the above, we require that
for any pair of updates M, and M,

(COAMJFDAM=(CBAM))BAM,).

[#M61] We often treat M as if it is composed of two
updates, one from the initial value of the updated area U to
a value of all zeros, and a second from all zeros to the value
R it holds after M. We use A™(U), which we call the undo
value, to denote A(M") where M' is the updated from U to all
zeros, while A*(R), which we call the redo value denoles
A(M") where M" is the update from all zeros to R.

[0062] Thus, we have CRAM)=CHA(UNBA*(R). We
shall assume a function € that can be used to combine A~(U)

and A*(R) such that A(M)=A~(UYDA*(R).

[0063) There are several codeword schemes that satisfy
our requirements. One such scheme is parity encoding in
which the size of each codeword is one word. The parity
code is the bitwise exclusive-or of the words in the region.
Thus the i’th bit of the codeword represents the parity of the
i’th bit of each word on the region. For the case of parity, &)
@®and A are all the same—they compute bitwise exclusive-
or. It is easy to check that the parity code has the properties
that we require. In particular, A(M) for an update M simply
consists of the exclusive-or of the before-update and after-
update values of words involved in the update. Also, A(M)
requires only one word of slorage.

[6064] There are other choices for error-detection codes,
for example a summation scheme where the codeword is the
word-wise summation of all data on the regicn modulo 2%,
Any such codeword scheme satisfying our requirements can
be used, Qur focus here is not on the choice of the best error
detecting code, but rather on the integration of such a code
with a transaclion processing syslem.

[0065] Scbemes for Prevention, Detection and Recovery

{0066) In this section, we bricfly outline the schemes we
will present for the respective levels of protection described
above,

[0067] We begin with schemes which prevent corruption.
The Hardware Memory Protection scheme may be used to
prevent direct corruption. Furthermore, since the dalabase is
not corrupled, oo explicit recovery is required. If, however,
the performance hit of hardware protection is unacceptable,
an alternative is to detect direct physical corruption, while
preventing indirect physical corruption. This may be accom-
plished with the codeword-based scheme of Read Precheck-
ing, in which codewords are associated with regions of the
database, and these codewords are checked against the
actual contents prior to cvery read.

[0068] Direct physical corruption may be detected rather
than prevented with this same codeword arrangement by
running periodic audits of the protected data. Based on the
performance of Read Prechecking, we recommend using
Read Logging to detect transaction-carried cormuption. In
fact, the use of read logging opens up several new possi-
bilities in error detection and recovery. In particular, if
transaclion-carried corruption has occurred the read logs
provide a way of tracing history and detecting the iransac-
tions that were affected by the corruption. Because this
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ability to trace affected transaction extends to logical cor-
ruption, this technique aids in recovery from errors against
which the previously known techniques for comruption pre-
vention are incffective,

[0069] Database Model

[0070] FIG. 2 provides an overview of the structures used
for recovery. Our corruption detection and recovery algo-
rithms are expressed in terms of the Dali recovery algorithm.
‘The Dali recovery algorithm provides very general support
for high concurrency, multilevel operations and minimal
interference with transaction processing in a main-memory
database system. More details can be found in our compan-
ion applications and our article describing the Dali main
memory manager, “The Architecture of the Dali Main-
Memory Storage Manager, referred to above and incorpo-
rated berein by reference.

[0071] Multi-level Recovery: Dali implements a main-
memory version of mulli-leve]l recovery. A mulli-level
transaction processing system consists of n logical
levels of abstraction, with operations at each level
invoking operations at lower levels. Transactions them-
selves are modeled as operations at level n, with level
0 consisting of physical updates. Muiti-level recovery
permits some locks to be released early to increase
concurrency. For example, many systems have two
levels defined below the transaction level: a tuple level
and a page level. Locks on pages are released early, but
locks on tuples are held for transaction duration.

[0072] Latching Protocol: In Dalj, the extent of physical
latching used to protect the lowest level physical
updates is left to the database implementor. (Often
these physical updates are covered by higher level
locks, leading to efficient implementations of concur-
rency control for man-memory) Thus, we merely
assume that a physical update occurs on a locking
region {not to be confused with a protection region,
though they may be the same in a given system}, which
may be a physical space like a page, or a logical space
like a linked list or tree. These lowest level updates are
assumed to be covered by a region lock.

[0073] Undo and Redo Logging: Updates in Dali are
done in-place, and updates by a transaction must be
bracketed by calls to the functions beginUpdate and
endUpdate. Each physical update to a database region
generates an undo to part of a lockiog region image and
a redo image for use in transaction abort and crash
recovery. Undo and redo logs in Dali are stored on a
per-transaction basis (local logging). When a lower-
level operation is committed, the redo log records are
moved from the local redo log to the system log tail in
memmory, and the undo information for that operation is
replaced with a logical undo record. Both steps take
place prior to the release of lower level locks. A copy
of the logical undo description is included in the
operation commit log record for use in restart recovery.
The Dali recovery algorithm repeats history on a physi-
cal level, so during undo processing, redo records are
generated as for forward processing.

[0074] Log Flush: The contents of the system log tail
are fushed Lo the stable syslem log on disk when a
transaction commits, or during a checkpoint. The sys-
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tem log fatch must be obtained before performing a
flush, so that flushes do not occur concurrently. The
stable system log and the tail are together called the
system log. The variable end_of stable_log stores a
pointer into the system log such that all records prior to
the poiater are known to have been flushed to the stable
system log. While flushing physical log records, we
also note which pages were written (“dirtied”) by the
log record. This information about dirty pages is noted
n the dirty page table (dpt).

{0075) Logical Undo: All redo actions are physical, but
when an operation commits, an operation commit log
record is added to the redo log, containing logical undo
description for that operation. These records are used so
that at system recovery, logical undo information is
available for all committed operations whose enclosing
operation (which may be the transaction itself) has not
committed. For transaction rollback during normal
execution, the corresponding undo records in the trans-
action’s local undo log are used instead.

[0076] Due to the requirements of multi-level recovery, at
any point in time a transaction’s undo log consists of some
number of logical undo actions followed by some number of
physical undo actions. If a transaction aborts, it execules the
uado log in reverse order.

[0077]) Transaction Rellback: When a transaction is
rolled back during normal operation its local undo log
1s traversed in reverse order, and the undo descriptions
are used to undo operations of the transaction. In the
case of physical update operaticns, the undo is done
physically, while in the case of logical operations, the
undo is done by executing the undo operation.

[0078] Following the philosophy of repeating history, both
these actions generate redo logs representing the physical
updates laken on their behalf. Additionally, each undo
operation also generates rede log records to note the begin
and commit of the undo operation, just like a regular
operation, At the end of rollback a transaction abort record
is written out. indicaling that they are an action taken on
behalf of an undo log record.

[0079] Checkpoints: Again, FIG. 2 provides an over-
view of the structures used for recovery. The database
is mapped into the address space of each process.
During a checkpeint, dirty pages from the in-memory
database image are written to disk. In fact, two check-
point images Ckpt_Aand Ckpt_B are stored on disk, as
is cur_ckpt, an “anchor” pointing to the most recent
valid checkpoint image for the database. Duriag sub-
sequent checkpoints, the newly dirty portions of the
database are wrilten alternately to the two cbeckpoint
images (this js called ping-pong checkpointing). The
anchor is switched to point to the new checkpoint only
after checkpointing has been successfully completed.

[0080] Thus, even if one checkpoint image is corrupted
(due to writing corrupted data during checkpointing or due
to failure during checkpointing) the other checkpoint image
is still available for recovery.

[0081] Information about active lransactions is stored in
an aclive fransaction lable, referred to herein as the ATT.
Due to local logging, Lhe entry for each transaction in the
ATT contains locel undo and redo logs. In addition to the
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database image, a copy of the ATT with the local undo logs
and a copy of the dirty page table (dpt) are stored with each
checkpoint.

[0082] Note that physical undo information is moved to
disk only during a checkpoint. The undo information is
taken by the checkpointer directly from the local undo logs
of each transaction. (Thus, physical undo log records are
never written to disk for transactions which take place
between checkpoints.)

[0083] Restart Recovery: Restart recovery starts from
the last completed checkpoint image, and replays all
redo logs (repeating history). When the end of log is
reached, incomplete transactions (those without opera-
tion commit or abort records) are rolled back, using the
logical undo information stored in either the ATT or
operation commit log records. Unde information is
available in the redo log for all operations at level 1 and
higher. For level 0 (physical updates) the undo infor-
mation is available in the checkpointed undo log. (Or is
reconstructed from the checkpoiot image during redo.)

[0084] Due to multi-level recovery, the rollback is done
level by level, with all incomplete operations at level i being
rolled back before any incomplete actions at level i+l are
rolled back.

[0085) Preventing Corruption

[0086] The prevention of physical corruption can take
place at two times—at the time of the direct corruption (the
“bad write”™), or at the time of an attempt to read the corrupt
data (indirect corruption). In this section, we the present the
Hardware Protection scheme which takes the first approach,
and the Read Prechecking scheme which takes the second.

[0087]

[0088] Direct physical corruption can be largely prevented
by using virtual memory support provided by most operating
systems. The basic approach is to un-protect a page before
an access, and re-protect it afterwards. The un-protection
and re-protection are done in the database code that sur-
rounds an update, for example, fixing and unfixing a page io
the buffer pool. Thus, if an update is done outside of these
routines, the page is very likely to be protected, and the
hardware mechanism will cause the program to be termi-
nated. If database processes are threaded, however, un-
protected pages will be vulnerable to other threads, as
hardware memory protection is a per-process resource.

Hardware Protection

[0089] We oote that greater speed with less safety may be
available if the page is left un-protected for a period of
time—until the end of the enclosing operation, or transac-
tion.

[0090] Turning protection on and off as above can be very
expensive since cach protect/un-protect involves a system
call {for security reasons), which on most current generation
operating systems continues to be very expensive (around
20,000 iostructions). For example, on a SPARCStation 20
Model 50, only about 16,000 protect/un-protect pairs can be
performed in a second.

[0091] While relatively good performance has been
‘obtained, we specially modified a research operating sysiem
lo take addilional advantage of hardware features. We are
interested in solutions which are applicable to today's
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DBMS on a wide variety of standard hardware and operating
systems. Unfortunately, system calls and in particular
memory protection and un-protection are expensive on these
systems, and the problem does not scem likely to get better.

[0092] Read Prechecking

[0093] An alternative to preventing direct corruption of
data is preventing the-use of that corrupted data by a
transaction. To accomplish this, codewords are maintained
for page-sized or smaller regions of data known as protec-
tion regions. When data in the region is updated through the
prescribed interface, the codeword is updated along with the
data. By using word-wise parity, or a similar scheme,
updates to the codeword can be made based only on the
portion of the protection region which was actually
updated-~the remainder of the region need mot be read.
Selection of an encoding and parity protection scheme may
be accomplished in any manper known to those in the art
appropriate.

[0094] In the Read Prechecking scheme, the copsistency
between the data in a protection region and its codeword is
checked during each read of persistent data. This scheme
and the Data Codeword scheme for direct cormuption detec-
tion, described below, both use the same codewords main-
tained during application updates.

[0095] FIG. 3 shows a database memory 300 comprising
a plurality of pages 301-1 to 301-3 and codewords for each
page, for example, 321-2 for page 301-2, with a latch 311-2
for processes 331-1331-2 to 331-n wanting access (o a page
301-2 or a codeword 321-2 for that page useful in describing
a simple read prechecking scheme. A protection latch, for
example, 311-2 is associated with each protection region and
acquired exclusively when data is being updated, or when a
reader needs to check the region against the codeword. A
shared protection laich is associated with each protection
region so that, by holding the latch in exclusive mode, the
reader can obtain an update consistent image of the region
and the codeword. Updates to data in the region hold this
latch 311-2 in shared mode, so that updates to different
portions of the region may go on concurrently. Each code-
word has an associated codeword latch, which is used to
serialize updates to the codeword. More than one codeword
can share a single latch; the loss in concurrency is not much
since codeword updates take very little time, and thus the
latch is acquired only for very short durations.

[0096] A flag, for example, with the name codeword-
applied, is stored in the undo log record for a physical update
to indicate whether the change to the codeword has been
applied corresponding to the update. This flag allows trans-
action rollback between 2 beginUpdate and an endUpdate,
the functions which, in Dali, bracket a physical update.

[0097] - We now present the actions taken during normal
transaction processing. In the description of steps taken for
update and initialization processing, we assumec these
actions are taken for an update M, made up of an undo U and
redo R. For abort processing, M~ is used to represent the
inverse update which restores the data to its original value U.

[0098] Begin Update: At the beginning of an update,
the protection latch for the region is acquired, the
undo irnage of the updale is noted in the undo log,
and the flag codeword-applied in the undo log record
is set to false,
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[0099] End Update: When an update is completed,
the redo image is recorded from the updated region,
and the undo image in the undo log record is used
with this image to determine the change ia the
codeword. The codeword is updated with this
change, and the operator @ is used to compute A(M)
from the undo image U and redo image R in the log.

[0100] The codeword latch is acquired in exclusive mode,
and the codeword, C, is changed to CHA(M) and the flag
“codeword-applied” in the undo log record for the update is
set to true. Finally, the protection latch is released.

[0101) Undo Update: When undo processing
execules logical actions, the Dali recovery algorithm
generates redo log records for updates, just as during
normal processing. Correspondingly, the codeword
is changed lo reflect each update, just as during
forward processing. When undo processing encoun-
ters a physical undo log record, then it must be
handled differentty based on whether redo process-
ing had taken place, as represented by the flag
codeword-applied in the undo log record. If this flag
is set to true, the protection latch is acquired and the
codeword for the protection region is modified 1o
back out the update. If the flag is false, no change is
made 1o the codeword, and the protection latch need
not be acquired, as it is already held from forward
processing. Regardless of the value of the flag, the
other undo actions, such as applying the update and
generating a log record for the undo, are executed.
Finally, the protection latch is teleased.

[0102] Read: To verify the integrity of the data in the
protection region, the reader acquires the protection
latch for the region, computes the codeword value of
the region 20d compares this with the stored code-
word for that region.

[0103] In order to preveat corruption from reaching the
disk image, the checkpointer performs the same integrity
check as the reader. If either a reader or the checkpointer
finds that a region does not match the codeword for that
region, steps are taken as will be described herein to recover
the data from this corruption. Note that smce corruption
cannot be propagated, recovery under the cache recovery
model is sufficient.

{0104] Read Prechecking in ARIES

[0105] In this section, we describe how the Read Precheck
scheme would peed to be modifted to work on a page-based
architecture such as (he ARIES system. [n ARIES or other
page-based syslems, the proteclion region may be chosen to
be the page, in which case the page latch can be used as the
protection latch. However our performance study indicates
that this may not lead to acceptable performance, thus it may
be necessary to associate multiple codewords with a given
page. The codeword is associated either with the page, for
example, if the codeword will be used to check the integrity
of disk writes and reads or with the buffer control block
(13CB) if otherwise. The “codeword-applied” flag is stored
in the BCB. This flag is needed in case rollback occurs
between the FixForUpdate and UnFix calls. If rollback
cannol occur in this inlerval, this fag can be dispensed with
and Lhe steps below should behave as if it is always sel. As
mentioned earlier we assume only one update oceurs within
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a FixForUpdate and UnFix pair. Our scheme can be
extended easily to allow multiple updates, by tracking a
region which is a upion of the individual regions, and
climinating overlaps.

[0106] The actions taken at varous poinis during an
update are described below.

[0107] FixForUpdate: First the page is latched in
exclusive mode to prevent any concurrent updates on
the page or to the codeword of the page. The undo
image of the update is then noted in the undo log, and
the flag codeword-applied is set to false. At this time,
the codeword is updated with A~(U) (that is, the A for
an update which changes the value from U to all
zeros) and the region to be updated is noled in the
BCB (by storing its offset and length). If the update
is physiological (that is, log records that identify a
page physically, but record the update to be per-
formed logically as an operation) then, if it is pos-
sible to determine an area within the page that may
be modified, the offset and length of the area may be
stored in the BCB. All updates by the physiological
operation must then be within this area. If at this time
itis not possible to determine the area affected by the
update, the area to be updated is simply assumed to
be the entire page.

[0108] Lstus define M as an update consisting of old and
new values of the updated part of a protected region; then,
the effect on the codeword for the region lay be defined as
A M. Then, if we treal M as if it is composed of two updates,
one from the initial value of the updated area U to a value
of all zeros, and a second from all zeros to the value R it
holds after M, then we define A™(U) as the undo value and
A*(R) as the redo value for the update from all zeros to R.

[0109] UnFix: At the UnFix call, if the original fix
was for an update, then the updated region R is
determined from the region noted in the BCB, and
the codeword for the page is updated with A™(R)
(that is, the A for an update which changes the value
from all zeros to R). The flag codeword-applied is
set. Finally the latch on the page is released.

[0110] Undo Update: When undo processing
executes logical actions, all codeword updates are
done just as for forward processing. When undo
processing encounters a physical/physiological undo
log record, it must be handled differently based on
whether the codeword has been updated during
UnFix or not. To do so, if the flag codeword-applied
is not set in the BCB, then the abort was called
between the FixForUpdate and UnFix. In this case,
the update to area during undo is taken to be from all
zeros lo the old value; thus the codeword updale
A*(U) for the restored value U of the affected area is
used to update the codeword for the page. In addition
the flag “codeword-applied” is set. If the flag code-
word-applied was already set, the update is taken to
be from the current value to the oid value, and the
codeword for the page is correspondingly updated.

[0111] Page Steal: In order to write out a page, the
page lalch is acquired in shared mode, and the
codeword is computed for the page. This computed
codeword is compared with the codeword stored for
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the page in the BCB, and if they are not equai, then
the data in the page has been corrupted. Appropriate
corruption recovery actions are then taken, as will be
described below.

[0112] Detecting Comuption

[0113] 1Ia this section, we describe the Data Codeword
scheme for delecting direct physical cormiption and the Read
Logging scheme for detecting transaction-carried physical
and logical corruption.

[0114] Data Codeword

[0115] Detecting (but not preventing) direct physical cor-
ruption can be accomplished with a variant of the Read
Prechecking scheme described above. The maintenance of
the codewords is accomplished in the same manner, how-
ever, the check of the codeword on each read is dropped io
favor of pericdic audits.

[0116] Since transaction-carried physical corruption is
possible in this scheme, additional care must be taken during
checkpointing 10 ensure that an nocorrupted image exists on
disk. The process of auditing is nothing more than an
asynchronous check of consistency between the contents of
a protection region and the codeword for that region. This
can be carried out just as if a read of the region were taking
place in the Read Prechecking scheme.

[0117] Since prechecks are not being performed, and
audits are asynchronous, it makes sense to use significantly
larger protection regions. In this case the protection latch
may become a concurrency bottleneck. If so, a new latch, the
codeword latch, may be introduced to guard the update to
the actual codewords, and the protection latch need only be
held in shared mode by updaters. During audit, the protec-
tion latch must be taken in exclusive mode to obtain a
consistent image of the protection region and associated
codeword. Ia particular, data is audited during the propaga-
tion to disk by the checkpointer (or page-steal in a page-
based system).

[0118] Note that this scheme by itself supports only the
cache recovery model, thus indirect corruption is not pre-
vented, rather one attempts to audit frequently enough to
repair direct physical corruption before it is encountered.

[0119] Corruption Detection with Deferred Maintenance

[0120] We now describe an alternate scheme for physical
crror detection in which the maint¢nance of codewords is
deferred to improve concurrency. This scheme stores code-
word updates in log records and updates codewords, for
example, during a log flush rather than during a data update
{or immedialely as described above). Updalers need not
cbtain any page latches, and checkpointing, codeword-
auditing and page-flushing do not interfere with updates.
FIG. 4A shows a database memory 400 organized with
codewords 421 for page regions having a page portion
protection latch 441 permitting only one process to read or
modify a codeword at a time useful in describing deferred
codeword maintenance. Since codeword updates are done
during log flush, the system-log latch 441, which prevents
concurrent flushes, serves to serialize access to the code-
words. Read processes can go in at any time to read. Also,
latch 441 allows several processes to modify a page con-
currenily, but only one process can go in Lo verily a page.
Thus, the deferred maintenance scheme can result in
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increased throughput for update transactions, especially in
main-memory databases, where the relative cost of latching
can be substantial. Other locks/latches 411-1, 411-2 . . .
411-N in the system control access to individual parts of the
page 401-1.

[0121] For this scheme, each redo log record has an
additional field, the “redo delta”, which restores the value
AQM), where M is the update denoted by the log record.
Also, each unde record has a codeword-applied flag. We
assume that the arca covered by a redo log-record does not
span two or more protected regions; the assumption can be
easily assurcd by splitting log records that span protection
boundaries into multiple pieces.

[0122] The actions taken at various steps are described
below and are in addition to the regular actions taken during
these steps.

[0123] Begin Update: Add an undo log record for the
update to the local uado log of the transaction that
performed the update, and set codeword-applied in
the wodo log record to false.

(0124] End Update: Create a redo log record for the
update. Find the undo log record for the update, and
find the updated area from the undo log. Compute
A(M) from the undo image in the undo log and the
new value of the updated area, and store it in the redo
A field in the redo log record. Add the redo log for
the update to the redo log, and set the codeword-
applicd flag in the undo log record to true.

[0125] Undo Update: For each physical update in the
undo log, a proxy redo log record is generated,
whose redo image is the old vaiue from the undo
record. If the codeword-applied flag for the undo
record is true, then a redo record has already been
generaled with A(M), so A(M ™) must be included in
the proxy record to reverse the effect. A(M™) is
computed from the current contents of the region and
the undo log record, and stored in the redo A of the
proxy log record.

[0126] If the codeword-applied flag is false, then no redo
log record has been generated, and thus no codeword delta
will be applied by the flusher process. Since the codeword
has not been changed and should not be changed, the proxy
record is created as usual and O (a special value that results
in 0o chaage to the codeword) is stored in its redo A.

[0127]) In either case, the physical undo log record is
processed by replacing the image in the database with the
undo image io the log. Note that the logical undo acticns
genezate physical updates; codeword processing is done for
these updates as described above.

[0128)] Flush: When flushing a physical redo log
record, the flusher applies redo A(M) from the og
record 1o the codeword for that page. Nole that the
systern log lateh is held for the duration of the flush.
Also, the variable end_of stable log is updated to
reflect the amount of log which is known to have
made it to disk.

[0129] Auditing

[0130] An algorithm for performing an audit under the
deferred maintenance scheme will now be described with
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reference 1o FIG. 4A. A database is shown in dashed line
with some pages 470, 475, and 478 identified and their
corresponding codewords 471, 476 and 479 of a codeword
table 430. Clients attempt to read/write and maintain client
personal logs 440-1, 440-2 and a log for client o not called
out. A flusher process to disc is shown as flusher process 460
and a flush latch 461. A checkpoint image 450 is maintained
for changes to pages of the database made by the clients.

[0131] In the logging-based scheme, while the updater’s
task is simpler, the job of the auditor has become signifi-
cantly more difficult. When an auditor algorithm reads the
page, it does so fuzzily, and partial vpdates may be captured.
Log information must then be used to bring the page o an
update-consistent state, so that it can be compared with a
codeword value. This requires performing a small-scaie
version of the Dali recovery algorithm at checkpoint time,
To avoid the expense of executing this algorithm for the
entire database we introduce a fuzzy precheck. The idea of
the precheck is simply to compute the codeword value of the
page, ignoring ongoing updates, and compare that 1o the
codeword value in the codeword table. If the two match, we
assume that the page is correct. Note that this introduces a
slightly increased risk of missing an error, because a valid,
in-progress set of updates which have not made it to the table
might exactly match the effect in the table of a corruption.
However, we consider the probability of this to be approxi-
mately the same as the probabilily of an error going unde-
tected by the codeword which is dependent on the codeword
scheme, but is extremely small. We store the set of pages
which fail this precheck test in the sel AU_needed.

[0132] We now present the steps taken to audit the data-
base:

[0133] 1. For each page

[0134] (a) Note the value in the codeword lable
430 for he page, for example, page codeword
value 471 for page 470 or codeword value 476 for
page 475.

[0135] (b) Compute its codeword (without latches
or locks}.

[0136] (c) Note the value, for example, value 471,
in the codeword table 430 for the page, for
example, page 470, again.

[0137] (d) If the computed value does not maich
either noted value, add the page, for example,
page 470, to AU_peeded.

{0138] 2. Note end_of stable_log into AU_begin.

[0139] 3. Copy pages in AU_needed to the side, for
example area 450.

[0140] 4. Extract the trailing physical undo records
for in-process transactions from the active transac-
tion table ATT. Call this collection of physical
records the AU _aft. Records are gathered from dif-
ferent transactions independently, using a latch on
the entry (o easure that operations are not commitied
by a transaction while we are gathering ils log.

[0141] 5. Get flush latch 461, and execute a flush to
cause codewords from outstanding log records to be
applied to the codeword table 430. Note the new
end_of_stable log in AU_end, Note the codeword
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values for all pages in AU_peeded into a copy of the
codeword table called AU_codewords. Finally,
release the flush latch 461.

[0142] 6. Scan the system log from AU_begin to
AU_end. Physical redo records which apply to pages
in AU_peeded are applied to the side copy 450 of
those pages. Also, if the undo corresponding teo this
physical redo is in the AU_att, it is removed.

[0143] 7. All remaining physical undo records from
AU_att which affect pages in AU_pecded are applied
to the checkpoint image 450.

[0144] 8. Compuie codewords of each page in
AU_needed, and compare to the value ip AU_code-
words. If any differ, report that basic corruption has
occurred on this page.

[0145] At the end of the flush in step 5, a certain set of
updates for cach page has been applied to the codeword table
430, and this is captured in AU_codewords. The purpose of
the rest of the algoritb through step 7 is 1o ensure that the
side copy of each page being checked contains exactly those
updates. All prior updales which may have been partially or
completely missing from the checkpoint image 450 are
reapplied by step 7 Since in Dali rede Jog records are not
immediately placed in the system log, some updates may
have taken place which are only recorded in transaction’s
local rede and undo logs. Note that the codeword delta for
these updates is not reflected in the codeword table 430.
Therefore, these updates are undone in step 7, leaving the
side image of a page consistent with the updates reflected in
the codeword for the page in AU-codewords.

[0146] In this algorithm, individual transactions are
blocked long encugh to gather the outstanding physical undo
records for the current operation.

[0147] Read Logging

[0148] In order to detect indirect physical and logical
corruption, we introduce the idea of limited read logging.
When a data item is read (the data item could be a tuple, an
index mode or any persistent data structure required for
database coosislency), a read log record identifying the start
point and the length of the data that was read is wrilten out.
Of course, equivalent schemes may come to mind of one of
ordinary skill in the art such as logging an end point and
length of data read or other scheme. Since most writes are
preceded by reads of the same data, one may assume that a
write of a region is implicitly a read also, and thus signifi-
cantly reduce the oumber of read log records required.
Should an audit indicate that certain data is corrupt, the read
log records can help determine if a trapsaction has in fact
read the corrupt data. We shall see that the read log records
provide a mechanism for tracing the flow of indirect cor-
ruption in the database and thus determining the set of
transactions affected by an instance of direct corruption.

[0149] In database applications, a wrile log record is
maintained of writes to a database. In a preferred embodi-
ment of the present invention, the write log record is
combined with the presently suggested read log record as a
combined record. In an alternative embodiment, the read log
record may be maintained separalely from the write log
record with a possible loss of efficiency in the recovery
algorithms.
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[0150} Optionally, 2 codeword for the data that was read
can alsa be wrilten out with the read log record. In the event
of a crash, the codeword can be used to detect any corcuption
which may have occurred since the last audit, which would
not otherwise be detected. The codeword is also used to
detect when exactly an item was physically corrupted. given
that a corruption has been detected by some other means
(either an audit or by external means). For example, when an
audit detects a corrupted protection region it must be
assumed, in the absence of a codeword in the read log
record, thal any transaction reading Lhe region since the time
of the previous successful audit read the corrupted data.
With the codeword, a precise check can be made.

[0151] Read Logging, unlike the other techniques pre-
sented so far, provides the benefits of being able to detect
propagation of logical corruption, When read logging is used
for this purpose, differences detected at the physical level
may overestimate the flow of comuption. In this case,
operations may log a checksum of the logical state found.
How exactly to do so is dependent on the operation. How-
ever, the following property must be satisfied—if the check-
sums are the same (with a high probability) the two opera-
tion executions gave the same logical result. For example, an
index lookup would log a checksum of the index entries that
it retrieved, ignoring physical details such as location in the
index.

[0152] There are two alternative ways of creating the read
log record; the system designer must choose and use only
one of them:

[0153] 1) Physical read logs, which specify the start
poiot and the leagth of the data that was tead. Addi-
tionally the records can store a checksum of the data
that was read, used during corruplion recevery to detect
teads of corrupted data.

[0154] 2) Logical read logs, which use lock information
for read logging. When a transaction locks a data item,
a log record noting the lock information (pame of the
item and type of lock) is written out. This is done for
both read and update locks, so that it is possible to
detect which transaction has read information written
by which other transaction. In the absence of write lock
informalion, the physical redc log records alone may
not be sufficient to infer which ransactions read items
written by a given transaction.

[0155] Generating Checkpoints Free of Corruption

[0156] Since Read Logging supporls recovery from indi-
rect corruption, it becomes crucial that the disk image be
free not only of direct corruption, but indirect corruption as
well, so that recovery does not require loading an archive
image. Thus, when propagating dirty pages from memory to
disk, it is not suficient o audit the pages being writlen. Even
if none of the dirty pages has direct physical corruption, it
is possible that a “clean™ page has direct corruption, and a
transaction carried this corruption over to a page that was
written out. Thus the checkpoint would have data that is
indirectly corrupted.

[0157] With deferred maintenance of codewords or read
logging, the correct way of ensuring that the checkpoint is
free of corruption is to create the checkpoint, and after the
checkpoint has been written out, audit every page in the
database. If no page in the database has direct corruption, no
indirect corruption could have occurred either. We can then
certify the checkpoint free of corruption.
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[0158] Tlus technique canoot be directly applied to page
flushes in a disk-based system, since it amounts to auditing
all pages in the buffer cache before any write of a dirty page
to disk (at page steal time). However, a similar strategy can
be followed if a set of pages are copied to the side, and then
an audit of all pages is performed before wriling them to the
database image on disk. To ensure that direct physical
corruption does not escape undetected, a clean page which
is being discarded to make room for a new page must also
be audited.

[0159] Corruption Spread

(0160] Unlike prevention, the success of corruption delec-
tion and recovery is dependent on the rate at which corrup-
tion spreads and how quickly it is detected. The speed at
which direct corruption is detected depends on the frequency
of andits in the system, unless Read Prechecking is used, in
which case the corruption may also be detected by a failed
precheck. The rate of corruption spread may not be easily
quantified, as it depends on two factors which are dependent
on details of DBMS implemeotation and a particular appli-
cation's use of the database.

[0161] Fust is the probability that an initial corrupt read
will take place in a given time period. The second is the
probability that a new transaction will read data corrupted
indirectly by previous fransactions. The probabilty of an
initial corrupt read varies based on the application workload,
internal DBMS implementation techniques, and which data
is directly corrupted. Certainly, there is some data in any
dalabase that will corrupt almost any transaction ibat fol-
lows, for example, a key or pointer in the root node of a tree
index. Similarly, there may be data that wili cause no
damage, such as currently free space, and data which will
cause litle damage, such as a text description which is not
used in processiag, just for display.

[0162] The second factor, the probability that a new trans-
action will read data which is already corrupted, deperds on
the frequency of contact between transactions, which again
depends on the application and DBMS implementation. In
additicn, this probability will grow over time as more data
is indirectly corrupted. Consider two variants of an appli-
cation which updates customer information. In one variant,
each transaction updates global summaries of the iotal
business done with all customers, and in the other variant
such global statistics are computed when they are needed,
and individual transactions touch only one customer.
Clearly, comuption would propagate extremely quickly in
the first case, and much more slowly in the second.

[0163] In the worst case, any transaction would touch data
written by a recent transaction. Any applicaiion in which
each transaction both updates and uses a global statistic
would exhibit this worst-case behavior. For example, a
database which tracked the contents of a warehouse might
have a summary of how much space is available, which
would be checked for each incoming tramsaction before
looking for space of the right size, etc. At the other extreme,
transactiops may deal with customer accounts with oo
overlap belween customers (mainfaining global statistics as
in the previous example can lead lo very poor concurrency).
In this case, corruption would only spread outside of a
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particular customer record through DBMS structures, such
as index nodes and free space lists. While corruption could
still spread, the spread would be much slower.

[0164] Insummary, the total amount of cormuption allowed
to arise in the database is determined by the speed at which
the corruption spreads in a particular application/DBMS
pair, and the frequency with which the data is audited.

[0165] Corruption Recovery

[0166] So far we have seen how to detect direct physical
corruption by means of codeword schemes, and to log
information about reads to detect indirect physical and
logical corruption. We now consider how to recover from
corruption once it is detected. Note that these algorithms for
recovery from corruption are tightly integrated with restart
recovery. On delecting an error, we simply note the region
or regions failing the audit, and cause the database to crash.
Corruption recovery is handled as part of the subsequent
Testart recovery.

[0167] Cache Recovery Model

[0168] This algorithm is useful to recover from direct
corruption when recovery from indirect corruption is not
required. It is invoked when a precheck fails in the Read
Prechecking scheme (as indirect corruption could not have
occurred), or when an audit detects a codeword error in the
Data Codeword scheme (as the Data Codeword scheme does
not address indirect corruption). By ensuring that directly
corrupled data does not get propagated Lo the disk image,
recovery from a corrupted cache image can be accomplished
with standard techniques. Such a technique is known for
ARIES for use when a page is latched by a process which
was unexpectedly terminated. For Dali, a similar technique
can be used to reload the latest checkpoint and replay
physical log records forward.

[0169] Prior-State Recovery Model

[0170] The pror-state model can be used to recover from
any form of cormuption, once the source of that corruption is
determined, and the recovery can be accomplished with
slandard techniques. In this case, the techniques are similar
to media failure. An archive image of tbe database must be
loaded, and the log played forward to the latest point known
to be prior to the introduction of corruption. Once that point
is reached, the log is truncated, and restart recovery is
executed (possibly generating additional log records).

[0171] Redo-Transaction Recovery Model

[0172] In order to recover from corruption under the
redo-transaction model for corruption recovery, we require
that a logical redo log is available along with the transaction
code necessary to redo transactions. In particular, the logical
log must be at the transaction level, that is the transaction’s
external inputs {c.g., from the user) are saved. In the
following, we assume the transaction writes this logical
descriptior with its commit record.

[0173] We shall also require that the commit order be the
same as the serialization order; this can be ensured by
requiring that transactions hold all locks (or in mulli-level
recovery schemes, all locks at level n-1) 1ill end of trans-
action.
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[0174] Recovery

[0175} Corruption recovery begins as in the prior-state
model—the database is recovered to a transaction consistent
state known to be prior to the introduction of corruption. The
tail of the log not used by this recovery is saved in OldLog
before the log is truncated (see Section). The re-executed
transactions will read non-corrupted data, and produce non-
corrupted results.

[0176] When comparing transactions, we scan the logs in
parallel; if we find that they both have operation begin log
records indicating the operation has a logical checksum, and
the checksums in the operation begin log records are the
same, we stop comparing the checksums on the redo log
records generated by the operations. When we reach the
operation commit on both logs, we compare the logical
checksum to see if the operation results were the same.

[0177] Handling External Writes and User Notifications

[0178] Changes in external writes have to be handled
manually, and even changes to the database may require
notification to the users in some cases. Identifying which
transactions were corrupted enables humans to focus on
these transactions, thereby reducing the human werkload.
Detecting what external writes changed as a result of re
execution simply requires external writes o be logged. The
log comparison procedure above will then detect changes in
external writes.

[0179] User Notification

[0180]) Depending on the nature of the corruption, it may
be helpful to determine which resulls exposed o the outside
world were cormupt. To accomplish this, any transaction
which reports to the user must log the values output to the
user. During re-execution, these values can be checked
against the values logged by the transaction as it re-¢xecutes.
If they do not match, the user is notified.

[0181] Extension: Logical Corruption

[0182] The above algorithm can be easily extended to
recover from logical corruption. This is accomplished by
amending Old_Log, prior to recovery, in order to corréct an
crroneous transaction or transactions. For instance, we may
have fixed errors in the transaction code, or we may use
correct user inputs in place of wrong user inputs. We may
even delete the transaction or replace it with one or more
other transactions. If it is not known when the direct logical
corruption occurred, techniques as described below can aid
in making this determination.

[0183] Delete-Transaction Model

(0184] If a logicai log is not available, recovery may take
place under the delete-transaction model discussed above.
For our delete-transaction model recovery algorithm, we
need a checkpoint which is update-consistent in addition to
being free from corruption. However, in Dali, a checkpoint
being used for recovery is nol necessarily update-consistent
until recovery has completed (thal is, physical changes may
only be partially reflecled in the checkpeint image, and
certain updates may be present when earlier updates are not).

[0185] The Dali algorithm to obtain an update-consistent
checkpoint uses a portion of the rede log and ATT to bring
the checkpoint 1o a consistent state before the anchor is
toggled and the checkpoinl made active. Once performed,
the checkpoinl is updaleconsistent with a point in the log,
CK_end.
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[0186] We will outline how to get a checkpoint that is
updalte consistent with a specific point CK_end in the redo
log, by applying undo logs. Such a checkpoint has some
important additional propetties:
[0187] 1) Effects of redo log records after CK_end
are not reflected in the checkpoint image and
[0188] 2) The checkpoint is codeword consistent as
of CK_end.

[0189] As a result, when we replay log records after
CK_end, whenever we encounter a read log record the
database state will be exactly what the read found when the
read log record was generated, unless the database was
corrupted. That is, we can identify a point in the log such that
all physical updates noted in the log up to the poinl are
reflected in the checkpoint, and none of the physical updates
in the log after that point are reflected.

[0190] Such a checkpoiat can be obtained by a simple
modification of the Dali checkpointing scheme. We create a
checkpoinl exactly as done in Dali, but then perform some
physical redos and undos on the checkpoint image as
described below, to make it update-consistent.

[0191] Recovery Algorithm

{0192) The main idea of the following scheme is that
corruption is removed from the database by refusing during
recovery to perform writes which could have been influ-
enced by corrupt data. In order to do this, the transactions
which performed those writes must, at the end of the
recovery, appear o have aborted instead of committed.
Certain other transactions may also be removed from history
{by refusing to perform their writes) in order 1o ensure that
these “corrupt” transactions can be effectively removed, and
lhus ensuring the final history as executed by ihe recovery
algorithm is delete-consistent with the original execution as
discussed above

[0193] Recovery must start from a database image that is
known to be non-corrupt. Note that since errors are only
detected during checkpointing or auditing, we may not know
exactly {\em when (he error occurmed; the error may have
been propagated through several transactions before being
detected. FIGS. 5A and 5B compnse a flowchart of the
recovery algorithm for the delete transaction model. The
starting point of the algorithm is box 500. The algorithm
conservatively assumes that the error occurred immediately
after Audit_LSN, the point in the log at which the last clean
andit began. Box 505 relates to the repetitive process of
reading log records and box 515 asks whether we are at
Audit_LSN. If yes, then, we add all data noted as corrupt by
the last audit to the CorruptDataTable. If aot, we eoter a redo
phase followed by an undo phase.

[01.94] Two tables, a CorruptTransTable and a Corrupt-
DataTable are maintained. A transaction is said to have read
corrupt data if the data goted in a read or write log record of
that transaction is in the CormuptDataTable.

[0195] Restarl recovery consists of the redo phase fol
lowed by the undo phase. The redo phase initiates with the
guestion what kind of log record is it at box 520.

[0196] Redo Phase

[0197] The checkpointed database is loaded into memory
and the redo phase of the Dali recovery algorithm is initi
ated, starting the forward log scan from CK_end.
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[0198] During the forward scan, the following steps are
taken (any log record types no! mentioned below are
handled as during normal recovery):

[0199] If a read log record or a physical wrile log
record is found, you follow the path in FIG. 5A to
box 528, and if this record indicates that the trans-
action has read corrupted data at box 525, then the
transaction is added to CorruptTransTable (where it
may already appear) at box 565.

[0200] If a log record for a physical write is found,
then there are two cases to consider:

[0201] 1. The transaction that generated the log
record is not in CorruptTransTable at box 575: In
this case, the redo is applied to the database image
as in the Dali recovery algorithm at box 585.

[0202] 2. The transaction that generated the log
record is in the CorruptTransTable (CTT): In this
case at box 580, the data it would have written is
inserted into CorruptDataTable (CDT). However,
the data is not updated because the transaction is
in the CTT.

[0203] If a begin operation log record is found for a
transaction that is not in CorruptTransTable at box
530, then it is checked against the operations in the
undo logs of all transactions currently in Corrupt-
TraosTable, If it conflicts with one of these opera-
tions, then the transaction is added to CorruptTran-
sTable at box 560. This ensures thal the earlier
corrupt transaction can be rolled back. If it does not
conflict, then it is handled as in the normal restart
recovery algorithm at box 555.

[0204] If a logical record such as commit operation,
commit transaction or abort transaction is found, the
record is ignored at box 535 if the transaction that
generated the log record is in CormptTransTable.
Otherwise, the record is bandled as in normal restart
recovery at box 550.

{0205] When Audit_LSN is passed at box 515, all
data noted to be corrupt by the last audit or by
analysis of a logical error, is added to CorruptDataT-
able at box 570.

[0206] Undo Phase

[0207] At the end of the forward scan, incomplete trans-
actions are rolled back. following the normal Drali restart
recovery algorithms undo phase. As in the normal Dali
algorithm, undo of all incomplete Iransactions is performed
logically level by level. Note that at the end of the redo
phase, each transaction in CorruptTransTable has a (possibly
empty) undo log. This log records the actions taken by the
transaction before it first read corrupted data. During the
undo phase at box 590, these portions of the corrupt trans-
aclions are being undone along with the transactions which
were in progress at the time of the crash.

{0208] Checkpoint

[0209] The extended restart recovery algorithm is com-
pleted by performing a checkpoint at box 595 to ensure that
recovery following any furlher crashes will find a clean
database free of corruption., and to aveid the inserlion of
records into the log during the rollback of a corrupt trans-
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action. If the checkpoint were not performed, a future
recovery may rediscover the same corruption and in fact
additionally declare transactions that started after this recov-
ery phase to also be corrupted. Note that this checkpoint
invalidates all archives. The log may be amended during
recovery o avoid this problem.

[02168] Discussion

[0211] The database image at the end of the above algo-
rithm should reflect a delete history that is consistent (in this
case, conflict-consistent) with the original transaction his-
tory. To sce (informally) that this is the case, first observe
that all top-level reads of non-deleted transactions read the
same value in the history played during recovery as in the
original history. This is because any data that could possibly
have been read with different values was previously placed
in CorruptDataTable, and top-level reads must be imple-
mented in terms of physical-level reads where corruption is
tracked. The second cbservation is thal the database image
is consistent and contains the orginal contents plus the
writes of those transactions which do not appear in the delete
set. This follows from the comrectness of the original recov-
ery algorithm, and the fact that the initial portion of cor-
rupted transactions can be rolled back during the undo phase
along with normal incomplete transaclions lo produce a
consistent image. This is ensured since we do not allow any
subsequent cperations which conflict with these operations
1o begin.

{0212] Extension: Codewords in Read Log Records

[0213] If codewords are stored in read log records, then
detecthon of indirect corruption becomes more precise. In
particular, the CorruptDataTable can be dispensed with, and
instead, the definition of reading corrupt data given above is
replaced by the following two cases:

[0214} 1. A codeword is stored in a read log record,
and it does not match the computed codeword for the
comesponding region in the database being recov-
ered.

[0215] 2. A codeword is stored in a write log record
(indicating that it should be treated as a read fol-
lowed by a write) and the codeword does not match
the computed codeward for the corresponding region
in the database.

[0216] A second benefil of storing codewords in read log
records is that it is possible to detect physical comupticn
which occurred after the last audit but before the crash, More
precisely, physically corrupt data will be detected if any
transaction read it, since during recovery the codeword for
these transactions will not match the database image being
recovered. Thus, if codewords are present, the corruption
recovery algorithm should be executed not only when an
error is detecled, but also on every restart.

[0217] Note that the moedified algorithm produces a recov-
ery schedule which is view-consistent with the original
history, thus not propagating corruption when the comupt
transaction wrotc the same data to a data item as it would
have had in the delete-history. However, these benefits must
be traded againsl a slight degradation in performance (see
performance section below for details).
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[0218] Extension: Recovenng from Logical Corruption

[0219] The algorithm given above can be easily adapted to
recover from logical corruption. This corruption may have
occurred before the last checkpoint, thus an archive image
that was taken prior to the introduction of the error is
restored, and CK_end (the point at which recovery starts)
taken from that archive. Audit_LSN is defined to be the
latest point in the log such that the corruption is knowa 1o
have occurred after that point. If this point is not known,
backwards analysis techniques discussed below can be used
to help locate it. Finally, when the point Audit ILSN is
passed during recovery, any data which was directly affected
by the corrupting error must be added to CorruptDataTable.

[0220] Logical Corruption

[0221] Approaches o recovering from logical corruption
have already been given in the context of the redo-transac-
tion and delete-transaction models. In this section, we dis-
cuss some issues involved in determining when logical
corruption was introduced, and outline an efficient vanant of
the redo-transaction recovery scheme for a restricted recov-
ery model.

[0222] The techniques described so far do nol consider
lransactions with faulty code that updated the database
erroneously, but through the prescribed interface. Similarly,
transactions that were executed incorrectly, for instance with
wrong user input, have not been considered so far herein. We
call transactions such as the above as erroneous transactions.
Of course, it is oot possible to prevent emroneous lransac-
tions, since users as well as programmers can ajways make
mistakes,

[0223] Detecting that there has been an erroneous trans-
action execution is quile nom-trivial, and cannot be done
automaticaily by the system, since the differences between
good and erroneous transaction executions are al a semantic
level above what the database may be aware of. Integrity
constraints may help detect some such errors, but cannot
detect all.

[0224]) We assume that humans have somehow become
aware that an error has occurred. For instance, a customer
may complain of a wrong balance, or an operator may
discover that a transaction he ran yesterday ought not to have
been executed.

[0225] We have two models of etror detection here: where
1t is known exactly which trapsaction originally caused the
error, or which was the first erroneous transaction. In this
case, only forward recovery is required. For example, the
case where the operator realizes a transaction he ran ought
not to have been executed.

[0226] Once the cause of the error is known, we can find
the latest consistent checkpoint (archive image) prior to
executing the erroneocus transaction, and perform recovery
using one of the algorithms given in our corruption recovery
section.

[0227] If recovering under the redo-transaction model,
however, we do nof simply re-execute ¢rroneous lransac-
tinns, but re-execute a comrected version of the transaction.
For instance we may have fixed errors in the transaction
code, or we may use comecl user inpuls in place of wrong
user inputs. We may even delels the transaction or replace it
with one or more other Iransactions.
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[0228] Backward Analysis—Determining the Source of
Corruption

[0229] Ewven if it is known that logical corruption has
occurred, il may not be known which transaction initially
introduced the error. For example, a customer has detected
2 wrong balance but does not know what caused it. Here,
two steps are required: detecting the root cause, and then
forward recovery from there.

[0230] The database system canoot automalically detect
the root cause, but can provide supporl to humans to detect
the problem by supporting backward analysis of the log
using the read log records.

[0231] The following algorithm is applicable when certain
data are known to be corrupt, and the source {originating
transaction) for the corruption is sought. This algorithm
assumes that the database log has been enhanced with logs
of data items read using the read logging tecbniques
described earlier. The database log contains a record of both
writes and reads, and each write is assumed to imply a prior
read of the item. The idea is to trace backward through the
log, tracking how corruption could have flowed into the
known-corrupt data items.

[0232] Assume thers are n daia items known to be corrupt.
Let SuspeciData be a set of data suspected of being corrupt.
Associate with each suspect data item, D, in SuspectData a
set of integers from 1 . . . n, A(D) which represeats the
known-corrupt data which could have been affected by
corruption if I itself were found to be corrupt. Let Suspect-
Trans be a sct of suspect transactions, each with a set A(T)
associated with semantics analogous to A(D): if i is in A(T),
then if trapsaction T has read comrupt data or was itself the
source of direct logical corruption, then the known corrup-
tion of data item i could be explained as resulting from this
error. The goal 1s 1o find a single transaction which could
explain all the known corruption, that is all the ilems 1. . .
n are in the set A(T) for that transaction.

[0233] In our algorithm, we would process the log back-
wards, that is, for ¢ach log record, do:

[0234] If the log record is a write of data item D by
transaction T and if D is in SuspectData, add T to
SuspectTrans (if not already present), and set A(T)
equal to A(D)uA(T).

[0235] If the log record is a read of data item D by
transaction T and if T is in SuspectTrans, add D to
SuspectData (if not already present) and set A(D) to
be A(DJA(T).

[0236] If any A(T) contains all elements from 1
n, offer transaction T to the user as a possible root
cause of the corruption. If the user accepts, done, ¢lse
continue.

[0237] Now we will discuss an example where the cor-
ruption detection and recovery algorithms of the present
invention may be applied 10 advantage. Consider an
example where five customers of a bank, Bank A, call over
the course of a day and complain that their balance 1s
incorrect. A corruption detection algorithm according to the
present invention will proceed by processiog the log back-
wards from Lhe latest time when a bad balance is reported.
1t may soon be found that a transaction which added interest
to accounts had recently updated all five accounts. This
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transaction has an associated set, A(T), which contains all
five known corrupt data items, and the transaction will be
presented (o a user of the system as a potential source of
corruption. The user upon examining the trapsaction may
determine, however, that the interest rate was computed
correctly, and thus prompt the algorithm lo continue search-
ing for an explanation for the corruption.

[0238] Subsequently, it may be found that earlier in the log
of events, updates to the third and fifth complaining cus-
tomers’ balances had been made due to an ATM (automatic
teller machine) withdrawal at Bank B. Since the transaction
that posted these withdrawals would read the main data
record for Bank B, that record would be added to the
SuspectData set. If subsequently in processing {earlier in
tire) it is discovered that the other complaining customers’
accounts had been subject to withdrawals from ATM'’s
owned by the same Bank B, which also read the main data
record for Bank B, then the A(D) asscciated with the main
data record for Bank B (D), would contain all known corrupt
data items. The next (earlier) transaction to update the main
data record for Bank B would be presented to the user as a
potential source of corcuption. In this example, it may turn
out that the amount of money charged by Bank B as an
overhead for using their ATM had been incorrectly entered
into the database, resulting in the eventual incorrect bal-
ances, A user may use any one of the corruplion recovery
algorithms described herein 1o help determine which other
customers are affected by this incorrect update, as well as
other data items which may be affected indirectly such as
payments of these charges to Bank B,

[0239] As written, the detection algorithm assumes that all
the known corruption originated from a single source. How-
ever, the algorithm can be easily modified to consider
multiple sources of corruption. For example, it could preseat
to the user whenever iwo transactions together explained all
the corruption, that is the union of A(T) and A(T1} contained
all the daia elements 1 . . . o, where T and T1 are two
transaction in SuspectTrans table.

[0240] Optimizing Recovery in the Redo-Transaction
Model

[0241] Unfortunaiely, under the redo-transaction model of
corruphion recovery, the logical re-execution of a trapsaction
may take time similar to its original execulion; if an error is
discovered after several days, it can reasonably be expected
to take several days to recover the database. During this time
the database would be unavailable.

[0242] Referring to FIG. 6, we now outline ao alternative
approach to implementing the redo-transaction model which
assumes a two-level recovery model with logical or physi-
ological redo logging. Thus, record-level operations are
logged, record-level locks are held for the duration of the
transaction, and latches are held on pages for the duration of
an operation. The goal of the algorithm is lo use primarily
the log for recovery, only re-executing a select few trans-
actions.

(0243] In the algorithm given below, we may use a Cor-
ruptDalaTable as in the delele-transaclion model recovery
algorilthm, or use logical read logging as described in above.
A transaction is said to read corrupted data if
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(0244] It reads data in the CorruptDataTable, if such
a table is used.

{0245] The logical codeword is computed for an
operation during recovery, and it does nol match a
codeword recorded in the log.

[0246] In addition to the actions normally taken during
recovery, the corruption recovery algorithm proceeds by
pracessing records as follows:

{0247] Save log records per step 601 for a transaction
until a commit or an abort for the transaction is seen.

[0248] [f the commit log record for a transaction is
encountered via path 605, then

[0249] 1) The read log records for the transaction
are scanned at step 610 to determine if the trans-
action has read corrupted data. If so, the transac-
tion is marked as corrupt at step 615.

[0250] 2) If the transaction is marked as corrupt, it
is re-executed logically, and the new logical redo
records are used to replace its redo records in the
log at step 620. Any data which the original
transaclion wrole, or was wrilten during the re-
execution, is added to the CorruptDataTable, if
one is used.

[0251] 3) If the transaction is not marked as cor-
rupt, its log records are exccuted at step 625.

[0252] 4) If an abort record for a transaction is
found at step 630, the log records for that trans-
action are discarded at step 635.

[0253] Since the redo records are logical and record-level
locks are held to the end of transaction, executing the log
records at the point where the commit record appears is
comrect, Nole that when a transaclion is re-executed, it could
generate different log records. In fact, the operations it
performs may be completely different from the ones it
originally performed. Since transactions are executed at
their commit point, this new transaction will serialize with
respect to other transactions which might have originally
executed concurrently with it. It will read the data as written
by any tramsaction which serialized before it, and if its
actions cause any new conflicts with transactions that seri-
alize after it, these transactions will read corrupt data and be
re-cxecuted themselves.

[0254]) Performance

[0255] The goal of our performance study was to compare
the relative cost of different levels of protection, for example
detection versus prevention, as well as comparing different
techniques for obtaining the same level of protection. In
each case, we are interested in the impact of the scheme on
normal processing as opposed to the time taken for recovery.
Corruption recovery is expected to be relatively rare, and the
time required is highly dependent on the application and
workload. The algorithms studied were implemented in the
DataBlitz Storage Manager, a storage manager being devel-
oped at Bell Labs based on the Dali main memory slorage
manager.

[0256} Performance of mprotect

[0257] Before describing lhe comparison of schemes, we
begin by looking at the relative performance of memory
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protection primitives on commonly available UNIX hard-
ware. In the Table below, we evaluate the basic performance
of the memory protection feature on a number of hardware
platforms Jocally available to us. In each casc, 2000 pages
were protected and then unprotected, and this was repeated
50 times. The number reported is the average number of
these pairs of operations which were accomplished per
second.

[0258] As shown in this table, the UltraSPARC on which
our benchmarks were nin is significantly faster at memory
protection than the other UNIX platforms to which we had
access, leading us to expect that hardware protection may
fare worse on other platforms.

Performance of Protect/Unprotect

Platform peirs/second
SPARCstation 20 15,600
UltraSPARCZ 43,000
HP 9000 C110 3,300
SGI Challenge DM 8,200

[0259] Implementing Read Logging and Prechecking

[0260] Computation of codeword values for reads takes
place in two contexts: as part of a codeword precheck or
when computing the codeword to be stored in a tead log
record. In general, implementation difficulty must be traded
against the window of potentially undetected corruption. To
minimize the window for undetected corruption, a codeword
computation should be made after the read has occurred. If
Ihe computation is made before the read, direct corruption
could take place in the window between the computation of
the codeword and the read itself.

[0261] 1In the case of prechecking, if a read is performed,
and a write is made based on that read before the codeword
for the read is checked, then this write can potentially cause
transaction-carried corruption, which the Read Prechecking
scheme is designed to prévent. More precisely, such a write
can be allowed, but cannot be visible to another transaction,
and it must be possible to undo the write physically, as any
logical undo based on a corrupt read cannot be trusted.

[0262] Forexample, in a page-based system, one approach
is to perform the read precheck when a page is Fix'ed in 2
shared mode, which leaves some window between the
computation and the read in which undelected comruption
could occur. Aliernatively, the precheck can occur al UnFix
time, introducing the possibility that a write is issued which
is based on the Fix’ed data before the UnFix takes place, in
which case provision must be made 1o physically undo that
write if an error is detected at UnFix time.

[0263] For read logging, the read log record must appear
in the log before any subsequent writes so that the recovery
algorithms will consider the writes as suspect. In this case,
it is simpler to use the codeword at Fix time.

[0264] A conservative solution, which may have a signifi-
cant performance cost, is to copy the information to be read
inlo private space and perform the test and subsequenl reads

on Lhis copy. In the page-based example, this would happen
at Fix time.
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[0265] To eliminate any window between checking the
codeword for some data and then using it, an explicit call to
perform the check must be inserted between reads and any
writes which are possibly exposed to another iransaction.
For example, if pages are fixed in read mode for the duration
of 2 complicated action, then some analysis of the code will
be required to add the additional calls.

[0266] Ioour implementation, which is pot page based, we
assumed that any write was also a read, thus the codeword
was checked during beginUpdate calls. We added calls
before all reads of persistent data which were not part of a
write. In the case in which a codeword is included with the
read log record, then these codewords were added to the
write log record as well as being added to the read log
record. Thus, calls for each read which was not part of a
write were added to the portions of the code which is used
by our performance tests, including the allocation code, the
relation manager, and one index structure, a hash table.

[0267] Workload

[0268] The workload examined is a single process execul-
ing TPC-B style transactions. The database consists of four
tables, Branch, Teller, Account, and History, ¢ach with 100
byles per record. Our dalabase contained 100,000 accounts,
with 10,000 tellers and 1,000 branches. These ratios are
higher than in TPC-B, in order to limit CPU caching effects
on the smaller tables. The benchmarks were tun on an
UltraSPARC with two 200 MHZ processors, and 1 gigabyte
of memory. All tables are in memory during each run, with
logging and checkpointing ensuring recoverability. In each
run, 50,000 operations were done, where an operation con-
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Size Ops/Scc % Slower
None 417 0%
64 366 12.2%
128 348 16.5%
256 319 211%
512 3 25.4%
1024 277 33.5%
8192 115 12.4%

[0271] Precheck Domain Sizes

[0272] Before presenting general results, we discuss a
tradcoff in the implementation of the Read Prechecking
algorithm, The Read Prechecking algorithm verifies each
read by computing the codeword of the regions which the
read intersects. Since one codeword is stored for each
protection domain, the size of the region leads to a lime-
space tradeoff for this scheme. We present the performance
of Read Prechecking wilth Data Codeword maintenance for
a variety of sizes of protection domains from 64 bytes to the
8K page size of our machine. With small size protection
somains, this scheme performs well, but may add 3%-6% to
the space usage of the database. The scheme breaks even
with hardware protection at about 1K protection domains.
These results are shown in the above precheck Table.

[0273] Results

[0274] The table below provides our results in temms of
cost of corruption prolection for the vanous discussed
herein:

Logical
Physical Coruption  Corruption  Ops/

Algorithm Direct  [ndirect  I[ndirect S5sc % Slower
Baseline Nope None None 417 0%
Data CodeWord (CW) Comect  None tNothing 380 8.5%
Dala CW w/Precheck, 64 byte Correct  Prevenl  Nothing 366 12.2%
Dala CW w/Readlog Correct  Correcl Correct 345 17.1%
Data CW w/CW Readlog Correct  Correct Correct 323 224%
Data CW w/Precheck, 512 byle Correct  Prevent  Nothing m 25.4%
Memery Protection Prevent Unneeded MNothing 257 38.2%
Data CW w/Precheck, 8K byte Corret Brevent  MNothing 115 72.4%

sists of updating the (non-key) balance fields of one account,
teller and branch, and adding 2 record to the history table.
Transactions were committed after SO0 operations, so that
commit times do not dominate. The alternative was to design
a bighly concurrent test with group commits, introducing a
great deal of complexitly and variability into the test. Each
test was run six times, and the results averaged. The results
are reported in terms of number of operations completed per
second.

[0269] Prechecking and Protection Domain Size

[0270] The table below provides operations per second
and percent slower for page sizes from 64 bytes to 8 k bytes.

[0275] In the above Cost of Protection Table, a represen-
tative selection of the algorithms discussed in this paper are
shown, along with the average number of operations per
second the algorithm achieved in our tests, and the relative
slowdown of the algorithm compared to the baseline algo-
rithm, which is just the system running with no cormuption
protection. Our experiments show that detection of direct
corruption can be achieved very cheaply, with about 8%
cosl, with simple data codeword protection. The choice
between these algorithms can be made on ease of imple-
mentation in a particular system. Prechecking with a small
domain size is economical at a 12% cost, depending on the
acceplability of a 6% space overbead. Read logging lowers
the space overhead, but raises the cost to 17%, which is
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significant, but may be worthwhile, since automatic support
for repairing the database can then be employed, and the
results of erroneous transactions can be tracked. Logging the
checksum of the data read, which increases the accuracy of
the corruption recovery algorithms, adds 5% to the cost,
bringing it to 22%. Memory protection using the standard
mprotect call costs 38%, mote than double the performance
hit of codeward protection with read logging. Finally, pre-
checking with large domain sizes fares very poorly.

[0276] Our conclusion from these results is that some form
of codeword protection should be implemented in any
DBMS in which application code has direct access to
database data. Detection of direct corruption is quite cheap,
and as limited as it is, is still far better than allowing
corruption to remain undetected in the database. Other levels
of protection may be implemented or offered to users so that
they may make their own safety/performance tradeoff.

[0277] Thus there has been described a variety of schemes
for preventing or detecting physical corruption using code-
words, and for tracing and recovering from physical and
logical corruption using read logging. Finally, a performance
study comparing alternative techoiques of cormption detec-
tion and recovery demonstrated the utility and practicality of
the present invention involving codewording and read log-
ging. Protection from direct physical corruption is economi-
cal to implemeant, transaction-carried corruption can be
prevented cheaply if enough space is available for small
protection domains, and detection of transaction-carried
corruption for later correction through read logging imposes
about a 17% cost on update transaction performance. The
technique of the present invention opens up interesting
possibilities in tracing logical errors through the database
system and aiding in their correction. The new schemes are
shown to be significantly cheaper than using the memory
protection and unprotection provided by UNIX around every
update.

[0278] Our techniques may deal with logical corruption
and handle errors which are not caught by integrity con-
straints. Our techniques for handling physical corrption
will be of increasing importance since applications are
increasingly being provided direct aceess to persistent data.
Since limited protection is very cheap, we believe imple-
meators of database systems in which application code has
direct access 1o database buffers should provide some form
of protection, at least as an option for users. Qur techniques
have been shown to be highly portable, and use only simple
integer operations which will be efficient on all medern
PIOCESSOrS,

[6279]} In summary, then, the present invention may find
application in the efficient recovery from physical or logical
corruption, off-line generation of consistent checkpoints to
be used to check global integrity constraints, fault-induction
tests of logical corruption recovery, and implementation of
these techniques in other database management systems.
The present invention may be implemented in a real-time
environment, for example, a communications environment
where the busy state of communications channels, circuits
and the like are preserved in a central (at a swilch or server)
or distributed database management system. All patent
applications and articles referenced herein should be deemed
{0 be incorporated by reference as to Lheir entire contents.
The present invenlion should only be deemed to be limited
in scope by the claims which follow.
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What we claim is:

1. A method of detecting and recovering from data cor-
ruption of a database comprising the step of logging infor-
mation about reads of a database to detect and recover from
physical corruption of the data in the database, said physical
corruption arising from bad writes of data to the database or
cormuption arsing indirectly therefrom.

2. A method of detecting and recovering from data cor-
ruption as recited in claim 1 further comprising the step of:

storing data of the database in main volatile memory of a
data processor.

3. A method of detecting and recovering from data cor-

rupticn as recited in claim 1 further comprising the steps of

maintaining a log of writes of the database and combining
said log of reads and said log of wriles into a combined
log of reads and writes.

4. A metbod of detecting and recovering from data cor-
ruption as recited in claim 1 further comprising the step of
logging one of an identity of information read from and an
identity of information written to the database.

5. A method of detecting and recovering from data cor-
ruption as recited in claim 1 further comprising the step of:

storing a codeward in a record of said read-logging

information.

6. A method of detecting and recovering from data cor-
niption as recited in claim 3 further comprising the step of
storing a codeword corresponding to a value of a data item
in a record of said combined log of reads and writes.

7. A methed of detecting and recovering from data cor-
ruption as recited in claim 1 further comprising the step of:

protecling data of the database with codewords, one

codeword for each region of the database.

8. A method as recited in claim 1 wherein recovery in a
delete transaction model comprises deleting effects of trans-
actions from a database image.

9. A method of detecting and recovering from data cor-
tuption a§ recited in claim 3, said recovery from data
corruption comprising first and second phases, a first redo
pbase followed by an undo phase.

10. Amethod as recited in claim 9 wherein said redo phase
comprises a forward scan of a log of read and write
operations.

11. A method as recited in claim 10 wherein said forward
scan adds an identity of data to a corrupt data table whepever
said data is written by a corrupt transaction.

12. Amethod as recited in claim 10 wherein said forward
scan adds an identity of data to a corrupt data table whenever
said data has failed an audit.

13. Amethod as recited in claim 10 further comprising the
siep of maintaining a corrupl fransaction table.

14. A method as recited in claim 13 wherein said forward
scan adds transactions to said corrupt transaction table that
are known corrupt transactions.

15. Amethod as recited in claim 13 wherein said forward
scan adds transaclions to said comupt transaction table
whenever dala is read that is identified in the corrupt data
table.

16. Amethod as recited in claim 13 further comprising the
step of storing a codeword corresponding to a value of a data
item in a record of said combined log of reads and writes
wherein said forward scan adds transactions to said corrupt
transaction table whenever said codeword does not match
the current value of said data item read from a database.
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17. A method as recited in claim 15 wherein in a redo
phase, actions such as writes are applied to a database image
unless a3 lransaction is listed in the corrupt transaction {able.

18. A method as recited in claim 10 wherein said undo
phase comprises undoing portions of corrupt transactions.

19. A method as recited in claim 10 wherein said undo
phase comprises undoing in progress transactions at the time
of a data processor failure.

20. A method as reciled in claim 1 for further recovering
from logical corruption, the method comprising the step of
maintaining a logical redo log.

21. A method as recited in claim 20 further comprising the
additional steps of maintaining a transaction code for redo-
ing transactions and of storing user inputs for a transaction
in said logical redo log.

22. Amethod as recited in claim 21 further comprising the
step of maintaining a commit record at a transaction level.

23. Amethod as recited in claim 20 comprising the further
step of returning a database to a transaction consistent state
prior to a first detected instance of possible data corruption.

24. A method as recited in claim 23 comprising the further
step of rerunning transactions affected by the first detected
inslance of a possible data corruption in the same order as an
original set of transacticns.

25. A method as recited in claim 23 comprising the further
step of deleting effects of transactions when logical infor-
mation is unavailable to permit redoing transactions.

26. Amethod as recited in claim 1, wherein direct physical
corruption has occurred to data in memory used for database
cache, further comprising the step of removing corruption
from cache pages without reflecting any comupt data values
in log records.

27. A method of detecting and recovering from data
cortuplion as recited in claim 3 further comprising the step
of responsive 1o the identily of a known corrupt dala ilem,
determining a probable source of the corruption from said
combined log of writes and reads.

28. A method as recited in claim 27 wherein said deter-
mining step comprises the substep of processiag said log of
writes and reads backwards from an end of said combined
log of writes and reads.

29. Amethod as recited in claim 28 further comprising the
substeps of maintaining a table of suspect cormupt data items
and, for each data item of said table, maintaining a sct of
known corrupt data items whose corruption would be
explained if said data item were corrupt.

30. A method ss recited in claim 29 further comprising the
substep of maintaining a table of suspect corrupt transac-
tions and, for each transaction of said table, maintaining said
set of known corrupt data items whose corruption would be
explaiped if said transaction were corrupt.

31. A method as recited in claim 30 further comprising the
substeps of adding a transaction to the table of suspect
corrupt transactions when a write of a data item in the
suspect data table by said transaction is encountered in said
combined log during said backwards processing step.

32. Amethod as recited in claim 31 further comprising the
substep of adding the set of known corrupt data items
associated wilk said dalta item in (he suspect data lable 1o the

sel of known corrupt dala items associated wilh said trans-
action.
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33. Amethod as recited in claim 30 further comprising the
stubsteps of adding a data item to the suspect data table
whea a read of said data item by a transactioa in the suspect
transaction table is encountered in said combined log during
said backwards processing step.

34. Amethod as recited in claim 33 further comprising the
substep of adding the set of knowa corrupt data items
associated with said transaction to the set of known corrupt
data items associated with said data item.

35. Amethod as recited in claim 34 further comprising the
step of stopping said backwards processing whenever a
suspect transaclion exists in the suspect transaction table
such that the set of data items associated with said transac-
tion contains all known corrupt data items, said transaction
beig output to said user as a possible source of said
corruption.

36. Amethod as recited in claim 35 further comprising the
steps of performing forward recovery from said transaction
determined by said user as a source of said corruption.

37. A method as recited in claim 1 wherein said informa-
tion about reads comprises one of a start and an end point
and length of data read.

38. A method as recited in claim 1 wherein, for detecting
logical corruption of data, said method comprises the step of
logging a codeword of a logical state found.

39. Amethod as recited in claim 1, further comprising the
step of logging lock information in a logical read log.

40. A method as recited in claim 39 wherein said lock
information comprises a name of a data item and a type of
lock.

41. A method as recited in claim 1 further comprising the
step of ensuring a disc image of said database is free of
corruption.

42. A method as recited in claim 1, wherein, in the event
of logical corruption, said method comprises the step of
logging the identity and codeword for a logical structure
protected by a lock.

43. A method of deteciing and recovering from data
corruption of a database comprising the steps of logging
information about reads of a database to detect and recover
from logical corruption of the data in the database, main-
taining a logical redo log and storing user inputs for a
transaction in said logical redo log.

44. A data corruption recovery method as recited in claim
43 further comprising the step of performing forward recov-
ery in said logical redo log from a determined point of initial
corruplion,

45. A corruption recovery method as recited in claim 44
further comprising the steps of saving log records until a
commit or an abort for a transaction is seen and, if a commit
15 seen, then scanning the read log records to determine if a
transaction bas read comrupted data and markiog the trans-
action as corrupt,

46. A corruption recovery method as recited in claim 45
further comprising the steps of, if a commit is seen and the
transaction is marked corrupt, reexecuting the transaction
logically and, responsive thereto, replacing logical redo
records with redo records generated by the logical reexecu-
tion of the transaction and adding data written by the
transaction to a corrupt data table.

47. A corruption recovery method as recited in claim 45
further comprising the steps of, if a commit is seen and the
transaclion is not marked cormrupt, executing its logical redo
records.
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48. A corruption recovery method as recited ia claim 44
further comprising the steps of saving log records until a
commit or an abort for a transaction is seen and, if an abort
is seen, discarding the log records.

49. A method of detecting and recovering from data
corruption of a database comprising the steps of logging
information about reads of a database 1o detect and recover
from logical corruption of the data in the database and
deleting the effects of transactions from an image of the
database.

50. The method of detecting and recovering from data
corruption as recited in claim 49 further comprising the step
of logging lock information in said logical redo log.

51. A method of detecting and recovering from data
corruption as recited in claim 49, said recovery from data
corruption comprising first and second phases, a first redo
phase followed by an undo phase.

52. A method as recited in claim 51 wherein szid redo
phase comprises a forward scan of a log of read and write
operations.

Jul. 11, 2002

53. Amethed as recited in claim 52 wherein said forward
scan adds an identity of data to a corrupt data table whenever
said data is written by a corrupt transaction.

54. Amethod as recited in claim 52 wherein said forward
scan adds transactions to a corrupt transaction table when-
ever data is read that is identified in the corrupt data table.

55. A method as recited in claim 54 wherein in a redo
Phase, actions such as writes are applied to a database image
unless a transaction is listed in the corrupt transaction table.

56. A melhod as recited in claim 51 wherein said undo
phase comprises undoing portions of corrupl transactions.

57. A method a3 recited in clajm 51 wherein said undo
phase comprises undoing in progress transactions at the time
of a data processor failure.

58. A method of detecting and recovering from data
corruption of a database comprising the steps of logging
information about reads of a database to detect and recover
from logical corruption of the data in the database and
logging a codeword of a logical state found.

* * * L] *
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YIn the Claims:

1. (Previously Amended) A method for creating a standby data processing
%\ system located at a standby site, which is remotely located from a primary site, comprising
the steps of:

(a) computing a difference between an active transaction redo log and an archive
transaction redo log to produce a delta image at the primary site;

(b) transmitting the active transaction redo log and the delta image, separately in time
sequernce, from the primary site to the standby site; and

(c) combining the delta image with the active transaction redo log at the standby site,

to produce a standby archive transaction redo log.
2. (Cancelled.)

3. {Cancelled.)

A

/ (Previously Amended) A method as in claim 1, further comprising the step of

storing the standby archive transaction redo log on the standby site.

g’ (Previously Amended) A method as in claim 1, further comprising the step of
storing transactions in the standby active transaction redo log as they are trapped at the

primary site,

=
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,Li./ (Previously Amended) A method as in claim 1, further comprising the step of
entering transactions from the archive transaction redo log into the standby transaction

processing system.

-
)

77" (Currently Amended) A method for creating archive redo logs for a standby
database at a remote location, comprising the steps of:
(a) trapping active log writes using a remote mirroring device that is capable of
mirroring the log writes to a standby site, to create an online redo log at the standby site;
{b) computing a difference between an online redo log and archive redo log to create a

delta image at a primary database, wherein the delta image includes an archive header;

(c) transmitting the delta image to a standby archive log replicator contained in the
standby database; and
(d) combining the delta image and archive header with the online redo log to create a

standby archive redo log on the standby database.

5

/%.’ A method as in claim ]{ further comprising the step of applying the standby

archive redo log by creating links to the standby archive redo log.

5
,Z./ A method as in claim7; further comprising the step of transmitting the delta
image to a standby archive log replicator using a first remote mirroring device in the primary

database and a second remote mirroring device in the standby database.

D
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g 7
)O./ A method as in claim.9; further comprising the step of using replication

handles to track the progress of mirror writes on the standby database as compared to the

primary database.

1( A method as in claim 87 further comprising the step of checking the primary

database queries using the archive log replicator to determine whether archiving is complete.

0
,{ld./ A method as in claim<7; further comprising the step of shipping an entire
archive redo log from the primary archive log replicator to the standby archive log replicator

asynchronously after archiving becomes slow enough that there is a risk of primary database

blocking.

I %

,w.’ A method as in claim 427 further comprising the step of shipping an entire
archive redo log from the primary archive log replicator to the standby archive log replicator
asynchronously when a spool buffer in a remote mirroring system has been filled.

|
‘JAC A method for creating archive redo logs from a primary database, for a

standby database at a remote location, comprising the steps of:

(a) trapping file system transactions to create an online redo log at the standby
database;

(b) computing a difference between an online redo log and archive redo log in the
primary database to find the delta image of the archive redo log;

(c) transmitting the delta image to a standby database; and

(d) combining the delta image with the online redo log in the standby database to

create standby archive redo log on the standby database.
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{7 ) &
)J./ A method as in claim ] further comprising the step of applying the standby

archive redo log by creating a link between the standby database and the standby archive redo

log.

1#

J} A method as in claim—lﬂ( further comprising the step of transmitting the delta
image to a standby archive log replicator using a first remote mirroring device in the primary
database and a second remote mirroring device in the standby database.

~

19 /

)if.’ A method as in claim )€ further comprising the step of using replication
handles to track the progress of mimror writes on the standby database as compared to the
primary database.

[t &

M Amethod as in claim 147 further comprising the step of checking the primary
database with database queries using the archive log replicator to determine whether
archiving is complete.

\ |-

AT A method as in claim 44, further comprising the step of shipping an entire
archive redo log from the primary archive log replicator to the standby archive log replicator

asynchronously after archiving becomes slow enough that there is a risk of the primary

database blocking,
¥i 17
A method as in claim 17 further comprising the step of shipping the entire
archive redo log from the primary archive log replicator to the standby archive log replicator

asynchronously when a spool buffer in a remote mirroring system has been filled.
5 B
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!2{ A system for creating a standby data processing system located at a standby

site, which is remotely located from a primary site, comprising the steps of:

means for computing a difference between an active data file and an archive data file
to produce a delta image at the primary site;

means for transmitting the active data file and the delta image, separately in time
sequence, from the primary site to the standby site; and

means for combining the delta image with the active data file at the standby site, to

produce a standby archive data file.

0
% An article of manufacture comprising:

a computer usage medium having computer readable program code means embodied
therein for creating archive redo logs for a standby database at a remote location, the
computer readable program code means in said article of manufacture comprising;

computer readable program code means for trapping active log writes using a remote
mirroring device that is capable of mirroring the log writes to a standby site, to create an
online redo log at the standby site;

computer readable program code means for computing a difference between an online
redo log and archive redo log to create a delta image at a primary database;

computer readable program code means for transmitting the delta image to a standby
archive log replicator contained in the standby database; and

computer readable program code means for combining the delta image with the online

redo log to create a standby archive redo log on the standby database.

ﬁ P
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Remarks

Applicant expresses appreciation to the Examiner for the consideration of the subject
patent application. The Office Action rejected claims 1, 4, and 6-22 under 35 U.S.C. 103(c),
as being unpatentable over Tamer, et al. (U.S. No. 6,035,412} in view of Bohannon, et al.
(U.S. Patent Publication 2002/0091718).

The Office Action has maintained the position that the language in claim 1 of
“transmitting a delta image for an archive transaction redo log to a standby site ...” is taught
by Tamer who synchs portions of a backup database in relation to a primary database. The
Examiner stated that synching a backup redo log to a primary redo log is the same as
computing the difference or delta image between the active transaction redo log and the
archive redo log.

Applicant would like to explain why the correlation made by the Office Action is not
appropriate for the present invention. One significant difference between the present
invention and the prior art is that Tamer and Bohannon process or sync the log data in the
redo logs themselves, but the present invention is using the database system information
that makes a log function as either an active log or an archive log.

A redo log file contains all the data needed to perform database recovery and the redo
log records every change made to the database structure. (Specification, page 8, paragraph 2.)
Further, the active transaction redo log and the archive transaction redo log contain duplicate
copies of this recovery information. When the active redo log and archive redo log are
synchronized properly by the “dirty track” method, then the redo logs contained in the active
and archive redo log files will be the same.

If the active redo log and archive redo log contain the same recovery logs when
properly synched, then how does the database system tell the difference between these two
files? Specifically, the database system has an archive header and other database system
identification data that marks the archive transaction redo logs.

Claim 1 reflects these differences by including the operation of “computing a

difference between an active transaction redo log and an archive transaction redo log to

7 "P
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produce a delta image at the primary site.” This language claims the delta image used to
create an archive transaction redo log, which cannot be done with the prior art references.

Claim 7 has also been amended to include the operation of “computing a difference
between an online redo log and archive redo log to create a delta image at a primary database,
wherein the delta image includes an archive header.” This further identifies and points
out the distinct features of the delta image as discussed.

In other words, the delta file does not include the redo logs or dirty track information.
This 1s because the redo log portions of the active and archived redo logs are identical at the
standby site. The active transaction redo log is shipped over the WAN with the delta image,
which includes the file header information. The delta image is then overlaid on the active
transaction redo log to create the archive transaction redo log. In effect, this avoids shipping

the redo log information twice.

Detailed Discussion of Tamer under 35 U.S.C. 103{c)

FIG. 1A of Tamer illustrates that Tamer is only interested in the interaction of the
local mirroring between the two data storage systems 2 and 4. These two data storage
systems in Tamer loosely correspond to 50 and 52 in FIG. 3 of the present invention.

Both the present invention and Tamer include bit maps or what are known as “dirty
track maps” but these bit maps are applied to the local mirroring as illustrated in FIG. 1A of
Tamer where mirroring occurs between the first local data storage system 2 and the second
local data storage system 4. (Column 7, lines 41-67) In one embodiment, the present
invention uses bit maps in its remote mirroring system 66, 68 and online logs 58, but the bit
maps are separate and distinct from the delta image. As discussed above, Tamer does not
teach or suggest enabling the creation of an archive transaction redo log on a standby site by
“combining the delta image with the active transaction redo log at the standby site” as
claimed.

Tamer does not teach or suggest transmitting a delta image for an archive transaction

redo log to a standby site as claimed in the present invention. Specifically, claim 1 includes

X

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
Page 179 of 201



the patentably distinct language of “transmitting the active transaction redo log and the

delta image, separately in time sequence, from the primary site to the standby site.”

Discussion of Bohannon under 35 U.S.C. 103(c)

The Office Action has also rejected the claims over Tamer in view of Bohannon, et al.
Bohannon will now be discussed in relation to the present invention. The Office Action
stated that Bohannon teaches or suggests “combining the delta image with the active
transaction redo log at the standby site, to produce a standby archive” (Page 3, paragraph
[0030] and page 8, paragraph [0099].)

Bohannon actually teaches a system for preventing the corruption of datain a
database using codewords for word-wise parity checking. This is described in paragraphs
{0092] through [0100] of Bohannon. Particularly, paragraph [0093] of Bohannon states that
*“...codewords are maintained for page-sized or smaller regions of data known as protection
regions.” Further, Bohannon teaches, “By using word-wise parity, or a similar scheme,
updates to the codeword can be made based only on the portion of the protection region
which was updated...” Paragraph [0094] reiterates that the codewords are being used for
corruption detection and not for a delta image or standby site.

Paragraph [0099] of Bohannon was cited by the Office Action as teaching the
combining of the delta image with the active transaction redo log to produce a standby
archive. A detailed reading of paragraphs [0099] and [0100] reveals that Bohannon teaches
using an exclusive OR to combine the codeword bits and the changes in the bits between the
undo image U and the redo image R. The ORed information is used to generate a new
codeword. This codeword (or parity word) is different than the present invention because the
present invention does not process the redo information in the file, but creates a delta image
to capture the database system information (not redo log information) in the archive
transaction redo log.

Even if Tamer and Bohannon were combined, the resulting combination would only
provide a database that uses a dirty track bitmap to identify portions of the backup database

that are out-of-sync with the primary database (Col. 7, lines 40-64) and parity checking
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codewords in the database. The combination of Tamer and Bohannon does not teach or
suggest how the data transfer to a standby site can be reduced by using a delta image to create
an archive transaction redo log at a standby site. Particularly, the combination of Tamer and
Bohannon do not teach or suggest, “combining the delta image with the active transaction
redo log at the standby site, to produce a standby archive transaction redo log.”

With regard to claim 5, Tamer and Bohannon do not teach “storing transactions in the
standby active transaction redo log as they are trapped at the primary site.” Specifically,
Tamer and Bohannon do not teach or suggest any operations with respect to a standby site.
Particularly, Tamer describes two local data storage systems that are connected by a high
speed link 6. (Col. 7 lines 33-36.) FIG. 1 of Bohannon also illustrates a local database
system. In contrast, the present invention focuses on reducing the amount of data transfer to
a standby cluster 53 over a lower bandwidth network as illustrated in FIG. 3 by the WAN 73.
The master and slave, described in column 4, lines 32-49 of Tamer, refer only to a data
storage system located at a primary site and not at a standby site. Claim 6 includes further
patentably distinct subject matter when considered in light of claim 1 from which claim 6
depends.

Claims 7-22 were also rejected by the Office Action under the same arguments
applied to claims 1-6. The method claims of present invention also include the steps of
combining the online transaction log 80 with the delta image to form the archive transaction
log(s) 76, 78 at the standby site, and this is not taught or suggested by the prior art. The same
arguments that have been presented by the Applicant also apply to these claims 7-22 and
claims 1-22 should be allowed.

If any impediment to the allowance of these claims remains after consideration of this
Amendment, the Examiner is invited to call Steve Perry at (801) 566-6633 so that any
necessary changes to the claims can be considered.

The Commissioner is hereby authorized to charge any additional fee or to credit any

overpayment in connection with this Amendment to Deposit Account No. 08-2025.

10 “\
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DATED this 6th day of October, 2003.

Respectfully submitted,

/ﬁwwﬁ\/\,ﬂ_,\/v\@

Steve M. Perry
Attomey for Applicant
Registration No. 45,357

THORPE, NORTH & WESTERN, L.L.P.
P.O. Box 1219

Sandy, Utah 84091-1219
Telephone (801) 566-6633
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Application/Control Number: 09/774,839 Page 2
Art Unit: 2172

DETAILED ACTION

Allowable Subject Matter
i. Claims 1 and 4-22, renumbered as 1-20, are allowed over the prior art of record.
2. The following is an examiner's statement of reasons for allowance:

Regarding Applicant’s claimed invention of “computing a difference between an active
transaction redo log and an archive transaction redo log to produce a delta image . . . transmitting
the active transaction redo log and the delta image, separately in time . . .”’, combined with
“combining the delta image with the active transaction redo log at the standby site, to produce a

standby archive transaction redo log.”
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Application/Control Number: 09/774,839 Page 3
Art Unit: 2172

Conclusion
3. Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for

Allowance."

4. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Alford W. Kindred whose telephone number is 703-305-3802.

The examiner can normally be reached on Mon-Friday, 8:00am-5:00pm.

5. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kim Vu can be reached on 703-305-4393. The fax phone numbers for the
organization where this application or proceeding is assigned are 703-746-7239 for regular

communications aﬁd 703-746-7238 for After Final communications.

6. Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the receptionist whose telephone number is 703-305-3900.

e ) W
Alford W. Kindred
Patent Examiner
Art Unit# 2172
October 31, 2003
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandnia, Vieginia 22313-1450

www.uspho.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 11404720103 l

HEWLETT-PACKARD COMPANY
Intellectual Property Administration

P.0. Box 272400 { ART UNIT |
Fort Collins, CO 80527-2400 07

DATE MAILED: 11/04/2003 l

ATTORNEY DOCKET NO. | CONFIRMATION NO. |
100069241 6266

EXAMINER _I
KINDRED, ALFORD W

PAPER NUMBER [

L APPLICATION NO. FILING DATE ]
09/774,839 0113172001 Shivaji Ganesh
TITLE OF INVENTION: RECREATION OF ARCHIVES AT A DISASTER RECOVERY SITE

FIRST NAMED INVENTOR

| APPLN, TYPE L SMALL ENTITY | ISSUE FEE ] PUBLICATION FEE

nonprevisional NO $1330 $300

[ TOTAL FEE(S) DUE ]
$1630

DATE DUE l
02/04/2004

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS5 NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPEICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED} MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS

STATUTORY PERIOD BE . SEE 35 US.C. 151. THE ISSUE FEE DUE INDICATED ABOVE
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR

AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:

L. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your curent
SMALL ENTITY status: .

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status is changed, pay the PUBLICATION FEE (if

If the SMALL ENTITY is shown as NQ:

A. Pay TOTAL FEE(S) DUE shown above, or

required) and twice the amount of the ISSUE FEE shown above
and notify the United States Patent and Trademark Office of the
change in status, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check the box below and enclose
the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

O Applicant claims SMALL ENTITY status,
See 37 CFR 1.27.

IL. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be

completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 l'nay require payment of
maintenance fees. It is patentee’s responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
PTOL-85 (Rev. 10/013) Approved for use through 04/30/2004.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

or Fax (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if req
ropriate. All further correspondence including the Patent, advance orders and notification of mamtenance fees

uired). Blocks 1 through 4 should be completed where
Wi be o

mailed to the current co! ondence address as

indicated unless corrected below or directed otherwise in Block |, by (a) specifying a new correspondence address; andfor (b) indicating a separate "FEE ADDRESS" for

maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Legibly mark-up with any comections or use Block 1) Note: A certificate of maill
Fee(s) Transmittal. This certi

ing can only be used for domestic mailings of the
cate cannot be used for any other accompanying

Eapeqs. Each additional paper, such as an assignment or formal drawing, must
7590 11/04/2003 ave its own certificate of mailing or transmission.
HEWLETT-PACKARD COMPANY Certificate of Mailing or Transmission
g i I hereby certify that this Fee(s) Transmittal is being deposited with the United
Intellectual Property Administration States Postal Service with sufficient posEtﬁge for ﬁr%t celgss mail 1n an envelope
P.0. Box 272400 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Fort Collins. CO 80527-2400 transmitted to the USPTO, on the date indicated below.
r
[Depositor's name)
(Signature)
{Dare)
l APPLICATION NO. _r FILING DATE I FIRST NAMED INVENTOR ATTORNEY DOCKET NO. l CONFIRMATION NO.
09/774,83% 01/31/2001 Shivaji Ganesh 10006924-1 6266
TITLE OF INVENTION: RECREATION OF ARCHIVES AT A DISASTER RECOVERY SITE
| APPLN. TYPE SMALL ENTITY t ISSUE FEE [ PUBLICATION FEE ] TOTAL FEE(S) DUE l DATE DUE J
nonprovisional NO $1330 $300 $1630 02/04/2004
{ EXAMINER . | ART UNIT | cLasssuBCLASS |
KINDRED, ALFORD W 2172 707-204000

é. F%h?nfﬁe;))f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list (1) the

O Change of correspondence address {or Change of Correspondence
Address form PTOI%

0 "Fee Address” indication {or "Fee Address” Indication form
Number is required. will be printed.

names of up to 3 registered patent attorneys or |
agents OR, altematively, (2) the name of a single
B/122) attached. firn (having as & member & registered attomey or 5
agent) and the names of up to 2 registered patent

PTO/SB/4T; Rev 03-02 or more recent) attached. Use of a Customer | 2010MEYS of egents. If no name is listed, no name 4

(7]

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi%ee 15 identified below, no assignee data will appear on the patent, [nclusion of assignee data is only appropriate when an assignment has

been previcusly submitted to the

SPTO or is being submitted under separate cover. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories {will not be printed on the patent); Qindividual Q corporation or other private group entity [ govemment

4a. The following fee{s) are enclosed: 4b. Payment of Fee(s):
Q Issue Fee £ A check in the amount of the fee{s) is enclosed.
Q Publication Fee Q Payment by credit card. Form PTQ-2038 is attached,
Q Advance Order - # of Copies Q The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number enclose an extra copy of this form).

Director for Patents is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

{Authorized Signature} {Date)

NOTE; The Issue Fec and Publication Fee (if required) will not be accepted from anyone
other than the apglicant; a registered alt_orneg or algent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

This collection of information is re%u_ired by 37 CFR 1.311. The information is required to
obtain or retain a benefit by the public which is to file {and by the USPTO to process) an
application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, prepating, and submitting the
completed application form to the SPTO. Time will vary depending upon the individual
case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to_the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, Alexandria, Virginia
22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.
SEND TO: Commissioner for Patents, Alexandna, Virginia 22313-1450,

Under the Paperwork Reduction Act of 1995, nmersa‘ns are required to respond to a
collection of information unless it displays a valid OMB control number.

TRANSMIT THIS FORM WITH FEE(S)

PTOL-B5 (Rev. 10/03) Approved for use through 04/30/2004. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UnNiTED STATES PATENT AND TRADEMARK. OFFICE

UNITED STATES DEFARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450
Alexandnis, Virginias 22313-1450
WWW SO, GOV
[ APPLICATION NO. l FILING DATE [ FIRST NAMED INVENTOR ] ATTORNEY DGCKET NO, ] CONFIRMATION NO, ]
09/774,839 01/31/2001 Shivaji Ganesh 10006924-1 6266
7590 1140412003 | EXAMINER |

HEWLETT-PACKARD COMPANY
Intellectual Property Administration

P.O. Box 272400

Fort Collins, CO 80527-2400

KINDRED, ALFORD W

| ART UNIT [ PAPER NUMBER ]
2172

DATE MAILED: 11/04/2003

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 303 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 303 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) system (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (703) 305-1383. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER. FOR PATENTS

PO, Box 1450

Alexandris,

Virginin 22313-1450
Www.uspto. gov
] APPLICATION NO. | FILING DATE l FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION No._]
094774,839 01/3172001 Shivaji Ganesh 10006924-1 6266
7590 11/0472003 [ EXAMINER _J
HEWLETT-PACKARD COMPANY KINDRED, ALFORD W
Intellectual Property Administration
P.0. Box 272400 [ arruwmr [ Parernumser |
Fort Collins, CO 80527-2400 2172

DATE MAILED: 11/04/2003

Notice of Fee Increase on October 1, 2003

If a reply to a "Notice of Allowance and Fee(s) Due" is filed in the Office on or after October 1, 2003, then the
amount due will be higher than that set forth in the "Notice of Allowance and Fee(s) Due" since there will be an

increase in fees effective on October 1, 2003. See Revision of Patent Fees for Fiscal Year 2004; Final Rule, 68 Fed.
Reg. 41532, 41533, 41534 (July 14, 2003).

The current fee schedule is accessible from (http://www.uspto.gov/main/howtofees.htm).

If the fee paid is the amount shown on the "Notice of Allowance and Fee(s) Due" but not the correct amount in view
of the fee increase, a "Notice of Pay Balance of Issue Fee" will be mailed to applicant. In order to avoid processing
delays associated with mailing of a "Notice of Pay Balance of Issue Fee," if the response to the Notice of Allowance
is to be filed on or after October 1, 2003 (or mailed with a certificate of mailing on or after October 1, 2003), the
issue fee paid should be the fee that is required at the time the fee is paid. If the issue fee was previously paid, and the
response to the "Notice of Allowance and Fee(s) Due" includes a request to apply a previously-paid issue fee to the
issue fee now due, then the difference between the issue fee amount at the time the response is filed and the

previously-paid issue fee should be paid. Seg Manual of Patent Examining Procedure, Section 1308.01 (Eighth
Edition, August 2001).

Effective October 1, 2003, 37 CFR 1.18 is amended by revising paragraphs (a) through (c) to read as set forth below.
Section 1.18 Patent post allowance (including issue) fees.

(a) Issue fee for issuing each original or reissue patent,
except a design or plant patent:

By a small entity (Sec. 1.27(a)).......ccoounerennnnn. $665.00

By other than a small entity.........c..occennin $1,330.00
(b) Issue fee for issuing a design patent:

By a small entity (Sec. 1.27(a))....ccccocevvvenne. $240.00

By other than a small entity.......ccooccoeccenrennee $480.00
(c) Issue fee for issuing a plant patent:

By a small entity (Sec. 1.27(2))......creeevcrenee $320.00

By other than a small entity...........ccooercernenne. $640.00

Questions relating to issue and publication fee payments should be directed to the Customer Service Center of the
Office of Patent Publication at (703) 305-8283.
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File History Content Report

The following content is missing from the original file history record obtained from the

United States Patent and Trademark Office. No additional information is available.

Document Date - 2004-02-10

Document Title - USPTO Grant

This page is not part of the official USPTO record. It has been determined that content

identified on this document is missing from the original file history record. SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00415
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

October 10, 2023

THIS IS TO CERTIFY THAT ANNEXED IS A TRUE COPY FROM THE
RECORDS OF THIS OFFICE OF THE FILE WRAPPER AND CONTENTS
OF:

APPLICATION NUMBER: 09/774,839
FILING DATE: Janaary 31, 2001
PATENT NUMBER: 4,691,139
ISSUE DATE: February 10, 2004

By Authority of the
Under Secretary of Commerce for Intellectual Property
and Director of the United States Patent and Trademark Office

Cerﬂfylng Oflicer
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PATENT APPLICATION FEE DETERMINATION RECORD _ I
Effective October 1, 2000 lsU164 2
CLAIMS AS FILED - PART | SMALL ENTITY OTHER THAN
{Column 1} TYPE [ OR SMALL ENTITY
VeIl s e B} RATE | FEE RATE | FEE
FOR NUMBER FILED BASIC FEE| 355.00 |oR[BASIC FEE]-710.00
TOTALCHARGEABLE CLAMS | _9minus20= |* X§ 0= orl xs18= | 21
INDEPENDENT CLAIMS < minus 3 = =2 X40= orl xe0= | /6o
MULTIPLE DEPENDENT CLAIM PRESENT D
+135= OR| +270=
* If the difference in column 1 is less than zero, enter “0” in column 2 TOTAL OR TOTAL q o é
CLAIMS AS AMENDED - PART Il OTHER THAN
Column 1 Column 2) [Co|umn 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHES
ADDI- ADDI-
o REMAINING NUMBER
E Bih oI RATE |TIONAL RATE | TIONAL
w AMENDMENT PAID FOR FEE FEE
E o
. Total * Mi e = = =
% otal InuUs X$ g_ OR X$18
E Independent |« Minus ww = X40= oR X80=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
+135= oRr| +270=
TOTAL OR ... TOTAL
ADDIT, FEE ADDIT. FEE
Column 1 Column 2}  {Column 3)
. ; CLAIMS : HIGHEST
m | B8l REMAINING | NUMBER PRESENT ADDI- ADDI-
5 ; I AFTER i PREVIOUSLY EXTRA RATE }TIONAL RATE | TIONAL
R S0l AmENDMENT EEEEEE PAID FOR FEE FEE
= )
g . Minus s = X$ 9= oR| X$18= I
g Independent | » Minus e = '_ X40< oR X80= |
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM | I
+135= OR | +270=
TOTAL TOTAL
ADDIT. FEE OR ADDIT. FEE
Column 1 Column 2}  {Column 3}
CLAIMS HIGHEST
3] REMAINING NUMBER PRESENT ADDI- ADDI-
E AFTER PREVIOUSLY EXTRA RATE [TIONAL RATE | TIONAL
] AMENDMENT PAID FOR EEE FEE
= ) - ck |
% Total * Minus o = X$ 9= OR X$18=
% Independent |« Minus - =
- e X40= or| X80=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
+135= OR | +270=
* If the entry in column 1 is less than the entry in column 2, write “0" in column 3. M—
** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20." ADDg.ogélé OR ADDI.'E'QIIENE-
***|t the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3.” ’ )
The “Highest Number Previously Paid For” (Total or Independent} is the highest number found in the appropriate box in column 1.

FORM PTC-875

Patent and Trademark Office, U.S. DEPARTMENT OF COMMERCE
(Rev. 8/00)

*U.S. GPO: 2000-460-706/30103
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SERIAL NO. FILING DATE
CLAIMS ONLY o4 T14859 0l-3(-a]
APPLICANT(S) :
' Ldeve M. Pevry
CLAIMS i
L = 10 Amem iy * ¥
. IND. | DEP IND. DEP. IND. DEP. IND. DEP. IND. DEP. IND. DEP.

1 i 51

2 \ 52

3 { 53

4 | 54

5 | 55

6 i 56

7 \ 57

8 | 58

9 i 59

10 { 60

11 \ 61

12 i 62

13 | 63

14 | 64

15 { 85

16 i 66

17 { 67

18 [ 68

19 i 69

20 K 70

2 \ 71

22 A 72

23 73

24 74

25 75

26 76

27 77

28 78

29 79

30 80

31 a1

32 82

33 83

34 84

35 85

36 86

37 87

38 86

39 89

40 80

41 3]

42 92

43

44
45

46
47
43
49

50

TOTAL
IND,

TOTAL
DEP.

TOTAL

CLAIMS

FORM PTO-2022 {1-96)

* MAY BE USED FOR ADDITIONAL CLAIMS OR ADMENDMENTS

U.5.DEPARTMENT OF COMMERCE
Patent and Trademark Office

“U.S. GPO: 1999-443-500/89152
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Derwent Innovation

Derwent Innovation Patent Export, 2023-11-09 01:37:00 +0000

Search results for: PNS=(US6691139);

Collections searched: DWPI; ARIPO grant; Argentina UM; Argentina app; Armenia grant; Australia
UM; Australia app; Australia grant; Austria UM; Austria app; Austria grant; Belarus UM; Belarus
grant; Belgium app; Belgium grant; Brazil UM; Brazil app; Brazil grant; Bulgaria UM; Bulgaria app;
Bulgaria grant; Canada app; Canada grant; China, Mainland UM; China, Mainland app; China,
Mainland grant; Colombia app; Costa Rica UM; Costa Rica app; Croatia UM; Croatia app; Croatia
grant; Cuba app; Cuba grant; Czech Republic UM; Czech Republic app; Czech Republic grant;
Czechoslovakia grant; Denmark UM; Denmark app; Denmark grant; Estonia UM; Estonia app;
Estonia grant; Eurasian (EAPO) grant; Europe (EP) app; Europe (EP) grant; Finland app; Finland
grant; France app; France grant; Georgia grant; German Democratic Republic app; German
Democratic Republic grant; Germany UM; Germany app; Germany grant; Greece app; Greece
grant; Gulf Cooperation Council grant; Hong Kong UM; Hong Kong app; Hong Kong grant;
Hungary grant; Iceland grant; India app; India grant; Indonesia UM; Indonesia app; Ireland UM;
Ireland app; Ireland grant; Israel grant; Italy grant; Italy grant; Italy grant; Italy grant; Japan UM;
Japan app; Japan grant; Korea UM; Korea app; Korea grant; Latvia grant; Lithuania grant;
Luxembourgh app; Luxembourgh grant; Malaysia app; Malaysia grant; Mexico app; Mexico grant;
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