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1

METHOD AND APPARATUS FOR
PREVENTING STARVATION IN A
MULTI-NODE ARCHITECTURE

FIELD OF THE INVENTION

Embodiments of the present invention relate to a com-
puter system having a multi-node computer architecture. In
particular, the present invention relates to a method and
apparatus for managing memory related requests in a multi-

2

FIG. 2 is a partial block diagram showing a memory
address space for a multi-node system according to an
embodiment of the present invention.

FIG. 3 is a partial block diagram showing a request
pending buffer and a response pending buffer that may be
used in a switching agent in a multi-node system according
to an embodiment of the present invention.

FIG. 4 is a flow diagram of a method of managing
requests in a multi-node system according to an embodiment

node architecture such that there is no starvation of requests 19 of the present invention.
from a subset of nodes and every request from a node gets FIG. 5 is a flow diagram of a method of processing a
a chance to eventually complete. request according to an embodiment of the present inven-
BACKGROUND tion.

Computer systems may contain multiple processors that 15 DETAILED DESCRIPTION
may work together to perform a task. For example, a . . .
corgputer syst%m may CIZ)ntain four processors tha? rr,lay Embodiments of the present invention relate to methods
share system resources (e.g., input devices or memory a.nd apparatus of preventing l.iveloc.k and starvation situa-
devices) and may perform parallel processing. The proces- tons n multl-n?(ﬁ:l Sysfm 1mn .:VEI.Ch requft:stls:Ig) eicc.:ess
sors may send messages to each other, may send messages 20 memory are sent through a swilching agent. /4. 115 a
to system resources, and may send and receive messages partial block diagram of a system haV.mg a switching agent
from the system resources. For example, such messages may that manages memory requests according to an embodlmfznt
include requests for information that is stored at a location Pf the presertlt 1nverzt10n.ﬂll3 ItG'. 1 ls hé)ws a system 100 which
in a memory device or a request to store information in a 18 a compuier system thal ICAes processors, memory
location of a memory device 25 devices, and input/output devices. Components in system

I ; ‘ .th { of dat. v bei 100 are arranged into architectural units that are referred to
useg IE;HZ ﬁgﬁ;gg’;s;ﬂ;a;sz (?Opiz da (f:;lorrr;:na };ysetlerﬁ herein as “nodes.” A system that has multiple nodes may be

. . referred to as a “multi-node” system.
memory device such as a dynamic random access memory Each nod . Y
(DRAM) into a relatively smaller but faster cache memory ach mode may contamn one or more processors,
device such as a static random access memory (SRAM). The 30 memories, or input/output devices. The components within
cache memory device is usually private to each processor ahnodehmay be connectgd o other .comlpor;entscﬁir} .that nOdfl
such that only one processor can read or write to it. In such through one or more busses or signals. In addition, eac
systems, a cache is said to be “coherent” if the information node in system 100 has an §Xt§rnal connection that may be
resident in the cache reflects a consistent view of the us.ed by the components within that node to communicate
information in all the private cache memory devices and the 35 with components 1n other nodes. In one .embodlment, any
DRAM memory. Cache “snooping” is a technique used to communication from a component within a first node to
detect the state of a memory location in private cache another node must be routed though the external connection
memory devices on a memory access that might cause a for the first node. In system 100, the external connection for
cache coherency problem. In a multi-processor system, the cach node is connect.ed to a switching agent 140. A multi-
40 node system for which each node communicates to other

messages sent between processors may include cache snoop-
ing messages.

A processor may be said to encounter a “livelock” or
“starvation” situation when a coherency event generated by
a processor is unable to complete for an indefinite amount of
time even after repeated attempts, because another event
from the same processor or another processor prevents it
from making forward progress. If the sending of requests
from processors in a multi-processor system and servicing of
the requests at the responding agent is not managed properly,

45

nodes through a dedicated connection (such as switching
agent 140) may be said to have a point-to-point architecture.

The nodes in system 100 may send messages that are
directed to a processor, memory or resource in another node.
For example, one node may send a request to read from a
memory location that is stored in another node. Similarly, a
node may send a request to snoop the caches in the other
nodes. In one embodiment, all requests in system 100 from
one node to another node may be sent to switching agent

then some of the requests may be starved by the responding 59 140, and switching agent 140 may send requests to other
agent and a livelock situation may occur. For example, a first nodes that are based on the first request. For example,
processor may be accessing a memory location, and at the switching agent 140 may receive a request from a first node
same time the second processor may be also accessing the '@ Snoop for a particular memory location, and switching
same memory location. If the memory agent can satisfy only 2860t 140 may send snoop requests to the other nodes in

55 system 100 as is appropriate to carry out the received snoop

one request to a memory location at a time and must ask all
other requests to the same location to be reissued, then it is
possible that the request from the first processor never
completes because the same memory location is being
accessed again and again by the second processor. In this
case, requests from the second processor cause starvation of
the request from the first processor, therefore causing a
livelock at the first processor.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a partial block diagram of a system having a
switching agent that manages memory requests according to
an embodiment of the present invention.

60

65

request.

After a node in system 100 has acted on a request that it
received, it may send a response. For example, if a node
receives a read request from switching agent 140, it may
read the data from a memory and respond by sending the
data requested to switching agent 140. It is possible that
switching agent 140 may send a request associated with a
particular location in a memory (i.e., a memory location) to
anode and, before receiving a response from that node to the
request sent, the switching agent receives a second request
from another node to the same or different location in the
memory. According to a coherency protocol, the switching

SAP - Exhibit 1002
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3

agent 140 may be not be able to accept the request from the
second node if it does not have the necessary resources, or
the switching agent may be required to not accept the second
request if it is to the same memory location as the first
request. In either of these cases, the switching agent 140 may
give a retry response to the second request and expect the
requesting node to reissue the request at a later instance.
Since the switching agent 140 is not required to accept every
request and it is allowed to give a retry response, it is
possible that a request from a node always gets a retry
response from the switching agent when it is reissued by the
requesting node and reaches the switching agent. This may
be indicated as a starvation or livelock condition, which is
undesirable and must be avoided for a system to work
properly. Embodiments of the present invention relate to
preventing these livelock or starvation conditions.

A request is associated with a memory location, for
example, if it is a request to access that location in the
memory. Thus, a request to read from a location in a memory
or to write to a location in a memory are associated with that
location in the memory. Other types of requests also may be
associated with a memory location, such as for example a
sSnoop request.

The details shown in FIG. 1 will now be discussed. As
shown in FIG. 1, system 100 includes a first node 110, a
second node 120, a third node 130, and an input/output node
150. Each of these nodes is coupled to switching agent 140.
The term “coupled” encompasses a direct connection, an
indirect connection, an indirect communication, etc. First
node 110 is coupled to switching agent 140 through external
connection 118, second node 120 is coupled to switching
agent 140 through external connection 128, and third node
130 is coupled to switching agent 140 through external
connection 138. External connections 118, 128, and 138
may be one or more lines capable of communicating infor-
mation to and from the node.

First node 110 includes processor 111, processor 112, and
node controller 115, which are coupled to each other by bus
113. Processor 111 and processor 112 may be any micro-
processors that are capable of processing instructions, such
as for example a processor in the INTEL PENTIUM family
of processors. Bus 113 may be a shared bus. First node 110
also contains a memory 119 which is coupled to node
controller 115. Memory 119 may be a Random Access
Memory (RAM). Processor 111 may contain a cache 113,
and processor 112 may contain a cache 117. Cache 113 and
cache 117 may be Level 2 (L2) cache memories that are
comprised of static random access memory.

Similarly, second node 120 contains a processor 121 and
node controller 125 which are coupled to each other. Second
node 120 also contains a memory 129 that is coupled to node
controller 125. Third node 130 contains a processor 131,
processor 132, and node controller 135 that are coupled to
each other. Third node 130 also contains a memory 139 that
is coupled to node controller 135. Processor 121 may
contain a cache 123, processor 131 may contain a cache 133,
and processor 132 may contain a cache 137. Processors 121,
131, and 132 may be similar to processors 111 and 112. In
an embodiment, two or more of processors 111, 112, 121,
131, and 132 are capable of processing a program in parallel.
Node controllers 125 and 135 may be similar to node
controller 115, and memory 129 and 139 may be similar to
memory 119. As shown in FIG. 1, third node 130 may
contain processors in addition to 131 and 132.

In one embodiment, switching agent 140 may be a routing
switch for routing messages within system 100. As shown in
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FIG. 1, switching agent 140 contains a request manager 141,
response pending buffer 142, first pending requests buffer
145, second pending requests buffer 146, third pending
requests buffer 147, and memory manager 149. Request
manager 141 may include hardware, such as circuits that are
wired to perform operations, or program instructions, such
as firmware that performs operations. Request manager 141
may be adapted to manage requests that are received by
switching agent 140 from nodes in system 100, or are to be
sent to nodes by switching agent 140, in order to prevent
livelock and starvation according to embodiments of the
present invention as discussed below.

Response pending buffer 142, first pending requests
buffer 145, second pending requests buffer 146, and third
pending requests buffer 147 may each be regions of a
memory in switching agent 140 used as a temporary reposi-
tory of data. In particular, response pending buffer 142 may
be used to store information about requests that have been
sent out but for which a response has not yet been received
(ie., a response is pending). Pending requests buffers 145,
146, and 147 may be used to store requests that have been
received by switching agent 140 but have not yet been
processed by switching agent 140. In the embodiment
shown in FIG. 1, first pending requests buffer 145 contains
requests sent by first node 110, second pending requests
buffer 146 contains requests sent by second node 120, and
third pending requests buffer 147 contains requests sent by
third node 130. In other embodiments, switching agent 140
may have more or less pending request buffers. For example,
switching agent 140 may have a single pending request
buffer for all the nodes in the system. Buffers 142, 145, 146,
and 147 may be stored in a single memory device or in some
combination of multiple memory devices in switching agent
140.

Switching agent 140 may also contain a memory manager
149 which may include hardware, such as circuits that are
wired to perform operations, or program instructions, such
as firmware that performs operations. Memory manager 149
may be adapted to process requests that are received by
switching agent 140. Processing of such requests may
include identifying nodes that contain a copy in their private
cache memory of information stored at a location in a
memory address space that is associated with the request,
sending requests that are based on the request being pro-
cessed to each of said identified nodes, and storing an entry
in the response pending buffer for each request sent.
Memory manager 149 may include a table 143 in a memory
that is used to determine to which nodes a request should be
sent.

As shown in FIG. 1, input/output node 150 contains an
input/output hub 151 that is coupled to one or more input/
output devices 152. Input/output devices 152 may be, for
example, any combination of one or more of a disk, network,
graphics display, printer, keyboard, mouse, or any other
input/output device. Input/output hub 151 may by an inte-
grated circuit that contains bus interface logic for interfacing
with a bus that complies to the Peripheral Component
Interconnect standard or any other Input/Output intercon-
nect standard. Input/output hub 150 may be similar to, for
example, the INTEL 82801AA I/O Controller Hub.

In an embodiment, node controller 115, switching agent
140, and input/output hub 151 may be a chipset that provides
the core functionality of a motherboard, such as a modified
version of a chipset in the INTEL 840 family of chipsets.

In a further embodiment, inter-node communication in
system 100 is asynchronous (i.e., there is no fixed timing

SAP - Exhibit 1002
SAP v. Valtrus et al. - IPR2025-00417
Page 9 of 13



US 6,487,643 B1

5

between events). In a still further embodiment, inter-node
communication is sent in the form of packets which may
contain a header and data sections. An example of a message
size may be 144 bits. In an embodiment, the messages sent
may include requests and responses. In a further
embodiment, the types of requests that the nodes may send
and receive may include a memory read request, memory
write request, cache snoop request, cache flush request,
memory update request, cache line replacement request,
input/output port read request, and input/output port write
request. Requests may contain fields such as a packet type,
destination ID, request type, source ID, transaction address,
request length, stream ID, and ordering semantics.

In an embodiment of the present invention, the processors
in nodes 110, 120 and 130 may be shared memory multi-
processors, and each of the memories 119, 129, and 139 may
be part of the same shared physical address space. In a
further embodiment, the processors in nodes 110, 120, and
130 communicate with each other through shared memory
reads and writes (i.e., by writing to and reading from
memory 119, 129 and 139). In a further embodiment, the
processors in nodes 110, 120 and 130 each have one or more
caches (e.g., Level 1 and Level 2 caches), and these caches
are kept coherent using the switching agent 140. For
example, when processor 111 accesses a location in memory
119, it may send a snoop request for that memory location
to switching agent 140, which may determine if any of the
processors in second node 120 and third node 130 have
cached that memory location. A snoop request may be
generated when a processor needs other processors in the
system to look in their own caches to see if a particular line
is present in their cache.

FIG. 2 is a partial block diagram showing a memory
address space 201 and caches for a multi-node system
according to an embodiment of the present invention.
Memory address space 201 includes first memory 119,
second memory 129, and third memory 139, which are
shown respectively in first node 110, second node 120, and
third node 130 in FIG. 1. For the purpose of illustration, first
memory 119 is shown as containing the addresses 0 to 49,
second memory 129 is shown as containing the addresses 50
to 99, and third memory 139 is shown as containing the
addresses 100 to 149. Thus, in this embodiment, address
space 201 contains the locations in addresses 0 to 149. Of
course, in other embodiments address space 201 may con-
tain other addresses, and address space 201 may be spread
across more or less memories than as shown in FIG. 2.
Address space 201 may be referred to as a “shared” address
space because any node in the multi-node system may
address any location in address space 201. Thus, second
node 120 may send a request to read from location 0 in the
address space, location 0 being contained in memory 119 in
first node 110.

FIG. 2 also shows caches 113, 117, and 123, which are
contained in first node 110 and second node 120 of FIG. 1.
The multi-node system may contain more or less caches than
is shown in FIG. 2 (such as caches 133 and 137 of FIG. 1).
In an embodiment, each addressable location of memory in
address space 201 may be the size of a cache line in caches
113,117, and 123. In FIG. 2, certain locations in the memory
address space 201 are designated as A, B, C, D, E and F for
the purposes of reference. Each of these locations stores
some information (data or instructions). The information in
any particular location in the memory address space 201
may be cached in one or more of the caches in the system.
Thus, a copy of the information in the location designated A
in first memory 119 is cached in caches 113, 117, and 123;
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a copy of the information in the location designated B in first
memory 119 is cached in cache 117; a copy of the informa-
tion in the location designated C in first memory 119 is
cached in caches 113 and 123; a copy of the information in
the location designated D in second memory 129 is cached
in cache 117 and cache 123; a copy of the information in the
location designated E in second memory 129 is cached in
cache 113; and a copy of the information in the location
designated F in third memory 139 is cached in cache 123.

Switching agent 140 may process requests as follows. If
switching agent 140 receives from third node 130 a request
to snoop the memory location designated as A (in FIG. 2),
memory manager 149 may determine from table 143 that
memory location A is cached in both cache 113 (in first node
110) and cache 117 (in second node 120). Memory manager
149 may then cause snoop requests that are associated with
location A to be sent to first node 110 and second node 120.

FIG. 3 is a partial block diagram showing a request
pending buffer and a response pending buffer that may be
used in a switching agent in a multi-node system according
to an embodiment of the present invention. In particular,
FIG. 3 shows more details of first pending requests buffer
145 and response pending buffer 142. Second pending
requests buffer 146 and third pending requests buffer 147
may contain the same structure as first pending requests
buffer 145. As shown in FIG. 3, first pending requests buffer
145 may contain entries 1 to n and response pending buffer
142 may contain entries 1 to m. Each entry in first pending
requests buffer 145 may contain a request information field
311, which contains information about the request stored in
that entry, and an associated location in address space field
312, which contains the address space associated with the
request. Each entry in response pending buffer 142 may
contain a destination node field 321, an ID of associated
request field 322, and an associated address field 323. In
another embodiment, each entry in response pending buffer
142 is associated with one or more requests that were sent
by the switching agent and for which a response is pending.
Each such entry records information for each request sent.
First pending request buffer 145 and response pending buffer
142 may be used as discussed below.

FIG. 4 is a flow diagram of a method of managing
requests in a multi-node system according to an embodiment
of the present invention. This method may be performed by
a device, such as for example switching agent 140 of FIG.
1. As shown in FIG. 4, a new request is received by the
device (401). The new request may be received from a first
node, such as first node 110, and the new request may be
associated with a location in a memory address space, such
as memory address space 201. For example, first node 110
may have sent a request to read from a location in the
memory address space or a request to snoop for a location
in the memory address space. Prior to receiving the new
request, switching agent 140 may have sent one or more
requests to nodes in the system. During the process of
sending requests for each memory location, switching agent
140 may have created a new entry associated with the
memory location in a response pending buffer. The response
pending buffer may contain entries that are associated with
memory locations for which requests have been sent by the
device and for which the device has not received all the
responses (i.e., a response is pending). That is, an entry may
be created in the response pending buffer when one or more
requests are sent and may be removed from the response
pending buffer when all responses to the requests are
received.

After receiving a new request, the switching device 140
may check if the corresponding Pending Request Buffer for
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that node is full (402). If the Pending Request Buffer is full,
then the new request is not stored in the Pending Request
Buffer and a retry response is sent to the requesting node
asking it to resend the request later (408). This type of
request retry is classified as a “resource induced retry”,
because a Pending Request Buffer resource was not avail-
able to process the request. The switching agent 140 may
receive the resent version of the request at a later time and
it will be treated as a new request by the switching agent.

If a Pending Request Buffer entry is available to process

8

tion. According to the embodiment shown in FIG. 5, the
request is entered as an entry in the response pending buffer
if an entry is available in the Response Pending Buffer
(501-502). If the response pending buffer is full, then the
request is held in the Pending Request Buffer and the
mechanism continues at a later time.

If the pending request buffer is not full, then the new
request may be further processed. Processing the request
may include identifying nodes that contain a copy of the
location associated with the request in their private cache

10

the new request, then the new request is stored in the memory, sending snoop requests that are based on the new
Pending Request Buffer (403). Once a Pending Request request to each of the identified nodes (503), and updating
Buffer entry is allocated to the new request, the switching the entry in the response pending buffer to indicate that a
device 140 may check the response pending buffer to response is pending from each of the identified nodes (504).
identify entries associated with the same location in the ;5 For example, if a new request to read from a location that is
memory address space as the new request (404—405). If an contained in memory 129 is received from first node 110, a
entry in the response pending buffer is identified as being memory manger in the switching device may check a table
associated with the same location as the new request, then and determine that a request to read from that location
the switching agent determines (1) if an identified entry is ~ should be sent to second node 120. A snoop request to that
associated with a request that was sent to the same node as ,, location may be sent to the second node 120, and this request
the node from which the new request was received and (2) may be based on the received new request. In addition, the
if a response associated with the request has not been entry associated with the request stored in the response
received (406). If the identified entry has an outstanding  pending buffer 142 may be updated to include a destination
request to the node from which the new request was node (second node 120), an ID of the associated request, and
received, then the request is removed from the Pending s the location in the memory address space that is associated
Buffer and a retry response is sent to that node requesting ~ Wwith the request.
resending of the new request (407—408). For example, if (1) When the switching agent 140 receives a response asso-
the new request was received from the first node, (2) a ciated with an entry in the response pending buffer 142, it
second request associated with the same memory location as updates the entry to indicate that the response has been
the new request had been sent by the switching agent 140 to 33 received from the associated node. The switching agent may
the first node, and (3) a response to the second request has remove the entry from the response pending buffer after
not been received by the switching agent 140, then the responses have been received for all the requests sent to
switching agent 140 removes the request from the pending different nodes for that entry (505-507). Once an entry is
response buffer (407) and sends a retry response to the first removed from the response pending buffer, the associated
node requesting that the first node resend the new request 35 entry in the pending request buffer may also be removed and
(408). This type of request retry is classified as a “conflict the entry is available for another new request (508). The
induced retry”, where a conflicting entry to the same switching agent 140 may then select an entry for processing
memory location in the Response Pending Buffer causes the from a pending requests buffer, such as pending requests
request to be rejected from the switching agent. At a later buffer 145.
time, the switching agent 140 may receive a resent version 4q In an embodiment, the switching agent selects an entry
of the new request, and the received resent version may be from the pending requests buffer for processing which entry
processed according to the same method. If none of the is not associated with the same location in the memory
entries in the response pending buffer are associated with the address space as any of the entries in the response pending
same location as the received resent request and if the buffer. In this embodiment, the selection algorithm is fair
Response Pending Buffer is not full, then the new request 45 among all the pending request buffers such that the requests
may be entered in the Response Pending Buffer and may be from each pending buffer gets a fair chance to be processed
processed as discussed below. and enter the response pending buffer. The selection algo-

If an entry in the response pending buffer is identified as rithm is also fair among requests within a pending request
being associated with the same location as the new request, buffer such that each request in a pending buffer gets a fair
but the identified entry does not indicate that an outstanding sp chance to check the response pending buffer and enter the
request that was sent to the same node as the node from response pending buffer. For example, if a request from first
which the new request was received (406), then the new pending request buffer 145 cannot enter the response pend-
request is held in the pending request buffer, such as first ing buffer because the response pending buffer is processing
pending request buffer 145. For example, a new request may another request to the same memory location, then another
be received from a first node, and an entry in the response ss5 request from the first pending buffer 145 must be given a
pending buffer may be associated with the same location as chance to check and enter the response pending buffer. The
the received new request. If that entry in the response request that is stored in the entry selected from the pending
pending buffer indicates to an outstanding request that was requests buffer may then be processed as discussed above. In
sent only to a second node, then the new request may be held one embodiment, a pending request buffer is used to store
in the pending request buffer. At some later time the sp new requests if the memory manager 149 is not ready to
response pending buffer will be checked to see if there is still process the new request (e.g., if it is busy processing another
an entry associated with the same location (405). request). In this embodiment, processing a new request may

If none of the entries in the response pending buffer are include determining if the memory manager is ready to
associated with the same location in the memory address  process the request and, if not, storing the request in a
space, then the switching device 140 can process the request 65 pending request buffer.

(410). FIG. 5 is a flow diagram of a method of processing a
request according to an embodiment of the present inven-

The node controller at each processor and Input/Output
node contains an outgoing request buffer that keeps track of
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all the requests outstanding from the node. A request gen-
erated at the node occupies an outgoing request buffer entry
until it receives all its associated responses from the switch-
ing agent. In the event of the switching agent responding
with a retry response to a request, the associated outgoing
request buffer entry is kept valid and the request is resent
immediately or at a later time. The outgoing request buffer
entries also keep track of number of retry response to a
request and if the number of retry responses exceed a limit
(say 8 retries), then the node controller goes into a recovery
mode where the outgoing request buffer does not accept any
new request from processor or Input/Output agents until all
existing requests are eventually complete.

The present invention may be used to manage the sending
of requests in a multi-node system to prevent certain live-
lock or starvation conditions from occurring. The present
invention may be used to prevent starvation or livelock
where a switching agent acts as a central arbitration agent for
requests from multiple nodes and it may have to reject some
requests either due to a resource constraint (resource
induced retry) or due to a conflicting access to same memory
location (conflict induced retry). Several embodiments of
the present invention are specifically illustrated and/or
described herein. However, it will be appreciated that modi-
fications and variations of the present invention are covered
by the above teachings and within the purview of the
appended claims without departing from the spirit and
intended scope of the invention. For example, while the
nodes in FIG. 1 are shown containing one or two processors,
a node may contain any number of processors. In one
embodiment, a node contains only one processor, and in
another embodiment a node contains four processors. As
another example, while the nodes in FIG. 1 are connected
through receiving agent 140, in another embodiment two
nodes may be directly connected to each other. For example,
in a system with that has two nodes, the node controller of
a first node may be connected to the node controller of a
second node. In another embodiment, the node controller for
anode may be part of a processor in that node. For example,
a first node in a system may only contain one processor, and
the node controller for that node may be part of that
processor. In addition, a node (e.g., node 110) may contain
one or more processors and an input/output hub. In still
another embodiment, the outbound buffer manager, inbound
buffer manager, and/or routing manager are implemented as
instructions adapted to be executed by a processor, which
may include firmware, microcode, object code, source code,
ext. As another example, while the embodiment in FIG. 4
stores the new request in the pending request buffer regard-
less of whether there is a conflict induced retry required and
later removes the request if such a retry is required, in
another embodiment a new request is only stored in the
pending request buffer if a conflict induced retry is not
necessary.

We claim:

1. Amethod of managing requests in a multi-node system,
the method comprising:

sending to a first node a first request associated with a

location in a memory address space;
receiving a second request associated with the same
location in the memory address space before receiving
a response from the first node to the first request;

determining whether the received second request had
been received from the first node; and

sending to the first node a retry message requesting

resending of the second request based on a determina-
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tion that the received second request had been received
from the first node.

2. The method of claim 1, wherein said location in the
memory address space is the size of a cache line in a cache
in the multi-node system.

3. The method of claim 1, wherein the first request is a
request to read information stored at said location in the
memory address space.

4. The method of claim 1, wherein the method further
comprises:

receiving a response from the first node to the first
request;

receiving a resent second request from the first node; and

sending a third that is based on the received resent second

request.

5. The method of claim 4, wherein the third request is a
request to snoop for said location in the memory address
space.

6. A method of managing requests received by a device in
a multi-node system, the method comprising:

receiving at a device a new request from a first node, the
new request associated with a location in a memory
address space;

checking a response pending buffer containing one or
more entries each associated with one or more requests
which were sent by the device and for which a response
is pending; and
sending from said device to the first node a retry message
requesting resending of said new request based on a
determination that said new request is associated with
the same location in the memory address space as an
entry in the response pending buffer and that said entry
is associated with a request that was sent to the first
node.
7. The method of claim 6, wherein the method further
comprises:

storing the new request as an entry in a pending requests
buffer if the new request is associated with the same
location in the memory address space as one or more
entries in the response pending buffer and none of said
one or more entries is associated with a request that was
sent to the first node; and

processing the new request if the new request is not
associated with the same location in the memory
address space as any of the entries in the response
pending buffer.

8. The method of claim 7, wherein processing a request

comprises:

identifying nodes that contain a copy of the location in the
memory address space associated with the request;

sending requests that are based on the new request to each
of said identified nodes; and

storing an entry in the response pending buffer that

records information for each request sent.

9. The method of claim 8, wherein each of said identified
nodes includes a cache memory device, wherein said
received new request is a request to read from said location
in the memory address space, and wherein the requests sent
to each of said identified nodes are requests to snoop said
cache included in that node for said location in the memory
address space.

10. The method of claim 9, wherein each of said identified
nodes also includes a plurality of processors.

11. The method of claim 8, wherein the method further
comprises:
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receiving a response associated with an entry in the
response pending buffer;

removing the entry from the response pending buffer that
is associated with the response;

12

ing agent and for which a response has not been
received; and

a request manager to send a retry message to a first
node when the switching agent receives a new

sclecting an entry from the pending requests buffer 5 request from the first node and it was determined that
wherein said selected entry does not correspond to the Fhe Dew request dls associated with the same loca(?on
same location in the memory address space as any of I a memory adgress Space as a response pending
the entries in the response pending buffer; and ?ﬁlﬁgr f;ntr}(/i that is associated with a request sent to

. . e first node.
processing the request stored in the entry selected from 10 18. The system of claim 17, wherein the switching agent

the pending requests buffer.

12. A switching agent comprising:

a response pending buffer to store a plurality of entries
that are each associated with one or more requests that

further comprises a plurality of pending requests buffers
each of which is associated with one of said nodes, and
wherein the request manager is adapted to store a received
new request in one of the pending requests buffers when the

have been sent by the switching agent and for which a 15 pew request is associated with the same location in the
response has not been received; and memory address space as one or more entries in the response
a request manager to send a retry message to a first node pending buffer and said one or more entries are not associ-
when the switching agent receives a new request from ated with a request sent to the first node.
the first node and it was determined that the new 19. The system of claim 17, wherein the system further
request is associated with the same location in a 20 comprises a memory manager to identify nodes that contain
memory address space as an entry in the response a copy of a memory address space section that is associated
pending buffer which entry is associated with a request with a received new request.
sent to the first node. 20. The system of claim 17, wherein the system further
13. The switching agent of claim 12, wherein the switch- comprises an input/output node that includes a plurality of
ing agent further comprises a pending requests buffer to 25 input/output devices.
store requests from a first node, and wherein the request 21. An article of manufacture comprising a computer-
manager is adapted to store a received new request in the readable medium having stored thereon instructions adapted
pending requests buffer when the new request is associated to be executed by a processor, the instructions which, when
with the same location in the memory address space as one executed, cause the processor to:
or more entries in the response pending buffer and said one 30 gend to a first node a first request associated with a
or more entries are not associated with a request sent to the location in a memory address space;
first node. o . . receive a second request associated with said location in
14. The. switching agent of claim 13, wherein the request a memory address space before receiving a response
manager is adapted to select a request from the pepdmg from the first node to the first request;
requests buffer, send the request, and store an entry in the 35 . .
response pending buffer associated with the request. determine whether the received second request had been
15. The switching agent of claim 14, wherein the switch- sent from the first node; and
ing agent includes a table in a memory to record which send to the first node a retry message requesting resending
nodes have a copy of a location in the memory address of the second request based on a determination that the
space, and wherein the request manager is further adapted to 40 received second request had been sent from the first
determine from said table which nodes to send a request. node.
16. The switching agent of claim 15, wherein the entries 22. The article of manufacture of claim 21, wherein the
stored in the pending requests buffer include the memory  instructions further cause the processor to:
location with which the request is associated, and wherein receive a response from the first node to the first request;
the entries stored in the response pending buffer include the 45 receive a resent second request from the first node; and
n‘?de to WhiCh the request was sent and the memory location send a third request that is based on the received resent
with which the request is associated. second request.
17. A system comprising: 23. The article of manufacture of claim 21, wherein said
a plurality of nodes each including a plurality of proces- " location in the memory address space is the size of a cache

SOrS;

a switching agent coupled to the first node and the second
node of said plurality of nodes, the switching agent
including:

a response pending buffer to store an entry associated
with a request that had been both sent by the switch-

line in a cache in the multi-node system.

24. The article of manufacture of claim 23, wherein the
first request is a request to read information stored at said
location in the memory address space.

#* #* #* #* #*
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