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1. 

FAULT TOLERANT SYSTEMS 

The present invention relates to the field of fault tolerant 
systems and relates to a method and system for providing 
fault tolerance in, for example, message-based communica 
tion systems. 
Many critical systems, such as telecommunications net 

works, have essential elements which are required to function 
twenty-four hours a day, three hundred and sixty five days a 
year. For many such systems the amount of acceptable down 
time is in the order of no more than a few minutes per year. To 
achieve this, critical systems are often designed to be fault 
tolerant, Such that a fault or failure of a system or component 
of a system does not cause significant disruption to the Ser 
vices provided thereby. Such systems are often also referred 
to as high-availability (HA) systems. 
A system may be arranged to be high-availability in a 

number of different ways, for example, through use of an 
active and standby System, or using a cluster of servers, as is 
well known in the art. With an active/standby system, in the 
event of a fault being detected in the active system, a Switcho 
Ver of the active and Standby Systems occurs such that the 
standby System becomes the active system, and vice versa. In 
this way, services which were available before the fault was 
detected should still be available, albeit, potentially, after a 
short delay, once the Switchover has occurred. 

Different levels of high-availability exist which may be 
split into two broad categories, referred to herein as service 
continuity and task preservation. Service continuity refers 
to the ability to continue to use the services provided by a 
system after a fault or switchover of a high-availability sys 
tem, whereas task preservation, a higher level of high-avail 
ability, refers to the ability for tasks being processed when a 
fault or switchover occurs to be largely unaffected by the 
switchover. 

For example, in a telephone network, a service may be the 
ability to establish calls between parties, and a task may be a 
call currently in progress. In this context, service continuity 
generally means that any calls in progress when a fault occurs 
will typically be dropped, whereas calls placed after the fault 
has occurred will be established in the normal manner in 
other words, the provision of the service is preserved, albeit 
after a short delay. In a task preservation system active calls 
will be maintained even during a switchover of an active/ 
standby System. 

In order to provide task preservation a common storage 
element is often provided in addition to a high-availability 
configuration. Context data relating to each task is stored in 
the common storage area, and may be used in the event of a 
switchover for reinitializing the new active system with the 
context of any tasks which were in progress when the 
switchover occurred. 

In a telephony network, this context information may relate 
to the state of different protocol layers of a protocol stack as 
well as any application specific data related to individual 
calls. Upon a Switchover to a standby System, the newly 
activated system can recover the stored context data from the 
common storage element and rebuild the protocol stack and 
application context for calls open at the time of the Switcho 
Ver. In this way, processing of calls open at the time of a 
Switchover may continue on the new active system without 
significant interruption. 

However, the requirement for a common storage area for 
storing context data adds to the complexity and cost of Such 
systems. 

Accordingly, one aim of the present invention is to over 
come at least Some of the above-mentioned problems. 
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2 
According to a first aspect of the present invention, there is 

provided a method of storing context information in an out 
going message sent from a node using a protocol stack having 
at least one layer. The method comprises: selectively indicat 
ing to a layer of the protocol stack that context information 
should be obtained for that layer, obtaining context informa 
tion in accordance with the indication, and adding the 
obtained context information to the outgoing message Such 
that a response to the message contains the context informa 
tion. 

Suitably the node is arranged in a high-availability con 
figuration. 

Suitably the outgoing message is sent from the node to a 
remote node across a network, for example using a message 
based communications system. 

Preferably the step of obtaining context information is 
adapted for obtaining context information related to the out 
going message. 

Preferably the obtained context information is appended to 
a separate field of the message. 
The method may be used with a session initiation protocol 

(SIP) network, in which case the obtained context informa 
tion may be appended to a SIPTAG field, or to a SIP extension 
header. 
An indication associated with the obtained context data 

may be added where it is determined that the context data may 
be inaccurate or incomplete. 

According to a second aspect of the present invention, there 
is provided a method of restoring the context information of a 
layer of a protocol stack of a node. The method comprises 
receiving a message, determining whether the context infor 
mation of the layer should be restored, and, where it is so 
determined, determining the presence of context information 
relevant to the layer within the message, and restoring the 
context of the layer using context information from the mes 
Sage. 

Preferably the step of determining is adapted for determin 
ing whether the context information of the layer should be 
restored based in part on the context information of the layer 
and in part on the received message. 
The step of determining further comprises checking the 

existence at the layer of context information associated with 
the received message. 
The step of determining further comprises checking 

whether the received message is an initial message. 
The method may be adapted for use with a session initia 

tion protocol (SIP), in which case the step of restoring the 
context of the layer is adapted for restoring the context using 
context information stored either in a SIPTAG or in a SIP 
extension header. 

According to a third aspect of the present invention, there is 
provided a system for storing context information in an out 
going message sent from a node using a protocol stack having 
at least one layer. The system comprises means for indicating 
to a layer of the protocol stack that context information should 
be obtained for that layer, a module for obtaining context 
information in accordance with the indication, and a circuit 
for adding the obtained context information to the outgoing 
message Such that a response to the message contains the 
context information. 

Suitably the node is arranged in a high-availability con 
figuration. 

Suitably the outgoing message is sent from the node to a 
remote node across a network, for example, using with a 
message-based communications system. 

Preferably the context information obtained is related to 
the outgoing message. 
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Preferably the obtained context information is appended to 
a separate field of the message. 

Suitably the obtained context information is appended to a 
SIPTAG field or to a SIP extension header. 
An indication associated with the obtained context data 

may be added where it is determined that the context data may 
be inaccurate or incomplete. 

According to a fourth aspect of the present invention, there 
is provided a system of restoring the context information of a 
layer of a protocol stack of a node which comprises: receiving 
means for receiving a message, logic for determining whether 
the context information of the layer should be restored, a 
circuit for determining the presence of context information 
relevant to the layer within the message, and restoration 
means for restoring the context of the layer using context 
information from the message. 

Preferably the logic for determining is adapted for deter 
mining based in part on the context information of the layer 
and in part on the received message. 

Preferably the logic for determining is adapted for check 
ing the existence at the layer of context information associ 
ated with the received message. 

Suitably the logic for determining is adapted for checking 
whether the received message is an initial message. 

The system may be used, for example, with the session 
initiation protocol (SIP), in which case the restoration means 
is adapted for restoring the context using context information 
stored in a SIPTAG or a SIP extension header. 

According to a fifth aspect of the present invention, there is 
provide a method of sending a message from a node through 
a hierarchical structure of one or more discreet layers com 
prising: indicating to a layer that context information should 
be obtained for that layer, obtaining context information in 
accordance with the indication, and adding the obtained con 
text information to the message, such that a response to the 
message contains the context information. 

According to a sixth aspect of the present invention, there 
is provided a method of restoring the context information of a 
layer of a hierarchical structure of discreet layers comprising: 
receiving a message, determining whether the context infor 
mation of the layer should be restored, and, where it is so 
determined, determining the presence of context information 
relevant to the layer within the message, and restoring the 
context of the layer using context information from the mes 
Sage. 
The invention will now be described, by way of example 

only, with reference to the accompanying drawings, in which: 
FIG. 1 is a block diagram of a high-availability system 

according to the prior art; 
FIG. 2 is a diagram of a pair of remote systems connected 

via a network according to the prior art; 
FIG.3 is a block diagram of a basic SIP network according 

to the prior art; 
FIG. 4 is a block diagram of a system according to an 

embodiment of the present invention; 
FIG. 5 is a flow diagram outlining example processing 

steps taken when sending a message, according to an embodi 
ment of the present invention; 

FIG. 6 is a flow diagram outlining example processing 
steps taken when receiving a message, according to an 
embodiment of the present invention; and 

FIG. 7 is a message flow diagram illustrating an example 
exchange of messages in accordance with an embodiment of 
the present invention. 

FIG. 1 is a block diagram of a fault tolerant or high 
availability system 100 according to the prior art. A telephone 
switch 122 communicates with a high-availability network 
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4 
element 102 over a network 120 to provide value added 
services or to control access to a network resource. The net 
work 120 may, for example, bean SS7 network, in which case 
the network element 102 may, for example, be a service 
control point (SCP). 
The network element 102 comprises two similar peer sys 

tems 104 and 110 which are arranged in a known fault toler 
ant, or high-availability, configuration, in which one of the 
systems is arranged in an active mode, whilst the other 
system is arranged in a standby mode. In the event of a fault 
being detected in the current active system, a switchover will 
occur Such that the currentactive system becomes the standby 
system, and Vice-versa. Call processing may thus continue on 
the new active server. Switchover may also be initiated manu 
ally, for example to enable maintenance to be carried out on 
an active server. 

Each of the peer systems 104 and 110 comprise numerous 
elements, such as an application (106 and 112 respectively) 
and a protocol stack (108 and 114 respectively). The systems 
104 and 110 also have access to a common storage element, 
Such as a database 118. As calls are processed on the active 
server the application 106 may decide to store context data in 
the storage element 118. The context data may relate, for each 
call, to both application context data and context data relating 
to one or more layers of the protocol stack 108. In the event of 
a switchover from the active server to the standby server, the 
stored context data may be retrieved by the application on the 
new active server, and be used to rebuild, for each call, the 
context of the application 112 and the protocol stack 114. This 
helps ensure that processing of calls open at the time of the 
fault is continued once the new active server has been initial 
ized. 
One of the problems of this kind of arrangement is the need 

to maintain a shared or common storage element, which adds 
additional complexity, and hence cost, to Such a system. 

FIG. 2 shows a view of a pair of remote systems 202 and 
204 connected via a network 212 in accordance with the prior 
art. Each system has a protocol stack comprising an applica 
tion layer (206 and 218 respectively), a signaling layer (208 
and 216 respectively), and a transport layer (210 and 214 
respectively). Those skilled in the art will appreciate that a 
greater or lesser number of protocol layers may be used 
depending on particular requirements. According to normal 
convention, each layer of the protocol stack may communi 
cate with the layer directly above and below the layer, where 
applicable. 

For example, if an application (not shown) at application 
layer 206 needs to send a message across a network to an 
application at the application layer 218 of system 204, the 
message is passed to the signaling layer 208 where compli 
ance with the signaling protocol is ensured. The signaling 
layer 208 passes the message to the transport layer 210 which 
ensures that the message is ready to be sent across the network 
212. The transport layer 214, at the destination, receives the 
message, and passes the message to the signaling layer 210 
which processes the message and finally passes the message 
to an application in the application layer 212. As will be 
appreciated by those skilled in the art, each layer of the 
protocol stack may process the message, add/remove addi 
tional headers and encapsulation etc. in dependence on the 
particular communications protocols used. 
The systems 202 and 204 may be any kind of system or 

network nodes which communicate with one another using 
messages, across a network, using one or more layers of a 
protocol stack. For example, as shown in FIG.3, systems 202 
and 204 may represent, respectively, a SIP user agent 300 and 
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a SIP back-to-back user agent (B2BUA) 302 of a session 
initiation protocol (SIP) network 

According to an embodiment of the present invention, the 
need for a high-availability system to store context data in a 
central data store is removed by appending context data to a 
message sent from a HA system, Such that a message sent in 
response thereto contains the context data. In the event of a 
Switchover, the context data received in a response message 
may be used to restore the context data of one or more layers 
of the protocol stack of the HA system, as will be described in 
greater detail below. 

Referring now to FIG.4, there is shown a block diagram of 
an exemplary system 400 according to an embodiment of the 
present invention, in which a HA node 402 communicates 
with a network node 404 across a network 411. Each of the 
nodes 402 and 404 comprise a protocol stack each having an 
application layer (406 and 416 respectively), a signaling layer 
(408 and 414 respectively) and a transport layer (410 and 412 
respectively). The operation of the system 400 will be 
described with additional reference to the flow diagrams of 
FIGS. 5 and 6 which outline example processing steps which 
may be taken by each layer of the protocol stack of the system 
402. 
An application (not shown) at the application layer 406 of 

HA node 402 sends an outgoing message 418 to an applica 
tion at application layer 416 across the network 411. Addi 
tionally, the application indicates that context data should be 
stored to enable the context of one of more layers of the 
protocol stack of system 402 to be rebuilt in case of switcho 
ver the high-availability node 402. An application may indi 
cate that it requests context data of the protocol stack to be 
stored in a number of different ways. For example, the appli 
cation may add an additional field or flag when sending the 
message 418 via an API or function call used for sending 
messages. Alternatively, a flag may be set in the message sent 
from the application which indicates to each layer whether 
context data should be stored. It may also be desirable to 
automatically store context data for the protocol stack in 
every message sent from a HA node. In this case, it may not 
be required for the application to request that the context data 
should be stored, since this may be configured to occur auto 
matically. 
The amount of context data stored may differ depending on 

particular circumstances. For example, in a telecommunica 
tion system messages may be sent from a HA node to another 
node, with each message relating to a particular call. In this 
case, it may be desirable to only store context information 
relating to that call with the outgoing message. From a HA 
node point of view, a call may be viewed as comprising two 
call legs—one between the calling party and the HA node, the 
other between the HA node and the called party. In this case, 
the context data may include context data of both legs. Those 
skilled in the art, however, will appreciate that this is only one 
example of the type and amount of context data that may be 
stored. In a further embodiment, only a subset of the available 
context data is stored for each layer. Preferably the subset of 
context data stored is sufficient to enable processing of any 
open tasks to continue, albeit in a degraded manner. 
The application layer 406 receives the message from the 

application (step 500) and, in response to the indication to 
store context data (step 502), obtains context data 420 (step 
506) for the application layer 406. The application layer 
appends the context data 420 to the message 418 (step 508), 
forming a message 422 comprising the original message 418 
and the context data 420. Preferably, a separate field 424 is 
used to store the context data 420. The message 422 is then 
passed to the underlying signaling layer 408. 
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6 
The message 422, comprising the message 418 and the 

application layer context data 420 in the context field 424 is 
received by the signaling layer 408 (step 500) which, in 
response to the indication to store context data (step 502), 
obtains the relative context data 426 (step 506) from the 
signaling layer, and adds it to the context field 424 of the 
message (step 508), forming a message 428. The message 428 
is then processed as normal, and is passed through the trans 
port layer 410 to the transport layer 412 across the network 
411, where the message passes up through the protocol stack 
of the system 404 in the normal manner. 
When the application at the application layer 416 sends a 

message in response to the received message, the signaling 
layer 414 appends the previously received context field 424 to 
the message, forming message 432. It should be noted that in 
a SIP implementation, the transport layer of the protocol stack 
is not required to store context data since the transport layer is 
connectionless from the SIP point of view. Thus in SIP, only 
the application and signaling layers are required to store 
context data. 
The way in which messages received by the HA node 402 

are processed at each layer of the protocol stack is shown in 
FIG. 6. When the response message 432 is received at the 
transport layer 410, the message is processed in the normal 
manner and is passed to the signaling layer 408. 

If no switchover of the HA node 402 has occurred, the HA 
node 402 will already have context information, such as the 
call identification, relating to the message received from the 
system 404, providing that the message is not an initial mes 
sage, such as a SIP INVITE message (step 602). In this case, 
the signaling layer processes the message as normal (step 
604), ignoring the context field, and passes the message to the 
application layer 406. 

If, however, a switchover of the HA node 402 has occurred, 
the HA node 402 will have no context information relating to 
the received message. This may also occur, however, if the 
message is an initial message. Such as a SIPINVITE message. 
If it is determined that there is no context information avail 
able at the HA node 402 relating to the received message, and 
that the message is not an initial message, the message is 
analyzed to determined to whether the message 432 contains 
a context field 424 (step 606). If no context field 424 exists the 
received message is presumed to be erroneous and may, 
depending on requirements, be ignored or trigger an appro 
priate message transmission or other Suitable action (step 
612). If the message does contain the context field 424, the 
context data for the current protocol layer (context data 426) 
is extracted (step 608) and is used to reinitialize the context 
for that layer(step 610). The message 432 is then processed as 
normal (step 610), and the process repeated for the applica 
tion layer 406. In this way, the response message contains 
sufficient context data to enable the context at the HA node to 
be restored, in the event of a failure or switchover. 

In a further embodiment, a SIP extension header may be 
used to store the context field. Preferably the header used is 
such that once the context field is stored therein, all subse 
quent response messages include the context field. In this 
way, the context data does not need to be stored locally at the 
HA node since response messages will, where context data 
has previously been stored, include the context field contain 
ing context data to enable the protocol stack to be re-initial 
ized in the event of a switchover. 

Although the context data received in a response message 
may be slightly out-of-date or incomplete, there will gener 
ally be enough data to enable the protocol stack to be re 
initialized after a switchover without the user being aware 
that a switchover occurred. 
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For example, the context data may include a destination 
address of a SIP call, which would enable SIP messages 
related to that call to be routed to the correct destination. 

In a yet further embodiment for use with SIP use may be 
made of the TAG feature as defined in the Request for Com 
ments (RFC) 3261. The TAG feature is a field in a SIP mes 
sage which, if used, must be set in the first outgoing message 
from a node, and thereafter, the TAG is included in all related 
messages and response messages. The SIP specifications 
define that the TAG must not be altered once set. 

However, at the time the first INVITE message is sent, and 
depending on particular circumstances, the full context data 
may be unavailable, since the call is only established later in 
time, at point 708 as shown in FIG. 7. 

FIG. 7 is a message flow diagram illustrating an example 
exchange of SIP messages between a calling party node 702 
and a high-availability node 704, and between a called party 
node 706 and the high-availability node 704. The calling 
party node 702 sends an INVITE message to the HA node 704 
to establish a connection with the called party node 706. The 
HA node 704 forwards the INVITE message to the called 
party node 706 but, in order to store the context data repre 
senting the state of the protocol stack of the HA node, the HA 
node is required to include the context data in the TAG field of 
the INVITE message since this is the first message sent from 
the HA node 704 to the called party 706. 
One problem is that, at this stage, the call has not yet been 

established. For example, if the application running at the 
application layer of the HA node 704 is a billing application 
the context data stored in the TAG message may not accu 
rately represent the actual data related to the call. For 
example, a billing application will generally be required to 
know the time a call is established and the time a callended in 
order to generate a billing record. However, when the called 
party receives the INVITE message an indeterminable 
amount of time may exist between the time the phone starts 
ringing and the time the call is answered. Hence, by having to 
store context data relating to the start time of the call before 
the call is answered may lead to inaccurate context data being 
stored. In the event of a Switchover occurring, and the proto 
col stack being re-initialized as described above, the restored 
billing information may be inaccurate, which could result in 
a user being overcharged. 

Hence, preferably any billing record generated as a result 
of restored context data should be flagged as such, thereby 
allowing the service provider to either offer the call free of 
charge, or to reduce the cost of the call in question to take into 
account that the billing record generated thereby may be 
inaccurate. Alternatively, it may be preferable to flag the 
context data as being inaccurate, or at least potentially inac 
curate, when adding the context data to the outgoing message. 

It will be appreciated by those skilled in the art that the 
above-described embodiments are not limited for use with 
any particular protocol stack or HA system, and may be 
adapted for use with any message based communications or 
any communication system using a hierarchical structure of 
one or more discreet layers, where it is desirable to store 
context or backup data without requiring a central storage 
means. It will also be appreciated that the above-described 
functionality may be provided in a number of ways. Such as 
through use a suitably programmed computing device, elec 
tronic circuitry or other logic. 

Although the above embodiments are described with ref 
erence to a switchover of a HA system, it will be appreciated 
that the inventive concepts presented herein equally apply in 
other situations where context data is lost or damaged. 
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8 
The invention claimed is: 
1. A method of storing context information in an outgoing 

message sent from a node including a computing device using 
a protocol stack having at least one layer, comprising: 

providing, by the computing device, the outgoing message 
from an application to a layer of the protocol stack, the 
outgoing message is destined for an application on a 
destination node: 

selectively indicating to the layer of the protocol stack that 
context information is to be obtained for that layer; 

obtaining, by the computing device, context information in 
accordance with the indication; and 

adding, by the computing device, the obtained context 
information to the outgoing message such that a 
response, received from the destination node, to the out 
going message contains the obtained context informa 
tion. 

2. The method of claim 1, further comprising adding con 
text information obtained from a different protocol stack 
layer to the outgoing message. 

3. The method of claim 1, wherein the outgoing message is 
sent from the node is to a remote node across a network. 

4. The method of claim 1, used with a message-based 
communications system. 

5. The method of claim 1, wherein the step of obtaining 
context information obtains context information related to the 
outgoing message. 

6. The method of claim 1, wherein the step of adding the 
obtained context information appends the obtained context 
information to a separate field of the message. 

7. The method of claim 1, for use with a session initiation 
protocol (SIP) network. 

8. The method of claim 7, wherein the step of adding the 
obtained context information appends the obtained context 
information to a SIPTAG field. 

9. The method of claim 7, wherein the step of adding the 
obtained context information appends the obtained context 
information to a SIP extension header. 

10. The method of claim 1, further comprising adding, to 
the message, an indication associated with the obtained con 
text information where it is determined that the obtained 
context information is potentially inaccurate or incomplete. 

11. A method of restoring context information of a layer of 
a protocol stack of a node comprising: 

receiving a message by a computing device; 
determining, by the computing device, whether the context 

information of the layer is to be restored; and, 
where it is so determined, 
determining, by the computing device, the presence, within 

the message, of context information relevant to the layer; 
and 

restoring, by the computing device, the context informa 
tion of the layer using the context information within the 
message; 

wherein the determining whether the context information 
of the layer is to be restored further comprises checking 
whether the received message is an initial message. 

12. The method of claim 11, wherein the step of determin 
ing determines whether the context information of the layer is 
to be restored based in part on the context information of the 
layer and in part on the received message. 

13. The method of claim 11, wherein the step of determin 
ing further comprises checking the existence at the layer of 
context information associated with the received message. 

14. The method of claim 11, used with the session initiation 
protocol (SIP). 
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15. The method of claim 14, wherein the step of restoring 
the context of the layer restores the context using context 
information stored in a SIPTAG. 

16. The method of claim 14, wherein the step of restoring 
the context of the layer restores the context using context 
information stored in a SIP extension header. 

17. A system for storing context information in an outgoing 
message sent from a node using a protocol stack having at 
least one layer, comprising: 

a circuit for providing the outgoing message from an appli 
cation to a layer of the protocol stack; the outgoing 
message is destined for an application on a destination 
node: 

means for indicating to the layer of the protocol stack that 
context information is to be obtained for that layer; 

a module for obtaining context information in accordance 
with the indication; 

a circuit for adding the obtained context information to the 
outgoing message Such that a response, received from 
the destination node, to the outgoing message contains 
the obtained context information. 

18. A system according to claim 17, wherein the node is 
configured to add context information obtained from a plu 
rality of protocol stack layers to the outgoing message. 

19. A system according to claim 17, wherein the outgoing 
message is sent from the node to a remote node across a 
network. 

20. A system according to claim 17, for use with a message 
based communications system. 

21. A system according to claim 17, wherein the context 
information obtained is related to the outgoing message. 

22. A system according to claim 17, wherein the obtained 
context information is appended to a separate field of the 
outgoing message. 

23. A system according to claim 17, for use with a session 
initiation protocol (SIP). 

24. A system according to claim 23, wherein the obtained 
context information is appended to a SIPTAG field. 

25. A system according to claim 23, wherein the obtained 
context information is appended to a SIP extension header. 

26. A system according to claim 17, wherein an indication 
associated with the obtained context information is added to 
the outgoing message where it is determined that the obtained 
context information is potentially inaccurate or incomplete. 

27. A system of restoring context information of a layer of 
a protocol stack of a node comprising: 

receiving means for receiving a message; 
logic for determining whether the context information of 

the layer is to be restored; 
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a circuit for determining the presence, within the message, 

of context information relevant to the layer; and 
restoration means for restoring the context information of 

the layer using the context information within the mes 
Sage, 

wherein the logic for determining is configured for check 
ing whether the received message is an initial message. 

28. A system according to claim 27, wherein the logic for 
determining is configured for determining based in part on the 
context information of the layer and in part on the received 
message. 

29. A system according to claim 27, wherein the logic for 
determining is configured for checking the existence at the 
layer of context information associated with the received 
message. 

30. A system according to claim 27, for use with the session 
initiation protocol (SIP). 

31. A system according to claim 30, wherein the restoration 
means is configured for restoring the context information of 
the layer using context information stored in a SIPTAG. 

32. A system according to claim 30, wherein the restoration 
means is configured for restoring the context information of 
the layer using context information stored in a SIPTAG. 

33. A method of sending a message from a node through a 
hierarchical structure of one or more discreet layers compris 
ing: 

indicating to a layer that context information is to be 
obtained for that layer; 

obtaining, by a computing device, context information in 
accordance with the indication; and 

adding, by the computing device, the obtained context 
information to the message, such that a response to the 
message contains the obtained context information 
needed to restore a pre-switchover context of the layer. 

34. A method of restoring context information of a layer of 
a hierarchical structure of discreet layers comprising: 

receiving a message by a computing device; 
determining, by the computing device, whether the context 

information of the layer is to be restored; and, 
where it is so determined, 
determining, by the computing device, the presence, within 

the message, of context information relevant to the layer; 
and 

restoring, by the computing device, the context informa 
tion of the layer using the context information within the 
message; 

wherein the determining whether the context information 
of the layer is to be restored further comprises checking 
whether the received message is an initial message. 

k k k k k 
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