BEST AVAILABLE COPY

10/557405

V3N A e

R ey
R Y t!

EXPRESS MAIL NO. EV258

38 NOv 2005

281985US

THE ITED STATES PATENT AND TRADEMARK OFFICE

Applicants: Jerome FORISSIER, et al.) Re: Priority Claim
-)

U.S. Appln. No.: not yet ) Group: not yet assigned

assigned

U.S. Filing Date: concurrently
herewith

)
)
)
)
)
International Application No: )
PCT/EP2004/005487 )
International Filing Date: ) Our Ref.: B-5831PCT
)
)
-)
)
)

18 May 2004

For: “METHOD AND APPARATUS FOR' LOAD
BALANCING IN A DISTRIBUTED

PROCESSING SYSTEM" Date: November 18, 2

35 U.8.C. 119 CLAIM TO PRIORITY

MAIL STOP PCT
Commissioner for Patents

‘P.0O. Box 1450

Alexandria, VA 22313-1450

Attn: United States Designated/Elected Office (DO/E0/US)
: ’ . .

Sir:

Prior PCT Iﬁternational Application No. - PCT/EP2004/005487,
designating the U.S., claims foreign priority as follows:

Examiner: not yet assigned

623052-2

005

QUNTRY FILI DATE ERIAL ER

EP 20 May .2003 03291191.9

The certified copy has been filed in prior PCT International

Patent Application No. PCT/EP2004/005487.

Applicants hereby confirm that this claim for priority app
the above-identified U.S. International stage application.

Respectfully submitted

Lot Sas-

Robert Popa

Reg. No. 43,010
Attorney for Applicant
-LADAS & PARRY

lies to

:

5670 Wilshire Boulevard #2100
Los Angeles, California 90036

(323) 934-2300

SAP - Exhibit 1106

SAP v. Valtrus et al. - IPR2025-00419

Page 1 of 26



PcT/ed wa/obgf., 83
- Efo (0S4 XY 13,05 Toony

Office européen

Europdisches European
des brevets

o) Patentamt Patent Office

RECD 07 JUL 2004
WIPO ' PCT

Bescheinigung  Certificate Attestatio

Les documents fixés a

Die angehefteten Unterla~ The attached documents
are exact copies of the cette attestation sont

gen stimmen mit der 2

urspringlich eingereichten European patent application conformes a la version

Fassung der auf dem nich- described on the following initialement déposée de

sten Blatt bezeichneten page, as originaily filed. la demande de brevet

europdischen Patentanmel- européen spécifiée a la
page suivante.

dung Gberein.

Patentanmeldung Nr. Patent application No. Demande de brevet n®

03291191.9

BEST AVAILABLE COPpy

PRIORITY
DOCUMENT

SUBMITTED OR TRANSMITTED IN
COMPLIANCE WITH RULE 17.}{a) OR

®)

Der Président des Europaischen Patentamts;
im Auftrag
For the President of the European Patent Office

’ Le Président de I’Office européen des brevets

L 2
p.o.

R C van Dijk

SAP - Exhibit 1106

SAP v. Valtrus et al. - IPR2025-00419
Page 2 of 26



Vet (T Y LSRN > o s~ T

Europaisches European Office européen
. . - Patentamt Patent Office des brevets
"’ d.o T ey

Anmeldung Nr: Anmeldetag:
Application no.: 03291191.9 - Date of filing: 20.05.03
Demande no: Date de dépdt:

Anmelder/Applicant(s)/Demandeur(s):

Hewlett-Packard Development Company, L.P. - ¥
20555 S.H. 249

Houston, TX 77070

ETATS-UNIS D'AMERIQUE

Bezeichnung der Erfindung/Title of the invention/Titre de 1'invention:
(Falls die Bezeichnung der Erfindung nicht angegeben ist, siehe Beschreibung.
If no title i{s shown please refer to the description,

Si aucun titre n'est indiqué se referer & la description.)

Method and apparatus for load-balancing

In Anspruch genommene Prioridt(en) / Priority{ies) claimed /Priorité(s)
revendiquée(s)

Staat/Tag/Aktenzeichen/State/Date/File no./Pays/Date/Numéro de dépbi:

Internationale Patentklassifikation/International Patent Classification/
Class{fication {nternationale des brevets:

GO6F9/40

Am Anmeldetag benannte Vertragstaaten/Contracting states designated at date of
f11ing/Etats contractants désignées lors du dépdt:

AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HU IE IT LU MC NL
PT RO SE SI SK TR LI

03291191.9 2
EPA/EPO/OEB Form 1014.2 - 01.2000 7001014

SAP - Exhibit 1106
SAP v. Valtrus et al. - IPR2025-00419
Page 3 of 26



© Fax regu de : 33 B4?6149773 _ N --28/85/83  17:23 - p
— ———— —— — et S SR— . g-

METHOD AND APPARATUS FOR LOAD-BALANCING

The present mventcon relates to the field of distributed processing systems and, more
partlcularly, to lmprovements in load-balancing systems and methods.

lncreas'iriéfy'riétwork-based services and applications are aoc;essed via-sorme kind of
load-ba!ancing arrangement. For example, when a network-based service has a

farge number of concurrent users, load-balancing enables the processing load to be

distributed among multipie backend servers or applications. Should the number of

10 users increase over time, additional backend servers may be added to cope with the

increased load, completely fransparently to the user. A load-balancer may., for

example; receive all requests to a network-based service, and forward the requests

10 an approptiate backend server based on the foad or somé other parameter of the

system. One advantage of using load-ba{ancers is that services may be provuded
- 15 with a single externally visible address.’ : ’ B T
o Many types of network setvice, for example those using hypertext transfer protocol
(HTTP) over the Internet, use a simple request and response mechanism. For
- example, an Intemet browser sends a HTTP request to an application, ‘and the
20  applicafion responds with a HTTP response. Thé application address Is typi¢ally the
- addréss. of a load-balancer which then roltes the ‘réquest to an availabié server
based, for example, on the current workioad ‘of the available servers: in many such
situations, all requests may be treated independently of all other requésts including.
successive requests coming from the same user. In such cases, there is typically no
25 requnrement that different requests from the same user be processed by the same
backend server. In other words, the requests are effectively contextless and do not
require the load-balancer to have any previous knowledge of any previous requests

in order to-determine to which backend server to forwar,d the message: -

36 In :mer siuations, context information ‘must be maintained by the foad-barancer in
order t6 determine to which backend server a message should be- forwarded to. For
example, in telecommun!catmn networks, muitiple messages may -be sent to and
from a“terminal to, estabﬂsh a call with another party. it is thus genera!ly lmportant
that different messages related to the same call be procéssed by thé same server.

. - 200301168-EP

\‘ .

SAP - Exhibit 1106
SAP v. Valtrus et al. - IPR2025-00419
Page 4 of 26



- —es ewyw wG T U‘x!bi‘iwd . oo 28-85./63 ’..1?-::23 ) Pg: 18

—— —— — o—

2 : .
For example, when establishing a telephone call it is typically desirable that alil

messages relating to the call establishment are processed by the same backend
server. This type of functionality is commor,;ty referred to gs server afﬁqityt,f, e e

5 |In order- tp provide server affinity a Ioad-ba!ancer is requnred to store some context
information; for example the call ID of each message, and Jto check each reoe:ved
message to determine whether that calt ID is already being processed by a given
server, to thereby ensure that subsequent messages having the same call ID are
processed by the same backend server. This is typically achleved by maintaining a

10 database of current calls IDs and backend servers processing messages relating to
each call ID. Aspects of traditionat telephony systems typically function’in this way.

In traditional telephony applications server affinity may only be required during the

establishfnent of a call, which typically only lasts for a few seconds. Thus, 6nce acall
15 has been established, the load-balancer can remove all rerferences to ‘that call D,

freeing up space in the database. g T S :

However many other systems, including some of the new telephony protocols, such
as the session Initiation protoco! (SIP), function in sufficiently drﬁ'erent ways ‘that the
20 conventional load-balancing approach is no longer smtably adapted )

SIP is an application-layer control or signaling protocol for establishihg, modifying,
and tém'iinaﬁng real-time calls and confe'rences’i d\’)er, i:rimarily. Interr'ie"& pﬁﬁocoi (!P)‘
25 call; and one to release the call. A SIP transaction typically only lasts a few seconds,
whereas a SIP call is theoretically unbounded. Due to the nature of SIP, where, for
example, call legs may be added to a cusrent call, media types may be chianged at
any time, and so on, it is generally required that SIP messages be!ongmg to the
same call be pmcessed by the same backend server: '
30 ’ ) . .
Traditional load-balancing approaches, such as mairitairiing a database of context
information for all active calls at a load-balancer; may _t&erefore',’*nof—'be’ suitably
adapted for use with SIP for a number of reasons. Firétly; since the lerigth of a SIP

call Is theorstically unbounded and the fact that the load—balancer must store call
200301168 - EP- - N

®
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context informiation for the duration of each and every the call, it is possible that the

joad-balancer may become overwhelmed, especially if the number of simultaneous
calls and the number of backend servers is large. Additionally, in order to clean up
the stored context information, the foad-balancer may be required to receive all
incoming and outgoing SIP messages. o determine when a call has finished in order
to be able to ‘remove the stored context information for that.call when it is: no’langer
required: These constraints may impact the performance -capabilities of such.a !oad-

- balancer and limit the message handling capabilities thereof. .-

Accordinigly, ‘one aim of the present invention is to provide a system Whtch
overcomes at least some of the above—mentxoned probtems

According to a first aspect of the préSént invention, there is provlde?:i' a’methiod of
routing a message to one of a plurality of available processing systems, compnsmg
the steps ‘of detecting the presence of a destination iderfifier in the message, and
where the presence of the destination identifier is detected fowvardmg the message
to the processmg system identified thereby. Whére ‘the presence of the destination
field Is not detected the further steps of determining a destination processing system
for processing the message, Inserfing into the message a destination identifier
identifylng the determined destination processing system, and forwarding the
message to the determined processing system may be petrformed.
Advaritage’od'siy this removes the need for a load-balaficing element to m"ain'tain a
database ‘of ali cuirent calls being processed "thus reducmg the processmg load of
the’ load~balancer Furthermare, since the load-balancer ho !onger has to receive all
messages ‘sént from backend servers in order to know- when io ‘clean up the
database, throughput of the load-ba!ancer may be funher increased. -

-Each message may fuﬂher include a message identifier for ldentifymg related

messages in which case the method may further: cor?ipﬂse maintaining a database of

‘message cdentiﬁers for which no destmatxon identifier was detected along with

inforration mdicatmg to which Qf the avaﬂable processin. systems each message
wasfowvardedto : LT s

......
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Where a message is received without a destination identifier, the method may further
comprise searching the database for a related message identifier and, yvhere found,
forwarding the message to the processing system identified therein.

s In one embodiment each processing s;}stem is adapted for sending a response to the
message -originator via the load-balancer. Alternatively each-processing. system may
be adapted for sending a response directly to the originator of the message.

Preferably entries are removed from the database aftef_a predetennin_ed ampu_nt of

10 time: -

The method may be used in conjunction with a session initiation protocol (SIP) based
network.

15 The destination identifier are preferably insertéd into an’ éxtéhsion header of a SIP

B2

message.

Wheri-used In conjunction with a SIP network, the 'fent‘ries“njiéy be removed after 32
seconds. ' .

20
in one embodiment the method may be adapted for use with the user datagram
protocol (UDP). '

In a further’'embodiment the method may be 'a‘daptéd‘;for'd"s"e with 'a"léé'éi-béléncing
25  element. ’

According 'to a second aspect of the present invention, there is provided a load-
balancing system for “routing @ message to one of a plurality of available processing
systems. The system comprises a message analyzer for detectmg the presence of a

w 30 desﬁnat:on identifier in the reoewed message and ‘a message forwarder for

" forwarding the message to the processing system identified by the detected identifier.

When the présence of a destinaﬁbn_‘iqenﬂﬁer is’ not detected the syste‘rﬁ' 'rﬁ!ay-‘fi:rther
comprise_a load analyzer for determining a destination procassi;ig system for
200301168 - EP :
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processmg the message, and a message processor for inserting into the message a
-destmatlon identifier identifying the detenmned destination processing system

Each message may further include a message identifier for :dentrfying related

5 messages, in which case the system further comprises a database for- stenng détails
of message identifiers for which no destination identifier was detected .along with
information indicating to which of the available processing systerns each message
was forwarded to. : g

10 Where 4 message is received without a destination ‘identifier the systeémfarther
comprises mieans for searching the database for a related message idehiifier and for
identifying to which processing system the message should be forwarded.

In one embodiment each processing system is adapted for s‘ehding a respiéﬁee to the
15 message originator via the load-balancer. In a further embodiment each processing
system is adapted for sending a response directly to the originator of the' message.

The load-balancing system may be adapted for use in a session lmtxatlon protocol
(SlP) based’ natwork S '. o Hema e

10 . . coeoa s ISR
Preferably the database is adapted to remove entries after a predetermined amount
of time. In the case of SIP, the predetermmed amount of time is preferably 32
seconds. : M

25 The message processor preferably inserts the destination identifier into 'eh' ‘extension
header of a SIP message.

The-load-balancing system may be adapted for use with the user datagram protocol
(UDP). : .
According fo a further ‘aspect of the présent Invention; there is provided a load-
balancing element adapted for use with the herein described method.

200301168 = EF-
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The invention will now be described, by v:ay of non-limiting example, with reference
to the accompanying diagrams, in which: -
Figure 1 is a block diagram showing an overview of a simplified- SIP network
arrangement according to the prior art;

5 Figure2is a btock diagram showing a back to back user agent (B2BUA) accordmg to

:

the prior art; .
Figure 3 is a block diagram showing an overview of a Ioad-balancing system
according to an embodiment of the present invention;

Figure 4 is a message flow diagram i!luétratlng a further embodiment;

10  Figure 5'is-a message flow diagram ifllustrating a further émbodiment; ~™
Figure 6 is a message flow diagram illustrating a further embadiment;
Figure 7 is a message flow diagram illustrating a further embodiment; ‘and g
Figure 8 is a flow diagram outlining example processing steps of a load-balancer
operating in accordance with an embodiment of the presenf invention.

15
Figure 1 is a block diagram showing an overview of a simplified SIP network
arrang&meént 100 according to the prior art. A number of terminals, which may be SiP
user-agents, 102, 104 and 106 are shown. If a user agént-102 wishes to establish a
call with a user agent 104, a SIP Invite message is sent to a SIP proxy server 110 in -

20 an IP network 108. The SIP proxy resolves the address of the user agent 104 and
forwards the Invite message to a back-to-back user agent (B2BUA) 112. The B2BUA
may be used, for example, fo providé value added services, such as pre-paid billing
or coﬁferenbing, in addition to the basic telephony/multimedia functionality provided
by SIP. A further SIP proxy 114 is typically used to resolve the address of the user

25 agent 104, A T : :

Typically the value add services mentioneq -above Ffay be implémented in a

distnbuted processmg arrangement, as shown in Figure 2 whxch shoivs a B2BUA 112

-in accordance \mth the prior art. A load-batancer 202 is provided which receives all

30 incoming messages sent o the BZBUA 112. As mentloned above, ohe ‘of the

" advantages of using a load-balancer is that only a single extemal network address is
seen by the network. The Ioad-balancer 202 forwards €ach received” message to one '

of a plurality of backend servers 206, 208, 210 which carty ot thé’ requiredl

processing operations. Such processmg operations could include, for example, pre-
200301168 ~ EP .
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paid bllhng. credat card authorizations, portal authentication and so on. The load-
balancer 202 may determine which backend server to use through use of any
appropriate algorithm, such as least loaded, round-robin and so on. It will be
appreciated that although the load-balancer and back—end servers are shown as
being integral to the B2BUA 112, these eiements may be Iooated externaﬂy
therefrom, fgr example in a distributed manner. : .

Since it s generally advantageous that all S|P messages relating to thé Véa.n‘ie_ cali are
processed by the same backend server, the load'—baléncer 202 has to maintain a
databéige. 204 6f all current SIP calls along with Telatéd calf IDs and the’ backend
server which Is processing the call. Additionally, all messages sent from"a backend
server 206, 208 or 210 to a user agent, also pass through the load-balancer 202 so
that the load-balancer can determifte when a SIP ‘call- has terminatéd thereby
allowing the load-balancer to clean :jp the database 204. As previously meiitioned,
due to the theoretically endiess nature of a SIP call coupled with the large number of
simultaneous calls which can be handled by the B2BUA 112, the database 204 has
to be sufficiently large fo handle data from the maxzmum number of simultaneous

caﬂswhlchtheBzBUA1‘!2cansupport S

s . B - F U X T

“0F

An-embodiment of the invention will now be deécribed with reference t6 Figure 3 and
Figure 8. Figure 3 is a block diagram’ showing an overview of a load-balancing
system according to an embodiment of the preserit invention and Figuré' 8 is & flow
diagram outlining example processing steps which may made by thé load-balancer
302 of Figure 3. In the following description, for srmptsctty of exp!anatlon. some of the
steps’ shown in Figure 8 are initially not discussed. LR :
The system 300 may be, for example, a BZBUA or other network or chentlserver
element. A ioad-balancer 302 receives a message (step 702), for example a SIP
INVITE message, from, for example, a SIP user agent 102. When a‘message arrives
at the load-balancer relating to a néw call, fhe load:balancer chooses (step-710) one
of the available backend servers 206, 208 or 210 to send the message 10" using a
suitable load-baiancmg algonthm as will be. apprecrated by those skilled in the art.
The load-balancer 302 Insérts a tag m?‘the siP message (step 714), for: example

‘myTag', lndicattng the ldenhty of the chosen backend server and forwards the
200301135 -EP
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message to the chosen backend server {step 716). Preferably the tag contains
sufficient information to enable the load-balancer to route the message without
requiring a further call context. Additionally, the tag is preferably inserted -into the
message such that the tag will be included in all future messages sent in response to

s the message. For exampie, in SIP the message may be suitably inserted-as an

extension header. : ek L

SIP provides for the re-transmission of messages in the event that a response is not
received within a predetermined amount of time. One problem that thrs can create Is
10 thatif-a ‘Backend server is slow to respond, or if an mltia! message is lost, for
example, the SIP user agent may retransmrt the same’ message. i “this message
happens to be- the first message re!ated to acall (i.e. thére is no tag present) the
load-balancer is likely to send this méssage to a different baqkend server than that
dealing with the first message, which may lead to the system creating séveral call
15 contexis In différent backend servers for a single SIP call. This may result in protocol
v:olaﬁons for example if identical responses are sent to a user agent chent, or sub-
optlmal proeessmg : LT e

In ofdér to prevent this, the load-balancer 302 preferably maintains & databese 304
20 of all messages which relate to new calls. Thus, the fo!lowmg additiona! steps are
performed. For example, when a message is received it is determmed (Siep 704)
whether a previously inserted tag is present. If not, this indicates that the reoexved
message ‘may relate to-a new call: The database 304 is searched 'to’ -determme
whether a message with the same call identification is’present in ﬂwé:"data"ﬁa’sé':(st'ep
25 708). If yes, then the message may:be, for example, a retransmitted *“rﬁés‘gsag‘e or a
CANCEL message sent shortly after an initial INVITE message, and is forwarded to
the backend server indicated in the database once a suitable tag has been inserted
in'the message: If no message having the same call 1D is'"féund this indicates that
this is the ﬁrst message relating to a call, in wh:ch case a suitable backend server is
30 chosen to pmcess the message (step 717)) A call context is subsequéntly created in
the database (step 712), a tag is added to the received message identitying the *
chosén” backend server (step 714), and ﬂnally the message is ferwan:ied to the

B

,chosen backend ser\rer. . RS ST e coo Bl

20000118 EP E : o -
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Aftera p(edetenﬁine'd amount of time from their creation in the database, 32 seconds

in the case of SIP, entries in the databases may be deleted since after this time no
further untagged messages relating to the same transaction may be accepted by the
load-balancer. Advantageously, for example when user datagram protocol (UDP) is
5 used as the fransport protocol, the backend servers may. respongd diregtly;to .jchg SiP
user agents, removing the need to pass through the foad-balancer, . thus further
increasing the potential throughput of the load-balanper.‘ .This is possible since the
load-balancer maintains no context information after a predetermined time, and
therefore does not need to be informed when a call ends in order to c!ean—up the
10 databasé. - : : C : S

As will be appreciated by those skmed in theart, the herem-descnbed funchonamy
performed by the load-balancer may be provided in a number of ways, for example
by way of software, by su:;able electronic hardware, ‘or a combination “of . both
15 software and hardware. For example, the load-balancer 302 may comprise suitable
logical or functional elements such ‘as a message analyzer, foi analyzing the
messages to determine whether' an inserted- tag is present, a load” analyzer, for
determining ‘to which back-end 'server a ‘message ‘shouid be pfocéssed by, a
message processor, for inserting Identification tags info a message, and a message
20 forwarder for forwarding 2 message fo an appropnate backend server. Such
elemerits' may be provided in various ‘combinations. - " SRR
A number of further embodcments will now be descnbed with referencé to the
message flow dlagrams of anures 4 {0'6. = T
25 N . oo ey w Ll PR R
As shown in Figure 4, a SIP use_‘r agent (CL1) sends-a'SIP INVITE méssags to an
application (APP1). As described above, the ‘application is an appfication ‘using a
load-balancer-and a number of distributed backend sefvers. When the'load-balancer
receives the INVITE message, it analyses the message fo determme the presence of
3 an mserted tag. If no tag is found, the lodd-balancer chooses a su:table ‘backend
server (BE‘I) and inserts a tag, for example myTag, identifying the chosen backend
server into the message, and forwards the message to the chosen Backerid server
When the baokend server sends a response message to the user agent the message

) passes ﬁrst thmugh the load-balanoer 302 Whlch forwards the message to the SIP
200301188-55’ e IR
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10
user agent (CL1). If the SIP user agent sends a further message related to the same

call, the previously inserted tag will be present in the message. When this message
is received by the load-balancer 302 the message is examined to determine whether
there is a tag present therein. If there is a tag present, the load-balancer forwards the
message to the backend server indicated by the tag. In this way, the load-balancer
does not need to store details of all current calls In order to determine which backend
server should process a message and the requirement to store context information
for all calls at the load-balancer is removed. '

In this 'embodirpent, no modifications are requnred to’ efftherthe SIP user cixent or the
backend servers, as the effect of inserting ‘the tag-is" effectuvely ’cransparent.
Furthermore, in the event of a failure of a backend server, the load-balancer can
forward the message to a backup server other than that indicated by the inserted iag, .
without the SIP user agent ever bemg aware that a fa:lure oecun'ed. '

The message flow diagram of Figure 5 illustratee the way in which thé fetransmission
of a SIP INVITE message may be handied by the load-balancer. A SIP user agent
(CL1) sends a SIP INVITE message to the load-balancer (APP1). If the load-balancer
detetniings that no insertéd tag is present in the received message for examp!e if the
message if the -first message relating to a partrcular call identification, the load-
balancer first searches its database to see if any entries have a mé{ohing call
identification. If an entry is found this may indicate, for example, that the Feceived
message is a retransmitted message The load-balancer retrieves the address of the
backend server from the database, inserts a corresponding tag into the message

and forwards the message to the appropriate’ backend server.’ BN

1

if no matching entries are found this implies that'the ‘recéived message - is‘the first
message of a call and the message is processed as descnbed ‘above. '

- As described préViously, a predetermined amount of time after the detéils of the first

SIP-message are stored in the database all entries having the corresporidiiig call
identification may-be erased. In this way. ‘the database only containg’ context
mformatcon fora glven call tdenﬂfcatlon fora maxxmum of-32 seconds.

200301168 - EP
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A still further embodiment is illustrated with reference to Figure 8. In this embodiment,

the backend- server is adapted.to respoi\d directly to the SIP user agent. This is
possible, for exampie, when the transport protocol used is user datagram p;otocog
(UDP). -Preferably the SIP message sent from the backend server is_such that a

5 response message sent from the user. agent will be addr_essgd to the Joad-balancer. -
This is pafticlilar useful for fault tolerance purposes as the:load-balancer maintains
full control of the routing of méssages.‘ for example, in the event of a backend server
failing.

10 In somé circumstances, a backend server may initiate a  Gall with a SIP iise agent, as

 illustrated with reference to Figure 7. n this-embodiment, before sending the invite

message, a tag is inserted in the message for enabling the load-balaricer o later

identify the backend server which initisted the call. Thus, when the SIP user agent

sendd & résponse message via the ‘load-balahcer, 1Hé' load-balantcer is” able to

15 determine which backend server to forward the' message wlthout requlring any
context information to be stored at the ioad-balancer. '

in such a system as described above the resource requirements of a load-balancer
are no longer proportional to the number of established calls, since only the context

20 information of newly established calls is requ:red to be- ma;nmined by the !oad-
balancer. C o Fese -
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CLAIMS

1. A method of routing a message to one of a plurality of available processing
systems, comprising the steps of:
' déie&ﬁng the presence of a destination identifier in the message;. .. - . .

and :

where the presence of the destination identifier is detected, forwarding the
message to the pracessing system identified thereby:

arid where the presence of the destination field is not detectea:

determining a destination processlng system for processing the message;

inserting into the message a destmatson xdentrf‘er [dentn'ymg the determuned
destination‘processiing system; and k R e AR

forwarding the message 1o the determined processing system.

2. A method according to claim 1, whereln each message further includes a message
identifier for identifying related messages, the method further comprising ‘maintaining
a database of message Ildentifiers for which no destination identifier was detected
along with information indicating to Whlch of the available pmcessmg systems each
message was forwarded to. : BT

3. The methiod according to claim 2, further comprising, where a message is received
without a destination identifier, searching the database for a related message
identifier and where found, fomardmg the message to the processing system
ldenhﬂed therem EESEE T

4. The method according fo claim any previous claim, wherein each Pprocessing

_ system is adapted for sending a response to the ‘message originator via- the load- .

balancer

5. The method ‘according to any of claims 1 1@ 4, wherein @ach procéésihg‘s'ystem is

"adapted for sending a response directly to the originator of the message: "

3 .
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6. The methad according to any previous. claim, further comprising removing entries
inthe data'base aﬁer a predetermined amount of time.
7. The method according to any pre\lnous claim, for use in a session initiation protoool'
s (SIP) based netwoxk. i
8. The method according to claim 7 wherein the step of inserting further comprises
inserting the destination identifier into an extension header of a SIP message.
x - .
io 9. The method accordang to’ claum 7 or 8, wherein the’ step of removing entries is:
adapted to remove entries after 32 seconds '

10. The :method according to an):f previous claim; adapted for usé With the “user
datagrarh protocol (UDP). ' '

15 '
11. The “inethod according to any previous claim, adapted for uss wm\ ‘a ‘load-
balancing element, o '

12. A load-halancing system for rouﬂng ‘a message to one of a plurality of available
20 processing systems, comprising: ’
a message analyzer for detectmg the presence of a destmatlon idenbf‘er in the
received message; : RERE ’
“ahd a2 'message forwardeg for forwarding the message to the processing
system identified by the detected identifier.
25 T . . S 5
13 A load-balancing system according to claim 12, further comprising, for when the
presence of a destination identifier is not detected.
-8 load “analyzer for defermining a destination processing '-system for
processing the message; and ! '
30 a message processor foriipserting: into’ the’ message a desﬂnatmn ‘identifier
Idenufymg the determined destmat:on processmg system-
I
14. A !o'aidibalaricing systemr acéording to claim 12 or 13, wherein each message

fu;ther includes a message ideni:ﬁer for identn'ymg rslated messages and further
200301166 ~EP ; : :
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comprismg a database for storing details of message identifiers for which no
destination identifier was detected atong with information indicating to which of the

available processing systems each fnessage was forwarded tfo.

15. A load-balancing ‘system accc{srdi’ng to claim 14, further comprising, where a
messagé' is ‘received without a destination identifier, means for searching the
database for a related message tdent:f‘er and for identifying to which ptocessmg
system the message should be forwarded -

l

16. A load-balancing system according to any of ¢laims 12 to 15, whefein each

. processing system is adapted for sending a response to the message “griginator via

the load-balancer. T RS

17.-A load-balancing system according to 'ahy"of ‘claims 12 to 16, wheréin éach
processmg system is adapted for sendmg a response dnrectly to the originator of the
message T - S . - SAE

18. A load-balancing system according to any of claims 12 to 17, wherein the
database is adapted to remove entries after a predetermined amount of time:-
¢ R )

18. A load-balancing system aceordlng to any of ¢laims 12 fo 18, adapted foruse in a
session initiation protocol (SIP) based network. ’

P 4
1

20. A ro'ad-balancing system according to -claiin 19; wherein the meé‘s"ég'_'e”ﬁrocéssor
is adapted to insert the destination identifier into an extension header of a SIP

message.
.o 3

..

_ 21. A'load-balancing system acc?rdfng to claim 19 or 20, wherein the predetermined

fength of time is 32 seconds.
22. A load-balancing system according to any of claims 12 to 21, for use with the
user datagram protocol (UDP). '

‘‘‘‘‘
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23. A.load-balancing element adapted for use in accordance with any of claims 1 to
1. :
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ABSTRACT

According to an embodiment of the present invention, there is provided a method of
routing a message to one of a plurality of available processing systems, comprising

5 the steps.of detecting the presence of a destination identifier in the message, and
where the. presence of the destination identifier is detected, forwarding.the message
to the processing system identified thereby. Where the presence of the destination
field is not detected the steps of determining a destination processing system fo-r '
processing the message, ‘Inserﬁng into the message a destination identifier

10 identiﬁving the determined destination processing system,A and forwarding the
messade to the determined processing system may be performed.

[FIGURE 8]
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