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METHOD AND APPARATUS FOR LOAD-BALANCING 

The present invention relates to the field of distri~uted pro~sing systei:ns and. more 

particularly, to improvements in load-balancing systems and methods. 
. . 

lncreasingr~:network-based services and applications are aooessed via_-~ome kind of_ 

load-balancing arrangem~n!- For· example, when a network-based service has a . 

large number of concurrent users. load!'batancJng enables the processing load to be 

distributed among multiple backend servers or applications. Shf>Uld the number of 

users increase over time, additional backend servers may be added to cope with the 

Increased load, completely transparenUy to the user. A load-balancer may. for 

example; receive all requests to a network-based service: ·ancl forwa~· the ·requests 

to an appropriate backend server based on the load or some ··other parame~er of the 

system. One advantage of using load-balancers is that services may he provided 
with a ·slngle externally visible address: • • • • .:· ... : : ,··: • ••• ,· • • 

Many types of network service. for example tho·se using hypertext transfer protocol 

(HTTP) over the Internet, use a simple request and ·response mechanism: For 

example. an Internet browser sends ·a HTTP requ·est to ·an application~ ·and the 

20 application responds with a HTTP response. The application· address· ·1s typically the 

· address. of a load-balancer which then routes the 'request ·-to an a\laifabie server 

based;-for example. on the current workfoad·ot-the available servers;,.ln· inany such 

situations; ~ll requests may be treated independently··or all other requ~ -1ncJuding. 

successw:e·requests coming fro·m the same user. In su~~ cases, there is :tYf>lcally no 

25 requirement th~t different requests from the same user be processed by the same 

backend server. In other words, the· requests are effectively contextless and do not 

require the load-balancer to have any previous knowledge of any p~vious' requests 

in order to· determine to which backend s~rver to forwa(d the message::. • : 
:· . . 

~ . . . . . . . 
30 In other situations, coi:-text information • must be malntain·ecf by the· 1oaci:.bafancer in 

order to determine to which backend server a ~essage sho~ld be· forwarded to. For 

exampfey iii telecommul'!lcation networks, ·multip~ messages may· ·be··seht to and 

from a··termina1.· to. establish a calf with another party. It is thus generttlly Important 

that different messages reta~ed to the· same ·can· be processed by. the sarrie • server. 
.. •: • 200301168-EP 
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For example, when establishing a telephone call it is typically desirable that all 

messages relating to th~ call establishment are processed . by the same backend 

server. This _type of functionality is com_mos::alY refe~e~ t? ~~ ~~_rv.er affi~lty :-:·. :··. : . :. .. . 

. ·. . . ; .. : . . •• :::•: •. 

In order-.tp_ provide server affinity a load-batan~r_!s re~i,.Jil'.'~~}o sto~ ~Q~~ -~~text 

informatton; :fdr example the call ID of each message, and to: check,.~f:IC~ _received 

message to determine whether that can ID is already being proc~ed by~ given 

server, to thereby ensure ~at subsequent messages having the same call ID are 

processed by the same backend server. This is typically achieved by maintaining a 

database of current cans IDs and back~nd servers processing mes~ges reiatiilg to 

each call ID. Aspects of traditional telephony systems typically function·in thi!rway." 

In traditionat telephony applications server affinity may only be required during the 

establishment of a call, which typically only lasts· for a few ·seconds. ThUs~ ,-once ·a ·caH 

1s has been·established. the load-balancer can remove all references tc>lfiaf"calf ID, 

freeing up space in the database. 

However many other systems, including some oflhe riewtefephony protoco)s;:such 

as the· session Initiation protocol (SIP), tunctiOn in sufficiently different ways:that the 

20 convelitionarload-balancing approach is no longer suitably adapted. • ••• ·:· :.: • • 

SIP is· an application-layer control or signaling protocol ·for establishitig;··modifying, 

and ten:riinating real-time calls ·and conferences· over. primarily, Internet protocol (IP) 

· networks. At its· simplest, a call setup in SIP requires·two· transactions:'°'one ·to setup a 

2s calf; and one to release the· call. A SIP transaction typically only lasts a few seconds, 

whereas a SlP call is theoretically unbounded. Due to the nature of SIP. where. for 

example, call legs may be added to a current call, media types may be· changed at 

any time, and so on, . it i~ generally required that SIP messages belonging to the 

30 • 

. . . . 
same call be processed by the same backend server; •• • · •• 

. . . .. • . "6i·... • 
0 • 

Traditional Joad-balancing approaches. sueh as: mairitafriing· a database bf· context 

inforr~•ialion for aH actfve calls a~ a ·road-balancer; ·may therefore~···not··be· suitaqly 
. . . . . . • . • . • 

adapt~d for ose with SIP for a number of reasons: Rrstly; ·since the· length of a SIP 

call fs theoretically unbounded and the fact that the load-balancer must store call 
200301168- ep .. 
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context infonriation for the duration of each and every the call, it Is poss~ble that ~e 

load-balancer may become overwhelmed, especially if the number of simultaneous 

calls and the number of backend servers is large. Additionally. In o~er to clean up 

the stored context lnformation7 the load-balancer m~y -be requi~ t~ receive all 

5 incoming and outgoing SIP messages.to determine when a call has finished in order . . . 
to be abfe fu:remove the stored context information for that-~~11 when .it i$~J1o·tQnger 

required~· These constraints may impact the performance··capab{llties of such.a load-. . ~ . 
· balancer and llmit.the message handling capabilities thereof. • • 

10 Accordingly; 'one aim of the present invention is to ·provide a ·--=·systen\· • \lVhich 

overcomes at least some of the above-.mentioned problems. 
I ; 

Accordln·g to a first aspect of the p~~t lilventlofr/there is. provided· a ·.-mettiod of 

muting a message to one of a ·plurality of available· processing systems:··'·oomplislng 

15 the step~ ;of detecting the presence· of a destination identifier In the :iri~Eig~::·and 
• • • • • # ... • • • • • • ... • • ';. • .. •••• 

where·the·pl'e$ence of the destination ·identifier Is detecterJ~·fprwarding ttfe message 

to the ·processing system identified thereby:·Wh~re ·the ·µ.-esence of the destination 

field is not detected the further steps of determining a destination proces~ing syste>m 

for processing the message, Inserting Into the message • ~ destination " ldehtifier 

20 identifying the determined destination processing system, and forwarding. the 

message to the determined processing system may be performed. 

Advatitageotlsty,. th(s removes the need for a load-oalarieing elem~nt"·to ITi°tiintain a 

database. of ·aJf ·current calls being processed,. thus =reducing' the proce~iiig lbad of 

25 the ·1oad..:baianeer: Furthermore. since the·load-balaiicer·flo ·•ionger has ·tel receive all 

messages • sent from backend servers in order ·to knriw: when to :clean up the 

database, through_put of the load-balancer may be further increased. .- .. • 

• Each messag~ inay further include a message Identifier for Iderttifying related_ 

30 messages in ~i~h ~se t_he me~od· may further.'comprlse maintaini~g _a· database of 
message identifiers for which no destination identifier· w'a$ • detected • along with .. . . 
inforitiation indicating· to _wh!ch Qf the avall_able ·pmcesslng·_-syste;,ms ·E3ach • message 
was forwarded to. • • •• • .. i =·: • .•• . . , 

200301168=-EP • ; . • • 
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Where ~-~~ge-is received without a destination identifier, the methoq may furttler 

comprise searching the database tor a related _message id_entifier and,. ~here found, 

torwardiog the message to the processing system_ identified therein. 

In one embodiment each processing system IS adapted for sending a respo~se to the 

message'.oiiginator via the load-balancer. AltematiVely each.-,~~ocessin~: s~~e~ _!TJSY 

be adapted for sending a response direcUY: to the originator of ~e message. . 

Prefe~bly entries are removed from the- database after a predetermined amount of 
time.~ · ~=-----:•·- -· :-.:,- /:,•: :;'; ;:·.--· •• 

.:.•· · ... ·.. . 

Toe method may be used in conjuocti~n with a session initiation protocol (SIP) based 

network. 
-­.. -

1s Thi3 destination. identifier are preferably inserted Into an" extension Header 't;f a- -SIP 

20 

me$Sage. 

Whert--used- iri conjunction with a SIP network";·th~ -~nt~ies· fi:iay be re!'JYOVSt1°after 32 

seconds. 

In one·embodiment the method may -be adapted -foruse with the.-usei- datagram 

protocol (UD_P). • 

In ·a -further:embodimerit the method- may be ·adaf:lted•·;f?r· tise with a:d6~cl-b~lancing 

25 element. 

.. 30 

Aa:ording ·to- a second aspect of the -present' invention·, there is t>rovided a .·,oad­

batanbing syst!m-~or_ routing a !Ties_sage to one of a plurality of available processing 

systems. The system comprises a message analyzer for detecting the presence of a· 
. . . - -

d~1'nation identifi~r in_ the recei~ed message~ and- _. a '!l~ge forwarder for 

forwarding the message to the processing system identified by the detected identifier. 

When the presence of a destlnation_-;dentlfier is~no(d~tectecfthe systerii hiay:further 
• -

comprise_ a load analyzer for d~terrnining a destination proc~sirig system for 
200301168- EP 
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processing the message. and a message processor for inserting into th~ message a 

· destin~tion ·identifier identifying the detenninecf destination· processing system. 
. . 

Each mes~age may further include a m~ge identifier for identifying . related 

s messages. in which case the system further comprises a· database for.-storing ·aetails 

of message identifiers for which no destination identifier was detected : along With 

Information indicating to which of the av~ilable processing systems each rnessage 

was forwarded to. 

10 Where a. ·messagt1 is· received without a ·destinatron •identifier the systerit =ttirther 

·comprises means for searching the database for a"relatecf message iaentifier and for 

identifying to which processing system the message should be forwarded. 

In one embodiment each processing system is adapted for sending a resp6n~~ fu the 

1s message origlnator via the load-balancer. In a further embodiment each processing 

system Is adapted for sending a response directly to the· originator·of the··message. 

20 

The load-balancing system may be adapted for use in a session Initiation protocol 
(SIP)·~asecfnetwork. :· :: ' •• ' .r :., •• ··: .-i 

Preferably the database Is adapted to remove entries iiftet ·a predete~mfned amount 

of time. In the case of SIP, the predetermined amount of time Is preferably 32 

seconds. 

25 The message processor preferably inserts the destination identifier into an·extension 

header of a SIP message. 

The-lo-ad--baJencing system may be adapted ~r use·with the user datagram p~tocol . . ' ~ 

(UDP). 

According to a further aspect of the present' Invention, there. is providiJd a load-. 

balancing element adapted for use with the herein de§cribed method. 

2003D1188..; EP • 
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The invention will now be described, by way of non-limiting example, with reference 

to the accompanying diagrams. in which: 
Figure 1 · is a· block diagram showing an overview of a slmplifie9· SIP network 

arrangement according to the prior art;· 

5 Figure 2 is a block diagram showing a back to back user agent (B2BUA) according to 

the.prior'art;.'· •. : .••. • ·-

Figure 3 is a block diagram showi~g an overview of a ·road-balancing system 

according to an embodiment of the present invention: 

Figure 4 is a message flow di~gram illustrating a further embodiment; 

10 Flgure-5.ls--a·message flow diagram Ulustrating a further ·embodiment; -. ,·.:· 

15 

Figure 6 is a message flow diagram ll~ustrating a further embodiment; 

Figure t is a message flow diagram illustrating a ·further embodiment; :and • • ''· 

Figure· 8 is a flow diagram outlining· example processing steps of a load-balancer 
. . 

operating in accordance with an embodiment of the present invention·. 

Figure 1 is a block diagram showing an overview of a simpllfie~f SIP network 

arrangsment 100 according to the prior art. A nu.mber of termfnafs, which may be SIP 

user·-agents, ·102. 104 arid 106 are shown. If a· user ag'ent-102 wishes.to e$blish a 

calf with a user agent 104, a SIP Invite message is· senf to· ii ·SIP proxy server 11 o in • 

20 an IP network 108. The SIP pmxy resolves the address of the user agent_ 104 and 

forwards the Invite message to a back-b:>-back user.agent (B2BUA) 112~ The B2BUA 

may be used. for example. to provide value added services, such as pre-paid billing 

or cortf~rencing. In addition to the basic telephony/multimedia functionality provided 

by SIP. A further SIP proxy 114 is typically used to resolve the address of the user 
.... _ .. 

2s agent 104·. • 1 

Typically the value add services· mentioned· ·above··may· be implemehted in _a 

distributed. processing arrangement, as shown -in Figure 2 whi~h shQws a B2BUA 112 
.. ~· . ... . . 

• in accordance with the prior art. A lo~d-balancer 202. is proyided which receives all 

30 incoming m~sages senf to the J32BUA 112. As mentioned above~···one ·of. the 

advantages of using a load-balancer is that only a singfe external network address is 

seen by ~e network: The load-b~lancei 202- forwards ·each receivecfrriessage ~o on~ 

of a plurality or backend serve~! 206, 2oa~· 210 which ~rry (jtJ't ···:ttie· ·raquired. 

processing operations. Such processing operations could include,. for example. pre-
2ooso1168 - EP 
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paid billing .. ~redit card authorizations. portal authentication and so o~. The load-

balancer ~02 may determine which backend server to u~e through. use .of any 

appropriate algorithm. such as least loaded, round-robin and so on. It wUI be 

appreciated .th~ although the toad-bala~cer. ~nd b~ck-end servers ~re ~t:J~w~ as 

s being integral to the B2BUA 112, ·these elements may be loca~ed. e1emally 

therefrom· •. f9t- example in a distributed. manner. . 

Since it 1$ generally advantageous that all ·s~P messages relating to ~e _sa~e cali are 

processed by the same backend server, the loacf.:.bal~ncer 202 ha~ to ~~intain a 

10 database·.-204· of .al~ currem SIP calls alc;,ng· with ·related ·6a1f 10s_ antf ·u,e· 6ackend 

server which Is processing the call. Additionally. ·ali messagss sent from !·a backend 

server 206. 208 or 210 to a user agent also pass through the load-balancier~ 202 so 

that· the load-balancer can ·determine when a $JP • call·· has termi:,iiate~l '. :thereby 

allowing the load-balancer to clean up the database 204. As previously mentioned .. 

1s due to·the theoretically endless nature of a SIP call coupled with the.large .number of 

simultaneous calls which can be handled by the B2BUA 112. the dataQase 204 has 

to be -sufficiently large to handle data from the maximum-~hi.Jinber of.simt.dtafleous 
callEfWhlch·the ·B2BUA 112 can support. · ..• · ••• • .·: .. : ' .. 1 :· •• •• ;; • , : 

·.•. : .. 

20 An-embodiment-of the invention will now be described with ·reference·to Figure 3 and 

Figure· 8.· Figure 3 • is a block diagram: showing an overview of a loactbalan~ing 

system· according to an embodfmenf of the present· inventio·n and Figu~·-8 is ·a: flow 

diagram outlining example processing steps which may made by tlie ·toad-balancer 

302 of Figure· 3~ In the following description, for sirnplid"lfy of explanatic>n;=·scime of the 

25 steps·shown in Figure 8 are initially not discussed~ ~;-~ .•• : • : ·; =:c-:: ='···· 
. ·,,. . :· . 

The system. 300 may be·, for example, a B2BU~, or ~th~r network or clienf/server­

element. A load-balancer 302 receives a message (step 702) 1 for.example a SIP 

INVrrE·message, from, for example, a SIP.-user agent·102. When a'_message arrives 

30 at.the load-b.a,ancer relating to a new call. J1e l~ad;balancer·cho~ses·(step·•t10) one 

of the avaiJabJe backend $ervers 206, 208 or 210 to ~end ·the message·to··using a . . 
suitable load-balancing algorithm, as ·Will be ·appreciated by tho_se skiHed in the art 

The load·•bala~cer 302 ln~erts -~ fa~ ·irf''the.-S1~· _me~~ge· (step 71'4), fof'eiampJ~ 

#myTag'.· indicating the· identity of the; ·chosen backend. server arid ·mrwarc1s· the 
200301188-EP 

.·:,. 
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8 
message to the chosen backend seiyer (step 716). Preferably the tag contains 

sufficient infonnation to enable the load-balancer to route the message without 

requiring a further call context. Additionally. the -tag is preferably i~r:ted -into Jhe 

message such that the tag will be included in all future messages sent in response to 

the message. For ~mple, in SIP the message may be suitably inserted· as an 

extension tieader. 

SIP provides for the re-transmission of messages in the event that a response is not 

received within a predetermined amount of time: One problem that this can create is 
. . :. :· . • . . ?·.:.,- . 

10 that-if:a l;acf<end se1Ver is slow to resp~nd, dr if an initial message ·1s· lost, for 

example, the SIP user agent may .:-etransmif· the satrit:i~fu~~ge. tf'fliii· message 

happens to be·the· first message related to ei'-ca11· {i.e. there is no tag °tiresE!nt): the 

load-balancer is likely to send this message to a different" ba~kend server .ttiat'{that 

deali~g with the first message, whictj may lead to the system creating' several call 

1s contexts In diffarent backend servers for a single SIP call. This may result in protocol 

violations for example if Identical responses are sent to a user agent" client or sub-
........ -· 

optimal· i>tocessing. • • • ••• •• •• 

. . 
In ·order to prevent this, the load-balancer 302 preferably·hlaintains 't~ ·database 304 

20 of all messages which refate to new ~Us. Thus. tlie following additi<inat step$· are 

performed. ·For example, when a message is received·. ii: is 'dete~irte~ :·(~tep. 704) 

whether a previously Inserted tag is: present. If not, ·this indicates that the· re~ived 

message ·may relate to· a new call.' The datab~.ise 304 is· searched :to. determine 

whether a message with the same. c~H i~entificatiori ls;·preseht in thE(da~base/(step 

25 708)~ If yes, then the message may1be. for exartlple, ·a ·retransmitted ·mes~~ge ·or a 

CANCEL message sent shortly after an initial INVITE message, and is forwarded to . . . 
the backend server indicated in the database once a suitable tag has been inserted 

• ' , 
irfthe· rries~ag~ tf no message having the samt{call ·10 is.-found, tfiJs ihdrcates that 

this ·is the ~rst mess~ge relating to a ~11 .. ··in~.hich case a stiitabl~ backend Sef'.Ver is 

30 chosen to'-process the message (step· 71b) .• A call context is ~ubsequeitjtty·;Jreated in • 

th~ database (step 712), a ~g is added to the received message 'Identifying the 

chosen :·-backend server (step 714)~. and finally the message I~ forw~rded • to the - . ~ /' . .~ . . . . . . : .. 
. ciiosen backend server. • • : • ··· ·· · :. -~ ,·· :, ..••• ·• • 
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After .a p~e~nriined amount of time from their ~ation i~ the database. 32 seco_f'.lds 

In the case of SIP. entries in the databases may be deleted since after this time no 

further untagged messages relating to the sarrie transaction _may be acce~ted by the . 

toad-balancer. Advantageously, for example when user datagram protocol (UDi:>) is 

s used as the transport protocol. the backend se~ers ~ay respond di~~Y.. -~ -th~ SIP 

user agents, remoVing th~ need to pass through the load-bafan~r.,. thys fi.4rther 

increasing the potential throughput of the load-balan~r. _Tl'!is is po~~b~~: since _the 

load-balancer maintains no context information after a predetermined time, and 

therefore does not need to be informed ·when a call ·ends In order to clean--0p the 

..., .· 
As wiU be·appreciated· by those s,killed in the··art; the ·herefh~described·:fUtictionality 

perfonned by the load-balan~r m~y be provided in a n~mber of ways; fur ~xahlpfe, 

by· way of ·software, by suitable electronic hardware, ;or a- combih~tion ·:bf both 

ts software and hardware. For example, the load-balancer 302 may comprise suitable 

logical tir functional elements sµch : as a message. ·analyzer. for:. analyzing ·t~e 

messages- to determine whether: an inserted· tag_. is present~ a loacf anaiyzer, for 
. . I . . . . ••• , • ·• • 

determining ·to which back-end :server a =message • s~~uld be pltl_~ed ~Y, a 

message processor. for inserting Identification lags· into_ a message, _and ~ message 

20 forwarder for forwarding a me$sage to an appropriate backend server. • Such . . .. 

25 

elements·may·be provided in various:combinations: : · • ·-: \.. _. •• ·, :-- • • • 

! • 

A number of further embodiments will now be described • with ref&renc~ td the 
message flow diagrams of Figures 4 to·s·. ··,.· •• · - • 

. t 

As stiown in Figure 4, a SIP us~r agent (CL1fS"en(ls.-a:_SlP INVITE message·to an 

application- (APP1 ). As describ~ above~ the • applicatron is an appficatio'1' ·using a 

loac:t:-b'atancer·and a number of distributed backend servers: When ttie: to~d:balancer 

receh(~ the IN\flTE message, it a~lyses the ~es~age fo· ttetermi_ne th~. preseoce of 

30 an. insertecf tag. lf no tag is. found~ the load-balancer chooses a· suttabie. backend 

server (BE:1) ·and inserts a tag, for _example myTag. identifying the chosen backend 
• ., • • I . • • . •" 

server lhtQ the message_, and fcis;waras ·the message fu the chosen ·oackerid seN~r._ 

When !Jle backend seiver sends a response message to Y,e user agent the message 

passes fi~ through the load-balancer 302 which fo,:ward$ the messageto·the SIP 
. . . I 
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user agent (CL 1 ). If the SIP user agent sends a further message related to the same 

call, the previously inserted tag will be present in the message. When this message 

is received by the load-balancer 302 the message ·is· examined·to determine whether 

there is a tag present therein. If there is a tag present, the·toad-balancer forwards the 

message to the backend server indicated by the tag·. In this way. the ·1oad•b~lancer 

does not need 1o store details of all cu~ent calls In order to .determine which back7nd 

server should process a message and the require_ment to store context information 
. . 

for all calls at the loa(i-balancer Is rem9ved. 

In. thi~:embodil"(lent, no modifications a~ re9\Jirecfto· efiher-the· SIP user :client or the 

backend servers: as the effect of inserting .ttier tag·· is··!eff~ctiveiy':krii;parent 

Furthennore, in the event of a failure of a backenci server, • the roa·d~balancer ·can 

forward the message to a backup server other than that indicated by the.-·irise·rted tag, . . 
without the SIP u~er agent ever being: aware that a failure occurred. • 

• • • t •• ~ . • . 

The message flow diagram of Figure 5 illustrate~ the· way in which thetretreinsmi~sion 

of a SIP· ·INVITE message may be handied by the load-balancer. A SIP user agent 

{CL 1) sends a SIP INVITE message to the load-balancer (APP1 ). If the load-:balancer 

determines-that no inserted tag is present in the recefvscf··message, for·e~rri_plE{ifthe 

20 message • 1t the · first message relating to a· particular call Identification~· the· load­

balancer first searches its database to see • if any en~ries have a· a:tiatching call 

identification .• If an entry is found th'& may indicate, tor··example, tha, 't!1e-~feceived 

message is a retransmitted message. The load-balancer retrieves the address of the 

backend server from the database? inserts a corresponding tag inf<? th~ ~es~age, 
25 and forwards the message to the appropriate· backena server.. -. ·: ~. : ••• ;·· :··. -· 

.. ... . -.. · ... •• ..... _ ·: .. 

If no matching: entries are found this Implies that·the·'teooi~ed mes~age · is·.-tne -first 

mess·age·of a·call·and_the message is·processed·as aeicribed ·above·.· :· .. : :~ ·=·· . . . 

. . 
30 • As described previously, a predetermined amount of time after the details of the first 

Sf P· ·message are stored in the dati3base all eniries having the_ corres·JjQ,:iaing call 

identiflcation may- be erased. In this way, ·the database· only contains' context· 

information for a given call identification for a~ maxlrn~rii-bf• 32. seconds. -· • ::: , ·: • 
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A sttll further embodiment is illustrated with reference to Figure 6. In this embodiment, 

the backend · server is adapted. to respond ~irectly to tl:le SIP user, ~g~ryt. "fill~ is 

possible. for example. when the tran~port protocol µsed is user da~~~m-P,-O~f . . . 
(UDP). ·Preferably the SIP message $ent from the backend server is .. s~ch th~t a 

s response·mes~age sent from th·e user: agent will be add~$,~ to the).oad-balancer. 

This is ·particular· useft.!1 for fault toleran~ purposes as the; load-balal'\cer mai"!tains 

full control of the routing of messages; for example, in the event ~f a backend server 

failing. 

• ,. J • • 

10 In some drcuinstances. a backend server may ·initiate a cail With a SIP use ·agent. as 
• ~ 

illustrated with reference to Figure 7.· rn this·embodiment, before sending th~ Invite 

message, a tag is inserted in the messege for enabling ttie· load-ba1iiriqer':1:o•!,Jater 

identify the backend server which initiated the call. Thus, when the SIP -user agent 

sends. a _· response message via the • to_ad-balah~r. thef ·1oad~balan'cer .. ·is··· ~bie to 

15 determine which backend server to forwar(f ·the. messag~~ wlthouf· requiring any 
conl:ext Information to be stored at the loao.balancer. • '· •. •· • .: •• • • -· ;,- ·: ' 

In such a system as described above the resource requirements of a load-balancer 

are rio ·longer proporHonat to the number of·establlshed· Ctills. since ~nly the context 

20 information of newly established calls Is requfred to· be • maintained· by the. load­

balancer. 

... • I ~ .. . 
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CLAIMS 

1. A method of routing a message to one of a plurality of available proces_sing 

s systems, comprising th~ steps of: 

10 

1S 

d~te·cting the presence of a destination identifier in the message;: .. :· • ,. ! 

and 

where the presence of the destination identifier is detected, forwarding the 

message to the processi!"g system identified thereby; 

and where the presence of the destinatlon field is· not detected: . . . 
determining a destlna!,ion pro~ssfng· system for processing the message; 

. . 
Inserting Into the message a d~stin~n _iden~ifier Identifying _tJ'I~ determined 

destination'processing system; and : • 

forwardlilg the message to the determined processing system. 

2. A m~thod according to claim 1, wherein each message further Jndudes a message 

identifier for identifying related messages, the method further 'comprislng ·maintaining 

a database of message Identifiers for which· no destination Identifier was detected 

along With lriforinatlon Indicating to Which of the available processing systems each 

20 message-was forwarded to. 

3. The methoa according to claim 2, further comprising: where a message is received 

without a destination identifier, searching the database· for a related message 

identifier and, where found, forwarding the message to the processing system 
2s identifletMherein~ · · · • :_•· ••. ... , .• _, ,. ·: •• 

30 

: - . : _ .. 

4. Ttte method according to claim any previous claim. wherein each ·processing 

.. system is a~apted for sending a response to the ·message originator :via· the ·road-. 

bal13ncer. 

5. The method ·according to any of cJaims 1 to 4~ wherein each pmeessing· system is 

• adapted for sending a response directly to the origfnator·of the message;·.· 
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. 6. The method according to any previous claim. further comprising removing entries 

in the database after a predetermine~ a~unt of time. 
+ •• • ♦• : •••• 

··. -..., .. 

7. The ·method according to any pre~ous claim, for ~se· in a session initiation protocol . 
(SIP) bas~d network. 

.. --:,·, .. : 
. • ! • 

8. The method according to claim 7. w~erein the step of inserting further comprises 

inserting. the destination Identifier into an extension header of a SIP message. . . . 

9. The ·method according to· claim: 7 or 8, wherein· the. step of _removing entries is· 

adapted·to -remove entries after 32 seconds. 

10. The:method. according to an~ previous· claim;· adaptetf for use·~~ the··.l.iser 

datagram protocol (UDP). 

11.· The~·method according to any previous claim, adapteif for u~E!·'·with ·a ·toad­

balancing element 

12. A load-balancing system for "?utfng ·a message· to one of a ploraHtY· of available 
processing systems, comprising: • • ; 

a message analyzer for det~cting the presence of a destination Identifier in the 

received· m~ssage; • ' . 
. . . ~:·. ~. ;_ .;· ... . . .. . . . ·,,·,. .. . . . 

• · ·and ·:a,.: message forwardef for forwarding the message to the processing 

system identified by the detected l~entifler. 

13: A toad-balancing system accc;arding to claim 12. further comprising, for when the 

presence of a destination identifier is not ~etected, 

· ·a· toad ··a~alyzer for determining a destination processing ··syste·m for 

processing :the message; and I 
I 

30 a rileS$age processor for:1nserttng· into· the: message a desUtiation ;'id~ntifler 

lderitifylng·tne determined destination .processi~g system: 

! 
...... 

14. A lo~d.:.balaricing system· a~rdia:19 lo claim 12 Qr 13, wherein eactl message 

furth~ Includes a message ide~tifler for identifying related messages. and further 
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comprising a database for storing details of message identifiers for which no 

destination Identifier was detected ;atong with information indicating to which of the 
I 

available processing systems each rnes$age was forwarded to . . 
• • • :.. • • • •• _ .... ; , : -♦.-~ • : • ~= .. 

15. A load-balancing· system acc~rding to claim 14, further comprising, where a 
I • 

messag,i. ,s 'received without a ~estin~tion identifier, means for ~~a~hing .. _the 

database for a reJated message identifier and ~r identifying to wf1i~ processing 

system the ·message should be fo~rded. 

16. A load-balancing system accbrding. ·10 any of Claims·· :f2 to 15,, whetein each 

processing ~stem is adapted for sending a response to the message ··ong1nator via 

the road-balancer. 

17.·A load:..t>ala"ncing system according to ai,y··ot·c1aims··12 to 16/wheteln· each 

ts processing· system is adapted for· ~ending a response directly-·to the onginator of the 

message:•-· 

20 

18. A load-balancing system according to any of claims 12 to 17. wherein the 

database Is adapted to remove entries after a predetermined ·amount of1ime;:: ::: • 

19. A load~balancing system according to any of claims 12 to 18, adapted for use in a 

session Initiation protocol (SIP) b~sed network . 
. . • ... • ·' ...... .. : . 

20. A road-balancing system ac~rding to ·claim· 19; wherein-_.the me~ag_e"~rocessor 

2s is adapted to insert the destination identifier into an extension header of a SIP 

message. 

30 

I . .. 

. 21. A-load-balancing system ac~rdfng to claim 19 or 20, wherein the.predetermined 

tengtl1 of time is 32 seconds. • • 
; 

I . 

22. A·toad-balancing system according to any of claims 12 to 21. for use with the ' . . . 
user datagram protocol (UDP). 

' ... ·· 
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23. A. load-:~_lancing element adapted for use in accordance with any of claims 1 to 

11. 
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ABSTRACT 

According to an embodiment of the present invention. there is provided a method of· 

routing a message to one of a plurality of available processing systems7 comprising 

s the steps. of detecting the presence of a destination identifier in the message. and 

where the- presence of the destination identifier is detected,·.for-wardlng_.the message 

to the pro~ssing system identified thereby. Where the presence of the de_stinatio".1 

field is not detected the steps of detennining a destination processing system for • 

processing the message, • Inserting into the message a destination identifier 

10 identifying the determined destination _processing system. and forwarding the 

message to the determined processing system may be performed. 

[FrGURE 8] 

• • • - # 

'• .. • :.. 

... 
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