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19100

L PROVIDING MULTIPLE LOGICAL UNITS OF WORK OPERATING
CONCURRENTLY, WHEREIN EACH OF THE LOGICAL UNITS OF
WORK MANIPULATE AT LEAST ONE COMMON BUSINESS OBJECT

19102

h

CREATING A COPY OF THE COMMON BUSINESS OBJECT FOR
EACH OF THE LOGICAL UNITS OF WORK SUCH THAT THE COPY
OF THE BUSINESS OBJECT FOR ONE LOGICAL UNIT OF WORK
BECOMES A SEPARATE INSTANCE FROM THE COPY OF THE
BUSINESS OBJECT FOR ANOTHER LOGICAL UNIT OF WORK,
WHEREIN EACH COPY OF THE BUSINESS OBJECT KNOWS THE
CONTEXT OF THAT COPY OF THE BUSINESS OBJECT IN RELATION
: TO THE ASSOCIATED LOGICAL UNIT OF WORK 19104

A

RECEIVING A REQUEST TO MAKE CHANGES TO A COPY OF THE
BUSINESS OBJECT OF ONE OF THE LOGICAL UNITS OF WORK
AND CHANGING THAT COPY OF THE BUSINESS OBJECT,
WHEREIN THE OTHER COPIES OF TH BUSINESS OBJECT
ARE NOT CHANGED

1910

3

VERIFYING THAT ONLY ONE COPY OF THE BUSINESS OBJECT
HAS BEEN CHANGED

19108

UPDATING THE COMMON BUSINESS OBJECT BASED ON THE
CHANGE TO THE COPY OF THE BUSINESS OBJECT

19110
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EFFICIENT SERVER SIDE DATA
RETRIEVAL FOR EXECUTION OF CLIENT
SIDE APPLICATIONS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is related to United States Patent Appli-
cations entitled A SYSTEM, METHOD AND ARTICLE OF
MANUFACTURE FOR A DEVELOPMENT ARCHITEC-

2

tocol” (HTTP). Abrowser opens a connection to a server and
initiates a request for a document. The server delivers the
requested document, typically in the form of a text document
coded in a standard Hypertext Markup Language (HTML)
format, and when the connection is closed in the above
interaction, the server serves a passive role, i.c., il accepts
commands from the client and cannot request the client to
perform any action.

The communication model under the conventional Web

TURE FRAMEWORK U.S. patent application Ser. No 10 ¢nvironment provides a very limited level of interaciion
09/387,747, filed Aug. 31 I“l}‘ég and ASYSTEM MET;Iinj between clients and servers. In many systems, increasing the
AND ARTICLE OF MANUFACTURE FOR MAINTE- level of interaction between components in the systems
NANCE AND ADMINISTRATION IN AN  ©ften makes the systems more robust, but increasing the
E-COMMERCE APPLICATION FRAMEWORK U.S interaction increases the complexity of the interaction and
patent applicatiun Ser. I;io 09/387,318, both of which :.m; 15 typically slows the rate of the interaction. Thus, the con-
Bl Sy B ich o o by Stnt N oot povtis b oy, G
Rdeeiice 1o e calely; between clients and servers.
FIELD OF THE INVENTION P SUMMARY OF THE INVENTION
The present invention relates to software patterns and A system, method, and article of manufacture are pro-
more particularly to updating a server while minimizing vided for efficiently retrieving data. A total amount of data
network traffic and maintaining an acceptable level of sys- required for an application executed by a client is deter-
tem performance. mined. In a single call, the total amount of data from a server
. R . 25 is requested over a network. All of the data is bundled into
BACKGROUND OF THE INVENTION a data structure by the server in response to the single call.
An important use of computers is the transfer of infor- The bundled data structure is sent to the client over the
mation over a network Currently, the largest computer nc_l\work and lh" (‘lala ok-lie dats strchurs "’ c:}c%}011 0“ lh"
network in existence is the Internet. The Internet is a client. The cached data of the dal:_l‘sl_r ucture is used as
worldwide interconnection of computer networks that com- 30 needed during execution of lhf': apphf,anon on the client.
municate using a common protocol. Millions of computers, In ;ﬂ gSPE(IJi d“f Ihehprcsenl l[:cm;?n" the da::l slru;:lurc
from low end personal computers to high-end super com- may be bundled on the server by a business object. In an
puters are coupled to the Internet. 4 additional aspect of the presenl invention, the business
. x . object may be instantiated by an action of the client. In
U 41“;)[ 3;:;2:[ F}l:;r?:nteig’foﬁfzﬁﬂzg IE::;SE{);E;“{J(E?; 35 another aspect of the present invention, the network may be
Ag_cncy. For a long t_imc, Internet was used by re_.‘;t:arche‘r.!s in al I[caSI ‘Encl?r a loca‘l a";a Eet\m{rk amfl & W1(_‘1(: :m:; ncl‘wor,k.
universities and national laboratories to share information. n a further aspect of the present invention, the request
As the existence of the Internet became more widely known, may be administered by & praxy component. In even another
many users outside of the academic/research community i aspect of the prosent - InvenLon, the data structure may
(e.g., employees of large corporations) started to use Iniernet contain no logic.
to carry electronic mail. BRIEF DESCRIPTION OF THE DRAWINGS
In 1989, a new Lype of 1"':‘,’“"“““,“ system known as the The invention will be better understood when consider-
World-Wide-Web (“the Web™) was introduced to ‘IIF“ Inter- 440n is given to the following detailed description thereof.
net. Early development of the Web took place at CERN, the s Such deseription makes reference to the annexed drawings
European Particle Physics Laboratory. The Web is a wide- e
area hypermedia information retrieval system aimed to give FIG. 1 is a schematic diagram of a hardware implemen-
wide aceess 10 a large universe of documents. A[_ l:ml time, tation of one embodiment of the present invention;
the Weh-was Jown Yo snc used by the geulamie/esesioh FIG. 2 is a flow diagram illustrating a high level overview
community only. There was no casily available tool which 5, G an atohitostares
sllowss 8 foctmically Skeiake pt.:rson l? HECES ﬂ‘m e FIG. 3 shows the dependencies of three architecture
In 1993, researchers at the National Center for Supercom- frsieorka:
puting Applications (NCSA) released a Web browser called FIG. 4 il],u‘;{ratcs AR At
“Mosaic” that implemented a graphical user interface (GUI). i ey ) A Y 5 N
owerful. The Mosaic browser allows a user o retrieve WA X 18 2
Eucumants from the World-Wide-Web using simple point- taken into consideration when identifying the core technolo-
and-click commands. Because the user does not have to be ~ 8ies 1o be‘ used in an archlleclur'e': )
technically trained and the browser is pleasant to use, it has FIG. 7 isa ch_art that can be utilized to determine whether
the potential of opening up the Internet to the masses. o 1o use Netcentric technology;
The architecture of the Web follows a conventional client- FIG. 8 o chart that can be utilized to determine whether
server model. The terms “client” and “server” are used to to use Client Server technology;
refer to a computer’s general role as a requester of data (the FIG. 9 is a chart that can be utilized to determine whether
client) or provider of data (the server). Under the Web to use Host technology;
environment, Web browsers reside in clients and Web docu- 65 FIG. 10 illustrates the services of a Netcentric Architec-

ments reside in servers. Web clients and Web servers com-
municate using a protocol called “HyperText Transfer Pro-

ture Framework in accordance with one embodiment of the
present invention;
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FIG. 11 is a detailed diagram of some of the components
of the Netcentrie Architecture Framework found in FIG. 10;

FIG. 12 is a detailed diagram of other components of the
Metcentric Architecture Framework found in FIG. 10;

4

FIG. 42 illustrates the role of patterns and frameworks;

FIG. 43 illustrates this Business Component Identifying
Mecthodology including both Planning and Delivering
stages;

FIG. 13 illustrates several components of the Presentation 3 FIG. .44 Sh‘_:",vs a high level picture ‘Of_ app}manon ity
area of the Netcentric Architecture Framework; pone nt mwr?"lw" for an Ord_“': Entry ”ybl?m‘,

FIG. 14 illus everal ¢ of the Infi ; FIG. 45 illustrates a traditional organization structure
_HG. 141llustrates severa u_)rnlrmuents ol the Information including an activities component, a credit/collections
Services of 'h‘f present invention; ) component, a billing component, and a finance component;

FIG. 15 depicts the four major categories of functionality 15 FIG. 46 provides an illustration of a horizontal organiza-
that the Network services provided by the Communications tion model;

Services are grouped into; FIG. 47 illustrates a workeell organization approach
IIG. 16 illustrates File Sharing services; including an activities component, a credit/collections
FIG. 17 depicts Message Passing services; component, a billing component, and a finance component;
FIG. 18 depicts Message Queuing services; 15 FIG. 48 illustrates the Enterprise Information Architecture
FIG. 19 illustrates Publish and Subscribe services; (EIA) mod:?,l; o o
FIG. 20 depicts Streaming, in which a real-time data FIG. 49 illustrates a V-model of Verification, Validation,

st {8 tauaconed, am:'[:“bﬂsulj]g:}ortr ys of a development architecture with

o i - i . . e o . 3. . db HUU. ¢ archinlec Ll i

“(" 21 fih'S[m"S (;ORBA-basu‘J Object Messaging; 2 seamless integration of tools which can be plugged in for the

FIG. 22 illustrates COM Messaging; capture and communication of particular deliverables;

FIG. 23 represents CTI Messaging; FIG. 51 shows a design architecture with the compro-

FIG. 24 illustrates various components of the Communi- mises made for today’s component construction environ-
cation Fabric of the present invention; s ment;

FIG. 25 illustrates the two categories of the Physical FIG. 52 illustrates a business process to object mapping;
Media; FIG. 53 is a diagram which illustrates a graph of resilience
FIG. 26 illustrates several of the components of the to ({ha‘ngc;. ) .
Transaction areas of the Netcentric Architecture Framework; FIG. 54 illustrates a flowchart for a method for providing

FIG. 27 illustrates various components of the Environ- 30 20 abstraction factory pattern in accordance with an embodi-
mental Services of the Netcentric Architecture Framework; mer_ll ::)I' lh'j’ present myention; i

FIG. 28 illustrates the Base Services of the Netcentric TG, 55 Hibmtraton & Mowchan o i riwibed for tepieien.
Archil-;clure Framework: h ing a plurality of baich jobs of a system each with a unique

. 2 i class in accordance with an embodiment of the present

[-Ilfx. 29 r;hows thti( major components of the reporting 35 invention;
application ‘ramework; ) FIG. 56 illustrates a class diagram of the batch job

FIG. 30 illustrates an example of how a custom report hierarchy;
amh;tccturc relates to a workstation platform technology FIG. 57 illustrates an object interaction graph of a pos-
architecture; ) sible implementation of the class diagram of FIG. 56;

FIG. 31 describes the relationships between the major 40 pIG, 58 illustrates a flowchart for a method for controlling
components of the report process and the report writer  access to data of a business object via an attribute dictionary
process, in accordance with an embodiment of the present invention;

FIG. 32 shows the module hierarchy for the custom report FIG. 59 illusirates a flowchart for a method for structuring
process,; batch activities for simplified reconfiguration in accordance

FIG. 33 depicts the various components of the Business *° with an embodiment of the present invention;

Logic portion of the Netcentric Architecture Framework; FIG. 60 illustrates the manner in which the AttributeDic-
FIG. 34 illustrates a relationship between major themes tionaryClient is the facade which delegates to the Attribute-

that impact aspects of software development and manage- Dictionary;

ment; N FIG. 61 depicts the use of the containsKey( ) method on

50 e

FIG. 35 illustrates how components are viewed from the HashMap to ensure that the value will exist before the
different perspectives; gcl( ]‘m“lhu‘_j is used; )

FIG. 36 shows a relationship between business compo- E](J: 62 jllustfatcs a l,m:lhOd that dictates that any
nents and partitioned business components; nullPointerException that is thrown would be caught and

FIG. 37 sh h Billing Busi (’, i <5 rethrown as the more user-friendly exception in the attribute
e lc}- : sw()).wsl oW a 1ing business Lomponent may - dictiﬂﬂary patlcfﬁ cﬂvimnlncnt;

Caealy-an “-f I\OC. . . IIG. 63 illustrates the Get the Altribute Names method in
F[G.‘ 38 1l]111:)lralus the relationship bclwu)cn lha, spcclrur‘n the attribute dictionary pattern environment;

of BlE«s‘lness Lom]?onems and the types of Partitioned Busi- FIG. 64 illustrates a flowchart for a method for managing

Ress Lomponen(s; 50 constants in a computer program in accordance with an

FIG. 39 illustrates the flow of workflow, dialog flow,
and/or user interface designs to a User Interface Component;

FIG. 40 is a diagram of an Application Model which
illustrates how the different types of Partitioned Business
Components might interact with each other;

FIG. 41 illusirates what makes up a Partitioned Business
Component;

)

ik

embodiment of the present invention;
FIG. 65 illustrates a flowchart for a method for providing
a fixed format stream-based communication system in
accordance with an embodiment of the present invention;
FIG. 66 illustrates two systems communicating via a
stream-based communication and using a common generic
format to relay the meta-data information;
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FIG. 67 illustrates an example of a Fixed Format message
associated with the fixed format stream patterns;

FIG. 68 depicts the complete Fixed Format Stream pattern
associated with the s fixed format stream patterns;

6

FIG. 90 illustrates a lowchart for a method for commu-
nicating a null value in accordance with an embodiment of
the present invention;

FIG. 91 illustrates the problem associated with sending a

FI1G. 69 illustrates fixed format contracts containing meta- 5 NULL across many types of middleware;
data information for translating structured data onto and off FIG. 92 illustrates the manner in which the present
of a stream; invention passes a “null” structure across the middleware;
FIG. 70 illustrates a Customer object in an object-based FIG. 93 depicts conversations with a “null” data structure;
system streaming itself into a stream, the stream being sent id FIG. 94 depicts conversations with a non-"null” data
to a non-object system, this stream being read and the data structure;
inserted into a relational database; FIG. 95 illustrates a flowchart for a method for transmit-
FIG. 71 illustrates a flowchart for a method for delivering ting data from a server to a client via pages in accordance
service via a globally addressable interface in accordance with an embodiment of the present invention;
with an embodiment of the present invention; 15 FIG. 96 depicts the response time for a User Interface to

FIG. 72 depicts a client that is unable to find the services
provided by a server via a network;

FIG. 73 illustrates the grouping of services using inter-
faces;

FIG. 74 illustrates a customer server publicly announcing ?

its interfaces;

FIG. 75 illustrates a method including the registering and
then locating of a globally addressable interface;

FIG. 76 illustrates the present invention using a method

display a list of customers in a list box;

FIG. 97 shows a request that returns a large amount of
data;

FIG. 98 shows a graphical depiction of a paging commu-
nication patiern;

FIG. 99 illustrates a message trace diagram showing the
interactions between a Client and a Server using Paging
Communication to satisfy the previously mentioned
scenario,

25 ihistrates: s Ny . ;
wherein a globally addressable interface is used to obtain FIG. 100 illustrates a flowchart for a method for inter-
data from a server; l'allflng: anaming scrwocl andl.a d“:"né'\;‘“h the narnu;g service

FIG. 77 illustrates a flowchart for a method for affording allowing Aceess:10:4 PIMtally. o ) HHEIE UL SoIs Ok SEvICes
e - e . N ., from a plurality of globally addressable interfaces in accor-

access to a legacy system in accordance to an embodiment ; ; Y - i

of the present invention; 50 dance with an embodiment of the present invention;

: T ! L g g : FIG. 101 illustrates repeated requests to the Trader Ser-
FIG. 78 depicts the communication difficulties associated vice for the same interfaces:

with Legacy Systems attempting to communicate with a FIG. 102 :ll R = b st i i

client via a component integration architecture; Gl J;-Oxic; uslrales how a pool can crealed thal reuses
FIG. 79 illustrates homogenous interfaces from compo- [,[(]? 103 f" ssates i sisesk - f a Refreshable

nents which rectify the problems with Legacy Systems = p J-[-’ I'! hEhidien T LIRS0 O e ealtbe

attempting to communicate with a client via a component L gt o ) 3 s o

integration architecture; FIG. 10‘_1 11]u.str]alcs> l%]l.: class relationships between the
FIG. 80 shows how a Legacy Component is integrated pal[t;:(r;mslgl;r};la Ry R GH hart f hod f iding

into a component-based model; Y Linstralesaiiowchartlora melhog1or providing
FIG. 81 illustrates [esacy Wrapper C geits SRR 4 a self-describing stream-based communication system in

toe DB es egacy N IADDRLOMpOnenia o' 4 tUlk accordance with an embodiment of the present invention;

Legacy Wrapper Component including a Legacy Wrapper 1G. 106 illustrate L R :

Component, a Component Adapter, a Legacy Integration GIt: IV6.Hinsuiics. tep. Sysigie ool pkisiLing i

O ? 3 Bt Stream-Based Communication and using a shared generic

Aschitecturs, § Legacy Adapier, and & Legacy Sysien; format to relay the meta-data information;

WHG' 8i 111ustra!csl.‘a Hybrid Component type of Legacy 45 FIG. 107 illustrates an object-based system with a fre-
Iapper L.ampanent; . quently changing object model communicating via Stream-
FIG. 83 shows an abstract example of the control flow in Fased Comtaaneation:

3 Legacy ('".m[xm”m; ) o FIG. 108 illustrates a stream-based message that contains
FIG. 84 illustrates a flowchart for a method for for both message data and descriptive meta-data;

S _. . 5 2 s

delivering service via a lpcaﬂy a_(!dressahle |pterfaqe En 2 FIG. 109 illusirates the manner in which a message

a“:fi:{?aicse "I’;q”: Mll cr;bot()lllmcnl o'fhlh(?lp:i?m A'g;‘mmgi language defines how to parameterize the meta-data and put

1G. 85 illustrates Problems with Globally ressable it on the stream;

Interfaces in a system including clicnts and servers with a FIG. 110 illustrates a Customer object in an object-based

plural‘lty of 1‘111(:1'1'31:1:5; ) ) 55 system streaming itself into a stream, the stream being sent

] FH_II'I 86 illusir. a]l-::s 1]';0 Kli;gﬂb‘l‘ lbﬂ] “;hllChr the lprci?':;l o a nn;-nbject sgirslem, lll:;s sthream being read and the data

immventuion uses a Locally Addressable Inferface 1o mde inserted into a relational database;

functionality and lessen the load on the Naming or Trading FIG. 111 illustrates a flowchart for a method for providing

Service; a stream-based communication system in accordance with

) F[G‘. 87 il]ystralcs the manner in which the present o an embodiment of the present invention;

invention obtains a Locally Addressable Interface; FIG. 112 illustrates how systems of the present invention
FIG. 88 illustrates the method in which the present communicate over a communication mechanism that cannot

invention registers and then locates a Globally Addressable inherently convey meta-data information;

y Y

Interface; FIG. 113 is an illustration of an object-based system

FIG. 89 illustrates the manner in which the present 65 communicaling with a non-object system using a commu-

invention uses a Globally Addressable Interface o obtain a
Locally Addressable Interface to a specific Customer Object;

nication mechanism that cannot convey meta-data informa-
tion;
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FIG. 114 depicts an example of Stream Based Commu-
nication with two disparate systems communicating via
stream-based communication;

FIG. 115 is an illustration of a Customer object in an
object-based system streaming itself into a stream, the
stream being sent to a non-object system, this stream being
read and the information is inserted into a relational data-
base;

FIG. 116 illustrates a flowchart for a method for efficiently
retrieving data in accordance with an embodiment of the
present invention;

FIG. 117 illustrates the manner in which a client requests
information from server objects via a network;

FIG. 118 illustrates the method of the present invention in
which a client requests aitributes from a server object via a
network;

FIG. 119 illustrates the transmitting of all data in a Data
Structure from a client to a server and visa-versa;

FIG. 120 illustrates the method in which a client finds and
instantiates a Customer Object from a customer component;

FIG. 121 illustrates a Structure Based Communication
that builds upon the method of FIG. 120 and depicts the flow
of control during Structure Based Communication;

FIG. 122 shows Five Styles of Client/Server Computing;

FIG. 123 illustrates a flowchart for a method for providing
an activity module in accordance with an embodiment of the
present invention;

FIG. 124 illustrates multiple interfaces to an application
including a handheld device, a desktop PC, and a telecom-
munications device;

FIG. 125 illustrates an activity entity relationship dia-
gram;

FIG. 126 illustrates a roles and responsibilities diagram; -

FIG. 127 illustrates a typical implementation between a
user interface and its activity;

FIG. 128 illustrates a flowchart for a method for struc-
turing validation rules to be applied to a user interface for
maximum maintainability and extensibility in accordance
with an embodiment of the present invention;

FIG. 129 illustrates widgets with their validation require-
ments;

FIG. 130 illusirates a user interface validator association
diagram;

FIG. 131 illustrates a validation rule class diagram;

FIG. 132 illustrates a rule validation interaction diagram;

FIG. 133 illustrates a flowchart for a method for assigning

a view 1o an activity in accordance with an embodiment of

the present invention;

FIG. 134 illustrates a manner in which the maintain
customer activity operation of the present invention
launches its view;

FIG. 135 illustrates the view configurer launching the ~

maintain customer view operation;

FIG. 136 illustrates a flowchart for a method for testing
successfulness of an operation having pre-conditions and
post-conditions that must be satisfied for the operation to be
successful in accordance with an embodiment of the present
invention;

FIG. 137 illustrates an operation diagram depicting an
example of pre-conditions and post-conditions;

FIG. 138 illustrates a flowchart for a method for detecting
an orphaned server context in accordance with an embodi-
ment of the present invention;

w

8

FIG. 139 illustrates a Client I that has instantiated A and
C, deletes C but fails to delete A;

FIG. 140 illustrates a GarbageCollector requesting for
interest in context A;

FI1G. 141 illustrates a GarbageCollector requesting for
interest in context B;

FIG. 142 illustrates a flowchart for a method for creating
a common interface for exception handling in accordance
with an embodiment of the present invention;

FIG. 143 illustrates how having many different exception
types will cause the exception handling logic to grow;

FIG. 144 illustrates that groupings are not always exclu-
sive;

FIG. 145 illustrates a flowchart for a method for recording
exception handling requirements for maintaining a consis-
tent error handling approach in accordance with an embodi-
ment of the present invention;

FIG. 146 illustrates a flowchart for a method for mini-
mizing the amount of changes that need to be made to
exception handling logic when new exceptions are added in
accordance with an embodiment of the present invention;

FI1G. 147 depicts a program (i.e., the exception handler of
the present invention) with a few try-catch blocks;

FIG. 148 depicts a program (the polymorphic exception
handler) with smaller catch blocks;

FIG. 149 illustrates a flowchart for a method for distrib-
uting incoming requests amongst server components for
optimizing usage of resources in accordance with an
embodiment of the present invention;

FIG. 150 illustrates server components receiving service
requests;

FIG. 151 illustrates a load balancer mediating the requests
of FIG. 150;

FIG. 152 illustrates a flowchart for a method for main-
taining a security profile throughout nested service invoca-
tions on distributed components in accordance with an
embodiment of the present invention;

FIG. 153 illustrates a component interaction diagram
showing an interaction between a number of components in
a financial system;

FIG. 154 illustrates a user manger/user context relation-
ship diagram;

FIG. 155 illustrates a flowchart for a method for trans-
lating an object attribute to and from a database value in
accordance with an embodiment of the present invention;

FIG. 156 illustrates that an attribute cannot be saved
directly into the persistent store;

FIG. 157 illustrates the use of an Attribute Converter to
save an attribute into a database;

FIG. 158 illustrates a Aowchart for a method for control-
ling data in accordance with an embodiment of the present
invention;

FIG. 159 illustrates the data retrieval mechanism calls
being placed directly within the domain object;

FIG. 160 shows the interrelationship between a database,
a persist, and an account;

FIG. 161 illustrates that the database retrieval mechanism
is separated from the business object by encapsulating the
logic within a data handler;

FIG. 162 illustrates the TiPersistenceStream and TiMap-
per of an embodiment of the present invention;

FIG. 163 illustrates a flowchart for a method for organiz-
ing data access among a plurality of business entities in
accordance with an embodiment of the present invention;
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FIG. 164 illustrates retrieving data piecemeal;

FIG. 165 illustrates the manner in which the present
invention retrieves whole objects;

FIG. 166 illustrates a flowchart for a method for retrieving
multiple business objects across a network in one access
operation in accordance with an embodiment of the present
invention;

FIG. 167 illustrates an example of an implementation of
the Multi-Fetch Object;

10

FIG. 191 illustrates a flowchart for a method for assigning
independent copies of business data to concurrent logical
units of work for helping prevent the logical units of work
from interfering with each other in accordance with an
embodiment of the present invention;

FI1G. 192 illustrates the MVC Implementation with Global
Model:

FIG. 193 illustrates the Separate Models for Separate
Business LUWSs;

FIG. 168 illustrates the Feiching of a Houschold object """ FIG. 194 illustrates the Canceling of one LUW Indcpen-
along with the other related objects using the multi object  dently of Another LUW; and
fetch results; FIG. 195 illustrates the Context Copying Protects Context
IIG. 169 is an interaction diagram showing when the Boundaries.
oniltd objcer Fetchon ot nieds, o 15 DETAILED DESCRIPTION OF THE
FIG. 170 illustrates a ﬂowclharl for a method for imple- PREFERRED EMBODIMENTS
menting an association of business objects without retriev- . . )
ing the business objects from a database on which the A preferred embodiment of a system in accordance with
business objects are stored in accordance with an embodi- the present invention is preferably practiced in the context of
ment of the present invention; ap @ personal computer such as an IBM compatible personal
FIG. 171 illustrates a flowchart for a method for mapping ~ SOMPuter, Apple Mucintosh comprice or UNEX bised work-
of retrieved data into objects in accordance with an embodi- :_s.lal}on. A representalive hardwafc Shvionment ls‘dcmc!""d
ment of the present inv.unliun; in FIG. l,wh_nch ‘nl]uslralcs a typx‘cal hardware conhgmranon
FIG. 172 illustrates an Object Identity Cache in accor- ufa_\arork.slatmn in aocordancc‘wuh a Erc[crrcd embodiment
dance Iwith one emholclimenl (])f the present invcmion' gylpeimg % crobeal peocossiog wmt 1By such 3¢
. i ’ microprocessor, and a number of other units interconnected
~ FIG. 173 illustrates a flowchart lora}muthod for separat- via a system bus 112. The workstation shown in FIG. 1
ing lpgw and _dala access concerns during, dcvclop“mcnl' of a includes a Random Access Memory (RAM) 114, Read Only
persistent object for insulating dcvclupn?cm' of business Memory (ROM) 116, an /O adapter 118 for connecting
]ugic from duve}opmcnl of data access routine in accordance 50 peripheral devices such as disk storage units 120 1o the bus
with an embodiment of the present invention; 112, a user interface adapter 122 for connecting a keyboard
FIG. 174 illustrates a flowchart for a method for providing 124, a mouse 126, a _G;Pg;akcr 128, a rnicruphgnc 132, and/or
a warning upon retrieval of objects that are incomplete in other user interface devices such as a touch screen (not
accordance with an embodiment of the present invention; shown) to the bus 112, communication adapter 134 for
FIG. 175 illustrates an Entity-Based Data Access System; 35 connecting the workstation to a communication network
FIG. 176 illustrates a Retrieving Data Piecemeal System; (¢.g., a data processing network) and a display adapter 136
FIG. 177 illustrates a Commit and Rollback routine; for }zoln:l_cclintg t_hc ubushllz w_j (I[i%]:}]]ay device 138. ;l“hc
e . - . : workstation typically has resident thercon an operating
:__}((f :;g ‘llll]uslirattea_; N; ste(.ihl,(:glzlca} Umlt; :]fchJrIl:, . system such as the Microsoft Windows NT or Windows/95
e I hoNales A DOWLTIAL, LA IMOMOE Mol OWliE 40 Operating System (O8), the IBM OS82 operating system, the
a batched request o indicate that |1Idepends on l_he response MAC 08, or UNIX operating system. Those skilled in the
() anolht::r request in accordance with an embodiment of the art will appreciate that the present invention may also be
presen, '"W"_"U"; . . implemented on platforms and operating systems other than
FIG. 180 illustrates a Batching Retrievals and Depen- those mentioned.
dcn‘cy: . . . 45 Apreferred embodiment is written using JAVA, C, and the
FIG. 181 illustrates the Dynamically Setting Dependency;  Cu4 language and utilizes object oriented programming
FIG. 182 illustrates a flowchart for a method for sending methodology, Object oriented programming (OOP) has
a single message to all objects in a logical unit of work in become increasingly used to develop complex applications.
accordance with an embodiment of the present invention; As O0P moves toward the mainstream of software design
F1G. 183 illustrates a Hand-crafted Message Forwarding so and development, various software solutions require adap-
scheme; tation to make use of the benefits of OOP. A need exists for
FIG. 184 illustrates a Generic Message Forwarding fea- Eh“--‘icl_ prim?iplcslnf OOP 1o be applied 10 a hm;-‘x‘iagi"g
ture; interface of an electronic messaging system such that a set
FIG. 185 illustrates a flowchart for a method for batching  ©F OOP classes and objects for the messaging interface can
logical requests for reducing network traffic in accordance 33 be pwwldud. . .
with an embodiment of the present invention; 90? 154 Process, of developing computer software using
FIG. 186 illustrates the manner in which the present ~ ©PJ¢cts: including the steps of analyzing the problem,
invention sends requests independently; (Ics_,;g,mlng e syl and constrcling the: program; An
FIG. 187 illustrates a manner in which the present inven- ahject 28 softwie packige, that cantains bt dat1a_ awl 2
i RS : 60 collection of related structures and procedures. Since it
100 Teg1s erjf rguesis; . contains both data and a collection of siructures and
FIG. 188 lllustra_lcs a flowehart for a method for sorhing procedures, it can be visualized as a sell-sufficient compo-
requests that are being unbatched from a batched message in- peng that does not require other additional structures, pro-
accordance with an embodiment of the present invention; cedures or data to perform its specific task. OOP, therefore,
FIG. 189 illustrates an Ad Hoc Registration feature; 65 views a computer program as a collection of largely autono-

FIG. 190 illustrates a manner in which the present inven-
tion sorts requests by weight;

mous components, called objects, each of which is respon-
sible for a specific task. This concept of packaging data,
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structures, and procedures together in one component or
module is called encapsulation.

In general, OOP components are reusable software mod-
ules which present an interface that conforms to an object

12
in a circuit-design program, countries in an economics
model, or aircraft in an air-traffic-control system.
Objects can represent elements of the computer-user
environment such as windows, menus or graphics

model and which are accessed at run-time through a com- 3 Ubj"fCL‘i- .
ponent integration architecture. A component integration An object can represent an inventory, such as a personnel
architecture is a set of architecture mechanisms which allow file or a table of the latitudes and longitudes of cities.
software modules in different process spaces to utilize each An object can represent uscr-defined data types such as
others capabilities or functions. This is generally done by time, angles, and complex numbers, or points on the
assuming a common component object model on which to 10 W!:Lanr: bility of bicct
build the architecture. 1t is worthwhile to differentiate . It fhiS enormous capability of an objeet lo represent
between an object and a class of objects at this point. An J"”ft shout dany}logualiy d”cl?“mbl" dm,a"“lr s, OOP allows the
s ; : . : afals software developer to design and implement a computer
object is a single instance of the class of objects, which is i : R S %
often just called a class. A class of objects can be viewed as poghhin Ihat & v el of domme: mpacts of edlily, Whethor
’ 5 15 that reality is a physical eniity, a process, a syslem, or a

a blueprint, from which many objects can be formed.
OOP allows the programmer to create an object that is a
part of another object. For example, the object representing
a piston engine is said to have a composition-relationship
with the object representing a piston. In reality, a piston

. . . o]
engine comprises a piston, valves and many other compo-

nents; the fact that a piston is an element of a piston engine
can be logically and semantically represented in OOP by two
objects.

OOP also allows creation of an object that “depends

composition of matter. Since the object can represent
anything, the software developer can create an object which
can be used as a component in a larger software project in
the future.

If 90% of a new OOP software program consists of
proven, existing components made from preexisting reus-
able objects, then only the remaining 10% of the new
software project has to be written and tested from scratch.
Since 90% already came from an inventory of extensively
lested reusable objects, the potential domain from which an

from™ another object. If there are two objects, one repre- % error could originate is 10% of the program. As a result,
senting a piston engine and the other representing a piston OOP enables software developers to build objects out of
engine wherein the piston is made of ceramic, then the other, previously built objects.
relationship between the two objects is not that of compo- This process closely resembles complex machinery being
sition. A ceramic piston engine does nol make up a piston 30 built out of assemblies and sub-assemblics. OOP
engine. Rather it is merely one kind of piston engine that has ~ technology, therefore, makes software engineering more like
one more limitation than the piston engine; its piston is made hardware engineering in that software is built from existing
of ceramic. In this case, the object representing the ceramic components, which are available to the developer as objects.
piston engine is called a derived object, and it inherits all of Al this adds up to an improved quality of the software as
the aspects of the object representing the piston engine and 45 well as an increased speed of its development.
adds further limitation or detail to it. The object representing ™ Programming languages are beginning to fully support the
the ceramic piston engine “depends from™ the object repre- OQOP principles, such as encapsulation, inheritance,
senting the piston engine. The relationship between these polymorphism, and composition-relationship. With the
objects is called inheritance. advent of the C++ language, many commercial software
When the object or class representing the ceramic piston 4, developers have embraced OOP. C4++ is an OOP language
engine inherits all of the aspects of the objects representing that offers a fast, machine-executable code. Furthermore,
the piston engine, it inherits the thermal characteristics of a ~ C++ is suitable for both commercial-application and
standard piston defined in the piston engine class. However, systems-programming projects. For now, C++ appears to be
the ceramic piston engine object overrides these ceramic the most popular choice among many OOP programmers,
specific thermal characteristics, which are typically different 5 but there is a host of other OOP languages, such as
from those associated with a metal piston. It skips over the Smalltalk, Common Lisp Object System (CLOS), and Eiffel.
original and uses new functions related to ceramic pistons. Additionally, OOP capabilities are being added to more
Different kinds of piston engines have different traditional popular computer programming languages such
characteristics, but may have the same underlying functions as Pascal.
associated with it (e.g., how many pistons in the engine, 5,  The benefits of object classes can be summarized, as
ignition sequences, lubrication, ete.). To access each of these follows:
functions in any piston engine object, a programmer would Objects and their corresponding classes break down com-
call the same functions with the same names, but each type plex programming problems into many smaller, sim-
of piston engine may have different/overriding implemen- pler problems.
tations of functions behind the same name. This Elhllliy 1o 55 Encapsu]a[i()u enforces data abstraction [hr()ugh the orga-
hide different implementations of a function behind the same nization of data into small, independent objects that can
name is called polymorphism and it greatly simplifies com- communicate with each other. Encapsulation protects
munication among objects. the data in an object from accidental damage, but
With the concepts of composition-relationship, allows other objecis to interact with that data by calling
encapsulation, inheritance and polymorphism, an object can gy the object’s member functions and structures.
represent just about anything in the real world. In fact, one’s Subclassing and inheritance make it possible to extend
logical perception of the reality is the only limit on deter- and modify objects through deriving new kinds of
mining the kinds of things that can become objects in objects from the standard classes available in the sys-
object-oriented software. Some typical categories are as tem. Thus, new capabilities are created without having
follows: 65 to start from scratch.

Objects can represent physical objects, such as automo-
biles in a traffic-low simulation, electrical components

Polymorphism and multiple inheritance make it possible
for different programmers to mix and match character-
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istics of many different classes and create specialized
objects that can still work with related objects in
predictable ways.

Class hierarchies and containment hierarchies provide a
flexible mechanism for modeling real-world objects
and the relationships among them.

Libraries of reusable classes are useful in many situations,
but they also have some limitations. For example:

Complexity. In a complex system, the class hierarchies for

14

call libraries provided by the operating system to accomplish
certain tasks, and the programmer must still determine the
flow of control within each piece after it’s called by the
event loop. Application code still “sits on top of” the system.

Even event loop programs require programmers o write
a lot of code that should not need to be written separately for
every application. The concept of an application framework
carries the event loop concept further. Instead of dealing
with all the nuts and bolts of constructing basic menus,
windows, and dialog boxes and then making these things all

related classes can become extremely confusing, with v work together, programmers using application frameworks
many dozens or even hundreds of classes. start with working application code and basic user interface
Flow of control. A program written with the aid of class elements in place. Subsequently, they build from there by
libraries is still responsible for the flow of control (i.e., replacing some of the generic capabilities of the framework
it must control the interactions among all the objects ;5 with the specific capabilities of the intended application.
created from a particular library). The programmer has Application frameworks reduce the total amount of code
to decide which functions to call at what times for that a programmer has to write from scratch. However,
which kinds of objects. because the framework is really a generic application that
Duplication of effort. Although class libraries allow pro- displays windows, supports copy and paste, and so on, the
grammers to use and reuse many small picces of code, 20 Programmcr can also relinquish control to a greater degree
each programmer puts those pieces together in a dif- than event loop programs permit. The framework code takes
ferent way. Two different programmers can use the carc of almost all event handling and flow of control, and the
same set of class libraries to write two programs that do programmer’s code is called only when the framework
exactly the same thing bul whose internal structure nceds it (e.g., 1o create or manipulate a proprictary data
(i.c., design) may be quite different, depending on 25 Structure). .
hundreds of small decisions each programmer makes A programmer Writing a Eranlqwork program not only
along the way. Inevitably, similar picces of code end up relinquishes control to the user (as is also true for event loop
doing similar things in slightly different ways and do programs), but also relinquishes the detailed flow of control
not work as well together as they should. within the program to the framework. This approach allows
Class libraries are very flexible. As programs grow more 30 the creation of more complex systems that work together in
complex, more programmers are forced to reinvent basic interesting ways, as opposed to isolated programs, having
solutions to basic problems over and over again. A relatively custom code, being created over and over again for similar
new extension of the class library concept is to have a problems.
framework of class libraries. This framework is more com- Thus, as is explained above, a framework basically is a
plex and consists of significant collections of collaborating 35 collection of cooperating classes that make up a reusable
classes that capture both the small scale patterns and major ~ design solution for a given problem domain. It typically
mechanisms that implement the common requirements and ~ includes objects that provide default behavior (e.g., for
design in a specific application domain. They were first menus and win-:!ows), and programmers use it by mhcnll_ng
developed to free application programmers from the chores some of that default behavior and_ nvt?rrldmg other behavior
involved in displaying menus, windows, dialog boxes, and 40 SO that 'lhe framework calls application code at the appro-
other standard user interface elements for personal comput-  Priate imes.
ers. There are three main differences between frameworks and
Frameworks also represent a change in the way program- class libraries:
mers think about the interaction between the code they write Behavior versus protocol. Class librarics are essentially
and code written by others. In the early days of procedural 45 collections of behaviors that you can call when you
programming, the programmer called libraries provided by want those individual behaviors in your program. A
the operating system to perform certain tasks, but basically framework, on the other hand, provides not only behav-
the program executed down the page from start to finish, and ior but also the protocol or set of rules that govern the
the programmer was solely responsible for the flow of ways in which behaviors can be combined, including
control. This was appropriate for printing outl paychecks, 50 rules for what a programmer is supposed to provide
calculating a mathematical table, or solving other problems versus what the framework provides.
with a program that executed in just one way. Call versus override. With a class library, the code the
The development of graphical user interfaces began to programmer instantiates objects and calls their member
turn this procedural programming arrangement inside out. functions. It's possible to instantiate and call objects in
These interfaces allow the user, rather than program logic, 1o 55 the same way with a framework (i.c., to treat the
drive the program and decide when certain actions should be framework as a class library), but to take full advantage
performed. Today, most personal computer software accom- of a framework’s reusable design, a programmer typi-
plishes this by means of an event loop which monitors the cally writes code that overrides and is called by the
mouse, keyboard, and other sources of external events and framework. The framework manages the Aow of con-
calls the appropriate parts of the programmer’s code accord- 60 trol among its objects, Writing a program involves
ing to actions that the user performs. The programmer no dividing responsibilities among the various pieces of
longer determines the order in which events occur. Instead, software that are called by the framework rather than
a program is divided into separate pieces that are called at specifying how the different pieces should work
unpredictable times and in an unpredictable order. By relin- together.
quishing control in this way to users, the developer creates 65 Implementation versus design. With class libraries, pro-

a program that is much easier to use. Nevertheless, indi-
vidual pieces of the program written by the developer still

grammers reuse only implementations, whereas with
frameworks, they reuse design. A framework embodies the
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way a family of related programs or pieces of software work.
It represents a generic design solution that can be adapted to
a variety of specific problems in a given domain. For
example, a single framework can embody the way a user
interface works, even though two different user interfaces
created with the same framework might solve quite different
interface problems.

Thus, through the development of frameworks for solu-
tions 1o various problems and programming tasks, signifi-

16

supports programming for the Internet in the form of
platform-independent Java applets.” Java applets are small,
specialized applications that comply with Sun’s Java Appli-
cation Programming Interface (API) allowing developers to
add “interactive content” to Web documents (e.g., simple
animations, page adornments, basic games, ctc.). Applets
execute within a Java-compatible browser (e.g., Netscape
Navigator) by copying code from the server to client. From
a language standpoint, Java's core feature set is based on

cant reductions in the design and development effort for 10 C++. Sun’s Java literature states that Java is basically, “C++
software can be achieved. A preferred embodiment of the with extensions from Objective C for more dynamic method
invention utilizes HyperText Markup Language (HTML) to resolution.”
implement documents on the Internet together with a Another technology that provides similar function to
general-purpose secure communication protocol for a trans- JAVA is provided by Microsoft and ActiveX Technologies,
port medium between the client and the Newceo. HTTP or 15 1o give developers and Web designers wherewithal to build
other protocols could be readily substituted for HIML dynamic content for the Internet and personal computers.
without undue experimentation. Information on these prod- ActiveX includes tools for developing animation, 3-D vir-
ucts is available in T. Berners-Lee, D. Connoly, “RFC 1866: tual reality, video and other multimedia content. The tools
Hypertext Markup Language—2.0" (November 1995); and use Internet standards, work on multiple platforms, and are
R. Fielding, H, Frystyk, T. Bemers-Lee, J. Gettys and J. C. 20 being supported by over 100 companies. The group’s build-
Mogul, “Hypertext Transfer Protocol—HTTP/1.1: HTTP ing blocks are called ActiveX Controls, small, fast compo-
Working Group Internet Draft” (May 2, 1996). HTML is a nents that enable developers to embed parts of software in
simple data format used to create hypertext documents that hypertext markup language (HTML) pages. ActiveX Con-
are portable from one platform to another. HTML docu- trols work with a variety of programming languages includ-
ments are SGML documents with generic semantics that are 25 ing Microsoft Visual C++, Borland Delphi, Microsoft Visual
appropriate for representing information from a wide range Basic programming system and, in the future, Microsoft’s
of domains. HTML has been in use by the World-Wide Web development tool for Java, code named “Jakarta.” ActiveX
global information initiative since 1990. HIML is an appli- Technologies also includes ActiveX Server Framework,
cation of ISO Standard 8879; 1986 Information Processing allowing developers 1o create server applications. One of
Text and Office Systems; Standard Generalized Markup 30 ordinary skill in the art readily recognizes that ActiveX
Language (SGML). could be substituted for JAVA without undue experimenta-
To date, Web development lools have been limited in their tion to practice the invention.
ability to create dynamic Web applications which span from
client to server and interoperate with existing computing OVERVIEW
resources, Until rlect‘.ml)', HTML. has been the domilnanl 35 ARCHITECTURE BASICS
technology used in development of Web-based solutions.
However, HIML has proven to be inadequate in the fol- Architecture Overview
lowing areas: What is Architecture?
Poor performance; Architecture—whether the word is applied to work with
Restricted user interface capabilities; 40 a city skyline or an information system—is both about
Can only produce static Web pages: designing something and about making, building, or con-
? yp ey 0 PABES _— structing something. An architect is literally a “master
Lack of interoperability with existing applications and builder”—from the Greek words archi (primary or master)
da.n?; and and tekton (builder or carpenter). In good Greek fashion,
Inability to scale. 45 however, it would be unthinkable for something to be built
Sun Microsystem’s Java language solves many of the  \ithout a sound theoretical basis. So architecture involves
client-side problems by: theory, but there is nothing merely theoretical about it.
Improving performance on the client side; Conversely, architecture is also eminently practical, but
Enabling the creation of dynamic, real-time Web appli- there is nothing merely practical about it. Ideas about form
cations; and 50 and structure lie behind architecture. Ultimately one must let
Providing the ability to create a wide variety of user go of a mindset that tries to separate the designing from the
interface components. making; they exist together as a whole, and to extract one
With Java, developers can create robust User Interface without the other is to kill the whole.
(UI) components. Custom “widgets” (e.g., real-time stock Archilecture also is an engineering discipline. It creates
tickers, animated icons, ete.) can be created, and client-side 55 and also depends on a structured manner to analyze and
performance is improved. Unlike HTML, Java supports the design whatever is to be built. Like all living disciplines,
notion of client-side validation, offloading appropriate pro- architecture continues to grow and evolve. Engineering
cessing onto the client for improved performance. Dynamic, discoveries move the field forward, Certain design and
real-time Web pages can be created. Using the above- engineering principles clearly show themselves to be suc-
mentioned custom Ul components, dynamic Web pages can 60 cessful in practice, and these then become repeatable com-
also be created. ponents of additional work. The ability to continue to master
Sun’s Java language has emerged as an industry- each component, as well as the interrelations among
recognized language for “programming the Internet.” Sun components, is a distinguishing characteristic of architec-
defines Java as: “a simple, object-oriented, distributed, ture.
interpreted, robust, secure, architecture-neutral, portable, 65 So architecture is about designing and building something

high-performance, multithreaded, dynamic, buzzword-
compliant, general-purpose programming language. Java

from a set of basic components, and also about the interre-
lations among the components. And it is a discipline
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whereby all these things come together—materials, space,
people—to bring something into being that was not there
before.

Although building architects have not always been
pleased about it, architectural concepts have influenced
other kinds of “building” projects for some time. Over the
past twenty years, developers of information systems, for
example, have used concepts from the field of architecture
not only to describe their work but to execute it, as well.

The use of architectural thinking implies that the work is
about creating certain kinds of structures that can be engi-
neered or at least influenced, and that the work can be
organized and performed in a structured, systematic manner.
Moreover, use of architectural concepts implies that there is
something repeatable about the work: archifects can create a
structure, then use components of that structure again in the
future when they come across a similar situation,

An architectural paradigm should not be lightly used. It
makes demands. To use architectural concepts implies that
clients are ready to do so—that is, that the field is sufficiently
mature in its work to see patterns and to organize future
work according to those patterns.

Finally, architecture must be understood as a process 200,
not just a thing. This process can be described at a very high
level using FIG. 2.

Step 1: Analyze 202. The architect must begin by listening
to and researching the needs of the client. What is the
function of the building? What is its environment?
What are the limitations set by budget and use?

Step 2: Design 204. This is a blueprint stage. The architect
creates one or several designs showing the layout of the
structure, how different spaces fit together, how every-
thing looks from different views, what materials are to
be used, and so forth.

Step 3: Model & Test 206. Not every architectural project

has this step, but in many cases, the architect will create a

scale model/prototype of the finished product, allowing the -

client a clearer sense of what the ultimate solution will look
like. Amodel is a kind of test stage, allowing everyone o test
the design in a near-real-life setting.

Step 4: Build 208. This is the actual construction of the
building, in general accord with the blueprints and proto-
type.

Step 5: Operate and Evolve 210. The building is to be
lived in and used, of course, and so an important step is to
ensure that the finished product is tended and operated
effectively. Architects themselves may not be involved in the
operation of their building, but they certainly would be
involved in future expansions or evolutions of the building.
Stewart Brand’s recent text, How Buildings Learn, argues
that effective architecture takes into account the fact that
buildings “learn™ as people live and work in them over time,
those people will seek to alter the building in subtle, or not
so subtle, ways.

Also, when architects design a building, they have in their
heads a primary conceptual framework for all the compo-
nents that go into that building: the plumbing, the ¢lectric,
the sewers, stairs/elevators, framing structure, and so forth.
The tacit step for an architect is, “Based on my knowledge
of the generic components that go into a building, how will
these components fit together in this particular building?
Which of these components will require special attention
because of the functional demands of the building?”

Oxford English Dictionary Definition

The conceptual structure and overall logical organization
of a computer or computer-based system from the point
of view of its use or design; a particular realization of
this.

w

50

o
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Gartner Group Definition

The manner or structure in which hardware or software is
constructed. Defines how a system or program is
structured, how various components and parts interact,
as well as what protocols and interfaces are used for
communication and cooperation between modules and
components which make up the system.

Gartner Group sets forth seven general characteristics of

successful architectures.

Delimitation of the problem to be addressed

Decomposition of the solution 1o components with clearly
assigned responsibilities

Definition of interfaces, formats, and protocols to be used
between the components. These should be sufficiently
clear and robust in order to permit asynchronous devel-
opment and ongoing re-implementation of the compo-
nents.

Adequate documentation to permit compliance by imple-
mentors

An auditing mechanism that exercises the specified inter-
faces to verify that specified inputs to components yield
specified results

An extendibility mechanism to enable response to chang-
ing requirements and technologics

Policies, practices, and organizational structures that
facilitate adoption of the architecture

What Types of Architectures are Discussed in the Following
Description?

Standard Architecture Framework (SAF) 300 provides
access 1o the user’s thought leadership and architecture
frameworks for Execution, Development and Operations
environments 302,304,306, For a more detailed discussion
on these architectures, please see Standard Architecture
Summaries (below). FIG. 3 shows the dependencies of the
three architecture frameworks and is described in more
detail in the Delivery Vehicle Overview (below).

The following lists are starting points for considering the
range of components and activities that must be covered by
each architectural view of the system. They are not a
definitions of the environments.

Standard Architecture Summaries

Execution Architecture 302

The execution architecture is a unified collection of
run-time technology services, control structures, and sup-
porting infrastructure upon which application software runs.

It includes components such as:

Application messaging

Batch processing architecture

Middleware

Reporting

Error handling

On-line architecture

Security

Code/decode

Data access methods

Integrated help

File transfer capabilities

Directory services

Load balancing

Workflow services

State management

“Special” requirements (e.g., workflow, telephony,
groupware)
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Development Architecture Framework 304

The Development Architecture Framework (DAF) is a
unified collection of technology services, tools, techniques,
and standards for constructing and maintaining application
software.

It includes components such as:

Design/documentation tools

Information repository

Project Management tools

20

Vendor reliability and financial stability?

Future proofing against business change?

Have the versions of system software been live al another
site for at least six to twelve months?

This time frame varies by product. Have reference sites
been verified?
What is a Framework?

It is a major challenge to design the complex infrastruc-
ture that is needed to satisfy the requirements of today’s
distributed, mission-critical applications. As such, it is help-

10 3
Program Shells ful to have an inventory c?f ll!e components that may be
GUI Window painter r‘l:qmrc(‘i for_ the _dcmgn, build, ln.s{‘ulluilon a_n(l ()Pcrallfm of
. systems. It is also helpful to have an understanding of how
Prototyping tools the components fit together conceptually.
Programmer APls _ A Framework should be thought of as a conceptual
Testing tools 5 structure used to framcl; the work about to be done. It should
Shinos. code GoRIRSUBMI bros be used as a thought trigger or as a completeness check. You
' cannot build from a framework directly but instead should
Performance test tools use it as a starting point for understanding and designing.
Productivity tools Frameworks are used to help practitioners understand
Design tools 20 \yhat components may be rlequu'ed and how the components
: fit together. Based on the inventory of components and the
CofT'p’IchCh"ggur description of their relationships, practitioners will select the
Editor necessary components for their design. An archilect extracts
Refer to the Development Architecture Framework appli- components from one or more Frameworks to meet a
cation (referenced above) for more information. 25 specific set of user or application requirements. Once an
Operations Architecture 306 archilecture has been implemented it is often referred 10 as
A unified collection of technology services, tools, stan- an architecture or an infrastructure.
dards and controls required to keep a business application The scope of what a framework addresses can vary
production or development environment operating at the widely. One framework, for instance, may outline the com-
designed service level. It differs from an execution archi- 33 ponents for a technical infrastructure in its entirety whereas

tecture in that its primary users are system administrators
and production support personnel.

It includes components such as:

Job scheduler

another framework may focus explicitly on the network. A
thorough understanding of a framework’s scope is crucial to
its use during the design phase of a project.

It is also important to understand whether the framework

Software distribution 35 is vendor specific in nature (proprietary) or whether it is
4 5 available for use by a large number of vendors (open).
Error monitor s ; 9
Why is Architecture Important?
Data backup and restore One has seen the benefits of an architectural approach to
Help desk information systems development: better productivity and
Security administration 40 less reinvention of the wheel. An architecture provides a
High-Availability completeness check, ensuring that all relevant components
of a possible solution have been considered. It ensures
Hardware management : ; 2 A S ;
5 consistent, reliable, high-quality applications. It gives
Performance monitors everyone—ihe developers and their clients—a common
Startup/shutdown procedures 45 framework and common language with which to talk about
Report management tool the work.
Disaster Recovery Perhaps most important, it allows developers to leverage
A successful solutions when performing additional work.
Network Monitoring Tools : . ;
: i Architecture involves repeatable concepts, and so it reduces
Cross Platform Management Tools so the time and cost by which a solution is delivered.

Considerations—all environments

To ensure that you are asking the right questions about the
technology architecture, you must refer to the Architecture
Checklist (available from the Content Finder). Questions
will include:

Some of the specific technical benefits of a good archi-
leclure are:

Simplified Application Development

Provides common set of application services. Removes

: ; 55 application programmers from the complexitics of the
['O.r 8‘.“ technology components, have the following char- underlying technology and development tools, allow-
acteristics been addressed: ing less experienced developers to be more productive
Performance according to specifications? Quality
Reliability of operation? Usually more experienced developers implement the
Ease of operation? 60 E:flen complex technical components in an archile_clure,
Maintenance requirements? These -::(Jmpfm.un[s are tl]en_rcuscd, a}-'mdmg Idupllcz}lcd
e - i . complex logic in the applications. Iterations during design,
Ability to interface with UTEI(‘.'I' components, particularly implementation and testing often result in refinement and
thowse: from: other verlnest improvement of the architecture components. All users of
Delivery schedule to provide adequate pre-conversion gs these components benefit from such improvements, reduc-

testing?
Backup procedures?

ing the risk of failure and ensuring better overall quality in
the final application.
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Integration

An architecture often ties together disparate software,
platforms and protocols into one comprehensive frame-
work.

Extensibility

The architecture is established by experienced personnel
who can predict with some confidence whether a given
architecture will fulfill current and future requirements.
Code extensions are easily integrated. A well-balanced

22

The following quote from a recent study of Large Com-
plex Systems (LCS) stress the importance of a stable archi-
lectures in large systems:

Successful delivery of an LCS solution depends on the
carly definition and use of common data applications
and technology archilecture.

There is a high failure rate when the architecture is not
defined, stabilized, and delivered early in an LCS effort.

All significant LCS efforts involved the use of common or

e AT s Yrioht” ¢ cre 10 : "
architecture consists of th-._ right” components, _whurc shared architectures. A successful effort, however,
Ehe components are tied wgelitler l}y ISI“TPI" depended on early definition and delivery of a stable
|:tcrrel:t'lonsh|p:s, since fomplt}x mlanﬁnshipzdln]crgase Somimon drehitEctite.
the architecture's ¢ X1l sler the za- Vi .
1.: dcr:n 1:;:3: sl el Sl R Significant changes to the data, application, or technology
g7 A 15 architectures had severe negative effects on the time-

Location Transparency Y i x 4 f g

4 X o . ; liness of project deliverables, and on the reliability of

D;}I'-(;::ocs‘ apé)llcauon fro:n 11]1:: da.la:]s of resourcc‘lo;anlc‘m, what was delireped:

is is however not always true or required. For e — o
performance reasons designers and developers still PR:;:‘LI:('EII :.mi PP;OJLE' m@.ﬁi ct?_m? ;.c‘ fngr “f“i”g
often need to be aware of process and data locations. Sual LGS ARCes:, Wl s el ey U

Hon o 20 whether to proceed, one defines and designs the archi-

orizontal Scaling ! : }

Assist i imal utilizati £ existi infras ’ lecture. As a result, the teams had nine months to

i "!3} I'P OP“!T“? .“fl.(;““‘i{]h“' cxu:l}ng "“ 1:“:"““;‘_"“‘ define, design, and begin implementation of required

E"‘l’u Hng:inipereased:application perlormance-and sta- data, applications, and development architectures.

Is 1' ity Although in ¢ach case these architectures continued to

50 m‘lo"_ ) o 25 evolve with business and technology needs, they

An architecture can be used to isolate the applications remained largely consistent with the initial design. This

from parlllcuiar products. [hls'cn?u res that p:_'o(_lucts can consistency proved to be essential to the timely deliv-
more uasd?( be rcp!ac&-_:d later. ll‘hls cha.ractcnsllc can be ery of the applications.
important if the{c is risk associated with a product’s or Al PROJECT3 and PROJECT4, on the other hand, the
product vendor’s future, or the rate of change in a 3y i i i

; : x g } architectures went through major evolutions as the
particular technology area is particularly high. An evi- developeis created hie jicits The 1l vl
lent example is looking back at changes in past user OysITion Ciefioc IS ApDhGIIOns, 1e Dyepn L Teen!
£ > i Pk ; was that those efforts experienced delays relative to
interface standards. Applications that did not separate lia
user interface logic from business logic, had to be plan. L e A .
completely rewritten to take advantage of new user 35 Although it is not realistic for ovety project :]0 have e
interfaces, such as MS Windows and more recently months to define required architectures, it does suggest
Wk Browsers, that early focus on definition and design of the archi-

Portability lectural components is essential.

Increases portability and reusability within and across The risk of tal]un} is greatly increased if °§S°Pflal archi-

different platforms or protocols. 40 lectures are bcmg_ (Icﬁncd or changed significantly in

The use of architecture frameworks during analysis and parallel with application development.
design can reduce the risks of an IT solution. It should What are the Benefits “!- an Architecture?
improve development productivity through reuse, as well as The benefits derived from a technology architecture may
the IT solution’s reliability and maintainability. allow a uscr to be in the forefront of the development of

One key challenge for today’s I'T managers is the need for 45 many leading edge business solutions. The investment in a
change. Architectures provide a basic framework for major  reliable and flexible architecture can result in one or more of
change initiatives. Clients” core business is performed by the following:
sirategic applications that will most likely require frequent Preservation of investments in applications and technol-
and rapid development 1o handle changes in technology ogy by isolating each from changes in the other (e.g.
capability and business requirements. A properly defined 5o upgrades in hardware or third-party software do not
and intelligently developed architecture delivers an infra- impact applications).
s‘Lm(.:lu}:u on which ;1' {{cnfb C‘-‘m I.:um‘]jdrand :;zhgn?u’;_app)l{c;‘ Leveraging scarce lechnical skills (e.g. the need for
Hops; thal-support-tuear: charent-aacKtnis:business-ecds: people with detailed skills in a specific communications
This is how one helps clienis 10 manage change. I

e ; ; i protocol or aspects of SQL).

A key benefit of an architecture is that it divides and ss Enh S Juctivity. flexibili s
conquers complexity. Simple applications benefit less from i rz:'r;f:m;:)ms m prac ucuvﬁ):j F’ AIDILY 1" mzmtam-
architecture than complex ones do; fewer decisions are ability _"cau“"" SO AR lcnhcozl];_) SO
needed in these cases, and fewer people need 1o know about p;m;e gomponenls (e_.g, 3!’[01: an 12g t"[h ,Cm'i?'
them. During maintenance, a poorly architected small appli- P all]":m: uclommdulrtl]l?all?n_s‘) d ;r" ]clrealel‘ “T" !n the
cation is tolerable because it is still relatively easy to locate 60 AL Pre, ARG HICN Tense(). Dy 2 - appucalions,

a fault and to anticipate the side effects of correcting it. Increases in the Pfcfll‘Jtabl]lIY_Of application performance
Conversely, complex applications are more difficult to '—:’ccausfllhc run-tme behavior of common components
understand and to modify. Complexity is reduced by sub- is familiar and consistent.

dividing the application in layers and components, cach Serves as a construction blueprint and discussion agenda
layer having a specific functionality. The layers are strongly 65 and ensures consistency across systems. This can have

cohesive and de-coupled: A given layer does not need to
know the internals of any other layer.

a big impact on the operability and maintenance of the
delivered applications.
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What is an Architect?

Architects must have deep understanding of a project,
business and/or technical environment. Architects are
involved across business integration projects, managing
their complexities and intricacies.

How Advanced Should an Architect be?

It is easy to go overboard when designing and implement-
ing a technology architecture. Ideally the architecture should
be a thin, well-defined layer that ensures development

5

24

Delivery Vehicle Matrix

FIG. 4 illustrates a delivery vehicle matrix 400. One way
of looking at a Delivery Vehicle is therefore as an intersec-
tion of a technology generation 402 and application style
404. This is the presentation method currently adopted for
navigation in SAF.
Delivery Vehicle Cube

The Delivery Vehicle Cube 500, illustrated in FIG. 5,
represents the “full” picture of what a Delivery Vehicle is. In
addition to the Application Styles and the Technology gen-

productivity, maintenance flexibility, performance and sta- 10 3 o e >
bility. erations il introduces a dnslmcl!on between Execution,
A key issue is maintainability and operability. Keep in Development and Operations Environments 502,504,506.
mind that others may have to understand the rationale The cube has the following dimensions, or cube “faces:
behind the architecture design in order to correctly maintain 1. On the bottom left face of the cube are the core
it 15 technology components and services 508 that are com-
Architecture logic can quickly become very abstract and mon across all delivery vehicles.
hard to maintain by others than those who built it. A These core services may be imple‘rnenlecl using one or
carefully designed architecture can quickly be destroyed by several of the Technology Generations; currently Host,
maintenance personnel that do not understand how it was Client/Server or Netcentric. Most major enterprises have
designed and developed. s legacy systems that include both host based and distributed
You should make your architecture as light-weight as ~ client/server applications. Neteentric applications may
possible only addressing the requirements that drive it. extend the mix of system technologies.
Avoid “nice to have” flexibility and additional levels of 2. On the top left of the cube are the technology compo-
abstractions that are intellectually interesting but not strictly nents 510 that are required to support a distinct delivery
required. 25 vehicle.
. . . These components extend the technology architecture
Delivery Vehicle Overview with services that are specific for each distinet delivery
A Delivery Vehicle is an integrated collection of technol- vehicle. Some of the components may extend some of the
ogy services that supports an application style, implemented core services
on a distinct architecture generation. 30 3. On the right face of the cube are the three environments
Application Style cach delivery vehicle will affect: execution, develop-
An application style defines a unique class of processing ment and operations 502,504,506.
type, which is used by applications, and thus end-users. Both the core services and the delivery vehicle extensions
Delivery Vehicle Reference set of Application Styles include require support in all three environments, The cube illus-
batch, on-line transaction processing, collaboration, data 35 trates that different delivery vehicles may require different
warehouse, knowledge management and integration. exlensions to a core development or operations
The Application Style is the primary dimension of a environment, not just the execution architecture. A mission-
Delivery Vehicle, and most people use the terms Application critical high-volume transaction delivery vehicle may
Style and Delivery Vehicle to mean the same thing. require special performance tuning tools in the development
Akey goal with a delivery vehicle is that it can be reused 40 architecture, as well as real-time monitoring tools in the
across many applications. It is still part of the Technology operations architecture.
Architecture, not involving application specific logic, An Also different technology generations may require special
Application Architecture on the other hand, will be specific services in all three environments. When working in a
for a particular application. multi-platform environment, there may be duplicated ser-
Architecture Generation 45 vices across platforms. This usually complicates
An architecture generation is a broad classification development, operations and execution architectures and
scheme for placing technology components within a tech- may require special focus on providing an integration archi-
nology era. Delivery Vehicles are physically implemented lecture.
on a distinet architecture generation. Examples of architec- The following figure illustrates the relationship between
ture generations include host-based, client-server and net- 50 the three environments and the overall business system:
ceniric. Typically, one may focus on engagements regarding the
Note: Defining a clear line between what falls under the execution environment. The main dependency between
client/server and a Neteentric technology generation is dif- these three environments is that the execution architecture to
ficult; typically different people tend to have different opin- a large degree drives the requirements for the development
ions. Technologically, the Nelcentric generation may be an 55 and operations architectures. For example if a
evolution of the client/server generation. In the context of heterogencous, distributed execution architecture is
the Delivery Vehicles, the technology generation discussion selected, both the development and operations environments
may be intended to be a logical discussion that aims to must reflect this.
highlight the new business capabilities enabled by new How can the Delivery Vehicle Framework be Useful?
technologies. So for example, there could be a PowerBuilder 60 Refocus users and clients toward business solutions and
application executing from a Web Browser using a plug-in. away from technology issues.
Whether this is called a client/server or Netcentric applica- Help you link architecture planning deliverables to deliv-
tion is up to the reader. When presenting technology archi- ering.
tecture information to clients, focus on the business capa- Create an enterprise-wide view of the business capabili-
bilities that are offered by technologies rather than just on 65 ties enabled by technologies.

definitions for what is client/server or what is Netcentric
technology.

Provide new architecture frameworks needed today to
meel you're a user’s client’s business needs.
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Provide guidance 1o define what architecture best meets
you're a user’s client’s business needs.

Provide standard architecture frameworks and best prac-
tices to build these architectures.

During a high-level architecture design, help the user
identify architecture services the user will need to address,
by providing a logical level discussion one can use 1o assess
types of base services and products needed for the specific
situation.

26

not a panacea and should be used only when there is solid
business reason. They require new investments in skills,
tools, development and operations processes. Due to the
relative immaturity of tools and products, they also represent
additional risks both in technical terms, such as performance
and reliability, and in strategic terms, such as vendor and
product quality and stability.

Regardless today each project should always consider the
prospect of utilizing Netcentric technologies. It is important

When Delivery Vehicles are implemented, they reduce 10 to evaluate whether the application can benefit from a
time to implement business solutions by providing “Starter Netcentric style implementation immediately or in the
Kits™ architectures. future.

When Delivery Vehicles are implemented, they leverages Even if a traditional client/server approach (e.g. using
technology across the business by: Visual Basic or PowerBuilder) is decided upon, the use of

reducing operations and maintenance costs by limiting the 15 Nelcentric concepts to produce significant reductions in

number of different technologies and skills required to
support these technologies.
reducing technology costs for execution & development.
Note: The Delivery Vehicle Framework presents a way 1o

organize technology architecture information. When pre- =

senting this type of contentelient, one may need to tailor the
information they present based on the client’s background
and the terminology they are familiar with,

software packaging and distribution costs should be consid-
ered, Such concepts include three- or multi-tier architectures
with more business logic residing on server, flexible security
architecture, and user interface concepts that can be ported
to a Web Browser at a later stage.

A Netcentric architecture will usually still support devel-
opment of client/server applications. The opposite is not
often true since traditional client/server systems usually
keep a substantial portion of the business logic on a fat

Technology Generation Selection 25 client, while Netcentric architectures still favor keeping
Introduction most business logic at the server side. Also Nelcentric
This section should assist an architect in understanding architectures tend to be more loosely coupled than (the still
the characteristics of, and the implications from selecting, a dominant two-tier) client/server systems,
specific technology generation. The strengths and weak- The following sections identily the main characteristics
nesses of each technology generation should be understood 30 associated with a Netcentric, Client Server or Host based
when planning and designing a system. When identifying technology generation. This list should in no way be con-
the core technologies Lo be used in an architecture, a view of sidered complete and exhaustive but is included as a starting
the client’s existing I'T architecture 600, guiding principles point from which the identification process may begin.
602 and business imperatives 604 should be taken into Network Centric Architecture Generation
consideration, as depicted in FIG. 6. 35 If, based upon one’s client’s requirements, most of the
It is important to realize that a distinct, static division does statements in FIG. 7 are true, one should consider an
not exist between the different technology generations. It is application based upon the Netcentric technology genera-
possible that an architecture may consist of components tion.
from more than one generation. The following details the importance of cach of the
The goal should be to understand the pros and cons of the 40 statements in FIG. 7 and should assist one in identifying the
different technology options available for each component appropriate answer for the specific client engagement.
and to select the most appropriate one based on the client’s Existing Architecture and Infrastructure 700
requirements. El. Other Netcentric applications been developed and
It is IJcc_oming more, irnp_(mum o Icw.:rag,_c cxisting sys- placed in production.
tems a‘nd |nlcgrate tllcm‘wnh new applications. A tlyp1cal * The user community is often less resistant to accept the
scenario can involve mainframe legacy systems acting as use of new technology to address changing business
SLIVers in a clicnt server archi_lc_:clure, applic_alicm SR drivers if they are not completely unfamiliar with the
sl i ol UL s Pl chrcric o e Yeiology. 1 0 i
: e g _ based on a Netcentric architecture has already been
?nds aclcz:smngd{hel:appllcalum servers via a Web-server. 50 successfully piloted or deployed, acceptance of addi-
seneral Considerations ; suctaae il B s
From a technology point of view a new custom-made Ezlu')na] s,y‘rstcms Tw.” b,L. . e R
lication should generally use the most recent Architec- : The clisnt has'significant techinalogy skills withm:its
apphie s & y e Pty IT department.
ture Generation 1o assure that the application will live longer al P : . . i
by better being able to adapt 1o future changes. ss  This is especially important 1f|lhelcl1cnt plans on d(:\fi.:l—
This implies that most applications should ideally be oping or operating Ehe al_)P‘|lC3110n lhemse]ves.‘ A sig-
based on a Nelceniric Architecture, rather than on a tradi- nificant investment in training and changes to internal
tional client/server or a host-based architecture. organizations may be necessary for successful deploy-
However choosing a generation is not just a technical ment of this type of system. The client must have a
decision. Often key technology architecture decisions are 60 culture that supports change. Some organizations are
made as a result of factors which are completely non- very conservative and strong, making it difficult 1o
technical in nature, such as financial factors, internal and deliver a successtul project using new technology.
client politics (say no more), and implementation/ E3. The client has multiple hardware/operating system
operational considerations. configurations for their client machines.
When deciding whether to employ a Netcentric solution, 65 In traditional client/server environments, distributing an

i.c. incorporating Web-based user interfaces and Internet
application styles, keep in mind that these technologies are

application internally or externally for an enterprise
requires that the application be ported, recompiled and
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tested for all specific workstation operating systems.
Use of a Universal Client or web-browser may ¢limi-
nate many of these problems by providing a consistent
and familiar user interface on many different operating
systems and hardware platforms.

E4. The application will run on a device other than a PC.

The momentum of the Internet is putting a lot of pressure
on vendors of various devices to be web-enabled.
Having the Internet infrastructure in place makes it
more feasible for vendors to create new physical
devices from which electronic information can be
accessed. For example, Web televisions are gaining
momentum. Now users can access the Internet from a
television set. Network Computers, thin-client devices
that download and run applications from a centrally
maintained server are generating a lot of interest. Also,
users wanl 1o have access to the same information from
multiple physical devices. For example, a user might
want 1o have access to his/her e-mail from a cellular
phone, from a Web TV or their portable PC.

ES. The current legacy syslems can scale to serve a
potentially large new audience.

Expanding the user community of a legacy host or client/
server system by including an audience which is exter-
nal to the company can result in dramatic increases in
system usage. The additional demand and increased
usage placed on existing legacy systems is often diffi-
cult to estimate or predict. Analysis must be conducted

1o ensure existing legacy systems and infrastructure can 1

absorb this increase.

Business Imperatives 702

Bl. The client needs to reach a new external audience
with this application.

This is probably the main reason for selecting a Netcentrie -

architecture, Through appropriate use of a Netcentric
architecture it is often possible to gain exposure, 10 new
customers and markets. The client can often achieve
significant competitive advantage by providing new
services and products to its customers. Also this new
channel makes it technically possible to develop a new
generation of “market-of-one” products, where each
customer can repeatedly and easy customize a product
according to own preferences.

B2. The client needs to reach a large or diverse internal
audience with this application.

Configuration management of traditional client/server
applications, which tend to be physically distributed
across both the client and server, is a major issue for
many corporations. The software distribution of such
applications which are packaged as one large or a
combination of a few large executables makes minor
updates difficult for even a small scale user population.
Every time an update is made, a process must be
initiated to distribute new code to all client machines.
The browser-centric application style offers an alterna-
tive to this traditional problem of distributing function-
ality to both internal and external users.

IT Guiding Principles 704

G1. The client is an carly adopter of new technology.

Implementation of a Netcentric architecture can help the
client realize a number of business benefits. However,
the introduction of new technology into an organization
does have inherent risks and can result in a significant
amount of change. The client should have a culture
which can embrace these necessary changes.

28

G2. Applications should be developed to handle non-
dedicated or occasional users.

Non-expert users need a simple to use and familiar
interface in order to be able 1o use the application. As

5 people grow accustomed to Web-browsers, this will be

their preferred user-interface. The consistent interface
provided by the Web-browsers will help reduce the
learning curve necessary for becoming familiar with
new applications.

1 G3. Where appropriate, applications should be developed
with multi-media capabilities for the presentation of
data (text, sound, video, ete.).

The ability to digitize, organize, and deliver textual,
graphical and other information (e.g., video, audio,
cte.) in addition to traditional data to a broader
audience, enables new methods for people and enter-
prises 1o work together. Neteentric technologies (e.g.,
HTML. documents, plug-ins, Java, etc.) and standard-
ization of media information formats enable support for

0 these types of complex documents and applications.

Network bandwidth remains a performance issue.
However advances in network technologies and com-
pression techniques continue to make richer media-
enabled documents and applications more feasible on

25 the Web.

G4. The Execution, Operation and Development archi-
tectures will be designed to support frequent releases of
enhancements/modifications to production applica-
tions.

It is imperative that companies in the current market place
be able to quickly modify their business processes in
order to address changes in the industry.

A Netcentric architecture simplifies frequent software
releases for both internal and external users of the
syslems.

Client/Server Network Generation
If, based upon a client’s requirements, most of the state-

ments of FIG. 8 are true, one should consider an application

based upon the Client Server technology generation.

The following section details the importance of each of
the statements found in FIG. 8 and should assist one in
identifying the appropriate answer for your specific client
engagement.

Existing Architecture and Infrastructure 800

E1. Other Client Server applications been developed and
placed in production and the client IT organization
contains personnel familiar with client server architec-
ture concepts.

sy As with any new technology, there is a learning curve

related to attaining client server development skills.
The development process is often much more efficient
when familiar tools and environments are used. The
introduction of new technology can also create insta-
55 bility in the operations environment. Client/server sys-
tems still represent a new technology to many IT
departments.

Business Imperatives 8§02

B1. The application will be used only by an internal user

60 community.

Software distribution is a concern for traditional client
server computing environments due to the fact that
executable and data files need to reside on the client
hard drive. Distribution to a user community outside of

35 the client’s organization is even more difficult to imple-

ment and manage and will probably be limited to a few
key business partners.

w

SAP - Exhibit 1105
SAP v. Valtrus et al. - IPR2025-00420
Page 139 of 281



US 6,615,253 Bl

29

B2. The application requires an advanced, dynamic, and
integrated user interface for expert users.

State of the art 4GL and 3GL development languages will
support advanced user interfaces which require a sig-
nificant degree of context management between fields
and windows, Web-based user interfaces do not support
such interfaces well yet.

B3. Session performance is critical to the application or
sub-second response times are required for successful
use.

5

30

B2. The application requires a high volume of repetitive
lransactions.

The high degree of processing power provided by main-
frames allows for the development of applications with
very high performance requirements.

B3. The application has a requirement for significant
batch processing.

Mainframes are probably still the most powerful plat-
forms for large scale batch processing. Mature tools

Client server applications can provide response times v exist for scheduling, recovery/restart, sorting, merging,
necessary o supporl transaction intensive mission criti- and moving large sets of data.
cal systems. Application logic and business data can be B4. End users can maintain a physical connection to the
distributed between the client and server for optimal host at all times.
efficicncy. Web-based interfaces still have an inherent . Physical connection to the host is required for use of the
overhead due to the connectionless communication and applications. Methods of mobile computing with dis-
constant downloading of data, formatting information tribution of data or business logic is not possible.
and applet code. p p A ~

B4. The application needs to support off-line mobile Bs(;rl;lh:;sp];i]f;:g; Vell el b Seppcnt & e b
i G & . : 20 The processing power of today’s mainframe lends itself

Mobile computing is becoming more prevalent in the B R o
work place, therefore, connectivity to a server can not wcl].lu llhc dc\-'f:lupmcnl of large scale, mission critical
be assumed for all user classes. A client server archi- applications with a large user base.
tecture allows for the distribution of application logic IP Guiding Principles 904
and/or data between the server and client. Replication G1. The Client has the resources, organizations and
of data and logic is usually necessary for applications *° processes necessary for the development and operation
that are run on portable computers. of a Host based application.

IT Guiding Principles 804 Before a Host based application is developed, it is impor-

G1. The client maintains their applications internally and tant that the client identify how a system of this type
the IT depariment has the necessary resources, organi- . will fit within the company’s strategic technology plan.
zations and processes (o maintain a Client Server ? 2. Reliance upon a single vendor (IBM) for technology
application. solutions is acceptable.

Introduction of a Client Server application to a company’s Selection of a host based architecture inherently locks the
production environment can require a great deal of client into dependence upon one vendor for its tech-
change to the Execution, Operations and Development 55 nology solutions. While 1BM is a reputable, stable
architectures required to develop, run and support the ™ company it may be important to ensure that the client’s
production systems. Before a Client Server application long term business strategy will be supported by IBM’s
is developed, it is important that the client identify how technology vision and direction.

a system of this type will fit within the company’s G3. Centralized application and data is an acceptable
strategic technology plan. o strategy.
Host Archilecture Generation . A pure host based architecture ¢liminates the possibility

If yelients business and technical requirements meet the of distributing data or business logic to the client. This

follo_\mn_g system characteristics, you should consnflcr an removes some of the application performance benefits
application based upon the Host technology generation. which can be seen by a distribution strategy, however,

The following section details the importance (_"f cach ‘f’f 45 centralized access to the business logic and business

the statements found in FIG. 9 and should assist you in data can improve operational stability and lower costs.
identifying the appropriate answer for your specific client A current trend is to transform mainframe based legacy
Sngagement. systems into data- and application servers in a multi-

Existing Mhlteclure and I_nfrgslruclure 900 tiered client/server or Netcentric architecture.

EL The client currently maintains and operates host based . .
applications; and the 1T organization contains person- Overview of the Frameworks
nel familiar with the development and operation of One may ask: what frameworks one should use? This
these types of applications. portion of the specification should help one understand:

Few organizations introduce solely host based production when the various frameworks in SAF can be useful
systems. Usually the infrastructure for this type of ;5 how the frameworks are related
systems already exists. New development is Frameworks Related to Delivery Vehicles
uncommon, typically existing legacy systems need to Most of the frameworks in SAF address various aspects of
be extended. Delivery Vehicle archilectures.

Host systems usually have a mature and stable operations SAF provides access to the user’s thought leadership and
environment. Note that mainframe expertise may be g, architecture frameworks for Execution, Development and
expensive and in high demand Operations environments. Very briefly, SAF covers:

Business Imperatives 902 The Core Execution Architecture frameworks for the

Bl. The application will only be used by a dedicated, different architecture generations (Host, Client/Server
expert user community where a GUI is not needed. and Netcentric). Most users will primarily use the

A dedicated work force with low turnaround, skilled in the 65 Neteentric framework.

use of character based 3270 applications, eliminates the
need for a GUI interface.

The Execution Architecture Extensions. This is a collec-
tion of the most common delivery vehicles that are built
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for clienis. These frameworks extend the core frame-
works with services specific for a particular delivery
vehicle.
The Development Architecture Framework. Should help

32

Neteentric Computing Top 10 Points

Nelcentric computing represents an evolution—it builds
on and extends, rather than replaces, client/server.

Nelcentric computing has a greater impact on the entire

one establish and operate a high-quality development 5 business enterprise, hence greater opportunity and risk.
: environn?enl, i Definitions of Netcentric may vary. One is about reach
The Opu_ralmns Architecture Framu\w_)rk. Shoulf] help one and content
:2:1&:15::1 and opeaath & high-quality operakous envi- Neteentric is not just electronic commerce; it can impact
- ) . . 10 enterprises internally as well.
Io learn more about what Delivery Vehicles are, see the e i 1 s
Delivery Vehicle Overview section. This page explains You‘can_ begin identifying Netcentric opportunities for
the relationships between Architecture Generations, clients today- ) ) ) o
Application Styles and Environments. There are three l_)a.mc types of Nelccx_nnc applications:
Framework Extensions and Other Frameworks " advertise; inqlt!ry; and f‘f-ll}’ interactive. ) <

The remaining frameworks in SAF are special purpose = One can underestimate the impact of Netcentric on infra-
frameworks that may not directly fit into the current Deliv- structure requirements.
ery Vehicle definition. Build today’s client/server engagements with flexibility to

They may be extensions to the delivery vehicle frame- extend to Netcentrie.
works such as Call Center, Mobile, eCommerce Application | Neteentric Computing Definition:

Framework, Middleware or Component Technologies. 2 Netcentric Computing also called Netcentric
Framework Recommendations Architecture, Netcentric Technology, ete. is an emerging

The frameworks in SAF address different aspects and architecture style which expands the reach of computing
areas of technology and application architecture. No single both within and outside the enterprise. Netcentric enables
framework may cover this scope. Depending on the phase of be sharing of data and content between individuals and appli-
one’s project and the type of applications one’s project will = cations. These applications provide capabilities to publish,
deliver, one may need 1o use diflerent specialized frame- interact or transact. Netcentric represents an evolution of
works. Client/Server which may utilize internet technologics to

Most implementations today may begin by considering connect employees, customers, and business pariners.
the Neteentric Execution framework, then adding extensions 50 Client/Server vs. Netcentric Computing (NCC)
for the delivery vehicles or specific technologies that your ~ NCC is a new style of computing that expands on the
project will use. Keep in mind, however, the Development technological base already provided by traditional client/
and Operations frameworks. Also, remember that some server systems. Many of the traditional client/server design
architectures will need to be built on multiple frameworks, concepts and considerations still apply to NCC.
most likely involving the Integration framework o bridge The important differences between client/server systems
between them. 3 and NCC systems are:

This section lists all the frameworks currently available in The way in which the application logic is distributed to
SAF, indicates when they may be useful, and how it relates clients is different in NCC and traditional client/server
to other frameworks: systems. In NCC systems, application logic can be

Siitianiag ib packaged irftu components anf.i distributed from a
When is it Useful? server machlpc to a client machine over a n'-:lwork_. l_n

This framework constitutes the core of a modem netcen- traditional elieny/servec systems, the application logie is
tric and client/server ¢xecution architecture. It will help one Zgh_l ?w}r:\: el e c(l;enl a')f' |]l}e s;r\;cr au fa pcr;“;l\zmgnt
plan and design one’s architecture by understanding what ) 5157 teve 150, dynamue: distribulionrol-applicaiion
components a typical netcentric architecture should consist 45 ogle. L . .
of. The number of tiers in NCC and traditional client/server

systems is different. NCC extends the traditional two-
NETCENTRIC ARCHITECTURE FRAMEWORK tier client/server architecture to a n-tier architecture.
FRAMEWORK OVERVIEW The client in NCC systems is different from a client in
. 50 traditional client/server systems. The client in a NCC
Introduction system is a standardized universal one; a NCC appli-

The Neteentric Architecture Framework identifies those cation can execute within a client that can run on
run-lime services required when an application executes in multiple operating systems and hardware platforms. In
a Nelcentric environment. As shown in FIG. 10, the services traditional client/server systems, the client is custom-
can be broken down into logical arcas: Presentation Services 55 made for a specific operating system and hardware
1000, Information Services 1002,1004, Communication Ser- platform.
vices 1006,1008, Communication Fabric Services 1010, The way in which NCC and traditional client/server
Transaction Services 1012,1014, Environment Services systems can be extended and adapted is different.
1016,1018, Base Services 1020 and Business Logic 1022, Components enable NCC systems 1o be adaptable to a
1024. This framework is an evolution of the Client Server 6o variety of distribution styles, from a “thin client” to a
New Age Systems Framework and is useful for technical “fat client”. In comparison, traditional client/server
architects involved in the selection, development and systems, once designed and built, cannot be adapted for
deployment of technical architectures in a Nelcentric envi- use on more than one computing style
ronment. More discussion of each of these logical areas is Tiers
provided below. See also FIGS. 11 and 12, which are o5 Similarly to traditional client/server architectures, Net-

detailed diagrams of the components of the Netcentric
Architecture Framework found in FIG. 10.

centric architectures support a style of computing where
processes on different machines communicate using mes-
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sages. In this style, “client” processes delegate business
functions or other tasks (such as data manipulation logic) to
one Or More server processes. Server processes respond to
messages from clients.

Business logic can reside on both client and server.
Clients are typically PCs or Workstations with a graphical
user interface running in a Web browser. Servers are usually
implemented on UNIX, NT or mainframe machines.

A key design decision for a client/server system is
whether it should be two-tiered or multi-tiered and how
business logic is distributed across the tiers. In Netcentric
architectures there is a tendency to move more business
logic to the server tiers, although “fatter” clients are becom-
ing more popular with newer technologies such as Java and
ActiveX.

Two-Tiered Architectures

Two-tiered architecture describes a distributed application
architecture in which business applications are split into
front-ends (clients) and back-ends (servers). Such a model of

=

W

34

This model of computing is often termed the “enhanced”
client/server model. Most Netcentric architectures use a
three- or four tiered approach with a web server and poten-
tially a separate application server layer.

In the enhanced client/server model, all presentation and
control logic resides on the client, all application logic
resides on multiple back-end application servers, and all
data management logic resides on multiple back-end data-
base servers.

Advantages

In contrast to mainframe and two-tiered client/server
computing models, the principle advantage with a three-
tiered enhanced client/server architecture is that it provides
the benefits of a GUI application, but also provides a level
of integrity and reliability found in mainframe centralized
computing. That is, it will evolve to serve high-volume,
high-integrity, and high-availability environments.

Location and implementation transparency—The use of a

transaction manager such as Tuxedo allows for service

computing began to surface in the late 1980s and is the 20 location independence.

prominent configuration in use today by companies which Distribution of logic 1o optimal resource—Since the

have attempted to migrate to client/server based computing. application and database functions reside on their own
Adv antages . . . physical devices, each can be optimally tuned for the
Al a minimum, a two-tiered client/server archilecture work they perform.

assumes that an application’s presentation logic resides on 25

the client and its data management logic resides on the
server. This style of computing became attractive to early
adopters of client/server because it clearly addresses the
inadequacies of a character-based interface. That is, it allows

[Database scaleable on throughput—In the enhanced
three-tiered client/server model, client applications no
longer connect directly to database servers. Instead,
only application servers connect 1o the database serv-
ers.

PC-based clients to introduce a graphical user interface 30 i . . s
(GUI) into the application environment Security over service resources—With the application
Allows rapid development “out-of-the-box” logic residing on back-end application servers, security
Decrc;lse dp cnmmuni]:alion svéchead he.cau‘;c it over the applications is made possible at various levels.
o nl';wliun (ot 2 small mumber of wse l“ii Redundancy and resiliency of services—A major disad-
Allows the disteibution of the program’s logic vantage prominent in other models of computing is
T ‘ i “single point of failure
(application, presentation, data management) i s
{diations of T Tiercd Arehis ctire Optimization of personnel resources—Developers can be
The use of two-ticr tools has resulted in a defacto “client- "l'l'zefj for specific talents in each I1Icr. .
heavy” or “fat-client” two-tiered model where the presen- Allows for asynchronous and standardized messaging—
- - . - . - L o 1 feerve del 1 a
tation and application logic resides on the client and data ** The enhanced client/server model is really a superset of
management resides on the server. In fact, the use of these the RPC-based function shipping model which pro-
tools “out-of-the-box” assumes the adoption of such a vides features such as asynchronous, event-driven pro-
model. Unfortunately, such an architectural model falls short gramming,
of addressing many important issues required of an Administration, configuration, prioritization—The use of
45

enterprise-wide information architecture. This model of
computing was actually developed for less-demanding PC
environments where the database was simply a tool for
decision support.

Limitations:

Limited/cost prohibitive Scalability

Limited availability

Limited reliability

Security Deficiencies

Network/Database bottlenecks

uh

0

a transaction manager enables servers to be added,
removed, or restarted dynamically. This allows for very
robust, scaleable, and flexible applications.

Disadvantages

Three-tier architectures are highly flexible. This flexibility

comes with the cost of being more complex to implement.

Limitations:

Additional tool (middleware) selection

Longer implementation times

Greater development costs associated with additional tier

55
Low implementation flexibility More complex planning
Limited Asynchronous processing Additional Skills
Three-Tiered or Multi-ticred Architectures Extra Hardware
Three-tiered architecture describes a distributed applica- Greater complexity for maintenance, configuration man-
tion architecture in which business applications are sepa- 60 agement

rated into three logical components: presentation and
control, application logic, and data management. These
logical components are “clean layered™ such that each runs
on a different machine or platform, and communicates with
the other components via a network.

A three-tiered architecture is often enhanced by the inte-
gration of distributed transaction processing middleware.

)

ik

PRESENTATION 1000

Presentation Services enable an application to manage the
human-computer interface. This includes capluring user
actions and generating resulting events, presenting data to
the user, and assisting in the management of the dialog flow
of processing. FIG. 13 illustrates several components of the
Presentation arca of the Netcentric Architecture Framework.
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Exemplary products that may be used to enable this
component include Visual Basic; PowerBuilder; C++; Win-
dows 3.x/NT/95; X-Windows/Motif; Visual C++; Borland
Delphi; AC FOUNDATION for FCP.

The products listed as candidates for specific components
here and below should be used with care. These examples do
not provide an all-inclusive list, nor do they necessarily
represent the current market leaders. They are there to
provide an example of products that may enable the com-
ponent services.

Window System 1300

Typically part of the operating system, the Window Sys-
tem Services provide the base functionality for creating and
managing a graphical user interface (GUI}—detecting user
actions, managing windows on the display, and displaying

36

creation of tabbed sections which contain related files
(e.g., Winston Account or New Product Launch) for
casier access.

Starfish Software Dashboard—a desktop utility designed
to simplify application and system management; pro-
vides quick launch buttons, system resource gauge,
drag-and-drop printing and faxing, calendar, etc.

Form 1304

Form Services enable applications to use fields to display

g and collect data. A field may be a traditional 3270-style field

used to display or input textual data, or it may be a graphical
field such as a check box, a list box or an image. Form
Services provide support for:
Display—support the display of various data types (e.g.,
text, numeric, date, ete)) in various formats (e.g.,

information in windows. 2 .'Amcrican,r'Eumpcan date, double-byte characters,
Implementation Considerations icons, elc.) s 2
Windowing systems expose their functionality to appli- [np_ulfVahda{mn—cnab]u a_pp_hcullons o collect 1nlt_Jrrna—
cation programs through a set of application programming tion fron.q ;]h'-"‘“rs"” ';bd“ _“ f’i‘%:-';‘“.hﬁg_ l?h lhc dlsp‘la}r
interfaces (APIs). For the Microsoft windowing platform, ., opllons,‘.u‘\:‘ rf"r ORI DasIe: YaUCAton SUCh 45 TARge . oF
this API is called Win32. The Win32 API is a documented formatehecly o
set of over 500 C functions that allow developers to access Mepping Suppart:—ehiminate: the ased fopapplications:in
the functionality of the windowing sysiem as well as various commupicate (!'m.:u): Wi by _\Iwr'ldowmg Systen;
other operating system functions. While it is possible for ratha_.,‘r, ap;::]u.al_lun:, l:""f“'vi‘ or display da{:: by ot
: r . T matically copying the contents of a window’s fields to
developers to directly call the Win32 APLor its equivalent on ¢ a copybook structure in memory. These Services may
other platforms using a C language compiler, most business alss, b tised to, dntordts the r;'l.crg,ing of application
application development is done using higher level devel- data with pre-defined electronic form templates.
opment languages such as Visual Basic or PowerBuilder Field Interaction Managemeni—coordinate activity
which make the lower level calls to the operating systems on across fields in a window by managing field inter-
hchf’"f of the developer. .30 dependencies and invoking application logic based on
Exemplary products that may be used to enable this the state of fields and user actions. For example, the
component include Microsoft Windows; Windows 95; Win- Field Interaction Manager may disable the “OK” button
dows NT; Macintosh OS; Program Manager for OS/2; until all required input fields contain valid data. These
X-Windows/Motif; JavaOS services significantly reduce the application logic com-
Desktop Manger 502 o s plexity inherent to an interactive windowed interface.
Desktop Manager Services implement the desktop meta- Implementation Considerations
phor. The deskiop metaphor as the name suggesis is a style In traditional client/server applications, Forms are win-
of user mlcrfaf:u that tries to emulate the idea of a physical dows that contain widgets (text fields, combo-boxes, etc.)
desktop allowing you to place documents on the deskiop, and business logic. Form development tools such as Visual
launch applications by clicking on a graphical icon, or 4, Basic, PowerBuilder, etc. allow the Form designer to specify
discard files by dragging them onto a picture of a waste page layout, entry ficlds, business logic, and routing of
basket. Most Window Systems contain elementary Desktop Formis: Brom s developers perspective, these products typi-
Manager functionalily (e.g., the Windows 95 desklop), but  cy1jy expose Form and control handling functionality as a set
often more user [riendly or functional Desktop Manager of proprictary or product specific APIs,
Services are required. . 45 In addition to the traditional tools (c.g., Visual Ci++,
] Microsoft Wu:jduw.‘s 95 task bar; Norton Navigator; Xerox Visual Basic, PowerBuilder), Netcentric technologies have
Tabworks; Starfish Software Dashboard introduced new tools that can be used to develop Forms. For
Product Considerations ; example, a developer can use Symantec Visual Café 1o
Excmplary products that may be used to enable this  reare a Java application that will execute direetly on the
component include: 50 users desktop without any interaction with a browser.
Microsoft Windows 95 task bar—provides a launch bar Today most Netcentric applications are Web based and are
which allows users to access recently used documents,  Jaunched from the Web browser. Additionally, one is now
launch applications, or switch between active applica- beginning to see other types of Netcentric solutions. For
tions. The Windows 95 desktop and launch bar are example, PointCast is a Neteentric application located on the
programmable allowing users to extend and customize 55 ysers machine; it relies on the Internet to deliver stock
the desktop manager for their specific application. For - prices, news headings, sports updates, etc. to the user.
example, the desktop can be extended with icons or However, it is not launched from the Web browser—it is its
Start Menu options for crealing a new customer own application. In the future there will be more Netcentric
account or finding an order. applications that use this approach for delivering informa-
Norton Navigator—provides multiple virtual desktops, &0 tion.
enhanced file management including direct FTP Product Considerations
connectivity, long file name support for some 16-bit What Level of Technical Support, Documentation, and
applications, file un-erase, and other features; targeted  Training is Required to Ensure the Productivity of Devel-
at users who often interact with the Windows 95 opers?
desktop. 65 The extent of support (on-site, phone, bulletin board,

Xerox Tabworks—presents the user with a notebook
metaphor for application and document access; allows

world-wide, etc.), quality of documentation, and availability
and location of education/training should be considered.
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What Functions are Required in the Control set?

At the minimum a tool should support basic widgets (push
buttons, list boxes, cte.), window styles, (multi-window,
multi-document, paned-window), and menu styles, along
with validation and inter-application communication. Con-
sideration should also be given as to the extensibility of the
toolset via add-ons and third party products.

Can the Tool be Used for Both Prototyping and GUI
Design?

5

38

Will the Design Tool be Used for Programming of Client
Applications? What Programming Language is Supported?
If the design tool is used for programming, there are
several features of a tool which must be considered. These
features can have an impact on the productivity of
programmers, performance of the applications, skill sets
required, and other tools required for development. These

features include:
What programming language is supported? Is the pro-
gramming language interpretive or compiled? Is it

The ability to use a single tool for both prototyping and 10 it ariihed ructsed edural 1 vt
GUI design will reduce the development learning curve. JECL QUERRE OF STRCTIL PIOCRCIT Janguase
One should also consider how well the tool integrates will all Does the tool Supporl grogrammmg SA1EOSIons 10
other development tools. Dynamic Link I.1b.rar|cs. o 5

What Platform(s) are Supported? \\_fhal are lhtf dchug%lng capabilities of the tool?

The platform(s) that must be supported, i.c., MS-DOS, 15 s the Tool Saalable? = RO —
Windows, IBM 0S/2, UNIX, or UNIX Motif, is an impor- ;¢ 1001 shou’d be scalable 10 support growth in appli-
tant consideration, as are any hardware restrictions. “‘mfm size, users, and developers. ) ‘ -

What Type of Learning Curve is Associated With the Ex-.mp]ar_)r products thal math'. uzng s unp]cmcx}t phs
Tool? component include JetForms JetForm Design; Lotus Forms;

Developers using the product should be able to become 20 \-"lsua]“Ba:uc, 3 k- id 3 ; 5
productive quickly. Factors which reduce the learning curve JetForms JetForm Design—provic £y tools to design, fill,
include an easy to learn and intuitive interface, thorough and Kj’_"m_‘ pr fm gnd man_age e:]eqn?n}_ fm{pf? help Igg QIR
clear documentation, and on-line help. BLZALONS T2 e Cm';.“’fan _lm_r“f“"l'" ‘_]‘II‘L";}( E’; a‘um_

If the Tool is Also Going to be Used for Application malmgk?rm‘mﬁg N hor;m atrm’? ocd r‘:" W ‘]“'“‘Ef
Development, How Well Does the Tool Perform During 25 networks as well as t & nternet, 'DFUS orms—Lotus
Production? Development Corporations electronic forms software

Computational, network, data retrieval, and display provides "'m!,“; o dc“g_"’ route and track forms to
T T T R G L automate business processes for the workgroup or the
speeds differ for products. Factors to consider are whether . ; :

] A ; . i extended enterprise. Lotus Forms is designed to run
the application will consist of heavy data entry, transaction 50 SRl Totas NSTas o aea standalons analication., 1
processing, or a large user base. & A 3 , PRI :

- s S comprised of two parts: Forms Designer, an

How Much Does the Tool Cost? B 2 % i

i ; ) application-development version, and Forms Filler, a

Product components, maintenance agreements, upgrades, 5 rsion f Visual ) devel

-time licenses, and add-on packages should be consid- MBSt Yeion [RCueR: ViRl Tasee deviop:
::: d T, S8 * ment tool that provides a comprehensive development

5 . 35 environment for building complex applications.

Does the Product Integrate With Other Tools and/or : B £ P PP
S \ Other Tools in the Devel .t and Executi User Navigation 1306
iiup{!(lr i “f’ QO g Vevelopment anc. Taeeion User Navigation Services provide a user with a way to

n\-'nj-:)n‘rnt.nls, . . access or navigate between functions within or across appli-

It LS l_mporlanl lo_dult.rmmc how well the pro(l?icl mft"' cations. Historically, this has been the role of a text-based
grates with other design and development tools, presentation menuing system that provides a list of applications or
services (graphics, multi-media, etc.), data access services activities for the user to choose from.

(databases and database API libraries), distribution services Client/server technologies introduced new navigation
(distributed TP monitor), transmission services (SNA, metaphors. A method for allowing a user to navigate within
HLLAPIL, etc.), data dictionary, desktop applications, and an application is to list available functions or information by
programming languages for call-out/call-in. Additional con- 45 neans of a menu bar with associated pull-down menus or
stdcral‘u_:rn should hc‘ given ln_ ac}fj_(.],n am.! third-party context-sensitive pop-up menus. This method conserves
pr{fdu(:L‘s,'enhal'l-OBmun-lh such as specialized widgets, roport screen real-estate by hiding functions and options within
wrilers and case tools. ,  menus, but for this very reason can be more difficult for first

“_‘Fl“ the Tool be Used w“l?‘" Large Development Team? time or infrequent users. This point is important when

If the development team is more than 5 people, a 100l 55 implementing electronic commerce solutions where the tar-
should provide support for multiple developers. This support gel customer may use the application only once or very
includes features such as object check-in/check-out, a cen- infrequently (e.g., purchasing auto insurance).
tral design repository for the storage of application objects Addilior{ally, client/server development tools such as
and user interface definitions, and version control. Visual Basic and PowerBuilder do not,provide specific ser-
Additionally, the development team should be able 10 55 vices for graphical navigation, but the effect can be recreated
cleanly divide the ?PP]'CHI'(’"(S) mnto picces which can be by selecting (i.e., clicking on) graphical controls, such as
worked on by multiple people. picture controls or iconic push-buttons, programmed to

What Protocols are Used to Communicated With the launch a particular window.

Database? A major advantage of the graphical user interface is the

Important considerations include the supported databases 60 fact that it allows multiple windows to be open at one time.
and protocols used to communicated with the databases. The Implementation Considerations
tool must support the selected database. Additionally, if the Is There a Need to Manage Multiple Instances of a
database selection may change, it is important that the tool Window Object?
have the ability to support other databases with minimal Windows Interaction Manager provides the application
impact on the application development. Native database 65 with facilities to open multiple instances of the same win-

interfaces tend to have better performance than open stan-
dards such as ODBC.

dow. This component provides an option parameter that will
let the application developers enable or disable the ability o
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open the same window with the same key data (that is, a
duplicate instance).

Do you Need to Pass Messages Between Windows?

Windows Interaction Manager provides the [lacility to
pass messages between windows within one application.
This allows one window to trigger an event/action on
another related window.

Do Multiple Applications Need to Pass Messages
Between Each Other?

40

how tags (also known as format codes) are defined and
interpreted within specified documents. These tags can be
used to control the positioning and formatting of a docu-
ment’s text and images, SGML is used for large, complex,
and highly-structured documents that are subject to frequent
revisions, such as dictionaries, indexes, computer manuals,
and corporate telephone directories.

HTML: SGML for Dummies?

While creating the World Wide Web in the early 1990s,
scientists at CERN discovered that in spite of its power and

Windows Interaction Manager provides the facility to 10 S L b : .

: ; 7 g versatility, SGML’s sophistication did not allow for quick
pass messages between windows from different applications casy Web publishing. As a resull, they developed
re:ﬁrdmg on the same machine. This all(.)ws one window to HyperText Markup Language (HTML), a relatively simple
trigger an event/action on an related window when certain  gpplication of SGML. This simplicity has contributed to the
actions (user or environment) oceur. L exponential growth of the Web over the last few vears.

) It lnl'ormalm_n m:cds‘lu be shared b(flwucn applications on 15 [TMI. files are written in plain text and can be created using
different machines, Window Interaction Management can- any text editor from the most robust Web page authoring
not be used. This type of data sharing requires a special — software (such as Microsoft’s FrontPage or Sausage Sofi-
architecture component called Communication, which is ware’s HotDog) to the anemic Notepad utility included with
more network orientated. Microsoft’s Windows operating system.

Is There a Need for Object Registration/de-registration? 20 As with many languages, HTML is in a state of constant

Windows Interaction management allows the application evolution. The World Wide Web Consortium W3C oversees
1o control and manage the opening and closing of multiple new cxtensions of HTML developed by both software
windows by—maintaining the parent-child relationship, companies (such as Microsoft and Netscape
controlling multiple instances of similar windows, maintain- Communications) and individual Web page authors and
ing key data-window relationship. This allows the user to 25 €DSUres that each new specification is ful])f-cm_npanb_]c with
work in a controlled and, well managed, environment. previous ones. Basie features supported by HTML include

Web Browser 1308 hcadmgs_, lists, paragraphs, tables, cicclromc‘ forms, in-line

Web Browser Services allow users to view and interact ~ images (images next fo text), and hyper el links En_hancc:
with applications and documents made up of varying data glcms .to [hc or\ngmal I:[ MY l‘.(} s'p-.uh‘canon chuds

; 2o o i anners, the applet tag to support Java, image maps, and text
types, such as text, grapl-lncs_,, and_au‘dm, I'hese services also 30 flow around images.
proyide support for navigation within and across docum!:ms The W3C also approved the specification for version 4.0
no matter \‘.vhcrc they are located, through the use fuf ll_nlcs of HTML (http://www.w3.org/TR/REC-himl40). This speci-
emb_eddecl Into the (Iocu._lmer}t content. Web Brm}fscr berv!ces fication builds upon earlier iterations of HTML by enabling
retain the link connection, i.e., document physical location, Web authors 1o include advanced forms, in-line frames, and
and mask the complexities of that connection from the user. 35 ephanced tables in Web pages. HTML 4.0 also allows
Web Browser services can be further subdivided into: authors 1o publish pages in any language, and 1o better
Browser Extension, Form, and User Navigation. manage differences in language, text direction, and character

Parlez-vous Internet? encoding.

The Elements of Web Style Perhaps most significantly, HTML 4.0 increases authors’

Language philosopher Benjamin Whorf once said, “We 40 control over how pages are organized by adding support for
dissect nature along lines laid down by our native language. Cascading Style Sheets CSS Style sheets contain directions
Language is not simply a reporting device for experience, for how and where layout elements such as margins, fonts,
but a defining framework for it.” This notion is especially headers, and links are displayed in Web pages. With CSS,
true when applied to the World Wide Web. The evolution of authors can use programming scripts and objects to apply
the Web from a rigid, text-centric village to an elastic, 45 multiple style sheets to Web pages to create dynamic con-
multimedia-rich universe has been driven by modifications tent. CSS can also be used to centralize control of layout
to the languages behind it. The Internet is at a crucial point attributes for multiple pages within a Web site, thus avoiding
in its development as a number of enhancements for extend- the tedious process of changing each page individually.
ing Web technology come under scrutiny by Internet stan- Dynamic HTML: Dyn-o-mite!
dards groups. These enhancements will ultimately push the 50 HTML’s simplicity soon began to limit authors who
Web into the realms of distributed document processing and demanded more advanced multimedia and page design
interactive multimedia. capabilities. Enter Dynamic HTML DHTML As an exten-
SGML.: in the Beginning . . . sion of HTML, DHTML allows Web pages to function more

Although the World Wide Web was not created until the like interactive CD-ROMs by responding to user-generated
carly 1990s, the language behind it dates back to the genesis 55 events. DHTML allows Web page objects to be manipulated
of the Internet in the 1960s. Scientists at IBM were working after they have been loaded into a browser. This enables
on a Generalized Markup Language (GML) for describing, users to shun plug-ins and Java applets and avoid
formatting, and sharing electronic documents. Markup bandwidth-consuming return trips to the server. For
refers to the practice in traditional publishing of annotating example, tables can expand or headers can scurry across the
manuscripts with layout instructions for the typesetters. 60 page based on a user’s mouse movements.

In 1986, the International Standards Organization (ISO) Unfortunately, the tremendous potential offered by
adopted a version of that early GML called Standard Gen- DHTML is marred by incompatible standards. At the heart
eralized Markup Language (SGML). SGML is a large and of the DHTML debate is a specification called the Document
highly-sophisticated system for tagging documents o ensure Object Model DOM The DOM categorizes Web page
that their appearance will remain the same regardless of the 65 elements—including text, images, and links—as objects and

type of platform used to view them. Designers use SGML to
create Document Type Definitions (DTDs), which detail

specifies the atiributes that are associated with each object.
The DOM makes Web document objects accessible to
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scripting languages such as JavaScript and VisualBasic
Seript (VBScript), which can be used to change the
appearance, location, and even the content of those objects
in real-time.

Microsoft’s Internet Explorer 4.0 supports a W3C “Work-
ing Draft” DOM specification that uses the CSS standard for
layout control and Web document object manipulation. In
contrast, Netscape's implementation of DHTML in Com-
municator 4.0 uses a proprietary “Dynamic Layers” tag,

42

a VRML plug-in for standard HTML browsers. Leading
VRML plug-ins include Cosmo Player from Silicon Graph-
ics (hitp://vrmlsgi.com/cosmoplayer), Liquid Reality from
Microsoft’s DimensionX subsidiary (htip://
www.microsoft.com/dimensionx), OZ Virtual from OZ
Interactive (hitp://www.oz.com/ov/main__bot.html), and
WorldView from Intervista (http://www.intervista.com/
products/worldview/index.html), These plug-ins can typi-
cally be downloaded for free from the Web.

which assigns multiple layers to a page within which objects 10 VRML is capable of displaying static and animated
are manipulated. As a result, Web pages authored using objects and supports hyperlinks to multimedia formats such
either version of DHTML may not be viewed properly using as audio clips, video files, and graphical images. As users
the other’s browser. XML: X marks the spot maneuver through VRML worlds, the landscape shifts to

HTML 4.0 and Dynamic HTML have given Web authors match their movements and give the impression that they are
more control over the ways in which a Web page is dis- 15 moving through real space. The new VRML 2.0 specilica-
played. But they have done little to address a growing tion finalized in August 1996 intensifies the immersive
problem in the developer community: how to access and experience of VR worlds on the Web by enabling users to
manage data in Web documents so as 1o gain more control interact both with cach other and with their surroundings.
over document structure. To this end, leading Internet devel- Other new features supported by VRML 2.0 include richer
opers devised Extensible Markup Language (XML), a 20 geometry description, background textures, sound and
watered-down version of SGML. that reduces its complexity video, multilingual text, Java applets, and scripting using
while maintaining its flexibility. Like SGML, XML is a VBScript and JavaScript. VRML will become a significant
meta-language that allows authors to create their own cus- technology in creating next-generation Internet application
tomized tags to identify different types of data on their Web as the language continues to mature and its availability
pages. In addition to improving document structure, these 25 increases.
tags will make it possible to more effectively index and The Future: Give us a Big SMIL
search for information in databases and on the Web. The Web has come a long way since the codification of

XML documents consist of two parts. The first is the HTML 1.0. It has moved from simple text-based documents
document itself, which contains XML tags for identifying that included headings, bulleted lists, and hyperlinks to
data elements and resembles an HTML document. The 30 dynamic pages that support rich graphic images and virtual
second part is a DTD that defines the document structure by reality. So what next for the Web? The answer resides in a
explaining what the tags mean and how they should be Synchronized Multimedia Integration Language (SMIL), a
interpreted. In order to view XML documents, Web brows- new markup language being developed by the W3C. SMIL
ers and search engines will need special XML processors will allow Web authors to deliver television-like content
called “parsers.” Currently, Microsoft’s Internet Explorer 35 over the Web using less bandwidth and a simple text editor,
4.0 contains two XML parsers: a high-performance parser rather than intricate scripting. SMIL is based on XML and
written in C++ and another one written in Java. does not represent a specific media format. Instead, SMIL

A number of vendors plan to use XML as the underlying defines the tags that link different media types together. The
language for new Web standards and applications. Microsoft language enables Web authors to sort multimedia content
uses XML for its Channel Definition Format, a Web-based 40 into separate audio, video, text, and image files and streams
“push” content delivery system included in Internet Explorer which are sent to a user’s browser. The SMIL tags then
4.0. Netscape will use XML in its Meta Content Framework specify the “schedule” for displaying those components by
to describe and store metadata, or collections of information, determining whether they should be played together or
in forthcoming versions of Communicator. XML is currently sequentially. This enables claborate multimedia presenta-
playing an important role the realm of electronic commerce 45 tions to be created out of smaller, less bandwidth-consuming
via the Open Financial Exchange, an application developed components.
by Microsoft, Intuit, and CheckFree for conducting elec- Implementation Considerations
tronic financial transactions. Similarly, HL7, a healthcare Many features such as graphics, frames, etc. supported by
information systems standards organization, is using XML Web Browsers today were not available in initial releases.
to support electronic data interchange EDI of clinical, s0 Furthermore, with every new release the functionality sup-
financial, and administrative information (http:// ported by Web Browsers keeps growing at a remarkable
www.mcis.duke.cdu/standards/HL7/sigs/sgml/index.html). pace.

Meet Cousin VRML Much of the appeal of Web Browsers is the ability to

In 1994, a number of Internet thought leaders, including provide a universal client that will offer users a consistent
Tim Berners-Lee—the “father” of the Web—met to deter- 55 and familiar user interface from which many types of
mine how they could bring the hot, new technology known applications can be executed and many types of documents
as virtual reality VR to the Web. VR refers to the use of can be viewed, on many types of operating systems and
computers 1o create artificial and navigable 3-D worlds machines, as well as independent of where these applica-
where users can create and manipulate virtual objects in real tions and documents reside.
time. This led to the creation of Virtual Reality Modeling s0  Web Browsers employ standard protocols such as Hyper-
Language (VRMIL—pronounced “ver-mul”). VRML is tech- text Transfer Protocol (HTTP) and File Transfer Protocol
nically not a markup language because it uses graphical (FTP) to provide seamless access to documents across
rather than text-based file formats. machine and network boundaries.

In order to create 3-D worlds and objects with VRML, The distinction between the desktop and the Web Browser
users need a VRML editor such as Silicon Graphics™ Cosmo 65 narrowed with the release of Microsoft IE 4.0, which

Worlds (http://cosmo.sgi.com/products/studio/worlds). To
view VRML content, users need either a VRML browser or

integrated Web browsing into the desktop, and gave a user
the ability to view directories as though they were Web

SAP - Exhibit 1105
SAP v. Valtrus et al. - IPR2025-00420
Page 146 of 281



US 6,615,253 Bl

43
pages. Web Browser, as a distinct entity, may even fade
away with time.

Exemplary products that may be used to implement this
component includes Netscape Navigator; Netscape Commu-
nicator; Microsoft Internet Explorer; Netscape LiveWire;
Netscape LiveWire Pro; Symantee Visual Cafe; Microsoft
Front Page; Microsoft Visual J++; IBM VisualAge.

Execution Products:

Netscape Navigator or Communicator—one of the origi-

A4

be modified to work with other browsers. Plug-ins are
also operating system dependent. Therefore, separate
versions of a Plug-in may be required to support
Windows, Macintosh, and Unix platforms.

Helper Application/Viewer—is a software program that is
launched from a browser for the purpose of providing
additional functionality to the browser. The key differences
between a helper application or sometimes called a viewer
and a plug-in are:

nal Web Browsers, Navigator currently has the largest 10 * How the program is integrated with the Web browser—
market share of the installed browser market and strong unlike a plug-in, a helper application is not integrated
developer support. Communicator is the newest version with the Web Browser, although it is launched from a
with add-on collaborative functionality Web browser. A helper application generally runs in its
Microsoft Internet Explorer (IE}—a Web Browser that is " own window, contrary to a plug-in which is generally

tightly integrated with Windows and supports the major
features of the Netscape Navigator as well as
Microsoft’s own ActiveX technologies.

Development Products:

Web Browsers require new or at least revised develop-

ment tools for working with new languages and standards 2

such as HTML, ActiveX and Java. Many browser content
development tools are available. The following are several
representalive products:

Netscape LiveWire and LiveWire Pro—visual tool suite

integrated into a Web page.

* How the program is installed—like a plug-in, the user
installs the helper application. However, because the
helper application is not integrated with the browser,
the user tends to do more work during installation
specifying additional information needed by the
browser to launch the helper application.

* How the program is initiated—the user tends to initiate
the launching of the helper application, unlike a plug-in
where the browser does the initiation.

designed for building and managing complex, dynamic > * From where the program is executed—the same helper
Web sites and creating live online applications. application can be exccuted from a variety of browsers
Symantec Visual Café—the first complete Rapid Appli- without any updates to the program, unlike a plug-in
cation Development (RAD) environment for Java; it which generally needs to be updated for specific brows-
allows developers to assemble complete Java applets i ers. However, helper applications are still operating
and applications from a library of standard and third ~ system dependent,
party objects. Visual Café also provides an extensive Java applet—a program written in Java that runs within or
set of text based development tools, is launched from the client’s browser. This program is
Microsoft FrontPage—Web site management tool that loaded into the client device’s memory at runtime and then
supports web page creation, web site creation, page and 55 unloaded when the application shuts down. A Java applet
link management and site administration, can be as simple as a cool animated object on an HTML
Microsoft Visual J++—a product similar to Visual C++, page, or can be as complex as a complete windows appli-
VI++ allows the construction of Java and ActiveX  cation running within the browser. )
applications through an integrated graphical develop- ActiveX control—is also a program that can be run within
ment environment, a0 2 b(OWSL:r, l’mrq an application independent of a bm\‘vscr, or
IBM VisualAge for Java—a product similar to VisualAge on its own. ActiveX controls are developed using Microsoft
for Smalltalk, VI++ allows the construction of Java standards that define how re-usable software components
applications through an integrated graphical develop- should be built. Within the context of a browser, ActiveX
ment environment. It supports JavaBeans. Used by  controls add functionality to Web pages. These controls can
Eagle team for the Eagle JavaBeans reference applica- 45 b'(c wrillen lo add new features like dynamic charts, anima-
tion tion or audio.
Browser Extension 1310 Implementation Considerations
Browser Extension Services provide support for execut- Viewers and plug-ins are some of the most dynamic
ing different types of applications from within a Browser, ~ Scgments of the browser market due to quickly changing
These applications provide functionality that extend sp '¢chnologies and companies. What was yesterday a plug-in
Browser capabilities. The key Browser Extensions are: or a viewer gdd‘on often becomes a built-in capability of the
Plug-in—a term coined by Netscape, a plug-in is a bro?vscr in its next release. ; "
software program that is specifically written 1o be E.xcmp]ar_}r products that may l:c used to m]]:_r]cmcm this
executed within a browser for the purpose of providing coml_:;o:!cnl mclud-?' Real Audip | l.zu)rcr; VEOLNQ; Macro-
additional functionality that is not natively supported 55 media bhoc!(wavc, Internet Pl?one, }Neh 3270. i
by the browser, such as viewing and playing unique Rea‘I AUC!IO Play(?r—a plug-in deslgncd_ to play aus:ll_n and
data or media types. Typically, (o use a plug-in, a user video in rea]-ilmelon the I]mr‘:rnel without requiring to
is required to download and install the Plug-in on download the entire audio file before you can begin
his/her client machine. Once the Plug-in is installed it 1“"“’"’”3} or a video file before yOucan begin viewing,
is integrated into the Web browser. The next time a so ~ Macromedia Shockwave—a plug-in used to play back
browser opens a Web page that requires that Plug-in to comPlcx multimedia documents created using Macro-
view a specific data format, the browser initiates the media Director or other products.
execution of the Plug-in. Until recently Plug-ins were Internet Phone—one of several applications which allow
only accessible from the Netscape browser. Now, other two-way voice conversation over the Internet, similar
browsers such as Microsoft’s Internet Explorer are 65 to a telephone call.

beginning to support Plug-in technology as well. Also,
Plug-ins written for one browser will generally need to

Web3270—a plug-in from Information Builders that
allows mainframe 3270-based applications to be
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viewed across the Internet from within a browser. The
Web3270 server provides translation services 1o trans-
form a standard 3270 screen into an HTML-based
form. Interest in Web3270 and similar plug-ins has
increased with the Internets ability to provide custom-
ers and trading partners direct access o an organiza-
tions applications and data. Screen scraping plug-ins
can bring legacy applications to the Internet or intranet
very quickly.
Form 1312

46
Custoniized Menu—a menu bar with associated pull-
down menus or conlext-sensitive pop-up menus.
However, as mentioned earlier this method hides func-
tions and options within menus and is difficult for
infrequent users. Therefore, it is rarely used directly in
HTML pages, Java applets or ActiveX controls.
However, this capability might be more applicable for
intranet environments where the browsers themselves
need to be customized (e.g., adding custom pull-down
menus within Internet Explorer) for the organizations

Like Form Services outside the Web Browser, Form S specific business applications.
Services within the Web Browser enable applications to use Virtual Reality—A virtual reality or a virtual environment
fields to display and collect data. The only difference is the interface takes the idea of an image map to the next
technology used to develop the Forms. The most common level by creating a 3-dimensional (3-D) environment
type of Forms within a browser are Hypertext Markup for the user to walk around in. Popularized by PC
Language (HTML) Forms. The HTML standard includes games like Doom, the virtual environment interface can
tags for informing a compliant browser that the bracketed be used for business applications. Imagine walking
information is to be displayed as an editable field, a radio through a Sh‘}PPl"g mall and mto and around virtual
button, or other form-type control. Currently, HTML brows- slores, or ﬂy;ng ,3"“"“‘1 a 3‘[_) virtual resort complex
ers support only the most rudimentary forms—basically 0 T you.are C““’_"l‘j_c"'l“g for a holiday. ) .
providing the presentation and collection of data without ~ ‘0 et s(?phlslllclated Bsernavsatar |nle_rfat_,es such as
validation or mapping support. When implementing Forms these rtfq';: lm\; achhLmrzFI ﬁ:h]]ml‘.“wrf Scmm“’vi?&]_l‘a?_
with HTML, additional services may be required such as guag&s,hile r""“:a E{qa_lly_ Dets '"Ig Ilanguage( ) is
client side scripting (e.g., VB Script, JavaScript). ?rl:lc i AAESUIRE STMLOS T PURRSLY:
o ; : . ¥ plementation Considerations
Addumpally Microsoft has introduced ActiveX docu- 55 The hyperlink metaphor makes it possible for the user to
ments which allow Forms such as Word documents, Excel ™ 5,00 from topic to topic instead of reading the document
spreadsheets, Visual Basic windows to be viewed directly  from beginning to end. For many types of applications, this
from Internet Explorer just like HTML pages. can create a more user-friendly interface, enabling the user
Different technologies may be used to create Forms that to find information faster.
are accessible outside of the browser from those that are 0 An image map menu can be useful where all users share
accessible within the browser. However, with the introduc- ~ some visual model for how business is conducted, and can
tion of ActiveX documents these differences are getling be very engaging, but also painfully slow if even a moderate
narrower. speed communications connection is required. Additional
Exemplary products that may be used to implement this Image M?P Scryic_cs arc {cquircd to map the lucal_ion of user
component include JetForms JetForm Design; Lotus Forms; . mouse clicks within the image 1o the corresponding page or
Visual Basic; Front Page. es wm_dow which is to be launched. ; -
FrontPage—web site management tool that supports web [;xcmp]ar)r_ products E,h‘fn ma):hc us_ed to implement thl‘?
page creation, web site creation, page and link man- ‘{;’m}m"cm 1‘3‘:1"‘]"_ Silicon Graphics Open Inventor;
agement and site administration. RIII;AM .V%{L{cator, D‘P‘?ffs“‘“? L\lq'."d Rc_éhl{' i
User Navigation 1314 cre are many toolkits and code libraries available to
: LI TEn 2 40 speed development of applications utilizing Reality services.
Like Ug.cr ’_"a‘"%““‘_’" bcr\_-'tc_cs outside the Web Bmws_er, Below are some representative products:
L Havigetion Sepaned wilhin. G WVEL Browser grivid Silicon Graphics Open Inventor—an object-oriented 3-D
£ uset Wil way 19 arowon Heyigate betweeln ﬁ._lncll?ns toolkit used to build interactive 3-D graphics using
w:nhm Or across a_pp]lcat_mns, I'hese UscrlNawgauon Ser- abjects such as cameras, lights and 3-D viewers; pro-
vices can be subdivided into three categories: 45 vides a simple event model and animation engine.
Hyperlink—the Internet has popularized the use of under- VREAM VRCreator—a toolkit for building interactive
l_im:d key words, icons and pictures that act as links to virtual realily environments; supports gravity,
further pages. The hyperlink mechanism is not con- clasticity, and throw-ability of objects, textured and
strained to a menu, but can be used anywhere within a colored 3-D objects and construction of networked
page or document to provide the user with navigation 5, multi-participant worlds. Provides support for ActiveX.
options. It can take a uscr 1o another location within the DimensionX Liquid Reality—VRML 2.0 platform writ-
same docymcm or a different document altogether, or ten in Java, which provides both a viewer for viewing
LVEH A different server or company for that matter. VRML content and a toolkit of Java classes for creating
There are three types of hyperlinks: powerful 3-D applications. It supports more than 250
Hypertext is very similar to the concept of Context ss classes for 3-D content ereation.
Sensitive Help in Windows, where the reader can move Report and Print 1316
from one topic to another by selecting a highlighted Report and Print Services support the creation and
word or phrase. on-screen previewing of paper or photographic documents
Icon is similar to the hypertext menu above, but selections which contain screen data, application data, graphics or
are represented as a series of icons. The HTML stan- sp images.
dard and popular browsers provide hyperlinking ser- Implementation Considerations
vices for non-text items such as graphics. Printing services must take into consideration varying
Image Map is also similar to the hypertext menu above, print scenarios common in Neteentric environments, includ-
but selections are represented as a series of pictures, A ing: varying graphics/file types (Adobe.PDF, .GIF, JPEG),
further evolution of the image map menu is to display 65 page margins and breaks, HTML constructs including tables

an image depicting some place or thing (e.g., a picture
of a bank branch with tellers and loan officers).

and frames, headersititles, extended character set support,
ete.
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Is There a Need for Reporting or Decision Support?

Use report writers when you need to transform user data
into columnar reports, forms, or mailing lists that may
require sophisticated sorting and formatting facilities. This
generally occurs for two reasons. The first is building
“production reports” (i.¢., reports that are built once and then
used repeatedly, generally on a daily/weekly/monthly basis).
The second is ad hoc reporting and decision support. Prod-
ucts targeted at one or the other use will have different

5

48

What are the Required Features of the Tool?

Features 1o look for include but are not limited to:

WYSIWYG print preview

Ability to create views—prevenls users from getting
overwhelmed with choices when, selecting a table, acts
as a security system by controlling which users have
access lo cerlain data, and increases performance since
only the data users need gets downloaded to the report
engine, thereby reducing network traffic.

facilities. (source is market research) 10 Data dictionary—store predefined views, formats, and
Is There a Need to Ease Access to Corporate Data? table and field name aliases
Use report writers when users require easy and quick User friendly query tool
access o corporate data. Since developers can deliver Seripting or macro language
reports as run-time applications, users are shielded from Supported data types and formats
having to learn complicated databases in order to access 15 ; i i i s §
information. All a user has to do to retrieve the data is click Formall‘mg cal:gb'l""‘s (pagt. om,n)lanon, fonts, colors,
SE T : : margins, condensed printing, etc.
on an icon to launch a report. Because these run-lime Su rﬁ‘d st ip &
applications are smaller than normal applications, they supporte P port ype'
launch faster and require very little training to operate. Aggregale P"‘“"onf“ " . N
(source is market research) 20 . ljiljh. Irm.mu_m t:) Create Production Reports or Facilitate
Product Considerations Al HISEL Qucrlf‘"‘" o
Buv vs. Build Ease of use will be of major importance for end user query
et and decision support type applications. In contrast, func-
Ihere are numerous packaged controls on the market iy x pp : P pp e B A = ;
today that support basic report and print capability Imnah_l},r that _‘lllnws ior_lh-, 1m|:»_1t.mn,mauon of t.ompi-.lx
3 : P " 55 reporting requirements will outweigh ease of use for appli-
However, a careful evaluation of both functions and features = cafions whose oblective i creating production mports
and vendor viability must be completed before a decision Direct Mani uI]atinn 1318 &P ports.
can be made. Architects must additionally be sure to evalu- Dircet Mani?ulalinn Serices Hiable snlEitone 16/ 5is
ate that controls will support all required environments, are e : pua i Pp P
i s S L e e vide a direct manipulation interface (often called “drag &
’ How Important i P{£ p rm‘ cg ) ’ sp drop”). A direct manipulation interface allows users to
A0 mportant 1s Ferio ance’ % . o . . . a8 5 4
L manage multiple “application objects” by manipulatin
In general, performance of data access and printing should visualbrcprcsmlialionfgl' thidse: cbjc-,lcts For ixamph];j i uscgr
be considered. Some typical benchmark tests include table may sell stock by dragging “stock” icons out of a "p();‘T folio”
s, sinletal eport, ined bl rpet, 40 g ot i e con. Diet Manulatn
Whg is the Bud I'-’ 3 S 15 Services can be further divided as™ follows:
at is the Budget? : : o kT
Per developer costs as well as run time licensing fees, Dizﬁif]}ita:;iscoﬁ?:z::c::I;;?:i zﬂlihiilé?rﬁ I&;eggfﬁ;;
hma;rgcn;nco;nsl.s, suppont fees, and upgrade chayges should characteristics (color, location, etc.) of these icons.
1+ nsiacred. = , - r u -
Do I Have Another Component That Satisfies This [np'iut.f\-’ahda:}(m:‘ These PR cna_hlc applications to
Requirement? -omp s 7 40 invoke validation or processing logic when an end user
cqui cnl! ot ., o - 5 7 g
Many databases and application development tools are ool 4 lmau_un_nb]uct. Amf]g s Ub'!ut
shippecf ittt i oe ?:i d-on 1650t wrll?ting capability may include single clicking, double clicking, dragging,
X ; 3 or sizing,
However, stand-alone report writers: (1) are more powerful Inout D ’vgcn.- 1320
and flexible, especially when dealing with multiple data P s . . A
d‘ i d ¥ ty of fi 51 @) P i 45 Detect user input from a variety of input technologies (i.e.
sources and a wide variety of fornats; (2) can retrieve ; i i P
7 : en based, voice recognition, touch-screen, mouse, digital
information from more data sources than the bundled report Eamera etc.) g &
writers and can create reports from several data sources [mplem’cntalion B AT
simultaneously; (3) excel in ease of use, both in designin: ! L2 e . .
and cncraliny ‘E_e) it (4) olfée Better: tholé und %‘nor% Voice response systems are used to provide prompls and
d g{ 4 S ..p d, SV e e .- 50 responses lo users through the use of phones. Voice response
Pmr;r; :n::%;"rﬁ;m‘ apd (3) bave faster engines. (source:is systems have scripted call flows which guide a caller
et res : :
: e through a series of questions. Based on the users key pad
[)qes the }r’mducl Integrate With the Existing or Proposed response, the voice response system can execule simple
Ar Ch.llt‘-f.‘.lul'(‘-? ) . calculations, make database calls, call a mainframe legacy
It is important to consider how well a product integrates ss application or call out 1o a custom C routine. Leading voice
with deskiop tools (word processing, spreadsheet, graphics response system vendors include Voice'Tek and Periphonics.
cte.) and application development programs. These ilems Voice recognition systems are becoming more popular in
can be used to extend the capabilities of the reporting  conjunction with voice response systems. Users are able to
package. . ‘ speak in}n the phone in addition to using a keypaq. Voice
What Databases Does the Product Support? 60 recognition can be extremely powerful technology in cases
A product should support the most widely used PC file where a key pad entry would be limiting (e.g., date/time or
formats and Client/Server databases. It may be necessary to location). Sophisticated voice recognition systems have
consider the type of support. For example, native database been built which support speaker-independence, continuous
interfaces tend to have better performance than open stan- speech and large vocabularies.
dards such as ODBC. Another possible consideration is how 65 INFORMATION 1002,1004

well the product accesses multiple files or databases. (source
is market research)

FIG. 14 illustrates several components of the Information
Services ol the present invention. Information Services
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manage electronic data assets and enable applications to
access and manipulate data stored locally or remotely in
documents or databases. They minimize an application’s
dependence on the physical storage and location within the
network. Information Services can be grouped into two
categories: Database Services, and Document Services

Database Services 1402

Database Services are responsible for providing access to
a local or a remote database, maintaining integrity of the
data within the database and supporting the ability to store

50

Replication/Synchronization 1404

Replication Services support an environment in which
multiple copies of databases must be maintained. For
example, if ad hoc reporting queries or data warchousing
applications can work with a replica of the transaction
database, these resource intensive applications will not inter-
fere with mission critical transaction processing. Replication
can be either complete or partial. During complete replica-
tion all records are copied from one destination to another,
while during partial replication, only a subset of data is

data on either a single physical platform, or in some cases 10 copied, as specified by the user or the program. Replication
across multiple platforms. These services are typically pro- can also be done either real-time or on-demand (i.e., initiated
vided by DBMS vendors and accessed via embedded or by a user, program or a scheduler). The following might be
call-level SQL. variants and supersets. Depending upon the possible if databases are replicated on alternate server(s):
underlying storage model, non-SQL access methods may be better availability or recoverability of distributed applica-
used instead. 15 tions; better performance and reduced network cost, particu-

Many of the Netcentric applications are broadcast-type larly in environments where users are widely geographically
applications, designed to market products and/or publish dispersed; efc.
policies and procedures. Furthermore, there is now a growth Synchronization Services perform the transactions
of Nelcentric applications that are transaction-type applica- required to make one or more information sources that are
tions used to process a customers sales order, maintenance 20 intended to mirror each other consistent. This function may
request, etc. Typically these type of applications require especially valuable when implementing applications for
integration with a database manager. Database Services  users of mobile devices because it allows a working copy of
include: data or documents to be available locally without a constant

'Storage Services, Indexing Services, Security Services, network attachment. The emergence of applications that

Access Services, and Replication/Synchronization Ser- 25 allow teams to collaborate and share knowledge has height-
vices ened the need for Synchronization Services in the execution
Implementation Considerations architecture.

The core database services such as Security, Storage and The terms Replication and Synchronization are used
Access are provided by all major RDBMS products,  inerchangeably, depending on the vendor, article, book, ete.
whereas the additional services of Synchronization and 33 por example, when Lotus Notes refers to Replication, it
Replication are available only in specific products. means both a combination of Replication and Synchroniza-
Product Considerations tion Services described above. When Sybase refers 1o Rep-

Oracle 7.3; Sybase SQL Scrver; Informix; IBM DB/2; lication it only means copying data from one source to
Microsoft SQL Server another.

Oracle 7.3—market leader in the Unix client/server 3s Implementation Consideration

RDBMS market, Oracle is available for a wide variety Replication/Synchronization Services are sometimes sup-
of hardware platforms including MPP machines. plied as part of commercial databases, document manage-
Oracles market position and breadth of platform sup-  ment systems or groupware products such as Lotus Notes,
port has made it the RDBMS of choice for variety of Microsoft Exchange, Oracle, elc.

financial, accounting, human resources, and manufac- 49 With Windows 95 and Windows NT 4.0, Microsoft has
turing application software packages. Informix— also introduced the concept of Replication/Synchronization
second in RDBMS market share after Oracle, Informix Services into the operating system. Through the bricfease
is often selected for its ability to support both large application users can automatically synchronize files and
centralized databases and distributed environments SQL data between their Windows PC and a Windows NT
with a single RDBMS product. Sybase SQL Server— 45 server. Underlying this application is the user-extensible
third in RDBMS market share, Sybase traditionally  Win32 synchronization services API which can be used to
focused upon medium-sized databases and distributed build custom synchronization tools.

environments; it has strong architecture support for  Are Changes in Data Usage Anticipated?

database replication and distributed transaction pro- Data can be dynamically changed to accommodate
cessing across remole sites. 50 changes in how the data is used.

IBM DB2—the leader in MVS mainframe database Is it Desirable to Shield the User From the Data Access

management, IBM DB2 family of relational database Process?

products are designed 1o offer open, industrial strength A replicated database often consolidates data from het-
database management for decision support, transaction erogeneous data sources, thus shielding the user from the
processing and line of business applications. The DB2 55 processes required to locale, access and query the data.
family now spans not only IBM platforms like personal What are the Availability Requirements of the System?
computers, AS/400 systems, RISC System/6000 hard- Replication provides high availability. If the master data-
ware and IBM mainframe computers, but also non- base is down, users can still access the local copy of the
IBM machines such as Hewlett-Packard and Sun database.

Microsystems. Microsoft SQL Server—the latest ver- s0  Is There a Business Need to Reduce Communication
sion of a high-performance client/server relational Costs?

database management system. Building on version 6.0, Depending on the configuration (real time vs. nightly
SQL Server 6.5 introduces key new features such as replication, ete.), there is a potential to reduce communica-
transparent distributed transactions, simplified tions costs since the data access is local.

administration, OLE-based programming interfaces, o5 Is Scalability an Issue?

improved support for industry standards and Internet
integration.

With users, data, and queries spread across multiple
compulers, scalability is less of a problem.
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Can Users Benefit From the Increased Performance of
Local Access?

Access to replicated data is fast since data is stored locally
and users do not have to remotely access the master data-

52
due to integration of new systems with existing legacy
systems. The key architectural concern is in building the
application where the multi-vendor problem is transparent to
the client. This provides future portability, flexibility and

base. This is especially true for image and document data 5 also makes it easier for application developers 1o write 1o a
which cannot be quickly accessed from a central site. single database access interface. Achieving database access
Making automatic copies of a database reduces locking transparency requires the following:

conflicts and gives multiple sets of users better performance Standards Based SQL API—this approaches uses a single,
than if they shared the same database. standards based set of APIs to access any database, and
Product Considerations 10 includes the following technologies: Open Database

What is the Current or Proposed Environment? Connectivity (ODBC), Java Database Connectivity

Platforms supported as well as source and target DBMS (JDBC), and Object Linking and Embedding (OLE
should be considered. DB).

What are the Technical Requirements? SOQL Gateways provide a mechanism for clients to trans-

Products differ in features such as complete refresh vs. o parently access data in a variety of databases (e.g.,
differential refresh (replication of changes), replication Oracle, Sybase, DB2), by translating SQL. calls written
granularity (row, table, database), method of capturing using the format and protocols of the gateway server or
changes (snapshot, SQL statement intercept, trigger-based, primary server to the format and protocols of the target
log-based), method of propagating copies (push, pull), database. Currently there are three contending archi-
propagation timing controls (database event-driven, sched- 20 tectures for providing gateway functions:
uled based on interval, scheduled based on application Distributed Relational Data Access (DRDA) is a standard
event-driven, manually invoked), and conflict resolution promoted by IBM for distributed data access between
mechanisms. Also important is what management utilities heterogeneous databases. In this case the conversion of
are available with the product. the format and protocols occurs only once. It supports

Are Available Resources and Issuc? 25 SQI89 and a subset of SQI.92 standard and is built on
_ Products vary in the amount of resources required to top on APPC/APPN and TCP/IP transport stacks.
install and operate the system. IBI’s EDA/SQL and the Sybase/MDI Open Server use

What are the Business Requirements? SOL 1o access relational and non-relational database

Three key considerations are: systems. They use API/SQL or T-SQL respectively as

Who owns and uses the data? Replication products sup- 39 the standard interface language. A large number of

port one or more of the three ownership models: communication protocols are supported including
Primary site ownership—data is owned by one site; NetBIOS, SNA, DecNET, TCP/IP. The main engine
Dynamic site ownership—data owned by one sile, translates the client requests into specific server calls. It
however site location can change; and Shared site handles security, authentication, statistics gathering and
ownership—data ownership is shared by multiple sites. 35 some syslem management tasks.

Which of the, four basic types of replication style is Implementation Considerations

appropriate? The four styles are: Data dissemination— Gateways may create bottlenecks, because all the clients
portions of centrally maintained data are replicated to go through a single gateway.

the appropriate remote sites; Data consolidation—data Security 1410

is replicated from local sites to a central site where all 40 Security Services enforce access control to ensure that
local site data is consolidated; Replication of logical records are only visible or editable by authorized people for
parlitiuns-—n;plicalinn of paniliuncd data; and Updalc app[ovc(‘] purposes. Most database management systems
anywhere—multiple remote sites can possible update provide access conirol at the database, table, or row level as
same data al same lime. well as concurrency control.

What is the acceptable latency period (amount of time the 45 Implementation Considerations

primary and target data can be out of synch)? There are Will the Application be Used in a Distributed Environment?
three basic replication styles depending on the amount In a distributed environment, the need exists to provide
of latency that is acceptable: Synchronous—real-time access to the corporate data and resources in a secure and
access for all sites (no latency); Asynchronous near controlled manner. This access depends on the role of the
real-time—short period of latency for target sites; 50 user, the user group, etc. within that environment. Since
Asynchronous batch/periodic—predetermined period security is an architecture component where functionality
of latency for all sites. and robusiness vary across engagements, the architectures

Do I Already Have a Component That Satisfies This usually provide a base set of security functions. These
Criteria? functions target securing the systems corporate data and

Many DBMS vendors ship replication products as either 55 resources, as opposed 1o securing an applications detailed
part of the base package or as an additional feature. functions.

Possible Product Options The security component prevents unauthorized users from

Sybase Replication Server; Oracle Symmetric Replica- accessing corporate data/resources by providing the users
tion; CA-Ingres Replicator; InfoPump; DataPropagator with access codes—password & [D—that allows the user to
Relational; Informix Replicator 60 login to the system or execute any (or a particular) appli-

Access 1408 cation.

Access Services enable an application to retrieve data Security components can restrict access to functions
from a database as well as manipulate (insert, update, delete) within an application based on a users security level. The
data in a database. SQL is the primary approach for access- highest level security is whether the user has access to run
ing records in today’s database management systems. 65 the application. The next level checks if the user has access

Client-server systems often require data access from
multiple databases offered by different vendors. This is often

to functions within the application, such as service calls or
windows. At an even lower level, the security component
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could check security on more granular functions, such as
widgets on a window.

Security usually resides on both the client and server
platform in a distributed environment. True security should
always be placed on the server platform, to protect the
system through access outside of a client application.

Is There a Direct/Indirect Relationship Between the User
Role/Group and the Data/Services?

There are situations where it is required for the system to
maintain the relationship of the users role and the users
access to specific system services/resources. For example, a
database administrator will have read-write-delete access to
the database, whereas a sales manager will have only read
access to it for viewing the data in various forms. The
security component should provide the functionality for
validating the users resource access privileges based on the
role of the user.

Indexing 1412

Indexing Services provide a mechanism for speeding up
data retrieval. In relational databases one or more fields can
be used 1o construct the index. So when a user searches for
a specific record, rather than scanning the whole table
sequentially the index is used to find the location of that
record faster.

Storage 1414

Storage Services manage data physical storage. These
services provide a mechanism for saving information so that
data will live beyond program execution. Data is often
stored in relational format (an RDBMS) but may also be
stored in an object-oriented format (OODBMS) or other
formats such as IMS, VSAM, etc.

Document Services 1416

Document Services provide similar structure and control
for documents that database management systems apply to

record oriented data. A document is defined as a collection -

of objects potentially of different types (e.g., structured data,
unstructured data, images, multi-media) a business user
deals with. An individual document might be a table created
using a spreadsheet package such as Microsoft Excel, a
report created using a word processing package such as
Lotus AmiPro, a Web page created using an HTML author-
ing tool, unstructured text or a combination of these object
types Regardless of the software used to create and maintain
the component parts, all parls together constitute the
document, which is managed as a single entity.

Netcentric applications that are executed from a browser
are particularly well suited for serving up document style
information. If the Web application consists of more than
just a few HTML documents, integration with a document
management system should be considered. Document Ser-
vices include: Storage Services, Indexing Services, Security
Services, Access Services, Replication/Synchronization
Services, and Versioning Services
Possible Product Options

Documentum Server; Saros; PC Docs

Documentum—Documentum Enterprise Document Man-
agement System (EDMS) automates and accelerates
the creation, modification, and reuse of business-
critical documents, Web pages, and other unstructured
data and all of the collaborative efforts involved.

Saros—Saros Discovery Suite is the next generation
client/server solution that integrates Saros Document
Manager, FileNet Ensemble and Watermark Client to
provide powerful, tightly-integrated electronic docu-
ment management, workflow, and document-imaging
capabilities.
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Versioning 1418

Versioning Services maintain a historical record of the
changes to a document over time. By maintaining this
record, these services allow for the re-creation of a docu-
ment as it looked at any given point in time during it’s
evolution. Additional key versioning features record who
made changes when and why they were made.

Replication/Synchronization 1404

Replication Services support an environment in which
multiple copies of documents must be maintained. A key
objective is that documents should be shareable and search-
able across the entire organization. Therefore, the architec-
ture needs to provide logically a single repository, even
though the documents are physically stored in different
locations. The following might be possible if documents are
replicated on alternative server(s): better availability or
recoverability of a distributed application; better perfor-
mance; reduced network cosl; etc.

Synchronization Services perform the transactions
required to make one or more information sources that are
intended to mirror each other consistent. They support the
needs of intermittently connected users or sites. Just like for
databases, these services are especially valuable for users of
mobile devices that need be able to work locally without a
constant network connection and then be able to synchronize
with the central server at a given point in time.
Implementation Considerations

Products such as Lotus Notes and Microsoft Exchange
allow remote users to replicate documents between a client
machine and a ceniral server, so that the users can work
disconnected from the network. When reattached to the
network, users perform an update thalt automatically
exchanges information on new, modified and deleted docu-
ments.

Note: Both Lotus Notes and MS Exchange provide a
limited subset of the Document Services described in this
section. This should be carefully evaluated when consider-
ing these products to provide document management ser-
vices.

Access 1408

Access Services support document creation, maintenance
and retrieval. These services allow users to capture knowl-
edge or content through the creation of unstructured
information, i.e. documents. Access Services allow users to
effectively retrieve documents that were created by them and
documents that were created by others. Documents can be
comprised of many different data types, including text,
charts, graphics, or even audio and video.

Security 1410

Documents should be accessed exclusively through the
document management backbone. If a document is checked-
in, check-out, routed, viewed, annotated, archived, or
printed it should be done only by users with the correct
security privileges. Those access privileges should be able to
be controlled by user, role, and group. Analogous to record
locking to prevent two users from editing the same data,
document management access control services include
check-in/check-out services to limit concurrent editing.

Indexing 1412

Locating documents and content within documents is a
more complex problem and involves several alternative
methods. The Windows file manager is a simplistic imple-
mentation of a hierarchical organization of files and collec-
tion of files. If the user model of where documents should be
stored and found can be represented in this way, the use of
structure and naming standards can be sufficient. However,
a hierarchical document filing organization is not suitable
for many types of document queries (e.g., retrieving all sales
order documents for over $1,000).
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Therefore, most document management products provide
index services that support the following methods for
searching document repositories:

Attribute Search—scans short lists (attributes) of impor-
tant words that are associated with a document and
returns documents that match the search criteria. For
example, a user may query for documents written by a
specific author or created on a particular date. Attribute
search brings the capabilities of the SQL-oriented data-

56

Storage 1414

Storage Services manage the document physical storage.
Most document management products store documents as
objects that include two basic data types: attributes and
content. Document attributes are key fields used to identify
the document, such as author name, created date, etc.
Document content refers to the actual unstructured informa-
tion stored within the document. Generally, the documents
are stored in a repository using one of the following meth-

base approach to finding documents by storing in a 10 ods:
database the values of specially identified fields within Proprictary databas¢—documents (attributes and
a document and a reference to the actual document contents) are stored in a proprietary database (one that
itself. In order to support Attribute Search an index the vendor has specifically developed for use with their
maintains documents’ attributes, which il uses to product).

15

manage, find and catalog documents, This is the least
complicated approach of the searching methods.
Full-text Search—searches repository contents for exact
words or phrases and returns documents that match the
search criteria. In order to facilitate Full-text Search,

full-text indexes are constructed by scanning docu- 2

ments once and recording in an index file which words
occur in which documents. Leading document manage-
ment systems have full-text services built-in, which can
be integrated directly into applications.

Context Search—searches repository contents for exact
words or phrases. Also, searches for related words or
phrases by using synonyms and word taxonomies. For
example, if the user searches for auto, the search engine
should look for car, automobile, motor vehicle, etc.

Boolean Search—searches repository contents for words
or phases that are joined together using boolean opera-
tors (e.g., AND, OR, NOT). Same type of indexes are
used for Boolean Search as for Full-Text Search.

The following products are used 1o index and search Web

Industry standard database—documents (attributes and
contents) are stored in an industry standard database
such as Oracle or Sybase. Attributes are stored within
traditional database data types (e.g., integer, character,
etc.); contents are stored in the database’s BLOB
(Binary Large Objects) data type.

Indusiry standard database and file system—Documents’
attributes are stored in an industry standard database,
and documents’ contents are usually stored in the
file-system of the host operating system. Most docu-
ment management products use this document storage
method, because today, this approach provides the most
flexibility in terms of data distribution and also allows
for greater scalability.

COMMUNICATION 1006,1008

As illustrated in FIG. 15, Network services provided by
the Communications Services layer are grouped into four
major categories of functionality: Virtual Resource,

and non-Web documents: . Directory, Messaging, and Security services 1502,1504,
Verity Topic—delivers accurate indexing, searching and 1506,1508.
filtering of 2 wide variety of information sources and Virtual Resource services proxy or mimic the capabilities
formats. Verity Topic is integrated direc!ly into several of spccialimld, network connected resources. This allows a
(locumcm_managlc‘mcnl products, z_ll]owmg_systcmsllo 41 generic network node to emulate a specialized physical
.r L.'“',tem Mdest i3 uoskucied wRjrmanon.. VERty device. In this way, network users can interface with a
Topic also offers a variety of products to help full-text variety of specialized resources
index Web sites. :
Fulerum—provides a variety of robust, multi-platform Directory services play a key role in network architectures
indexing and retrieval products that deliver full- 45 because of their ability to unify and manage distributed

function text retricval capabilities. Fulcrums products
are typically integrated with custom databases, Web
sites and document management systems.

The Following Products are Mainly Used for Web Docu-

ments

Microsoft Index Server 1.1—allows for search of Web
documents, including Microsoft Word and Microsoft
Lxcel. It works with Windows NT Server 4.0 and
Internet Information Server 2.0 or higher o provide
access 10 documents stored on an intranet or Internet
site. Index Server supports [full-text searches and
retrieves all types of information from the Web browser
including HTML, text, and all Microsoft Office
documents, in their original format.

Netscape Catalog Server 1.0—provides an automated
search and discovery server for creating, managing, and
keeping current an online catalog of documents resid-
ing on corporale intranets and the Internet. Catalog
Server offers query by full text, category, or altributes
such as title, author, date, ete. It also supports multiple
file formats, including HTML, Word, Excel,
PowerPoint, and PDFE
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o

environments. Managing information about network
resources involves a variety of processes ranging from
simple name/address resolution to the logical integration of
heterogeneous systems to create a common view of services,
security, ete.

Messaging services transfer formatted information from
one process lo another. These services shield applications
from the complexity of the network transport services.

Call centers and customer service centers are integral
parts of many business operations. Call centers have
enhanced business processes by managing telephone contact
with potential customers, with the objective of improving
the Quality of Service (QoS). Several customer and business
drivers are motivating a transition from traditional cost-
based call centers to more strategic centers focused on
customer imeraclion.

Communications Security services control access to
network-attached resources. Combining network Security
services with securily services in other parts of the system
architecture (e.g., application and database layers) results in
robust security.
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Implementation Considerations

Is Data Translation Required?

Communications middleware can translate data into a
format that is compatible with the receiving process. This
may be required in a heterogeneous environment. An
example is data translation from ASCII-to-EBCDIC. It is
important to note that data translation may not be provided
by all middleware products.

Are Additional Communications Services Required?

Communications middleware can provide additional
communications services that may be required by the appli-
cations. Additional services include dynamic message
routing, guaranteed delivery, broadcasting, queuing, and
priority delivery. These common services are usually pro-
vided in the communications middleware rather than
addressing them in each application separately. Different
communications middleware products provide different ser-
vices. Additionally, many middleware packages, such as
Tuxedo, provide OLTP functionality.

Is a Packaged Middleware Solution Desired?

Depending on the functionality required, communications
middleware can be very complex to custom develop. In
addition, products have evolved to a point where proven
solutions exist. Based on this, it can be desirable to buy
communications middleware rather than to build it. Consid-
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generic network node to emulate a specialized physical
device. In this way, network users can interface with a
variely of specialized resources. An examples of a Virtual
Resource service is the capability to print to a network
printer as il it were directly attached to a workstation.

Fax 1510

Fax Services provide for the management of both
in-bound and out-bound fax transmissions. If fax is used as
a medium for communicating with customers or remote
employees, in-bound fax services may be required for cen-
trally receiving and electronically routing faxes to the
intended recipient. Out-bound fax services can be as simple
as supporting the sharing on the network of a single fax
machine or group of machines for sending faxes.

Fax services can provide centrally managed faxing
capabilities, thus eliminating the need for fax modems on
every workstation. A fax server generally provides Fax
services 1o clients, such as receiving, queuing, and distrib-
uting incoming faxes and queuing and sending outgoing
faxes. Clients can view faxes and generate faxes to be sent.

Applications may compose and transfer faxes as part of
notifying users or delivering information. For example, an
application may use Fax services to add customer-specific
information to a delivery receipt form and fax the form to a
customer.

erations of time, budget, skills, and maintenance should be 25 [ plementation Considerations

taken into account when selecting between a packaged More sophisticated out-bound fax architecture services

mlddlt_:ware product and custom d(:vt?lopcd mIddlcwar_t:. In are required for supporting fax-back applications. Fax-back

some instances, custom developed middleware may stillbe —pptications, when coupled with Computer Telephone Inte-

preferred. . . o gration (CTT) are popular for automating customer requests
What is the Clients Middleware Direction? 30 for product or service information 1o be faxed 1o them.
There is a definite functionality overlap between commu- Possible Product Options

nications middleware and several other middleware compo- Cheyenne Softwares Faxserve; Lotus Fax Server for

nents such as transaction services and information access. In Lotus Notes; Sirens Siren Fax

addition, communications middleware may be provided by . 1 . : v of Fav Q .

various CASE tools. An example of this is the Distribution 35 The Hlwang e Fronidng o Fan Sevvn

Services component of FCP. Because of this overlap, it is
important to understand the clients overall direction toward
middleware and the specific middleware functionality
required by the overall solution.

Is a Simplified Developers Interface Important?

The simplified interface associated with communications
middleware can help to reduce the complexity of developing
Netcentric applications. The simplified interface helps
reduce the development complexity by insulating the busi-
ness applications from the network protocols. Because of
this, application developers do not need to understand the
intricacies and somewhat cryptic APIs associated with net-
work transport protocols.

Is Location Transparency Required?

Communication middleware allows the client application
1o access any service on any physical server in the network
without needing to know where it is physically located. This
capability may be required in an environment with many
physical servers or in an environment that is very dynamic.
It is important to note that location transparency may not be
provided by all middleware products.

Does the Application Need to run on Multiple Platforms?

Communications middleware is designed to allow appli-
cations to access various transport protocols from various
vendors. From a network interface perspective, it should be
easier to port an application from one computing platform to
another if the application is using communications middle-
ware. OF course, other porting issues will need to be con-
sidered.

Virtual Resources 1502

Virtual Resource services proxy or mimic the capabilities
of specialized, network-connected resources. This allows a

50

60

]

The Lotus® Fax Server (LFS)—provides fax services to
users working on a network running NotesMail@. In
addition to combining outgoing and incoming fax capa-
bilities in a single product, the LFS provides additional
features, such as automatic routing, and print-to-fax
driver software that extends fax capabilities to any
Windows-based Notes client. The LFS supports a wide
variety of fax modems, fax cards and fax file formats
through the incorporation of device technologies from
Optus Software, Inc.

Cheyenne Software’s Faxserve

The Following is an Example of a Product That Allows

Applications to Generate Faxes:

Siren’s Siren Fax

File Sharing 1512

FIG. 16 illustrates File Sharing services 1512, File Shar-

ing services allow users to view, manage, read, and write
files that may be located on a variety of platforms in a variety
of locations. File Sharing services enable a unified view of
independent file systems. This is represented in FIG. 16,
which shows how a client can perceive remote files as being
local.

File Sharing services can provide the following capabili-

lies:

Transparent access—access to remote files as if they were
local

Multi-user access—distribution and synchronization of
files among multiple users, including file locking to
manage access requests by multiple users

File access control—use of Security services (user
authentication and authorization) to manage file system
security
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Multi-platform access—access 1o files located on various
platforms (e.g., UNIX, NT, etc.)
Integrated file directory—a logical directory structure that
combines all accessible file directories, regardless of

60

Possible Product Options
TelAlert; e-mail Systems
e-mail systems—some e-mail systems and fax servers can
be configured to generate pages to notify users when a

the physical directory structure 5 defined event oceurs such as e-mail/fax arriving.
Fault tolerance—use of primary and replica file servers to Telamon’s TelAlert—TelAlert pfovidcs nmiiic‘ation capa-
ensure high availability of file system bilities for UNIX1 systems, For <_;xamp]c, it ;.elm page
Scalability—ability to integrate networks and distributed tht:‘;;p;\;llgersonnc in the event of system problems.
_"Ie systems of V_a"m's SHEes Phone virtual resource services extend telephony capa-
Possible Product Options bilities to computer platforms. For example, an application
Novell’'s NetWare/IntranetWare; Microsoft's Windows on a desktop computer can place and receive telephone calls
NT Server; Sun Microsystems NFS and WebNFS; Novell’s for the user. Phone virtual resource services may be used in
IntranetWare NFS Services; IBM/Transarcs Distribute File 15 customer care centers, help desks, or any other environment
System (DFS); Transarc’s AFS ° in which it is useful for a computer to replace a telephone
The Following are Examples of File Sharing Products: handset. . ] i
Phone services enable clients, servers, and specialized
Novell’s NetWare/IntranetWare—Novell’s NetWare net-  ¢lephony nodes (PBXs, ACDs, cic.) to control the tele-
work operating system includes distributed file phony environment through the following telephony con-
services, supported by the NetWare Core Protocol 20 ypgls:
(NCP], PJcthu:c _!)in:cln}'y. &wic_xfs _(N[?S) Ta.nagc\s Call control:
Inamm‘g, and .SLLI.II‘II}" for files on distributed platforms. Controls telephone features
Microsoft’s Windows NT Server Controls recorded messages
Server Message Block (SMB)—native file-sharing pro- Manipulates real time call activities (¢.g., make call,
tocol in Windows 95, Windows NT, and OS/2. g answer, transfer, hold, conference, mule transfer,
Common Internet File System (CIFS)—an enhancement release, route call, call treatments and digits
to SMB for distributed file systems in a TCP/IP envi- collected)
ronment. Telephone status control
Distributed File System (Dfs)—a utility for Windows NT 30 Controls telephone status functions
Server that provides file services in a Microsoft envi- Logs users in and out of the system :
ronment. Sets ready, not ready, and make busy statuses for users
Network File System (NFS)—NFS is a native UNIX file ~ The following are examples of uses of Phone virtual
access protocol and is also available as an operating rcso1.:rc:c‘s, .
system add-on product that provides distributed file 35 PC Telephony—PC lclephn.ny [“"""-"-‘_‘“—g allow desktop
services. Sun Microsystems introduced NFS in 1985. compulers to act as conduits for voice telephone calls.
NES has been widely adopted and has been ported to a Internet Telephony—Internet telephony products enable
variety of platforms. voice telephone calls (and faxing, voice mail retrieval,
The Following are Examples of Products That Provide etc.) through the Internet. For example, an Internet
NES Services. 40 telephony product can accept voice input into a
Sun Microsystems’ NI'S and WebNFS Novell's Intranet- workstation, translate it into an IP data stream, and
Ware NIS Services route it through the Internet to a destination
AFS—A distributed file system for distributed UNIX workstation, where the data is translated back into
networks; derived from Carnegie-Mellon University’s audio.
Andrew File System. Similar to NFS, but differs in terms of 43 Deskiop Voice Mail—Various products cnable users 1o
the name space, system performance, security, cte. AFS is manage voice mail messages using a desktop computer.
distributed by Transa_rc._ ) Possible Product Options
IBM/Transarc’s Distribute File System (DFS)—a scale-
able distributed file system that offers replication, security, Lucent PassageWay; COM2001s TransCOM;
ele. 50 NetSpeaks WebPhone; VocalTecs Internet Phone;
Paging 714 IDTs Net2Phone; Octel Communications Unified
Wireless short messaging (i.e., paging) can be imple- Messenger
mented through wireless systems such as paging networks,
GSM vmce,’_dala networks, PCS vowc;_’dala _nc:works, and The following are examples of vendors that provide
dedicated wireless data networks. Paging virtual resource 33 e :
; 3 : T PC telephony products:
services provide the message formatting and display func-
tionality that allows network nodes to interface with wireless Lucent PassageWay—suite of products that connect PCs
paging systems. This service emulates the capabilities of to PBXs.
one-way and IWOMAY-PAgELS. Paging systems allow pages COM2001’s TransCOM—voice, data and call-
o l:fu 3"'_““’”‘“"1 Wrvarionsways:: o management system (dialing, voice mail, faxing, voice
E-mail messages to a specified mailbox recognition, caller ID, etc.) for personal computers.
DTMF (touch tone) signaling to a voice response system The following are examples of Internet telephony prod-
Encoded digital messages transferred into a paging pro- ucts:
vider gateway ss  NetSpeak’s WebPhone

Messages transferred to a locally attached two-way wire-
less pager

VocalTec’s Internet Phone
IDT’s Net2Phone
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The following is an example of a desktop voice mail
product:

Octel Communication’s Unified Messenger

Terminal 1518

Terminal services allow a client to connect to a non-local
host via a network and to emulate the profile (e.g., the
keyboard and screen characteristics) required by the host
application. For example, when a workstation application
logs on to a mainframe, the workstation functions as a dumb

62

Printing 1520

Print services connect network workstations o shared
printers. The administration of Print Services is usually
handled by a print server. Depending on the size of the
network and the amount of resources the server must
manage, the print server may run on a dedicated machine or
on a machine that performs other server functions. A primary
function of print servers is lo queue print jobs sent to
network printers. The queued jobs are stored in a print buffer

terminal. Terminal Services receive user input and send data 10 00 the print server and are sent to the appropriate network
streams back to the host processor. If connecting from a PC printer as it becomes available. Print services can also
to another PC, the workstation might act as a remote control provide the cllenl‘wnh |nf0rmat%on _mcluclmg print job status
terminal (e.g., PCAnywhere). and can manage in-progress print jobs.
The following are examples of Terminal services: Possible Product Options R .
Telnet—a simple and widely used terminal emulation - Nn:::;i!] ;J;K::.;‘:,arlejl\;?)l(\trll’:::‘:hﬁi:i btﬁiﬁﬂg'{zﬁ:
protocol that is part of the TCP/IP communications dows N.T Server: Line Printer Daemon ?I PD) il
protocol. Telnet operates establishing a TCP connection Tt‘lc E'o]iawing‘ a;c examples of print sc;'vcr products:
with the remotely located login server, minicomputer or ; kR S 5
mainframe. The client’s keyboard strokes are sent 1o % Novcl]_s Netware Distributed Pn_m :Servucs‘; (N?Pb)_
the remote machine while the remote machine sends 2V provides cenlral management of print services for Net-
back the characters displayed on the local terminal Ware networks. . i
SCreen. Novell’s Netware UNIX Print Services—a supplement to
3270 emulation—emulation of the 3270 protocol that is ?\I(weil = thtfv“\"are 4‘1_ _‘wr‘rer which a!lnv'v!s Nu,l W?r_c
used by IBM mainframe terminals. _and UNIX_Llu.nls 10 .“;hdl‘b UNIX or ‘Nulwarc printers.
s : 25 Microsoft Windows NT Server—provides central man-
inS_Z?ll—a_lclnct program th_at includes the 3270 ]Jrrf)zoool agement of print services for NT networks.
:::)ll(c":gé}giu;%i;?m IBM mainframes; part of the TCP/IP Line Printer Daemon (LPD)—UNIX print management
X Window System—allows users to simultancously fac1hl_|es, wt‘llch'mclude client and server }:l;htles for
access applig:;tions on one or more UNIX servers and 30 zsp(u:::j;n%riﬁ?r;i,b']oll:‘sp‘},tj;u;idpr;(;gzi,lj;:jsm;;uiil lll::
display results in multiple windows on a local display. printer).
Recent enhancements to XWS include integration with Audio/Video 1522
the Web and optimization of network tralfic (caching, Audio/Video services allow nodes 1o interact with multi-
compression, ete.). media data streams. These services may be implemented as
Remote control—While terminal emulation is typically 3% audio-only, video-only, or combined audio/video:
used in host-based environments, remote control is a Audio services—Audio services allow components to
sophisticated type of clientserver Terminal service. interface with audio streams such as the delivery of
Rcmole_comro] allows a client computer to control the music or radio content over data networks.
processing on a remote desktop computer. The GUI on Video services—Video services allow components 1o
the client computer looks as if it is the GUI on the 40 interface with video streams such as video surveillance.
remote desktop. This makes it appear as if the remote Video services can add simple video monitor capabili-
agphcauom are running on lh‘? C}'f:“‘- ties to a computer, or they can transform the computer
rlogin—a remote terminal service implemented under into a sophisticated video platform with the ability to
BSD UNIX. The concept behind rlogin is that it sup- generate and manipulate video.
porls:‘lruslcf]” hosts. This is accomplished by ha\'%ng a ¥ Combined Audio/Video services—Video and audio con-
set of m_acm'nes that share common file access "!Sghts tent is often delivered simullaneously. This may be
and 1081"51 The user controls access by authorizing accomplished by transferring separate audio and video
remote Jogin based on a remote host and remote user streams or by transferring a single interleaved stream.
[J '[[u]‘m; G i 50 Examples include video )conl'crcncing and television
ossible Froduct Upnons (traditional or interactive).
Hummingbird’s Exceed; Network Computing Devices’ Audio/Video services can include the following function-
PC-Xware; Citrix WinFrame; Carbon Copy; pcANY- ality:
WHERE; Stac‘."s Reachout; Traveling Soflwarc’s LapLink Streams content (audio, video, or both) to end users
ucizw following arc examples of X Window System prod-  _ ngung o buffering of data stream to ensure uninterrupted
T viewing/listening
Hummingbird’s Exceed Performs compression and decompression of data
Network Computing Deviees’ PC-Xware Manages communications protocols to ensure smooth
. delivery of content Manages library of stored content
The following are examples of remote control 60 and/or manages generation of live content
products: Audio/Video services draw upon lower-level services
S W B s suc_h as streaming and IP Multicast in order to efficiently
. . deliver content across the network,
Miceocom's Cathon COP‘Y : Possible Product Options
Symantec’s pcANYWHERE 65 Progressive Networks RealVideo; Microsoft’s NetShow;

Stac’s Reachout
Traveling Software’s LapLink

Vxtremes Web Theater; Intels ProShare; Creative Labs
Video WebPhone
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The following products are examples of video servers:

Progressive Networks™ Real Video

Microsoft’s NetShow

Vxireme’'s Web Theater

The following products are examples of video conferenc-
ing systems:

Intel’s ProShare

Creative Labs™ Video WebPhone

Directory Services 1504

A full-featured Directory Service organizes, categorizes
and names networked resources in order to provide a com-
prehensive picture of clients, servers, users, applications and
other resources. The service typically includes a database of
objeets, representing all nodes and resources on a network.
The database manages relationships between users and
networks, network devices, network applications, and infor-
mation on the network. The Directory service can organize
network nodes to reflect the topology and organization of the
enterprise and its policies. The Directory service makes

resources location and platform independent, since it allows 2

users to locate resources via the directory and regardless of
their physical location. The Directory service also maps
between logical resource names (e.g., “Marketing  Printer™)
and physical resource address (e.g., 10.27.15.56). (See

64
Lightweight Directory Access Protocol (LDAP) a de facto
standard for accessing X.500-compatible directory
information in an Intemet/intranet environment.

Implementation Considerations

One of the most popular network directory services is
Novell Directory Services (NDS) used with Netware 4.x.
This system allows users to access services and resources
with a single login, regardless of where the user location is
or where the resource location is. Another example of a
directory service is the ISO X500 standard. This method is
not widely used due to its high overheads. In addition to
these two protocols, Windows NT uses a similar system
called Primary Domain Control. This system allows for the
same type of directory mapping as NDS and X.500.

Another protocol that has emerged is the Lightweight
Directory Access Protocol (LDAP), which is a slimmed-
down version of the X.500 directory client and is seen as a
possible replacement for X.500. LDAP is a standard proto-
col for accessing and updating directory information in a
client/server environment; it has evolved into an emerging
standard for directory replication for the Internet, and is
backed by vendors such as Netscape, Novell, Microsoft,
IBM and AT&T that can provide low-level compatibility
among directory sysiems.

Another helplul feature 1o look out for is support for

Name service, below). 25 dynamic IP addressing via DHCP. This lets the router handle
Directory service products utilize Security services to the process of sharing a small number of IP addresses among
track access rights for access to network resources and the members of the workgroup. Support for dynamic 1P
information. The Directory service is an efficient way to addressing is now part of Windows 95 and Macintosh
manage resource security, since the directory offers a logical System 7.6, among other operaling systems.
representation of all resources in the enterprise. In addition, 3" Possible Product Options
the Directory service can act as a single point of entry into Novells Netware Directory Service; Netscapes Directory
the network, meaning users can receive access to allowed Server; Microsofts Active Directory; Banyan Systems
resources by authenticating themselves a single time to the StreetTalk
Directory service. (For more information on authentication The following are examples of products that provide
and authorization, refer to the Comm. Security service.) 35 full-featured Directory services.
In summary, the Directory service performs the following Novell’s Netware Directory Service
f'—'n‘-'lw“’s‘-_ ) . Netscape’s Directory Server
Stores information about network resources and users and Microsoft’s Active Directory Banyan Systems’ StreetTalk
tracks relationships Organizes resource access infor- The following is an example of a meta-directory product:
mation in order to aid resources in locating and access- 0 5 omit VI A—integrates network operating system
ing other resources throughout the network directories, application databases, and human resource data-
Provides location lransparency, since resources are bases (includes Lotus cc:Mail, Lotus Notes, Novell NDS,
accessed through a directory rather than based on their Microsoft NT Domain Controller and Active Direclory,
physical location £ Microsolt Exchange, Banyan VINES, Netscape Directory
Converts between logical resource names and physical ¢ Server), thus allowing unified access and maintenance.
resource addresses Interacts with Security services The following are examples of Name services:
such as authentication and authorization track identities Domain Name Service—The most common and widely
and permissions used Name Service on the Internet is Domain Name
Provides single network logon to file and print resources; 50 Service (DNS) which resolves a pronounceable name
can provide single network logon for network applica- into an IP address and vice versa. For instance, DNS
tions that are integrated with the Directory service could resolve the domain name of www.ac.com to be
Distributes directory information throughout the enter- 204.167.146.195. DNS functionality is distributed
prise (for reliability and location-independent access) across many computers within the network.
Synchronizes multiple directory databases 55 Microsoft’s Windows Internet Name Service (WINS)—
Enables access to heterogencous systems (integration of WINS is Microsolt’s proprietary method for mapping
various network operating systems, platforms, cte.) IP addresses to NetBIOS device names. WINS works
Directory Standards—There are a variety of standards for with Windows 3.x, Windows 95, and Windows NT
directories, Vendor-specific directory products build upon clicnts.
(and extend) standards to provide a robust, full-featured gy~ The following are examples of products that provide
enterprise directory. Domain services:
The following are examples of standards related to Direc- Network Information Service (NIS)—Developed and
lory services: licensed by Sun Microsystems for use in UNIX
X.500 an ITU-T standard for a hierarchical directory environments, NIS tracks user names, passwords, user
containing user and resource information; includes 65 IDs, group IDs, and host names (along with other

Directory Access Protocol (DAP), which can be used to
access directory information.

system files) through a centralized NIS database.
Microsoft’s Windows NT Server Domain Controller
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Domain Services 1524

A network domain is a set of network nodes under
common control (i.e., common security and logins, unified
addressing, coordinated management, ¢tc.). Domain ser-
vices manage these types of activities for the network nodes
in a domain. Domain services may be limited in their ability
to support heterogeneous systems and in the ability to scale

66

defined header component is normally included. A message-
based approach is not limited to the call/return structure of
the function-based model and can be used in a conversa-
tional manner.

Core Messaging services are categorized by the charac-
teristics of the information being transferred:

File Transfer

ST RPCs
© ;ua}:g:ré;};:igs 1;;525». Mcssagc-()ricntcd Middleware
The Name service creates a logical “pronounceable” 1p Streaming . . - .

4 3 b 5 i SR How do Messaging services compare to Transaction Pro-
name in place of a binary rnacl?lnel numher.l These SRIVICRS cessing (TP) services? TP services offer broad functionality
could be used by other communications services such as File 1o support application management, administrative controls,
Transfer, Message Services, and Terminal Services. A Name and application-to-application message passing. TP services
service can be implemented on its own, or as parl of a may include global transaction coordination, distributed
full-featured Directory service. 15 two-phase commit, database support, coordinated recovery

Core Messaging 1528 after f_ai]urcs, highIavailahilily,‘r?ecurily, an(_! work }uad
Broadly defined, Messaging services enable information balancing. TP services may utilize Messaging services,
or commands to be sent between two or more recipients. which provide basic interprocess communication.
Recipients may be computers, people, or processes within a Anotl]er categary (.’f Me,s»sagmg,‘ SN ACH S Spec:lah‘ze d
computer. Messaging Services are based on specific proto- 2 me,‘%‘sag:,gng SaEyIces mcluq:i,q Sgg‘.".‘xs Ilrf'sl clxtcnlc_! e
cols. A protocol is a set of rules describing, in technical CSSAEINE SOEVICES:1, provice:a ttional tunctionality.
terms, how something should be done. Protocols facilitate Hnplemeniation Lomdenstins:
2 o : Is Guaranteed Delivery Required?
transport of the message stream. For example, there is a RPCs do not support guaranteed message delivery tech-
protocol describing exactly what format should be used for niques such as store-and-forward and gqueuing.
sunfling sI?ecific types of mail messages. Most protocols 25 Consequently, RPCs depend upon the availability of the
typically sit “on top” of the following lower level protocol: physical network and server processes. Therefore, network
TCP/TP—Transmission Control Protocol/Internet Proto- stability is important to consider when deciding to use RPCs.
col (TCP/IP) is the principle method for transmitting How Important is Flexibility?
data over the Internet today. This protocol is respon- In general, RPCs work best with tightly coupled applica-
sible for ensuring that a series of data packets sent over 30 lions or in environments where significant application modi-
a network arrive at the destination and are properly fications are unlikely. ]@i’Cs may be desirable if the appli-
sequenced. cation being developed is intended to be shrink wrapped and
Messaging services transfer formatted information from sold. )
one process to another. By drawing upon Messaging Is Synchronous or Asynchronous Program Control
services, applications can shield themselves from the com- 35 Required? . ey
plexity of the low-level Transport services. The Core Mes- Fu_ncugn based n‘f;ddlcwarc such as RPCs traditionally
saging services category includes styles of messaging that i :wa].c synchronous program control, Therefore, they tend
ZTon b A I pass control from the client process to the server process.
suppqu bab{(‘ mk.'r_mehS L.omrnum(.almn (IPC). Th\u,-" e When this occurs, the client is dependent on the server and
3 valely .01, amh.“ucmm opuons 4 sed 10 support ING, ‘Fhey must wait lo perform any additional processing until the
can be divided into Store an_d Forward, Synchronous and 40 servers response is received. This type of program control is
Aﬁs}:nchronuus‘ Message S";W""c%' : : also known as blocking. Some RPC vendors are enhancing
Store and ll-orward MFS'Sage Services—provide deferred their products to support asynchronous program control as
message service processing. A Store and Forward Message well.
Service may use an E-Mail infrastructure upon which to What Type of Conversation Control is Required?
build applications. Common uses would be for forms rout- 45 RPCs permit one side of the conversation (the client) to
ing and E-mail. only make requests, while the other side (the server) may
Synchronous Message Services—allow an application to only make replies. Conversation control is passed from the
send a message to another application and wait for a reply client to the server since the client, for each request, causes
before continuing. Synchronous messaging is typically used one or more functions to execute on the server while it waits
for update and general business transactions. It requires so for its reply. With RPCs, developers do not need to be
time-out processing to allow the application to re-acquire ~ concemed with the state of the conversation between the
control in the event of failure. cllqnl and the server. In most cases, the absence of conver-
Asynchronous Message Services allow an application to sation states simplifies the (‘icslgn and development eﬂ-““:
send a message 1o another application and continue process- Is Yfzhem [nlegested in a Stable or Emerging Ieclynology?
ing before a reply is received. Asynchronous messaging is 55 RPCs have existed for many JEdIs and are considered to
typically used for larger retrieval type processing, such as be [a !n:;wrc, stable, E;(_wlcn_solr)uoni c lexity?
retrieval of larger lists of data than can be contained in one Sl mpo‘rlanl to- Minimize. Levelopment:&omp e,xll):.
message Due to the sy_nchronous program control qnd the I'}.QI.II:SI.IJ
g i o i : reply conversation control, RPCs can be fairly straightfor-
Additionally, INEIPIOCEsS [CSSAZINE  SCIVICHS, are 1y pl- ~ward to design and build, The complexity is also reduced
cally one of two messaging types: 0 since RPC calls are completely independent of any previous
,['”“‘ff“‘" Based—uses the subroutine model of program- or future RPC call. On the other hand, RPCs usually require
ming. The message interface is built upon the calling pro- a specific RPC compiler, which may add to the development
gram passing the appropriate parameters and receiving the complexity.
returned information. Are Extended Technical Capabilities Required?
Message Based—message-based approach uses a defined 65 If any of the following capabilities are required, message

message format to exchange information between processes.
While a portion of the message may be unstructured, a

based middleware should be considered. Tt may also be
possible to incorporate these capabilitics into a function
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based middleware solution, but significant custom modifi-
cation and development may be required.
Guaranteed Delivery
Store and Forward

68

munications middleware product. For example, communi-
cations middleware vendors may support TCP/IP but they
may not support the particular TCP/IP vendor that the client
has selected.

Is a Quick Response Time Critical?

. 5
Queuing RPC performance may vary between products based upon
Priority Message Delivery the internal mechanisms and techniques of the product. For
Dynamic Routing example, slow performance may be due to the processing
Multicasting and Broadcasting overhead associated with cach RPC call. Some RPC prod-
Load Balancing 16 uf.‘ls may H‘I‘Ipl‘f_lvl.: performance by ulll.mng S]?c(.‘lal tech-
Prodiot Consideritions niques used to invoke the server every .lllTll: a client request
What are the Client’s Budgetary Constraints? alll';ves. Perl'nrmance should be considered as a product
Costs may vary greatly among middleware products. lsrenhator. L i
There are many factors lo consider when looking at middle- What Level of Seeurity is Required? . .
ware. To begin, middleware products can require extensive 15 lhcn:c arc potential security issues associated with the
consulting and supporl services just to install. Therefore, exceution ofl oo!'nmandsl opa Iemole S}rslcm._Somc vcn(.!ors
understanding the set-up and configuration costs are impor- install security features into their products. It is also possible
tant. There are also additional products required to complete for the archlt_cclurc team to build additional security into the
an environment such as additional networking software overall s?]unon. 2 : . : ;
which may be necessary for each individual client. In 20 Is Yclient Interested in a Stable or Lmt_:r‘glng Prolducr?
addition, development seat costs and production seat costs Vend(m_z should be evaluated on the quallt)f of service they
st considersd, faﬂ"t:r, their ma‘rkcl. share, the age (I)I' Ihl.:]l'. pmdu'cll, the
Is Synchronous or Asynchronous Communications lns[z'll'lcd ba_se of I!ielr produs:l,a_nd their f!nancml stability. In
Required? 5 addition, since this market is s[;l] emerging, lhc‘rc are many
All RPC products support synchronous program control, 25 small vendors in Ihc market trying to offer suiut.mn\s. Vendor
Some vendors are enhancing their products to provide and‘_pmc‘luclftablllty should be taken very seriously.
asynchronous capabilities as well. Asynchronous means that [*:]c :[ranbt.cr 153!3 y -
while information is being passed via send and receive ) File Transfer services enable the sending and receiving of
commands, programs can continue lo process other tasks llles_ ar ither 1arlgc b locks at dala_bclween F¥o ToSoNrCos. 9
while waiting for a response 1o a request, 10 addition o basic tllcl transport, telalurcs for sceurity, guar-
What’s the Clients Position on DCE? anler:'d delivery, sending _aud tracking sets of files, and error
DCE software, developed by Open Systems Foundation logging may be needed if a more robust file transfer archi-
(OSF), is licensed to OSF-member companies to form lecture is required. The following are examples of File
products that provide common services. The RPC is one of 1 m?srer standards:
several DCE common services. Some clients may desire to 35 File Transfer .Pml(lcol (FTP) allows users o upl()af] and
be aligned with DCE-based solutions. downloa_cl files across ?hc gctwork. F I‘lf' also provides a
Is the Middleware Compatible with the Other Technology mechanism to oblain filename, dircctory name,
Architecture Components? attributes and file size m[urn}all(?n. Rcmolc‘ file access
Communications middleware products must integrate protocols, such as Network File System (NFS) also use
with other technology architecture components, develop- 40 a block transfer method, but are optimized for online
ment tools, and operations tools. Therefore, it is necessary o m‘%q"‘f"mc paging of a file. HyperText Transfer Protocol
understand the compatibility between these tools and the (HTTP)—Within a Web-based environment,
communications middleware product. Web servers transfer HTML pages to clients u.‘fing HTTP.
Is it Important for the Product to Support Multiple Plat- HTTP can be thought of as a lightweight file transfer
forms and Operating Systems? 45 protocol npli_mizi.:d‘ for transferring small files. HTTP
The middleware products must support the required com- reduces the inefficiencies of the FTP protocol. HTTP
puting platformn such as Windows, UNIX, and Mainframe. runs on top of TCP/IP and was developed specifically
It is common for vendors to claim that their product supports for the transmission of hypertext between client and
various platforms and operating systems, when in reality, server. The HTTP standard is changing rapidly.
that platform and operating system may be supported in a so  Secure Hypertext Transfer Protocol (S-HTTP)—a secure
future release. It is important 1o request references of imple- form of HTTP, mostly for fi nancial transactions on the
mentations of the platforms and operating systems that are Web. S-HTTP has gained a small level of acceptance
important to your specific environment. among merchants selling products on the Internet as a
What is the Client’s Vendor Direction? way to conduct financial transactions (using credit card
When evaluating a middleware product, its important o 55 numbers, passing sensitive information) without the
consider the clients relationships with vendors in the tech- risk of unauthorized people intercepting this informa-
nology market. For example, if the client has a strong tion. S-HTTP incorporates various cryptographic mes-
relationship with a vendor who is also in the middleware sage formats such as DSA and RSA standards into both
market, it would be wise to investigate and consider such a the Web client and the Web server.
vendor for the clients middleware solution. 60 File Transfer and Access Management (FTAM)—The
Is it Important for the Product to Support Multiple Net- OSI (Open Systems Interconnection) standard for file
work Protocols? transfer, file access, and file management across plat-
The middleware products must support the network pro- forms.
tocols such as TCP/IP, LU6.2, and IPX/SPX that are impor- Implementation Considerations
tant to your specific environment. It is important to note that 65 Additional options for File Transfer Services in a homo-

protocols can vary across platforms. Ensure that the clients
specific transport protocol version is supported by the com-

gencous environment could include the native operating
systems copy utility, i.e. Windows NT Copy features.
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Possible Product Options
Computer Associates CA-XCOM; RemoteWare; Hewlett-
Packards HP FTAM; IBMs Files On-Demand gateway
The following are examples of File Transfer products:
Computer Associates CA-XCOM; RemoteWare; Hewlett-
Packards HP FTAM; IBMs Files On-Demand gateway
The following are examples of File Transfer products:
Computer Associates' CA-XCOM-—provides data trans-
port between mainframes, midrange, UNIX, and PC
systems. XcelleNet's Remote-Ware—retrieves,

70

An application continues processing after executing a
MOM request, allowing the reply to arrive at a subsequent
time. Thus, unlike RPCs, MOM implements a “non-
blocking™ or asynchronous messaging architecture.

Message-Oriented Middleware products typically support
communication among various computing platforms (e.g.,
DOS, Windows, 05/2, Macintosh, UNIX, and mainframes).

There are three types of Message-Oriented Middleware
commonly implemented:

appends, copies, sends, deletes, and renames files o Message Pas.sn?g
between remote users and enterprise systems. Hewlett- Message Queuing
Packard’s HP FTAM—provides file transfer, access, Publish and Subscribe
and management of files in OSI networks. Message Passing—as illustraied in FIG. 17, is a direct,
The following product provides File Transfer translation: g application-to-application communication model. An appli-
IBM’s Files On-Demand gateway—acts as a galeway — cation request is sent in the form of message from one
between Web-based and mainframe-based FIP ser-  application to another. The communication method can be
\:"i(:t:s to allow users 1o download mainframe-based files either synchronous like RPCs or asynchronous (through
RPlz‘ 01'1‘15;2W°f 1d Wide Web browser. callback routines). In a message-passing model, a direct link
RPCs (Remote Procedure Calls) are a type of protocol by 20 :;:;::;:g“'L:Ba]?ﬂ:::it:?]:’a:::i RERRRAER) RO
which an application sends a request o a remote system o Message Queuing (also knnw-n as Store and Forward)—as
exccute a designated procedure using the supplied argu- denicted in FIG. 18. is an indirec licati applicati
ments and return the result. RPCs emulate the function call SPICAER I UL A B A0 INTERCL ARy JAting o AP ealon
mechanisms found in procedural languages (e.g., the C cgmmuqrcalnan ECrd hal: atloys apphcauops o comm
language). This means that control is passed from the main 25 eale. Via s Ee quales, l:athcr than by calling cach other
logic of a program to the called function, with control (|ll'l.:Cl]y.‘ Message quelung. 15 “SY““‘“"P‘T“ by nature and
returping to the main program once the called function cgnncchon]c_ss, meaning that the TerIpicnt nced not b,e
completes its task. Because RPCs perform this mechanism ~ directly available when the message is sent. Morcover, it
across the network, they pass some element of control from implies support for reliable, guaraniced and assured (non-
one process to another, for example, from the client to the 30 duplicatc) TeSiase. delivery. .
server. Since the client is dependent on the response from the Publish and Subscribe (also known as Push messaging)—
server, it is normally blocked from performing any addi- 28 shown in FIG. 19, is a special type of data delivery
tional processing until a response is received. This type of mechanism that allows processes 1o register an interest in
synchronous data exchange is also referred to as blocking (1< subscribe [0) certain messages or events. An applica-
communications. 35 tion then sends (publishes) a message, which is then for-
Possible Product Options warded to all processes that subscribe 1o it.
Sun Microsystems ONC+; OpenGroups DCE RPC; Nov-  Implementation Considerations
ells NetWare RPC; NobleNet’s EZ-RPC; Transares DCE When trying to decide whether to use MOM technology,
RPC; Microsofts Windows95/NT RPC keep the following characteristics of this type of middleware
Sun Microsystems’ ONC (Open Network Computing) 40 in mind:
OpenGroup’s DCE (Distributed Computing MOMs are high speed, generally connectionless and are
Environment) usually deployed for executing applications with a
Novell’s NetWare RPC NobleNet EZ-RPC Transarc’s nonblocking sender
DCE MOM solutions are especially useful for inter-application
Microsoft’s Windows95/NT RPC 4 communication and are increasingly popular for inter-
Message Oriented 1534 enterprise work
Message-Oriented Middleware (MOM) refers to the pro- MOM s support end-to-end business applications and pro-
cess of distributing data and control throughout the cess inter-operability
exchange of records known as messages. MOM provides the MOM lesigned for heavil d producti li-
application developer with a set of simple verbs (e.g., . i5-ars:designed.-or heavily USSC. proguclion:appli
connect, send, receive, and disconnect) that are used to call(:)rfs an{‘_i.arc gtfncra.]ly capablc_ f)r bigh: throughput
exchange information with other distributed applications. s )d'?d Lt trdsfer 1Rk, Dal.‘; ]? us‘?alhf arwacied
Message-Oriented Middleware is responsible for manag- 1mrr1u.j|_l?ltel)’, altbeingh 4t is possiile 10660 i foc later
ing the interface to the underlying communications archi- processing .
tecture via the communications protocol APIs and ensuring % Possible Product Options ) )
the delivery of the information to the remote process. This PeerLogics PIPES; IBM MOQSeries; BEAs MessageQ;
interface provide the following capabilitics: Momentum XIPC; Microsoft MQ (Falcon); TibCo’s Ren-
Translating mnemonic or logical process names to oper-  dezvous
ating system compatible format o Message Passing
Opening a communicali'ons session and negotiating PeerLogic’s PIPES
: paramlclcrs for the session PIPES Platform applications communicate through a
Translating data to the proper format messaging interface that allows asynchronous, non-
Transferring data and control messages during the session blocking communications. The messaging model is
Recovering any information if errors occur during trans- 45 well suited to complex multi-tier applications because

mission
Passing results information and status to the application.

it inherently supports asynchronous, event-driven com-
munications.
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Message Queuing
IBM’s MQSeries
New features found in version 5 include:
A new Internet gateway that allows customers and part-

72
ing differs from the other types of Core Messaging services
in that it delivers a conlinuous, one-way stream of data,
rather than the relatively short messages associated with
RPC and Message-Oriented Middleware messaging or the

ners o run mission critical business applications over an 5 large, batch transfers associated with File Transfer. (While
unreliable network. the media stream is one-way from the server to the client, the
Enhanced message distribution carrics more business  client can issue siream controls to the server.) Streaming
information, while minimizing use of networks. may be used to deliver video, audio, and/or other real-time
Performance improvements gives message transmission content across the Internet or within enterprise networks.
at least 8 times [aster than previous versions 10 Streaming is an emerging technology. While some mul-
Resource Coordination ensures that data held in databases  timedia products use proprietary streaming mechanisms,
is always updated completely—or not at all, if processing other products incorporale standards. The following are
cannot complete. examples of emerging standards for streaming protocols.
Additional developer features include further language Data streams are delivered using several protocols that are
support for C++, Java and PL/1, and interoperability with 15 layered to assemble the necessary functionality.
current and previous MQSerics versions, Real-time Streaming Protocol (RTSP)}—RTSP is a draft
Easier implementation because MQSerics now has the Internet protocol for establishing and controlling
same install and use characteristics as other IBM Software on-demand delivery of real-time data. For example,
Servers. clients can use RTSP to request specific media from a
BEA’s MessageQ 20 media server, o issue commands such as play, record
Key highlights of the MessageQ product include: and pause, and 1o control media delivery speed. Since
High performance-up to thousands of non-recoverable RTSP simply controls media delivery, it is layered on
messages/second; hundreds of recoverable messages/second top of other protocols, such as the following.
Both synchronous, and asynchronous message delivery . Real-Time Transport Protocol (RTP)—Actual delivery of
Broadest platform support in the industry including — streaming data occurs through real-time protocols such
UNIX, Windows NT, OpenVMS, and mainframes as RTP. RTP provides end-to-end data delivery for
Common Application Programming Interface (API) applications transmitting real-time data over multicast
Publish and subscribe (broadcasting) or unicast network services. RTP conveys encoding,
Microsoft Windows client product with support for DLLs ” timing, and sequencing information to allow receivers
(Dynamically Linked libraries), Visual Basic, and Power ~ to properly reconstruct the media stream. RTP is inde-
Builder development environments pendent of the underlying transport service, but it is
Message recovery on all BEA MessageQ clients and typically used with UDP. It may also be used with
Servers Multicast UDP, TCP/IP, or IP Multicast.
Interoperability with IBM MVS/CICS and IBM MVS/ Real-Time Control Protocol (RTCP}—RTP is augmented
IMS # by the Real-Time Control Protocol. RTCP allows nodes
Large message size—up to 4 MB—eliminates need for to identify stream participants and communicate about
message partitioning the quality of data delivery.
Momentum’s XIPC The following table summarizes the protocol layering that
XIPC is an advanced software toolset for the development ,, Supports Streaming;
of multitasking and distributed applications. XIPC pro-
vides fault-tolerant management of guaranteed delivery
and real-time message queuing, synchronization sema-
¥ ‘ L sample protocol
phores and shared memory, all of which are network- Functionality options archilecture service
transparent. 45 . - - - -
Microsoft Message Queue Server (MSMQ, formerly 3‘?;‘_‘:0“3"3 media RTSP or proprietary itf*f-'_!f‘\“l"‘g Messaging
known as Falcon) n:o;i:;:ing data stream RTCP or proprictary -Sl::‘:;[ng Messaging
Publish and Subscribe service
TibCo's Rendezvous end-to-end delivery of RTP or proprietary Streaming Messaging
TIB/Rendezvous’ publish/subscribe technology is the 50 f‘t]:c;:lgc transport UDP, Multicast UDP, ﬁ;‘s:‘;c Transport
foundation of TIBnet, TibCos solution for providing TCP séivice
information delivery over intranets, extranets and the packet IP; [P Multicast Packet
Internet. It is built upon The Information Bus® (TIB®) forwarding/ Forwarding/
. % ) 3 p internetworking Internetworking
software, a highly scaleable messaging middleware service
technology based on an event-driven publish/subscribe 55
model for information distribution. Developed and i _ v 3 . .
patented by TIBCO, the event-driven, publish/ FIG. '20 depicts Streaming, in which a real-time data
subscribe strategy allows content to be distributed on ~ Stream is transferred. )
an event basis as it becomes available. Subscribers ~ Possible P":‘d“‘:‘ OptionsOptions .
receive content according 1o topics of interest that are 6o Netscape’s Media Server; Progressive Networks Real
specified once by the subscriber, instead of repeated  Audio/Video; VXiremes WebTheater :
requests for updates. Using [P Multicast, TIBnet does X Ihe following are examples of pro({ucls that implement
not clog networks, but instead, provides for the most ~ Streaming Messaging (based upon RTSP or other standards
cfficient real-time information delivery possible. or proprictary approaches):
Streaming 1536 65 Netscape’s Media Server

Streaming is the process of transferring time-sensitive
data streams (e.g., video and/or audio) in real-time. Stream-

Progressive Networks” Real Video VXireme's WebThe-
aler
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Specialized Messaging 1538
Specialized Messaging services extend the Core Messag-
ing services to provide additional functionality, including:
Provides messaging among specialized systems by draw-
ing upon basic messaging capabilities
Defines specialized message layouts
Defines specialized inter-system protocols
Suggests ways in which messaging draws upon directory
and security services in order to deliver a complete
messaging environment
An example of a specialized messaging service is Mail
Messaging. Mail Messaging is a specialized implementation
of store-and-forwarding MOM (message-oriented
middleware) messaging, in that Mail Messaging defines
specialized, mail-related message layouts and protocols that
utilize store-and-forward messaging.
E-Mail 1540
E-Mail takes on a greater significance in the modern
organization. The E-Mail system, providing it has sufficient
integrity and stability, can function as a key channel through

74

Organizations are looking to use vehicles like E-Mail and
the Internet to enable communications with customers and
trading partners. The least common denominator E-mail
capability today is very rudimentary (ASCII text). But as the
standards listed here as well as others become integrated into
most of the popular E-mail products and gateways this will
change enabling a more flexible and useful commercial
communications medium.

Possible Product OptionsOptions

Microsoft Exchange Server; Lotus ce:mail; Lotus Notes;
Qualcomm Eudora; TenFours TFS Universal E-Mail Gate-
way; UUcoding; Netscape Mail Server; Post.Office; NTMail

The following E-Mail products are based on the open
Internet standards defined above:

Netscape Mail Server—Netscapes implementation of an
open standards-based client/server messaging system
that lets users exchange information within a company
as well as across the Internet. It includes support for all
standard protocols, and is packaged with Netscapes

which work objects move within, and between organizations 0 SuiteSpot server line.

in the form of messages and clectronic forms. An E-Mail Post.Office—one of the leading POP3/SMTP mail servers
server stores and forwards E-Mail messages, Although some for the Internet community as well as corporate intra-
products like Lotus Notes use proprietary protocols, the nets. This message transport agent is based entirely on
following protocols used by E-Mail Services are based on b the open standards of the Internet, ensuring maximum

open standards:

XA400—The X.400 message handling system standard
defines a platform independent standard for store-and-
forward message transfers among mail servers, X.400
is often used as a backbone ¢-mail service, with gate-

compatibility with other systems.
NTMail—an open SMTP and POP3 mail server for
Windows NT.
The following are major proprietary E-mail servers used
in large organizations today:

ways providing interconnection with end-user systems. 30 : : y :
SMTP—Simple Mail Transfer Protocol (SMTP) is a Lotus Nmes—plaltt_!rm—mdcpcndcnl cllcnlfscr\-_'er mail
UNIX/Internet standard for transferring ¢-mail among system. Notes Mail can support over 1,500 active users
SELVELS. per server, offering Internet integration, distributed
MIME—Multi-Purpose Internet Mail Extensions replication and synchronization. Lotus Notes also pro-
(MIME) is a protocol that enables Internet users to 3s vides integrated document libraries, workflow, calen-
exchange multimedia ¢-mail messages. daring and scheduling, and a cc:Mail user interface.
POP3—Post Office Protocol (POP) is used to distribute Microsofts Exchange Server—Exchange 4.0 provides a
e-mail from an SMTP server to the actual recipient. messaging and groupware platform to support collabo-
IMAP4—Internet Message Access Protocol, Version 4 ration solutions on Windows machines. Microsoft
(IMAP4) allows a client to access and manipulate 40 Exchange 5.0 has support for all of the key Internet
electronic mail messages on a server. IMAP4 permits protocols. These include POP3 for mailbox access,
manipulation of remote message folders, called SMTP for mail sending and receiving, NNTP for news-
“mailboxes”, in a way that is functionally equivalent to groups and discussion forums, LDAP for directory
local mailboxes. IMAP4 also provides the capability access, HTTP and HTML for access via a web browser,
for an off-line client to re-synchronize with the server. 45 and SSL for security.
IMAP4 includes standards for message handling fea- The following products are examples of e-mail systems:
tures that allow users to download message header Microsoft Mail
information and then decide which e-mail message Lits bl
contents to download.
Implementation Considerations 50 Qualcamm_Eudora ) N
A number of E-mail servers from vendors including HP ... e following: prosiucts: peovides e-mall Systeol soansa-
and Netscape are built around SMTP, and most proprietary tom: . ) . . .
protocol E-Mail servers now provide SMTP gateways. TenFour’s TFS Universal E-Mail Gateway—links users
The Multi-part Internet Mail Extensions (MIME) stan- of Lotus De""lopmcf“ C"_TP-’S ce:Mail and IN““’*‘,
dard has gained acceptance as the Internet mechanism for 55 Novell Inc.’s GroupWise, Microsoft Corp.’s Mail, MCI
sending E-mail containing various multimedia parts, such as Mail, and SMTP ¢-mail to Microsoft Exchange.
images, audio files, and movies, S/MIME, or secure MIME UUcoding—process for converting 8-bit binary files into
adds encryption and enables a secure mechanism for trans- 7-bit ASCII files for transmission via e-mail over the
ferring files. Internet (the Internet only supports seven bit characters
Although currently POP3 is the popular Internet E-Mail 60 in e-mail messages); UUencode and UUdecode utilities
message handling protocol, recently the lesser known on end nodes perform the conversion.
IMAP4 protocol has been gaining in adoption among mail Database Access 1542
server and mail client software providers. IMAP was Database Messaging services (also known as Database
designed 1o add features beyond POP that allow users to Access Middleware) provide connectivity for clients to
store and archive messages and support mobile users that 65 access databases throughout the enterprise. Database mes-

need to keep messages on a central server as well as on their
laptop.

saging software draws upon basic inter-process messaging
capabilities (e.g., RPCs) in order to support database con-
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nectivity. Database Messaging services typically provide
single application seemless access to mulitple data sources,
both relational and non-relational. Additionally, database
messaging services can be used to facilitate migration of

76

How Well Does a Product Integrate With the Current or
Proposed Architecture?

Issues to consider include supported operating systems,
networks, and other database platforms, availability of data-

data from one environment to another (i.e., MVS/ s base utilities, application interfaces, development tools, and
DB2—>Sybasc) glird_lpiarlg I:{;ndu(it)s, fmd integration with legacy systems.
" i . ossible Product Options
g:_:;cf:k::hrce Gygesot talalis atvuts bk s Oracles SQ[.’IJ::I; Sybf"isc:i EnterpriseConnectivity;
T Microsoft’s Open Database Connectivity (ODBC); Sun Java
Propietary i Database Connectivity (JDBC)
Gateway Oracle’s SQL*Net—supports database interoperability
Is there a Projected Growth in Data Requirements? across a variety of transport protocols (c.g., TCP/IP,
Storage of data in a database allows for more optimal SPX/IPX, SNA, etc.); includes verbs such as connect,
future growth since databases scale better than mechanisms send, receive, and disconnect; performs transparent
such as flat files. " protocol bridging by allowing multiple protocols to
Should the Data be Secured and Controlled? " reside simultaneously on each node.
Use databases to protect data integrity from multiple user Sybase’s EnterpriseConnectivity—supports database
access, and hardware and software failures. interoperability across a variety ol platforms.
Is it Desirable to Limit the Amount of Viewed data? Microsoft’s Open Database Connectivity (ODBC)—a
Use databases 1o store large amounts of information and database programming interface that provides a com-
to access an individual record(s) without having to inspect ~ mon language for Windows applications to access
all the records of a given topic. d;flahascs o 4 nclvf()rk. .
Is There a Need to Impose Data Standards? Sun’s Java Database Connectivity (:IDBC)—a Java-based
Use a database when you wish to siore and impose programming interface that provide a common method
standards on data clements. This is important when devel- Olfiifé;\‘r’l?.:;]ipli]:?nl{;ﬁw Sockss darbases ot g mobwork
oping enterprise wide solutions, since it is desirable to hz}vc - Ob}cct Mcssagin; enables objects o transparently make
S _d'ﬂcwm AppHeations ascens: flic: s sricmired-fofor- requests of and receive responses [rom other objects located
mation: = 3 3 WhF locally or remotely. Objects communicate through an Object
Is there a (,urrc‘m or Potential Requirement for a Distrib- Request Broker (ORB). An ORB enables client objects to
uted Architecture? . . 30 access server objects either locally or remotely over a
Databases allow for the potential of such architectural network and invoke operations (i.e. functions and methods)
features as a data replication strategy and/or distributed data on them. ORBs typically provide interoperability between
access. heterogencous client and server environments: across lan-
Is there a Need to Minimize Data Duplication? guages and/or operating systems and/or network protocols.
Because of their normalized design, relational databases . In that respect some have said that ORBs will become a kind
are used 1o reduce data redundancy. This reduces mainte- ~ of “ultimate middleware™ for truly distributed processing. A
nance and storage requirements. standardized Interface Definition Language (IDL) defines
Product Considerations the interfaces that applications must use to access the ORB
What are the Available Administration or Systems Man- :’ni; :“;iml:::-g::zr:'lﬂjor Object Request Broker standards/
agement Features? i
gAdmini‘;lralion and systems management features such as v Object Management Group’s Common Object. Request
) iy ; ; o p Broker Architecture (CORBA)
remote management, remote configuration, backup and ; ; T 3 ;
recovery, and disaster recovery should be considered. Micromfll 5 (Dismbied) Componadt: Qbject; Maae!
What are the key Business Requirements? LeMboam
Product selection may be influenced by business require- 45 CORBA
ments such as replication and distributed data, parallel Common Object Request Broker Architecture (CORBA)
processing, complex object support for such purposes as is a standard for distributed objects being developed by the
multimedia, OLTP, decision support, VLDB, data Object Management Group (OMG). The OMG is a consor-
warchousing, and availability (24/7 vs. 8/5). tium of software vendors and end users, Many OMG mem-
What is the Availability of Market Resources to Support ? ber companies are developing commercial products that
the Product? support the CORBA standards and/or are developing
Personnel available for support (permanent hires, software, that use these standards. CORBA provides the
contractors), and third party support for skilled resources/ mechanism by which objects transparently make requests
training should be considered. and receive responses, as defined by OMG's Object Request
Are the Current Data Requirements Expected to Increase? 55 Broker (ORB). The CORBA ORB is an application frame-
Products differ in their ability to scale with respect to w.?[rk Ehat pmv1du?_1mum?emh]1"y,b.‘": w.vem Bh_“fcrf'f bt ’zn
hardware architecture, transaction throughput, and user different I:l.ng‘u.ag'us, runmn; o (hﬂ'f'“'m mactines:in het-
base, t[:ri)gcgb;;h&mlnbu'lcd environments.
, 3 5 nter- essagin,
How do the Vendors Compare Against one Another? 60 e OMGs Tnternet Inter-Orb Protocol (110P) specifies a
Issues to consider are type, quality and responsivencss of e of message formats and common data representations for
support, alliances/partnerships with other companies, mar- communication between ORBs over TCP/IP networks.
ket presence (install base, customer list, number of produc- CORBA-based Object Messaging is summarized in FIG. 21.
tion copies, ele.), vendor industry, alignment of mission and . ‘
vision with that of potential customer/evaluator, product 65 COM/DCOM

philosophy, long-term product plans/strategy, and vendor’s
training.

Component Object Model (COM) is a client/server
object-based model, developed by Microsoft, designed to
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allow software components and applications to interact with
cach other in a uniform and standard way. The COM
standard is partly a specification and partly an implementa-
tion. The specification defines mechanisms for creation of
objects and communication between objects. This part of the
specification is paper-based and is not dependent on any
particular language or operating system. Any language can
be used as long as the standard is incorporated. The imple-
mentation part is the COM library which provides a number

78

ACDs 2304, hybrid platforms, networks 2306, and external
telephony devices. CTI Messaging relies upon proprietary
PBX/ACD APIs, CTI vendor-specific APIs or message sets,
and industry-standard APIs.

CTI Messaging has two primary functions:

Device-specific communication

Manages direct communications between telephony

devices and data devices
Allows applications to control PBXs, key telephone

of ._aerviccs that support a mechanism ‘which al_Iows aE)pli- 10 systems, ISDN, analog PSTN, cellular, Centrex, etc.
galiops:to) sannect o caghothiaris :f.nttware Objem"’:‘ {',OM and supports features such as address translation, call
is not a software layer through which all communications : : . 2
” setup, call answering, call dropping, and caller 1D.
between objects occur. Instead, COM serves as a broker and i e e ® % R
name space keeper to conneet a client and an object, but PF()VI{]C::I[IICIF&L‘L‘IO carrier networks for call delivery and
once that connection is established, the client and object 15 call-riated rf}c:sagmg
communicate directly without having the overhead of pass- Message mapping
ing through a central piece of API code. Originally con- Translates device-specific communication to generic API
ceived of as a compound document architecture, COM has and/or message set
been evolved to a full object request broker including CTI products can be divided into the following categories:
recently added features for distributed object computing. 20 CTI Platform-Specific Products—products that can only
DCOM (Distributed COM) contains features for extending be implemented on the hardware of a specific vendor.
the object model across the network using the DCE Remote CT1 Telephony-based API Products—include propri-
Procedure Call (RPC) mechanism. In sum, COM defines etary PBX/ACD-based messaging sets, which permit
how components should be built and how they should external devices to interface with the vendor’s PBX/
interact. DCOM defines how they should be distributed. 25 ACD call and station conirol logic
Currently COM/DCOM is only supported on Windows- CTI Server/Workslation-based or Host-based API
based machines. However, third-party vendors are in Products—operate on a particular computer vendor’s
progress of porting this object model to other platforms such hardware platform and provide call control and mes-
as Macintosh, UNIX, ete. FIG. 22 illustrates COM Messag- saging functionality.
ing. ) ) ) 30 CTI Cross-Platform Vendors—products that have been
Implementation Considerations ported to multiple hardware platforms/operating sys-
Although ORBs provide a mechanism for transparently lems.
communicating among components located locally or CTI Enabling Solutions—focus solely on call control
remotely, performance issues need to be thoroughly and call/application synchronization functions.
addressed before moving components around the network 35 CTI Enterprise Solutions—provide all CTI business
Making requests and receiving responses among compo- functions to varying degrees.
nents located on different machines will take longer that Possible Product Options
having the same communication between components Novell’s Netware Telephony Services; Microsoft TAPI;
located on the same machine. Performance is dependent on Novell TSAPI
what type of network is available (LAN, type of LAN, 40 [ndusiry-Standard Application Programming Interfaces
WAN, type of WAN, dial-up, wircless, etc.), size of mes- (APIs):
sages and number of messages that go across the network., Microsoft’s TAPI
Possible Product Options Novell’s TSAPI
F:xyursofl’s LOREAD IS IBM.S, (” P Hrlen Novell's Netware Telephony Services—Based on Nov-
BL-.J‘}E)).rste ms Object B_roker; lopa ]e-:‘h nology S OEhlx; 45 ell's Telephony Services API (TSAPI), Netware
Inp{1sc s Visibroker; Microsofts COM; Software AGs COM Telephony Services is a CTI gateway that integrates
CORBA-based ORB Products Novell networks with telephony networks.
Expersoft’s CORBAplus Other vendors of CTI products include:
IBM’s Component Broker ~ Aspect Telecommunications Corp.
BEA’s Object Broker i Genesys Labs
Iona Technologies’s Orbix IBM
Inprise’s VisiBroker(formerly Visigenic) Lucent
COM Products Nortel
Microsoft’s DCOM (Windows NT Server, Windows NT ss Rockwell
Workstation, Windows 95, Apple Macintosh, Windows EDI Messaging 1548
Java Virtual Machine) EDI (Electronic Data Interchange) supports system-lo-
Software AG’s COM (current or planned availability on syslem messaging among business partners by defining
Sun, Digital UNIX, IBM, and HP platforms) standard message layouts. Companies typically use EDI to
CT1 Messaging 1546 60 streamline commercial transactions within their supply
Computer-Telephone Integration (CTI) integrates com- chains. EDI standards (e.g., EDIFACT, ANSI X12) define
puter systems and telephone systems to coordinate data and record layouts for transactions such as “purchase orders”.
telephony activities. For example, CTI can be used 1o EDI services include the generation and translation of EDI
associale a customers database entry with the customers messages according to the various public message layout
telephone call and route the call accordingly. 65 standards.

Referring to FIG. 23, CTI Messaging supports commu-
nication among clients 2300, CTI servers 2302, PBXs/

EDI messaging can be implemented via electronic mail or
customized message-oriented architectures.
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Implementation Considerations
EDI messages have traditionally been sent between com-
panies using a VAN (Value Added Network). VANs have
been criticized for their relatively high cost in comparison to
public networks like the Internet. Recently, EDI messaging
vendors such as Premenos have been creating software with
built-in encryption features to enable companies to send EDI
transmissions securely over the Internet.
Web server vendors including Microsoft, Netscape and
OpenMarkel are putting plans in place to add EDI transmis-

5

80

ent certificate information to delermine access control is
possible. Stronghold also has an API for certificate 1o
username mapping so that client certificates may be mapped
1o standard usemames. CA certificates from both Thawte and
Verisign can be utilized. Uncompromised, full 128-bit sym-
meltric encryption is provided in all versions. This provides
Netcentric systems used outside of the USA or Canada with
secure encryption capabilities.
UkWebs's SafePassage

sion capabilities into their Web server products. OpenMarket 10 | !s_afe[-’rssage is a full-sirength, encrypling Web proxy, It is
Inc. is working with Sterling and Premenos to integrate their desgned 1o Supplemerk I.he s ,Of_ brodison whose
EDI management software with OpenMarkets OM Transact athentjcation; A emeryption cxpabsities have. deon ek
electronic commerce server software. Netscape is working ened {o comply with United States At regula?lons. }~or
with GEIS in creating Actra Business Systems to integrate  11€5¢ types of browsers, SafePassage will provide client
EDI services with Nelscape server products. 15 aqlhcnllcall()n certificates and full-strength encryption (128
Possible Product Options bit). )
Digital Equipment Corp.s DEC/EDI; Sterling Commerces Encryption 1552
GENTRAN; IBM Global Services Advantis; GE Informa- Encryption services encrypt data prior to network transfer
tion Services; Sterling Commerce to prevent unauthorized interception. (Note that encryption
EDI Applications 20 can occur within the Communications Services layer, the
Digital Equipment Corp.’s DEC/EDI Transport Services layer, or the Network Media Services
Sterling Commerce’s GENTRAN layer.) Within the Communications Services layer, encryp-
EDI value-added networks (VANS)—VANs link EDI tion occurs at ll.u: top of Thc Ipmluwl stack an.d is lyipictai}y
trading partners and transmit EDI messages through a performed within an Eip[:)]l(.‘all(.!l'l (e.g., an e-mail application,
central electronic clearinghouse 25 a Web brnwse'r), I'his is an end-to-end a_pprnach that can
IBM Global Services’ Advantis leave the remainder of the protocol stack (i.c., the Transport
e er : - services and the Network Media services) unaffected.
GE l.nlon?uuon Services Encryption has two main components: the encryption
Sterling Commerce algorithm, which is the series of steps that is performed to
Legacy Integration 1550 ) 30 transform the original data; and the key, which is used by the
Legacy services provide gatewarys to mainframe legacy algorithm in some way to encrypl the message. Typically,
systems. The following protocol is typically used: the algorithm is widely known, while the key is kept secret.
Systems Network AJ:{ Chil%lul“-‘[ (51\:;.’:) is a "j:}";‘]fking There are several types of encryption in use today, including:
connection-oriented protocol architecture which was Secret key cryptography—uses one key (the secret key)
uve . ) e 5 3 .
12,;5;}?2‘::‘:\;&"01[9;25 nl;}cr»;:B\E?dc(ld;rx:::ﬁ;ﬂ:;ﬁﬁi 35 b;lh l(\; encrypt lhc‘mus«agf‘: (l)n one side and to decrypt
Selaiil aroiibeiss, L -: message on the other side. .
Design techniques for integration with existing systems Public key c‘ryptngrappy—uscs_twn keys, th public key
can be grouped into two broad categories: and the private key. The public key and private key are
Front end access—discussed as part of Terminal Emula- 40 m:’ilhcmallca'll.y nflatud = st & Wessage uncrypllud
tioa with lhﬁ_-: l_'uc1?wnl_s public key may be dccryplctil with
Back end access—iend to be used when existing data the FecipupnL S P it 0L s g lmblv]f: ke
stores have information that is nceded in the client/ :zs::lc Witely:publistiod, While:the poiveler oy ds et
SEEVEL EnyIONent . accessing th,': m[orma_llon There are also varying methods of employing encryption
E‘:(::f_': ?::ll?r:%l?g;w;iga hilr[:cm;::\.rlii:cn;ttieaizlrllf - 45 types described above to encrypt data sent across a network:
inc?udl:: remni% data sceess ll%ml%gh gatcways."i data)-r Data linI:: Iayar—dlata is encrypted before it is placed on
base gateway provides an interface between the client/ the wice. Data: liok cocrypians are. graerally handware
server environment and the legacy system. The gate- pr(?ducb;. . o
way provides an ability to access and manipulate the so  Application layer—dalta is encrypted by the application,
data in the legacy system. Netscape's Secure Sockets Layer (SSL) is one example
Implementation Considerations of application-layer encryption for WWW browsers.
Legacy systems hold critical data which must be acces- SSL uses RSA encryption to wrap security information
sible by new Netcentric compulting solutions. These legacy around TCP/IP based protocols.
data sources often must be accessed in their current form so 55 Network layer—data is encrypted inside the network
as to not disrupt the legacy systems. layer header, therefore relying on the network layer
Communications Security 1508 protocol.
Communications Security services control access 1o Implementation Considerations
network-attached resources. Combining network Security The advantage of SSL over S/HTTP is that SSL is not
services with security services in other parts of the system 60 restricted to HTTP but can also be used for securing other
architecture (e.g., application and database layers) results in TCP/IP based services such as FTP, Telnet, etc. SSL. can
robusl security. provide session level data encryption and authentication to
Possible Product Options enable secure data communications over public networks
UkWeb’s Stronghold; UkWeb’s SafePassage such as the Internet.
UkWeb’s Stronghold 65 The need for Encryption Services is particularly strong

Stronghold was the first web server to support SSL Client
Authentication. Regular expression-based maitching of cli-

where electronic commerce solutions that involve exchang-
ing sensitive or financial data are to be deployed over public
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networks such as the Internet. Cryptography can be used to
achieve secure communications, even when the transmission
media (for example, the Internet) is untrustworthy. Encryp-
tion Services can also be used to encrypt data to be stored
(e.g., sensitive product information on a sales person’s
laptop) to decrease the chance of information theft.

There are complex legal issues surrounding the use of
encrypting in an international environment. The US govern-
ment restricts what can be exported (in terms of encryption

82

Possible Product Options

Microsoft Windows NT; Novell Netware; UNIX; Check
Points Firewall-1; Raptor Systems Eagle Firewall;
Microsolt Proxy Server; Netscape Proxy Server; Microsys-
tem Softwares Cyber Patrol Corporate; Net Nanny Soft-
wares Net Nanny

Network Operating Systems

Microsoft Windows NT, Novell Netware, UNIX, etc.

application Proxies

technology), and the French government defines encryption !¢ Microsoft Proxy Server—allows for designation of who
technology as a “weapon of war” with appropriate legal and can access the Internet and which services they can use.
regulatory restrictions. This is a key issue in international. Administrators can establish additional credentials for
e-commerce today. logging on, set specific dialing hours or days of the
Possible Product Options week, and restrict access to certain sites altogether.

15

Netscape’s Secure Sockets Layer (SSL); S-HTTP; ¢-mail
encryption; S-MIME

Encryption that is architected into Web-based solutions

Netscape’s Secure Sockets Layer (SSL)—provides
encryption for World Wide Web browsers,

S-HTTP—a secure version of the HTTP data transfer
standard; used in conjunction with the World Wide
Web.

Encryption that is embedded in e-mail products

e-mail encryption—products such as Lotus Notes and
Microsoft Exchange can encrypt e-mail messages and/
or attachments.

S-MIME—a secure version of the MIME e-mail standard.

Authorization 1554

Netscape Proxy Server—high-performance server soft-
ware for replicating and filtering access to Web content
on the Internet or an intranel. Provides access control,
URL filtering, and virus scanning.

Filters

Check Point FireWall-1—combines Internet, intranet and
remole user access control with strong authentication,
eneryption and network address translation (NAT) ser-
vices. The product is transparent to network users and
supports multiple protocols.

BorderWare Firewall—protects TCP/IP networks from
unwanted external access as well as provides control of
internal access to external services; supports packet
filters and application-level proxies.

Raptor System’s Eagle Firewall

When a user requests access to network resources, the # Microsystem Software’s Cyber Patrol Corporate
Aqlhtﬁrlzalzgn service dcj,lcrmmcs if the uscr has the appro- Net Nanny Software’s Net Nanny
priate permissions and either allows or disallows the access. Niithsihaaten
(“.“5 OBOUTS a_l'lcr o propcf]y authenticated.) Authentication services verify network access requests by
. Il}e fo]ln“"mg arc examples of ways to implement Autho- 35 validating that users are who they claim to be. For secure
TiZakom. Servies; systems, one or more authentication mechanisms can be
Network Operating Systems—Authorization services are used to validate authorized users and to verify which func-
bundled with all network operaling systems inorder 10 tions and data they have access to. Within the corporate
control user access 10 network resources. network, authentication services are often included in direc-
Firewall Services protect sensitive resources and infor- 4, tory services products like Novell’s NDS. NDS requires the

mation attached to an Intxxnet network from unautho-
rized access by enforcing an access control policy. A
variety of mechanisms exist for protecling private
networks including:

Filters—World Wide Web filters can prevent users from

user 1o have an established account and supply a password
before access is granted to resources through the directory.

Authentication for accessing resources across an Internet
or intranet is not as simple and is a rapidly evolving area.
When building e-commerce Web sites there may be a need

45
accessing specified content or Internet addresses. 1o restrict access lo arcas of information and functionality to
Products can limit access based on keywords, net- known customers or trading partners. More granular authen-
work addresses, time-of-day, user categories, ele. lication is required where sensitive individual customer
Application Proxies—An application-level proxy, or account information must be protected from other custom-
application-level gateway, is a robust type of fire- 54 ers.

wall. (A firewall is a system that enforces an access
control policy between a trusted internal network and
an untrusted external network.) The application
proxy acts at the application level, rather than the
network level. The proxy acts as a go-between for
the end-user by completing the user-requested tasks
on its own and then transferring the information to
the user. The proxy manages a database of allowed
user actions, which it checks prior o performing the
request.

Servers, Applications, and Databases—Authorization can
occur locally on a server to limit access to specific
system resources or files. Applications and databases
can also authorize users for specific levels of access
within their control. (This functionality is within the
Environment Services grouping in the execution
architecture.)

60

65

Authentication can occur through various means:

Basic Authentication—requires that the Web client supply
a user name and password before servicing a request.
Basic Authentication does not encrypt the password in
any way, and thus the password travels in the clear over
the network where it could be detected with a network
sniffer program or device. Basic authentication is not
secure enough for banking applications or anywhere
where there may be a financial incentive for someone
to steal someone’s account information. Basic authen-
tication is however the easiest mechanism to setup and
administer and requires no special software at the Web
client.

ID/Password Encryption—offers a somewhat higher level
of security by requiring that the user name and pass-
word be encrypted during transit. The user name and
password are transmitted as a scrambled message as
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part of cach request because there is no persistent
connection open between the Web client and the; Web
SCIVEL
Digital Certificates or Signatures—encrypted digital keys
that are issued by a third party “trusted” organization
(i.e. Verisign); used to verify user’s authenticity.
Hardware tokens—small physical devices that may gen-
erate a one-time password or that may be inserted into
a card reader for authentication purposes.
Virtual tokens—typically a file on a floppy or hard drive
used for authentication (e.g. Lotus Notes 1D file).
Biometric identification—the analysis of biological char-
acteristics to verify individuals identify (e.g.,
fingerprints, voice recognition, retinal scans).

84

on the client and server nodes. These common network
services can be used to manage resources and translate
capabilities within and across enterprises.

Short of interpreting the data being transmitted, the com-
munications fabric is aware of the different message-
oriented information streams in order to help the client and
server communicate regardless of the different network
functions implemented on each platform.

An intelligent communications fabric monitors and routes
data flows and provides functionality (security, directories,
etc.) to clients and servers. An intelligent communications
fabric provides the following benefits:

ot A 15 An intelligent network can manage itself, including
Rt?laled 1o authe‘nllcau(m, non—rcpudlallc?n is a means ol addressing, routing, security, recovery, etc. It is ineffi-
taagIng @ MesSige In order to prevent an entity from denying cient for individual clients and servers to perform such
that it sent or received the message. tasks
Possible Product Options Ty
Microsoft Windows NT; Novell NetWare; UNIX; Plati- o, Specialized netw?rk components rcd‘uce the network-
num Technologies AutoSecure SSO; Axents Enterprise related processing that occurs on clients and servers,
Access Control for Windows 95; SecurlD; Racals TrustMe An intelligent network integrates heterogeneous clients,
Authentication Server; Visionics Facelt; Sensars Irisldent; servers, and other resources by resolving incompatible
Keyware Technologies Voice Guardian; National Regisirys protocols and standards.
NRIdentity; Kerberos; VeriSign 25 An intelligent network has the capability to actively
The ‘folllowing are examples of products that perform manage the flow of information rather than simply
authentication: moving data. This allows the network to effectively
user 1Ds and passwords deliver multimedia and other network-sensitive traffic.
operating systems: Microsoft Windows NT, Novell An intelligent network adds value to enterprise resources
30

NetWare, UNIX, etc.

application level user IDs and passwords (e.g., ¢-mail
system) single sign-on software—manages user logins
to multiple systems or resources.

Platinum Technologies” AutoSecure SSO add-on admin-

istration packages—enhance the capabilitics of native

operating syslem security
Axent's Enterprise Access Control for Windows
95—enforces password standards and encrypts data.
Hardware Tokens
Security Dynamics’ SecurlD Authentication Tokens
Racal’s TrustMe Authentication Server
Biometric Security
Visionics™ Facelt—face recognition

by presenting a cohesive view of available resources
and increasing the level of security associated with
those resources.
FIG. 24 illustrates various components of the Communi-
cation Fabric.
Transport Services 2402
Provides the underlying protocols responsible for trans-
mitting and securing data communications. Transport Ser-
vices are responsible for establishing, maintaining and ter-
minating end-to-end communications between users and
processes. Connection management provides transfer ser-
vices that ensure the delivery of data from sender to receiver,
which support the transferring of messages from a process
running on one machine to a process running on another
machine. In addition, connection management provides ser-

Serisar’s Trisldent— s identification 45 vices lt?at initiate a connection, gracfzfully lcrminal‘u a
. e B 3 . i connection, and handle abrupt termination. These services
Kcywarc Technologies’ Voice Guardian—voice recogni- take place for application before and after the data is
how formatied for transport over the network.
National Registry’s NRIdentity—fingerprint recognition Messaging Transport 2404
keys and certificates 50 The Message Transport service is responsible for the
Kerberos—an encryption and key management protocol end-to-end delivery of messages. It can include the follow-
for third party authorization; vendors include Cyber- ing functionality:
SAFE and Digital Equipment Corporation. End-10-End Data Transfer—The Message Transport Ser-
VeriSign—a company that manages digital certificates. o vice formats messages for sending and confirms the

COMMUNICATION FABRIC 1010

As communication networks become increasingly com-
plicated and interconnected, the services provided by the
network itself have by necessity increased as well. Clients
and servers are rarely directly connected to one another, but
separated by a network of routers, servers and firewalls
providing an ever increasing number of network services
such as address resolution, message routing, security screen-
ing and many more.

The communications fabric provides common network
services to the platform-specific network services residing

65

integrity of received messages.

Connection Control—The Message Transport service
may establish end-to-end (client-server) connections
and track addresses and other associated information
for the connection. The service also tears down con-
nections and handles hard connection failures.

Reliable Transfer—The Message Transport service may
manage reliable delivery of messages through the use
of acknowledgments and retransmissions.

Flow Control—The Message Transport service may allow
the receiver to govern the rate at which the sender
transfers data.
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Multiplexing—The Message Transport service may
define multiple addresses or ports within a single
network node, allowing multiple processes on the node
1o have their own communications paths.

(Some transport services do not implement all of the listed
functionality. For example, the UDP protocol does not offer
connection control or reliable transfer.)

The following are examples of protocols that provide
message lransport:

86
The following are examples of protocols that provide
Packet

Forwarding/Internetworking:

IP (Internet Protocol)

IP Multicast (emerging standard that uses a special range
of IP addresses 1o instruct network routers to deliver
each packet to all users involved in a multicast session)

IPX (Internetwork Packet Exchange)

ATM (Asynchronous Transfer Mode)

SPX (Sequenced Packet exchange) 10 Frame Relay
TCP (Transmission Control Protocol) X.25
UDP (User Datagram Protocol) SMDS (Switched Multimegabit Data Service)
NetBIOS/NetBEUI (Network Basic Input/Output Th;- F_‘JHUW)mg are Examples of Network Components
System/NetBIOS Extended User Interface) that Perform Packet .
APPC (Advanced Program-to-Program Communications) ° F“rlw arding/Internetworking:
. roulers
povet Forwardh ol King 2406 hitches
acket Forwarding/Internetworking ki . . - .
The Packet Forwarding/Internetworking service transfers Meh:; ;W::“:l?:;; ‘Erai.glfe:?ﬂ?:' S:‘:\I-'titl('j;sl ]f iwnuhcs, Eth-
) 5, o L :nes, elc.
o an(_l R Ih? palh_thal il tak:?s through 20 The following are exam Icqbof rotocols that maintain
the network. It includes the following functionality: h routing in I‘nrma%.‘i(m ahlas 3 ilf]in r(f)ulcr‘;' :
Fragmentation/Reassembly—The Packet Forwarding/ ; i i o o
ecinoin v dvies o splicaon g DS Vet Ftoclsexh o ol
tato:mpltple: packels o x size suitsble [or nefwork ing table (destination addresses and routing metrics);
fraesmission. The diisal packety el tofomnr: routing decisions based on the total distance and other
tion to allow the receiving node to reassemble them oot ,g £ i
into the message. The service also validates the integ- ll‘-;nasnfi I}?}r( el:szna ]-n formation Protocols (RIP)
rity of received pai.jkcl.-s and buffers, reorders, and AppleTalk Roulir%‘ Table lMana emcﬁl Protaial
reassembles packets into a complete message. I?}]II‘M]’) & g
Addrcr:sing,—']he Packet l'-'nrwelnrding,’[nte_rnctlworking a0 Ciscos Interior Gateway Routing Protocol (IGRP) and
service encapsulates packets with addressing informa- " Enhanced IGRP
tion.
o D R e T e i Link-State Protocols—each router periodically broad-
Ruu‘tmb The .p'"'.k"[ l"(?rw‘l‘rdlnb.lnl_l.mol“ (J‘rklng Sel casls changes to the routers and directly attached net-
vice can maintain routing information (a view of the works that it can talk with
network topology) that is used to determine the best 35 Open Shortest Path First (bSPF)
Toute foi sach packet. Rou_hlng _dccmons o r:]z!dc 1SOs Intermediate System to Intermediate System (IS-
based on the cost, percent utilization, delay, reliability, 1S)
and similar factors for each possible route through the Novells NetWare Link Services Protocol (NLSP)
twork.
Q“ZL:{:{\ Switehing. 46 1 piotess of resNIEE & Policy Routing Protocols—allow Internet backbone rout-
- kl lb_\l“l' g Pl ‘ e th & d 1 ers to accept routing information from neighboring
E_:_' : d?n‘v TI::L::S]%clanS\:Iijtz;El: mi_: f:'ﬁ%:}t% tI: “ r(;u:.f:‘s backbone providers on the basis of contracts or other
_‘5, P_ s 18 pertormed by : non-technical eriteria; routing algorithms are Distance
and swilches within the communications fabric. Veolo:
Switching can be implemented in the following ways: B dm: Gateway Protocol (BGR)
For some network protocols (e.g., IP), routers draw 45 lnicrdorn,ain Royulin Protocol (IDR)
upon dynamic routing information to switch packets Circuit Switching 2 40%
1 the appropriate path. :l'inx_i cxpability iy especislly Whilc Message Transport services and Packet
;‘:I':g:fm when Eonsieceing Jodepedtent networor Forwarding/Internetworking services support the transfer of
[,0'1, othe‘r- atwork - profocls fe Ethernet. ‘Token s packetized data, Circuit Switching services establish physi-
Ri IEIWOr K] il _,g:,. o e S " cal circuits for the transfer of circuit-switched voice, fax,
ing), switching simply directs packets according to Giden et
a table of physical addresses. The switch can build {‘ir'c:il ‘Qwilching
Th? l-ahlu :}' ;]islcnin%" lodnetwcrk e snd d‘:v‘:; u;s::s an end-to-end physical connection between the
m which network nodes are connected t : : ; ; Lo
“:,?lglhg poﬂm Aelwork nodes are connected [o wiie a5 sender and the receiver that lasts for the duration of the
Some protocols such as Frame Relay involve defining . “eall . i
permanent routes (permanent virtual cireuits PVCs) !ncludcf vmcc,.wdco..l‘ ax, "'_C‘ ) )
within the network. Since Frame Relay is switched IHC]II.ldCb data in a circuit swilched architecture (e.g.,
based upon PVCs, routing functionality is not . dll(al-‘updmnnect ions)
rcquired, 60 ackelize
Multicasting—The Packet Forwarding/Internetworking transferred through brief, temporary, logical connections
service may support multicasting, which is the process between nodes
of transferring a single message to multiple recipients includes data and packetized multimedia (video, voice,
al the same time. Multicasting allows a sender 1o fax, etc.)
transfer a single copy of the message to the communi- 65 Circuit Switching includes the following functionality:

cations fabric, which then distributes the message to
multiple recipients.

establishes end-to-end path for circuit (may involved
multiple intermediate nodes/switches)
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manages end-to-end path (quality, billing, termination,
ele.)

The following are examples of Circuit Switching:

analog dial-up telephone circuit

ISDN (Integrated Services Digital Network)
Possible Product Options

Lucent’s Definity; Nortels Meridian; Lucents ESS;
Nortels DMS; Tellabs Titan products; Lucents DSX prod-
ucts; Alcatels SX products; AltiGens AltiServ; Lucents

88

ates in the IP layer and supports TCP or UDP. IPSec

will be included as part of IPng, or the next generation

of IP.
Implementation Considerations

Firewalls can also provide a single point of access to the

companys network, which could be used to maintain an
audit trail. Some firewalls provide summaries to the admin-
istrator about the type of traffic and amount of traffic passed
through it, number of break in attempts, elc.

Internet Telephony Server 10 Most commercial firewalls are configured to reject all
The following are examples of PBX products, which network traffic that has not been explicitly allowed, thus
perform circuit switching within private telephone net-  ¢nforeing the policy, Only allow traffic that has been cat-
works: egorically permitted, otherwise prohibit. This policy pro-
Lucent’s Definity vides much more control and is much safer than a policy
5 i 15 which allows traffic unless it has been explicitly prohibited.
ch] 5 M‘f"dla" Possible Product Options
The follow_mg e CRAmp les of ceptra] oiﬁ_ce {_Ielepl_lor}e Cisco Systems; Bay Networks; 3Com Corp.; Check
company) switches, which perform circuit switching within Points Firewall-1; Raptor Systems Eagle Firewall; Data
the public telephone network: Fellows F-Secure VPN; Racals Datacryptor 64F
Lucent’s E5S 20 The following are examples of vendors of products that
Nortel’s DMS perform Transport-level encryption:
The following are examples of Digital Access Cross- routers:
connect Systems (DACS), which are configured to switch Cisco Systems
circuits among multiple ports. Bay Networks
Tellabs® Titan products 25 3Com Corp.
Lucent’s DSX products firewalls:
Alcatel’s SX products Check Point’s Firewall-1
The following is an example of a PC-based PBX system: Secure Computing’s BorderWare Firewall Server
AltiGen’s AltiServ—PC-based PBX system for a small Raptor Systems’ Eagle Firewall
branch office or a low-volume specialized call center. ~ encryption devices:
The following is an example of a circuit-switching/ Data Fellows™ F-Secure VPN
packet-forwarding gateway: Racal’'s Datacryptor 64F
Lucent’s Internet Telephony Server—server software that The following are cxamplcs of products that perform
roules calls from PBXs over the Internet or intranets. 35 Transport-level packet filtering:
Transport Security 2410 firewalls:
Transport Security services (within the Transport Services Check Point FireWall-1—combines Internet, intranet
layer) perform encryption and filtering. and remote user access control with strong
Transport-layer Encryption authentication, encryption and network address
Encryption within the Transport Services layer is per- . translation (NAT) services. The product is transpar-
formed by encrypting the packets generated by higher level ent to network users and supports multiple protocols.
services (e.g., Message Transport) and encapsulating them Secure Computing’s BorderWare Firewall Server pro-
in lower level packets (e.g., Packet Forwarding/ tects TCP/IP networks from unwanted external
Internetworking). (Note that encryption can also occur access as well as provides control of internal access
within the Communications Services layer or the Network to external services; supports packet filters and
Media layer.) Encryption within the Transport Services layer application-level proxies.
has the advantage of being independent of both the appli- Raptor Systems’ Eagle Firewall
cation and the transmission media, but it may make network routers:
monitoring and troubleshooting activities more difficult. Cisco Systems
The following standards support transport-layer encryp- 50 Bay Networks
tion: 3Com Corp.
Point to Point Tunneling Protocol Network Address Allocation 2412
Layer 2 Tunneling Protocol Network Address Allocation services manage the distri-
Transport-layer Filtering bution of addresses to network nodes. This provides more
Network traflic can be controlled at the Transport Services ss flexibility compared to having all nodes assigned static
layer by filtering data packets based on source and/or addresses. This service assigns addresses to nodes when they
destination addresses and network service. This ensures that initially power-on and connect to the network.
only authorized data transfers can occur. This filtering is one The following are examples of standards that implement
of the roles of a packet filtering firewall. (A firewall is a Network Address Allocation and allow a network node to
system that enforces an access control policy between a go ask a central resource for the node s network address (e.g.,
trusted internal network and an untrusted external network.) [P address):
The following IETF standard supports interoperability DHCP (Dynamic Host Configuration Protocol)
among security systems: BoolP (Bootstrap Protocol)
IPSec Allows two nodes to dynamically agree on a Quality of service 2414
security association based on keys, encryption, authen- 5 Different types of network traffic (e.g., data, voice, video)

tication algorithms, and other parameters for the con-
nection before any communications take place; oper-

have different quality of service requirements. For example,
data associated with video conferencing sessions is useless
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if it is not delivered “on time”. On the other hand, traditional
best-effort data services, such as file or e-mail transfer, are
not affected by variations in latency. QoS (Quality of
Service) services deliver a defined network throughput for
designated traffic by allocating dedicated bandwidth, priori-
tizing data traffic, etc. (Note that as an alternative to pre-
defined throughput, some QoS protocols can also offer a best
effort (ie., variable) throughput QoS based on available
network capacity.)

90

source to a specific destination, and classifies it as
short- or long-lived. Long-lived flows are assigned
ATM Virtual Channels (VCs) that bypass the IP router
and move through the switching labric at the full ATM
line speed. Short-lived flows continue to be routed
through traditional store-and-forward transler.

Tag Switching—Like IP Switching, emerging Tag
Swilching technology also improves network through-
put for IP data streams. Tag Switching aggregates one

The following list provides a description of various Qual- 10 or more data streams destined for the same location and
ity of Service parameters. assigns a single tag to all associated packets. This
connection establishment delay—time between the con- allows routers to more efficiently transfer the tagged
nection request and a confirm being received by the data. Tag Switching is also known as Multiprotocol
requesier Label Switching.
connection establishment failure probability—chance that 1° Data Prioritization—improves network performance but
the connection will not be established within the maxi- does not guarantee QoS.
mum establishment delay While not an example of end-to-end QoS, various net-
throughput—bits per second (bps) of transmitted data work components can be configured to prioritize their
transit delay—time elapsed between when sender handling of specified types of traflic. For example,
transfers packet and recipient receives packet residual ~ rouers can be configured 1o handle legacy mainframe
error rate—number of lost or corrupted messages com- lfal—ﬁc (SNA)‘ in front of other traffic (e.g.. TCP/P). A
pared 10 total messages in the sampling period sfmrlar lcchmquc is l_h-: use cl_‘ prioritized circuits within
transfer failure probability—the fraction of the time when Frame I_lelay, s which t‘he_l_- o R_elay BetWork wet-
the throughput, transit delay, or residual error were not s dor assigns different priorities to different permanent

those agreed upon at the start of the connection

connection release delay—time between when one node
initiates a release and the other node performs the
release

connection release failure probability—fraction of release 30

attempts which do not succeed
protection—specifies a secure connection
priority—indicates traffic priority over the connection
resilience—probability that the transport layer spontane-

virtual circuits.

Prioritization techniques are of limited effectiveness if
data must also pass through network components that
are not configured for prioritization (e.g., network
components run by third party network providers).

Network Media Services 2416

The Network Media layer provides the following capa-

bilities:

Final framing of data for interfacing with the physical
network.

4 Z 5 i 35
f_:f"lzl:;r?;r::s {5 can e sehueved mvaribus vays Performing, receiving, interpreting and acting on signals
S ! S ) ; from the communications fabric.
Specialized QoS Communications Protocols—provide - 3 .
guaranieed QoS. TI'ransferring data through the physical network.
Asynchronous Transfer Mode (ATM)—ATM is a 4, The technologies U:\'lfd at the Network Media Services
connection-oriented wide area and local area network- layer vary depending on the type of network under
ing protocol that delivers QoS on a per-connection consideration.
basis. QoS is negotiated as part of the initial connection M‘:dfa Access 2418
set up and as network conditions change. Because of Media Access services manage Il_m low-level Ira_msl'cr of
the small size of ATM data cells, QoS can be better ,, 9ata between network nodes. Media Access services per-
managed, compared to protocols such as Ethernet that form the following functions:
have large frames thal can tie up network components. Physical Addressing—The Media Access service encap-
For ATM to deliver QOS to applications, ATM must be sulates packets with physical address information used
used end-to-end. by the data link protocol (e.g., Ethernet, Frame Relay).
Resource Reservation Protocol (RSVP)—The emerging 55 Packet Transfer—The Media Access service uses the data
RSVP specification, proposed by the Internet Engineer- link communications protocol to frame packets and
ing Task Force (IETF), allows applications to reserve transfer them to another computer on the same
router bandwidth for delay-sensitive IP traflic. With network/subnetwork.
RSVP, QoS is negotiated for each application connec- Shared Access—The Media Access service provides a
tion. RSVP enables the network 1o reserve resources ss method for multiple network nodes to share access 1o a
from e¢nd to end, using Frame Relay techniques on physical network. Shared Access schemes include the
Frame Relay networks, ATM techniques on ATM, and following:
so on. In this way, RSVP can achieve QoS across a CSMA/CD—Carrier Sense Multiple Access with Col-
variety of network technologies, as long as all inter- lision Detection. A method by which multiple nodes
mediate nodes are RSVP-capable. 60 can access a shared physical media by “listening”
IP Stream Switching—improves network performance until no other transmissions are detected and then
but does not guarantee QoS. transmitting and checking to see if simultaneous
IP Switching—IP Switching is an emerging technology transmission occurred.
that can increase network throughput for sireams of token passing—A method of managing access to a
data by combining [P routing software with ATM 65 shared physical media by circulating a token (a

switching hardware. With IP Switching, an IP swilch
analyzes cach stream ol packets directed from a single

special control message) among nodes to designate
which node has the right to transmit.
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multiplexing—A method of sharing physical media
among nodes by consolidating multiple, independent
channels into a single circuit. The independent chan-
nels (assigned to nodes, applications, or voice calls)
can be combined in the following ways:

92

Possible Product Options
Semaphores Network Sccurity System for Workgroups
Semaphore’s Network Security System for
Workgroups—encrypts Ethernet.

: S s ' . . % Physical Media 2420

time division multiplexing (TDM)—use of a cireuit A Jygirated in FIG. 25, the Physical Media is divided
is divided into a series of time slots, and cach p i s
: e SR s ey mto wo calegories:
independent channel is assigned its own periodic :
slot. 1). the physical connectors 2502

frequency division multiplexing (FDM)—ecach inde- 2). the physical media (wired or wireless) 2504
pendent channel is assigned its own frequency Physical Connectors
range, allowing all channels to be carried simul- The following are examples of wiring connectors used to
tancously. connect network nodes to physical media:

Flow Control—The Media Access service manages the RI-11, RI-45
flow of data to account for dilfering data transfer rates gy
between devices. For example, low control would have 15 DB 9 DB-25
to limit outbound traffic if a receiving machine or i
intermediate node operates at a slower data rate, pos- fiber oplic connectors
sibly due to the use of different network technologies Physical Media ) . ) .
and topologies or due o excess network traffic at a Ph_)"s_lcal Mc(ha_n:laybe Wlfcd_‘arw"e_les“- .ered Physgcal
e 20 Media includes wiring and cabling, while wircless Physical

Error Recovery—The Media Access service performs Media includes antennas, connectors, and the radio fre-
error recovery, which is the capability to deteet and quency spectrum, : : .
possibly resolve data corruption that occurs during The following are examples of wired physical media:
transmission. Error recovery involves the use of twisted pair wiring, shielded twisted pair wiring
checksums, parity bits, elc. 25 coaxial cable

Encryption—The Media Access service may perform fiber optic cable
encryption. (Note that encryption can also occur within 4-pair voice-grade wiring
the Communications Services layer or the Transport The following are examples of wireless physical media:
Services layer.) Within the Network Ml-‘(!ia'Sﬁl‘WWS o cellular antennas and the associated radio frequencies
}ayer,]:n;rypnm:_ oceurs ?S 9)3"1"“;1_" data lmlhp;otocgl wireless local area network antennas and the associated
c.g. Ethernet, frame relay). In this case, all data is radio frequencies
encrypled before it is placed on the wire. Such encryp- satellite antennas and the associated radio frequencies
tion tools are generally hardware products. Encryption . .
at this level has the advantage of being transparent to 55 TRANSACTION 1012,1014
higher level services. However, because it is dependent ™ A transaction is a unit of work that has the following
on the data link protocol, it has the disadvantage of (ACID)) characteristics:
mtliuml‘lg a different solution for each data link proto- A transaction is atomic; if interrupted by failure, all effects
col. . _ ) are undone (rolled back).

The following are examples of Media Access protocols: | A yransaction produces consistent results; the effects of a

Ethernet lransaction preserve invariant properties.

i_ﬂkeﬂ rng A transaction is isolated; its intermediate states are not

FDDI visible 1o other transactions. Transactions appear to

portions of the ATM standard execute serially, even if they are performed concur-

HDLC/SDLC 45 rently.

LAPB A transaction is durable; the effects of a completed

T-carrier, E-carrier (e.g., T1, T3, E1, E3) transaction are persistent; they are never lost (except in

TDM and FDM (Time Division Multiplexing and Fre- a catastrophic failure). .
quency Division Multiplexing; used on T-carricrs, etc.) A transaction can be lcrm]nalud in one of two ways: the

A e 50 transaction is either committed or rolled back. When a

SONET, SDH R + i

PPP. SLIP transaction is committed, all changes made by the associated

v 32’ V‘S 4 V34 bi requests are made permanent. When a transaction is rolled

R‘s 2‘32' L}A.ZSZ 15, elc. back, all changes made by the associated requests are
ey e undone.

TDMA and FDMA (Time Division Multiple Access and 55 Transaction Services provide the transaction integrity
F:m‘«]““'“‘v‘)’ Pl‘_“-‘““" Mf'lflplc Access; used on wireless mechanism for the application. This allows all data activities
Llln:(l::) ;Pi]‘-‘;igﬁcd %11"\';:“( L;‘n‘:;;r:b;‘l":;'}raﬂf:?;" within a single business event to be grouped as a single,
) el RESISVEL LLE:, PRYSICAL AdAIESSES e logical unit of work.

Ethernet) and the Packet Forwarding/Internctworking In small to moderate scale environments of less than 150
level (i.c., network addresses like IP). The following 3 simultancous users on a single server, this service may be
protocols are examples of this functionality: provided by the DBMS software with its re-start/recovery

ARP (Address Resolution Protocol}—allows a node to and integrity capabilities.
obtain the physical address for another node when only For larger client/server environments distributed on-line
the IP address is known. transaction managers might be more applicable. These trans-

RARP (Reverse Address Resolution Protocol)—allows a 65 action managers provide sharing ol server processes across

node to obtain the IP address for another node when
only the physical address is known.

a large community of users and can be more efficient than
the DBMSs.
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FIG. 26 illustrates several of the components of the
Transaction areas of the Netcentric Architecture Framework,
each of which will be discussed in more detail below.

Transaction Monitor 2602

The Transaction Monitor Services are the primary inter-
face through which applications invoke Transaction Ser-
vices and receive status and error information. Transaction
Monitor Services, in conjunction with Information Access
and Communication Services provide for load balancing

94

Does the System Access Legacy Systems?

TP monitors can access databases and services running on
mainframe systems. TP monitors frequently include main-
frame networking capability and maintain transaction roll-
back during mainframe accesses. If access to the legacy
system is read only, the messaging capabilitics of the data
source will probably be sufficient. If access is write,
however, the messaging and two-phase commit capabilities
of the TP monitor would be more dependable.

across processors or machines and location transparency for 10 Is the System Distributed Across Multiple Nodes?
distributed transaction processing. TP monitors provide common administrative facilities to
Implementation Considerations manage groups of servers. These [acilities allow a system to
Does the System Access Nonrelational Data? be managed from one location with a common set of
Some TP monitors provide a method of accessing non- commands for each machine.
relational data, such as VSAM files or flat files, indepen- 15 How Many Users Access the System Concurrently?
dently of where the file physically resides. If write access is Different sources give different answers as to the number
required for these data sources, a TP monitor would provide of concurrent users that necessitates the use of a TP monitor.
more dependable messaging and two-phase commit capa- The monitor vendors themselves give low values; the data-
bilities than the data source messaging capabilities alone. base vendors give high values. The middle ground seems to
Does the System Require High Throughput? 20 be somewhere around 250 users. This is by no means
Because TP monitors provide load balancing functionality definitive, however; weigh each of the following questions
and because they effectively reduce the number of connec- when making the choice.
tions that must be made to the database(s), they will help Do the On-line Applications Access/update More Than
conserve the resources of the data servers and, as a result, one Database or More Than One Type of Database?
increase the throughput of the system. Systems with high 25 The real strength of TP monitors is their ability to ensure
throughput requirements should consider using a TP moni- a global two-phase commit over multiple, heterogencous
tor. databases. A system that has this quality is a candidate for a
Do the On-line Applications Need the Support of Interop- TP monitor.
erability Between Autonomous, Heterogeneous Processors? Is the System not a Transaction Processing System?
Some TP monitors are available on multiple platforms and 30 Although TP monitors provide global two-phase commit
maintain interoperability (communication, data translation, “transaction processing”functionality, systems that do not
elc.) between helerogeneous resource managers (databases) need this feature can also benefit by using TP monitors, For
and clients (UNIX, MS Windows NT, etc.). For this reason, example, the load-balancing feature in itself can help
projects that intend to support a heterogeneous hardware increase system performance. Also, the administrative facili-
environment should consider using a TP monitor. 35 ties can help simplify system management.
Is the System Supposed to be Highly Available (i.e. Is Data Dependent Routing Necessary?
24x7), or Mission Critical? Data Dependent Routing is the ability to route requests to
TP monitors offer robust functionality: two-phase a particular server based upon the data passed, within the
commit, recovery/rollback, naming services, security request. TP monitors can provide this functionality. e.g. A
services, can guarantee message delivery, can be maintained 40 system has several servers accepting requests from clients
for high-availability operation and provides audit trail log- dispersed across North America. There are two groups of
ging. Therefore, the more mission critical the system, the servers, One group of servers handles requests from all
more likely it is that a TP monitor should be used. clients located in the USA while the other group serves
Does the System Require High Availability? requests from Canada. When a client sends a request to the
Because of their fault tolerance, TP monitors make a 45 system, a field in the request message, defining the location
valuable addition to systems that require high availability. of the client, is passed to the system. The TP monitor is then
The automatic restart/recovery feature helps a system rec- able 1o route the request to the correct group of servers (USA
ognize when components have failed and attempts to restart or Canada) based upon information in the request message.
them. Also, because of the location transparency feature of Is Reliable Queueing Necessary?
service calling, if an entire node in a system goes down, 50 TP monitors provide the ability to enqueue and dequeue
clients may be able to reach the service they need on another requests to and from a reliable
node providing the same service. (stable storage) queue. Both the application and the
Will the System be Scaled in the Future? administrator can control the order of the messages (service
TP monitors offer multiple scalability options. TP moni- requests) in the gqueue, Messages can be ordered LIFO,
tors can run on machines ranging from PCs to mainframes. 55 FIFO, time based, priority, or by some combination of these
Monitors also scale by allowing new machines to be added keys.
dynamically to the system. Adding additional nodes in the =
tion cvele is one TP moni . Example
production cycle is one TP monitor sirength, although some
monitors are better at doing this than others. If it is antici- A system updates a customer database. Suppose that the
pated that system volumes will increase during the system’s 60 database has been partitioned such that the information on
lifetime, scalability in itself is an excellent reason to use a TP customers most likely to use a branch office is stored locally
monitor. at a branch office. There is a requirement to maintain an
Does the System Have Complex Security Requirements? up-to-date of the entire customer database at the home office.
All of the TP monitors available today provide security The application that updates the local customer master can
authorization/authentication services. Most of them utilize 65 place a copy of the update into a reliable queue. The queue

the Kerberos security package, developed at the Massachu-
setts Institute of Technology (MIT).

can be forwarded to the home office via a WAN, and the
updates can be replicated in the home office database. The
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queuing system can be used to assure that every update
completed at the local office is completed at the home office.
Is The System Multi-tiered?
Transaction Services are typically used in three-tier and

96
distributed transaction processing, but also application
and the full complement of services necessary to build
and run enterprise-wide applications. It enables devel-
opers to create applications that span multiple hardware

multi-tier architectures. Particularly in Netcentric 5 platforms, databases and operating systems.
environments, applications might need to support getling IBMs CICS/6000—an application server that provides
and providing access 1o multiple back-end scrvices, across industrial-strength, online transaction processing and
enlerpriscs, as part of a single lransaction or user aclivity. transaction management for mission-critical applica-
T'his can be especially challenging if the user does not own tions on both IBM and non-IBM platforms. CICS
some or all of the back-end services and/or data that its 1o

application relies on.
Product Considerations

Is the Client Interested in Stable or Emerging Technolo-
gies?

TUXEDO has been in the TP marketplace for seven years s

and has the most installations of all TP monitors. Encina,
TOP END, and CICS/6000 are relatively new and emerging.
Does the Client Plan to use Windows NT?
On Which Platforms/operating Systems do the Servers

manages and coordinates all the different resources
needed by applications, such as RDBMSs, files and
message queues to ensure completeness and integrity of
data.

Transarcs Encina—implements the fundamental services
for executing distributed transactions and managing
recoverable data, and wvarious Encina extended
services, which expand upon the functionality of the
toolkit to provide a comprehensive environment for
developing and deploying distributed transaction pro-

run? 20 cessing

TP monitor support for NT may be limited. ; e ; . )

Some TP monitors are capable of running on a wider Microsofts lrans?acuon !‘,cr\‘fer (Viper component:
variety of platforms/operating systems than others. based L sacion. procesing: systor for (Ieve]op_ mng,

Is the Project Installing a new System or Rehosting/ deploying, Al d managing hlgh.pcrromance’ and "’Fal_
downsizing an Existing Mainframe System? »s able enterprise, Internet, and intranet server applica-

The UniKix, VIS/TP, and CICS/6000 monitors were
developed specifically with rehosting in mind. TUXEDO,
Encina, and TOP END are best suited to fresh installations.

Does the System use PC-based Clients?

Each TP monitor offers different support for PC-based 30

clients. TUXEDO and TOP END currently provide DOS,
Windows, and OS/2 application programming interface
(API) support. Encina offers PC support, but this feature is
still in beta test. Several vendors have PowerBuilder and

tions. Transaction Server defines an application pro-
gramming model for developing distributed,
component-based applications. It also provides a run-
time infrastructure for deploying and managing these
applications.
Brief Product Considerations

Encina—The Encina DTP (OLTP) was built on top of
OSF’s DCE. This is both its greatest asset and curse.
DCE offers a very complete set of functions including

Visual Basic interfaces planned for their monitors, but as of 35 seeurily services, !{P C’s, & direc‘f" y service (like a

this practice aid’s printing, nothing has been released. YF“UW pages for Cll‘{m% to find services) and a Smﬂdﬂl‘}‘
On Which Platforms Will Client Applications Execute? time service, and it is truly cross-platform and is
New and re-engineered systems may be required to endorsed by most ‘s'unflt)rs. The pmhllum is that it is a

execute on a previously installed base of clients. LERUICE hpg, and is fairly slow. DCE is also somewhat
Does the System Require Integration With Other 3rd 40 immature in that there are not many tools to help you

Party Tools? administer or program applications (although many are
The client may expect the TP monitor to integrate with an on the way). Encina adds primarily a transactional

already installed base of 3rd party development tools. element a\lnd some |(‘1ad.balanf:1ng, serviees (o RPC’s. It
Does the System Require Mainframe Connectivity? ?lft(! prfmdes an easier jr_]ler[a_ce to work with (although
Of the four monitors that are evaluated in this practice aid, 45 i itis still an a_dmlmstralwc mghlmarf:},

all of them offer varying levels of mainframe connectivity. _ The good news is that the tools are gelling better all of the
Does the Client Have Existing Personnel With time. Also, Encina is very scalable and services can be on

Mainframes—CICS Experience? any machine in the network. Finally, Encina’s load balanc-
CICS/6000 has a programming interface similar to main- '“8 is quite good, much better then native DCE or Tuxedo.

frame CICS. The learning curve for mainframe CICS pro- 5o luxedo

grammers to use CICS/6000 would be minimal; for these Functionality

same personnel to program using TUXEDO, Encina, or TOP Can handle a large number of concurrent client applica-

END, the learning curve would be substantial. On the other tions

hand, because CICS/6000°s administrative facilities are not Can handle a large volume of through-put (ex. 1000+TPS)

similar 10 mainframe CICS, administrative personnel will 55 Scaleable (handle many clients or a few without code

face a steep learning curve: they will need to learn UNIX, rewrite)

DCE, and Encioa (he Jayers on witich CICS/6000 1s buill). Supports Transactions, including XA transactions

(NOTE: VIS/TP and UniKix are also implementations of Hus s own i i coure i

CICS in the UNIX environment, but they ere not included in st S OWN lransaclion resource manager

this evaluation.) o Guaranteed message delivery using a stable storage queue

Possible Product Options Q) .
Tuxedo; CICS/6000; Encina; MS Transaction Server; Future service delivery using/Q (usually for baich

Sybase Jaguar; TOP END; openUTM; TransIT Open/OLTP processing)
Below are commonly used transaction monitors: Can prioritize messages- most important get processed
BEA TUXEDO—provides a robust middleware engine 65 sooner.

for developing and deploying business-critical client/
server applications. BEA TUXEDO handles not only

Supports many platforms (all UNIX, NT, all common
client platforms)
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Tuxedo supports C, C++, and Cobol development
Can be used for basic ¢/s messaging
Supports conversational messaging between a client and
a specific server
Peer-to-peer, client-to-client messaging is supported
Unsolicited messaging is supported for client processes
Asynchronous service calls can be made by client and
SETVEr processcs

98

Single threaded servers requires an upfront packaging
design.

Difficult to debug servers

Does not work well with Pure Software products: Purify,
Quantify

Servers must be programmed to support client context
data management

Difficult to do asynch messaging in 3rd party Windows
3.x client tools (ex. PowerBuilder)

Synchronous service calls can be made by client and 10 Resource Management 260@
SEIVEr Processes A Resource Manager provides for concurrency control
; and integrity for a singular data resource (e.g., a data base or
Synchronous calls that receive no return message are a file system). Integrity is guaranteed by ensuring that an
supported b ) >
. . update is completed correctly and entirely or not at all.
Very good security- must connect 10 access services 15 Resource Management Services use locking, commit, and
Security can be integrated w/Kerberos rollback services, and are integrated with Transaction Man-
Has many different buffer types: view to pass C structs, agement Services.
FML to pass anything, carrays to pass binary (sound, Transaction Manag ¢cment 2606
video), strings to pass strings ) Transaction Management Services coordinalf: lransac-
FML allows dynamic messages to be sent/received 20 tions across one or more resource managers either on a
Automatic error logging for Tuxedo components (ULOG S¥e. achins ar. mitldpla: machines withitl the. nsiwork.
2 Transaction Management Services ensure that all resources
lag‘cm‘]og) . . for a transaction are updated, or in the case of an update
Application code can wrile 1o the ULOG with a Tuxedo failure on any one resource, all updates are rolled back.
API (error logging provided) o5 This services that allow multiple applications to share
Automatic process monitor for process that die or  data with integrity. The transaction management services
machines that get partitioned help implement the notion of a transaction—a set of com-
Service location independency (distribution/directory putations producing changes 1o recoverable data which
services) demonstrate the ACID properties:
Platform independency-handles data conversion 3 Atomicity—all changes are made completely
Built in data compression (if desired) (committed) or not at all (roll-back).
Built in performance measurement feature for services Consistency—the effects of a transaction preserve invari-
Built in admin functions to monitor Tuxedo system online anllpropt:rllcs. . .
(tmadmin) [S.()Iallon—mlerr.nedlatu data values are not visible to
Aserver can be called based on data in the message (Data = olhe—r-transaclmn_s. :
Dependent Routing) Durab1]ny—1hc effect of a completed transaction are
= y — persistent.
Customizable server start-up and shutdown functions are Too-Phase Chnbnit s a Teative foind fo-dbwibied
automatically called. d - ) ; =
. . ) atabase management systems and online transaction pro-
,"Dumafns allow independent Tuxedo regions to share 40 cessing (OLTP) monitors to ensure information integrity
services across distributed databases. With this feature, a transaction
Extensions to execute IMS and CICS transactions from is only commited if two databases have the necessary
UNIX (Open Transport) information. If a problem arises on a network connection or
Subscribe and Broadcast supported a compulter, the software will roll the transaction back so it
APIs to get admin and system monitoring data for custom *° will not be entered in either place. A restart mechanism may
operation tools then retriy to complete the transaction.
JOLT (java to access Tuxedo servers) Possible Pruductl Options )
Other Reasons to Use Tuxedo Tuxedo; Encina; TOP END; CICS/6000; openUTM;
Tuxedo is the market leader OLTP 0 I'l‘.:lI:ISIT Dpcn;()[.l_l‘_ y
Tuxedo is a proven product used in mission critical 'I‘ransaclgon Pamgllompg 26‘08 ; :
systomis-govt. and Boancial) lrapsacllop Partltlfmmg bcrvnf:cs _pmvldc ﬁupgorl‘for
. 3 . i mapping a single logical transaction in an application into
Tuxedo can be used 1o develop highly-available systems the required multiple physical transactions. For example, in
(24x7) a package or legacy rich environment, the single logical
Has been implemented with PowerBuilder, VisualBasic, 55 ransaction of changing a customer address may require the
Motif clients, and unix batch systems. partitioning and coordination of several physical transac-
Cons of Using Tuxedo tions to multiple application systems or databases. Transac-
Tuxedo for basic ¢/s messaging is overkill. tion Partitioning Services provide the application with a
Expensive to purchase ~ simple single transaction v%cw.
Can be complicated to develop with and administer %0 Implementation Considerations . )
System performance tuning requires an experienced Tux- Must 1he System Suppo ngm‘a] "I:ransaclmns That
e admiinisiraiar E)ccu; Across Heterogenous Application Servers and Data-
Uses IPC resources and therefore should not be on same st
machine w/other IPC products 65 EXAMPLE

Must be understood thoroughly before design starts. If
used incorrectly, can be very costly.

In a given application, a single business process of
updating a customer record requires an update to a table in
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a UNIX based relational database and then an update to a
table in a MVS DB2database. Although there are two
physical transactions occurring, this entire business process
is represented as a single logical transaction. Transaction
Partitioning services allow the application to ensure that the
individual transactions occurr across the different UNIX and
MVS systems and that the single logical transaction is
completed and successful when the individual physical
transactions are completed and successful.

100
ences to basic job function information which may be used
by Integrated Performance Support or Workflow Services.
Implementation Considerations

Is There a Need for the Application to Have its own
Profile File?

All MS Windows based application maintain their own
profile file (XXXXXXXX.INI) that is used during applica-
tion startup, execution, and shutdown. This is a flat text file
that contains information that can be used by the application
during various phases of execution. For example, if an

ENVIRONMENT 1016,1018 10 application needs to connect to a database engine/server, it

FIG. 27 illustrates various components of the Environ- needs 1o know, during startup, various information like—
mental Services of the Neteentric Architecture Framework. database name, the server name, login ID, etc. Instead of
Environment Services provide miscellaneous application hard coding all these information in the application
and system level services that do not deal directly with executable, this information can be stored in the profile file
managing the user-interface, communicating to other '3 for flexibility. In the future, if the database server name
programs, or accessing data. should change, this change only needs to be entered in the

Runtime Services 2702 applications proﬁlg: file. ) ]

Runtime services convert non-compiled computer lan- _ In some cases, it hf’ls been scen that this proﬁic informa-
guages into machine code during the execution of a pro- | leog _h:}s bcen_ hard coded n that appllcall0n§ e)‘ceculable
gram. 20 |llsclll, l:hl.S will work, but, it rr_la%{ulzs the application more

rigid with no room for any flexibility.

Language Interpreter 2704‘ Environment Verification 2714

_ Language Interpreter Services decompose a 4th gencra- Environment Verification Services ensure functionality by

tion and/or a scripting languages into machine code moniloring, identifying and validating environment integrity

(executable code) at runtime. 25 prior and during program execution. (e.g., free disk space,

Possible Produet Options monitor resolution, correct version). These services are
VBRUN300.DLL invoked when an application begins processing or when a
VBRUN300.DLL—runtime Dynamic Link Library that  component is called. Applications can use these services to

supports programs written in Visual Basic. verify that the correct versions of required Execution Archi-
Virtual Machine 2706 a0 tecture components and other application components are
Typically, a Virtual Machine is implemented in software available.

on top of an operating system, and is used to run applica- Implementation Considerations

tions. The V'era! M_achinc provides a Ia‘ycr of abﬁi‘lruclion In client/server applications, it may be necessary to imple-

between the applications and the underlying operating sys-  ment Environment Verification Services to ensure that the

tem and is often used to support operating system indepen- 35 client and server applications are of a compatible release
dence. level.

Possible Product Options ActiveX framework provides services for automatic
Java virtual machine; Smalltalk virtual machine installation and upgrade of ActiveX controls. When using
Virtual machines such as the Java virtual machine or the IE, i.c., Microsoft’s Web browser, because of its integration

Smalltalk virtual machine implement their own versions of 45 with Windows 08, ActiveX controls can be automatically

operating system services in order to provide the application installed and automatically upgraded on the users machine

with complete platform independence. without the developer adding any additional code.
Java virtual machine—software implementation of a Task and Memory Management 2716
“CPU” designed to run compiled Java byte code. This Task & Memory Management Services allow applications
includes stand-alone Java applications as well as 45 and/or other evenls to control individual computer tasks or
“applets” that are downloaded and run in Web brows- processes, and manage memory. They provide services for
ers. scheduling, starting, stopping, and restarting both client and
Smalltalk virtual machine—runtime engine that interprets  server lasks (e.g., software agents).
application code during execution and supports plat- Implementation Considerations
form independence. 50 Memory management, the allocating and frecing of sys-
System Services 2708 tem resources, is one of the more error prone development
Services which applications can use to perform system- activities when using 3GL development tools. Crealing
level functions. These services include: System Security architecture services for memory handling functions can

Services, Profile Management Services, Task and Memory reduce these hard to debug errors.

Management Services, and Environment Verification Ser- 55 Java removes, in theory, the problem of memory

vices. management, by providing a garbage collector; although, its
System Security 2710 implementation is not very efficient in current implementa-
Syslem Security Services allow applications 1o interact tions of Java. Future releases of the Java VM promise a

with the operating system’s native security mechanism. The background-running garbage collector with significantly
basic services include the ability to login, logoff, authenti- 60 increased performance.

cate to the operating system, and enforce access control to Application Services 2718

system resources and executables. Application Services are miscellaneous services which
Profile Management 2712 applications can use for common functions. These common
Profile Management Services are used to access and functions can apply to one application or can be used across

update local or remote system, user, or application profiles. 65 applications. They include: Application Security Services,

User profiles, for example, can be used to store a variety of
information such as the user’s language and color prefer-

Error Handling/Logging Services, State Management
Services, Help Services, and Other Common Services.
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Application Security 2720
Besides system level security such as logging into the
network, there are additional security services associated
with specific applications. These include:

User Access Services—sel of common functions that limit
application access to specific users within a company or
external customers.

Data Access Services—set of common functions that limit
access to specific data within an application to specific

102

Logging

Logging must be done, however to mitigate problems,
centralize logs and create a standard, usable log format. 3rd
party logs should be mapped into the central format before
any analysis is attempted.

In a Neteentric environment, errors are rarely logged on
the client machine (one exception may be for an intranet
type application).

Logging can add much stress to a Web server and logs can
grow very large, very quickly, so do not plan to log all

g : 3 10 :
us'._rs oruser l):pcs‘(c.g,, SEAILIAry managcr).' errors—capture only those which are deemed necessary for
Function Access Services—set of common functions that processing exceptions.
limit access to specific functions within an application State Management 2724
to specific users or user ypes (¢.g., secretary, manager). State Management Services enable information to be
Implementation Considerations 15 passed or shared among windows and/or Web pages and/or

In the Netcentric environment, application security
becomes a more critical component primarily because there
are more types of users (e.g., employees, customers) and
additional types of transactions (e.g., e-commerce, help-
desks). In traditional client/server environments most users
are employees of the company. In Netcentric environments
there are typically also external users (e.g., vendors, regis-
tered users) and the general public. Usually, different types
of users have different application security requirements
limiting what data they can see and what functions they can
execute. Also, new types of transactions such as verifying
credit when doing e-commerce transactions also require
additional application securily services.

Error Handling/Logging 2722

Error Handling Services support the handling of fatal and

2
n

across programs. So lets say several fields in an application
need to be passed from one window to another. In pseudo-
conversational mainframe 3270 style applications passing
data from one screen to another screen was done using
Context Management Services that provided the ability to
store information on a host computer (in this paper the term
Context Management refers to storing state information on
the server, not the client), Client/server architectures sim-
plified or eliminated the need for Context Management
(storing state information on the server), and created a need
to store state information on the client. Typically, in tradi-
tional client/server systems this type of state management
(i.e., data sharing) is done on the client machine using
hidden fields, global variables, messages, files or local
databases.

3
non-fatal hardware and software errors for an application. 20 The popularity of the Internets HTTP protocol has revived
An error handling architecture takes care of presenting the e potential need for implementing some form of Context
user with an understandable explanation of what has hap- Management Services (storing stale information on the
pened and coordinating with other services to ensure that  gerver), The HTTP protocol is a stateless protocol. Every
transactions and data are restored to a consistent state. 15 connection is negotiated from scratch, not just at the page
Logging Services support the logging of informational, ™ jevel but for every element on the page. The server does not
error, and warning messages. Logging Services record appli- maintain a session connection with the client nor save any
cation and user activities in enough detail 1o satisfy any audit information between client exchanges (i.e., web page sub-
trail requirements or to assist the systems support team in mits or requests). Each HTTP exchange is a completely
recreating the sequence of events that led to an error. 40 independent event. Therefore, information entered into one
Implementation Considerations HTML form must be saved by the associated server appli-
Error Handling cation somewhere where it can be accessed by subsequent
Primarily there are three types of errors: sysiem, archi-  proorams in a conversation.
tecture and application. Advances in Netcentrie technologies now offer additional
System errors occur when the application is being 45 options for implementing state management on!both the

executed and some kind of serious system-level incom-
patibility is encountered, such as memory/resource
depletion, database access problems, network problems
or printer related problems, because of which the

client and server machines.

Possible Product Options
NetDynamics Inc. NetDynamics
NetDynamics Inc. NetDynamics

application cannol proceed with its normal execution. 55 NetDynamics provides built-in, developer-definable ses-
Architecture errors are those which occur during the sion and state management. The Persistence Engine
normal execution of the application and are generated (PE), part of the NetDynamics application server,
in architecture functions that are built by a project stores all relevant information about a user. Everything
archilecture team lo isolate the developers from com- from the WebID 1o the exact table row the user is
plex coding, to streamline the development effort by 55 currently viewing can be maintained in the PE. Net-
re-using common services, ete. These architecture Dynamics maintains state information on both the
functions perform services such as database calls, state server and on the client page. Application state infor-
management, ele. mation is maintained by the application server, and
Application errors are also those which occur during the local state information is maintained on the page.
normal execution of the application and are generally &0 NetDynamics provides manipulatable state objects for

related to business logic errors such as invalid date,
invalid price, etc.

Typically an application is written using a combination of
various programming languages (¢.g., Visual Basic and C).
Therefore, a common error handling routine should be
written in a language that can be called from any other
language used in the application.

o

both server and page state information.
Codes Table Service 2726
Codes Table Services enable applications to utilize exter-
nally stored parameters and validation rules. For example,
an application may be designed to retrieve the tax rate for the
State of Illinois. When the user enters “Illinois” on the
screen, the application first validates the user’s entry by

SAP - Exhibit 1105
SAP v. Valtrus et al. - IPR2025-00420
Page 176 of 281



US 6,615,253 Bl

103

checking for its existence on the “State Tax Table”, and then
retrieves the tax rate for Illinois. Note that codes tables
provide an additional degree of fexibility. If the tax rates
changes, the data simply needs to be updated; no application
logic needs to be modified.
Implementation Considerations

Is There a Need for the Codes Table Functionality?

Most applications need code/decode facility. For
example, an application may need to store codes like—error

104

Does the System Deal with High Database Accesses?

As mentioned in the Codes Table Component, sometimes
it is necessary to cache the data in the memory for faster
access and less database hits. This a feature that some
architectures provide as a set of memory management APIs
lo create the cache area in the client platforms memory for
the data to reside.

Application Integration Interface 2734

An Application Integration Interface provides a method or

severily codes, elc., stored in a table (may be a cached lable) 10 gateway for passing context and control of information to an
instead of in the executable itself. In some cases, where there  ©Xternal application. The Application Integration Interface
is a small amount of information that needs to be stored in ?Pccmcs how ipformalion WiIH b‘- passed and defines !hc
the codes table, the profile file (mentioned above) can be interface by which other applications can expect to receive
used instead of the codes table. But in cases where the codes  information. External applications in this context could
table needs to be used quite extensively, then storing the 15 include any_’lhmg from Integration Performance Support
code/decode information in the profile file will slow down systems to ERP systems like SAP or Peoplesoft 1o external
the performance of the application because of the overhead custom applications that have been previously developed by
of accessing flat files. the client.
What Basic Services an Architecture Should Provide in Implementation Considerations
Terms of Managing/Using Codes/decodes Functionality? 20~ Where possible, Application Integration Interfaces should
In cases where the application requires extensive use of make use of the Component Model defined by the project to
codes table, the architectures Code/Decode component broker iﬂf(‘{m‘ﬂli(‘“ (ie. OI:EJ’ COM interfaces) as opposed to
should provide the application developers with a set of API custom building data sharing modules.
that can be used to use code/decode tables. This component Component Framework 2736_ ) o
should also provide the option of caching all or parts of the 2s  Component Framework Services provide an infrastruc-
codes table in the application machines memory for casier  ture for building components so that they can communicate
and faster access. within an application and across applications, on the same
Where Should Code/Decode Information be Stored and machine or on multiple machines across a network, to work
Maintained? together. COM/DCOM and CORBA described in Commu-
Code/decode information can be stored at any layer of an 30 nication Services are the two leading component industry
n-tier architecture—client, application server, or database. standards. These standards define how components should
The decision will need 1o be based upon codes table size and be built and how they should communicate.
number, information update frequency, and write-access 1o Object Request Broker (ORB) serviees, based on COM/
the client machine or device. DCOM and CORBA, focus on how components communi-
Active Help 2728 35 cate. Component Framework Services, also based on
Active Help Services enable an application to provide CORBA and _(_‘OMIDCOM, focus on pow components
assistance 1o a user for a specific task or set of tasks. should be by;]l, The currently 2 dominant Component
Context-sensitive help is most commonly used in applica- Frameworks include:
tions today, however this can imply more “active” support 1. ActiveX/OLE—ActiveX and Object Linking and
that just the F1 key. Typically, today’s systems must be 40 Embedding (OLE) are implementations of COM/
architected to include Help that is aware of both the user’s DCOM. ActiveX is a collection of facilities forming a
environment, process and context, and in this sense can be framework for components to work together and inter-
called “active”. Active Help services may include compo- act. ActiveX divides the world into two kinds of
nents like Wizards for walking a user through a new process, components: controls and containers. Controls are rela-
stored or real-time multi-media support, on-demand Com- 45 tively independent components that present well
puter Based Training, etc. defined interfaces or methods that containers and other
Other Common Services 2726 components can call. Containers implement the part of
Catchall category for additional reusable routines useful the ActiveX protocol that allows for them to host and
across a set of applications (e.g., Date Routines, Time Zone interact with components—forming a kind of back
Conversions, Field Validation Routines). 50 plane for controls to be plugged into. ActiveX is a
Implementation Considerations scaled-down version of OLE for the Internet. OLE
Does the Client Operate in Different Date/time Zone? provides a framework to build applications from com-
In most large scale distributed applications, the client and ponent modules and defines the way in which applica-
the server applications (or machines) are scattered over tions interact using data transfer, drag-and-drop and
different time zones. This forces the client applications and 55 scripting. OLE is a set of common services that allow
the server hosts to deal with date and time zone conversions components to collaborate intelligently.
(like -CST to PST, ete.) in order to use or display their local In creating ActiveX from OLE 2.0, Microsoft enhanced
time accurately. Most of the architectures provide a base st the framework to address some of the special needs of Web
of APIs that can be used by the applications to convert the style computing, Microsofts Web browser, Internet Explorer,
data/time as needed. 60 is an ActiveX container. Therefore, any ActiveX control can

Does the System Requires Customized Date/time Format
for Display Purposes?

Many systems, for cerfain business reasons, need custom-
ized date and time formats for display and storage purposes.
In order to do that, the architecture should provide a set of
APIs that will allow the sysiem to convert data and time
from one format to the other.

5

be downloaded to, and plugged into the browser. This allows
for executable components to be interleaved with HTML
content and downloaded as needed by the Web browser.

2. JavaBeans—is Sun Microsystems proposed framework
for building Java components and containers. The
intent is to develop an API standard that will allow
components developed in Java (or beans), to be embed-
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ded in compeling container {rameworks including
ActiveX or OpenDoc. The JavaBeans API will make it
easier Lo creale reusable components in the Java lan-
guage.

Other component frameworks include:

OpenDoc—CT Labs was formed in 1993 and created the
OpenDoc architecture to provide a cross-platform alter-
native component framework—independent of
Microsofts OLE. The OpenDoc architecture is con-
structed from wvarious technologies supplied by its
founding members—IBM, Apple and Word Perfect.
The technologies include: Bento (Apples object storage
model), Open. Scripting Architecture (OSA—Apples
scripting architecture) and SOM/DSOM (IBMs System

0

106
ing components at a level at which they can be distributed
cfficiently to all users when business logic changes occur. If
the application is large, perhaps it is better to package the
application by breaking it up into process components such
as customer maintenance, sales order maintenance, etc. So
when a change to one of the processes occurs, only the
component which contains that process needs to be distrib-
uted to client machines, rather than the whole application.
For example, a developer can create an ActiveX control that
will encapsulate the Employee Maintenance Process, which
includes adding new employees, updating and deleting
existing employees. This ActiveX control can be a part of an
overall human resource intranet application. When the func-
tionality within the Employee Maintenance Process

5 changes, the next time the user accesses the human resource

Object Model/Distributed SOM). IBMs SOM architec- 15 ECS, ; ;
ture provides analogous services to that of Microsofts application from the Web browser, ActiveX technology will
DCOM architecture. automatically download the latest version of the ActiveX

OpenDoc provides an open compound document infra- control containing the most recent update of the Employee
structure based on CORBA. It uses CORBA as ils object Maintenance Process to the client machine, if the client
model for inter-component communications. OpenDoc 2p machine does not have the latest version.
architecture provides services analogous to those provided Component Architectures Typically Employ of a Three-
by OLE and OpenDoc components can also inter-operate tier Component Architecture Utilizing the Following Three
with OLE components. The OpenDoc equivalent of an Types of Components:
object is termed a part. Each type of part has its own editor User Interface, Process, and Df)main, While these three
and the OpenDoc architecture has responsibility for han- 5 component types may go by different names on different
dling the communications between the distinet parts. projects, they all follow the same basic patiern and are

Supporters claim OpenDoc provides a simpler, more briefly explained below:
technically elegant solution for creating and manipulating User Interface components typically contain nothing
components than does OLE. The drawback is that OpenDoc more than the logic required to manipulate input and
is not yet commercially proven, like OLE. Ironically, one of g output to the user. This can include input validation
the more popular uses of OpenDoc tools is for creating and requiring no additional server data, as well as simple
implementing OLE clients and servers, Because OpenDoc calculations associated with field display. In addition,
provides a more manageable set of APIs than OLE, it may logic associated with dynamically changing the display
be that OpenDoc gains initial acceptance as an enabler of (¢.g., a checkbox entry causes a field to become
OLE applications before becoming recognized as a complete 33 disabled) is placed here.
component software solution itself. Process components typically contain the logic associated

ONE—Open Network Environment (ONE) is an object- with business transactions performed on data. This is

oriented software [ramework from Netscape Commu- often the point where transaction commit/rollback
nications for use with Internet clients and servers, occurs. These components are typically invoked by the
which enables the integrating of Web clients and serv- 40 User Interface components.
ers with other enterprise resources and data. By sup- Domain components typically contain the logic associ-
porting CORBA, ONL-enabled systems will be able to ated with accessing and maintaining business entities,
link with object software from a wide array of vendors, i.c., data. These components are usually invoked by
including IBM, Sun Microsystems, Digital Equipment, Process components when requiring access lo or
and Hewlett-Packard. Netscape is positioning ONE as 45 manipulation of data. However, in addition to data
an alternative to Microsoft’s Distributed Common access, these components may often be used to perform
Object Model (DCOM). ONE also complies with Sun manipulations involving the processing of data within
Microsystems Java technology. the domain of that component. For example, a Cus-
Implementation Considerations tomer Domain component might be requested to deter-

An architecture that utilizes components brings many of 50 mine if it’s credit limit had been exceeded when
the benefits of object orientation to applications. provided with a new invoice amount.
Component-based or document-centric applications are Build vs. Buy
composed of intelligent components, each of which contains There is an explosion of components available in the
logic, possibly data and a set of well defined interfaces or markel place and the ease of accessing and down loading
APIs 1o the services they provide (e.g., a customer compo- 55 components from the Internet; the decision to buy or build
nent or an Excel chart component). The similarities to object a component is as real as ever. In general clients expect more
oriented are more than just coincidental. Component soft- justification of a build decision v. a buy decision. Feel out
ware is viewed by many as a more viable object approach the client and the expectations and requirements they may
focusing on larger grain of modularity and reuse. have.

Two important issues driving the decision around what s0  Components are a viable option and should be researched,
should be a component are software re-use and software even includingeven simple Ul controls available on the
packaging. Software re-use will primarily stem from defin- Internet. Look at market trends to determine which
ing components at a level at which they can be re-used applications/components can meet the bulk of the system
within the same application and across many applications. needs.

Although re-usable components can be at any level, more 65 Operating System 2738

often they will probably be at an object level where they are
more granular, Software packaging will be driven by defin-

Operating System Services are the underlying services
such as multi-tasking, paging, memory allocation, elc.,
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typically provided by today’s modem operating systems.
Where necessary, an additional layer or APIs may be pro-
vided to gain either operating system independence or a
higher level of abstraction for application programmers.
Possible Product Options

Microsoft Windows; Windows 95; Windows NT; Macin-

tosh 08; 0S/2 ; Unix and Java OS
BASE SERVICES 1020

Component Description

108
deploy Netcentric applications. Netscape Enterprise
Web Server is built on open Internet standards that
enable information and applications to scale easily.
Supports S-HTTP, Java, and SNMP.

Microsoft Internet Information Server (IIS)

A free add-on product for NT Server that implements
basic HTTP services. Future versions of NT Server (4.0
and beyond) will have HTTP features built directly into
the operating syslem.

Oracle WebServer

10
FIG. 28 illustrates the Base Services of the Netcentric A multi-threaded HTTP server that provides integrated
Architecture Framework. Base Services provide server- features fqr translating and d;sp_atchmg f:llcm 1-[\1 e
based support for delivering applications to a wide variety of Ieimsls ‘clare_cl])r 0 s el Server usimp PLSQL:
users over the Internet, intranet, and extranct. The informa- Push _Pul] i?er\-"lces (284"). X ; ; ,
tion about these services in the Netcentric framework may 13 Eysh/Pall Sccvices alloyv $0p Trifest 18 pRInCuleT place
be limited based on the least common denominator. For f‘f mforrpallon . be wg'smfmj And then change.? OF e
more detailed information about these components refer also mfnr_n}ahnn to be oomTunlc?lcd to the suf!scrlhcr ljsl,
to the following frameworks in SAF and/or DAF. Traditional Internet users “surf” the Web by actively moving
) o T from one Web page to another, manually scarching for
Batch ]J"’]"‘”‘r}' Vehicle ) ) . 2 content they want and “pulling” it back to the desktop via a
Collaboration Framework for Structured Information ~ graphical browser. Bul in the push model, on which sub-
(Workﬂ:"rW) seription servers are based on, content providers can broad-
Web Services (2820) L cast their information directly to individual users’ desktops.
Web Server Services enable organizations to manage and The technology uses the Internet’s strengths as a two-way
publish infnrmati_nn and dcplfly Neteentric applicati()ns over . conduit by all-.::wing people 1o specify the type of content
the Inlcmpt anq intranet environments. These services sup- — they want to receive. Content providers then seek to package
port the following: the requested information for automatic distribution to the
Managing documents in most formaits such as HTML, user's PC.
Microsoft Word, ete. Depending upon requirements, synchronous or asynchro-
Handling of client requests for HTML pages. A Web 3 nous push/pull services may be required. Synchronous push/
browser initiates an HTTP request to the Web server pull services provide a mechanism for applications to be
either specifying the HTML document to send back to notified in real time if a subscribed item changes (e.g., a
the browser or the server program (e.g., CGI, ASP) to stock ticker). Asynchronous push/pull services do not
execute. If the server program is specified, the Web require that a session-like connection be present between the
server execules the program which generally returns a 55 subseriber and the information. Internet ListServers are a
formatted HTML page to the Web Server. The Web simple example. Subscribers use e-mail to register an inter-
server then passes this HTML page just as it would any  est in a topic and are notified via e-mail when changes occur
standard HTML document back to the Web browser. or relevant information is available. Asynchronous push/pull
Processing scripts such as Common Gateway Interface services can be useful for pro-actively updating customers
(CGI), Active Server Pages (ASP). Server side seripting 4, on changes in order status or delivering information on new
enables programs or commands to be executed on the server products or services they have expressed an interest in.
machine providing access 1o resources stored both inside PointCast; Marimba; IBM/Lotus; Microsoft; Netscape;
and outside of the Web server environment. For example, America Online; BackWeb; Wayfarer
server side scripts can be used to process requests for Castanet from Marimba—distributes and maintains soft-
additional information, such as data from an RDBMS. 45 ware applications and content within an organization or
Caching Web pages. The first time a user requests a Web across the Internet, ensuring subscribers always have
page, the Web server retrieves that page from the the most up-to-date information automatically.
network and stores it lemporarily in a cache (memory PointCast—news network that appears instantly on the
on the Web server). When another page or the same subscribers computer screen.
page is requested, the Web server first checks to see if 55 Batch Services (B2060)
the page is available in the cache. If the page is Batch processing is used to perform large scale repetitive
available, then the Web server retrieves it from the  processing where no user involvement is required as well as
cache, otherwise it retrieves it from the network. reporting. Arcas for design attention include scheduling,
Clearly, the Web server can retrieve the page from the  recovery/restart, use of job streams and high availability
cache more quickly than retrieving the page again from 55 (c.g. 24 hour running). In addition close attention must be
its location out on the network. The Web server typi- paid to performance as batch systems usually must be
cally provides an option to verify whether the page has processed within strict batch windows.
been updated since the time it was placed in the cache, The design of batch architectures is often complicated
and il it has to get the latest update. considerably by the fact that batch jobs must be able to run
Possible Product Options 60 concurrently with on-line systems. The general globalization
Netscape Enterprise Web Server; Microsoft Internet of companies requires that he on-line systems must be
Information Server (IIS); Oracle WebServer available on a close 1o 24x7 hours basis, eliminating the
The following are relevant products for providing or traditional batch windows. Concurrent batch and on-line
implementing HTTP Web Server Services: processing poses serious challenges to data integrity,
Netscape Enterprise Web Server 65 throughput and performance.

An enterprise-strength Web server that enables organiza-
tions to manage and publish their information and

Batch application programs can include business process-
ing such payroll, billing, etc. and can also include report
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generation. This is an often overlooked area in client/server
architeetures. Traditional client/server solutions and Neteen-
tric solutions often require batch processing, but unlike the
mainframe, the typical platforms and development environ-

Event-driven: This report type includes reports whose
generation is triggered based on a business or system
event. An example here would be a printed trade slip.

REPORTING APPLICATION FRAMEWORK

ments used often do not have buill-in batch or reporting 5
architecture facilities. FIG. 29 shows the major components of the reporting
Batch processing should be used in preference to on-line  application framework:
modules when: Report Initiation (2900)
The same process, or sel of Processes, must t{" applied to The report initiation function is the interface for reporting
many data entities in a repetitive and predictable fash- 19 4551ications into the report architecture. The client initiates
1on. a report request to the report architecture by sending a
There is cither no manual clement to the process or the message 1o the report initiation function. The responsibility
manual element can be completely separated from a of report initiation is to receive, identify, and validate the
batch element. _ request and then trigger the report build process. The main
The volume of information to be presented to a user is too 1* components of reporting initiation are the following.
greal to be processed on-line or it can be better printed in Receive, identify, and validate a report request. The
batch. identification function determines general information
Related Patterns about the request, such as report type, requester, quan-
For more detailed information about component based 5 tity to be printed, and requested time. Based on the
batch design patterns, refer also to the Batch patterns in the *¢ report type, a table of reports is examined in order to
Patterns section: gather additional report-specific information and per-
Base Services Patterns Overview form required validation routines for the report request.
Abstraction Factory After the report identification and validation functions
Batch Job 25 have been sgccessfully (:()mp]clel{, lhc.ltcpurting pro-
BUW-—Batch Unit of Work cess can continue. If any errors are identificd, the report
Prorassing Prasling initiation luncpon will return an error message lo the
ocessing Pipeline e s
ol requester application.
Report Services (2880 Initiale reporl execution. The initiate reporl execution
Report Services are facilities for simplifying the construc- function processes the report profile and specific distribution
tion and delivery of reports or generated correspondence. 30 requirements and determines the report to be created. It then
These services help to define reports and to electronically passes control to the report execution process.
route reports to allow for online review, printing, and/or Report Execution (2902)
archiving. Report Services also support the merging of Report execution is the core of the reporting application
application data with pre-defined templates to create letters framework. The main components of report execution
or other printed correspondence. Report Services include: 35 ;o 0.
Driver Services. These services provide the control struc- Format the report. This function is responsible for for-
ture and framework for the reporting system. malting the layout of the outputied report, including
Report Definition Services. These services receive and standard headers, column headings, row headings, and
identify the report request, perform required validation i other static report information.
routines, and format the outputted repori(s). After the Collect the information. This function is responsible for
request is validated, the report build function is initi- collecting the information (for example, data, text,
ated. image, graphics) that is required for the report. This
Report Build Services. These services are responsible for function would utilize the Information Access Services
collecting, processing, formatting, and writing report 45 component of the client/server architecture.
information (for example, data, graphics, text). Format the information. This function is responsible for
Report Distribution Services. These services are respon- formatting the collected information into the appropri-
sible for printing, or otherwise distributing, the reports ate display format based upon the report type and the
10 users. report distribution requirements.
FUNCTIONS AND FEATURES OF A REPORT 50 Ou{Pul Ilhe report. ThIS function ini.lial.cs the report dis-
ARCHITECTURE tribution function in order to distribute the created
: ; G : report Lo the specified devices (printers, disks, and so
I'he report architecture within Environment Services sup- forth) and individuals.
ports the generation and delivery of reports. Applications The process of collecting, processing, formatting, and
request report services by sending a message 1o the reporting 55 guiputting report data can be accomplished in several dif-
framework. ferent ways. For example, one method is to create a program
The following types of reports are supported by the in C for each report format. Here, many aspects of report
reporting application framework: printing—such as page size, headings, footings, and printer
Scheduled: Scheduled reports are generated based upona  control values—would have 1o be programmed in function
time and/or date requirement. These reports typically 60 calls to facilitate the report programming process. Informa-
contain statistical information and are generated peri- tion access lo files or the database would be through Infor-
odically (invoices and bills, for example). mation Access Services.
On-demand: Some reports will be requested by users with Another option is to use a third-party report tool, such as
specific parameters. The scheduling of these reports, the SOR (Structured Query Report Writer) from SQL Solu-
the formatting, and/or the data requirements are not 5 tions. SQR is a robust report generator designed 1o be used

known before the request is made, so these factors must
be handled at re quest time.

with SQL-based relational databases. SQR insulates the
developer from programming in a third generation language
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by providing a higher-level programming language. SQL
queries (Information Access) are placed directly into the
SOR program.

Report Distribution (2904)

The final requirement of the reporting application frame-
work is the report distribution function. Once the report has
been generated, it must be distributed to the specified targets
(devices and/or users). The report distribution function will
locate completed report files and route them to the appro-

112
which request report status, print or delete a previously
generated reporl.

All application-defined report writer modules invoke an
API 10 update the report status table with a status of
“completed” after a report has been produced or with “error”
if the report cannot be generated. An AP is also provided to
print the report after the generation if specified in the
original request.

Processed report records are removed from the table only

priate devices within the client/server network. 10 after the output reports have been archived. Implementation

Typically, a report distribution database is used to specify and frequency of this table cleanup is to be determined in
the destinations for each report supported by the, report systems management design.
architecture. The report distribution database specifics Report Process Flows
where, when, how, and to whom to distribute the produced Report processing is message-driven. Each defined API
report. Specific destinations can include: printer(s), user(s), 15 sends a unique message to the report process. The report
user groups, archives (permanent storage), and/or specific process reads the messages from a queue and invokes the
display devices such as workstations and terminals. appropriate modules to handle each request. Subsequent

Several additional options exist for distributing reports process flows differ based upon the requested service. In the
including timed reporting, multiple copy distribution, and case of a report generation request, the process flow pro-
report archiving. Also, a user interface function can be built 20 ceeds as follows:
to open and browse report files. A record is added to the report status table.

CUSTOM REPORTING APPROACHES A message is sgnt to the report writer process for imr{:e-
diate generation or to the event manager for generation

If a commercially-available reporting product can not at a specified time (report scheduling).
meet your report requirements, you may have to consider a **  ppe appropriate application report writer module gener-
custom approach. FIG. 30 illusirates an example of how a ates the report, prints it il specified in the original API
custom report architecture relates to a workstation platform request, and updates the status in the report status table.
technology architecture. A request to print a report proceeds as follows:

This custom report process is responsible f(?r processing .. The report status is retrieved from the report status table.
all fiesoRees requs:st:ng gonorahion, mdny: ulanon,_ gt d.l St The output file is located on disk and sent to the specified
buia_o n of Teparls: lhc follow_mg servwe_s arc:p F0v1dcd Iy an or default printer or the request is sent to the event
environment including a pair of workstations 3000 and a . i
server 3002: manager for report scheduling.

. Report deletion proceeds as follows:

Repori gcnt:l:almn 35 The report record is removed from the report status table.

Report de}etfon The report file is removed from disk.

Report printing ) Status information requests are performed directly from

Report status maintenance the API using Information Access Services APIs. No inter-

Report generation is supported by an additional report action with the report process is necessary, which results in
wriler process that contains all application-defined report 49 improved performance.
writer modules. These modules contain the logic to produce Modules
each of the report types that may be requested. The report FIG. 32 shows the module hierarchy for the custom report
process receives generation requests and ensures that they process. The Figure shows the relationships between
are forwarded to the report writer process at the current or modules, not their associated processing flows, It should be
specified time. All report requests are processed in an 5 ysed 1o identify the calling module and the called modules
asynchronous manner (for example, service requesters do for the process. FIG. 32 illustrates the Architecture Manager
nol wait for completion of report processing). library 3200 which supports the report process.

FIG. 31 describes the relationships between the major The functions designed to support this process are:
components of the report process 3100 and the report writer Generate Report
process 3102, 0 - :

Design Approach Get Report Status

For the report process in a client/server system, a set of Control Reports
APIs is provided for use within application programs and Request Report (b2402)
within the application report writer modules. Each API Delete Report (b2406)
requests a specific report service (generation, printing, or 35 print Report (b2404)
deletion) which is performed by a report manager module. Generate Report. This module is called to request report

The report process maintains an internal database table, a generation and printing (optional). Input data blocks specify
report status table, containing information about each report the following:
that has been requested for generation, including: ) Report name

Requester 1D o Report parameters

R“P“rf name Report generation time (default is immediately)

Date/time requested Prinler name.

Status (requested, in process, complete, or error) The report name must be one of the defined application

Report-specilic parameters. 65 report lypes. Valid report parameters vary depending on the

The requester ID, report name, and date/time are used to
uniquely identify the report. These values are passed 1o APIs

report type. Reports may be requested for generation imme-
diately or at a designated [uture time. All reports are wrillen
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to a reserved area on disk; however, specification of a printer
causes the output to be printed as well as stored on the file
syslem.

Get Report Status. The Get Report Status function
retrieves status information about all reports that have been
previously requested for generation by the calling process.
Returned is a list containing the requested data as well as the
number of reports found.

Control Reports. The Control Reports function is respon-

114

ture itself would provide support for online preview of
reports through software located on the intelligent worksta-
tion.

6. Graphical User Interface: The architecture should pro-
vide users with a graphical user interface.

7. Bilingual Support: For companies where two or more
languages are used, the report architecture must provide a
multi-national user interface. (Note that large report runs
targeted for multiple users may require the ability to change
languages during the report.)

sible for performing various operations on reports. The 10 ; A / :
following services are provided: 8. Basic Preview Fun_cnorfls: The report architecture
Delete a report request and any associated output bh({ul(l support basic preview functions. These include:
Print a previously generated report Seaniling up s dew:
P sly g POLL Scrolling left and right.
Udate: seport statis, ; ; 15 Advancing to end or beginning of report without scrolling
In all cases, the report name is passed through an input through intermediate pages.
d‘ata block. For the print service, a printer name is passed. 9. Advanced Preview Functions: In addition to the basic
For status update, the new status code is passed. preview functions listed previously, certain advanced pre-
Request Report. The Request Report function is respon- view functions may also be necessary:
sible for processing report request messages written to the 5y Page indexing (allows users to jump to speceific report
report process queue. It creates a new entry in the report pages).
status table with a status of “requested” and initiates the Section indexing (allows users to jump to specific report
report writer process for immediate generation or sends a sections).
message (o the event manager for future rcpon gcncrati'(ln. Search capabilities (allows users to search report for
Delete R‘cport, The Delete Report function is l‘l_)bp:(l_ﬂ.‘slbll: 25 occurrence of a specific data stream).
for FEMIOVING & report from ‘lhu .ch(m‘ Status list and 10. Report Level Security: Reports may occasionally
dc]cl!ng the generated 'oulput file (if z|'n)r).h < contain sensitive information. It is therefore important that
Print Report. The Print R,CPO” [um;non :.c_nd.s a’gcncralcd access lo cerlain reports be restricted to authorized users.
report output file to a specified or default printer. The report The report architecture should provide a mechanism for
name and requesting process ID is passed to identify the a0 implementing report level security. This security must be in
Tepork place on all platforms with the client/server architecture. At
EVALUATION CRITERIA !hc worlfg_roup level, the security may consist of (Iowlnload-
ing sensitive report files to a secure directory, and having the
There are two primary approaches to implementing a LLAN administrator release the report as appropriate.
reporting architecture: custom and package. Evaluating cus- 35 11. Section, Page, and Field Level Security: Defining
tom and package solutions involves both functional and security at the report section, page, or field level would
technical criteria. The following is a discussion of various provide greater flexibility in determining and implementing
functional and technical criteria that should be considered report security. This is a desirable, though not mandatory,
during the planning for a report architecture. Note that not requirement of the report architecture.
all of the criteria may be required by any particular organi- 40 12, Background Processing: The report architecture
zation. should support the processing of reports in the background
Functional Criteria. while the application works in the foreground during online
1. Report Repository: The report architecture should work hours_, In other wor'ds, P’_OC':S;‘"’:'S Ofl TEROLLs sh{\u]dh n(,\I
with, and support maintenance of, a report repository on the n-.gauvc]_y affect online response times, or tie up the user’s
platforms within the client/server architecture. The report 45 workstation. i i v :
repository contains the detailed definitions of the reports. 13. Automatic Report Addressing: The report architecture
N .. should provide a “humanly intelligible” address for all
KES gf 4 PL‘ 2EPP S LAk ] distributed reports. The address may be used by a print site
should work with and support distribution of reports gener- operator, LAN administrator, or other personnel to manually
ated on the workgroup server. I = : % AN
: . 50 sort printed output (if required). This criterion can be
3. On-Demand Reports: The report archilecture must  guiisfied by automatic creation of banner pages or other
support distribution of reports requested by users on means.
demand. Typically, these reports will not have a set schedule 14. Delivery Costing: To provide sufficient information to
or frcquc_ncy_ tor_ distribution. The report arclutectu[e must users 1o avoid accidentally downloading or printing very
support distribution of these reports without the requirement large reports during peak usage hours, a distribution costing
of manual or user intervention (subsequent to initial set up  function can be useful. This function would warn users of
and conversion). ) . reports that would overload the network or a printer. This
4. SFh‘{dU]‘_’d Reports: The report architecture must sup- costing function might provide recipients with a rough
port distribution of regularly scheduled reports. Typically,  estimate of the amount of time that distribution might take.
lh_ese_ ICpotls will have a scl scpeduie and frequency for o Finally, during the online day, the delivery costing mecha-
distribution. The report distribution package must support nism might disallow transmission of reports that exceed a
distribution of these reports without the requirement of predetermined cost.
manual or user intervention (subsequent to set up and 15. Multiple Destinations: The report architecture should
conversion). support distribution of a single report to single or multiple
5. Online Preview: The report architecture should allow 65 destinations.

preview of reports online from a user’s intelligent worksta-
tion prior to actual distribution. Ideally, the report architec-

16. Destination Rationalization: For some systems, i is
possible that multiple copies of a report will be sent to the
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same site—1o several different users, for example. In these
cases, it is highly desirable to have the report architecture
recognize these situations whenever possible and distribute
the specified report only once.
17. Automatic Printing: The report architecture should

116

be compatible with local area networks and standalone
workstation technology specified in the platform architec-
ture.

2. Wide Area Network Compatibility: Most systems will
include support for WAN communication, so the report

5
provide automatic print capabilities. Once a report has been architecture should be compatible with this environment.
distributed for printing (either through a “push” distribution 3. Technology Standards: The report architecture should
scheduling mechanism or through a “pull” user request) no be compliant with existing formal and de facto standards
further user or operations personnel involvement should be (for example, SQL Database Language, COBOL Program-
necessary 1o print ‘lhc report at the fipt:cifli}d 1ocalltar|. 10 ming Language, C Programming Language).

18. Multiple Print Destinations: The report architecture 4, External User Directory: The report architecture should
should support distribution of reporis for printing at make use of an external user directory of preferences and
ccmrallxzed. remote, or local print sites without user or lseakinis,

Op‘;;‘flﬁ:; ;E;;“;::;L:n;; L:Z?li’c:'?ﬁling o p— 5. Data Colmpression in Report Reposilory: To rpdtl.lce the
printers, including line, impact, and laser printers, should be 15 Morige: requistienis for the report tepositary, 10 5 dho
supported. This should not require user intervention—that dcs}r‘.‘ble.ﬁ"r the repart architecture to support data com-
is, the user should not have to specify the type of target ~ Pression in the repository. L
printer. Ideally, the report architecture would default this 6. Code Page Compatibility: Code page compatibility
information from the user’s profile or the default printer ~ must be considered when translating characters to ASCIL
defined in the local operating system. This criterion requires 20 Workflow Services (2890)

that the report architecture support several print Workflow services control and coordinate the tasks that
mechanisms, such as postseript drivers and host/mainframe must be completed in order to process a business event. For
protocols (for example, Advanced Function Printing [AFP]). example, at XYZ Savings and Loan, in order (o receive a

20. Variable Printer Destinations: The report architecture promotion, you must CU}“PIL‘W an essay explaining "}"h}’ you
should default the destination printer for.:a specific report 25 should be promnled,'lhxs_es‘,‘-_ajf and your personnel h_Ie must
(from the user’s profile or operating system paramelers). be routed to numerous individuals who must review the
Additionally, the architecture should allow the user to material and AppIoye “your pmmhnliun. Workflow services
change the printer specified. Validation of the print destina- coordinate the collection and routing of your essay and your
tion also should be included. personnel file.

21. Special Forms Printing: The report architecture should 30~ Workflow cnables tasks within a business process 1o be
support distribution of “regular” reports and special forms ~ passed among the appropriate participants, in the correct
reports. sequence, and facilitates their completion within set times

22. Font Support: Some reports may be printed on laser and budgets. Tfisk dcfinilim‘! ipch.[dcs the actions rcqu_ircd as
printers and/or may support electronic forms text (ie., well as work folders containing forms, documents, 1mages
including the forms text in the report dataset as opposed to 35 and transactions. It uses business process rules, routing
printing the report dataset on a pre-printed form). The information, role definitions and queues. Workflow func-
architecture should allow multiple fonts to be specified. tionality is crucial for the customer service and engineering

23. Report Archival: The report architecture should pro- applications 1o automate the business value chains, and
vide and/or facilitate archival or disposition of report momtor ‘m_d control the sequence “F work c.le.c!rnnlcally.
datasets. Ideally, the architecture would permit definition of 40 The h‘usmess PIOCESSES Gl be f}t a repelilive nature, eg
retention periods and disposition requirements. automatically routing and controlling the review of a work

24. Report Download: The report architecture should plan through the approval stages. These are called produc-
allow distribution of the information contained in a report tion W"{fk“““’s- CQU""{'“]Y it can be an ad hoc process, eg
dataset 1o a user’s intelligent workstation. The information generating and delivering a work order for a special meter
should be in a form that can be imported to a local word 4s reading to a meter reader who is available to perform the
processing software, decision support software package, or task. In production workflows the processes are predefined,
other appropriate application. whereas ad hoc workflows are created only for a specific

25. Application Transparency: It is desirable for the report nonrecurrent siluali(‘m. O_I‘Iun it is difficult to dclcn-r_ninc how
architecture o appear to the users as il it were part of the much ad hoc funcu_onahty that needs to be provided. An
overall application. This does not necessarily mean that the 50 0""'31'1}" strict production workflow may not support necessary
architecture must integrate scamlessly with the application; special cases that must be handl_ed in an ad hoc fas_wn,

a message interface between the systems might be aceept- Workfow provides a mechanism to define, monitor and
able. control the sequence of work electronically. These services

26. Selective Printing: It would be desirable for the report are typically provided by the server as they often coordinate
architecture to provide users with the ability to print only ss activities between multiple users on multiple computers.
selected pages or sections of the report. This should reduce The following are some of the architectural and integra-
paper usage, while still allowing users to obtain a hard copy tion issues that must be addressed:
of the information as required. Process integration

27. Print Job Restart: It would be desirable if the report The workflow system must achieve a scamless integra-
architecture allowed a print job to be restarted from the point 60 tion of multiple processes. The workflow system
of failure rather than having to reprint the entire report. This must control the business process, eg it should be
of particular concern for very large reports. able to open a word processor with the relevant data

Technical Criteria coming from a previous business process;

The following is a list of technical criteria that should be Infrastructure integration from PC to mainframe
considered during the planning for a report architecture: 65 The ability to interface with the host-based hardware,

1. Platform Compatibility: The report architecture must
be compatible with the platform architecture. It also should

system software, and database management systems
is critical. This is essential because the workflow
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system is located between the client-based and host-
based processes, ie it can initiate client-based as well
as host-based applications;
LAN and WAN connectivity
Connectivity must include all sites for the supported
processes, enabling a large number and variety of
users (o use the workflow system, and thus to execute
the business process;
Integration of peripherals
The workflow system should support many different
types of printers, modems, fax machines, scanners,
and pagers. This is especially important because of
the diversity of the users that will be involved, from
field crew to managers, each with their own needs
and preferences; and
Integration with workflow-participating applications
The key to the efficiency of the workflow system is its
capability to integrate with office automation,
imaging, electronic mail, and legacy applications.
Workflow can be further divided into the following com-
ponents:
Role management
Role management ie provides for the assignment of
tasks to roles which can then be mapped to individu-
als.
A role defines responsibilities which are required in
completing a business process. A business worker
must be able to route documents and folders to a role,

independent of the specific person, or process filling 4

that role. For example, a request is routed to a
supervisor role or to Purchasing, rather than to
“Mary” or “Tom.” If objects are routed to Mary and
Mary leaves the company or is reassigned, a new

recipient under a new condition would have 1o be -

added to an old event. Roles are also important when
a number of different people have the authority to do
the same work, such as claims adjusters; just assign
the request to the next available person. In addition,
a process or agent can assume a role; it doesn’t need
to be a person. Role Management Services provide
this additional level of directory indirection.
Route management
Route management enables the routing of tasks to the
next role, which can be done in the following ways:
Serial—the tasks are sequentially performed;
Parallel—the work is divided among different play-
ers;
Conditional—routing is based upon certain condi-
tions; and
Ad hoc—work which is not part of a predefined
process.
Workflow routing services route “work™ to the appro-
priate workflow queues. When an application com-

pletes processing a task, it uses these services o s

route the work-in-progress to the next required task
or tasks and, in some cases, notify interested parties
of the resulting work queue changes.

The automatic movement of information and control
from one workflow step to another requires work
profiles that describe the task relationships for com-
pleting various business processes. The concept of
Integrated Performance Support can be exhibited by
providing user access 1o these work profiles. Such
access can be solely informational—to allow the user
to understand the relationship between tasks, or
identify which tasks neced to be completed for a

w
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particular work flow—or navigational—to allow the
user o move between tasks.

Route Management Services also support the routing
and delivery of necessary information (e.g.,
documents, data, forms, applications, etc.) to the
next step in the work flow as needed.

Rule Management

A business process workflow is typically composed of
many different roles and routes. Decisions must be
made as to what to route to which role, and when.
Rule Management Services support the routing of
workflow activities by providing the intelligence
necessary to determine which routes are appropriate
given the state of a given process and knowledge of
the organization’s workflow processing rules, Rule
Management Services are lypically implemented
through easily maintainable tables or rule bases
which define the possible flows for a business event.

Queue Management

These services provide access to the workflow queues
which are used to schedule work. In order to perform
workload analysis or to create “to do lists” for users,
an application may query these queues based on
various crileria (a business event, status, assigned
user, etc.). In addition, manipulation services are
provided to allow queue entries to be modified.

Workflow services allow users and management to
monitor and access workflow queue information and
to invoke applications directly.

Is There a Need for Reporting and Management Facili-
ties?

Typical workflow application requirements are better gen-
eral management control and better management of change.
Proactive system action, audit trails and system administra-
tion features like work queue reporting are important admin-
istration tools. Some of the areas for monitoring for
improvement are employee productivity, process
performance, and forecasting/scheduling. Where any form
of customer service is involved, features like status reports
on individual cases can sharpen customer response times
while performance monitoring of groups and individuals can
help quality improvement and efficiency exercises, Note that
reports and reporting does not necessarily mean paper
reports that are distributed in a traditional manner, it can
mean electronic messages or even triggers based on specific
events.

Are Cooperative Applications Present?

Workflow management is frequently required in coopera-
tive applications because the users are generally
professionals, the flow of work in the organization is fre-
quently highly variable, the application units of work (legal
case, sales order) are processed for long periods of elapsed
time, and work often moves from one processing site o
another. As data and application logic are split, better control
is needed to track processing/data status across location.

Will There be Business Process Re-engineering?

Workflow is a logical complement to BPR and the trend
is moving toward using workflow software 1o re-engineer
new business processes on a workgroup or project basis.

Is the Business Process Well Defined?

If rules or conditions can be identified which define the
business process, with few exception conditions, workllow
tools can then automate arcas such as information routing,
task processing, and work-in-process reporting,.

Are Fixed Delays or Deadlines Involved?

Workflow has been used to regulate delays and deadlines
such as those associated with government regulations, con-
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