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APPLICATION NUMBER FILING OR 3 71 (C) DATE 

14/302,052 06/11/2014 
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United States Patent and Trademark Office 
Ad山ess,COMMISSIO畑 RFOR PATENTS 
PO Box 1450 
Alex皿 dna,Vugmia 22313-1450 
w,;-wuspto,gov 

FIRST NAMED APPLICANT 

Jae Hyun HWANG 

ATTY. DOCKET NO./TITLE 

29250-002735-US 

CONFIRMATION NO. 9013 

POA ACCEPTANCE LETTER 

2600 East Southlake Blvd., 120-324 

Southlake, TX 76092 1111111111111111111111II]~胆襲雙鴫lll11I"""’IIIIIIIIIIIIIIIIIIIIIII
Date Mailed: 02/04/2022 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 02/01/2022. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 

above address as provided by 37 CFR 1.33. 

/sstephanos/ 

Questions about the contents of this notice and the 

requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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PTO/AIA/80 (07-17) 
Approved for use through 03/31/2021. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid 0MB control number 

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ] 

I hereby revoke all previous powers of attorney given in the application identified in the attached 

statement under 37 CFR 3.73(c). 

I hereby appoint: 

区］ OPraR ctitionersassociatedwith customerNumber: 1 51 091 

□ Pract・it・ioner((ss)) nnaammeed d bbeelloow w ((iif f mmoorre e tth han ten patent practitioners are to be named, then a customer number must be used): 
Name 

Registration 
Name 

Registration 

Number Number 

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with 

any and all patent applications assigned.Q皿 tothe undersigned according to the USPTO assignment records or assignment documents 
attached to this form in accordance with 37 CFR 3.73(c). 

Please change the correspondence address for the application identified in the attached statement 

under 37 CFR 3.73(c) to: 

□The address associated with Customer Number: 
OR  

区］ Firm or individual name Etheridge Law Group 

Address2600 East Southlake Blvd., Suite 120-324 

city Southlake State TX I Zip 76092 
Country US  

Telephone (817) 4 70-7249 Email jim@etheridgelaw.com 

Assignee name and address: WSOU Investments, LLC 
11150 Santa Monica Boulevard, Suite 1400 
Los Angeles, CA 90025 

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be 

filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the 

practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed. 

SIGNATURE of Assignee of Record 

The individual whose signature and title is supplied below is authorized to act on behalf of the assignee. 

Signature 5もな磁双乞＄伝 Date August 23, 2021 

Name Stuart Shan us Telephone 310-633-2327 

Title President of WSOU  Investments, LLC 

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update 
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This 
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should 
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you need assistance in completing the form, ca/11-800-PT0-9199 and select option 2 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination 
of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 
2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in 
the course of settlement negotiations. 
3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 
4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 
5. A record related to an International Application filed under the Patent Cooperation Treaty in this system 
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual 
Property Organization, pursuant to the Patent Cooperation Treaty. 
6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 
7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 
8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to 
the public if the record was filed in an application which became abandoned or in which the proceedings 
were terminated and which application is referenced by either a published application, an application 
open to public inspection or an issued patent. 
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 44884958 

Application Number: 14302052 

International Application Number: 

Confirmation Number: 9013 

Title of Invention: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

First Named Inventor/Applicant Name: 」aeHyun HWANG 

Customer Number: 30594 

Filer: Sean Dylan Burdick/Mita Encarnacion 

Filer Authorized By: Sean Dylan Burdick 

Attorney Docket Number: 29250-002735-US 

Receipt Date: 01-FEB-2022 

Filing Date: 11-」UN-2014

Time Stamp: 02:35:48 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

File Size(Bytes}/ Multi Pages Document 
Document Description File Name 

Message Digest Part /.zip (if appl.) Number 

135001 

Assignee showing of ownership per 37 
815926-US-NP _aia0096.pdf no 3 1 

CFR 3.73 
6a8251f8e941 cf34e87a3f8toe 145a924232f 

21d 

Warnings: 
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Information: 

568072 

2 Power of Attorney 
WSOU_Executed_POA_Etherid 

no 2 
ge_Correspondence.pdf 

a740c804b91684000432730d03925b2a06 

b4fcbe 

Warnings: 

Information: 

Total Files Size (in bytes) 703073 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International AQQlication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International AQQlication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 

and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

STATEMENT UNDER 37 CFR 3.73(C) 

Applicantf Patent Owner: Jae Hyun Hwang et al. 

Application No./Patent No.: ~ Filed/Issue Date: September 20, 2016 
Titled: Software Defined Networking Based Congestion Control 

WSOU INVESTMENTS LLC ,a corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose Q!迫 ofoptions 1, 2, 3 or 4 below): 

1.曰 Theassignee of the entire right, title, and interest. 

2 □An assignee of less than the entire right, title, and interest (check applicable box): 
LJ The extent (by percentage) of its ownership interest is _ %.  Additional Statement(s) by the owners 
holding the balance of the interest~ to account for 100% of the ownership interest. 

□There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3 □The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4.□The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose Q!迫 ofoptions A or B below): 

A □An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel_,  Frame_,  or for which a copy 

thereof is attached. 

B.巳 Achain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 
1 _ From: Jae Hyun Hwang To: Bell Labs Seoul Ltd 

2. From: 

The document was recorded in the United States Patent and Trademark Office at 

Reel 033776 , Frame 0368 , or for which a copy thereof is attached. 

Bell Labs Seoul Ltd To: Alcatel Lucent 

The document was recorded in the United States Patent and Trademark Office at 

Reel 039323 , Frame 0024 , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

[fyou need assistance in completing the form, call I-800-PT0-9!99 and select option 2. 
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PTO/AIA/96 (08-12) 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

3. From: 

4. From: 

5. From: 

6. From: 

STATEMENT UNDER 37 CFR 3.73{£1 

Thierry E. Klein To: Alcatel-Lucent USA Inc. 

The document was recorded in the United States Patent and Trademark Office at 

Reel 033776 , Frame 0349 , or for which a copy thereof is attached. 

Alcatel-Lucent USA Inc. To: Alcatel Lucent 

The document was recorded in the United States Patent and Trademark Office at 

Reel 039865 , Frame 0978 , or for which a copy thereof is attached. 

Alcatel Lucent To: WSOU Investments, LLC 

The document was recorded in the United States Patent and Trademark Office at 

Reel 052372 , Frame 0675 , or for which a copy thereof is attached. 

To: 

The document was recorded in the United States Patent and Trademark Office at 

Reel_,  Frame_,  or for which a copy thereof is attached. 

□Additional documents in the chain of title are listed on a supplemental sheet(s). 

□ As required by 37 CFR 3. 73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Sean D. Burdick/ January 31, 2022 

Signature 

Sean D. Burdick 
Printed or Typed Name 

[Page 2 of 2] 

Date 

51513 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the 
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark 
Office may not be able to process and/or examine your submission, which may result in termination of proceedings 
or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 
3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 
5. A record re|ated to an |nternationa| APP|ication fi|ed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 
6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 
7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 
8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Case 6:20-cv-01083-ADA Document 4 Filed 11/25/20 Page 1 of 1 

AO 120(Rev. 08/IQl 

Mail Stop 8 REPORT ON THE 
TO: 

Director of the U.S. Patent and Trademark Office 

P.O. Box 1450 

FILING OR DETERMINATION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Western District of Texas, Waco Division on the following 

□Trademarks or Qf Patents. （口 thepatent action involves 35 U.S.C. § 292.): 
DOCKETNO. DATE FILED U.S. DISTRICT COURT 
6:20-cv-01083-ADA 11/25/2020 Western District of Texas, Waco Division 

PLAINTIFF DEFENDANT 

WSOU Investments, LLC d/b/a Brazos Licensing and Arista Networks, Inc. 

Development 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

I 7,409,715 8/5/2008 WSOU Investments, LLC d/b/a Brazos Licensing and Developrn 

2 8,472,447 6/25/2013 WSOU Investments, LLC d/b/a B「azosLicensing and Developrn 

3 9,450,884 9/20/2016 WSOU Investments, LLC d/b/a Brazos Licensing and Develop四

4 

5 

ln the above--entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

□Amendment □Answer □Cross Bill □Other Pleading 
PATENTOR DATE OF PATENT 
TRADEMARK NO. OR TRADEMARK 

HOLDER OF PATENT OR TRADEMARK 

I 

2 

3 

4 

5 

In the above-entitled case. the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

!CLERK rY) DEPUTY CLERK 
IDATE 

Copy l—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director 
Copy2—Upon filing docume11t adding patent(s), mail this copy to Director Copy 4-Case file copy 
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Case 6:20-c¥,r-01083-ADA Document 4 Filed 11/25/20 Page 1 of 1 

AO 120 (Rev. 08/10) 

Mail Stop 8 REPORT ON  THE 
TO: 

Director of the U.S. Patent and Trademark Office 

P.O. Box 1450 

FILING OR  DETERMINATION OF AN  

ACTION REGARDING A PATENT OR  

TRADEMARK Alexandria, VA 22313-1450 

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been 

filed in the U.S. District Court Western District of Texas, Waco Division on the following 

□Trademarks or 屯Patents. （口 thepatent action involves 35 U.S.C. § 292.): 
DOCKET NO. DATE FILED U.S. DISTRICT COURT 
6:20-cv-01083-ADA 11/25/2020 Western District of Texas, Waco Division 

PLAINTIFF DEFENDANT 

WSOU Investments, LLC d/b/a Brazos Licensing and Arista Networks, Inc. 

Development 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

1 7,409,715 8/5/2008 WSOU Investments, LLC d/b/a Brazos Licensing and Developro 

2 8,472,447 6/25/2013 WSOU Investments, LLC d/b/a Brazos Licensing and Developa 

3 9,450,884 9/20/2016 WSOU Investments, LLC d/b/a Brazos Licensing and Develop阻l

4 

5 

In the above----entitled case, the following patent(s)/ trademark(s) have been included: 

DATE INCLUDED INCLUDED BY 

□Amendment □Answer □Cross Bill □Other Pleading 
PATENTOR DATE OF PATENT 
TRADEMARK NO. OR TRADEMARK 

HOLDER OF PATENT OR TRADEMARK 

1 

2 

3 

4 

5 

In the above— entitled case, the following decision has been rendered or judgement issued: 

DECISION/JUDGEMENT 

[CLERK |(BY) DEPUTY CLERK |DATE 

Copy 1-Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director 
Copy2—Upon filing document adding patent(s), mail this copy to Director Copy 4-Case file copy 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO ISSUE DATE 

14/302,052 09/20/2016 

30594 7590 08/31/2016 

HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

PATENT NO 

9450884 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO CONFIRMATION NO 

29250-002735-us 9013 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 154 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Jae Hyun HWANG, Anyang, KOREA, REPUBLIC OF; 
Thierry KLEIN, Fanwood, NJ; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit~-

IR103 (Rev. 10/09) 
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PART B -FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to:叫 Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

orm 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where 
ap<ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

~ote:. ~ certifica~e ~f_mailing can only b~ used _f~r domest!c mailings of the 
Fee(S) Transmittal. This certi贔catecannot be used for any other accompanylng 
『per.s.Eachadditional paper, such as an assignment or formal drawing, must 

30594 7590 05/20/2016 

HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

APPLICATION NO. FILING DATE 

14/302,052 06/11/2014 

ave its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEYDOCKETNO. I CONFIRMATIONNO. 

Jae Hyun HWANG 29250-002735-US 9013 

TITLE OF INVENTION: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

APPLN. TYPE ENTITY STATUS ISSUE庄 EDUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE DATE DUE 

nonprov1s1onal UNDISCOUNTED $960 

EXAMINER ART UNIT 

CHAN, SAI MING 2462 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

□ chanfe ofeorrespondence address (or Change ofCorrespondence 
Address form PTO/SB/122) attached. 

□,＇Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

＄〇 ＄〇

CLASS-SUBCLASS 

370-230000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attomey or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$960 08/22/2016 

1 
伍arngs$．Dickgy& Pior¢8, P.L.C. 

2 
や． C）． Box891 0 

Reston, VA 20195 
3 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Alcat叫 Lucent -Bo』ogne-Bi!lancourt,France 

Please check the appropriate assignee category or categories (will not be printed on the patent)： □Individual区ICorporation or other private group entity[:J Government 
4a. The following fee(s) are submitted: 

lliJ Issue Fee 
□Publication Fee (No small entity discount permitted) 
ロAdvanceOrder -# of Copies 

5. Change in Entity Status (from status indicated above) 

ロApplicantcertifying micro entity status. See 37 CFR 1.29 
ロApplicantasserting small entity status. See 37 CFR 1.27 
ロApplicantchanging to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

□A check is enclosed. 
□Payment by credit card. Form PT0-2038 is attached. 
~The director is hereby authorized to charge the_r,s;qlJ.i~!,jfee(s), any deficiency, or credits any 
overpayment, to Deposit Account Number~ (enclose an extra copy of this form). 

@Tit Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

~ If ~e af)plicaf¥on W'¥_S pre'.'iously under micro_ entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

@Tit Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NO冗： Thisform must be siimed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for siimature reauirements and certifications. 

Authorized Signature 

Typed or printed name 

IPatty Giebier/ 
Patty_ Giebler 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Date 8月8月6

Registration No. 
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Electronic Patent Application Fee Transmittal 

Application Number: 14302052 

Filing Date: 11-」un-2014

Title of Invention: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

First Named Inventor/Applicant Name: 」aeHyun HWANG 

Filer: Ni raj A. Desai/Patty Giebler 

Attorney Docket Number: 29250-002735-US 

Filed as Large Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl Issue Fee 1501 1 960 960 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 960 
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Electronic Acknowledgement Receipt 

EFSID: 26676807 

Application Number: 14302052 

International Application Number: 

Confirmation Number: 9013 

Title of Invention: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

First Named Inventor/Applicant Name: 」aeHyun HWANG 

Customer Number: 30594 

Filer: Ni raj A. Desai/Patty Giebler 

Filer Authorized By: Ni raj A. Desai 

Attorney Docket Number: 29250-002735-US 

Receipt Date: 18-AUG-2016 

Filing Date: 11-」UN-2014

Time Stamp: 11:31:45 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $960 

RAM confirmation Number 9540 

Deposit Account 122325 

Authorized User GIEBLER, PATTI 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

51242 

1 Issue Fee Payment (PT0-85B) 
2016-08-18_815926_1ssue_Fee 

no 1 
_Payment.pdf 

c4bed3d4 71 Sf4976eeb6598f93de6ac7ea 1 

79916 

Warnings: 

Information: 

30522 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
b6a 7281f6ba667 3ac9d 5 ec4d 8ac1 64 7 bSbe 

d2ed5 

Warnings: 

Information: 

Total Files Size (in bytes) 81764 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/E0/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 

and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

30594 7590 05/20/2016 

HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

APPLICATION NO FILING DATE 

14/302,052 06/11/2014 

FIRST NAMED INVENTOR 

Jae Hyun HWANG 

TITLE OF INVENTION: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

EXAMINER 

CHAN, SAi MING 

ART UNIT I PAPER NUMBER 

2462 

DATE MAILED: 05/20/2016 

ATTORNEYDOCKETNO. I CONFIRMATIONNO 

29250-002735-US 9013 

APPLN. TYPE ENTITY STATUS ISSUE庄 EDUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE DATE DUE 

nonprov1s1onal UNDISCOUN冗 D $960 ＄〇 ＄〇 $960 08/22/2016 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN ~ FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. 且血
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B -FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B -FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B -Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B -FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to:叫 ~Iail S~oP. ISSU_E F~E 
Commissioner for Patents 
P.O. Box 1450 

or血
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where 
ap<ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(S) Transmittal. This certi贔catecannot be used for any other accompanying 
『per.s.Eachadditional paper, such as an assignment or formal drawing, must 

30594 7590 05/20/2016 

HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

APPLICATION NO FILING DATE 

14/302,052 06/11/2014 

ave its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEYDOCKETNO. I CONFIRMATIONNO 

Jae Hyun HWANG 29250-002735-US 9013 

TITLE OF INVENTION: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

APPLN. TYPE ENTITY STATUS ISSUE庄 EDUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE DATE DUE 

nonprov1s1onal UNDISCOUN冗 D $960 

EXAMINER ART UNIT 

CHAN, SAI MING 2462 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

□ chanfe ofeorrespondence address (or Change ofCorrespondence 
Address form PTO/SB/122) attached. 

□,＇Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

＄〇 ＄〇 $960 08/22/2016 

CLASS-SUBCLASS 

370-230000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

I 

(2) The name of a single firm (having as a member a 2 

registered attorney or agent) and the names of up to 
? registered patent __ attorneys or agents. If no name is 3 
listed, no name will be printed. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent)： □Individual[:J Corporation or other private group entity[:J Government 
4a. The following fee(s) are submitted: 

□Issue Fee 
□Publication Fee (No small entity discount permitted) 
ロAdvanceOrder -# of Copies 

5. Change in Entity Status (from status indicated above) 

ロApplicantcertifying micro entity status. See 37 CFR 1.29 
ロApplicantasserting small entity status. See 37 CFR 1.27 
ロApplicantchanging to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

□A check is enclosed. 
□Payment by credit card. Form PT0-2038 is attached. 
□The director is hereby authorized to charge the required fee(s), any deficiency, or credits any 
overpayment, to Deposit Account Number_  (enclose an extra copy of this form). 

@Tit Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

~ If ~e applica!¥on w~s pre'.'iously under micro_ entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

@Tit Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NO冗： Thisform must be siimed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for siimature reauirements and certifications. 

Authorized Signature 

Typed or printed name 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Date 

Registration No. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO FILING DATE 

14/302,052 06/11/2014 

30594 7590 05/20/2016 

HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

FIRST NAMED INVENTOR 

Jae Hyun HWANG 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEYDOCKETNO. I CONFIRMATIONNO 

29250-002735-US 9013 

EXAMINER 

CHAN, SAi MING 

ART UNIT I PAPER NUMBER 

2462 

DATE MAILED: 05/20/2016 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the 
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See 
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Ap[．l, 2013)．Therefore, the Office is no longer 
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to 
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant 
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the 
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term 
adjustment) should follow the process outlined in 37 CPR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When 0MB approves an agency 
request to collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the 0MB Control Number's legal significance in accordance with 5 CFR 
1320.S(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 
2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 
3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 
4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 
5. A rec?rd rela~ed ~? a_n In~ernational 八pplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 
6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 
7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 
8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
~nd w~ich appl~catio~ is referenced by either a published application, an application open to public 
inspection or an issued patent. 
9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

Ex.1002 / Page 20 of 162 
Cisco Systems, Inc.



Notice of Allowability 戸 N ゜
t
 
r
 ゚
t
 
n
 
e
 

＞
 
s
 

n
 u
 

stat 
st 

r
 

．
 
F
 

s
 

,‘,' Al
e
J
e
 

L
A
l
F
i
Y
 ロ

--The MAILING DA TE of this communication appears on the cover sheet with the correspondence address--

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 

NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 

of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.図Thiscommunication is responsive to~-

□A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on______, 
2.口Anelection was made by the applicant in response to a restriction requirement set forth during the interview on_;  the restriction 
requirement and election have been incorporated into this action. 

3.図Theallowed claim(s) is/are上迎． Asa result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 

~ or send an inquiry to ~ov. 

4.口Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
Certified copies: 

a)口All b)□Some *c)□None of the: 
1.□Certified copies of the priority documents have been received. 
2.□Certified copies of the priority documents have been received in Application No. _.  
3.□Copies of the certified copies of the priority documents have been received in this national stage application from the 
International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received:_. 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 

noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.口CORRECTEDDRAWINGS (as "replacement sheets") must be submitted. 

□including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.□DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 

1.□Notice of References Cited (PT0-892) 
2 □ |nformation Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 

3.口Examiner'sComment Regarding Requirement for Deposit 
of Biological Material 

4 □ |nterview Summary (PT0-413), 
Paper No./Mail Date 

5.図 Examiner'sAmendment/Comment 

6.口Examiner'sStatement of Reasons for Allowance 

7.口Other_.

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20160515 
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Page 2 

The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

EXAMINER'S COMMENT 

Allowable Subject Matter 

The following is a statement of reasons for the indication of allowable subject 

matter: 

Claims 1-20 are allowed. 

Claim 1 is allowed because the closest prior art, Ma et al (U.S. 

Patent No. 8949444), and Excell (U.S. Patent Publication No. 2012/0195192), either 

singularly or in combination, fail to anticipate or render obvious a method comprising: 

"monitoring, by the network switching element, a data flow traversing the target port of 

the network switching element," and "determining, by the network switching element, a 

fair-share bandwidth allocation for the target port, the fair-share bandwidth allocation 

being a proportional allocation of a total bandwidth of the network switching element," in 

combination with all other limitations in the claim as claimed and defined by applicants. 

Because the above limitations of claim 1 patentably define over the art of record, 

claim 1 is allowable. Independent claims 11 and 20 include similar limitations as claim 1 

and as a result are allowable for similar reasons as claim 1. 
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Application/Control Number: 14/302,052 

Art Unit: 2462 

Response to Arguments 

Applicant's arguments filed on 3/30/2016 have been fully considered and 

persuasive. 

Conclusion 

Page 3 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Sai-Ming Chan whose telephone number is (571) 270-17 69. The 

Examiner can normally be reached on Monday-Thursday from 8:00 am to 5:00 pm. 
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Application/Control Number: 14/302,052 

Art Unit: 2462 

Page 4 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 

supervisor, Yemane Mesfin can be reached on (571) 272-3927. The fax phone number for the 

organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free) or 571-272-

4100. 

Any inquiry of a general nature or relating to the status of this application or proceeding 

should be directed to the receptionist/customer service whose telephone number is (571) 272-

2600. 

/Sai-Ming Chan/ 

Primary Examiner, Art Unit 2462 

May 15, 2016 
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@ad<"20140611") and (fair$shar$3) !I USPAT; EPO;! 
and (weight with (ports devices nodes ii JPO; : 
flow) with (total sum)) ii DERWENT; i 

ii IBM_TDB i 
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U&PGPUB: i ， 
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JPO; : 
DERWENT; i 
IBM_TDB 
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U&PGPUB: i 
@ad< "20140611 ") and (fair with !I USPAT; EPO; ! 
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DERWENT; : 
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` `  ` ̀ `  ` ` ̀ ̀ ̀ ̀ `  ` `  ` ` ` ` ` ` ` ` `  ` ` ̀ `  ` ̀ `  ` ` `  ` ̀ ̀ ̀ ̀ `  ` `  ` `  ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ` ̀ ̀ ̀ `  ` ` ̀ ̀ `  ` ̀ `  ` ` ̀ ̀ `  ` ` ̀ ̀ `  、` 9̀  `  ` ` ̀ ̀ `  ` ` ` ̀ ̀ `  ` ̀ `  ` ̀ ̀ `  ` ̀ ̀ ̀ `  ` ̀ ̀ `  ` ` : 
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!I USPAT; EPO;i 
ii~~; ______ : 
ii DERWENT; i ， 
ii IBM_TDB i ： ヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽ ヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽ

U&PGPUB: ， 
USPAT; EPO;: 
JPO; : 
DERWENT; i 
IBM_TDB 

` `  ` ̀ `  ` ̀ ̀ ̀ ̀ ̀ ̀ ̀ ̀ ̀ ̀ `  ` ` ̀ ̀ `  ` `  ` ̀ `  ` ̀ `  ` ` ̀ ̀ `  ` `  ` ̀ `  ` ̀ `  ` `  ` ` ̀ ̀ `  ` ̀ `  ` ̀ `  ` ` ̀ ̀ `  ` `  ` `  ` ̀ `  ` `  ` ` ` ` ` ` ` ̀ ̀ `  ` ` ` ` ` ` ` ` ` `  ` ` ̀‘’̀ ̀  ̀ `  ` ̀ `  ` `  ` ` ̀ ̀ ̀ `  ` `  ` ̀ `  ` ` ` ` ` ` ` ` ` ` ` l̀ 
U&PGPUB; i 
USPAT; EPO;j 
JPO; : 
DERWENT; : 
IBM_TDB : 

````｀```｀```｀```｀```｀```｀```｀```｀```｀```｀`̀`｀```｀```｀̀`̀｀`̀̀｀̀``````｀```｀`̀`｀``̀｀̀````̀`｀`` i、
U&PGPUB: i ， 
USPAT; EPO;j 
JPO; : 
DERWENT; : 
IBM_TDB i 、9

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ 

!IU&PGPUB; i ， 
:I USPAT; EPO;: 
ii JPO; i ： 
ii DERWENT; i ， 
:I IBM_TDB ＇ヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽ…… ヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽヽl
llUSPGPUB; i 
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Application No. 14/302,052 
Attorney Docket No. 29250-002735北 us

AME皿 MENTSTOTBECLAngs

The following listing of cl紺mswill replace叫lprio:rve:rsions and listings of 

c該imsin the application. 

L応TINGOF CLAIMS 

L (Currently Amended} A method of adjusting bandwidth allocation by a network 

~element in a communications network, the network ~element 

including a t紅 getport, the me出odcomprising.: 

monitoring, by the network §面t&b.i.ng_element,a data flow traversing the target 

p ort-;  

determining, by the network ~element, a bandwidth allocation for the 

t紅 getport, the b皿 dwidthallocation for the target port being a b皿 d面dththat is 

currently allocated for the data flow; 

determining, by the network ~element, a fair-share bandwidth 

allocation for the target port, the f組r-shareband叫dthallocation being a proportional 

叫ocationof a total band¥vidth of the network ~element; and 

adjusting, by the net¥vork ~element, the band¥¥ridth allocation for the 

target port based on the f:西 -shareb皿 dwidthallocation, 

2噌 (CurrentlyAmended) The method of claim 1, wherein the network ~element 

includes a plurality of ports. the plurality of ports inclu出ngthe target port, and each 

of the plurality of ports is assigned a corresponding bandwidth allocation,皿 dthe 

determining the £珀r-sh江 ebandwidth allocation comprises: 

2
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determining a weight value for each of the plurality of ports ___ Qf一且匹network

switchinRe1ement; 

determining a total weight value based on the weight value of each of the 

plurality of ports；皿d

determining the f:叫r-sharebandwidth allocation ~ort based on the 

weight value of the target port皿 dthe total weight value. 

3. (Original) The method of cl組m2, wherein the monitoring comprises: 

receiving a data packet associated with the data flow; 

determining whether the received data packet is one of a flow termination 

packet and a fl.ow initiation packet; 

increasing the total weight v叫ueby the砥 ightof the t匹 getport if the received 

data packet is a flow initiation packet; and 

decreasing the total weight value by the weight of the t匹 getport if the received 

data packet is a flow termination packet 

4. (Original) The method of claim 2, wherein the determining the bandwidth叫ocation

for the t紅 getport comprises: 

detern血 inga link capacity for the t紅getport, the link capacity being a highest 

amount of bandwidth that may be allocated to the target port; 

determining a round trip time (RTI) associated with the data flow; and 

determining th.e b皿 dwidthallocation for the target port by multiplying the link 

capacity by the RTT. 

3
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5. (Ori如 al)The method of cl叫m4, wherein the determining the fair母sh紅ebandv.-'idth 

叫locationfurther comprises: 

determining a fair-share weight value by dividing the weight value of the target 

port by the total weight value; and 

determining a weighted fair-share b皿 dwidthallocation by multiplying the fair-

shareヽ 匹ightvalue by the band面dthallocation for the target port. 

6. (Original) The method of claim 2, wherein the monitoring comprises: 

defining a time out value for a timer, the timer being associated with the 

bandwidth allocation for the target port; and 

determining that a timeout event has occurred with respect to the data flow 

based on expiration of the timer鼻

7. {Original) The method of claim 6, wherein the monitoring further comprises: 

recei、ringa data packet associated with the data flow; 
resetting the timer to be equal to the timeout value if the timeout event does not 

occur before the data packet is received; and 

decreasing the total weight by the weight of the t紅 getport if the timeout event 

does occur before the data packet is received. 

8. (Ori臣nal}The method of claim 7, wherein the monitoring further comprises: 

increasing the total weight by the weight of the t紅 getport when a subsequent 

data packet is received after the timeout event occurs. 

4
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9. {Original) The method of claim 8, wherein the monitoring further comprises: 

determining a timeout fraction based on a number of times that the tot叫 weight

is increased by the weight of the target port when the subsequent data packet is 

received after the timeout event occurs~ 

determining a target fraction based on the timeout fraction; and 

adjusting the timeout value based on the target fraction. 

10. (Original) The method of cl血 6,wherein the timeout value is based on a desired 

minimum timeout value and a desired m訟 imumtimeout value, and the desired 

minimum timeout value is 1紅 gerth皿 around trip time {RTT) associated with the data 

flow. 

1 L (Currently Amended) A method of adjusting bandwidth allocation by a network 

controller in a communications network, the network controller being configured to 

control a network ~element, the network ~element including at紅 get

port, the method comprising: 

recei、i.ng,by the network controller, data flow information from the network 
~element, the data flow information including information about data flows 

traversing of the t紅getport~血gelement;

determining, by the network controller, a b皿 dwidthallocation of the target 

port based on the data flow information, the bandwid出叫locationof the target port 

being a bandwidth that is currently allocated for each of the data flows traversing the 

target port; 

5
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determining, by the network controller, an over-subscription ratio, the over-

subscription ratio being a ratio of the bandwidth allocation of the t紅 getport to a 

number of data flows traversing the t紅 getport; 

tr印 smitting.by the network controller, the over-subscription ratio to the 

network ~element based on the over-subscription ratio and a threshold value; 

determining, by the network controUer, a f;組r-shareb皿 dvlidthallocation for the 

target port based on the over-subscription rat:io and the threshold value, the fair-

sh紅 eband¥¥-i.dth allocation being a proportional allocation of a total bandwidth of the 

network ~element; and 

adjusting, by the network controller, the band面dthallocation for the target 

port based on the fair-share bandwidth allocation. 

12. (Currently Amended) The method of claim 11, wherein the network §面tching

element includes a plurality of ports, the plurality of ports including the target port, 

and each of the plurality of ports is assigned a correspon出ngbandwidth allocation, 

and the determining the fa江-sharebandwidth allocation for the target port comprises: 

determining the bandwidth allocation for each of the plurality of ports~ 

networkswitchingelement; 

determining a weight value for each of the plurality of ports; 

determining a total weight value based on the weight value for each of the 

plurality of ports；皿d

determining the fair-sh紅 ebandwidth allocation for the target port based on the 

weight v叫ueof the target port皿 dthe total weight value. 

6
 

Ex.1002 / Page 42 of 162 
Cisco Systems, Inc.



Application No. 14/302,052 
Attorney Dock.et No. 29250-002735-US 

13. {Original} The method of cl紅m 12, wherein the determining the bandwidth 

叫locationfor each of the plurality of ports comprises: 

determining a link capacity for the註rgetport, the link capacity being a highest 

血 ountof band-width that is able to be allocated to of the target port; 

determining a round trip time (RTT) for one of the data flows traversing the 

target port; and 

determining the b皿 d面dthallocation for the t紅 getport by multiplying the link 

capacity by the R竹．

14. {Original) The method of claim 13, wherein the determining the fair-share 

band,vidth allocation for the t紅 getport comprises: 

determining a fair-sh盆 eweight value by dividing the weight value of the t紅記

port by the total weight value; and 

determining a network f:紺r-sh紅 ebandwidth allocation by multiplying the fair-

sh紅 eweight value by the bandwidth allocation of the target port晨

15. (Currently Amended) The method of claim 14, wherein the network ~只

element is associated with a second紅 ynetwork ~element, the secondary 

network ~element including a second紅 yset of ports,皿 dthe secondary 

network ~element determines a weighted fair-share bandwidth allocation for 

each of the secondary set of ports、

7
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16. {Original) The method of cl血 15,wherein the adjusting the band面dthallocation 

for the t虹 getport comprises: 

determining a data flow traversing the t紅 getport and a secondary target port, 

the secondary t紅 getport being one of secondary set of ports; 

determining the weighted fair-share bandwidth allocation for the data flow 

traversing the t紅 getport and the secondary target port; 

determining the network f:組r-sharebandwidth allocation for the data flow 

traversing the t紅 getport皿 d・the second紅ytarget port; 

adjusting the b皿 dwidthallocation for the t紅 getport based on the weight叫

fair-share bandwidth叫locationwhen the weighted£珀r-shareband面dthallocation is 

less than the network £虹r-shareb皿d~iidth allocation; and 

adjusting the bandwidth allocation for the target port based on the ne畑 ork

fair-share bandwidth叫locationwhen the network f.組r-shareb皿 dwidthallocation is 

less th組lthe weighted f組r•sh匹eb皿dwidthallocation. 

17, {Currently Amended) An edge switch for adjusting bandwidth allocation in a 

communications ne畑 ork,出eedge switch including a target port, the edge switch 

configured to: 

monitor a data flow traver辿ngthe target port; 

determine a band面dthallocation for the target port, the bandwidth allocation 

for the t紅 getport being a bandwidth that is curre.ntly allocated for the data flow; 

8
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determine a f組r-sh紅 ebandwidth allocation for the target port,出ef組r-share

bandwidth allocation being a proportional叫locationof a total bandwidth of the 

network ~element; and 

adjust the b血 dwid杜1allocation for the target port based on the fair-sh血

band"vidth allocation. 

18. (Currently Amended) The edge switch of cl珀m 17, wherein the edge s面tch

includes a plurality of ports, the plurality of ports including the target port, and each 

of the plurality of ports is assigned a corresponding bandwidth allocation, and in the 

determining the fafr祉sharebandwidth allocation, the edge switch is configured to: 

detemline a weight value for each of the plurality of ports oLthe network 

＄面tchingelement;

determine a total weight value based on the weight value of each of the plurality 

of ports; and 

determine the fair-sh紅 ebandwidth叫locationbased on the weight value for the 

t虹 getport and the total weight value. 

19. (Original) The edge switch of cl珀m 18, wherein, in the determining the bandwidth 

allocation for the target port, the edge sv..'itch is configured to: 

determine a link capacity for the target port, the link capacity being a highest 

血 ountof bandwidth that is able to be allocated to the target port; 

determine a round trip time {RTT) associated with the data flow; 

determine the b皿 dwidthallocation for the t紅 getport by multip屈ngthe link 

capacity by the RTT; 
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determine a fair-share weight value by dividing the weight value for the target 

port by the total weight value; and 

determine a weighted fair-sh紅 ebandwidth allocation by multiplying the fair-

share weight value by the band面dth叫ocationfor the t紅 getport,

20. (Currently Amended) A Software Defined Networking {SDN} controller for adjusting 

band-i.vidth allocation in a communications network, the SON controller being 

configured to control an aggregations叫tch,the aggregation s面tchincluding a t紅 get

port, the SDN controller is configured to: 

receive data flow information from the network.§面:t£hmg_element,the data flow 

information including information about data flows traversing.of the t紅 getport; 

det匹 minea bandwidth allocation of the target port based on the data flow 

information, the bandwidth allocation of the target port being a bandwidth that is 

currently allocated for each of the data flows traversing the target port; 

determine an over-subscription ratio, the overべsubscriptionratio being a ratio of 

the bandwidth allocation of the target port to a number of data flows traversing the 

t紅 getport; and 

transmit the over-subscription ratio to the aggregation switch based on the 

over-subscription ratio and a threshold value; 

det町mineaf珀r-shareb皿 dwidthallocation for the target port based on the 

over-subscription ratio and the threshold value, the fair-sh叙 ebandwidth allocation 

being a proportional allocation of a total b皿 dwidthof the network ~element; 

and 

10 
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adjust the bandwidth allocation for the t紅 getport based on the.fi曲 sh紅 e

bandwidth祉 ocation.

11 
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REMARKS 

C祖ims1-20 are pending in this application. Claims 1, 11, 17 and 20紅 ethe 

independent cl叫ms. Claims l, 2, 11, 12, 15, 17t 18 and 20 are amended. 

Reconsideration and叫low印 ceof the present application is respectfully requested. 

Applicant appreciates the Examiner's acknowledgement and consideration of 

the由awingsfiled June 11, 2014. 

Reiections under3SU.s.c. §102一誠a

C該imsl and 17 stand rejected under 35 U.S.C. §102(b) as being皿 ticipatedby 

U.S. Patent 8,949,444 to Ma et祉 ("Ma").This rejection is respectfully traversed. 

With reg紅 dto cl組m l, Ma teaches a flow control scheme that takes place at a 

proxy device 120, Specifically, the proxy device 120 monitors round trip times (RTT) of 

acknowledgement messages (ACKs) for data flows leaving source ports (associated with 

user de、rice110) and arriving at destination ports (associated with resource 130). in 
order to allow the proxy device to reallocate data flows to the appropriate source / 

destination ports. Based on this understanding, Ma does not teach "monitoring, by 

the network s面tchingelement, a data flow ~紅

element”{as recited in cl珀m 1). That is to say, Ma does not monitor data traveling 

through a "target port" of the proxy device 120, itself、Instead,Ma only monitors data 

flows from ports that紅 eat the user device 110 or the resource 130, where the user 

device 110 and resource 130 are not a "network~ element" (as recited in claim 

1)噌

Furthermore, Ma does not teach regulating a band¥'ll'idth for a port at the proxy 

device 120. Rather,. as described in col. 9, 1. 3-24 (relied upon by the Examiner), Ma 
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teaches regulating data flow for bandwidth allocation of ports at the user device 110 

and resource 130 {i.e., at a source皿 ddestination of the data flow}, For this reason, 

Ma does not teach "determining, by the network sv.ritching element,,LI皿 dwid也

叫ocationfor theta屯~. the bandwidth allocation for the t虹 getport being a 

bandヽ~dth that is cu汀entlyallocated for the data flow,,, "determining, by the network 

switching element, ~紅eb皿dwidthallocationfortheta et rt,thefair-sh血

bandwidth allocation being a proportional allocation of a total bandwidth of the 

network element" and "adjusting, by the network switching element, the____b_andv.1J.dth 

a11ocationforu1etar匹:tRQ!1based on the fair-share bandwidth allocation" (as recited 

in claim l}. For these reasons, Ma does not teach all of the limitations of claim 1. 

With reg盆 dto independent cl組m17, Applicant asserts that this claim contains 

features similar to claim 1, such that at least the s．皿e紅 gumentsc皿 bemade. 

For at least the reasons argued above, Applicant asserts that independent 

claims I and 17盆 epatentable. Therefore, Applicant respectfully requests that this 

art ground of rejection of these cl珀msunder 35 U,S,C. §102 be withdra向~

Re ectionsunder35U.s.c. 103-Main viewo 匹 rim“"ヵm凪nationsQf &ce_ll 

andMatthews 

Cl組ms2, 6, 18 st皿 drejected under 35 U.S.C. §103(a) as being unpatente,ble 

over Ma in view of various combinations of U.S. Patent 6,714,555 to Excell et al. 

{“Excell”)皿 dU.S. Patent Publication 2012/0195192 to Matthews et al. ("Matthews"). 

This rejection is respectfully traversed. 

Excell and Matthews do not remedy the deficiencies of Ma, 姐`threg紅 dto 

c桓imsl and 17, nor does the Ex血 inermake such an assertion. Therefore, cl珀msl
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and 17紅 epatentable over any combination of Ma, Excell皿 dMatthews. Due at least 

to the dependence of the remaining claims on respective cl組ms1 and 17, Applic血

asserts that 出eremaining cl組ms 紅 ealso patentable. Therefore, Applicant 

respectfully requests that this art gi・ound of rejection of these cl珀msunder 35 U.S.C. 

§ 103 be withdrawn. 

AuowabKSub担ctMせ虹

Applicant notes v.iith appreciation the Examiner's indication that cl珀ms11-16 

and 20年 eallowed, and claims 3・5, 7•10 and 19 contain allowable subject matter. 

However, Applicant asserts that all of the pending claims are patentable, for at least the 

reasons argued above鼻

14 
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The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

DETAILED ACTION 

Information Disclosure Statement 

The information disclosure statements (IDS) submitted on 6/11/2014 has been 

considered by the Examiner and made of record in the application file. 

Claim Rejections -35 USC § 102 

Claims 1 and 17 are rejected under 35 U.S.C. 102 (a) 2 as being anticipated by 

Ma et al. (U.S. Patent # 8949444). 

Consider claims 1 and 17, Ma et al. clearly disclose a method of adjusting 

bandwidth allocation by a network element in a communications network, the network 

element including a target port (col. 1, lines 29-31 (destination device)), the method 

comprising: 

monitoring, by the network element, a data flow traversing the target port (fig. 5 

(505), col. 12, lines 43-58 (RTTs associated with ACKs may be monitored)); 
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determining, by the network element, a bandwidth allocation for the target port 

(col. 3, lines 36-40 (measure the available bandwidth associated with established 

flows)), the bandwidth allocation for the target port being a bandwidth that is currently 

allocated for the data flow (col. 3, lines 36-40 (measure the available bandwidth 

associated with established flows based on, for example, a monitoring of round trip 

times (RTTs) associated with acknowledgements (ACKs)); 

determining, by the network element, a fair-share bandwidth allocation for the 

target port (col. 9, lines 3-24 (implement fair-sharing algorithm)), the fair-share 

bandwidth allocation being a proportional allocation of a total bandwidth of the network 

element (col. 9, lines 3-24 (implement fair-sharing algorithm)); and 

adjusting, by the network element, the bandwidth allocation for the target port 

based on the fair-share bandwidth allocation (col. 9, lines 3-24 (may allocate more or 

less bandwidth/implement fair-sharing algorithm)). 

Claim Rejections -35 USC § 103 

The following is a quotation of 35 U.S.C. 103 which forms the basis for all 

obviousness rejections set forth in this Office action: 

A patent for a claimed invention may not be obtained, notwithstanding that the claimed 
invention is not identically disclosed as set forth in section 102 of this title, if the differences 
between the claimed invention and the prior art are such that the claimed invention as a whole 
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would have been obvious before the effective filing date of the claimed invention to a person 
having ordinary skill in the art to which the claimed invention pertains. Patentability shall not 
be negated by the manner in which the invention was made. 

Page 4 

In the event the determination of the status of the application as subject to AIA 
35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, 
any correction of the statutory basis for the rejection will not be considered a new 
ground of rejection if the prior art relied upon, and the rationale supporting the rejection, 
would be the same under either status. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103 are summarized as follows: 
1. Determining the scope and contents of the prior art. 
2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating 

obviousness or nonobviousness. 

Claims 2 and 18 are rejected under 35 U.S.C. 103 as being unpatentable over 

Ma et al. (U.S. Patent # 8949444), in view of Excell et al. (U.S. Patent # 6714555). 

Consider claim 2, and as applied to claim 1 above, 

claim 18, and as applied to claim 17 above, 

Ma et al. clearly disclose the fair sharing and target port. 

However, Ma et al. do not specifically disclose a weight value for each of the 

plurality of ports. 

In the same field of endeavor, Excell et al. clearly show: 

wherein the network element includes a plurality of ports (col. 3, lines 66-col. 4. 

line 3 (weight output ports)), and each of the plurality of ports is assigned a 
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corresponding bandwidth allocation (col. 3, lines 66-col. 4. line 3 (allocate bandwidth)), 

and the determining the fair-share bandwidth allocation comprise: 

determining a weight value for each of the plurality of ports (col. 3, lines 66-col. 4. 

line 3 (weight output ports)); 

determining a total weight value based on the weight value of each of the plurality 

of ports (col. 3, lines 66-col. 4. line 3 (total of each share of the output ports)); and 

determining the fair-share bandwidth allocation based on the weight value of the 

target port and the total weight value (col. 3, lines 66-col. 4. line 3 (total of output ports 

does not exceed total link bandwidth)). 

Therefore, it would have been obvious to a person of ordinary skill in the art 

before the time of invention to demonstrate a method of adjusting bandwidth allocation, 

as taught by Ma, and show a weight value for each of the plurality of ports, as taught by 

Excell, so that network congestion can be minimized. 

Claim 6 is rejected under 35 U.S.C. 103 as being unpatentable over Ma et al. 

(U.S. Patent# 8949444), and Excell et al. (U.S. Patent# 6714555), in view of 

Matthews et al. (U.S. PG-Pub.# 2012/0195192). 

Consider claim 6, and as applied to claim 2 above, Ma et al. clearly disclose the 

method as described. 
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However, Ma et al. do not specifically disclose a time out value for a timer. 

In the same field of endeavor, Excell et al. clearly show: 

wherein the monitoring comprises: 

defining a time out value for a timer, the timer being associated with the 

Page 6 

bandwidth allocation for the target port (par. 22 (bandwidth preference timer/configured 

to limit the time it can dynamically allocate bandwidth)); and 

determining that a timeout event has occurred with respect to the data flow based 

on expiration of the timer (par. 22 (specific level of congestion is detected)). 

Therefore, it would have been obvious to a person of ordinary skill in the art 

before the time of invention to demonstrate a method of adjusting bandwidth allocation, 

as taught by Ma, and show a time out value for a timer, as taught by Matthews, so that 

network congestion can be minimized. 

Allowable Subject Matter 

Claims 11-16 and 20 are allowed. 

Claims 3-5, 7-10 and 19 are objected to as being dependent upon a rejected 

base claim, but would be allowable if rewritten in independent form including all of the 

limitations of the base claim and any intervening claims. 
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Application/Control Number: 14/302,052 

Art Unit: 2462 

Conclusion 

Page 7 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed 

to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Any inquiry concerning this communication or earlier communications from the 

Examiner should be directed to Sai-Ming Chan whose telephone number is (571) 270-

1769. The Examiner can normally be reached on Monday-Thursday from 8:00 am to 

5:00 pm. 

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 

supervisor, Yemane Mesfin can be reached on (571) 272-3927. The fax phone number 

for the organization where this application or proceeding is assigned is (571) 273-8300. 
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Application/Control Number: 14/302,052 

Art Unit: 2462 

Page 8 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for published 

applications may be obtained from either Private PAIR or Public PAIR. Status 

information for unpublished applications is available through Private PAIR only. For 

more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 

have questions on access to the Private PAIR system, contact the Electronic Business 

Center (EBC) at 866-217-9197 (toll-free) or 571-272-4100. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the receptionist/customer service whose telephone 

number is (571) 272-2600. 

/Sai-Ming Chan/ 

Primary Examiner, Art Unit 2462 

January 4, 2016 
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Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
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Title of Invention: SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

First Named Inventor/Applicant Name: Jae Hyun HWANG 

Customer Number: 30594 

Filer: Gary Daniel Yacura/Patricia Sandoval 

Filer Authorized By: Gary Daniel Yacura 

Attorney Docket Number: 29250-002735-US 
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Total Files Size (in bytes) 1626717 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

NeWApplications under35 U.s.c. 1 11 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Staae of an International Aoolication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Aoolication Filed with the USPTO as a Receivina Office 
lfa new international application is being filed and the international -pplication includesthe necessarycomponentsfor 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT APPLICATION FEE  DETERMINATION RECORD  Application or Docket Number 

Substitute for Form PT0-875 14/302,052 

APPLICATION AS  FILED -PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR  SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE 
N/A N/A N/A N/A 280 (37 CFR 1 16(a), (b), or (c)) 

SEARCH FEE 
N/A N/A N/A N/A 600 (37 CFR 1 16(k), (i), or (m)) 

EXAMINATION FEE 
N/A N/A N/A N/A 720 (37 CFR 1 16(0), (p), or (q)) 

TOTAL CLAIMS 
20 

(37 CFR 1 16(i)) 
minus 20= OR X 80 ＝ 0.00 

INDEPENDENT CLAIMS 
4 minus 3 = 1 X 420 ＝ 420 

(37 CFR 1 16(h)) 

If the specification and drawings exceed 100 

APPLICATION SIZE 
sheets of 5p5 afoper r, the atehpneptrlitiecyoa) ftfo. ioSr n eese aizc3e h 5 fee due is FEE $31 O ($1 small additional 0.00 

(37 CFR 1 16(s)) 50 sheets or fraction U S C 
41 (a)(1)(G) and 37 CFR 1 16(s) 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1 16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2 TOTAL TOTAL 2020 

APPLICATION AS  AMENDED -PART II 

OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR  SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
山 Total Minus ＊＊ ＝ 

OR  三； (37 CFR 1 16(i)) X ＝ X ＝ 

゜In7dCeFpR endent 
*＊＊ ＝ z Minus 

OR  (3 1 16(h)) X ＝ X ＝ 
山

三；
Application Size Fee (37 CFR 1 16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 16(j)) OR  

TOTAL 
OR  

TOTAL 

ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

a〕 AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
山 Total Minus ＊＊ ＝ X ＝ OR 三； (37 CFR 1 16(i)) 

X ＝ 

゜Independent Minus *＊＊ ＝ z X ＝ OR  X ＝ 
山 (37 CFR 1 16(h)) 

三；
Application Size Fee (37 CFR 1 16(s)) <( 

OR  
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 16(j)) 

TOTAL 
OR  

TOTAL 

ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3 

** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20" 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3" 

The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UKTTED STATES DEPA RTME'IT OF COMMER⑰ 
United States Patent and Trademark Office 
Ad山ess,COMMISSIO畑 RFOR PATENTS 
PO Box 1450 
Alex皿 dna,Vugmia 22313-1450 
w,;-wuspto,gov 

AP二二°NI 3昇□誓ふ I言閃T I FILFEERECD ATTY.DOCKET.N0,TOTCLAIMSIINDCLAIMS 

14/302,052 06/11/2014 2414 2160 29250-002735-US 20 4 

30594 
HARNESS, DICKEY & PIERCE, P.L.C. 
P.O. BOX 8910 
RESTON, VA 20195 

CONFIRMATION NO. 9013 

FILING RECEIPT 

1111111111111111111111II]~胆~!~l!~l!~H~ 111~11111111111111111111 IIII IIII 

Date Mailed: 06/23/2014 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 

Applicant(s) 

Jae Hyun HWANG, Anyang, KOREA, REPUBLIC OF; 
Thierry KL日N,Fanwood, NJ; 

Jae Hyun HWANG, Anyang, KOREA, REPUBLIC OF; 
Thierry KL日N,Fanwood, NJ; 

Power of Attorney: None 

Domestic Applications for which benefit is claimed -None. 
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for 
domestic benefit. See 37 CFR 1.76 and 1.78. 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see~ for more information.) -None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access -A proper Authorization to Permit Access to Application by Participating Offices 
(PTO/SB/39 or its equivalent) has been received by the USPTO. 

If Required, Foreign Filing License Granted: 06/20/2014 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 14/302,052 
Projected Publication Date: 12/17/2015 
Non-Publication Request: No 
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Early Publication Request: No 
Title 

SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

Preliminary Class 

370 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

APPlicants aIso are advisedthatinthecaseof inventions made in the united States, the Directorofthe USPT0 must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

App!icants maywish to consult the USPTO booKIet, ＂GeneraI Information Concerning Patents" （SpecificaIIy, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOR日GNFILING 

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 

the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 

license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 

37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 

license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 

security or the export of technical data. Licensees should apprise themselves of current regulations especially with 

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 

Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 

Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOR日GNFILING 

LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 

if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 

U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 

business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 

and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 

promote and facilitate business investment. SelectUSA provides information assistance to the international investor 

community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 

and regions competing for global investment; and counsels U.S. economic development organizations on investment 

attraction best practices. To learn more about why the United States is the best country in the world to develop 

technology, manufacture products, deliver services, and grow your business, visit~ or call 
+ 1-202-482-6800. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 
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Attorney Docket. No. 29250-002735-US 
ALU Ref: 815926 

SOFTWARE DEFINED NETWORKING BASED CONGESTION 

CONTROL 

BACKGROUND 

[0001] Data centers are facilities that contain computing and 

storage resources for enabling online services, such as website 

hosting, cloud computing, cloud storage, telecommunications, and the 

like. Currently, many online service providers are aggressively 

building their own data centers in order to provide one or more online 

services. In the meantime, many hardware manufacturers are also 

developing cost-effective and high-performance data center switches to 

meet the service demands of the data centers. 

[0002] In addition, Software Defined Networking (SDN) enabled 

switches have emerged as an important building block in managing 

the data centers. SDN is an approach to computer networking that 

allows network administrators to manage network services by 

decoupling network control functions from data forwarding functions. 

This allows network administrators to define the network control 

functions and to define an abstraction of the underlying network 

infrastructure for desired applications and desired network services. 

[0003] However, most data center switches do not address 

network congestion, which may result in packet losses and may affect 

a quality of service (QoS) of some data flows. In data centers, packet 

loss mainly occurs due to momentary data bursts rather than high 

link utilization. Packet loss due to data bursts can be explained by the 

bursty nature of traffic in data center networks. Because packet loss 

can be attributed to data bursts instead of high link utilization, 

increasing switch capacity may not provide a solution for addressing 

network congestion in data centers. Some switch-side solutions utilize 
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Explicit Congestion Notification (ECN) functionality, but such 

solutions may not be scalable in terms of the number of concurrent 

data flows. For example, Data Center TCP (DCTCP), which controls a 

server's sending rate by exploiting the ECN, can endure up to thirty 

five (35) connections without suffering any packet loss. However, most 

data centers may have a number of concurrent flows that frequently 

exceeds thirty five (35) flows per server. 

SUMMARY 

[0004] At least one example embodiment relates to a method for 

adjusting bandwidth allocation by a network element in a 

communications network. 

[0005] According to an example embodiment, a method for 

adjusting bandwidth allocation by a network element in a 

communications network is provided. The network element includes a 

target port. The method includes monitoring a data flow traversing the 

target port. The method includes determining a bandwidth allocation 

for the target port. The bandwidth allocation for the target port is a 

bandwidth that is currently allocated for the data flow. The method 

includes determining a fair-share bandwidth allocation for the target 

port. The fair-share bandwidth allocation is a proportional allocation 

of a total bandwidth of the network element. The method includes 

adjusting the bandwidth allocation for the target port based on the 

fair-share bandwidth allocation. 

[0006] Example embodiments provide that the network element 

includes a plurality of ports, the plurality of ports includes the target 

port, and each of the plurality of ports is assigned a corresponding 

bandwidth allocation. Example embodiments provide that the 

determining the fair-share bandwidth allocation includes determining 
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a weight value for each of the plurality of ports; determining a total 

weight value based on the weight value of each of the plurality of 

ports; and determining the fair-share bandwidth allocation based on 

the weight value of the target port and the total weight value. 

[0007] Example embodiments provide that the monitoring 

includes receiving a data packet associated with the data flow; 

determining whether the received data packet is one of a flow 

termination packet and a flow initiation packet; increasing the total 

weight value by the weight of the target port if the received data 

packet is a flow initiation packet; and decreasing the total weight 

value by the weight of the target port if the received data packet is a 

flow termination packet. 

[0008] Example embodiments provide that the determining the 

bandwidth allocation for the target port includes determining a link 

capacity for the target port, where the link capacity is a highest 

amount of bandwidth that may be allocated to the target port; 

determining a round trip time (RTI) associated with the data flow; and 

determining the bandwidth allocation for the target port by 

multiplying the link capacity by the R冗

[0009] Example embodiments provide that the determining the 

fair-share bandwidth allocation further includes determining a fair-

share weight value by dividing the weight value of the target port by 

the total weight value; and determining a weighted fair-share 

bandwidth allocation by multiplying the fair-share weight value by the 

bandwidth allocation for the target port. 

[0010] Example embodiments provide that the monitoring 

includes defining a time out value for a timer, the timer being 

associated with the bandwidth allocation for the target port; and 

determining that a timeout event has occurred with respect to the 

data flow based on expiration of the timer. 

-3 -
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Example embodiments provide that the monitoring 

further includes receiving a data packet associated with the data flow; 

resetting the timer to be equal to the timeout value if the timeout 

event does not occur before the data packet is received; and 

decreasing the total weight by the weight of the target port if the 

timeout event does occur before the data packet is received. 

[0012] Example embodiments provide that the monitoring 

further includes increasing the total weight by the weight of the target 

port when a subsequent data packet is received after the timeout 

event occurs. 

[0013] Example embodiments provide that the monitoring 

further includes determining a timeout fraction based on a number of 

times that the total weight is increased by the weight of the target port 

when the subsequent data packet is received after the timeout event 

occurs; determining a target fraction based on the timeout fraction; 

and adjusting the timeout value based on the target fraction. 

[0014] Example embodiments provide that the time out value is 

based on a desired minimum timeout value and a desired maximum 

timeout value, and the desired minimum timeout value is larger than 

a RTI associated with the data flow. 

[0015] At least one example embodiment relates to a method of 

adjusting bandwidth allocation by a network controller in a 

communications network. 

[0016] According to an example embodiment, a method of 

adjusting bandwidth allocation by a network controller in a 

communications network, where the network controller is configured 

to control a network element, and the network element includes a 

target port. The method includes receiving data flow information from 

the network element. The data flow information includes information 

about data flows traversing of the target port. The method includes 
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determining a bandwidth allocation of the target port based on the 

data flow information. The bandwidth allocation of the target port is a 

bandwidth that is currently allocated for each of the data flows 

traversing the target port. The method includes determining an over-

subscription ratio. The over-subscription ratio is a ratio of the 

bandwidth allocation of the target port to a number of data flows 

traversing the target port. The method includes transmitting the over-

subscription ratio to the network element based on the over-

subscription ratio and a threshold value. The method includes 

determining a fair-share bandwidth allocation for the target port 

based on the over-subscription ratio and the threshold value. The fair-

share bandwidth allocation is a proportional allocation of a total 

bandwidth of the network element. The method includes adjusting the 

bandwidth allocation for the target port based on the fair-share 

bandwidth allocation. 

[0017] Example embodiments provide that the network element 

includes a plurality of ports, the plurality of ports includes the target 

port, and each of the plurality of ports is assigned a corresponding 

bandwidth allocation. Example embodiments provide that the 

determining the fair-share bandwidth allocation for the target port 

includes determining the bandwidth allocation for each of the plurality 

of ports; determining a weight value for each of the plurality of ports; 

determining a total weight value based on the weight value for each of 

the plurality of ports; and determining the fair-share bandwidth 

allocation for the target port based on the weight value of the target 

port and the total weight value. 

[0018] Example embodiments provide that the determining the 

bandwidth allocation for each of the plurality of ports includes 

determining a link capacity for the target port, where the link capacity 

is a highest amount of bandwidth that is able to be allocated to of the 
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target port; determining a RTI for one of the data flows traversing the 

target port; and determining the bandwidth allocation for the target 

port by multiplying the link capacity by the R冗

[0019] Example embodiments provide that the determining the 

fair-share bandwidth allocation for the target port includes 

determining a fair-share weight value by dividing the weight value of 

the target port by the total weight value; and determining a network 

fair-share bandwidth allocation by multiplying the fair-share weight 

value by the bandwidth allocation of the target port. 

[0020] Example embodiments provide that the network element 

is associated with a secondary network element. The secondary 

network element includes a secondary set of ports, and the secondary 

network element determines a weighted fair-share bandwidth 

allocation for each of the secondary set of ports. 

[0021] Example embodiments provide that the adjusting the 

bandwidth allocation for the target port includes determining a data 

flow traversing the target port and a secondary target port, where the 

secondary target port is one of secondary set of ports; determining the 

weighted fair-share bandwidth allocation for the target port and the 

secondary target port; determining the network fair-share bandwidth 

allocation for the data flow traversing the target port and the 

secondary target port; adjusting the bandwidth allocation for the 

target port based on the weighted fair-share bandwidth allocation 

when the weighted fair-share bandwidth allocation is less than the 

network fair-share bandwidth allocation; and adjusting the bandwidth 

allocation for the target port based on the network fair-share 

bandwidth allocation when the network fair-share bandwidth 

allocation is less than the weighted fair-share bandwidth allocation. 
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[0022] At least one example embodiment relates to an edge 

switch for adjusting bandwidth allocation in a communications 

network. 

[0023] According to an example embodiment, an edge switch for 

adjusting bandwidth allocation in a communications network is 

provided. The edge switch includes a target port. The edge switch 

configured to monitor a data flow traversing the target port. The edge 

switch configured to determine a bandwidth allocation for the target 

port, the bandwidth allocation for the target port being a bandwidth 

that is currently allocated for the data flow. The edge switch 

configured to determine a fair-share bandwidth allocation for the 

target port, the fair-share bandwidth allocation being a proportional 

allocation of a total bandwidth of the network element. The edge 

switch configured to adjust the bandwidth allocation for the target 

port based on the fair-share bandwidth allocation. 

[0024] Example embodiments provide that the edge switch 

includes a plurality of ports, the plurality of ports including the target 

port, and each of the plurality of ports is assigned a corresponding 

bandwidth allocation, and in the determining the fair-share 

bandwidth allocation. Example embodiments provide that the edge 

switch is configured to determine a weight value for each of the 

plurality of ports. The edge switch is configured to determine a total 

weight value based on the weight value of each of the plurality of 

ports. The edge switch is configured to determine the fair-share 

bandwidth allocation based on the weight value for the target port and 

the total weight value. 

[0025] Example embodiments provide that, in the determining 

the bandwidth allocation for the target port, the edge switch is 

configured to determine a link capacity for the target port, the link 

capacity being a highest amount of bandwidth that is able to be 

-7 -

Ex.1002 / Page 98 of 162 
Cisco Systems, Inc.



Attorney Docket. No. 29250-002735-US 
ALU Ref: 815926 

allocated to the target port; determine a RTT associated with the data 

flow; determine the bandwidth allocation for the target port by 

multiplying the link capacity by the RTT; determine a fair-share 

weight value by dividing the weight value for the target port by the 

total weight value; and determine a weighted fair-share bandwidth 

allocation by multiplying the fair-share weight value by the bandwidth 

allocation for the target port. 

[0026] At least one example embodiment relates to a Software 

Defined Networking (SDN) controller for adjusting bandwidth 

allocation in a communications network, where the SDN controller is 

configured to control a core/ aggregation switch. 

[0027] According to an example embodiment, a SDN controller 

for adjusting bandwidth allocation in a communications network is 

provided. The SDN controller is configured to control a 

core/ aggregation switch, and the core/ aggregation switch includes a 

target port. The SDN controller is configured to receive data flow 

information from the network element. The data flow information 

includes information about data flows traversing of the target port. 

The SDN controller is configured to determine a bandwidth allocation 

of the target port based on the data flow information. The bandwidth 

allocation of the target port is a bandwidth that is currently allocated 

for each of the data flows traversing the target port. The SDN 

controller is configured to determine an over-subscription ratio. The 

over-subscription ratio is a ratio of the bandwidth allocation of the 

target port to a number of data flows traversing the target port. The 

SDN controller is configured to transmit the over-subscription ratio to 

the aggregation switch based on the over-subscription ratio and a 

threshold value. The SDN controller is configured to determine a fair-

share bandwidth allocation for the target port based on the over-

subscription ratio and the threshold value. The fair-share bandwidth 
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allocation is a proportional allocation of a total bandwidth of the 

network element. The SDN controller is configured to adjust the 

bandwidth allocation for the target port based on the fair-share 

bandwidth allocation. 

BRIEF SUMMARY OF THE DRAWINGS 

[0028] The present invention will become more fully understood 

from the detailed description given herein below and the 

accompanying drawings, wherein like elements are represented by like 

reference numerals, which are given by way of illustration only and 

thus are not limiting of the present invention and wherein: 

[0029] FIG. 1 illustrates an example of a data center 

communications network, according to an example embodiment; and 

[0030] FIG. 2 illustrates the components of network devices 

being employed by a communications network according to an 

example embodiment; 

[0031] FIG. 3 illustrates the components of a network controller 

being employed by a data center communications network according 

to an example embodiment; 

[0032] FIG. 4 illustrates an operation diagram for operating SDN-

based congestion management, according to an example embodiment; 

[0033] FIG. 5 shows a weight counting routine, according to an 

example embodiment; 

[0034] FIG. 6 shows a congestion management routine, 

according to an example embodiment; and 

[0035] FIG. 7 shows a timeout handling routine, according to an 

example embodiment. 
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DETAILED DESCRIPTION OF THE EMBODIMENTS 

Various example embodiments will now be described more 

fully with reference to the accompanying drawings in which some 

example embodiments of the invention are shown. 

[0037] Detailed illustrative embodiments are disclosed herein. 

However, specific structural and functional details disclosed herein 

are merely representative for purposes of describing example 

embodiments of the present invention. This invention may, however, 

may be embodied in many alternate forms and should not be 

construed as limited to only the embodiments set forth herein. 

[0038] It will be understood that, although the terms first, 

second, etc. may be used herein to describe various elements, these 

elements should not be limited by these terms. These terms are only 

used to distinguish one element from another. For example, a first 

element could be termed a second element, and, similarly, a second 

element could be termed a first element, without departing from the 

scope of example embodiments of the present invention. As used 

herein, the term "and/ or," includes any and all combinations of one or 

more of the associated listed items. 

[0039] It will be understood that when an element is referred to 

as being "connected," or "coupled," to another element, it can be 

directly connected or coupled to the other element or intervening 

elements may be present. In contrast, when an element is referred to 

as being "directly connected," or "directly coupled," to another 

element, there are no intervening elements present. Other words used 

to describe the relationship between elements should be interpreted in 

a like fashion (e.g., "between," versus "directly between," "adjacent," 

versus "directly adjacent," etc.). 
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[0040] The terminology used herein is for the purpose of 

describing particular embodiments only and is not intended to be 

limiting of example embodiments of the invention. As used herein, the 

singular forms "a," "an," and "the," are intended to include the plural 

forms as well, unless the context clearly indicates otherwise. It will be 

further understood that the terms "comprises," "comprising," 

"includes," and/ or "including," when used herein, specify the presence 

of stated features, integers, steps, operations, elements, and/ or 

components, but do not preclude the presence or addition of one or 

more other features, integers, steps, operations, elements, 

components, and/ or groups thereof. 

[0041] It should also be noted that in some alternative 

implementations, the functions/acts noted may occur out of the order 

noted in the figures. For example, two figures shown in succession 

may in fact be executed substantially concurrently or may sometimes 

be executed in the reverse order, depending upon the 

functionality/ acts involved. 

[0042] Specific details are provided in the following description to 

provide a thorough understanding of example embodiments. However, 

it will be understood by one of ordinary skill in the art that example 

embodiments may be practiced without these specific details. For 

example, systems may be shown in block diagrams in order not to 

obscure the example embodiments in unnecessary detail. In other 

instances, well-known processes, structures and techniques may be 

shown without unnecessary detail in order to avoid obscuring example 

embodiments. 

[0043] Also, it is noted that example embodiments may be 

described as a process depicted as a flowchart, a flow diagram, a data 

flow diagram, a structure diagram, or a block diagram. Although a 

flowchart may describe the operations as a sequential process, many 
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of the operations may be performed in parallel, concurrently or 

simultaneously. In addition, the order of the operations may be re-

arranged. A process may be terminated when its operations are 

completed, but may also have additional steps not included in the 

figure. A process may correspond to a method, a function, a 

procedure, a subroutine, a subprogram, etc. When a process 

corresponds to a function, its termination may correspond to a return 

of the function to the calling function or the main function. 

[0044] Moreover, as disclosed herein, the term "memory" may 

represent one or more devices for storing data, including random 

access memory (RAM), magnetic RAM, core memory, and/or other 

machine readable mediums for storing information. The term "storage 

medium" may represent one or more devices for storing data, 

including read only memory (ROM), random access memory (RAM), 

magnetic RAM, core memory, magnetic disk storage mediums, optical 

storage mediums, flash memory devices and/ or other machine 

readable mediums for storing information. The term "computer-

readable medium" may include, but is not limited to, portable or fixed 

storage devices, optical storage devices, wireless channels, and 

various other mediums capable of storing, containing or carrying 

instruction(s) and/ or data. 

[0045] Furthermore, example embodiments may be implemented 

by hardware, software, firmware, middleware, microcode, hardware 

description languages, or any combination thereof. When 

implemented in software, firmware, middleware or microcode, the 

program code or code segments to perform the necessary tasks may 

be stored in a machine or computer readable medium such as a 

storage medium. A processor(s) may perform the necessary tasks. 

[0046] A code segment may represent a procedure, a function, a 

subprogram, a program, a routine, a subroutine, a module, a software 
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package, a class, or any combination of instructions, data structures, 

or program statements. A code segment may be coupled to another 

code segment or a hardware circuit by passing and/or receiving 

information, data, arguments, parameters, or memory contents. 

Information, arguments, parameters, data, etc. may be passed, 

forwarded, or transmitted via any suitable means including memory 

sharing, message passing, token passing, network transmission, etc. 

[0047] As used herein, the term "user agent" may be considered 

synonymous to, and may hereafter be occasionally referred to, as a 

client, mobile, mobile unit, mobile station, mobile user, user 

equipment (UE), subscriber, user, remote station, access agent, user 

agent, receiver, etc., and may describe a remote user of network 

resources in a communications network. Furthermore, the term "user 

agent" may include any type of wireless/wired device such as 

consumer electronics devices, smart phones, tablet personal 

computers, personal digital assistants (PDAs), desktop computers, 

and laptop computers, for example. 

[0048] As used herein, the term "network device", may be 

considered synonymous to and/ or referred to as a networked 

computer, networking hardware, network equipment, router, switch, 

hub, bridge, gateway, or other like device. The term "network device" 

may describe a physical computing device of a wired or wireless 

communication network and configured to host a virtual machine. 

Furthermore, the term "network device" may describe equipment that 

provides radio baseband functions for data and/ or voice connectivity 

between a network and one or more users. 

[0049] Exemplary embodiments are discussed herein as being 

implemented in a suitable computing environment. Although not 

required, exemplary embodiments will be described in the general 

context of computer-executable instructions, such as program 
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modules or functional processes, being executed by one or more 

computer processors or CPUs. Generally, program modules or 

functional processes include routines, programs, objects, components, 

data structures, etc. that performs particular tasks or implement 

particular data types. The program modules and functional processes 

discussed herein may be implemented using existing hardware in 

existing communication networks. For example, program modules and 

functional processes discussed herein may be implemented using 

existing hardware at existing network elements or control nodes (e.g., 

an edge switch, aggregation switch, or core switch as shown in FIG. 

1). Such existing hardware may include one or more digital signal 

processors (DSPs), application-specific-integrated-circuits, field 

programmable gate arrays (FPGAs) computers or the like. 

[0050] Example embodiments provide methods and systems for 

Software Defined Networking (SDN)-based congestion management. 

The example embodiments operate on a software-based virtual switch 

in a hypervisor, virtual machine monitor (VMM), or other like network 

controller. Example embodiments allow for multiple concurrent flows 

per physical server, while reducing packet losses as well as requiring 

few specific switch capacity upgrades. The example embodiments also 

support quality of service (QoS)-awareness such that premium and/ or 

high-priority data flows receive more bandwidth than non-premium 

and/ or lower-priority data flows. 

[0051] FIG. 1 illustrates an example of a data center 

communications network, according to an example embodiment. 

Communications network 100 includes core switch 105, aggregation 

switches 110, edge switches 115, and server stacks 120. 

[0052] Edge switches 115, aggregation switches 110, and core 

switch 105 ("the switches") may be configured to provide 

communication services to user agents and/ or user devices operating 
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within a computer network (e.g., an enterprise private network, virtual 

private network, local area network (LAN), or other like computer 

network). The switches may also link network segments or other 

network devices within a computer network. Additionally, in some 

embodiments, the switches may be configured as virtual local area 

networks (VLAN). In such embodiments, one or more of the switches 

may be partitioned to create multiple distinct broadcast domains, 

which are logically isolated from one another while remaining on the 

same physical switch. 

[0053] The switches may be configured to process and route data 

(or data packets) at the data link layer (layer 2) of the OSI model, 

and/ or process data (or data packets) at the network layer (layer 3) 

(i.e., the switches may be considered "multilayer switches"). The 

switches may employ multiple connection interfaces in order to allow 

different user agents and/ or user devices to connect to a 

communications network, including Ethernet, Fibre Channel, ATM, 

ITU-T, G.hn, 802.11, and/or other like connection interfaces. 

According to various embodiments, where the switches utilize L2/L3 

connections to connect two or more devices at the datalink layer (L2) 

and/or the network layer (L3) of the OSI model, the L2/L3 

connections may operate as an enterprise private network, virtual 

private network, local area network (LAN), or other like computer 

network. 

[0054] An L2 connection may employ a protocol for providing the 

functional and procedural means to transfer data between network 

entities. Such protocols may include Ethernet, Point-to-Point 

Protocol (PPP), High Level Data Link Control (HDLC), or other like 

protocols already known in the art. An L3 connection may employ a 

protocol for providing the functional and procedural means of 

transferring variable length data sequences from a source to a 
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destination host via one or more networks while maintaining quality of 

service (QoS) functions. Such protocols may include Internet Protocol 

version 4 (IPv4), Internet Protocol version 6 (IPv6), or other like 

protocols already known in the art. 

[0055] According to various embodiments, the switches may 

utilize a WLAN connection to link two or more devices using a wireless 

distribution method, such as spread-spectrum, orthogonal frequency-

division multiplexing (OFDM), or other like wireless distribution 

method. The WLAN connection may be configured to provide a 

connection to the Internet for various network elements (e.g., one or 

more user agents via edge switches 115, aggregation switches 110, 

and core switch 105). In various embodiments, the WLAN connection 

may be a Wide Area Network (WAN) or other like network that covers a 

broad area, such as a personal area network (PAN), local area network 

(LAN), campus area network (CAN), metropolitan area network (MAN), 

and the like. 

[0056] The switches may include one or more processors, a 

network interface including one or more transmitters/receivers 

connected to one or more antennas, a computer readable medium, 

and (optionally) a display device. The one or more 

transmitters/receivers may be configured to transmit/receive data 

signals to/from one or more user agents. 

[0057] Server stacks 120 may include one or more servers (i.e., a 

physical computer hardware system) that is configured to provide 

services for users connected to a network. The one or more servers of 

the server stacks 120 may employ connection-oriented protocols such 

as Session Initiation Protocol (SIP), HTIP, and TCP /IP, and includes 

servers that use connectionless protocols such as User Datagram 

Protocol (UDP) and Internet Packet Exchange (IPX). The one or more 

servers of the server stacks 120 may be configured to establish, 
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manage, and terminate communications sessions between user 

agents, user devices, virtual machines, and/ or other like computing 

entities. To this end, the one or more servers of the server stacks 120 

may be configured to receive/send communication requests from/to 

computing entities, as well as correlate the unique IDs of the 

computing entities with an IP address of the computing entities, and 

once a communication session is setup, allowing two computing 

entities to transfer data using a direct communications session. 

[0058] FIG. 2 illustrates the components of network devices 205 

being employed by the communications network 100, according to an 

example embodiment. In various embodiments, the network devices 

205 may be a server, such as one or more servers of the server stacks 

120, or other like computing entities. In various embodiments, the 

SDN controller 230 may be a network controller that is capable of 

obtaining data packets associated with one or more data flows, 

controlling one or more characteristics of data flows (e.g., alter the 

data flow's path, adjusting the bandwidth allocated data flows, and 

the like), collecting statistics and/ or other like information about data 

flows, and the like. In most embodiments, the SDN controller 230 

resides on any one of the switches (e.g., edge switches 115, 

aggregation switches 110, and/or core switch 105). However, in 

alternate embodiments, the SDN controller 230 may reside on 

separate physical computing device (not shown). 

[0059] As shown, network devices 205 include virtual machines 

(VMs) 210-11, 210-12, 210-21, and 210-22 ("the VMs 210"); virtual 

network interface cards (vNICs) 215-11, 215-12, 215-21, and 215-22 

("the vNICs 215"); virtual switches (VSs) 220-1, 220-2 ("the VSs 220"); 

and physical network interface cards (pNICs) 225-11, 225-12, 225-21, 

and 225-22 ("the pNICS 225"). During operation, the network devices 

205 may communicate with SDN controller 230 and/ or one or more of 
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the switches of communications network 100. In various 

embodiments, the network devices 205 may include many more 

components than those shown in FIG. 2. However, it is not necessary 

that all of these generally conventional components be shown in order 

to disclose the illustrative embodiments. 

[0060] It should be noted that, although not shown, network 

devices 205 may include one or more processors and one or more 

memory devices. The memory devices may be computer readable 

storage media that generally includes a random access memory 

(RAM), read only memory (ROM), and a permanent mass storage 

device, such as a disk drive. The memory may also store an operating 

system and/ or program code. The one or more processors may be 

configured to carry out instructions of the operating system and/ or 

program code by performing the basic arithmetical, logical, 

and input/ output operations of the system. Instructions may be 

provided to the one or more processors by the memory, or via the 

pNIC and/ or vNIC. 

[0061] The VMs 210 may be any software implementation and/or 

emulation of a computing environment that executes programs 

and/ or applications like a physical computing device that is being 

emulated. The VMs 210 may request processor and/ or memory 

resources via a virtualization layer (not shown), which translates 

requests to the underlying physical hardware. The virtualization layer 

may include a hypervisor, VMM, and/ or other like virtualization 

platform that runs on top of an operating system of the network 

devices 205. 

[0062] The vNICs 215 may be any software implementation 

and/ or emulation of a network interface card, such that the vNICs 

215 may function as conventional network interface cards. The vNICs 

215 may be designed to operate with one or more operating systems, 
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hypervisors, VMMs, and/ or other like applications. The vNICs 215 

connects the VMs 210 to a computer network (e.g., communications 

network 100) via a virtualized wired or virtualized wireless connection. 

[0063] The VSs 220 may be any software implementation and/ or 

emulation of a computing device that allows one or more VMs (e.g., 

VMs 210) to communicate with each other by monitoring and 

forwarding one or more data packets from one virtual machine to 

another. In various embodiments, the VSs 220 allow the VMs 210 to 

communicate with one another using the same or similar 

communications protocols that would be used over one or more 

physical switches, without the need for additional networking 

hardware. The VSs 220 may enable communication between one or 

more virtual machines residing on the same physical device (e.g., 

between VM  210-12 and VM  210-11) and/or between one or more 

virtual machines residing on different physical devices (e.g., between 

VM  210-12 and VM  210-21). 

[0064] The pNICS 225 are physical computer hardware 

components that connect the network devices 205 to a computer 

network via a wired or wireless connection. In embodiments utilizing a 

wireless connection, the pNICs 225 may operate in conjunction with a 

wireless transmitter /receiver and/ or transceiver (not shown) that is 

configured to operate in accordance with the IEEE 802.11-2007 

standard (802.11), the Bluetooth standard, and/or any other like 

wireless standards. In embodiments utilizing a wired connection, 

pNICs 225 may be configured to operate in accordance with a wired 

communications protocol, such as a serial communications protocol 

(e.g., the Universal Serial Bus (USB), FireWire, Serial Digital Interface 

(SDI), and/or other like serial communications protocols), a parallel 

communications protocol (e.g., IEEE 1284, Computer Automated 

Measurement And Control (CAMAC), and/or other like parallel 
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and/or a 

token ring, 

other like 

network communications 

Fiber Distributed Data 

network communications 

[0065] During operation, a VM  210 may transmit data to a 

corresponding VS 220 via a corresponding vNIC 215, where the VS 

220 is managed by the SDN controller 230. Each VM  210 

communicates with an underlying VS 220 through its vNIC 215. The 

VS 220 forwards data packets to the data center network through the 

pNIC 225. A hypervisor and/ or VMM (not shown) converts commands 

and/ or operations issued by the VMs 210 into a format suitable for 

the underlying physical hardware, and controls and manages the 

physical resources of the physical machine for each VM  210. The VSs 

220 may convert data packets and/ or data flows being sent by the 

VMs 210 into a format suitable for a corresponding pNIC 225. 

[0066] For example, VM  210-12 may communicate with VM  210-

21 by transmitting data packets to VS 220-1 via vNIC 215-12. VS 220-

1 converts and forwards the data packets to pNIC 225-1, which then 

forwards the data packets to pNIC 225-2 through the communications 

network 100. Once received, the data packets are forwarded from the 

pNIC 225-2 to VS 220-2, which then converts the data packets into a 

suitable format for VM  210-21, if necessary. The converted data 

packets are then transmitted to VM  210-21 via vNIC 215-21. 

[0067] By way of another example, VM  210-12 may communicate 

with VM  210-11 by transmitting data packets to VS 220-1 via vNIC 

215-12. Because VM  210-12 and VM  210-11 reside on the same 

physical device, VS 220-1 converts the data packets into a format 

suitable for VM  210-11, and forwards the data packets to VM  210-11 

via vNIC 215-11. 
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[0068] It should be noted that, in both of the aforementioned 

examples, the data packets may be associated with a data flow and/ or 

data stream. In both of the aforementioned examples, the SDN 

controller 230 may manage the allocation of physical resources for 

each data flow based on a packet type of a given data flow and a 

round-trip delay time (RTD), a round-trip time (R打）， atimeout event, 

or other like transmission timing of the data packets associated with a 

data flow. 

[0069] In many data communications networks (e.g., 

communications network 100), network congestion may occur at the 

physical network switches. Generally, physical network switches 

consist of multiple input and output ports, where each port is shared 

by multiple data flows. The output-port (hereinafter, "port") is where 

network congestion in data centers mainly occurs. Therefore, example 

embodiments provide for congestion management and/ or congestion 

avoidance schemes for (i) edge switches (e.g., edge switches 115) and 

(ii) Aggregation/Core switches (e.g., aggregation switches 110 and core 

switch 105). To this end, the SDN controller 230 may be configured to 

monitor the ports of the VSs 220, detect and/ or identify which ports 

are being used for transmitting data flows, and control the VSs 220 to 

allocate more or less resources to the data flows based on the 

characteristics and/ or timing of the data flows. In various 

embodiments, the VSs 220 may monitor their own ports and may 

send information about data flows traversing their ports to the SDN 

controller 230. 

[0070] FIG. 3 illustrates the components of SDN controller 230 

being employed by the communications network 100, according to an 

example embodiment. It should be noted that any one of the network 

devices as shown in FIG. 1 (e.g., edge switches 115, aggregation 

switches 110, and core switch 105) may include the SDN controller 
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230, and the switches may have a similar configuration of 

components as shown in FIG. 2. As shown, SDN controller 230 

includes processor 310, bus 320, network interface 330, transmitter 

340, receiver 350, and memory 355. During operation, memory 355 

includes operating system 360, weight counting routine 500, 

congestion management routine 600, and timeout handling routine 

700. In some embodiments, SDN controller 230 may include many 

more components than those shown in FIG. 3. However, it is not 

necessary that all of these generally conventional components be 

shown in order to disclose the illustrative embodiment. 

[0071] Memory 355 may be a computer readable storage medium 

that generally includes a random access memory (RAM), read only 

memory (ROM), and a permanent mass storage device, such as a disk 

drive. Memory 355 also stores operating system 360 and program 

code for weight counting routine 500, congestion management routine 

600, and timeout handling routine 700. These software components 

may also be loaded from a separate computer readable storage 

medium into memory 355 using a drive mechanism (not shown). Such 

separate computer readable storage medium may include a floppy 

drive, disc, tape, DVD/CD-ROM drive, memory card, or other like 

computer readable storage medium (not shown). In some 

embodiments, software components may be loaded into memory 355 

via network interface 330, rather than via a computer readable 

storage medium. 

[0072] Processor 310 may be configured to carry out 

instructions of a computer program by performing the basic 

arithmetical, logical, and input/ output operations of the system. 

Instructions may be provided to processor 310 by memory 355 via bus 

320. 
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Bus 320 enables the communication and data transfer 

between the components of SON controller 230. Bus 320 may 

comprise a high-speed serial bus, parallel bus, storage area network 

(SAN), and/or other suitable communication technology. 

[0074] Network interface 330 is a computer hardware component 

that connects SDN controller 230 to a computer network via a wired 

or wireless connection. 

[0075] Transmitter 340 may be any type of hardware device that 

may generate, or otherwise produce, radio waves in order to 

communicate with one or more other devices. Transmitter 340 may be 

coupled with an antenna (not shown) in order to transmit data to one 

or more other devices. Transmitter 340 may be configured to receive 

digital data from one or more components of BPS 120 via bus 220, 

and convert the received digital data into an analog signal for 

transmission over an air interface. 

[0076] Receiver 350 may be any type of hardware device that can 

receive and convert a signal from a modulated radio wave into usable 

information, such as digital data. Receiver 350 may be coupled with 

an antenna (not shown) in order to capture radio waves. Receiver 350 

may be configured to send digital data converted from a captured 

radio wave from one or more other network elements (e.g., one or more 

servers of the server stacks 120, edge switches 115, aggregation 

switches 110, and core switch 105) to one or more other component 

via bus 220. In various embodiments, a transceiver (not shown) may 

be included with SDN controller 230. A transceiver may be a single 

component configured to provide the functionality of transmitter 340 

and receiver 350 as discussed above. 

[0077] FIG. 4 illustrates an operation diagram for operating SDN-

based congestion management, according to an example embodiment. 

In the example illustrated by FIG. 4, it is assumed that 
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communication occurs between VM  210-21 and VM  210-12 in 

communications network 100, via edge switch 115-11, aggregation 

switch 110-1, and edge switch 115-12. In the example embodiment 

illustrated by FIG. 4, it is assumed that the uplink capacity for the 

edge switches is 1 Gbps and the uplink capacity for aggregate and/ or 

core switches is 10 Gbps. 

[0078] According to various embodiments, congestion 

management and/ or congestion avoidance schemes may operate 

differently for edge switches (e.g., edge switches 115) and 

aggregation/core switches (e.g., aggregation switches 110 and core 

switch 105). 

[0079] In order to manage network congestion at each edge 

switch 115, the SDN controller 230 monitors all data flows that 

traverse each port of each edge switch 115. Because each server is 

directly connected to each port of edge switch 105 through a 

corresponding pNIC 225, the SDN controller 230 may keep track of 

each data flow that traverses each port of each edge switch 115. In 

various embodiments, the SDN controller 230 may monitor each port 

of each VS 220 in order to obtain data flow information. In such 

embodiments, the SDN controller 230 obtains or otherwise determines 

data flow information for data flows that traverse each port of each 

edge switch 115. Additionally, in such embodiments the SDN 

controller 230 computes, calculates, or otherwise determines a fair-

share bandwidth allocation and/ or weighted fair-share bandwidth 

allocation for each data flow. The fair-share bandwidth allocation is a 

proportional allocation of a total bandwidth, such that each port of an 

edge switch is allocated a proportional amount of bandwidth. The 

weighted fair-share bandwidth allocation is a proportional allocation 

of a total bandwidth, such that each port of an edge switch is 

allocated a proportional amount of bandwidth based on a weight value 
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associated with data flows traversing each port. The weight values 

may be based on a QoS required for a data flow, a premium status 

and/ or priority status associated with a data flow, a round trip time 

{RTT) and/or delay associated with a data flow, and the like. The fair-

share and/or weighted fair-share bandwidth allocations are 

determined in order to limit a total utilization of each edge switch 115 

according to a bandwidth-delay product (BDP) of each data flow. The 

EDP is the product of a data link's capacity {in bits per second) and 

its end-to-end delay and/or RTT. 

[0080] Once the SDN controller 230 determines the bandwidth 

allocation for each edge switch 115, the SDN controller 230 sends fair-

share information to a corresponding edge switch 115. In various 

embodiments, the SDN controller 230 sends the fair-share 

information to each edge switch 115 by utilizing and modifying an 

advertisement window field in a TCP header. Thus, in order to avoid or 

otherwise reduce network congestion at each port of each edge switch 

115, each edge switch 115 may be informed of an appropriate data 

size and/ or an appropriate bandwidth allocation for transmitting data 

packets of a data flow over a target port based on the RTI of the data 

packets of the data flow. 

[0081] In order to manage network congestion at each 

aggregation switch 110 and/or core switch 105, the SDN controller 

230 may obtain data flow information from each aggregation switch in 

order to determine a network fair-share bandwidth allocation for each 

port of each aggregation switch 110 and/or each port of core switch 

105. The network fair-share bandwidth allocation is a proportional 

allocation of a total bandwidth, such that each port of an 

aggregation/ core switch is allocated a proportional amount of 

bandwidth based on a total weight value associated with all data flows 

traversing each port. The weight values may be based on a QoS 
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required for a data flow, a premium status and/ or priority status 

associated with a data flow, a round trip tiine (RTI) and/or delay 

associated with a data flow, and the like. 

[0082] Using the data flow information of each VS 220, the SDN 

controller 230 may deduce or otherwise determine each port of each 

VS 220 where a data flow traverses based on the source and/or 

destination of the data flow. The SDN controller 230 may periodically 

gather or otherwise obtain the data flow information from each VS 220 

in the communications network 100, and sum a number of all the 

data flows traversing each port of each VS 220. In other words, the 

SDN controller 230 has a global view for all data flows in the 

communications network 100. Since the SDN controller 230 has a 

global view for all data flows, the SDN controller 230 can compute an 

over-subscription ratio for each port of each VS 220. The over-

subscription ratio is transmitted from the SDN controller 230 to the 

network element when the over-subscription ratio is less than one (1). 

If the over-subscription ratio is less than one (1), the SDN controller 

230 reports over-subscription related information to the 

corresponding VS 220 so that each aggregation/ core switch can 

determine a fair-share bandwidth allocation for each data flow. The 

fair-share bandwidth allocation determined by each aggregation/ core 

switch is based on a network fair-share bandwidth allocation 

calculated by the SDN controller 230 and the weighted network fair-

share bandwidth allocation. 

[0083] In various embodiments, to keep track of the total weight 

of active data flows, the SDN controller 230 creates a local flow table 

for each VS 220. A flow table is a set of data elements associated with 

a data flow. The flow table is used to match incoming packets to a 

particular data flow and to specify the functions that are to be 

performed on the data packets. The open flow tables include various 
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fields, such as a "match" field comprising of MAC/IP addresses, TCP 

port, and the like; a "weight" and/ or "priority" field; a "timeout" field; a 

"path" field; a "reported_sum_weight" field; and/ or other like fields. In 

various embodiments, the SDN controller 230 may use data flow 

initiation packets (e.g., a TCP SYN packet) to detect new data flows 

and data flow termination packets (e.g., a TCP FIN packet) to detect 

expired data flows. Whenever a new data flow is created (e.g., when a 

TCP-SYN packet is received), the SDN controller 230 inserts a new 

flow entry to the local flow table associated with the VS 220. The SDN 

controller 230 then increases a total weight value each data flow 

traversing the VS 220 (Wi) by a weight value associated with the data 

flow traversing a target port (wk)-On the other hand, whenever a flow 

is closed, expired, and/or terminated (e.g., a TCP-FIN packet is 

received), the SDN controller 230 decreases Wi by Wk and deletes the 

corresponding flow entry from the local flow table. 

[0084] In various embodiments, the SDN controller 230 may also 

decrease Wi by Wk if a timer associated with a data flow entry expires. 

In such embodiments, the SDN controller 230 may decrease Wi by Wk 

even if a data flow termination packet is not received. However, when 

the SDN controller 230 receives a data packet of a data flow that 

exists in the local flow table, a timer associated with the data flow is 

refreshed to a desired timeout value. If the timeout value is zero (0), 

which may indicate that the timer has previously expired, the the SDN 

controller 230 increases Wi by Wk and restores the timeout value to 

the desired timeout value. 

[0085] Furthermore, in various embodiments, each data flow 

may be associated with a priority level. A priority level may be any 

type of indication by which data flows are given access to network 

resources, where data flows with a higher priority are given access to, 

or a preference for, network resources before lower priority data 
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flows. Thus, the SDN controller 230 may allocate a larger share of the 

bandwidth for a higher priority data flow than a lower priority data 

flow. A data flow may be assigned or otherwise associated with a 

priority level based on whether the data flow originates from a trusted 

domain, a service type of the data flow, an application type associated 

with the data flow, a source or destination of the data flow, a 

subscription status associated with a source or destination of the data 

flow, and/ or other like criteria associated with the data flow. The 

priority levels may be used to influence the weight values assigned or 

otherwise associated with a data flow. 

[0086] Referring to FIG. 4, a data flow traverses port 4 of edge 

switch 115-12, port 3 of aggregation switch 110-1, and port 1 of edge 

switch 115-11. As discussed above, the uplink capacity for the edge 

switches is 1 Gbps and the uplink capacity for aggregate and/or core 

switches is 10 Gbps. When the first packet of the data flow arrives in 

the VS 220-1 of the network device 205-1, the SDN controller 230 

determines a number of data flows that traverse a target port (e.g., 

port 1) of edge switch 115-11. The SDN controller 230 then 

determines an uplink capacity (or alternatively, a "link capacity") of 

edge switch 115-11 and a RTI of the data flows traversing the target 

port. The BDP can be calculated using equation 1 shown below: 

BDP = link_capacityi x RTI [Equation 1] 

[0087] In equation 1, link_capacityi is the link capacity of a 

target port of an ith pNIC. RTI is the round trip time of at least one 

data flow traversing a target port of the ith pNIC. In the example 

embodiment illustrated by FIG. 4, when the first packet of a data flow 

arrives in the VS 220-1 of the network device 205-1, the SDN 

controller 230 determines that the port 1 (i.e., the target port) of edge 
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switch 115-11 is shared by five (5) data flows by counting a number of 

data flows traversing port 1 of edge switch 115-11. For the example 

embodiment illustrated by FIG. 4, it is assumed that each data flow 

traversing port 1 of edge switch 115-11 has an equal weight value. 

Because the link capacity of edge switch 115-11 is 1 Gbps, and 

assuming a RTI of the data flows traversing port 1 of edge switch 115-

11 is 200μs, the BOP for port 1 of edge switch 115-11 is 25,000 bytes. 

[0088] The SDN controller 230 then determines a weighted fair-

share bandwidth allocation for data flows that traverse the port 1 of 

edge switch 115-11. The weighted fair-share bandwidth allocation of a 

data flow is computed using the BOP shown in equation 2: 

weighted_fair_shareki = BDP x (wk / Wi) [Equation 2] 

[0089] In equation 2, weight_fair_shareki is the weighted fair-

share bandwidth allocation of a data flow k traversing a target port of 

the ith pNIC. The BDP is calculated using the link capacity of the 

target port of the ith pNIC and the RTI associated with data packets of 

the data flow k as shown in equation 1. Wk is a weight value assigned 

to or otherwise associated with the data flow k and Wi is a total weight 

value of the ith pNIC. The total weight value Wi is a sum of all the 

weight values for each of the ports of the ith pNIC. 

[0090] The bandwidth allocated to the data flow k is weighted by 

the priorities assigned to the data flow k. In various embodiments, the 

weight value of the data flow k may be obtained from the "weight" field 

of a local flow table associated with VS 220-1. It should be noted that, 

in the instance that each of the data flows are treated equally (i.e., 

where each Wk has an equal value, such as 1), then Wi will indicate a 

number of active data flows traversing a virtual switch through the ith 

pNIC. 
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Referring back to FIG. 4, the SON controller 230 

determines that the weight value assigned to or otherwise associated 

with the data flow k is 5 (W1 as shown in FIG. 4). Using equation 2, 

and because the weights for each data flow traversing port 1 are 

equal, the weighted fair-share bandwidth allocation for port 1 of edge 

switch 115-11 is 5,000 bytes. 

[0092] For the aggregation switch 110-1, the SDN controller 230 

computes a network fair-share bandwidth allocation of the data flow 

k. The network fair-share bandwidth allocation is a weighted fair-

share for a target port at a aggregation/ core switch. In various 

embodiments, the aggregation switch 110-1 periodically reports (e.g., 

every one second) data flow information to the SDN controller 230. 

The data flow information includes the weight value of of the data flow 

k and the end-to-end path of the data flow k. 

[0093] Referring to FIG. 4, the data flow traverses port 4 of edge 

switch 115-12, port 3 of aggregation switch 110-1 (i.e., A(l,3) as 

shown in FIG. 4), and port 1 of edge switch 115-11. In various 

embodiments, the data flow information is obtained from the "path" 

field of a local flow table associated with aggregation switch 110-1. 

With the data flow information, the SDN controller 230 computes an 

over-subscription ratio for each port of aggregation switch 110-1. 

[0094] As discussed above, the over-subscription ratio is a ratio 

of the bandwidth allocation of a target port to a number of data flows 

traversing the target port. Over-subscription occurs when a 

total bandwidth assigned to a target port is greater than a highest 

possible bandwidth that the target port can be allocated. When a 

target port is oversubscribed, network congestion is likely to occur. 

[0095] The over-subscription ratio is expressed as 1 :N, where the 

number N represents (i) a number of network devices that are 

connected to a target port of an aggregation/ core switch, and (ii) a 
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bandwidth allocation for each of the network devices that are 

connected to the target port of the aggregation/ core switch. The 

number N increases or decreases whenever network devices using the 

target port of the aggregation/ core switch are added or removed. 

[0096] Referring to FIG. 4, when the first packet of a data flow 

arrives in the aggregation switch 110-1, aggregation switch 110-1 

determines that port 3 of aggregation switch 110-1 is shared by 

twenty (20) data flows by counting a number of data flows traversing 

port 3 of aggregation switch 110-1. The aggregation switch 110-1 then 

sends data flow information to the SON controller 230, where the data 

flow information indicates that port 3 of aggregation switch 110-1 is 

shared by twenty (20) data flows. Since the link capacity of 

aggregation switch 110-1 is 10 Gbps and the link capacity for edge 

switch 115-11 is 1 Gbps, the number N for aggregation switch 110-1 

increases or decreases by one (1) whenever ten (10) network devices 

using the port 3 of the aggregation switch 110-1 are added or 

removed. Since the twenty (20) data flows are traversing port 3 of 

aggregation switch 110-1 and the link capacity of aggregation switch 

110-1 is 10 Gbps, the SON controller 230 calculates the over-

subscription ratio to be 1 :2, and thus, the SON controller 230 

determines that aggregation switch 110-1 is over-subscribed. 

[0097] In various embodiments, the SDN controller 230 stores 

the over-subscription ratio in the "reported_sum_weight" field of each 

local flow table that includes a data flow that traverses a target port. 

In most embodiments, the over-subscription ratio is stored in the 

"reported_sum_weight" field when the new value for the 

"reported_sum_weight" field is larger than the existing value in the 

"reported_sum_weight" field. In this way, a target port experiencing an 

over-subscription or a "bottleneck" may be determined by obtaining 

information from the "reported_sum_ weight" field of a local flow table. 

-31 -

Ex.1002 / Page 122 of 162 
Cisco Systems, Inc.



Attorney Docket. No. 29250-002735-US 
ALU Ref: 815926 

[0098] Once the over-subscription ratio is determined, the SDN 

controller 230 calculates or otherwise determines the network fair-

share bandwidth allocation of a data flow k traversing a target port of 

the ith pNIC using equations 3 and 4: 

BDP = link_capacitys(m,n) x RTI 

network_fair_shareki = BDP x (wk /Ws(m,nJ) 

[equation 3] 

[equation 4] 

[0099] In equation 3, link_capacitys(m,nJ is the link capacity of a 

target port of the S(m,n) switch, where S indicates a switch type (e.g., 

an "A" for aggregation switch or "C" for core switch), m is a switch 

number, and n is a port number of the switch. RTI is the round trip 

time of the data flow k traversing the target port of the the switch (i.e., 

the S(m,n) switch). In the example embodiment illustrated by FIG. 4, 

when the first packet of a data flow arrives in the aggregation switch 

110-1 (i.e., A(l,3) as shown in FIG. 4), aggregation switch 110-1 

determines that port 3 of aggregation switch 110-1 is shared by 

twenty (20) data flows by counting a number of data flows traversing 

port 3 of aggregation switch 110-1. Because the link capacity of 

aggregation switch 110-1 is 10 Gbps, and assuming a RTI of the data 

flows traversing port 3 of aggregation switch 110-1 is 200μs, the BDP 

for port 3 of aggregation switch 110-1 is 250,000 bytes. 

[00100] In equation 4, network_fair_shareki is the network fair-

share bandwidth allocation of a data flow k traversing a target port of 

the ith pNIC is determined by the aggregation switch 110-1. The BDP 

is calculated using the link capacity of the target port of the S(m,n) 

switch and the RTI associated with data packets of the data flow k as 

shown in equation 3. Wk is a weight value assigned to or otherwise 

associated with the data flow k. Ws(m,nJ is a total weight value of the 

S(m,n) switch. The total weight value Ws(m,nJ is a sum of all the weight 
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values for each of the data flows traversing each of the ports of the 

S(m,n) switch. As discussed above, the bandwidth allocated to the 

data flow k is weighted by the priorities assigned to the data flow k, 

and the weight value of the data flow k may be obtained from the 

"weight" field of a local flow table. 

[00101] Referring back to FIG. 4, the SON controller 230 

determines that the weight value assigned to or otherwise associated 

with the data flow k is 20 (WA(l,3) as shown in FIG. 4). Using equation 

4, and assuming that the weights for each data flow traversing port 3 

are equal, the network fair-share bandwidth allocation for port 3 of 

aggregation switch 110-1 is 12,500 bytes. 

[00102] Once the network fair-share bandwidth allocation is 

determined, the SON controller 230 sends the network fair-share 

bandwidth allocation to a corresponding aggregation/core switch (e.g., 

aggregation switch 110-1). In some embodiments, the SON controller 

230 sends the network fair-share bandwidth allocation with the over-

subscription ratio to the corresponding aggregation/ core switch. The 

network fair-share bandwidth allocation is then used by the 

aggregation/ core switch to adjust a bandwidth allocation of the target 

port. 

[00103] Additionally, in 
． 
various embodiments, an 

aggregation/ core switch may obtain the weighted fair-share 

bandwidth allocations from each of edge switch, as well as the 

network fair-share bandwidth allocation from SDN controller 230. In 

such embodiments, the aggregation/ core switch may then determine a 

fair-share bandwidth allocation for the data flow based on one or both 

of the weighted fair-share bandwidth allocations and the network fair-

share bandwidth allocation. In various embodiments, the 

aggregation/ core switch may adjust a bandwidth allocation for the 

data flow traversing the target port to be a minimum value between 
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the weighted fair-share bandwidth allocation and the network fair-

share bandwidth allocation. 

[00104] Referring back to FIG. 4, because the data flow traverses 

port 4 of edge switch 115-12, port 3 of aggregation switch 110-1, and 

port 1 of edge switch 115-11; the aggregation switch 110-1 obtains 

the weighted fair-share bandwidth allocations from each of edge 

switch 115-12 and edge switch 115-11, as well as the network fair-

share bandwidth allocation from SON controller 230. The aggregation 

switch 110-1 may determine a fair-share bandwidth allocation for the 

data flow based on the weighted fair-share bandwidth allocations and 

the network fair-share bandwidth allocation. Because the weighted 

fair-share value is 5,000 bytes and the network fair-share value is 

12,500 bytes, the aggregation switch 110-1 may determine the fair-

share bandwidth allocation for the data flow to be the weighted fair-

share bandwidth allocation. 

[00105] Once the fair-share bandwidth allocation is determined, 

the aggregation/ core switch may adjust a current bandwidth 

allocation for the data flow according to the determined fair-share 

bandwidth allocation. In various embodiments, an advertisement 

window value in a TCP header ("awnd" as shown in FIG. 4) may be 

replaced by the minimum value between the weighted fair-share 

bandwidth allocation and the network fair-share bandwidth 

allocation. The advertisement window is used to determine a 

maximum amount of data that can be sent before a sending entity 

must wait for an acknowledgement from a receiving entity. Using the 

advertisement window, the receiving entity may manage data flow 

control. With the advertisement window value in the TCP header, the 

receiving entity may continually inform the sending entity of how 

much data it is prepared to receive. Thus, by altering the 

advertisement window value in the TCP header, a host and/ or virtual 
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machine may be informed about an appropriate data size to transmit 

to another host and/ or virtual machine. Additionally, by altering the 

advertisement window value in the TCP header, the bandwidth 

allocation may be adjusted along an entire path of a data flow (i.e., an 

end-to-end path), such that each node that a data flow traverses may 

adjust its bandwidth allocation accordingly. 

[00106] In the example embodiment illustrated by FIG. 4, the 

weighted fair-share value is 5,000 bytes and the network fair-share 

value is 12,500 bytes, so the advertising window of the TCP header 

will be altered to indicate that the bandwidth allocation should be 

limited to 5,000 bytes. 

[00107] FIG. 5 shows a weight counting routine 500, according to 

an example embodiment. According to example embodiments, weight 

counting routine 500 is operated by SDN controller 230 in 

communications network 100. Weight counting routine 500 may be 

used to apply and/ or adjust a weight value assigned to a target port 

associated with a data flow. By adjusting the weight value associated 

with the target port, the bandwidth allocation of the data flow may be 

adjusted. 

[00108] As shown in operation S505, SDN controller 230 is 

informed that a data packet of a data flow is received in the VS 220 

from the pNIC 205. According to various embodiments, SDN controller 

230 may be able to monitor all ports of each VS 220 (referred to as 

monitoring globally). In such embodiments, SDN controller 230 may 

be configured to automatically detect and/ or identify which ports are 

being used for transmitting and/ or receiving data flows. In other 

embodiments, SDN controller 230 receive data flow information from 

each VS 220 in order to determine and/ or identify which ports are 

being used for transmitting and/ or receiving data flows. Thus, in 

various embodiments, SDN controller 230 tracks packets that arrive 
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in the VS 220 from the pNIC 205 via an output-port of the edge switch 

115. 

[00109] As shown in operation S510, the SDN controller 230 

determines if the received data packet is a flow termination packet. In 

various embodiments, the flow termination packet may be a TCP 

packet that has a FIN bit set in the TCP header. In such 

embodiments, the TCP packet with a set FIN bit may serve as a 

connection termination request. 

[00110] If in operation S510 the SDN controller 230 determines 

that the received packet is a flow termination packet, the SDN 

controller 230 proceeds to operation S515 to remove an entry 

associated with the data flow from a local flow table of VS 220. After 

the entry associated with the data flow is removed from the local flow 

table, the SDN controller 230 proceeds to operation S555 to decrease 

the total weight value of all the active data flows (Wi) by the weight 

value associated with the data flow traversing the target port (wk). 

[00111] If in operation S510 the SDN controller 230 determines 

that the received packet is not a flow termination packet, then the 

SDN controller 230 proceeds to operation S520 to determine if the 

received data packet is a flow initiation packet. In various 

embodiments, the flow initiation packet may be a TCP packet that has 

a SYN bit set in the TCP header. In such embodiments, the TCP 

packet with a set SYN bit may serve as a session initiation request. 

[00112] If in operation S520 the SDN controller 230 determines 

that the received packet is a flow initiation packet, the SDN controller 

230 proceeds to operation S525 to create an entry associated with the 

data flow in the local flow table of VS 220. A flow table may be a set of 

data elements that includes information associated with a data flow. 

The flow table may be used to match incoming data packets to a 

particular data flow and may specify one or more functions that are to 
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be performed on the data packets. The open flow table may include 

various fields, such as a "match" field comprising of MAC/IP 

addresses, TCP port, and the like; a "weight" and/ or "priority" field; a 

"timeout" field; a "path" field; a "reported_sum_ weight" field; and/ or 

other like fields. 

[00113] After the entry associated with the data flow is created in 

the local flow table, the SDN controller 230 proceeds to operation 

S535 to increase the total weight value of all the active data flows (Wi) 

by the weight value associated with the given data flow (wk). 

[00114] If in operation S520 the SDN controller 230 determines 

that the received packet is not a flow initiation packet, then the SDN 

controller 230 proceeds to operation S530 to determine if a timeout 

value associated with the data flow is zero (0). A timeout value may be 

a parameter that specifies a period of time that is allowed to elapse 

before a specified event is to take place, unless another specified event 

occurs first. In various embodiments, a timeout value may be a value 

of a timer, which indicates that a timeout event has occurred when 

the timer reaches the timeout value. According to various 

embodiments, when the timer reaches the timeout value, the SDN 

controller 230 may determine that the data flow is in an idle state. 

Conversely, if the timeout value is zero (0), then the SDN controller 

230 may determine that the data flow is in a streaming state. 

[00115] Typically, bandwidth allocated to data flows in an idle 

state is unused while the data flows remain idle, which may result in 

wasted bandwidth. Additionally, bursty-type data flows, while not idle, 

may require less bandwidth than streaming-type data flows. This is 

because bursty-type data flows and/or idle data flows typically have 

lower data transmission rates such that the bursty-type data flows 

and/ or idle data flows have longer time periods and/ or time intervals 

between transmitting data packets. Thus, bursty-type data flows 
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and/ or idle data flows typically require less bandwidth than 

streaming-type data flows. By contrast, streaming-type data flows 

typically have higher data transmission rates such that the streaming-

type data flows have shorter time periods and/ or time intervals 

between transmitting data packets. Thus, streaming-type data flows 

typically require more bandwidth than bursty-type data flows and/ or 

idle data flows. Thus, in order to reduce wasted bandwidth, the SDN 

controller 230 may reduce a weight value of a data flow in order to 

allocate bandwidth away from bursty-type data flows and/ or idle data 

flows. 

[00116] Thus, if in operation S530 the SDN controller 230 

determines that the timeout value is zero (0), then the SON controller 

230 proceeds to operation S535 to increase the total weight value of 

all the active data flows (Wi) by the weight value associated with the 

given data flow (wk). However, if in operation S530 the SON controller 

230 determines that the timeout value is not zero (0), the SON 

controller 230 proceeds to operation S540 to refresh the timer value 

and to detect whether a timeout event has occurred. The detection of a 

timeout event is described with respect to FIG. 7. 

[00117] A shown in operation S545, the SDN controller performs 

congestion management routine 600. The congestion management 

routine 600 is described with respect to FIG. 6. 

[00118] As shown in operation S550, the data packet is forwarded 

to the receiving VM. In various embodiments, a TCP header of the data 

packet may indicate a destination port, which identifies the port of the 

receiving pNIC 205. Once the data packet is forwarded to the 

receiving virtual machine, the SDN controller 230 proceeds back to 

operation S505 to determine if a data packet of a data flow is received 

in the VS 220 from the pNIC 205. 
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FIG. 6 shows a congestion management routine 600, 

according to an example embodiment. According to example 

embodiments, congestion management routine 600 is operated by 

SDN controller 230 in communications network 100. Congestion 

management routine 600 is used to adjust the bandwidth allocation 

for a data flow traversing a target port. 

[00120] As shown in operation S605, the SDN controller 230 

detects that data packet is received in the VS 220 of the receiving VM. 

[00121] As shown in operation S610 the SDN controller 230 

calculates the weighted fair-share value and the network fair-share 

value. The weighted fair-share value and the network fair-share value 

are calculated as discussed above with respect to FIG. 4. 

[00122] As shown in operation S615, the SDN controller 230 

adjusts the current bandwidth allocation to a minimum value between 

the weighted fair-share value and the network fair-share value. In 

various embodiments, the current bandwidth allocation may be 

adjusted as discussed above with respect to FIG. 4, for example, by 

altering or otherwise replacing the advertisement window value in the 

TCP header with the minimum value between the weighted fair-share 

bandwidth allocation and the network fair-share bandwidth 

allocation. 

[00123] As shown in operation S620, the data packet is sent to 

the receiving VM. 

[00124] FIG. 7 shows a timeout handling routine 700, according 

to an example embodiment. According to example embodiments, 

timeout handling routine 700 is operated by SDN controller 230 in 

communications network 100. As discussed above, in various 

embodiments, the SDN controller 230 may adjust the weight value 

associated with a given data flow based on a RTI of the data flow's 

data packets. By adjusting the weight value associated with the data 
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flow based on the timing of the data flaw's data packets, the SDN 

controller 230 may allocate less bandwidth to bursty-type data flows 

and allocate more bandwidth to streaming-type data flows. 

[00125] Referring to FIG. 7, as shown in operation S705, the SDN 

controller 230 is initiated to detect whether a timeout event. As shown 

in operation S710, the SDN controller 230 determines whether a 

timeout event has occurred. A timeout event may be any event that 

occurs at the end of a desired period of tilne. As discussed above with 

respect to FIG. 5, a tirneout event 1nay include an expiration of a tirner 

associated with a data flow, vvhere the tilner is set with a desired 

tirneout value. According to various embodiments, when the timer 

reaches the timeout value, the SDN controller 230 may determine that 

the data flow is in an idle state. 

[00126] It should be noted that if the timeout value is relatively 

large, the SDN controller 230 may be slow to detect idle data flows. In 

such instances, bandwidth allocated to those data flows may be 

unused while the data flows remain in the idle state, thereby resulting 

in wasted bandwidth. However, if the timeout value is relatively small, 

the SDN controller 230 may determine that a data flow is in an idle 

state when it is not actually in an idle state (e.g., a "false alarm" or a 

"false positive"). In such instances, extra overhead may occur as a 

result of the SDN controller 230 adjusting the weight values more 

frequently than necessary. 

[00127] Therefore, in various embodiments, the timeout value may 

be dynamically adjusted in order to reduce the chances that 

bandwidth is allocated to idle data flows and/ or to reduce the changes 

that false positives are detected. The timeout value may be 

dynamically adjusted between a minimum value T min and a maximum 

value T max-The values T min and T max may be set differently for each 

virtual switch. In various embodiments, values Tmin and Tmax may be 
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any value, however, in many embodiments, Tmin is set to a value that 

is larger than a RIT for a data flow traversing the target port. 

[00128] In various embodiments, the timeout value may be set by 

the SON controller 230 based on a timeout fraction. The timeout 

fraction may be based on a number of times that the total weight (Wi) 

is increased by the weight of the target port (wk) when a subsequent 

data packet is received after the timeout event occurs. When the total 

weight is increased after a timeout event occurs (i.e., after the timeout 

value is refreshed to zero (0)) the data flow may not have been an idle 

data flow (i.e. a false positive). 

[00129] The number of false positives may be used to adjust the 

timeout values Tmin and Tmax-For example, if a data flow having a RIT 

of 200μs is determined to be in an idle state, and the total weight of 

the switch is increased when a subsequent data packet of the data 

flow is received after the timeout event occurs, then the SON 

controller may increase T max to be greater than or equal to 200μs. 

[00130] Referring back to FIG. 7, if at operation S710, the SON 

controller determines that a timeout event has not occurred, the SON 

controller 230 proceeds to operation S705 to detect a timeout event. 

However, if at operation S710, the SON controller determines that a 

timeout event has occurred, the SON controller 230 proceeds to 

operation S715 to set the timeout value of the timer to zero (0). Once 

the SON controller 230 sets the timeout value of the timer to zero (0), 

the SON controller 230 proceeds to operation S720 to decrease Wi by 

Wk・

[00131] After the SDN controller 230 decreases Wi by Wk, the SDN 

controller 230 proceeds to operations S725 to return to operation 

S505 of the weight counting routine 500. 

[00132] As will be appreciated, the method and apparatus 

according the example embodiments has several advantages. First, 
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example embodiments allow a data center operator to easily manage 

network congestion that may occur within the data center, which may 

significantly improve the quality of services of data flows regardless of 

application-types or traffic patterns. Second, the example 

embodiments allow for network congestion to be managed without any 

SDN-enabled switches, but rather the SDN controller of the example 

embodiments may be employed on a virtual switch that works on a 

hypervisor of a server. Third, the example embodiments may be 

implemented in already existing data centers without the need for 

hardware upgrades. 

[00133] The invention being thus described, it will be obvious that 

the same may be varied in many ways. Such variations are not to be 

regarded as a departure from the invention, and all such 

modifications are intended to be included within the scope of the 

present invention. 
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1. A method of adjusting bandwidth allocation by a network element 

in a communications network, the network element including a target 

port, the method comprising: 

monitoring, by the network element, a data flow traversing the 

target port; 

determining, by the network element, a bandwidth allocation for 

the target port, the bandwidth allocation for the target port being a 

bandwidth that is currently allocated for the data flow; 

determining, by the network element, a fair-share bandwidth 

allocation for the target port, the fair-share bandwidth allocation being 

a proportional allocation of a total bandwidth of the network element; 

and 

adjusting, by the network element, the bandwidth allocation for 

the target port based on the fair-share bandwidth allocation. 

2. The method of claim 1, wherein the network element includes a 

plurality of ports, the plurality of ports including the target port, and 

each of the plurality of ports is assigned a corresponding bandwidth 

allocation, and the determining the fair-share bandwidth allocation 

comprises: 

determining a weight value for each of the plurality of ports; 

determining a total weight value based on the weight value of 

each of the plurality of ports; and 

determining the fair-share bandwidth allocation based on the 

weight value of the target port and the total weight value. 

3. The method of claim 2, wherein the monitoring comprises: 

receiving a data packet associated with the data flow; 
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determining whether the received data packet is one of a flow 

termination packet and a flow initiation packet; 

increasing the total weight value by the weight of the target port 

if the received data packet is a flow initiation packet; and 

decreasing the total weight value by the weight of the target port 

if the received data packet is a flow termination packet. 

4. The method of claim 2, wherein the determining the bandwidth 

allocation for the target port comprises: 

determining a link capacity for the target port, the link capacity 

being a highest amount of bandwidth that may be allocated to the 

target port; 

determining a round trip time (RTI) associated with the data 

flow; and 

determining the bandwidth allocation for the target port by 

multiplying the link capacity by the R冗

5. The method of claim 4, wherein the determining the fair-share 

bandwidth allocation further comprises: 

determining a fair-share weight value by dividing the weight 

value of the target port by the total weight value; and 

determining a weighted fair-share bandwidth allocation by 

multiplying the fair-share weight value by the bandwidth allocation for 

the target port. 

6. The method of claim 2, wherein the monitoring comprises: 

defining a time out value for a timer, the timer being associated 

with the bandwidth allocation for the target port; and 

determining that a timeout event has occurred with respect to 

the data flow based on expiration of the timer. 
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7. The method of claim 6, wherein the monitoring further comprises: 

receiving a data packet associated with the data flow; 

resetting the timer to be equal to the timeout value if the 

timeout event does not occur before the data packet is received; and 

decreasing the total weight by the weight of the target port if the 

timeout event does occur before the data packet is received. 

8. The method of claim 7, wherein the monitoring further comprises: 

increasing the total weight by the weight of the target port when 

a subsequent data packet is received after the timeout event occurs. 

9. The method of claim 8, wherein the monitoring further comprises: 

determining a timeout fraction based on a number of times that 

the total weight is increased by the weight of the target port when the 

subsequent data packet is received after the timeout event occurs; 

determining a target fraction based on the timeout fraction; and 

adjusting the timeout value based on the target fraction. 

10. The method of claim 6, wherein the timeout value is based on a 

desired minimum timeout value and a desired maximum timeout 

value, and the desired minimum timeout value is larger than a round 

trip time (R打） associatedwith the data flow. 

11. A method of adjusting bandwidth allocation by a network 

controller in a communications network, the network controller being 

configured to control a network element, the network element 

including a target port, the method comprising: 

receiving, by the network controller, data flow information from 

the network element, the data flow information including information 

about data flows traversing of the target port; 
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determining, by the network controller, a bandwidth allocation 

of the target port based on the data flow information, the bandwidth 

allocation of the target port being a bandwidth that is currently 

allocated for each of the data flows traversing the target port; 

determining, by the network controller, an over-subscription 

ratio, the over-subscription ratio being a ratio of the bandwidth 

allocation of the target port to a number of data flows traversing the 

target port; 

transmitting, by the network controller, the over-subscription 

ratio to the network element based on the over-subscription ratio and 

a threshold value; 

determining, by the network controller, a fair-share bandwidth 

allocation for the target port based on the over-subscription ratio and 

the threshold value, the fair-share bandwidth allocation being a 

proportional allocation of a total bandwidth of the network element; 

and 

adjusting, by the network controller, the bandwidth allocation 

for the target port based on the fair-share bandwidth allocation. 

12. The method of claim 11, wherein the network element includes a 

plurality of ports, the plurality of ports including the target port, and 

each of the plurality of ports is assigned a corresponding bandwidth 

allocation, and the determining the fair-share bandwidth allocation for 

the target port comprises: 

determining the bandwidth allocation for each of the plurality of 

ports; 

determining a weight value for each of the plurality of ports; 

determining a total weight value based on the weight value for 

each of the plurality of ports; and 
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determining the fair-share bandwidth allocation for the target 

port based on the weight value of the target port and the total weight 

value. 

13. The method of claim 12, wherein the determining the bandwidth 

allocation for each of the plurality of ports comprises: 

determining a link capacity for the target port, the link capacity 

being a highest amount of bandwidth that is able to be allocated to of 

the target port; 

determining a round trip time (R打） forone of the data flows 

traversing the target port; and 

determining the bandwidth allocation for the target port by 

multiplying the link capacity by the R冗

14. The method of claim 13, wherein the determining the fair-share 

bandwidth allocation for the target port comprises: 

determining a fair-share weight value by dividing the weight 

value of the target port by the total weight value; and 

determining a network fair-share bandwidth allocation by 

multiplying the fair-share weight value by the bandwidth allocation of 

the target port. 

15. The method of claim 14, wherein the network element is 

associated with a secondary network element, the secondary network 

element including a secondary set of ports, and the secondary 

network element determines a weighted fair-share bandwidth 

allocation for each of the secondary set of ports. 

16. The method of claim 15, wherein the adjusting the bandwidth 

allocation for the target port comprises: 
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determining a data flow traversing the target port and a 

secondary target port, the secondary target port being one of 

secondary set of ports; 

determining the weighted fair-share bandwidth allocation for the 

data flow traversing the target port and the secondary target port; 

determining the network fair-share bandwidth allocation for the 

data flow traversing the target port and the secondary target port; 

adjusting the bandwidth allocation for the target port based on 

the weighted fair-share bandwidth allocation when the weighted fair-

share bandwidth allocation is less than the network fair-share 

bandwidth allocation; and 

adjusting the bandwidth allocation for the target port based on 

the network fair-share bandwidth allocation when the network fair-

share bandwidth allocation is less than the weighted fair-share 

bandwidth allocation. 

1 7. An edge switch for adjusting bandwidth allocation in a 

communications network, the edge switch including a target port, the 

edge switch configured to: 

monitor a data flow traversing the target port; 

determine a bandwidth allocation for the target port, the 

bandwidth allocation for the target port being a bandwidth that is 

currently allocated for the data flow; 

determine a fair-share bandwidth allocation for the target port, 

the fair-share bandwidth allocation being a proportional allocation of a 

total bandwidth of the network element; and 

adjust the bandwidth allocation for the target port based on the 

fair-share bandwidth allocation. 
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18. The edge switch of claim 17, wherein the edge switch includes a 

plurality of ports, the plurality of ports including the target port, and 

each of the plurality of ports is assigned a corresponding bandwidth 

allocation, and in the determining the fair-share bandwidth allocation, 

the edge switch is configured to: 

determine a weight value for each of the plurality of ports; 

determine a total weight value based on the weight value of each 

of the plurality of ports; and 

determine the fair-share bandwidth allocation based on the 

weight value for the target port and the total weight value. 

19. The edge switch of claim 18, wherein, in the determining the 

bandwidth allocation for the target port, the edge switch is configured 

to: 

determine a link capacity for the target port, the link capacity 

being a highest amount of bandwidth that is able to be allocated to 

the target port; 

determine a round trip time (RTI) associated with the data flow; 

determine the bandwidth allocation for the target port by 

multiplying the link capacity by the R打；

determine a fair-share weight value by dividing the weight value 

for the target port by the total weight value; and 

determine a weighted fair-share bandwidth allocation by 

multiplying the fair-share weight value by the bandwidth allocation for 

the target port. 

20. A Software Defined Networking (SDN) controller for adjusting 

bandwidth allocation in a communications network, the SDN 

controller being configured to control an aggregation switch, the 
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aggregation switch including a target port, the SDN controller is 

configured to: 

receive data flow information from the network element, the 

data flow information including information about data flows 

traversing of the target port; 

determine a bandwidth allocation of the target port based on 

the data flow information, the bandwidth allocation of the target port 

being a bandwidth that is currently allocated for each of the data 

flows traversing the target port; 

determine an over-subscription ratio, the over-subscription ratio 

being a ratio of the bandwidth allocation of the target port to a 

number of data flows traversing the target port; and 

transmit the over-subscription ratio to the aggregation switch 

based on the over-subscription ratio and a threshold value; 

determine a fair-share bandwidth allocation for the target port 

based on the over-subscription ratio and the threshold value, the fair-

share bandwidth allocation being a proportional allocation of a total 

bandwidth of the network element; and 

adjust the bandwidth allocation for the target port based on the 

fair-share bandwidth allocation. 
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SOFTWARE DEFINED NETWORKING BASED CONGESTION 

CONTROL 

ABSTRACT 

Methods and systems of adjusting bandwidth allocation by a network 

element in a communications network includes monitoring a data flow 

traversing a target port, determining a bandwidth allocation for the 

target port, determining a fair-share bandwidth allocation for the 

target port, and adjusting the bandwidth allocation for the target port 

based on the fair-share bandwidth allocation. The bandwidth 

allocation for the target port is a bandwidth that is currently allocated 

for the data flow. The fair-share bandwidth allocation is a proportional 

allocation of a total bandwidth of the network element. 
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Multipart Description/PDF files in.zip description 

Document Description Start End 

Specification 1 42 

Claims 43 50 

Abstract 51 51 

Warnings: 

Information: 

109020 

10 
Drawings-only black and white line 

2014_06_ 1 l_drawings.PDF no 7 
drawings 

45360bfc1 da89d04d50189dd23d6139b50 

Ob37f6 

Warnings: 

Information: 

38175 

11 Fee Worksheet (5B06) fee-info.pdf no 2 
8375c090842e695a94043953079ba8e2946 

97dcd 

Warnings: 

Information: 

Total Files Size (in bytes) 9113081 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

NeWApplications under35 U.s.c. 1 11 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Staae of an International Aoolication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Aoolication Filed with the USPTO as a Receivina Office 
lfa new international application is being filed and the international -pplication includesthe necessarycomponentsfor 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIA/14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are『equiredto respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 29250-002735-US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The followin.9 form contains the 
Tbihbils iodgoracpuhmic e data aay rrabne gceod min p a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 

nt m leted electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
docume~t may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 

ロPortions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 1 | ] 'embve,•| 

Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Jae Hyun HWANG 

Residence Information (Select One) O US Residency @ Non US Residency O Active US Military Service 

City Anyang | Country of Residence 1 I KR 

Mailing Address of Inventor: ヽ

Address 1 c/o Bell Labs Seoul Ltd. 

Address 2 7f1, DMC Rd Center,, E3-2, Sangam-Dong, Mapo-Gu 

City I Seoul | State/Province I 
Postal Code | 121-270 I Country i I KR 

Inventor 2 
I ：ー＇. ·~I 
Iふ

Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Thierry KLEIN 

Residence Information (Select One) @ us Residency 0 Non US Residency O Active US Military Service 
City Fanwood I State/Province I NJ I Country of Residencd I US 

Mailing Address of Inventor: 

Address 1 600-700 Mountain Avenue 

Address 2 

City I Murray Hill I State/Province I NJ 
Postal Code | 07974 I Country i 1 us 
All Inventors Must Be Listed -Additional Inventor Information blocks may be | Add ? | 
generated within this form by selecting the Add button. 

Correspondence Information: 

EFS Web 2.2.11 
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PTO/AIN14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

：P:ロニ□三ーニ玉
Enter either Customer Number or complete the Correspondence Information section below. 

For further information see 37 CFR 1.33(a). 

An Address is being provided for the correspondence Information of this application. 

Customer Number 30594 

Email Address dcmailroom@hdp com I |：?AddEmail&r? | IRem、9y荘徊l1

Application Information: 

Title of the Invention SOFTWARE DEFINED NETWORKING BASED CONGESTION CONTROL 

Attorney Docket Number 29250-002735-US I Small Entity Status Claimed □ 
Application Type Nonprovisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) I 7 I Suggested Figure for Publication (if any) I 

Filing By Reference : 

Only complete this section when filing an application by reference under 35 U.S C. 111 (c) and 37 CFR 1 57(a). Do not complete this section if 

application papers including a specification and any drawings are being filed, Any domestic benefit or foreign priority information must be 

provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any dreanwts inogf s 3o7 f CthF e present application are replaced by this 
reference to the previously filed application, subject to conditions and requirem R 1 57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 

filed application 

Publication Information: 

□Request Early Publication (Fee required at time of Request 37 CFR 1.219) 
Request Not to Publish. I hereby request that the attached application not be published under 
□ 35 US.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 

publication at eighteen months after filing. 

Representative Information: 

i-

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 

this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 

Either enter Customer Numbe「orcomplete the Representative Name section below. If both sections are completed the customer 

Number will be used for the Rep「esentativeInformation during processing. 

Please Select One @ Customer Number I O US Patent Practitioner I O Limited Recognition (37 CFR 11 9) 
Customer Number 30594 

EFS Web 2.2.11 
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PTO/AIA/14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

：ごご：onDaIt:：二7Dロニ□三／□ロニ35US 
Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate N~tional Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required 

by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 

When referring to the current application, please leave the application number blank. 

Prior Application Status 1尉Remov~ヽ＼I

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Additional Domestic BenefiUNational Stage Data may be generated within this form 

by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application 

that is eligible fo「retrievalunder the priority document exchange program (PDX)i the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(h){1) and (2). Under the PDX program, -applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1). 

|9Remove;；| 

Application Number Country l Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

Additional Foreign Priority Data may be generated within this form by selecting the 

Add button. 

・statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□16, 2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 

16, 2013, will be examined under the first inventor to file provisions of the AIA. 

EFS Web 2,2.11 
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PTO/AIA/14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

ご:navt::onDaItごごロニ巳三□□N2ロニ35US 

Authorization to Permit Access: 

図 Authorizationto Permit Access to the Instant Application by the Participating Offices 

If checked, the undersigned hereby grants the US PTO authority to provide t.he European Patent Office (EPO), 

the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), 

and any other intellectual property offices in which a foreign application claiming priority to the instant patent application 

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant 

does not wish the EPO, JPO, KIPO, WIPO, o「otherintellectual property office in which a foreign application claiming priority 

to the instant patent application is filed to have access to the instant patent application. 

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect 

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application 

claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 

37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is 

sought in the instant patent application. 

In acco「dancewith 37 CFR 1.14(c), access may be provided to inf~rmation concerning the date of filing this Authorization. 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 

to have an assignment recorded by the Office. 

Applicant 1 

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 

The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 

1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 

who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 

applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 

proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I :lea | 

Q Assignee I Q Legal Representative under 35 U.S C 117 lo Joint Inventor 
0 Person to whom the inventor is obligated to assign. lo Person who shows sufficient proprietary interest 
If applicant is the legal representative, indicate the authority to file the patent application, the inventor is・ 

I 
Name of the Deceased or Legally Incapacitated Inventor I 
If the Applicant is an Organization check here. 口

Prefix Given Name Middle Name Family Name Suffix 

EFS Web 2.2.11 
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PTO/AIN14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

T:t:：navt:：onDalt:：F□7Dご：：E：三ロニ35US 
Mailing Address Information For Applicant: 

Address 1 

Address 2 

City State/Province 

Country I Postal Code 

Phone Number Fax Numbe「

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not subsitute fo「compliancewith any requirement of part 3 of Title 37 of CFR to 
have an assignment recorded by the Office. 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

If the Assignee or Non-Applicant Assignee is an Organization check here. 口

Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City I State/Province 

Countryi I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 

selecting the Add button. 

EFS Web 2.2.11 

Ex.1002 / Page 160 of 162 
Cisco Systems, Inc.



PTO/AIA/14 (12-13) 
Approved for use through 01/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMS control number. 

ご:navt::onDaJtごごロニ巴三〗ロロニ35US 
Signature: 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 

certifications. 

Signature /Gary D. Yacura/ Date (YYYY-MM-DD) 2014-06-11 

First Name Gary I Last Name I Yacura Registration Number 35416 

Additional Signature may be generated within this form by selecting the Add button. 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 197 4 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 

a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b}(2}; (2} furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to proc(;)SS and/or examine your submission, which may 

result in termination of proceedings or abandonment of the application or expiration of the patent 

The information provided by you in this form will be subject to the following routine uses 

1. The information on this form will be treated confidentially to the extent allowed unde「theFreedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 

whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 

administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 

the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 

order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 

amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 

as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent C o o p eration Treaty 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 

review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 21 B(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan 
to 35 U.S.C. 122(b} or issuance of a patent pu「suantto 35 U.S.C. 151. Further, a record may be disclosed, subject to the'limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 

USPTO becomes aware of a violation or potential violation of law or regulation. 
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