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DYNAMIC PARTITIONING OF NETWORK 
RESOURCES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application makes reference to the following com 
monly owned U.S. patent applications and patents, which are 
incorporated herein by reference in their entirety for all pur 
poses: 

U.S. patent application Ser. No. 08/762,828, now U.S. Pat. 
No. 5,802,106 in the name of Robert L. Packer, entitled 
“Method for Rapid Data Rate Detection in a Packet Commu 
nication Environment Without Data Rate Supervision: 

U.S. patent application Ser. No. 08/970,693 now U.S. Pat. 
No. 6,018,516, in the name of Robert L. Packer, entitled 
“Method for Minimizing Unneeded Retransmission of Pack 
ets in a Packet Communication Environment Supporting a 
Plurality of Data Link Rates.” 

U.S. patent application Ser. No. 08/742,994 now U.S. Pat. 
No. 6,038,216, in the name of Robert L. Packer, entitled 
“Method for Explicit Data Rate Control in a Packet Commu 
nication Environment Without a Data Rate Supervision: 

U.S. patent application Ser. No. 09/977,642 now U.S. Pat. 
No. 6,046,980, in the name of Robert L. Packer, entitled 
“System for Managing Flow Bandwidth Utilization at Net 
work, Transport and Application Layers in Store and Forward 
Network: 

U.S. patent application Ser. No. 09/106,924 now U.S. Pat. 
No. 6,115,357, in the name of Robert L. Packer and Brett D. 
Galloway, entitled “Method for Pacing Data Flow in a Packet 
based Network: 

U.S. patent application Ser. No. 09/046,776 now U.S. Pat. 
No. 6,205,120, in the name of Robert L. Packer and Guy 
Riddle, entitled “Method for Transparently Determining and 
Setting an Optimal Minimum Required TCPWindow Size: 

U.S. patent application Ser. No. 09/479.356 now U.S. Pat. 
No. 6,285,658, in the name of Robert L. Packer, entitled 
“System for Managing Flow Bandwidth Utilization at Net 
work, Transport and Application Layers in Store and Forward 
Network; and 

U.S. patent application Ser. No. 09/198,090 now U.S. Pat. 
No. 6,412,000, in the name of Guy Riddle and Robert L. 
Packer, entitled “Method for Automatically Classifying Traf 
fic in a Packet Communications Network.” 

FIELD OF THE INVENTION 

The present invention relates to shared or network 
resources and, more particularly, to methods and systems 
allowing for the dynamic allocation of access to network 
resources among a plurality of users. 

BACKGROUND OF THE INVENTION 

Efficientallocation of network resources, such as available 
network bandwidth, has become critical as enterprises 
increase reliance on distributed computing environments and 
wide area computer networks. The widely-used TCP/IP pro 
tocol Suite, which implements the world-wide data commu 
nications network environment called the Internet and is 
employed in many local area networks, intentionally omits 
any explicit Supervisory function over the rate of data trans 
port over the various devices that comprise the network. 
While there are certain perceived advantages, this character 
istic has the consequence of juxtaposing very high-speed 
packets and very low-speed packets in potential conflict and 
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2 
produces certain inefficiencies. Certain loading conditions 
degrade performance of networked applications and can even 
cause instabilities which could lead to overloads that could 
stop data transfer temporarily. 

In order to understand the context of certain embodiments 
of the invention, the following provides an explanation of 
certain technical aspects of a packet based telecommunica 
tions network environment. Internet/Intranet technology is 
based largely on the TCP/IP protocol suite, where IP (Internet 
Protocol) is the Open Systems Interconnection (OSI) model 
network layer protocol and TCP (Transmission Control Pro 
tocol) is the OSI transport layer protocol. At the network 
level, IP provides a “datagram' delivery service that is, IP is 
a protocol allowing for delivery of a datagram or packet 
between two hosts. By contrast, TCP provides a transport 
level service on top of the datagram service allowing for 
guaranteed delivery of a byte stream between two IP hosts. In 
other words, TCP is responsible for ensuring at the transmit 
ting host that message data is divided into packets to be sent, 
and for reassembling, at the receiving host, the packets back 
into the complete message. 
TCP has “flow control mechanisms operative at the end 

stations only to limit the rate at which a TCP endpoint will 
emit data, but it does not employ explicit data rate control. 
The basic flow control mechanism is a “sliding window', a 
time slot within an allowable window which by its sliding 
operation essentially limits the amount of unacknowledged 
transmit data that a transmitter can emit. Another flow control 
mechanism is a congestion window, which is a refinement of 
the sliding window Scheme involving a conservative expan 
sion to make use of the full, allowable window. A component 
of this mechanism is sometimes referred to as “slow start.” 

The sliding window flow control mechanism works in con 
junction with the Retransmit Timeout Mechanism (RTO), 
which is a timeout to prompt a retransmission of unacknowl 
edged data. The timeout length is based on a running average 
of the Round Trip Time (RTT) for acknowledgment receipt, 
i.e. if an acknowledgment is not received within (typically) 
the smoothed RTT+4*mean deviation, then packet loss is 
inferred and the data pending acknowledgment is re-trans 
mitted. Data rate flow control mechanisms which are opera 
tive end-to-end without explicit data rate control draw a 
strong inference of congestion from packet loss (inferred, 
typically, by RTO). TCP end systems, for example, will 
“back-off’ i.e., inhibit transmission in increasing multiples 
of the base RTT average as a reaction to consecutive packet 
loss. 

A crude form of bandwidth management in TCP/IP net 
works (that is, policies operable to allocate available band 
width from a single logical link to network flows) is accom 
plished by a combination of TCP end systems and routers 
which queue packets and discard packets when some conges 
tion threshold is exceeded. The discarded and therefore unac 
knowledged packet serves as a feedback mechanism to the 
TCP transmitter. Routers Support various queuing options to 
provide for some level of bandwidth management. These 
options generally provide a rough ability to partition and 
prioritize separate classes of traffic. However, configuring 
these queuing options with any precision or without side 
effects is in fact very difficult, and in Some cases, not possible. 
Seemingly simple things, such as the length of the queue, 
have a profound effect on traffic characteristics. Discarding 
packets as a feedback mechanism to TCP end systems may 
cause large, uneven delays perceptible to interactive users. 
Moreover, routers can only control outbound traffic. A 5% 
load or less on outboundtraffic can correspond to a 100% load 
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on inbound traffic, due to the typical imbalance between an 
outbound stream of acknowledgments and an inbound stream 
of data. 

In response, certain data flow rate control mechanisms 
have been developed to provide a means to control and opti 
mize efficiency of data transfer as well as allocate available 
bandwidth among a variety of business functionality. For 
example, U.S. Pat. No. 6,038.216 discloses a method for 
explicit data rate control in a packet-based network environ 
ment without data rate Supervision. Bandwidth management 
devices allow for explicit data rate control for flows associ 
ated with a particular traffic classification. In addition, certain 
bandwidth management devices allow network administra 
tors to divide available bandwidth into partitions. These par 
titions ensure a minimum bandwidth and/or cap bandwidth as 
to a particular class of traffic. An administrator specifies a 
traffic class (such as FTP data, or data flows involving a 
specific user) and the size of the reserved virtual link i.e., 
minimum guaranteed bandwidth and/or maximum band 
width. Such partitions can be applied on a per-application 
basis (protecting and/or capping bandwidth for all traffic 
associated with an application) or a per-user basis (protecting 
and/or capping bandwidth for a particular). 

While they operate effectively for their intended purposes, 
Such static partitions, however, have certain limitations. 
When multiple users use a shared resource such as a cable 
modem connection or a single file server, TCP/IP does not 
ensure that an adequate share of the network resource is 
provided to each user. In order to provide a desired quality 
service to active users, a mechanism is necessary to make Sure 
a single user does not dominate the shared resource. For 
example, the disparities in user access speeds among users of 
a network resource may result in a situation where users 
having high-speed access (e.g., DSL or cable modem access) 
“hog available bandwidth associated with a network 
resource and, thus, crowd out users with low speed access 
(e.g., modem users). In addition, it may be desirable to limit 
the total number of active users that may access the shared 
resource at any point in time so that Sufficient bandwidth 
exists to provide a satisfactory experience to each user. 

Static partitions, discussed above, can be used to achieve 
these objectives. However, this mechanism requires an 
administrator to identify each potential user and configure a 
static partition for each. This mechanism becomes unwieldy, 
if not impossible to implement, given a large and/or unknown 
pool of potential users. For example, a network administrator 
would have to constantly update a static partition configura 
tion as new users sign up for or drop a network resource. 
Moreover, each static partition requires memory space for the 
data structure that defines the partition and includes other 
required parameters, thus limiting the number of static parti 
tions that can be created in any single bandwidth management 
device. In addition, while static partitions can limit the size of 
an allocation of the network resource to individual users, they 
do not limit the total number of users, which also affects 
response time or other quality of experience characteristics. 
Still further, static partitions are inefficient where the pool of 
potential users is generally much larger than the number of 
users actually using a network resource at a given time. 

In light of the foregoing, a need exists in the art for a 
mechanism that recognizes new users and dynamically allo 
cates to each user a partition controlling access to a network 
resource. In addition, a need in the art exists for a mechanism 
that allows for capping the number of concurrent users of a 
network resource. Embodiments of the present invention sub 
stantially fulfill these needs. 
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4 
SUMMARY OF THE INVENTION 

The present invention provides methods and apparatuses 
allowing for dynamic partitioning of a network resource 
among a plurality of users. In one embodiment, the invention 
involves recognizing new users of a network resource; creat 
ing userpartitions on demand for the new users, wherein each 
user partition is operable to control utilization a network 
resource; and, reclaiming inactive user partitions for Subse 
quent new users. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a functional block diagram illustrating a computer 
network environment including a data flow rate control 
device. 

FIG. 2 is a functional block diagram setting forth the func 
tionality in a data flow rate control device and including a 
representation of a partition object space. 

FIG. 3 is a flow chart providing a method allowing for 
enforcement of partitions on network data flows. 

FIG. 4 is a flow chart setting forth a method that returns a 
partition corresponding to a data flow. 

FIG. 5 is a flow chart illustrating a method that processes a 
request for a user partition and returns a partition object 
pointer. 

FIG. 5A is a flow chart illustrating a method associated 
with processing requests for user partitions. 

FIG. 6 is a flow chart providing a method allowing for 
selection of a user partition object corresponding to an inac 
tive user. 

FIG. 7 is a flow chart setting forth a method allowing for 
selection of a user partition object corresponding to an inac 
tive user. 

FIG. 8 is a flow chart describing a method for creating 
partition objects. 

FIG.9 is a functional block diagram illustrating an embodi 
ment of the present invention applied to a system involving a 
plurality of Subscribers using cable modems to access com 
puter network services. 

FIG. 10 is a block diagram setting forth an illustrative 
partition configuration. 

DESCRIPTION OF PREFERRED 
EMBODIMENT(S) 

FIG. 1 sets forth a packet-based computer network envi 
ronment including a data flow rate control device 30. As FIG. 
1 shows, local area computer network 40 interconnects sev 
eral TCP/IP end systems, including client devices 42 and 
server device 44, and provides access to resources operably 
connected to computer network 50 via router 22 and access 
link 21. Server 28 is a TCP end system connected to computer 
network 50 through router 26 and access link 25. Client 
devices 24 are additional TCP end systems operably con 
nected to computer network 50 by any suitable means, such as 
through an Internet Services Provider (ISP). The computer 
network environment, including computer network 50 is a 
packet-based communications environment, employing 
TCP/IP protocols and has a plurality of interconnected digital 
packet transmission stations. Data flow rate control device 30 
is provided between router 22 and local area computer net 
work 40. Data flow rate control device 30 is operative to 
classify data flows and, depending on the classification, 
enforce respective partitions on the data flows to control and 
allocate bandwidth utilization across access link 21. 
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A. Data Flow Rate Control Device 
FIG. 2 is a block diagram illustrating the functionality of 

data flow rate control device 30. In one embodiment, data 
flow rate control device 30 comprises partition management 
module 130, flow control module 132, measurement engine 
140, administrator interface 150, partition object space 120, 
traffic classification database 137, and LRU List module 138. 
Partition management module 130 is operable to create and 
manage partition objects defining various partitions in parti 
tion object space 120 as more fully described below. Flow 
control module 132 is operative to enforce partitions on data 
flows traversing data flow rate control device 30. Flow control 
module 132 can use any suitable functionality to enforce 
partitions known in the art, including, but not limited to class 
based weighted fair queuing, Committed Access Rate (CAR) 
and “leaky bucket” techniques. Flow control module 132 may 
incorporate any or a subset of the functionality described in 
the cross-referenced U.S. patents set forth above for control 
ling the rate of data flows. LRU list module 138 maintains two 
Least Recently Used (LRU) lists, namely, an active flow LRU 
list and a departed user LRU list, as more fully described 
below. Partition object space 120 stores a plurality of partition 
objects, including static partition objects 162, dynamic par 
tition objects 164, user partition objects 166 and overflow 
partition objects 168. Traffic classification database 137 
stores traffic classifications in association with pointers to 
static or dynamic partition objects, if applicable. Measure 
ment engine 140 monitors operation of data flow rate control 
device 30 and periodically samples and logs usage data, Such 
as the number of data packets traversing in or out, the number 
of live users, as well as data relating to the use of static and 
dynamic partitions. 

Administrator interface 150 facilitates the configuration of 
data flow rate control device 30 and allows access to report 
data detailing the operation of data flow rate control device 
30. Administrator interface 150 allows administrators to con 
figure static and dynamic partitions, as more fully described 
below, as well as other data flow rate control and bandwidth 
management functions unrelated to the present invention. 
Administrator interface 150 can be a command line interface 
or a graphical user interface accessible, for example, through 
a conventional browser on client device 42. 

A.1. Traffic Classification Database 
A traffic class is a logical grouping of data flows that share 

the same characteristic or set of characteristics—e.g., a spe 
cific application, protocol, IP address, MAC address, port, 
etc. In one embodiment, each traffic class has at least one 
matching rule defining the criteria used for identifying a 
specific traffic type. Data flow rate control device 30, in one 
embodiment, monitors network traffic passing through access 
link 21 and applies matching rules to identify a traffic class 
associated with each data flow. In one embodiment, data flow 
rate control device 30 includes functionality allowing for 
classification of network traffic based on information from 
layers 2 to 7 of the OSI reference model. Data flow rate 
control device 30 allows an administrator to manually create 
a traffic class by specifying a set of matching rules and also 
automatically creates traffic classes by monitoring network 
traffic across access link 21 and classifying data flows accord 
ing to a unique set of matching rules for each traffic class. 
Automatic traffic classification is disclosed in U.S. patent 
application Ser. No. 09/198,090, now U.S. Pat. No. 6,412, 
000, which is incorporated herein by reference. 

Traffic classification database 137 stores the traffic classes 
and corresponding data (matching rules, policies, and parti 
tion pointers) related to each traffic class in a hierarchical tree. 
This tree is organized to show parent-child relationships— 
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6 
that is, a particular traffic class may have one or more Subor 
dinate child traffic classes with more specific characteristics 
(matching rules) than the parent class. In one embodiment, 
the root traffic classifications are "finbound? and "/out 
bound/ data flows. Any data flow not explicitly classified is 
classified as "/inbound/default? or "foutbound/default?. In 
one embodiment, administrator interface 150 displays the 
traffic class tree and allows for selection of a traffic class and 
the configuration of a partition (dynamic or static) for that 
traffic class. 

A.2. LRU List Module 
As described above, LRU list module 138 maintains active 

flow LRU list and departed user LRU list. Both LRU lists 
contain links to userpartition objects in partition object space 
120 and last packet times associated with each user partition 
object. The order of the links in both LRU lists are determined 
by the time of the last packet associated with a corresponding 
user partition object traverses through data flow rate control 
device 30. LRU list module 138 receives these last packet 
transmission times and updates the appropriate LRU list as 
necessary. In addition, the active flow LRU list corresponds to 
users associated with active data flows, while the departed 
user LRU list corresponds to users associated with no active 
data flows. As discussed more fully below, data flow rate 
control device 30 monitors the number of active data flows 
associated with each user partition and moves the user parti 
tion between the active and departed user LRU lists as 
required. Other embodiments of the invention maintain a 
single LRU list for all user partition objects and employ 
another device, such as looking to the use count parameter 
(see below) for each user partition object, to distinguish 
between users having active flow and departed users for the 
processes described herein. 

A.3. Partitions and the Partition Object Space 
Partition objects define the various partitions enforced by 

flow control module 132. A partition operates to manage 
bandwidth for aggregate flows associated with a traffic class. 
A partition protects a network traffic class by guaranteeing a 
defined amount of bandwidth and/or limits a network traffic 
class by placing a cap on the amount of bandwidth a traffic 
class can consume. 
A static partition manages bandwidth for all flows within a 

particular traffic class. Static partitions can be fixed or “burst 
able.” A fixed partition allows a traffic class to use in the 
aggregate a defined amount of bandwidth. A fixed partition 
not only ensures that a specific amount of bandwidth will be 
available, but it also limits data flows associated with that 
traffic class to that same level. A burstable partition allows an 
aggregate traffic class to use a defined amount of bandwidth, 
and also allows that traffic class to access additional unused 
bandwidth, if needed. A cap may be placed on a burstable 
partition, allowing the traffic class to access up to a maximum 
amount of bandwidth, or the burstable partition may be 
allowed to potentially consume all available bandwidth 
across the access link. Partitions are arranged in a hierarchy— 
that is, partitions can contain partitions. For example, a static 
parent partition can be divided into multiple static child par 
titions. In one embodiment, at the highest level, a partition 
exists for all available outbound bandwidth, while another 
partition exists for all available inbound bandwidth across the 
particular access link. These partitions are then sub-dividable 
to form a hierarchical tree. For example, an enterprise 
employing static partitions may define a static partition for a 
PeopleSoft software application traffic class, and sub-divide 
this parent partition into a large burstable child partition for its 
human resources department and a smaller burstable child 
partition for the accounting department. 
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Dynamic and user partitions follow this same hierarchy. 
The partition object space 120 shown in FIG. 2 illustrates the 
hierarchical nature of partitions. A dynamic partition is essen 
tially a static partition that partition management module 130 
divides up on demand into user partitions (a partition that 
operates to apply bandwidth limits to individual users). A user 
partition, therefore, is a child of a dynamic partition. Like a 
static partition, a user partition may be fixed or burstable. In 
one embodiment, a static partition may be converted into a 
dynamic partition; however, only "leaf static partitions (i.e., 
partitions having no child partitions) may be converted into 
dynamic partitions. Similarly, an overflow partition, dis 
cussed below, is a child of a dynamic partition. As discussed 
herein, an administrator has the option of limiting the number 
ofuserpartitions corresponding to a parent dynamic partition. 
Alternatively, an administrator can opt not to include a cap 
and allow for oversubscription of the parent dynamic parti 
tion. In one embodiment, the user partition minimums are 
scaled back to avoid oversubscription of the parent partition. 
Further, an administrator can also choose to create an over 
flow partition for situations when a specified user cap is 
exceeded. When the cap is exceeded, any new data flows 
associated with the traffic class corresponding to the dynamic 
partition will be assigned to the overflow partition, which can 
be shared among one or more users until there is space under 
the user cap. 

Partition object space 120 is a computer-readable medium, 
oran allocated portion thereof, allowing for storage, access to 
and modification of partition objects defining various static, 
dynamic, user and overflow partitions. In one embodiment, 
partition object space 120 is finite allowing for the storage of 
only a limited number of partition objects at any one time. In 
one embodiment, partition object space 120 resides in 
dynamic memory, such as RAM; however, partition object 
space 120 may be implemented in static or persistent memory 
such as an EPROM, or even a hard disk or other media. 

A.3.a. Configuration of Partitions 
As discussed above, a static partition is created by selecting 

a traffic class and configuring a partition for it. Configurable 
static partition parameters include 1) minimum partition size 
(in bits per second); 2) whether it is burstable (that is, when 
this option is selected, it allows the partition to use available 
excess bandwidth; when the option is not selected the parti 
tion has a fixed size); and 3) maximum bandwidth to be used 
when the partition bursts. In one embodiment, when a static 
partition is added, traffic classification database 137 stores a 
pointer to the partition object defining the static partition for 
the traffic class. 

In one embodiment, a static partition is converted into a 
dynamic partition. Using administrator interface 150, an 
administrator selects a static partition corresponding to a 
traffic class and configures dynamic partition parameters that 
define how the dynamic partition is divided into user parti 
tions. In one embodiment, the resulting data structure is a 
static partition object having static partition attributes and a 
pointer to an object defining the dynamic partition attributes. 
Of course, any Suitable data structures and relationships can 
be implemented. In another embodiment, however, adminis 
trator interface 150 allows for the direct configuration of a 
dynamic partition. In addition, dynamic partition parameters 
can include: 1) minimum bandwidth for each user partition, 
2) maximum bandwidth for each user partition (if it is burst 
able), 3) dynamic partition type (per-address/per-subnet); 4) 
side; 5) mask; 6) maximum number of users (user cap); 7) 
overflow partition maximum bandwidth, and 8) overflow par 
tition minimum bandwidth. The parameters provided above 
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8 
are more fully described in association with the description of 
corresponding dynamic and user partition objects. 
As with static partitions, the configuration of a dynamic 

partition results in the creation of a dynamic partition object. 
In one embodiment, a dynamic partition object includes the 
following data fields: 

1) userpartition minimum bandwidth-specifies the mini 
mum bandwidth (bps) for each user partition; 

2) user partition maximum bandwidth-specifies the 
maximum bandwidth (bps) for each user partition; 

3) dynamic partition type (per-address/per-Subnet)—a user 
may be defined by a single computer network address (e.g., IP 
address) or as a Subnet; 

4) mask specifies the number of bits in the Classless 
Inter-Domain Routing (CIDR) mask (If the dynamic partition 
type is per-address, the mask is 32 bits. If the dynamic parti 
tion type is per-Subnet, the administrator must specify the 
mask.); 

5) side (inside/outside)—specifies the side (relative to data 
flow rate control device 30) on which the different IP address 
or subnets whose data flows generate user partitions will be 
found (see below); 

6) user count—the value of this variable indicates the cur 
rent number of child user partition objects of the parent 
dynamic partition in partition object space 120; 

7) user cap—if selected, this parameter specifies the maxi 
mum number of user partition objects that can be created for 
a particular dynamic partition (any users exceeding the cap 
may be assigned to an overflow partition); 

8) overflow partition minimum-specifies the minimum 
bandwidth (bps) for the overflow partition; 

9) overflow partition maximum specifies the maximum 
bandwidth (bps) for the overflow partition; and, 

10) overflow partition pointer points to the overflow par 
tition object stored in partition object space 120 (note: an 
overflow partition, in one embodiment, is created upon cre 
ation of the dynamic partition and exists as a child of the 
parent dynamic partition). 

FIG. 1 illustrates the concept of behind the “side’ param 
eter above. Side is a parameter having one of two values 
relative to data flow rate control device 30: inside or outside. 
A particular network resource can either be “inside' or “out 
side' relative to data flow rate control device 30, while the 
user(s) of that resource are on the opposite side. The use of the 
side parameter allows for the creation of a user partition for 
each inside client device (e.g., client device 42) that connects 
to an outside host (e.g., server 28) or, alternatively, for each 
outside host (e.g., client device 24) accessing an inside host 
(e.g., server 44). For didactic purposes, assume that server 44 
is an FTP server (a network resource for purposes of this 
example) and that users of that resource are at client devices 
24. According to this example, the network resource to which 
data flow rate control device 30 controls and allocates access 
is “inside. Therefore, to configure a dynamic partition for 
outside users, the side parameter is set to “outside. As an 
additional example, assume that access link 21 is the network 
resource and that users at client devices 42 are the users of that 
resource. To configure dynamic partitions for access link, the 
side parameter is set to “inside.” Lastly, the use of the side 
parameter, as described above, represents one of many pos 
sible embodiments. For example, if data flow rate control 
device 30 had three or more interfaces, then the user for which 
a partition is created can be determined in relation to the 
corresponding interface or a selected Subset of the interfaces. 
As described in more detail below, when a new user gen 

erates a data flow associated with a traffic class having a 
dynamic partition, a user partition object is created on 
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demand for that user and stored in partition object space. In 
one embodiment, user partition objects include the following 
fields: 

1) LRU link provides a means for the user partition 
object to be associated with the appropriate LRU list; 

2) IP address—specifies the IP address of the host or subnet 
corresponding to the user partition; 

3) usecount indicates the number of active data flows 
associated with the user partition; and 

4) dynamic partition pointer points to the parent dynamic 
partition object corresponding to the user partition object. 

A.3.b. Creation of Partition Objects in Partition Object 
Space 

Data flow rate control device 30 incorporates certain rules 
and techniques to compensate for the finite limits of partition 
object space 120. Specifically, when an administrator creates 
a static or dynamic partition, the corresponding object is 
created in partition object space 120. Likewise, user partition 
objects 166 are created in partition object space 120 on 
demand as users generate data flows that traverse data flow 
rate control device 30. However, as discussed above, partition 
object space 120 is finite, allowing for a limited number of 
partition objects for all partition object types (e.g., static, 
dynamic, user and overflow). In addition, according to one 
embodiment, a user partition object 166, once created, per 
sists in partition object space 120 beyond the data flow(s) that 
prompted its creation. Consequently, use of data flow rate 
control device 30 eventually results in depletion of partition 
object space 120 for new partition objects. 

Embodiments of the present invention, therefore, employ 
certain techniques and rules for bumping partition objects 
from partition object space 120. In one embodiment, there is 
no division or allocation of partition object space 120 for 
different types of partitions. In one form of this embodiment, 
static and dynamic partitions generally take precedence over 
user partition objects—that is, when an administrator config 
ures a new static or dynamic partition object, partition man 
agement module 130 selects a user partition object in parti 
tion object space 120 for deletion to free up available space. In 
addition, overflow partitions (children of dynamic partitions) 
are created upon configuration of the dynamic partition and in 
a similar manner to the dynamic partition object. However, as 
described below, rules govern this selection to minimize the 
chance that a user partition object associated with a currently 
active user is deleted. Additionally, in one embodiment, par 
tition object space 120 has a sequestered pool of partition 
objects (e.g., 3 to 5 partitions) reserved for the creation of 
static and dynamic partitions. Other rules and techniques are 
possible. In another embodiment, static/dynamic and user 
partitions each have a reserved pool of objects in partition 
object space 120. 

FIG. 8 illustrates a method allowing for the creation of 
partition objects. As discussed above, an administrator, using 
interface 150, can configure a static or dynamic partition with 
desired parameters (see above). In addition, partition man 
agement module 130 creates user partitions in response to 
data flows. In one embodiment, partition management mod 
ule 130 receives partition parameters (step 702) and deter 
mines whether there is sufficient memory in partition object 
space 120 for a new partition object. In one embodiment, if 
the partition object to be created is a userpartition object (step 
704), the “must value is set to FALSE and sets the Target 
Parent value used in the StealPartition method (see below) to 
any dynamic partition object (step 706). Otherwise, “must is 
TRUE and the Target Parent is any dynamic partition object 
(step 708). 
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10 
Partition management module 130 then tests whether there 

is sufficient space in partition object space 120 for creation of 
a new partition object (see step 710). To enforce the seques 
tered pool of objects in partition object space 120, partition 
management module 130, when must equals FALSE, skips 
over the reserved pool of objects when determining whether 
there is sufficient space in partition object space 120. How 
ever, when must equals TRUE (e.g., when creating a static or 
dynamic partition), partition management module 130 
includes the reserved pool of objects in the determination. 

If there is sufficient space, partition management module 
130 creates the partition object (step 722) and returns a 
pointer to the partition object (step 730). If the partition is a 
user partition (step 724), partition management module 130 
adds a link to the userpartition object in the active flows LRU 
list (step 726) and increments the user count for the parent 
dynamic partition by one (step 728). If there is insufficient 
space and the partition to be created is a static, dynamic or 
overflow partition (i.e., even the sequestered pool of objects is 
depleted), partition management module 130 returns an error 
message, such as “No Partition Available' (step 716). 
To associate a user partition object with a particular user, 

embodiments of the present invention use the computer net 
work address (e.g., IP address) or the Subnet corresponding to 
the user. As discussed in Section B., infra, flow control mod 
ule 132 generates a flow specification object in response to a 
new data flow, including the inside and outside addresses 
associated with the data flow. The “side' parameter in the 
parent dynamic partition determines which address/subnet is 
used; that is if the dynamic partition was created for inside 
users, the “inside address is used and vice versa. The appro 
priate address is then stored in the corresponding user parti 
tion object. Beyond computer network addresses, users may 
be identified by any other Suitable means, including 
RADIUS, Kerberos, ActiveDirectory, DHCP etc. 

If all available partition object space is depleted and the 
partition object to be created is user partition object (step 
711), a partition object in partition object space 120 is 
bumped. Whether and how an existing partition object is 
bumped depends on the type of partition object (e.g., static, 
dynamic, overflow, or user). In one embodiment, static parti 
tion and dynamic partition objects take precedence over user 
partition objects—that is, partition management module 130 
only selects user partition objects for deletion from partition 
object space 120. As to the selection of user partition objects, 
partition management module 130 invokes a method that 
scans the departed and active flow LRU lists for a user parti 
tion object associated with an inactive user, as more fully 
described below. 

If there is insufficient memory in partition object space 120 
and the partition object to be created is a user partition (step 
711), partition management module 130 invokes the Steal 
Partition method to find a user partition object of any parent 
dynamic partition corresponding to an inactive user (step 
712) see Section A.3.b. 1., infra). If the StealPartition method 
returns a pointer to a userpartition object (step 714), partition 
management module 130 deletes the user partition object 
(step 718). Otherwise, partition management module 130 
returns a “no partition available' error message (step 716). 

Even though a userpartition object may have been deleted, 
partition management module 130, in one embodiment, 
determines whether there is sufficient space in partition object 
space 120, as described above (see step 720). If deletion of a 
userpartition object results in the creation of Sufficient space, 
partition management module 130 creates the user partition 
object as discussed above (see steps 722 et seq.). Otherwise, 
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partition management module 130 returns a “no partition 
available' error message (step 716). 

Pursuant to the method described above, the pool of 
sequestered partition object is maintained essentially as a 
by-product of handling the requests for creation of user par 
tition objects. For example, creation of a static partition in a 
previous iteration of the “CreatePartition' method may have 
resulted in the creation of a static partition object from the 
sequestered pool. Accordingly, when a userpartition object is 
deleted in response to a request to create a new user partition 
object, the reclaimed object space may effectively become 
part of the sequestered pool, since the reclaimed partition 
object is bypassed in the determination of whether there is 
sufficient object space for the new userpartition object. How 
ever, other methods can be employed to restore the seques 
tered pool. For example, partition management module 130, 
prior to or following the creation of a static, dynamic or 
overflow partition, can select (StealPartition method, below) 
and delete a user partition object. 

A.3.b. 1.) "Stealing” Partition Objects 
FIGS. 6 and 7 illustrate methods allowing for selection of 

a userpartition object corresponding to an inactive user based 
on a comparison of the last packet time to a threshold value. 
FIG. 7 illustrates a “StealFrom List method for searching an 
LRU list (e.g., active flow or departed user LRU list) for a user 
partition object that corresponds to a specified parent 
dynamic partition and where the last packet time associated 
with the user partition object exceeds a predetermined thresh 
old. However, if the Target Parent is specified as “Any’ or no 
value is provided, the StealFrom List method scans all user 
partition objects in the LRU list. FIG. 6 illustrates a “Steal 
Partition' method that invokes the "StealFrom List’ method 
to attempt to find an inactive user partition object from the 
departed user LRU list before resorting to the active flow LRU 
list. In addition, as FIG. 7 provides, these methods include a 
“must boolean value that, when true, sets the threshold to 
Zero (see FIG. 7, steps 620 and 622), which effectively causes 
the StealFrom List method to choose the least recently used 
user partition object regardless of threshold. 

The threshold values, which may be different for the 
departed and active flow LRU lists, represent a period of time 
after receipt of the last packet beyond which the user is 
deemed to be inactive. As discussed above, data flow rate 
control device 30 tracks data flows and maintains the number 
of active data flows associated with a user partition object. 
When there are no active data flows for a userpartition object, 
the link to the object is deleted from the active flow LRU list 
and added to the departed user LRU list. However, presence 
on either list does not necessarily mean that the user corre 
sponding to a user partition object is active or inactive. For 
example, during an interactive session involving many data 
flows between the network resource and the user, all data 
flows at any given point may be completed and, thus, the user 
partition object is linked to the departed user LRU list. With 
out a threshold determination, the userpartition object may be 
deleted based on the order of the departed user LRU list, only 
to have to be replaced a short time thereafter. In addition, 
transmission or other network errors, as well as a user simply 
turning off the client device, may prevent one or more data 
flows from being closed out; however, the user partition 
object may remain on the active flow LRU list well after the 
user has terminated his or her session. Accordingly, embodi 
ments of the present invention use a threshold time after the 
last packet time to evaluate whether a user partition object 
should be deleted. In one embodiment, the threshold for the 
active flow LRU list is 300 seconds (5 minutes), while the 
threshold for the departed user LRU list is 30 seconds. Con 
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12 
figuration of these thresholds, however, are matters of engi 
neering and design choice and may vary without departing 
from the scope of the invention. 
More specifically, referring to FIG. 7, starting with the first 

user partition object in the LRU list i.e., the least recently 
used user partition object based on last packet time (step 
624), the StealFrom List method determines whether the par 
ent dynamic partition equals the specified target dynamic 
partition, if any (step 626). If so, the StealFrom List method 
compares the last packet time to the specified threshold value 
(step 626). In one embodiment, the threshold value is sub 
tracted from the current time to allow for a direct comparison 
with the last packet time. If the last packet time exceeds the 
threshold, the StealFrom List method returns a pointer to the 
userpartition object (step 630). Otherwise, the StealFrom List 
method runs through the entire LRU list (see steps 632 and 
636). If no userpartition object is selected, the StealFrom List 
method returns a Zero or some other appropriate value (step 
634). As discussed above, FIG. 6 illustrates a “StealPartition” 
method that invokes the “StealFrom List method to attempt 
to find an inactive userpartition object from the departed user 
LRU list (see steps 502,504,506 and 508) before resorting to 
the active flow LRU list (see steps 510,512, 514 and 516). If 
no user partition object is found, the StealPartition method 
returns a Zero or other appropriate value (step 518). 

Furthermore, FIG. 5A illustrates a “ReleasePartition' 
method that invokes the StealPartition and, thus, the Steal 
From List methods to delete a user partition object corre 
sponding to a particular parent dynamic partition. In one 
embodiment, the ReleasePartition method is used to attempt 
to free up space under a cap placed on the number of user 
partitions that can be created for a particular dynamic parti 
tion (see Section B.1.a., infra). The ReleasePartition method 
sets must to false and the target parent to the appropriate 
dynamic partition object pointer (step 440) and passes these 
parameters to the StealPartition method (step 442). As dis 
cussed above, the StealPartition method operates to return a 
pointer to a user partition object, if any, corresponding to 
specified parent dynamic partition and associated with an 
inactive user. If a child user partition object is found (step 
444), the ReleasePartition method deletes the user partition 
object (step 446) and returns (step 448). 

A.3.b.2.) Deleting User and Dynamic Partition Objects 
Given the various associations among dynamic partition 

objects, user partitions objects, and the LRU lists, deletion of 
user and dynamic partitions from partition object space 120 
should be handled accordingly. To delete a user partition 
object, partition management module 130 deletes the user 
partition object from partition object space 120 and deletes 
the link to that object in LRU list module 138. In addition, 
partition management module 130 also decreases the user 
count parameter in the parent dynamic partition by one. To 
delete a dynamic partition entirely or to convert it to a static 
partition, partition management module 130 deletes all chil 
dren of the dynamic partition (user partition objects), as 
described above, and then deletes the dynamic partition 
object. 

A.3.b.3.) Alternative Embodiment 
The methods described above for managing partition 

object space 120 and reclaiming partition objects for Subse 
quent users represent one of many possible implementations 
each having various advantages and disadvantages. In 
another embodiment, partition management module 130 
periodically deletes user partition objects associated with 
inactive users, rather than deleting user partition objects only 
when necessary. In yet another embodiment, user partition 
objects are deleted once all data flows have closed out. In one 
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embodiment, a background daemon monitors partition object 
space 120 and operates to reclaim the object space taken up by 
inactive user partition objects. Accordingly, a request for a 
user partition either returns an available user partition object, 
an overflow partition, or the dynamic partition without invok 
ing methods that attempt to bump inactive user objects. 

A.4. Measurement Engine 
Measurement engine 140 periodically samples and logs 

usage data associated with the operation of data flow rate 
control device 30. For example, measurement engine 140 
records the number of packets traversing data flow rate con 
trol device 30. AS to partitions, measurement engine records 
Such usage data as: 1) the number of times a user cap was 
reached for a dynamic partition; 2) the number of times an 
overflow partition was used; 3) the number of times partition 
object space 120 was entirely depleted; 4) the peak number of 
active users in each partition; and 5) the number of currently 
active users during an analysis interval. As one skilled in the 
art will recognize, the various software modules described 
herein include functionality that allows for the acquisition of 
Such usage data, Such as incrementing counters relating to 
various usage parameters. 

Recording the number of active users, however, deserves 
Some mention. As discussed in section A.3.b. 1. Supra, an 
active user may or may not have any active flows at a given 
point in time. Therefore, an active user is determined by the 
time of the last packet corresponding to that user in relation to 
a threshold value. Accordingly, to record the number of active 
users at any given time, measurement engine 140 scans the 
active flow and departed user LRU lists against pre-deter 
mined threshold values to determine the number of currently 
active users. 

B. Operation 
FIG. 3 illustrates a method facilitating the enforcement of 

partitions on data flows transmitted across data flow rate 
control device 30. In one embodiment, rate control module 
132 receives a data packet (FIG. 3, step 202) and determines 
whether it is part of a new data flow (step 203). Methods for 
determining new data flows and assigning packets to existing 
data flows are well known in the art and also depend on the 
particular transport layer protocol employed. If the packet is 
a new data flow, rate control module 132 constructs a flow 
specification object (FlowSpec) including attributes charac 
terizing the data flow (step 204). In one embodiment, a flow 
specification object includes an “inside' and “outside' 
address relative to data flow rate control device 30 (see Sec 
tion A.3.a., above). For a TCP packet, rate control module 132 
can compute the inside and outside addresses based on the 
Source and destination addresses of the packet and the direc 
tion of the packet flow. Other flow specification attributes can 
include port number, service type, protocol, etc. Rate control 
module 132 then retrieves the traffic class associated with the 
data flow (see Section A.1., above) (step 205). Rate control 
module 132 then calls partition management module 130 to 
return a partition associated with the data flow (step 206). In 
one form, rate control module 132 passes a traffic class 
pointer and flow specification pointer to partition manage 
ment module 130. Partition management module 130 returns 
a partition object pointer as more fully described below (see 
FIG. 4). 

According to one embodiment, partition management 
module 130 can return a pointer to a static partition, a 
dynamic partition, a user partition, oran overflow partition. If 
the returned partition is a dynamic partition (step 208), flow 
control module 132 applies admission control on the data 
flow (step 210). For example, in the UDP transport layer 
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14 
protocol, flow control module 132 can merely drop the pack 
ets. Alternatively, for the TCP protocol, flow control module 
132 can transmit a RESET packet to the TCP transmitter. 
Flow control module 132 may also return an HTTP error 
message, such as a 504 Out of Bandwidth Error. As one 
skilled in the art will recognize, admission control will 
depend on the protocols employed. As discussed in more 
detail below, an alternative to admission control is allocating 
the data flow to an overflow partition. 

With the appropriate partition, flow control module 132 
then enforces the partition on the data packet flow (step 212). 
To allow for maintenance of the LRU lists, the time of the 
packet is recorded and used by LRU list module 138 to update 
the active flow LRU list if the partition is a userpartition (step 
214). If the packet represents the end of a data flow (e.g., a 
FIN packet for the TCP protocol) (step 216) and the partition 
is a user partition (step 218), the parameters relating to the 
number of active data flows corresponding to that user parti 
tion are adjusted. As discussed above, each user partition 
object includes a usecount indicating the number of active 
data flows. At the end of a data flow, the usecount associated 
with the user partition is adjusted accordingly (step 220). A 
resulting usecount value of Zero (0)indicates that there are no 
currently active flows for the user partition and results move 
ment of the user partition from the active flow LRU list to the 
departed user LRU list (see steps 220 and 224). 

B.1. Getting Static and Dynamic Partitions 
FIG. 4 provides a method for retrieving a partition corre 

sponding to a data flow. As discussed above, flow control 
module 132, in response to a new data flow, requests a parti 
tion from partition management module 130, passing the 
traffic class object pointer and a flow specification object 
pointer. Partition management module 130 accesses traffic 
classification database 137 to fetch a partition, if any, corre 
sponding to the traffic class (step 302). If the partition is not a 
dynamic partition (see Step 304) and, thus, a static partition, 
partition management module 130 returns a pointer to the 
static partition object 162 in partition object space 120. Oth 
erwise, if the partition associated with the traffic class is a 
dynamic partition (step 304), partition management module 
130 then calls a function within partition management mod 
ule 130 associated with user partitions (step 308), as more 
fully described below, and returns a pointer to a partition 
object (step 310). See FIG. 5. 

B.1.a. GetUserPartition Function 

FIGS. 5 and 5A illustrate a method for processing a request 
for a user partition. As the flow chart diagrams illustrate, 
partition management module 130, in one embodiment, can 
return a pointer to one of three different types of partition 
objects: a userpartition object, the dynamic partition itself (as 
a message that a user partition cannot be created at that time), 
oran overflow partition (if the dynamic partition is configured 
to include a user cap and an overflow partition). In one 
embodiment, the GetUserPartition function is passed point 
ers to a dynamic partition object and a flow specification 
object. The GetUserPartition method looks down a list of the 
child user partitions of the dynamic partition (step 402). Spe 
cifically, based on the value of the “side' parameter in the 
dynamic partition object, the GetUserPartition method 
selects the appropriate address from the flow specification 
object that includes the “inside' and “outside' computer net 
work addresses. For example, if the side parameter is set to 
“inside, the GetUserPartition method selects the inside 
address in the flow specification object, and vice versa. The 
GetUserPartition method then uses this address, including the 
mask value in the dynamic partition object, to identify a child 
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(user partition object) of the dynamic partition object with a 
matching network address or Subnet. 

If a user partition object 166 exists in partition object space 
120, the GetUserPartition method determines whether there 
are any active data flows associated with the user partition 
object (in one embodiment, by checking the value of the 
“usecount parameter) (see step 404). If the usecount value 
equals 0 (i.e., that no active flows exist for the user partition), 
the user partition is deleted from the departed user LRU list 
and added to the active flow LRU list (step 406). Regardless 
of to which LRU list the user partition object is linked, the 
usecount for the user partition is also incremented by one in 
light of the new data flow (step 408). The GetUserPartition 
method then returns a pointer to the userpartition object (step 
410) for use by flow control module 132. 

If a user partition object does not exist in partition object 
space 120, the GetUserPartition method determines whether 
Such a user partition object can be created based on explicit 
limitations configured by an administrator (e.g., user caps) 
and/or inherent limitations due to the finite limits of partition 
object space 120. As FIG. 5 illustrates, in one embodiment, 
the GetUserPartition method determines whether a user cap 
has been configured for the dynamic partition and whether 
that cap is exceeded (step 412). In one form, the user count 
value in the dynamic partition object (which is continuously 
updated as user object partitions enter and exit partition object 
space 120) is compared to the user cap value associated with 
the dynamic partition. If the cap is exceeded, the GetUserPar 
tition method invokes the “ReleasePartition' method (see 
FIG.5A) to attempt to delete a child user partition associated 
with an inactive user. See Section A.3.b. 1. Supra. If the user 
cap is still exceeded (step 416), the GetUserPartition method 
determines whetheran overflow partition has been configured 
(step 426) and, if so, returns a pointer to the overflow partition 
(step 428). Otherwise, the GetUserPartition method returns 
the pointer to the dynamic partition itself, which in one 
embodiment, signals flow control module 132 to execute 
admission control functionality using bandwidth allocated to 
the dynamic partition (step 430). 

The ReleasePartition method may result in the deletion of 
a user object partition and, therefore, a decrease in the user 
count associated with the parent dynamic partition. However, 
in certain embodiments, deletion of a user partition object 
may not be completed at the time of the cap determination in 
step 416. Accordingly, the current data flow is passed to the 
overflow partition, if any, or admission control. In this 
instance, the ReleasePartition method frees up, if possible, 
space under the cap for Subsequent data flows associated with 
the dynamic partition and, typically, associated with the same 
user as a typical session involves multiple data flows. 

Lastly, if the user count value does not exceed the user cap 
associated with the dynamic partition, the GetUserPartition 
method passes the user partition parameters to another 
method that creates the user partition object, if possible see 
FIG. 8 and Section A.3.b., supra (step 418). If the user 
partition object is created (step 420), the GetUserPartition 
function returns a pointer to the user partition object (step 
422). Flow control module 132 then enforces the partition on 
the data flow. 

B. l.b. Alternative Embodiments 
One embodiment of the present invention takes advantage 

of existing rate control functionality Supported by routers 
(e.g., CISCOR 7200 Series router), such as Committed 
Access Rate (CAR) and Class-Based Weighted Fair Queue 
ing (CBWFQ). For example, data flow rate control device 30 
identifies new users in data flows traversing it as described 
above and adjusts partition object space 120 accordingly. 
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However, instead of directly controlling the rate of the data 
flow, data flow rate control device 30 modifies the policy 
configuration of router 22 to enforce the partition. Data flow 
rate control device 30, in one embodiment, accesses the 
administrative interface of router 22 to modify policy con 
figuration. To take advantage of CAR functionality, for 
instance, data flow rate control device 30 configures an access 
control list including the new user and an associated rate 
policy according to the parameters set forth in the parent 
dynamic partition. Alternatively, to utilize CBWFQ partition 
ing functionality, data flow rate control device 30 configures 
an access control list including the new user as a matching 
criterion for a class map and associates a rate policy according 
to the parameters (e.g., bandwidth and queue limiting set 
tings) set forth in a parent dynamic partition. According to 
either embodiment, router 22 enforces the partition imple 
mented by CAR or CBWFQ on subsequent data flows. In one 
embodiment, when the user is inactive (see Sections A.3.b.1. 
& 3.), data flow rate control device 30 modifies the policy 
configuration of router 22 to delete the access control list or 
the class map associated with the inactive user. Moreover, 
data flow rate control device 30, apart from managing parti 
tion object space 120, monitors any limitations on the number 
of access control lists that router 22 may support. 
C. Illustrative Applications 
The present invention can be applied to a wide variety of 

computer network environments to achieve a vast array of 
objectives. FIG. 9 illustrates an application of one embodi 
ment of the present invention to the operations of an Internet 
Services Provider (ISP) 70 whose subscribers connect to it 
using client devices 24 including, for example, cable 
modems. In one embodiment, ISP 70 includes cable head end 
units 62 operably connected to data flow rate control device 
30. ISP 70 provides connectivity to Wide Area Network 
(WAN) 50 by any suitable means. 

For example, an ISP may have 20,000 subscribers, with up 
to 2,000 Subscribers logged on at any given time. In one 
embodiment, data flow rate control device 30 can dynami 
cally allocate user partitions as each Subscriber logs on pro 
viding a minimum and maximum amount of bandwidth to 
each user. As discussed above, to accommodate new users 
when the maximum number of user partition objects is 
reached, data flow rate control device 30 removes the least 
recently-used and inactive user partition objects in order to 
release bandwidth to new users. 

Referring to FIG. 1, an administrator of computer network 
40 could also configure data flow rate control device 30 to 
dynamically partition available bandwidth to outside users of 
server 44. For didactic purposes, assume that server 44 is an 
FTP server having a computer network address labeled 
“ftp.acme.com’ and including several files available for 
download by users at client devices 24. Given that the 
inbound data flows to server 44 are not likely to be significant, 
the administrator may configure a traffic class, such as "/Out 
bound/FTP/ftp.acme.com/, and a dynamic partition for this 
traffic class. However, the administrator may also create a 
partition for inbound traffic to server 44 as well. Since the 
users of this network resource are “outside' relative to data 
flow rate control device 30, the administrator sets the “side' 
parameter to “outside.” Accordingly, data flow rate control 
device 30 dynamically allocates user partitions as outside 
users access server 44. Additionally, to ensure an adequate 
download speed for each user, the administrator may config 
ure a user cap to limit the number of concurrent users and an 
overflow parameter to prevent oversubscription of the /Out 
bound/FTP/ftp.acme.com/ partition. 
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Data flow rate control device 30 may also be deployed to 
manage available bandwidth for access link 21 to inside users. 
For example, an administrator may configure data flow rate 
control device 30 to partition bandwidth across access link 21 
among three groups of users and within each partition for 
each user group dynamically create user partitions as users 
generate data flows. FIG. 10 illustrates a didactic partition 
configuration. Assume that the available bandwidth across 
access link 21 is 1.5 Mbps. Using administrator interface 150, 
an administrator can configure three partitions as children of 
the root/Inbound/partition 90. For example, an administrator 
may allocate a minimum of 512 Kbps to /Inbound/Marketing/ 
partition 92, a minimum of 256 Kbps to/Inbound/Warehouse/ 
partition 93, and a minimum of 768 Kbps to /Inbound/Engi 
neering? partition 91. The root /Outbound/ partition can also 
be configured in a similar manner. Alternatively, an adminis 
trator may configure burstable partitions having a minimum 
and a maximum allocated bandwidth (see above). As to any or 
all of partitions 91.92 and 93, the administrator may config 
ure them as dynamic partitions and provide the parameters for 
the user partitions 95 that are dynamically created in response 
to data flows. Of course, as discussed above, a variety of 
configurations are possible, including the use of user caps and 
overflow partitions. 

Lastly, although the present invention has been described 
as operating in connection with end systems employing the 
TCP and IP protocols, the present invention has application in 
computer network environments employing any Suitable 
transport layer and network layer protocols. Moreover, while 
the embodiments described above operate primarily to 
dynamically allocate bandwidth among a plurality of users, 
the present invention can be applied to dynamically allocate 
access to a wide variety of network resources, such as a bank 
of modems, or a pool of processors or wireless radio frequen 
cies. Accordingly, the present invention has been described 
with reference to specific embodiments. Other embodiments 
of the present invention will be apparent to one of ordinary 
skill in the art. It is, therefore, intended that the claims set 
forth below not be limited to the embodiments described 
above. 
What is claimed is: 
1. A computer-readable medium stored therein computer 

readable instructions executed by a computer processor 
allowing for the dynamic allocation of network resources 
among a plurality of users, the computer readable instructions 
comprising: 

a partition management module that 
accesses a partition object space in a computer-readable 
memory, wherein the partition object space stores a 
plurality of partition objects; the plurality of partition 
objects including at least one dynamic partition object 
having at least one attribute defining a first allocation 
of network bandwidth across all data flows corre 
sponding to the at least one dynamic partition object, 
and a second attribute defining user partition alloca 
tions of the network bandwidth within the first allo 
cation, wherein the user partition allocations are each 
less than the first allocation; and at least one user 
partition object having at least one attribute defining 
an allocation of the network bandwidth across all data 
flows corresponding to a user, 

Selects partition objects based on one or more attributes 
of data flows: 

identifies new users based on at least one packet attribute 
of packets in the data flows: 

dynamically creates when a dynamic partition object is 
selected a user partition object in the partition object 
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18 
space in response to an identification of a new user, 
wherein the dynamically created user partition object 
is a child of a selected dynamic partition object and 
includes an allocation of the network bandwidth 
according to the second attribute of the selected 
dynamic partition object, and 

a partitioning mechanism that 
interfaces with a communication path for transmitting 

data packets corresponding to a plurality of respective 
users, 

associates users with corresponding user partition 
objects, and 

enforces the respective network bandwidth allocations 
defined in the dynamic and user partition objects. 

2. The computer-readable medium of claim 1 wherein the 
partition management module is further operative to delete 
inactive user partition objects from the partition object space. 

3. The computer-readable medium of claim 2 wherein the 
partition management module is operative to reclaim user 
partition objects from the partition object space as required 
for new users. 

4. The computer-readable medium of claim 2 wherein an 
inactive user partition object is identified in relation to a 
threshold period of inactivity. 

5. The computer-readable medium of claim 3 wherein an 
inactive user partition object is identified in relation to a 
threshold period of inactivity. 

6. The computer-readable medium of claim 1 wherein each 
dynamic partition object is associated with a characteristic of 
the data packets transmitted in the communication path, 
wherein the partition management module is operative to 
identify the dynamic partition object associated with a data 
packet and create a corresponding user partition object. 

7. A computer-readable medium stored therein computer 
readable instructions executed by a computer processor 
allowing for the dynamic allocation of network resources 
among plurality of users, wherein the network resources and 
the users are operably connected to a computer network, the 
computer readable instructions comprising: 

a traffic class database storing traffic classes in association 
with corresponding dynamic partition objects; 
wherein the at least one dynamic partition object has at 

least one attribute defining a first allocation of a net 
work bandwidth to a corresponding traffic class and at 
least one attribute defining a second allocation, within 
the first allocation, of the network bandwidth across 
all data flows corresponding to a user, 

wherein the at least one user partition object has at least 
one attribute defining an allocation of the network 
bandwidth to a user; 

a partitioning mechanism connected to the computer net 
work to receive and transmit data flows, 
and to identify a new data flow and the traffic class 

associated with the new data flow; and, 
a partition management module that 

accesses a partition object space in a computer-readable 
memory, wherein the partition object space stores a 
plurality of partition objects; the plurality of partition 
objects including at least one dynamic partition object 
and at least one user partition object; and, in response 
to the new data flow: 

identifies the dynamic partition object associated with 
the traffic class of the new data flow; 

identifies a new user based on one or more attributes of 
at least one packet of the new data flow: 

dynamically create a user partition object as a child of 
the identified dynamic partition object in the partition 
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object space in response to an identification of a new 
user according to the at least one attribute of the 
identified dynamic partition object; 

returns the user partition object to the partitioning 
mechanism; 

wherein the partitioning mechanism enforces the alloca 
tions defined in the user partition objects to control 
access to the network bandwidth among a plurality of 
USCS. 

8. The computer-readable medium of claim 7 wherein the 
partition management module is further operable to reclaim 
inactive partition objects from the partition object space. 

9. A computer-readable medium stored therein computer 
readable instructions executed by a computer processor to 
dynamically allocate access to a network resource among a 
plurality of users, the computer-readable instructions com 
prising: 

a partition management module that 
accesses a partition object space defined in a computer 

readable memory Supporting a finite number of par 
tition objects, 

identifies new users based on at least one attribute of 
packets in data flows: 

dynamically creates user partition objects in the parti 
tion object space, in response to the new users, 
wherein the partition object space comprises a plural 
ity of partition objects including at least one dynamic 
partition object having at least one attribute defining a 
first allocation of a network bandwidth across all data 
flows corresponding to the at least one dynamic par 
tition object, and a second attribute defining alloca 
tions of the network bandwidth within the first allo 
cation; 

wherein the dynamically-created user partition object is 
a child of the dynamic partition object and defines a 
partition including the second attribute of the 
dynamic partition object for managing aggregate 
bandwidth across all data flows corresponding to a 
given user; and, 

a partitioning mechanism enforcing the partitions defined 
in the partition objects to control access to the network 
bandwidth among a plurality of users. 

10. A computer-implemented method allowing for 
dynamic allocation of network bandwidth, the method com 
prising the steps of: 

recognizing a new user of a network bandwidth based on 
one or more attributes of at least one packet in a data 
flow: 

accessing a memory space comprising a plurality of parti 
tion objects including a dynamic partition object having 
at least one attribute defining a first allocation of network 
bandwidth across all data flows corresponding to the at 
least one dynamic partition object, and a second attribute 
defining user partition allocations of the network band 
width within the first allocation; 

Selecting a partition object from the plurality of partition 
objects based on one or more attributes of the data flow: 
and 

if the selected partition object is the dynamic partition 
object, creating a user partition object as a child of the 
dynamic partition object on demand for the new user, 
wherein the user partition object is operable to allocate 
utilization of the network bandwidth, according to the 
second attribute defined in the dynamic partition object, 
across all data flows corresponding to the new user; and, 

disposing of the user partition object when no longer 
needed. 
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11. The method of claim 10 wherein the disposing step 

comprises the steps of 
reclaiming the user partition object for a Subsequent new 

user if the user partition object is inactive. 
12. The method of claim 10 further comprising 
receiving a set of parameters defining the dynamic partition 

object. 
13. The method of claim 10 wherein the user partition 

object is configurable based on a characteristic of the user's 
utilization of the network bandwidth. 

14. The method of claim 10 wherein the user partition 
object is operable to provide a minimum allocation of the 
network bandwidth to the new user. 

15. The method of claim 10 wherein the user partition 
object is operable to limit utilization of the network band 
width. 

16. The method of claim 10 wherein the user partition 
object is implemented by class-based weighted fair queuing 
functionality. 

17. The method of claim 10 wherein the user partition 
object is implemented by committed access rate functional 
ity. 

18. A computer-implemented method allowing for 
dynamic allocation of network resources, the method com 
prising the steps of 

receiving a set of parameters defining a dynamic the parti 
tion object and a partition cap parameter defining a 
desired limit on the number of user partitions; 

recognizing new users of network bandwidth based on one 
or more attributes of at least one packet in a data flow; 

accessing a memory space comprising a plurality of parti 
tion objects arranged in a hierarchical partition configu 
ration, the plurality of partition objects including the 
dynamic partition object having at least one attribute 
defining a first allocation of the network bandwidth 
across all data flows corresponding to the dynamic par 
tition object, and a second attribute defining user parti 
tionallocations of the network bandwidth within the first 
allocation; 

if a number of existing user partitions does not exceed the 
partition cap, creating user partition objects on demand 
for new users, wherein each user partition object is a 
child of the dynamic partition object and operable to 
allocate utilization of the network bandwidth, according 
to the user partition allocation defined by the second 
attribute, across all data flows corresponding to a user; 
and, 

reclaiming inactive user partition objects for Subsequent 
CW USS. 

19. The method of claim 18 wherein inactive userpartitions 
are reclaimed when necessary for Subsequent new users. 

20. The method of claim 18 wherein inactive userpartitions 
are reclaimed automatically. 

21. The method of claim 18 further comprising the steps of 
receiving a set of parameters defining an overflow parti 

tion, wherein the overflow partition defines an aggregate 
allocation of the network bandwidth for data flows asso 
ciated with users assigned to the overflow partition; and 

automatically assigning new users to the overflow parti 
tion, if the number of user partitions exceeds the parti 
tion cap. 

22. A computer-implemented method allowing for 
dynamic allocation of network resources, the method com 
prising the steps of 

recognizing new users of network bandwidth based on one 
or more attributes of at least one packet in corresponding 
data flows: 
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accessing a partition object space comprising a plurality of 
partition objects arranged in a hierarchical partition con 
figuration, the plurality of partition objects including a 
dynamic partition object having a first attribute defining 
a first allocation of the network bandwidth across all data 
flows corresponding to the dynamic partition object, and 
a second attribute defining user partition allocations of 
the network bandwidth within the first allocation; 

Selecting partition objects from the plurality of partition 
objects based on one or more attributes of the data flow: 
and 

for selected partition object that are dynamic partition 
objects, dynamically creating user partition objects in 
the partition object space on demand for the new users, 
wherein each user partition object is a child of the cor 
responding dynamic partition object and includes the 
second attribute; 

enforcing the allocations of the network bandwidth defined 
in the dynamic and user partition objects on data flows 
traversing a network path; 

monitoring use of the user partition objects; and, 
reclaiming inactive user partition objects in the partition 

object space for Subsequent new users, as needed. 
23. A computer-implemented method facilitating the 

dynamic allocation of network resources, the method com 
prising the steps of: 
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recognizing a new user based on one or more attributes of 

at least one packet in a data flow: 
associating a traffic classification to the data flow; 
accessing a partition object space comprising a plurality of 

partition objects arranged in a hierarchical partition con 
figuration, the plurality of partition objects including a 
dynamic partition object having at least one attribute 
defining a first allocation of network bandwidth and a 
second attribute defining userpartition allocations of the 
network bandwidth within the first allocation; 

identifying the dynamic partition object based on the traffic 
classification associated with the data flow; 

creating a user partition object as a child of the dynamic 
partition object on demand for the new user, wherein the 
user partition object includes an allocation of the net 
work bandwidth for all data flows corresponding to the 
new user according to the user partition allocation 
defined by the second attribute of the identified dynamic 
partition object; 

associating the userpartition object with the data flow; and, 
disposing of the user partition object when no longer 

needed. 
24. The method of claim 23 wherein the disposing step 

comprises 
reclaiming the user partition object for a Subsequent new 

USC. 
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