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DISTRIBUTED SWITCH SYSTEMS IN A
TRILL NETWORK

FIELD OF THE INVENTION

[0001] The present inventive concepts relate generally to
computer networks, and more particularly, to systems and
methods for implementing a Transparent Interconnection of
Lots of Links (TRILL) technology in a network comprising a
distributed switch system.

BACKGROUND

[0002] A data center offering virtualization and cloud
based services typically provides a commitment to its cus-
tomers to support a large number of hosts. Challenges can
arise as data centers become increasingly dynamic and cor-
responding port densities continue to increase. In particular, a
deployment of server virtualization technologies in a data
center requires sufficient network I/O bandwidth to satisfy the
demand of virtualized applications and services.

SUMMARY

[0003] In one aspect, the invention features a method for
providing a distributed switch system (DSS) in a TRILL-
compliant network. The method comprises providing by an
ingress network device in the TRILL-compliant network data
to areceived packet, the data including instructions related to
a feature of the DSS. The instructions are inserted into a
TRILL header generated at the ingress network device. The
method comprises outputting the TRILL header to an egress
network device in the TRILL-compliant network. The
method comprises determining whether the ingress network
device and the egress network device are members of the
DSS. The method comprises processing the instructions by
the egress network device in response to determining that
ingress and egress devices are members of the DSS.

[0004] In another aspect, the inventive concepts feature a
method for managing a plurality of network devices in a
TRILL-compliant network to operate as a distributed switch
system. The method comprises adding at an ingress network
device a distributed switch parameter to a TRILL data packet.
The method comprises outputting the TRILL data packet to
an egress network device. The method comprises determining
from the distributed switch parameter an instruction, wherein
the egress network device is part of a same distributed switch
as the ingress device. The egress network device complies
with the instruction.

[0005] In another aspect, the inventive concepts feature a
TRILL distributed switch system (DSS) bridge. The TRILL
DSS bridge comprises an ingress Rbridge that provides data
related to a feature of the DSS to a TRILL header that is added
to a received packet to form a TRILL data packet and an
egress Rbridge that receives the TRILL data packet and pro-
cesses contents of the TRILL header for performing an opera-
tion dependent on an instruction provided in the contents by
the ingress Rbridge.

[0006] In another aspect, the inventive concepts feature a
computer program product for providing a distributed switch
system (DSS) in a TRILL-compliant network The computer
program product comprises a computer readable storage
medium having computer readable program code embodied
therewith. The computer readable program code comprises
computer readable program code configured to provide by an
ingress network device in the TRILL-compliant network data
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to a received packet, the data including instructions related to
a feature of the DSS. The instructions are inserted into a
TRILL header generated at the ingress network device. The
computer readable program code comprises computer read-
able program code configured to output the TRILL header to
an egress network device in the TRILL-compliant network.
The computer readable program code comprises computer
readable program code configured to determining whether
the ingress network device and the egress network device are
members of the DSS. The computer readable program code
comprises computer readable program code configured to
process the instructions by the egress network device in
response to determining that ingress and egress devices are
members of the DSS.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The above and further advantages of this invention
may be better understood by referring to the following
description in conjunction with the accompanying drawings,
in which like numerals indicate like structural elements and
features in various figures. The drawings are not necessarily
to scale, emphasis instead being placed upon illustrating the
principles of the invention.

[0008] FIG. 1 is a block diagram of a TRILL environment
in which embodiments of the present inventive concepts can
be employed;

[0009] FIG. 2A is a diagram illustrating an Ethernet frame
encapsulating a TRILL header, in accordance with an
embodiment;

[0010] FIG. 2B is a diagram illustrating a TRILL TLV, in
accordance with an embodiment;

[0011] FIG. 2Cis a diagram illustrating an organizationally
unique identifier (OUI) TLV, in accordance with an embodi-
ment;

[0012] FIG. 3 is an illustrative example of an OUI TLV of
FIG. 2C, in accordance with an embodiment;

[0013] FIG. 4 is a flow diagram illustrating a method for
managing a plurality of Rbridges in a TRILL-compliant net-
work to operate as a distributed switch system, in accordance
with an embodiment;

[0014] FIG. 5 is a flow diagram illustrating a method for
processing distributed switch data in a TRILL-compliant net-
work, in accordance with an embodiment; and

[0015] FIG. 6 is a block diagram of a switch, in accordance
with an embodiment.

DETAILED DESCRIPTION

[0016] In the following description, specific details are set
forth although it should be appreciated by one of ordinary
skill that the systems and methods can be practiced without at
least some of the details. In some instances, known features or
processes are not described in detail so as not to obscure the
present invention.

[0017] Data center infrastructures provide an ever-increas-
ing number of Ethernet ports for connecting many thousands
of servers, which are required to run modern applications
used by businesses. To address inherent scalability problems
that may arise in an Ethernet network, TRILL can be applied.
TRILL was designed as a way to overcome shortcomings of
Ethernet’s Spanning Tree Protocol, which doesn’t use all of
the available paths between switches, and exhibits slow per-
formance in a large network environment, resulting in the
network being susceptible to link failures. TRILL uses link
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state routing to map the network, discovering and calculating
shortest paths between TRILL nodes called Routing Bridges,
or Rbridges. This enables shortest-path multihop routing so
users can build large-scale Ethernet and Fibre-Channel-over-
Ethernet data center networks. Accordingly, Rbridges allow
Ethernet networks to scale better with regard to the number of
hosts in the network as well as improved bandwidth utiliza-
tion. Thus, TRILL networks can be applied in large campus or
layer 2 environments.

[0018] The present inventive concepts extend the features
of'the TRILL protocol for use in a distributed switch system
(DSS), for example, in a data center environment offering
distributed switching features. Here, TRILL is used to com-
municate a unique identifier to different nodes of a TRILL
network so that they can join a DSS. In particular, a TRILL
packet is provided that includes optional TLVs such as an
OUI TLV for transmitting a trunk ID and/or other relevant
information such as quality of service (QOS) parameters in
order to implement a distributed stack. For example, TRILL
optional TLVs can be used to discover and authenticate mem-
bers of'the distributed switch. When the packet reaches one or
more of the Rbridges on which the trunk has been configured,
a hash computation is synchronized among any switches
participating in a same link aggregation group, for example,
to ensure that the switches choose the same hash from a list of
possible hashes. If an output port is determined to be local,
then a decision can be made whether the packet is to be
forwarded on the local port; otherwise it is dropped on the
egress Rbridge. In a similar manner, many of the parameters
determined by the ingress packet processing logic can be
communicated in the TRILL header to the egress RBRIDGE
such as QOS parameters, so that they can be applied at the
egress bridge as if it were a distributed system.

[0019] FIG. 1 is a block diagram of TRILL network envi-
ronment 10 in which embodiments of the present inventive
concepts can be employed. The TRILL network environment
10 can include one or more locations that serve as a compu-
tational, storage, and networking center for at least one orga-
nization. The equipment of the TRILL network environment
10 can reside together locally at a single site or can be dis-
tributed over two or more separate sites.

[0020] The TRILL network environment 10 can include
one or more host computers 112, 114, 116, also referred to as
end stations, in communication with a data center network 12
via a customer network 14A, 14B, 14C, respectively. In par-
ticular, a first end station 112 is in communication with a data
center network 12 via a first customer network 14 A, a second
end station 114 is in communication with the data center
network 12 via a second customer network 14B, and a third
end station 116 is in communication with the data center
network 12 via a third customer network 14C. The customer
networks 14A-14C can be comprised of links aggregated
using NIC teaming or the Link Aggregation Control Protocol
(IEEE 802.1AX) or other appropriate technologies.

[0021] The host computers 112, 114, 116 can be an
embodiment of a physical computing device, such as a server,
a blade, a network device, and the like. The host computers
112,114,116 canreside alone or be installed in a chassis with
other host computers, for example, in a rack server or a blade
server.

[0022] The host computers 112, 114, 116 can run a virtu-
alization system, which can include a hypervisor or a virtual
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machine manager (VMM). Alternatively, the host computers
112, 114, 116 can include a non-virtualized server or a server
blade.

[0023] The data center network 12 includes a switch fabric
comprising a plurality of switches 102, 104, 106, 108, 110.
Although not shown, the data center network 12 can include
one or more aggregator and gateway switches and/or other
well-known data center equipment.

[0024] The switches 102,104,106, 108, 110 are configured
as TRILL nodes, or Rbridges. The switches 102, 104, 106,
108, 110 can be organized into two or more racks, rows,
and/or layers of switches in the switch fabric 12, or other
well-known data center configuration. One such configura-
tion is a mesh configuration, where a first layer of switches
includes switches 102, 104, 106, and a second layer of
switches includes switches 108 and 110. Each first layer edge
switch 102, 104, 106, or Rbridge, is in communication with
each second layer switch 108, 110, also referred to as a transit
Rbridge, in a mesh configuration. Other configurations can
equally apply, for example, a daisy-chain configuration. The
switch fabric 12 can alternatively comprise a combination of
Rbridges and non-compliant TRILL nodes, i.e., conventional
switches. In a typical TRILL application, a TRILL packet
encapsulated in an Ethernet frame includes a TRILL header
and an outer Ethernet header. Thus, a destination MAC
address is provided that is recognized by conventional
switches and Rbridges alike for packet forwarding.

[0025] The switches 102, 104, 106, 108, 110 can be con-
figured as a DSS. A DSS can include a plurality of switches or
other network elements, each being an independent system
running on its own CPU and network control plane. The
network element can be an independent switch, or a line card,
fabric card, or a management module in a physical chassis
switch. The switches 102, 104, 106, 108, and 110 can be
connected together to form a stacked switch, a virtual switch,
or other distributed switch.

[0026] An operation will now be described where a data
frame is transmitted from the host computer 112, referred to
as a source host computer, to the host computer 116, and
referred to as a destination host computer. The data frame is
received by the first switch 102 in the data center network 12,
referred to as an ingress Rbridge, which encapsulates the data
frame with a TRILL header, which contains information such
as instructions that permit one or more egress Rbridges, for
example, switch 106 configured as an egress Rbridge, to be
treated as part of a distributed system.

[0027] A TRILL frame 120 is generated at the ingress
Rbridge 102, and output to one or more transit Rbridges, or
intermediate Rbridges, for example, Rbridge 110, which can
switch the received frame 120 to the egress Rbridge 106 by
communicating according to a TRILL protocol.

[0028] FIG. 2A is a diagram illustrating an Ethernet frame
200 having a TRILL header 208, in accordance with an
embodiment. The Ethernet frame 200 can be similar to or the
same as the frame 120 of FIG. 1, or can other encapsulate
some or all of the frame 120 of FIG. 1.

[0029] The Ethernet frame 200 includes a destination
address field (DA) 202, a source address (SA) field 204, and
a frame check sequence field 212 that are well-known Ether-
net frame elements and will not be described for reasons
related to brevity. The Ethertype field 206 is also well-known
for indicating a header type, for example, an 802.1 frame.
[0030] The TRILL header 208 includes data determined by
the ingress Rbridge 102 in the network and permitting the
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egress Rbridge 106 to be treated as though it is part of a
distributed switch system. The TRILL header 208 includes a
TRILL Ethertype field indicating the header type, i.e.,
TRILL. The TRILL header 208 includes a set of options,
including TLV extensions, described in detail below. In par-
ticular, the TRILL frame 200 includes OUI TLV's and/or other
optional TLVs used to discover and authenticate members of
the distributed switch. The TRILL frame 200 can include
TRILL end station address distribution instance (ESADI)
protocol data used among DSS members, i.e., Rbridges, to
communicate end station addresses to each other, for
example, synchronizing MAC addresses.

[0031] FIG. 2B isadiagram illustrating a TRILL TLV 220,
in accordance with an embodiment. The TRILL TLV 220 can
be part of a TRILL header extension, for example, in the
TRILL header 208 of FIG. 2A.

[0032] The TRILL TLV 220 includes an IE field 222, an NC
field 224, a type field 226, an MT field 228, a length field 230,
and a value field 232. The IE field includes a value determin-
ing an ingress egress (IE) extension. For example, a bit set in
the IE field 222 for zero pertains to hop-by-hop extensions
and set for one pertains to ingress-to-egress extensions. Hop-
by-hop extensions are potentially applicable to every Rbridge
that receives the frame. Ingress-to-egress extensions are
inserted at the ingress Rbridge 102 and are applicable at the
egress Rbridge 106. Ingress-to-egress extensions can be pro-
cessed by transit Rbridges 108, 110. The NC field 224 can
have a bit set to zero for critical extensions and set to one for
non-critical (NC) extensions. The MT field 228 can have a bit
set to zero for immutable extensions and set to one for
mutable extensions. The type field 226 can constrain the
values of the TE 222, NC 224, and MT 228 bits. For example,
if these bits have a value not permitted by the extension Type
field 226, the TLV can be ignored by the Rbridge. The length
field 230 includes a value corresponding to a length of the
extension value 232.

[0033] FIG. 2C is a diagram illustrating an OUI-specific
TLV 240, in accordance with an embodiment. The OUI TLV
240 can be encoded in the TRILL header 208 using the
optional headers feature. The OUI TLV 240 can include data
used to implement a distributed switch, in particular, by com-
municating with the Rbridges 102, 104, 106, 108, 110 as part
ofa DSS.

[0034] The OUI TLV 240 includes an OUI field 242, a
subtype field 244, a length field 246, and a value field 248. The
OUI field 242 indicates that an OUI type, i.e., an organization
specific TLV. The subtype field 244 includes a value provided
by the ingress Rbridge 102. An illustrative example is a value
indicating a common trunk ID which is communicated by the
TRILL OUI TLV between the Rbridges of a single DSS.
Other information provided in the subtype field 244 can
include, but not limited to, a source DSS bridge, source port,
virtual port, or trunk, destination DSS bridge, destination
port, virtual port, trunk, or multicast index, packet classifica-
tion, packet type, unicast, layer 2 multicast, layer 3 multicast,
DLF or broadcast, control, internal packet priority, mirroring
information, for example, to assist in mirroring the packet on
another DSS port, ACL rule application information, QoS-
related information, egress switch instructions, header modi-
fication instructions, drop precedence or DSCP modifica-
tions, and/or other ingress logic parsing information.
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[0035] The length field 246 and the value field 248 are
configured in a similar manner as any TLV, for example, the
value field 248 including a value corresponding to the subtype
field.

[0036] FIG. 3 is an illustrative example of an OUI TLV of
FIG. 2C, in accordance with an embodiment. The OUT field
302 indicates the type of TRILL TLV, i.e., an OUI TLV. The
subtype field 304 includes a trunkID subtype. The length field
306 indicates a length of the value field 308 being 2 bytes. The
value field 308 includes a trunk ID value.

[0037] The TRILL OUI TLV 300 can be used to commu-
nicate a common trunk id between all Rbridges 102-110 of a
single DSS domain, so each egress Rbridge, e.g., Rbridge
106, can compute the same hash for the flow and send or drop
the packets on the correct ports belonging to that trunk. Dur-
ing operation, each data packet carries the trunk id that has
been determined from an L2 table lookup at the ingress
Rbridge 102. When the packet reaches one or more of the
Rbridges, e.g., Rbridge 106 on which the trunk has been
configured, both compute the same hash on the flow, and if the
port is local, the packet is forwarded, otherwise it is dropped
on the egress Rbridge 106. In the DSS configuration, the hash
computation can be distributed among the Rbridges in the
DSS. If the hash computation and flow definition is synchro-
nized between the switches participating in a link aggregation
group, they can independently determine the same output port
on the same flow. Once each switch, or Rbridge, learns an
output port for the packet, the Rbridge can determine whether
to forward it out on that port if that port is local, or otherwise
drop the packet. Other parameters determined by the packet
processing logic of the ingress Rbridge 102 can be commu-
nicated in the TRILL header to the egress RBRIDGE such as
QOS parameters, so that they can be applied at the egress
Rbridge 106 as if it is a distributed system.

[0038] FIG. 4 is a flow diagram illustrating a method 400
for managing a plurality of Rbridges in a TRILL-compliant
network to operate as a distributed switch system, in accor-
dance with an embodiment, in accordance with an embodi-
ment. In describing the method 400, reference is also made to
elements of FIGS. 1-3. Some or all of the method 400 can be
performed on one or more Rbridges and/or host computers,
for example, described with reference to FIG. 1.

[0039] At step 402, a data packet is received at the ingress
Rbridge 102, for example, from the first end station 112. The
data packet can include the payload data 210 shown at FI1G. 2.
[0040] At step 404, the ingress Rbridge 102 forms a TRILL
data packet by adding a TRILL header 208 to the data packet.
The TRILL header 208 includes an OUI TLV 240, which at
step 406 is populated with distribution switch data, for
example, a trunk ID described herein.

[0041] At step 408, the TRILL data packet is output to
destination address identified in the TRILL data packet, for
example, the egress Rbridge 106. The TRILL data packet can
be received by one or more transit Rbridges, for example,
Rbridge 110, prior to delivery to the egress Rbridge 106.
[0042] At step 410, a determination is made as to whether
the ingress Rbridge 102 and the egress Rbridge 106 are mem-
bers of the same DSS. The determination of which switches,
i.e., Rbridge 102, 106 are on the same DSS can be made by
each Rbridge sending a unique identifier associating the
Rbridge with a DSS, and permitting the Rbridge to join the
DSS membership. This identifier can be multicast using the
TRILL OUI TLV 240 as part of the switch discovery process.
If a determination is made that the ingress Rbridge 102 and
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the egress Rbridge 106 are indeed members of the same DSS,
the egress Rbridge 106 can process the contents of the
received TRILL OUI TLV 240, for example, complying with
instructions provided in the TRILL OUI TLV 240. For
example, the Rbridge 106 can determine QoS parameters,
port or trunk information, and the like from the OUI TLV 240
shown in FIG. 2C. In this manner, the Rbridges 102, 106,
and/or transit Rbridges can operate as a DSS. A user can be
presented with a single switch system view by synchronizing
the forwarding paths and a user interface at a computer (not
shown) in communication with the DSS. The control plane of
the network switches of the DSS can also be at least partially
synchronized. Here, the switches can be managed as a single
switch by the user.

[0043] FIG. 5 is a flow diagram illustrating a method 500
for processing distributed switch data in a TRILL-compliant
network, in accordance with an embodiment. In describing
the method 500, reference is also made to elements of FIGS.
1-4. Some or all of the method 500 can be performed on one
or more Rbridges and/or host computers, for example,
described with reference to FIG. 1.

[0044] At step 502, a trunk ID is determined at the ingress
Rbridge 102. The trunk ID can be determined from a layer 2
table lookup at the ingress Rbridge 102.

[0045] Atstep 504, the trunk ID is added to the OUI TLV of
a TRILL data packet, for example, as shown in FIG. 3.
[0046] At step 506, the TRILL OUI TLV is output to the
egress Rbridge 106, which processes the contents of the
TRILL OUI TLV, i.e., the trunk ID, when the egress Rbridge
106 is part of the same DSS as the ingress Rbridge 106. The
TRILL OUITLYV can be distributed to a plurality of Rbridges,
for example, all Rbridges which are part of a link aggregation
group.

[0047] At step 508, a determination is made as to which
trunk port the TRILL data packet is output. A hash computa-
tion can be distributed among the Rbridges in the DSS, for
example, the Rbridges which are part of the same link aggre-
gation group. Each Rbridge can independently determine a
same output port on a same data flow. Once each Rbridge
learns which port a packet of the data flow can be output, that
Rbridge can determine whether to forward it via that port if
that port is local, or otherwise drop the packet.

[0048] While FIG. 5 illustrates a trunk ID, any data related
to a DSS can be provided, for example, a source DSS bridge,
source port, virtual port, or trunk, other features related to
base protocol forwarding, destination port, virtual port, trunk,
or multicast index, packet classification, packet type, unicast,
layer 2 multicast, layer 3 multicast, DLF or broadcast, con-
trol, internal packet priority, mirroring information, for
example, to assist in mirroring the packet on another DSS
port, ACL rule application information, QoS-related informa-
tion, egress switch instructions, header modification instruc-
tions, drop precedence or DSCP modifications, and/or other
ingress logic parsing information.

[0049] FIG. 6 is a block diagram of a switch 600, in accor-
dance with an embodiment. The switch 600 includes a pro-
cessor 606, a memory 608 having an operating system 610
and a TRILL header encapsulation module 612, packet pro-
cessing logic 604, and a plurality of data ports 602 commu-
nicate with each other via a bus and/or data connector.
[0050] The data ports 602 can be connected to the network
14, for example, to communicate with other nodes, host com-
puters, and so on. For example, the data ports 602 can be
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Gigabit or 10 GB Ethernet ports, for transmitting and receiv-
ing data, for example, data packets with other network
devices.

[0051] The packet processing logic 604 can receive data
frames and process their contents. The packet processing
logic 604 can include application-specific integrated circuits
(ASICs) or other hardware circuitry and features known to
those of ordinary skill in the art. For example, the packet
processing logic 604 can include ingress and egress logic for
data plane processing, packet switching, and so on. Addi-
tional details of the packet processing features are known to
those of ordinary skill in the art, and are omitted herein for
reasons related to brevity.

[0052] The memory 608 can include volatile memory, for
example, RAM and the like, and/or non-volatile memory, for
example, ROM, flash memory, and the like. The memory can
include removable and/or non-removable storage media
implemented in accordance with methods and technologies
known to those of ordinary skill in the art for storing data.
Stored in the memory can include program code, such as
program code of an operating system (OS) 610 executed by
the processor 606, and/or program code corresponding to the
TRILL header encapsulation module 612.

[0053] The TRILL header encapsulation module 612 gen-
erates a TRILL header, for example, described with reference
to FIGS. 2A-2C, which includes data for implementing a
distributed stack. Examples of the data added to the TRILL
header are provided above.

[0054] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a system,
method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment (in-
cluding firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit,” “mod-
ule” or “system.” Furthermore, aspects of the present inven-
tion may take the form of a computer program product
embodied in one or more computer readable medium(s) hav-
ing computer readable program code embodied thereon.
[0055] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
medium that can contain, or store a program for use by or in
connection with an instruction execution system, apparatus,
or device.

[0056] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
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carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device. Program code embodied on a computer
readable medium may be transmitted using any appropriate
medium, including but not limited to wireless, wireline, opti-
cal fiber cable, RF, etc., or any suitable combination of the
foregoing.

[0057] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0058] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer pro-
gram products according to embodiments of the invention. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0059] These computer program instructions may also be
stored in a computer readable medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions which imple-
ment the function/act specified in the flowchart and/or block
diagram block or blocks. The computer program instructions
may also be loaded onto a computer, other programmable
data processing apparatus, or other devices to cause a series of
operational steps to be performed on the computer, other
programmable apparatus or other devices to produce a com-
puter implemented process such that the instructions which
execute on the computer or other programmable apparatus
provide processes for implementing the functions/acts speci-
fied in the flowchart and/or block diagram block or blocks.

[0060] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of pos-
sible implementations of systems, methods and computer
program products according to various embodiments of the
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present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or por-
tion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown
in succession may, in fact, be executed substantially concur-
rently, or the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

[0061] While the invention has been shown and described
with reference to specific embodiments, it should be under-
stood by those skilled in the art that various changes in form
and detail may be made therein without departing from the
spirit and scope of the invention.

What is claimed is:

1. A method for providing a distributed switch system
(DSS) in a TRILL-compliant network, comprising:

providing by an ingress network device in the TRILL-

compliant network data to a received packet, the data
including instructions related to a feature ofthe DSS, the
instructions inserted into a TRILL header generated at
the ingress network device;

outputting the TRILL header to an egress network device in

the TRILL-compliant network;
determining whether the ingress network device and the
egress network device are members of the DSS;

processing the instructions by the egress network device in
response to determining that ingress and egress devices
are members of the DSS.

2. The method of claim 1, wherein the ingress network
device and the egress network device each includes an
Rbridge.

3. The method of claim 1, wherein the one or more instruc-
tions include at least one DSS parameter.

4. The method of claim 3, further comprising communi-
cating with at least one of the ingress network device, the
egress network device, and one or more transit network
devices, in accordance with the at least one DSS parameter.

5. The method of claim 1, further comprising presenting a
single switch view to the user in response to processing the
instructions.

6. The method of claim 1, wherein the TRILL header
includes an OUI TLV that is provided with data correspond-
ing to the instructions.

7. The method of claim 1, wherein determining whether the
ingress network device and the egress network device are
members of the DSS includes exchanging a unique identifier
between the ingress network device and the egress network
device during a discovery process and the egress network
device becomes a member ofthe DSS in response to receiving
the unique identifier.

8. A method for managing a plurality of network devices in
a TRILL-compliant network to operate as a distributed switch
system, comprising:

adding at an ingress network device a distributed switch

parameter to a TRILL data packet;
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outputting the TRILL data packet to an egress network

device; and

determining from the distributed switch parameter an

instruction, wherein the egress network device is part of
a same distributed switch as the ingress device, and
wherein the egress network device complies with the
instruction.

9. The method of claim 8, wherein the ingress network
device and the egress network device each includes an
Rbridge.

10. The method of claim 8, wherein the distributed switch
is a distributed virtual switch.

11. The method of claim 8, further comprising communi-
cating with at least one of the ingress network device, the
egress network device, and one or more transit network
devices as a distributed switch, in accordance with the DSS
parameter.

12. The method of claim 8, further comprising presenting a
single switch view to the user in response to determining the
instruction, the user managing the ingress network device and
the egress network device as a single switch.

13. The method of claim 8, wherein the TRILL header
includes an OUI TLV that is provided with data correspond-
ing to the instructions.

14. The method of claim 8, further comprising:

synchronizing a hash computation between network

devices of the plurality of network devices, including the
egress network device, the network devices participating
in a same link aggregation group;

determining a common output port for the data flow from

the TRILL data packet; and

determining by the network devices whether to output the

data flow from a local output port belonging to a speci-
fied trunk.

15. The method of claim 14, wherein the distributed switch
parameter includes a trunk identifier.

16. A TRILL distributed switch system (DSS) bridge, com-
prising:
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an ingress Rbridge that provides data related to a feature of
the DSS to a TRILL header that is added to a received
packet to form a TRILL data packet; and
an egress Rbridge that receives the TRILL data packet and
processes contents of the TRILL header for performing
an operation dependent on an instruction provided in the
contents by the ingress Rbridge.
17. The DSS of claim 16 further comprising at least one
transit Rbridge along a flow path of the TRILL data packet
between the ingress Rbridge to the egress Rbridge.
18. The DSS of claim 16, wherein the egress Rbridge
complies with the instruction in response to determining that
the egress Rbridge and the ingress Rbridge are members of
the DSS.
19. The DSS of claim 16, wherein the TRILL header
includes an OUI TLV that is provided with the TRILL header.
20. A computer program product for providing a distrib-
uted switch system (DSS) in a TRILL-compliant network, the
computer program product comprising:
a computer readable storage medium having computer
readable program code embodied therewith, the com-
puter readable program code comprising;
computer readable program code configured to provide
by an ingress network device in the TRILL-compliant
network data to a received packet, the data including
instructions related to a feature of the DSS, the
instructions inserted into a TRILL header generated at
the ingress network device;

computer readable program code configured to output
the TRILL header to an egress network device in the
TRILL-compliant network;

computer readable program code configured to deter-
mining whether the ingress network device and the
egress network device are members of the DSS; and

computer readable program code configured to process
the instructions by the egress network device in
response to determining that ingress and egress
devices are members of the DSS.

#* #* #* #* #*
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