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SYSTEM, METHOD AND PROGRAM FOR
ACCESSING NETWORKS

FIELD OF THE INVENTION

[0001] The present invention relates generally to computer
networks and routing, and more specifically to gaining
access to networks.

BACKGROUND OF THE INVENTION

[0002] Computer networks are well known today and
comprise communication media, and routers, network
switches, firewalls, authentication servers, Internet service
providers, and/or load balancers. Examples of computer
networks are Local Area Networks, Wide Area Networks,
Intranets, the Internet, extranets, LAN, WAN, and Metro
Polotan Networks. The networks interconnect client com-
puters and server computers. The following network
arrangement was known. A client computer is connected via
the Internet to a network switch at a gateway to a target
network. The network switch performs Network Level (or
Layer) 2 switching. Network Level 2 switching is a tech-
nology that alleviates congestion in Ethernet, Token Ring
and LANs (OSI layer 2) by reducing traffic and increasing
bandwidth. Such switches, known as LAN switches, are
designed to work with existing cable infrastructures so that
they can be installed with minimal disruption of existing
networks. The most common LAN media is traditional
Ethernet which has a maximum bandwidth of 10 Mbps and
is a half-duplex technology. Each Ethernet host checks the
network to determine whether data is being transmitted
before it transmits and defers transmission if the network is
in use. In spite of this transmission “deferral”, two or more
Ethernet hosts can transmit at the same time, which results
in a collision. When a collision occurs, the hosts enter a
back-off phase and retransmit later. As more hosts are added
to the network, hosts must wait more often before they can
begin transmitting, and collisions are more likely to occur
because more hosts are trying to transmit. Today, throughput
on traditional Ethernet LANs suffers even more because
users are running network-intensive software, such as client-
server applications, which cause hosts to transmit more
often and for longer periods of time. There may be a firewall
between the network switch and the target network. One or
more servers are connected to the target network to provide
resources (such as files, applications and services) to the
client computer.

[0003] To access the resources, the user or client computer
must get authenticated from an authentication function. The
authentication function can reside in the target server or in
a separate, authentication repository. In the latter case, one
or more authentication servers can be coupled to the target
network to control access to the target network. There can be
one authentication server to authenticate a user of the client
computer, and another authentication server to authenticate
the client computer in the event there are two types of
authentication that may be needed. To request logon or
authentication to a resource or service in the target network,
the user or client computer sends authentication or authori-
zation information, such as a UserID and password or
certificate, to the target network in a message. This message
is a specific request for authentication or authorization to
access the target network and includes the authentication or
authorization information in the payload of the message. In
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the case of a request for authentication to a Windows
resource, the header of the message also indicates that the
message is an authentication request. Typically, the client
computer parses the message into packets for network
transmission. When the network switch receives message
packets, it forwards them to the address indicated in the
header, i.e. the target network, except if the message packet
header indicates the message is an authentication request
intended for a separate authentication server for the target
network which is addressed. In the former case, where the
message packet header does not indicate the message is an
authentication request, the network switch passes the mes-
sage to the firewall. The firewall then applies its security
policy, and if the message complies with the security policy,
the firewall forwards the message to the target server on the
target network. Then, the target server attempts to authen-
ticate the requester, and if authentic, sends a response back
to the requester that the requester is authorized to access the
target application. The target server keeps a record that the
requester is authorized to access the target application, and
the requester can send other messages requesting usage of
the target application. In the latter case, where the header of
the authentication request indicates that the request is for
authentication, the network switch forwards the authentica-
tion request to one of the separate authentication servers. In
response, the separate authentication server attempts to
authenticate the requester, and if authentic, sends a response
back to the requester that the requester is authorized to
access the target application and also notifies the target
server that the requester is authorized to access the target
application. The target server keeps a record that the
requester is authorized to access the target application, and
the requester can send other messages requesting usage of
the target application.

[0004] While the foregoing process is effective, it may
require authentication functions at two or more servers.
[0005] An object of the present invention is to consolidate
authentication in a single authentication function, for access
to a target resource on a remote network.

SUMMARY OF THE INVENTION

[0006] The present invention resides in a computer sys-
tem, method and program for managing authentication
requests. At a gateway device to a network, packets of a
message intended for said network are received. In response,
fields within payloads of said packets which contain authen-
tication or authorization information are read. In response,
the message is redirected to an authentication server.

[0007] In accordance with features of the present inven-
tion, in response to receipt of the redirected message from
the gateway device, the authentication server determines
that a requester who sent the message to the gateway device
is authorized to access a target resource specified in the
message and responds to the gateway device that the
requester is authorized to access the target resource. In
response, the gateway device responds to the requester that
the requester is authorized to access the target resource. In
response to the response from the authentication server that
the requester is authorized to access the target resource, the
gateway device notifies a server hosting the target resource
that the requester is authorized to access the target resource.
If the gateway device receives a subsequent message from
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the requester to utilize the target resource, the gateway
device forwards the message toward the server hosting the
target resource.

BRIEF DESCRIPTION OF THE FIGURES

[0008] FIG.1 is a block diagram of a distributed computer
system, including a network access control device, such as
an improved network switch, improved router or improved
firewall, and a consolidated authentication server, in which
the present invention is incorporated.

[0009] FIGS. 2(A) and 2(B) form a flowchart of process-
ing by the network access control device and consolidated
authentication server of FIG. 1.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0010] The present invention will now be described in
detail with reference to the figures. FIG. 1 illustrates a
distributed computer system generally designated 10, in
which the present invention is incorporated. Distributed
computer system 10 comprises an intermediary network 22
such as the Internet, Intranet, LAN or WAN, and the
following devices coupled to intermediary network 22. A
client computer 20 is coupled via a gateway device 21 to
network 22. A network access control device 25 such as an
improved network switch, improved router or improved
firewall modified according to the present invention is
connected to network 22. Network access control device 25
can be a Network Level 2 device that performs network
switching, and optionally, other functions such as routing
and/or firewall protection. Network access control device 25
is preferably located at a gateway to target network 50, such
that message packets addressed to target network 50 arrive
at network access control device 25 before reaching target
network 50. An optional firewall 26 is connected to network
access control device 25 “behind” the network access con-
trol device 25 such that network access control device 25
controls access of messages from intermediary network 22
to firewall 26. A target network 50 is connected to firewall
26 “behind” firewall 26 such that firewall 26 controls access
of messages from network access control device 25 into
target network 50 according to a security policy. If firewall
26 is not included in system 10, then target network 50 is
connected to network access control device 25. One or more
servers such as application server 52 are connected to target
network 50 to provide resources to client computers such as
client computer 20. The resources can be files, servers and
applications. Server 52 includes a CPU 54, operating system
55, RAM 56, ROM 57, storage 58 and TCP/IP adapter card
59.

[0011] A consolidated authentication server 44 is con-
nected to network access control device 25 to provide
authentication services for access to network 50 and server
52. Consolidated authentication (and authorization) server
44 determines if requesters are authorized to access a target
resource such as server 52. Consolidated authentication
server 44 comprises a CPU 80, operating system 82, RAM
84, ROM 86, and storage 88, according to the prior art.
Consolidated authentication server 44 also includes an
authentication and authorization function 90 which provides
a known authentication function, except that in the preferred
embodiment of the present invention, consolidated authen-
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tication server 44 is programmed to return the results of its
authentication function to network access control device 25.
[0012] Network access control device 25 comprises a CPU
60, operating system 62, RAM 64, ROM 66, storage 68 and
Network Level 2 switching hardware and software compo-
nent 70, according to the prior art. Network Level 2 com-
ponent 70 conforms to the seven layer Open Systems
Interconnection model. The Network Level 2 layer, also
known as Data Link Layer, defines lower level addressing
structure to be used between end devices. Examples of
devices which implement Network Level 2 protocols are
Ethernet, Token Ring and Frame Relay.

[0013] Network access control device 25 performs the
general functions of Network Level 2 switching, and option-
ally routing of messages, or enforcing a security policy of
the target network depending on whether it also serves as a
network router or firewall, respectively. (If network access
control device 25 includes a firewall function, then firewall
26 can be omitted.) Network access control device 25 also
includes a network access control function 125 according to
the present invention.

[0014] Network access control function 125 can be imple-
mented in hardware and/or software. Network access control
function 125 identifies authentication requests for resources
on network 50 and redirects them to consolidated authenti-
cation server 44, as follows. A requester, for example, client
computer 20 or a user at client computer 20 sends an
authentication or authorization request to access a target
resource such as an application 53 on application server 52
on target network 50. The request is addressed to the
network gateway, such as network access control device 25,
for the target network and also identifies the target resource,
for example, application 53. For example, the request can be
addressed with a URL, corresponding to an IP address of the
target network 50, with a suffix at the end of the URL
identifying the target resource. The authentication request
includes, in its payload, authentication information such as
UserID and password or just authorization information such
as UserID (in the case of unprotected resources). The
authentication request includes a header which may or may
not indicate that the request is an authentication request. The
authentication request is packetized and sent via intermedi-
ary network 22 to network access control device 25.
[0015] If the message header identifies the message as an
authentication message, network access control device 25
identifies this message as an authorization request based on
the header, and redirects the message to consolidated
authentication server 44. However, if the message header
does not identify the message as an authentication message,
network access control device looks inside the payload of
the message to determine whether the message is an authen-
tication message, and if so, redirects the message to con-
solidated authentication server 44, as follows. Based on
“standards” for the protocol and format of the message
packets such as phrase, specific command functions, UserID
in the payload, or a specific application authentication
request, network access control device 25 reads the fields
within the message packets that should contain authentica-
tion or authorization information if the message is an
authentication request. For example, such fields are user
name, password, group identification. If network access
control device 25 finds authentication or authorization infor-
mation in these fields, then network access control device 25
determines that the message is an authentication request, and

Ex.1033/ Page 6 of 9
Cisco Systems, Inc.



US 2007/0277228 Al

redirects these message packets to consolidated authentica-
tion server 44. Consolidated authentication server 44 also
knows, based on the “standards™ for protocol and format of
the message packets, where the authentication or authoriza-
tion information should be located in the message packets.
Next, consolidated authentication server 44 determines if the
requester is authorized to access the target resource based on
the authentication or authorization information in the mes-
sage. If not, consolidated authentication server 44 responds
to the network access control device 25 that access is not
granted, and network access control device 25 responds to
the requester (client 20) that authorization to access the
target resource is denied. However, if the requester is
authentic and authorized to access the target resource, con-
solidated authentication server 44 responds to the network
access control device 25 that authorization to access the
target resource is granted, and network access control device
25 responds to the requester that authorization to access the
target resource is granted. Consolidated authentication
server 44 also sends a message to the target server 52 and
target application 53 that the requester is authorized to
access the target resource, and the target server keeps a
record of this authorization. This authorization will remain
valid until the requester accesses another restricted resource
or discontinues the session.

[0016] After receiving the response that authorization has
been granted to the target resource, the requester can send
other messages to the target resource requesting actual use
of the target resource. Network access control device 25 will
determine that these subsequent messages are not authenti-
cation requests, either based on the header or contents of the
payload as described above, and pass these subsequent
messages, which request actual use of the target resource, to
firewall 26 (or to target network 50 in the absence of firewall
26). Assuming these messages comply with the security
policy enforced by firewall 26 for target network 50, firewall
26 will forward these subsequent messages to the target
server 52. In response, the target server 52 will check its
record to determine if the requester is still authorized, and if
so, forward these messages to the target resource 53 for
processing. The target resource 53 will process the message
request, and return an appropriate response (such as
requested data or web page) to the requester 20, via network
50, firewall 26, network access control device 25, interme-
diary network 22 and gateway 21.

[0017] FIGS. 2(A) and 2(B) and the following provide a
more detailed description of the foregoing process. In step
100, the requester, i.e. a client computer 20 or a user at the
client computer 20, attempts to logon to a target resource or
otherwise obtain authorization to access the target resource.
In the illustrated example, target server 52 on target network
50 hosts the target resource such as application 53. The
target resource can alternately be files, servers, or other
applications. In the case of a request to logon or authenticate
to a protected target resource, the logon request typically
includes a UserID and password of the requester (step 102).
In the case of a request for authorization to access an
unprotected target resource, the authorization request may
include a UserID, phrase, specific command functions, Use-
rID in the payload, or a specific application authentication
request. The authentication or authorization request is
formed into a message according to the protocol used for the
request, such as Internet Protocol, TCP, UDP, SNA or SMB
protocol. The protocol implements a respective “standard”,
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and the standard specifies the types and locations of the
fields of the message including the header(s) and payload,
and also the different fields within the header(s) and payload.
The header(s) typically includes addressing information
such as the IP address of the target network and identifica-
tion of target application. Some of the fields in the payload
are used for the authentication or authorization information,
and other fields are used for the type of request and other
data. As noted above, some types of messages, such as
Microsoft Windows Login (SMB Login) message, also
include in the header an indication whether a message is an
authentication request. In any event, the authentication
request message is addressed and sent to the target network
50 (step 102), and arrives at the network access control
device 25 (step 104).

[0018] In step 104, network access control device 25 (at
the entrance of target network 50) receives the message
packets from the requester and identifies those message
packets containing authentication and authorization infor-
mation. As noted above, some of the protocols specify that
the message packets include a header which indicates that
the message is an authentication request. For these types of
message packets, network access control device identifies
the message as an authentication request based on the
header. However, most protocols do not include such an
identification in the message packet header. For those mes-
sage packets which do not include an identification in the
message packet header, network access control device 25
identifies the message packets containing authentication and
authorization information based on the content of the pay-
load. The “standard” for the form of the message specifies
the fields within the message packet containing the authen-
tication or authorization information for authentication
requests. For example, the standard for an SMB protocol
message packet, specifies the following format:

NBT: DS: Type=17 (DIRECT GROUP) SMB: C transact,
File"\MAILSLOT\NET\NTLOGON NETLOGON: SAM
LOGON request from client

[0019] where the NTLLOGON NETLOGON: SAM
LOGON field in the payload is for the authentication infor-
mation. Thus, the authentication or authorization informa-
tion is contained in the payload, not the header, of this type
of message packet.

[0020] In step 106, network access control device 25
redirects these message packets for authentication requests
to consolidated authentication server 44. In step 108, con-
solidated authentication server 44 reads the contents of the
payload to extract the authentication and authorization infor-
mation such as UserID and password. In step 110, consoli-
dated authentication server 44 determines if access to the
requested resource is permitted based on a comparison of the
authentication and/or authorization information extracted
from the message packet(s) to a table 113 within consoli-
dated authentication server 44 which lists the valid combi-
nations of UserID and password for accessing the target
resource. If the consolidated authentication server 44 denies
access to the target resource (decision 111, no branch) then
server 44 replies to network access control device 25 that
access to the target resource is denied (step 112). In
response, network access control device 25 responds to the
requester that access to the target resource is denied (step
114). However, if the consolidated authentication server 44
grants access to the target resource (decision 111, yes
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branch) then server 44 replies to network access control
device 25 that access to the target resource is granted (step
116). In response, network access control device 25
responds to requester that access to the target resource has
been granted (step 118). Also, network access control device
25 sends a message to the target server 50 via firewall 26 that
the requester is authorized to access the target resource (step
119). Firewall 26 applies the security policy of the target
network 50 based on source IP address, destination IP
address, source port, destination port, etc. to determine
whether to allow the request to pass through the firewall to
target network 50. If firewall 26 blocks the message, then the
message is discarded. Typically this message will pass
through the firewall 26, and proceed to the target server 52
on target network 50. Target server 52 keeps a record 127 of
the authorization of the requester to access the target
resource (step 128). The authorization last until the requester
accesses another restricted resource or discontinues the
session. (In the former case where the requester supplies
valid authentication information to access the other
restricted resource, network access control device 25 will
recognize the request as an authentication request and for-
ward the request to consolidated authentication server 44.
Consolidated authentication server 44 will notify network
access control device 25 that access to this other resource is
granted. In response, network access control device 25 will
notify the requester that access to the other resource is
granted, and notify target server 52 to terminate the prior
authentication of the requester for access to target resource
53. In the latter case, when the requester terminates the
session with target resource 53, then target server 52 will
terminate the authentication of the requester to access target
resource 53.)

[0021] In the case where authorization is granted to access
the target resource, the requester can proceed to make
subsequent requests for actual use of the target resource such
as to use the application to obtain a service or data (step
140). Such requests are addressed to the target network 50
and identify the target resource and sender. Such requests are
also received by network access control device 25 before
reaching target network 50 (step 142). Network access
control device determines if the header indicates that the
message is a request for authentication or authorization, and
if there is no header of this type, checks the payload to
determine if the message includes authentication or autho-
rization information (step 144). In this case, the message is
not a request for authentication or authorization, but a
request to actually use the requested resource (decision 146,
no branch), so network access control device 125 forwards
the message to the target server via firewall 26 (step 148). In
response, the target server determines that the requester is
authorized to access the target resource based on the previ-
ous notification from the network access control device 25
in step 119, and the record kept at the target server (step
150). Consequently, target server 152 invokes the requested
resource to handle the request and respond to the requester
with the results (step 152).

[0022] Network access control function 125 can be loaded
into network access control device 25 from a computer
readable media 123, such as magnetic tape or disk, optical
media, DVD, memory stick, etc. or downloaded from the
Internet via TCP/IP adapter card 131.

[0023] Authentication and authorization function 90 can
be loaded into consolidated authentication and authorization
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server 44 from a computer readable media 133, such as
magnetic tape or disk, optical media, DVD, memory stick,
etc. or downloaded from the Internet via TCP/IP adapter
card 129.

[0024] Based on the foregoing, a system, method and
program for consolidating authentication in a single authen-
tication function have been disclosed. However, numerous
modifications and substitutions can be made without devi-
ating from the scope of the present invention. For example,
authentication and authorization function 90 can make
authorization decisions based on policy. Therefore, the
present invention has been disclosed by way of illustration
and not limitation, and reference should be made to the
following claims to determine the scope of the present
invention.

What is claimed:

1. A method for managing authentication requests, said
method comprising the steps of:

at a gateway device to a network, receiving packets of a

message intended for said network, and in response,
reading fields within payloads of said packets which
contain authentication or authorization information,
and in response, redirecting said message to an authen-
tication server.

2. A method as set forth in claim 1 further comprising the
steps of:

in response to receipt of said redirected message from said

gateway device, said authentication server determining
that a requester who sent said message to said gateway
device is authorized to access a target resource speci-
fied in said message and responding to said gateway
device that said requester is authorized to access said
target resource, and in response, said gateway device
responding to said requester that said requester is
authorized to access said target resource.

3. A method as set forth in claim 2 wherein in response to
said response from said authentication server that said
requester is authorized to access said target resource, said
gateway device notifying a server hosting said target
resource that said requester is authorized to access said
target resource.

4. A method as set forth in claim 3 further comprising the
subsequent steps of:

said gateway device receiving a subsequent message from

said requester to utilize said target resource, and in
response, said gateway device forwarding said message
toward said server hosting said target resource.

5. A method as set forth in claim 1 wherein the step of
redirecting said message further comprises the step of said
gateway device implementing Level 2 switching of said
message.

6. A method as set forth in claim 1 wherein said packets
of said message intended for said network include a header,
but said header does not include any indication that said
message is a request for authentication or authorization.

7. A method as set forth in claim 1 further comprising the
steps of:

at said gateway device, receiving packets of another

message intended for said network, said other packets
having headers which identify said message as an
authentication or authorization request, and in
response, redirecting said message to said authentica-
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tion server without reading fields within payloads of
said other packets which contain authentication or
authorization information.

8. A system for managing authentication requests, said
system comprising:

means, within a gateway device to a network, for receiv-

ing packets of a message intended for said network, and
in response, reading fields within payloads of said
packets which contain authentication or authorization
information; and

means, responsive to said fields containing authentication

or authorization information, for redirecting said mes-
sage to an authentication server.

9. A system as set forth in claim 8 further comprising:

means, within said authentication server responsive to

receipt of said redirected message from said gateway
device, for determining that a requester who sent said
message to said gateway device is authorized to access
atarget resource specified in said message and respond-
ing to said gateway device that said requester is autho-
rized to access said target resource; and

means, within said gateway server responsive to said

response from said authentication server, for respond-
ing to said requester that said requester is authorized to
access said target resource.

10. A system as set forth in claim 9, further comprising,
means within said gateway device responsive to said
response from said authentication server that said requester
is authorized to access said target resource, for notifying a
server hosting said target resource that said requester is
authorized to access said target resource.

11. A system as set forth in claim 10 further comprising:

means, within said gateway device, for receiving a sub-

sequent message from said requester to utilize said
target resource, and in response, forwarding said mes-
sage toward said server hosting said target resource.

12. A system as set forth in claim 8 wherein the means for
redirecting said message further comprises means, within
said gateway device for implementing Level 2 switching of
said message.

13. A system as set forth in claim 8 wherein said packets
of said message intended for said network include a header,
but said header does not include any indication that said
message is a request for authentication or authorization.

14. A system as set forth in claim 8 further comprising:

means, within said gateway device for receiving packets

of another message intended for said network, said
other packets having headers which identify said mes-
sage as an authentication or authorization request, and
in response, redirecting said message to said authenti-
cation server without reading fields within payloads of
said other packets which contain authentication or
authorization information.

15. A computer program product for managing authenti-
cation requests, said computer program product comprising:

a computer readable media;

first program instructions for execution within a gateway

device to a network, to receive packets of a message
intended for said network, and in response, read fields
within payloads of said packets which contain authen-
tication or authorization information; and
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second program instructions, responsive to said fields
containing authentication or authorization information,
to redirect said message to an authentication server; and
wherein

said first and second program instructions are stored on

said media in functional form.

16. A computer program product as set forth in claim 15
further comprising:

third program instructions for execution within said

authentication server responsive to receipt of said redi-
rected message from said gateway device, to determine
that a requester who sent said message to said gateway
device is authorized to access a target resource speci-
fied in said message and respond to said gateway
device that said requester is authorized to access said
target resource; and

fourth program instructions for execution within said

gateway server responsive to said response from said
authentication server, to respond to said requester that
said requester is authorized to access said target
resource; and wherein

said third and fourth program instructions are stored on

said media in functional form.

17. A computer program product as set forth in claim 16,
further comprising fifth program instructions for execution
within said gateway device responsive to said response from
said authentication server that said requester is authorized to
access said target resource, to notify a server hosting said
target resource that said requester is authorized to access
said target resource; and wherein said fifth program instruc-
tions are stored on said media in functional form.

18. A computer program product as set forth in claim 17
further comprising:

sixth program instructions for execution within said gate-

way device, to receive a subsequent message from said
requester to utilize said target resource, and in
response, forward said message toward said server
hosting said target resource; and wherein

said sixth program instructions are stored on said media in

functional form.

19. A computer program product as set forth in claim 15
wherein the second program instructions redirect said mes-
sage to said authentication server by implementing Level 2
switching of said message.

20. A computer program product as set forth in claim 15
wherein said packets of said message intended for said
network include a header, but said header does not include
any indication that said message is a request for authenti-
cation or authorization.

21. A computer program product as set forth in claim 15
further comprising:

third program instructions for execution within said gate-

way device to receive packets of another message
intended for said network, said other packets having
headers which identify said message as an authentica-
tion or authorization request, and in response, redirect
said message to said authentication server without
reading fields within payloads of said other packets
which contain authentication or authorization informa-
tion; and wherein said third program instructions are
stored on said media in functional form.

Ex.1033/ Page 9 of 9
Cisco Systems, Inc.



