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traffic comprising a plurality of packets, and the method
comprising: at one of said transmitter and receiver, estimating
a maximum queue length at a buffer of the router based on a
maximum observed delay for traffic to travel from the trans-
mitter to the receiver, and estimating a current queue length at
the buffer of the router based on an observed delay for one or
more specified packets to travel from the transmitter to the
receiver; and based on said estimates of current queue length
and maximum queue length, controlling traffic between the
transmitter and receiver over said network path.
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METHOD OF ESTIMATING CONGESTION

RELATED APPLICATION

[0001] This application claims priority under 35 U.S.C.
§119 or 365 to Great Britain Application No. 1003206.8, filed
Feb. 25, 2010. The entire teachings of the above application
are incorporated herein by reference.

TECHNICAL FIELD

[0002] Thepresent invention relates to a method of estimat-
ing congestion, to a method of processing data at an end-point
of a connection, to an apparatus adapted to perform one or
both of these methods, and to a computer program product
comprising program code adapted to perform steps of one or
both of these methods when run on a processor.

BACKGROUND

[0003] Ina communication system, a communication net-
work is provided, which can link together two end-point
apparatuses or devices so that the end-point devices can send
information to each other in a call or other communication
event. The information may comprise speech, text, images or
video and one or both of the devices may comprise a user
terminal such as a personal computer or mobile phone.
[0004] Communication systems operable over the internet
include voice over internet protocol (“VoIP”) systems, which
comprise the routing of voice in conversations over the inter-
net or through any other IP-based communication network.
Such systems are beneficial for the user as they are often of
significantly lower cost than conventional fixed line or mobile
telecommunication networks. This may particularly be the
case for long-distance communication. To use a VoIP system,
auser installs and executes client software of their device (i.e.
user terminal). The client software sets up the VoIP connec-
tions as well as providing other functions, such as registration
and authentication. In addition to voice communication, the
client may also set up connections for other communication
media such as video calling, instant messaging (IM), SMS
messaging, file transfer and voicemail.

[0005] One type of communication system for packet-
based communication uses a peer-to-peer (“P2P”) topology.
To enable access to a peer-to-peer system, a user must execute
P2P client software provided by a P2P software provider on
their device, and register with the P2P system. When the user
registers with the P2P system, the client software is provided
with a digital certificate from a server. Once the client soft-
ware has been provided with the certificate, then calls or other
communication connections can subsequently be set up and
routed between users of the P2P system without the further
use of a server in the set-up. Instead, the client looks up the
required IP addresses from information distributed amongst
the P2P client software on end users’ devices within the P2P
system. That is, the address look-up list is distributed amongst
the peers themselves. Once the IP address of a callee’s termi-
nal has thus been determined, the caller’s P2P client software
then exchanges certificates with the callee’s P2P client soft-
ware. The exchange of the digital certificates (or “user iden-
tity certificates”, “UIC”) between users provides proof of the
users’ identities and that they are suitably authorized and
authenticated in the P2P system. Therefore, the presentation
of'digital certificates provides trust in the identity of the users.
[0006] It is therefore a characteristic of peer-to-peer com-
munication that, once registered, the users can set up their
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own communication routes through the P2P system in an at
least partially decentralized manner based on distributed
address look-up and/or the exchange of one or more digital
certificates, without using a server for those purposes. Further
details of an example P2P system can be found in WO 2005/
009019. VoIP or other packet-based communications can also
be implemented using non-P2P systems that do use central-
ized call set-up and/or authentication, e.g. via a server or
mobile telecommunications network.

[0007] Modern communication systems are based on the
transmission of digital signals between end-points, such as
user terminals, across a packet-based communication net-
work, such as the internet. Analogue information such as
speech may be input into an analogue-to-digital converter at a
transmitter of one terminal and converted into a digital signal.
The digital signal is then encoded and placed in data packets
for transmission over a channel via the packet-based network
to the receiver of another terminal.

[0008] Such packet-based communication systems are sub-
jectto factors which may adversely affect the quality ofa call
or other communication event between two end-points. As
the growth of the internet increases and users demand new
applications and better performance, the rise in data volume
generates problems such as long delays in delivery of packets,
lost and dropped packets, oscillations and synchronization
problems. These troubles are due to congestion, which hap-
pens when there are too many sources sending too much data
too fast for the network to handle.

[0009] Data packets sent from a sending end-point typi-
cally pass through one or more routers in the internet before
arriving at a receiving end-point. An internet router typically
maintains a set of queues, with one queue per interface that
holds packets scheduled to go out on that interface. These
queues often use a drop-tail discipline, in which a packet is
put into the queue if the queue is shorter than its maximum
size. When the queue is filled to its maximum capacity, newly
arriving packets are dropped until the queue has enough room
to accept incoming traffic. Drop-tail queues have a tendency
to penalize bursty flows, and to cause global synchronization
between flows. Each packet is treated in the same way by a
drop-tail queue. Often packets from multiple connections are
dropped, causing all involved senders in the connections to
enter a “slow-start” state, in which all the senders reduce their
data sending rate for a certain period of time. Often all the
senders use the same time delay before increasing their send-
ing rates again. Thus, when these delays expire at the same
time, all of the senders begin to send additional packets, and
the routers queues again overflow causing more packets to be
dropped. As a result, the senders again reduce their data
sending rate for the fixed delay period. This is an inefficient
use of bandwidth, since available bandwidth is often not used
and, due to the large number of dropped packets, available
bandwidth is used in re-transmission of missing packets.
[0010] The performance of network congestion control can
be improved if the routers in the internet run Active Queue
Management (AQM) and feed back information to end-points
of connections using Explicit Congestion Notification (ECN)
markings AQM is a technique that consists of dropping or
ECN-marking a packet before the queue for which it is bound
is full. Typically, these routers operate by maintaining one or
more probabilities, and probabilistically dropping or marking
packets even when a queue is short. When ECN is used, a
router is able to set a flag in a header of a packet, instead of
dropping the packet, in order to signal to a downstream
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receiver the level of congestion. The flag comprises two bits
in the header. The receiver echoes the congestion indication to
the sender of the packet, which then reacts as though a packet
drop was detected. By dropping packets probabilistically,
AQM disciplines typically avoid penalizing bursty flows.
Also, by providing the end-points (e.g. user terminals) of a
connection with congestion indications before a queue is full,
AQM disciplines are typically able to maintain a shorter
queue length than drop-tail disciplines, which reduces net-
work latency (“ping time”). Early detection and notification
of impending congestion helps to avoid global synchroniza-
tion.

[0011] Internet congestion control is carried out in the
transport layer at the sources (end-points) and has two parts:
the end-to-end protocol TCP (transmission control protocol),
and the AQM scheme implemented in routers. The most com-
mon AQM objectives are: efficient queue utilization (i.e. to
minimize the occurrences of queue overflow and underflow,
thus reducing packet loss and maximizing link utilization),
small queuing delay (i.e. to minimize the time required for a
data packet to be serviced by the routing queue) and robust-
ness (i.e. to maintain closed-loop performance in spite of
changing conditions).

[0012] Different algorithms for AQM schemes have been
proposed, such as RED (Random Early Detection) and its
variants, PI, REM, Blue, AVQ, etc. RED monitors an average
queue size at a router and drops (or marks, when used in
conjunction with ECN) packets based on statistical probabili-
ties. If the queue is empty or almost empty, all incoming
packets are accepted. As the queue length grows, the prob-
ability for marking or dropping incoming packets grows too.
When the buffer is full, the incoming packets are dropped. As
the proportion of marked packets increases, a rate controller
at the source of the packets (i.e. an end-point of the connec-
tion that passes through the router) reactively reduces the
sending rate of packets.

SUMMARY

[0013] “Normalized Queueing Delay: Congestion Control
Jointly Utilizing Delay and Marking” by Mingyu Chen et al.,
published in IEEE/ACM TRANSACTION ON NETWORK-
ING, Vol 17, No:2, April 2009, discusses delay and marking
(D+M) TCP that can be utilized at an end-point of a connec-
tion to control its data transmission rate.

[0014] AQM is implemented at routers where the actual
queue can easily be monitored. However, currently only a
small proportion of routers implements AQM and support
ECN. Most routers use the drop-tail principle instead. Thus, it
is far from guaranteed that all routers involved in the trans-
mission of packets carrying information relating to a user’s
call or other communication event between two end-points
will support AQM and ECN. As such, packets carrying data
for the user’s call or other communication event are likely to
be dropped by a drop-tail queue at a router, instead of being
marked using ECN and progressed towards the intended
receiver using AQM. Thus, the quality of the call or other
communication event is likely to be adversely affected.
[0015] Poor quality of a call or other communication event
can be frustrating for a user, and can cause him or her to seek
alternative communication methods. It is an aim of some
embodiments of the present invention to address one or more
of these problems.
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[0016] The present invention therefore provides one or
more systems and methods for implementation to attempt to
enhance the performance of network congestion control.
[0017] Accordingly, a first aspect of the present invention
provides a method of controlling traffic transmitted over a
network path from a transmitter to a receiver via a router, the
traffic comprising a plurality of packets, and the method
comprising: at one of said transmitter and receiver, estimating
a maximum queue length at a buffer of the router based on a
maximum observed delay for traffic to travel from the trans-
mitter to the receiver, and estimating a current queue length at
the buffer of the router based on an observed delay for one or
more specified packets to travel from the transmitter to the
receiver; and based on said estimates of current queue length
and maximum queue length, controlling traffic between the
transmitter and receiver over said network path.

[0018] A second aspect of the present invention provides a
method of controlling traffic transmitted over a network path
between a transmitter and a receiver via a router, the traffic
comprising a plurality of packets, and the method compris-
ing: at one of said transmitter and receiver, estimating a maxi-
mum queue length at a buffer of the router based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver, and estimating a current queue length at the
buffer of the router based on an observed delay for one or
more specified packets to travel from the transmitter to the
receiver; and based on said estimates of current queue length
and maximum queue length, sending feedback from said one
of said transmitter and receiver to the other of said transmitter
and receiver, which feedback is for causing said other of said
transmitter and receiver to control traffic over the network
path.

[0019] A third aspect of the present invention provides a
method of setting an indicator in a packet transmitted over a
network path from a transmitter to a receiver via a router,
wherein the indicator is set to provide an indication of net-
work congestion such that the rate of transmission of the
plurality of packets from the transmitter to the receiver may
be controlled, the method comprising: at one of said trans-
mitter and receiver, estimating a maximum queue length at a
buffer of the router based on a maximum observed delay for
traffic to travel from the transmitter to the receiver, and esti-
mating a current queue length at the buffer of the router based
on an observed delay for one or more specified packets to
travel from the transmitter to the receiver; and setting the
indicator in the packet at one of said transmitter and receiver,
based on said estimates of current queue length and maxi-
mum queue length.

[0020] A fourth aspect of the present invention provides a
computer program product comprising code arranged so as
when executed on a processor to perform the steps of the first
aspect.

[0021] A fifth aspect of the present invention provides a
computer program product comprising code arranged so as
when executed on a processor to perform the steps of the
second aspect.

[0022] A sixth aspect of the present invention provides a
computer program product comprising code arranged so as
when executed on a processor to perform the steps of the third
aspect.

[0023] A seventh aspect of the present invention provides a
transmitter comprising: an estimator configured to estimate a
maximum queue length at a buffer of a router on a network
path between the transmitter and a receiver based on a maxi-
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mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a controller configured to
control traffic between the transmitter and receiver over said
network path, based on said estimates of current queue length
and maximum queue length.

[0024] An eighth aspect of the present invention provides a
receiver comprising: an estimator configured to estimate a
maximum queue length at a buffer of a router on a network
path between a transmitter and the receiver based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a controller configured to
control traffic between the transmitter and receiver over said
network path, based on said estimates of current queue length
and maximum queue length.

[0025] A ninth aspect of the present invention provides a
transmitter comprising: an estimator configured to estimate a
maximum queue length at a buffer of a router on a network
path between the transmitter and a receiver based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a sender configured to send
feedback to said receiver, based on said estimates of current
queue length and maximum queue length, which feedback is
for causing said receiver to control traffic over the network
path.

[0026] A tenth aspect of the present invention provides a
receiver comprising: an estimator configured to estimate a
maximum queue length at a buffer of a router on a network
path between a transmitter and the receiver based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a sender configured to send
feedback to said transmitter, based on said estimates of cur-
rent queue length and maximum queue length, which feed-
back is for causing said transmitter to control traffic over the
network path.

[0027] Aneleventh aspect of the present invention provides
atransmitter comprising: an estimator configured to estimate
a maximum queue length at a buffer of a router on a network
path between the transmitter and a receiver based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a setter configured to set an
indicator in a packet transmitted over the network path from
the transmitter to the receiver via the router, based on said
estimates of current queue length and maximum queue
length, wherein the indicator is set to provide an indication of
network congestion such that the rate of transmission of the
plurality of packets from the transmitter to the receiver may
be controlled.

[0028] A twelfth aspect of the present invention provides a
receiver comprising: an estimator configured to estimate a
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maximum queue length at a buffer of a router on a network
path between a transmitter and the receiver based on a maxi-
mum observed delay for traffic to travel from the transmitter
to the receiver; an estimator configured to estimate a current
queue length at the buffer of the router based on an observed
delay for one or more specified packets to travel from the
transmitter to the receiver; and a setter configured to set an
indicator in a packet transmitted over the network path from
the transmitter to the receiver via the router, based on said
estimates of current queue length and maximum queue
length, wherein the indicator is set to provide an indication of
network congestion such that the rate of transmission of the
plurality of packets from the transmitter to the receiver may
be controlled.

BRIEF DESCRIPTION OF THE DRAWINGS

[0029] For a better understanding of the present invention,
and to show how the same may be carried into effect, example
embodiments of the present invention will now be described
with reference to the drawings, in which:

[0030] FIG. 1 shows two end-points of a connection con-
nected to each other via a communication network;

[0031] FIG. 2 shows a schematic block diagram of a user
terminal suitable for the implementation of an embodiment of
the present invention;

[0032] FIG. 3 shows a schematic block diagram of another
user terminal suitable for the implementation of an embodi-
ment of the present invention; and

[0033] FIG. 4 shows a flow chart illustrating a method
according to an embodiment of the present invention.

DETAILED DESCRIPTION

[0034] As discussed above, currently only few internet
routers support AQM and ECN. In order to enhance the per-
formance of network congestion control, it is proposed in
some embodiments of the present invention to run a virtual
version of AQM at one or more end-points of a connection. It
has been found by experimentation that this virtual AQM
provides a good approximation to the case of running AQM at
routers. In some embodiments, the virtual AQM running at an
end-point provides a probability which is used in order to
determine whether to ECN-mark a packet received at the
end-point and/or to ECN-mark a packet to be transmitted
from the end-point and/or to take other step(s) at the end-point
to control the rate of transmission of packets. Congestion
control protocols, such as TCP, would be able to use the flags
provided by the end-point to enhance the overall performance
of a network.

[0035] In order to try to control or reduce congestion in a
network, some embodiments of the present invention provide
a method for controlling a rate of transmission of packets on
a connection from a first end-point of the connection on
towards a second end-point of the connection. In addition to
helping to control or reduce congestion, some embodiments
of the present invention provide an indication of congestion
from the second end-point to the first end-point, and attempt
to reduce the number of packets which are dropped on the
connection.

[0036] Examples of a suitable communication system and
terminal for the implementation of embodiments of the
present invention will now be described.
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[0037] Reference will first be made to FIG. 1, which shows
a first terminal 100 connected via a communication network
300 to a second terminal 200.

[0038] Although in this embodiment the first and second
terminals form the end-points of the connection via the net-
work 300, in other embodiments one or both of the end-points
could take another form e.g. a server or other node. One or
both of the terminals 100 and 200 may comprise, for example,
a personal computer, a gaming device, a personal digital
assistant (PDA), a suitably enabled mobile phone, a televi-
sion, or another device able to connect to the network 300.
Initiation of the establishment of the connection between the
terminals may be performed by either of the terminals. Since
the establishment of the connection may be as is well known
in the art, for conciseness it will not be further described
herein.

[0039] The network 300 comprises a packet-based net-
work. Although the first terminal 100 and second terminal
200 are arranged to exchange data with each other via the
network 300, for the purpose of the following discussion the
first terminal 100 will be referred to as the transmitting ter-
minal and the second terminal 200 will be referred to as the
receiving terminal. In some embodiments, the packets carry
information (comprising one or more of speech, text, images
orvideo) of a call or other communication event that has been
established between the terminals 100, 200.

[0040] Insome embodiments in the invention, the commu-
nication network 300 comprises a VoIP network provided by
the internet. It should be appreciated that, even though the
exemplifying embodiment shown and described in detail
herein uses the terminology of a VoIP network, embodiments
of the present invention can be used in any other suitable
communication system that facilitates the transfer of data.
[0041] Inapreferred embodiment ofthe invention, the VoIP
system is a peer-to-peer (P2P) communication system, in
which a plurality of end users can be connected for commu-
nication purposes via a communication structure such as the
internet. The terminals 100,200 illustrated in FIG. 1 may each
be associated with an end user. The communication structure
is substantially decentralized with regard to communication
switching therein for connecting the end users. That is, the
end users can establish their own communication routes
through the structure based on the exchange of an authoriza-
tion certificate (UIC) to acquire access to the structure. As
mentioned above, such a communication system described in
W02005/009019.

[0042] In the case when the network 300 comprises the
internet, then each terminal has an associated IP address
usable in the internet to locate the terminal. Moreover, the
data communicated between the terminals is transported in
internet protocol (IP) packets. It will of course be appreciated
that many more elements make up the internet than those
explicitly shown. This is represented schematically in FIG. 1
by a communications cloud 300, which may include many
servers and gateways, as well as routers of the internet service
providers (ISPs) and internet backbone routers. Furthermore,
it will of course be appreciated that many more terminals may
be connected to the network 300 than the two 100, 200 shown.
[0043] Reference will now be made to FIG. 2, which shows
the first terminal 100 in more detail.

[0044] The first terminal 100 includes receiving circuitry 1
for receiving data transmitted from the second terminal 200
via the network 300, and transmitting circuitry 2 for transmit-
ting data to the second terminal 200 via the network 300. The
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receiving circuitry 1 is arranged to output, to various output
devices such as a loudspeaker 18 and a display screen 20, data
that is received in packets contained in a signal received via
the network 300 from e.g. the second terminal 200. The
receiving circuitry 1 comprises a jitter buffer 10 for buffering
data packets received from the network 300, a decoder 12 for
decoding the data received in the data packets, a renderer 14
for handling video data to be output to the display screen 20,
and a digital-to-analogue converter 16 for outputting ana-
logue data to analogue output devices.

[0045] The transmitting circuitry 2 of the terminal 100 is
arranged to receive data from input devices such as a micro-
phone 24 and a webcam 26, and to transmit the data in a signal
via the network 300 to e.g. the second terminal 200. The
transmitting circuitry 2 comprises an analogue-to-digital con-
verter 28 for converting analogue data input from an analogue
input device into digital information, an encoder 30 for
encoding the digital information into encoded data frames, a
packetizer 32 for placing the encoded data frames into pack-
ets, and a buffer 34 arranged to queue the packets before they
are transmitted into the network 300.

[0046] Inaccordance with an embodiment of the invention,
a processor 22 of the user terminal 100 is arranged to control
the operation of the components of the transmitting circuitry
2. For example, preferably the bit rate at which the encoder 30
encodes data is controlled by the processor 22, in order to
control the rate at which data is transmitted from the buffer 34
into the network 300.

[0047] In this embodiment, the processor 22 comprises a
central processing unit (CPU). It will be noted that, in some
embodiments, further connections will be provided between
the components of the terminal 100, such as connections
between the processor 22 and each of the input and output
devices.

[0048] Also, while the microphone 24, webcam 26, loud-
speaker 18, and display screen 20 are shown as integral with
the first terminal 100, in other embodiments one or more of
these may take the form of a peripheral device connected to
the user terminal 100 via a wired or wireless connection.
Furthermore, in embodiments where the end-point 100 com-
prises an apparatus other than a user terminal, one or more of
the microphone 24, webcam 26, loudspeaker 18, and display
screen 20 may be omitted.

[0049] A non-volatile memory 36, such as a hard-drive or
flash memory, and a volatile memory 38, such as a random
access memory (RAM), are also coupled to the CPU 22. The
non-volatile memory 36 stores software including at least an
operating system (OS), and packet-based communication
software in the form of a P2P communication client. On
start-up or reset of the terminal 100, the operating system is
automatically loaded into the RAM 38 and from there it is run
by being executed on the CPU 22. Once running, the operat-
ing system can then run applications such as the P2P com-
munications client by loading them into the RAM 38 and
executing them on the CPU 22.

[0050] Reference will now be made to FIG. 3, which shows
the second terminal 200 in more detail.

[0051] Inthis embodiment the second terminal 200 takes a
similar format to the first terminal 100. Therefore, like com-
ponents are indicated with the same reference numerals,
except that a prime “ suffix is appended to the reference
numerals in FIG. 3, to help distinguish discussion of features
ofthe second terminal 200 from discussion of features of the
first terminal 100. In the interests of conciseness, no further
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detailed description of the features of the second terminal 200
will be provided. Of course, in embodiments where the end-
point 200 comprises an apparatus other than a user terminal,
one or more of the illustrated microphone 24', webcam 26',
loudspeaker 18', and display screen 20' may be omitted.

[0052] If a large amount of data is passing through the
network 300 between various terminals, routers and other
nodes, then network congestion arises and the terminals 100,
200 may experience long delays in packet delivery. Packets
may even be lost or dropped on the connection between the
terminals 100, 200. For example, as discussed above, a drop-
tail buffer at a router within the network 300 can reach its
maximum permitted size, after which packets newly-received
at the router from the first terminal 100 are dropped. This can
result in the second terminal 200 receiving incomplete data,
and can also subsequently result in additional traffic passing
through the network 300, due to retransmission of packets
that were lost or dropped en route to their intended recipients.

[0053] In order to try to reduce congestion in the network
300, embodiments of the present invention provide a method
for controlling a rate of transmission of packets from the
transmitting terminal into the network 300 towards the
receiving terminal. Some embodiments of the present inven-
tion provide an indication of congestion to the transmitting
terminal 100 from the receiving terminal 200, such that the
transmitting terminal can reduce its packet sending rate in an
attempt to reduce the number of packets which are dropped on
the connection between the terminals 100, 200.

[0054] Reference will now be made to FIG. 4, which illus-
trates an example of the method of the present invention. The
example method comprises determining at the processor 22!
of the second terminal 200 a value indicative of a one-way
end-to-end transmission delay “Tq” of a packet “n” on the
path between the end-points 100, 200, in other words a value
indicative of the time that the packet “n” spends in queue(s)
when traveling from the first terminal 100 to the second
terminal 200. This value will be referred to as “Tq(n)”, and
this step is step S1 in FIG. 4.

[0055] To determine this value, the packet sent from the
first terminal 100 to the second terminal 200 is time-stamped
on transmission, such as to provide in the packet an indication
of'the time (Tx(n)) at which the packet was transmitted from
the first terminal 100. Alternatively, the indication can be
comprised in side information piggybacked to the packet. The
time (Tr(n)) of receipt of the packet at the second terminal 200
is noted. However, the indication provided in the packet is
dependent on the value of a first clock at the first terminal 100,
whereas the recorded time of receipt is dependent on the value
of a second clock at the second terminal 200. Due to lack of
synchronization between the two clocks (“clock offset”), the
second terminal 200 does not have an indication of the time at
which the packet was sent from the first terminal according to
the second clock. This clock offset can be estimated and
eliminated over time. Suitable methods for doing this are set
out in US2008/0232521 and co-pending U.S. patent applica-
tion Ser. No. 12/455,908. The contents of both of these docu-
ment in relation to this operation are incorporated herein by
reference.

[0056] The methods set out in those documents also filter
out (from the result of the sum: Tr(n)-Tx(n)) a propagation
delay that the packet experiences by traveling the physical
distance between the two terminals 100, 200 at a certain speed
(the speed of light, when propagation over fibre optics is
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employed). A summary of the method described in U.S.
patent application Ser. No. 12/455,908 is as follows.

[0057] The raw packet delay is the difference between the
receiver clock reading and the packet timestamp, i.e.:

D(n)y=Tr(n)-Tx(n)

Of course, D(n) is not an accurate measurement of the actual
transmission delay, because Tr(n) and Tx(n) are measured
with respect to different, non-synchronized clocks. D(n) can
be described by:

D(n)y=Tq(n)+1p(n)+Ic(n)

where Tq(n) is the packet queuing delay, Tp(n) is the propa-
gation delay and Tc(n) is the measurement error due to clocks
not being synchronized. The assumption is made herein that
although Tc(n) and Tp(n) are unknown, they are close to
constant over time, and we shall refer to their sum as Tpc(n)
=Tp(n)+Tc(n).

[0058] A minimum tracking function observes the one way
delays D(n) to generate an estimated compensation for the
clock- and propagation offset Tpc(n). In one embodiment, the
minimum tracking function is implemented as a Kalman filter
which models Tpc(n) as a first order model to grasp any clock
drift. Minimum tracking is obtained by employing higher
observation noise in the Kalman filter for higher values of
D(n). The estimated offset Tpc(n) is subtracted from D(n) to
obtain the estimate of Tq(n).

[0059] Thus, using the indication of (Tx(n)) and the
recorded time (Tr(n)) of receipt and the method set out in
co-pending U.S. patent application Ser. No. 12/455,908 or in
US2008/0232521, both the clock mismatch and the propaga-
tion delay can be estimated and filtered out over time to obtain
an estimate of the one-way queuing delay “Tq(n)”. In alter-
native embodiments, alternative methods may be used to
obtain an estimate of “Tq(n)”.

[0060] In preferred embodiments, the one-way queuing
delay is estimated for every packet received at the second
terminal 200, ie. “n”, “n+1”, “n+2”, etc. In alternative
embodiments, this delay may be estimated only for every 2nd
or 3rd packet received at the second terminal 200. So, the
estimation may be carried out every X received packet(s),
where X is an integer. In alternative embodiments, the esti-
mation may be carried out once per Y seconds, for example
where Y=1.

[0061] Preferably the processor 22' of the terminal 200
calculates “Tq(n)”. However, in alternative embodiments, the
calculation may be performed elsewhere (such as at a differ-
ent processor of the terminal 200 or at an entity distinct from
but connected to the terminal 200), and the processor 22' of
the user terminal 200 may then receive the calculated value
for “Tq(n)”.

[0062] The method further comprises estimating, at the
processor 22' of the terminal 200, a value indicative of a
maximum end-to-end transmission delay “Tmax” on the net-
work path between the end-points 100, 200, in other words a
value indicative of the maximum time that a packet may
spend in queue(s) when traveling from the first terminal 100
to the second terminal 200 (step S2 in FIG. 4). Thus, Tmax
may provide an estimate of a maximum possible queue length
at a buffer of a router located on the network path between the
first and second terminals 100, 200. This estimate of the
maximum end-to-end transmission delay “Tmax” is periodi-
cally updated using values indicative of the one-way end-to-
end transmission delay “Tq” for certain packets, as will be
described in more detail below.
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[0063] To estimate “Tmax(n)”, (i.e. “Tmax” following
receipt of packet “n” at the second terminal 200) first the
determined “Tq(n)” is compared to a previous estimate of the
maximum end-to-end transmission delay “Tmax(n-1)” (that
was estimated following receipt of packet “n-17). (Note that
an initial estimate of the maximum end-to-end transmission
delay, that is used when there is no “previous” estimate, is
preferably a default value, such as 250 ms).

[0064] If the value indicative of the end-to-end transmis-
sion delay “Tq(n)” for packet “n” is greater than or equal to a
value indicative of the previous estimate of the maximum
end-to-end transmission delay “Tmax(n-1)”, then a rela-
tively small weighting “(wT)”, such as 0.9, is applied to the
value representative of the previous estimate of the maximum
end-to-end transmission delay “Tmax(n-1)”. On the other
hand, if the value indicative of the end-to-end transmission
delay “Tq(n)” is less than the value indicative of the previous
estimate of the maximum end-to-end transmission delay “
Tmax(n-1)”, then a relatively large weighting “(wT)”, such
as 0.99, is applied to the value representative of the previous
estimate of the maximum end-to-end transmission delay “
Tmax(n-1)". Once the weighting factor “(wT)” has been
determined on the basis of this comparison, a second weight-
ing factor “(1-wT) is applied to the value representative of the
end-to-end transmission delay “Tq(n)”. It can be seen that the
second weighting factor in this embodiment is equal to the
difference between the weighting factor “(wT)” and “1”.
[0065] As such, large values of the observed end-to-end
queuing delay “Tq(n)” are weighted higher than small values
of the observed end-to-end queuing delay “Tq(n)”. Thus, if
the observed end-to-end queuing delay for a particular packet
is greater or equal to the previous estimate of the maximum
end-to-end transmission delay, the observed end-to-end
queuing delay for that packet has a greater impact on the
revised estimate of the maximum end-to-end transmission
delay than if the observed end-to-end queuing delay for that
packet was smaller than the previous estimate of the maxi-
mum end-to-end transmission delay.

[0066] The revised estimate of the maximum end-to-end
transmission delay between the terminal 100 and terminal
200 following receipt of packet (n) is then obtained using the
following filter:

T )W T (1= 1)+ (1~ w ) T, (01)

[0067] if T,()zT,,,.(n-1), w,=0.9;

max

[0068] else w,=0.99;
[0069] where T,(n) is the queueing delay
[0070] In other words, a weighted value indicative of the

previous estimate of the maximum end-to-end transmission
delay is summed with a weighted value indicative of the
observed end-to-end transmission delay to obtain an updated
estimate of the maximum end-to-end transmission delay
between the terminal 100 and the terminal 200.

[0071] In alternative embodiments, the estimate of the
maximum end-to-end transmission delay “Tmax(n)” is
obtained through a different method. For example, the maxi-
mum end-to-end transmission delay “Tmax(n)” may be esti-
mated to be equal to a particular observed end-to-end trans-
mission delay, such as a maximum observed end-to-end
transmission delay. This maximum observed end-to-end
transmission delay is preferably a maximum recorded value
indicative of the end-to-end transmission delay that has been
obtained in a predetermined number of previous measure-
ments of the one-way end-to-end queuing delay. For example,
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the maximum end-to-end transmission delay “Tmax(n)” may
be estimated to be equal to the maximum one-way end-to-end
queuing delay Tq that was observed over the previous 100
iterations of the method, i.e. the maximum value of Tq(n-99)
to Tq(n).

[0072] Preferably the estimation of the maximum end-to-
end transmission delay on the path between the end-points
100, 200 “Tmax(n)” is carried out by the processor 22" of the
terminal 200. However, in alternative embodiments, the esti-
mate may be made elsewhere (such as at a different processor
of'the terminal 200 or at an entity distinct from but connected
to the terminal 200), and the processor 22' of the user terminal
200 may then receive the estimate.

[0073] A subsequent step (step S3 in FIG. 4) in the method
is to determine an average end-to-end transmission delay
%, (n) “on the network path between the end-points 100, 200.
Thus, *,_(n)” may provide an estimate of a current or instan-
taneous queue length at the buffer of the router located on the
network path between the first and second terminals 100, 200.
[0074] In some embodiments, this determination com-
prises updating a previous determined average end-to-end
transmission delay on the path. In this embodiment, the aver-
age transmission delay is obtained using a weighted average.
Thus, the average end-to-end transmission delay on the path
is determined using the following equation:

T (my=wI(n-1)+(1w) T ()

[0075] in which “F (n)” is the determined average end-to-
end transmission delay on the path determined following
receipt of packet “n” at the second terminal 200, “F_(n-1)"is
a previously-determined average end-to-end transmission
delay (that was determined following receipt of packet
“n-17), “F_(n)” is the current observed one-way end-to-end
queuing delay on the path, and “w” is the weighting factor. It
can be seen that the weighting factor applied to the value
representative of the observed one-way end-to-end transmis-
sion delay in this embodiment is equal to the difference
between the weighting factor applied to the value represen-
tative of the previous determined end-to-end transmission
delay and “1”. Preferably the weighting factor “w” is unal-
tered for each iteration of the described method, and may be
equal to, say, 0.99. In some embodiments, the weighting
factor “w” is zero.

[0076] Inother words, determining the average end-to-end
transmission delay of the path between the end-points 100,
200 involves summing a weighted value indicative of a pre-
vious determined average end-to-end transmission delay on
the path and a weighted value indicative of the current
observed end-to-end transmission delay on the path.

[0077] In alternative embodiments, the determination of
the average end-to-end transmission delay “F (n)” is
obtained through a different method. For example, “¥,_(n)”
may be considered to be the average of values of Tq obtained
in a predetermined number of previous measurements of Tq.
For example, the average end-to-end transmission delay “
*,(n)” may be estimated to be the average of Tq(n-99) to
Tq(n).

[0078] Preferably the determining of “¥ _(n)” is carried out
at the processor 22' of the terminal 200. However, in alterna-
tive embodiments, the determining may be made elsewhere
(such as at a different processor of the terminal 200 or at an
entity distinct from but connected to the terminal 200) and the
processor 22' of the terminal 200 may then receive the deter-
mined “F (n)”.
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[0079] The next step of the example method is to calculate
aprobability as to whether a packet should be marked with an
indication of congestion on the network path (as discussed in
more detail below) (step S4 in FIG. 4). The probability is
effectively a measure of congestion that relates to how close
a buffer at the router on the network path is to overflow. The
probability may be a probability that the queue is beyond a
predetermined proportion of the maximum possible queue
length.

[0080] In this embodiment, this calculation involves an
algorithm that uses the maximum end-to-end transmission
delay “Tmax(n)” on the network path and the average end-
to-end transmission delay on the network path “F_(n)”.
[0081] The algorithm may be similar to the RED algorithm
that is performed at a router. A router running RED calculates
the average queue size, using a low-pass filter with an expo-
nential weighted moving average, and the average queue size
is compared to two thresholds, a minimum threshold and a
maximum threshold. When the average queue size is less than
the minimum threshold, no packets are marked. When the
average queue size is greater than the maximum threshold,
every arriving packet is marked. The RED algorithm can be
summarized by the following pseudo code:

[0082] Set the minimum and maximum threshold to be a
fraction of the total buffer size, and set the parameter max,, by
default:

max,=0.1; min,=5,,,,/6; max,=3*min,,

[0083] The default of RED is set maxp to 0.1. Then, for
each packet arrival, calculate the average queue size avg:
[0084] if min,=avg<max,,

[0085] then the marking probability p=max, (avg-
min,,)/(max,,—min,,) and the arriving packet is marked
according to the probability p:

[0086] else if avg=max,,

[0087] then the arriving packet is marked (marking prob-

ability equals 1).
[0088] An example algorithm that may be used at an end-
point in the present invention may be based on this RED
algorithm (or its variants) with the buffer size limit B, .
replaced by the estimation of the maximum queuing delay
Tmax(n), and the estimation of the average queue size “avg”
replaced by the estimation of the average queuing delay
T (n). The rest of the pseudo code may otherwise be the same.
[0089] Thus, in this embodiment, the algorithm employed
can be considered a “virtual AQM” algorithm involving a
minimum threshold “minth” and a maximum threshold
“maxth”. These thresholds may be set as a function (e.g. a
fraction) of “Tmax(n)” and the algorithm may be as follows:

maxp = 0.1; minth = T
if T (n) < minth
thenp =0
else if minth = :I"q(n) < maxth
then p = max, (T (n) - min,;,)/max,, - min,,)
else if T (n) = max,,
thenp=1

y/ 6; maxth = 3* minth

max(n

[0090] So, if the average end-to-end transmission delay on
the network path is a value less than the minimum threshold,
p equals zero. Ifthe average end-to-end transmission delay on
the network path is a value greater than or equal to the maxi-
mum threshold, p equals one. If the average end-to-end trans-
mission delay on the network path is a value greater than or
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equal to the minimum threshold, but less than the maximum
threshold, p is a value between zero and 0.1. How the deter-
mined value of “p” is used is discussed in more detail below.
[0091] This algorithm may be repeated for each packet. For
example, where step S4 is carried out at the second terminal
200, this algorithm may be carried out for each packet that
arrives at the second terminal 200 from the first terminal 100.
[0092] Of course, in other embodiments a different algo-
rithm may be used to determine “p”, although preferably the
algorithm uses Tmax(n) and ¥ ,(n). For example, other queue-
length-based AQM could be implemented virtually at an end-
point, since these AQM algorithms are all based on the aver-
age queue size and buffer size limit, although different
functions are used to calculate the marking probability p. For
example, in RED gentle the value of “p” can increase linearly
from maxp to 1 as ¥_(n) increases from maxth to Tmax(n).
Further, in adaptive RED the value of maxp may be set adap-
tively, e.g. from 0.01 to 0.5, according to a traffic load
reflected by the dynamics of T,, (n)

[0093] Inalternative embodiments, ¥, (n) could be replaced
by the instantaneous Tq(n) in the algorithm used in step S4. In
that case, the instantaneous Tq(n) provides an estimate of a
current or instantaneous queue length at the buffer of the
router located on the network path between the first and
second terminals 100, 200.

[0094] This calculation at step S4 may be made at the
processor 22' of the terminal 200 or it may be made elsewhere
(such as at a different processor of the terminal 200 or at an
entity distinct from but connected to the terminal 200) and the
processor 22' receives the result of the calculation.

[0095] In this embodiment, the probability “p” is a prob-
ability that packet “n” is to be marked with an indication of
congestion (preferably by setting an ECN-flag in the IP
header of the packet “n”) following its receipt at the terminal
200. Thus, according to some embodiments of the invention,
a packet is marked with an indication of congestion based on
a statistical probability. Preferably the indication of conges-
tion comprises at least one bit (e.g. one bit or two bits).
[0096] Theindication of congestion set inthe packet causes
afeedback instruction to be sent to the first terminal 100 from
the second terminal 200 to make the first terminal 100 reduce
its data-sending rate. For example, when the TCP protocol is
utilized, acknowledgement packets are marked and fed back
to the first terminal 100.

[0097] Alternatively, in embodiments where the second ter-
minal 200 is not enabled to provide such marking, or where
the first terminal 100 is not enabled to react to such marking,
the calculated probability p may be used to determine a bit
rate for the first terminal 100 to use when sending data on the
path. The value of p may be supplied to the first terminal 100
from the second terminal 200 as an instruction via custom
“in-band” feedback. For example, the value of “p” may be
explicitly fed back to the first end-point 100 through a pro-
prietary protocol or a datagram in the application layer. The
datagram may include a field set so as to indicate the prob-
ability p. The bit rate to be used by the first end-point 100 may
then be determined at the processor 22 by entering the
received value of p into an equation, or a look-up table com-
prising mappings between values of the probability p and bit
rate adaptation steps may be consulted by the processor 22 to
select a new bit rate. Alternatively, the new bit rate to be used
by the first terminal 100 may be determined at the second
terminal 200 on the basis of the value of “p”, and an indication
of the determined bit rate may then be supplied via similar
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custom “in-band” feedback to the first terminal 100 from the
second terminal 200 as an instruction to the first terminal 100
to apply the determined bit rate. The new bit rate may be
determined at the second terminal 200 by the processor 22'
consulting a look-up table comprising mappings between
values of the probability p and bit rate adaptation steps (or
specific bit rates to achieve) to select a new bit rate.

[0098] In any case, on the basis of the feedback received
from the second terminal 200, the processor 22 of the first
terminal 100 is preferably arranged to control the transmis-
sion rate of data from the terminal 100 onto the network path
on which the connection between the end-points 100, 200 is
established (step S5 in FIG. 4).

[0099] For example, a data transmission rate may be
achieved by the processor 22 at the first terminal 100 control-
ling a bit rate at which the encoder 30 encodes data for
transmission, on the basis of the feedback received from the
second terminal 200. The encoder 30 groups bits of a stream
of digital information into frames representing portions of a
signal to be encoded. The frames are then encoded according
to an encoding scheme implemented in the encoder 30. The
processor 22 may control the bit rate at which the encoder 30
encodes data on the basis of the feedback, for example by
editing or altering the encoding scheme used by the encoder
30 or by instructing the encoder 30 to use a different encoding
scheme. The processor 22 may cause the different encoding
scheme to be provided to the encoder 30. Different available
encoding schemes may be stored in memory accessible by the
processor 22 and/or by the encoder 30.

[0100] Additionally or alternatively, the transmitting cir-
cuitry 2 may comprise a post encoding block between the
packetizer 32 and the buffer 34, and which receives the output
of the packetizer 32. The processor 22 may control the post
encoding block to drop a greater, or fewer, number of packets
before placing them in the buffer 34 for transmission into the
network 300, on the basis of the feedback received from the
second terminal 200. Thus, the data transmission rate may be
controlled by controlling an input of packets input into the
butfer 34.

[0101] Following an iteration of the above method (i.e.
steps S1 to S4) at the second terminal 200, the process then
returns to step S1 to repeat the above steps for a subsequently-
received packet (e.g. packet n+l), and to thus obtain an
updated value of p for packet “n+1” received at the second
terminal 200.

[0102] In some embodiments, the second end-point 200
sets a flag in a packet to be sent from the second-end-point
200 to the first end-point 100. The flag may be identified by
the first end-point 100.

[0103] Thus, the first end-point 100 is provided with an
indication of congestion level by way of feedback from the
second end-point 200, either in the form of a received flag or
areceived instruction, regardless as to whether any routers on
the network path between the end-points 100, 200 implement
AQM or support ECN. The first end-point 100 can then react
suitably to this indication, such as by reducing its rate of
transmission of packets into the network 300, delaying the
transmission of packets into the network 300 until it is deter-
mined that the network congestion has reduced, or by drop-
ping some packets rather than transmitting them into the
network 300.

[0104] A data sending rate at the first terminal 100 may be
determined according to the following equation:

R)=R(n-1)+K{N~R(n-1)Ty}
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[0105] in which R(n) is the rate, Tfq is a queuing delay in a
forward path, K is a step size, and NT is an adaptive buffer
set-point, i.e. a target number of packets to queue in a buffer.
NT is dependent on the marking probability “p”, as shown in
the following equation:

Nr=25

a
[0106] inwhich a is a constant. A(.)=A(p), and is a normal-

izing function of the marking probability p. One example of
the normalizing function is:

2P ¢ 5 <05
——if p<0.5;
/\(p)={1—z*p b

o0, if p=0.5;

[0107] The above example of the normalizing function is
tuned to work with RED gentle version, in which the value of
“p” can increase linearly from maxp to 1 as T (n) increases
from maxth to Tmax(n). The normalizing function can be
redefined to work with other AQM algorithm.

[0108] In accordance with embodiments of the present
invention, the marking probability p is determined at the
second end-point 200 of a connection. As a result of calcu-
lated p, the second end-point 200 may provide a mark in a
received packet, causing the TCP receiver to send an
acknowledgement packet to the data source, i.e. the first end-
point 100, with an echo flag (e.g. an ECN-echo flag) set in the
TCP header. The TCP source, i.e. the first end-point 100, can
then estimate the marking probability p by counting the num-
ber of echo flags it receives.

[0109] Alternatively, p can be used to determine a new
transmission rate using the above equations. First the normal-
izing function A(n) is found from p. From the normalizing
function a target queue set point NT=c/A(n) is found, and
from NT, the requested transmission rate is updated accord-
ing to R(n)=R(n-1)+K(NT-R(n-1) Tfq). o and K can be
constants. These operations may be carried out at the trans-
mitter 100, and R(n) is used as the new target sending rate for
sending data from the transmitter 100 onto the network path.
Alternatively, the operation can be carried out at the receiver
200 and an indication of the result (R(n)) fed back to the
transmitter 100 from the receiver 200. The transmitter 100
can then send data onto the network path according to the
indicated value of R(n) received from the receiver 200.
[0110] Thus, the marking probability p canbe used to deter-
mine the target number of packets to queue at the data source,
and ultimately the data transmission rate from the data source.
This approach allows the data source to scale its rate dynami-
cally according to network conditions, through the use of a
time-variant buffer set-point. The operation of the data source
may be in accordance with the operation discussed in “Nor-
malized Queueing Delay: Congestion Control Jointly Utiliz-
ing Delay and Marking”, mentioned above.

[0111] Insomeembodiments any one or more of steps S1 to
S4 of the method may be performed at the first end-point 100.
For example, the first end-point may record the time (Tx(n))
at which it transmits a packet “n” to the second end point 200.
The second end-point 200 may then report the time of receipt
(Tr(n)) of the packet at the second end-point 200 to the first
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end-point 100. The processor 22 may then use these values,
(and preferably but not necessarily) the method set out in U.S.
patent application Ser. No. 12/455,908 or US2008/0232521,
to estimate and filter out both the clock mismatch and the
propagation delay of the packet to obtain an estimate of the
one-way queuing delay “Tq(n)”. The processor 22 may then
use this value “Tq(n)” to perform any or all of steps S2 to S4,
in a manner similar to that described above.

[0112] Inthe above-described embodiments step S5 is per-
formed at the first end-point 100. In some embodiments, the
rate of transmission of data from the second end-point 200
may be controlled on the basis of the probability determined
at step S4. For example, the second end-point 200 may mark
a packet that it has received, which marking causes the pro-
cessor 22' to control the transmission rate of data from the
second terminal 200 onto the network path.

[0113] In preferred embodiments of the invention, the
marking probability p is used at one of the end-points 100,
200 to set the flags in packets only if it is detected that routers
in the network 300 on the path between the end-points 100,
200 are incapable of setting ECN-flags. One-way to detect
that the routers do not support ECN-flag setting is to assume
that the routers do not support ECN-flag setting, and then
reject the assumption if ECN-flags are detected in packets
received at the end-point 100, 200.

[0114] In scenarios in which it is detected that one or more
routers on the path do support ECN-flag marking, then the
terminal 100, 200 may be configured to stop the setting of
flags in subsequent packets or to stop sending instructions or
flags to the other end-point to cause the other end-point to
alter its data transmission rate.

[0115] Alternatively, flag-setting at an end-point 100, 200
and ECN-flag setting at one or more routers on the network
path can work in tandem. For example, the processor of one of
the end-points 100, 200 may be arranged to cause flags to be
set in received packets or packets to be sent to the other
end-point 200, 100, to indicate congestion, either dependent
upon the value of “p” determined at the end-point 100, 200
itself, or on the basis of ECN-flags detected in packets
received at the end-point 100, 200. A flag may be set in a
packet received at an end-point, to indicate congestion, if it is
determined that a router on the network path is capable of
providing such flags in packets to indicate congestion on the
network path, but that no such indication of congestion is
included in the packet received at the end-point.

[0116] Inany case, arate controller at an end-point (such as
aterminal or other node) of a connection can benefit from the
flag-setting performed at another end point or feedback pro-
vided by the another end-point. Since the end-point is pro-
vided with an indication of congestion level by way of feed-
back from the other end-point, either in the form of a received
flag or a received instruction, regardless as to whether any
routers on the network path between it and the other end-point
implement AQM or support ECN, the end-point can react
suitably. By reactively controlling a rate of transmission of
packets into the network from the end-point, the quality of the
call or other communication event between the end-points is
less likely to be adversely affected by the congestion.

[0117] In preferred embodiments, the processes discussed
above are implemented by software stored on a general pur-
pose memory such as flash memory or hard drive and
executed on a general purpose processor, the software pref-
erably but not necessarily being integrated as part of a com-
munications client. However, alternatively the processes
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could be implemented as separate application(s), or in firm-
ware, or even in dedicated hardware.

[0118] Any or all of the steps of the method discussed
above may be encoded on a computer-readable medium, such
as memory, to provide a computer program product that is
arranged so as, when executed on a processor (such as pro-
cessor 22' or processor 22), to implement the method.
[0119] While this invention has been particularly shown
and described with reference to preferred embodiments, it
would be understood for those skilled in the art that various
changes in form and detail may be made without departing
from the scope of the invention as defined by the claims.

What is claimed is:

1. A method of controlling traffic transmitted over a net-
work path from a transmitter to a receiver via a router, the
traffic comprising a plurality of packets, and the method
comprising:

at one of said transmitter and receiver, estimating a maxi-

mum queue length at a buffer of the router based on a
maximum observed delay for traffic to travel from the
transmitter to the receiver, and estimating a current
queue length at the buffer of the router based on an
observed delay for one or more specified packets to
travel from the transmitter to the receiver; and

based on said estimates of current queue length and maxi-

mum queue length, controlling traffic between the trans-
mitter and receiver over said network path.

2. The method of claim 1, comprising determining a mea-
sure of congestion based on the estimate of the current queue
length and the estimate of maximum queue length, wherein
said control is based on the measure of congestion

3. The method of claim 2, wherein the measure of conges-
tion relates to how close the buffer is to overflow.

4. The method of claim 2, wherein the measure of conges-
tion comprises a measure of a probability that the queue is
beyond a predetermined proportion of the maximum queue
length.

5. The method of claim 2, wherein the measure of conges-
tion is determined at the receiver.

6. The method of claim 5, wherein the measure of conges-
tion is determined at the receiver and fed back to the trans-
mitter.

7. The method of claim 5, comprising providing an indica-
tion of congestion in a packet fed back from the receiver to the
transmitter, in dependence on the measure of congestion.

8. The method of claim 5, comprising providing, at the
receiver, an indication of congestion in a packet received at
the receiver, in dependence on the measure of congestion.

9. The method of claim 8, wherein the indication of con-
gestion is provided in the packet if it is determined that the
router is capable of providing, in traffic transmitted over the
network path, an indication of congestion on the network
path, and that no such indication of congestion is included in
the packet received at the receiver.

10. The method of claim 8, comprising sending an instruc-
tion from the receiver to the transmitter, in dependence on a
detection at the receiver of the indication of congestion in the
packet received at the receiver, which instruction indicates a
rate of transmission of traffic to be employed by the transmit-
ter when sending traffic over the network path to the receiver.

11. The method of claim 1, wherein said controlling com-
prises controlling a rate of transmission of traffic from the
transmitter to the receiver over said network path.
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12. The method of claim 1, wherein the estimate of current
queue length is based on an average observed delay for pack-
ets to travel from the transmitter to the receiver.

13. The method of claim 1, wherein the maximum
observed delay and the observed delay are observed at the
receiver and fed back to the transmitter, said estimates of
current queue length and maximum queue length being esti-
mated at the transmitter based on the delays fed back from the
receiver.

14. The method of claim 13, comprising providing an
indication of congestion in a packet transmitted from the
transmitter to the receiver, in dependence on the measure of
congestion.

15. The method of claim 14, wherein the indication of
congestion comprises an explicit congestion notification flag.

16. The method of claim 14, wherein the indication of
congestion is provided on the basis of a determination that the
router is incapable of providing, in traffic transmitted over the
network path, an indication of congestion on the network
path.

17. The method of claim 1, wherein the estimates of current
queue length and maximum queue length are estimated at the
receiver.

18. The method of claim 17 comprising sending, from the
receiver to the transmitter, an indication of a rate of transmis-
sion of traffic to be employed by the transmitter when sending
traffic over the network path to the receiver, in dependence on
the estimates of current queue length and maximum queue
length.

19. The method of claim 1, comprising determining a rate
of transmission of traffic to be employed by the transmitter
when sending traffic over the network path to the receiver, in
dependence on the estimates of current queue length and
maximum queue length, wherein said controlling is based on
the determined rate of transmission.

20. The method of claim 19, wherein the rate of transmis-
sion is determined at the receiver and fed back to the trans-
mitter.

21. The method of claim 19, wherein the maximum
observed delay and the observed delay are observed at the
receiver and fed back to the transmitter, said estimates of
current queue length and maximum queue length being esti-
mated at the transmitter based on the maximum observed
delay and the observed delay fed back from the receiver, and
the rate of transmission being determined at the transmitter.

22. The method of claim 1, wherein one or both of the
transmitter and receiver comprises a user terminal.

23. The method of claim 1, wherein the network path
comprises a path over the internet, and

wherein the receiver is an apparatus that comprises a pro-

cessor configured to execute one or both of a voice over
internet protocol client and a video over internet proto-
col client, and that is configured to participate in a call
with the transmitter via the network path.

24. A method of controlling traffic transmitted over a net-
work path between a transmitter and a receiver via a router,
the traffic comprising a plurality of packets, and the method
comprising:

at one of said transmitter and receiver, estimating a maxi-

mum queue length at a buffer of the router based on a
maximum observed delay for traffic to travel from the
transmitter to the receiver, and estimating a current
queue length at the buffer of the router based on an
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observed delay for one or more specified packets to
travel from the transmitter to the receiver; and

based on said estimates of current queue length and maxi-

mum queue length, sending feedback from said one of
said transmitter and receiver to the other of said trans-
mitter and receiver, which feedback is for causing said
other of said transmitter and receiver to control traffic
over the network path.

25. The method of claim 24, wherein the estimate of cur-
rent queue length is based on an average observed delay for
packets to travel from the transmitter to the receiver.

26. The method of claim 24, comprising providing, at said
one of said transmitter and receiver, an indication of conges-
tion in a packet received at said one of said transmitter and
receiver, wherein the feedback is sent in dependence on a
detection of the indication of congestion in the packet
received.

27. The method of claim 24, wherein the feedback com-
prises a packet comprising an explicit congestion notification
flag.

28. The method of claim 24, wherein the feedback com-
prises an indication of a rate of transmission of traffic to be
employed by the other of said transmitter and receiver when
sending traffic over the network path.

29. The method of claim 24, comprising determining a
measure of congestion based on the estimate of the current
queue length and the estimate of maximum queue length

30. The method of claim 29, comprising sending the feed-
back in dependence on the measure of congestion.

31. The method of claim 29, wherein the measure of con-
gestion relates to how close the buffer is to overflow.

32. The method of claim 29, wherein the measure of con-
gestion comprises a measure of a probability that the queue is
beyond a predetermined proportion of the maximum queue
length.

33. The method of claim 29, wherein the feedback com-
prises an indication of the measure of congestion.

34. A method of setting an indicator in a packet transmitted
over a network path from a transmitter to a receiver via a
router, wherein the indicator is set to provide an indication of
network congestion such that the rate of transmission of the
plurality of packets from the transmitter to the receiver may
be controlled, the method comprising:

at one of said transmitter and receiver, estimating a maxi-

mum queue length at a buffer of the router based on a
maximum observed delay for traffic to travel from the
transmitter to the receiver, and estimating a current
queue length at the buffer of the router based on an
observed delay for one or more specified packets to
travel from the transmitter to the receiver; and

setting the indicator in the packet at one of said transmitter

and receiver, based on said estimates of current queue
length and maximum queue length.

35. The method of claim 34, wherein the indication of
congestion comprises an explicit congestion notification flag.

36. The method of claim 34, wherein the indication of
congestion is provided on the basis of a determination that the
router is incapable of providing, in traffic transmitted over the
network path, an indication of congestion on the network
path.

37. The method of claim 34, wherein the indication of
congestion is provided in the packet if it is determined that the
router is capable of providing, in traffic transmitted over the
network path, an indication of congestion on the network
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path, and that no such indication of congestion is included in
the packet received at said one of said transmitter and
receiver.

38. A computer program product comprising code
arranged so as when executed on a processor to perform the
steps of claim 1.

39. A computer program product comprising code
arranged so as when executed on a processor to perform the
steps of claim 24.

40. A computer program product comprising code
arranged so as when executed on a processor to perform the
steps of claim 34.

41. A transmitter comprising:

an estimator configured to estimate a maximum queue

length at a buffer of a router on a network path between
the transmitter and a receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length

at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

a controller configured to control traffic between the trans-

mitter and receiver over said network path, based on said
estimates of current queue length and maximum queue
length.

42. A receiver comprising:

an estimator configured to estimate a maximum queue

length at a buffer of a router on a network path between
a transmitter and the receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length

at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

a controller configured to control traffic between the trans-

mitter and receiver over said network path, based on said
estimates of current queue length and maximum queue
length.

43. A transmitter comprising:

an estimator configured to estimate a maximum queue

length at a buffer of a router on a network path between
the transmitter and a receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length

at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

asender configured to send feedback to said receiver, based

on said estimates of current queue length and maximum
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queue length, which feedback is for causing said
receiver to control traffic over the network path.

44. A receiver comprising:

an estimator configured to estimate a maximum queue
length at a buffer of a router on a network path between
a transmitter and the receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length
at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

a sender configured to send feedback to said transmitter,
based on said estimates of current queue length and
maximum queue length, which feedback is for causing
said transmitter to control traffic over the network path.

45. A transmitter comprising:

an estimator configured to estimate a maximum queue
length at a buffer of a router on a network path between
the transmitter and a receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length
at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

a setter configured to set an indicator in a packet transmit-
ted over the network path from the transmitter to the
receiver via the router, based on said estimates of current
queue length and maximum queue length, wherein the
indicator is set to provide an indication of network con-
gestion such that the rate of transmission of the plurality
of packets from the transmitter to the receiver may be
controlled.

46. A receiver comprising:

an estimator configured to estimate a maximum queue
length at a buffer of a router on a network path between
a transmitter and the receiver based on a maximum
observed delay for traffic to travel from the transmitter to
the receiver;

an estimator configured to estimate a current queue length
at the buffer of the router based on an observed delay for
one or more specified packets to travel from the trans-
mitter to the receiver; and

a setter configured to set an indicator in a packet transmit-
ted over the network path from the transmitter to the
receiver via the router, based on said estimates of current
queue length and maximum queue length, wherein the
indicator is set to provide an indication of network con-
gestion such that the rate of transmission of the plurality
of packets from the transmitter to the receiver may be
controlled.
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