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PROVISIONAL P-AWARE VIRTUAL PATHIS 
OVER NETWORKS 

FIELD OF THE INVENTION 

The present invention relates generally to data networks 
and, more particularly to provisioning of reliable data trans 
port services with guaranteed quality of service (QoS). 

BACKGROUND 

In communications technology, there is an ever-increas 
ing demand for high-performance networks, and in particu 
lar, a demand for high-performance Internet access. This 
increased demand has led to the development of improved 
networks capable of handling larger Volumes of data with 
Smaller delays. Nonetheless, as the applications of data 
transmission mature, the need for quality of service in a 
network is becoming apparent. "Quality of Service (QoS) 
generally refers to guaranteed bounds on the delay, loss rate, 
available throughput, and/or other measures of reliability. 
Yet, many of the networks available today do not provide 
QoS or they provide inadequate QoS for many applications. 

Communications networks like the Internet are generally 
formed with a number of transmission links interconnected 
with Switches. A transmission link is any medium through 
which signals are communicated and can be single or 
multiple twisted pairs, optical fiber, coaxial cable, radio 
links, or other mediums. A switch is a device with one or 
more input ports and one or more output ports. The Switch 
directs (routes) bits arriving at an input port to the appro 
priate output port. The bit stream carried by a particular link 
is often referred to as the “bandwidth' of the link, although 
this term is technically a misnomer. 

The bandwidth of a link is typically shared by multiple 
data streams and is divided up according to one of several 
methodologies. For instance, Time Division Multiplexing 
(TDM) divides bandwidth among multiple data streams by 
allocating each data stream a time slot. More specifically, 
using TDM the respective data streams are transmitted for a 
designated time period in a round robin fashion over a 
shared transmission link. Referring to the illustration of FIG. 
1, to multiplex Z data streams using TDM, the first stream 
is transmitted for T(1) seconds, then the second stream for 
T(2) seconds, and so on until the Z-th stream is transmitted 
for T(Z) seconds. The cycle then repeats starting again with 
the first stream. Hence, each data stream gets a fraction of 
the total transmission rate for the shared link, i.e., the stream 
i (i-1, . . . . Z) gets a fraction 

of the transmission rate of the link. 

In TDM, prior to allocating data to a time slot (sometimes 
referred to as a "channel'), a periodic framing structure is 
imposed on the incoming raw bit stream. Bits in the frames 
are used to monitor bit transmission and to synchronize 
receivers. One protocol that uses TDM is SONET (synchro 
nous optical network), which further synchronizes the 
framed data to a common clock. Other TDM protocols, 
SONET-Light and “digital signal hierarchy (DS-0, DS-1, 
etc.), do not synchronize the framed data with a common 
clock. 
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2 
Despite the ability to send multiple data streams through 

a shared link at a guaranteed rate for each data stream, when 
a particular data stream does not need its time slot on the 
link, that fraction of the link capacity is wasted because 
other data streams are not permitted to use that time slot. 
Thus, when a particular data stream is not utilizing its 
allocated bandwidth, the link lays idle for the stream's time 
slot unavailable for use by any other data stream, leading 
to an inefficient utilization of available resources. 

Similar to TDM is wave division multiplexing (WDM). 
WDM is often used with optical fibers. Each data stream is 
assigned a wavelength. Multiple wavelengths can be com 
bined for transmission in a single fiber. 
An alternative to TDM and WDM is packetizing. The 

incoming raw data stream is divided into packets and then 
the packets are scheduled for transmission on a link accord 
ing to a scheduling method such as statistical multiplexing. 
Division into packets also requires imposing a framing 
structure on the raw bit stream. Unlike the framing structure 
in TDM, however, the framing structure is not periodic. 
Successive packets can carry a fixed or variable number of 
bits, and each packet contains an identifier to enable a 
receiver to determine how the packet is to be handled. Some 
packets also include an error-detection field to enable a 
receiver to determine if the transmission was error-free. 
Examples of protocols that use these types of packets are IP 
(Internet Protocol), Frame Relay, Ethernet, PPP (Point-to 
Point Protocol), and ATM (asynchronous transfer mode). 
Once divided into packets, the packets need to be sched 

uled for transmission on a link, often using a statistical 
multiplexing (SM) method. In contrast with TDM, SM does 
not allocate fixed periodic fractions of the transmission rate 
of the link to the different data streams. Instead, an SM 
method schedules packets for transmission depending on the 
actual needs of the different data streams. In its simplest 
form, illustrated in FIG. 2, statistical multiplexing schedules 
packets on the transmission line in the order of their arrival 
at the Switch, i.e., on a first come, first served basis. 
Although such a scheduling method does not waste com 
munication resources, it cannot guarantee a minimum trans 
mission rate for any particular data stream. There is no 
predetermined delay for a packet to get to its destination. 
Other SM methods are known in the art and can provide 
Some minimum transmission rate, but usually there is still 
the possibility that delivery of a message will be delayed. 
Therefore, most data communication service providers, 
although they utilize statistical multiplexing for packet 
transmission, will not guarantee any minimum quality of 
service. 

Data multiplexed into the links, using TDM, WDM, SM, 
or other method, is transmitted from source to destination 
using one of three strategies: circuit Switching, datagram (or 
packet) Switching, and virtual circuits. 

Circuit Switching entails establishing an end-to-end con 
nection to handle the transmission rate of a given data stream 
before any data is communicated. Hence, in a circuit 
Switched network, a bit stream flows along a fixed, pre 
established sequence of links at a constant rate. Circuit 
switching is frequently used in combination with TDM in 
SONET networks and in Digital Signal Hierarchy networks 
that make up telephone networks. When a user places a 
telephone call, a signaling protocol enables Switches to 
exchange call control information in order to establish and 
configure a Suitable path. 
A datagram network, Such as an IP network, utilizes 

packets as described above. Each packet includes an iden 
tification of its destination address. Switches, referred to as 
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“routers' in this technology, maintain tables that indicate the 
next link for each possible destination address. To maintain 
these routing tables, the routers regularly exchange infor 
mation. Nonetheless, each packet is routed individually, and 
each packet from a particular data stream will not necessar 
ily follow the same path to its destination as other packets 
from the same stream. 
A virtual circuit network, such as ATM, also routes 

packets, which are called "cells’, as in a datagram network, 
but it pre-determines a path for the cells to take. Each cell 
is labeled with a virtual circuit identifier, and every switch 
maintains a table that specifies the next link for every 
possible virtual circuit identifier. While virtual circuits can 
be permanently established, frequently they are “switched.” 
When they are switched, a suitable path must be determined 
whenever a new connection is requested. Once a virtual 
circuit is established, all of the cells for that virtual circuit 
follow the same route along the virtual channel, thereby 
guaranteeing the order of cell arrival. Further, because data 
is sent in cells, these cells can be statistically multiplexed, 
and can use all available resources efficiently while guaran 
teeing a minimum quality of service. 
Some networks essentially combine different switching 

strategies. For instance, MPLS (multiprotocol label switch 
ing) is a virtual circuit-like mechanism for IP networks. In 
MPLS, a virtual circuit-like identifier is added to IP packets. 
The routers then use that MPLS identifier to determine the 
next link for the packet as well as a scheduling rule. Thus, 
in IP networks, some routers base their routing decisions on 
the packets destination address while others use an MPLS 
identifier. 

Despite the availability of numerous protocols mentioned 
above, most networking experts agree that by 2005 at least 
95% of the telecommunication traffic will consist of IP 
packets that are generated by voice, multimedia, and tradi 
tional data applications. Much of this growth is due to the 
recent explosion in Internet usage and applications. Yet, 
these IP packets will not just be transported over datagram 
networks designed to manage them—these IP packets will 
also be transported over virtual circuit networks, such as 
ATM, as well as circuit-switched networks utilizing TDM 
protocols, e.g., SONET. While these networks can reliably 
transport IP packets, they cannot guarantee any QoS to the 
IP packets themselves. For instance, while ATM can guar 
antee QoS to the cells it transports, it cannot provide QoS to 
the IP packets that arrive at its switches and that are 
subdivided into cells. Often, only fragments of packets will 
be transported in an ATM network, while the remainder of 
the packet is discarded. These ATM networks, as well as 
TDM networks, are simply not equipped to provide QoS to 
IP packets. Yet demand for QoS for IP transported over all 
networks (regardless of protocol) is expected to grow Sub 
stantially. 

SUMMARY 

In accordance with the invention, a system and method for 
providing QoS to packets formatted in accordance with one 
protocol (e.g., IP or Ethernet) carried over networks that are 
originally designed to be used with another protocol (e.g., 
ATM, TDM, or WDM) is disclosed. In one embodiment of 
the invention, such a switch is modified in order to allow the 
switch to become “IP-aware.” 
More specifically, in one embodiment, a pre-existing 

switch, that may be designed to carry ATM or TDM for 
matted data, is modified to include the following. A packet 
identifier is included that allows the modified switch to 
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4 
identify packets and to selectively drop packets that are 
formatted in accordance with a protocol that is generally 
different from that the switch was originally designed for 
(e.g., IP or Ethernet packets). Also included is a classifier, 
which classifies the packets with a queue number in the 
modified Switch in accordance with information contained in 
the header of the packet. A modified switch further includes 
a scheduler that schedules the packets for transmission in a 
manner that provides a selected quality of service to the 
packets of each queue. 
Some embodiments of the invention further include a 

monitor to keep statistics of the packets in the modified 
Switch, a protection mechanism that monitors fault infor 
mation for at least part of the network, and a provisioning 
mechanism that determines normal and backup paths for 
each connection. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is described with respect to par 
ticular exemplary embodiments thereof and reference is 
accordingly made to the drawings in which: 

FIG. 1 is a representational block diagram illustrating 
time division multiplexing; 

FIG. 2 is a representational block diagram illustrating 
first-come, first-served statistical multiplexing; 

FIG. 3 is a representational block diagram illustrating 
deficit round robin scheduling: 

FIG. 4 is a function block diagram of a Switch in accor 
dance with an embodiment of the invention; 

FIG. 5 is a block diagram of an IP header; 
FIG. 6 is a generalized block diagram of a network in 

accordance with the invention; 
FIG. 7 is a generalized block diagram of a network having 

a ring topology in accordance with an embodiment of the 
invention; 

FIGS. 8 and 9 illustrate the paths of various connections 
formed using the network illustrated in FIG. 7: 

FIGS. 10, 10a, and 10b are flow diagrams illustrating 
Some of the steps taken in accordance with an embodiment 
of the invention; and 

FIG. 11 is a block diagram illustrating the various proto 
collayers in a Switch in accordance with the present inven 
tion. 

DETAILED DESCRIPTION 

A system and method for providing QoS to packets 
formatted in accordance with one protocol carried over 
networks that traditionally do not guarantee QoS to packets 
of that particular protocol is disclosed. For instance, with an 
embodiment of the invention, QoS can be provided to IP 
packets transported over ATM networks. Another embodi 
ment provides QoS to IP packets carried over a TDM 
network (e.g., SONET, Digital Signal Hierarchy). Still, other 
embodiments provide QoS to IP packets carried over Frame 
Relay, IP, or other networks. Other embodiments can pro 
vide similar services for Ethernet packets or even for other 
packet types over networks that do not guarantee QoS for 
those types of packets. Thus, although IP packets are used as 
exemplary throughout this document, the invention is not 
intended to be limited to IP packets. 

FIG. 4, illustrates a modified switch 400 in accordance 
with an embodiment of the invention. Modified switch 400 
is, in one embodiment, a modified ATM Switch, TDM 
switch, or other conventional switch. As shown, node 400 
utilizes the basic switching fabric 402 as well as the input/ 
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output ports and interfaces 406 that are all found in a 
conventional switch, such as an ATM or TDM switch. A 
“switching fabric' is essentially a device that carries bits/ 
packets from its input ports to the appropriate output port, 
but is not itself involved in scheduling. In addition, in 
accordance with an embodiment of the invention, the fol 
lowing elements have been added, which elements are 
shaded in FIG. 4: one or more classifiers 408, queuing logic 
410, scheduler 412, and control unit 414. Some of these 
elements may replace analogous elements in a conventional 
Switch, e.g., the scheduler. Each of these elements can be 
implemented in hardware, software, firmware, or a combi 
nation thereof. 

Because “switching fabric' 402 is the main part of a 
conventional switch (e.g., ATM or TDM), “switching fabric' 
402 will frequently be referred to as a “switch' or “conven 
tional switch. For clarity, the device of FIG. 4, will gen 
erally be referred to as a “modified switch.” Nonetheless, it 
is to be understood that while in some embodiments a 
pre-existing “conventional switch' will be modified, in other 
embodiments a “modified switch' will be originally built to 
resemble FIG. 4, where nothing is actually “modified.” 

Generally, the elements of FIG. 4 perform the following 
roles. As packets arrive through a port and interface 404. 
classifier 408 evaluates the packets and determines which 
queue those packets should join. Queuing module 410 
identifies the packets and determines whether packets should 
be sent or discarded. Switch 402, places packets into an 
appropriate queue. The scheduler 412 determines which 
packets should be sent next. The control module 414 super 
vises and aids each of these elements. The roles each of these 
elements play will be discussed in further detail below. 
IP-Awareness 

In order to provide QoS for IP packets to switches that are 
not traditionally designed for use with the IP protocol or 
with IP packets, a modified switch needs to be made aware 
that it is carrying IP packets and what type of IP packets—in 
other words, the IP packets must be identified. Although 
some embodiments of the invention will reassemble packets, 
in one embodiment of the invention implemented over ATM 
links this identification can be done without reassembling 
the IP packets. Typically, when ATM links transport IP 
packets, an IP packet is sent as a string of consecutive ATM 
cells. The cell header of the last cell of the packet is 
identified with a special bit. When an ATM cell is received 
that is identified as the last cell in an IP packet, then a 
modified switch 400 in accordance with the invention rec 
ognizes that the next cell to arrive will contain the IP header 
of the next IP packet. An IP packet header can also be easily 
identified in TDM-based switches, since TDM simply adds 
a framing structure around an entire packet. 
As well as locating IP headers, the control module 414 can 

keep track of the number of IP packets in the modified 
switch and various queues in the modified switch. The 
module 414 can then perform calculations with respect to 
the IP packets as if the IP packets were not fragmented into 
cells. Using the results of these calculations, the queuing 
module can determine if the IP packet should be dropped, 
which is discussed below. 
Once the IP packet header has been located, the IP packet 

type is determined. In particular, IP packets are of generally 
two types: UDP (User Datagram Protocol) and TCP (Trans 
mission Control Protocol). Each protocol has different char 
acteristics. 

For instance, UDP is an “open-loop' transport protocol. It 
generally does not use feedback to pace its transmissions. In 
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a typical application, a source places a bit stream into UDP 
packets, which are encapsulated into IP packets. These IP 
packets are transmitted by the source as they become 
available. The source may add a time stamp and a sequence 
number to enable the receiver device to play back the bit 
stream correctly and to adjust for packet losses. 
TCP is a “closed-loop' transport protocol that adjusts the 

pacing of its transmissions to the level of congestion that it 
notices in the network. When a destination receives packets, 
the destination sends an acknowledgment packet to the 
Source. The source detects congestion when it fails to 
receive acknowledgments of transmitted packets within a 
reasonable time. When it detects congestion, the Source 
slows down its transmissions. Otherwise, when acknowl 
edgments are being timely received, the Source speeds up its 
transmissions with a rate of increase that is inversely pro 
portional to the round trip time of the connection. The round 
trip time is the time it takes until the Source gets an 
acknowledgment after sending a packet. 

If a number of UDP and TCP connections share a buffer 
in a router, as the TCP connections increase their transmis 
sion rate, they will eventually saturate the buffer and force 
the router to drop packets, including UDP packets. When the 
TCP connections detect the losses, they will slow down 
transmissions, but they will eventually speed up again. 
Further, the TCP connections with a shorter round-trip time 
speed up faster than the other connections, enabling these 
short connections to monopolize most of the available 
bandwidth of the router. The consequences of these inter 
actions are that the TCP connections often induce undesir 
able losses of UDP packets, and the TCP connections with 
a shorter round-trip time get most of the router bandwidth. 

Thus, the ability to identify these types of packets as UDP 
or TCP is important in order to be able to fully provide QoS 
to IP packets. A UDP or TCP header is usually inserted in a 
packet immediately following an IP header. So once the IP 
header is located, the packet can be evaluated to determine 
if the packet type is UDP or TCP. An illustration of an IP 
header is shown in FIG. 5. IP headers as well as UDP and 
TCP headers are well-known in the art and will not be 
described in detail here. 

The Drop Decision 
In order to minimize congestion and to distribute 

resources among different data streams, packets are selec 
tively dropped from a modified switch in accordance with an 
embodiment of the invention. Once the type of IP packet is 
determined, then a determination as to whether to discard the 
packet can be made. In an embodiment, this decision will be 
made by the queuing module 410, based upon information 
received from control module 414. If the packet is a UDP 
packet, then the packet is not dropped unless the Switch 
buffer is full. If the packet is a TCP packet, then discard 
decisions will be made based upon the numbers of packets 
that have previously arrived at the modified switch. To make 
these discard decisions, several methods that are currently 
used in traditional IP switches for determining whether or 
not a packet should be dropped are used in a modified Switch 
400 in accordance with an embodiment of the invention. 
One method for selectively dropping packets is “Random 

Early Drop' (RED). In RED, packets are dropped with a 
probability that depends upon the recent average queue 
length for a queue of packets in the modified Switch. In one 
embodiment of the invention, the average queue length q 
is first computed according to the identity q C.d+(1-C)q. 
and where C-7s in many embodiments of the invention for 
ease of division. A drop probability p is then set to Zero if q 
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is less than a low threshold value L. The drop probability p 
is set to 1 if q is greater than a high threshold value H. In 
one embodiment, L and H are set to 15 and 50, respectively. 
When p=0, no packets will be dropped. When p is set to 1, 
all packets for that particular queue will be dropped. But, if 
q falls between L and H (L-q, <H), then p=0.2(q-L)/ 
(H-L). q will vary slowly even when the queue receives 
bursts of data, but as q gets closer to H. more and more 
drops will be made. In some embodiments of the invention, 
drop probability p is replaced with 

p 

(1 - Bk) 

where p is determined as described above, k is equal to the 
number of packets admitted since the last drop, and B is 
tunable but in one embodiment is set to 2%. 

Another method of determining when to drop packets is 
referred to as Weighted RED (WRED), a variation of RED 
that provides a form of differentiated services in a single 
queue. In other words, if there are multiple classes of packets 
for a single queue, drops are made per class. For example, 
if there are X classes in a particular queue, when a packet of 
class X arrives, RED applies to that packet based on the 
recent average number of packets for that class and on 
thresholds L and H chosen for that particular class. Thus, 
each class is treated distinctly. 

Still another method for determining when to drop pack 
ets is referred to as Explicit Congestion Notification (ECN). 
ECN is similar to RED, except that ECN marks packets 
(e.g., in the IP header) instead of dropping them as RED 
would. Once these marked packets reach their destination, 
the destination echoes the marks in the acknowledgments it 
sends back to the source. When the source receives these 
marked acknowledgments, the Source reacts by slowing 
down its transmission rate, similar to its reaction to dropped 
packets. ECN is thus advantageous over RED in that the 
Source can slow down without having to experience losses 
of packets that it must then re-transmit. 
An alternative to RED or ECN, is policing, designed to 

throttle traffic of connections to avoid overwhelming other 
connections. One mechanism for policing IP packets uses a 
leaky bucket methodology similar to that used by ATM as 
will be understood by those of skill in the art. With leaky 
bucket policing, if the Switch gets full faster than it can 
output packets or if the Switch receives packets faster than 
a specified rate, then the switch will discard packets. 

Tracking of the IP packets by control module 414 also 
allows the modified switch to drop entire IP packets as 
opposed to fragmented packets. In contrast, in ATM, once 
the ATM Switch reaches a threshold level of cells, the ATM 
Switch will start to drop cells using a leaky bucket algorithm, 
but these cells may only form a portion of an entire IP 
packet. When only portions of IP packets are dropped and 
the rest transmitted, the transmitted portions of the IP 
packets needlessly waste bandwidth since these fragmented 
packets cannot be used at the destination and must be 
re-transmitted anyway. 
Classification 

As shown in FIG. 4, one or more classifiers 408 are part 
of a modified switch 400 in an embodiment of the invention. 
Classification is important in order to separate data streams 
and to provide QoS to each data stream. A system and 
method describing classification is found in METHOD AND 
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SYSTEM FOR IMPLEMENTING END-TO-END QoS IN 
PACKET-SWITCHED NETWORKS, Ser. No. 09/407.205, 
filed Sep. 28, 1999, incorporated by reference. 

Reference is now made to FIG. 6, which shows a network 
600 having a plurality of subnetworks (“subnets'), three of 
which are shown, subnet-1 602, subnet-2 604, and subnet-3 
606. Each of the subnets are attached to the backbone 608 
of network 600 via a border router (BR) 610, such as V and 
K. Backbone 608 is composed of multiple links between 
multiple switches and is simply shown as a "cloud' in FIG. 
6 for clarity of illustration. Each subnet is further in com 
munication with various user routers (URS) 612, such as H. 
I, C, J, E, and F shown in FIG. 6. Each UR 612 and each BR 
610 is connected to the respective subnet via various subnet 
nodes (modified switches) 616, such as those shown at 
S1-S6 in FIG. 6. 

In a modified switch in accordance with the invention, 
classification can be either localized in one part of the 
network, e.g., in a Subnetwork, or can be end-to-end across 
subnetworks. FIG. 6 illustrates three data streams that arrive 
at Subnet-1: a, b, and c. If it is desired to only distinguish 
data streams locally, i.e., distinguish those streams between 
different nodes in Subnet-1, it is not necessary to distinguish 
streams b and c since they both flow to switch c. But it is 
necessary to distinguish stream a from b and c. Alternatively, 
if end-to-end distinction is required, then each of flows a, b, 
and c must be distinguished since none have both the same 
Source and destination. 
The form of classification will depend on which level of 

distinction is required. As shown in FIG. 5, an IP header 500 
includes a source address 508, specifying the host computer 
from which the packet originates, and a destination address 
510, specifying the destination host computer of the packet. 
In the localized case when only streams between nodes in a 
subnet is required, the nodes in the subnet classify the 
packets based on their IP destination address. If classifica 
tion is end-to-end, then the node will look to both the IP 
destination address and IP source address to classify the 
packet. 
The objective is to classify streams and offer QoS to 

streams between a UR and a BR or between URs, which will 
usually entail identifying the destination address of the 
designated switch or modified switch. To identify the des 
tination UR from the destination IP address, a modified 
Switch must use a mask or a longest prefix match. Such a 
match uses the fact that the hosts attached to the same UR 
have addresses that have one out of a small number of 
possible prefixes. For instance, these addresses might start 
with one of three specific 24-bit strings d, e, or g, or a 
specific 22-bit string h. Addresses attached to another UR 
would not have a 24-bit prefix d, e, or g nor a 22-bit prefix 
h. Using this property of the addresses, the modified switch 
can then search a table that contains the Strings d, e. g. h to 
see if the destination address of a packet shares the prefix d. 
e.g., or h and determine if it corresponds to that particular 
UR. A similar mechanism can be used to identify the source 
UR from the source IP address. 
Many Subnetworks are also capable of routing packets to 

virtual LANs (VLANs). Membership to a VLAN is defined 
administratively independent of the physical network topol 
ogy. Hence, two computers may each be part of distinct 
LANs physically, but belong to the same VLAN, making it 
essentially appear that they are part of the same LAN. When 
VLANs are used, and if the nodes are VLAN-compatible, 
packets are typically augmented with a four-byte field called 
a virtual LAN tag (VLAN tag). The VLAN tag includes a 
12-bit VLAN-ID used to identify the VLAN to which the 
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packet is directed. VLAN tags are used generally for routing 
the packet within a particular subnet. Therefore, in one 
embodiment, when a modified switch receives an IP packet 
that has a VLAN tag augmented to the IP packet, the 
modified switch can route the packet within the subnet in 
accordance with the VLAN tag instead of with the IP 
destination address. 
As well as source and destination addresses, the IP header 

also includes an 8-bit “type of service' field 506. The “type 
of service field 506 frequently includes bits, which specify 
a class of service to be provided for the packet. For instance, 
packets may be classified as e-mail, Voice transmission, or 
web browsing, and then transmitted according to a service 
specific to the class (e.g., voice transmission generally 
requires priority transfer over web browsing). In many 
embodiments, these classification bits are called differenti 
ated services, or DiffServ, bits. Frequently, there are three 
DiffServ bits, defining up to eight classes of services. 
Alternatively, different classes of service may be specified in 
an MPLS label appended to the IP packet. Some embodi 
ments of the invention rely on these type of service fields to 
further classify packets, as described in METHOD AND 
SYSTEM FOR IMPLEMENTING END-TO-END QoS IN 
PACKET-SWITCHED NETWORKS, Ser. No. 09/407.205, 
filed Sep. 28, 1999, incorporated by reference. 
Protection Switching 

In accordance with an embodiment of the invention, a 
protection Switching protocol is included through the control 
module 414. The protection switching protocol selects the 
next link on which to transport a packet based on informa 
tion about faults in the network. Information about faults in 
the network is stored in a table maintained by a modified 
switch 400. For instance, referring to FIG. 6, if node S2 
receives a packet destined for node E, the normal path for 
that packet may be designated as the link from node S2 to 
node S1 and then the node S1 to node S4. A backup path for 
that packet would likely be designated as the other links 
around the Subnet ring, i.e., the link from node S2 to node 
S3 and then from node S3 to node S4. A table in each of 
nodes S1-S4 tracks which nodes and links have failed. 
Therefore, if there is a failure in node S1 or the links 
between S2 and S1 or S1 and S4, then when node S2 
receives a packet destined for node E, it routes the packet 
along the backup path, i.e., through node S3. To be effective 
in a ring topology, the modified Switches should have the 
ability to transmit in both directions, as shown in FIG. 7, for 
example. 

Thus, the table determines for which faults the packet can 
use its normal path and for which it should use its backup 
path. The same idea can extend to a mesh network or other 
networks in various embodiments. 
When faults occur, the modified switches first aware of 

the faults will broadcast signals to other modified switches, 
advertising the fault occurrences. The protocol also enables 
the network operator to signal that a link has been repaired. 
Scheduling for QoS 
Once packets have been classified and queued, then in 

order to provide QoS the packets should be scheduled. One 
system and method for scheduling packets to provide for 
QoS is disclosed in METHOD AND APPARATUS FOR 
INTERCONNECTION OF PACKET SWITCHES WITH 
GUARANTEED BANDWIDTH, Ser. No. 09/189,206, filed 
Nov. 10, 1998, incorporated by reference. The packets are 
scheduled for transmission by a scheduler 412 and placed in 
an appropriate output port 406. For purposes of continued 
discussion, the scheduling methods used in various embodi 
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10 
ments are discussed with reference only to a single output 
port, although it is to be understood that a node in accor 
dance with the invention could have more than one output 
port. 

In one embodiment, Per Flow Queuing (PFO) is used. 
PFO places packets from different connections into different 
queues that are each served by one or more scheduling 
algorithms, examples of which are described below. PFO is 
typically used in order to implement per flow scheduling. 

In some embodiments of the invention, Scheduling is 
performed using TDM, discussed previously. TDM divides 
the transmission rate of a link into fractions and assigns each 
fraction to a different queue. 

Another scheduling method is weighted fair queuing 
(WFQ), also known as generalized processor sharing (GPS), 
known in the art. With WFO, if there are Z queues with 
weights W(1), W(2), W(Z) respectively, then as long as a 
Subset of the queues is nonempty, the link serves the queues 
in proportion to their given weight. The order in which the 
packets would leave the queue is determined every time a 
packet is transmitted. 

Still, another scheduler in an embodiment of the invention 
uses a statistical multiplexing method known as the Deficit 
Round Robin (DRR), which is illustrated in FIG. 3. Under 
DRR, to multiplex Z data streams, Z integers W(1), . . . 
W(Z), are first chosen as a weight (W) for each data stream. 
Then for the first data stream (STR-1) up to W(1) bits are 
transmitted. If all of the packets of STR-1 are transmitted 
before transmitting W(1) bits or if bit W(1) is the last bit of 
a packet, then a second integer D(1) is set to 0. But if bit 
W(1) is not the last bit of a packet, then additional bits are 
sent until the transmission of the packet is completed, and 
D(1) is set to equal the number of additional bits sent. The 
procedure is repeated for data streams STR-2, . . . . STR-Z 
with the corresponding numbers W(2), D(2). . . . W(Z), 
D(Z). The cycle then repeats starting with STR-1, but W(1) 
is replaced with W(1)-D(1). Hence, W(1)-D(1) bits are 
transmitted instead of W(1) (in other words, D(1) represents 
a “deficit of STR-1). If there are additional bits remaining 
in a packet, then those D'(1) additional bits are sent. The 
procedure is again repeated for STR-2. . . . . STR-Z in a 
similar manner. When the procedure returns again to STR-1, 
W(1)-D'(1) will replace W(1). 

Therefore, using DRR, a minimum transmission rate for 
a data stream STR-i (where i=1,..., Z) will generally be 
the fraction 

W(i) 
W(1) + W(2) +...+ W(Z) 

of the transmission rate for the link. Moreover, if some data 
streams do not need their guaranteed allocation, then the 
other connections can utilize the unused resources and will 
do so automatically. With DRR, the bandwidth for the 
particular data stream is greater than or equal to the rate (R) 
of the link times the weight (W) for a particular data stream 
divided by the sum of weights. In other words, 

W(1) + w(2) + ... + w(N) is bandwidth. 

Therefore, using the DRR scheduling method, a minimum 
quality of service for each queue can be guaranteed. 
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Some schedulers in some embodiments of the invention 
will combine priority with WFO or DRR. For instance, 
voice-over-IP (VoIP) packets can be served with higher 
priority than other queues, while those other queues are 
scheduled with WFO. 
As well, a scheduler in an embodiment of the present 

invention may use backpressure, a mechanism by which a 
node can notify an upstream node that the data rate of some 
data streams should be throttled back. For instance, a 
modified Switch monitors the occupancy of its queues. When 
the queue of a specific data stream is at or exceeds some high 
threshold, it is marked as congested. The status is reset to 
“non-congested when the occupancy of the queue corre 
sponding to the queue falls below some low threshold. The 
modified switch notifies the upstream node of that stream 
that the upstream node should slow down or stop the 
transmissions of packets of that stream. The scheduler of the 
upstream node uses the backpressure notification to modify 
its schedule. For instance, the scheduler may skip a data 
stream whose queue in the downstream node is congested. 
The node can resume serving that queue after a fixed delay 
or can wait until it gets a new message from the downstream 
node that indicates that the congestion has been eliminated. 
Thus, backpressure can be combined with PFO to provide 
per flow backpressure. 
Monitoring 

Monitoring is also included in an embodiment of the 
invention in control module 414. Each modified switch 
keeps track of the occupancy of the queues of different data 
streams. This monitoring can be performed even when 
packets are decomposed into ATM cells by watching for 
marked cells, as described previously. The modified switch 
can track queue occupancy and can compute average occu 
pancies, as in RED. Other statistics can also be tracked. Such 
as delays, etc. Statistics can later be collected by a network 
management system to verify the QoS that the network 
offers to individual flows. 

Provisioning 
To guarantee rates to specific data streams, a call admis 

sion and provisioning procedure should be utilized. Such a 
procedure keeps track of the resources already committed to 
accepted connections and determines if a newly requested 
connection can be accepted. In addition, this procedure 
identifies a suitable path for the new connection and the 
scheduling parameters and rules for the new connection. 
These configuration parameters are then provided to the 
nodes. One embodiment of the invention utilizes a provi 
sioning procedure as described in PROVISIONING NET 
WORKS FOR RELIABLE QUALITY OF SERVICE, Ser. 
No. 09/365,607, filed on Aug. 2, 1999, incorporated by 
reference. 

In one embodiment of the invention, one node in a 
network or Subnetwork is designated as a “manager node. 
The manager node maintains a table whose entries are 
indexed by a pair (;f) of link identifiers. The entry A(;f) of 
the table represents the transmission rate that the linki may 
have to carry in the event that link f fails. That is, A(;f) is 
the total transmission rate that has been committed to the 
connections that have been accepted. When a user requests 
a new connection with rate N in the absence of a failure and 
a rate B in the event of a failure, the manager node tries to 
find a path from the source to the destination whose links 
have a spare capacity of at least N in all possible cases of 
fault f. In addition, the manager node searches for a backup 
path whose links have a spare capacity at least equal to B. 
Once the manager node has selected the normal and backup 
paths, it updates the entries A(;f) of its table to reflect the 
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new commitments. If the manager node cannot locate Suit 
able normal and backup paths, it rejects the connection 
request. 
More specifically, such a method for provisioning will be 

described with respect to a ring topology, Such as that shown 
in network 700 of FIG. 7. FIG. 7 illustrates a ring topology 
such as those found in the subnetworks of FIG. 6. The 
network (or subnetwork) 700 includes nodes S1-S4, that are 
interconnected by pairs of unidirectional links 702. Virtual 
type connections are formed between respective pairs of 
nodes. For instance, in FIG. 7, a connection may be formed 
between S1 and S3. A second connection may be formed 
between S2 and S4. And a third connection may be formed 
between S2 and S3. 

For each connection, data travels on a route, or path, from 
its source node to its destination node via various links. 
More than one path is often possible for a given connection. 
For instance, one path for a connection between S1 and S3 
may be from S1 to S2, via link 702, and from S2 to S3, via 
link 702 (clockwise). A second path for the same S1 to S3 
connection would be from S1 to S4, via link 702s, and from 
S4 to S3, via link 702 (counter-clockwise). 

In accordance with an embodiment of the invention, every 
connection i in network 700 is given a normal path, n, and 
a backup path, b. For a connection formed between S1 and 
S3, a normal path may be chosen as the clockwise path 
through S2 while the backup path would be the counter 
clockwise path through S4. Therefore, if there were a failure 
in link 702, link 702, or node S2, then the connection 
would use the backup path through S4. Until a failure 
occurs, however, only the normal path is used to transmit 
information—not the backup path. 
To implement the rerouting of a connection i along its 

backup path b, when a failure foccurs along its normal path 
n, one or more network nodes detect the failure f and 
broadcast that fault condition to other nodes. Each node is 
configured with a table that specifies, for all i and f, whether 
to reroute a packet of connection i on its backup path 
depending on the fault condition f. After a fault condition 
has been repaired, the nodes are informed of this repair and 
return to using the normal paths. 

Each connection is also characterized by two rates, N, and 
B. N, is the normal rate the rate for the normal path of 
connection i that can be guaranteed in the absence of a 
failure in its normal path. B, is the backup rate the rate for 
backup path b, that can be guaranteed in the event of a failure 
in the normal path of connection i (excluding a failure in the 
node of ingress or the node of egress). N, and B, can be the 
same rate, in the same embodiments, or different rates, but 
B, sN. 

In accordance with an embodiment of the invention, to 
efficiently assign paths with sufficient bandwidth and other 
quality of service guarantees to new connections, the rate 
already being used on various links by already existing 
connections must be known. In a network Such as that of 
FIG. 7, that already has a set of connections established for 
which there are no failures, the rate through a particular link 
j can be determined by Summing N, of all the connections i 
whose normal path n, uses link j. This utilized rate, desig 
nated A(i), can be expressed as follows: 

The notation utilized in the equation above is described as 
follows: if p is a proposition, then 1p) is equal to 1 if 
proposition p is true and is equal to 0 otherwise. 
A failure f can be a failure with one of the links, one of 

the nodes, or any other failure obstructing the normal path. 
In the event of a failure f in the network 700, then every 
connection i whose normal path n, uses f must be rerouted 
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along its backup path b. For instance, as shown in FIG. 8, 
a first connection is formed from node S1 to node S3 having 
a clockwise normal path through node S2 and links 702 and 
702. A second connection is formed from node S1 to node 
S4, having a counter-clockwise normal path via link 702s. In 
the event of a failure f on link 702s, the connection between 
S1 and S4 will have to be rerouted along its backup path: 
clockwise through nodes S2 and S3 and links 702, 702, 
and 702. Hence, as shown in FIG.9, link 702, for example, 
will carry all of its normal traffic from the S1-S3 connection 
as well as rerouted traffic from the S1-S4 connection. 

In accordance with an embodiment of the invention, in 
order to accommodate a failure, the rate each link must 
carry in the event of a failure must be determined to account 
for rerouting. The rate A(;f) that a link must carry in the 
event of a failure f is determined by summing the rate N, of 
all the connections i whose normal path n, uses linki (but not 
element f). Summing the rate B, of all connections i whose 
normal path n, uses f and whose backup path b, uses link 
(but not element f), and then adding the two Sums. In other 
words, 

A (if)=X,N,1{jen, and fen, +X,B,1{jeb, and feb, and 
fen. 

As will be understood by those of skill in the art, if the 
failure occurs with the ingress (Source) or egress (destina 
tion) node of connection i, then the connection i cannot be 
rerouted. 

In accordance with an embodiment of the invention, new 
connections are accepted only when the links that form its 
normal and backup paths can accommodate the additional 
rate demands. In other words, for a new connection to be 
accepted, 

A(i)<R, and A (jif)<R, for all j and f, 

even after adding the new connection. In the above equation, 
R, designates the transmission rate of link j. 
When a new connection is requested, a normal path and 

a backup path must be selected, the links of each path 
containing enough spare transmission to accommodate 
reroutes in the event of a failure. Referring to FIG. 10, when 
a new connection is requested, step 1010, a potential normal 
path n, is selected, step 1020. As will be understood, the 
normal rate N may be designated in some embodiments by 
the connection request itself. In other embodiments, the 
normal rate may be designated by other means. For instance, 
all connections could be predesignated to have a particular 
rate. 

More specifically, in one embodiment of the invention, 
one method for choosing the normal path for a connection is 
to choose the path with the largest amount of spare trans 
mission rate. Step 1020 is divided into several substeps as 
shown in FIG. 10a. First, step 1022, for each link j in a 
potential path n, the spare transmission rate, T is deter 
mined, where 

T-R-max{A(i); A (if) for all potential f}. 

Once T, for each link in a potential path is determined, then 
the minimum T, is taken, step 1024, as representative of the 
spare transmission rate available on the potential path. In 
step 1026, steps 1022 and 1024 are repeated for all potential 
paths in. Then in step 1028, the minimum spare transmission 
rate, T, for each potential path is compared, and the path 
with the largest spare transmission rate is selected for the 
normal path of the new connection. Other embodiments of 
the invention may simply choose a path that can accommo 
date the rate demands, without regard to which path has the 
most spare bandwidth available. 
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In the above discussions, it is assumed that there is only 

one failure fat a time. Nonetheless, one of ordinary skill in 
the art should be able to easily adapt the principles discussed 
herein in the event of more than one failure. 

Referring again to FIG. 10, once the normal path is 
selected, it must be verified that the transmission rate added 
by the new connection will not exceed link capacities, even 
in the event of a failure on a link not on the normal path, step 
1030. That is, it must be verified that the minimum available 
bandwidth in the selected normal path is larger than N. If 
that condition is not satisfied, then the request for the new 
connection i is rejected, step 1070. If the condition is 
satisfied, then the backup path b, is selected in step 1040. 
Backup path selection, step 1040, is also divided into 

substeps shown in FIG. 10b. For each link j in the newly 
selected normal path n, an updated A(i) is determined, step 
1041, by adding the new rate N, to that already carried by the 
link for pre-existing connections as follows: 

In step 1042, for a potential backup path b, the rate AG:f) 
on each link j in case of a failure f is determined: 

In step 1043, the available bandwidth T, on each linkjof the 
backup path b, is then determined: 

Once T, for each link in the potential path is determined, then 
the minimum T, is taken, in step 1044, as representative of 
the spare transmission rate available on the potential path. In 
step 1045, steps 1042–1044 are repeated for all potential 
paths b. Finally, in step 1046, the potential backup path with 
the largest minimum value of T, is selected. 

Referring again to FIG. 10, the selected backup path b, is 
acceptable if its minimum value of T, is non-negative, as 
determined in step 1050. If the minimum T, is negative, then 
the connection is rejected, in step 1070. Finally, adequate 
transmission rate is determined, then a connection can be 
established, step 1060. 

Although the above steps in FIG. 10 are described as 
being performed in a specified order, it is to be understood 
that the order of many of these steps can be altered and some 
can be performed simultaneously. For instance, one embodi 
ment of the invention simultaneously selects a potential 
normal path and a potential backup path, and then proceeds 
to verify available bandwidth. Moreover, the particular 
embodiment of the invention described above is suitable 
when the number of potential normal paths and backup paths 
is Small (e.g., in a ring network). But if there are many 
potential paths, then other embodiments may be preferred 
that can be easily devised by those of skill in the art based 
on dynamic programming. 
As mentioned previously, in one embodiment of the 

invention, the steps for the connection admission procedure 
described with respect to FIG. 10, as well as the general 
maintenance of the quantities A(i) and A(if) is performed by 
a manager node. In one embodiment, such a manager node 
may be on the ring shown in FIG. 7, e.g., master node may 
be S1. In another embodiment, the master node may be 
off-ring, but in communication with the network, e.g., man 
ager node MGR may be coupled to node S1 as shown in 
phantom in FIG. 7. In other embodiments, the responsibili 
ties for the connection admission procedure and mainte 
nance of the quantities A(i) and A(;f) may be shared among 
several nodes. 

Although the above method is described assuming that a 
maximum rate R, can be carried on each link, nonetheless, 

Ex.1044 / Page 18 of 19
Cisco Systems, Inc.

Ex.1044 / Page 18 of 19
Cisco Systems, Inc.



US 7,046,665 B1 
15 

in Some embodiments of the invention, overbooking of a 
particular link may be possible because not all flows trans 
mit at their peak rate all the time. For instance, if A(i)<R, and 
AG:f)<R, hold true with a probability close to one for the 
rates averaged over a short time interval, these average rates 5 
will typically be significantly smaller than the guaranteed 
rates. Overbooking can be captured by replacing every link 
rate R, by some multiple (larger than 1) of R. For instance, 
if measurements reveal that the actual rates used on the links 
are only 50% of the reserved rates, then the network operator 
may replace R, with 2R, basing calculations on the assump 
tion that the average connection rates are half as large as 
their guaranteed rate. 
An embodiment of the invention has been described with 

respect to a ring topology for convenience of illustration 
only. A system and method in accordance with the invention 15 
is easily extended to other topologies, such as a ring-tree 
topology or a general mesh topology. 
A Summary of an embodiment of the present invention is 

given with respect to FIG. 11. The figure illustrates a 
modified-switch-protocol architecture in accordance with an 20 
embodiment of the invention. Starting at the bottom, the data 
link layer 1102 may include any conventional protocol 
whether or not it was designed to support Ethernet or IP (or 
other protocol), including ATM, SONET, WDM, IP, or IP+ 
(an extension of IP that might include DiffServ or MPLS, as as 
will be understood in the art). The data link layer implements 
some form of framing. The protection layer 1104 selects the 
next appropriate link for packet transmission based on 
information about faults in the network. The scheduling 
layer 1106 controls the QoS by appropriately allocating link 
bandwidth to the queues. The queuing layer 1108 determines 
if packets are TCP or UDP, and determines which packets to 
drop or mark using policing, RED, WRED, ECN, or another 
drop determination mechanism. The classification layer 
1110 determines how different packets should be handled 
and determines which queues the packets belong. Finally, in 35 
the control plane 1112 shown to the right of the stack, 
provisioning and monitoring functions are implemented as 
described above. 

These layers relate to the modified switch shown in FIG. 
4 as follows. The functions of link layer 1102 are imple- 40 
mented in the conventional Switch 402. The functions of 
protection layer 1104 are implemented in control module 
414. The functions of scheduling layer 1106 are carried out 
in scheduler 412. The functions of queuing layer 1108 are 
carried out by queuing module 410 in conjunction with as 
control module 414. The functions of classification module 
are carried out by classifier 408. And the functions of control 
plane 1112 are carried out by control module 414. Each of 
these functions can be carried out with hardware, software, 
firmware, or a combination thereof. 
As will be understood by those in the art with reference 

to FIGS. 4 and 11, each of these layers can be added to 
existing network switches (402) with minimal additions to 
the switches and improve their performance with respect to 
IP or Ethernet (or other protocol) packets. 

It should be understood that the particular embodiments 55 
described above are only illustrative of the principles of the 
present invention, and various modifications could be made 
by those skilled in the art without departing from the scope 
and spirit of the invention. Thus, the scope of the present 
invention is limited only by the claims that follow. 60 
What is claimed is: 
1. A Switch comprising: 
a classification module to classify packets according to 

information contained in a header of a packet; 

10 
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16 
a packet identifier coupled to the classification module to 

identify packets formatted in accordance with an Eth 
ernet Protocol and to further determine whether to send 
or discard each packet; 

a switching fabric coupled to the packet identifier to 
operate in accordance with a Wavelength Division 
Multiplexing (WDM) protocol and to place packets 
into an appropriate queue based at least in part on each 
packets classification; 

a scheduling module coupled to the Switching fabric to 
Schedule the packets for transmission and to provide 
Quality of Service (QoS) to the packets; and 

a control module coupled to the classification module, the 
packet identifier, and the scheduling module to control 
the functions of each module and to select a next 
appropriate link for packet transmission based on infor 
mation about faults in the network. 

2. A method for identifying Internet Protocol (IP) packets 
in a Switch designed for use with an Asynchronous Transfer 
Mode (ATM) protocol comprising: 

identifying an IP packet by reading a bit in an ATM header 
of an ATM cell; 

detecting an IP header of the IP packet in a next ATM cell; 
determining whether the IP packet is a user data protocol 
(UDP) packet or a transmission control protocol (TCP) 
packet; 

determining whether to drop or transmit the IP packet 
based on whether the IP packet is a UDP or TCP packet 
by tracking the number of packets that arrive at the 
switch, and dropping a TCP packet based on the tracked 
number, 

classifying the IP packet into one of a plurality of quality 
of service (QoS) classes to provide an appropriate level 
of QOS; and 

forwarding the IP packet in accordance with the appro 
priate level of QoS. 

3. The method of claim 2, further comprising dropping 
ATM cells that contain a part of the IP packet if the IP packet 
has been determined to be dropped. 

4. The method of claim 2, wherein determining whether 
the IP packet should be dropped further comprises deter 
mining whether a buffer of the switch is full and dropping a 
UDP packet if the buffer is full. 

5. An apparatus comprising: 
a network interface to receive a plurality of packets from 

a network; 
a processor and logic executable thereon to provide a 

protocol architecture for processing the received pack 
ets, the protocol architecture including 
a queuing layer to identify packets formatted in accor 

dance with an Internet Protocol (IP) and to determine 
whether to transmit or drop each packet; 

a classification layer to classify the identified packets 
for Quality of Service (QoS) and to determine to 
which of a plurality of queues the packets belong; 

a scheduling layer to allocate link bandwidth to the 
plurality of queues; 

a protection layer to select the next appropriate link for 
packet transmission based on information about 
faults in the network; and 

a control plane to perform provisioning and to monitor 
each layer. 
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