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Attorney Docket No. 23682-12381

DETERMINING RELEVANCE OF ELECTRONIC
CONTENT

ABSTRACT

In an electronic mail system, a user’s actions with an application for managing
electronic content are monitored. Based on the user’s actions and/or on the actions of
other users in the system, a relevance analysis module determines a relevance to the user
of a piece of electronic content based on a likelihood of interest of the electronic content
piece to the user and/or a measure of a level of significance the user has to another entity

associated with the electronic content piece.
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Attorney Docket No. 23682-12381

CLAIMS

What is claimed is:

1. A system, comprising:

a monitoring module configured to track actions by a plurality of users
associated with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured
to determine a relevance to a user of a piece of electronic content sent
from a sender to the user, the relevance being determined dependent
on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of
clectronic content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the
plurality of users that is a recipient of the piece of electronic

content.

2. The system of claim 1, wherein the relevance is further determined
dependent on a measure of local importance describing an importance of the sender to the

Uuser.

3. The system of claim 1, wherein the relevance is further determined
dependent on a measure of global importance describing an importance of the sender

within an organization with which the plurality of users are associated.

4. The system of claim 1, wherein the relevance analysis module is further

configured to identify at least one other of the plurality of users that is a recipient of the

- 100 -
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piece of electronic content and is cognate to the user and wherein the relevance analysis
module is further configured to determine the relevance to the user of the piece of
electronic content dependent upon one or more actions of the at least one cognate

recipient with respect to the piece of electronic content.

5. The system of claim 1, wherein the relevance analysis module is further
configured to determine the relevance to the user of the piece of electronic content

responsive to contents of the piece of electronic content.

6. The system of claim 1, wherein the relevance analysis module is further
configured to determine the relevance to the user of the piece of electronic content
responsive to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an
organization with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of
clectronic content; and

one or more actions with respect to the piece of electronic content of one or

more of the plurality of users determined to be cognate to the user.

7. The system of claim 1, further comprising:
a content presentation module configured to present the piece of electronic
content to the user in accordance with the determined relevance and to

present to the user a value describing the determined relevance.

8. The system of claim 1, further comprising:
a search module configured to search the electronic content in accordance

with the determined relevance.

-101 -
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Attorney Docket No. 23682-12381

9. The system of claim 1, wherein the piece of electronic content comprises

an electronic mail object in a relational mail system.

10. The system of claim 1, wherein the electronic content comprises at least

one of an email, a document, an instant message, and an SMS message.

11. A computer program product having a computer-readable medium having
computer program instructions encoded thereon comprising:

a monitoring module configured to track actions by a plurality of users
associated with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured
to determine a relevance to a user of a piece of electronic content sent
from a sender to the user, the relevance being determined dependent
on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of
clectronic content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the
plurality of users that is a recipient of the piece of electronic

content.

12. The computer program product of claim 11, wherein the relevance is
further determined dependent on a measure of local importance describing an importance

of the sender to the user.

13. The computer program product of claim 11, wherein the relevance is
further determined dependent on a measure of global importance describing an
importance of the sender within an organization with which the plurality of users are

associated.

-102 -
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Attorney Docket No. 23682-12381

14. The computer program product of claim 11, wherein the relevance
analysis module is further configured to identify at least one other of the plurality of
users that is a recipient of the piece of electronic content and is cognate to the user and
wherein the relevance analysis module is further configured to determine the relevance to
the user of the piece of electronic content dependent upon one or more actions of the at

least one cognate recipient with respect to the piece of electronic content.

15. The computer program product of claim 11, wherein the relevance
analysis module is further configured to determine the relevance to the user of the piece

of electronic content responsive to contents of the piece of electronic content.

16. The computer program product of claim 11, wherein the relevance
analysis module is further configured to determine the relevance to the user of the piece
of electronic content responsive to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an
organization with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of
clectronic content; and

one or more actions with respect to the piece of electronic content of one or

more of the plurality of users determined to be cognate to the user.

17. A method, comprising:
tracking actions by a plurality of users associated with an application for
managing electronic content;
determining a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:
a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of

clectronic content, and

-103 -
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a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the
plurality of users that is a recipient of the piece of electronic

content.

18. The method of claim 17, wherein the relevance is further determined
dependent on a measure of local importance describing an importance of the sender to the

Uuser.

19. The method of claim 17, wherein the relevance is further determined
dependent on a measure of global importance describing an importance of the sender

within an organization with which the plurality of users are associated.

20. The method of claim 17, wherein determining the relevance to the user
further comprises:
identifying at least one other of the plurality of users that is a recipient of the
piece of electronic content and is cognate to the user; and
determining the relevance to the user of the piece of electronic content
dependent upon one or more actions of the at least one cognate

recipient with respect to the piece of electronic content.

21. The method of claim 17, wherein the relevance is further dependent on

contents of the piece of electronic content.

22. The method of claim 17, wherein the relevance is further dependent on
one or more measures from the set consisting of:
a local importance describing an importance of the sender to the user;
a global importance describing an importance of the sender within an

organization with which the plurality of users are associated;

-104 -
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a content relevance determined responsive to contents of the piece of
clectronic content; and
one or more actions with respect to the piece of electronic content of one or

more of the plurality of users determined to be cognate to the user.

- 105 -
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Attorney Docket No. 23682-12381

DETERMINING RELEVANCE OF ELECTRONIC
CONTENT

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Provisional Application No.
60/758,828, filed January 13, 2006, the entirety of which is hereby incorporated by

reference.

BACKGROUND

[0002] Electronic mail 1is perhaps the most common form of modern
communication among individuals and entities. Virtually anyone with access to a
computer network (e.g., the Internet) can send and receive email. To a large degree, the
use of email has replaced reliance on more traditional forms of communication, such as
telephone and postal mail. In fact, for many corporations and organizations, email is now
a mission-critical tool, the failure of which can greatly hinder, or altogether stop, the
operations of the corporation or organization. Further, although email is already a
primary form of communication as described above, the volume of email continues to

considerably grow at a fast rate and merits the close attention of email administrators.

[0003] Given the heavy use of electronic mail, many email users receive hundreds
of different emails a day. Oftentimes, much of the email received by an individual is
irrelevant (or more colloquially, is “junk™) and serves as a nuisance that the individual
must navigate through. In other situations, while a certain set of received emails may all

be at least somewhat relevant to the recipient, the recipient must still take the time to go

23682/12381/DOCS/1688565.3
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through those emails to determine which ones are more important than others.

[0004] As email is received and sent over time, the recipient’s “inbox” and “sent
folder” becomes a vast store of information. For many corporations and organizations,
email might be the most comprehensive and up-to-date repository of knowledge
possessed by the corporation or organization. However, despite the potential richness of
information in stored email, typical email applications are resigned to providing
unintelligent mechanisms (e.g., keyword, sender, recipient, and/or date range searches)

for mining through email.

SUMMARY
[0005] According to at least one aspect of one or more embodiments of the present
invention, a system and computer program product include: a monitoring module
configured to track actions by a plurality of users associated with an application for
managing electronic content; a relevance analysis module coupled to the monitoring
module and configured to determine a relevance to a user of a piece of electronic content
sent from a sender to the user, where the relevance is determined dependent on a measure
of a relevance of the piece of electronic content as determined dependent on one or more
actions of the user on the piece of electronic content, and a measure of a relevance of the
piece of electronic content as determined dependent on one or more actions of at least

one other recipient of the piece of electronic content.

[0006] According to another aspect of one or more embodiments of the present

invention, a method comprises tracking actions by a plurality of users associated with an

23682/12381/DOCS/1688565.3
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application for managing electronic content, and determining a relevance to a user of a
piece of electronic content sent from a sender to the user. The relevance is determined
dependent on: a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic content, and a
measure of a relevance of the piece of electronic content as determined dependent on one
or more actions of at least one other of the plurality of users that is a recipient of the

piece of electronic content.

[0007] The features and advantages described herein are not all inclusive, and, in
particular, many additional features and advantages will be apparent to those skilled in
the art in view of the following description. Moreover, it should be noted that the
language used herein has been principally selected for readability and instructional

purposes and may not have been selected to circumscribe the present invention.

BRIEF DESCRIPTION OF DRAWINGS

[0008] Figure 1A shows a traditional prior art email system.

[0009] Figure 1B shows a relational electronic mail system in accordance with one

or more embodiments of the present invention.

[0010] Figure 2 shows an eclectronic mail system in accordance with an

embodiment of the present invention.

[0011] Figure 3 shows an example of a series of electronic mail transactions in

accordance with one or more embodiments of the present invention.

[0012] Figure 4 shows different techniques as to how an electronic mail object may
_3.

23682/12381/DOCS/1688565.3
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be sent to external recipients in accordance with one or more embodiments of the present

invention.

[0013] Figure 5 shows a compliance model in accordance with one or more

embodiments of the present invention.

[0014] Figure 6 shows an overview of information flow in an electronic mail

system in accordance with one or more embodiments of the present invention.

[0015] Figure 7 shows an electronic mail system integration in accordance with one

or more embodiments of the present invention.

[0016] Figure 8 shows a screenshot of an example of a mail view web page in

accordance with one or more embodiments of the present invention.

[0017] Figure 9 shows a screenshot of an example of a mail view web page in

accordance with one or more embodiments of the present invention.

[0018] Figure 10 shows a screenshot of an example of a mail view web page in

accordance with one or more embodiments of the present invention.

[0019] Figure 11 shows a screenshot of an example of a web page with an

importance chart in accordance with one or more embodiments of the present invention.

[0020] Figure 12 shows a screenshot of an example of a folder view web page in

accordance with one or more embodiments of the present invention.

[0021] Figure 13 shows a screenshot of an example of an address book web page in

accordance with one or more embodiments of the present invention.
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[0022] Figure 14 shows a screenshot of an example of a preference setting web

page in accordance with one or more embodiments of the present invention.

[0023] Figure 15 shows a screenshot of an example of a search interface web page

in accordance with one or more embodiments of the present invention.

[0024] Figure 16 shows a screenshot of an example of a search interface web page

in accordance with one or more embodiments of the present invention.

[0025] Figure 17 shows a screenshot of an example of an advanced search interface

web page in accordance with one or more embodiments of the present invention.

[0026] Figure 18 shows a screenshot of an example of a search settings web page in

accordance with one or more embodiments of the present invention.

[0027] Figure 19 shows a screenshot of an example of a folder view search results

web page in accordance with one or more embodiments of the present invention.

[0028] Figure 20 shows a screenshot of an example of an extended view search

results web page in accordance with one or more embodiments of the present invention.

[0029] Figure 21 shows an example flow process of a relevance mechanism flow in

accordance with one or more embodiments of the present invention.

[0030] Figure 22 shows a relevance determination mapping and flow in accordance

with one or more embodiments of the present invention.

[0031] Each of the figures referenced above depict an embodiment of the present

invention for purposes of illustration only. Those skilled in the art will readily recognize
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from the following description that one or more other embodiments of the structures,
methods, and systems illustrated herein may be used without departing from the

principles of the present invention.

DETAILED DESCRIPTION
[0032] In the following description of embodiments of the present invention,
numerous specific details are set forth in order to provide a more thorough understanding
of the present invention. However, it will be apparent to one skilled in the art that the
present invention may be practiced without one or more of these specific details. In other
instances, well-known features have not been described in detail to avoid unnecessarily

complicating the description.

[0033] In general, embodiments of the present invention relate to a technique for
determining the relative relevances of electronic mail messages. Particularly, one or
more embodiments, in addition to possibly having traditional email search capabilities,
may determine the relevance and/or importance of an instance of electronic mail based
on, for example, user actions (e.g., what did the user do with that piece of electronic
mail), other user actions (e.g., what did other users do with that piece of electronic mail),

and/or administrative settings.

[0034] It is noted that although one or more embodiments are described herein with
respect to traditional electronic mail, one or more embodiments may be applicable to
other forms of electronic messages and content. For example, one or more embodiments

may be used for determining relevance in document management applications. In
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another example, one or more embodiments may be used in conjunction with instant

message (IM) communications and/or short message service (SMS) messages.

[0035] Some forms of eclectronic mail, such as “TransMail” developed by
BLUESPACE SOFTWARE CORP., use a relational architecture. In such a relational
mail system, a piece of mail written by a user is managed as a single instance object
during its life in the mail system. To illustrate the use of a relational mail system,
Figures 1A and 1B show a comparison between traditional e-mail and email and
electronic mail in a relational architecture in accordance with one or more embodiments.
With traditional email, a first email 10 is replied to with a second email 12, in which the
content of the first email 10 is duplicated — there is no link between the first email 10 and
the second email 12. In a relational mail system according to one or more embodiments,
a first electronic mail object 14 points to a first message 16, and a second electronic mail
object 18, representing the reply to the first electronic mail 14, points to the first message
16 and a second message 20, where the second message 20 represents the reply content.
Thus, in a relational mail system, electronic mail is transacted through the use of links, or

“pointers,” among electronic mail objects as they are created over time.

[0036] To further illustrate the use of links in a relational mail system, Figure 3
shows an example of a series of electronic mail transactions (transactions numbered in
Figure 3) in accordance with one or more embodiments. In step 1, user 30 sends an
electronic mail object to user 32 containing submessage A. In step 2, user 32 forwards
the electronic mail object to user 34, thereby creating a new electronic mail object that

contains B|A (a current submessage B, with history portion submessage A). Then, in step
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3, user 34 replies to user 32, creating an electronic mail object that contains C|BA (a
current submessage C, with history submessages B and A). In step 4, user 32 replies to
user 34, creating an electronic mail object that contains D|CBA (a current submessage D,
with history submessages C, B, and A). Then, in step 5, user 34 forwards the electronic
mail object containing D|CBA to users 36, 38, thereby creating new electronic mail
objects containing E[DCBA (a current submessage E, with history submessages D, C, B,
and A). In step 6, user 36, secking clarification from user 30, sends an electronic mail
object to user 30, thereby creating an electronic mail object containing FIEDCBA (a
current submessage F, with history submessages E, D, C, B, and A). User 30, in step 7,
replies to user 36, thereby creating an electronic mail object that contains GIFEDCBA (a
current submessage G, with history submessages F, E, D, C, B, and A). At some later
time, in step 8, user 34 forwards the electronic mail object received from user 32 to user
40, thereby creating an electronic mail object containing HIDCBA (a current submessage

H, with history submessages D, C, B, and A).

[0037] As apparent from the above description with reference to Figure 3, a
“current” submessage is a submessage at the top of the chain for a given electronic mail
object. The current submessage will have been written by the user who created the
electronic mail object. For example, in Figure 1B, submessage 16 is the current
submessage of electronic mail object 14 and submessage 20 is the current submessage of
clectronic mail object 18.  In step 5 of Figure 3, for example, submessage E is the

current submessage.

[0038] The previous submessage in the chain of a given electronic mail object are

-8-

23682/12381/DOCS/1688565.3

Page 45 of 573



Attorney Docket No. 23682-12381

referred to herein as “history” submessages. History submessages are content created
before the current submessage and its respective electronic mail object. For example, in
Figure 1B, submessage 16 is a history submessage of electronic mail object 18. In step
5 of Figure 3, for example, submessages D, C, B, and A are the history submessages.
Moreover, it is noted that in one or more embodiments, a submessage may only have one

history path.

[0039] Further, for a given submessage, submessages that appear in later electronic
mail objects that reference the original submessage are referred to herein as “future”
submessages. For example, in Figure 1B, submessage 20 is a future submessage with
respect to submessage 16.  In step 5 of Figure 3, for example, submessages F and G are
future submessages, but submessage H is not because the electronic mail object created
in step 8 does not include submessage E. Rather, submessage H is a future submessage
in step 4 of Figure 3. Moreover, it is noted that in one or more embodiments, a
submessage may have a plurality of future paths, as it may be included in several

branching forward and reply structures.

[0040] An electronic mail object in accordance with one or more embodiments may
be sent to a destination external to a relational mail system in which the electronic mail
object is created. For example, now with reference to Figure 4, it shows different
techniques as to how an electronic mail object may be sent to external recipients in
accordance with one or more embodiments. In a first technique, a user in company 50
sends an electronic mail object 52 in accordance with one or more embodiments to

recipients in company S4. This occurs by a relational mail server 56 in company 50
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sending an electronic mail notification (with, for example, a uniform resource locator
(URL) to the electronic mail object 52) 58 to the recipients in company S4. The
recipients in company 54 may then select the URL to read the electronic mail object 52

using a web browser.

[0041] Still referring to Figure 4, in another technique, a user in company 50 sends
an electronic mail object 52 in accordance with one or more embodiments to recipients in
company 60. In this case, the relational mail server 56 wraps the electronic mail object
52 in a simple mail transfer protocol (SMTP) envelope 62 and sends it like a regular
email to an email server 64 in company 60. The recipients in company 60 may then

view the email as they normally would, without having to select a web link.

[0042] In another technique, a user in company 50 sends an electronic mail object
52 in accordance with one or more embodiments to recipients in company 66. In this
case, the relational mail server 56 may determine that a mail server 68 in company 66 is a
relational-type mail server, and thus, may send an electronic mail object 70 using a

protocol based on web services.

[0043] In one or more embodiments, electronic mail content may be managed
according to rules specified in a compliance model. Such a model may be used to
determine, for example, how long content is kept for, who can access content, where
content should reside, and other allowable actions to be carried out by users. Figure 5
shows an example, in unified modeling language (UML) representation, of a compliance
model in accordance with one or more embodiments. Using such a compliance model,

search rules may be layered over a content system, determining, for example, who has the
- 10 -
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right to search different pieces of content in the system. For example, in the case of an
investment bank, an analyst might have the right to search all content related to analyst
processes written by other analysts; however, the same analyst may not have the ability

to search content that does not pertain to his/her role in the bank.

[0044] Turning now to a more detailed description of one or more embodiments, an
electronic mail relevance application helps users make sense of vast quantities of
electronic mail by inferring a user’s interest in content and other users based on
monitoring that user’s actions with in the application. Such relevance may be thought of
as having at least two components: relevance, which applies to content (e.g.,

submessages); and importance, which applies to entities (e.g., users and job codes).

[0045] A “relevance” component may be used to rate electronic mail content in an
order reflecting a user’s likely interest in the content. For example, a high relevance
value may indicate that the content is likely to be of significant interest to the user, while
a low relevance value may indicate that the content is likely to be of little interest to the

Uuser.

[0046] An “importance” component may used to rate an entity in order to reflect a
user’s likely interest in content involving that entity. For example, a high importance
value may indicates that a given job code is likely to be of significant interest to the user
in question, while a low importance value may indicates that a job code is likely to be of
little interest to the user. As used herein, a “job code” may be thought of as metadata

used to track the process to which a particular electronic mail object relates.
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[0047] In one or more embodiments, relevance and importance values may be
determined based on monitoring users’ actions. Such monitoring may occur as part of an
automatic, background process. As will be apparent from the description herein, users’
actions may indicate valuable information about both content and entities in the system.
For example, if a user receives an electronic mail object, saves the electronic mail in a
custom folder and subsequently forwards it to three other users, then the electronic mail
is likely to be much more relevant to those users than if the sending user had just deleted
the electronic mail as soon as he or she had finished reading it. In another example of
associating relevance and importance in an electronic mail system, it is likely that a
user’s direct manager will be important to the user because the user will typically read
messages from their manager in a timely manner, will often reply to those messages, and
will send their manager a significant number of eclectronic mail objects. As will be
described in detail further below, by monitoring a collection of user actions and then
performing an analysis of those actions, valuable information may be learned for
subsequent use in an electronic mail application in accordance with one or more

embodiments.

[0048] As described above, a relational electronic mail system in accordance with
one or more embodiments separates electronic mail objects into its constituent message
objects, likely written by different authors (see, for example, Figure 1B). The use of such
constituent parts promotes a level of granularity that may used to support a relevance
analysis engine that can be applied to the electronic mail system. In such a manner,

behavioral information may be efficiently gleaned from the mail environment and used to
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help improve content relevance as presented to one or more users.

[0049] Now referring to Figure 2, it shows an example representation of an
electronic mail system 250 in accordance with one or more embodiments. As shown in
Figure 2, the electronic mail system 250 has a plurality of modules, where a “module”
may be any program, circuitry, logic, and/or functionality implemented in either software

and/or hardware.

[0050] The electronic mail system 250 has a monitoring module 252, which
generally monitors and registers user actions and those of users associated or
corresponding with a particular user. Such behavioral information may then serve as
inputs to a relevance analysis engine 254, which is formed of a relevance determination
module 256 and an importance determination module 258. The relevance determination
module 256 assesses user action data provided by the monitoring module 252 and
calculates relevance scores for objects accessible to the user. The importance
determination module 258 assesses user action data provided by the monitoring module
252 and calculates importance scores for objects accessible to the user. It is noted that
operations of the relevance analysis engine 254 may not be limited to applying to any one
user, but may instead, for example, be used to determine relevance and importance scores
for all users in a particular organization of which the electronic mail system 250 is part.
Further, the electronic mail system 250 has a mail presentation module 260, which is
generally used to provide a user his/her electronic mail (along with features therewith) in
accordance with the relevance and importance scores determined by the relevance

analysis engine 252. Moreover, the electronic mail system 250 has a search module 262,
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which is generally used to provide a user with search capabilities in accordance with the

relevance and importance scores determined by the relevance analysis engine 252.

[0051] Still referring to Figure 2, the electronic mail system 250, or any
combination of the modules shown therein, may run on any type of computer system
(e.g., a client-side device, a server-side device, a single processor computer, a
multiprocessor computer). Further, the electronic mail system 250, or any combination
of the modules shown therein, may be contained on a computer-readable medium (e.g.,
memory, a hard drive, a compact disc (CD), a digital video disc (DVD), a magnetic tape
drive, an optical drive, a universal serial bus (USB) drive, a flash drive). As contained on
such a computer-readable medium, the functionality of the electronic mail system 250, or
of any combination of the modules shown therein, may be partly or wholly carried out in
response to one or more processors executing software instructions stored on the

computer-readable medium.

[0052] Further, based on the description provided below, it will be apparent which
of the modules shown in Figure 2 may be applicable to the various techniques, uses, and
functions described herein. For example, the monitoring module 252 may be used for
performing any of the techniques described herein relating to tracking the actions of users
in a particular environment or associated with a particular system. The relevance
analysis engine 254 may be used for determining or calculating any of the relevance
related values described herein.  More particularly, for example, the relevance
determination module 256 may be used for determining or calculating any one or more of

the various types of relevance scores described herein, and the importance determination
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module 258 may be used for determining or calculating any one or more of the various
types of importance scores described herein. Further, the mail presentation module 260
may be used for generating any one or more of the various types of web pages described
herein (it is noted that in one or more embodiments, non-web user interfaces may also or
instead be presented by the mail presentation module 260). Moreover, for example, the
search module 262 may be used for performing any of the search techniques described

herein.

[0053] An electronic mail application in accordance with one or more embodiments
may help users in performing one or more of various different types of actions. For
example, in a browsing mode, a user may browse through a folder of content, such as
looking through newly received electronic mail objects in their inbox. In this case, the
electronic mail objects may be sorted or ranked according to the relevance and
importance of each. In, for example, a searching mode, a user may actively look for a
specific piece of information or for information of a given type based on given search
criteria (e.g., keywords, dates, specific senders). In this case, for example, a piece of
content may be deemed to be more relevant to a search if two of the words in the subject
are keyword search terms as opposed to if there was only one matched word. Moreover,
relevance scores may be displayed to the user in response to performing a particular

electronic mail action.

[0054] In regard to what types of information may be extracted from an electronic
mail system in accordance with one or more embodiments, mail data, or data in an

electronic mail itself (e.g., keywords, creation dates, recipient information, job codes)
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may be recovered. Further, mail action data, or information regarding users’ actions on
electronic mail content (e.g., the number of times an electronic mail has been read, the
number of times an electronic mail has been forwarded), may be recovered. Further,
users may themselves rate various aspects and entities in the system to improve an
accuracy of the relevance analysis engine. For example, a user may provide feedback
regarding the relevance of any given piece of content, and/or the user may provide
feedback regarding the importance of any given entity. Moreover, a user may also
change various weighting factors used to determine settings of the relevance analysis

engine, where such settings may otherwise be self-adjusting.

[0055] A user may interact with an electronic mail system in accordance with one
or more embodiments in one or more of various ways. For example, in the case of
reading new electronic mail, when a user receives a new electronic mail object, the
electronic mail system may indicate how useful to the user that content is likely to be. In
another example, in the case of reading existing mail, the electronic mail system may
indicate how important to the user each electronic mail object and submessage is likely to
be. In yet another example, in the case of searching through electronic mail, the
electronic mail system may help rank search results and indicate to the user how likely

cach piece of content is to be of interest.

[0056] An overview of information flow, including various elements and
relationships described above, in an electronic mail system according to one or more
embodiments is shown in Figure 6. In one aspect, what is shown in Figure 6 may be
thought of as representing the information flow in a relevance analysis engine according
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to one or more embodiments. As used in Figure 6, “single” aspects refer to individual
units (e.g., content, users), and “collaborative”/*“communal” aspects refer to collections

of units (e.g., content, users).

[0057] Turning now more specifically to Figure 6, mail data 80 represents
properties of each electronic mail, including the current submessage (single), as well as
both history and future submessages (collaborative). Mail data 80 serves as an input to
importance 82 in that it determines the entities listed in the mail environment and where
they appear. Further, mail data 80 acts as an input to relevance 84 as the entities

involved in the mail help to determine its initial and ongoing relevance values.

[0058] Users’ actions 86 represent the ways users interact with the electronic mail
system, e¢.g. reading mails, replying to mails, changing settings. Users’ actions 86
encompass an individual user’s own actions and other users’ actions (the communal
clements of the system). These actions may help to determine relevance, as relevance is
calculated based on the way users interact with content. Users’ actions 86 may also help
determine importance, as the importance of entities reflects the significance with which

users treat them.

[0059] Importance 82 of a given entity may be stated with respect to a local
importance to a single entity (e.g., “how important is John to Doug?”’) or a set of entities
(e.g., “how important is John to the Medix drug development team?”’). Importance 82
may draw input from mail data 80, which determines the “fields of engagement” for
entities, and from users’ actions 86, which reflect how significant a given entity is to a

given user or set of users. Importance 82 may also act as an input to relevance 84, as it
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helps to determine the relative weightings given to different actors in the electronic mail
system. It is noted that importance values for different entities may be shown in a user’s

graphical interface.

[0060] Still referring to Figure 6, relevance 84 of a given piece of content may be
stated with respect to a single entity (e.g., “how relevant is the electronic mail object to
John?”) or with respect to a set of entities (e.g., “how relevant is the electronic mail
object to the Medix drug development team?”). Relevance 84 may have as inputs the
mail data 80 (properties of the content in question), users’ actions 86 (what users have
done with the content), and importance 82 (the significance users attribute to the entities
involved in the content). Various sub-aspects of relevance 84 may be identified: “local
relevance” — the relevance value presented to the user as they browse through their mail
folders; “incoming relevance” — estimated relevance to a recipient before an electronic
mail object is opened; “post-reading relevance” — relevance assigned after an electronic
mail object is opened and dealt with by a recipient; and “search relevance” — the

relevance assigned by the system to items identified in a specific search by a user.

[0061] User interaction 88 is present so that when users are searching for
something, they have some idea of what they are looking for and can guide the system to

that content by stating criteria and changing their search settings.

[0062] Browsing 90 is an activity a user spends most of their time doing in an
electronic mail system — navigating through mail folders and reading content. Local
relevance acts as an input to browsing 90, helping to guide the user to the content they

might wish to do deal with first. In one or more embodiments, there may be only one
- 18-

23682/12381/DOCS/1688565.3

Page 55 of 573



Attorney Docket No. 23682-12381

local relevance value for each piece of content with respect to a given user. Further, it is
noted that local relevance may initially be the incoming relevance value (described
above), and once the user in question has read the electronic mail object, the local

relevance value may be the post-reading relevance value (described above).

[0063] Continuing with reference to Figure 6, searching 92 is an activity that a user
may use to search electronic mail amongst potentially thousands of electronic mails the
user has sent and received. It is noted that the search relevance value (described above)
for content relating to a given search may vary depending on the search criteria settings

and/or the user’s settings.

[0064] In addition to the components of the information flow shown in Figure 6, an
electronic mail system in accordance with one or more embodiments may have access to
relatively independent data points by, for example, indirect “watching” of users’ actions
and mail data and direct “questioning” (e.g., asking users whether the results are
accurate). However, such data points may vary according to users’ opinions of the

significance of entities and content presented to them by the electronic mail system.

[0065] As described above, mail data represents the properties of a particular
electronic mail object. Such properties may include, but are not limited to, the following:
keywords in subject; keywords in message body; keywords in other fields; keywords in
attachments (both names and content); a signature assigned to the message; a date the
content was created; the recipients of the content; whether the electronic mail object was
sent to:/cc:/bee:; the sender of the content; the body size; the attachment size; the

attachment type; and flags for follow up (e.g., the sender indicates the electronic mail
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requires action by the recipient). Thus, for example, in one or more embodiments, a user
may build a search query looking for different submessages that make up a particular
electronic mail object and may specify different creation dates, senders, recipients, and/or
other details for each submessage they are looking for that make up the electronic mail

object.

[0066] Other criteria may also be used to leverage the relational architecture of an
electronic mail system according to one or more embodiments: job codes — a mechanism
for linking an entire submessage to a specific business process; context — a mechanism
for linking text in a submessage to a specific process, either on a user or enterprise-wide
basis; groups — sets of users across the system; domains — a naming directory across the
system; priority — an urgency tag linked to notification processes; sensitivity — a
confidentiality tag linked to readership and search rights; validity date — the period of
time for which the content is viewable by the user; retention date — the period of time for
which the content is retained by the corporation; allowed readers — the users who are
allowed to read the mail; allowed geographies — the geographies to which the mail
content is allowed to be sent; rule contravention — content sent that had weak conflicts
(c.g., a history submessage could not be included for one of twenty recipients) or strong
conflicts (e.g., a user tries to send an electronic mail object to another user with whom
they are not allowed to communicate) with compliance rules, and was altered or managed
appropriately by the application; other compliance interactions — various other
interactions with the governance engine; other meta-style information stored relationally

with respect to the mail; and other business processes that are triggered by the mail event.
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[0067] Examples of scenarios in which mail data can affect relevance are now
provided. In other words, the following description lists examples of ways in which mail
data parameters, such as those described above, might affect relevance to a given user,
cither while browsing or as part of a search. In one case, if a user received an electronic
mail object as one of fifty other recipients, the electronic mail object is less likely to be of
relevance to the user than if the user received the electronic mail object as the sole
recipient. In another situation, if an electronic mail object is flagged for follow up by the
sender, it is more likely to be of significant relevance to the user. In another case, if the
keyword a user is looking for is in the body, then the electronic mail object is likely to be
relevant to the user. In yet another example, if a user is looking for a particular file, then
electronic mails with attachments of the requested file type are relevant to the search. In
another scenario, if a user is looking for a piece of content they received some time ago
from a particular, important department, then criteria such as date period, priority, and
department domain may be relevant to the search. In another case, if a user is looking for
all content relating to a particular business transaction, and that content has been tagged
with one or more job codes, then content with the appropriate job codes may be relevant
to the search. In still another example, if a user is looking for content that may have
caused compliance violations, then all content that caused weak or strong interactions
with a given set of compliance rules may be relevant to the search. In another situation,
for example, if a user is looking for all electronic mail objects that will trigger a financial
purchase over the next 30 days, then the user can search for electronic mails that will

cause a purchase over the defined date range.
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[0068] Other scenarios may be used to leverage a relational structure of an
electronic mail system in accordance with one or more embodiments to determine the
“communication context” of electronic mail. Such scenarios may rely on history
submessages (older submessages in the chain of the electronic mail object) and future
submessages (submessages written later as part of other eclectronic mail objects that
contain a present submessage). For example, if an electronic mail object is received by a
user as a reply to an electronic mail object they themselves sent, then a submessage in the
history will map to the “current submessage” — the one at the top of the chain — in an
electronic mail object the user’s “sent folder.” In this case, the incoming electronic mail
object is likely to be of significant relevance. In another example, if a particular
submessage appears several times in a user’s “inbox,” then a new electronic mail object
containing this submessage is likely to be of relevance to the user. In yet another
example, if a new electronic mail object received by a user contains one or more history
submessages written by the user, then it is likely that the new electronic mail object is of
relevance to the user. In still another example, if historical submessages in a new
electronic mail object were found to have high relevance ratings, then it is likely that the
new submessage will have significant relevance to the user. In a further example, if a
submessage, A does not contain a given keyword, but many submessages that were sent
in replying to and forwarding submessage A do contain the keyword, then submessage A

is likely to still be relevant in a search for the given keyword.
[0069] Now turning to users’ actions, as described above, users’ actions represent
the ways users interact with an electronic mail system in accordance with one or more
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embodiments. The electronic mail system monitors user actions inside the electronic
mail system. It is noted that such actions may be deemed important as they reflect the
users’ opinions of the content and the value they place on it. Examples of users’ actions
include, but are not limited to, the following: a user composes an electronic mail object; a
user reads an electronic mail object; a user forwards an electronic mail object; a user
replies to an electronic mail object; a user deletes an electronic mail object; a user files an
electronic mail object in a custom folder; a user prints an electronic mail object; a user
saves a local copy of an electronic mail object; a user copies an electronic mail object to
their clipboard; a user links an electronic mail object (or part of a submessage) to a
context; a user finds an electronic mail object as part of a search; a user includes an
electronic mail object in a visualization; a user opens or saves an attachment; and a user

forwards an attachment.

[0070] The relevance of users’ actions relies on the user’s actions to help determine
content relevance for content in the user’s mail folders, both sent and received. The
following examples illustrate how a user’s own actions may be used as an input to a
relevance analysis engine in accordance with one or more embodiments. In one scenario,
if a user receives an electronic mail object from another user and immediately forwards it
to three other users with comments, then the electronic mail object is likely to have had
relevant content. In another case, if a user receives an electronic mail object and replies
to it, then the content of the original electronic mail object is likely to be of significant
relevance. In another situation, if a user receives an electronic mail object from another

user and immediately deletes it, it is unlikely that they perceived the content to be of
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significant relevance. In a further example, if a user reads an electronic mail object and
then moves it to a custom folder out of the “inbox,” then it is likely that the content had
relevance to the user. In still another case, if a user has read a given electronic mail
object many times, then it is likely to be of significant relevance to the user. In another
scenario, the longer the user has an electronic mail object displayed on a screen, the more
likely it is to be relevant to the user. In still another situation, if a user copies text from a
given electronic mail object to their clipboard, then the electronic mail object will likely
be more relevant than an electronic mail object from which the user did not copy text. In
another example, if a user links a piece of content to a context, it is more likely to be of
relevance to them. In yet another situation, if a user always deletes content from a
specific user quickly, then it is unlikely that any content from this user is of significant
relevance to them. Further, in another case, if a user always reads content from another
specific user before reading content from other users in any given new set of new mail
received in their inbox, then it is likely that content from this specific user is of
significant relevance. In still another scenario, if a user typically only reads short
electronic mail objects rather than long ones, then the chances are that short ones are
more relevant to that user than longer ones. In a different case, if a user never reads
messages sent to a particular group or domain, then content sent to that group or domain
is likely to be of less relevance to the user. In yet another situation, if a user never reads
electronic mail objects tagged with a particular job code, then this content is likely to be
of little relevance to the user. In yet another example, if a user rarely reads electronic

mail objects designated as lowest priority (or reads them last when browsing their
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“inbox”), then that lowest priority content is likely to be of little relevance to the user. In
another case, if a user sends an electronic mail object to a many users, it may potentially
be more relevant than an electronic mail object sent to a single user. In still another
situation, if a user sends an electronic mail object and then later forwards it to other users,
it is likely to be of more relevance than an electronic mail object that was sent once but
never resent. In a further example, if a user reads an electronic mail object from their
“sent folder,” then the content is likely to be of significant relevance. Continuing with
another scenario, if a user saves an attachment to their local hard disk or network system,
both the attachment and the accompanying electronic mail object are likely to be of
significant relevance. Moreover, in another case, if a user prints an attachment or
electronic mail object, it is likely to be of high relevance to the user. In yet another case,
if a user sends an electronic mail object to their supervisor, the electronic mail is likely to
be more relevant than an electronic mail object sent to a junior secretary. In still another
situation, if a user sends an electronic mail object with extensive formatting, it is more
likely to be relevant to the user than if they only wrote a few lines of plain text. In
another example, if a user has not accessed the folder in which the content is stored for

over a year, then it is likely that the content is not particularly relevant.

[0071] As described above, the actions of other users may also be used to determine
the relevance of content in a given user’s folders, both sent and received. Examples of
such actions are now described. In one case, if a user sends an electronic mail object to
someone, and that someone reads the electronic mail object, then that electronic mail

object is more likely to be relevant (to both the receiver and sender) than if the recipient
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did not read it. In another situation, if a user sends an electronic mail object to a group of
users, and most of the recipients reply to the electronic mail object, forward the electronic
mail object, and/or copy the electronic mail object to custom folders, the electronic mail
object is more likely to be generally or globally relevant than if the recipients
immediately deleted the electronic mail object. In another scenario, if most other
recipients of an electronic mail object delete it as soon as it arrives in their “inbox,” then
the recipient in question will probably not find the content particularly relevant. In still
another example, if most other recipients copy a given electronic mail object to a custom
folder (or reply or forward it) once they have read it, then the recipient in question will
probably find the content to be of significant relevance. In yet another case, if a given
user is always copying another user on their mail content (e.g., an employee copying
their supervisor), then the content is less likely to be of relevance to that other individual.
In a further example, if a user sends a submessage to another user, but the recipient does
not read the submessage, then this may have an affect on the relevance of the content. In
another situation, if the vast majority of the users in a given department read a piece of
content sent globally, then the content is likely to be relevant to another user in that
department. In still another scenario, if the majority of other users tend to read content
linked to a particular job code, then content attached to that job code is more likely to be
relevant to the user in question. Further, for example, if the majority of other users tend
to read content linked to a particular context, then content attached to that context is more
likely to be relevant to the user in question. In another situation, if most users read

content from a particular author (e.g., a supervisor), then content from this author is
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typically of greater relevance than content from a different author that is not widely read.
In yet another case, if most users reply to content from a particular author (e.g., a
supervisor), then content from this author is typically of greater relevance than content

from a different author not widely replied to.

[0072] In one or more embodiments, in addition to considering content and users’
action with content, an electronic mail system may analyze the importance of particular
authors and entities when determining relevance. Such entities include, but are not
limited to, the following: users; groups; domains; folders; job codes; contexts (categories
to which pieces of content can be assigned); signatures; other business process
information; and back-end/automated actors (e.g., external computer systems). As an
example of a use of relying on the importance of authors and entities when determining
relevance, in an organization, every member or employee may have an importance rating
for other members/employees. In such an environment, it is likely that a
member/employee would find other individuals who report to them and those to whom
they themselves report to be of greater importance than individuals working in a different

department.

[0073] Importance, as determined by a relevance analysis engine in accordance
with one or more embodiments, may be a relative value, respective to each user (or other
entity) in the system. For example, users, groups, domains, and other entities may all
have different relative importance values describing a particular job code. As such, it is
possible to calculate an overall importance value for any given entity in the system,
which describes that entity’s importance to the entire organization, where “organization”
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may be defined as all the users of all the entities. This calculated importance value may

be referred to as the “global importance value” for that entity.

[0074] Further, in one or more embodiments, the importance for a given contact
may be represented as a pair of different values. A first value may reflect the user’s
interest in content they received from the contact, and a second value may reflect the
user’s interest in content they sent to the contact. While in some cases, these two values
may be similar, in other cases, they may not be similar. For example, if a particular
supervisor is extremely talkative or verbose, he/she may have low importance when
sending content to other users, but those other users may view the supervisor as being

very important when they themselves are initiating the communication.

[0075] Moreover, it is noted that different users’ actions have different effects on
relevance, due to varying importance factors. Thus, for example, if a user, such as a
supervisor, deletes a particular electronic mail object, then this will have a greater effect
than if a junior secretary deletes the electronic mail object. Also, importance may have
multiple feedback effects. For example, if user B receives an electronic mail object from
user A, and then user B forwards the electronic mail object to user C who is of high

importance, then this affects the importance of all three users.

[0076] Now turning to another example illustrating the use of importance values, in
an organization with, for example, 100,000 employees, it is likely that any given user will
communicate with new contacts each week. As described above, importance is a relative
factor for each pair of users’ (or entities’) interactions and is stored with respect to each
user. However, when a new contact communicates with a user for the first time, the
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system may still make a “best guess” about that new contact’s importance based on
communal importance (described above with reference to Figure 6). This importance
value may then change as the user interacts with this new contact. The first “best guess”
value may be important nonetheless because in a system with a large population, the
usability may be hampered if the importance value of every new contact started at a

particular default value.

[0077] In one or more embodiments, an organization may decide to tie importance
to roles instead of or in addition to specific users. This approach may be particularly
likely in highly-regimented environments, such as the military, where roles are of greater

significance than the actual human personality involved.

[0078] Now turning to some examples illustrating the use of roles for determining
importance, if a user moves position within a company, their role will likely change, and,
in turn, they will have greater relevance to some users and less relevance to others. Thus,
an organization may choose to integrate their personnel system with a mail relevance
analysis engine in accordance with one or more embodiments. When a person moves
positions, the learning sensitivity of the engine with respect to that user may be increased,
so that the relevance and importance values may reach their new equilibrium more
quickly. Further, the increased sensitivity may be decreased according to an appropriate

statistical function over time, until the sensitivity is at regular levels.

[0079] In another situation, if a user moves into a role that was previously filled,
the relevance identity for the previous occupant of the role may also act as an input to the
individual taking on the new role. This may be referred to as “role importance,” which is
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a factor of a role holder’s local and global importance values. This further reflects the
blend of role and the user’s own identity in determining importance values and relevance
of associated electronic mail content. Thus, for example, a person moving into a new
role may still attach the same importance to content received from their spouse, but

would likely move to a different importance value for their new supervisor.

[0080] Further, it is noted that may exist scenarios in which a single person has
multiple roles, in which case, they may be able to send and receive electronic mail using
different user accounts. Another possible scenario is when a single role is shared by a
number of different individuals, all of whom write and receive content using a single
account. In this case, an organization may choose to treat the role as a single entity in
isolation (so there is no correlation with the users using the account). Alternatively, in
one or more embodiments, an organization may specify a blend of the person’s identity
and the role being used, in which case performing an action while signed into one

account affects the values in other accounts.

[0081] As described above, in a large system, a user may often be interacting with a
new entity for the first time. One approach to setting an initial importance value in these
cases is to recognize correlated or cognate entities. This may be done, for example,
through the use of tree structures. For example, one human resources employee is
generally likely to have similar importance as another one, especially if they are of
similar position in a tree structure (e.g., they both work in employee appraisal form
processing). Further, it is noted that in one or more embodiments, branched structures,
such as knowledge taxonomies for contexts and directories for users and job code
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hierarchies, may be used as a correlative basis for importance on an ongoing basis. Thus,
for example, an importance change for one user may have a cascading “ripple effect” for

similar users.

[0082] In regard to recognizing ‘“cognate” entities are referred to above, an
electronic mail system in accordance with one or more embodiments may identify a
“cognate group” for a user, based on historical actions. More particularly, for each user,
over time, the system may identify a cognate group of the » other users regarded as most
similar. Such a group may be defined by similar past user actions and assessments,
and/or a direct input by a user. Further, it is noted that it may not be inherent that the
population of recipients falls into separate and mutually exclusive cognate groups.
Rather, each recipient may have their own cognate group of those the system regards as
most similar to that recipient. Thus, for example, in a certain case, user A may be in user
B’s cognate group because user A is part of a group of » users most similar to B, but at
the same time user B may not be in A’s cognate group because there are n other users
more similar to user A than is user B. Accordingly, it may be assumed in certain
instances that the actions of this particular group on an electronic mail object will give
more indication of its relevance to the user than would a global reaction to the electronic

mail.

[0083] In addition to the actions that users perform in an electronic mail system in
accordance with one or more embodiments, the electronic mail system may take direct
user input to help determine relevance as described above with reference to Figure 6. In
this regard, users may be thought of as having an “importance slider” for other users in
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the electronic mail system. For example, a user might make their boss “very important”
and mark their junior, sales clerk “rarely important.” Such weightings may be considered

by the mail relevance analysis engine described above.

[0084] As to the “importance slider” referred to immediately above, a piece of mail
content, or a submessage, may be presented to the user along with a slider that indicates
its current local relevance score. The user may move this slider and apply the change in
relevance to that specific piece of content, or the user may add that change back in to

how relevance is calculated across the whole user’s mailbox.

[0085] Further, to assist in providing tangible data points for the relevance analysis
engine, one or more embodiments may also directly query the user on the relevance of
content sampled from the system. It is noted that such a sampling mechanism may also
be used as a way to corroborate data. For example, in one case, researchers may be asked
to rate the usefulness of a piece of content to the project they are currently working on.
In another case, rather than asking the user to rate the relevance of a piece of content, the
electronic mail system may query the user to rate their estimation of whether the content

is true. Moreover, sampling may be conducted in a random or structured manner.

[0086] In addition to an end user being able to affect relevance directly for their
own “inbox,” certain “super-user” roles may have the ability to affect relevance across
the entire system, or at least a considerable portion thereof. In other words, for example,
a “relevance administrator” may provide a boost to communications from a particular
department. At least one reason for such manipulation is that relevance may not be a
purely user-centric phenomenon — a separate question may relate to relevance for the
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entire organization.

[0087] As described above, an electronic mail system in accordance with one or
more embodiments may have a relational mail architecture, in which each piece of
content written by a user is managed as a single instance object during its life in the mail
system. The granularity of such an architecture may allow the electronic mail system to
record all actions by users in the system, ensuring that the system has audited the entire
lifecycle of the content. Further, relevance determination techniques in accordance with
one or more embodiments may be applied to electronic mail at different levels. For
example, relevance analysis may be applied to an electronic mail unit, where such a unit
is considered as a whole regardless of what other electronic mails the unit contains. Such
electronic mail unit analysis may be considered as a basic approach to determining
relevance in electronic mail content. It allows relevance to be based on simple criteria
such as, for example, the number of recipients, whether the user in question received the
electronic mail object as a to:, cc: or bee: recipient, the importance flag of the electronic

mail object, and the time it was sent.

[0088] At another level, relevance analysis may be applied to relationally
restructured electronic mail, where electronic mail is broken into its component
messages, and the relational structure of the electronic mail system is mapped to the
electronic mail store. In one or more embodiments, an electronic mail system may have
the ability to analyze regular electronic mail content and convert it into a relational
system. When the electronic mail system structures information once it has already been
sent, the criteria for search may be, for example, keywords and other standard inputs,
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user mail flow actions (e.g., compose, reply, and forward), and communal user mail flow

actions (e.g., compose, reply, and forward).

[0089] When an eclectronic mail system in accordance with one or more
embodiments is integrated with an electronic mail environment at the application level
(as opposed to being a purely “downstream” process), then one or more of the following
criteria may be used: user mail management actions (e.g., read, forward, reply, delete and
file to custom folder); user attachment management actions (e.g., view, forward, save to
disk); and mail content path (e.g., tying together multiple instances of the same electronic
mail). By using a relational architecture for regular electronic mail, an electronic mail
system in accordance with one or more embodiments allows for the searching of regular
electronic mail, with a similar relevance system to that of a search engine used for an
electronic mail system operating on electronic mail objects as described above with

reference to Figure 1B.

[0090] Integration with a conventional email system may be achieved in various
ways. In client-side integration, for example, a plug-in to the email client may be used to
monitor end users’ actions on the mail content. In server-side integration, a relational
electronic mail server (e.g., one developed by BLUESPACE SOFTWARE) may be
connected to the legacy email server and tag content with “flags” so that it can track what

happens to the content. Examples of these two mechanisms are shown in Figure 7.

[0091] Turning to the processes shown in Figure 7, in step 1, new email received by
a legacy email server (e.g., MICROSOFT EXCHANGE) 100 is retrieved by a relational

knowledge server (e.g., one developed by BLUESPACE SOFTWARE) 102. In step 2,
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the knowledge server 102 adds meta-tags to each email in an effort to track that content
through the lifecycle. In step 3, the tagged emails (represented as having flags) are then
replaced on the email server 100. In step 4, an email client (e.g., Microsoft Outlook) 104
downloads the tagged emails. In step 5, a plug-in to the email client 104 immediately
retrieves the current relevance values for the content. Then, in step 6, the user carries out
actions on the content in the email client 104, and the plug-in records these actions and
sends them back to the relational knowledge server 102. In step 7, one of the actions
carried out by the end user is to send emails in replies and forwards — these include the

meta-tags positioned by the relational knowledge server 102.

[0092] Still referring to Figure 7, it is noted that steps 5 and 6 may form a
continuous feedback loop, where ecach time the user carries out an action, a
corresponding relevance value changes. Further, plug-in to the email client 104 may also
interact with search results to include and reflect the relevance values in the search

listings.

[0093] Now turning to the use of one or more embodiments for research or
forensics purposes, as the volume of email transacted has increased, so has the challenge
for productively searching through vast quantities of email. A relevance analysis engine
in accordance with one or more embodiments may be applied to regular electronic mail
(as described above with reference to Figure 7), with one or more important benefits for
forensics processes. In one aspect, the relevance analysis engine may combine a granular
analysis process with a particular relevance algorithm (detailed examples of which are

further described below). Content that meets certain criteria including relevance
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parameters may be flagged for human inspection, and the most important individuals in a
community may be inferred automatically. In another aspect, the relevance analysis
engine may allow for the determination of similar or “cognate” entities and users by
automatic analysis of users’ actions (as opposed to attempting taxonomic structuring
based on automated content analysis). This is based on “fingerprinting” different users
(and entities) for similar direct and passive behavior. In still another aspect, high-level
representations of user communities and sub-communities may be created based on a
granular understanding of that community’s interactions. This may reflect the
importance of different individuals, based on the same flow analysis mechanisms for
relevance described herein. In yet another aspect, increased granular capabilities in an
electronic mail system in accordance with one or more embodiments allows for advanced
visualization of communication communities. In another aspect, the approaches
described immediately above may be combined for improved content sampling, through
either or both of fully automated sampling and interactive human sampling. Further, it is

noted that one or more of these approaches may be essentially language neutral.

[0094] Turning now to a description of user interface aspects relating to an
electronic mail system in accordance with one or more embodiments, there may be
several pages of an electronic mail application that include one or more of the various
relevance and importance aspects described above. Such pages may include, for
example, a mail view (when a user is viewing a single electronic mail object), a folder
view (a folder listing showing many electronic mail objects), an address book (a list of

contacts, groups, and domains), and preferences (a list of information). Each of these is
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described in detail below.

[0095] In a mail view, a user is looking at a single electronic mail object and is able
to see its entire content. An extension of this view is a reply view, as shown in 8. There
are various relevance sliders in Figure 8, one for each submessage in the mail view and
one for the entire electronic mail object, taking into account the current submessage and
all history submessages. Relevance sliders 118 for history submessages may only be
shown when the submessage is expanded, as in the second history submessage in Figure

8.

[0096] When a user hovers their mouse over a relevance slider, a pop-up window
may appear, indicating why a particular relevance value is as it is, thereby potentially
helping the user understand how the relevance value was determined. A similar pop-up

window may appear for importance sliders, as further described below.

[0097] The user may provide feedback to the relevance analysis engine by
changing the level of any given slider. When a user clicks and drags the level, the
application may display a pop-up window above the slider indicating the value to which
the user has moved the slider. The respective values may, for example, be: “irrelevant” —
0% to 10%; “slightly relevant” — 11% to 30%; “relevant” — 31% to 70%; “highly

relevant” — 71% to 90%; and “critical” — 91% to 100%.

[0098] Further, the user interface may indicate to the user which submessages they
have already seen before (e.g., in the case of a reply history) and which are new (e.g., in

the case of a forward history). This is shown in Figure 8 via the state of the illustrated
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“eyes” 110, 112, 114 in each submessage. If the eye is open (e.g., eyes 110, 114), the
user has seen the submessage, and if the eye is closed (e.g., eye 112), the user has not
seen the submessage. Thus, as shown in Figure 8, if the active user (Wilson Ron) opened
the submessage from Smith John, the respective eye icon for that submessage would

become open.

[0099] Figure 8 shows further icons. Icon 120 allows the user to see a custom
search folder, showing every electronic mail object that contains the given submessage.
Another searching icon 122 allows the user to search for similar content to the given
submessage, as determined by a search algorithm. Two more icons 124, 126 allow the
user to view the lifecycle of any given submessage, spawning pop-up windows (not
shown in Figure 8) that visualize its path through the system and all users that have

carried out actions on it.

[00100] In addition to relevance feedback, the mail view may present information on
importance. Job code importance and other custom created variables may be given
importance sliders 116, as shown in Figure 8. A user may alter an importance slider, and

either lock it at the new value or allow it to recalculate over time.

[00101] Further, in one or more embodiments, in addition to or instead of being able
to provide feedback to a relevance analysis engine by moving relevance sliders, a user
may also be requested to provide direct feedback on a sampled basis. In this case, for
example, the user may be asked to directly rate the relevance of a given electronic mail
objects, thus presenting the relevance analysis engine with a direct relevance data point,

as opposed to correlating relevance with the user’s actions. Such direct user questioning
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is illustrated in box 129 shown in Figure 9.

[00102] As depicted in Figure 9, a user may not be forced to set the relevance value
before being able to leave the mail view; however, in one or more embodiments, the
interface may indicate that it is important for the user to do so. In one or more
embodiments, it may be important that a high response rate be achieved for such
relevance rating questions, as the effectiveness of the relevance analysis engine may

correlate to the lack of bias in the survey sampling.

[00103] The number of times a user is asked to rank content may be determined
based on their usage frequency (e.g., every 100 mail views) or absolute time (e.g., 5 times
per week). A system administrator may determine this value, with the option to allow
users to customize it through their preferences. Further, in one or more embodiments, a
system administrator may also make direct user interaction mandatory for scenarios in

which user feedback is required.

[00104] In one or more embodiments, direct feedback values submitted when users
assign relevance to content through the survey function may be particularly helpful in the
carly stages of a given system. Such values help provide reliable relevance values to
stabilize the weightings given to each type of user action. A system administrator may
thus be able select a time-based factor to decrease the frequency of surveying users.
Alternatively, a system administrator may base decreases in sampling frequency on

statistical results derived from, for example, the stability of the global weighting factors.

[00105] Still referring to Figure 9, in regard to users’ actions and users’ importance
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(as well as that of groups and domains), rather than clutter the interface with all this
information by default, the application may allows the user to click details icon 128,
which, when selected, displays a new box (not shown in Figure 9) that presents this
information, as shown in Figure 10. The box 130 shows, for example, the sender and
cach recipient of the electronic mail object, their actions on the content (forwarding,

replying), and the importance of each recipient.

[00106] Further, it is noted that importance may change over time. For example,
when a user 18 interacting strongly with another user on a given project, then that other
user may be of greater importance at that point than a year after the time when the project
has finished. In another example, if a user is working on a deal linked to a specific job
code, that job code may be of greater relevance during the deal than six months after the
deal has finished. The chart icons 132 in Figures 8 and 10 may be used to generate a
chart showing the evolution of importance over time (for a definable period set by the

user), as shown in the pop-up window 134 of Figure 11.

[00107] Now turning to a folder view as described above, reference is made to
Figure 12. As shown in Figure 12, there is a relevance column 137, which shows a
relevance slider (shown, but not labeled) for every electronic mail object in the folder
listing. As in the mail view described above, a user may move a relevance slider to
provide feedback to the electronic mail application. In addition, the user may click the
details icon 136 which, when selected, presents a similar box as that shown in Figure 10,

indicating users’ actions and importance indicators.

[00108] Now turning to an address book as described above, reference is made to
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Figure 13. In Figure 13, importance slider 139 is provided for each user, group, or
domain, and allows the user to directly interact with the importance values given to their
contacts. The user may either lock the value or provide it as a new start value from
which the electronic mail system equilibrates. Further, it is noted, for example, that when
user A adds user B to their “favorites,” the importance of user B with respect to user A

may be given a boost.

[00109] Now turning to preference settings as described above, reference is made to
Figure 14. Using preferences, the user can affect the different inputs into the relevance
analysis engine. This may allow the user to tune the relevance analysis engine to provide
the content that the user is interested in. For example, the user may affect the relative
strength of the different actions by users, as well as affecting the relative strength of the

different entities with importance (e.g., job codes, users).

[00110] In addition to varying the relative strengths of various inputs to the
relevance analysis engine, the user may also alter the importance of the different entities
in the system, using an interface similar to that depicted in Figure 13, as linked from
Figure 14. The user may either lock the input at that value or let it equilibrate over time

(the slider for the impact of linking content to a context is locked 138 in Figure 14).

[00111] Further, the actions shown in Figure 14 may be customized. Such
customizations may be done on implementation or by a system administrator. Moreover,
it is noted that the mechanism of surveying users described above may provide the raw
data that usually determines the weighting values. A given user’s input may partially

determine both their own weighting values and, possibly to a much smaller extent, the
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overall default weightings across the entire system. At least one reason for taking a
content surveying approach to determining weightings is that weightings may be
regarded as an esoteric factor, and it is very difficult for a typical user to determine these

values directly.

[00112] Moreover, in one or more embodiments, determining weightings values may
be done via a consulting exercise by an integrator entity implementing the system. The
electronic mail application may have the ability to serve automated surveys to users via
the weightings interface, in which users are “walked through” various scenarios and their
responses determine the weighting values. This may be provided via the “Wizard”
button 140 shown in Figure 14. Additionally, the user may restore the sliders back to

their default values.

[00113] Another option for searching in one or more embodiments is to display a
search capability on every page of the application, allowing the user a familiar search
function from wherever they are in the application. This choice may appear under the

“My settings” tab 142 in Figure 14.

[00114] Now turning to search interface aspects relating an electronic mail system in
accordance with one or more embodiments, reference is first made to Figure 15. A
search tool may be divided into two areas — a search form and the search results. The tab
144 shown to be selected in Figure 15 is the simple search option, in which a user just
enters any keywords they are interested in. A search algorithm then searches for this text
in all possible criteria (e.g., users, groups, job codes, message subjects, message bodies).

If the user clicks the “options” roll down 146 in the search form interface as shown in
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Figure 15, the application may then provides some additional search options, such as
shown in Figure 16. It is noted that in one or more embodiments, the application may
remember when the user clicks the options roll down 146 and serves the search interface
to them with the options already showing the next time the user goes to the search page.
The options roll down 146 allows the user to specify, for example, which mail folders to
look in, people involved, key words to search for, the date range, and/or whether the

electronic mail object should have attachments.

[00115] Further, the search interface shown in Figure 16 provides the user with two
pairs of options relating to what happens to search results. Each of these options may
have descriptive help in the form of a pop-up window that appears when the user moves
their mouse over the option. A user may save any search they are doing as a “smart
folder” that appears in a custom folder in their folder tree. A static “smart folder” 150
keeps the historical results of the search, so the user sees the same result set ecach time
they click the “smart folder.” A dynamic “smart folder” 152 may carry out the search
again each time the user clicks the “smart folder.” The user manages “smart folders”
through a standard folder management interface. To edit any given “smart folder,” the
user may click the folder, and the application presents the folder’s respective search
query through the appropriate search interface. A final decision for the user to make is

whether they would like the folder view or extended view for their search results.

[00116] Referring again to Figure 15, the “more options” tab 148 provides another
screen similar to that shown in Figure 16, but with more options for the user to choose

through, for example, checkboxes and text fields.
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[00117] Now turning to a description of advanced search aspects related to an
electronic mail system in accordance with one or more embodiments, reference is made
to Figure 17. With the interface shown in Figure 17, a user may build search sentences
and then use the sentences to do searches. A description of Figure 17 is further detailed
below in regard to sentence types, clectronic mail object actions, search request boxes,

phrase palettes, and search options.

[00118] In one or more embodiments, there may be a plurality of different sentence
types in an advanced search interface: people 154 — user, groups, and domains that the
mail is from and to; keywords 156 — keywords in any field in the system (e.g., the subject
or message body); details 158 — details and properties of the mail (e.g., whether it has
attachments or has been assigned a job code); actions 160 — user’s actions on mail
content, such as reading or replying; and custom 162 — access to a library of other
sentences. Such sentence types may be presented to the user through a tabbed interface
as shown in Figure 17, allowing the user to switch between the different types as they

build up their search request.

[00119] Mail actions 164 represent a large area of the user interface shown in Figure
17, because it is that sentence type that is shown in the interface. There may be a
plurality of subsections within this part of the view: phrase 166 — the arca in which the
user selects the type of action they wish to use in their search request; sentence 168 — the
area in which the user builds up the sentence they wish to add to their search request; and
sub-phrase 170 — the area from which the user can introduce modifications to their basic

phrase.

_44 -

23682/12381/DOCS/1688565.3

Page 81 of 573



Attorney Docket No. 23682-12381

[00120] In Figure 17, an action selected is that of a person forwarding a mail to other
people (be they users, groups, or domains). This phrase appears in the sentence box 168,
allowing the user to “fill in the blanks.” In Figure 17, the user has already selected the
first blank — that they themselves forwarded the mail. The user is in the process of filling
in the second blank. By clicking the “people” field 172 with their mouse, they have
caused the application to spawn a pop-up window 174. This window 174 allows the user
to select the most requested choice or go to a modified view of their address book to

select the people they wish.

[00121] The user may customize the phrase in the sentence box by adding in sub-
phrases from the sub-phrase screen area 170 . Each of the different sub-phrase types may
have a color-coordinated arrow next to a given sub-phrase and a matching slot in the
sentence box. The user can drag and drop sub-phrases into the sentence box 168 and
then customize them as they wish. Figure 17 shows two sub-phrases have been added in
— the “all of” sub-phrase 176 and the “from [date] to [date]” sub-phrase 178. The date
sub-phrase may require further user interaction to specify the dates, which the user has
already carried out using the associated calendar buttons 180. Each calendar button 180
spawns a calendar that allows the user to specify a date. It is noted that date formatting
may be a user preference determined globally across the application via the “personal

settings” tab.

[00122] Once a user has built a search sentence that they wish to add to their search
request, they may click the “move to search request” button 182, which will add the

sentence to the bottom of the list in the search request box. In addition, the user may use
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an “anchor” system. Any hard anchor, depicted in Figure 17, may be dragged to an
anchor slot, subject to certain rules regarding how phrases can be combined. The anchor
system may be common to the sentence area, the search request box, and the phrase
palette. It is further noted that in order to assist the user, there may be various user pop-
up help boxes that appear when the user moves their mouse over the different parts of the

interface.

[00123] A search request box 184 is the screen area in which the user builds up their
search criteria, drawing on sentences from each of the different sentence types. Each
sentence 1s shown, along with anchors allowing each sentence to be extended with other
sub-phrases. For example, the sentence, “have history submessages from Cattlin, Simon
or Ash, Duncan” may be extended at the “from” point to “have history submessages
(from Cattlin, Simon or Ash, Duncan) or contain the keywords ‘sales proposition.’”
Each sentence (in both the search request box 184 and the sentence box 168) may be
changed between positive and negative logic. The user may change the “have”
dropdown box to “have not.” There may be weightings for each sentence and each of its
sentence criteria. These are shown by sliders in Figure 17, and the user can move the
positions of these sliders to affect the relative importance of the respective inputs in the
search request. In the example shown in Figure 17, electronic mail objects having history
submessages from Simon Cattlin would be given higher ranking than those from Duncan
Ash in the search results listing. Further, the first sentence regarding history submessage
authorship would be given slightly greater weighting than the requirement to have at least
one attachment.
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[00124] Another part of a search request box shown in Figure 17 is an “actions” box
186. This part may contain icons that allow the user to manage the sentences that make
up their query. The top row from left to right allows the user to copy a sentence (e.g., to
search for two very similar sentences), move a sentence up the list, move a sentence

down the list, and delete a sentence.

[00125] Still referring to Figure 17, an icon may allow the user to toggle the
weighting sliders on and off. When the user turns the weighting sliders off, the ordering
of the list is particularly important, as the system automatically attaches greater
weighting to sentences further up the list. It is noted that when a weighting slider is off,
such may be indicated in the user interface. If the weighting sliders are hidden, an icon
may be displayed to show the slider to indicate that it would toggle the weighting sliders

back on again.

[00126] Another icon in the actions box 186 is a “?”” symbol that provides the user
with help on using the advanced search interface. When clicked, this icon launches a
debugging interface in a pop-up window that walks the user through debugging their
sentence to ensure that it is consistent. Such interactive debugging may be useful in
helping to ensure that the interface is usable by most individuals, as well as being both

sophisticated and powerful.

[00127] Further, it is noted that if a user starts designing a search in the regular
search interface shown in Figure 16 and then moves to the advanced search interface as
described above with reference to Figure 17, the user’s initial input may be represented

as a sentence in the advanced search interface. The user may then further customize and
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extend the search from there. This provides a convenient first step for a user attempting

to move from the regular search interface to the advanced search interface.

[00128] Still referring to Figure 17, a phrase palette 188 may be provided to offer a
“dumping ground” for a user to move phrase and sub-phrases about. It is shown rolled
up in Figure 17, but the user can expand it by clicking the appropriate icon/tab. The
phrase palette may be particularly useful to the user when transferring phrases from their

custom sentence type to mix with other sentence types.

[00129] Many of the elements in the search options box 190 may be similar to those
provided in other web pages of an electronic mail system in accordance with one or more
embodiments. For example, the user may save a search as a “smart folder” that appears
in their “custom smart folder” set. The “smart folder” may either be static, in which case
it keeps the same result listing as when the search was first run, or dynamic, in which

case the application reruns the query each time the user views the smart folder.

[00130] Search results may either be displayed in folder view or in extended view,
as described above. An additional option for the user is whether to include the historical

submessages or not.

[00131] Still referring to Figure 17, a custom sentence type provides access to a
library of phrases and sub-phrases. Such a library may be a centralized resource held
server-side across an organization. The user may type in phrase fragments and search for
phrases that match their desired input, thereby effectively bridging the gap between

natural language searching and logic-based searching. The organization may also update
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the library with new phrases and sub-phrases, mapping these to new logic elements at the
search level. Examples of additional phrases include: “that I wrote that became part of a
tree linked to job code X”; and “that I wrote and were read by Clarke, John.” Other
phrases may act to alter the search algorithm’s action, such as: “that will help me find
someone’s name”; “that will help me find a historical document”; and “that will help me

find out about a project.” These phrases alter the search results in such a way as to assist

the user in finding the type of information they are looking for.

[00132] Now referring to Figure 18, a user may interact with the settings for the
search algorithm and results ranking. Using the interface shown in Figure 18, a user may
change the relative strengths of the inputs to the search algorithm, in a similar manner as
a user can adjust inputs to a relevance analysis engine as described above. The user may
have the option of tying the weighting settings to be the same as their relevance settings.
The user may have additional options they can change under “search other settings” 192
including, for example, the following: the number of results per page in both search result
views, the information to include in the extended view; and the columns to include in the

folder view (including local relevance and search relevance).

[00133] In addition, a user may add in new buttons that allow them to further alter
the search results. These may be accessed via a library similar to that described above.
Examples of different purposes of such custom buttons include: “limit it to mail I read”;
“show me mail read by more people”; “show me more recent content”; and “let me
change the weightings” (presents the user with a pop-up window to change the
weightings of their search criteria).
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[00134] Further, a user may enforce any changes on either a session basis (during a
particular log in session of searches) or for all future searches. This option allows the
user to increase the weighting towards specific criteria for a given search in which those

criteria are important.

[00135] Now turning to a description of search results aspects of an electronic mail
system in accordance with one or more embodiments, the electronic mail system may
have a plurality of views for presenting search results. For example, a “folder view”
represents a way a user may be accustomed to viewing search results. In another view,
an “extended view” more closely resembles the way users are accustomed to viewing
web search results. It is noted that providing a plurality of such views and then allowing
the user to choose which they prefer as they conduct their search promotes user
satisfaction. Further, the electronic mail application may “remember” the user’s previous

choice and defaults to this view when the user conducts a new search.

[00136] Figure 19 shows an example of folder view search results. In one aspect,
this view may be regarded as being intuitive. The table indicates the author 194 and
recipients 196 of each mail, the subject, any designated job code, key dates (delivered
and read), and the mailbox the electronic mail object resides in. In addition, the table
may include an information icon that allows access to a similar pop-up window as that
shown in Figure 10. Further, the table may display relevance sliders for each electronic

mail object returned by the search.

[00137] Still referring to Figure 19, the row above the column headings includes

some potentially useful capabilities for the user. The user may refine the search and may
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also search within the results they have already been presented with. “Back” and
“forward” buttons 198 allow the user to move up and down their search history with a
single click. The user may also sort each column ascending or descending to further

customize the results view.

[00138] Now turning to a description of search results presented in an extended
view, reference is made to Figure 20. As in the folder view for search results described
above with reference to Figure 19, the extended view interface shown in Figure 20
includes options to refine the search 200, search within results 202, and move backward

and forward 204 through search history.

[00139] Still referring to Figure 20, a “news” content set 206 is the results of
searching an organization’s knowledge base and intranet site, not electronic mail objects.
In the example shown, the first two items are links to external content that a search spider
found on the intranet site, while the second two items have been written by other
employees as part of the organizational knowledge base. In is noted that the search
results presented in accordance with one or more embodiments are highly customizable,
and additional content feeds may be placed into these top items. The organization may
assign content feeds to each user through the administrative interface or may allow the

user themselves to choose different content feeds.

[00140] The next three items shows in Figure 20 are not expanded, but the user may
select one of the icons to display each set of search hits. The content makes up these
categories includes, for example, the following: contexts (e.g., development, sales) 208;

job codes 210; and people (e.g., users, domains, groups) 212. Each of these sets may
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constitute a set of entities and the occurrences of the search term within them. The

number shown in brackets denotes the number of search hits in each category.

[00141] Still referring to Figure 20, below the categories described above (e.g., news
206, contexts 208, job codes 210, people 212), the search results list hits within
electronic mail content. Each search hit highlights the content that caused the item to
appear in the search results, with, for example, the following display schema: the subject
of the submessage; a magnifying glass containing a question mark; the relevance of the
submessage; the body text showing the instances of the search term; the people involved
(senders and recipients); a set of property icons similar to those described above with
reference to Figure 8; a job code or attachment name if they are part of the search hit; the
date the mail was received and read; and the mail folder in which the respective

electronic mail object appears.

[00142] In one or more embodiments, clicking a user (or group or domain) name
causes the application to display the respective “smart folder” of the searcher’s
interactions with that population entity. Clicking a job code, context, or other entity may

have a similar effect.

[00143] Clicking the magnifying glass 214 with a question mark inside may spawn a
pop-up window indicating to the user how the result matches their query. This allows the
user a quick way to understand why the result would be of relevance to their query and
how the application arrived at that decision. It also allows the user to provide feedback
to the electronic mail application by indicating whether the result was what they were

looking for.
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[00144] It is noted that the relevance slider 216 for the submessage with the subject
“don’t bother reading — just a test message” 218 is quite low given that this is the first
page of the search results. This highlights that the relevance sliders may not be
respective to the search being conducted — they are local relevance values based on the
output of the relevance algorithm. Relevance in search is used to determine the ranking
for the search results (though, this may also be displayed as a user preference). The test
submessage was deemed to have low relevance as few people read the submessage, given
that the submessage was a test and not real content. However, because the body of the
submessage includes many instances of the word “test,” this helped drive the submessage

up the ranking of the search results given the query was for the word “test.”

[00145] As shown in Figure 20, the search result “don’t bother reading — just a test
message” 218 does not show the instances of the search term in the message body. This
is because the submessage is unread, and in one or more embodiments, an electronic mail
system may not allow partial reading of a piece of content in a user’s incoming electronic
mail. In this case, the user may click the submessage to read it if they wish to view the

content.

[00146] In one or more embodiments, search terms displayed in search results may
be highlighted in one or more of a plurality of ways. For example, as shown in Figure
20, search terms are displayed in bold to help the user identify the terms. Another option,
used at the bottom of the interface shown in Figure 20, is to highlight the search terms
220. Such a feature may be particularly useful for searches for multiple terms, as it may

highlight each search term in a different color.
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[00147] As described above, an electronic mail system in accordance with one or
more embodiments may use a relevance analysis engine for one or more of various
purposes (e.g., managing and presenting electronic mail, forensics, searching). Now will
be provided a more detailed description of how such a relevance analysis engine may be
implemented in either software and/or hardware. “Importance” and “relevance” are at
least two components or concepts associated with the relevance analysis engine. A
“relevance” score attaches to electronic mail and indicates to the recipient the priority
they should give to dealing with this piece of electronic mail. Because a given piece of
electronic mail may actually have more than one “sender” (e.g., an individual and a job
code, a forwarded user), the relevance of the piece of electronic mail may relate to a set
{s} of senders. An “importance” score attaches to an individual user (though this could
sometimes be, for example, a job code rather than an individual). Importance is a metric
used to help to determine the relevance of electronic mail objects by reference to who

sent or forwarded them.

[00148] In order to describe one or more embodiments of a relevance analysis

engine, the following components will be used:

1. Mail Data Component: a mail data component is a feature of or
attachment to a particular electronic mail object (e.g., date or flag
for follow up). [symbol: *"MDC for mail data component of
electronic mail object x; this is calculated from the various mail
data factors *MDF;]

2. Individual Relevance Component: an IRC value is a relevance score
for a piece of content respective to a given individual user, and is
based on the actions of that user. [symbol: *IRC; for recipient r’s
actions on electronic mail object x from senders {s}]

3. Individual Importance Component: an IIC value is an importance
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score for an entity (e.g., a sender or job code) s respective to a given
individual user, and is based on the actions of that user. [symbol:
IICy for recipient r’s actions on past mail from sender s]

4. Global Importance: a global importance value is an importance
score for an entity respective to the entire system, and is a weighted
average of all IIC values for that entity. [symbol: I # for sender-
entity s]

5. Global Relevance: a global relevance value is a relevance score for
a piece of content respective to the entire system, and is a weighted
average of all IRC values for that piece of content. The weights
used relate to the global importance values of those to whom the
IRCs relate. [symbol: “R® for a piece of content x from senders {s}]

6. Cognate Group: for each user, over time, the system identifies a
“cognate group” of the n other users regarded as most similar. This
group is defined by similar past user actions and assessments, and/or
a direct input by a user. It is noted that it is not assumed that the
population of recipients falls into separate and mutually exclusive
cognate groups. Rather, each recipient may have their own cognate
group of those the system regards as most similar to that recipient.
Thus, in some cases, for example, user A may be in user B’s
cognate group (because A is in the n users most similar to B), but at
the same time, B may not be in A’s cognate group (because there
are n other users more similar to A than B is).

7. Cognate Relevance Value: a cognate relevance value is a relevance
score for a piece of content respective to a given recipient based on
a weighted average of the IRC’s of the n users considered to be the
cognate group for that recipient. [symbol: *R,” for the relevance
input from the cognate group c of recipient r, on electronic mail
object x sent by senders {s} to recipient r]

8. Cognate Importance Value: a cognate importance value is an
importance score for an entity respective to a given user, based on a
weighted average of the IIC’s of the n users considered to be the
cognate group for that recipient. [symbol: I° for the sender s to
recipient r in cognate group c]

9. Local Importance: a local importance value is the importance value
for an entity (e.g., a sender, a job code) to a given user which is
shown to that user through the interface. It is a function of the
user’s own IIC for that sender, together with global and cognate
importance values for the sender. [symbol: I for local importance
of sender s to recipient r]

10. Combined Importance: local importance values are stored locally
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for each recipient for each sender or entity with which that recipient
has interacted. There may be a set {s} of senders associated with a
given incoming electronic mail object, and the local importance
factor germane to that electronic mail object is then not a single
sender local importance but a value arising from the combination of
local importance values for that set of senders. Whereas local,
cognate and global importance values may ecach relate only to
individual senders, the combined importance is a combination of
importance values that relate to the particular set associated with a
particular electronic mail object. [symbol: XCI{S}rl for local
importance to recipient r of the particular set of senders {s}
associated with electronic mail object x]

11. Local Relevance: a local relevance value is the relevance value for
a piece of content to a given user that is shown to this user through
the interface; it is a function of the user’s own IRC, the global and
cognate relevance scores, and the combined importance relating to
that mail. [symbol: XR{s}rl for content x sent by senders {s} to
recipient r]

[00149] Further, Figure 21 shows an example chronological scenario for the
relevance analysis engine. Figure 21 shows at a high level how the terms described
above relate to each other and the process by which they are calculated in the functioning
of relevance analysis engine. Below is provided a more in-depth description of relevance
techniques and computational implementation. It is noted that the scenario in Figure 21
depicts a final relevance mechanism (described below), which includes cognate

relevance.

[00150] The steps exemplified in Figure 21 are as follows. In step 1, John sends an
electronic mail object to Sue, Harry, and Chris. In step 2, a “knowledge server” (or
“object-based electronic mail server”) (e.g., TransAct developed by BLUESPACE
SOFTWARE) in accordance with one or more embodiments carries out the following

processes: sends the first electronic mail object; and calculates the combination
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importance for each recipient. Then, in step 3, Sue and Harry are active or logged in.
Subsequently, in step 4, the knowledge server initiates a batch cognate relevance
recalculation for Sue, and so calculates the first cognate relevance value for this
electronic mail object (at this point, the values is zero because there are no IRCs yet, so it
has no input to the local relevance when evaluated). In step 5, Sue accesses her inbox.
Then, in step 6, the knowledge server calculates Sue’s local relevance value for the
electronic mail object (in order to show the value in her folder listing). Thereafter, in
step 7, Sue reads the electronic mail object. In step 8, the knowledge server carries out
the following processes: marks the electronic mail object as having been read by Sue;
calculates Sue’s IRC value for the electronic mail object; recalculates Sue’s IIC value
with respect to John; and recalculates Sue’s local relevance value (which changes
because she has done something with it). Then, in step 9, the knowledge server
calculates the first global relevance value based on Sue’s IRC value. Subsequently, in
step 10, the knowledge server initiates a batch cognate relevance recalculation for Harry,
and so calculates Harry’s first cognate relevance value for this electronic mail object,
based on Sue’s IRC value. In step 11, Sue replies to the electronic mail object. Then, in
step 12, the knowledge server carries out the following processes: sends the replying
electronic mail object; calculates the combination importance for each recipient for the
replying electronic mail object (based on both Sue’s importance and John’s importance
as the two authors) (it is noted that this replying electronic mail object may initiate a
separate process thread); and updates Sue’s IRC for the original electronic mail object

and her IIC value for John. Thereafter, in step 13, the knowledge server recalculates
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Harry’s cognate relevance value for the original electronic mail object based on Sue’s
IRC value. In step 14, Harry accesses his inbox. Then, in step 15, the knowledge server
calculates Harry’s local relevance value (for his folder listing). In step 16, Harry reads
the TransMail. Subsequently, in step 17, the knowledge server carries out the following
processes: marks the electronic mail object as having been read by Harry; calculates
Harry’s IRC value for the electronic mail object; recalculates Harry’s IIC value with
respect to John; and recalculates Harry’s local relevance value. Thereafter, in step 18,
the knowledge server initiates a batch cognate relevance recalculation for Sue, and so
recalculates Sue’s cognate relevance value for the (original) electronic mail object, based
on Harry’s IRC value. In step 19, the knowledge server calculates the second global
relevance value, based on the IRCs from Sue and Harry. Then, in step 20, Chris logs in
or becomes active. Subsequently, in step 21, the knowledge server calculates Chris’
cognate relevance value for the original electronic mail object for Chris based on the IRC
value from Sue (Harry is not in Chris’s cognate group). In step 22, the knowledge server
continues to recalculate cognate relevance values and the global relevance value at
specified, but, for example, increasing intervals. Then, in step 23, the knowledge server,
during a period of low activity (e.g., in the evening), recalculates global importance,
cognate importance, local importance, and combination importance values. A detailed

visualization of how these different variables interact is exemplified in Figure 21.

[00151] As apparent from the description above in regard to a relevance analysis
engine in accordance with one or more embodiments, the relevance analysis engine may
continually update a set of inter-related values, based on user action, so that everyone’s
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actions affect everyone else. Thus, in view of this, each user/post may have a different
individual set of importance and relevance criteria. Further, an electronic mail system of
this kind in accordance with one or more embodiments may also require the input of
user-set values for the relevance and importance criteria, which both correct the values
for the user concerned and may also offer a check on the effectiveness of particular
relevance mechanisms being used. Moreover, it is noted that for organizations with
many posts attached to user teams, an electronic mail system of this kind may allow users

and posts to be treated separately with varying levels of inter-correlation.

[00152] Now turning to a description of a core of a relevance analysis engine in
accordance with one or more embodiments, it is assumed that (i) there exists a set of
people a, b, ¢, . . . d involved in sending and receiving electronic mail objects; and (ii)
senders {s} (plural because more than one may have been involved in forwarding it) send
a piece of electronic mail x to the recipient r. Accordingly, an aim of the relevance
analysis engine is to produce for recipient r a “good” value for the local relevance *R;' for
that piece of electronic mail. Thus, such an aim may be expressed as follows: “if the
recipient r were to open a set of incoming mails and consciously assign relevance scores
and rankings, these would correlate highly with the *R,' values calculated by the

system.”

[00153] It may also be possible to define the relevance ranking of an incoming
electronic mail x to recipient r before it is opened (its “before-reading” local relevance
*R,®) and after it is opened and read (its “post-reading” local relevance *R;/*). This may
not be exactly the same as relevance of incoming and stored electronic mail object,
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because some electronic mail objects may be stored without being opened. The icon in
the user’s view indicates that the electronic mail object has been read by an open letter
symbol, so that it is clear which is being given as the local relevance value for a given
content. Opening may be only one of the activities comprising the IRC for that recipient
and electronic mail object (it could, for example, be deleted without opening it), but
could be a key one in terms of ensuring that the actions done are based on full knowledge

of the nature of the electronic mail object.

[00154] Further, there may also be a concept of search relevance *R,>, which is a
number assigned to the results of a particular electronic mail object search. These values
may be computed using the local relevance values together with the search criteria and
weights for them of the weighting slider icon (if utilized) given by the user to change the

level of impact each action or entity has on the search request s.

[00155] For the Sth search, if *C;® is a dichotomous variable indicating the presence
or absence of that search criterion in the electronic mail object (i.e., will have a value 0 or
1), and W® is the sliding weight given it by the user for that search, then the scarch

relevance may be calculated by:

erS — f(erl;ixCisms).
i=1

[00156] Search relevance values may be stored locally while the search results are
being examined (unless explicitly stored by the user). It is noted an objective is for these
to be allocated by the system to closely resemble the ranking which the user would assign

were they to be able to look at the overall view and contents of their electronic mail.
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[00157] Now turning to a description of factors used by a relevance analysis engine
in accordance with one or more embodiments, a plurality of factors may make up the
IRC. The first are indicator functions, “IRCDj;, which are dichotomous (i.c., are simply
“on” or “off”’) depending on whether the action has happened or not. This includes
attributes such as factors that are available only for past-reading local relevance: “the
user opens the electronic mail object” (if so, then D=1, if not, then D=0); “the user clicks
on a hyperlink in the electronic mail object” (if so, then D=1, if not, then D=0); and “the

user replies to the electronic mail object” (if so, then D=1, if not, then D=0).

[00158] A second set of variables *IRCC,j are values on cardinal scale (or ordinal
scale transformed for the model to a cardinal scale): “how many extra times the user
opens the eclectronic mail object”; and “to how many people the user forwards the
clectronic mail object.” These may be placed into suitable functions f(*Cy) that are
between 0 and 1. Some of these factors may also “decay” over time. While it may be
difficult to determine this without some indication from the user, there clearly may be
some electronic mail objects connected with projects that, once completed, leave the user
unlikely to wish to consult the electronic mail objects again. Some feedback may be
useful connected with a particular job or project code. Further, there may be occasions
when the relevance of an incoming electronic mail object is highly affected by the life
cycle of a project. This means that it may be useful to include a time related factor of
importance that has a discontinuity break when the project is completed. Moreover, this
would mean that the relevance could be multiplied by a time-related factor *G,(t). For
example, *G,(t) may reflect relevance of a project up to a deadline time, #,, beyond which
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the relevance begins to decay:

where A is a decay constant (high for rapid decay, low for slow decay). In one or more
embodiments, most stored electronic mail objects may have a time-decay-based element

of relevance.

[00159] As described above, various mail data features may be considered that may
affect relevance and that are inherent to the electronic mail object itself. For example,
the electronic mail object may contain a flag for action from the sender. In another
example, the electronic mail object may itself be a reply to an earlier electronic mail
object. These factors “"MDF; enter the relevance calculations for the inherent or mail data

electronic mail object component “MDC.

[00160] Another factor in relevance calculations is the importance of the initial
and/or a subsequent sender (e.g., a forwarder), and other entities involved in the
communication, ¢.g., job codes. In one or more embodiments, importance may be on a
scale of numbers, and may be put into a function (e.g., f(ls), which is between 0 and 1).
There may be an absolute global importance and also an importance to the particular
recipient. For example, a recipient’s manager may have low importance in the great
scheme of things, but high importance to the recipient him/herself. Still further, as
described above, the importance of the sender to the cognate or similar group within
which a recipient is located may be considered. Accordingly, this means that there may

be at least three factors for consideration as to importance:
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1. I& is the “global importance” of the sender s. This number may be
the same for all recipients of all electronic mails from that sender at
around that point in time, though clearly can change over time as the
commercial scene changes. It may often depend, in particular, on
the importance of the post as located in the organization chart of an
organization.

2. Isrl is the “local importance” of the sender s to that individual
recipient r. This may depend, for example, on where within the
organizational chart the sender is relative to the receiver, or whether
the receiver is working with the sender on some particular inter-
company project.

3. 14" is the “cognate importance” of the sender to a particular
recipient, which is the sender’s importance to the cognate or similar
group within which the recipient is located. This may be thought of
as a more focused element of communal importance than the global
importance, which is universal.

[00161] There are two clements of both global and local importance: the “role
importance” attaching to the post(s) held, and the importance that may attach to an
individual per se. For example, suppose that the assistant to a director in one department
moves to become the assistant a director in another department. Though the assistant
may retain her electronic mail identity as an individual, much of both the global and local

importance values may often attach to the posts held rather than the individual.

[00162] Further, there may also be importance factors involved in cases where the
immediate sender s is forwarding mail from one or more previous senders, who also have
their own importance values. This set is represented by {s}. This is why the input into
the local relevance is actually a weighted average of the local importance values of all the
senders, the combined importance *Cly,,', which relates specifically to the combination
of senders in this electronic mail object x as received by r. The local, global and cognate
importance values, however, may relate to individual senders or entities in the system,
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instead of to combinations.

[00163] Now turning to factors for consideration in importance determination, the
factors labeled “Dy and *C,; are things that either happen or do not happen (e.g., “does the
recipient reply?”’). Their values may not be readjusted in the light of the success or
otherwise of the prediction of relevance values for incoming electronic mail objects —
only the weightings given to them are adjusted (using a model based on linear regression

as described below).

[00164] The importance factors I,° may be different, because they are not
ascertainable variables but are (estimated) parameters constructed within the model itself.
In this case, the values of these factors are affected by the electronic mail traffic that has
occurred. For example, the importance of a user may be affected by the receipt of
clectronic mail from other users — his/her importance perturbs or is shared by the
importance of the other users. This interactive process may be taken into account before

the importance is fed into an importance determination mechanism.

[00165] If recipient 1 receives electronic mail from sender s, there may be some true
local importance value “I; ', which would be the importance r would give s with perfect
information. In practice, this may not be static (importance values may constantly
changing), but it may serve as a useful idealization. Initially, a starting value of U may
be set globally, based on judgments of levels of responsibility within the organization.
An example objective is that starting from °I;, the system will converge over time to a

1
value near to ler }

-64 -

23682/12381/DOCS/1688565.3

Page 101 of 573



Attorney Docket No. 23682-12381

[00166] The global importance value of a sender I, 2 is in some ways more simple
because ecach sender has only one value, but it is also more complex insofar as it is
arrived at as part of a large interconnecting matrix of importance values (so that, for
example, a sender is more important if fewer but more important other users so regard
him or her). The global importance may be an average of all the local importance values,

but nonetheless may be a weighted average.

[00167] The cognate importance value of a sender Iy to a recipient r is computed
in run time, based on the individual importance components of those in the cognate group
to this particular user. It may also be necessary to add in a factor that enables importance
to be carried over from posts. For example, if user A moved from post S to take over
post T, then user A’s global importance will be a function of their previous importance
while in post S and the importance the previous holder of post T had. Likewise, local

importance may also be a function of post as well as individual.

[00168] Further, importance attaches to the sender, and may also attach to the job
code and/or context, which are also (passive) entities within the system. The job code
type carries an importance value alongside the sender. This added complexity means that
the relevance determination mechanism may contain weightings of both types of

importance — sender and job code type, among other factors.

[00169] In regard to computing the individual importance component, significant
local action may be assessed. These are actions based on past receipts. These are

weighted, based on a time-dependent function as described above, so that more recent
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actions have greater weighting. For example, taken into consideration may be the
percentage of times previous “unsolicited” electronic mail objects have been deleted or
stored without opening. The following may be used to compute such a percentage,

where n, 1s the number received:
&
— del;no) .
~ Z 1" (del;no)

Here, f 'is a time-based function for electronic mail object x, which is a function of

whether the electronic mail object is deleted or stored unopened.

[00170] Further with respect to past received electronic mail, taken into
consideration may be the “attention ratio” of t; /Ly for electronic mail objects opened,
which is the time spent reading the mail in relation to its length. The following may be

used to compute an attention ration, where m; is the number that have been opened:

LS.

1
ms o
[00171] In addition, taken into consideration may be any past relevance scores given
by the recipient to electronic mail from this sender (a weighted average if more than one
has been graded). If n relevance scores have been given for past electronic mail, the

significance of awarded rankings will decay over time according to the following:

v
Ry =N (R(T) .
x=1
This may also be extended to user-assigned relevance values for particular job codes.
[00172] In regard to user-assigned importance scores, when an electronic mail object
is opened, there is a slider showing the local importance of the sender as calculated by
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the system (as described above with reference to Figure 8). The recipient is able to adjust
this if they feel that it is inappropriately low or high. If this is the first time an electronic
mail object has been received from this sender, then the recipient can select a setting that
will flash to remind him or her that they have not previously received any electronic mail
object from this source, and that readjustment of the calculated importance of the sender

might therefore be particularly useful.

[00173] The effect of this action by the user may be very great when it is first set.
Users would find it odd were they, for example, give a ranking of 5 and then immediately
find that system assigns a local relevance of 1 based on their past actions. They may be

in a better position to know the import of their past actions (if any) than the system.

[00174] Over time, however, if, for example, all the electronic mail from a sender
assigned a high importance were in fact deleted without opening, the system would be
expected to begin to adjust the local importance. In this case, an appropriate function,

however, is /{1 ). The assignment of importance may cither be “locked” by the
g p y y

user (so that it does not change) or can be left for the effect of the assigned score to decay

over time as just described above.

[00175] The individual importance component (IIC) may therefore be a weighted
function of all these various elements of the individual recipient’s actions towards sender

s, as follows:

ln t lm t
ICy= wi— del:no) + wr— t/L,
WIm;f(e no) + w31 (ty/L,)

ms 3
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v
+owsy SURT) + owaf (1.
x=1

[00176] A factor that affects local relevance is a weighted combination of the
individual local importance values of the set {s*} of all the senders (and other entities,
such as job codes) involved in sending and transmitting the electronic mail object x
(which may be effectively a kind of mail thread with those past senders recorded in the

mail data).

[00177] Now turning to a description of computing global importance, global
importance may not be updated at run time, but on a periodic review system. It may be a
function of the elements now immediately described below. One element may relate to
the weighted sum of individual importance components. The global importance value
will be a weighted aggregate of all the individual importance components (IICs). It may
be weighted because if, for example, 10 important people believe that John Doe is
important, this is more indicative than if 100 unimportant ones find John Doe to be
important. It is noted that this may imply a degree of circularity in the process, because
global importance values are therefore mutually dependent. As described below, this
requires a system of equations solved iteratively in what is, for example, essentially a
Gauss-Seidel algorithm procedure until convergence to a sensible precision. In essence,

however, this key element of global importance is:

f{Z ficys If}} :

where k-1 represents that global importance values in the previous period in this
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calculation are being used).

[00178] Another element for computing global importance may relate to electronic
mail objects received. Receipt of an electronic mail object from a more important sender
increases the importance of a given recipient, dependent on how many others receive the
same electronic mail object. “Shared importance” may therefore depend on I# /Ny, where
Nk is the number of recipients of the xth electronic mail object. The results may depend
both on the number of electronic mail objects and the average of the shared importance

values. The factor affecting the global importance at time k of a user may be given by:
O e )
=1 ma

where this represents a summation across the m senders of m electronic mail objects in

time k-1 to k.

[00179] Another element for computing global importance may relate to directly
assigned values. For example, in some cases within an organization, the human
resources section may wish to directly intervene in the importance rankings. For
convenience, this may be termed 7 (°HR'y), where O represents the HR section of
organization O, s represents the user (potential sender) concerned, and t represents the

time at which the intervention was made (this may be locked).

[00180] Still another element for computing global importance may relate to
transferred post importance. This may, for example, relate to human resources, and may
involve any change in importance due to assuming another or upgraded post or role in the
organization: f(°HR",).
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[00181] With respect to calculating global importance in accordance with one or
more embodiments, a global importance determination mechanism may readjust the
global importance in time k from that of k-1 using various functions, where value o

indicates how fast the global importance should change over time:

& & -1
klsg _ a(k—l)lsg +(1_a) [W1 f(Zf{[[CSr;k 14g}j
r=1
+ mk—l) i N -1
wof (DU L /N =0 /N,
j=1 m o
+ w3 A°HR')

+ wa °HR") ]

[00182] These global importance values may be recomputed by the system every
period at intervals as determined by a system operator/administrator. They may be
heavily inter-related and so this system of equations may be solved iteratively in what is
essentially a Gauss-Seidel algorithm procedure until convergence to a sensible precision.
Further, it is noted that as a given implementation is developed and customized, more

powerful iterative systems may be applied.

[00183] Now turning to a description regarding computing cognate importance in
accordance with one or more embodiments, an electronic mail system may store for each
user, a set of n other users considered to be most similar to the user concerned — this is
that user’s “cognate group.” The composition of this cognate group may be altered by a
periodic review (a rapid change not being vital). The cognate importance for a particular
sender is computed periodically using the individual importance components of each of
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the cognate group. In some cases, there may be no individual importance components for
a particular member of the cognate group. In this case, the value may be computed from
those for which components do exist, with a decreased weighting in the final formula for
local importance:

¢ I
L= =3 ruicy),
i=1

n ci
where n, is the number in the cognate group with non zero IICs.

[00184] In regard to computing local importance in accordance with one or more
embodiments, the local importance represents the local importance to the recipient of the
sender of an incoming piece of mail. It may be a function of, for example, the following:
the individual importance component (IIC) (based on the user’s own actions); the cognate
importance component (based on the IICs of the users in the group currently identified as
cognate to the present recipient); and the global importance value (based on the global
values assigned at the last periodic review made by the system). Thus, this may be

expressed as:
U= f UGy VL VL),

[00185] If this is the first time the recipient has received any communication from s,
then there may be no value for IICy" at all, in which case “I; ' will be based purely on I ¢
(if this exists) and &Dr 8. If the sender is a completely new user unknown to the system
and having no importance value at all (not even one assigned by a human resources

department), then the system may not have an obvious way to decide how important is
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the sender, and so how relevant the mail. Because the default importance in such a case
will be low, “newcomers” may be advised to encourage their human resources
departments and/or potential recipients to set importance values for them, and in the case
of, for example, a sales team, contacting a new customer they need to set the importance
values for that customer accordingly. Each customer may form their own policy on how
to assign initial global importance values, with correlation to rank or remuneration being

most likely.

[00186] A well-established MIC, may have a greater weighting over the “I¢ value,
and, as already described, a specific f/(72" ) gives high weighting within the “IC to
any specific assignation of importance by the user. Further, if the individual user has
specifically said that a particular sender (e.g., a spouse) is important, their lack of global

importance or cognate will not be expected to alter this.

[00187] In regard to computing combined importance in accordance with one or
more embodiments, it is noted that the combined importance may be a function of the
local importance values of the set {s} of senders (and other entities, such as job codes)

involved in electronic mail object x:

XCI{S}/ = f|:z Wy [S,l] .

s}

[00188] As described above, a sample may be collected by the system of the actual
relevance scores that a user would have assigned, having looked at electronic mail, on a

sliding scale that effectively works as a percentage. A “good” system would produce a
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priori relevance weightings that turned out to be near to the ones assigned post-opening
by the recipient. The formula described above is actually a linear combination of the
various given values of the D, C and I’s. It is therefore possible, given enough feedback
data, to use linear regression to derive the weights which would minimize the error-
squared terms in predicting the scores for relevance as given by the user. The database
used may essentially be a very large matrix, with a large number of zeros and can often

become ill-conditioned.

[00189] Such analysis enables a plurality of features. First, for example, different
recipients who provide feedback may have their own individual weighting estimated.
Further, if patterns of weightings emerge for different types or levels or importance
scores of users, then global best estimates of weightings on a user category basis may be
refined over time and these can be useful particularly in assigning initial weighting to a

new uscr.

[00190] An example of interrelationships among at least some of the different types
of values described above is shown in Figure 22. It is noted that the local importance and
relevance values are what are shown to the user. Figure 22 also indicates the timings by

which the different elements are calculated (further described in detail below).

[00191] Still referring to Figure 22, an individual user’s actions on a particular piece
of electronic mail may have at least two effects: (i) they contribute scores to that user’s
individual relevance components (IRCs) for that electronic mail object x; and (i1) they
contribute scores to that user’s individual importance components (IICs) for the sender(s)

{s} of that electronic mail object. These may be stored locally to that user. In the
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communal sphere: the user’s IRCs then contribute to a global relevance score, and are
available to contribute to any cognate relevance scores for other users; the user’s 11Cs
then contribute to a global importance score, and are available to contribute to any
cognate importance for other users; global importance scores for senders are calculated
periodically using the TIC’s; and global relevance scores for each mail are calculated
periodically using the IRCs (being revised more frequently in initial stages of an
electronic mail). For each user, a cognate group of n users is identified, whose 1ICs
correlate most closely with that user. As described above, this means that it is quite
possible for John to be in Joan’s cognate group but not vice versa. The identification of
these n users does not have to change rapidly, and may be done on periodic review, with
the identities of the n stored locally for user r. Further, for each user, a local importance
value for each individual sender with whom a recipient r has interacted is calculated
periodically and stored locally to r. This may utilize the recipients own IIC’s for s, the
global importance of s, and a value for cognate importance for s found from the
combination of IICs amongst the current n identified as cognate to r. Still further, for
cach user, when an electronic mail object arrives, its mail data may include inputs from a
set of senders {s} who have forwarded or contributed to the history of that mail. A
combination importance for that electronic mail object x may be calculated when it
arrives, using the mail data to identify senders {s} (as well as any other entities involved,
such as job codes), and stored locally to r. If any key senders in {s} have not previously
interacted with this recipient, there may be no stored value for local importance for them.

In this case, a local importance figure is calculated for that sender when the mail arrives,
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using just the global and cognate importance values because there are no IICs at that

point.

[00192] In regard to finding local relevance in accordance with one or more
embodiments, a local relevance value for recipient r for an electronic mail object x is
calculated using the following, for example, as inputs: mail data (as incorporated in the
electronic mail object itself); combination importance of senders {s} of electronic mail
object x (as cached on arrival using periodically reviewed local importance values);
global relevance of electronic mail object x (as stored on periodic review); recipient 1’s
IRCs for electronic mail object x (i.c., any actions done on the mail which affect local
relevance immediately); and cognate relevance for electronic mail object x (looking at

the IRCs of the n in the cognate group).

[00193] Further, it is noted that the recipient r’s IRCs may include actions done by
him or her on this electronic mail object. The user’s IICs may include both of these and
of any past actions done on the electronic mail object from the same sender. These may

be stored locally to the user.

[00194] It is additionally noted that the cognate group composition may be
determined by correlating the IICs. The n other users with the most similar IICs to r will
be the user’s cognate group. This may be done on periodic review basis, as it does not

need to change rapidly.

[00195] Moreover, it is noted that the sender s’s global importance may be found

from all the IICs (including that of r) on a periodic review basis. As described above,
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because importance values are used to weight the I1ICs to determine importance values,

this is circular, but it is solved to a given accuracy on this periodic review basis.

[00196] Further, it is noted that the cognate group may have at least two effects.
One is through 1ICs of Cognate Group on these senders, to cognate importance values, to
local importance values, to combined importance of senders, to local relevance, which
reflects how the cognate group in general has rated the senders. Another effect is through
the direct actions of the cognate group on this particular electronic mail object (e.g., IRCs

of cognate group on this electronic mail, to cognate relevance, to local relevance).

[00197] Additionally, it is noted that an aim of one or more embodiments is to
produce a “good” figure for local relevance, which is the relevance value seen by the
recipient when they are browsing through the interface. The system offers a rapid effect
of actions on the mail of (in, for example, decreasing order of importance and so rapidity
of change): the actions of user r him/herself on electronic mail object x; the actions on the
electronic mail object x of the group cognate to r; and the actions of all the other

recipients on the electronic mail object.

[00198] Each of the different relevance and importance values may have different
characteristics that help to determine how frequently the values must be updated and the
mechanisms for doing so. One aim may be to provide as “up-to-date” a value as possible
for local relevance scores for a given piece of electronic mail in a given user’s area. To
do this, there may be different frequencies at which changes have to be made to the
values used. Local relevance may be based on, for example, the following: mail data
factors; individual importance components; individual relevance components; global
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importance values; global relevance values; cognate importance values; and cognate
relevance values. One or more of these may be available in a browse mode. Whereas
older historical mail may not need the local relevance to update so rapidly, it may be
particularly important that the most recent relevance figure be available for incoming or
recent electronic mail objects structured as described above with reference to Figure 1B.
Further, it may be particularly useful to a given user to know what, for example, cognate
users, have done with the electronic mail object soon after it arrives, as this will help

him/her to assess priorities.

[00199] As to slowly changing values, the identification of a cognate group may be
done on a periodic review basis. If a user is new to the system, it may be desirable to
revise their cognate group more rapidly in the early stages, as opposed to for a well-
established user. However, it is noted that may not be necessary that the identities of the

cognate group be very recent for a relevance mechanism to be useful.

[00200] Further, global importance values may not need to change rapidly. They
represent the overall importance of entities in the system. It is note that these values may
need to change more rapidly for newer entities than for existing ones that already have
the history. Moreover, updates to the global importance may be carried out on either a

queue or periodic review basis.

[00201] As to moderately changing values, cognate importance may change faster
than global importance, but perhaps not as fast as local importance. Cognate importance
is based on purposefully biased samples, but still involves the views of a significant
number of individuals rather than just one user.
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[00202] In regard to local importance, the elements of local importance that relate to
actions in the IIC may be used at run-time to update the value of local importance. An
important attribute of local importance is that once a value has been assigned based on a
reasonable data set, the local importance value may not need to change rapidly. New
entities interacting with a given user have the ability for their importance value to change
more quickly, as the data set is smaller. This is a property of increasing sample size on
average in any case. Effects on local importance of the wider issues of global changes

may be done by periodic review, as are those of cognate importance.

[00203] Still referring to moderately changing values, if global relevance values are
the basis for the communal component of local relevance, then they may have to be kept
up-to-date. If not, the value of the communal component in local relevance may be
greatly reduced. For example, the impact of five other recipients deleting the electronic
mail object before the user in question reads it will not affect his/her local relevance
value until after he/she has dealt with the electronic mail object. As with local relevance,
the rate of change in a global relevance value for a given piece of content should be
greater the newer the content is (as the first users interact with it). In practice, it may not
be dealt with in run-time, and thus may be queued and periodically reviewed. It is noted
that the rapid reassessment in the early stages of the electronic mail object’s history, may,

however, be important.

[00204] As to rapidly changing values, cognate relevance values may be similar to
global relevance values, in that they change rapidly when content is new, reflecting the
first real user validation of the relevance predictors for the content. It is noted that the
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number of calculations is potentially large. Examples of such scenarios are now
described below based on the following assumptions: an electronic mail is sent to 200
people; and n=20 is the number in a cognate group. To find the global relevance requires
data from 200 sources and gives one figure for global relevance of the mail. Each of the
200, however, may have a cognate group, and the calculation of cognate relevance scores
for each one will require up to 200x20=4000 figures to be combined into 200 individual
cognate relevance scores. Thus, the cognate relevance needs to be updated faster than the
global, because it is what offers the best guide to the user as to whether to prioritize

looking at the current electronic mail object.

[00205] In one scenario for calculating cognate relevance, cognate relevance may be
recalculated whenever the user acted on electronic mail or refreshed the browse mode.
This means that if, for example, there are 150 active mail items in the box, then each time
the user acts or refreshes, there needs to be 150x20 = 3000 pieces of information
combined into 150 separate figures. Refreshing many of these maybe unnecessary, if
they have been around a long time. Changes are more likely in the early stages of their

life cycle.

[00206] In another scenario for calculating cognate relevance, cognate relevance
may be recalculated on a periodic basis, with a recycle period which starts short and gets
longer during the mail’s life cycle. This means that each time the review appears, if 200
received the mail, then there has to be up to 200x20 =4000 retrievals and 200
calculations. This may happen even if the user is not accessing or reading mail (e.g., if
the user is on vacation). At least one advantage is that this will be frequent only in the
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carly stages of the mail’s lifetime.

[00207] In still another scenario for calculating cognate relevance, cognate relevance
may be generally calculated on a periodic review basis, with a shorter cycle in the earlier
stages of the mail’s life cycle. The actual period in these early stages, however, may
depend on whether the user was active on his or her mail. When the mail arrives, it has
some local time-flag indicating periodicity of review of cognate relevance, and this
decreases if the user refreshed the browse-mail or did a mail action. This contrasts with
the scenario described above in which there is only a single time-flag for any given
electronic mail, and a single mathematical series for review of all recipient’s cognate
relevance for that mail simultancously. Mathematically, it may involve a function with,
for example, an exponentially increasing review period, but with its parameters also

dependent on mail-action frequency.

[00208] In yet another scenario for calculating cognate relevance, a cognate
relevance calculation may be triggered by recipient refresh or mail-action in its early
stages, but thereafter, on a periodic review basis, with an increasing cycle length. Within
a certain time of arrival (e.g., the first two hours), which has been termed “phase one,”
any refresh or action by the user on other mail would trigger the recalculation of the
cognate relevance for this particular electronic mail object. After that cut-off period, i.c.,
during “phase two,” recalculation may be done on a periodic review basis. This scenario
may have the advantage of focusing a greater frequency of recalculation where it is most
needed. It makes it also possible to build in a “minimum recalculation cycle” during
phase one, so that it is not literally every mail-action that causes recalculation, but that
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minimum-period reviews take place on this electronic mail object during times the mail
browse is “active.” In the critical early stages of the electronic mail object, review occurs
when relevant (e.g., when the user is looking), but later in its life, its cognate relevance

may not be triggered unnecessarily often.

[00209] In another scenario for calculating cognate relevance, cognate relevance
calculation may take place on a periodic review system during the time that the user is
active. Each review recalculates cognate relevance for any mail received during the last
P minutes, where P depends on the time since that active user-session began. The effect
of this is to review more recent mail more often, but only during an active session. This
system may be combined with a general recalculation during the system’s “quiet time,”

which adjusts older mail relevance scores.

[00210] In one or more embodiments, when the user logs in or becomes active, a
time-line begins, with recalculations every T minutes. T may be a function of the global

importance of the user r, and the time t since login or recommencement of activity:

=% 1.
[00211] The system may allow more important users a more rapid period of
recalculation, but the users themselves may not determine their own recalculation period
pattern because everyone would otherwise opt for the shortest periods possible. It is
noted that potentially an organization may choose to vary their recalculation frequency
factors correlated to user type, ¢.g., seniority. The time P may itself be a function of t so

that the cognate relevance of older mail is recomputed less often:
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P=10.
When the user logs out or becomes inactive, the process is paused, waiting to

recommence once the user logs back in or becomes active again.

[00212] The periodicity of recalculation and time periods involved may be varied on
a per implementation basis depending on the computational resources and priorities of a
given system. It may also be automated to modify itself automatically if the
computational pool recalculating cognate relevance values reaches full capacity and
begins building an extended queue. Such a system may have one or more advantages.
For example, recalculation is done only when either the user is active or during
computational quiet times. It may not be necessary to have up-to-date relevance values
(requiring repeated recalculation) if the user is not looking at them anyway. As to
another advantage, cognate relevance values of most recently arrived mail are
recalculated more frequently, up-to-date information on these being the most useful to the
user. As to a further advantage, the application may not need to consider each cognate
relevance value to see whether it must be recalculated. Instead, it may run a single
process, starting at the top of each user's inbox at the time correlated to their activity, and
recalculate each cognate relevance value until it reaches mail that is older than the period
currently being recalculated. At this point, it may halt, and does not need to evaluate any
further electronic mail objects for cognate relevance recalculation. Another advantage is
that the system may allow separate recalculation of, for example, the last month’s worth
of, cognate relevance values for each user on each weekday night (“quiet time”), and

recalculation of the last years (or more) worth of cognate relevance values for each user
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over the weekend (quiet time). This may ensure that the older mail values do not become

anachronistic, by using space computational capacity in off-peak periods.

[00213] Accordingly, in one or more embodiments, an electronic mail system may
ensure that users have up-to-date (including, for example, as many actions of other users
as possible) cognate relevance values for recent content, while acting to minimize overall
computational load, but still ensuring that cognate relevance values for historical content
(which should change much more slowly) are recalculated periodically in computational
“quiet time.” As an example of this, a scenario is now described. A user becomes
inactive or logs out at time t = m. Then, the user becomes active or logs in at time t = n.
If n - m > 20, the system calculates initial cognate relevance values for electronic mail
objects received between t = m and t = n. If n - m < 20, the system recalculates cognate
relevance values for electronic mail objects received between t = n-20 and t = n. If the
user is still active or has not logged out at time t = n+5, the system recalculates cognate
relevance values for electronic mail objects received between t =n-10 and t = n+5. If the
user is still active or has not logged out at time t = n+10, the system recalculates cognate
relevance values for electronic mail objects received between t =n-5 and t = n+10. If the
user is still active or has not logged out at time t = n+15, the system recalculates cognate
relevance values for electronic mail objects received between t = n-45 and t = n+15. If
the user is still active or has not logged out at time t = n+20, the system recalculates
cognate relevance values for electronic mail objects received between t = n+5 and t =
n+20. If the user is still active or has not logged out at time t = n+25, the system

recalculates cognate relevance values for electronic mail objects received between t =

-83-

23682/12381/DOCS/1688565.3

Page 120 of 573



Attorney Docket No. 23682-12381

n+10 and t = n+25. If the user is still active or has not logged out at time t = n+30, the
system recalculates cognate relevance values for electronic mail objects received between
t =n-150 and t = n+30. If the user is still active or has not logged out at time t = n+35,
the system recalculates cognate relevance values for electronic mail objects received
between t = n+20 and t = n+35. If the user is still active or has not logged out at time t =
n+40, the system recalculates cognate relevance values for electronic mail objects
received between t = n+25 and t = n+40. If the user is still active or has not logged out at
time t = nt+45, the system recalculates cognate relevance values for electronic mail
objects received between t = n-15 and t = nt+45. If the user is still active or has not
logged out at time t = nt50, the system recalculates cognate relevance values for
electronic mail objects received between t = n+35 and t = n+50. If the user is still active
or has not logged out at time t = n+55, the system recalculates cognate relevance values
for electronic mail objects received between t = n+40 and t = n+55. If the user is still
active or has not logged out at time t = n+60, the system recalculates cognate relevance
values for electronic mail objects received between t = n-300 and t = n+60. If the user is
still active or has not logged out at time t = n+65, the system recalculates cognate
relevance values for electronic mail objects received between t = n+50 and t = n+65. If
the user is still active or has not logged out at time t = nt+70, the system recalculates
cognate relevance values for electronic mail objects received between t = n+55 and t =
n+70. If the user is still active or has not logged out at time t = n+75, the system
recalculates cognate relevance values for electronic mail objects received between t =

n+15 and t = n+75. If the user is still active or has not logged out at time t = n+80, the
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system recalculates cognate relevance values for electronic mail objects received between
t=n+65 and t = n+80. If the user is still active or has not logged out at time t = n+85, the
system recalculates cognate relevance values for electronic mail objects received between
t=n+70 and t = n+85. If the user is still active or has not logged out at time t = n+90, the
system recalculates cognate relevance values for electronic mail objects received between
t =n-90 and t = n+90. If the user is still active or has not logged out at time t = n+95, the
system recalculates cognate relevance values for electronic mail objects received between
t =n+80 and t = n+95. If the user is still active or has not logged out at time t = n+100,
the system recalculates cognate relevance values for e-mal objects received between t =
n+85 and t = n+100. If the user is still active or has not logged out at time t = n+105, the
system recalculates cognate relevance values for electronic mail objects received between
t =n+45 and t = n+105. If the user is still active or has not logged out at time t = n+110,
the system recalculates cognate relevance values for electronic mail objects received
between t = n+95 and t = n+110. If the user is still active or has not logged out at time t
= n+115, the system recalculates cognate relevance values for electronic mail objects
received between t = n+100 and t = n+115. If the user is still active or has not logged out
at time t = n+120, the system recalculates cognate relevance values for electronic mail
objects received between t = n+240 and t = n+120. Thus, at 5, 10, 20, 25, 35, 40, 50 and
55 minutes, the system recalculates the last 15 minutes worth of electronic mail cognate
relevance values. At 15 and 45 minutes, the system recalculates the last 30 minutes
worth of electronic mail cognate relevance values. At 30 minutes, the system

recalculates the last 3 hours of electronic mail cognate relevance values. At 60 minutes,
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the system recalculates the last 6 hours of electronic mail cognate relevance values.

[00214] When the user logs out or becomes inactive, the process is paused, waiting
to recommence once the user logs back in or becomes active again. It is noted that the
times described above are just examples. In practice, the periodicity of recalculation and
time periods involved may depend on the global importance of the user, and may be also
varied on a per implementation basis depending on the computational resources and

priorities of a given system.

[00215] For organizations involved, for example, in forensic analysis, investigation,
or intelligence, a greater level of content analysis may be appropriate. A relevance
analysis engine in accordance with one or more embodiments may have the capability to
go to greater levels of granularity than submessages, for example, by resolving
paragraphs of text or individual words. This may involve the system itself using spiders
to identify terms within the content of any electronic mail object that statistically increase

the likelihood that it is relevant to the recipient or person performing discovery.

[00216] Keywords of high relevance in a community of users may be automatically
discovered based on statistical techniques. The frequencies of words in a set of mail
content may be compared to regular (average) values, to discover the words that are used
more than average in the volume of electronic mail. The more frequent words may then
be correlated to content relevance, to highlight more frequent words (compared to

average values) that are used in the more relevant content.

[00217] Further, such techniques may allow for “dashboarding” and visualization of
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sets of content (corresponding to, for example, communities or sub-communities), to
provide insight into the nature of the community for an analyst or investigator. This may
be particularly useful when very large amounts of mail communications are being

analyzed, and content must be semi-automatically sampled for further investigation.

[00218] In certain cases, users may seck to find ways to increase their own global
importance. Thus, for example, two friends on similar grades may arrange to send each
other large numbers of electronic mail objects that they would leave open for a while —
cach therefore increasing the other’s importance. Each can monitor the other’s actions
over time, and large numbers of read electronic mail objects may increase both their
global importance values. At least one advantage of this to them is that both may then
get their electronic mail objects read faster when sending to others. In another scenario,
when the content analysis is advanced, senders may deliberately introduce phrases and
words to get their electronic mail objects read. Accordingly, one or more embodiments
may incorporate detection devices identifying such behavior, and to penalize, mitigate,
and/or halt the behavior where and as appropriate. In addition, this type of behavior may

be flagged to administrators inside an organization.

[00219] To further describe an electronic mail system in accordance with one or
more embodiments, a series of stages are now described to illustrate a software
implementation. In a first stage, local relevance of content may be based on some factors
of the mail data (e.g., features inherent in or attached to an electronic mail object) and
cach individual user’s actions on content in their own folders (effectively recording what
cach user does with each mail, and treating every mail separately). Analysis may be
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based on the current submessage, and not retrospectively applied to historical
submessages. Incoming mail relevance may be based on mail data contained within the

electronic mail object itself (e.g., a flag for follow up or urgency flag).

[00220] In a next stage, in addition to local relevance based on IRC on this
electronic mail object, cach entity that a user deals with is given a local importance value
derived from that user’s actions — i.e., using the IIC. The input to local relevance is
through a combined local importance value, considering all the senders involved in this
particular electronic mail object. At this stage, there may be no communal aspects that
would estimate importance using other user actions; the importance values of senders to a
recipient are based on the past actions of that recipient. Analysis may still be based on
entities in each electronic mail object’s respective current submessage, and not changing

importance values of entities in the history portion.

[00221] In a third stage, user opinions are sampled, to confirm that the relevance and
importance values assigned are accurate reflections of each user’s real opinions. Also,
there may be a facility for optional feedback via the sliders into the algorithm (as

opposed to the sliders being for information presentation only).

[00222] In a next stage, relevance values of historical, and implicitly “future,”
submessages are changed based on each user’s actions on a current submessage. Then, in
a next stage, changes are made to the local importance values of entities involved in
historical (and future) submessages based on ecach user’s actions on a current
submessage. Subsequently, relevance and importance are integrated with search, each
again on a single-recipient basis (not taking any communal actions or values of other
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users into the implementation other than those directly implied in the mail data itself). In
a next stage, relevance and importance values are decayed effectively, so that older
content loses its weight over time unless it is re-accessed by the user. Thereafter, users
are allowed to vary their own settings, including the impact different actions have on

relevance and importance.

[00223] In a next stage, global importance values are calculated and periodically
updated for cach entity, based mainly on a combination of each user’s actions (IIC),
which indicate importance of the sender. This may be the first step in communal
importance. There may be human resources input also to the global importance values.
Incoming mail relevance may now be based also on global importance values to give

meaningful global (or communal) relevance.

[00224] In a next stage, global relevance values are calculated for each piece of
content, based on the overall result of each user’s local relevance values. Initial
relevance for content can then include input from the global values (as well as, for
example, local importance), and global relevance can still form a component of each
user’s local relevance even after they have read the content. This may be the first step in
communal relevance. Incoming mail relevance can now be based also on global

relevance scores, which are derived from a weighted aggregate of local relevance scores.

[00225] In a next stage, collaborative search takes place, allowing users to search
other users’ content, according to the rules set by a compliance policy. In a subsequent
stage, there may be integration with human resources to assist in assigning similar users,
to allow an indication of when a user changes roles. Also, in another stage, correlation of
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groups, domains, and other aliases with users is done, so that the system can imply a
degree of change on users’ other identities when an action causes one of their identities to
change. In a next stage, there is integration with enterprise naming systems, such as job
codes, so that similar types and categories can be used in calculating importance values

for related entities.

[00226] In a next stage, the system identifies a cognate group of n other users most
similar to a given user/recipient. This is done, directly or indirectly, based on past
actions. Calculation of each user’s local importance values for other entities is based on
their own actions, and also actions of those in their cognate group. An individual
importance component value (IIC) or individual value inputting into the cognate

importance component (I;°) may be assigned when a user has interacted with an entity.

[00227] In a next stage, a cognate relevance value is now input into the final figure
for local relevance. This is based on the actions of those in the group cognate to the
recipient on the particular electronic mail object. In one or more embodiments, this may
operate at run-time, but, in practice, it may have to be on a periodic review that initially

has a more rapid review period.

[00228] In a next stage, communal weighting adjustment (of the impacts of different
actions as described above) is allowed in a feedback loop, inside, for example, a single
organization. Further, in another stage, smaller fragments are analyzed, such as
paragraphs and words, as subsets of the overall electronic mail, to determine importance
for these entities as well. In a next stage, federation of action weighting and other system

constants is facilitated, based on other organizations’ data (possibly anonymously) to
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improve the accuracy of one or more of the mechanisms described herein.

[00229] As described above, a cognate group may be an important aspect of
determining mail relevance in accordance with one or more embodiments. In some
cases, a single global value for relevance of a given piece of content may not be the most
appropriate measure of its relevance to a given community. For example, an electronic
mail object regarding human resource policies might be most relevant to the human
resources department, and of less relevance to other users. To improve the accuracy of
the algorithm, it may be better to compare a user to a set of similar or cognate users
rather than to the global population. In regard to how such similarity or identification of
the cognate group is determined, one or more of the following approaches may be used:
role or group based; collaborative filtering; fingerprinting; cluster models; search-based
methods; frequency analysis; and importance value correlation. Each of these different
approaches, which may be used singly or in any combination, will now be described in

turn.

[00230] In regard to the role or group based approach, determining similarity may be
dealt with in part by the role-based component in the effective local relevance value for
cach end user. Components may also be included for groups, domains, and other sets of
users (or other entities). Users in the same groups or roles may be assumed to be similar.
For example, if a number of users in a role receive an electronic mail object, and other
users in that role have already viewed it and deleted it, then it is likely to be of low
relevance to another user in that role. Further, users within the same group or role may
have their historical behaviors correlated, to see which users within each group do, in
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fact, behave in a similar manner. This method compares historical relevance values for
content that users in the group have received, with those of the user in question (for the
same content). This technique for extending the basic mechanism is essentially
communal filtering (further described below). It is important to properly recognize the
group (and other) local relevance and importance values used for determining relevance
for content sent to those identities, with their role in ascribing similarity between users.
A resulting statement of similarity from role or group methods might be, for example,
“other users who also work in the development team found this mail to be of high

relevance.”

[00231] As to communal filtering, this mechanism may use the behavior of other
recipients of a given piece of content to determine the content’s relevance to the user in
question — communal relevance. However, rather than just using the global relevance
value for the content, the application may correlate the past behavior of other users to the
user in question to improve the relevance predictor. A resulting statement of similarity
from communal filtering might be, for example, “other users whose relevance values
typically correlate to the user in question (based on comparison for historical content)

found this mail to be of high relevance.”

[00232] In regard to fingerprinting, it adopts a historical comparison method similar
to that of communal filtering, but reduces the sparseness of the matrices by focusing on a
sample of content with large numbers of recipients. Fingerprinting may rely on
analyzing users’ relevance values for a set of data that has been sent to very large
numbers of users. This then provides relevance values for a common set of data,
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allowing a “fingerprint” of each user’s relevance values to be calculated, and then
compared to that of other users. User fingerprint correlation may then be used as a basis
for predicting a given user’s relevance values for a new piece of content, based on other
similar user’s relevance values for the same piece of content. Thus, as more users read a
new piece of mail, the initial relevance values for that content for the remaining
recipients should be predicted more accurately. The correlation between users’ behavior
for mails with few recipients and large numbers of recipients may vary from one
community to another. However, the feedback mechanisms in the relevance algorithm
allow the strength of this correlation to be tested, and the suitability of fingerprinting for
use in predicting behavior for all mail content to be evaluated. It is noted that for mail
content sent with very large numbers of recipients, fingerprinting may be a reasonably
accurate method for determining similarity. While this description has focused on users
and content, other entities may also be subject to fingerprinting. The same matrix with
content in one dimension may also be applied to groups and domains. A resulting
statement of similarity from fingerprinting might be, for example, “other users whose
relevance values typically correlate to the user in question (based on comparison for a

non-representative sample of historical content) found this mail to be of high relevance.”

[00233] As to cluster models, they work by segmenting users (and other entities)
into categories based on their actions or attributes. In some ways, this approach may be
similar to (and partly contains) role and group based similarity, but it may not assume
separate relevance and importance values are stored for each cluster. Examples include,

but are not limited to, the following: users who reply frequently, who forward frequently,
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who never delete mails, who send mails to large groups, who receive certain mail
volumes, who belong to particular groups, who work in particular departments, etc.; job
codes, which have a particular job code parent or type, which are at a certain point in the
domain hierarchy, which have a particular retention period, which result in particular
external actions, which have certain allowed readers (access rights), etc.; and content,
which has a large chain length (number of history submessages), which is of a certain
length, which has attachments of certain size or type, which has a large number of
recipients, which contains certain keywords, which is linked to a particular job code,
which has a particular sensitivity rating, which interacts with certain external systems,
etc. Further, it is noted that cluster models may potentially be applied to both entities and
content in determining similarity and using it as a predictor for user relevance. A
resulting statement of similarity from cluster models might be, for example, “other users

who also forward mails regularly found this mail to be of high relevance.”

[00234] In regard to search-based methods, they may operate with respect to content,
or as a filter to then perform correlative analysis of users’ historical relevance values.
Search-based methods with respect to content may treat the similarity problem as a
search for similar content in the user’s historical content store. They then compare the
relevance values from that user for similar historical content to predict the relevance of
the new content. This essentially moves the similarity question to being a function of
third party applications, but still relies on the user’s own actions to determine relevance.
In another approach, using search-based methods as a filter for comparing other users’

historical behavior, the application finds similar content to that in question and then
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inspects the relevance values given to it by other users. The approach then uses these
relevance values from other users for similar content as an input to determine the initial

relevance of the given content for the user in question.

[00235] As to frequency analysis, this may be another mechanism for reducing data
size by communal filtering determining cognate groups. In this method, each user may
have a set of other users associated with them based not on similarity, but on frequency.
The method may work by finding the users who have the most content in common with
the user in question (e.g., the most frequent to:, cc: and potentially bee: recipients).
Further, this method may not imply similarity among, for example, 100 users, who have
most content in common with the user in question. Rather, it may provide a rich (not
sparse) matrix of content on which to search for correlations (and anti-correlations) in
user relevance values. On a periodic basis, such as each month, the ten most infrequent
users in common with a given user may be removed from the matrix, and the ten most
frequent users in common (not already identified in the matrix) may be added. This acts
to keep the matrix rich with common values. From an importance perspective, this
mechanism may be used to compare a user’s own importance values given to entities
(e.g., job codes) to those of other users. These correlations may then be used to provide
more accurate estimates of initial importance for when a user interacts with that job code

for the first time (as opposed to being forced to rely on the global value).

[00236] To further illustrate frequency analysis, consider, for example, a user, A,
and four other users, B, C, D and E, with whom A has a significant volume of content in
common. The table below lists the relevance values ascribed to historical content,
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electronic mail objects A through T, that user A has in common with most or all of the

other users.
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The list of relevance values for historical content allows each user’s historical behavior to
be correlated with each other user. The resulting linear correlation values are presented

in the table below.

Conelatisgns

Ulser 4 User 8 User & Lser O Ulser £
00426756 -0.35891( 0.754378| -0.25248
03013582 0154122 0122467
User & -0.35891| 0.301352 -0.0957 | -0.31789
User 0 0754378 0154122 -0.0957 -0.43545
Usear E -0.282458) 0122467 -0.31783| -0.43545 1

Ulsar 4
User B 0.0426745

—_

—_

—

—_

Correlation may be a statistical function that indicates the extent of the similarity
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between two data sets. From the table above, it can be seen that user A behaves very
differently to user B, often has opposite relevance values to user B, and ascribes very
similar relevance values to the same content as user D. Thus, the behavior (and resulting
relevance value) of user D on a new piece of content sent to both users A and D would be

a good indicator of the likely relevance of that content to user A.

[00237] User behavior may evolve over time, so the correlation formula may be
weighted towards the newer content (a non-linear distribution of the square of the error
terms in the regression). In addition, there is no requirement that the relationship be
linear; thus non-linear correlation techniques may also be appropriate. In a system of
very high computational power, the regression formula for each similar pairing could be

used to “forecast” a suitable value for the communal component.

[00238] Another way to determine cognate users relates to correlating importance
values. An identification may be to find the n users whose matrices of importance values
correlate most highly with those of the given user r. This approach assumes that the
effects of other factors (e.g., user actions) have fed through into the importance figures.
In one or more embodiments, a single mechanism for determining the identities in
cognate groups may rely primarily on the correlation of importance values, and these

may be reconsidered during computational quiet periods as described above.

[00239] As described above, approaches for determining cognate groups may be
combined. For example, cluster models may be added as another dimension to frequency
analysis. Further, it is noted that for one or more of the cognate group determination

approaches described above, the contribution of more recent content to the similarity
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function may be greater than that of older content, reflecting the changing nature of the
user population as the organization and their roles within it evolve. As described above,
an exponential function may be applied to these contributions to decay them over time.
Further, older data may be removed as new data is added, to ensure that the similarity
structures may be maintained at a given size. The frequency of updating various
relevance and importance values may also be determined on a per organization basis,
depending on, for example, the business requirements and computational power

available.

[00240] As apparent from the description herein of an electronic mail system in
accordance with one or more embodiments, various advantages may be achieved with the
electronic mail system. In one aspect, the electronic mail system “watches” how users
interact with content, as well as implicitly other users and entities in the system, and
takes each user’s behavior as the primary input into a relevance analysis engine of the
electronic mail system. An attraction of this approach might be that it collects vast
amounts of statistical input data to the engine, but does not require additional user time.
Further, the electronic mail system may be applied at a single user level only, based on a
user’s own actions. It may also be applied across an entire organization in a manner
looking communally at other users’ actions, which greatly increases its accuracy by
providing more contextual data. In another aspect, the electronic mail system may be
integrated with traditional email systems. Further, the electronic mail relevance system
may also be applied to historical content, providing “dashboard” summaries and visual
representations of communication communities. In a further aspect, the electronic mail
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relevance system may enhance an investigative process, improving sampling, and ease of

analysis.

[00241] While the invention has been described with respect to a limited number of
embodiments, those skilled in the art, having benefit of the above description, will
appreciate that other embodiments may be devised which do not depart from the scope of
the present invention as described herein. Accordingly, the scope of the present

invention should be limited only by the appended claims.
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fiilng date before that of the application on which pri ity is claimed.

Prior Foreign Forsign Filing Pate Priority Certifled Gopy Attachad?
Applicatian Number(s) Country {(MM/DDIYYYY) Not Claimed Yeos No
WIS
= | [m]
] o_ o
£ [u]

[0 Additional foreign application numbers are listed on a supplemental priarity dats sheat PTO/SB/02B attached heralo.

Page 1of2
28R 23B1/8F/5103175.1

RECEIVED  APR-08-07 11:5TAM FROM- TO~Fenwick & West CTR4E  PAGE (02
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Be-AFPR-2007 B82:07

DECLARATION - Utllity or Design Patent Application

Direct all comrespandanca to: Customer Number: 758 OR[] Comespondance addrass below
Nama

Address

City State ZIP

Cauntry Talephone Fax

false stalements may jeopardiza the validity of the application or any patent issued thersan.

Theraby declare thot all statemants mada hareln of my own knowledga are true and that all statemants made on information
and beliaf are believed to be trus; and further that thess stalements were made with the knowiedga that wiliful false
statemants and the like so made are punishable by fine or imprisonmant, ar both, under 18 U.S.C. 1001 and thet such wiflful

NAME OF SOLE QR FIRST INVENTOR: [J A patition has baen flled for thiz unsighad Inventor
Glyen Neme Earilly Name
{first and middle [If any]) or Sumame
Justin Marston
lsnventor’s . Dato
ignature - )
& ﬁ‘%— —_— > "17"“""Z 07
Residenca: Glty Slate Country ]
Austin ™ us UK
Mailing Addregs
P.C. Box 30570
Clty State F4id Country
Austin TX 78758 us
NAME OF SECOND INVENTOR: ] A petition has been filed for this unsigned Inventor
Qiven Nama Eamilv Name
{first and middle [if any]) of Surnatma
Paul Marston
lé\l;entor’a W f ﬂ c liate
nature ‘f‘ A Y 07-
Lancashire UK UK
Maliing Address
143 Longmsanygate, Midge Hall
ity State e Country
Lancashire PR26 BTD UK
[ Additional inventors or & lesal represeniativa are being namad on additisnal sheats)
Page 2 of 2
2A6B2/12381/8F/5153178.1

RECEIVED  APR-08-07 11:57AM FROM-
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POWER OF ATTORNEY T0O PROSECUTE APPLICATIONS BEFORE THE USPTO

[Thereby revoke all previous powara of aitomey Given in fhe Epploation 1amTad In e aiached
under 37 CFR 3.73(b) : e atatement

s

I hereby appeink . '
X Pracdionera essoolated with the Customar Number 758
ORrR
T Praciilionsris) nemad below (if moma than hen patent pratitionera e to s namaed, then e customer numbper Must be usex):

Nems - Roglsirotien Namber

s attorievis) or agani(s) (o represent the underaignaa befers the Unhed Btates Patsnt shd Trademary Uifice (VEBPTQ) In connwstion with
By and all patant applications assigned gniv o the undersigred according 1a the USF'TOI asglg mant records or askighment deciimants
attachad s this form in aceordancs with 37 GFR 3.73().

Asalgrico Name snd Addresy:

BlueSpace Software Corpo{ration
P.O. Box 30570
Austin, TX 78755 |

7.‘ A copy of thig form, together with a atatemant under 37 CFR 3.73(b) (ForriBPTOlBBm or aquivaient) Is required io
be fiied in each application In which this form Is used. The statement under 37 CFR 3.73(b) may ba complatad by
one of the practidonsrs appointed In this fonm if the appeinted practitiorer is suthorized to act on behalt of the

| assignee, and must identify the application in which this Pawar of Attornay i to be flled.

SIGNATURE of Assipnee of Revord .
Tne Individusl whose signsture and titie i3 suppled below |a authorizad (o aot on heha¥ of the amaignee

Justin Muraton

Eﬁnalum 'Dah [ q 6
| : : . Eﬂ_ one 31 B0 '
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IN THE UNITED STATES
PATENT AND TRADEMARK OFFICE
APPLICANT(S): Justin Marston et al.

APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007
TITLE: Determining Relevance of Electronic Content
EXAMINER: Not Yet Known

GROUP ART UNIT: 2161

ATTY. DKT. NO.: 23682-12381

MAIL STOP MISSING PARTS
COMMISSIONER FOR PATENTS
P.0. BOX 1450

ALEXANDRIA, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING
PARTS OF APPLICATION

SIR:
Responsive to the Notice to File Missing Parts dated February 13, 2007, received in the
above-identified patent application,
X Enclosed are:
Xl a copy of the Notice to File Missing Parts; and
X an original, signed Declaration;

XI Power of Attorney to Prosecute Before the USPTO;

X Statement Under 3.73(b); and

1 23682/12381/SF/5197447.1
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X payment in the amount of $65.00 for the

X missing parts surcharge.

Applicant claims small entity status under 37 C.F.R. § 1.27.

Respectfully submitted,
JUSTIN MARSTON ET AL.

Dated: Aprl 11, 2007 By:/Brian Hoffman/

Brian Hoffman, Reg. No.: 39,713
Fenwick & West LLP

Silicon Valley Center

801 California Street

Mountain View, CA 94041

Tel.: (415) 875-2484

Fax.: (415) 281-1350

2 23682/12381/SF/5197447.1
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UnrTED STATES PATENT AND TRADEMARK QFFICE

— e
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: ggthOxIssIONER FOR PATENTS

1450
Alexandria, Virginia 22313-1450

WwWW.uspto.gov
[ APPLICATION NUMBER | FILING OR 371 (¢) DATE [ FRSTNAMEDAPPLICANT | ATTORNEY DOCKET NUMBER |
11/623,653 01/16/2007 Justin Marston _ 23682-12381
CONFIRMATION NO. 5243
758 FORMALITIES
FENWICK & WEST LLP LETTER

SILICON VALLEY CENTER
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041

Date Mailed: 02/13/2007

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)
Filing Date Granted

items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The oath or declaration is missing. A properly signed oath or declaration in compliance with 37 CFR 1.63,
identifying the application by the above Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary
interest, is required.

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

e To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this letter.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $65 for a small entity

¢ $65 Surcharge.

Replies should be mailed to:  Mail Stop Missing Parts
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Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.qovLa@enticate/AuthenticateUserLocaIEPF.htmI

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/[/WU\ A 1

Office of Initial Patent Examisfation (571) 272-4060, or 1-800-PTO-9199, or 1-800-972-6382
PART 1 - ATTORNEY/APPLICANT COPY
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STATEMENT UNDER 37 CFR 3.73(b)
Applicant/Patent Owner: Justin Marston et al.

Application No./Patent No.: 11/623.653 Filed/Issue Date: January 16, 2007

Entitled: Determining Relevance of Electronic Content

BlueSpace Software Corporation ,a Corporation
{Name of Assignee) (Type of Assignee, ¢.g., corporation, partnership, university, government agency, etc.)
states that it is:
1. the assignee of the entire right, title, and interest; or
2. [ an assignee of less than the entire right, title and interest.
The extent (by percentage) of its ownership interest is %

in the patent application/patent identified above by virtue of either:

A. [ X ] An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded

in the United States Patent and Trademark Office at Reel 019142, Frame 0251, or for which a copy
thereof is attached and is concurrently submitted for recordation.

OR

B. [ 1 A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as shown
below:

1. From To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

2. From To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

3. From To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

[ ] Additional documents in the chain of title are listed on a supplemental sheet.

[1 Copies of assignments or other documents in the chain of title are attached.
[NOTE: A separate copy (i.e., a true copy of the original document) must be submitted to Assignment Division in accordance with 37
CFR Part 3, if the assignment is to be recorded in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

April 11, 2007 Brian M. Hoffman
Date Typed or printed name
(415) 875-2484 /[Brian Hoffman/
Telephone number Signature
Attomey for Assignee

Title

23682/12381/SF/5197536.1
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Electronic Patent Application Fee Transmittal

Application Number:

11623653

Filing Date:

16-Jan-2007

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Filer:

Brian M. Hoffman

Attorney Docket Number:

23682-12381

Filed as Small Entity

Utility Filing Fees

Description Fee Code Quantity Amount SuILoj-STS(tg)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Late filing fee for oath or declaration 2051 1 65 65

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Fage 197 of o975




Description

Fee Code

Quantity

Amount

Sub-Total in
USD($)

Miscellaneous:

Total in USD ($)

Page 158 of 573




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov’

FILING or 371(0)

| APPLICATION NUMBER DATE GRP ART UNIT | FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS | IND CLAIMS
11/623,653 01/16/2007 2161 540 23682-12381 22 3
CONFIRMATION NO. 5243
758 UPDATED FILING RECEIPT
FENWICK & WEST LLP

SILICON VALLEY CENTER
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA94041

Date Mailed: 04/24/2007

Receipt is acknowledged of this regular Patent Application. It will be considered in its order and you will be
notified as to the results of the examination. Be sure to provide the U.S. APPLICATION NUMBER, FILING
DATE, NAME OF APPLICANT, and TITLE OF INVENTION when inquiring about this application. Fees
transmitted by check or draft are subject to collection. Please verify the accuracy of the data presented on
this receipt. If an error is noted on this Filing Receipt, please mail to the Commissioner for Patents
P.O. Box 1450 Alexandria Va 22313-1450. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please
submit any corrections to this Filing Receipt with your reply to the Notice. When the USPTO
processes the reply to the Notice, the USPTO will generate another Filing Receipt incorporating the
requested corrections (if appropriate).

Applicant(s)
Justin Marston, Austin, TX;
Paul Marston, Lancashire, UNITED KINGDOM;

Assignment For Published Patent Application

BlueSpace Software Corporation, Austin, TX
Power of Attorney: The patent practitioners associated with Customer Number 758
Domestic Priority data as claimed by applicant

This appln claims benefit of 60/758,828 01/13/2006

Foreign Applications

If Required, Foreign Filing License Granted: 02/12/2007

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, is
US11/623,653

Projected Publication Date: 08/02/2007
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title
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DETERMINING RELEVANCE OF ELECTRONIC CONTENT
Preliminary Class
707

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have
no effect in a foreign country, an inventor who wishes patent protection in another country must apply for a
patent in a specific country or in regional patent offices. Applicants may wish to consider the filing of an
international application under the Patent Cooperation Treaty (PCT). An international (PCT) application
generally has the same effect as a regular national patent application in each PCT-member country. The
PCT process simplifies the filing of patent applications on the same invention in member countries, but
does not result in a grant of "an international patent” and does not eliminate the need of applicants to file
additional documents and fees in countries where patent protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must
make an application for patent in that country in accordance with its particular laws. Since the laws of many
countries differ in various respects from the patent law of the United States, applicants are advised to seek
guidance from specific foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the
USPTO must issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S.
patent application serves as a request for a foreign filing license. The application's filing receipt contains
further information and guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically,
the section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for
filing foreign patent applications. The guide is available either by contacting the USPTO Contact Center at
800-786-9199, or it can be viewed on the USPTO website at
http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you
may wish to consult the U.S. Government website, http:/www.stopfakes.gov. Part of a Department of
Commerce initiative, this website includes self-help "toolkits" giving innovators guidance on how to protect
intellectual property in specific countries such as China, Korea and Mexico. For questions regarding patent
enforcement issues, applicants may call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all
applications where the conditions for issuance of a license have been met, regardless of whether or not a
license may be required as set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in
37 CFR 5.15(a) unless an earlier license has been issued under 37 CFR 5.15(b). The license is subject to
revocation upon written notification. The date indicated is the effective date of the license, unless an earlier
license of similar scope has been granted under 37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date
thereof unless it is revoked. This license is automatically transferred to any related applications(s) filed under
37 CFR 1.53(d). This license is not retroactive.
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the
subject matter as imposed by any Government contract or the provisions of existing laws relating to
espionage and the national security or the export of technical data. Licensees should apprise themselves of
current regulations especially with respect to certain countries, of other agencies, particularly the Office of
Defense Trade Controls, Department of State (with respect to Arms, Munitions and Implements of War (22
CFR 121-128)); the Bureau of Industry and Security, Department of Commerce (15 CFR parts 730-774); the
Office of Foreign AssetsControl, Department of Treasury (31 CFR Parts 500+) and the Department of
Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN
FILING LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license
under 37 CFR 5.12, if a license is desired before the expiration of 6 months from the filing date of the
application. If 6 months has lapsed from the filing date of this application and the licensee has not received
any indication of a secrecy order under 35 U.S.C. 181, the licensee may foreign file the application pursuant
to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

APPLICATION NUMBER FILING OR 371(c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO/TITLE

11/623,653 01/16/2007 Justin Marston 23682-12381

CONFIRMATION NO. 5243

758

FENWICK & WEST LLP
SILICON VALLEY CENTER
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA94041

Title: DETERMINING RELEVANCE OF ELECTRONIC CONTENT

Publication No. US-2007-0179945-A1
Publication Date: 08/02/2007

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently
http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO's Office of Public Records. The Office of Public Records
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the dates of receipt of correspondence filed in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is
confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 1-866-217-9197.

Pre-Grant Publication Division, 703-605-4283
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Thread based e-mail

Systems and methods for providing electronic

mwsaglng services to multlple users by storing a slngle

noufylng reclplems of the stored slngle copy. An elec-
tronic message includes a distribution list and a mes-
sage content. A distribution list Identifying multiple
recipients causes prior art systems to duplicate the
entire message for each reciplent, placing potentially
large demands on both procassing power and storage
space. In contrast, the systems end methods disclosed
herein store a single copy or a limited number of coples

. of an electronkc message addressed to multiple recipl-

ents and provide each reciplent with a relatively smalt
notlﬁeaﬂon In-addition to provlding lnformatnon regard- -

access to the stored message. Furthermore, the meth-
ods and systems elso ald in organlzing replies to elec-
tronic messages. Replies are associated with an Initial
message through a message identifier. The association
helps to organize electronic messages by subject and
provides context without requliring an author to duplicate
the content of the Initial message with the reply.

NITAL BEBRAGE

S

AN

FORR @ R el
NISSAGE D WESSAGE 1D \m
= oD GENE
0 @ - a w
. (2113
SESSAGE D “w
FG. § Cov ) )
452 84 (L]

Page 163 of 573



Description

BACKGROUND O \' ON

1. Ihe Field of the Inventiop

‘[0001] The present invention relates to  methods

and systems for delivering and organizing electronic
messages. More specifically, the present invention
relates to methods and systems that may be used to
reduce the computing resources necessary for deliver-
ing a single message to multiple recipients and to
improve the organization of responses to the message.

2. The Prior State of the Art

[0002] Traditional electronic messaging systems
are a huge Improvement over the paper analogues they
augment or replace. By reducing the human and mate-
rial resources necessary to transcribe, photocopy, and
distribute paper communtcations, electronic méssaging
allows for resources to be focused on core business

objectives rather than wasted on overhead. However,

the contribution of prior art electronic messaging sys-
tems can be characterized as replacing physical ineffi-
clencies with electronic ones. .
[0003]) Specifically, prior art electronic messaging
systems distribute a single message to muttiple recipi-
ents by duplicating the message.and delivering a copy
to each recipient. The two major. inefficiencies that
result include both processing time to duplicate the
message and storage space ¢to hold the coples. For
exarnple, consider what occurs when prior art systems
deliver a three kilobyte message to all three thousand
employees of a particular business. The prior art elec-
tronic messaging systems must dedicate processing
resources to duplicate the three kilobyte message three
thousand times, producing some nine megabytes of
data that must be stored in the computer systems of the
business.

[0004) Admittedly, with today’s computer systems,
duplicating a file three thousand times and storing nine
megabytes of data are minor concerns, when viewed in
. Isolation. However, several other factors render this
drain on computer resources more serious. For axam-
ple, electronic messaging systems operate on many
individual messages. Duplicating a single message
three thousand times Is the equivalent of receiving three
thousand messages at once. When combined with the
normal operating conditions of the electronic messag-
ing system, a sudden requirement to process three
thousand messages can dramatically reduce system
performance.

[0005) This problem is further complicated when
reciplents begin replying to widely distributed electronic
messages. Because replies may be difficult to under-
stand in isolation, the original message is often copied
with the reply to avoid misunderstandings. Furthermore,

10

EP1085444 A2 2

the replies are often distributed to a!l original reciplents,
multiplying the Initial nine megabytes of data by a factor
of two and adding ancther three thousand messages
the size of the reply.

[0006] However, copying the original message with
a reply provides only minimal context. By its very nature,
recipients will read and respond to a widely distributed
electronic message over a substantial psriod of time.
Some recipients may be out of the office, for hours ata
meeting or days on vacation, when certaln electronic
messages are delivered. Some reclplents will be
Involved in other work when the message Is delivered
and postpone reading and/or response to a more con-
venient time. Others, however, will read and respond
immediately. This response time dslay leads prior art
electronic messaging system to Intersperse responses
with unrelated messages received In the interim. More-
over, if a specific electronic message generates a large
amount of discussion, It may be advantageous to divide
an initial topic into several subtoplcs. However, prior art
electronic messaging systems provide only limited sup-
port for organizing electronic messages by toplc, such
as rules for sorting messages by sender.

{0007] Furthemmore, electronic messaging typically
provides only limited formatting capabillities. Many mes-

- sages, however, require faily sophisticated presenta-

tion. Enhanced formatting may be important as a means
of efficlently communicating information. Perhaps a
table of data quickly conveys the message that would
otherwise require significant amounts of text. Atema-
tively, higher degrees of formatting generally connote an
increased level of importance or authority. The effect of
requiring a high degree of formatting often leads to elec-
tronic messages containing attachments of word
processing documents that provide the increased for-
matting capabillities. Unfortunately, the tormatting infor-
mation of a document may contribute as much to a
document’s size as the text of the document Itself and
introduces a certain amount of overhead. Thus, three
kllobytes Is an extremely conservative size for an emall
message with an attached word processing document.
it is not uncommon for even simple word processing
documents to be in the range of ten to twenty kilobytes.
A twenty kilobyte attachment sent to three thousand
recipients with a single reply that Includes the original
message represents 120 megabytes of data - for a sin-
gle communication. The problem may be at its worst
when a fifty kilobyte tmage or 100 kilobyte program Is
Involved.

[oc08] Because the coples are electronic, (itle con-
sideration Is given to the resources that are required for
delivaring electronic messages. It is a simple matter for
the average person to recognize the effort in physically
duplicating something three thousand times. Few if any
would even consider making a short (or even humor-
ous) comment in a paper system that requires three
thousand copies of the comment, three thousand dupli-
cates of the original message, time to attach the com-
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: perlodically for new messages -

ment to the duplicates, and manual distribution to three
thousand people. However, in an electronic messaging
context, senders give litle consideration to the comput-
ing resources necessary for processing widely distrib-
uted messages and the possible impact of replies.

[0009) Nevertheless, soms prior art electronic mes-
saging systems provide ill-sutted solutions to the
processing and storage problems introduced by multipte
recipient messages. For example, public folders and
newsgroups both provide a mechanism for placing Infor-
matlon in a common area where it can be accessed by

multiple requestors without belng dupficated for each. .

While newsgroups and public folders provide a topical
arrangement of information, they lack the ability to direct
messages to an easily modifiable group of recipients,
Specifically, newsgroups and public folders require a
user to post information and then depend on those who
are interasted in the topic to periodically check for new
messages. This operation renders newsgroups and
public folders virtually useless for ad hoc electronic dis-
cussions.

{co10) Moreover, newsgroups and public folders
provide limited capablliities for controlling access to
posted information. For example, access to newsgroups
and public folders can be controlled by users, but
access cannol be tallored on a message by message
basis. This limitation imposes a need for newsgroups
and public folders to be created based on both topic and
anticipated distribution, leading to a proliferation of
newsgroups and public folders that must be checked

further contributes to the problems in the prlor art
because an increasing number of people have access
to electronic messaging services. This Increased
access enhances the abllity to interact with one another
and increases the fikelihood that a single message will
be meaningful to multiple reciplents, further aggravating
processing and storage problems. The prior art
demands either sacrificing performance, fimiting distri-
bution, or designing systems to support the Inefficien-
cles at their peak demand.

(o] (o] \'J [o]

[o012]
have been successtully overcome by the present inven-
tion which Is directed to methods and systems for
improved distribution of electronic messages directed to
mutltiple reciplents and improved organization of replies
to an electronic message. The improvement eliminates
Inefficiencies In processing power and storage space
caused by duplicating electronic messages and pro-
vides enhanced organization by grouping repties with
the original message.

[0013) More specifically, In one embodiment of the
present Invention, & host system providing electronic
messaging services efficlently distributes electronic

The problems in the prior state of the art

AR

EP 1085 444 A2

5

15

20

25

 [oo15)

30

35

50

-4 - S LI R

messages to multiple reciplents. In contrast to the prior
art's nesd to duplicate @ message for each recipient, the
hest system stores as few as one copy of the electronic
message, notifies each recipient of the stored message,
and includes with the notification a link for accessing the
stored message. Therefore, the host system saves both
the processing time that would otherwise be used for
duplicating and the comesponding storage space
required to hold each of the duplicated messages.

[o014) Alternatively, the Invention can be practiced
using multple host systems, each providing electronic
messagling services to a particular set of clients. With
multiple host systems, the host system originating. a
message creates a list identifying host systems provid-
Ing electronic messaging services for each recipient
and a {ist of recipients for each of the Identified host sys-
tems. Then, for each host system, the originating sys-
tem sends a host-gpecific list of reciplents and a copy of
the electronic message. However, in a multiple host sys-
tem environment, an originating host system may deter-
mine that another host system providing electronic
messaging service to certaln reciplents is unsupported
In that it does not provide the full functionality of the
Invention disclosed herein. Upon Identifying an unsup-
ported host system, the originating host system sends
the electronic message using another protocol that is
compatible with the unsupported host system.

Yet another embodiment of the present
Invention provides for organizing related electronic mes:
sages. Replles may be associated with an earfler mes-
sage by assignlng an Identmer to- the initial- electronic-

establLeh the context of a teply For example aslgnlng
an Identifier allows for the autornated creation of a8 mes-
sage-specific storage mechanism to hold the original
message as weli as all subsequent replies to that inttial

‘message. As electronic messages with Identifiers are

distributed, at least one storage mechanism for each Inl-
tial message Is created. Electronic messages that are
replies are assoclated with their corresponding initlal
message by being placed In the storage mechanism
prevlousty created for each particular initial message.
[0016]) The storage mechanism for initial messages
may also comprise means for Indicating the presence of
electronic messages that have not been opened by the
cllent. When a client selects a particular storage mech-
anism, only electronic messages associated with the
message identifier will be presented. Within each stor-
age mechanism, replies may be organized in a tree,
hierarchical (parent-child), or other sultable arrange-
ment; replies may be further ordered by time of receipt.
Assoclating replies In this manner also allows for the
elimination of common text among messages. There is
no motivation for a reply to duplicate an earfier message
within the reply itself because it is a relatively simple
matter to access the earlier message.

{0017} Although presented separately, the aspects
of the present invention summarized above should not
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be considered as mutually exclusive. Rather, when
combined, these aspects cooperate to greatly enhance
the art of electronic messaging. Furthermore, some
attributes are common among diverse embodiments of
the present invention. For example, the abillty to alter a
distribution list for granting or denying access to one or
more recipients, message specific rules that determine
the [ifetime of a particular message or control access to
the message, and host-specific rules that provide a sim-
ilar function all may enhance the embodiments
described above.

[oc018] it is, therefore, an object of the present
invention to provide methods and systems for reducing
both the processing and storage space resources asso-
clated with electronically sending a message to multiple
reciplents. .
[0019] Rtis a further object of the present invention
to provide mathods and systems for tracking and
dynamically controlling access to an electronic mes-
sage.

[o020]) It Is yet another object of the present inven-
tion to provide methods and systems for organizing
related electronic messages.

[c021) It is also an object of the present invention to
provide methods and systems capable of Interacting
with host systems that do not operate according to the
present Invention. .

[c022) Additional objects and advantages of the
invention will be set forth in the description which fol-
lows, and In part will be obvious from the description, or
may be leamed by practicing the invention. The objects
and advantages of the Invention may be realized and
obtained by means of the Instruments and combinations
particularly pointed out in the appended claims. These
and cther objects and features of the present invention
will become more fully apparent from the following
description and appended claims, or may be leamed by
the practice of the Invention as set forth herelnafter,

HBBIEF DESCRIPTION OF THE DRAWINGS

[0023) In order that the manner in which the above-

‘recited and other advantages and objects of the Inven-

tion are obtained, @ more particular description of the
Invantion briefly described above will be rendered by
reference to specific embodiments thereof which are

Wiustrated in the appended drawings. Understanding .

that these drawings depict only typical embodiments of
the invention and are not therefore to be considered lim-
iting of its scope, the invention will be described and
explained with additional specificity and detail through
the use of the accompanying drawings in which:

Figure 1 is an example system that provides a suit-
able operating environment for the present Inven-
tion;

Figure 2 lilustrates the basic elements of one
embodiment of an electronic message;
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Figure 3 lllustrates the basic components of a host
system that provides electronic messaging serv-
ices;

Figure 4 illustrates how a preferred embodiment of
the present invention processes electronic mes-
sages within a single host system environment;
Figure § llustrates how replies are associated with
original messages; and

Figure & lllustrates how & preferred embodiment of
the present Invention processes electronic mes-
sages within a multiple host system environment
where one host system providing electronic mes-
saging services does not operate according to the
present invention.

DETAILED DESCRIPTION OF THE PREFERBED.
EMBODIMENTS

[0024) The present invention addresses the prob-
lems that prior art electronic messaging services face
when distributing a single message to multiple recipi-
ents. Rather than expending processing power to dupli-
cate the electronic message for each recipient and
rather than dedicating storage resources to retain each
of the newly made copies, the present Invention stores
a single copy of the electronic message and sends a rel-
atively small notification to each recipient. The notifica-
tion provides access to the stored copy of the electronic
message and may also include certain Information
regarding its content and origin. '
[c025) The present Invention aiso aids in organizing
replies to an electronic message. By assigning a mes-
sage ldentifier, each reply can be associated with the
messags that prompted the response. The association
is helpful to a recipient because it provides context for
the reply without requiring its author to duplicate the Ini-
tial message with the response. Furthermore, the con-
text established through association is applicable to
each of possibly many replies, whereas, without associ-
ation, a reciplent would need to separately establish
context for each reply received.

[0026] The invention is described below by using
diagrams to lllustrate either the structure or processing
of embodiments used to implement the methods and
systems of the present invention. Using the diagrams in
this manner to present the invention shoulid not be con-
strued as imiting ks scope. The present Invention con-
templates both methods and systems for processing
electronic messages. The embodiments of the present

Invention may comprise a special purpose or general

purpose computer comprising various computer hard-
ware.

[0027) Embodiments within the scope of the
present invention also Include computer-readable
media having computer-executable instructions or data
structures stored thereon. Such computer-readable
media can be any available media which can be
accessed by a general purpose or special purpose
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computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, mag-
netic disk storage or other magnetic storage devices, or
any other medium which can be used to store the
deslred executable Instructions or data structures and
which can be accessed by a general purpose or special
purpose computer. When information is transferred or
provided over a network or other communications con-
nection to a computer, the computer properly views the
connection as a computer-readable medium. Thus,
such a connection Is also properly termed a computer-
readable medium. Combinations of the above should
also be Included within the scope of computer-readable
media. Computer-exaecutable instructions comprise, for
example, instructions and data which cause a general
purpose computer, special purpose computer, or spe-
clal purpose processing device to perform a certaln
function or group of functions. The computer-executable
Instructions and assoclated data structures represent
an example of program code means for executing the
steps of the Invention disclosed herein.

[0028]) Figure 1 and the following discussion are
intended to provide a brief, general description of a suit-
able computing environment In which the invention may
be implemented. Although not requlired, the invention
will be described in the general context of computer-
executable Instructions, such as program modules,
belng executed by a personal computer. Generally, pro-
gram modules include routines, programs, objects,
oomponents deta struaures. efc. that perform partiou-

Moreover. those ekilled in the art wlll appredate that the
Invention may be practiced with other computer system
configurations, including hand-held devices, multi-proc-
essor systems, microprocessor-based or programma-
ble consumer electronics, network PCs, minicomputers,
malnframe computers, and the (ke. The Invention may
also be practiced in distributed computing environments
where tasks are performed by remote processing
devices that are (inked through a communications net-
work. In a distributed computing environment, program
modules may be located in both local and remote mem-
ory storage devices.

{0029]  With reference to Figure 1, an exemplary
system for implementing the Invention includes a gen-
eral purpose computing device in the form of a conven-
tional computer 20, including a processing unit 21, a
system memory 22, and a system bus 23 that couples
varlous system components Including the system mem-
ory to the processing unit. The system bus 23 may be
any of several types of bus structures including a mem-
ory bus or memory controller, a peripheral bus, and a
local bus using any of a variety of bus architectures. The
system memory Includes read only memory (ROM) 24
and random access memory (RAM) 25. A basic
Input/output system (BIOS) 26, contalning the basic
routines that help to transfer information between ele-
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ments within the computer 20, such as during start-up,
may be stored in ROM 24. The computer 20 may also
Include & magnetic hard disk drive 27 for reading from
and writing to a magnetic hard disk, not shown, a mag-
netic disk drive 28 for reading from or writing to & remov-
able magnetic disk 29, and an optical disk drive 30 for
reading from or writing to removable optical disk 31
such as a CD-ROM or other optical media. The mag-
netic hard disk drive 27, magnetic disk drive 28, and
optical disk drive 30 are connected to the system bus 23
by a hard disk drive interface 32, a magnetic disk drive-
interface 33, and an optical drive interface 34, respec-
tively. The drives and their associated computer-reada-
ble media provide nonvolatile storage of computer
readable Instructions, data structures, program mod-
ules and other data for the computer 20. Although the
exemplary environment daescribed herein employs a
magnetic hard disk 27, a removable magnetic disk 29
and a removable optical disk 31, it should be appreci-
ated by those skilled in the art that other types of com-
puter readable media which can store data that is
accessible by a computer, such as magnetic cassettes,
flash memory cards, digital video disks, Bernoulli car-
tridges, random access memories (RAMs), read only
memories (ROM), and the like, may also be used in the
exemplary operating environment.

[0030] A number of program modules may be
stored on the hard disk, magnetic disk 29, optical disk
31, ROM 24 or RAM 25, including an opsrating systern
35, one or more application programs 36, other programh
modules- 37--and program data-38.- A user may enter

through lnput devices such asa keyboard 40 and point-
ing device 42. Other Input devices (not shown) may
include a microphone, Joy stick, game pad, satellite
dish, scanner, or the llke. These and other Input devices
are often connected to the processing unit 21 through a
serial port Interface 46 that Is coupled to system bus 23,
but may be connected by other interfaces, such as a
parallel port, game port or a universal serlal bus (USB).
A monttor 47 or other type of display device Is also con-
nected to system bus 23 via an Interface, such as video
adapter 48. In addition to the monitor, personal comput-
ers typically include other peripheral output devices (not
shown), such as speakers and printers.

[c031] The computer 20 may operate in a net-
worked environment using logical connections to one or
more remote computers, such as a remote computer
49. Remote computer 49 may be another personal com-
puter, a server, a router, a netwark PC, a peer device or
other common network node, and typically includes
many or all of the elements described above relative to
the computer 20, although only a memory storage
device 50 has been lllustrated in Figure 1. The logical
connections depicted in Figure 1 Include a local area
network (LAN) 51 and a wide area network (WAN) 52
that are presented here by way of example and not lim-
ttation. Such networking environments are common-
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place In offices enterprise-wide computer networks,
Intranets and the Internet.

[0032} When used in a LAN networking environ-
ment, the computer 20 is connected to the local network
51 through a network interface or adapter 53. When
used in a WAN networking environment, the computer
20 typically includes @ modem 54 or other means for
establishing communications over the wide area net-
work 52, such as the Internet. The modem 54, which
may be Internal or external, Is connected to the system
bus 23 via the serial port Interface 46. In a networked
environment, program modules depicted relative to the
computer 20, or portions thereof, may be stored in the
remote memory storage device. it will be appreciated
that the network connections shown are exsmplary and
other means of establishing a communications link
between the computers may be used.

[0033]) Figure 2 illustrates the basic elements of
electronic message 10. Although the invention will be

described below In reference to electronic message 10 -

of Figure 2, the invention can alternatively be practiced
with other electronic messages having more or fewer
elements. Specifically, distribution list 60 describes all
intended recipients of electronic message 10. Atthough
not shown separately, distribution list 60 includes direct
recipients as well as those recelving nonmal or blind
copies. Including blind copy recipients in distribution (ist
60 does not necessarily alter the rules of who will
recelve coples of a subsequent reply. Thet is, appearing
-on distribution list 60 does not mean that a client recelv-
Ing a blind copy of an electronic message will be Identi-
fiable to other reciplents and therefore potentially
receive any later replles to the electronic message.
Timestamp 70 Is a general Indication of a message's
temporal context. it may represent the actual creation

time, the time a message Is received by an electronic .

messaging service for delivery, the actual dellvery time,
etc., or any combination thereof. Subject 72 Is a field
where the sender can summarize a message's content.
Subject 72 aids recipients in evaluating the relative
importance of any particular message without having to
review the entire message. Finally, message content 80
represents a message's substantive content and may
include minimally formatted text, binary data such as
sound, Images, executable files, and/or word process-
ing documents, etc., that may be included with a mes-
sage as an attachment or as the message Htself.

[0034] Figure 3 lllustrates one example of the host
systems that can be used to practice the present inven-
tion. In general, the host systems of the invention can be

any system that provides electronic messaging services .

to users. Host system 100, which should not be seen as
‘Imposing any structural or architectura! limitations on
the invention, includes a message server 112 and dli-
ents 114, Message server 112 can be any network
server or other computing device capable of managing
electronic messaging services for clients 114. In this
example, message server 112 is associated with a mes-
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sage store 113, which can be any suitable data storage
system capable of storing message content 80 of an
electronic message 10, as shown in Figure 2. The proc-
ess of storing message content BO is further described
below In reference to Figures 4-6. Cllents 14, which are
Individually numbered ciient 1, dient 2, client 3, client 4,
. . . client n, can be as few as one dlient or as many cli-
ents as host system 100 and message server 112 are
capable of serving.

[0035] In the example of Figure 3, message server
112 and clients 114 are connected by means of network
116, which may be a local area network, or a wide area
network. [n many cases, network 118 can be an organ-
ization-wide LAN configured to provide messaging
services to users In the organization. Accordingly, cii-
ents 114 can be conventional client systems used in
LANs or WANSs, or any other sultable computing sys-
tems. For instance, clients 114 can be the computer 20
of Figure 1. As shown in Figure 3, host system 100 can
be linked to other host systams. Host system 100 and,
optionally, the other host systems designated by Figure
3 represent one example of a messaging system.
[0036]  Figure 4 combines the basic elements of an
electronic message 10, as lilustrated in Figure 2, and
the basic elements of a host system 100 providing elec-
tronic messaging services, as lllustrated in Figure 3, to
demonstrate the operation of a preferred embodiment of
the present invention. The electronic messaging serv-
Ices of host system 100 function as follows. Limited cop-
les of the message content 80 of Figure 2 are stored as

message 180 In, for example, message store 113 of .

Figure 3. Generilly, message 180 refers to a single
electronic message. However, at times message 180
may also be viewed appropriately as an Initial electronic
message with assoclated replies and/or a forked elec-
tronic message as described below In connection with
Fligure 5.

[0037) The limited coples are In contrast to tradi-
tional electronic messaging services that store a sepa-
rate copy for each client who Is a recipient of an
electronic message. At a minimum, the preferred
embodiment of Figure 4 stores one copy of message
180. However, clients of host system 100 may be organ-
ized into diverse groups, with each group defining, for
example, resources accessible by its members (among
other things). Where clients are organized by group,
host system 100 may store one copy of message 180
for each group having a member as an intended recipi-
ent of message 180.

{0038) Host system 100 also stores distribution list
60 of Figure 2 as distribution fist 160. Next, the host sys-
tem 100 identifies which of clients 114 are recipients as
listed in distribution list 160 and notifies each recipient
of message 180 through notification 110. In this exam-
ple of Figure 4, clients 1, 3, and n are identfied as recip-
lents. Clients 1, 3, and n may be or may not be members
of a common group.

[C039} Distribution list 160 may serve several pur-
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poses. In addition to containing the intended recipients,
distribution fist 160 may also provides means for track-
Ing varlous actions that reciplents perform with regard to
message 180, such as recording recipients who access
the message. However, this tracking also may be per-
formed by message 180 Itself, t may be part of the rules

Included with either the electronic message or host sys-

tem providing electronic messaging services, or track-
ing may be implemented separately or as a subpart of
some collection of functionality.

[0040] Notification 110 may include varlous data
such as timestamp 170 and subject 172 that comespond
to the timestamp 70 and subject 72 of Figure 2. More
Importantly, notification 110 may include message link
182 for enabling the client to access the stored mes-
sage 180. Timestamp 170, subject 172, and message
link 182 are one example of a preferred embodiment's
notification means for making message 180 avallable to
recipients. A notification means may Include other infor-
mation such as a few lines of taxt, the message sender,
etc. The present invention contemplates a varisty of
information as part. of notification 110, ‘including the
above mentloned options being present elther singly or
In combination. It Is only required that notlfication 110
provide some means for indicating the existence of
message 180. This notification Is In contrast to prior art
systems that would dupficate electronic message 10, of
Figure 2, and store a copy for each recipient.

[0041]) Ancther aspect of the embodiment of Figure

" 4is the abllity to track access to message 180, Tracking
may be useful as an. aucmlng feature that allows the

Moreover, tracking access may be useful when consid-
ering rules for governing access and rules for determin-
Ing lifeime as discussed below. Furthermore, one
embodiment of the present invention notifies reciplents
when the distribution fist changes and provides tools for
examining the historical content of the distribution list,
Including comments to describe why specific changes
were made.

[o042) The electronic messaging services also
comprise rules for governing access to message 180.
These rules may be defined as default rules to be used
by the electronic messaging services or they may be
defined on a message by message basis. Regardlass,
the rules may control access by determining, for exam-
ple, f message 180 can be forwarded to new recipients,
it message 180 can be downloaded from the message
server to a local storage device, if distribution fist 160
can be altered, and who is authorized to perform such
actions. Altering distribution fist 160 to add a new recip-
lent grants access to message 180 through notification
110 as if the new recipient had been an original recipk
ent Altering distribution (ist 160 to remove a recipient
revokes access to message 180 as if access had never
been granted; future updates will not be available to the

removed recipient. However, a reclpient on distribution.
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fist 160 may have a local copy of message 180. By
maintaining a local copy, a recipient removed from dis-
tribution list 160 will retain access to message 180 as it
existed at the time of removal from the distribution list
160. Revocation may be accompanled by a message
Indicating that message 180 Is no longer avallable 10 the
cllent.

{0043])  The electronic messaging services may also
include rules for determining the Iifetime of message
180. By way of example and not mitation, message
180 may only be useful through a given date, until eve-
ryone has read i, or until reciplents no longer access it
for a particular time. The rules may choose one of the
above mentioned criteria or a combination thereof, or
some other sultable parameter or combination for deter-
mining the lifetime of message 180. Rules may also
Indicate if the lifetime of message 180 can be extended
and who is authorizad to make an extension.

[0044] Figure § illustrates the organizational com-
ponent of one embodiment of the present invention. In
order to associate replies with the message that
prompted them, each initial message 10 is assigned a
message ldentifier 90. Message Identifier 80 allows
electronic messaging services of the host system to
group replies by subject matter. As practiced in the prior
art, conventiona! electronic messaging services inter-
sperse replies with other electronic messages making it
difficutt for a reciplent to follow a particular tople. Fur-
thermore, as practiced In conventional systems, In &h
effort to aid other users in following the discussion;
responses may dupllcate the content of initial message

0 B5pOT g wade through te
content of message 10to reach the reply’s substance.
[0045) in contrast, the embodiment of the present
Invention lllustrated In Figure 5 assoclates replies to an
Initial message 10 using message Iidentifier 80. Figure 5
shows a hlerarchical tree model by way of example
rather than limitation; any hierarchical organlzation Is
within the scope of the present invention. Reply 412,
reply 414, reply 416, and reply 418 all represent reply
messages assoclated with initlal message 10 through
message identifier 80. This organization allows, for
example, a reciplent to view a display with Iinltia! mes-
sage 10 for context elong with the text of replies 412,
414, 418, and 418 without having the content of mes-
sage 10 duplicated in each reply.

[c046) Flgure 5 also shows fork 423 and fork 427. in
prior art systems, unintentional forks occur when indi-
vidual toples begin to be discussed separately. Forking
is a natural process that occurs based on the Individual
Interests of each particular recipient. Participating In a
forked discussion Is like trying to listen to more than one
person at the same time and makes establfishing con-
text a difficult task. Moreover, forking is further compli-
cated when the original set of recipients splinters into
subgroups discussing individual topics in detail. Forking
Is beneficlal because it allows those with specffic inter-
ests to focus thelr expertise without being subjected to
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larger discussions that may be irrelevant to them. Unin-
tentional forking becomes especially problematic In
prior ant systems when feciplents are added to a distri-
bution list, because the added reciplents must depend
on others to provide them with the discussion's history.
In conventional systems, it becomes dlfficult to separate
the history from the cumrent discussion due to the vol-
ume of Information duplicated in the name of context
Moreover, context must be established on a message
by message basis by examining timestamps and sorting
through text copied from earfler messages.

[0047) In contrast to forking experienced in the prior
art, fork 423 and fork 427 represent intentional forks
according to an embodiment of the present Invention.
These intentional forks are based on recipients deter-
mining that a particular topic is more suited to a small
group. Fork 423 generates & new message identifier
425 and Includes associated replies 430, 432, and 434.
Fork 427, with new message identifier 429, includes
associated replies 436 and 438 as well as fork 447 hav-
Ing messagsé Identifier 449 and associated replies 452,
454, and 456. The advantagse of the embadiment exem-
pflified in Figure S is that organization Is-a function of the
electronic messaging services rather than the whim of
an Individual recipient saving messages on a given
topic. Furthermore, adding a reciplent to the appropri-
ate distribution list provides the new recipient with the
topic history as well, because the new reciplents access
Is identical to that of an original recipient. Moreover, the
hierarchy provides context that camrles from message
for message. For example, replies 430, 432, and 434 all
reiate to the topic division made In fork 423.

[0048) Although the discussion associated with Fig-
ures 2 and 4 spoke In terms of message 180, whether a
message Is an Initial message, a reply, or a response to
& reply Is immeaterial to how the massage Is delivered to
cllents who are recipients. Therefore, Figures 2 and 4
could have been described accurately In terms of mes-
sage/reply rather than simply message. With the pre-
ceding discussion Introducing replies and thelr
comresponding organization, Figure 6 will describe mes-
sages and replies identically with regard to how they are
distributed as any distinction is arbitrary. Nevertheless,
the terms *message® and *reply* may be employed to
Indicate the relationshlp between several messages.
Any descriptions of relationship with regand to distribu-
tion are by way of example and not intended as a limita-
tion.

[0049) Figure 6 lllustrates the operation of an
embodiment of the present invention within a muttiple
host system environment where at least one of the host
systems providing electronic messaging services does
not operate according to the present invention. Originat-
ing host system 100 notifies Hs clients who age recipi-
ents of an electronic message as described in relation
to Flgure 4. However, message 180, shown In Figure 4,
may be either an initial message or reply and is there-
fore designated message/reply 180 in Figure 6.
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[c050} As the originating host system of mes-
sage/reply 180, host system 100 is responsible for noti-
fying other host systems serving clients who are
recipients of message/reply 180. To this end, host sys-
tem 100 creates host list 164 Identifying each host sys-
tem (e.g., host systems 100, 200, and 300) providing
electronic messaging services to the recipients of mes-
sage/reply 180. Host system 100 also creates a recipi-
ent by host list 162. List 162 organizes the reciplents
according to the host system that provides electronic
messaging services to the recipients.

[oos1) Host system 200 is identified by host system

100 as a host system that operates according to the cur-

rent Invention. Host system 100 transmits mes-

sage/reply 180 and the portion of list 162 necessary for

host systern 200 to notify clients of host system 200 that

are reclpients of message/reply. Host system 200 stores

the transmitted copy of message/reply 180 as mes-

sage/reply 280 and the transmitted portion of list 162 as

distribution list 260. In this example, host system 100

must also Indicate how host system 200 should send

replies to message/reply 180. This may be accom-

plished by identifying host system 100 as the originator
of message/reply 180, meaning that all replies should

be directed to host systern 100 for distribution. Alterna-

tively, host system 100 may transmit host fist 164 and

recipient by host list 162 to host system 200 so that host
system 200 may distribute replies independent of host
system 100. After recelving message/reply 180, stored
as message/reply 280, and distribution list 160, stored
as distribution list 260, host system 200 distributes mes-
sage/reply 280 according to the description of host sys-
tem 100 in Figure 4 and organizes message/reply 280
according to the description of Figure 5.

[o052) Host system 300 s ldentified as a host sys-
tem that does not operate according to. the present
invention. For example, host system 300 may be Inca-
pable of storing a single copy of message/reply 180 and
notifying reciplents of the stored single copy. In
response, host system 100 sends message/reply 180
using a protocol, which Is not the one described in refer-
ence to host systam 200, but is Instead compatible with
host system 100 and host system 300. One skilled In
the art will recognize that several suitable protocotls for
use with host system 300 are avallable. In one example
of using a protocol compstible with host system 300,
host system 100 duplicates electronic message 10 of
Figure 2 for each reciplent who is a client of host system
300. As shown in Figure 6, electronic message 310
lllustrates each of the duplicated electronic messages,
containing a full distribution list 360, timestamp 370,
subject 372, and message/reply 380, corresponding to
the similarly number elements of electronic message 10
of Figure 2.

{0053) The present invention may be embodied in
other specific forms without departing from its spirit or
essential characteristics. The described embodiments
are to be considered in all respects only as llustrative

e
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and not restrictive. The scope of the invention s, there-

fore, indicated by the appended clalms rather than by -

the foregoing description. All changes which come
within the meaning and range of equivalency of the
claims are to be embraced within their scope.

Claims

1.

2.

3.

In a messaging system that provides clients with
electronic messaging services, a method for distrib-
uting an electronic message to each client who Is a
reciplent of the electronic message, comprising the
steps of:

creating one or more distribution lists including
each client of a host system who Is a recipient
of the electronic message;

storing at least one copy of the electronic mes-
sage at the host system; and

using the one or more distribution lists to riotify
each client of the host system who Is a recipi-
ent of the electronic message, such that the at
least one copy of the electronic message is
made available to each notified client.

A method as recited In clalm 1, further comprising
the step of tracking each client who accesses the at
least one stored copy of the electronic message.

A method as recited In claim 1, further comprising
the step of altering the one or more distribution lists.

10
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10.

1.

12

16

a recipient from distributing the electronic message
to another client who is not a recipient.

A method as recited in claim 7, further comprising
the step of using the rules to delete the at least one
copy of the electronic message et a time desig-
nated by the rules.

A method as recited In claim 1 whereln a single
copy of the electronikc message Is stored at the
host.

A method es recited in claim 1 wherein clients are
organized into groups and one copy of the elec-
tronic message is stored for each group having a
client who Is a recipient of the electronic message.

A method as recited in claim 1 wherein the notifica-
tion to each recipient comprises the electronic mes-

. sage's subject and a link to access the electronic

13.

message.

In a massaging system that includes an originating
host system and at least one other host system,
each host system providing electronic messaging
services to a particular set of clients, a method for
distributing an electronic message comprising the
steps of:

. ‘u
the originating host system performing the
steps of: T -

7.

A method as recited In claim 3 wherein the step of
altering the one or more distribution lists comprises
the step of removing a reciplent, thereby denying
the reciplent subsequent access to the at least one
copy of the electronic message.

A method as recited In claim 3 wherein a reciplent
mainteins a local copy of the electronic message
end the step of altering the one or more distribution
lists comprises the step of removing a reciplent,
thereby denying the reciplent subsequent access to
future updates of the electronic message but leav-
Ing the local copy Intact.

A method as recited In claim 3 whereln the step of
altering the one or more distribution lists comprises
the step of adding a recipient; thereby granting the
recipient access to the at least one copy of the elec-
tronic message.

A method as recited In claim 1 wherein the elec-
tronic message comprises rules that govern access
to the at least one copy of the electronic message.

A method as recited In claim 7, further comprising
the step of using the rules to prevent a cllent who is

14,

creating one or more distribution lists
including each reciplent of the electronic
message;

"ldentifying each host system providing
electronic messaging services for each
reciplent of the electronic message;
determining whether or not each identified
host system is capable of using the one or
more distribution [lists to notify recipients of
at least one copy of an electronic message
stored at each identified host system;
grouping each reciplent of the electronic
message aeccording to the host system
providing electronic messaging services in
order to form one or more host-specific dis-
tribution lists for each ldentified host sys-
tem; and
transmitting at least one copy of the elec-
tronic message to each identified host sys-
tem. -

A method as recited In claim 13 wherein at least
one host system performs the steps of:

storing the at least one copy of the electronic
message and the comresponding one or more
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16.

17.

18

19.

21.
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host-specific distribution lists; and

using the one or more host-specific distribution
lists to notify each client of the at least one host
system who Is a reciplent of the electronic mes-
sage, such that the at least one copy of the
electronic message Is made available to each
notified client.

A method as recited In claim 13 wherein at least

one host system performs the steps of:

storing at least one copy of the electronic mes-
. sage; and

tracking each client who accesses the at least

ons copy of the electronic message stored at

the at least one host system.

A method as recited in claim 13, further comprising
the step of altering one or more distribution lists.

A method as recited In clalm 13 wherein the elec-
tronic message comprises rules that govern access
to the at least ona copy of the electronic message.

A method as recited In claim 13 wherein at least
one host systern stores a single copy of the elec-
tronic message.

A method as recited in claim 13 wherein at least

. one host's clients are organized intc groups and the

at least one host stores one copy of the electronic
message for each group having a client who Is a
recipient of the electronic message.

A method a recited in claim 13 whereln the originat-
Ing host system further performs the steps of:

determining that at least one host system Is
unsupported In that it Is not capable of using
one or more distribution [ists to notify reciplents
of at least one copy of an electronic message
stored et the at least one host system; and

- sending the electronic message to the unsup-
ported host system using another electronic
messaging protocol compatible with the unsup-
ported host system.

In & messaging system that provides clients with
electronic messaging services, a method for organ-
Izing one or more replies to an electronic message,
comprising the steps of:

assigning a unique identifier to the electronic
-message; and

using the unique identifier to assoclate the one
or more replies with the electronic message.

22. A method as recited in claim 21, further comprising

s

10

<5

23.

24.

25.

the steps of:

assigning a reply identifier to a first reply cre-
ated by a recipient of the electronic message;
and

using the reply identifier to associate, with the
first reply, each of one or more subsequent
replies created In response to the first reply.

A method as reclted In clalm 21, further comprising
the step of separately presenting the electronic
message and the one or more replies to a reclpient.

A method as recited in claim 22, further comprising
the step of separately presenting the electronic
message, the first reply and the one or more subse-
quent replies to a recipient. .

A method as reclted In claim 24 whereln the step of
separately presenting the electronic message, the
first reply, and the one or more subsequent replies
camprises the step of presenting to the reciplent a
tree amangement wherein the electronic message
Is a trunk, the first reply Is a first-leavel branch
depending from the trunk, and the one or more sub-
sequent replles are second-level branches depend-
ing from the first-level branch.

A method as redited In clalm 21 wherein the method
includes steps for distributing the electronic mes-
sage to clients of a host system, comprising the
steps of:

creating one or more distribution lists including
each client of the host system who Is a recipi-
ent of the electronic message;

storing at least one copy of the electronic mes-
sage at the host system; and

using the one or more distribution [ists to notify
each client of the host system who is a reclpi-
ent of the electronic message, such that the et
least one copy of the electronic message is
made avallable to each notified client.

27. Amethod as recited In clalm 26 wherein the method

Includes steps for distributing replies to the elec-
tronic message, comprising the steps of; -

assigning a unique list identifier to the distribu-
tion list;

storing at least one copy of a reply created in
response to the electronic message; and
notifying each client who Is a reciplent of the
reply using the unique list identifier, such that
the at least one copy of the reply is made avail-
able to each client who is a recipient of the

reply.
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A method as recited in claim 21, further comprising
the steps of: -

assigning a reply identifier to a first reply; and
using the reply identifier to associate, with the
first reply, each of one or more subsequent
replies created in response to the first reply.

A system for distributing electronic messages in a
messaging environment that provides clients with
electronic messaging services, the system com-
prising:

processor means for creating one or more dis- -
tribution lists that include each client of a host
system who Is a recipient of the electronic mes-
sage,

storage means for storing at least one copy of
the electronic message at the host system; and
notification means for using the one or more
distribution [ists to notify each client of the host
system who is a recipient of the electronic mes-
sage, such that the at least one copy of the
electronic message is made available to each
notified client.

A system as recited In claim 29, further comprising
means for tracking each dient who accesses the at
least one stored copy of the electronic message.

A system as recited in claim 29, further comprising

5

10

azr.

39.

the electronic message can optionally fork a first
reply, the system further comprising:

processor means for uniquely identifying the
first reply; and

processor means for associating, with the first
reply, each of one or more subsequent replies
created in response to the first reply.

A system as recited In clalm 35, the system further
comprising means for separately presenting the
electronic message and the one or more replles to
a reciplent.

. A system as recited In claim 36, the system further

comprising means for separately presenting to a
recipient the electronic message, the first reply and
the one or more subsequent replies.

A system as recited in clalm 35 whereln the system
includes a host system and means for distributing
the electronic message, the system further com-
prising:

processor means for creating one or more dis-
tribution fists including each client of the host
system who Is a reciplent of the electronic mes-
sage;

storage means for storing at least one copyof
the electronic message at the host system; and
notification means for using the one or mare

35.

36.

A system as recited in clalm 29 wherein the elec
tronic message comprises means for governing
access to the at least one copy of the electronic
message.

‘A system as recited In claim 29 wherein the storage

means stores a single copy of the electronic mes-
sage.

A system as recited In claim 29 wherein the host's
clients are organized into groups and the storage
means stores one copy of the electronic massage\
for each group having a client who is a reciplent of
the electronic message.

A system for organizing replies to an electronic
message, the system comprising:

processor means for uniquely identifying the
electronic message; and

processor means for associating one or more
replies with the uniquely identified electronic
message.

A system redited in claim 35 wherein a reclpient of

45

-4

Page

40.

41.

distribution lists o notify each cllent of the host
system who Is a recipient of the electronic mes-
sage, such that the at least one copy of the
electronic message Is made available to each
notified client.

A system as recited In claim 38 wherein the system
includes means for distributing replies to an elec-
tronic message, comprising:’

processor means for assigning a unique list

identifier to the distribution list;

storage means for storing a single copy of a
reply created in response to the electronic
message; and ’
notification means for notifying each dlient who
Is a reciplent of the reply using the unique st
Identifier, such that the single copy of the reply
Is made available to each notified client.

A systefn as recited in claim 40 wherein the system
includes means for a recipient of the electronic
message to optionally fork a first reply, comprising:

processor means for assigning a reply identifier
to the first reply; and )
processor means for using the unique Identifier
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to associate, with the first reply, each of one or
more subsequent replies created in response
to the first reply.

42, A computer program product for implementing & 5

method for distributing an electronlc message
wherein the method is capabls of being imple-
mented In a messaging system that includes a host
system and provides clients with electronic mies-
saging services, the computer program product
comprising: -

a computer-readable medium carrying compu-
ter-executable Instructions for implementing

- the method wherein the computer-executable
instructions comprise:

program cods means for creating one or
more distribution lists Including each cliemt
of the host system who is a reciplent of the
electronic message;

program code means for storing at least one
copy of the electronic message at the host sys-
tem; and

program code means for using the one or
more distribution lists to notify each client
of the host system who Is a recipient of the
electronic message, such that the at least

one copy of the electronic message Is

T 7T TTTTTTTTTT "Ttade avallableto each nétified dient.

43.

45.

A computer program product as recited In clalm 42
whereln the computer-executable instructions’ fur-
ther comprise program code means for attering the
one or more distribution lists.

A computer program product as recited in claim 42
wherein the computer-executable Instructions fur-
ther comprise program code means for processing
rules governing access to the at least one stored
copy of the electronic message.

A computer program product for implementing a
mathod for organizing replles to an electronic mes-
sage wherein the method is capable of being Imple-
mented in a messaging system that includes a host
system and provides clients with electronic mes-
saging services, the computer program product
comprising:

a computer-readable medium carrying compu-
ter-executable instructions for Implementing
the method wherein the computer-executable
instructions comprise:

program code means for assigning a

15

om
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unique identifier to the etectronic message;
and

program code means for using the unique
Identifier to associate one or more replies
with the electronic message.

46. A computer program product as recited in claim 45

wherein the computer-executable instructions fur-
ther comprise program code means for distributing
the electronic message, comprising:

program code means for creating one or more
distribution lists ‘including each client of the
host system who is a recipient of the electronic
message;

program code means for storing at least one
copy of the electronic message at the host sys-
tem; and

program code means for using the one or more
distribution lists to notify each client of the host
‘system who is a reciplent of the electronic mes-
sage, such that the at least one copy of the
electronic message Is made available to each
notified client

47. A computer program product as recited in claim 45

wherein the computer-executable instructions fur-
ther comprise program code means for distributing
one or more replies the electronlc message, com-
prising:

program code means for assigning & unique list’

Identifier to the distribution list;

program code means for storing at least one
copy of a reply created in response to the elec-
tronic message; and .

program code means for notifying each cllent
who Is a reciplent of the reply using the unique
list dentifier, such that the at least one copy of
the reply iIs made avallable to each clientwho is
a reclpient of the reply.
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1. Claims: 1-20, 29-34, 42-44

Delivering a single electronic message to multiple
recipients by storing a copy of said electronic message at a
message host, and by sending notification messages including
a reference to said copy of said electronic message from
said message host to said recipients. .

2. Claims: 21-28, 35-41, 45-47

Organising replies to electronic messages by assigning a
unique identifier to an electronic message, and by using
this unique identifier to associate the one or more replies
with the electronic message.
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Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T°
published
C1 International Search Report and Written Opinion, PCT/US08/24859, April 268, 2007, 7 pages.
Cc2 EDWARDS, K., “The Design and Implementation of the MONTAGE Multimedia Mail System,”

Communications for Distributed Applications and Systems, Chapel Hill, April 18, 1991, pp. 47-57,
Proceedings of the Conference on Communications Software, New York, U.S.

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if
possible. 6Applicant is to place a check mark here if English language Translation is attached.
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Electronic Acknowledgement Receipt

EFS ID: 2527196
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brian M. Hoffman

Filer Authorized By:

Attorney Docket Number:

23682-12381

Receipt Date: 29-NOV-2007
Filing Date: 16-JAN-2007
Time Stamp: 19:03:02

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document __— . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)
Inf ion Discl Stat t 122957
1 nformation IECOSUI’e atemen 12381_US_|DS.pdf no 3
etter
bb19316af3e939a54c7abd067d{71e1c
db94dces
Warnings:
Information:
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111567
Information Disclosure Statement
2 (IDS) Filed 12381_US_Form_8A pdf o 1

66dd8627dcb2e89e6db431b95ataché
2b41{765a

Warnings:

Information:

This is hot an USPTO supplied IDS fillable form

1107918
3 Foreign Reference EP1085444A2.pdf no 17

c9ec261836d84a9{42b9e014c7ieddbl
b0f0dc95

Warnings:

Information:

163975
4 Foreign Reference EP1085444A3.pdf no 5

1c403db2539727b29d4af61892{4ce396
a31c139

Warnings:

Information:

371998
5 NPL Documents 11745_PCT_ISR_WO.pdf no 7

4186cc4918901badfac4d8d522i7b2bae
{797222

Warnings:

Information:

3494867
6 NPL Documents Edwards.pdf no 11

babb28176032dd59e4d368cc5bb625¢
28cc3090

Warnings:

Information:

Total Files Size (in bytes): 5373262

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.

Page 187 of 573




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Justin P. Marston et al.

APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007

TITLE: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
EXAMINER: Jeffrey A. Gaffin

GROUP ART UNIT: 2165

ATTY. DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
| hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance with 37 C.F.R.
§ 1.8(a)(i)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: By:

Brian M. Hoffman, Reg. No. 39,713

INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:
Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/0SA listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:

XI  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing
date of a first office action on the merits, whichever event last occurred,

[1 before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;

[1 after three months of the filing date of this national application or the date

of entry of the national stage in an international application, or after the

23682/12381/DOCS/1829302.1
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mailing date of the first official action on the merits, whichever event last

occurred, but before the mailing date of the first to occur of either: (1) a

final action under 37 CFR §1.113; or (2) an action that otherwise closes

prosecution in the application, and:
] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(c); OR
L] Applicant certifies pursuant to 37 CFR § 1.97(e) that:

[l

each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than

three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a

notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise

closes prosecution in the application, and:
L] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

[l

cach item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
Statement;

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this

certification after making reasonable inquiry, no item of

2
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information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND
] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
L] after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.
Enclosed is a copy of each listed reference that may be material to the
examination of this application, and for which there may be a duty to disclose.
This application relies, under 35 U.S.C. § 120, on the carlier filing date of prior
application No. , filed on , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).
Copies of any foreign patent documents and non-patent literature cited herein are
enclosed.
Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).
Applicant submits that no fee is required for the consideration of this Information

Disclosure Statement.

Consideration of the listed references and favorable action are solicited.

Respectfully submitted,
JUSTIN P. MARSTON ET AL.

Dated: _ November 29, 2007 By:_/Brian Hoffman/

Brian M. Hoffman, Reg. No. 39,713
Attorney for Applicant

Fenwick & West LLP

801 California Street

Mountain View, CA 94041

Tel.: (415) 875-2484

Fax: (415) 281-1350
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f Substitute for form 1449A/PTO Complete if Known

Application No.

INFORMATION DISCLOSURE [ oo on o }31/1651;61563 T

u >

STATEMENT BY APPLICANT First Named Inventor Justin P. Marston
Art Unit 2165
Examiner Name Jeffrey A. Gaffin

Sheet | 1 | of | 1 Attorney Docket Number | 93682-12381

U.S. PATENT DOCUMENTS

Document No.
Examiner Cite Number — Kind Codez(if Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A1l US-2004/0078447 A1 04-22-2004 Malik et al.
uUs-
uUs-

FOREIGN PATENT DOCUMENTS

Foreign Patent Document

Examiner Cite Country Code® - Publication Date Name of Patentee or T
Initials* No.! Number* MM-DD-YYYY Applicant of Cited Document
Kind Code® (if known)

OTHER REFERENCES — NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine,
Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T°
published
C1 PCT International Search Report and Written Opinion, PCT/US07/60587, February 14, 2008, 8 pages
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if
possible. 6Applicant is to place a check mark here if English language Translation is attached.
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Electronic Acknowledgement Receipt

EFS ID: 3468558
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brian M. Hoffman

Filer Authorized By:

Attorney Docket Number:

23682-12381

Receipt Date: 18-JUN-2008
Filing Date: 16-JAN-2007
Time Stamp: 18:21:36

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document __— . File Size(Bytes) Multi Pages

Number Document Description File Name /Message Digest| Part/.zip| (if appl.)

Inf ion Discl Stat t 122709
1 nformation IEC osure atemen 12381 |DS.pdf no 3
etter
158a8714716100d21c6ed171ae1ce105
1fc625tb

Warnings:
Information:
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110031
Information Disclosure Statement
2 (IDS) Filed 12381 Form8A.pdf no 1

fba190f0fid517d7008e1e{6a3d680759
91589d

Warnings:

Information:

This is hot an USPTO supplied IDS fillable form

513104
12381PCT-PCT-US07-6058
3 NPL Documents 7-ISR-WO.pdf no 8
63999379a37a7{9fcacaa2665e482bf91
cccab35
Warnings:
Information:
Total Files Size (in bytes); 745844

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
APPLICANTS: Justin P. Marston et al.

APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007
TITLE: Determining Relevance of Electronic Content
EXAMINER: Jeffrey A. Gaffin

GROUP ART UNIT: 2165
ATTY.DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
| hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance with 37 C.F.R.
§ 1.8(a)(i)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: By:

Briam M. Hoffman, Reg. No. 39,713

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:

Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/0SA listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:
XI  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing

date of a first office action on the merits, whichever event last occurred,
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before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;
after three months of the filing date of this national application or the date
of entry of the national stage in an international application, or after the
mailing date of the first official action on the merits, whichever event last
occurred, but before the mailing date of the first to occur of either: (1) a
final action under 37 CFR §1.113; or (2) an action that otherwise closes
prosecution in the application, and:
] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(c); OR
L] Applicant certifies pursuant to 37 CFR § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a
notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise
closes prosecution in the application, and:

L] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

[ each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this

Statement;
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[ no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND

] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
L] after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.

] This application relies, under 35 U.S.C. § 120, on the carlier filing date of prior
applicationNo. ~ ,filedon  , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

O Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

Respectfully submitted,
JUSTIN P. MARSTON ET AL.

Dated: _ June 16, 2008 By: /Brian Hoffman/
Brian M. Hoffman, Reg. No.: 39,713
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041
Tel.: (415) 875-2484
Fax.: (650) 938-5200
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Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Complete if Known

Application No.

11/623,653

Filing Date

January 16, 2007

First Named Inventor

Justin P. Marston

Art Unit

2165

Examiner Name

Jeffrey A. Gaffin

Sheet | of | 1 Attorney Docket Number | 23682-12381
U.S. PATENT DOCUMENTS
Document No.
Examiner Cite Number — Kind Codez(if Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A1l US-2007/0288575 A1 12-13-2007 Gillum et al.
A2 US-2005/0203929 A1 09-15-2005 Hazarika et al.
A3 US-2005/0204009 A1 09-15-2005 Hazarika et al.
FOREIGN PATENT DOCUMENTS
Foreign Patent Document
Examiner Cite Country Code® - Publication Date Name of Patentee or T
Initials* No.! Number* MM-DD-YYYY Applicant of Cited Document
Kind Code® (if known)
OTHER REFERENCES — NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine,
Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T°
published
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.

Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if

possible. 6Applicant is to place a check mark here if English language Translation is attached.

Page 197 of 573

23682/12381/DOCS/1940514.1




Electronic Acknowledgement Receipt

EFS ID: 3659317
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brian M. Hoffman/meera yang

Filer Authorized By:

Brian M. Hoffman

Attorney Docket Number:

23682-12381

Receipt Date: 22-JUL-2008
Filing Date: 16-JAN-2007
Time Stamp: 17:35:03

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document __— . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)
332928
1 12381_US_SIDS.pdf yes 4
ddaeb337ab584b942aadcch9871440be
91ecf646
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Multipart Description/PDF files in .zip description
Document Description Start End
Information Disclosure Statement Letter 1 3
Information Disclosure Statement (IDS) Filed 4 4
Warnings:
Information:
Total Files Size (in bytes): 332928

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
APPLICANTS: Justin P. Marston et al.

APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007
TITLE: Determining Relevance of Electronic Content
EXAMINER: Jeffrey A. Gaffin

GROUP ART UNIT: 2165
ATTY.DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
| hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance with 37 C.F.R.
§ 1.8(a)(i)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: By:

Briam M. Hoffman, Reg. No. 39,713

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:

Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/0SA listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:
XI  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing

date of a first office action on the merits, whichever event last occurred,
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before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;
after three months of the filing date of this national application or the date
of entry of the national stage in an international application, or after the
mailing date of the first official action on the merits, whichever event last
occurred, but before the mailing date of the first to occur of either: (1) a
final action under 37 CFR §1.113; or (2) an action that otherwise closes
prosecution in the application, and:
] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(c); OR
L] Applicant certifies pursuant to 37 CFR § 1.97(e) that:

O each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

O no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a
notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise
closes prosecution in the application, and:

L] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

[ each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this

Statement;
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[ no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND

] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
L] after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.

] This application relies, under 35 U.S.C. § 120, on the carlier filing date of prior
applicationNo. ~ ,filedon  , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

O Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

Respectfully submitted,
JUSTIN P. MARSTON ET AL.

Dated: _ July 22, 2008 By: /Brian Hoffman/
Brian M. Hoffman, Reg. No.: 39,713
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041
Tel.: (415) 875-2484
Fax.: (650) 938-5200

23682/12381/DOCS/1940521.1
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Application No. Applicant(s)

11/623,653 MARSTON ET AL.
Office Action Summary Examiner ArtUnit

JOHN P. HOCKER 2169

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 16 January 2007.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-22is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-22 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)_] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date 11/29/2007, 06/18/2008 and 07/22/2008 . 8) |:| Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Paper No./Mail Date 20081108
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Application/Control Number: 11/623,653 Page 2
Art Unit: 2169

DETAILED ACTION
1. Claims 1 — 22 have been examined and are pending.
2. Claims 1 — 22 have been rejected (Non-Final Rejection).

Information Disclosure Statement
The information disclosure statement (IDS) submitted on 11/29/2007, 06/18/2008 and
07/22/2008 were received by examiner. The submission is in compliance with the provisions of
37 CFR 1.97. Accordingly, the information disclosure statement is being considered by the

examiner.

Related Cases
This case is related to copending application no. 11/426118.
This case is related to PCT Written Opinion and Search Reports No. PCT/US06/24859

and No. PCT/US06/60587.
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Identical claims 1 — 22 were submitted in a PCT application. Examiner finds no reason
to disagree with the written opinion in the PCT International Search Report. (PCT/US07/60587)
(February 14, 2008, 8 pages).

The PCT International Search Report and Written Opinion found the claims lacked

novelty as anticipated by the Malik Reference

Claim Rejections - 35 USC § 102 and § 35 USC 103

Examiner’s Note: The requirements for patentability are that a claimed invention must at
a minimum meet the requirements of utility (35 USC 101), novelty (35 USC 102) and non-
obviousness (35 USC 103). The claims are rejected under 102 as they seemingly are anticipated
by the prior art. Alternatively, the claims are rejected under 103 as they are obvious in view of

the prior art of record and the common sense of one of ordinary skill.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —
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Art Unit: 2169

(b) the invention was patented or described in a printed publication in this or a foreign

country or in public use or on sale in this country, more than one year prior to the date of
application for patent in the United States.

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or

described as set forth in section 102 of this title, if the differences between the subject

matter sought to be patented and the prior art are such that the subject matter as a whole

would have been obvious at the time the invention was made to a person having ordinary

skill in the art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.

Claims 1 - 22 rejected under 35 U.S.C. 102(b) as anticipated by or, in the alternative,
under 35 U.S.C. 103(a) as obvious over Malik (US Publication No. 2004/0078447)

The specification describes the exemplary embodiment of the claimed system to be what
is known as an email system (Specification, pg. 1). The claim's allegedly novel and non-obvious
feature is the determination of user relevance for the email (i.e. electronic content).
(Specification pgs 1 — 2) This argument is unpersuasive though as shown in Malik. In the same
fashioon, the email system of Malik utilizes user profiles to determine user relevance of

electronic content.

As per claims 1 and 11, Malik discloses a system and program (see fig 1,2A and 2B),

comprising:
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(i) a monitoring module configured to track actions by a plurality of users
associated with an application for managing electronic content (sec para [0035] and [0045]),

(ii) a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a received piece of electronic content (user(s) profile, see
abstract and para [0013], [0014], [0040]-[0046], [0072-0074] and [0079 — 0080]),

(iii) the relevance being determined dependent on: a measure of a relevance of the
piece of electronic content as determined dependent on one or more actions of the user on
the piece of electronic content (sce para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]
- 0080),

and (iv) a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of users that is a
recipient of the piece of electronic content (see para [0013], [0014], [0040]-[0046], [0072-

0074] and [0079 - 0080]).

As per claims 2, 12 and 18, Malik further discloses the system of claim 1, wherein the
relevance is further determined dependent on a measure of local importance describing an
importance of the sender to the user (see para [0013], [0014], [0040]-[0046], [0072-0074] and

[0079])

As per claims 3, 13 and 19, Malik further discloses the system of claim 1, wherein the

relevance is further determined dependent on a measure of global importance describing an
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importance of the sender within an organization with which the plurality of users are associated

(see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claims 4, 14 and 20, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to identify at least one other of the plurality of
users that is a recipient of the piece of electronic content and is cognate to the user and wherein
the relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content dependent upon one or more actions of the at least one cognate
recipient with respect to the piece of electronic content (see para [0013], [0014], [0040]-[0046],

[0072-0074] and [0079]).

As per claims 5, 15 and 21, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content responsive to contents of the piece of electronic content (see para

[0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claims 6, 16 and 22, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content responsive to one or more measures from the set consisting of: a ocal
importance describing an importance of the sender to the user (see para [0013], [0014], [0040]-
[0046], [0072-0074] and [0079]), a 1 g obal mportance describing an importance of the sender

within an organization with which the plurality of users are associated (see para [0010]), a
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content relevance determined responsive to contents of the piece of electronic content (see para
[0013], [0014], [0040]-[0046], [0072-0074] and [0079]) and one or more actions with respect to
the piece of electronic content of one or more of the plurality of users determined to be cognate

to the user (see para [0010]).

As per claim 7, Malik further discloses the system of claim 1, further comprising: a
content presentation module configured to present the piece of electronic content to the user in
accordance with the determined relevance and to present to the user a value describing the
determined relevance (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 8, Malik further discloses the system of claim 1, further comprising: a search
module configured to search the electronic content in accordance with the determined relevance

(see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 9, Malik further discloses the system of claim 1, wherein the piece of
electronic content comprises an electronic mail object in a relational mail system (see para

[0072], [0074], [0076], [0079] and [0080]).

As per claim 10, Malik further discloses the system of claim 1, wherein the electronic

content comprises at least one of an email, a document, an instant message, and an SMS message

(at least one of an email, see para [0072], [0074], [0076], [0079] and [0080]).
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As per claim 17, Malik discloses a method, comprising: tracking actions by a plurality of
users associated with an application for managing electronic content (see para [0035] and
[0045]), determining a relevance to a user of a piece of electronic content sent from a sender to
the user (user(s) profile, see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]), the
relevance being determined dependent on: a measure of a relevance of the piece of electronic
content as determined dependent on one or more actions of the user on the piece of electronic
content (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]), and a measure of a
relevance of the piece of electronic content as determined dependent on one or more actions of at
least one other of the plurality of users that is a recipient of the piece of electronic content (see

para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

Examiner’s note: Although seemingly every claim limitation is taught by the prior art of
record, it is arguable that cach and every word is not verbatim 102 anticipated by the prior art.
Examiner asserts that nonetheless, the claimed invention is properly rejected under 103 if the
differences are insubstantial and the concept as a whole would be obvious to one of ordinary skill
in the art with common sense which includes well known techniques and known substitutes.
Examiner asserts the claim mappings above show the state of the prior art.

Examiner’s note: In evaluating applicant's claims to patentability, Examiner was not
persuaded by applicant's description of the prior art. Specifically, applicant argues that the prior

1"ec

art teaches "“unintelligent mechanisms” for storage and sorting of email (Specification [0004].
Examiner could not disagree more, the “intelligent” features applicant claims are the

determination of relevance for a user. In the same respect, the email system of Malik determines
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relevance of the content based on a user profile (i.e. based on a user). Thus applicant’s claimed
Background and Summary is a mischaracterization of the state of the prior art and the argument
for patentability relies on this mischaracterization. The fact is that the prior art Malik teaches
this intelligent mechanism for email storage and sorting. Specifically, the intelligent mechanism
is for presenting the email based on user relevance (i.e. only pertinent to certain user profiles).

Applicant has not named a credible improvement over the prior art.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John P. Hocker whose telephone number is 5712705004. The
examiner can normally be reached on Mon - Thu 11:00 - 4:00 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Mohammad Ali can be reached on 5712724105. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John P. Hocker/ Art Unit 2169

/Etienne P LeRoux/
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INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

J.P.H /Mohammad Ali/
Supervisory Patent Examiner, Art Unit 2169

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20081210

Page 225 of 573



IN THE UNITED STATES

PATENT AND TRADEMARK OFFICE

APPLICANT: Justin Marston et al

APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007

TITLE: Determining Relevance of Electronic Content
EXAMINER: John P. Hocker

GROUP ART UNIT: 2169

ATTY.DKT. NO.: 20423-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in

accordance with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date
shown below.

Dated: _January 5, 2009 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

RESPONSE A

Sir:
In response to the Non-Final Office Action mailed November 14, 2008, please consider

the following remarks.
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IN THE CLAIMS

No claims are amended, added, or canceled. All pending claims are produced below. In
addition, the status of each is also indicated below and appropriately noted as “Original”,
“Currently Amended”, “Canceled”, “New”, “Withdrawn”, “Previously Presented”, and “Not

Entered” as requested by the Office.

1. (Original) A system, comprising:

a monitoring module configured to track actions by a plurality of users associated
with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of

users that is a recipient of the piece of electronic content.

2. (Original) The system of claim 1, wherein the relevance is further determined

dependent on a measure of local importance describing an importance of the sender to the user.

3. (Original) The system of claim 1, wherein the relevance is further determined
dependent on a measure of global importance describing an importance of the sender within an

organization with which the plurality of users are associated.

4. (Original) The system of claim 1, wherein the relevance analysis module is
further configured to identify at least one other of the plurality of users that is a recipient of the
piece of electronic content and is cognate to the user and wherein the relevance analysis module
is further configured to determine the relevance to the user of the piece of electronic content

2
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dependent upon one or more actions of the at least one cognate recipient with respect to the piece

of electronic content.

5. (Original) The system of claim 1, wherein the relevance analysis module is
further configured to determine the relevance to the user of the piece of electronic content

responsive to contents of the piece of electronic content.

6. (Original) The system of claim 1, wherein the relevance analysis module is
further configured to determine the relevance to the user of the piece of electronic content
responsive to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic
content; and

one or more actions with respect to the piece of electronic content of one or more of

the plurality of users determined to be cognate to the user.

7. (Original) The system of claim 1, further comprising:
a content presentation module configured to present the piece of electronic content to
the user in accordance with the determined relevance and to present to the

user a value describing the determined relevance.

8. (Original) The system of claim 1, further comprising:
a search module configured to search the electronic content in accordance with the

determined relevance.

9. (Original) The system of claim 1, wherein the piece of electronic content

comprises an electronic mail object in a relational mail system.

10. (Original) The system of claim 1, wherein the electronic content comprises at

least one of an email, a document, an instant message, and an SMS message.

3-
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11.  (Original) A computer program product having a computer-readable medium
having computer program instructions encoded thereon comprising:

a monitoring module configured to track actions by a plurality of users associated
with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of

users that is a recipient of the piece of electronic content.

12. (Original) The computer program product of claim 11, wherein the relevance is
further determined dependent on a measure of local importance describing an importance of the

sender to the user.

13. (Original) The computer program product of claim 11, wherein the relevance is
further determined dependent on a measure of global importance describing an importance of the

sender within an organization with which the plurality of users are associated.

14. (Original) The computer program product of claim 11, wherein the relevance
analysis module is further configured to identify at least one other of the plurality of users that is
a recipient of the piece of electronic content and is cognate to the user and wherein the relevance
analysis module is further configured to determine the relevance to the user of the piece of
electronic content dependent upon one or more actions of the at least one cognate recipient with

respect to the piece of electronic content.

15. (Original) The computer program product of claim 11, wherein the relevance
analysis module is further configured to determine the relevance to the user of the piece of

electronic content responsive to contents of the piece of electronic content.

4-
23682/12381/DOCS/2010309.2

Page 229 of 573



16. (Original) The computer program product of claim 11, wherein the relevance
analysis module is further configured to determine the relevance to the user of the piece of
electronic content responsive to one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic
content; and

one or more actions with respect to the piece of electronic content of one or more of

the plurality of users determined to be cognate to the user.

17. (Original) A method, comprising:
tracking actions by a plurality of users associated with an application for managing
clectronic content;
determining a relevance to a user of a piece of electronic content sent from a sender to
the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of

users that is a recipient of the piece of electronic content.

18. (Original) The method of claim 17, wherein the relevance is further determined

dependent on a measure of local importance describing an importance of the sender to the user.

19. (Original) The method of claim 17, wherein the relevance is further determined
dependent on a measure of global importance describing an importance of the sender within an

organization with which the plurality of users are associated.

20. (Original) The method of claim 17, wherein determining the relevance to the user

further comprises:

-5-
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identifying at least one other of the plurality of users that is a recipient of the piece of
electronic content and is cognate to the user; and

determining the relevance to the user of the piece of electronic content dependent
upon one or more actions of the at least one cognate recipient with respect to

the piece of electronic content.

21.  (Original) The method of claim 17, wherein the relevance is further dependent on

contents of the piece of electronic content.

22.  (Original) The method of claim 17, wherein the relevance is further dependent on
one or more measures from the set consisting of:

a local importance describing an importance of the sender to the user;

a global importance describing an importance of the sender within an organization
with which the plurality of users are associated;

a content relevance determined responsive to contents of the piece of electronic
content; and

one or more actions with respect to the piece of electronic content of one or more of

the plurality of users determined to be cognate to the user.

-6-
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REMARKS

Claims 1-22 are pending. In an Office Action dated November 14, 2008, claims 1-22
were rejected. Applicants thank the Examiner for examination of the claims pending in this
application and address the Examiner’s comments below.

Applicants’ representative conducted a telephonic interview with Examiner Hocker on
December 10, 2008, during which the rejection of claim 1 was discussed. No agreement was

reached. A summary of the interview is incorporated into these Remarks.

In view of the following Remarks, Applicants respectfully request that the Examiner

reconsider all outstanding rejections, and withdraw them.

Response to Rejections Under 88 102 and 103

Claims 1-22 stand rejected under 35 U.S.C. § 102(b) or, in the alternative, under 35
U.S.C. § 103(a), as allegedly being unpatentable over Malik, U.S. Patent Application No.

2004/0078447. These rejections are traversed.
Independent claim 1 specifically recites:

a monitoring module configured to track actions by a plurality of users associated
with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a piece of electronic content sent from a
sender to the user, the relevance being determined dependent on:

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic
content, and

a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of
users that is a recipient of the piece of electronic content.

Thus, the claimed invention recites determining relevance to a user of a piece of electronic

content (e.g., an email). The relevance is determined dependent on a measure of a relevance of

J7-
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the piece of electronic content as determined dependent on one or more actions of the user (and
of at least one other of the plurality of users that is a recipient of the piece of electronic content)
on the piece of electronic content. Examples of actions of the user and others on the piece of
electronic content include forwarding, deleting, or printing an electronic email object.
(Specification, paragraph 0069).

Malik does not disclose or suggest such features. Malik generally discloses a mailbox
system, which differentiates between user and group mailboxes. A user profile can be associated
with a user email folder and an instant messaging (IM) account, and this association facilitates
defining properties of the user email folder and the user IM account using the user profile.
(Malik, Abstract). The user profiles are a collection of settings, such as a listing of a user’s email
mailboxes and folders, IM accounts, usernames and passwords, address books, and the like.
(Malik, paragraphs 0041-0044).

The Examiner cites Malik paragraphs 0013, 0014, 0040-0046, 0072-0074, and 0079-0080
as allegedly disclosing “a measure of relevance of the piece of electronic content as determined
dependent one or more actions [of the user, and of at least one other of the plurality of users that
is a recipient of the piece of electronic content] on the piece of electronic content.” However, all
of these portions fail to disclose or suggest that the measure of relevance is determined
dependent on actions on user actions on the piece of electronic content, as claimed. Cited
paragraphs 0013 and 0014 merely disclose that a user profile may be used and that such a profile
has a collection of properties related to a user email folder and IM account. Cited paragraphs
0040-0046 disclose what the profile contains, such as usernames and passwords. Cited
paragraphs 0072-0074 disclose that a single database used for both email and IM information can

facilitate integration of email and IM systems. Cited paragraph 0079 again discloses that email

8-
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and IM information can be stored in a single database. Cited paragraph 0080 discloses email
options that may be set using a GUL. However, none of these cited paragraphs show determining
a measure of relevance of a piece of electronic content dependent on user actions on the piece of
electronic content, and so are not relevant to the claimed elements in question.

In the interview of December 10, 2008, the Examiner noted, with respect to the first
element (“a monitoring module configured to track actions by a plurality of users associated with
an application for managing electronic content”), that Malik paragraph 0035 states that in some
server embodiments, server processes are configured to track email access by individual users.
However, such a general statement in no way discloses or suggests the specific elements recited
by the claim—that is, the mere statement that a server may track email access does not show
determining a measure of relevance of a piece of electronic content based on user actions on
the piece of electronic content. Thus, Malik neither anticipates the claimed invention nor renders
it obvious.

Independent claims 11 and 17 recite, for example, “a measure of a relevance of the piece
of electronic content as determined dependent on one or more actions of the user on the piece of
electronic content” and are allowable for at least the same reasons discussed above with respect
to independent claim 1.

The remaining claims depend, directly or indirectly, from one of independent claims 1,
11, 17, and recite additional patentably distinguishable features and limitations. Thus, they are
allowable for at least the same reasons discussed above with regard to their respective

independent claims.

Based on the above amendment and the remarks, Applicants respectfully submit that for

at least these reasons claims 1-22 are patentably distinguishable over the applied reference.

9.
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Therefore, Applicants respectfully request that the Examiner reconsider the rejections, and

withdraw them.

Note that Applicants have not substantively amended independent claims 1, 11, or 17.
Thus, any subsequent Office Action rejecting claims 1, 11, or 17 based on a new ground of

rejection may not be made final. MPEP 706.07(a).

Applicants respectfully invite the Examiner to contact Applicants’ representative at the

number provided below if he believes it will help expedite furtherance of this application.

Respectfully submitted,

Dated: January 5, 2009 By:  /Christopher King/

Christopher P. King, Reg. No. 60,985
Attorney for Applicant

Fenwick & West LLP

801 California Street

Mountain View, CA 94041

Tel.: (650) 335-7633

Fax: (650) 938-5200
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process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Application No. 11/623.653
INFORMATION DISCLOSURE Filing Date Januar;I 16. 2007
STATEMENT BY APPLICANT First Named Inventor Justin P Nfarston
Art Unit 2169
Examiner Name John P. Hocker
Sheet | 1 | of | 1 Attorney Docket Number | 93682-12381

U.S. PATENT DOCUMENTS

Document No.

Examiner Cite Number — Kind Codez(if Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A1l US-2004/0054744 A1 03-18-2004 Karamchedu et al.
A2 US-6,249,807 B1 06-19-2001 Shaw et al.

FOREIGN PATENT DOCUMENTS

Foreign Patent Document

Examiner Cite Country Code® - Publication Date Name of Patentee or T
Initials* No.! Number* MM-DD-YYYY Applicant of Cited Document
Kind Code® (if known)

OTHER REFERENCES — NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine,
Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T°
published
Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if
possible. 6Applicant is to place a check mark here if English language Translation is attached.
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Electronic Acknowledgement Receipt

EFS ID: 4956440

Application Number: 11623653

International Application Number:

Confirmation Number: 5243
Title of Invention: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
First Named Inventor/Applicant Name: Justin Marston
Customer Number: 00758
Filer: Christopher-Charles P. King

Filer Authorized By:

Attorney Docket Number: 23682-12381
Receipt Date: 12-MAR-2009
Filing Date: 16-JAN-2007
Time Stamp: 16:00:25
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account
Payment was successfully received in RAM $180

RAM confirmation Number 1458

Deposit Account 192555

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

D t . . File Size(Byt Multi P
ocumen Document Description File Name ile Size( y es)/ u I. . ages
Number Message Digest | Part/.zip| (ifappl.)

176976
1 12381_US_SIDS.pdf yes 4
781bba98594¢3e881a1d90054f2574059ef
768d8
Multipart Description/PDF files in .zip description
Document Description Start End
Information Disclosure Statement Letter 1 3
Information Disclosure Statement (IDS) Filed (SB/08) 4 4
Warnings:
Information:
30248
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
214483669a667e09346a2ea52ac48de9267|
9f7aa
Warnings:
Information:
Total Files Size (in bytes); 207224

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
APPLICANTS: Justin P. Marston et al.
APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007
TITLE: Determining Relevance of Electronic Content
EXAMINER: John P. Hocker

GROUP ART UNIT: 2169
ATTY.DKT. NO.: 23682-12381

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:
Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified

form PTO/SB/0SA listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:

[]  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing
date of a first office action on the merits, whichever event last occurred,

[1 before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;

XI  after three months of the filing date of this national application or the date
of entry of the national stage in an international application, or after the
mailing date of the first official action on the merits, whichever event last
occurred, but before the mailing date of the first to occur of either: (1) a
final action under 37 CFR §1.113; or (2) an action that otherwise closes

prosecution in the application, and:

23682/12381/DOCS/2041699.1
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X attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(c); OR

L] Applicant certifies pursuant to 37 CFR § 1.97(e) that:

[l

each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than

three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a

notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise

closes prosecution in the application, and:
L] Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

[l

cach item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
Statement;

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND
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] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
L] after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.

] This application relies, under 35 U.S.C. § 120, on the earlier filing date of prior
applicationNo. ~ ,filedon  , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

O Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

Respectfully submitted,
JUSTIN P. MARSTON ET AL.

Dated: _ March 12, 2009 By: /Christopher King/
Christopher P. King, Reg. No. 60,985
Attorney for Applicant
Fenwick & West LLP
801 California Street
Mountain View, CA 94041
Tel.: (650) 335-7633
Fax: (650) 938-5200
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Electronic Patent Application Fee Transmittal

Application Number: 11623653

Filing Date: 16-Jan-2007

Title of Invention: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
First Named Inventor/Applicant Name: Justin Marston

Filer: Christopher-Charles P. King/meera yang

Attorney Docket Number: 23682-12381

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Application/Control No.

Applicant(s)/Patent Under

Reexamination

] ) 11/623,653 MARSTON ET AL.
Notice of References Cited . .
Examiner Art Unit
JOHN P. HOCKER 2158 Page 1 of 1
U.S. PATENT DOCUMENTS
* Document Numb_er Date Name Classification
Country Code-Number-Kind Code MM-YYYY
* | A | US-2004/0078447 A1 04-2004 Malik et al. 709/206
B | US-
c | US-
D | US-
E | US-
F | US-
c | US-
H | US-
I Us-
J | Us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
« Docum_ent Nurflb_er D_ate Country Name Classification
Country Code-Number-Kind Code MM-YYYY
N
o)
[=]
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\Y
W
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited
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f Substitute for form 1449A/PTO Complete if Known
Application No. 11/623.653
INFORMATION DISCLOSURE | e o 16 3007
anuary ,
STATEMENT BY APPLICANT  rrimenor T iostin b Morsion
Art Unit 2169
Examiner Name John P. Hocker
Sheet | of | 1 Attorney Docket Number | 23682-12381
U.S. PATENT DOCUMENTS
Document No.
Examiner Cite Number — Kind Codez(if Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A1l US-2004/0054744 A1 03-18-2004 Karamchedu et al.
A2 US-6,249,807 B1 06-19-2001 Shaw et al.
FOREIGN PATENT DOCUMENTS
Foreign Patent Document
Examiner Cite Country Code® - Publication Date Name of Patentee or T
Initials* No.! Number* MM-DD-YYYY Applicant of Cited Document
Kind Code® (if known)
OTHER REFERENCES — NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine,
Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T°
published
Examiner Date ;
Signature [John Hocker/ Considered 04/15/2008

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if

possible. 6Applicant is to place a check mark here if English language Translation is attached.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/623,653 01/16/2007 Justin Marston 23682-12381 5243
758 7590 05/12/2009
FENWICK & WEST LLP | PXAMINER
SILICON VALLEY CENTER HOCKER, JOHN P
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041 | ARTONIT | papERNUMBER
2158
| MAIL DATE | DELIVERY MODE
05/12/2009 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)

Page 249 of 573



Application No. Applicant(s)

11/623,653 MARSTON ET AL.
Office Action Summary Examiner ArtUnit

JOHN P. HOCKER 2158

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 05 January 2009.
2a)X] This action is FINAL. 2b)[] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)] Claim(s) is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s) ____is/are allowed.
6)X] Claim(s) 1-22 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)_] The drawing(s) filed on is/are: a)[_] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ___
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) & Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)

2) ] Notice of Draftsperson’s Patent Drawing Review (PT0-948) Paper No(s)/Mail Date. ___

3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice of Informal Patent Application
Paper No(s)/Mail Date 03/12/2009. 6) |:| Other:

U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-08) Office Action Summary Part of Paper No./Mail Date 20090419
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Application/Control Number: 11/623,653 Page 2
Art Unit: 2158

DETAILED ACTION
1. Claims 1 — 22 have been examined.
2. Claims 1 — 22 have been rejected (Final Rejection).
Examiner Interview

After further search and consideration, and after speaking with Mohammad Ali, the
invention as claimed does not overcome 102/103 tests for novelty/non-obviousness. Examiner
thanks applicant for interview to hone in precise arguments about allegedly novel technical
features. Examiner also asked if there were any new arguments for allowability. At the present

time, no new arguments were raised. The interview occurred on May 7", 2009 with Chris King.

Information Disclosure Statement
The information disclosure statement (IDS) submitted 03/12/2009 has been considered by
examiner. The submission is in compliance with the provisions of 37 CFR 1.97. Accordingly,

the information disclosure statement is being considered by the examiner.

Page 251 of 573



Application/Control Number: 11/623,653 Page 3
Art Unit: 2158

Related Cases

This case is related to copending application no. 11/426118.

This case is related to PCT Written Opinion and Search Reports No. PCT/US06/24859
and No. PCT/US06/60587.

Identical claims 1 — 22 were submitted in a PCT application. Examiner finds no reason
to disagree with the written opinion in the PCT International Search Report. (PCT/US07/60587)
(February 14, 2008, 8 pages).

The PCT International Search Report and Written Opinion found the claims lacked

novelty as anticipated by the Malik Reference

Response to Arguments
By Interview and Written Correspondence, Applicant has raised a primary
argument that the Malik Reference does not teach that "relevance” is based on a user’s actions
(Applicant’s Remarks, filed: 01/05/2009, pgs. 1 - 4). This is language from Claim 1, Limitation
v.
Examiner reminds applicant that a reference is good for all it teaches, and as shown in the
Non-Final rejection the Malik reference cited paragraphs (see para [0013], [0014], [0040]-

[0046], [0072-0074] and [0079 - 0080]) for Claim 1, Limitation iv.
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Art Unit: 2158

Clearly, [0044] which mentions the profiles of Malik may be based on “email rules by
which (email messages) are sorted, forwarded, deleted, etc." would in fact meet this language.
The language is stating relevance is based on user actions. The relevance of Malik is based on
the profile, which in 0044 is based on user actions (e.g.sorting, forwarding, deleting). Thus the

argument that Malik does not teach relevance based on user actions is unpersuasive. If applicant

has any questions or concerns please do not hesitate to phone examiner at contact info below.

Claim Rejections - 35 USC § 102 and § 35 USC 103

Examiner’s Note: The requirements for patentability are that a claimed invention must at
a minimum meet the requirements of utility (35 USC 101), novelty (35 USC 102) and non-
obviousness (35 USC 103). The claims are rejected under 102 as they seemingly are anticipated
by the prior art. Alternatively, the claims are rejected under 103 as they are obvious in view of

the prior art of record and the common sense of one of ordinary skill.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —
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Art Unit: 2158

(b) the invention was patented or described in a printed publication in this or a foreign

country or in public use or on sale in this country, more than one year prior to the date of
application for patent in the United States.

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or

described as set forth in section 102 of this title, if the differences between the subject

matter sought to be patented and the prior art are such that the subject matter as a whole

would have been obvious at the time the invention was made to a person having ordinary

skill in the art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.

Claims 1 - 22 rejected under 35 U.S.C. 102(b) as anticipated by or, in the alternative,
under 35 U.S.C. 103(a) as obvious over Malik (US Publication No. 2004/0078447)

The specification describes the exemplary embodiment of the claimed system to be what
is known as an email system (Specification, pg. 1). The claim's allegedly novel and non-obvious
feature is the determination of user relevance for the email (i.e. electronic content).
(Specification pgs 1 —2) This argument is unpersuasive though as shown in Malik. In the same
fashion, the email system of Malik utilizes user profiles to determine user relevance of electronic

content.

As per claims 1 and 11, Malik discloses a system and program (see fig 1,2A and 2B),

comprising:
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Art Unit: 2158

(i) a monitoring module configured to track actions by a plurality of users
associated with an application for managing electronic content (sec para [0035] and [0045]),

(ii) a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a received piece of electronic content (user(s) profile, see
abstract and para [0013], [0014], [0040]-[0046], [0072-0074] and [0079 — 0080]),

(iii) the relevance being determined dependent on: a measure of a relevance of the
piece of electronic content as determined dependent on one or more actions of the user on
the piece of electronic content (sce para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]
- 0080),

and (iv) a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of users that is a
recipient of the piece of electronic content (see para [0013], [0014], [0040]-[0046], [0072-

0074] and [0079 - 0080]).

As per claims 2, 12 and 18, Malik further discloses the system of claim 1, wherein the
relevance is further determined dependent on a measure of local importance describing an
importance of the sender to the user (see para [0013], [0014], [0040]-[0046], [0072-0074] and

[0079])

As per claims 3, 13 and 19, Malik further discloses the system of claim 1, wherein the

relevance is further determined dependent on a measure of global importance describing an
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importance of the sender within an organization with which the plurality of users are associated

(see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claims 4, 14 and 20, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to identify at least one other of the plurality of
users that is a recipient of the piece of electronic content and is cognate to the user and wherein
the relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content dependent upon one or more actions of the at least one cognate
recipient with respect to the piece of electronic content (see para [0013], [0014], [0040]-[0046],

[0072-0074] and [0079]).

As per claims 5, 15 and 21, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content responsive to contents of the piece of electronic content (see para

[0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claims 6, 16 and 22, Malik further discloses the system of claim 1, wherein the
relevance analysis module is further configured to determine the relevance to the user of the
piece of electronic content responsive to one or more measures from the set consisting of: a ocal
importance describing an importance of the sender to the user (see para [0013], [0014], [0040]-
[0046], [0072-0074] and [0079]), a 1 g obal mportance describing an importance of the sender

within an organization with which the plurality of users are associated (see para [0010]), a
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content relevance determined responsive to contents of the piece of electronic content (see para
[0013], [0014], [0040]-[0046], [0072-0074] and [0079]) and one or more actions with respect to
the piece of electronic content of one or more of the plurality of users determined to be cognate

to the user (see para [0010]).

As per claim 7, Malik further discloses the system of claim 1, further comprising: a
content presentation module configured to present the piece of electronic content to the user in
accordance with the determined relevance and to present to the user a value describing the
determined relevance (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 8, Malik further discloses the system of claim 1, further comprising: a search
module configured to search the electronic content in accordance with the determined relevance

(see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

As per claim 9, Malik further discloses the system of claim 1, wherein the piece of
electronic content comprises an electronic mail object in a relational mail system (see para

[0072], [0074], [0076], [0079] and [0080]).

As per claim 10, Malik further discloses the system of claim 1, wherein the electronic

content comprises at least one of an email, a document, an instant message, and an SMS message

(at least one of an email, see para [0072], [0074], [0076], [0079] and [0080]).
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As per claim 17, Malik discloses a method, comprising: tracking actions by a plurality of
users associated with an application for managing electronic content (see para [0035] and
[0045]), determining a relevance to a user of a piece of electronic content sent from a sender to
the user (user(s) profile, see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]), the
relevance being determined dependent on: a measure of a relevance of the piece of electronic
content as determined dependent on one or more actions of the user on the piece of electronic
content (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]), and a measure of a
relevance of the piece of electronic content as determined dependent on one or more actions of at
least one other of the plurality of users that is a recipient of the piece of electronic content (see

para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]).

Examiner’s note: Although seemingly every claim limitation is taught by the prior art of
record, it is arguable that cach and every word is not verbatim 102 anticipated by the prior art.
Examiner asserts that nonetheless, the claimed invention is properly rejected under 103 if the
differences are insubstantial and the concept as a whole would be obvious to one of ordinary skill
in the art with common sense which includes well known techniques and known substitutes.
Examiner asserts the claim mappings above show the state of the prior art.

Examiner’s note: In evaluating applicant's claims to patentability, Examiner was not
persuaded by applicant's description of the prior art. Specifically, applicant argues that the prior

1"ec

art teaches "“unintelligent mechanisms” for storage and sorting of email (Specification [0004].
Examiner could not disagree more, the “intelligent” features applicant claims are the

determination of relevance for a user. In the same respect, the email system of Malik
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determines relevance of the content based on a user profile (i.e. based on a user). Thus
applicant’s claimed Background and Summary is a mischaracterization of the state of the prior
art and the argument for patentability relies on this mischaracterization. The fact is that the prior
art Malik teaches this intelligent mechanism for email storage and sorting. Specifically, the
intelligent mechanism is for presenting the email based on user relevance (i.e. only pertinent to

certain user profiles). Applicant has not named a credible improvement over the prior art.

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the mailing

date of this final action.
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John P. Hocker whose telephone number is 5712705004. The
examiner can normally be reached on Mon - Thu 11:00 - 4:00 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Mohammad Ali can be reached on 5712724105. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/John P. Hocker/ Art Unit 2158

/Mohammad Ali/
Supervisory Patent Examiner, Art Unit 2158
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UNITED STATES PATENT AND TRADEMARK OFFICE
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SERIAL NO.: 11/623,653

FILING DATE: January 16, 2007

TITLE: Determining Relevance of Electronic Content
EXAMINER: John P. Hocker

GROUP ART UNIT: 2169

ATTY. DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance
with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: August 11, 2009 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

STATEMENT OF SUBSTANCE OF INTERVIEW

Sir:
Applicants thank Examiners Hocker and Leroux for their time in conducting a

telephone interview on August 10, 2009. During the telephone interview, Applicants’
representative Chris King and the Examiners discussed the rejection of claims 1 and 7 in
light of the Malik reference (U.S. Patent Publication No. 2004/0078447). Examiner Hocker
agreed that Malik does not disclose or suggest that the measure of relevance of the piece of

electronic content is determined dependent on one or more actions on the piece of electronic

content of at least one other of the plurality of users that is a recipient of the piece of

23682/12381/DOCS/2108836.1 1
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clectronic content, and that if claim 1 were amended to include this limitation, then claim 1

would be distinguished from Malik.

Date: August 11,2009

23682/12381/DOCS/2108836.1

Respectfully Submitted,
Justin Marston et al

By: __/Christopher King/
Christopher P. King, Reg. No.: 60,985
Fenwick & West LLP

Silicon Valley Center

801 California Street

Mountain View, CA 94041

Tel.: (650) 335-7633

Fax.: (650) 938-5200

2
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PRE-APPEAL BRIEF REQUEST FOR REVIEW

Docket Number
23682-12381

Pursuant to 240 OG 45 and the Legal Framework For EFS-Web, 1
hereby certify that this follow-on correspondence is being officially
submitted through the USPTO EFS-Web system from the Pacific Time
Zone of the United States on the local date shown below.

on_August 12, 2009

signature /Christopher King/

Application Number

11/623,653

Filed
January 16, 2007

First Named Inventor

Justin Marston

Typed or printed Art Unit

name

Christopher-Charles P. King

2158

Examiner
John P. Hocker

This request is being filed with a notice of appeal.

| am the

[l

[
X
[

applicant/inventor.

assignee of record of the entire interest.
See 37 CFR 3.71. Statement under 37 CFR 3.73(b) is enclosed.

attorney or agent of record.

Registration number 60,985

attorney or agent acting under 37 CFR 1.34.

Registration number if acting under 37 CFR 1.34

[Christopher King/

Signature

Christopher-Charles P. King

Typed or printed name

(650) 335-7633

Telephone number

August 12, 2009

Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required.
Submit multiple forms if more than one signature is required, see below®.

& *Totalof __1 of 1 form is submitted.
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ATTACHMENT TO THE PRE-APPEAL BRIEF REQUEST FOR REVIEW

Pre-appeal review is requested because the rejections in the Final Office Action of May
12, 2009, are improper and without factual or legal basis. Applicants respectfully request that

the Panel indicate that at least claims 4, 6, 7, 14, 16, 20, 22 recite allowable subject matter.

| Status of the Claims

Claims 1-22 are pending in this application and stand rejected under § 102—or

alternatively, § 103—based on Malik, U.S. Patent Publication No. 2004/0078447.

II. Rejections of claims 1-22 as unpatentable over Malik

To render a claim unpatentable under 35 U.S.C. § 103, the prior art must disclose or
suggest each and every limitation in the claim. /n re Fine, 837 F.2d 1071 (Fed. Cir. 1988)
(reversing § 103 rejection because examiner ignored material claimed limitation that was absent
from reference); In re Royka, 490 F.2d 981 (CCPA 1974).

Independent claim 1, from which claim 4 depends, recites a method comprising:

a monitoring module configured to track actions by a plurality of users
associated with an application for managing electronic content;

a relevance analysis module coupled to the monitoring module and
configured to determine a relevance to a user of a piece of
clectronic content sent from a sender to the user, the relevance
being determined dependent on:

a measure of a relevance of the piece of electronic content as
determined dependent on one or more actions of the user
on the piece of electronic content, and

a measure of a relevance of the piece of electronic content as
determined dependent on one or more actions of at least
one other of the plurality of users that is a recipient of
the piece of electronic content.

Thus, claim 1 recites that the determined relevance to the user of the piece of electronic content

is determined dependent on one or more actions of the user on the piece of electronic content,

23682/12381/DOCS/2108905.2
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and on one or more actions of at least one other of the plurality of users that is a recipient of the

piece of electronic content. As noted to the Examiner during a telephone interview on August
10, 2009, examples of actions of the user and other recipients on the piece of electronic content
include forwarding, deleting, or printing an electronic email object. (See, e.g., Figure 6, item 86;
paragraph 0069). The determined relevance can be displayed graphically to the user as a value
associated with the a piece of electronic content such as an email, ¢.g., as in item 118 of Figure 8,
which shows a relevance slider control graphically expressing the relevance value of an email
submessage.
Claim 4 depends from claim 1 and further recites:

wherein the relevance analysis module is further configured to identify at

least one other of the plurality of users that is a recipient of the piece of

electronic content and is cognate to the user and wherein the relevance

analysis module is further configured to determine the relevance to the

user of the piece of electronic content dependent upon one or more actions

of the at least one cognate recipient with respect to the piece of electronic
content.

Thus, claim 4 further determines the relevance to the user of the piece of electronic content
dependent upon one or more actions of at least one cognate recipient with respect to the piece of
electronic content, where the cognate recipient is a recipient of the piece of electronic content as
in the last element of claim 1. Thus, the relevance is determined in part dependent on one or
more actions with respect to the piece of electronic content of at least one other of the plurality
of users that is a recipient, i.¢., the cognate recipient.

Malik does not disclose or suggest the features of claim 4. Malik generally discloses a
mailbox system that differentiates between user and group mailboxes. A user profile can be
associated with a user email folder and an instant messaging (IM) account, and this association
facilitates defining properties of the user email folder and the user IM account using the user
profile. (Malik, Abstract). The user profiles are a collection of settings, such as a listing of a

-
23682/12381/DOCS/2108905.2
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user’s email mailboxes and folders, IM accounts, usernames and passwords, address books, and
the like. (Malik, paragraphs 0041-0044).

During the interview, the Examiner agreed that Malik does not disclose or suggest that
the measure of relevance of the piece of electronic content is determined dependent on one or
more actions on the piece of electronic content of at least one other of the plurality of users that
is a recipient of the piece of electronic content. The Examiner further agreed that if claim 1 were
amended to include this feature, then claim 1 would be distinguished from Malik. Applicants
note that, as described above, claim 4 as filed does in fact include the feature in question, since it
recites that the relevance analysis module is further configured to identify at least one other of
the plurality of users that is a recipient of the piece of electronic content and is cognate to the
user—i.e., a cognate recipient is one of the plurality of users that is a recipient of the piece of
clectronic content, as recited in claim 1—and further recites that the relevance to the user of the
piece of electronic content is determined dependent upon one or more actions of this cognate
recipient with respect to the piece of electronic content. Thus, claim 4 is patentable over
Malik for at least the same reasons agreed to during the interview.

Indeed, the portions of Malik cited with respect to claim 4 do not disclose or suggest this
claimed feature, i.c., that “the relevance analysis module is further configured to determine the
relevance to the user of the piece of electronic content dependent upon one or more actions of the
at least one cognate recipient with respect to the piece of electronic content.” As with the
rejections of the other claims, the Examiner cites Malik’s paragraphs 0013-0014, 0040-0046,
0072-0074, and 0079-0080. Paragraphs 0013-0014 mention a user profile that has a collection of
properties related to both email and instant messaging. Paragraphs 0040-0046 further describe

the user profiles, listing examples of what a profile includes, such as a user’s email mailboxes

3-
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and folders, IM accounts, usernames and passwords, address books, and the like. Paragraphs
0072-0074 and 0079-0080 mention various user interfaces for storing profile information related
to instant messaging and to email, respectively. None of these paragraphs, or any other portion
of Malik not cited, disclose or suggest that the determination of relevance of a piece of electronic
content to a particular user includes actions of other recipients (such as cognate recipients) with
respect to the piece of electronic content.

Claim 6 recites that the relevance analysis module is further configured to determine the
relevance to the user of the piece of electronic content responsive to one or more measures from
the set consisting of ““... one or more actions with respect to the piece of electronic content of
one or more of the plurality of users determined to be cognate to the user.” Claims 14 and 16,
and 20 and 22, recite limitations similar to those of claims 4 and 6. Thus, claims 6, 14, 16, 20,
and 22 are patentably distinguishable from Malik for at least the same reasons discussed above
with respect to claim 4.

Claim 7 recites a content presentation module configured to present the piece of
electronic content to the user in accordance with the determined relevance and to present to the
user a value describing the determined relevance. For example, as noted during the interview,
relevance slider 118 of Figure 8 graphically depicts a relevance value of a particular email
submessage. As with the other claims, the Examiner cites paragraphs 0013-0014, 0040-0046,
0072-0074, and 0079, but none of these paragraphs disclose or suggest the presentation of a

value describing the determined relevance.

II1. Summary

Based on the foregoing, Applicant respectfully submits that the pending rejections suffer

4-
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from clear deficiencies. Accordingly, Applicant requests that the rejections of independent

claims 4, 6, 7, 14, 16, 20, and 22 be withdrawn.

Respectfully Submitted,

Date: _August 12, 2009 By: __ /Christopher King/

Christopher P. King, Reg. No. 60,985
Attorney for Applicants

FENWICK & WEST LLP

801 California Street

Mountain View, CA 94041

Phone: (650) 335-7633

Fax: (650) 938-5200

-5-
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Application No. Applicant(s)

. 11/623,653 MARSTON ET AL.
Interview Summary Examiner Art Unit
JOHN P. HOCKER 2158

All participants (applicant, applicant’s representative, PTO personnel):

(1) JOHN P. HOCKER. (3)Etienne Leroux.
(2) Chris King. 4) .

Date of Interview: 17 August 2009.

Type: a)X] Telephonic b)[] Video Conference
c) Personal [copy given to: 1)[] applicant  2)[] applicant’s representative]

Exhibit shown or demonstration conducted: d)[] Yes e)] No.
If Yes, brief description:

Claim(s) discussed: 1-3 and 7.
Identification of prior art discussed: Malik.

Agreement with respect to the claims f)[_] was reached. g)[X] was not reached. h)[_] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Applicant and Examiner primarily discussed the differences between the disclosed
invention (See Figs. 6 & 8, including "Relevance" bar) and the prior art Malik (an email storage system utilizing user
profiles, and group profiles). The arquably novel feature is that the claimed invention bases the 'Relevance' on the
actions of another user "ON The Piece of Content". In other words, not just any general actions of another (i.e. group
administrator adjusting values for group (propetties/preferences). Examiner's interpretation was that the claim 1,
limitation read on these general actions. Applicant seemed to indicate an amendment further clarifying the Actions on
the content in limitation (iv) was forth coming. Examiner stated further search would be needed but that the interview
was helpful in clarifying the distinquishment over Malik. Examiner stated Malik alone does not seem to teach the Fig.
6 and Fig. 8 inventions. Applicant seemed to agree to amend to further specify the 'actions'in the last limitation were
based on 'others’ (i.e. another person forwards it, another person deletes it). No agreement was reached as to
allowability as an Updated Search and Further Consideration in view of the prior art is necessary..

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/Etienne P LeRoux/
Primary Examiner, Art Unit 2161

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20090811
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

8) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/623,653 01/16/2007 Justin Marston 23682-12381 5243
758 7590 12/15/2009
FENWICK & WEST LLP | PXAMINER
SILICON VALLEY CENTER HOCKER, JOHN P
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041 | ARTONIT | papERNUMBER
2158
| MAIL DATE | DELIVERY MODE
12/15/2009 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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. . . Application/Control No. Applicant(s)/Patent under
Notice of Panel Decision Reexamination
from Pre-Appeal Brief | 11/623653 MARSTON ET AL.
R Art Unit
Review
MOHAMMAD ALI 2158

This is in response to the Pre-Appeal Brief Request for Review filed 12 August 2009.

1. [0 Improper Request — The Request is improper and a conference will not be held for the following
reason(s):

] The Notice of Appeal has not been filed concurrent with the Pre-Appeal Brief Request.
[] The request does not include reasons why a review is appropriate.

[ A proposed amendment is included with the Pre-Appeal Brief request.

] other:

The time period for filing a response continues to run from the receipt date of the Notice of Appeal or from
the mail date of the last Office communication, if no Notice of Appeal has been received.

2. X Proceed to Board of Patent Appeals and Interferences — A Pre-Appeal Brief conference has been
held. The application remains under appeal because there is at least one actual issue for appeal. Applicant
is required to submit an appeal brief in accordance with 37 CFR 41.37. The time period for filing an appeal
brief will be reset to be one month from mailing this decision, or the balance of the two-month time period
running from the receipt of the notice of appeal, whichever is greater. Further, the time period for filing of the
appeal brief is extendible under 37 CFR 1.136 based upon the mail date of this decision or the receipt date
of the notice of appeal, as applicable.

[] The panel has determined the status of the claim(s) is as follows:
Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected:

Claim(s) withdrawn from consideration:

3. ] Allowable application — A conference has been held. The rejection is withdrawn and a Notice of
Allowance will be mailed. Prosecution on the merits remains closed. No further action is required by
applicant at this time.

4. [] Reopen Prosecution — A conference has been held. The rejection is withdrawn and a new Office
action will be mailed. No further action is required by applicant at this time.

All participants:

(1) MOHAMMAD ALI. (3)John Hocker.

(2) Hosain Alam. (4.

/Mohammad Ali/
Supervisory Patent Examiner, Art
Unit 2158

U.S. Patent and Trademark Office Part of Paper No. 20091210
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
11/623,653 01/16/2007 Justin Marston 23682-12381 5243
758 7590 01/11/2010
FENWICK & WEST LLP | PXAMINER
SILICON VALLEY CENTER HOCKER, JOHN P
801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041 | ARTONIT | papERNUMBER
2158
| MAIL DATE | DELIVERY MODE
01/11/2010 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

. 11/623,653 MARSTON ET AL.
Interview Summary Examiner Art Unit
JOHN P. HOCKER 2158

All participants (applicant, applicant’s representative, PTO personnel):

(1) JOHN P. HOCKER. 3) .
(2) Chris King. (4) .

Date of Interview: 04 January 2009.

Type: a)X] Telephonic b)[] Video Conference
c) Personal [copy given to: 1)[] applicant  2)[] applicant’s representative]

Exhibit shown or demonstration conducted: d)[] Yes e)] No.
If Yes, brief description:

Claim(s) discussed: 1-22.
Identification of prior art discussed: Malik.
Agreement with respect to the claims f)[_] was reached. g)[X] was not reached. h)[_] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: See Continuation Sheet.

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

/JPH/ (Art Unit: 2158) /Mohammad Ali/
Supervisory Patent Examiner, Art Unit 2158

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20100104
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

— Name of applicant

— Name of examiner

— Date of interview

— Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

8) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Continuation Sheet (PTOL-413) Application No. 11/623,653

Continuation of Substance of Interview including description of the general nature of what was agreed to if an
agreement was reached, or any other comments: Applicant called to ask about the PreAppeal Decision to send to the
Board of Patent Appeals and Interferences. Examiner cited paragraphs dealing with a user that is able to affect others
in the group (i.e. actions of another on a piece of electronic content). Examiner spoke with Supervisory Patent
Examiner Mohammad Ali about suggestions for allowance. The only suggestion was to expand the independent
claims to further distinguish over the prior art. No agreement was reached as to the allowability of the claims. .
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY
(Chapter I of the Patent Cooperation Treaty)

(PCT Rule 44bis)
Applicant’s or agent’s file reference FOR FURTHER ACTION See item 4 below
GOS838
International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/GB2005/001845 12 May 2005 (12.05.2005) 12 May 2004 (12.05.2004)

International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
BLUESPACE GROUP LTD

1.  This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).
2. This REPORT consists of a total of 6 sheets, including this cover sheet.

In the attached sheets, any relerence to the written opinion ol the International Searching Authority should be read as a relerence
to the international preliminary report on patentability (Chapter 1) instead.

3.  This report contains indications relating to the following items:
Box No. 1 Basis of the report
Box No. II Priority
Box No. IIT Non-establishment of opinion with regard to novelty, inventive step and industrial
applicability
Box No. IV Lack of unity of invention
Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial

applicability; citations and explanations supporting such statement

00 XO CXIX

Box No. V1 Certain documents cited
Box No. VII Certain defects in the international application
Box No. VIII Certain observations on the international application

4.  The International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1 but
not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from the priority
date (Rule 44bis .2).

Date of issuance of this report
14 November 2006 (14.11.2006)

The International Bureau of WIPO Authorized officer

34, chemin des Colombettes

1211 Geneva 20, Switzerland Dorothée Millhausen

Facsimile No. +41 22 338 82 70 e-mail: pt01 @wipo.int

Form PCT/IB/373 (January 2004)
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o, A

From the
INTERNATIONAL SEARCHING AUTHORITY

PATENT COOPERATION TREATY

To:

see form PCTASAL220

RECD 2 3 AUG 2005

P e

WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/inonthi/ear) see form PCTASA/210 (second sheet)

Applicant's or agent's file reference

see form PCT/ASA220

FOR FURTHER ACTION
See paragraph 2 below

PCT/GB2005/001845 12.05.2005

International application No. International filing date (day/month/rear) Priority date (day/monthiear)

28.10.2004

HO4L12/58, HO4L29/06

International Patent Classification (IPC) or both national classification and IPC

Applicant
BLUESPACE GROUP LTD.

Box No. IV Lack of unity of invention

X OO

Box No. Vi Certain documents cited

Oo0o

2. FURTHER ACTION

will not be so considered.

whichever expires later.

For further options, see Form PCTASA/220.

3. For further details, see notes to Form PCTASA/220.

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
> Box No. Il Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. Vil Certain defects in the international application
Box No. VIlI Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

If this opinion is, as provided above, considered fo be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCT/ASA/220 or before the expiration of 22 months from the priority date,

Narme and mailing address of the ISA:

.@) European Patent Office - P.B. 5818 Patentlaan 2
NL-2280 HV Rijswijk - Pays Bas
Tel. +31 70 340 - 2040 Tx: 31 651 epo nl
Fax: +31 70 340 - 3016

Authorized Officer

Poppe, F p)»

Telephone No. +31 70 340-4378 e

% A
Oitgyag et

oF

Form (PCTASAR237) (Cover Sheet) (January 2004)

Page 288 of 573




WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2005/001845

Box No.|! Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of the iniernational application in
the language in which it was filed, unless otherwise indicated under this item.

0 This opinion has been established on the basis of a translation from the original language into the following
language , which is the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
L1 a sequence listing
0 table(s) related to the sequence listing
b. format of material:
B in written format
O in computer readable form
c. fime of filingAurnishing:
1 contained in the international application as filed.
O filed together with the international application in computer readable form.
O furnished subsequently to this Authority for the purposes of search.

3. [0 In addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4, Additional comments:

Box No. Il Priority

1. & The validity of the priority claim has not been considered because the International Searching Authority
does not have in its possession a copy of the earlier application whose priority has been claimed or, where
required, a translation of that earlier application. This opinion has nevertheless been established on the
assumption that the relevant date (Rules 43bis.1 and 64.1) is the claimed priority date.

2. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international
filing date indicated above is considered to be the relevant date.

3. Additional observations, if necessary:

Form PCTASA/237 (January 2004)
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WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

International application No.

PCT/GB2005/001845

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

2. Citations and explanations

see separate sheet

Form PCTASA/237 (January 2004)

Yes:

No:

Yes:

No:

Yes:

No:

Claims
Claims 1-26
Claims
Claims 1-26
Claims 1-26
Claims
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2005/001845

Re Iltem V
Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made to the following documents:

D1: EP 1085444 A
D2:EPO0 739115 A

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-matter of claims 1, 7 and 13 is not new in the sense of Article 33(2) PCT.

1.1. The document D1 discloses (the references in parentheses applying to this
document):

a computerized messaging server in an electronic messaging system, comprising:

. a messaging module (par. 36) adapted to control a message database
("message store 130") storing messages exchanged in the messaging system,
each message (par. 45) comprising one or more message components ("initial
message 10 for context along with the text of replies 412, 414, 416 and 418");
and _

. a governance module (par. 42) adapted to control a governance policy database
storing a compliancy policy describing rules applicable to the message
components ("rules for governing access to message 180"), the governance
module further adapted to apply the rules described by the compliance policy to
the message components ("control access").

The subject-matter of claim 1 is therefore not new.

1.2. The same reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independent claims 7 and 13, which therefore is also considered not new.

Form PCT/ISA/287 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2005/001845

2. Dependent claims 2-6, 8-12 and 14-26 do not contain any features which, in
combination with the features of any claim to which they refer, meet the requirements of
the PCT in respect of novelty and/or inventive step, see documents D1 and D2 and the
corresponding passages cited in the search report.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-January 2004)
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INTERNATIONAL SEARCH REPORT

ational Application No

PCT/GB2005/001845

A. CLASSIFICATION OF SUBJECT MATTER
IPC 7 HO4L12/58 HO04L29/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 7 HO4L GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where pragctical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

abstract
paragraph ‘0036!

figure 4
figure 5

figure 3A
figure 3B

X EP 1 085 444 A (MICROSOFT CORP)
21 March 2001 (2001-03-21)

paragraph ‘0041! - paragraph ‘0045!

X EP 0 739 115 A (AT&T IPM CORP)
23 October 1996 (1996-10-23)

co]umn 5, 1Tine 51 - column 6, 11ﬁe 54

1-26

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents: -

"A" document defining the general state of the art which is not
consldered to be of particular relevance

"E" earlior document but published on or after the international
filing date

“L* document which may throw doubts on priorily claim(s) or
which Is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring 10 an oral disclosure, use, exhibition or
other means

"P* document published prior to the international filing date but
later than the priority date claimed

“T* later docurnent published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

*X* document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

*Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
gn%rlns, ﬁuch combination being obvious to a person skilled
in the art.

*&" document member of the same patent family

Date of the actuat completion of the international search

11 August 2005

Date of mailing of the intemational search report

24/08/2005

Name and malling address of the ISA

European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk

Tel. (+31-70) 3402040, Tx. 31 651 epo nl,
Fax: (+-31-70) 340-3016

Authorized officer

Poppe, F
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Relevant to claim No.

A

EDWARDS W K: "The design and
implementation of the Montage multimedia
mail system™

COMMUNICATIONS FOR DISTRIBUTED
APPLICATIONS AND SYSTEMS. CHAPEL HILL,
APR. 18 - 19, 1991, PROCEEDINGS OF THE
CONFERENCE ON COMMUNICATIONS SOFTWARE.
(TRICOMM), NEW YORK, IEEE, US,

vol. CONF. 4, 18 April 1991 (1991-04-18),
pages 47-57, XP010039767

ISBN: 0-87942-649-7
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page 51, right-hand column, Tine 48 - page
52, left-hand column, 1ine 2

1-26
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see form PCTASAL220
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WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/inonthi/ear) see form PCTASA/210 (second sheet)

Applicant's or agent's file reference

see form PCT/ASA220

FOR FURTHER ACTION
See paragraph 2 below

PCT/GB2005/001845 12.05.2005

International application No. International filing date (day/month/rear) Priority date (day/monthiear)

28.10.2004

HO4L12/58, HO4L29/06

International Patent Classification (IPC) or both national classification and IPC

Applicant
BLUESPACE GROUP LTD.

Box No. IV Lack of unity of invention

X OO

Box No. Vi Certain documents cited

Oo0o

2. FURTHER ACTION

will not be so considered.

whichever expires later.

For further options, see Form PCTASA/220.

3. For further details, see notes to Form PCTASA/220.

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
> Box No. Il Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

Box No. Vil Certain defects in the international application
Box No. VIlI Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

If this opinion is, as provided above, considered fo be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCT/ASA/220 or before the expiration of 22 months from the priority date,

Narme and mailing address of the ISA:

.@) European Patent Office - P.B. 5818 Patentlaan 2
NL-2280 HV Rijswijk - Pays Bas
Tel. +31 70 340 - 2040 Tx: 31 651 epo nl
Fax: +31 70 340 - 3016

Authorized Officer

Poppe, F p)»

Telephone No. +31 70 340-4378 e
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Oitgyag et
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Form (PCTASAR237) (Cover Sheet) (January 2004)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2005/001845

Box No.|! Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of the iniernational application in
the language in which it was filed, unless otherwise indicated under this item.

0 This opinion has been established on the basis of a translation from the original language into the following
language , which is the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
L1 a sequence listing
0 table(s) related to the sequence listing
b. format of material:
B in written format
O in computer readable form
c. fime of filingAurnishing:
1 contained in the international application as filed.
O filed together with the international application in computer readable form.
O furnished subsequently to this Authority for the purposes of search.

3. [0 In addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4, Additional comments:

Box No. Il Priority

1. & The validity of the priority claim has not been considered because the International Searching Authority
does not have in its possession a copy of the earlier application whose priority has been claimed or, where
required, a translation of that earlier application. This opinion has nevertheless been established on the
assumption that the relevant date (Rules 43bis.1 and 64.1) is the claimed priority date.

2. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international
filing date indicated above is considered to be the relevant date.

3. Additional observations, if necessary:
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Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (IA)

2. Citations and explanations

see separate sheet

Form PCTASA/237 (January 2004)

Yes:

No:

Yes:

No:

Yes:
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Claims
Claims 1-26
Claims
Claims 1-26
Claims 1-26
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Re Iltem V
Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made to the following documents:

D1: EP 1085444 A
D2:EPO0 739115 A

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-matter of claims 1, 7 and 13 is not new in the sense of Article 33(2) PCT.

1.1. The document D1 discloses (the references in parentheses applying to this
document):

a computerized messaging server in an electronic messaging system, comprising:

. a messaging module (par. 36) adapted to control a message database
("message store 130") storing messages exchanged in the messaging system,
each message (par. 45) comprising one or more message components ("initial
message 10 for context along with the text of replies 412, 414, 416 and 418");
and _

. a governance module (par. 42) adapted to control a governance policy database
storing a compliancy policy describing rules applicable to the message
components ("rules for governing access to message 180"), the governance
module further adapted to apply the rules described by the compliance policy to
the message components ("control access").

The subject-matter of claim 1 is therefore not new.

1.2. The same reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independent claims 7 and 13, which therefore is also considered not new.

Form PCT/ISA/287 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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2. Dependent claims 2-6, 8-12 and 14-26 do not contain any features which, in
combination with the features of any claim to which they refer, meet the requirements of
the PCT in respect of novelty and/or inventive step, see documents D1 and D2 and the
corresponding passages cited in the search report.
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CLASSIFICATION OF SUBJECT MATTER
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According to International Paient Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followad by classification symbols)

IPC 7 HO4L GOGF

Documentation searched other than minimum documentation to the extent that such documents are included In the fields search ed

Electronic data base consulted during the international search {name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category © | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X WO 03/036492 A (IDETIC, INC; STIERS, TODD) 1-3b

1 May 2003 (2003-05-01)

abstract

page 2, line 20 - page 3, line 10
page 4, 1ine 10 - page 6, Tine 22

figure 1
A EP 1 085 444 A (MICROSCFT CORP) 1-35
21 March 2001 (2001-03-21)
abstract
figure 5

paragraph ‘0012!
paragraph ‘0015! - paragraph ‘0016!
paragraph ‘0041!
paragraph ‘0043!
paragraph ‘0045!

Further documents are listed in the continuation of box C. Patent family membetrs are listed in arunex.

¢ Spedial categories of cited documents :

ped g *T* later document published aiter the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory  underiying the
invention

*A* document defining the general state of the art which is not
considered to be of particular relevance

'E" earlier document but published on or after the international *X* document of particular relevance; the clainned invention
filing date cannot be considered novel or cannot be considered to

Lt dozaument which may th'rot\:l ﬁo"'bti on prioréty claim(s) or involve an inventive step when the documnient is taken alone
which s cited to establish the publication date of another *Y* document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the

"0O" document referring to an oral disclosure, Use, exhibition or document Is combined with one or more other such docu—
other means ments, such combination being obvious to a person skilled
*P" document published prior to the international filing date but in the art.
later than the priority date claimed ‘&" document member of the same patent family
Date of the actual completion of the intarnational search Date of malling of the intemnational search report
15 February 2005 22/02/2005
Name and mailing address of the 1ISA Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswiik -

Tel. (+31-70) 340—2040, TX. 31 651 epo nl,
Fax: (+31-70) 340-3016 Poppe, F
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Galegory ©

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

EDWARDS W K: "The design and
implementation of the Montage multimedia
mail system”

COMMUNICATIONS FOR DISTRIBUTED
APPLICATIONS AND SYSTEMS. CHAPEL HILL,
APR. 18 - 19, 1991, PROCEEDINGS OF THE
CONFERENCE ON COMMUNICATIONS SOFTWARE.
(TRICOMM), NEW YORK, IEEE, US,

vol. CONF. 4, 18 April 1991 (1991-04-18),
pages 47-57, XP010039767

ISBN: 0-87942-649-7

abstract

page 51, right-hand column, 1ine 48 - page
52, left-hand column, line 2

1-35
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see form PCTASAL20 INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing

(day/month/ear) see form PCTASAR210 (second sheet)

Applicant's or agent's file reference

FOR FURTHER ACTION
see form PCTASA2220

See paragraph 2 below

International application No. International filing date (day/monthfrear) Priority date (day/inonthjyear)
PCT/GB2004/004609 01.11.2004 31.10.2003

International Patent Classification (IPC) or both national classification and IPC

HO4L 1258, GO6F17/60, H04L.29/06

Applicant
EUESPACE GROUP LIMITED

B

This opinion contains indications relating to the following items:

Box No. VIl Certain observations on the international application

2. FURTHER ACTION

will not be so considered.

whichever expires later.
For further options, see Form PCTASA/R220.

3. For further details, see notes to Form PCTASA220.

Box No. | Basis of the opinion

[0 BoxNo.!i  Priority

0 Box No.lll  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

[0 Box No. !V Lack of unity of invention

X Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

[0 Box No.Vl  Certain documents cited

1 Box No. VIl  Certain defects in the international application

O

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen |PEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCTASAL20 or before the expiration of 22 months from the priority date,

Name and mailing address of the ISA: Authorized Officer
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/GB2004/004609

Box No.l Basis of the opinion

1. With regard to the language, this opinior{ has been established on the basis of the international application in
the language in which it was filed, unless otherwise indicated under this item.

O This opinion has been established on the basis of a translation from the original language into the following
language . which is the language of a translation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide andior amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
O a sequence listing
O table(s) related to the sequence listing

b. format of material:
OO0 in written format
O in computer readable form

c. time of filingAurnishing:
0 contained in the international application as filed.
1 filed together with the international application in computer readable form.
O furnished subsequently to this Authority for the purposes of search.

3. 00 in addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional

copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4. Additional comments:

Form PCTASA/ 237 (January 2004)
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Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims 4,11,15,22,26,33
No: Claims 1-3,5-10,12-14,16-21,23-25,27-32,34,35

Inventive step (I1S) Yes: Claims
No: Claims 1-35

Industrial applicability (IA) Yes: Claims 1-35
No: Claims

2. Citations and explanations

see separate sheet

Form PCTASA/ 237 (January 2004)
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WRITTEN OPINION OF THE . International application No.
INTERNATIONAL SEARCHING

AUTHORITY (SEPARATE SHEET) PCT/GB2004/004609
Re liem V

Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made to the following documents:

D1: WO 03/036492 A
D2: EP 1 085 444 A

1. The present application does not meet the criteria of Ariicle 33(1) PCT, because the
subject-matter of claims 1, 9, 14, 20, 25 and 31 is not new in the sense of Article 33(2) PCT.

1.1. Document D1 discloses (the references in parentheses applying to this document):

a computer-implemented method of delivering electronic messages, comprising:

. providing a messaging client with information identifying electronic messages
available to the messaging client (p. 2, I. 20-26; p. 4, |. 10-16: "The end user
receives the non-attachment portions of an email message (...).");

. caching copies of the electronic messages close to the messaging client (p. 5, 1.
28-32: "The proxy server 100 siores end users' email messages in its cache 104.");
and

. responsive to a request from the messaging client for the identified electronic
messages, providing the cached copies of the electronic messages to the
messaging client (p. 2, I. 20-26; p. 6, |. 19-22).

The subject-matter of claim 1 is therefore not new.

1.2. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a computer system adapted to be used in a messaging system (fig. 1), comprising:
. a cache management module adapted to manage a cache (fig. 1: "e-mail cache”),

the cache storing messages exchanged by the messaging system (p. 5, |. 28-32);
and

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/GB2004/004609

. an interface module adapted to interface with a messaging client (fig. 1: "e-mail
client 202") and a messaging server (fig. 1: "source e-mail box 400"), the inierface
module adapted to receive messages from the server (p. 5, 1. 16-22; p. 6, |. 1-6)
and provide messages to the client (p. 6, I. 19-22), wherein messages received
from the server are stored in the cache (p. 5, I. 28-32) and messages provided to
the client are provided from the cache (p. 6, I. 19-22).

The subject-matter of claim 9 is therefore not new.

1.3. The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent computer program product claim 20, which therefore is also considered not new.

1.4. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a messaging server in a relational messaging system, comprising:

. a messaging module adapted to control a message database (p. 6, I. 1-6; fig. 1:
"source e-mail box 400") storing messages exchanged in the relational messaging
system, each message comprising one or more submessages (p. 6, |. 7-11: "MIME
attachments");

. a security module adapted to control a security database storing security
information for the submessages in the message database (implicit in p. 5, I. 10-
15); and

. an interface module adapted to interact with a messaging client and a proxy server,
the interface module adapted to provide the security information to the messaging
client (p. 6, I. 12-16) and the submessages to the proxy server (p. 6, |. 1-6),

wherein the proxy server is adapted to cache the submessages (p. 5, I. 28-32) and,

wherein the messaging client is adapted to retrieve the cached submessages from the

proxy server and access the submessages using the security information (p. 6, I. 12-22).

The subject-matter of claim 14 is therefore not new.

1.5. The same reasoning applies, mutatis mutandis, to the subject-matter of the corresponding
independent computer program product claim 25, which therefore is also considered not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-January 2004)
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1.6. Furthermore document D1 discloses (the references in parentheses applying to this
document):

a relational messaging system adapted to exchange messages with a messaging client,

éomprising:

. a messaging server adapted to store messages exchanged in the relational
messaging system (p. 6, I. 1-6; fig. 1: "source e-mail box 400"), each message
comprising a container having links to one or more submessages and further
adapted to provide the container to the messaging client (p. 2, I. 20-26; p. 6, |. 7-
16); and

. a proxy server adapted to cache submessages received from the messaging server
(p. 5, |. 28-32) and further adapted to provide the cached submessages to the
messaging client (p. 2, I. 20-26; p. 6, |. 7-16).

The subject-matter of claim 31 is therefore not new.
2. Dependent claims 2-8, 10-13, 15-19, 21-24, 26-30 and 32-35 do not contain any features
which, in combination with the features of any claim to which they refer, meet the

requirements of the PCT in respect of novelty and/or inventive step, see documents D1 and
D2 and the corresponding passages cited in the search report.

Form PCT/ISA/237 (Separate Sheet) (Sheet 3) (EPO-January 2004)
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BJECT MATTER
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According o International Pateni Classification ({PC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 7 HO4L GO6F

Minimum documentation searched (classiticahion system tollowed by classification symbols)

Documentation searched other than muranum towarnentanon to the extent that such documents are included in the fields searched

Electronic data base consulted during the nternaneonal search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX

C. DOCUMENTS CONSIDERED TC BE RELEVANT

Retevant to claim No.

Categoty ¢ | Citation of document, with indication, where appropriate, of the relevant passages
X EP 1 085 444 A (MICROSOFT CORP)
21 March 2001 (2001-03-21)
abstract
figure 5
paragraph °0012!
paragraph ‘0015! - paragraph °0016!
paragraph ‘0043!
paragraph °0045!

1-23

-/

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

2 Special categories of cited documents :

*A* document defining the general state of the art which is not
considered 10 be of particular relevance

earlier document but published on or after the international
filing date

document which may throw doubts on priotity claim(s) or
which Is cited 1o eslablish the publication dale of another
citation or other special reason (as specified)

* document referring to an oral disclosure, use, exhibition or
other means

document published prior 10 the International filing date but
later than the priority date claimed

Er

e

*T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the

invention

document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document Is taken alone

*Y* document of particular relevance; the claimed invention
cannot be considered fo invoive an inventive step when the
document is combined with one or more other such docu-
_rn?tr]ﬂs, ﬁuch combination being obvious to a person skilied
in the art.

document member of the same patent family

e

g

Date of the actual completion of the international search Date of mailing of the international search repon
26 May 2004 04/06/2004
Name and mailing address of the 1ISA Authorized officer
European Patent Office, P.B. 5818 Patentlaan 2
NL — 2280 HV Rijswijk
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Relevant to claim No.

EDWARDS W K: "The design and
implementation of the Montage multimedia
mail system”
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APPLICATIONS AND SYSTEMS. CHAPEL HILL,
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Box No.l Basis of the opinion

1. With regard to the language. this opinion has been established on the basis of the international application in
the language in which it was teld. unless otherwise indicated under this item.

O This opinion has been established on the basis of a translation from the original language into the following
language , which is the language of a transiation furnished for the purposes of international search
(under Rules 12.3 and 23.1(b)).

2. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:
0 asequence listing
1 table(s) related to the sequence listing
b. format of material:
O in written format
O in computer readable form
c. time of filingfurnishing:
O contained in the international application as filed.
O filed together with the international application in computer readable form.
0 furnished subsequently to this Authority for the purposes of search.

3. 0 In addition, in the case that more than one version or copy of a sequence listing and/or table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

4, Additional comments:

Form PCTAPEA/237 (January 2004)
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Box No. Il Priority

1. The following document has not been furnished:
.4 copy of the earlier application whose priority has been claimed (Rule 43bis.1 and 66.7(a)).

O translation of the earlier application whose priority has been claimed (Rule 43bis.1 and 66.7(b)).

Consequently it has not been possible to consider the validity of the priority claim. This opinion has
nevertheless been established on the assumption that the relevant date is the claimed priority date.

2. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international
filing date indicated above is considered {o be the relevant date.

3. Additional observations, if necessary:

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims

No: Claims 1-23
Inventive step (19) Yes: Claims

No: Claims 1-23
industrial applicability (I1A) " Yes: Claims 1-23

No: Claims

2. Citations and explanations

see separate sheet

Form PCTAPEA/237 (January 2004)
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Re ltem V
Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

The examnation s being carried out on the following application documents:

Description, pages:

1-38 as onginally filed
Claims, No.:
1-23 as originally filed

Drawings, No.:

1-5 as originally filed

Reference is made to the following documents:

D1: EP-A-1085444

D2: W. K. Edwards, "The Design and Implementation of the MONTAGE Multimedia Mail
System”, in Proc. of TRICOMM 1991, pp. 47-57

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-matter of claims 1, 10 and 19 is not new in the sense of Article 33(2) PCT.

1.1. The document D1 discloses (the references in parentheses applying to this
document):

a messaging system for providing messaging to end-users, the system comprising
a data store module (113) arranged to store messages sent among the end-users,
wherein each message includes one or more submessages (initial message 10, reply
412; par. 45 states that these can be presented to a recipient in one display, that is,
as one message) and wherein the data store module is arranged to store the

Form PCT/Separate Sheet/237 (Sheet 1) (EPO-January 2004)
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messages and submessages in a relational manner (par. 15; fig. 5: storage of replies
in association with the initial message).

The subject-matter of claim 1 is therefore not new.

1.2. Furthermore it is noted that the subject-matter of claim 1 is also not new over the
disclosure of D2 (p. 51, right-hand col., I. 48 - p. 52, left-hand col., I. 2).

1.3. The same reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independent computer program product claim 10 and computer-
implemented method claim 19, which therefore are also considered not new.

2. Dependent claims 2-9, 11-18 and. 20-23 do not contain any features which, in
combination with the features of any claim to which they refer, meet the requirements of
the PCT in respect of novelty, the reasons being as follows.

2.1. Referring to claims 2 and 11 , @ contents module adapted to store submessages of the
messages sent among the end-users, wherein a message sent by a sender to a recipient
includes one or more references to submessages in the content module is known from D1
(par. 15; fig. 5). '

2.2. Referring to claims 3 and 12, certain ones of the submessages being created by
different end-users at different times is known from D1 (reply 412 to initial message 10 is
clearly created at a different time than initial message 10, and by a different end-user).

2.3. Referring to claims 4 and 13, storing only a single version of each message and/or
submessage is known from D1 (implicit in the hierarchical tree model and the use of
message IDs for referencing shown in fig. 5; see also par. 45).

2.4. Referring to claims 5, 6, 14, 15, 20 and 21, storing an attribute of the messages and/or
submessages in the data store module, where this attribute is a length of time that a
message and/or a submessage is valid is known from D1 (implicit in par. 43, which
specifies the application of a rule based on this attribute).

2.5. Referring to claims 7, 8, 16, 17, 22 and 23, holding data describing relationships

Form PCT/Separate Sheel/237 (Sheet 2) (EPO-January 2004)
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among the messages and submessages, this data describing submessages within a
message is known from D1 (fig. 5). Moreover this is also known from D2 (p. 51, right-hand
col., I. 48 - p. 52, left-hand col., I. 2: the table of contents can be seen as data describing
submessages (chapters) within a message).

2.6. Referring to claims 9 and 18, having a client interface module for interfacing with client
applications utilized by the end-users to access the messaging system is known from D1
(par. 45: displaying the messages implies the presence of a client interface module).

Form PCT/Separate Sheet/237 (Sheet 3) (EPO-January 2004)
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1. This opinion contains indications relating to the following items:
Xl Box No. | Basis of the opinion
X] Box No. Il Priority
[0 Box No.!ll  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
[0 Box No. IV Lack of unity of invention
X Box No. V Reasoned statement under Rule 43bis.1(a)(i} with regard to novelty, inventive step or industrial

applicability; citations and explanations supporting such statement

00 Box No.V!I  Certain documents cited
[0 Box No. VIl Gertain defects in the international application
[0 Box No. VIII Certain observations on the interhational application

2. . FURTHER ACTION
If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA"). However, this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority
will not be so considered.
if this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of three
months from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,
whichever expires later,
For further options, see Form PCTASA/220.,

3. Forfurther details, see notes to Form PCT/ASA220.
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Box No.l Basis of the opinion

- With regard to the language, this opinion has been established on the basis of the international application in
the language in which it was filed, unless otherwise indicated under this item.

O This opinion has been established on the basis of a translation from the original language into the following

language , which is the language of a translation furnished for the pburposes of international search
(under Rules 12.3 and 23.1(b)). ‘

. With regard to any nucleotide and/or amino acid sequence disclosed in the international application and
necessary to the claimed invention, this opinion has been established on the basis of:

a. type of material:

L3  asequence listing

L1 table(s) related to the sequence listing
b. format of material:

L1 in written format

L1 in computer readable form
c. time of filingfurnishing:

LI contained in the international application as filed.

L1 filed together with the international application in computer readable form.

OO furnished subsequently to this Authority for the purposes of search.
. O In addition, in the case that more than one version or copy of a sequence listing and/r table relating thereto
has been filed or furnished, the required statements that the information in the subsequent or additional
copies is identical to that in the application as filed or does not go beyond the application as filed, as
appropriate, were furnished.

. Additional comments:

Box No. ll Priority

. X' The validity of the priority claim has not been considered because the International Searchin_g Authority

. O This opinion has been established as if no priority had been claimed due to the fact that the priority claim
has been found invalid (Rules 43bis.1 and 64.1). Thus for the purposes of this opinion, the international
filing date indicated above is considered to be the relevant date.

. Additional observations, if necessary:

Form PCTASA/237 (January 2004)
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Box No.V Reasoned statement under Rule 43bijs.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporiing such statement

1. Statement

Novelty (N) Yes:
No:

inventive step (1S) Yes:
No:

industrial applicabitity (1A) Yes:
. No:

2. Citations and explanations

see separate sheet

Form PCTASA/237 (January 2004)
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Re ltem V

Reasoned statement with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Reference is made to the following documents:

D1: WO 03/073711 A
D2: WO 2004/012415 A
D3: EP 1 085 444 A
D4: WO 03/036492 A

1. The present application does not meet the criteria of Article 33(1) PCT, because the
subject-matter of claims 1, 9 and 17 is not new in the sense of Article 33(2) PCT.

1.1. Document D1 discloses (referring in general 1o p. 33, I. 23 - p. 35, . 4 and fig. 2A):

a computerized messaging server ("Rost Server 14") in an electronic messaging system,

comprising: |

. a messaging module adapted to control a message database storing messages
exchanged in the messaging system ("the system creates a copy of the original
message to be stored for later processing”, step 203), each message comprising
one or more message components (*file attachments");

. an interface module adapted to receive a message component from a messaging
client ("the sender's message is transferred to the RPost server”, step 202); and

) an audit module adapted to interact with an audit information database storing
audit information describing usage of the messaging system ("the system creates
a record in a database", step 204), and further adapted to generate tamper-
detection data for the message component received from the messaging client and
store the generated tamper-detection data in the audit information database ("the
system generates and stores a message digest for the message body", step 206;
"the system generates and stores a message digest for each attachment included
in the message", step 207).

The subject-matier of claim 1 is therefore not new.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-January 2004)
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1.2. The same reasoning applies, mutatis mutandis, to the subject-matier of the corresponding
independent claim 9, which therefore is also considered not new.

1.3. Furthermore document D1 discloses (referring in general to p. 44, 1. 2 - p. 45, I. 7 and fig.
7A):

a computer-implemented method of authenticating messages in an electronic messaging

system, comprising:

. receiving a message component identified as a relational reference in a message
container (step 700);

. receiving tamper-detection data for the message component ("hash value recorded
in the body of the receipt"); and

. authenticating the message component using the tamper-detection data ("generate
a hash of the attached file and compare it to the hash value recorded in the body
of the receipt”, step 708-709).

The subject-matter of claim 17 is therefore not new.

1.4. For the sake of completeness it is noted that the subject-matter of claims 1, @ and 17 also
does not involve an inventive step over the disclosure of D2 (p. 6, |. 23 - p. 7, I. 15; fig. 1).

- 2. Dependent claims 2-8, 10-16 and 18-21 do not contain any features which, in combination
with the features of any claim to which they refer, meet the requirements of the PCT in respect

of novelty and/or inventive step, see documents D1, D2, D3 and D4 and the corresponding
passages cited in the search report.
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TITLE: Determining Relevance of Electronic Content
EXAMINER: John P. Hocker

GROUP ART UNIT: 2169

ATTY. DKT. NO.: 20423-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in

accordance with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date
shown below.

Dated: _January 15,2010 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

AMENDMENT C AND RESPONSE

Sir:
This amendment is in response to the Final Office Action mailed May 12, 2009, and is

timely filed with respect to the Notice of Appeal filed on August 12, 2009.
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IN THE CLAIMS

Claims 1, 7, 8, 11, and 17 are amended hercin. Claims 2-6, 12-16, and 18-22 are
canceled, and claims 23-37 are added. All pending claims are produced below. In addition, the
status of each is also indicated below and appropriately noted as “Original”, “Currently
Amended”, “Canceled”, “New”, “Withdrawn”, “Previously Presented”, and “Not Entered” as

requested by the Office.

1. (Currently Amended) A computer-implemented system for determining a

relevance score of a piece of electronic content sent from a sender to a user, the relevance score

determined with respect to the user, the computer-implemented system comprising:

a computer processor; and

a computer-readable storage medium storing computer program modules configured

to execute on the computer processor, the computer program modules

a monitoring module configured to track actions by a plurality of users associated

with an application for managing electronic content;

a first relevance measurement module coupled to the monitoring module and

configured to determine a first measure of [[a]] relevance of the piece of

electronic content based at least in part as-determined-dependent on one or

more actions of the user on the piece of electronic content;;ane

2
23682/12381/DOCS/2010309.2
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a second relevance measurement module coupled to the monitoring module and

configured to:

identify at least one other of the plurality of users that is a recipient of the

piece of electronic content and that is cognate to the user, and

determine a second measure of [[a]] relevance of the piece of electronic

content as-determined-dependent based at least in part on one or

more measures derived from the group consisting of:

a local importance describing an importance of the sender to the

user,

a global importance describing an importance of the sender within

an organization with which the plurality of users are

associated,

a content relevance determined responsive to content of the piece

of electronic content, and

one or more actions on the piece of electronic content of the at

least one other of the plurality of users that is a recipient of

the piece of electronic content and that is cognate to the

user; and

a relevance analysis module configured to determine the relevance score of the

piece of electronic content sent from the sender to the user, the relevance

score being determined based at least in part on the first determined

measure of relevance and on the second determined measure of relevance.

2-6. (Canceled)

3-
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7. (Currently Amended) The system of claim 1, further comprising:
a content presentation module configured to present the piece of electronic content to
the user in accordance with the determined relevance score and to present to

the user a value describing the determined relevance score.

8. (Currently Amended) The system of claim 1, further comprising:
a search module configured to search the electronic content in accordance with the

determined relevance score.

9. (Original) The system of claim 1, wherein the piece of electronic content

comprises an electronic mail object in a relational mail system.

10. (Original) The system of claim 1, wherein the electronic content comprises at

least one of an email, a document, an instant message, and an SMS message.

11. (Currently Amended) A computer program product for determining a relevance

score of a piece of electronic content sent from a sender to a user, the relevance score determined

with respect to the user, the computer-program product having a computer-readable storage

medium having computer program instructions encoded thereon comprising:

a monitoring module configured to track actions by a plurality of users associated

with an application for managing electronic content;

23682/12381/DOCS/2010309.2
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a first relevance measurement module coupled to the monitoring module and

configured to determine a first measure of [[a]] relevance of the piece of

electronic content based at least in part as-determined-dependent on one or

more actions of the user on the piece of electronic content;;ane

a second relevance measurement module coupled to the monitoring module and

configured to:

identify at least one other of the plurality of users that is a recipient of the

piece of electronic content and that is cognate to the user, and

determine a second measure of [[a]] relevance of the piece of electronic

content based at least in part as-determined-dependent on one or more

measures derived from the group consisting of:

a local importance describing an importance of the sender to the

user,

a global importance describing an importance of the sender within

an organization with which the plurality of users are

associated,

a content relevance determined responsive to content of the piece

of electronic content, and

one or more actions on the piece of electronic content of the at

least one other of the plurality of users that is a recipient of

the piece of electronic content and that is cognate to the

user; and

-5-
23682/12381/DOCS/2010309.2

Page 331 of 573



a relevance analysis module configured to determine the relevance score of the piece of

electronic content sent from the sender to the user, the relevance score being

determined based at least in part on the first determined measure of relevance and

on the second determined measure of relevance.

12-16. (Canceled)

17. (Currently Amended) A computer-implemented method for determining a

relevance score of a piece of electronic content sent from a sender to a user, the relevance score

determined with respect to the user, the computer-implemented method[[,]] comprising:

tracking actions by a plurality of users associated with an application for managing

clectronic content;

identifying at least one other of the plurality of users that is a recipient of the piece of

electronic content and that is cognate to the user,

determining a first measure of [[a]] relevance of the piece of electronic content based

at least in part as-determined-dependent on one or more actions of the user on

the piece of electronic content;;-and

determining a second measure of [[a]] relevance of the piece of electronic content as-

determined-dependent based at least in part on one or more measures derived

from the group consisting of:

a local importance describing an importance of the sender to the user,

-6-
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a global importance describing an importance of the sender within an

organization with which the plurality of users are associated,

a content relevance determined responsive to content of the piece of electronic

content, and

one or more actions on the piece of electronic content of the at least one other

of the plurality of users that is a recipient of the piece of electronic

content and that is cognate to the user; and

determining the relevance score of the piece of electronic content sent from the

sender to the user, the relevance score being determined based at least in part

on the first determined measure of relevance and on the second determined

measure of relevance.

18-22. (Canceled)

23. (New) The system of claim 1, wherein identifying at least one other of the
plurality of users that is cognate to the user comprises analyzing historical actions of the at least

one other of the plurality of users with respect to historical actions of the user.

24, (New) The system of claim 23, wherein the at least one other of the plurality of
users is cognate to the user, and the user is not cognate to the at least one other of the plurality of

UuSsers.

25.  (New) The system of claim 9, wherein the electronic mail object includes one or

morc Subl’IlGSSElgGS .
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26. (New) The system of claim 25, wherein the submessages are represented in the
electronic mail object as references to submessage content stored in a data store of the relational

mail system.

217. (New) The system of claim 9, wherein the electronic mail object has an
associated job code representing a business process with which the electronic mail object is

associlated.

28. (New) The computer program product of claim 11, further comprising:
a content presentation module configured to present the piece of electronic content to
the user in accordance with the determined relevance score and to present to

the user a value describing the determined relevance score.

29.  (New) The computer program product of claim 11, further comprising:
a search module configured to search the electronic content in accordance with the

determined relevance score.

30. (New) The computer program product of claim 11, wherein the electronic content

comprises at least one of an email, a document, an instant message, and an SMS message.

31. (New) The computer program product of claim 11, wherein the piece of

electronic content comprises an electronic mail object in a relational mail system.

32. (New) The computer program product of claim 31, wherein the electronic mail
object includes one or more submessages that are represented in the electronic mail object as
references to submessage content stored in a data store of the relational mail system.

8-
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33.  (New) The method of claim 17, further comprising:
presenting the piece of electronic content to the user in accordance with the
determined relevance score and presenting to the user a value describing the

determined relevance score.

34.  (New) The method of claim 17, further comprising:

searching the electronic content in accordance with the determined relevance score.

35. (New) The method of claim 17, wherein the piece of electronic content comprises

an electronic mail object in a relational mail system.

36. (New) The method of claim 35, wherein the electronic mail object includes one
or more submessages that are represented in the electronic mail object as references to

submessage content stored in a data store of the relational mail system.

37.  (New) The method of claim 17, wherein identifying at least one other of the
plurality of users that is cognate to the user comprises analyzing historical actions of the one

other of the plurality of users with respect to historical actions of the user.

9.
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Description

TECHNICAL FIELD

This invention relates to a method and apparatus
for providing electronic communications.

BACKGROUND OF THE INVENTION

Messaging can be defined as time-delayed commu-
nication or communication in which the origination of the
communication occurs asynchronously from its recep-
tion. For example, letters and public notices are tradi-
tional form of messaging. Messaging also includes tra-
ditional forms of publishing, whether textimage-based
(e.g. memoranda, books and periodicals), audio-based
(e.9. tapes and compact discs) or audio/visually-based
(e.g. movies). Other forms of messaging include voice
mail, including multi-user systems and answering ma-
chines, and electronic counterparts of traditional mes-
saging, for example telegrams, cablegrams, faxes, tel-
ex, electronic mail, asynchronous computer-based con-
ferencing (i.e. bulletin-boards) and electronic publish-
ing.

Because messaging is communication across time,
messaging requires storage of the message content.
The way in which the message is stored can be used to
distinguish types of messaging.

*Store-and-forward® messaging is one type of elec-
tronic messaging system. In store-and-forward messag-
ing, a message is transmitted from its sender to its re-

-cipient through at least one "message transfer agent®

(MTA). The message can be relayed through as many
successive MTAs as are needed for the message to
reach its final destination. Each MTA independently
chooses the next MTA to which to route the message,
based on information carried along with the message,
such as its intended recipient, together with information
held by the MTA, such as routing tables. If a message
is directed to more than one recipient, an MTA can mul-
ticast the message by sending copies of the message
to separate MTAs for forwarding to each intended recip-
ient. When the message reaches an MTAthat has direct
access to the recipient's mailbox, the message is de-
posited in local area network (LAN) storage associated
with the recipient's mailbox. The LAN storage associat-
ed with recipient's mailbox is comprised of message
stores for storing messages deposited therein.

During the messaging transmission process, each
MTA temporarily stores the message, until the message
is transferred to another MTA or deposited in the LAN
storage associated with the recipient's mailbox. Thus,
the MTAs constitute a succession of storage locations
and the message is forwarded from MTA to MTA until
ultimately reaching the recipient's maiibox.

Referring to Fig. 1, the general structure of store
and forward messaging as applied to LAN messaging
and wide area network (WAN) messaging is shown.
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With respect to LAN messaging, a message can be sent
from a sender at a sender station 1 to a recipient at a
recipient station 2 through a LAN 3. The message is
transmitted from the sender station 2 through an MTA 6
in LAN 3. MTA 6 has a messags store 12 that stores the
message temporarily until the MTA, acting on informa-
tion carried along with the message, routes the mes-
sage. Because MTA 6 has direct access fo the recipi-
ent's mailbox 4, MTA 6 deposites the message into LAN
3 storage associated with the recipient's mailbox 4. The
recipient can then access the message in his mailbox 4
from the recipient station 2.

With respect to WAN messaging, a series of LAN
systems may be connected togsther (not shown) or LAN
systems may be connected through an intermediate
WAN (shown in Fig. 1) to permit WAN messaging. As
shown in Fig. 1, a message can be sent from the sender
at sender station 1 to a recipient at a recipient station 11
through MTA 6 in LAN 3, MTA's 7,8 and 9 ina WAN 17
and an MTA 10 in a LAN 5. MTA's 6, 7, 8, 9 and 10 have
messages stores 12, 13, 14, 15 and 18, respectively,
that store the message temporarily until the MTA, acting
on information carried along with the message, routes
the message. The message is transmitted from sender
station 1 to MTA 6 in LAN 3. MTA 6 routes the message
to MTA7 in WAN 17. MTA 7 in turn routes the message
to MTA 8 in WAN 17 and MTA 8 in tumn routes the mes-
sage to MTA 9 in WAN 17. MTA 9 routes thé message
to MTA 10 in LAN 5. MTA 10 has direct access to the
recipient's mailbox 18 and deposits the message into
the LAN 5 storage associated with the recipient's mail-
box 18. The recipient can access the message in his
mailbox 18 from the recipient station 11.

Because store-and-forward messaging is an appli-
cation specific overlay on a network, it has limitations.
For example, the costs involved are spread only among
the users of the store-and-forward messaging applica-
tion. Moreover, the scope of messaging is limited to us-
ers of that application. Finally, diverse message formats
and conversion- from one format to another them are
not readily accommodated.

SUMMARY OF THE INVENTION

The above problems are solved in accordance with
the principles of the invention by providing a method and
apparatus for WAN messaging using WAN storage and
signalling capabilities. The invention generally includes
three aspects: message origination, message storage
and message reception. _

Message origination includes the sender's deposit
of a message into at least one message store on the
WAN, identification of the addresses of the intended re-
cipients and notification of each of the intended recipi-
ents of the availability and address of the message on
the WAN.

Message storage refers to the characteristics of
storage in the WAN. The message stores and the mes-
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sages stored have a logical identity in the WAN inde-
pendent of their physical realization such that uniform
accessibility is provided throughout the WAN.
Message reception refers to the recipient's process-
. ing of the message. Message reception is provided via
“virtual mailboxes” that reside in storage elements on
the WAN. The recipient's virtual mailbox does not con-
tain his messages. Instead, it serves as an aggregation
and storage point for the signaling information that no-
tifies the recipient of the availability and address of his
messages on the WAN. The recipient's station uses the
signaling data to alert the recipient of the existence of
his messages and to retrieve the messages under the
recipient's direction. '

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing the structure of
store-and-forward messaging. '

Fig. 2 is a block diagram showing the structure of
an embodiment of the invention.

Fig. 3 is a flow diagram illustrating the processing
of messaging in accordance with an embodiment of the
invention.

DETAILED DESCRIPTION

Referring to Fig. 2, the structure of an embodiment
of the invention is shown. The sender's station 20 is con-
nected to a LAN 21 which is connected to a WAN 24
and the recipient's station 23 is connected to & LAN 22
which is connected to WAN 24. LAN 21 and LAN 22 do
not require message stores because the WAN 24 in-
cludes message stores, such as message stores 25, 26
and 27, for storing messages. WAN 24 also includes vir-
tual mailboxes, such as the recipient's virtual mailbox
28, for storing information regarding the availability and
address of the recipient's messages.

To deposit a message into message stores in the
WAN, the sender at a sender station allocates storage
from the WAN by selecting at least one message store
from those residing in storage elements integrated into
the WAN and fills that message store with the contents
of the message.

The storage location of a message.may be chosen
by the sender's station. For example, if all messages for
a given recipient are stored in one location, the sender's
station directly deposits the message into those mes-
sage stores and, if there are mutltiple recipients, the
sender's station deposits the message to the message
stores associated with each of the recipients. Alterna-
tively, if the recipients do not have locations dedicated
to storage of their messages, the message is deposited
in message stores in the WAN selected by the sender
and accessible to all of the intended recipients through
multiplexed access to the message stores, effectively
consolidating the storage required. Consolidated stor-
age is especially advantageous because it provides for
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administrative simplicity, more efficient use of storage
resources and, as explained more fully below, open-
ended sets of recipient to facilitate group communica-
tions and electronic publishing.

To signal the intended recipients, the recipients are
notified of the message's availability and its address on
the WAN. The signaling process begins with the deter-
mination of the addresses of the recipients. The sender
may know the addresses of the intended recipients or
may need to refer to network-based interactive directo-
ries. Once the recipients' addresses are determined, the
sender at a sender station instructs the WAN to notify

"the recipients of the availability and address of the mes-

sage via the signaling mechanisms of the WAN,

in addition, the sender may store access authoriza-
tion information for the message with the message in
the message store. The access authorization informa-
tion may be the list of intended recipients, unlimited in
the case of publically available information or specified
by identifiable characteristics of a group, for example
security clearance, organizational affiliation or subscrib-
ers to a service. The access authorization information
for a message can be different than the persons signal-
ed of the availability of message. For example, a group
may be authorized to access a message, such as any
employee of a company, but only certain members of
that group being signaled of its availability, such as the
members of a particular project.

The sender need not signal all of the recipients at
the same time. For instance, if the sender were to think
of an additional recipient a day after sending the mes-
sage, resending it would require only signaling the ad-
ditional recipient and, perhaps, notifying the message
store to add the additional recipient to the list of persons
authorized to access the message.

In many messaging applications, the recipients are
not explicitly enumerated by the sender, but are deter-
mined instead through processes such as self-selec-
tion, third-party reference or guided searching. In such
cases, the signaling process may be absent. For exam-
ple, a recipient can select a message by browsing
through accessible message stores, by receiving a ref-
erence to it from a friend, co-worker or from another
message or by searching through messages on the ba-
sis of keywords or other identifier provided by the send-
er. In such situations the new recipient must be author-
ized to access the message. The access authorization
information may be broad enough to already include the
new recipient or a recipient may be allowed to extend
the access authorization to include a new recipient.

The message stores have the following character-
istics. The message stores are located in storage ele-
ments integrated into the WAN. This functional integra-
tion is independent from questions of ownership or
physical location.

The message stores and the messages stored
therein have a logical identity in the WAN, independent
of their physical realization at any given moment. This
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enables greater reliability and efficiency by, for example,
distributing the storage of a given message across mul-
tiple message stores.

The message stores are uniformly accessible from
throughout the WAN. This means that they offer the
same functionality independent of their physical location
or that of the person accessing the message. As differ-
ent recipients access a given message store from arbi-
trary locations, the functionality available to each recip-
ient from the message store varies only with the char-
acteristics of the recipient station used by the recipient
1o access the message store and its connection to the
WAN (e.g. bandwidth).

Access to message stores can be multiplexed, al-
lowing concurrent access by multiple senders and re-
cipients. Thus, the senders and recipients are unlikely
to be blocked when sending or receiving messages as
can be the case with storage elements having more lim-
ited connectivity to the WAN.

The message stores contro! access to the messag-
es they contain in accordance with the access authori-
zation information provided by the sender. ’

Message reception is provided for via “virtual mail-
boxes." A virtual mailbox resides in storage elements in
the WAN, but does not store the content of the recipi-
ent's messages. Instead, a virtual mailbox serves as an
aggregation and storage point for signaling information
that notifies a recipient of the availability and address of
a message on the WAN. The recipient's station makes
use of this signaling information to alert the recipient of
the existence and availability of the messagé and to re-
trieve the message under the recipient's direction.

Because a recipient's messages can reside in mul-
tiple message stores spread throughout the network,
the essence of the signaling information containedin the
virtual mailbox is the reference to messages available
to the recipient. Because of uniform accessibility to the
message stores, the recipient's station can make use of
those references to retrieve the recipient's messages.
Through the use of the information stored in the virtual
mailbox, the recipient can access his messages residing
in multiple message stores in the WAN as if all of his
messages were stored in a single mailbox.

The messages referenced in the virtual mailbox
may include any type of information, from any medium.
For example, a virtual mailbox could hold references to
a text message on one LAN server, an audio message
on another LAN server, another audio message on a
voice-mail adjunct to a PBX or an audio/video message
in another LAN server.

Referring to Fig. 3, a flow diagram illustrating the
process of messaging in accordance with an embodi-
ment of the invention is shown. To send a message, the
sender instructs his sender station 20 to initiate WAN
messaging (step 100). LAN 21 connects sender station
20 to WAN 24 (step 101). The sender station 20 allo-
cales storage from WAN 24 by selecting message
stores, e.9. message stores 25, 26 and 27, from avail-
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able message stores in WAN 24 (step 102). The sender
station deposits the message into the selected message
stores in the WAN and the message is stored in the se-
lected message stores (step 104).

The sender identifies the intended recipients of the
message (step 106). If the sender would like to provide
access to additional persons of a specified class, the
sender may provide message access authorization in-
formation such that additional persons falling within the
specified class of authorized persons can access to the
message (steps 108, 110).

In response to deposit of the message and identifi-
cation of intended recipients by the sender, sender's sta-
tion 20 is disconnected from WAN 24 and the WAN sig-
nals the intended recipient of the availability and ad-
dress of the message in the message stores in the WAN
by placing a reference to the messags in the recipient’s
virtual mailbox 28 (step 112).

To receive the message, the recipient instructs the
recipient station 23 to access his virtual mailbox 28 (step
116). LAN 22 connects recipient station 23 to WAN 24
(step 117). The virtual mailbox 28 contains a reference
notifying the recipient of the availability and address of
the message (step 118). The recipient instructs the re-
cipient station 23 1o access the message (step 120). Us-
ing the message address stored in virtual mailbox, the
recipient station accesses and provides the recipient
with interactive access to the message stored in mes-
sage stores in the WAN (step 121). After access to the
message is complete the recipient station is disconnect-
ed from the WAN 24 (step 122).

If the sender has made the message accessible to
additional persons of a specified class, the WAN also
makes the message available to persons satisfying the
access authorization information (steps 123, 124). Once
such a person identifies the address of the message
through, for example, the means referred above (step
125) using the address information, he can instruct his
user station to access the message (step 126).

When such a person attempts to access the mes-
sage, the message store 26 verifies that the person sat-
isfies the access authorization information (step 128). if
the access authorization information is satisfied, inter-
active access to the message is provided (step 130). If
the access authorization information is not satisfied, ac-
cess to the message is denied (step 132). Thereafter,
the recipient's station is disconnected from the WAN 24
(step 133).

After the message has been accessed by the recip-
iant and/or additional persons of the specified class, the
message remains stored in the message stores in the
WAN for access by additional intended recipients and
other persons satisfying the access authorization infor-
mation (step 134).

It is to be understood that the above description is
only of one preferred embodiment of the invention. Nu-
merous other arrangements may be devised by one
skilled in the art without departing from the scope of the

Page 339 of 573



7 EP 0739 115 A2 8

invention. The invention is thus limited only as defined
in the accompanying claims.

Claims

1. A method for electronic messaging using wide area
network (WAN) signalling and storage capabilities,
comprising:

allocating storage in a WAN havingan address
in the WAN; ’
depositing a message into the allocated stor-
age;

identifying persons authorized to have access
to the message; and

instructing the WAN to signal persons author-
ized to have access to the message of an avail-
able message and the address of the message
in the allocated storage in the WAN.

2. The method of claim 1 wherein allocating storage
in a WAN comprises selecting a message store
from available message stores in the WAN.

3. The methed of claim 1 wherein identifying persons
authorized to have access to the message compris-
es identifying at least one intended recipient of the
message.

4. The method of claim 1 wherein identifying persons
authorized to have access to the message compris-
es identifying characteristics of a class authorized
1o have access to the message.

5. An apparatus for electronic messaging using wide
area network (WAN) signalling and storage capa-
bilities, comprising:

ameans for allocating storage ina WAN having
an address in the WAN;

a means for depositing a message into the al-
located storage;

a means for identifying persons authorized to
have access to the message; and

a means for instructing the WAN to signal per-
sons authorized to have access to the message
of an available message and the address of the
message in the allocated storage in the WAN.

6. The apparatus of claim 5 wherein the means for al-
locating storage in a WAN comprises a means for
selecting a message store from available message
stores in the WAN.

7. The apparatus of claim 5 wherein the means for
identifying persons authorized to have access to the
message comprises a means for identifying at least
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one intended recipient of the message.

The apparatus of claim 5 wherein the means for
identifying persons authorized to have access tothe
message comprises a means for identifying char-
acteristics of a class authorized to have access to
the message.

A method for electronic messaging using wide area
network (WAN) signalling and storage capabilities,
comprising:

identifying an available message and an ad-
dress of the message in allocated storage in a
WAN; and

using the address of the message in allocated
storage in the WAN 1o interactively access the
message in allocated storage in the WAN.

The method of claim 8 wherein identifying an avail-
able message and an address of the message in
allocated storage in a WAN comprises accessing a
virtual mailbox comprised of storage elements in
the WAN for storing a notification of the availability
of the message and the address of the message in
allocated storage in the WAN.

The method of claim 9 wherein the allocated stor-
age on the WAN comprises a message store.

An apparatus for elactronic messaging using wide
area network (WAN) signalling and storage capa-
bilities, comprising:

a means for identifying an available message
and an address of the message in allocated
storage a WAN, and

a means for using the address of the message
in allocated storage in the WAN to interactively
access the message in allocated storage in the
WAN.

The apparatus of claim 12 wherein the means for
identifying an available message and an address of
the message in allocated storage in a WAN com-
prises a means for accessing a virtual mailbox com-
prised of storage elements in the WAN for storing a
notification of the availability of the message and
the address of the message in allocated storage in
the WAN.

The apparatus of claim 12 wherein the allocated
storage on the WAN comprises a message store.

A method for electronic messaging using wide area
network (WAN) signalling and storage capabilities,
comprising:
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providing storage in a WAN for receiving a mes-
sage and for receiving an identification of per-
sons authorized to have access to the mes-
sage;

signalling the persons authorized to have ac-
cess to the message of an available message
and an address of the message in the storage
in the WAN; and

providing interactive access to the message in
the storage in the WAN through the use of the
address of the message.

The method of claim 15 wherein the storage in a
WAN network for receiving a message and for re-
ceiving an identification of the parsons authorized
to have access to the message comprises a mes-
sage store.

The method of claim 15 wherein the identification
of the persons having access to the message com-
prises the identity of at least one intended recipient
of the message.

The method of claim 15 wherein the identification
of the persons having access to the message com-
prises identifying characteristics of a class author-
ized to have access to the message.

The method of claim 15 wherein signalling the in-
tended recipients of an available message and an
address of the message comprises storing in a vir-
tual mailbox comprised of storage elements in the
WAN a notification of the availability and address of
the message.

An apparatus for electronic messaging using wide
area network (WAN) signalling and storage capa-
bilities, comprising: ’

a means for providing storage in a WAN for re-
ceiving a message and for receiving an identi-
fication of persons authorized to have access
to the message;

a means for signalling the persons authorized
to have access to the message of an available
message and an address of the message in the
storage in the WAN; and -

a means for providing interactive access to the
message in the storage in the WAN through the
use of the address of the message.

The apparatus of claim 20 wherein the means for
providing storage in a WAN for receiving a message
and for receiving an identification of persons author-
ized to have access to the message comprises a
message store.

The apparatus of claim 20 wherein the means for
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receiving an identification of the persons having ac-
cess 1o the message comprises a means for iden-
tifying of at least one intended recipient of the mes-
sage.

The apparatus of claim 20 wherein the means for
identification of the persons having access to the
message comprises a means for identifying char-
acteristics of a class authorized to have access to
the message.

The apparatus of claim 15 wherein the means for
signalling the intended recipients of an available
message and an address of the message compris-
es a means for storing in a virtual mailbox com-
prised of storage elements in the WAN a notification
of the availability and address of the message. -

A method of electronic messaging using wide area
network (WAN) storage and signalling capabilities,
comprising instructing a WAN to signal a virtual
mailbox comprised of storage elements inthe WAN.

The method of claim 25 whersin instructing the
WAN to signal a virtual mailbox comprised of stor-
age elements in the WAN comprises instructing the
WAN to signal the virtual mailbox of an available
message and an address of the message.

An apparatus or slectronic messaging using wide
area (WAN) network storagse and signalling capa-
bilities, comprising a means for instructing a WAN
to signal a virtual mailbox comprised of storage el-
ements in the WAN.

The apparatus of claim 27 wherein the means for
instructing a WAN to signal a virtual mailbox com-
prised of storage elements in the WAN comprises
ameans for instructing the WAN to signal the virtual
mailbox of an available message and an address of
the message.

A method of electronic messaging using wide area
network (WAN) storage and signalling capabilities,
comprising signalling a virtual mailbox comprised of
storage elements in a WAN.

The method of claim 29 wherein signalling a virtual
mailbox comprised of storage elements in a WAN
comprises signailing the virtual mailbox of an avail-
able message and an address of the message.

An apparatus for electronic messaging using wide
area network (WAN) storage and signalling capa-
bilities, comprising a means for signalling a virtual
mailbox comprised of storage elements in a WAN.

The apparatus of claim 31 wherein the means for
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signalling a virtual mailbox comprised of storage el-
ements in a WAN comprises a means for signalling
the virtual mailbox of an available message and an
address of the message.

A method for electronic messaging using wide area
(WAN) network storage and signalling capabilities,
comprising retrisving information stored in a virtual
mailbox comprised of storage elements in a WAN.

The method of claim 33 wherein retrieving informa-
tion stored in a virtual mailbox comprised of storage
elements in a WAN comprises retrieving informa-
tion regarding an available message and an ad-
dress of the message stored in the WAN.

An apparatus for electronic messaging using wide
area network (WAN) storage and signalling capa-
bilities, comprising a means for retrieving informa-

tion stored in a virtual mailbox comprised of storage -

elements in a WAN.

The apparatus of claim 35 whergin the means for
retrieving information stored in a virtual mailbox
comprised of storage elements in a WAN comprises
a means for retrieving information regarding an
available message and an address of the message
stored in the WAN.

A virtual mailbox comprising storage elements in a
wide area network (WAN). ’

The virtual mailbox of claim 37 wherein the signal-
ling information stored comprises information re-
garding an available message and an address of
the message stored in the WAN.
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FIG. 3B
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ESCRIPTION
CLIENTLESS ELECTRONIC MAIL MIME ATTACHMENT RE-DELIVERY SYSTEM
VIA THE WEB TO REDUCE NETWORK BANDWIDTH USAGE

BACKGROUND OF INVENTION

5 . Technical Field

This invention generally relates to processing of electronic mail messages with Multipurpose
Internet Mail Extensions (MIME), and more parﬁcula_rly to removing MIME attachments from
electronic mail messages-and making the attachjnents accessible through Web links.

Related Art

10 Internet electronic mail (email) is non-interactive, and most email servers and clients are
designed for low-cost, high-bandwidth Internet services. These characteristics mean that email uses
resources inefficiently in low-performance, high-cost connection environments, such as wireless
networks.

Email gateways require email to be encoded in 7-bit text formats. The first email messages
15 were ASCII text, which required only 7 bits to express the full character set on early mainframe
|' . ] X . )

With the advent of email attachments and the MIME standard (RFC 1049 and RFC-1341), -
.encoding techniques are required to convert 8-bit multi-media formats into 7-bit formats to guarantee
backward compatibility with older email gateways and reader clients.

20 The base 64 encoding scheme is one popular encoding technique for converting 8-bit content
to 7-bit clean MIME attachments. This process adds significant overhead, as eveiy 8-bit byte of

- content is converted into a 7-bit representation plus remainder. Using only 7 bits out of a potential 8
' bits per byte increases the overall size of the message.

Unlike email, the more recent HTTP protocol is capable at handling 8-bit, multi-media content.
25 In addition to supporting content encodings like email's base 64 type, compressed encodings, namely
gzip and compress, are avail_able in most modern Web-browsing clients.

Email servers and clients treat MIME-compliant email messages as single, large objects.
MIME messages include boundary definitions of the multiple parts of the message, and standard tools

(e.g., Perl or Java objects) can parse the messages.

30
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BRIFF SUMMARY OF THE INVENTION

This invention comprises systems and methods for removing electronic mail MIME
attachments from an email message and replacing them with Web (HTML) ljnks, thereby reducing

_the network capacity usage of email containing MIME-encoded attachments. The end user receives

the non-attachment pértions of an email message with a standard email client and can select the Web
links to download the attachments via the Web.

By removing the attachments from email messages, this invention may reduce the bandwidth
use between the emaﬂ gateway and the user in various ways. For example, it may enhble faster
download of the non-attachment portions of a message. User preferences can determine which
portions of a message the proxy server treats as sttachments. It may also enable faster download of
attached portions of the email message, accomplished both by avoiding base 64 cncodjngAand by
applying Web-compliant compression. Further, it may eliminate the need to transmit some data.
Because users can control when or if they wish to download attachments, not all attachments may
need to be transmitted.

This invention can leverage common clients, standards and protocols for email and the Web,
using server-side intelligence to deliver content to the user over poor-performance network
envuonments It is particularly applicable to the wireless environment where network capacity is

expensive and speeds are slow.

One embodiment of the invention comprises a method for increasing the speed and minimizing
the bandwidth required for delivering email messages containing MIME attachments to a client. The
method of this embodiment comprises receiving an email message having one or more MIME |
attachments, removing the MIME attachments from the email message, inserting one or more links

corresponding to the one or more MIME attachments into the email meésage, and transmitting the

email message containing the one or more links to the client using a 7-bit text format. The client may

_ then select the links to access the attachﬁxents, which are delivered to the client uéing an 8-bit format.

Another embodiment of the invention comprises a system in which a proxy server is located
between an email server and a client. The PTOXy server is conﬁgm'ed to receive an email message
having one or more MIME attachments from the email server, 'énd to remove the one or more
attachments from the email message. The proxy server inserts links corresponding to the one or more

~ attachments into the email message and then transmits the modified email message to the client in a 7-
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bit format. In response to the client selecting a link, the corresponding attachment is delivered to the
client in an 8-bit format. - '

Another embodiment of the invention comprises software configured to implement the
methods described herein. (“Software” is used herein to refer to software, firmware, and other
manners of programming instructions for a computer or other data processor.) The software may be
embodied in any medium readable by such a computer or data processor, including floppy disks,
magnetic tapes, CD-ROMs, DVD-ROMs, RAM, ROM, and the like. Likewise, a computer or data
processor which is configured to execute such software applications, or which is otherwise

- programmed to perform the methods disclosed herein is intended to be covered by the present

application.

Various other embodiments are also possible. |

~ BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the invention may become apparent upon reading the
following detailed description and upon reference to the accompanying drawings. |

, FIG. 1 shows the system architecture for an embodiment in which a proxy server collects and
caches email messages independently of the client's requests. The proxy server transforms and
delivers attachmcnts. '

FIG. 2 is a flowchart outlining in detail the steps that the proxy server and client execute in
FIG. 1. | |

FIG. 3 shows the system architecture for an embodiment in whicha proxy server scans and
reformats email nearly in real time. The proxy server transforms and delivers attachments.

~ FIG 4.is a flowchart outlining in detail the steps that the proxy server and client execute m

- FIG. 5 shows the system architecture for an embodiment in which an email proxy server scans
and reformats email nearly in real time. A separate, stand-alone Web server transforms and delivers
attachments. '

FIG. 6 is a flowchart outlining in detail the steps that the email proxy server, client, and
separate Web server take in FIG. 5.

' While the invention is subject to various modifications and altemativc_: forms, specific
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embodiments thereof are shown by way of exaniple in the drawings and the accompanying detailed
description. It should be understood, however, that the drawings and detailed description are not
intended to limit the invention to the particular embodiment which is described. This disclosure is
instead intended to cover all modifications, equivalents and alternatives falling within the scope of the
present invention as defined by the appended claims.

DETAILED DESCRIPTION OF THE INVENTION

Preferred embodiments of the invention are described below. It should be noted that these and
any other embodiments described below are exemplary and are intended to be illustrative of the
invention rather than limiting.

This invention comprises systems and methods for removing electronic mail MIME
attachments from an email message and replacing the attachments with links to the attachments. The
end user receives the non-attachment portions of an email message with a standard email client and
can select the links to download the attachments (for example, using an ordinary browser to access the
attachments via the Web). The non-attachment portions of the message can be downloaded faster
because they do not include the attachments, and the attachments can be downloaded faster because
they are converted from the 7-bit MIME format to their original 8-bit format. |

This functionality may be mplemented in a proxy server positioned between the source email
server and the email client. The proxy server is configured to remove the MIME attachments from
email messages, decode the attachments, and insert links to the attachments in the email messages.

When the proxy server removes attachments from email messages, the attachments are

decoded from the standard base 64, 7-bit clean encoding to the original, 8-bit format. This

significantly reduces the attachment size, since bytes'encod_ing only 7-bits each are transcoded into
fewer bytes encoding 8 bits each.

The Web links that the proxy server adds to the message make the attachments accessible via a
Web server and client, and the Web server's built-in decompression algorithms can compress the
attachments to sizes well below the original, non-compressed size. The Web server that transforms
and delivers the attachments can be either the email proxy server itself or a separate, stand-alone Web
server. The proxy server uses the HTTP protocol to send MIME attachments to client devices, so it
can apply all Web-compliant transformations to them. The édvantage of using a separate Web server
is that an end user can refrieve attachments through a non-proxied channel.

The proxy server combines, and potentially encrypts, several pieces of information to generate

a passkey which can be used to uniquely identify and retrieve attachments. The information combined
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is: the end user’s account name, a unique identifier for the message, and an indicator of whlch

attachment within the message. When the proxy server is configured to allow users to access multiple
email servers at the same time, the key also must incorporate the source email server information. To

~ generate these keys, the proxy server must request a unique ldentlﬁer for each message from the

source email server.

Ina deployment that uses a sebarate Web server for attachment traffic, to avoid the need to

look up the user’s account, mailserver and password when retrieving attachments, the links

themselves must include that information. Altemaﬁvely, the separate Web server must store that
information, potentially using some sort of user profile storage mechanism.

To ensure that the intended recipient is the only one who can retrieve an attachment, the proxy

~ server should encrypt the key that identifies the attachment. To create standards compliant Web links

which can be used to retrieve attachments, the proxy server should further Web-encode the keys after

_they have been encrypted. The proxy server then replaces the attachments within a message with web

links, also known as URLSs (uniform resource locators), which include the Web-encoded, encrypted
keys

In one embodiment of the invention, the end user’s email messages and attachmenfs are pre-
fetched and cached by the proxy server in a dedicated email spool and Web attachment area, ready for
the user to retrieve. The proxy server loads the spools offline periodically at some configurable
interval. The advantage of this embodiment is that removing attachments, generating Web links, aﬁd
compressing attachments can be performed offline or during idle times. This embodiment may,
however, use large amounts of disk space on the proxy server and may raise pnvacy concerns relating
to email content re-distribution.

FIG. 1 illustrates a system architecture in accordance with this embodiment, and FIG. 2 isa

~ flowchart showing the steps that the proxy server and client device may execute in this embodiment.

Reference numbers for both the architecture diagram of FIG. 1 and the flowchart of FIG. 2 are
incorporated into the discussion below. The reference numbers for FIG. 2 are enclosed in parentheses
to make them more easily distinguishable from the reference numbers for FIG. 1.

The proxy server 100 collects and stores email messages independently of the client’s requests.
User profiles 106 stored on the proxy server 100 provide information on end users’ source email
servers 400, accounts and passwords. The method that the proxy server 100 uses to store and look up
user profiles 106 depends on the deployment. The proxy server 100 stores end users’ email messages

A in its cache 104.
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Thcproxy server 100 uses the client’s user profile mformauon 106 to issue a refrieve request
over the Internet 300totheenduserssm1meemmlservm'400 Whenrtrssuestheretreverequest,ﬂne

- proxy server 100 also issues a request for the unique identifier for any message it retrieves. The proxy

server 100 retrieves full email messages (and their unique identifiers) from the source email server
400 (1002), leaving the original messages on the source email server 400. The proxy server 100 can
refrieve email from multiple accounts for the same user.

The proxy server 100 removes the MIME attachments from the email message (1004). For
each attachment removed, the proxy server 100 generates a key (1006). The key combines the
following information: the user-identifier, the message-identifier, and the attachment number. When
the proxy server 100 is conﬁgured to allow users to access multiple email servers at the same time,
the key should also include the source email server 400 information.

If the security of the attachments is a concemn, the proxy server 100 should encrypt the keys to

. the attachments (1008). The proxy server 100 can Web-encode the keys (1010), then add the Web-.

encoded keys to the message as Web link URLs (1012) which connect to the attachments removed

from the message. The proxy server 100 may compress separawd parts of the message as necessary
(1014). '

The proxy server 100 stores the transformed email message in its cache 104 (1016), then may
then delete the email message from the source email server 400 (1018).

The end user’s email applicaﬁon 202 makes an email request (1020). The proxy server’s email
port 102 receives the requ&ct. The proxy server 100 identifies the request with auserproﬁle 106
(1022), retrieves the end user’s email from its cache 104 then sends the transformed, cached emarl

message to the client 200 (1024).

“When the end user clicks on a link to retrieve an attachment (1026), a browser 204 window
opens automatically and issues an HTTP request for the attachment (1028). (The success of this step
depends on the configuration of the client device.) The proxy server’s HTTP port 108 receives the
request. The proxy server 100 identifies the HTTP request with a user profile 106 (1030), retrieves a
copy of the requested MIME part from its cache 104 (1032), then returns the requested MIME part to
the client 200 as HTTP content (1034). The client device’s Web browser 204 opens the attachment
(1036). If the browser 204 does not recognize the content type of the attachment, it opens a dialog box
allowing the user to save the file to disk. (The success of this step depeﬂds on the configuration of the
client deﬁce.) The end user may retrieve another attachment by clicking on another link (1038)."

| A second embodiment of this invention is to use a protocol proxy (for example, POP or IMAP)
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to make client requests to the soméeﬁxb.ﬂserverandrehnn server responses to the client. The |

advantage of this system is that the proxy server scans and reformats email messages in near reai

time, using an off-site email repository (the source email server). The only information stored on (or
network accessible to) the proxy is the user profile, which is only required in some embodimeénts. No
part of an email message is stored on the proxy server, so the system does not require the
implementation overhead or raise the privacy issues of queuing mail and attachments in third party
spools. The main concern that this embodiment raises is email box synchronization, since, if an email
message is deleted from the source email server, the Web links to the message’s attachments will not
work.

FIG. 3 illuslratés the system architecture of this second embodiment, and FIG. 4 is a flowchart -
showing the steps that the proxy server and client device execute. Again, the reference numbers for
the flow diagram of the method are enclosed in parentheses, while the reference numbers for the
architecture diagram are not.

Before making a request to a source email server 400, the proxy server 100 must receive a
request from a client 200. The proxy server 100 may alter this request before sending it over the
Internet 300 to the source email server 400.

The end user’s email application 202 makes an email request (1202). The proxy server’s email

- port 102 receives the request, and the proxy server 100 identifies the request, potentially using a user

profile 106 (1204). The proxy server 100 issues a retrieve request on behalf of the client 200 to the
source email server 400, When it issues the retrieve request, the proxy server 100 also issues a request
for the unique identifier for any message it retrieves. The proxy server 100 retrieves the end user’s
email messages (and their unique identifiers) from the source email server 400 (1206), including a full
copy of any MIME messages, leaving the original messages on the email server 400.

The proxy server 100 removes attachments from the email message (1208;. or each
attachment removed, the proxy server 100 generates a key. (1210). The key combines the following
information: the user-identifier, the message-identifier, and the attachment number. When the proxy
servér is configured to allow users to access multiple email servers at the same time, the key also must

.include the source email server information.

If the security of the attachments is a concern, the proxy server 100 should encrypt the keys to
the attachments (1212). The proxy server 100 Web-encodes the encrypted keys (1214), then adds the
Web-encoded keys to the message as Web link URLs (1216), which connect to the attachments

removed from the message.
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The proxy server 100 sends the transformed email message to the email client 202 (1218).

‘When the end user cliéks on a link to retrieve an attachment (1220), a browser 204 window
opens automati_célly and issues an HTTP request'for the attachment (1222). (The success of this step
depends on the configuration of the client device.) The proxy server’s HTTP port 108 receives the
request. The proxy server 100 identifies the HTTP request with a user profile 106 (1224), then
retrieves a copy of the full email message from the source email server 400 (1226), 1eaving the
original message on the email sm'vgf 400. The proxy server 100 separates the MIME patt requested
(1228), compresses it as necessary (1230), then returns the requested MIME part the client 200 as

HTTP content (1232). The chent device’s Web browser 204 opens the attachment (1234) If the

browser 204 does not recogmze the content type of the attachment, it opens a dialog box allowing the

user to save the file to disk. (The success of this step depends on the configuration of the client
device.)

The end user may retrieve another attachment by clicking on another link (1236).
The proxy server 100 may delete an email message from a source email server 400 (1238).

A third embodiment of this invention is to use a proxy server for email traffic only, and to use
a separate, stand-alone Web server to handle end user requests for attachments and the source server’s
responses The email proxy generates attachment links containing enough information to allow the
separate Web server to identify and retrieve attachments. (In an alternative embodiment, the separate
Web server could store the same user profiles as the email proxy server.) The email proxy server
scans and reformats email messages in near real time, using an off-site email repository (the source
email server). In addition to offering the advantages of the s=cond embodiment, this third embodiment
allows end users to access their attachments through a non-proxied channel. The concerns that this

‘embodiment raises are the same as those of the second embodiment.

_ | FIG. 5 illustrates the system architecture of this third embodiment, and FIG. 6 is a flowchart
showing the steps that the email proxy server, client device, and the separate Web server execute.

Before making a request to a source email server 400, the email proxy server 100 must receive
a request from a client 200. The email proxy server 100 may alter this request before sendmg it over
the Internet 300 to the source emall server 400.

The end user’s email application 202 makes an email request (1402). The proxy server’s email
port 102 receives the request, and the proxy server 100 identifies the request with a user profile 106
(1404). The proxy server 100 issues a retrieve request on behalf of the client 200 to the source email

‘server 400. When it issues the retrieve recglcst, the gr xy server 100 also issues a request for the
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unique identifier for any message it retrieves. The proxy server 100 retrieves the end user’s email
messages (and their unique identifiers) from the source email server 400 (1406), including a full copy
of any MIME messages, leaving the original messages on the email server 400.

The proxy s&vw 100 removes parts of the email message (1408), For each attachment
removed, the proxy server 100 generates a key. (1410). The key combines the following information:
the user-idenﬁﬁdr, the message-identifier, and the attachment number. When the proxy server 100 is
configured to allow users to access multiple email servers at the same time, the key also must include
the source email server 400 information. In cases where the attachment is to be retrieved from a stand-
alone server 500 that does not have a user profile containing the user’s mail server or mail account |
password, then that information also must be combined into the key. Any reversible method of
combination can be used, for example, concatenation. |

If the security of the attachments is a concern, the proxy server 100 should encrypt the keys to
the attachments (1412), Web-encodes the esicrypted keys (1414), then adds the Web-encoded keys to
the message as Web link URLs (1416), which connect to the parts removed from the message.

The proxy server 100 sends the transformed email message to the email client 202 (1418).

When the end user clicks on a link to retrieve an attachment (1420), a browser 204 window
opens automatically and issues an HTTP request for the attachment (1422). (The success of this step
depends on the configuration of the client device.) The separate Web server’s HTTP port 502 receives
the request. The separate Web server 500 uses the key in the encoded Web link to request the
attachment (1424), then retrieves a copy of the full email message from the source emml server 400
(1426), leaving the original message on the email server 400. The separate Web server 500 separates -
the MIME part requested (1428), compresses it as necessary (1430), then returns the requested MIME
part the client 200 as HTTP content (1432). The client device’s Web browser 204 opens the
attachment (1434). If the browser 204 does not recognize the content type of the attachment, it opens

- adialog box allowing the user to save the file to disk. (The success of this step depends on the

configuration of the client device.)
The end user may retrieve another attachment by clicking on another ImL (1436).

The proxy server 100 or the separate Web server 500 may delete an email message from a
source email server 400 (1438).

The benefits and advéntag&s which may be provided by the present invention have been
described above with regard to specific embodiments. These benefits and advantages, and any

elements or limitations that may cause them to occur or to become more pronounced are not to be
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construed as critical, required, or essential features of any or all of the claims. As used herein, the
terms ‘comprises,' ‘comprising,’ or any other variations thereof, are intended to be interpreted as non-
exclusively including the elements or limitations which follow those terms. Accordingly, a process,
method, article, or apparatus that comprises a list of elements does not include only those elements
but may include other elements not expressly listed or inherent to the claimed process, method,
article, or apparatus.

While the present invention has been described with reference to pé,rticular embodiments, it
should be understood that the embodiments are illustrative and that the scope of the invention is not
limited to these embodiments. Many variations, modifications, additions and improvements to the
embodiments described above are possible. It is contemplated that these variations, modifications,
additions and improvements fall within the scope of the invention as detailed within the following
claims.
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CLAIMS
L. A method comprising: _
receiving an email | message having one or more MIME attachments;
removing the MIME attachments from the email message; |
inserting one or more links corresponding to the one or more MIME attachmcnts into t’ne
email message; and

transmitting the email message containing the one or more links to a client.

2, The method of claim 1, further comprising transmitting one of the one or more attachments to
the client in response to the client selecting the corresponding one of the one or more links.

3. 'I"he method of claim 2, further comprising converting the one of the one or more attachments
to a non-7-bit-text format prior to transmitting the one of the one or more attachments to the client.

4, The method of claim 2, further comprising storing the attachments in a cache in a proxy
server and retrieving the attachments from the cache prior to transmitting the one or more attachments
to the client. | ‘

5. The method of claim 2, further comprising, in response to the client selecting one of the one
or more links, retrieving the email message from an email source, removing from the email message
the one of the one or more attachments corresponding to the selected link, and converting the one of

the one or more attachments correspondmg to the selected link to a non-7-bit-text format prior to

transmitting the one of the one or more attachments to the client.

6. _  Themethod of claim 5, wherein the email message containing the one or more links is
transmitted to the chent by a proxy server and the one of the one or more attachments is transmitted to
the chent by a Web server which is separate from the proxy server. ’

7. The method of claim 2, further comprising retrieving a user profile corresponding to the client
and retrieving the one of the one or more attachments based upon the user profile.

8. The method of claim 1, The method of claim 1, wherein the email message containing the one
or more links is transmitted to the client using a 7-bit text format.
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9. The method of claim 1, further comprising generating a key for each of the attachments

removed from the email message and incorporating each key in the link to the corresponding
attachment. '

10. The method of claim 9, wherein the key includes a user identifier, a message identifier, and
an attachment identifier. '

11. ~ The method of claim 10, wherein_ the key also includes an email source identifier.

12. The method of c1a1m 9, further comprising encrypting the keys.

13.  The method of claim 1, wherein the links comprise Web URLS.

14. A system comprising:
a Proxy server,
wherein the proxy server is configured to receive an email message from a mail server,
_ wherein the email message has one or more MIME attachments, and
wherein the proxy server is configured to remove the one or more attachments from the email
message and to insert one or more links corresponding to the one or more attachments
into the email message, and to transmit the modified email message to a client.

15. The system of claim 14, wherein the proxy éefver is configured to provide one of the one or
more attachments in response to the client selecting a corresponding one of the one or more links.

16. The system of claim 15, wherein, in résponse to the client selecting the oné of the one or more
links, the proxy server is configured to retrieve the original email message from a mail server, extract
the corresponding one of the one or more attachments from the original email message, and transmit
the extracted attachment to the client.

17. The system of claim 16, further comprising a Web server which is separate from the proxy
server, wherein the proxy server is configured to transmit the email message containing the one or -
more links to the client and the Web server is configured to transmit the one of the one or more
attachments to the client.

18. The system of claim 15, further comprising a cache, wherein the proxy server is configured to
store the attachments in the cache and wherein, in response to the client selecting the one of the one or
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more links, the proxy server is configured to retrieve the corresponding one of the one or more
attachments from the cache, and transmit the retrieved attachment to the client. -

19. The system of claim 15, wherein the proxy server is configured to transmit the extracted
attachment is over a non-seven-bit protocol. ' :

20."  The system of claim 15, further comprising a memory configured to store one or more user
profiles, wherein the proxy server is configured to retrieve a user profile corresponding to the client
and to retrieve the one of the one or more attachments based upon the retrieved user profile.

21. The system of claim -14,' whereiﬁ the proxy server is configured to transmit the email message
containing the one or more links to the client in a 7-bit text format.

22. The system of claim 14, wherein the proxy server is configured to generateakeyforeéchof :
the attachments removed from the email message and to incorporate each key in the link to the

~ cormesponding attachment.

20

25

o____ |

BNSDOCID: <W!

23. The system of claim 22, wherein each key includes a user idénﬁﬁer, a message identifier, and
an attachment identifier. '

24, The system of claim 23, wherein each key further includes an email source identifier.
25. The system of claim 22, wherein the proxy server is configured to encrypt each key.

26.  The system of claim 14, wherein the links comprise Web URLS.
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(57) Abstract: A server receives a message from a sender and trans-
mits the message through the Internet to a recipient. The server nor-
mally transmits the message in a first path through the Intemet to
the recipient. When the sender indicates at a particular position in
the message that the message is registered, the server transmits the
message in a second path through the Internet to the recipient. The
sender can also provide additional indications in the message to have
the server handie the message in other special ways not normally pro-
vided by the server. After learning from the receipt or the recipient’s
agent through the Internet that the message was successfully received,
the server creates, and forwards to the sender, an electronic receipt.
The receipt includes at least one, and preferably all: the message and

. any attachments, a delivery success/failure table listing the receipts,

and the receipt times, of the message by the recipient’s specific agents,
and the failure of other agents of the recipient to receive the message
and a digital signature of the message and attachments subsequently.
By verifying that the digital signature on the sender’s receipt matches
the digital receipt at the server, the server can verify, without retain-
ing the message, that the receipt is genuine and that the message is
accurate.
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SYSTEM AND METHOD FOR VERIFYING DELIVERY AND INTEGRITY OF
ELECTRONIC MESSAGES

BACKGROUND OF PREFERRED EMBODIMENTS OF THE INVENTION

I. FIELD OF THE INVENTION:

This in_vention relates generally to a system and method for verifying
delivery and content of an electronic message and,fnore particularly,. to a system |
and method of later providing proof regarding the delivery and content of an e-mail
message. More specifically, the invention relates to a system and method for
sending registered mail through the internet while verifying delivery and content of
an electronic message and later providing proof regarding the delivery and content

of the registered e-mail message.
II. DESCRIPTION OF RELATED ART:

In recent years e-mail has become an indispensable business tool. E-mail
has replaced “snail mail” for many business practices because it is faster, cheaper
and generally more reliable. But there remain some mail applications where hard
copy is still dominant, such as registered and certified mail. For example, when a
letter is sent by certified mail the sender is provided with a receipt to prove that the 4
letter was mailed. A returned registered mail receipt adds the Postal Service’s
confirmation that the letter was successfully delivered to the addressee or the _
addressee’s authorized agent. Additionally, private couriers such as Federal
Express® and United Parcel Service® (UPS) provide some type of delivery
confirmation. Since every piece of courier mail is, in effect, registered it is natural

for consumers to turn to these services when they want proof of delivery.
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Many existing e-mail systems and-e-mail programs already provide for some
form of proof of delivery. For instance, some e-mail systems today allow a sender
to mark a message with “request for notifications” tags. Such tags allow a sender to
request notification that the message was delivered and/or when the message was
opened. When a sender requests delivery notification, the internet e-mail system
may provide the sender with an e-mail receipt that the message was delivered to the
mail server or electronic in-box of the recipient. The receipt message may include
the title of the message, the destination address, and the time of delivery. It may
also include (depending on the types of “flags” that are provided and activated in
the mailing software) a list of all the internet “stations” that the message passed
through en route to its destination. This form of reporting is built into some of the
rules and protocols which implement e-mail. Furthermore, when a message is sent
with a “read notiﬁéation” request, the recipient’s e-mail program may send to the
sender an e-mail notification that the récipient opened that message for reading.
Many electronic mail clients can and do support thls kind of reportmg, however,
Internet protocols do not make th1$ mandatory.

However, this does not mean that an e-mail sent with a notification request is
as effective in all respects as registered mail. People certify and register letters
because they want proof of delivery, e.g., proof that can be used in a civil or
criminal proceeding, or proof that will satisfy a supervisor or a client or a
government agency that a message has been sent, a joﬁ has been done, an order
placed, or a contract requirément satisfied.

A registration receipt from the United States Postal Service (USPS)
constitutes proof of delivery because the USPS stands behind it. The receipt
represents the Post Office’s confirmation that the letter or package in question was
actually delivered to the addressee or his authorized representative. On the other
hand, with the e-mail receipt various hurciles exist to an e-mail receipt being
admitted and relied upon as persuasive evidence in a court of law as a proof that the
message was delivered. After all, the receipt may be just another e-mail message

that could have been altered or created by anyone, at any time.
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There exists a need for an e-mail system and/or method that can provide
reliable proof of the content and delivery of an e-mail message in order to take
fuller advantage of the convenience and low cost of communicating via e-mail.

To meet this need some systems have been established whereby senders may
receive third party proof of delivery by enrolling in servicgs whereby:

a) The sender transmits an electronic message to a third party together
with a list of the document’s intended recipients. .

b) The third party sends a notification to each of the message’s intended
recipients inviting them to visit the third party’s web site where the message can be
viewed.

c) If the intended recipient visits the third pérty’s web site to view the
message, the third party records this visit so that the sender may know that his
message has been read by the recipient.

The drawbacks of such systems are manifold. In the first place, they rely
essentially on the co-operation of the recipient of the e-mail to collect his messages
from the third party’s service. But the circumstances in ‘which a sender may want
proof of delivery of a message are often ones in which it cannot be assumed that the
intended recipient will co-operate in receiving the message. In such cases, e.g.
where acknowledging receipt of the message would place a financial or legal
burden on the recipient, the recipient can simply ignore the notification that mail is
available for him to receive. Note that there is nothing in such a system to
guarantee that the intended recipient has received notification of waiting mail. In
the second place, such systeins are cumbersome and slow to use as compared to
regular e-mail insofar as it can require the sender and/or the recipient to connect to
a World Wide Web site to send, collect and verify the delivery. of each message.
Moreover, transmission of documents by such methods may require both sender
and receiver to upload and download files to a web site. Finally, because these
methods require the third party to retain a copy of the whole of each message until
such time as they are collected or expired, the methods can require its provider to

devote substantial computational resources to data storage and data tracking over an
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extended period of time. As an alternative method of providing proof of delivery,
some systems provide proprietary e-mail clients or web-browser plug-ins that will
notify senders when a message has been received provi_ded that a recipient uses the
same e-mail client. The obvious disadvantage of such systems is that they require
both sender and recipient to use the same e-mail client.

Therefore, there exists a need for an e-mail system/method that can provide

reliable proof of the content and delivery of electronic messages which does not

- require the compliance or co-operation of the recipient, which requires no special e-

mail software on the part of sender or recipient, which operates with the same or
nearly the same convenience and speed of use as conventional e-mail; and which
can be operated economically by a service provider. A general object of the
invention disclosed and claimed in eo-pending non-provisional application _
09/626,577 (attorneys file RPOST-57228), filed by Terrance A. Tomkow on July
27,2000 and assigned of record to the assignee of record in this application, is to
provide a system and 'method for reliably verifying via secure and tamper-proof
documentation the content and delivery of an electronic message such as an e-mail.
ideally, the invention disclosed and claimed in co-pending application 09/626,577
(attorneys file RPOST-57228) will give e-mail and other electronic messages a
legal status on a par with, if not superior to, that of registered United States mail.
However, it is not necessary to the invention that any particular legal status is
accorded to messages sent according to the methods taught herein, as the invention
provides useful information and verification regardless.

The invention diéclosed and claimed in co-pending non-provisional
application 09/626,577 includes an electronic message system that creates and
records a digital signature of each electronic message sent through the systém. An
originator may send a copy of the electronic message to the system or genefate the
electronic message within the system itself. The system then forwards and delivers

the electronic message to all recipients (or to the deéignated message handlers

- associated with the recipients), including “to” addressees and “cc” addressees.

Thereafter, the system returns a receipt of delivery to the originator of the electronic
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message. The receipt includes, among other things: the original message, the

- digital signatﬁre,of the message, and a handshaking and delivery history including

times of delivery to the recipients. To later verify and authenticate information
contained in the receipt, the originafor or user sends a copy of the receipt to the
system. The system then verifies that the digital signature matches the original
message and the rest of the receipt. If the two match, then the system sends a letter
or provides other confirmation of authenticity verifying that the electronic message
has not been altered. |

The system disclosed and claimed in co-pending non-provisional application
09/626,577 rhay include a form of e-mail server connected to the Internet, which
can be utilized in many ways. For instance, individual users can register their
electronic messages, such as e-mails, by sending a “carbon copy” (cc:) to the
systefn or composing the message within the system iiself.» -For corporate or e-
commerce hsers, these users can change their server to a server incorporating the
present invention and have all of their external electronic messages registered, with

the option of having the system retain and archive the receipts. The system can

~ accept and verify encrypted electronic messages and manage the electronic

- messages within and/or outside a “fire wall.” For web-based users, i.e., individuals

or corporations using web-based e-mails, such as MSN Hotmail® or Yahoo Mail®,
such users could check a box or otherwise set a flag within their e-mail programs to
select on a case-by-case basis whether to make the e-mails of record and/or to
archive the messages using the system disclosed and claimed in co-pending non-
provisional application 09/629,577.

The digital signature can be created using known digital signature
techniques, such as by performing a hash function on the message to produce a
message digest and then encrypting the message digest. Separate digital signatures
can be created for the body of the message, any attachments, and for the overall
message including the body, the attachments, and the individual message digests.

The encrypted message digest provides one type of message authentication or
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validation ¢ode, or secure documentation. Other message authentication and/or
Qalidation codes may also be generated and used.

In one aspect, the invention disclosed and claimed in co-pending application
09/626,577 is a method of providing proof regarding the delivery and content of an
electronic message, comprising: receiving from a sender across a computer network

an electronic message, the message having a delivery address associated therewith;

computing a message digest according to the message; encrypting the message

digest; sending the message electronically to a destination corresponding to the
delivery address; recording the Simple Mail Transport Protocol (SMTP) or
Extended SMTP (ESMTP) dialog which effects the delivery of the message;
receiving Delivery Status Notification infofmation associated with the message and
the delivery address; providing to the sender an electronic receipt, the receipt
comprising: a copy of the méssag_e, the encrypted message digest, the (E)SMTP
transcripts, and at least a subset of the Delivery Status notification information, and,-

at a future date, receiving electronically the electronic receipt from the sender,

-verifying that the encrypted message digest corresponds to the message, and

verifying that the message was received by an electronic message handler
associated with the delivery address.

In another aspect, the invention disclosed and claimed in co-pending
application 09/626,577 includes a method of verifying delivery of an electronic
message, comprising: in a wide area network computer system, receiving an
electronic message from a message sender for routing to a destination address;
establishing communication with an electronic message server associated with the
destination address, the server defining a destination server; querying the
destination server to determine whether the destination server supports Delivery
Status Notification (DSN) functionality; receiving a response to the query, the
query and response together defining an SMTP dialog; requesting Delivery. Status
notification information from the destination server according to results of the
SMTP dialog; transmitting the electronic message to the destination address;

receiving DSN information from the destination server with respect to delivery of
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the electronic message; and providing to the messagé sender at least a portion of the -
SMTP dialog, and at least a portion of the DSN information. '

In yet another aspect, the invention disclosed and claimed in co-pending
application 09/626,577 includes a method of verifying content of a received
electronic message, comprising: receiving the electronic message; generatinga
digital éignature corresponding to the content of the received message; providing
the message and the digital signature to a designated addressee; and, at a later time,
verifying that the digital signature corresponds to the message.

In accordance with still another aspect of the invention disclosed and
claimed in co-pending application 09/626,577, the method includes establishing
whether a message was electronically received by a recipient, comprising:
providing a message to be dispatched electronically along with a recipient’s address
from a sender; creating a signature associated with the message; dispatching the
message electronically to the recipient’s address; tracking the message to determine
a final Delivery Status of the message dispatched to the recipient’s address; upon
receiving final Delivery Status of the message, generatiﬁg a receipt, the receipt
including a copy of the message, the signature, and the final Delivery Status for the
message; and providing the receipt to the sender for later establishing that the
message was electronically received by the recipient.

In accordance with yet another aspect of the invention disclosed and claimed
in co-pending application 09/626,577, a method is provided for proving that an
electronic message sent to a recipient was read, comprising: providing an electronié
message along with a recipient’s address; calculating a digital signature
corresponding to the electronic message; dispatching the electronic message
electronically to the recipient’s address; requesting a Mail User Agent (email client
“reading”) notification from the recipient; upon receiving the reading notification,
generating a reading receipt, the reading receipt including a copy of the message,
the digital signature for the corresponding electronic mgssage; and a second digital
signature for the reading receipt from the recipient; and providing the reading

receipt for later verification that said message was received by the recipient.
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In accordance with another aspect of the invention disclosed and claimed in-
co-pending application 09/626,577, a method is provided for validating the integrity
of a purported copy of an electronic message, comprising: réceiving the purported -
electronic message copy, said purported copy including an encrypted message
digest associated therewith; decrypting the message digest; generating a second
message digest based on content of the purported copy; and validating the purported
copy by comparing the decrypted méssage digest and the second messége digest to
determine whether the two message digests match.

In accordance with a still further aspect of the invention disclosed and
claimed in co-pending application 09/626,577, a method is provided for validating a
received regisfered e-mail, co_niprising: receiving an electronic receipt, said receipt‘
including a base message and an encrypted message digest; decrjrpt'mg the
encrypted message digest; generating a secdnd message digest from the base
message; and validating the e-mail if the decrypted message digest matches the
second message digest. -

In yet another aspect, the invention disclosed and claimed in co-pending
application 09/626,577 includes a website at which users can go to send and receive
secure messages, with the website host acting as an independent third party which
will send and receive the messages and provide secure documentation regarding the
content and delivery of the messages.

The above-described objects of the invention,discloéed and claimed in co-
pending application 09/626,577 and other features and benefits of the present
invention will become clear to those skilled in the art when read in conjunction with
the following detailed descriptibn of a preferred illustrative embodiment and
viewed in conjunction with the attached drawings in which like numbers refer to

like parts, and the appended claims.
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BRIEF DESCRIPTION OF PREFERRED EMBODIMENTS
OF THE INVENTION

A server receives a message from a sender and transmits the message

through the Internet to a recipient. The server normally transmits the message in a

 first path through the Internet to the recipient. When the sender indicates at a

particular position in the message that the message is registered, the server
transmits the message in a second path through the Internet to the recipient. The
sender can also provide additional indications in the message to have the sérver
handle the message in other speciél ways not normally provided by the server.
After learning from the receipt or the recipient’s agent through the Internet
that the message was successfully received, the server creates, and forwards to the
sender, an electfonic receipt. The receipt includes at least one, and preferably all:
the message and ény attachments, a delivery sucéess/failure table listing the
receipts, and the receipt times, of the message by the recipient’s specific agents, and
the failure of other agents of the recipient to receive the méssage aﬁd a digital
signature of the message and attachments subsequently. By verifying that the
digital signaﬁlre on the sender’s receipt matches the digital receipt at the server, the
server can verify, without retaining the message, that the receipt is genuine and that

the message is accurate.

BRIEF DESCRIPTION OF THE DRAWINGS

‘A detailed description of the preferred embodiment of the invention will be
made with refererice to the accompanying drawings:

FIG. 1 is a system diagram of a first embodiment of the invention disclosed
and claimed in co-pending application 09/626,577, in which embodiment outgoing
messages are made of record by being transmitted by a special Mail Transport
Agent (MTA). '
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FIGS. 2-2F constitute a representative flow diagram for making an outgoing

e-mail of record according to the embodiment of FIG. 1.

FIG. 3 is a system diagram of a second embodiment of the invention
disclosed and claimed in co-pending application 09/626,577, in which embodiment
senders may direct a Mail Transport Agent to transmit selected messages through a
separate Mail Transport Agent constructed to make the selected messages of record.

FIG. 4 is a system diagram of a third embodiment of the invention disclosed
and claimed in co-pending application 09/626,577, in which carbon copies (cc’s) of
outgoing messages are senf to a special server to be made of record.

FIG.5isa systém diagram of a fourth embodiment of the invention
disclosed and claimed in co-pending application 09/626,577, in which embodiment
users coinpose outgoing messages to be made of record at a designated website.

FIG.6isa System diagram of a fifth embodiment of the invention disclosed
and claimed in co-pending application 09/626,577 in which users may send e-mails
made of record and store receipts from within a Web Based Mail User Agent
(MUA).

FIG. 7 is a flow diagram for validating an e-mail receipt made of record.

FIG. 8 is a‘system diagram of an embodiment of the present invention for
making of record incoming messages.

FIG. 9 is a flow diagram for making of record incoming rhessages.

FIG. 10 is a flow diagram for vaiidating received messages made of fecord. _

FIG. 11 is a system diagram showing an exemplary use of the invention‘
disclosed and claimed in co-pénding application 09/626,577 by an e-business to
make of record and acknowledge incoming and outgoing communications. ,

FIG. 12 is a block diagram showing a ﬂoW chart for a method of making of
record mail in a system such as shown in individual ones of the different
embodiments shown in the previous Figures and showing how a message from a
sender to-a server with an indication representing made of record mail provides for

the transmission of the message by the server to a recipient through a special route
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different from the route in which the message is normatly transmitted by the server
to the recipient; -

FIG. 13 is a block diagram showing a ﬂow. chart similar to that shown in
Figure 12 but with additional blocks for providing special functions in addition to
the functions provided by the flow chart in Figure 12; and

FIG. 14 is a partial view of a form which is used by the sender to make of

record a message to be sent by the server to the recipient.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS OF THE
INVENTION

This description is not to be taken in a limiting sense, but is made merely for
the purpose of illustrating the general principles of the invention. The section titles
e_mdvoverall organization of the present detailed description are for the purpose of
convenience only and are not intended to limit the present invention. Accordingly,
the invention will be described with respect to e-mail messaging systems that use
the Internet network architecture and infrastructure. It is to be understood that the
particular message type and network architecture described herein is for illustration
only; the invention also applies to other electronic message protocols and message
types using other computer network architectures, including wired and wireless ]
networks. For convenience of discussion, messages that are processed according to
the invention disciosed and claimed in co-pending application 09/626,577 may be
referred to herein as being “made of record” messages. In the discussion which
follows, the term “RPost” will refer in general terms to a third party entity which
creates and/or operates software and/or hardware implementing the present
invention, and/or acts as a disinterested third party message verifier. Messages that
are proceséed according to the present inventions -are referred to as “registered”
inventions. The term is used for convenience of exemplary discﬁssion only, and is

not to be understood as limiting the invention.
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Rpost as outgoing mail server embodiment

FIG. 1 is a system diagram of a first embodiment of the present invention,
wherein outgoing e-mails are made of record according to the invention disclosed
and claimed in co-pending non-provisional application 09/626,577 . In this
embodiment, the RPost server 14 serves as the primary outgoing Maﬂ Transport
Agent (MTA) for a message sender’s Mail User Agent (MUA) 13. Although
message recipient 18 is technically the addressee aﬁd is therefore merely the
intended recipient or intended destination at this point in time, for simplicity of
discussion this entity will be referred to herein as the recipient, addressee, or
destination. Note that a single message may have many different destinations and
that each of these may be reached through a different MTA. The method of sending
messages made of record may divided into three parts:

1) Preprocessing: Steps to be taken before a message is transmitted;
2) Transmission: The method of delivering messages to addressees;
3) Post Processing: Procedures for gathering information about

- messages after their delivery, the creation of receipts, and the

validation of receipts.

1.1  Preprocessing

On receiving a message for transmission, the Rpost server 14 will create
records in a database for each message that will be used to store such informaﬁon_. |
as: |

a) the time at which the message was received;

b) the names of the attachments of the message; and |

c) the number of addresses of the messaée.

For each destination of the message the database will record:
a) the name of the destination (if available);
b) the internet address of the destination;

Page 383 of 573



10

15

20

25

WO 03/073711 ‘ PCT/US03/04964

13

c) the time at which the message was delivered to the destination’s Mail
Seryer; and

d)  the Delivery Status of this destination.

Recipient Délivery Statuses used by the system will include:
UNSENT :
This status indicates that the message hés not been sent.
DELIVERED-AND-WAITING-FOR-DSN ,
This status indicates that the message has been delivered to an
ESMTP compliant MTA that supports Delivery Status Noﬁﬁcation
' (DSN) so that a success/failure notification can be expected.
DELIVERED |
This status s1gmﬁes that the copy of the message sent to this recipient
has been successfully delivered to a server that does not support |
ESMTP DSN. |
DELIVERED-TO- MAILBOX
This status signifies that a DSN message has been received which
indicates that the copy of the message sent to this recipient was_
delivered to the ma.ilbox of the recipient.
RELAYED o | |
This status signifies that an MTA DSN has been received which
indicates that the copy of the message sent to this recipient has been
relayed onWard to another server.
UNDELIVERABLE
This status indicates that after repeated attempts RPost has been
unable to connect to an MTA to deliver the messages to this recipient.
FAILED :
This status signifies that an MTA DSN has been received that

indicates a failure to deliver a copy of the message to this recipient.
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At this time the system will alsd perform hashing functions on the message’s
contents. |

RPost server 14 employs a hash function and an encryption algorithm. The

4hash function may be one of any well-known hash functions, including MD2, MDS,
the Secure Hashing Algorithm (SHA), or other hash functions which may be
developed in the future. Hash algorithms and methods are described in Bruce
Schneider, Applied Cryptography: Protocols, Algorithms, and Source Code in C,
John Wiley & Sons, Inc. (Néw York) 1993; Federal Information Processing
Standard Publication 180-1 (FIPS PUB 180-1) Secure Hash Standard, National
Institute of Standards and Technology; and U.S. Pat. No. 5,530,757 issued to
Krawczyk, entitled “Distributed Fingerprints for Information Integrity '
Verification,” which are hereby incorporated by reference for their teachings of
hash functions, encryption, and methods and systems for implementing those
functions. Other known or new methods of detecﬁng whether the contents of the
message have been altered may be used. '

A good hash function H is one-wayj; that is, it is hard to invert where “hard
to invert” means that given a hash value h, it is computationaliy iﬁfeasible to find
some input x such that H(x) = h. Furthermore, the hash function should be at least
weakly collision-free, which means that, given a message x; it i‘s computationally
infeasible to find some input y such that H(x) = H(y). The consequence of this is
that a would-be forger who knows the algorithm used and the resulting hash value
or message digest will nevertheless not be able to create a counterfeit message that
will hash to the same number. The hash value 4 returned by a hash function is
generally referred to as a message digest. The message digest is sometimes referred
to as a “digital fingerprint” of the message x. Currently, it is recommended that
one-way hash functions produce outputs that are at least 128 bits long in order to
ensure that the results are secure and not forgeable. As the current state of the art

advances, the recommended length for secure hash functions may increase.
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RPost server 14 computes a message digest for the message body, and a
separate message digest for each of the attachments of the message and stores these
in a manner in which they may be later included in a receipt for the message.

Before the message is altered in the ways that registration will require, a
copy of the original message and its attachments are stored in a manner in which
they can be later retrieved by the system.

The RPost server 14 may alter a message in several ways before
transmission to the recipient’s MTA.

Although such is not necessary to the practice of the invention, the message
may be tagged to denote the fact that the message has been made of record, such as
by inserting the words “Made of Record” or at the beginning of the “subject” line of
the message, by appending a tag such as,

“This message has been made of record with RPost. Visit our web site at
www.RPost.com for additional information.”

at the end of the original message or other tagging. Additionally, the tag
may contain instructions, World Wide Web addresses, or links that invite and allow
the recipient to send a reply made of record to the message by linking to a Web
Page from which messages made of record may be composed and sent.

Although tagging is optionél, the delivered message will generally be
referred to herein as the tagged message.

Internet protocols provide two forms of receipt for e-mail messages:

MTA NOTIFICATIONS | |

These are e-mails that are sent by a recipient's MTA notifying the nominal
sender of the message that various events have occurred. MTAs that conform to the
SMTP protocol will typically only send a notification in the event that the mailer
cannot deliver a message to the mailbox of the addressee (as might happen if the
address is not valid or if the addressee’s mailbox has exceeded its allotted storage
quota). ‘—

With the introduction of the Extended SMTP standard it became possible for

sending MTAs to request notices of success and failure in the delivery of messages.
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These Delivery Status Notifications (DSNs) are e-mails which are sent by a
receiving MTA to the nominal sender of the message when certain events occur:
e.g. the message has been successfully deposited into the mailbox of the recipient;
the message cannot be delivered to the recipient’s mailbox for some reason; the
recipient’s message has been relayed on to another server which does not give DSN
receipts. |
Note that only e-mail servers that support the Extended SMTP (ESMTP)

pfotoqol support this form of DSN and that support for this function is optional for
ESMTP servers and depends on the configuration selected by the server’s
administrators.

' Although DSN is a term that only came into use with the advent of ESMTP,
we will, in what follows, use ‘DSN” to refer to any MTA generated message

relating to the status of a received message whether or not it is in conformity to the

ESMTP protocol.

MUA NOTICES (READING NOTIFICATIONS)
These are emails that are sent to the (nominal) author of a message by the
recipient’s Mail User Agent (MUA) (e-mail program) when certain events occur:

e.g. the message is opened for reading, or deleted from the system without being

“read. By Internet convention (RFC 1891), no MUA program can be forced to

generate such notifications. Whether an MUA will generate these receipts will
depend upon the configuration chosen by its user. |

The RPost server 14 will configure and transmit messages in a way that
attempts to elicit both MTA DSNs and MUA notices from compliant MTAs and
MUAs. In order to elicit a Reading Receipt from compliant MUAs, certain headers
should be included in the header section of an e-mail message. Different MUAs
respond to different headérs; hence Server 14 will add several different headers to
each message requesting a read notification in a form recognized by various MUAs.
These headers all take the form:

Header label: user name <user address>

For example:

Disposition-notification-to: john smith
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<jsmith@adomain.com>
read-notification-to: john smith
<jsmith@adomain.com>

where ‘john smith’ is the name of the user to whom an MUA notification is

to be sent and ‘<jsmith@adomain.com>’ is that user’s internet address. Normally

such headers would refer to the author of the message but in the case of the present
method it is required that the notification be returned to RPost so that the
notification can be processed by RPost. To assure that this is so Server 14 will
insert headers that request that MUA receipts be sent to an address where they can
be processed by the RPost server, for example: “readreceigt@RPost.com”. This
will direct any compliant recipient MUAS to send their notifications to an RPost
address for processing.

~ The task of processing returned MUA notifications raises another problem
that must be dealt with at this stage. There are nd staﬁdards governing the format or
content of MUA notifications. Often they will quote the subject of the original
message and the time of the event (e.g. “opened for reading”) that they are
reporting. But even if this information is included in the notification it is rarely
sufficient to uniquely identify the message that prompts it or to identify the author
of that message. When the system receives a MUA notification it should be able to
identify the message that prompts it, so as to include the notification information in
the receipt that RPost will generate for the sender. Alternatively, the system should
at least be able to reliably identify the sender of the message to' which the MUA
notification refers so that the notification information can be passed on-to the sender
in the form of an RPost Reading receipt (see below). ‘

To accomplish the latter goal, the system can take advantage of the fact that
internet addresses have two combonents: a name field and an address field, where
the address field is set off by corner quotes “<>". Most MUAs will include both
fields in the destination address of their MUA notiﬁcatidns. In composing its
requests for MUA receipts, the RPost system will include the server 14 read receipt-
handling address as the address for the notification but will use the address of the

original sender in the name field of the header. For example, where the original
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sender of the message is user John Smith with internet address

jsmith @adomain.com, the RPost server 14 will include headers of the form:

Disposition-notification-to: j smith@adomain.com

<readreceipts@RPost.com> _

This will typically result in the compliant MUA sending a notification to
readreceipts @ RPost.com addressed as:

jsmith@adomain.com <readreceipts@RPost.com>

On receipt of such a notification at the address “readreceipts@RPost.com”,
the server can, by parsing the addressee’s field, determine that the notification
concerns a message originally sent by jsmith@adomain.com, even if this could not
be determined by any examination of the contents of the notification. With this
information in hand, the server can then package the contents of the notification in a
digitally signed RPost Reading receipt and send thebreceipt to the address
jsmith @adomain.com

The RPost system will also endeavor to elicit and collect MTA DSN notices

‘generated by recipient MTAs. Since such noti_ﬁcétions are always sent to the

address listed in the “FROM:” field of the message header, _the server 14 will alter
each message header so that the message is received as “FROM:” an RPost address
at which DSNs may be processed.

~ However the problem of processing DSNs raises another issue, which will be
dealt with at this stage. DSNs do not have any.standard content or format; often it
is impossible to determine, merely by examining the contents of these e-mails, what -
message their contents are giving notification of. This problem was supposed to
have been addressed for DSNs generated in compliance with the ESMTP protocol |
by the use of DSN envelope ID numbers (see RFC 1869). According to the
protocol, a transmitting MTA can include a reference numbe.rA along with its request
for a DSN. This number would be quoted in any returhing DSN, allowing the
sender to identify the subject message of the DSN. However, as a matter of fact,
many MTAs that report themselves as supporting ESMTP DSN do not return a
DSN envelope ID or any other information sufficient to reliably identify the subject

message. Finally, even where a DSN does return information sufficient to identify
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the message it is giving notice of, it often will not contain sufficient information to
identify the specific addressee of the message that has prompted the notification.
Thus, a single message might be sent to two addressees at a domain; one might be
suécessfully delivered to the addressee’s mailbox; the other, not. The MTA for the
domain may report these events in a DSN in ways that provide no way for the A
recipient of the DSN to determine which addressee was successfully delivered and
‘which waé not (as, for example, may happen if the DSN reports the recipienf’s .

addresseé as their local alias names rather than by the addresses contained in the

~ original message).

The present invention solves this problem inlfour steps:

1 A unique identification number is generated for each outgdirig
message (e.g. based upon a time stamp). This number is stored
in a database.

2) The recipients of each message are enumerated and the-
identifying numbers are stored in a database.

3) The message is sent separately to each intended recipient’s
MTA. (Even when two recipients have a common domain
name and MTA, the server 14 will transmit the message to that
MTA in two separate SMTP telnet sessions.)

4) When the server 14 transmits the message to a recipient’s

MTA it augments the message’s “FROM” field to show the message

as having been sent from an address which incorporates the message’s

uhique ID and the identifying number of the sender. The address also
contains a substring (e.g. “rcpt”) that enables the server to identify
return messages as DSNs.

Thus, a single message denominated “‘mmyyddss” by the server 14, from the
sender named John Smith, might be sent to its first intended recipient (denominated
“a” by the system) with a header reading:

From: John Smith <rcptmmddyyssa@RPost.com>

The same message would be sent to the second recipient with a header

reading:
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From: Joﬁn Smith <rcptmmddyyssb@RPost.com>
. Many e-mail MUASs will only display the name of the sender of a message
and thus the special address will be unseen by most recipients.

The upshot of this form of addressing is that when the recipient MTAs issue
DSNs (whether ESMTP compliant or not) they will address those DSNs to different
RPost addressees. On receiving these DSNs, the server 14 can identify them as
DSN messages by their “RCPT” prefix and, by parsing the addressees, can
determine which message and which recipient is the subject of the DSN.

 The server 14 will alter the ‘FROM” field of each message to refer to a
recipient of the message each time it attempts to transmit the message to that
recipient’s MTA.

To insure that recipient replies to transmitted messages are directed properly
the server 14 will add an explicit “reply-to:” message header into the message
listing the original sender’s name and internet address. In the case of the present
example this would be: .

Reply-to: john smith <jsmith@adomain.com>

This will lead recipient MUAS to address replies to a received message to the
actual sender's address, rather than the constructed RPost address.

12  Transmission ‘

As noted above, it is part of the method that the RPost server 14 transmits a
separate copy of an outgoing message to each addressee of that message. Moreover
RPost will attempt to make each such delivery through a direct SMTP connection
with a mail eXchanger (MX) of record for each destination.

| Note: Each valid internet e-mail address includes an internet domain name
or IP address. Each domain ﬁame/address has associated with it an e-mail server(s)
authorized to receive mail for addresses in that domain. It will be noted that some
domains have more than one server. The Domain Name Server responsible for
each domain broadcasts the identity of its mail servers across the Internet. This
information is publicly available and is managed and transmitted in ways that
conform to rules and conventions which govern internet e-mail and Domain Name

service.
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Before transmitting a copy of a message to any destination the RPost server
14 will perform an Internet Name Server Lookup to ideﬁtify an MTA associated
with the destination’s domain. Having identified the MTA responsible for
receiving mail on behalf of a destination ad&ess, the system will attempt to open a
telnet connection with the destination’s local MTA.

It is common practice for internet e-mails to Be relayed from MTA to MTA
until they reach their final destination. The primary purpose for providing a direct
connection between the RPost server 14 and the destination’s MTA is so that the
RPost server can record delivery of the message, (this record taking the form of an
SMTP dialogue) with the e-mail server which has proprietary responsibility for
receiving e-mail for the recipient domain name.

The existence of this record providés helpful evidence that the message was
delivered, in much the same way that a registered mail receipt provides evidence of
delivery. USPS Registered mail is treated as verifiably delivered if it can be proved |
to have been delivefed to the addressee’s authorized agent (e.g. a secretary, or mail
room clerk). In the event of any legal challenge to the evidentiary merit of an

RPost delivery receipt, it will be recognized that in selecting an internet e-mail

service provider, the recipiént has authorized that provider to collect electronic

messages on his behalf. In turn, that service provider has acknowledged its status
as the authorized agent for e-mail recipients of that domain name by broadcasting
the address of its MTAs és the receptive e-mail servers for this domain. |

Accordingly, having delivered messages directly to the mail server
responsible for receiving the recipient’s e-mail, RPost will have delivered the |
message to an agerit the recipient has legally authorized to receive his mail. By
recording the delivery transaction (that transaction taking the form of an SMTP
dialogue) RPost can claim to have proof of delivery to the recipient’é authorized
agent.

Note that while the method herein described attempts to collect other forms
of proof of delivery to each destination, whether or not these attempts succeed will

depend upon factors that will not be in the control of RPost, (e.g. the form of SMTP
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support deployed on the recipient’s mail server). On the other hand, every
successful deliVery direct to a recipient’s mail server will always generate an SMTP
record. Recording this record allows RPost to provide proof of delivery to any
valid internet destination that complies with the minimum protocols (SMTP) for
internet mail. This represents an important advantage of the current method over
other methods that might attempt to prove delivery by reliance on ESMTP DSN.

Having identified the MTA for a destination of a message, the RPost server
14 will» attempt to open an ESMTP connection with the destination MTA by issuing
an “EHLO” handshake in compliance with RFC 1869. If SERVER 16 supports
ESMTP, it will respond by listing which ESMTP services it supports.

If SERVER 16 supports ESMTP, the RPost server 14 will first determine if
SERVER 16 supports the ESMTP Service “VERIFY”. The Verify service allows a
calling SMTP server to determine, among other things, if an address inan MTA’s
domain is genuine. If the RPost server 14 determines by these means that the
address it is attempting to deliver its message to is not valid, it will terminate the
connection, cease attempting to deliver a message to this addressee, and record, in
its database, the status of this message destination as UNDELIVERABLE.

Whatever its result, the RPost server 14 will record the ESMTP VERIFY
dialogue in a file and store it so that it may be later attached to or included in the
Delivery Receipt for this message. It should be noted that, out of concern for

security, few ESMTP servers support the VER]FY function.

If System 16 does not support the VERIFY method, then the RPost server 14
will nevertheless attempt to deliver the message to System 16. Typically an MTA
will accept messages for any address nominally in its domain and will later send a
DSN if the address is invalid. |

The RPost server 14 will then attempt to determine if the destmatlon server
supports the ESMTP service DSN. If it does, RPost will transmit the message with
a request that SERVER 16 notify the sender of the message with an ESMTP DSN if

the delivery to the addressee succeeds or fails. After the successful transmission of
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the message to this destination the system will record the Delivery Status of this
destination as DELIVERED-WAITING-FOR-DSN.

If Server 16 replies to the “EHLO” handshake in a way that indicates that it
does not support ESMTP, the RPost server 14 will issue a “HELO” message to
initiate an SMTP connection. If this connection is achieved, the RPost server 14
will transmit the message in compliance with the SMTP protocol and will record
the Delivery Status of the destination as DELIVERED.

Whether the connection is SMTP or ESMTP, the RPost server 14 will record
the entire protocol dialogue between the two servers. Typically this dialogue will
include protocol messages in which, among other things, the destination server
identifies itself, graﬁts permission to upload a message for a named recipient, and
acknowledges that the message was received. RPost will save the record of this
transaction in such way that it may be later retrieved and included in or attached to
the RPost Delivery Receipt for this message.

For various reaéons RPost may not be able to achieve an SMTP connection
with an MTA of a recipient or it may achieve such a connection but be denied
pefmission to transmit the message by the recipient. In that case, if the internet
DNS lodkup reveals that the destination address is served by multiple MTAs, the
RPost server 14 will attempt to deliver its message to each of these in turn. RPost
will continue to attempt to deliver to an appropriate MTA as often as system
resources permit. If, after a length of time, RPost cannot deliver the message to an
address, it will mark the status of this recipient of this message as
“UNDELIVERABLE” and stop attempting to send this message to this destination
address.

When the RPost server 14 succéeds in transmitting a message to a
destination Server that explicitly supports ESMTP DSN, RPost will record the
status of this recipient for this message as “DELIVERED-AND-WAITING-FOR-
DSN”.
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When the RPost server 14 succeeds in transmitting a message to the

destination Server via a connection that does not explicitly support ESMTP DSN;

RPost will record the status of this recipient for this message as “DELIVERED.”
| 1.3.  Postprocessing '

DSN Processing

MTA DSNs will be returned to the RPost server 14 addressed to fictitious
addresses in its proprietary domain (e.g. “RPost.com”), these addresses having been
constructed as described above. The RPost server 14 will scan all inbound mail
addressed to the domain and detect DSN messages by their identifying substring
(e.g. “rcpt”). By parsing these addresses in the manner described above, the
system can identify the message and the recipient that has prompted the DSN |
notification. _

There is no standard format for DSN messages; neither is there any standard.
lexicon in which they report their results. To evaluate a received DSN the system
should look in the subject line and the body of DSN messages for words and
phrases that express the DSN’s meaning. For example, such phrases as “successful
delivery” or “delivered to mailbox” or “was delivered” normally signal that the
message the DSN concerns was deposited to the mailbox of the destination. Whén
it detects such phrases the System will change the Delivery Status of this
destination of the message to “DELIVERED TO MAILBOX”.

Phrases such as “could not be delivered”, “fatal‘e-rror”, “failure” and
“unsuccessful” typically signal a DSN that reports a failure by the MTA to deliver
the message to the destination. When it detects phrases such as these in the DSN,
the system will éhange the record of the recipient’s Delivery Status to “FAILED”.

Though the éystem always delivers mail to dproprietary MTA for the
destination’s domain, these MTAs will sometimes relay the message to a different
server (as may be the case, for example, if the receiving MTA sends mail behind a
firewall). In this case the DSN will contain such phrases as “relayed” or “relayed
onward”. In such cases the system will change the recipient's Delivery Status to
“RELAYED”.
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Having evaluated the DSN and updated the recipiént’s Delivery Status
accordingly, the system will save the DSN and any attachments it may contain in
such a way thét this message(s) may be included in and/or attached to an RPost
Delivery Receipt.

Message Management
- From time to time the system will scan each sent message and examine the
status of each destination of that message in order to determine if the system has
completed processing of that destination’s delivery. The criteria for completion
depend upon the destination’s Delivery Status:
: DELIVERED: This status indicates that a cbpy of the message for
this recipient has been delivered to an MTA that does not support ESMTP
DSN. Such an MTA may nevertheless send a form of Delivery Status
Notification in tﬁe event that the message could not be delivered to the
Mailbox of the addressee (as might happen, for example, if the destination
‘address does not correspond to a valid account within the domain).
Accordingly, the system will not treat the delivery for such a recipient as
completed until a period of time has elapsed since the delivery to the
recipient MTA. This time period--typically two to twenty-four hours--
represents an estimate of the maximum time required for a majority of
servers to return a notification of a failure to deliver and it may be adjusted if
the specific destination domain is remote or known to be prompt or tardy in
producing such notifications.

RELAYED: This status signifies that a DSN has been received that
indicates that the recipient MTA has forwarded the message to another MTA
that does not support ESMTP DSN. In this case it is nevertheless possible
that the MTA to which the message has been delivered will send a
notification of failure to deliver in due course. Accordingly recipients with
this status are treated as complete under the same conditions as recipients |
with the status DELIVERED.
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DELIVERED-AND-WAITING-FOR-DSN: This status indicates that . A

the recipient’s MTA supports ESMTP DSN and that a DSN has been
solicited but not yet received. It may sometimes happen that although an
MTA identifies itself as supporting this service it will nevertheless not
provide DSNs even in the event of successful delivery. Accordingly, the
system will regard deliveries to a destination with this status as completed
even if no DSN is received after an interval of time. This interval--typically
six to twenty-four hours--represents an estimate of the maximum u’fne
typically required for a compliant MTA to return a DSN.

DELIVERED-TO-MAILBOX: This status indicates that a DSN
indicating successful delivery has been received for this recipient and hence
the delivery of the message to this destination is completed.

FAILED, UNDELIVERABLE: Deliveries to recipients with this
status are always treated as complete.

When the system finds that delivery to all recipients of a message has been

completed the system will construct a Delivery Receipt for the message.

Creation of Delivery Receipts

Delivery receipts are e-mails sent to the original sender of the made-of-
/

record message. The receipt 20 may contain:

1. an identifier for administrative purposes. This identifier may
be or may include reference to the sender’s ID and/or the value
of the Internet Message-ID of the sender’s message as received
by the system;

2. the date and time at which the receipt was generated;
the quoted body of the original message together with the e-
mail addresses of its intended recipients;

4, the date and time at which the RPost server received the
message;

5. a table for each destination listing:
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the time at which the recipient’s MTA received the message

and/or the time at which the system received a DSN report‘
from the recipient’s MTA;

a Delivery Status of the message for that destination. The
Delivery Status quoted in a Delivery Receipt is based upon the
system’s internal record of the destination’s Delivery Status.
They may be transcribed as follows:

. Deliveries to destinations whose status is
FAILED or UNDELIVER ABLE will be
recorded in the receipt as “failed”.

. Deliveries to destinations whose status is
DELIVERED or DELIVERED-AND-
WAITING-FOR DSN will be recorded in the
receipt as “delivered to mail server”.

. Deliveries to recipients whose status is’
DELIVERED-TO-MAILBOX will be recorded
in the receipt as “delivered to mail box”.

The purpose of these reports is to accurately apprise the reader

of the form of verification of delivery the system has been able

to achieve. |

6. a list of the original attachments of the e-mail together
with the separate message digests of those attachments;

7. copies of the attachments to the original message, each
original attachment being attached as an attachment to
the receipt;

8. transcripts, summaries, or abstractions of the transcripts

* of all of the SMTP dialogs involved in the delivery of

the message to each destination;

9. quotations from the bodies and the attachments of all
received DSN reports including whatever details of
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delivery or disposition of the message that they might
reveél; and
10. any files that were returned to the system as attachments
to DSN reports.v
All of these separate elements of the receipt may have their own message

digests or digital signatures included within the receipt. Additionally, the receipt

“may include a single overall encrypted niessage digest or digital signature

computed and appended as part of the receipt, thus providing a single message

"~ authentication code which could be used to authenticate all of the information

contained within the receipt. Since the receipt itself and SMTP dialogs and DSN
réports within the receipt contain time-stamps, the receipt includes a non-forgeable
record of the message recipient(s), the message content, and the time(s) and route(s)

of delivery.

MUA Notification Processing

MUA Notifications could be collected and incorporated within RPost
Delivery receipts in the same manner as MTA DSNs. However, MTA notifications
are typically issued by receiving MTAs within a few hours of delivery whereas
MUA Notiﬁcz_itions will not be generated, if ever, until the recipient opens his MUA
e-mail client and takes some action with respect to the received mail. For this
reason, in thls embodiment of the invention MUA notifications are collected
separately from MTA notifications aﬁd reported in “RPost Reading Receipts”
separate from RPost Delivery Receipts. ‘

‘MUA notifications elicited by message headers constructed in the manner

described above will be'returned to a common RPost address (e.g.
“readreceipts @RPost.com”) and each notification will contain-- in the name field of
its address-- the address of the original sender of this message. Because this is the
only information required to generate an RPost reading receipt in the manner

described below, the system can deal with MUA notices whenever these notices
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may arrive and without any need to have stored any information about the original
message in its databanks. A

MUA notices may report, among other things, that a message has been read
by a recipient, that a message has been displayed on the recipient’s terminal
(whether or not read), that a fnessage has been deleted without having been opened.
There is no protocol-governed standard for the content or format of MUA
messages. The system could be configured so as to examine the text of MUAs to

interpret their Vreports in the same fashion as the system uses for MTA DSNs.

. However, in the current embodiment of the invention, MUAs are not evaluated or

interpreted by the RPost server 14 but are, instead, passed on to the sender for his
own evaluation in a form that can be authenticated by RPost. To accomplisﬁ this
the system will create an e-mail message styled as an “RPost Reading Notice”
which may include, among other items:
1. subject line of the received MUA notice;
2. the body of the received MUA notice quoted as the body of the
‘ Reading Notice; -
the received MUA notice included as an attachment; ‘
4. any attachment(s) to the received MUA notice included as an
attachment(s). '
5. message digests of the received MUA notice and of any attachment(s)
to that notice;
6.  adate and time stamp;
7. an encrypted hash of at least items 5 and 6 providing an
authenticatible date stamped digital signature for the document and all
of its contents.

Receipt Disposition
In the case of the current embodiment of the invention, both RPost delivery

rebeipts and Reading Notices are sent to the original sender of the made-of-record

30 message. Since these receipts are digitally signed with an encrypted hash, RPost
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can authenticate the information contained in these messages any time they are
presented to RPost for this pmpose, in the manner described below. This means
that once it has transmitted a copy of the receipt to its sender (with instructions to
the sender to retain the receipt for his records), RPost has no further need to retain
any data éoncérning the message or its delivery and may expunge all such records
from its system. Thus, RPost need not keep any copy of the original message or the
receipt. This economy of archival memory gives the present invention an
advantage over various prior art message authentication systems that required large
amounts of data storage at the service provider side. '

In this case the burden of retaining receipf data falls on the original sender of
the message. Alternatively or additionally, third party verifier RPost may, perhaps ’
for an additional fee, store a permanent copy of the receipt or of some or all receipt
data. The receipt or part(s) thereof may be kept on any suitable archival storage
devices including magnetic tape, CD ROM, or other storage device types.
Additionally or alternatively, RPost may return receipts or parts thereof to a storage
system devoted to this purpose within the control of the sender or the sender’s
organization. |

As described above, RPost receipt information includes all of the data from
the original sender’s message and its attachments. There are circumstances in
which users of the system might not wish to undertake the burden of retaining
receipts in their records (e.g., out of fear of accidental data loss) but might also not .
wish to have the contents of their message in the hands of the RPost third party.
Accordingly RPost might discard the contents of messages but store in its database
only such information (e.g. sender, date of composition, message digests,
destinations and Delivery St_atuses) as might be provided by RPost to authenticate
and verify the delivery of a message when preséhted with a copy of the message
retained by the sender. -
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Verification

In the event that the originator of a message requires evidence ata -
later date that an e-mail was sent, delivered, and/or read, the originator presents the |
receipt(s) for the message to the operators of the system. '

For example, in order to prove that a particular mesSage was sent
from sender 10 to recipient 18, sender 10 sends to RPost a copy of receipt 20 with a
request to verify the information contained within the receipt. This could be done
by sending the receipt to a predefined mailbox at RPost, e.g., verify@RPost.com.
RPost then determines whether or not the receipt is a valid receipt. A receiptis a
valid receipt if the digital signature matches the remainder of the receipt, and the
message digests match the corresponding respective portions of the original
message. Specifically, RPost performs the hash function on the various portions of
the message including the message body, the attachments, and the overall message
including the SMTP dialog and DSN reports, to produce one or more message
digests corresponding to the purported message copy. RPost compares the message .
digests in the purborted copy, including the overall message digest, with the
message digests which RPost has computed from the purported message copy. The
overall message digest can be compared by either decrypting the overall message
digest received as the digital signature in the purported receipt, or by encrypting the
overall message digest which was calculated from the purported message copy. If
the message digests including the digital signature match, then the receipt is an
authentic RPost-generated receipt. Assuming that a good hash function was used
and that the keys used in the cryptographic hash function and the digital signature
encryption algorithm have not been divulged to others, it is virtually impossible that
the receipt has been “forged” by the person presenting the receipt. That is; the
receipt must have been a receipt that was generated by RPost, and therefore the
message contained in the receipt, the to/from information, the date and time of
delivery, the fact of successful delivery, the route by which the message traveled,

and any DSN information contained within the receipt, must be a true copy of that
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and confirmation of the information contained within the receipt. This confirmation
can take the form of an e-mail confirmation, affidavit testimony from RPost
employees familiar with the methods used by RPost, live sworn testimdny in
depositions and in court, and other forms of testimony. RPost can charge sender
10, recipient 18, or any other entity, fees for the various respective confirmation
services. RPost can also provide testimony or other confirmation with regard to the
non-authenticity of a purported receipt. Testimony may be provided in accordance
with Federal Rules of Evidence 901(9), 901(10), 803(6), 803(7), 1001-1004, 1006,
702-706, corresponding state rules of evidence, and ofher applicable rules.

In sum, the system provides reliable evidence based on the testimony of a
disinterested third party that a particular message having a particular content was
sent, when it was sent, who sent it, who received it, when it was opened for reading, :
and when it was deleted. This evidence can be presented any time a dispute arises
regarding the content and delivery of messages, as for example in contract
formation, the timing of stock buy or sell orders, and many other applications. The
operators of the system can attest to the accuracy of the information contained in
the receipt itself without the need for the operators to preserve any record or copy
of the information contained in the receipt. _

A significant advantage of the system is that it can be used by existing
MUA s without any change thereto. Because all the computation, encryption,
ESMTP interrogation and dialog, DSN report collection, and receipt compilation,
are performed by the third party RPost server 14, none of thesé functions need to be

-implemented within any of the user’s equipment. Thus, users can take advantage of

the system quickly and easily.

In the embodiment of the invention described above, the RPost server 14
makes of record the delivery of all messages passing through it. Alternatively, an -
RPost server 14 might make of record only those messages having certain
destinations (e.g. external to an organization) or from certain senders (e.g. a

customer relations group). Alternatively or additionally, the RPost server 14 might
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make of record only those messages thét had distinguishing characters or strings in
the subject or body of the message. For example, the server might make of record
only messages that the sender had included “(Make of Record)” or “(MR)” in the
subject of the message. All other messages might be delivered by the RPost server
14 or some other server function as an ordinary internet MTA.

In this embodiment, RPost can raise revenue in a variety of ways. For
instance: RPost can charge message sender 10 or her'organization a fee on a per-
message basis, on a per-kilobyte basis, on a flat fee periodic basis such as monthly,
or on a combination of the above. RPost can also charge fees for authenticating and
verifying a receipt, with a schedule of charges depending on whether the
verification sought is a simple return e-mail, a written affidavit or declaration,

sworn fact testimony in deposition or in court, or sworn expert testimony in

‘ deposition or in court. If the users opt to have RPost retain copies of the receipts,

RPost can charge per item and /or per-kilobyte per month storage fees.

FLOW DIAGRAM FOR MAKING OF RECORD AN OUTGOING
MESSAGE ,

FIGS. 2A-2G constitute a flow chart showing an exemplary operation of the
first embodiment of the systcﬁ. Modifying this flow chart to apply to other
embodiments is within the skill of one familiar with software and e-mail protocols.

FIG 3A, Pre-processing, illustrates the steps taken with a message before it
will be transmitted by the Making of Record Server (the System).

- To make of record an e-mail messége, in step 201 an originator/sender/user
creates an e-mail message using any internet Mail User Agent (MUA). Possible
MUAs include: (1) client side e-mail programs; (2) server based e-mail programs;
(3) web based e-mail services; and (4) HTML forms submitted through web pages.
The message may contain attached files as described in the Requests f"or Comments-
(RFCs) 822, 2046, and 2047, which are hereby incorporated by reference. RFCs

are a series of notes regarding the Internet that discuss many aspects of computer

Page 404 of 573



10

15

20

25

" W0 03/073711 PCT/US03/04964
. 34 .

communication, focusing on networking protocols, procedures, progiams, and
concepts.

In this embodiment, the system functions as the sender’s outgoing mail |
server and hence the sender’s message will be directly transferred to the RPost
server by the sender’s MUA (step 202).

In step 203, the system creates a copy of the original message to be stored
for later processing. '

In step 204, -the system creates a record in a database which may include .
such information as: the time at which the message was received by the server, the
names and size(s) of the file attachment(s) of the message, the name (if known) of
each destination of the message; the internet address of each destination; the ~time at
which the message was delivered to the destination’s MTA (initially this value is
ﬁull) and a unit which records the Delivery Status of each destination.

In step 205, the Delivery Status pf each destination is set to “UNSENT”.

In step 206, the system generates and stores a message digest or digital :
fingerprint generated from the message body. |

In step 207, the system generates and stores a hash or message digest for
each attachment included in the message. .

" In step 208, the system may create a modified copy of the original message.
In this second copy (step 209), the original subject line of the message may be
amended to indicate that this copy is made of record (e.g. by pre-pending “Made of
Record”). |
In step 210, a notice that the message is made of record by the system

together with links to the system’s Word Wide Web site may be appended to the

. body of the message.

In step 211, the e-mail headers may be added requesting reading notification
in a variety of header formats recognized by various MUAs. The requests for
notification direct the return notification to an address associated with the system:

for example, “readreceipt@RPost.com”. These headers will also include the

Page 405 of 573



10

15

20

25

WO 03/073711 ' PCT/US03/04964
35

address of the original sender of the message in the name field of the address to
which the MUA notification should be sent.

Preprocessing having been completed, the system will now transmit a copy

of the message to each of its destinations as illustrated in FIG 2B.

Fig 2B illustrates the steps provided to transmit a message made of record.
As step 220 indicates, the process provides a separate transmission for each
recipient of the message.

In step 221, the system changes the header field of its working copy of the
message to show the message as being “FROM:” a sender whose name is the
original sender of the message but whose address is an “RPost.com” address
constructed from: '

a) a string used to identify returning MTA notifications (e.g. “RCPT”);

b) a string which uniquely identifies the message being sent; |

¢) atag which uniquely identifies thé destination this copy of the message is

being sent to. . ‘

In step 222, using the domain name of the destination currently being sent to,
the system does a Domain Name Server Mail exchange lookup to find the address
of the MTA(s) responsible for collecting mail for addresses in this domain.

In step 223, the system attempts to make a direct telnet connection to the
MTA of the destination. If the connection fails, the system will try to make the

connection again. Provided that the system has not exceed a maximum number of

retries (227) for this destination, the system will try to remake the connection

perhaps using another MX server for the destination’s domain (228).

If, after a maximum number of retries, the system cannot connect to an MTA
for this destination, the system will, as in step 226, record this destination’s
Delivery Status as “UNDELIVERABLE” and cease attempting to deliver thlS
message to this destination.

On connecting to the destination’s MTA, the system will begin making a
record of its (E)SMTP dialog with the MTA (225).
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In step 229, the system attempts to initiate an Extended SMTP (ESMTP)

exchange with the destination MTA by issuing an “EHLO” greeting.

If the destination’s MTS supports ESMTP, the system will then (230)
determine if the destination MTA supports the SMTP functioﬂ VERIFY. If the
MTA supports VERIFY, the system will attempt to determine if the destination
address is a valid address within the domain (231).

If the address is not valid, then, as in step 232, the system will record the
Delivery Status of this destination as “FAILURE” and will cease attempting to
deliver this message to this destination.

If the address is valid or if the ESMTP server does not support VERIFY, the
system will then (233) détermine_if the receiving MTA supports the ESMTP service
DSN (Delivery Status Noﬁﬁcation).

If the MTA does support ESMTP DSN, the system will transmit the message
with ESMTP requests to notify the nominal sender of the message of delivery
success or failure (234). Having transmitted the message, the system will record -
the Delivery Status'of this destinatioﬁ as “DELIVERED-AND-WAITING-FOR-
DSN” (235). _

If the receiving MTA does not support Extended SMTP, the system will

- transmit the message using SMTP (236) and record the destination’s status as

“DELIVERED” (237). : |
Having delivered the message, the system will then store the (E)SMTP
dialog, recording the delivery in a manner in which it can later be recovered (238)
and attempt to send the message to another destination.
Having transmitted a message to its destination(s), the system must perform
several functions in order to gather information about the message’s disposition. -

Fig. 2C illustrates the process by which the system processes MTA Notifications

returned by recipient MTAs.

Because of the format used in the headers of sent messages illustrated in Fig
2B step 221, MTA message notifications will be delivered to a fictional local

address at the server. The System will be able to detect these notifications bya
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string (e.g. “rcpt”) embedded in their addresses (241). By parsing the address, as
illustrated in 242, the sYstem can determine which message to which destination
prompted the received notification. '

In step 243, the system scans the subject line and the body of received MTAs
for phrases that indicate whether the MTA is reporting a successful delivery, a
failed delivery, or that the message has been relayed to another server.

In the event that the process at step 243 reveals that the notification is
reporting a successful delivery, the system wi}l, as illustrated in step 245, change
the Delivery Status of the relevant destination of the relevant message to |
“DELIVERED-TO-MAILBOX". ‘ | |

If the system determines that the MTA notice is reporting a delivery failure,
the system will (247) change the Delivery Status of the relevant destination of the
relevant message to “FAILURE”. ‘

In the event that the- system determines that the MTA notification indicates
that the message was relayed to another server, the system will, as illustrated in step
249, change the Delivery Status of the relevant destination of the relevant ﬁessage
to “RELAYED". |

Having processed the MTA Notification, the system. will save this message
and all of its attachments in such manner that they may be later recalled and used in
construction of a recéipt for this destination (250).

From time to time, as illustrated in Fig. 2D, the system will examine the
status of each mes‘sage to determine if the system has recovered all of the MTA
notifications it is likely to receive for each destination of message and may hence
proceed to construct a receipt for the message. |

The system will examine the Delivery Status of each destination of the
message. _ _

If any deétination has the Delivery Status “UNSENT”, then the processing of
the message is not complete. (252).'

If the Delivery Status of a destination is “DELIVERED-AND-WAITING-
FOR-DSN”, then the system will not regard the processing for this destination as
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complete unless, as is illustrated in step 254, the time since delivery of the message
has exceeded the system’s waiting period (e.g. 24 hrs.).

If the Delivery Status of a destination is “DELIVERED”, (257) then the
system will regard the procéssing of this destination as complete provided (258) -
that a period of time has elapsed which the operators of the system treat as
sufficient to have received notice of delivery failure from the destination’s MTA.

- (e.g. 2 hours).

Any other destination Delivery Status (e.g. “FAILED”‘, “UNDELIVER-
ABLE”, “DELIVERED TO MAILBOX") is treated as having completed
processing.

If processing of any of a message’s destinations is not complete the system
takes no action but moves to consider other messages in the system (step 255).

However, as illustrated in step 259, if processing of every destination of the
message is complete, the system will generate a Delivery Receipt for the message.

As illustrated by way of example in FIG. 2E, the receipt may include:

An identifier for administrative purposes as in block 271. This identifier
may be, or may include, reference to the sender’s ID and/or the value of the Internet
Méssage—ID of the sender’s message as received by the system.

As in block 272, the quoted body of the original message 12 together with
the e-mail addresses of its intended recipients may also be included.

As in block 273, a table for each recipient listing may include:

a) the time at which the recipient’s MTA received the message and/or

the time at which the system received DSN from the 'rec'ipient’s MTA;

b) the Delivery Status report of the message for that destination, i.e.,

“Delivered to Mail Server”, “Delivered to Mail Box”, Relayed”,
“Delivery Failure”, or “Undeliverable”.

As in block 274, a list of the original attachments of the e-mail together with
their separate hash values or message digests.

As in block 275, transcripts or abstractions of the transcripts of all of the
SMTP dialogs involved in the delivery of the message to each destination.
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As in block 276, quotations from the bodies and the attachments of all
received DSNs including whatever details of delivery or disposition of the message
that they might reveal. '

As in block 277, the system may attach to the receipt copies of all of the.
attachments of the original message, and, as in block 278, the system may
additionally attach files returned to the system as attaéhments to DSNs.

In step 279, having generated the text of the receipt so far, the system then -
generates a first hash for the e-mail message and a second hash(es) for any
attachments to the body of the receipt and calculates a digital signature for each of
the hash(es) using an encryption key known only to the operators of the system.
Encryption can employ, for example, the Data Encryption Standard described in
Federal Information Processing Standard Publication 4-2 (FIPS PUB 46-2), the
Data Encryption Standard, National Institute of Standards and Technology, which is
hereby incorporated by reference. Alternatively, other known or new methods of
encrypting the hash value may be used. |

In step 280, the encrypted hash is then appended to the end of the message as
the “document digital signature”.

In step 281, the receipt 20, now being complete, inay be sent by e-mail to the
sender with the advice that it be kept for the sender’s records.' In step 282, the
system may now delete all copies of the original message, attachments, and DSNs.
Alternatively, rather than sending the receipt to the sender, the system may store the
receipt, or both the sender and system can stofe the receipt.

Because MUA notifications are returned only at the option of the recipient
and only when the recipient takes some action with respect to the received message,
embodiments of the system may choose to treat these return messages differently
than MTA notifications.

FIG. 2F illustrates how these MUA notifications may be treated by the
system. MUA notifications are solicited by the system by including various
headers in outgoing messages in the manner of Fig 2A, step 211. These headers

direct compliant MUAs to send notifications to a system address (e.g.
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“readreciept @RPost.com™) set aside for this purpose. The headers also use, in the

“name” field of this return address, the e-mail address of the original sender of the

message. Accordingly, in step 286, when MUA notifications are returned to
readreceipt@RPost.com the system can, by examining the addtess of the
notification, determine the address to which a reading notification should be sent.

- Upon the arrival of a read receipt from a destination’s MUA, the system, in
step 287, generates a reading receipt that contains the subject of the received MUA
notification as its subject and incorporates, in its message body, the body of the
received MUA Notification.

In step 288, the system attaches to the receipt any files that may accompany
the MUA’s receipt (typically these may include details of delivery or disposition
and identifying references to the original e-mail.)

In step '289, the system generates a hash for any files attached to the receipt
and records this hash in the body of the receipt. A

In step 290, the system generates a hash for the body of the receipt and its
attachments, encrypts this hash, and appends the result to the message as a
“document digital signature”. ,

In stép 291, thé'System sends the resulting receipt to the sender of the
message. In step 292, having sent this receipt, the system may delete all internal

records of the transaction.

M. RPOST AS SECONDARY MAIL SERVER EMBODIMENT

FIG. 3 is a system diagram of a second embodiment of the present invention
wherein the RPost server 14 does not serve as the user’s primary MTA but rather
works in collaboration with another MTA. In this embodiment, the sender mhy |
elect to make of record a particular outgoing messé.ge by including some form of
flag in an outgoing message, message subject, or message addresses. For example,
if and only if a sender includes the symbol “(Made of Record)” or ‘(MR)” in the
subject of the message the sender’s MTA will direct the message to be transmitted

through the RPost server 14 to generate a receipt.
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In this embodiment the operators of RPost receive revenues from the

operator of the sender’s MTA per message and/or per kilobyte transmitted.

IV. CCTORPOST EMBODIMENT _

FIG. 4 is a system diagram of a third embod.imént in which a carbon copy
(“cc”) is sent to the RPost server 14. In this embodimerit, the user or message
sender 10 can use a standard MUA and standard MTA without modification.
Message sender 10 composes the e-mail having a message body and any number of
attachments, and addresses it to message recipient 18, along with any carbon copies
(cc’s) and blind carbon copies (bce’s) as desired. Additionally, message sender 10
addresses a cc to RPost. RPost server 14 tags the message as before, and sends the
tagged messagé including attachments to the recipient’s MTA 16 and any
designated cc’s. On receipt of such a copy RPost server 14 may send an e-mail
acknowledging receipt of the copy. ’

Recipient 18 and other destinations of the message will now receive two
versions of the same message: a first version of the message received directly from
sender 1_0, and a second and tagged version which was forwarded from RPost.
Once RPost receives confirmation from recipient MTA 16 that the tagged version
of the message was successfully received by recipient MTA 16, RPost server 14
composes message receipt 20 as before and sends the receipt to sender 10 for his
records. |

Revenue can be generated by establishing accounts for message originating
domains or individual messaée senders, and charging the users’ accounts per -
message, per kilobyte, per month, or a combination of these. Revenue cém also be
generated for the placement of advertisements on receipts and from authentication
and verification services as previously described.

V.  WEBSITE EMBODIMENT ‘

FIG. 5 is a system diagram of a fourth embodiment. In this embodiment,

RPost server 14 is associated with a website at which a user composes messages.

- Message sender 10 visits the RPost Website and composes his message at the
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website by entering the desired “to”, “cc”, “bec”, “Subject”, and message text
information. ‘Attachments can be added by using features available on standard
browsers and web servers. In this embodiment, the sender addiﬁonaﬂy provides an
address to which the made-of-record receipt may be sent. RPost server 14 sends the
feceipt to sender 10 through sender’s MTA.

Revenue can be generated by establishing accounts for message originating
domains or individual message senders, and charging the users’ accounts per
message, per kilobyte, per month, or a combination of these. Revenue can also be
generated for the placement of advertisements on receipts and from authentication
and verification services as previously described.

V1. WEB BASED MUA EMBODIMENT

FIG. 6 is a system diagram of a fifth embodiment. In this émbodiment, the
RPost server 14 is associated with a web based Mail User Agent. In addition to
allowing users to compose mail through a web browser, such a MUA provides
subscribers with browser viewable mailboxes that display messages stored on the
Web server site. Subscribers to such a service gain access to mail accounts with
user names and passwords. In this embodiment, message sender 10 visits the RPost
Website, accesses a Web Based c;,-mail account by entering a user name and
password, and composes his message which is transported for delivery to RPost
server 14. Receipts generated by the RPost server 14 are returned to a web based
mailbox associated with the subscriber’s account. '

In addition to the revenue sources available in other embodiments, in this

" embodiment the operatérs can charge storage fees for receipts held in the web based

mailbox.
In all of these embodiments, thé receipt may serve as evidence that:
(1) the originator sent an e-mail message; -
(2) the message was sent at a certain time;
(3)  the e-mail was addressed to certain recipient(s);
(4) the e-mail was delivered to the e-mail mailbox of each of its

intended recipient(s);
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(5)  the e-mail was delivered at a certain time;
(6) ' the e-mail was delivered by a certain network route; and
(7)  the e-mail message and its attachments had the specific content
recorded in the receipt.

Furthermore, the system ur‘lder certain circumstances generates a separate
receipt, which may be used as evidence that:

(1) the e-mail was inspected through the recipient’s Mail User
Agent MUA); and

(2) the recipient took certain actions in response to the message,
e.g., read or deleted the e-mail, at a particular time.

As with the other embodiments, this embodiment produces documented
evidence which may be attested to and verified by the disinterested third party
operators of the system concerning the delivery and integrity of an electronic
message. In other words, the system can be thought of as transforming the e-mail
to a made-of-record e-mail that can later. be used to prove that a particular e-mail
message was sent, that it was successfully delivered, and when and how.

Should a dispute ever arise, the dispute can be resolved through the receipt
generated by the system because the receipt is so encoded that the operators of the
systemcaﬁ determine the authenticity of the receipt as the product of the system.
Thereafter, operators of the system can attest to the accuracy of the information
contained in an authentic receipt, relying only on information contained in the
receipt itself and without the need for the operators to preserve any record or copy
of the information contained in the receipt. |

In addition to these benefits, the receipts generated by the system may also
be useful as evidence of the existence and authorship-of such materials as might be
transmitted through the system. Moreover, the system is easy to use, as the system
can be used from any internet e-mail client program/MUA, so that there is no

additional software required.
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FLOW DIAGRAM FOR VALIDATING A RECEIPT

. FIG. 7 is a flow diagram illustrating an exemplary method for validating a
receipt. In the event that the sender of a message should require evidence that an e-
mail was sent and delivered (and/or read) the sender presents the receipt(s)
corresponding to the message to the operators of the system in step 700. The
operators of the system then, in step 702, detach and decrypt the document digital
signature appended to the receipt. In step 703, the operators generate a hash of the
balance of the document, including attachments. _ '

In step 704, if the current hash value does not match the decrypted hash
value, then the system generates a report stating that RPost cannot authenticate the
receipt as an accurate record of the delivery or the contents of the message
described in the receipt.

If the decrypted hasﬁis equivalent to the current hash of the message, the
system can, as in step 706, warrant that the information contained in the body of the
message is unchanged since the receipt passed through the system. If the original
message contained no attachments, the syétem may now generate a report that
warrants that the receipt is an accurate record of the message’s contents and its
delivery by the RPost server.

If the receipt reports that the original message contained attachments, then
the receipt will also record the name and hash value of each attachment. In
generating the receipt all attachments of the original message are attached
unchanged to the receipt. Accordingly, the system will, for each such attached file,
generate'a hash of the attached file (708) and compare it to the hash value recorded
in the body of the receipt (709). "

If the calculated hash value of a file matches the value included in the
receipt, the system can warrant that the file attached to the receipt is identical to that
attached to the message as originally delivered. If the hashes do not match, then the

~system will report that it cannot warrant that the file attached to the receipt is

identical to the file attached to the original message.
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Having performed this calculation for each file attached to the original
message, the system prepares a report which reports on the authenticity of the
receipt and each of its attached files (710) or which reports the failure of validation
(712).

Having completed 1ts evaluation, the system will then append a copy of the
receipt and all of its attachments to the report it has generated and send it via e-mail

to the return address of the user who submitted the report for validation.

Registering Inbound E-mails

FIG. 8 is a system diagram illustrating another embodiment of the invention
in which incoming e-mails are made of record. In this embodiment, a message
sender 60 sends an e-mail message 70. Sender’s MTA 62 sends message 70 onto
the internet as usual. However, in this. embodiment RPost contracts with service
subscriber/recipient 68 to make incoming e-mails of record. According to the
agreement, RPost is designated with Network Solutions, Inc. (NSI) or other domain
name authority as the mail recipient (MX server) for recipient 68. This causes the
Domain Name Service (DNS) request performed by the sender’s MTA 62 to return
the IP address of RPost as the IP address for the recipient, which in turn causes
sender’s MTA 62 to send the e-mail message to RPost server 64. RPost server 64
acts as an SMTP, POP, POP3 or IMAP MTA (collectively, “POP mail server”) for
recipient 68. SMTP, POP and IMAP MTAs are governed by RFC 821, the SMTP
protocol, RFC 1939 Post Office Protocol - Version 3 (which obsoleted RFC1725),
and RFC 2060 IMAP (Internet Message Access Protocol) Version 4 rev 1 (which
obsoleted RFC1730), which are hereby incorporated by reference.

RPost server 64 prepares a made-of-record version 74 of the original
message 70, and placeé this made-of-record version 74 into recipient 68’s in-box

instead of,or in addition to, the original message 70. The made-of-record version

--mnay have all of the verification and informational features and options discussed

'~ earlier in connection with e-mail receipts. This information can include, but is not

limited to: individual message digests for each of the message body and text, the
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to/from information, other header information, each attachment, an overall message
digest and digital signature and message routing information and tags. Made-of-
record version 74 of message 70 as shown in FIG. 6 includes the message body

including the header information, an attachment, separate message digests for each,

“and a digital signature or encrypted message digest. The hash functions and

encryption are performed us~ing private phrases or private keys known only to the
operators of the.systeﬁl. The made-of-record version 74 is made available to
recipient 68 for inspection 6r downloading through the recipient’s MUA.

- RPost server 64 can optionally send a confirming e-mail 72 to message
sender 60. Confirmation message 72 can be a simple text message indicating that a

message was received and made of record. Confirmation message 72 could also

. include a message such as, “Your e-mail message was received on March 24, 2000

at 2:05 p.m. The digital signature of the message was [128-bit digital signature].

For more information, visit our website at www.RPost.com.” Alternatively, or

~ additionally, confirmation message 72 could include all of the information

contained in the made-of-record version 74.
Thus, the system may provide to message recipient 68 a receipt 74 or other
verifiable confirmation that:
(1)  the recipient feéeived an e-mail message;
(2) the message was received at a certain time;
(3) the e-mail was addressed from a certain sender;
(4)  the message purports to be delivered via a certain network
route; and
(5) the e-mail message and its attachments had a specific content.
Accordingly, the system provides evidence, which may be attested to by the
operators of the system, that particular electronic messages and documents were
delivered to recipients having certain content and representing themselves as having

come from certain senders.
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FIG. 9 is a flow chart illustriting one example of making of record in-bound
mail. Instep 901, RPost server 64 receives a new e-mail message. Instep 902, the
system generates a hash/digital signature of the message’s contents including the
message’s headers and attachments. Additionally, the system may generate a
separate hash for each message attachment. In step 903, the system encrypts the
hash(es) using an encryption key known only to the operators of the system. In step
904, the resulting encrypted hash(es) is then appended to the body of the message.
Then, in step 905, the modified message may be made available for inspection or
downloading through the recipient’s MUA.

FIG. 10 is a flow chart of one example of validating a received made-of-

record e-mail message. In step 1000, in the event that the recipient of a message

' should require evidence that an e-mail with a specific content was received at a

particular time, the recipient can present a copy of the made-of-record version 74
(FIG. 8) of e-mail message 70 to the operatc;ré of the system for verification. To
verify the message, in step 1001 the system detaches and decrypts the document
digital signature appended to the message. In step 1002, the system generates a hash
of the balance of the document, 4and one for each file attached to the message. In
steps 1003 and 1004, the hashes are compared. If the document hash(es) matches
the decrypted hash(es), then the message and its attachments have passed through
the system and have not been altered since their delivery to the recipient.
Having determined that the e-mail is unaltered, the operators of the system

can warrant that:

(1) the e-mail was received by the system at a certain time;

(2) the e-mail purported to arrive at the system via a certain

internet route;
(3) the e-mail purported to be from a certain sender; and
(4)  the e-mail and its attachments wére delivered with the specific

content they currently contain.
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On the other hand, in step 1006, if the h@sh values do not match, then the
operator cannot warrant that the e-mail is authentic, i.e., that the e-mail is an

accurate version of an e-mail that was received by the system.

FIG. 11 illustrates how the invention may be used by a business which
utilizes electronic tools (an “e-business”). E-business 30 can utilize the system to
make of record all incoming and outgoing e-mail messages from its customers 34.
In this case, the system includes Post Office Protocol (POP) s.erver 36 and Simple
Mail Transfer Protocol (SMTP) server 38. For example, the e-business 30 can set

up its website to e-mail forms to customers, and to forward queries and complaints

40 from customers 34. The made—of:record queries, complaints, orders, offers to

purchase, and other information 46 are sent to the e-business 30 by the system.
Receipts are then provided to the customers 34 via SMPT server 38. This way there
is no question regarding whether or not the customer sent the communication and
what it contained. Moreover, the e-business can set up a web site 32 through the
RPost server so that every communication with the custqmers-can be made of
record. In other words, through the web site form data orders 42 and automated

responses 44 can be made of record through the system server; furthermore, any

. confirmation, collections notices, customer support, and special offers 48 sent by

the e-business to customers 34 can be made of record and the confirmation sent to
the customer to eliminate arguments about what was ordered, when, or by whom.
If desired, identical receipts can be provided to both the customers 34 and to e-
business 30. Alternatively, the functions of POP server 36 and SMTP server 38
may be combined in a single system server.

POP is a protocol used to retrieve e-mail from an e-mail server. Many e-

-mail applications (sometimes called e-mail clients) use the POP protocol, although

some can use the newer Internet Message Access Protocol (IMAP). One version of
POP, called POP2, requires SMTP to send messages. A newer version, POP3, can
be used with or without SMTP. SMTP is a protocol for sending e-mail messages

between servers. Many e-mail systems that send e-mail over the Internet use SMTP
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to send messages from one server to another; the messages can then be retrieved |
with an e-mail client using either POP or IMAP. In addition, SMTP is generally
used to send messages from a mail client to a mail server. E-mail servers may use
a variety of protocols to communicate with the Internet. Commonly used protocols
include SMTP, POP3 and IMAP4. Mail readers are at the opposite end of the
server. Since mail servers receive messages via SMTP, e-mail readers send e-mail
to a mail server using SMPT. Likewise, since mail servers send messages using
POP3 and optionally IMAP4, mail readers receive méssages from mail servers by
using the POP3 or IMAP4 protocol.

Although the above generally descnbes a system and method of verifying
that an e-mail was sent and/or recclved, the invention disclosed and claimed in
application 09/626,577 may apply to any electronic message that can be transmitted
through an electronic message network or through any electronic gate. Electronic ‘
messages may include text, audio, v1deo, graphics, data, and attachments of various
file types. The methods and techniques taught herein can be programmed into

servers and other computers, and computer programs implementing the invention

can be written onto computer readable media including but not limited to CD

ROMs, RAM, hard drives, and magnetic tépe. E-mail made-of-record services
according to the present invention can be bundled with internet service provider
(ISP) services to provide a single provider ISP solution to corporate and other
institutional clients. Implementing the above-described invention is within the skill
of the ordinary practitioner of the software arts.

As previously indicated, Figures 1-11 show, and the specification describes,
systems in which the server receives a message from a sender and transmits this
message in a first path to a recipient or to a Mail Transport Agent (MTA) of the
recipient. There are timeé when the sender may wish to have the server send the
message to the recipient or to a Mail Transport Agent of the recipient or to the Mail
Transport Agent for the recipient by a more traveled path or a less traveled route, or
at least a different path, than Fhe first path. To accomplish this, the sender marks a
message form 1200 (Fig. 14) with a particular indication such as “(R)” in a
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particular position such as the “subject” line of the message. This particular
position is indicated at 1202 in the message form 1200 in Figure 14. The step of
inarking “(R)” in the “subject” line 1202 of the message is shown at 1206 in Figure
12.

The message with the “(R)” in the “subject” line is transmitted by the sender
to the server 14 which constitutes the sender’s Mail Transport Agent. This is
indicated at 1208 in Figure 12. As indicated at 1210, the server scans the “subject”
line to determiﬁe if there is an “(R)” in the line. If the answer is “No0” (see .121 1),
the server transmits the message to the recipient or the recipient’s Mail Transport
Agent through the route shown in Figures 1-11 and indicated in Figure 12 as “the
ordinary route” and discussed above in the specification. This is indicated at 1212
in Figure 12. If the answer is “Yes” (see 1213), the message is transmitted through
a special network route as indicated at 1214 in Figure 14. _ _

 Figure 13 is identical in a number of respects to Figure 12. However, Figure
13 includes additional blocks to perform additional functions other than those
shbwn in Figure 12. These include, but are not limited to, the following:

(1)  The sender may wish that a copy of the message should be
archived. This may be accomplished by adding a coding such
as the number “1” after “(R)” in the “subject” line so that the
coding is “R1”.

(2). The sender may desire that a record of the transmission should
be recorded by the server 14 constituting the sender’s mail
transport agent. This may be accomplished by providing a
coding such as “(R2)” in the “subject” line of the message.

(3)  The sender may desire that a record of the message
transmission should be recorded in a data base. This may be
accomplished by providing a coding such as “(R3)” in the
“subject” line of the message.

(4) The sender may wish that a record of the message transmission

should be recorded in a database with a special annotation or
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additional reference. This may be accomplished by providing a
coding such as “(R4)” in the “subject” line of the message. '

Figure 13 provides a method where the server constituting the sender’s Mail
T;ansport Agent processes selected e-mail messages such as those specified in this
paragraph.

Figure 13 is particularly limited to a coding “(xyz)” in the “subject” line of
the message. In Figure 13, the sender is shown at 1300 as composing an electronic
message including “(xyz)” in thé “subject” line of the message. As indicated at
1210 in Figures 12 and 13, the server 14 constituting the mail transport agent scans
the “subject” line in the outbound message. If the “subject” line in the message
does not contain the code “(R)”, the server transmits the message though the route
shown in Figure 1-11 and discussed above (see 1212 in Figures 12 and 13). If the
code “(R)” is detected by the server in the “subject” line of the message, the server
transmits the message through the special network route as indicated at 1214 in
Figures 12 and 13. '

Figure 13 indicates at 1304 that the code “(xyz)” is stripped by the server
from the “subject” line of the message. If the delimiter “xyz” is detected, a copy of
the message is saved. This is indicated at 1308 in Figure 13. If the delimiter “xyz”
is not identified, a copy of the message is not saved. |

Although the present invention has thus been described in detail with regard
to the preferred embodiments and drawings thereof, it should be apparent to those
skilled in the art that various adaptations and modifications of the present invention
may be accomplished without departing from the spirit and the scope of the
invention. Accordingly, it is to be understood that the detailed description and the
accompanying drawings as set forth hereinabove are not intended to limit the
breadth of the present invention, which should be inferred only from the following
claims and their appropriately construed legal equivalents. In the following claims,
those claims which contain the words “means for” are intended to be interpreted in

accordance with 35 U.S.C. §112, paragraph 6; those claims which do not include
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the words “means for” are intended to not be interpreted in accordance with 35
U.S.C. §112, paragraph 6.
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WHAT IS CLAIMED IS:

1. A method of transmitting a message through the internet from a
sehder to a recipient through a server displaced from the recipient, including.the
steps of:

receiving the message at the server from the sender and receiving an
indication that the sender wishes to send the message in a2 manner special to the
sender and not normally provided by the server,

transmitting, ﬂuough the internet from the server to an agent of the
recipient, the message in the special manner, in accordance with the indication from
the sender, an identification and an internet address of the server and the identity of
the sender, . . A

_ receiving from the agent at the server through the internet the identity

of the agent and an indication of the receipt of the message by the agent and the
identification and internet address of the server and the identity of the sendef; and .

sending to the sender from the server through the internet a copy of

the message and the information received by the server from the agent.

2. A method as set forth in claim 1 wherein
the transmission through the internet from the server to the agent of
the recipient is in the normal manner when the sender does not provide an
indication through the internet that the sender wishes to transmit the message

through the internet in the special manner to the agent of the recipient

3. A method as set forth in claim 1 wherein
the indication received by the server through the internet from the
agent of the recipient includes an identification of the agent and any transferring
agents through whom the message has passed between the server and the agent of

the recipient.

4, A method as set forth in claim 1, wherein
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a digital fingerprint of the message is provided by a plurality of digits

in a unique sequence and is sent by the server to the sender.

5. A method as set forth in claim 3 wherein
the transrmssmn through the internet from the server to the agent of
the recipient is in the normal manner when the sender does not provide an
indication through the internet that the sender wishes to transmit the message
through the internet in the special manner to the agent of the recipient and wherein
a digital fingerprint of the message is provided by a plurality of d1g1ts

in a unique sequence and is sent by the server to the sender.

6. A method as set forth in claim 1 wherein
an additional indication is provided to the server with the message
from the sender that a high prioﬁty should be provided by the server to the sending
of the message by the server to the agent-of the recipient and wherein

the server provides the high priority in sending the message to the

agent of the recipient in accordance with the additional indication.

7. . A method as set forth in claim 5 wherein
an additional indication is provided to the server with the message
from the s._ender that a high priority should be provided by the server to the sending
of the message by the server to the agent of the recipient and wherein '
the server provides the high priority in sending the message to the

agent of the recipient in accordance with the additional indication.

8. A method as set forth in claim 1 wherein
an additional indication is prov1ded to the server w1th the message
from the sender that the sending of the message by the server to the agent of the
recipient should be recorded b& the server and wherein '
the server records the sending of the message by the server to the

agent of the recipient in accordance with the additional indication.
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9. A method as set forth in claim 5 wherein
an additional indication is provided to the server with the message
from the sender that the sending of the message by the server to the agent of the
recipient should be recorded by the server and wherein |
the server records the sending of the message to the agent of the .

recipient in accordance with the additional indication.

10. - A method of transmitting a message through the internet from a
sender to a recipient through a server displaced from the recipient, including the
steps at the server of: '

receiving the messagé at the server from the sendef,

receiving at the server, with the message from the sender, an
indication that the message is to be transmitted by the server m a special manner
different from the manner normaily prbvided by the server in transmitting -
messages, -

transmitting from the server through the internet to an agent of the
recipient, in the special manner indicated by the sender to the server, the message
and an identification and an internet address of the server and an indication
representing the identity of the sender, |

receiving at the server from the agent a handshaking and delivery
history of the transmission of the message from the server to the agent of the
recipient, and , ‘

transmitting from the server to the sender through the Internet the
message, a digital signature, including a digital fingerprint, of the message and the

~ handshaking and delivery history of the message received by the server from the

agent of the recipient.

11. A method as set forth in claim 10, including the steps of:
receiving at the server, with the message from the sender, an
additional indication from the server of an additional function to be performed in -

the transmission of the message from the server to the agent of the recipient,
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providing the additional function in the transmission of the message

from the server to the agent of the recipient in accordance with the additional

indication provided by the sender to the server.

12.. A method as set forth in claim 11 wherein
the message is sent by the server to the sender after the server receives
from the agent of the recipient the handshaking and the delivery history of the
transmission of the.message from the server to the agent of the recipient and
wherein the server does not retain the message after it sends the message to the

sender.

13. A method as set forth in claim 11 wherein _
the additional indication from the sender to the server provides for a
recording of the transmission of the message and wherein :
the transmission of the message is recorded in accordance with the

additional indication from the sender.

14. - A method as set forth in claim 11 wherein
the additional indication from the sender provides for an archiving of
the mesSage and A
wherein the message is archived in accordance with the additional

indication from the sender.

15. A method as set forth in claim 11 wherein
the additional indication from the sender provides for the message to
be sent to the agent for the reéipient by a special route and wherein
the message is sent by the special route from the server to the agent of

the recipient in accordance with the additional indication from the sender.

16. A method as set forth in claim 11 wherein
the additional indication from the sender provides for the message to

be specially handled in the transmission of the message from the server to the agent

of the recipient and wherein
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the message is specially handled in the transmission of the message

from the server to the agexit of the recipient.

17. A method as set forth in claim 11 wherein
the additional indication provides for a transmission of ﬂie message
with a high priority from the server to the agent of the recipient and wherein
the message is transmitted from the server to the agent of the recipient

with a high priority in accordance with the additional indication from the sender.

18. A method as set forth in claim 11 wherein
the server retains a copy of the digital signature of the message and
the handshaking and delivery history of the message, but not the message unless

requested to do so by the sender, after the server transmits to the sender through the

internet the message, the digital signature of the message and the handshaking and
delivery history of the message.

19. A method as set forth in claim 10 wherein
the server retains a copy, except for the message, of the information
received by the server from the agent of the recipient and sent to the sender and
wherein '
when the sender wishes to authenticate that the messagé was sent by
the server to the agent of the recipient, the server matches the information, except
for the message, sent by the server to the sender relating to the message with the

information retained by the server relatihg to the message.

20. A method as set forth in claim 10 wherein
the server requests a delivery status notification from the agent of the
recipient relating to the message when it transmits the message to the agent and
wherein |
the server receives the delivery status notification from the agent of

the recipient when it receives the digital signature of the message from the agent.
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21. In amethod of transmitting a message through the internet to a

recipient through a

server displaced from the recipient, the steps at the server of:

receiving the message at the server from the sender,

generating a hash constituting a synopsis of the message in coded
form,

encrypting the hash with a particular encryption code to generate a
digital fingerprint of the message,

receiving from the sender an indication with the message from the

sender that the message is to be handled by the server in a particular manner

" different from a normal handling of the message by the server, and

handling the message at the server in the particular manner, in
accordance with the indication from the sender, to transmit the meésage and the

digital fingerprint to the recipient.

22.  In amethod as set forth in claim 21, the steps of:

generating, for any attachment to the message, a hash constituting a
synopsis of the attachment in codéd form,

encrypting the hash from the attachment with a particular encryption
code to generate a digital fingerprint of the attachment, and

transmitting the at_tachm,ént' and the digital fingerprint of the
attachment to the sender through i:hé internet at the same time, and in the same
manner, that the message and the digital fingerprint of the message are transmitted

from the server to the sender through the internet.

23. In amethod as set forth in claim 21 whereiﬂ
the message is handled by the server in the normal manner when the
indication is not provided by the sender to the server with the message and wherein
the message is handled by the server in the particular manner when

the indication is provided by the sender to the server with the message.
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24. In a method asset forth in claim 23 wherein
| the message is processed by the server in a first path when the
indication is not provided by the sender to the server with the message and wherein
the message is procéssed by the server in a second path different from
the first path when the indication is provided by the sender to the server with the

message.

25. In a method as set forth in claim 23, the steps 6f:
storing at the server the digital fingerprint of the message, the name of

the sender, the identity and internet address of the server and the identity and

_ internet address of the recipient, and

transmitting to the sender for storage by the sender the message, the
digital fingerprint of the message, the name of the sender, the identity and internet

address of the server and the identity and internet address of the recipient.

26. In amessage as set forth in claim 22,

the message is handled by the server in the normal manner when the
indication is not provided by the sender to the server with the message and wherein

the message is handled by the server in the particular manner when
the indication is provided by the sender to the server with the message and wherein

* the message is processed by the server in a first path when the

indication vis not proirided by the sender to the server with the message and wlherein

the message is processed by the server in a second path different from
the first path when the indication is provided by the sender to the server with the
message and wherein _

the digital fingerprint of the message, the name of the sender, the
identity and internet address of the server and the identity and internet address of
the recipient are stored at the server, and

the message, the digital ﬁngerprint of the message, the name of the
sender, the identity and internet address of the server and the identity and internet

address of the recipient are transmitted to the sender for storage by the sender.
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27. A method of transmitting a message through the internet from a

sender to an agent

for a recipient through a server displaced from the agent including the
steps of:

providing the message from the sender at the server,

providing at the server a digital fingerprint of the message and the
identity of. the sender and the identity and internet address of the server,

transmitting to the agent in a first route the message and the identity
of the sender and the identity and internet address of the server,

providing an indication at Athe server from the sender that the message
from the sender should be transmitted by the server to the sender through a second
route different from the first route,

transmitting the message from the server to the agent of the recipient
throﬁgh the second route in accordance with the indication from the sender, -

providing at the agent of the recipient an indication of the status of the
reception at the agent of the transmittal from the server to the agent of the message
and the identity of the sender and the identity and the internet address of the server,
and _

transmitting to the server from the agent of the recipient the identity
and internet address of the gent and the status of the reception at the ageht of the
message and the identity of the sender and the identity and internet address of the

server.

28. A method as set forth in claim 27 wherein
the digital fingerprint of the message includes a digital digest of the
message and an encryption of the digital digest and wherein
the message and the digital fingerprint of the message and the identity

of the sender and the identity and internet address of the server and the identity and
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~ the internet address of the agent of the recipient and the status at the agent of the

reception at the agent of the message are transmitted by the server to the sender.

29. A method as set forth in claim 27 wherein
the sender provides at the server for an additional function to be
preformed at the server and wherein ,
the server performs the additional function in accordance with the
indication from the sender.
30. A method as set forth in claim 29 wherein

the additional indication provides for the message to be specially

‘handled in the transmission of the message from the server to the égent of the

recipient and wherein

the message is specially handled in the transmission of the message

from the server to the agent of the recipient.

31. A method as set forth in claim 28 wherein
the sender provides at the server for an additional function to be
performed at the server and wherein _
the additional function represented by the additional indication
provides.for the message to be specially handled in the transmission of the message
from the server through the second route to the agent of the recipient and wherein
the message is specially handed in the transmission of the message

from the server through the second route to the agent of the recipient.

32. A method of transmitting a message through the internet from a

sender to an agent

for a recipient through a server displaced from the agent, including

the steps at the server of:
providing at the server a digital ﬁngerprint‘ of the message and the

identity of the sender and the identity and the internet address of the server,
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transmitting to the agent of the recipient through a first route the

message and the identity of the sender and the identity and internet address of the

. server,

- receiving from the sender an indication that the message should be
sent by the server to the agent of the recipient through a second path different from
the first path,

transmitting to the agent of the recipient the message and the identity
of the sender and the identity and internet address of the server through the second
path different from the first path in accordance with the indication from the sender,

receiving from the agent of the recipient the identity of the sender and
the identity and internet address of the server and the identity and internet address
of the agent and an indication of the status of the reception of the messagé at the
agent, and |

transmitting to the sender the message and the information received

by the server from the agent of the recipient relating to the message.

33. A method as set forth in claim 32 wherein
the server stores the information relating to the message, but not the

message, transmitted by the server to the sender and wherein

the server authenticates the message by comparing the information
stored by the server relating to the message with the information transmitted from

the server to the sender relating to the message.

34. A method as set forth in claim 32 wherein
the server receives additional information from the sender relating to
additional functions fo be performed by the server on the message in the
transmission of the message from the server to the agent of the recipient and
wherein |
the server performs the additional functions on the message, in
accordance with the additional information received by the server from the sender,

in the transmission of the message from the server to the agent of the recipient.
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the indication received by the server from thé sender constitutes a first
coding of the message from the sender and wherein
the additional information received by the server from the sender of
the additional function to be performed by the server constitutes a second coding,
added to the first coding, of the message from the sender.

36. A method set forth in claim 33 wherein

the server receives additional information from the sender relating to
additional furictions to be performed by the server on the message in the
transmission of the message from the server to the agent of the recipient and

~wherein | |

the server performs the additional functioﬂs on the message, in
accordance with the additional information received by the server from the sender,
in the transrhission of the message from the server to the agent of the recipient and
wherein

the indication received by the server from the sender constitutes a first
coding of the message from the sender and wherein

the additional information received by the server from the sender of
the additional function to be performed by the server constitutes a second coding,
added to the first coding, of the message from the sender.

Page 434 of 573



PCT/UGS03/04964

WO 03/073711

1/18

IOl

8I J
OE&E« JOVSSIW
|

MUA NOTICES

,-\ MESSAGE(TAGGED) b

(¥3AY3S 1S0d¥)
LRFOY LYOISNY YL
YW SLNIIIDTY

ar

(F¥nLyNDIS TVLIOIa) U INTWHOVLLY
153910 JOVSSIW TIVHINO GALAYONT -
(S)yod7y NSa (S)907vIa dINS(3) :
N 153910 39VSSIW U INFWHIVLLY T INFWHIVLLY
. . Ad08 39VSSIN
- zr IK
I 153910 39V55IW I INIWHOVLLY
0 153910 JOVSSIN 4009 39YSSIN m«m aNas 39 _\m@@
: 0 T\
\\ _ I
. :
074
(N1 TIYW-3)
INTOY
1"\ v3sn Tovw s.30m35
1 .
1dI339

1 (Y3/Y3S LSOdY)

SNOLLYDILLON ViKW B (/Y0434 NSd ViW

LNFOY LYOdSNVYL

(G399v.1) I9VSEIW

(NOLLOINNOD LINTTHL) DOTVIT dIWST

1 VW ONIYILSTOTY

14

Page 435 of 573



WO 03/073711

2/18

200 \
TO REGISTER AN EMAIL BY
AN ORIGINATOR (e.g.JOHN
* SMITH AT EMAIL ADDRESS
Jsmith@adomain.com®)

201

ORIGINATOR CREATES AN EMAIL
MESSAGE USING ANY INTERNET MAIL
USER AGENT{MUA)(NOTE THE
MESSAGE MAY HAVE MULTIPLE
DESTINATIONS AND ATTACHMENTS)

| [ —202
THE REGISTRATION SYSTEM(RS),

ACTING AS THE SENDERS MTA
RECEIVES A COPY OF EMAIL

RS WILL CREATE A COPY OF THE
ORIGINAL MESSAGE TO BE STORED
UNTIL THE REGISTRATION PROCESS

IS COMPLETE

1 f-'“204
RS CREATES A DATABASE RECORD
WHICH INCLUDED: THE TIME AT
WHICH THE MESSAGE WAS
RECEIVED. THE NAMES AND SIZES
OF THE ATTACHMENTS OF THE
MESSAGE, THE NAME AND
ADDRESS OF EACH DESTINATION OF
THE MESSAGE. THE TIME AT
WHICH THE MESSAGE WAS
DELIVERED TO THE DESTINATION'S
MTA. THE DELIVERY STATUS OF
FACH DESTINATION

r 205
RS SETS THE DELIVERY STATUS OF |
EACH DESTINATION TO *UNSENT®

r—205

PCT/US03/04964

FIG. 2A

f— 207

(RS GENERATES AND STORES A (

HASH FOR EACH FILE ATTACHED
TO THE MESSAGE

Y /o 208
RS CREATES A SECOND COPY TO
MODIFY THE ORIGINAL MESSAGE

Y Vs 209
THE ORIGINAL SUBJECT LINE OF THE
MESSAGE IS AMENDED TO INDICATE

THAT THE COPY IS REGISTERED(e.g.
BY PRE-PENDING "R)EGISTERED')

y ’ Ve 210
A NOTICE THAT THE MESSAGE IS
REGISTERED BY THE RS, TOGETHER
WITH LINKS TO THE RS'S www SITE

ARE APPENDED TO THE BODY OF THE
MESSAGE.

{ 211

FEMAIL HEADERS ARE ADDED
REQUESTING A MAIL USER
. AGENT{MUA) READING NOTIFICATION
IN A VARIETY OF HEADER FORMATS
RECOGNIZED BY VARIOUS MUAs. THE
REQUEST FOR NOTIFICATION
DIRECTS THE NOTIFICATION TO AN
DESTINATION WHOSE NAME IS THE
ADDRESS OF THE ORIGINATOR OF
THE MESSAGE AND WHOSE ADDRESS
IS A rpost.com ACCOUNT SET UP
FOR THIS PURPOSE, THE
NOTIFICATION WILL USE THE
ADDRESS OF THE ORIGINAL SENDER
IN THE NAME FIELD OF THE MUA
REQUEST. (e.g.DISPOSITIONS-
NOTIFICATION-TO:jsmith@adomin.com
<readrecelpt@rpost.com>)

RS GENERATES AND STORES
MESSAGE DIGEST (HASH) OF THE '
BODY OF THE MESSAGE.

i f—ZIZ
TRANSMIT THE MESSAGE ‘
(GOTO FIG B)

Page 436 of 573



WO 03/073711 o PCT/US03/04964

V18
220

FOR EACH MESSAGE LD FIG. 2B-1

DESTINATION THE SYSTEM Wi

CHANGE THE MESSAGE HEADER TO SHOW IT AS FROM:
john smith<RCPToory@rpost.com> WHERE xooe=A TAG | ~~— 221
UNIQUELY IDENTIFYING THIS MESSAGE WHERE y=a TAG

IDENTIFYING THIS DESTINATION OF THIS MESSAGE

PERFORM AN DNS MX LOOKUP TO IDENTIFY THE MTA(S) Y~ %2

FOR THE DESTINATION DOMAIN R
ATIEMPTS T0 OPEN A TELENET CONNECTION TO THE RETRY USING OTHER MTA'S
/ | FOR THE DESTINATION IF

DESTINATION'S MTA E DESTIVA

L— 223

224~

CONNECTEDN O
7

:

225

226 [ RECORD THIS

229 . DESTINATION'S
- DELIVERY
STATUS T0
MTA “YNDELIVERABLE"
SUPPORT
ESMTP,

SUBSTITUTE SHEET (RULE 26)

Page 437 of 573



WO 03/073711 PCT/US03/04964

4/18

l__
232X

RECQRD THIS
DESTINATION'S

ST DELIVERY
JUPPOR] STATUS AS
FAILURE"
no
25—
" RECORD
SEND MESSAGE WITH| | DESTINATION'S
ESMPTREQUESTSTO | _|  pELVERY | _
NOTIFY OF SUCCESS STATUS AS
OR FAILURE DELIVERED-AND-
- WAITING-FOR-DSN
2%
RECORD --
_| senpmESsAGe | | DESTINATION'S %g#
TOMIA | | DELIVERY STATUS AS Fryid
. L anmee
23
. \_,;, 238
|
ATTEMPT TO DELIVER TO
ANOTHER DESTINATION
239

FIG. 2B-2

SUBSTITUTE SHEET (RULE 26)

Page 438 of 573



WO 03/073711

518

SYSTEM RECEIVES MTA 240
NOTIFICATION

|

PCT/US03/04964

SYSTEM SCANS INCOMING
MAIL 70 rpost.com FOR | _——— 241
ADDRESSES CONTAININGrcto] I G 2 C
SYSTEM IDENTIFIES MESSAGES
ADDRESSES TO
‘repbooxy@rpost.com®AS |~ 242
DELIVERY NOTIFICATION FOR
DESTINATION y OF MESSAGE
XXXXX
r
SYSTEM SCANS THE SUBJECT AN
BODY OF THE MESSAGE FOR | — 243
STRINGS INDICATING DELIVERY|
FAILURE, RELAYOR SUCCESS
245
N077F1C34T1 d VES CHANGE DELIVERY STATUS OF

INDICATES DESTINATION y OF MESSAGE | _

SUCCESSFUL 000 TO "DELIVERED-TO-

DELIVERY MAILBOX®

\
246 /-247 r-zso
NOTIFICATION . /

INDICATES\ YES | CHANGE DELIVERY STATUS GF “J;ngﬁfg
DELIVERY DESTINATION y OF MESSAGE - D
FAILURE xxoxx TO “FAILURE® f\ ATTACHMENTS

? .
NO ‘
, 249
248 s PROCESSING
NOTIFICATION . | CHANGE DELIVERY STATUS COMPLETE
INDICATES OF DESTINATION y OF
MESSAGE RELAYED © MESSAGE 251
ONWARD, xxxxx TO "RELAYED"
?
NO

SUBSTITUTE SHEET (RULE 26)

Page 439 of 573



"' WO 03/073711 PCT/US03/04964

~ 6/18 |

FROM TIME TO TIME THE SYSTEM WILL FOREAGH | 251
REVIEW THE STATUS OF ALL PENDING MESSAGE THE
MESSAGES SYSTEM WILL

250 -/
EXAMINE THE
DESTINATION STATUS
w2 | (OS)FOREACH [

DESTINATION

254

EXAMINE NEXT\ _ z6
MESSAGE H
GET NEXT

DESTINATION |

15 (NOTE:DS="RELAYED"
, "UNDELITVERABLE"
,"DELIVERED TO
MAILBOX" or
"FAILURE")

260
F [ G- 2 D DELIVERY IS COMPLETE GENERATE
RECEIPT(GOTO FIG 2E)
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THE SYSTEM GENERATES AN EMAIL START HERE
F .[ G. 2 E RECEIPT WHICH INCLUDES: FROM FIG.2D
270

\ [‘271
A MESSAGE IDENTIFIER FOR ADMINISTRATIVE PURPOSE, THIS IDENTIFIER MAY BE OR.

MAY INCLUDE REFERENCE TO THE ORIGINATOR'S 1D AND/OR THE VALUE OF THE
INTERNET MESSAGE-ID OF THE ORIGINATOR'S MESSAGE AS RECEIVED BY THE SYSTEM

I 7
THE QUOTED BODY OF THE ORIGINAL MESSAGE TOGETHER WITH THE EMAIL
ADDRESSES OF ITS INTENDED RECIPIENTS

1 | 273

A TABLE FOR EACH RECIPIENT LISTING:

THE DELIVERY STATUS OF THE MESSAGE FOR THAT DESTINATION BASED UPON THE
SYSTEMS RECORD DELIVERY STATUS. THE TIME AT WHICH THE RECIPIENT'S MTA

RECEIVED THE MESSAGE AND/OR THE TIME AT WHICH THE SYSTEM RECEIVED A DSN

FROM THE RECIPIENT'S MTA
| 274
A LIST OF THE ORIGINAL ATTACHMENTS OF THE EMAIL TOGETHER WITH THEIR
SEPARATE HASH NUMBERS
| 275

TRANSCRIPTS OR ABSTRACTIONS OF THE TRANSCRIPTS OF ALL OF THE SMTP DIALOGS
GENERATED IN THE DELIVERY OF THE MESSAGE TO EACH DESTINATION

—276
QUOTATIONS FRON THE BODIES AND THE ATTACHMENTS OF ALL RECEIVED DSHs INCLUDING

WHATEVER DETAILS OF DELIVERY OR DISPOSITION OF THE MESSAGE THAT THEY MIGHT REVEAL

Y 277
THE SYSTEM WILL ATTACH TO THE RECEIPT COPIES OF ALL OF THE ATTACHMENTS OF THE
ORIGINAL MESSAGE
278

THE SYSTEM WILL ATTACH RECEIVED DSN MESSAGES AND THEIR ATTACHMENTS TO THE RECEIPT|

r —279
HAVING GENERATED THE TEXT OF THE RECEIPT SO FAR, THE SYSTEM THEN GENERATES
AN ENCRYPTED HASH OF THE BODY OF THE RECEIPT

THE ENCRYPTED HASH IS APPENDED TO THE BODY OF THE MESSAGE AS A DIGITAL SIGNATURE

THE RECEIPT, NOW BEING COMPLETE, IS SENT BY EMAIL TO THE ORIGINATOR WITH THE

ADVICE THAT IT BE KEPT FOR THE ORIGINATOR'S RECORDS

| 282
| 7HE SYSTEM MAY NOW DELETE ALL COPIES OF THE ORIGINAL MESSAGE ATTACHMENT AND nsﬂ
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285
r.

THE SYSTEM RECEIVES MUA NOTIFICATIONS AT AN
EMAIL ADDRESS USED FOR THIS PURPOSE,
(e.g. readreceipt@rpost.com)

‘ f- 286
EXTRACTS THE ADDRESS OF THE SENDER OF THE ORIGINAL MESSAGE FROM THE ADDRESS OF
THE MUA NOTICE WHERE IT IS FOUND IN THE NAME FIELD OF THE MESSAGE
(e.g. TO:jsmith@adomain. com<readrece/pt@1past com>)

1 r 267

CR54TESA RECEIPT WHICH IIVCLUDES THE SUBJECT OF THE MUA AS ITS SUBJECT:A

HEADING e.g. "RPost Reading Receipt”; THE BODY OF THE MUA NOTICE QUOTED IN THE
BODY OF THE RECEIPT. A TIME/DATE STAMP

1 : r~ 288
ATTACH TO THE RECEIPT ANY FILES THAT MAY ACCOMPANY THE MUA's RECETPT

‘ r~ 289
GENERATE A HASH FOR ANY FILES ATTACHED TO THE REQEIPT AND RECORD THIS
HASH IN THE BODY OF THE RECEIPT

‘ ' r~ 290
GENERATE A HASH FOR THE BODY OF THE RECEIPT AND ITS ATTACHMENTS,
‘ENERYPT THIS HASH, AND APPEND THE RESULT TO THE MESSAGE AS A "DOCUM;

DIGITAL FINGERPRINT"
Y r~ 291
SEND THE RESULTING RECEIPT TO THE ORIGINATOR OF THE MESSAGE
1 292

HAVING SENT THIS RECEIPT, THE SYSTEM MAY DELETE
ALL INTERNAL RECORDS OF THE TRANSACTION

FIG. 2F
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USERS SUBMIT RECEIPTS FOR VALIDATION BY
FORWARDING THEM AS EMAILS TO A SPECIFIC 00

rpost.com ADDRESS E.g. authentica@rpost.com

w |
WHENARECEIPT IS RECEVED THE |_— 701 [T 7

OPERATORS OF THE SYSTEM SHALL:

1

DETACH AND DECRYPT THE DOCUMENT DIGITAL | .~ 702
SIGNATURE APPENDED TO THE RECEIPT

GENERATE A HASH OF THE BALANCE{ _— 703
OF THE DOCUMENT :

/‘ 705

GENERATE A REPORT INDICATING THAT THE
NO OPERATOR OF RPOST CANNOT AUTHENTICATE
THE RECEIPT AS AN ACCURATE RECORD OF  —-
THE DELIVERY OR CONTENTS OF THE
MESSAGE DESCRIBED IN THE RECEIPT

NEW HASH
VALUE=THE
" ENCRYPTED
HASH

GENERATE A REPORT INDICATING THAT THE
OPERATOR OF RPOST CAN AUTHENTICATE THE
RECEIPT AS AN ACCURATE RECORD OF THE
DELIVERY OF THE ORIGINAL MESSAGE.TO
ITS DESTINATION: THAT THE BODY OF THE
MESSAGE WAS AS APPEARS IN THE RECEIPT

1S ' : k 706

FOR EACH SUCH FILE: 1301

ATTACHED FILES

INCLUDED IN THE BODY,

OF THE RECEIPT,.
?

SUBSTITUTE SHEET (RULE 26)
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‘ 708 :
GENERATEAHASH |/ ( 710
OF THE ATTACHED
FILE GENERATE A REPORT INDICATING THAT
= THE OPERATOR OF RPOST CAN
AUTHENTICATE THE RECEIPT AS AN
709 ACCURATE RECORD OF THE DELIVERY
1 (. | OF THE ORIGINAL MESSAGE TO ITS _
COMPARE THE - : | DESTINATION: THAT THEBODY OF THE |
NEWLY GENERATED MESSAGE WAS AS APPEARS IN THE
HASH TO THE -RECEIPT. THAT EACH DELIVERED
HASH VALUE | ATTACHMENT WAS IDENTICAL TO THE
QUOTED IN THE COPIES APPENDED TO THE RECEIPT.
DOCUMENT '

1

711

DOES
THE NEWLY
GENERATED HASH=THE
HASH RECORDED IN THE
RECEIPT

? .
712
"o “
- GENERATE A REPORT INDICATING THAT
RPOST CANNOT AUTHENTICATE THE
SUBMITTED RECEIPT BECAUSE THE ATTACHED

FILE APPEARS TO HAVE BEEN ALTERED SINCE
THE TIME THE MESSAGE WAS DELIVERED.

YES

]

7‘13\ APPEND A COPY OF
THE RECEIPT TO THE |~
REPORT

FIG. 7b

714 \

EMAIL THE REPORT TO
THE USER WHO
SUBMITTED THE
RECEIPT
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FIG. 9
. ' f— 900

- C TO REGISTER AN EMAIL FOR A RECIPIENT ) .

901
| t -
RECEIVE EMAIL FOR RECIPIENT ACTING AS AN SMTP, POP,
* ORIMAP SERVER
/" 902

GENERATE A HASH/DIGITAL FINGERPRINT FOR THE
CONTENT OF THE MESSAGE AND ITS ATTACHMENTS

, /- 903

ENCRYPT THE HASH(ES)

/‘ 904

APPEND THE ENCRYPTED HASH(ES) TO THE BODY OF THE
MESSAGE

MAKE THE MESSAGE AVAILABLE FOR READING/DOWNLOAD
BY THE RECIPIENTS MUA

'SUBSTITUTE SHEET (RULE 26)

Page 450 of 573



WO 03/073711

1

PCT/US03/04964

7/18

RECIPIENT SUBMITS A COPY OF THE
RECEIVE MAIL TO THE OPERATORS OF
THE SYSTEM WHO:

1000

!

| DECRYPT THE HASH ATTACHED TO THE
BODY OF THE MESSAGE

1

GENERATE A HASH OF THE BODY OF
THE MESSAGE AND ATTACHMENTS

LLmoz

|

COMPARE THE DOCUMENT HASH(ES)
WITH THE DECRYPTED HASH(ES)

\1003

1004

Do
THE
HASH(ES)
MATCH
?

/,f'1005

THE OPERATORS CAN WARRANT THAT
THE EMAIL IS AS ORIGINALLY RECEIVED

//———'1006

THE OPERATORS CAN WARRANT THAT
THE EMAIL HAS BEEN ALTERED SINCE
ORIGINALLY RECEIVED

FIG. 10

" SUBSTITUTE SHEET (RULE 26)
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€ (57) Abstract: A sealing method and system based on any data originator authentication mechanism involves an originator (10)
v=4{ which represents the entity requiring the data to be sealed and to have itself identified as the originator of the sealed data. The relying
== party (12) is an entity requiring to use the sealed data as proof relating to a transaction. The seal provider (14) is an entity trusted
to provide seals by the originator and relying parties. The procedure for creating a seal is as follows: the originator (10) creates a
hash value or other one-way representation of the data to be sealed. The originator (10) then sends the hash value with a seal request
through a secure channel which anthenticates the originator (10) to the seal provider (14) and ensures the integrity of the request. The
seal provider (14) then determines if the authentication of the request is correct and, if so, creates a seal which contains an identifier
for the originator (10), the time of the request, the hash value and a digital signature or other similar mechanism which authenticates
the data unit as coming from the seal provider (14). The preferred form of digital signature is one using public key cryptography

04/0

such as specified in [TU-T X.509 or Internet RFC 2560.
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ELECTRONIC SEALING FOR ELECTRONIC TRANSACTIONS

The present invention relates to an electronic sealing method and to an electronic

registration method for use in electronic transactions.

Existing electronic signature methods are commonly based on use of public/private
key (asymmetric) cryptography to create a digital signature supported by electronic
certificates (e.g. as defined in ITU-T X.509). This requires use of certificate status
methods such as Certificate Revocation Lists (as defined in ITU-T X.509) or on-line
certificate status checking (as defined in Internet RFC 2560) to ensure the validity of
certified key (revoked or not). As the validity of the certified key used to create a digital
signature may change over time, it is often considered necessary to know the time at which
the signature was created. This can be achieved by applying a secure time-stamp method
(Internet RFC 3161‘, US patent RE 34,954) over the digital signature (BTSI TS 101 733). '

Secure time-stamping methods (Internet RFC 3161; US patent RE 34,954) can also
be used on their own (without the digital signature of the originator) to provide integrity of
transaction data and proof of transaction time. This does not, however, provide any proof
of the originator. . .

These electronic signature methods have two major disadvantages. First, it can be
difficult to gain assurance of the validity of the public key used to verify the digital
signature (that is the signature verification key). When verifying a signature the relying
party needs to obtain information on the status of certificate used to validate the signing
key. This can involve a significant overhead in obtaining the appropriate (revocation)
status information. It can be particularly difficult, if not impossible, to get this status
informaﬁon as it applied when the signature was created when there is a significant period
between the creation of the signature and its verification (as in the case of a subsequent

dispute over a transaction).
Secondly, the certiﬁcaté, which relates a name to a signing key, is often created by

a party which is not directly involved with the business using that certificate. As the
subj ect of the certificate is not already “known” to the authority issuing the certificate (the
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certification authority), there can be difficulty in checking the subject’s name. This can
result in significant additional costs and also increases the probability of errors.
The present invention seeks to provide an electronic sealing and an electronic

registration method for use in electronic transactions.

According to an aspéct of the present invention, there is provided a sealing method
for sealing the details of an electronic transaction including the step of obtaining
authentication information from an originator, checking the validity of that originator’s
authentication at the time of the transaction and creating a sealed record related to the

transaction and validity of the originator’s authentication information.

Preferably, the sealed record includes details of the originator of transaction data
and the time of the transaction and thereby proves the integrity of the transaction data. The

_ seal is preferably digitally signed by a trusted seal provider. In the preferred embodiment,

the transaction data itself is not revealed to the seal provider enhancing its confidentiality.
The seal may include other information relating to a transaction originator such as a copy
of originator’s public key certified by the seal provider:

The method advantageously forms an electronic signature having non-repudiation
properties. The method may use any data originator authentication mechanism or more
specific form of originator authentication using digital signatures based on public key
cryptography. '

The preferred sealing method overcomes the first disadvantage mentioned above by
checking the validity of originator’s authentication information ('for exaxﬁple signing key)
at the time of the transaction. The registration method overcomes the second disadvantage
mentioned above by involving a party involved in the business fumctions in the registration

process.

According to a preferred embodiment of the present invention. The method includes the
steps of: '
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the originator digitally signing a transaction data or other data,

transmitting the transaction data or other data or a hash value or another
represcntatlon of the transaction, the digital signature and a seal request to the or a seal
provider;

providing for the seal provider to determine whether the authentication of the
request is correct and whether the digital signature is currently valid and if so creating a
seal. '

The seal may contain an identifier for the originator, the time of the request, the
transaction data or other data, hash value or other one-way representéﬁog, by the
originator, and at least one digital signature or other authentication of: the seal as coming
from the seal provider. The seal may also contain a digital signature provided by the
originator which has been checked by the seal provider.

The originator may be a transaction peer. The sealed record ‘may inch;de atext
header and binary data encoded as a text string.

The method may preferably further comprise the step of encoding the transaction
data or other data and the sealed record, the encoding being arranged such that upon
accessing the encoded data, the sealed record is displayed in a first area of a computer
interface and the transaction data or other data is displayed in one or more other areas.

The encoding may comprise MIME and HTML encoding and the areas comptise
frames.

According to another aspect of the present invention, there is prov1ded a computer
implemented transaction method comprising the steps of accepting one or more user inputs
specifying a transaction, submitting authentication data and data representative of
transaction data to a system operating the method of any of the preceding claims for
creating a sealed record, receiving said sealed record and étoring said sealed record and at
least selected parts of said data representative of transaction data or the transaction data.
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According to another aspect of the present invention, there is provided a system for
providing a seal for sealing the details of an electronic transaction or data including means
for obtaining authentication information from an originator, means for cﬁeclcing the
validity of that originator’s authentication at the time of sealing and means for creatmg a
sealed record related to the transachon or data and validity of the originator’s

authentication mformatlon

According to another aspect of the present invention, there is provided a transaction

»system arranged to accept one or more user inputs specifying a transaction, submit

authentication data and data representative of transaction data to a system for creating a
sealed record as defined above, receive said sealed record and store said sealed record and

at least selected parts of said data representative of transaction data or the transaction data.

Preferably the system further comprises a client interface, the pransaction system
being arranged to transmit said sealed record and said at least selected parts of said data

representative of transaction data or the transaction data to the client interface.

Preferably, the system further comprises a validation interface, the validation
interface being arranged to accept a user input to validate an existing sealed record, the
validation interface being operative to transmit said sealed record and said data
representative of transaction data to a validation system for validating said sealed record,
said validation system being arranged to geﬁerafe at Jeast part of a sealed record, compare

it to said sealed record and output a result of said comparison to said validation interface.
The system may comprise one or more web pages.

In one embodiment, an email system may incorporate or interface with a
transaction system as defined above. The email system may be arranged to receive an
email message for an intended addressee, submit data from said email or data
representative of data from said email to the system to obtain a sealed record, append the
sealed record to the email message and transmit the email message and appended sealed
record to the intended addressee.
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The invention also seeks to provide a sealing method for sealing the details of an
electronic transaction or data including the step of obtaining authentication information
from an originator, obtaining an identification of the originator at the time of sealing and
creating a sealed record related to the transaction or data and validity of the originator’s
identification. ' |

In the preferred embodiment, a one-way mathematical function of the transaction
data, and not the data itself, is revealed to the seal provider. This may be used to ensure

that the seal applies to the data in its original form.

Embodiments of the present invention are described below, by way of example

only, with reference to the accompanying drawings, in which:

Figure 1 shows an embodiment of sealing method using any originator

authentication mechanism;

Figure 2a shows an embodiment of sealing method based on originator digital
siénatures;

Figure 2b shows an embodiment of sealing method incorporating a certified copy
of the originator’s public key;

Figure 3 shows an embodiment of sealing method for email transactions;
Figure 4 shows an embodiment of sealing method providing a transaction peer;
Figure 5 shows a modification to the embodiment of sealing method of Figure 4;

Figure 6 shows an embodiment of sealed registration method and in particular an
originator set-up stage;
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Figure 7 shows the steps of a routine for creating a sealed registration document;

Figure 8 shows a example of how a sealed document may be encoded as a text
string; '

' Figure 9 shows a example of how a sealed document may be displayed; and .
Figure 10 shows the steps of how a trusted agent may be used to validate a seal.

Referring to Figure 1, there is shown an embodiment of sealing method which is
based on any data originator authentication mechanism. The scenério depicted in Figﬁfe 1
involves an originator 10 which represents the entity requiring the data to be sealed and to
have itself identified as the originator of the sealed. data. The; relying party 12 (of which
there may be more than one) is an entity requiring to use the sealed data as proof relating to
a transaction. This may, for example, include the recipient of the transaction data, an
arbitrator or judge in a dispute or even the originator. '

The seal provider 14 is an entity trusted to provide seals by the originator and
relying parties. The seal provider 14 can be a system operated by any suitable
organisation, such a business specialising in the provision of security services, trade

organisation or any other suitable organisation.

In this embodiment and scenario depicted in Figure 1, the procedure for creating a
seal is as follows. In the first instance, at step 20, the originator 10 creates a hash value
(for example, the secure hash algorithm SHA1 defined in FIPS 180-1) or other one-way
representation of the data to be sealed (typically the transaction data). At step Zﬁ the

originator 10 sends the hash value with a seal request through a secure channel which

authenticates the originator 10 to the seal provider 14 and ensures the integrity of the
request. '

At step 24, the seal provider determines if the authentication and integrity of the

request are correct. If so, the seal provider 14 creates a data unit, conveniently referred to
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in this description as a seal, which, in this embodiment, contains an identifier for the
origihator 10, the time of the request, the hash value and a digital signature or other similar
mechanism which authenticates the data unit as coming from the seal provider 14. The
preferred form of digital signature is one using public key cryptography such as specified.
in ITU-T X.509 or Internet RFC 2560. The seal provider 14 may also copy the data
forming the seal into an andit log file to provide an additional mechanism for assuring the

validity of the transaction.

At step 26, thé seal is returned to the originator 10. At step 28, the transaction data
with its seal is passed t6 each relying party 12, either directly or indirectly.

At step 30, any relying party 12 which trusts the seal provider 14 can verify the seal
and the integrity of the transaction data to wﬁicﬁ the seal is applied by verifying the digital
signature in the seal. Thus, the relying party 12 is provided with proof of the originator of
the transaction data, the time of transaction and the integrity of the transaction data.

Figure 2 shows an embodiment of sealing method which is based on a digital
signature from the originator and still provides the scenario of one originator 10, one or

more relying parties 12 and a seal provider 14.

In this scenario, the preferred procedure for creating a seal involves the following
steps. At step 40 the originator 10 digitally signs a transaction data and creates a hash
value or other one-way representation of that transaction data. At step 42 thie originator 10
sends the hash value and the digital signature(s), with a seal request, through a secure
channel which authenticates the originator 10 to the seal provider 14 and ensures the
integrity of the request. In this embodiment, the request need not necessarily be
authenticated. If the request is not authenticated, the digital signature is used to
authenticate the originator 10. Other parties may later submit the signed data for sealing
but the seal with the earliest time can be taken as the one representing the time of the
original transaction. .
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At step 44 the seal provider 14 determines whether the authentication and integrity
of the request is correct and also whether the digital signature is currently valid, using the
signature verification key of the orfginator 10. Ifthis is the case, the seal provider 14
creates a data unit called a seal which, in this example, contains: an identifier for the
originator 10, the time of the request, tﬁe hash value, the digital signature provided by the
originator 10, and at least one digital signature or other similar mechanism which
authenticates the data unit as coming from the seal provider 14. The seal provider 14 may
also copy the data forming the seal into an audit log file to provide an additional

mechanism of assuring the validity of the transaction.

At step 46 the seal is returned to th@ originator 10. At step 48 the transaction data
with its seal is passed to each relying party 12.

At step 50, any relying party 12 which trusts the seal provider 14 can verify the seal
and the integrity of the transaction data to which the seal is applied by verifying the digital
signahire(s) in the seal. Thus, each relying party 12 is provided with proof of the
originator 10 of the transaction data, the time of transaction, the integrity of the transaction
data and the validity of the digital signature which the originator 10 applied to the
transaction data at that given time. In this embodiment, as is depicted in Figure 2a, two
digital signatures may be provided, the originator’s digital signature and the seal provider’s

digital signature.

A variation for the sealing method based on digital signatures, as shown in Figure
2b, is one providing a public key that is certified by the sealing authority as being valid at
the time of the transaction. In thls variation, the originator 10 includes a request for its

" public key be certified in the seal request 42b to the seal provider 14. The seal provider

checks that the originator’s public key is valid 44b, for example by checking the validity
period in the originator’s current X.509 identity certificate and the revocation status of that
certificate. If the originator’s public key is valid then this is included in the seal certifying
the validity of the key at the time of the transaction 46b. The originator sends this seal
along with the digital signature to the relying party 48b. The relying party verifies the
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digital signature using the public key in the seal 50b that the sealing authority certifies as
being valid at the time of the transaction.

This form of seal (i.e. one including the public key) may be used as an alternative a
public key certificate (such as defined in X.509) with the validity only for a specific
" transaction (i.e. a transaction certificate). Furthermore, a seal may be used as a “qualified
certificate” meeting the requirements identified in the European Directive 1999/93/EC on a

“Community framework for electronic signatures™ as described in the following table.

EU Electronic Signature Directive Qualified Seal
1999/93/EC - Annex I Requirement on
Qualified Cc':rtiﬁcate Content
(a) an indication that the certificate | Additional transaction attribute indicating
is issued as a qualified certificate; that the seal .is a form of qualified
certiﬁcate; '
(b)  theidentification of the Already identified through the Sealing
certification-service-provider and the Authority certificate. This could be
State in which it is established; repeated as in an additional transaction
| ‘ attribute.

(c)  the name of the signatory ora Already included in user name.
pseudonym, which shall be identified '

as such;

(d)  provision for a specific attribute | Additional transaction attribute
of the signatory to be included if
relevant, depending on the purpose for
which the certificate is intended;

(e)  signature-verification data Additional transaction attribute containing
which correspond to signature-creation | user public key
'| data under the control of the signatory;
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® an indication of the beginning | Validity period is for a single transaction at ‘
and end of the period of validity of the | the time already given in the time-stamp.
certiﬁcai:e; '

(g) theidentity code of the Already in time-stamp serial number
certificate; . |

(h) .the advanced electronic Already in the time-stamp signature
signature of the

certification-service-provider issuing it;

@) limitations on the-scope ofuse | Additional transaction attribute

of the certificate, if applicable; and

) limits on the value of ' Additional transaction attribute
transactions for which the certificate
can be used, if applicable.

* This further enhanced seal, which is called herein a “qualified seal”, has additional
advantages over an X.509 based certificate in that: '
1) This qualified seal may be used to provide an electronic signature that under
the European Directive 1999/93/EC article 5.1 “satisfy the legal requiremeﬁts ofa

signature in relation to data in electronic form in the same manner as a hand-written

signature satisfies those requirements in relation to paper-based data”.
2) . A user who already has conventional X.509 certificate, which does not meet

. the above legal requirements, can use that certificate to obtain a “qualified seal”, which

does meet these requirements.
3) As the “qualified seal” is valid only for a particular transactioniuncertainty
over the validity of the certificate as the time of the transaction is minimised. .
4) As the “qualified seal” applies to a single transaction the issuing authority

“has much greater control over its liability.

A variation to the sealing methods described above with respect to Figures 1, 2a

and 2b is shown in Figure 3 aﬁd, in this example, relates to email transaction environments.
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Asillustrated in Figure 3, a seal request is passed to the seal provider 14 at step 60,
which is then to be subsequently forwarded to the recipient(s) 12 identified in the recipient
list. The transaction data is passed to the seal provider 14 together with the seal request
and then is forwarded, at step 62, with the resulting seal to the identified recipient(s) 12.

Figure 4 shows another scenario of sealing method for use with transaction peers.
As illustrated in Figure 4, at step 70 a seal request from the originator 10 is passed through
the peer 15 with whom the'originator 10 is carrying out the transaction. The seal request is
passed, at step 72, to the seal provider 14 only if the transaction peer 15 agrees with the
transaction. At step 74 the seal is returned by the seal provider 14 to the transaction peer
15 and subsequently, at step 76, passed to the oxjginator 10.

Figure 5 shows another scenario of sealing method for with transaction passing
through the seal provider. As illustrated in Figure 5, at step 80 references to the originator
and transaction data (for example a universal Resource Identifier, see Internet RFC 2396)
is passed from the originator 10 to the transaction peer 15. The preferred form of the
reference to the transaction data is that the reference value is unpredictable, to avoid
unauthorised access to the transaction data. The transaction peer 15 then sends these

references to the seal provider 14 at step 82. The seal provider 14 then reqﬁests the

transaction data from the originator 10 at step 84, which returns with the transaction data
through a secure channel which authenticates the originator 10 at step 86. The seal
provider 14 then creates the seal which it passes, along with the transaction data, to the
transaction peer 15 at step 88. The seal may also be sent back to the originatof 10, with
the reference fo the transaction data, at step 90. ' '

The preferred embodiments of seal registration methods provide two forms of
identification, the first being a security system identifier and the second being a business

identifier.

The preferred seal registration method is a technique for securely binding a security

system identifier to a business identifier.
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The security system identifier is allocated and authenticated by a security system,
such as one of the implementations of sealing method described above. When allocated,
this identifier is unrelated to any “real world” identification but can be used with a security
system for identification purposes. A secutity system identifier may, for example, be a
number pair allocated by a seal provider 14 to an originator of sealed data. ‘One number of
the number pair identifies a community of users, the other number identifies the user
within the community. The number pair is unique within the set of identifiers allocated by

the seal provider.

The business identifier provides a set of attributes used by the business to identify
an entity (such as a customer) for the purposes of transacting business therewith.- This may
include, for example, references used within the business (such.as a customer reference
number) and/or information used to identify the entity more generally (such as the
customer’s name and home address). The business identifier is agreed between the subject
and a registration authority. Some attributes may be allocated by the registration authority
(for example, customer number), others may be provided by the subject (for example, first
name, surname and address). The registration would either be a system opefated byoron
behalf of the business with which the subject is trading, or thé registration authority would
be operated by a ﬂﬁrd party business whose function is to check information concerning

the user.

When beiﬂg set up to use one of the sealing methods described above, a sealed data
originator 21 is allocated a security system identifier by a seal provider 14, as shown in
Figure 6. Before allocating a security system to the originator identifier, the seal provider
proves ownership of some means for authentication. In the embodiment using public key

techniques this involves proof of possession of a private signing key.

Having set up two seal originators 21 which are to be parties in a business
transaction, such as a business and its customer, a sealed registration document is created.
One party (for example the business) acts as a registration authority for the other party (for
example, the customer). The customer acts as a subject of the registration. Between them,

Page 466 of 573



10

15

25

30

WO 2004/012415 PCT/GB2003/003243

13

these two parties create a sealed registration document which binds the subject identifier to

the business identifier.

In the preferred embodiment, the sealed registration document is allocated a
document reference (for example a Universal Resource Identifier, see Internet RFC 2396)
by the registration authority. This registration document reference can later be used in
subsequent sealed documents produced by the subject, thereby providing reference to its

authenticated business identifier.

In the preferred embodiment, the sealed registration document contains:

(a)  the business identifier, .

(b) the registration document reference or some other information that may be
used to identify the registration for a particular business purpose,

(© a seal from the subject which includes its security system identifier and
which indicates the subject’s agreement that the business identifier is correct for itself,

d a seal from the registration authority which indicates the registration
authority’s agreement that the business identifier is correct for the subject which created '

the seal in step (c) above.

An embodiment of routine for creating such a sealed registration document
between a business acting as the registration anthority and a customer acting as a subject of

the registration is shown in Figure 7.

The procedure of the example of Figure 7 is as follows. At step 100, the subject 17
and the regmtratlon authority 19 establish the attributes required for the business 1dent1ﬁer

of the subject 17 such as name, address, customer identifier and so on.

At step 102, the registration authority 19 allocates the registration 4 reference (for
example a Universal Resource Identifier) which is sent to the subject 17, At step 104, the
subject 17 sends to the registration authority 19 a sealed document containing the business
identifier and the registration document reference. The seal indicates the entity identified
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with the security system identifier in the seal and agrees that the business identifier is
applicable to itself.

. At step 106, if the registration authority 19 has also agreed that the business
identifier is applicable to the subject 17 which sent the sealed document, it will add its own
seal. This sealed registration document is stored by the registration authority 19 and, if

* required, aisq passed to the subject 17 for later use in verifying a claim of identity.

Any sealed document can then include the appropriate registration reference to
authenticate the identity of the originator.

The business operating as a registration authority 19 may similarly obtain a sealed
registration with the seal provider 14 which, in turn, acts as another registration authority
for the business registration authbrity.

It will be appreciated that the various embodiments described above can be
combined with one another, as required in any particular implementation of the systems

described herein.

1t will also be appreciated that the embodiments described can provide a method of
sealing data by a trusted third party to provide independent proof of: the originator, of the
transaction data, the time of transaction, and the transaction data. The sealing method
produces a form of electronic signature, which has non-repudiation properties and avoids
the need for certificate revocation or other anthentication status checking, The.preferred
sealing method builds on existing secure time-stamping methods.

A method of encoding a seal provides a text string containing a descriptive header
and binary protection data encoded in Base64 as defined in Internet RFC 2045. The header
includes information on: the identity of the sealing authority, the originator’s identity -
(system security identity and business identity) and the time of the transaction. The binary
protection data includes binary encoding of the sealing authorities digital signature against
a hash of the transaction data with the originator’s identity and the time of the transaction.
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An example of a text string encoding is given in Figure 8. An alternative encoding is to
encode the data as described above in XML as defined in World Wide Web Consortium
(W3C) specification Extensible Markup Language (XML) (reference

http://www.w3.org/TR/REC-xml).

A method of encoding the transaction data with the seal uses the encoding deﬁned
in Internet RFC 2045 to RFC 2049 (commonly called MIME) combined with code; for
viewing hypertext in multiple frames such as defined in the World Wide Web Consortium '
(W3C) HTML 4.01 Specification (reference: ht_tp' _://_xm.w&érg[l&/htmlq). The seal

itself, encoded as described above, is shown, in one frame as a text string, only the header

‘need be immediately visible. The sealed document is in the other frame or frames. This

enables sealed documents, including documents incorporating text, images, voice or video,
to be viewed through any suitably MIME enabled Web Browser. An example of a sealed

document is given in Figure 9.

Referring to Figure 10, an embodiment of routine illustrating how a trusted agent
may be used to validate a seal is shown. At step 120 the seal provider 14 issues a seal to
the 6riginator 10, which in turn, at step 122, provides the data and seal to the relying party
12. At step 124 the relying party 12 forwards the hash of the data together with the seal to
a seal validator 23 which, at step 125, determines whether the seal is valid. At step 126 the
seal validator 23 returns to the relying party 12 a valid/invalid reply.

| The embodiments described above provide a number of features for the creation of
a secure seal for subsequent use. First, the seal protects the authenticity of a data such as a
document or transaction. This protection applies to the data both when communicated
between systems and in storage. The seal can be applied to a hash of data along with the
time and authenticated identity of the data originator. The authenticity is certified using,
for example, the digijtal signature of the seal provider.

The geal provides long term anthenticity of the data and in a form which cannot be

repudiated, for example by claiming compromise of authentication keys subsequent to the
seal being applied. Thus, a seal is provided which establishes the authenticity of the
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parties and seals the transaction data in a manner which maintains its integrity over time.
A copy of the seal can be kept by the seal provider in an audit log to provide further proof
of authenticity. As the seal only contains a hash of the data being sealed, from which the
original data cannot be re-created, the privacy of the data is maintained.

The seal can be used by the originator and any other party relying on the
authenticity of data to validate its authenticity. Any party that trusts the seal provider and
has a means of authenticating the seal (e.g. using the seal providers public key): can verify
the validity of the seal. The hash value within the seal can be checked against a
recalculated hash value to check that the seal applies to the given data and that the data has
been unchanged. Purther assurance of the validity of a seal can be achieved by requesting
a copy of the seal from the seal provider’s audit log.

In this embodiment, once a transaction record and receipt (seal) has been generéted,
as well as the seal to the appropriate party, a cbpy is saved at the seal provider or at a

secure location controlled by the seal provider.

In some embodiments, such as those involving a transaction sequence a seal can be
applied to each stage of the transaction proving the ﬁming sequence of the transactions.
For example, in a transaction involving an offer and an acceptance, data relating to the
offer and also to the acceptaqce can be each be sealed proving the time relationship

between the offer and acceptance. This can, for example, have particular application in

trading in shares.

Ttisalso envisaged that in some embodiments the generation of the seal also stores
data relating to a single event. For example, the event might be the creation of documents
or data by an identified originator at a given time. The seal, therefore, would provide

evideﬁce of that event.

Thus, in the preferred embodiments, the seal is issued by a trusted authority (the

- seal provider) which authenticates the document originator, provides proof of time of

creation of the document linked to a hash code representing the document and is protected
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by a cryptographic code which proves the authenticity of the seal and which can detect any
changes in the sealed information. The seal, along with the data it authenticates, can be
sent to any party relying on the authenticity of that data.

In this regard, a seal can be checked for validity by the relying party or an agent
trusted by the relying party to validate seals (seal validator). As shown in figure 10, the
trusted agent can be used to validate a seal simply by forwarding the seal and a
recalculated hash of the data to that party (124). This can be initiated, for example, by the
relying party clicking on a bufton or icon displayed as part of the seal. If the seal validator
knows and trusts the sealing authority and has the key necessary to verify the
cryptographic code (e.g. the sealing authority’s public key) it can check the validity of the
seal and confirm that the hash in the seal matches that recalculated by the relying party. If
the seal is valid and the data hash is the same, the validator would respond by indicating -
that the sealed document provided by the relying party is valid (126). On the other hand, if

. there has been any change in the seal, the cryptographic code was not created a trusted

sealing authority or the hash in the seal does not match the recalculated hash, the seal
provider would indicate that that seal has become invalid.

Thus, the preferred embodiment can provide a seal which is a form of certificate,
specific to each transaction which incorporates attributes. This seal certifies the user’s
éigning key, as well as providing a time stamp for relating to the transaction or event. This
seal provides a form of certificate which is bound to the transaction, i.e. is transaction
specific. 4 ’

The seals can also be used for voice and video data and indeed can be applied to
any digitised media such as web pages, video files, audio files, digital photographs and so
on. In the preferred embodiment, the seals are simple to view and verify using, for
example, an Intemet browsing software. Furthermore, the seals can enable disputes to be
res:olved quickly, saving time and money. It can also protect all parties against denial of .
the existence or content of a document or event and can provide evidence of a transaction

or data when the information is contested, even years after the event.
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Three variations of the sealing method have been described, one using originator
authentication, the second adding originator digital signatures, the third adding public keys
certified to be valid at the time of the transaction. Further variations of the sealing
methods are envisaged for alternative transaction environments including but not limited to
e-mail, requests passed via transaction peers and transaction data passing through the seal

provider.

There is also described a method for registration that applies the sealing method to
the registration of a business identity between business partners. The registration method
can be used as an alternative to existing electronic certification methods. The registration
method enables alternative business related registrations to be applied to the same entity

for different business applications.

Page 472 of 573



10

15

20

30 -

WO 2004/012415 PCT/GB2003/003243

19

CLAIMS

1. A sealing method for sealing the details of an electronic transaction or data
including the step of obtaining authentication informatign from an originator , checking the
validity of that originator’s authentication at the time of sealing and creating a sealed
record related to the transaction or data and validity of the originator’s authentication

information.

2. A method according to claim 1, wherein the sealed record includes details

of the originator of the transaction or data and the time of s'ealing.

3. A method according to claim 1 or 2, including the step of digitally signing
the seal.

4, A method according to claim 3, wherein the step of digitally signing the seal
is carried out by a trusted seal provider.

5. A method accbrding to claim 4, wherein the transaction data or other data
itself is not revealed to the seal provider.

6. A method according to any preceding claim, wherein a result of a one-way.
mathematical function applied to the data, is revealed to the seal provider.

7. A method according to any preceding claim, including the step of storing a -
copy of the data forming the seal into an audit log file held remotely from i)arties to the

transaction or involved in the data.

8. A method according to any preceding claim, wherein the seal is passed to a

relying party directly or indirectly.
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9. A method according to any preceding claim, including the step of providing
for checking of a seal, and that it belongs to data which is identical to that to which the seal
was originally applied, by a relying party or an agent trusted by the relying party.

10. A method according to any preceding claim, including the steps of:

the originator digitally signing a transaction data or other data,

transmitting the transaction data or other data or a hash value or another
representation of the transaction, the digital signature and a seal request to the or a seal
provider;

providing for the seal provider to determine whether the authentication of the
request is correct and whether the digital signature is currently valid and if so creating a
seal.

11. A method according to claim 10, wherein the seal contains: an identifier for
the originator, the time of the request, the transaction data or other data, hash value or other
one-way representation, by the originator, and at least one digital signature or other

authentication of the seal as coming from the seal provider.

12. A method according to claim 11, wherein the seal also contains a digital
signature provided by the originator which has been checked by the seal provider.

13. A method according to any preceding claim, wherein the originator is a

transaction peer.

14. A method according to claim 13, wherein the sealed record includes a text
header and binary data encoded as a text string.

15. A method according to any preceding claim, further comprising the step of
encoding the transaction data or other data and the sealed record, the encoding being
arranged such that upon accessing the encoded data, the sealed record is displayed in a first
area of a computer interface and the transaction data or other data is displayed in one or

more other areas.
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16. A method as claimed in claim 15, wherein the encoding comprises MIME

and HTML encoding and the areas comprise frames.

17. A computer implemented transaction method comprising the steps of
accepting one or more user inputs specifying a transaction, submitting authentication data
and data representative of transaction data to a system operating the method of any of the ‘
preceding claims for creating a sealed record, receiving said sealed record.and storing said
sealed record and at least selected parts of said data representative of transaction data or
the transaction data,

18. A computer program comprising computer program code means for
performing all of the steps of any of claims 1 to 17 when said program is run on a

computer.

9. A computer program as claimed in claim 18 embodied on a comiputer
readable medium.

20. A system for providing a seal for sealing the details of an electronic
transaction or data including means for obtaining authentication information from.afn
originator (10), means for checking the validity of that originé.tor’s authentication at the
time of sealing and means for creating a sealed record related to the transaction or data and
validity of the originator’s authentication information. ’ '

. 21. A transaction system arranged to accept one or more user inputs specifying
a transaction, submit authentication data and data representative of transaction datato a
system for creating a sealed record according to claim 20, receive said sealed record and
store said sealed record and at least selected parts of said data representative of transaction
data or the transaction data.

22. A transaction system according to claim 21, further comprising a client
interface, the transaction system being arranged to transmit said sealed record and said at
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least selected parts of said data representative of transaction data or the transaction data to
the client interface.

23. A transaction system according to claim 21 or 22, further comprising a
validation interface, the validation interface being arranged to accept a user input to
validate an existing sealed record, the validation interface being operative to transmit said
sealed record and said data representative of transaction data to a validation system for
validating said sealed record, said validation system being arranged to generate at least part
of a sealed record, compare it to said sealed record and output a result of said comparison |

to said validation interface.

.24. . A transaction system aécording to any of claims 21 to 23 comprising one or

more web pages.

25.  An email system including a system accordfng to any of claims 20 to 24, the
email system being arranged to receive an email message for an intended addressee, submit

data from said email or data representative of data from said email to the system to obtain a

* sealed record, append the sealed record to the email message and transmit the email

message and appended sealed record to the intended addressee.
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22e6840517320265b21806033eaa2f73e5d
534¢
Warnings:
Information:
R t for Conti dE inati 697436
32 equestror Lontinue Xamination 12381_RCE.pdf no 3
(RCE)
d9fc8dcebaact 95e2fce37b3e400e64bf999)
aed6
Warnings:
Information:
86957
23 12381_AmendmentC.pdf yes 11
38af5aae82aae6d6530942¢d7325776b96a
defbc
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment Submitted/Entered with Filing of CPA/RCE 1 1
2 9
Applicant Arguments/Remarks Made in an Amendment 10 11
Warnings:
Information:
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30199
24 Fee Worksheet (PTO-875) fee-info.pdf no 2
8921a11391001abc7fd60ec80f0c219a1b27]
1782
Warnings:
Information:
Total Files Size (in bytes); 20356557

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: RCEX PTO/SB/30EFS (12-08)

Doc description: Request for Continued Examination (RCE) Approved for use through 01/31/2C09. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | 41/653 653 Filing | »007.01-16 Docket Number | ;3565 12381 At | 2158
Number Date (if applicable) Unit

First Named Justin Marston Examiner John P. Hocker

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW.USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

] Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

[ ] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

[X] Enclosed

Amendment/Reply
Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s}

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 192555

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

Patent Practitioner Signature

[] Applicant Signature

EFS - Web 2.1.8 Page 500 of 573



Doc code: RCEX
Doc description: Request for Continued Examination (RCE)

PTO/SB/30EFS (12-08)

Approved for use through 01/31/2009. OMB 0651-0031
U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a ccllection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Pate

nt Practitioner

Signature

/Christopher King/

Date (YYYY-MM-DD)

2010-01-15

Name

Christopher-Charles P. King

Registration Number

60985

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for

reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

EFS - Web 2.1.8
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submissicn related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of reccrds may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiaticns.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, toc whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
ar his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used toc make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.1.8
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REMARKS

Claims 1-22 were finally rejected in a Final Office Action mailed May 12, 2009. A
Notice of Appeal and Pre-Appeal Request for Review was filed on August 12, 2009. A Notice
of Panel Decision from Pre-Appeal Brief Review was mailed on December 15, 2009. This

amendment is filed with a Request for Continued Examination and thus reopens prosecution

under 37 C.F.R. §1.114(d).

Applicants are amending claims 1, 7, 8, 11, and 17. Claims 2-6, 12-16, and 18-22 (15
claims total) are canceled, and claims 23-37 (also 15 claims) are added. In making these
amendments, Applicants do not concede that the subject matter of such claims was in fact
disclosed or taught by the cited prior art. Rather, Applicants reserve the right to pursue such
protection at a later point in time and merely seek to pursue protection for the subject matter

presented in this submission.

Applicants’ representative spoke with Examiner Hocker on January 14 and January 15,
2010, in order to expedite prosecution of the case. Examiner Hocker agreed that claim 1, as
amended herein, contains features not found in the prior art and is allowable. Accordingly,
although not agreeing that the claims in their prior state were unpatentable over the cited prior

art, Applicants are amending the claims herein in order to expedite allowance.

Applicants request the Examiner to contact Applicants’ representative at the number

provided below if any further issues arise prior to allowance.

-10-
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Respectfully submitted,

Dated: January 15,2010 By:  /Christopher King/

Christopher P. King, Reg. No. 60,985
Attorney for Applicant

Fenwick & West LLP

801 California Street

Mountain View, CA 94041

Tel.: (650) 335-7633

Fax: (650) 938-5200

-11-
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
APPLICANT: Justin Marston
APPLICATION NO.: 11/623,653

FILING DATE: January 16, 2007
TITLE: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
EXAMINER: John P. Hocker

GROUP ART UNIT: 2158
ATTY.DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
| hereby certify that this correspondence is being transmitted via the Office electronic filing system in accordance with 37 C.F.R.
§ 1.8(a)(i)(C) from the Pacific Time Zone of the United States on the local date shown below.

Dated: _ January 15, 2010 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

INFORMATION DISCLOSURE STATEMENT
Under 37 CFR §§ 1.56 and 1.97-98
SIR:

Pursuant to the provisions of 37 CFR §§ 1.56 and 1.97-98, enclosed herewith is modified
form PTO/SB/0SA listing references for consideration by the Examiner.

The filing of this Information Disclosure Statement shall not be construed as a
representation regarding the completeness of the list of references, or that inclusion of a
reference in this list is an admission that it is prior art or is pertinent to this application, or that a
search has been made, or as an admission that the information listed is, or may be considered to
be, material to patentability, or that no other material information exists, and shall not be

construed as an admission against interest in any manner.

This Information Disclosure Statement is being filed:

[]  within three months of the filing date of the application, or date of entry
into the national stage of an international application, or before the mailing
date of a first office action on the merits, whichever event last occurred,

X  before the mailing of a first official action after the filing of a request for
continued examination (RCE) under 37 CFR § 1.114;

23682/12381/DOCS/2183873.1
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after three months of the filing date of this national application or the date

of entry of the national stage in an international application, or after the

mailing date of the first official action on the merits, whichever event last

occurred, but before the mailing date of the first to occur of either: (1) a

final action under 37 CFR §1.113; or (2) an action that otherwise closes

prosecution in the application, and:

attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(c); OR

Applicant certifies pursuant to 37 CFR § 1.97(e) that:

[l

[l

each item of information contained in this Information
Disclosure Statement was first cited in a communication
from a foreign patent office in a counterpart foreign
application not more than three months prior to the filing of
this Statement; OR

no item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than

three months prior to the filing of this Statement;

on or before the payment of the issue fee but after the mailing date of the
first to occur of either: (1) a final action under 37 CFR § 1.113; (2) a

notice of allowance under 37 CFR § 1.311; or (3) an action that otherwise

closes prosecution in the application, and:
Applicant certifies pursuant to 37 CFR. § 1.97(e) that:

[l

[l

each item of information contained in this Information
Disclosure Statement was cited in a communication from a
foreign patent office in a counterpart foreign application
not more than three months prior to the filing of this
Statement;

no item of information contained in this Information
Disclosure Statement was cited in a communication from a

foreign patent office in a counterpart foreign application

2
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and, to the knowledge of the person signing this
certification after making reasonable inquiry, no item of
information contained in this Statement was known to any
individual designated under 37 CFR § 1.56(c) more than
three months prior to the filing of this Statement; AND
] attached hereto is the fee set forth under 37 CFR §1.17(p) for
submission of this Information Disclosure Statement under 37
CFR.§ 1.97(d); OR
L] after the payment of the issue fee. Applicant requests that the information
contained in this Information Disclosure Statement be placed in the file
according to 37 CFR § 1.97(i), although the information may not be
considered by the USPTO.

] This application relies, under 35 U.S.C. § 120, on the earlier filing date of prior
applicationNo. ~ ,filedon  , and the references cited therein are
hereby referenced, but are not required to be provided in this application under 37
CFR § 1.98(d).

O Each item of information contained in this Information Disclosure Statement was
cited in a communication from a foreign patent office in a counterpart application,
and the communication was not received by any individual designated in 37 CFR
§ 1.56(c) more than thirty days prior to the filing of this Information Disclosure
Statement. 37 CFR § 1.704(d).

Respectfully submitted,

Dated: January 15, 2010 /Christopher King/

Christopher P. King, Reg. No. 60,985
Attorney for Applicant

Fenwick & West LLP

801 California Street

Mountain View, CA 94041

Tel.: (650) 335-7633

Fax: (650) 938-5200
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** |If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number | Filing Date
Substitute for Form PTO-875 1 1/623,653 01/16/2007 I:l To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY [X] OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a). (b). or (c))
[ seARcH FEE
(37 CFR1.16(. (). or (m) N/A N/A N/A N/A
|:| EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A N/A
é?%ﬁLREL'I'%I(,I\;I)S minus20= | * X$ = ORI X3 =
INDEPENDENT CLAIMS . N _ -
(37 CFR 1.16(h)) minus 3 = X$ = X$ =
If the specification and drawings exceed 100
sheets of paper, the application size fee due
] pap: pp
A?’F;PCLF'(&TJSN SIZE FEE is $250 ($125 for small entity) for each
( 16(s) additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
[ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED — PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
- 01/15/2010 | Arrer PREVIOUSLY EXTRA RATE () | Fee $) RATE ($) FEE ($)
E AMENDMENT PAID FOR
E Total 7 cFr « 29 Minus | = 22 =0 X $26 = 0 oRlxs =
E '2;’2‘;2”1‘??6?}1)) * 3 Minus | =3 =0 X $110 = 0 OR [ xs =
<§E l:l Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD'L 0 OR ADDL
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE () | Fee $) RATE ($) FEE ($)
— AMENDMENT PAID FOR
Z | 1o erem . Minus | * = xs = oR [ xs =
2 e, |- Minus | - - xs = oR [xs =
E D Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

Legal Instrument Examiner:
/FREDERICK E. BRISCOE/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to

process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Application/Control No. Applicant(s)/Patent Under
Reexamination
. . 11/623,653 MARSTON ET AL.
Notice of References Cited . .
Examiner Art Unit
JOHN P. HOCKER 2158 Page 1 of 1
U.S. PATENT DOCUMENTS
* Country BodeNumber g Code | MMATYYY Name Classffication
* | A | US-2003/0074409 A1 04-2003 Bentley, Richard M. 709/208
* | B | US-2003/0126120 A1 07-2003 Faybishenko et al. 707/3
* | ¢ | US-2004/0078447 A1 04-2004 Malik et al. 709/206
* | p | US-2007/0100806 A1 05-2007 Ramer et al. 707/003
* | e | US-2007/0100650 A1 05-2007 Ramer et al. 705/001
* | F | US-2007/0244867 A1 10-2007 Malandain et al. 707/3
* | ¢ | US-2009/0216696 A1 08-2009 Downs et al. 706/20
H | US-
| Us-
J | Us-
K | US-
L | Us-
M | US-
FOREIGN PATENT DOCUMENTS
* Counts%:o%?_iztm'\éimgﬁg Code MMD-;a(t\((aYY Country Classification
N
(0]
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
\Y
W
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited
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( Substitute for form 1449A/PTO Complete if Known
INFORMATION DISCLOSURE [ on o Lot
STATEMENT BY APPLICANT First Named nventor | Jus tinrl}\l/lars’ ton

Art Unit 2158
Examiner Name John P. Hocker
Sheet | 1 | of ‘ 4 Attorney Docket Number | 23682-12381
U.S. PATENT DOCUMENTS
Document No.
Examiner Cite Number — Kind Codez(if Publication Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A1l US-2007/0038942 A1 | 02-15-2007 Chen et al.
A2 US-2006/0168029 A1 | 07-27-2006 Fitzpatrick et al.
A3 US-2005/0149498 A1 | 07-07-2005 Lawrence et al.
Ad US-2005/0086340 A1 | 04-21-2005 Kang et al.
A5 US-2005/0054334 A1 | 03-10-2005 Brown et al.
AB US-2004/0260761 A1 | 12-23-2004 Leaute et al.
A7 US-2004/0177271 A1 | 09-09-2004 Arnold et al.
A8 US-2004/0153515 A1 | 08-05-2004 Touboul et al.
A9 US-2004/0064515 A1 | 04-01-2004 Hockey
A10 | US-2004/0054498 A1 | 03-18-2004 Shipp
A11 US-2003/0140223 A1 | 07-24-2003 Desideri
A12 | US-2003/0055907 A1 | 03-20-2003 Stiers
A13 | US-2003/0009595 A1 | 01-09-2003 Collins
A14 | US-2002/0144154 A1 | 10-03-2002 Tomkow
A15 | US-2002/0007453 A1 | 01-17-2002 Nemovicher
A16 | US-7,412,437 B2 08-12-2008 Moody et al.
A17 | US-7,233,954 06-19-2007 Horvitz
A18 US-7,103,794 09-05-2006 Malcolm
A19 Us-7,058,687 06-06-2006 Kucherawy
A20 | US-6,970,913 11-29-2005 Albert et al.
A21 US-6,959,382 10-25-2005 Kinnis et al.
A22 | US-6,850,968 02-01-2005 Pfeffer et al.
A23 | US-6,789,107 B1 09-07-2004 Bates et al.
A24 | US-6,704,772 03-09-2004 Ahmed et al.
A25 | US-6,704,768 03-09-2004 Zombek
A26 | US-6,694,358 B1 02-17-2004 Swildens et al.
A27 | US-6,581,090 B1 06-17-2003 Lindbo et al.
A28 | US-6,578,076 B1 06-10-2003 Putzolu
Examiner Date
Signature /John Hocker/ Considered 01/30/2010

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if
possible. 6Applicant is to place a check mark here if English language Translation is attached.

23682/12381/DOCS/2183841.1

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /JH./
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Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Complete if Known

Application No.

11/623,653

Filing Date

January 16, 2009

First Named Inventor

Justin Marston

Art Unit

2158

Examiner Name

John P. Hocker

Sheet | 2 | of ‘ 4 Attorney Docket Number | 23682-12381
U.S. PATENT DOCUMENTS
Document No.
Examiner Cite Number — Kind Codez(if Publication Date Name of Patentee or
Initials* No." known) MM-DD-YYYY Applicant of Cited Document
A29 US-6,553,413 B1 04-22-2003 Leighton et al.
A30 Us-6,502,125 B1 12-31-2002 Kenner et al.
A31 US-6,484,143 B1 11-19-2002 Swildens et al.
A32 US-6,480,893 B2 11-12-2002 Kriegsman
A33 US-6,314,565 B1 11-06-2001 Kenner et al.
A34 | US-6,282,569 B1 08-28-2001 Wallis et al.
A35 US-6,421,726 B1 07-16-2002 Kenner et al.
A36 US-6,415,280 B1 07-02-2002 Farber et al.
A37 | US-6,405,252 B1 08-11-2002 Gupta et al.
A38 | US-6,370,571 B1 04-09-2002 Medin, Jr.
A39 US-6,185,598 B1 02-06-2001 Farber et al.
A40 | US-6,185,551 02-08-2001 Birell et al.
Ad1 US-6,182,136 01-30-2001 Ramanathan et al.
Ad2 US-6,181,867 B1 01-30-2001 Kenner et al.
A43 | US-6,178,160 B1 01-23-2001 Bolton et al.
Ad4 US-6,154,744 11-28-2000 Kenner et al.
A45 | US-6,134,582 A 10-17-2000 Kennedy
A48 | US-6,134,598 A 10-17-2000 Raman
A47 | US-6,122,632 A 09-19-2000 Botts et al.
A48 US-6,112,239 08-29-2000 Kenner et al.
A49 | US-6,035327 03-07-2000 Buckley et al.
A50 | US-6,029,175 02-22-2000 Chow et al.
A51 US-6,009,462 12-28-1999 Birrell et al.
A52 | US-5938,735 08-17-1999 Malik
A53 | US-5938,732 08-17-1999 Lim et al.
A54 UsS-6,003,030 12-14-1999 Kenner et al.
Eganﬂlﬂfé Hdohn Hocker/ 8?:1(asidered 01/30/2010
1av

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if

possible. 6Applicant is to place a check mark here if English language Translation is attached.
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STATEMENT BY APPLICANT First Named Inventor | Justin Marston
Art Unit 2158
Examiner Name John P. Hocker

Sheet | 3 | of ‘ 4 Attorney Docket Number | 23682-12381

FOREIGN PATENT DOCUMENTS

Foreign Patent Document
Examiner Cite Country Code® - Publication Date Name of Patentee or T
Initials* No.! Number* MM-DD-YYYY Applicant of Cited Document
Kind Code® (if known)
B1 EP 0739115 A2 10-23-1996 AT&T IPM CORP
B2 WO 03/036492 A1 05-01-2001 Idetic, Inc.
B3 WO 03/073711 A2 09-04-2003 RPOST International Limited
B4 WO 04/012415 A1 02-05-2004 Security and Standards Limited

OTHER REFERENCES — NON-PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine,
Initials* No.! journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where T
published
C1 BRUSSEE, ROGIER et al, “Content Distribution Networks”, Telematica Institute, June 1, 2001, pp. V-IX and
1-88.

c2 DAVISON, BRIAN, “Brian Davison’s Web-Caching Bibliography”, Department of Computer Science, Rutgers,
the State University, New Jersey, June 28, 2000, pp. 1-16.

C3 GOLDSZMIDT, GERMAN et al., “Load Distribution for Scalable Web Servers: Summer Olympics 1996 — A
Case Study”, In Proceedings of the 8th IFIP/IEEE International Workshop on Distributed Systems:
Operations and Management, Sydney, Australia, October 1997, pp. 1-10.

C4 GWERTZMAN, JAMES et al., “The Case for Geographical Push-Caching”, /n Proceedings of the Fifth
Workshop on Hot Topics in Operating Systems, IEEE Computer Society, Orcas Island, WA , May 1995, pp.
51-55.

C5 GUPTA, G, et al., “Digital Forensics Analysis of E-Mails: A Trusted E-Mail Protocol,” International Journal of
Digital Evidence, Spring 2004, Vol. 2, Is. 4, 11 Pages.

cé MAMBO, M., et al., “Proxy Signatures for Delegating Signing Operation,” Conference on Computer and
Communications Security, Proceedings of the 3" ACM conference on Computer and Communications
Security, 1996, Pages 48-57.

Cc7 STANFORD-CLARK, ANDY, “Atlanta Olympics WOMplex”, Presented at Get Connected Technical
Interchange ’96, IBM, Hursley, U.K., October 1996, pp. IBM 000026-000037.

C8 | VAN STEEN, MAARTEN et al, “Locating Objects in Wide-Area Systems”, IEEE Communications Magazine Vo
36, No. 1, Jan. 1998, pp. 104-109.

C9 PCT International Preliminary Report on Patentability and Written Opinion, PCT/GB2005/001845, November
29, 2008, 6 pages.

C10 | International Search Report and Written Opinion, PCT/GB2005/001845, August 24, 2005, 8 Pages.

C11 | International Search Report and Written Opinion, PCT/GB2004/004609, February 22, 2005, 9 pages.

Examiner Date
Signature /John Hocker/ Considered 01/30/2010

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609.
Draw line through citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

'Applicant’s unique citation designation number (optional). “See Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. °Enter Office that
issued the document, by the two-letter code (WIPO Standard ST.3). “For Japanese patent documents, the indication of the year of the reign of the Emperor must
precede the serial number of the patent document. ®Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST. 16 if
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published

C12 | International Search Report and Written Opinion, PCT/GB2004/000805, June 4, 2004, 9 pages.
C13 | International Search Report and Written Opinion, PCT/GB2005/001868, August 19, 2005, 8 pages.

C14 | FADEN, G., “Solaris Trusted Extensions,” Architectural Overview, Sun Microsystems, April 20086, [online]
[Retrieved on December 19, 2008] Retrieved from the internet
<URL:http://www.opensolaris.org/os/community/security/projects/tx/ TrustedExtensionsArch.pdf>.

C15 | FADEN, G., “Multilevel Filesystems in Solaris Trusted Extensions,” SACMAT 07, June 20-22, 2007, [online]
[Retrieved on December 19, 2008] Retrieved from the internet
URL:http://www.opensolaris.org/os/community/security/projects/tx/sacmat04s-faden-1.pdf>.
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Application No. Applicant(s)

. 11/623,653 MARSTON ET AL.
Interview Summary Examiner Art Unit
JOHN P. HOCKER 2158

All participants (applicant, applicant's representative, PTO personnel):

(1) JOHN P. HOCKER. (3) .
(2) Chris King. (4) .

Date of Interview: Januaroy 14”’, 201.

Type: a)X] Telephonic b)[] Video Conference
¢)[] Personal [copy given to: 1)[] applicant  2)[_] applicant's representative]

Exhibit shown or demonstration conducted: d)[] Yes e)] No.
If Yes, brief description:

Claim(s) discussed: Claims 1. 11 and 17 (and all their dependents).

Identification of prior art discussed: Malik.

Agreement with respect to the claims f)I<] was reached. g)[_] was not reached. h)[] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Examiner and Applicant successfully negotiated claim lanuage that embodied the
applicant's claimed inventive concept, and at the same time was distinqguishable over the prior art. A preliminary
agreement was reached that the proposed amended claims were allowable (as amended. Examiner stated an
updated search would be performed prior to allowance.).

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Secticn 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

. NPH! (Art Unit: 2158} /Mohammad Ali/
Supervisory Patent Examiner, Art Unit 2158

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20100126
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR} § 1.132 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The perscnal attendance of applicants or their attorneys or agents at the Patent and
Trademark Cffice is unnecessary. The acticn of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is ctherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
Application Number (Series Code and Serial Number)

— Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

— The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1} A brief description of the nature of any exhibit shown or any demonstration conducted,

2} an identification of the claims discussed,

3} an identification of the specific prior art discussed,

4} an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5} a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive 1o the examiner.)

6} a general indication of any other pertinent matters discussed, and

7} if appropriate, the general results or cutcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Application/Control No. Applicant(s)/Patent Under
Reexamination
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= Allowed + Restricted | Interference 0] Objected
[d Claims renumbered in the same order as presented by applicant O cpa O T.D. O R1.47
CLAIM DATE
Final Original | 11/09/2008|05/07/2009 [01/30/2010
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

11623653 MARSTON ET AL.
H“”H W “ Examiner Art Unit
JOHN P HOCKER 2158
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
707 728 c|lof|e|F 7 /00 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 7 17 18 33
2 18 19 34
3 19 20 35
4 20 21 36
5 21 22 37
6 22
2 7 8 23
3 8 9 24
4 9 10 25
5 10 11 26
6 11 12 27
12 13 28
13 14 29
14 15 30
15 16 31
16 17 32
/JOHN P HOCKER/
Examiner.Art Unit 2158 Total Claims Allowed:
22
(Assistant Examiner) (Date)
/MOHAMMAD ALI/
Supervisory Patent Examiner.Art Unit 2158 01/31/2010 0O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 (1)1 1

U.S. Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

758 7590 02/12/2010 | EXAMINER |
FENWICK & WEST LLP HOCKER, JOHN P
SILICON VALLEY CENTER | ART UNIT PAPER NUMBER |

801 CALIFORNIA STREET

MOUNTAIN VIEW, CA 94041 2158

DATE MAILED: 02/12/2010

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

11/623,653 01/16/2007 Justin Marston 23682-12381 5243
TITLE OF INVENTION: DETERMINING RELEVANCE OF ELECTRONIC CONTENT

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $755 $300 $0 $1055 05/12/2010

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW

DUE.
HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

é)roprlate All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

758 7590 02/12/2010
Certificate of Mailing or Transmission
FENWICK & WEST LLP I hereby cerltify that thisﬂfee(fsf) Transmittal isf be%ng dfiposited 1With the Uriited
States Postal Service with sufficient postage for first class mail in an envelope
SILICON VALLEY CENTER addressed to the Mail Stop ISSUE FEE address above, or being facsimile
801 CALIFORNIA STREET transmitted to the USPTO (571) 273-2885, on the date indicated below.
MOUNTAIN VIEW, CA 94041 o
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/623,653 01/16/2007 Justin Marston 23682-12381 5243
TITLE OF INVENTION: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $755 $300 $0 $1055 05/12/2010
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HOCKER, JOHN P 2158 707-002000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CEFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
11/623,653 01/16/2007 Justin Marston 23682-12381 5243
758 7590 02/12/2010 | EXAMINER |
FENWICK & WEST LLP HOCKER, JOEN P
SILICON VALLEY CENTER | ART UNIT PAPER NUMBER |

801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041

2158
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Application No. Applicant(s)

) . 11/623,653 MARSTON ET AL.
Notice of Allowability Examiner Art Unit
JOHN P. HOCKER 2158

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to Interview and RCE(filed: 01/15/2010).

2. X The allowed claim(s) is/are Claims 1, 7 — 11, 17 and 23 — 37 are allowed (Renumbered as claims 1 — 22)..

3. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[d Al b)[J Some* c¢)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [ to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [X] Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [1 Notice of Draftperson's Patent Drawing Review (PT0O-948) 6. X Interview Summary (PTO-413),
Paper No./Mail Date 01/2010 .
3. X Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date 01/15/2010
4. [ Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance
of Biological Material
9. [] Other .
{JPH/ (Art Unit:2158) /Mohammad Ali/

Supervisory Patent Examiner, Art Unit 2158

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20100126
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Art Unit: 2158

DETAILED ACTION
1. Prior to allowance, an updated search was performed by Examiner.
2. Claims 2 — 6, 12 — 16 and 18 — 22 are cancelled.

3. Claims 1, 7—11, 17 and 23 — 37 are allowed (Renumbered as claims 1 — 22).

Information Disclosure Statement
The information disclosure statements (IDS) submitted on 01/15/2010 has been
considered by examiner. The submission is in compliance with the provisions of 37 CFR 1.97.

Accordingly, the information disclosure statement is being considered by the examiner.

Reasons for Allowance

Claims 1, 7—-11, 17 and 23 — 37 are allowed (Renumbered as claims 1 — 22).
The following is an examiner’s statement of reasons for allowance:

The closest prior art cited is: "Malik” (US Publication No. 2004/0078447)

Malik discloses a system and program (see fig 1,2A and 2B), comprising:
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Although Malik teaches the general state of the art in “relevany” determinations,
specifically that a: (i) a monitoring module configured to track actions by a plurality of
users associated with an application for managing electronic content, (ii) a relevance
analysis module coupled to the monitoring module and configured to determine a relevance
to a user of a received piece of electronic content, (iii) the relevance being determined
dependent on: a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of the user on the piece of electronic content and (iv) a
measure of a relevance of the piece of electronic content as determined dependent on one or
more actions of at least one other of the plurality of users that is a recipient of the piece of

electronic content is known in the art

The prior art of record does not teach alone nor reasonably suggest in combination all of
the limitations together with independent claims 1, 11 and 17 (and therefore dependent claims
also). Malik does not teach alone nor reasonably suggest each and every limitation of claims 1,
11 and 17. For more complete explanation of the teachings of Liang in light of the claims please
see entire prosecution history for US application no. 11/623653.

The closest prior art is Malik

Malik teaches a computer method, comprising::

(i) a monitoring module configured to track actions by a plurality of users

associated with an application for managing electronic content (sec para [0035] and [0045]),
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(ii) a relevance analysis module coupled to the monitoring module and configured to
determine a relevance to a user of a received piece of electronic content (user(s) profile, see
abstract and para [0013], [0014], [0040]-[0046], [0072-0074] and [0079 — 0080]),

(iii) the relevance being determined dependent on: a measure of a relevance of the
piece of electronic content as determined dependent on one or more actions of the user on
the piece of electronic content (sce para [0013], [0014], [0040]-[0046], [0072-0074] and [0079]
- 0080),

and (iv) a measure of a relevance of the piece of electronic content as determined
dependent on one or more actions of at least one other of the plurality of users that is a recipient
of the piece of electronic content (see para [0013], [0014], [0040]-[0046], [0072-0074] and [0079

- 0080]).

Examiner’s Note: Although Malik teaches the general state of the art, Malik does not
teach each and every limitation in claims 1, 11 and 17. Please see entire prosecution history for
complete details on the prior art of record. Malik at least differ from claim 1 because claim 1
teaches:

a first relevance measurement module coupled to the monitoring module and configured
to determine a first measure of [[a]] relevance of the piece of electronic content as determined

dependent on one or more actions of the user on the piece of electronic content,—and
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a second relevance measurement module coupled to the monitoring module and
configured to:

identify at least one other of the plurality of users that is a recipient of the piece of
electronic content and that is cognate to the user, and

determine a second measure of [[a]] relevance of the piece of electronic content as
determined dependent at least in part on one or more measures derived from the group
consisting of: a local importance describing an importance of the sender to the user, a global
importance describing an importance of the sender within an organization with which the
plurality of users are associated, a content relevance determined responsive to content of the
piece of electronic content, and

one or more actions on the piece of electronic content of the at least one other of the
plurality of users that is a recipient of the piece of electronic content and that is cognate to the
user; and a relevance analysis module configured to determine the relevance score of the piece
of electronic content sent from the sender to the user, the relevance score being determined
based at least in part on the first determined measure of relevance and on the second determined

measure of relevance.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
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fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion
8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to John P. Hocker whose telephone number is 5712705004. The
examiner can normally be reached on Mon - Fri 10:30 - 3:00 EST (Alternating Fridays Off).
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Mohammad Ali can be reached on 571-272-4105. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
/Mohammad Ali/
Supervisory Patent Examiner, Art Unit

2158

/JPH/  Art Unit 2158
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4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies Kl The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number] 9 2 g 55  (enclose an extra'copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /Chrl Stophel’ Klng/ Date March 18 , 2010

Typed or printed name Chris tOPher -Charles P. Klng Registration No. 60,985

This collection of information is required by 37 CEFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB %}ﬁ 033 f 5?% Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE



Electronic Acknowledgement Receipt

EFSID: 7240069
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

00758

Filer:

Christopher-Charles P. King

Filer Authorized By:

Attorney Docket Number:

23682-12381

Receipt Date: 18-MAR-2010
Filing Date: 16-JAN-2007
Time Stamp: 17:31:18

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1055

RAM confirmation Number 3890

Deposit Account 192555

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

91250
1 Issue Fee Payment (PTO-85B) 12381_lssueFee.pdf no 1

16237d95¢801a7f6825e095db38eaad1987|
739d6

Warnings:

Information:

31707
2 Fee Worksheet (PTO-875) fee-info.pdf no 2

22774afef7ce5690b85f13787a5f03863182]
ae9

Warnings:

Information:

Total Files Size (in bytes); 122957

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Patent Application Fee Transmittal

Application Number: 11623653

Filing Date: 16-Jan-2007

Title of Invention: DETERMINING RELEVANCE OF ELECTRONIC CONTENT
First Named Inventor/Applicant Name: Justin Marston

Filer: Christopher-Charles P. King/Linda Carlson

Attorney Docket Number: 23682-12381

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 2501 1 755 755
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1055

Page 540 of 573




UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/623,653 05/11/2010 7716217 23682-12381 5243
758 7590 04/21/2010
FENWICK & WEST LLP
SILICON VALLEY CENTER

801 CALIFORNIA STREET
MOUNTAIN VIEW, CA 94041

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 184 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Justin Marston, Austin, TX;
Paul Marston, Lancashire, UNITED KINGDOM;

IR103 (Rev. 10/09)
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IN THE UNITED STATES

PATENT AND TRADEMARK OFFICE

APPLICANT: Justin Marston et al.

PATENT NO.: 7,716,217 B2

ISSUE DATE: May 11, 2010

SERIAL NO: 11/623,653

FILING DATE: January 16, 2007

TITLE: Determining Relevance of Electronic Content
ATTY. DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in
accordance with 37 C.F.R. § 1.8(a)(1)(C) from the Pacific Time Zone of the United States on the local date
shown below.

Dated: _July 9, 2010 By: /Christopher King/
Christopher P. King, Reg. No. 60,985

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450
ATTENTION: CERTIFICATE OF CORRECTION BRANCH
REQUEST FOR CERTIFICATE OF CORRECTION

SIR:

The following error, as more fully described below, appears in this patent.

Column 47, line 47, after “content,” delete --as --.

Attached hereto is Form PTO-1050.

-1- 23682/12381/DOCS/2248864.1A
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X No fee is due for the correction, since the errors were made by the Patent and

Trademark Office.
Respectfully submitted,
Dated: July 9, 2010 By:  /Christopher King/
Christopher P. King, Reg. No. 60,985
Attorney for Applicant
Fenwick & West LLP

801 California Street
Mountain View, CA 94041
Tel.: (650) 335-7633
Fax: (650) 938-5200

-2- 23682/12381/DOCS/2248864.1A
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UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF CORRECTION

PATENT NO. 0 7,716,217 B2
DATED : May 11, 2010
INVENTORS - Justin Marston et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is

hereby corrected as shown below:

Column 47, line 47, after “content,” delete --as--.

-3- 23682/12381/DOCS/2248864.1A
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Electronic Acknowledgement Receipt

EFSID: 7985833
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

00758

Filer:

Christopher-Charles P. King

Filer Authorized By:

Attorney Docket Number:

23682-12381

Receipt Date: 09-JUL-2010
Filing Date: 16-JAN-2007
Time Stamp: 16:28:43

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
12381_R tCertificateofC 76104
1 Request for Certificate of Correction —nequestt-ertincateott-or no 3

rection.pdf
5432b0c78ad98bal174bdebc9333df03chal
7fd5f

Warnings:

Information:
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Total Files Size (in bytes):| 76104

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 17,716,217 B2 Page 1 of 1
APPLICATION NO. : 11/623653

DATED :May 11, 2010

INVENTOR(S) : Justin Marston et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

Column 47, line 47, after “content,” delete “as”™.

Signed and Sealed this

Twenty-fourth Day of August, 2010

David J. Kappos
Director of the United States Patent and Trademark Olffice
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Electronic Acknowledgement Receipt

EFS ID: 44946585
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brendan Bennett Dix/Jason Wormstadt

Filer Authorized By:

Brendan Bennett Dix

Attorney Docket Number:

23682-12381

Receipt Date: 08-FEB-2022
Filing Date: 16-JAN-2007
Time Stamp: 17:04:10

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Ml.l":l. 'Pages
Number Message Digest | Part/.zip| (ifappl.)
200449
1 Power of Attorney US7716217aia0081a.pdf no 2
7a210ad86aaa1b229cf48c89202ea57aehe
3bfco
Warnings:
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Information:

Total Files Size (in bytes): 200449

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/81A (02-15)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
/ Patent Number 7716217
PATENT - POWER OF ATTORNEY

OR Issue Date 05/11/2010
First Named Inventor Justin Marston
REVOCATION OF POWER OF ATTORNEY e
WITH A NEW POWER OF ATTORNEY Determining Relevance Of
AND Electronic Content

\ CHANGE OF CORRESPONDENCE ADDRESS Attorney Docket No.

I hereby revoke all previous powers of attorney given in the above-identified patent.

m A Power of Attorney is submitted herewith.

R | hereby appoint Practitioner(s) associated with the Customer Number identified in the box at right as my/our
attorney(s) or agent(s) with respect to the patent identified above, and to transact all business in the United 44088
States Patent and Trademark Office connected therewith:
OR
m | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) with respect to the patent identified above, and to transact
b 3[| business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.
OR

m The address associated with the Customer Number identified in the box at right:
OR

Firm or
Individual Name

Address

City | State | | Zip |

Country

Telephone | Email |

I am the:

Applicant.
OR

Patent owner.
d Statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith or filed on 10-28-2014

SIGNATURE of Applicant or Patent Owner

Signature T Shebims Date 01/24/2022

Name Brad Moore Telephone

Title and Company | CEO Sterling Computers Corporation

NOTE: Signatures of all the applicants or patent owners of the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
11/623,653 01/16/2007 Justin Marston 23682-12381

CONFIRMATION NO. 5243

758 IMPROPER CPOA LETTER

FENWICK & WEST LLP

SILICON VALLEY CENTER O 0 O e

801 CALIFORNIA STREET 0000003183767

MOUNTAIN VIEW, CA 94041 Date Mailed: 02/16/2022

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 02/08/2022. The power of attorney in this application is not
accepted for the reason(s) listed below:

+» The power of attorney is from an assignee and the statement required by 37 CFR 3.73(c) has not been
received.

/dgela/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

44088

KAUFHOLD DIX PATENT LAW
P. O. BOX 89626

SIOUX FALLS, SD 57109
UNITED STATES

page 1 of 1
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Electronic Acknowledgement Receipt

EFS ID: 45053566
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brendan Bennett Dix/Jason Wormstadt

Filer Authorized By:

Brendan Bennett Dix

Attorney Docket Number:

23682-12381

Receipt Date: 22-FEB-2022
Filing Date: 16-JAN-2007
Time Stamp: 15:00:37

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Ml.l":l. 'Pages
Number Message Digest | Part/.zip| (ifappl.)
200449
1 Power of Attorney US7716217aia0081a.pdf no 2
7a210ad86aaa1b229cf48c89202ea57aehe
3bfco
Warnings:
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Information:

175055
5 Assignee showing of ownership per 37 Us77162175b0096.pdf o 2
CFR3.73
d53de78fe2bd05b5d2d883ebb17874a840
7f70b5
Warnings:
Information:
Total Files Size (in bytes): 375504

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/81A (02-15)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number
/ Patent Number 7716217
PATENT - POWER OF ATTORNEY

OR Issue Date 05/11/2010
First Named Inventor Justin Marston
REVOCATION OF POWER OF ATTORNEY e
WITH A NEW POWER OF ATTORNEY Determining Relevance Of
AND Electronic Content

\ CHANGE OF CORRESPONDENCE ADDRESS Attorney Docket No.

I hereby revoke all previous powers of attorney given in the above-identified patent.

m A Power of Attorney is submitted herewith.

R | hereby appoint Practitioner(s) associated with the Customer Number identified in the box at right as my/our
attorney(s) or agent(s) with respect to the patent identified above, and to transact all business in the United 44088
States Patent and Trademark Office connected therewith:
OR
m | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) with respect to the patent identified above, and to transact
b 3[| business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.
OR

m The address associated with the Customer Number identified in the box at right:
OR

Firm or
Individual Name

Address

City | State | | Zip |

Country

Telephone | Email |

I am the:

Applicant.
OR

Patent owner.
d Statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith or filed on 10-28-2014

SIGNATURE of Applicant or Patent Owner

Signature T Shebims Date 01/24/2022

Name Brad Moore Telephone

Title and Company | CEO Sterling Computers Corporation

NOTE: Signatures of all the applicants or patent owners of the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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PTO/SB/96 (11-18)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)
Applicant/Patent Owner: Sterling Computer Corporation
Application No./Patent No.; 7716217 Filed/Issue Date; 05-11-2010
Titled: o )
Determining Relevance of Electronic Content
Sterling Computer Corporation a Corporation
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. |i| the assignee of the entire right, title, and interest in,

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or a copy*
is attached.

OR
B. |:| A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , Oracopy*is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , Oracopy*is attached.

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , Oracopy*is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

*As required by 37 CFR 3.73(b)(1)(i), if a copy/copies is/are attached, the documentary evidence of the chain of title from the
original owner to the assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/brendanbdix/ 02/22/2022
Signature Date
Brendan B. Dix 37313
Printed or Typed Name Title or Registration Number

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in copﬁ@@hgmcﬁf-w-m 99 and select option 2.



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
11/623,653 01/16/2007 Justin Marston 23682-12381

CONFIRMATION NO. 5243

758 IMPROPER CPOA LETTER

FENWICK & WEST LLP

SILICON VALLEY CENTER ORI A 0 R

801 CALIFORNIA STREET 000000T32071345

MOUNTAIN VIEW, CA 94041 Date Mailed: 03/01/2022

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 02/22/2022. The power of attorney in this application is not
accepted for the reason(s) listed below:

+» The power of attorney is from an assignee and the statement required by 37 CFR 3.73(c) has not been
received.

/hteffera/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

44088

KAUFHOLD DIX PATENT LAW
P. O. BOX 89626

SIOUX FALLS, SD 57109
UNITED STATES

page 1 of 1
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PTO/AIA/123 (08-12)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

. equired fo respond {0 a colleciio er.
/ Patent Number 7716217 b\
CHANGE OF

Issue Date

CORRESPONDENCE ADDRESS 05/11/2010
Patent Application Number 11/623,653
Address to: Filing Date 01/16/2007

Mail Stop Post Issue
Commissioner for Patents
P.O. Box 1450
KAIexandria, VA 22313-1450 Attorney Docket /
Number

First Named Inventor
Justin Marston

Please change the Correspondence Address for the above-identified patent to:

The address associated with Customer Number: 44088
OR

Firm or

Individual Name
Address
City State ZIP
Country
Telephone Email

This form cannot be used to change the data associated with a Customer Number. To change the data associated with an
existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124).

This form will not affect any "fee address" provided for the above-identified patent. To change a "fee address" use the "Fee
Address Indication Form" (PTO/SB/47).

| am the:

Patentee.

If the Patentee was not the applicant for patent (37 CFR 1.42), then a Statement under 37 CFR 3.73(c)
(Form PTO/AIA/96 or equivalent) is enclosed or was filed on . See 37 CFR 3.71.

Attorney or agent of record. Registration Number 37313

‘/ Patent practitioner acting in a representative capacity whose correspondence address is the correspondence
address of record. Notice has been given to the patentee or owner. Registration Number 37313

/brendanbdix/

Signature
Typed or
Printed Name

Brendan B. Dix

Date 07/28/2022 Telephone 605-334-1571

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required, see below*.

*Total of 4 forms are submitted.

This collection of information is required by 37 CFR 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Mail Stop Post Issue, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 5§52) and the Privacy Act (6 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 46295551
Application Number: 11623653
International Application Number:
Confirmation Number: 5243

Title of Invention:

DETERMINING RELEVANCE OF ELECTRONIC CONTENT

First Named Inventor/Applicant Name:

Justin Marston

Customer Number:

758

Filer:

Brendan Bennett Dix/Jason Wormstadt

Filer Authorized By:

Brendan Bennett Dix

Attorney Docket Number:

23682-12381

Receipt Date: 28-JUL-2022
Filing Date: 16-JAN-2007
Time Stamp: 15:29:02

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Ml.l":l. 'Pages
Number Message Digest | Part/.zip| (ifappl.)
269067
1 Change of Address us7716217aia0123.pdf no 2
569a167e1c2d2872c55c5a98ce6b3d9115¢]

22d4d

Warnings:
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Information:

Total Files Size (in bytes): 269067

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PO Box 1450
PATENT AND TRADEMARK OEFICE Ao, Y e onto. oV

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
11/623,653 12/17/2024 10:20:44 AM Z ET 23682-12381

Title of Invention
DETERMINING RELEVANCE OF ELECTRONIC CONTENT

Application Information

APPLICATION TYPE  Ultility - Nonprovisional Application PATENT # 7716217
under 35 USC 111(a)

CONFIRMATION # 5243 FILED BY  Stacy Brooks
PATENT CENTER # 68399409 FILING DATE  01/16/2007
CUSTOMER # 44088 FIRST NAMED  Justin Marston
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Michelle Dawson
ADDRESS
Documents TOTAL DOCUMENTS: 2
SIZE
DOCUMENT PAGES DESCRIPTION (KB)
326.00902 Executed Power
of Attorney Patent No. 2 Power of Attorney 162 KB
7716217 pdf
326.00902 Statement under 3 Assignee showing of 533 KB
3.73 as filed 121724.pdf ownership per 37 CFR 3.73
Digest
DOCUMENT MESSAGE DIGEST(SHA-512)
326.00902 Executed Power of E42CF6DB08A554674615851DA6437C7B732FDB62A2CI9DESD
Attorney Patent No. 62C493110B5F3A6731174F2FE49D565AD2EE95BBES97E1AE4
7716217 pdf CA9D8829B0C06868876099C4F613C61
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05FBA55454777855E45DF0366B7BD0OF8173542F6817EC20111
9A4DF5C5F417177BB6AD5157F270D7FA6B19A4E697D9D89D
281894ED2E9502C60758AC6882AE78

326.00902 Statement under
3.73 as filed 121724.pdf

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, characterized
by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a Post Card, as
described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for filing date (see 37 CFR 1.53(b)-(d)
and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this Acknowledgement
Receipt will establish the filing date of the application

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 U.S.C.
371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage
submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for an
international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number and of the
International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security,
and the date shown on this Acknowledgement Receipt will establish the international filing date of the application.
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PTO/BIBBLA (G2-15)

Agproved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Uoder the Paperwork Reduction Act of 1995 no persons ace required to respond to a collection of information unless it displays a valid OMB control number

'/' Patent Number 7,716,217

PATENT - POWER OF ATTORNEY
ssue Date 05/11/2010

OR
First Named Inventor | jystin Marston

REVOCATION OF POWER OF ATTORNLY .

WITH A NEW POWER OF ATTORNEY DETERMINING RELEVANCE
AND OF ELECTRONIC CONTENT

\_ CHANGE OF CORRESPONDENCE ADDRESS  iiomey soceive. |57 00051 Y,

{ hereby revoke all previous powers of sttorney given in the above-identified patent.

A Power of Attorney is submitted herewith.

OR . o ) . ‘ e )
AAAAAA | hereby appoint Practitioner(s} associated with the Customer Number identified in the box at right as my/our

& attornay{s) or agent{s) with respect to the patent identified above, and to transact 5il business in the United 157954
States Patent and Trademark Office connected therewith:

OR
| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent{s) with respect to the patent identified above, and to transact
all business in the United 5tates Patent and Trademark Office connected therawith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.

"} The address associsted with the Custorer Number identified in the box st right:

=3 Firm or
individual Name
Address
City i State i E Zip i
Country
Telephone i Ernail i

{am the:
Applicant.

3 Patent owner,
3 Statement under 37 CFR 3.73{c) (Form PTO/AIA/96) submitted herewith or filed on

SIGNATURE of Applicant or Patent Owner

-l e
: 4 T " " oo
Signature f“/ﬁ’:’t‘:“ﬁ;&ﬁv ﬁlﬂa’w Date Decermber 16, 2024
Name Paige Migks Telephone | 520-414.4195
Title and Company | Associate Counsel Sterling Compitters Corporation

NOTE: Signatures of zlf the applicants or patent owners of the entire interest or their representative{s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

Atotal of | forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The infermation is required to obtain or retain a benefit by the public, which is to update
{and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you reguire to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief information Officer, U.5. Patent and Trademark Office, U.S. Department of Commerce, P.O. RBox 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES ©
COMPLETED FORMS TO THIS ADDRESS. SEND TQ: Commissioner for Patents, P.CQ. Bost 1450, Alexandria, WA 22313-1450.

if you need assistonce fn completing the form, calf 1-800-PTQ-9199 aiid select option 2.

R
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.8.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency's responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

First Named Inventor/Patent Owner:Sterling Computers Corporation

Application No./Patent No.: 1.716,2117 Filed/Issue Date: 9°/11/2010

Titleq: DPETERMINING RELEVANCE OF ELECTRONIC CONTENT

Sterling Computers Corporation a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached*.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Marston, Justin and Marston, Paul To: Bluespace Software Corporation

The document was recorded in the United States Patent and Trademark Office at

Reel 019142 , Frame 0251 , or for which a copy thereof is attached*.
2 From: Bluespace Software Corp. and Bluespace Federal Corp. 1. Sterling Computers Corporation

The document was recorded in the United States Patent and Trademark Office at

Reel 034055 , Frame 0491 , or for which a copy thereof is attached*.

[Page 1 of 2]
A Federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with
an information collection subject to the requirements of the Paperwork Reduction Act of 1995, unless the information collection has a currently valid OMB
Control Number. The OMB Control Number for this information collection is 0651-0031. Public burden for this form is estimated to average 12 minutes per
response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and
reviewing the information collection. Send comments regarding this burden estimate or any other aspect of this information collection, including suggestions
for reducing this burden to the Chief Administrative Officer, United States Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450 or email
InformationCollection@uspto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, VA 22313-1450.

If you need assistance in complF?iag@e B68 ©fl BIB-PTO-9199 and select option 2.
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Approved for use through 05/31/2024. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached*.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached*.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached*.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached*.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

*As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Michelle Dawson/ 12/17/2024

Signature Date

Michelle Dawson 62,319

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. The United States Patent and Trademark
Office (USPTO) collects the information in this record under authority of 35 U.S.C. 2. The USPTO’s system of
records is used to manage all applicant and owner information including name, citizenship, residence, post office
address, and other information with respect to inventors and their legal representatives pertaining to the
applicant's/owner’s activities in connection with the invention for which a patent is sought or has been granted. The
applicable Privacy Act System of Records Notice for the information collected in this form is COMMERCE/PAT-
TM-7 Patent Application Files, available in the Federal Register at 78 FR 19243 (March 29, 2013). https://
www.govinfo.gov/content/pkg/FR-2013-03-29/pdf/2013-07341. pdf

Routine uses of the information in this record may include disclosure to:

1) law enforcement, in the event that the system of records indicates a violation or potential violation of law;
2) a federal, state, local, or international agency, in response to its request;

3) a contractor of the USPTO having need for the information in order to perform a contract;

4) the Department of Justice for determination of whether the Freedom of Information Act (FOIA) requires
disclosure of the record;

5) a Member of Congress submitting a request involving an individual to whom the record pertains, when the
individual has requested the Member’s assistance with respect to the subject matter of the record;

6) a court, magistrate, or administrative tribunal, in the course of presenting evidence, including disclosures to
opposing counsel in the course of settlement negotiations;

7) the Administrator, General Services Administration (GSA), or their designee, during an inspection of records
conducted by GSA under authority of 44 U.S.C. 2904 and 2906, in accordance with the GSA regulations and any
other relevant (i.e., GSA or Commerce) directive, where such disclosure shall not be used to make determinations
about individuals;

8) another federal agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to the
Atomic Energy Act (42 U.S.C. 218(c));

9) the Office of Personnel Management (OPM) for personnel research purposes; and
10) the Office of Management and Budget (OMB) for legislative coordination and clearance.
If you do not furnish the information requested on this form, the USPTO may not be able to process and/or

examine your submission, which may result in termination of proceedings, abandonment of the application, and/or
expiration of the patent.
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S UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;gl\gMIIS“S;)ONER FOR PATENTS

O, Box

Alexandria, Virginia 22313-1450
.EOV

‘www.uspto.

[ APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
11/623,653 01/16/2007 Justin Marston 23682-12381

CONFIRMATION NO. 5243
44088 POWER OF ATTORNEY NOTICE
KAUFHOLD DIX PATENT LAW

P_0. BOX 89626 A0 AR A
0C000000082174900

SIOUX FALLS, SD 57109

Date Mailed: 12/23/2024

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 12/17/2024.

« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/sltorres/
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S UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: (P;gl\gMIISSIONER FOR PATENTS

O, Box

450
Alexandria, Virginia 22313-1450
.EOV

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICAN;"WW .umi ATTY. DOCKET NO./TITLE |
11/623,653 01/16/2007 Justin Marston 23682-12381
CONFIRMATION NO. 5243
157954 POA ACCEPTANCE LETTER
9600 Shelard Parkay DR R
Suite 120 *0C000000082174933*

Minneapolis, MN 55441
Date Mailed: 12/23/2024

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/17/2024.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/sltorres/
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PATENT

IN THE UNITED STATES

PATENT AND TRADEMARK OFFICE

APPLICANT: Justin Marston et al

SERIAL NO.: 11/623,653

FILING DATE: January 16, 2007

TITLE: Determining Relevance of Electronic Content
EXAMINER: John P. Hocker

GROUP ART UNIT: 2169
ATTY.DKT. NO.: 23682-12381

CERTIFICATE OF ELECTRONIC (EFS-WEB) TRANSMISSION
I hereby certify that this correspondence is being transmitted via the Office electronic filing system in
accordance with 37 C.F.R. § 1.8(a)(i)(C) from the Pacific Time Zone of the United States on the local date
shown below.

Dated: _August 12, 2009 By: /Christopher King/
Christopher P. King, Reg. No.: 60,985

NOTICE OF APPEAL
SIR:
Applicant hereby appeals to the Board of Patent Appeals and Interferences from the

decision of the Examiner in the Final Office Action of May 12, 2009, finally rejecting claims 1-
22.

The Commissioner is hereby authorized to charge to Deposit Account No. 19-2555 the
required fee under 37 CFR § 41.20(b)(1 and any additional charges or fees as applicable for the
payment of the filing of the Notice of Appeal, and the Pre-Appeal Brief Request for Review.

Dated: __August 12, 2009 By: /Christopher King/
Christopher P. King, Reg. No.: 60,985
Fenwick & West LLP
Silicon Valley Center
801 California Street
Mountain View, CA 94041
Tel.: (650) 335-7633
Fax: (650) 938-5200

26592/13799/DOC$/2029280. 21
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