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Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multiple 

products, allows remote attackers to execute arbitrary code via a long argument to the SetFormatLikeSample 

function. NOTE: the products include (1) NCTsoft NCTAudioStudio, NCTAudioEditor, and NCTDialogicVoice; (2) 

Magic Audio Recorder, Music Editor, and Audio Converter; (3) Aurora Media Workshop; DB Audio Mixer And Editor; 

(4) J. Hepple Products including Fx Audio Editor and others; (5) EXPStudio Audio Editor; (6) iMesh; (7) Quikscribe; 

(8) RMBSoft AudioConvert and SoundEdit Pro 2.1; (9) CDBurnerXP; (10) Code-it Software Wave MP3 Editor and 

aBasic Editor; (11) Movavi VideoMessage, DVD to iPod, and others; (12) SoftDiv Software Dexster, iVideoMAX, and 

others; (13) Sienzo Digital Music Mentor (DMM); (14) MP3 Normalizer; (15) Roemer Software FREE and Easy Hi-Q 

Recorder, and Easy Hi-Q Converter; (16) Audio Edit Magic; (17) Joshua Video and Audio Converter; (18) Virtual 

CD; (19) Cheetah CD and DVD Burner; (20) Mystik Media AudioEdit Deluxe, Blaze Media, and others; (21) Power 

Audio Editor; (22) DanDans Digital Media Full Audio Converter; Music Editing Master; and others; (23) Xrlly 

Software Text to Speech Makerand Arial Sound Recorder / Audio Converter; (24) Absolute Sound Recorder; Video 

to Audio Converter, and MP3 Splitter; (25) Easy Ringtone Maker; (26) RecordNRip; (27) McFunSoft iPod Audio 

Studio, Audio Recorder for Free, and others; (28) MP3 WAV Converter; (29) BearShare 6.0.2.26789; and (30) 

Oracle Siebel SimBuilder and CRM 7.x. 
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Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multiple

products, allows remote attackers to execute arbitrary code via a long argument to the SetFormatLikeSample
function. NOTE: the products include (1) NCTsoft NCTAudioStudio, NCTAudioEditor, and NCTDialogicVoice; (2)

Magic Audio Recorder, Music Editor, and Audio Converter; (3) Aurora Media Workshop; DB Audio Mixer And Editor;

(4) J. Hepple Products including Fx Audio Editor and others; (5) EXPStudio Audio Editor; (6) iMesh; (7) Quikscribe;
(8) RMBSoft AudioConvert and SoundEdit Pro 2.1; (9) CDBurnerXP; (10) Code-it Software Wave MP3 Editor and

aBasic Editor; (11) Movavi VideoMessage, DVD to iPod, and others; (12) SoftDiv Software Dexster, iVideoMAX, and
others; (13) Sienzo Digital Music Mentor (DMM); (14) MP3 Normalizer; (15) Roemer Software FREE and Easy Hi-Q

Recorder, and Easy Hi-Q Converter; (16) Audio Edit Magic; (17) Joshua Video and Audio Converter; (18) Virtual

CD; (19) Cheetah CD and DVD Burner; (20) Mystik Media AudioEdit Deluxe, Blaze Media, and others; (21) Power
Audio Editor; (22) DanDans Digital Media Full Audio Converter, Music Editing Master, and others; (23) Xrlly

Software Text to Speech Makerand Arial Sound Recorder / Audio Converter; (24) Absolute Sound Recorder, Video
to Audio Converter, and MP3 Splitter; (25) Easy Ringtone Maker; (26) RecordNRip; (27) McFunSoft iPod Audio
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Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity Impact Complete (There is a total compromise of system integrity. There is a complete loss of system
protection, resulting in the entire system being compromised.)

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the
resource completely unavailable.)

Access Complexity Medium (The access conditions are somewhat specialized. Some preconditions must be
satistified to exploit)

Authentication Not required (Authentication is not required to exploit the vulnerability.)
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6.6.3 Build 

479 

Version 

Details Vulnerabilities 

39 Application Mcfunsoft Ipod Audio Studio 6.2.4 
Version 

Details Vulnerabilities 

40 Application Mcfunsoft 
Ipod Music 

5.1 
Version 

Converter Details Vulnerabilities 

41 Application Mcfunsoft 
Recording To Ipod 

5.1 
Version 

Solution Details Vulnerabilities 

42 Application Mediatox 
Aurora Media 

3.3.25 
Version 

WorkshoL, Details Vulnerabilities 

43 Application Movavi Chiliburner 2.3 
Version 

Details Vulnerabilities 

44 Application Movavi Convertmovie 4.4 
Version 

Details Vulnerabilities 

45 Application Movavi Dvd To Ipod 1.0 
Version 

Details Vulnerabilities 

46 Application Movavi Splitmovie 1.4 
Version 

Details Vulnerabilities 

47 Application Movavi Suite 3.5 
Version 

Details Vulnerabilities 

48 Application Movavi Videomessage 1.0 
Version 

Details Vulnerabilities 

49 Application Mp3-soft Mp3 Normalizer 1.03 
Version 

Details Vulnerabilities 

50 Application Mystik Media Products Audioedit Deluxe 4.10 
Version 

Details Vulnerabilities 

51 Application Mystik Media Products Blaze Media Pro 7.0 
Version 

Details Vulnerabilities 

52 Application Mystik Media Products Blaze Mediaconvert 3.4 
Version 

Details Vulnerabilities 

53 Application Mystik Media Products Contextconvert Pro 3.1 
Version 

Details Vulnerabilities 

54 Application Nctsoft Products Nctaudioeditor 2.7.1 
Version 

Details Vulnerabilities 

55 Application Nctsoft Products Nctaudiofile2 
Version 

Details Vulnerabilities 

56 Application Nctsoft Products Nctaudiostudio 2.7.1 
Version 

Details Vulnerabilities 

57 Application Nctsoft Products Nctdia log icvo ice 2.7.1 
Version 

Details Vulnerabilities 

58 Application Nextlevel Systems Audio Editor Gold 
9.2.5 Build 

424 

Version 

Details Vulnerabilities 

59 Application Nextlevel Systems Audio Studio Gold 
7.0.1.1 Build 

500 

Version 

Details Vulnerabilities 
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32 Application Joshua Mediasoft Video Converter Plus 3.01
Version
Details Vulnerabilities

33 Application Magicvideosoftare
Magic Audio

Converter

8.2.6 Build

719

Version

Details Vulnerabilities

34 Application Magicvideosoftare
Magic Audio

Recorder
5.3.7

Version

Details Vulnerabilities

35 Application Magicvideosoftare Magic Music Editor 5.2.2
Version
Details Vulnerabilities

36 Application Mcfunsoft Audio Editor
6.3.3 Build

489

Version

Details Vulnerabilities

37 Application Mcfunsoft
Audio Recorder For

Free
6.1

Version

Details Vulnerabilities

38 Application Mcfunsoft Audio Studio
6.6.3 Build
479

Version
Details Vulnerabilities

39 Application Mcfunsoft Ipod Audio Studio 6.2.4
Version

Details Vulnerabilities

40 Application Mcfunsoft
Ipod Music
Converter

5.1
Version
Details Vulnerabilities

41 Application Mcfunsoft
Recording To Ipod

Solution
5.1

Version

Details Vulnerabilities

42 Application Mediatox
Aurora Media

Workshop
3.3.25

Version

Details Vulnerabilities

43 Application Movavi Chiliburner 2.3
Version
Details Vulnerabilities

44 Application Movavi Convertmovie 4.4
Version

Details Vulnerabilities

45 Application Movavi Dvd To Ipod 1.0
Version

Details Vulnerabilities

46 Application Movavi Splitmovie 1.4
Version
Details Vulnerabilities

47 Application Movavi Suite 3.5
Version

Details Vulnerabilities

48 Application Movavi Videomessage 1.0
Version
Details Vulnerabilities

49 Application Mp3-soft Mp3 Normalizer 1.03
Version

Details Vulnerabilities

50 Application Mystik Media Products Audioedit Deluxe 4.10
Version

Details Vulnerabilities

51 Application Mystik Media Products Blaze Media Pro 7.0
Version
Details Vulnerabilities

52 Application Mystik Media Products Blaze Mediaconvert 3.4
Version

Details Vulnerabilities

53 Application Mystik Media Products Contextconvert Pro 3.1
Version

Details Vulnerabilities

54 Application Nctsoft Products Nctaudioeditor 2.7.1
Version
Details Vulnerabilities

55 Application Nctsoft Products Nctaudiofile2
Version

Details Vulnerabilities

56 Application Nctsoft Products Nctaudiostudio 2.7.1
Version
Details Vulnerabilities

57 Application Nctsoft Products Nctdialogicvoice 2.7.1
Version

Details Vulnerabilities

58 Application Nextlevel Systems Audio Editor Gold
9.2.5 Build

424

Version

Details Vulnerabilities

59 Application Nextlevel Systems Audio Studio Gold
7.0.1.1 Build
500

Version
Details Vulnerabilities

7/1/24, 9:10 AM CVE-2007-0018 : Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multip…
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— Metasploit Modules Related To CVE-2007-0018 

There are not any metasploit modules related to this vulnerability (Please visit www.metasploit.com for more information) 
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