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https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40698/Dandans-Digital-Media-Products-Visual-Video-Converter-4.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40698/Dandans-Digital-Media-Products-Visual-Video-Converter-4.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5953/product_id-10060/version_id-40698/Dandans-Digital-Media-Products-Visual-Video-Converter-4.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5954/Digital-Borneo.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10061/Digital-Borneo-Audio-Mixer-And-Editor.html?vendor_id=5954
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10061/Digital-Borneo-Audio-Mixer-And-Editor.html?vendor_id=5954
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40699/Digital-Borneo-Audio-Mixer-And-Editor-1.1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40699/Digital-Borneo-Audio-Mixer-And-Editor-1.1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5954/product_id-10061/version_id-40699/Digital-Borneo-Audio-Mixer-And-Editor-1.1.0.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5955/Easy-Ringtone-Maker.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10062/Easy-Ringtone-Maker-Easy-Ringtone-Maker.html?vendor_id=5955
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10062/Easy-Ringtone-Maker-Easy-Ringtone-Maker.html?vendor_id=5955
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40700/Easy-Ringtone-Maker-Easy-Ringtone-Maker-2.0.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40700/Easy-Ringtone-Maker-Easy-Ringtone-Maker-2.0.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5955/product_id-10062/version_id-40700/Easy-Ringtone-Maker-Easy-Ringtone-Maker-2.0.5.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5956/Expstudio.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10063/Expstudio-Audio-Editor.html?vendor_id=5956
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40701/Expstudio-Audio-Editor-4.0.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40701/Expstudio-Audio-Editor-4.0.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5956/product_id-10063/version_id-40701/Expstudio-Audio-Editor-4.0.2.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5957/Iaudiosoft.com.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10064/Iaudiosoft.com-Absolute-Mp3-Splitter.html?vendor_id=5957
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10064/Iaudiosoft.com-Absolute-Mp3-Splitter.html?vendor_id=5957
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40702/Iaudiosoft.com-Absolute-Mp3-Splitter-2.5.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40702/Iaudiosoft.com-Absolute-Mp3-Splitter-2.5.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5957/product_id-10064/version_id-40702/Iaudiosoft.com-Absolute-Mp3-Splitter-2.5.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5957/Iaudiosoft.com.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10065/Iaudiosoft.com-Absolute-Sound-Recorder.html?vendor_id=5957
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10065/Iaudiosoft.com-Absolute-Sound-Recorder.html?vendor_id=5957
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40703/Iaudiosoft.com-Absolute-Sound-Recorder-3.4.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40703/Iaudiosoft.com-Absolute-Sound-Recorder-3.4.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5957/product_id-10065/version_id-40703/Iaudiosoft.com-Absolute-Sound-Recorder-3.4.5.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5957/Iaudiosoft.com.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10066/Iaudiosoft.com-Absolute-Video-To-Audio-Converter.html?vendor_id=5957
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10066/Iaudiosoft.com-Absolute-Video-To-Audio-Converter.html?vendor_id=5957
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40704/Iaudiosoft.com-Absolute-Video-To-Audio-Converter-2.7.9.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40704/Iaudiosoft.com-Absolute-Video-To-Audio-Converter-2.7.9.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5957/product_id-10066/version_id-40704/Iaudiosoft.com-Absolute-Video-To-Audio-Converter-2.7.9.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/497/Imesh.com.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/859/Imesh.com-Imesh.html?vendor_id=497
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40705/Imesh.com-Imesh-7.0.2.26789.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40705/Imesh.com-Imesh-7.0.2.26789.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-497/product_id-859/version_id-40705/Imesh.com-Imesh-7.0.2.26789.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10067/J-Hepple-Products-Fx-Audio-Concat.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40706/J-Hepple-Products-Fx-Audio-Concat-1.2.0-Beta.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40706/J-Hepple-Products-Fx-Audio-Concat-1.2.0-Beta.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10067/version_id-40706/J-Hepple-Products-Fx-Audio-Concat-1.2.0-Beta.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10068/J-Hepple-Products-Fx-Audio-Editor.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40707/J-Hepple-Products-Fx-Audio-Editor-4.7.11.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40707/J-Hepple-Products-Fx-Audio-Editor-4.7.11.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10068/version_id-40707/J-Hepple-Products-Fx-Audio-Editor-4.7.11.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10069/J-Hepple-Products-Fx-Audio-Tools.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40708/J-Hepple-Products-Fx-Audio-Tools-7.3.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40708/J-Hepple-Products-Fx-Audio-Tools-7.3.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10069/version_id-40708/J-Hepple-Products-Fx-Audio-Tools-7.3.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10070/J-Hepple-Products-Fx-Magic-Music.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40709/J-Hepple-Products-Fx-Magic-Music-5.7.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40709/J-Hepple-Products-Fx-Magic-Music-5.7.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10070/version_id-40709/J-Hepple-Products-Fx-Magic-Music-5.7.7.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10071/J-Hepple-Products-Fx-Movie-Joiner.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40710/J-Hepple-Products-Fx-Movie-Joiner-6.2.8.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40710/J-Hepple-Products-Fx-Movie-Joiner-6.2.8.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10071/version_id-40710/J-Hepple-Products-Fx-Movie-Joiner-6.2.8.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10072/J-Hepple-Products-Fx-Movie-Joiner-And-Splitter.html?vendor_id=5958
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10072/J-Hepple-Products-Fx-Movie-Joiner-And-Splitter.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40711/J-Hepple-Products-Fx-Movie-Joiner-And-Splitter-6.2.8.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40711/J-Hepple-Products-Fx-Movie-Joiner-And-Splitter-6.2.8.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10072/version_id-40711/J-Hepple-Products-Fx-Movie-Joiner-And-Splitter-6.2.8.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10073/J-Hepple-Products-Fx-Movie-Splitter.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40712/J-Hepple-Products-Fx-Movie-Splitter-6.4.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40712/J-Hepple-Products-Fx-Movie-Splitter-6.4.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10073/version_id-40712/J-Hepple-Products-Fx-Movie-Splitter-6.4.7.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10074/J-Hepple-Products-Fx-New-Sound.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40713/J-Hepple-Products-Fx-New-Sound-5.1.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40713/J-Hepple-Products-Fx-New-Sound-5.1.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10074/version_id-40713/J-Hepple-Products-Fx-New-Sound-5.1.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5958/J-Hepple-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10075/J-Hepple-Products-Fx-Video-Converter.html?vendor_id=5958
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40714/J-Hepple-Products-Fx-Video-Converter-7.51.21.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40714/J-Hepple-Products-Fx-Video-Converter-7.51.21.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5958/product_id-10075/version_id-40714/J-Hepple-Products-Fx-Video-Converter-7.51.21.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5959/Joshua-Mediasoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10076/Joshua-Mediasoft-Audio-Convertor-Plus.html?vendor_id=5959
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40715/Joshua-Mediasoft-Audio-Convertor-Plus-2.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40715/Joshua-Mediasoft-Audio-Convertor-Plus-2.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5959/product_id-10076/version_id-40715/Joshua-Mediasoft-Audio-Convertor-Plus-2.2.html
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Video Converter Plus 3.01

Magicvideosoftare

Magicvideosoftare

Magicvideosoftare

Mcfunsoft

Mcfunsoft

Mcfunsoft

Mcfunsoft

Mcfunsoft

Mcfunsoft

Mediatox

Movavi

Movavi

Movavi

Movavi

Movavi

Movavi

Mp3-soft

Mystik Media Products

Mystik Media Products

Magic Audio
Converter
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Recorder

Magic Music Editor

Audio Editor

Audio Recorder For

Free

Audio Studio

Ipod Audio Studio

Ipod Music
Converter
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Solution

Aurora Media
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Chiliburner

Convertmovie

Dvd To Ipod

Splitmovie

Suite

Videomessage
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Audioedit Deluxe

Blaze Media Pro

Mystik Media Products

Mystik Media Products

Blaze Mediaconvert

Contextconvert Pro

Nctsoft Products
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Nctaudioeditor
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Nctsoft Products
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CVE-2007-0018 : Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multip...
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https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5959/Joshua-Mediasoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10077/Joshua-Mediasoft-Video-Converter-Plus.html?vendor_id=5959
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40716/Joshua-Mediasoft-Video-Converter-Plus-3.01.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40716/Joshua-Mediasoft-Video-Converter-Plus-3.01.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5959/product_id-10077/version_id-40716/Joshua-Mediasoft-Video-Converter-Plus-3.01.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5960/Magicvideosoftare.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10078/Magicvideosoftare-Magic-Audio-Converter.html?vendor_id=5960
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10078/Magicvideosoftare-Magic-Audio-Converter.html?vendor_id=5960
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40717/Magicvideosoftare-Magic-Audio-Converter-8.2.6-Build-719.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40717/Magicvideosoftare-Magic-Audio-Converter-8.2.6-Build-719.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5960/product_id-10078/version_id-40717/Magicvideosoftare-Magic-Audio-Converter-8.2.6-Build-719.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5960/Magicvideosoftare.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10079/Magicvideosoftare-Magic-Audio-Recorder.html?vendor_id=5960
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10079/Magicvideosoftare-Magic-Audio-Recorder.html?vendor_id=5960
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40718/Magicvideosoftare-Magic-Audio-Recorder-5.3.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40718/Magicvideosoftare-Magic-Audio-Recorder-5.3.7.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5960/product_id-10079/version_id-40718/Magicvideosoftare-Magic-Audio-Recorder-5.3.7.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5960/Magicvideosoftare.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10080/Magicvideosoftare-Magic-Music-Editor.html?vendor_id=5960
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40719/Magicvideosoftare-Magic-Music-Editor-5.2.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40719/Magicvideosoftare-Magic-Music-Editor-5.2.2.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5960/product_id-10080/version_id-40719/Magicvideosoftare-Magic-Music-Editor-5.2.2.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10081/Mcfunsoft-Audio-Editor.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40720/Mcfunsoft-Audio-Editor-6.3.3-Build-489.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40720/Mcfunsoft-Audio-Editor-6.3.3-Build-489.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10081/version_id-40720/Mcfunsoft-Audio-Editor-6.3.3-Build-489.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10082/Mcfunsoft-Audio-Recorder-For-Free.html?vendor_id=5961
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10082/Mcfunsoft-Audio-Recorder-For-Free.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40721/Mcfunsoft-Audio-Recorder-For-Free-6.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40721/Mcfunsoft-Audio-Recorder-For-Free-6.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10082/version_id-40721/Mcfunsoft-Audio-Recorder-For-Free-6.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10083/Mcfunsoft-Audio-Studio.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40722/Mcfunsoft-Audio-Studio-6.6.3-Build-479.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40722/Mcfunsoft-Audio-Studio-6.6.3-Build-479.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10083/version_id-40722/Mcfunsoft-Audio-Studio-6.6.3-Build-479.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10084/Mcfunsoft-Ipod-Audio-Studio.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40723/Mcfunsoft-Ipod-Audio-Studio-6.2.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40723/Mcfunsoft-Ipod-Audio-Studio-6.2.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10084/version_id-40723/Mcfunsoft-Ipod-Audio-Studio-6.2.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10085/Mcfunsoft-Ipod-Music-Converter.html?vendor_id=5961
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10085/Mcfunsoft-Ipod-Music-Converter.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40724/Mcfunsoft-Ipod-Music-Converter-5.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40724/Mcfunsoft-Ipod-Music-Converter-5.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10085/version_id-40724/Mcfunsoft-Ipod-Music-Converter-5.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5961/Mcfunsoft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10086/Mcfunsoft-Recording-To-Ipod-Solution.html?vendor_id=5961
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10086/Mcfunsoft-Recording-To-Ipod-Solution.html?vendor_id=5961
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40725/Mcfunsoft-Recording-To-Ipod-Solution-5.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40725/Mcfunsoft-Recording-To-Ipod-Solution-5.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5961/product_id-10086/version_id-40725/Mcfunsoft-Recording-To-Ipod-Solution-5.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5962/Mediatox.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10087/Mediatox-Aurora-Media-Workshop.html?vendor_id=5962
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10087/Mediatox-Aurora-Media-Workshop.html?vendor_id=5962
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40726/Mediatox-Aurora-Media-Workshop-3.3.25.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40726/Mediatox-Aurora-Media-Workshop-3.3.25.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5962/product_id-10087/version_id-40726/Mediatox-Aurora-Media-Workshop-3.3.25.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10088/Movavi-Chiliburner.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40727/Movavi-Chiliburner-2.3.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40727/Movavi-Chiliburner-2.3.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10088/version_id-40727/Movavi-Chiliburner-2.3.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10089/Movavi-Convertmovie.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40728/Movavi-Convertmovie-4.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40728/Movavi-Convertmovie-4.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10089/version_id-40728/Movavi-Convertmovie-4.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10090/Movavi-Dvd-To-Ipod.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40729/Movavi-Dvd-To-Ipod-1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40729/Movavi-Dvd-To-Ipod-1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10090/version_id-40729/Movavi-Dvd-To-Ipod-1.0.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10091/Movavi-Splitmovie.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40730/Movavi-Splitmovie-1.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40730/Movavi-Splitmovie-1.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10091/version_id-40730/Movavi-Splitmovie-1.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10092/Movavi-Suite.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40731/Movavi-Suite-3.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40731/Movavi-Suite-3.5.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10092/version_id-40731/Movavi-Suite-3.5.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5963/Movavi.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10093/Movavi-Videomessage.html?vendor_id=5963
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40732/Movavi-Videomessage-1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40732/Movavi-Videomessage-1.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5963/product_id-10093/version_id-40732/Movavi-Videomessage-1.0.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5964/Mp3-soft.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10094/Mp3-soft-Mp3-Normalizer.html?vendor_id=5964
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40733/Mp3-soft-Mp3-Normalizer-1.03.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40733/Mp3-soft-Mp3-Normalizer-1.03.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5964/product_id-10094/version_id-40733/Mp3-soft-Mp3-Normalizer-1.03.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5965/Mystik-Media-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10095/Mystik-Media-Products-Audioedit-Deluxe.html?vendor_id=5965
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40734/Mystik-Media-Products-Audioedit-Deluxe-4.10.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40734/Mystik-Media-Products-Audioedit-Deluxe-4.10.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5965/product_id-10095/version_id-40734/Mystik-Media-Products-Audioedit-Deluxe-4.10.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5965/Mystik-Media-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10096/Mystik-Media-Products-Blaze-Media-Pro.html?vendor_id=5965
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40735/Mystik-Media-Products-Blaze-Media-Pro-7.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40735/Mystik-Media-Products-Blaze-Media-Pro-7.0.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5965/product_id-10096/version_id-40735/Mystik-Media-Products-Blaze-Media-Pro-7.0.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5965/Mystik-Media-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10097/Mystik-Media-Products-Blaze-Mediaconvert.html?vendor_id=5965
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40736/Mystik-Media-Products-Blaze-Mediaconvert-3.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40736/Mystik-Media-Products-Blaze-Mediaconvert-3.4.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5965/product_id-10097/version_id-40736/Mystik-Media-Products-Blaze-Mediaconvert-3.4.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5965/Mystik-Media-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10098/Mystik-Media-Products-Contextconvert-Pro.html?vendor_id=5965
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40737/Mystik-Media-Products-Contextconvert-Pro-3.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40737/Mystik-Media-Products-Contextconvert-Pro-3.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5965/product_id-10098/version_id-40737/Mystik-Media-Products-Contextconvert-Pro-3.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5966/Nctsoft-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10099/Nctsoft-Products-Nctaudioeditor.html?vendor_id=5966
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40738/Nctsoft-Products-Nctaudioeditor-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40738/Nctsoft-Products-Nctaudioeditor-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5966/product_id-10099/version_id-40738/Nctsoft-Products-Nctaudioeditor-2.7.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5966/Nctsoft-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10100/Nctsoft-Products-Nctaudiofile2.html?vendor_id=5966
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40739/Nctsoft-Products-Nctaudiofile2-.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40739/Nctsoft-Products-Nctaudiofile2-.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5966/product_id-10100/version_id-40739/Nctsoft-Products-Nctaudiofile2-.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5966/Nctsoft-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10101/Nctsoft-Products-Nctaudiostudio.html?vendor_id=5966
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40740/Nctsoft-Products-Nctaudiostudio-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40740/Nctsoft-Products-Nctaudiostudio-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5966/product_id-10101/version_id-40740/Nctsoft-Products-Nctaudiostudio-2.7.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5966/Nctsoft-Products.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10102/Nctsoft-Products-Nctdialogicvoice.html?vendor_id=5966
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40741/Nctsoft-Products-Nctdialogicvoice-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40741/Nctsoft-Products-Nctdialogicvoice-2.7.1.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5966/product_id-10102/version_id-40741/Nctsoft-Products-Nctdialogicvoice-2.7.1.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5967/Nextlevel-Systems.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10103/Nextlevel-Systems-Audio-Editor-Gold.html?vendor_id=5967
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40742/Nextlevel-Systems-Audio-Editor-Gold-9.2.5-Build-424.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40742/Nextlevel-Systems-Audio-Editor-Gold-9.2.5-Build-424.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5967/product_id-10103/version_id-40742/Nextlevel-Systems-Audio-Editor-Gold-9.2.5-Build-424.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5967/Nextlevel-Systems.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10104/Nextlevel-Systems-Audio-Studio-Gold.html?vendor_id=5967
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40743/Nextlevel-Systems-Audio-Studio-Gold-7.0.1.1-Build-500.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40743/Nextlevel-Systems-Audio-Studio-Gold-7.0.1.1-Build-500.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5967/product_id-10104/version_id-40743/Nextlevel-Systems-Audio-Studio-Gold-7.0.1.1-Build-500.html
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Application

Application

Application

Application
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Application
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Application

Application

Application
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Quikscribe Quikscribe Player 5.022.05
Quikscribe Quikscribe Recorder 5.021.29
Recordnrip Recordnrip 1.0
Rmbsoft Audioconvert 3.1.0.125
Rmbsoft Soundedit Pro 2.1
Roemer Software Easy Hi-g Converter 1.7
Roemer Software Easy Hi-g Recorder 2.0
Roemer Software Free Hi-q_Recorder 1.9
Sienzo Digital Music Mentor 2.6.0.3
Smart Media Systems Power Audio Editor  11.0.1
Softdiv Softare Dexster 3.0
Softdiv Softare Ivideomax 3.9
) Mp3 To Wav
Softdiv Softare 3.0
Converter
Softdiv Softare Snosh 1.4
Softdiv Softare Videozilla 2.5
Virtual Cd Virtual Cd 6.0.0.7
Virtual Cd Virtual Cd 7.1.0.2
Virtual Cd Virtual Cd 8.0.0.6
Virtual Cd File
Virtual Cd 7.1.0.3
Server
Arial Audio
Xrlly Software 2.3.40
Converter
Arial Sound
Xrlly Software 1.4.3
Recorder
Text To Speech
Xrlly Software 1.3.8
Maker
Magic Audio Editor 10.3.1 Build
Xwaver.com
Pro 476
Magic Music Studio  7.0.2.1 Build
Xwaver.com
Pro 500
— Number Of Affected Versions By Product
Vendor Product

Alt

[0]

Alt
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Americanshareware

Audio Edit Magic

Bearshare

Convert Mp3 Master

Mp3 Record And Edit Audio Master

Mp3 Wav Converter
Audio Edit Magic

Bearshare
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CVE-2007-0018 : Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multip...
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https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5968/Quikscribe.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10105/Quikscribe-Quikscribe-Player.html?vendor_id=5968
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40744/Quikscribe-Quikscribe-Player-5.022.05.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40744/Quikscribe-Quikscribe-Player-5.022.05.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5968/product_id-10105/version_id-40744/Quikscribe-Quikscribe-Player-5.022.05.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5968/Quikscribe.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10106/Quikscribe-Quikscribe-Recorder.html?vendor_id=5968
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40745/Quikscribe-Quikscribe-Recorder-5.021.29.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/version/40745/Quikscribe-Quikscribe-Recorder-5.021.29.html
https://web.archive.org/web/20140809144720/https://www.cvedetails.com/vulnerability-list/vendor_id-5968/product_id-10106/version_id-40745/Quikscribe-Quikscribe-Recorder-5.021.29.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/vendor/5969/Recordnrip.html
https://web.archive.org/web/20140809144720/http://www.cvedetails.com/product/10107/Recordnrip-Recordnrip.html?vendor_id=5969
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CVE-2007-0018 : Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multip...
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Softdiv Softare
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Softdiv Softare
Virtual Cd
Virtual Cd
Xrlly Software
Xrlly Software
Xrlly Software
Xwaver.com

Xwaver.com

— References For CVE-2007-0018

http://secunia.com/advisories/23753
SECUNIA 23753

http://secunia.com/advisories/23795
SECUNIA 23795

http://secunia.com/advisories/25993
SECUNIA 25993

http://secunia.com/advisories/26100
SECUNIA 26100

http://secunia.com/advisories/26046
SECUNIA 26046

http://secunia.com/advisories/26101
SECUNIA 26101

http://secunia.com/advisories/28407
SECUNIA 28407

Nctaudiostudio

Nctdialogicvoice

Audio Editor Gold
Audio Studio Gold
Quikscribe Player
Quikscribe Recorder
Recordnrip
Audioconvert
Soundedit Pro

Easy Hi-g_Converter
Easy Hi-q_Recorder
Free Hi-q Recorder
Digital Music Mentor
Power Audio Editor
Dexster

Ivideomax

Mp3 To Wav Converter

Snosh

Videozilla

Virtual Cd

Virtual Cd File Server

Arial Audio Converter
Arial Sound Recorder

Text To Speech Maker

Magic Audio Editor Pro

Magic Music Studio Pro

http://secunia.com/secunia research/2007-50/advisory/

http://www.securityfocus.com/archive/1/archive/1/457936/100/200/threaded

BUGTRAQ 20070124 Secunia Research: NCTsoft Products NCTAudioFile2 ActiveX ControlBuffer Overflow

http://www.securityfocus.com/archive/1/archive/1/457940/100/200/threaded
BUGTRAQ 20070124 Secunia Research: Sienzo Digital Music Mentor NCTAudioFile2ActiveX Control Buffer Overflow

http://www.securityfocus.com/bid/22196

BID 22196 NCTsoft NCTAudioFile2 ActiveX Control Remote Buffer Overflow Vulnerability Release Date:2008-07-31

http://www.securityfocus.com/archive/1/archive/1/457965/100/200/threaded
BUGTRAQ 20070124 Re: Secunia Research: NCTsoft Products NCTAudioFile2 ActiveXControl Buffer Overflow

http://www.securityfocus.com/bid/23892

BID 23892 RETIRED: Musiclab BearShare NCTAudioFile2 ActiveX Control Buffer Overflow Vulnerability Release Date:2007-05-09

CVE-2007-0018 : Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multip...
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— Metasploit Modules Related To CVE-2007-0018

There are not any metasploit modules related to this vulnerability (Please visit www.metasploit.com for more information)
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