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A race condition in chown_one() of systemd allows an attacker to cause systemd to set
arbitrary permissions on arbitrary files. Affected releases are systemd versions up to and
including 239.

Note: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

e EXPLOIT-DB:45715

e URL:https://www.exploit-db.com/exploits/45715/

e MISC:https://github.com/systemd/systemd/pull/10517/commits
e GENTOO:GLSA-201810-10

e URL:https://security.gentoo.org/glsa/201810-10

e UBUNTU:USN-3816-1

e URL:https://usn.ubuntu.com/3816-1/

e BID:105748

o URL:http://www.securityfocus.com/bid/105748
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This is an entry on the CVE List, which provides common identifiers for publicly known cybersecurity
vulnerabilities.
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