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Vulnerability Details : CVE-2013-2765 
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The ModSecurity module before 2.7.4 for the Apache HTTP Server allows remote attackers to cause a denial of 

service (NULL pointer dereference, process crash, and disk consumption) via a POST request with a large body and 

a crafted Content-Type header. 
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— CVSS Scores & Vulnerability Types 

Scroll To Comments External Links 

CVSS Score 

Confidentiality Impact 

Integrity Impact 

Availability Impact 

Access Complexity 

Authentication 

Gained Access 

Vulnerability Type(s) 

CWE ID 

4.3 

None (There is no impact to the confidentiality of the system.) 

None (There is no impact to the integrity of the system) 

Partial (There is reduced performance or interruptions in resource availability.) 

Medium (The access conditions are somewhat specialized. Some preconditions must be 

satistified to exploit) 

Not required (Authentication is not required to exploit the vulnerability.) 

None 

Denial Of Service 

CWE id is not defined for this vulnerability 

— Products Affected By CVE-2013-2765 

# Product Type Vendor Product Version Update Edition Language 

1 Application Modsecurity Modsecurity 2.7.0 Version Details Vulnerabilities 

2 Application Modsecurity Modsecurity 2.7.0 RC3 Version Details Vulnerabilities 

3 Application Modsecurity Modsecurity 2.7.1 Version Details Vulnerabilities 

4 Application Modsecurity Modsecurity 2.7.2 Version Details Vulnerabilities 

5 Application Modsecurity Modsecurity 2.7.3 Version Details Vulnerabilities 

— Number Of Affected Versions By Product 

Vendor Product Vulnerable Versions 

Modsecurity Modsecurity 

- References For CVE-2013-2765 

http ://archives.neohapsis.com/archives/bugtraq/2013-05/0125.html 

BUGTRAQ 20130528 [SECURITY][CVE-2013-2765][ModSecurity] Remote Null Pointer Dereference 

5 

http pensuse.org&pensuse-updates/2013-08/msg00020.html 

SUSE openSUSE-SU-2013:1331 

http://lists.opensuse.org&pensuse-updates/2013-08/msg00025.html

SUSE openSUSE-SU-2013:1336 

http://lists.opensuse.orq/opensuse-updates/2013-08/msq00031.html 

SUSE openSUSE-SU-2013:1342 

hthLuscirceforge.net/mailarchive/rnessage.php?msg  id=30900019 

MLIST [mod-security-users] 20130527 Availability of ModSecurity 2.7.4 Stable Release 

WIZ, Inc. EXHIBIT - 1103 - WIZ, Inc. v. Orca Security LTD. WIZ, Inc. EXHIBIT - 1103 - WIZ, Inc. v. Orca Security LTD. 



http gzilla.redhat.com/show buggi?id=967615 CONFIRM 

http://www.shookalabs.com/ 

http://www.modsecurity.orgL CONFIRM 

http -aw.gitF n SpiderLabs/ModSecurity/master/CHANGES CONFIRM 

http ciithub.com/SpiderLabs/ModSecurity/commit/0840b13612a0b7eflce7441cf811dcfc6b463fba 

https://github.com/shookalabs/exploits/blob/master/modsecurity cve 2013 2765 check.p_y_ 

— Vulnerability Conditions 

Vulnerability is valid if product versions listed below are used (AND) 

• Modsecurity Modsecurity 2.7.0 RC3 
• Modsecurity Modsecurity 2.7.0 
• Modsecurity Modsecurity 2.7.2 
• Modsecurity Modsecurity 2.7.1 
• Modsecurity Modsecurity 2.7.3 

— Metasploit Modules Related To CVE-2013-2765 

• Apache Http Server 

There are not any metasploit modules related to this vulnerability (Please visit www.metasploit.com for more information) 
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