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on a physical server and is one of a plurality of virtual system 
instances on a common physical server. The indexing appli-
ance is separate from the virtual server and, as such, the 
indexing agent is not executed within the virtual server, itself. 
The indexing agent retrieves a virtual image of the virtual 
server and indexes the virtual image to extract features indica-
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PASSIVE MONITORING OF VIRTUAL 
SYSTEMS USING AGENT-LESS, OFFLINE 

INDEXING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This patent application claims the benefit of co-
pending U.S. Provisional Application No. 61/552,797, filed 
on Oct. 28, 2011, which is hereby incorporated herein by 
reference. 
[0002] This patent application is related to patent applica-
tion filed concurrently herewith, Ser. No. , Attorney 
Docket Number YOR920110713US1, entitled PASSIVE 
MONITORING OF VIRTUAL SYSTEMS USING EXTEN-
SIBLE INDEXING. 

TECHNICAL FIELD 

[0003] The subject matter of this invention relates generally 
to computer systems management. More specifically, aspects 
of the present invention provide a solution for improved pas-
sive monitoring in a complex virtual environment. 

BACKGROUND 

[0004] In the electronic environment of today, computer 
systems undergo constant changes. In order to keep up with 
these changes, it is important that users of these systems be 
able to monitor the systems. Monitoring can be classified into 
several different types, including active monitoring and pas-
sive monitoring. Passive monitoring includes any observation 
that does not modify a computer system. To this extent, pas-
sive monitoring can include scanning a file system to perform 
a compliance check, scanning a registry to determine which 
applications are currently installed on the system, security 
scanning, file system inspection, license usage monitoring, 
and the like. In contrast, activities, such as patching, applying 
a security update, etc., that involve modification of the com-
puter system are referred to as active monitoring. 
[0005] Standardization can be an asset in effective systems 
management. Standardization of a data center helps custom-
ers control maintenance costs by limiting the number of dif-
ferent variations of systems running in the data center. This 
allows costs to grow in proportion to the number of different 
software configurations rather than in proportion to the num-
ber of different instances of those configurations. 
[0006] To realize some of the benefits of standardization, 
providers of a computer system can insure that all deployed 
instances begin their lifecycle from one or more standard 
"images" or pre-configured software stacks. However, once 
an instance begins execution, it can deviate from this stan-
dardized state due to changes within the instance. These 
changes can be accidental, intentional but without harmful 
intent, or malicious in nature. In any case, these con-compli-
ant deviations can cause the particular instance not to function 
correctly and/or can affect the efficiency of the instance 
within the overall computer system, possibly impacting other 
instances and/or the overall efficiency of the computer sys-
tem. 
[0007] Existing solutions for providing drift detection and 
other passive monitoring services use agents that must be 
installed inside every system instance. These agents periodi-
cally scan some or all portions of the file system of the 
instance and send the scanned information to a central server. 
However, as the number of instances, and each instance's 

accompanying agent, increases, the impact of the agents on 
the capacity, function and/or communications of the com-
puter system increases, and these agents use resources that 
could otherwise be devoted to the designed function of the 
computer system. 

SUMMARY 

[0008] In general, aspects of the present invention provide 
a solution for passively monitoring a computer system. In an 
embodiment, a virtual server is accessed by an indexing agent 
that is contained in an indexing appliance. The virtual server 
is located on a physical server and is one of a plurality of 
virtual system instances on a common physical server. The 
indexing appliance is separate from the virtual server and, as 
such, the indexing agent is not executed within the virtual 
server, itself. The indexing agent retrieves a virtual image of 
the virtual server and indexes the virtual image to extract a set 
of features indicative of changes in the virtual server. One or 
more of, these extracted features are analyzed to perform 
passive monitoring of the virtual server. Since the indexing 
appliance is separate from the virtual server for which passive 
monitoring is being performed, the indexing agent can per-
form the retrieving and the indexing without utilizing agents 
executing within the virtual server. 
[0009] A first aspect of the invention provides a method for 
passively monitoring a computer system, comprising: access-
ing a virtual server by an indexing agent that is contained in an 
indexing appliance separate from the virtual server, the vir-
tual server being one of a plurality of virtual system instances 
on a common physical server; retrieving a virtual image of the 
virtual server by the indexing agent; indexing the virtual 
image by the indexing appliance to extract a set of features 
indicative of changes in the virtual server; and analyzing at 
least one of the set of features to perform passive monitoring 
of the virtual server, wherein the retrieving and the indexing 
are performed without utilizing agents executing within the 
virtual server. 
[0010] A second aspect of the invention provides a system 
for passively monitoring a computer system, comprising: a 
physical server having a plurality of virtual system instances 
operating thereon; and an indexing appliance operating on the 
physical server, which performs a method comprising: using 
an indexing agent that is contained in the indexing appliance 
to access a virtual server from among the plurality of virtual 
systems instances, the virtual server being separate from the 
indexing appliance; retrieving a virtual image of the virtual 
server by the indexing agent; indexing the virtual image by 
the indexing appliance to extract a set of features indicative of 
changes in the virtual server; and analyzing at least one of the 
set of features to perform passive monitoring of the virtual 
server, wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual server. 
[0011] A third aspect of the invention provides a computer 
program product embodied in a computer readable medium 
for implementing a method for passively monitoring a com-
puter system, the method comprising: accessing a virtual 
server by an indexing agent that is contained in an indexing 
appliance separate from the virtual server, the virtual server 
being one of a plurality of virtual system instances on a 
common physical server; retrieving a virtual image of the 
virtual server by the indexing agent; indexing the virtual 
image by the indexing appliance to extract a set of features 
indicative of changes in the virtual server; and analyzing at 
least one of the set of features to perform passive monitoring 
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TECHNICAL FIELD 

0003. The subject matter of this invention relates generally 
to computer systems management. More specifically, aspects 
of the present invention provide a solution for improved pas 
sive monitoring in a complex virtual environment. 

BACKGROUND 

0004. In the electronic environment of today, computer 
systems undergo constant changes. In order to keep up with 
these changes, it is important that users of these systems be 
able to monitor the systems. Monitoring can be classified into 
several different types, including active monitoring and pas 
sive monitoring. Passive monitoring includes any observation 
that does not modify a computer system. To this extent, pas 
sive monitoring can include Scanning a file system to perform 
a compliance check, Scanning a registry to determine which 
applications are currently installed on the system, security 
scanning, file system inspection, license usage monitoring, 
and the like. In contrast, activities, such as patching, applying 
a security update, etc., that involve modification of the com 
puter system are referred to as active monitoring. 
0005 Standardization can be an asset in effective systems 
management. Standardization of a data center helps custom 
ers control maintenance costs by limiting the number of dif 
ferent variations of systems running in the data center. This 
allows costs to grow in proportion to the number of different 
Software configurations rather than in proportion to the num 
ber of different instances of those configurations. 
0006 To realize some of the benefits of standardization, 
providers of a computer system can insure that all deployed 
instances begin their lifecycle from one or more standard 
“images' or pre-configured software stacks. However, once 
an instance begins execution, it can deviate from this stan 
dardized state due to changes within the instance. These 
changes can be accidental, intentional but without harmful 
intent, or malicious in nature. In any case, these con-compli 
ant deviations can cause the particular instance not to function 
correctly and/or can affect the efficiency of the instance 
within the overall computer system, possibly impacting other 
instances and/or the overall efficiency of the computer sys 
tem. 

0007 Existing solutions for providing drift detection and 
other passive monitoring services use agents that must be 
installed inside every system instance. These agents periodi 
cally scan some or all portions of the file system of the 
instance and send the Scanned information to a central server. 
However, as the number of instances, and each instance's 
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accompanying agent, increases, the impact of the agents on 
the capacity, function and/or communications of the com 
puter system increases, and these agents use resources that 
could otherwise be devoted to the designed function of the 
computer system. 

SUMMARY 

0008. In general, aspects of the present invention provide 
a solution for passively monitoring a computer system. In an 
embodiment, a virtual server is accessed by an indexing agent 
that is contained in an indexing appliance. The virtual server 
is located on a physical server and is one of a plurality of 
virtual system instances on a common physical server. The 
indexing appliance is separate from the virtual server and, as 
Such, the indexing agent is not executed within the virtual 
server, itself. The indexing agent retrieves a virtual image of 
the virtual server and indexes the virtual image to extract a set 
of features indicative of changes in the virtual server. One or 
more of these extracted features are analyzed to perform 
passive monitoring of the virtual server. Since the indexing 
appliance is separate from the virtual server for which passive 
monitoring is being performed, the indexing agent can per 
form the retrieving and the indexing without utilizing agents 
executing within the virtual server. 
0009. A first aspect of the invention provides a method for 
passively monitoring a computer system, comprising: access 
ing a virtual server by an indexing agent that is contained in an 
indexing appliance separate from the virtual server, the Vir 
tual server being one of a plurality of virtual system instances 
ona common physical server, retrieving a virtual image of the 
virtual server by the indexing agent; indexing the virtual 
image by the indexing appliance to extract a set of features 
indicative of changes in the virtual server; and analyzing at 
least one of the set of features to perform passive monitoring 
of the virtual server, wherein the retrieving and the indexing 
are performed without utilizing agents executing within the 
virtual server. 
0010. A second aspect of the invention provides a system 
for passively monitoring a computer system, comprising: a 
physical server having a plurality of virtual system instances 
operating thereon; and an indexing appliance operating on the 
physical server, which performs a method comprising: using 
an indexing agent that is contained in the indexing appliance 
to access a virtual server from among the plurality of virtual 
systems instances, the virtual server being separate from the 
indexing appliance; retrieving a virtual image of the virtual 
server by the indexing agent; indexing the virtual image by 
the indexing appliance to extract a set of features indicative of 
changes in the virtual server, and analyzing at least one of the 
set of features to perform passive monitoring of the virtual 
server, wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual server. 
0011. A third aspect of the invention provides a computer 
program product embodied in a computer readable medium 
for implementing a method for passively monitoring a com 
puter system, the method comprising: accessing a virtual 
server by an indexing agent that is contained in an indexing 
appliance separate from the virtual server, the virtual server 
being one of a plurality of virtual system instances on a 
common physical server; retrieving a virtual image of the 
virtual server by the indexing agent; indexing the virtual 
image by the indexing appliance to extract a set of features 
indicative of changes in the virtual server; and analyzing at 
least one of the set of features to perform passive monitoring 
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of the virtual server, wherein the retrieving and the indexing 
are performed without utilizing agents executing within the 
virtual server. 
[0012] A fourth aspect of the present invention provides a 
method for deploying an application for passively monitoring 
a computer system, comprising: providing a computer infra-
structure being operable to: access a virtual server by an 
indexing agent that is contained in an indexing appliance 
separate from the virtual server, the virtual server being one of 
a plurality of virtual system instances on a common physical 
server; retrieve a virtual image of the virtual server by the 
indexing agent; index the virtual image by the indexing appli-
ance to extract a set of features indicative of changes in the 
virtual server; and analyze at least one of the set of features to 
perform passive monitoring of the virtual server, wherein the 
retrieving and the indexing are performed without utilizing 
agents executing within the virtual server. 
[0013] Still yet, any of the components of the present inven-
tion could be deployed, managed, serviced, etc., by a service 
provider who offers to implement passive monitoring in a 
computer system. 
[0014] Embodiments of the present invention also provide 
related systems, methods and/or program products. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] These and other features of this invention will be 
more readily understood from the following detailed descrip-
tion of the various aspects of the invention taken in conjunc-
tion with the accompanying drawings in which: 
[0016] FIG. 1 shows an illustrative computer system 
according to embodiments of the present invention. 
[0017] FIG. 2 shows a virtualized datacenter environment 
according to embodiments of the invention. 
[0018] FIG. 3 shows an example virtual server according to 
embodiments of the invention. 
[0019] FIG. 4 shows an example server having an indexing 
appliance according to embodiments of the invention. 
[0020] FIG. 5 shows example comparison analyses accord-
ing to embodiments of the invention. 
[0021] FIG. 6 shows an example flow diagram according to 
embodiments of the invention. 
[0022] The drawings are not necessarily to scale. The draw-
ings are merely schematic representations, not intended to 
portray specific parameters of the invention. The drawings are 
intended to depict only typical embodiments of the invention, 
and therefore should not be considered as limiting the scope 
of the invention. In the drawings, like numbering represents 
like elements. 

DETAILED DESCRIPTION 

[0023] As indicated above, aspects of the present invention 
provide a solution for passively monitoring a computer sys-
tem. In an embodiment, a virtual server is accessed by an 
indexing agent that is contained in an indexing appliance. The 
virtual server is located on a physical server and is one of a 
plurality of virtual system instances on a common physical 
server. The indexing appliance is separate from the virtual 
server and, as such, the indexing agent is not executed within 
the virtual server, itself. The indexing agent retrieves a virtual 
image of the virtual server and indexes the virtual image to 
extract features indicative of changes in the virtual server. 
These features are analyzed to perform passive monitoring of 
the virtual server. Since the indexing appliance is separate 
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from the virtual server for which passive monitoring is being 
performed, the indexing agent can perform the retrieving and 
the indexing without utilizing agents executing within the 
virtual server. 
[0024] Turning to the drawings, FIG. 1 shows an illustrative 
environment 100 for passively monitoring a computer sys-
tem. To this extent, environment 100 includes a computer 
system 102 that can perform a process described herein in 
order to passively monitor a computer system. In particular, 
computer system 102 is shown including a computing device 
104 that includes a passive monitoring program 140, which 
makes computing device 104 operable to passively monitor a 
computer system by performing a process described herein. 
[0025] Computing device 104 is shown including a pro-
cessing component 106 (e.g., one or more processors), a 
memory 110, a storage system 118 (e.g., a storage hierarchy), 
an input/output (I/O) interface component 114 (e.g., one or 
more I/O interfaces and/or devices), and a communications 
pathway 112. In general, processing component 106 executes 
program code, such as passive monitoring program 140, 
which is at least partially fixed in memory 110. To this extent, 
processing component 106 may comprise a single processing 
unit, or be distributed across one or more processing units in 
one or more locations. 
[0026] Memory 110 also can include local memory, 
employed during actual execution of the program code, bulk 
storage (storage 118), and/or cache memories (not shown) 
which provide temporary storage of at least some program 
code in order to reduce the number of times code must be 
retrieved from bulk storage 118 during execution. As such, 
memory 110 may comprise any known type of temporary or 
permanent data storage media, including magnetic media, 
optical media, random access memory (RAM), read-only 
memory (ROM), a data cache, a data object, etc. Moreover, 
similar to processing unit 116, memory 110 may reside at a 
single physical location, comprising one or more types of data 
storage, or be distributed across a plurality of physical sys-
tems in various forms. 
[0027] While executing program code, processing compo-
nent 106 can process data, which can result in reading and/or 
writing transformed data from/to memory 110 and/or I/O 
component 114 for further processing. Pathway 112 provides 
a direct or indirect communications link between each of the 
components in computer system 102. I/O interface compo-
nent 114 can comprise one or more human I/O devices, which 
enable a human user 120 to interact with computer system 
102 and/or one or more communications devices to enable a 
system user 120 to communicate with computer system 102 
using any type of communications link. 
[0028] To this extent, passive monitoring program 140 can 
manage a set of interfaces (e.g., graphical user interface(s), 
application program interface, and/or the like) that enable 
human and/or system users 120 to interact with passive moni-
toring program 140. Users 120 could include system admin-
istrators and/or clients utilizing resources in a virtual data 
center environment 200 (FIG. 2), among others. Further, pas-
sive monitoring program 140 can manage (e.g., store, 
retrieve, create, manipulate, organize, present, etc.) the data 
in storage system 118, including, but not limited to a virtual 
image 152 and/or extracted features 154, using any solution. 
[0029] In any event, computer system 102 can comprise 
one or more computing devices 104 (e.g., general purpose 
computing articles of manufacture) capable of executing pro-
gram code, such as passive monitoring program 140, installed 
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of the virtual server, wherein the retrieving and the indexing 
are performed without utilizing agents executing within the 
virtual server. 
0012. A fourth aspect of the present invention provides a 
method for deploying an application for passively monitoring 
a computer system, comprising: providing a computer infra 
structure being operable to: access a virtual server by an 
indexing agent that is contained in an indexing appliance 
separate from the virtual server, the virtual server being one of 
a plurality of virtual system instances on a common physical 
server; retrieve a virtual image of the virtual server by the 
indexing agent; index the virtual image by the indexing appli 
ance to extract a set of features indicative of changes in the 
virtual server; and analyze at least one of the set of features to 
perform passive monitoring of the virtual server, wherein the 
retrieving and the indexing are performed without utilizing 
agents executing within the virtual server. 
0013 Still yet, any of the components of the present inven 
tion could be deployed, managed, serviced, etc., by a service 
provider who offers to implement passive monitoring in a 
computer system. 
0014 Embodiments of the present invention also provide 
related systems, methods and/or program products. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 These and other features of this invention will be 
more readily understood from the following detailed descrip 
tion of the various aspects of the invention taken in conjunc 
tion with the accompanying drawings in which: 
0016 FIG. 1 shows an illustrative computer system 
according to embodiments of the present invention. 
0017 FIG. 2 shows a virtualized datacenter environment 
according to embodiments of the invention. 
0018 FIG.3 shows an example virtual server according to 
embodiments of the invention. 
0019 FIG. 4 shows an example server having an indexing 
appliance according to embodiments of the invention. 
0020 FIG. 5 shows example comparison analyses accord 
ing to embodiments of the invention. 
0021 FIG. 6 shows an example flow diagram according to 
embodiments of the invention. 
0022. The drawings are not necessarily to scale. The draw 
ings are merely schematic representations, not intended to 
portray specific parameters of the invention. The drawings are 
intended to depict only typical embodiments of the invention, 
and therefore should not be considered as limiting the scope 
of the invention. In the drawings, like numbering represents 
like elements. 

DETAILED DESCRIPTION 

0023. As indicated above, aspects of the present invention 
provide a solution for passively monitoring a computer sys 
tem. In an embodiment, a virtual server is accessed by an 
indexing agent that is contained in an indexing appliance. The 
virtual server is located on a physical server and is one of a 
plurality of virtual system instances on a common physical 
server. The indexing appliance is separate from the virtual 
server and, as Such, the indexing agent is not executed within 
the virtual server, itself. The indexing agent retrieves a virtual 
image of the virtual server and indexes the virtual image to 
extract features indicative of changes in the virtual server. 
These features are analyzed to perform passive monitoring of 
the virtual server. Since the indexing appliance is separate 
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from the virtual server for which passive monitoring is being 
performed, the indexing agent can perform the retrieving and 
the indexing without utilizing agents executing within the 
virtual server. 
0024 Turning to the drawings, FIG. 1 shows an illustrative 
environment 100 for passively monitoring a computer sys 
tem. To this extent, environment 100 includes a computer 
system 102 that can perform a process described herein in 
order to passively monitor a computer system. In particular, 
computer system 102 is shown including a computing device 
104 that includes a passive monitoring program 140, which 
makes computing device 104 operable to passively monitor a 
computer system by performing a process described herein. 
0025 Computing device 104 is shown including a pro 
cessing component 106 (e.g., one or more processors), a 
memory 110, a storage system 118 (e.g., a storage hierarchy), 
an input/output (I/O) interface component 114 (e.g., one or 
more I/O interfaces and/or devices), and a communications 
pathway 112. In general, processing component 106 executes 
program code. Such as passive monitoring program 140, 
which is at least partially fixed in memory 110. To this extent, 
processing component 106 may comprise a single processing 
unit, or be distributed across one or more processing units in 
one or more locations. 
0026 Memory 110 also can include local memory, 
employed during actual execution of the program code, bulk 
storage (storage 118), and/or cache memories (not shown) 
which provide temporary storage of at least some program 
code in order to reduce the number of times code must be 
retrieved from bulk storage 118 during execution. As such, 
memory 110 may comprise any known type of temporary or 
permanent data storage media, including magnetic media, 
optical media, random access memory (RAM), read-only 
memory (ROM), a data cache, a data object, etc. Moreover, 
similar to processing unit 116, memory 110 may reside at a 
single physical location, comprising one or more types of data 
storage, or be distributed across a plurality of physical sys 
tems in various forms. 
0027. While executing program code, processing compo 
nent 106 can process data, which can result in reading and/or 
writing transformed data from/to memory 110 and/or I/O 
component 114 for further processing. Pathway 112 provides 
a director indirect communications link between each of the 
components in computer system 102. I/O interface compo 
nent 114 can comprise one or more human I/O devices, which 
enable a human user 120 to interact with computer system 
102 and/or one or more communications devices to enable a 
system user 120 to communicate with computer system 102 
using any type of communications link. 
0028. To this extent, passive monitoring program 140 can 
manage a set of interfaces (e.g., graphical user interface(s), 
application program interface, and/or the like) that enable 
human and/or system users 120 to interact with passive moni 
toring program 140. Users 120 could include system admin 
istrators and/or clients utilizing resources in a virtual data 
center environment 200 (FIG. 2), among others. Further, pas 
sive monitoring program 140 can manage (e.g., store, 
retrieve, create, manipulate, organize, present, etc.) the data 
in storage system 118, including, but not limited to a virtual 
image 152 and/or extracted features 154, using any solution. 
0029. In any event, computer system 102 can comprise 
one or more computing devices 104 (e.g., general purpose 
computing articles of manufacture) capable of executing pro 
gram code, Such as passive monitoring program 140, installed 
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thereon. As used herein, it is understood that "program code" 
means any collection of instructions, in any language, code or 
notation, that cause a computing device having an informa-
tion processing capability to perform a particular action either 
directly or after any combination of the following: (a) con-
version to another language, code or notation; (b) reproduc-
tion in a different material form; and/or (c) decompression. To 
this extent, passive monitoring program 140 can be embodied 
as any combination of system software and/or application 
software. In any event, the technical effect of computer sys-
tem 102 is to provide processing instructions to computing 
device 104 in order to passively monitor a computer system. 

[0030] Further, passive monitoring program 140 can be 
implemented using a set of modules 142-148. In this case, a 
module 142-148 can enable computer system 102 to perform 
a set of tasks used by passive monitoring program 140, and 
can be separately developed and/or implemented apart from 
other portions of passive monitoring program 140. As used 
herein, the term "component" means any configuration of 
hardware, with or without software, which implements the 
functionality described in conjunction therewith using any 
solution, while the term "module" means program code that 
enables a computer system 102 to implement the actions 
described in conjunction therewith using any solution. When 
fixed in a memory 110 of a computer system 102 that includes 
a processing component 106, a module is a substantial portion 
of a component that implements the actions. Regardless, it is 
understood that two or more components, modules, and/or 
systems may share some/all of their respective hardware and/ 
or software. Further, it is understood that some of the func-
tionality discussed herein may not be implemented or addi-
tional functionality may be included as part of computer 
system 102. 

[0031] When computer system 102 comprises multiple 
computing devices 104, each computing device 104 can have 
only a portion of passive monitoring program 140 fixed 
thereon (e.g., one or more modules 142-148). However, it is 
understood that computer system 102 and passive monitoring 
program 140 are only representative of various possible 
equivalent computer systems that may perform a process 
described herein. To this extent, in other embodiments, the 
functionality provided by computer system 102 and passive 
monitoring program 140 can be at least partially implemented 
by one or more computing devices that include any combi-
nation of general and/or specific purpose hardware with or 
without program code. In each embodiment, the hardware 
and program code, if included, can be created using standard 
engineering and programming techniques, respectively. 

[0032] Regardless, when computer system 102 includes 
multiple computing devices 104, the computing devices can 
communicate over any type of communications link. Further, 
while performing a process described herein, computer sys-
tem 102 can communicate with one or more other computer 
systems using any type of communications link. In either 
case, the communications link can comprise any combination 
of various types of wired and/or wireless links; comprise any 
combination of one or more types of networks; and/or utilize 
any combination of various types of transmission techniques 
and protocols. 

[0033] As discussed herein, passive monitoring program 
140 enables computer system 102 to passively monitor a 
computer system. To this extent, passive monitoring program 
140 is shown including a virtual server accessor module 142, 
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a virtual image retriever module 144, a virtual image indexing 
module 146, and a virtual image analyzer module 148. 
[0034] Computer system 102, executing virtual server 
accessor module 142 accesses a virtual server through an 
indexing agent that is contained in an indexing appliance. 
[0035] Referring now to FIG. 2, a virtualized datacenter 
environment 200 according to embodiments of the invention 
is shown. As shown, virtual datacenter environment 200 has a 
physical server 210 that can be used to perform all or a portion 
of the functions of passive monitoring program 140 (FIG. 1). 
To this extent, physical server 210 can be a server from any 
manufacturer that runs any platform that is adapted to run 
multiple instances of a virtual server 230. As illustrated in 
FIG. 2, virtualized datacenter environment 200 can also con-
tain any number of related physical servers 212, 214, 216. 
Related physical servers 212, 214, 216 can be connected with 
physical server 210 for communication purposes via a net-
work 220. Network 220 can allow physical server 210 to 
communicate with related physical servers 212, 214, 216 
and/or physical servers 212, 214, 216 to communication with 
one another using any communications solution or solutions 
now known or later developed. In some embodiments, net-
work 220 can operate on a cloud computing scale, providing, 
e.g., computation, software, data access, and other services 
that do not require end-user knowledge of the physical loca-
tion and configuration of the network 220 that delivers the 
services. 
[0036] In any case, as stated above, each instance of virtual 
server 230 on physical server 210 can operate simultaneously 
with other systems instances 230 while maintaining indepen-
dence. This means that each of the instances of virtual server 
230 operates independently of other instances of virtual 
server 230 and does not share information with other 
instances of virtual server 230 even though the instances of 
virtual server 230 operate on the same physical server 210. 
Owing to the characteristics of these instances of virtual 
server 230, a single physical server 210 can execute a very 
large number of instances of virtual server 230 concurrently. 
The independent operation of these instances of virtual server 
230 ensures that the number of concurrent instances of virtual 
server 230 is only limited by the hardware constraints of 
physical server 210. 
[0037] Turning now to FIG. 3, an example virtual server 
230 according to embodiments of the invention is shown. It 
should be understood that virtual server 230 is different from 
a process virtual machine. A process virtual machine is a 
platform dependent engine, such as a Java Virtual Machine, 
that executes platform independent code written in a high-
level programming language, such as Java, for performing a 
specific task (Java and Java Virtual Machine are a trademark 
of Sun Microsystems in the United States and/or elsewhere). 
In contrast, the virtual server 230 of the current invention is a 
virtual system that simulates an entire computing environ-
ment. To this extent, rather than performing only a single task, 
the virtual server 230 of the current invention is an environ-
ment within which a variety of tasks, functions, operations, 
etc., can be carried out by a user 120 (FIG. 1). As such, virtual 
server 230 can be made to simulate a stand-alone computer 
system in the eyes of a user 120 (FIG. 1). 
[0038] To this extent, virtual server 230, includes a virtual-
ization hypervisor 232 at the lowest level. Specifically, virtu-
alization hypervisor 232 provides a platform that allows mul-
tiple "guest" systems to run concurrently on the physical 
server 210 (FIG. 2). To this extent, virtualization hypervisor 
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thereon. As used herein, it is understood that “program code 
means any collection of instructions, in any language, code or 
notation, that cause a computing device having an informa 
tion processing capability to performa particular action either 
directly or after any combination of the following: (a) con 
version to another language, code or notation; (b) reproduc 
tion in a different material form; and/or (c) decompression. To 
this extent, passive monitoring program 140 can be embodied 
as any combination of system software and/or application 
Software. In any event, the technical effect of computer sys 
tem 102 is to provide processing instructions to computing 
device 104 in order to passively monitor a computer system. 
0030. Further, passive monitoring program 140 can be 
implemented using a set of modules 142-148. In this case, a 
module 142-148 can enable computer system 102 to perform 
a set of tasks used by passive monitoring program 140, and 
can be separately developed and/or implemented apart from 
other portions of passive monitoring program 140. As used 
herein, the term "component’ means any configuration of 
hardware, with or without software, which implements the 
functionality described in conjunction therewith using any 
solution, while the term “module” means program code that 
enables a computer system 102 to implement the actions 
described in conjunction therewith using any solution. When 
fixed in a memory 110 of a computer system 102 that includes 
a processing component 106, a module is a Substantial portion 
of a component that implements the actions. Regardless, it is 
understood that two or more components, modules, and/or 
systems may share somefall of their respective hardware and/ 
or software. Further, it is understood that some of the func 
tionality discussed herein may not be implemented or addi 
tional functionality may be included as part of computer 
system 102. 
0031 When computer system 102 comprises multiple 
computing devices 104, each computing device 104 can have 
only a portion of passive monitoring program 140 fixed 
thereon (e.g., one or more modules 142-148). However, it is 
understood that computer system 102 and passive monitoring 
program 140 are only representative of various possible 
equivalent computer systems that may perform a process 
described herein. To this extent, in other embodiments, the 
functionality provided by computer system 102 and passive 
monitoring program 140 can beat least partially implemented 
by one or more computing devices that include any combi 
nation of general and/or specific purpose hardware with or 
without program code. In each embodiment, the hardware 
and program code, if included, can be created using standard 
engineering and programming techniques, respectively. 
0032 Regardless, when computer system 102 includes 
multiple computing devices 104, the computing devices can 
communicate over any type of communications link. Further, 
while performing a process described herein, computer sys 
tem 102 can communicate with one or more other computer 
systems using any type of communications link. In either 
case, the communications link can comprise any combination 
of various types of wired and/or wireless links; comprise any 
combination of one or more types of networks; and/or utilize 
any combination of various types of transmission techniques 
and protocols. 
0033 AS discussed herein, passive monitoring program 
140 enables computer system 102 to passively monitor a 
computer system. To this extent, passive monitoring program 
140 is shown including a virtual server accessor module 142, 
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a virtual image retriever module 144, a virtual image indexing 
module 146, and a virtual image analyzer module 148. 
0034 Computer system 102, executing virtual server 
accessor module 142 accesses a virtual server through an 
indexing agent that is contained in an indexing appliance. 
0035 Referring now to FIG. 2, a virtualized datacenter 
environment 200 according to embodiments of the invention 
is shown. As shown, virtual datacenter environment 200 has a 
physical server 210 that can be used to performall or a portion 
of the functions of passive monitoring program 140 (FIG. 1). 
To this extent, physical server 210 can be a server from any 
manufacturer that runs any platform that is adapted to run 
multiple instances of a virtual server 230. As illustrated in 
FIG. 2, virtualized datacenter environment 200 can also con 
tain any number of related physical servers 212, 214, 216. 
Related physical servers 212, 214, 216 can be connected with 
physical server 210 for communication purposes via a net 
work 220. Network 220 can allow physical server 210 to 
communicate with related physical servers 212, 214, 216 
and/or physical servers 212, 214, 216 to communication with 
one another using any communications solution or solutions 
now known or later developed. In some embodiments, net 
work 220 can operate on a cloud computing scale, providing, 
e.g., computation, Software, data access, and other services 
that do not require end-user knowledge of the physical loca 
tion and configuration of the network 220 that delivers the 
services. 

0036. In any case, as stated above, each instance of virtual 
server 230 on physical server 210 can operate simultaneously 
with other systems instances 230 while maintaining indepen 
dence. This means that each of the instances of virtual server 
230 operates independently of other instances of virtual 
server 230 and does not share information with other 
instances of virtual server 230 even though the instances of 
virtual server 230 operate on the same physical server 210. 
Owing to the characteristics of these instances of virtual 
server 230, a single physical server 210 can execute a very 
large number of instances of virtual server 230 concurrently. 
The independent operation of these instances of virtual server 
230 ensures that the number of concurrent instances of virtual 
server 230 is only limited by the hardware constraints of 
physical server 210. 
0037 Turning now to FIG. 3, an example virtual server 
230 according to embodiments of the invention is shown. It 
should be understood that virtual server 230 is different from 
a process virtual machine. A process virtual machine is a 
platform dependent engine. Such as a Java Virtual Machine, 
that executes platform independent code written in a high 
level programming language, such as Java, for performing a 
specific task (Java and Java Virtual Machine are a trademark 
of Sun Microsystems in the United States and/or elsewhere). 
In contrast, the virtual server 230 of the current invention is a 
virtual system that simulates an entire computing environ 
ment. To this extent, rather than performing only a single task, 
the virtual server 230 of the current invention is an environ 
ment within which a variety of tasks, functions, operations, 
etc., can be carried out by a user 120 (FIG. 1). As such, virtual 
server 230 can be made to simulate a stand-alone computer 
system in the eyes of a user 120 (FIG. 1). 
0038. To this extent, virtual server 230, includes a virtual 
ization hypervisor 232 at the lowest level. Specifically, virtu 
alization hypervisor 232 provides a platform that allows mul 
tiple 'guest' systems to run concurrently on the physical 
server 210 (FIG. 2). To this extent, virtualization hypervisor 
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232 provides an abstraction level between the hardware level 
of physical server 210 (FIG. 2) and the higher level software 
functions of the virtual server 230. In order to provide these 
software functions, virtual server 230 includes a software 
stack 234, which can also be referred to as an image. Software 
stack 234 contains everything that is necessary to simulate a 
"guest" instance of virtual server 230 on physical server 210 
via virtualization hypervisor 232. To this extent, software 
stack 234 can provide an operating system 236, middleware 
238, and applications 240. 

[0039] As stated above, standardization at this level can 
significantly decrease maintenance costs by limiting the num-
ber of different variations of systems running in virtualized 
datacenter environment 200. To achieve this, a specific soft-
ware stack 234 can be generated from one of a limited number 
of preconfigured stacks. These pre-configured stacks can be 
optimized for their particular function by providers of virtu-
alized datacenter environment 200 (FIG. 2). For example, if a 
user 120 (FIG. 1) wants to utilize database functionality, one 
or more virtual servers 230 having the same software stack 
234 based on the same preconfigured stack can be generated 
specifically for this user 120. These software stacks 234 
could, for example, contain an operating system 236 of a type 
that is appropriate for performing database functions, middle-
ware 238 that contains a database management system, and 
applications 240 that are configured to run against the data-
base management system. Similarly, if a user 120 (FIG. 1) 
wants to utilize web server functionality, one or more virtual 
servers 230 having the same software stack 234 based on a 
different preconfigured stack from the preconfigured stack 
used for the database management system can be generated 
specifically for that user 120. These software stacks 234 
could, for example, contain operating system 236 of a type 
that is appropriate for web server functions, middleware 238 
that contains a web server management system, and applica-
tions 240 that are configured to run against the web server 
management system. It should be understood that software 
stacks 234 that are adapted to perform various other functions 
within virtualized datacenter environment could be generated 
as well. To this extent, operating system 236 can include any 
operating system now known or later developed. Further, 
middleware 238 and applications 240 can include any solu-
tions that can be envisioned for providing the desired func-
tionality for a particular virtual server 230. 

[0040] However, insuring that virtual servers 230 are cre-
ated using standardized preconfigured stacks does not guar-
antee that a particular instance of virtual server 230 will 
remain within acceptable parameters once a user 120 (FIG. 1) 
begins utilizing it. For example, one user 120 may make an 
inadvertent change to a software stack 234 that makes the 
corresponding virtual server 230 non-compliant. Alterna-
tively, a user 120 may make an intentional change to a soft-
ware stack 234 without knowledge that the change has made 
the software stack 234 non-compliant. Still further, a non-
compliant change can be introduced maliciously, such as 
from malware that has been inadvertently loaded onto virtual 
server 230 by user 120. In any case, such non-compliant 
changes in the software stack 234 of a particular instance of 
virtual server 230 can cause virtual server 230 to function 
inefficiently or incorrectly. Because, the physical space uti-
lized by virtual server 230 is utilized also by other virtual 
servers 230 (FIG. 2) as well, changes of this sort can cause an 
immediate or gradual degradation of virtualized datacenter 
environment 200 system functions. 
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[0041] To counteract this problem, solutions have been pro-
posed for passively monitoring a virtual server 230 to detect 
deviation in the virtual server 230 deriving from such non-
compliant changes. FIG. 3 illustrates one such prior art solu-
tion in which a passive monitoring agent 242 is installed in 
every instance of virtual server 234 in the virtualized data-
center environment 200. However, the inventors of the 
present application have discovered some shortcomings of 
this approach. For example, as shown in FIG. 3 the addition of 
passive monitoring agent 242 to virtual server 230 uses 
resources, expanding the "footprint" of virtual server 230 
within virtualized datacenter environment 200. Although this 
expanded footprint may be small in absolute terms for a single 
virtual server 230, it can become significant in a system, such 
as virtualized datacenter environment 200 in which a very 
large number of virtual servers 234, each of which has its own 
passive monitoring agent 242, are competing for resources on 
physical server 210. In addition, the inventors of the present 
invention have discovered that if each passive monitoring 
agent 242 is required to report to a central detection server 
350 (FIG. 4) the combined output 250 from the reporting 
passive monitoring agents 242 can constrict, if not over-
whelm, communications across network 220 (FIG. 2). Still 
further, because of the rapidly evolving nature of threats due 
to malware, passive monitoring agent 242 may need to be 
updated frequently. The large number of passive monitoring 
agents 242 in the virtual servers 234 in virtualized datacenter 
environment 200 can require significant resources for locat-
ing, checking the status of the virtual servers 234 and updat-
ing the passive monitoring agents 242, if necessary. 

[0042] Turning now to FIG. 4, an environment 300 that 
includes an example physical server 310 having an indexing 
appliance 340 according to embodiments of the invention is 
shown. As illustrated, indexing appliance 340 is separate 
from virtual servers 330 on physical server 310 in virtualized 
datacenter environment 300, and can itself be a virtual server 
330. Indexing appliance 340 contains an indexing agent 342 
that can perform passive monitoring services for the entire 
physical server 310. Indexing agent 342 can access any 
instance of virtual server 330 via virtualization hypervisor 
232 (FIG. 3) to perform all of the functions that are necessary 
for passive monitoring. One result of this is that passive 
monitoring agents 242 (FIG. 3) can be removed entirely from 
all instances of virtual server 330. Thus, the overall amount of 
resources dedicated to passive monitoring can be signifi-
cantly reduced even when the amount of resources that are 
dedicated to the indexing appliance 340 are taken into 
account. 

[0043] Turning now to FIGS. 1, 3 and 4, concurrently, 
virtual image retriever module 144, as executed by computer 
system 102, can retrieve a virtual image 332 of a particular 
instance of virtual server 330 for which passive monitoring is 
desired using indexing agent 342. This retrieving can be in 
response to a request sent to indexing appliance 340 from a 
central detection server 350 that instructs indexing appliance 
340 to perform passive monitoring on a particular instance of 
virtual server 330 and provides an address at which the virtual 
server 330 instance is located. In some embodiments, index-
ing agent 342 can then instruct virtualization hypervisor 232 
of virtual server 330 to perform a checkpoint operation in 
virtual server 330. In these embodiments the checkpoint 
operation can be a function within virtualization hypervisor 
232 that takes a "snapshot" virtual image 332 of the software 
stack 234 of the virtual server 330. Virtual image 332 can 
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232 provides an abstraction level between the hardware level 
of physical server 210 (FIG. 2) and the higher level software 
functions of the virtual server 230. In order to provide these 
software functions, virtual server 230 includes a software 
stack 234, which can also be referred to as an image. Software 
stack 234 contains everything that is necessary to simulate a 
'guest' instance of virtual server 230 on physical server 210 
via virtualization hypervisor 232. To this extent, software 
stack 234 can provide an operating system 236, middleware 
238, and applications 240. 
0039. As stated above, standardization at this level can 
significantly decrease maintenance costs by limiting the num 
ber of different variations of systems running in virtualized 
datacenter environment 200. To achieve this, a specific soft 
ware stack 234 can be generated from one of a limited number 
of preconfigured Stacks. These pre-configured Stacks can be 
optimized for their particular function by providers of virtu 
alized datacenter environment 200 (FIG. 2). For example, if a 
user 120 (FIG. 1) wants to utilize database functionality, one 
or more virtual servers 230 having the same software stack 
234 based on the same preconfigured Stack can be generated 
specifically for this user 120. These software stacks 234 
could, for example, contain an operating system 236 of a type 
that is appropriate for performing database functions, middle 
ware 238 that contains a database management system, and 
applications 240 that are configured to run against the data 
base management system. Similarly, if a user 120 (FIG. 1) 
wants to utilize web server functionality, one or more virtual 
servers 230 having the same software stack 234 based on a 
different preconfigured Stack from the preconfigured Stack 
used for the database management system can be generated 
specifically for that user 120. These software stacks 234 
could, for example, contain operating system 236 of a type 
that is appropriate for web server functions, middleware 238 
that contains a web server management system, and applica 
tions 240 that are configured to run against the web server 
management system. It should be understood that Software 
stacks 234 that are adapted to perform various other functions 
within virtualized datacenter environment could be generated 
as well. To this extent, operating system 236 can include any 
operating system now known or later developed. Further, 
middleware 238 and applications 240 can include any solu 
tions that can be envisioned for providing the desired func 
tionality for a particular virtual server 230. 
0040. However, insuring that virtual servers 230 are cre 
ated using standardized preconfigured Stacks does not guar 
antee that a particular instance of virtual server 230 will 
remain within acceptable parameters once a user 120 (FIG. 1) 
begins utilizing it. For example, one user 120 may make an 
inadvertent change to a software stack 234 that makes the 
corresponding virtual server 230 non-compliant. Alterna 
tively, a user 120 may make an intentional change to a soft 
ware stack 234 without knowledge that the change has made 
the software stack 234 non-compliant. Still further, a non 
compliant change can be introduced maliciously, such as 
from malware that has been inadvertently loaded onto virtual 
server 230 by user 120. In any case, such non-compliant 
changes in the Software stack 234 of a particular instance of 
virtual server 230 can cause virtual server 230 to function 
inefficiently or incorrectly. Because, the physical space uti 
lized by virtual server 230 is utilized also by other virtual 
servers 230 (FIG. 2) as well, changes of this sort can cause an 
immediate or gradual degradation of virtualized datacenter 
environment 200 system functions. 
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0041. To counteract this problem, solutions have been pro 
posed for passively monitoring a virtual server 230 to detect 
deviation in the virtual server 230 deriving from such non 
compliant changes. FIG. 3 illustrates one such prior art solu 
tion in which a passive monitoring agent 242 is installed in 
every instance of virtual server 234 in the virtualized data 
center environment 200. However, the inventors of the 
present application have discovered some shortcomings of 
this approach. For example, as shown in FIG.3 the addition of 
passive monitoring agent 242 to virtual server 230 uses 
resources, expanding the “footprint of virtual server 230 
within virtualized datacenter environment 200. Although this 
expanded footprint may be small in absolute terms for a single 
virtual server 230, it can become significant in a system, Such 
as virtualized datacenter environment 200 in which a very 
large number of virtual servers 234, each of which has its own 
passive monitoring agent 242, are competing for resources on 
physical server 210. In addition, the inventors of the present 
invention have discovered that if each passive monitoring 
agent 242 is required to report to a central detection server 
350 (FIG. 4) the combined output 250 from the reporting 
passive monitoring agents 242 can constrict, if not over 
whelm, communications across network 220 (FIG. 2). Still 
further, because of the rapidly evolving nature of threats due 
to malware, passive monitoring agent 242 may need to be 
updated frequently. The large number of passive monitoring 
agents 242 in the virtual servers 234 in virtualized datacenter 
environment 200 can require significant resources for locat 
ing, checking the status of the virtual servers 234 and updat 
ing the passive monitoring agents 242, if necessary. 
0042 Turning now to FIG. 4, an environment 300 that 
includes an example physical server 310 having an indexing 
appliance 340 according to embodiments of the invention is 
shown. As illustrated, indexing appliance 340 is separate 
from virtual servers 330 on physical server 310 in virtualized 
datacenter environment 300, and can itselfbe a virtual server 
330. Indexing appliance 340 contains an indexing agent 342 
that can perform passive monitoring services for the entire 
physical server 310. Indexing agent 342 can access any 
instance of virtual server 330 via virtualization hypervisor 
232 (FIG.3) to performall of the functions that are necessary 
for passive monitoring. One result of this is that passive 
monitoring agents 242 (FIG.3) can be removed entirely from 
all instances of virtual server 330. Thus, the overall amount of 
resources dedicated to passive monitoring can be signifi 
cantly reduced even when the amount of resources that are 
dedicated to the indexing appliance 340 are taken into 
acCOunt. 

0043 Turning now to FIGS. 1, 3 and 4, concurrently, 
virtual image retriever module 144, as executed by computer 
system 102, can retrieve a virtual image 332 of a particular 
instance of virtual server 330 for which passive monitoring is 
desired using indexing agent 342. This retrieving can be in 
response to a request sent to indexing appliance 340 from a 
central detection server 350 that instructs indexing appliance 
340 to perform passive monitoring on a particular instance of 
virtual server 330 and provides an address at which the virtual 
server 330 instance is located. In some embodiments, index 
ing agent 342 can then instruct virtualization hypervisor 232 
of virtual server 330 to perform a checkpoint operation in 
virtual server 330. In these embodiments the checkpoint 
operation can be a function within virtualization hypervisor 
232 that takes a “snapshot' virtual image 332 of the software 
stack 234 of the virtual server 330. Virtual image 332 can 
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include data corresponding to both the file system and run-
ning state, as well as any other information in software stack 
234 at the time of the "snapshot". 

[0044] In other embodiments, the instruction to checkpoint 
virtual server 330 can originate from places other than index-
ing appliance 340. For example, checkpoint operations can 
automatically occur periodically, such as part of a backup 
and/or recovery operation. However, the present invention 
does not depend on the manner in which virtual image 332 
was produced, but rather any solution for producing a virtual 
image 332 of a software stack 234 of a virtual server 330 now 
known or later developed is envisioned. In any event, upon 
creation, virtual image 332 can be retrieved directly by index-
ing agent 342. In the alternative, virtual image 332 can be 
stored in a storage system 318 for later retrieval by indexing 
agent 342. It should be understood that storage system 318 
can be included within and/or can be external to physical 
server 310 and can utilize any storage solution. 

[0045] Referring still to FIGS. 1, 3 and 4, concurrently, 
virtual image indexing module 146, as executed by computer 
system 102, can index the virtual image 332 of a virtual server 
330 retrieved by virtual image retriever module 144. This 
indexing can be performed by indexing agent 342 within 
indexing appliance 340. As such, the indexing is performed 
outside of virtual server 330, itself, and can be performed 
without utilizing agents executing within virtual server 330. 
The indexing process can scan software stack 234 contained 
within virtual image 332 to extract features 334 of interest. 
Information indicating which elements of software stack 234 
should be included in extracted features 334 can be config-
ured for flexibility. These extracted features 334 can include 
information such as metadata about one or more of the files in 
software stack 234 (e.g., their path names, file sizes, last 
modified date), a checksum of the contents of the files, and/or 
any other information from software stack 234 that can be 
used to detect changes in virtual server 330. In some embodi-
ments, the contents of every file are not examined. Instead, 
only extracted features 334 that have been designated as 
being sensitive components of virtual server 330 need be 
extracted for use in analysis. Further, extracted features 334 
could vary based on the type of passive monitoring is to be 
performed. For example, if the passive monitoring includes 
scanning for malware, executable files or other files in which 
malware is likely to be found can be included. In the alterna-
tive, control files of other such data files pertaining to con-
formance of virtual server 330 with an original template can 
be included in a drift detection type of passive monitoring. In 
any case, if analysis is to be performed on central detection 
server 350, extracted features 334 can then be forwarded to 
central detection server 350. However, it should be under-
stood that analysis could also be performed on-site at physical 
server 310. 

[0046] Referring still to FIGS. 1, 3 and 4, concurrently, 
virtual image analyzer module 148, as executed by computer 
system 102, can analyze extracted features 334 to perform 
passive monitoring of virtual server 330. This analysis can 
differ based on the type of passive monitoring is being per-
formed. For example, in a drift detection analysis, virtual 
image analyzer module 148 can compare one or more ele-
ments of extracted features 334 with at least a portion of a 
corresponding pre-configured software stack 352. By com-
paring these two, virtual image analyzer module 148 can 
compute the difference between the file system structure, 
contents, state, etc., of each. This difference can consist of, for 
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example, three parts: data that has been added, data that have 
been deleted, and data that has been modified, all relative to 
pre-configured software stack 352. In contrast, in a malware 
type analysis, extracted features 334 can be compared with 
signatures of known malware agents. 

[0047] Referring now to FIG. 5, example comparison 
analyses 400 according to embodiments of the invention are 
shown. As illustrated, three sets of index results data 420 are 
being analyzed. These three sets of index results data 420 are 
being compared with two pre-configured stacks 410. As 
shown, extracted features 414A and 414B are from virtual 
servers 330 (FIG. 4) that were created from the same pre-
configured stack, and, as such are being compared with the 
same set of stack data 412A. In contrast, extracted features 
414C has been taken from a virtual server 330 of a different 
type created from a different pre-configured stack and is 
being compared with stack data 412B. Extracted features 
414A is illustrated as having only acceptable changes 424, 
and, as such, the comparison with stack data 412A will yield 
only relatively small differences. In contrast, extracted fea-
tures 414B and 414C both have non-compliant changes 424, 
426 so both of these comparisons will yield large differences 
when compared with their respective stack data 412A, 412B. 

[0048] Referring back to FIGS. 1, 3 and 4, concurrently, 
once these differences have been ascertained, passive moni-
toring can be performed by applying rules 354 (FIG. 4) that 
define what changes are non-compliant. Passive monitoring 
can include one or more of such activities as scanning a file 
system to perform a compliance check, scanning a registry to 
determine which applications are currently installed on the 
system, security scanning, file system inspection, license 
usage monitoring, drift detection, and/or the like. The rules 
354 used to perform the passive monitoring can be configured 
by an administrator, a user, a third party vendor or anyone else 
who needs to evaluate virtual server 330 for non-compliant 
changes (e.g., drift, malware, etc.). Rules 354 can also be 
inferred statistically by analyzing differences that occur 
across many virtual servers 330 in virtualized datacenter 
environment 300 within a tolerance; can be inferred by auto-
matically classifying files as unvarying (for example, 
executables), rarely changing (configuration files), or con-
stantly changing (log files); and/or can be inferred from exter-
nal sources of information such as a description of a cluster's 
configuration based on an evaluation performed by an evalu-
ation tool. Similar rule-based invariants can be used to detect 
anomalies or malicious behavior on memory state. Examples 
of these include, but are not limited to: detecting unknown 
processes, suspicious network connections, and modifica-
tions of code segments. 

[0049] In the case that non-compliant change is detected in 
virtual server 330, remedial action can be taken with respect 
to virtual server 330. For example, in the case of inadvertent 
or non-malicious intentional changes to a particular file, pre-
configured software stack 352 can be used to repair only the 
non-compliant portions of software stack 234. In other cases, 
a more substantial portion of the software stack 234 may need 
to be replaced to remedy the non-compliant change. Further, 
in some instances, such as a pervasive malware attack, the 
virtual server 330 may need to be terminated and replaced 
with a new virtual server 330 generated using a pre-config-
ured software stack 352. It should be understood that any 
solution for repairing software, and in particular a virtual 
server 330, now known or later developed is envisioned. 
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include data corresponding to both the file system and run 
ning state, as well as any other information in Software stack 
234 at the time of the 'snapshot'. 
0044. In other embodiments, the instruction to checkpoint 
virtual server 330 can originate from places other than index 
ing appliance 340. For example, checkpoint operations can 
automatically occur periodically, Such as part of a backup 
and/or recovery operation. However, the present invention 
does not depend on the manner in which virtual image 332 
was produced, but rather any solution for producing a virtual 
image 332 of a software stack 234 of a virtual server 330 now 
known or later developed is envisioned. In any event, upon 
creation, virtual image 332 can be retrieved directly by index 
ing agent 342. In the alternative, virtual image 332 can be 
stored in a storage system 318 for later retrieval by indexing 
agent 342. It should be understood that storage system 318 
can be included within and/or can be external to physical 
server 310 and can utilize any storage solution. 
0045 Referring still to FIGS. 1, 3 and 4, concurrently, 
virtual image indexing module 146, as executed by computer 
system 102, can index the virtual image 332 of a virtual server 
330 retrieved by virtual image retriever module 144. This 
indexing can be performed by indexing agent 342 within 
indexing appliance 340. As such, the indexing is performed 
outside of virtual server 330, itself, and can be performed 
without utilizing agents executing within virtual server 330. 
The indexing process can scan Software stack 234 contained 
within virtual image 332 to extract features 334 of interest. 
Information indicating which elements of software stack 234 
should be included in extracted features 334 can be config 
ured for flexibility. These extracted features 334 can include 
information Such as metadata about one or more of the files in 
Software stack 234 (e.g., their path names, file sizes, last 
modified date), a checksum of the contents of the files, and/or 
any other information from software stack 234 that can be 
used to detect changes in virtual server 330. In some embodi 
ments, the contents of every file are not examined. Instead, 
only extracted features 334 that have been designated as 
being sensitive components of virtual server 330 need be 
extracted for use in analysis. Further, extracted features 334 
could vary based on the type of passive monitoring is to be 
performed. For example, if the passive monitoring includes 
scanning for malware, executable files or other files in which 
malware is likely to be found can be included. In the alterna 
tive, control files of other such data files pertaining to con 
formance of virtual server 330 with an original template can 
be included in a drift detection type of passive monitoring. In 
any case, if analysis is to be performed on central detection 
server 350, extracted features 334 can then be forwarded to 
central detection server 350. However, it should be under 
stood that analysis could also be performed on-site at physical 
Server 310. 

0046 Referring still to FIGS. 1, 3 and 4, concurrently, 
virtual image analyzer module 148, as executed by computer 
system 102, can analyze extracted features 334 to perform 
passive monitoring of virtual server 330. This analysis can 
differ based on the type of passive monitoring is being per 
formed. For example, in a drift detection analysis, virtual 
image analyzer module 148 can compare one or more ele 
ments of extracted features 334 with at least a portion of a 
corresponding pre-configured software stack 352. By com 
paring these two, virtual image analyzer module 148 can 
compute the difference between the file system structure, 
contents, state, etc., of each. This difference can consist of for 
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example, three parts: data that has been added, data that have 
been deleted, and data that has been modified, all relative to 
pre-configured Software stack 352. In contrast, in a malware 
type analysis, extracted features 334 can be compared with 
signatures of known malware agents. 
0047 Referring now to FIG. 5, example comparison 
analyses 400 according to embodiments of the invention are 
shown. As illustrated, three sets of index results data 420 are 
being analyzed. These three sets of index results data 420 are 
being compared with two pre-configured Stacks 410. As 
shown, extracted features 414A and 414B are from virtual 
servers 330 (FIG. 4) that were created from the same pre 
configured Stack, and, as such are being compared with the 
same set of Stack data 412A. In contrast, extracted features 
414C has been taken from a virtual server 330 of a different 
type created from a different pre-configured Stack and is 
being compared with stack data 412B. Extracted features 
414A is illustrated as having only acceptable changes 424, 
and, as such, the comparison with Stack data 412A will yield 
only relatively small differences. In contrast, extracted fea 
tures 414B and 414C both have non-compliant changes 424, 
426 so both of these comparisons will yield large differences 
when compared with their respective stack data 412A, 412B. 
0048 Referring back to FIGS. 1, 3 and 4, concurrently, 
once these differences have been ascertained, passive moni 
toring can be performed by applying rules 354 (FIG. 4) that 
define what changes are non-compliant. Passive monitoring 
can include one or more of such activities as scanning a file 
system to perform a compliance check, Scanning a registry to 
determine which applications are currently installed on the 
system, security Scanning, file system inspection, license 
usage monitoring, drift detection, and/or the like. The rules 
354 used to perform the passive monitoring can be configured 
by an administrator, a user, a third party vendor or anyone else 
who needs to evaluate virtual server 330 for non-compliant 
changes (e.g., drift, malware, etc.). Rules 354 can also be 
inferred statistically by analyzing differences that occur 
across many virtual servers 330 in virtualized datacenter 
environment 300 within a tolerance; can be inferred by auto 
matically classifying files as unvarying (for example, 
executables), rarely changing (configuration files), or con 
stantly changing (log files); and/or can be inferred from exter 
nal sources of information Such as a description of a cluster's 
configuration based on an evaluation performed by an evalu 
ation tool. Similar rule-based invariants can be used to detect 
anomalies or malicious behavior on memory state. Examples 
of these include, but are not limited to: detecting unknown 
processes, Suspicious network connections, and modifica 
tions of code segments. 
0049. In the case that non-compliant change is detected in 
virtual server 330, remedial action can be taken with respect 
to virtual server 330. For example, in the case of inadvertent 
or non-malicious intentional changes to a particular file, pre 
configured software stack 352 can be used to repair only the 
non-compliant portions of software stack 234. In other cases, 
a more substantial portion of the software stack 234 may need 
to be replaced to remedy the non-compliant change. Further, 
in Some instances, such as a pervasive malware attack, the 
virtual server 330 may need to be terminated and replaced 
with a new virtual server 330 generated using a pre-config 
ured software stack 352. It should be understood that any 
Solution for repairing software, and in particular a virtual 
server 330, now known or later developed is envisioned. 
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[0050] Referring now to FIGS. 2 and 4 concurrently, an 
advantage of this design is that it allows the indexing logic to 
be offloaded to locations that are physically proximate to 
where the systems that need to be monitored are actually 
running, thereby improving its scalability. As an example, say 
there are 100 physical servers 210, 212, 214, 216 in virtual-
ized datacenter environment 200, and each physical server is 
hosting 25 virtual servers 230. By running indexing appliance 
340 on each physical server 210, 212, 214, 216 (i.e., a 26th
virtual server 230 on each physical server 210, 212, 214, 216), 
a single instance of indexing appliance 340 can provide 
indexing services to 25 virtual servers 230 that are co-located 
with it. As an optimization, the virtual server 230 that includes 
indexing appliance 340 can be kept suspended (so that it uses 
little or no CPU and/or memory resources on physical server 
200) when the indexing operation is not running. 

[0051] Another advantage of this design is that it allows an 
administrator user 120 to perform simple bandwidth optimi-
zations for network 220 to lower the volume of data used to 
communicate extracted features 334 back to central detection 
server 350. For example, the invention can locally maintain a 
cache of extracted features 334 that have been extracted from 
indexing performed on a virtual image 332 generated from an 
earlier scan of the same virtual server 330 (e.g., an earlier 
point-in-time checkpoint of that system), and only send those 
extracted features 334 that changed since that earlier scan to 
central passive monitoring server 350. This optimization can 
greatly cut down the amount of data transmitted over network 
220. A per-server agent based approach cannot perform such 
optimizations. 

[0052] Turning now to FIG. 6, an example flow diagram 
according to embodiments of the invention is shown. As 
illustrated, in 51, virtual server accessor module 142 (FIG. 1), 
as executed by computer system 102 (FIG. 1), accesses vir-
tual server 330 (FIG. 4). This virtual server 330 (FIG. 4) can 
be one of a plurality of virtual server 330 (FIG. 4) instances on 
a common physical server 310 (FIG. 4). The accessing can be 
by indexing agent 342 (FIG. 4) that is contained in indexing 
appliance 340 (FIG. 4). This indexing appliance 340 (FIG. 4) 
can be separate from virtual server 330 (FIG. 4) and, as such, 
S1 can be performed without utilizing agents executing 
within virtual server 330 (FIG. 4). In S2, virtual image 
retriever module 144 (FIG. 1), as executed by computer sys-
tem 102 (FIG. 1), retrieves virtual image 332 (FIG. 4) of 
virtual server 330 (FIG. 4) using indexing agent 342 (FIG. 4). 
Because indexing agent 342 (FIG. 4) is separate from virtual 
server 330 (FIG. 4), S2 can be performed without utilizing 
agents executing within virtual server 330 (FIG. 4). In S3, 
virtual image indexing module 146 (FIG. 1), as executed by 
computer system 102 (FIG. 1), 146 indexes virtual image 332 
(FIG. 4) using indexing agent (FIG. 4)342 to extract extracted 
features (FIG. 4) 334 that indicate changes in virtual server 
330 (FIG. 4). In S4, virtual image analyzer module 148 (FIG. 
1), as executed by computer system 102 (FIG. 1), analyzes 
extracted features 334 (FIG. 4) to perform passive monitoring 
of virtual server 330. 

[0053] While shown and described herein as a method and 
system for passively monitoring a computer system, it is 
understood that aspects of the invention further provide vari-
ous alternative embodiments. For example, in one embodi-
ment, the invention provides a computer program fixed in at 
least one computer-readable medium, which when executed, 
enables a computer system to passively monitor a computer 
system. To this extent, the computer-readable medium 
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includes program code, such as passive monitoring program 
140 (FIG. 1), which implements some or all of a process 
described herein. It is understood that the term "computer-
readable medium" comprises one or more of any type of 
tangible medium of expression, now known or later devel-
oped, from which a copy of the program code can be per-
ceived, reproduced, or otherwise communicated by a com-
puting device. For example, the computer-readable medium 
can comprise: one or more portable storage articles of manu-
facture; one or more memory/storage components of a com-
puting device; and/or the like. 
[0054] In another embodiment, the invention provides a 
method of providing a copy of program code, such as passive 
monitoring program 140 (FIG. 1), which implements some or 
all of a process described herein. In this case, a computer 
system can process a copy of program code that implements 
some or all of a process described herein to generate and 
transmit, for reception at a second, distinct location, a set of 
data signals that has one or more of its characteristics set 
and/or changed in such a manner as to encode a copy of the 
program code in the set of data signals. Similarly, an embodi-
ment of the invention provides a method of acquiring a copy 
of program code that implements some or all of a process 
described herein, which includes a computer system receiv-
ing the set of data signals described herein, and translating the 
set of data signals into a copy of the computer program fixed 
in at least one computer-readable medium. In either case, the 
set of data signals can be transmitted/received using any type 
of communications link. 
[0055] In still another embodiment, the invention provides 
a method of generating a system for passively monitoring a 
computer system. In this case, a computer system, such as 
computer system 120 (FIG. 1), can be obtained (e.g., created, 
maintained, made available, etc.) and one or more compo-
nents for performing a process described herein can be 
obtained (e.g., created, purchased, used, modified, etc.) and 
deployed to the computer system. To this extent, the deploy-
ment can comprise one or more of: (1) installing program 
code on a computing device; (2) adding one or more comput-
ing and/or I/O devices to the computer system; (3) incorpo-
rating and/or modifying the computer system to enable it to 
perform a process described herein; and/or the like. 
[0056] The terms "first," "second," and the like, if and 
where used herein do not denote any order, quantity, or impor-
tance, but rather are used to distinguish one element from 
another, and the terms "a" and "an" herein do not denote a 
limitation of quantity, but rather denote the presence of at 
least one of the referenced item. The modifier "approxi-
mately", where used in connection with a quantity is inclusive 
of the stated value and has the meaning dictated by the con-
text, (e.g., includes the degree of error associated with mea-
surement of the particular quantity). The suffix "(s)" as used 
herein is intended to include both the singular and the plural 
of the term that it modifies, thereby including one or more of 
that term (e.g., the metal(s) includes one or more metals). 
Ranges disclosed herein are inclusive and independently 
combinable (e.g., ranges of "up to approximately 25 wt %, or, 
more specifically, approximately 5 wt % to approximately 20 
wt %", is inclusive of the endpoints and all intermediate 
values of the ranges of "approximately 5 wt % to approxi-
mately 25 wt %," etc). 
[0057] The foregoing description of various aspects of the 
invention has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the 
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0050 Referring now to FIGS. 2 and 4 concurrently, an 
advantage of this design is that it allows the indexing logic to 
be offloaded to locations that are physically proximate to 
where the systems that need to be monitored are actually 
running, thereby improving its scalability. As an example, say 
there are 100 physical servers 210, 212, 214, 216 in virtual 
ized datacenter environment 200, and each physical server is 
hosting 25 virtual servers 230. By running indexing appliance 
340 on each physical server 210, 212, 214, 216 (i.e., a 26' 
virtual server 230 on each physical server 210, 212,214,216), 
a single instance of indexing appliance 340 can provide 
indexing services to 25 virtual servers 230 that are co-located 
with it. As an optimization, the virtual server 230 that includes 
indexing appliance 340 can be kept Suspended (so that it uses 
little or no CPU and/or memory resources on physical server 
200) when the indexing operation is not running. 
0051. Another advantage of this design is that it allows an 
administrator user 120 to perform simple bandwidth optimi 
zations for network 220 to lower the volume of data used to 
communicate extracted features 334 back to central detection 
server 350. For example, the invention can locally maintain a 
cache of extracted features 334 that have been extracted from 
indexing performed on a virtual image 332 generated from an 
earlier scan of the same virtual server 330 (e.g., an earlier 
point-in-time checkpoint of that system), and only send those 
extracted features 334 that changed since that earlier scan to 
central passive monitoring server 350. This optimization can 
greatly cut down the amount of data transmitted over network 
220. A per-server agent based approach cannot perform such 
optimizations. 
0052 Turning now to FIG. 6, an example flow diagram 
according to embodiments of the invention is shown. As 
illustrated, in 51, virtual server accessor module 142 (FIG.1), 
as executed by computer system 102 (FIG. 1), accesses vir 
tual server 330 (FIG. 4). This virtual server 330 (FIG. 4) can 
be one of a plurality of virtual server 330 (FIG. 4) instances on 
a common physical server 310 (FIG. 4). The accessing can be 
by indexing agent 342 (FIG. 4) that is contained in indexing 
appliance 340 (FIG. 4). This indexing appliance 340 (FIG. 4) 
can be separate from virtual server 330 (FIG. 4) and, as such, 
S1 can be performed without utilizing agents executing 
within virtual server 330 (FIG. 4). In S2, virtual image 
retriever module 144 (FIG. 1), as executed by computer sys 
tem 102 (FIG. 1), retrieves virtual image 332 (FIG. 4) of 
virtual server 330 (FIG. 4) using indexing agent 342 (FIG. 4). 
Because indexing agent 342 (FIG. 4) is separate from virtual 
server 330 (FIG. 4), S2 can be performed without utilizing 
agents executing within virtual server 330 (FIG. 4). In S3. 
virtual image indexing module 146 (FIG. 1), as executed by 
computer system 102 (FIG. 1), 146 indexes virtual image 332 
(FIG. 4) using indexing agent (FIG. 4)342 to extract extracted 
features (FIG. 4) 334 that indicate changes in virtual server 
330 (FIG. 4). In S4, virtual image analyzer module 148 (FIG. 
1), as executed by computer system 102 (FIG. 1), analyzes 
extracted features 334 (FIG. 4) to perform passive monitoring 
of virtual server 330. 

0053 While shown and described herein as a method and 
system for passively monitoring a computer system, it is 
understood that aspects of the invention further provide vari 
ous alternative embodiments. For example, in one embodi 
ment, the invention provides a computer program fixed in at 
least one computer-readable medium, which when executed, 
enables a computer system to passively monitor a computer 
system. To this extent, the computer-readable medium 
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includes program code, such as passive monitoring program 
140 (FIG. 1), which implements some or all of a process 
described herein. It is understood that the term “computer 
readable medium' comprises one or more of any type of 
tangible medium of expression, now known or later devel 
oped, from which a copy of the program code can be per 
ceived, reproduced, or otherwise communicated by a com 
puting device. For example, the computer-readable medium 
can comprise: one or more portable storage articles of manu 
facture; one or more memory/storage components of a com 
puting device; and/or the like. 
0054. In another embodiment, the invention provides a 
method of providing a copy of program code, Such as passive 
monitoring program 140 (FIG.1), which implements some or 
all of a process described herein. In this case, a computer 
system can process a copy of program code that implements 
Some or all of a process described herein to generate and 
transmit, for reception at a second, distinct location, a set of 
data signals that has one or more of its characteristics set 
and/or changed in Such a manner as to encode a copy of the 
program code in the set of data signals. Similarly, an embodi 
ment of the invention provides a method of acquiring a copy 
of program code that implements some or all of a process 
described herein, which includes a computer system receiv 
ing the set of data signals described herein, and translating the 
set of data signals into a copy of the computer program fixed 
in at least one computer-readable medium. In either case, the 
set of data signals can be transmitted/received using any type 
of communications link. 

0055. In still another embodiment, the invention provides 
a method of generating a system for passively monitoring a 
computer system. In this case, a computer system, Such as 
computer system 120 (FIG. 1), can be obtained (e.g., created, 
maintained, made available, etc.) and one or more compo 
nents for performing a process described herein can be 
obtained (e.g., created, purchased, used, modified, etc.) and 
deployed to the computer system. To this extent, the deploy 
ment can comprise one or more of: (1) installing program 
code on a computing device; (2) adding one or more comput 
ing and/or I/O devices to the computer system; (3) incorpo 
rating and/or modifying the computer system to enable it to 
perform a process described herein; and/or the like. 
0056. The terms “first,” “second, and the like, if and 
where used herein do not denote any order, quantity, or impor 
tance, but rather are used to distinguish one element from 
another, and the terms “a” and “an herein do not denote a 
limitation of quantity, but rather denote the presence of at 
least one of the referenced item. The modifier “approxi 
mately, where used in connection with a quantity is inclusive 
of the stated value and has the meaning dictated by the con 
text, (e.g., includes the degree of error associated with mea 
surement of the particular quantity). The suffix "(s)' as used 
herein is intended to include both the singular and the plural 
of the term that it modifies, thereby including one or more of 
that term (e.g., the metal(s) includes one or more metals). 
Ranges disclosed herein are inclusive and independently 
combinable (e.g., ranges of “up to approximately 25 wt %, or, 
more specifically, approximately 5 wt % to approximately 20 
wt %', is inclusive of the endpoints and all intermediate 
values of the ranges of “approximately 5 wt % to approxi 
mately 25 wt %,” etc). 
0057 The foregoing description of various aspects of the 
invention has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the 
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invention to the precise form disclosed, and obviously, many 
modifications and variations are possible. Such modifications 
and variations that may be apparent to an individual in the art 
are included within the scope of the invention as defined by 
the accompanying claims. 

What is claimed is: 
1. A method for passively monitoring a computer system, 

comprising: 
accessing a virtual server by an indexing agent that is 

contained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plurality 
of virtual system instances on a common physical 
server; 

retrieving a virtual image of the virtual server by the index-
ing agent; 

indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
server. 

2. The method of claim 1, further comprising generating 
the plurality of virtual system instances using a pre-config-
ured software stack. 

3. The method of claim 2, wherein the analyzing includes 
comparing an element of the set of features with at least a 
portion of the pre-configured software stack. 

4. The method of claim 1, the analyzing further compris-
ing: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi-
tive components. 

5. The method of claim 1, wherein the indexing appliance 
is included in a virtual system instance on the common physi-
cal server that is different from the virtual server. 

6. The method of claim 1, further comprising, prior to the 
retrieving: 

establishing a checkpoint using a built-in snapshot feature 
of a virtualization layer of the virtual server; and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check-
point. 

7. The method of claim 1, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server; 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server; 
and 

performing the analyzing at the central detection server. 
8. The method of claim 1, wherein the set of features is 

indicative of whether drift has occurred in the virtual server 
and wherein the analyzing includes determining whether drift 
has occurred in the virtual server. 

9. A system for passively monitoring a computer system, 
comprising: 

a physical server having a plurality of virtual system 
instances operating thereon; and 

an indexing appliance operating on the physical server, 
which performs a method comprising: 
using an indexing agent that is contained in the indexing 

appliance to access a virtual server from among the 
plurality of virtual systems instances, the virtual 
server being separate from the indexing appliance; 

retrieving a virtual image of the virtual server by the 
indexing agent; 

indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
server. 

10. The system of claim 9, the method further comprising 
generating the plurality of virtual system instances using a 
pre-configured software stack. 

11. The system of claim 9, wherein the indexing includes 
comparing an element of the set of features with at least a 
portion of the pre-configured software stack. 

12. The system of claim 9, the analyzing further compris-
ing: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi-
tive components. 

13. The system of claim 9, wherein the indexing appliance 
is included in a virtual system instance on the common physi-
cal server that is different from the virtual server. 

14. The system of claim 9, further comprising, prior to the 
retrieving: 

establishing a checkpoint using a built-in snapshot feature 
of a virtualization layer of the virtual server; and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check-
point. 

15. The system of claim 9, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server; 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server; 
and 

performing the analyzing at the central detection server. 
16. The system of claim 9, wherein the set of features is 

indicative of whether drift has occurred in the virtual server 
and wherein the analyzing includes determining whether drift 
has occurred in the virtual server. 

17. A computer program product embodied in a computer 
readable medium for implementing a method for passively 
monitoring a computer system, the method comprising: 

accessing a virtual server by an indexing agent that is 
contained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plurality 
of virtual system instances on a common physical 
server; 

retrieving a virtual image of the virtual server by the index-
ing agent; 
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invention to the precise form disclosed, and obviously, many 
modifications and variations are possible. Such modifications 
and variations that may be apparent to an individual in the art 
are included within the scope of the invention as defined by 
the accompanying claims. 
What is claimed is: 
1. A method for passively monitoring a computer system, 

comprising: 
accessing a virtual server by an indexing agent that is 

contained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plurality 
of virtual system instances on a common physical 
server; 

retrieving a virtual image of the virtual server by the index 
ing agent, 

indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
SeVe. 

2. The method of claim 1, further comprising generating 
the plurality of virtual system instances using a pre-config 
ured Software stack. 

3. The method of claim 2, wherein the analyzing includes 
comparing an element of the set of features with at least a 
portion of the pre-configured software stack. 

4. The method of claim 1, the analyzing further compris 
ing: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi 
tive components. 

5. The method of claim 1, wherein the indexing appliance 
is included in a virtual system instance on the common physi 
cal server that is different from the virtual server. 

6. The method of claim 1, further comprising, prior to the 
retrieving: 

establishing a checkpoint using a built-in Snapshot feature 
of a virtualization layer of the virtual server; and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check 
point. 

7. The method of claim 1, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server, 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server, 
and 

performing the analyzing at the central detection server. 
8. The method of claim 1, wherein the set of features is 

indicative of whether drift has occurred in the virtual server 
and wherein the analyzing includes determining whether drift 
has occurred in the virtual server. 

9. A system for passively monitoring a computer system, 
comprising: 

a physical server having a plurality of virtual system 
instances operating thereon, and 
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an indexing appliance operating on the physical server, 
which performs a method comprising: 
using an indexing agent that is contained in the indexing 

appliance to access a virtual server from among the 
plurality of virtual systems instances, the virtual 
server being separate from the indexing appliance; 

retrieving a virtual image of the virtual server by the 
indexing agent, 

indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
SeVe. 

10. The system of claim 9, the method further comprising 
generating the plurality of virtual system instances using a 
pre-configured Software stack. 

11. The system of claim 9, wherein the indexing includes 
comparing an element of the set of features with at least a 
portion of the pre-configured Software stack. 

12. The system of claim 9, the analyzing further compris 
ing: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi 
tive components. 

13. The system of claim 9, wherein the indexing appliance 
is included in a virtual system instance on the common physi 
cal server that is different from the virtual server. 

14. The system of claim 9, further comprising, prior to the 
retrieving: 

establishing a checkpoint using a built-in Snapshot feature 
of a virtualization layer of the virtual server; and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check 
point. 

15. The system of claim 9, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server, 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server, 
and 

performing the analyzing at the central detection server. 
16. The system of claim 9, wherein the set of features is 

indicative of whether drift has occurred in the virtual server 
and wherein the analyzing includes determining whether drift 
has occurred in the virtual server. 

17. A computer program product embodied in a computer 
readable medium for implementing a method for passively 
monitoring a computer system, the method comprising: 

accessing a virtual server by an indexing agent that is 
contained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plurality 
of virtual system instances on a common physical 
server; 

retrieving a virtual image of the virtual server by the index 
ing agent, 
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indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
server. 

18. The program product of claim 17, the method further 
comprising generating the plurality of virtual system 
instances using a pre-configured software stack. 

19. The program product of claim 17, wherein the analyz-
ing includes comparing an element of the set of features with 
at least a portion of the pre-configured software stack. 

20. The program product of claim 17, the analyzing further 
comprising: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi-
tive components. 

21. The program product of claim 17, wherein the indexing 
appliance is included in a virtual system instance on the 
common physical server that is different from the virtual 
server. 

22. The program product of claim 17, further comprising, 
prior to the retrieving: 

establishing a checkpoint using a built-in snapshot feature 
of a virtualization layer of the virtual server; and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check-
point. 

23. The program product of claim 17, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server; 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server; 
and 

performing the analyzing at the central detection server. 
24. The program product of claim 17, wherein the set of 

features is indicative of whether drift has occurred in the 
virtual server and wherein the analyzing includes determin-
ing whether drift has occurred in the virtual server. 

25. A method for deploying an application for passively 
monitoring a computer system, comprising: 

providing a computer infrastructure being operable to: 
access a virtual server by an indexing agent that is con-

tained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plural-
ity of virtual system instances on a common physical 
server; 

retrieve a virtual image of the virtual server by the index-
ing agent; 

index the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyze at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
server. 

* * 
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indexing the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyzing at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
SeVe. 

18. The program product of claim 17, the method further 
comprising generating the plurality of virtual system 
instances using a pre-configured software stack. 

19. The program product of claim 17, wherein the analyz 
ing includes comparing an element of the set of features with 
at least a portion of the pre-configured software stack. 

20. The program product of claim 17, the analyzing further 
comprising: 

designating a set of sensitive components of the virtual 
server; and 

informing a user in response to the analyzing indicating a 
non-compliant change has occurred in the set of sensi 
tive components. 

21. The program product of claim 17, wherein the indexing 
appliance is included in a virtual system instance on the 
common physical server that is different from the virtual 
SeVe. 

22. The program product of claim 17, further comprising, 
prior to the retrieving: 

establishing a checkpoint using a built-in Snapshot feature 
of a virtualization layer of the virtual server, and 

generating the virtual image containing a file system and a 
running state of the virtual server at a time of the check 
point. 
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23. The program product of claim 17, further comprising: 
receiving, prior to the retrieving, a request from a central 

detection server at the indexing appliance, the request 
requesting the indexing appliance to perform passive 
monitoring on the virtual server, 

forwarding data corresponding to the set of features from 
the indexing appliance to the central detection server, 
and 

performing the analyzing at the central detection server. 
24. The program product of claim 17, wherein the set of 

features is indicative of whether drift has occurred in the 
virtual server and wherein the analyzing includes determin 
ing whether drift has occurred in the virtual server. 

25. A method for deploying an application for passively 
monitoring a computer system, comprising: 

providing a computer infrastructure being operable to: 
access a virtual server by an indexing agent that is con 

tained in an indexing appliance separate from the 
virtual server, the virtual server being one of a plural 
ity of virtual system instances on a common physical 
server; 

retrieve a virtual image of the virtual server by the index 
ing agent, 

index the virtual image by the indexing appliance to 
extract a set of features indicative of changes in the 
virtual server; and 

analyze at least one of the set of features to perform 
passive monitoring of the virtual server, 

wherein the retrieving and the indexing are performed 
without utilizing agents executing within the virtual 
SeVe. 


