[00474] In some embodiments, once the activation server has determined the activation
information from the device or from a look up based on some aspect of the device credentials,
then the activation server initiates the necessary network settings and billing database entries to
be programmed by sending the service profile instructions to the network provisioning and
activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
service plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. The provisioning can be with permanent
credentials or temporary credentials, and the service account that is set up may be permanent or
temporary. In some embodiments, the activation process described above is completed perhaps
before the user has entered some or all of the user information necessary to set up a permanent
service account, and, in these cases, a temporary service account can be set up. In some cases,
the activation process can be completed in the background before the user has completed an
attempt to access the network and the service profile can be set up to provide ambient services to
a temporary service account. In some embodiments, the user is required to enter the information
required to establish a permanent service account prior to gaining full use of the device, either on
the device, on a computer or in the store, so that by the time the user begins using the device the
above activation embodiments can provide for ambient services activation with permanent
account status so that the user can purchase a service upgrade or any transaction without entering

any more account information.

[00475] In some embodiments, a device status is changed from a temporary service
account to a permanent service account. If the device is activated with a temporary service
account, and the user information is available to set up a permanent account, then if the billing
system rules and interfaces allow for such, the user information can be changed from the mock
information to the actual user information while maintaining the same account identifiers in the
billing system. If the billing system will not allow for such, then the user information can be
used to establish a new account, the device credentials can be re-associated with the new
account, in some cases, after modifying one or more of the device credential parameters, and the
network functions can be re-programmed as required, and, in some cases, the device can be re-

programmed as required to accommodate the new permanent account.
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[00476] In some embodiments, code on the device pulls a temporary or permanent set of
credentials. When the credentials are pulled, the network associates the device with an ambient
service profile according to one or more of the following: embedded device information
identifying device type, service owner (e.g., VSP), user group, or user, or device ID is cross
referenced to a database that is populated some time from manufacturing time to post sale where
the database provides information identifying device type, service owner (e.g., VSP), user group,
or user. The device is then re-directed accordingly (e.g., for device based this is a matter of
setting the policies or loading the software for the service processor, for the network based
approach this is a matter of populating the routing tables and service profile). For example,
credentials can be re-cycled after a period of time, and/or some portion of the credentials can be
redundant with other devices. For example, this is essentially a dynamic service for
(temporarily) assigning device credentials, and the duration of the temporary credential validity
for that device ID can be time limited to give the user time to activate a real account or a free
trial, session limited, or a longer duration of time that is perhaps refreshed each time the device
logs on. For example, the device could also already have permanent or temporary credentials but
not have a service account. The above process can be used to assign a temporary or permanent
service account as well. Once the service account is assigned and the appropriate service profile
is propagated to the network elements, the device can then be directed to or use the appropriate

activation profile service activities or the appropriate ambient service activities.

[00477] In some embodiments, the device is activated in the background in a manner that
is virtually transparent to the user. For example, at some point in the distribution channel, the
device is programmed to seek the activation server system described above as soon as it is turned
on, or as soon as some other event occurs like the user using the device or the user attempting to
gain access. When the pre-programmed event is triggered, the device connects to the network
and the gateways or routers re-direct the device to an activation server, as discussed above. As
also described herein, the activation server either derives information from the device that
informs the server what service the device should be activated with, or the server derives that
information from a database look up with a portion of the device credentials as the cross
reference parameter. Once the activation server has determined the activation information from
the device or from a look up based on some aspect of the device credentials, then the activation

server causes all the necessary network settings and billing database entries to be
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configured/programmed by sending the service profile instructions to the network provisioning
and activation apparatus and the service plan instructions to the billing system. In some
embodiments, the activation server can then also send the any necessary service profile and/or
service plan settings required for the device to a provisioning and activation support software
function on the device, such as various embodiments of the service processor, so that the device
provisioning and activation can be completed. For example, the provisioning can be with
permanent credentials or temporary credentials, and the service account that is set up can be

permanent or temporary.

[00478] In some embodiments, background activation is performed using the
aforementioned activate/suspend process. At some point in the distribution channel, the device
is programmed to seek to resume service as soon as it is turned on, or as soon as some other
event occurs like the user using the device or the user attempting to gain access. When the pre-
programmed event is triggered, the device attempts to connect to the network and the gateways
or routers re-direct the device to an activation server as described herein. As also described
herein, the activation server either derives information from the device that informs the server
that the device is ready to resume service, or the server derives that information from a database
look up with a portion of the device credentials as the cross reference parameter. Once the server
is aware of this information, it sends a message to resume service to the billing system, or other

network function that controls the suspend/resume function, and the service is resumed.

[00479] In some embodiments, background activation is performed as described below.
The service processor and the credentials are pre-programmed during the manufacturing or
distribution process to provide the desired service profile support and/or billing profile support
for the desired initial ambient service. As described herein, this programming can be
accomplished with dedicated apparatus at the manufacturer or distribution depot. Furthermore,
the party responsible for defining the service (e.g., typically the central provider, OEM, VSP,
distributor or master agent) can network into the service processor programming apparatus to
control service processor and/or credential programming for all or a subset or group of the
devices or device types locally available. The service processor enabled device is programmed
to seek the activation server system described above as soon as it is turned on, or as soon as some

other event occurs like the user using the device or the user attempting to gain access. In some
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embodiments, the activation server is the access control server previously discussed or the access
control server can act in concert with another server that performs the activation function. When
the pre-programmed event is triggered, the device connects to the network and the gateways or
routers re-direct the device to the activation server. As also described herein, the activation
server can communicate with the service processor to verify the service processor security

credentials, agents and configuration.

[00480] In some embodiments, if the activation server determines that the pre-
programmed settings stored in the service processor need to be modified to provide the latest
version of the desired service, or if the service processor agent software needs to be updated,
then this can be accomplished prior to completing the activation process. Once the service
processor configuration and settings are confirmed, the activation server causes the necessary
network settings and billing database entries to be programmed by sending the service profile
instructions to the network provisioning and activation apparatus and the service plan
instructions to the billing system. Given that the service processor can perform some or much of
the service activity control or control assistance, the service control options are generally larger
than without the service processor, and there can be less configuration to perform for other
networking equipment to complete the provisioning and activation process. The provisioning
can be with permanent credentials or temporary credentials, and the service account that is set up

can be permanent or temporary.

[00481] In some embodiments, pre-programming and pre-activation of devices with
temporary credentials and a temporary service account are used to ship devices that are pre-
activated. Given that the credentials are temporary and can be recycled when the permanent
credentials are assigned, concerns about using up too many pre-assigned credentials are reduced.
In embodiments in which a portion of credentials elements can be used for multiple devices, this
concern is further reduced. If there is a concern about too many activated devices being assigned
that are not actually active and generating service revenue, then the suspend/resume process
discussed herein can be employed. In some embodiments, the temporary credentials and/or
temporary account can be replaced with permanent credentials and/or account assignments at any
time as follows. When a pre-programmed event in the device is triggered, then the device

initiates a program that seeks the aforementioned activation server or another server that has the
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capability of fulfilling the device request to exchange the temporary credentials for permanent
credentials and/or exchange the temporary account for a permanent account. The event that
triggers the credential exchange can be the same or different than the event that triggers the
service account exchange. The service account exchange can typically be triggered by the point

in time that the user enters account information.

[00482] In some embodiments, the aforementioned ambient service is partly implemented
with a combination of the techniques for pre-provisioning during manufacturing or distribution
and at least partially implementing the service activity control (e.g., access control, routing
policy, traffic control, usage limits, and/or policy for usage limit overage) required for
implementing ambient using the service policy provisioning capabilities in the data path
gateways, routers or switches in the network. The gateways, router or switches are pre-
programmed as discussed herein according to the ambient access profile for the device to
implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments, the provisioning
credential elements are not all pre-programmed before the device ships, but a subset of the
credential elements are programmed using the activation server technique discussed herein. This
over the air automated provisioning is combined with the activation server reading the device
credentials to derive the service activity control settings for the gateways, routers or switches that

will result in the desired ambient services activity controls.

[00483] In some embodiments, the aforementioned ambient service is implemented with a
combination of the techniques for pre-activation during manufacturing or distribution and at least
partially implementing the service activity control (e.g., access control, routing policy, traffic
control, usage limits, and/or policy for usage limit overage) required for implementing ambient
using the service policy control capabilities in the data path gateways, routers or switches in the
network. The gateways, router or switches are programmed to recognize the pre-activated
device credentials as discussed herein according to the ambient access profile for the device to
implement the ambient policies for network access control, routing control, traffic control or
service monitoring and reporting for bill by account. In some embodiments, the device
activation profile and/or service account are not pre-programmed in the network and/or the

device before the device ships but the activation profile and/or service account are programmed
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using the activation server technique discussed herein. This over the air automated provisioning
is combined with the activation server reading the device credentials to derive the service profile
activity control settings for the gateways, routers or switches that results in the desired ambient

services activity controls.

[00484] In some embodiment, a VSP capability is enabled by providing a secure network
connection to the service policy settings tools that define the device pre-provisioning settings, the
device pre-activation service profile settings, the network equipment service activity control
policy settings (e.g., access control, routing policy, traffic control, usage limits, and/or policy for
usage limit overage), and the network billing system database. By providing server tools that
enable all these settings to be controlled (or perhaps only observed in the case of the billing
system) by a secure workstation or secure website interface that networks into the equipment that
programs the settings, and providing for a secure partitioning of the devices that can be
controlled by a given secure workstation or secure website interface, a central provider can
provide VSP services to multiple entities who all have different device and service plan
combinations that they desire different flavors of ambient services for. These techniques can
also be extended beyond ambient to any device/service profile/service plan combo the VSP
desires to create. In some embodiments, the networking equipment is implemented to secure
device service group domains in which the service policies for a group of devices can be
controlled. In some embodiments, the pre-provisioning and pre-activation techniques are
substituted with the over the air activation server techniques discussed herein, and a secure
device group partition capability is provided in the activation server as well so that the activation
server device group partition control capabilities can be added to the secure device group
partition control capabilities of the network gateways, routers and/or switches, the device
programming tools and the billing system to form a VSP partition solution for over the air
activation of various device/service plan combinations. In some embodiments, the device groups
are relatively small so that beta trials of arbitrarily large or small size can be designed and
implemented by defining a service control group as described above, and after fine tuning and
perfecting the beta trial settings the device group can be expanded to publish the automated
provisioning and activation service settings to a larger user or device group for production

services.
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[00485] In some embodiments, device based service activity control assistance (e.g., based
on the various service processor embodiments described herein) is combined with simplified
provisioning techniques described herein so that service processor enabled devices can be
shipped with pre-provisioned credentials (temporary or permanent) or can obtain credentials in
an automated manner that is convenient and efficient for the user or device owner. In some
embodiments, the service processor embodiments in combination with the manufacturing and
supply chain credentials and provisioning apparatus described elsewhere provide various
approaches for provisioning pre-provisioned service processor enabled devices. In some
embodiments, the service processor embodiments in combination with the activation server
variants discussed above provide various approaches for over the air or over the network
simplified post-sale provisioning for service processor enabled devices. For example, these
embodiments can also be used for ambient services given that as discussed herein the service
processor has capability to implement service profile policies for deep control of ambient service

activity control.

[00486] In some embodiments, provisioning includes provisioning partial device
credentials that include, for example, a secure certificate that is used to authorize full credential
provisioning and/or activation by performing a process for a later look-up/validation of the full
device credentials. For example, the look-up/validation of the full device credentials can be
performed by a gateway, router or similar network device that re-directs to a provisioning server
and/or activation server or other network components that either: (1) recognizes the partial
credentials that serve as a reference to direct the device communication to a specific
provisioning/activation server determined from the partial credentials; or (2) does not recognize
the partial credentials, and directs the device communication to a less specific
provisioning/activation server that is not necessarily associated with a reference to the partial

credentials.

[00487] In some embodiments, if the partial device credentials (e.g., temporary or
permanent credentials) are being used for provisioning, then the partial credentials are read (e.g.,
and/or other credentials can be looked up based on the partial credentials as described above).
The device is authorized if the proper credentials and/or secure certificate is present. The device

credential provisioning is then completed (e.g., using activation server commands or settings to a
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device based software and/or hardware element), and the credentials are, in some cases, also

communicated to the various network equipment elements.

[00488] In some embodiments, if the partial device credentials are being used for
activation, then partial or full device credential provisioning is performed, such as described
above. A service account (e.g., temporary or permanent service account) is created or looked up
based on the partial device credentials (e.g., a user account associated with the device through
embedded partial or full credentials or a look up process, or based on a dynamically
created/assigned temporary account associated with the device through embedded partial or full
credentials). An initial service profile and, in some cases, an initial service plan (e.g., service
control policy settings including a billing profile) are determined from embedded information
and/or using a look up process (e.g., based on the device type and/or partial or full device
credentials). The device is then programmed to enable access with the service profile and plan,
and, in some cases, the various network components/elements are programmed to enable the
service profile and plan, and, in some cases, proper entries in the billing system are made or

confirmed, and the device credentials are, thus, activated for service.

[00489] In some embodiments, the above described provisioning and/or activation
processes are performed with the provisioning server(s) and/or activation server(s) in the
background with reduced, minimal or no user input required, for example, after the device is sold
to the user and the user turns on the device so that by the time the user attempts to access the

service using the device, the provisioning and/or activation process is already completed.

[00490] In some embodiments, device based service activity control assistance (e.g., based
on the service processor embodiments) is combined with simplified activation techniques
described herein so that service processor enabled devices can be shipped with pre-activated
accounts (temporary or permanent), or can obtain activated account status in an automated
manner that is convenient and efficient for the user or device owner. In some embodiments, the
service processor embodiments in combination with the manufacturing and supply chain
activation and provisioning apparatus described elsewhere provide various approaches for pre-
activated service processor enabled devices. In some embodiments, the service processor

embodiments in combination with the activation server variants discussed above provide various
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approaches for over the air or over the network simplified post-sale account activation for service
processor enabled devices. These embodiments can also be used for ambient services given that
as discussed herein the service processor has capability to implement service profile policies for

deep control of ambient service activity control.

[00491] As discussed herein, in some embodiments for activation, the network AAA (or
other network function) either recognizes one or more aspects of a pre-activated device
credentials and routes the pre-activated device communication to an activation server that is
appropriate for that device (routing information either derived through look up of the credential
aspect or by obtaining the required information directly from the credential itself), or the AAA
(or other network function) does not recognize the credentials and routes the device
communication to an activation server for unrecognized device credentials. In either case, in
some embodiments, one or more of the credential aspects can then be used to perform a
secondary determination of what provisioning and/or activation sequence to perform in
association with the device, or which activation server sequence the device should be directed to.
For example, one or more device credential aspects can be read and used as a cross-reference to
determine a routing for the device communication (or the information required for routing can be
in the device credential information itself) so that the device can be routed to the appropriate

activation server sequence.

[00492] In some embodiments, an activation server sequence can be determined at least in
part by using a browser server or a portal (e.g., http server, https server, WAP server or another
standard or custom protocol server for a browser, embedded or automated browser or a portal
client in the device). In some embodiments, the browser server is an http or https server. The
pre-activated device communication can be routed to the https server in a manner similar to that
described above, and the server can read the information embedded in the https communication
to determine the device credential information required to initiate the correct provisioning
completion and/or activation sequences. For example, the https header information, tokens,
cookies or other secure information communicated over https from a secure embedded client on
the device (or user) can either provide the activation server with the information required to
perform the cross-reference to an appropriate provisioning and/or activation sequence, or the

https embedded information or the embedded client (or user) information can instruct the
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activation server on which services the device is to be provisioned and/or activated on and any
necessary device or user information (e.g., device owner and/or billing information) can be
exchanged, or the device might be provisioned and/or activated first on a free ambient service

with temporary or permanent credentials or account.

[00493] In some embodiments, the service processor can be combined with the pre-
provisioning and pre-activation techniques described above to create an ambient service solution
that will work on roaming networks in which the central provider or VSP has no control or
minimal control over the network elements. For example, the device includes a service
processor pre-programmed for ambient service activity control as discussed herein, and the
device credentials and other settings are pre-provisioned and pre-activated for the central
provider network, all of which is described in numerous embodiments disclosed herein.
Provided that the service provider has a roaming agreement with other service providers, or
provided that the device may gain access to the roaming network, when the device is roaming it
will be capable of ambient connectivity with bill by account functionality and all the other
features of ambient. Furthermore, as also discussed herein, the ambient service activity control
policies can be different for different roaming networks to accommodate the varying network
costs and performance. Also, for example, it would be permissible to sign up for initial services
or additional upgrade services with the central provider while roaming on the roaming partner
network. One of ordinary skill in the art will appreciate that this also allows for creating a VSP
or MVNO for the purpose of creating a clearing house for central provider service activations
according to geography or user choice. By using a global multi-mode modem module, and
maintaining service agreements with a multitude of carriers, the MVNO or VSP can provide
consistent ambient services across multiple carriers and multiple geographies while still
maintaining a good degree of cost control. Using bill by account capabilities, it is also possible
to have an activation agreement where a roaming service provider agrees to refund the cost of
ambient roaming. From the ambient service platform, the VSP or MVNO can then provide
service purchase options to the user based on the carrier networks available to the device, or the
V'SP or MVNO can broker the user off to any of the carriers by activating the device onto the

carriers main central provider service.
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[00494] Accordingly, these embodiments provide flexible capabilities for activating a
device or group of devices with a broad range of service profiles and service plans by simply
programming the device with the proper credentials at some time during manufacturing or
distribution, or simply programming a database associated with the network so that a portion of
the device credentials can be used to look up the desired service profile and service plan. For
example, various activation embodiments described herein are highly convenient for the end user

and need not, in many cases, involve any human intervention.

[00495] The service processor 115, service controller 122, policy implementation and/or
profile implementation and various embodiments disclosed herein are applicable to conventional
communication products as well as machine to machine applications. For example, if the
machine to machine device includes a service processor 115 with an activated account, then the
service profile settings can be optimized for machine communications to provide only the limited
access required to support the particular machine to machine application. This allows for cost
optimized access services and prevents the machine to machine device or access modem from
being misappropriated and used for some other service access than that intended. For example,
by programming the machine to machine communications device at time of manufacture or
during distribution with credentials or partial credentials that provide for automated provisioning
and activation as described herein, the device can be automatically provisioned and activated on
the service network with a service account when deployed, thus eliminating the need for costly
or time consuming human intervention. The various embodiments that make it simpler to
design, manufacture, test and deploy devices may also be equally applied to machine to machine
devices. These embodiments include the service processor 115 developers kit and the automated
provisioning and activation management tools among others. Also, the service analysis and test
tools and the virtual service provider embodiments can also be applied to machine to machine

applications.

Verifiable Device Assisted Services For Intermediate Networking Devices

[00496] It should be appreciated that the various service monitoring, notification, control

and billing embodiments disclosed herein can also be applied to intermediate networking device

applications.
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[00497] In some embodiments, an intermediate networking device is a communications
device in which the service processor 115 is configured at least in part to allow the intermediate
networking device to act as a service intermediary or intermediate connection between the
network and one or more end point devices (e.g., communications devices). In addition, a
service controller 122 or other suitable network functions can be employed to assist with the
verifiable service usage monitoring, control and verification as disclosed in numerous
embodiments described herein. In some embodiments, an intermediate networking device does
this by implementing the service policies required for assisting service usage control of the
intermediate networking device and connecting the network to provide services to one or more
end point devices that are connected to the intermediate networking device. In some
embodiments, the intermediate networking device also monitors the service use activities of the
intermediate networking device and/or the end point devices connected to the intermediate
networking device. In some embodiments, the intermediate networking device and/or end point
device service usage is verified to ensure that the service usage is within the expected ranges for
the policies that are implemented. In some embodiments, the intermediate networking device
connects with the network using one modem technology and connects with the end point devices
using one or more additional technologies. In some embodiments, an intermediate networking
device connects the end point devices to the network by passing, bridging, forwarding, routing,
traffic shaping or otherwise allowing the end point devices to communicate with the network.
Example intermediate networking device embodiments include a Wi-Fi to WWAN (e.g., 2G, 3G,
4G or other wireless wide area networking access technology) bridge or router device, a Wi-Fi to
DSL, cable or fiber gateway device, a WWAN to DSL or Cable femto cell device, a WWAN and
Wi-Fi to DSL, Cable or fiber back-hauled femto cell device, a WWAN to WWAN router device,
a WWAN to WLAN, WPAN or LAN bridge, router or gateway device, or a WWAN back up

connection device for an enterprise router.

[00498] An intermediate networking device can also be provided in some embodiments by
including a bridging, forwarding or routing function between two modems in a communications
enabled device that connects to the network. For example, an intermediate networking device
configuration can be a cell phone, smart phone, mobile internet device or any other mobile
device that includes a WWAN modem and a Wi-Fi, WLAN, WPAN or LAN connection that can

be used to connect to other end point devices. For example, the mobile device WWAN modem
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can connect to the network, a service processor 115 can be included on the device processor to
assist monitoring, controlling and billing for services between the WWAN network and end
point devices connected to a Wi-Fi modem. In addition, a service controller 122 or other suitable
network functions can be employed to assist with verifiable service usage monitoring, control
and verification as disclosed in numerous embodiments disclosed throughout herein. In some
embodiments, the Wi-Fi modem can be configured in access point mode or in ad hoc mode to
communicate with other end point devices in the area covered by the mobile device WLAN
modem. In this manner, a service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments described herein.

[00499] Another example embodiment is a notebook or sub-notebook computer with a
WWAN modem and a Wi-Fi, Ethernet, Firewire, Bluetooth, near field or Zigbee modem in
which the notebook processor has a service processor 115 running on the notebook processor and
the service processor 115 is used to assist monitoring, control and billing for services
communicated between the WW AN network and end point devices connected to the notebook or
sub-notebook WLAN, LAN or WPAN. Another example embodiment is a Wi-Fi hot spot with
a service processor 115 capability. Another example embodiment is a WWAN back up modem
in an access network router where the back up modem connection to the WW AN network is used
when the main wired network connection goes down, and a router processor or a WWAN back
up modem processor runs a service processor 115 to assist monitoring, controlling and billing for
services between the WW AN network and the access router (e.g., the service provider may only
wish to enable a connection when the main wired network is down to ensure that the WWAN
modem is not used for everyday access). In this manner, a service processor 115 and a service
controller 122 or other suitable network functions can be employed to enable the verifiable
service usage monitoring, control and verification as disclosed in numerous embodiments

described herein.

[00500] Another example embodiment is a two-way home gateway configured to perform
various functions such as reading power consumption of the home and/or components in the
home, providing WLAN, WPAN or LAN connectivity for such components or to the power

meters/controllers attached to such components, providing a WWAN or WAN connection to a
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network that reads, records, monitors and/or controls the home and/or component power
consumption, and possibly to provide other wide area network services for other devices in the
home such as computers or entertainment electronics in a similar manner to the WWAN, DSL,
cable and fiber gateway embodiments. The WLAN, WPAN connections can be made with one
or more of Wi-Fi, Zigbee, Bluetooth, NFC or any other suitable wireless modem technology, and
any desired wired LAN connections may be made with one or more of Ethernet, USB, Firewire,
data over cable, data over power line or any other suitable wired modem technology. The
WWAN connections can be made with one or more of 2G (e.g. CDMA 1xRT, GPRS), 3G (e.g.
WCDMA UMTS/HSPA/non-MIMO HSPA+, CDMA EVDOrA/B, 802.16d/e WiMax), 4G (e.g.
LTE, MIMO HSPA+, MIMO 802.16m WiMax) or any other suitable modem technologies and
the wired WAN connections may be made with one or more of DSL, Cable, fiber or any other
wired modem technology. A service processor 115 and a service controller 122 or other suitable
network functions can be employed to enable the verifiable service usage monitoring, control

and verification as disclosed in numerous embodiments disclosed throughout herein.

[00501] In some embodiments, an intermediate networking device can be used to connect
one end point device to a network and assist in implementing service policies, or an intermediate
networking device can connect multiple end point devices to one or more networks and assist in
implementing service policies. In some embodiments, an intermediate networking device can be
associated with one service profile, one service plan or one service account, or an intermediate
networking device can be associated with multiple service profiles, multiple service plans or
multiple service accounts. In some embodiments, end point devices connected to an
intermediate networking device can have service usage policies implemented in aggregate for all
end point devices, or service policies can be implemented differentially for different end point

devices.

[00502] In some embodiments, an intermediate networking device can have a network
connection associated with a single account and manage QOS between end point devices under
one umbrella service profile or collection of profiles. In some embodiments, an intermediate
networking device can treat all connected end point devices equally from a service sharing or
QOS perspective so that, for example, service usage is based on end point device demand and/or

contention. In some embodiments, an intermediate networking device differentiates service
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QOS between different end point devices based on end point device service demand or service
usage patterns, EDP device type or device group, end point device user or user group, end point
device service account status or service plan status, or end point device application type, and/or

traffic type or service type.

[00503] As discussed herein, the service processor 115 function assisting intermediate
networking device implementation can be included on the intermediate networking device, can
be included in part on the intermediate networking device and one or more end point devices, or

can be implemented mainly or entirely on one or more end point devices.

[00504] In some embodiments, an intermediate networking device can be constructed in
which end point devices connect to the intermediate networking device and gain access services
to a WWAN network through a WWAN/Wi-Fi enabled intermediate networking device that is
supplied with services associated with a single account and service profile. The intermediate
networking device service processor 115 can assist in monitoring, control and billing for WWAN
service usage for all end point devices in the area covered by the intermediate networking device
Wi-Fi link. In some embodiments, end point devices receive service on first come first serve
basis with no differentiation. In some embodiments, end point devices receive fair distribution
of services so that if one end point device is using more significantly more service than the other
end point devices, or is demanding more service than the intermediate networking device service
profile settings provide for a single end point device (e.g., “bandwidth hogging”), then the high
demand end point device is throttled and the other end point devices are not. In some
embodiments, end point devices receive hierarchical distribution of services based on one or
more of service type, device type, user type, and/or account status. In some embodiments, an
intermediate networking device can provide for a large or unlimited number of end point devices
to connect to the network and simply control aggregate service usage parameters for the
intermediate networking device WWAN connection. In some embodiments, the intermediate
networking device limits the number of end point devices that are allowed to connect to the
WWAN network according the end point device count limits programmed in the service
processor 115 service profile settings in the intermediate networking device. In some
embodiments, end point device traffic can be identified by various end point device credential

aspects including, for example, by Wi-Fi ID, MAC ID, IP address, user ID, LAN tag, end point
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device agent credentials, and/or browser token or cookie. In some embodiments, the
intermediate networking device service account can be billed for overall service usage and/or by
number of end point device connections allowed or experienced. In some embodiments, as the
intermediate networking device user or owner signs up for a higher end point device connection
count, one ore more aspects of the service usage policy implementation and/or profile

implementations in the service processor 115 profile settings can be increased.

[00505] The various verification techniques described herein can also be applied to the
intermediate networking device and extended to multiple end point devices. For example,
network based service usage measures for verification can be applied to the intermediate
networking device just as if the intermediate networking device were an end point device. For
example, network based service usage measures (e.g., IPDR information) can be used to perform
network verification checks to ensure that intermediate networking device service usage is within
acceptable ranges based on intermediate networking device policy settings as similarly described
with respect to various device embodiments. In some embodiments, in the event intermediate
networking device service usage is outside the policy limits set for the intermediate networking
device service processor 115, a notification can be sent to the intermediate networking device
main account owner. The main intermediate networking device account owner can also be
required to acknowledge the notification. The notification can also be sent to one or more other
users of the intermediate networking device connection, including possibly all users. Other
actions that can be taken if the network based intermediate networking device service usage
measure does not match the policy limits set on the service processor 115 include notify the user,
notify the user and require acknowledgement, bill the user for service overage, suspend the end
point device, quarantine the end point device, SPAN the end point device, and/or alert network
manager or alert an automated network troubleshooting function. In some embodiments, a
device based usage measure can be verified against a network based service usage measure. It
will now be apparent that the various service processor 115 verification embodiments, service
controller 122 verification embodiments, network verification embodiments, authentication
embodiments, and tamper prevention or detection embodiments, such as those shown in and
described with respect to FIGS. 22A, 22B, 23, 26A-26H, 27A-27P and 28 A-28E, can be applied

to intermediate networking device applications and embodiments.
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[005006] In some embodiments, it is desirable to match up individual end point device or
user intermediate networking device service usage with other service usage measures. For
example, the individual end point device service usage measures logged or reported from the end
point devices and/or the intermediate networking device can be aggregated to form a total
intermediate networking device usage measure that is compared to an aggregate intermediate
networking device usage measure logged or reported in the network. In some embodiments, if
these measures do not match, then an error condition results and an action is taken. In some
embodiments, the aggregate intermediate networking device service usage measure is compared
to the aggregate network based service usage measure and as long as these two measures are
within an acceptable tolerance, then the intermediate networking device service usage measures
are trusted and can be used for deeper intermediate networking device and end point device
usage measures for service control and/or billing than may be possible in the network. In such
embodiments, the individual end point device service usage measures gained from the
intermediate networking device or end point device can be used to verify end point device
service usage versus service policy allowances. In some embodiments, end point device service
usage measures are compared with intermediate networking device measures for the same end

point devices.

[00507] In some embodiments, the IPDR records for one or more networks can include
individual end point device service usage information. This is the case for example when the
IPDRs include information broken down by end point device credential, such as IP address or
other end point device credential. In such cases, intermediate networking device embodiments
can be employed in which the individual end point device service usage information measured in
the network can be compared with the service usage policy allowances or limits for the end point
device. Also, in some embodiments, the individual end point device service usage measures
from an end point device service usage monitor and/or an intermediate networking device
service usage monitor can be compared with the network based service usage information to
verify an end point device and/or an intermediate networking device service usage monitor is

operating properly.

[00508] As similarly described with respect to end point device embodiments with no

intermediate networking device between the end point device and the network, in some

Attorney Docket No. RALEP007C11C3C2C3C1C1 230

641



intermediate networking device embodiments, service usage and service usage monitor reports
can be periodically verified by performing a SPAN function on the traffic for an intermediate
networking device. The SPAN traffic can be analyzed in a real-time manner or in a non-real-
time manner in the network and the results can be compared with the intermediate networking

device or end point device service policies or service usage measures.

[00509] The synchronized device notification and acknowledgement embodiments can
also be employed in the case in which one service account is applied to the intermediate
networking device. The service usage counters in the intermediate networking device can be
synchronized or updated with the network based measures and the differences between the two
may be minimized. The service usage notification can be sent to one or more of the end point
devices connected to the intermediate networking device. For example, the notification can be
sent to the intermediate networking device manager or service owner, all end point devices or the

most active end point devices.

[00510] Similarly, user preference feedback can be collected from one or more of the
service users connected to the intermediate networking device. In some embodiments, user
preferences or user service selections or service settings are collected from one user or a subset
of end point devices used by the service subscriber. In some embodiments, more than one
service user can provide preference information or service settings even if there is only one user
account. In some embodiments, there are multiple service subscribers each providing
preferences. In some embodiments, as similarly described with respect to various device
embodiments, user preferences can be used set service control policies that provide the user with
their selected balance of cost and service capability in a manner that meets network neutrality
requirements. Similarly, in some embodiments, the service monitoring and customer resource
management information collected on the intermediate networking device or end point devices
can be filtered according to user privacy preferences to maintain the level of user privacy

selected by the user.
[00511] Adaptive intermediate networking device policy implementation can also be

performed in the intermediate networking device service processor 115 embodiments, as

similarly described with respect to various device embodiments. In some embodiments, the
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service policy implementation for the intermediate networking device can be adapted by the
service processor 115 agents (e.g., policy control agent 1692 working to control the settings in
policy implementation agent 1690, and/or another service processor agent or function) to achieve
a higher level service usage goal. In some embodiments, the usage goals or adaptation can be
based on aggregate end point device usage for the intermediate networking device network
services, and in some embodiments, the higher level usage goals or adaptation can apply to one

or more individual end point devices.

[00512] In some embodiments, even though there is one intermediate networking device
account, there can be multiple options for multi-end point device or multi-user operation in
which the number of end point devices, number of users or service capabilities for some of the
end point devices or users are selectable. These parameters are accommodated by an
intermediate networking device service profile that includes the service capabilities that are to be
delivered to a multitude of end point devices or users. In some cases, some end point devices or
users have a different profile within the intermediate networking device service processor 115
with differentiated capabilities as compared to the intermediate networking device service
processor 115 profile for other end point devices or users. This is the case for some of the
examples provided herein. These multi-end point device or multi-user service profiles in the
intermediate networking device service processor 115 can share services equally or can allow
more capable access services to some end point devices or users than others. In some
embodiments, a service profile implemented by the intermediate networking device service
processor 115 for one end point device or user is different than that in the service profile
implemented by the service processor 115 for another end point device or user (e.g., providing
differentiated service profile implementations by end point devices and/or users). End point
devices can be uniquely identified for purposes involving implementation of different service
profiles in the intermediate networking device service processor 115 agents (e.g., depending on
the embodiment, service monitor agent 1696, policy implementation agent 1690, policy control
agent 1692, application interface agent 1693 and/or other service processor agents or functions)
based on a number of parameters, such as IP address, local area network address (e.g., Wi-Fi
address), MAC address end point device ID, user ID, and/or end point device application layer
tag. This allows for independent service usage monitoring and control for different end point

devices or users.
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[00513] In some embodiments, an intermediate networking device also bridges services to
end point devices or users that have individually managed service profiles, service plans or
service accounts. As discussed herein, individual end point device service policy
implementation and/or service profile implementation can be accomplished by classifying end
point device service usage according to an end point device identifier so that service monitoring,
control assistance and reporting may be differentiated between one or more end point devices.
These end point device identifiers can then be associated with a different service plan or account
in the service processor 115 and/or billing system 123. The end point device or user specific
service usage monitoring, reporting, notification and control assistance can be accomplished by

running one or more profiles for each end point device or each user.

[00514] It will now be apparent that billing can also be implemented with a single account
encompassing service usage for all users or end point devices connected to an intermediate
networking device, or for individual users, end point devices, user groups or end point device
groups connected to an intermediate networking device. As similarly described with respect to
the service profile, this is accomplished by associating service usage events and associated
billing events with an end point device identifier, user identifier, end point device group

identifier, and/or user group identifier.

[00515] In some embodiments, end point devices or users connect to more than one
intermediate networking device with the same service account, service plan or service profile. In
some embodiments, the intermediate networking device requires an authentication sequence for
the end point device or user before allowing connection to the network through the intermediate
networking device. This authentication sequence can involve the end point device
communicating an active account or admission credential with the intermediate networking
device. The intermediate networking device can compare the credential with a local database or
may query a database in the network to admit the end point device to the intermediate
networking device network connection. In either case, provided the user credential or network
authorization process is passed, the service processor 115 service profile settings for the end
point device are applied and service is then established as discussed herein. In these cases, the
verification can be accomplished as described herein. In some embodiments, even if the end

point device does not have a service processor 115, provided that the intermediate networking
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device service policy implementations and/or service profile implementations are verified as
described herein, then the intermediate networking device will accurately assist in control and
reporting of service usage for the different end point devices or users, and the appropriate service

policy controls and/or billing can be maintained.

[00516] In some embodiments, when the end point device attempts connection to the
intermediate networking device, if the user or end point device does not already have an active
account or logon credential that the intermediate networking device recognizes, then the
intermediate networking device can offer the end point device or user a service sign up
experience. This experience can be implemented in a number of ways, including a website,
WAP site, portal, download of agent software, and other methods. For example, an automated
recognition of new devices can redirect unauthorized end point devices to browse into a website,
WAP site, or portal site located on the intermediate networking device or in the network. If the
site is located on the intermediate networking device, it can be cached and refreshed at a time of
day when the network is not overly busy. Once on the site, the user or end point device selects
the plan choice they desire, inputs account information and, in some embodiments, downloads
device agent software to aid in network service policy implementation and/or profile
implementation with the intermediate networking device. Once the user signs up, the
information is logged into the network data base, the service account is established and the
intermediate networking device service profile for that user or end point device is activated and

the user can begin using the service.

[00517] In some embodiments, a website, WAP site, or portal site located in the
intermediate networking device can be used to provide the end point device user with a service
usage monitor interface and a service purchase interface for cases in which the end point device
does not posses any special software to allow it to display a more specialized service usage
monitor function for information received from the intermediate networking device or network
service usage counters. The service usage monitor for the intermediate networking device can be
synchronized, as similarly described with respect to various device embodiments. In some
embodiments, the service usage notification system can also display cost data from a usage to
cost look-up function. In some embodiments, the service usage notification system can display

projected service usage or projected cost, as similarly described with respect to various device
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embodiments. The service usage monitor to drive these service notification embodiments can be
located on one or more of the end point device, the intermediate networking device or the

network.

[00518] In some embodiments, if multiple accounts are serviced by one or more
intermediate networking devices, verification can be performed on the service controls for the
end point device or user service usage. As will now be apparent, just as with the intermediate
networking device, the end point device or user service usage comparison with usage policy
settings can be verified in the ways described herein. If the usage is found to be out of policy,
then any of the out of policy actions described herein can be performed, including, for example,
notify the end user, notify and require acknowledgement, bill for overage, suspend, quarantine,
SPAN, and/or flag to network manager or network error handling function. For example, the
verification methods shown in and described with respect to FIGS. 22A, 22B, 23, 26A-26H,
27A-27P and 28 A-28E can be applied for the embodiments where intermediate networking
devices have multiple account, multiple service plan, multiple service profile, multiple end point

device, and/or multiple user capabilities.

[00519] It will be apparent that the various embodiments described herein for automated
provisioning and activation also can similarly be applied to the intermediate networking device
embodiments. It will also be apparent that the various virtual service provider embodiments can

similarly be applied to the intermediate networking device embodiments.

[00520] Ambient services can be employed on the intermediate networking device and the
ambient services can thus be provided to the end point devices. It will be apparent that the
ambient service profile embodiments disclosed herein can similarly be applied to the
intermediate networking device, and then the intermediate networking device can supply those
ambient services to end point devices connected to the intermediate networking device. It will
also be apparent that the intermediate networking device can provide an ambient service profile
as described herein to end point devices or users that have not yet signed up for service, while
providing other paid for service profiles to end point devices or users that have signed up for

service.
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[00521] Bill by account embodiments can similarly be applied to the intermediate
networking device embodiments. For example, bill by account can be used in embodiments in
which all end point devices or users are connected to the intermediate networking device under
one account, or to embodiments in which some end point devices or users are accounted for
separately with different service accounts, service plans or service profiles. In either case, it will
be apparent that using one or more of the end point device or user identification credential
aspects discussed herein can be used in a bill by account profile to account for any end point
device or service activity. In such embodiments, billing event reports for those activities that
include the end point device or user identifiers can also be provided for billing mediation and
reconciliation down to the individual end point device or user level. For example, this allows for

very deep service monitoring and billing capabilities with intermediate networking devices.

[00522] The intermediate networking device embodiments described above also have uses
in machine to machine applications. It will be apparent that if the end point device includes the
correct credentials to gain access to an existing account, or to allow an automated provisioning
and activation account to be established, then the end point device can be connected to the
network through the intermediate networking device without human intervention. Furthermore,
the service profile that is established with the end point device for machine to machine
communications can be set up to provide the access required to support the machine to machine
application allowing for low cost access services and preventing the end point device from being
misused for some service other than that intended. For example, the verification techniques and

embodiments disclosed herein can similarly be applied to such machine to machine applications.

[00523] It will be apparent that the identifiers discussed above for bill by account
mediation with accounting down to the individual end point device or user level can be
combined with a billing mediation server in the network that accepts intermediate networking
device billing events with end point device identification or user identification indexed billing,
performs the necessary bill by account mediation functions, formats the billing events into the
format used by the billing system, and transmits the mediated billing information to the billing

system 123.
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[00524] In some embodiments, the intermediate networking device service processor 115
functionality can be split. The division ranges from some or all of the service processor 115 on

the device to some or all of the service processor 115 on the intermediate networking device.

[00525] In some embodiments, all of the service processor 115 is on the intermediate
networking device. The end point device does not participate in service processor 115 functions
and has no service processor 115 interface software. In some embodiments, the end point
device has small subset of service processor 115 capabilities, including, for example, a service
notification Ul or a logon client with credentials. In some embodiments, service monitoring is
implemented on the end point device or on both the end point device and in the intermediate
networking device. In some embodiments, the end point device has additional service processor
115 capabilities including, for example, application layer tagging that associates application
layer activity with service processor 115 service monitoring or service policy implementation
and/or service profile implementation information. This can be accomplished by a range of
techniques, for example, transmitting the application tagging information disclosed elsewhere to
the intermediate networking device service processor 115 so that the policy implementation may
be accomplished with knowledge of the application layer information. Another example
involves assigning IP addresses in the intermediate networking device networking stack to the
end point devices so that different types of end point device traffic can be routed into service
processor 115 traffic shaping queues, each queue having a policy profile implementation engine,
and application layer tagging information or similar traffic identifying information is used to
determine which policy implementation engine the traffic should be routed to in order to
accomplish the desired traffic shaping for the traffic type, application type, service type, and/or
content type. In some embodiments, the traffic control policy is implemented on the end point
device either with an application layer traffic controller, or by implementing more of the service
processor 115 functionality, as similarly described with respect to various device embodiments.
In the end point device service functionality example, most or all of the service processor 115
functionality is implemented on the end point device and the intermediate networking device
functionality can be reduced to a bridging, forwarding or routing function between the end point
devices and the network that performs little or no service control, monitoring and/or billing
functions. For example, the service usage monitoring agents can also be provided on the end

point device to aid in verification.
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[00526] In embodiments in which the end point device requires agent software, the
software can be loaded at time of manufacture or during distribution, loaded later, and/or made
available for download through the intermediate networking device. In the case in which the end
point device agent SW is downloaded through the end point device, there can be locally cached
copies of the SW for one or more OS variants stored in a cache on the intermediate networking
device, with the cache being updated over the network at convenient or conducive times, or the
software can be downloaded live over the network when it is needed by the end point device.
Logging the service usage to download this software is another example in which bill by account
functionality can be used to track network traffic that may not be desirable to bill to an end point
device owner or user, and bill by account functionality can be used to log and mediate such

usage out of the user or end point device owner’s bill.

[00527] Any end point device agent software required to connect to the intermediate
networking device can also be implemented as a service processor 115 developer’s kit as
described herein and distributed to aid manufacturers, service provider and virtual service

providers in bringing new devices onto networks with intermediate networking device capability.

[00528] In the case of a femto cell intermediate networking device, in some embodiments,
it is desirable to facilitate handover from the WWAN network to the femto cell. In some
embodiments, this provided in the intermediate networking device service processor 115 in a
variety of ways. In some embodiments, the voice and data traffic is routed through a VPN tunnel
controlled by the service processor 115 and connected to a network element, such as the
transport gateway or another specified traffic concentration destination for the femto cell. In
some embodiments, the voice traffic, the data traffic or both can be routed in secure or open
Internet channels to different destinations, or the data can be routed directly to the Internet
destination specified by the packets. In some embodiments, the femto cell intermediate
networking device controls the femto cell frequencies or local frequency channel strength
surveys over the intermediate networking device control channel. In some embodiments, the
service processor 115 has a VPN connection to a network base station hand off controller to
assist in handoff to and from the WWAN network and/or has the capability to instruct the end
point device and the base station handoff controller. In some embodiment, whenever an end

point device authenticated for femto cell access is within range of the femto cell, the service
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provider desires to set up a service processor 115 profile to get the end point device to connect to
the femto cell even if it has a strong signal with one or more WW AN base stations so that the
WWAN traffic may be offloaded. In some embodiments, the service processor 115 can form a
secure control plane link with network AAA functions to manage authorization and admission of
end point devices the femto cell has not yet admitted, or the network policies can require re-
authorization every time a end point device attempts access. Once an end point device is
connected to the femto cell intermediate networking device, the verifiable traffic monitoring,
control and billing functions described herein can be applied to various application
embodiments. For example, the intermediate networking device service policy verification
techniques disclosed herein, as similarly described with respect to various device embodiments,

can similarly be applied to the femto cell intermediate networking device embodiments.

[00529] In some embodiments, the service provider desires to keep the number of end
point devices or users that access an intermediate networking device below a certain count
specified in the service processor 115 profile. In some embodiments, this is accomplished by
controlling the number of IP addresses allowed onto the intermediate networking device local
area side connection. In some embodiments, this is facilitated by observing the end point device
identification parameters available in the end point device traffic. In some embodiments, this is
facilitated by observing the traffic patterns to determine the likely number of devices connecting
to the network. For example, traffic demand patterns can be examined to determine how many
users are likely to be demanding access at one time. Although the foregoing embodiments have
been described in some detail for purposes of clarity of understanding, the invention is not
limited to the details provided. There are many alternative ways of implementing the invention.

The disclosed embodiments are illustrative and not restrictive.
INCORPORATION BY REFERENCE
[00530] This application incorporates by reference the following US applications:

[00531] Application No. 12/380,780 entitled AUTOMATED DEVICE PROVISIONING
AND ACTIVATION, filed March 2, 2009; provisional Application No. 61/206,354 entitled

SERVICES POLICY COMMUNICATION SYSTEM AND METHOD, filed January 28, 2009;
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provisional Application No. 61/206,944 entitled SERVICES POLICY COMMUNICATION
SYSTEM AND METHOD, filed February 4, 2009; provisional Application No. 61/207,393
entitled SERVICES POLICY COMMUNICATION SYSTEM AND METHOD filed February
10, 2009; and provisional Application No. 61/207,739 entitled SERVICES POLICY

COMMUNICATION SYSTEM AND METHOD filed February 13, 2009.
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WHAT IS CLAIMED IS:

1. A system, comprising:
a processor of a communications device configured to:
store a first set of device credentials for activating the communications
device for a first service on a first network; and
send an access request to the first network, the access request including
the first set of device credentials; and

a memory of the communications device coupled to the processor and configured

to provide the processor with instructions.
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ABSTRACT OF THE DISCLOSURE
Various embodiments are disclosed for a services policy communication system and
method. In some embodiments, a communications device stores a set of device credentials for
activating the communications device for a service on a network; and sends an access request to

the network, the access request including the set of device credentials.
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Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | RALEP007C11C3C2C3C1CA

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El Fregory )G Faleigh ‘ El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | lNoodside State/Province | [CA Country of Residencd | S

Mailing Address of Inventor:

Address 1 011 Pruitt Place

Address 2

City | Ifyler I State/Province | frx
Postal Code | [r5703 | Countryi | lus

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 06963

Email Address pateni@headwaterllc.com | Add Email | [Remove Email

Application Information:

Title of the Invention Putomated Device Provisioning and Activation

Attorney Docket Number| RALEPO0TC11C3C2C3C1C1 Small Entity Status Claimed [X

Application Type Nonprovisional v
Subject Matter | Hility -
Total Number of Drawing Sheets (if any) 106 Suggested Figure for Publication (if any)

EFS Web 2213
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L Attorney Docket Number | RALEP007C11C3C2C3C1CA1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below {i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country N
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 106963

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
ihisapplication Continuation of -l 15427837 R017-02-08

EFS Web 2.2.13
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L Attorney Docket Number | RALEP007C11C3C2C3C1CA1
Application Data Sheet 37 CFR 1.76 —
Application Number
Title of Invention | Automated Device Provisioning and Activation
Prior Application Status | Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 5427837 |Continuation of +| 15239398 |2016—08—17 p541957 p017-05-02
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 5239398 |Continuation of -] has79233 |2015-12-22 }9532161 PO16—12—27
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number | \vvyyy MM DD)
‘14979233 |Continuation of -] fiae67353 |2015-03-24 P232403 P016-01-05
Prior Application Status | Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14667353 |Continuation of +| 14263604 |2014—04—28 p037127 p015-05-1 9
Prior Application Status | Patented -
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14263604 |Continuation of +| h2380780 |2009-03-02 )8839388 P014-09-1 6
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional | 61206354 r009-01-28
Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional | 61206944 r009-02-04
Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 Claims benefit of provisional -l 61207393 2009-02-10
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
12380780 [Claims benefit of provisional ~| 61207739 P009-02-13
Additional Domestic Benefit/National Stage Data may be generated within this form Add

by selecting the Add button.

EFS Web 2.2.13
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Application Number

Title of Invention | Automated Device Provisioning and Activation

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the pricrity document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
18, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Headwater Research LLC

Mailing Address Information For Applicant:

Address 1 011 Pruitt Place
Address 2
City yler State/Province ITX
Country ‘ s Postal Code 75703
Phone Number 903-201-6212 Fax Number
Email Address patent@headwaterllc.com
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/James E. Harris/ Date (YYYY-MM-DD)| [2019-05-23
First Name Pames E. Last Name | Parﬁs Registration Number 0013
Additional Signature may be generated within this form by selecting the Add button.
EFS Web 2.2.13
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L Attorney Docket Number | RALEP007C11C3C2C3C1CA1
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automated Device Provisioning and Activation

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

Automated Device Provisioning and Activation

First Named Inventor/Applicant Name:

GREGORY G RALEIGH

Filer:

James E. Harris/Jennifer Smith

Attorney Docket Number:

RALEP007C11C3C2C3C1C1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suz—;l'g(t;)l in
Basic Filing:

UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75
UTILITY SEARCH FEE 2111 1 330 330
UTILITY EXAMINATION FEE 2311 1 380 380

Pages:
UTILITY APPL SIZE FEE PER 50 SHEETS >100 2081 4 200 800

Claims:

Miscellaneous-Filing:

Petition:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1585
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Electronic Acknowledgement Receipt

EFS ID: 36102638
Application Number: 16421121
International Application Number:
Confirmation Number: 3747

Title of Invention:

Automated Device Provisioning and Activation

First Named Inventor/Applicant Name:

GREGORY G RALEIGH

Customer Number:

106963

Filer:

James E. Harris/Jennifer Smith

Filer Authorized By:

James E. Harris

Attorney Docket Number:

RALEP007C11C3C2C3C1C1

Receipt Date: 23-MAY-2019
Filing Date:
Time Stamp: 17:28:31

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes Multi Pages
u Document Description File Name ile Size( y M " I. . 9
Number Message Digest | Part/.zip| (if appl.)
1083938
1 Specification P007C1 1C3C2§?C1 C1_SPEC. no 540
p a9c5a9c89a14053965ddc44a794a59721b2)
Warnings:
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Information:

56964
2 Claims claims.pdf no 1
d824349d74356c6bf2a3fc670d572074651
Warnings:
Information:
37940
3 Abstract Abstract.pdf no 1
8c90e59b068897e1fac7c0cb6dd0cc9e079
Warnings:
Information:
102430
4 Oath or Declaration filed Raleigh_Declaration.pdf no 1
ed5408388d208b331e5023da5%eb744686)
6b3ed0
Warnings:
Information:
10154852
Drawings-only black and white line .
5 9 ¥ ola Drawings.pdf no 106
drawings
fcbB8440afaf45c437e0efal421c31bfaBact
Warnings:
Information:
1256666
6 Application Data Sheet ADS.pdf no 9
a9931bf7d6ebe1f085b5985e04{689003873]
b141
Warnings:
Information:
36776
7 Fee Worksheet (SB06) fee-info.pdf no 2
af2a21fc9427355d01192c13c7057f0bed 34
2c9f
Warnings:
Information:
Total Files Size (in bytes)1 12729566
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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