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COMMUNICATIONS SYSTEM WITH
DISTRIBUTED RISK MANAGEMENT

FIELD OF THE INVENTION

[0001] This invention relates to communications systems
such as mobile radio telephone, fixed digital communica-
tions, internet and other systems, and it relates to the
provision of features or services aimed at improved system
management, for example for detection of fraud, protection
of revenue or other associated risk management.

BACKGROUND TO THE INVENTION

[0002] Traditional telephone systems, often referred to as
Plain Old Telephone Service (POTS), provided very basic
circuit-switched dial-up capability in which the terminal
device could merely identify the telephone number to be
dialled, accept the circuit-switched connection and signal a
hang-up condition to the network. Early (analogue) mobile
telephone systems provided a modicum of additional sig-
nalling between the handset and the network. Embellish-
ments on such systems have been described (such as that
described in U.S. Pat. No. 6,650,887 of Telemac Corpora-
tion), in which DTMF signalling takes place between the
terminal and a central hub for communication of billing
information. Charge rates and credits are communicated to
the telephone. The telephone has an internal accounting
capability and can end a call when credit runs out. U.S. Pat.
No. 6,625,439 of Telemac Corporation brings such a system
into the digital age with short message service (SMS)
refreshing of credit on the ’phone, and U.S. Pat. No.
6,725,031 of the same assignee adds a rating capability to
the *phone, with the possibility of recording rating informa-
tion and forwarding it to the network for unspecified pro-
cessing.

[0003] Telecommunication is going though a major
change in the way people and technology allow information,
whether voice, data or other digitised information, to be
transferred. This has been possible with the pervasive use of
personal terminal devices and use of PCs that provide the
conversion of the voice and data to common internet-based
formats. There is rapid growth in peer-to-peer (P2P) services
either mobile or fixed based services. There is also wide-
spread use of services like instant messaging (e.g. MSN,
Yahoo messenger, and presence indicating system in the
mobile environment) and increasing use of VoIP services
that are providing significant increase in P2P communica-
tion.

[0004] Telecommunication service providers are also low-
ering cost and improving flexibility through the use of soft
switching and packet-based technologies in both the mobile
and fixed communications areas. These changes and
advancements in technology are allowing terminal-to-termi-
nal (T2T) communication without decoding or switching
within the central system, by routing of packets of data to a
final destination. In addition terminal devices nowadays
have much greater processing capacity and battery life. This
allows for significantly more features in the terminal, such
as the management of information and its conversion to
other mediums, such as IP traffic. In addition, the terminal
could have the ability to provide control and monitoring of
the subscriber’s activity.

[0005] Present risk control systems such as fraud manage-
ment and revenue assurance system controls used by tele-
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com companies are based on centralised systems, which use
information that originates from the underlying network
components and nodes of central systems, such as telecom-
munication switches, packet controllers and other value
added platforms (including voicemail, SMS, WAP and sys-
tems built on GPRS such as Push To Talk (PTT), that
generate billing information or use signalling information
(SS7) to build call records. This information is often col-
lected by some form of mediation platform, then processed
and sent to a central risk system such as a fraud detection
platform or revenue assurance system for pattern and trend
analysis and alerting of issues.

[0006] US Patent Application No 2003/0101357 of ECtel
Ltd., for example, describes an arrangement for detecting a
fraud events based on a distributed network by analysis in a
central apparatus that monitors communications in the net-
work (whether from fixed or wireless terminals) and iden-
tifies inconsistencies. Similarly, International Patent Appli-
cation No. WO002/075339 describes a fraud monitoring
system that centrally applies fraud pattern detection algo-
rithms to communications in the system.

[0007] With service providers (SPs) selling broadband
connection services and increasingly promoting additional
premium services, there is a need for additional controls for
fraud management, revenue assurance, security protection,
content control and other risk management capabilities.

Glossary of Acronyms

3G Third Generation mobile technology

3GPP Third Generation Partnership project

CIS Central Information Server

CS Circuit Switched

DoD Department of Defence (US)

EDR Event Data Records - a generic version of information
used for billing purposes

ETSI European Telecommunications Standard Institute

FMS Fraud Management System

RAS Revenue Assurance System

GPRS General Packet Radio System

GPS Global Positioning System

GSM Global System Mobile (translation)

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscription Identity

g Internet Protocol

ISP Internet Service Provider

IPTV Internet Protocol Television

JAVA ™ A cross platform application code developed by SUN Micro
Systems.

LAN Local Area Network (backbone carrier for IP packets)

LIC Legal Interception Centre

LIMP Legal Interception Monitoring Point

LITP Legal Interception Termination Point

MO Mobile Originated

MT Mobile Terminating

MMS Multi Media Service

OTA Over The Air activation

P2P Peer to Peer communication; a process where the terminal

device decodes and manipulates the information for
presentation and use in another terminal device without
interaction or management by a central system.

PC Personal Computer

PDA Personal Digital Assistant

PRS Premium Rate Services

PTL Praesidium Technologies Limited
RA Revenue Assurance

SIM Subscriber Identification Module
SMS Short Message Service

SP Services Provider
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-continued

Glossary of Acronyms

SS7 Signalling System Number 7, also known as C7

T2T Terminal to Terminal

TIC Terminal Information Collector

USIM Universal Subscriber Identification Module (SIM for 3G
networks)

USSD Unstructured Supplementary Services Data

VoIP Voice over IP

WAP Wireless Application Protocol

SUMMARY OF THE INVENTION

[0008] In accordance with a first embodiment of the
invention, a communications system is provided comprising
a subscriber terminal for communication through a distrib-
uted communications network. The system also has a central
information server (CIS). The subscriber terminal has means
for establishing a communications through the communica-
tions network and a terminal information collector (TIC)
module for collecting information relating to such commu-
nications. It also has server reporting means for reporting to
the CIS information collected by the TIC module. The CIS
comprises a risk analysis module for risk analysis of the
information collected.

[0009] The terminal preferably has means for receiving at
least one configuration parameter, and means for adjusting
its information collection and/or reporting in response to that
or those parameter(s) based on the risk level determined in
the CIS.

[0010] An example of adjusting of information collection
and reporting is adjusting the information reporting period
or risk relevant information provided to the CIS, for
example, the final terminal identity.

[0011] Means may be provided for sending to the terminal
a parameter indicative of the level of monitoring. e.g. a
parameter configuration module may be provided in the
server, or in association with the server, or elsewhere in the
system, that stores, configures and sends via a communica-
tion module a parameter or set of parameters to be used by
the terminal application. The terminal preferably also has a
terminal authorization module.

[0012] The central information server preferably com-
prises an analysis module for analysing the information
collected, e.g. in relation to fraud and/or revenue loss risks.

[0013] Preferably the server comprises a decryption mod-
ule for decrypting information reported from the terminal
and comprises a risk module that assesses the need for
selective monitoring and determines a level of monitoring to
be conducted at the terminal.

[0014] Means may be provided in the system for present-
ing in graphical form a representation of a customer risk
level, setting and parameters tracked over time.

[0015] The invention also relates to a communications
terminal adapted for communication through a distributed
communications network and adapted for communication
with a central information server, the terminal comprising:
means for establishing a communications through the com-
munications network; a terminal information collection
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module for collecting information relating to communica-
tions established through the communications network;
server reporting means for reporting to the central informa-
tion server information collected by the terminal information
collection module; and means for receiving from the server,
at least one configuration parameter to control the collection
and/or reporting of information.

[0016] In accordance with a further aspect of the inven-
tion, a risk analysis server is provided for a communications
system having a subscriber terminal for communication
through a distributed communications network. The server
comprises a risk analysis module for risk analysis of infor-
mation relating to communications with the subscriber ter-
minal, and means for collecting the information from the
subscriber terminal. In this context, the term “risk manage-
ment” is used to encompass fraud management, revenue
assurance, security protection, credit control, content moni-
toring, legal interception and the like, and the term “risk
analysis” is used to refer to the identification of occurrence
of an event or events that is/are indicative of fraud loss,
revenue leakage, security breach, credit risk or content
abuse, and the term encompasses calculation of a likelihood
of occurrence of any such event or condition.

[0017] The information collected (or selectively collected)
may comprise routing information for a call (such as time,
date, origination and destination addresses, sequence num-
ber and other identifiers) or for a transaction or communi-
cation activity, or portions or copies of at least the data
conveyed through the network.

[0018] Inthis way, the activities of the customers using the
terminals provided with the system notify a centralised
entity, as required, with information relating to risk man-
agement, and the terminal can be configured to remotely trap
and report back information as specified by the central
system.

[0019] Preferably automated actions are triggered in the
TIC according to predetermined criteria.

[0020] Tt is preferred that the terminal application can
remotely upload to the terminal; that the terminal application
can be remotely updated under the control of the central
system and that control parameters can be downloaded by or
uploaded to the terminal application to affect decisions on
the type and frequency of the collection of risk related
information by the terminal, and of its reporting back.

[0021] The terminal may be any distributed network node
such as a PC or mobile telephony device and the function-
ality specified by this system may be implemented in either
software or hardware.

[0022] The application can reside in either the terminal
device (such as a PC or mobile terminal) or in a separate
identification and secure storage device (SIM/USIM or
similar) for mobile terminal devices.

[0023] The system preferably makes use of standard pro-
tocols for the transfer of information between the terminal
and central system, such as GSM, or Internet based proto-
cols from the terminal.

[0024] For privacy reasons, the TIC will only use infor-
mation about the user that the operator is entitled to collect
for its operational purposes in line with any contractual
agreement and terms and conditions of service as defined by
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the telecom operator or other legal requirement set out in the
law of the country in which the service is operated.

[0025] The invention permits data to be collected that
could not otherwise be collected by a central system (e.g.
activity that is not normally reported and for which data
would not otherwise be available, such in the case of data
coded from media such as voice, video or other media
formats passed between P2P services). The data collected for
analysis is collectable on a customer-by-customer basis, so
can preferably be collected from only the highest risk
customers minimising risk control related data passed in the
network.

[0026] In accordance with an alternative aspect of the
invention, with or without the above features of sending and
receiving of configuration parameters or of risk analysis, a
communications terminal may be provided that is adapted
for communication with a central information server and
comprises a terminal information collection module for
collecting information relating to communications estab-
lished through the communications network, and server
reporting means for reporting to the central information
server information collected by the terminal information
collection module, encapsulated in suitable form with an
address for the server, wherein the information reported
includes portions at least of the data conveyed through the
network. This aspect of the invention is useful for “legal
intercept”—i.e. conveying content of a call or communica-
tion (e.g. a SMS message or a segment of digitized speech)
to a server using a unique server address appended to the
information independent of the end-to-end call or commu-
nication.

[0027] Reporting to the server may be cotemporaneous
with the call or communication using an independent chan-
nel (e.g. SMS, USSD or other data bearer) or may be off-line
when the call or communication is completed.

[0028] The system can be implemented in a modular
approach to data collection and processing, to facilitate
changes in the collected and reported information.

[0029] A preferred embodiment of the invention will now
be described, by way of example only, with reference to the
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] FIG. 1 is a sketch diagram giving an overview of
a communications system in accordance with the preferred
embodiment of the invention.

[0031] FIG. 2 is a block diagram showing elements of the
CIS of FIG. 1.

[0032] FIG. 3 is a block diagram showing elements of the
TIC of FIG. 1.

[0033] FIG. 4 is a block diagram illustrating a further
embodiment of a TIC.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0034] In the description that follows, the term “Telecom-
munication network” will be used to refer to any bearer
network that carries information between two points using
any bearer method and the term “terminal device” will be
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used to refer to any computing device that can communicate
and pass information in a digital format.

[0035] Referring to FIG. 1, a communications system is
shown comprising a network 10, such as a mobile telephone
network, which may extend to a fixed telephone network or
the Internet transport medium, with a first terminal such as
a mobile phone 11 or wireless computing device 12 or fixed
PC 13 communicating through the network with a second
terminal such as a mobile phone 14 or a fixed PC 15.

[0036] Within or connected to the network 10 is a central
information server (CIS) 18, owned and operated by the
same entity (telecommunications operator) as the entity
operating the network or other approved legal entity. The
CIS and the network provide a communication path between
the operator and the customer, by any method such as a
mobile GSM circuit switched connection, OTA communi-
cation, SMS, a data channel provided by GPRS, 3G or a
fixed IP service over the internet. Typical networks would be
broadband internet services provided by ISPs, wireless LAN
networks (either public or private) and mobile terminals,
such as the GSM standard.

[0037] The first terminal device 11, 12 or 13 is provided
with a software program, referred to here as a terminal
information collector (TIC) 16, which is described in greater
detail below. The TIC is supplied by the network operator or
service provider and performs information gathering tasks.

[0038] Information gathered in the TIC 16 is given to the
central system 18, where it is processed to determine if there
is a risk of fraud loss, revenue leakage, security breach or
content abuse occurring in the terminal device or due to the
actions of the terminal device. The information gathered can
also be used to assist in providing the facility for legal
interception in line with specific requirements. The CIS 18
provides three parts of this process solution: the dispatch of
the terminal control program and its configuration; the
triggering of the collection and dispatch of information by
the terminal device; and the algorithmic processing of the
information for the determination of fraud, revenue loss and
for other security purposes.

[0039] The TIC software to be used in the terminal that is
operated by the customer can be pre-loaded into the terminal
in conjunction with other security modules (SIM, USIM) or
can be deployed in the field in a number of ways. The
following example is applicable where the terminal is able
to support a Java™ applet (or similar software application)
that is downloadable, but the principles described are not
related to any particular software code.

[0040] The software application applet is either stored in
the CIS 18 for deployment or sent to the CIS by other
platforms, such as OTA servers, in a manner known in the
art of WAP and handset configuration. Alternatively it can be
downloaded in the initial programming of the terminal
device. In the case of'a downloaded application, this is based
on identification that the device is on the network (by other
platforms operated by the operator) and the transfer of the
application via industry standard protocols and methods.

[0041] Once loaded into the terminal, the TIC software
records information relating to each activity or session that
occurs through the network 10, whether voice or data or
other media, and sends the information back to the central
system CIS.
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[0042] A useful preferred feature is the ability to selec-
tively set (under the control of the operator) conditions on
the terminal application to enable complete, partial or no
collection of information. This enables the operator to limit
and control the amount of risk information collected against
that needed for effective management, such as for revenue
assurance and fraud management, or compliance with legal
interception requirements in accordance with local regula-
tions and laws. It also allows control of the amount of
information collected so as to tailor the storage capacity and
data processing required by such data, and to tailor the
amount of traffic created on the network by such data.

[0043] A preferred embodiment of the CIS 18 is illustrated
in greater detail in FIG. 2. In its preferred embodiment, the
CIS comprises a communications module 20 for communi-
cation through an operator’s network interface 22 with the
network 10. Connected to the communication module 20 is
a security module 24 that provides encryption, decryption,
authentication and non-repudiation functions so as to enable
secure communication to the network. This in turn is con-
nected to a data collector module 26, which is connected to
a risk manager application or suite of applications 28 that
provide fraud detection, revenue assurance and legal inter-
ception. Note that these applications could be RAS or FMS
servers operated remotely by third parties, through a further
secure connection. Also connected to the risk manager
applications 28 is a risk value module 30, which can provide
feedback to the risk manager applications 28 and which is
connected to a parameter calculation and communication
module 32, which in turn is connected to the security module
24 for secure communication to the network through the
communications module 20.

[0044] The CIS is based on a database system that has
terminal-based event records supplied to it from the terminal
application’s TIC over the bearer network 10. In operation,
records received by the communication module 20 and
decrypted and authenticated by the security module 24 are
fed to the risk manager applications 28. Here they are used
for the risk review process. At the same time, or periodically,
a set of algorithms is applied to the data by the risk value
module 30 to determine an associated risk level. The risk
value module 30 assesses the need for selective monitoring
and determines the level of monitoring that should be
conducted. Based on the risk level, the parameter calculation
and communication module 32 prepares a command and
sends this to the TIC to configure the terminal to supply
information to the CIS for further review. These settings
may be learned over time by analysis of usage patterns or
could be manually set.

[0045] The CIS 18 could be an off-the-shelf fraud detec-
tion or telecom integrated or enterprise risk management
platform, but with an additional control module that would
send requests to the TIC and receive information from the
TIC. The records can then be used to validate the subscriber
activity more accurately than would be possible through
merely looking at the event records from the network using
a conventional fraud management system, because the
actual terminal activity is being monitored, not the activity
seen by a central system (that may have errors in its
configuration), or in formation that can not been seen by a
central system such as in the case of T2T or P2P systems.
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[0046] The risk value module 30 conducts the following
processes to minimize the flow of information from the
terminal device.

[0047] The information obtained from the terminal’s TIC
16 is reviewed in the risk value module 30 to determine a
risk score for the terminal based on the information gained.
The risk score may be used for either fraud or revenue
assurance purposes. This risk score has two purposes, to
indicate the risk level of the customer, and to determine how
often the customer data is requested from the TIC (and/or the
type of detail to which that data is to be provided). In this
way, based on the current risk level set, the system can
determine parameters for monitoring from the TIC, and if
the risk score is good or improving, then the system asks for
either different information or less frequent information, e.g.
once every two days for a low risk customer compared to
every event for a high risk customer.

[0048] The risk value used is stored for the customer and
the risk profile can then be displayed over a monitoring
period, e.g. a 90-day period. This could be configurable by
the operator or service provider and subject to local data
protection rules that may apply. From a management per-
spective, the graphical history would be easy to review the
short and long-term trends of risk.

[0049] Referring to FIG. 3, a preferred embodiment of a
TIC 16 is shown connected to a terminal device communi-
cation layer 40 (e.g. a radio module supporting SMS, GPRS
or CS, or an IP packet module supporting IP packet layers 1
to 3). Coupled to the terminal device communication layer
are a terminal application 42 and a TIC communication
module 44. The terminal application 42 is the standard or
existing terminal application that performs the primary
functions of the terminal (e.g. voice communications, SMS,
email, Internet browsing, VoIP, push-to-talk, content pur-
chasing, gaming etc.) while the communication module 44
is part of the TIC 16. In the centre of the figure is an
information processing module 46 coupled to the terminal
application 42. The information processing module is
coupled to a collated information store 48. Both the store 48
and the information processing module 46 are coupled to a
security module 50 that provides encryption, authentication
and non-repudiation functions. A parameter storage and
configuration module 52 is provided which has a receive
connection from the communication module 44 and has a
control connection to the information processing module 46.

[0050] In operation, the user, for example makes tele-
phone calls, sends and receives text messages and accesses
the Internet in the normal manner through the terminal
device communication layer 40. With each action initiated in
the terminal application 42, the information processing
module 46 interworks with the terminal application records
information and stores this in store 48. For example, with
each telephone call originated, received or missed, module
46 records the telephone origination and destination number
and time. With each ongoing call (originated or received)
module 46 records the duration. Similarly it records
addresses and sizes of received and sent SMS messages,
datagrams or data files and it records URLs of websites
visited; or in the case of P2P communication, the encryption
shared key used and the destination IP address used along
with the intermediate address used for the dynamic routing.
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This type of information is not available in any central
system due to the nature of P2P communication, which only
the terminal device has.

[0051] Where appropriate, module 46 selects content from
the call, message, datagram, file, etc. (e.g. selectively doing
so dependent on origination number or source or destination
address) and causes this to be stored in store 48.

[0052] As an alternative, the terminal application 42 may
be requested, based on a received parameter, to store specific
information, such as the start of the call or data session, and
to hold the information until completion of the call or data
session or wait for a period of time before sending the
information to the information processing module.

[0053] A time is reached when the TIC 16 is due to report
to the CIS. That time is determined by parameters stored in
the parameter storage and configuration module 52. When a
report is due, parameter storage and configuration module
52 initiates the security module 50 to create a file for
sending. Security module 50 prepares a file (the specific
content of which is determined by parameters in parameter
storage and configuration module 52) and draws the neces-
sary data from store 48. Security module 50 arranges the
required data in the required format encrypts it and passes it
to communications module 44. Communications module 44
initiates a suitable communication (e.g. SMS message)
containing the encrypted report suitably addressed (e.g.
pre-pended) with the address of the destination CIS (pre-
stored in module 44 or stored in a reconfigurable manner in
parameter storage & configuration module 52) and sends
this communication through the communication layer 40 to
the CIS. Once the security module 50 receives confirmation
of receipt, it marks the information for removal in the
collected information store 48, and it is then deleted in the
information store as selected by the parameters set.

[0054] The TIC is integrated with or communicates with
the normal control applications of the vendor’s products.
This is either by being part of the terminal application 42 or
as a result of being downloaded and, once installed, using
standard interfaces for the collection of information. The
application collects and passes the desired information from
the product to the TIC.

[0055] The TIC carries out one or more of a number of
activities in accordance with the configuration it is given.

[0056] At the most basic level, as described above, the TIC
can simply pass information to the CIS. In theory, there is no
limit to what can be passed back to the CIS. An entire voice
conversation could be passed back given the data channel
capacity. For example, local legal interception laws might
support selected eavesdropping on voice conversations, in
which case capture of voice (digitised, either encrypted,
such as in P2P, or unencrypted, as in normal communica-
tions) could be initiated based on some controlling com-
mand or event (e.g. based on origination identity, such as
telephone number, IP address or other identity used in the
P2P communication or destination identity number that is
under police surveillance). The information is preferably
newly encrypted using an encryption key or key pair
adopted between the TIC and the CIS. As another example,
complete call records can be passed to the CIS. Most or all
of this information is, of course, currently available to the
network operator (with the exception of encrypted call
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content), but the provision of the TIC and the CIS enable an
alternative route for collecting such information, as well as
only selective required data.

[0057] The TIC can filter the information collected and
allow selective sampling and storing of the information to be
collected, until a configurable threshold of data has been
passed, at which point this information is sent to the CIS and
the data held on the terminal is removed.

[0058] The TIC can alternatively report back on only
selected data from the information passed to the application,
or can collate the information in counters in the application,
such as call counters, data counters and common dialled
numbers.

[0059] The information is collated by the TIC application
and, as configured by the parameters it has received, it is
encapsulated in a message, file, packet stream or the like,
with the address of the CIS appended thereto and is sent via
the chosen bearer path to the CIS. As an example, it is
encapsulated in an electronic mail message addressed to an
IP address identifying the CIS.

[0060] The TIC application provides: collation of the
processed data information; addition of a sequence number
to prevent replay; addition of authentication information;
addition of integrity information such as internal counters—
comparisons to which might be used to indicate if data if
missing; and encryption of the data payload.

[0061] The CIS 18 acknowledges receipt of the informa-
tion if received, and notifies the TIC 16. If the TIC 16 does
not receive an acknowledgement (within a specified time) it
will retry by sending either on the specified bearer path or an
alternative bearer path, as set by parameters received by the
TIC application.

[0062] The alternative path may also have an alternative
CIS address allocated for business continuity or capacity
reasons.

[0063] Many modern terminal systems such as PCs and
mobile or IP phones have the ability to receive programs that
can be automatically loaded into the terminal and used by
that terminal for the specific application. The most common
types prevalent today include: SIM tool Kit 3GPP specifi-
cation 03.28; Symbian operating system used by Nokia™
for mobile phones and PDAs; and Java™ used by SUN for
both mobile phone terminals and PCs used with Java Virtual
machines™. Application specific control programs could
also be considered and used as part of the integration of
applications.

[0064] The configuration parameters to be received by the
TIC are encrypted and contain information to enable the TIC
to be configured. The configuration information includes:
CIS address(es)—optional secondary addresses; data trans-
portation path(s)—optional secondary paths; encryption
type and standard used encryption key; authentication key;
data to be sampled,; filtering and reporting rules for data (e.g.
pass data after n calls, after n minutes of calls, or after n Mbit
data transfer); aggregating of counters of use and the thresh-
olds; legal interception interface and configuration module;
and module configuration information.

[0065] Once the CIS 18 has collected the data it can be
used for several different customer monitoring and control
activities, including fraud management, revenue assurance,
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security protection, content control and legal interception.
For example, in the case of fraud detection, the process that
runs on the CIS is based on known or novel detection
algorithms, including unusual calling pattern algorithms and
immediate risk information. Examples of unusual calling
pattern algorithms include algorithms that determine
whether a selected information item has exceeded a thresh-
old value for a certain period (e.g. an hour, a day or a week).
Examples of such information, in generic categories, are as
follows:

[0066] information based on an origination identity e.g.
origination terminal identity telephone number,
MSISDN, IMSI, IMEI, IP address, P2P encrypted key
etc;

[0067] information based on a destination identity, tele-
phone number, MSISDN, IMSI, IMEI, TP address, P2P
encrypted key etc;

[0068] the type of the destination address, free calls,
premium rated specific content, such as address con-
sidered as unacceptable (child pornography sites based
on an address list.

[0069] the use events e.g. number of free phone calls/
period/on a per customer basis (e.g. 5), or number of
PRS calls/period/on a per customer basis (e.g. 3) or
number of international calls/per period/on a per cus-
tomer basis (e.g. 5);

[0070] mid-session events, e.g. number of call for-
wards, or packet redirects per customer (e.g. 5);

[0071] information on activity carried out by the termi-
nal device outside of its own home operator environ-
ment, e.g. number of roaming calls/period/on a per
customer basis (e.g. 10);

[0072] the transmission of information messages that
exceed a predefined level e.g. SMS, MMS, GPRS data
volumes or IP packet data e.g. number of MO SMS or
MT SMS messages sent per period/on a per customer
basis.

[0073] In the case of revenue assurance, the detection
process that runs on the CIS may be based on known or
novel detection algorithms in conjunction with information
held in the network, looking for unusual levels of leakage.
Examples of such leakage detection are:

[0074] The number of all calls to a particular number
destination from all the terminal devices, compared to
network held information;

[0075] The duration of a call made by the terminal
device compared to the information held in the net-
work;

[0076] Terminal devices that claim to be connected to
the network but are not seen in the network databases
or not generating activity

[0077] Use of the network by P2P services that are not
recorded in the central network systems

[0078] Other algorithms used by commercial revenue
assurance platforms

[0079] Ineach case the CIS can produce an event alarm for
each type of detected item either on its occurrence or if the
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threshold value has been exceeded for the defined period.
The alarm can be displayed in the CIS system and/or can be
sent to other existing commercial systems for risk manage-
ment or fraud or revenue assurance, and in some cases to
normal business communication systems such as email or
SMS.

[0080] Immediate risk information reporting by the use of
comparing the information sent from the terminal to the CIS
18 can make use of database comparison to fixed tables in
the database 51, or can make use of “hot lists” of information
in the CIS, listing events which are to trigger an immediate
report if they occur. Examples include:

[0081] PRS call matching “X” number;

[0082] Terminal identify number (telephone number,
MSISDN, IMSI, IMEI, IP address, P2P encrypted key
etc.) that is on a “blacklist” of numbers in the system;

[0083] Long event alarm, based on a comparison to
generic values held for types of call, e.g. international
call prefixed with “0031” or premium numbers prefixed
with “0911” held in the database 51.

[0084] The process of providing revenue assurance of a
service offered, either as content based or consumption
based, can be conducted by the terminal device as a separate
information collector. Information can be consumption
recorded in the network either on a customer-by-customer
basis or summated at a service level and then compared to
the information sent from the TIC to the CIS. This can be
used to validate for example micro-payments where the
information may not be collected in a central system.

[0085] The use of micro-payment may be based on the use
of a terminal-based consumption record such as is described
in U.S. Pat. No 6,625,439, or other systems that have an
initial value stored on the terminal that is decremented in
small amounts for use in accessing systems (such as car
parks), sending messages, or buying content (such as a drink
can). Alternative schemes that allow for the transfer of
financial value from one terminal device to another terminal
device on a P2P basis also exist. Due to their low value,
these micro-payments are decremented or transferred from
an electronic purse held in the terminal device. The infor-
mation on the transaction can be sent to the CIS, counted and
used for risk assessment in a manner similar to that
described above for communications sessions.

[0086] The summation of the use would match event
records (EDRs) from content platforms and an operator’s
traditional mediation and billing system 29 with that from
the TIC and with the information from the terminal, pro-
ducing an event alarm if there are differences, and also
producing a report on a daily basis for:

[0087] Total number of customers affected,;
[0088] Records for each customer reviewed,

[0089] Reports on the type of alarm raised and/or sever-
ity;

[0090] Indication of any financial value in the CIS (if
rating information process is included or sent to a

revenue assurance or fraud platform which has a capa-
bility of rating suspected fraud or revenue loss events).
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[0091] Cumulative alarm management. (in fraud man-
agement systems, where there are a number of events
that are correlated and summed in to a summation
alarm, these are called a “case”.) The summation alarm
can use a number of activities, such as excessive
international call, and/or long calls, which together
indicate an elevated risk compared to the single risk

identified.
[0092] If the data consumption recorded by the operator’s
network and the TIC is different by “x” amount (an operator-
configured threshold), the CIS can raise an event alarm. The
CIS can also send a report to relevant parties (either using
the CIS 18 or external system such as fraud analyst) based
on a set period, e.g. hourly, daily or weekly; for such items

and produce a report on a daily basis of:

[0093] The total number of customers affected by a
particular issue;

[0094] The record of the effect for each customer
reviewed.

[0095] For both of the above cases the system will have
the ability to mark records that do not match “as accepted as
good” by the system based on conditions such as time
differences, length of call, origination and destination num-
ber, type of content.

[0096] For the purposes of legal interception, it has been
described that the TIC can be configured by the parameters
from the CIS to monitor all activities of the terminal and to
send the information to the CIS. In this case, the traffic
packet data and associated information can be handled
according to one of two methods.

[0097] The first alternative method provides monitoring
carried out at the terminal. With this method, the CIS
parameter calculation and configuration module 32 provides
the configuration information to be sent to the TIC 16 to
instruct it to send copies of the traffic and associated
information to a dedicated terminal address, which acts as
the Legal Interception Termination Point (LITP), which does
not need to be the same location or system as the CIS.

[0098] The information obtained from either of the above
options is transferred to the legal interception interface
module for transportation of the information to the appro-
priate legal intercept authority. The information interface
must meet ETSI and 3GPP Legal Intercept Centre (LIC)
requirements.

[0099] The arrangements described can be used for pur-
poses of micro-payments, e.g. for purposes of verification of
P2P micro-payments, as the arrangements described can
permit verification of EDRs/information on both terminals.
This would enable normal customers to act as vendors for
almost anything and would provide an innovative new
value-added service. The concept of P2P selling would of
course also provide an opportunity for fraudulent abuse,
which would require monitoring by a terminal based infor-
mation collector and risk management solution. Examples of
this use include:

[0100] paying for ring tones that friends have written
[0101] paying for downloaded MP3s transferred P2P

[0102] paying for access to value-added data services—
streaming media/news/soaps
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[0103] wvalidation of P2P payments e.g. a settlement of
a debt between two customers.

[0104] With the lack of content control of information of
all types worldwide, and with the lack of information source
controls, there is a need to limit or report on and place
controls on the content of information such as:

[0105] Limiting material of a sexual material that is not
acceptable to the age of the user of the terminal;

[0106] Legality of content controls based on accepted
behaviour such as religious or political controls (e.g.
the use of key words that are seen as offensive in some
countries such in Saudi Arabia);

[0107] Controls on gaming/gambling as it could reveal
the content and transactions in an unencrypted state;

[0108] Control by the terminal owner’s parents of a
level set with the operator, where the owner is below
legal age;

[0109] Controls on filtering and misuse of MMS. These
have been abused for distribution of child-porn (it
might be possible using TIC information to provide
information on website access or MMS sent for LIC).

[0110] The system cannot provide detailed processing of
all transaction data, but it could be configured, subject to the
vendor terminal application, to monitor for key words, age
or transaction types or protocols for unacceptable content.
The CIS could update the TIC on key information, such as
age profile of content.

[0111] Information in the database needs to use reporting
tools, such as Business Objects, Crystal Reports or a report
writer, to enable data extraction against the set fraud and risk
reports. These are separate to the fraud algorithms and are
not part of the patent.

[0112] Other possible utilisations of the arrangements
described would be anywhere where a distributed computing
environment operates, which could result in a significant
potential loss of revenue or data. Possible examples could
include:

[0113] a terminal that stores prepaid value for use in the
provision of services such a terminal-based prepaid
system using micro-payments or e-purses to control the
potential revenue or fraud risks;

[0114] e-book readers or the like, where there is con-
trolled access to information, such as restricted access
documents or address-books, where confidentiality is
important, and where an audit record is maintained to
monitor usage or flag potential abuse

[0115] applications such as GPS that provide informa-
tion such as terminal velocity or location information
for LIC purposes, which are otherwise network &
processing intensive applications.

[0116] Thus, a system of distributed risk management has
been descried that is based on each terminal device under
control having a risk module, including fraud, revenue
assurance, security and legal interception capability, that
will collect information from the terminal devices and
transfer the essence of the information in a secure way to a
central system for processing. The terminal requires a small
software program that enables the collection of the infor-
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mation and the processing and communication over a chosen
bearer path, such as SMS, GPRS or IP connection. It is
expected that the communication path would be packet
based.

[0117] The computer code is installed during the manu-
facturing process or can be remotely uploaded to the device
over the communication path. While in use, the operator,
service provider or other third parties could use the proposed
system to provide notification of activities back to a central
monitoring and control point, managed by either the opera-
tor or a third party risk management provider, which could
include Praesidium Technologies Ltd. (PTL).

[0118] The centralised system then collects the informa-
tion and enables the processing of the information using
established fraud management, revenue assurance, security
protection, content control and legal interception algorithms
to determine which information gives rise to alerts. In
addition, the central system can decide, based both upon the
rating of risk and the severity that the terminal has been
assigned, the degree to which the terminals’ activity should
be monitored. The decisions may be based upon learned
heuristics relating to “normal” usage of the device.

[0119] The collection of information is preferably hidden
from user activity and is secured to prevent tampering by the
user to “turn off” the functionality. This is achieved by the
use of encrypted communication between the TIC 16 and the
terminal application, and by the lack of provision of cus-
tomer controls from the application. The security of the
communication can be based on the generic security feature
of the application, such as in JAVA™.

[0120] Referring now to FIG. 4, an alternative embodi-
ment of the invention is illustrated. In this embodiment, the
terminal device 11, 12 or 13, is shown as having more than
one terminal application 42A and 42B and more than one
physical communication layer within the terminal device
communication layers 140. These physical communication
layers include, by way of example, a GSM layer 141 and a
WiFi/WiMax 144. The GSM layer 141 is also illustrated as
having more than one selection for wireless network. For
example, communication may take place through different
operator networks 142 and 143. In the illustrated example,
terminal application 42A (which may be a voice application
or an SMS text messaging application) can selectively
communicate through either one of wireless network A and
wireless network B. Meanwhile, terminal application 42B
(which may, for example, be an email application) can
communicate through WiFi/WiMax layer 144. In this
embodiment, information processing module 46 is able to
monitor each of the terminal applications 42A and 42B. It is
also able to monitor terminal application 42A regardless of
the selection of wireless network.

[0121] In operation, any communication through terminal
application 42A or 42B, whether it is through network A or
network B and whether it is by GSM and WiFi/WiMax or
other communications layer, is monitored by information
processing module 46. In this manner, module 46 monitors
all communications activity of the terminal device and not
just communications through a particular network or a
particular physical layer.

[0122] The embodiment of FIG. 4 is particularly useful
for the purposes such as revenue assurance arbitrage. For
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example, if GSM network A offers a service such as a data
service or a video service, but the user of the terminal finds,
for any reason, that wireless network B or WiFi/WiMax
network 144 is the user’s preferred choice for that service,
the information collected by store 48 and reported through
communications module 44 to the CIS would indicate to the
operator of wireless network A that the service, although
available, is not being selected through that preferred and
configured network connection. This may be because wire-
less network A’s pricing is too high or for some other reason
that forces the technical connection.

[0123] The CIS is able to identify that there is revenue
leakage in one of two ways. Either the TIC reports to the CIS
information indicating that the other network is selected and
is being used by the user of the terminal, or the CIS is able
to compare the information reported by the TIC with infor-
mation received by the CIS through operator network inter-
face 22 (see FIG. 2). By correlating the information
received through the network interface 22 with the infor-
mation received through the TIC, the CIS is able to identify
that communications are taking place that are unknown to
the operator of network A. This is indicative of revenue loss.
In other words, communications are taking place from the
terminal through the network by other communications
layers and there is an opportunity for the operator of wireless
network A to improve the share of those communications
taking place through that operator’s network.

[0124] In this manner, if it is noticed that the user is, for
example, downloading television clips, but no charge is
being charged on the user’s bill (where the user is subscrib-
ing for data but not for television) this indicates a revenue
assurance opportunity. Similarly, if the user is subscribing
for one megabyte of data per month, but is receiving three
times that amount, this is indicative of an opportunity to
change that subscriber’s subscription plan.

[0125] In accordance with a preferred feature, the risk
manager application 28 of the CIS 18 automatically initiates
an action in response to a revenue assurance event identified
by the risk manager application. A communication module
21 (FIG. 2) is provided, coupled to the risk manager
applications 28, to generate a message, for example an SMS
message, to send to the user terminal via the network. An
example of such a message is “Did you know that you have
exceeded your pre-paid data usage and you could save
money by switching to our premium plan?”

[0126] The terminal of FIG. 4 may be a dual-SIM termi-
nal. In such an embodiment, there may be a TIC 16 for each
of the two operators operating wireless network A and
wireless network B. Each TIC may report to a separate CIS
for each respective operator. In this manner, each operator
can have visibility as to the traffic that the terminal is
receiving or generating through the other network. This can
enhance opportunities for competition between the two
operator networks.

[0127] Without the TIC 16, an operator will have no way
of knowing if the user is selecting a WiFi/WiMax network
or some other means of communication.

[0128] It has been explained that the arrangements
described can be used to enhance fraud management. For
example, there may be communications taking place on the
device that result in changes of which the user is unaware
(such as cookies, Java applets etc).
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[0129] Preferably the risk manager applications 28 in the
CIS identifies patterns or telltales indicative of such risks.
Patterns include fraudulent dialling patterns. An example of
such a pattern is where a user is paying for his own bill, but
his usage pattern does not match the pattern of someone
paying for his own bill. The usage pattern may match the
pattern of someone who is not paying. There may be two
sources of fraud: (a) where the customer provided fraudulent
information at the time they initially requested the service;
and (b) where the SIM card is “cloned” and the serial
number is copied so that someone else is using the services.
The first type of fraud may be identified by matching or
correlating to a fraudulent use pattern from the outset. In
other words, from the outset the pattern of usage is the
pattern of a fraudulent user rather than an honest user. The
second type of fraud is identified at the CIS by recognising
usage associated with that SIM through the operator network
interface 22 that is not identified through the TIC. Where the
TIC sees only part of the communications for that SIM, this
is indicative of a cloned SIM. Similarly, where the usage
identified by the TIC identifies a handset ID that is different
from the usage identified through the operating network
interface 22, the risk management applications 28 identify
this discrepancy.

[0130] Where fraudulent use is identified, an action that
may be automatically taken is the generation of an SMS
message through the communications module 31 to 1 (or
indeed both) of the identified SIMs. For example, a message
to the SIM believed to be “true” may say “We suspect that
your handset has been cloned, please dial our customer
services”. A message to the suspected cloned SIM may be
“Your service is about to be suspended, please telephone
customer services to continue service”. At the same time, a
message or event may be generated to the operator network
interface 22 to suspend that service after a predetermined
period of time, e.g. 24 hours.

[0131] It has been explained how the invention can be
used for credit profiling/management. For example, when a
customer wants to use a new service (e.g. to start receiving
Internet based television IPTV) the operator may need to
make an immediate decision as to whether this customer is
creditworthy. The risk management applications 28 may
identify this by examining the usage pattern. Where the
usage pattern matches that of a creditworthy user, this
generates a “creditworthy” indication. For example, where
the TIC identifies that not only is this user using his or her
monthly allocation of services through wireless network A,
but indeed the user is consistently and regularly using a level
of usage through another network(s) or through the WiFi/
WiMax communication layer, this is indicative of a credit
worthy user to whom network A may readily sell more
services. A different usage pattern may be indicative or an
extremely cautious user who cannot afford to exceed his or
her present level of usage through wireless network A. Such
a usage pattern may, for example, be one where communi-
cations slow down at the point where the user reaches his or
her monthly allocation.

[0132] Another usage pattern might be one where the user
is accessing certain websites. For example, excessive use of
a gambling site may be indicative of a user who is not
creditworthy. The information processing module 46
retrieves the URL’s of the sites being visited (whether
through the GSM network 141 or the WiFi/WiMax network
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144) and passes this information to the CIS. The CIS
compares the websites being visited with websites previ-
ously being identified as useful for measuring credit wor-
thiness patterns and the risk manager applications 28 per-
form analysis of the usage pattern. Access to other sites may
be indicative of a highly creditworthy user. As a result of the
analysis, the risk manager 28 may generate a message
through the communications module to the user such as
“Congratulations, you are authorised to access the service
you have requested” and/or, the risk manager applications
28 may generate a signal to the operator network interface
22 to cause the operator network to grant access to the
service.

[0133] Tt has been explained how the invention may be
used for content control. For example, if the user is seen to
be accessing websites inappropriate given the profile of the
registered user, the risk manager applications 28 may iden-
tify this usage and call the communications module 31 to
send a message to the terminal. For example, the message
might say “You are accessing an adult website and this will
be identified on your bill”. The risk manager applications 28
may identify that the website being accessed is in fact illegal
and may cause a message to be sent to the operating network
interface 22 to suspend the particular session or suspend
communication to some level or for some pre-arranged time
period etc.

[0134] The objective of revenue assurance, fraud manage-
ment, credit control and security are generically referred to
in the industry as “enterprise risk management”.

[0135] Another application of the invention is for market-
ing test purposes. For example, the communications module
31 may generate a message to the user to inform the user that
the user is to benefit from a promotional period in which the
user tariff is reduced. The risk manager applications 28 may
then monitor the change of usage and determine whether the
user response to the commercial message has been positive.
Similarly, communications module 31 may generate test
advertisements and the risk manager applications 28 may
monitor the response to those test versions.

[0136] Other uses of the invention may be readily apparent
to one of ordinary skill in the art.

1. A communications risk control system comprising a
subscriber terminal for communication through a distributed
communications network and a central information server,
wherein the subscriber terminal comprises;

a communication layer for establishing communications
through the communications network,

a terminal information collection module for collecting
information relating to communications established
through the communications network; and

a server reporting module for reporting to the central
information server information collected by the termi-
nal information collection module, wherein the central
information server comprises a risk analysis module for
risk analysis of the information collected.

2. A system in accordance with claim 1, further compris-
ing a communication module associated with the central
information server arranged to take an action upon identi-
fication by the risk analysis module of a predetermined
enterprise risk management event.
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3. A system in accordance with claim 2, wherein the
action includes sending a message to the terminal.

4. A system in accordance with claim 2 wherein the action
includes granting access in the network to additional com-
munications services.

5. A system in accordance with claim 2 wherein the action
includes suspending access in the network to existing com-
munications services

6. A system in accordance with claim 1 wherein the
terminal comprises a receiver for receiving at least one
configuration parameter and for adjusting information col-
lection and/or reporting in response thereto.

7. A system in accordance with claim 6, wherein the
server is adapted to send to the terminal a configuration
parameter indicative of a level of monitoring.

8. A system in accordance with claim 6, wherein the
terminal comprises parameter storage and configuration
software for adjusting a reporting period dependent on the
configuration parameter.

9. A system in accordance with claim 6, wherein the risk
analysis module assesses the need for selective monitoring,
determines a level of monitoring to be conducted at the
terminal, and causes a suitable configuration parameter to be
sent to the terminal.

10. A system in accordance with claim 1, further com-
prising a graphical user interface for presenting in graphical
form a representation of the customer risk parameters
tracked over time.

11. A system in accordance with claim 1, wherein the
information collected and reported is risk related event
information relating to communications events of the ter-
minal device.

12. A system in accordance with claim 7, wherein the
information collected and reported includes routing infor-
mation for a communications event.

13. A system in accordance with claim 1 wherein the
terminal information collection module and the server
reporting module are arranged to report and/or control
micro-payment transactions made in the terminal or infor-
mation sent in peer-to-peer connections.

14. A system in accordance with claim 1, wherein the
central information server comprises an analysis module for
analysing the information collected for at least one of:

information based on one or several terminal applications
information based on origination identity;

information based on the destination identity;
mid-session events;

information on activity carried out by the terminal device
outside of a home operator environment; and

transmission of information messages that exceed a pre-

defined level.

15. A system in accordance with claim 1, having event
types including allowed event types and disallowed event
types, wherein the central information server comprises an
analysis module for analysing the information collected for
events that are of a disallowed event type.

16. A system in accordance with claim 1, wherein the
central information server comprises an analysis module for
analysing the information collected for terminal identity
mismatch.
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17. A system in accordance with claim 1, wherein the
central information server comprises an analysis module for
analysing the information collected for at least one of:

number of events to a particular destination from all the
terminal devices, compared to network held informa-
tion;

type of event; and

subscriber terminals that claim to be connected to the

network but are not identifiable in network databases.

18. A communications terminal adapted for communica-

tion through a distributed communications network and

adapted for communication with a central information
server, the terminal comprising:

at least one communication layer for establishing com-
munications through the communications network;

a terminal information collection module for collecting
information relating to communications established
through the communications network;

a server reporting module for reporting to the central
information server information collected by the termi-
nal information collection module; and

a plurality of communications protocols, wherein the
terminal information collection module collects infor-
mation relating to the plurality of communications
protocols.

19. A communications terminal in accordance with claim
18 further comprising a receiver for receiving from the
server at least one configuration parameter to control the
collection and/or reporting of information.

20. A system in accordance with claim 19, wherein the
terminal comprises software for adjusting a reporting period
dependent on the configuration parameter.

21. A risk analysis server of a communications system
having a subscriber terminal for communication through a
distributed communications network, the server comprising:

a receiver for collecting the information from the sub-
scriber terminal; and

a risk analysis module for risk analysis of information
relating to communications with the subscriber termi-
nal.

22. A risk analysis server in accordance with claim 21,
further comprising a communication module arranged to
take an action upon identification by the risk analysis
module of a predetermined enterprise risk management
events.

23. A risk analysis server in accordance with claim 22,
wherein the action includes sending a message to the ter-
minal.

24. A risk analysis server in accordance with claim 22,
wherein the action includes granting access in the network
to additional communications services.

25. A risk analysis server in accordance with claim 22,
wherein the action includes suspending access in the net-
work to existing communications services

26. A server in accordance with claim 22, for collecting
and analysing information relating to communications
established through the communications network, adapted to
receive the information from a terminal information collec-
tion module of a subscriber terminal establishing such
communications.
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27. A server in accordance with claim 22, wherein the
information collected comprises at least one of:

information based on origination identity;
information based on the destination identity;
mid session events;

information on activity carried out by the terminal device
outside of a home operator environment; and

transmission of information messages that exceed a pre-

defined level.

28. A server in accordance with claim 22, coupled to a
network having event types including allowed event types
and disallowed event types, the information server com-
prises an analysis module for analysing the information
collected for events that are of an disallowed event type.

29. An information server in accordance with claim 22,
further comprising an analysis module for analysing the
information collected from the subscriber terminal for IMEI
and/or IMSI mismatches.
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30. An information server in accordance with claim 22,
further comprising an analysis module for analysing the
information collected for at least one of:

number of events related to activity in information trans-
fer to a particular destination from all terminal devices,
compared to network held information;

number of events related to activity in information trans-
fer to a particular destination from a set of terminal
devices, compared to network held information;

events made by the terminal device compared to network
held information; and

subscriber terminals that claim to be connected to the
network but are not identifiable in network databases.





