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(7) ABSTRACT

A system and method performs real-time subscriber man-
agement and accounting for a wireless device by detecting
predetermined events within the wireless device and com-
municating information pertaining to such events from the
wireless device to a real-time subscriber management plat-
form in association with each communication session. The
information received by the real-time subscriber manage-
ment platform is used to control the behavior of the wireless
device and/or to update accounting information pertaining to
the subscriber.
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SUBSCRIBER MANAGEMENT AND ACCOUNTING
USING EVENT DETECTION IN A WIRELESS
DEVICE

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit under 35 U.S.C.
§119(e) of Provisional Patent Application No. 60/495,642,
filed Aug. 15, 2003 and titled EXTENDED INTELLIGENT
NETWORK CALL CONTROL USING TRIGGERS RESI-
DENT IN A WIRELESS DEVICE WITHIN A WIRELESS
COMMUNICATION NETWORK.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] Not Applicable

BACKGROUND OF THE INVENTION

[0003] The present invention pertains to a system and
method for controlling the operation of a wireless device in
a communication network and more specifically to a system
and method that controls the operation of the wireless device
using controls disposed within the wireless device that are
cooperative with a subscriber management platform or
server.

[0004] Wireless communication networks have been
widely deployed for over a decade. Over time, telecommu-
nications networks have evolved from switch-based net-
works, in which switches included both data and control
plane capability, to networks known as Intelligent Networks
(IN), in which the control plane is separated from the data
plane. In an IN, the intelligence and control functions are
removed from the switches and reside in SS7 control ele-
ments, such as Service Switching Points, Signal Transfer
Points and Service Control Points, as known in the art.

[0005] Inconventional wireless communication networks,
a call detail record is generated at the serving switch at the
conclusion of each call. The call detail records are forwarded
to a central database before being communicated to the
serving or billing carrier or accounting service. As a conse-
quence, delays in performing accounting are introduced.

BRIEF SUMMARY OF THE INVENTION

[0006] In accordance with the present invention, a system
and method for controlling the behavior of a wireless device
within a wireless communications network is disclosed. In
one embodiment of the presently disclosed system, a sub-
scriber identity module (SIM) or other removable processor/
memory module is disposed in a handset housing and is
electrically coupled to the handset logic. The SIM includes
an application program (SIMapp) that interacts with and
allows a real-time subscriber management (RTSM) platform
to control the operation of the service. The RTSM platform
comprises one or more servers, databases and control soft-
ware that are employed for wireless service accounting and
control functions. The RTSM platform has connectivity to a
wireless operator’s SS7 network via a service control point.

[0007] More specifically, the SIMapp application execut-
ing on a processor within the SIM performs functions in
conjunction with the RTSM platform that permit real-time
subscriber management and accounting in a way that mini-
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mizes implementation and/or integration requirements on
the wireless operator’s existing infrastructure.

[0008] The SIM is communicably coupled to the handset
logic of the mobile equipment (ME) via a SIM Application
Toolkit Application Programming Interface (SAT API),
which is typically supplied by the supplier of the mobile
equipment. The SIMapp application is therefore capable of
communicating with the handset logic to control the hand-
set, obtain notifications of call events and to issue commands
to the handset logic through the SAT API to initiate wireless
communications between the wireless device and the RTSM
platform via a data messaging protocol, such as a data bearer
channel communication protocol. Conversely, information
sent from the RTSM platform is received by the handset
logic and routed to the SIMapp application via the SAT API.
Based on the above-described communication among the
SIMapp, the handset logic and the RTSM platform, the
subscriber’s wireless communication experience can be con-
trolled. This control is achieved without requiring Intelligent
Network triggers or loop-back trunks.

[0009] Other features, aspects and advantages of the pres-
ently disclosed apparatus and method will be apparent to
those of ordinary skill in the art from the Detailed Descrip-
tion of the Invention that follows.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0010] The invention will be more fully understood by
reference to the following Detailed Description of the Inven-
tion in conjunction with the drawings of which:

[0011] FIG. 1 is a block diagram of a system operative in
accordance with the present invention;

[0012] FIG. 2 is a diagram depicting an example of
request and response messaging employed in the system of
FIG. 1,

[0013] FIG. 3 is block diagram depicting message flow in
the system of FIG. 1 between the SIMapp and the RTSM
platform;

[0014] FIG. 4 is a diagram depicting the message flow
employed in the registration of the wireless device depicted
in FIG. 1;

[0015] FIG. 5 is a diagram depicting the message flow in
the system of FIG. 1 in response to a call for which a
sufficient balance exists in the RTSM platform for billing
through call completion;

[0016] FIG. 6 is a diagram depicting the message flow in
the system of FIG. 1 in response to a call for which an
insufficient balance exists in the RTSM platform for billing
through call completion;

[0017] FIG. 7 is a diagram depicting message flow in the
system of FIG. 1 to update the code image of the SIMapp
within the wireless device;

[0018] FIG. 8 is a flow diagram depicting countdown
timer operation; and

[0019] FIG. 9 is a flow diagram depicting the operation of
the SIMapp and countdown timer in response to Call Con-
trol, Call Connect and Call Disconnect events.
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DETAILED DESCRIPTION OF THE
INVENTION

[0020] U.S. Provisional Patent Application No. 60/495,
642, titled Extended Intelligent Network Call Control Using
Triggers Resident in a Wireless Device Within a Wireless
Communication Network, filed Aug. 15, 2003, U.S. Provi-
sional Patent Application No. 60/449,907, titled Method and
System for Exercising Supervisory Control Over Wireless
Phone Usage, filed Feb. 25, 2003, and U.S. patent applica-
tion Ser. No. 10/784,611, titled Method and System for
Providing Supervisory Control for Wireless Phone Usage,
filed Feb. 23, 2004 are hereby incorporated by reference
herein.

[0021] In accordance with the present invention, a method
and apparatus for controlling the behavior of a wireless
device and performing real-time subscriber management
and accounting functions is disclosed. Predetermined events
are detected within the wireless device and specific infor-
mation pertaining to such events is stored. The stored
information or information derived from the stored infor-
mation is communicated to the RTSM platform, either in
response to the occurrence of the event that caused the
information to be stored or, alternatively, at the end of a call.
The information communicated to the RTSM platform is
communicated via a data message sent over, for example, a
data bearer communication channel. In the illustrated
embodiment, the information communicated includes
counter values and associated information that is employed
by the RTSM platform to determine the time, date and
duration of a call. It should be understood that stored
information need not be conveyed by the data message in all
embodiments and that, in some systems, information indi-
cating that a predetermined event has occurred may be
conveyed to the RTSM platform via the data message. The
information pertaining to calls and/or events detected by the
SIMapp on the wireless device are communicated to the
RTSM platform and employed by the RTSM platform for
call accounting and subscriber management functions, as
subsequently discussed in greater detail. For example, the
SIMapp sends a Service Start Invoke message to the RTSM
platform when a service that requires pre-authorization and
that involves the wireless device is initiated. The RTSM
platform maintains call tariff data, available balance
amounts for prepaid subscriber accounts and information
defining how calls involving specific subscribers are to be
accounted for and processed.

[0022] Referring to FIG. 1, the presently disclosed system
2 includes a wireless device 4 in communication with the
RTSM platform 6 via a communications network 8. In the
illustrated embodiment, the wireless device 4 includes hand-
set logic 10, a subscriber identity module (SIM) 12 and an
interface 14 between the SIM 12 and the handset logic 10.
The SIM 12 is removably inserted into the wireless device
4 housing. The SIM 12 includes a processor 22 and a
memory 20. (Other removable memory/processor modules,
such as USIMs or R-UIMs, are also acceptable, although for
simplicity, an embodiment that utilizes a SIM will be
described.) The processor 22 within the SIM 12 executes an
application program 16, referred to herein as the SIMapp,
that is stored within the memory 20 of the SIM 12.

[0023] The RTSM platform 6 comprises one or more
servers that each include at least one processor and at least
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one memory. The RTSM platform 6 further includes a
database (DB) 50a. The RTSM platform is operative as a
real-time transaction processing system that interacts with
the SIMapp 16 to perform call accounting and subscriber
management functions, as subsequently discussed in greater
detail.

[0024] The SIM 12 includes a memory 20 and a SIM
processor 22 that executes the SIM application (SIMapp) 16
resident in the SIM memory 20. The memory 20 includes a
re-writable portion, a non-volatile RAM portion and, addi-
tionally, may include volatile RAM.

[0025] A handset processor 32 is operative to execute
software code and/or firmware stored within a handset
memory 30. The handset logic 10 further includes a plurality
of timers 34 (identified as timers 34a-34#) and 35, which are
used to perform timing functions used by the SIMapp 16. In
one embodiment of the presently disclosed system, the
timers 34a-34n and 35 may be loaded and read under the
command of the SIMapp 16.

[0026] A radio-frequency (RF) modem 36 is coupled
between the handset logic 10 and an antenna 38. The RF
modem 36 receives RF signals and converts the received RF
signals to digital signals that are conveyed to the handset
logic 10. Additionally, the RF modem 36 converts digital
signals to RF signals that are transmitted from the handset
logic 10 via the antenna 38.

[0027] The interface 14 between the SIM 12 and the
handset logic 10 includes an Application Programming
Interface known as the SIM Application Toolkit Application
Programming Interface (SAT API), which is typically sup-
plied by the supplier of the mobile equipment. The SAT API
enables the SIMapp 16 to command the handset logic 10 to
initiate communications with the RTSM platform 6 and to
load and read the timers 34a-34n and 35. Additionally, the
SAT API allows information that is sent from the RTSM
platform 6 and received by the handset logic 10 to be passed
via the SAT API to the SIMapp 16. Based on these com-
munications, the SIMapp 16, in cooperation with the RTSM
platform 6, is able to control the behavior of the wireless
device 4.

[0028] The wireless device 4 communicates with a wire-
less operator’s network, which includes a Base Station
Controller (BSC) 40, a Mobile Switching Center (MSC) 42,
and a Home Location Register (HLR) 44. These network
elements are communicably coupled by the wireless opera-
tor’s network or control channel 8, such as an SS7 telecom-
munications network. The RTSM platform 6 is coupled to
the operator’s control channel via a Service Control Point
(SCP) 48 where the control channel comprises an SS7
network.

[0029] The SIMapp 16 provides the ability to:

[0030] a) conditionally restrict the wireless device 4
from initiating mobile originated (MO) voice calls;

[0031] b) conditionally restrict the wireless device 4
from receiving mobile terminated (MT) voice calls;

[0032] c¢)conditionally send call detail information to
the RTSM platform 6 when a voice call is discon-
nected; and

[0033] d) conditionally send subscriber location

information to the RTSM platform 6 on power-up
and when the location of the handset 4 changes.
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[0034] The manner by which the above-referenced capa-
bilities are provided are discussed in greater detail below.

[0035] The SIMapp 16 within the wireless device 4 ini-
tiates most of the communications between the SIMapp 16
and the RTSM platform 6. Communication between the
SIMapp 16 and the RTSM platform 6 occurs through the
exchange of data messages.

[0036] By way of example and not limitation, communi-
cation between the SIMapp 16 and the RTSM platform 6
may be via the Short Messaging Service (SMS) using the
Short Message Peer-to-peer Protocol (SMPP), SMS via
Mobile Application Part (MAP), Unstructured Supplemental
Services Data (USSD) via Transaction Capability User Part
(TCAP) or any other suitable over-the-air data messaging
protocol. Exemplary protocols are discussed further below.

[0037] SMS Via SMPP

[0038] In this scenario, the SIMapp 16 uses the SEND SS
proactive command from the SAT API to command the
handset logic 10 to generate an SMS-SUBMIT into the
serving network. The SMS message is routed to the appro-
priate serving short message service center (SMSC) and is
routed via a standard protocol for SMS messaging known as
Simple Mail Point to Point (SMPP), eventually arriving at an
SMPP Gateway (not shown) in communication with the
RTSM platform 6. The SMPP Gateway in communication
with the RTSM platform 6 communicates with the SDP 50
of the RTSM platform 6 (see FIG. 1), which generates a
response. The response is forwarded via SMPP and even-
tually arrives at the appropriate serving SMSC. The SMS-
DELIVER is received by the handset logic 10 and routed to
the SIMapp 16, completing the transaction. This scenario
uses the wireless network’s existing SMS infrastructure.

[0039] SMS Via MAP

[0040] In this scenario, the SMS-SUBMIT bypasses the
operator’s existing SMS infrastructure and is sent directly
over the SS7 network to the RTSM platform 6. The RTSM
platform 6 formats a response, and sends the appropriate
MAP transaction so the serving MSC 42 delivers the
response as an SMS-DELIVER to the wireless device 4. The
RTSM platform 6 performs a subset of the functions of an
SMSC for both the requests and responses, reducing both the
network latency and operational cost. For example, the
SMSC the within the RTSM platform 6 queries an HLR to
determine the servicing MSC 42, so the MAP transaction
can be correctly addressed. However, the SMSC need not
implement a store-and-forward capability. The carrier
assigns the RTSM platform 6 a E.164 number, so SMS
messages can be addressed to the platform. The carrier
provisions this number into the SIM 12, so the SIMapp 16
can address SMS messages to the RTSM platform 6. In
addition, the carrier assigns an SMSC address to the SMSC
within the RTSM platform 6. The messaging between the
RTSM platform 6 and the SIMapp 16 may be via one or
more intermediate SMSCs within the network, if the net-
work latency and operational concerns are not significant.

[0041] USSD Via MAP

[0042] USSD provides an alternative to SMS for messag-
ing between the SIMapp 16 and the RTSM platform 6.
USSD is lightweight in nature, making it a desirable mes-
saging protocol where supported. In one embodiment,
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USSD is employed to communicate from the SIMapp 16 to
the RTSM platform 6 and SMS is employed for the reverse
path.

[0043] Bearer Channel Via GPRS

[0044] In this embodiment, SIMapp 16 control messages
are transported to and from the RTSM platform 6 via a
GPRS data session initiated by the SIMapp 16.

[0045] Communication Between SIMapp and RTSM

[0046] Communication between the SIMapp 16 and the
RTSM platform 6 proceeds using a Request/Response
model. FIG. 2 illustrates the basic communication technique
in the circumstance in which data messaging is performed
using an SMS bearer channel communication service. Refer-
ring to FIG. 2, when communication with the RTSM
platform 6 is required, the SIMapp 16 instructs the handset
logic 10 via the SAT API 14 to generate an SMS-SUBMIT
message containing the message data. The MAP messaging
for SMS is directed to the RTSM platform 6 by the MSC.
SMS messages are addressed to phone numbers. The RTSM
is assigned a E.164 number to facilitate addressing SMS
messages to the RTSM. SMS messages that are destined to
the SIMapp and are delivered to the wireless device are
passed to the SIMapp, rather than being displayed on the
screen of the wireless device, in a well-known manner. MAP
Service Logic resident on the SCP 48 constitutes the RTSM
SIMapp Interface 49 for communicating with the SIM 12.
The RTSM SIMapp Interface 49 initiates an SMS-DE-
LIVER message containing the response data and addresses
it so that it is returned to the SIMapp 16 via the MSC 42.

[0047] As previously noted, the SIMapp 16 and RTSM 6
communicate using a request/response model. Each request
is processed by the receiving system and a response is
generated and returned to the initiator of the request.
Requests initiated by the SIMapp 16 correspond to events
that occur on the handset and generally correspond to the
concept of triggers in an intelligent network (IN) system.
Specific events may be detected as predetermined signals or
messages within the wireless device. The RTSM platform 6
returns responses to these triggered events containing one or
more directives that instruct the SIMapp 16 as to what action
should be performed. The RTSM platform 6 can initiate the
transmission of directives to the SIMapp 16 independent of
the detection of call related events on the wireless device 4
without first receiving a request from the SIMapp 16.

[0048] FIG. 3 depicts a simplified message diagram
depicting messaging between the SIMapp 16 and the RTSM
platform 6. Referring to FIG. 3, the subscriber powers up
the wireless device 4. On power up, the SIMapp 16 sends an
RTSM Registration message to the RTSM platform 6 con-
taining location information, among other parameters. The
RTSM platform 6 finds the profile and account for the
subscriber and returns a Registration Response Message to
the SIMapp 16 that includes configuration information for
the SIMapp 16. If so configured, when the SIMapp 16
detects a change in location of the handset 4, it sends a
message to the RTSM platform 6 containing new location
information. Additionally, at any time, the RTSM platform
6 may send a message to the SIMapp 16 containing new
configuration parameters to reconfigure the SIMapp 16.

[0049] In the event that the profile for the subscriber
indicates that a pre-call authorization is to be performed for
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Mobile Originated (MO) attempts, the RTSM Registration
Response includes an indication in a status element to this
effect. The RTSM Registration Response also includes a text
element that instructs the SIMapp 16 to display account
information on the wireless device display. This information
can include the subscriber’s remaining balance and an
indication of when those funds expire. As a matter of policy,
some carriers limit the length of time unused funds remain
in subscribers’ accounts. After such time, the funds are
transferred to the carrier, i.e., the funds expire. An exemplary
indication of such a display is provided below.

[0050] Available Funds: $2.75
[0051] Expires: Nov. 17, 2003

[0052] When the SIMapp 16 detects certain predetermined
events, the SIMapp 16 sends a message to the RTSM
platform 6 indicating that the respective event has occurred.
Upon detection of other specified events, the SIMapp 16
controls the wireless device to perform predetermined func-
tions. For example, upon detection of a Call Control event
in the form of the initiation of a mobile originated call, the
SIMapp 16 forwards a data message to the RTSM platform
6 that contains data about the event, e.g. a dialed number.
The response from the RTSM platform 6 instructs the
SIMapp 16 how to proceed and may contain context data to
be stored and returned with the response to another, related,
event. For example, a Service Start Response may contain
context data that is later returned with an associated Service
End Invoke. The response may also include other instruc-
tions indicating how services are to be provided. The
instructions contained in the response may set a maximum
duration for the service instance, may allow the service
instance, or may disallow the service instance. Additionally,
the response from the RTSM platform 6 may specify warn-
ing tones or messages to be provided under specific circum-
stances.

[0053] More specifically, when the subscriber attempts to
place a mobile originated (MO) call or the SIMapp 16
detects an incoming mobile terminated (MT) call, the
SIMapp sends a Service Start Invoke Message to the RTSM
platform 6 that contains the MSISDN of the wireless device
4, the dialed number, and, in one embodiment, may include
information indicative of the location of the wireless device
4. Typically, phone location information is conveyed to the
RTSM upon power up of the phone or upon a change in
location of the wireless device 4, such as a change in cell
site, cell site sector, or carrier, for example as the wireless
device roams. The RTSM platform 6 determines if the
subscriber can make or receive the call and returns a Service
Start Response Message that indicates that the placement of
the MO or MT call is to be allowed or disallowed.

[0054] Inone embodiment, the SIMapp 16 delays comple-
tion of the call until it receives the Service Start Response
Message. In this case, the SIMapp 16 either allows or
disallows the call, based on the contents of the Service Start
Response Message.

[0055] In another embodiment, the SIMapp 16 does not
delay completion of the call. In this case, if a MT call is
disallowed by the RTSM 6, the SIMapp 16 may receive the
Service Start Response Message after (by as much as several
seconds after) the call has been completed. If so, the SIMapp
16 ends the call upon receiving the Service Start Response
Message.
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[0056] In this embodiment, the SIMapp 16 ends MO calls
immediately (generally before the calls are completed) and
then waits for the service Start Response Messages. If a
response message allows a MO call, the SIMapp 16 re-
initiates the call in a manner that is transparent to the
subscriber. The relatively short delay between the user
dialing the digits of the called number and the re-initiation
of the call by the SIMapp 16 is generally not noticeable to
the subscriber.

[0057] On the other hand, if the Service Start Response
Message indicates the MO call is disallowed, the SIMapp 16
does not re-initiate the call. Optionally, the SIMapp 16 issues
an instruction to cause a tone or message to be played or
displayed to the subscriber.

[0058] When the call ends, the SIMapp 16 detects this
event and sends a Service End Invoke Message to the RTSM
platform 6. The RTSM platform 6 rates the call using
information contained in the Service End Invoke Message
and call tariff data maintained at the RTSM platform 6 and
debits the subscriber’s account, which is also maintained at
the RTSM platform 6. The RTSM platform 6 then returns a
Service End Response Message to the SIMapp 16. The
Service End Response Message includes text to be displayed
on the subscriber’s handset that indicates the available funds
remaining in the subscriber’s account and an indication of
when those funds expire, as discussed above.

[0059] Available Funds: $0.25
[0060] Expires: Nov. 17, 2003
[0061] SIMapp to RTSM Message Set

[0062] Table 1 below identifies transactions that are initi-
ated by the SIMapp 16:

TABLE 1

Transaction Message Description

Registration Registration Invoke Generated by the SIMapp
16 on power up.
Additionally, may be
sent on location
changes to retrieve
configuration
information and any
initial instructions
Contains information
indicating it is a
response to a
Registration Invoke
Generated by the SIMapp
16 when a service that
requires pre-
authorization is
initiated. Possible
services are:

mobile originated
(MO) call

initiated

mobile terminated
(MT) call received
Contains information
indicating it is a
response to a Service
Start

Generated by the SIMapp
16 when a service it is
configured to report on
has completed.

Response

Service Start Service Start Invoke

Response

Service End Service End Invoke
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TABLE 1-continued

Transaction Message Description
Possible services are:
MO call terminated
MT call terminated
Response Contains information

indicating it is a
response to a Service
End

[0063] Each Invoke message contains information specific
to that request. A single generic Response message can be
used. The Response message can include a parameter to
distinguish among the various transactions. A response may
contain one or more directives that the SIMapp 16 is
instructed to perform, as identified in Table 2 below.

TABLE 2

Directive Description

Status Change Provides configuration information
that determines how the SIMapp 16
behaves going forward.

Directs the SIMapp 16 to deny the
current service

Directs the SIMapp to 16 allow the
current service

Directs the SIMapp 16 to re-route the
service to the specified address
Directs the SIMapp 16 to display text
on the handset

Deny Service
Allow Service
Re-Route

Display Text

[0064] The transaction identified in Table 3 below can be
initiated by the RTSM platform 6:

TABLE 3

Transaction Description

Configuration Update Generated by the RTSM platform 6
when the SIMapp 16 is to perform a
directive independent of any

subscriber activity.

[0065] The Configuration Update Request from the RTSM
platform 6 to the SIMapp 16 can contain directives that the
SIMapp 16 is instructed to perform. The response from the
SIMapp 16 contains status information.

[0066] FIG. 4 illustrates the registration process by which
the wireless device 4 first registers with an MSC 42 and then
registers with the RTSM platform 6. Referring to FIGS. 1
and 4, when the subscriber powers on the wireless device 4,
the device receives transmissions from various MSCs 42 in
its vicinity and determines which MSC 42 to utilize for
communication, based upon the received system identifiers
(SIDs) or other network and/or cell site identifying infor-
mation (depending on the wireless protocol used by the
wireless network) and signal strengths. As illustrated, via
message 70, the wireless device 4 then registers with the
selected MSC 42 via a registration protocol known in the art.
The service registration protocol varies based upon the
wireless protocol (e.g. GSM, iDEN, etc.) employed for
communication.
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[0067] The selected MSC 42 next queries the HLR 44 via
a query message 72. In the instant case, it is assumed that the
subscriber is configured in the HLR as a full-featured
subscriber. A full-featured subscriber account can be provi-
sioned as, for example, postpaid, postpaid with a spending
limit, or any other suitable type. The HLR 44 returns the
relevant subscriber status to the MSC 42. For example, in a
GSM system, the HLR indicates whether service is or is not
to be provided to the wireless device. The MSC 42 then
communicates a registration message 76 to the handset logic
10 to complete the registration of the wireless device 4 with
the MSC 42, so that the wireless device 4 can communicate
over the network 8 with the MSC 42.

[0068] The SIMapp 16 can be configured in either of two
states (“dormant” or “active”), and the state of the SIMapp
can be changed by the carrier. In the dormant state, the
SIMapp 16 does not receive notifications from the handset
logic 10 and plays no role in controlling calls to or from the
wireless device 4. In the dormant state, the SIMapp 16 does
not interact with the RTSM platform 6 when calls are placed
to or from the mobile device. Instead, the wireless device 4
acts as a normal full-featured wireless device.

[0069] In the active state, the SIMapp 16 receives notifi-
cations of call events from the handset logic 10. The SIMapp
16 can be further configured to react or not to react to the
notifications from the handset logic 10. If the SIMapp 16 is
configured not to react to these notifications, the SIMapp
registers with the RTSM platform 6 (as described below),
but otherwise ignores the notifications from the handset
logic 10. On the other hand, if the if the SIMapp 16 is
configured to react to these notifications, the SIMapp oper-
ates as described herein. The RTSM platform 6 can send
messages to the SIMapp 16 to configure the SIMapp to
either ignore or react to the notifications from the handset
logic 10.

[0070] Thus, no changes are needed to the HLR 44 to
support full-featured wireless devices and devices that are
controlled by the RTSM platform 6. Wireless devices 4 that
are controlled by the RTSM platform 6 can be provisioned
in the HLR 44 as though they were full-featured devices. In
addition, a given wireless device 4 can be changed from an
unrestricted (for example postpaid or hybrid/spending lim-
its) device to a restricted (for example prepaid) device, or
vice versa, by changing the state of the SIMapp 16, but
without requiring changes in the HLR 44. Furthermore, the
same type of hardware, i.e. wireless devices 4 with SIMapp
16, can be dispensed to both full-featured subscribers and to
subscribers whose wireless devices are to be controlled by
the RTSM platform 6.

[0071] Assuming the SIMapp 16 is configured in an active
state, following registration of the wireless device 4 with the
MSC 42, the SIMapp 16 initiates the registration of the
wireless device 4 with the RTSM platform 6 by forwarding
an RTSM Registration Invoke Message 78. The Registration
Invoke Message 78 includes location information that indi-
cates the location of the wireless device 4 (such as the
serving cell site ID) and the version and revision level of the
SIMapp code. The wireless device 4 acquires location
information through the wireless network 8, as is well
known. In one embodiment, this location information
includes a country code, an area code and a cell site ID.
Other embodiments include information sufficient to enable
the RTSM platform 6 to properly rate calls.
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[0072] In response to receipt of the Registration Invoke
Message 78, the RTSM SIMapp Interface 49 communicates
with the RTSM platform 6 via a message 80 to store the
information contained within the Registration Invoke Mes-
sage 78 in the RTSM DB 50a. The RTSM platform 6 may
return to the RTSM SIMapp Interface 49 in a message 82 an
Internal Timer Value to be communicated to the SIMapp 16.
The Internal Timer Value specifies a time to a known point
in the future and is subsequently discussed in greater detail.
The Internal Timer Value can be stored in the RTSM DB
50a, calculated on the fly or hard-coded in the RTSM
platform 6 logic.

[0073] The RTSM SIMapp Interface 49 then forwards an
RTSM Registration Response Message 84 to the SIMapp 16
via the SCP 48. The RTSM Registration Response Message
includes a tag associated with the message being responded
to that identifies the response and the Internal Timer Value,
if such is provided.

[0074] When the SIMapp 16 receives the RTSM Regis-
tration Response Message 84 from the RTSM SIMapp
Interface 49, if the message contains an Internal Timer
Value, the SIMapp 16 loads the Internal Timer Value into
countdown timer 34 and starts the countdown timer 34. The
timer 34 is illustrated as a countdown timer, although it is
recognized that other forms of timers may be substituted,
such as count-up timers, in which the counter is initialized
to 0 and the current counter value is compared to the Internal
Timer Value to determine if the counter has expired.

[0075] If the Registration Response Message 84 does not
include an Internal Timer Value, no timer values are sent to
the RTSM platform 6 along with messages the SIMapp
sends to indicate call initiation, etc. In this case, the RTSM
platform 6 can use an internal timer to time calls. Alterna-
tively, for services, such as wireless data browsing, call
accounting can be performed based on the number of such
requests, rather than on the durations of the requests.

[0076] FIG. 5 depicts the events and messaging in the
presently disclosed system in response to a mobile origi-
nated or a mobile terminated call when the account balance
in the RTSM platform 6 is sufficient for the call. When the
subscriber presses the send button to initiate a call from the
wireless device 4 (MO Call Control Event) or an incoming
page to the wireless device 4 is received (MT Call Control
Event), the respective Call Control vent is detected by the
SIMapp 16 as illustrated by event 86. However, in one
embodiment, the dialed digits are intercepted and not trans-
mitted by the handset logic 10 to the MSC 42. Following the
detection of the Call Control event by the SIMapp 16, the
SIMapp 16 generates a Service Start Invoke Message and
the handset logic 10 transmits the Service Start Invoke
Message 88 to the SIMapp interface 49 on the RTSM
platform 6. The Service Start Invoke Message includes a
Service Start Message Tag that identifies the message as a
Service Start Invoke Message, an indication of whether the
call is a MO or a MT call, a dialed number string, and
context information that uniquely identifies the SIMapp/
RTSM communication context. Upon detection of the Call
Control Event, the SIMapp 16 also reads the value of the
countdown timer 34 and stores the value as an Internal Timer
Value T1.

[0077] The RTSM SIMapp Interface 49 issues a query
message 90 to the RTSM DB 50A (see FIG. 4). If adequate
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funds are present in the applicable prepaid account, the
RTSM DB 50a communicates such information to the
RTSM SIMapp Interface 49 in a message 92 and reserves a
specified number of minutes as allotted time. This process is
referred to as balance reservation. The message 92 to the
RTSM SIMapp Interface 49 includes an indication of the
call authorization and the minute reservation (allotted time).

[0078] The RTSM SIMapp Interface 49 forwards a Ser-
vice Start Response Message 94 to the SIMapp 16 that
includes the authorization, security information and the
allotted time. In response, in one embodiment, the SIMapp
16 allows the dialed digits to be transmitted by the handset
logic 10 to the MSC 42 (see FIG. 4) as depicted at message
98, and the SIMapp 16 starts an allotted time timer 35. In
another embodiment, the dialed digits are transmitted by the
handset logic 10, but the SIMapp 16 subsequently ends the
call (typically before it is completed). Later, if the SIMapp
16 receives approval for the call from the RTSM platform 6,
the SIMapp re-initiates the call in a manner that is trans-
parent to the user. The allotted time timer 35 provides an
indication when the allotted time timer equals the reserved
number of minutes received in the Service Start Response
Message 94.

[0079] Following the transmission of the dialed digits to
the MSC 42 as depicted by event 96, if the call is a MO call,
the call involving the wireless device 4 is connected to the
called party to permit communication between the sub-
scriber and the called party. The SIMapp 16 detects the
connection of the call as a Call Connect Event. In response
to the detection of the Call Connect Event, the SIMapp 16
reads the internal countdown timer 34 and stores the value
as one component of T2.

[0080] In the event the allotted time timer 35 expires,
indicating that the allotted time has been utilized, the
SIMapp 16 sends another Service Start Invoke Message 100
to the RTSM SIMapp 49 Interface to request an additional
reservation of time. The RTSM SIMapp Interface 49 queries
the RTSM DB 504, as illustrated by message 102, ascertains
whether the account balance is adequate, and, if adequate,
returns an authorization and minute reservation for commu-
nication to the SIMapp 16. The RTSM SIMapp Interface 49
sends a Service Start Response Message 106 to the SIMapp
16 that includes the authorization and new allotted time for
storage in the SIMapp allotted time timer 35. The time
reservation is stored in the allotted time timer 35 and the
allotted time timer 35 is restarted.

[0081] When the call is disconnected, the SIMapp 16
detects this event as a Call Disconnect Event as illustrated by
event 108. In response to the detection of the Call Discon-
nect Event by the SIMapp 16, the SIMapp reads the value of
the internal countdown timer 34 and stores the value as a
component of T3. The SIMapp 16 then generates a Service
End Invoke Message that includes three data-sets, referred to
herein as T1, T2 and T3, and the context information that is
employed to identify the call.

[0082] The data-sets T1, T2 and T3 each contain a Timer
Value Identifier that identifies the data-set, a counter value
and a rollover count. The timer identifier in one embodiment
is the number of the data-set, i.e. 1, 2 or 3. The counter value
is an integer having a value greater than O that is read from
the countdown timer 34. The counter value represents a
duration in seconds between the-occurrence of the respec-
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tive event and the end of a pre-specified period. The rollover
count is an integer value, greater than or equal to 0. The
rollover count indicates if the countdown timer 34 has
expired since the wireless device 4 last registered with the
RTSM platform 6. For example, assume the Internal Timer
Value conveyed from the RTSM platform is 10000 seconds.
The Internal Timer Value is loaded into the countdown timer
34 and the countdown timer 34 is started. Each time the
countdown timer reaches 0, the countdown timer is reset to
10000 and the rollover count value is incremented.

[0083] The Service End Invoke Message 110 is then
communicated to the RTSM SIMapp Interface 49 for use by
the RTSM platform 6 in performing call rating, subscriber
management and call accounting functions.

[0084] More specifically, the difference between the
counter values in T1 and T3 may be employed by the RTSM
platform 6 to determine the “Send to End” time, should
accounting be performed on this basis. Alternatively, the
RTSM platform 6 may ascertain the difference between the
values T2 and T3 in the event call accounting is to be
performed based on the duration between the Call Connect
Event and the Call Disconnect Event.

[0085] It should be recognized that instead of T1, T2 and
T3 in the Service End Invoke Message, the SIMapp 16 could
alternatively communicate the duration between the appro-
priate starting point for call accounting (Call Control Event
or Call Connect Event) and the Call Disconnect Event and
forward the calculated duration to the RTSM platform 6 in
the Service End Invoke Message 110. Additionally, the
SIMapp 16 could forward the relevant timer values needed
to calculate the duration value of interest for accounting in
separate data messages in response to detection of the
specific Call Control, Call Connect and Call Disconnect
Events.

[0086] In an alternative embodiment, rather than receiving
an Internal Timer Value from the RTSM platform 6, the
SIMapp 16 uses real-time values to identify times of call
control, call connect and call disconnect events. In such an
embodiment, the SIMapp 16 ascertains the times of these
events, such as by querying a clock in the handset logic 10,
and the SIMapp conveys these times to the RTSM platform
6, with or without storing these values within the T1, T2 and
T3 records.

[0087] The RTSM SIMapp Interface 49 obtains the call
duration from the information contained in the Service End
Invoke Message or as otherwise communicated to the RTSM
platform 6 and updates the RTSM DB 50A to reflect the time
used, as depicted by message 112. The RTSM platform 6
performs an accounting in real time based on call rating data
maintained at the RTSM platform 6 and determines the
balance remaining in the subscriber’s account. The RTSM
DB 5a communicates the remaining subscriber balance to
the RTSM SIMapp interface 49 via message 114.

[0088] The RTSM SIMapp Interface 49 forwards a Ser-
vice End Response Message 116 to the SIMapp 16 that
includes a text message that specifies the subscriber balance
for display by the handset logic 10. The SIMapp 16 displays
the account balance on the handset logic 10 display, as
depicted by event 118 in FIG. 5.

[0089] FIG. 6 depicts the events and messaging in the
presently disclosed system in response to a mobile origi-
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nated or a mobile terminated call when the account balance
in the RTSM platform 6 is not sufficient for the call.
Referring to FIG. 6, events/messages 86 through 102 are as
described with respect to FIG. 5, which depicts a call with
a sufficient balance. In response to the query 102, the RTSM
DB 50a returns a message 122 to the RTSM SIMapp
Interface 49 that indicates that there are insufficient funds for
the call to continue. In response to this indication, a Service
Start Response Message 124 is returned to the SIMapp 16 by
the RTSM SIMapp interface 49 that includes an insufficient
funds indicator. Upon receipt of the insufficient funds indi-
cator in the Service Start Response Message 124, the
SIMapp 16 issues a command to the handset logic 10 to end
the call. In response to this command, the call is ended,
either immediately or after a predetermined time, such as
one minute. The SIMapp 16 then forwards a Service End
Invoke Message 128 to the RTSM SIMapp Interface 49 that
includes the data-sets T1, T2, T3 and context information
that identifies the call communications session. Upon receipt
of the Service End Invoke Message 128, the RTSM SIMapp
Interface 49 rates the call using duration information derived
from the Service End Invoke Message 128 and call tariff
information stored in the RTSM DB 50a and updates the
RTSM DB 50a via an update message 130. The RTSM DB
50a determines the respective subscriber’s account balance
and returns this information to the RTSM SIMapp interface
49 in a message 132. The RTSM SIMapp interface 49 then
returns a Service End Response Message 134 to the SIMapp
16 that includes text information that indicates the subscrib-
er’s remaining balance. The SIMapp 16 issues a command
136 to the handset logic 10 to display the remaining balance
to the subscriber.

[0090] Countdown Timer Operation

[0091] The SIMapp 16 controls the countdown timer 34
that is resident in the wireless device for the purpose of
determining time remaining to the end of a specified period.
The countdown timer 34 may be implemented within the
handset logic 10 and accessed via the SAT API interface 14
or, alternatively, may be implemented as logic within the
SIM 12. As events occur, the value of the countdown timer
34 is read by the SIMapp 16 through the SAT API interface
14 and the respective timer value is associated with the
event. Periodically, for example every 30 seconds, the value
of the countdown timer is recorded to a memory, in case of
a subsequent unexpected power loss.

[0092] The SIMapp 16 can be configured to send mes-
sages to the RTSM platform 6 at the end of each call.
Alternatively, it should be recognized that the SIMapp 16
may be configured to send a message to the RTSM platform
6 in response to the detection of any predetermined event or
in association with the detection of a call. In the presently
illustrated embodiment, the information conveyed includes
the three (3) timer values T1, T2, and T3 as discussed above.
The T1 timer value is recorded by the SIMapp 16 at the time
of Call Control (call initiation for a MO call; page of handset
for a MT call). The T2 timer value is recorded by the
SIMapp at the time the call is connected for either a MO or
a MT call. The T3 timer value is recorded at the time the call
ends for either a MO or a MT call.

[0093] Power Loss Detection and Processing

[0094] The SIMapp 16 is capable of recovering correctly
from an unexpected loss of power. This is sometimes
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referred to as a “battery pull” scenario, because one possible
way for this situation to occur is as a result of the physical
removal of the battery from a wireless device during a call.
If power is lost during a call, and the SIMapp 16 is
configured to notify the RTSM platform 6 when the call is
completed, the SIMapp 16 sends call detail information to
the RTSM platform 6 the next time the wireless device 4
powers up.

[0095] During the course of a call, the SIMapp 16 records
the counter and rollover values for T1, T2 and T3 in
non-volatile memory. The SIMapp 16 periodically updates
the counter value and the rollover count value of T3 as the
call continues. Updates are performed at an interval that
provides reasonable granularity while not degrading handset
performance. The counter and rollover values of T3 are set
to the values of T2 when T2 is populated, so that if a power
loss occurs before T3 is updated for the first time, the values
of T2 and T3 are the same.

[0096] If, on power up, the SIMapp 16 detects that a power
loss scenario has occurred, the SIMapp 16 uses the saved
values of T1, T2 and T3 to construct a Service End Invoke
Message for the call that was in progress. The SIMapp
subtracts one “update interval” from T3 before populating
the Service End Invoke Message, e.g. the SIMapp 16
subtracts the amount of time within the update period (30
seconds in the present example) from the last saved counter
value of T3. This essentially rounds T3 towards the next
whole “update interval.” The operation of the SIMapp 16 in
the event of a power loss is discussed in further detail in
connection with flow diagrams of FIGS. 8 and 9.

[0097] Timer Support at Registration

[0098] FIG. 8 illustrates the steps involved at registration
that pertain to countdown timer 34 initiation and power loss
processing. As depicted at step 170, the wireless device 4 is
powered up. Following power up of the wireless device 4,
the SIMapp 16 forwards an RTSM Registration Request
Message to the RTSM SIMapp Interface 49 as illustrated in
step 172. In response to the transmission of the RTSM
Registration Request Message, the SIMapp 16 receives a
Registration Response Message that may include an Internal
Timer Value to be stored within the countdown timer 34, as
depicted at step 174. As shown at decision step 176, the
SIMapp 16 tests a Power Loss Flag stored by the SIMapp 16
to determine if data-sets pertaining to a prior call were not
communicated to the RTSM platform 6 due to a power loss.
If the Power Loss Flag indicates that T1, T2 and T3 data-sets
were not previously communicated to the RTSM platform 6,
the SIMapp 16 subtracts one update interval from the
counter value T3 (30 seconds in the illustrated embodiment),
as illustrated in step 178. The SIMapp 16 then transmits a
Service End Invoke Message to the RTSM platform 6 that
includes the data-sets T1, T2 and T3, context information
that identifies the communication session and a tag that
indicates the Service End Invoke Message pertains to a
power loss scenario, as shown in step 180.

[0099] In response to receipt of the Service End Invoke
Message, the RTSM platform 6 calculates the call start time
and the call duration. More specifically, the RTSM SIMapp
Interface 49 maintains a timer value that corresponds to the
time and date when the Internal Counter Value was con-
veyed to the SIMapp 16 during the last succession registra-
tion. Based on this time and date information, and the
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counter and rollover values stored in T1, T2 and T3, the
RTSM SIMapp Interface 49 calculates the start time of the
call (from either T1 or T2, as applicable) and the duration of
the call (from T3 and T1 or T2). These calculated values are
used by the RTSM SIMapp Interface 49 to rate the call, as
previously discussed.

[0100] As depicted in step 182, the SIMapp 16 stores the
Internal Timer Value that was communicated to the SIMapp
16 in the RTSM Registration Response Message or a con-
stant Internal Timer Value if no such value is provided by the
RTSM platform 6. In one embodiment, the SIMapp 16 stores
a value of 86200 in the countdown timer 34, which corre-
sponds to the number of seconds in a 24-hour period. The
actual constant chosen for storage in the countdown timer 34
is a matter of design choice. The value stored in the
countdown timer 34 defines the point in the future at which
the countdown timer 34 will expire. The SIMapp 16 also
clears the rollover count values for T1, T2 and T3 and starts
the countdown timer 34. The countdown timer 34 runs
continuously so that it can be sampled whenever the SIMapp
16 needs to populate a timer value for a call event.

[0101] TIf, in step 176, it is determined that the Power Loss
Flag was not set on power-up, the SIMapp 16 stores the
Internal Timer Value that was communicated to the SIMapp
16 in the RTSM Registration Response Message or a con-
stant Internal Timer value if no such value is provided by the
RTSM platform 6 and clears the rollover count values for
T1,T2 and T3 and starts the countdown timer 34, as depicted
in step 182.

[0102] As illustrated in step 184, the SIMapp 16 deter-
mines whether the countdown timer 34 has expired. If the
countdown timer 34 has expired, the SIMapp 16 increments
the rollover count and resets the countdown timer 34.

[0103] FIG. 9 illustrates the operation and use of the
countdown timer during call event processing. As illustrated
in step 200, the SIMapp 16 awaits the occurrence of a Call
Control event, i.e. the detection of a signal associated with
the pressing of the SEND key on the wireless device 4 or the
detection of a signal indicative of a page of the wireless
device 4. Upon detection of the Call Control event, the
SIMapp 16 stores the following values in the SIMapp
Memory 20 as T1: the Timer ID (“17), the current value of
the countdown timer 34 and the current value of the rollover
count as illustrated at step 202. The SIMapp 16 then awaits
the occurrence of a Call Connect event, as depicted in step
204. The handset logic 10 generates the call connect event
when a MO or MT call is connected and notifies the SIMapp
16 of the call connect event via the API. In response to the
detection of the Call Connect event, the SIMapp 16 stores
the following values within the data-set T2: the Timer ID
(“27), the current value of the countdown timer 34 and the
current value of the rollover count, as depicted in step 206.
The SIMapp 16 also stores the counter and rollover count
values of T2 as the initial values within the T3 data-set, as
shown at step 208.

[0104] The SIMapp 16 determines whether a Power Loss
event has occurred, as illustrated in decision step 210. If the
SIMapp 16 detects the occurrence of a power loss during the
call or before T1, T2 and T3 have been forwarded to the
RTSM SIMapp Interface 49 at the end of the call, the
SIMapp 16 sets a Power Loss Flag within the non-volatile
memory 20, as illustrated at step 212. If no power loss has
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occurred during the call, as illustrated at decision step 214,
the SIMapp 16 determines whether a Call Disconnect event
has occurred. If no Call Disconnect event has occurred,
control passes to decision step 220 to determine if n seconds
(n=30 seconds in the illustrative example) have passed since
the last update of T3. If n seconds have passed, T3 is updated
by storing the current countdown counter value and the
current rollover count in T3, as depicted in step 222. If n
seconds have not passed since the last update of T3, control
returns to decision step 210.

[0105] If, in decision step 214, a determination is made
that a Call Disconnect event (end of call) has been detected,
the Timer ID (“3”) and the current counter and rollover
values are stored in the T3 data-set, as illustrated in step 216.
While a call is in progress, the SIMapp 16 may increase the
frequency at which it updates the counter and rollover count
values within the T3 data-set to maintain more current and
accurate counter values in the event of a power loss.

[0106] The SIMapp 16 transmits to the RTSM SIMapp
Interface 49 a Service End Invoke Message that includes the
T1, T2 and T3 data-sets and the relevant context information
that identifies the call session, as shown in step 218.

[0107] The above-described counter operation may be
employed in GSM-compliant phones and in cellular systems
in which the SAT API between the SIM and the handset
logic 10 supports counter management. Additionally, it
should be recognized that the above-described functionality
of the SIM 12 and SAT API 14 may be embedded within the
handset logic 10 instead of in SIM 12.

[0108] Some wireless devices using other wireless proto-
cols (e.g. the iDEN protocol) do not support SAT API
commands for timer management. In such devices, rather
than sampling countdown and rollover values in response to
detecting specified events, the SIMapp 16 directly calculates
values that corresponds to the counter and rollover count
values in response to the detection of the specified call
events. The calculated values equal the period of time from
the current time to a specified point in the future. The
specified point in the future is communicated to the SIMapp
16 by the RTSM platform 6 as the Internal Timer Value in
the RTSM Registration Response Message. The Internal
Timer Value specifies the number of seconds to add to the
time at which the RTSM Registration Response was
received by the SIMapp 16. This defines the specified point
in the future. If no Internal Timer Value is specified by the
RTSM platform 6, the specified point in the future is set by
the SIMapp as 24 hours from the current time.

[0109] The SIMapp 16 calculates the number of seconds
from a Call Control event, a Call Connect event, and a Call
Disconnect event to the specified point in the future during
both MO and MT calls. Each calculated value is recorded in
the T1, T2 or T3 data-set, as applicable. This information is
transmitted to the RTSM platform 6 in the Service End
Invoke Message when the call disconnects, in the manner
previously discussed.

[0110] A rollover count is also generated by the SIMapp
16. In one embodiment, each time the specified point in time
is passed, the SIMapp 16 increments the rollover count so
that the rollover count specifies the number of times the
initially specified duration has occurred since the last reg-
istration. Thus, every time the specified duration is passed,
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it is extended by a predetermined period (e.g. 24 hours), and
the rollover count is incremented by one. In an alternative
embodiment, the SIMapp 16 checks if the rollover count
needs to be incremented every time a timer value is calcu-
lated and recorded.

[0111] Timer Values

[0112] Table 4 defines the point within the call flow at
which the timer value of T1, T2 and T3 are populated.

TABLE 4
T1 T2 T3
MO Value at Call Value at Call Value at Call
Control Connect Disconnect
MT Value at Call Value at Call Value at Call
Connect Connect Disconnect

[0113] T1 and T2 are always the same for a MT call.

EXAMPLE

[0114] As an example of how T1, T2 and T3 would be
populated, consider the situation in which: (a) the specified
duration ends at midnight local time; (b) the handset is
powered on at 23:40:30 local time; (c) a call is originated at
23:54:10 local time; (d) the call is answered 10 seconds
later; and (e) the call lasts for 60 seconds. At the end of the
call, T1, T2 and T3 values are as illustrated in Table 5 below:

TABLE 5
T1 T2 T3
Timer ID 1 2 3
Timer Value 350 340 280
Rollover Count 0 0 0
[0115] If the subscriber initiates another, similar call at

23:59:50, T1, T2 and T3 values at the end of the cell as
illustrated in Table 6 below:

TABLE 6
T1 T2 T3
Timer ID 1 2 3
Timer Value 10 86,400 86,340
Rollover Count 0 1 1

[0116] Exemplary Services

[0117] The presently described system provides the capa-
bility of detecting predetermined events within the wireless
device and communicating information pertaining to those
events via a data message to a central server or subscriber
management platform that provides a wide range of abilities,
including control of the behavior of the wireless device,
subscriber management and real-time account management.
The following section provides examples of the services that
can be provided using the presently disclosed architecture.
The list is illustrative only, and is not intended to be
exhaustive.
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[0118] MO or MT Voice Call Control

[0119] One purpose of the disclosed system is to provide
control of voice calls.

[0120] The SIMapp maintains configuration information
that governs how specified events are to be processed. If a
Mid-Service Disconnect status is set and the allotted time
timer 35 expires before the call is otherwise disconnected,
the SIMapp 16 disconnects the call.

[0121] When the Call Disconnect Event occurs, the
SIMapp 16 performs the following tasks: (1) obtain and
record the current value of T3; (2) format and send to the
RTSM platform 6 a Service End Invoke Message containing
the context information associated with the call, the T1, T2
and T3 data-sets, and the Disconnect Reason Code. The
Service End Response Message may contain a message to
display on the handset logic 10, e.g. the balance remaining.

[0122] 1t may be necessary for the SIMapp 16 to monitor
more than one call simultaneously, as in the case of Call
Waiting or Conference Calling. In these cases, it may be
necessary for the SIMapp 16 to maintain separate sets of T1,
T2 and T3 values along with context information for each
call session.

[0123] As noted above, if the balance in the RTSM plat-
form 6 is insufficient for a call, the call is disallowed or
disconnected. The RTSM platform 6 can also selectively
allow or disallow calls based on criteria other than a balance
in an account associated with the user of the wireless device
4. In one embodiment, the RTSM platform 6 selectively
allows or disallows calls based on a location of the wireless
device 4. The DB 50a stores information identifying geo-
graphic regions, regions associated with various wireless
carriers or other types of regions, from or to which calls are
allowed and/or disallowed.

[0124] In another embodiment, the RTSM platform 6
selectively allows or disallows calls based on a list of
permitted (“white-listed”) and/or forbidden (“blacklisted”)
parties. These lists identify the parties by their respective
telephone numbers, caller ID names or other appropriate
identification information.

[0125] In yet another embodiment, the RTSM platform 6
selectively allows or disallows calls based on a time of day
of the calls. The DB 504 stores information identifying time
periods, such as 9 a.m. to 5 p.m., weekends, or holidays
during which calls are allowed and/or disallowed.

[0126] In another embodiment, the RTSM platform 6
selectively allows or disallows calls based on an amount of
use of the wireless device 4 within a predetermined control
period. For example, the RTSM platform 6 can allow up to
a cumulative total of 1000 minutes of calls in each calendar
month.

[0127] In other embodiments, the RTSM platform 6 selec-
tively allows or disallows calls based on a Boolean combi-
nation of two or more criteria, such as those listed above or
other criteria.

[0128] Over-the-Air Provisioning

[0129] As a result of updates or changes to the SIMapp 16,
it may be desirable to alter the SIMapp 16 programming
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from time to time. For this reason, the network operator may
update the SIMapp code image 16 over the air (OTA), as it
is known in the art.

[0130] Handset Support Query

[0131] The SIMapp 16 is able to query the handset’s
capabilities and disable the handset in the event that it or the
user’s account does not meet some minimum criteria. This
analysis is performed on power-up and is useful in reducing
the likelihood of fraudulent use. In the event the query
results in a determination that the minimum established
criteria are not met, the handset logic 10 is disabled. The
disabling of the handset logic 10 prevents it from being used
to perform any MO or MT communications, such as voice,
data bearer messaging (e.g. SMS), push to talk, wireless
data, etc. Emergency numbers, such as 911 and other speci-
fied numbers, are always available.

[0132] SIMapp Configuration Data

[0133] The following configuration information defines
how the SIMapp 16 operates under pre-specified conditions.
This information can be changed durin registration or via a
Configuration Update message.

[0134] Trust Modes

[0135] When the SIM is first powered on, the SIMapp 16
enters its most recently configured trust mode. The Trust
mode is set to either a Trusting Mode or a Non-Trusting
Mode. In the Trusting Mode, the SIMapp 16 allows MO and
MT calls even before a registration response is received
from the RTSM platform 6. In the Non-Trusting Mode, the
SIMapp 16 does not allow MO or MT calls to proceed until
a registration response is received from the RTSM platform
6 that indicates that such calls are authorized. The default
mode is the Non-Trusting Mode. The RTSM platform 6 may
specify a trust mode in the RTSM Registration Response
Message.

[0136] Registration Modes

[0137] The SIMapp 16 handles registration requests based
on its currently configured registration mode. In one
embodiment, the SIMapp 16 supports the Registration
Modes discussed in Table 7 below.

TABLE 7

Registration Mode Description

Register on power up Registration is performed on
power up only. When this mode
is in effect, location
information is transmitted in
every Service Start and/or
Service End message.
Registration is performed on
power up and every time the
handset’s location changes.
When this mode is in effect,
location information is not
transmitted in each Service
Start and Service End message.
Note that Registration is not
performed while a voice call is
in progress. If the location at
the end of a voice call is
different from what it was at
the start of the call, then the
SIMapp 16 may include the new

Register on power up and
location changes
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TABLE 7-continued

Registration Mode Description

location in the Service End
Invoke Message. Alternatively,
a separate message containing
location information can be sent
after the Service End Invoke
Message.

[0138] The default mode is to register on power up and
location changes. In one embodiment, the SIMapp 16 only
registers on power up and upon location changes and
location information is conveyed to the RTSM platform only
in response to detection of the handset power up or a
location change.

[0139] Pre-Authorization Mode

[0140] The SIMapp 16 handles Service Start Request
Messages based on its currently configured Pre-authoriza-
tion Mode. The Pre-authorization Modes are as indicated in
Table 8 below.

TABLE 8

Pre-authorization Mode Description

Allow MO and MT voice calls. No
service start request needs to

be generated. It is still

possible that Service End

requests are required based on

the Service End Mode.

Deny MO and MT voice calls. No
service start request needs to

be generated. Only receipt of a
Configuration Update request can
“re-activate” the phone.

Check with the RT'SM platform 6
before allowing a MO or MT call
to proceed. Wait for the

response before continuing.

Check with the RT'SM platform 6
in parallel with allowing a MO

or MT call to proceed. Once the
response is received, the call

may be allowed to continue or
terminated (based on the response).

Allow all services until
further notification

Deny all services until
further notification

Perform Synchronous pre-
authorization for this
service

Perform Asynchronous
pre-authorization for
this service

[0141] The default mode is to allow all service until
further notification.

[0142] Service End Mode

[0143] The SIMapp 16 handles Service End Invoke Mes-
sages based on the currently configured Service End Mode.
The Service End Mode may be specified as indicated in
Table 9 below.

TABLE 9

Service End Mode Description

Send call detail information when
the call is disconnected.

Do not send call detail
information

Notify when service is
complete

Do not notify when
service is complete
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[0144] Allocation Depletion Mode

[0145] As noted, if a call is allowed, the SIMapp 16 may
be provided with an allocated time for a call. In the event the
allocated time is depleted, the Allocation Depletion Mode
specifies how the call is to be handled by the SIMapp 16.
The Allocation Depletion Mode may be configured as set
forth in Table 10 below:

TABLE 10

Allocation Depletion Mode Description

Disconnect End the call in progress when the
allotted amount of time has expired.
Issue a new Service Start request

to determine if the call is to continue
Allow the current call to continue
even if the allotted amount of time has

expired.

Re-Authorize

Off

[0146] Re-Authorize Mode

[0147] 1If Pre-Authorization is in effect for MO or MT
calls, and the Allocation Depletion action is “Re-Authorize,”
then the Maximum Call Length indicates the maximum
amount of time before the SIMapp 16 is required to check
with the RTSM platform 6 again. When this time expires, the
SIMapp 16 generates a new Service Start Invoke Message.
This process can continue multiple times until the subscrib-
er’s balance is exhausted or the call ends. The Service Start
Invoke Response can indicate that the subscriber has no
more money in one of two ways: (1) by returning a positive
Maximum Call Duration, but with an indicator that Re-
Authorization is no longer in effect (essentially saying
“that’s all the subscriber has left”) or (2) by returning a zero
Maximum Call Duration (essentially saying “the subscriber
had some earlier, but it is all gone now”). When either of
these indications occur, the action typically indicated is the
disconnection of the call.

[0148] While the above-described system has been
described in terms of a call, the presently disclosed system
may be employed for detecting events pertaining to web
browsing and other wireless data services and communicat-
ing information from a wireless device to a central server
pertaining to such services for accounting and subscriber
management functions. By way of example, the SIMapp 16
can detect browsing and, optionally, the amount of data
retrieved by the browsing in packets, bytes, etc. Some
communications, including some web browsing, do not have
distinct start and end times. These communications can be
treated as having only a start or only an end time. In response
to the detection of the end of a browse, the SIMapp 16 may
generate a data message to the RTSM SIM Interface 49 that
indicates that a browse was initiated or ended. Optionally,
the data message can include the number of bytes retrieved.
The RTSM platform 6 may utilize the number of such
browses, the number of bytes retrieved, the type of data
retrieved (e.g., text, music, or video), etc. for accounting,
based on wireless data rating information retained at the
RTSM platform 6. Alternatively, rather than informing the
RTSM platform 6 of each individual data transfer, the
SIMapp 16 can seck pre-authorization for a number of
browses and/or an amount of data that can be retrieved. The
SIMapp 16 can store the pre-authorization amounts in the
SIM. Then, as the user browses, the SIMapp 16 can deduct
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appropriate counts from the appropriate stored pre-authori-
zation amount. If a stored pre-authorization amount
becomes depleted or reaches a low threshold, the SIMapp 16
can seek addition authorization from the RTSM platform 6.

[0149] Embodiments of the presently disclosed system
enable the RTSM platform 6 to receive real-time informa-
tion concerning calls and other communications, for roam-
ing and non-roaming wireless devices. The RTSM platform
6 can, therefore, collect this information and use it to
perform call accounting. Alternatively or additionally, the
RTSM platform 6 can use this information to generate
and/or store call detail records (CDRs). The RTSM platform
6 can forward these CDRs to another accounting and/or
billing system, such as one operated by a carrier or a third
party.

[0150] The above-described system has been described in
terms of calls, wireless data services and other communi-
cations that are successfully completed. For example, the
RTSM platform 6 can debit the subscriber’s account for MO
or MT calls that are answered, but, in one embodiment, the
RTSM platform 6 does not debit the subscriber’s account for
calls that are busy, intercepted or not answered. In another
embodiment, the RTSM platform 6 can debit the subscrib-
er’s account for some or all communications, whether they
are successfully completed or not.

[0151] It should be appreciated that modifications to and
variations of the above-described methods and system may
be made without departing from the inventive concepts
disclosed herein. Accordingly, the invention is not to be
viewed as limited except by the scope and spirit of the
appended claims.

What is claimed is:
1. A wireless device comprising:

handset logic for communicating over a wireless network;
and

aremovable module communicably coupled to said hand-
set logic, said removable module comprising:

a memory containing an application program; and

a processor operative to execute said application pro-
gram to:

detect an occurrence of at least one predetermined
event pertaining to a communication involving
said wireless device and directed to, or initiated
by, a user of said wireless device;

store information associated with said at least one
predetermined event;

generate a data message that includes said informa-
tion for transmission to an external server in
response to said communication; and

initiate transmission of said data message from said
handset logic over said wireless network.

2. The wireless device of claim 1, wherein said commu-
nication is a call having a call start and a call end.

3. The wireless device of claim 2, wherein said call is

successfully completed.
4. The wireless device of claim 2, wherein said at least one
predetermined event comprises said call end, and said appli-
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cation is operative to generate said data message in response
to the detection of said call end.

5. The wireless device of claim 4, wherein said informa-
tion includes at least one value indicative of a duration
associated with said call.

6. The wireless device of claim 5, wherein said wireless
device includes a timer, said at least one predetermined
event includes first and second events corresponding to said
call start and said call end respectively, and said application
is further operative to obtain first and second timer values
from said timer in response to the occurrence of said first and
second events, wherein said information includes said first
and second timer values and a difference between said first
and second timer values is indicative of said duration
associated with said call.

7. The wireless device of claim 6, wherein said first event
comprises one of a call control event and a call connect
event.

8. The wireless device of claim 7, wherein said call
control event comprises one of a an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.

9. The wireless device of claim 2, wherein said wireless
device includes a timer, said at least one predetermined
event includes first and second events corresponding to said
call start and said call end respectively, and said application
is further operative to obtain first and second timer values
from said timer in response to the occurrence of said first and
second events, wherein said information comprises a value
indicative of a duration associated with said call derived
from said first and second timer values.

10. The wireless device of claim 9, wherein said first
event comprises one of a call control event and a connect
event.

11. The wireless device of claim 10, wherein said call
control event comprises one of an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.

12. The wireless device of claim 2, wherein said infor-
mation associated with said at least one predetermined event
includes a value indicative of a duration associated with said
call.

13. The wireless device of claim 1, wherein said com-
munication comprises retrieving data from a server in
response to a request by said user, said at least one prede-
termined event comprises said request by said user, and said
information is indicative of at least one of an occurrence of
said request and an amount of data retrieved from said
Server.

14. The wireless device of claim 1, wherein said remov-
able module comprises a subscriber identity module (SIM).

15. The wireless device of claim 1, wherein said remov-
able module comprises a universal subscriber identity mod-
ule (USIM).

16. The wireless device of claim 1, wherein said remov-
able module comprises a removable universal identification
module (R-UIM).

17. A method of operating a wireless device that includes
aremovable module communicably coupled to handset logic
comprising:

detecting an occurrence of at least one predetermined
event pertaining to a communication involving said
wireless device and directed to, or initiated by, a user of
said wireless device utilizing a processor in said remov-
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able module executing an application stored within a
first memory portion of said removable module;

responsive to the detecting of the occurrence of said at
least one predetermined event, storing in a second
memory portion of said removable module information
associated with said at least one predetermined event;

generating a data message that includes said information
for transmission to an external server; and

initiating via said processor the transmission of said data
message from said wireless device as a wireless RF
message.

18. The method of claim 17, wherein said communication
has a call start and a call end and said detecting the
occurrence of at least one predetermined event comprises
detecting said call end.

19. The method of claim 17, wherein said communication
has a call start and a call end, said call is successfully
completed and said detecting the occurrence of at least one
predetermined event comprises detecting said call end upon
the successful completion of said call.

20. The method of claim 18, wherein said storing infor-
mation comprises storing at least one value indicative of a
duration associated with said call.

21. The method of claim 18, wherein said predetermined
event comprises first and second events corresponding to
said call start and said call end, respectively, said method
further comprising obtaining first and second timer values in
response to the occurrence of said first and second events,
wherein said information includes said obtained first and
second timer values.

22. The method of claim 18, wherein said predetermined
event comprises first and second events corresponding to
said call start and said call end, respectively, said method
further comprises deriving a value indicative of a duration
associated with said call, wherein said information includes
said derived value.

23. The method of claim 22, wherein said detecting the
occurrence of at least one predetermined event comprises
detecting at least one of a call control event and a call
connect event.

24. The method of claim 23, wherein said detecting the
occurrence of at least one predetermined event comprises
detecting at least one of an initiation of a call for a mobile
originated call and a page of said wireless device for a
mobile terminated call.

25. The method of claim 18, wherein said generating a
data message comprises generating a data message that
includes at least one value indicative of a duration associated
with said call.

26. The wireless device of claim 17, wherein said remov-
able module comprises a subscriber identity module (SIM).

27. The wireless device of claim 17, wherein said remov-
able module comprises a universal subscriber identity mod-
ule (USIM).

28. The wireless device of claim 17, wherein said remov-

able module comprises a removable universal identification
module (R-UIM).
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29. A removable module for communicably coupling to a
wireless communication device, comprising:

a memory containing an application program; and

a processor operative to execute said application program
to:

detect an occurrence of at least one predetermined
event pertaining to a communication involving said
wireless communication device and directed to, or
initiated by, a user of said wireless communication
device;

store information associated with said at least one
predetermined event;

generate a data message that includes said information
for transmission to an external server in response to
said communication; and

initiate transmission of said data message from said
wireless communication device over a wireless net-
work.

30. The removable module of claim 29, wherein said
communication is a call having a call start and a call end.

31. The removable module of claim 30, wherein said call
is successfully completed.

32. The removable module of claim 30, wherein said at
least one predetermined event comprises said call end, and
said application is operative to generate said data message in
response to the detection of said call end.

33. The removable module of claim 32, wherein said
information includes at least one value indicative of a
duration associated with said call.

34. The removable module of claim 30, wherein said at
least one predetermined event includes first and second
events corresponding to said call start and said call end
respectively, and said application is further operative to
obtain first and second timer values in response to the
occurrence of said first and second events, wherein said
information includes said first and second timer values, and
a difference between said first and second timer values is
indicative of a duration associated with said call.

35. The removable module of claim 34, wherein said first
event comprises one of a call control event and a connect
event.

36. The removable module of claim 35, wherein said call
control event comprises one of an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.

37. The removable module of claim 30, wherein said at
least one predetermined event includes first and second
events corresponding to said call start and said call end
respectively, and said application is further operative to
obtain first and second timer values in response to the
occurrence of said first and second events, wherein said
information comprises a value indicative of a duration
associated with said call derived from said first and second
timer values.

38. The removable module of claim 37, wherein said first
event comprises one of a call control event and a connect
event.

39. The removable module of claim 38, wherein said call
control event comprises one of an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.
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40. The removable module of claim 30, wherein said
information associated with said at least one predetermined
event includes a value indicative of a duration associated
with said call.

41. The removable module of claim 29, wherein said
communication comprises retrieving data from a server in
response to a request by said user, said at least one prede-
termined event comprises said request by said user, and said
information is indicative of at least one of an occurrence of
said request and an amount of data retrieved from said
server.

42. The removable module of claim 29, wherein said
memory and said processor are parts of a subscriber identity
module (SIM).

43. The removable module of claim 29, wherein said
memory and said processor are parts of a universal sub-
scriber identity module (USIM).

44. The removable module of claim 29, wherein said
memory and said processor are parts of a removable uni-
versal identification module (R-UIM).

45. A wireless device comprising:

a first memory portion containing an application program;
and

a processor operative to execute said application program
to:

detect an occurrence of at least one predetermined
event pertaining to a communication involving said
wireless device and directed to, or initiated by, a user
of said wireless device;

store information associated with said at least one
predetermined event within a second memory por-
tion within said wireless device;

generate a data message that includes said information
for transmission to an external server; and

initiate transmission of said data message as a wireless
RF message in response to the occurrence of said at
least one predetermined event.

46. The wireless device of claim 45, wherein said com-
munication is a call having a call start and a call end.

47. The wireless device of claim 46, wherein said call is
successfully completed.

48. The wireless device of claim 46, wherein said at least
one predetermined event comprises said call end, and said
application is operative to generate said data message in
response to a detection of said call end.

49. The wireless device of claim 47, wherein said infor-
mation includes at least one value indicative of a duration
associated with said call.

50. The wireless device of claim 46, wherein said wireless
device includes a timer, said at least one predetermined
event includes first and second events corresponding to said
call start and said call end, respectively; and said application
is further operative to obtain first and second timer values
from said timer in response to an occurrence of said first and
second events, wherein said information includes said first
and second timer values and a difference between said first
and second timer values is indicative of a duration associ-
ated with said call.

51. The wireless device of claim 50, wherein said first
event comprises one of a call control event and a connect
event.
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52. The wireless device of claim 51, wherein said call
control event comprises one of an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.

53. The wireless device of claim 46, wherein said wireless
device includes a timer, said at least one predetermined
event includes first and second events corresponding to said
call start and said call end respectively, and said application
is further operative to obtain first and second timer values
from said timer in response to the occurrence of said first and
second events, wherein said information comprises a value
indicative of a duration associated with said call derived
from said first and second timer values.

54. The wireless device of claim 53, wherein said first
event comprises one of a call control event and a connect
event.

55. The wireless device of claim 54, wherein said call
control event comprises one of an initiation of a call for a
mobile originated call and a page of said wireless device for
a mobile terminated call.

56. The wireless device of claim 46, wherein said infor-
mation associated with said at least one predetermined event
includes a value indicative of a duration associated with said
call.

57. The wireless device of claim 45, wherein said com-
munication comprises retrieving data from a server in
response to a request by said user, said at least one prede-
termined event comprises request by said user, and said
information is indicative of at least one of an occurrence of
said request and an amount of data retrieved from said
Server.

58. A method for communicating information between a
wireless device and an external server comprising:

detecting the occurrence of at least one predetermined
event pertaining to a communication involving said
wireless device and directed to, or initiated by, a user of
said wireless device utilizing a processor executing an
application within said wireless device;

in response to the detecting of said at least one predeter-
mined event, storing information associated with said
at least one predetermined event within a memory
within said wireless device; and

generating a data message that includes said information
within said wireless device for transmission to said
external server; and

transmitting said data message from said wireless device
in response to the occurrence of said at least one
predetermined event.

59. The method of claim 58, wherein said communication
has a call start and a call end and said detecting the
occurrence of at least one predetermined event comprises
detecting said call end.

60. The method of claim 58, wherein said communication
has a call start and a call end, said call is successfully
completed and said detecting the occurrence of at least one
predetermined event comprises detecting said call end.

61. The method of claim 59, wherein said storing infor-
mation comprises storing at least one value indicative of a
duration associated with said call.

62. The method of claim 59, wherein said predetermined
event comprises first and second events corresponding to
said call start and said call end, respectively; and further
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comprising obtaining first and second timer values in
response to an occurrence of said first and second events,
wherein said information includes said obtained first and
second timer values.

63. The method of claim 59, wherein said predetermined
event comprises first and second events corresponding to
said call start and said call end, respectively; and further
comprises deriving a value indicative of a duration associ-
ated with said call, wherein said information includes said
derived value.

64. The method of claim 63, wherein said detecting the
occurrence of at least one predetermined event comprises
detecting a call control event or a connect event.

65. The method of claim 64, wherein said detecting the
occurrence of at least one predetermined event comprises
detecting an initiation of a call for a mobile originated call
or a page of said wireless device for a mobile terminated
call.

66. The method of claim 59, wherein said generating a
data message comprises generating a data message that
includes at least one value indicative of a duration associated
with said call.

67. The method of claim 58, wherein the detecting of said
occurrence of at least one predetermined event, the storing
of said information and said data message generating are
performed by an application program resident in a remov-
able module within said wireless device.

68. The method of claim 67, wherein said removable
module comprises a subscriber identity module (SIM).

69. The method of claim 67, wherein said removable
module comprises a universal subscriber identity module
(USIM).

70. The method of claim 67, wherein said removable
module comprises a removable universal identification mod-
ule (R-UIM).

71. A method of operating a wireless device for use with
a call accounting system, comprising:

detecting within the wireless device a first event associ-
ated with a start of a communication involving the
wireless device and directed to, or initiated by, a user of
said wireless device and a second event associated with
an end of said communication;

obtaining information at said wireless device indicative of
a duration associated with said communication in
response to the detection of said first and second
events;

in response to the detection of said second event, sending
a data bearer message from the wireless device to said
call accounting system, said message including at least
said information indicative of the duration associated
with said communication.
72. The method of claim 71, wherein said information
obtaining step comprises:

obtaining a first counter value from a counter in said
wireless device in response to the detection of said first
event; and

obtaining a second counter value from said counter in
response to the detection of said second event;

wherein a difference between said first and second counter
values is indicative of the duration associated with said
communication and wherein said sending step com-

15

24

May 19, 2005

prises sending said first and second counter values to an
external data processing platform in response to the
detection of said second event.

73. The method of claim 72, further comprising:

receiving said data bearer message at said external data
processing platform; and

utilizing said first and second counter values at said
external data processing platform to perform said call
accounting for said communication.
74. The method of claim 71 wherein said information
obtaining step comprises:

obtaining a first counter value from a counter in said
wireless device in response to the detection of said first
event;

obtaining a second counter value from said counter in
response to the detection of said second event; and

generating a difference value indicative of the duration
associated with said communication from said first and
second counter values; and

wherein said sending step comprises sending said differ-
ence value to an external data processing platform in
response to the detection of said second event.

75. The method of claim 71, further comprising:

storing a first counter value obtained from a counter in
said wireless device in response to the detection of said
first event;

storing a second counter value obtained from said counter
in response to the detection of said second event;

wherein a difference between said first and second counter
values is indicative of the duration associated with said
communication and said information comprises at least
said first and second counter values.

76. The method of claim 71, wherein said first event
comprises one of an initiation of a mobile originated call and
a page of said wireless device for a mobile terminated call;
and said second event comprises an end of said call for either
a mobile terminated call or a mobile originated call.

77. The method of claim 71, wherein said first event
comprises connection of said communication for either a
mobile originated call or a mobile terminated call; and said
second event comprises an end of said call for either a
mobile terminated call or a mobile originated call.

78. A subscriber management and accounting system,
comprising:

a wireless communication network;

a management platform including a text messaging gate-
way; and

a wireless device communicating over the wireless com-
munication network with the management platform, the
wireless device including a removable module com-
prising:

a memory containing an application program; and

a processor operative to execute said application pro-
gram to:

detect an occurrence of at least one predetermined
event pertaining to a communication involving
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said wireless device and directed to, or initiated
by, a user of said wireless device;

store information associated with said at least one
predetermined event; and

in response to said communication, send a data
message that includes said information over said
wireless communication network to said manage-
ment platform via said text messaging gateway.

79. The subscriber management and accounting system of
claim 78, wherein said management platform is configured
to allow or deny said communication based on a balance in
an account associated with said user.

80. The subscriber management and accounting system of
claim 78, wherein said removable module comprises a
subscriber identity module (SIM).

81. The subscriber management and accounting system of
claim 78, wherein said removable module comprises a
universal subscriber identity module (USIM).

82. The subscriber management and accounting system of
claim 78, wherein said removable module comprises a
removable universal identification module (R-UIM).

83. The subscriber management and accounting system of
claim 78, wherein said data message is formatted as a text
message.

84. The subscriber management and accounting system of
claim 83, wherein said data message is formatted as an SMS
message.

85. The subscriber management and accounting system of
claim 78, wherein said wireless device is configurable to:

in a first trust mode, allow communications directed to, or
initiated by, a user of said wireless device without first
receiving a registration response from said manage-
ment platform, and

in a second trust mode, disallow said communications
without first receiving a registration response from said
management platform.

86. The subscriber management and accounting system of
claim 85, wherein said trust mode is configurable via a
command message from said management platform.

87. The subscriber management and accounting system of
claim 78, wherein a registration mode of said wireless
device controls whether said wireless device registers or
does not register with said management platform upon
detecting a change in location of said wireless device.

88. The subscriber management and accounting system of
claim 87, wherein said registration mode is configurable via
a command message from said management platform.

89. The subscriber management and accounting system of
claim 78, wherein a pre-authorization mode of said wireless
device controls whether said wireless device requires or
does not require authorization from said management plat-
form before allowing communications directed to, or initi-
ated by, a user of said wireless device.

90. The subscriber management and accounting system of
claim 89, wherein said pre-authorization mode is config-
urable via a command message from said management
platform.

91. The subscriber management and accounting system of
claim 78, wherein a pre-authorization mode of said wireless
device controls whether said wireless device allows or does
not allow communications directed to, or initiated by, the
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user of said wireless device to begin without first receiving
authorization from said management platform.

92. The subscriber management and accounting system of
claim 78, wherein, in one of a plurality of pre-authorization
modes of said wireless device, said wireless device allows a
communication directed to, or initiated by, the user of said
wireless device to begin without first receiving authorization
from said management platform, and said wireless device is
configured to end said communication, if so instructed by
said management platform.

93. The subscriber management and accounting system of
claim 91, wherein said pre-authorization mode is config-
urable via a command message from said management
platform.

94. The subscriber management and accounting system of
claim 78, wherein a mode of said wireless device is con-
figurable to allow communications directed to, or initiated
by, the user of said wireless device to begin without first
sending the data message to said management platform.

95. The subscriber management and accounting system of
claim 94, wherein said mode is configurable via a command
message from said management platform.

96. The subscriber management and accounting system of
claim 78, wherein said wireless device is configured to:

in a first allotted timer expiration mode, end a commu-
nication directed to, or initiated by, the user of said
wireless device after expiration of an allotted time;

in a second allotted timer expiration mode, seek re-
authorization from said management platform to con-
tinue said communication; and

in a third allotted time expiration mode, allow said
communication to continue without seeking said re-
authorization from said management platform.

97. A wireless communication device, comprising:

a memory containing an application program;

a processor operative to execute said application program
to:

in a first trust mode, allow communications that are
billable to a predetermined account associated with a
user of said wireless device to begin without first
receiving a registration response from an external
management platform; and

in a second trust mode, disallow said communications
from beginning without first receiving said registra-
tion response from said external management plat-
form.

98. The subscriber management and accounting system of
claim 97, wherein said trust mode is configurable via a
command message from said management platform.

99. A wireless communication device, comprising:

a memory containing an application program;

a processor operative to execute said application program
to:

in a first pre-authorization mode, allow communica-
tions that are billable to a predetermined account
associated with a user of said wireless device to
begin without first receiving authorization from an
external management platform; and
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in a second pre-authorization mode, prevent said com-
munications from beginning without first receiving
authorization from said external management plat-
form for each of said communications.

100. The wireless communication device of claim 99,
wherein said pre-authorization mode is configurable via a
command message from said management platform.

101. The wireless communication device of claim 99,
wherein said processor is further operative to execute said
application program to, in a third pre-authorization mode,
prevent said communications until said third pre-authoriza-
tion mode is reconfigured via a command message from said
management platform.

102. The wireless communication device of claim 99,
wherein said processor is further operative to execute said
application program to, in a fourth pre-authorization mode:

allow said communications to begin without first receiv-
ing authorization from said external management plat-
form; and

seek authorization from said external management plat-
form for each of said communications and either allow
said communication to continue or end said commu-
nication, based on a response received from said exter-
nal management platform.

103. The wireless communication device of claim 99,
wherein a registration mode of said wireless device controls
whether said wireless device registers or does not register
with said management platform upon detecting a change in
location of said wireless device.

104. The wireless communication device of claim 103,
wherein said registration mode is configurable via a com-
mand message from said management platform.

105. The wireless communication device of claim 99,
wherein a mode of said wireless device is configurable to
allow communications directed to, or initiated by, the user of
said wireless device to begin without first sending the data
message to said management platform.

106. The wireless communication device of claim 105,
wherein said mode is configurable via a command message
from said management platform.

107. The wireless communication device of claim 99,
wherein said application program operates:

in a first allotted timer expiration mode to end a commu-
nication directed to, or initiated by, a user of said
wireless device after expiration of an allotted time;

in a second allotted timer expiration mode to seek re-
authorization from said management platform to con-
tinue said communication; and

in a third allotted timer expiration mode to allow said
communication to continue without seeking said re-
authorization from said management platform.

108. A wireless communication device, comprising:

a memory containing an application program; and

a processor operative to execute said application program
to:

in a first service-end mode, send a data message to an
external management platform after completion of a
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communication that is billable to a predetermined
account associated with a user of said wireless
device, said data message including information
indicative of at least a duration of said communica-
tion; and

in a second service-end mode, not sending said data
message after completion of said communication.
109. The wireless communication device of claim 108,
wherein said service-end mode is configurable via a com-
mand message from said external management platform.
110. A method of operating a wireless communication call
accounting system, comprising:

at a wireless device, detecting at least one predetermined
event associated with a communication directed to, or
initiated by, a user of said wireless device;

sending a wireless data message to an external server in
response to the detection of the at least one predeter-
mined event; and

performing real-time call accounting at said external

server in response to receipt of the data message.

111. The method of claim 110, wherein the step of sending
a data message comprises sending a data message that
includes information indicative of a duration of said com-
munication.

112. The method of claim 110, wherein the step of
performing real-time call accounting comprises allowing or
disallowing said communication based on said accounting.

113. A wireless communication call accounting system,
comprising:

an external server; and

a wireless device communicably coupled to the external
server via a wireless network, said wireless device
containing an application program operative to:

detect at least one predetermined event associated with
a communication directed to, or initiated by, a user of
said wireless device; and

send a data message via said wireless network to said
external server in response to the detection of said at
least one predetermined event;

wherein said external server is operative to perform
real-time call accounting in response to receipt of said
data message.

114. The wireless communication call accounting system
of claim 113, wherein said data message includes informa-
tion indicative of a duration of said communication.

115. The wireless communication call accounting system
of claim 113, wherein said external server is further opera-
tive to allow or disallow said communication based on said
accounting.

116. The wireless device of claim 6, wherein said first and
second timer values are real times at which said first and
second events occur, respectively.





