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20.1 

20 

Telecom System Security 
I rarely had to resort to a technical attack. Companies can spend 

millions of dollars toward technological protections and that's 
wasted if somebody can basically call someone on the telephone and 

either convince them to do something on the computer that lowers 
the computer's defenses or reveals the information they were seeking. 

- Kevin Mitnick 

There are two kinds of fools. One says, "This is old, therefore it is 
good." The other one says, "This is new, therefore it is better': 

- Dean William Inge 

Introduction 

Th protection oft J communica tion sy tern i an important ca e tudy for a 
numb r of r a on . Fir t, man y dis tributed y t m re ly on lh fixed or mobil 
phon n twork in way tha t a r oft n n t bviou , and th d pendability of 
th s n twork i d eclining. r exa mpl , P T - th ' plain ld te l ph n 
sy t m ' - typically required xchang to hav backup g nera t r with 
en ugh die el to urvive a ix-w ek o utag in th el ctri ity upply, whi l 
c llular sy te rn typi ally u batt ri th at will la t a t mo t 48 h o ur . Wha t' 
wor , th elec ti ity ompani r ly on mobil phone to dir t th ir ngin r 
wh n repairing fau lts. Wh n people r a li d tha t thi ould ca us rious 
probl m where utages lasted mor than two days, th ele lricity ompanie 

tarted buying sa t ]lite phones a a backup . 
cond, the hi tory of t lecornrn e urity fa ilur i very in tructive. 

ad y a ttacks w r carried out on phon compani by nthusia t ('phone 
phr aks') to get free call ; th n the phone y t m ' v ulnerabiliti s tart d to be 
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exploited by crooks to evade police wiretapping; then premium rate calls were 
introduced, which created the motive for large-scale fraud; then when 
telecomms markets were liberalized, some phone companies s tarted con­
ducting attacks on each other's customers; and some phone companies have 
even attacked each other. At each stage the defensive measur s undertak n 
were not only very expensive but also tended to be inadequate for various rea-
ons. The same pattern i repeating with the Internet - only with hjs tory much 

speeded up. A number of the policy issues that arose with wireline phon s, 
such as wiretapping, have played them elves out again on the Internet. 

Finally, the latest developments in telecomm , from VOIP a t the consumer 
level to the adoption ofIP networks as the underlying technology by telecomms 
provider , create further interaction . Skype's two-day failure in Augu t 2007 
following Microsoft's Patch Tuesday is just one case in point. Systems are 
becoming much more complex and interdependent, and are g nerally not 
being engineer d to the old standards. 

20.2 Phone Phreaking 

The abus of communications rvice go s back centuri . Befor Sir Rowland 
Hill inv nted the postage tamp, po tage was paid by th recipi nt. Un olicit d 
mail became a hug problem - e pecially for famou p opl - or cipi nt 
were allowed to in p ct a lett rand reject it rather than paying fo r it. P ople 
soon worked out chem to nd hort m ag s on the cov rs of l tter 
which their correspondents r jected. R gulations were brough t in to stop thi , 
but were never really effe tive [979]. 

A second set of abu s develop d with the t legraph. The early optical 
telegraphs, which worked using semaphores or h liograph , wer abused by 
people to place foreknowledge bets on races; if you could I arn which hor 
had won b fore the bookmaker did, you were well away. Peopl would brib 
operators, or 'hack th Io al loop' by obs rving th last heliograph station 
through a t lescop . Here too, attempts to 1 gi la t the problem away w r 
a failur [1215]. The problems got even more wid spread when the electric 
telegraph brought co t down; the greater volume of omJ11.U11ication, and the 
greater flexibility that got built into and on top of the s rvic , l d to gr ater 
complexity and volume of abu e. 

Th t lephone was to be no differ nt. 

20.2.1 Attacks on Metering 
Early met ring system were wide open to abus 

• In th 1950's, the op rator in ome ys tem had to li ten for the ound of 
coin dropping on a metal plat to tell that a ca llbox customer had paid, 

27



20.2 Phone Phreaking 597 

so some people acquired the knack of hitting the coinbox with a piece of 
metal that struck the right note. 

• Initially, the operator h ad no way of knowing which phone a call had 
come from, so she had to ask the caller his number. He could give the 
number of someone else - who would be charged. Thjs was risky to 
do from your own phone, so people did it from call boxe . Operators 
started calling back to verify the number for interna tional calls, so peo­
ple worked out ocial engineering attacks ('This i IBM here, we'd like to 
book a call to San Francisco and because of the time difference can our 
Man aging Director tak it at home tonight? H i number's xxx-yyyy') . So 
call box line had a f a ture added to alert th opera tor. But in 
the UK irnplem nta tion , ther was a bug: a customer who had called 
th operator from a ca llbox could depre s the r t for a quarter s cond 
or so, whereup on he'd b disconnected and reconnected (often to a dif­
ferent opera tor), with no signal this time tha t the call was from a callbox. 
He could then plac a call to anywhere and bill it to any local numb r. 

• Early sy tern al o ignalled th ntry of a o in by on or m or pul 
each of which con i t d f th in rtion of a re i tanc in the line fol­
low d by a bri fop n ircuit. A t a numb r of college , n terpri ing tu ­

d nt in talled ' magi button 'which could imulat thi in a call.box in 
th student union so people could phon for free. (The bill in thi ca 
went to the student union, for which the magi bu tton wa not guit o 
arnu ing.) 

Attacks on m t ring m hanisms continue. Many countries have moved 
the ir payphone to chip ca rd in order to cut th co t f oin coll ction a nd 
vandalism. Sorn of th irnpl menta tion have be n po r (a I remark d in th 
chapt r on tamp r r i tanc ) and villain hav manufa tur d la rge guan titi 
of bogu phon card . 0 th r attacks involv w hat' call d clip-on: p hysically 
a ttaching a phon t om n 1 ' line to t al th ir rvic . 

In the 1970's, w h n int rna tiona l phon calls wer v ry exp nsive, foreign 
tud n t would clip th ir own phone on to a resid n ti.al line in order to all 

horn ; an unsu pecting horn owner could g t a hug bill . De pit th fa t 
that in most countries the cable was the phone company's legal re ponsibi lity 
up to the ervice ock tin the house, phon com pani w r mostly adamant 
that hous holder should pay and could thr at n to blacklis t them if th y 
didn' t. Now tha t long di stance calls ar cheap, th financial incentive for 
clip-on fra ud ha la rgely di appear d . But it' till enough of a probl m tha t 
th Norwegian phone company designed a system whereby a challenge and 
r pon e are exchang d between a wall- ock t mo unted au then tication d vice 
and th exchange software before a dial tone i giv n [673]. 

Clip-on fraud had a catastrophic £feet on a fa mily in ra mlington, a town 
in the North East of England. The fir t sign th y had of trouble was hearing 
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a conversation on their line. The next was a visit from the police who said 
there'd been complaints of nuisance phone calls. The complainants were three 
ladies, all of whom had a number one digit different from a number to which 
this family had supposedly made a huge number of calls. When the family's 
bill was examined, ther were also calls to clusters of numbe rs that turned 
out to be payphones; the e had s tarted quite suddenly at the same time as the 
nuisance calls. When the family had complained later to the phone company 
about a fault, their connection was rerouted and this had solved the problem. 

But the phone company denied the possibility of a tap, despite the report 
from their maintenanc person which noted tha t the family's Jin had been 
tampered with at the distribution cabine t. (The phone company later claimed 
this report was in error.) It turned out tha t a drug d aler had lived dos by, 
and it se med a reasonabl infer nee that he'd tapped their line in order to 
call hi couri r at th payphone . By u ing an innoc nt family' phon lin 
in tead of his own, he not only saved on the phon bill, but al o had a b tt r 
chance of vading police urveillance. But both the police and th local phone 
company refu ed to go into the hou e where the d aler had li d, claiming it 
was too dangerou - v n though the d aler had by now got ix year in ja il. 
The Norw gian phone company de lin d an invitation tot tify about clip-on 
for the d f nc . Th up hot wa tha t th ub criber wa convict d of making 
hara sing phon call , in a ca e widely believ d to have be n a mi carriag of 
ju tice. Th re wa dis u ion at the time about wh th r th do ing of ranks 
between the phone company and th police wa a bureaucrati reflex - or 
something more sinister. Since 9/11, it' emerg d tha t many phone compani s 
have been giving th police ea y acce to y terns for year , oft n without 
warrant , in r turn for favours. Th logical consequ nee wa a policy of 
covering up anything that could s tray into thi t rritory- v n if th coverup 
caused collateral damage. I'll discuss all this la ter in th third part of this book. 

Stealing dial tone from cordless p hon i another variant on the theme. 
In th 1990s, this became so widespread in Paris that France T l com broke 
with phon company tradition and announced that it wa happ ning, claim­
ing tha t the victims wer using illegally import d cordless phon s which 
were easy to spoof [745]. Yet to this day l am unawa r of any cordles 
phone - authoris d or not - with d ent air link authentica tion. The n w 
digital cordless phone u e th D T tandard which allows for chall ng -
r spon e m chani m [1 283] but th quipment old o far s m to imply 
send a hand t serial numb r to the ba e station. 

Social ngine ring i also widespread. A crook calls you pr t nding to be 
from AT&T s curity and a ks wh th r you mad a larg number of calls 
to P ru on your calling card. Wh n you deny thi , h ay that they were 
obviously fake and, in ord r to rev r e out th charge , can he confirm that 
your card number i 123-456-7890-6543? No, you ay (if you 're not r ally al rt), 
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it's 123-456-7890-5678. Now 123-456-7890 is your phone number and 5678 your 
password, so you've just given that caller the ability to bill calls to you. 

The growth of premium rate phone services during the 1990s also led to 
scamsters developing all sor ts of tricks to get people to call them: pager 
messages, job ads, fake emergency messages about relatives, 'low cost' calling 
cards with 0900 access numbers, you name it. (In fact, the whole bu in ss of 
tricking people into calling expensive premium numbers enabled crooks to 
develop a lot of the techniques we now see used in email a p art of phi hing 
attack .) The 809 area code for the Caribbean used to be a fa vourite cover for 
crooks targeting U.S. ub crib r ; many p eople weren ' t aware that 'domestic' 
numbers (numbers within the USA's +1 interna tional dir ct dialling cod ) 
extend outside the relatively ch ap USA (and anada). Even though many 
people have now learned tha t +1 809 i 'foreign' and more expensive, the 
introduction of still mor aribbean area cod , such as+ 1 345 for th ayman 
Islands, has made it even harder to spot premium rate numbers. 

Phon companie ad vi ed their custom er 'Do not r turn call to unfa miliar 
telephone number ' and 'B wa re of fax , e-mail, voic mail and page 
reque ting a r turn call to an unfamiliar numb r' [22] - but how practical 
i that? Just a bank now train their cu tom r to click on links in marketing 
email and thu make them vulnerabl to phi hing attack , o I've had junk 
mark ting calls from my phone company- ev n though I'm on th do-no t­
call lis t. And as for governments, th y hav t nd d to set up weak r gulator 
to over phone ystem abu a t home, and avoid anything tha t might get 
theminvolvedintrying to r gulat pr miumrate cam ov r a .For xampl , 
they let phone compani haras their cu tom r into paying bills fo r ver a 
ervice e en wh nth y kn w tha t the over ea tra ffic wa fra ud ul nt. 

Ind ed , by no means all p remium-rate cam involv d obviously dodgy 
companies running s x lines; as I writ in 2007, the Bri.tish pre s ar full of 
tore about how TV companie rip off th ir cu tom rs by getting th m to call 

premium lin s in order to comp te, and vot , in a ll sorts of how . It' turn d 
out tha t many of the e a r record d, o th call are totally futil ; and v n 
the !iv ones ar managed o tha t peopl who live in the wrong part of th 
country or p ak with th wrong ace nt have no chance. TI1 authoriti tri d 
to leave thi to ' lf-regula tion ' and on-air apologies from TV bos , until a 
public outcry (whipp d up by their competitors) 1 d to th fil b ing nt to 
the p olice in October 2007. It's a recurring pa tt rn that th bigge t am ar 
often run by 'r p ctable' companie rath r than by Russian gangste rs. 

20.2.2 Attacks on Signaling 
The term 'phone phreaking' refers to attacks on signaling as well a p ure toll 
fraud. Until the 1980 , phone companie u ed signalling ystern tha t worked 
in-bnnd by ending ton p ul e in th a me circuit that carri d th p ch. The 
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first attack I've heard of dates back to 1952, and by the mid-to-late 1960s many 
enthusiasts in both America and Britain had worked out ways of rerouting 
calls. One of the pioneers, Joe Engresia, had perfect pitch and discovered as 
a child that he could make free phone call by whistling a tone he'd heard 
in the background of a long-dis tance call. His less gifted colleagues typically 
used home-made tone genera tors, of which the most common were called 
blue boxes. The trick was to call an 0800 number and then send a 2600Hz tone 
that would clear down the line at the far end - that is, disconnect th called 
party while leaving the caller with a trunk line connected to the exchange. 
The caller could now enter the number he really wanted and be corn1ected 
without paying. Phon phreakin g was one of the roots of the computer hacker 
culture that took root in the Bay Area and was formativ in th development 
and evolution of personal computers [835]. For example, Steve Jobs and Stev 
Wozniak first built blu boxes befor they diversifi d into computers [502]. 

Phone phrea king started out with a s trong ideological lement. In those 
day mo t phon companie had monopolic . They were large, facel s and 
unresponsiv . In America, AT&T was such an abusive monopoly that the 
courts eventually brok it up; mo t phone compani s in Europe were govern­
ment departments. People who e dom tic phon line had be n involv d in 
a ervice theft found they were stuck with the charg . If the young man who 
had courted your daughter wa (unknown to you) a phon phr ak who hadn ' t 
paid for the call he mad to h r, you would sudd nly find th company try ing 
to extort either the young man' name or a payment. Phone companies wer 
also aligned with s tate curity. Phone phreaks in man y countries di cover d 
signalling code or switch fea tures that would nable the polic or th pook 
to tap your phon from the comfort of th ir d k , without having to nd out a 
lineman to install a wiretap. Back in th day of Vi tnam and tud nt prote ts, 
this was inflammatory s tuff. Phone phreaks w re count rculture hero , while 
phone companie were hand-in-hand with the force of darkn 

A th re wa no way to stop blue-box type a ttacks o long as t lephon 
signalling was carried in-band, the phon compani s sp nt y ars and many 
billions of dollar upgrading xchang s so that the signaling wa moved out­
of-band, in s parate channels to which the subscriber had no easy a cess. 
Gradually, region by region, th world was closed off to blue box attacks. Th r 
are s till a few places J ft. For example, th first tim that USAF op ra tion 
wer disrupted by an 'information warfar 'a ttack by noncombatant was in 
1994 when two British hacker broke into the Rome Air Fore Bas via an 
ana log link through an ancient phon ys t min Argentina w hich they used to 
hold up investigators [1202]. There's also an int r ting l gacy vuln rability 
in wiretapping systems: common phone-tapping guipment wa d signed to 
be backwards compa tible with in-band signa lling, with th r ult that you can 
evade surveillance by using a blue box to convince the police equipm nt that 
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you 've hung up. The telephone exchange ignores this signal, so you remain 
on the phone but with the police recording stopped [1151]. 

But to defea t a modern telephone network - as oppo ed to its law­
enforcement add-ons - different techsiiques ar needed. 

20.2.3 Attacks on Switching and Configuration 
The second wave of attacks target d the computers that did the switching. 
Typically the were Unix machines on a LAN in th exchange, which also 
had machines with admini tra tiv functions such as scheduling maint nance. 
By hacking one of these le well g uarded machine , a phreak could go across 
the LA and break into th w itching equipm nt - o r in to other condary 
systems such as ub crib r databa s. For a urv y of PacB 11' experi nc of 
this, sec [271]; for B llcore' , ee [722]. 

Using the techniques, unli ted phone numb rs could be found , call c uld 
be forwarded without a ub criber' know] dge, and all sort of mischi f 
becam po sible. A Californian phone phr ak ca ll d K vin Poul n got root 
acces to many of PacB l' witch and oth r sy tern in 1985- 88: thi 
appar ntly involved burglary a much a hacking (he wa ev ntually convict d 
of con piring to po fift n or m re ount rf it, unau thorized a nd tol n 
access d vice .) H did p tty thing like obta ining unli t d phon numb r 
for eel britie and w inning a Por ch fr m Lo Angel radio tation KIIS-FM. 
Each w k Kll would giv a Por h to the 102nd call r, P ul n and hi 
accomplice blocked out all calls to th radio tation' 25 phon lin ave 
th ir own, mad th 102nd alJ and 11 t d th Por che. H wa al accus d 
of unlawful wir tapping and e pi nage; the harg w r di mi d . ln 
fac t, the FBI came down on him o h avily that th .r wer all ga tion fan 
improp r rela ti n hip b tw n the agen y and th phone mpani , al n 
the line of 'you cratch our back with wiretap w hen n edcd, and w ' 11 
inv tiga te your hack r pr bl m ' [472]. 

Although the unauthorized wir tapping barges again t Poul n w r 
di mj d, the FBI's en itivity do highlight th po ibility tha t attack on 
p hon company comput r an b u d by for ign int llig n ag ncie to 
conduct r mote wir taps. ome of th a tta k mentioned in [271] wer from 
over ea , and th po ibiJity that u h tri k might b u d to rash the whole 
phon y tem inth ont xtofaninformationwa rfareattackhasfor om year 
worried the NSA [495, 754]. oun tries that import th ir telephon xchang 
rather than building their wn ar in an v n wor po ition; a prud nt 
nation will assume tha t it t l phon wit hgear has vulncrab.ilitie known to 
th gov rnrnent of the country from which th y bought it. (It wa notabl that 
during the invasion of Afgha nistan in 2001, Kabul had two xchang : an old 
lectromechanical on and a new electronic one. Th USAF bomb d only the 

first of the e.) 
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But although high-tech attacks do happen, and newspaper articles on phone 
phreaking tend to play up the 'evil hacker' aspects, most real attacks are 
much impler. Many involve insiders, who deliberately misconfigure systems 
to provide fre calls from (or through) favored numbers. This didn't matter 
all that much when the phone company's marginal cost of servicing an 
extra phone call was n ar zero, but with the modern proliferation of value­
added services, people with access to the systems can be tempted to place 
(or forge) large numb rs of calls to accomplices' sex lines. D regulation, 
and the advent of mobile phone , hav also made fraud serious as th y 
give rise to cash paym nt b twe n phone companies [317). In iders also 
get up to mischief with services that depend on the security of the phone 
network. In a hack reminiscent of Poul en, two staff at British Telecom were 
dismissed after they each won t n tick ts for Concorde from a phon -in offer 
at which only on randomly sel cted call in a thou and was suppo ed to get 
through [1266). 

As for out id rs, the other 'arch-hacker' a part from Poul en was Kevin 
Mitnick, who got arr ted and convict d following a seri of br ak-ins, many 
of which involv d phone y t ms and which mad him th target of an 
FBI manhunt. They initially thought that h was a foreign ag nt who was 
abusing the U.S. phon ystem in order to wiretap sensitiv U.S. targets. As I 
mentioned in hapter 2, he tes tified after his relea e from pri on that almost 
all of his xp loit had involv d social ngin ering. H cam ut with the 
quot at th h ad of thi chapter: 'Companie can sp nd million of dollar 
toward technological prot ction and that's wa ted if om body can ba ically 
call someone on the t lephone and either convince them to do m thing n 
the computer tha t lowers the computer's def n or rev als th information 
they w re e king' [895). o phone company sy tern are vuln rabl to car I 
insid r as w 11 a malicious insiders - just like hospital y tern and man y 
other we'v di cus d . 

A worrying recent d velopm nt i the em rg nc of switching exploits 
by organisation . The protocols used between phone companie to switch 
calls - notably SESS - aren ' t particularly ecur , as th move from in-band 
to out-of-band signaling was suppos d tor strict acce to trust d partie . But 
one again, changing nvironm nts undermine ecurity a sumptions. Now 
that th re are many ntrepreneurial phon cornpanie rather than a handful 
of large one , all sor ts of people have acces to the switching. An xample 
is loca tion s rvice. This is provided for a fe by mobile n tworks; you can 
r gi t r your child's mobil , or your mploy e ' mobil s, and trace them 
through a web ite. One entrepreneur w1dercu t this service in the UK by 
using the switching int rface exported by a local telco. While such issues an 
generally be r solved by contracts, litigation and regulation, there remain a 
ling ring worry that a ttackers might bring down a telco by exploiting acce s to 
its switching and network management. This worry incr a e as telcos migra te 
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their networks to IP, and they s tart to converge with VOIP services that give 
users access to the IP layer. I'll return to VOIP la ter. 

20.2.4 Insecure End Systems 
After direct attacks on the systems kept on phone company premises, the 
next major vulnerabilities of modern phone system are insecure terminal 
equipment and feature interaction. 

There have been a number of cases where villains exploited people' 
answering machines. The same technique can be used for at 1 ast two differ nt 
purposes: the relatively innocuous one of tricking someone into dialling a 
premiwn rate number, or the somewhat more sini ter one of using their 
an wering machin as a cov rt remailer for a voicemail me age. The problem 
arises from phone company switches that give you dial tone twelve seconds 
after the other party hangs up. So a terrorist who wants to send an untraceable 
in truction to a colleagu can record on your answering machine thirteen 
blank seconds, followed by the tones needed to dial his colleague's number 
and the secret me age. H then calls again, get the machine to play back its 
m sages, and hangs up on it. 

But the really big fraud using insecure end system are directed again t 
companie and gov rnm nt departm nts. Attack on corporate private branch 
exchange systems (PBXes) had become big business by the mid-1990's and 
co t bu iness billion of dollar a y ar [322]. PBXes are u ually supplied with 
facilities for refiling calls, also known as direct inward system access (DISA). The 
typical application is that the company's ales force can call in to an 0800 
numb r, enter a PI or pa sword, and then call out again taking advantag 
of the low rates a large company can get fo r Jong dis tance calls. As you 'd 
expect, these PINs become known and get trad d by villains [911]. The re ult 
is known as dial-through fraud. 

In many cases, the PI s are set to a defa ult by th manufacturer, and 
never changed by the cu tomer. In other ca es, PI s are captured by crook 
who monitor telephone traffic in hotels anyway on order to s teal credit card 
numbers; phone card number and PBX PIN are a u eful ideline. Many PBX 
designs have fixed engineering passwords that a llow remote maintenance 
acce s, and prudent peopl reckon that any PBX will have at least one back 
door installed by the manufacturer to give ea y acce to law enforcement and 
intelligence agencies (it' aid, as a condition of export licensing). Of course 
such fea tures get di covered and abused. In one case, the PBX at Scotland 
Yard was compromised and used by villain to refile call , co ting the Yard a 
million pounds, for which they sued their tel phone installer. The crooks wer 
never caught [1244]. This was particularly poignant, a one of the criminal ' 
motivations in such ca es is to get access to communications that will not 
be tapped . Busine ses who're the vic tims of such crimes nevertheless find 
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the police reluctant to investigate, and one reason for this is tha t the phone 
companies aren' t particularly helpful - presumably as they don't like having 
their bills disputed [1088]. 

In another case, Chine e gangster involved in labor market racketeer­
ing - muggling illegal immigrants from Fujian, China, into Britain where 
they w re put to work in weat hops, on farm and o on - hacked th PBX 
of an English district council and u ed it to refile over a million pound ' 
worth of calls to China. The gang was tackled by the police after a number 
of it labourers died; they wer picking sh llfi h in Morecambe Bay when 
the tide came in and drowned them. Th council had by now di cove red th 
discr pancy in its phone bills and sued th phon company for it money 
back. Th phone company argu d that it wa n ' t to blame, even alth ugh it had 
supplied the insecure PBX. Here, too, the gangster were inter sted not just in 
saving mon y but in vading surveillanc . (Ind d, th y rout d th ir call to 
China via a compromi ed PBX in Albania, tha t th cro -border segment of 
the call, which is most likely to be monitored by th ag nci , was b tween 
whiteli t d numbers; the am trick e m to hav b n u din th Scotland 
Yard case, where the crooks made their ca ll via the USA.) 

Such cases apart, dial-through fraud i mo tly driv n by pr mium rat 
servi e : the main culprit are rooks w ho are in cahoot with pr mium line 
own r . Most companie don't und rstand the n d t guard their 'dial ton ' 
and don't know how to even if they want d to. PBX ar typically run 
by company tel comm manag r who know littl about e urity, while the 
security manag r often knows little about phon . This i hanging, albeit 
slowly, as VOIP technologies take over and th ompany phone network 
merges wi th the data n twork. 

Exploits of in cur nd- ys tems om tim aff t dom ti ub cribers too. 
A notorious case was the Moldova scam. In J 997, customers of a porn site 
were told to download a 'view r' program that dropped their phone line 
and connected them to a phone number in Moldova (having turn doff th ir 
mod m speakers so they wouldn' t notic ). The new connection tayed up until 
they turned off their comput r ; thousand of ub criber incurred hundr d 
of thousands of dollars in interna tional long dis tance charge a t ov r $2 per 
minute. Their phone compani tri d to collect thi mon y but th re wa an 
outcry. Eventually the ub crib r gotth ir mon y back, and th F d ral Trade 
Commission enjoined and pros cu ted the perpetrator [456]. ince then ther 
havebeen a numberofcopyca t scam [870];buta mor and mor p ople move 
to cable modems or broadband, and their P s are no longer able to dial out on 
the plain old telephone system, this kind of abus is g tting less common. The 
latest twist is premium-rate mobile malware: in 2006, for example, the Red 
Browser worm cashed out by sending $5 MS to Russia [633]. 
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Premium rate cams and anonymous calling are not the only motives. Now 
that phones are u ed more and m ore for tasks such as voting, securing entry 
into apartment buildings, checking that offenders are observing their parole 
terms, and authenticating financial transactions, more motives are created for 
ever more creative kinds of mischief, and specially for hacks tha t defeat 
caller line ID. For example, caller-line ID hacks make middleperson attacks on 
paym ent systems easier; SMS spoofin g and attacks on the SS7 signaling in the 
underlying network can have similar effects [897]. 

And sometimes attacks are conducted by up tandi.ng citizens for per­
fectly honorable motives. A nea t example, due to Udi Manber, is as follows. 
Suppo e you have bought something which breaks, and th manufac turer's 
helpline only ha an an wering machine. To get service, you have to take 
the answering machine out of service. Thi can often be done by recording 
its message, and playing it back o tha t it app ars as the cu tomer message. 
With luck the machine's owner will think it's broken and it' ll be sent off for 
maintenance. 

20.2.5 Feature Interaction 

More and mor case oft lephone manipula tion involv f atur interac tion. 

• Inmates a t th lallam Bay orr ctional ent r in Wa hington tate, 
who w re only allow d to make colJ ct ca ll , found an inter s ting xploit 
of a yst m which th phon company ('Fon Am rica') introduced to 
handle coll ct alls automati ally. Th system would call th diall d 
number and a ynthesis d voice would ay: 'If yo u will ace pt a col-
lect call from . .. (name of caller) . . . p lea e press the numb r 3 on your 
telephone twic ' . Prisoners were suppo ed to state th ir name for the 
machine to r cord and in ert. The y t m had, as an additional f a ture, 
th ability to have the greeting deliv r din Spani h . Inma te did o, and 
when asked to id n tify them Iv , a id 'If you wan t to hear thi me -
sage in Engli h, pre s 33'. Thi worked oft n nough tha t th y could get 
through to corpora te PBX sand talk the op ra tor in to giving them an 
outside line. The University of Washing ton was hit everal tim s by thi 
scam [476]. 

• A number of dir ctory- nquiry ervice will connect you to th num-
b r they'v just given you, a a ervice to motori t who can' t dial while 
driving. But this can often be u d to d fea t mechanism that depend on 
endpoint identifica tion . Adulterers us it to prevent their spouses seeing 
lovers' numbers on the family phone bill, and naughty children u e it to 
call ex line de pite call barring [977]. 
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• Call forwarding is a source of many scams. In the old days, it was used 
for pranks, such as kids social-engineering a phone company opera tor 
to forward call for omeone they didn' t like to a sex line. Nowadays, 
it's quite often both professional and na ty. For example, a fraudst r 
may tell a victim to confirm her phone number with the bank by dialing 
a equence of digit - which forwards h r incoming calls to a num-
ber controll d by the attacker. So the bank's callback machanisms are 
defea t d when th u tomer isn ' t awar tha t a certain sequence of dialed 
numb rs can alt r th b havior of her phone. 

• British T lecom launch d a fea ture call d 'Ringback' . If you dial an 
engaged number, you can then enter a short cod and as soon as the 
ca ll d numb r is fr e, both y ur phone and th ir will ring. The result­
ing call i bill d to you . How v r, when you u ed ringback used from a 
pay phon , it was the phon ' owner who ended up w ith the bill. Peo­
pl with priva te pay phone , uch a pub landlords and hopkeep rs, 
lost a lot of money, which th phon compan y was eventuaJly obliged to 
r fund [652]. 

• Confer nc calls al o ca u ea lot of trouble. For example, foo tball hooli­
gans in om ountrie are plac d under a curfew that r quir th rn 
to be at horn during a match, and to prove this by calling the proba­
tion s rvic , which rifie their numb r using caller ID. Th trick is to 
g tone of your k id to set up a conference call with the probation s r­
vice and the mobil you've taken to the match. If the probation officer 
ask about the crowd noise, you tell him it' the TV and you can 't turn it 
down or your mate will kill you. (And if he want to call you back, you 
g t your kid to forward the call.) 

This brings u to th many probl ms with mobile phones. 

20.3 Mobile Phones 

Since their beginnings as an expen ive luxury in the early 1980 , mobile phones 
have become one of the big technological success stories. By 2007, we now 
have over a billion sub cribers; it's said tha t over a billion phones will be sold 
this year and the total subscriber base may rise to two billion . In developed 
countries, most people have at least one mobile, and many new electronic 
services are being built on top of them. Scandinavia has led here: you get a 
ferry ticket in Helsinki by sending a text message to the vending machine, and 
you get a can of Coke the same way. You can also scan a bar code a t a bus stop 
with your phone camera, and get sent a text message 90 seconds before the 
next bus arrives; that way you don ' t have to stand out in the snow. 
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Grow th is rapid in d eveloping countries too, where the wirelin network 
i often dilapidated and p eople u sed to wait years for phone ser ice to b 
installed . In some place it's the arrival of mobile phone service tha t's conn cted 
villages to the world. Criminals also make heavy use of mobile , and not just for 
communication : and in large tracts of the third world, mobile phone units have 
become a de fac to curr ncy. If you get kidnapped in Katanga, the kidnapp rs 
will tell your r la tives in Kinshasa to buy mobile phone units and text them 
the magic numbers. In developed countrie , the criminal interest is largely in 
communica tions, and m o t police wiretap are now on mobi le numb rs. 

So mobile phones are very important to the ecurity engineer, both as part 
of th e underlying infra tructure and as a channel for service deliv ry. They 
can also teach u a lot about fraud technique and count rmeasures. 

20.3.1 Mobile Phone Cloning 
The first genera tion of mobile phones used analog signals with no real 
authentication. The handset simply sent its serial numbers in d ear over th 
air link. (In the U.S. sy tern, ther were two of them: one for the equipment, 
and one for the ubscriber.) So villains built devices to captur the e numb r 
from calls in the neighborhood . (I've even seen a phon tha t a s tud nt 
had reprogrammed to d o this by a simpl oftware hack.) One of th main 
custom rs wa th call-sell operation tha t would teal phon s rvic and res 11 
it cheaply, oft n to immigrants or tud nt who want d to call home. The 
call-sell operators would hang out at known pitche with cloned mobiles, and 
their cu tomers would queue up to ph one home for a few dollars. 

So a black market developed in phone serial numbers. The call-sell mar­
ket was complemented by the market for anonymous comm unica tions for 
criminals: enterprising engineers built mobile phones which used a different 
identity for each call. Known as tumblers, the e wer particularly hard for 
the police to track [636]. The demand for s rial number grew rapidly and 
sati fying it wa increa ingly d ifficult, even by nooping a t places like airports 
where lots of mobiles were turned on. So prices ros , and a w lJ a passive 
listening, activ methods s tart d to get us d . 

Modern mobile phones are cellular, in tha t the operator divides the service 
area up into cells, each covered by a base sta tion . The mobile uses whichev r 
base station has the s trongest signal, and there are protocols for handing off 
calls from one cell to another a th customer roams. (For a urvey of mobile 
phone technology, see [1061].) The active a ttack consis ts of a fake base sta tion, 
typically a t a p lace with a lot of passing traffic such as a freeway bridge. As 
phones pass by, they hear a s tronger base sta tion signal and attemp t to regis ter 
by sending their serial numbers. 

A number of mechanisms were tried to cut the volume of fraud. Most 
operators developed or bought intrusion detection systems, which watch out 
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for u piciou patterns of activity. A number of heuristics were developed. 
For xampl , g nuin rnobil which roam and call home regularly, but then 
top calling home, have usually b en stolen; other indica tors include too-rapid 

mov rn nt ( uch a aU b ing made from New York and LA within an hour 
of ach oth r) and v n ju ta rapid incr ase in call volume or duration. 

In th chapter on el ctronic warfare, I rn ntioned RF fingerprinting - a 
form rly cla ified military t chnology in which signal charact ri tics tha t arise 
from manufacturing variability in the hands t's radio transmitter ar used to 
identify individual d vi and tie them to th claimed erial numbers [534]. 
Althoughthi techniqu work - itwa u dbyVodafon inth UK toalrno t 
eliminate cloning fraud from analogu mobiles - it i xp nsiv as it involves 
m difying the ba e tation . (Vodafone al o u d an intrusion d t ction 
y tern that track d cu tom r call patt rn and mobility, describ din [1283]; 

th ir comp titor lln t imply bl eked int rnational call fr m analogue 
mobiles, w hich helped move its high value cu tomers to its more modern 
digital n twork.) Anoth r propo d olution was to adopt a cryptographic 
auth nti ati n protoc l, but th r ar limit on how much can b don without 
hanging th who! network. For xample, one can us a challenge-re ponse 

pr toe 1 to m dify the rial numb r [485]. But many of th m chani m 
p ple propo ed to fortify th curity of ana log cellular phones have turned 
out to b weak [1305]. 

ventuallytheindu trydecidedto upgrad toan wdigital ystem.Rev nue 
protection wa an i ue, but far from th only one; digital ysterns offered more 
efficient u e of bandwidth, and a whole ho t of n w featur - including 
easier int rnational roaming (important in Europ with lots of small countries 
jammed clo e tog ther), and the ability to nd and r ceive hort te t me ages. 
(T xt m ages were almost an aftertho ught; the designer didn't realise they'd 
b hug ly popular.) From the operators' viewpoin t, the move to standard 
digital equipment ut co t and enabl d rapid, w ide-scale deployment. 

20.3.2 GSM Security Mechanisms 

Th second generation of mobile phones adopted digital technology. Most 
handset w rldwide u e th Global System for Mobile Communications, or GSM, 
which was designed from the start to facilitate international roaming; it was 
founded when 15 cornpanie signed up to the GSM Association in 1987, and 
service wa launched in 1992. As of 2007, the GSM system extends to over two 
billion hand ets in over 200 countries; a typical developed country has more 
handsets in service than it has people [133]. The USA, Japan, Korea and Israel 
had different second-generation digital standards (although the USA has GSM 
s rvice too). Since about 2001, most countries also have a third-generation 
service, which I'll describe in the next section. 

39



20.3 Mobile Phones 609 

Th d signer of SM tout to s cur the system against cloning and other 
attacks: th ir goal was that GSM should b at lea t as ecur a th wireline 
sy tern. What they did, how th y succe ded and where they failed, mak an 
int re ting ca hi tory. 

The authent ication pr tocol ar de cribed in a number of places, uch 
as [232] (which also describe the m chanisms in an incompatibl U.S. sys­
tem). The ind u try initially tried to ke p ecret the cryptographic and other 
protection m chanisms which form the core of the GSM protocols. This 
didn't work: ome ev ntually leaked and the r s t were di cov r d by r v rse 
engin ring. T'll de crib them bri fly h r . 

ach network ha two databases, a home location register (HLR) that contains 
the l cation of it own mobiles, and a visitor location register (VLR) for the loca­
tion of mobil which have roamed in from other networks. Th databases 
enable in om ing calls to be forward d to th corr ct c 11. 

The hand et ar commodity item . Th y ar personali ed usi ng a subscriber 
identity module (SIM) - a martcard you get when you ign up for a network 
service, and which you load into your hand t. The SIM an be thought of as 
containing thr numb r : 

1. thcr may b a p r onal identification number that you u to unlock the 
card. In th ory, this tops s to] n mobiles being used. In practic , many 
n twork et an initial PIN of 0000, and mo tu rs never change it or 
even use it; 

2. there's an international mobile subscriber identification (IMSl), a unique 
numb r that maps on to your mobil phone number; 

3. finally there i a subscriber authentication key K;, a 128-bit number that 
erves to auth nticat that IMSI and is known to your home network. 

Unlike the banks, which used ma ter keys to generate PIN , th phone com­
pani s d cided that master keys w re too dangerous. So in tead of diver ifying 
a master key KM to manufacture the authentication key a K; = {IMSI}.™, the 
key ar generated randomly and kept in an authentication databa attached 
to the HLR. 

The protocol used to authentica te the hands t to the network runs as follows 
(see Figure 20.1). On power-up, the SIM may request the customer's PIN; if this 
isn' t configured, or once it's entered corr ctly, the SIM emits the IMSI, which 
the handset nds to the nearest ba e station. It's relayed to the subscriber's 
HLR, which generates five triplets. Each triplet consists of: 

• RA D, a random challenge; 

• SRES, a response; and 

• Kc, a ciphering key. 
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The relation hip between the e value i tha t RAND, encrypted under the 
SIM's authentica tion key K;, giv an output which is SRES concatena ted 
with Kc: 

{RAND}K, = (SRES IKc) 

The tandard way to do thi encryption is u ing a one-way function called 
omp128, or A3/ AS. (A3 r f rs to th SR S output and AS to the K-output). 

Comp128 i a hash function with 40 row1d , de cribed ind tail in [226], and like 
most propri tary algorithm that were d ign d in the shadows and fielded 
qui tly in th 1980s and 90 , it turn out to b vulnerable to cryptanalysis. The 
ba ic design of the function is much like in Figur 5.9 - each round consist 
of table lookups followed by mixing. Ther ar five tables, with 512, 256, 128, 
64 and 32 byte ntri ach, and the ha h fw1ction u them ucces ively in 
a h bl k of fiv rounds; th r ar ight of the blo k . Thi may em v ry 

com pl x, but once it d ign becam publi , a vulnerabi lity wa oon noticed. 
Four of th byt at the output of the cond round d pend only on the value 
of the ame byte of the input. This four-byte to four-byte chann l i called a 
nnrrow pipe and it' po ible to prob it by tw aking input byt until you d tect 
a olli ion. One all th details hav been work d out, i.t turn out that you 
n d about 150,000 uitabJy cho en challenge to extract the key [1306, 1307]. 
Th ff ti tha t giv n ace to a SIM i ued by a network that u es Comp 128, 
th auth ntica tion key can b xtra t din ev ra l hour u ing oftwar that i 
now fr ely available. 

This a ttack is y t anoth r xampl of the dangers of using a s er t crypto 
primitiv that ha b n evaluated by only a f w friends; th cryptanalytic 
techniqu nece ary to find the flaw w r well known [1287] and if omp128 
had been op n to ho tile public crutiny, th flaw would mo t probably have 
been found. Thankful ly, a phone company can r plac omp128 with a prop r 
ha h function uch as SHA-256 without affecting an yon l e; the hash func tion 
is present only in the SIM cards it i u to its cu tom r and the oftware at 
its HLR. In any case, there don ' t s em to be any industrial-sca le attacks ba d 
on a vulnerabl hash function; the normal user doesn' t have any incentive to 
crack hi K, out from his SlM as it doesn 't let him bill calls to (or st al calls 
from) anyone l e. 

Mobile --4 ~1 □ □ SIM ~ ,,,,..--, ~ _ ---Z---
~ +-+f ~ 

B VLR HLR 

Figure 20.1: GSM authentication system components 
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Anyway, the triplets are ent to the base tation, which now presen ts 
th firs t RAND to the mobile. It pa ses this to th SIM, which com.put SRES. 
The mobile returns this to th ba e station and if it's corr ct the mobile and the 
ba e station can now communicate using the ciphering key Kc. So the whole 
authentication protocol runs as in Figure 20.2. 

SIM ➔ HLR 
HLR B 
BS ➔ SIM 
SIM ➔ BSC 
BS ➔ mobile 

lMSl 
(RA D, SRES, Kc), ... 
RAND 
SR S 
{traffic} Kr 

Figure 20.l: GSM authentication protocol 

There are several vulnerabilitie in thi protocol. In mo t coun tries the 
communication betw n ba e s tations and th VLR pa s un ncrypted on 
microwave link 1

• So an attacker could end out an IMSI of his choice and 
th n inter ept th triplet on th rnicrowav link back to the local ba tation. 
A German rnobi I op ra tor, which offered a reward of 100,000 Deut chm.arks 
to anyon who ould bill a call to a mobil numb r who e SIM card was held 
in their lawyer's office, back d down wh n asked for the IMSI [44]. 

S cond, triples can be replayed. An unscrupulous foreign n twork can get 
fiv tripl while you are roam ing on it and then ke p on reusing them to 
allow you to phone as much as you want. (Horne networks could top this by 
contract but th y don't.) So th vi it d network doe n't have to refer back to 
your home network for further authorisation - and even if they do, it doesn ' t 
protect you a the vi ited network might not bill you for a w ek or more. So 
your home network can ' t r liably shut you down whil you roam and it may 
still be liable to pay the roam d network th money. Dishone t networks also 
d fraud roaming customers by cramming- by creating false billing r cords, a 
practice I'll describe in more detail la t r. So even if you thought you'd limited 
your liability by using a pre-paid SIM, you might till end up with your 
network trying to collect money from you. This is why, to enable roaming 
with a pre-paid SIM, you're normally asked for a credit card number. You can 
end up being billed for more than you expected. 

1The equipment can encrypt tra ffic, but the average phon company has no incentive to witch 
the cryptogra phy on. Indeed, as intelligence agencies often monitor the backhaul near major 
switching node a an effi cient mean of getting warrantless access to traffic, a phone company 
that did switch on the crypto might find that pe rsons unknown tarted jamming the link to m ake 
them top. 
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The introduction of GSM caused significant shifts in patterns of crime 
generally. The authentication mechanisms made phone cloning difficult, so 
the villain switched their modus operandi to buying phones using stolen 
credit cards, using stolen identities or bribing insiders [1352]. Robbery was 
an other issue. We've had a sp ate of media s tories in Britain about kids being 
mugged for th ir phone . Mobile phone crime did indeed increase 190% 
be tween 1995 and 2002, but to keep thi in context, the number of subscribers 
went up 600% in the same period [583]. Some of the theft is bullying - kids 
taking maller kids' phones; some is insurance fraud by subscribers who've 
dropped their phones in the toilet and r port them as stolen as their insurance 
doe n ' t cover accid ntal damage; but there is a hard core of theft wh re 
muggers take phone and ell them to fences. Many of the f nces either work 
at mobile phone shops that have authorised ace ss to tools for reprogramming 
the International Mobile Equipment Identifier (!MEI), the serial number in 
the hand t, or lse have links to organi ed criminals who ship the handsets 
abroad. Things are wor e in Brazil, where kidnapping is endemic: there are 
now fa k kidnapping in which a child' phone is natched by a crim.iJ1.al who 
phones its parents to d mand a ransom 2 . 

From about 1997, pr paid mobil phones were introduced . This kicked off 
a period of rapid growth in the indu try as the teclu1ology became available 
to people without credit ra tings. For example, prepaids make up 90% of the 
market in Mexico but 15% in the USA. Worldwide, they're over half, and 
growing. They also made anonymous commw1ication much more practical, 
and many criminals have started using them . The issues include not just 
evading police wiretapping but stalking, extortion, bullying and other kinds 
of harassment. Prepaids also facilita te simple frauds; if your identity isn ' t 
checked when you buy a phon , there's little risk to you if you recharge it with 
a s tolen credit card [343]. 

It must be said though tha t most people who use prepaid phones for crime 
are only getting lightweight anonymity, and remain w1detected only because 
the police don't put serious effor t into ca tching petty crooks. If a really serious 
crime is committed, traffic analysis will be used, and most criminals don' t 
have any clue of the level of operational discipline needed to stop this. As I 
already remarked, the alleged 9/11 mastermind Khalid Shaikh Mohammed 
was caught when he used a prepaid SIM from the same batch as one that had 
been used by another Al-Qaida member; and after the failed 21 / 7 London 
bombings, the would-be bomber Husein Osman fled to Rome, where he was 
promptly caught. He had changed the SIM in his mobile phone en route; but 

2There are also completely fake kidnappings in which the bad gu ys just lie: they say they've 
snatched the child, and if th ey call it phone it w ill be killed . The perpetra tors of these crimes 
are often in prison and have little to lose. 20% of parents still pay up ra ther than take the 
risk. 
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call record show not ju t the IMSI from the STM, but also the IMEI from the 
handset. H you 've got all the world's polic after you, just changing the SIM 
i n ' t anything like enough. Opera tional security r quir s a de tailed technical 
understanding of how networks opera te, and 1 vels of training and di cipline 
tha t are mo t unu ual out id na tional intelligence agencie . 

Finally, prepaid mobile were a gift to crooked call-sell opera tors. As the 
billing infra tructur i only invok d wh n a phone go on-hook, it' p os ible 
for a bad guy to ma ke a ca ll las t a ll day: the numb r called by each of his 
client are imply added to a long confer nee call one after the other. At the 
nd of the day, the phon goes on-hook, a bill for thou and of dolla r is 

genera t d, the alarm goe off, and th crook tosses the phone in the river. The 
following day he buy another. Tha t's why network opera tor typically tea r 
down any call tha t la t more than a few hour . 

In addition to auth ntica tion, the CSM y tern i suppo d to provide two 
further kinds of pro t ction - locati on security and call content confidentiality. 

The loca tion security m chani m i tha t once a mobile i regist r d to a 
ne twork, it is issued with a te111porary mobile subscriber identification (TMSI), 
which act as it addre a it roam through the ne twork. The a ttack on 
this rn chanism u e a device called an IMSl-catcher, which i sold to police 
forces [488]. Th IMSl-ca tch r, which i typically operat din a police car tailing 
a suspect, pretend to be a GSM ba e sta tion. Being closer than th genuine 
article, it signal i tronger and th mobile tries to r gister with it. The IMSl 
ca tch r claims not to understand th TMSI, o the handset helpfully end it 
the cleart xt lMSI. This feature is ne ded if rnobil ar to be able to roam 
from one network to another without the call being dropped, and to recover 
from failures a t the VLR [1283]. Th police can now get a warrant to inte rcept 
the traffic to tha t mobile or - if they're in a hurry - ju t do a middleper on 
attack in which they pr tend to be the network to the mobile and th mobile 
to the n twork. 

The GSM system is supposed to provide call content confidentiality by 
encrypting the traffic b tween th hand et and the ba e ta tion once the 
authentica tion and regis tra tion ar completed . The speech is digitized, com­
pressed and chopped into packe ts; each packet is encrypted by xor-ing it with 
a pseudorandorn sequence genera ted from th ciphering key Kc and the packet 
number. The algorithm commonly used in Europe is AS/1. 

AS/ 1, like Comp128, was originally secret; like Cornp128, it was leaked 
and attacks were quickly found on it. The algorithm is shown in Figure 20.3. 
There are three linear feedback hift registers of lengths 19, 22 and 23 and their 
outputs are combined using exclusive-or to form the output keystrearn. The 
nonlinearity in thi generator comes from a majority-clocking arrangement 
whereby the middle bits C; of the three shift registers are compared and the 
two or three shift regis ters whose middle bits agree are clocked. 
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m = Majority ( I , 2, 3) 

Figure 10.l: AS (courtesy of Alex Biryukov and Adi Shamir) 

Th obviou attack on this arrangement i to gue the two horter regi ter 
and then work out the value of the third. As there ar 41 bi ts to gue s, one 
might think that about 240 computa tions would b needed on av rag . It's 
slightly mor complex than thi , as the generator lo es s tate; m any sta t s have 
more tha11 on po ible pr cur or, so more gue are needed . Thi l d to an 
attack using a lot of FPGAs that is sold for about $1m3. Then Biryukov and 
Shamir found ome op timizations and tradeoffs that let AS be broken with 
much less effor t. Their ba ic idea is to comp ute a large file of special points 
to which the ta te of the algorithm converges, and then look for a match with 
the observed traffic. Given this precomputed file, the attack can use several 
econds of traffic and everal minutes' work on a PC, or several minute of 

traffic and several seconds' work [173]. Reverse engineering actual systems 
also showed that th keying of AS was deliberately weakened. Although in 
theory AS has a 64-bit key (the initial loads for the shift registers) the actual 
implementations set the ten least significant key bits to zero. Anyway, the 
response of the GSM vendors to these disclosures was to introduce a third 
cipher, AS/3, which is based on a strong block cipher known as Kasurni that's 
also used in third-generation mobile phones. 

3 A system of 15 boxes, each with 20 cards, each with 18 IC , each with 32 cores, each running at 
150MHz, checking one key per Hz, takes 7.5 sec per key and bu rns lSKW. 
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However, thi a tt mpt to fix th content-confidentiality problem has been 
undermined by an a ttack that xploits th underlying authentica tion protocol 
and tha t is now coming into wid spread u e by police and surv illance folks. 
It r Jies on the fac t tha t phon companie in many countri s use a weakened 
v rsion of AS/1, called AS/2. Mobil phone ar g neraJJ y able to use ith r 
algorithm, o that th y can roam freely. The attack was invented by Elad 
Barkan, Eli Biham and Nathan Keller [117], and runs as follows. If you 're 
following a u p ct who u e hi mobile, you record the call, including the 
inibal protocol xchange of challenge and re pon e. Once he's finished, you 
switch on your IM l-catcher and cau e him to regi t r with your bogu ba e 
s tabon. The IMSI-cat h r t ]Is his phon to us AS/2 rath r than AS/ 1, and 
a k y i duly ct up - with the IMSl-ca tcher nding the challenge that was 
u ed befor . So th m bil ph n generate th am k y Kc a befor . A this 
is n w b ing u din aw ak cipher, it can b crack d quickly, giving acces to 
th targ t conv r a tion r corded previously. In fact it doesn' t matter wheth r 
tha t was prot ct du ing th m dium-s curity AS/1 or the high- ecurity AS/3. 
Th fact that th r' a low- urityalgorithm, thatkey aredetermin dbyone 
of th two principal , and that k y ar har d betw n algorithm , together 
rnak the whole sy t m weak. 

The AS/1 vuln rability wa introduced following pre ure from Europ ' 
intelligenc agenci , and th o ten ible justification wa that th y didn' t want 
ev n halfway dee nt curity exported to potentially h ostile countries, as it 
would b hard r to py on th m. The con piracy theori ts had a field day with 
all this - for xample, th r wa a political row in Au tralia when it turned 
out tha t AS/2 wa b ing u d th re, a it was s en as implying tha t European 
governments saw Au tralia a an intellig nee targ t rath r than an ally. 

The tr uth is, a always, more ubtle. Weak ciph rs can definitely help in some 
tactical ituation . on ider the ca e I mentioned in the chapter on el ctronic 
warfar , wher the w Z aland navy sent a frigate to monitor a coup in Fiji. 
If the Fij ian phone company had been allowed to u e AS/1 rather than AS/2, 
this would not have fru trat d the mission: the sigint officers could sna tch the 
triplets off the microwave links, hack the location r gister, and if all el e fails, 
brute force a key. But being able to break traffic quickly is very convenient. 

On the other hand, imposing weak cipher security on less developed 
countries can also have operational costs. In 2007, the Taleban started tapping 
mobile phone calls made by British soldiers to friends and relatives back home, 
whom they then called. The wife of one RAF officer was told: 'You'll never see 
your husband alive - we have just killed him'. It was some hours before she 
could confirm that he wa till afe and well [603]. British troops have now 
been banned from using mobile phones - which doesn' t exactly help morale. 

In domestic or friendly-country operations, it's even more complex. The 
agencies can get lawful access to cleartext from phone companies, but some­
times the warrantry procedures are (or are felt to be) too cumbersome. Hence 
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the sweetheart d als with ome phon compani s to g t ace s without war­
rant ; thi has led to a numb r of cand als recently. For xa mpl , it m rg d 
that AT&T had b en giving th US a uthoriti acce s to itemis d billing data for 
y ar . Sweetheart deals w re common with companie tha t used to b monop­
o li , but are b coming 1 s common a m o t countries have now deregulated 
t l comm and have hundred of phone compani , no t ju tone. Some phon 
compani are di tru ted by the authorities beca us th y're owned by foreign­
er or ev n by ga ng t r . Other ar tiny, hav nev r b n tapp d b fore, the 
police ju t don't know who to talk to. 0th r compani a re re p ctable and 
willing to comply with warrants, but unable to do so. One of Britain's mo t 
l ely guarded law- nforc m nt and intelligence cret for sev ral year 

wa that n of th mobile phon network couldn't b conveniently tapp d . 
n gin r tried to hook up their ompl x, m y y t m t the intelligenc 

community' compl x, me y y tern but th pr j ct went off the rail and 
th y just could not get the thing to work. The police wer r ally scar d that 
rooks might find thi out, and migrate en masse to tha t n twork. 

How ar w to ma k n of thi m ? It' a well to admit tha t th r ar 
m any r a ons, some honourable and om I. o, why gov rnm nt mploy e 
may want to get ace s to traffic by t chnical m a n ra ther than by using th 
lawful int rface provided for the purpo . But that do sn ' t m an tha t such 
acce s should be allow d. The hug improv m nts in liberty, pro perity and 
quality of lif tha t th W t ha njoyed in th n lightenment and the 
Indu trial R volution ar du in larg part to our r placing th divin right 
of kings with fr dom under the law in a democracy. We l ct l gi lators to 
make the rules, and if we d cide through th m that th polic can ' t tortur 
uspect an y m or , then th y'd b tt r not try. Similarly, if ur legi la tor 

decide that police and intellig nc ag nci hould get warrants to wir tap , 
then the ag ncie mu t ob y the law lik anyon el . Th GSM ecurity story 
provide a good xa mpl of how the deliberate ins rtion of v uln rabilitie can 
have wid -ranging and unfor seen engineering con equences. It must al o be 
a id that the faciliti tha t phone companies and ISP are now being comp lled 

to provide for properly warranted law-enforc m ent acce s ar often so poorly 
ngineered that th y can b abus d [1151]. In 2004- 5, persons wu<n own 

tapped the mobile phones of the Greek Prime Minister and about a hundred of 
that country's political, law enforcement and military elite, by subverting the 
wiretapping facilitie built into Vodafone's Greek network. Both Vodafone, 
and their equipment suppli r Ericsson , where heavily fined [1042]. Colleagues 
and I warned about this problem years ago [4] and I expect it to ge t worse. I'll 
discuss it at greater length in Part III. 

There ar further policy issues with location privacy. There was a s torm 
in Switzerland in 1997 when the pre s found tha t the phone company was 
routinely giving location data to the police [1030], while in the USA, the FCC 
ordered mobile phone companies to be able to locate people 'so that 911 calls 
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could be disp a tched to the right place'. This was imposed on every user of 
mobile phone service, ra ther than letting users decide whether to buy mobile 
location services or not. Privacy ac tivis ts were not happy with this. 

Anyway, the net effect is that the initial GSM security mechanisms provided 
slightly better p rotection than the wireline network in countries allowed to 
use AS/1, and slightly worse protection elsewhere, until the protocol attacks 
were discovered and exploited . Now privacy is slightly wors everywhere, 
as people with the right equipment can get fairly s traightforward access to 
traffic. But it's probably not a big deal. R la tively few people ever get followed 
around by an investiga tor with profes ional snooping equipment - and if 
you 're such a person, then ways to detect and prevent semi-active a ttacks on 
your mobile phone are just a small part of the tradecraft you need to know. If 
you 're an average sub crib r, the privacy threat comes from possible abu e of 
data collect d by the phone company, such as itemized billing da ta. From tha t 
viewpoint, the vulnerabilities in the communications security mechanisms 
neither expose you to additional wire tapping, nor pr ven t the frauds that are 
likely to cause you the most grief. 

20.3.3 Third Generation Mobiles - 3gpp 
The third genera tion of digital mobile phones was initially known as the 
Universal Mobile Telecommunicntions System (UMTS) and now as the Third 
Generation Partnership Project (3gpp, or ju t 3g). The e systems are now available 
almost everywhere, the exception being in China which is working on its own 
proprie tary variant. Elsewhere, the security is m uch the same as GSM, but 
upgraded to deal with a number of GSM's known vulnerabilities. Third 
generation systems entered service in 2003-2004; the main advantage of 3g 
over GSM is higher da ta ra tes; instead of the 9.6kb/s of GSM and the tens of 
kilobits per second of GPRS, third-generation data ra tes are in the hundreds 
of thousands to millions of bits per second. The vision is that 3g will enable 
all sorts of mobile services, from mobile TV to laptops tha t just go online 
anywhere. 

The overall security strategy is described in [1310], and the security archi­
tecture is at [1298]. The crypto algorithms AS/1, AS/2 and Comp128 are 
replaced by various modes of operation of a block cipher called Kasumi [696]. 
Kasumi is public and is based on a design by Mitsuru Matsui called Misty, 
which was properly peer-reviewed and has now withstood public scrutiny 
for a decade [844]. All keys are now 128 bits. Cryptography is used to protect 
the integrity and confidentiality of both message content and signalling data, 
rather than just content confidentiality, and the protection at least runs from 
the handset to a fairly central node, rather than simply to the local base station. 
This means the picking up the triples, or the plaintext, from the microwave 
backhaul is no longer an attack. The authentication is now two-way rather 
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than one-way, ending th vuln rabDity to rogue ba ta tion ; o IMSI-ca tchers 
don ' t work again t third gen ration m bil . Inst ad, th re i a prop rly ngi­
neered interfac for lawful interception [1299]. Thi can supply k y material 
a w 11 a p laintext, o that if th poli follow a uspect, r cord a call an d 
identify the mobil in the pro s, th y an decrypt that call la ter, rather than 
b ing limit d to th plaint xt of calls recorded by the phon company after 
th y g t th ir wa rrant approv d . 

Th proto ol m chanic work a foll w ( ee Figure 20.4). In th ba i 3gpp 
protocol, the authentica tion i p u hed back from th ba s ta tion controller to 
th visitor location r gi t r . Th h m 1 a tion r g i t r i n w known as the 
lio111e environ111e11t (HE) an d th IM a th UMTS SJM (USIM). The horn n vi­
ronm nt choo e a random challeng RAND a b for and enciph r it with 
th USIM authentica tion k y K to g n ra t a r pon e RES, a confi dentiality 
key CK, and int grity k y / K, and an anonymity k y AK. 

{RANO}K = (RESiCKiJKIAK) 

Ther i al o a qu n Q known to the HE and the USIM. 
A MA i orn puted on R Q, and th n the equ n num b r 

ma ked by x lu iv - r' ing it with th anonymity key. Th hall nge, th 
p cted r pons , th confid ntiality key, th int grity key, and th ma k d 
gu nc numb r made up into an nut/1e11 ti ntion vector AV whi h i nt from 

th HE to th VLR. Th VLR th n nd th USIM th hall ng , th ma k d 
s quence numb r and the M ; th U IM compu t th re pon e and th 
k ys, unrna k th equ n numb r, v rifi th MA , and if it' orr t 
re turns the r p n to th VLR. 

USIM ➔ HE 
H VLR 
VLR ➔ USTM 
USIM ➔ VLR 

IMSI (thi can optiona lly b encrypt d) 
RAND, XR S, CK, fK, SEQ EB AK, MAC 
RAND, SEQ EB AK, M AC 
RES 

Figure 20.4: 3gpp authentication protocol 

The UMTS tandard set out are many other fea tures, including detail 
of equenc number gen ra tion, identity and location privacy mechanisms, 
backward compatibility with GSM, mechanism for public-key encryption of 
authentication vector in tran it from HE to VLRs, and negotia tion of various 
optional cryptographic mechanisms. 

The net effect i tha t confidentiality will be improved over GSM: eaves­
dropping on the air link i prevented by higher-quality mechanisms, and 
the current a ttacks on the backbone network, or by bogus base stations, are 
excluded . Police wiretaps are done at the VLR. In a number of countries, 
third-generation mobiles were hard for the police to tap in the firs t few years, 
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as th y had to learn to operate through formal channels and also to integrate 
their sy terns with tho e of the network op rators. In the cond phase, it's 
propo ed to ha v end-to-end encryption, o that the call content and ome of 
the as ociated signaling will be protected from one handset to another. This 
1 d to gov rnm nt d mand for a key escrow protocol - a protocol to make 
k ys available to police and intellig nee service on demand. The catch i that 
if a mobil phone ca ll takes plac from a Briti h phone company's ub criber 
using a U.S. hand t, roaming in France, to a G rman company's ub criber 
roaming in Switzerland using a Finnish hand et, and the call goes via a long 
di tanc service ba ed in Canada and using Swedish exchange equipment, 
then which of the e countrie ' int Higence ag ncies will have acce s to the 
key ? [1299] (Traditionally, mo t of them would have had acce to the call 
cont nt one way or another.) 

One olution pu h d by the ag ncies in Britain and France is the so-called 
Royal Holloway pr tocol [663], d signed Jarg ly by Vodafone, which give 
acce to the countrie where th ub crib r ar based (so in this case, Britain 
and ermany). Thi i achieved by u ing a variant of Diffie-Hellman key 
exchange in wh ich the u e rs' privat k y are obtained by encrypting their 
nam under a up r- er t ma te r key know n to th local phone company 
and/ or intelligence agency. Although this protocol has been adopted in the 
Briti h civil ervice and th French health ervice, it is at odd with the phone 
company ecurity philosophy that ma te r k ys ar a bad thing. The protocol 
is al o clunky and in fficient [76]. 

So 3gpp won't provide a revolution in confidentiali ty, merely a mod­
est improvement. A with GSM, its design goal is that security should be 
comparable with tha t of the wir d network [621] and thi look lik b ing 
achieved. 

20.3.4 Platform Security 

The final point I need to make here is that as mobile phones become more 
wide pread and mor programmable, they may suffer from the malware 
problem that have plagued th PC. They have follow d the pattern predicted 
by curity economics. At first, the platform vendors - the firms selling 
opera ting ystem , uch as Symbian, Microsoft and Linux - didn't incorpora te 
much ecurity, as it would have got in applica tion developers' way and 
appealing to complem nters is vital when building share in a new market with 
network xternalities. Then, as one platform pulled ahead of the others, the 
malware writers targ ted it. In 2007, viruses and worms are being detected at 
the rate of about 300 per annum for Symbian phones, and one or two a year for 
the others. Symbian has started a program of hardening their platform, with 
p rogressively more ophisticated access controls, code signing, and so on. 
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Mobile phone platforms have al o acquired DRM mechanisms. The Open 
Mobile Alliance DRM version 1 supports the download of ringtones, while 
version 2 supports music and video download with more general mechanisms. 
Version 1 is widely used, but version 2 has been held up by an inter sting dis­
pute. The main OMA promoter, Nokia, would like to become the di tribution 
channel of choice for mobile music, just as Apple has become for PCs with 
iTunes. However the network operators ar extremely reluctant to let Nokia 
have a busin s relationship with their cu torn r directly, and this ha held 
up deployment. 

In general, ecurity i made more difficult by the long and compl x upply 
cha.i11 that deliver mobile phone service to customers. IP companie lik 
ARM own the chip designs; foundri such as Infineon mak the chip ; 
handset de igner like Samsung manufactur th actual mobil s; Symbian 
provides the operating y t m; okia may provide some more software for 
a download interface; a network operator uch as Vodafone provides the 
national infrastructure; and a local op rating company then bills the cu tomer. 
There h as been a tendency for everyone .i11 this chain to ee e urity a a 
problem to be to ed over the fence to the companie on ith r id . On top of 
this ther might b apps provided by gam v ndor , and corporat app uch 
as fl t management that ar provid d by third-party oftwar hous . Add 
then xt genera tion of lo ation-ba d rvic and off rings from th like of 
Google and eBay, and th whole thing becom comp] x b yond belief. 

One final a p ct of mobile phone platform is locking. In many countri s, 
hand et are sub idi d out of future call r venue: you get a heap phone 
in r turn for a year's contract with a netw rk. The down id i that your 
phone is locked to the network. Even some prepaid phone ar lo k d, and 
carry an implicit subsidy from expected futur token sal . However, in some 
countrie , thi bu ine model isn't permitt d . Th re ha thu ari en a bri k 
trade in unlocking tool and s rvic , som of which are d vis d by finding 
exploits in th phon softwar , and other u ing the kind of hardware rever e­
engineering techniqu I de cribed in Chapt r 16. Legal kirmi hing b tw n 
the phon compani sand the unlocking rvic came to ah ad after Appl 
launch d the iPhon , which had a twist on this busine s model: th n tworks 
for which you c uld buy it w re tho that had paid Apple th mo t for 
the privilege. Thi arn1oyed iPhone purcha ers as the U.S. network of choice, 
AT&T, was fairly slow. The iPhon wa duly hacked, and AT&T sent its 
lawyer after th unlock r . It also hipped a oftware upgrade that di abled 
unlocked phon . 

Laws on locking and unlocking vary wid ly. In the USA, th Digital 
Millennium Copyright Act (DMCA), which prohibit interfer nc with any 
technical mechanism that enforce copyright, ha a specific exemption for 
cellphone unlocking, in order that copyright law houldn't be abused to 
tifle competition m the mobile phone market. It's now being argu d that 
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this exemption covers only people who mtlock their own phones, but doesn't 
extend to the sale of tmlocking tools or services [821]. So in America, unlocking 
is legal if you're a customer (though the provider may brick your phone), and 
may be open to challenge if you do it commercially. At the other end of the 
cale, courts in France and Germany have held mobile phone locking to be 

illegal: Apple will have to offer wuocked models for sale there if it offers 
the product at all. Such variations in law and business practice have led to the 
development of a thriving grey market whereby phones ar shipped from one 
country to another; this in turn has driven secondary market for wuocking 
tools and even for assorted fraud . 

20.3.5 So Was Mobile Security a Success or a Failure? 
Wh ther mobil -phone security has been a success or a fa ilure dep nd on 
whom you ask. 

From the point of view of cryptography, it wa a failure. Both th omp128 
hash function and the AS ncryption algorithm w r broken one th y 
becam public. 1n fact, GSM i oft n cit d a an object 1 on in K rckhoff ' 
Principl - tha t cryptographic curity hould r ide in the choice of th key, 
rather than in the obscurity of the mechani m. The mechani m will l ak o ner 
or la ter and it' bett r to subj ct it to p ublic r vi w before, rather than after, a 
hundred million units hav been manufactured. (GSM curity wa n' t a dis­
a t r for mo t er p tographer , of cour e, a it provid d pl nty opportuniti 
to writer ar h pap rs.) 

From the phon compani ' point of view, SM was a success. Th sha re­
holde r of G M op rator uch a Vodafone have made vast amount of 
money, and a (smaJJ) part of thi i due to th hallenge-r pon em chanism 
in GSM topping cloning. The crypto weakn e were irrelevant as they were 
never xploi ted (a t l ast not in ways tha t did ignificant harm to call r venue). 
Th r ar one or two frauds that persi t, such a th long onf r nee call trick; 
but on balance th GSM de ign ha been good to the phon compani s. 

From th criminal 'point of view, GSM wa also fine. It did not top them 
stealing phone rvic : th modu operandi m rely changed, with the co t 
falling on credit ca rd compani or on individual victims of 'identity th ft' or 
s tr e t robbery. It did not top calls from anonymous phon ; the ri e of th 
prepaid phone ind u try mad th m even a ier. (The phone companie wer 
happy with both of these change .) And of course GSM did nothing about 
dial-through fraud. 

From the point of view of the large-country intelligence agencies, GSM was 
fin . They have acces to local and international traffic in the clear anyway, 
and th weakened ver ion of AS facilita tes tactical signint again t developing 
countri s. And the s cond wave of GSM equipment is bringing some juicy 
f atures, uch as remote control of handsets by the operator [1061]. If you can 
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subvert (or masquerade as) the operator, then there seems to be nothing to 
stop you quietly turning on a target's mobile phone without his knowledge 
and listening to the conversation in the room. 

From the point of view of the police and low-resource intelligence agencies, 
things are not quite so bright. The problem isn't the added technical complexity 
of GSM networks: court-ordered wiretaps can be left to the phone company 
(although finding the number to tap can be a hassle if the suspect is mobile). 
The problem is the introduction of prepaid mobile phones. This not only 
decreases the signal to noise ratio of traffic analysis algorithms and makes it 
harder to target wiretaps, but also encourage crimes such as extortion and 
stalking. 

From the customer's point of view, GSM was originally sold as being com­
pletely secure. Was this accurate? Th encryption of the air link certainly did 
stop casual eavesdropping, which was an occasional nuisance with analog 
phones. (There had be n ome high-profile cases of celebritie b ing embar­
ras ed, including one case in Britain wh r Prine Charle was ov rheard 
talking to his mis tr ss Camilla Parker-Bowles b for his divorce from Princes 
Diana, and one in th USA involving N wt ingrich .) But almost a ll th phone 
tapping in the world is done by larg int llig nc agencies, to whom the 
encryption doesn't mak much differ nee. 

Thing are ev n less positive for the ub rib r when we lo k a t billing. 
Cryptographic authentica tion of hands t can' t s top the many fraud perp -
trated by premium rate operators and phon compani . If any thing it make 
it harder to wriggle out of bogus charg , a th phon company can ay in 
court that your smartcard and your PTN must have b n used in th handset 
that made th call. The same will apply to 3rd genera tion phones. Th one 
minor compensation is tha t GSM facilitated th spread of prepaid phones, 
which can limit the xpo ur . 

So the security featur s designed into GSM don't help the sub criber much. 
Th y wer de ign d to provide' ecuri ty' fr m th ph n ompany's point of 
view: they dump much of the toll fraud risk, while not int rrupting th flow 
of premium rat busin ss - whether g nuin or fraudul nt. 

In the medium t rm, th one ray of comfort for the poor ub crib r i tha t 
the increasing complexity of both handsets and s rvices may er a t regulatory 
pressure for transparent m chanism tha t enabl th customer to control the 
amotmt she's billed . There are a number of fac tor pushing for this, uch a 
the growing vulnerability of pla tforms to malware; and a numb r of factor 
pushing in the other direction, uch a th phone compani ' d ir to k p 
pricing opaqu so that th y can rip customer off. I m an thi not ju tin the 
strict sense that phone companies often defraud their custom r , but also in 
the colloquial sense tha t confusion pricing i a mainstay of phone compan y 
economics. I'll go into this in more detail in th next section, wh r I'll look at 
the economics of telecomms and how they relate to fraud and abuse. 
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20.3.6 VOiP 

The latest development in telephone is voice over IP (VOIP), in which voice 
traffic is digitised, compressed and routed over the Internet. This had experi­
mental beginnings in the 1970s; products s tarted appearing in the 1990s; but 
decent call quality requires bandwidth of about 80 kbit/sec, more than can be 
got from a dial-up modern. As a result, VOIP only really took off once a crit­
ical mass of hou eholds had broadband connections. Since about 2005, it has 
become big business, with eBay purchasing Skype in 2006 for $2.6bn. In fact, 
most normal phone calls are digitized and sent over IP networks belonging to 
the phone companies, so in a technical sense almost all phone calls are 'VOIP', 
but in line with common u age I'll use the term only for those calls made by 
customers over an IP service that they access directly, via their ISP. 

Th VOIP market is s till fragmented, and uffers many of the problems 
you'd expect. Most products were shipped quickly in a rac to market, w ith 
security an afterthought at b s t. Th r was th usual crop of s tack overflows 
and oth r vulnerabilities a t th impl rnentation level. The mo t popular VOIP 
protocol, the Session Initia tion Protocol (SIP), turns out to have vulnerabilities 
tha t nable third partie to wrongly bill call to ub crib rs [1375]. The e could 
give ri e to difficult di put be tw en VOIP services and th ir cu tomers. 

Th r are many i su with VOIP as th mark t hake down. The l ad­
ing ystem, Skype, is a clos d syst m using proprietary protocol whi l it 
many comp titors a r fragm nted. On bu in s opportunity i 'cl ick-to-call' 
whereby an advertisement could contain a VOIP link enabling a prospective 
cu torn r to click to p ak to a repre ntativ ; arly effort have run up again t 
cornpa tib il.ity problems. T chnical problems range from differing protocol 
through how to deal with the jitter (time delay varia tion) ca u ed by th vari­
able quality of s rvic on the Internet, and how to deal with network addr ss 
translation are firewalls. 

Th interaction with s curity is omplex. orporate security polici s can 
r ult in firewa ll r fu ing to pa VOIP traffic. Phone ca ll can be rnor ecur 
if made over VOIP, as ncryption is easy to add and with ome servic s 
(such a Skype) it corn turned on by defa ult. For some time a t least, it 
may b more difficult for police and intelligence ervic to g t ace to call 
contents and to records of who called whom; many servic s have not yet got 
roundto engin eringalaw- nforc rn ntint rfac ,andinth ca ofSkyp , its 
pe r-to-p r na tur m igh t ma k that d ifficult. The FBI is currently pu hing for 
th CALEA r gula tion to b appli d rigoro u ly to VOIP provid r , whil the 
industry and civil liberties group ar re is ting. (I'll have rnor to say about 
this in Part III.) Wiretaps are not th only i u ; click-to-call clearly will have 
other security, privacy and safety issues in the context of social networking 
it s, sp cially tho used by minor . 
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A more high-profile regulatory issue is tha t governments want emergency 
calls made through VOIP services to work reliably, and provide information 
about the loca tion of the caller. This is hard; an IP packet stream can be coming 
from anywhere, and no-one owns enough of the Internet to guarantee quality 
of service. A t a deeper level than that, the dispute over dependability is just the 
latest tussle in the forty years' war between comp uter companies and phone 
companies, which I've alluded to from time to time. Computer companies are 
innovative and entrepreneurial, racing to market with products that are just 
about good enough; phone companies are low-moving and heavily regula ted, 
with a fifteen-year product cycle and services engine red for 99.999% availabil­
ity. Ever since people started using modems on a large scale in the 1960s, there 
has been one battle after another - which the computer companies pretty well 
always win. A glimpse into the future may have been provided by a two-day 
Skype outage in August 2007, caused by poorly-engineered protocols. After 
a large number of computers rebooted following Microsoft's 'patch Tue day' 
security update, tens of millions of Skype clients simultaneously tried to con­
tact the network. Th congestion caused the network to fail, y t the clients 
kept on trying. We can probably expect a lot more failures. Although a VOIP 
handset looks like a phone and works lik a phon , it's mor lik email in 
terms of reliability. If the power go off, o does your ervic . 

The main problem beyond that have to do with the incompatibility of 
the phone companie ' business model and th natur of the Int rnet. Phon 
companies make their mon y by charging you vastly diff r nt rate for 
different typ s of content: their typical rat work out a t a hundredth of a 
cent p r megabyte for cable TV, eight cents p r megabyte for wireline phone, 
three dollars a m gabyte for mobile phone, and a whopping three thousand 
dollars a megabyte for text messag s. The opportunity exploited by VOIP is to 
arbitrage thes , and it's hardly surprising that the phon companies do what 
they can to g tin the way. ISPs who are also phone companie deliberately 
cau e problems for VOIP to top it competing with their phon ervice; thi i 
particularly pronounced with mobile IP service. For th e reason , we'd b tter 
look at the economics of phone companies and the interaction with security. 

20.4 Security Economics of Telecomms 

Phone compani are cla ic examples of a b usin s with xtr mely high 
fixed costs and very low marginal costs. Building a nationwide network costs 
bilbons and y t the cost of handling an additional phone call is e entially zero. 
As I discussed in Chap ter 7 on Economics, this has a couple of implications. 

Firs t, there's a tend ncy towards dominant-firm markets in which th 
winner takes all. Indeed for many years telephone service was considered in 
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most countries to be a 'natural monopoly' and operated by the government; 
the main exception wa the USA where the old AT&T system was heavily 
regulated. After the breakup of AT&T followjng an antitrust case, and Margaret 
Thatcher's privatisation of BT, the world moved to a different mod 1, of 
regula ted competition. The details vary from one country to another but, in 
general, some sector (such as mobile phones) had a fixed number of allowed 
competitors; others (such as long-distance provi ion) w re free for companj s 
to comp te in; and others ( uch a local loop provision) remain d de facto 
monopolies but wer r g ula t d. 

Second, becau the marginal cost of ervice provi ion is zero, the compet­
itive ectors (such a long-di tance calling) aw price drop q uickly to a very 
low level - in many ca s below the level n d d tor coup th inv stment. 
(The large inve tments mad during the dotcom bubble nd up being treat d 
as unk co ts.) 

In such a market, firms will try to maintain pric discrimina tion by what v r 
mean th y ca n. ln many telecomm mark t , the out ome i confusion pric­
ing- products are continually churned, with new offerings giving generous 
introductory di count to ompete with the low-co t provider , but with rate 
sn aki ly rai ed aft rward . Th eff ct i to di crimina t b twe n 'people who 
will pend mon y to av time, and people w ho w ill p nd time to save 
money'. If you can be bothered to continually che k pric , you an get really 
good d al , but oft n a t th co t of indifferent rvic . I f y u don' t hav th 
time to k cp crutini ing your phone bills, and th latest ema ils you g t fr m 
your ISP advj ing you of th late t service hangc , you ca n find that th 
ca ll hom you mad from your mobil while on bu incs in France ju t at 
up a ll tha t month's aving . In th end, you can nd up paying about the 
sa m amount p r month that you did in the pa t. Andrew Odlyzko, a hola r 
of phone-company con mi , ugge t the cv ntual way forward will b 
fixed-pric contract : for a c rta in a mount p r month you' ll g ta horn phon , 
ISP ervice, a couple of mobile a nd a d cent allowa n of air minut and 
text [982]. In th m an tim , tel comms pricing r main murky, ntenti u 
a nd far from transparent. This leads dir ctly to abu e. 

20.4.1 Frauds by Phone Companies 

On of th t adi ly growing ca m i the un crupu lo u phon ompany that 
bill lo t of sma ll um to unwitting u er . It co llect phon numb r in variou 
way . (For exampl , if y u ca ll an 800 numb r, th n y ur own numb r will 
be passed to the far end r gardl ss of w h ther you tri d to blo k ca lier !in 
JD.) The wicked phone company then bills you a f w dollar . Your own p hone 
compa nypa e onthi chargcand youfindthere' no ffectiv waytodi put 
it. om times the am u cs a legal loophole: if you call an 800 numb r in th 
USA, the company may ay 'Can we call you right back?' and if you agr e 
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then you're deemed to have accept d the charges, which are lik ly to b at a 
high premium rate. The same can happen if you respond to voice prompt as 
the call progresses. These practic s are known as cramming. 

I wa myself the victim on an a ttemp t a t cramming. On holiday in Bare lona, 
my wif 's bag was snatched, so we called up and cancelled the phone that 
she'd had in it. Several month la ter, we got a demand from our mobil 
provider to pay a few t n of dollars roaming charg s recently incurred by that 
SIM card in Spain. In all probability, the Spanish phone company was simply 
putting through a few charges to a .number tha t they'd se n pr viously, in the 
know] dge tha t they'd usually g t away with it. My mobil rv ice provider 
initially insisted that even though I'd cancelled th .number, I wa till liable for 
call billed to it month aft rwards and had to pay up. I got out of th charg 
only b cau I'd m t th company' CEO a t an academic eminar and wa 
abl to get hi priva te office to fix the problem. u tomers withou t such ace 
usually g t the short nd of th stick. Ind d, UK phone compani 'r pon 
to complaints ha b en to offer it cu tomer 'in uranc ' aga inst fra udulent 
charg . Tha t they ca n get away with this i a d ear regula tory (and ind ed 
policing) failure. 

Another problem i sln111111 ing - th una uthorized change of a sub criber's 
long di tanc telephone service prov id r w.ithout th ir con nt. Th lamm r 
t 11 y ur loca l p hon company that you have opt d for th ir rvic ; y ur 
phone company routes your long di tanc call thr ugh th m; they hop y u 
don't notic the chang and di pute the hill; and the telephone charge an 
then be jacked up. Some local phon compani , uch a B ll A tlantic, all w 
their cu tomer to fre ze their cho n long dis tanc carri r [22]. 

It would b a mi tak to a um that cra mming and lamming a re ju t don 
by small fly-by-night op rator . AT&T i on of th wor t off nders, having 
been fined $300,000 n t only for lamming, bu t fo r actually using forged 
igna ture of ub criber to mak it look as if th y had agr d to witch to 

th ir rvice. Th y got a ught wh n they fo rg d a s igna ture of th decea ed 
spous of a subs riber in Texa [390]. As for th UK, sla mming wasn' t even 
made il l ga l until 2005. 

Anoth r p roblem i th fly-by-night phone company. A anyon in th U A 
is 1 gally entitled to e t up a phone company, it is s traightforward to set n 
up, coll ct ome ca h from ub rib rs, and then vanish once th invoice 
for int rconnect f e come in. om panie a l o adv rtis sex hn s with normal 
phon numbers to trap the unwa ry, then nd huge b ill to the ub rib ra t his 
re identia l addres and try to intimidate him into paying. Th r gulation of 
pr mium-ra t provid rs and their business practices i a wid pread probl m. 

And it' not ju t th mall op ra tor that indulg in sharp practice. An 
example that aff ct even om larg phon compani is th hor t termina tion 
of international calls. 
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Although premium-ra te numbers are used for a number of more or less 
legitimate purposes such as software support, many of them exploit minors 
or people with compulsive behaviour disorders. So regulators have forced 
phone companies in many countries to offer premium-rate number blocking 
to sub cribers. Phone companies get round this by disguising premium rate 
numbers as international ones. I mentioned scams with Caribbean numb rs in 
section 20.2.1 above. ow many other phone companies from small countries 
with lax regulators have got into the act, and offer sex line operators a range 
of numb rs on which they share the revenu . 

Often a call made to a m all-country phon company do sn' t go anywh re 
near it ostensibl destination. One of the hack used to do thi i called sl,ort 
ter111inntio11, and her ' an example tha t surfaced a few years ago. Normally 
calls for the small Pacific country of Tuvalu w n t via Tel tra in Perth, Australia, 
wh r th y were forwarded by sa t llite. However, th x lin numb r w .re 
mark d as invalid in Telstra's system, so they w re automatically sent via the 
second-choice op rator - a company in N w Zealand. (Th girls - or to be 
more precise, th ld rly retir d hooker who pretend to be young girl - w r 
actually in Manche t r, England.) T chnically, thi i an int re ting ca of 
a fallback me hani m being u d a an a ttack vehicl . L gaily, it i hard to 
challenge as th re is an int rnational agr m nt (the Nairobi Convention) tha t 
top phone companies selectively blocking international d tina tion . o if 

you wa nt to top your kid phoning the x line in Tuva lu, you hav to block 
all int rnational alls, which make it hard r for you to phon that important 
cli nt in rm.any. 

Pr b l m lik th a r ultimat ly regula tory failure , and th y ar incr a -
ingly ommon. (For xampl , in th Moldova cam I m nti ned ea rli r, th 
call didn't go to Moldova but to anada (251] .) Th y ar ontinuing to g t 
wor ea t chnology mak s n w, compl x rv1c pos ibl and the r gula tor 
fail to k ep up. 

20.4 .2 Billing Mechanisms 
Billing rn chani m ar a growing ource of probl ms, as th conomic fore 
discu d abov I ad to ev r-more-compl x rate cards. Even th phon com­
pani th m elv s sometirn fa ll foul of the growing complexity. Sometimes 
their rate get o complex that p ople can arbitrage agains t them; ther ha 
been more than on case in w hich an entr pr n ur fow1d he could et up an 
int rnational pr mium-rate ervic and b paid mor p r minute for calling it, 
than it o t him to call it using th best di count rat . Phon companie have 
tried tor cover uch trading profits through the court , claiming fraud - with 
mix d success. 

The curity of th billing mechanism covers a much wider range of i u . 
Pr ent arrangem nts are inad guate for a numb r of reasons. 
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• A call detail record (CDR) is only generated once the calling phone goes 
on-hook. This was a long-established feature of wireline networks, but 
once the environment changed to mobile it became a serious problem. 
As I mentioned above, someone running a call-sell operation can et up 
a long conference call using a stolen or prepaid mobile, which clients join 
and leave one after the other. The phone stays off-hook continuously for 
hours. A soon as it goes on-hook, a CDR for several thousand dollar 
is generated, and the alarm goes off. The operator throws the phone in 
the river and starts u ing the next one. By 1996, this had become o s ri­
ous that Vodafone introduced a six hour limit on all mobile calls. But 
it won't be acceptable to just drop all 3gpp calls after six hours. Many 
users are expected to have always-on internet conn ction (such as from 
th ir laptops) with relatively light packet traffic mo t of the time. 

• More seriou ly, the back-end accounting sy tern was designed in the 
days when phone companies were le py government departments or 
national monopolie , and th r w r no premium-rate rvice through 
which r al mon y could b extract d from th y t m. So it ha littl in 
the way of audit and non-repudia tion. In effect, phone company A tells 
phone company B, 'plea e debit your customer no. X th sum of $Y and 
send me th mon y' - and it do s. Ev n wh n th d bits are mi taken 
or fraudulent, phon company B ha no incentiv to quibble, as it g t a 
cut. Th re ult, a we aw with th cramming cas above, is that fraud 
slowly ri e a in iders abus the syst m. This i no longer fit for p ur­
pose in a world with many phon companie , quit a few of which ar 
unscrupulous. The r gula tor aren't effectiv , and th only real back­
ward pr ssure comes from th growing numb r of pr pay cu tom r . 

• The phone companies also want to be abl to charg for relatively high­
value product and service d elivery, extending the current pr mium r­
vices through location-bas d rvic s ('giv me a map showing m how 
to driv to the neare t McDonalds') to mu ic and vid o download and 
xtra s rvic such a the Finni hf rry tick t , can of coke from vending 

machin , and (most rec ntly) parking met rs in London. Th account­
ing system will have to becom a lot more robu t, and di put re olu­
tion m chanisms fairer and more transpar nt, if thi potential is to b 
realised. 

• All thi interacts with platform security. If malwar becomes wide pread 
on mobile phones, th nth botnet herders who control subv rted phones 
will be able to pay for all sorts of good and servic s by g tting infected 
machines to send text messages. Recent history uggests that any xploits 
that can be indu trialised to make money on a large cal , w ill b . 

So how can phone paym nt syst ms be improved? 
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One propo ed way of implementing this is to incorporate a micropayment 
mechanism [92]. The idea is that the phone will send regular tick payments 
to each of the networks or service providers which are due to be paid 
for the call. The tick payments can be thought of as electronic coins and 
are cryptographically protected against forgery. At the start of th call, th 
handset will compute a number of phone ticks by repeated hashing: t1 = h(t0), 

t2 = h(t1), and o on, with t k (for some credit limit k, typically 210 unit ) being 
signed by the phone company. Th phon will then r 1 ase ticks regularly in 
order to pay for the services as the call progresses. It tarts by releasing tk, th n 
t k- l, th n t k_2 and so on. If a charge is subsequently disputed - whe ther by 
a sub criber or a network opera tor - th party claiming an amount of ( ay) j 
ticks mu t exhibit the ticks tk- i and tk, the latter with a certificate. As the hash 
function fl is on -way, thi should be hard to do unJ s the hands tactually 
r lea d that many tick . The tick t k-J can how b ch ck d by applying the ha h 
function to it j times and verifying that the r sult i tk4. On advantage of tick 
paym nt is that as well a protecting th phon c mpani from con£ renc 
call fraud , it ould protect th ub crib r from many more. It could enable 
phon applica tion d igner to empower us r inn w way : for example, you 
might by defau lt decid to accept calls, or p lay gam , or do other function , 
only o long a they co t le than a d liar, and requir u r int rvention 
for anything mor exp n iv . At pre ent, that kind of functi nality ju t i n' t 
available, except via the rather clunky m chanism of only loading o mu h 
airtim into your phon . 

Th indu try' propo d olution i to r de ign th all data r cord to 
contain a lot mor information. ln additi n to time, duration and all d 
numb r, it will have fi ld fo r data quantity, location and quality-of- ervic . 
This i not just to upport pos ibl future differential charging for quality of 

rvic , but a l o to help with m rgency call tracking, and to omply with 
a 2002 uropean directiv on t l omm r quire aJI mobil operat r r tain 
location information on m bil phon f rat lea ta y ar, for law nf r m nt 
purpo . Ther wa a propo a l f ran onlin cost-control m chan i m to limit 
the charges incurr d for each u r [901], bu t thi app ar to hav tall d . 
TJ1 o t-control m chani m ar not b ing tandardiz d but can involv 
forward ing ch arging data from either th local network or th gateway to 
the home nvironm nt which wi ll b able to have the ca ll terminat d if th 
availabl credit is exhau ted (as with a pr paid SIM card) or if the u e appear 
to b fraudulent. It's tempting to draw a parallel with NATO' failur to mak 
IFF work properly across differ nt countri 'armed force , which I di cu d 
m hapter 19. The public good (in this ca , tran parent and dependable co t 

4This protocol i an e ample of multiple s imultam•ous discovery, having been invented by our 
group at ambridge, by Peder en, and by Rive t and ha mir, indep nd ntly in 1995 [40, 101 3, 
1077]. 
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control) isn ' t high on the agendas of the stakeholders who'd have to work 
together to make it happen. Indeed, it's even worse. It would be hard to find 
a general anywhere in orth America or Europe who didn' t agree that decent 
IFF would be a Good Thing; but many of the major s takeholders depend for 
their exis tence on confu ion pricing and would see a decent charging system 
as a seriou threa t. 

The extreme difficulty of engineering a global solution has left the market 
open to a variety of local ones. In the USA, there is a move to integrate RFID­
based credit cards with NFC-compatible m obil phones. In the UK, a sch m e 
called PayForlt was launched in 2007 by the m ain mobile op rator that aim 
to replace premium SMS service with a WAP-based protocol that 'provides a 
uniform payrn nt xperi nee' and r guir s 'cl ar pricing, acce to t rm and 
condition and merchant contact d tail b for a purchase is confirmed'. 02, 
on of the big networks, required all its u r to switch from June 2007. Th y 
sa id there would be 'reduc d cu tom r care i sue ' . 

Personally, I am ceptical, b cau of the lack of bankabl guarant for 
th cu to.mer; the t rms and condjtjon tat that 'any querie or complain t 
r ga rding Goods and S rvice mu t b r £err d to th upplier,' whil firm 
adv rtisingPayForlttran actionacqui itionqu t fix dpri e and mr ady 
to accept alJ comer , re pectabl or o th rwi . P rhap th sch m will imply 
hold up the growth of phon -ba d paym nts by making them more fiddly and 
restricting th m to mor capabl hand t , whil not r olving th und dying 
trust problem. A law that en forc d customer right would b b tt r for all. In 
its absenc , th phone ompan i s appea r to b tting up a banking y tern 
but without th regula tion and ontrol that long and bitt r xp ri nc ha 
shown n ce a ry for bank tability and tru tworthin . In ivili d ountri , 
rnafio i ar not allow d t run bank . But gang t r hav a ba i human right 
(in America a t l a t) to own a phon company. So ph n ompanie hould 
not run banks. 

20.S Summary 

Phone fraud i a fascinating a e tudy. Pe pl hav b en cheating phone om­
panies for decades, and recently th phone companie have b n v igorously 
returning the compliment. To s tar t off with, y tern w r not r ally prote t d 
at all, and it was easy to evade charges and redirect ca ll . Th mechanism 
adopted to prevent this - out-of-band signalling - proved inad quate a th 
rapidly growing comp] xity of the sy tern op n d up many mor vulnerabili­
ties. These range from social ngineering attack on user through poor de ign 
and management of terminal equ ipment uch as PBXe to the xploitation of 
various hard-to-predict feature interaction . 
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On the mobile front, the attempts to s cure GSM and its third genera tion 
succe or make an interesting case study. Their engineers concentrated on 
communica tions security threats ra ther than computer security threa ts, and 
they concentra ted on the phone companies' intere ts a t the expense of th 
cus tomers'. The ir effor ts w r no t entirely in va in but did not give a d efinitive 
solution. 

Overall, th ecurity p roblems in telecomms ar th result of environmental 
change , including d regula tion, which brought in many new phon compa­
nie . But the main change was th introduction of pr mium rate numb r . 
While pr viou ly phon compani old a rvic with a negligibl marginal 
co t of pro i ion, udd nly r al money wa involved; and whil pr viou ly 
about the only rious benefit to be had from m anipulating the syst m wa 
free ca ll , or ca ll tha t w r hard for the police to tap, uddenly eriou money 
could be arn d . Th xi ting p rotection rn chani m w r unable to cope 
w ith thi evolution . However, the major phone compani a r so threatened 
by pric comp tition tha t th ir bu in m od el are now predica t d on confu­
sion pr icing. So the incentives fo r an overha ul of the billing m chani m ar 
ju t no t th re. 

Ultima t ly, I u p t, the regulator w ill have t t p in. The be t olution 
in the U A could b the xten ion of Regul a tion , which gov rn cl ctronic 
banking, to ph n ompanie - a th y hav becom de fa t bank . Wh n 
you an use y ur mobil phon t buy fe rry ti k t and ong , and fe d 
parking me t rs, it's perfo rming a ll the fun ti ons of an e lectronic p ur e, whi h 
if i u d by a trad itiona l paym nt rvic p rovid r uch as VI A or Ma te rca rd 
would fall squar ly u.nd r R g . Al o, I b liev that either the F o r th 
F d ral R erv hould ha e the right t ban known riminal from owning 
or managing r g ula t d phone ompani . ur p i v n furth r b hind, 
but th re i o m a ti n in th regula tory pip lin : a draft Dir ctiv tha t 
will impose a ◄ urope-wid duty on compani to di lo urity br ach 
in tel omm to a ffect d u tomer , imilar to th br ach no tifi a tion law in 
fore in ov r 30 U.S s ta t s in 2007. Thi a t lea twill b a ta rt. 

Research Problems 

Relati v ly littl r ea r h i d on out id phon ompany and int lligence 
agency labs on i ues r la t d p cifically to phon fra ud and w ire tapping. 
Th r i growing int r t in tra ffi c analy i , which T' ll di u la t r; and in 
th lik ly ffec t of ne t-genera tion alu added rvice , which a rc bound to 
introdu e new fea ture interaction and o th r v ulnerabiliti s. The inte raction 
between all communica tion ( pecially mobil ), pla tform e ur ity, and th 
mechani ms u d to prot ct di tributed y tern curity, al o look like fertile 
ground for both inter ting res arch and expensive engineering er ro r . Society 
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expects greater resilience and availability from the phone system than from 
the Internet - for example, to g t through to emergency services - and as the 
two systems converge there will be ome interesting assurance problems. 

Further Reading 

There are a lot of sca ttered article about phone fraud, but nothing I know of 
that brings everything togeth r. The underlying technologies ar described in 
a number of reference books, such as [1061] on SM, and mor can b found 
on w b ites such a [1190] . An ov rvi w of UMTS can be found in [642], and 
a numb r of relevant re earch paper at [92]. Toke pup with phone fraud, a 
useful re ource is th Di count Long Di tanc Digest [390]. NIST has a g uid 
on how to evaluate your PBX for vulnerabilities [943]. Finally, there's a urvey 
of threa t to mobile paym nt sy terns by the Mobile Payment Forum that giv 
a summary of th s ta t of play as of 2002 [897]. 
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Network Attack and Defense 
Whoever thinks his problem con be solved using cryptography, 

doesn't understand his problem and doesn't understand cryptography. 

- Attributed by Roger Needham and Butler Lampson to Each Other 

If you spend more on coffee than on IT security, then you will be hocked. 
What's more, you deserve to be hocked. 

- Richard Clarke, Former U.S. Cybersecurity Tsar 

Introduction 

So far we'v s n a larg numb r of a ttacks against indiv idual 
oth r devices. But attack increasingly dep nd on conn ctivity. 
following xampJes. 

mput rs and 
on id r th 

1. An office worker click on an attachmen t in email. This infects her P 
with malware that c mpromi es other machines in her offic by snoop­
ing password that travel across the LAN. 

2. The r ason he cli k don th a tta hm nt i tha t th email am from h r 
moth r. Th malwar had inf cted h r moth r' ma hine and then s nt 
out a copy of a r cent mail, with it lf attach d, to ev ryone in mum' 
address book. 

3. H r mother in turn got infected by an old friend who cho ea common 
password for his ISP account. When there are many machine on a net­
work, the bad guy d n ' t h av to b choo y; rath r than trying to gu s 
the password for a particular account, th y ju t try one pa word ov r 
and over for millions of accounts. Given a webmail account, they can 
end out bad email to th whole contact list. 
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4. Another attack technique that makes sense only in a network context is 
Google hacking. Here, the bad gu ys us search engines to find web ervers 
that are running vulnerable applications. 

5. The malware writers infect a whole lot of PCs more or less a t random 
using a set of tricks like these. They th n look for choice pickings, 
such as machines in companies from which large n umbers of credit 
card numbers can be tolen, or web servers that can be u ed to ho t 
phishing web pages as well. The e may be a uctioned off to peciali t 
to exploit. Finally they sell on th r idual inf cted machine for under a 
dollar a time to a botnet herder - w ho op rate a large network of com­
promis d machine tha t he rents out to pammer , phisherm n and 
extortioni t . 

6. One of the applications is fas t-flu x. This changes the IP add r of a 
web site p rhap once ev ry 20 minute , o that it' much mor 
difficult to take down. A different mach in in the botnet act a th ho t 
(or as a proxy to the real ho t) w ith ea h cha nge of IP addr , o 
blocking uch an addres ha a t mo t a t mporary ff ct. Fa t-flux 
hos ting i us d by the be tter phi hing ga ng for their bogu bank 
w b it 

There ar many a ttacks, and d fen e , that m rg once w hav large 
numbers of ma hin s n twork d togeth r. The e d epend on a numb r of 
factors, th mo t important of w hich a r th protocol the network u . A 
second set of fac to rs rela te to the topology of f/,e network: is every ma hin 
able to conta t v ry othe r machin , or do it only hav dir ct ac cs to a 
handful of o th r ? In our xampl above, a viru preads it elf via a o ial 
network - from on fri nd to another, ju t lik the flu viru . 

I've touched on network aspects of attack and defense before, no tably in the 
chapter on t l comm and lectroni warfar . H wev r in thi hapter l' m 
going to try to draw together th network a p ct of s curity in a c h r nt 
framework. Fir t I'm going to discu s n tworking proto ol , then malware; 
then d f n iv te hnologie , from filter ing and intru ion d tection to th 
widely-u d crypto protocols TLS, SSH, IPsec and wireles LAN ncryption. 
Finally I'll di cu network topology. Th most immcdiat applica tion f thi 
bundle of technologi i the defence f ne twork of PCs agains t ma lwar ; 
however a other d vi es go online th le sons will apply there too. ln addition, 
man y netw rk ecurity t chnique can be u d for multipl purp s . lf you 
invent a better firewall, then - lik it o r not - you've also inv nt d a better 
machine for onlin c n or hip and a b tter polic wiretap d vie a w IJ. 
Conver ely, if mobility and vir tual priva te ne twork mak lif tough for th 
firewall designer, they can give the cen or and the police wiretap d partm nt 
a hard time, too. 
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21.2 Vulnerabilities in Network Protocols 

This book isn't an appropriate place to explain basic network protocols. The 
telegraphic summary is as follows. The Internet Protocol (IP) is a stateless 
protocol that transfers packet data from one machine to another; IP ver ion 4 
uses 32-bit IP addresses, often written as four decimal numbers in the range 
0-255, such as 172.16.8.93. People have started to migrate to IP version 6, as the 
4 billion possible IPv4 addresses will have been allocated sometime between 
2010 and 2015; IPv6 u es 128-bit addresses. Most modern kit i ready to use 
IPv6 but the changeover, which companie will probably do one LAN at a 
time, will no doubt throw up some int resting problems. The Domain Name 
System (DNS) allows mnemonic names such as www . ross-anderson. com to be 
mapped to IP addresses of either kind; there's a hierarchy of DNS servers that 
do thi , ranging from thirteen top-lev 1 erv rs down through rnachin s at 
ISPs and on local network , which cache DNS record for performanc and 
reliability. 

Th c r - rou ting protocol of the Intern t i the Border Gntewny Protocol 
(BGP). Th Int rne t on i t of a larg numb r of Auto1Lo111ous Syste111s (AS ) 
such a ISP , t lco and ]arg cornpani , a h of which ontroJ a rang of IP 
addre . Th rout r - the p cialized comput r that hip pa k t on th 
Intern t - u B P to x hang information about what rout ar availabl 
to ge t to parti ular block of IP addre , and t mainta in routing tabl s so 
they can s I ct ffi ci nt route . 

Mo t lnt m t rvic s u a protocol all d transmission control protocol 
(TCP) tha t i Jay r don t p of IP and pr v.id v irtual cir uit . Lt do thi by 
splitting up th data tr am i.J.1to IP pack t and r as embli.ng it a t th far end, 
au toma tically r tra nsmitting an y pack t who rec ipt i not a knowl dg d . 
IP addr es are tran lat d into th fam iliar Intern tho t addr u ing th 
domain nnme system (DNS), a worldwid di tributed servic in which higher­
level nam s rv rs point to loca l nam serv rs for particular domains. Local 
network mo tly u eth rn t, in which d vice hav unique e thern t addre cs 
(also call d MA addr ) tha t ar rnapp d to IP addre u ing the address 
resolution protocol (ARP). Becaus of th growing shortage of IP addre c , 
most organisations and ISPs now use th Dynn111ic Host Configuration Protocol 
(DHCP) to allocat IP addr sses to machines as needed and to en ure that 
each IP addr ss i unique. o if you want to track down a ma hine that ha 
done omething wicked, you will oft n have to get the log tha t map MA 
addresses to IP addr sscs. 

There ar many other component in the protocol uite for rnanagi.J.1g 
communications and providing higher-level ervices. Most of th m w r 
developed in th good old days when the net had only trusted hosts and 
security wasn ' t a concern. So there i littl auth ntication built in. Thi i 

66



636 Chapter 21 ■ Network Attack and Defense 

a particular problem with DNS and with BGP. For example, if a small ISP 
mistakenly advertises to a large neighbour that it has good routes to a large 
part of the Internet, it may be swamped by the traffic. Here at lea t there are 
sound economic incentives, in that ISP either swap, or pay for, route with 
their peers; BGP security is in effect bodged up using manual intervention . 
DNS is trickier, in that disruptions are often malicious ra ther than mistaken. 
A DNS server may be fed wrong information to drive clients to a wicked 
website. This can be done eith r wholesal , by an attack on the D S erv rs 
of a large ISP, or at the local 1 vel. For example, many horn have a wire] ss 
router attached to a broadband connection, and the router contains the address 
of the DNS server the customer uses. In an a ttack called Drive-By ?harming, the 
villain lures you to view a web page containing javascript code that ts your 
router's D S erver to one under his control [1213]. The ffect i tha t n xt time 
you try to go to www.citibank.com, you may b dir ct d to a phi hing ite 
that emulate it. For thi reason it's a really good idea to change th default 
pas word on your home router. 

21.2.1 Attacks on Local Networks 
Suppo th a ttacker control on of your P . P rhap on of your mploy 
wa car 1 s ; or mayb he's gone bad, and want to tak ov ran a count in 
om one el ' nam to d fraud you, or to do om oth r bad thing uch as 

downloading child porn in th hop of framing om one. Th r a re veral 
possibilities open to him. 

1. He can install pack t niff r software to harv t pa words, g t th root 
pa sword, and thu take ov r a suitable a ount. Pa word-sniffing 
attacks can b block d if you us challeng -r pons pas word gener­
ator , or a protocol uch as Kerbero or h to ensure tha t cl ar text pa -
words don't go over the LA . I de crib d K rb rosin hapter 3, and I'll 
describe SSH later. 

2. Another approach is to ma querad a a machin where the target 
u er - say the sy admin - has alr ady logged on. It i oft n po si­
ble for the attacker imply to s this MAC addre and IP address to 
tho e of th target. ln theory, the target ma hin hould send 're e t' 
packets when it ee traffic to it IP addr that' not in r pon e to i ts 
own packets; but many machines nowaday have per onal firewalls, 
which throw away 'suspiciou ' pack t . A a re ult, th alarm do sn' t 
g t raised [300]. 

3. There's a whole ho t of technical address-hijacking attack tha t work 
fine again told-fashioned LA . An example I gave in the fir t edition 
of my book was that the attacker give wrong answers to ARP messages, 
claiming to be the target, and may stop the target machine noticing and 
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raising the alarm by sending it a false subnet mask. Another possibility 
is to send bogus DHCP messages. Attacks like this may or may not work 
against a modern switched ethernet, depending on how it's configured. 

4. A further set of attacks target particular platform . For xample, if the 
targe t company uses Linux or Unix serv r , they are likely to use Sun's 
Network File System (NFS) for file sharing. This allows workstations to 
use an twork di k drive a if it were a local di k, and has a number 
of well-know n vulnerabilitie to a ttacker on the sa me LA . When a 
volume i fir t mounted, the client gets a root fi lelwndle from th erver. 
Thi is in ff t an acce ticket tha t refer t the root dir ctory of th 
mounted filesy t m, but tha t doesn't depend on the time, or the server 
g neration numb r, and an't b r voked. Th re i no mechani m for 
per-user auth ntica tion: th erver mu t tru t a client compl tely or not 
a t all. Al o, FS erver oft n r ply tor qu t from a different network 
intcrfac t th on on which th r qu t a rrived. So it' po ibl to wait 
until an adminis tra tor is u ing a file rver and th n ma querade a him 
to verwrit th pa word fil . Filehandl can a l ob int re pt d by 
n -twork niffing, though aga in, witched th rn t mak thi hard r. 
K rbero an b u d to auth ntica te di nt and rv r , but many firm 
don't u it; g tting it t w rk in a het rog neou nvir nm nt an b 
difficult. 

So th as with whi h a bad machine on y ur network ca n take ov r o th r 
ma hine depend on how tig htly you hav th network Jo ked down, and 
th damag that a bad machin a n d wi ll d p nd n th iz of th lo a l 
network. Ther ar limit to how far a y admin can go; your firm might 
n d to run a mpl x mixtur of I gacy y t m f r whi h Kerb ro ju ·t an ' t 
b got t work. Al o, a curity-con ciou y t m admini tra t r can imp 
rea l co t . At our lab we argu d with our y ad mins for y ar , trying to get 
ace t th lnt rn t for vi iting guests, whil th y r i t d n both t hnical 
pr t ti n and p Ii y gr und (our academi n tw rk h uldn' t b made 
availabl to commercial u r ). ln the nd, w so lv d th pr bl m by tting 
up a parat gu t n twork that i conne t d to a comm r ial r P rath r than 
to th Univ r ity' ba kbon . 

Thi rai s a w id r prob! m: wh re' then tw rk boundary? fn th old day , 
many compani had a ing l int rnal n twork, conn ct d to th Int rn t via a 
firewall of om kind. But com partm nta tion oft n make en e, as I di u d 
in hapter 9: epa rat network for ach d partment an limit th damag tha t 
a comprorni ed ma hin can do. Th re may be particularly trong argum nts 
for this if orne of your departm nts may hav high prot tion requir men ts, 
whil other nc d great flexibility. In our univ r ity, for amp] , we don't 
want the tudent on the ame LA that the payroll fo lk u ; in fac t we 
s parat tud nt, taff and adminis trative network , and the fir t two of th e 
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are also separated by college and department. Recently, mobility and virtual 
networks have made definition of clear network boundaries even harder. 
This debate goes by the buzz-word of deperimiterisation and I'll return to 
it later. 

One final attack is worth mentioning under the heading of attacks on local 
networks, and that's the rogue access point. Occa ionally one finds WiFi acce s 
points in public area , such as airports, tha t have b en deployed maliciously. 
The operator might sit in the airport lounge with a laptop that accesses the 
Internet via a paid WiFi ervice and adverti es a free one; if you u e it, 
he'll be able to niff any plaintext pa sword you enter, for example to your 
webmail or Amazon account, and if you tri d to do online banking h might 
conceivably nd you to a maliciou it . So the effects can b somewhat 
like drive-by pharming, although mor r liabl and Jes scalable. In addition, 
rogu access point may al o be devic s that mployees have ins tall d for 
their own conv nience in defiance of orporat policy, or ven official nodes 
that have been misconfigured so that they don' t encrypt the traffic. Whether 
unencrypted WiFi traffic is a big deal will d pend on the circumstances; I'll 
di cus thi in mor detail la ter when we om to encryption. 

21.2.2 Attacks Using Internet Protocols 
and Mechanisms 

Moving up now to th Tnt rn t pr to ol uite, the ba ic probl m i imilar: 
there is no r al auth nti ity prot tion in th d fau lt m chani m . Thi i 
particularly manif t a t the lower J v I T P / IP protocols, and ha given rise 
to many a tta k . 

on id r for xa mpl th 3-way hand hak u d by Alic to initia te a T P 
connection to Bob and s t up equenc numb r . 

Thi proto I an b xploit d in a urpri ing number of diff r nt way . 
Now that service denial i becoming r ally imp rtant, Jct' tart off with th 
simple t ervice denial a ttack: the SYN flood. 

2 1.2.2. 1 SYN Flooding 

The a ttack is quite imply to end a large numb r of SYN pa k t and n v r 
acknowledg any of the replies. This l ad th r cipi nt (Bob, in Figur 21.1) 
to accumula t mor r cord of SYN pack t than hi ftwar can hand] . Thi 
attack had b en known to b theor tically po ibl inc the 1980s but cam to 
public a ttention w h n it was us d to bring down Panix, a w Y rk l P, f r 
s v ral day in 1996. 

A teclu1ical fix ha be n incorpora t d in Linux and som other sy terns. 
This is th so-call d 'SY cookie'. Rather than keeping a copy of th incoming 
SYN packe t, B simply sends out a Yan encrypted version of X. Tha t way, it' 
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A ➔ B: SY ; my number is X 
B ➔ A: ACK; now X+l 

SYN; my number is Y 
A ➔ B: ACK; now Y+l 

(start talking) 

Figure 21.1: TCP/IP handshake 
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not nece sary to reta in state abou t sessions which are half-open. Despite this, 
SY floods are still a big deal, accounting for th larg t number of reported 
attacks (27%) in 2006, alth ugh they w re only the third-largest in terms of 
traffic volume (18%, behind UDP floods and application-layer attacks) [86]. 

There i an important gen ral principle here: wh n you'r d signing a 
protocol that anyone can invoke, don't rnak it ea y for malicious u r to 
make hon s t ones con urn r ources. Don' t let any n in th world fore your 
softwar to alloca te m rnory, or do a lot of computa tion. In the onlin world, 
that' ju ta king for trouble. 

2 1.2.2.2 Smurfing 

A c mmon way f bringing down a ho t in the 90 wa s111L£rji1Lg. Th i 
expl ited th internet control 111essnge protocol (L MP), whi h enables u rs to 
s nd an echo pack t to a r mot ho t to che k whether it' a liv . Th probl m 
wa with broad a t addr tha t ar hared by a number of ho t . m 
impl m ntation of the Int rnet protocols r pond d to ping to both th 
broad a t addre a w IJ a th l al addr you ould t ta LAN t 
see what wa aliv . A ll ti n of uch ho t at a br ad a t addre i called 
a s111wf a111plifier. Bad guy would construct a pa k t with th our addre 
forg d to be that f th victim, and nd it to a numb r of smurf amplifier . 
The e would then nd a flurry of pa ket to th targ t, wh ich could wamp 
it. Smurfing was typi a lly u d by kid to tak o ran l11ternef relay chat (IR ) 
erv r, o they could a sum control of th hatroom. F r a whil thi wa a 

big d al, and th proto ol standard w r chang din A ugu t 1999 o that ping 
packet sent to a broadca t address ar no longer an w r d [1144]. Anoth r 
part of the fix was socio- conornic: vigilant it produced li t f murf 
amplifier . Diligent admini tra tors spott d th ir networks on th r and fix d 
them; the lazy one then fou nd that the bad guy u ed mor and more of th ir 
bandwidth, and thu g t pr ur d into fixing th probl m too. By now (2007), 
murfing i mor or le fixed; it' no long ran atta k that many p ople u e. 

But ther ' au eful moral: do11't create n111plifiers. When you de ign a netw rk 
protocol, be extremely car ful to en ur that no-on who puts one packet in 
can g t two pack t out. It' al o important to avoid fe dback and loop . A 
cla ic xample was source routi11g. A feature of early IP that nabled the sender 
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of a packet to specify not just its destination but the route that it should take. 
This made attack too ea y: you 'd just send a p acket from A to B to C to B to 
C and so on, before going to its final destination. Most ISPs now throw away 
all packets with ource routings t. (Ther was an alarm in early 2007 when it 
turned out that source routing had found its way back into the pecification 
for IPv6, but tha t's now been fix d [417].) 

2 1.2.2.3 Distributed Denial of Service Attacks 

As the clever ways of er a ting er ice-denial attack have been do ed off one 
by one, the bad guy have turned increa ingly to brut fore , for example by 
sending floods of UDP packets from inf cted machine . Th distributed denial 
of service (DDoS) attack mad it app arance in Octob r 1999 with th a ttack 
alread y mentioned on a w York ISP, Panix. In DDo , th a ttacker ubvert 
a large numb r of machines over a period of time and, or on a given signal, 
the e machine all tar t t bombard the targ t with traffi [391]. uriou ly, 
most of th machines in th fir t botnets around 1999- 2000 w r U.S. medical 
site . Th FDA in i ted that medica l Unix ma hin which wer c rtifi d fo r 
certain clinical u e hav a known nfigura tion. nee bug were found in 
this, th r was a guaranteed upply of vuln rabl machin ; an obje t I on 
in th danger of mono ulture. 

Nowadays, botn ts ar a mbl d u ing a ll ort f vuln rabiliti , and a 
market has ari en wher by peopl who p ciali c in ha king mach in an II 
their product to peopl wh p ia li e in h rding th m and tra ting va lu . 
Compromised ma hine typically pa d wn a kind f va lu chain; th y ar 
first u ed for targ t d a tta k , th n for nding pam, th n (one th y g t 
known to pam fi lt r ) f r app li ati n lik fa t flu , and th n finally (on e 
they're on all th blackl i t ) for DDo . 

DDo attack hav been laun h d at a numb r of high-pr fil w b it , 
including Amazon and Ya h o, but n waday th major it hav mu h 
bandwidth that they're v ry hard to d nt. Th n xt d v lopmen t wa xtorti n­
i t taking out onlin hor race-b tting it ju t b fore popu la r ra em ting 
tha twouldhaveg n rat d a lot of bu in ,andd mandingran m not to do 
it again . Som bo kmak r mov d their opera tion t high-bandwidth ho ting 
ervice uch a Akarna i that ar highly di tribut d and a n ope with Jarg 

pack t volume , and oth r to p cia li t I P with pa k t-wa hing qui pm nt 
that filters out bad pack t a t high spe d. H w ver th r a l fix for xtortion 
wasn't technica l. Firs t, the bookmak r got t g th r, ompar d not , and 
re olv d tha t in fu tur non of th m would pay any ran om. e ond , th 
Russian governm nt was leant on to dea l with th main ga ng; three m n w re 
arrest din 2004 and ent to pri on for eight y ar in 2006 [791]. 

For a while, th re wa a t chn i al arm ra . Attacker tarted t poof 
sourc IP addre e , and to refl ting packet off inno uou ho ts [1011]. On 
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countermeasure was traceback: the idea was that whenever a router forwards 
a packet, it would also send an ICMP packet to the destination, with a prob­
ability of about 1 in 20,000, containing details of the previous hop, the next 
hop, and as much of the packet as will fit. Large-scale flooding attacks could 
thus be traced back to the re ponsible machine , even de pite forged source IP 
addres s [154]. However, this arms race has largely fizzled out, and for a num­
ber of rea ons. First, Micro oft changed their network tack to make it much 
harder for an infected machine to end a packet with a poofed IP address; you 
now n ed to hack the op rating system, not just any old application. cond, 
mor and more equipment at the edges of the network won't accept spoof d 
packets, and now about half of broadband l P filter them out [86]. 

However, the main reasons for the arms race topping had to do with 
economics. Tracing back packet didn't work across diff r nt autonomou 
y tern ; if you were a large telco, for example, you would not giv network 

ace to your competitor ' t chnical staff. S the bad guy found that in 
practice nobody am after them, and s topped u ing spoofing. Also, once 
mark t merg d round about 2004 for bot.net rnachin to b bought and 
old (a long with r dit ard number , pam contract and other criminal 
e rvi ), th pri e f mpr mi ed machine f lJ I w, and botn t tart d 

t b om o larg , that th wh I gam hang d. In t ad f u ing a handful f 
compromi d machin t nd ut 1 ver atta k via amplifier u ing po f d 
our addr , th bad guy imply burn th u and of nd-of-lif b tn t 

machin to s nd the bad pa k ts dir tly . Th rapi r has b n repla d with 
th Ka la hnikov. 

ntly, in 2005- 7, th r hav b n att mpt t targ t cor rvi 
and thu tak d wn th wh I Jnt rn t. ON ha now b n 

expand d to thirt n rv r (th maximum th prot col will upport), and 
many of them u nnycnst - a proto ol wh r by wh n you ask tor solv th 
d main na m of a ho t into an IP addre , th r ult that you g t d p nd n 
wh r you ar . Th n t ff ti that D ha b m a ma iv ly di tribut d 
y t m u ing a lot of v ry fa t machi n conn ct d to v ry high-capa ity 

n twork . In the nd, th brut for of th m d rn DDo atta k wa imply 
an w r d by even more brut force. Lf a hundred p a ant w ith Kala hnikov 
ar goi ng to hoot at you, you'd b tter buy a tank with good nough arm r to 
ab orb th fir . 

Large- cale DDoS atta k on critical ervic s 
Ther ar a few re idual worri , though. 

m qui c nt at pre nt. 

• Th r ' a ri ing tid f DDo atta k that happen by a cident rather than 
a a r sult of malic . For xample, in 2003 th Univ r ity of Wi con in-
Madi on f und it lf r iving hundr d of th u and of packet p r 

cond reg u ting th tim . It turn d out that tg ar had old om 
700,000 router that were hard-coded to ask their tim server what time 
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it was, and to ask again a second later if no response was received. 
Netgear ended up paying the university to maintain a high-band width 
time server for them. There have been d ozens of similar incidents [303]. 

• There's a s teady s tream of DDoS attacks by spammers and phishermen 
on the websites of organisa tions that try to hinder their activi ties, such as 
Artis ts Against 419 and Spamhaus. 

• There are continuing w orries tha t DDoS attacks might come back on 
an even larger scale . As of September 2007, there are several botnets 
with over half a million machines [742]. The op erators of such networks 
can end out packet floods that will di abl all but the biggest site . 
The e w orries have been amplified in some q uarters by the 2007 a ttacks 
on Estonia (even although that a ttack would no t hav harm ed a large 
commercial targe t like Microsoft or Googl ). The highest a ttack ra t 
seen in 2006 w as 24 Gbit/ sec, compared with 10 Gbit/ sec in 2004 and 
1.2 Gbit /sec in 2002 [86]. A further order-of-magnitude increase could 
put all but the most distributed targets a t ri k. 

• Even if we never see the Interne t taken d own by a monster botnet, 
a ttacks can s till b carried o ut on smaller target . Prior to the E tonia 
incident, th re had b n a DDoS a ttack on th rv r of an oppo i. ti.on 
p arty in Kyrgyz tan, and the e fo llow d the it wh n it was reJo at d 
to No rth America [1081 ]. erta inl y, DDoS put aw apon in th hands 
of gan g t r tha t can b rent d out to variou un avoury p opl . 

• Tha t aid, one mush1't forget onlin activ ism . If a hundr d thou and 
people end em ail to the White Hou prot ting again t some policy 
or o ther, i this a DDoS attack? Prot t rs hould no t be tr at d a f lon ; 
but drawing legisla tive di tinction can b ha rd . 

2 1.2.2.4 Spam 

Spam is in some respect imiJar to a DDoS a ttack: floods of gen rally unwan ted 
traffics nt out for the most part by bo tnets, and often with clear criminal intent. 
The technical aspect are r la ted, in that bo th email and th w b protocol 
(smtp and http) a sume wrongly that th lower 1 v l are ecure. Just a DDoS 
bo t may forg IP addr , pam bo t may forg th s nd r ' mail addr 

Spam differ in a variou way , though, from pack t-level DD S. Fir t, it' 
enough of an arn1oyance and a cost fo r ther to b real p ressur on ISP to 
send 1 ss of it. If you' re a medium-sized ISP you will typically p r with 0th r 
ISPs as much a you can, and b uy routes from large telcos only wh re you 
can't trade for them; if other ISPs see you as a sou rce of spam they may drop 
your peering arrangements, which costs real rnon y . A a result, some ISPs 
are tarting to do egress fi ltering: they monitor pam corning out of their own 
network and th n quarantine the infec ted P into a 'waUed gard n ' fro m 
which they have access to antiviru oftware bu t littl else [300]. 
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Second, wtlike DDoS, spam does not seem to be tailing off. It does appear 
tha t spammers are consolidating, in that most spam comes from several dozen 
large gangs. This is apparent from the 'lumpiness' of spam statistics: if there 
were hundreds of thousands of mom-and-pop sp am opera tions, you'd expect 
to see spam volumes pretty constant, but this is no longer what we see [305]. 
So rather than spending more money on spam filters, it might be cheaper 
to get the police to arrest the gangs. Trends do change over time, though. 
Between 2006 and 2007, we've seen a drop in backscatter - in messages sent 
to the people whose email addr s es wer forged by spammer . Quite a lot 
of this came from anti-viru products, and it was pointed that the vendors 
were often breaking the antispam laws bys nding messages saying 'Product X 
found worm Yin the message you sent' . If worm Y was known to use address 
forgery, th only cone ivabl purpo e of nding such a me age to the party 
who hadn't sent th offending message was to adverti product X. At the 
same time, th re' be n a huge increase in mule r cruitment pam. 

2 1.2.2.5 DNS Security and Pharming 

I'v giv n two xamples o fa r of attacks in whi h a u er i dup d by being 
direct d to a malicious DNS s rv r, with the result tha t when he tries to go to 
his bank websit he ends up ntcring his pa word into a fake on in t ad . Thi 
is generally refcrr d to a pharl1ling. I mentioned driv --by pharming, in whi h 
p p l 's hom rout rs a r r configur d by malicious javascript in w b pag s 
th y download, and rogue access points in which the attacker off rs a WiFi ser­
vice to the victim and th n has compl t control over all his unpro t ctcd traffi c. 

Ther are a numb r of other variant n this theme, including f cding fal 
DNS record to genuine servers. Older D S rv r would accept additional 
r cords without ch eking; if they asked your rv r where X wa , you could 
volunt r an IP addr s for Y a well. Thi ha be n fix d but th re arc till 
old r s rv rs in us that ar v ulnerable. Such attack are often referred to as 
ONS cache poisoning as th y basica lly affect us r who tru t th informa tion 
about th targ t tha t' a h d by the a ttack d machin . Th y'vc b n u cd 
not ju t for pharming but al o for imple vandalism, uch a r p lacing the 
w b sit of a target compan y with om thing offen ive. They can also b 
us d for c nsorship; China has u ed DNS p oofing against di sid n t w b i te 
for year , and by 2007 wa also u ing it to m ake Voice of Am ri a n w 
unavailabl [1297]. 

A numb r of r search rs have work don a proposed upgrade to the curity 
of DNS, but they have turned out to be hard to d ploy for economic rea on ; 
most of the thing that ecure DNS would do can be done by TLS without 
the need for new infra tructur , and individual n twork operator don ' t ge t 
eno ugh b nefit from DNS security until enough other op ra tor hav adopt d 
th m fir t [997]. 
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21.3 Trojans, Viruses, Worms and Rootkits 

Computer security experts have long been aware of the threa t from malicious 
code. The firs t such programs were Trojan Horses, named after the horse the 
Greeks left supposedly as a gift for the Trojans but which contained soldiers 
who opened the gates of Troy to the Greek army. The use of the term for 
malicious code goes back many years (see the discussion in [774] p 7). There 
are also viruses and worms, which are self-propagating malicious programs, 
and to which I've referred in earlier chapters. There is debat about their 
precise definitions; the common u age is that a Trojan is a program that 
does something malicious (such as capturing passwords) when run by an 
unsuspecting user, while a worm i ornething that replicates and a virus is a 
worm which replicates by a ttaching its lf to other programs. 

Finally, the most rapidly-growing problem i th rootkit - a piece of soft­
ware tha t once installed on a machine urr ptitiously pJaces it under remote 
control. Rootkits can be used for targeted a ttacks (law enforcement agencies 
use them to tum suspects' lap tops into list ning d vices) or for financial fraud 
(they may come with keyloggers tha t capture passwords). One of the most 
salient f a tures of rootkits nowaday is s tealth; they try to hid from the 
opera ting syst m so tha t they can't be loca t d and remov d using tandard 
tool . But oon r or lat r ro tkit ar id ntifi d and to 1 tor move th m are 
writt n. On the other sid of th coin, m.ost P s i11f ct d in thi way nd up 
in botnets, so another way of framjng the probl m is how botn t ar t up, 
maintained and u ed. The rootkit v ndors now do aft r-sal - rvic , supply­
ing their customers the botnet herder with th tools to upgrade rootkits for 
which removal tools are b coming available. 

21.3.1 Early History of Malicious Code 
Maliciou code, or mnlwnre, se m likely to appear whenever a larg nough 
number of user share a computing pla tform. It go s back at least to the 
early 1960' , when machin were low and th ir PU yd w re car fully 
ra tion d betw n different group of u rs - with tudent often at th tail 
of th queue. Stud nts inv nt d tricks su h a writing computer games with 
a Trojan insid to check if th program i running a root, and if o to er a te 
an extra privil g d account with a known password . By th J 970 , large 
time-sharing ysterns at universitie w r th target of more and mor prank 
involving Trojan . All sorts of trick w r develop d. In 1978, John Shoch 
and Jon Hupp of Xerox PAR wrote a program they called a worm, which 
replica ted its lf across a n twork looking for idl proc sors so it could as ign 
th m tasks. They di cus ed this in a pap r in 1982 [1164]. 

In 1984, Ken Thomp on wrot a clas ic pap r 'On Trusting Trust', in 
which he show d tha t ven if the source cod for a sy tern wer carefully 
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inspected and known to be free of vulnerabilities, a trapdoor could still be 
inserted [1247]. Thompson's trick was to build th trapdoor into the compiler. 
If this recognized that it was compiling the login program, it would insert a 
trapdoor such as a ma ter password that w ould work on any account. (This 
developed an idea first floa ted by Paul Karger and Robert Schell during the 
Multics evaluation in 1974 [693].) Of course, someone might try to top this 
by examining the ource code for the compiler, and then compiling it again 
from scratch. So the next tep is to see to it that, if the compiler recognizes 
tha t it' compiling it If, it in ert the vulnerability v n if it' not p re ent in 
the source. So ev n if you can buy a system with verifiably secure software 
for the operating yst m, applica tions and tool , the compiler binary can till 
contain a Trojan. Th moral is that vulnerabilitie can be in erted at any p oint 
in the tool chain, so you can ' t trust a system you didn' t build completely 
your elf. 

1984 was also the year when computer virus s appea red in public following 
the th is work of Fred ohen . He perform d a ri of xperim nts with 
different opera ting y t m in which he how d how od could propaga t 
itself from one machin to anoth r, and (a J m ntion d in hapt r 8) from 
on compartment f a multil v l y t m to anoth r. Thi ca u d alarm and 
con t -rna tion, and within about thr yea r w tarted to see the fir t r al 
li v v iruses in th wild ' . Almost all of them w r P viru as D S wa th 
p r dominant op ra ting y t m. Th y p r ad fr m on u er to anoth r wh n 
u er shar d program on di kette or via bull tin board . 

ne a rly innova tion wa th ' hri tma' v iru , whi h pr ad round IBM 
mainfram e in D mb r 1987. It wa a p r gram writt n in the m ainfram 
command languag R XX that had a h ader aying 'D n' t r ad m , EX m ' 
and ode tha t, if x cuted, dr w a hri tma tr n th er n - th n nt 
it If to veryon in th u r' contacts fiJ . It wa w ri tt n a a p rank, ra th r 
than out of mali ; and by u ing th network (lBM' BIT T) to p r ad , it wa 
ah ad f it tim . 

Th n xt y a r am th [nt rn t worm, w hich a l rt d the pres and th 
g neraJ public to th probl m. 

21.3.2 The Internet Worm 

The fir t famou a of a rv , d nial-a ttack wa th Intern t worm of 
Nov mb r 1988 [421]. Thi was a program writt n by Rob r t Morris Jr that 
xp loit d a numb r of vuln rabiliti to pr ad from one machin to another. 

m of the w r gen raJ (e.g. 432 comm n pa word wer u ed in a 
gu ssing attack, and opportuni tic use wa mad of . r hos ts files), and othe r 

1Tha t's w hen [ firs t ca me across the m, a a ecu rity g uy working in a bank; we now lea rn that the 
firs t ever com puter v irus in the w ild was writte n for the Apple ll by a 9th-grader in 1981 [1101 J. 
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were system specific (problems with sendrnail, and the fingerdbug mentioned 
in section 4.4.1). The worm took teps to camouflage itself; it was called sh and 
it encrypted its data s trings (albeit with a Caesar cipher). 

Its author claimed tha t this code was not a delibera te attack on the 
Internet - m erely an experim nt to sec whether code could r plicate from 
one machine to another. It was successful. It also had a bug. It should have 
recogni ed alread y infected machine , and not inf cted them aga in, but this 
feature didn' t work. The result was a huge volume of communica tions traffic 
that completely clogged up the Internet. 

Given that the Internet (or more accura tely, its pr d ces or the A rpan t) had 
been designed to provide a very high d gree of resilience agains t attacks - up 
to and including a trategic nucl ar strik - it was r markable tha t a p rogram 
written by a tud nt could disable it complet ly. 

Wha t's les often remarked on i tha t the m ss wa clean d up and normal 
s rvic restor d within a day or two; that it only aff ted B rk 1 y Unix and 
its d riva tiv (which may ay om thing about the dang r of the Micro oft 
monocultur today); and that it s tha t kept their n rv and didn ' t pull th ir 
n twork connection recover d more guickly a th y could find out wha t wa 
happ ning and get th fix . 

21.3.3 How Viruses and Worms Work 

A viru or worm typically ha two compon nts - a r pli a ti n m hani m 
and a payload . A worm imply make a cop y of it lf om wh r el e wh n 
it' run, p rhaps by breaking int anoth r sy t m (a the Int rnet worm did) 
or ma iling it lf as an attachm nt to th addr se on th inf ted y t m' 
addr s li t (as many recent worm have don ). ln th day of DO viru , th 
common t way for a iru tor plicate wa t app nd it If to an cxe utable 
fi le and pa tch its Jf in, o that th execution pa th jump to the viru cod and 
th n back to the original program. 

iven a p cific pla tfo rm, th re are u ua lly additi nal trick avail abl to 
the virus w riter. For exa mp le, if the ta rge t y tern wa a D S P with a fil 
called ACCOU TS. X , one could intr due a fil ca ll d A COUNT . M, 
which DOS w ill xe ut in p r fer nee. DOS virus s ould al o a ttack th boot 
ector or th partition tabl , and ther are ev n prin table viru es - viruses 

all of who opcod arc p rintabl AS fl cha ract r , o tha t th y can ev n 
propaga t on pap r. A numb r of DOS virus ar xamined in d tail in [817]. 

The econd component of a viru i th payload . Thi w ill u ually be 
activa ted by a trigger, uch a a da t , and may th n do on r mor of a 
numb r of bad things: 

• make l ctiv r random chang to th machin ' protection ta te 
(this i.s what we worri d about with multilev I ecurc y tern ); 
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• make changes to user data (some early viru es would trash your hard 
di k while some recent ones encrypt your di k and ask you to pay a ran 
som for th decryption key); 

• lock the network (e.g ., start replicating at maximum speed); 

• p rform omen fariou task (e.g. use the CPU for DES keysearch); 

• get your modem to phone a premium-rate number in order to transfer 
money from you to a telephone scamster; 

• in tall spyware or adware in your machine. This might ju t t 11 mar­
keter what you do online - bu t it might teal your bank pa word and 
extract money from your account; 

• in tall a rootkit - oftware that hid in your machin having taken it 
over. This is typically u ed tor cruit your machine into a botnet, o that 
it can b u ed lat r for pam, phishing and di tri.buted denial of ervi 
attack a t the botn t h rder' pleasure. 

Th hi tory f mal war , and f countermea u r , ha om int resting tw i t 
and turn 

21.3.4 The History of Malware 

By the late 1980 and arly 1990 , P viru had b om uch a probl m 
that th y gav ri to a wh l indu try f anti- iru oftwar writer and 
con ultant . Many p opl th ught that thi couldn't la t, and that th m v 
fr m D S to 'proper' operating y tern uch a Wind w w u ld olv th 
probl m . om f the anti-viru pion er v n old th ir compani ; one of 
them t JI his tory in [1198]. 

How v r, th mov to 32-bit op rating y t m gave only t mporary re pit . 
S n , th pread f interpr t d languag provid dfcrtil oil for mi chi f. Bad 
Java appl ts flouri h din th late 1990 a p opl found way of p n trating 
Java impJem nta tion in brow er [859]. By th tart of the 21 t ntury, th 
main v ctor wa th macro language in produ t uch a Word, and th main 
tran mi ion m chanism had b come th Int rn t [95, 209]; by 2000, macro 
viru a counted for a lmo t all incid nt of mobil ma lici u od . Inde d, 
an in id r ay that then t ' aved ' th antiviru industry [669]. Amor cynical 
vi w is that the indu try was n v r really und r threat, a p opl will always 
want to har code and data, and in th ab en e of tru tworthy omputing 
platform on can exp ct malwar to xploit which ver haring m chani ms 
they us . Ano th r vi w is tha t Micro oft i r p n ible a they w r reckle s 
in incorporating uch pow rful cripting capabilitie in all ort of products. 
A they say, your mil age may vary. 

In pa ing, it' worth noting that malicious data can al o be a problem. An 
intere ting example i relat d by David Mazi res and Fran Kaa hoek who 
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operated an anonymous remailer at MIT. This device decrypted incoming 
messages from anywhere on the net, uncompressed them and acted on them. 
Someone sent them a eries of 25 Mbyte messages consisting of a single line 
of text repeated over and over; these compressed very well and o were only 
small ciphert xts when input, but when uncompre sed they quickly filled up 
the spool fil and crash d the syst m [849]. There are similar attacks on oth r 
programs that do decompression such as MPEG decoders. However, the most 
egregious ca es involve not malicious data but malicious cod . 

Anyway, the next phase of malware evolution may hav been the 'Love 
Bug' virus in 2000. Thi was actually a self-propaga ting worm; it propaga ted 
bys nding itself to ev ryone in the victim' addre s book, and the subject line 
'I love you' was calculated to get people to open it. In th ory, companies can 
defend them Ives again t such things by filtering out Micro oft executabl s; 
in practice, life isn ' t so impJe. A large anadian company with 85,000 taff 
did ju t thi , but many of their taff had per onal account at w b-ba ed 
email s rvice , and o the Love Bug viru got into th ompany without 
going through the mail filter at the firewall. The c mpany had configur d it 
employ s' mail client o that each of th m had th ntire corporat directory 
in her personal addr s book. The r sult wa meltdown as 85,000 mail client 
each tri d to send an mail to ach of 85,000 addr s c . Th Lov Bug wa 
follow d by a numb r of similar worm , which per uaded p opl t cli k on 
them by off ring pictur of c leb uch a Anna Kournikova, Britn y Spear 
and Paris Hilton. Th r wer al o ' fla h worm ' tha t propagat d by canning 
the whole Int m t for machines that wcr vuln rabl to om xploit or oth r, 
and taking th m ov r; worms of this typ , uch a od R d and Slammer, 
infect d all vulnerabl machin within hours or ven minute , and cau ed 
som alarm about what ort of def nee might po ibly r act in tim [1220]. 

At about the am time, in th ea rly 2000s, we saw a ignificant ri in 
the amount f spyware and adwnre. Spyware i tcchnol gy that oll ct and 
forwards in.formation about computer u without the own r' authoriza tion, 
or with a t b s t a a popup box tha t asks u rs to agr top rform om ob cure 
function, so that even those who don't jus t r fl xiv ly click it away will not 
really know what th y're agr eing to. Thi do n ' t pa mu ter a 'con ent' 
und r European data-protecti n and unfair-contract laws, but cnforcem nt 
is weak. Adware may bombard th u r with adverb ing popup and can 
b bundled with spyware. The v ndor of thi tire om crud have v n 
sued antivirus compani s who blacklist d their ware . This all complica te 
everything. 

A large change came about in 2004 or o. Until th n, w saw a huge range of 
different viruse and payloads. Most viru writers did so for fun, for bragging 
right , to impre s their girlfri nd - ba ically, they were amateur . Sin then, 
the emergence of an organi d criminal conomy in information go ds ha 
made the whole business much rnor professional. Th goal of th malwar 

79



21.3 Trojans, Viruses, Worms and Rootkits 649 

writers is to recruit machines that can be sold on for cash to botnet herders 
and for other exploits. 

Most viruses in the 1980s and 1990s were very flaky; although tens of 
thousands of different viruses were reported , very few actually spread in the 
wild. It's actually rather difficult to write a virus that pr ads properly; if it's 
not infectious enough it won' t spread , while if you make it too infectious then 
it gets noticed quickly and dealt with. However, those viruses tha t did pread 
often spread very widely and infected millions of machine . 

A widespread self-replica ting worm may bring a huge go boo t to a teenage 
programmer, but fo r th Mafia it's not optimal. Such a worm becomes headline 
new and within a few hour the world' an ti-viru vendors are upgrading 
their products to detect and remove it. Even the mass media get in on the act, 
telling the public not to click on any link in such-and- uch an em ail. ow tha t 
the writ rs are focussed on money rather than bragging rights, they rel ase 
more attacks but l imited on . Furthermore, ra th r than u ing elf-replica ting 
worm - which a ttract a tt ntion by clogging up the Internet - the modern 
trend i toward manually-controlled exploit campaigns. 

In S ptember 2007 th larg t botnet wa perha ps th Storm network, 
with around a million machin s. Its herd r ar con tantly r cruiting mor 
machin to it, u ing on th m after anoth r. For xa mpl , following th 
start of th a tional Football Leagu sea on on S ptember 6th, they cn t 
out pa m on Sept mber 9th aying simply 'Football . . . eed we say mor ? 

Know all the gam , what time, what channel and all the ta ts. Never be in 
the dark again with thi online game track r', foll wing by a link to a URL 
from which the gullible download a file call d track r.ex that insta ll a 
rootkit in their machin . U ing t chniques like thi - e ntially, profe iona l 
online marke ting - th y con tantly grow the ir n twork. And although th 
media refer to torm a a 'worm ', it i n ' t really: it' a Trojan and a rootki t. 
Victim have to click away cveral warning b fore th y install it; Window 
warn them tha t it i n ' t sign d and a ks them if th y r a lly wa nt to in ta ll it. 
How ver, Window pops up o many annoying dialog boxe that mo t p opl 
are well trained to click th m away. In th ca of Storm, it wa targeted by 
Micro oft' maliciou oftwa r r moval tool on S p temb r llth,andRedmond 
r port d that over a quarter of a million machin had been cleaned; they also 
e timated tha t Storm had half a million active machin , w ith p rhap a f w 
hundred thousand tha t were not being activ ly u d. Th network - th mo t 
pow rful upercomp ut r on th planet - am d it living by being r n t d 
out to pump-and-dump pera tors and pharmacy ca mmers [742). Two other 
network were al o identified as having over half a million bots; Gozi and 

ugache use the same peer-to-peer architecture as Storm, and by the end of 
2007 the e network wer getting increasingly ophi tica ted and exploring 
new criminal business m odels [1134]. 
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So the malware busines now opera tes on an indu trial scale, with the top 
botnet herders controlling roughly the same number of machines as Google. 
Big business has been built on the fact that us rs have been trained to click on 
stuff. As malware goes industrial, Trojan are becoming more common than 
viruses; when the latter mail th mselves out from an infected machine, they 
draw a ttention to themselv sand the machin 's m ore likely to get cleaned up, 
while with Trojans the botnet herder sends the infectious traffic directly, which 
also given him better control [1239]. And once you in tall something, there's 
no telling whether it' a rootkit, or malicious pyware that will use a keystroke 
logg r to st al your banking pa word , or a 'normal' piec of spyware that 
will simply collect your per onal da ta for sale to the highest bidder. Truth to 
tell, the categorie are hard to eparate cl anly. 

21.3.5 Countermeasures 

Within a few month of th fir t P vir u e appearing in th wi ld in 1987, 
companies had et up t 11 antiviru oftwar . Thi l d to an arm rac in 
which each tried to outwit th o th r. arly oftwar earn in ba ically two 
flav ur - scn 1111ers and c/1ecksum111ers. 

Scann rs ar program that search ex cutable fil for a s tring of byt 
known to b from an identified viru . Viru writ r re pond d in va riou 
ways, uch a pecific counte ra tta k on p pula r antiviru pr gram ; th most 
general techniqu is poly 111orphis111 . Th id a here is to change th od ach 
time the virusorworm replica t , to mak ithard rt w rit ff tiv cann r . 
The usual techniqu i to en rypt th code u ing a imp l iph r, and hav a 
small header that contain d cryption code. With ea h r pl i a tion, the virus 
re-encrypts it lf und r a differ nt k y, and tw a k th d rypti n cod by 
ubstituting eg ui al nt qu nc of in tr uction . 

Check ummers k p a lis t of all the authori d x utabl on th y t m, 
togeth r w ith ch ck um of th original v r i n , typically mp ut du ing a 
hash function. Th main counterrn a ur i stealt/1 , w hich in thi c nt xt m an 
that th viru wa tch out for op ra ting y tern calls f the k ind u d by th 
ch ck umm r andhid it lfw h n v r a h ki b ing d n . 

Re earchers have a lso look d into th theory of malwa r r p lica tion . In 
order fo r a viru infe ta tion to b elf- u taining, it n d to pa an epide111ic 
threshold - a t which it ra te of replica tion x d the ra t a t whi h it' 
r moved [711]. Thi depend not ju t on the inf ti vity of th viru it lf but 
on the numb r (and proportion) f conn t d ma hin that ar vulnerabl . 

p id mi mod l from rn dicin g ov r to me xtent, though th y are 
limit d by th d ifferent topology of oftwa r intercour ( haring of oftwar 
i highly localised) and o predi t high r inf ction rate than ar actually 
ob erv d. (I'll r turn to topol gy la t r.) P opl hav a l tri d to u immune­
system models to develop di tribut d tra t gi for malwa r d t ction [482]. 
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One medical lesson which does seem to apply is that the most effective 
organisational countermeasure is centralised reporting and response using 
selective vaccination [712]. 

In the practical world, antivirus software and managerial discipline are to 
a certain extent substitutes, but to be really ffectiv , you have to combine 
tool , incentive and management. In the old days of DOS-based file viru e , 
this came down to providing a central reporting point for all incidents, and 
controlling all software loaded on the organi ation 's machines. Th e main risks 
wer files coming in via PC u ed a t home bo th for work and for o ther things 
(such as kids playing gam s), and file coming in from oth r organisa tions. But 
how do you get s ta ff to sweep all incoming mail and diskettes for vir us s? 
One ffective s tra tegy, adopted a t a London law firm, was to reward who ver 
found a virus with a box of chocola tes - which would then be invoiced to the 
company that had sent the infected file. 

Now that m alwar arrive mo tly in mail a ttachm nt or in web pag , 
things ar oft nmor technical, with automatic reening and c ntral. reporting. 
A company may filter x cutabl out at th fir wa ll , and to it that u r 
hav p rud nt d fa ult tting n their y t m - u h a disabling activ 
content on brow ers and macro in word proc s ing do um nt . Of cour e, thi 
crea te a cla h w ith u ability. Peopl will al o r a te all ort of una uthoriz d 
communication charn1 l , you have to a ume tha t er ning can' t b 
perfec t; sta ff mu t till b train d not to op n u pi i u ma il attachm nt , 
and in recov ry pr cedur o th y can d a l w ith inf t d backup . In hort, 
the i u ar m r mpl x and diffus . But a w ith th organi kind f 
d i a , prevention i b tt r than cur ; and softwar hygi ne can b integra ted 
w ith ontrols on ill gal o ftware copying and unauthori ed priva t u of 
quipm nt. 

R cently, anti viru software eem to b getting tead ily l ff ctive. 
Th com mercia li a tion of botne t and of machin ploitation ha m ant 
tha t malwar w rit r hav d c n t too.I and tra ini ng. Alm t all Troja n and 
oth r ploit a r undet tabl by the curr nt an tiviru p roduct wh n fir t 
laun h d - as th ir w rit r t t th m prop rly - and many of th m run th ir 

ur (by r cruiting th ir ta rg t number of machin ) with ut coming t 
th a ttention o f the anti viru indu try. The ne t effect i tha t whil anti viru 
softwar might have detected almost all of th explo it in circula tion in th 
arly 2000s, by 2007 th typi a l product might d tect nly a third of th m. 

And a for the ro tkit tha t th exploit l ave b hind, th y ar al o much 
b tt r writt n than a f w y ar ago, and rar ly au trouble for th own r f 
the ma hin on which th y' r in tall d . Som rootkit even in tall up-to-da te 
anti viru softwar to top any competing botn t from taking the machine over. 
They al o use a ll ort of st alth techniques to hid from detector . What' 
mor , th p ciali t who ell th rootkit provid after- ale rvice; if a 
r moval kit is hipped, th rootkit vendor will rapidly hip countermeasures. 
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It's not at all clear tha t technical defences are keeping up with malware. On 
the global scale, police action against the large gangs is needed, and although 
it's starting to ramp up, there's a long way to go. Well-run firms can use 
managerial discipline to contain the threat, but for private users of Windows 
machines, the outlook isn ' t particularly rosy. One survey suggested that 8% of 
sales of new PCs are to people who've simply given up on machines that have 
become so infested with adware and other crud as to become unusable [325]; 
and there is a growing threat from keyloggers that capture everything the user 
does a t his machine. Some of these are simply spyware that sells information 
to marketers; o thers look out for bank pas word and other key data that can 
be used to commit fraud directly. 

21.4 Defense Against Network Attack 

In defending against network atta k, th re ar broadly p a king four e t of 
available tools. 

1. First is managem nt - k eping your sys tems up-to-date and configured 
in ways that will minimi e the attack surface; 

2. Next i filtering - the use of fir wall to s top bad things Jik Trojans and 
network exploits, and to detect ign of a ttack and comprom is if any­
thing g ts through; 

3. Next i intrusion detection - having program monitoring your net­
works and machines for ign of malicious behaviour; 

4. Finally th r ' encryption - p rotocols such a TL and S H that nab I 
you to protect specific parts of th n twork again t particular attacks. 

Let's work through thes in turn . 

21.4.1 Configuration Management 
and Operational Security 
The great majority of technical attacks on syst ms in th p riod 2000- 07 
exploited already known vulnerabilitie . Th typical cycle is tha t Micro oft 
announces as t of security pa tches once a month; as soon as they com out, the 
attackers tart reverse engineering them; within a f w day , th vulnerabilities 
that they fixed are und erstood and exploit app ar. A wel.l -run firm will 
test its operational systems quickly on Patch Tuesday and apply th patches, 
provided they don' t break any thing important. If th y do br ak om thing, 
that will be fixed as quickly as reasonably possible. 

Tight configuration manag ment is not jus t about patches, though. Many 
software products ship with unsafe defa ult , such a well-known default 
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passwords. It's a good idea to have someone whose job it is to understand and 
deal with such problems. It's also common to r move unnecessary ervices 
from machines; there is usually no rea on for every workstabon in your 
company to be running a mail erver, and ftp server and DNS, and stripping 
things down can greatly reduce the a ttack surface. Frequent reinstallation is 
another powerful tool: wh n this was first tri d a t MIT during Project Athena, 
a policy of overnight r in tallation of all software gr atty cut the number of 
sysadmin needed to look aft r student machin . Op ration like call centr s 
often do the same; tha t way if anyone want to in tall unauthorised oftwar 
they have to do it again v ry hift, and are mor likely tog t caught. There arc 
also network configuration is ues: yo~ want to know your network's topology, 
and hav som mean of hunting down things like rogu access points. If all 
this i done comp t ntly, then you can deal with mo t of th co1nmon technical 
attacks. (You'll need parate procedure to d a l with bug that ari 111 y ur 
own code, but a mo t oftware i bought rath r than written th day , 
configuration manag ment is most of the battl .) 

Ther ar many tool to h lp th sysadmin in th e ta ks. ome enable you 
to doc ntralized ver ion control o that patch can b appli d ov rnight and 
everything kept in ynch;oth r lookforvuln rabili ti inyourn tw rk. Wh n 
the fir t uch to l am ut ( atan [503]) th r wa quit a 1 t of on.tro r y; 
this has I d to som countri s passing laws again t 'ha king tool '. Now th r 
are doz ns of such tool , but th y have to be used w ith car . 

How v r, a trat gy of having your y tern ad min.i trator top all vu ln ra­
bilitie a t sour e i ha rd r than it look; v n dilig nt o rga ni ation may find 
it's ju t too xp n iv to fix all the curity hol at nc . Pat h may br ak 
critical applica tions, and it seems to be a gener.:il rul that an organi ati n ' 
mo t critical sy t m run on th l as t ecurc machin , as administrator have 
not dared to apply upgrad and patches f r f ar of I ing rvic . 

Thi l ad u t p rationa I urity, and th u f fi lt ring to I u ha 
firewall . 

Operational ecurity, a mentioned in hapter 2 and hapt r 8, is about 
training taff to not xpo e sy t m by fooli h action . Th r we w r la rg I y 
int r t din ocia l ngi n ring a ttack involving th t l phon ; th main way 
of g tting unauthori d a to information i ·till to phone up and pr t nd 
to be om one wh ' ntitl d to know. 

Now th main way machine g t compromi d in 2007 i b cau p opl 
click on links in mail that cau e them to download and in tall rootkit . f 
cour you must train your taff to not click on link in mail, but don't exp t 
that thi alone will fix th probl m; many bank and other bu in s exp ct 
their u tomer to lick on link , and many of your taff will hav to do om 
clicking to get their work don . You can hi ld low-grad taff by not giving 
th m administrator access to their machines, and you can hield your er ativ 
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staff by letting them buy Macs; but there is still going to be a residual risk. One 
common way of dealing with it is to strip out all executables at your firewall. 

21.4.2 Filtering: Firewalls, Spam Filters, Censorware 
and Wiretaps 
The most widely sold solution to the 'problems of Internet security' is the 
firewall. This is a machine which stands between a local system and the Internet 
and filters out traffic that might be harmful. The idea of a 'solution in a box' 
has great appeal to many organisations, and is now so widely accepted that 
it's seen as an essential part of corporate due diligence. (This in itself creates a 
risk - many firms prefer expensive firewalls to good ones.) 

Firewalls are just one example of systems tha t examine s treams of packets 
and perform filtering operations. Bad packets may be thrown away, or mod­
ified in such a way as to make them harmless. They may also be copied to a 
log or audit trail. Very similar systems are also u ed for Internet censorship 
and for law-enforcement wiretapping; almo t everything I'll discus in this 
section goes across to those applications too. Dev lopment in any of th e 
fields potentially affect the others; and ac tual ystems may hav ov rlap­
ping functions. For example, many corporat fir walls or mail filter scr n 
out pornography, and some even block bad language, while ISP syst ms 
tha t censor child pornography or diss nting political sp ech may r port th 
perpetrators automatically to the authorities. 

Filters come in basically thre flavours, depending on wh th r they op rate 
at the IP packet level, at th TCP se sion lev 1 or at the application level. 

2 1.4.2. 1 Packet Filtering 

The simplest kind of fil ter merely inspects pack t addrcs sand port number . 
This functionality is al o available in router , in Linux and ind din Windows. 
A firewall can block IP spoofing by ensuring tha t only 'local' packet l av 
a network, and only 'foreign ' on s enter. It can also s top d nial-of-s rvic 
attacks in which malformed packets are nt to a ho t. It's al o a y to block 
traffic to or from 'known bad' IP address s. For xample, IP filt ring is a major 
component of the censorship mechanisms in the Grea t Fir wall of hina; a 
list of bad IP addresses can be kept in router hardware, which nabl s packet 
filtering to be done at great speed. 

Basic packet filtering is al o available as tandard on mo t machines and can 
be used for more mundane fir walling ta k . For xam ple, pack t filter can b 
configured to block all traffic except tha t arriving on specHic port numbers. Th 
configuration might be initially to allow th ports us d by common s rvic s 
such as email and web traffic, and th n open up ports a th prot ct d ma chin 
or subnet uses them. 
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However, packet filters can be defeated by a number of tricks. For example, 
a packet can be fragmented in such a way that the initial fragment (which 
passes the firewall's inspection) is overwritten by a sub equent fragment, 
thereby replacing the source address with one that viola te the firewall's 
security policy. Another limitation is that maintaining a blacklis t is difficult, 
and e p cially o when it's not the IP addre s specifically you want to block, 
but som thing that resolves into an IP addre s, esp cially on a tran ient ba is. 
For example, the phishermen are tarting to use trick like fast-flux in which a 
site' IP add re chang vera] times an hour. 

2 1.4.2.2 Circuit Gateways 

Thenext tepupi amor ompl xarrang m nt, acirwitgnteway, that op rate 
a t level 4, typically by reas embling and xamining all th packet in ach 
TCP s ion. Thi is mor xp nsive than impl pa ket filt ring; it main 
advantag i tha t it can a l provid the add d fun tionalily of a virtual privnte 
network wher by corpora t traffi pa d ov r th Int rn t i encrypt d from 
firewall to fir wall. I'll di us th IPSE proto ol that' u d for thi in th 
la t tion of thi cha pt r. 

T P-1 vel filtering can b u d to do a f w mor thing , uch a D 
filt ring . B ow v r, it an' t r n ut bad thing a t th appli a ti n I v I, 
uch a mali iou od , imag pam and unlawful imag f child abu 
bus it may oft n be programm d to dir t rtain type f traffi to p ifi 

appli a ti n filt r . An xampl i I om' J anF d y t m, whi h 
tri to p reven t it u t m r g tting a c t hild p rnography. A om 
bad it ar ho t don public w b rv1 and bl ki ng a ll th w b pag at 
the rv1 would b x 1v , T P / IP filt ring i u d t r d ir t tra ffi with 
u h it to a proxy tha t can xamine it ind tail. 

21.4.2.3 Application Relays 

Th third typ f firewall i th npplicntion relay, which act a a pr y fo r on 
or more rvi . Exampl ar mail filt r that try to w d out pam, and 
w b pr xi that blo k or r mov und irabl c nt nt. Th la ic xa mpl i 
a orp rat rul ab ut tripping out code, b i t traightforwa rd x utables, 
active ontent in w b pag , ma ros from incoming Word d um nt . v r 
the p ri d 2000- 07, thi has b n a con tan t arm ra b tw n th fir wall 
v ndor , th pamm r , and people trying to circumv nt control tog t th ir 
work d n . 

Th fl od of Word macro viru ar und 2000 I d many firms to trip out 
Word macros (or ven all Word do ument ) from mail. Work r got round thi 
by zippi ng documents fir t. Firewall tart d unzipping th m to in p t them, 
whereup n p p l tart d ncrypting th 111 u ing zip' pas word fea ture, and 
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putting the password in the email plaintext. Once firewalls started to cope 
with this, the spammers s tarted putting zip pas words in images attached to 
the mail along with the zip file. Eventually, many companies started adopting 
a policy of not sending out Word documents, but Pdf documents instead; this 
not only m ade it easier to get past firewalls, but also stopped people carelessly 
sending out documents containing the las t few dozen edits. eedless to say, 
the spammers now send out Pdf a ttachments - and their botnets have the 
power to make all the attachments differ nt, for xample by combining text, 
and image, and a number of random color blocks for background. Rootkit 
executables are now often distributed as web links; August 2007 saw floods 
of message telling p ople they'd got a card, whil in September it wa link 
to a bogus FL site . For complete protection, you have to filter executables in 
your web proxy too (but this would rea lly g tin the way of users who wish to 
run the la te t applications). There is no ign of this arms rac abating. 

An applica tion relay can also turn out to be a serious bottleneck. Thi appli 
not jus t to the corporate application, but in c nsorship. An example is the rea t 
Fir wall of China, which tries to block mail and w b content that r f r to 
banned subj cts. Although the fuewalJ can block 'known bad' it s by imple 
lPfiltering, findingforbidd nword involv d ppa k tin pection - which 
needs much mor hor epow r. An inv tigation by Ri hard layton, t v n 
Murdoch and Robert Watson show d bad cont nt wa n ' t in fact bJo k d; 
machines in hina simply sent 're et' packets to both end of a conn ction 
on which a bad word had appeared. Thi wa almo t c r tainly becau e th y 
needed a numb r of xtra machin s for th filt ring, ra ther than doing it in the 
router; one sid -effect was tha t you could def at the firewall by ignoring th e 
reset packet [308]. (Of cours , omeone w ithin hina who did that might 
eventually get a vi it from the authoritie .) 

At the applica tion l vcl in particular, the pace of innovation leaves the 
firewall v ndor (and the censors and the wiretappers) trailing behind. 
A good exa mple i the mov to dge-ba d computing. Google' word 
processor - Google Document - i u d by many people to dit docu­
ments onlin , simply to sav them the co t of buying Microsoft Word. As a 
ide-effect, it u er can i.n tantly har do um nt w ith each oth r, er ating 

a new communica tion channel of which classical filters ar unawar . So th 
service might be u ed to muggle confidential documents out of a company, 
to defea t political c n ors, or to communica t covertly. (It ev n blur the di -
tinction betw en traffic and content, which is central to the legal r gulation of 
wiretapping in mo t countrie .) Even more e ot ric communica tion chann l 
are readily available - con pirator could join an on line multi-u r ga m , and 
pass their mes ages via the silver dragon in th sixth dungeon. 

Another problem is tha t applica tion-level filt ring can be very expensive, 
especially of high-bandwidth web content. Tha t' why a number of web 
filtering systems are hybrids, such as the ClcanF ed mechanism mentioned 
above where on ly tho e domains tha t contain a t least some objectionable 
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content are sent to full http proxy filtering. Application proxies can also 
interact with other protection mechanisms. Not only can spammers (and 
others) use encryption to defeat content inspection; but some corporate web 
proxies are set up to break encryption by doing middleperson attacks on TLS. 
Even if you think you're giving an encrypted credit card number to Amazon, 
your encrypted session may just be with your employer's web proxy, while 
it rw1 another encrypted ession with Amazon 's web server. I'll discuss TLS 
later in this chapter. 

21.4.2.4 Ingress Versus Egress Filtering 

At pr ent, most firewalls look outwards and try to keep bad things out, 
but a growing number look inwards and try to s top bad things leaving. Th 
pione rs were military mail y terns that monitor outgoing traffic to ensure 
that nothing classified go s out in the clear; around 2005 some ISPs started 
looking at outgoing mail traffic to try to detect pam. Th reason is that ISPs 
which host lots of infect d machin an.cl thu pump out lot of pam damage 
their p ering relationships with other ISPs, which co ts real money; so variou 
sy t m hav b n <level p d to help them pot inf t d machines, that can 
th n b re tricted to a 'walled gard n ' from which th y an ace s anti-viru 
software but not much ls [300]. 

If compani who ma hin g tu din rvi d nial attack tart g tting 
ued, a ha b n propos d in [1285], th n gr s filt ring can at lea t in 

principl be us d to d t ct and stop such a ttacks. How v r, a t pres nt the 
inc ntiv s ju tar n't th r , and so although p op l a r about spam flo d , 
almo t nobody a t th I P lev l both rs about packet flood . This might of 
cours change as atta k get worse or if the r gula tory nvironm nt hange . 

Anoth r pos ibl dev lopment is egres filtering for privacy, giv n th 
rising tide of pywar . S ftware tha t 'phone horn ', wh th r for copyright 
enfor ement and mark ting purpo , can di cl highly nsitiv mat rial 
uch a local hard di k dir ctori . Prudent rgani zation will increa ingly 

wi h to monitor and control this kind of traffic. In th long term w exp ct 
that 'pervasiv computing' will fill our home with all ort of gadg ts tha t 
commw1icate, so I wouldn ' t be urpri ed to e h m fir wall that enabl the 
hou holder to control w hich of th m 'phon horn ', and for what purpose. 

21.4.2.5 Architecture 

Many firms ju t buy a fir wall b cau it' on th tick-lis t of du -diligenc 
things their auditors want to . In tha t ca , th s n ibl choice is a simple 
filt ring rout r, which won't n ed much maintan nc and won't g tin th 
way. Where ecurity' tak n eriously, one po ible approach is to invest in a 
really serious firewall system, which might consist of a packet filter connecting 
the outside world to a screened subnet, also known a a demilitarized zone 
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(DMZ), which in turn contains a number of application servers or proxies to 
filter mail, web and other services. The DMZ may then be connected to the 
internal network via a further filter tha t does network address translation. 

In [323], there is a case study of how a firewall was deployed at Hanscom 
Air Force Base. The w ork involved surv ying the user community to find 
what network serv ices wer needed; devising a network s curity policy; u ing 
network monitors to discover unexpected services that were in use; and lab 
testing prior to installation. Once it was up and running, the probl ms included 
ongoing maintenance (due to personnel turnover), the p r senc of (unmon­
itored) communications to other military ba e , and the pre nc of modem 
pool . F w non-military organizations are lik ly to take this much care. 

An alterna tive approach i to have more networks, but smaller on s. At our 
univ rsity, we have fir wall to separate d parhnents, although we'v got a 
shared network backbone and there arc some hared central rvice . Th re' 
no reason why the tudent and the finance department should be on the same 
network, and a computer cience department ha got quit diff r nt require­
ments (and user ) from a departm nt of theology - so the n twork ecurity 
policie hould be diff rent too. In any cas ke ping each network mall limit 
the cop of any compromise. 

You may even find both a big corpora te fir wall and d pa rtm nta l bound­
aries. At defen e contrac tor , you may exp ct to find not just a fancy fi r wall 
at the perim ter, but al o pump eparating network op ra ting a t di ff r nt 
clearan ce levels,with filt r to n urc tha t cla ifi d information doc n ' t e ape 
either ou tward or downward (Figur 21.2). 

Figure 11.l: Multip le firewalls 
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Which is better? Well, it depends. Factors to consider when designing 
a network security architecture are simplicity, u ability, maintainability, 
deperimeterisation, underblocking versus overblocking, and incentives. 

Firs t, since firewalls do only a small number of things, it's p ossible to make 
them very simple and remove many of the compl x components from the 
underlying operating system, removing a lot of sources of vulnerability and 
error. If your organiza tion has a large heterogeneou popula tion of machine , 
then loading a much of the ecurity management task as po sible on a small 
number of simple boxes make sense. On th other hand, if you 're running 
something like a call c ntr , with a thou and id ntically-configured PCs, it 
mak s sen e to put your £fort into keeping thi configuration tight. 

Second, elabora t c ntral in tallation not only impose greater opera tional 
co ts, but can g tin the way so much tha t peopl install back door , uch a 
cable modem tha t bypa s your firewall, to get th ir work done. In th 1990 , 
UK diplomats got fed up waiting for a 'secure' mail system from gov m m nt 

uppli r ; they n d d acces to mail o th y could talk to peop l who 
pr ferr d to u e it. Som of them simply bought PCs from local stores and 
got accounts on AOL, thu po ing ensitive da ta to anyone who tapped the 
n twork or ind d gu d an AOL pa word. In fa t, th dip lomat of ov r 
a hundred countri had w bmail accow1t compromi d when th y wer 
fooli h enough to rely n Tor fo r m ag onfid n tiality, and got atta k d 
by a maliciou Tor xit node (an incid nt I'll di cu in ction 23.4.2.) o a 
prud nt y t m admjni trator will ensur that h know th ac tual n twork 
configura tion ra th r than ju t th on stated by 'policy'. 

Third, firewall (Uk th r filt ring produ t ) t nd only to work for a whil 
until p ople find way round th m. arly firewall tend d to le t only mail 
and web traffic through; o writer of application from omputer game 
to anonymity proxi r de ign d their p r toe I t make th clien t- rv r 
traffi lo k a much lik n rm.al web traffic a po ibl . ow, of cour , in 
th w rld of W b 2.0, more and more applica tion ar actually w b-ba ed; 

w an xp ct the am game to be played out aga in in th w b proxy. 
Th r are parti ular i u with oftware product tha t in is t on calling horn . 
For xample, th fir t tim you u Window M dia Player, it tell you you 
n d a' urity upgrad ' . What' a tua lly happ ning i tha t it 'individualize ' 
it elf by g nera ting a public-priva t k ypair and ending the p ublic key to 
Micro oft. If your fir wall do n' t a llow thi , th n WMP won' t play prote t d 
c nt nt. Mi ro oft ugg ts you u e th ir I A fir wall product, which will 
pa WMP traffic automa tically. Quite a few is u s of trus t, transpar ncy and 
omp tition may b rai d by thi ! 

ext, th re' deperimiterization - the la te t buzzword. Progress is making it 
steadily hard r to p ut all th protection at the perim ter. The very technical 
ability to maintain a p rim t r is undermin d by th proliferation of memory 
ticks, of laptops, of PDAs b ing us d for function that u ed to be done on 
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desktop computers, and by changing business methods that involve more 
outsourcing of functions - whether formally to subcontractors or informally 
to advertising-supported web apps. If some parts of your organisation can't 
be controlled well (e.g. the sales force and the R&D lab) while others must be 
(the finance office) then separate networks are needed. The crumbling of the 
perimeter will be made even worse by mobility, and by the proliferation of web 
applications. This is complemented by a blunting of the incentive to do things 
at the perimeter, as useful things become harder to do. The difference between 
code and data is steadily eroded by new scripting languages; a d termination 
to not allow javascript in the firm is quickly eroded by popular web sites that 
require it; and so on. 

And then there's our old friend the Receiver Opera ting Characteri tic or ROC 
curve. No filtering mechanism has complete preci ion, so there's inevitably 
a trade-off between underblocking and overb]o king. If you' r running a 
censorship system to s top kids accessing pornography in public libraries, do 
you underblock, and annoy parent and churche when some picture g t 
through, or do you overblock and g t sued for infringing free- pc ch right ? 
Things are made worse by the fact that the firewall systems u d to filter w b 
content for s x, violenc and bad language al o tend to block fr - p ch it 
(as many of these criticis the fir wall vendor - and om off r technical 
advice on how to circurnv nt blocking.) 

Finally, s curity dep nd at lea ta much on inc ntiv a on technology. 
A sysadrnin who's looking after a d partm ntal n twork us d by a hundred 
people he knows, and who will p rsonally hav to cl ar up any rn s caused by 
an intrusion or a configuration rror, i much rnor motivat d than om on 
who's merely one memb r of a large t am looking after thou and of machin . 

21.4.3 Intrusion Detection 
It's a good idea to as urn that attack will happen, and it' oft n cheaper to 
prevent ome attacks and d tect th re t than it i to try to prev nt v rything. 
The system used to detect bad thing happ ning ar ref rr d to gen rically a 
intrusion detection systems. The antivirus oftwar products I di cus d arlier 
are one example; but the term i mo t u ually appli d to boxe that it n 
your network and look for ign of an attack in progr s or a ompromi d 
machine [1100]. Exampl includ : 

• spam corning from a machin in your network; 

• packets with forg d source addresses - s u h as packet that Jaim to 
be from outside a subnet coming from it, or packets that claim to b from 
inside arriving at it; 

• a machine trying to contact a 'known bad' rvic such a an II channel 
that's being used to control a botn t. 
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In cases like this, the IDS essentially tells the sy admin that a particular 
machine need to be crubbed and have its software reinstalled . 

Other examples of intrusion detection, that we've seen in earlier chapters, 
are the mechanisms for detecting mobile phone cloning and fraud by bank 
teller . There are also bank systems that look a t customer complaints of er dit 
card fraud to try to figure out which merchants have been 1 aking card da ta, 
and s tock market ystems tha t try to detect insider trading by looking for 
increases in trading volume p rior to a price- ensitive announcement and oth r 
suspicious patterns of activity. And there ar 'su pect' lis ts kept by airport 
sere n r ; if your nam i down there, you'll be selected 'a t random' for xtra 
scr ning. Although th e in tru ion detection y tern arc all performing v ry 
simila r ta ks, their d veloper don ' t talk to each other much. One e th 
sam old whe 1 b ing r -inv nted again and again. But it's tarting lowly 
to b come a mor coher nt discipline, a th U.S. gov rnment has thrown 
hundreds of millions at the problem . 

The re earch p rogram actually tarted in th mid-1990 and wa prom pted 
by the realisation tha t many y terns make no eff tiv u of log and audi t 
data. In the ca e of Sun' p rating y tern Sola ri , fo r xample, we found in 
1996 that the audit format w re not documented and tool tor ad th m w r 
not a a ilable. The audit fa ility cmed to hav been in tall d to ati fy th 
f rma l ch ckli t r quir m nt f go rnment y t m buy r ra th r than to 
perform any us ful fun tion . There wa a t lea t th hop that improving this 
wouldhelp syst m admini trator d t ct attack ,wh theraft rthefact oreven 
when th y w re till in progr . Since 9 /11, of cour , th re has b n a gr a t 
witch of mpha is to doing da ta mining on larg corpora f both gov rnment 

and commercial da ta, looking for conspiracie . 

2 1.4.3. 1 Types of Intrusion Detection 

Th imp I t intru ion det ti nm thod i to ound an a larm wh n a thr hold 
i pa ed . Three or more fa iled logons, a credit card exp nditure of more than 
twic the moving average of the la t three month , or a mobile phone ca ll 
la ting more than ix hour , might all flag the account in question for a ttention. 
Mor sophistica t d ystem generally fall into two ca tcgorie . 

Misuse detection sy tern op rate u ing a model of th likely b haviour of 
an intruder. A banking y t m may alarm if a u er draw th maxim um 
permitted amount from a ca h machine on thr e ucce iv day ; and a Unix 
intru ion de tection y t m may I ok for u er account tak ov r by alarming 
if a previously naive u r uddenly ta rted to u ophi ticat d tool like 
compiler . Ind d, mo t mi u e d t ction sy t m , lik antiviru canner , 
l ok for a signature - a known characteri tic of a particular a ttack. 

Ano111aly detection systems a tt mpt the much hard r job of looking for 
anomalous pa tterns of behaviour in the ab enc of a cl ar model of the 
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attacker's modus operandi. The hope is to detect attacks that have not been 
previously recognized and cataloged. Systems of this type often use AI 
techniques - neural networks have been fashionable from time to time. 

The dividing line be tween misuse and anomaly de tection is somewhat 
blurred. A good borderline case is Benford 's law, which describes the distribu­
tion of digits in random number . One might expect that numb rs beginning 
with the digits '1', '2', . . . '9' would be equally common. But in fact with 
numbers that come from random natural ources, o that their distribution 
is independent of the number system in which th y're xpr ss d , the distri­
bu tion is logarithmic: about 30% of decimal numbers s tart with ' l' . Crooked 
clerks who think up numb r to cook the books, or even u random number 
genera tors without knowing B ford' law, are often caught u ing it [846]. 
Anoth r borderline case is the honey trap - something enticing l ft to attract 
attention. I mentioned, for exarnpl , tha t ome ho pital hav dummy r cord 
with celebrities' names in order to entrap staff who don' t r pect medical 
confidentiality. 

21.4.3.2 General Limitations of Intrusion Detection 

Som intru ion are rea lly obviou . If what y u' r worri d about i a ript 
kiddi vandalizing your orpora te web ite, then the obviou d f nc to 
have a machine omew h re tha t fe tch th pag r -g ularly, in p ct it, and 
rings a really loud alarm when it chang . (Make ure you do thi via an 
outside proxy, and don ' t forget tha t it' not ju t your own y t m at ri k. Th 
kiddi could replac your ad v r ti r ' p i tur with p rn, for xa mpl , and 
then you'd want to p ull the links to them pre tty fa t.) 

But in the general ase, intru ion det ction i ha rd. ohen proved tha t 
detecting v iru es (in th n of de iding w h th r a program i going t do 
som thing bad) is as ha rd as th halting problem, o w a n' t ever exp t a 
compl t e lution [311J. 

Another fundamental li mita ti n com fr m th fa t tha t th r a re ba i ally 
two different types of urity failur - tho whi h cau 
we defined in 6.3 to b an incorr t ta t ) and tho whi h d n ' t. An xampl 
of the former i a th ft from a bank which I av trace on th audit tra il. An 
xampl of th la tt r is an und tected c nfid ntia lity fa ilur au d by a radio 

microphon p lac d by a foreign int llig nc rvi in y ur r om. Th form er 
can be de tected (a t least in princip l , and fo rg tting f r now about th halting 
problem) by uitabl pro e ing f th da ta availabl to y u. But th la tter 
can ' t b . It' a good idea to de ign y t m tha t a many fa ilur a po ible 
fa ll into the former category, but it's not alway p racti abl [289]. 

There's al o th matt r of definition . Som intru ion d t ction y tern ar 
configured to block any in tance of su p iciou b haviour and in xtrem 
cases to take down the aff ted syst m . Q uit apa rt from opening th door to 
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service denial attacks, this turns the intrusion detection system into firew<, 11 111 

an access control mechanism; and as we've already seen, access control i~ 111 

general a hard problem and incorporates all sorts of issues of security p I it 
which people often disagree on or simply get wrong. 

I prefer to define an intrusion detection system as one that monitors the 
logs and draws the attention of authority to su picious occurrences. Thi i · 
closer to the way mobile phone operators work. It's also critical in financia l 
investigations; see [1095] for a discussion by a special agent with the U.S. 
Internal Revenue Service, of what he looks for when trying to trace hidden 
assets and income treams. A lot hangs on educated su picion ba ed on long 
experience. For example, a $25 utility bill may l ad to a $250,000 second house 
hidden behind a nornine . Building an effective system means having the 
people, and the machine , each do th part of the job they'r b s t at; and this 
mean g tting the machine to do th pr liminary filtering. 

Th n ther ' the co t of fa l alarms. For xampl , I u ed to go to San 
Franci co every May, and I got u ed to the fact that aft r I'd used my UK 
debit card in an ATM five days in a row, it would top working. Thi not 
only ups ts th cu tom.er, but th villain qui kly learn to xploit it. (So do 
th cu tom r - I ju t start d making ure I got enough dollar out in the 
fir t fiv d ay to la t m th whol trip.) A in s many urity ngineering 
problem , th trade-off b tw nth fraud rate and th in ult ra t i the criti a l 
on - and, a di cu din hon 15.9, you can ' t xp t to irnprov thi trad -
off simply by looking at lot of differ nt indi a tor . In g neral, you mu t p t 
that an ppon nt wi ll alway g t pa t th thr h ld if h ' pati nt nough and 
ith r do th attack v ry lowly, or do a larg numb r of small a tta k . 

A diffi ult p licy probl m with mm rcial intru ion d l tion y tern i 
redlining. When in uranc c mpani s u d cla im ta ti tic on po tcode to 
d id th I v I of pr mium to charg , it wa found that many poor and 
black ar as uff red high pr mium or w r x luded altog ther from cover. 
In a numb r f juri diction thi i now illegal. In gen ra l, if y u build an 
intru ion det tion y t m ba don da ta m ining techniques, you ar a t s riou 
ri k of di criminating. If y u u n ural n tw rk t hniqu , you'll hav no 
way of explaining to a ourt what the rul und rlying your d ci ions ar , so 
d f ndingyour H couldb hard. paqu rul an al con traven urop an 
data prot cti n law, which ntitl itiz n to know th algorithm u d to 
pro th ir personal data. 

Alr ady in 1997, y t m introduced to profile U.S. a irlin pa enger for 
t rrori rn risk, o th y ould b ubjected to mor string nt re ning, wer 
d noun d by th Am rica n-Arab Anti-Di crimination ornrnittee [823]. Sin 
9/11 u h probl m have becom much wors . How do we judge th balanc 
point b yond which we ju t radi aliz peopl and br ed mor attack ? I'll 
com back t thi in Part Ill. 
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21.4.4 Specific Problems Detecting Network Attacks 

Turning now to the sp ecific problem of de tecting network intrusion, the 
problem is much harder than (say) detecting mobile phone cloning for a 
number of reasons. Ne twork intru ion detection products still don ' t work 
very well, with both high missed alarm and false alarm rates. It's common not 
to detect actual intrusions until afterwards - although once one is detected 
by other means, the trace can be found on the log . 

The reasons for the poor performance include the following, in no particular 
order . 

• Th Internet is a very noisy env ironment - not ju t at the 1 v l of con­
tent but also a t the packet level. A large amount of random crud arriv s 
a t any sub tantial ite, and nough of it can b interpreted a ho tile to 
provide a significant fa lse alarm ra te. A urvey by B llovin r149] rep orts 
tha t many bad packe ts result from softw ar bugs; other a r the fa ult 
of out-of-da te or corrupt D S da ta; and om ar local pa k t tha t 
sca p d , trav lled th world and return d . 

• Th re are 'too few a ttacks'. If there are ten real attack per million 
s s ion - which i almost certainly an ov re timate - th n ev n if 
th syst m has a fal alarm ra t a l ow a 0.1 %, the ra tio f fa l to 
r al alarms will b 100. W talk d about imi lar probl m with burglar 
alarm ; it' al o a well known pr bl rn for rnedi r unning r ening 
program fo r dis a lik HIV w h r th t t rror x eed th orga n­
ism 's pr valenc . ]n general, wh r the signal i far be low th nois , th 
guard g t tired and v n th genuine alarm get mi d . 

• Many n twork a ttack a re sp ifi to particular v r ion f oftwar , a 
gen ra l misuse d t ction tool mu t have a large and onstantly chang ing 
library o f a ttack signatures. 

• In many ca , commercial organi a tion app ar to buy in tru ion 
d t ction sy t m imply in ord r to tick a 'du d iJig n 'box to sati fy 
insurer or con ultants. That mean th product ar n't alway kept up 
to da te. 

• Encrypted tra ffic an' t asily b ubj ct d t content analy i any m r 
than it an b filt r d for mali iou cod . 

• The is ue we di u ed in th context of firewall largely apply to intru­
sion d tection too. You can filt r a t the packet layer, whi h i fast but 
can b d fea ted by packe t fragmenta tion; or you can recon truct ach 
e sion, which tak more computation and o i not rea lly uitabl fo r 

n twork backbone ; or you can examine application data, w hich is more 
expen ive till - and need to b con tantly upda t d to op with th 
arrival of new applications and attacks. 
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• You may have to do intrusion detection both locally and globally. Th e 
antivirus side of things m ay have to be done on local machines, esp e­
cially if the m alware arrives on encrypted w b sessions; on the other 
hand, some a ttacks are stealthy- the opponent sends 1- 2 packets p er 
day to each of m aybe 100,000 hosts. Such a ttacks arc unlikely to be found 
by local monitoring; you need a central monitor tha t keeps histograms 
are kept of packet by ource and destina tion address and by p ort. 

So it appears unlikely tha t a singl -product olution w ill do the trick. Futur 
intrusion d etection systems are likely to involve the coordination of a numb r 
of monitoring m echani m a t cliff r nt lev 1 bo th in th n twork (backbon , 
LA , individual m achine) and in the pro to ol s tack (pack t, s ion and 
applica tion). 

21.4.5 Encryption 

1n th cont xt of pr v nting n twork a tta k , m any p p l hav be n con­
diti ned to think of n ryption. Encryption u ua lly d a lot 1 s than you 
m ight hop , as th qu t from Butle r Lamp on a nd Rog r e dham a t the 
h ad of thi ch apt r ugg t . But it an m tim b u e fu l. H r I'm g ing 
to d cr ibe bri fl y th fou r mo tr levant network ncryption c nario : H; 
th local link pro t ti n ff r d by WiFi, Blu to th and H m Plug; IP ; and 
TL . Finally I'll bri fly di u public k y infra tru tur (PKI), which a r u d 
to support the la t tw of th 

2 1.4.5. 1 SSH 

Wh n I u e my laptop to r ad mail on my d kt p ma hin , or do an y thing 
w ith any o th r m a hin in ur lab for tha t matt r, I u e a protocol all d 
secure shell (S H ) w hi h p r v id n ryp t d link b tw n Unix and Wind w 
host [1369, 1, 988]. o w h n 1 om in from ho rn o r th n t, my traffi i 
prot ct d , and wh n I log on from th P a t my d k t a no th r machin in 
th lab, th pas w ord I u do n ' t go a ro th LAN in th I ar. 

SSH w a initially written in 1995 by Ta tu Ylon n, a re a rch r a t l l inki 
Univer ity of T chno logy in Finland, fo llowing a pa word - niffing a tta k 
there. It no t only s ts up en crypted conn ction betw n machine , o tha t 
logon pa word don ' t travel aero s th n twork in th cl ar; it al o up po rt 
oth r u ful featur , uch a forward ing X ion , w hich led to it rapid 
adop tion. (In fac t it' a cla sic cas tudy in h ow to get a security p roduct 
a c pt din th m ark tpla e; [1083] for an analy i . N rmally p ople don ' t 
wa nt to u e encrypbon pr du t until a lot of oth r people ar u ing th em too, 
beca us of ne twork ff cts; o th trick i to b undle om rea l o th r benefit 
with the product.) 

96



666 Chapter 21 ■ Network Attack and Defense 

There is a proprietary SSH product from Ylonen 's company, and a number of 
open implementations such as OpenSSH and Putty; there's also an associa ted 
file transfer protocol SCP ('secure copy'). There are various configuration 
options, but in the most straightforward one, each machine has a public­
private keypair. The private key is protected by a passphrase tha t the user 
typ es at the keyboard. To connect from (say) my laptop to a server a t the 
lab, I ensure that my public key i loaded on, and trusted by, the server. 
Manual key installation is at one a streng th and a weakness; it's strong in 
that management is intuitive, and weak as it doesn ' t scale particularly well. In 
any ca e, when I wish to log on to the erver I'm promp ter for my pa phrase; 
a key is then set up; and the traffic is both encrypted and authentica ted . Fresh 
key are et up after an hour, or aft r a Gigabyt of tra ffic has b n exchanged. 

Possible problems with the us of SSH include the fact tha t th arliest 
version, SSH 1.0, i vuln rable to middl per on attack beca u e of a poor 
key-exchange protocol; and that if you're typing at th k yb ard one charact r 
at a time, then each charact r get nt in its own pa ket. Th packet int r­
arri val tirn scan I ak a urpri ing am unt f information about what you're 
typing [1203]. However, the wor t i p robably that mo t SSH k y a r tor d 
in the cl ar, w ithout being protect d by a pa word a t all. The on equ nc 
is tha t if a machine i cornprom i d, th am can happ n t v ry th r 
machine that trusts an SSH k y ins tall d on it. 

2 1.4.5.2 WiFi 

WiFi is a technology used fo r wir local ar a ne twork , and i v ry wid ly 
used : people u it a t horn to conn ct P t a horn r ut r, and busin 
use it too, conn cting d vie uch a till and paym nt t rminals a w 11 a 
PCs. Garnes consol sand v n mobile phon rnak incr a iJ1g u e of wir le 
LA s. 

Wifi has com with a r i of en ryp tion pr to ol inc it la un h in 1997. 
The firs t wid ly-u ed one, WEP (for wired equivalent privacy), wa hown to b 
fa irly a ily brok n, ven wh n configur d rr ctly. tandardi d with lE E 
802.11 in 1999, W P uses the R 4 tr am iph r to n rypt da ta w ith nly a 
cyclic r dundancy check for int g ri ty. Nikita B risov, Ian Goldb rg and David 
Wagn r showed tha t thi l d to a tta k iJ1 d p th [210]. Kn wn pla int xt a ll w 
keystrearn to be stripped off and r u d; in addition, th initial va lues us din 
ncryption were only 24 bits, which nabled IV olli ion to b found I ading 

to further depth attacks. False rn age could b n rypt d and inj ct d into 
a wir les LAN, op ning it to other attack . What' mor , th key wa only 
40 bits long in a rly impJ m ntation , b cau e of U. . xport rule ; k y 
could be brute-forced. 

That merely whetted cryptru1aly t ' app tit . hortly aft rward , ott 
Fluhrer, Itzhak Mantin and Adi Shamir found a r alJ y d va ta ting a tta k. 

97



21 .4 Defense Against Network Attack 667 

It is an initialisation weakness in the RC4 s tream cipher that interacts with the 
way in which WEP set up its initialization vec tors [479]; in short order, Adam 
Stubblefield, John Ioannidis and Avi Rubin turned thi into a working a ttack 
on WEP [1230] . Vendors badged up their products so th y would not use th 
specific weak keys exploited in the initial attack programs; later programs 
used a wider range of weak keys, and the attacks s teadily improv d. The 
history of the attack evolution i told in [993]; the la te t a ttack, by Erik Tew , 
Ralf-Philipp W inmann and Andrei Pyshkin, recovers 95% of all keys within 
85,000 packet [1245]. ow ther ar publicly-available tool that will extract 
WEP k y after ob erving a few minute ' traffic. 

tronger encryption systems, known as Wi-Fi Protected Access (WPA), aim 
to olv this probl m and ar available on mo t new product . WPA hipp d 
in2003,andwa aninterm diate olutionthat tilluses R 4. WPA2shipp din 
2004; it is also call d the Robu t curity twork (RS ) and u e the AES 
blo k cipher in counter mod with B -MA . Within a f w year , a older 
machine becom ob olete, WPA2 hould o lv the ciph r urity probl m. 

o what are we to make of WiFi. security? The r ha b n a lo t of noi e 
i_n th pr about how peopl hould t pa word on th ir ho rn rout r , in 
ca a bad man top out id your h u c and u your n twork to down load 
child porn. How v r, a traw poll of urity xport at WELS 2006 how d 
tha t m t did n t b ther to n rypt th ir h m n twork ; driv -by d wn l ad 
ar a fairly remot threa t. o r mo t p pl in the UK r Am ri a, it' ju t 
c n v ni nt to have an open n twork for your g u t to u , and o tha t you 
and y ur neighbour an u ea h o the r ' n twork a ba kup . Thing a r 
diff r nt in ountri whcr you pay ford wnload bandwidth; th r , h m 
r ut r pa word a r mo tly t. 

Th ing ar diff r nt for bu in b au f the po ibility of targ t d 
a ttack . lf you u c a Windows machi_n w ith Wind w hare open, then 
om one on your LAN an probab ly u e that to infe t y u with malwar . 

A rand m horn wn r may not b at mu h ri k - with botn t trading a t 
ab ut a dollar a ma hin , it' not wor th o m on ' whil to drive around 
town inf cting ma hine by hand. But if y u 'rc a high-va lue targ t, than 
th odd hange ignifi antly . [n Mar h 2007, r tail cha in TJ Maxx r p rt d 
tha t om 45.7 million er dit card numb r had b en sto l n from it y t ms; 
th ard numb r larg ly r la t d to ale in 2003 and 2004, and had b en 
tol n from 2005 but di cov r d nly in D mber 2006. The Wall tr e t 

J urnal reported that an ins ur WiFi 0 1111 ction in t Paul, Mn., wa to 
blam l1014]; the ompany' filing about th in id nt i a t [1 252], and the 

anad ian Privacy mmi i n r concluded that 'The ompany o ll t d too 
mu h p r onal in formation, k pt it too long and r lied on weak en ryption 
techn logy to pr t t it - putting th pri a y of million of it u t m r 
a t ri k' [1047]. Bank ued th ompany, with VI A claiming fraud lo of 
over $68m from th compromi of 65 milli n account ; th bank v ntually 
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settled for damages of $41rn [544]. Since June 2007, the banking industry's 
Payment Card Indu try Data Security Standard (PCI DSS) requires companies 
processing credit card data to m eet certain data security standards, and VISA 
or Mastercard can fin member banks whose merchants don't comply with it. 
(However, enforcement has historically been weak: it turned out that VISA had 
known about TJX's compliance problems, and had allowed them an extension 
until 2009 [1349].) 

The la test implementation of WiFi ar corning with mechanism that 
encourage u r to s t up WPA ncryption, and usability i a big deal for the 
other local connectiv ity protocols too. 

2 1.4.5.J Bluetooth 

Blu tooth is another protocol us d for sh ort-range wireless communica tion. 
It' aimedatperso11nl arennetworks, uch a linking ahead ettoa mobi le phone, 
or linking a m bil phone in your po k t to a hands-free phon int rfac in 
your car. It' a l o u d to conn t cam ra and phone to laptop , k yboards 
to P and o n. Lik WiFi, th initia lly d ploy d curity proto ol turn d 
out to hav fl aw . In th original vers ion, devices discover each othe r, and 
th u r confirm that they wi h two d vie to pair by ent ring th am 
PI at their k yb ard . An atta k r w ho' pr nt during thi pairing proc s 
can ob rv th traffi and th n brut -f r th PIN. Wor e, Iii White hou , 
Yan iv Shaked and Avi hai Wool figured ut how to fore two devi to rerun 
the pairing protocol, o that PIN-cracking attack ou]d be p rform d v n 
on devices tha t w re a lready pair d [1341, 1156]. Denis Kilgl r a l o how d 
how to rnanipulat th frequen y hopp ing o a t do a man-in-th -middle 
attack [747]. It' po ible to mitiga t th vu ln rabiliti by only doing pa iring 
in a ecur pla and r fu ing r qu t tor k y. 

ow, from v r i n 2.1 (r l a d in 2007), Blu tooth upport S ur Simple 
Pairing, an impr v d protocol [802]. hi u e lli pti curv Diffi -H llmann 
k y xchang to thwart pa ive av dropping a tta k , but man-in-th -mid d i 
a ttack are hard r; th y ar d a lt with by g n rating a ix digit numb r 
for nurn rica l mpari on, with vi w t r du ing th ha n fan a lta k 
succ ding t n in a mi lli on. H w v r, b au on o r b th f th d vie 
might la k a k yb a rd r er n (or both), it' a lso po ibl fo r th ix-d igit 
numb r to b g n ra t d a t on d ev i and ent red a a pa k y a t ano th r; a nd 
th r 's a 'ju t works' mod that' fu lly uln rabl to a middl p r on atta k. 
Finally, th r ' a apability to l ad k y ut f band, u h a from om o th r 
proto 1 tha t th d vi u . 

21.4.5.4 HomeP/ug 

Hom Plug i a proto I u d f r c mmuni ation ov r th mam p w r line. 
An arly v r ion had a low bitrat , but H om Plug AV, ava ilabl fr m 2007, 
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supports broadband. (Declaration of interest: I was one of the protocol's 
designers.) It aims to allow TVs, set-top boxes, personal video recorders, 
DSL and cable modems and other such devices to communicate in the home 
without additional cabling. We were faced with the same design constraints 
as the Bluetooth team: not all devices have keyboards or screens, and we 
needed to keep costs low. After much thought we decided to offer only two 
modes of operation: secure mode, in which the user manually enters into her 
network controller a unique AES key that's printed on the label of every device, 
and robust or 'simple connect' mode in which the keys are exchanged without 
authentication. In fact, the keys aren't even encrypted in this mode; its purpose 
is not to provide security but to prevent wrong associations, such as when 
your speakers wrongly get their audio signal from the apartment next door. 

We considered offering a public-key exchange protocol, as with Bluetooth, 
but came to the conclusion that it didn' t achieve much. If there' a middJeperson 
attack going on where the attacker knocks out your et-top box using a jammer 
and connects a bogus box of the same type to your mains, then the chance are 
that you'll go to your network controller (some oftware on your PC) and se a 
message 'S t-top box type Philips 123 seeks admission to network. Certificate 
hash = 12345678. Admit/ deny?' In such a circumstanc , mo t p ople will pr s 
'admit' and allow th attack r in. The only way to pr v nt th mis to get them 
to read th certifica t hash from the device lab 1 and typ it in - and if th y're 
going to do that, they might a well type in th k y dir ctJy [967]. In h rt, 
our design was driven by usabili ty, and we w r n't convinc d that public-k y 
crypto actually bought u anything. 

Tim will tell which approach wa best. And if w turn out to hav be n 
wrong, Hom P lug (lik Blu tooth and th lat t v rsions of WiFi) l t k y be 

t up from oth r protocol by out-of-band m chanism . o all d vie in the 
offic or horn could nd up with th irk ys manag d by a ingle m chani m or 
d vie ; and thi could b conv ni nt, or a source of vuln rabiliti , depending 
on how futur curity ngin ers build it. 

2 1.4.5.5 /Psec 

Another approach is to do ncryption and/ or authentication a t th IP layer 
u ing a protocol uite known a IPse . IPsec defines a security association as the 
combination of k y , algorithms and param t r u d to protect a particular 
pack t tr am. Protected pack t are eith r ncrypted or auth ntica t d (or 
both); in the la tt r ca , an auth ntica tion h ad r is add d tha t prot cts data 
integrity using HMAC-SHAl, while in the former the pack tis ncrypted and 
neap ula t din oth r pack ts. (Th u of ncryption without auth ntication 

is di courag d as it's insecur [151].) Ther 's al o an Internet Key Exchange 
(IKE) proto ol to t up k y and n egotia te parameter . IKE ha been through 
a number of versions (some of the bugs that were fixed are discuss din [465]). 
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IPsec is widely used by firewall vendors who offer a virtual private network 
facility with their products; that is, by installing one of their boxes in each 
branch between the local LAN and the router, all the internal traffic can pass 
encrypted over the Internet. Individual PCs, such as worker ' laptops and 
home PCs, can in theory join a VP given a firewall that supports IPsec, but 
this is harder than it looks. Compatibility has been a major problem with 
different manufacturers' offerings just not working with each other; although 
firewall-to-firewall compa tibility has improved r c ntly, getting random PCs 
to work with a given VP is still very much a hit-or-mi s affair. 

IPsec ha the potential to top some network a ttack , and be a useful com­
ponent in de igning robu t di tributed syst m . But it i n ' t a panacea. Indeed, 
virtual private networks exacerba te the 'dep rimeteriza tion' problem alread y 
di cu s d. If you have thou ands of madune sitting in your employee' 
homes that are both in the network (a they connect via a VP ) and connected 
to the Internet (as their browser ta lk to th Intern t directly v ia th horn ' 
cabl modem) then they b com a potential weak p int. (Ind d, th U.S. 
Dep artment ofJu tic rul din 2007 that employees an' t u th ir own P or 
PDA for work purposes; all mobile device u ed ford partm ntal bu ine 
mu t b centrally manag d [108] .) 

21.4.5.6 TLS 

Recall tha t when di cu s ing publi key n ryption, I r marked tha t a erver 
could publi h a public k y KS and any web br w r ould th n nd a m ag 
M containing a er dit card number to it en rypt d u ing KS: {M}Ks • This i 
in essence w hat th TLS prot ol (form rly known a L) do , a lth ugh in 
practice it i more ompli a ted . It wa d v lop d to upport n rypti n and 
authentica tion in both dir ction , o that both h ttp r qu t and r pon can 
be protected again t both ave d ropping and manipula tion. ft' the proto ol 
tha t's activa ted w h n you the pad] ck n y ur br w rt lbar. 

H ere i a implifi d d cription of the v r i n a u d to prot t web pages 
tha t solicit er dit card number : 

l . the di nt send th rver a client hello me age tha t conta ins it nam e C, 
a tran action ria l numb r C#, and a rand m none N ; 

2. the erv r r plie with a server /1ello m ag that contain its name S, 
a tran action rial number S#, a random non N5 , and a ertifi a t 
CS containing its public k y KS. The li nt now ch cks th c rtifica t 
CS back to a root c rtifica te i u d by a ompan y uch a Veri ign and 
stored in th brow r; 

3. the client nd a key exchange m age containing a pre-111nster-secret 
key, K0, encrypted und r the rv r public key KS. It al o nd a fini hed 
mes age with a m s age auth ntica ti n de (MA ) c mputed on all the 
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messages to date. The key for this MAC is the master-secret, K,. This key 
is computed by hashing the pre-master- ecret key with the nonces sent 
by the client and server: K1 = h(Kcs, Ne, N5). From thi point onward, 
all the traffic is encrypted; we'll write this as { ... } Kcs in the client-server 
direction and { ... } Ksc from the server to the client. These keys are gener­
ated in turn by hashing the nonces with K1• 

4. The server al o ends a finished me sag with a MAC computed on all 
the messages to date. It then finally starts ending the data. 

C -+ S : C,C#,Nc 
S -+ C : S, 5#, N 5, CS 
C -+ S : {Ko}Ks 
C -+ S : {finished, MAC(K1, everytl1ingtodnte)} Kcs 
S C: {finished,MAC(K1,everythingtodnte)}Ksc, {data) Ks 

Th d sign goal includ d minimi ing th load on the brows r, and th n 
minimi ing th load on the rv r. Thu th public k y ncryption operation i 
done by the client, and th d ryption by th rv r; th tandard encryption 
m thod (ciphersuite) u es RSA f r which encrypti n ca n b a rrang d to b v ry 
mu h fa ter tha n d ryption. (Thi was a wrong design d i ion a brow r 
gen ra lly hav a lot mor c mpute cycle to par than rv r ; it h a er at d 
a bri k aft rma rk t for crypt ac I ra tor b ard f r w b rv r .) Al , on a 

Ii nt and rv r have s tab li h d a pr -ma t r- e r t, n m r pubJi k y 
op ra tion ar n d d a furth r ma t r er t ca n b obta in d by ha hing it 
with n w non 

Th full proto o l i mor mpl. x than thi , and ha gon through a numb r 
of ver ion . It upport a numb r of diff r nt ciph r uite , o that xport 
v r i n of brow r for xa mpl an b limit d to 40 bit k y - a ondition 
of xp r t licen ing tha t wa impo d for rnany y ar by th U.S. gov rnm nt. 
0th r ciph r uit upport ign d Diffi -H !Iman key x hang for tran i nt 
k y , to provid f rward and ba kward e recy. TL a l h a pti n for 
bidir ctiona l auth nti ati n o that i.f th li nt al o ha a c rtificat , thi a n b 
ch ck d by the rver. Jn add ition, th working k y KCS and KSC can contain 

parat ubkey for encrypti n and auth nti a tion. For xampl , th mo t 
comm nly u d ciph r uite u s th tr am iph r R 4 f r th f rm r and 
HMA for th latter, and th n eds parate k y . 

Although a rly v rsion of L had a number of bug [1308], v r ion 3 
and la t r (call d TL in v r ion 3.1) app ar to b und (but th y hav 
to be impl mented car fully [1 89]). Th y ar b ing u ed for much mor than 
electronic comm re - an exam pl being m dical privacy [280]. In our lo al 
teaching ho pita], linical p r nn l w r i u d with mart ard containing 
TLS c rtificat nabling them to log on to y t ms con taining patient r cord . 
This m ant, for xample, that r earcher could acces clinical data from home 
during an em rg ncy, or from th ir univer ity ffice if doing research . TL 
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has also been available as an authentication option in Windows from Windows 
2000 onwards; you can use it instead of Kerberos if you wish. 

Another application is in mail, where more and more mail servers now use 
TLS opportunistically when exchanging emails with another mail server that's 
also prepared to use it. This stops passive eavesdropping, although it leaves 
open the possibility of middleperson attacks. To stop them too, you need ome 
means of authenticating the public keys you use, and tha t brings us to the 
topic of public-key certificates. 

2 1.4.5.7 PK/ 

During the dotcom boom, a number of compani s achieved astronomical 
valuations by cornering the market in public-key c rtifica tes. The leading 
European certifica te provider, Baltimor , achieved an el ven-figure market 
cap before crashing and burning in 2001. Investors b liev d that every device 
would need a public-key certifica te in order to conn ct to other d vice ; you'd 
need to pay Baltimore (or Thawte, or V risign) ten bucks every two years to 
renew th c rtifica t on your toa ter, or it wouldn' t talk to your fridge. 

A I di cu ed above, the k y in devic lik fridge and toa t r ar b t 
set up by local m chanism uch a th Bluetooth and HomePlug pairing 
m chanism . But public key infrastructur are till u d in a numb r of 
application . First, there ar th certifica t s tha t web site u e with TLS 
and tha t activa te the curity i on in your brow r. Second, th r ar priva te 
infras tructure , such a tho u d by banks to t up k y fo r WIFT, by mobil 
phone compani s to xchang m ssages between Home Loca tion Regis ters, 
and by companie tha t u TL to authentica te u r f th ir n twork . 

Th r is fr qu nt mantle confu ion b tw n 'public (k y infra tru tur )' 
and '(public k y) infrastructur ' . In the fir t, the infra tructure can b u d by 
what v r n w applica tion com along; I'll call thj an open PKI. In th ond, 
it can ' t; I'll all thi a closed PKI. 

PKI has a numb r of intrinsi limita tions, many of whi h hav to do with 
th fir t interpreta tion - nam ly that th infra tructur i pr v id d a a public 
ervice tha t anyone can u e. I di cussed many of th underly ing probl m in 
hapter 7. Naming is difficult, and a c rtifica te aying 'Ros And r on ha th 

right to administer th machin Foo.com ' m an littl in a world with dozens 
of people (and machin s) of that name. Al o, th r ' K nt' law: the more 
application rely on a c rtificat , the shorter it u ful lif will b . 

This is the 'one k y or many' deba te. As the world go digital, hould I 
expect to have a ing le digital key to r pla e ach of th metal keys, credit 
card , wip access card and oth r tok n tha t I curr ntly carry around? Or 
should each of them be rep lac d by a differ n t digital key? Multipl keys 
protect the cu tom r: I don ' t want to hav to u a k y with which I can 
r mortgage my hou to mak ca lls from a payphone. It's just too a y to 
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dupe people into signing a message by having the equipment display another, 
innocuous, one2

. 

However, the killer turned out to be business needs. Multiple keys are more 
convenient for business, as sharing access tokens can lead to grea ter admin­
istrative costs and liability is ues. There were many attempts to share keys; 
the smartcard industry tried to market 'multifunction smartcards' through the 
1990s tha t could work as bank cards, electricity meter cards and even building 
access cards. Singapore even impl mented such a schem , in which even mili­
tary ID doubled a bank cards. However, such schemes have pretty well died 
out. In one tha t I work d on - to reuse bank cards in el ctricity meters - the 
issue were control of the cu tomer base and of the proc ss of developing, 
upgrading and rei uing card . In other ca e , projects foundered becau e 
no-one could agree which company's logo would go on the smartcard. 

ow the tandard PKI machin ry (the X.509 protocol uite) was largely 
developed to provide an lectronic replacem nt for th t lephone boo k, o 
it tend to a sume tha t everyone will have a unique name and a unique 
key in an open PKI architecture. Government hoped for a 'on key fit all' 
mod I of th world, so they could license and control the keys. But, in mo t 
applica tion , the natura l solution i for each bu ine to run its own clo d 
PKI, which might b thought of a t th y tem le el a g iving cu tom r a 
unique a count numb r whi h i n't ha r d with anyon ls . Since then, the 
CA market ha fractured; wher a in th la t 1990 , Intern t xplor r hipp d 
with only a handful f A k y (gi ing huge if t mporary fortun to th firm 
tha t on troll d th m), now th v r ion in Window XP c nta in hundr d . 

Thi in turn l ad to issu of tru t. You d on ' t really know who ontrol a 
key who signa tur i ace pt d by a typica l brow er. Furthe r i u include 

• If you remov on of th 200-plu root c rtificat from Window XP 
Service Pack 2, then Wi11dow s ilently r place it - uni you'v got 
th kill to di e t out th software that d es this [613]. Vi ta com with 
f wer root rtifi at - but y u can' t del t th m a t a ll. Thi could 
be bad new for a company that doesn ' t want to tru t a competitor, r 
a gov mm nt tha t do n' t want to tru t foreigner . For exampl , th 
Ja rg CA Verisign also do w iretap work for the U.S. gov rnm nt; 
so if I were r unning hina, 1 wouldn' t want any bin e PC to tr u t 
th ir certificate (a V ri ign could not ju t s ign bad web pag s - th y 
could al o ign code that hine e machin would in tall and run). 

• U ability i dr ad ful, a many sites u out-of-da te rt , or cert tha t 
corr spond to the wrong ompany. As a result, us rs ar well train d 
to ignore urity warning . For exam.pl , when a N w Zealand bank 

21 ju t don' t know how lo be confident of a digita l signature r make even on my own P and 
I 've work d in security for over fifteen year . Check ing all the software in the ritica l path 
betw n the d isp lay and th ignatur oftwar i way b yond my paticn e. 
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messed up its certificate with the result that users got warned it didn't 
correspond to the bank, only one user out of 300 stopped - the rest just 
went ahead with their business [569]. 

• It's bad enough that the users don't care whether certificates work; ye t 
the CAs don't seem to care, either. The UK certifier Tscheme was set up 
by industry as a self-regula tory scheme under the Electronic Commu­
nications Act as 'a source of independent assurance for all types of e-business 
nnd e-government transactions - especially for those transactions that depend 
on reliable, secure on fine identities. It was noticed in July 2006 that 
ht tps : I / www . tscheme . org I had its certification pa th miscon figured: 
there was a certificate missing in the middle of the chain, so verifica­
tion failed unless you manually added the missing cert. By December 
2007, it s till wasn't properly fixed. According to the documentation, 
the 'HMG Root CA' hould certify everything, yet it doe n' t c rtify th 
Tschem 'Trustis FPS Root CA', and n ith r i includ din the stan­
dard Firefox distribution. In th CA world, it se ms, veryon wants 
to be root, and no-one wants anyon else's signature on their k ys, as 
then they'd have no rea on to exist. So stuff till doesn't work. 

• Many u ers disable ecurity features on th ir browser , even if th 
weren't disabled by default wh n the softwar hipp d. R call that th 
third step of the TLS protocol was for th cli nt brow er to ch ck th 
cert against its s tored root certificate . If th ch ck fa il , th brow r 
may ask the di nt for p rmi sion to proce d; but many brow r ar 
configured to just proce d anyway. 

• Certs bind a company name to a DNS name, but their vendors ar u u­
ally not authorities on ither; th y hand out rtifica te after ur ory 
due dilig nee, and their 'certification practic s ta tem nts' they go out 
of th ir way to deny all liability. 

• There are still technical shortcomings. For xample, the dominant cer­
tifica te format (X.509) does not have the kind of fl exibl and scalable 
'hot card ' y t m which the er dit card indu try ha volv d, but rath r 
assumes tha t anyone relying on a c rt can download a certificate revo­
cation list from the issuing authority. Also, c rts ar d sign d to rtify 
names, when for most purpo son want to certify an a uthoriza tion. 

Behind all this mess lies, as usual, security economic . During th dotcom 
boom in the 1990s, the SSL protocol (as TLS th n was) won out over a mor 
complex and heavyweight protocol call d SET, b ca us it plac d Jes of a 
burden on developer [72]. Thi is exactly the sam r a on that op ra ting 
systems such as Windows and Symbian w re initially dev loped with too 
little ecurity - they were competing for pol po ition in a two-sided market. 
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The downside in this case was that the costs of compliance were dumped on 
the users -who are unable to cope [357] . 

In short, while public key infrastructures can be useful in some applications, 
they are not the universal solution to security problems that their advocates 
claimed in the late 1990s. It's a shame some governments still think they can 
use PKI as a mechanism for empire-building and social control. 

2 1.5 Topology 

The topology of a network is the pattern in which its nod s are connected. The 
Internet classically is thought of as a cloud to which all machines are a ttached, 
so in effect every machine is (potentially) in contact with every other one. 
So from the viewpoint of a flash worm that propagates from one machine 
to another djr ctly, without human intervention, and by choosing the next 
machine to attack at random, the n twork can b thought of as a fully 
conn ct d graph. How v r, in many n tworks ach node communicate with 
only a limited numb r of oth r . Thi may r sult from physical conn ctivity, 
as with P s on an isolated LAN, or with a camera and a laptop that ar 
commwucating via Blu tooth; or it may com from logical conn ctivity. For 
example, when a viru pr ad by mailing it elf to ev ryon in an inf cted 
maclun 's addr s book, the network tha t it's infecting i one whose nodes 
are u rs of the vuln rable mail client and who dge ar th ir pr nc in 
each other ' addr s book . 

We can bring other ideas and tool to bear when the n twork is in effect 
a social network like thi . In rec nt years, phy icis t and ociologi t hav 
collaborat d in applying th rmodynamic model to the analysis of compl x 
networks of ocial interaction ; the em rging disciplin of n twork ana ly is i 
revi w din [965], and has b n appli d to di ipline from criminology to th 
study of how n w t chnologi s diffus . 

N twork topology turn out to b important in rvic d njal attack . Rul r 
hav known for c nturie tha t wh n cru hing dissjdents, it's best to focu 
on th ringl ad r ; and wh n mu i indu try nforc r try to do down 
p er-to-pe r fiJ -sharing n twork th y imilar ly go aft r th mo t promin nt 
nodes. Th r 's now a olid cientific basis for thi . It turns out that ocial 
n twork can be mod 11 d by a type of graph in which th r 's a power-law 
distribution of vert x order; in other words, a small numb r of nod s have 
a larg numb r of dg nding a t th m. The e well-conn cted nod s h lp 
make the network resilient against random failure, and easy to navigate. Yet 
Reka Albert, Ha woong Jeong and Albert-Laszl6 Bara basi showed that they also 
make such n tworks vuln rable to targeted attack. Remove th w 11-connect d 
node , and the network i easily disconnected [20] . 
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This has prompted further work on how topology interacts with conflict. 
For example, Shishir Nagaraja and I extended Albert, Jeong and Barabasi's 
work to the dynamic case in which, at each round, the attacker gets to destroy 
some nodes according to an attack strategy, and the defender then gets to 
replace a similar number of nodes using a defense s trategy. We played attack 
and defense strategies off against each other; against a decapitation a ttack, 
the best defense we found was a cell structure. This helps explain why peer­
to-peer syst ms with ring architectures turned out to be ra ther fragile - and 
why revolutionaries have tended to organise them elve in cells [924]. George 
Danezis and Bettina Wittneben applied these network analysis ideas to privacy, 
and found tha t by doing traffic an alysis against just a f w w ell-connected 
organisers, a police force can identify a surpri ing number of members of a 
dissident organisa tion. The reason is that if you monitor everyone who calls, 
or is called by, the main organisers of a typical ocial network, you get most of 
the member - unless effort was expended in organi ing it in a c 11 tructure 
in the firs t place [345]. 

These techniqu s may well b come ev n more r levant to ne twork attack 
and defence for a numb r of rea ons. First, early ocial-network t chnique 
have produced real results; the capture of Saddam Hussein used a lay red 
social network analysis [623]. Second, a people try to a ttack (and def nd) 
local networks organised on an ad-hoc ba i u ing technologies like WiFi and 
Bluetooth, topology w ill ma tter more. Third, social n tworking ite -
and more conventional service like Google mail tha t u e introduction to 
acquire new customers - have a lot f ocial network informati on tha t can 
be used to track peopl ; if a phish rman u Googl mail, th p olic can 
look for th people who introduc d him, and then for veryone el e th y 
introduced, when earching for contac t . Fourth, a ocial tructur tart to b 
used against wrongdo rs (and against citizens by r pre siv regime ) peopl 
will inve t in cell-structur d organisation and in oth r t a lth technique to 
defeat it. Fin ally, ther are all sort of u eful thing that can pot ntially b d ne 
with topological information. For xampl , people may be mor able to tak 
a view on wh ther devic that are 'nearby' are tru tworthy, and you may 
not need to filter traffic o assiduou ly if it can com from only a few ourc 
rather than the whole Internet. Thi i n ' t ntir ly straightforward, as y t m 
change over time in ways tha t und rmin their builder ' tru t a sump tion , 
but it can s till be worth thinking about. 

21.6 Summary 

Preventing and detecting a ttacks tha t are launched over network , and partic­
ularly over the Interne t, is probably the most n wsworthy a pect of curity 
engineering. The probl mis unlik ly to be solv d any tim soon, as many 
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different kinds of vulnerability contribute to the attacker's toolkit. Ideally, 
people would run carefully written code on trustworthy platforms. In real 
life, this won' t happen always, or even often. In the corporate world, there are 
grounds for hope that firewalls can keep out the worst of the attacks, careful 
configuration management can block most of the rest, and intrusion det ction 
can catch most of th residu that make it through. Home users are l ss w 11 
placed, and most of the machines being recruited to the vast botnets we e in 
action today are home machines attached to DSL or cable modems. 

Hacking techniques depend partly on th opportunistic exploitation of 
vulnerabilitie introduced accidentally by the major vendor , and partly on 
techniques to social-engineer people into running untrustworthy cod . Mo t 
of the bad thing that result are just the am bad thing that happen d a 
g n ration ago, but mo ed online, on a larger scale, and with a peed, l v I of 
automation and global di p rsion that leav s law enforc m nt wrong-foot d. 

Despit all this, the Internet is not a disaster. It's always possible for a 
curity ngine r, wh n cont mplating the problem w 've di cu ed in this 

chapter, to sink into doom and g loom. Y t th Int rn t has brought huge 
ben fit to billion of peopl , and levels of onlin rim ar w 11 b low th 
l v l of real-world crim . I'll di cuss thi in mor d tail w h n w g t to poli y 
in Par t III; for now, not tha t th $200 m - $1 bn lo tin th U A to phi bing 
in 2006 wa way bel w ordinary fraud involving thing lik ch ck , n t to 
m ntion th drug trad or v n th trade in tol n car . 

H rd effect matter. A u ful analogy for the millions of insecure c mputer 
i given by th h rd of million of gnu that on roam d the p lains of Afri a. 
The lion could mak lif hard for any on gn u, but mo t of them urviv d f r 
years by taking h lt r in numb rs. Th lnt rn t' mu h th am . Th r are 
a nalog u of the White Hunter, who'll car fully sta lk a prim trophy animal; 
o you n d to tak p ial car if anyon might you in th t rm . 

And if you think tha t th alarm in the press about 'Ev il Hack r Bringing 
Down th lnt rn t' ar om how qui al nt t a hungry Afri an p a ant 
p aching th gam , th n d b ar in mind th much gr a t r de truction don 
by colonial ranching ompani w ho had the capita l to fenc off the v ld in 
100,000-acre lot . conomic matt r , and w ar till f ling our way toward 
th kind of r g ulation tha t will giv u a r a onably tabl guilibrium. In fa t, 
colleague and I wr te a report for the Europ an Network and Information 

urity Ag ncy on the ort f policy incentiv that might h lp [62] . I' ll r turn 
to policy in Pa rt UL 

Research Problems 

ven years ago, the centre of grav ity in n twork ecurity re arch wa 
technical: we were busy looking for new a ttacks on protocol and appli ations 
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as the potential for denial-of-service attacks started to become clear. ow, in 
2007, there are more threads of research. Getting protocols right still matters 
and it's unfortunate (though understandable in business terms) that many 
firms still ship products quickly and get them right later. This has led to calls 
for vendor liability, for example from a committee of the UK Parliament [625] . 
On the security-economics front, there is much interesting work to be done on 
decent metrics: on measuring the actual wickedness that goes on, and feeding 
this not just into the policy debate but also into law enforcement. 

Systems people do a lot of work on measuring the Inten1et to understand 
how it's evolving as more and more devices, people and applications join in. 
And at the level of theory, more and more computer scientis ts are looking a t 
ways in which n twork protocols could be a ligned with stakeholder interests, 
so that participants have less incentive to chea t [971]. 

Further Reading 

The early classic on Internet security was written by Steve Bellovin and 
Bill Cheswick [157]; other solid book are by Sim on Garfinkel and Eug ne 
Spafford on Unix and Intern et security [517], and by Terry Escamilla on 
intrusion detection [439]. These give good introductions to network a ttacks 
(though like any print work in this fast-moving field, they ar all lightly 
dated) . The seminal work on viru e i by Fred Cohen [311], while Java 
security is discuss d by Gary Mc raw and Ed Felten [859] as well as by 
LiGong (who d igned it) [539]. ric R corla ha a book on th detail of 
TLS [1070]; ano the r useful description - shorter than Eric's but longer than 
the one I gav above - is by Larry Paul on [1010] . Our policy paper for ENISA 
can be found at [62]. 

It's important to know a bit about th history of attacks - a they 
recur - and to keep up to date with wha t's going on. A urvey of 
security incidents on the Internet in the la t 1990s can be fou nd in John 
Howard's thesis [626]. Advisories from ERT [321] and bugtraq [239] ar one 
way of k eping up with events, and hack r sites such as www . phrack . com 
bear watching. However, as ma]war b com s commercial, I'd sugge t you 
also keep up with the p ople who measur botnets, spam and phishing. 
As of 2007, I'd r commend Team Cymru a t http : //www .cymru .com/, the 
Anti-Phishing Working Group at http : //www .antiphishing .org/, the 
Shadowserver Foundation at http : //www . shadowserver . org/, Symantec's 
half-yearly threat report a t www.symantec.com/threatreport/, and our blog 
a t www. lightbluetouchpaper .net. 
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